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PykoBogacTBo no skcniyatauum WOP-12ac

1 BBeaeHwue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOTbI M K AAHHOMY MOMEHTY B KOPOTKOE BPEMSI MPOLL/IN OFPOMHBI/ NMyTb OT HECTABWBHBLIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU C BbICOKMMU KPUTEPUSMU K KQUECTBY NPefOCTaB/IEHUS YCAYT.

YctpoiictBo WOP-12ac saBnsetcs Toukoit goctyna Wi-Fi Enterprise knacca. KOHCTpyKUus ycTporicTBa umeet
repMeTUYHbIA KOpryc, KOTOPbIA NO3BOIUT UCMO/Ib30BaTh TOUKY [OCTYyNa BHE NOMELLEeHWUI B pa3nyHbIX
KnumMartumyeckux ycriosusax, npu Temnepatypax ot -40 go +65 °C.

B HacTosLEeM pyKOBOACTBE MO 3KCN/yaTaunm U3noxeHbl Ha3HayeHne, OCHOBHbIE TEXHUYECKUe
XapakTepuCTUKW, KOHCTPYKTUBHOE UCMONHEHWE, NOPAA0K YCTaHOBKM, Mpasu/ia 6e30MnacHoii aKkcniyaTaumm
YCTPOWCTBA U pekoMeHZaLmm no yctaHoBke 6ecnpoBoaHol Toukn goctyna WOP-12ac.

1.2 YcnoBHble 0603HaYeHUs

© MpumedaHus cogepxart BakHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOMCTBA.

O TMpeaynpexaeHys MHPOPMUPYIOT MO/L30BATESA O CUTYaLSX, KOTOPbIE MOTYT HAHECTU BPe[,
YCTPOICTBY U YENOBEKY, MPUBECTM K HEKOPPEKTHOI paboTe YCTPOCTBA UM NOTEepPe AaHHbIX.




PykoBogacTBo no skcniyatauum WOP-12ac

2 OnucaHne nsgenus

2.1 Ha3HaueHue

[na BO3MOXHOCTY NpefocTaB/ieHnsa AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHO, 6e30MacHOoiA
6ecnpoBoAHOI ceTn paspaboTaHa 6ecnpoBoaHas Touka goctyna WOP-12ac (aanee «ycTpoiicTBO»).

YcTpoincTBO 06ecneumBaeT BbICOKOCKOPOCTHYHO 1 6e3onacHyto 6ecnpoBOAHY0 CETb, KOTOpas coveTaeT B cebe
MHOXECTBO BO3MOXHOCTE U CEPBMCOB, HEOOX0ANMbIX A5 KOMPOPTHOro AOCTyna nonb3oBaTeneli K ycnyram
onepatopa. Yctpoictso WOP-12ac obecneuvBaeT nogkntoydeHne o 70 nonb3oBarteneil.

YCTpOIACTBO MCMOMb3YETCS AN1A OpraHu3auum 6ecnpoBOAHON CETU B pa3/INyHbIX KITMMATUUYECKMX YCI0BUSIX — B
LUMPOKOM AMnana3oHe paboumx Temnepartyp 1 BbICOKOW BaKHOCTU (Mapku, 3aBOAbl, CTaAMOHbI, T.4.), & Takke
ABNSETCS UAeasbHOM NIaTgopMoii A1t OpraHn3aL iy CBA3M B KOTTEAKHbIX NOCENKAaX U YAA/IEHHbIX
HaCe/NEHHbIX NMyHKTaXx.

MuTaHne ToYKN JOCTyNa OCYLLEeCTBASETCA No TexHonorum PoE+. Takke NnpefyCMOTPEH a/ibTepHATUBHBbIN
WCTOYHUK NuTaHuA 48 B.

2.2 XapakTepuCTUKM YCTPONCTBa
ViHmepabelichbi:

+ 2 nopta Ethernet 10/100/1000BASE-T (RJ-45), n3 koTopbIx 1 NopT AN nuTaHus no PoE+;

* 1 nopt 100/1000BASE-X (onunoHansHo);

+ Console (RS-232);

+ 6 pazbeMoB N - type (female), Anst noakItOYEHNA BHELLHMX aHTEeHH (BCeHanpaB/ieHHbIE, CEKTOPHbIE,
y3KOHanpaB/ieHHble). BbIGOp MOAENN 3aBUCUT OT UCMO/Ib30BaHMS TOUKM A0CTYyNa — AN Aa/IbHOGOMHbIX
6ecnpoBOAHbIX MOCTOB HEO6XOAVMMO BblOGMPaTh Y3KOHANPaB/IeHHbIE, a A1 6a30BbIX CTaHLMIA
NCMOSIb3YHTCS CEKTOPHbIE MO0 BCEHANPAB/IEHHbIE AHTEHHbI

* Wi-Fi 2.4 Ty IEEE 802.11b/g/n;

« Wi-Fi 5Ty IEEE 802.11a/n/ac.

DyHKYUU:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

+ [Ba He3aBUCUMbIX pagnonHTepdeiica;

* 0flHOBpeMeHHasi paboTa B AByX AvanasoHax (2.4 'y n 5Tw);
+ nogaepxka MIMO 3x3 Ha kaxaom pagnonHtepdelice;
* npuoputnsauna Tpadurka Ha ocHose WMM,;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* AMHamMuueckuii BbiI6op yactoTbl (DFS);

* noggepxka ckpoitoro SSID;

+ 32 BupTyanbHble Toukm goctyna ansa WOP-12ac;

* nogaepxka APSD;

* ynpas/ieHVe MOLLHOCTbIO TPaHC/IMPYEMOro CUrHana,;

* nogaepxka WDS;

* nogaepxka MESH,;

+ nopgaepxka Work Group Bridge.



PykoBogacTBo no skcniyatauum WOP-12ac

Cemesble (hyHKYUU:

aBTOMaTU4YecKoe cornacoBaHue CKOPOCTH, AYNSIEKCHOIo pexumMa 1 nepekIoyeHns Mexay pexxumMamun
MDI n MDI-X;

nognepxka VLAN;

nopaepxka ayteHtudukauumm 802.1X;

nognepxka 802.11r,

DHCP-knueHT;

nognepxka IPv6;

nognepxka LLDP;

nognepxka ACL,

nognepxka GRE.

Pa6oma 8 pexume kracmepa:

opraHusauus knacrtepa eMKOCTbIo [0 64 Touek AOCTyna;

aBToMarnyeckast CUHXpOHM3auna KoHurypauuii Todek focTyna B kacTepe;

Single Management IP — eauHbIli agpec Ans ynpasneHus Toukamm OoCTyna B KnacTepe;
aBTOMaTNyecKoe pacnpefeneHne YacTOTHbIX KaHausI0B MexXay ToUkaMy JOoCTyna,
aBTOMarnyeckoe pacnpenesieHne ypoBHS 13/ly4aeMoil MOLLHOCTY MeXAy ToukaMu focTyna.

®yHkyuu QoS:

NPUOPUTET U NJIaHNPOBaHUE NakeToB Ha OCHOBE npoduei;

orpaHuyeHve NPonyckHol cnocobHocTn s kaxaoro SSID;

n3meHeHve napametpos WMM ans kaxgoro pagnoviHtepdeiica;

nogaepxka npuoputuaunm no CoS n DSCP;

BO3MOXHOCTb YCTaHOBKM npuoputeta Ha ocHoBe IP, Ethertype, TCP/UDP-nopTta u gpyroe.

Ee3onacHocmb:

E-mail nHdhopmmpoBaHre 0 CUCTEMHbIX COObITUSX;

LieHTpanun3oBaHHasi aBTopusaums yepe3 RADIUS-cepsep (WPA Enterprise);
wndpposaHue gaHHbix WPA/WPA2;

nogaepxka Captive Portal;

noaaepxka Internet Protocol Security (IPsec);

nogaepxka WIDS/WIPS.



2.3 TexHuyeckue napameTpbl yCTPOCTBa

PykoBogacTBo no skcniyatauum WOP-12ac

Tabnuua 1 — OCHOBHble TEXHUYECKME NapaMeTpbl YCTPOCTBa

NapameTpbl WAN-uHTepdeiica
KonnyecTBo noptos

Pa3zbem

MapameTpbl 6ecnpoBOAHOro NHTepenica
CraHgapTbl

YacToTHbIn agnanasoH, MIy,

Moaynaumus

Paboune kaHanbl

CKopocTb nepegayun gaHHbIx, MouT/c

MakcumasibHaa MOLWHOCTL Nepegarynka 4na
WOP-12ac ER, WOP-12ac ER SFP n WOP-12ac ER
GPON makcumanbHoe 3HauveHne VNM ans
060MX AMana3oHoB 26 Abm

YyBCTBUTENTbHOCTb NMPUEMHUKa

Be3onacHocTb

SFP1, RJ-45,10/100/1000, aBToonpeaenexHne, BASE-T

802.11a/b/g/n/ac
2412-2472 Mry, 5150-5850 MIy
CCK, BPSK, QPSK, 16QAM, 64QAM, 256QAM

+ 802.11b/g/n: 1-13 (2412-2472 MI'u)
+ 802.11a/ac: 36-64 (5180-5320 MI'w)
+ 100-144 (5500-5720 MI'w)
* 149-165 (5745-5825 MI'w)

6,9, 12,18, 24, 36, 48, 54, MCS0-MCS23, MCS0-9 NSST1,
MCS0-9 NSS2 802.11 n:
* 00 216,7 M6wuT/c (kaHan 20 Mry),

* 0o 450 Méut/c (kaHan 40 MI'u)

802.11 ac:
+ 00 1300 M6uT/c (80 MI'y)

* 2.4T1Ty: po 19 gbm
* 57Ty go 19 gbm

+ 24T1Ty: 0o-98 npbm
* 51Ty go-94 pbm

* UeHTpannm3oBaHHas asTopu3aunsa yepes RADIUS-

cepsep (WPA Enterprise)

* wndpoBaHne gaHHbIXx WPA/WPA2
* nogaepxka Captive Portal
+ E-mail nHchopmMupoBaHme 0 CUCTEMHbIX COBbITUSX

Bbl60p MoAeNN aHTEHH 3aBUCUT OT UCMOJ/1Ib30BaHNA TOYKN A0CTYyNna

Mogaepxka 3x3 MIMO
MapameTpbl HTepcpeiica Console
Tun

CKopocTb 06mMeHa

dopmaTt faHHbIX

RS-232
115200 60A
8 out

Be3 napuTeTa, 04HOCTONOBbIN, 6€3 yNpaB/ieHUsi TOTOKOM



PykoBogacTBo no skcniyatauum WOP-12ac

YnpaBneHue

YnaneHHoe ynpasneHve Web-uHtepgeiic, Telnet, SSH, SNMP, cuctema
ynpasnexust EMS.
O6HoBneHne MO 1 KoHGMryprpoBaHue NocpeacTBoMm
DHCP Autoprovisioning

OrpaHuyeHue goctyna no napornto, no IP-agpecy

O6Lue napameTpbl

NAND 128 M6 NAND Flash

RAM 256 M6 RAM DDR3

MNutaHne * PoE+ 48 B/54 B (IEEE 802.3at-2009)
- DC48B

Bnok nutaHus o6nagaet hyHKUMER 3amThl OT CKAYKOB
NepPeMEHHOT0 HaNpPsHKEHNS B 3/1EKTPOCETU C
NPYMEHEHNEM CTIaXMBaOLLMX PUNILTPOB

Knacc 3awutbl IP IP-65

AnekTpomarHMTHas COBMeCTUMOCTb CE

MoTpebnsemast MOLHOCTb He 6onee 20 BT

Pabouunii guanasoH Temneparyp o1 -40 no +65°C

SST:lgcmeanaﬂ BIXKHOCTb Npu TeMneparype oT 5 0 90 %, 6e3 06pas3oBaHUA KOHAEHcaTa
FabapuTbl 246x216x97 MM

Macca He 6onee 2,3 Kr
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PykoBogacTBo no akcnnyatauum WOP-12ac

2.4 KOHCTPYKTUBHOE MUCMNOJSIHEHNE

Yctporicteo WOP-12ac nmeeT kopnyc B NPOMbILL/IEHHOM UCMNO/THEHWM, BbIMO/IHEHO B METa/I/IMYECKOM KOprnyce.
BHeLwHWiA B, 60KOBbIX NaHesiein ycTponcTea npuBeaeH Ha pucyHke 1.

A6 A5 Ad

©-

S
g
&

\ £
) &

|

)
= S ==l
1 2 3 4
A2 Al

©

PucyHok 1 — BHelwHWI BUA 60K0BbIX NaHenein WOP-12ac

Ha naHensix ycTpoiicTBa pacnosioxXeHbl Crieflytolme pa3beMbl U OpraHbl ynpasneHus, Tabnuua 2.

Tabnuua 2 — OnvcaHve NopPTOB 1 OPraHoB ynpaBeHns

AnemMeHT naHenu

A1-A3

A4-A6

2 Port 0
(PoE)

OnucaHue

pasbembl MHTepdeiica Radio 1 ana noaknoyeHns BHELWHUX aHTeHH AnanasoHa 2.4
My,

pasbembl MHTepdelica Radio 2 ana noakioyeHns BHELWHUX aHTEeHH AnanasoHa 5
My

pa3beM NOAK/TYEHUA NUTaHNA

nopT 10/100/1000 BASE-T (RJ-45 ¢ noaaepxkoii POE+)

11



PykoBogacTBo no skcniyatauum WOP-12ac

AnemMeHT NaHenu OnucaHune

3 Port 1 nopT 10/100/1000 BASE-T (pa3bem RJ-45)

4 SFP ontnyecknii pasbem SC/UPC Tonbko gns WOP-12ac ER SFP nnm SC/APC Tonbko
ana WOP-12ac ER GPON

5 Console pasbeMm AN19 NOAK/IYEHUS KOHCO/bHOTO kabens (pasbem RJ-45)

6 @ 3a3eM/IeHne ycTpolicTBa

7 F hyHKUMOHabHas KHOMKa, 3aKpbiTa repMeTUYHbIM BUHTOM

2.5 CTpyKTypHasa cxema usgenus

Ha pucyHke 2 npuBegeHa cTpyktypHasa cxema WOP-12ac.

099 $99

Radio 1 Radio 2
(2.4 GHz) {5 GHz)
CPU Power supply
unit
100/1000Base-X L
(]III[M(]PIZ)"hIi()
' -l T ‘I
} I
i1 | PHY |
S
I ! !
I
| | SFP | !
! I
! T I
LI I‘ ———
Port 0 Power
Console Port1 (PoE) connector

PucyHok 2 — CTpykTypHasa cxema WOP-12ac

* AT-A6 — pazbeMbl ANA NOAKIOYEHNSA aHTEHH;

* Radio 1 — pagnounHTepdelic, BbINONHALWNIA NpYeM 1 nepefady AaHHbIX B 6eCnpoBOAHbIX CETAX B
ananasoHe 2.4 'y,

* Radio 2 — pagnovHTepdelic, BbINOMHALWNA NpYeM 1 nepegady AaHHbIX B 6€CnpoBOAHbIX CETAX B
AnanasoHe STy,

+ CPU — KOHTpoO/nep, OCyLEeCTBNSAOLWMNIA yipaBieHe YCTPOCTBOM, MOHUTOPWHT, @ Takke nepeaady
[laHHbIX N0 NPOBOAHON CeTY;

« Power Supply Unit — 6nok nuTaHnsi yCTPOICTB3;

+ Port 0 (PoE) — pa3bem Gigabit Ethernet ¢ TexHonorueit PoE, no3BosnsieT nogBoaunTb K TOUKE A0CTyna
aneKTponuTaHne 1 obecneunBaeT CKOPOCTb foctyna o 1 roeunt/c;

+ Port 1 — pa3beM Gigabit Ethernet, o6ecneunBaeTt ckopocTb gocTyna o 1 rent/c;

+ Console — pazbeM RJ-45 ans noaknto4YeHNs KOHCObHOIO Kabens;

+ Power Connector — pa3beM 4715 NOAK/IIOHYEHNS NUTaHUA B CNy4dasx, Korga HeOoCTYNHO UCMNOo/ib30BaHne
PoE.

12



PykoBogacTBo no skcniyatauum WOP-12ac

2.6 C6pocC K 3aBOACKMM HacTpoiikam

[na cépoca ycTpoicTBa K 3aBOACKMM HACTPOiKaM He06X0AMMO B 3arpy>K€HHOM COCTOSAHUM HavKaTb U
yaepxusaTtb KHOMKY «F» B TedeHune 15 cekyHA,. MNpoun3oiiger aBTomartnyeckas nepesarpyska ycrpoicrsa. MNpu
3aBO/CKMX ycTaHOBKax oyaeT 3anyuieH DHCP-knveHT. B cnyyae ecnv agpec He 6yaet nonydeH no DHCP, Toy
ycTpoicTBa 6yaet agpec — 192.168.1.10, macka nogacetn — 255.255.255.0; User Name/Password gna gocryna
yepes web-nHTepdelic: admin/password.

2.7 KomnnekT nocTaBKu
B KOMNMEKT NOCTaBKN BXOAAT:

+ becnpoBogHas Touka goctyna WOP-12ac;

+ 3 kabenbHble YacTn ans RJ-45;

+ 1 kabenbHas YacTb AN15 pa3bemMa NUTaHus;

+ Komnnekr 3aszemneHus,

+ Komnnekr kpenexa;

+ PykoBOACTBO No akcnnyaTtauum Ha CD-gucke (onyMoHasnbHo);
+ CepTtudhmkar COOTBETCTBUS;

* MamATka o gokymeHTauuy,

* Macnoprt.

13



PykoBogacTBo no skcniyatauum WOP-12ac

3 lNopaaok yctaHOBKM

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He BckpbiBaiiTe KOpnyc ycTporcTBa. BHyTpu yCTpoincTBa HET 3/1IEMEHTOB, NpeAHa3HauYeHHbIX 415
06CNyX1MBaHUS NOSIb30BaTE/EM.

2. HesapgeicTBOBaHHbIE aHTEHHbIE pa3beMbl TpebyeTcs 3akpbITb 3aMTHONM KPLILLKOW, KOTOpas BXOAUT B
KOMIN/IEKT NOCTaBKN YCTPOMCTBA.

3. He npoussoauTe ycTaHOBKY JAHHOIO YCTPOCTBA BO BpeMs rpo3bl. MOXeT cyLecTBOBaTb PUCK yaapa
MOJTHUEN.

4. Heobxogmmo cobntogate TpeboBaHms N0 HAMPSHXKEHUIO, TOKY U YacToTe, yKa3aHHble B faHHOM
NHCTPYKUNN.

5. TMNepepn nogxntoyeHneM K YCTPOCTBY M3MEPUTENbHBIX MPUGOPOB U KOMMbIOTEPa, UX HE06X0AUMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus v
n3MepuTeNnbHbIX NPUO60POB He A0/MKHA npeBbiwaTtb 1 B.

6. Mepep BKIOYEHMEM YCTPOICTBA yOeanTbLCA B LLe/IOCTHOCTU Kabesnei n nx HageXHoM KpenaeHun K
pasbemam.

7. He yctaHaBnmBaiiTe yCTPONCTBO PALAOM C MCTOYHUKAMU Tern/ia 1 B NOMELLEHUAX C TeEMNepaTypoi Huxe
-40°C wnn Bbiwe 60°C.

8. B0 Bpems MOHTaxa yCTPOMCTBA Ha BbICOTHBIX KOHCTPYKLMAX CriefyeT BbINO/HATb YCTaHOB/EHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

9. 3kcnnyartaumsa ycTporcTea Ao/MKHA NPOU3BOANTLCA UHXEHEPHO-TEXHUYECKUM NMEPCOHAsIOM,
npoLuewmnM cnewnasibHyo NoAroToBKY.

10. Mopxntoyatb K yCTPOMCTBY TOSbKO rofHOE K NPYMEHEHWIO BCoMoraTe/ibHoe 06opyfoBaHue.

3.2 PekomeHpaumu rno ycTaHOBKe

1. PekomeHAyemoe ycTaHaBIMBaeMoe NosioKeHue: KpenseHne Ha Tpy6oCTolKy/CToNG Nnn CTeHy.
Mepepn ycTaHOBKOW 1 BKNHOYEHNEM YCTPONCTBA HEOOXOAMMO NPOBEPUTL YCTPOMCTBO Ha Haslnune
BUAVMbIX MEXAHUYECKMX NOBPeXAeHUA. B cnyyae Hamumns noBpexaeHnin cnegyeT npekparuTb
yCTaHOBKY YCTPOWNCTBA, COCTaBUTb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCA K NOCTaBLUNKY.
3. Mpu pa3meLLeHnn ycTpoinctea Ans obecneveHns 30Hbl NOKpbITUA cetn Wi-Fi ¢ Hannyuwmmm
XapakTepucTvkamMu yuntbiBaTe cneayolme npasuna:
a. YctaHaBnuBaiTe yCTPOICTBO B LEHTPE 6GECNPOBOAHON CETY;
b. MuHummanpyiite uncno nperpag (CTeHbl, NOToNkK, Mebenb 1 apyroe) mexay WOP-12ac n gpyrumu
6ecnpoBoAHbIMY CETEBLIMU YCTPOCTBaMU;
c. He yctaHaBnuBaliTe ycTpolicTBo B6/1M3uM (Nopsdka 2 M.) 3N1eKTPUYEcKmX, paamo YCTPOCTB;
d. He pekomeHayeTcsi 1CNONb30BaThb pagnoTenedoHbl U Apyroe 060pyaoBaHne, paboTarLlee Ha
yacTtote 2.4 'y, 5 'y, B pagnyce aelicteus 6ecnposogHoii cetn Wi-Fi;
e. MpenAatcTBusA B BUAE CTEK/ISAHHbIX/METaIINYECKUX KOHCTPYKLMI, KUPNUYHBLIX/OGETOHHbIX CTEH, a
Takke eMKOCTM C BOAOW 1 3epKasia MOryT 3HaumMTeNlbHO YMeHbLUNTb paguyc gerictena Wi-Fi ceTtn.
4. Tlpy pa3mMeLLeHM HECKOIbKNX TOYEK, paguyc COTbl AO/MKEH NepecekaTbCs C COCefHe COTOW Ha ypoBHe
-65 +-70 gbm. lonyckaeTcs ymMeHbLUEeHWEe YPOBHA CUrHana ao -75 gbm Ha rpaHuuax coT, ec/in He
npegnonaraetcs ucnosib3osaHve VolP, N0TOKOBOro BUAeoBeLLaHs U OPYroro YyBCTBUTETbHOIO K
notepsam Tpadmka B 6eCcrnpoBOAHON CETH.
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Tabnuua 3 — 3Ha4YeHns 3aTyxaHns

Matepuan N3meHeHMe ypoOBHSA curHana, ab
2.41I1Ty, 5Mrly

OprcTekno -0,3 -0,9
Kupnny -4,5 -14,6
Crtekno -0,5 -1,7
fmncokapToH -0,5 -0,8
Jiloly 1,6 -1,9
daHepa -1,9 -1,8
LLUTykaTypka ¢ MeETaNIN4YeCcKom CETKOM -14,8 -13,2
LLInako6nok -7 -11

MeTan. pelieTtka (auelika 13*6mMmM, MeTann 2Mm) -21 -13

3.4 Bbl6b0Op KaHa10B COCEACTBYIOLNX TOYEK

Bo nsbexaHve MexkaHasibHO MHTepepeHLn MeXay COCeACTBYIOLMMM TOYKaMu AOCTYyNna peKoMeHayeTcs
YCTaHOBUTb HENEPEKPbIBAOLLMECS KaHasIbl.

Channels

1 2 3 4 3 i 7 & g 10 11 12 13 14

a7isi

2 402 GHz }4722 MHz— 5 2 483 GHz

PucyHok 3 — O6Liasa gnarpaMmma nepekpbiTUsa YacTOTHbIX KaHanoB B 2.4 [Ty,

MpumMep cxeMbl pacnpesesneHns KaHasioB Mexay CoceHMN ToYkaMu B guanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y npuBefeH Ha pUCyHke 4.

PucyHok 4 — Cxema pacnpefeneHns KaHasioB MeXxay CoCefHUMM Toukamu 4ocTyna B guanasoHe 2.4 [Ty npu
WwnpuHe kaHana B 20 My,
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PykoBOACTBO No akcnyaTtauum WOP-12ac

AHa/I0TMYHO PeKOMEeHyeTCs COXPaHSATh AaHHbIVi MeEXaHU3M pacrnpeaesnieHnsi KaHasioB Npy PacrosIoKEeHUN
TOUEK MEXAY 3TaXaMmM, pPUCYHOK 5.

D D
L1 o A

¥ Gﬁ

PucyHok 5 — Cxema pacnpegeneHnsi KaHasioB Mexay COCeAHUMMN ToUKamy J0CTyna, PacrnosiOKEHHbIMN MeXay

STaKamMun

Mpn ncnonb3oBaHUK WUPKHBI KaHasa 40 MINy, B AnanasoHe 2.4 [T, HeT HenepekpbiBaloLLMXCA KaHas0B. B
Takux criyqasix CTOUT BblGMpaTb MakCMasIbHO OTAa/IEHHbIE APYr OT Apyra KaHaslbl.

5170 5330 5490 Weather 5730 5735 5835
MHz MHz MHz Radar MHz MHz MHz
| 1 I I I |
[EEEChanncl # 83 I3 s S=28-ZS3IXSS3F 2L E
AR AA A A AR AA A AA A A A A A A AR AAAAA
somz CAC V- VN AV Vv C A
80 MHz |/ \/ \ \ V k| |
160 Mz [ A . i
Examples of [T AN
non-contiguous
VHTB0+80 Mz [ g S—
setup .
R R

PucyHok 6 — KaHanbl, cnonb3yemble B agnanasoHe 5 'y npu wunpuHe kaHana 20, 40, 80 My,
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PykoBogacTBo no skcniyatauum WOP-12ac

3.5 YcTaHoBKa ycTponcTea

YCTPOWCTBO KPenuTcs Ha Tpy6OoCTONKY/CTONG UK CTEHY, CObnoaas NHCTPYKLMM N0 TEXHUKE 6e30NacHOCTU U
pekoMeHAaL N, NpUBEAEHHbIE BbilLe.

B KOMMIEKT NOCTaBKM YCTPOMCTBA BXOAUT HEOOXOAMMbI KOMMEKT Kpenexa yCTponcTea Ha TPy6OoCTOMNKy/
CTONG U CTEHY.

MopsApoK ycTaHOBKM yCTpoOiicTBa:

1. KpenneHune KpOHLUTENHOB K YCTPONCTBY;

2. KpenneHuve ycTpoicTBa Ha TPy6OCTOMKY/CTONG NN CTEHY;
3. 3asemneHvie yCTpOICTBa,;

4. MopgknoyeHve Kabenel K pa3bemam yCTPONCTBa,;

5. YcTaHOoBKa aHTEeHH.

3.5.1 TlopAaok KpenneHnsi KPOHLLITEHOB K YCTPOMCTBY

Mepen Hauya/IOM MOHTaXa YCTPOCTBa Ha TPY6OCTOIKY/CTONG UM CTEHY HYXXHO NPUKPENUTb KPOHLITENHbI
(BXOAAT B KOMN/IEKT NOCTaBKM) K YCTPOIACTBY.

© Mpu MoHTaXe YCTPOIACTBA Ha Pa3beMbl aHTEHH 06A3aTENbHO A0/MKHbI BbITh YCTAHOB/EHbI
MblNe3alnTHble (repMEeTUYHbIE) KO/TNaYKK1, KOTOPbIE BXOAAT B KOMMN/IEKT NOCTaBKM YCTPOCTBA.
CHMMaTb KOMMavky HY)XXHO HENOCPEACTBEHHO Nepes, NoAKIIOUYEHNEM K aHTEHHbLIM pa3beMam.

PucyHoK 7 — KpenneHune KpOHLUTENHOB K yCTPOACTBY

1. COBMECTUTE YETLIPE OTBEPCTUSA [/ BUHTOB Ha KPOHLUTEHAX C TakKUMM XXe OTBEPCTUSIMU HA YCTPOICTBE.
2. C NOMOLLbIO OTBEPTKM NPUKPENUTE KPOHLUTENHbI BUHTAMU K YCTPOCTBY. PacnonoXeHne KpoHLWTERHOB
nokasaHo Ha pucyHke 7.
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3.5.2 TMopsgok KpenseHnsa yCcTpoicTBa Ha TPy6OoCTOlKy/CcToN6

1. CobepuTe KpOHLUTENH AN KpenneHns Ha TpyO6OoCTONKY:

PykoBogacTBo no skcniyatauum WOP-12ac

PucyHok 8 — KpOoHLWITEH A5 KpENIeHUs Ha Tpy6OCTOMKy

a) CoefiMHMTE KPOHLUTEWH, KOTOPbIN ByAET KPENUTLCSA HA TPYBOCTONKY, C KDOHLUTENHOM, KOTOpPbIl

Oy[1eT KPenuTbCs K YCTPOWCTBY, KAk MOKa3aHo Ha pUCYHKe 8.

b) CoBMecTuTe ABa OTBEPCTUA AN1A BUHTOB Ha 060MX KPOHLLUTeHax. C MOMOLLbIO OTBEPTKU

MPUKPENUTE KPOHLLITEHbLI APYT K APYTY.

2. 3akpenute KpOHLUTEVH Ha Tpy6OoCTOlKe:

N

PucyHok 9 — KpenneHune KpoHLTenHa Ha TPy6OCTONKY

a) Mpu NOMOLLM XOMYTOB 3aKpeNUTe KPOHLLTEH Ha TPy6OCTOIiKY, pUCYHOK 9.
b) B BepxHne oTBepcTusi yctaHoBuTe BUHTbI DIN7985 M6. BUHTbI HE HY)KHO 3aKpyuMBaTb A0 KOHL,

OCTaBbTE 3a30P MUHUMYM 3 MM, PUCYHOK 9.
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PykoBogacTBo no skcniyatauum WOP-12ac

3. 3akpenuTe yCTPOICTBO Ha TPY6OCTOIKE:

S

PucyHok 10 — KpenneHwue ycTpoiicTBa Ha TpybocTolike

a) YcTaHOBMTE YCTPOCTBO Ha HE3aKPyYEHHbIE BEPXHNE BUHTLI KPOHLUTEWHA, KOTOPbI NPUKPEnsIeH K
Tpy60cTolike, pucyHok 10.

b) B HWKHME OTBEPCTUA KPEN/IEHUSI YCTaHOBUTE BUHTbI, prcyHOK 10.

c¢) C nomoLLbio OTBEPTKM 3aTAHUTE BEPXHUE U HUXKHME BUHTBI.

3.5.3 TMopsfok KpensieHns ycTpoicTBa Ha CTeHy

1. 3akpennTe KPOHLUTENH (BXOAMT B KOMMN/IEKT NOCTaBKM) HA CTEHE:

A

VN

—DIN 968 4,2x38

PucyHok 11 — KpenneHue KpoHLUTeHa Ha cTeHe
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90MMm

60 MM

@ ° ®
PucyHok 12 — PaccTosiHVsi MeXy OTBEPCTUSIMUA KpeNeHus
a) PacnonoxeHue KpoHLLTelHa Ha CTEHE NoKa3aHo Ha pUcyHKe 11, paccTosiHne Mexay 0TBepCTUSMM

nokasaHo Ha pUcyHke 12.
b) CoBmecTuTe YeTbipe OTBEPCTUSA /1 BUHTOB Ha KPOHLLTEHE C TaKMMU e OTBEPCTUAMYM Ha

noBepxHoCTU. C NOMOLLbIO OTBEPTKN NPUKPENUTE KPOHLUTEMH BUHTAMM K NOBEPXHOCTMU.
c) B BepxHue oTBepcTUst ycTaHoBUTE BUHTbI DIN7985 M6. BUHTBI HE HY)XXHO 3aKpyumBaTh A0 KOHLA,

OCTaBbTE 3a30P MUHUMYM 3 MM, PUCYHOK 11.

2. 3aKkpenuTe yCTPOICTBO Ha CTEHE

PucyHok 13 — KpenneHue ycTpoicTBa Ha CTeHe
a) YcTaHoBMTE YCTPOWCTBO Ha HE3AKPYUYEHHbIE BEPXHME BUHTbI KPOHLLTEHA, KOTOPbIV NPUKPENsIeH K

CTeHe, pucyHok 13.
b) B HXHME OTBEPCTUS KPENeHNsl yCTaHOBUTE BUHTbI, PUCYHOK 13.

c) C NoMOLLbi0 OTBEPTKM 3aTSIHUTE BEPXHUE U HUXKHWE BUHTBI.
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3.5.4 MopkntoyeHne ceTeBoro kabens

© Vcnonb3oBaTth NIACTUKOBYH OTBETHYH YACTb C META/IIMYECKVM Pa3beMOM Hesb3si! 3TO MOXeT
NPVYBECTY K HAPYLUEHNIO rePMETUYHOCTM ycTpolicTBa!

[nA 3aWnTbl OT KOPPO3WM B KOMIMIEKT NOCTABKN YCTPONCTBA BXOAUT OTBETHAA YacTb repMETUYHOIO pasbema
RJ-45.

¥ > Port O (POE)
10/100/1000BASE-T

N

PucyHok 14 — l'epmeTnyHbIi pasbeM RJ-45 Ha yCTpoKCcTBE 1 OTBETHASA YacTb B pa3obpaHHOM Buae

PucyHok 15 — OTBeTHasa YacTb repMeTUYHOro pasbema

© YcTaHOBKY OTBETHOIA YacTK pasbema Ha Kabenb CreflyeT NPoBOAUTL [0 0GXMMKM Kabess.
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MowaroBana ycTtaHOBKa:

1. BcTaBbTe Kabesnb B KOPNyC Yepe3 BHELUHIOW (OUKCUPYIOLLLYIO raliky, Kak nokasaHo Ha pucyHke 16. Ans
dovkcauum kopryca Ha kabesne 3aTAHUTE BHELLHIOW (OUKCUPYIOLLYIO raliky.

PucyHok 16 — KpenneHve OTBETHOM YacTu Ha Kabene
2. BbInonHuTe 06XMMKY Kabens npu nomoLUn cTaHAapTHOro KoHHekTopa RJ45.

[Npu coegmMHeHnn NCNob3yeTca CXema, NpeAcTaB/ieHHas Ha PUCYHKe HXKe.

+ 6en10-opaHXeBbIiA;

)
* OpaHXeBbliA;
* 6eno-3enéHbli;
* CUHWIA;
* 6eno-cuHNii;
g

* 3eNéHblif;
X ] * 6€M10-KOPNYHEBDIA;
* KOPWYHEBBIN.

PucyHok 17 — Pasbem RJ45

3. Mocne 06X1MKM ocnabbTe BHELLHIOW OMKCUPYIOLLYIO raliky, 1 BCTaBbTe A0 yrnopa KOHHEKTOp B nas3
OTBETHO YacTu pasbeMa. [1py 3TOM «A3bIYOK» KOHHEKTOPA AO/MKEH ObITb NMpUXKaT. 3aTAHUTE BHELLHIOK
dhrkcmpytoLLyto raliky A8 HafexHon mkcaumy pabema u repMeTuYHOCTH.
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PrcyHok 18 — Bug 3akpenneHHoin Ha kabene 0TBETHOWN YacTu

4. BcTaBbTe OTBETHYHO HaCTb B pa3beM M XOPOLLUO 3aTdHUTe Fal7|Ky KpenneHus. OT aToro 3aBUCUT
HaOeXHOCTb KOHTaKTa 1 repMeTn4YHOCTb pa3bemMa.

PucyHok 19 — Bug nogkIto4eHHOro kabensa K ceTeBoMy MHTepdieiicy ycTpoicTea
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3.5.5 WHCTpyKLMSa No repmeTnsaunm aHTEHHbIX pa3beMoB

© Tepmetysalmio HEOBXOAMMO NPOBOAUTL C 06EMX CTOPOH Kabesns.

1. Mepep, nogknyYeHeM kabens K pasbemy TpebyeTcsi OCMOTPETb OMIETKY Kabesnsa Ha Hanmune
NOBPEXAEHWI, a TaKKe NPOBEPUTL HA/TMUME YNNOTHUTENBHOTO KO/bLIA B raiike pasbema, pacnosioXeHne
nokasaHo Ha pucyHke 20 (a, 6).

-

-

PucyHok 20a PucyHok 206

2. MoaKNunTL Kabenb K pasbemy yCTpoincTBa(aHTeHHbI) 1 3aTsHYTh raiiky, Kak nokasaHo Ha pucyHke 21
(a, 6).

PucyHok 21a PucyHok 216

3. OTpesaTtb pe3vHOBYIO FepMeTU3UPYIOLLYHO NIEHTY COOTBETCTBYIOLLEN A/IMHbI: HA repMeTU3aLmio 0O4HOro
pasbema SMA (prcyHok 21a) Tpebyetcsa 0,15 M ruaponsonupyoLLeit neHTsl, 418 pasbema N-type
(pycyHok 216) TpebyeTcst 0,3 M rapon30MpYIOLLEN NEHTBI, Kak NOKa3aHo Ha puUcyHke 22 (a,06).

PucyHok 226

PucyHok 22a

24



PykoBOACTBO No akcnyaTtauum WOP-12ac

4. YpanuTb C pe3nHOBOI NeHTbI 3alLMTHbIA C/I0M, Kak NoKa3aHo Ha pUCyHKe 23.

N

PucyHok 23

5. O6GMOTKY HauMHaTb CO CTOPOHbI Kabens, npeasapuTesibHO OTCTYNMB OT 0OXMMHO YacTh Ha 10-15 mm.
3admkcrpoBaTb KOHUMK IEHTbI Ha oneTke kabens nog yrnom 15..25 rpagycoB K ocu kabens, 1, crerka
pacTarveas /ieHTy, HavyaTb 0obMaTbiBaTh Kabenb 1 pasbem, NpoABUrasiCb B CTOPOHY Kopnyca yCTponcTBa.
BuTKn yknagbiBaTb ApYr Ha Apyra C Hax/1eCcToM, CKIaZKku Ha BUTKax He gonyckatotcs. O6mMoTka kabens
nokasaHa Ha pucyHke 24 (a, 6).

PucyHok 24a PucyHok 246

6. [LOCTUrHYB KOprnyca ycTpoiicTBa (aHTEeHHbI) KpaeM fIeHTbl, TpebyeTcsl caenarTb 060pOT BOKPYT pasbema,
MaKCMMasibHO NPUXMMas Kpaii TeHTbl K Kopnycy, Aanee Npofo/KUTb HAMOTKY NIEHTbI Mo, APYTUM YI/IOM,
yaansisice oT kopnyca. Mpu HamaTblBaHUM HEOGXOANMO PACTArMBaTL IEHTY W MI0THO NPUXUMATL ee K
paHee HamMOTaHHbIM BUTKaM. Ha KOHUMKe NTeHTbl PAaCTSHKKY YMEHbLLUUTL U N/IOTHO NPUXaTb Ero K BUTKaM,
pacnonoXeHHbIM Ha OnneTKe kKabess, Kak NokasaHo Ha pucyHke 25 (a, 6).

L 4

P.l/lcyHOK 25a PucyHok 256
7. OTpe3atb MNBX neHTy (M30/1€HTY) COOTBETCTBYHOLLEN A/IMHBI: HA TepMeTMU3aLMio 0gHOro pasbema SMA

Tpebyetcs 0,28 M n3oneHTsl, 419 pasbema N-type Tpebyetcs 0,6 M n3oneHTbl. 3oneHTta Tpebyetca ans
3alnTbl PE3VHOBOM JIEHTbI OT YNbTPadMOoNETOBbIX /TyYeil. 301eHTa nokasaHa Ha pucyHke 26.
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PucyHok 26

8. O6MOTKY HauMHaTh C OMJIETKN Kabens, npeaBapuTesibHO OTCTYNMB OT NEPBOrO BUTKA PE3UHOBOW JIEHTHI
Ha 5-10mM. 3adhmkecnpoBaTb KOHUYMK N30/1EHTLI HA OnsieTke kabens nog yrnom 15..25 rpagycos K ocu
kabens, n, cnerka pactarmeas /IeHTy, HayaTb 06MaTbIBaTb kKabesb 1 pa3beMm, NPOABUrasiCb B CTOPOHY
Kopnyca ycTpoicTea. BuTku yknaabiBaTb Apyr Ha Apyra ¢ Hax1eCcToM, CKNaaku Ha BUTKaxX He
ponyckatoTtca. ObmoTKa kabesia nokasaHa Ha pucyHke 27.

-

PucyHok 27

9. flocTurHyB Kopnyca Kpaem /ieHTbl, TpebyeTca caenarb 060poT BOKPYr pa3bema, MakCMasibHO
NPWXNUMas Kpain N30NeHTbl K KOpnycy YCTPOWCTBa, faniee NPOLO/HKUTL HAMOTKY JIEHTbI NOA, APYTUM YI/I0M,
yaanssck ot kopnyca. Npy HamarbiBaHUM HE06X0AMMO NI0THO HakablBaTb BUTKM JIEHTI, HEe [0MycKas
cKnagok. Ha nocnegHux BUTKaX N30MEHTbI PacTSXXKY YMEHbLUNTL A0 HY/A U NOCNEAHUA BUTOK YNI0XKUTb
6€e3 pacTarmBaHusi, Kak nokasaHo Ha pucyHke 28 (a, 6).

PucyHok 28a PucyHok 286

10. MpoBepuTb 3arepMeTU3NPOBaHHbI Pa3bem Ha OTCYTCTBME BUAVMBIX YUaCTKOB PE3NHOBOI NTEHTHI.
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3.5.6 Pacnaiika pazbema nuTaHus

PucyHok 29 - Pacnaiika nutaHusa 48V pasbema kopnyca

3.5.7 Cxema 3a3eMNneHus ycTpolictea

Mocne ycTaHOBKM YCTPOICTBA HY)XXHO BbINO/THATL 3a3eM/IeHNe YCTPOICTBa, Cnonb3ys kabenb MB3 2,5 KB.MM.
Ha pucyHke HUXe nokasaHa cxemMa 3a3eM/1eHust yCTpolicTBa.

3a3emneHne
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4 YnpaBneHue ycTpoicTBOM vepes web-nHtepdoeinc

4.1 Hauyano pa6oThl

[ns Hayana paboTbl HYXXHO MOAK/YNTLCA K YCTPOMCTBY No MHTepdielicy GE uepes web-6pay3ep:
1. Otkpoirte web-6pay3ep, Hanpumep, Firefox, Opera, Chrome.
2. BeeauTe B agpecHoin cTpoke 6pay3epa IP-agpec ycTpolicTea.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka noaceTu: 255.255.255.0.
Mo yMOn4aHu1Io YCTPOIMCTBO MOXET nony4unTb agpec no DHCP. o 3Toro OHO AOCTYMHO No
3aBsogckomy IP-agpecy.

Mpu ycnewHoOM 06HapyXXeHUW YCTPOoCTBa B OKHe bpay3epa 0Tob6pasnTcs cTpaHuua ¢ 3anpocom MMeHN

nonb30BaTens 1 Napons.
DHELTEX

User Name

Password

| Logon |

3. Begute nmsa nonb3oBarens B cTpoke «User Name» 1 naponb B cTpoke «Password».
© 3asopckue ycraHosku: User Name — admin, Password — password.

4. HaxmuTte KHOMNKy «Logon». B okHe 6pay3epa 0TKpOeTCs HavaslbHas cTpaHuua web-nHtepdeiica
ycTpoicTBa.
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4.2 OcCHOBHble an1eMeHTbl web-nHTepdeica

Ha pucyHke HUXe npeacTaB/ieHbl 31eMEHTbI HaBurauum web-uHtepdeiica.

D ELTEX Eltex Outdoor Wireless Access Point

&

-

© 2013-2017 Ehex Ltd

Bowered By Eftex Ltd

OKHO NO/b30BaTE/IbCKOTO NHTEpdIeica MOXHO YC/TOBHO pa3fae/inTb Ha 3 YacTu:

1. Pasgenbl MEeHIO HACTPOeK YCTPONCTBa.
2. OCHOBHOE OKHO HaCTpOEK BblIGpaHHOrO pasaena.
3. CnpaBoyHas nHopmauus no BelopaHHOMY pasgeny MeHHo.
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4.3 MeHto «Basic Settings»

PykoBogacTBo no skcniyatauum WOP-12ac

B meHto «Basic Settings» oTob6paxaeTcs ocHoBHas MHopmMaLmsa 06 ycTpoicTee. Mimetowmecs B JaHHOM
MEHI0 paszenbl NPefoCTaB/IAT BO3MOXHOCTb CMEHUTb Naposb AOCTYNa K YCTPONCTBY M HACTPOMTL CKOPOCTb
nopta Console.

IP Address:

MAC Address:
Firmware Version:
Uptime:

CPU Usage:

Memaory Usage:

Refresh

» Review Description of this Access Point ...

These fields show infoermation specific to this access point.

192.168.15.64
ASFS:4B:B0:BS: 40
{Terywan sepcHa MN0)

0 days, 1 hours, 39 minutes
10.00%

116MB/248MB (46%)

Product Identifier:
Hardware Wersion:
Sarial Number !
Drevice Mame:

Dievice Description:

» Device Information

WLAN-EAP

iv3
WP0O2000552
Eltax-AP
WOP-12ac DC

Review Description of this Access Point — B gaHHOM pa3gene npuBoagnTca nHopMaLmsa 0 CETEBbIX
HacTpolikax ycTporictea n Bepcum MO.

IP Address — IP-agpec ycTponcTBa;
MAC Address — MAC-aapec yCTpoiicTBa;

Firmware Version — Bepcusi NporpaMMHOro 06ecneveHuss;

Uptime — Bpems paboTbl;

CPU Usage — cpegHuii NpoLEHT 3arpy3ku npoueccopa 3a nocnegxue 10 cekyHa;
Memory Usage — NpoLeHT MCNo/b30BaHUsA (ON3NYECKON NaMAaTy YCTPOMCTBA.

Device Information — ocHoBHasi MHhopmauumsi 06 yCTpOICTBE.

* Product Identifier — naeHTUdMKaTOp YCTPOICTBA;
Hardware Version — Bepcusi annaparHoro obecneyeHus;
Serial Number — cepuiiHblii HOMep YCTPOCTBA;

Device Name — cucteMHoe MMs YCTPOICTBa;

Device Description — onucaHue yCcTpolicTBa.
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B Provide Network Settings ...

These sattings apply to this access point.

MNew Password

Confirm new password

b Serial Settings ...

Baud Rate 115200 -

B System Settings ...

System Name WOP-12ac_DC
System Contact admin@example.com

System Location Default

Click "Update™ to save the new settings.

Update |

Provide Network Settings — B 1aHHOM pasgene BbINOSHAETCA CMeHa napons Ansi goctyna k web/CLI-
KOHpUrypaTopy ycTpoiicTBa.

+ New Password — HOBbIli Naponb;
+ Confirm new password — NogTBEPXAEHNE HOBOTO Naposisi.

Serial Settings — HacTpoiikn nHTepdeiica Console.

+ Baud Rate — ckopoCTb nepegaun AaHHbIX No nHTepdeiicy Console, 6ut/c. Mo ymonyaHuio napameTtp
paseH 115200. MoxeT npuHumath 3HaveHus: 9600; 19200; 38400; 57600; 115200.

System Settings — B pasgene MoXHO M3MEHUTb CUCTEMHbIE HACTPOWKN YCTPONCTBA.

« System Name — cMcTeMHOe UMS YCTPONCTBA;
+ System Contact — KOHTakTHaa nHopmMaLmsa 419 CBA3M C aAMUHUCTPATOPOM,;
« System Location — nHcopmaymsi o0 om3an4eckoM MeCcTONoNOXKEHNN YCTPOICTBA.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCeHnss HaCTPOEK B S3HEProHe3aBUCUMYI0 NaMATb
HaxxmuTe kHonky «Update».

4.4 MeHto «Status»

B MeHi0 «Status» oTpaxaeTcs Tekylee COCTOsIHUE CUCTEMbI, MPUBOAUTCS MHCpOPMALIMSA O COCTOSHUN
NHTEePIeicoB YCTPOICTBA, PEMCTPUPYEMbBIX HA YCTPOCTBE COOLITUAX, NOAKMOUYEHHbIX K/TMEHTaX,
PaAMOOKPY)XEHUN N PaAMNOCTaTUCTUKE YCTPOCTBA.

4.4.1 MopmeHto «Interfaces»

B noameHto «Interfaces» npegcraBneHa nHopmaumsa 0 TEKYLLEM COCTOSIHUM NPOBOAHbIX MHTEPENCOB U
HacTpolikax 6ecnpoBOAHON CETW.

[ns 6bICTPOro nepexofa B MEHKO HACTPOEK NPOBOAHOrO nHTepdeica «Wired Settings» nnn 6ecnpoBogHOr0
nHtepdoeica «Wireless Settings» Haxmute Ha ccbinky «Edit» B cooTBETCTBYHOLLEM pa3aene.
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View settings for network interfaces

Click "Refresh” button to refresh the page.

Refrash
Wired Settings {_Edit ]
Internal Interface
MAC Address AB:FI:48:B0:B5:40
WLAN ID 1
1P Address 192.168.15.64

Subnet Mask 255.255.255.0
1PvE Address T

1PvE Address Status

1PvE Autoconfigured Global Addresses

1PvE Link Local Addrass

IPvE-DNS-1

IPve-DMNS-2 i

DMNS-1 172.16.0.250
DMS-2 172.16.0.100
Default Gateway 192,168.15.1
Show interfaces table

Wireless Settings (_Edit ]

AeroScout™ Engine Communications Status down

Radio One

Status On

MAC Addrass AZ:F9:4B8:80:B5:40
Mode IEEE 802.11b/g
Channe 1 (2412 MHz)
Operational bandwidth, MHz 20

Transmit Power Output, dBm 16.00

Show interfaces table

Radio Two

Status Off

MAC Addrass AZ:F9:4B8:80:B5:50
Mode IEEE 802.11a

Show interfaces table

Wired Settings — npuBogutcsa nHgopmayms 0 TekyLem CoOCTOSAHMM NPOBOAHONO NHTepdenca:

* MAC Address — MAC-agpec Ethernet-uHtepdeiica ycTpolicTsa;
* VLAN ID - Homep VLAN ans ynpasneHus yCTPOCTBOM,;

* IP Address — IP-agpec ynpaBsneHus ycTpoOncTBa;

+ Subnet Mask — macka IPv4-ceTu ynpaBs/eHus;

* IPv6 Address — IPv6-agpec ynpas/fieHus yCTPOWCTBa;

* IPv6 Autoconfigured Global Addresses — cnncok CKOHhMrypnpoBaHHbIX aBTomartuyeckn IPvé-agpecos;

* IPv6 Link Local Address — aBTOMaTM4YeCKN CKOH(IUIYPUPOBaHHbIN NoKanbHbIR IPv6-agpec;
* IPv6-DNS-1 — agpec nepsoro DNS-cepsepa B IPv6-ceTy;

+ IPv6-DNS-2 — agpec Btoporo DNS-cepsepa B IPv6-ceTy;

* DNS-1 — appec nepsoro DNS-cepsepa B IPv4-ceTy;

* DNS-2 — appec sToporo DNS-cepsepa B IPv4-cety;

+ Default Gateway — wnto3 no ymon4yanuto B IPv4-ceTy;

Wireless Settings — npusoautcs MHhopmaumsa 0 TekyLLemM COCTOSSHUM 6eCnpoBOAHbIX MHTEPECOB:

+ AeroScout™ Engine Communications Status — cTartyc nogaepxku npotokona AeroScout;
* Radio One Status — cocTosiHMe paboTbl NepBOro paanonHTepdelica;

* Radio Two Status — cocTosiHMe paboTbl BTOPOro pagnonHtTepdeiica;

* MAC Address — MAC-agpec pagnonHTepdelica;

* Mode — pexum paboTbl pagnonHTepdeiica cornacHo ctaHgaptam IEEE 802.11;

+ Channel - Homep 6ecnpoOBOAHOIO KaHana, Ha KOTOPOM paboTaeT paanonHTepdelic;

* Operational bandwidth — wmpuHa Nonockl YacToT KaHasla, Ha KOTOpoM paboTaeT pagumonHTepdeiic, My,
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+ Transmit Power Output — hakTnyeckasa nsnydaemas MOWHOCTb Nepegartymka, Abm.

Wireless Settings

AeroScout™ Engine Communications Status

Radio One
Status

MAC Address
Maode
Channel

Operational Bandwidth, MHz
Transmit Power Output, dBm

Hide interfaces table

Interface Status MAC Address

wlanl:vapl wup

wlan0:vapl  down
wlanl:vap2  down
wlanO:vap3 down
wlanl:vap4  down
wlanl:vapS down
wlanl:vapt  down
wlanO:vap? down
wlan0:vap8 down
wlanl:vap? down
wlanl:vapld down
wlan0:vapll down
wlanD:vapl2 down
wlanO:vapl3 down
wlanl:vapld down
wlan0:vapl5 down
wlanOwds0  down
wlanOwdsl  down
wlanOwds2  down

wlanOwds3  down

Radio Two
Status

MAC Address
Maode
Channel

AB:F2:4B8:B0:29:40
AB:F9:4B:B0:29:41
AB:F9:4B8:B0:29:42
AB:F9:4B:B0:29:43
AB:F9:4B8:B0:29:44
AB:F2:4B8:B0:29:45
ABIF9:4B:B0:29:45
AB:F9:4B:B0:29:47
AB:F9:4B:B0:29:48
AB:F9:4B8:B0:29:49
AB:F2:4B8:B0:29:4A
AB:F9:4B:B0:29:4B
AB:F9:4B:B0:29:4C
AB:F9:4B:B0:29:4D
AB:F9:4B8:B0:29:4E
AB:F9:4B:B0:29:4F

Operational Bandwidth, MHz
Transmit Power Output, dBm

Show interfaces table

{_Edit }

down

On

AB:F9:46:B0:29:40

IEEE 802.11b/g/n
11 (2462 MHz)
20

16.00

VLAN ID Name (SSID)
Eltex VAP

Virtual Access Paoint 1
Wirtual Access Point 2
Virtual Access Point 3
Virtual Access Point 4
Virtual Access Point 5§

Virtual Access Point 8

Virtual Access Point 8

Virtual Access Point ©

Virtual Access Point 10
Wirtual Access Point 11
Wirtual Access Point 12
Virtual Access Point 13
Virtual Access Point 14
Virtual Access Point 15

On

AR:F%:4B:B0:2%:50
IEEE B02.11a/n/ac

56 (5280 MHz)
20
19.25

1
1
1
1
1
1
1
1 Wirtual Access Point T
1
1
1
1
1
1
1
1

Mpu Haxxatumn Ha ccbinky «Show interfaces table» B paszgenax «Wired Settings» n «Wireless Settings»
CTAHOBUTCS AOCTYMHON Tabnmua MHTepgIencoB, cogepxalias cneayroLlyro nHhopmaymio:

* Interface — Ha3BaHMe uHTepdeca ToYKM AOCTYN3;

Status - cTatyc uHTepgeinca;
MAC Address — MAC-agpec nHtepdelica;
VLAN ID - naenTtudpmkatop VLAN, ncnonb3yemsblii Ha nHTepdelice;
Name (SSID) — nmsi 6ecnpoBOiHOl CETW.

[nsa Toro, 4To6bI CKPbITb Tabnuuy HaxkmuTe Ha cebliky «Hide interfaces table».

SFP Settings onuunoHanbHo Tonbko ans WOP-12ac ER SFP n WOP-12ac ER GPON - npuBoauTcs MHdhopMaLms
0 TeKyLLeM COCTOSIHUM OMTMUYECKOro nHTepgieinca:

« Link Status — cocTosiHMe paboTbl ONTUYECKOTO UHTEPEiCa;

SFP-module Status — oTobpaxaeT Hannune/otcyTcTBrne SFP-moayns;
Temperature — Tekywas Temneparypa SFP-moayns;
Transceiver Supply Voltage — HanpshkeHue nuTtaHusa SFP-moayns;
Laser Bias Current — TOK cMeLLieHns nasepa SFP-moayns;
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+ Transmit Power — MOLWHOCTb U3/Ty4YEeHNS;
* Receive Power — MOWHOCTb Ha BXOAE NPUEMHNKE;
+ Speed - cKOpOCTb Nepeaaun AaHHbIX.

[N 06HOBNEHMA MH(POPMALMK Ha CTpaHULEe HaxkMUTe KHOMKy «Refresh».

4.4.2 TMopgmeHto «Events»

B nogmeHto «Events» MOXHO MPOCMOTPETb CNNCOK COOLITWIA, NPONCXOAALLMX C YCTPONCTBOM, & Takxe
HacCTpoOuTb NepeHanpasneHne cobbITU Ha CTOpoHHNIA SYSLOG-cepsep.

View events generated by this access point

Options Relay Options

Persistence Enabled (®) Disabled| FE12Y Log Enabled '*/ Disabled

Relay Host | (30060000 X0 XXKS NN XK KRR XN XXKN KO HKOK T XXKKS
i w elay Hos
Severity z Y Hostname max 253 Characters)

Depth /512 |(Range: 1 -512) | Relay Port 514 (Range: 1 - 65535, Default: 514)

Click "Update™ to save the new settings. Click "Update™ to save the new settings.
Update Update

Events

Click “Refresh™ button to refresh the page.
Refresh
Time Settings (NTP) Type Service Drescription
Apr 20 2021 08:28:00 debug hostapd[21316] Station f2:2b:5a:02:68:5e associated, time = 0.001250
Apr 20 2021 08:28:00 debug hostapd[21316] station: f2:2b:5a:02:68:5e associated rssi -57(-57)
Apr 20 2021 0B:28:00 info  hostapd[21316] STA f2:2b:5a:02:68:5e asscciated with BSSID eB8:28:c1:c1:27:60
Apr 20 2021 08:28:00 info hestapd[21316] Assoc request from f2:2b:5a:02:68:5e BSSID e8:28:c1:c1:27:60 SS5ID Eltex VAP
Apr 20 2021 08:27:20 info  dman[1233] The AP startup configuration was updated successfully.
Apr 20 2021 08:27:20 debug clusterd[1951] dman sent notification that config has changed

Click "Clear All" to erase all events.
Clear All

Options — B pa3gene BbINOHAETCH HACTPOKa NapamMeTpoB XypHasia COO6LLEHWIA: YPOBEHb BXXHOCTUN U
KO/INYECTBO COOOLLEHMIA, COXpaHSAEeMbIX B 3HEProHE3aBUCUMOI NamATH YCTPOICTBa.

* Persistence — BbI6op cnoco6a coxpaHeHst UHPOPMaLMOHHbIX COOOLLEHWIA:
+ Enabled — npu yctaHOBKe faHHOro doiara cobbITns XypHasna 6yayT COXpaHATLCS B
9HEeproHe3aBNCUMOIN NaMATY;
+ Disabled — npu yctaHoBKe faHHoOro dpnara cobbiTns 6yayT COXpPaHATLCA B 3HEPro3aBnCcUMOin
namsATn. CoobLleHns1 B 9HEPro3aBMCcUMOl NnaMsATh 6yayT yaaneHbl Npy nepesarpyske CUCTEMbI.
+ Severity — ypOBeHb BaXXHOCTW COOBLLEHMS, KOTOPOE HYXXHO COXPaHWUTb B 3HEPrOHE3aBUCUMOL NaMATK.
OnvcaHve CcyLLecTBYOLWNX YPOBHE BaXKHOCTU NPUBEAEHO B TabNMLE HUXKE.

Tabnuua 4 - OnucaHne Kateropuii BaXKHOCTU COObITUI

YpoBeHb Tun BaXXHOCTU COOGLLEeHUI OnucaHue
UpesBblyaiiHble (emergency) B cucteme npov3soLuna Kputmyeckas ownbka, cuctema

MOXeT paboTaTb HenpaBWIbHO

1 CurHanbl TpeBoru (alert) Heob6xoaMMo HeMealeHHOe BMeLIaTeIbCTBO B CUCTEMY

2 Kputuueckue (critical) B cucTeme npomsoLuna kputnyeckas omnbka

3 Owwn6oyHbIe (error) B cucteme npomsoluna owmnbka

4 MpenynpexaeHus (warning) MpenynpexaeHve, HeaBapuiitHoe coobLLeHNe

5 YBefnomneHus (notice) YBeaoMNeHNe CUCTEMbI, HeaBapuinHoe coobLieHne
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YpoBeHb Tun BaXHOCTN COOGLUEHNIA OnucaHune

6 VHthopmaunoHHble VHghopmaunoHHbIE COOBLLLEHMSA CUCTEMDI
(informational)

7 OTtnagouHble (debug) OTnafoyHble coobLeHMA NPesoCcTaBNA0T MNO/1b30BaTeNtO
NHopMaLMIO 419 KOPPEKTHOW HACTPONKM CUCTEMBI
*+ Depth — makcrMasibHOE KO/IMYEeCTBO COOBLLEHNIA, KOTOPOE MOXET OblTb COXPaHEHO B 3HEPro3aBnCcUMon
namsaTu. MNpu NpesbILWEHNN AAHHOTO NOpora NPOUCXOAUT Nnepe3anycb CO0OLEHNS, KOTOPOE XPaHUTCA B

CYCTEME [0/IblLe BCEX, HOBbIM. [MapamMeTp npuHumaeT 3HayeHuns B auanasoHe ot 1 go 512. Mo
ymonyaHuio - 512.

[lna BCTynneHns B culy HOBOW KOHUIypaLum 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYH0 NaMsiTb
HaxxmuTe kHonky «Update».

Relay Options — B faHHOM pa3sgesie BbINONHATCA HACTPOVKM OTNPaBKN MH(POPMaLMOHHbIX COOBLLIEHWI
YCTPOWCTBA Ha CTOPOHHUIA cepBaep.

* Relay Log — BK/IlO4YEHWNE/BbIK/TOYEHNE OTMNPAaBKN MHPOPMALMOHHbBIX COOBLLEHWNIA YyCTPONCTBA Ha
CTOPOHHWIA cepBep:
* Enabled — npu yctaHOBNeHHOM chniare oTrnpaBKa BK/HOYEH],
+ Disabled — npu yctaHOBNeHHOM chnare oTrnpaBKa OTK/0UYeHa.
* Relay Host — agpec cepBepa, Ha KOTOpbIli nepeHanpasisaoTcsa coobueHnsa. MoxeT 6bITb 3aaaH IPv4-
agpec, IPvé-agpec nnn gomeHHoe UM yaaneHHoro cepeepa;

* Relay Port — Homep nopTa (layer 4), Ha KOTOpbI/i NepeHanpaBNsATCs CO06LLEHUS. MTPUHUMAET 3HAYEHMUS
B AgnanasoHe oT 1 go 65535. INo ymonyaHuio — 514.

[lna BCTynneHns B culy HOBOW KOHMIypaLum 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYH0 NaMsiTb
HaxxmuTe kHonky «Update».

Events - B JaHHOM pa3fene MOXHO NMPOCMOTPETb CNUCOK NMHADOPMALMOHHBIX COOOLLEHWI B peaslbHOM
BPEMEHW, CoAepXaLluii cneayoLLyo MHopMaLmIo:

« Time Setting (NTP) — Bpems, koraa cobbITue Gbl/10 CreHEePUPOBAHO;
+ Type — ypOBeHb BaXXHOCTU COObITUA, Tabnuua 4;

+ Service — nms npolecca, creHeprpoBaBLLEero coobLLeHe;

+ Description — onncaHue cobbITuS.

[nsi 06HOBNEHMS MHpopMauun B pasaene «Events» HaxxmuTe kHonky «Refreshy.

[nsa yaaneHns Bcex coobLieHnin HaxkmuTe kHonky «Clear All».
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4.4.3 MopameHto «Transmit/Receive»

B nogmeHio «Transmit/Receive» oTobpaxatoTcsa rpadouky CKOpocTu npuema/nepegadmv Tpaduka 3a
nocnegHve 10 MUHYT, a Takke MHopMaLMs O KONMyecTBe nepefaHHoro/nosy4yeHHoro Tpadpuka ¢ MomeHTa
BKJ/THOYEHWSA TOYKU AOCTyna.

Click "Refresh™ button to refresh the page.

Refresh

LAN Tx/Rx

2300kbpsq
2070kbps+
1840kbps+
1610kbps+
1380kbps+
1150kbps+
920kbps-
630kbps
460kbps-
230kbps-
: -
Q:E]CI : B:ICIU : T:ICIU

Okbps

T T T T T T T T T T T T T 1
6:00 5:00 4:00 3:00 2:00 1:00 0:00

WLAN Tx/Rx

2500kbps-
2250kbps-|
2000kbps-|
1750kbps-|
1500kbps-|

1250kbps-
1000kbps

750kbps

500kbps-

250kbps-

—
Okbps T T T T T T T T T T T T T T T T T T 1
9:00 8:00 7:00 6:00 5:00 4:00 3:00 2:00 1:00 0:00

Onucanune rpadukos «Transmit/Receivex:

Mpadhmk LAN Tx/Rx — nokasblBaeT CKOPOCTb NepefaHHOro/nonyyeHHoro Tpadvka yepes Ethernet-unrepcpeiic
TOYkM gocTyna 3a nocnegHue 10 MuHyT. Mpadnk aBTomaTmyeckn o6HoBnseTcs kaxaple 30 cekyHA.

Mpadomk WLAN Tx/Rx — nokasbiBaeT CKOPOCTb NepefaHHOro/nosyyeHHoro tpaginka yepes pagnonHtepdeicol
TOYkM gocTyna 3a nocnegHue 10 MuHyT. Mpadmk aBTomaTmyeckn o6HoBnseTcs kaxaple 30 cekyHA.
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LAN

wlan0

wland

wlan0
wlanl
wlanl
wlanl
wlani

wlanl

wlang:
wlanQ:

wlanQ:

wlan0:
wlanl:
wlan0:
wlan0:vap?
wlan0:
wlanl:
wlan0:
wlan0:vapll
wlanl:

wlanQ:

Transmit
Interface

isatap0

vapd
vapl

vap2

wap3

vapd
vaps

vaps

vaps
vaps
vaplo

vapl2

vapl3
vapld

vapls
svapd
wvapl
wap2
wap3
ivapd

Total packets Total bytes Total Drop Packets Total Drop Bytes Errors

344158
0

0
821518
267212
60086
0
912965
0

o o o O o o o O o QO

196157
220171
50371
0

55688199
0

0
84259196
29245013
8876470

0
278556503

o o o O O o oo O o o O

24831353
38905459
8291922
0

0

Lo S e Y o o e o o e R e e s e o s e e o R R |

0

L S e [ s Y e Y o o Y o R o R o [ s B s N o N o R s Y T o [ s Y o N s B o R R o |

0

i R o N o [ o N e Y o Y o [ s e S T o Y o s N o [ o I o Y o o (N o N o

OnucaHue Tabnuupl «Transmity:

* Interface — nms nHTepdelica;

Total packets — KONNMYECTBO yCNELLHO OTNPAaB/IEHHbIX NAKETOB;

Total bytes — KONNMYECTBO YCNELLHO OTMPAaB/IEHHbIX 6ANAT;

Total Drop Packets — KOM4eCcTBO NAKeTOB, OTOPOLLEHHbIX NPY OTNPABKE;
Total Drop Bytes — konn4ecTBO 6aiiT, OTOPOLLEHHbLIX NPV OTMPAaBKE;

Errors — KoniMiyecTBO OLUMOOK.

PykoBogacTBo no skcniyatauum WOP-12ac
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Recesive

LAN 1582810
isatap0 0
wlanO:vapd 0
wlanD:vapl 420

wlanD:vap2

=
(o8]

wlan0:vap3
wlan0:vapd
wlanD:vap5 1066
wlanD:vaps
wlanD:vap7
wlanD:vap8g
wlanD:vapg
wlan0:vapld
wlanD:vapll
wlan0:vapl2
wlan0:vapl3
wlanD:vapls
wlanD:vapls

wlanil:vapd

g
L

wlanl:vapl
wlanl:vap2

wlanl:vap3

o o O Moo o O o o o o o o O O oo O

wlanl:vapd

4125950884 0
0 0
0

106293
1092

0

0
12027947

o oo o o o o o o O o O

25160

[ Y o R Y o N o [ o Y o Y e [ o Y s Y o Y o N o o Y e [ o N s N s

0

[ Y R s o N o A e s R e o R e o o s R o I e e R e e N R |

Interface  Total packets Total bytes Total Drop Packets Total Drop Bytes Errors

0

o o O o O o o o o oo o oo o o oo oo oo 0

Onucanune Tabnuubl «Receive:

* Interface — nms nHTepdelica;

+ Total packets — KONNYECTBO YCNELLHO NPUHATbIX NAKETOB;
+ Total bytes — KONMYECTBO YCNELUHO NPUHATbIX 6AT;

+ Total Drop Packets — KONM4YeCcTBO NAKeTOB, OTOPOLLEHHbIX NPY NOyYEHUY;

+ Total Drop Bytes — KOnM4ecTBO 6aiT, OTOPOLLEHHBIX NPY NOSTYYEHWN;

* Errors — KOnMyecTBO OLLUNOOK.

[na 06HOBNEHNUS HChOPMaLMKN Ha CTPaHULE HaxkKMuTe KHOMKyY «Refreshy.
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4.4.4 TMopmeHto «Wireless Multicast Forwarding Statistic»

B nogmeHto «Wireless Multicast Forwarding Statistic» oTo6paxaetca ctatuctuka no paéore Wireless
Multicast Forwarding.

View WMF transmit and receive statistics for this access point

Click "Refresh” button to refresh the page.
Refresh

Transmit/Receive Statistics
Interface Mcast-Data-Frames Mcast-Data-Fwd Mcast-Data-Flooded Mcast-Data-Sentup Mcast-Data-Dropped
wlan0:vap0
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vap4
wlan0:vap5s
wlan0:vap6
wlan0:vap7?
wlan0:vaps
wlan0:vap9
wlan0:vap10
wlan0:vap1l
wlan0:vap12
wlan0:vap13
wlan0:vap14
wlan0:vapls
wlanl:wvap0
wlanlivapl 149602 a a a 115795
wlanl:vap2
wlani:vap3
wlanl:vap4
wlani:vaps
wlanl:vap6
wlanl:vap7?
wlanl:vaps
wlani:vap9
wlanl:vapl0
wlanl:vap1l
wlanil:vapi2
wlani:wvapli3
wlanl:vapi4

wlanl:vapls

OnucaHue Tabnuupl «Transmit/Receive Statistics»:

* Interface — nms nHTepdelica.

* Mcast-Data-Frames — konuyecTBo multicast-kagpoB, N0NyYEeHHbIX TOUYKON AOCTYNa;
* Mcast-Data-Fwd — konnuyecTBo multicast-kagpoB, NPUHATLIX KIMeHTaMu;

* Mcast-Data-Flooded — konuuecTBo multicast-kagpoB, OTNPaBAEHHbIX Ha BCe NOPThI;
* Mcast-Data-Sentup — Konn4ecTBO oTnpaBneHHbIX multicast-kagpos;

* Mcast-Data-Dropped — KonnyecTBO 0T6poLIEeHHbIX multicast-kagpos.
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IGMP Statistics
Interface Igmp-Frames Igmp-Frames-Fwd Igmp-Frames-Sentup Mfdb-Cache-Hits Mfdb-Cache-Misses
wlan0:vap0
wlanl:vapl
wlan0:vap2
wlanl:vap3
wlan0:vapd
wlanl:vaps
wlan0:vaps
wlan0:vap7?
wlan0:vapg
wlanl:vap9
wlan0:vapl0
wlan0:vapll
wlan0:vap12
wlan0:vapl3
wlan0:vapld
wlan0:vapls

wlanl:vap0

)
)
=)
o

wlanl:vapl 143697
wlanl:vap2
wlanl:vap3
wlanl:vapd
wlanl:vaps
wlanl:vap6g
wlanl:vap?
wlanl:vapg
wlanl:vap9
wlanl:vapl0
wlanl:vapil
wlanl:vapl2
wlanl:vapl3
wlanl:vapld

wlanl:vapls

Multicast-Group
Interface Multicast-Group Stations Packets

Onucanue Tabnuubl «IGMP Statictics»:

Interface — nms nHTepdeiica;

Igmp-Frames — konu4yectBo IGMP-kagpoB, N0NyYEHHbIX TOUKOW A0CTYNa,;
Igmp-Frames-Fwd — konuyectBo IGMP-kagpoB, NPUHATBLIX KNNEHTaM;
Igmp-Frames-Sentup — konnyectBo IGMP-KagpoB., 0TrpaB/fieHHbIX Ha BCe NOopPThl;
Mfdb-Cache-Hits — KOonM4ecTBO NakeToB, OTNPaB/IEHHbIX HA N3BECTHbI Multicast-aapec;

Mfdb-Cache-Misses — konn4yecTBO NakeToB, OTNPaB/EHHbIX HA HEN3BECTHbI multicast-agpec.

OnucaHue Tabnuupl «Multicast-Group»:

Interface — nms nHTepdeiica;

Multicast-Group — IP-agpec multicast-rpynnbi;

Stations — MAC-agpec knveHTa multicast-rpynnbi;

Packets — konnyecTBO NPUHATLIX NAKeTOB KIMeHTOB multicast-rpynnsi.

40



PykoBogacTBo no skcniyatauum WOP-12ac

4.4.5 MopameHto «Client Associations»

B nogmeHto «Client Associations» oTo6paxkaeTcs MHpopMaumsi 0 NOAK/IYEHHbIX K TOUKe AOCTyNa KNneHTax u
cTaTucTvKa nepefaHHoro/nosy4eHHoro Tpaguka no Kaxaomy KneHTy.

View list of currently associated client stations

Click "Refresh™ button to refresh the page.
| Refresh |

Total Number of Associated Clients 4

Eltex-Local (wlanlvapl) 90:18:7c:21:c2:e8 192.168.40.229 android-9ae1d3a8fdc8753d 00:00:09 -54 dBm 38 dB -92 dBm 100% 100% 100% Yes
Eltex-Local (wlanlvapl) 94:53:30:05:6c:d5 192.168.40.127 LAFTOP-UDGFM1AS 00:02:12 -65 dBm 27 dB -92 dBm 73% 15% 65% Yes
Eltex-Guest (wlanivap2) d0:17:c2:0d:c6:ea 192.168.41.105 00:00:03 -65 dBm 27 dB -92 dBm 100% 100% 90% Yes

Eltex-Guest (wlanlvap2) 1c:b7:2c:43:9b:d3 192.168.41.130 android-6355bfb78ebd944b 00:00:17 -66 dBm 26 dB -92 dBm 100% 100% Mot supported Yes

Station IP Address Hostname Uptime RSSI SNR Noise Link Quality Rate Quality Link Capacity Status
Authorized

SSID — nms 6ecnpoBOAHOIO NHTEpPIECa N UMSA BUPTYaUTbHON TOUKM AOCTYNa Ha MHTepdeiice, K KOTOpOii
NoAKNtoYeH KNneHT. Hanpumep, 3anuck wlanOvap2 o3HavaeT, 4To K/IMEHT cBsi3aH ¢ Radio 1 BupTyanbHoi
Toukon goctyna VAP2; 3anuck wlan1 o3Hauyaert, 4To knveHT cBsidaH ¢ VAPO Ha Radio2;

Station — MAC-agpec KIneHTa;

IP Address — IP-agpec KNneHTa;

Hostname — ceTeBoe 1MS YCTPOWCTBa,;

Uptime — NpoAo/MKUTENBHOCTb CECCUN KITNEHTE;

RSS! — ypoBeHb NpyHUMaeMoro curHana, obm;

SNR — ypOBEeHb OTHOLUEHNA CUrHan/Wwym, ob;

Noise — ypoBeHb Wyma, obwm;

Link Quality — napameTp, KOTOpbIiA 0OTOGpaXKkaeT COCTOSAHWNE JIMHKA A0 KIMEeHTa, PaCCUMTaHHbIN Ha
OCHOBaHMKN KO/IMYecTBa PeTpaHCMUTOB MakeToB, OTNPAaB/IEHHbIX KIMEHTY. MakcMmasibHoe 3HadyeHve —
100% (BCe nepefaHHble NakeTbl OTNPaBUANCH C NEPBOIA NONbLITKN), MUHUMasIbHOE 3HauYeHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN YCNeLIHO OTnpaB/eH);

Rate Quality — napameTp, KOTOpbIi OTOGpaXKaeT COCTOSAHME SIMHKA A0 K/IMEHTa, pacCUMTaHHbIN Ha
OCHOBaHMKN KO/IMYecTBa PeTPaHCMUTOB NakeToB, OTNPaBEHHbIX K/TMEHTY, 419 MOAYNAUUN, KOTopas
NCNoMb3yeTcs B AaHHbIii MOMEHT. MakcumanbHoe 3HaueHne — 100% (Bce nepefaHHble nakeTbl Ha
[laHHOI MoAyNAUMU OTNPaBUINCH C NEPBOI NOMbITKKN), MUHUMasIbHOE 3HadyeHre — 0% (HY oauH NakeT Ha
[aHHOI MoAYNAUMKN 0 KNNEeHTa He Gbln YCNewHo oTnpaBneH);

Link Capacity — napameTp, KOTOpbIii 0TO6paxaeT a(hPEKTMBHOCTb UCMNO/Ib30BaHUS TOUKOM AOCTyna
MoAyNsauMn Ha nepegady. PaccumTbiBaeTcst UICX04S U3 KONNMYECTBA NAKETOB, NepefaHHbIX Ha KaxXaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hMLUMeHTOB. MakcumaribHoe 3HadyeHne — 100% (o3Hauaer,
4TO BCE MakeTbl NepeaatoTcsa A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 41 MakCMMa/ibHOTO Tuna nss,
noazepXX1MBaemoro KfMeHToM). MuHuManbHoe 3HaueHune — 2% (B cnyyae, Korga nakeTbl nepeaaroTcst Ha
moaynaumm nssTmes0 ans knneHTta ¢ nogaepxkkoii MIMO 3x3). Ina KNNEeHTOB, NOAK/IHYEHHbIX 6e3
ncnonb3osaHna AMPDU, napameTp He NoagepXXnBaeTcs;

Status Authorized — cTatyc aBTOpM3auuun.

Mpu HaxaTun Ha MAC-agpec knMeHTa packpbiBaeTcsl noapo6Has HhopmaLyst o ero paboTe 1 cTaTUcTUKa
nepefaHHoro/nosly4eHHoro Tpaduka no AaHHOMY KUEHTY.
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View list of currently associated client stations
Click "Refresh” button to refresh the page.
Refresh
Total Number of Associated Clients 13
SSID Station IP Address Hostname Uptime RSSI SNR Noise Link Quality Rate Quality Link Capasity Status
Authorized
Eltex-Local (wland) Z70:70:0d:d9:b0:2b 192.168.40.169 iPhoneViktoria2 00:00:00 -77 15dB -92 dBm 100%% Not supported Mot supported Yes
Eltex-Local (wlan0) MAC: 70:70:0d:d9:b0:2b Connection time: 00:00:00 Not supported ves
AID: 8 Bandwidth: 20MHz
Eltex-Local (wlano) S5ID: Eltex-Local B5 Mode: on Mot supported Yes
Eltex-Local (wland) HMode: 802.11ac Auth Mode: WPAZ | Mot supported Yes
Eltex-Local (wlan0) ;RSSI: 77 Encryption: AES-CCMP Mot supported Yes
WVLAN: 148 Listen Interval: 20
Eltex-Local (wlano) 31y actual rate: 1 Rx actual rate: o Mot supported Yes
Eltex-Local (wland) 4 Mot supported Yes
Eltex-Local (wlan1) 7Tfox Packets: 203/176 Mot supported Yes
Tx/Rx Drop Packets: 0/0
Eltex-Local (wlani) :T)QrRx Bytes: 83211/17792 Mot supported Yes
Eltex-Local (wlani) {Tx/Rx Drop Bytes: o/o Mot supported Yes
Eltex-Local (wlan1) _T)q’Rx Rate: 130/86.7 Mbps Mot supported Yes
Eltex-Local (wlani) ng{x Statistics: Mot supported Yes
Bitex-Guest (wlanlvapl) | wes 1 2x Pkts  Tx Bkts  Tx Suce Pkts  Tx Retries Tx Dericd Retries Nat supported Yes
imbps 1 0 0 0 0.0% 0.0%
Zmbps 1 0 0 0 0.0% 0.0%
Smbpas 1 [ 4] [ 0.0% 0.0%
émbps 1 0 4] 0 0.0% 0.0%
.......... | e e e e e e
Smbps 1 0 a 0 0.0% a.0%
11 o I 0 a 0 nn aa =

MAC - MAC-agpec KnuneHTa;

AID — yHVKaNbHbIA MAEHTUAUKATOP NOAKHOHYEHMS,

SSID — vimsi ceTn, K KOTOPOW MOAK/MHOYEH K/INEHT;

Mode - ctaHgapt IEEE 802.11, B KOTOpOM paboTaeT K/IMeHT;

RSS! — ypoBeHb curHana ot KveHTa, b,

VLAN - Homep VLAN BupTYyasibHOM TOYKM JOCTYNa,;

Tx actual rate — TekyLjasi CKOPOCTb Nepefayn faHHbIX B CTOPOHY KIMEHTa, B KOUT/C;

Tx/Rx Packets — KOM4yecTBO nepefaHHbIX Y NPUHATLIX NAKETOB OT K/IMEHTa;

Tx/Rx Drop Packets — KonmyecTBO OTOPOLLEHHbIX NAKETOB B ABYX Hanpas/ieHusix (Ha nepegady v npuem
COOTBETCTBEHHO);

Tx/Rx Bytes — konM4ecTBO nepefaHHol 1 NPUHATOM MHJIoOpMaLMK OT KneHTa (B 6aiiTax);

Tx/Rx Drop Bytes — konm4ecTBO OTOGPOLLIEHHO MHGhopMaLLMK B ABYX HanpasneHusx (Ha nepegaudy v
npuem COOTBETCTBEHHO, B HaiiTax);

Tx/Rx Rate — kaHaNIbHas CKOPOCTb B ABYX HanpasneHusx, B MouT/c;

Connection time — NpoAO/IXNTE/TIbHOCTb CeCccuu;

Bandwidth — wmnprHa nonocel, B KOTOPOW paboTaeT KNneHT, MIry,;

PS Mode — pexum "cHa": off - KNMMeHT akTUBEH, ON - KIMEHT HaxXoANUTCA B "CNAWEM" PEXUME;

Auth Mode - Tn 6e3onacHoCTY;

Encryption — Tun wudposaHns;

Listen Interval — konnyecTBo beacon frame cnycTs KOTOPbIE KIMEHT AO/MKEH NPOBEPUTL HAIMUNE AN
Hero Tpadomka Tpadduka(e cnyyae cHa);

Rx actual rate — TekyLlasi CKOPOCTb Nnepefayn faHHbIX B CTOPOHY TOYKM OCTYNa, B KOUT/C.

Onucanne Tabnmubl «Tx/Rx Statistics»:

MCS - mogynauus;

Rx Pkts — KOnM4eCcTBO NPUHATBLIX OT K/IMEHTA MakeTOB Ha KaxXAoW Moaynsaumm;

Tx Pkts — KonnyecTBO nepefaHHbIX KNIMEHTY NaKeTOB Ha KaXX0i MOAY ALY,

Tx Succ Pkts — KOnM4eCTBO yCneLHo nepefaHHbIX KNIMEHTY NakeTos;

Tx Retries — npoueHT oy6/MPOBaHHbIX NaKeTOB B CTOPOHY K/INEHTE,;

Tx Period Retries — NpoLEHT NOBTOPHO OTNPaB/IEHHbIX NaKeToOB 3a nocneaHuin nepuog, (10 cekyHa).

[na o6HOBNEHNs NHOPMALIMKN HA CTPaHMLE HaxkMuTe KHOMKY «Refresh».
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4.4.6 MopameHto «TSPEC Client Associations»

B nogmeHto «TSPEC Client Associations» oTo6paxaetcs nHdhopmaums 0 KNIMEHTCKMX AaHHbIX Tspec,
nepeaaHHbIX U NOTYYEHHbIX C MOMOLLIbIO 3TOIM TOYKM AocTyna.

View TSPEC Client Association Status and Statistics

Click "Refresh™ button to refresh the page.
Refresh

Status
Network Station TS Identifier Access Category Direction User Priority Medium Time Excess Usage Events VAP MAC Address SSID

Statistics
Network Station TS Identifier Access Category Direction From Station To Station
Packets Bytes Packets Bytes

* Network — nmsi 6ecnpoBOAHOr0 MHTepdenca n nMsa BUPTYyasibHOM TOUYKM AOCTyna Ha uHTepdeiice, K
KOTOPOW NogKNYeH KnneHT. Hanpumep, 3annck wlanOvap2 o3HavaeT, YTo K/IMEeHT cBA3aH ¢ Radio 1
BUPTYyaU1bHOM TouKoi gocTtyna VAP2; 3anucb wlan1 o3HauvaerT, 4To kiveHT ces3aH ¢ VAPO Ha Radio2;

+ Station — MAC-agpec KNuneHTa,;

+ TS Identifier — TSPEC ngeHTudmkatop notoka Tpadmka. MoxeT npuHMmMaTth 3HaveHune ot 0 ao 7;

+ Access Category — kateropusi goctyna (Voice nnu Video);

« Direction — Hanpasnexue Tpaduka (Uplink/Downlink/Bidirectional);

* User Priority — npyopuTeT nonb3oBaress;

* Medium Time — cpepgHee BpeMs, KOTOpOe NOTOK Tpadiuka 3aHMMaeT cpeay nepegaqu;

+ Excess Usage Events — KONn4ecTBO BpEMEHMU, KOTAa K/IMEHT NPEBbICU CPeaHUIA CPOK nepegay;

+ VAP — HOMep BUPTYasIbHOW TOUKM AOCTYNa,;

* MAC Address — MAC-agpec TOYkM fOCTyna,;

+ SSID - s 6ecnpoBOAHON ceTu;

* From Station — nHpopmauums o Tpadmke, KOTOPbIA NepegaeTcs oT 6eCnpPoBOAHOIO K/IMEHTA K TOUKe
[ocTyna;

+ To Station — nHpopmaums o Tpadmke, KOTOPbIA NepesaeTcs OT TOUKU JOCTYNa K K/IUEHTY:

*+ Packets — konnuecTBO NnepefaHHbIX NakeTos;
* Bytes — konn4ecTBO nepefaHHbIX 6anT.

[na 06HOBNEHNA MHPOPMALMK Ha CTpaHULLEe HaxkKMUTe KHOMKY «Refreshy.
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4.47 NMopmeHo «Rogue AP Detection»

B nogmeHto «Rogue AP Detection» oTo6paxaetcs nHdpopmaums 060 Bcex 6eCnpoBOAHbIX TOUKaxX A0OCTYyNa,
KOTOpbIe YCTPOCTBO AETEKTUPYET BOKPYT Cebs.

View Rogue AP Detection

Click "Refresh” button to refresh the page.
Refresh

AP Detection for Radio 1 ®) Enabled Disabled
AP Detection for Radio 2 * Enabled Disabled

Click "Update™ to save the new settings.
Update

Detected Rogue AP List
Click "Delete Old" to delete old entries from Detected Rogue AP List
Delete Old
Dangerous AP List
Channel

Action MAC Radio Beacon Int. Type SSID Privacy WPA Band [BandWidth]

Channel Blocks Signal Beacons Last Beacon Rates

Grant eB:28:cl:da:ch:B8 wlanl 100 AP Virtual Access Point 7 Off off 5 44 [20] 44 .||| 1 Tue Apr 20 09:06:34 2021 6,9,12,18 24 ,36,48,54

Grant | eB:28:cl:da:ch:B2 wianl 100 AP  2ac-portal Off  Off 2.4 1[20] 1-3 all 38  Tue Apr 20 09:06:36 2021 1,2,5.5,6,9,11,12,18,24,36,48,54

[nsi 06HOBNEHMS UHDOPMALIMM HA CTPAHULE HAXMUTE KHOMKY «Refreshy.

+ AP Detection for Radio 1/ AP Detection for Radio 2 — BktoYeHMEe AETEKTUPOBAHUSA CTOPOHHUX TOYEK
poctyna B dpoHe anst Radio1 n Radio2.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHOUIypaLumn 1 3aHECEHNS! HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaxkmuTe KHonky «Update».

Detected Rogue AP List — B pazgene npusoanTca nHgopMalms 060 Bcex 6ecrnpoBOoHbIX TOUKax A0CTyna,
KOTOpbIE YCTPOICTBO AETEKTUPYET BOKPYT Cebs.

KHonka «Delete Old» ncnonbayetcs Ans yaaneHus 3anuceit 0 HeaKTUBHbIX YCTPOWCTBAX B PaAVO0KPYXEHUN.

+ Action — ecnu To4ka AOCTYyna HaXo4UTCA B CMCKe 0O6HApPYXXEeHHbIX, TO HaxxaTne KHomku «Grant»
nepeHeceT ee B CMUCOK A0BEPEHHbIX Todek goctyna «Known AP List».
+ MAC - MAC-agpec Touku AoCcTyna,;
* Radio — pagnounHTepdeiic, KoTopbiM Obl1a 06HapY>XeHa CTOPOHHSASA ToYKa AOCTYNa;
* Beacon Int. — nHTepBas1 NOCbINKM Beacon-nakeTa TOUKOM [OCTYNa;
+ Type — Tun 06HapPYXEHHOro yCTpoiicTBa:
* AP — Touka goctyna;
+ Ad hoc — geueHTpasiM3oBaHHOE K/TIMEHTCKOE YCTPONCTBO;
+ SSID - vmsi 6ecnpoBOAHOW CETH;
* Privacy — ctaTyc paboTbl pexuma 6e30nacHOCT TOYKN fOCTyna:
* On — pexum 6e30MacHOCTM BbIK/THOYEH;
« Off — pexxum 6e30NacHOCTN BK/THOYEH;
+ WPA - cocTtosiHne wndppoBarns WPA: Off - BbiktoueHo, On - BKNHOYEHO;
* Band — 4acTOTHbI cnekTp paboTbl Toukn goctyna: 2.4 'y wunm 5 Iy,
« Channel [BandWidth] — ncnonb3yemblii YaCTOTHbIV KaHasT U LIMPUHA NOJIOCHI;
« Channel Blocks — gnana3oH kaHas0B, KOTOpble 3aHMMaeT TouKa A0CTyna;
+ Signal — ypoBeHb curHasna, npuHMMaeMblii OT TOUKM focTyna, ABM. MNpun HaBegeHWM ykasaTens Ha
rpadmyeckoe n3obpaxeHve curHana 4eEMOHCTPUPYIOTCA YACIEHHbIE NoKasaTesiv 3Toro CUrHaua;
* Beacons — o6buee ymcno Beacon-naketos, NPUHATBLIX OT TOYKN JOCTYNa C MOMEHTa ee 06HapyXeHuUs;
+ Last Beacon — pata 1 Bpems npuema nocnegHero Beacon-naketa ot TOYKM JOCTYNa;
* Rates — CNNCOK KaHa/lbHbIX CKOPOCTEN, NOAAEPXKMBAEMbIX aHHON TOUKOWN AocTyna.
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Known AP List

Channel

[Banawidth] Channel Blocks Signal Beacons Last Beacon Rates

Action MAC Radio Beacon Int. Type SSID Privacy WPA Band

Delete eB:28:cl:da:cb:86 wlan0 100 AP 2ac-portal Off 5 44 [20] 44 .||| 1 Tue Apr 20 09:06:34 2021

Save Known AP List to a file
Save

Import Known AP List from a file

& Replace Merge
O630p Dain He BoiGpan Import

Known AP List — B Ta6nuue npMBoANTCS CMMCOK AOBEPEHHbIX TOUEK A0CTYyna.

UTo6bl yaanuTb TOUKYy AOCTyNa U3 AAaHHOrO CNM1cKa HaXXmnTe Ha KHonky «Deletex, nocne yganeHus n3 cnucka
«Known AP List» Touka nonazieT B CNMCOK 0OHAPYXEHHbIX TOYEK AOCTYyna.

Save Known AP List to a file - B gaHHOM pa3aene BbINonHAETCS coxpaHeHne cnucka «kKnown AP List» B doaiin.
NS coxpaHeHust HKMUTE KHOMKY «Save».

Import Known AP List from a file — B faHHOM pasaene BbinonHsietcs 3arpy3ka cnmcka «kKnown AP List» ns
Goaina.

* Replace — npy umnopTe cnuncka AoBePEHHbIX TOUEK A0CTyrna UMNOPTUPYEMbI CMUCOK NOSTHOCTbIO
3aMeHUT TeKYLLMIA CNCOK AOBEPEHHbIX TOUEK A0CTYNa;

+ Merge — npu nMnopTe Cnmcka A0BEPEHHbIX TOYEK A0CTyna AOBEPEHHbIEe TOUKM AOCTyna 13
MUMMNOPTUPYEMOTO Cnncka 6yayT Ao6aBneHbl K TO4KaM A0CTYNa, HAXOASALWMMCS B UMNOPTUPYEMOM Crncke
B A@HHbIA MOMEHT BpPEMEHM.

[na 3arpy3kun danna HaxXMmnTe KHonky «O0630p», yKaKuUTe doaiis, KOTOPbI HYXXHO 3arpy3uTb Y HAOXKMUTE KHOIMKY
«Import».
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4.4.8 TMopmeHto «TSPEC Status and Statistics»

B nogmeHto «TSPEC Status and Statistics» oto6paxaetca nHdpopmauus o Tspec-ceccusix Ha
pagnoviHTepdelicax.

View TSPEC Status and Statistics
Click "Refresh” button to refresh the page.
Refresh

AP Status

Interface Access Category Status Active TS TS Clients Med. Time Admitted Med. Time Unallocated

wlan0 Best Effort down 0 (] 0 0

wlan0 Background down [i] (] 0 0

wlan0 Voice down 0 ] 0 0

wlani Video down 0 0 1] 0

wlanl Best Effort down 1) 0 0 0

wlani Background down 0 1] 0 0

wlanl Vaoice down 0 0 0 0

wlanl Video down 0 (1] 0 0

VAP Status

wlan0:vapd Best Effort down 1] o L] o
Background down o o 0 o
Voice down 0 1] 0 0
Video down 0 o 0 0

wlan0:vapl Best Effort down 0 ] 0 0
Background down o o 0 o
Voice down o o o 0
Video down 0 ] 0 0

wlan0:vap2 Best Effort down 0 (1] 0 0
Background down 0 1] 0 0
Voice daown o 0 1] 0
Video down 0 0 0 0

wlanO:vap3 Best Effort down 0 (i] 0 0
Background down 0 0 0 0
Voice down 0 1] 0 0

Onucanune Tabnuu, «AP Status» n «VAP Status»:

* Interface — nms nHTepdelica;

* Access Category — kateropusi goctyna (Voice, Video, Best Effort, Background);

+ Status — cocTosiHue ceccuy;

+ Active TS — KONMYECTBO TEKYLLUUX aKTUBHbIX NOTOKOB TpauKa;

« TS Clients — KONMYECTBO K/IMEHTOB;

* Medium Time Admitted — cpeHee Bpems, KOTOpoe NOTOK Tpadiuka 3aHMMaEeT cpeay nepefayu;
* Medium Time Unallocated — cpeaHee BpeMsi NPOCTOS NOMOCHI B IaHHOWN KaTeropuu.
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Radio
wlan0
wilan0
wlan0
wilan0
wlanl
wlanl
wlani

wlani

Transmit

Interface Total Voice Packets Total Voice Bytes Total Video Packets Total Video Bytes Total Best Effort Packets Total Best Effort Bytes Total Background Packets Total Background Bytes
wlan0:vapl
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vapd
wlan0:vap5
wlan0:vap6
wlan0:vap?
wlan0:vap8
wlanO:vaps 0
wlan0:vapl0 0
wlan0:vapll 0
wlanO:vapl2 0
wlan0:vapl3 0
wlanO:vapld 0
wlan0:vapl5 0
wlanl:vapd 0

wlanl:vapl 0O

Access Category Total Packets Total Bytes
Best Effort
Background
Voice

Video

Best Effort
Background

Voice

o 2 2 o @ o a o
o 2 o o o o o

Video o

o o 1] o 0 o

o 2 o2 o o o e o

2 o o o 2@ 0 2@ 0 @ 0 8 o 8 o a o a o
o 0 Q2 o Q0 0 90 0 092 000000 0
2 o o o @ 0 &8 0 @ © @ o 2@ o 2 o o
0 0 Q0 0 © 0 2 0 O 0 o0 Qo0 o0 0
o 2o 2 o e 0 82 0 2 2 8 90 2 0 8 o o
o o0 0 0 8 0 8 o0 oo o0 80 00 0
[=J = T = T = = T T = Y = Y = T = Y = Y = T = = R = A = R =

Onucanne Tabnuy, «Transmit»:

Radio — nms pagmounHTepdeiica;

Access Category — kateropusi goctyna (Voice, Video, Best Effort, Background);

Total Packets — obLiee KOIM4ecTBO NakeToB AaHHOW KaTeropumn AoCTyna, OTNPaB/IeHHbIX
pagnonHTepdgencowm;

Total Bytes — o6LLlee KOnmMyecTso 6aiiT aHHON KaTeropmm goCTyna, OTNPaB/iEHHbIX pagnonHTepdgelicom;
Interface — HOMep BUPTYasIbHOM TOYKN AOCTYNa;

Total Voice Packets — obuiee KonmyecTBO nakeToB kateropumn Voice, oTnpaBneHHbIX ¢ AaHHon VAP;
Total Voice Bytes — o6Luee KonnmyecTBo 6aiiT kateropum Voice, 0TnpaB/ieHHbIX ¢ gaHHon VAP;

Total Video Packets — ob6lliee Konn4yecTBo naketoB kaTeropun Video, oTnpaBneHHbIX ¢ gaHHoW VAP;
Total Video Bytes — obuwiee konmyecTBo 6anTt kateropun Video, otTnpaBneHHbIX ¢ gaHHon VAP;

Total Best Effort Packets — obLiee KonM4ecTBO NakeToB kateropun Best Effort, oTnpaBneHHbIX ¢ gaHHO
VAP,

Total Best Effort Bytes — obLyee konnuecTtBo 6aiiT kateropum Best Effort, oTnpaBneHHbix ¢ gaHHon VAP;
Total Background Packets — ob6liiee KonM4ecTBO NakeToB kaTeropun Background, oTnpaBneHHbIx ¢
AaHHon VAP;

Total Background Bytes — obLyee konnuecTBo 6aiiT kateropum Background, oTnpaBneHHbIX ¢ faHHO
VAP.
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ac

Receive
Radio

wlan0
wland
wlan0
wland
wlanl
wlanl
wlanl

wlani

wilan0:vapl
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vap4
wlan0:vap5
wlan0:vapt
wlan0:vap/
wlan0:vapd

wlan0:vap9

A C v
Best Effort
Background

Voice

Video

Best Effort
Background

Voice

Video

Interface  Total Voice Packets

o 2 o 2 2 e o o o

=

wlanD:vapl0 0
wlan0:vapll 0
wlan0:vapl2 0
wlan0:vapl3 0
wlan0:vapld 0
wlan0:vapl5 0
wlanl:vapld 0

wlanl:vapl 0

Total Total Bytes

0 i}

0 o

0 i}

0 o

0 i}

o o

0 i}

0 i}

Total Voice Bytes Total Video Packets Total Video Bytes Total Best Effort Packets Total Best Effort Bytes Total Background Packets Total Background Bytes
0 i} L] 0 i} 1] o
0 i} [/} 0 [i] 1] 0
0 i} L] 0 i} 1] o
0 o o (1] o o o
0 i} [/} 0 i} 1] o
0 o o (1] o o o
0 i} [/} 0 i} 1] o
o o o 0 ] o o
0 i} [/} 0 i} 1] o
0 i} [/} 0 (i} 1] 0
0 i} [/} 0 i} 1] o
0 i} [/} 0 (i} 1] 0
o o o o o o o
0 i} [/} 0 [i] 1] [u]
0 o o o o o o
0 i} [/} 0 [i] 1] o]
o o a 0 o o o
0 i} [/} 0 [i] 1] 0

OnucaHune Tabnuy, «Receive»:

Radio — nms pagnovHTepdeiica;
Access Category — kateropus goctyna (Voice, Video, Best Effort, Background);

Total Packets

- o6LLee KONMYecTBO NaKeToB AAaHHON KaTeropum AoCTyna, NPUHATBLIX

paavouHTepdeincom;

Total Bytes — o6LLee KO/M4yecTBO 6aiT aHHON KaTeropuv AOCTyna, NPUHATLIX paavonHTepencom;
Interface — HoOmMep BUPTyasibHOI TOYKM [OCTYNa;;

Total Voice Packets — o6Lee Ko/iM4ecTBO NakeToB kateropum Voice, NPUHATBLIX Ha faHHon VAP,
Total Voice Bytes — o6Luee KonmyecTso 6aiT kareropuu Voice, NPUHATLIX Ha AaHHOW VAP;

Total Video Packets — obLee konnyecTBo nakeTos kareropuu Video, NpuHATLIX Ha gaHHoN VAP;
Total Video Bytes — obwee konuyecTBo 6ant kareropuu Video, NpuHATbIX Ha AaHHOW VAP,

Total Best Effort Packets — obLiee KonnyecTBo nakeToB kateropuv Best Effort, npuHATbIX Ha gaHHO

VAP;

Total Best Effort Bytes — obLiee konnyectBo 6aiT kateropum Best Effort, npuHaTbix Ha gaHHol VAP;
Total Background Packets — o6LLee KonmyecTso naketos Kateropun Background, NpMHATBLIX HA flaHHOM

VAP;

Total Background Bytes — ob6Luee konnyecTBo 6ainT kateropmmn Background, npuHaTbix Ha gaHHou VAP.

[na o6HOBNEHNs NHOPMALIMKN HA CTPaHWLE HaxkMuTe KHOMKY «Refresh».
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4.4.9 ToameHto «TSPEC AP Statistics»

B nogmeHto «TSPEC AP Statistics» oTo6paxaeTcsa ctatucTvka no KonnmyecTsy nepefaHHoro/nosy4eHHoro
MOTOKOB Tpadomka pa3nnuHbix kateropuii (Voice, Video, Best Effort, Background).

View TSPEC AP Statistics

Click "Refresh™ button to refresh the page.

Refresh
TSPEC Statistics Summary for Voice ACM
Totzl Yoice TS Accepted 0
Total Woice TS Rejected 0

TSPEC Statistics Summary for Video ACM
Total Video TS Accepted

Total Video TS Rejects 0
TSPEC Statistics Summary for Best Effort ACM
Totzl Best Effort TS Accepted 0
Totzl Best Effort TS Rejected

TSPEC Statistics Summary for Background ACM
Total Backaround TS Accepted 0
Totzl Backaround TS Rejected 0

« TSPEC Statistics Summary for Voice ACM — o6lLiee KonniectBo NpuHATbIX (Accepted) 1 OTKTOHEHHbIX
(Rejected) notokoB Tpadomka kateropum Voice;

« TSPEC Statistics Summary for Video ACM — obuiee konmuecTBo NpuHsTbiX (Accepted) 1 OTKIOHEHHbIX
(Rejected) notokoe Tpadmka kateropum Video;

« TSPEC Statistics Summary for Best Effort ACM — o6Liiee KonnyecTBo NpuHsATLIX (Accepted) un
OTK/IoHeHHbIX (Rejected) noTokoB Tpadomka kateropun Best Effort;

« TSPEC Statistics Summary for Background ACM — o6Liee Konu4yecTBo NpuHsATbIX (Accepted) un
OTK/IOHeHHbIX (Rejected) noTokoB Tpadhvka kateropumn Background.

[lna 06HOBNEHNUS HhOPMaLMKN Ha CTPaHULE HaxkKMuTe KHOMKy «Refreshy.
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4.4.10 MopgmeHto «Radio Statistics»

B nogmeHio «Radio Statistics» oTo6paxaeTca nogpobHasa nHgopmauus 0 naketax u 6arvitax, nepefaHHbIx/
NosTy4YeHHbIX MO 6ecnpoBOgHOMY MHTephelicy.

View Radio Statistics
Click "Refresh™ button to refresh the page.

Refresh

Radic  ® gradis 1 Radic 2

WLAM Packets Received: 2061  WLAN Bytes Received: 335727
WLAM Packets Transmitted: 10205 WLAN Bytes Transmitted: 3385531
WLAM Packets Receive Dropped: 0O WLAN Bytes Receive Dropped: 0O
WLAM Packets Transmit Dropped: 0 WLAN Bytes Transmit Dropped: 0
Fragments Received: 0 Fragments Transmitted: 0
Multicast Frames Received: 23 Multicast Frames Transmitted: 6138
Duplicate Frame Count: 13135 Failed Transmit Count: 313
Tran=mit Retry Count: 1066  Multiple Retry Count: 591
RTS Success Count: 1557 RTS Failure Count: avaz
ACHK Failure Count: 4521 FCS Error Count: 31037
Transmitted Frame Count: 3055 WEF Undecryptable Count: 0

BbicTaBuTe donar y HaumeHoBaHusl pagnonHTepdeiica Radio 1 unm Radio 2, no koTopoMy HEOGX0AMMO
BbIBECTU NOAPOGHYI0 MHGOPMALMIO:

WLAN Packets Received — obuiee KOM4ecTBO NAaKeTOB NO/YYEHHbIX TOUKOM A0CTYyNa Yepe3 AaHHbIl
pagnonHTepdgelic;

WLAN Bytes Received — ob6LLiee KoNn4ecTBo 6aiiT No/y4YeHHbIX TOYKOM A0CTyNa Yepes AaHHbIN
pagnonHTepdgelic;

WLAN Packets Transmitted — o6Liiee KonM4ecTBO NakeToB NepeaaHHbIX TOUKOW A0CTyna Yepes AaHHbll
pagnonHTepdgelic;

WLAN Bytes Transmitted — obuee KOmMyYecTBO 6aiT nepeaaHHbIX TOUKOW A0CTyna Yepes AaHHbli
pagnonHTepdgelic;

WLAN Packets Receive Dropped — Konn4yecTBo NakeToB, NOIyYeHHbIX TOYKOW A0CTyna Yepes AaHHbll
pagnovHTepdelic, KoTopble 6bi/IM OTOPOLLEHbI;

WLAN Bytes Receive Dropped — KONM4ecTBO 6aiT, NoNyyYeHHbIX TOUKOM A0CTyna Yyepes AaHHbli
pagnovHTepdelic, KoTopble 6bi/IM OTOPOLLEHbI;

WLAN Packets Transmit Dropped — KONM4eCcTBO NaKeTOB, NepefaHHbIX TOUKO A0CTyNa Yepe3 AaHHbIi
pagnonHTepdelic, KoTopble 6bl/M OTOPOLLEHbI;

WLAN Bytes Transmit Dropped — Konn4yecTBO 6aiiT, nepeaaHHbIX TOUKOM A0CTyna Yepes AaHHbll
pagnovHTepdelic, KoTopble 6bi/IM OTOPOLLEHbI;

Fragments Received — KONIM4YECTBO NOSyYEHHbIX (hparMeHTOB NaKeTOB;

Fragments Transmitted — KonM4ecTBO NepegaHHbIX hparMeHTOB NAKETOB;

Multicast Frames Received — KONMYeCTBO NO/yYEHHbIX KaApOB MY/IbTUKACT;

Multicast Frames Transmitted — Konn4ecTBO NepeaaHHbIX KagpoB My/bTUKACT;

Duplicate Frame Count — konn4ecTBO Ay6MpYyHOLLMX Kafpos;

Failed Transmit Count — KONMY4ECTBO He NepefaHHbIX NaKeToOB 13-3a OLLUNOKMY;

Transmit Retry Count — KONnM4eCcTBO NOBTOPHO OTNPAaB/IEHHbIX NaKeTOB;

Multiple Retry Count — kONM4eCTBO NaKeTOB NepeoTnpaBsieMbIX HECKO/IbKO pas;

RTS Success Count — KONMYECTBO NaKETOB NOATBEPXAEHNSA O TOTOBHOCTY NpUHUMaTh Tpadmk(CTS);
RTS Failure Count — KONiM4ecTBO NAKETOB Ha KOTOPbIE HE MPULL/IN NOATBEPXAEHMSA O TOTOBHOCTY Ha
npuem(CTS);
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ACK Failure Count — KONIM4ECTBO NAKETOB Ha KOTOPbIE HE MPULLAN MOATBEPXKAEHMSA O YCNELLUHOM
npueme(ACK);

* FCS Error Count — Konn4ecTBO KaapOB He NMpoLueALnx NpoBEPKY KOHTPOIbHON CyMMbI;

+ Transmitted Frame Count — KO/IM4ECTBO YCMEeLHO NepeaaHHbIX Kaapos;

« WEP Undecryptable Count — konn4ecTBO NakeToB, KOTOpble He yaanocb pacwmdgposatb (WEP).

[N 06HOBNEHMA MHPOPMALMK Ha CTpaHULEe HaxkMUTe KHOMKy «Refresh».

4.411 MopmeHto «<Email Alert Status»

B nogmeHto «kEmail Alert Status» npusogutca nHgopmaumnsa 06 oTnpasneHHbIX N0 3/1IEKTPOHHON noyTe
COO0OLEHUSIX, CreHePUPOBaHHbIX HA OCHOBE XYypHasia COObITUIA.

HacTpouTb oTnpaBky coobLeHnii MOXHO B nogmeHto «Email Alert», pacnonoXeHHOM B MeHH0 «Services».

Email Alert Operational Status.

Click "Refresh™ button to refresh the page.

Refresh

Email Alert Status : up
MNumber of Email Sent : 249
Number of Email Failed 1

Time Since Last Email Sent : Tue Apr 20 10:53:42 2021

+ Email Alert Status — cTaTyc pa6oTbl ONOBELLEHMS N0 3N1IEKTPOHHO noyTe o0 paboTe yCcTpoicTa:
+ Up — onoBeLyeHne BK/IOYEHO;
« Down — onoBeLLeHMe BbIK/THOUEHO.
Number of Email Sent — 06LLee KO/IM4ecTBO COOBLLEHWIA, OTNPAB/IEHHbIX HA AaHHbI MOMEHT;
Number of Email Failed — 06Lee Ko/iM4ecTBO COOBLLEHWIA, KOTOPbIE ObIIN NOTEPSIHDI, HA AaHHbI
MOMEHT;

+ Time Since Last Email Sent — pata n Bpems OTNpaBkun NOCAeAHEro COObLLEHMS.

[N 06HOBNEHMA MHDOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».
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4.5 MeHo «Manage»

4.5.1 MopameHto «Ethernet Settings»

B nogmeHto «Ethernet Settings» BbINONHAOTCA ceTeBble HACTPOWKM YCTPOIACTBA.

Modlify Ethernet (Wired) settings

Hostname WOP-12ac_DC [Range : 1 - €2 characters]
Internal Interface Settings

MAC Address AR 4B B0:B5:40

Managament YLAN ID 1 (Range: 1 - 4094, Default: 1)
Untagged VLAM ® Enazbled Disabled

Untagged WLAN 1D i (Range: 1 - 40584, Default: 1)
Connection Type DHCF r

Static IP Address 192 |.|168 - |1 . (10
Subnet Maszk 255 - |255 . |295 . (D

Default Gateway 192 - |168 - |1 . |254

DME MNameservers % Dynamic Manual

Click "Update™ to save the new sattings.
Update

* Hostname — ceTeBoe nMsa ycTpoictea. MoxeT cogepxartb oT 1 40 63 CUMBO/IOB U COCTOATH U3:
NaTUHCKMX 3arfaBHbIX U CTPOUHBIX BYKB, LMdp, 3HaKa aedumc «-» (06paTuTe BHUMaHMWE, 4To Aedumc He
MOXET 6bITb NOCNEAHNM CYMBOSIOM B CETEBOM MIMEHM YCTPOiicTBa!);

* MAC Address — MAC-agpec Ethernet-nHtepdelica ycTpoiicTBa;

+ Management VLAN ID — naeHtudoukatop VLAN, ncnonb3yemsblii ans goctyna K ycTpoicTay. MpuHumaeT
3HayeHus ot 1 go 4094. Mo ymonyaHuo — 1;

+ Untagged VLAN — nepeBectu LAN-nopTbl B access-pexum, B koTopoM aobasnsietca VLAN-Ter ans
BXOASALLEr0 HETErMpPOBaHHOIO TpadumKa N CHUMaeTcs ycTaHoB/eHHbI VLAN-Ter ¢ ncxogsuero:

+ Enabled — BkntounTb access-pexum LAN-NopToB;

* Disabled — BblkntounTb access-pexxum LAN-NopToB;

+ Untagged VLAN ID — naeHTudpmkatop VLAN, KOTOpbIil 6yAeT Ha3HauYeH HETErMpPoOBaHHOMY TpaduKy,
nocTynarwLemMy Ha YCTPOMCTBO, U CHAT C ucxogsulero Tpaduka. NpuHumaet 3HadeHus ot 1 go 4094. Mo
ymMo/si4aHmo — 1;

+ Connection Type — BbI6op crnocoba yctaHoBKM IP-agpeca Ha ynpasnstoLemM nHtepdeince, no KOTOpoMy
6yaet ocyuwectenAaATbea nogktodeHne WAN-nHTepdpeica ycTpoincTea K cet npefocTas/ieHns yenyr
nposaligepa:

+ DHCP - pexxum paboTsl, Npy KoTopoM IP-agpec, macka nogcetn, agpec DNS-cepsepa, LWt03 No
YMOJIHaHWIo U Apyrve napameTpbl, Heobxoanmble 18 paboTbl B ceTu, 6yayT nosyyeHsl oT DHCP-
cepBepa aBToMaTn4eckuy;

+ Static IP — pexum paboTbl, npn KOTopom IP-agpec n Bce Heo6XoAMMble CETEBbIE NapamMeTpbl Ha
WAN-HTepgeic HazHavarTcs ctatuyecku. Mpu Bbibope Tuna «Static IP» onsa pegaktMpoBaHus
CTaHyT 4OCTYMHbI CneyroLlme napameTpbl:

« Static IP Address — IP-agpec ycTpolicTBa B CETU NpoBaligepa;
+ Subnet Mask — macka BHeLUHeli noaceTu;
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+ Default Gateway — |IP-agpec, Ha KOTOpbIil OTNPaBASETCA NAKET, eCW AN1S HETo He HalifeH
MapLUpyT B Tabnuue mapLupytmsauum;
« DNS Nameservers — afipeca cepBepOoB AOMEHHbIX UMEH (MCMOb3YOTCS A5 onpeaeneHns
IP-agpeca ycTpoiicTBa No ero JOMEHHOMY UMEHM):
* Dynamic — 6yayT ncnonb3oBaHbl DNS-cepBepa, nonyyeHHsle no DHCP;
* Manual — Heobxoammo ykasaTb DNS-cepBepa Bpy4Hyto.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.2 MNMopgmeHo «Management IPv6»

B nogmeHto «kManagement IPv6» BbINo/HAETCA HAcCTpoiika KoHurypauum IPve-agpeca gnia goctyna K
ynpasneHnto YyCTPOCTBOM.

Modify Management IPvé
Management IPV6
IPv6 Connection Type DHCPvE v
IPvE Admin Mode Enzbled ® Disablad
IPv6 Auto Config Admin Mode Enabled '® Disabled
Static IPv6 Address i (30300 1 000C XK T I0O0NK S 00X XNAK L XKKK )
Static IPv6 Address Prefix Length 0 (Range: 0 - 128, Default: 0)

Static IPve Address Status
IPvE Autoconfigured Glebal Addresses
IPvE Link Local Address

Default IPvE Gateway i (00000 OO0 OO0 00 X000 X000 )
IPvE DNS Nameservers % Dynamic Manual
(o000 00K X IO L XXX XK LXK )

(XXXXZ}{XXX: SRR RO T OO O O }(}{)()(}

Click "Update™ to save the new settings.
Update

« IPv6 Cinnection Type — BbI6Op MCMO/b30BaHUSA cTaTtuyeckoro IPvée-aapeca yctpoiicTsa (Static IPv6) nnm
AnHamuyeckoro (DHCPv6);
+ IPv6 Admin Mode — gocTyn K yCTpOICTBY No npotokony IPv6:
« Enable — pocTyn paspelleH;
+ Disable — pocTyn 3anpeLuieH,;
* IPv6 Auto Config Admin Mode — pexum aBToKoHurypupoBaHus IPvé-aapeca:
+ Enable — ncnonb3syertcs;
+ Disable — He ncnonb3yeTcs.

Mpwn yctaHoBke Tuna «Static IPv6» B napametpe« IPv6 Cinnection Type» ANA pefakTUpOBaHUA CTAHOBATCSA
AOCTYNHbIMW CeaytoLme napameTpsbl:

« Static IPv6 Address — ctatuyeckuii IPvb-agpec yctpoiicTBa. Touka AocTyna MOXeT UMEeTb CTaTuyeckuii
IPv6-agpec, naxe ecnv agpeca yxe Obl1n HACTPOeHbl aBTomaTnyeckn yepes «Auto Config;
« Static IPv6 Address Prefix Length — npedkc ctatudeckoro IPv6-aapeca. MpuHumaet 3HaveHme ot 0 Ao
128. Mo ymonuaHuio — 0;
« Static IPv6 Address Status — npocmoTp paboyero cratyca ctaTuiyeckn ckoHdurypmpoBaHHoro IPvé-
agpeca, NpUHUMAET 3HAYEHNS:
+ Operational — TeKyL1ii AeACTBYOLLNIA;
+ Tentative — pe3epBHbIil.
* IPv6 Autoconfigured global Addresses — cnucok aencTsytouimx IPv6-aapecoB Ha yCTPONCTBE;

53



PykoBogacTBo no skcniyatauum WOP-12ac

* IPv6 Link Local Address — nokanbHblin IPv6-agpec, yctaHoBNeHHbI Ha LAN-nHTepdeiice. [laHHbln agpec

He KOHpurypupyeTtca n HasHadaeTcs asToMaTU4ecku;
* Default IPv6 Gateway — w03 no ymonyaxuto gns IPve;

+ IPV6 DNS Nameservers — agpeca cepBepoB AOMEeHHbIX UMEH (MCnonb3ytoTcs Ans onpeaenexus IP-

afipeca ycTpoiicTBa No ero AOMEHHOMY UMEHMW):

* Dynamic — 6yayT ncnonb3oBaHbl DNS-cepBepa, nonyyeHHsle no DHCP;
* Manual — Heobxoammo ykasaTb DNS-cepBepa Bpy4Hyto.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb

HaxkmuTe kHomnky «Update».

4.5.3 MoameHto «IPv6 Tunnel»

B nogmeHto «IPv6 Tunnel» BbiNO/IHAETCS HAcTpoiika TyHHenMpoBaHus IPv6 BHyTpu IPv4. Vicnonb3yeTcsa
npoTokon ISATAP (Intra-Site Automatic Tunnel Addressing Protocol — npoTokon BHyTpucaiiToBOI agpecalui
TyHHenel4). Mo npoTokony ISATAP BbinonHseTcst uHkancynsums IPve-naketos B IPv4-nakeTbl Ans nepegayn no
¢ IPv4-cetun. Mopaepxka gaHHOro oyHKLMOHaNa Nno3BosieT YCTPOUCTBY yCTaHaBMBaTh CBA3b C yAa/IeHHbIMU

IPve-xocTamu.

Modify IPv6 Tunnel Settings

IPv6 Tunnel

ISATAP Status Enabled '® Disabled
ISATAP Capable Host izatap

ISATAP Query Interval 120 sec. (Range: 120-
ISATAP Solicitation Interva 120 sec. (Range: 120-
ISATAP IPwE Link Local Address

ISATAP IPvE Global Address

Click "Update™ to save the new settings.
Update

t: 120)
t: 120)

(w000 xxx [ Hostname max 253 characters, Default: izatap)

ISATAP Status — pexum paboTbl npoTokona ISATAP:

* Enabled - pa3pelueHa paboTta no npotokony ISATAP;
+ Disabled — 3anpelieHa pa6oTta no npotokony ISATAP.
+ ISATAP Capable Host — IP-agpec nnn DNS-ums mapupytusatopa ISATAP. 3HaueHne No yMoN4aHuto -

isatap;

+ ISATAP Query Interval — nutepsan BpemeHun mexay DNS-3anpocamu. MprHumaeT 3HaveHne ot 120 go

3600 cekyHpg. Mo ymonuaHuio — 120 cekyHg,

+ ISATAP Solicitation Interval — nHTepBan BpeMeHn mexay CoobLeHNs MM onpoca MapLupyTulartopa
ISATAP. MpuHumaet 3HaveHns ot 120 go 3600 cekyHA. o ymonyanuio — 120 cekyHp;

« ISATAP IPv6 Link Local Address — nokanbHblii IPv6-aapec yCcTpoicTBa;

« ISATAP IPv6 Global Address — rnobanbHbliin IPv6-agpec ycTpoiicTBa.

4.5.4 TMopmeHto «Wireless Settings»

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaxkMuTe KHonky «Update».

B nogmeHto «Wireless Settings» BbInonHATCA HAcCTpolikn 6ecnposogHoii Wi-Fi ceTn. YCTpoicTBo umeer 2
He3aBNCUMbIX PU3MYECKNX paanorHTepdeiica, Kaxkapblii U3 KOTOPbIX paboTaeT B CBOEM peXume 1 guanas3oHe.
Radio 1 pa6otaet B gnanasoHe 2.4 I'Tu, Radio 2 B gnanasoHe 5 .

B npeacTaBneHHOM pasfesie MeHo NpUBOAMTCS pasfernbHasi HacTpoika Anst Kaxkaoro pagvonHTepdeiica.
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Modify wireless settings

MAC Address
Mode

Channel

Airtime Fairness

Radio Interface 2
MAC Address
Mode

AB:F9:4B:B5:52:80
IEEE 802.11b/g/n

Auto b
*) on Off
*) on Off

AB:F9:4B:B5:52:90
IEEE B02.11a/nfac ¥

Country Russia i
Transmit Power Control On v

TSPEC Viclation Interval 300 {Sec, Range: 0 - 900, O Disables)
Global Isolation W

Radio Interface * on Off

b

Channel Auto hd
Airtime Fairness * on OFf
FBWA on ‘% of
Extended Channels on '‘® off

AeroScout™ Engine Protocol Support Disabled

Click "Update™ to save the new settings.

Update

Country — Ha3BaHVe CTpaHbl, B KOTOPOI paboTaeT Touka AocTyna. B 3aBUCUMOCTY OT YKa3aHHOro
3HauyeHus ByayT NPMMEHEHbI OrpaHMyYeHns K Nosioce 4acToT U MOLLHOCTY Nnepeaarynka, Kotopble
[EeNCTBYIOT B faHHON cTpaHe. OT yCTaHOB/IEHHOM CTPaHbl 3aBUCUT CMUCOK AOCTYMHbIX YACTOTHbIX
KaHa0B, 4YTO BNUSIET HA aBTOMAaTUYeCKMil BbIGOP KaHasa B pexxume Channel = Auto. Ecnn knneHTckoe
o6opyaoBaHme NIMUEH3MPOBAHO /18 UCMOb30BaHWA B APYroM perroHe, BO3MOXHO, yCTaHOBUTb CBA3b C
TOYKOW [OCTyNa B TAKOM C/lyqae He yaacTes.

© BuI60p HENPABU/ILHOTO PErYOHa MOXET NPUBECTU K NPO6IEMaM COBMECTUMOCTU C PasHbIMY
K/TMEHTCKMMU YCTPOCTBaMM.

Transmit Power Control — HacTpoiika pexumMa orpaHnyeHus napametpa Transmit Power Limit:

+ On — MakcumMasibHoe 3HavyeHne SNVIM orpaHnumMBaeTcs B COOTBETCTBUM C 3aKOHOA4ATE/IbCTBOM
P® 1 He npesbiwaeT 100 mBT (16 gBM 1M3n1y4aemMoil nepeaaTyMkomM MOLHOCTY A1 Avana3oHa
2.4TTu, 19 gbMm n3nyyaemoil nepeaaTymkoM MOLWHOCTU — ans 5 Ty).

+ Off — makcumasibHOe 3HaueHrne 3VINM orpaHmumBaeTcs (PU3NYECKMMU XapakTepUcTMKamm
nepepatumka. Ans scex yctpoicte WOP-12ac, kpome WOP-12ac ER opt.FOS, makcnmanbHoe
3HavyeHne ANNM pns oboux guanasoHoB — 19 abm. Ana WOP-12ac ER opt.FOS - 26 abwm.

TSPEC Violation Interval — nHTepBan BpeMeHn B CEKYHAAX, 3a KOTOPbIA TOYKa AOCTyNna AO/MHKHA
COo0OWNTL Yepes XypHan cobbiTuii nam nocpeactsoM SNMP-trap 0 NpYCOEANHEHHbIX KANEHTaXx,
KOTOpble He NogAepXMBaloT 06A3artefibHble npoueaypbl gonycka. NMpuHumaet 3HaveHne ot 0 go 900
cekyHpg. Mo ymonyanuto - 300 cekyHp,;
Global Isolation — npn ycTaHOBNEHHOM gonare BKOHeHa N30NAuns Tpadmka Mexay KameHTaMmm pasHbliX
VAP 1 pa3HbIX pagmonHTepdeincos;
Radio Interface — cocTosiHMe paanonHTepdeiica:

+ On — npu ycTaHOB/MIEHHOM (hnare pagnonHTepelic akTuBeH;
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+ Off — npn ycTaHOBNEHHOM (hriare paavonHTepdenc BbIK/HOUEH.

* MAC Address — MAC-agpec pagnonHTepdeiica;

* Mode — BbiGOp pexnma paboTbl 6ecnpoBogHOro nHTepdelica cornacHo ctaHgaptam IEEE 802.11;

+ Channel - Homep KaHana gnsa paboTbl 6ecnpoBoAHON ceTu. MNpu BbIGope 3HaYeHns «auto»
aBTOMaTU4ecKkn onpeaenseTcs KaHaa ¢ MeHbLUMM YPOBHEM MOMEX;

+ Airtime Fairness — pyHKUMs 3OUPHON pagmMofoCTyMHOCTH:

+ On — nNpu ycTaHOB/IEHHOM ¢hnare (pyHKUMA akTuBHaA. DUpHOE BPpEMSA paBHOMEPHO
pacnpegenseTca Mexay nosb3oBarensimu;
+ Off — oyHKUMA BbIK/OYEHA.

* FBWA — nponpueTtapHasi TEXHO/0r1s, NO3BO/IAIOWAs BblbMpaTh A4Nns npuema v nepegayn gaHHbIX
LEHTpaU/IbHYI0 4YacToTy, a He YCTaHOB/EHHbI kaHau no ctaHaapTam IEEE 802.11. Mo ctaHgaptam IEEE
802.11 management 1 data Tpadmk MOXeT 1CNONb30BaTb Pa3Hyo LEHTPasIbHY0 YacToTy (aKTyaslbHO
TONBbKO NPU MCMOIb30BaHUM WNPUHBLI KaHana 40/80 MIw).

+ On — TEXHONOTUA BKHOYEHS;
+ Off — TexHonorus BbIKNOYEHA.

*+ Extended Channels - npu BKNHOYEHUM JAHHOTO NapamMeTpa, CTaHOBATCA AOCTYNHbI A1 Bbibopa 4acToThbl C
warom B 10 Ml'u, ecnv B HacTpolikax paavonHTepdenca BbICTaBIEHO 3HAYEHWE LWVMPUHBI KaHana
(Channel Bandwidth) 20 MTI'w;

* On — BKJ/THOYEHO;
* Off — BbIKNKOYEHO.
« AeroScout™ Engine Protocol Support — nogaepxka npotokona AeroScout™ Engine:
* Disabled — npoTokon nogaepxvBaeTcs;
« Enabled — npoTokon He NogaepXmBaeTcs.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».
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4.5.5 MopmeHto «Radio»

B nogmeHto «Radio» BbINOMHATCA paclumMpeHHble HacTpoliku 6ecnposogHoit Wi-Fi cetn ans kaxgoro
pagnovHTepdelica.

Modify radio settings
Radio | 1 »
Status * on Off

Mode | [EEE 802.11bigin ~
Channel Auto ~
Channel Update Period Oft w
Limit Channels
[channe] 1 [ 23] 4[5s5[6 789 1w0]11[12[13] Al
=_[o]o]ojofo]olo]ojolo]alolo]
Channel Bandwidth 20 MHz ~
Primary Channel Lower »
Transmit Power Limit 16 |(dBm, Range: 10- 16)
Transmit Chain o oa1 M oaz M oAz
Advanced Settings
TSPEC Settings
Click "Update” to save the new settings

Update

* Radio — Bbi6op 6ecnposogHoro Wi-Fi nitepdpeiica. Radio 1 pabotaet B gnanasoHe 2.4 I'Tu, Radio 2
paboTaeT B gnanasoHe 5 'y,

+ Status — coctosiHue koHdurypmpyemoro Wi-Fi nitepdpelica:

+ On - npu yctaHosnieHHoM chnare Wi-Fi nHTepdoelic BkoyeH;
+ Off — npn yctaHoBneHHoM chnare Wi-Fi nHTepcpeiic Bbik/oueH;
* Mode - BbIGOp pexrma paboTbl 6ecnpoBOAHOr0 MHTepdeiica cornacHo ctaHgaptam IEEE 802.11.
+ [Ona Radio 1, paboTtatowem B gnanasoHe 2.4 I'u;
* IEEE 802.11b/g — 4acTOTHbI AnanasoH 2.4 Ty, MmakcumanbHas cCKopocTb nepegayun 54
MéuTt/c;
* IEEE 802.11b/g/n — 4acTOTHbIA AnanasoH 2.4 I'Tu, MakcumasnibHasa ckopocTb nepegayun 450
MéuTt/c;
+ 2.4 Ghz IEEE 802.11n — 4yacTOTHbIn gnanas3oH 2.4 ML, MakcumMasibHasi CKOpOCTb nepeaayn
450 M6uT/C. BO3MOXHO NOAK/IOYEHME KNIMEHTOB TO/IbKO C NOAAEPXKOWN cTaHaapTa IEEE
802.11n;
« [Onsa Radio 2, paboTtatowem B gnanasoHe 5 Ty
* IEEE 802.77a — 4acTOTHbI gnanasoH 5 'Tu, MmakcumanbHas cKopocTb nepegayn 54 MouTt/c;
* IEEE 802.11a/n/a ¢ — 4acTOTHbI gnanasoH 5 Ty, makcumanbHas ckopocTb nepegayn 1300
MéuTt/c;
+ IEEE 802.11n/ac — 4acTOTHbIN gnana3oH 5 'y, MakcuMasibHas ckopocTb nepegayun 1300
M6uT/C. BO3MOXHO NOAK/IHOYEHME KNIMEHTOB TO/IbKO C NOAAEPXKKOW cTaHAapTa IEEE
802.11n/ac;

+ Channel - BbI6op pagnokaHana ana pabotsl Wi-Fi nHtepdpeiica. Mpu Boibope 3HaveHns «Auto»
aBTOMATMYECKM ONpeaensieTcs 1 BbICTaBNSAETCS HaMEHee 3allyM/IEHHBI KaHau (C y4ETOM 3aaHHOTO
pervioHa), Ha KOTOPOM paboTaeT HaMMeHbLLEE KOIMYECTBO TOYEK AOCTYNa;

* Channel Update Period — nepnog, BpeMeHU, Yepes KOTopbIil ByAeT NPONCXOANTL aBTOBLIGOP
ONTUMaJ/IbHOTO KaHana;
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+ Limit Channels — cnncok kaHas10B, N3 KOTOPbIX TOYKA AOCTYNa MOXET BblopaTb ONTUMaUIbHbIA AN
paboTbl KaHaUu1 B pexnme «Autoy;

+ Channel Bandwidth — wmpunHa nonockl NponyckaHus;

* Primary Channel — napameTp MOXET 6bITb U3MEHEH TONLKO Npw WnpuHe kaHana (Channel Bandwidth)
pasHoli 40 MI'y,. Kanan 40 MI'L, MOXHO cyMTaTb COCTOSALWMM U3 ABYX KaHanoB no 20 MIu, KoTopble
rpaHuyaTt B 4acTOTHOM o6nactu. 911 ABa KaHasia no 20 MI'y, Ha3biBalOT NEPBUYHLIM U BTOPUYHBIM
kaHanamu. NMepBUYHbIA KaHas ucnonblyetcs kaeHTammn ctaHgapTa IEEE 802.11n, koTopble
NoA4ePXMBAOT TOMBKO MOJIOCY nponyckaHua kaHasia 20 MIy;

* Upper — nepBuYHbIM KaHasiom 6yaeT BepxHuii kaHan 20 MMy B nonoce 40 My,
+ Lower — nepBMYHbIM KaHa/10M ByaeT HMmxHWUIA KaHan 20 MITy, B nonoce 40 MIu.
+ Transmit Power Limit — perynmpoBka MowHoCTn curHana nepegaryunka Wi-Fi 8 abm:
* [pwn BKIOYEHHOM pexume Transmit Power Control napameTp NpUHUMAaET 3HaYeHUs:
* B AvanasoHe 2.4 Ty, npyuHuMaeT 3HadyeHusa ot 1 4o 16, no ymonyaHuio — 16,
* B AvanasoHe 5 Ty npuH1umaeTt 3HadeHus ot 1 0o 19, no ymonuyaHuo — 19.
* [pwn oTkItO4eHHOM pexume Transmit Power Control napameTp NpUHMMaeT 3HaYeHUs:
* B AvanasoHe 2.4 Ty, npyuHMMAaEeT 3HauYeHus:
« onsa WOP-12ac ER: o1 1 go 26, no ymonyaHuto - 26.
* AN OCTa/IbHbIX YCTPOWUCTB: OoT 1 Ao 19, no ymonyaxuio — 19,
* B AvanasoHe 5 [T NpUHUMAaET 3HaYeHNs:
+ onsa WOP-12ac ER: oT 1 go 26, no ymonyaHuto - 26.
* AN OCTa/IbHbIX YCTPOWCTB: 0T 1 A0 19, N0 ymonuaHuto — 19.

+ Transmit Chain — none nNo3BonsieT HacTpavBaTb COCTaB UCMO/b3yeMbIX aHTEHH. Mpu yCTaHOB/IEHHOM

dhnare COOTBETCTBYIOLAA aHTEHHA BK/IHOYEHa.

© Knuentckue Wi-Fi ycTpoiicTBa MOryT He NOA4EPXMUBATL HEKOTOPbIE YACTOTHbIE KaHaslbl.
PekomeHayeTca Ha3HavyaTb YacTOTHble KaHaslbl 1-11 ons agnanasoHa 2.4 'y, n 36-48 gna guanasoHa 5
My, ecnu HeT nHhopMauun 0 KaHanax, NogaepXNBaeMbIX KNNeHTamu.

© Mpu ycTaHOBKe YaCTOTHOIO KaHasa U3 guanasoHa 52-144 sknoyerne nHtepdelica Wi-Fi nponcxoaut
yepes T MUHYTY.

UTo6bl NepeinTn K paclUMpeHHOMY CMMCKY NapaMeTPoB, HXKMUTE KHOMKY C N306paKeHneM CMMBOSA «+»
HanpoTtus «Advanced settings»:

DBSS Comxisiance L

OFS Suppart (= ™

Mulsicom.ain Requisiary Mode Enatie

Short Guard merval Supporied Mo w

STEC Mode BaRa W

Proteciian Aapn

Beacan manresl 100 [Mz=c, Ranga: 20 - 2000)

+ OBSS Coexistence — pexum aBTOMaTU4eCKON CMEHbI LUMPUHBI KaHana ¢ 40 MMy Ha 20 MITy, npu
3arpy>XeHHOM pagunoadmpe:
+ On — Npu yCTaHOB/IEHHOM dh/1are PeXxunm BK/OYEH;
+ Off — npy ycTaHOBNEHHOM (piare pexMm BbIK/HOYEH;
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+ DFS Support — mexaHu3m gUHaMMyeckoro Bblbopa 4actoTbl. TpebyeT oT 6ecnpoBOAHbIX YCTPOICTB
CKaHVMpoBaTb paanoadup 1 nsberaTb UCNOIb30BAHUSA KaHas10B, COBNaZatoLLMX C KaHasilaMu, Ha KOTOPbIX
paboTaloT pagnonokaumoHHble cuctemsl B 5 'L AvanasoHe. MNone 4OCTYNHO A8 pefakTMpoBaHus
TONbKO B HacTpolikax Radio 2, pa6oTatolem B gnanasoHe yactoT 5 Ty, MapameTp MOXeT NpuHUMaTb
3HaYeHus:

+ On — Npu yCTaHOB/IEHHOM dhN1are NoAAepPXKKa MeXaHU3ma BK/IOUEHa;
* Off — npy ycTaHOBNEHHOM chriare MnoAAepXKa MexaHn3ma BbIK/IOUEH3;

* Multidomain Regulatory Mode — pexum nepegayn ycTponcTBOM UHGOPMALMK O BbICTAB/IEHHOM
pernoHe B cnyxeb6HbIx coobLieHnsx Beacon frame:

+ Enable — pexum BK/IHOYEH,;
* Disable — peXum BbIK/TOYEH;

+ Short Guard Interval Supported — nogaep>kKa yKOpOUYEHHOTO 3aLUUTHOIrO NHTEpPBasia. YMEHbLUEHNE
3aLUMTHOro MHTepBasla yBesiMymMBaeT NPornyCcKHY CNOCOBHOCTL. [lonie 4OCTYNHO A4/19 pefaKkTMpoBaHus,
Npw YC/I0BUM, YTO BblOpaHHbIA pexnm paboTsbl pagvonHTepdeica BkoyaeT B cebs ctaHaapT IEEE
802.11n. MapameTp MOXET NPUHUMATb 3HAYEHNS:

+ Yes - Touka goctyna nepegaeT AaHHble, ncnonb3ys 400 HC 3alMTHBIA MHTepBas1 NPy 06LLEHUN C
KNIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKUIA 3alLMTHBIN NHTepBaUT,
+ No - Touka goctyna nepegaet gaHHble, ncnonb3ys 800 HC 3aWMTHbI MHTEpPBaN;

+ STBC Mode — meTog NpoCTPaHCTBEHHO-BPEMEHHOIO 6/104HOMO KOAMPOBAaHWS, HaMpaB/IEHHbIN Ha
NOBbILIEHNE HAAEXHOCTU Nepefayun faHHbIX. [1one gocTynHO 418 pefakTMpoBaHus, Npy YCIoBUK, YTO
BblOpaHHbIN pexum paboTbl pagnonHTepdelica BktovaeT B cebsa ctaHaapT IEEE 802.11n. MapameTtp
MOXEeT NPUHMMaTb 3HaYEeHUS:

+ Yes - Touka gocTyna nepegaeT OAuH NOTOK AaHHbIX Yepe3 HECKOSIbKO aHTEHH,;
+ No - Touka gocTyna He nepefaet OAUH U TOT e NOTOK AaHHbIX Yepe3 HECKO/IbKO aHTEeHH;

* Protection — pexvuM pab0Tbl NpefoTBpaLLeHNss MeXCTaHUMOHHOW MHTepdepeHLmm:

* Auto — pexuMm BK/IHOYEH;
+ Off — pexvM BbIK/THOYEH;

* Beacon Interval — nepunog nocbIsiK1n MasykoBbIX hpeimoB. PpeiiMbl NepesatoTcsa Ans 06HapyXXeHus

TOUKM focTyna B achmpe. MapameTp npuHumaet 3HadeHne ot 20 go 2000 mc. Mo ymonyaHuo — 100 mc;

D TIM Period 2 {(Range: 1-277)

Fragmentason Threshoid 2340 {FRange: 2306- 2334, Even Numbers)
RTS Threshaid 2347 [Ranges: 3-FF33T)

Madmum Siafions 200 [Range: 0-200)

WILAMN L=t A

(Range: 1-5094, 20 wian- ks ma)

Fixed Mullicasi Raie HSapn b=

Frame-bursi Suppaori Ol % | [Boosis Downsiream Throughoud]

* DTIM Period — vHTepBas1 BpeMeHu nepeg, oTNpaBKoi curHasia 6ecnpoBOgHOMY KIIMEHTY, HAX04ALLEeMYCs
B CMALLEM pexnme, AN COOOLEHNS O TOM, YTO MakeT AaHHbIX OXUAaeT AoCTaBKu. NapameTp npuHuMaeT
3HayeHuns ot 1 ot 255 mc. Mo ymonyaHuio — 2 Mc;

« Fragmentation Threshold — nopor dpparmeHTauun thpeiima B 6alitax. NMapameTp NPUHUMAET 3HAYEHUS OT
256 o1 2346. Mo ymonyaHuio — 2346;

 RTS Threshold - yka3blBaeT uMcno 6aiit, yuepes KOTopoe NnocbliiaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET YYULINTL PaboTy TOYKM AOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH0 NMPONYCKHYK CNOCOOHOCTb
6ecnpoBogHoli ceTu. MNapameTp NnpuHUMmaeT 3HaveHus ot 0 go 2347. Mo ymonuyaHuo — 2347,
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* Maximum Stations — MakCMMasibHO [OMNYCTUMOE YMC/0 NOAKNHYAEMbIX K paanonHTepdency KIMeHToB.
MapameTp npuHMmMmaeT 3HavyeHus ot 0 go 200. Mo ymonyaHuo — 200;

+ VLAN List = cnucok VLAN, pa3pelleHHbIX Ans nepegaymn B achup (MCnosib3yeTcsi COBMECTHO C PEXUMOM
VlanTrunk Ha VAP). HacTpoiika VLAN List ncnonb3yetcsi B TOM c/iyyae, ecnv B CTOPOHY K/TMEHTCKOTO
YCTPOWCTBA HYXXHO nepegaTb He oanH VLAN, a Heckonbko. HacTpoiika akTyasibHa Ans pexuma padoThbl
VAP - VlanTrunk. MakcumansHoe konnyectso VLAN, kOTopoe MOXHO yka3aTb B crniucke — 20;

* Fixed Multicast Rate — BbIGOP (PMKCMPOBAHHOI CKOPOCTW Nepefayn My/bTUKacToBOro Tpadmka. Mpu
BblGOpe 3HauYeHns «Auto» BbIGOP CKOPOCTU BbINOHSAETCA aBTOMAaTNYECKMY;

* Frame-burst Support — pexum, No3BoNSALMIA YBENNYNTL NMPOMNYCKHYI0 CMOCOGHOCTb A5 HUCXOASLLErO
noToKa;

DHCP Replication an »
ARP Suppression On W
DHCP Snooping Mode

MCS23 (195 Mbps)
MCS22 (175.5 Mbps)
MCS21 (156 Mbps)
MCS20 (117 Mbps)
MC519 (78 Mbps)
MCS18 (58.5 Mbps) ~

MCS Rate Set

Legacy Rate Sets

Rate (Mbps) 54|48 |36|24|18|12|11| 9 | & |5.5| 2 | 1
Supported
Basic OOgoooE0C e e e

- Rate Limit 50 {packets per second)
|_| Broadcast/Multicast Rate Limiting

ate Limit Bur 75

VHT Features O
TSPEC Settings

* DHCP Replication — pennukaunsa DHCP-nakeToB B CTOPOHY KNMEHTa npu «on» — unicast, npu «off» —
broadcast;
« ARP Suppression — mexaHu3m KoHBepTMpoBaHusa ARP-3anpocoB 13 Broadcast B Unicast;
« DHCP Snooping Mode — ynpaBneHue nonMTuko 06paboTkm onuun 82:
+ Ignore — Ha TouKe AOCTyna OTK/YEHa 06paboTKa onuun 82. 3Ha4eHne No YMOTYaHNI;
* Remove — Touka gocTyna yaansert 3HavyeHune onuuu 82;
* Replace - Touka gocTyna noAactaBnsieT UM 3aMmeHsieT 3HavyeHue onumm 82. Mpu ycTaHOBKe
[aHHOTr0 3Ha4YeHUs CTaHOBATCSA AOCTYMHbIMU A/19 PeAaKTUPOBaHUA cneyroLme napameTpbl:
+ DHCP Option 82 CID Format:
+ String — To4ka gocTtyna meHsieT cogepxnmoe Circuit-ID Ha 3HaueHKne, KoTopoe
HacTpauBaeTcs Bpy4Hyto B none «DHCP Option 82 CID String»;
+ APMAC-SSID — Touka goctyna meHsieT cogepxxumoe Circuit-ID Ha 3anucs Buga <MAC-
ajpec To4kn goctyna>;<umsa SSID, K KOTOpOMY NOAK/OUYEH KANEHT>., 3HAYEHNE No
YMOJIHaHWIO;
+ SSID — Touka goctyna meHseTt cogepxumoe Circuit-ID Ha nmsa SSID, K KoTopomy
NOAK/TIOUEH K/TNEHT.
+ DHCP Option 82 CID String — 3Ha4eHune oT 1 A0 52 cMMBO/OB, KOTOpPOe ByAeT nepegaBaTbCs
B Circuit-ID B cnyuvae, ecnu B napametpe «DHCP Option 82 CID Format» ykazaHo «String».
JonyckatoTcs TO/bKO NaTUHCKUE GYKBbI Y LIUGOPbI, 3HAKK «.», «-», «_»,

© Ecnv B napametpe «DHCP Option 82 CID Format» ycTaHOBNEHO 3HaueHue «String» u
npu atom nosie «kDHCP Option 82 CID String» octanock NycTbiM, TO TOYKa gocTyna
6ynet meHATb cogepxmmoe Circuit-ID Ha 3HaveHue no ymonyanuto: <APMAC-SSID».

* DHCP Option 82 RID Format:
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+ String — TOo4Ka JocTyna MeHsieT cogepxnmoe Remote-ID Ha 3HaueHune, koTopoe
HacTpaumBaeTca Bpy4Hyto B nosie «kDHCP Option 82 RID String»;

+ ClientMAC - Touka gocTtyna MeHsieT cogepxmmoe Remote-ID Ha MAC-agpec
K/IMEHTCKOro YCTPONCTBA. 3HAYEHME N0 YMOMYaHWIO;

+ APMAC - Touka gocTtyna MeHsieT cogepxmmoe Remote-ID Ha cBoin MAC-agpec;

+ APdomain — Touka focTtyna MeHsieT cogepxmmoe Remote-ID Ha umsa nocnegHero no
[epeBY AOMEHa, ykasaHHOro B napametpe AP-Location, nponncaHHoro B HacTpokax
YCTPOWCTBa;

+ DHCP Option 82 RID String — 3Ha4eHue oT 1 g0 63 CMMBOJ10B, KOTOpPOe ByAeT nepefaBaTbCA
B Remote-ID B cnyuyae, ecnu B napametpe «DHCP Option 82 RID Format» ykasaHo
«String». JonyckatoTCA TOMbKO NaTUHCKME BYKBbI N LNPPbI, 3HAKN «.», &=, «_».

© Ecnu B napametpe «DHCP Option 82 RID Format» ycTaHOB/IEHO 3HaYeHue «String» 1
npu atom none «DHCP Option 82 RID String» octanocb NycTbiM, TO TOYKa AoCTyna
byneT MeHATb cogepxmmoe Remote-ID Ha 3HayeHne no ymonyaHuto: «ClientMAC».

+ DHCP Option 82 MAC Format — napameTp onpegenset oopMar Mak-apecoB, KOTopble
nepegatorcs B CID 1 RID. MOXeT NpuHMMaTh 3HaYEeHUS:
« default - MAC-agpec nepegaetcsi B 06bIMHOM oopmare, TakoM Xe, Kak B Onuumu
"Client-Ethernet-Address" DHCP-naketa. B atom cnyvyae MAC-agpec, kak npasuso,
NMeeT HWXHWUI perncTp 6ykB, a B kKayecTBe pasgenvTens BoicTynaer "', Hanpuvep
"aa:bb:cc:dd:ee:ff". B nakeTe oH 6yaet nepegasatbcsa B ASCIl-kogmpoBke. 3HaueHne
N0 YMONYaHWIo;

* radius — MAC-agpec nepegaetcsa B RADIUS-chbopmarte. B aTom cnyyae Bce GyKBbl
nepeBoAsiTCA B BEPXHUIA PErMcTp, B Ka4ecTBe pasgenntens Boictynaet "-". Mpumep
"AA-BB-CC-DD-EE-FF". B nakeTe oH 6yaet nepegasatbcs B ASCII-kogmpoBke.

MCS Rate Set — BbIGOp NogaepxmnBaeMbix KaHaslbHbIX CKOpOCTel 6eCnpoBOAHOM Nepefayun AaHHbIX,
onpegensembix cneundurkaumamu ctaHgaprtos IEEE 802.11n/ac;
Legacy Rate Sets — nogaepXxuBaemMble 1 TpaHCAMPYEMbIE TOUKOM A0CTyna Habopbl KaHasIbHbIX
cKopocTeW;
Broadcast/Multicast Rate Limit — npu ycTaHOB/IEHHOM ch/1are BbIMOIHAETCA OrpaHuyeHve nepegayv
LUMPOKOBeLLATEeNTbHOIO/MybTUKACTOBOIO Tpadmka no 6ecnpoBogHoli ceTu. MNpu yctaHoBKe donara ans
pefakTMpoBaHNs CTAHOBATCA AOCTYNHbIMU CriedytoLme nons:

* Rate Limit — nopor ckopocTu nepegayn gaHHbix, nak/c. No ymonyanuto — 50 nak/c.;

* Rate Limit Burst — MakcMMasibHOE 3Ha4YeHue BCrsiecka Tpadvka, nak/c. Mo ymonyaHuo — 75 nak/

C.

VHT Features — dpyHKUMS BK/IOUYEHUS/BbIKIOYeHNUs nogaepxkm VHT ckopocTteit. PyHkuma VHT Bkaovaet
nognepxky 256QAM. Mogaepxusaetcs ana ctaHgapTa IEEE 802.11ac.
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TSPEC Settings =

TSPEC Mode Off v

TSPEC Voice ACM Mode off v

TSPEC Voice ACM Limit | 20 | (Percent, Range: 0 - 90)

TSPEC Fbt Voice ACM Limit o | (Percent, Range: 0 - 90)

TSPEC Video ACM Mode Off v

TSPEC Video ACM Limit 15 | (Percent, Range: 0 - 90)

TSPEC Fbt Video ACM Limit o | (Percent, Range: 0 - 90)

TSPEC BE ACM Mode Off v

TSPEC BE ACM Limit o | (Percent, Range: 0 - 90)

TSPEC BK ACM Mode Off v

TSPEC BK ACM Limit o | (Percent, Range: 0 - 90)

TSPEC AP Inactivity Timeout | 30 | {Sec, Range: 0 - 120, 0 Disables)
TSPEC Station Inactivity Timeout | 30 | (Sec, Range: 0 - 120, 0 Disables)
TSPEC Legacy WMM Queue Map Mode Off W
Click "Update™ to save the new settings.

Update

[na nepexoga k HacTpoiike napameTpoB TSPEC HaXXmMuTe KHOMKY C N306paeHnem CMMBO/A «+» HanpoTuB
«TSPEC Settings»:

+ TSPEC Mode - 8bI60p pexuma pabomsl TSPEC. Mo ymonyaHnuto - off (Bbik/itoueH). MoXeT npyHuMmaThb
3HaYeHus:

+ On — Toyka goctyna obpabartbiBaeT Tspec-3anpochbl OT KNIMEHTOB. CNosb3yiiTe 3Ty HACTPONKY,
€C/I1 TouKa fgocTyna obpabatbiBaeT Tpadumk oT QOS-COBMECTUMbIX YCTPOMCTB, TaKMX Kak
ceptudmumpoBaHHble TeniedoHbl Wi-Fi.

+ Off — TouKa gocTyna UrHopmpyeT Tspec-3anpockl OT KIMEHTOB. VIcNonb3yiiTe 3Ty HACTPOliKy, ecnv
Bbl HE XOTUTE UCMOo/b30BaTh Tspec 4719 Q0S-COBMECTUMbIX YCTPOWCTB.

* TSPEC Voice ACM Mode - pernameHTUpyeT 06s13aTesIbHbIi KOHTPOsb gonycka (ACM) ansi kateropum
ronocosoro Tpadguka (Voice). Mo ymonuanuio - off. MoXeT npuHMMaTh 3HaYEHNS:

* On — KIMeHTy TpebyeTcsa OTNPaBUTb 3arnpoc K TOUKe A0CTyrna nepes oTnpaBKoi Uav NosyYyeHuem
NnoToKa ronocosoro Tpaduka Voice.

+ Off — KNMMEHT MOXET OTNPaBASATbL U NOMyYaTb ro/10COBOI Tpaduk Voice, He Tpebyst onycKkaeMoi
Tspec; Touka goctyna urHopupyet 3anpockl Voice Tspec OT K/IMEHTOB.

+ TSPEC Voice ACM Limit — onpegensaet npegen oobema Voice Tpaduka. Napametp npyuHumaeT
3HaveHns ot 0 0o 90%. Mo ymonyaHuto - 20%.

+ TSPEC FBT Voice ACM Limit — onpepgensieT BepxHuii npesen obbema Voice Tpaduka Ans KNMeHTOB B
POYMUHre Ha JaHHON ToYKe AOCTyna C NOMOLLbLIO 6bICTporo nepexoga BSS. MapameTp npuHumaet
3HayeHns ot 0 go 90%. Mo ymonyaHuio - 0%.

+ TSPEC Video ACM Mode — pernaMeHT1pyeT 06s13aTe/NbHbIN KOHTPOb fonycka (ACM) ans kateropum
Video-Tpadmka. Mo ymonuanuto - off. MoxeT npuHMMaTh 3Ha4YeHus:

+ On — KIMeHTy TpebyeTcA OTNpaBuTb 3arnpoc K TOYKe AOCTyna nepes oTnpasKov Un nonyyeHnem
notoka Video-Tpacumka.

+ Off — KNMMeHT MOXET OTNpaBNATL U nonyyars Video-Tpadmk 6€3 Heo6xoAMMOCTM 3anpoca.

+ TSPEC Video ACM Limit — onpegenseT BepxHuii npegen oobema Video-tpadvka. Mapametp npuHnUmaeTt
3HaveHns ot 0 0o 90%. Mo ymonyaHuto - 15%.

« TSPEC FBT Video ACM Limit — onpegensieT BepxHuii npegen obbema Video-Tpadmka gni1a KNMeHTos B
POYMUHre Ha 3TOW TOoYKe [OCTyrna ¢ NOMOLLLI0 6bICTporo nepexoga BSS. MapameTp npuHumaet
3HayeHns ot 0 go 90%. Mo ymonyaHuio - 0%.
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« TSPEC BE ACM Mode — pernaMmeHTUpyeT 06513aTe/bHblli KOHTPO/b Aonycka Ans kareropun Best Effort
Tpadwka. Mo ymonuaxmio - off. MoXeT npMHNMaTh 3HaYEeHUs:

+ On - KIMeHTy TpebyeTcsa OTNpaBuTb 3anpoc K TOYKe AoCcTyna nepes oTnpasBKov Uin nonyyeHnem
noToka Tpadomka kareropum Best Effort.

+ Off — KNNEHT MOXET OTNPaBNATbL U NonyyaTb Tpaduk kateropun Best Effort, 6e3 HeobxoaMMocTu
3anpoca.

« TSPEC BE ACM Limit — onpefensieT BepxHuii npegen obbema Tpacuka kateropun Best Effort gna
KNMEHTOB B POYMMWHIe Ha 3TOIN TOUKe AOCTyna C NOMOLLbIO 6bICTporo nepexoga BSS. Mapametp
npuHnumaeT 3HaveHus ot 0 o 90%. Mo ymonyanuio - 0%.

+ TSPEC BK ACM Mode — pernameHTUpyeT 06513aTe/IbHbIii KOHTPOb A0MyCKa ANs KaTeropum
Background-tpadomka. Mo ymonuanuto - off. MoXeT NpMHUMaTb 3HaYEHWUS:

+ On — KIMeHTy TpebyeTcsa OTNpaBuTb 3anpoc K TOYKe AoCcTyna nepes oTnpasBKov Uin nonyyeHnem
noToka Tpadmka kateropun Background.

« Off — KNMMEHT MOXET OTNPaBNATL U NoyyaTb Tpadmk kateropum Background 6e3 Heo6xoaMMocCTH
3anpoca.

+ TSPEC BK ACM Limit — onpenenseT BepxHuii npegen obbema Tpadumka kateropmm Background ans
KNMEHTOB B POYMMHIe Ha 3TOI TOUKe AOCTyna ¢ NOMOLLbO 6bICTporo nepexoga BSS. Mapametp
npuHnumaeT 3HaveHus ot 0 o 90%. Mo ymonyanuio - 0%.

* TSPEC AP Inactivity Timeout — BpeMs, N0 UCTEYEHNIO KOTOPOro, ByAyT yAANATLCA HEAKTUBHbIE K/INEHTbI
c Toukn goctyna (nposepsietca notok downlink). MapameTp npuHMMaeT 3HadveHns ot 0 go 120 c. Mo
ymonyaHuio — 30 c.

+ TSPEC Station Inactivity Timeout — BpeMs, N0 UCTEUEHNIO KOTOPOro, 6yayT yAanATbCs HeakTUBHbIE
K/IMEHTbI € ToukM gocTyna (npoBepsieTcst noTok uplink). MapameTp npuHMMaeT 3HadveHns ot 0 go 120 c.
Mo ymonuanuio — 30 c.

« TSPEC Legacy WMM Queue Map Mode - BbiGepute On, 4To6bI NoNyYaTb TpadnK pasnnyHbIX
KaTeropuii Ha ouepeasix, pabotatowmx B AKM.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».
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4.5.6 MoameHto «Scheduler»

B nogmeHio «Scheduler» BbinonHaeTca HacTpoiika nnaHMpoBLLvKa paboTbl Touek Aoctyna. C noMOLLbO
HacTpoeK AaHHOIO MEHI0 MOXHO CKOH(MrypupoBaTb BpeMs paboTbl onpefesieHHOro paguovHTepgerica nnm
BMPTYasIbHOM TOYKM AOCTyna.

Scheduler Configuration

Global Scheduler Mode: *! Enable Disable

Scheduler Operational Status

Status: up
Reason:| IsActive
SchedulerProfle | |(Range:1-32 Add
chars)
Rule Configuration
Select Profile test W Remove
Set Schedule Daily
® Weekday

Weekend
On | Sunday b
Start Time | 08 % | : | 00 % [End Time | 20 % |: | 00 %

Add Rule
Profile Name Rule ID Day of the Week Start Time End Time

test--?--weekday--08:00--20:00

Modify Rule Remove Rule

* Global Scheduler Mode — Bk/ito4eHVe/BbIK/THOYEHWE NIAHUPOBLLMKA:
+ Enable — npu ycTaHOB/EHHOM oiare NAaHUPOBLUYK BK/TOYEH;
+ Disable — npu ycTaHOB/IEHHOM ¢h/1are M1aHNPOBLLUK BbIK/HOYEH;

Scheduler Operational Status — B pasgene npmeBoanTcs MHhopMaums 0 COCTOAHUM PaboTbl NNAHNPOBLLMKA:

+ Status — cTatyc pa6oTbl N1aHnpoBLyKa. MNapameTp npuHUMaeT 3HaveHust Up (BknoueH) nnm Down
(BbikntoueH). Mo ymonuaxuto - Down;
* Reason — gononHutensHaa nHopmMaumsa 0 COCTOSAHMM paboThl NaHVPOBLLMKA:
*+ IsActive — B paboyemM COCTOAHUY;
+ ConfigDown — NNaHUpPOBLUYK BbIK/TKOYEH, OTCYTCTBYIOT r1106a/IbHblE HACTPOKY;
+ TimeNotSet — NNaHMPOBLLMK BbIK/IHOYEH, HA YCTPONCTBE HE YCTAHOB/IEHO CUCTEMHOE BPEMS;
+ ManagedMode — NnaHMPOBLLVK BbIK/TIOYEH, YCTPONCTBO HAXOAUTCH B pPeXUMeE Yrpas/eHus;
+ Scheduler Profile — vimsa cozgaBaemMoro npogaunns nnaHMpoBLMKa. MoxeT cogepxaTtb oT 1 go 32
CMMBOJI10B.

[nsa pobasneHus npocuns B cuctemy ykaxnte ums B none «Scheduler Profile» n HaxxmuTe kHonky «Add».
Rule Configuration — B pa3gene BbINonHAETCS HACTPOIiKa NnapameTpoB NPOonIA NIaHUPOBLUMKA:

+ Select Profile — nmsa co3gaHHOro paHee Npodns, A1 KOTOPOro 6yAeT BbINOHATLCA HACTPOiKa
napamMmeTpoB;
+ Set Schedule - peHb Hepenv paboTbl NIAHUPOBLUMKA. MNapaMeTp MOXET NPUHUMATb 3HAYEHWE:
* Daily — exxeiHEBHO;
+ Weekday — pabouve gHu;
+ Weekend — BbIXoAHble OHW;
+ On — onpefeneHHbIin AeHb Hedenu, BbiIbop OCyLLECTBASETCA U3 BbiNnaJaroLwero cnucka. Moxer
npuHMMaTh 3HadyeHune: Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, Saturday;
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« Start Time — BpeMs BKIYeHWs pagnonHTepderica nnm VAP. 3agaetcs B BUAE Yacbl:MUHYTbI;
+ End Time — Bpems BbIKIOYeHUA paavonHtepdeica nam VAP. 3agaeTcs B BUAE YaCbl:MUHYTHI.

[N coxpaHeHus HOBOTO npasw/ia NPoguas HaxxmmTe KHonky «Add Rule».
[nsA yaaneHus npaeuna BbIGEPUTE NPaBUIIO B CNUCKE N HAXXMUTE KHOMKY «Remove Rule».

[nA n3MeHeHns HacTpoeK npasw/ia BbibeprTe NpaBunio 1 HaxmuTe kHonky «Modify Rule».
[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMY0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.7 NMopameHto «Scheduler Association»

B nogmeHio «Scheduler Association» BbINo/HAETCS NpMBA3Ka Co34aHHbIX B nogmeHto «Scheduler» npasun
nnavvposLmka K VAP nnn pagnonHtepdericam.

Scheduler Association Settings

Radio Scheduler Profile Operational Status
1 e up

2 w up

Radic |1 ™

VAP Scheduler Profile Operational Status

] test W up

1 ~ down
2 e down
3 w down
4 W down
5 4 down
] W down
7 w up

B w down
g e down
10 ~ down
11 W down
12 ~ down
13 W down
14 ~ down
15 ~ down

Click *Update" to save the new settings.
Update

B cton6ue «Scheduler Profile» Hanpote Homepa Radio nnn VAP, K KOTOpOMy HEO6X0AMMO NPUMEHUTb
co37jaHHOE paHee NPaBWJ/I0 M/IAHMPOBLLMKA, YCTaHOBUTE MMS NPOGMIA MSTaHWPOBLLMKA.

3HaueHus B cTonbue «Operational Status» HOCSAT MHPOPMALMOHHBIV XapakTep U yKasbIBaloT Ha CTaTyc, B
KoTopoM HaxoauTcst VAP unm pagmonHTepdoeiic ToUKM AoCTyna: up - BK/IKoUeH, down - BbIK/HOYEH.
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[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.8 MopgmeHo «VAP»

B nogmeHto «VAP» BbINO/HAETCS HACTPOKa BUPTYasibHbIX ToUek gocTyna Ha Wi-Fi nitepdpeiicax, a Takxe
HacTpolika napameTpoB RADIUS-cepBepa. Ha kaxxgom pagmonHTepgence ToUKM 4OCTyNa MOXET ObITb
CKOHGhMryprpoBaHo A0 16 BUPTYyasibHbIX TOYEK AOCTYnNa.

Modify Virtual Access Point settings
Global RADIUS Server Settings WPA Versions: (v wpa TKIP WPAZ-AES
RADIUS Domain Enable Pre-authentication
RADIUS IP Address Type: (=
e ® P4 L B Use Global RADIUS Server Settings
RADIUS IP Address: 152.168.1.1 ——————————
RADIUS Domain: enterprise.service.root
RADIUS IP Address-1:
RADIUS IP Address-2: RADIUS IP Address Type: (&) |pyg () |pyg
RADIUS IP Address-3: RADIUS IP Address: 172.16.0.134
RADIUS Key: ssssssss RADIUS IP Address-1:
RADIUS Key-1: RADIUS IP Address-2
RADIUS Key-2:
RADIUS IP Address-3.
RADIUS Key-3:
RADIUS Key: CITTYTT T
Enable RADIUS Accounting
RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:
~ Enable RADIUS Accounting
Active Server: RADIUS IP Address
Broadcast Key Refresh Rate |0 (Range:0-86400)
Redo (RIS Session Key Refresh Rate |0 (Range:30-86400, 0 Disables)
WAP Enabled VLAN ID SSID Broadcast SSID ‘Station Isolation Band Steer 80211k DSCP Priority VLAN Trunk General Mode General VLAN D VLAN Priority Security MAC Auth Type
0 W 148 Eltex-Local w w 1 [ WPA Enterprise ~ Disabled ~ | [5)

Global RADIUS Server Settings — B pasaene BbINo/HAKTCA r106asibHble HaCTPokn aBTopmnsaumm no RADIUS-
NPOTOKOAY:

* RADIUS Domain — fOMeH nonb3oBaresis;

* RADIUS IP Address Type — Bblibop npoTokona IPv4 nnun IPv6 ansa goctyna Ha cepsep RADIUS;

* RADIUS IP Address — agpec ocHoBHoro RADIUS-cepBepa. Mpu HegocTynHoCTn ocHoBHOro RADIUS-
cepBepa, 3anpockl byayT OTNPaBNATLCA HAa pe3epBHbIe cepBepa ykasaHHble B nonsx RADIUS IP
Address-1, RADIUS IP Address-2, RADIUS IP Address-3;

* RADIUS IP Address-1, 2, 3 — pe3epBHble agpeca RADIUS-cepsepa. MNpu HeAOCTYNHOCTM OCHOBHOIO
RADIUS-cepBepa 3anpochl 6yayT oTNpaBisaTbCA Ha Pe3ePBHbIE;

* RADIUS Key — naponb asis1 aBTopm3saumm Ha ocHoBHoMm RADIUS-cepBepe;

* RADIUS Key-1, 2, 3 — naponu ansa asropusaumm Ha pesepBHbiXx RADIUS-cepBepax;

« Enable RADIUS Accounting — npu ycTaHOBEHHOM donare 6yayT OTNpaBAsATbCSA coobLieHnsa «Accounting»
Ha RADIUS-cepsep.

HacTpoiika BUPTya/ibHbIX TOYEK AocTyna:

* Radio — BblGOp pagnonHTepdelica, Ha KOTOpom Heobxoaumo HacTpouTb VAP. Radio 1 - HacTpolika VAP
B AnanasoHe 2.4 I'Tu, Radio 2 - HacTpolika VAP B gnanasoHe 5 'y

* VAP — NopsifAKoBbIi HOMEP BUPTYasIbHOWN TOUKM AOCTyna Ha paguonHTepdeiice;

+ Enabled — npv ycTaHOBNEHHOM hriare BUpTyasibHasA TOYKa AOCTyna BK/OYEHA, MHAYe — BbIK/IOYeHa:

* VLAN ID - Homep VLAN, ¢ KoToporo 6yaet cHuMarbcs MeTka npu nepegade tpadmnka Wi-Fi knneHTam,
NOAKNOYEHHBIM K gaHHoin VAP. MNpy npoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY Ha HETETMPOBAaHHbIN
Tpaduk oT kNneHToB 6yaeT HaBelwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID - vmsi 6ecnpoBOAHOI CETH;

*+ Broadcast SSID — npu ycTaHOBNEHHOM chriare BK/KOYEHO BelaHne B agomp nmenn SSID, nHave —
BbIK/IHOYEHO;

+ Station Isolation — npn ycTaHOBNEHHOM chnare BKIKOYEHA N301AUMs Tpadinka Mexay KnMeHTamuy B
npeaenax ogHoi VAP;
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Band Steer — npv ycTaHOBNEHHOM (priare akTUBHO NPUOPUTETHOE NOAK/IYEHNe KnneHTa Kk 5 'y, cetu.
[na paboTbl (hyHKUMOHaNa Heobxogumo cosgatbk VAP ¢ ognHakoBbiM SSID Ha Kaxaom
paavouHTepdpeice n akTMBMpoBaTb Ha HUX NnapameTp «Band Steer,
802.11k — BknounTb nogaepxky ctaHgapta 802.11k Ha VAP. ina pa6oTbl poymuHra 802.11k
Heobxo4MMa noagepxka crtaHgapra co CTOPOHbI K/IMEHTOB. Vcnosib3oBaHre (oyHKLMOHa1a BO3MOXHO
TO/IbKO MNPV UCMOob30BaHuu cepsuca Airtune;
DSCP Priority — npu ycTaHoB/1IeHHOM (pnare 6yaeT aHanmsnpoBaTbCa npuopuTeT us nona DSCP
3arosioBka |P-naketa, npu cHATOM chnare 6yaeT aHanusmposaTbest npuoputeT 13 nonst CoS (Class of
Service) TerMpoBaHHbIX NAKETOB;
VLAN T runk — npv ycTaHOB/NIEHHOM (priare 6eCnpoOBOAHOMY KNIMEHTY NepesaeTcs TerMpoBaHHbIi
Tpadvk;
General Mode — npu ycTaHOB/IEHHOM dhnare paspeluaercs nepegada 6ecnpoBogHOMY KIMEHTY
HeTermMpoBaHHOro Tpaduka COBMECTHO C TETMPOBaHHbLIM (JOCTYMNHO NPV BK/IOYEHHOM pexume VLAN
Trunk);
General VLAN ID — c yka3aHHoro VLAN ID 6yget cHumaTbCcs MeTKa, ganee Tpadmk atoro VLAN 6yaet
nepefaH kKnueHTy 6e3 Tera. Mpu npoxoxaeHun Tpadumka B 06paTHY0 CTOPOHY Ha HETETMPOBaHHbIM
Tpadomk 6yaeT HaBewmBaTbcs MeTka General VLAN ID;
VLAN Priority = npuopuTteT 3-r0 YPOBHS, KOTOPbIA ByAeT HazHaYaTbCA Ha NakeTbl, NpuxoasLine ot
KNMeHTa NnoAk/IyeHHoro K gaHHomy VAP, n nepefasaemble fanee B NPOBOAHYIO CETh;
Security — pexum 6e30nacHoOCTM AOCTyna K 6eCnpoBOAHON CETU:

* None - He ncnonb3oBaTh WWU(POBaHUE A1A Nepefayn faHHbIX. Touka AoCTynHa Ans

MOAK/TIOYEHMA NHOOOTO K/TMEHTS,;
* WPA Personal — wudpposaHne WPA n WPA2. Mpu BbIGOpe faHHOIO pexvnmMa AOCTYMNHbI
cnepyloLme HacTPOonKu:

WPA Versions: WPA-TKIP |1"'1 WPAZ-AES

e | |

Broadcast Key Refresh Rate |-:I | {Range:0-86400)
MFP v Mot Required Capable Required

WPA Versions — Bepcusa wudgposaHusa: WPA-TKIP, WPA2-AES;
+ Key — WPA-kntou. nivHa krtoda coctasnset ot 8 Ao 63 cMBOOB.
*+ Broadcast Key Refresh Rate — nHTepBan 06HOB/IEHUS LUMPOKOBELLATE/IBHOIO K/toua.
MprHumaeT 3HadeHns ot 0 go 86400. No ymonyaHuio — 0.

* MFP - HacTpoiika pexvmMa 3aLmTbl KIIMEHTCKMX (DPeriMOB:
* Not Required — He nCcnoMb30BaTh 3aLMTY;
+ Capable — ncnonb3oBarb 3aLmTy NPy HAIMHYNU BO3MOXHOCTW,
* Required — ncnonb30Bath 3almMTy 06513aTe/IbHO, BCE K/IMEHTbI AO/MKHbI NOAAEPXNBATb

CCXA.

* WPA Enterprise — pexum WngpoBaHusa kaHasia 6ecnpoBOAHON CBA3M, MPU KOTOPOM K/IUEHT
aBTOPU3YyeTCA Ha LeHTpanusoBaHHOM RADIUS-cepsepe. /15 HACTPOWKM AAaHHOTo pexnma
6e3onacHocTy TpebyeTcs ykasaTtb napameTpbl RADIUS-cepBepa (BO3MOXHO Mcnosib3oBaHne 1o 4
RADIUS-cepBepoB 0AHOBPEMEHHO, HO C YKa3aHWEM OJHOI0 aKTUBHOIO Ha [ aHHbIA MOMEHT). Takxe
TpebyeTcs yka3arb JOMEH, BEPCUN MPOTOKOIOB peXxrmMa 6e30MacHOCTM U KoUK 419 KaXKA0ro
RADIUS-cepsepa. Mpu BbIGOpe faHHOTO pexvmMa 6yaeT AOCTYyMnHa cneayowas HacTporka:
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WPA Versions: || wea-TKIP (v weaz-aes
Enable Pre-authentication

MFP v Not Required Capable

Use Global RADIUS Server Settings

RADIUS Domain: | |

RADIUS [P Address Type: (®) 1pygq IPVE

RADIUS IP Address: | 192.168.1.1

RADIUS IP Address-1: |

RADIUS IP Address-2: |

RADIUS Key:

RADIUS Key-1:

|
|
|
RADIUS IP Address-3: | |
|
|
|
|

|
RADIUS Key-2: |
|

RADIUS Key-3:

Enable RADIUS Accounting

Active Server: RADIUS IP Address W
Broadcast Key Refresh Rate | i] | [Range:0-86400)
Session Key Refresh Rate |0 | (Range:30-86400, 0 Disables)

WPA Versions — Bepcusa wudposaHusa: WPA-TKIP, WPA2-AES;

Enable Pre-authentication — npu yctaHOBMEHHOM hnare ncnonb3yeTcs npoueaypa npeaBapuTesibHom
NPOBEPKM NOASIMHHOCTY A/18 6ecnpoBoHbIX knneHToB WPA?2. MpeaBaputensHas ayTeHTUdukaums
No3BONSAET MOOW/ILHOMY K/TMEHTY ayTEHTU(ULMPOBATLCA Ha APYroi, pacnosioXeHHOW N06/IM30CTH TOUKE
[0CTyna, ocTaBasiCb "MpMBSA3aHHbIM" K CBOEI NEePBUYHOI TOUKe AocTyna. B aTom criyyae cokpawjaetcs
BpeMs, B Te4eHre KOTOPOro CBA3b A1 KNIMEHTA, BbINO/THAOLLENO POYMUHT, HEe AOCTYMHA NPU OXUAaHUN
nposepkun nogsmHHocT RADIUS B npouecce nepeagpecauunuy;

MFP — HacTpoiika pexvmMa 3awmnTbl KNIMEHTCKMX (DPeriMOB:

* Not Required — He ncnoMb30BaTh 3aLMTY;

+ Capable — ncnonb3oBarb 3aLmTy NPy HAIMUYUU BO3MOXHOCTW,

Use Global RADIUS Server Settings — npu yctaHoBke chnara 6yayT ncnonb3oBaTbcsa HacTpoiikm Global
RADIUS Server Settings, ykazaHHble B BEpXHel YacTu cTpaHuupbl. YTo6bl MCNO/Ib30BaTb OTAE/bHbIN
RADIUS-cepsep ans VAP, cHumute conaxok 1 seegute |IP-agpec, napons RADIUS-cepsepa v apyrve
[JaHHble B criefytowme nons:

* RADIUS Domain — nomeH nonb3oBatens;

* RADIUS IP Address Type — Bbi6op npotokona IPv4 unu IPv6 ana goctyna Ha cepsep RADIUS;

* RADIUS IP Address — agpec ocHoBHoro RADIUS-cepBepa. Mpu HegocTynHOCTN ocHoBHOro RADIUS-
cepBepa, 3anpockl dyayT OTNPaBNATLCA Ha pe3epBHble cepBepa ykasaHHble B nonsax RADIUS IP
Address-1, RADIUS IP Address-2, RADIUS IP Address-3,

* RADIUS IP Address-1, 2, 3 — pe3epBHble agpeca RADIUS-cepsepa. MNpu HeAOCTYNHOCTM OCHOBHOIO
RADIUS-cepBepa 3anpockl 6yayT OTNpaB/iaTbCA HAa pe3epBHbIE;

* RADIUS Key — naponb ans astopusauuy Ha ocHoBHoM RADIUS-cepsepe;

* RADIUS Key-1, 2, 3 — naponv ans astopusaunn Ha pesepsBHbix RADIUS-cepsepax;

+ Enable RADIUS Accounting — npu ycTaHOB/EHHOM dhniare 6yayT OTNpPaBAsATbCA COOOLLEHNA
«Accounting» Ha RADIUS-cepsep.

Active Server — BblbepuTe, K kakoMy 13 yetbipex RADIUS-cepBepoB fomkeH obpatutbea VAP gnisa
ayTeHTugukKaumm 6ecrnpoBOfHbIX KITMEHTOB.

Broadcast Key Refresh Rate — nHtepBas 06HOBNEHUS LLUMPOKOBELLATE/ILHOTO (FPYNMNOBOro) K/toua As
knneHtos aaHHoro VAP. MapameTp npuHumaeT 3HaveHus ot 0 go 86400 cekyHA. Mo ymonyanuio - 0.
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3HaueHuve 0 ykasblBaeT Ha TO, YTO LUMPOKOBeLaTesbHbIi Koy He 06HoBAsieTcs. LLnpokoBeLaTenbHbll
K/to4 He 06HOoBNsIETCS, Koraa Ha VAP BktoueH Fast Transition (IEEE 802.11r).

+ Session Key Refresh Rate — nHTepBas1 06HOB/IEHNS CECCUOHHBIX KKOUE ANst KaXKA0ro K/IMeHTa AaHHOoro
VAP. MapameTp npuHumaeT 3HavyeHus oT 30 go 86400 cekyHp. Mo ymonyanuio - 0. 3HaveHue 0
yKasblBaeT Ha TO, YTO CECCUOHHbIN KoY He 0OHOBNSETCS.

* MAC Auth Type — pexvum ayTeHTudumkauns knnentos no MAC-agpecy:
+ Disabled — He ncnonb3oBaTb ayTeHTUMKaumo kKnneHToB no MAC-agpecy;
* RADIUS - ncnonb3osatb ayTeHTUdukauuio knmeHTos no MAC-agpecy ¢ nomousto RADIUS-
cepsepa;
+ Local — ncnonb3oBatb ayTeHTMdINKaLMIO KMeHToB No MAC-agpecy ¢ NOMOLLbHO /I0Ka/TbHOro
cnuncka agpecos, CHOPMUPOBAHHOTO Ha AaHHOM ToUKe AocTyna.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYI0 NaMATb
HaxxmuTe kHonky «Update».

4.5.9 MopgmeHto «VAP Minimal Signal»

B nogmeHto «VAP Minimal Signal» BbinonHsaeTca HacTpolika PyHKLMK oTKAoUYeHus knneHTckoro Wi-Fi
060py0BaHNsA NMPU HU3KOM YPOBHE CUrHasa, NPUHMAaeMOM OT Hero. MNprMeHsieTcsa ANna onTuMU3aLnum
6eCLUOBHOCTV POYMUHIa Ha CETW.

Modify Virtual Access Point minimal signal settings
Radic |1 ¥
VAP Minimal signal Enable Minimal signal (dBm, Range: -100 - -1) Check signal timeout (Sec, Range: 1 - 300)
0 ' -75 10
1 -100 10
2 -100 10
3 -100 10
4 -100 10
5 -100 10
6 -100 10
7 -100 10
8 -100 10
9 -100 10
10 -100 10
11 -100 10
i2 -100 10
13 -100 10
14 -100 10
15 -100 10
Click "Update” to save the new settings.

Update

* Radio — BbIGOp HAcCTpanBaemoro pagmonHTepgeinca;

+ VAP - HOMep BMUPTYa/IbHOW TOYKM OOCTYNa;

* Minimal signal Enabled — npun yctaHoBneHHoM chnare BkntoveHa pyHkyma Minimal Signal;

* Minimal signal, dBm — ypoBeHb curHana B AbMm, HKe KOTOPOro NPOMCXOAUT OTK/IIOYEHNE K/TUEHTCKOTO
obopyaoBaHus. NMpruHMMaeT 3HavyeHume oT -100 go -1;
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+ Check signal timeout, s — nepnog BpeMeHN, N0 UCTEYEHNM KOTOPOrO MPUHUMAETCS peLleHne 06
OTK/IHOYEHMM KNTMEHTCKOro o6opyaoBaHus. MpuHnumaeT 3HaveHnst ot 1 go 300 cekyHA,. Mo ymonyaHuio -
10 cekyHA.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.10 NMoameHto «Fast Bss Transition»

B nogmeHto «Fast Bss Transition» nponssogunTca HacTporika poymunHra 802.11r mexay 6a30BbIMU CTaHLMAMM.

Modify Fast Bss Transition settings

Fast Bss Transition Parameters
Radic |17
VAP |FTVWAPOD ¥

Fast Transition Mode off ¥

FT over DS Ooff r

Mobility Domain 0 (0 - 55535)

RO Key Holder (1 - 48 characters)
R1 Key Holder (3030 230 0 4001 3000 20
Reassociation Deadline (1000 (1000 - 4254957255)

Click "Update™ to save the new sethings.

Update

MapameTpbl Fast Bss Transition:

* Radio — Bbl6Op pagnonHTepdelica, Ha KOToOpom 6yaeT HacTpoeH FBT;

+ VAP - HOMep BUPTYasIbHOW TOYKM AOCTYNa, Ha KOTOPOii 6yaeT HacTpoeH FBT;

* Fast Transition Mode — akTnBaums yHKUMM OGbICTPOI Nepefaym 6a3oBoro Habopa cnyx6 ans
YCKOpPEeHMA npouecca ayTeHTUprKaLmm Ha Touke gocTtyna:

* On — OyHKUMS BKIOYEHS;
+ Off — oyHKUMA BbIK/IOYEHA.

* FT over DS — BKNoyeHne mexaHnama obmMeHa mexay 6a30BbiMU CTaHUUAMU Yepes NPOBOLHYHO CETb.
KnneHT npu Heo6XxoAMMOCTIN COBEPLUNTL POYMUHT OTNPaB/seT Ha TeKyLLyo Touky goctyna FT Action
Request Frame ¢ He06XxoAMMbIMU aBTOPU3aLMOHHBLIMW AaHHbIMU. Tekyllaa Touka AocTyna
NHKanNcynupyeT AaHHbI hpeiim 1 nepeHanpas/iseT Ha LeNeByto TOUKY A0CTyna Yepes3 NpOBOAHYHO CETb.
LleneBas Touka focTyna noaTBepXaaeT BO3MOXHOCTb ObICTPON ayTeHTUMKALMN UHKANCYMPOBaHHbIM
coobLeHnem TekyLlein Touke goctyna FT Action Response Frame. TekyLias Touka gocTyna nepecbiiaer
3TO COO0O6LLEeHVE KNNeHTY. [locnie oKoHYaHWsA npoLecca KMEHT OTCbIJIaeT Ha LieNeByto TOUKY A0oCTyna
3anpoc Reassociation. MNpu oTkntoveHHon doyHkuun FT over DS pa6oTtaeT FT over AIR, B TakoM cnyyae
aBTOpM3auusa KIMeHTa Ha LieneBoil Touke A40oCTyna NponucxXoauT € UCNO/Ib30BaHNEM CTaHLAPTHbIX
hpeiimoB ayTeHTUpMKaunm:

* On — OyHKUMS BKIOYEHS,
+ Off — oyHKUMA BbIK/OYEHA.

*+ Mobility Domain — HOMep rpynnbl, B paMkax KOTOpOi MOXeT ObiTb COBEPLUEH POYMUHT. MpuHUMaeT
3HadeHns ot 0 go 65535. Mo ymonyaHuio - 0;

* RO Key Holder — kntou PMK-R0. MoxeT cogepxatb oT 1 o 48 cumB0N0B. [JONONHUTENBbHO UCNOMb3yeTCs
B KayecTBe ngeHtndukaropa NAS, kotopblli 6yaeT oTnpaBnsaTbes B coobuieHnn Radius Access Request;

* R1 Key Holder — kntou PMK-R1 B cpopmaTte MAC-agpeca XX:XX:XX:XX:XX:XX;
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* Reassociation Deadline — makcumasnibHOe paspeLleHHoe BpeMsi OxXungaHns 3anpoca "Reassociation” ot
ctaHumn. MpuHnumaet 3HaveHus ot 1000 go 4294967295 mc. No ymonyaHuto - 1000 mc.

[ns BCTynneHus B cuy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

Mocse ykasaHusi OCHOBHbIX NapaMeTpoB HEO6XOAMMO HAaCTPOUTbL B3aMMOeNCcTBUE C Toukamu A0CTyna, Mexay
KOTOpPbIMWU BYAET OCYLECTBNATLCA POYMUHT, 3a4aB MAC-agpeca ToYeK AoCTyna 1 K/oun.

NASID RRB Key R1 Key Holder RRB Key
MAC Address {1 - 48 characters) (16 characters) MAC Address (MAC Address) (16 characters)

Add Add
Remote RO Key Holder Data Remote R1 Key Holder Data

Remove Remove

Click "Updste™ to save the new settings. Click "Update" to save the new settings.
Update Update

* MAC Address — MAC-azpec TOYKM 40CTYynNa, y4acTByHOLLEl B POYMUHTE;

* NAS ID - npeHtudpmkatop NAS, npyHumaeT 3HaveHue, ykazaHHoe B RO Key Holder;
* R1 Key Holder — kntou PMK-R1 B cpopmaTte MAC-azipeca XX:XX:XX:XX:XX:XX;

* RRB Key - kntou ans wmgposaHms RRM-coobLeHuii asimHol 16 cMMBO/IOB.

[ns po6asneHns 3anvucy B Tabnuuy Haxmmute KHonky «Addy.
[ns ypaneHusa 3anncy u3 Tabnuubl BblAesmTe CTPOKY Y HOKMUTE KHOMKY «Remove».

[ns BCTynneHust B Culy HOBOW KOHMUIypauun 1 3aHeceHnss HaCTPoeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update»
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4.5.11 NMoameHto «Passpoint»

Passpoint — 3T0 doyHKLMA, NO3BONAOLWANA NO/Ib30BaTeNAM 6eCLIoBHO nepexoanTb ¢ 3G/4G-ceTein Ha Wi-Fi
cetu.

Passpoint nogaepxuBaeT cnefyoLye TUnbl ayTeHTUUKALUN:

« EAP-TLS (naeHTudmKauma Ha ocHoBe cepTudimkara),

+ EAP-SIM (naeHTudomKauma Ha ocHoBe AaHHbIX GSM SIM-kapTbl),

+ EAP-AKA (aeHTudpmKauma Ha ocHoBe AaHHbIx UMTS USIM),

« EAP-TTLS ¢ MS-CHAPV2 (3anpoc umeHu nosib3oBatesnsi U Naposns, ceptudoukar ans cepeepa).

Modify Passpoint settings

Radio |1 W

VAP | PPVAFO W

Passpoint Parameters :

802.11u Status Off w

Internet Access Off v

ASRA Off

Network Access Type Private Network L4
Interworking HESSID 00:23:45:67:89:ab {3000 NI NN M )
P2F IE Status Off w

P2P Cross Status Off »

IP Address Type Availability Information
IPvd Mot Available i

IPvE Mot Available b

Bbibepute pagnonHtTepdeiic n BupTyanbHyH TOYKY AOCTYNa, Ha KOTOpPoW byaeT pabotaTb Passpoint n
3anonHuTe nons Huxe (Mo Heo6xoAMMOCTH).

* Radio — pagnonHTepdelic, Ha KOTOPOM HEOBXOAMMO aKkTUBMpPOBaTb OYHKLUMIO Passpoint;
+ VAP - BupTyasibHasi Touka goctyna (SSID), Ha koTopoii He06X0AMMO aKTUBMPOBAaTb (hyHKLMIO Passpoint.

MexceTeBble napameTpbl 802.11u (Passpoint parameters):

+ 802.11u Status — BKNIOUNTL/BbIKMOUNTE OYHKLMIO Passpoint;
* Internet Access — BK/IIOUNTL/BbIK/TIOUNTL AOCTYMN K VIHTEPHETY;
+ ASRA (Additional Step Required for Access) — 006aBuTb/y6paTh AONOMHUTE/bHBIN LIAr aBTOpU3aLUK
Npw NOSTlyYEHNN OOCTYNa;
+ Network Access Type — Tun B3aMMOAENCTBUS C CETbI0 AOCTyna:
* Private Network — yacTHas ceTb;
* Private Network with Guest Access — yacTHasi CE€Tb C FOCTEBbIM AOCTYMNOM;
+ Chargable Public Network — Tapuduumupyemas nybnvyHasi ceTb;
*+ Free Public Network — 6ecnnaTtHasi ny6nuyHas ceTb;
+ Emergency Services Only Network — ceTb gnsl aBapuiHbIX C/IyXX6 1 CNyX6 CKOPO NOMOLLK;
* Personal Device Network — nuyHas ceTb YCTPOICTBA;
+ Test or Experimental — TecToBas CeTb;
* Wildcard - Bzaumopgeiicteue yepes Baydepsl (wildcard-ceptudpmkar);
* Interworking HESSID — MAC-agpec, eavHbIin Ans Bcex ToYek AoCTyna ofHOol CeTu.

Nucpopmauus o Tune poctyna (IP Address Type Availability Information):

+ IPv4 — HacTpoiika goctyna ucnosnb3ys npotokon IPv4;
+ IPv6 — HacTpoiika goctyna ucnosb3ys Nnpotokosn IPve6.
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MNetwork Authentication Type List
Auth Type Redirect URL

Not Configured v | (URL)

Not Configured v | {URL)

Not Configured ~ | (URL)

Not Configured v | {URL)

Venue Group Unspecified W
Venue Type Unspecified »

Venue Name List

Venue Name Language Code

Not Configured
ENG w

Not Configured
ENG w

Tunbl ayteHTucukauum B cetn (Network Authentication Type List):

+ Auth Type — BblbepuTe B none Tun ayTeHTuduKauum:
+ Not Configured — Tn ayTeHTUMKALMM HE YCTAHOB/EH;
+ Acceptance of Term and Conditions — ayTeHTUdMKaLUS C NPUHATUEM NOJIb30BATENbCKOIO
cornawleHus;
* Online Enrollment — pernctpauns oHnaiH,;
« HTTP/HTTPS Redirection — nepeagpecaunsi no HTTP/HTTPS;
* DNS Redirection — nepeagpecaums no DNS.
* Redirect URL — none ans seoga URL-agpeca, Ha KOTopbIli OyAeT BbiNO/HEHA Nepeagpecauus. JocTynHa
npu Tunax ayteHTudukauun: Acceptance of Term and Conditions, HTTP/HTTPS Redirection, DNS
Redirection.

NHdopmauusa o mecte yctaHoBku (Venue Details):

+ Venue Group — kateropus Mecta yCTaHOBKM, onpegeneHHasn ctaHgaptom IEEE 802.11u:
+ Unspecified — He BbIGpaHO;
+ Assembly — mecTa 60/1bLIOr0 CKON/IeHUsI Ntoaeli (CTaanoHbl, TeaTpbl, PECTOPaHbI, BOK3asbl,
asponopTbl ¥ T.1N.).
* Business — 6aHKM, 0UChI, HAyUHblE LLEHTPbI U T.N.
* Educational — yuebHble LEeHTpbI;
* Factory and Industrial — npoMbILUNEHHbIE 34aHUS;
+ Institutional — rocyfapcTBeHHbIE YUpexaeHus;
* Mercantile — koMMepyeckune (TOproBble) opraHM3auuy;
* Residential — Xunble KOMMNEKCHI;
+ Storage — xpaHunuwa/cknagsbi,
+ Utility and Miscellaneous — KOMMyHaslbHbI€ C/TyXObl 1 T.1.;
+ Vehicular — TpaHcnopr,
+ Outdoor - pa3smelyeHne Ha ynuue (ropoackue napku, 30HbI OTAbIXA, OCTAHOBKM, KMOCKMW)
* Reserved — yacCTHble TeppUTOPUN.
+ Venue Type — TN MeCcTononoxeHus. JOCTynHble BapuaHTbl 3aBUCAT OT BbIGPaAHHO BbILLE KaTeropmm
pacnonoXeHus.

Cnucok mectononoxeHuit Touek goctyna (Venue Name List):

+ Venue Name — HaMeHOBaHWsi MecTa yCTaHOBKM TOUKU AOCTYNa;
+ Language Code — fA3blK.
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Roaming Consortium List
OUI Name

| Mot Configured |

| Mot Configured |

3GPP Cellular Network Information List
Country Code

| Mot Configured

| Mot Configurad

| Mot Configured |
| Mot Configured |
| Mot Configured |

| Mot Configured
Domain List

1 | Not Configured |

3 | Not Configured |

Is Beacon

No w

No w

Network Code
| Mot Configured

| Mot Configurad

| Mot Configured

|I'-.Iot Configured |
|I'-.Im Configured |

| Mot Configured

2| Mot Configured |

4| Mot Configured |

Cnucok opraHusaumii (Roaming Consortium List):

+ OUI Name — yHuKanbHbIii naeHtTudmnkatop opraHmsauum (OUI);
+ Is Beacon — no6aButb OUI B beacon (yes), He go6aenatb OUI B beacon (No).

NHdopmauusa o 3GPP cetsax cotoBoii cBA3u (3GPP Cellular Network Information List):

+ Country Code — kopf, CTpaHbl;
* Network Code — ko ceTu.

Cnucok gomeHoB (Domain List):

Bnvwmnte goMeHbI B CBO60,CI|Hb|e nong.

Realm Name Enceding
Not Configured RFC4252 ¥
Not Configured RFC4252 ¥
Not Configured RFC4252 ¥
Not Configured RFC4252 ¥
Not Configured RFC4252 ¥
Not Configured RFC4252

Realm List:

EAP and Auth Information

Not Configured
Not Configured
Not Configured
Not Configured
Not Configured

Not Configured

___Mu::-dif'y _
Modiy_
Modiy_
___Mu::-dif'y _
Modiy_

_Modify |

Reset
Reset
Reset
Reset
Reset

i Reset__

Cnucok o6nacrteii (Realm list):

* Realm Name — Ha3BaHue 06n1acTu;

+ Encoding - koguposka (RFC4282, UTF8);
+ EAP and Auth Information — nHdopmaums 0 NpoTOKose U ayTEHTUIMKALMN.
+ Modify — HacTpouTb TUM 1 NapameTpbl ayTeHTUUKaLuy;

* Reset — cO6pOCUTb HACTPOMKN.
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Passpoint ANQP Parameters Configurations :

Passpoint ANQP Parameters

Passpoint Status Disabled ¥
Passpoint Capability Relegse 1 ¥
DGAF Disabled Status Disabled ¥
ANQP 4 frame Dizabled ¥
Gas Come Back Delay 0

Proxy ARP Status Disabled ¥

Operating Class Indicator

Operating Class 81

Ancnymous NAT Not Configured
L2 Traffic Inspection Enabled ¥
1CMPw4 Echo Enabled ¥

Operator Friendly Mame List
Dperator Name

Language Code

Not Configured ENG ¥

Not Configured ENG ¥
QoS Map ID or

MAI Home Realm Query List

Home Realm Encoding
Not Configured RFC4282 ¥
MNot Configured RFC4282 ¥

HacTpoiika napametpoB pa6oTbl ANQP npotokona (Passpoint ANQP Parameters Configurations):

Passpoint Status — BkntounTb (enable) / otkntounTs (disable) dyHkumo Passpoint;
Passpoint Capability — onpeaenvtb nogaepXmBaeT N1 yCTPONCTBO doyHKUMIO Passpoint;
DGAF Disabled Status — BkntounTh (enable) / Bbikntoumntb (disable) nepeagpecaumio HUCXoAALWMX
rpynnoBbIX afpecHbIX KaapoB (A41s MynbTMkacTa). Korga Touka foctyna nepegaet Kagpbl, cogepxatimye
anemeHT nHgukaumm HS2.0, B kotopom 3HadeHne DGAF Disable yctaHoBneHo paBHbiM disable,
MOGWIbHOE YCTPOMCTBO AO/MKHO OTOPOCUTL BCE NPUHATLIE IOHMKACT IP-nakeTbl, KOTopble Gbln
paclmnpoBaHbl C NOMOLLBIO Ktoya rpynmbi;
ANQP 4 frame — BkntounTs (enable) / BbikntounTb (disable) o6meH 4 GAS-thpeiimamu;
Gas Come Back Delay — 3apepxka Bo3Bpata GAS (GAS Comeback Delay) B TU 3aBucuT ot
HacTpoliku ANQP 4 frame;
Proxy ARP Status — akTuBupoBatb (enable) / neaktusuposarts (disable) ARP-npokcu (Proxy ARP);
Operating Class Indicator:

+ Operating Class 81 — paboTta B gnanasoHe 2.4 I'Tu;

+ Operating Class 115 — pabota B gnanasoHe 51T,

+ Operating Class 81&115 — ogHOBpeMeHHasi paboTa B gnana3oHax 2.4 n 51Tuy,.,
Anonymous NAI — yctaHoBUTb aHOHUMHbIN ID goctyna k cetn (NAI — Network Access Identifier);
L2 Traffic Inspection — BkntounThb (enable) / Bbikntounthb (disable) koHTponb n dnnbrpayuto L2-Tpadmka
(mocTynHo AN Touek A0CTYNa, KOTOPble MMEKT BCTPOEHHYIO (PYHKLMIO KOHTPONA 1 huabTpaumm
Tpaduka);
ICMPv4 Echo — doyHkuus domnbtpaumm ana ICMPv4 Echo-3anpocos.

Oneparopbl, KOTOPbIM AOCTYNHO NoAkntoveHue Passpoint Ha AaHHoli Touke goctyna (Operator Friendly
Name List):

Operator Name — nms oneparopa;
Language Code — A3blIK;
QoS Map ID — ngeHTtudonkarop QoS Map.

Cnucok pomawHux o6nacrteit (NAl Home Realm Query List):

Home Realm — gomaluHasa o6nacTb;
Encoding — kogupoBka (RFC4282 nnun UTF8).
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Connection Capability List :
Protocol Port Status
Select hd Select b Select
Select ¥ Selec v Select
Select hd Selec b Select
Select v Select v Select

Cnucok Bo3MOXHbIX nogkntoueHuii (Connection Capability List):

* Protocol — npoToKO/, N0 KOTOPOMY BO3MOXHO MOAK/THOUEHME:
+ ICMP (0x1) — ICMP npoTokor;
+ TCP (0x6) — TCP npoTokon;
« UDP (0x11) - UDP npotokon;
+ ESP (0x32) - npotokon ESP.
* Port — nopT, N0 KOTOPOMY BO3MOXHO MOAK/OUEHME;
+ Status — cTtaryc nogxkntveHus:

+ Closed — noaknioyeHne Nno gaHHbIM NapameTpam 3aKpbITo;

* Open — nogknkwyeHne no AaHHbIM napamMeTpam O0CTYMNHO,
« Unknown - cTaryc noak/itovyeHnAa Hen3BeCTeEH.

05U Provider List:

0SU SSID : 05U
Q50 Friendly Name
SP Red Test Onlyleng

05U Desc Q50U Language Code OSU Server URI

#1 Free service for te https://osu-serve
1-1
1-2
1-3
#32 Mot Configured Mot Configured
2-1
2-2
2-3
#3 Mot Configured Mot Configured
3-1
3-2

3-3

05U NAI

05U Method Q35U lcon

SOAP-XML ¥ | (7

Select v
Select v
Select v

OMA-DM ¥ |0

Select v
Select v
Select v

OMA-DM ¥ |0

Select v
Select v
Select v

Cnucok npoBaiigepoB, KOTOPbIM AOCTYNHA OHNaliH-perucTpayms (OSU Provider List):

* OSU SSID - npgeHTndpmkatop cetn onsa oHnaH-perncTpaumm;
* OSU Friendly Name — nms uHTepHeT nposaigepa;

+ OSU Desc — onucaHue cepeepa OHAalH-perncrpaumy;

+ OSU Language Code — kop, fi3blka OHMalH-perncrpaumy;

+ OSU Server URI — URL cepBepa oHNalH-perncrpaumy;

+ OSU NAI - ID pocTyna K ceTu on1s oHNnanH-perncTpaumy;

+ OSU Method — meToga oHNnaiH-perncTpaumy,;

+ OSU Icon — norotun nposangepa.

WAN Metrics Information :

Link Status Symmetric Link At Capacity Down Link Speed Up Link Speed

¥ |- ¥ | Y| = =

Down Link Load Up Link Load Lmd

NHdopmauusa o metpruke WAN (WAN Metrics Information):

* Link Status — cOCTOSiIHUE COEANHEHNS:
* Link up — coeiHeHVe aKTUBHO;
* Link Down — coegnHeHne HeakTUBHO;
* Link Test — coeguHeHve paboTaeT B TECTOBOM pPeXUME.
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« Symmetric Link — coegnHeHne cummeTpuryHo (Symetric Link) nnm He cummeTpuuHo (Not Symmetric
Link);

+ At Capacity — nponyckHas cnoco6HOCTb;

* Down Link speed — CKOPOCTb HUCXOASALLLErO NOTOK,;

* Up Link speed — cKOpOCTb BOCXOASALLEro NOTOKa,;

* Down Link Load — Harpy3ka Ha HUCXOAALLMI NOTOK;

* Up Link Load — Harpy3ka Ha BOCXOASALLMIA NOTOK;

« Lmd - pnmTenbHocTb n3mepeHus Harpysku (Load Measurement Duration).

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.12 MopmeHto «Wireless Multicast Forwarding»

B nogmeHio «Wireless Multicast Forwarding» BbinonHsaeTca HacTpolika nepeHanpasneHns multicast-naketos.

Modify Wireless Multicast Forwarding settings

Radio |1 ¥

VAP Enabled WMF-Enable
0 b e
1

2

10
11
12
13
14

15

Click "Update” to save the new settings.
Update

* Radio — BbIGOp pagnonHTepdelica,;

+ VAP — HOMep BUPTYasIbHOW TOUKM AOCTYNa,;

+ Enabled — npun yctaHOB/IEHHOM dhare BUpPTyasibHasi Touka JocTyna 6yAeT akTVBHA, MHa4ye — He aKTUBHY,

+ WMF-Enable — npu ycTaHOB/IEHHOM chnare 6yAeT akTuBHa (PyHKLMA nepeHanpasneHns multicast-
NakeToB Ha BUPTYaslbHOIN TOUKe A0CTYnNa, MHavye — He akTMBHa.

[na BCTynneHns B culy HOBOW KOHUIypaLumn 1 3aHeCEHNsi HACTPOEK B SHEProHe3aBNCUMMYH0 NamMsATb
Haxkmute kHomnky «Update»
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4.5.13 MNopgmeHo «WDS»

B nogmeHto «WDS» BbINO/THAETCA HACTPOKa CBA3M MexXAy Toukamm AocTyna no 6ecrnpoBOAHON CeTu.

© WDS He MOXeT 6bITb HACTPOEH, EC/IN Ha Touke HacTpoeH WGB nnv BK/OHEH pexuM Knacrepa.

© [ns koppekTHoit paboTbl WDS HE0BX0AMMO, UTOBbI Ha TOYKaxX AOCTYyrna 6bli1a yCTaHOB/IEHA
0AVHaKoBasi BEpCus NPorpaMMHOro obecneyeHus.

Configure WDS bridges to other access points

Click "Refresh™ button to refresh remote APs signal strength.

| Refresh |

Tunneling |off v

Spanning Tree Mode Enabled '® Disabled
Interface wian0wds0 Interface wlanOwds4
Radio [1v] Radio [1v]
local Address | E8:28:C1:C1:27:60 | Local Address | EB:28:C1:CL:a7:60 |
Remote Address | | - Remote Address | | -
Connection Status |down | Connection Status |down |
Encryption | None (Plain-text) w | Encryption | Nene (Plain-text) v |
Interface wilanOwds1 Interface wilanOwds5
Radio [N Radio 1~
local Address | EB:28:CLiC1:27:60 | Local Address | EB:28:C1:CL:27:60 |
Remote Address | | - Remote Address | | -
Connection Status | down | Cennection Status | down |
Encryption | None (Plain-text) w | Encryption | None (Plain-text) w |
Interface wian0wds2 Interface wlanOwds6
Radio [t v] Radio (1]
local Address | E8:28:C1:C1:27:60 | Local Address | EB:28:C1:CL:a7:60 |
Remote Address | |€ Remote Address | |@
Connection Status |down | Connection Status |down |
Encryption | None (Plain-text) v | Encryption | Nene (Plain-text) w |
Interface wilanlwds3 Interface wlanDwds?
Radio [t v] Radio [1v]
local Address  |E8:28:CLiC1:27:60 | Local Address | EB:28:C1:CL:27:60 |
Remote Address | | - Remote Address | | -
Connection Status |down | Connection Status |down |
Encryption | Mone (Plain-text) » | Encryption | None (Plain-text) w |
Click "Update™ to save the new settings.

| Update |

« Tunneling — onumst AOCTYyNHa TONbKO Npu ucnonb3osaHum GRE:
+ Off — GRE He ucnonbayetcs, onuns Tunneling BbIKNHOYEH3;
+ Master — Touka nogknoyaeTcs B ceTb Yepes Ethernet-nHtepdelic;
+ Slave — Touka nogknovaetcs K Master no pagnovHTepdelicy;
« Spanning Tree Mode — pexum paboTbl npoTtokona STP aons npeaoTepalleHnst neTenb B CETU:
+ Enabled - npn yctaHoBneHHoM chnare npotokon STP paspelleH 4ns Ncnonb30BaHus.
PekomeHayeTcs BKWOYATL npu ncnosnb3oaHum WDS;
+ Disable — npu yctaHoBneHHoM dhnare npotokon STP 3anpelleH;
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* Radio — Bbl6op pagnonHTepdeiica. Radio 1 - WDS 6yaet nocTpoeH B gnanasoHe 2.4 'y, Radio 2 - WDS
6yfeT NocTpoeH B gnanasoHe 5 My,

+ Local Address — npocmoTp MAC-agpeca TekyLlero pagnovHTepdeiica;

* Remote Address — MAC-agpec pagnovHTepdelica Toukn AOCTyna, C KOTOPOW npeaycMaTpuBaeTcs
coBmecTHas paboTta. MAC-agpec pagnonHtepderica MOXHO NOCMOTPETb Ha BKNagke
«Status»/«Interfaces;

+ Connection Status — cTaTyc COefiMHeHWs;

+ Signal — ypoBeHb cUrHasia, C KOTOpbIM TekyLliaa Touka A0CTyna BUAMT BCTPEUHYIO TOUYKa A0CTyna, ¢
koTopow noctpoeH WDS, abwm;

* Encryption — BbI6Op pexuma LwndpoBaHns:

* None — He ucnonb3oBaTh WMGpPOBaAHNUE,
* WPA (PSK) - wundgposaHne WPA n WPA2, npu BbiGope AaHHOro cnocoba 6yayT A0CTYMNHbI
cnepyloLme HacTPOnKu:
+ SSID — nima Wi-Fi cetu;
+ Key — WPA-kntou. IniMHa kioya coctas/iseTt oT 8 40 63 CUMBO/OB.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeceHnss HaCTPOeK B S3HEProHe3aBUCUMYI0 NaMsaTb
HaxxmuTe kHonky «Update».

[N 06HOBNEHMA MH(DOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».
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4.5.14 NMopameHo «<MAC Authentication»

B nogmeHio «kMAC Authentication» BbinonHseTca HacTpoitka 6esbix/YepHblx cnuckoB MAC-afpecoB KIMEHTOB,
KOTOPbIM pa3peLleHo/3anpeLLeHo NoAkIYaTbCcs K JaHHO Touke AocTyna.

Configure MAC Authentication of client stations
Global policy Allow only stations in list
®) Block all stations in list
Access List A
Radic (1 ¥
VAP S5ID ACL Policy Mode
0 Elex-Loca default ¥ | | Global *
1 |oo0111_TestLength default ¥ | | Global ¥
2 |BRAS-Guest default ¥ | | Global *
3 Eltex-Guest default ¥ | | Global ¥
4 |test_80211r_5g default ¥ | | Global ¥
5 1.11.4_802111r default ¥ | | Global ¥
& 1.11.4_802111r_26& default ¥ | | Global ¥
7 Wirtual Access Point 7 default ¥ | | Glcbal ¥
8 |virtual Access Point 8 default ¥ | | Global *
9 |virtual Access Point 2 default ¥ | | Global ¥
10 \irtual Access Point 10 default ¥ | | Global *
11 lvirtual Access Peint 11 default ¥ | | Global ¥
12 yirtual Access Point 12 default ¥ | | Global ¥
13 |virtual Access Point 13 default ¥ | | Global *
14 lvirtual Access Point 14 default ¥ | | Global ¥
15 |virtual Access Point 15 default ¥ | | Global *
Click "Update™ to save the new settings.
Update

* Global policy — BbI6Gop cnucka thunbtpauun MAC-agpecos npu ayTeHTUMKaLnK;
+ Allow only stations in list — npyn yctaHoBNeHHOM chnare 6yaeT hopmMmpoBaTbCst 6ENbIA CNMCOK

MAC-agpecos;
* Block all stations in list — npu yctaHoBneHHOM donare 6yaeT qoOpMUPOBAaTLCS YEPHbIN CNCOK
MAC-agpecos.
Arcess List Create W
MNew acl name {1 - 32 characters}

Click "Update™ to save the new settings.
Update
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* Access List — BbIGOp cyLlecTBytoLMX cnnuckoB MAC-afpecoB uan co3faHne HOBOTO CnvcKa:
* Create — co3aHne HOBOIO CMUCKA:
* New acl name - BBeguTe 1Msi HOBOro cnucka MAC-afipecoB 1 HaxkmuTe KHonky «Update»
AJ151 €10 CO3faHus.

Access List Test_List v

Delete Access List

Stations List E8:28:C1:DA:CB:80
E8:28:F1:DA:CB:B0D
AB:28:C1:DA:CB:80

Remowve

| || Add

+ default — ctaHgapTHbIA nycToli cnncok MAC-aapecoB. Mpu BbIGOpe AaHHOro cnucka nunmn niboro
[PYroro paHee co3gaHHOro 6yayT AOCTYMHbI 415 pefakTMpoBaHNs NOss:
+ Delete Access List — npu ycTaHoBKe dhiara u nocneayroLLem HaxaTum Ha kHornky «Update»,
BblOpaHHbIi Access List 6yaet yaaneH. Cnucok default ynanuTte Henb3s.
+ Stations List — cnncok MAC-aipecoB K/IMEHTOB, KOTOPbIM paspeLLeH/3arnpeLLeH gOoCTyn.

Ana pobasneHns MAC-agpeca B cnmcok ounstpauun, B napametpe «Access List» BbibepuTe Hy>XXHbI CMCOK
n Beeante MAC-aapec, KOTOpPbI HY)XXHO A06aBUTb. Janee Haxmute kHonky «Add». MAC-aapec nosButcs B
paspgene «Station List» .

[Ona ynanenna MAC-agpeca 13 cnvicka B pasgerne «Station List» BbibepuTe 3anncb U HAXXMUTE Ha KHOMKY
«Removen.

* Radio — BbIGOp paano nHTepdeiica TOUKM A0CTYNa;
+ VAP - HOMep BMPTYasibHOW TOUKM A0CTYNa;
+ SSID — umMsi BUPTYyasibHO TOUKKN AOCTYN3;
+ ACL - BbIGop cnncka MAC-aapecoB ans NnpuBsa3kn ero K BbibpaHHomy SSID;
*+ Policy Mode — HacTpoiika 6enbix/4epHblx cnmckoB MAC-agpecos:
+ Global — nns Tekyuiero SSID Bbl6paHHbI cnncok MAC-aapecoB 6yeT COOTBETCTBOBATb
rno6asbHOMY hnary;
+ Allow — ans Tekyulero SSID BbIGpaHHbIii CNNCOK ByaeT SABNATbLCA 6enbiM (YCTpoiicTBam M3 cnmcka
paspeLlleH JocTyn);
* Block — nns Tekyuero SSID BbIGpaHHbIi CIUCOK ByAeT SABNATbLCS YepHbIM (YCTPOCTBaM 13 cnncka
3anpeLueH AocTyn).

[na BCTynneHns B cUly HOBOW KOHOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb
HaxkmuTe KHomnky «Update».
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4.5.15 MNopmeHto «Load Balancing»

PykoBogacTBo no skcniyatauum WOP-12ac

B noameHto «Load Balancing» BbINo/IHSIETCS HACTPOIiKa OrpaHUYeHUsi BO3MOXHOCTY NOAK/HOUYEHNS KNIMEHTOB K

TOYKEe AOCTyMna B 3aBUCUMOCTU OT yTuUnmnsaunn KaHana.

Load Balancing

Update

Modify load balancing settings

Utilization for No New Assocations

Click "Update” to save the new settings.

Enabled ® Disabled

0 (Percent, 0 disables)

+ Load Balancing — 6anaHcupoBKa Harpysku:
« Enabled — 6anaHcMpoBKa Harpy3ku BKHOUYEHS;
* Disabled — 6anaHcnpoBKa Harpy3km BbIK/llOYEHA.

« Utilization for No New Associations — ypOBeHb YyTU/M3aumm Nos10Ckl MPOMYCKaHNS TOUYKM JOCTYNa, Npu

NPEeBbILLIEHNM KOTOPOI NPOMCXOAUT 3anpeT Ha NOoAK/IYEHNE HOBbIX KNIMEHTOB, 3agaeTcs B %. Mo
ymonuyanuio — 0.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaxkmuTe KHonky «Update».

4.5.16 MoameHto «Authentication»

B nogmeHto «Authentication» npon3BoanTCs HACTPOIKa TOUKM AOCTYNa B peXUME K/IMeHTa no nNpoToKony
802.1X onsa npoxoxaeHUs npouenypbl ayTeHTUMKauumn Ha BbilecTosALemM 060pyg0BaHUN.

Modify 802.1X Supplicant Authentication settings

Click "Refresh™ button to refresh the pags.
Refresh

Supplicant Configuration ...

802.1X Supplicant Enzbled ® Disabled
EAP Method D5 ¥

Username

Password

Click #Update® to save the new settings.
Update

{(Range: 1 - 64 characters)

{(Range: 1 - 64 characters)

Certificate File Status ...

Certificate File Present no

Certificate Expiration Date| Not Present

Certificate File Upload ...

Browse to the location where your certificate file is stored and click the "Upload” button.
To upload from & TFTP server, click the TFTP radio button and enter the TFTP server infarmation.

Upload Method ® y1TR TETE

Filename BufspuTe thaiin | $ain He exlbpaH

Upload

Supplicant Configuration — B pasaene BbINONHAETCA HACTPOIKa NapaMeTpoB ayTeHTUmKaunm:

+ 802.1X Supplicant — BKNOUNTL/BbIKNIOUNTL PAbOTY TOUKM AOCTYNa B PEXMME KIMEeHTa Mo NPOTOKONY

802.1X:

« Enabled — BkoUUTb;
+ Disabled — BbIKNOUNTD;
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+ EAP Method — anroputm wndgpoBaHus Npu ayTeHTUdUKaLMM nonb3osaTtens. Bo3MoxHble 3Ha4YeHus:
MDS5, PEAP, TLS;

* Username — nwvs nonb3osarens. MNapamMeTp MOXeT cogepxartb oT 1 40 64 CMMBO/IOB;

+ Password — naponb. lMNapameTp MOXeT cogepxartb oT 1 40 64 CUMBO/IOB.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

Certificate File Status — B pasgene MoxHo npocmMoTpeTb nHdopMauuio o coctosiHum HTTP SSL cepTtudimkara:

« Certificate File Present — yka3blBaeT, npucyTcTBYyeT v dpaiin ceptudmkata HTTP SSL. Bo3aMoxHble
3Ha4YeHus: yes, no. Mo ymonyaHmto ceptudomkar OTCyTCTBYET - NO.

« Certificate Expiration Date — gaTa, yka3blBatowas Ha TO, Koraa UCTedyeT CpoK AeicTBus daiina
ceptudomkata HTTP SSL. Ecnin ceptudomkaT oTcyTCTBYET 0TOOpaxkaeTcs coobuieHne - «Not Present».

Certificate File Upload — B pa3gene BbinosHseTcs 3arpy3ska channa HTTP SSL Certificate.

+ Upload Method — meTtog 3arpy3ku dpainna HTTP SSL cepTudnkara:
* HTTP - 3arpyska ceptucpmkara yepes HTTP. Mpu BbiGope aToro cnocoba HaXXM1Te KHOMKY
«BbibepuTe thaiiny», ykaxute aiin, KoTopblii HY>XHO 3arpy3uTb B YCTPONCTBO;
* TFTP - 3arpy3ka ceptudpmkara yepes TFTP. MNpu ykazaHum aToro cnocoba Hy>XHO 3anosiHnTb
cnegytoiime nons:
*+ Filename — nms haiina ceptudmkara;
+ Server IP — IP-agpec cepsepa.

[ns BCTynneHus B cuy HOBOM KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B SHEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

[ns 06HOBNEHMA MH(DOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refreshy.

4.5.17 NopmeHo «Management ACL»

B noameHto «kManagement ACL» BbINOMHSAETCS HACTPOIKa CMMCKOB A0CTYyMNa ynpasneHus yCTPOCTBOM Yepes
Web, Telnet, SSH, SNMP.

Configure Management Access Control Parameters

Management ACL Maode Enabled ™ pDisabled

IF Address o R L R )
IF Address 2 [Esie e e s e |
IP Addre
IF Addre
IP Addre
IPvE Addre
IPvE Addre
IPvE Addre
IPvE Addre
IPvE Addre

[ O O )

4 L

[l i e e e ey |

(5]}

[Blatelbrtele "B o e o e e |

[ o N § SOOI IR | ORI RO RO SR
|:XXXX:XXXX:XXXX:XXXX:XXXXlXXXX:XXXX:XXXX:'
[ 300K 13O0 1 HOO0K FHICER EI00E E 000K | 3000 300K

I:XXXX:XXXX:XXXX:XXXXlXXXXlXXXX:XXXX:XXXX:I

mw owomomom
m ok WM

I:XXKXIXXKKIXXXKIXXXXIXXXXIXXXXIXXXXIXXXX)

Click "Update” to save the new settings.
Update

+ Management ACL Mode — ncnonb3oBaHune CN1CKOB AOCTyNa K ynpas/IeHNI0 YCTPONCTBOM:
+ Enabled — npu yctaHoBfieHHOM chnare oyHKLMOHa BK/IHOYEH;
* Disabled — npu yctaHoB/ieHHOM dhnare OyHKLMOHa OTK/THOYEH,;
+ IP Address 1...5 — cnucok xocToB IPv4, KoTopble MMEIOT AOCTYN K yNpaB/ieHN0 YCTPONCTBOM;
* IPv6 Address 1...5 — cnucok xocToB IPv6, KoTopble MMEKT AOCTYN K yNpaBfeHNo YCTPOCTBOM.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».
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4.5.18 MopgmeHto «OTT Settings»

PykoBogacTBo no skcniyatauum WOP-12ac

B nogmeHto «OTT Settings» BbinonHseTcs HacTpoiika napametpoB OTT(Over the Top) ans noctpoeHus IPsec,

nn6o GRE-TyHHeneli BHyTpu IPSec coegnHeHMs OT TOYKU AocTyna.

OTT Settings

Service Activator URL

IPsec Remote Gateway 172.16.0.1

|Psec Operaticnal Status

¥AUTH User user

¥AUTH Password
Advanced Settings

password

Click "Update™ to save the new settings.
Update

(hitps:i=xx. 0 0066/ Domain name==Port=)

(3. 306 266 0 | Dromain name)

(Range: 4-16 chars)
(Range: 8-48 chars)

+ Service Activator URL — agpec cepBuc-aktusatopa, 3agaetca B hopmare https://<xXX.XXX.XXX.XXX /

Domain name>:<Port>

+ IPsec Remote Gateway — wnto3 ana IPsec, 3agaetca B oopmare IP-agpeca niv 4OMEHHOTo MMeHMN.

*+ IPsec Operation Status — ycTaHOBUTE (DNAXKOK AN15 BKIKOUEHNS KOHQUIypupyemoro IPsec coeguHeHus.

+ XAUTH User — ums nonb3oBarens A/11 paclumpeHHol aBTopu3aumm, Heo6xo4MmMo ans paboThbl
mexaHu3ama mode config. MNapameTp go/mkeH cogepxatb oT 4 4o 16 CUMBO/OB.

+ XAUTH Password — naposb nosb3oBaTesns A1 pacluMpeHHol aBTopusaumm, Heo6xoamMmo ans padoTbl
mexaHu3ma mode config. MapameTp Jo/mkeH cogepxaTtb oT 8 A0 48 cMBOOB.

UTO6bI NepeinTn K pacluMpeHHOMY CMMUCKY NapaMeTPOB, HXKMUTE KHOMKY C N306PaXEHNEM CHUMBOA «+»

HanpoTtus «Advanced Settings»:

Advanced Settings E]
IKE Proposal
IKE Authentication Algorithm mds
IKE DH Group 1w
IKE Encryption Algorithm aes v
IKE Policy
Use ISAKMP Mode Config * on Off
IKE Lifetime B6400 | (Sec, Range: 180-86400)
Use NAT-T o
IPsec NAT Keepalive 180 (Sec, Range: 1-300)
IPsec Password
v Use XAUTH Password

(Range: B-48 chars)

IKE Proposal:

* IKE Authentication Algorithm — BbiGop anropuTMa xawuposaHus IKE, npegHasHayeH Ansi NpoBepku

LUEMNOCTHOCTUN AaHHbIX.

* IKE DH Group - Bbl6op anroputma Audcmn-XennmaHa, UCNosb3yeTcs YToObl yCTaHOBUTL OOLLNIA CEKpET

B HE3ALUMLLEHHOV CETW.

* IKE Encryption Algorithm — BblGop anroputma wndpoBaHusa ansa 1 dasbl nogknoveHus IPsec.

IKE Policy:

« Use ISAKMP Mode Config — akTUBMpyEM PEXNM aBTOMAaTMUYECKOr0 Nosly4YeHns BUPTyasibHOro agpeca,
yAanEéHHOI noaceTun, agpecos ans nogHatusa GRE-TyHHenel ot ESR, K KOTOpoMy nogkntoyaemcs no

IPSec.

* IKE Lifetime — Bpems xu3Hu IKE (cpaza 1), fomxeH 6bITb MAEHTMYEH Mo 06e cTopoHbl IKE/IPsec-
coeanHeHus. MapameTp npuHnmaeT 3HadeHnsa ot 180 go 86400 cekyHa. Mo ymonyaHuio - 86400 cekyHA,
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* Use NAT-T — HeobxoaMmo BK/IOUMTL hnar, ecnm Touka goctyna Haxoautes 3a NAT.

+ IPsec NAT Keepalive - nepvoguyHocTb oTnpaBku naketos keepalive npu pabote yepes NAT, 4ToOb!
NAT-TpaHCnAuMa coxpaHanach Ha BbILLECTOALMX poyTepax Npu A/IMTENbHON He aKTUBHOCTH CO
CTOPOHbI KNueHTa. MNMapameTtp npuHumaet 3HadyeHns ot 0 go 300 cekyHpa,. Mo ymonuanuio - 180 cekyHA.

* IPsec Password - naponb ans IKE/ISPEC-coegnHeHus. MapameTp A0/MKEH cogepxaTb oT 8 oo 48
CVIMBOJ10B.

+ Use XAUTH Password - npu yctaHoBneHHom donare ans IKE/ISPEC-coegmHeHnst 6yaeT ncnonb30BaTbCs
3aaHHbIli paHee XAUTH Password. Ecnu conar He ycTaHOBNEH ByaeT NCno/b30BaTbCs Naposib,
yKasaHHbIii B none IPsec Password. Mone goctynHo ecnu Use ISAKMP Mode Config BKNtOYEH.

IKE Gateway - pa3zgen v BCce ero napameTpbl AOCTYMNHbI 47151 peAakTUPOBaHWA Npy yC/i0BMK, YTo napameTp Use
ISAKMP Mode Config HaxoguTtcsa B cocTostHUn off:

* IPsec Local Address - agpec knvMeHTa, KOTOpbIil UCNo/b3yeT B kadecTBe IKE nokasnbHyo CETb C MaCKoW
nogceTn 255.255.255.255 (/32).

* IPsec Remote Network - yaganeHnHas IKE nogceTs.

*+ IPsec Remote Mask - macka yaaneHHon nogcetu IKE.

IPsec Proposal
IPsec Authentication Algorithm mds
IPsec DH Group 0w
IPsec Encrypticn Algorithm aes v
IPsec Policy
IPsec DPD Delay 180 (Sec, Range: 5-600)
IPsec Chaild SA Lifetime 3600 | (Sec, Range: 180-86400)
IPsec VPN
Force Establish Tunnel w
GRE Over IPsec
Use GRE Mode * On Off
GRE Over I[Psec Mgmt 192.168.3.2 (300 6.0 0K
GRE Over IPsec Data 192.168.3.3 (0300 3000000 X0
GRE MTU Offset 148 (Range: 0-220)
GRE Ping Counter 3 (Range: 3-60)
Click “Update” to save the new settings.
Update

IPsec Proposal :

* IPsec Authentication Algorithm — BbIGOp anropuTma xawmpoBaHus IPsec, npegHasHayeH Ansi NPoBepKn
LEe/IOCTHOCTU AaHHbIX.

* IPsec DH Group — BbI6op anroputma Anddu-XennmaHa, Mcnonb3yercs 4Tobbl YCTAHOBUTb 06LLMIA
CeKpeT B He3all1LLEHHOl ceTu.

* IPsec Encryption Algorithm — BbI6op anroputma wndposaHms ans 1 dpasbl nogkaoyeHus IPsec.

IPsec Policy:

* IPsec DPD Delay — vHTepBan oTnpaBk/ NakeToB 0OHAPYXeHWs1 pa3pbiBa coeanHeHus. Mpu oTCyTCTBUM C
NPOTUBONONOXHOI CTOPOHbI IPsec VPN oTBeTOB Ha 5 nakeToB noapsg, Touka goctyna coutet VPN
passasimBLUMMCS 1 npon3BeneéTt nepesanyck IPsec VPN co cBoei CTopoHbl. MapameTp npuHuMaeT
3HadeHns ot 5 go 600 cekyHa. Mo ymonuaHuio - 180 cekyHa.

* IPsec Chaild SA Lifetime — Bpemsi xu3Hu IPsec VPN SA (cpasa 2), o/mkeH 6bITb 04UHAKOBbIM C 06ENX
cTopoH TyHHens IKE/IPsec. [lomkeH 6biTb HUxXe, yem IKE Lifetime. MapameTp npyHumaeT 3HavyeHus ot
180 oo 86400 cekyHa. Mo ymonuaHuo — 3600 cekyHA,
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IPsec VPN:

* Force Establish Tunnel — BKIUNTb, 4TOObLI yCTaHOBUTL coeanHeHmne IPsec VPN HemeaneHHo. VHaue,
VPN-coegmHeHune IPsec 6ygeT yctaHOBNEHO MO 3anpocy.

GRE Over IPsec:

+ Use GRE Mode - BkntounTb Uam otkniountb GRE yepes IPsec . Bo BK/1lOYEHHOM COCTOSAHUM A5
pefakTMpoBaHUA AOCTYMHbI NapameTpbl:

* GRE Over IPsec Mgmt — IP-agpec GRE gns TyHHens ynpasneHus .

* GRE Over IPsec Data — IP-agpec GRE ans TyHHens ynpasneHus faHHbIMU .

* GRE MTU Offset — onpegensieT ymeHbluenne MTU gnsa GRE-TyHHeneli. GRE-TyHHensim 6yaeT
HasHauyeHo MTU ucxoas n3 pacyeta 1500 - GRE MTU Offset. MapameTp NpuHUMaEeT 3HayeHus oT 0
0o 220.

* GRE Ping Counter — 4T06bI MPOBEPUTBL, YUTO TYHHENb GRE Bce elle xuB, oTnpasnsetcs ping Ha GRE
IP-management kaxaple 10 cekyHA. DTO 3HaYeHNe onpeensier, CKOMbKO NakeToB NMUHra MOXeT
6bITb NOTEPSAHO, 0 TOrO, Kak ToUKa A40CTyna nepesanycTut coeguHeHne IPsec.

MapameTp npMHMMaeT 3HadeHus ot 3 go 60.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

4.5.19 MopgmeHto «<Mesh»*

B nogmeHto «Mesh» BbINONHAETCA HACTPOIiKa CBA3M Mexay ToukaMy AocTyna no 6ecnposogHoit Mesh-ceTu.

© *MogmeHIo JOCTYMHO, ECNIM Ha TOUKE A0CTYyna ycTaHosneHo MO ¢ nogaepxkoii Mesh (Hanpumep,
WOP-12ac-1.14.0.X-MESH.tar.gz v 6onee no3aHue Bepcun).

Configure Mesh access point

Mesh General Settings

Autopeer Status | Off w |
Spanning Tree Mode On v

Tunneling Off b

Mesh Interface Settings

Radio 1w

Interface wlanOmesh

Status Up A4

Mesh ID | Mesh |
Mesh Encryption Off W

Mesh Root Oon v

Mesh Root Address | AB:F9:4B:B5:52:9 |

Mesh Interface Address | ABF9:4B:B5:52:9 |

Mesh General Settings — B faHHOM pas3fene BbINO/HAETCA HACTpoiika o6Lwux Mesh napameTpos.

- Autopeer Status — cTaTyc aBTOKOH(IMIyprpOBaHUsS ToUeK AocTyna. [o/mKeH ObiTb OTK/TIOUEH Ha
npoBoHoi1 Touke (Root) 1 BK/KOUYEH HA GECNPOBO/HBIX.
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+ Spanning Tree Mode — pexvum paboTbl npoTtokona STP ana npefoTBpalleHns neTesb B CETY;
+ Tunneling — onuus fOCTyNHa TO/ILKO NpY Ucnosib3oBaHun GRE:

+ Off — GRE He ucnonbayeTtcs, onumsa Tunneling Bbiko4eHa;

+ Master — Touka nogknoyaeTcs B ceTb Yepes Ethernet-nHtepdelic;

+ Slave — Touka nogxnovaeTcsa K Master-Touke no paguovHTepdeiicy.

Mesh Interface Settings — B gaHHOM pa3fene BbINO/HSAETCS HACTPOiika NnapamMeTpoB NHTepdelica ans
opraHusaumy Mesh. Pasgen gocTyneH TonbKo Ha Root-Touke, T.e. Npu HaXxoXaeHn napameTpa Autopeer

Status B 3HaueHun off.

* Radio - BbIGOp pagnovHTepdelica ans opraHmsauyun Mesh;
* Interface - nHTepdelic, Mcnonb3yeMblil Ans opraHusauun Mesh;
+ Status — cocTosiHue koHdurypmpyemoro Mesh-nHtepdelica;

« Mesh ID — nms Mesh-cetu;

+ Mesh Encryption — ucnonb3osaHve Mesh-ceTu ¢ wndpoBaHnem (on — BKIHOUNTb, Off — BbIKIOUNTD);
+ Mesh Root — HaszHauNTb TOUKY A0CTyna KoHTposnnepom B Mesh cetu (gomkHa 6bITb TOuKol BBOAA/

NPOBOAHON);

* Root Address - MAC-agpec uHTepdeiica ToukM JOCTYNa, ABMSIOLLENCS KOHTPO/IEPOM (3aN0/HAETCS

aBTOMaTI/ILIeCKI/I);

* Mesh Interface Address — MAC-agpec Mesh-uHtepdeiica koHhUryprpyemoi Toukm goctyna.

Peer's list

f9:4b:b5:52

f9:4b:b5:4d

187
:af
f9:db:bd:cd:
b:b5:52:9F
f9:4b:bB:26:
1e3:73:86:
f9:4b:b7:8b:
f9:4b:bd:cd:

Mesh Mac Authentication

2f

15
of
of
If

ag:f9:4b:bB:3a:1f

s List || Delete

From Block List Access Block

Update

| Access

Click "Update™ to save the new settings.

Block

Mesh Mac Authentication — B pa3gene BbinonHAeTcs fob6asneHve/ypaneHve yyactHnkos Mesh-cetn.

+ Allowed - Toukam poctyna no6asneHHbIM B cnmcok «Allowed» paspelueH goctyn B Mesh-ceTb:
+ Delete From Access List — yaanutb BblaeneHHbli MAC-agpec 13 cnucka paspeLueHHbix;

*+ Blocked — Toukam goctyna gobasneHHbiM B cnncok «Blocked» 3anpeweH goctyn B Mesh-ceTsb:
*+ Delete From Block List — ynanuTb BblgeneHHblin MAC-agpec 13 cnucka 3anpeLieHHbIX.

+ Access Request — cnncok Tovek AocTyna npycnasLnx 3anpoc Ha nogkntoyeHne B Mesh-cetb:
+ Access — fj06aBneHne ToUkM AoCcTyna B «6efblii» CNMCOK (A0CTYN paspeLleH);
* Block — no6aBneHue ToUkM AOCTyNa B «<4ePHbI» CNUCOK (A0CTYN 3anpeLyeH).

[na Toro, uTobbl 406aBUTL TOUKY AocTyna B cnucok Allowed/ Blocked spy4Hyto, Heobxodumo ssecmu MAC-
aopec moyku 8 rosie «Add mac» u Haxams coomBemcmBsyoWyto KHOIMKY:

+ Access — fobaBneHune ToUYKM focTyna B «6esiblii» CrMcoK
* Block — po6aBneHve TO4KN AOCTYNa B «4ePHbIA» CIIUCOK.

[na BCTynneHns B cUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCHMMYH0 NamsiTb

HaxxmuTe KHornky «Update».

87



PykoBogacTBo no skcniyatauum WOP-12ac
4.5.20 MopgmeHto «Mesh Monitoring»*
B nogmeHto « Mesh Monitoring» oTo6paxaeTcsa ctaTucTvka 1 coctosiHue coevHeHuii B Mesh-cetn.

© *MogmeHto AOCTYNHO, ECIM Ha TOUKe A0CTyna yctaHoseHo MO ¢ nogaepxkoit Mesh (Hanpuvep,
WOP-12ac-1.14.0.X-MESH.tar.gz n 6onee nosgHvie Bepcun).

Mesh Monitoring

Mesh Neighbor Nodes | Sstats Update Auto Update

MAC Address Link State RSSI Uptime Tx Total Rx Total Tx Retry Count Rx Retried Count Tx Actual Rate Rx Actual Rate

ad:f9dbb7.cc:Bf ESTAB  -46 011958 268274 75360 B3085 (31.0%) 6723 (B.9%) 1 Kbits/sec O Kbitsisec
ad:f94bcbl:50df  ESTAB  -48 011959 634302 161236 85244 (13.4%) 12904 (8.0%) 0 Kbitsisec 0 Kbitsisec
aBfdbb4:537F ESTAB  -44 141342 622430 151387 82495 (13.3%) 14367 (9.5%) 0 Kbits/sec 0 Khits/sec

Mesh Network | Update Graph Auto Update

MAC Address Device Name IP Address Firmware Version Last Update(secs ago)
aB:f9:4b:16:efbf WEP-12acrev.C(ROOT) 192.168.56.116 1.14.0.88-mesh_test-741%06c-MESH 0

aB:f9:4b: bl 5f.df WEP-12ac 192.168.56.115 1.14.0.88-mesh_test-741906c-MESH 1
a8:f9:4bcha:53.7f WEP-12ac 192.168.56.112 1.14.0.88-mesh_test-741906c-MESH 2
a8:f9:4b:b7 e 8f Z 192.168.56.114 1.14.0.88-mesh_test-741906c-MESH =

Mesh Neighbor Nodes — B pa3gene otobpaxaetcsa Tabnmua co CTaTUCTUKON COeAMHEHNIA C COCeAHUMM
TOYKamu gocTyna.

Stats Update — npu HaxxaTum Ha KHOMNKY NpOn30AN4eT 0OGHOBIEHME CTAaTUCTUKN B Tabnuue;
Auto Update — aBTomaTnueckoe 06HOBMEHME Tabnmupl (4aHHble 0GHOB/IATCA pa3 B CEKYHAY);

* MAC Address — MAC-agpec Mesh-nHTepcheiica cocegHeit ToUk/ AOCTYNa,;

* Link State — cocTosiHMe COeAUHEHUS];

* RSSI - ypoBeHb CUrHasa oT cocefHen TOUKM JOCTyna,;

* Uptime — npogo/mKNTENIbHOCTL COeAMHEHNST C TOYKOIN [OCTYNa;

+ Tx Total — KONNMYECTBO YCMNELLUHO OTNPaB/IEHHbIX MNAKETOB;

* Rx Total — KonM4eCcTBO YCNELIHO NPUHATbIX NaKeToB;

* Tx Retry Count — KONM4eCTBO MOBTOPHO OTNpPaB/IeHHbIX NaKETOB;

* Rx Retried Count — KONNMYeCTBO NPUHATLIX NAKETOB, OTNPAaB/IEHHbIX NOBTOPHO;
+ Tx Actual Rate — TekyLlas CKOPOCTb Nepefayn gaHHbIX, B KOUT/C;

* Rx Actual Rate — TekyLLas CKOPOCTb NpYemMa faHHbIX, B KOUT/C.

Mesh Network — B pa3gene otobpaxaetcsa Tabnuuya ¢ MHpopmaumeli 06 yyacTHnkax Mesh-cetn.

© Oro6paxaeTcs TOMLKO Ha YCTPOIACTBE, ABNAILMMCSA KOHTpoiiepom Mesh-cetn (Root AP).

Update Graph — npu HaxxaTum Ha KHOMKY Npoun3oiigeT obHOBNEHME MHAhopMmaumy B Tabnvue u rpade;
Auto update — aBTOMaT4eckoe 06HOBMEHME Tabnuupbl U rpadha (AaHHbIe 06HOBANSATCA Kaxable 10 cekyHA);

* MAC Address — MAC-agpec Mesh-nHtepcpeiica yyacTHuka cetu;
+ Device Name — cucTemMHOe MMs YCTPOICTBa;

+ IP Address — IP-agpec ycTpoiicTBa,;

* Firmware Version — Bepcusa nporpaMmMHOro obecrnevyeHus;

* Last Update — Bpems nocnefHen CUHXPOHN3aLun ¢ yCTPOMNCTBOM.
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B pasgene MoOHMTOpUHIa pacnonaraeTcs rpad ¢ NoCTpoeHHol cxemoii Mesh-ceTu. Ha ocHoBaHuy Tabnumubl 1
rpadya MOXXHO NMPOV3BECTU aHaIN3 CETU. STO NO3BOJIUT OLIEHUTb NPaBU/IbHOCTL PACMO/IOXKEHMS TOUeK AocTyna
Mo TEPPUTOPUM MOKPLITUS U YKaXKET Ha NPO6/IEMHbIE MECTA, & TakKe NMOMOXET NPOoV3BOANTbL MOHUTOPUHT CETU
B peXVMe peasibHOro BpeMEHM.

Link status:

e
EsTae

/

WEP-12ac:rew.C(ROOT)

'WEP-12ac

4.6 MeHto «Services»

B MeHIo «Services» BbINO/THAETCA HACTPOIKa BCTPOEHHbIX C/YX6 TOUKM AoCTyna.

4.6.1 TopgmeHto «Bonjour»

B nogmeHio «Bonjour» BbINOMHSAETCA HACTPOlika ycyru Bonjour, koTopasi No3BosisieT 6eCnpoBOAHbIM TOUKaM

[OCTyna u nx cepemcam 06HapyXxunBaTb Apyr Apyra BHYTPU NI0KasIbHOM CeTun, Mcnosb3ys 3anuncu B multicast
Domain Name System (mDNS).

Set Bonjour Status

Bonjour Status Enabled ® Disabled

Click "Update™ to save the new settings.
Update

Bonjour Status — coctosiHue ycnyru Bonjour:
* Enabled — npu yctaHOBNEeHHOM dhnare ycnyra akTuBHa;
+ Disabled — npun yctaHOBNEHHOM hnare ycnyra BblK/t0OHEHA.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBNCUMYIO NaMsITh
HaxkMuTe KHonky «Update».
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4.6.2 MoameHto «<Web Server»

B noameHio «Web Server» BbINONHATCA HACTPOIKM AOCTYyNa K ToUke AocTyna yepe3 web-uHtepdelic.

Configure Web Server Settings

HTTFS Server Status * Enahled Dizabled

HTTF Server Status * Enahled Dizabled

HTTF Port 30 (Range: 1025-65535, Default: 80)
HTTFS Fort 443 (Range: 1025-65535, Default: 443)
Maximum Sessions 5 (Range: 1 - 10, Default: 5)

Session Timeout (minutes) 1440 (Range: 1 - 1440 minutes, Default; 3)

Click "Update™ to =ave the new =ettings.
Update

* HTTPS Server Status — coctosiHue cepsepa HTTPS:
+ Enabled — npun yctaHoBNeHHOM chnare nogkatodeHre K web-nHtepdelicy yctpoiictea 6ygert no
3awmeHHomy npotokony HTTP (HTTPS);
* Disabled — npu yctaHoBNeHHOM chnare nogkayeHne K web-nHrepdelicy yctpoiictsa He
[OCTYMHO no npotokony HTTPS;
* HTTP Server Status — cocTosHne cepsepa HTTP, aTOoT napamMeTp He 3aBUCUT OT COCTOSAHUA HACTPOEK
napametpa «HTTPS Server Status»:
* Enabled — npun yctaHoBeHHOM dhnare nogkatdeHne K web-nHrepdelicy yctpoiictea byaet
paspeLueHo no npotokony HTTP;
+ Disabled — npu yctaHoBNeHHOM chnare nogkayeHne K web-nHrepdelicy yctpoiictesa He
[0CTYNHO no npotokony HTTP;
* HTTP Port — Homep nopta ansa nepegayun HTTP-Tpacumka. NapameTtp npuHumaeT 3HadeHusa ot 1025 go
65535. Mo ymonuyaxuto - 80;
* HTTPS Port — Homep nopta ana nepegayn HTTPS-Tpadmka. MapameTp npuHnumaeT 3HavyeHns ot 1025
[0 65535, To ymonyaHuio - 443;
* Maximum Sessions — konnyecTtBo web-ceccuii, Bktouas HTTP n HTTPs, koTopble MOryT 6bITb
OAHOBPEMEHHO 3anyLleHHbl. MapameTp npuHUMaeT 3HadeHus ot 1 go 10 ceccuid. Mo ymonyaxuio - 5;
+ Session Timeout (minutes) — nepvo BpeMeHM, N0 NCTEYEHNM KOTOPOro CUCTEMA aBTOMAaTNYECKM
BbINO/IHUT BbIXOA, U3 Web -uHTepdelica, ecnv nonb3oBaresb He 6bl/1 akTUBeH. MNapaMeTp NpyHUMaeT
3HayeHuns ot 1 o 1440 MuHyT. Mo ymonyaHmio - 60 MUHYT.

[lna BCTynneHns B culy HOBOW KOHUIypaLum 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYHO NaMsiTb
HaxxmuTe kHonky «Update».

Generate HTTP SSL Certificate ...

Click "Update™ to generate a new HTTF S5L Certificate.

Update

HTTP SSL Certificate File Status ...

Certificate File Present: VES
Certficate Expiration Date: Dec 26 09:00:03 2019 GMT
Certificate Issuer Commaon Name: CHN=192.168.1.10

Generate HTTP SSL Certificate — B gaHHOM pa3gene npu Haxatum Ha kHonky «Update» BbinonHseTcs
reHepauus HoBoro HTTP SSL ceptuchmkata gns 6esonacHoro goctyna k web-cepsepy. [JaHHoe gelicteue
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HY>XHO BbINO/THUTL NpUW NosyyveHun IP-agpeca, 4Tobbl MMs cepTudmkaTa cosnagano ¢ IP-agpecom ycTpolicTea.
Mpwv co3naHun HOBOTO cepTudinkara byaet 3anyLieH web-cepsep 6e3onacHoCTU. 3aluieHHOe CoejuHeHe
He ByaeT (hyHKUMOHMPOBATb, NOKa HOBbIM cepTudmkar He ByaeT npyMeHeH B 6pay3epe.

HTTP SSL Certificate File Status — B saHHom pasaene npuBoautcst uHdopmaums o HTTP SSL cepTtudimkare:

« Certificate File Present — yka3blBa€eT, NpucyTCTByeT /in ceptudpmkat SSL HTTP;
« Certificate Expiration Date — gaTa, O KOTOpOW cepTndnKaT AeNCTBUTENEH;
« Certificate Issuer Common Name — ums ceptudomkara.

To Get the Current HTTP SSL Certificate ...

Click the "Download” button to save the current HTTF S5L Certificate as a backup file to your FC.
To =zave the Certificate to an external TFTP server, click the TFTP radio button and enter the TFTP server information.

Download Method ® HTTP TFTR

Download

To upload a HTTP SSL Certificate from a PC or a TFTP Server ...

Browse to the location where your certificate file is stored and click the "Upload” button.
To upload from a TFTF server, click the TFTF radio button and enter the TFTF server information.

Upload Metheod ® HTTP TFTE
HTTF S5L Certificate File BrifepuTe dain | Main He soibpaH

Upload

To Get the Current HTTP SSL Certificate — B faHHOM pa3gene BbiNoNHAeTCS coxpaHeHune Tekyuiero HTTP SSL
cepTudmkaTta, KOTopbIi B AasibHelLLIEM MOXET 6bITb MCNOb30BaH Kak backup-haiin:

Download Method — meToa coxpaHeHua HTTP SSL ceptudmkara:
« HTTP - dpaiin 6yaet coxpaHeH no HTTP Ha komnbtoTep;
* TFTP - ceptudpmkar 6yaet coxpaHeH Ha TFTP-cepBepe, npy ykasaHnn 3Toro cnocoda Hy>Ho
3anosiHUTbL cneyroLme nons:
« HTTP SSL Certificate File — nmsi dpaiina ceptudukaTta, 3a4aeTcsi CTpoka Ao 256 CMMBO/IOB.
« Server IP — IPv4- unun IPv6-agpec TFTP-cepBepa, KOTOpbIin 6yAeT MCNoNb30BaTbCA AN
3arpysku goann.

Haxxmute Ha kHonky «Download» ons coxpaHeHus canna HTTP SSL ceptudmnkarta.

To upload a HTTP SSL Certificate from a PC or a TFTP Server — B pa3faene BbINONHAETCA 3arpy3ka caiina
HTTP SSL Certificate:

Upload Method — meTop 3arpy3ku thaiina HTTP SSL ceptudmkara:
* HTTP - no HTTP, npu ykazaHun 3Toro cnocoba HaxmuTe KHOMKy «Bblbepute daiiny, ykaxuTe
dhalin, KOTOpPbIV HYXXHO 3arpy3nTb Ha YCTPOICTBO;
* TFTP - uepe3 TFTP-cepBep, Npu yKazaHuy 3TOro cnocoba HyXHO 3anosiHUTb creayroLue nons:
« HTTP SSL Certificate File — nmsi dpaiina ceptudmkaTta, 3aaeTcsi CTpoka Ao 256 CMMBO/IOB.
« Server IP — IPv4- unun IPv6-agpec TFTP-cepBepa, KOTOpbIin 6yAeT MCNoNb30BaTbCA AN
3arpysku goan.

HaxmunTte Ha kHonKy «Upload» ansa 3arpysku ¢paiina Ha yCTpOCTBO.
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4.6.3 MNopgmMeH «SSH»
B nogmeHto «SSH» BbINOMHAETCA HACTPOKiKa AOCTyna K yCTPONCTBY MO NpoTokKony SSH.

SSH - 6e3onacHbIin NPOTOKO/ YAA/IEHHOTO yrpasneHus yctpoincteamu. B otimume ot Telnet npotokon SSH
LWwnppyeT Becb Tpaduk, BkNOYas nepegaBaemble naposu.

Set 55H Status

S5H Status ¢ Enabled Disabled

Click "Update” to save the new settings.
Update

SSH Status — cocTosiHMe JoCTyna K YCTPOWCTBY Mo NpoToKosy SSH:

* Enabled — npun yctaHoBNeHHOM dhnare AOCTYN paspeLleH;
+ Disabled — npu yctaHOBNeHHOM dhnare AOCTynN 3anpeLyeH.

[ns BCTynneHus B cuy HOBOW KOHUIypauum U 3aHeCceHnss HaCTPOEK B S3HEProHe3aBUCUMYI0 NaMATb
HaxxmuTe kHonky «Update».

4.6.4 MopmeHto «Telnet»
B nogmeHto «Telnet» BbINno/HAETCA HACTpolika AOCTyna K yCTPOMCTBY no npotokosny Telnet.

Telnet — npoTokon, NpegHa3HauYeHHbI AN opraHu3auun ynpaeneHns no cetu. NMo3BonsieT yaasieHHo
NOAK/THOUNTLCS K LL/IH03Y C KOMMbOTEpa A/151 HACTPOWKM 1 ynpaB/ieHus.

Set Telnet Status

Telnet Status * Enabled Disabled

Click "Update” to =save the new settings.
Update

Telnet Status — cocTosiHMe OOCTyna K yCTPOMCTBY No npotokony Telnet:

* Enabled — npun yctaHoBNeHHOM dhnare AOCTyN paspeLleH;
+ Disabled — npu yctaHOBNeHHOM dhare AOCTYN 3anpeLyeH.

[ns BCTynneHus B culy HOBOW KOHOUIypauum 1 3aHeceHnss HaCTPOeK B 3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.6.5 TopameHto «QoS»

B noameHto «QoS» HacTpavBatoTcs (DyHKLUMN 06ecrneyveHunst kadyectsa o6enyxmarus (Quality of Service).
HacTpoiika napametpoB QoS BbINOAHAETCH ANS KaXA0ro paavonHTepdeiica.

QoS ncnonb3yetca AN obecnevyeHns MUMHUMasIbHbIX 3aepPXeK B nepefayde faHHbIX Taknx CEPBUCOB, Kak
nepepaya ronoca no IP (VolP), Buaeo B pexviMe peasibHOro BpEMEHMW 1 APYTMX CEPBUCOB, YyBCTBUTE/bHBIX KO
BpeMeHu nepesayn AaHHbIX.
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Modify QoS queue parameters
Radio 1

EDCA Template Custom v
Queue AIFS cwMin cwMax Max. Burst
Data 0 v | |7 v g
(Woice) L 3 : 1.3
Data 1 < = - v

AF EDCA parameters (video) L - 15 3.0
Data 2 v - v
(Best Effort) |- E 15 o
Data 3 = c v v
(Background) - 15 1023 0

Wi-Fi Multimedia (WMM) * Enabled Dizabled
Queue AIFS cwMin cwMax TXOP Limit
Data 0 ¥ | = - a7
(Woice) 2 3 . !

_ Data 1 2 7 v|[15 v 04

Station EDCA parameters (Videao) -
Data 2 = - v
(Best Effort) ° 3 15 0
Cata 3 = - - =
{Background) U 15 1023 o

Mo Acknowledgement on '® Off

APSD ® On Off

Click "Update” to save the new settings.

Update

Radio — pagnouHTtepdeiic, 4ns Kotoporo 6yayT BbINO/HATLCA HACTPOVKM NapameTpoB QoS;

+ EDCA Template — wabnoH ¢ npegonpeneneHHbiMn napametpamu EDCA:

Default — HaCTPOIKM MO YMOMYAHWIO;
Optimized for Voice — onTumManbHble HACTPOIKM A/1A Nepeaaym ronoca;
Custom — nonb3oBaTesibCkMe HaCTPONKY;

* AP EDCA Parameters — Tabnmua HaCcTpOeK napameTpoB TOUKM focTyna (Tpaduk nepeaaeTcst oT TOUKM
A0CTYyNa K KNMEHTY):

Queue — npeponpefeneHHble oyepean AN pasIMYyHoro poga Tpaduka:

Data 0 (Voice) — BbICOKONPUYOPUTETHAsA OYepeab, MUHUMaUIbHbIE 3a4ePXKN. B faHHON ouepeam
aBToMaTnyeckn obpabaTbiBatoTCA AaHHbIe, YyBCTBUTE/bHbIE K BpeMeHU, Takune kak: VolP,
NMOTOKOBOE BUAEO;

Data 1 (Video) — BbiCOKONpUoOpUTETHAsSI ouepesb, MUHUMa/IbHbIE 3a[iepXKn. B AaHHOI ouepeau
aBToMaTnyeckn obpabaTbiBatoTCA BUAEOAaHHbIE, YYBCTBUTE/bHbIE K BDEMEHU;

Data 2 (best effort) — cpegHenpuopuTeTHasi o4epeab, CPELHSIA NPONYCKHAst COCOBHOCTbL 1
3aZepxka. B gaHHylo ouepefb oTrnpaBnseTca 60/bWMHCTBO TPaAULMOHHBIX |P-gaHHbIX;

Data 3 (Background) — H/3KONPUOPUTETHAA OYepeb, BbiCOKasi NPOMyCckHasi CNOCOBHOCTb.

AIFS (Arbitration Inter-Frame Spacing) — onpeaensieT Bpemsi oxugaHus kagpos (ppeiimoB)
[aHHbIX, U3MepsAeTCs B cnoTax, NpuHUMaeT 3HaveHus (1-15);

cwMin — Ha4Ya/lbHOEe 3HaYeHne BPeMEHN OXMAaHUa nepes NoBTOPHON OTNPaBKON kagpa, 3agaeTcs
B MUANceKyHaax, npuHumaet 3HadeHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HaveHne cwMin
He MOXET npesblwaTb 3HavyeHne cwMax;
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+ cwMax — MakcMMasibHOe 3HaYeHVe BpeMeHn OXuaaHusa nepes noBTOPHOW OTNpaBKoW Kaapa,
3afaeTcs B MUNMCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax 4o/MKHO ObITb 60/bLUe 3HaYeHns cwMin;

* Max. Burst — napamMeTp UCMosib3yeTca TOMbKO A1 AaHHbIX, NepefaBaeMblX OT TOUKM AOCTyna A0
CTaHuuMK KMeHTa. MakcumasibHas AJiMHa nakerta, paspeLleHHas Ans oyepeneil B 6ecnpoBogHOM
ceTu, NpUHNUMaeT 3Ha4veHusa 0-999;

* Wi-Fi MultiMedia (WMM) — cocTosiHne pa6oTbl coyHkuum WiFi Multimedia, koTopasi no3sonsiet
ONTMMU3NPOBAaTL Nepegady MynbTMMeaunHOro Tpaduka no 6ecnpoBoAHON cpeje:

+ Enable — tpyHKUMA BKNOYEHS;

+ Disable — (hyHKUMA BbIK/IOYEHS,

« Station EDCA Parameters — Tabnvua HaCTpPOEK NapameTpoB CTaHuuM KneHTa (Tpadvk nepegaercsa ot
CTaHUMW KNIMeHTa A0 TOYKM AOCTYNa):

+ OnucaHue napametpoB Queue, AIFS, cwMin, cwMax npnBefeHO BbILLE,;

* TXOP Limit — napamMeTp MUCMNosib3yeTCA TOMIbKO AN AaHHbIX, NepefaBaeMbiX OT CTaHUMM KNneHTa
[0 TOYKM AocTyna. Bo3MOXHOCTb Nepefayn — MHTepBasl BpEMEHU, B MUIJINCEKYHAAX, Koraa
knueHTckas WME-cTaHums umeeT npaBa UHMLMNPOBATL Nepegady AaHHbIX N0 6eCnpoBOAHON
cpefe K Touke A0CTyna, MakcumasibHoe 3HavyeHne 65535 munnncekyHs,

+ No Acknowledgement — npu yctaHOB/IeHHOM ¢hnare «On» Touka AOCTyna He Jo/MKHa Npu3HaBaTtb Kajpbl
QosNoAck kak 3HauyeHuVe knacca 06CyXnBaHus,

+ APSD - npwu yctaHoBneHHoM donare «On» GyAeT BKNHOUEH PEXUM 3KOHOMUN 3Heprun goctasku APSD,
KOTOpbI ABSETCA METOAOM ynpaBneHus nutaHus. JaHHbIi pexumM pekomeHayetcs, ecnv ans VolP-
TenewgoHOB AOCTYN K CETU NPeAoCTaB/IAEeTCA Yepes TOUKy AOCTyna.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMY0 NaMsaTb
HaxxmuTe kHonky «Update».
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4.6.6 lMoagmeHto «<Email Alert»

B nogmeHto «kEmail Alert» BbiNnonHAETCA HACTPOMKaA OTCbINIKM CEPBUCHON MHhopMaL MM No 3NEKTPOHHO noyTe
(Email).

Email Alert Configuration

Ermail Alert Global Configuration

Admin Mode : |up hd

From Address H |a|:l@mai|.'u |{Range: 1 - 255 characters)

Log Duration : (30 | minutes (Range: 30 - 1440, Default: 30)
Urgent Message Severity : | Alert b

Mon Urgent Severity : | Warning b4

Email Alert Mail Server Configuration

Mail Server Address smtp.mail.ru |{xxx.xxx.xxx.xxx.!Hostname max 255
Characters)
Mail Server Security : | TLSvl v
Mail Server Port H |465 |{Range: 0 - 65535, Default:25)
Username H |a|:l@mai|.'u |{Range: 1 - &4 characters)
Password H | I LYY |{Range: 1 - &4 characters)
Ermail Alert Message Configuration
To Address 1 H |admin@mai|.ru |{Range: 0 - 255 characters)
To Address 2 H | |{Range: 0 - 255 characters)
To Address 3 z | |{Range: 0 - 255 characters)
Email Subject . | Log message from AP (Range: 1 - 255
characters)
Update Test Mail

B pasgene «Email Alert Global Configuration» 3aaatTcs rno6asbHble HACTPOVKKN NSt PYHKLUN OTMPaBKU
Email-coobuieHwnii.

+ Admin Mode — cocTosiHne oyHKLMKN oTnpaBkn Email-coobLeHnii Ha Touke goctyna:
* Up — QoyHKUMS BK/THOYEHS,
* Down — (PyHKLMA OTK/IOYEHE;
* From Address — no4yTtoBbIii agpec oTnpasuTens. 3agaeTcsa cTpoka 4o 255 cMMBONOB.;
*+ Log Duration — nHTepBasibl BpEMEHUN OTNPaBKM HEKPUTUYHBIX COOOLLEHWIA. MNapameTp NpuHUMaeT
3HaveHus ot 30 go 1440. No ymonyaHuio — 30;
+ Urgent Message Severity — ypoBEHb BaXXHOCTN COOBLLEHWIA, KOTOPbIE ByAyT OTNpaB/ieHbl HEMEAIEHHO;
* Non Urgent Severity — ypoBeHb BaXXHOCTI COOOLLIEHWIA, KOTOpbIE ByAyT onpaB/eHbl B MHTEpPBasiax «Log
Duration».

B pasgene «Email Alert Mail Server Configuration» BbiInonHAETCA HAaCcTpolika NapamMeTPOB NOYTOBOrO CepBepa
N KIneHTa.

* Mail Server Address — agpec No4TOBOro cepBepa, 3agaetcs cTpoka Bmga XXX XXX XXX.XXX;

* Mail Server Security — npoToKon ayTeHTUpmKaumm Ha no4ToBoM cepsepe: Open, TLSv1. Mo ymonyaHuio
- Open;

* Mail Server Port — HOmep nopTa No4YTOBOro cepsepa. MNapameTp npuHMMaeT 3HadeHns ot 0 go 65535. Mo
ymonyaHuo — 25;

+ Username — nMs NOYTOBOIO KNIMEHTA, 3a4aeTcs CTpoka A0 64 CUMBOJIOB;

+ Password — naponb NOYTOBOrO K/IMEHTa, 3afaeTcs CTpoka Ao 64 CMMBO/IOB.
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B pasagene «Email Alert Message Configuration» BbinonHsieTcst HACTPOiKa NnapaMeTpoB aBapuUnHOro
COOO6LLEHNS:

+ To Address 1 — agpec nepBoro nosay4varens CoobLeHniA;
+ To Address 2 — agpec BTOPOro nosay4varenst CoobLweHniA
+ To Address 3 — agpec TpeTbero nosyyaresnisa COo6LEHWIA;
+ Email Subject — TekcT B Teme nucbma.

[ns oTnpaBky TECTOBOro COOBLLEHMSA HAXXMUTE KHOMNKY «Test Mail».

[ns BCTynneHus B cuy HOBOW KOHOUIypauum 1 3aHeCeHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

4.6.7 MNMopgmeHo «LLDP»

B nogmeHto «LLDP» BbINonHsieTca HacTpoiika pa6oTbl npoTtokona LLDP (Link Layer Discovery Protocol).

LLDP Configuration

LLDP Mode @ Epzpled Disabled
T¥ Interval |30 (Range: 5 - 32768 =zec, Default: 30 zec)
POE Priority | Unknown ¥

Click "Update™ to save the new sethings.

Update

* LLDP Mode — cocTosiHne paboTbl npoTtokona LLDP:
* Enabled — npu yctaHoBneHHom conare LLDP akTuBeH;
* Disabled — npu yctaHoBneHHom chnare LLDP BbIknoYeH;
« TX Interval — uHTepBan nocbinkn LLDP-coobuieHnin. MapameTp npMHMMaeT 3HavyeHus ot 5 go 32768
cekyHg. Mo ymonuaHumto — 30 cekyHz,;
* POE Priority — npnopuTeT, nepecbinaemblii B none «Extended Power Information».

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaxkmuTe KHonky «Update».
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B nogmeHto « SNMP» BbINO/HAETCA HACTpoika ynpasneHns yctpoiictBom no SNMP.

SNMP Configuration

SNMP @ Enahbled Dizzbled

Read-only community name {for permitted SNMP get operations)
Port number the SNMP agent will listen to
Allow SMMP ==t requests

Read-write community name (for permitted SNMP set operations)
Restrict the source of SNMP requests to only the designated hosts or sub

Hostname, sddress, or subnet of Netwark Mznzgement System

IPvE hostnzme, =ddress, or subnet of Network Management System

nets

public (Range: 1 - 256 characters)

161 (Range: 1025 - 65535, Defaule: 161)

® Enablzed Diszblad

private (Range: 1 - 256 characters)
Enabled ® Disablad
(esne, e, e Hostname max 253 Characters)

:>:>:X'< L B D O B L BB '<=:>:K'.HCE'.I'I-E'HE max 235 :ﬁi?IEFE:‘

Trap Destinations

Community name

Hostname or 1P or IPvE Address

Enabled Host Tyoe SHMP version

[Range: 1 - 238 characters)

2O 0003000 }ZX'{"'{):):X HOCHHE HOOM MO0 | 3000 000 o oao: Hostname max 235 Characte "’S:'

+ SNMP — BKntoyeHve/BbIKNIoYeHWE ynpaBneHus ycTpoinctsom no SNMP:
* Enabled — npu yctaHoBneHHom dhnare SNMP akTvBeH,;
* Disabled — npu yctaHoBneHHoM donare SNMP BbIKNHOYEH;

* Read-only community name — naponb ans read-only 3anpocos, 3agaetcs cTpoka ot 1 o 256 cMMBO/10B;

* Port number the SNMP agent will listen to — Homep nopTta npunema/otnpaBku SNMP-coo6LLeHNiA.
MapameTp npuHumMmaeTt 3HadeHus ot 1025 go 65535. INo ymonuaHuio - 161,

+ Allow SNMP set requests — pa3peLwnTb/3anpetTuTb KOHQUrypuposaHue yctpoiictesa no SNMP:

* Enabled — pa3spelumTb KOHUryprpoBaHue yctpoiictea no SNMP:
* Read-write community name — naponb g/1a read-write 3anpocos, 3agaeTcsa cTpoka oT 1 4o
256 cMMBOSIOB;
* Disabled — 3anpetuTb KOHUryprpoBaHue yctpoiictsa no SNMP;

* Restrict the source of SNMP requests to only the designated hosts or subnets — npuHumats SNMP
3anpochkl TONbKO C yKa3aHHbIX agpecos, 3agaetcs IP-agpec B Buge XXX XXX XXX. XXX nnu nmsa xocrta.
Ecnwn BktoYeHO, He06X04MMO 3aMno/TIHUTbL NapameTpbl:

+ Hostname, Address, or Subnet of Network Management System — nwms, agpec wav nogcetb IPv4, n3
KOTOpOW pa3peLueHo npuHumMaTb SNMP-3anpocs;

+ IPv6 hostname, address, or subnet of Network Management System — nms, agpec uin noaceTb
IPv6, n3 koTopoi paspeLueHo npuHumats SNMP-3anpocsl.

Trap Destinations - HacTpolika otnpasku SNMP-TpanoB Ha yganeHHblin cepsep:

+ Enabled - BknioyeHne oTnpasku Tpanos,;

* Host Type - ykaxuTe, ABNSETCA NN BKIIOYEHHbIV y3en y3/10M IPv4 nnv y3nom IPv6.

+ SNMP version - BbI6op Bepcumn npotokosia SNMP;

« Community Name — BBeanTe UMs CO0OLLECTBa, 3a4aeTca cTpoka oT 1 4o 256 cMMBONOB;

* Hostname or IP or IPv6 Address - BBegnte DNS-ums nnu IP-agpec cepsepa, Ha KOTOpbI Touka gocTyna
oypet otnpasnsatb SNMP-Tpansbl.
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B nogpasnene « Debug Settings» BbiNonHseTCA HACTpoiika OTNPABKM OTNAA04UHbIX COOBLLEHNIA.

Debug Settings

Debugging output tokens

Dump sent and received SNMP packets Enzbled ® Disabled

Logs to Don't log v

Logs to specified files Jfvar/log/snmpd.log (Range: 1 - 256 characters, Default: /var/log/snmpd.log)
Logs priornty leve Emergency ¥ | (for Standart output, Standart error and File logs output)

Logs priority range From | Emergency ¥ |[to | Emergency ¥ | (only for Syslog output)

Transport upr LJuprs ¥ Tce L TCPS

Click "Update™ to save the new settings.
Update

dotll_traps (Range: 0 - 256 characters, empty string for 'no debug’, 'ALL', or
‘traps,zend’ - any tokens without spaces)

Debugging Output Tokens — naeHTMdUKATOP rPynnbl OTNAA04YHbIX COOOLLEHWIA;
Dump S ent and R eceived SNMP P ackets — BbIBOA, B N1OI COAEPXNMOTr0 NPUHMMAEMbIX 1 NepeaaBaemMbIxX
SNMP-coob6LeHwii;
Logs to — ykazaHne mecTa BblBOAa Jiora:
« Don't L og — He BbIBOAUTL /10T;
« Standart Error, Standart Output — BbIBOA B KOHCO/b;
+ File - BbIBOA B haiin;
+ Syslog — Syslog-BbiBOS;
Logs to Specified Files — ykazaHue chaiina ans BbiBoga Nnora;
Logs Priority Level — BbI6G0p YPOBHS BbIBOAVMbIX /TIOTOB, YKa3biBa€TCs NPV BbIBOAE 10ra B KOHCO/Tb UM
dhanin;
Logs Priority Range — yka3aHve gnanasoHa ypoBHeli noros ans Syslog-BbiBoga;
Transport — TpaHCMNOPTHbIV NPOTOKOA, UCNO/b3yeMbIn ans nepegadn SNMP-coo6LeHNIA.

[Nsi BCTYN/IEHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaxkMuTe KHonky «Update».
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4.6.9 MopgmeHto «Time Settings (NTP)»

B nogmeHto «Time Settings (NTP)» BbINno/IHSIeTCSt HACTPOIiKa /T0Ka/IbHOr0 BPEMEHW YCTPOICTBA.

Modify how the access point discovers the time

System Time {24 HR) Thu Dec & 2018 12:55:24 +07
Set Systemn Time ® Using Network Time Protocol (NTP)
Manually
NTE Server IPva/IPvE Address/Name 172.16.01 [oocaootaonaooy’ senn 100000 X0

/Haostname max 253 Ch

(reox.30ex0000.0000] o000
/Hostname max 253 Cha

- - P ; X000 XHHA T XHHK
MTP Alternative Server IPvd/IPvSs Address/Mame

(oo a0e.000.xxx]
/Hostname max 253 Characters)
Time Zons Russian Fed. Zone & {Novosibirsk; Krasnoyarsk) v

- : ; D00 M
MTP Alternative Server 2 IPwd/IPvE Address/Mame

Adjust Time for Daylight Savings

Click "Update" to zave the new ssttings.
Update

+ System Time (24 HR) — Tekyllee CUCTEMHOE BPEMS;

+ Set System Time — BbI6Op criocoba yCTaHOBKN BPEMEHMU:
+ Using Network Time Protocol (NTP) — aBTomMaTnyeckast ycTaHoBKa ¢ nomoubio NTP-npoTtokona.
* Manually - py4yHas ycTaHOBKa BPEMEHM.

ABTOMaTUYeckKas yctaHoBka ¢ nomolbto NTP-npoTtokona (BbibpaHo Using Network Time Protocol (NTP)):

« NTP Server IPv4/IPv6 Address/Name — IPv4-agpec, IPv6-agpec nnun nms xocta NTP-cepsepa.
Ecnun He ykazatb cepBep — OyeT UCMo/b30BaTbCa UMs cepBepa nostydyeHHoro B onumn DHCP;

+ NTP Alternative Server IPv4/IPv6 Address/Name n NTP Alternative Server 2 IPv4/IPv6 Address/
Name - ykaxuTte IPv4-agpeca, IPv6-agpeca nnnm nMmeHa xoctos AononHuTensHbix NTP-cepsepos.
Ecnu He yka3aTb cepBep — 6yAeT UCnosb3oBaTbCA MMA cepBepa noslyvyeHHoro B onumv DHCP.

PyyHas ycTtaHoBKa BpeMeHm (BbiGpaHo Manually):

+ System Date — ycTaHOBKa Aarthl;
+ System Time (24 HR) — ycTaHOBKa BpeEMEHM cUCTEMbI B 24-yacoBoM chopmare;

+ Time Zone — BpeMeHHas 30Ha, N0 yMO/I4aHuo yctaHoB/eHo — Russia(Moscow);
* Adjust Time for Daylight Savings — npu ycTaHOB/IEHHOM chiare BbINOHAETCA aBTOMAaTUYECKUIA Nepexos
Ha netHee BpeMs (DST). Mpwu BbicTaBNEHHOM hnare, 6yayT AOCTYMHbI CeaytoLime Nons:
« DST Start (24 HR) — ycTaHOBUTbL BPEMS NEPEXOAA HA 3UMHEE BPEMS;
« DST End (24 HR) - ycTaHOBWTb BpeMsi Nepexoja Ha JIETHEE BPeEMS;
« DST Offset (minutes) — ycTaHOBWTb pasHULly BO BPEMEHU (B MUHYTaXx).

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».
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4.7 MeHto «SNMPv3»

B meHto «SNMPv3» BbinonHsetcsa HacTpoiika SNMP npoTtokona 3 sepcuu.

4.7.1 NopmeHo «SNMPv3 Views»

PykoBogacTBo no skcniyatauum WOP-12ac

B nogmeHto «SNMPv3 Views» chopmupyeTtcs onucaHune gepesa nnv nogaepesa OID, a Takke BKIOYEHUE Nnn

NCK/IloUYEeHVE noaaepeBa U3 o63opa.

SNMPv3 Views Configuration.

oD
{max 256 characters)

Mask
{max 47 characters)

View NHame

{1 - 32 characters) Type

included T Add

SNMPv3 VIEWS |yiew-all----included----.1----
view-none----excluded----.1----

Click "Update™ to save the new settings.
Update

+ View Name — nma gepea unv noggepesa MIB, 3agaetcs cTpoka 4o 32 cMMBO/IOB;

+ Type — BK/IHOUNTb UM UCKNHOYUTL nopaepeso MIB 13 o63opa:
* included - BkOUUT;
« excluded — vcknounTs;

+ OID - ctpoka OID, onucbiBatowasn noggepeso, BKoUaemoe uiv ucknovaemoe 13 063opa, 3agaercs

CTpoKa Ao 256 cMMBOSOB;

+ Mask — macka, 3afilaeTcs B hopmare XX.XX.XX....(.) pas3mepom He 60onee 47 CUMBOJI0B, UCNOJb3YETCS A5

hopMMpoBaHUA HeobxoauMOoro nogaepesa B pamkax ykaszaHHoro OID;

* SNMPv3 Views — CN1COK CyLLECTBYIOLLMX NpaBu/l.

[ns po6asneHns npasuna HaxxMmTe KHonky «Add».

Ansa ypanexnns npasuna B none «<SNMPv3Views» BbibepuTe 3anmMcb U HOKMUTE KHOMKY «Remove».

[na BcTynneHnsa B cuny HOBOW KOHC*JI/IpraLl'VII/I N 3aHECEHNA HaCTPOEK B SHEPIOHE3aBNCUMYIO NaMATb

HaxxmuTe kHonky «Update».
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4.7.2 TogmeHto «SNMPv3 Groups»

B nogmeHto «<SNMPv3 Groups» BbINO/THAETCA (DOPMUPOBAHME Tpynn € pas/InyHbIMI YPOBHAMM 6€30MacHOCTH,
MPYMEHEHHbIMI K NpaBunamM 0630pa AepeBLEB U NoAAEePEBLEB.

SNMPv3 Groups Configuration.

Hame

i 1 Wi e e
{1 - 32 characters) Security Level Wirite Views Read Views

nofuthentication-noPrivacy ¥ || view-all T || wview-all ¥ || Add

SMMPv3 GROUPS |po--guthPriv--view-none--view-all
RW--authPriv--view-all--view-all

Click "Update” to save the new settings.
Update

* Name — vms rpynnbl, 3agaeTcsa CTpoka A0 32 CUMBOJIOB;
+ Security Level — ypoBeHb 6e30nacHOCTM A1 rpynnbl:

* noAuthentication-noPrivacy — He ucnosnb3yeTcs ayTeHTuukaumsa 1 WndpoBaHme OaHHbIX;

+ Authentication-noPrivacy — ncnonb3yeTtcst ayTeHTUGMKaLNS, HO HE NCMONb3YyeTCs WndpoBaHne
AaHHbIX. MNpn otnpaBke SNMP-coobuweHnii ansa ayteHTudmkaummn ncnonbdyetcs MDS kntod n
naporsib;

+ Authentication-Privacy — ncnonb3yetcs ayTeHTuumkaumsa n wngposaHne gaHHbix. MNpun oTnpaske
SNMP-coobLennii ana ayteHTudmnkauumn ncnonsdyerca MDS kitou/naposb, 415 wnugpoBaHns
AaHHbIX ncnonb3yetcsa DES kou/naposs;

+ Write Views — Bbl6op gepesa/nogaepesa OID, 4oCTynHOro 418 3anuncu:

+ view-all - rpynna MoxeT co3gasatb, U3MEHATb U yaansaTe 6assl MIB;

* view-none — rpynne He paspeLleHo co34aBarb, U3SMeHATb U yaanate 6assl MIB;
* Read Views — Bbl6op fepeBa/nogaepesa OID, 4OCTYMHOMO A/19 YTEHUS:

+ view-all - rpynne paspeLueH NpocMoTp 1 YTeHne Bcex MIB cpaiinos;

* view-none — rpynne He pa3speLueH NpocMoTp 1 yteHne MIB haiinos;
* SNMPv3 GROUPS — cnucok CyLeCcTBYIOLLMX Tpynmn.

[ns po6asneHns rpynnbl HOXXMUTE KHOMNKY «Add».
Ona ynanenns rpynnsl B none «<SNMPv3 GROUPS» Bbi6epuTe 3anucb U HXXMUTE KHOMKY «Remove».

[lna BCTynneHns B culy HOBOW KOHUIypaLum 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYH0 NamMsiTb
HaxxmuTe kHonky «Update».
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4.7.3 MoameHto «<SNMPv3 Users»

PykoBogacTBo no skcniyatauum WOP-12ac

B nogmeHto «SNMPv3 Users» nponcxoguT cosgaHve nosb3oBatesnieli U napaMmeTpoB UX A0CTyNa, paboTarowmx

C yCTpoicTBOM No npoTtokony SNMPv3.

SNMPv3 User Configuration.

Name
(1 - 32 characters)

Authentication Key Encryption Key
(8 - 32 characters) 18 - 32 characters)

RO YT || MD5 hd DES hd Add

Group Authentication type Encryption Type

SMNMPv3 USERS

Click "Update” to zave the new =settings.
Update

Name — nma nonb3oBarens, 3afaeTcs cTpoka 4o 32 CMMBOJIOB;
Group — rpynna, cozgaHHasa B nogMmeHo «SNMPv3 Groups»;
Authentication type — Tun ayTeHTudmkaumm ans ncnonb3osaHma SNMP-3anpocos:
+ MD5 — TpeboBaTtb NPoOBEPKY NOANMHHOCTM no anroputMmy MD5S ans SNMPv3-3anpocos
nosb3oBartesis;
+ None — npu nepegaymn SNMPv3-3anpocoB OT AaHHOro nosib30oBartesisi He TpebyeTcs
ayTeHTUdmnKauus;
Authentication Key — kntou ayTeHTUdMKaLmm, 3a4aeTca CTpoka oT 8 4o 32 cMMmBONOB. Vicnonb3yeTcs,
ecnu B none «Authentication type» Bbibpatb 3HaueHne «MD5»,
Encryption Type — T1n WnMdpoBaHnS:
+ DES - vcnonb3oBatb asiroput™ WwndgposaHns DES ana SNMPv3-3anpocoB nosnb3oBarerss;
* None - npu nepegaun SNMPv3-3anpocoB OT faHHOro nosib3oBartesis lWdpoBaHne He TpebyeTcs;
Encryption Key — ko4 lWingppoBaHns, 3agaeTca cTpoka oT 8 4o 32 cMMBO/OB. VICNo/b3yeTcs, ecnv B
none «Encryption Type» Bbl6paTtb 3Ha4YeHne «DES».

[nsi no6aBNeHVs Nob30BaTENS HAXKMUTE KHOMKY «Add».

[nsa ynaneHns nonb3oatens B nose «SNMPv3 USERS» Bbi6epuTe 3anncb 1 HOXXMUTE KHOMKY «Removey.

[Nsi BCTYN/IEHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHeCEHNS! HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh

HaxkmuTe KHonky «Update».
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4.7.4 NMopmeHo «SNMPv3 Targets»

PykoBogacTBo no skcniyatauum WOP-12ac

B nogmeHtio «SNMPv3 Targets» BbINO/IHAETCS HACTPOKa OTNpaBKM TpanoB OT YCTPONCTBA Ha onpefeneHHbIi

IP-agpec, nopt UDP 1 nonb3oBarens.

SNMPv3 Targets Configuration.

IPwdiIPvE Address (oo, oo oo

Port (1 - 65535) Users
AR R R R R M R K )

SNMPw3 TARGETS

Click "Update”™ to save the new settings.
Update

* IPv4/IPv6 Address — agpec IPv4 nnu IPv6, Ha KoTopbIin 6yayT oTnpas/ieHbl Tparnbl;
* Port — nopt UDP, Ha koTOpbIi 6yayT OTnpas/ieHbl Tpansl. NMapameTp npuHMMaeT 3HayeHus ot 1 o

65535;
*+ Users — umsa nosb30Baresisi, KOTOPOMy O6yAyT OTnpaB/IeHbl Tpansbl.

[ns no6asneHnsa npasuia OTNPaBKM TpanoB HAXXMUTE KHOMKY «Add».

[na ynaneHns npasusna otnpasky Tpanos B rnosie «SSNMPv3 TARGETS» BbibepuTe 3anmcb 1 HAOXMUTE KHOIMKY

«Remove».

[na BCTynneHns B culy HOBOW KOHOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb

HaxxmuTe KHonky «Update».
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4.8 MeHlo «Maintenance»

MeHto «Maintenance» npegHa3HauyeHo A/19 06LLero ynpasneHns yCTPOMCTBOM: BbIrpy3Ka, 3arpy3ka, ycTaHOBKa
KOHcpurypaumm no ymosdaHuto, o6HosieHre MO, nepesarpy3ka yCTPOWCTBa, a Takke 415 onepauuii OTNaaku:
cHudpbmHra Tpadhmka, MpoXoAsLWEero Yepes ToUKy AOCTyNa U BbIrpPy3ka AnarHocTuyeckol nHhopmMauum no
YCTPOWACTBY.

4.8.1 MopameHto «Configuration»

B noameHto «Configuration» npon3soanTca 3arpy3ka 1 Bbirpy3ka KOHUrypawmm ycTpoiicTBa, a Takke copoc
YCTPOIACTBA K KOHCUTypaLmi N0 YMO/YaHKI0 1 Nepesarpy3ka ycTpoicTaa.

Manage this Access Point's Configuration

To Restore the Factory Default Configuration ...

Click "Reset" to load the factory defaults in place of the current configuration for this &F.

Reset

To Save the Current Configuration to a Backup File ...

Click the "Download™ button to save the current configuration as a backup file to your FC.
To save the configuration to an external TFTP server, click the TFTP radio button and enter the TFTP server information.

Download Method @ e TFTR

Download

To Restore the Configuration from a Previously Saved File ...

Browse to the location where your saved configuration file is stored and click the "Restore” button.
To restore from a TFTP server, click the TFTP radio button and enter the TFTP =erver information.

Upload Methad ® HTTR TFTF

Configuration File Buifepute gain | ®ain He soibpad

Restore

To Restore the Factory Default Configuration — c6poc yctpolicTBa K 3aBOACKMM HacTpoiKam.

[nsi cépoca KoHMrypaumm ycTpoicTBa K 3aBOZICKMM HACTpoikam HaxXmuTe KHomky «Reset». Mocne copoca
YCTPOIACTBO aBTOMATMUYECKU Nepe3arpy3nTcsi. Becb npoLecc 3aliMeT HECKO/TbKO MUHYT.

© Co6poc k 3aBOACKMM HAcTpoliKaM NPUBEAET K YAaNIeHUI0 BCei KOHJMrypaLuym yCTpoincTea, B TOM Y1c/e
v IP-agpeca ans AocTyna K ycTpoicTsy. Mocrie BbINo/HEHUS JaHHOI onepawuy BO3MOXHa NoTepst
CBSI31 C YCTPOWCTBOM.

To Save the Current Configuration to a Backup File - Bbirpy3ka Tekyuiei koHdurypaumm B backup dgaiin c
nocneayoLwyM ckaumBaHnem hainna Ha yaaneHHblin cepeep. Bbirpyska thaitna koHurypaumm ¢ yctpoiictea
MOXET OCYLLLEeCTB/IATLCA NocpeAcTBOM Npotokonos: HTTP n TFTP.

* Bbirpyska uepes HTTP. YctaHosuTe donar «Download Method» B 3HaueHne «HTTP». Haxmute kHomnky
«Download», B guanoroBom okHe Bbibepute nyTb A8 coxpaHeHus hainna Ha MK;

* Bbirpyska uepes TFTP. YctaHosute gonar «<Download Method» B 3HaueHne «TFTP». B none
«Configuration File» ykaxunte nms dpaiina, B KOTOpoMm 6yAeT coxpaHeHa KoHurypaums yctpoincrtea. Mims
chanina obs3arenbHO A0/MKHO coaepxaTtb paclumpeHune .xml. B none «Server IP» ykaxuTte IP-agpec TFTP-
cepBepa, Ha KOTOpoM byaeT coxpaHeH backup-thaiin. HaxxmuTe kHonky «<Download» gns Havana
BbIrPy3ku gpanna.
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To Restore the Configuration from a Previously Saved File - 3arpy3ka paHee coxpaHeHHoro gaiina

KOHGoUrypaumm Ha TouKy AocTyna. 3arpy3ka KoHurypaymm Ha yCTPOCTBO MOXET OCYLLLECTBNATLCA
nocpenctsom npotokonos: HTTP n TFTP.

© nNpu 3arpyske backup-chaiina KoHUrypaLum B yCTPONCTBE NPOU30IAAET NPUMEHEHNE BCEX
napameTpoB 13 haiina, Bkntoyass Management VLAN u IP. B cnyuae, ecnv 6yaet 3arpyxeH dain
KOHpurypaumm Apyroro yCTpoincTsa, To BCIeACTBME NpuMeHeHus vyxoro IP nnn Management VLAN
MOXEeT NponacTb CBA3b C YCTPONCTBOM.

+ 3arpyska uepe3 HTTP. YctaHoBuTe onar «Upload Method» B 3HaueHne HTTP. Haxmute «Bbibepute
dhalin» n B AnanoroBom okHe BblbepuTe NyTb K cOXpaHeHHOMY dhaiiny backup Ha MK. HaxmuTe kHomnky
«Restore» ansa Hauyana 3arpy3ku oaina KoHgurypauum B yCTPOIACTBO.

+ 3arpyska uepes TFTP. YctaHosute donar «Upload Method» B 3HaueHne TFTP. B none «Filename»
yKaxxuTe ums hainna, Kotopblin 6yaeTt 3arpyXXeH Ha ycTpoincTBo. Vims dhalina obas3aresibHO LO/HKHO
cogepxaTtb pacwmpenue .xml. B none «Server IP» ykaxute IP-agpec TFTP-cepBepa, Ha KOTOPOM
coxpaHeH backup-thaiin. Haxmute kHonky «Restore» ans Havana 3arpysku daina.

To Save the Startup Configuration to a Backup File or to Mirror file ...

To Save the Startup Configuration to a Backup File or to Mirror file

Startup Configuration
Source File Name: Backup Configuration
Mirror Configuration

Startup Configuration

Backup Configuration

Destination File Name:

Click "Update” to save the new settings.
Update

To Reboot the Access Point ...

Click the "Reboot" button.

Reboot

To Save the Startup Configuration to a Backup File or to Mirror file - Bbirpy3ka Tekyuieii KoHcpurypauum B

backup-thaiin B aHeproHezaB/cmyo NnamAaTb YCTPONCTBA M 3arpy3Ka COXpPaHEHHON KOHUrypaumm m3
9HEeproHe3aBnCMMOI NaMATN YCTPONCTBA.

+ Source File Name — umsi chaiina nctouHmka koHdurypauum (Startup nnam Backup).
* Destination File Name — nms daiina, B KOTOpbIin ByaeT 3anucaHa BblbpaHHaa KOHurypaums.

[lna BCTynneHns B culy HOBOW KOHUIypaLum 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYH0 NaMsiTb
HaxxmuTe kHonky «Update».

Rebooting the Access Point — nporpammHas nepesarpyska ycTpoincTsa.

[ns nepesarpyskn yCTPOKCTBa HaXXMUTE Ha KHOMKY «Reboot».
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4.8.2 MopmeHto «Upgrade»
B noameHio «Upgrade» BbINO/HAETCS 06HOB/IEHME U CMeHa nporpammHoro o6ecneuexus (MO) ycTpoiicTea.

B chmaunueckoii namaTy ycTporicTBa 0O4HOBPEMEHHO CoAepXunTes ABa obpasa MO. Ecniv oguH 13 o6pasos
YCTPOWCTBA BbiLIes U3 CTPOS, TO 3arpy3ka 6yAeT BbiNosiHeHa ¢ Apyroro obpasa MO. Og4HOBPEMEHHO B
YCTPOWCTBE MOXET ObITb aKTUBEH TO/IbKO OAMH 06pas.

Manage firmware

Model Eltex WOP-12ac DC
Firmware Version
Primary Image: {(Texymwana sepcua M)
Secondary Image: {Bepcnalld pesepeHora odpasa)

Switch

Upload Method @ HTTP TFTE
Mew Firmware Image ©aiin He soifpaH.
Upgrade

* Model — moaenb yCTpPONCTBa;
« Firmware Version — Bepcuda MO ycTpolicTea:
* Primary Image — Bepcusi MO akTMBHOro o6pasa (Tekylwas sepcus rNo);
+ Secondary Image — Bepcusi 1O pe3epBHOro o6pasa (He 1CNob3yeTcsl B laHHbI MOMEHT);
+ Switch — 3arpy3uTb MO ycTpoiicTBa ¢ pe3epBHOro obpasa. [Mpu BbINO/THEHUN AAHHOK onepaLmm
aKTUBHbIV 06pas nepeiiieT B pe3epBHOE COCTOSAHME, a pe3epPBHbI — B aKTMBHOE. YCTPONCTBO
aBTOMaTUYeCKN nepesarpy3nTcsi U yCTaHOBUT B KAYECTBE akTUBHOrO pesepBHoe MO.

O6HoBneHue MO ycTpoiicTtBa. Mpn 06HOBMeHMM MO ycTpoiicTBa dhaiin NPOLLUMBKIX 3arpyXaeTcs Ha
YCTPOWCTBO 1 CTAaHOBMTCA akTMBHbIM (Primary Image). MNpu 3ToM TekyLuii 06pa3 nepemelLaeTcsi Ha No3unLmi
«Secondary Image». ABTOMaTM4eCKN NPOUCXOAMT Nepesarpy3ka yCcTpoiicTBa 1 Touka AOCTyna 3arpyxaeTtcs ¢
MO, KOTOpOE COOTBETCTBYET 3arpy>XeHHOMy 06paay.

3arpyska panna NO Ha ycTpOMCTBO MOXET nponsBoanTbes yepe3 HTTP nnu TFTP-npoTokon.

3arpys3ka uepe3 HTTP. YctaHoBuTe chnar «Upload Method» B 3HaueHne HTTP. HaxxmuTe kHonky «O630p...». B
OTKpbIBLUEMCS ANANOroBoM OkHe BblbepuTe nyThb K doainy MO Ha MNMK. HaxmuTte kHonky «Upgrade» ans Hayana
3arpy3ku BblbpaHHoro gaiina NO B yCTPONCTBO.

3arpys3ka uepes TFTP. YctaHoBuTe dpnar «Upload Method» B 3HaueHne TFTP. B none «Image Filename»
yKakuTe nms dpaina Mo, KoTopsblii OyaeT 3arpyXXeH B YCTPONCTBO. MMsa dhaiina o06a3atenibHO A0MKHO
cogepxarb pacwupeHue .tar. B none «Server IP» ykaxute IP-agpec TFTP-cepBepa, Ha KOTOPOM COXpaHeH
chann MO. Haxmute kHonky «Upgrade» ans Hauyana 3arpy3ku goaina.

© B npouecce 06HoBNEHMS MO yCTPOICTBA He OTK/IKUaliTe NUTaHne YCTPOICTBA, a Takke He
0GHOBNANTE N HE MeHsINTe TeKyLlyto web-cTpaHuLy ¢ nporpecc-6apomM 0GHOB/EHUS.
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4.8.3 TMopgmeHto «Packet Capture»

B nogmeHio «Packet Capture» peaninzoBaHa BO3MOXHOCTb (DOPMMPOBAHUSA 1 BbIFPY3KWN Aamna Tpadmka ¢
OHOro 13 NHTepdeicoB yCcTpolicTBa B haiin ¢ dpopmatoM .pcap. Noce Bbibopa napaMeTpoB 3anncu gamna
Tpaduka, cTapTa 3anvcu, OCTaHOBKM 3anncy 1 BbIrpy3ku daina, famn MOXHO npoaHasim3npoBaTb
creynanbHbIMK Nporpammamu, Hanpumep, Wireshark.

Packet Capture Configuration and Settings

Click "Refrash” button to refresh the pags.
Refrash

Packet Capture Status ...
Current Capture Status Mot startad

Packet Capture Time 00:00:00
Packet Capture File Size 0 KS

Stop Capture

Packet Capture Configuration ...
Enabled Disabled

Capture Beacons L)

Promiscucus Capture L)

Client Filter Enable v

Client Filker MAC Address WLAN clisnt MAC
10:24:B3:C5:D4:EB address filtering applies

only to radio interfaces.

Click "Update" to save the new sattings.
Updat=

[N 06HOBNEHMA MH(DOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».

Packet Capture Status - B pasaene BbINOMHAETCA NPOCMOTP MHpopMaLmy o cTaTyce 3anucu gamna Tpagmka
1 BO3MOXHOCTb OCTaHOBKM MpoLiecca.

« Current Capture Status — TekyLLMi1 cTaTyc 3anucu gamna Tpadmka (3anuck 3anylieHa/ocTaHoBNEeHA);
+ Packet Capture Time — BpemMsi 3anncu gamna Tpadiunka;
+ Packet Capture File Size — pa3amep 3anncaHHoro gamna tpaguka.

[na octaHOBKM 3anucu gamna Tpadomka Haxxmmute KHonky «Stop Capture».
Packet Capture Configuration — B pa3saene BbINOMHAETCA HACTPOWKa NapamMeTpoB 3anvcy gamna Tpaduka:

+ Capture Beacons — ecnu yctaHoBneH cnar B nonoxeHue «Enabled» — 3anuceiBatb B gamn Beacon-
nakeTbl, eC/IN yCTaHoB/EH hnar B nonoxeHue «Disabled» — He 3anucbiBaTh;

* Promiscuous Capture — ecnu yctaHoBneH chnar B nonoxeHue «Enabled» — 3anuceiBatb B gamn Bce
NPUHUMaeMble pagnovHTEPdIECOM NakKeTbl, BKNOYAs NakeTbl, He nNpeAHa3HauyeHHble A1 AaHHOW TOUKM
[ocTyna;

+ Client Filter Enable — ecnu yctaHoBneH dhnar B famn 6yayT 3anmcbiBaTbCA TONIbKO Te NakeTbl, KOTOpble
NPUXOAAT OT onpefesieHHOro nonb3osartens. MNpu BKAKYEHUN AaHHOW (DYHKLUN HEOOX0AUMO 3an0/THUTh
cnepytollee none:

+ Client Filter MAC Address — MAC-agpec k1vMeHTa, Tpadvik KOTOPOro Ao/HKeH OT(IUNILTPOBbIBATLCA
B Aamn.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».
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Packet File Capture ...
Capture Interface radiol T
Capture Duration 3600 Seconds (range 10 to 3600)

Max Capture File Size 4024 KB (range 64 to 4036)

Click "Update" to save the new sstiings.
Updatz

Start File Capture

Remote Packet Capture ...

Remote Capture Port (2002 (Range:1025-65530, Default: 2002)

Click "Update" to save the new settings.
Updats

Start Remote Capture

Packet Capture File Download ...

#| Use TFTP to Download the Capture File

TFTF Server Filename apcapture.pcap

Server IP 0.0.0.0

Download

Packet File Capture — B pa3gene BbINOMHAETCA HACTPOIika NnapaMeTpoB 3anncu gamna Tpaguka:

« Capture Interface — nms nHTepdeica ycTpoicTBa, C KOTOPOro 6yaeT Npon3BOANTLCS 3anycb Aamna
Tpacuka (eth0 - GE1, wlanOvap1 — BupTyanibHas ceTb 1 Ha 6ecnpoBogHOM uHTepdelice 0);

+ Capture Duration — piMTeNbLHOCTL 3anucy gamna. MapameTp npuHumaet 3HadeHns ot 10 go 3600
cekyHA. Mo ymonyaHuio — 60 cekyHp;

* Max Capture File Size — makcuManbHbIli pasmep gamna. MNapameTp npMHuMaeT 3HavyeHus ot 64 go 4096
KB. o ymonuaHuio — 1024 KB.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMY0 NaMaTb
HaxxmuTe kHonky «Update».

[nsa Hayana 3anucu gamna Tpadgmka B dpaiia ¢ yCTaHOB/IEHHbIMM NapamMeTpaMy HaxXMuTe Ha KHonky «Start File
Capture».

Remote Packet Capture — B pasaesne BbINO/HAETCS yAa/ieHHas 3anicb gamna Tpaduka:

YcTtpoiicteo nogaepxusaet npotokon RPCAP, N03BoASOLWNIA MPOM3BOAMTL 3annchb Aamna Tpadumka ¢
NMHTepdieica yCcTPonCcTBa Ha yAaNleHHOM MallnHE B PeXNMe OHAaliH.

* Remote Capture Port — Homep NopTa, KOTOPbIA CAYXUT AN NOAKNIOYEHNS YAA/TIEHHON MaLLVHbI.
MapameTp npuHMmaet 3HadeHus ot 1025 go 65530. Mo ymonuyaHuio — 2002.

[ns BCTynneHus B cuy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOEeK B 3HEProHe3aBUCMYH0 NaMaTb
HaxxmuTe kHonky «Update».

[nsa ctapta RPCAP-cepBepa Ha yCTPOCTBE HaXKMUTe Ha KHorKy «Start Remote Capture».

Mocne ctapta RPCAP-cepBepa Ha yCTpoiCTBe, HE0OXOAUMO Ha yAANIEHHOM MaluMHE NOAKIHOUNTHLCS K TOUKE
aoctyna. na yganeHHoro nogkatodeHmsa ncnons3osats RPCAP-npoTokon, ykasaTth IP-agpec ycTpoiictea u
MOpT, yCTaHOBNEHHbI B None Remote Capture Port. Hanpymep, 3TO MOXHO BbINO/THUTL C MOMOLLbIO
nporpammbl Wireshark. 3atem, HE06x04MMO NOAY4YUTb CNCOK MHTEPKENncoB A1s CHUGMHIa OT YCTPOICTBa,
BblGpaTh OANH M3 HUX N 3aMyCTUTb CHATME AamMna C yAa/leHHOro nHTepdeiica.

Packet Capture File Download — B pa3gene BbIiNosiHAETCA BbIrpy3ka 3anMcaHHoro gaina ¢ gaMmnom tpaduika.
Bbirpyska gamna Moxet npounssogutbes yepe3 HTTP nnu TFTP-npoTokon:

* Bbiepyska yepe3 HTTP. ®nar «Use TFTP to Download the Capture File» ponxeH 6bITb CHAT. Haxkmute
kHonkKy «Download» 1 B AnanoroBom OkHe BbibepuTe NyTb A5 coxpaHeHus gamna Ha [MK;

* Bbiepyska yepes TFTP. ®naz «Use TFTP to Download the Capture File» nomkeH 6bITb yCTaHOB/EH. B
none «TFTP Server Filename» ykaxuTe nmsa paiina, B KOTOPOM 6yaeT coxpaHeH gamn Tpadvka Ha TFTP-
cepsepe. Vims dalina o6a3atenibHO LO/MKHO coaepXaTb paclumpeHmne .pcap. B none «Server IP» ykaxuTe
IP-agpec TFTP-cepBepa, Ha KOTOpbI ByaeT oTnpasneH gamn Tpadurka. HaxmuTe kHonky «Download»
ANS Havasa BbIrpy3kn gamna.
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4.8.4 TMopmeHto «Support Information»

B noameHto «Support Information» BbinonHseTCA BbIrpy3ka TekyLen nHgopmaymm oo

yCTpoiicTBe (KONM4ecTBO NamsiTH, 3anyLLeHHbIe NPOLECCHI, KOHUIypaLwus) B BUAe TEKCTOBOTO chaiina. JaHHas
NHGOPMAaLMA MOXET UCNO/b30BaTLCA /1 aHa/IM3a COCTOAHUA YCTPONCTBA, ANAarHOCTUKY, BbISIBNIEHUSA
npo6nem.

Support Information

To download the diagnostic information for support, click "Download” button.
Download

+ Download — BbIrpy3ka TekcToBoro haina B RTF-chopmate 13 yctpoiictea no npotokony HTTP Ha
KomnbloTep. Mocne HaxaTusi 4aHHOW KHOMKM NOSIBNSIETCA AManoroBoe OKHO, B KOTOPOM TpebyeTcs
yKasaTb NyTb Ha JIOKa/IbHOM KOMMbOTEPE A/15 COXpaHeHus dhaina.

4.9 MeHto «Cluster»

B meHto «Cluster» onucbiBaeTcs paboTa 1 HacTpoiKa YCTPOWCTB B pexume kractepa. Pexvm knactepa
NO3BOJISIET HACTpaMBaThb B CETU BCETO OAHY TOUKY AocTyna (MacTep), OCTaslbHble TOUKM, NPU BK/TKOYEHWUN B CETb,
6yyT Haxo4WTb B CETU MacTepa 1 KonmpoBaTtb C Hero KoHdurypawuio. B nocnegytowem npy BHeCEHUA
N3MeHeHWI B KOHOUIypaLMio O4HOWN U3 TOYEK A0CTYyNa 3TN U3MEHEHUS NPUMEHAETCA A1 BCEX TOYEK,
Haxo4daLWmMxXca B KnacTepe.

© Pexnm paboThl B KNacTepe BK/IOYEH Ha YCTPONCTBE MO YMOMYaHMIO.

© B knacTep MOXHO 06beANHNTL TOSILKO TOUKM U3 OAHOM IPYNbl:
1rpynna WEP-12ac WOP-12ac

2 rpynna WEP-2ac WEP-2ac Smart  WOP-2ac WOP-2ac SFP ~ WOP-2ac GPON

© YcrpoiicTBo MOXeT paboTaTh B KacTepe TosbKo ecniv oTkoueHsl WDS (Wireless Distribution System)
n WGB (Work Group Bridge).

© [ns pa6otsl B knactepe Management Ethernet-uHtepdieiic Bcex ToUek [0/MKEH HAaXOAUTLCA BHYTPY
OfHOW ceTn.
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MogmeHto «Access Points»

B noameHto «Access Points» BbINO/THSAETCS BK/IOUEHME/BLIK/TIOUEHNE pexmMa KnacTepa, MOHUTOPUHT
COCTOSIHWS pEXMMa U cocTaBa To4eK JO0CTyna B KnacTepe, KOH(MrypupoBaHme 6a30oBbiX NapaMeTpoB
Knactepa.

Manage access points in the cluster

Access Points... —

K

Clustered <

Clustering: | On hd 2
Access m
Points

]

>

Location MAC Address IP Address Cluster-Priarity Cluster-Controller
floor_2 EB8:28:C1:C1:27:60 192.168.0.135 255 yes
floor_1 AB:F9:4B:B7:8B:C0O 192.168.0.58 0O no

Click "Refresh” button to refresh the page.
Refresh

B nepBom 6/10Ke HACTPOVKM BbINOTHAETCA MPOCMOTP COCTOSAHUA PaboThl klacTepa 1 3anyck/octaHoBKa
paboTbl yCTPONCTBA B AHHOM pPEeXMME.

Clustering — pexvm paboTbl knactepa:
+ Off — xnacTep BbIK/IHOYEH;
+ On — KnacTep BK/IOYEH,;
+ SoftWLC — knacTep BbIK/IHOUEH, pexuM ans pabotsl ¢ SoftWLC.

B Tabnuue npuBoaMTCSt CNMCOK TOUEK A0CTYNa, HaxoAaLmMxcs B 0AHOM KnacTtepe. Vicxoas u3 nHdopmMaumm,
npeacTaBneHHol B Tabnuue, MOXHO y3HaTb:

Location — onucaHune m3n4eckoro MecTono/IOKEHUSA TOUKN JOCTYrNa. 3an0/IHAETCA Ha KaX4ol Touke
Aoctyna agmuHuctpatopom B pasgene «Clustering Options»,

MAC Address — MAC-agpec Toukun AOCTyna, HaXOAsLWENCS B KnacTepe;

IP Address — IP-agpec TO4KM fOCTyna, Haxo4saLWencs B knactepe;

Cluster-Priority — npuopuTeT TOYKM JOCTYNa B kactepe. Touka A0oCTyna C MakCUMasibHbIM 3Ha4YeHNeM
[laHHOro napameTpa ctaHoBUTCA Master-Toukoit. MapameTp ycTaHaB/IMBaETCH Ha KaXAoW ToUuke gocTyna
agMuHucTpatopom B pasgene «Clustering Options». Ecnu napameTp He ycTaHOB/eH, Master-Toukoii B
Knactepe CTaHOBUTCSH TOYKa AOCTyna ¢ HaumeHbLlIMM 3HayeHnem MAC-agpeca;

Cluster-Controller — napameTp, yka3sblBatoLuii Kakas Touka [OCTyna AB/SETCA B JaHHOM Knactepe
Master-Toukoii. MapameTp MOXEeT NpUHMMaTh 3Ha4YEeHNS: yes — Touka ABnseTcsa Master-Toukoit; no —
Touka He siBnsieTcs Master-ToukoiA.

[na BCTynneHns B culy HOBOW KOHUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEProHe3aBNCMMYHO NaMsiTb
HaxxmuTe kHonky «Update».

[N 06HOBNEHMA MH(POPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refreshy.
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Clustering Options — B pa3zene BbINO/HAETCS HACTPOiiKa 6a30BbIX NapaMeTPOB KiacTepa.

Clustering Options...

Enter the location of this AP.

Location: | floor_2 |

Enter the name of the cluster for this AP to join.

Cluster Name: | training |
Clustering IP Version: IPve 2 Ipva
Cluster-Priority: |255 | (Range: 0-255, Default: 0)

Click "Update™ to save the new settings.
Update

Single IP Management...

Cluster Management Address: | 0.0.0.0 (HRHXD)

Click "Update™ to save the new settings.

Update

© nNapametpbl pasgena AOCTYMHbI 418 PEAAKTUPOBAHNSA NPV YCIOBUW, YTO K/IACTEP Ha TOUKE BbIK/OYEH,
T.e. napameTtp «Clustering» npuHumaet 3HavyeHue Off.

* Location — onucaHme p3nyYecKoro pacrnosiokeHusa ToUuku goctyna. Micnonb3yeTcsa 1a 0To6paxeHus B
Tabnuuax MOHUTOPUHIa Ans yaobcTBa aHasimsa n ynpasfeHns CeTbio;

* Cluster Name — ums knactepa. Touka gocTtyna 6yaeT NnoaknyaTbCa TOIbKO K TOMY KiiacTepy, UMs
KOTOPOro nponucaHo B AaHHOM napameTpe. Mo ymonyaxuio - default;

* Clustering IP Version — ncnonb3yemas Bepcusi npotokona IP ans o6meHa ynpasnstoulein nHpopmaumei
MeXAy YCTporcTBaMu Knacrtepa;

* Cluster-Priority — npuoputeT To4YkM B KnacTtepe. MNapameTp npuHumaeT 3HaveHns ot 0 go 255. Mo
ymonyaHuio — 0. MogaepxmBaeTcs To/bKo ans IPv4-ceteil. MacTepom B kiiactepe AABMSAETCS Ta TOUKa, Y
KOTOPOW NPUOPUTET KacTepa Bbiwe. Eciv napameTp He ycTaHOB/EH, Master-Toukoi B kiactepe
CTaHOBMTCA TOYKa AOCTyna ¢ HaMMmeHblMM 3HavyeHnem MAC-agpeca.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaxkMuTe KHonky «Update».

Single IP Management — B pa3zene BbINOHAETCS YyCTAHOBKA A0MNOMHUTENBHOMO aApeca MacTepa B KacTepe.

B npouecce akcnnyatauum Master-Touka knacrtepa MOXeT MEHSITbCS, UTO 06YC/I0BNIEHO Pa3NYHbIMK
cUTyauuamu, HanpumMep, Master-Touka Bblil/ia U3 CTPOS UK B CETb GblNa A06aBneHa HoBast Touka 0CTyna ¢
60/1ee BbICOKUM NPUOPUTETOM WK MeHbLLMM MAC-aapecom. 115l TOro, YTo6bl UMETb BO3MOXHOCTh
noaxnoyeHnst K Master-Touke He3aBMCKMO OT TOTO, Kakast MUMEHHO TOUKa SIBNSIETCA HA AaHHbIA MOMEHT
mMacTepoMm, Heo6xoAMMo HasHaunTb «Cluster Management Address».

B cnyyae yctaHoBneHusi coeamHeHus no «Cluster Management Address», nonb3oBaTte/ib rapaHTMpPOBAHHO
MOJK/THYAETCA MMEHHO K TOMY YCTPOIACTBY, KOTOpPOE SIB/SIETCA MacTePOM B KnacTepe. B cny4yae cMeHbl
macTepa B knacrtepe, «Cluster Management Address» Takxe nepexoauT Ha HOBYIO TOUKY [1OCTyna.

* Cluster Management Address — yHuKanbHblii IPv4-agpec, no Kotopomy 6yaet aoctynHa Master-touka
knactepa. JaHHbIin agpec fO/MKEeH HaxoaMTbCA B NOACETU KnacTepa 1 He coBnaaarb ¢ IP-agpecom
APYrUX YCTPOWCTB, HAXOAALWUXCSA B CETU.
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Mpu ycTaHOBKe JaHHOTO NapaMeTpa Ha OfHOI ToUKe KfacTepa, BCe OCTaslbHble TOUKU, COCTOSILIME B K/lacTepe,
y3HalT 0 JAHHOI HACTPOIiKe aBTOMAaTUYECKN.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCeHnss HaCTPOEeK B 3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

Secure Join Clustering...

Secure Mode: Enabled "®' Disabled
Pass Phrase: | [ITITTTY] | (B - 63 characters)
Reauthentication Timeout: | 300 | (Sec, Range: 300 - 86400)

Click "Update™ to save the new settings.

Update

Secure Join Clustering — B pasaene BbINo/HAETCA HACTpolika 6e30NacHOCTM COeAUHEHNS KnacTepa.

© nNapameTpbl pasgena AOCTYMNHbI 418 PEAAKTUPOBAHKSA NP YC/IOBUW, YTO K/IACTEP Ha TOUKE BbIK/OUEH,
T.e. napameTtp «Clustering» npuHumaet 3HavyeHue Off.
HacTpoiikn nogaepxusBatoTcsa TonbKo ans IPv4-ceteil.

+ Secure Mode — Bkto4eHve/oTkIO4YeHNe 6e3onacHoCTM knactepa. Ecnm Enabled, To B knactep moryT
BCTaTb TOMbKO T€ TOUKN AOCTYNa, y KOTOPbIX COBNagaeT nNaposib, yka3aHHblli B none «Pass Phrasey;

+ Pass Phrase — naponb 6e30nacHOCTU knacTepa. MNaponb Ao/mKeH cogepxarb oT 8 40 63 cMMBOJIOB.
JonycTrmble CUMBO/IbI: MPOMNUCHbIE U CTPOYHbIE BYKBbI, LUIPbI U CreLmasibHble CUMBO/IbI, Takne Kak @
n#,

* Reauthentication Timeout — nepunog BpeMeHn Yepes KOTopbIli 6yAeT NponcxoanTb NOBTOPHasS
ayTeHTudgukaums. MapameTp npuHuMaeT 3HavyeHuns oT 300 go 86400 cekyHa. Mo ymonyaHumio — 300
CEKYHA,.

[Nsi BCTYN/IeHUsI B CU/Ty HOBOI KOHQOUIypaLumn 1 3aHECEHMS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaxkMuTe KHonky «Update».

4.9.2 TMopgMeHIo «Sessions»

B nogmeH1o «Sessions» BbINO/IHAETCA NPOCMOTP NapameTPOB CECCUI K/IMEHTOB, NOAK/THOYEHHbIX K TOYKaM
[0CTyna, HaxoAawWmmMes B knactepe. Kaxablil knneHT onpegensetca MAC-aapecomM 1 TOUKON A0CTyna, K
KOTOPOW OCYLLEeCTB/IAETCA ero Tekyllee noakIyeHue.

B Tabnvue MoxeT 6bITb ykazaHo MakcumyM 20 KNneHToB. MNpoCMOTPETbL BCEX K/TMEHTOB, NOAK/MHOYEHHbIX K
[aHHOW TOYKe A0oCTyna MOXHO B MeHto «Status» — «Client Associations».

Manage sessions associated with the cluster

Sessions...

You may sort the following table by clicking on any of the column names.

Display | All W Go

AP |ocation User MAC Bate (Mbps) Signal Rx Total Tx Total Error Rate
floor_1 F2:2B:5A:02:68:5E 156 27 500 454 0
floor_1 14:35:C6:15:A4:11 65 22 18 38 i}

You may restrict the number of columns displayed by selecting a field other than “all* in the choice box
above. By seleting a specific field, the table will show enly "User”, "AP Location™, "User MAC" and the
selected field for each session. Click the "Go™ button to apply the new selection.
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© BbI MOXeTe OrpaHnMunTbL KOMIMYECTBO OTOBPaXKAEMbIX CTONBLIOB B Tab/MLEe MOHUTOPYHTA, BbiGEpUTE B
none «Display» napameTp, oTNnuHbIl OT «All», 1 HaXXMUTE Ha KHOMKY «GOo».
Mpwv BbIGOPE ONpeAeneHHoro napameTpa B Tabnuue 415 Kaxaoro kameHTa 6yayT otobpaxarbes
cTon6upl: «AP Location», «<User MAC», n cton6éel, ¢ BbIbpaHHbIM NapaMeTpoM.

+ AP Location — onucaHne hrM3nyeckoro MecTornosio)XeHNs TOUKM 4OCTyna,;

+ User MAC — MAC-agpec 6ecnpoBOAHOro yCTPONCTBA K/TMEHTE;

* Rate — CKOpOCTb Nepefayn AaHHbIX MeXay TOUKOM AoCcTyna u onpeaeneHHbIM knneHTom, Mbps;
+ Signal — ypoBeHb curHana, NpyHMMaeMblii OT TOYKN AOCTYNa;

* Rx Total — obuwee KOMYEeCTBO NAKETOB, MOJTYYEHHbIX K/TMEHTOM B TEYEHME AAHHOWN ceccuu;

+ Tx Total — ob6Liee KONNYECTBO NAKETOB, NepeAaHHbIX OT K/IMeHTa B TEYEHME AaHHON ceccuy;

+ Error Rate — NpoLEHT nepeoTnpas/IeHHbIX NaKeToB.

4.9.3 lMopmeHto «Radio Resource Management»

MogmeHio «Radio Resource Management» npegHasHayeHo A/15 ynpaB/ieHns aBToMaTuyeckM BbiI6opom
KaHa10B TOYEK AocTyna.

B pexume knactepa kaxaas Touka AOCTyna ycTaHaBMBaeT HOMepa KaHasli0B, Ha KOTOPbIX paboTatoT
6nm3nexatiye ToUKM AOCTyNa B 3TOM Xe KnacTepe, a Takke Npon3BOANT CNeKTpasibHbIA aHam3
3allyMIEHHOCTM (DOHa CTOPOHHMMU TOYKaMKn AocTyna. Yepes ycTaHOBNEHHbIE MHTEPBa/Tbl BPDEMEHMW TOUKM
A0CTyna Npon3BogAT nepecyeT 06LLel cnekTpasibHOW CTPYKTYPbI cpefpbl 1 BblIGMpaloT KaHau Takum 06pasom,
4TOOGbI OH Obl1 HAVMEHee 3allyM/IeHHbIM, & TOUYKM AOCTYyNa, 061acTy NOKPbITUS KOTOPbIX NepeceKkatoTcs,
HaxoAW/ICb Ha pa3HbiX KaHanax.

Automatically manage radio resource assignments

Channel Planner ... =

Clustered =

>

Stop automatically re-assigning channels

Current Channel Assignments

192.168.0.135 EB:2B:C1:C1:27:70 B/G/N 1
192.168.0.135 EB:28:C1:C1:27:60 A/MN/AC 40
192.168.0.58 AB:F9:4B:B7:8B:D0 B/G/N 11

192.168.0.58 ASB:F9:4B:B7:8B:C0 A/N/AC 36

IP Address Radio Band Channel Status Locked

2

Access
Points

up

up

up

up

Refrash Apply

[nA TOro, 4To6bI 3aMyCTUTL NMPOLECC CNEKTPA/ILHOTO aHanu3a cpefpbl 1 Bbibopa ONTMMasILHOIO KaHasia Asis
KaoK[I0i TOUKM [OCTyNa B K/lacTepe HaKMUTe Ha KHOMKY «Start». [115 0CTaHOBKM NpoLecca HaKMUTe Ha KHOMKY
«Stop».

B tabnuue «Current Channel Assignments» NnpnBoAnNTCS TEKYLLMIA CIMCOK TOYEK AOCTyNa B Knactepe u nx
napameTpbl:

+ IP Address — IP-agpec Toukn AocTyna B KnacTepe;

* Radio — MAC-agpec pagnounHTepdelica To4kM fOCTyna B KnacTepe;

* Band — Habop cTaH4apTOB, NOAAEPKMBAEMbIX PaANONHTEPMECOM TOUKM A4OCTYNa B Knactepe Ha
OAHHbIA MOMEHT;

+ Channel — 4acTOTHbIV KaHan B KnacTepe;

+ Status — cocTosiHue paboTbl pagnovHTepdeca ToUkM AOCTyna B KnacTepe;
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+ Locked — 6nokmpoBKka CMeHbI KaHasna. MNpwv ycTaHOBNEHHOM bfiare, B MOMEHT Bbl6opa ONTUMasIbHOro
KaHana BcemMy ToukaMmn A0CTyna, AaHHbIi paguonHTepdelic 6yaeT NCNONb30BaTh NPEXHWI kKaHa Npw
nto6boM ncxofe Bbibopa ONTYMa/IbHOTO KaHasa.

HaxmunTe kHoMKy «Apply» A58 npUMeHeHUs 3MeHEeHUIA.

HaxxmunTe kHonKy «Refresh» ans o6HoBneHns gaHHbix B Tabnuue «Current Channel Assignments».

Proposed Channel Assignments { 16 seconds ago )

IP Address Radio Proposed Channel
192.168.0.135 EB8:28:C1:C1:27:70 1
192.168.0.58 AS8:F9:4B:B7:8B:D0 11
192.168.0.135 EB8:28:C1:C1:27:60 40
192.168.0.58 AB:F9:4B:B7:8B:CO 36

Advanced

Change channels if interference is reduced by at least /5% v
Refresh when access point is added to the cluster | Enable ¥
Determine if there is better set of channel settings every | 10 Minutes
Click "Update™ to save the new settings.

Update

B Ta6nuue « Proposed Channel Assignments » npuBogutcsi MHopMaLMs 0 BO3MOXHbIX 3HAYEHMSX KaHana,
Ha KOTOpbI NepenaeT pagnonHTepdgielic ToUk1 OCTyna B C/lydae 3anycka nepecyera onTyMaslbHOCTM
BblOOpa kaHasa:

+ IP Address — IP-agpec Toukun gocTyna B KnacTepe;

* Radio — MAC-agpec pagnounHTepderica ToUkM fOCTyna B KNacTepe;

* Proposed Channel — Homep KaHana, Ha KOTOpbI NepeigeT pagnonHTepdenc Toukn AocTyna B ciyvae
3anycka nepecyera onTMMasibHOCTU BblbOpa kaHana.

Advanced — B pa3gesne BbINOHAIOTCA paclUMPeHHbIe HACTPOMKU:

« Change channels if interference is reduced by at least — NPOLEHT BbIUTPbILLA B YMEHbLLEHWUN YPOBHS
Wwyma Ansa NpUHATUSA peLLeHns Nepexoia Ha Apyron kaHasl. Ecnv npy aHanuse cpefpl Touka AocTyna
06HapyXMBaEeT, YUTO NPU NEPEXOAEe Ha APYroi KaHan YPOBEHb LUyMa CHU3UTCS Ha BEIMUMHY, 60/bLLY!HO,
4yeMm yKka3aHo B JaHHOM napameTpe, TO Bbloop O6yaeT cAenaH B Nosb3y nepexofa Ha Apyroli KaHar.
[vana3oH HacTPOViKu BeMYKHbIL: OT 5% 80 75%;

+ Refresh when access point is added to the claster — npon3BoanTb NepecyeT 06LLel cnekTpasibHOM
CTPYKTYpbI CpeAbl 1 BbIGOP ONTUMa/ILHOTO KaHas1a 4151 Touek AoCTyna, eC/in K knactepy
npucoeauHSEeTCS HOBasi TOUKa AOCTynNa;

+ Determine if there is better set of channel settings every — nHTepBas1 BpEMEHU, YEPE3 KOTOPbINA
MPOVCXOANT NepecyeT 06LLEe CNEKTPa/IbHOWN CTPYKTYPbI CPeAbl U BbIGOP ONTUMasIbHOIO KaHana A1s
TOYek AocTyna.

[na BCTynneHns B culy HOBOW KOHUIypaLum 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYH0 NaMsiTb
HaxxmuTe kHonky «Update».
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Transmit Power Control ...

Start automatically re-assigning tx power

RSSI Threshold 2.4 GHz |-65  |(Range: -100..-30)
RSSI Threshold 5 GHz |70 |(Range: -100..-30)
Interval lo | (Range: 1800...86400 or 0)

Advanced

Minimal Tx Power |10 | (Range: 6...30)
Active Scan Mode o
Debug Mode
Update
Monitoring Expand

TPC statistics is not available because tpc-planner is not up

B pasgene «Transmit Power Control» Touku gocTyna, cocTosiLive B OJHOM KiacTepe, Yepes YCTaHOB/EHHbIE
VHTEPBasibl BPEMEHU NPOM3BOAAT CNEKTPa/IbHbIV aHa/M3 acpa 1 NPoM3BOAAT NepepacyeT MOLLHOCTe
BbICTaB/IEHHbIX HA TOYKaX [OCTyNa B KnacTepe TakM 06pa3oM, YTO6bl OKa3blBaTb KAk MOXHO MeHbLLe
BAVSHKSA Apyr Ha apyra. Mo ymonyaHuio onTumum3anyst NpoBoAMTCS NPU M3MEHEHKM COCTaBa Kractepa.

[nsi 3anycka npoLiecca aBToMNoACTPOVKM MOLLHOCTM [ KaX/10V TOUYKU AOCTyNa B KNacTepe HaXM1Te Ha
KHOMKy «Start». 1719 0CTaHOBKM NpoLecca HAXMUTE Ha KHOMKY «Stop».

* RSSI Threshold 2.4 GHz — nopor ypoBHsi RSSI B gnanasoHe 2.4 'y, MapameTp NPUHMMAET 3HAaYEHNs OT
-100 go -30. Mo ymonyaHuio -65;

* RSSI Threshold 5 GHz — nopor ypoBHsi RSSI B ananasoHe 5 Ty, MapameTp npuHMMaeT 3HadeHms ot -100
00 -30. Mo ymonyaHuio -70;

* Interval — nHTepBan BpeMeHN Mexay uukiamu ontummnsauun. NMapameTtp npuHuMaet 3HadeHms ot 1800
£0 86400 cekyHg. o ymonuaHuto - 0, 4To 03HAYaeT, YTO ONTUMMU3aLMSA MOLLHOCTM NpoBoauTcs 1 pas,
3areM TO/IbKO NPV U3MEHEHMM COCTaBa KnacTepa;

Advanced - B pazgene BbINOMHATCSA PacLUVPEHHbIE HACTPOIKM:

* Minimal Tx Power — MMHUMa bHbIli BbIXOAHOM YPOBEHb MOLLHOCTM TOUKKM focTyna. MNapameTp
npuH1UMaeT 3HaveHus ot 6 go 30. Mo ymonyanuio 10;

+ Active Scan Mode — npu ycTaHOB/IEHHOM chnare, MICNo/Ib3yeTCs aKTUBHbBIN PEXUM CKaHMPOBaHWS, Npu
BbIK/TIOYEHHOM — MAaCCUBHbI;

+ Debug Mode - npu ycTaHOB/IEHHOM dh/iare BK/toHaeTCs OTrpaBKka 0TNaf0uHbIX COOOLEHMI B KOHCO/b
TOYeK gocTyna.

[Nsi BCTYN/IeHUSI B CW/Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B S3HEPTOHE3aBNCUMYIO NaMSTh
HaxkMuTe KHonky «Update».

B okHe «Monitoring», nocne oKoH4YaH1si ONTUMU3aLIMI aBTONOACTPOWKM MOLLHOCTYW, MOXHO Ha6Mo4aTh
pe3ynbTaThl CKAHNPOBaHMSI BCEX TOUEK A0CTYNa B K/lacTepe, ypoBeHb BNNSHUS TOUEK APYr Ha Apyra, a Tak Xe
M3MEHEHHYI0 BbIXOAHYH MOLLHOCTb TOUEK A0CTyna.
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4.9.4 TMopmeHto «Wireless Neighborhood»

MogmeHio «Wireless Neighborhood» cogepxut Tabnuuy COOTBETCTBUS TOYEK AOCTYNa, HAXOAALLMXCA B
knacrtepe, n 6ecrnpoBOAHbIX CETEN, AeTeKTUPYEeMbIX 3TUMM YCTpoicTBaMu. [laHHas Tabnuua AeMOHCTPUpPYET,

Kakme 6ecnpoBOfHbIE CETU AETEKTUPYET KaXAas ToUKa AOCTYyna U Kakoi ypoBEHb CUrHaIa OHa OT HUX
NpYHUMAaET.

Ha ocHoBaHMM faHHOW TabnuLbl MOXHO NPOU3BECTN CNEKTPasIbHbIA aHaIn3 BCel CeTU U OLEHUTb BIUSHUE
NMOMEX Ha KaxKAyt TOUKY A0CTyna. 3TO NO3BOUT OLEHUTb NPaBUIbHOCTbL PACMOIOXKEHMSA TOYEK AOCTYyna no
TEPPUTOPUMN MOKPLITUA U YKaXKET Ha NPO6/IeMHble MECTa, B KOTOPbIX YPOBEHbL NOMEX MOXET NomMellaTb
KayeCTBEHHOMY MpefoCTaB/IEHUIO YCAYT.

View neighboring access points

Wireless Neighborhood...
Clustered

The Wireless Meighborhood table shows all access peints within range of any AP in the cluster. Cluster members who are also

"neighbors" are shown at the top of Neighbors list and identified by a heavy bar above the Network Name. The colored bars and

numbers to the right of each AP in the Neighbors list indicate signal strength for each neighboring AP. This signal strength is detected by | 2 -

the cluster member whose IP address is at the top of the column. Access
Points

Display Neighboring APs: In cluster Mot in cluster *) Both

Cluster

192.168.0.58 192.168.0.135
AB:F9:4B:B7:8B:D0 EB:28:C1:C1:27:60
Neighbors (16) ( floor_1) ( floor_2)

Eltex VAP

WGB

Nikitenko_5 o

MTSRouter_5GHz_029579

i-289

i-287

i-10-print

i-10-ent

RT-WiFi-ed4c

test test Sa wvand 9

B BepxHeli cTpoke Tab/mubl 0ToGpakeHa NHpopMaLLMs No KaXA0My paguonHTepdeiicy Touek AoCcTyna,
HaxoasALWymxcs B knacTtepe. B kpaliHem nesom cton6ue «Neighbors» pacnonoxeHa nHgopmauus no
6ecnpoBOAHbIM CETSM, KOTOPbIE BUAHbLI YCTPOCTBaM B KnacTepe.

YpoBeHb CUrHasia oT Kaxkoi 6ecnpoBOHOI CETU yKa3aH B NPaBOM BEPXHEM Yy suelikn Tabnuubl.

Ta6numua chopMupoBaHa Tak, YTo B MEPBbIX €€ CTPOKax 0To6paxatoTcsi 6ecnpoBofHbIe CeTH, 06pa3oBaHHbIe
caMuM K/lacTepoMm, Jasiee UayT MMeHa CTOPOHHUX CETEil.

MapameTp «Display Neighboring APs» HacTpanBaeT oTob6paxeHne nHpopmaumm B Tabnuue:

* In cluster — npun yctaHoBNeHHOM hnare B Tabnvue 6yaet oTobpaxarbcs nHopmMauus TOMbKO 0 TeX
6ecnpoBOAHbIX CETAX, KOTOPbIE HACTPOEHbI HA TOUKaxX AOCTYNa, HAXOAALLMXCA B KNacTepe;

* Not in cluster — npn yctaHoBNeHHOM chriare B Tabnvue 6yaet oTobpaxarbcs nHopMauus TONIbKO 0O Tex
6ecnpoBOAHbIX CETAX, KOTOPbIE HACTPOEHbI HA TOUKaX A0CTYNa, He HaXOASAWMXCS B KnacTepe

* Both — npu yctaHoBneHHOM chniare B Tabnvue 6yaet oTobpaxaTbCcsa MHopMaLnsa 0 BCEX CETSIX.
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4.9.5 MopmeHto «Cluster Firmware Upgrade»

B nogmeHto «Cluster Firmware Upgrade» MOXHO BbINO/THUTL 06HOBNEHME NporpaMmMHoro obecnedenus (MO)
Ha BCEX YCTPOWCTBax, BXOAALLMX B KnacTtep.

© NapameTpbl AAHHOTO NOAMEHIO AOCTYMHbI 4718 NPOCMOTPA U PejakTUpOBaHUA TONLKO Ha Master-Touke
Knactepa.

Mpun o6HOBMEHUN MO yCTPOICTB KNacTepa gainn NpoLLNBKN BYAET 3arpy>eH Ha Kaxoe yCTPOMCTBO 1
yCTaHOoB/IeH Ha no3uuumio «Primary Image». B npouecce 06HOBNEHNSI aBTOMATUYECKM BbINO/THAETCS
nepesarpyska yCTPOWCTB € 3arpy3koit MO, KoTopoe COOTBETCTBYET HOBOMY 06pa3sy. YCTaHOB/IEHHOE paHee Ha
ycTpolicTBax knactepa MO 6yaeT coxpaHeHo 1 nepemMelleHo Ha no3unumio «Secondary Image» (pe3epBHas
Bepcus MMO).

Upgrade Firmware in Cluster

Cluster Firmware Upgrade...

Members IP Address MAC Address Device Firmware Version Firmware-transfer-status
1 152.168.15.64 AB:F5:4B:B0:B5:40 WOP-12ac DC |Te|{yuj';|s| BepcHA naoy None

Upload Method: ® HTTP TFTP
Mew Firmware Image: BriGepute doain | ©ain He exibpad

Overall Upgrade Status: Mot Initialized

Start-Upgrade || Stop

Caution: Uploading the new firmware may take several minutes. Please do not refresh the page or navigate to another page while uploading the new firmware, or
the firmware upload will be aborted. When the process is complete the access point will restart and resume normal operation.

* Members — NOpsiAKOBbIA HOMEP TOYKWN AO0CTYNa, HAaXoAsLERcs B KnacTepe;

+ IP Address — IP-agpec Toukn AocTyna, Haxoosiwelics B Knacmepe;

+ MAC Address — MAC-adpec mo4ku oocmyna, Haxoosiuelcsi 8 Kracmepe;

+ Device — TN TOYKKN AOCTYNa;

* Firmware Version — Tekywas sepcua MO To4kn gocTyna,;

+ Firmware-transfer-status — ctaryc npouecca 06HOB1EHUS NPOrpamMmMHOro obecneyeHmns Ha Touke
[ocTyna;

+ Firmware-transfer-progress-bar — ctaTtyc npouecca 3arpy3ku aiisia nporpaMMHOro o6ecneyeHnst Ha
TOYKy AOCTyna.

O6HoBneHue MO ycTpoiicTB. 3arpyska thaiina MO Ha yCTPONCTBO MOXET NPOM3BOANTLCA NOCPEACTBOM
HTTP vnn TFTP npoTokonos.

3arpyska uepe3 HTTP. YctaHoBuTe chnar «Upload Method» B 3HaueHne HTTP. HaxxmuTe kHonky «O630p...». B
OTKpbIBLUEMCS ANANOroBOM OKHE BblbepuTe NyTb K Goainy MO Ha MNMK. B kpaitHeM neBOM cToNn6ue Tabnuubl
ycTaHoBUTE oiar HanpPoTMB TOYEK AOCTYNa, Ha KOTOPbIX HE06X0AMMO OOGHOBUTL NPOrpaMMHOe obecrneyeHue.
Haxmute kHonky «Start-Upgrade» ans Havana 3arpysku gaiina Ha ycTpoicTea.

3arpys3ka uepe3s TFTP. YctaHoBuTe dpnar «Upload Method» B 3HaueHne TFTP. B none «Image Filename»
yKakuTe nms dpainna Mo, kotopbiii 6yAeT 3arpyXeH Ha ycTpoicTeo. Mmsa chalina 06s3atenibHO A0/HKHO
cogepxarb pacwupeHue .tar. B none «Server IP» ykaxute IP-agpec TFTP-cepBepa, Ha KOTOPOM COXpaHeH
Goaiin NO. B kpaitHeM NeBOM CTON6LE TabNuLpl ycTaHOBUTE (har HaNpPoOTMB TOYEK AOCTYNA, Ha KOTOPbIX
Heo6xoAMMOo 06HOBUTL NPorpaMMHoe obecneveHne. Haxmute kHonky «Start-Upgrade» gns Havana 3arpy3ku
Goaina.

HaxmunTe Ha KHOMKY «Stop» Ans npepbiBaHus npoLlecca 06HOBNEHNS YCTPOCTBA.

B none «Overall Upgrade Status» oTo6paxaeTcs 0606LLEeHHbI CTaTyC npoLlecca 06HOBMNEHMS NPOrPaMMHOI0
obecneyeHs Ha Toukax gocTyna.
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© B npouecce 06HOBMEHNS MO YCTPOWCTB HE OTK/IOYATE NUTaHNE YCTPOICTB, @ TakkKe He 06HOBANTE
N He MeHANTe TekyLLyl web-CTpaHuLy ¢ nporpecc-6apom 06HOBNEHNS.

4.10 MeHto «Captive Portal»

B meHio «Captive portal» BbINoNHSETCA HACTPOIiKa nopTasa, Ha KOTOpbI NepeHanpaB/IsoTCA KNUEHTbI 415
MPOXOXAEHUSI aBTOPU3aLMM NPY NOAKMOUEHNN K CETU VIHTEPHET.

Taknm 06paszoM MOXHO, Hanpumep, nepesecty Wi-Fi ceTb B OTKPbITbIA PEXMM, CHAB LUNPpOBaHME, HO
orpaHnyuB JOCTYN K CeTeBbIM pecypcam. [MNoaknoyeHne K ceTeBbiM pecypcam byaeT peanin3oBaHo yepes web-
aBTopu3auuio.

4.10.1 MopgmeHto «Global Configuration»

B nogmeHto «Global Configuration» BbinonHseTcst HacTpoiika 06LLMX NapaMeTpoB nopTasia U MOHUTOPUHT
TEKYLLEro Konm4yecTBa Co3aHHbIX 06bLEKTOB.

Global Configuration Settings

Captive Portal Mode % Enabled Disabled

Authentication Timeout 300 (60 - 600 sec, 300 = Default)

Roaming Service URL (0 - 2048 characters)
Roaming Mo Action Timeout 720 (0 - 86400 min, 720 = Default)

Instance Count: 32

Click "Update™ to save the new settings.
Update

+ Captive Portal Mode — cocTosiHue paboTbl noptana:
+ Enabled — npun yctaHOB/IEHHOM dhiare nopTan UCNosb3yeTcs;
+ Disabled — npu yctaHOBNEeHHOM dhiare nopTtas He UCMNO/b3YyeTCs.

+ Authentication Timeout — nepnog, BpeMeHM B CEKYHAAX, B TEYEHME KOTOPOro KIMEHT MOXET BBECTU
aBTOpM3aLMOHHbIE AaHHble Ha CTpaHuLe nopTana A/1a NonyyYeHus fgoctyna Kk cetu. Ecnv nHtepsan
npeBsblLLeH, He06X0AMMO 06HOBUTL CTPAHMLY /IMG0 NOBTOPHO MOAK/IOYUTLCA K ceTu. MapameTp
npuHumaeT 3HadveHus ot 60 go 600 cekyHA. No ymonyaHuio - 300 cekyHp,

* Roaming Service URL - agpec cepsuca APB gns nogaepxkm poymuvHra B pexume hotspot. 3agaercs B
dhopmarte: "ws://host:port/path”,

* Roaming No Action Timeout — Bpems, Yepe3 KOTopoe Touka A0CTyna yaanuT yctapeBlune/HeakTUBHbIE
3anuncu o KiMeHTax B poymuHre. Napametp npuHumMaet 3HadeHmns ot 0 go 86400 muHyT. Mo ymonyaHuio -
720 MUHYT;,

+ Instance Count — ko/iu4ecmaso 3K3eMnNApPoB nNopTana, HAaCTPOEHHbIX Ha ToYKe AocTyna.

[na BCTynneHns B cuy HOBOW KOHUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYH0 NamMsiTb
HaxxmuTe KHornky «Update».
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B noameHio «Instance Configuration» co3aatoTcst nopTasibl ¥ HACTpaMBaKTCA NapaMeTpbl NOPTa/IoB.
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Instance Configuration Settings

Captive Portal Instances | Create ¥

Captive Portal Instance Parameters

Instance Name

Click "Update” to save the new settings.

Update |

(1 - 32 characters)

[na cozgaHma HoBoro noptasia B nosie «Captive Portal Instances» Heo6xoammo BbibpaTh nyHKT «Create» n B
none «Instance Name» ykasartb MMSA HOBOIO noprtasia. Vima noprana MoxeT cogepxatb oT 1 0 32 cMMBOJ0B.
[na cozgaHma noptana Haxarb kHonky «Update».

[na nepexofa k pabote ¢ noptasioMm Heob6xoauMo BbibpaTh ero ums B nosie «Captive Portal Instances»:

Captive Portal Instances

vilanObssvapl

Instance Configuration Settings

T

Instance ID:

Admin Mode
Verification

Virtuzl Portal Hame
Global Radius
Radius Accounting
Raduis Domain
Radius IP Metwark
Radius IP

Radius Backup IP 1
Radius Backup IP 2
Radius Backup IP 2
Radius Kay

Radius Backup Key 1
Radius Backup Key 2
Radius Backup Key 3
External URL

Poray Time

Session Timeout

Delete Instance

Update

Captive Portal Instance Parameters

Enabled '®

Cportal ¥

On Off
On Off

Max Bandwidth Upstream ]

Max Bandwidth Downstream L]

Click "Update” to save the new ssttings.

Disabled

(0 - 256 charactars)
(0 - 1440 min, 60 = Default)
(0 - 1440 min, 0 = Default)
(0 - 1331200 Kbps, 0 = Default)
(0 - 1331200 Kbps, 0 = Default)
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* Instance ID — Homep nopTana;

« Admin Mode — pexum paboTbl nopTana:
« Enable — Bkntoue;
* Disabled — BbIK/OYEH.

« Verification —meTof NpoBepKN NOAIMHHOCTY NO/b30BaTESIS:

+ Cportal — meTog, Npy KOTOPOM NPOBEPKY NOAJ/IMHHOCTU Nonb3oBartens Ha Radius-cepsepe
BbinonHsieT Captive Portal;
* RADIUS - ans aBTOpu3auuy nonb3oBaresb A4O/MKEH 6bITb NponucaH Ha Radius-cepsepe;
« Virtual Portal Name — nms BupTyanibHOro noptana;
*+ Global Radius — rno6anbHble HacTpoiikn aBTopm3auun no RADIUS-npoTokony:
+ Off — BbIK/TIOYEH,;
+ On — BKNtOYEH. BbI6op AaHHOro BapriaHTa OTKPbIBAET BO3MOXHOCTb pefaKkTMpPOBaHUsA CriedyoLwmx
nonei:
* Radius Accounting — npv BK/IOYEHHOM PyHKUMM ByayT OTNPaBNSATbCA COOOLLEeHNS
«Accounting» Ha RADIUS-cepBep:
* On — BKNIOYEH;
+ Off — BbIK/IIOYEH.
* Raduis Domain — gomMeH nonb3oBarens;
* Radius IP Network — Bbl6op npotokona IPv4 nnn IPvé ans goctyna Ha cepsep RADIUS;
* Radius IP — agpec ocHoBHoro RADIUS-cepBepa. Npn HegocTynHOCTM ocHoBHOro RADIUS-
cepBepa, 3anpock! 6yayT oTnpaBnsaTbCcA Ha pe3epBHble RADIUS-cepsepa;
* Radius Backup IP 1, 2, 3 — agpec pe3epBHoro RADIUS-cepBepa;
* Radius Key — naponb ans astopusaunm Ha ocHoBHoMm RADIUS-cepBepe;
* Radius Backup Key 1, 2, 3 - naponb An1a aBTopusaummn Ha pesepsHom RADIUS-cepsepe 1, 2,
3

+ External URL - agpec BHewwHero Captive Portal, Ha koTopblIii 6yaeT nepeHanpas/ieH NoNb3oBaTesb Npu
noaktyeHmm K hotspot cety;

+ Away Time — BpeMs, B TeYeHNe KOTOPOro AeiCTBUTE/IbHA 3anvcb ayTeHTU(INKaLUN Nonb3oBartens Ha
TOYKe focTyna nocsie ero guccoumnaumun. Ecim B TedeHme 3T0ro BpeMeHU K/IMEHT He npoingeT
ayTeHT1nKaumo NOBTOPHO, 3anuck ByaeT yaaneHa. MNapametp npuHnumaeT 3HaveHus ot 0 go 1440
MUHYT. o ymonyaHuio — 60 MUHyT,

+ Session Timeout — TaliMayT XWU3HU ceccun. MNMonb3oBaTelb aBTOMATUYECKN BbIXOAUT U3 NopTasa yepes
yKasaHHbIli NPOMEXyToK BpeMeHN. MNapameTp npuHmuMaet 3HaveHmns ot 0 go 1440 muHyT. Mo
ymonyaHuio 0 — TalimayT He NpYMeHseTCs;

+ Max Bandwidth Upstream — makcmasnibHasi CKOpOCTb nepegayn Tpadumka ot aboHeHTa. Mapamertp
npuH1uMaeT 3HaveHusa ot 0 go 1331200 Kéut/c. Mo ymonyaHuio 0 — 6e3 orpaHuyeHus;

* Max Bandwidth Downstream — makcMMasibHasi CKOPOCTb nepeaayun Tpadmka K aboHeHTy. MNapameTp
npuHumMaeT 3HaveHusa ot 0 go 1331200 Kéut/c. Mo ymonyaHuio 0 — 6e3 orpaHuyeHus;

* Delete Instance — ansa yaaneHus gaHHOro noprana yctaHoBuTe donar n HaxmuTe kHornky «Update».
[JedonTHble nopTasibl yAaUTb HEBO3MOXHO.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».
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4.10.3 MopgmeHto «VAP Configuration»

PykoBogacTBo no akcnnyatauum WOP-12ac

B nogmeHto «VAP Configuration» BbinosiHsieTcs npussizka noptana k BuptyasibHbiM Wi-Fi cetam VAP.

Click "Update" to save the new settings.

Update |

VAP Configuration Settings

Radio |1 v|

VAP Imstance Name

0

1

2

| wlan0Obssvap0
| wianobssvap1
| wianobssvap2
| wlanObssvap3
| wlanObssvap4
| wianobssvap5
| wlanObssvap6
| wlanObssvap7
| wianobssvaps

| wianobssvap9

v

| wlan0bssvapl0 V|

| wianobssvap11 w |

| wianobssvap12 w |

| wlan0bssvapl3 V|

| wlanObssvapl4 V|

| wianobssvap15 v |

* Radio — Homep Wi-Fi nHTepdeiica, ans KOTOPOro Npovu3BOANTCS HACTPOKaA.

B Tabnuue ans Kaxaon BUPTyasibHOM CETM Ha3HaYaeTcs nopTasl no ero MMeHN.

[na BCTynneHns B cUly HOBOW KOHUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb

HaxkmuTe KHonky «Update».
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4.10.4 NMopameHto «Authenticated Clients»

B nogmeHio «Authenticated Clients» oTo6paxaeTca CNMCOK KMEHTOB, KOTOPbIE YCNELIHO MPOLL/In
ayTeHTuguKaumo Ha noprane.

Authenticated Client List

Click "Refrash™ button to refresh the pags.
Refresh

Total Mumber of Authenticated Clients 2
MAC Address 1P Address User Mame Protocol Mode Werify Mode VAP ID Radio ID' Captive Portal ID Session Time out Away Time out Rx Packets Tx Packets Rx Bytes Tx Bytes

70:7
74:df:bf:ea:56:45 79139152546 http cportlad 1 2 k) o o o o o o

70:0d:93:c3:e0 79232566602 http cportlad 2 1 3 n] 88976 = o n] o n]

[nsi 06HOBNEHMS UHDOPMALIMM HA CTPAHULE HaXMUTE KHOMKY «Refreshy.

Total Number of Authenticated Clients — kKONM4ecTBO yCNELLIHO aBTOPU30BaHHbIX KNIMEHTOB Ha AaHHbIl
MOMEHT BpPEMEHU;

MAC Address — MAC-agpec KnneHTa;

IP Address — IP-agpec KNneHTa;

User Name — nmsa nonb3oBaTtesis, C KOTOPbIM K/IMEHT NPOLLEN ayTEHTU(INKALMIO HA nopTane;
Protocol Mode — npoTtokon, ncnonb3yemsbiii gns coeguHeHns HTTP / HTTPS;

Verify Mode — meToa aBTOpM3auun Ha noprane;

VAP ID — Homep BMpPTyanbHOI ceTy;

Radio ID — Homep paavounHTepdgeinca;

Captive Portal ID — Homep nopTana, ¢ KOTOPbIM aCCOLMNPOBAH K/TUEHT;

Session Timeout — ocTaBLUeecs BpeMS XN3HU ceccuu,

Away Timeout — ocTaBLUeecs BpeMs XN3HW 3anncn ayTeHTUgukaumm KNneHTa;

Rx Packets — KOnM4eCcTBO NPUHATLIX NAKETOB OT K/IMEHTA;

Tx Packets — kKONM4eCcTBO NepefaHHbIX KIMEHTY NaKeToB;

Rx Bytes — KonnyecTBO NnosyyeHHbIx 6ait UAP oT nonb3oBatens;

Tx Bytes — konn4yecTBo nepegaHHbIx 6ainT UAP nonb3oBartenem.

4.10.5 MopgmeHto «Failed Authentication Clients»

B nogmeHto «Failed Authentication Clients» npvBefeH CnMCOK KIMEHTOB C OLIMOKOI aBTOpM3aLMm Ha nopTane.

Failed Authentication Client List

Click "Refresh” button to refresh the page.
Refresh

Total Number of Fail Authenticated Clients 0

MAC Address IP Address User Name Werify Mode WAP ID Radio ID Captive Portal ID Failure Time

[na o6HOBNEHNs NHOPMALIMKN HA CTPaHWLE HaxkMuTe KHOMKY «Refresh».

MAC Address — MAC-agpec KIneHTa;

IP Address - IP-agpec kveHTa;

User Name — nms nonb3oBaresisi, C KOTOPbIM K/IMEHT NPOLWEN ayTeHTU(MKALMIO Ha nopTane;
Verify Mode — meToq, aBTopusauun Ha nopTase;

VAP ID — HOmep BMPTyasibHOI ceTy;

Radio ID — Homep paavouHTepdelica;

Captive Portal ID — Homep nopTtana, ¢ KOTOPbIM acCOLUNPOBAH K/IUEHT,;

Failure Time — Bpems, Korga npousoLuna owmnoka.
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411 MeHio «Client QoS»

MeHto «Client QoS» npegHasHauyeHo a1 6051ee TOHKOM HacTponkn QoS KNMeHTCKUX NOToKoB Tpaduka. Client
QoS no3BOSET HACTPOMTL MPUOPUTM3ALMIO OTAE/bHbLIX MOTOKOB Tpadmka, OrpaHNYnTb LWNPUHY NOOCHI AN1S
KaXX[0ro K/imeHTa.

4.11.1 NMopgmeHto «VAP QoS Parameters»

MoameHto «VAP QoS Parameters» no3BonsieT rnobasbHO BKIHOYMTL NCNOMb30BaHMe Bcex HacTpoek Client QoS
(Class MAP, Policy MAP, Bandwidth Limit), HasHaunTb paHHee chopMMpPOBaHHbIE NpaBMIa NPUOPUTUIALLUN
Tpadmka.

Configure Client QoS VAP Settings

Client QoS Global Admin Mode Enabled '®' Disabled

VAP QoS Default Parameters

Radio |1 v

VAP | VAPD W

Client QoS Mode *' Enabled Disabled

Bandwidth Limit Down |0 | (0 - 866700 Kbps)
Bandwidth Limit Up |0 (0 - 866700 Kbps)
DiffServ Policy Down hd

DiffServ Policy Up hd

VAP Limit Down |0 | (0 - 866700 Kbps)
VAP Limit Up lo | (0 - 866700 Kbps)

Click "Update" to save the new settings.

Update

* Client QoS Global Admin Mode — ncnonb3oaHue Client QoS Ha Bceli Touke AocTyna rnobasibHo:
« Enable — BknounTs;
+ Disabled — BbIK/IOUNTD;

* Radio — BbIGOp pagnonHTepderica, Ha KOTOpom ByaeT npon3BoanTbCA HacTpolika Client QoS;

+ VAP - BbI60Op BMPTYasibHOM TOUKM AOCTYNa, Ha KOTOpoW ByaeT npon3BoamTbes HacTpoiika Client QoS;

+ Client QoS Mode — ncnonb3oBaHue Client QoS Ha BbibpaHHO VAP:

« Enable — BknounTs;
+ Disabled — BbIK/IOUNTD;

* Bandwidth Limit Down — orpaHuyeHne LWPWHbI NOMI0CI NPOMYCKaHMsA OT TOUYKM AOCTyNa K KaXaoMy
KNWEeHTY, KouT/c. MapameTp npmHMMaeT 3HavyeHus oT 0 go 866700 k6uT/c. Ecnn HasHaveH 0, To
orpaHuyeHvie Nosockl NPonyckaHns He NpumeHsieTcs. Jllob6oe HeHy/leBoe 3HaYeHne oKpyrnseTcs 4o
BE/IMYMHbI, KpaTHOI 64 KOUT/C;

+ Bandwidth Limit Up — orpaHnyeHne WnpunHbI NO0ChI MPOMNYCKaHUS OT KaXXA0ro KNneHTa Ao TOUKK
[0CTyna, KouT/c. MapameTp npuHMMaeT 3HavyeHus oT 0 go 866700 k6uT/c. Ecnn HasHaveH 0, To
orpaHuyeHvie Nosiockl MPoNyckaHus He NpuMeHsieTcs. Jllob6oe HeHyleBoe 3HaYeHne oKpyrnseTcs 4o
BE/IMYMHbI, KpaTHOI 64 KOUT/C;

« DiffServ Policy Down — ums npocpuns Policy, KoTopbIil AO/MKEH 6bITb MPUMEHEH K Tpadivky,
nepefaBaeMoMy B HanpaBfeHUM OT TOUYKM JOCTYNa K K/IUEHTY;,

« DiffServ Policy Up — umsi npocpuns Policy, kKoTopbIil Ao/mKeH 6bITb MPUMEHEH K TpadhvKy, nepesaBaeMomMy
B HanpaB/IeHUM OT K/IMEHTa K TOUKe 4OoCTyna.

123



PykoBogacTBo no skcniyatauum WOP-12ac

+ VAP Limit Down — orpaH14YeHune LWMPWHbI NOMOChI NPOMYCKaHWs OT TOUKU A0CTYyNa K KnneHtam (B cymme),
nogknveHHbIM K gaHHomy VAP, kéut/c. MapameTtp npuHumaet 3HadeHns ot 0 go 866700 kéut/c. Ecnn
HasHaueH 0, To orpaHmyeHne He npuMeHsieTcs. JTloboe HeHyNneBoe 3HAYEHNE OKPYINSETCA A0 BENINYMHDI,
KpaTHoW 64 K6uT/C;

+ VAP Limit Up — orpaHuyeHne LMpPVHbI MOSI0ChI NPONYCKaHWs OT K/IMEHTOB (B CYMME) 0 TOUKM A0CTYNa,
6uT/C. MapameTp npuHUMaeT 3Ha4veHuns ot 0 go 866700 K6UT/c. Ecnun HasHayeH 0, TO orpaHMyeHne He
npumMmeHsieTcs. Jlloboe HeHyeBoe 3HaYEHNE OKPYINAETCA 40 BENNYMHbI, KpaTHON 64 K6uTt/C.

[ns BCTynneHus B cuy HOBOW KOHOUIypauum 1 3aHeCeHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

4.11.2 MopmeHto «Class Map»

B nogmeHto «Class Map» BbINO/THAETCS HACTpoika knaccudurkaumm Tpaduka. Ha oCHoBe YHUKasIbHbIX
0CO6eHHOCTEel NakeToB ONpeeieHHOoro noToka Tpadvka opmupyeTcs Knacc npuHag/1eXHOCTN NakeToB K
[laHHOMY MOTOKy. B fanbHeiwem aT1oT kinacc 6yaeT UCnosb30BaH 419 onepauin npuopuTnsanumn pasnnyHbixX
NMOTOKOB, 06 bEAVHEHHbIX M0 06LLEeMY NPU3HAKY.

Configure Client QoS DiffServ Class Map Settings

Class Map Configuration

Class Map Name (1 - 31 characters)

Match Layer 3 Protocol IPyd ¥

Add Class Map

Class Map Configuration — B pasgene BbINoONHAETCA co3gaHne npodmns knaccudmkauum Tpaguka.

+ Class Map Name — vms npocunns;

* Match Layer 3 Protocol — npoTokor, no koTopomy 6yaeT npoucxoantb knaccudpnkaums (IPv4 nnu IPv6).
B 3aBMCcMMOCTM OT BbIGOpa NpoToKona 6yaeT Npen/iokeH pas/inyHblii HAbop Nosein, No KoTopbiM ByaeT
BbINOJHATLCA Knaccugurkauma Tpaduka.

[na co3gaHus HoBOro knacca Tpadvka ykaxkuTe B none «Class Map Name» umsi knacca n HakMuTe KHOMKY
«Add Class Map».
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Match Criteria Configuration

Clazs Map Mame Skype - ipvd v
Match Every
Protocol Select From List | ip v Match to Value (0 - 255)
Source IP Address (M.XM.¥) Source IP Mask (LK)
Destination IF Address (M.M.M.¥) Destination IP Mask (.00
Source Port Select From List v Match to Port (0 - 65535)
Destination Port Select From List v Match to Port |2440 (0 - 65535)
EtherType Select From List v Match to Value (0800 - FFFF)
Class Of Service (0-7)
Source MAC Address Source MAC Mask (3000 300300 200 30 0
Destination MAC Address Destination MAC Maszk (3001300 M O W )
VLAN ID (0 - 4095)
Service Type
IF DSCP Select From List v Match to Value (0-63)
IF Precedence (0-7)
IF TOS Bits (00 - FF) IP TOS Mask {00 - FF)

Delete Class Map

Click "Update” to save the new settings.
Update

Match Criteria Configuration — B pa3saene BbINnoNHSAETCA HACTpOIika KpUTepUEB ANs Knacca Tpaduka.

Class Map Name — Bbl60op knacca Tpadvka, 415 KOToporo 6yaet NPoMCXoauTb KOHUrypupoBaHme
NPU3HaKOB NPUHAAMEXHOCTU K Knaccy;

Match Every — npun yctaHoBNeHHOM dhnare Tpaduk 6yaeT OTHECEH K JaHHOMY Knaccy He3aBUCUMMO OT
cogepXaHus noneii B ero 3aronoske. Ecnu chnar He yctaHOBNEH, TO TpebyeTcs yka3aTb 3HaYeHus
HeobXxoAMMbIX Nonei Tpadumka, KOTopble AO/MKHbI ObITb COOTHECEHbI C AAHHBIM K/1acCoM;

Protocol — 3HaueHue nons Protocol B IPv4-nakeTe;

Source IP Address — 3HaueHue IP-agpeca oTnpaBuTenst NakeTa;

Source IP Mask — macka, ykasblBatoLLasa Ha 3HauMMOoCTb 61MTOB B IP-agpece, Ha OCHOBaHWMM KOTOPbIX
KnaccmuumpyeTca naker,

Source IPv6 Prefix Len — annHa npecmkca IPv6-agpeca otnpaButens;

Destination IP Address — 3HauyeHue IP-agpeca nonyyarens nakera;

Destination IP Mask — macka, yka3blBatolLiasi Ha 3HauMMoCcTb 6MTOB B IP-agpece, Ha OCHOBaHWUM KOTOPbIX
KnaccmuumpyeTca naker,

Destination IPv6 Prefix Len — pnvHa npedimkca IPv6-agpeca nonyyatens;

Source Port — nopt otnpasutens (Layer 4);

Destination Port — nopT nonyuatens (Layer 4);

EtherType — 3HaueHue nonsa EtherType, ykasbiBatoLwero Tun NpoToKoa, MCNosib3yeMoro B NakeTe;
Class Of Service — 3HaueHne nons CoS, ykasblBaloLLLEro Ha NpUopuTeT NakeTa Ha Layer 2 nakeTa;
Source MAC Address — 3HaueHne MAC-agpeca oTnpaBuTens Nakera;

Destination MAC Address — 3HayeHne MAC-agpeca nosnyyarensi nakeTa;

VLAN ID — 3HaueHune nonga VLAN B nakeTte;

IP DSCP — 3HauyeHue nonst DSCP B IP-3aronoBke nakera;

IP Precedence — 3HayeHue nons Precedence B IP-3aronoBke naketa;

IP TOS Bits — 3HaueHune nonsa TOS B IP-3aronoBke nakeTa,;

IP TOS Mask — macka, yka3blBatolliasi Ha 3HauMMoCcTb 6MTOB B none TOS, Ha OCHOBaHMN KOTOPbIX
KnaccmuumpyeTca naker,

IPv6 Flow Label — 3Ha4yeHue nons Flow Label.
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[ns ynaneHus knacca yctaHosute dpnar Hanpotus «Delete Class Map» 1 Haxxmute kHorky «Update».

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCeHnss HaCTPOeK B S3HEProHe3aBUCUMYI0 NaMsaTb
HaxxmuTe kHonky «Update».

4.11.3 MopgmeHto «Policy Map»

MoameHto «Policy Map» npefiHazHa4yeHo 471 HACTPOMKM LWMPWHBI MONOCHI NPONYyCKaHUa 1S
KnaccuuumMpoBaHHOro Mo obLLemMy Npu3Haky notoka Tpaduka, MapkmpoBaHusa npuopuTeTa AaHHOro kiacca
Tpadhmka Ha ypoBHe Layer 2 n Layer 3 (CoS, DSCP, Precedence), a Takxe A5t NPUHATKSA peLLeHnsl 0 Npomnycke
[laHHOro Tpaduka nam o ero 6710KMpPoBKe.

B nogmeHto dpopmumpyetca npodunb «Policy Map», 4na koToporo nocnegoBatesibHO Ha3HavatoTCs paHee
co3gaHHble kKnaccugmkaropbl Tpadmka «Class Map». N kax[oro knaccugukaropa ykasbliBatoTcsa onepauuu,
KOTOpble Heo6x04MMO NPOU3BECTM C AAaHHbIM TUMNOM Tpadumka.

Configure Client QoS DiffServ Policy Map Settings

Policy Map Configuration

Policy Map Name (1 - 31 characters)

Add Policy Map

Policy Class Definition

Policy Map Name Skype ¥

Class Map Name Skype v

Police Simple Committed Rate (1 - 1000000 kbps) Committed Burst (1 - 204800000 bytes)
Send

Crop

Marlk Class Of Service (0-7)

Marl IP Dscp Select From List | ef v

Marl IP Precedence (0-7)

Disassociate Class Map

Skype, Skype_src
Member Classes

Delete Policy Map

Click "Update” to =save the new settings.
Update

Policy Map Configuration — B pazgene BbinonHseTcs co3gaHue HoBoro npodcuns Policy Map.
* Policy Map Name — nvs npodguns Policy Map.

[na pobasneHusi HOBOro Npodhnis BBeAMTe UMs npodhnns B none «Police Map Name» 1 HaXXKMUTE Ha KHOMKY
«Add Policy Map».

Policy Class Definition — B pa3gene BbINno/HAETCA HACTpolika KnaccugukaTtopos Tpaduka.

* Policy Map Name — nwvs npodcuns «Policy Map», B KOTopom 6yAeT Npon3BoANTLCA AasibHelas
HacTpoiika onepauuii 4na knaccugukaTtopos Tpaduka;
+ Class Map Name — knaccudmkatop Tpaduka, paHee co3gaHHblli B nogMmeHto «Class Map».

Onepauum, KOTopble HEO6X0AMMO NPOU3BECTM C JaHHLIM TUIMOM TpadmKa:

Police Simple — ynpouwieHHasi HacTpoiiKa, NPy KOTOPOIi 3a4at0Tcs ABa NnapameTpa:
« Committed Rate — rapaHTMpOBaHHas CKOPOCTb Nnepegayv Ans AaHHOro Buga Tpadomnka;
« Committed Burst — orpaHnyeHne ckaykoB Tpadmka.
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Send — npw ycTaHOBNEHHOM chnare BCe NakeTbl COOTBETCTBYIOLLErO NOTOKa Tpadnka 6yayT nepesaHsbi,
ecnn kputepun Class Map BbINOMHAKOTCS;

Drop — npu ycTaHOB/IEHHOM (hiare Bce NakeTbl COOTBETCTBYIOLLENO NOTOKa Tpadvka 6yayT OTOpOLLEHbI,
ecnn kputepun Class Map BbINOMHAKOTCS;

Mark Class Of Service — npu ycTaHOB/NIEHHOM chiare BCe NakeTbl COOTBETCTBYHOLLIETO NOTOKA Tpadmka
6yayT MapkMpoBaTbCs 3aZaHHbIM 3HadyeHnem CoS. MapameTp npuH1UMaeT 3HadveHve ot 0 go 7;

Mark IP Dscp — npu ycTaHOB/IEHHOM dh/iare BCe NakeTbl COOTBETCTBYHLLENO NoToKa Tpadmka oyayTt
MapKMpoBaTbCA 3aAaHHbIM 3HaveHeM IP-DSCP. 3HaueHne MOXHO BbIGpaThb U3 CN1CKa UK yKasarb,
Mark IP Precedence — npu ycTaHOB/IEHHOM dh/iare BCe NakeTbl COOTBETCTBYHLLENO NoTOKa Tpadonka
6yayT MapkMpoBaTbCs 3aZlaHHbIM 3HauyeHneMm IP Precedence. MapameTp npuHumMaeT 3HadeHune ot 0 oo 7;
Disassociate Class Map — yctaHoBuTe chnar n HaxxmuTe kHonky «Update», UTobbl yaanuTb NpUBA3KY
AaHHoro Class Map v Policy Map;

Member Classes — cnucok Bcex Class Map, koTopble cBA3aHbl ¢ BbiopaHHoi Policy Map. Ecnu knacc He
CBSi3aH C NOINTUKOM, 3TO Nosie NycToe;

Delete Policy Map — yctaHoBuTe hnar n Haxmute kHonky «Update», ytobbl yganuts Policy Map,
ykasaHHyto B Policy Map Name.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.11.4 TMopmeHto «Client Configuration»

B noameHto «Client Configuration» MOXHO NpOCMOTPETL TEKyLLY KoHdMrypaumo QoS, AelicTBytoLLyto Ans
KOHKPETHOrO KNIMEeHTa, NOAK/TIOYEHHOIO K ToUKe A0oCcTyna.

QOS Configuration Status for associated clients
Station | 28:f9:4b:b2:02:36 ¥

Global QoS Mede down
Cliznt QoS Mode Disabled
Bandwidth Limit Up o
Bzndwidth Limit Down |0

ACL Type Up Mone
ACL Mame Up

ACL Type Diown Mone
ACL Name Down

DiffSer Peolicy Up

DiffServ Palicy Down

Station — BbIGOpP KNMEHTa, NOAK/IHOUYEHHOIO K TOUKE A0CTYNna;
Global QoS Mode — ucnonb3oaHue Client QoS Ha Bceli Touke gocTyna rnobasibHo:

* Up — BK/IOYEHO;

* Down — BbIK/TOYEHO.
Client QoS Mode - ncnonb3oBaHue Client QoS Ha Bbl6paHHo VAP:

« Enable — BKOYEHO;

+ Disabled — BbIKNO4EHO.
Bandwidth Limit Up — orpaHmyeHne WMprHbI NOM0Ckl TpadmKka OT KaA0ro KAMeHTa Ao TOUKM A0CTyna,
ouT/c;
Bandwidth Limit Down — orpaHu4yeHue LWMPUHbI NON0CHI TpadiuKa OT TOUKM A0CTYNA K KaXKA0MY K/TUEHTY,
ouT/c;
ACL Type Up — T1n Tpadomka OT K/IMeHTa K Touke [OCTyna, 418 KOTOporo 6yayT NpUMeEHATLCA npasuia
ACL;
ACL Name Up — nmsa npodpunsa ACL, KOTopbIi A0/MKEH ObITb NPUMEHEH K TpadiuKy, nayuemy oT KNneHTa
K TOYKe [oCTyna;
ACL Type Down — Tun Tpaduka oT TO4KM [OCTYNa K K/IMEHTY, /19 KOTOPOro 6yayT NPUMEHSITLCA nNpaBuna
ACL;
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+ ACL Name Down — nwvs npocpuns ACL, KoTopblIii A0/MKEH ObiTb NPUMEHEH K TpadunKy, NAYLLEMY OT TOUKM
[OCTYNa K KNNEeHTY;

« DiffServ Policy Up — umsi npochuns Policy, kKOToOpbIii JO/MKEH ObITb NPUMEHEH K Tpadhvky, ayLiemy ot
KNMeHTa K ToYke [OCTyna;

« DiffServ Policy Down — ums npocpuns Policy, KOTopbIil AO/MKEH 6bITb MPUMEHEH K TpadivKy, ayLiemy ot
TOYKWM OCTyNa K K/INEHTY.

4.12 MeHto «Workgroup Bridge»

4.12.1 Mopgmerto «Workgroup Bridge»

MoameHto «Workgroup Bridge» npegHasHaueHo Ans HACTPOIiKM YCTPOICTBA B peXxnme 6ecrnpoBOHOro
K/IMeHTa C UCMNOo/b30BaHMEM OAHOIO U3 6eCNpPOBOAHbLIX MHTEPAIEiCOoB.

© WGB He MOXeT 6bITb HACTPOEH, EC/IM Ha Touke HacTpoeH WDS viv BK/IIOUEH PeXxuM KnacTtepa.

© [na koppekTHoii pa6oTbl WGB Heo6xoayMo, UTo6bI Ha ToUKax A0CTyna 6bl/ia ycTaHOB/eHa
OAMHaKoBasi BEpCUsi NPOrpaMMHOro o6ecneyeHus.

Modify AP Workgroup Bridge Settings

Workgroup Bridge Mode ) up @ pown
Radio
WGE ARP-Timeout

)]

(1 - 1440 min, Default: 5)

Upstream Interface

VLAM ID 1

S5ID Upstream SSID -

Roam Threshold -75 (-39 - -1) dBm
Secunty

Connection Status |Di5connected |

Downstream Interface

Status Up Dhawn
WVLAM ID 1
551D Downstream SSID

Broadcast S5ID
Security
MAC Auth Type

Click "Update” to save the new settings. Click "Refresh™ button to refresh the page.
| Update | | refresh |

+ Workg roup Bridge Mode — BktoUYeHMEe/BbIK/TIOYEHNE peXUMa KNIMEHTA Ha nHTepdelice:
* Up — QoyHKUMOHAUT BK/HOYEH,;
* Down — (pyHKLMOHaT BbIK/THOYEH.
* Radio - BbI60Op 6€CnpoBOAHOI0 UHTEphenca, Ha KOTOPOM BK/THOYAETCHA PeXxum kiveHTa. Radio 1
paboTtaeT B guanasoHe 2.4 [Ty, Radio 2 paboTaet B gnanasoHe 5 'y,
+ WGB ARP-Timeout — Bpems Xu3Hu 3annucu B ARP-Tabnuue B pexvnme WGB. MNMapameTtp npuHumaet
3HayeHune ot 1 go 1440 MyHyT. M0 YyMOMYaHUIO — 5 MUHYT.
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Upstream Interface — HacTpolika uHTepdelica, KOTopblii ByAeT ABNSATLCA 6eCcnpoBOAHbLIM K/TMEHTOM U

noaKnryaTbCA K CTOpOHHGI7I TO4YKe AO0CTyna,

* VLAN ID - Homep VLAN, ncnonb3yembili

Ha TOuKe A0CTyna;

+ SSID — UMsi TOYKM AOCTYna, K KOTOPOI NPOUCXOANT NOAK/OUEHME;

* Roam T hreshold — MMHUMaUTbHBI YPOBEHb CUTHAA OT TOYKM AOCTYNa, NPY KOTOPOM MPOUCXOANT
NoAKNHOYEHME K TOUKE;
+ Security — pexum 6e30n1acHOCTW, HACTPOEHHbIN Ha VAP Toukn gocTyna, K KOTOpoi nponucxogut
nogxknveHne:
+ None — He ucnonb3oBaTh WMGpPOBaHNE A/1A Nepefaydn gaHHbIX. Touka OTKpbITa 41 AocTyna
JII0O0ro K/INEeHT];
« WPA Personal — pexum nogkto4eHnst K TOUKe A40CTyna C UCNo/b30BaHNEM MexaHn3Ma

6e3onacHocTn WPA-TKIP nnv WPA2-AES. Npwu BbIGope AaHHOTO pexuMa 415 peakTMpoBaHuA

6yayT AOCTYMHbI CneayroLme HacTPONKu:
v B

WPA-TKIP (¥ WPA2-AES
MFP Not Required v

Security WPA Personal

WPA Versions:

Key: | |

WPA Versions — Bepcusi ncnonb3yemoro npotokona 6esonacHoctn (WPA-TKIP nunn WPA2-AES);
MFP — HacTpolika pexunma 3alnTbl KAMEHTCKUX (PPENMOB:

+ Not Required — He ncnonb30BaTh 3aLMTY;

+ Capable — ncnonb3oBarb 3awmTy NPy HAIMYUM BO3MOXHOCTMK;

* Required — ncnonb3oBaTb 3alMTy 0683aTeNlbHO, BCE KMEHTbI A0/MKHbI nogaepxusatbe CCX5;
Key — knto4y/naposnb, He06X0AMMBIN A1 aBTOpMU3aLMm Ha TOUKe A0oCTyna.
WPA Enterprise — pexum NOAK/IOYEHNSA K TOUKE AOCTYMa C UCMOoMb30BaHWEM aBTopu3aunm u
ayTeHTMdmkaumm Ha BblwecTtosiwem RADIUS-cepBepe. Mpu BbibOpe AaHHOIo pexumMa ans
pefakTupoBaHusa 6yayT AOCTYMNHbI Cleayowme HaCTPONKM:

Security WPA Enterprise v | &)
WPA Versions: WPA-TKIP ¥ WPAZ-AES
MFP Not Required v
EAP Method * peap tls

Username | |

Password | |

WPA Versions — Bepcusa ucnonb3yemoro npoTtokona 6esonacHoctn: WPA-TKIP, WPA2-AES;
MFP — HacTpoiika pexvmMa 3awmnTbl KIIMEHTCKUX (DPeriMOB:

* Not Required — He ncNonb30BaTh 3aLMUTY;

+ Capable — ncnonb3oBarb 3awmTy NPy HAIMYUU BO3MOXHOCTMY;

* Required — ncnonb3oBatb 3aWMTy 0683aTeNibHO, BCE KNIMEHTbI AO/MKHbI nogaepxusaTtb CCXS;
EAP Method — BbI6op npoTokona ayTeHTudunkaumm (peap unu tls);
Username — nms nosnb3oBaTens, ucnosb3yemoe npu astopusauumn Ha RADIUS-cepsepe;
Password — naponb nonb3oBartesns, UCnosib3yemsblii Npu asTopusauun Ha RADIUS-cepBepe;
Connection Status — cTaTyc NOAK/OYEHUSA K TOUKe A0CTyna.

Downstream Interface - HacTpoiika nHTepdelica, BbICTynatLLEero B KaUecTBe TOUYKM AOCTyna.

Status — Bk/IlO4YeHUe/BbIKIOYEHNEe downstream-nHTepdelica:
* Up — nHTepdheinc BKIOYEH,;
+ Down — uHTepenc BbIK/OYEH.

* VLAN ID - Homep VLAN, B kKOTOpOM ByaeT nepefasaTbCsA CETEBOM TpavK 419 JaHHOW TOYKM AOCTYNa;
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+ SSID — nms 6ecnpoBOfHON ceTy;
* Broadcast SSID — BKNHOUNTL/BbIKNOUMTL BELL@aHME 6GECNPOBOAHON CETU:
+ On — BellaHmne BK/IOYEHO;
+ Off — BeLaHne BbIK/THOUEHO.
+ Security — pexvm 6e30nacHOCTV co3gaBaemoii 6ecnpoBOAHO CeTu:
* None - He ncnonb3oBaTh WWNpoOBaHME 411 Nepefayn AaHHbIX. Touka OTKpbITa 418 focTtyna
JTI0O0r0 K/INEeHTa;
« WPA Personal — pexum nogkto4yeHnst K TOUKe A40CTyna C UCNo/b30BaHNEM MexaHn3Ma
6e3onacHocTn WPA nnn WPA2. Mpun BbiGOpe faHHOTo pexnma K pefakTMpoBaHuIo AOCTYIMHbI
crefytoLme nyHKTbI:

Security WPA Personal v | =)

WPA Versions: WPA-TKIP (M weaz-AES
Key: | |

Broadcast Key Refresh Rate | o] | (Range:0-86400)

MFP ¥ Not Required Capable Required

MAC Auth Type Disabled v

« WPA Versions — Bepcusi ucnosibayemoro npoTtokona 6esonacHoctv (WPA-TKIP nunn WPA2-AES);
Ecnwu Bbi6paH WPA-TKIP, To Ans HacTpoikn 6yayT AOCTYNHbI NOMSA:

* Key — ko4/naposb, He06X0AUMbINV A1 aBTOpU3aLMmn Ha ToUuke JoCTyna;
* Broadcast Key Refresh Rate — nHTepBan BpeMeHM 06HOB/IEHMS TPYNMOBOro K/toya. MapameTtp
npuHuMaet 3HadeHmns ot 0 go 86400.

Ecnu BbibpaH WPA2-AES, To Ans HacTpoiikmn 6yayT AOCTYNHbI NOAS:

+ Key — kno4/naposnb, Heo6XoANMbIA AN aBTOpM3auun Ha ToUKe AOCTyna;
* Broadcast Key Refresh Rate — nHTepBan BpeMeHM 06HOB/IEHMS TPYNMOBOro K/toya. MapameTtp
npuHuMaet 3HaveHmns ot 0 go 86400.
* MFP — HacTpolika pexunma 3awmTbl KITMEHTCKNX hpeiiMoB:
* Not Required — He NCNOMb30BaTb 3aALMUTY;
+ Capable — ncnonb3oBarb 3awmTy NPy HAIMUYUU BO3MOXHOCTMK;
* Required — ncnonb30Bath 3almTy 06513aTesIbHO, BCE K/IMEHTbI AO/MKHbI NOAAEPXNBATb
CCXA5.

MAC Auth Type — pexum ayTeHTUmKaumm nonb3osarenei ¢ yuetom nx MAC-agpeca:

+ Disabled — He ncnonb3oBatb ayTeHTU(UKaLMO nonb3osarteneli no MAC-agpecy;

* RADIUS - ncnonb3oBaTb ayTeHTuhmkauyunio nonb3oBarenein no MAC-agpecy ¢ nomoulbto RADIUS-
cepsepa;

+ Local — ncnonb3oBatb ayTeHTUdMKauuo nosnb3osareneii no MAC-agpecy ¢ NOMOLLbHO JTIOKa/TbHOIo
cnuncka agpecos, CHOPMUPOBAHHOTO Ha AaHHOM TOUKe AoCTyna.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B 3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».
[na o6HOBNEHNS HOPMALIMKN HA CTPaHWLE HaXXKMUTe KHOMKY «Refresh».
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PykoBogacTBo no skcniyatauum WOP-12ac

B nogmeHto «Workgroup Bridge Transmit/Receive» npefcraBsneHa cratuctuka no nepegaHHomy/npuHATOMY
Tpadmky Ha uHTepgeicax, cqoopmmupoBaHHbix B pexume Work Group Bridge.

Click "Refresh” button to refresh the page.
Refresh

View transmit and receive statistics for this access point

Interface Status VLAN ID Name (SSID)
wlan0Oupstrm Associated to AP a8:f2:4b:b7:8b:c0 1 Test_AP
wlan0dwstrm up 1 Test_Clients
Transmit

Interface Total packets Total bytes
wlan0Qupstrm 275 323895

wlan0dwstrm 0 0

Receive

Interface Total packets Total bytes
wlanQupstrm 351 36370

wlan0dwstrm 0 0

[nsi 06HOBNEHMS UHDOPMALN HA CTPAHNLE HaXXMUTE KHOMKY «Refreshy.

* Interface — nms nHTepdelica;
+ Status — cTtaTyc paboTbl MHTEPQIEICA;

* VLAN ID — Homep VLAN, HazHa4YeHHOro Ha MHTepgelic;

+ Name (SSID) — nmsi 6ecnpoBOAHOI CETU, CKOHPUTYPUPOBAHHOW ANst HTepdelica.

B pasgene «Transmit» BbINO/IHAETCA NPOCMOTP CTAaTUCTUKK MO NEpPeaaHHOMY TpadomKy.

B pasgene «Receive» BbINO/THAETCA NPOCMOTP CTATUCTUKK MO NPUHATOMY TpadomKy.

* Interface — nms nHTepdelica;

- Total packets — o6Liee KoNM4yecTBo NepeaaHHbIX/MPUHATbLIX NaKETOB;
« Total bytes — o6lLee KOIMYECTBO NepefaHHbIX/NPUHSATLIX GaiiT.

131



PykoBogacTBo no skcniyatauum WOP-12ac

5 YnpaBneHune yCTPOMCTBOM C NMOMOLLIbIO KOMaHAHON CTPOKK

B gaHHOM pasgene onucaHbl pas/iyHble crocobbl NOAKIYEHNS K MHTepdielicy komaHaHol cTpoku (CLI)
TOYKM AOCTYNa, a TakKe OCHOBHbIE KOMaH/bl yNpaB/ieHns yCTpoicTBoM nocpeactsom CLI.

15 NoAKYeHUs K TOUKe AOCTYNa UCMob3yeTcst TPy cnocoba:

+ Serial port: nocnegosartenbHbIin nopT nnn COM-nopT;
+ Telnet, He6e3onacHoe NOAK/OYEHNE,;
+ SSH, 6e3onacHoe nogknoveHue.

5.1 NopakntoyeHune k CLI yepesz COM-nopt

[ns ncnonb30BaHUA 3TOrO TuNa NOAKIH0YEHUSA NePCOHa/TbHbIA KOMMNbIOTEP MO0 A0/MKEH UMETL BCTPOEHHbI
COM-nopt, NM60 [0/MKEH KOMMIeKToBaTbCs Kabenem-nepexogHmkom USB-to-COM. Ha komnbloTepe Takxe
[O/MKHAa 6bITb YCTAHOB/IEHA TEPMUHa/IbHAA Nporpamma, Hanpumep, Hyperterminal, PuTTY, SecureCRT.

Touka goctyna (nopt «Console») HaNpPsIMy0 COEANHSAETCSI C KOMMNBKTEPOM C NMOMOLLbH0 KOHCOIBHOTO Kabensi.
[nsa poctyna K KOMaHAol KOHCOMM YCTPOCTBA UCMOMb3YeTCs TEpMUHa/IbHAsA Nporpamma.

[na noakntoueHus K Touke goctyna yepe3 COM-nopt Bam noHaao06muTcst KOHCOMbHbIV kabenb RJ45-DB9 (He
BXOAWT B KOMMNJ/IEKT NOCTaBKN YCTPOICTBA).

Pacnaiika KOHcosibHOro kabena RJ45-DB9

Serial Port (RJ-45 Connector) Pin Adapter (DB-9) Pin

3 (TXD) 2 (RXD)

4 (Signaling Ground) 5 (Signaling Ground)
5 (Signaling Ground) 5 (Signaling Ground)
6 (RXD) 3 (TXD)

MpumMep UCNONMHEHUS NPUBEAEH HA CNEAYIOLLEM PUCYHKE:

123 456TE

HJ-45 DB-9

LWar 1. Mpwn nomoLm KoHconbHoro kabens coeanHute nopt CONSOLE Toukn goctyna ¢ COM-noptom
KomMmnbloTepa. 19 paboTbl KOHCONLHOTO Kabens MoryT noTpeboBaTbCcsa ApaiBepa B 3aBUCUMOCTY OT
onepaumoHHONM CUCTEMbI KOMMNbIOTEPA.

LWar 2. 3anycTuTe TepMUHa/IbHYIO NPOrpaMMy 1 co3gainTe HOBOe NOoAK/MIYeHVe. B Bbinagatowem cnucke
«MogknoyaTbes Yepes» BblibepuTe HyxHbli COM-nopT. COM-nopT (HoMep nopta) onpeaensietca
AVCneTyepom yCTpoIicTB, Hanpumep, COM4. 3agaiiTe napameTpbl nopTa coriacHo tTabnuue 5. Haxmute
KHomMkKy OK.
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Tabnuua 5 — MapameTtpbl COM-nopTa

MapameTpbl 3HaueHue
CkopocTtb COM-nopta (Baud rate) 115200
BuTtbl gaHHbIx (Data bits) 8

YeTHocTb (Parity) HeT
CtonoBble 6UTbI (Stop bits) 1
Ynpasnexue notokom (Flow control) OTCYyTCTBYET

LWar 3. Haxmute kHonky «CoepuHeHune». Nponsseante Bxog B CLI ycTpoiicTsa.
[aHHble ona Bxoga no yMonyaHuio:

+ User name: admin
+ Password: password

Mocne ycneliHoli aBTopusaLmmn Ha aKkpaHe byaeT oTobpaxartbes (MMs mouku docmyna)#,
Hanpumep, WOP-12ac# wnv Eltex WLAN AP# — 3TO 03Ha4aeT, YTO BK/IIOYEH PEXMM KOH(pMrypmpoBaHus
HacTpoeK TOYKM AOoCTyna.

© Mo ymonuanuio ckopocTs COM-nopta Toukn goctyna pasHa 115200 6ut/c. C nomoLsio web-
nHTepdpeica B pasgene «Serial Settings» Bknagku «Status» MOXHO U3MEHUTbL CKOPOCTb Ha 9600,
19200, 38400 1 57600 6uT/C.
B nHTepelice CLI gns nameHeHnsi CKOPOCTN UCNOb3yeTcs KomaHaa: set serial baud-rate <RATE>
(Hanpumep, set serial baud-rate 115200). Nocne NPUMEHEHUSI AAHHON KOMaH/bl , HEO6X0AMMO
N3MEHUTb CKOPOCTb B HACTPOMKaXxX NOAK/IYEHNS TEPMUHA/IbHOW NporpaMmbl Bawero [MK.

5.2 MopgkntoyeHne no npotokony Telnet

MoakntoueHne no npotokony Telnet sBnsieTcst 601ee yHMBepcasibHbIM N0 CPaBHEHWUIO C NOAKIYEHNEM Yepes
COM-nopT. HepgocTatok Takoro NoAkNYeHus, No cpaBHEHUIo ¢ nogxsitodeHnem yepes COM-nopT, 3ak/ioyvaeTcs
B OTCYTCTBUM COOOLLEHNI NHULMaM3aLmmn Toukm goctyna. MogknioveHne K CLI MOXHO BbINO/THUTL Kak
HernocpeACcTBEHHO B MeCTe YCTaHOBKM YCTPOWCTBA, Tak 1 C yaaneHHoro paboyero mecta yepes IP-ceTb.

[nA nogknioveHns K Touke AoCTyna nepcoHaslbHbIA KOMMNbIOTEP AO/HKEH UMETb CETEBYHO KapTy.
JlononHutenbHo notpebyeTcsi ceTeBoii kabenb (Patching Cord RJ-45) Heo6xoaMmoit AnnHbI (He BXOAUT B
KOMMEKT NOCTaBKWN YCTPOICTBA).

[nsa noaknioveHuns no Telnet MoxHO ncnonb3oBaTh Takue nporpammsl, kak PuTTY, HyperTerminal, SecureCRT.

LLar 1. MoakntounTe ceTeBoit kabens oT PoE-nopTa nHxekTopa k Ethernet-nopTy Touku gocTyna, a ceTeBoit
kabesnb oT Data-nopTa MHXeKTopa - K CETEBOIA KapTe KoMMbioTepa.

LWar 2. 3anycTtute, Hanpumep, nporpammy PUuTTY. YkaxuTte IP-agpec y3na goctyna. Ha pucyHke 10 B KauecTse
npumepa ykasaH 192.168.10.10.

+ |IP-agpec To4kM gocTyna, No ymon4aHuio yctaHosneH — 192.168.1.10;
+ TlopT, No ymonyaHuio — 23;
* Tun coegnHeHmns — Telnet.

HaxmuTe KHOMKy «CoeAuHUTLCS».
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B Hacrpoiikn PuTTY @

Pasnens:

= CeaHc CcHOBHBEIE HACTpORKK ceadca PuTTY
- XypHan

- KomMMeEHTapHiR " P n
). Tepmuran mMA xocTa unv |P-anpec) opT

A 192.168.10.10] 23

- ¥BegoMNeHA Tun coegMHEHMA:

- DcofieHHocTi @ Telmet (1 55H ") Raw "1 Rlogin () Serial 1 Cygterm
= OrHo

- BHEWHWA BUL
=

+- MNoeeneHme
- Kompoeka

- BrigeneHue P
- UseToBan cxema
- [MNepCCEInmM YoanT
- ZHEUKN
- CoemMHEHME Hoeana nanka
~ [aHHEIE
- [poKcK
- Telnet
F:]Dgil'l
+- 55H

- Sergl
C‘_."gtEITI'I

YicaxumTe dapec, K KOTOpOMY XO0THTE NOOKNHOHYATECA

1fl"rl'll:lEIEiJ'IE,‘HI-"IE CEegHCaMK

Default Settings SarpysuTs

aHITE (d)

Jil

JaKpbIEaTE OKHO MPK BbOOE:
"' Beerna ! Hukorpa @ Toneko BRY4YHYID

O MNporpamme I [ CoeaMHMTECA H B HoBomM oKHE H CmaeHa

PucyHok 30 — Telnet-nogxntoueHne B nporpamme PUTTY

LWar 3. Npownssegute Bxog B CLI ycTpolicTa.
[aHHble ona Bxoga no yMon4yaHuio:

* login: admin
+ password: password

Mocne ycneliHoli aBTopusalummn Ha aKpaHe byaeT oTobpaxatbes (MMsi moyku docmyrna)#, Hanpumep,
WOP-12ac# wnu Eltex WLAN AP# — 3T0 03HA4aeT, YTO BK/THOUYEH PEXUM KOHDMUIYPUPOBaHUS HACTPOEeK
TOYKM gocTyna.

5.3 MopgkntoveHme no npokony Secure Shell

MogakntoyeHne no npotokony Secure Shell (SSH) cxoxe No yHKUMOHAIbHOCTU C NOAKOUYEHNEM MO NPOTOKONY
Telnet. B ot/imume ot Telnet, Secure Shell wndpyeT Becb Tpaduk, BkIovas naponun. Takum o6pasom
obecneunBaeTcs BO3MOXHOCTb 6€30MacHOro yaasieHHOro NoAKNIYeHUs No Nyo6/myHbIM IP-ceTam.

[ns nogknioyeHns K y3y AocTyna nepcoHaslbHbIA KOMMNbIOTEP AO/HKEH NMEThL CETEBYIO KapTy. Ha koMnbloTepe
[OMKHa 6bITb YCTaHOB/IeHa nporpamma SSH-knuneHT, Hanpumep, PUTTY, HyperTerminal, SecureCRT.
JoononHutensHo notpebyetcsi ceTeBoii kabenb (Patch Cord RJ-45) Heo6xoavMoli a/ivHbl (He BXOAUT B
KOMM/IEKT NOCTaBKWN YCTPOICTBA).

LLar 1. MogkntounTe ceTeBoii kabenb oT PoOE-nopTa nHxektopa k Ethernet-nopty Toukn AocTyna, a ceTeBoit
kabenb oT Data-noprta MHXeKTopa - K CETEBOI KapTe KoMMbtoTepa.
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LWar 2. 3anyctute, Hanpumep, nporpammy PUuTTY. YkaxuTe IP-agpec y3na goctyna. Ha pucyHke 11 B kauecTBe
npumepa ykasaH 192.168.10.10.

+ IP-agpec Toukn goctyna, no ymosidaHumio yctaHoeneH — 192.168.1.10;
+ MMopT, No ymonyaHuio — 22;
* Tun coegnHeHns — SSH.

Haxmute kHonkKy «COeAUHUTLCA».

H Hactpobikn PuTTY @

Pasnens:

[=- CeaHc OcHoBHBIE HBCTPOMKK ceaHca PuTTY
x!'rpHan

- KomMmMeHTapui
- Tepmnnan WMmA xocTa (Mnu IP-agpec) MopT

- Knauamypa 192.168.10.10] 2

- YEEOOMNEHWA Tin coegMHEHWA:

- DcofeHHocT (7) Telnet @ SSH TV Raw () Rlogin () Seral (") Cygterm
[=]- OrHo

- BHEWHWA B1E
. doH

[+ MoBeneHWe
- Kommpoeka

- BelgeneHue Cop
- lpeToBan cxemMa
- [Mnepcchinkm VA TS
- ZHAUKM
[=)- CoemHEHME Hoean nanka
- [aHHkIE
- [Npokcia
- Telnet
Hj,:,gin
[+- 55H

- Serial

- Cygtem

YicaxuTe dipeC, K KOTOPOMY XOTMTE NOOKNHOYWTECA

yﬂDEEﬂEHHE-' CeaHCaMK

Default Settings JarpysuTe

aHUTE (d)

[l

2aKpEIEATE OKHO NP BEMOOE:
(71 Beerpa () Haoroa @ Tonbko BEy4HYID

[ O Mporparme ] [ CoegMHATECA ][ B HoBom okHe H OmaeHa

PucyHok 31 — 3anyck SSH-knneHTta
LWar 3. Npounsseaute Bxofa B CLI Toukn goctyna.
[aHHble ona Bxogda no yMonvyaHuio:

* login: admin
+ password: password

Mocne ycneliHoli aBTopusaLmmn Ha aKkpaHe byaeT oTobpaxaTtbes (MMsi mouku docmyna)#,
Hanpumep, WOP-12ac# wnu Eltex WLAN AP# — 3T0 03Ha4aeT, UTO BK/IIOUEH PEXMM KOHpUIypmpoBaHus
HaCTpOeK TOYKM JoCcTyna.
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5.4 Hauano pa6otbl B CLI Toukn goctyna

CLI saBnsieTcs gononHutenbHbIM K web-koHdmrypatopy cnoco6om B3aMMoOAeincTBus cneymanmcra ¢
YCTPOMCTBOM. B 3TOM pasgene paccmarpmBaroTcs obwme npasuna pabotsl B CLI.

KoHdpurypauus Toukn focTtyna npeactaBnieHa HabopoMm kiaccoB (MPoAo/mHKeHNe KOMaH/bl) 1 06EKTOB
(Hayano KoMaHgbl).

KoHCOMb TOUYKM AocTtyna npegocTtaB/ideT AOCTYN K UCMNO/Ib30BaHUKO TakKnx OOBEKTOB:

. get
. set
+ add
* remove

© Npu ncnonb3oBaHny koMaHg, set, add 1 remove U3MEHSIETCS TeKyLLAas KOHGMIypaLws TOUKM AOCTyna, a
He 3arpy3o4Has. [1ns coxpaHeHus TekyLe KOHUrypaLumn B 3arpy304HY HYXXHO UCMOMb30BaThb
KomaHZy save-running.

5.4.1 lMpaBuna nonb30BaHWsi KOMaHAHOW CTPOKOWA

[ns ynpouweHns ncnonb3oBaHns KOMaHAHO CTPOKN MHTepdieiic noaaepXmBaeT OyHKLMI0 aBTOMaTUYECKOro
[IONOSTHEHNA KOMaHA,. 3Ta PYHKLNS aKTUBM3UPYETCS NPW HEMOSIHO HAbpaHHOW KomMaH1e 1 BBoAEe KNaBuLLn
<Tab>.

[Opyrasi oyHKUMS, noMoratowasi Nosib30BaTbCsi KOMaHAHOW CTPOKOI — KOHTEKCTHAsi noAckaska. Ha no6om
aTane BBO/la KOMaH/Abl MOXHO MOYy4YMTb NOACKA3KY O C/ieAyHoLLMX d/1eMeHTax KomaHbl NyTem ABONHOIO
HavkaTua knasuwwm <Tab>.

[ns yno6cTBa MCMNoNb30BaHMA KOMaHAHOV CTPOKM peann3oBaHa noaaepkka ropsunx knaeuwl, Tabnuua 6.

Tabnmua 6 — OnucaHne ropsvnx Knasuil KOMaHgHon ctpoku CLI

CoueTaHue KnaBuLL AeiictBue B CLI
CTRL+a [MepemelLieHne Kypcopa B Hayasio CTPOKU
CTRL+e MepemelleHne Kypcopa B KOHEL, CTPOKMU
CTRL+b MepemelleHne Kypcopa BeBO
CTRL+f MNMepemeLlleHve Kypcopa Brnpaso
CTRL+c MpepbliBaeT BbINO/HEHNE KOMaHAbI
CTRL+h YpansietT oguH cumon cnesa (backspace)
CTRL+w YpansaeT cnoBo cneBa OT Kypcopa
CTRL+k Ypanset Bce nocsie Kypcopa
CTRL+u Ypanset Bce nepepg Kypcopom
CTRL+p lMokasbiBaeT npenbiayLLyo KoMaHay
CTRL+n [Moka3biBa€eT criefytoLlyto KoMaHay

CTRL+d Bbixoa 13 CLI (exit)
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5.4.2 YcnoBHble 0603Ha4YeHNss MHTepdencos

B naHHOM paszene onucaHo MMeHOBaHne UHTePdENCcoB, NCNOoIb3yeMoe NPu KOHUIYPUPOBaHM YCTPONCTBA.
[ns nonyyexusa onucannsa B CLI MmoxHO BbinonHWUTL komaHay get interface all description. ns nonyyeHus
6onee noapo6Ho nHhopMauun 060 Bcex MHTepheiicax ncnonbayiite komaHay get interface all.

B Tabnuue 7 npueBeaeHo onucaHne nHTepgericos.

Tabnuua 7 — O603HavYeHus nHTepelicos

WHTepdheric  OnucaHue

brtrunk Bridge - Trunk

brtrunk-user Bridge - Trunk

ethO Ethernet

lo Loopback

isatap0 ISATAP Tunnel

wlan0 Wireless - Virtual Access Point 0

wlan1 Wireless - Virtual Access Point 0 - Radio 2
wlanOvapX Wireless - Virtual Access Point X
wlan1vapX Wireless - Virtual Access Point X - Radio 2

wlanObssvapX Virtual Access Point X
wlan1bssvapX Virtual Access Point X - Radio 2

wlanOwdsX Wireless Distribution System - Link X

5.4.3 CoxpaHeHune N3MeHeHu B KoHdurypaumum
B cucteme cyuiectByeT HECKO/IbKO 3K3EMM/ISIPOB KOHpUrypaumii:

- 3agodckasi KoHghuzypayusi. KoHdmrypaums BKIoUaeT HAaCTPOMKM N0 YMOMYaHN0. BepHYTLCS K 3aBO/ICKOIA
KOHpUrypawLmm MoxHo koMaHaoii factory-reset unm npu noMoLm doyHKLUMOHABLHO KHOMKK «F» Ha Kopnyce
ycTpoiicTBa. [N 3TOro yaepxmBaiite KHOMKY «F» , Noka He HauHeT MuraTb UHAMKaTop «Power;

- 3azpy304Hasi KOHpuaypayusi. B 3arpy30uHoii KOHGUIypaLum XpaHsTcs HaCcTPOViKK, KoTopble 6yayT
CMNoMb30BaHbl NPU CreaytolLeli 3arpy3ke ToukM AocTyna (Hanpvumep, nocse nepesarpyskiu). Ans coxpaHeHus
M3MEHEeHMWIA, BbINO/THEHHbIX B CLI, B 3arpy304Hyto KOHUrypaLmio Heo6XoAMMO BbINOMHUTL KOMaHy save-
running unu set config startup running — TekyLlasa KoHdUrypauus 6yaeT cKonvpoBaHa B 3arpy304HyHo;

- Tekywasi KoHghu2ypayusi. KoHUrypaums Toukv A0CTyna, KoTopasi NPUMEHEHA Ha [laHHbIi MOMEHT. Mpw
“cnonb3oBaHUK kKomaHz get, set, add, remove nponcxoanT NPOCMOTP U U3MEHEHWE 3HAYEHWIA TOMBKO TeKylliei
KOHpurypaumun. Ecnv AaHHble U3MEHEHMSI He COXPaHEeHbI, TO Noc/ie nepesarpy3ki TOUKU A0CTyna OHn byayT
NoTEPSHbI.
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5.5 OnucanHune komaHpg CLI

5.5.1 KomaHpa get

KomaHza get no3BosisieT NpocMaTprBaTh YCTaHOB/IEHHbIE 3HAUEHWS MONEi B Kaccax. Knaccol pasaensiorcs
Ha knaccbl 6e3 nmeHun (unnamed-class) n ¢ nmeHem (named-class).

CuHTakcuc

get unnamed-class <3HAYEHUE> |detail
get named-class [<NMOAKNACC> |all| [<BHAYEHWE > ... | ums | detail]]

Mpumep
1. Mprmep ncnonb3oBaHMA KOMaHabl «get» B knacce 6e3 MMeHU ¢ OAHUM HABOPOM 3HAYEHWIA:
get log
Touka gocTyna MMeeT To/bKO oAMH Habop napameTpoB 415 log-haiino., AaHHast KOMaH4a BbIBOANUT
nHdopmaumio o napameTpax log-cpaiinos.
2. MNpumep 1cnosb30BaHNSA KOMaHAb! «get» B kfiacce 6€3 UMEeHN C MHOXECTBOM 3HAYEHWIA:

get log-entry

B chaiine xpaHutcsa nocnegoBatenibHOCTb /1I0r0B 6e3 pa3bneHns Ha daii/ibl, KoMaHAa BbIBOAWUT BCHO
nocnenoBaTesibHOCTb AaHHbIX, KOTopas HaxoauTcs B log-thaiine.

3. Mprmep 1cnonb3oBaHKs KOMaHbl «get» B K/lacce ¢ MMEHEM C MHOXECTBOM 3HAYEHMWIA:

get bss wlan1bssvap3

CyuiectByeT Habop 3Ha4YeHul knacca bss, koTopble HabupaloTca B AaHHON KoMaHae. JaHHas komaHaa
BbIBOAWT MH(popMaumio 0 Habope 6a30BbIX ycnyr, HasbiBaeMoM wlan1bssvap3.

4. MNMpumep UCNoNb30BaHNs KOMaH/Abl «get» B Kfiacce ¢ UMEHEM [/1s1 NMOJTyUYeHUs1 BCEX 3HAUEHUIA:

get interface all mac
get interface all
get radio all detail
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5.5.2 KomaHpga set
KomaHga s et yctaHaBnvMBaeT 3Ha4YeHUS Noeit B Kaccax.

CuHTakcuc

set unnamed-class [<MOAKNACC> <3HAUYEHWE> ...] <3HAYEHWE> ...
set named-class <MMOAK/IACC> | all |[<NOAKNACC> <3BHAYEHUE> ...] <BHAUEHVE> ...

Mpumep

Mpumep HacTpolikn SSID, napameTpoB Radio-nHTepdheiica n yctaHOBKM cTatuyeckoro IP-agpeca:

set interface wlan0 ssid "Eltex"

set vap vap2 with radio wlan0 to vlan-id 123
set radio all beacon-interval 200

set tx-queue wlan0 with queue data0 to aifs 3
set management static-ip 192.168.10.10

set management static-mask 255.255.255.0
set management dhcp-status down

5.5.3 KomaHgb! add

KomaHaa add no6aBnsieT HOBbI NoAKnacc Uav rpynny noaknaccoB, CoAepXallnx onpeaeneHHbIin Habop
3HAYEHUI, 418 YNPOLLEHUS KOHGUTypauumn 06opyaoBaHms.

CuHTakcuc

add unique-named-class <[MOAKNACC> [<3BHAYEHUE> .. ]
add group-named-class <[MOAKNACC> [<3BHAYEHUE> .. ]
add anonymous-named-class <[MOAKNACC> [<3BHAYEHUE> .. ]

Mpumep

Mpumep HacTpoiikn 6a30BOI KaHa/IbHOW CKOpPOCTK Ha Radio-nHTepdelice:

add basic-rate wlan1 rate *1*

5.5.4 KomaHpa remove
KomaHga remove yaanseT co3gaHHble NoAKIacchbl.

CuHTakcuc

add unnamed-class [<3HAYEHVE> ...]
add named-class <[MOAKNACC> | all [<BHAUEHUME> ...]
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Mpumep yaaneHus HacTpoliku 6a30BoV KaHaslbHOM ckopocTu Ha Radio-nHtepdeiice:

remove basic-rate wlan1 rate *1*

5.5.5 [JdonosnHutenbHble KOMaHAbl

NHTepdpeiic KOMaHAHOI CTPOKM TOUKM [OCTyNa Takke BK/OYaeT creaytole kKoMaHapl, Tabnuua 8.

Ta6nuua 8 — [lonofHUTENbHbIE KOMaHAbI

KomaHpga
config

copy

delete
dot1x-cert
factory-reset
firmware-switch
firmware-upgrade
packet-capture
reboot
save-running
show

wgbridge-cert

OnucaHwve

3arpyska/BbIrpy3ka KoHdurypaumm To4kn gocTyna
3arpyska/BbIrpy3ka/coxpaHeHuve KoHurypaumm ToYK1 focTyna
Yaanenue ainnos KoHdurypaumum

Bobirpyska DOT1X-cepTudpmkara noaxnHoueHns K ToUke Joctyna
MpumeHeHne 3aBOACKON KOHUrypauum n nepesarpyska
CwmeHa o6pasa lNO: Tekyuleii Bepcum NO Ha anbTepHaTUBHYIO
O6HOoBNEHME NPOLUNBKM

dopmMurpoBaHne 1 Bbirpy3ka gamna Tpadvka ¢ uHTepcpeica
Mepesarpyska To4kn gocTyna

CoxpaHeHue TekyLLen KoHdUrypaummn B 3arpy304Hyto
OTo6paxeHue cnrcka gaiisioB KOHUrypawmm

Bbirpyska WGB-cepTudukaTa nofx/ItoueHust K Touke gocTyna
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5.6 HacTtpoiika Toukn goctyna yepes CLI

B gaHHOM pasgene npusefeH npyMep HacTpoiky Toukn goctyna WOP-12ac ¢ ncnonb3oBaHnem nHtepderica
KOMaHAHOW CTPOKMN.

Mocne noaknYeHns K Touke gocTyna (onvcaHue NpUBEAEHO B pasgene YrpasieHne yCTpoiicTBOM ¢
MOMOLLbH KOMaH/HO CTPOKM) He06X0AMMO HAaCTPOUTbL CETEBbIE NapaMeTpPbl, €C/IN OHW He GblN HACTPOEHI
paHee.

5.6.1 HacTpoiika ceTeBbIXx NnapaMeTpoB

HacTtpoiika cTaTuyeckux ceTeBbIX NapaMeTPoB TOUKM AOCTYyNa

WOP-12ac# set management dhcp-status down (down - BbIK/1l0UMTb NOMYyYEHNE CETEBBLIX NAPAMETPOB MO
DHCP, ncnonb3oBaTb ceTeBble NapaMmeTpbl HACTPOEHHbIE CTATUYECKN. UpP - BK/THOUUTL NOSTyYEHNE CETEBLIX
napameTpoB no DHCP)

WOP-12ac# set management static-ip 192.168.1.15 (rae 192.168.1.15 - ctatnyeckuii IP-agpec
yCTpoiicTBa)

WOP-12ac# set management static-mask 255.255.255.0 (rae 255.255.255.0 - Macka nozceTn)
WOP-12ac# set static-ip-route gateway 192.168.1.1 (rae 192.168.1.1 - IP-agpec w3a no yMo4aHuio)

HacTtpoiika VLAN ans ynpaBfieHUsi TO4Koii goctyna

WOP-12ac# set management vlan-id 1510 (rae 1510 - Homep VLAN ans ynpaBneHusi TOUKOW gocTyna)

HacTtpoliika cTaTuyeckux ip-agpecos DNS

WOP-12ac# set host dns-via-dhcp down (down - ncnons3sosatb DNS-cepBepa ycTaHOB/IEHHbIE
cTaTU4ecku. up - ucnonb3osaTtb DNS-cepBepa, nonyyeHHble no DHCP)

WOP-12ac# set host static-dns-1 8.8.8.8 (rae 8.8.8.8 - IP-agpec DNS-cepsepa 1)
WOP-12ac# set host static-dns-2 192.168.1.253 (rge 192.168.1.253 - IP-agpec DNS-cepBepa 2)
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5.6.2 HacTtpolika 6ecnpoBogHbIX NHTepPeicoB

Ha paguonHTepdelicax no ymonyaHuio CMNosib3yeTcs aBToMmaTuyecknii BbiIbop paboyvero kaHana, o/1s 1oro
4TOObl YCTAHOBUTb KaHas1 BPYUHYHO UM CMEHUTb MOLLHOCTb, UCNO/b3YiNTe Cneayolime KOMaHapl:

HacTpolika paguokaHana, WWMPUHbI NOMIOChbI U MOLHOCTY paguonHTepdeiica

HacTpoiika gna Radio 1 (2.4 I'Tu):

WOP-12ac# set radio wlan0 status up (up - BkntoueHune paamovHTepdeiica Radio 1, down - BkntoueHne
pagnouHTepdeiica Radio 1)

WOP-12ac# set radio wlan0 mode bg-n (bg-n - ycTaHoBKka pexuma paboTbl pagnonHtepdeiica Radio 1.
[nsa Radio 1 goctynHbl criegytowme pexmmbl paboTsl: bg - 802.11b/g, bg-n - 802.11b/g/n, n-only-g - 2.4
GHz 802.11n)

WOP-12ac# set radio wlan0 channel-policy static (static - BbikntoueHve yHkLMoHaNa aBTOMaTUYeckKoro
Bbl6opa kaHana. best - Bk/1toUeHe aBTOMaTUMYECKOrO Bbibopa paboyero kaHana)

WOP-12ac# set radio wlanO static-channel 6 (6 - Homep cTaTMyeckoro kaHasna, Ha KOTopoM GyaeT
paboTaTtb To4Ka [0CcTyna)

WOP-12ac# set radio wlan0 n-bandwidth 20 (20 - wvpvHa kaHana. ns Radio 1 gocTynHbl cneaytowme
3HaAYEHUS WNPUHBLI KaHana: 20 - 20 MI'y, 40 - 40 MIw)

WOP-12ac# set radio wlan0 tx-power-dbm 16 (16 - 3HaueHve MOLLHOCTU NepeaaTynka ans uHTepdelica
Radio 1. locTynHble 3Ha4YeHns anst Radio 1: ot 1 go 16 abm)

Hactpovika ansa Radio 2 (5 'u):

WOP-12ac# set radio wlan1 status up (up - BkntoueHune pagmovHTepdeiica Radio 2, down - BkntoueHne
pagnovHTepdeiica Radio 2)

WOP-12ac# set radio wlan1 mode a-n-ac (a-n-ac - ycTaHoBKa pexuma paboTbl pagnonHTepdgelica Radio
2. Ansa Radio 2 gocTynHbl cneayowme pexumsl pabotol: a - 802.11a, a-n-ac - 802.11a/n/ac, n-ac -
802.11n/ac)

WOP-12ac# set radio wlan1 channel-policy static (static - BbikntoueHve yHkLMoOHaNa aBTOMaTUYecKoro
Bbl6opa kaHana. best - Bk/1toUeHe aBTOMATUYECKOrO Bbibopa paboyero kaHana)

WOP-12ac# set radio wlan1 static-channel 36 (36 - Homep cTaTMyeckoro kaHana, Ha KoTopom byaeT
paboTaTb To4Ka [0CcTyna)

WOP-12ac# set radio wlan1 n-bandwidth 80 (80 - wipvHa kaHana. Ans Radio 2 gocTynHbl cneaytowme
3HAYEHUS WNPUHBLI KaHana: 20 - 20 MI'u, 40 - 40 MIw, 80 - 80 M)

WOP-12ac# set radio wlan1 tx-power-dbm 19 (19 - 3HaueHve MOLIHOCTU NepeaaTunka ans uHTepdelica
Radio 2. flocTynHble 3Ha4YeHns anst Radio 2: ot 1 go 19 obm)
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© Cnucku BOCTYMHLIX KAHAIOB
na Radio 1 (2.4T1T J1 BblGopa AOCTYMHbI c/ieAyioune KaHasbl:
* Npu WwupuHe kaHana 20 Mru; 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Mpu WwupuHe kaHana 40 MIy;
« ecnm "n-primary-channel" = lower: 1,2, 3,4, 5, 6,7, 8, 9.
« ecnu "n-primary-channel" = upper: 5,6, 7,8,9,10, 11,12, 13.

na Radio 2 (5T J19 BblGopa AOCTYMHbI C/ieAyIoune KaHaslbl:
Ecnun "fbwa-mode" = off n "extended-channels" = off:_
* npu "n-bandwidth" = 20 MI'u: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.

* npwu "n-bandwidth" = 40 MI"w;
« ecnu "n-primary-channel" = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu "n-primary-channel” = upper: 40, 48, 56, 64, 136, 144, 153, 161.

* npu "n-bandwidth" = 80 MI'y: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

Ecnun "fbwa-mode" = off n "extended-channels"= on:
* npu "n-bandwidth" = 20 MI'y: 36, 38, 40, 42, 44, 46, 48, 52, 54, 56, 58, 60, 62, 64, 132, 134, 136,
138, 140, 142, 144,149, 151, 153, 155, 157,159, 161, 163, 165.
+ npwu "n-bandwidth" = 40 MI"w;
« ecnu "n-primary-channel" = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu "n-primary-channel” = upper: 40, 48, 56, 64, 136, 144, 153, 161.
« npu "n-bandwidth" = 80 MI'u; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

Ecnm "fbwa-mode" = on n "extended-channels" = off:

* npu "n-bandwidth" = 20 MI'y; 36 (5180 MI'w), 40 (5200 Mru), 44 (5220 Ml'u), 48 (5240 Mry), 52
(5260 MrI'w), 56 (5280 Mrw), 60 (5300 MI'y), 64 (5320 MI'y), 132 (5660 MI'y), 136 (5680 Mr'w),
140 (5700 Mrw), 144 (5720 M), 149 (5745 Mrw), 153 (5765 Mrw), 157 (5785 Mrwy), 161 (5805
ML), 165 (5825 MIw).

* npu "n-bandwidth" = 40 MI'y; 36 (5190 MI'w), 44 (5230 Mry), 52 (5270 MI'y), 60 (5310 MI'y), 132
(5670 M), 140 (5710 Mrw), 149 (5755 Mrw), 157 (5795 MIw).

* npu "n-bandwidth” = 80 MIy; 36 (5210 MI'y), 52 (5290 Mry), 132 (5690 Mrw), 149 (5775 MI'w).

Ecnn "fbwa-mode" = on n "extended-channels" = on:

* npu "n-bandwidth" = 20 MI'y; 36 (5180 MI'w), 38 (5190 Mry), 40 (5200 MI'u), 42 (5210 Ml'y), 44
(5220 Mru), 46 (5230 MTw), 48 (5240 Mry), 52 (5260 MI'u), 54 (5270 Mry), 56 (5280 Mry), 58
(5290 M), 60 (5300 ML), 62 (5310 ML), 64 (5320 Mry), 132 (5660 M), 134 (5670 Mrw),
136 (5680 Mrwy), 138 (5690 MrL), 140 (5700 ML), 142 (5710 Mrw), 144 (5720 M), 149 (5745
M), 151 (5755 M), 153 (5765 Mrw), 155 (5775 Mrw), 157 (5785 Mrw), 159 (5795 Mry), 161
(5805 Mrl'u), 163 (5815 Mry), 165 (5825 MI'w).

* npu "n-bandwidth" = 40 MI'y; 36 (5190 MI'w), 44 (5230 Mry), 52 (5270 MI'y), 60 (5310 MI'y), 132
(5670 ML), 140 (5710 Mry), 149 (5755 MI'y), 157 (5795 Mru).

* npu "n-bandwidth” = 80 MI'y; 36 (5210 MI'y), 52 (5290 Mry), 132 (5690 Mrw), 149 (5775 MI'w).
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5.6.2.1 [onosHumersibHble HAcCMpoUKu 6ecrpoBoOHbIX UHMephelicos

N3meHeHue pexuma paboTbl paguonHTepdelica

HacTpoiika gna Radio 1 (2.4 I'Tu):

WOP-12ac# set radio wlan0 mode bg-n (bg-n - ycTaHoBKka pexuma paboTbl pagnonHtepdeiica Radio 1.
[nsa Radio 1 goctynHbl criegytowme pexmnmbl paboTsl: bg - 802.11b/g, bg-n- 802.11b/g/n, n-only-g - 2.4
GHz 802.11n)

Hactpovika ansa Radio 2 (5 'u):

WOP-12ac# set radio wlan1 mode a-n-ac (a-n-ac - ycTaHoBKa pexuma paboTbl pagnonHTepdgelica Radio
2. Ansa Radio 2 gocTynHbl cneayowme pexumsl pabotol: a - 802.11a, a-n-ac - 802.11a/n/ac, n-ac -
802.11n/ac)

BknioueHue FBWA

Hactpovika ansa Radio 2 (5 'u):

WOP-12ac# set radio wlan1 fbwa-mode on (MapameTp npuHumaeT 3HayeHus: on, off)

BkntoueHune Extended Channels

Hactpoiika ana Radio 2 (5 'u):

WOP-12ac# set radio wlan1 extended-channels on (MapameTtp npvH1MaeT 3HaueHus:: on, off)

HacTpoiika orpaHM4eHHOro Cnucka KaHasnoB

Hactpoiika gna Radio 1 (2.4 'Tu):

WOP-12ac# set radio wlanO limit-channels '1 6 11' (1 6 11- Homepa kaHanoB, KOTopble 6yayT
1Crnosib30BaTbCs NPV aBTOBbIGOPE paboyero kaHasa Ha Touke A0CTyna)

HacTpoiika ana Radio 2 (5 'Cu):

WOP-12ac# set radio wlan1 limit-channels '36 40 44 48' (36 40 44 48- Homepa KaHa/10B, KOTOpble GyayT
1Crnosib30BaTbCs NPV aBTOBbIGOPE paboyero kKaHasa Ha Touke A0CTyna)
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3meHeHne OCHOBHOIO KaHana

Hactpoiika gnsa Radio 1 (2.4 'Tu):

WOP-12ac# set radio wlan0 n-primary-channel upper (MapameTp MOXeT NPMHMMAaTbL 3HAUYEHWSI: Upper,
lower)

Hactpoviika ana Radio 2 (5 'u):

WOP-12ac# set radio wlan1 n-primary-channel upper (MapaMeTp MOXeT NpUHUMAaTb 3HAYEHUSI: UPPET,
lower)

N3meHeHue cnucka VLAN

Hactpoiika gna Radio 1 (2.4 'Tu):

WOP-12ac# set radio wlan0 vlan-list '10;4033' (10 1 4033 - Homepa VLAN. MakcumanibHoe BO3MOXHOE
konmuectBo VLAN B cnincke: 20)

HacTpoliika ana Radio 2 (5 'u):

WOP-12ac# set radio wlan1 vlan-list '10;4033' (10 1 4033 - Homepa VLAN. MakcumanibHoe BO3MOXHOE
konmuectBo VLAN B cnicke: 20)

BknouyeHne ncnosib3oBaHus KOPOTKOro 3aluMTHOro UHTepeaia

Hactpoiika gna Radio 1 (2.4 'Tu):

WOP-12ac# set radio wlan0 short-guard-interval-supported yes (Mapametp MOXeT NpuHUMaTh
3HaYEeHUS: yes, o)

Hactpovika ana Radio 2 (5 'u):

WOP-12ac# set radio wlan1 short-guard-interval-supported yes (MapameTp MOXeT NpuHUMaTh
3HaYEeHUS: yes, no)

BknroyeHue STBC

HacTtpolika ans Radio 1 (2.4 Twy):

WOP-12ac# set radio wlan0 stbc-mode auto (MapameTp MOXeT NnpuHMMaTh 3HaueHus: auto, on, off. Mo
yMO/14YaHmio: auto)

Hactpovika ansa Radio 2 (5 'u):

WOP-12ac# set radio wlan1 stbc-mode auto (lMapameTp MOXeT NnpuHMMaTh 3HaueHus: auto, on, off. Mo
yMO/14YaHmio: auto)
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BknioueHue mexaHnsma DFS

Hactpoliika ansa Radio 2 (5 'u):

WOP-12ac# set radio wlan1 dot11h on (MapameTp MoOXeT NnpuHMmaTb 3HayeHusi: on, off. Mo ymonyaHmio:
on)

BkniouyeHne pexunma aBTOMATU4YEeCKOI CMEeHbI LNPUHbI KaHaa

Hactpoiika ana Radio 1 (2.4 'Tu):

WOP-12ac# set radio wlan0 coex-mode on ([apaMeTp MOXeT NpuHUMaTh 3HadeHus: on, off. Mo
YMO/IYaHMIO: on)

HacTpoliika ana Radio 2 (5 'u):

WOP-12ac# set radio wlan1 coex-mode on ([apaMeTp MOXeT NpuHUMaTh 3HayeHus: on, off. Mo
YMO/IYaHMIO: on)

OrpaHquume KonuyecTtBa KJIneHToB, O4HOBPEMEeHHO NOAK/MTHOYEeHHbIX K pa,qMOMHTepCPEﬁcy

Hactpoiika gna Radio 1 (2.4 'Tu):

WOP-12ac# set radio wlan0 max-stations 150 (150 - orpaHu/yeHve No KoMYecTBy KIMEHTOB. MapameTp
MOXET NPUHMMaTb 3Ha4eHus: ot 0 go 200. Mo ymonyaHuto: 200)

Hactpovika ana Radio 2 (5 'u):

WOP-12ac# set radio wlan1 max-stations 150 (150 - orpaHuyeHve No Konn4yecTBy KIMEHTOB. MapameTp
MOXET NPUHMMaTb 3Ha4eHus: ot 0 go 200. Mo ymonyaHuto: 200)
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HacTtpoiika nonuTukn oopaéoTkn onyum 82

© [1ns ogHOBPEMEHHOI HACTPOIKM NOUTUKU 06PaBOKK onumm 82 Ha Beex paauonHTepdeicax
ToukM gocTyna nocne cnosa radio Beeaute all. Ecniv Heo6xo4ymo Npon3BeCTU HACTPOKY ANS
Kakgoro paguonHtepderica B otaenbHocTy, BMmecTo all BBegute nvs pagmonHtepgeica: wlan0 —
Radio 2.4 I'Tu, wlan1 — Radio 5Ty,

WOP-12ac# set radio all dhcp-snooping replace (replace — Touka gocTyna noacTaBnseT v 3aMeHsieT
3HaueHue onuun 82. MapameTp MOXET NPUHMMaTh 3Ha4YeHNs: ignore — 06paboTka onuumn 82 OTK/IYEHS;
remove - Touka [0CTyna yaanseT 3HaueHne onuyun 82. Mo ymonyaHuto: ignore)

Ecnu Ha pagmonHTepdeiice HacTpoeHa nonntuka o6abotku onuum 82 replace, To Ans
KOH(OMrypnpoBaHus CTaHOBATCA AOCTYMHbI Cleayowme napaMmeTpbl:

WOP-12ac# set radio all dhcp-option-82-CID-format string (string — meHsATb cogepxumoe CID Ha
3HayeHue, ykazaHHoe B dhcp-option-82-string. MapameTtp moxeT npuHumaTh 3HayeHus: APMAC-SSID -
MeHATb cogepxmmoe CID Ha <MAC-agpec Toukm goctyna>;<umsa SSID>. SSID - meHATb cogepxumoe CID
Ha 1M SSID, kK KOTOPOMY NOAK/THOYEH KNNEHT. Mo ymonyaHutio: APMAC-SSID)

WOP-12ac# set radio all dhcp-option-82-string longstring (longstring — 3HaueHve oT 1 80 52 cMBO/OB,
koTopoe 6yaet nepepasatsbca B CID. [lonyckatoTCa TO/IbKO NAaTUHCKNE BYKBbI U LIUAQIPbI, 3HAKM «.», «-»,
«_». Ecnn 3HavyeHune napametpa dhecp-option-82-string He 3aaaHo, Touka 6yaeT meHATb CID Ha 3HavyeHune
no ymonyanuio: <MAC-agpec Touku goctyna>;<ums SSID>)

WOP-12ac# set radio all dhcp-option-82-RID-format string2 (string2 — meHATb coaepxumoe RID Ha
3HayeHue, ykazaHHoe B dhcp-option-82-string2. MapameTp MoxeT npuHumMaTh 3HadeHust: ClientMAC —
MeHATb cogepxumoe RID Ha MAC-agpec knneHTckoro yctpolictea; APMAC — meHATb cogepxumoe RID Ha
MAC-agpec Toukn goctyna; APdomain — meHsTb cogepxumoe RID Ha nvst nocnegHero no gepesy
fomeHa n3 napametpa "AP location". Mo ymonuyanuto: ClientMAC)

WOP-12ac# set radio all dhcp-option-82-string2 longstring (longstring — 3HaueHve oT 1 g0 63 cMBO/IOB,
KoTopoe 6yaeT nepepasatbcs B RID. JonyckatoTcs TOMIbKO NaTUHCKME OYKBbI U LIUGDPbI, 3HAKK «.», «-», «_».
Ecnu 3HaueHne napametpa dhcp-option-82-string2 He 3agaHo, Touka 6yaet MeHATb RID Ha 3HavyeHue no
ymonuanmio: MAC-agpec KNMEHTCKOro YCTPOCTBA)

WOP-12ac# set radio all dhcp-option-82-MAC-format radius (radius - MAC-aapec nepegaetcsi B RADIUS-
dhopmarte; default - MAC-agpec nepegaetcs B 06bIM4HOM dOpMaTe, Takom Xe, kak B onuuu "Client-Ethernet-
Address" DHCP-naketa)
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5.6.3 HacTpoiika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

5.6.3.1 Hacmpolika VAP 6e3 wughposaHusi

Co3pgaHue VAP 6e3 wucpoBaHus

Hactpoiika VAPO Ha Radio 1 (2.4 I'Tu):

WOP-12ac# set bss wlanObssvap0 status up (up - BkntoueHvie VAPO, down - Bbik/itoueHvie VAPO)
WOP-12ac# set interface wlan0 ssid Test_open_vapO0 (Test_open_vap0 - HasBaH1e GecnpoBO/HOI CeTw)
WOP-12ac# set interface wlan0 security plain-text (plain-text - pexxuvm wndpoBaHus - 6e3 napons)

Hactpoiika VAP1 Ha Radio 1 (2.4 I'Tu):

WOP-12ac# set bss wlanObssvap1 status up (up - BkntoueHve VAPO, down - Boik/itoueHvie VAPO)
WOP-12ac# set interface wlanOvap1 ssid Test_open_vap1 (Test_open_vap1 - HasBaHne 6ecrnpoBOAHO
ceTn)

WOP-12ac# set interface wlanOvap1 security plain-text (plain-text - pexum LmndpoBaHus - 6e3 naporss)

Hactpovika VAPO Ha Radio 2 (5 'u):

WOP-12ac# set bss wlan1bssvap0 status up (up - BkntoueHve VAPO, down - Bik/itoueHvie VAPO)
WOP-12ac# set interface wlan1 ssid Test_open_vapO0 (Test_open_vap0 - HazBaH1e GeCnpoBO/HOI CeTh)
WOP-12ac# set interface wlan1 security plain-text (plain-text - pexxuvm wndpoBaHus - 6e3 napons)

Hactpovika VAP1 Ha Radio 2 (5 'u):

WOP-12ac# set bss wlan1bssvap1 status up (up - BkntoueHve VAPO, down - Bik/itoueHvie VAPO)
WOP-12ac# set interface wlan1vap1 ssid Test_open_vap1 (Test_open_vap1 - HasBaHne 6ecrnpoBOAHO
ceTn)

WOP-12ac# set interface wlan1vap1 security plain-text (plain-text - pexum LmndpoBaHus - 6e3 naporss)

148



PykoBogacTBo no skcniyatauum WOP-12ac

5.6.3.2 Hacmpotika VAP ¢ pexumom 6e3onacHocmu WPA-Personal

CospaHue VAP c pexumom 6e3onacHocTu WPA-Personal

Hactpoiika VAPO Ha Radio 1 (2.4 I'Tu):

WOP-12ac# set bss wlanObssvapO0 status up (up - BkntoueHve VAPO, down - BbikitoueHve VAPO)
WOP-12ac# set interface wlan0 ssid Test_personal_vap0 (Test_personal_vap0 - HazBaHue
6ecnpoBoAHOIA ceTu)

WOP-12ac# set interface wlan0 security wpa-personal (wpa-personal - pexwvm wndpoBaHms)
WOP-12ac# set interface wlan0 wpa-personal-key 12345678 (123456789 - naposib A/151 NOAK/THOUEHMNS K
6ecnpoBoaHOii ceTu. lo/mkeH coaepxatb oT 8 Ao 64 CMMBO/IOB)

Hactpoiika VAP1 Ha Radio 1 (2.4 I'Tu):

WOP-12ac# set bss wlanObssvap1 status up (up - BkntoueHve VAPO, down - BbiknitoueHvie VAPO)
WOP-12ac# set interface wlanOvap1 ssid Test_personal_vap1 (Test_personal_vap1 - HasBaHue
6ecnpoBoaHOIA ceTu)

WOP-12ac# set interface wlanOvap1 security wpa-personal (wpa-personal - pexvM LwndpoBaHus)
WOP-12ac# set interface wlanOvap1 wpa-personal-key 12345678 (123456789 - naposb A/1s
NOAKMOUEHMST K 6eCNpPOBOAHOl ceTu. [LOMKeH cofepxaTb oT 8 0 64 CMBO/OB)

Hactpovika VAPO Ha Radio 2 (5 I'u):

WOP-12ac# set bss wlan1bssvap0 status up (up - BkntoueHve VAPO, down - BbikitoueHve VAPO)
WOP-12ac# set interface wlan1 ssid Test_personal_vap0 (Test_personal_vap0 - HazBaHue
6ecnpoBoAHOIA ceTu)

WOP-12ac# set interface wlan1 security wpa-personal (wpa-personal - pexwvm wndgpoBaHus )
WOP-12ac# set interface wlan1 wpa-personal-key 12345678 (123456789 - naposib A/151 NOAK/HOUEHMNS K
6ecnpoBoaHOii ceTu. lo/mkeH coaepxatb oT 8 Ao 64 CMMBO/IOB)

Hactpovika VAP1 Ha Radio 2 (5 I'u):

WOP-12ac# set bss wlan1bssvap1 status up (up - BkntoueHve VAPO, down - BbiknitoueHvie VAPO)
WOP-12ac# set interface wlan1vap1 ssid Test_personal_vap1 (Test_personal_vap1 - HasBaHue
6ecnpoBoAHOIA ceTu)

WOP-12ac# set interface wlan1vap1 security wpa-personal (wpa-personal - pexum wngpoBaHus )
WOP-12ac# set interface wlan1vap1 wpa-personal-key 12345678 (123456789 - naposb A/s
NOAKMOYEHUS K 6eCNPOBOAHOI ceTu. [JoOMmMKeH cogepxaTb oT 8 40 64 CMBO/OB)
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5.6.3.3 Hacmpolika VAP c Enterprise-asmopu3ayuel

CospaHue VAP ¢ pexxuMmom 6e3onacHocTy WPA2-Enterprise

Hactpoiika VAPO Ha Radio 1 (2.4 I'Tu):

WOP-12ac# set bss wlanObssvapO0 status up (up - BkntoueHve VAPO, down - BbikitoueHve VAPO)
WOP-12ac# set interface wlan0 ssid Test_enterprise_vap0 (Test_enterprise_vapO0 - Ha3BaHve
6ecnpoBoAHOIA ceTu)

WOP-12ac# set interface wlan0 security wpa-enterprise (wpa-enterprise - pexuvm wgpoBaHus)
WOP-12ac# set bss wlanObssvap0 global-radius on (on - ncrnosnb3oBaHue r1o6asbHbIX HacTpoek RADIUS-
cepBepa. MapamMeTp MOXET NpPUHUMaTL 3HadYeHus: on, off. Mo ymonyaHuio: on)

Hactpoiika VAP1 Ha Radio 1 (2.4 I'Tu):

WOP-12ac# set bss wlanObssvap1 status up (up - BkntoueHve VAPO, down - BbiknitoueHvie VAPO)
WOP-12ac# set interface wlanOvap1 ssid Test_enterprise_vap1 (Test_enterprise_vap1 - HasBaHue
6ecnpoBoaHOIA ceTu)

WOP-12ac# set interface wlanOvap1 security wpa-enterprise (wpa-enterprise - pexum LngpoBaHus)
WOP-12ac# set bss wlanObssvap1 global-radius on (on - ncrnosnb3oBaHue r1o6asbHbIX HacTpoek RADIUS-
cepBepa. MapamMeTp MOXET NpPUHUMaTL 3HadYeHus: on, off. Mo ymonyaHuio: on)

Hactpovika VAPO Ha Radio 2 (5 I'u):

WOP-12ac# set bss wlan1bssvap0 status up (up - BkntoueHve VAPO, down - BbikitoueHve VAPO)
WOP-12ac# set interface wlan1 ssid Test_enterprise_vap0 (Test_enterprise_vapO0 - Ha3BaHve
6ecnpoBoaHOIA ceTu)

WOP-12ac# set interface wlan1 security wpa-enterprise (wpa-enterprise- pexxum LumcpoBaHus )
WOP-12ac# set bss wlan1bssvap0 global-radius on (on - ucnonb3oBaHue rno6asnbHbix HacTpoek RADIUS-
cepBepa. MapamMeTp MOXET NpPUHUMaTL 3HauYeHus: on, off. Mo ymonyaHuio: on)

Hactpovika VAP1 Ha Radio 2 (5 I'u):

WOP-12ac# set bss wlan1bssvap1 status up (up - BkntoueHve VAPO, down - BbikitoueHve VAPO)
WOP-12ac# set interface wlan1vap1 ssid Test_enterprise_vap1 (Test_enterprise_vap1 - HasBaHue
6ecnpoBoAHOIA ceTu)

WOP-12ac# set interface wlan1vap1 security wpa-enterprise (wpa-enterprise - pexxum LumgpoBaHus )
WOP-12ac# set bss wlan1bssvap1 global-radius on (on - ncrnosnb3oBaHue r1o6asbHbIX HacTpoek RADIUS-
cepBepa. MapamMeTp MOXET NpPUHUMaTL 3HadYeHus: on, off. Mo ymonyaHuio: on)
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5.6.3.3.1 Hacrtpoiika napameTpoB Global RADIUS

HacTtpoiika napameTtpoB Global RADIUS

WOP-12ac# set bss wlanObssvap0 global-radius on (on - ncrnonb3oBaHve rnobasbHbIX HacTpoek RADIUS-cepBepa Ha
VAPO Radiol. MapameTp MOXET NpUHMMAaThb 3Ha4eHMs: on, off. o ymo4aHuio: on)

WOP-12act set global-radius-server radius-domain enterprise.service.root (enterprise.service.root - foOMeH
nonb3oBaTens)

WOP-12ac# set global-radius-server radius-ip 192.168.1.100 (192.168.1.100 - IP-aapec ocHOBHOro RADIUS-cepBepa)
WOP-12act set global-radius-server radius-backupone-ip 192.168.1.101 (192.168.1.101 - IP-apec pe3epBHOro
RADIUS-cepBepa-1)

WOP-12ac# set global-radius-server radius-backuptwo-ip 192.168.1.101 (192.168.1.102 - IP-agpec pe3epBHOro
RADIUS-cepBepa-2)

WOP-12ac# set global-radius-server radius-backupthree-ip 192.168.1.101 (192.168.1.103 - IP-apec pe3epBHOro
RADIUS-cepBepa-3)

WOP-12ac# set global-radius-server radius-key eltex (eltex - K/1t04 4N nogknto4eHMa K OCHOBHOMY RADIUS-cepBepy)
WOP-12ac# set global-radius-server radius-backupone-key eltex1 (eltex1 - KNto4Y 415 NOAKIOYEHUA K pE3EPBHOMY
RADIUS-cepBepy-1)

WOP-12ac# set global-radius-server radius-backuptwo-key eltex2 (eltex2 - knto4 415 NOAKIOYEHUA K pE3EPBHOMY
RADIUS-cepBepy-2)

WOP-12ac# set global-radius-server radius-backupthree-key eltex3 (eltex3 - knto4 415 NOAKNIOYEHUA K pe3ePBHOMY
RADIUS-cepBepy-3)

WOP-12ac# set global-radius-server radius-current primary (primary - ncnosnb3osaHme ocHoBHoro RADIUS-cepBepa.
MapameTp MOXET NpUHUMAaTL 3Ha4YeHus: primary, backuptwo, backupone, backupthree. Mo ymonyaHuto: primary)
WOP-12ac# set global-radius-server radius-port 1812 (1812 - nopT RADIUS-cepBepa, KOTOpbIli UCMOMb3yeTcs Ans
ayTeHTUhmkaumm n aBTopmsaumm. Mo ymonyaHumio: 1812)

WOP-12ac# set global-radius-server radius-accounting-port 1813 (1813 - nopT RADIUS-cepBepa, KOTOpbIii
NCMonb3yeTcsa A5 yuera akkayHTVHra nonb3osareneii. Mo ymonuaHuio: 1813)

WOP-12ac# set global-radius-server radius-accounting on (on - Bk/llo4eHMe OTnpaBky coobLueHunid "Accounting Ha
RADIUS-cepsep. Mo ymonyaHuio off)
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5.6.3.3.2 HacTtpoiika napameTtpoB RADIUS-cepsepa ans koHkpeTHoro VAP

[ns npumepa paccMoTpyM HacTpoliky napametpos RADIUS-cepeepa anst VAPO Radiol (2.4 'Tw)

Hactpoiika napametpoB RADIUS-cepBepa gns VAPO Ha Radiol

WOP-12ac# set bss wlanObssvap0 global-radius off (off - ucnonb3oBaHve rno6asnbHbIXx HACTPOEK
RADIUS-cepBepa Bblk/1to4eHO. MapaMeTp MOXeT NpuHUMaTh 3HaueHust: on, off. Mo ymonuaHuto: on)
WOP-12ac# set bss wlanObssvap0 radius-domain enterprise.service.root (enterprise.service.root -
[IOMEH nosib3oBaresns)

WOP-12ac# set bss wlanObssvapO0 radius-ip 192.168.1.100 (192.168.1.100 - IP-agpec 0CHOBHOIo
RADIUS-cepBepa)

WOP-12ac# set bss wlanObssvap0 radius-backupone-ip 192.168.1.101 (192.168.1.101 - IP-aapec
pesepBHoro RADIUS-cepsepa-1)

WOP-12ac# set bss wlanObssvap0 radius-backuptwo-ip 192.168.1.101 (192.168.1.102 - IP-agpec
pesepBHoro RADIUS-cepBepa-2)

WOP-12ac# set bss wlanObssvap0 radius-backupthree-ip 192.168.1.101 (192.168.1.103 - IP-aapec
pesepBHoro RADIUS-cepBepa-3)

WOP-12ac# set bss wlanObssvap0 radius-key eltex (eltex - kntou ansi noaknNoUeHUs K

ocHoBHoMy RADIUS-cepBepy)

WOP-12ac# set bss wlanObssvap0 radius-backupone-key eltex1 (eltex1 - ktou Ana nogknUYeHUs K
pesepBHOoMYy RADIUS-cepsepy-1)

WOP-12ac# set bss wlanObssvap0 radius-backuptwo-key eltex2 (eltex2 - kntou ans nogxntoyueHns K
pesepBHOMYy RADIUS-cepBepy-2)

WOP-12ac# set bss wlanObssvap0 radius-backupthree-key eltex3 (eltex3 - kntou Ana nogxntUYeHns K
pesepBHOoMYy RADIUS-cepBepy-3)

WOP-12ac# set bss wlanObssvap0 radius-current primary (primary - ncnonb3osaHne ocHoBHoro RADIUS-
cepsepa. MapameTp MOXeT NnpMHMMaTh 3HaveHus: primary, backuptwo, backupone, backupthree. Mo
yMo/lyaHmio: primary)

WOP-12ac# set bss wlanObssvap0 radius-port 1812 (1812 - nopt RADIUS-cepBepa, KOTopblii
ncnonb3yeTcs AN ayTeHTUgmKauum u asTopmsauuu. Mo ymonyanuio: 1812)

WOP-12ac# set bss wlanObssvap0 radius-accounting-port 1813 (1813 - nopt RADIUS-cepBepa, KOTopblii
“cnonb3yeTcs A/1s yyeTa akkayHTUHra nosb3oBateneil. Mo ymonyaxuto: 1813)

WOP-12ac# set bss wlanObssvap0 radius-accounting on (on - Bk/1toueHve 0TNpPaBKy COOGLLEHNIA
"Accounting" Ha RADIUS-cepBep. Mo ymonuanuto off)

5.6.3.4 Hacmpolka VAP ¢ nopmasibHoU asmopu3ayuel
[nsa Toro, utTobbl HacTpouTb VAP ¢ nopTasibHON aBTopr3aumein, Heo6xoanmo:

1. Cosgatb VAP 6e3 wudposaHus (kak aTo caenartb noapo6bHo onucaHo B 6/10ke HacTpoiika VAP 6e3
WwrcpoBaHUA).

2. HacTtpouTb noptasl Ha TO4YKe gocTyna.

3. Ha3HauuTb nopTasl Ha HacTpPoeHHbI paHee VAP.
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5.6.3.4.1 HacrTpolika noptana

[ns Hactpoiikm Captive Portal Ha VAPO Ha Radio 1 He06Xx04MMO BHOCUTb M3MEHEHWSA B paHee CO3aHHbIi
WwabnoH noptana - cp-instance wlanObssvap0. Ecnn TpebyeTcsi HacTpouTb nopTan, Hanpumep, ana VAP12 Ha
Radio 2, To pegakTupoBaTtb He06X0AMMO LWAGNOH nopTana nog umeHem - wlan1bssvap12.

B npumepe paccmoTpum HacTpoiiky noptana ans VAPO Ha Radio 1.

Mpumep HacTpoiikm noptana wlanObssvap0

WOP-12ac# set captive-portal mode up (up - Bk/toueHue Captive Portal. MapameTp MOXET NpUHUMATb
3HaueHus: down, up. Mo ymonyaHuio: down)

WOP-12ac# set cp-instance wlanObssvapO0 global-radius off (off - Bbik/1toueHne ncnonb3oBaHMs
HacTpoek Global RADIUS anst gaHHoro noptana. NMapameTp MOXeT npuHumMaTh 3HauveHus:: off, on. Mo
yMonuamio: off)

WOP-12ac# set cp-instance wlanObssvap0 radius-ip 192.168.1.100 (192.168.1.100 - IP-aapec
ocHoBHoro RADIUS-cepBepa)

WOP-12ac# set cp-instance wlanObssvapO radius-key eltex (eltex - kntou gns noaknOUYEHUS K
ocHoBHoMy RADIUS-cepBepy)

WOP-12ac# set cp-instance wlanObssvap0 radius-domain portal.service.root (enterprise.service.root -
[IOMEH nosib3oBaresns)

WOP-12ac# set cp-instance wlanObssvap0 radius-accounting on (on - Bk/ltoueHMe OTNpaBkn COO6LLEHNT
"Accounting" Ha RADIUS-cepBep. MapaMeTp MOXeT npuHuMaTthb 3HaueHus:: off, on. Mo ymonuyaHuto on)
WOP-12ac# set cp-instance wlanObssvapO0 external up (up - BkntoueHne nepeHanpasneHns
NoNb30BaTeNs Ha BHELLUHWUIA BUPTYasibHbIV nopTal. MapameTp MOXeT npuHMMaTh 3HadyeHus: up, down. Mo
YyMO/IYaHMio up)

WOP-12ac# set cp-instance wlanObssvap0 external-url http://192.168.1.100:8080/¢eltex_portal/ (URL
BMPTYa/1IbHOro NopTasna, Ha KOTopbIi ByAeT nepeHanpas/ieH No/b30BaTe b NPU NOAKIOUYEHUN K
6ecrnpoBOAHOIA ceTh)

WOP-12ac# set cp-instance wlanObssvap0 admin-mode up (up - Bk/1to4eHNe paboTbl BUPTYasibHOTO
nopTana. NMapameTp MOXeT NpuHMMaTb 3HauyeHusi: up, down. Mo ymonyaHuio down)

5.6.3.4.2 Mpwueaska noptana Kk VAP

Mo ymon4yaHuio noptas ¢ MUMeHeM KOHKpeTHoro VAP npueasaH k gaHHoMy VAP, HO MOXXHO NnpuBA3aTh nopTasl K
Heckonbknm VAP. Hke npeacTtaBneH npumep npuesskun noptana ¢ umeHem wlanObssvap0 k VAP3 Ha Radio 2.

WOP-12ac# set cp-vap vap3 with radio wlan1 cp-instance-name wlanObssvap0 (npvBsi3ka noptana c
nmeHem wlanObssvap0 k VAP3 Ha Radio 2)

Takxe MOXHO NpuBsi3aTb NOPTasT OAHOBPEMEHHO K BYM OiHOMMEHHbIM VAP, pacrnofioXeHHbIM Ha BCex
pagnovHTepdielicax Touku gocTyna.

WOP-12ac# set cp-vap vap1 cp-instance-name wlanObssvap0 (ogHoBpeMeHHas NpuBsi3ka noptana ¢
nvmeHem wlanObssvap0 k VAP1 Ha Radio 1 u VAP1 Ha Radio 2)
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5.6.3.5 [fononHumerbHble Hacmpoliku VAP

Ha3HaueHue VLAN ID Ha VAP

WOP-12ac# set vap vap0 with radio wlan0 vlan-id 15 (15 - Homep VLAN, Ha3zHauyeHHbIn Ha VAPO Radio1)

WOP-12ac# set vap vapO0 vlan-id 15 (15 - Homep VLAN, HazHaueHHbIi ogHoBpemeHHO Ha VAPO Radio1 u
Ha VAPO Radio2)

BkntoueHune Minimal Signal u Roaming Signal

WOP-12ac# set bss wlanObssvap0 min-signal-enable on (on - BkntoueHne goyHkLMoHana minimal signal.
[ns BblktoYeHns BeeguTe - off. Mo ymonuaxuto: off)

WOP-12ac# set bss wlanObssvap0 min-signal -75 (-75 - noporooe 3HaueHue RSSI, npu gocTmkeHnm
KOTOPOro, Touka AoCTyna 6yaeT oTktouaTb kameHTa ot VAP. MNapameTp npyvHUMaeT 3HaveHus ot -100 go
-1 abm)

WOP-12ac# set bss wlanObssvap0 check-signal-timeout 10 (10 - nepvos BpemMeHu B CekyHAax, no
NCTEYEHUN KOTOPOTrO NMPUHMMAETCS peLleHne 06 OTKII0UYEHUM KIMEHTCKOro 060pyA0BaHust ot
BUPTYyasibHOl ceTu. Mo ymonyaHuto: 10)

WOP-12ac# set bss wlanObssvap0 roaming-signal-limit -70 (-70 - noporoBoe 3HaueHue RSSI, npu
[OCTVXKEHMM KOTOPOro, MPONCXOAUT NEPEK/THYEHNE KIIMEHTCKOrO 060pYA0BaHMSA Ha APYryt TOUKY
fgoctyna. MNapameTtp npMHUMaeT 3HadeHns ot -100 go -1 gbm)

MapameTtp roaming-signal-limit gomkeH 6bITb HUXE, YeM min-signal: eciv min-signal = -75 gbwm, T0
roaming-signal-limit gonxeH 6bITb paBeH, Hanpumep, -70 ABM)

BkntoueHune VLAN Trunk Ha VAP

WOP-12ac# set bss wlanObssvap0 tagged-sta-mode on (on - Bkntouerme VLAN Trunk Ha VAPO Radio 1.
[ns oTknoueHust BeeauTe - off)

[na Toro, 4To6bl TErMPOBaHHbLIN Tpaduk Nepeaasasics B CTOPOHY K/IMeHTa Heo6XoanuMo Ha
pagnovHTepderice 0603HauUnTL Homepa VLAN, KoTopblie MOryT NPOXOAUTb Yepes3 paavonHTepdeic.
Homepa VLAN HyxHO yka3aTtb B napametpe vlan-list.

Mpumep HacTpolikn vlan-list Ha Radio 1:

WOP-12ac# set radio wlan0 vlan-list '10;4033' (10 1 4033 - Homepa VLAN. MakcumanibHoe BO3MOXHOe
konmuectBo VLAN B cniucke: 20)

BkntoueHue General VLAN Ha VAP

WOP-12ac# set bss wlanObssvap0 general-vlan-mode on (on - BknitoueHve General VLAN Ha VAPO Radio
1. Ans oTknoueHus seeaunTe - off)
WOP-12ac# set bss wlanObssvap0 general-vlan-id 12 (12 - Homep General VLAN)
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BknroyeHune ckpbiTOoro SSID

WOP-12ac# set bss wlanObssvap0 ignore-broadcast-ssid on (on - BkntoueHve ckpbitoro SSID Ha VAPO
Radio 1. nsi oTkntoueHns BeeauTe - off)

BknioueHue Band Steer

WOP-12ac# set vap vap0 with radio wlan0 band-steer-mode up (up - BkntoueHve Band Steer Ha VAPO
Radio1. [insa oTkntoueHusi BBeanTe - down)

WOP-12ac# set vap vap0 band-steer-mode up (up - BkntoueHme Band Steer ogHoBpemeHHO Ha VAPO
Radio1 n Ha VAPO Radio2. jns oTkntoueHns seeamTe - down)

BknrouyeHne nsonsumm KimeHTos Ha VAP

WOP-12ac# set bss wlanObssvap0 station-isolation on (on - Bk/itoueHne nsonsiyum knneHTos Ha VAPQ
Radio 1. nsi oTknoueHns BeeauTe - off)

HacTpoiika VLAN Priority Ha VAP

WOP-12ac# set vap vap0 with radio wlan0 vlan-prio 6 (6 - npuoputet DSCP, koTopbIli 6yaeT
npuceBavBaTbcsa Tpaduky, Nosly4eHHOMY OT KIMeHTa, noakitodeHHoro K VAPO Radio 1. Mo ymonyaHuto: 0)

WOP-12ac# set vap vapO0 vlan-prio 6 (6 - npnoputet DSCP, koTOpbIii 6yAeT npucBaMBaTbCcs TpaduKy,
nony4yeHHOMy OT K/IMeHTa, nogkntoueHHoro k VAPO Radio 1 nnm k VAPO Radio 2. Mo ymonuyaHuto: 0)

HacTtpoiika DSCP Priority Ha VAP

WOP-12ac# set bss wlanObssvap0 dscp-prio 0 (0 - aHan13 npuoputeta n3 nons CoS (npotokon 802.1p)
TernpoBaHHbIX naketoB Ha VAPO Radio1. Ansa aHanunsa npuopwuteta us nons DSCP 3aronoska IP-naketa
BBeauTe - 1)
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5.6.4 Hactpolika Cluster

HacTpoiika Cluster

WOP-12ac# set cluster cluster-name test (test - uvms knactepa. Mo ymonuaxuio: default)

WOP-12ac# set cluster location floor-2 (floor-2 - huanueckoe MecTononoxeHune Touku goctyna. Mo
yMO/14aHmio: not set - He 3a4aHO)

WOP-12ac# set cluster priority 255 (255 - npvopuTeT ToukM AocTyna B knactepe. EC/im npuoputeT y Bcex
TOYeK B K/lacTepe O4MHAaKOBbIW, To Master-Touka BbibupaeTcsa no npusHaky meHblero MAC-agpeca.
MapameTp NnpMHMMaeT 3HadveHns: ot 0 go 255. Mo ymonyaxuio: 0)

WOP-12ac# set cluster clustered 1 (1 - BktoueHune pexuma Cluster. Mapametp npyHUMaeT 3HaveHus: 0 -
Cluster BbikntoueH; softwlc - Cluster BbikntoueH, pexxkum ans paéotsl ¢ SoftWLC; 1 - Cluster BkntoueH. Mo
ymMosyaHuio: 1)

HacTtpoiika Single IP Management

WOP-12ac# set cluster cluster-ipaddr 192.168.1.222 (192.168.1.222 - IP-agpec, no KoTopoMy 6yaeT
focTynHa Master-Touka knactepa. Mo ymonuaxuto: 0.0.0.0)

HacTtpoiika napameTtpoB 6e3onacHocTu Cluster

WOP-12ac# set cluster cluster secure-mode 1 (1 - Bk/llo4eHNE 6e30MacHOCTM KilacTepa - B knactep
CMOryT 806aBUTLCA TO/IBKO T€ TOYKM AOCTYNa, Y KOTOPbIX COBNagaeT naposib yKasaHHbI B napameTpe
pass-phrase. [1na Bbik/toueHus BeeauTe - 0. Mo ymonuyaxuto: 0)

WOP-12ac# set cluster pass-phrase 12345678 (12345678 - naposib 6e3onacHocT knactepa. [omkeH
cofiepxatb oT 8 10 63 CMMBO/OB)

OGHOBNEHME NPOrPaMMHOro o6ecrneyeHusi TOUeK, BXOAALUX B KacTtep

WOP-12ac# set cluster-firmware-upgrade upgrade-method selective (selective - pexwim, npy kKoTopom
6yneT 06HOBNATLCS NPOrpaMMHOe obecnevyeHne ToMbKO BbIGPaHHOM TOUKM AocTyna. Ecnm Heo6xoammo
06HOBMTb BCE TOYKM A0OCTyna B kractepe BeeauTe - all)

WOP-12ac# set cluster-firmware-upgrade upgrade-members 192.168.0.58 (192.168.0.58 - IP-agpec
TOYKW, BXOASLLIEl B KnacTep, KOTOPYH HeobxoaMMo 06HOBUTL. Ecnn 6bin BbiGpaH upgrade-method = all,
IP-agpec Touek yKkasbiBaTb HE HY)XXHO)

WOP-12ac# set cluster-firmware-upgrade upgrade-url tftp://<IP-agpec TFTP-cepBepa>/<Amsa caiina
NOs>.tar.gz (nyTb Ao chaiina MO ToukM AoCTYyna, KOTopbIi nexuT Ha TFTP-cepeepe. Mpumep: set cluster-
firmware-upgrade upgrade-url tftp://192.168.1.7/WOP-12ac-1.22.X.X.tar.gz)

WOP-12ac# set cluster-firmware-upgrade upgrade start (start - 3anyck npouecca 06HOBNEHUS
NPOrpaMMHOro 06ecneyeHnsi Ha BblbpaHHbIX TOUKax AocTyna. 15 0CTaHOBKM Npouecca 06HOBIEHNS
BBeauTe - stop)
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5.6.5 Hactpoiika WDS
Mpumep HacTpolikn WDS Ha Radio 2 (5 I'Tw).

Mepepn HenocpeacTBEHHOM HacTpolikoit WDS Ha Toukax AocTyna Heobxoammo: BbikNoumTb Cluster, HacTponTb
pagnovHTepdelic n VAP.

MNpepBapuTenbHas HacTpoiika

WOP-12ac# set cluster clustered 0 (0 - Bbik/toueHne pexuma Cluster)

WOP-12ac# set bss wlan1 bssvap0 status up (up - BkntoueHne VAPO Ha Radio 2)

WOP-12ac# set radio wlan1 mode a-n-ac (a-n-ac - ycTaHOBKa pexuma paboTbl pagnonHTepdeiica,
MOCPeACTBOM KOTOPOrO YCTPOMCTBO OyAeT NOAKMHOUATLCS K TOUKE AOCTYyNa B peXUMe KnneHTa. Pexvm
paboTbl JO/HKEH COBNAaAATHL C PEXMMOM PaboThbl HA TOUKE J0CTYyNa)

WOP-12ac# set radio wlan1 channel-policy static (static - BbikntoueHve yHkLMoHaNa aBToMaTU4Yeckoro
Bbl6Opa kaHana)

WOP-12ac# set radio wlan1 static-channel 144 (144 - Homep cTaTUYECKOro KaHasa, Ha KOTOPOM
paboTaeT TouKa A0CTyna, K KOTOPOi ByAeT NoAKNHUYATLCS AaHHOE YCTPOCTBO B PEXUME KNNEeHTa)
WOP-12ac# set radio wlan1 n-bandwidth 20 (20 - unpuHa kaHana, Ha KOTopoM paboTaeT Touka A0CTyna,
K KOTOPOWA GyfeT NoAKNoYaTLCA AaHHOE YCTPOCTBO B PEXUME K/TMEHTA)

WOP-12ac# set interface wlan1 ssid WDS (WDS - Ha3BaHue 6ecnpoBogHoii cetn Ha VAPO Radio 2)
WOP-12ac# set interface wlan1 security wpa-personal (wpa-personal - pexwvm wmndpoBaHus)
WOP-12ac# set interface wlan1 wpa-personal-key 12345678 (123456789 - naposib 6ecnpoBoAHOIA ceTu.
[lomkeH coaepxaTb OT 8 10 64 CUMBOJ/IOB)

Bcero Ha Touke MoxHO HacTpouTb 8 WDS-coeanHeHunin. WDS-mHTepdelicbl Ha TOUKE UMEHYHOTCS CeAyHLWUM
o6paszom: wlanOwdsX, rge X - uncno ot 0 go 7.

Hwxke npeactasneHbl npyMep HacTpoiikn WDS 6e3 wucpoBaHusi u ¢ TUNom WndposaHust wpa-personal Ha
nHtepcpeice wlanOwdso.

HacTpoiika WDS 6e3 wincpoBaHus

WOP-12ac# set interface wlanOwdsO0 radio wlan1 (wlan1 - BbIGop uHTepdelica ycTpoiicTBa, KOTOPbIiA
6yaeT ncnonb3oBatbes 418 noctpoeHnss WDS. MapameTtp npvHuMaeT 3HaveHus: wlan0 (Radio 1-2.4 '),
wlan1 (Radio 2 - 5 'Tw))

WOP-12ac# set interface wlanOwds0 remote-mac A8:F9:4B:B7:8B:C0 (A8:F9:4B:B7:8B:C0 - MAC-aapec
paavouHTepdpeica Toukn AOCTynNa, C KOTOPOW NpegycmaTrpuBaeTca coBmecTHas paborta. MAC-agpec
pagvouHTepdpeiica ykasaH B BbIBOAe KOMaHabl get interface wlanX, rge X - Homep 6ecnpoBoAHOr0
nHTepgeiica: 0 - Radio 1 (2.4 I'wy); 1 - Radio 2 (5Tw))

WOP-12ac# set interface wlanOwdsO0 status up (up -BkntoueHvne WDS Ha Touke gocTyna. Ans
BbIK/toueHusi BBeguTe - down)
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HacTtpoiika WDS ¢ wpa-personal

WOP-12ac# set interface wlanOwdsO0 radio wlan1 (wlan1 - BbIGop uHTepdelica ycTpoiicTBa, KOTopbIii
6yaeT ncnonb3oBatbes A1 noctpoeHnss WDS. MapameTtp npvHuMaeT 3HadeHus: wlan0 (Radio 1-2.4 '),
wlan1 (Radio 2 - 5Tw))

WOP-12ac# set interface wlanOwds0 remote-mac A8:F9:4B:B7:8B:C0 (A8:F9:4B:B7:8B:C0 - MAC-aapec
paavouHTeppeica Toukn AOCTynNa, C KOTOPOW NpeaycmaTpuBaeTcsa coBmecTHas paborta. MAC-agpec
pagvouHTepcpeiica ykasaH B BbIBOAE KOMaHAbl get interface wlanX, rge X - Homep 6ecnpoBOAHOM0
nHTepdeiica: 0 - Radio 1 (2.4 I'w); 1 - Radio 2 (5Tw))

WOP-12ac# set interface wlanOwds0 wds-ssid WDS (WDS - nvs SSID ana noctpoeHus LumpoBaHHOro
WDS)

WOP-12ac# set interface wlanOwds0 wds-security-policy wpa-personal (wpa-personal - pexum
LINPpOBaHNS)

WOP-12ac# set interface wlanOwds0 wds-wpa-psk-key 12345678 (12345678 — WPA-kntou. vHa
K/to4a cocTaBsieT oT 8 Ao 63 CMMBO/IOB)

WOP-12ac# set interface wlanOwdsO0 status up (up -BkntoueHve WDS Ha Touke gocTyna. Ans
BbIK/toueHusi BBeauTe - down)

5.6.6 Hactpoiika WGB
Mpumep HacTpolikn WGB Ha Radio 2 (5 'Tw).

Mepep HenocpeACcTBEHHOIN HacTpolikoin WGB Ha Touke AoCTyna Heo6XoAMMO: BbIK/IIOUNTL Ha TOUKe AOCTyna
Cluster, HacTpouTb pagnounHtepdeinc Touku n VAP.

MNpepBapuTenbHaa HacTpoiika

WOP-12ac# set cluster clustered 0 (0 - Bbik/toueHne pexuma Cluster)

WOP-12ac# set bss wlan1bssvap0 status up (up - BktoueHve VAPO Ha Radio2)

WOP-12ac# set radio wlan1 mode a-n-ac (a-n-ac - yctaHoBKa pexvmMa paboTbl paguonHTepdeiica,
nocpeacTBOM KOTOPOro YCTPOMCTBO ByAeT NOoAK/IYaTLCS K TOUKe AOCTYNa B peXUme KneHTa. Pexum
paboTbl O/HKEH COBNaAATh C PEXMMOM PaboTbl HA TOUKE 40CTYNa)

WOP-12ac# set radio wlan1 channel-policy static (static - Bbik/toueHNe hyHKLOHaNA aBTOMATUYECKOro
Bbl6Opa kaHana)

WOP-12ac# set radio wlan1 static-channel 144 (144 - Homep cTaTMYeCKOro KaHasa, Ha KOTOpPOM
paboTaeT Touka A0CTyna, K KOTOpOoi ByAeT NoAkIUaTbCst AaHHOE YCTPOWCTBO B PEXMME K/TMEHTA)
WOP-12ac# set radio wlan1 n-bandwidth 20 (20 - wvprHa kaHana, Ha KOTOpoM paboTaeT Touka AoCTyna,
K KOTOPOIA GyfeT NoAKNYaTLCA AaHHOE YCTPOCTBO B PEXUME KITMEHTA)

WOP-12ac# set interface wlan1 ssid WGB (WGB - HasBaHue 6ecrnpoBogHoii cetn Ha VAPO Radio 2)
WOP-12ac# set interface wlan1 security wpa-personal (wpa-personal - pexum wndpoBaHmsi)
WOP-12ac# set interface wlan1 wpa-personal-key 12345678 (123456789 - naposib 6eCnpoBOAHOI CETM.
J[lonxeH cogepxatb oT 8 10 64 CUMBOJ/IOB)

Mocne npoBeAeHUsi NpeABapuTesibHON HACTPOIKM He06X0AMMO HacTpouTb NapameTpsl "Upstream Interface” -
NHTepdheinc ANs NOAKIYEHMS K TOUKE AOCTYNa B peXuMe KaveHTa. Humke paccMoTpeHbl npumepsbl
HacTpoiikun "Upstream Interface" WGB ¢ pa3nnyHbiMu Tnamu WwindpoBaHus.
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5.6.6.1 Hacmpolka Upstream Interface

HacTtpoiika WGB 6e3 wncpoBaHus

WOP-12ac# set wgbridge radio wlan1 (wlan1 - BbiGop nHTepdeiica ycTpolicTBa, KOTopblii 6yaeTt
MCNOMb30BaTbCSA A/15 NOAK/YEHUS K TOUKe AocTyna. MapameTp nprHuMaeT 3HaveHust: wlan0 (Radio 1 -
2.4TTu), wlan1 (Radio 2-5T1Tw))

WOP-12ac# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - msi 6ecnpoBofHOI CeTH, K KOTOPOIA
HEobX0AMMO MOAK/UNTLCS YCTPONCTBOM B PEXMME K/INEHTA)

WOP-12ac# set wgbridge wgbridge-mode up (up -BkntoueHne pexuma WGB Ha Touke goctyna. Ans
BbIK/tOUeHMs1 BBeauTe - down)

WOP-12ac# set wg-bridge-upstrm security plain-text (plain-text - pexum wndgposBaHus. MapamveTtp
npuHMMaeT 3HauYeHus: wpa-personal, wpa-enterprise, plain-text)

WOP-12ac# set wg-bridge-upstrm roam-threshold -85 (-85 — MyH/ManbHbI ypOBEHb CUTHAIA OT TOYKM
Z0CTyna, Npy KOTOPOM MPOUCXOAMUT NOAK/THOUEHME K TOUKE)

WOP-12ac# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, ncnonb3yemsbiit Ha Touke gocTtyna. Mo
ymMosyaHuio: 1)

HacTpoiika WGB ¢ wpa-personal

WOP-12ac# set wgbridge radio wlan1 (wlan1 - Bbi6op nHTepdheiica ycTpoiicTBa, KOTopbIit ByaeT
1CNONb30BaTbCSA A9 NOAK/YEHUS K TOUKe AocTyna. MapameTp npuHuMaeT 3HadeHust: wlan0 (Radio 1 -
2.4TTu), wlan1 (Radio 2-5T1Tw))

WOP-12ac# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - msi 6ecnpoBogHOI1 CeTu, K KOTOPOI
HeobXoAMMO MOAK/UNTLCA YCTPONCTBOM B PEXMME KNEHTA)

WOP-12ac# set wgbridge wgbridge-mode up (up -BkntoueHune pexvuma WGB Ha Touke goctyna. Ans
BbIK/toueHusi BBeguTe - down)

WOP-12ac# set wg-bridge-upstrm wpa-personal-key 12345678 (12345678 - naposb, Heo6xoAMMbIi AN
aBTOpM3aLMM Ha Touke gocTyna.. [Jo/mKeH cogepxatb oT 8 4o 64 cMBO/IOB)

WOP-12ac# set wg-bridge-upstrm security wpa-personal (wpa-personal - pexum LumdpoBaHusi.
MapameTp NpMHMMaEeT 3HaYeHns: wpa-personal, wpa-enterprise, plain-text)

WOP-12ac# set wg-bridge-upstrm roam-threshold -85 (-85 — MyHMManbHbI ypoBEHb CUTHAIA OT TOYKM
ZocTyna, Npy KOTOPOM MPOUCXOAMNT NOAK/HOUYEHME K TOUKE)

WOP-12ac# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, ncnonb3yemsbiit Ha Touke gocTtyna. Mo
ymMosyaHuio: 1)
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HacTtpoiika WGB ¢ wpa-enterprise

WOP-12ac# set wgbridge radio wlan1 (wlan1 - Bbi6op nHTepdheiica ycTpoiicTBa, KOTopbIit ByaeTt
1CNONb30BaTbCS A9 NOAK/YEHUS K TOUKe AocTyna. MapameTp npuHuMaeT 3HaveHus: wlan0 (Radio 1 -
2.4TTu), wlan1 (Radio 2-5T1Tw))

WOP-12ac# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - nmsi 6ecnpoBoHOI1 ceTu, K KOTOpOI
Heo6XoANMO MOAK/UNTLCA YCTPONCTBOM B PeXMME KNNEHTA)

WOP-12ac# set wgbridge wgbridge-mode up (up -BkntoueHune pexuma WGB Ha Touke goctyna. Ans
BbIK/NtoueHusi BBeguTe - down)

WOP-12ac# set wg-bridge-upstrm security wpa-enterprise (wpa-enterprise - pexuvm wgpoBaHus.
MapameTp NpMHMMaEeT 3HaYeHns: wpa-personal, wpa-enterprise, plain-text)

WOP-12ac# set wg-bridge-upstrm eap-user client (client - msi nonb3oBarens, ncnonb3yemoe npu
aBTopu3auum Ha RADIUS-cepBepe)

WOP-12ac# set wg-bridge-upstrm eap-password clientspassword (clientspassword - naposnb
nosib30BaTess, UCNonb3yemblii Npu aBTopusaummn Ha RADIUS-cepsepe)

WOP-12ac# set wg-bridge-upstrm roam-threshold -85 (-85 — MyHMManbHbI ypoBEHb CUTHAIA OT TOUKMU
[l0CcTyna, Npy KOTOPOM NPOUCXOAMNT NOAK/HOUYEHME K TOUKE)

WOP-12ac# set wg-bridge-upstrm eap-method peap (peap - BbI6G0p NpOTOKO/1A ayTEHTUMKALMN.
MapameTp NpMHMMaeT 3HaYeHus: peap, tls)

WOP-12ac# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, ncnonb3yemblit Ha Touke goctyna. Mo
yMonyaxmio: 1)

Mpn HEOBXOAMMOCTM MOXHO NPOM3BECTUN HACTPOIiKY MHTepdeiica "Downstream Interface", BbicTynatouero B
KauecTBe TOYKM A0oCcTyna A8 NOAKMHUYEHUST KIIMEHTCKMX YCTPOICTB.

5.6.6.2 Hacmpolka Downstream Interface

HacTpoiika "Downstream Interface" c wpa-personal

WOP-12ac# set wg-bridge-dwstrm ssid Client-ssid (Client-ssid - nmsi 6ecnpoBogHoi1 ceTi, K KOTOpPOi
HeobXoAMMO MOAK/UNTLCA YCTPONCTBOM B PEXMME KNEHTA)

WOP-12ac# set wg-bridge-dwstrm wpa-personal-key 12345678(12345678- naposib A9 NOAK/IOUYEHUS K
6ecnpoBOAHOI CceTh)

WOP-12ac# set wg-bridge-dwstrm security wpa-personal (wpa-personal - pexuvm wngpoaHus. s
co3gaHua SSID 6e3 pexuma wndpoBaHns BeeauTe - plain-text. NMapamerp npyHMMaeT 3Ha4YeHNs: wpa-
personal, plain-text)

WOP-12ac# set wg-bridge-dwstrm ignore-broadcast-ssid off (off - BbikntoueHne pexuma ckpbitoro SSID.
[ BKNOYEHMS pexuMa BBeanTe - on)

WOP-12ac# set wg-bridge-dwstrm vlan-id 15 (15 - Homep VLAN, B koTOpoMm GyAeT nepeaaBaTbCcs
CETEBOI TpadhvK ANst AAaHHON Touku gocTtyna. Mo ymonyanuto: 1)

WOP-12ac# set wg-bridge-dwstrm status up (up - BkitoueHne Downstream Interface. Jnsi BbikntoueHMst
BBeauTe - down)
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5.6.6.3 Hacmpotika WGB-ARP-Timeout

HacTtpoiika WGB-ARP-Timeout

WOP-12ac# set wgbridge wgb-arp-timeout 5 (5 - Bpems xu3Hu 3anucu B ARP-Tabnmue pexvima WGB.
MapameTp npuvHMMaeT 3HadveHne oT 1 4o 1440 MUHYT. [0 yMONMYaHUIO - 5 MUHYT)

5.6.7 CunCTeMHble HACTPOIKK

5.6.7.1 O6HosneHue NO ycmpolicmsa

© He oTtknovaiiTe NUTaHMe yCTPOCTBA U HE BLIMNOMHANTE nepesarpysky ycTpolicTea B npoLecce
o6HoBieHusa MNo!

[nsa o6HoBneHns MO no npotokony TFTP 3arpy3ute Ha TFTP-cepBep thaiin npoLumBKx
WOP-12ac-1.22.X.X.tar.gz v BbINOMHUTE KOMaHAY:

O6HoBneHne MO Toukn goctyna no tftp

WOP-12ac# firmware-upgrade tftp://<IP-agpec tftp-cepsepa>/<Ha3saHue aiina NMNoO> (Mpumvep:
firmware-upgrade tftp://192.168.1.100/WOP-12ac-1.22.X.X.tar.gz

[ns o6HoBneHus MO no npotokony HTTP 3arpy3uTte Ha HTTP-cepsep thaiin npoLLmBkn
WOP-12ac-1.22.X.X.tar.gz n BbINONHWUTE KOMaHAbI:

Oo6HoBneHune MO Toukn goctyna no tftp

WOP-12ac# set firmware-upgrade upgrade-url http://<IP-agpec http-cepBepa>:[nopt]/<Ha3zBaHue
darina NMO> (Mpumep: set firmware-upgrade upgrade-url http://192.168.1.100:8080/
WOP-12ac-1.22.X.X.tar.gz)

WOP-12ac# set firmware-upgrade start yes (komaHga ans Hauana o6HoeneHus Mo)

MepeknoueHne Ha pe3epBHYI Bepcuto MO Touku gocTyna

WOP-12ac# firmware-switch
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5.6.7.2 YnpasneHue KoHghuaypayueli ycmpolicmsa

C6poc KoHhurypauum ycTpoiictea B fepO/ITHOE COCTOsIHME

WOP-12ac# factory-reset

CkauaTb KOH(PUIypaLMOHHbIii haiin ycTpoiicTBa Ha tftp-cepeep

WOP-12ac# config download tftp://<IP-agpec tftp-cepBepa>/<Ha3BaHue cpaiina>.xml (Mpumep: config
download tftp://192.168.1.100/WOP-12ac.xml)

3arpys3uTtb KOH(UrypawumoHHbIii thalin Ha ycTpoiicTBO c tftp-cepBepa

WOP-12ac# config upload tftp://<IP-agpec tftp-cepBepa>/<HasBaHue cpaiina>.xml (Mpumep: config
upload tftp://192.168.1.100/WOP-12ac.xml)

5.6.7.3 [lMepesazpy3ka ycmpolicmsa

KomaHAa Ans nepesarpysku ycTpoiicTea

WOP-12ac# reboot

5.6.7.4 Hacmpolika 0ambl U BpeMeHU

KomaHgbl ans HaCTpOﬁKI/I CUXpOoHU3aLuuun BpemeHun c cepsepom NTP

WOP-12ac# set ntp status up (up - BK/1to4EHNE CMHXPOHM3aLMK BpeMeHn ¢ NTP-cepBepom. MapamveTtp
npYHUMaET 3HaueHusi: down, up. Mo yMon4aHmio: up)

WOP-12ac# set ntp server 192.168.1.100 (192.168.1.100 - IP-agpec ocHoBHoro NTP-cepsepa)
WOP-12ac# set ntp alternative-server ntp1.stratum2.ru (ntp1.stratum2.ru - JoMeHHOE NMSA PE3EPBHOIO
NTP-cepeepa-1)

WOP-12ac# set ntp alternative-server2 192.168.1.102 (192.168.1.102 - IP-agpec pe3epBHoro NTP-
cepsepa-2)

WOP-12ac# set system time-zone 'Russian Fed. Zone 6 (Novosibirsk; Krasnoyarsk)' (Russian Fed. Zone
6 (Novosibirsk; Krasnoyarsk) - yctaHoBka TaiiM-30Hbl. 10 ymonyaHuto: 'Russia (Moscow)')
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5.6.7.5 Hacmpotika omnpasku SNMP-mparos

HacTtpoiika oTnpaBku SNMP-TpanoB

WOP-12ac# set snmp source-status up (up - BkntoueHne npuHaTnsa SNMP-3anpocoB TOMbKO C YKa3aHHbIX
B MapameTpe snmp source agpecos. MapameTp NpuHUMAaET 3HaueHus: down, up. Mo ymonyanuio: down)
WOP-12ac# set snmp source 192.168.1.100 (192.168.1.100 - IP-agpec xocTa, OT KOTOPOro paspeLLeHo
npuHumatb SNMP-3anpoch!)

WOP-12ac# add traphost host 192.168.1.100 community public host-type ipv4 trap_version snmpV2
(HacTpoiika oTnpasku SNMP-TpanoB Bepcun snmpV2, Ha XocT ipv4 c ip-agpecoM 192.168.1.100, ans
rpynnsi public)

5.6.8 HacTtpoiika cepsuca APB

KomaHgb! AN HacTpoiiku cepBuca APB

WOP-12ac# set captive-portal mode up (up - akTMBMpoBaTh NoaxoueHve Kk cepeucy APB. MapameTp
npuHMmaeT 3HadeHus: up, down. Mo ymonyaHuio: up)

WOP-12ac# set captive-portal roaming-service-url ws://<Agpec cepsuca APB>:8090/apb/broadcast
(Mpumep: set captive-portal roaming-service-url ws://192.168.1.100:8090/apb/broadcast)

WOP-12ac# get captive-portal apb-operation-status (komaHaa ans BbiBoga ctartyca cepsuca APB:
connected, not_connected nnu not_running)
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5.6.9 MOHUTOPWHT

5.6.9.1 Wi-Fi knueHmbli

WOP-12ac# get association detail

Property

interface
station
authenticated
associated
authorized
ip-address
hostname
fw-version
board-type
rx-packets
tx-packets
rx-bytes
tx-bytes
tx-rate

rx-rate
tx-actual-rate
rx-actual-rate
tx-modulation
rx-modulation
listen-interval
last-rssi
last-snr

noise
tx-link-quality
tx-rate-quality
tx-link-capacity
tx-drop-bytes
rx-drop-bytes
tx-drop-packets
rx-drop-packets
client-gos-enabled
bw-Timit-up
bw-T1imit-down
acl-type-up
acl-up
acl-type-down
acl-down
policy-up
policy-down

ts-violate-rx-packets
ts-violate-tx-packets

uptime

identity

domain
supported-channels

wlanlvapl
62:3b:f9:4d:ac:27
Yes

Yes

Yes

10.24.80.74

HUAWEI_P40_Pro-8lafe9c34a

318
293
64360
158746
156
156

0

0

VHT LDPC MCS8 NSS2 20MHz
VHT LDPC MCS8 NSS2 20MHz

10

-48

44 dB
-92 dBm
100%
100%
100% (not changed)
0

0

0

0
Disabled
0

0

None

None

00:00:00
tutu

enterprise.service.root
36-64,132-140,149-165
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using-802.11r
using-802.11k

mode

aid

ps—-mode

vlan-id

auth-mode
encryption
eltex-serial-number
assoc-duration
auth-duration
dhcp-start-duration
dhcp-end-duration
count-dhcp-dis
count-dhcp-off
count-dhcp-req
count-dhcp-ack

No

No
802.11ac
1

0

10

WPA2
AES-CCMP

0.001337
2.525727
0.000000
0.019971
0

<)
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5.6.9.2 VHgpopmayusi 06 ycmpolcmse

WOP-12ac# get system detail

Property Value

username admin

model Eltex WOP-12ac

version 1.22.X.X

altversion 1.22.X.X

build-year 2021

build-date 2021.03.18 13:42 +07
loader-version 1.22.X.X

platform bcm947452acnrm

uptime 0 days, 0 hours, 5 minutes
system-time Tue Apr 27 2021 06:02:52 MST
time-zone Russia (Moscow)

enable-dst off

dst-start March.Second.Sunday/02:00
dst-end November.First.Sunday/02:00
dst-offset 60

country RU

country-mode on

full-isolation on

tunneling-over-wds off

force-allow-eth off

power-source

nmode-supported Y

forty-mhz-supported-g Y

forty-mhz-supported-a Y

eighty-mhz-supported-a Y

base-mac

e8:28:cl:cl:27:60

base-mac-status on
serial-number WP12034181
country-code-is-configurable on

system—-name
system-contact
system-location

admineexample.com
Default

band-plan

lastboot success
wpa-personal-key-min-complexity-support off
wpa-personal-key-min-character-class 3
wpa-personal-key-min-length 8
wpa-personal-key-max-length 63
wpa-personal-key-different-from-current no
password-min-complexity-support off
password-min-character-class 3
password-min-length 8
password-max-length 64
password-aging-support off
password-aging-time 180
password-different-from-current yes

166



PykoBogacTBo no skcniyatauum WOP-12ac

5.6.9.3 Cemesasi uHhopmayusi

WOP-12ac# get management detail

Property Value

vlan-id 1

mtu 1500
interface brtrunk
tunnel-ip

static-ip 192.168.1.10
static-mask 255.255.255.0
ip 100.110.0.242
mask 255.255.254.0
mac E8:28:C1:C1:27:60
ap-location eltex.root

dhcp-status up
static-ipv6 N
static-ipv6-mask

ipv6e

ipve-mask

sw-ratelimit-enable up
sw-ratelimit-timer 100
ucast-prom-ratelimit 150000
ucast-sw-ratelimit-mode auto
ucast-sw-ratelimit 120000
ucast-sw-gre-ratelimit 10500
mcast-sw-ratelimit 10000
bcast-sw-ratelimit 1000
arp-req-sw-ratelimit 500
vlan-lock up
ipve-status down

ipv6-autoconfig-status down
static-ipv6 N
static-ipv6e-prefix-length 0
static-ipv6-addr-status
dhcp6-status up
autoconfig-link-local
autoconfig-ipv6-global-all

WOP-12ac# get ip-route

destination 0.0.0.0

mask 0.0.0.0
gateway 100.110.0.1
table 254

WOP-12ac# get ntp detail
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Property

status

server
alternative-server
alternative-server2
dhcp_server
dhcp_alt_server
dhcp_alt_server2
manual-daily-drift-secs

up

100.110.1.253
100.110.0.22
O.ru.pool.ntp.org
100.110.1.252
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5.6.9.4 becrposBodHble uHMepghelichbl

WOP-12ac# get radio wlan0 detail

Property Value
status up
description IEEE 802.11g
static-mac

channel-policy best
channel-update 1440
mode bg-n
tpc off
scb-timeout 120
atf on
ampdu_atf_us 4000
ampdu_atf_min_us 1000
dotllh off
dotlld up
static-channel 6
channel 11
tx-power-dbm 16
tx-power-dbm-max 16
tx-power-dbm-min 5
tx-power-output 15.25
tx-chain 3
beacon-interval 100
rts-threshold 1025
fragmentation-threshold 1024
arp-suppression on
ap-detection on
limit-channels 16 11
operational-bandwidth 20
n-bandwidth 20
n-primary-channel lower
protection auto
edca-template custom
short-guard-interval-supported no
stbc-mode auto
ldpc-mode auto
dhcp-snooping-mode ignore
dhcp-option-82-string

coex-mode on
vlan-Tlist

wme on
wme-noack off
wme-apsd on
rate-limit-enable off
rate-limit 50
rate-limit-burst 75
stp-block-enable on
wlan-util 88
num-stations 0
wds-status down
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fixed-multicast-rate auto
fixed-tx-modulation auto
max-stations 200
dtim-period 2
reinit-period 0
scheduler-profile-name

operational-mode up
scheduler-operational-mode

vht-mode

vht-features of f
rsdb-mode

frame-burst of f
spectrum-analyser-start
spectrum-analyser-status Not ready
spectrum-analyser-results Not ready

rrm-block-tpc
rrm-block-dca

ampdu up
amsdu down
olpc-cal-period 300
olpc-channel no

WOP-12ac# get radio wlan1 detail

Property Value
status up
description IEEE 802.11a
static-mac

channel-policy best
channel-update 1440
mode a-n-ac
tpc off
scb-timeout 120
atf on
ampdu_atf_us 4000
ampdu_atf_min_us 1000
dotllh off
dotlld up
static-channel 36
channel 56
tx-power-dbm 19
tx-power-dbm-max 19
tx-power—-dbm-min 1
tx-power-output 0.00
tx-chain 3
beacon-interval 100
rts-threshold 2347
fragmentation-threshold 2346
arp-suppression on
ap-detection on
limit-channels 36 40 44 48 52 56 60 64
operational-bandwidth 20
n-bandwidth 20
n-primary-channel lower
protection auto
edca-template custom
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short-guard-interval-supported
stbc-mode

ldpc-mode
dhcp-snooping-mode
dhcp-option-82-string
coex-mode

vlan-Tlist

wme

wme-noack

wme-apsd
rate-limit-enable
rate-limit
rate-limit-burst
stp-block-enable
wlan-util

num-stations

wds-status
fixed-multicast-rate
fixed-tx-modulation
max-stations

dtim-period
reinit-period
scheduler-profile-name
operational-mode
scheduler-operational-mode
vht-mode

vht-features

rsdb-mode

frame-burst
spectrum-analyser-start
spectrum-analyser-status
spectrum-analyser-results
rrm-block-tpc
rrm-block-dca

ampdu

amsdu

olpc-cal-period
olpc-channel

no
auto
auto
ignore

on

on
off
on
off
50
75
on

down
auto
auto
200

up

on
off

off

Not ready
Not ready

up
up
300
yes
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5.6.9.5 WDS

WOP-12ac# get interface wlanOwdsO0 detail

Property Value

type wds

status up

description Wireless Distribution System - Link 1
mac E8:28:C1:C1:27:60
ip

mask

static-ip

static-mask

rx-bytes 8235818
rx-packets 38800

rx-errors 0

tx-bytes 172159433
tx-packets 263429

tx-errors

tx-drop-bytes
rx-drop-bytes
tx-drop-packets
rx-drop-packets
ts-vo-rx-packets
ts-vo-tx-packets
ts-vo-rx-bytes
ts-vo-tx-bytes
ts-vi-rx-packets
ts-vi-tx-packets
ts-vi-rx-bytes
ts-vi-tx-bytes
ts-be-rx-packets
ts-be-tx-packets
ts-be-rx-bytes
ts-be-tx-bytes
ts-bk-rx-packets
ts-bk-tx-packets
ts-bk-rx-bytes
ts-bk-tx-bytes
priority 128
port-isolation
auto-negotiation

speed

duplex

link-status

link-uptime

intf-speed

duplex-mode
green-ethernet-mode

ssid

bss

security

wep-key-ascii no

[ol ool ol oMol oloMolololMololololoMoMoMoMoMNO]
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wep-key-length 104
wep-default-key
wep-key-mapping-length
vlan-interface

vlan-id

radio wlan®

remote-mac A8:F9:4B:B7:8B:C0O
remote-rssi -16

wep-key

operational-status up
wds-link-uptime 00:00:46

wds-ssid wDS
wds-security-policy wpa-personal
wds-wpa-psk-key 12345678
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5.6.9.6 WGB

WOP-12ac# get wgbridge detail

wgbridge-mode up
radio wlan0
debug

WOP-12ac# get wg-bridge-upstrm detail

Property Value

ssid AP-ss1id
security wpa-personal
wep-key-ascii no
wep-key-length 104
wep-default-key 1
wpa-allowed off
wpa2-allowed on
upstream-bssid

vlan-id 1
connection-status Associated to AP a8:f9:4b:b7:8b:c0
rx-bytes 8337952
rx-packets 50212
rx-errors 0

tx-bytes 306207
tx-packets 913
tx-errors 0

iface wlanQupstrm
eap-user

eap-method peap

debug

cert-present no
cert-exp-date Not Present
mfp mfp-not-reqd
roam-threshold -75
roam-delta 10

WOP-12ac# get wg-bridge-dwstrm detail

Property Value

ssid Client-ssid
security wpa-personal
wep-key-ascii no
wep-key-length 104
wep-default-key 1
wep-key-mapping-length

status up
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ignore-broadcast-ssid
open-system-authentication
shared-key-authentication
wpa-cipher-tkip
wpa-cipher-ccmp
wpa-allowed

wpa2-allowed
broadcast-key-refresh-rate
vlan-id

rx-bytes

rx-packets

rx-errors

tx-bytes

tx-packets

tx-errors

iface

mfp

off
on
off
on
on
on
on

6522
40

8439

34

(0]
wlan@dwstrm
mfp-not-reqd
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5.6.9.7 Cluster

WOP-12ac# get cluster detail

Property Value
clustered 1
location floor-2
cluster-name test
ipversion ipv4
member-count 2
clustering-allowed true
compat WOP-12ac
operational-mode 1
cluster-ipaddr 192.168.0.222
priority 255
reauth-timeout 300
secure-mode 1
pass-set 1
secure-mode-status Enabled
trace-debug 0

WOP-12ac# get cluster-member detail

Property Value

mac A8:F9:4B:B7:8B:C0O
ip 192.168.0.58
compat WOP-12ac

location floor-1

uptime 120

is-dominant true

priority 0
firmware-version 1.22.X.X

cluster-controller no

Property Value

mac E8:28:C1:C1:27:60
ip 192.168.0.135
compat WOP-12ac

location floor-2

uptime 124

is-dominant false

priority 255
firmware-version 1.22.X.X

cluster-controller yes

WOP-12ac# get cluster-fw-member detail

Property Value
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upgrade

upgrade-url tftp://192.168.1.7/WOP-12ac-1.22.X.X.tar.gz
upgrade-method selective

upgrade-status Completed

upgrade-members 192.168.0.58

WOP-12ac# get cluster-fw-member

ip mac fw-download-status

192.168.0.58 A8:F9:4B:B7:8B:C0O Success
192.168.0.135 E8:28:C1:C1:27:60 None
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5.6.9.8 XKypHan cobbimuti

WOP-12ac# get log-entry

Property Value

number 1
priority debug
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message Station 62:3b:f9:4d:ac:27 associated, time = 0.001337

Property Value

number 2
priority debug
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message station: 62:3b:f9:4d:ac:27 associated rssi -49(-49)

Property Value

number 3
priority info
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message STA 62:3b:f9:4d:ac:27 associated with BSSID e8:28:cl:cl:27:61

Property Value

number 4
priority info
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message Assoc request from 62:3b:f9:4d:ac:27 BSSID e8:28:cl:cl:27:61 SSID Test_Enterprise
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5.6.9.9 CkaHuposaHue aghupa

CkaHupoBaHue achupa npegocTaBnseT MHPopMaLuo 060 Bcex 6ecnpoBOAHbIX TOUKaxX JOCTYNa, KOTopble

YCTPOMCTBO AETEKTUPYET BOKPYr cebs.

WOP-12ac# get detected-ap

privacy

channel
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signal

On
off
off
off
On
off

i-0TT-ent-06
i-0TT-06-portal
i-200

(Non Broadcasting)
RT-WiFi-5278
GPB_Free

-61
-61
-45
-56
-61
-53
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5.6.9.10 CnexkmpoaHasiuszamop

CnekTpoaHanusarop npefocrasnser MHopMaLUUIo 0 3arpyXeHHOCTU KaHaoB B AnanasoHax 2.4 mn STy,
CnekTpoaHanM3aTop CKaHupyeT KaHaslbl yka3aHHble B napametpe limit-channels B HacTpoiikax
paavouHTepdeica. Pe3ynsrar BbIBOAUTCSA B MPOLIEHTAX.

© nMocne 3anycka ckaHMPOBAHUSA [/151 NOJTyHEHUS PE3y/ILTATOB HEO6XOAVMO MOAOXK/AATb HECKO/IbKO
MUHYT. Ha BpemMsi CKaHMpOBaHWUSA y NOAK/MHOYEHHbIX KIMEHTOB ByaeT Habnogartbca npepbiBaHne
paboTbl CEPBUCOB.

WOP-12ac# set radio all spectrum-analyser-start yes (3anyck cnekrpoaHanusaropa Ha BCex
pagunovHTepdeicax 0AHOBPEMEHHO. 1111 3amycka CneKTpoaHasim3aTopa Ha KOHKPETHOM
pagnounHTepdelice BmecTo all BBeanTe HasBaHWe MHTepdeiica: wlan0 - Radio1, wlan1 - Radio2)

WOP-12ac# get radio all spectrum-analyser-results (BbiBog, pe3ynbrata paboThl CEKTpoaHaIM3aTopa)

Property Value
name wlano
spectrum-analyser-results
1: 92 | Kk ok ok ke ok ok ok ok ok ok ok ok ok ok ok ok ok ok
6: 84 | Hkxkokokokkkkkokokokokkx
11: 88 | Kk ok ko ok ok ok ok ok ok ok ok ok ok ok ok

Optimal 20MHz channel: 11

Property Value
name wlanl
spectrum-analyser-results

36: 52 | kokok ok kkkkkkk

40: 52 | kkkkkkkkkkx

44; 15 | *xx%

48: 13 | *xx

52: 9 | *x

56: 4 | *

60: 5 | *x

64: 10 | *xx

Optimal 20MHz channel: 56
Optimal 40MHz channel: 521
Optimal 80MHz channel: 56/80
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6 MpunoxeHne. CNUCOK OCHOBHbIX K/TACCOB U NOAKNACCOB KOMaH/

Knacc

debug

OTnapoyHble
KOMaHAbI

system

HacTpoiikn
CUCTEMBI

Mopgknacc

level

timestamp

klevel

password

model

version

platform

encrypted-
password

PyHKUNA

YpoBeHb
OTNnafo4YHo’
MHdopmaLmmn

[Jo6aBnTb METKY
BPEMEHM K
OTNafouHol
MHdopmaLmu

YpoBeHb
OoTNnafouYHoM’
NHpopmMaLmmn agpa

Maponb goctyna K
Mo/ib30BaTe/IbCKOM
y web-uHtepdelicy
n CLI

Mopgenb
yCTpoicTBa

Bepcua No

AnnapaTtHas
nnardopma

3awmnpoBaHHbIii
naposib

Bo3moxHble CuHTaKcuc

KOMaHbl

get, set

get, set

get, set

set

get

get

get

get, set

get debug level

set debug level
<value>

get debug
timestamp

set debug
timestamp
<value>

get debug
klevel

set debug
klevel <value>

set system
password
<value>

get system
model

get system
version

get system
platform

get system
encrypted-
password

set system
encrypted-
password
<value>

Mpumepsbl

WOP-12ac# get
debug level

0

WOP-12ac# get
debug timestamp

WOP-12ac# set
debug klevel 1

WOP-12ac# get
debug klevel

1

WOP-12ac# set
system password
password

WOP-12ac# get
system model

Eltex WOP-12ac

WOP-12ac# get
system version

1.14.0.89

WOP-12ac# get
system platform

bcm953012er

WOP-12ac# set
system
encrypted-
password
"$15G6G6G6G6SDh
39pxWgjp3nBRrBP
BL701"

WOP-12ac#

WOP-12ac# get
system
encrypted-
password$1$G6G6
G6G6SDh39pxWqjp
3nBRrBPBL701
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Knacc Mopgknacc

uptime

system-
time

time-zone

enable-dst

summer-—
time

dst-start

PyHKUNA

Bpems paboTbl
cUCTEeMbI C
MOMEHTAa 3arpy3ku

TekyLLee Bpems
CUCTEMBI

YacoBoii nosic

BkounTb
nepexop Ha
JNleTHee BpemA

Bpemsa nepexoga
Ha neTHee Bpems

Bo3MOXHble
KoMaHAbl

get

get

get, set

get, set

get, set

get, set
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CuHTakcuc

get system
uptime

get system
system-time

get system
time-zone

set system
time-zone
<value>

get system
enable-dst

set system
enable-dst
<value>

get system
summer-time

set system
summer-time
<value>

get system dst-
start

set system dst-
start <value>

Mpumepsbl

WOP-12ac# get
system uptime

6 days, 17
hours, 25
minutes

WOP-12ac# get
system system-
time

Thu May 31 2018
06:59:46 MST

WOP-12ac# set
system time-
zone "Russia
(Moscow) "

WOP-12ac# get
system time-
zone

Russia (Moscow)

WOP-12ac#

WOP-12ac# set
system enable-
dst on

WOP-12ac# get
system enable-
dst

on

WOP-12ac# set
system summer-
time enabled

WOP-12ac# get
system summer-
time

enabled

WOP-12ac# set
system dst-
start
"March.Second.S
unday/02:00"

WOP-12ac# get
system dst-
start

March.Second.Su
nday/02:00
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dst-end

dst-offset

reboot

country

country-
mode

full-
isolation

nmode-
supported

PyHKUNA

Bpemsa nepexoga
Ha 3MMHee BpeMms

get, set

Mepesarpysntb set
TOYKY [JocTyna

CtpaHa

Bo3MOXHbIe
3HayeHus: on, off.

MonHas usonauus. get, set

Bo3moxHbIe
3Ha4YeHuns: on —
JOYHKUNA aKTUBHA,
off — chyHKkuMA
HeakTMBHa.

Mopaepxka get
craHpapta IEEE
802.11n.

Bo3moOXxHbIe

3HaueHuns: Y —
nogaepxusaet, N

- He

noanepxueaer.

Bo3MOXHble
KoMaHAbl

get, set

get, set

get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get system dst-
end

set system dst-
end <value>

get system dst-
offset

set system dst-
offset <value>

set system
reboot

get system
country

set system
country <value>

get system
country-mode

set system
country-mode
<value>

get system
full-isolation

set system
full-isolation
<value>

get system
nmode-supported

Mpumepsbl

WOP-12ac# set
system dst-
start
"November.First
.Sunday/02:00"

WOP-12ac# get
system dst-end

November.First.
Sunday/02:00

WOP-12ac# set
system dst-
offset 60

WOP-12ac# get
system dst-
offset

60

WOP-12ac# set
system reboot

WOP-12ac# set
system country
RU

WOP-12ac# get
system country
RU

WOP-12ac# set
system country-
mode off

WOP-12ac# get
system country-
mode

off

WOP-12ac# set
system full-
isolation off

WOP-12ac# get
system full-
isolation

off

WOP-12ac# get
system nmode-
supported

Y
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Mopgknacc

forty-mhz-
supported

base-mac

serial-
number

country-
code-is-
configurab
le

system-
name

system-
contact

PyHKUNA

Mognepxka
nonochl
nponyckaHus
LmpuHon 40 MI'y, B
5 My gnanasoHe.

CepwiiHblili HOMep
n3genus

HacTpoiika koga
CTpaHbl.
Bo3moxHbIe
3HaYeHuns: on —
JOYHKUNA aKTUBHA,
off — chyHKuMA
HeakTVBHa.

Nma cuctemsl

KoHTaKTbl
CUCTEMBI

Bo3MOXHble
KoMaHAbl

get

get, set

get, set

get, set

get, set

get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get system
forty-mhz-
supported

get system
base-mac

set system
base-mac
<value>

get system
base-mac

set system
base-mac
<value>

get system
country-code-
is—-configurable

set system
country-code-
is—-configurable
<value>

get system
system—-name

set system
system—-name
<value>

get system
system-contact

set system
system-contact
<value>

Mpumepsbl

WOP-12ac# set
system base-mac
"a8:f9:4b:b0:21
:60"

WOP-12ac# get
system base-mac
a8:f9:4b:b0:21:
60

WOP-12ac# set
system serial-
number
WP01000167

WOP-12ac# get
system serial-
number
WPO1000167

WOP-12ac# set
system country-
code-is-
configurable on

WOP-12ac# get
system country-
code-is-
configurable

on

WOP-12ac# set
system system-
name "WOP-12ac"

WOP-12ac# get
system system-
name

WOP-12ac
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host
HacTpoiikn xocTa

Mopgknacc

system-
location

id

dns-1

dns-2

domain

static-
dns-1

static-
dns-2

static-
domain

PyHKUNA

MecTononoxexnne
CUCTEMBbI

ID xocTa

IP-agpec DNS-
cepsepa (1)

IP-agpec DNS-
cepeepa (2)

Vima gomeHa

DNS-cepsep (1),
KOTOpbIV Byaet
NCNONb30BaH, eC/n
agpec He Nony4yeH
no DHCP

DNS-cepsep (2),
KOTOpbIV ByaeT
MCMob30BaH, ecnu
afpec He Nosy4yeH
no DHCP

Vima gomeHa,
ncnosb3yemMoro,
€C/11 He MoNy4YeHo
nMAa JOMeHa no
DHCP

Bo3MOXHble
KoMaHAbl

get, set

get, set

get

get

get

get, set

get, set

get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get system
system-location

set system
system-location
<value>

get host id

set host 1id
<value>

get host dns-1

get host dns-2

get host domain

get host
static-dns-1

set host
static-dns-1
<value>

get host
static-dns-2

set host
static-dns-2
<value>

get host
static-domain

set host
static-domain
<value>

Mpumepsbl

WOP-12ac# get
system system-
location
Default

WOP-12ac# set
host 1id
"WOP-12ac"

WOP-12ac# get
host -id
WOP-12ac

WOP-12ac# get
host dns-1
172.16.0.250

WOP-12ac# get
host dns-2
172.16.0.100

WOP-12ac# get
host domain
eltex.loc

WOP-12ac# get
host static-
dns-1

WOP-12ac# get
host static-
dns-1

WOP-12ac# set
host static-
domain
"example.com"
WOP-12ac# get
host static-
domain
example.com
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config

HacTpoiikn

KOHoUrypauum

interface

HacTpoiikn
ceTeBoro
nHTEepdeinca

Mopgknacc

dns-via-
dhcp

startup

version

backup-
file-
format

type

status

PyHKUNA

MonyyaTb
napameTtpbl DNS-

cepsepa no DHCP.

Bo3MOXHble
3HaYeHus: up —
nosiy4arb no
DHCP, down -
1Ccnonb3oBaTb
cTarunyeckune
napameTpbl.

HacTpoiika Bo
BpEMS 3arpysku

Bepcusa dhaitna
KOHpurypaumm

dopwmar paina
KOHoUrypaumu.
Bo3moxHble
3HauyeHus: plain —
He3alwngpoBaHHbI
i, encrypted —
3alUMPOBaHHbIA.

Twun ceTeBoro
nHTepdelica

CocTosiHMe
nHTEepderica

Bo3MOXHble
KoMaHAbl

get, set

set

get

get, set

add, get

add, get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get host dns-
via-dhcp

set host dns-
via-dhcp
<value>

set config
startup <value>

get config
version

get config
backup-file-
format

set config
backup-file-
format <value>

add interface
<interface_name
> type <value>

get 1interface
<interface_name
> type

add interface
<interface_name
> status
<value>

get interface
<interface_name
> status

set interface
<interface_name
> status
<value>

Mpumepsbl

WOP-12ac# set
host dns-via-
dhcp up
WOP-12ac# get
host dns-via-
dhcp

up

WOP-12ac# get
config version
1.02

WOP-12ac# set
config backup-
file-format
plain

WOP-12ac# get
config backup-
file-format
plain

WOP-12ac# add
interface
wlanlvapl type
service-set

WOP-12ac# get
interface
wlanlvapl type
service-set

WOP-12ac# add
interface
wlanlvapl
status up

WOP-12ac# set
interface
wlanlvapl
status up

WOP-12ac# get
interface
wlanlvapl
status

up
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PyHKUNA

descriptio OnucaHue

n

ip

mask

static-1ip

nHTepdelica

IP-agpec
nHTepdenca

Macka cetun

Crartnyeckuin IP-
ajipec,
NCNO/b3yeMbIA,
korga DHCP-
cepBep He
aKTUBEH

Bo3MOXHble
KoMaHAbl

get, set

add, get

add, get, set

add, get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get interface
<interface_name
> description

set interface
<interface_name
> description
<value>

add interface
<interface_name
> ip <value>

get interface
<interface_name
> Hip

add interface
<interface_name
> mask <value>

get interface
<interface_name
> mask

set interface
<interface_name
> mask <value>

add interface
<interface_name
> static-1ip

get interface
<interface_name
> static-1ip

set interface
<interface_name
> static-1ip
<value>

Mpumepsbl

WOP-12ac# get
interface
wlanlvapl
description
"Wireless -
Virtual Access
Point 1 - Radio
2"

WOP-12ac# get
interface
wlanlvapl
description
Wireless -
Virtual Access
Point 1 - Radio
2

WOP-12ac# get
interface
wlanlvapl 1ip

WOP-12ac# get
interface
wlanlvapl mask

WOP-12ac# get
interface
wlanlvapl
static-1ip
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static-
mask

rx-bytes

rx-packets

rx—errors

rx-drop

rx-fifo

rx-frame

rx-
compressed

Bo3MOXHble
KoMaHAbl

PyHKUNA

Macka ceTn,
ncrnosb3yemas,
korga DHCP-
cepsep He
aKTUBEH

add, get, set

KonunyectBo
NoSTyYeHHbIX
paliToB

get

KonnyectBo
NoSTyYEHHbIX
nakeToB

get

KonnyectBo
NoTyYeHHbIX
MakeToB C
oLunmbkKamm

get

Konuyectso
MOyYEHHbIX
nakeToB, KOTOpble
OblI OTOPOLLEHDI

get

KonunyectBo
MakeTos,
nostly4eHHoe npu
nepenosiHeHnn

6yhepa

get

Konnyectso
NakeToB,
NOYYEHHBIX C
oLmbkon Kagpa

get

KonnyectBo
NosTy4YeHHbIX
CXXaTbIX NakeToB

get

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

add interface
<interface_name
> static-mask

get interface
<interface_name
> static-mask

set interface
<interface_name
> static-mask
<value>

get interface
<interface_name
> rx-bytes

get interface
<interface_name
> rx-packets

get interface
<interface_name
> rx-errors

get 1interface
<interface_name
> rx-drop

get 1interface
<interface_name
> rx-fifo

get interface
<interface_name
> rx-frame

get interface
<interface_name
> rx-compressed

Mpumepsbl

WOP-12ac# get
interface
wlanlvapl
static-mask

WOP-12ac#
interface
wlanlvapl
bytes

(0]

get

rX-=

WOP-12ac#
interface
wlanlvapl
packets

0]

get

rx—

WOP-12ac#
interface
wlanlvapl
errors

0]

get

rX-=

WOP-12ac#
interface
wlanlvapl
fifo

(0]

get

rxX-—

WOP-12ac#
interface
wlanlvapl
frame

0]

get

rxX-—

WOP-12ac#
interface
wlanlvapl rx-
compressed

(0]

get
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Mopgknacc

rx-—
multicast

tx-bytes

tx-packets

tx-errors

tx-fifo

tx-colls

tx-carrier

tTx-
compressed

tx-drop-
bytes

PyHKUNA

KonnuectBo
NOMYyY€eHHbIX
naketoB multicast

KonunyectBo
OTNpPaB/IeHHbIX
oanT

KonnyectBo
OTnpaB/IeHHbIX
nakeToB

KonnyectBo
OTNpaB/IEHHbIX
NMakeToB C
oLunmbKamm

KonunyectBo
NakeTos,
OTNpPaB/IEHHbIX NPU
nepenosiHeHNN

6yhepa

KonnuyectBo
OoTnpasBNeHHbIX
MakeToB C
KONMN3UAMMN

KonunyectBo
OTNpPaB/IEHHbIX
NakeToB C
omoKamm
HecyLen

KonnyectBo
OoTnpasBNeHHbIX
CXXaTbIX NakeToB

Konnyectso
OTOPOLUEHHbIX TX-
6ainT

Bo3MOXHble
KoMaHAbl

get

get

get

get

get

get

get

get

get

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get interface
<interface_name
> rx-multicast

get interface
<interface_name
> tx-bytes

get interface
<interface_name
> tx-packets

get interface
<interface_name
> tx-errors

get 1interface
<interface_name
> tx-fifo

get interface
<interface_name
> tx-colls

get interface
<interface_name
> tx-carrier

get interface
<interface_name
> tx-compressed

get 1interface
<interface_name
> tx-drop-bytes

Mpumepsbl

WOP-12ac# get
interface
wlanlvapl rx-
multicast

0]

WOP-12ac# get
interface
wlanlvapl tx-
bytes

(0]

WOP-12ac# get
interface
wlanlvapl tx-
packets

0]

WOP-12ac# get
interface
wlanlvapl tx-
errors

0]

WOP-12ac# get
interface
wlanlvapl tx-
fifo

0]

WOP-12ac# get
interface
wlanlvapl tx-
colls

WOP-12ac# get
interface
wlanlvapl tx-
carrier

WOP-12ac# get
interface
wlanlvapl tx-
compressed

WOP-12ac# get
interface
wlanlvapl tx-
drop-bytes
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Mopgknacc

rx-drop-
bytes

tx-drop-
packets

rx-drop-
packets

stp

fd

hello

PyHKUNA

Konnuectso
OTOPOLLEHHBIX RX-
6ant

KonunyectBo
OTOPOLUEHHBIX TX-
NnakeToB

Konnyectso
OTOPOLLEHHBIX RX-
nakeToB

Spanning Tree
Protocol

3agepxka
OTrnpaBKu

NHtepsan hello

Bo3MOXHble
KoMaHAbl

get

get

get

add, get, set

add, get, set

add, get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get interface
<interface_name
> rx-drop-bytes

get interface
<interface_name
> tx-drop-
packets

get interface
<interface_name
> rx-drop-
packets

add interface
<interface_name
> stp <value>

get interface
<interface_name
> stp

set interface
<interface_name
> stp <value>

add interface
<interface_name
> fd <value>

get 1interface
<interface_name
> fd

set interface
<interface_name
> fd <value>

add interface
<interface_name
> hello <value>

get interface
<interface_name
> hello

set interface
<interface_name
> hello <value>

Mpumepsbl

WOP-12ac# get
interface
wlanlvapl rx-
drop-bytes

WOP-12ac# get
interface

wlanlvapl tx-
drop-packets

WOP-12ac# get
interface

wlanlvapl rx-
drop-packets
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priority

port-
isolation

ssid

bss

PyHKUNA

MpunopuTteT MocTa

M3onauns
6ecrnpoBogHbIX
nopToB Apyr oT

Aapyra

Nmsa cetu

BSS, kK koTOpOMY
NPUHaANEXNT
nHTepdenc

Bo3MOXHble
KoMaHAbl

add, get, set

add, get, set

add, get, set

add, get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

add interface
<interface_name
> priority
<value>

get interface
<interface_name
> priority

set interface
<interface_name
> priority
<value>

add interface
<interface_name
> port-
isolation
<value>

get interface
<interface_name
> port-
isolation

set interface
<interface_name
> port-
isolation
<value>

add interface
<interface_name
> ssid <value>

get interface
<interface_name
> ssid

set interface
<interface_name
> ssid <value>

add interface
<interface_name
> bss <value>

get interface
<interface_name
> bss

set interface
<interface_name
> bss <value>

Mpumepsbl

WOP-12ac# get
interface
wlan@vapl ssid
___wepl2_15-105

WOP-12ac# get
interface

wlanlvapl bss
wlanlbssvapl
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security

wpa-
personal-
key

wep-key-
ascii

wep-key-
length

PyHKUNA BO3MOXHble
KOmaHapl

Pexxunm add, get, set

©e3onacHoCTH

MepcoHaslbHbIi add, set

kntouy WPA

(coBmecTHOE

1CMnosib3oBaHme)

®opmat WEP- add, get, set

Kroya: ascii nnu

hex.

OnnHa WEP-kntoua  add, get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

add 1interface
<interface_name
> security
<value>

get interface
<interface_name
> security

set interface
<interface_name
> security
<value>

add interface
<interface_name
> wpa-personal-
key <value>

get interface
<interface_name
> wpa-personal-
key

set interface
<interface_name
> wpa-personal-
key <value>

add interface
<interface_name
> wep-key-ascii
<value>

get interface
<interface_name
> wep-key-ascii

set interface
<interface_name
> wep-key-ascii
<value>

add interface
<interface_name
> wep-key-
length <value>

get interface
<interface_name
> wep-key-
length

set interface
<interface_name
> wep-key-
length <value>

Mpumepsbl

WOP-12ac# get
interface
wlanlvapl
security
plain-text

WOP-12ac# get
interface
wlanlvapl wep-
key-ascii

no

WOP-12ac# get
interface
wlanlvapl wep-
key-length

104
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Mopgknacc

wep-
default-
key

wep-key-1

wep-key-2

wep-key-3

PyHKUNA

WEP-kntoy,
NCNosib3yeMblii
ONnsA nepegaun

WEP-kntou (1)

WEP-kntou (2)

WEP-kntou (3)

Bo3MOXHble
KoMaHAbl

add, get, set

add, set

add, get, set

add, get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

add 1interface
<interface_name
> wep-key-
length <value>

get interface
<interface_name
> wep-key-
length

set interface
<interface_name
> wep-key-
length <value>

add interface
<interface_name
> wep-key-1
<value>

get interface
<interface_name
> wep-key-1

set interface
<interface_name
> wep-key-1
<value>

add interface
<interface_name
> wep-key-2
<value>

get interface
<interface_name
> wep-key-2

set interface
<interface_name
> wep-key-2
<value>

add interface
<interface_name
> wep-key-3
<value>

get interface
<interface_name
> wep-key-3

set interface
<interface_name
> wep-key-3
<value>

Mpumepsbl

WOP-12ac# get
interface
wlanlvapl wep-
default-key

1
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wep-key-4

wep-key-

mapping-
length

multicast-
received-
frame-
count

vlan-id

radio

PyHKUNA

WEP-kntou (4)

Konnyectso
NOYYEHHbIX
kagpoB multicast

ID, ncnonb3yembilii
B Terax

PaanonHtepdelic
onsa WDS

Bo3MOXHble
KoMaHAbl

add, get, set

get

get

add, get

add, get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

add 1interface
<interface_name
> wep-key-4
<value>

get interface
<interface_name
> wep-key-4

set interface
<interface_name
> wep-key-4
<value>

get interface
<interface_name
> wep-key-
mapping-length

get interface
<interface_name
> multicast-
received-frame-
count

add interface
<interface_name
> vlan-id
<value>

get interface
<interface_name
> vlan-id

add interface
<interface_name
> radio <value>

get 1interface
<interface_name
> radio

set interface
<interface_name
> radio <value>

Mpumepsbl

WOP-12ac# get
interface
wlanlvapl wep-
key-mapping-
length

400

WOP-12ac# get
interface
wlanlvapl
multicast-
received-frame-
count

WOP-12ac#
interface
wlanlvapl
id

get

vlan-

WOP-12ac#
interface
wlanlvapl

get

radio
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remote—-mac

wep-key

wds-ssid

wds-
security-
policy

PyHKUNA

MAC-agpec
KOHEYHOWN TOUKM
coegmHeHna WDS

WEP-knto4 anis
coeamHeHna WDS

SSID WDS-
coefIMHeHns

Monutnka
6e3onacHocTn gns
WDS-coegnHeHns

Bo3MOXHble
KoMaHAbl

add, get, set

add, get, set

add, get, set

add, get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

add 1interface
<interface_name
> remote-mac
<value>

get interface
<interface_name
> remote-mac

set interface
<interface_name
> remote-mac
<value>

add interface
<interface_name
> wep-key
<value>

get interface
<interface_name
> wep-key

set interface
<interface_name
> wep-key
<value>

add interface
<interface_name
> wds-ssid
<value>

get interface
<interface_name
> wds-ssid

set interface
<interface_name
> wds-ssid
<value>

add interface
<interface_name
> wds-security-
policy <value>

get interface
<interface_name
> wds-security-
policy

set interface
<interface_name
> wds-security-
policy <value>

Mpumepsbl

WOP-12ac# get
interface
wlanlvapl
remote-mac

WOP-12ac# get
interface
wlanlvapl wep-
key

WOP-12ac# get
interface
wlanlvapl wds-
ssid

WOP-12ac# get
interface
wlanlvapl wds-
security-policy
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Mopgknacc

wds-wpa-
psk-key

interface

static-1ip

static-
mask

ip

mask

mac

PyHKUNA BO3MOXHble
KOMaHapl

WPA PSK-kntou add, get, set

ons WDS

coefMHeHns

NuTepdeiic get

ynpaBneHuns

Crartnueckuii IP-
anpec
nHTepdelica
yrnpaB/ieHus

get, set

Cratnyeckas
Macka
nHTepdeinca
ynpas/fieHns

get, set

IP-agpec get
nHTepdelica
ynpasneHuns

Macka IP-agpeca  get
nHTepdenca
ynpasneHuns

MAC-agpec get
nHTEepdelica
ynpaB/ieHus
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CuHTakcuc

add 1interface
<interface_name
> wds-wpa-psk-
key <value>

get interface
<interface_name
> wds-wpa-psk-
key

set interface
<interface_name
> wds-wpa-psk-
key <value>

get management
interface

get management
static-1ip

set management
static-1ip
<value>

get management
static-mask

set management
static-mask
<value>

get management

ip

get management
mask

get management
mac

Mpumepsbl

WOP-12ac# get
interface
wlanlvapl wds-
wpa-psk-key

WOP-12ac# get
management
interface
brtrunk

WOP-12ac# set
management
static-1ip
"192.168.1.10"

WOP-12ac# get
management
static-1ip

192.168.1.10

WOP-12ac# set
management
static-mask
"255.255.255.0"

WOP-12ac# get
management
static-mask
255.255.255.0

WOP-12ac# get
management -ip
192.168.15.105

WOP-12ac# get
management mask
255.255.255.0

WOP-12ac# get
management mac
A8:F9:4B:B0O:21:
60

196



Knacc

vap

HacTtpoiika
BMPTYa/IbHbIX
TOYeK gocTyna

Mopgknacc

dhcp-
status

radio

status

vlan-id

global-
radius

descriptio
n

gos-mode

PyHKUNA

BkntoueH nn DHCP
Ha UHTepdelice
ynpasneHuns

PaanounHTepdeic
BMPTYaJ/IbHOM
TOYKM JocTyna

Craryc

VLAN ID

Mcnonb3oBaHue
rnodasibHbIX
HacTpoek RADIUS

OnucaHwne
BMPTYaJ/IbHOM
TOYKM foCTyna

Pexunm
aAMMHUCTPMPOBaH
na QoS

Bo3MOXHble
KoMaHAbl

get

get, set

get, set

add, get, set

get, set

get, set

get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get management
dhcp-status

get vap <vap>
radio

set vap <vap>
radio <value>

get vap <vap>
status

set vap <vap>
status <value>

add vap
vlan-id

<vap>
<value>

get vap
vlan-id

<vap>

set vap
vlan-id

<vap>
<value>

get vap <vap>
global radius

set vap <vap>
global radius
<value>

get vap <vap>
description

set vap <vap>
description
<value>

get vap <vap>
gos-mode

set vap <vap>
gos-mode
<value>

Mpumepsbl

WOP-12ac# get
management
dhcp-status

up

WOP-12ac# get
vap vapl radio
radio

WOP-12ac# get
vap vapl status
status

WOP-12ac# get
vap vapl vlan-
id

WOP-12ac# get
vap vapl
description
description

Virtual Access
Point 1

Virtual Access
Point 1 - Radio

2

WOP-12ac# get
vap vapl qos-
mode

gos—-mode
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Knacc

Mopgknacc

def-bwmax-
up

def-bwmax-
down

def-
acltype-up

def-
acltype-
down

def-acl-up

def-acl-
down

def-
policy-up

PyHKUNA

MakcumasnbHas
NponyckKHas
CNOCOBHOCTbL B
HanpasieHun
upstream no
YMOTHaHWIO
(0-4294967295)

MakcumasibHas
nponyckHas
CNOCOGBHOCTL B
Hanpas/ieHnn
downstream no
YyMO/HaHUI0
(0-4294967295)

Tun ACL gns
NCXOAALLNX
CcoeAMHEeHNIA No
YMO/TYaHUo
(none/ipv4,
Currently
Unsupported:ipv6/
mac)

Tun ACL gns
BXOAALLMX
COeNHEHNIA N0
ymonyaHuio (none/
ipv4, Currently
Unsupported:ipv6/
mac)

ACL ans
NCXOLALLMX
COeNHEHNIA NO
YMO4aHNIO

ACL ans
BXOASLLINX
COeHEHNIA NO
YMO/TYaHUI0

Default Policy
Up

PykoBogacTBo no skcniyatauum WOP-12ac

Bo3moxHble CuHTaKcuc

KOMaHbl

get, set

get, set

get, set

get, set

get, set

get, set

get, set

get vap <vap>
def-bwmax-up

set vap <vap>
def-bwmax-up
<value>

get vap <vap>
def-bwmax-down

set vap <vap>
def-bwmax-down
<value>

get vap <vap>
def-acltype-up

set vap <vap>
def-acltype-up
<value>

get vap <vap>
def-acltype-
down

set vap <vap>
def-acltype-
down <value>

get vap <vap>
def-acl-up

set vap <vap>
def-acl-up
<value>

get vap <vap>
def-acl-down

set vap <vap>
def-acl-down
<value>

get vap <vap>
def-policy-up

set vap <vap>
def-policy-up
<value>

Mpumepsbl

WOP-12ac# get
vap vapl def-
bwmax-up

def-bwmax-up

WOP-12ac# get
vap vapl def-
bwmax-down

def-bwmax-down

WOP-12ac# get
vap vapl def-
acltype-up
def-acltype-up
none

none
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Knacc

global-radius-
server

rno6asibHble
HaCTPOWKM
RADUIS cepsepa

Mopgknacc

def-
policy-
down

radius-
accounting

radius-ip

radius—ip-
network

radius-key

PyHKUNA

Default Policy
Down

AKTMBauma
RADIUS
Accounting

IP-agpec RADIUS-
cepsepa

IP-ceTb RADIUS-
cepeepa

Knioy
NOAK/TYEHMSA K
RADIUS-cepBepy

Bo3MOXHble
KoMaHAbl

get, set

get, set

get, set

get, set

set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get vap <vap>
def-policy-down

set vap <vap>
def-policy-down
<value>

get global-
radius-server
radius-
accounting

set global-
radius-server
radius-
accounting
<value>

get global-
radius-server
radius-ip

set global-
radius-server
radius-ip
<value>

get global-
radius-server
radius-ip-
network

set global-
radius-server
radius-ip-
network <value>

get global-
radius-server
radius-key

set global-
radius-server
radius-key
<value>

Mpumepsbl

WOP-12ac# set

global-radius-
server radius-
accounting off

WOP-12ac# get
global-radius-
server radius-
accounting

off

WOP-12ac# set
global-radius-
server radius-
ip
"192.168.1.1"
WOP-12ac# get
global-radius-
server radius-
ip

192.168.1.1

WOP-12ac# set
global-radius-
server radius-
ip-network 1ipv4

WOP-12ac# get
global-radius-
server radius-
ip-network
ipv4
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Knacc Mopgknacc
radius-
nas-—-
identifier
descriptio
n

dot11 status

Moppepxka

ctaHgaptos |IEEE

802.11

radio status

HacTpoiikn

paavounHtepdei

COB

descriptio
n

mac

static-mac

PyHKUNA BO3MOXHble
KOMaH/bl

OnumoHasbHbI get, set

naeHTndoukaTop

NAS pna RADIUS

KnneHTta

Onucanune get, set

Craryc get, set

Cratyc get, set

OnwucaHune get

MAC-agpec get

pagnovHTepdelica

(HauanbHbIIA)

Cratnueckuniit MAC- get
appec
paanovHTepdelica
(HavasbHBbIN)

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get global-
radius-server
radius-nas-
identifier

set global-
radius-server
radius—-nas-
identifier
<value>

get global-
radius—-server
description

set global-
radius-server
description
<value>

get dotll
status

set dotll
status <value>

get radio
<radio_interfac
e_name> status

set radio
<radio_interfac
e_name> status
<value>

get radio
<radio_interfac
e_name>
description

get radio
<radio_interfac
e_name> mac

get radio
<radio_dinterfac
e_name> static-
mac

Mpumepsbl

WOP-12ac# set
global-radius-
server
description
"Global radius
server
settings"

WOP-12ac# get
global-radius-
server
description
Global radius
server settings

WOP-12ac# set
dotll status up

WOP-12ac# get
dotll status

up

WOP-12ac# set
radio wlano
status up

WOP-12ac# get
radio wlano
status

up

WOP-12ac# get
radio wlan@
description
IEEE 802.11g

WOP-12ac# get
radio wlanl mac
A8:F9:4B:B0:21:
70

WOP-12ac# get
radio wlan0
static-mac
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Knacc

Mopgknacc

max-bss

channel-
policy

mode

dotllh

dotlld

PyHKUNA

MakcumasibHoe
Konundectso BSS/
MAC-agpecos

MonuTrka BbiGopa
KaHana

Pexxum
6ecnpoBoAHOro
nHTEepdelica

Mopaepxka
craHgapta IEEE
802.11h

Mopaepxka
ctaHpapta IEEE
802.11d

Bo3MOXHble
KoMaHAbl

get

get, set

get, set

get, set

get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get radio
<radio_dinterfac
e_name> max-bss

get radio
<radio_dinterfac
e_name>
channel-policy

set radio
<radio_dinterfac
e_name>
channel-policy
<value>

get radio
<radio_dinterfac
e_name> mode

set radio
<radio_dinterfac
e_name> mode
<value>

get radio
<radio_interfac
e_name> dotllh

set radio
<radio_interfac
e_name> dotllh
<value>

get radio
<radio_dinterfac
e_name> dotlld

set radio
<radio_dinterfac
e_name> dotlld
<value>

Mpumepsbl

WOP-12ac# set
radio wlan0
max-bss 16

WOP-12ac# get
radio wlan@
max-bss

16

WOP-12ac# set
radio wlan@
channel-policy
best

WOP-12ac# get
radio wlan@
channel-policy
best

WOP-12ac# set
radio wlanl
mode "a-n-ac"

WOP-12ac# get
radio wlanl
mode

a-n-ac

WOP-12ac# set
radio wlano
dotllh off

WOP-12ac# get
radio wlano
dotllh

off

WOP-12ac# set
radio wlan0
dotlld off

WOP-12ac# get
radio wlan@
dotlild

off
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Knacc

Mopgknacc

block-time

quiet-
duration

quiet-
period

t~x-
mitigation

static-
channel

PyHKUNA BO3MOXHble
KOMaH/bl
Bpewms, B TeueHun  get, set

KOTOPOro KaHas
6ynet
3a6/10kMpoBaH
nocne
06Hapy>xeHuns
radar om

JnTensHocTb
quiet-nHTepsana B
TU

get, set

Beacon-nHtepsan
Mexay
perynapHbiMu
quiet-
NHTEepBaamm

get, set

CHuxaTb
MOLLHOCTb
nepegauv ons
CTaHUWiA
(Transmit Power
mitigation for
stations)

get, set

KaHan, koTopblit
oynet
MCMosb30BaThbCA
npv cTaTU4eckoi
NONNTUKE KaHa/10B
(channel policy)

get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get radio
<radio_interfac
e_name> block-
time

set radio
<radio_interfac
e_name> block-
time <value>

get radio
<radio_interfac
e_name> quiet-
duration

set radio
<radio_interfac
e_name> quiet-
duration
<value>

get radio
<radio_interfac
e_name> quiet-
period

set radio
<radio_interfac
e_name> quiet-
period <value>

get radio
<radio_interfac
e_name> tx-
mitigation

set radio
<radio_interfac
e_name> tx-
mitigation
<value>

get radio
<radio_interfac
e_name> static-
channel

set radio
<radio_interfac
e_name> static-
channel <value>

Mpumepsbl

WOP-12ac# set
radio wlanl
block-time 31

WOP-12ac# get
radio wlanl
block-time

31

WOP-12ac# set
radio wlan@
quiet-duration
(0]

WOP-12ac# get
radio wlan@
quiet-duration
0]

WOP-12ac# set
radio wlanl
quiet-period 0

WOP-12ac# get
radio wlanl
quiet-period
(0]

WOP-12ac# set
radio wlan0® tx-
mitigation 3

WOP-12ac# get
radio wlan@ tx-
mitigation

3

WOP-12ac# set
radio wlan0
static-channel
1

WOP-12ac# get
radio wlan0
static-channel
1
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Knacc

Mopgknacc

channel

tx—-power-
dbm

tx-power-
dbm-max

tx-power-
output

tpc

atf

ampdu_atf_
us

PyHKUNA

Ncnonb3yembiii
KaHan

MOLLHOCTb
nepegauu

MakcumasibHas
MOLLIHOCTb
nepegayu

MocnegHAan
yCTaHOB/IEHHAs
MOLLHOCTb

(Last est. power
from wl_curpower)

IEEE 802.11Th TPC

Airtime Fairness

ampdu_atf_us

Bo3MOXHble
KoMaHAbl

get

get, set

get

get

get, set

get, set

get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get radio
<radio_dinterfac
e_name> channel

get radio
<radio_dinterfac
e_name> tx-
power—-dbm

set radio
<radio_dinterfac
e_name> tx-
power—-dbm
<value>

get radio
<radio_interfac
e_name> tx-
power-dbm-max

get radio
<radio_interfac
e_name> tx-
power-output

get radio
<radio_interfac
e_name> tpc

set radio
<radio_dinterfac
e_name> tpc
<value>

get radio
<radio_interfac
e_name> atf

set radio
<radio_interfac
e_name> atf
<value>

get radio
<radio_interfac
e_name>
ampdu_atf_us

set radio
<radio_interfac
e_name>
ampdu_atf_us
<value>

Mpumepsbl

WOP-12ac# get
radio wlan®
channel

11

WOP-12ac# set
radio wlan0® tx-
power-dbm 5

WOP-12ac# get
radio wlan@ tx-
power—-dbm

5

WOP-12ac# get
radio wlan@ tx-
power-dbm-max
19

WOP-12ac# get
radio wlan® tx-
power-output
5.00

WOP-12ac# set
radio wlan® tpc
off

WOP-12ac# get
radio wlan® tpc
off

WOP-12ac# set
radio wlanl atf
on

WOP-12ac# get
radio wlanl atf
on

WOP-12ac# set
radio wlanl
ampdu_atf_us
4000

WOP-12ac# get
radio wlanl
ampdu_atf_us
4000
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Knacc Mopgknacc

ampdu_atf_

min_us

tx-chain

antenna

tTX-rx-
status

beacon-
interval

PyHKUNA

ampdu_atf_min_us get, set

KoHdourypauns get, set
aHTEHHbI

Mcnonb3oBaTb get, set
aHTEeHHY

Crartyc npuemaun  get, set
nepegayv Ha
pagunovHTepderice
Beacon-nHtepBan  get, set

Bo3MOXHble
KoMaHAbl

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get radio
<radio_interfac
e_name>
ampdu_atf_min_u
S

set radio
<radio_interfac
e_name>
ampdu_atf_min_u
s <value>

get radio
<radio_dinterfac
e_name> tx-
chain

set radio
<radio_dinterfac
e_name> tx-
chain <value>

get radio
<radio_dinterfac
e_name> antenna

set radio
<radio_dinterfac
e_name> antenna
<value>

get radio
<radio_interfac
e_name> tx-rx-
status

set radio
<radio_interfac
e_name> tx-rx-
status <value>

get radio
<radio_interfac
e_name> beacon-
interval

set radio
<radio_dinterfac
e_name> beacon-
interval
<value>

Mpumepsbl

WOP-12ac# set
radio wlanl
ampdu_atf_min_u
s 1000

WOP-12ac# get
radio wlanl
ampdu_atf_min_u
s

1000

WOP-12ac# set
radio wlanl tx-
chain 7

WOP-12ac# get
radio wlanl tx-
chain

-

WOP-12ac# set
radio wlan0® tx-
rx-status up

WOP-12ac# get
radio wlan0® tx-
rx-status

up

WOP-12ac# set
radio wlan@
beacon-interval
100

WOP-12ac# get
radio wlan@
beacon-interval
100
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Knacc Mopgknacc

rts-
threshold

fragmentat
jon-
threshold

load-
balance-
no-
associatio
n-
utilizatio
n

ap-
detection

PyHKUNA

MWHNUMabHBIN
pasmep nakeTta,
Npn KOTOPOM
oynet
NCNosb30BaH
Request-To-Send

MUWHUMabHBbI
pasmep nakeTa,
npn KOTOPOM
oypet
NCcnonb3oBaHa
hparmeHTaums

Bo3MOXHble
KoMaHAbl

get, set

get, set

Utilization required get, set

to prevent new
associations

BkitoueHune
JeTeKTopa TovekK
Joctyna

get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get radio
<radio_interfac
e_name> rts-
threshold

set radio
<radio_interfac
e_name> rts-
threshold
<value>

get radio
<radio_dinterfac
e_name>
fragmentation-
threshold

set radio
<radio_dinterfac
e_name>
fragmentation-
threshold
<value>

get radio
<radio_dinterfac
e_name> load-
balance-no-
association-
utilization

set radio
<radio_dinterfac
e_name> load-
balance-no-
association-
utilization
<value>

get radio
<radio_interfac
e_name> ap-
detection

set radio
<radio_interfac
e_name> ap-
detection
<value>

Mpumepsbl

WOP-12ac# set
radio wlan®
rts-threshold
2347

WOP-12ac# get
radio wlan@
rts-threshold
2347

WOP-12ac# set
radio wlan@

fragmentation-
threshold 2346

WOP-12ac# get
radio wlan@
fragmentation-
threshold

2346

WOP-12ac# set
radio wlan®
load-balance-
no-association-
utilization 0

WOP-12ac# get
radio wlan@
load-balance-
no-association-
utilization

0

WOP-12ac# set
radio wlan@ ap-
detection on

WOP-12ac# get
radio wlan® ap-
detection

on
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Knacc Mopgknacc

sentry-
mode

dedicated-
spectrum-
mode

channel-
hopping

passive-
scan—-mode

scan-
leave-time

PyHKUNA BO3MOXHble
KoMaHAbl

BkntoueHune get, set

pexuma sentry

BkntoyeHne get, set

pexuma Dedicated

Spectrum

MNepekntoyeHne get, set

KaHa/0B

CkaHvpoBaHue B get, set

OlHOIA Nonoce nnn
B 06eu1x nonocax B
pexume sentry

VHTepBanbl mexagy get, set
CKaHVpOBaHUAMM

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get radio
<radio_interfac
e_name> sentry-
mode

set radio
<radio_interfac
e_name> sentry-
mode <value>

get radio
<radio_dinterfac
e_name>
dedicated-
spectrum-mode

set radio
<radio_dinterfac
e_name>
dedicated-
spectrum-mode
<value>

get radio
<radio_interfac
e_name>
channel-hopping

set radio
<radio_interfac
e_name>
channel-hopping
<value>

get radio
<radio_interfac
e_name>
passive-scan-
mode

set radio
<radio_interfac
e_name>
passive-scan-
mode <value>

get radio
<radio_interfac
e_name> scan-
leave-time

set radio
<radio_dinterfac
e_name> scan-
leave-time
<value>

Mpumepsbl

WOP-12ac# set
radio wlan®
sentry-mode off

WOP-12ac# get
radio wlan@
sentry-mode
off

WOP-12ac# set
radio wlan®
channel-hopping
on

WOP-12ac# get
radio wlano
channel-hopping
on

WOP-12ac# get
radio wlan@
passive-scan-
mode

WOP-12ac# get
radio wlan@
scan-leave-time
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Knacc Mopgknacc

scan-
duration

Timit-
channel-
selection

data-
snooping

n-
bandwidth

n-primary-
channel

PyHKUNA

AnunTenbHoCcTb
CKaH/MpoBaHuA
pagnoyacToT B
KaHane, B MC

OrpaHuyeHune
kaHanos 802.11a

AKTMBMpOBAaTb
snhooping

lMponyckHas
CNOCOBHOCTb
kaHanoB 802.11n
(20/40)

PacnonoxeHue
OCHOBHOIO KaHana
802.11n (lower/

upper)

Bo3MOXHble
KoMaHAbl

get, set

get, set

get, set

get, set

get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get radio
<radio_interfac
e_name> scan-
duration

set radio
<radio_interfac
e_name> scan-
duration
<value>

get radio
<radio_dinterfac
e_name> Llimit-
channel-
selection

set radio
<radio_dinterfac
e_name> limit-
channel-
selection
<value>

get radio
<radio_interfac
e_name> data-
snooping

set radio
<radio_interfac
e_name> data-
snooping
<value>

get radio
<radio_interfac
e_name> n-
bandwidth

set radio
<radio_interfac
e_name> n-
bandwidth
<value>

get radio
<radio_interfac
e_name> n-
primary-channel

set radio
<radio_interfac
e_name> n-
primary-channel
<value>

Mpumepsbl

WOP-12ac# get
radio wlan®
scan-duration

WOP-12ac# get
radio wlan@
limit-channel-
selection

WOP-12ac# set
radio wlan®
data-snooping
off

WOP-12ac# get
radio wlano
data-snooping
off

WOP-12ac# set
radio wlan® n-
bandwidth 20

WOP-12ac# get
radio wlan® n-
bandwidth

20

WOP-12ac# set
radio wlan®@ n-
primary-channel
lower

WOP-12ac# get
radio wlan@ n-
primary-channel
lower
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Knacc Mopgknacc

protection

frequency

wme

wme-noack

wme-apsd

rate-
Timit-
enable

PyHKUNA BO3MOXHble
KOMaH/bl
Pexum 3awmthbl get, set

ons 802.11gwm
802.11n (auto/off)

Vcnonb3lyemasd get
yacTtota B My

Bknounte WME get, set

Bkntounte WME
IINo
;Acknowledgement

get, set

Bknounte WME
APSD

get, set

BkounTtb
orpaHuyeHve
CKOpPOCTU
broadcast/
multicast Tpadmka

get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get radio
<radio_interfac
e_name>
protection

set radio
<radio_interfac
e_name>
protection
<value>

get radio
<radio_dinterfac
e_name>
frequency

get radio
<radio_interfac
e_name> wme

set radio
<radio_dinterfac
e_name> wme
<value>

get radio
<radio_interfac
e_name> wme-
noack

set radio
<radio_interfac
e_name> wme-
noack <value>

get radio
<radio_interfac
e_name> wme-
apsd

set radio
<radio_interfac
e_name> wme-
apsd <value>

get radio
<radio_interfac
e_name> rate-
limit-enable

set radio
<radio_interfac
e_name> rate-
limit-enable
<value>

Mpumepsbl

WOP-12ac# set
radio wlan®
protection auto

WOP-12ac# get
radio wlan@
protection
auto

WOP-12ac# get
radio wlan@
frequency
2462

WOP-12ac# set
radio wlan® wme
on

WOP-12ac# get
radio wlan® wme
on

WOP-12ac# set
radio wlano
wme-noack off

WOP-12ac# get
radio wlano

wme-noack
off

WOP-12ac# set
radio wlano
wme-apsd on

WOP-12ac# get
radio wlan@
wme-apsd

on

WOP-12ac# set
radio wlan@
rate-limit-
enable off

WOP-12ac# get
radio wlano
rate-limit-
enable

off
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Knacc Mopgknacc

rate-limit

rate-
Timit-
burst

stp-block-
enable

wlan-util

fixed-
multicast-
rate

PyHKUNA

OrpaHuyeHue
CKOpPOCTU
broadcast/
multicast-Tpadnka
(nakeToB B

cekyHay)

get, set

3HaueHue burst
ans broadcast/
multicast-Tpadnka
(nakeTbl B

ceKyHay)

get, set

bnoknposartb Bce
STP-nakeTbl Ha
pagnovHTepdelice

get, set

Wcnonb3oBaHue get
6ecnpoBogHOl
LAN

durkcmpoBaHHas
CKOpPOCTb AN
Multicast-Tpadmka
AN NoA0cChbl

get, set

Bo3MOXHble
KoMaHAbl

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get radio
<radio_dinterfac
e_name> rate-
Timit

set radio
<radio_interfac
e_name> rate-
Timit <value>

get radio
<radio_dinterfac
e_name> rate-
Timit-burst

set radio
<radio_dinterfac
e_name> rate-
Timit-burst
<value>

get radio
<radio_interfac
e_name> stp-
block-enable

set radio
<radio_dinterfac
e_name> stp-
block-enable
<value>

get radio
<radio_interfac
e_name> wlan-
util

get radio
<radio_interfac
e_name> fixed-
multicast-rate

set radio
<radio_dinterfac
e_name> fixed-
multicast-rate
<value>

Mpumepsbl

WOP-12ac# set
radio wlan0
rate-limit 50

WOP-12ac# get
radio wlan@
rate-limit

50

WOP-12ac# set
radio wlan@
rate-limit-
burst 75

WOP-12ac# get
radio wlano
rate-limit-
burst

75

WOP-12ac# set
radio wlan®
stp-block-
enable on

WOP-12ac# get
radio wlan@
stp-block-
enable

on

WOP-12ac# get
radio wlano
wlan-util

74

WOP-12ac# set
radio wlano
fixed-
multicast-rate
auto

WOP-12ac# get
radio wlan@
fixed-
multicast-rate
auto
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Knacc Mopgknacc
fixed-tx-
modulation
antenna-
diversity
antenna-
selection

bss status

ba3oBas 30Ha

06CcNyXnBaHuA

(BSS)

PyHKUNA BO3MOXHble
KOMaH/bl

®PurKcupoBaHHas get, set

MoAynAuna s

nonocol

PasHeceHwne get, set

aHTEeHH

Howmep get, set

NCNonb3yemoii

aHTEeHHbI

Crartyc add, get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get radio
<radio_interfac
e_name> fixed-
tx-modulation

set radio
<radio_interfac
e_name> fixed-
tx-modulation
<value>

get radio
<radio_dinterfac
e_name>
antenna-
diversity

set radio
<radio_dinterfac
e_name>
antenna-
diversity
<value>

get radio
<radio_interfac
e_name>
antenna-
selection

set radio
<radio_dinterfac
e_name>
antenna-
selection
<value>

add bss
<bss_id> status
<value>

get bss
<bss_id> status

set bss
<bss_id> status
<value>

Mpumepsbl

WOP-12ac# set
radio wlan®
fixed-tx-
modulation auto

WOP-12ac# get
radio wlan@
fixed-tx-
modulation
auto

WOP-12ac# set
bss
wlan@bssvapl
status up

WOP-12ac# get
bss
wlan@bssvapl
status

up
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Knacc Mopgknacc

descriptio
n

radio

beacon-
interface

mac

PyHKUNA

OnucaHue

PaanounHTepdeic
JaHHoro BSS

WHTepgeiic BSS,
NCNosib3yeMblii
Ans beacon

MAC-agpec

Bo3MOXHble
KoMaHAbl

get, set

add, get, set

add, get, set

add, get

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get bss
<bss_id>
description

set bss
<bss_-id>
description
<value>

add bss
<bss_id> radio
<value>

get bss
<bss_id> radio

set bss
<bss_id> radio
<value>

add bss
<bss_-id>
beacon-
interface
<value>

get bss
<bss_-id>
beacon-
interface

set bss
<bss_-id>
beacon-
interface
<value>

add bss
<bss_id> mac
<value>

get bss
<bss_id> mac

Mpumepsbl

WOP-12ac# set
bss
wlan@bssvapl
description
Virtual Access
Point 1

WOP-12ac# get
bss
wlan@bssvapl
description
Virtual Access
Point 1

WOP-12ac# set
bss
wlan@bssvapl
radio wlano

WOP-12ac# get
bss
wlan@bssvapl
radio

wlan0

WOP-12ac# set
bss
wlan@bssvapl
beacon-
interface
wlanOvapl

WOP-12ac# get
bss
wlan@bssvapl
beacon-
interface
wlanOvapl

WOP-12ac# get
bss
wlan@bssvapl
mac

A8:F9:4B:B0:21:
61
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Knacc Mopgknacc

dtim-
period

max-—
stations

ignore-
broadcast-
ssid

station-
isolation

PyHKUNA

WHTepsan DTIM

MakcumasibHoe
4yMCno CTaHumi

He otnpasnartb
SSID B beacon u
UrHopupoBaTb
Npo6HbIe 3anpockl

V3onauusa ctaHumu

Bo3MOXHble
KoMaHAbl

add, get, set

add, get, set

add, get, set

add, get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

add bss
<bss_id> dtim-
period <value>

get bss
<bss_id> dtim-
period

set bss
<bss_id> dtim-
period <value>

add bss
<bss_id>
stations
<value>

max-—

get bss
<bss_id>
stations

max-—

set bss
<bss_-id>
stations
<value>

max-—

add bss
<bss_-id>
stations
<value>

max-—

get bss
<bss_id>
stations

max-—

set bss
<bss_-id>
stations
<value>

max-—

add bss
<bss_1id>
stations
<value>

max-—

get bss
<bss_id>
stations

max-—

set bss
<bss_id>
stations
<value>

max-—

Mpumepsbl

WOP-12ac# set
bss
wlan@bssvapl
ignore-
broadcast-ssid
off

WOP-12ac# get
bss
wlan@bssvapl
ignore-
broadcast-ssid
off

WOP-12ac# set
bss
wlan@bssvapl
station-
isolation off

WOP-12ac# get
bss
wlan@bssvapl
station-
isolation

off
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Knacc Mopgknacc

tagged-
sta-mode

mac-acl-
mode

mac-acl-
name

mac-acl-

auth-type

PyHKUNA

Bkntounts/
BbIK/IOUNTb
TernpoBaHve
Tpadmka oT/K STA

Cnncok MAC-
aZpecos

Nmsa cnncka MAC-
azipecos

Tun
ayTeHTudmnkaumum
MAC-agpecoB

Bo3MOXHble
KoMaHAbl

add, get, set

add, get, set

add, get, set

add, get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

add bss
<bss_id>
tagged-sta-mode
<value>

get bss
<bss_id>
tagged-sta-mode

set bss
<bss_id>
tagged-sta-mode
<value>

add bss
<bss_id>
acl-mode
<value>

mac-

get bss
<bss_id>
acl-mode

mac-

set bss
<bss_-id>
acl-mode
<value>

mac-

add bss
<bss_-id>
acl-name
<value>

mac-

get bss
<bss_id>
acl-name

mac-

set bss
<bss_-id>
acl-name
<value>

mac-

add bss
<bss_1id> mac-
acl-auth-type
<value>

get bss
<bss_1id> mac-
acl-auth-type

set bss
<bss_id> mac-
acl-auth-type
<value>

Mpumepsbl

WOP-12ac# set
bss
wlan@bssvapl
tagged-sta-mode
off

WOP-12ac# get
bss
wlan@bssvapl
tagged-sta-mode
off

WOP-12ac# set
bss
wlan@bssvapl
mac-acl-mode
deny-list

WOP-12ac# get
bss
wlan@bssvapl
mac-acl-mode
deny-list

WOP-12ac# set
bss
wlan@bssvapl
mac-acl-name
default

WOP-12ac# get
bss
wlan@bssvapl
mac-acl-name
default

WOP-12ac# set
bss

wlan@bssvapl
mac-acl-auth-
type disable

WOP-12ac# get
bss
wlan@bssvapl
mac-acl-auth-
type

disable
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Knacc Mopgknacc

radius-
accounting

radius-ip

radius-ip-
network

radius—key

PyHKUNA

ABTOpM3aLma Ha
RADIUS-cepBepe

IP-agpec RADIUS-
cepsepa

IP-ceTb RADIUS-
cepeepa

Knwou ansa ceasu c
RADIUS-cepsepom

Bo3MOXHble
KoMaHAbl

add, get, set

add, get, set

add, get, set

add, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

add bss
<bss_-id>
radius-
accounting
<value>

get bss
<bss_id>
radius-
accounting

set bss
<bss_-id>
radius-
accounting
<value>

add bss
<bss_id>
radius-ip
<value>

get bss
<bss_-id>
radius-ip

set bss
<bss_-id>
radius-ip
<value>

add bss
<bss_-id>
radius-ip-
network <value>

get bss
<bss_id>
radius-ip-
network

set bss
<bss_-id>
radius-ip-
network <value>

add bss
<bss_id>
radius—key
<value>

get bss
<bss_id>
radius—key

set bss
<bss_1id>
radius—key
<value>

Mpumepsbl

WOP-12ac# set
bss
wlan@bssvapl
radius-
accounting on

WOP-12ac# get
bss
wlan@bssvapl
radius-
accounting

on

WOP-12ac# set
bss
wlan@bssvapl
radius-ip
"192.168.42.220

WOP-12ac# get
bss
wlan@bssvapl
radius-ip
192.168.42.220

WOP-12ac# set
bss
wlan@bssvapl
radius-ip-
network ipv4

WOP-12ac# get
bss
wlan@bssvapl
radius-ip-
network

ipv4
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Knacc Mopgknacc

radius-
port

radius-
accounting
-port

vlian-
tagged-
interface

PyHKUNA BO3MOXHble
KOMaHapl

MopT ans add, get, set

ayTeHTudonkaumm

Ha cepsepe

RADIUS

MopT ans add, get, set

aKKayHTMHra Ha

RADIUS-cepsepe

[Jo6aButb
AVHamuyeckne
VLAN Ha
nHTepdenc

add, get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

add bss
<bss_-id>
radius-port
<value>

get bss
<bss_id>
radius-port

set bss
<bss_-id>
radius-port
<value>

add bss
<bss_id>
radius-
accounting-port
<value>

get bss
<bss_id>
radius-
accounting-port

set bss
<bss_-id>
radius-
accounting-port
<value>

add bss
<bss_id> vlan-
tagged-
interface
<value>

get bss
<bss_id> vlan-
tagged-
interface

set bss
<bss_id> vlan-
tagged-
interface
<value>

Mpumepsbl

WOP-12ac# set
bss
wlan@bssvapl
radius-port
1812port

WOP-12ac# get
bss
wlan@bssvapl
radius-port
1812port

WOP-12ac# set
bss
wlan@bssvapl
radius-
accounting-port
1813

WOP-12ac# get
bss
wlan@bssvapl
radius-
accounting-port
1813

WOP-12ac# set
bss
wlan@bssvapl
vlan-tagged-
interface
brtrunk

WOP-12ac# get
bss
wlan@bssvapl
vlan-tagged-
interface
brtrunk
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Knacc

Mopgknacc

open-
system-
authentica
tion

shared-
key-
authentica
tion

wpa-
cipher-
tkip

PyHKUNA

Pa3pelwteHa nn
ayTeHTudgumkaumns
Open System

Pa3spelueHa nu
ayTeHTudmkaums
Shared key

Vicnonb3oBaHune
TKIP kak meToga

wndpposaHua WPA

Bo3MOXHble
KoMaHAbl

add, get, set

add, get, set

add, get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

add bss
<bss_id> open-
system-
authentication
<value>

get bss
<bss_id> open-
system-
authentication

set bss
<bss_id> open-
system-
authentication
<value>

add bss
<bss_id>
shared-key-
authentication
<value>

get bss
<bss_-id>
shared-key-
authentication

set bss
<bss_1id> open-
system-
authentication
<value>

add bss
<bss_id> wpa-
cipher-tkip
<value>

get bss
<bss_id> wpa-
cipher-tkip

set bss
<bss_id> wpa-
cipher-tkip
<value>

Mpumepsbl

WOP-12ac# set
bss
wlan@bssvapl
open-system-
authentication
on

WOP-12ac# get
bss
wlan@bssvapl
open-system-
authentication
on

WOP-12ac# set
bss
wlan@bssvapl
shared-key-
authentication
off

WOP-12ac# get
bss
wlan@bssvapl
shared-key-
authentication
off

WOP-12ac# set
bss
wlan@bssvapl
wpa-cipher-tkip
on

WOP-12ac# get
bss
wlan@bssvapl
wpa-cipher-tkip
on
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Knacc Mopgknacc

wpa-
cipher-
ccmp

wpa-
allowed

wpaz2-
allowed

rsn-
preauthent
ication

PyHKUNA

Vcnonb3oBaHue
CCMP kak metoga
wndpposaHua WPA

PaspewnTts WPA

Paspewwnts WPA2

Pa3pelnTb
npeasapuTesibHy

ayTeHTudmKauuo

RSN

Bo3MOXHble
KoMaHAbl

add, get, set

add, get, set

add, get, set

add, get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

add bss
<bss_id> wpa-
cipher-ccmp
<value>

get bss
<bss_id> wpa-
cipher-ccmp

set bss
<bss_id> wpa-
cipher-ccmp
<value>

add bss
<bss_id> wpa-
allowed <value>

get bss
<bss_id> wpa-
allowed

set bss
<bss_id> wpa-
allowed <value>

add bss
<bss_id> wpa2-
allowed <value>

get bss
<bss_id> wpa2-
allowed

set bss
<bss_id> wpa2-
allowed <value>

add bss
<bss_1id> rsn-
preauthenticati
on <value>

get bss
<bss_1id> rsn-
preauthenticati
on

set bss
<bss_1id> rsn-
preauthenticati
on <value>

Mpumepsbl

WOP-12ac# set
bss
wlan@bssvapl
wpa-cipher-ccmp
on

WOP-12ac# get
bss
wlan@bssvapl
wpa-cipher-ccmp
on

WOP-12ac# set
bss
wlan@bssvapl
wpa-allowed on

WOP-12ac# get
bss
wlan@bssvapl
wpa-allowed
on

WOP-12ac# set
bss
wlan@bssvapl
wpa2-allowed on

WOP-12ac# get
bss
wlan@bssvapl
wpa2-allowed
on

WOP-12ac# set
bss
wlan@bssvapl
rsn-
preauthenticati
on off

WOP-12ac# get
bss
wlan@bssvapl
rsn-
preauthenticati
on

off
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Knacc Mopgknacc

broadcast-
key-
refresh-
rate

check-
signal-
timeout

wlan-util

fixed-
multicast-
rate

bridge-port

PyHKUNA Bo3MOXHble
KoMaHAbl

KomaHpga add, get, set

ycTaHaBnnsaet

WHTepBal, Yepes

KOTOpbIl

MPOVCXOANT CMEeHa
naponen gocrtyna
y nosnb3oBartenei
(broadcasting key)

Timeout check min add, get, set
signal (sec)

Vicnonb3oBaHue add, get, set
6ecnpoBoAHOIA

LAN

duKcnpoBaHHast add, get, set

CKOPOCTb NOJOCHI
ansa Multicast-
Tpaduka

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

add bss
<bss_id> rsn-
preauthenticati
on <value>

get bss
<bss_id> rsn-
preauthenticati
on

set bss
<bss_id> rsn-
preauthenticati
on <value>

add bss
<bss_id> check-
signal-timeout
<value>

get bss
<bss_id> check-
signal-timeout

set bss
<bss_id> check-
signal-timeout
<value>

add bss
<bss_id> wlan-
util <value>

get bss
<bss_id> wlan-
util

set bss
<bss_id> wlan-
util <value>

add bss
<bss_id> fixed-
multicast-rate
<value>

get bss
<bss_id> fixed-
multicast-rate

set bss
<bss_id> fixed-
multicast-rate
<value>

Mpumepsbl

WOP-12ac# set
bss
wlan@bssvapl
broadcast-key-
refresh-rate 0

WOP-12ac# get
bss
wlan@bssvapl
broadcast-key-
refresh-rate

0]

WOP-12ac# set
bss
wlan@bssvapl
check-signal-
timeout 10

WOP-12ac# get
bss
wlan@bssvapl
check-signal-
timeout

10

BBeauTe komaHay "get bridge-port" n nonyunte Bce AOCTyNHbIE AN NpocMoTpa

XapakTepuUCTUKN UHTepdoeiica MocTa UM UCMOMb3YiiTe KOMaHAbl, NpeacTaBeHHble

MopT mocTa HUXe.
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Knacc

Mopgknacc

interface

path-cost

priority

PyHKUNA

Bo3MOXHble
KoMaHAbl

WHTepcpeiic mocta add, get

CTtonmocTb
nHTEepderica

MpuopuTeT nopta

add, get, set

add, get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

add bridge-port
<all|brtrunk>
interface
<value>

get bridge-port
<all|brtrunk>
interface

add bridge-port
<all|brtrunk>
path-cost
<value>

get bridge-port
<all|brtrunk>
path-cost

set bridge-port
<all|brtrunk>
path-cost
<value>

add bridge-port
<all|brtrunk>
priority
<value>

get bridge-port
<all|brtrunk>
priority

set bridge-port
<all|brtrunk>
priority
<value>

Mpumepsbl

WOP-12ac# get
bridge-port
brtrunk
interface
interface
etho
wlanOwdsO
wlanOwdsl
wlanOwds2
wlanOwds3
wlanOwds4
wlanOwds5
wlanOwds6
wlanOwds7
wlan@
wlanOvapl
wlan@vap2
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Knacc

mac-acl

ONnemeHTbl
Tabnuubl MAC-

aflpecos

tx—-queue

Mepepava
napameTpoB
ouyepepnei

Mopgknacc PyHKUNA BO3MOXHble
KOMaH/bl
stp-state  CocTosHue get
CBA3ylOLLEero
Jepesa
mac PaspelumnTb/ add, get, set
3anpetuts MAC-
anpec

Beeante komaHay "get tx-queue
<interface_namelall>" n nonyunte Bce
[OCTYNHble ANs

NMpocMoTpa XapakTepucTUkM nHTepdeica mocta
NNV UCNONb3YTe KOMaHdbl, NpeACTaBNEHHbIE
HUXE.

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get bridge-port
<all|brtrunk>

stp-state

add mac-acl
<value>

get mac-acl

set mac-acl
<value>

get tx-queue

<interface_name

[all>

Mpumepsbl

WOP-12ac# get

bridge-port
brtrunk stp-
state
stp-state

forwarding

forwarding
forwarding
forwarding
forwarding
forwarding
forwarding

WOP-12ac# get

tx-queue all

name queue aifs

cwmin cwmax
burst

wlan@ data®
7 1.5

wlan@ datal
15 3.0
wlan@ data2
15 63 0
wlan@ data3
15 1023 0
wlanl data®
7 1.5

wlanl datal
15 3.0
wlanl data2
15 63 0
wlanl data3
15 1023 0
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Knacc Mopgknacc

queue

aifs

cwmin

cwmax

PyHKUNA

Vimsa ouepeam

A[anTuBHbII
MEeXKapOoBblii
NHTepBan

MuHuMasibHOEe
3Ha4YeHne
KOHKYPEHTHOIO
OKHa

MakcnmasibHoe
3HavyeHune
KOHKYpPEHTHOro
OKHa

PykoBogacTBo no skcniyatauum WOP-12ac

Bo3moxHble CuHTaKcuc

KOMaHbl

get

get, set

get, set

get, set

get tx-queue
<interface_name
|all> queue

get tx-queue
<interface_name
[all> aifs

set tx-queue
<interface_name
[all> aifs
<value>

get tx-queue
<interface_name
[all> cwmin

set tx—-queue
<interface_name
[all> cwmin
<value>

get tx-queue
<interface_name
[all> cwmax

set tx-queue
<interface_name
[all> cwmax
<value>

Mpumepsbl

WOP-12ac# get
tx-queue all
queue

name queue
wlan® data®
wlan@ datal
wlan@ data2
wlan@ data3
wlanl data®
wlanl datal
wlanl data2
wlanl data3

WOP-12ac# get
tx-queue wlan0
aifs
aifs

WOP-12ac# get
tx-queue wlan0
cwmin

cwmin

15
15

WOP-12ac# get
tx-queue wlan0
cwmax
cwmax

1023

221



Knacc

wme—-queue

Mepepava
napamMeTpoB
ouepepaei
cTaHumsam

Mopgknacc PyHKUNA BO3MOXHble
KOMaH/bl
burst MakcumasnbHas get, set

[ANVHa ovepeaun

BBeguTe komaHAay "get wme-queue
<interface_namelall>" n nonyunte Bce
[OCTyNHbIE A/15 NpocMoTpa

XapaKTepuUCTMKN MHTepdielica MocTa Uam
NCMNONb3YNTE KOMaHAbI, NPEACTAB/IEHHbIE HUXE.

queue Vmsa ouepeam get

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get tx-queue
<interface_name
[all> burst

set tx—-queue
<interface_name
[all> burst
<value>

get wme-queue
<interface_name
|all>

get wme-queue
<interface_name
|all> queue

Mpumepsbl

WOP-12ac# get
tx-queue wlan@
burst
burst

WOP-12ac# get
wme-queue all
name queue aifs
cwmin cwmax
txop-Tlimit

wlan® vo 2 3 7
47

wlan® vi 2 7 15
94

wlan® be 3 15
1023 0

wlan® bk 7 15
1023 0

wlanl vo 2 3 7
47

wlanl vi 2 7 15
94

wlanl be 3 15
1023 0

wlanl bk 7 15
1023 0

WOP-12ac# get
wme-queue all
queue

name queue
wlan® vo
wlan@ vi
wlan0 be
wlan0 bk
wlanl vo
wlanl vi
wlanl be
wlanl bk
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Knacc

static-ip-
route

Static IP route
entry

Mopgknacc

aifs

cwmin

cwmax

burst

txop-limit

destinatio
n

PyHKUNA

ADanTUBHbIA
MEXKaipOBbli
NHTepBan

MuHuMasibHOEe
3HaueHune
KOHKYPEHTHOIO
OKHa

MakcumasibHoe
3Ha4YeHne
KOHKYPEHTHOIO
OKHa

MakcumasibHas
OJIMHa ovepeamn

OrpaHuyeHue
BO3MOXHOCTH
nepegauv

Mpedomkc IP-

agpeca
Ha3HauYeHus

PykoBogacTBo no skcniyatauum WOP-12ac

Bo3moxHble CuHTaKcuc

KOMaHbl

get, set

get, set

get, set

get, set

get, set

get

get wme-queue
<interface_name
[all> aifs

get wme-queue
<interface_name
[all> aifs
<value>

get wme-queue
<interface_name
|[all> cwmin

get wme-queue
<interface_name
|[all> cwmin
<value>

get wme-queue
<interface_name
|all> cwmax

get wme-queue
<interface_name
|all> cwmax
<value>

get wme-queue
<interface_name
[all> txop-
Timit

set wme-queue
<interface_name
[all> txop-
lTimit <value>

get static-ip-
route
destination

Mpumepsbl

WOP-12ac# get
wme-queue wlan@
aifs

aifs

2

2
3
7

WOP-12ac# get
wme-queue wlan@®
cwmin

cwmin

WOP-12ac# get
wme-queue wlan@
cwmax

cwmax

1023
1023

WOP-12ac# get
wme-queue wlan@
txop-limit
txop-limit

WOP-12ac# get
static-ip-route
destination
0.0.0.0
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Knacc

ip-route

IP route entry

log

HacTpoiika
NormpoBaHus

Mopgknacc

mask

gateway

table

destinatio

mask

gateway

table

depth

persistenc
e

severity

PyHKUNA

Macka nogcetu

IP-agpec
MapLipyTa

Howmep B Tabnuue
MapLipyTm3aumm

Mpedokc IP-

agpeca
Ha3HauYeHus

Macka nogcetu

IP-agpec
MapLupyTa

Homep B Tabnuue
MapLupyTm3aumm

Konunyectso
3anucei, kotopoe
MOXEeT ObITb
BHECEHO B XypHas

CoxpaHaTb
XypHan B
3HeproHesasncumy
10 NaMATb

YCTaHOBUTb
YPOBEHb BaXXHOCTU
COXPaHeHHoM
3anuncu

Bo3MOXHble
KoMaHAbl

get

get

get

get

get

get

get

get, set

get, set

get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get static-ip-
route mask

get static-ip-
route gateway

get static-1ip-
route table

get ip-route
destination

get 1ip-route
mask

get ip-route
gateway

get ip-route
table

get log depth

set log depth
<value>

get log
persistence

set log
persistence
<value>

get log
severity

set log
severity
<value>

Mpumepsbl

WOP-12ac# get
static-ip-route
mask

0.0.0.0

WOP-12ac# get
static-ip-route
gateway
192.168.1.254

WOP-12ac# get
static-ip-route
table

254

WOP-12ac# get
ip-route
destination
0.0.0.0

WOP-12ac# get
ip-route mask

0.0.0.0

WOP-12ac# get
ip-route
gateway
192.168.15.1

WOP-12ac# get
ip-route table
254

WOP-12ac# set
log depth 512

WOP-12ac# get
log depth
512

WOP-12ac# set
log persistence
no

WOP-12ac# get
log persistence
no

WOP-12ac# set
log severity 7

WOP-12ac# get
log severity
-
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Knacc

log-entry

3anncb B
XypHane

Mopgknacc

remove

relay-
enabled

relay-host

relay-port

number

priority

PyHKUNA

Ypanutb BCe
3anuncu B XypHase

AKTMBMpPOBAaTb
nepegavy
CUCTEMHOIO
XypHana (syslog)

XOCT, Ha KOTOpbli
oynet
nepeaasaTbCs
CUCTEMHbIN
XypHan

MopT, Ha KOTOpbIiA
oynet
nepegaBarbCs
CUCTEMHBbIIA
XypHan

Homep 3anuncu

MpropuTeT 3anucu

Bo3MOXHble
KoMaHAbl

set

get, set

get, set

get, set

get

get

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

set log remove

get log relay-
enabled

set log relay-
enabled <value>

get log relay-
host

set log relay-
host <value>

get log relay-
port

set log relay-
port <value>

get log-entry
number

get log-entry
priority

Mpumepsbl

WOP-12ac# set
log relay-
enabled 0

WOP-12ac# get
log relay-
enabled

0]

WOP-12ac# set
log relay-port
514

WOP-12ac# get
log relay-port
514

WOP-12ac# get
log-entry
number

number

WOP-12ac# get
log-entry
priority
priority

err

info

info

err

err

info
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association

CBA3aHHble
cTaHuum

Mopgknacc

time

daemon

message

interface

station
authentica
ted

associated

rx—-packets

PyHKUNA

Bpewmsa 3anucu

daemon

Coob6uieHune

NHTepdelic
CTaHLMM CBSi3aH C
(Interface station
is associated with)

MAC-agpec
cTaHuuu

MpoigeHa nu
ayTeHTudmkaums

Associated

MonyueHo ot
cTaHumn (nakeTbl)

Bo3MOXHble
KoMaHAbl

get

get

get

get

get

get

get

get

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get log-entry
time

get log-entry
daemon

get log-entry
message

get association
interface

get association
station

get association
authenticated

get association
associated

get association
rx-packets

Mpumepsbl

WOP-12ac# get
log-entry time
time

Oct 11 2018
00:00:19
Oct 11 2018
00:00:18
Oct 11 2018
00:00:16
Oct 11 2018
00:00:12

WOP-12ac# get
log-entry
daemon

daemon
dnsd[28523]
dman[1239]
dman[1239]
dnsd[28410]
dnsd[18233]

WOP-12ac# get
log-entry
message
Property Value

message
accepting UDP
packets on
0.0.0.0:4553
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Knacc

basic-rate

OCHOBHblE
CKOpOCTU

pagvounHtepdei

CcoB

Mopgknacc

tx-packets

rx-bytes

tx-bytes

tx-rate

rx-rate

listen-

interval

last-rssi

tx-drop-
bytes

rx-drop-
bytes

tx-drop-
packets

rx-drop-
packets

rate

PyHKUNA

MepepaHo
cTaHumn (nakeTbl)

MonyyeHo ot
cTaHumu (6aiiT)

MNepegaHo
cTaHumn (6aiiT)

CkopocTtb
nepegauv

CKopocTb npruema

Listen-uHtepsan

Mony4YeHHbIN B
nocnegHem kagpe
RSSI

Konnyectso
OTOPOLUEHHbIX
6aliT npu
nepegayv ctaHuun

KonnyecTso
OTOPOLLUEHHbIX
6aliT npu npueme
OT CTaHLuMK

Konnyectso
OTOPOLUEHHbIX
nakeToB Npu
nepegayv ctaHuun

Konnuyectso
OTOPOLLUEHHbIX
nakeToB Npu
npueme ot
cTaHuun

CkopocTb 0.5
MBps

Bo3MOXHble

KOMaHbl

get

get

get

get

get

get

get

get

get

get

get

add, get,
remove

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get association
tx-packets

get association
rx-bytes

get association
tx-bytes

get association
tx-rate

get association
rx-rate

get association
listen-interval

get association
last-rssi

get association
tx-drop-bytes

get association
rx-drop-bytes

get association
tx-drop-packets

get association
rx-drop-packets

add basic-rate
<interface_-id|
all> rate
<value>

get basic-rate
<interface_-id|
all> rate

remove basic-
rate
<interface_1id|
all> rate
<value>

Mpumepsbl

WOP-12ac# get
basic-rate all
rate

name rate
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Knacc

supported-rate

Moanepxusaemsbl
e CKopocTu

pagnonHTepdei
coB

detected-ap

O6HapyxeHue
TOYeK gocTyna

Mopgknacc

rate

mac

radio

beacon-
interval

capability

type

privacy

ssid

wpa

phy-type

band

PyHKUNA

CkopocTtb 0.5
MBps

MAC-agpec

Vicnonb3yemsiii
pagmonHTepdenc

Beacon-nHtepsan
B KWO-
MUKPOCEKYHOaX
(kus) (1.024 mc)

Bo3moxxHocTn |IEEE
802.11

Tun (AP, Ad hoc, or
Other)

WEP or WPA
enabled

Nma cetu

be3onacHocCTb
nocpencrtsom WPA

OnpegenexHve PHY
pexvma

Nonoca yacTtoTt

Bo3MOXHble
KoMaHAbl

add, get,
remove

get

get

get

get

get

get

get

get

get

get

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

add supported-
rate
<interface_id|
all> rate
<value>

get supported-
rate
<interface_id|
all> rate

remove
supported-rate
<interface_id|
all> rate
<value>

get detected-ap
mac

get detected-ap
radio

get detected-ap
beacon-interval

get detected-ap
capability

get detected-ap
type

get detected-ap
privacy

get detected-ap
ssid

get detected-ap
wpa

get detected-ap
phy-type

get detected-ap
band

Mpumepsbl

WOP-12ac# get
supported-rate
wlan@ rate
rate

54

48

36

24
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Knacc

portal

HacTpoiikn
Captive portal

Mopgknacc

channel

rate

signal

erp

beacons

last-
beacon

supported-
rates

security

hi-rate

noise

nmode

wired

wds

rssi

status

PyHKUNA

Kanan

CkopocTtb

MoLLUHOCTb
curHana

ERP

KonnyectBo
NOSyYEHHbIX
beacon

Bpemsa npuema
nocneaHero
beacon

Cnucok
noAfepXXvuBaemMbix
cKkopocTel

BesonacHocTb

MakcnmasibHO
BO3MOXHasi
nognepxveaemas
CKOpOCTb

YpoBeHb Lyma

Mopaepxka
802.11n

Touka goctyna
noaKNtoYeHa K
NPOBOAHOM CETU

Touka goctyna —
yacTb wds-cetn

RSSI Toukn
poctyna

AAMUHUCTPATVBHbI
 cTatyc

Bo3MOXHble
KoMaHAbl

get

get

get

get

get

get

get

get

get

get

get

get

get

get

get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get detected-ap
channel

get detected-ap
rate

get detected-ap
signal

get detected-ap
erp

get detected-ap
beacons

get detected-ap
last-beacon

get detected-ap
supported-rates

get detected-ap
security

get detected-ap
hi-rate
get detected-ap

noise

get detected-ap
nmode

get detected-ap
wired

get detected-ap
wds

get detected-ap
rssi

get portal
status

Mpumepsbl
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Knacc

snmpvl

Joctyn no
SNMPv1 1
SNMPv2

NPOTOKONY

snmp-view

SNMP MIB view

Mopgknacc

welcome-
screen

welcome-
screen-
text

status

type

PyHKUNA

OT1obpaxaetca nn
3KpaH ans rocTemn

TeKCT, KOTOpbIi
oynet
oTOOpaXaTbCA B
OKHE NPUBETCTBUS

AAMWHUCTPATUBHbI
i cTaTyc

Tun nogaepesa
OID (included nnm
excluded)

Mopnepeso OID
(cTpoka)

Bo3MOXHble
KoMaHAbl

get, set

get, set

get, set

add, get, set

add, get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get portal
welcome-screen

set portal
welcome-screen
<value>

get portal
welcome-screen-
text

set portal
welcome-screen-
text <value>

get snmpvl
status

set snmpvl
status <value>

add snmp-view
<view-all|view-
none|all> type
<value>

get snmp-view
<view-all|view-
none|all> type

set snmp-view
<view-all|view-
none|all> type
<value>

add snmp-view
<view-all|view-
none|all> oid
<value>

get snmp-view
<view-all|view-
none|all> oid

set snmp-view
<view-all|view-
none|all> oid
<value>

Mpumepsbl

WOP-12ac# get
snmp-view all
type

name type

view-all
included
view-none
excluded

WOP-12ac# get
snmp-view all
oid

name type
view-all
included
view-none
excluded
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Knacc

snmp-group

Mpynna
nosnb3osarenei
SNMP

Mopgknacc

mask

secur-
level

PyHKUNA

Macka OID -
CMNCOK OKTETOB B
hex-chopmarte,
pasfeneHHbIX
3HaKom "'
OcTaBbTe nycTyio
CTPOKY, ecnu
Macka He HyXxHa.

YpoBeHb
©e3onacHocTu
(noAuthNoPriv,
authNoPriv nnm
authPriv)

write-view SNMP umsa gna

read-view

AocCTyna K 3arnncum

SNMP ums ans

[0CTyna K YTEHUIO

(view name for
read access)

Bo3MOXHble

KOMaHbl

add, get, set

add, get, set

add, get, set

add, get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

add snmp-view
<view-all|view-
none|all> mask
<value>

get snmp-view
<view-all|view-
none|all> mask

set snmp-view
<view-all|view-
none|all> mask
<value>

add snmp-group
<RO|RW|all>
secur-Tlevel
<value>

get snmp-group
<RO|RW|all>
secur-level

set snmp-group
<RO|RW|all>
secur-level
<value>

add snmp-group
<RO|RW|all>
write-view
<value>

get snmp-group
<RO|RW|all>
write-view

set snmp-group
<RO|RW|all>
write-view
<value>

add snmp-group
<RO|RW|all>
read-view
<value>

get snmp-group
<RO|RW|all>
read-view

set snmp-group
<RO|RW|all>
read-view
<value>

Mpumepsbl

WOP-12ac# get
snmp-view all
mask

name mask
view-all
view-none

WOP-12ac# set
snmp-group RO
secur-level
authPriv

WOP-12ac# get
snmp-group RO
secur-Tlevel
authPriv

WOP-12ac# set
snmp-group RO
write-view
view-none

WOP-12ac# get
snmp-group RO
write-view
view-none

WOP-12ac# set
snmp-group RO
read-view view-
all

WOP-12ac# get
snmp-group RO
read-view
view-all
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Knacc Mopgknacc
snmp-user group
SNMPv3
nosb3oBaTenu
auth-type
auth-pass
priv-type
priv-pass

Bo3MOXHble
KoMaHAbl

PyHKUNA

Nms SNMP-rpynnel - add, get, set

lMpoTokon
ayTeHTudmnKaumum
(‘'md5' unm 'none’)

add, get, set

Maponb g4
ayTeHTUdmnKauum

add, get, set

YCTaHOBUTbL TUN
LWdpOBaHNS
(des' -
ncnosb3oBaTb TUN
wmndpposaHus DES,
'none' — He
ncnonb3oBaTb
LWnchpoBaHue)

add, get, set

Knroy
lndppoBaHus

add, get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc Mpumepsbl

add snmp-user
group <value>

get snmp-user
group

set snmp-user
group <value>

add snmp-user
auth-type
<value>

get snmp-user
auth-type

set snmp-user
auth-type
<value>

add snmp-user
auth-pass
<value>

get snmp-user
auth-pass

set snmp-user
auth-pass
<value>

add snmp-user
priv-type
<value>

get snmp-user
priv-type

set snmp-user
priv-type
<value>

add snmp-user
priv-pass
<value>

get snmp-user
priv-pass

set snmp-user
priv-pass
<value>
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Knacc

snmp-target
SNMPv3-TapreThl

ONa nonyyeHus
SNMP traps

serial

MocnepoBaTesibH
blid
pocTtyn K CLI

telnet

joctyn K CLI
no NpoTOoKONy
Telnet

Mopgknacc

host

port

user—name

status

baud-rate

status

PyHKUNA B0o3MOXHble
KOMaHAbl

IP-agpec, Ha add, get, set

KOTOpbI ByayT

OTnpaB/iEHbI

Tpansl

Homep nopta, Ha
KOTOpbI ByayT
OTnpaBATLCA
SNMP-Tpansbl

add, get, set

Nmsa
nosib3oBaresns
SNMPv3

add, get, set

Cratyc get, set

CkopocTb
nepefayn AaHHbIX
(Serial baudrate)

get, set

Cratyc get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

add snmp-target
host <value>

get snmp-target
host

set snmp-target
host <value>

add snmp-target
port <value>

get snmp-target
port

set snmp-target
port <value>

add snmp-target
user-name
<value>

get snmp-target
user-name

set snmp-target
user—-name
<value>

get serial
status

set serial
status <value>

get serial
baud-rate

set serial
baud-rate
<value>

get telnet
status

set telnet
status <value>

Mpumepsbl

WOP-12ac# set
serial status
up
WOP-12ac# get
serial status
up

WOP-12ac# set
serial baud-
rate 115200

WOP-12ac# get
serial baud-
rate

115200

WOP-12ac# set
telnet status

up
WOP-12ac# get
telnet status
up
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Knacc

ftp-server

FTP-cepBep

firmware-
upgrade

Oo6HoBneHue MO
TOYKM AocTyna
no http

untagged-vlan

HacTpoiika
HeTernpoBaHHbLIX
VLAN

Mopgknacc

status

upgrade-
url

progress

validate

start

vlan-id

status

PyHKUNA

Cratyc

http://<server
IP>[:<server port>]/
filename

OTobpaxeHne
cTaTyca npouecca
o6HoBneHus MO

YctaHoBuTE 'yes'
ans
noATBEPXAEHMS
oaiina

YctaHoBuTe 'yes'
ANns Havana
o6HoBNeHuA Mo

VLAN ID gns
NCNob30BaHNSA
HeTernpoBaHHbIX
VLAN

Crartyc

Bo3MOXHble
KoMaHAbl

get, set

get, set

get

set

set

get, set

get, set
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CuHTakcuc

get ftp-server
status

set ftp-server
status <value>

get firmware-
upgrade
upgrade-url

set firmware-
upgrade
upgrade-url
<value>

get firmware-
upgrade
progress

set firmware-
upgrade
validate

set firmware-
upgrade start

get untagged-
vlan vlan-id

set untagged-
vlan vlan-id
<value>

get untagged-
vlan status

set untagged-
vlan status
<value>

Mpumepsbl

WOP-12ac# set
ftp-server
status down

WOP-12ac# get
ftp-server
status

down

WOP-12ac# get
firmware-
upgrade
upgrade-url

WOP-12ac# get
firmware-
upgrade
progress

WOP-12ac# set
untagged-vlan
vlan-id 1

WOP-12ac# get
untagged-vlan
vlan-id

1

WOP-12ac# set
untagged-vlan
status up

WOP-12ac# get
untagged-vlan
status

up
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Knacc

managed-ap

YnpaBndemas
TOYKa gocTyna

Mopgknacc

mode

ap-state

switch-
address-1

switch-
address-2

switch-
address-3

switch-
address-4

pass-
phrase

PyHKUNA

Pexunm

Crartyc To4ku
poctyna

IP-anpec
KommyTtaropa 1

IP-agpec
KommyTaropa 2

IP-agpec
KommyTtaropa 3

IP-agpec
KommyTartopa 4

Maponb
KomMMyTaTopa

Bo3MOXHble
KoMaHAbl

get, set

get

get, set

get, set

get, set

get, set

set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get managed-ap
mode

set managed-ap
mode <value>

get managed-ap
ap-state

get managed-ap
switch-
address-1

set managed-ap
switch-
address-1
<value>

get managed-ap
switch-
address-2

set managed-ap
switch-
address-2
<value>

get managed-ap
switch-
address-3

set managed-ap
switch-
address-3
<value>

get managed-ap
switch-
address-4

set managed-ap
switch-
address-4
<value>

set managed-ap
pass-phrase
<value>

Mpumepsbl

WOP-12ac# set
managed-ap mode
down

WOP-12ac# get
managed-ap mode
down

WOP-12ac# set
managed-ap ap-
state down

WOP-12ac# get
managed-ap ap-
state

down

WOP-12ac# get
managed-ap
switch-
address-1

235



Knacc

Mopgknacc

dhcp-
switch-
address-1

dhcp-
switch-
address-2

dhcp-
switch-
address-3

dhcp-
switch-
address-4

managed-
mode-
watchdog

dhcp-ip-
base-port

Bo3MOXHble
KoMaHAbl

PyHKUNA

IP-agpec get
KOMMyTaTopa
DHCP 1

IP-agpec get
KomMMyTaTopa
DHCP 2

IP-anpec get
KoMmyTaTtopa
DHCP 3

IP-agpec get
KoMmyTaropa
DHCP 4

Bpewms, uepes
KoTopoe
CTOPOXXEBOWA
Tarimep
(watchdog)
nepesarpysuT
cucTemy npm
HeobxoaumocTy (B
MUHYyTax)

(0-1440)

get, set

DHCP Base IP
nopt

get, set

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get managed-ap
dhcp-switch-
address-1

get managed-ap
dhcp-switch-
address-2

get managed-ap
dhcp-switch-
address-3

get managed-ap
dhcp-switch-
address-4

get managed-ap
managed-mode-
watchdog

set managed-ap
managed-mode-
watchdog
<value>

get managed-ap
dhcp-ip-base-
port

set managed-ap
dhcp-ip-base-
port <value>

Mpumepsbl

WOP-12ac# get
managed-ap
dhcp-switch-
address-1
104.116.116.112

58.47.47.49.57.
50.46.49.54.56.
46.49.54.46.49.
54.48.58.57.53.
57.53

WOP-12ac# get
managed-ap
dhcp-switch-
address-2

2

WOP-12ac# get
managed-ap
dhcp-switch-
address-3

WOP-12ac# get
managed-ap
dhcp-switch-
address-4

WOP-12ac# set
managed-ap
managed-mode-
watchdog 0

WOP-12ac# get
managed-ap
managed-mode-
watchdog

0]

WOP-12ac# get
managed-ap
dhcp-ip-base-
port
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Knacc

Mopgknacc

cfg—ip-
base-port

ip-base-
port

ip-tnl-
udp-port

ip-udp-
port

ip-ssl-
port

ip-capwap-
src-port

PyHKUNA

HacTtpoutb Base IP  get, set
nopt (1-65000)

Base IP nopt get, set
Tunnel UDP IP get, set
nopt

UDP IP noprt get, set

Secure SSL IP nopt get, set

CAPWAP Src IP
nopt

get, set

Bo3MOXHble
KoMaHAbl

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get managed-ap
cfg-ip-base-
port

set managed-ap
cfg-ip-base-
port <value>

get managed-ap
ip-base-port

set managed-ap
ip-base-port
<value>

get managed-ap
ip-tnl-udp-port

set managed-ap
ip-tnl-udp-port
<value>

get managed-ap
ip-udp-port

set managed-ap
ip-udp-port
<value>

get managed-ap
ip-ssl-port

set managed-ap
ip-ssl-port
<value>

get managed-ap
ip-capwap-src-
port

set managed-ap
ip-capwap-src-
port <value>

Mpumepsbl

WOP-12ac# set
managed-ap cfg-
ip-base-port
57775

WOP-12ac# get
managed-ap cfg-
ip-base-port
57775

WOP-12ac# set
managed-ap ip-
base-port 25459

WOP-12ac# get
managed-ap ip-
base-port
25459

WOP-12ac# set
managed-ap ip-
tnl-udp-port
25459

WOP-12ac# get
managed-ap ip-
tnl-udp-port
25459

WOP-12ac# set
managed-ap ip-
udp-port 25460

WOP-12ac# get
managed-ap ip-
udp-port

25460

WOP-12ac# set
managed-ap ip-
ssl-port 25461

WOP-12ac# get
managed-ap ip-
ssl-port

25461

WOP-12ac# set
managed-ap ip-
capwap-src-port
25462

WOP-12ac# get
managed-ap ip-
capwap-src-port
25462
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Knacc

dotlx-
supplicant

802.1X
CynnankaHT

mgmt-acl

Cnncok agpecos,
pa3peLLeHHbIX
4nAa ynpaeneHuns

Mopgknacc

ip-capwap-
dst-port

status

user

password

mode

mgmt-
address-1

mgmt-
address-2

PyHKUNA

CAPWAP Dst IP

nopt

Cratyc

802.1X
nonb3oBaTesib-
CYNM/IMKaHT

802.1X naposb
nonb3osarens

Pexunm

IP-agpec
ynpasneHus 1

IP-agpec
ynpasneHns 2

Bo3MOXHble
KoMaHAbl

get, set

get, set

get, set

set

get, set

get, set

get, set
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CuHTakcuc

get managed-ap
ip-capwap-dst-
port

set managed-ap
ip-capwap-dst-
port <value>

get dotlx-
supplicant
status

set dotlx-
supplicant
status <value>

get dotlx-

supplicant user

set dotlx-
supplicant
<value>

user

set dotlx-
supplicant
password
<value>

get mgmt-acl
mode

set mgmt-acl
mode <value>

get mgmt-acl
mgmt-address-1

set mgmt-acl
mgmt-address-1
<value>

get mgmt-acl
mgmt-address-2

set mgmt-acl
mgmt-address-2
<value>

Mpumepsbl

WOP-12ac# set
managed-ap ip-
capwap-dst-port
25463

WOP-12ac# get
managed-ap ip-
capwap-dst-port
25463

WOP-12ac# set
dotlx-
supplicant
status down

WOP-12ac# get
dotlx-
supplicant
status

down

WOP-12ac# get
dotlx-
supplicant user

WOP-12ac# set
mgmt-acl mode
down

WOP-12ac# get
mgmt-acl mode
down

WOP-12ac# get
mgmt-acl mgmt-
address-1

WOP-12ac# get
mgmt-acl mgmt-
address-2
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Knacc

Mopgknacc

mgmt-—
address-3

mgmt-
address-4

mgmt—
address-5

PyHKUNA

IP-agpec
ynpasneHna 3

IP-agpec
ynpasneHus 4

IP-anpec
ynpassieHnsa 5

Bo3MOXHble
KoMaHAbl

get, set

get, set

get, set
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CuHTakcuc

get mgmt-acl
mgmt-address-3

set mgmt-acl
mgmt-address-3
<value>

get mgmt-acl
mgmt-address-4

set mgmt-acl
mgmt-address-4
<value>

get mgmt-acl
mgmt-address-5

set mgmt-acl
mgmt-address-5
<value>

Mpumepsbl

WOP-12ac# get
mgmt-acl mgmt-
address-3

WOP-12ac# get
mgmt-acl mgmt-
address-4

WOP-12ac# get
mgmt-acl mgmt-
address-5
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Knacc

cluster

HacTpoiiku
knacTtepa

Mopgknacc

clustered

PyHKUNA

AKT1BMpPOBaTL/
OTKAUNTL Pexum
Knacrtepa ans
JaHHoro y3na

Bo3MOXHble
KoMaHAbl

get, set
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CuHTakcuc

get cluster
clustered

set cluster
clustered
<value>

Mpumepsbl

WOP-12ac# get
cluster
clustered

softwlc

WOP-12ac# set
cluster
clustered 0
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Mopgknacc

location

cluster-
name

ipversion

member-
count

clustering
-allowed

compat

operationa
1-mode

PyHKUNA

PacnonoxeHue
Knacrepa

msa knacTepa ans
NPUCOEANHEHMS K
HeMy

BbibepuTte BepCuto
IP npotokona: IPv4
nnu IPv6

Uncno ycTpoiicT
B Knacrepe

Pa3spelueH nn
pexum Knacrtepa
ONA faHHOro y3na

Mogenb
YCTPOWCTBA,
BXOASILLErO B
Knacrtep

Pexnm paboTbl

Bo3MOXHble
KoMaHAbl

get, set

get, set

add, get, set

get

get

get

get
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CuHTakcuc

get cluster
location

set cluster
location
<value>

get cluster
cluster-name

set cluster
cluster-name
<value>

add cluster
ipversion
<value>

get cluster
ipversion
set cluster
ipversion
<value>

get cluster
member-count

get cluster
clustering-
allowed

get cluster
compat

get cluster
operational-
mode

Mpumepsbl

WOP-12ac# set
cluster
location Moscow

WOP-12ac# get
cluster
location

Moscow

WOP-12ac# set
cluster
cluster-name
root

WOP-12ac# get
cluster
cluster-name

root

WOP-12ac# set
cluster
ipversion ipv4

WOP-12ac# get
cluster
ipversion

ipv4
WOP-12ac# get

cluster member-
count

2

WOP-12ac# get
cluster
clustering-
allowed

true

WOP-12ac# get
cluster compat

WOP-12ac

WOP-12ac# get
cluster
operational-
mode

1
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Knacc Mopgknacc

cluster-
ipaddr

priority

reauth-
timeout

secure-
mode

pass-set

secure-
mode-
status

PyHKUNA

IP-agpec get, set
YCTPOIiCTBa,
ynpas/iAoLLEero

Knactepom

Mpuoputet get, set

VHTepBan
BPEMEHM A0
NMOBTOPHOW
ayTeHTudmkaumm

get, set

Pexunm
©e3onacHoro
00beANHEHNS

get, set

3HayeHune get
napametpa 1, ecnu
naponb
CKOHGMrypmpoBaH

CocTosHne get
paboTbl

6e3onacHoro

pexvma

Bo3MOXHble
KoMaHAbl

PykoBogacTBo no skcniyatauum WOP-12ac

CuHTakcuc

get cluster
cluster-ipaddr

set cluster
cluster-ipaddr
<value>

get cluster
priority

set cluster
priority
<value>

get cluster
reauth-timeout

set cluster
reauth-timeout
<value>

get cluster
secure-mode
set cluster
secure-mode
<value>

get cluster
pass-set

get cluster
secure-mode-
status

Mpumepsbl

WOP-12ac# set
cluster
cluster-ipaddr
192.168.1.1

WOP-12ac# get
cluster
cluster-ipaddr

192.168.1.1

WOP-12ac# set
cluster
priority 1
WOP-12ac# get
cluster
priority

1

WOP-12ac# set
cluster reauth-
timeout 300

WOP-12ac# get
cluster reauth-
timeout

300

WOP-12ac# set
cluster secure-
mode 1

WOP-12ac# get
cluster secure-
mode

1

WOP-12ac# get
cluster pass-
set

WOP-12ac# get
cluster secure-
mode-status

Disabled
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Knacc Mopgknacc PyHKUNA Bo3smoxHble CHHTakcuc Mpumepsbl
KOMaHabl
cluster-member mac MAC-agpec get get cluster- WOP-12ac# get
CTPOWUCTBA, -
CocTosHme gxop member mac cluster-member
< aALero B mac
YCTPOWUCTB Knacrep
KnacTepa EO:D9:E3:50:06:
co
A8:F9:4B:B5:FB:
AO
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Knacc

Mopgknacc

ip

compat

location

uptime

is-

dominant

priority

firmware-
version

PyHKUNA

IP-agpec
YCTPOIiCTBa,
BXOASALLErO B
knacTep

Mogenb
YCTPOWCTBA,
BXOASALLEro B
Kknactep

PacnosnoxeHune
yCTpoiicTBa

Bpemsa ¢ momeHTa
BK/1II0YEHMSA
yCTpoicTBa

JomMunHupyoulee

YCTPOIACTBO

MpunoputeT

Bepcua Mo

Bo3MOXHble
KoMaHAbl

get

get

get

get

get

get

get
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CuHTakcuc

get cluster-
member ip

get cluster-
member compat

get cluster-
member location

get cluster-
member uptime

get cluster-
member -is-
dominant

get cluster-
member priority

get cluster-
member
firmware-
version

Mpumepsbl

WOP-12ac# get
cluster-member

ip
100.110.0.200
100.110.0.249

WOP-12ac# get
cluster-member
compat

WOP-12ac
WOP-12ac

WOP-12ac# get
cluster-member
location

Moscow

Moscow

WOP-12ac# get
cluster-member
uptime

2923
1260

WOP-12ac# get
cluster-member
is-dominant

true

false

WOP-12ac# get
cluster-member
priority

0
0

WOP-12ac# get
cluster-member
firmware-
version

1.21.0.244

1.20.0.163
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Knacc

cluster-fw-
member

CTartyc 3arpysku

MO Ha
YCTPOWCTBO B
knactepe

cluster-
firmware-
upgrade

HacTpoiikn
knacTepa

Mopgknacc

cluster-
controller

mac

fw-—
download-
status

upgrade

upgrade-
url

PyHKUNA

KoHTponnep
knacrepa

IP-agpec
YCTPOWCTBA,
BXOASLLETO B
Knactep

MAC-agpec
YCTPOWCTBA,
BXOASALLETO B
Knactep

CocrtosiHne
3arpysku Mo

(Start/stop)
Hauartb/
OCTaHOBUTb
npoLecc 3arpysku

3anonHnTb url B
chopmare tftp://
<ip>/

<image_name>

Bo3MOXHble
KoMaHAbl

get

get

get

get

get, set

get, set
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CuHTakcuc

get cluster-
member cluster-
controller

get cluster-fw-
member -ip

get cluster-fw-
member mac

get cluster-fw-
member fw-
download-status

get cluster-
firmware-
upgrade upgrade

set cluster-
firmware-
upgrade upgrade
<value>

get cluster-
firmware-
upgrade
upgrade-url

set cluster-
firmware-
upgrade
upgrade-url
<value>

Mpumepsbl

WOP-12ac# get
cluster-member
cluster-
controller

no

yes

WOP-12ac# set
cluster-
firmware-
upgrade upgrade
Start

WOP-12ac# get
cluster-
firmware-
upgrade upgrade

WOP-12ac# set
cluster-
firmware-
upgrade
upgrade-url
tftp://
192.168.1.2/
Wop-12ac_1.21.0
.244 . tar.gz

WOP-12ac# get
cluster-
firmware-
upgrade
upgrade-url

tftp://
192.168.1.2/
Wop-12ac_1.21.0
.244 . tar.gz
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tftp://192.168.1.2/Wep-2ac_1.16.0.163.tar.gz
tftp://192.168.1.2/Wep-2ac_1.16.0.163.tar.gz
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tftp://192.168.1.2/Wep-2ac_1.16.0.163.tar.gz

Knacc Mopgknacc

upgrade-
method

upgrade-
status

upgrade-
members

PyHKUNA BO3MOXHble
KOMaH/bl

all/selective/< (get, set

>, MeTof

o6HOBNEHUSA

TekyLnin ctatyc
06HOB/IEHUIA

get

Cnucok IP-
agpecos
YCTPOWCTB B
KnacTepe,
pasneneHHbIX
3ansaTon

get, set
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CuHTakcuc

get cluster-
firmware-
upgrade
upgrade-method

set cluster-
firmware-
upgrade
upgrade-method
<value>

get cluster-
firmware-
upgrade
upgrade-status

get cluster-
firmware-
upgrade
upgrade-members

set cluster-
firmware-
upgrade
upgrade-members
<value>

Mpumepsbl

WOP-12ac# set
cluster-
firmware-
upgrade
upgrade-method
all

WOP-12ac# get
cluster-
firmware-
upgrade
upgrade-method

all

WOP-12ac# get
cluster-
firmware-
upgrade
upgrade-status

Not Initialized

WOP-12ac# set
cluster-
firmware-
upgrade
upgrade-members
192.168.1.1,192
.168.1.3

WOP-12ac# get
cluster-
firmware-
upgrade
upgrade-members

192.168.1.1,192
.168.1.3
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7 CnncoK nameHeHun

Bepcusa goKymeHTa Jarta Bbinycka CopepxaHue nsMeHeHwuii

Bepcusa 1.26 09.09.2022 CuHxpoHuzauus ¢ sepcuein MO 1.22.4
Jo6aBneHo:
+ 5.5.6.3 Hactpoliika WGB-ARP-Timeout
KoppekTnpoBska:
* 4.12 MeHto «Workgroup Bridge»
Bepcua 1.25 03.06.2022 CuHxpoHusauus ¢ sepcueii MO 1.22.2
Bepcus 1.24 22.04.2022 CurHXxpoHu3auus ¢ Bepcuein MO 1.22.1
KoppekTnposka:
* 4.5.5 NogmeHto «Radio»
+ 5.6.2.1 JononHuTeNbHblE
HacTpoWkn 6ecnpoBoAHbIX NHTEpPdencoB
+ 5.6.8 Hactpolika cepuca APB
Bepcusa 1.23 03.12.2021 CuHxpoHu3auus ¢ Bepcuein 1.21.1
Bepcua 1.22 30.09.2021 CuHxpoHu3sauus ¢ sepcuein 1.21.0
Bepcusa 1.21 07.12.2020 CuHxpoHuzauus ¢ Bepcueii 1.20.0
Jo6aBneHbl pasgensl:
+ MNopgknyeHne ceTeBoro Kabesnsi
Bepcua 1.20 09.04.2020 CuHxpoHm3aums ¢ sepcueii MO 1.19.3
Bepcusa 1.19 24.02.2020 CurHxpoHu3auums ¢ Bepcuein MO 1.19.0
Bepcusa 1.18 01.10.2019 CuHxpoHuzauus ¢ Bepcueit MO 1.18.1
Bepcua 1.17 05.06.2019 CuHxpoHm3aums ¢ sepcueii MO 1.17.0
Bepcua 1.16 12.02.2019 CuHxpoHuzauus ¢ sepcuein MO 1.16.0
Bepcuna 1.15 30.11.2018 CuHxpoHuzauus ¢ sepcueii MO 1.15.0
Bepcua 1.14 10.08.2018 CuHxpoHmu3aums ¢ Bepcueii MO 1.14.0
Bepcusa 1.13 08.05.2018 CuHxpoHusauus ¢ sepcueii MO 1.12.2
KoppeKkTnposka:
+ XapakTepucTuKa ycTpoincTea
Bepcua 1.12 26.12.2017 CuHxpoHu3auus ¢ sepcueid MO 1.11.4
Bepcua 1.11 30.10.2017 CuHxpoHuzauus ¢ sepcueii MO 1.11.2
Bepcna 1.10 01.07.2017 CuHxpoHmu3aums ¢ Bepcueii MO 1.10.0
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Bepcusa goKymeHTa

Bepcusa 1.9
Bepcna 1.8
Bepcua 1.7

Bepcua 1.6
Bepcua 1.5
Bepcua 1.4

Bepcus 1.3
Bepcusa 1.2

Bepcua 1.1
Bepcna 1.0

Bepcus nporpammHoro obecneyexus 1.22.4

Jarta Bbinycka

06.02.2017
20.09.2016
19.07.2016

06.07.2016
16.05.2016
30.11.2015

13.10.2015
16.04.2015

10.02.2015
26.09.2014

PykoBogacTBo no skcniyatauum WOP-12ac

CopepxaHue nsMeHeHwuii

CuHxpoHuzauus ¢ sepcueii M0 1.9.0
CuHxpoHmn3aums ¢ Bepcuein MO 1.8.0

CuHxpoHu3auus ¢ Bepcuein MO 1.7.0
KoppektunpoBska:

+ 2.3 TexHuyeckne napameTpbl yCTPOKCTBA
CuHxpoHuzauus ¢ sepcumeii MO 1.6.5
CuHxpoHuzauus ¢ Bepcuein MO 1.6.4
KoppekTnpoBska:

+ 2.3 TexHnyeckne napameTpbl yCTPoOMCTBa
CuHxpoHu3auus ¢ sepcueid MO 1.6.2

CuHxpoHu3auums ¢ Bepcuein MO 1.5.0
[o6asneH pasgen:
+ 2.5 CTpyKTypHasa cxema nsgenus
+ 2.8 Cneuundpoukaums 3akasa
[ob6aBneHo: TexHnyeckne xapakTepuCcTUKN aHTEHH.

MepBas nyonmkaums
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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