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JAlaTa BbinycKa

CopaeprkaHue usmeHeHui

Bepcus 1.38

07.10.2025

fAo6asneH pasaen:
5.25 dnekTponutaHue no amHuam Ethernet (PoE)

U3meHeHus B paspenax:

2.3 OCHOBHbIE TEXHUYECKNE XapaKTEPUCTUKH

4.4 Pexxum paboTbl KOMMYTaTOpa

5.6.3 KomaHpab!l Ana pesepsupoBaHMA KOHpUrypauum

5.9.2 Hactpoiika VLAN u pexxumoB KommyTaLuu uHTepdeiicos
5.15.4 MexaHusm o6HapyxeHua netenb (loopback-detection)
5.15.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.19.7 Hactpoiika goctyna

5.26.2 MpoBepKa NOAAMHHOCTU K/IMEHTA HAa OCHOBe nopTa (crtaHaapT
802.1x)

5.26.2.1 ba3soBasa npoBepKa NOAJAMHHOCTU

5.26.2.2 PaclumMpeHHasa nposepKa NOAJIMHHOCTH

5.26.5 KoHTponb npotokona DHCP u onuus 82

5.27 ®yHkuumn DHCP Relay areHTa

5.29.2 KoHdurypauma ACL Ha 6a3e IPv6

5.32.1 KoHdurypaumsa cTaTUuecKo mapLupyTmsaumm

5.32.4 Hactpoiika npotokona BGP (Border Gateway Protocol)

Bepcusa 1.37

02.09.2025

U3meHeHusa B paspenax:
2.3 OCHOBHbIe TEXHUYECKUE XapaKTEPUCTUKMN
4.4 Pexxum paboTbl KOMMYyTaTOpa

fo6aBneHo onucaHMe mogenn kKommytatopa MES35001-8P8F

Bepcua 1.36

23.07.2025

CuHXpoHu3auma ¢ sepcuei NO 6.6.8.2

Bepcua 1.35

21.05.2025

U3meHeHusa B paspenax:

2.3 OCHOBHble TeXHUYEeCKNe XxapaKTepUCTUKKN

5.6.2 KomaHgbl ana pabotbi ¢ paitnamm

5.22 ®dyHKumA sFlow

5.24 IP Service Level Agreements (IP SLA)

5.32 KoHdurypauma npoToKo/10B MapLIpyTU3aLmm
5.32.3 Hactpoiika npotoKosna OSPF, OSPFv3

[o6asneHo onucaHve mogenn kKommyrtatopa MES2300-24P DC

Bepcua 1.34

11.04.2025

U3meHeHUA B paspgenax:

2.1 HasHauyeHue

2.3 OCHOBHble TeXHUYEeCKUe XapaKTepUCTUKKN

4.4 Pexxum paboTbl KOMMYTaTOpPA

5.5 KomaHAbl ynpaBnaeHusa cucremoii

5.9.1 Napamertpbl Ethernet-uHtepdeiicos, Port-Channel u Loopback-uH-
Tepdeiicos

5.11.2 NMpoTokon arperayun KaHanos LACP

5.11.3 Hacrpoiika TexHonorum Multi-Switch Link Aggregation Group
(MLAG)

5.26.2 MpoBepKa NOA/IMHHOCTU K/IMEHTA HAa OCHOBE NopTa (cTaHaapT
802.1x)

5.27 ®dyHkuumn DHCP Relay areHTa

5.28 KoHpurypauua DHCP-cepsepa

5.32.3 Hactpoiika npotoKona OSPF, OSPFv3

5.32.4 Hactpoiika npotoKkona BGP (Border Gateway Protocol)

fAo6asneHo onucaHue moaeneii Kommytatopos MES2300-08,
MES2300-08P, MES5300-24, MES5300-48, MES5305-48

Bepcua 1.33

23.12.2024

[o6asneHbl pasaensbi:
5.32.12 Nporokon GRE

U3meHeHunA B pasaenax:
5.19.4 MpoTokon ynpasneHus cetbio (SNMP)
5.32.11 Hactpoiika npotokona Bidirectional Forwarding Detection (BFD)

Bepcua 1.32

01.11.2024

U3meHeHus B pasgenax:

2.1 HasHaueHue

2.3 OCHOBHbIe TeXHUYECKUE XapaKTEPUCTUKUN

3.2.3 YcraHoBKa ycrpoiicts MES35001-08P, MES35001-10P Ha DIN-peiiky
2.4.4 CBeToBaA MHAUKaUMUA
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5.7 HacTpoiika cucTeMHOro BpemeHu

5.19.1 MexaHusm AAA

5.19.2 NMpotokon RADIUS

5.19.3 Mpotokon TACACS+

5.19.7 Hactpoiika gocrtyna

5.20 }KypHan aBapwmii, npoToKon SYSLOG

5.32.4 Hacrtpoiika npotokona BGP (Border Gateway Protocol)
0 Hactpoiika npotokona IS-IS

5.32.6 Hactpoiika Route-Map

5.33 KoHdurypauua VXLAN

fo6aBneHo onucaHue mogeneit Kommytatopos MES2300-24F,
MES35001-08P

Bepcus 1.31

12.08.2024

[o6aBneHbl pasaensi:

3.2.3 YcraHoBKa ycTtpoictea MES35001-10P Ha DIN-peiiky
5.23.1 lnarHocTMKa megHoro Kabens

4.5.1.2 PaclumMpeHHasa HaCTPOiiKa ypoBHA focCTyna

5.23.1 lnarHocTMKa megHoro Kabens

U3meHeHus B paspgenax:

2.1 HasHaueHue

2.2.8 lononHutenbHble GyHKLUU

2.3 OCHOBHble TeXHUYEeCKUe XxapaKTepUCTUKKN

2.4.4 CeeToBaA UHAUKaumA

4.4 Pexxum paboTbl KOMMYTaTOpa

5.8 KoHpurypauma BpemeHHbIX UHTepBaaoB time-rang

5.9.4 Hactpoiika untepdeiica IP

5.11.3 Hacrpoiika TexHonoruu Multi-Switch Link Aggregation Group
(MLAG)

5.12 Hactpolika IPv4-agpecaunmn

5.15.5.1 Hactpoiika npotokona STP, RSTP

5.19.4 MpoTtoKon ynpasaeHus cetbio (SNMP)

5.31.1 Hactpoiika QoS

5.32.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.32.6 Hactpoiika Route-Map

[No6aBneHo onucaHue mogeneii Kommyrtatopos MES2300B-24,
MES2300DI-28, MES2300D-24P, MES35001-10P, MES3300-48F, MES5310-48

Bepcua 1.30

21.05.2024

U3meHeHUA B paspgenax:

2.4.4 CeeToBaA UHAMKaLUA

5.9.1 Napamertpbl Ethernet-uHtepdeiicos, Port-Channel un Loopback-
UHTepdodeiicos

Bepcua 1.29

18.04.2024

[o6aeneH pasgen:
5.26.8 ®PyHKumMoHan First Hop Security

N3meHeHus B paspaenax:

5.9.3 Hactpoiika Private VLAN

5.19.1 MexaHusm AAA

5.32.3 Hacrpoiika npotokona OSPF, OSPFv3
5.33 KoHdwurypauua VXLAN

JAo6aBneHo onucaHue mogeneii Kommytatopos MES2300-24P,
MES2300B-24F, MES3300-08F, MES3300-16F

Bepcuma 1.28

15.03.2024

Ao6aBneHo onucaHmne mogenm Kommyratopa MES5410-48

Bepcua 1.27

29.02.2024

CuUHXpoHU3auua ¢ Bepcueit N0 6.6.2.9

Bepcusa 1.26

15.12.2023

M3meHeHus B paspenax:

5.11.2 NMpotokon arperauumn kaHanos LACP

5.14.1 NMpotokon IPv6

5.32.1 KoHdurypaums ctaTUuecKo mapLupyTmsaumm

5.32.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.32.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)

fNo6asneHo onucaHue mogeneii Kommytaropos MES2300-48P,
MES2300B-48, MES3300-48

Bepcusa 1.25

09.10.2023

[o6aBneHo onucaHue mogeneit Kommytaropos MES2300-24, MES3300-24

Ethernet-kommymamopel ceputi MES2300-xx, MES3300-xx, MES3500I1-08P, MES35001-10P, MES3500I1-8P8F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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Bepcusa 1.24

07.09.2023

U3meHeHuA B pasaenax:
2.3 OCHOBHbIE TeXHUYECKUEe XapaKTepUCTUKN
5.32.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcusa 1.23

26.07.2023

N3meHeHun B paspenax:

2.2.3 ®dyHKLUM BTOPOro YpoBHA ceTeBo moaenu OSI

5.4 KomaHAbl ynpaBaeHusa cuctemoii

5.10 Storm Control gns pasauuHoro Tpaduka (broadcast, multicast, un-
known unicast)

5.15.5.2 Hactpoiika npotokosna MSTP

5.17.5 Radius-aBTopusauusa sanpocos IGMP

5.18.1 Mpotokon PIM

5.31.1 Hacrtpoiika QoS

5.32.3 Hacrtpoiika npoTtokona OSPF, OSPFv3

5.32.12 KoHdurypaumsa supTyanbHoii obnactu mapwpytusauum (VRF lite)

[o6asneHo onucaHne mogeneii Kommyratopos MES3300-24F

Bepcusa 1.22

7.04.2023

U3meHeHusA B pasgenax:
5.15.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+
5.19.7 Hactpoiika gocrtyna

Bepcua 1.21

10.03.2023

[o6asneHbl pasaensbi:
5.18.2 ®yHKuma PIM Snooping

U3meHeHusa B paspenax:

2.3 OCHOBHble TeXHUYEeCKNe XxapaKTepuCTUKn

4.4 Pexxum paboTbl KOMMYyTaTOpaA

5.15.2 HacTtpoiika npotokona ARP

5.16 Voice VLAN

5.17.1 ®yHKuMAa nocpegHUKa npotokona IGMP (IGMP Snooping)
5.18.1 NMpoTtokon PIM

5.18.4 ®dyHKuma IGMP Proxy

5.19.7.1 Telnet, SSH

5.26.2 MpoBepKa NOAMHHOCTU K/IMEHTA HA OCHOBE nopTa (cTaHaapT
802.1x)

5.32.1 KoHdurypaumsa cTaTUuecKo mapLupyTusauum

5.32.3 Hacrtpoiika npoTtokona OSPF, OSPFv3

5.32.10 Hacrpoiika Virtual Router Redundancy Protocol (VRRP)
5.31 KoHdwurypauua VXLAN

Bepcua 1.20

11.11.2022

N3meHeHun B pasgenax:
5.9.1 NapameTtpbl Ethernet-uHtepdeiicos, Port-Channel u Loopback-uH-
Tepdeiicos

Bepcua 1.19

30.09.2022

U3meHeHUA B paspgenax:
5.15.5.1 Hactpoiika npotokona STP, RSTP
5.32.1 KoHdurypauma ctaTUuecKo mapLupyTmsaumm

Bepcna 1.18

29.07.2022

[o6aBneHbl pasaensbl:
5.31 KoHpurypauusa VXLAN

U3meHeHUA B paspenax:

2.3 OCHOBHbIe TEXHUYECKUE XapaKTEPUCTUKU
2.4 KOHCTPYKTUBHOE UCNOJIHEHUE

5.15.5.1 Hacrtpoiika npotokona STP, RSTP
5.18.1 NMpotokon PIM

[o6aBneHo onucaHue mogene Kommytatopos MES5400-24, MES5400-48

Bepcna 1.18

05.03.2022

fAo6asneHbl pasaensbi:

5.15.8 Hactpoiika ¢pyHkuum Flex-link

5.11.3 Hacrtpoiika TexHonorumn Multi-Switch Link Aggregation Group
(MLAG)

5.24 IP Service Level Agreements (IP SLA)

N3meHeHuA B pasgenax:
5.11 Mpynnbi arperaumm KaHanos — Link Aggregation Group (LAG)
5.12 Hacrpoiika IPv4-aapecauum
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Bepcusa 1.17 31.01.2022 fo6asneHbl pasaensbi:
5.15.8 Hacrtpoiika ¢pyHKumm Flex-link
5.15.9 Hacrtpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)

N3meHeHun B paspenax:

4.3 3arpy3ouHoe meHio

5.9.2 Hactpoiika VLAN u pexxumoB KommyTauumn uHtepdeiicos
5.17.1 ®yHKuMa nocpeaHuka nporokona IGMP (IGMP Snooping)
5.21 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

5.31.1 HacTpoiika

6.1 MeHto Startup

Bepcusa 1.16 18.06.2021 U3meHeHUA B paspenax:

2.3 OCHOBHbIE TEXHUYECKUE XapaKTEPUCTUKHU

5.12 Hactpoiika IPv4-agpecauun

5.15.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP)

Bepcua 1.15 09.02.2021 [o6asneHbl pasaensl:

5.6.3 KomaHpabl ans pesepsupoBaHuUsa KOHPUrypauum

5.17.4 ®yHKumMAa orpaHuyeHusa multicast-tpaduka

5.17.5 RADIUS-aBTopu3aums sanpocos IGMP

5.32.6 Hactpoiika Route-Map

5.30.7 Hactpoiika Prefix-List

5.32.9 banaHcupoBKa Harpysku Equal-Cost Multi-Path (ECMP)

U3meHeHus B paspgenax:

2.2.3 dyHKLUM BTOPOro ypoBHA ceTeBo moaenu OSI|

2.3 OCHOBHbIE TeXHUYECKNEe XapaKTepuUCTuKn

2.4.4 CeeToBaA uHAMKaLUA

4.5.1 ba3oBaA HACcTPoiiKa KOMMyTaTopa

4.5.2 HacTpoiika napameTpoB cuctembl 6e3onacHocTn

5.4 KomaHAbl ynpaBaeHua cuctemoii

5.6.2 KomaHpab! ana pabotbl ¢ paiinamu

5.9.1 Napamertpbl Ethernet-untepdgeiicos, Port-Channel u Loopback-uH-
Tepdeiicos

5.9.2 Hactpoiika VLAN u pexumoB KommyTauumn uHtepdeiicos
5.10 Storm Control gna pasanuHoro Tpaduka (broadcast, multicast, un-
known unicast)

5.15.1 Hacrpoiika npotoKkona DNS — cuctembl AOMEHHbIX UMEH
5.15.5 CemelictBo npoToKonos STP (STP, RSTP, MSTP)

5.17.1 dyHKUMA nocpeaHUKa npoTokona IGMP (IGMP Snooping)
5.19.1 MexaHusm AAA

5.20 }ypHan aBapui, npotokon SYSLOG

5.26.1 ®PyHKuMM obecneyeHUA 3aWUTbl NOPTOB
5.31.2Cratucruka QoS

5.32.3 Hacrpoiika npotokosna OSPF, OSPFv3

Bepcusa 1.14 24.11.2020 U3meHeHUA B paspgenax:

2.3 OCHOBHbIe TeXHUYECKNE XapaKTepUCTUKH
5.6.2 KomaHgbl ana pabotbl ¢ paitnamm

5.28 KoHdurypauua DHCP-cepBepa

Bepcua 1.13 12.06.2020 fAo6asneHbl pasaensbi:
5.32.8 Hactpoiika cBA3KM Katouen

N3meHeHun B paspenax:

2.2 dyHKUUM KOMMyTaTOpa

2.3 OCHOBHbI@ TeXHUYECKUE XapaKTEPUCTUKN
5.1 ba3oBble KOMaHAbI

5.9 KoHdpurypauua nntepodeiicos u VLAN
5.17 I'pynnoBas aapecauunsa

5.19 ®yHKUMM ynpaBneHusa

Bepcuna 1.12 20.11.2019 U3meHeHus B paspenax:
2.3 OCHOBHbIe TeXHUYECKUE XapaKTEPUCTUKN
Bepcua 1.11 15.10.2019 U3meHeHUA B paspgenax:

5.11 Mpynnb! arperauum KaHanos — Link Aggregation Group (LAG)
5.19.4 MpoTokon ynpasneHus cetbio (SNMP)

Bepcua 1.10 20.05.2019 fAo6asneHo onucaHune mogaeneii Kommytatopos MES5316A, MES5324A,
MES5332A
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Bepcusa nporpamm- 6.6.9.3
Horo o6ecneyeHus
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HELTEX

YC/TOBHbIE OBO3HAYEHUA

0O603HaueHue

OnucaHue

B KBagpaTHbIX CKobKax B KOMaH,ﬂ,HOﬁ CTPOKe YKa3blBatkoTCA HeobasaTeNibHble

[1 napameTpbl, HO UX BBOJA, NPeAOCTABAAET ONpefesieHHble AOMNONHUTENbHbIE
onuum.

0 B ¢u1rypHbix CKOBKax B KOMAHAHOM CTPOKE YKa3blBalOTCA BO3MOXKHble 06A3a-
Te/ibHble NapameTpbl. Heobxoanmo BbIGpaTb OANH N3 NAPaMETPOB.

«,» [aHHble 3HAKMN B ONUCAHUN KOMaHbl UCMONb3YIOTCA ANA YKa3aHUA Ananaso-

«-» HOB.

«|» [aHHbIN 3HAK B ONUCaHMM KOMaHAbl 0603HaYaeT KUANY.

«f» [aHHbI 3HaK B ONMCaHNEe KOMaHAbl YKa3blBaeT Ha 3HAaYEHME NO YMOIYAHUIO.

Kypcue Calibri

Kypcusom Calibri ykasbiBatoTca nepemeHHble UM NapaMeTpbl, KOTOpble Heob-
XOAMMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM UM CTPOKOM.

MonyXUpHbIA

MoONYKUPHbIM WPUHTOM BblAENEHBI NPUMEYAHNA U NPEaYNPeKAeHNA.

<MonyxcupHoiii
Kypcue>

MONYKMUPHbIM KYPCMBOM B YI/I0BbIX CKOBKaX YKa3blBalOTCA Ha3BaHUA KaaBuLL
Ha KnasuaTtype.

Courier New

MonyxupHbim LWpndtom Courier New 3anmncaHbl NpUmepbl BBOAA KOMaHA,

Courier New|

Wpundptom Courier New B pamKe C TeHbIO YKasaHbl pe3yabTaTbl BbIMOAHEHUA
KOMaHa,

MpumeyaHua 1 npegynpexaeHus

30BaHMIO U HaCTPoOiiKe YCTPOUCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NONb30BATENA O CUTYALMAX, KOTOPble MOTYT HAaHECTU
Bpeps, YCTPOMCTBY MM YeNoBeKy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uamn no-

,j‘ MpumeyaHua copepKaTt BaXKHYHO MH¢OpMaLI,MIO, coBeTbl WIN peKkomeHaauuun no ncnosb-
P

Tepe AaHHbIX.
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HELTEX

1 BBEAEHMUE

B nocnegHue ropbl Habaopaetca TEHOEHUMA K OCYLLECTBAEHUIO MACWTAbHbIX MPOEKTOB NO
NOCTPOEHMUIO CceTel CBA3U B COOTBETCTBMMU € KoHUenuneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/AbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX U BbICOKOMPOU3BOAUTENBbHBIX
TPAHCMNOPTHbIX CETEN, KOTOPblE ABAAKTCA ONMOPHLIMW B MHOTOCNOMHOW apXUTEKTYpPE CETEN CAeayloLLero
NOKONEHUA.

MNepepgaya wMHPoOpmaUMM Ha BOMbLIMX CKOPOCTAX, OCOBEHHO B CeTAX KPynHOro maciuTtaba,
noapa3symeBaeT BbI6GOpP TaKo TOMONOTMKN CETU, KOTOPaA NO3BOMAET MTMBKO OCYLIECTBAATL pacrnpeaeneHune
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTtatopbl cepun MES2300, MES3300, MES53xxA, MES5310-48, MES5400-xx, MES5410-48,
MES5500-32 moryT UCcrno/ib30BaTbCA Ha CETAX KPYMHbIX NPeanpuaTUii U NpeanpuaTUii Manaoro U cpeaHero
6usHeca (SMB), B onepaTopckux ceTax. OHM obecneymBaloT BbICOKYIO MPOU3BOAUTENIbHOCTb, TMOKOCTD,
6e30MacHOCTb, MHOTOYPOBHEBOE KauecTBo 0bcaykmnBaHua (QoS).

KommyTaTtopbl MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48,
MES5410-48, MES5500-32 oTBeyatoT TpeboBaHUAM LEHTPOB 06paboTkn AaHHbIX K Top-of-Rack n End-of-
Row-KommyTaTopam un TpeboBaHMAM OnepaTopoB K 060pyA0BaHUIO CETEeN arperauum U mMarmctTpanbHbIX
ceTel, obecneymBasn BbICOKYO NPOMU3BOAMTENBHOCTb M SKOHOMMYECKN 3PPEKTUBHOE peLLIEeHHUE.

MpomblwneHHble KommyTaTtopbl MES35001-08P, MES35001-10P, MES35001-8P8F n MES2300DI-28
npegHasHavyeHbl ANA OpraHM3auuuM 3alMLLEHHbIX OTKA30yCTOMYMBBLIX CeTel nepedaynm OaHHbIX Ha
00beKTaX, rae HeobxoaMMO BbINONHEHWE TPebOOBAHWIM NO 0b6ecnevYeHnto YCTOMYMBOCTU K BO3LENCTBUAM
pas3fIYHOro BUAA: TeMnepaTypHbIM, MEXaHUYECKMM, BUBpauuun n ap.

B HacToALleM pyKOBOACTBE M3/10XEHbl Ha3HauYeHne, TeXHUYECKMe XapaKTepUCTUKN, peKoMeHaaummn
Nno HayasibHOM HaCTpOVIKe, CMHTAKCNC KOMaHA4 AnA KOHd)MpraLI,MM, MOHUTOPUHIA U obHoBNEHUSA
nporpammHoro obecneyeHus KOMMYTATOpPOB.
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2 ONUWUCAHUE U3OENUA

2.1 HasHaueHwue

KommyTtatopbl MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48,
MES5410-48, MES5500-32 — 3T0 BbICOKONPOM3BOAMTE/IbHbIE YCTPOMCTBA, NpeAHa3HaYeHHble A8 UCMOo/b-
30BaHUA B LeHTpax 06paboTku gaHHbix (LOA) B KayectBe Top-of-Rack nnm End-of-Row KommyTtaTopos, a
TaK¥Ke B CETAX arperauym u MarucTpasbHbIX CETAX ONEPATOPOB CBA3MU.

KommyTtatopbel MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48
ocHalleHbl nHTepdeincammn 1000BASE-X/10GBASE-R n 40GBASE-R/100GBASE-R. B pexume paclienneHus
HG-uHTepdeitca nogaepskmsaerca paboTa Ha ckopocTax 1 Féut/c, 10 Féut/c n 25 réut/c. Pexkum paciien-
NeHuna no3sonseT pacllennTb 4o 6 HG-uHtepdeiicos, 4to B cymme agaet 24 TWE-uHtepdeiical.

KommyTtatop MES5410-48 ocHalleH uHTepdeincamm 10GBASE-R/25GBASE-R n  40GBASE-R/
100GBASE-R. B pexxunme pacuienneHmsa HG-uHtepdeica nogaepunsaerca pabota Ha ckopoctax 1 Féut/c,
10 F6ut/c 1 25 Feut/c. Pexknm pacuienneHns no3sonseT pacliennTb 40 6 HG-uHTepdelicos, 4To B cymme
paet 24 TWE-untepdeiica.

KommyTaTtop MES5500-32 ocHalleH MHTepdeiicammu 10GBASE-R n 40GBASE-R/100GBASE-R. B pe-
XUMe pacwenneHns HG-untepdeiica nogaep>kmsaetca paborta Ha ckopoctax 1 M6ut/c, 10 réut/c n 25
r6ut/c. Pexxum paclienneHma nossonset pacennts g0 30 HG-uHTepdeicos, yto B cymme aaet 120 TWE-
UHTepoelicos.

MopTbl KOMMYTaTOPOB MoAAep*KMBaloT paboTy Ha ckopoctax 1 Iéut/c (SFP), 10 réut/c (SFP+),
25 Iéut/c (SFP28), 40 Iéut/c (QSFP+) 1 100 r6mt/c (QSFP28). HebnoKkupyemana KOMMyTaUMOHHAA MaTPULa
No3BONAET OCYLWECTBAATL KOPPEKTHYIO 06paboTKy NaKeToB MPU MAKCMMa/bHOM HarpysKe, COXpaHaa npwu
3TOM MMHMUMabHbIE U NPeACKasyemble 3a4ePKKM ANa BCeX TUNOB TpaduKa.

KoMmyTaTopbl MMEKT BO3MOXHOCTb MCMOJIb30BaHUA cxem BeHTunAauum Front-to-Back mn Back-to-
Front?, uto obecneunsaet 3GpdHEKTUBHOE OXNAXKAEHNE NPU UCNONb30BAHMUM YCTPOWUCTB B YCIOBUAX COBpe-
MeHHbIX LLOJ, ¢ pasHbIMU CUCTEMaMM OXNaXKLEHUA.

OTKa30yCTOMYMBOCTb YCTPOMCTB 0becneuynBaeTcs pe3epBUpPOBaHMEM UCTOUYHUKOB NUTaHua (1+1) u
NPUMEHEHNEM CMEHHbIX MoAy/1ei BeHTUAALMU. KOMMYTaTOpbl MMEIOT BO3MOXHOCTb FropaYeit 3ameHbl MO-
Aynen NUTaHUS U BEHTUAALMOHHBIX Moaynei, obecneumsaa becnepeboiiHoe ¢yHKUMOHUPOBAHUE CeTU
onepaTopa.

KommyTtaTtopbl arperaumm cepuin MES2300, MES3300, MES53XxXA — 3TO BbICOKONPOM3BOAUTE/IbHbIE
YCTPOMCTBA, OCHAlWLeHHble uWHTepdencamm 10GBASE-R, 1000BASE-X w1 npegHasHayeHHble AnA
MCNONb30BaHUA B OMEPATOPCKUX CETAX B KayecTBe YCTPOWCTB arperaumm M B HeBONbLUMX LEeHTpax
06paboTkK AaHHbIX (LLOA4).

MopTbl ycTpoicTBa noaaepusatoT paboTy Ha ckopoctax 1 Iéut/c (SFP), 10 réut/c (SFP+), uto
obecneymBaeT rMbGKOCTb B UCMO/Ib30BaHUM M BOSMOXKHOCTb NMOCTENEHHOMO nepexosa Ha 6onee BbICOKME
CKOPOCTM Mepefayv AaHHbiX. Hebnokupyemas KOMMYTAaUMOHHAs MaTpuua NO3BOJIAET OCYLLEeCTBAATb

! ina mopenn MES5400-24 B pexume paclienneHns AocTyrnHbl nHTepdeicsl HG3-HG6. Ana moaenn MES5400-24
rev.B JaHHOro orpaHMYeHnA HeT.

2 KommyTaTopbl MES5410-48 1 MES5500-32 BO3MOKHbI B 1BYX UCMIOAHEHMAX: C BeHTUAAUMeN Front-to-Back nan Back-
to-Front.
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KOPPEeKTHyto 06paboTKy NakeToB MPU MaKCMMaNbHbIX Harpyskax, COXpaHAA MpuM 3TOM MUHUMAa/bHbIE U
npeackasyemble 3a4epXKN Ha BCcex TMnax Tpaduka.

OTKa30yCTOMYMBOCTb YCTPOMCTB 0becneynBaeTcs pesepBUpPOBaHMEM UCTOYHUKOB NUTaHuA (1+1) u
NPUMEHEHMEM CMEHHbIX MOAy/el BeHTUAALMM. KOMMyTaTopbl MMEIOT BO3MOMHOCTb ropsyeit 3ameHbl
Moaynen NUTaHuA U BEHTUAALMOHHBIX Moaynei, obecneunsan 6ecnepeboitHoe GYHKUMOHNPOBAHUE CETU
onepaTopa.

HoBoe nokoneHne kommyTtaTopos gocrtyna cepmn MES2300 ocyuwectsanaeT NoAKAOYEHNE KOHEYHbIX
Nno/sb30oBaTesiel K CeTU KPYMHbIX NPeanpuaTuii, npeanpuaTMin Mmasoro u cpeaHero 6usHeca U K cetam
onepaTtopoB CBA3M C nomoulblo UHTepdericos 1G/10G. Kommytatopbl MES2300 Takke MoryT
NCMNO/Ib30BaTbCA B ONEPATOPCKUX CETAX B KAYECTBE KOMMYTAaTOPOB YPOBHS arperaummnm uam TPaHCNOPTHbIX
KOMMYTaTOpPOB.

MopTbl yCTPOMCTB NnoaaepskmneatoT paboTy Ha ckopocTax 1 Féut/c n 10 Féut/c, yto obecneumsaeT
rMOKOCTb B MCMO/MIb30BaHWM WM BO3MOKHOCTb MOCTEMEHHOrO nepexofa Ha 6o/siee BbICOKME CKOpPOCTU
nepegayn AaHHbix. HebnoKMpyemaa KOMMYTaUMOHHAsA MaTpuLa NMo3BOJIAET OCYLLECTB/IATb KOPPEKTHYIO
06paboTKy NAaKeTOB NPW MaKCMMa/bHbIX HAarpy3Kax, COXpaHssa Npu 3TOM MUHUMAa/bHbIE U NpeacKasyemble
334€ePKKM Ha BCeX TMNAxX TpaduKa.

MpomblwneHHble KommyTaTtopbl MES35001-10P, MES35001-08P, MES35001-8P8F n MES2300DI-28
npefHasHayvyeHbl 41 OPraHM3aLMM 3aLMULLEHHbIX OTKA30YyCTOMYMBDLIX CeTer nepeaayn AaHHbIX Ha 0ObeK-

Tax, rae HeobxoAMMO BbINOIHEHWE TPeboBaAHMI MO YCTOMYMBOCTU K BO3AENCTBUAM PAa3IMYHOIO BUAA TEM-
nepaTypHbIM U MEXaHUYECKMM BO3AENCTBMAM, BUOpaLmn 1 ap.

2.2  ®YHKUMM KOMMYyTaTOpA

2.2.1 bas3osble hyHKYUU
B Tabnnue 1 npuBeaeH cnMcok 6a3oBbix GyHKUWUI YCTPOMUCTB, 4OCTYNHbIX ANA aAMUHUCTPUPOBAHUSA.

Tabnnua 1 — basoBble GyHKUUM YCTPOMCTBA

3awyuma om B/OKMPOBKa BO3HUKAET B C/ly4anx Neperpysku BbIXOAHbIX MOPTOB yCTPOMCTBA Tpadu-
610KUpoBKuU o4Yepedu KOM OT HECKO/IbKMX BXOAHbIX MOPTOB. ITO NPUBOAMT K 3a4eP*KKam nepesayun gaHHbIX
(HOL) M noTtepe NakeTos.

Moddepxka CnocobHoCTb NoAAepKMBaThL Nepesady CBEPXAJ/MHHBIX KagpoBs, UTO MNO3BOAAET Ne-
C8epX0/IUHHbIX KAOPO8 | penasaTb AaHHbIE MEHbLUMM YMCOM NaKEeTOB. ITO CHUMNKAET 06bem cysKeb6HOMN UH-
(Jumbo frames) dopmaunn, Bpems 06paboTKM 1 NepepbIBbI.

YnpaBneHne NOTOKOM MO3BONAET COEAMHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [N npefoTBpalleHuA nepenonHeHua bydepa HU3KOCKOPOCTHOe
YCTPOWMCTBO MMEET BO3MOXKHOCTb OTNpaBaATb nakeT PAUSE, Tem cambim MHbopmuMpys
BbICOKOCKOPOCTHOE YCTPOICTBO O HEOHXOAMMOCTU cAenaTb Naysy npu nepegave na-
KeToB.

YnpaeneHue nomokom
(IEEE 802.3X)

KommyTaTop noaaepskvmsaer ob6beguMHeHMe HECKOJIbKUX YCTPOMCTB B CTeK. B aTom
C/lyyae KOMMYTaTOPbl PACCMaTPMBAIOTCA KaK eanHOE YCTPOMCTBO C 06LLMMM HACTPO-
Paboma e cmeke Kamu. BO3MOKHbI AB€ TONONOTMM NOCTPOEHUA CTEKA — KONbLO M LenoyKa. MNpu atom
ycmpoiicme napameTpbl NOPTOB BCEX YCTPOWCTB, BKAKOYEHHBIX B CTEK MOXKHO 334aTb C KOMMYTa-
Topa, paboTatoLLero B pexume «mactep». CTeKMpoBaHMe yCTPONCTB NO3BOAAET CHU-
3UTb TPYLOEMKOCTb YNpPaBAeHUs CETbl.

Ethernet-kommymamopel ceputi MES2300-xx, MES3300-xx, MES3500I1-08P, MES35001-10P, MES3500I1-8P8F, MES5312, MES5316A, 13
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2.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabnmue 2 npmseaeHbl GYHKLUMKM yCTPOMCTB Npu paboTte ¢ MAC-aapecamm.

Tabnnuya 2 — PyHKuMKM paboTbl ¢ MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTop coctaBaseT B namati Tab/vuy, B KOTOPOW yCTaHaB/AMBAETCA COOTBET-
cTBMe mexay MAC-agpecamu 1 yanamu nopToB KOMMyTaTopa.

Pexcum obyyeHus

B oTcyTcTBME 06YyUYEHMA AaHHbIE, NOCTYMNaloLWMe Ha Kakon-nMbo NopT, nepesatoTca Ha
BCE OCTa/IbHbIEe NOPTbl KOMMYTATOPA. B perknme obyyeHMAa KOMMYTATOP aHaNM3npyeT
Kagapeol n, onpesenns MAC-agpec oTnpaBuTens, 3aHOCUT ero B Tabanuy KommyTauuu.
Bnocneacteum kagp Ethernet, npegHasHauveHHbI ana xocta, MAC-aapec KoToporo
y)Ke ecTb B Tabnmue, nepegaeTca TO/IbKO Yepes yKasaHHbIN B Tabauue nopr.

Moddepicka nepedayu
Ha HecKonbKko MAC-

JaHHas ¢yHKUMA NO3BONSET YCTaHaB/AMBATb COEAMHEHUA «OAUH KO MHOFMM» W
«MHOTMEe KO MHOrMm». Takum obpa3om, Kaap, aApecoBaHHbI MHOroaapecHou

adpecos (MAC . o
. rpynne, nepeAaeTca Ha KaXabl NOPT, BXOAALLUI B rpynny.
Multicast Support)
Asmomamu4ecKoe
epemsa xpaHeHua MAC- | Ecnv ot ycTpoiictea c onpefeneHHbM MAC-agpecom 3a onpeaeneHHbli nepuog, spe-
adpecos MEHW He MOCTYyNalT NaKeTbl, TO 3anNucb ANA AaHHOTO agpeca yctapesaeT M yaanaeTcs.
(Automatic Aging for 3T0 NO3BONSET NOALEPKMBATL TADAMLLY KOMMYTALMW B aKTYalbHOM COCTOAHUMU.
MAC Addresses)
CmamuuyecKue 3anucu C .
. eTeBOl KOMMYyTaTop MO3BOAAET M0J/b30BaTeNtlo ONpeaennTb CTaTUYeCcKue 3anucu
MAC (Static MAC amvraTop beA
Entries) cooTtBeTcTBUIA MAC-aApecoB, KOTOpble COXPaHAOTCA B TabvLe KoMMyTauuu,
ntries,

2.2.3 ®yHKyuu emopozo ypoeHa cemesoli modenu OSI

B Tabnunue 3 npmBeaeHbl GyHKLMM U 0COBEHHOCTU BTOPOro ypoBHA (yposeHb 2 OSI).

Tabnunua 3 — OnncaHme GpyHKUMIM BTOpOro ypoBHSA (yposeHb 2 OSI)

Peanusauus npotokona IGMP no3sonset Ha ocHOBe MHbOPMALUKU, NONYYEHHOM
npv aHanuse cogepxumoro IGMP-nakeToB, onpegennTb, Kakue yCTPONCTBA B CETU

®yHkyusa IGMP Snooping o
Y4YacTBYHOT B rpynnax MHOroaZpecHOM paccbl/iKK1, 1 agpecoBaTb TPaPUK Ha COOTBET-
CTBYlOLLME NOPTbI.
. Peanusauua npotokona MLD no3BosifAeT ycTPOCTBY MUHUMMU3IMPOBATb MHOIoaa-
@yHkyusa MLD Snooping 4 P yerp y P A

pecHblli IPv6-Tpadumk.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LTopm» — 3TO pasmHoXKeHue broadcast-, multicast-, unknown unicast-nakeTtos B
KaXKAOM y31€, KOTOpoe NPMBOAMT K 1IAaBUHOOBPA3HOMY POCTY MX YMCNa U Napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GYHKLUMIO, MO3BONAIOLLYIO OFPAaHUYUTD CKO-
pocCTb Nepesaym MHOroaAPECcHbIX U LWMPOKOBELLATENbHBIX KaAPOB, NPUHATbLIX U Ne-
pefaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmos
(Port Mirroring)

3epKanmposaHue NopToe no3soaseT aybanposaTb TpadumK HabAlO4aEMbIX MOPTOB,
nepecblian Bxogawme n/Mam ucxoaawme nNakeTbl Ha KOHTPOAUPYIOWMI nopT. Y
NoAb30BaTeNA KOMMYTaTOPa €CTb BO3MOXHOCTb 3a4aTb KOHTPOAMPYIOWMIA U KOH-
TpoaMpyemble NOpTbl U BbIBpaTb TMN TpadMKa (BXOAAWMA U/UAN NCXOAALLNN), KO-
TOpbIN OyaeT nepeaaH Ha KOHTPOIMPYIOLLMIA NOPT.

U3zonayua nopmos
(Protected ports)

[aHHasa OyHKUMA NO3BONAET Ha3HauYUTb NopTy ero uplink-nopT, Ha KOTopbIN Ges-
yCNoBHO ByaeT nepeHanpaBaaTbcsA Becb TpaduK, obecneynsas Tem camMbiM U30NA-
LMIO C APYTMMK NOpTamu (B Npesenax o4HOro KOMMYTaTopa), HAXOLALLMXCA B 3TOM
e WwupokoseLwaTesbHom gomeHe (VLAN) B npeaenax o4HOrO KOMMyTaTopa.

14 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

Private VLAN Edge

[JaHHaa dyHKUMA NO3BONAET U30/IMPOBATL FPYNNY NOPTOB (B Npesenax o4HOro Kom-
MyTaTopa), HaXo4AWMXCA B OGHOM LUIMPOKOBELLATE/IbHOM AOMEHEe MeXKay cobold,
Nno3BoAAA NPWY 3TOM 06MeH TPaPUKOM C APYTMMM NOPTaMM, HAXOAALMMMUCA B ITOM
K€ LWMPOKOBEL,ATENbHOM AOMEHE, HO HEMPUHAAEKALLMMM K 3TOM rpynne.

Private VLAN (light
version)

ObecneunBaeT U30NALMUIO MEXAY YCTPOMCTBAMM, HAXOLALLMMUCA B OLHOM LUMPO-
KOBeLLaTeIbHOM JOMEHE, B Npeaenax Bcei L2-ceTn. Peasin3oBaHbl TOIbKO ABa pe-
MMa paboTbl nopTa Promiscuous u Isolated (Isolated-nopTbl He moryT obmeHu-
BaTbCA APYr C APYrom).

Moddepxcka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBolt NPOTOKO/, OCHOBHOM 3aJ4ayelt KOTOPOro ABAA-
etca npusegeHme cetu Ethernet ¢ M36bITOYHBIMKU COEAUHEHUAMM K APEBOBUAHOM
TOMONOTNK, UCKAOYatoLLeln neTan. KommyTaTopbl 0BMEHNBAOTCA KOHOUTYPaLMOH-
HbIMWU COOBLLEHMAMM, UCNONb3YA Kaapbl cneumnanbHoro ¢opmaTa, U BbIBOPOUYHO
BKJIIOYAIOT M OTK/IIOYAIOT nepeaayy Ha nopTbl.

Moddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbin) STP (RSTP) — aBnsieTcA ycoBepLUeHCTBOBaHMEM NpoToKona STP, xa-
paKTepu3yeTcs MeHbLUM BPpEMEHEM NPUBELEHUA CETU K APEBOBUAHON TONONOMMMU
1 nmeet H6osee BbICOKYHO YCTONUMBOCTD.

lpomokon ERPS
(Ethernet Ring Protection
Switching)

MpoToKoN NpeaHasHayYeH ANA NOBbIWEHMA YCTOMYMBOCTU U HAAEKHOCTM CETU ne-
peAaun AaHHbIX, MMeloLLE KONbLEBYIO TOMOJIOMUIO, 3@ CYET CHUNKEHUA BPEMEHMU
BOCCTaHOB/IEHWA CETU B C/ly4ae aBapuu. Bpems BOCCTaHOBAEHWA He npesbiwaet 1
CeKYHAbl, YTO CYLLECTBEHHO MEHbLUE BPEMEHMW NEPECTPOMKM CETU NPU UCMO/b30Ba-
HWW NPOTOKO/I0B CEMEICTBA spanning tree.

Moddepxcka VLAN

VLAN —3T0 rpynna nopToB KOMMYTaTopa, 06pasyoLLMX O4HY LUIMPOKOBELLATENbHYIO
obnactb (momeH). KommyTaTop noaaepuBaeT pasanyHble CpeacTsa Kaaccuduka-
LMM NaKeToB A/18 onpeseneHns ux NnpuHagNeKHocTn K onpegeneHHon VLAN.

Moddepxcka npomokKona
OAM (Operation,
Administration, and
Maintenance, IEEE

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah —
GYHKUMM YpOBHA KaHana nepegayv AaHHbIX MpeacTaBAAloT coboil npoToKon
MOHUTOPUHIA COCTOAHMA KaHana. B aTom npoToKkone ana nepegaum nidopmaumm o
COCTOAHUW KaHana MeXay HenocpeacTBeHHO NOAKAOYEHHbIMM YCTPOMCTBaMM
Ethernet ncnonb3yoTtca 610KM gaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoii-

802.3ah) CTBa A0/IKHbI NogaepkneaTb cTaHaapT IEEE 802.3ah.

Mpotokon peructpaunmn GARP VLAN obecneumBaeT guHamudeckoe pobasne-
Moddeprcka GVRP (GARP | nue/ypanenve rpynn VLAN Ha nopTax KommyTaTopa. EC/M BK/OYEH MPOTOKOA
VLAN) GVRP, kommyTaTOp onpesenseT, a 3aTem pacnpoCTPaHAET AaHHblE O NPUHAANEX-

HocTK K VLAN Ha BCce nopTbl, ABASOLWMECA YACTbtO aKTUBHOM TOMOIOTUM.

Moddepxka VLAN
Ha 6a3ze nopmoe
(Port-Based VLAN)

Pacnpepenenue no rpynnam VLAN BbinonHAeTcA No BxodAawmm noptam. [aHHoe
pelueHve NO3BONAET UCMO/b30BaTb Ha KaXKA0OM NOPTY TONbKO oaHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpPbITbIA CTAaHAAPT, KOTOPbI ONUCLIBAET NpoLEeaypYy TerMpoBaHUA
Tpaduka gna nepepaum nHbopmaumm o npuHagnekHoctmn K VLAN. Mossonset umc-
Nno/sb30BaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

O6veduHeHUe KaHAN08
c ucnono3oeaHuem LACP

MpoTokon LACP obecneynBaeT aBTomaTuyeckoe ob6beanHEHNE OTAE/bHbIX CBA3EN
MeXay [ABYMA YCTPOWCTBAaMM (KOMMYTaTOP—KOMMYTATOp WMAM KOMMyTaTop—cep-
Bep) B e4MHbIM KaHa nepesaym AaHHbIX.

B npoToKkone NoCcTOAHHO onpenenaeTca BO3MOXKHOCTb 06beANHEHUA KaHANOB, U B
C/ly4ae O0TKa3a coeguHEHMUA, BXOAALLEro B 06beaMHEHHDBIN KaHan, ero TpaduK aBTo-
MaTUYeCKU nepepacnpeaenseTca Nno He OTKa3aBLIMM KOMMNOHEHTaM 06beauHeH-
HOro KaHana.
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B ycTpoicTBax noaaepkmeaetca GyHKLMA CO34aHMA rPYNN KaHanoB. Arperaums Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHosorMa ob6beanHeHUs
HECKO/IbKMX OU3NYECKUX KaHa/ioBa B OAMH NOTrMYEcKUid. ITO cnocobceTByeT He
TONbKO YBE/IMYEHUIO MPOMYCKHOM CNOCOBHOCTN MArncTPaabHbIX KaHA/I0B KOMMYTA-
Co3daHue epynn LAG TOP-KOMMYTaTOP UM KOMMYTATOP-CEPBEP, HO M NOBBILLEHUIO X HAAEXKHOCTH. Bo3-
MOKHbI TPM TMNa 6anaHCMPOBKM — Ha ocHoBaHMKM MAC-agpecos, Ha ocHoBaHuM |P-
afipecoB M Ha ocHOBaHWK NopTa (socket) HazHayeHwus.

lpynna LAG coCTOMT U3 NOPTOB C O4MHAKOBOW CKOPOCTbIO, paboTatowmx B AynaeKc-
HOM pexunme.

MpepoctaBaseT BO3MOXHOCTb AEHTUPUUMPOBATL F0J10COBOM TPadUK HA OCHOBaA-
Hum OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-agpeca). Ecnm
Moddepxcka Auto Voice B MAC-Tabnnue kommyTaTopa npucytcreyet MAC-agpec ¢ OUl ronocoBoro wto3a
VLAN unu e IP-tenedoHa, To AaHHbIN NOPT aBTOMaTMYeCcKn aobasnaetcs B voice vlan
(naeHTMOMKaumMa no npotokony SIP unum ke no MAC-agpecy nonydyatens He nog-
AepyKuBaeTca).

2.2.4 ®yHKyuu mpemeoe2o yposHsa cemeeoii modenu OSI
B Tabnnue 4 npuseaeHbl pyHKLMN TPeTbero ypoBHa (yposeHb 3 OSI).

Tabnnua 4 — OnucaHme GpyHKLUUIN TpeTbero yposHaA (Layer 3)

Knuenmeoi BootP

u DHCP YcTpoiictBa cnocobHbl  aBTOMaTuMyecku nonyyatb IP-agpec no npoTokoay

(Dynamic Host BootP/DHCP.

Configuration Protocol)

CmamuyecKue ALMWHUCTPATOP KOMMYTaTOpa MMEET BO3MOXKHOCTb A06aBNATb U yAaNATb CTaTUye-

[P.Mapwpymbl CKne 3anmcum B Ta6I1VILI,y Mapuwpytmnsauyumn.

lpomokon ARP ARP — npoTokos conocTtasaeHus IP-agpeca n ¢pusmnyeckoro agpeca yctponcraa. CooT-

(Address Resolution BETCTBME YCTAHAB/IMBAETCA HAa OCHOBE aHa/M3a OTBeTa OT y3/1a CeTH, agpec y3na 3a-

Protocol) npalmMBaeTca B LUIMPOKOBELLATE/IbHOM MaKeTe.

Mpomokon RIP MpOTOKOAN AUHAMMYECKO MApLIPYTU3aLLMK, KOTOPbIM NO3BOAET MapLIPyTU3aTOpPam

. . 06HOBAATL MapLUPYTHYO MHOOPMALLMIO, MOyYas ee OT COCEAHWNX MApPLLPYTU3aTOPOB.
(Routing Information PUIPYTHY opmaLy Y A pEipy P
Protocol B 3a4aun NpoToKoNa BXoAUT onpeseneHne onTMmMasbHOro MapLupyTa Ha OCHOBAHUU
rotocol) JaHHbIX O KONMYECTBE NPOMEKYTOUHbIX Y3/108.

IGMP Proxy — ¢&yHKUMA yNpOLLEHHOMW MapLipyTM3aLMM MHOroaApecHbIX AaHHbIX

®yHKyus IGMP Proxy y — ¢yHKumMA ynpouy pwpyT3aL, ap a
mexay cetamu. [1na ynpasaeHna mapipytusaumen ncnonbsyetca npotokon IGMP.
MPOTOKOAN AMHAMMYECKON MapLUpPyTM3aLMK, OCHOBAHHbIA HA TEXHONOTUN OTCAEXKM-
BaHMA cocToAHMA KaHana (link-state technology) 1 ucnonb3yowmii Ana HaxoKaeHus

lMpomokon OSPF KpaTyanwero nytm anropmutm [leikctpsbl. Mpotokon OSPF pacnpocTpaHAeT nHbopma-
UMIO O AOCTYMHbIX MApLIPyTax MeXAy MapLipyTM3aTopamu OLHOW aBTOHOMHOM CuU-
cTembl.

BGP (Border Gateway Protocol — npoToKoA rpaHMYHOrO WA03a) ABAAETCA NPOTOKO-
lpomokon BGP JIOM MapLpyTU3aummn Mexay aBTOHOMHbIMK cuctemamu (AS). MapLupyTusaTopbl 06-
MEHMBATCA MHbOPMaLMelt 0O MapLIPYTax K CETAM Ha3HauyeHus.

MpoTtokon VRRP npegHasHayeH gna pesepBMpoOBaHUA MApPLLPYTM3aTOPOB, BbIMNOJIHA-
OLLMX POAb LWKO3a MO YMOYaHUI0. ITO JOCTUraeTcsa NyTém obbeguHeHusa IP-nHTep-
¢delicoB rpynnbl MapLLpPyTU3aTOPOB B OAWH BUPTYasibHbIN, KOTOPbIV ByAeT Mcnosb3o-
BATbCA KaK LW/I03 MO YMONYaHUIO A/19 KOMMbIOTEPOB B CETH.

lpomokon VRRP
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PIM-npoToKkon mHoroagpecHon maplupytmsaumm ans IP-ceten, co3aaHHbIn ans pe-
WweHua npobaem rpynnoBoii mapuwpyTtusaumun. PIM 6asmpyetca Ha TpaguULMOHHbIX
MapLpyTHbIX NpoTokonax (Hanpumep, Border Gateway Protocol), Bmecto Toro,

lpomokon PIM yTobbl CO3a4aBaTb COBCTBEHHYIO ceTeByto Tonosoruto. PIM ucnonbsyeT unicast-tab-
VLY MapLIpyTM3aumm gna nposepku RPF. 3Ta npoBepKa BbINOMHAETCA MapLIpyTU3a-
Topamu, 4Tobbl ybeauTbea, YTO nepegadya MHoOroagpecHoro Tpaduka BbINOAHAETCA
no nytn 6e3 netens.
MpoToKon ana obmeHa Hbopmaumelt 06 UCTOUHMKAX MYIbTUKACTA MEX a3nny-
lpomokon MSDP P A bopmay y Y P

Hbimu RP B8 PIM.

2.2.5 ®yHkyuu QoS

B Tabanue 5 npuBeaeHbl OCHOBHble GyHKLUMM KayecTBa obcnykmnsanua (Quality of Service).

Tabnmua 5 — OcHoBHble PYHKUMM KayecTBa 0O6CNYKUBaAHMUA

Mododepxka
npuopumemHeoix
oyepedeii

YCTPOICTBO NoAAEPKMBAET NMPUOPUTU3ALMIO UCXOAALLEr0 TPpadUKa No ouepesam Ha
Kax4om nopTy. PacnpegeneHune nakeTosB No oYepeasam MOXKET NPON3BOAMTLCA B pe-
3y/ibTaTe KnaccudurKaLmMm NakeTos Mo PasMYHbIM NOMAM B 3aro/10BKax NakeToB.

ModdepxKa Knacca
obcnyrcueaHusa 802.1p

CraHgapT 802.1p cneunduumpyeT meToq yKasaHUa NpMopuTeTa Kagpa M anroputm
MCNO/Ib30BaHMA NpPUOpUTETA B LeIAX CBOEBPEMEHHOW AO0CTAaBKU YyBCTBUTE/NbHOTO K
BPEMEHHbIM 3aaep*KKam Tpadumka. CtaHgapT 802.1p onpeaenseT BOCEMb YPOBHEMN
npuopuTeToB. KOMMyTaTOpbl MOTyT MCNONb30BaTb 3Ha4YeHUe npmuoputeta 802.1p gnA
pacnpeaenieHna Kagpos No NPUOPUTETHLIM ovepeaam.

2.2.6 ®yHKyuu obecneyeHusa 6ezonacHocmu

Tabnunua 6 — PyHKUMKM obecneyeHmn 6e30nacHOCTH

DHCP snooping

dPyHKUMA KOMMYyTaTOpPa, NpeLHa3Ha4YeHHas 4/1A 3aluMTbl OT aTak C UCMO/Ib30BaHNEM
npotokona DHCP. O6ecneunsaet ¢puabrpaunto DHCP-coobuieHMiA, NocTynMBLINX C
HeHaZeXHbIX MOPTOB MyTEM MOCTPOEHMA U NoaLepXKaHua 6a3bl AaHHbIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbiNnonHseT AencTeua
6paHaMayspa MeKay HeHaAeKHbIMKW NopTamu 1 cepeepamu DHCP.

Onyusa 82 npomokKona
DHCP

Onuwua, KoTopas nossonsetr npouHdbopmuposatb DHCP-cepsep o Tom, € Kakoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi NopT npuLien 3anpoc.

Mo ymon4aHMIO KOMMYTaTOp, MCNob3yroLWmin pyHKUMo DHCP snooping, obHapyKu-
BaeT n oTbpacbiBaeT Ntob6oi DHCP-3anpoc, coaeprKalymii onumio 82, KOTOpbI OH No-
Nly4nn yepes HeHaaéxHbll (untrusted) nopr.

UDP relay MNepeHanpasneHue wnpokoselLaTesbHoro UDP-TpadumKa Ha yKasaHHbIN IP-agpec.
DHCP-cepBep ocyliecTBaseT LeHTPaAn30BaHHOE yrnpaB/ieHWe CEeTEBbIMU aZpecamu
®yHkyuu DHCP- pBep ocyLy, LEeHTp ynp ap
N COOTBETCTBYIOLWMMU KOHOUTYPALIMOHHBIMU NapameTpamu, aBToOMaTUYECKU Npeso-
cepsepa
CTaBNAA UX KIMEHTaM.
PyHKUMA KOMMYTaTOpa, KOTopas orpaHmMumneaeT IP-Tpadmk, duUnbTpya ero Ha OCHoBa-
HUK TabmLbl cooTBeTCTBMI 6a3bl AaHHbIX NpuBA3KM DHCP — DHCP snooping 1 cTatu-
IP Source address guard H A P ping
Yyecku cCKoHdUrypmpoBaHHbIX IP-agpecos. PyHKLMA ncnonb3yeTca aAna 6opbbbl ¢ Nnoa-
meHoit IP-agpecos.
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Dynamic ARP
Inspection (Protection)

PyHKUMA KOMMYyTaTOpa, NPefHa3Ha4YeHHaA 414 3alUnUTbl OT aTak C UCMONb30BaHNEM
npoTokona ARP. CoobuieHure, KOTOpoe NOCTynaeT ¢ HeHaAeXHoro nopTa, noasepra-
eTcA npoBepKke — cooTBeTcTByeT nn IP-agpec B Tene npuHatoro ARP-coobuieHua
IP-appecy otnpasuTens. Ecnv agpeca He coBnafatoT, TO KOMMyTaTop oTbpacbiBaeT
naker.

L2 -13-1L4 ACL (Access
Control List)

Ha ocHoBe MHbOPMaLIMK, COAEPIKALLENCA B 3ar010BKax ypoBHen 2, 3 1 4, y aAMUHK-
CTpaTopa ecTb BO3MOXHOCTb HACTPOWUTb MpaBWa, COrMacHO KOTOPbIM NakeT byaer
obpaboTtaH nmbo oTHpoLeH.

Time-Based ACL

Mo3BonseT ckoHGUryprMpoBaTb BPEMEHHbIE PaMKW, B TEHEHWE KOTOPbIX AaHHbIA ACL
b6yneT felcTBoBaTh.

Moddepika OcHoBHasnA GyHKUMA 6OKUPOBKM — NOBLICUTL 6E30MaCHOCTb CETU, NPeaOoCTaBAAa A0-
30a6710KUPOBAHHbIX CTYyN K NOPTY KOMMYyTaTopa TO/IbKO ANA YCTPOMCTB, umetowmnx MAC-aapeca, 3akpen-
nopmose NIeHHble 32 STUM NOPTOM.

lpoesepka Mposepka noganHHoctu IEEE 802.1x npeactaBaseT coboi mexaHM3m KOHTPOAA 40-

nodsnuHHOCMU Ha
ocHoee nopma (802.1x)

CTyna K pecypcam 4epes BHelWHnit cepsep. Mpowealwine npoBepKy NoaMHHOCTH
Mo/Ib30BaTe/IM NOYHatoT AOCTYN K pecypcam BbIGpaHHOM ceTu.

2.2.7 ®yHKYuUU ynpasseHus KOMmMymamopom

Tabnnua 7 — OcHOBHble GYHKLMM YNPaBAEHNA KOMMYTaTOPamMM

3azpy3Ka u ebi2py3ka
¢gaiina Hacmpoliiku

MapameTpbl YCTPOMCTB COXpaHAOTCA B Galiie HaCTPOIMKN, KOTOPbIMA COAEPKUT AaH-
Hble KOHPUIypaLyK Kak BCE CUCTEMbI B LLEJIOM, TaK U ONpeae/ieHHOro NopTa ycTpoi-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtokon TFTP ncnonb3yerca Ana onepaumii 3anmcu u uteHma ¢ainos. NpoTokon oc-
HOBaH Ha TpaHcNopTHOM npoToKoae UDP.

YcTpoiicTBa NOAAEPKMBAIOT 3arpy3ky U nepegayy No AaHHOMY npoTokony ¢dannos
HaCTPOMKKN M 06pa3oB NporpammHoro obecneyeHus.

Mpomokon SCP (Secure
Copy)

MpoTokon SCP ucnonb3yeTca Ans onepawmii 3anucu n yteHus dalinos. NMpoTokon oc-
HOBAH Ha ceTeBOM NpoToKosne SSH.

YcTpoiicTBa NOALEP!KMBAIOT 3arpy3ky U nepegady no gaHHOMy npoTtokony ¢annos
HaCTPOMKKN M 06pa3oB NporpammHoro obecneyeHus.

YoaneHHoiii
MoHumopuHz (RMON)

YaaneHHbli MoHMTOPUHT (RMON) — cpefcTBO MOHUTOPUHIA KOMMbIOTEPHDBIX CeTel,
pacwupeHne SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAIT COBUPATL AMarHOCTMYe-
CKMe AaHHble C MOMOLLbIO CTaHUMK ynpaeneHua cetbto. RMON — 3To cTaHZapTHaA
6a3a MIB, B KOTOpPOI onpegeneHbl TEKYLLAA M NpeablayLan cTaTUCTMKa yposHa MAC
1 06BbEKTbI YyNPaBAEHUA, NPELOCTaBAAIOWME AaHHbIE B PeasibHOM BPEMEHMU.

lpomokon SNMP

Mpotokon SNMP ucnonbsyeTtca g8 MOHUTOPUHIA U YNPaBAEHUS CETEBbIM YCTPOM-
cTBOM. [1a ynpaBaeHuaA AOCTYNOM K CUCTEME ONpPeaenseTcs CNMCOK 3anucei coob-
LLLeCTBA, KaXkaan U3 KOTOPbIX COAEPKUT NPUBUAErUU AOCTyNa.

Unmepdpeiic
KOMAHOHOU cmpoKu
(CLI)

YnpasneHne kKommyTaTopamu nocpeactsom CLI ocylecTBnseTca NoKanAbHO Yepes no-
cneposaTtesibHbIA nopT RS-232, anbo yaaneHHo yepes Telnet, SSH. UHTepdelic Ko-
MaHZHOM CTPOKM KoHconu (CLI) ABnAeTca NpoMbIWNEHHbIM CTaHAAPTOM. MHTepnpe-
TaTtop CLI NnpeaocTaBAser CNMCOK KOMaHZA, U K/YeBblX C/108 A1 MOMOLLM NOAb30Ba-
TeJ/I0 M COKPaLLEHNIO 06bema BBOAMMbIX AAHHbIX.

Syslog — npoToKo, obecneymBatowmii nepeaady coobLeHNn 0 NPOUCXOAALMX B CU-

Syslog o

cTeme cobbITUAX, a TaKKe yBeAOoMIeHWUA 06 oWwmMBKax yaaneHHbIM cepBepam.
SNTP Mpotokon SNTP — NnpOTOKON CUHXPOHU3ALUKN BPEMEHMU CETU, FaPaHTUPYET TOYHOCTb
(Simple Network Time CMHXPOHM3ALUN BPEMEHU CETEBOTO YCTPOMCTBA C CEPBEPOM A0 MUNIMCEKYHADI.
Protocol)

Traceroute — cnyxebHaa ¢yHKUMA, NpefHA3HAYEeHHAA ANA onpeaeNeHnsa MapLIpyToB
Traceroute y dyHKUWMA, Npe, A peq, pipy

nepefayun AaHHbIX B IP-ceTax.

18 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

YnpaeneHue A o
MWHUCTPATOP MOKET ONpenenTb YPOBHU NPUBUAETUI AOCTYNA ANA NONb30BaTe-

KOHMponaupyemoim 'D'v E) P PEA yp P aocryna & .

Nlei YCTPOICTBA M XapaKTePUCTUKN ON1A KaKLOro YPOBHA NpuBUAErnin (TonbKo gnan
docmynom — ypoeHu .

. yTeHus — 1 ypoBeHb, MNOHbIN A0CTyNn — 15 ypoBeHb).

npusunea2uu

KommyTtaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyNa K Kaxaomy WHTepdency
BroKupoexa ynpasneHuns (SNMP, CLI). 3anpeT MoKeT bbiTb YCTAaHOB/IEH OTAE/IbHO A5 Ka*KAoro
unmepeeiica TMna gocryna:

P Telnet (CLI over Telnet Session);

ynpaenenua Secure Shell (CLI over SSH);

SNMP.
JloKanbHasa [na nokanbHOM ayTeHTUDUKALMU NOAAEPKMBAETCA XPaHEHWe Naponeli B 6ase AaH-
aymeHmudguKayus HbIX KOMMyTaTOpa.

Qunempayus IP-

LJoctyn no SNMP paspewaetca ana onpegeneHHbix |IP-aapecos, ABAAKOWMXCA Yne-

adpecoe 013 SNMP Hamu SNMP-coobuiecTsa.
Mpotokon RADIUS ucnonbsyetca ana ayteHTMdMKaLumMm, aBTopmsaumm m yyeta. Cep-
Bep RADIUS ucnonb3yet 6a3y AaHHbIX NOAb30BaTeNen, KOTopaa COAEPKUT AaHHble
Knuenm RADIUS P Y VA P Acp A
NPOBEPKU NOAJAMHHOCTU ANIA KaXKA0ro nosib3osatend. KommytaTopbl cogepkat Kam-
E€HTCKY0 YacTb npoTokoaa RADIUS.
TACACS+ YCTpPONCTBO NpeaocTaBnAeT Noanep KKy NPOBEPKM NOAJIMHHOCTU KNMEHTOB nNocpea-
. ctBom npoTtokona TACACS+. Mpotokon TACACS+ obecneynBaeT LEeHTPaIM30BaHHYO
(Terminal Access cuctemy 6e30nacHOCTM A1 MPOBEPKM NOoJb30BaTesel, MNojyyatowmx AoCTyn K
Controller Access o ’
YCTPOMCTBY, @ TAKXKe LeHTPA/IM30BaHHYI0 CUCTEMY YMpaBaeHUs npu cobaogeHuu
Control System)
cosmectumocTtn ¢ RADIUS n gpyrumun npoueccamm NpoBepKu NOSJAUHHOCTU.
PyHKLMA cepBepa SSH no3sonAeT KAMeHTy SSH yCcTaHOBUTL € YCTPOMCTBOM 3aLUMLLEH-
Cepeep SSH YHKL, psep Y Yy ycTp wmuy
HOe coeAuHeHMe A1A yNPaBAeHUA UM.
Mododepxka [JaHHas yHKLMA NpeaocTaBaseT BO3SMOXKHOCTb CO34aBaTb MaKpPOKOMaHAbl, npea-
MOKPOKOMAHO cTasnsawowme coboli Habop KOMaHA, Y NPUMEHATL UX A8 KOHPUTYPaLLMM YCTPOMCTBA.

2.2.8 /[lononHumenobHble pyHKyUU

B Tabimue 8 npuseaeHbl 4ONOAHUTENbHbIE GYHKLMKN YCTPOMCTBA.

Tabnuua 8 — [lonosHMTeNbHblE GYHKLUMM YCTPOCTBA

AuazHocmuka
onmuy4yecKozo
mpaHcueepa

YCTPOICTBO NO3BO/IAET TECTUPOBATb ONTUYECKMI TpaHcueep. MNpu TecTMposaHum oOT-
CNEXMBAIOTCA TaKMe MapameTpbl, Kak TOK M HamnpsXeHue NuTaHusa, Temnepartypa
TpaHcueepa. [na peannsauun Tpebyetca noaaepskka aTux GyHKUMIA B TpaHCUBEpE.

Green Ethernet

ﬂ,aHHblﬁ MeXaHU3M NOo3BONAET KOMMYTATOPY CHU3UTb 9Hepron0Tpe6neHme 3a cyet
OTKNHOYEHNA HEaKTUBHbIX 3/1IEKTPUYECKNUX NOPTOB.

KommyTtaTop 06/1agaeT BceMn HEOBXOoAMMbBIMU XapaKTepUCTUKamu gns paboTobl ¢
npotokonamu MMS, GOOSE, SV:

- Manas BennunHa 3agepxkn GOOSE-coobueHna npu nepeaaye;

Coomeemcmeue

cmandapmy MIK - YmeHue pacnosHasaTb Ethertype GOOSE-coobuieHus;

61850 - YmeHue paboTaTb C TErom BUPTyasibHOM CeTn U Terom npuopwuTteta IEEE 802.1Q
GOOSE-coobuieHuns;
- NopaepKKa nepegaum multicast-coobu,eHnit 1 BO3MOXKHOCTb paboTbl c onpeaeneH-
HbIM cTaHgapTom M3K 61850 grMana3oHOM rpynn BeLaHKWA.
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2.3 OCHOBHbIe TEXHUYECKNE XapaKTEePUCTUKHU

OCHOBHble TEXHMYECKME NAapaMeTPbl KOMMYTaTOPOB NpMUBeAEHbI B Tabauue 9.

Ta6IIVILI,a 9 — OCHOBHble TEXHUYECKME XapaKTepucTtnkm

O6wue napameTpbl

10 x 10/100/1000BASE-T
MES2300-08 2 x 1000BASE-X (SFP)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

2 x 10/100/1000BASE-T

8 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
2 x 1000BASE-X (SFP)

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES2300-08P

24 x 10/100/1000BASE-T
MES2300-24 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

24 x 10/100/1000BASE-T
MES2300B-24 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES2300-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300B-24F

NHTepdeichl
24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+

MES2300-24P 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
MES2300D-24P 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

24 x 10/100/1000BASE-T

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES2300DI-28

48 x 10/100/1000BASE-T PoE/PoE+
MES2300-48P 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

48 x 10/100/1000BASE-T
MES2300B-48 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

4 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

MES3300-08F 4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)
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HELTEX

MES3300-16F

12 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

MES3300-24

24 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-48

48 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES3300-48F

48 x 1000BASE-X/100BASE-FX (SFP)
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES35001-08P

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)

2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (RJ-
45/SFP) Combo

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES35001-10P

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)
4 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES35001-8P8F

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)
8 x 100BASE-FX/1000BASE-X (SFP)

2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1xUSB 2.0

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES5312

1 x 10/100/1000BASE-T (OOB)
12 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES5316A

1 x 10/100/1000BASE-T (OOB)

16 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)
1xUSB2.0

MES5324A

1 x 10/100/1000BASE-T (OOB)

24 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0

MES5332A

1 x 10/100/1000BASE-T (OOB)

32 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIN nopT RS-232 (RJ-45)
1xUSB 2.0

MES5300-24

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB2.0
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MES5300-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5305-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5310-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5400-24

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5400-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB 2.0

MES5410-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R
(SFP28)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB2.0

MES5500-32

1 x 10/100/1000BASE-T (OOB)

2 x 10GBASE-R (SFP+)

32 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB2.0

CKopoCTb Nepegavn gaHHbIX

OnTuueckne nHtepdeicol 1/10/25/100 réut/c
dnekTpudeckue nHtepdeicol 10/100/1000 M6but/c

MponyckHasa cnocobHOCTb

MES2300DI-28

56 [6ut/c

MES3300-08F

96 6ut/c

MES3300-16F

112 réwmt/c

MES2300-24
MES2300B-24
MES2300-24F

MES2300B-24F
MES2300D-24P

MES2300-24P
MES3300-24
MES3300-24F

128 Iéut/c

MES2300-48P
MES2300B-48
MES3300-48

MES3300-48F

176 Iéut/c
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Mpoun3BoANTENBHOCTb Ha Na-
KeTax A/IMHoM 64 Balita’

MES35001-08P 20 T6ur/c
MES2300-08

MES2300-08P 24 T6uT/c
MES35001-10P

MES35001-8P8F | 72 [6mt/c
MES5312 240 T6wT/c
MES5316A 320 T6ut/c
MES5324A 480 r6wT/c
MES5332A 640 I6uT/c
MES5300-24

MES5400-24 1,68 Tour/c
MES5300-48

MES5305-48

MES5310-48 2,16 Tou/c
MES5400-48

MES5410-48 3,6 T6uT/c
MES5500-32 6,4 TouT/c
MES2300D1-28 41,6 MPPS
MES3300-08F 71,4 MPPS
MES3300-16F 88,3 MPPS
MES2300-24P 94,49 MPPS
MES2300-24

MES23008-24

MES2300-24F

MES23008-24F 95,2 MPPS

MES2300D-24P
MES3300-24
MES3300-24F

MES2300-48P
MES2300B-48
MES3300-48

MES3300-48F

130,95 MPPS

MES35001-08P 14,8 MPPS
MES35001-8P8F 53,57 MPPS
MES2300-08

MES2300-08P 17,8 MPPS
MES35001-10P

MES5312 178 MPPS
MES5316A

MES5324A 238 MPPS
MES5332A

MES5300-24 593,7 MPPS
MES5300-48 552,15 MPPS
MES5305-48 575,80 MPPS

! 3HaueHua yKasaHbl A8 OJHOCTOPOHHEN Nepeaayn.
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MES5310-48

1028,5 MPPS

MES5400-24

878,3 MPPS

MES5400-48

1041,5 MPPS

MES5410-48

2467 MPPS

MES5500-32

1995 MPPS

O6bem bydepHo namaTu

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES35001-08P
MES35001-10P
MES35001-8P8F

1,5 Mb6awnt

MES5312

2 Mbant

MES2300-48P
MES2300B-48
MES3300-48
MES3300-48F
MES5316A
MES5324A
MES5332A

3 Mb6aut

MES5300-24
MES5300-48

6 Mb6auT

MES5305-48

10 M6ant

MES5310-48
MES5400-24
MES5400-48

12 M6ant

MES5410-48
MES5500-32

24 MbauT

O6bem O3Y (DDR3)

MES5312

MES5316A
MES5324A
MES5332A

1 réant!

1 06vém 03Y gna mogeneit MES5316A rev.C, MES5324A rev.C, MES5332A rev.C — 2 6aiiT.
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O6bem O3Y (DDR4)

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F

2 F6ant

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

8 réant

O6bem M3Y (NAND Flash)

MES2300-08
MES2300-08P
MES2300-24
MES2300-24P
MES2300-24F
MES2300B-24F
MES2300-48P
MES2300B-48
MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F

512 M6aut

MES5312

MES5316A
MES5324A
MES5332A

1 reant

O6bem M3Y (embedded
uSsD)

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

8 réaunt

Ethernet-kommymamopel ceputi MES2300-xx, MES3300-xx, MES3500I1-08P, MES35001-10P, MES3500I1-8P8F, MES5312, MES5316A, 25
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300-48P
MES2300B-48
MES2300DI-28
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
Tabnnua MAC-agpecos MES35001-08P
MES35001-10P
MES35001-8P8F

16384

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

32768

MES5305-48 131072

MES5310-48

MES5400-24 65536

MES5400-48 262144

MES5410-48

1 2
MES5500-32 131072%/262144

MES2300-083
MES2300-08p3
MES2300-243
MES2300B-243
MES2300-24F3
MES2300B-24F3
MES2300-24P3
MES2300D-24P3
MES2300DI-283
MES2300-483
MES2300-48P3
MES2300B-483

Konnuyectso ARP-3anuceim 1981

! MakcmanbHoe 3HaueHWe ANs pexuma pacnpegeneHms CUcTeMHbIX pecypcos mid-13-mid-12.
2 MaKcuMmanbHoe 3HauYeHue 4/1A PeXMma pacnpeaeneHns CUCTEMHbIX pecypcos min-13-max-12.
3 na kaxporo xocta B ARP-Tabaunue cosgaeTca 3anmch B TabauLe MapLipyTM3aLmu.
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MES3300-24"
MES3300-08F!
MES3300-16F!
MES3300-24F!
MES3300-48!
MES3300-48F!
MES3500I-08P*
MES3500I-10P*
MES3500I-8P8F?

4029

MES53122

MES5316A2
MES5324A2
MES5332A2

8125

MES5300-242
MES5300-482

16317

MES5305-482
MES5310-482
MES5400-24°

32701

MES5400-482

131005

MES5410-482
MES5500-322

654693/982374

Noppepxka VLAN

CornacHo 802.1Q ao 4094 aktueHbIx VLAN

Konunyectso rpynn L2
Multicast (IGMP snooping)

MES2300-08
MES2300-08P
MES2300-24
MES2300-24P
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2048

! ina kaxpgoro xocta B ARP-TabauLe cosaaetca 3anuch B Tabanue mapLipyTmsaumu.
2 [lna Kakporo xocta B ARP-Tabnuue cospaetca AONOAHWUTENbHas 3anucb B Tabauue KommyTaumu. Koamuectso
ARP-3anuceli ¢ yctaHoB/AIeHHOM ivueH3smen EVPN ana MES5312 — 6077, MES5316A, MES5324A, MES5332A — 6085,
ana MES5300-24, MES5300-48 — 14277, pna MES5305-48, MES5310-48, MES5400-24 — 30661, ana MES5400-48 —
128965, pns MES5410-48, MES5500-32: 63421 ana pexkuma mid-13-mid-12, 96189 gna pexxknma min-13-max-12.

3 MakcumanbHoe 3HaueHne 4/1A pexrMma pacnpegeneHus cCUcTemMHblx pecypcos mid-13-mid-12.
4 MaKcMmanbHoe 3HaYeHne AN8 peXkxnma pacnpeaeneHns CUCTEMHbIX pecypcos min-I13-max-12.
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MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48

4092

MES5410-48
MES5500-32

2046

Konnyectso npasun SQinQ

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1320 (ingress), 654 (egress) / 654 (ingress), 1320 (egress)!

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48

1320 (ingress), 1320 (egress)

1 Bcero 1974 npasuna. enartca B pasHblX NPONOPLUAX MEXKAY BXOAALMMM U UCXOAALLMMM NPaBUnamm, Ho He bonee

1320 gna kaxaoro.
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MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 1974
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES5316A!
MES5324A!
MES5332A1
MES5300-24!
MES5300-48!

Konunyectso npasun
MAC ACL
2998

MES5312
MES5305-48"
MES5310-48
MES5400-24

6070

MES5400-48! 10738

MES5410-48

MES5500-32 >089

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 1974/987
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

Kosimyectso npasun
IPv4/IPv6 ACL

! Konuuectso npasun B MAC/IPv4/IPv6 ACL c yctaHosneHHOW nuueHsuein EVPN ana MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48 — 2505/2505/1252, ana MES5305-48 — 5577/5577/2788, ana MES5400-48 —
10225/10225/5112.
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MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES3500I-8P8F
MES5316A!
MES5324A!
MES5332A!
MES5300-242
MES5300-482

2998/1499

MES5312*

MES5305-482
MES5310-482
MES5400-242

6070/3035

MES5400-48 10738/5368

MES5410-48

MES5500-32 5098/2544

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 2048
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MES3300-24
MES3300-24F
MES3300-48
Konunuectso ACL MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

3072

MES5312

MES5305-48
MES5310-48
MES5400-24
MES5410-48
MES5500-32

6144

! Konnuectso mapupytos IPv4 multicast ¢ yctaHoBnaeHHOM nuueHsunein EVPN ana MES5312, MES5316A, MES5324A,
MES5332A pasHo 6085.

2 Konuuectso npasun 8 MAC/IPv4/IPv6 ACL ¢ ycTaHoBAeHHOW anueH3meir EVPN ana MES5300-24, MES5300-48 —
2505/2505/1252, ana MES5305-48 — 5577/5577/2788.
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MES5400-48

12288

Konnyectso npasun ACL B ogHom ACL

512

Konnyectso mapwpyTtos L3
Unicast?

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

4063 IPv4
1014 IPv6

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F

13279 IPv4
3317 IPv6

MES53122
MES5316A2
MES5324A2
MES5332A2
MES5300-24
MES5300-48

16351 IPv4
4085 IPv6

MES5305-48

28639 IPv4
7158 IPv6

MES5400-24
MES5400-48
MES5310-48

32735 I1Pv4
8181 IPv6

MES5410-48
MES5500-32

292000%/16000* IPv4
730003/4000* IPv6

Konunyectso mapwpyTos L3
Multicast (IGMP Proxy, PIM)>

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1981 IPv4
505 IPv6

! MapuwpyTbl IPv4/IPv6 Unicast/Multicast ncnonbsytot obLime annapaTtHble pecypcbl.

2 Konnyectso mapuupyTos IPv4 multicast ¢ yctaHosneHHol anueHsmein EVPN ana MES5312, MES5316A, MES5324A,

MES5332A pasHo 6085.

3 MakcumanbHoe 3HaueHue /18 pexnma pacnpeaeneHms CUcTeMHbIX pecypcos mid-13-mid-12.
4 MaKcMmasibHoe 3HaYeHMe ANA peXknma pacnpeseneHnsa CUCTEMHbIX pecypcos min-13-max-12.
> MapuwpyTbi IPv4/IPv6 Unicast/Multicast ucnonb3ytot obLime annapatHble pecypcbl.
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MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F

4027 IPv4
1656 IPv6

MES5312

MES5316A
MES5324A 8174 I1pv4
MES5332A 2040 IPve
MES5300-24
MES5300-48

14318 IPv4

MES5305-48 3577 IPV6

MES5400-24
MES5400-48
MES5310-48

16336 IPv4
4088 IPv6

MES5410-48 1460003/8000* IPv4
MES5500-32 365003/2000% IPv6

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P 255
MES2300B-48
MES3300-24
MES3300-16F
MES3300-24F
MES3300-48
Konunyectso MES3300-48F
VRRP-mapuipytnsatopos MES35001-08P
MES35001-10P
MES35001-8P8F

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

127
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MakcumanbHoe KoNmM4yecTso
ECMP-mapuwpyTtos

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

64

Konunuectso VRF

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES5312
MES5316A
MES5324A
MES5332A

16 (Bknto4an VRF no ymonyaHuto)
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MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

251 (Bkato4an VRF no ymonyaHuto)

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 2032
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
Konnuectso MES3300-48
L3-uHTepdeiicos MES3300-48F
MES35001-08P
MES35001-10P
MES3500I-8P8F
MES5312
MES5316A 2050
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

MES5316A
MES5324A
MES5332A 2478
MES5300-24
MES5300-48

MaKcrumanbHoe Konn4ecTso MES5312

VXLAN MES5305-48
MES5310-48
MES5400-24 4093
MES5400-48
MES5500-32
MES5410-48

MaKcumanbHoe Konnvectso GRE-TyHHenei 16

MakcmanbHoe Konmyectso ECMP-rpynn 1024
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MaKcrumanbHOe KOnn4ecTso
nyteii 8 ECMP-rpynne

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

64

MakcmmanbHoe Konmyectso OSPF-npoueccos

20

MaKcumanbHoe Konnvectso OSPF-coceacts

64

MakcrMmanbHoe KonM4ecTBo
BGP-coceacts

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F

32
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MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

64

MES2300-08*
MES2300-08P*
MES2300-241
MES2300B-24!
MES2300-24F!
MES2300B-24F!
MES2300-24P1
MES2300D-24P*
MES2300DI-28!
MES2300-48P*
MES2300B-48*
MES3300-24*
MES3300-08F!
MES3300-16F!
MES3300-24F!
MES3300-48*
MES3300-48F!
MES35001-08P*
MES3500I-10P*
MES3500I-8P8F*

64

MakcrMmanbHOe KonnmyecTso
BFD-coceacts

MES53122
MES5316A2
MES5324A2
MES5332A2
MES5300-242
MES5300-482

96

MES5305-482
MES5310-482
MES5400-242
MES5400-482
MES5410-482
MES5500-322

128

MaKkcumanbHoe Konndectso RIP-nupos 64

MaKcumanbHoe Konndectso PIM-nupos 64

MakcmmanbHoe Konmyectso MSDP-nnpos 32

! AnnapaTtHoe yckopeHue BFD oTcyTCTBYET, MpUMeHAETCA NporpaMmHbIi BFD.
2 Peani30BaHo annapaTHoe yckopeHue BFD Tonbko 8 VRF no ymonuaHuio, B octanbHbix VRF npumeHaeTca nporpamm-
HbI BFD.
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MakcumanbHoe KoNmM4yecTso
SA-3anuceit 8 MSDP-cache

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2048

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F

6656

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

8192

MES5305-48

14336

MES5400-24
MES5400-48
MES5310-48

16384

MES5410-48
MES5500-32

147456/8192

MakcumanbHoe Koanyectso MSDP mesh-group

32

Konunyectso BupTyanbHbix Loopback-nHtepdeicos

64

Arperaumsa KaHanos (LAG)

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F

32 rpynnbl, 40 8 NOPTOB B Ka*KA0M
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MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48

128 rpynn, 40 8 NOPTOB B KaxKA0M

MES5400-24
MES5400-48
MES5410-48
MES5500-32

128 rpynn, 4o 32 NOPTOB B KaxK40M

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
KonnyecTso sksemnnapos MES3300-48
PVST MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES5312
MES5316A
MES5324A
MES5332A

64

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

255

Konnyectso aksemnnapos MSTP 64

Konunyectso DHCP pool 16

KauectBo 0bcnykmBaHua QoS 8 BbIXOAHbIX oYepeaeit ANa Kaxaoro nopra

CeepxanuHHble Kagpbl (jumbo frames) MakcumanbHbIin pasmep naketos 10240 6aiT

CTeknpoBaHue [o 8 yctpoiicte (Kpome MES35001-08P, MES35001-10P)
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CooTseTcTBME CTaHAAPTAM

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

M3K 61850

YnpasneHue

JNlokanbHoe ynpasnexue

Console

YpaneHHoe ynpasneHue

SNMP, Telnet, SSH, web

du3nueckne XxapaKTepUCTUKM U YCI0BUA OKpYIKatoLel cpeabl

MCTOYHMKM nuTaHmnal

MES2300-08

CeTb nepemeHHoro Toka: 100-240 B, 50-60 I'y,

MES2300DI-28
MES2300-48P
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5400-24
MES5410-48
MES5500-32

CeTb nepemeHHoro Toka: 100-240 B, 50-60 I'y,

CeTb NOCTOAHHOrO TOKa: 36—72 B

BapunaHTbl NUTaHuA:

- OAVH WUCTOYHMK NUTaHWUS MOCTOAHHOINO UAN NepeMeHHOro
TOKaQ;

- ABa WCTOYHMKA NUTAaHMA NOCTOAHHOTO UAW MEPEMEHHOro
TOKa C BO3MOXHOCTbIO ropsiyeit 3aMeHbl.

MES2300B-24
MES2300B-24F
MES2300B-48

CeTb nepemeHHoro Toka: 100-240 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 12 B
XapaKTepUCTMKM 3apALHOro yCTPOMCTBA:
- TOK 3apaga:
1+0.1 A — MES2300B-48.
- HanpsaxeHue cpabaTbiBaHWUA pacuennTens Harpyskm —
10-10,5 B;
- MOPOroBoe HanpAXXeHne MHANKaALUM HU3KOro 3apaga —
11 B.
/' CeueHue nposoga AnAa nogknoueHna AKb He meHee
V 1,5 mm. Ana MES2300B-48 peKkomeHAyeTCA UCNOJIb-
3o0BaTb AKB emKocTblo He meHee 9 Ah.

! Ainsa yetpoiicte MES2300-08 AC, MES2300-24 AC, MES2300B-24 AC, MES2300B-24F AC, MES2300B-48 AC gonycka-
€TCA 31IeKTPONMUTaHME OT NOCTOAHHOIO HanpAXKeHuA, gManasoH 120-370 B DC

Ethernet-kommymamopel ceputi MES2300-xx, MES3300-xx, MES3500I1-08P, MES35001-10P, MES3500I1-8P8F, MES5312, MES5316A, 39
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

CeTb NnepemeHHOro Toka: 176-264 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 36—72 B

MES5300-48 BapuaHTbl NnuTaHmA:
MES5305-48
MES5310-48 - OAVH UCTOYHMK MUTAHUA MNOCTOAHHOIO WKW NMEPEMEHHOTO
MES5400-48 Tora;
- ABa UCTOYHMKA NUTAHMA NOCTOAHHOTO MAW MEPEMEHHOrO
TOKa C BO3MOKHOCTbH ropsyeit 3aMeHbl.
MES2300-24 CeTb NnepemeHHOro Toka: 100-240 B, 50-60 I'y,

CeTb NOCTOAHHOrO TOKa: 36—72 B

MES2300-24F
MES2300-24P DC

CeTb NOCTOAHHOrO TOKa: 36—72 B

MES2300-08P
MES2300-24P AC

CeTb NnepemeHHOro Toka: 200-240 B, 50-60 I'y,

MES2300D-24P

CeTb NnepemeHHOro Toka: 200-240 B, 50-60 I'y,

BapuaHTbl NUTaHuA:

- O[IH UCTOUYHUK NUTAHUA NEPEMEHHOIO TOKa;

- IBA UCTOYHMKA NUTAHMA NEepPeMeHHOro ToKa C BO3MOMHO-
CTbiO ropAYen 3aMeHbl.

MES35001-08P
MES35001-10P
MES35001-8P8F

ceTb NOCTOAHHOIO TOKa:
C BK/ItOYEHHOM dyHKumeln PoE: 45-57 B;
C OTK/oYeHHOM dyHKumen PoE: 20-57 B

MyckoBble TOKK

MES2300-08

AC: SPM30-220/12, 50 A, 5 mc

MES2300-08P

AC: SPM270-220/56, 36 A, 5 mc

MES2300-24

AC: SPM35-220/12, 34 A, 6 mc
DC: SPM30-48/12, 120 A, 0,6 mc (72 B)

MES2300B-24

AC: SPM45B-220/12 rev.B, 15 A, 6 mc

MES2300B-24F AC
MES2300-24F DC

AC: SPM60B-220/12, 40 A, 1 mc
DC: SPM100-48/12, 150 A, 0,6 mc (72 B)

MES2300-24P AC

AC: SPM380-220/56, 25 A, 8 Mc
DC: SPM380-48/56, 200 A, 0,5-1,0 (72 B)

MES2300D-24P
rev.Cl

AC: PM380-220/56, 16 A, 15 mc

MES2300B-48

AC: SPM60B-220/12, 40 A, 1 mc

MES2300-48P

AC: PM950-220/56, 41 A, 10 mc
DC: PM950-48/56, 52 A, 4 mc (72 B)

MES2300DI-28

AC: PM160-220/12, 50 A, 8 mc
DC: PM100-48/12, 200 A, 4 mc (72 B)

MES3300-08F
MES3300-16F
MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A

AC: PM160-220/12, 50 A, 8 mc
DC: PM100-48/12, 200 A, 4 mc (72 B)

MES35001-08P
MES35001-10P
MES35001-8P8F

DC: DRS-270-56, 300 A, 1 mc
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AC: PM160-220/12, 50 A, 8 mc

Notpebnsemas MOLLHOCTb

MES5300-24 DC: PM160-48/12, 250 A, 0,2 mc (72 B)
MES5300-48
MES5305-48 AC: PM350-220/12, 100 A, 4 mc
MES5310-48 rev.B | DC: PM350-48/12, 320 A, 0,14 mc (72 B)
MES5400-48

AC: PM160-220/12, 50 A, 8 mc
MES5400-24 DC: PM160-48/12, 250 A, 0,2 mc (72 B)
MES5410-48 AC: PM600-220/12, 18 A, 17,5 mc
MES5500-32 DC: PM600-48/12, 40 A, 4 mc (72B)
MES2300-08 He 6onee 13 Bt

MES2300-08P

He 6onee 267 BT

MES2300-24

He 6onee 20 BT

MES2300-24F

He 6onee 35 Bt

MES2300B-24

He 6onee 50 BT

MES2300-24P AC

He 6onee 445 BT (c yueTom Harpysku PoE)

MES2300-24P DC

He 6onee 480 BT (c yueTom Harpysku PoE)

MES2300D-24P

He 6onee 850 BT (c yueTom Harpysku PoE)

MES2300DI-28

He 6onee 31 Bt

MES2300-48P

He 6onee 1600 BT (c yuyeTom Harpysku PoE)

MES2300B-24F
MES2300B-48

He 6onee 55 Bt

MES3300-24

He 6onee 33 Bt

MES3300-08F

He 6onee 29 Bt

MES3300-16F

He 6onee 37 Bt

MES3300-24F

He 6onee 45 Bt

MES3300-48

He 6onee 45 BT

MES3300-48F

He 6onee 89 BT

MES35001-08P
MES35001-10P
MES35001-8P8F

He 6onee 270 BT (c yuéTom Harpysku PoE)

MES5312 He 6onee 25 Bt
MES5316A He 6onee 58 BT
MES5324A He 6onee 73 Bt
MES5332A He 6onee 85 Bt
MES5300-24 He 6onee 118 Bt
MES5300-48 He 6onee 157 Bt
MES5310-48 He 6onee 170 Bt
mgzgigg:gi He 6onee 150 Bt
MES5400-48 He 6onee 170 BT
MES5410-48 He 6onee 360 BT
MES5500-32 He 6onee 400 Bt
Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500/-8P8F, MES5312, MES5316A, 41

MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

MES2300B-24 24 Bt
MoTpebnaeman MOLHOCTb
6e3 yyeTa 3apsga AKB MES2300B-24F 40 BT
MES2300B-48
MES2300-24P 380 BT
MES2300D-24P 720 Bt
MES2300-48P 1450 Bt
biogxxet PoE
MES2300-08P
vesssooiaop | 240°"
MES35001-8P8F
MES2300-08 13 Bt
MES2300-24 20 Bt
MES2300-24F 35Bt
MES2300-24P AC 70 Bt
MES2300-24P DC 100 Bt
MES2300D-24P 130 Bt
MES2300DI-28 31Bt
MES2300-48P 150 Bt
s
MES3300-24 33 Bt
MES3300-08F 29 Bt
MES3300-16F 37 Bt
TennosblgeneHune mg:iggg:ig 45 Bt
MES3300-48F 89 Bt
| o
MES35001-8P8F 50 Bt
MES5312 25 BT
MES5316A 58 BT
MES5324A 73 Bt
MES5332A 85 Bt
MES5300-24 118 Bt
MES5300-48 157 Bt
MES5310-48 170 Bt
s iom
MES5400-48 170 Bt
MES5410-48 360 BT

42 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

MES5500-32

400 Bt

AnnapaTtHasa noanepkkKa
Dying Gasp

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24F
MES2300B-48

eCTb

MES2300B-24
MES2300-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES3300-08F
MES3300-16F
MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

HeT

Ethernet-kommymamopbi cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 43
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48

Front-to-Back
BeHTUnAUMA

MES5410-48 Front-to-Back/
MES5500-32 Back-to-Front?!

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24 C nepegHen naHenn, max < 33 gb
MES2300DI-28 c 3aaHen naHenu, max < 33 ab
MES35001-10P
MES35001-08P
MES35001-8P8F

MES2300-24P c nepegHen naHenu, max < 49,5 gb
MES2300D-24P C 3aaHen naHenu, max < 54 nb

MaKCcMManbHbIi yposeHb MES2300B-48 (¢ nepep,i-leﬁ naHenu, max < 52,1 ab
aKYCTMYECKOrO Wyma C 3agHen naHenun, max < 53,7 ab

c nepepgHen naHenu, max < 52,1 gb

MES2300-48P C 3agHen naHenu, max < 53,7 nb

MES2300-24F
MES2300B-24F

MES3300-08F c nepegHen naHenu, max < 53,9 gb
MES3300-16F C 3afiHei naHenu, max < 54,2 nb
MES3300-24

MES3300-24F

MES3300-48 c nepegHe naHenn, max < 53,9 ab
MES3300-48F C 3a4Hel naHenu, max < 54,2 nb

! Mo ymonuaHuio yctaHoBAeHa BeHTUAAUMA Front-to-Back. [1na yctaHoBKM moayneit sBeHTunaumm Back-to-Front o6pa-
TUTECb B KOMMEPYECKMIA oTAenN.

44 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

MHTepBan pabounx
TemnepaTyp

MES5312
MES5316A C nepegHen naHenn, max < 65,6 ab
MES5324A C 3aHen naHenu, max < 71,2 nb
MES5332A
" <
MES5300-24 C nepeﬂ,ﬁem naHenu, max < 62,8 ab
Cc 3agHen naHenu, max < 69,1 ab
MES5300-48 C nepegHen naHenn, max < 61,4 ab
MES5305-48 C 3afHeN naHesn, max < 69,3 ab
MES5400-24 C nepep,?em naHenu, max < 65 ab
c 3agHen naHenu, max < 71,2 ab
MES5310-48 c nepegHen naHenu, max < 62,5 gb
MES5400-48 ¢ 3aHen naHesu, max < 70,8 ab
Front-to-back:
C nepegHen naHenu, max < 73,5 ab
MES5410-48 C 3aHen naHenun, max < 85,1 ab
Back-to-Front:
C nepeaHen naHenu, max < 78,8 ab
C 3afiHen naHenu, max < 85,4 ab
Front-to-back:
C nepeaHen naHenu, max < 75,9 ab
MES5500-32 C 3aHen naHenun, max < 87,6 ab
Back-to-Front:
C nepeaHen naHenu, max < 80,4 ab
C 3afHen naHenu, max < 85,4 ab
MES2300-08
MES2300-08P
MES2300-24

MES2300B-24
MES2300D-24P
MES2300B-48
MES2300-24P

Ot -20 go +50 °C

MES2300-24F
MES2300B-24F

OT1-20 go +65 °C

MES2300DI-28

OT1-40 po +60 °C

MES2300-48P

O1-10 go +50 °C

MES35001-08P
MES35001-10P
MES35001-8P8F

OT1-40 po +70 °C

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A

OT1-10 go +45 °C

Ethernet-kommymamopbi cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 45
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

OT0 po +45 °C

MHTepsan TemnepaTypbl XpaHeHMA

MHTepBan Temnepatypbl XxpaHeHusa oT -50 go +70 °C (oT -50

oo +85 °C  pns

MES35001-8P8F)

MES35001-08P, MES35001-10P u

" MMepep NepBbIM BKAOYEHUEM MOC/E XPaHEHUA Npu
V Temnepatype meHbluei, yem -20 °C, unu npu 6onb-
weit, yem +50 °C, TpebyeTca Bblgep:KaTb KOMMYyTa-

TOpP NPU KOMHaTHOI TemnepaType He MeHee 4YeTbl-

péx yacos.

OTHOCUTE/IbHAsA BNAXKHOCTb MPU SKCMyaTaLmm
(6e3 obpasoBaHMA KOHAEHCcaTa)

He 6onee 80 % (ot 5 mo 95% pana MES35001-08P,
MES35001-10P 1 MES35001-8P8F)

OTHOCKTE/IbHAA BNAXKHOCTb MPU XpaHEHUN
(6e3 obpaszoBaHNs KOHAEHCaTa)

Ot 10 go 95 % (ot 5 mo 95% pns MES3500I1-08P,
MES35001-10P n MES3500I1-8P8F)

(W xBxT)

MES2300-08

310 x 44 x 159 mm

MES2300-08P

430 x 44 x 159 mm

MES2300-24

430 x 44 x 204 mm

MES2300B-24

430 x 44 x 158 mm

MES2300-24F
MES2300B-24F

430 x 44 x 305 mm

MES2300-24P

430 x 44 x 203 mm

MES2300D-24P

440 x 44 x 425 mm

MES2300-48P

440 x 44 x 490 mm

MES2300B-48

440 x 44 x 280 mm

MES3300-24

430 x 44 x 330 mm

FabapuTHble pasmepbl

MES2300DI-28
MES3300-08F
MES3300-16F
MES3300-24F

430 x 44 x 305 mm

MES3300-48
MES3300-48F

440 x 44 x 330 mm

MES35001-08P

85x 152 x 115 mm

MES35001-10P

85x 175 x 115 mm

MES35001-8P8F

150 x 175 x 124 mm

MES5312 430 x 44 x 230 mm
MES5316A

MES5324A 430 x 44 x 275 mm
MES5332A

MES5300-24 440 x 44 x 309 mm
MES5400-24 440 x 44 x 321 mm
MES5300-48

MES5305-48 440 x 44 x 425 mm

46 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

mgzijégjz 440 x 44 x 447 mm
MES5410-48 440 x 44 x 536 MM
MES5500-32 440 x 44 x 534 Mm
MES2300-08 1,61 kr
MES2300-08P 2,6 kr
MES2300-24 2,94 kr
MES2300B-24 2,79 Kr
MES2300-24F 4,03 Kr
MES2300B-24F 4,08 Kr
MES2300-24P 3,2 kr
MES2300D-24P 6, 85 Kr
MES2300DI-28 4,95 Kr
MES2300-48P 9,98 Kr
MES2300B-48 4,1 kr
MES3300-24 5,13 kr
MES3300-08F 4,64 Kr
MES3300-16F 4,89 Kr
MES3300-24F 5,04 Kr
Macca MES3300-48 5,67 Kr
MES3300-48F 5,68 Kr
MES35001-08P 1,4 kr
MES35001-10P 1,76 Kr
MES35001-8P8F 2,8 Kr
MES5312 3,8 Kr
MES5316A 3,6 Kr
MES5324A 3,7 kr
MES5332A 3,8 kr
MES5300-24 6,11 kr
MES5310-48 8,7 kr
MES5400-24 6,36 Kr
MES5300-48
MES5305-48 8,7 Kr
MES5310-48
MES5410-48 12,1 kr
MES5500-32 11,8 kr

CpoK cy»Kbbl

He meHee 15 net

V Tun NUTaHUA YCTPOCTBa onpegenseTca Npu 3aKase.

Ethernet-kommymamopbi cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 47
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

2.4 KOHCTpyKTUBHOE UCNONHEHue

B naHHOM pa3gene onuMcaHo KOHCTPYKTUBHOE UCMOJIHEHME YCTPOCTB. MpeacTaBaeHbl N3obpaxkeHus
nepeaHemn, 3agHeit 1 6OKOBbLIX NaHeNen yCTPOMCTBA, ONUCAHbI Pa3bemMbl, CBETOANOAHbIE MHANKATOPbI U Op-
raHbl ynpasaeHums.

Ethernet-kommyTtaTtopbl MES2300-08, MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F,
MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48,
MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48, MES3300-48F, MES35001-08P,
MES3500I1-10P, MES3500I1-8P8F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48,
MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32 BbINO/IHEHbI B
MeTaNIMYecKkom Kopnyce C BO3SMOMKHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl MES35001-08P, MES3500I-10P 1 MES3500I1-8P8F BbINO/IHEHbI B METaNN-
YecKom Kopnyce gns kpenaeHma Ha DIN-peiky.

2.4.1 BHewHuii 8ud u onucaHue nepedHeli naHenu ycmpolicmea
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PucyHok 24 — NepeaHAasa naHenb MES5332A
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PucyHok 25 — MepeaHaa naHenb MES5300-24
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PucyHok 27 — NepeaHAasa naHenb MES5305-48
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PucyHok 29 — NMepeaHaa naHenb MES5400-24

52 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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PucyHok 30 — NepeaHas naHenb MES5400-48
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PucyHok 31 — lNepeaHaa naHenb MES5410-48
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PucyHok 32 — lNepeaHasa naHenb MES5500-32

B Tabnmue 10 npuseaeH nepeyeHb Pa3bemoB, CBETOAMOAHbIX MHANKATOPOB M OPraHOB yNpaB/ieHus,
pPacnonoXKeHHbIX Ha NepegHei NnaHean KOMMYTATOPOB.

Tabnunua 10 — OnucaHne pa3beMOoB, MHANMKATOPOB M OPraHoOB ynpaBaeHus nepeaHeit naHenm MES2300-08,
MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P, MES2300D-24P,
MES2300DI1-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F,
MES3300-48, MES3300-48F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48,
MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32

No dnemeHT nepeaHel naHenm OnucaHue
Unit ID NHANKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA yCTPOMCTBA.
1 Master MHanKaTop peskmma paboTsl ycTpoicTea (Beayiwmil/segombii).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS NHOMKaTOp pe3epBHOro 3/1eKTPONUTAHUA.
PyHKLMOHaNbHAA KHOMNKA ANA nepesarpy3ku yctponctea u cbpoca K 3a-
BOACKMM HaCTpOMKam:
5 r - MPU HAXKATUM HA KHOMKY ANTeNbHOCTbIO meHee 10 ¢ npoucxoauT nepe-
3arpysKa yCcTponcTBa;
- NPW Ha*KaTUK Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ nponcxogut cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHOUrypaLuuu.
Ethernet-kommymamopbi ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES5312, MES5316A, 53

MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

KoHCO/IbHbIM NOPT 4N1A NOKANBbHOIO YNPaBAEHUA YCTPOUCTBOM.
PacnuHoBKa pasbema cneayroLwan:

1 He ucnonb3yeTcA

2 He ncnonb3yeTca

3 RX
Console 4 GND
5 GND
6 TX
7 He ucnonb3yeTcA
8 He ucnonb3syetca
Pacnaiika KoHconbHOro Kabena npusegeHa B pasgene «lMpunoxeHune b.
KOHCO/IbHbIV Kabenby.
MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpasne-
00B HWA YCTPOMCTBOM.
YnpaBneHne ocCyLLEeCTBAAETCA MO CETU, pPa3fe/ibHO C KaHanoM nepeaayu
OaHHbIX.
[1-12] MES5312
[1-16] MES5316A
[1-24] MES5324A
[1-32] MES5332A
MES5300-24
[1-24] MES5400-24
MES5310-48
[1-48] MES5400-48
CnoTbl Ana yCTaHOBKM TpaHcusepos 10G SFP+/1G SFP.
[XG1-XG2] MES5500-32
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300-48P
MES2300B-48
(XG1-XG4] MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES5316A
MES5324A
- MES5332A USB-nopr.
MES5400-24
MES5500-32
MES5310-48
MES5400-24
[HG1-HGS6]
[HG1-HG32] MES5400-48 CnoTbl ana ycTaHOBKM TpaHcnsepos 40G QSFP+/100G QSFP28.
MES5410-48
MES5500-32
MES2300-24F
[1-20] MES2300B-24F
MES3300-24F
CnoTbl ana ycTaHoBKM TpaHcnsepos 1000BASE-X/100BASE-FX (SFP).
[1-4] MES3300-08F
[1-12] MES3300-16F

54 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,

MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

[1-48] MES3300-48F
[5-8] MES3300-08F
[13-16] MES3300-16F
9 4 nopta 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo.
MES2300-24F
[21-24] MES2300B-24F
MES3300-24F
MES2300-24
MES2300B-24
[1-24] MES2300DI-28
MES3300-24
10 18] MES2300B-48 MopTbl 10/100/1000BASE-T.
MES3300-48
MES2300-08
[1-10] MES2300-08P
MES2300-08
100-240V AC MES2300-08P Paszbem Ana NOAKNOYEHUA K UCTOYHUKY SEKTPONUTAHUA NepemeHHOro
50-60 Hz MES2300-24 TOKa.
11 MES2300B-24F
36-72 VDC MES2300-24 Pasbem gna NOAKAOYEHMA K UCTOYHWUKY INEKTPONUTAHMA NOCTOAHHOMO
MES2300-24F TOKa.
[1-24] MES2300-24P
12 MES2300D-24P | noprsi 10/100/1000BASE-T (RJ-45) PoE/PoE+.
[1-48] MES2300-48P
13 | [1-48] MES5410-48 Cnotbl ana yctaHoBKM TpaHcueepos 1G SFP/10G SFP+/25G SFP28.
14 | 12V DC MES2300B-24F Knemmbl ona noaKNtoueHNA akkymynaTopHoli 6atapen 12 B.
15 200-240 V AC MES2300B-24 Paszbem Ana NOAKNOYEHUA K UCTOYHUKY 3N1EKTPONUTAHNA NePEMEHHOro
50-60 Hz MES2300-24P TOKa.
16 | Link/Speed MES2300DI-28 CBeToBan MHAMKALMA COCTOAHUA ONTUYECKUX NHTepdencos.
MES2300-08
[ — 1
17 = MES2300-08P Knemma gna 3azemneHunsa yCcTpomcTea.
MES2300-08
18 | [11-12] MES2300-08P Cnotbl Ana yctaHOBKM TpaHcnBepos 1000BASE-X (SFP).
Ethernet-kommymamopbi ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES5312, MES5316A, 55

MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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PucyHok 33 — NepeaHasa naHeno MES35001-08P
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PucyHok 34 — MNepepHaa naHens MES35001-10P
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PucyHok 35 — MepeaHaa naHenb MES35001-8P8F

B TabnunLie HUKe NpUBeAEH NepeyeHb Pa3bemos, CBETOANOAHbIX MHANKATOPOB M OPraHoB ynpas/ie-

HWA, PACMOJIOXKEHHbIX Ha NepeaHel naHenn kommytatopos MES35001-08P, MES35001-10P n MES3500lI-

8P8F.

Tabnanuya 11 — OnucaHMe pasbemoB, MHAMKATOPOB M OPraHOB YMpaBAeHUA NepegHen naHenu

MES35001-08P, MES35001-10P, MES35001-8P8F

Ne dnemeHT nepegHen naHenm OnucaHue
dyHKLMOHaNbHAA KHONKA ANA nepes3arpysku ycTponcTea u cbpoca K 3a-
BO/ZICKMM HACTPOMKam:
1 [ - MPM HA*KATMM HA KHOMKY A/INTEeNbHOCTbI0 MmeHee 10 ¢ nponcxoauT nepe-
3arpyska ycTpoWcTBa;
- NPW HaXaTlK Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ nponcxoamT cbpoc
HaCTPOEK yCTPOMCTBA A0 3aBOACKON KOHOUTYypaL K.
2 Console KoHCObHbIV NOPT ANA NOKANBHOTO YNPaBAEHNA YCTPONCTBOM.
PWR1, PWR2 NHAWKaTopbl NMTAaHUA YCTPOICTBA.
3 Alarm NHankaTop asapuu.
Temp NHamKaTop TemnepaTtypbl.
4 [1-8] CeeToBan nHAMKauma PoE.
5 [1-8] MopTbl 10/100/1000BASE-T PoE/PoE+ (RJ-45).
6 [9-12] MES35001-10P | MopTtbl 100BASE-FX/1000BASE-X (SFP).
7 [9-10] MES35001-08P | MopTbl 10/100/1000BASE-T/100BASE-FX/1000BASE-X (RJ-45/SFP) Combo
8 [XG1-XG2] MES35001-8P8F | CnoTbl ANs yCTaHOBKM TpaHcuBepoB 10G SFP+/1G SFP.
9 L MES35001-8P8F | USB-nopT.
Ethernet-kommymamopbi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES35001-8P8F, MES5312, MES5316A, 57

MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

BHewHMN BUA BepxHel naHenn kommytatopos MES35001-08P, MES35001-10P n MES3500I1-8P8F
nNpuBeAEH Ha PUCYHKE HUXKe.
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PucyHok 37 — BepxHaa naHenb MES35001-8P8F

Tabnmua 12 — OnucaHue pas3bemoB, MHAMKATOPOB WM OPraHOB YNpaB/AeHUA BeEpPXHEW NaHenu
MES35001-08P, MES3500I-10P, MES3500I-8P8F

Ne dnemeHT nepeaHeln naHenm Onuncanue
1 =i Knemma gns 3a3emneHus ycTpoicTBa.
Pasbembl 4N NOAKAOYEHNA K UCTOYHMKAM 3/1eKTPOMNUTAHNA MOCTOAHHOTO
2 | PWRL, PWR2 ANATIOA P
TOKa.
PeneliHbi Bbixog curHanmsaumm 1 A, 24 B DC ¢ HOpMa/ibHO 3aMKHYTbIM
3 Dry contact (NC — Normal Closed) n HopmanbHo pa3omkHyTbiM (NO — Normal Open)
KOHTaKTaMu.

58 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

2.4.2 3a0HAaa naHenb ycmpolicmea

BHewHMn BUA 3agHen naHenu KommyTtatopos MES2300-08, MES2300-08P, MES2300-24,
MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28,
MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48,
MES3300-48F, MES35001-08P, MES35001-10P, MES35001-8P8F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48,
MES5410-48, MES5500-32 npuBefeH Ha PUCYHKaxX HUXKe.
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PucyHok 39 — 3agHaa naHenbs MES2300-08P
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PucyHok 42 — 3agHaa naHenbs MES2300-24P
Ethernet-kommymamops! cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 59

MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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PucyHok 43 —3aaHAaa naHenb MES2300D-24P
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PucyHok 48 —3aaHAaa naHenb MES3300-08F

60 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

PucyHok 51 — 3agHaa naHenb MES3300-48, MES3300-48F
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PucyHok 52 — 3agHaa naHenb MES35001-08P, MES3500I1-10P

Ethernet-kommymamopbi cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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PucyHok 57 — 3agHaa naHenb MES5400-24

62 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, MES5324A,
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PucyHok 58 — 3agHaa naHenb MES5400-48
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PucyHok 59 — 3agHaa naHenb MES5410-48
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PucyHok 60 — 3agHaa naHenb MES5500-32

B TaGJ'IMLI,E 13 npmeeaeH nepevyeHb pPa3bemMoB, PaACNONIOXKEHHbIX Ha 3a,EI,HEVI NnaHe/In KOMMYTaTopoB
MES2300-08, MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P,
MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F,
MES3300-24F, MES3300-48, MES3300-48F, MES35001-08P, MES3500I-10P, MES35001-8P8F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48,
MES5410-48, MES5500-32.

Tabnnua 13 — OnucaHMe pasbemMoB 3afHel naHenu KommyTaTopoB MES2300-08, MES2300-08P,
MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, @ MES2300-24P, @ MES2300D-24P,
MES2300DI-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F,
MES3300-48, MES3300-48F, MES35001-08P, MES35001-10P, MES35001-8P8F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32

Neo D/IeMEHT 3a4Hel naHe un Onuncanue

1 Knemma 3azemnequs = Knemma gna 3a3eMneHuns ycTpoicTea.

2 BeHTUNATOPDI BeHTUAATOPbI 418 OXNAXKAEHUA YCTPOWCTBA.

3 CNOTbI AN YCTAHOBKM 610KOB CnoT ans ycTaHoBKM pe3epBHOro 61oka nutaHma AC nam DC.

4 nuTaHuA CNoT ANA yCTaHOBKM OCHOBHOTO 610Ka nuTaHma AC nam DC.

5 Console KOHCONbHbIV NOPT ANA NOKANbHOTO YNpaB/ieHNsa YCTPONCTBOM.
MES5300-48

-of- 10/100/1 BASE- - -

MES5305-48 :::;;012: o;ﬁk;ir;g')w 0/100/1000BASE-T (RJ-45) ansa yaaneHHoro ynpas

6 00B MES5310-48 yn aBnyeHEe oc E(;TBI'IFIeTCFI Mo ceTu, pa3genbHo C KaHaioM nepesayn
MES5410-48 aEHbIX yi / P33A PeA
MES5400-48 A ;

7 > USB-ropT.
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MES35001-08P KpoHLWTeNH Ansa ycTaHoBKK ycTpoicTea Ha DIN-peitky.
8 KpoHwTeitH MES35001-10P

MES35001-8P8F

2.4.3 bokoeble naHenu ycmpolicmea
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PucyHok 62 — Jlesaa 6okoBas naHens MES2300-08P
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PucyHokK 63 — fleBaa 6okoBas naHenb MES2300-24, MES2300B-24, MES2300-24P
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PucyHok 64 — Jlesaa 60okoBan naHenb MES2300-24F
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PucyHok 65 — NpaBas 6okosan naHenb MES2300-24F
o ® @
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PucyHoK 66 — JleBass 60KoBaa naHenb MES2300B-24F
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PucyHok 67 — JleBas 60KoBan naHenb MES2300D-24P
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PucyHok 68 — JleBasa 60KkoBan naHenb MES2300DI-28
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PucyHok 70 — JleBasa 6okoBas naHenb MES2300B-48
o
® o

PucyHok 71 — JleBasi 6oKoBana naHenb MES3300-24

folouisossioscesiecsic sy ° °
COU0000000000000000
IO e e e O e
OOT0UB0000000D00BE o ° |®
PucyHok 72 — JleBaa 60koBas naHenb MES3300-08F
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PucyHok 73 — JleBaa 60koBas naHenb MES3300-16F
(e o ® ® |®
dﬂf o ® @

PucyHok 74 — lesaa 6okoBan naHenb MES3300-24F
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PucyHok 75 — JleBas 6oKkoBan naHenb MES3300-48
Ethernet-kommymamops! cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 65

MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

@®

®

PucyHok 76 — flesaa 6okoBas naHenb MES5316A, MES5324A, MES5332A
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PucyHok 79 — /leBas 6okoBasa naHenb MES5300-24
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PucyHok 80 — Jlesaa 6okoBas naHenb MES5300-48, MES5305-48, MES5310-48
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PucyHok 81 — flesaa 6okoBas naHenbs MES5400-24, MES5400-48
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PucyHok 82 — NpaBasa 6okosas naHenb MES5300-24, MES5400-24, MES5400-48
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PucyHok 83 — NpaBas 6okosan naHenb MES5410-48
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PucyHok 84 — NpaBasa 6okosas naHenbs MES5500-32

Ha 60KOoBbIX NaHeNAxX yCTPOMCTBA PACMONOMKEHbI BEHTUIAUMOHHbIE peleTKU, KoTopble CAy»KaT A
oTBOAa Tenna. He 3akpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUS MOCTOPOHHUMMK MpegMeTamu. ITO MOXKeT
NPWBECTU K NeperpeBy KOMMNOHEHTOB YCTPOMCTBA W Bbi3BaTb HapyLLeHUs B ero pabote. PekomeH4auumn no
YCTaHOBKE YCTPOMCTBA PACNOJ/IOKEHbI B pa3genie «YCTaHOBKA M NOAKAOYEHUE Y.

2.4.4 Csemosasa uHOUKayusa

CocTonAHue uHtepdeiicos Ethernet nHaMumpyeTca AByms ceeToanmoaHbIMU MHAMKaTopamu, LINK/ACT
3esieHoro ugeta u SPEED aHTapHOro useTta. PacnosioxeHne CBETOANOA0B NOKA3aHO HAa PUCYHKAX HUXKe.

Link @ O Speed
T ol

]

PucyHok 85 — BHeluHuMIA BUA oamMHapHoro pasbema SFP/SFP+

Yo C

HVA VA

LINK/ACT SPEED

PucyHOK 86 — BHellHKI1 BUA cABOeHHOro pasbema SFP/SFP+/SFP28

LINK/ACT SPEED

PucyHok 87 — BHewHUI BUA pasbema RJ-45

Ethernet-kommymamopbi cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 67
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LINK/ACT ~ SPEED

PucyHok 88 — BHewHMi1 BMuA, pa3bema QSFP+ n QSFP28 ana MES5300-48, MES5305-48, MES5310-48,
MES5400-xx, MES5410-48

Ona  mopenn MES5500-32 coctoaHne wuHTepdeiicoB QSFP28 wunHAuUMpyeTca YeTblpbmMs
CBETOANOAHBIMU MHANKATOPAMMU 3€/1€HOTO0 U AHTAPHOTO LBETOB: AaHHblE MHAMKATOPbI MOTYT MPUHUMATb
Kak posb LINK, Tak u SPEED, ux coctoaHuma onucaHbl B Tabanuax 19, 20, 21. na KaxA0ro pexknma paboTbl
nopta MHAMKATOPbl MMEKT pas3/IMYHOE HasHauyeHwe. Beumay storo B Tabnmuyax 19, 20, 21 paHHble
WMHAMKATOPbI 6yAyT NPpOHYMEepPOoBaHbl Kak «MHAMKATOP 1», KMHAMKATOP 2%», KMHAMKATOP 3», <MHAUKATOP 4».

CocTtoaHue wuHTepdelicoB XG-NOpPTOB WMHAMUMPYETCA LBYMA CBETOAMOLAHLIMW MHAMKATOPaMM,
LINK/ACT 3eneHoro useta v SPEED saHTapHOro uBgeTa. PacnosioykeHne CBETOAMOA0B MOKa3aHOo Ha PUCYHKax
HUxe.

1AV
O0O0O0

WMupukatop 1

WHaukatop 2

xS

Nupmkatop 4
WHaukaTtop 3

WMHaukaTtop 1

WMugukaTtop 4

WMHaukaTop 2

0000

NHaunkaTop 3

PucyHok 89 — BHelwHM BUA pasbema QSFP+ n QSFP28 ana MES5500-32

Tabnunua 14 — CeBeToBan MHAMKALMA COCTOAHMA MHTepdeicoB QSFP28

CeeyeHue uHOUKamopa

CeeyeHue uHOUKamopa

CocmosHue uHmepdgelica Ethernet

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKNOYEH AN COEAUHEHUE HE YCTaHOB/EHO.
BbikntoueH [opuT nocTtoAHHO YcTaHOBMEHO coeanHeHMe Ha ckopocTu 40 Feut/c.

[opuT NoCTOAHHO

opuT nocToAHHO

YcTaHOB/IEHO coeAnHeHne Ha ckopocTu 100 M6ut/c.

X

MwuraHune

MaeT nepegaya AaHHbIX.
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Tabnuua 15 — CBeToBasA MHAMKaLMA COCTOSHUA MHTepdeincos SFP28

BbikntoyueH BbikntoueH MopT BbIKNOYEH MW COeANHEHUE HE YCTaHOBEHO.
BbikntoueH [opuT NnocToAHHO YcTaHOB/EHO coenHeHne Ha ckopocTu 1 Méut/c.
BbikntoueH loput nocTtoAaHHO YcTaHoBeHO coeaguHeHue Ha ckopoctu 10 Meut/c.
lopwuT nocTtoAHHO [opuT nocToAHHO YcTaHOB/IEHO coeAnHeHMe Ha cKkopocTu 25 Feut/c.
X Mwuranune MaoeT nepepava gaHHbIX.

Tabnunua 16 — CBeToBaA MHAMKALMA COCTOAHUA UHTepdelicos SFP+

BbIkntoyeH BbikntoueH MopT BbIKNOYEH AN COeANHEHME HE YCTaHOBJ/IEHO.
BbikntoueH opnT nocToAHHO YcTaHoOB/IeHO coeanHeHne Ha ckopocTu 1 Iéut/c.
FopnT nocToAHHO FopuT nocToAHHO YcTaHoBeHO coeanHeHne Ha ckopocTu 10 Méut/c.
X Mwuranune MpoeT nepepaya AaHHbIX.

Tabnunuya 17 — CBeToBan MHAMKaLMA COCTOSHUA UHTepdelicoB SFP

BbikntoueH BbikntoueH MopT BbIKNOYEH AN COEAUHEHUE HE YCTaHOB/IEHO.
BbikntoyeH [opuT nocToAHHO YcTaHOB/IEHO coeanHeHne Ha ckopocty 100 M6ut/c.
FopnT NnocToAHHO FopuT NnocToAHHO YcTaHoOB/eHO coenHeHne Ha ckopocTu 1 Méut/c.

X MwuraHune MpoeT nepegava gaHHbIX.

Tabnuua 18 — CeeToBaA MHAMKaLMA cocToaHUA Ethernet-nopTtos 10/100/1000BASE-T

BbikntoueH BbikntoueH MopT BbIKNOYEH MW COEANHEHNE HE YCTaHOBNEHO.

YcTaHoOBNEHO coeauHeHWe Ha ckopoctu 10 M6uTt/c

BbikntoyeH lopuT NocToAHHO

P nnamn 100 M6ut/c.
lopuT nocToAHHO FopuT NOCTOAHHO YcTaHOB/IEHO coeanHeHne Ha ckopoctu 1000 MéuTt/c.
X MwuraHune NpeT nepepava gaHHbIX.

Tabnnuya 19 — CeeToBan MHAMKaLMA cocTosHUA MHTepdelicos QSFP28 ans MES5500-32

MopT BbIKAOYEH WAM cOoeuHeHUe He
YCTaHOB/1E€HO.

BbikntoueH BbikntoueH BbikntoueH BbikntoueH

Ethernet-kommymamops! cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8PSF, MES5312, MES5316A, 69
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loput loput loput
YCTaHOB/NEHO cOoeAMHEHNEe Ha CKOPOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO BbikntoueH
40 réut/c.
3e1eHbIm AHTApPHbIM AHTAPHbIM
lopur lopur lopur loput
YcTaHOB/NEHO coeMHEHNEe Ha CKOPOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO
100 réut/c.
3e/1eHbIM AHTApPHbIM AHTapPHbIM AHTAPHbIM
MwuraHune X X X MpoeT nepepaya gaHHbIX.

Tabnunua 20 — CBeToBas UHAMKAUMA cocTossHUA nHTepdelicoB QSFP28 ana MES5500-32 B perkunme pacluen-
neHus

CocmosHue uHOuUKamopa
CocmosHue uHmepdgeiica Ethernet

UHdukamop 1 | UHOuKamop 2 UHOukamop 3 | UHOukamop 4

MopT BbIKAOYEH WU COeAMHEHWEe He
BbikntoyeH BbikntoyeH BbikntoueH BbikntoyeH

YyCTaHOBJIEHO.
loput lopur lopur lfoput

YCTaHOB/IEHO COeAMHEeHUEe Ha CKOpPOCTH
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO 1 T6uT/c
3e1eHbIM 3en1eHbIm 3es1eHbImM 3e/1eHbIM ’
lopur lopur lopur loput

YcTaHOB/NEHO coeuMHEeHNe Ha CKOpOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO

10 réwur/c.
3e/IeHbIM 3e/IeHbIM 3e/IeHbIM 3e/IeHbIM
lopwut loput loput lfoput

YCTaHOB/IEHO COeAMHEeHNe Ha CKOpPOCTH
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO 25 [6uT/c
3e1eHbImM 3en1eHbIm 3es1eHbIM 3e/1eHbIM ’
MwuraHune MwuraHune MwuraHune MwuraHune MpoeT nepepaya AaHHbIX.

Tabnnua 21 — CeeToBan MHAMKALMA COCTOAHMA MHTepdeicoB SFP+ ana MES5500-32

CeeyeHue uHOUKamopa CeeyeHue uHOUKamopa

CocmosHue uHmepdgeilica Ethernet

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKAIOYEH UAW COeAMHEHWNE He YCTaHOBNEHO.
BbikntoyeH lopuT NocToAHHO YcTaHoB/IEHO coeguHeHme Ha ckopoctn 1 Féut/c.

[opuT NOCTOAHHO [opuT noctoAHHO YcTaHOB/IEHO coeanHeHue Ha ckopocTu 10 Meut/c.

X Mwuranue MpoeT nepegava gaHHbIX.

WHaukatop Unit ID (1-8) cny»uT ana obosHayeHMa HomMepa YCTpoKCTBa B cTeke. CUCTEMHble
nHaunkatopsbl (Power, Master, Fan, RPS) ciykaT ans onpegeneHna CocToaHnA paboTbl Y3108 KOMMYTaTOPOB.

Tabnnuya 22 — CBeToBan MHAMKALMA CUCTEMHbIX UHAMKATOPOB

HaseaHue PyHKYUA -
CocmosHue uHOuKamopa CocmosHue ycmpolicmea
UHOUKamopa UHOUKamopa
BbikntoyeH MuUTaHKe BbIK/IOYEHO.
o MWTaHWe BKAOYEHO, HOPMabHan
3eneHblit, FopUT NOCTOAHHO o
pa6ota ycTpoicTea.
CocrosaHue OTcyTCcTBME NEPBUYHOMO NUTAHUA
Power MCTOYHMKOB MES5312 Opatsesuiji | OCHOBHOTO MCTOMHUKa (Npwn nuTaHWUK
nuTaHuAa MES5316A YCTPOWCTBa OT pe3epBHOro
MES5324A MCTOYHMKA).
MES5332A o
KpacHblit ABapus BTOPUUYHOIO UCTOUYHMKA.
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MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300DI-28
MES2300B-24F
MES2300-24P
MES2300B-48

KpacHbiin

ABapwus BTOPUYHOIO NCTOYHUKaA.

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

KpacHbiin

OTcyTCTBME NEPBUYHOMO NUTAHMUSA
OCHOBHOTO MCTOYHMKA (NPU NUTAHMM
YCTPOWCTBA OT pe3epBHOI0 UCTOYHMKA)
WM aBapus BTOPMYHOTO UCTOYHUKA.

Mpu3Hak . YCTpOICTBO ABNAEGTCA «MacTeEPOM» B
BeayLLero 3eneHbln, rOpUT NOCTOAHHO cTeke
Master yul ~
YCTPOMCTBa Npu YCTPOWNCTBO He ABNAETCA KMacTepom»
BbikntoyeH
paboTe B cTeke B CTEKe.
3enenbii, Bce BHYTpeHHMe cucTembl paboTatoT B
MES2300-24F roput LITaTHOM peskmme
MES2300B-24F NOCTOAHHO '
MES2300-24P Bo3moKHaA HencnpaBHOCTb
MES2300D-24P KpacHbii, BEHTUNATOPOB, BbICOKAA Temneparypa
" MES2300B-48 roput Ha O4HOM M3 TEPMOAATYNKOB.
HAMKATO
stat A P MES2300-48P NOCTOSAHHO OwwnbKkn PoE (TonbKo gnn
atus COCTOAHMA
. MES2300-48P).
yCTpoWncTBa -
3eneHobin,
MES2300-08 - Bce BHyTpeHHMe cucTembl paboTatoT B
MES2300-08P HOF()ZTOHHHO LWTAaTHOM pexume.
MES2300-24 "
KpacHbin,
MES2300B-24 FODUT BbicOoKaa TemnepaTtypa Ha O4HOM 13
MES2300DI-28 P TEPMOAaTYMKOB.
NOCTOAHHO
CocTosiHMe 3eneHblii, ropuT NOCTOAHHO Bce BEHTUAATOPbI UCNPABHbI.
Fan BEHTMUNATOPA . OTKa3 oaHoro nau bonee
KpacHbIn, ropnT NOCTOAHHO
oxnaxaeHusa BEHTU/IATOPOB.
Pe3epBHbIN MCTOYHUK YCTAHOBJ/IEH,
3eneHbli, rOpUT NOCTOSHHO nUTaHWe BKAOYEHO, paboTaeT
Pexum paboTbl
HOPMaJbHO.
e3epBHOro
RPS pesep OTCcyTCTBME NEPBMUYHOIO NUTAHMA
WCTOYHMKA .
KpacHbIi, ropuT NOCTOAHHO pe3epBHOro UCTOYHMKA UK ero
nuTaHna
HEWCNPaBHOCTb.
BbikntoyeH Pe3epBHbIN UCTOYHUK HE MNOAK/IOYEH.
3eneHbli
ropuT ! MNogkntoueH notpebutens PoE xoTa 6bl
PoE B OAVH NoprT.
MES2300-08P MOCTOAHHO
KpacHbin
CocrosaHue PoE MES2300-24P r: " ’ ABapusa PoE (nopT B cocToAHMM
P neperpysku, rnobanbHana asapus PoE).
NOCTOAHHO
BbikntoueH MNoTpebutenn PoE He noaKNtOYEHbI.
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3eneHbln, AKB nogKkntodeHa, NuTaHue B HOpMme.
roput
NOCTOAHHO
3eneHbin, AKB 3apsakaeTca.
muraet
Battery CoctoaHne AKB MES2300B-24F MUraeT ’
MES2300B-48 " =
KpacHbin, Hu3kmn yposeHb 3apaga AKB.
muraet
KpacHbin, ABapus PTE (pacuenuTtens Toka
roput batapenm).
NOCTOAHHO
BbikntoyeH AKB oTKto4eHa.
3eneHbln,
ropuT BNOK NUTaHMA yCTaHOB/IEH B C/IOT,
nuTaHWe BK/OYEHO.
NOCTOAHHO
ps1 | Comommero | ME230048P | e e
nutaHua Main MES2300D-24P ! ’
ropur YCTQHOB/IEH B CNOT, MUTaHME
NOCTOAHHO BK/IHOYEHO, HO MMeeTCA
HEeUCNpPaBHOCTb.
BbikntoyeH BNOK NUTaHWA He YCTaHOB/IEH B CNOT.
3eneHsbin,
ropuT BnoK NUTaHWA yCTaHOBAEH B C/1OT,
NUTaHWE BKIKOYEHO.
NOCTOAHHO
N L TP P
MES2300D-24P ! ’
pPS2 Redudant ropur YCTQHOB/IEH B C/OT, MUTaHME
NOCTOAHHO BK/IIOYEHO, HO MMeeTCA
HEWCNPaBHOCTb.
BbikntoyeH BNOK NUTaHWA He yCTaHOBAEH B C/OT.
3eneHbll,
roput MNopgaHo nutaHue Ha BBog PWR1.
PWR1 UHamnKaTopbl NOCTOAHHO
COCTOAHMA BbikntoyeH MutaHue Ha BBog PWR1 He nogaHo.
nTakHua 3eneHbll,
ycTpoicTea roput MopaHo nuTaHue Ha BBoa PWR2.
PWR2 NOCTOAHHO
BbikntoueH MutaHue Ha BBog PWR2 He noaaHo.
Kpackbii, InobanbHasa aBapua PoE-KoHTpoanepa
UHankaTop MES35001-08P ropur (He oTBeuaet PoE-koHTponnep).
Alarm aBapui MES35001-10p | [1OCTOAHHO
MES35001-8P8F BbikntoyeH HopmanbHasa paboTa ycTpoicTea.
KpacHbin,
NHamkaTop ropur Meperpes ycTpoiicTBa.
Temp Temneparypbl NOCTOAHHO
BbIkntoyeH HopmanbHasa paboTa, neperpesa Her.
fsss:bm’ MNogkntoyeH I'IOTD?6MTenb PoE B
PoOE NHamKaTopbl HOCTOAHHO COOTBETCTBYIOLLMI NOPT.
cocTtoaHuAa PoE
MoTpebutenb POE He noaKAtoYeH B
BbIkntoyeH o
COOTBETCTBYIOLLMI NOPT.
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2.5 KomnnekTt nocraBKku

B 6a30BbIii KOMMNAEKT NOCTAaBKM BXO4AT:

— Ethernet-kommyTatop;

— KomnnekKT Kpenexa B CTOMKY;

— WHyp nutaHus EBpoBunka-Cl3, 1.8m (Tonbko ana MES2300-08, MES2300-08P, MES2300-24,
MES2300B-24, MES2300B-24F, MES2300-24P, MES2300B-48);

— WHyp nutaHma MBC 2x1.5, 2m (Tonbko ana MES2300B-24, MES2300B-24F, MES2300B-48,
MES3500I1-08P, MES3500I-10P);

— Pa3bem KabenbHol yactm 2EDGK-5.08-02P-14-00AH — 2 wr. (Tonbko ana MES35001-08P,
MES3500I-10P, MES3500I-8P8F);

— Pa3sbem KabenbHoi yactn 2EDGK-5.08-03P-14-00AH — 1 wrT. (Tonbko ana MES35001-08P,
MES3500I-10P, MES35001-8P8F);

— [MamAaTKa 0 AOKYyMeHTaumu;

— CepTuduKaT COOTBETCTBUSA;

— MNacnopr.

Mo 3aKa3y NoKynaTens B KOMM/IEKT MOCTaBKM OMUMOHANbHO MOTYT BbITb BK/IOYEHbI:

— PykoBoacTtBO no sKkcnayataunm Ha CD-gucke;

— KoHconbHbIN Kabenb;

—  Mogaynb nutanna PM160-220/12 (ana MES3300-08F, MES3300-16F, MES3300-24, MES3300-24F,
MES3300-48, MES5312, ans cepun MES53xxA, MES5300-24, MES5400-24);

— Moaynb nutaHma PM350-220/12 (ana MES5300-48, MES5305-48, MES5310-48, MES5400-48);

—  Mogaynb nutaHma PM600-220/12 (ansa MES5410-48, MES5500-32);

— Mogaynb nutaHusa PM450-220/56 (ana MES2300D-24P);

— Mogaynb nutaHma PM950-220/56 (ans MES2300-48P);

— WHyp nwuTaHua EBpoBunka-Cl3, 1.8m (B c/iyyae KOMNAEKTAUUM MOAY/NEM MNUTAHUSA
PM160-220/12, PM350-220/12, PM600-220/12 nnu PM950-220/56);

—  Mogaynb nutaHmMa PM100-48/12 (ana MES3300-08F, MES3300-16F, MES3300-24, MES3300-24F,
MES3300-48, MES5312, ans cepun MES53xxA);

— Mogaynb nutaHma PM160-48/12 (ans MES5300-24, MES5400-24);

—  Moaynb nutaHma PM350-48/12 (ana MES5300-48, MES5305-48, MES5310-48, MES5400-48);

—  Moaynb nutaHmua PM600-48/12 (ana MES5410-48, MES5500-32);

—  Moaynb nutaHma PM950-48/56 (ana MES2300-48P);

—  LWHyp nuTaHua NBC (B cnyvae KOMNAeKTaLMK mogynem nutaHmsa PM100-48/12, PM160-48/12,
PM350-48/12, PM600-48/12 unn PM950-48/56);

— SFP/SFP+/SFP28/QSFP+/QSFP28 TpaHcuBepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasaene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHMA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

3.1 KpenneHue KPOHWTENHOB

B KOMNAEKT NOCTaBKW YCTPOMCTBA BXOAAT KPOHLITENHDbI A5 YCTAaHOBKM B CTOMKY M BUHTbI A41A Kpen-
JIEHMA KPOHLUTEMHOB K KOPMYCY YCTPOMCTBA. Ha KpOHLWTEMNHAX Pacno/IOXKEHbI LWECTb KPENEXKHbIX OTBEPCTUN
A5 Pa3HbIX BAPUAHTOB KPEMJIEHMA, YTO NO3BOJIAET PEryIMPOBATb PACCTOAHME MeXAY nepeaHel NaHe N bto

W aBepuen cepBepHoro WwKada (pucyHkn 73—75). Ona yCTaHOBKM KPOHLWTENHOB BbibepuUTe OAUH U3 Bapu-
aHTOB KpenneHusa:

PucyHok 91 — BapuaHT KpenaeHua KpoHWwTenHoB No2

1. CoBmecTtuTe BblibpaHHble YeTblpe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TAKUMU Ke OTBep-
CTUAMKM Ha BOKOBOW MaHen yCTPOICTBA.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMYyCY.

3. MMosTopuTe geicTeua 1, 2 Ans BTOPOro KPpoHLWTENHa.
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)

PucyHok 92 — BapuaHT KpenneHua KpoHwTenHos ana MES5410-48, MES5500-32

Ons petaneit KpoHWTeMHA NpeaycMOTPEHO HECKOJIbKO MOJIOKEHUIA, 3aBUCALUMX OT TNyOUHbI
NCNosib3yeMon CTOMKU. MuHMManbHasa rnybuHa, Ha KOTOPYH PacCyMTaH KpPOHWTEWH — 537.5 mm,
MaKcumanbHaa — 787.5 mm.

1. BbibepuTte HeobxoaMMOeE NonoxeHne aetann 1 (aBa BapuaHTa nonoxeHus). CoemecTtute ye-
Tblpe OTBEPCTUA HA AeTann 1 ¢ YeTblpbMA OTBEPCTUAMM Ha BOKOBOW NaHenu yctpoicTea. C
NMOMOLLbIO OTBEPTKU NPUKPENUTE AeTaslb KPOHLITENHA BUHTAMM K KOpMycy.

2. BblbepuTe HEObX0AMMOE NONOXKEHME AeTanu 2 (4,Ba BapmaHTa nosoxeHusn). CoBmectuTe Bo-
CeMb OTBEPCTUIA Ha AETaNN 2 C BOCEMbIO OTBEPCTUAMM HA BOKOBOM NaHenwu yctpoiictea. C
NMOMOLLbIO OTBEPTKU NPUKPENUTE AeTaslb KPOHLITENHA BUHTAMM K KOpMycy.

3. BblbepuTe HeObX0AMMOE NONOXKEHME AeTanu 3 (Y4eTbipe BapmaHTa noioxeHus). Coemectute
TPW OTBEPCTUA Ha AeTann 3 C TaKUMM Ke BbIOpPaHHbIMM OTBEPCTUAMM Ha aeTanu 4. C nomo-
b0 OTBEPTKU COEAUHUTE AETaNN BUHTAMM C BHYTPEHHEW CTOPOHbI KPOHLWITEMHA, 3aKpy4m-
BaA TO/IbKO KpaHWE BUHTbI.

4. MNostopute warn 1-4 c apyroit 6GOKOBOWM NaHENbIO YCTPOMCTBA.

5. [anee npou3BoAUTCA YCTaHOBKa YCTPOWCTBA B CTOMKY (CM. pa3gen 3.2).
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3.2 YcTaHOBKA YCTPOICTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicme MES2300-xx, MES3300-xx, MES5312, MES53xxA,
MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-xx

[nAa yCTaHOBKM YCTPOICTBA B CTOMKY:

1. Mpunoxute ycTpoCTBO K BEPTUKA/IbHBIM HAMPaBAAIOLLMM CTOMKM.

2. CoBMeCTUTE OTBEPCTMA KPOHLWTEMNHOB C OTBEPCTMAMM Ha HaNpPaBAAIOWMX CTOMKK. Mcnonb-
3yliTe OTBEPCTMA B HaNpaBAAOWMX Ha OAHOM YpPOBHEe C 0H6enx CTOPOH CTOMKM, ANA TOro
4yTObbI YCTPOMCTBO PaACcno/iarasocb ropn3oHTasbHO.

3. CnomoLlbto OTBEPTKMU MPUKPENNTE KOMMYTATOP K CTOMKE BUHTAMMU.

\Wﬁﬁﬁﬁﬁﬁﬁ

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ/

PucyHOK 93 — YcTaHOBKa YCTPOICTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicme MES5410-48, MES5500-32

Ona yctaHoBkM ycTpoiicte MES5410-48, MES5500-32 B CTOMKY:

3aduKcnpyiite getanb 4 Ha HanpaBAAOLWEN CTOMKU C NOMOLLbIO BUHTOB.

BcTaBbTe YCTPOMCTBO B CTOMKY, MCMO/Ib3YA AeTasb 3 KaK HAaNpaBAAoLLYHO.
3aduKcnpyiite getanb 1 Ha HanpasBAAOLWEN CTONKN.

Mcnonb3ysa oTBepTKY, 3aPUKCUPYINTE LEHTPAIbHbIN BUHT, COeAMHAOWMI geTanm 2 u 3.

PwnNpeE
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I iniaintatainl

PucyHok 94 — YcTaHOBKa yCTpoICTBa ME55500-32 B CTOMKY

3.2.2 PasmeweHUe KOMMymamopos 8 cmoiike

Ha pucyHKe HUXe NnpuBegeH Npumep pasmelleHna kommyTtatopos MES5312 B cTolike.

o MES-5312 N1 o
(o] KabenbHbiii opraHaiisep o
o] MES-5312 N2 o
(o] KabenbHblit opraHaiiaep o
o MES-5312 N3 °
o KabenbHbiii opraHansep o
o MEsssizna o
(o] KabenbHbiit opraHaiisep o]
o] MES-5312 N5 )
o KabenbHblii opraHaiisep o

PucyHok 95 — PasmeleHne KommyTaTtopoB MES5312 B cToike

AHaNOrM4yHO NPOUCXOAUT pa3mell,eHUe OCTasibHbIX KOMMYTaTOPOB B CTOliKe.

'] He 3aKpbliBaliTe BEHTUNALUOHHDbIE OTBEPCTUA, a TaKKe BEHTUNATOPbI, PACNO/IO}KEHHbIE HA
' 3aAHel NnaHenu, NOCTOPOHHUMM NpeaMmeTamMmu Bo M3berxkaHue neperpesa KOMMNOHEHTOB KOM-
MyTaTopa U HapyLweHuA ero paboTbl.
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3.2.3 Ycmaroeka ycmpoiicme MES35001-08P, MES3500I-10P, MES35001-8P8F Ha
DIN-peliky

Ycrpoicrsa MES35001-08P, MES35001-10P, MES3500I1-8P8F ycraHaBnnBaeTca BepTUKanbHO,
e TaK KaK 60KoBble naHean obecneunBaloT TENJ1I00TBOA,

[ns yctaHoBKK ycTpolicTBa Ha DIN-peliky:

1. HaKnoHWUTb Kopnyc yCTpoWCcTBa BEpPXHEn YacTbio oT ceba M npunoxutb K DIN-pelike Tak,
YTOObI €€ BEPXHAA KPOMKA OKa3asacb 3a NPOBOIOYHON NPYHKUHOMN.

2. HapasuTb Ha KOPMNYyC YCTPOICTBA CBEPXY.

3. He cHMMas gaBneHus, NpUXKaTb HUMKHIOK YacTb Kopnyca ycTpoiictea K DIN-peitke go 3a-
LLeIKUBaAHMA.

Ona pemoHTaxKa yctponctea ¢ DIN-peiiku:

1. HapaBuTb Ha KOpMycC YCTPOMCTBA CBEPXY.
2. He cHMMaA faBneHua, NOTAHYTb HUMKHIOK YacTb YCTPOMCTBA Ha cebs.
3. [lpunoaHAas Kopnyc, CHATb ycTporcTBo ¢ DIN-peliku.
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3.3 YcraHOBKa moagynei NnUTaHUA

KommyTaTtop moxkeT paboTaTb C OAHUM UM ABYMA MOAY/IAMU NUTAHUA. YCTaHOBKA BTOPOro mMoayn
NUTaHWA HeobxoaMMa B C/y4ae MCMNO/b30BaHUA YCTPOMCTBA B YCAOBUAX, TPEOYIOWMX MOBbILEHHOM
HageXHoCTHU.

MecTa gns yCTaHOBKM MoOAyNeN MUTAHUA C SNEKTPUYECKOM TOYKM 3pPeHUA pPaBHOLEHHbI. C TOYKM
3pEeHUA UCNOJIb30BAHMA YCTPOMCTBA, MOAY/1b MUTaHMA, HaXo4AWMNCA BAMIKE K Kpato, CYUTAETCA OCHOBHbIM,
6/1MKe K LLeHTPY — pe3epBHbIM. Moaynu NMTaHUA MOTYT YCTaHABAMBATLCA U M3BIeKaTbCA H6e3 BbIK/IoYeHUA
ycTpoicTea. [pu  yCTaHOBKE WAM  U3BAEYEHUW [AOMOJIHUTE/IBHOrO MOAYASA MNUTAHUMA KOoMMyTaTop
npoaonxaet paboty 6e3 nepesanycka.

’ ' Mepea 06cny>KMBaHMEM U3AENNA, PEMOHTOM UAN APYFMMM aHANOTUUHBIMU AEeNCTBUAMM OT-
e K/IlOUMTE U3genmne ot BCeX UCTOYHUKOB NUTaHUA.
. BNOKM NUTaHUA A,0MKHbI 6bITb BCTaBAeHbl B KOMMYTaTOp A0 ynopa. Mpu nogkntouenum 6.10-
’ KoB nutaHua PM600-48/12, PM600-220/12, PM950-48/56, PM950-220/56 pomxeH 6biTb
-

C/IbllLUEH WeN4yoK.

PucyHoK 96 — YcTaHOBKa Mmoaynel nuTaHuA

CoctosiHMe Mmoaynei MUTaHUMA MOXKET OblTb NPOBEPEHO MO MHAMKALMM Ha nepefHen naHenm
KommyTaTopa (cm. pasgen 2.4.4) wav nNo AmMarHoCTMKe, AOCTYMHOM yepe3 uHTepdeicbl ynpasieHus
KOMMYTaTOpPOM.

UHauKauma asapum moayna nUTaHUA MoXKeT 6bITb BbI3BaHA HE TO/IbKO OTKA3oMm mopayna, HO
ol n OTCyTCTBMEM NepBUYHOIo NUTaHuA.

3.4 MNopgKnuyeHUe NUTaloLWen cetTm

1. Mpexae 4yem K yCTpOMCTBY OyAeT MOAKAOYEHA NUTAlOWAA ceTb, HEOOXOAMMO 3a3eMNTb
KOpMnyc yCTPOICTBa. 3a3emneHne HeobxoAMMO BbIMONHATb U30/IMPOBAHHBIM MHOTOXW/Ib-
HbIM MPOBOAOM. YCTPOMCTBO 3a3eMJIEHUA U CeYEHME 3a3eM/IAIOLLErO NPOBOAA AOJIXKHbI CO-
oTBeTCTBOBaTb TpeboBaHuam MY3.
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’ MoaknoueHUe AO0MKHO OCYLLLEeCTBAATLCA KBanMdJMU,MpOBaHHbIM cneynanncTtom.
radl

2. Ecav npeanonaraeTcA NOAKNIOYEHME KOMMbIOTEPA MAM MHOTO 0BOPYAOBaHUA K KOHCOAb-
HOMY NMOPTY KOMMYTATOPa, 3TO 060PYyA0BaHUE TaKKe AOMKHO ObITb HALEKHO 3a3eM/IEHO.

3. TMopkntoumTe K yCTPOMCTBY Kabenb NUTaHMA. B 3aBMCMMOCTM OT KOMMJIEKTALLMMU YCTPOMCTBA,
NMUTaHME MOXKET OCYLLLECTBNATLCA OT CETU NEPEMEHHOTO TOKa IMB0 OT CETU NOCTOAHHOTO TOKA.
Mpn NOAKNIOYEHUN CETU NMEPEMEHHOro TOKa CleAyeT MCMO/Ib30BaTb Kabenb, BXOAALLMIA B
KOMNIEKT ycTponcTea. Mpu NOAKAOYEHMM K CETU NMOCTOAHHOFO TOKa MCMO/b3yiTe NPOBOA,
ceyeHrem He meHee 1 Mm% 1 cobntoaaiTe NONAPHOCTb, YKa3aHHYIO Ha 6/10Ke NUTaHKA.

Bo usbekaHue BO3HMKHOBEHMUA KOPOTKOrO 3aMblKaHUA NPU NOAKAIOYEHUU K CETU NOCTOAH-
HOro TOKa PEKOMEeHAYEeTCA NPOU3BECTU 3aUUCTKY NPOBOAA HA AJIMHY 9 MM.

.‘

Llenb NUTaHMA NOCTOAHHBIM TOKOM A,0/1)KHA COAEPKaTb YCTPOUCTBO OTKAIOUEHUA NUTAHUA C
dusnyeckum pasbeguHeHMeM coeanHeHUn (BbiK/loYaTeNb, pa3bem, KOHTAKTOp, aBTOMaTH-
YEeCKU BbIKAOYATENb U T.N.).

.‘

4. BKNOYMTE NUTaHMeE YCTPOMCTBA U ybeanTecb B OTCYTCTBMM aBapuiA MO COCTOSHUIO MHAMKATO-
pOB Ha NepeaHen naHenw.

3.5 YcraHoBKa u yaaneHue SFP-TpaHcuBepoB

TonbKo gna MES5500-32: Bo u3berxkaHue noBpeXxAeHUA yCTPOMCTBA NPU OAHOBPEMEHHOM
ucnonb3oBaHum noptoB XG1 n XG2 HeobxoaMMo Mcnonb3oBaTb SFP+ TpaHcuBepbl ¢ TUNOM
pasbema LC unun SFP+ Direct Attached Cable (DAC).

.‘

/ YcTaHOBKa ONTUYECKUX MOAynEﬁ MOXET NPpon3BoaAnUTbCA KaK Npu BbIK/ZIIOYEHHOM, TaK U NpU
BK/IIOYEHHOM yCTpOﬁCTBe.

1. BcTaBbTe BepxHUit SFP-moaynb B CIOT OTKPbITOM YacTbio pa3bema BHU3, @ HUXKHNI SFP-mo-
OyNb OTKPLITOM YacTblO pa3bema BBEPX.

PucyHok 97 — YcTtaHoBKa SFP-TpaHcmBepos
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2. Hapasute Ha moaynb. Koraa oH BCTaHET Ha MECTO, Bbl YC/bILIWUTE XapaKTEPHbIN LENYOK.

PucyHok 98 — YcTtaHoBneHHble SFP-TpaHcuBepbl

[na yapaneHus TpaHcueepa:

1. OTkpoiiTe 3aLeNKky Moayns.

PucyHok 99 — OTKpbITHe 3awenkn SFP-TpaHcuBepos

2. W3BnekuTe Mmogynb U3 cNoTa.

PucyHok 100 — N3BneveHune SFP-TpaHcuBepoB
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4 HAYANIbHASA HACTPOMKA KOMMYTATOPA

4.1 HacTtpoiika TepMmuHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynsaumm tepmuHana (HyperTerminal, TeraTerm, Minicom)
N NPOU3BECTMU CAeayroLme HaCTPOMKM:

— BblbpaTb COOTBETCTBYIOLWMI NOCAeA0BaTENbHbINA NOPT;

—  YCTaHOBWUTb CKOPOCTb Nepeaaun aaHHbix — 115200 604;

—  3agaTtb GopMaT AaHHbIX: 8 BUT AaHHbIX, 1 CTONOBbLIM 6UT, 6e3 KOHTPOAA YETHOCTY;

—  OTK/KOYUTb annapaTHoe 1 NPOorpaMmmHoe yrnpasaeHue NOTOKOM AaHHbIX;

— 334aTb pPeXMM 3myaAaumu TepmmHana VT100 (MHorme TepMWHanbHble MPOrpPaMmbl
MCMNONb3YIOT AaHHbINA PEXMM IMYNALMU TEPMUHANA B KAYECTBE PEXKMMA NO YMOHAHUIO).

4.2 BKnwuyeHue ycTpoicTea
YcTaHOBUTb coegnHeHne KOHCOZIM KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenosatesibHoOro

MHTepdDEVICH KOMMNbOTEPQA, HA KOTOPOM YCTAaHOB/1IEHO NMNPOrpaMmmMHoe obecneyeHune IMYyNAUnUnN TEPMUHANA.

BKAouUTb  ycTpoicTBo. [pM  KaXkOoM BK/AIOYEHMM KOMMyTaTopa 3anyckaetcs npoueaypa
«TeCTUPOBAHMA CUCTEMbI NpU BKAOYeHMM» (POST), KoTopasa Nno3BoaseT onpeaennTb paboTocnocobHOCTb
YCTPOICTBA Nepes 3arpy3Koit UCNOHAEMOM NPorpammbl B onepaTMBHYO namaTs (O3Y).

OTtobparkeHune xoaa BbinosiHeHUA npoueaypbl POST Ha KommyTaTopax MES5312:

BootROM 1.43
Booting from SPI flash

General initialization - Version: 1.0.0

Serdes initialization - Version: 1.0.2

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

DDR3 Training Sequence - Ver TIP-1.55.0

DDR3 Training Sequence - Switching XBAR Window to FastPath Window
DDR3 Training Sequence - Ended Successfully

BootROM: Image checksum verification PASSED

ROS Booton: Jun 13 2018 17:16:12 ver. 1.0
Press x to choose XMODEM...
Booting from SPI flash

Tuned RAM to 512M

Running UBOOT...

U-Boot 2013.01 (Jun 22 2018 - 10:36:009)

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.
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CnycTa aBe cekyHAbl Noc/e 3aBeplieHna npoueaypbl POST HauMHaeTcs aBTo3arpysKa nporpammHoro
obecneyeHna KommyTatopa. [aA BbINOAHEHMA chneuManbHbIX Npoueayp UCnoab3yeTca meHto Startup,
BOMTM B KOTOPOE MOXHO, MpepBaB 3arpysKy Haxkatmem Knasuwwu <Esc> wnu <Enter> B TeuyeHue 3TOro
BPEMEHMU.

Mocne ycnewHoOW 3arpy3kM KoMMyTaTopa MOABUTCA CUCTEMHOE npurialeHne uHTepdelica
KOMaHAHoM cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***x** (admin)

console#

/ [na 6bicTporo BbI30Ba CNPaBKM 0 AOCTYMHbIX KOMaHAAX UCMONb3YyiITe KOMBUHaLMIO KNaBUL
<Shift>n <?>.

4.3 3arpy3o4yHoe MeHIo

[na BxoAa B 3arpy3oyHoe MeHIo ciedyeT MOAKAUUTLCA K YCTPOMCTBY Yepes nHTepdelic RS-232,
nepesarpysuTb YCTPOICTBO U B TeYeHMe ABYX CeKyHA nocne 3aseplueHns npoueaypbl POST HaxaTb «ESC»
mnn «<ENTER»:

U-Boot 2013.01 (Jul 05 2021 - 13:21:16) Eltex version: 2014 T3.0 eng dropvét 6.2.2

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupg, 3arpy3o4yHoro meHto:

Startup Menu

[1] Image menu

[2] Restore Factory Defaults
[3] Boot password

[4] Password Recovery Procedure
[5] Back

Enter your choice or press 'ESC' to exit:

Tabnnua 23 — GyHKUMKN MHTepdeica 3arpy304HOro MeHIo

dyHKyua OnucaHue
Image menu BbibpaTb akTMBHbIM 06pa3za cuctemHoro MO.
Restore Factory Defaults BoccTtaHOBUTb 3aBOACKME HAaCTPOMKM.
Boot password YcTaHoBUTL/YAaNUTb Naposib Ha bootrom.
Password Recovery Procedure COpOoCKTb HAaCTPOMKM ayTeHTUPUKALUM.
Back MpoaoKUTb 3arpysKy.
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4.4 Pexunm paboTbl KOMMyTaTOpa

KommyTatopsl cepmin MES2300-xx, MES3300-xx, MES5312, MES53xxA, MES5300-24, MES5300-48,
MES5305-48, MES5310-48, MES5400-xx, MES5410-48, MES5500-32 paboTatloT B peknume CTeKMpoBaHuUA.

CteK QYHKLMOHMPYET KaK egMHOe YCTPOMCTBO M MOXKET 00beANHATb A0 8 KOMMYTAaTOPOB OAHOMN UK
pasHbiX Mogaenei (pernameHTUPOBAHO MaTPULEA CTEKMPOBAHUA), MMEIOWMX CAeaylolme poau,
onpeaensemble Ux nopsaxkosbimm Homepamu (UID):

—  Master (UID ycTtpoiictBa oT 1 A0 8) — c HEero npomncxoamuT ynpasaeHne BCEMU YCTPOCTBAMM B
cTeke. Ponb MOXHO Ha3HauyMTb BCEM YCTPOMCTBAM, HO aKTMBHbIM master npu aTom byaet
OAMH, ocTanbHble byayT GyHKLMOHUPOBATL B posin backup.

—  Backup (UID ycTpoiictea oT 1 ao 8) — ycTpoiicTeo, noadmHaAoweecs master. lybanpyer sce
HAaCTPOMKMK, W, B C/lyd4ae BbIXOAa YNpaBAAlOLWEro ycTpohcTBa M3 cTpos, bepeT Ha cebs
bYHKLMM ynpaBaeHUA CTEKOM. Posib MOXKHO Ha3HAuYMTb MAaKCUMYM CEMMW YCTPOMCTBaM.

— Slave (UID ycTtpolicT oT 1 go 8) — ycTponcTBo, noaunHstoweeca master. He moxkeT pabotatb
B aBTOHOMHOM pexume (ecnm oTcyTcTByeT master). Pofib MOXHO Ha3HauMTb MaKCMMyM
LecTm ycTpomncTeam. [lonycTuma KoppeKTHan paboTa cTeka 6e3 yCTPOMCTB C 4aHHOM Poblo.

DOnsa KOppeKTHOM paboTbl cTeKa HeobXxoaum XOTA 6bl OAWH IOHUT C PONbI0O Master U 0AUH
IOHUT ¢ ponbto backup.

.-

/’- NHTepddeiicbl B peXMme CTEKMPOBAHUA paboTaloT TO/IbKO Ha MaKCUMMaJIbHOM CKOPOCTU UH-
Tepdeiica.

B pexunme CTEKMpPOBAHMA A8 CUHXPOHM3AUMKM KommyTaTopbl MES2300-24, MES3300-24,
MES3300-24F, MES3300-48, MES3300-48F, MES5312, MES5316A, MES5316A rev.C, MES5316A rev.C1,
MES5324A, MES5324A rev.C, MES5324A rev.Cl, MES5332A, MES5332A rev.C ncnonbsytot XG-nopTol, a
KommyTtatopbl MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48,
MES5410-48, MES5500-32 ncnonb3ytot HG-noptbl. [pn 3TOM yKa3aHHble NOPTbI HE y4acTBYIOT B Nepegaye
OaHHbIX. CTeknpoBaTb KommyTaTopbl MES53xXA ¢ KommyTaTopamm MES53xxA rev.C n MES53xxA rev.C1
HEBO3MOXHO BBMAY anmnapaTHbIX Pa3NYMKA 3TUX MOAEeNeln YCcTponcTB. Bo3morkHbl ABe TOMnosoruu
CUHXPOHM3MPYIOLNXCA YCTPOMCTB — KO/IbLEBAsA U /IMHENHaA. PekomeHayeTca MCMNo/b30BaTb KO/bLEBYIO
TONONOTUIO ANA NOBbIWEHNA OTKA30yCTOMUYMBOCTU CTEKA.

KommyTaTopbl nopnep:kusatoT ¢yHKumMoHan NSF (Non-Stop Forwarding) B cTeke. [aHHbIi
dYHKLMOHaN MO3BOIAET MWHMMWM3MPOBATL MOTEPU TPAH3UTHOTO HEMapLIPYTU3MPYyeMoro Tpaduka B
MOMEHT NepeKoYeHNs POAN KOMMyTaTopa ¢ master Ha backup.

MpuHumn pabotbl NSF: B momeHT, Korga backup 6epet ynpasneHue Ha ceba M 3anyckaeT npouecc
AOVHMUMAAM3aUMKM 40 poan master, 3anyckaetca Taimep NSF u pukcmpytotca STP-cTaTycbl NOPTOB, NOPThI
B8 LACP, uneHctBo noptoB Bo VLAN, ckopocTb nopToB M T.4. OcTasibHble HAaCTPOMKU NPUMEHAIOTCA Ha
KOMMyTaTope, CTaBlemM master, B pea/JibHOM BpeMeHMU.

Mpn atom BO Bpema npouecca NSF mameHeHue crtatyca nopTtoB B STP Ha cTeKe MOAHOCTbIO
urHopupyeTtca. TaKkKe 3anpeLLaeTca BbIMOJHEHWE KOMaHZ MPoCcMoTpa KoHOUrypauumn (KomaHgbl “show
running-config, show startup-config” B pexume EXEC), uameHeHMe cCOCTOAHUA MNOPTOB (KOMaHAbI
“shutdown, no shutdown” B KOHTEKCTHOM MeHI0 KOHOUrypauum untepoeiica) n VLAN (komaHaa “vlan 2” B
KOHTEKCTHOM MeHo “vlan database”), ckopocTu noptoB (“negotiation, speed” B KOHTEKCTHOM MEH!O
KOHoUrypaumm wuHTepdelica), ounctka FDB (“clear mac address-table dynamic” B pexume EXEC),
nepesarpyska yctpoictea (“reload” B pexume EXEC), M3meHeHMe uMeHM ycTpoictBa (“hostname” B
pexume rnobanbHOW KoHUrypauuu), BraoueHune/sbikaodeHne STP (“no spanning-tree” B perkmme
rno6anbHoM KoHbUrypaumm).
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Koraa ucrekaeT Talimep NSF, Bce paHee 3adMKCMPOBaHHbIE HACTPOMKM MPUMEHAIOTCA K CTEKy B
peanbHOM BPEMEHMU.

V‘ MNoppepikaHa npouegypa aBToo6HOBAEHMA Ha Bepcuuio MO ¢ master-kommyTaTtopa npu
[06aB/NIeHNM HOBbIX IOHUTOB B YXKe CYLLLECTBYIOLLNIA CTEK.
V‘ Onsa kommyratopos MES2300/3300 pa6ota cTeka u3 4-8 IOHUTOB Noagep>KaHa C BEpCUn
6.6.5.5.
V’- ®dyHKuymoHan NSF (Non-Stop Forwarding L3) 6yaer peanusoBaH OpUEHTUPOBOYHO B
4Q2025.
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Tabnunua 24 — MaTtpuua ctekmpoBaHus ana MES2300-xx
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Tabnuua 25 — MaTtpuua ctekmposaHua ana MES3300-xx
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Tabnunua 26 — MaTtpuua ctekmpoBaHua ans MES53xxA
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Tabnuua 27 — MaTtpuua ctekmpoBaHuma ana MES5300-xx, MES5400-xx, MES5500-32
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Hacmpolika cmekuposaHUs KOMMymamopos

3anpoc KOMaHAHOW CTPOKU MMEET CAeayioWmnii BUA,:

console (confiqg) #

Tabnuua 28 — ba3oBble KOMaHAbl

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

stack configuration links te
te_port | hu hu_port

HasHauuTb MHTepdeincbl ANA CUHXPOHU3ALMKN PaboTbl KOMMYTa-
Topa B cTeke. MUHMMa/IbHOE KO/IMYEeCTBO — 2, MaKCMMa/ibHoe —
2.

stack configuration unit-id

Ha3HauMTb HOMep YCTPOMCTBA «Unit-id» NOKaNbHOMY YCTPOMNCTBY

unit_id unit_id: (1..8, (Ha KoTopom BbINONHEHA KOMaHAa). CMeHa HoMepa ycTpoicTBa
auto)/auto Npoun3onaéT nocae nepesarpyskv KOMmyTaTopa.

no stack configuration YpanuTb HaCTPOMKM CTeKa.

stack unit unit_id unit_id: (1..8, all) Mepexon K KOHPUTYPUPOBAHUIO OHUTA B CTEKE.

| master}

stack configuration role {slave

no stack configuration role

role: (master/slave)/1-
2 toHUTbl — master, 3-8
HOHUTbI — slave

HasHauuTb ponb KOMMyTaTopa B cTeKe. Ponb master npegnona-
raeT BO3MOMKHOCTb FOHWUTY CTaHOBUTLCA MacTepom B cTeke. Mpu
3TOM B CTEKE MOXKET ObITb TOJIBKO OA4HO YCTPOMCTBO C PO/IbIO Mas-
ter. Bce ocTanbHble C HACTPOEHHOW PO/IbIO Master BO3bMyT Ha
cebs ponb backup.

’ Ponb master NoOAyYyuT YCTPOMCTBO C HambonbluMm

o uptime. Ecam uptime 6yper oauHakoBblii (pasHuua
mexay loHUTamu meHee 20 CeKyHA), TO ponb master noayuut
IOHUT C HAUMEHbLUMM HOMEpPOM.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

stack nsf

no stack nsf

-/BbIK/IIOYEHO

PaspewunTb HenpepbiBHYO nepegady AaHHbix (NSF) npu cmeHe
master-ycTpoiicTea.

3anpetTuTb HenpepbiBHYO nepeaady AaHHbix (NSF) npu cmeHe
master-ycTpoicTaa.

stack nsf timer value

no stack nsf timer

value: (60..600) ¢/120 ¢

3apaTb Bpemsa, B TeyeHne Kotoporo gamtca NSF.

YCTaHOBUTb 3HAYEeHME N0 YMOHAHMUIO.

.‘

[Ona noapep:KaHMA KOppeKTHOU paboTbl cTeKa Npu cmeHe master-ycTpoicTsa npu Mcnosb-
30BaHUM Gosnblue ABYX IOHUTOB C ponblo master/backup HacToaTenbHO pekomeHayeTca Uc-
nonb3oBatb NSF.

’ MuHumanbHoO pekomeHgyemoe 3HaueHune NSF timer coctaBnsaer 120 cekyHa.
-

[pumep

O6begMHUTL B CTEK ABa KommyTaTopa MES5312. HasHaunTb BTOPbIM FOHUTOM, MCMO/1b30BaTb MHTEpPdENChI
tel-2 B KayecTBe CTEKMPYIOLLMX.

console#config

console (config) #stack configuration unit-id 2 links tel-2

console (config) #
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KomaHObi pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKM UMEET CieAyoLWwmnin BUa,:
console#

Tabnunua 29 — basoBble KOMaHAbl, OCTYMNHblE B perxnume EXEC

3HayeHue/3Ha4yeHue o
KomaHoa / Aelicmeue
no ymosn4aHuro
show stack - OTobparkaeT MHGopMauuto 06 yCTPOICTBaX, BXOAALLMX B CTEK.
show stack configuration OTob6parkaeT MHGOPMaLMIO O CTEKUPYIOLWUX UHTepdElicax OHU-
TOB B CTEKe.
show stack configuration role ) OTobparkaeT paclwmpeHHy MHOGOPMaLMIO O PONAX HHUTOB B
cTeke.
show stack links [details] PacwupeHHoe oTobparkeHne MHGOPMaLMM O CTEKUPYHOLLNX UH-
Tepdelicax.
Mpumep ncnonb3osaHMa KomaHAabl show stack links:
console# show stack links
Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 tel/0/1 te2/0/2 10G tel/0/2
2 te2/0/2 tel/0/1 10G te2/0/1

YcTpoiicTBa ¢ oguHaKoBbiMu ugeHtndukatopamm «Unit ID» He moryT paboratb B 0gHOM
e CTeke.

4.5 HacTtpoiika pyHKUMIA KOmMmyTaTopa

®YHKLMKN NO HaYaibHOMY KOHOUIYPUPOBAHMIO YCTPOMCTBA MOXKHO Pa3ae/iuTb Ha A4B8a TUna.

— basoBas HacTpoiKa — BK/oYaeT B ceba onpeaeneHne 6a3oBbix GYHKUUIA KOHPUIypaLum u
HACTPOMKY ANMHAMMYECKUX IP-agpecos.

— Hactpoiika napameTpoB cuctembl 6€30MaCHOCTM — BK/IOYAET YMpaB/ieHUE CUCTEMOM
6e30nacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

/ Mpwu nepesarpysKe ycTPOICTBA BCe HECOXPaHEHHbIe AaHHble 6yAyT yTepAHbl. A coxpaHe-
HUA N06bIX BHECEHHDbIX U3MEHEHUW B HAaCTPOMKY KOMMYTaTOpa UCMNONb3YETCA CAeayoLan
KOMaHpga:

console# write
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4.5.1 bas3osasa Hacmpolika Kommymamopd

[na Hayana KoHOUrypaumum ycTponcTea HeEOBX0AMMO MOAKOUUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocnefoBaTe/IbHbIN NOPT. 3aNyCTUTb HA KOMMbIOTEPE NPOrpaMmy IMYIALMM TEPMUHANA COFNACHO MYHKTY
4.1 «HacTpolika TepmuHana».

Bo Bpemsa HayanbHOM HAaCTPOMKN MOXKHO onpeaennTb MHTepdeinc, KoTopbii byaeT NCNOob30BaTbCA
ONA NOAKNOYEHNS K YCTPOMCTBY YAaNeHHO.

ba3oBan HacTPOMKA BKAOYAET cneayiollee:

1. 3agaHue naposa ans nonbsosatens «admin» (c ypoBHem npusunernin — 15).
Co3paHue HOBbIX NOJ/Ib30BaTeNEMN.
HacTtpolika cTaTuyeckoro IP-agpeca, Macku NOACETM U LWAO33 NO YMOYAHUIO.
MonyyenHune IP-agpeca ot cepsepa DHCP.
Hactpoika napameTtpoB npotokona SNMP.

vk wnN

4.5.1.1 3adaHue naponsa 014 nonv3osamesns «admin» u coz0aHue HoB8bIX NMosb3osamerel

[na ob6ecneyeHnA 3alWULLEHHOrO BXOAA B CUCTEMY HEO06X0AMMO HA3HAUYMTb NAPO/Ib NPUBU-
e JlerupoBaHHOMY noJsib3oBaTento «adminy.

Mma nonb3osatena wu naposb BBOAUTCA Npu BXOoAe B CUCTeEMYy BO BpemA CeaHCoB
AAMUHUCTPUPOBAHUA yCTpOVICTBa. [na co3gaHmMAa HOBOro Nonb3oBaTeNA CUCTEMbI U HaCTpOVIKM noboro
13 NapameTpoB — UMEHU NOJ/1Ib30BaTENA, MAPO/A, YPOBHA anvaerMﬁ, MCNONb3YHOTCA KOMaHAbI:

console# configure
console (config)# username name password password privilege {1-15}

V‘ YpoBeHb npuBuaeruii 1 paspewaeT 40CTyN K YCTPOICTBY, HO 3anpeLyaeT HacTPoOKKy. Ypo-
BeHb NpuBuaerunii 15 paspelwaer Kak 40CTyN, TaK U HACTPOMKY YCTPOMUCTBA.

Mpumep KoMaHg, Ana 3ajaHuna noab3osatento «admin» naponsa «eltex» 1 cosaaHua nonb3osaTtens
«operator» c Naponem «pass» 1 ypoBHeM npusunernin 1:

console# configure

console (config)# username admin password eltex

console (config) # username operator password pass privilege 1
console (config) # exit

console#

4.5.1.2 PacwupeHHaa Hacmpolika yposHa docmyna

Ha ycTpoiicTBe cywecTByeT BO3MOXKHOCTb pacnpeseneHuns npas nosib3oBatenell B 3aBUCMMOCTU OT
YPOBHSA MNPUBWUAErMIA, Ha KOTOPOM KaxKAblM M3 nosib3osaTesnel bl co3gaH. KOHKPETHOMY YPOBHIO
NpyBWUEriA NPUCBaNBaeTCA Habop KOMaHA, KOTOPbIE MOTYT BbIMOIHATLCA M0/1b30BATENAMM C YPOBHEM HE
HUKe 3a4aHHOrO.

’ ' KommyTtaTop nogaeprKuBaeT cuctemy HacnepoBaHus Habopa KomaHA oT 6osee HU3KMUX
e YPOBHe npuBuneruii.

Mpusunernn BbICTPAMBAIOTCA TOJIbKO A1 KOHKPETHO 3aAaHHOoro y3na. Kaxkayio KomaHay
Heo6X0AMMO NPONUCHIBaTb ABHO, HE UCMO/Ib3yA COKPaLLeHHble GopMbl.

.‘
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KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

3anpoc KOMaHAHOW CTPOKM B peKMMe r106anbHOro KOHPUrypMpoBaHMAa UMEET Cneayowmnin BUs;
console (confiqg) #

Tabnnua 30 — KomaHabl 4N HACTPOMKM paclUMpPeHHOro A0cTyna

3HayeHue/3Ha4yeHue o
KomaHoa / Aelicmeue
no ymosn4aHuro
privilege context level MpuceansaeT yKasaHHOMY YPOBHIO NPUBUAETUIA 33aHHYIO KO-
command MaHay.
level: (1..15); .
. - context — pexxum paboTbl KOMAHAHOM CTPOKM;
/ypoBeHb npuBunerni o
- level — ypoBeHb npuBuaervii, Ha Kotopom byaer AocTynHa
KOMaHA, pexuma EXEC
HacTpanBaemas KOMaHAa;
— 1, BCcex oCTanbHbIX
- command — KomaHaa.
— KomaHg — 15
no privilege context level YaanseT 4OCTyN K KOMaHAE C YPOBHsA, Ha KOTOPOM KOMaHAa bbina
command paspeLeHa.

Mpumep HacTPoKKn Habopa KoMaHa, Ana nosb3osaTtena «adminy» ¢ 4 ypoBHEM NpuBmuaernii u Habopa
KOMaHZ Ana nonb3oBartens «user» ¢ 10 ypoBHeM NpuBUAErUiA:

console# configure

console (config)# username admin password passl privilege 4
console (config)# username user password passZ privilege 10
console (config)# privilege exec 4 configure terminal
console (config)# privilege exec 4 show running-config
console (config)# privilege config 10 vlan database

console (config)# privilege config-vlan 10 vlan

HH HH= H H

Tenepb ANA NOKaNbHbIX NOJb30BaTeNEN, Yell YPOBEHb MPUBUEIUIA Bbille MAU paBeH 4, cTaHeT
[octyneH BbiBog KomaHAbl show running-config, Ho He Oyaetr pgocTynHa HacTpoiKka vlan. [Ons
nosib30BaTeNEeN, YPOBEHb NPUBUIETMIA KOTOPbIX cooTBeTcTBYeT 10 M Bbilwe, OyAeT AOCTyNHA HAcTpoliKa m
vlan, v BbiBOog, KoMaHAbl show running-config.

4.5.1.3 Hacmpolika cmamuueckozo IP-adpeca, macku nodcemu U Wwist03a 1o yMoa4aHuro

[Ons BO3MOMKHOCTU ynpaB/eHUss KOMMYyTaTOPOM M3 CeTM HeobxoaAMMO HasHauuTb ycTponctey IP-
agpec, MacKy NoAceTW U, B C/yvae ynpasiaeHUAa M3 APYroi ceTu, W3 No yMmonvaHuio. IP-agpec MoxHO
Ha3HaunTb Atobomy uHTepdeicy — VLAN, ¢usnyeckomy nopTty, rpynne noptoB (N0 yMoOAYaHMIO Ha
nHTepdelice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnto3a A0MKeH
NpuHagnexKatb K TON e NoaceT, 4To U oA4nH u3 IP-nHTepdeicos ycTponcTaa.

V‘ B cnyuae ecnu IP-agpec HacTpamBaetca ana uHtepdeiica pusmyeckoro nopra uam rpynnbl

; ) nopros, 3ToT uHTepdeiic yaanaerca us rpynnbl VLAN, KOTOpPOi OH NpuUHagaexan.

V’- IP-agpec 192.168.1.239 cywecTByeT A0 TeX Nop, NOKa Ha nobom mHTepdeice cTaTUUEcKU
unm no DHCP He co3aaH apyroii IP-agpec.

V‘ Mpu ypaneHun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocywecTBnaTbea no IP-
agpecy 192.168.1.239/24.

Mpumep KomaHg, HacTpolkK IP-agpeca ana nHtepodeiica VLAN 1.

MapameTpbl MHTEpelica:

IP-adpec, HazHayaemolli 0na uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winro3a no ymon4varuro —192.168.16.1
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console# configure

console (config) # interface vlan I

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit

console (config)# ip default-gateway 192.168.16.1
console (config)# exit

console#

[nsa Toro utobbl yoeanTsea, UTo agpec 6bin HasHayYeH MHTepdEiCy, BBeAMTE KOMaHAY:

console# show ip interface vlan

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4 [lonyuyeHue IP-adpeca om cepsepa DHCP

Ona nonyyeHuna |P-agpeca moXKeT ucnonb3oBatbca npotokon DHCP, B cnyvyae ecan B cetu
npucytcTeyeT cepsep DHCP. IP-agpec ot cepepa DHCP moxHo nonyyatb Yyepes ntoboi uHtepdeiic — VLAN,
dusnYeckmnii NopT, rpynny NnopTos.

V Mo ymonuaHuio DHCP-KAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

MpurMmep HaCTPOIKK, NpeaHa3HAYeHHOM ANsA NoAyYeHUa AMHammyeckoro IP-aapeca or DHCP-cepsepa
Ha uHTepdelice vlian 1:

console# configure

console (config) # interface vlan !
console (config-if)# ip address dhcp
console (config-if) # exit

console#

[na Toro utobbl ybeanTbea, UTo agpec H6bi1 HazHavyeH MHTepdelicy, BBeAMTE KOMaHAY:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpolika napamempos npomokxosaa SNMP 0as docmyna K ycmpolicmey

YCTPOMCTBO COAEPIKUT BCTPOEHHbIN areHT SNMP 1 nogaep»kusaer sepcun npotokona vl/v2c/v3.
AreHT SNMP nogaepkmaeT Habop cTaHAAPTHbIX nepemeHHbix MIB.

[nA BO3MOXKHOCTM aAMUHUCTPUPOBAHMA YCTPOWCTBA NOCPEACTBOM NpoTokosa SNMP Heobxoanmo
c0o34aTb XOTA bbl 0A4HY CTPOKY coobliecTBa. KoMmyTaTopbl MOAAEPKMBAOT TPY TUMa CTPOK coobLiecTBa:

— ro-—onpeaenseT AOCTYyN TO/IbKO Ha YTEHUe;
— rw-—onpeaenaert A0CTyN HAa YTEHUE U 3anNuChb;
— su-—onpeaenaet goctyn SNMP-agmnHUCTPaTOpPa;
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Hanbonee pacnpocTpaHeHO MCNoab30BaHWE CTPOK coobuiecTBa public — ¢ fOCTYNnom TOMbKO AnA
yTeHua obbekToB MIB U private — c AOCTYyNomMm Ha yYTeHuMe U nameHeHue obbektoB MIB. [na Kaxaoro
coobuiectBa MOXKHO 3a4aTb IP-agpec cTaHUUKM ynpasaeHus.

Mpumep co3gaHua coobulecTBa private ¢ AOCTYNOM Ha YTeHWe M 3anucb u IP-agpecom cTtaHuum
ynpasneHna 192.168.16.44:

console# configure

console (config) # snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config)# exit

console#

[na npocmoTpa co3aaHHbIX CTPOK coobluectBa M HacTpoek SNMP ncnosb3yeTtca KomaHAa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2 Hacmpoliika napamempos cucmemol 6e3onacHocmu

Ona obecneyeHnsa 6e30MaCHOCTU CUCTEMbI MCMOAb3yeTCs MexaHusm AAA  (ayTeHTUdUKaLms,
aBTopu3aums, yyeT). Ans wndpoBaHMA AaHHBIX UCMOb3YeTCa MexaHu3m SSH.

— Authentication (ayTeHTUdMKaumMa) — conocTaBAeHME 3amnpoca CyLLEeCTBYHOWEN YYETHOM
3anucu B cucteme 6e30nacHOCTM.

— Authorization (aBTopu3aLMs, TPOBEPKa YPOBHA AOCTYNa) — COMNOCTaB/AeHNE YYETHOM 3anucu
B cucTeme (npowealiein ayTeHTUOUKALMIO) U onpesesiEHHbIX MOJTHOMOYUIA.

— Accounting (y4€T) — cnexeHue 3a noTpebaeHnem pecypcos Nob30BaTeNIeM.
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Mpy MCcnonb30BaHMM HACTPOEK YCTPOMCTBA MO YMOYaHUIO UMA Nosab3oBaTens — admin, naponb —
admin. Maponb HasHayaeTcA Monb3oBaTesieM. B ciydae ecan naposib yTpayeH, MOXKHO MepesarpysuTb
YCTPOMCTBO U Yepes cepuiiHbIi NOPT NpepBaTb 3arpysKy, Haxas Knasuwy <Esc> unun <Enter> B TeueHue
nepsbiX ABYX CEKYHZ Noc/ae NosBAeHna cooblieHns aBTosarpysku. OTKpoeTca meHto Startup, B KOTOpom
HY}XHO 3anyCcTUTb NpoLeaypy BoccTaHoBAeHMA napona ([2] Password Recovery Procedure).

V Monb3osatenb no ymonuauuio (admin/admin) cyuecteyer Ao Tex nop, Noka He co3AaH Jto-
6011 apyroii nonb3oBaTenb ¢ ypoBHeM npusuaeruii 15.
V' Mpu ypaneHnn Bcex co3aaHHbIX Noab3oBaTesneit ¢ 15 ypoBHem npuBuaernii 4octyn K Kom-
myTaTopy byaeT ocywecTBaaTbCA Nog nosb3osartesniem no ymonuanmio (admin/admin).

[ns obecneyeHuns nepBoHaYabHON 6€30MacHOCTM Naposib B CUCTEME MOMKHO 334aTb /18 CEPBUCOB:

— KoHconb (noakntoueHme yepes cepuinHbIn NopT);
— Telnet;
— SSH.

4.5.2.1 YcmaHo8Ka naposs 0415 KOHCOAU

config)# aaa authentication login default line
config) # aaa authentication enable default line
config) # line console

config-line) # login authentication default
config-line) # enable authentication default
config-line) # password console

console
console
console
console
console
console

—~ o~ o~~~

B oTBET Ha NpuraalleHne BBECTU Napo/ib BO BPEMSA PErMcTpaLMm B YCTPOMCTBE Yepes CeaHC KOHCOMM
BBEAWTE Napob — console.

4.5.2.2 YcmaHosKa napons 0ns Telnet
console (config) # aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password telnet

B oTBET Ha NpuraaweHMe BBECTU Napo/ib BO BPEMA PErnCTpaLLMM B YCTPOWCTBE Yepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoska napons onsa SSH
console (config)# aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# ip ssh server

console (config) # line ssh

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password ssh

B oTBeT Ha nmpuraaweHne BBECTM Napo/b BO BPems Perncrpaumm B yCTPOMCTBe yepes ceaHc SSH
BBeguTe naposb — ssh.
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4.5.3 Hacmpoiika 6aHHepa

Ona ynobcTea akcnayaTalmMmn yCTPOMCTBA MOXKHO 3a4aTb baHHep — coobueHne, coaeprkaliee ntobyto
nHdopmaumio. Hanpmmep:

console (config)# banner exec;

Role: Core switch

Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

Ona KoHPUrypauumn HacTPOEK KOMMYTATOPA UCMOJIb3YETCH HECKOIbKO PEXKMMOB. B KaXKaoM pexnme
OOCTyrneH onpeaeneHHbl CNMCOK KOMaHA. BBoA cMMBONA «?» CAYXKUT gns NpocmoTpa Habopa KomaHg,
OOCTYTMHbIX B KaXK40M U3 PEXUMOB.

[na nepexoda M3 04HOTO peXxuma B APYroi MCNoNb3ykoTCA cneumanbHble KoMaHgbl. MepeyeHb
CYLLLECTBYIOLLMX PEXMMOB M KOMaH/, BXOAa B PEXKUM:

KomaHOHbili pexcum (EXEC), naHHbIM pexXum AOCTyNeH cpasy nocae yCcnewHol 3arpy3km KommyTa-
TOpa M BBOAA MMEHM NOb30BaTENS U NapoAs (418 HENPUBMAETMPOBAHHOTO NoAb30BaTens). MNpurnawexne
CUCTEMbI B 3TOM PEXMME COCTOMT U3 MMeHn ycTpoiicTBa (host name) u cumsona “>”.

console>

Mpueune2uposaHHbiii KoMaHOHbIl pexcum (Privileged EXEC), naHHbIN pesxknm AOCTyNeH cpasy no-
C/e ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHU MoJib30BaTeNn U napons. MpurnaleHne cuctemol B
3TOM peXume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanwvHoli KoHpu2ypayuu (global configuration), naHHbIN peXxum npegHasHayYeH anq 3a-
OaHMA 06LWMX HacTpoeK KommyTaTopa. KomaHab! pexxnma rnobanbHOM KOHOUTypaumm AOCTYNHbI U3 to-
60ro nogpexunuma KoHdUrypaumun. Bxog B perknm ocyLLecTBAseTCcA KOMaHAON configure.

console# configure
console (config) #

Pexcum KoHgpuypayuu mepmuHana (line configuration), naHHbliA pexxum npeaHasHayeH AN KOH-
¢durypaumm, ceasaHHoM ¢ paboToin TepmuHana. Bxoa B permMm ocyLLecTBAAETCA U3 pexmnma rnobanbHom
KOHbUrypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3oBble KOMaHAbI

KomaHOowb! pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxume EXEC umeet cneayrowmii Bua;
console>

Tabnunua 31 — ba3oBble KOMaHAbl, AOCTYMNHbIE B pexxume EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
enable [priv] priv: (1..15)/15 MepekNoUnTLCS B NPUBUAETUPOBAHHBIN PEXMUM (€CAN 3HAYEHNe
He yKa3aHo — TO ypoBeHb npusuaerunii 15).

login - 3aBeplueHue TeKyLLel CecCMMU U CMeHa No/b30BaTeNs.

exit - 33KpbITb aKTUBHYIO TEPMUHA/IBHYIO CECCUIO.

help 3anpoc cnpaBoYHOW MHPOpmaummn o paboTe mHTepdeiica Ko-

i MaHAHOW CTPOKK
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show history

MoKa3aTb UCTOPUIO KOMaH/A, BBEAEHHbIX B TEKYLLEN TEPMUHANb-
HOW ceccuu.

show privilege

Moka3aTb ypoBeHb NPUBUAETUIA TEKYLLETO NOJ/Ib30BaTENS.

terminal history

terminal no history

-/dYHKLMA BKAKOYEHA

BKAOUNTL GYHKLMIO COXPAHEHMA UCTOPUMN BBEAEHHbIX KOMaHZ,
018 TEKyLLEeN TEPMUHAbHOW CECCUU.

OTKNOUYNUTD GYHKLMIO COXPAHEHUA UCTOPUM BBEAEHHbIX KOMaHA,
ANA TeKyLwel TepMUHANbHOM ceccuum.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHUTb pasmep Bydepa NCTOpMM BBEAEHHbIX KOMaHA AA Te-
KYLLLEV TePMUHANBbHOWN Ceccuu.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

-/BblBOA, KOMaHA,
pasgenseTca no
CTpaHULam

OTo6pa3unTb BbiBOA KOMaHA 6e3 pas3geneHuns Ha cTpaHuubl (pas-
LeNeHne BbIBO4A CMPABKM MO CTPaHMLLAM OCYLLECTBASAETCA CTPO-
Koi: More: <space>, Quit: g or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHME N0 YMOIYAHWUIO.

terminal prompt

terminal no prompt

-/bYHKLMA BKNKOYEH]

BK/IIOUUTB MOATBEPXKAEHNE Nepes, BbINONHEHNEM HEKOTOPbIX KO-
MaHA,

OTK/NOYUTL NOATBEPKAEHME Nepes BbIMOAHEHUMEM HEKOTOPbIX
KOMaHA.

show banner [login | exec]

OTobpaxkaeT KoHOUTypauno 6aHHeEPOB.

KomaHOwb1 pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKMU UMEET c/ieaytoLmin BuA;

console#

Tabnunua 32 — basoBble KOMaHAbl, 4OCTYMNHble B pexkume Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCcA B KOMaHAHbIV pexum (EXEC) U3 npuBmMaernpoBaHHoro
KomaHaHoro pexuma (Privileged EXEC).

configure[terminal]

MepeiTn B pexmMm KoHOUrypaumm.

debug-mode

MepeiTu B peXMM OTNALKM.

KomaHObI, 0ocmyrnHbie 80 8CeX PeXUMax KOHGdu2ypayuu

3anpoc KOMaHAHOW CTPOKM MMEET OAMH M3 CleayoLLmMX BUOOB:

console#
console (config) #

console (config-line)#

Tabnuua 33 — ba3oBble KOMaHAbI, AOCTYMHbIE BO BCEX PEXMMaAX KOHbUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit ) BbIiT 13 N06Oro pexkrMma KOHPUrypaLmm Ha ypoBeHb Bbllle B
nepapxmmn komaHg, CLI.

end i BbIliTV U3 nt06oro pexkmma KoHOUTypauum B KOMaHAHbIN peXrum
(Privileged EXEC).

do ) BbINONHWTbL KOMaHAY KOMaHAHOro ypoBHa (EXEC) u3 noboro pe-
KMMa KOHOUrypaumu.

help - BbIBOAMT CNpaBKy NO UCMONb3yeMbIM KOMaHAAM.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOW CTPOKU MMEET CAeayioWmnii BUA,:

console (confiqg) #

Tabnunuya 34 — basoBble KOMaHAbl, 4OCTYMHbIE B peXXUMe KoHUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

banner exec d message_text d

no banner exec

3apath TeKcT cooblieHma exec (Npumep: No/b30BaTe b YCMNELHO
BOLUE/ B CUCTEMY) U BK/IIOYMTL BbIBOZ, Ha 9KPaH.

- d — pasgenutens;

- message_text — TeKcT coobuieHuna (B cTpoke go 510 cumBoNOB,
ob6uiee 2000 cnmBoioB).

YAanuTb TEKCT co0bLLEeHNn exec.

banner login d message_text d

no banner login

3apaTtb TeKCT coobuweHuna login (MHPopmaumoHHoe coobuieHme,
KoTopoe oTobparkaeTca nepes BBOAOM MMEHM Mo/b3oBaTens u
napoAs), U BKAOYMTb BbIBOA, HA SKPaH.

- d — pasgenvtens;

- message_text — TeKcT coobueHua (B cTpoke 4o 510 cumBonOoB,
obuee 2000 cumBosioB).

YpanuTb TeKCT coobuienus login.

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

3anpoc KOMaHOHOW CTPOKM B PEXKMME KOHPUIypaLMM TEPMUHANA UMEET CAeayoLWmi BUA;:

console (config-line)#

Tabnuua 35 — ba3oBble KOMaHAbl, AOCTYMHbIE B PEXMUME KOHPUTYpaLMmn TEpMUHaNa

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

history

no history

-/dYHKLMA BKAKOYEH]

BkaounTb C')yHKLI‘MlO COXpaHeHnA UCTOPUKN BBEAEHHDBIX KOMaHA,.

BbIKNtOUNTb QYHKLMIO COXPAaHEHWUS NCTOPUN BBEAEHHbBIX KOMAHA,

history size size

no history size

size: (10..207)/10

MN3meHnTb pasmep Bydepa UCTOPUM BBEAEHHbIX KOMaHA,

YCTaHOBWTb 3HaYeHue no YMO4YaHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3a4aTb TaMM-ayT TEKYLLEN TEPMUHANBHOM CECCUN B MUHYTaX.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

5.2 ®unbrpauyma coobuieHnii KoOMaHAHOM CTPOKU

dunbTpauma coobLLeHN N03BONAET YMEHbLWUTL 06bem 0TO6parkaembiX 4aHHbIX B OTBET Ha 3anpochl
nonb3oBaTena u 0baerynTb NOUCK HEOBX0ANMON MHbOoPMaLMK. Ans dunbTpaunm MHGopmauun Tpebyercs
[06aBUTb B KOHel, KOMaHAHOM CTPOKM CMMBOA «|» M MCNOAb30BaTb OAHY M3 ONUMA dUAbTPaLMM,

nepevYncneHHbIX B Taﬁnmu,e.

Tabanua 36 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

Memoo

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aeilicmeue

begin pattern

include pattern

exclude pattern

Nwet nepsoe coBnageHune c WwabnoHom B Hayane CTPOKMK U BbIBO-
AOUT BCe CTPOKU 3a Hel.

BbIBOAWT BCe CTPOKM, cogepKalume WwabnoH.

BbiBOAMT BCe CTPOKWU, He coaepKalime WabnoH.
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5.3 HacTpoiiKa MaKpoKomaHg,

[daHHan dyHKUMA No3BONSET co3haBaTh YHUPUUMPOBAHHbIE HABOPbl KOMaHA — MaKpPOCbl, KOTopble
MOKHO BMOC/NeACTBUMN MPUMEHSATD B NPOLLECCE KOHDUTYpaL K.

KomaHObI pexcuma 2a06an6Hol KoOHgu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 37 — KomaHab! perkmma rnobanbHom KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

macro name word

no macro name word

word: (1..32) cumBonos

Co3paeT HOBbI Habop KOMaHA, ecnn Habop ¢ TaKUM UMEHEM Cy-
uecTByeT — nepesanucbiBaet ero. Habop KomaHza BBOAUTCA MoO-
CTPOYHO. 3aKOHUYMTb MaKPOC MOMKHO C NMOMOLLbIO cMmBona “@”.
MakcmmanbHaa gavMHa makpoca — 510 cumsonos.

Ypanset yKasaHHbI MaKkpoc.

macro global apply word

word: (1..32) cumBonos

MpymeHAeT yKa3aHHbI MaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaANAHOCTb.

macro global description word

no macro global description

word: (1..160)
CMMBO/IOB

Co34a€eT CTPOKY-AECKPUNTOP rNobanbHOro makpoca.

YpanseT CTpOKy-AeCKpMnTop.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 38 — KomaHabl pexnma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

macro apply word

macro trace word

word: (1..32) cumBonos

MpumeHAeT yKasaHHbI MaKpoc.

MpoBepseT yKasaHHbIM MaKpOC Ha BaIMAHOCTb.

show parser macro [{brief |
description [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group}] | name word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
word: (1..32) cumsonos

Oto6parkaeT NapameTpbl HACTPOEHHbIX MAaKPOCOB Ha YCTPOCTBE.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHOUrypaumm nHtepoeica:

console (config-if) #

Tabnunua 39 — KomaHapl pexknma KoHburypaumm nHtepdeitca

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aeilicmeue

macro apply word

word: (1..32) cumBonoB

MprMeHsAEeT yKasaHHbI MaKpoc.
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macro trace word

word: (1..32) cumsonoB

MpoBepseT yKazaHHbI MaKpOC Ha BaIMAHOCTb.

macro description word

word: (1..160)

no macro description

CMMBOJIOB

YcTaHaBAMBAET CTPOKY-AECKPUNTOP MaKpoca.

YpanseT cTpoKy-4ecKpmnTop.

5.4 KomaHpbl ynpaBaeHUA CUCTEMOMN

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 40 — KomaHabl ynpasaeHus cuctemomn B pexkmme EXEC

KomaHda

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeilicmeue

ping [ip] {A.B.C.D | host} [vrf
vrf_name] [size size] [count
count] [timeout timeout]
[source A.B.C.D]

vrf_name: (1..32) cumBona;
host: (1..158) cumBonoB;
size: (64..1518)/64 6aur;
count: (0..65535)/4;
timeout: (50..65535)/2000
mc

KomaHga cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
npotokona ICMP yKasaHHOMY y31y CeTU, a TaKXKe ANA KOHTponAa
noctynatowmx oteeTtoB (ICMP Echo-Reply).

- vrf_name — uma BUpPTyanbHOM 061aCcT MapLLpyTU3aLLNK;

- A.B.C.D — IPv4-appec y3na cetu;

- host — pomeHHOEe UMA y31a ceTu;

- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAUYECTBO BaWT B NakeTe;
- count — KONNYeCcTBO NaKeToB ANA Nepesayn;

- timeout — Bpema 0XXnAaHWA OTBETa Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F | host}
[size size] [count count]
[timeout timeout] [source
A.B.C.D.E.F]

host: (1..158) cumBoNOB;
size: (68..1518)/68 6aiiT;
count: (0..65535)/4;
timeout: (50..65535)/2000
mc

KomaHaa cnyxut ana nepegaum 3anpocos (ICMP Echo-Request)
npotokona ICMP yKasaHHOMY y31y CeTU, a TaKKe ONA KOHTpoAnA
noctynatowwmx otseTos (ICMP Echo-Reply).
-A.B.C.D.E.F—|Pv6-agpec y3na cetu;

- host — pomeHHOEe UMA y31a ceTu;

- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAUYECTBO BaWT B NakeTe;
- count — KONNYECTBO NaKeTOB ANA Nnepesayn;

- timeout — Bpema 0XXUAaHMA OTBETa Ha 3anpoc.

traceroute ip {A.B.C.D | host}
[vrf vrf_name] [size size] [ttl
ttl] [count count] [timeout
timeout] [source ip_address]

vrf_name: (1..32) cumBona;
host: (1..158) cumBonos;
size: (64..1518)/64 6aiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 c;

OnpegeneHune mapLupyTta TpaduKa 40 y31a HazHauyeHus.
- vrf_name — ums BUPTyanbHON 061aCcTN MapLUpyTU3aLUK;
- A.B.C.D — IPv4-appec y3na cetu.
- host — pomeHHOEe UMA y3na ceTu;
- Size — pa3mep NakeTa ANs OTNPaBKK, KOAMYECTBO BalT B NakeTe;
- tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCTKOB B MapLUPYTE;
- count — KOJIMYECTBO MOMbLITOK MepeAayn MakeTa Ha Kaxkaom
yyacTke;
- timeout — Bpema 0XXnAaHWA O0TBETa Ha 3anpoc;
- IP_address — |P-agpec nHTepdeiica KommyTaTopa, MCNob3lye-
Mbll ANs Nepesayv NakeTos;
V‘ OnucaHue oWwM60K NpU BbINOJIHEHUU KOMAHA U pe3yb-

traceroute ipv6

{A.B.C.D.E.F | host} [size size]
[ttl tt/] [count count]
[timeout timeout] [source
ip_address]

host: (1..158) cumBonOB;
size: (66..1518)/66 baitr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

TaToB NpuBeAeHo B Tabauuax 42, 43.

OnpegeneHne mapLupyTta TpaduKa A0 y31a HazHauYeHus.
- A.B.C.D.E.F —IPv6-agpec y3na cetu.
- host — pomeHHOe MMA y3na ceTu;
- Size — pa3mep NakeTa ANs OTNPaBKK, KOAMYecTBO BalT B NakeTe;
- tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCTKOB B MapLLpyTe;
- count — KOAWYeCcTBO MOMbITOK Mepefayn NakeTa Ha Kaxaom
yyacTke;
- timeout — Bpema OXKMAaHWA OTBETa Ha 3anpoc;
- IP_address — |IP-appec uHTepderica KommyTaTopa, UCNoJib3ye-
MbI AN nepefayn NakeTos.

| OnucaHue oWwMU60K NpU BbINOAHEHUU KOMAHA U pe3y/ib-
V TaToB NpMBeAeHo B Tabaunuax 42, 43.
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telnet {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonOB;
port: (1..65535)/23

OTKpbiTe TELNET-ceccun ans ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — pomeHHOE UMA y3a ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT ciyxba Telnet;
- keyword — kntoueBoe cnoso.
V OnucaHue cneuuanbHbiXx KomaHga Telnet u KnloueBbIx

ssh {A.B.C.D | host} [port]
[vrf vrf_name] [keyword1...]

host: (1..158) cumsonos;
port: (1..65535)/22;
vrf_name: (1..32) cumBonos

CNoOB NpuBeaeHo B Tabauuax 44, 45.
OTKpbITHe SSH-ceccun ansa ysna cetu.
- A.B.C.D —IPv4-appec y3na cetu;
- host — poMeHHOE UMsA y3Na ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT ciyxba SSH;

- vrf_name — ums BUPTyanbHON 06nacTn mapLipyTUsaymm;
- keyword — KntoueBoe cnoBso.

V OnucaHue KAtoveBbiX CNOB NpuseaeHo B Tabauue 45.

resume [connection]

connection:
(1..5)/nocnegHsas
YyCTaHOB/IEHHan ceccun

MepekntoyeHne Ha ApYryto ycTaHOBAEHHYIO Telnet-ceccuio.
- connection — Homep ycTaHOB/IeHHOM telnet-ceccum.

show users [accounts]

OTobpaxkeHne MHOOPMALMM O MNOL30BATENAX, MCMONb3YIOWNX
pecypcbl yCTPOMICTBa.

show sessions

OT06parkeHne MHGopmaLmm 06 OTKPbITbIX CECCUAX K YAANEHHbIM
yCTpOMCTBaM.

show system

BbiBOA, CUCTEMHOWN MHPOPMALUN.

show system id [unit unit]

OTobpakeHune cepuinHOro Homepa yCTPOMCTBa.

unit: (1..8)/- . o
- Unit — HOMep yCTPOICTBa B CTEKE.
show system [unit unit] unit: (1..8)/- OTo'6pa>KeHme CVICTe!\\’/\HOl‘/'l MHbOpPMaLMM KOMMyTaTopa.
- Unit — HOMep yCTPOICTBa B CTEKE.
show system fans [unit unit] unit: (1..8)/- OTo§pameHme l/IHCbOEME]LI,VIVI 0 COCTOAHUU BEHTUNATOPOB.
- unit — HoMep YyCTPOWCTBa B CTEKeE.
show system power-supply - OT0b6parkeHne MHOGOPMALUKN O COCTOAHUM UCTOYHUKOB MUTAHUA.
show system sensors - OTobpaxkeHne MHopMaLUM TeMNepaTypHbIX AaTYNKOB.
show version OTobpakeHue TeKyLel BepCMM CUCTEMHOIO NporpaMmmHoro obec-
i neyeHus ycTponcTBa.
show hardware version - OTobpakaeT nHbopmaumio 06 annapaTHoOW Bepcum nnatbl
show system router OTobparkeHune pasmepa M 3aHATOCTM annapaTHbIX TabauL, ycTpoi-
resources CTBa (MapLupyTM3aumm, cocesiein, nHtepodelicos).
show system tcam utilization OTobpakeHue 3arpysku pecypcos namatn TCAM (onpeneneHHo
[unit unit] unit: (1..8)/- agpecyemasn namaTb).

- unit — HOMep YCTPOICTBa B CTEKe.

show tasks utilization

OTobparkeHne ypoBHSA 3arpy3Kn pecypcos LLeHTpasibHOro npouec-
copa KOMMYTaTopa A4/ KaXk40ro CUCTEMHOIO npoLecca.
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show tech-support [config | OTobparkeHne nHopopmauumn ob ycTpoicTee, HeobxoamMmoin ans
memory] HayaNbHOM ANArHOCTMKM Npobaem.
BbiBOA, KOMaHAbI NpeacTaBaseT coboit KombuHauuo

V BbIBOAOB NEepPeyYnC/NeHHbIX HUXKe KOMaHA:

e show clock

e show system

e show version

e  show bootvar

e  show running-config

e show ip interface

e  show ipv6 interface

e  show spanning-tree active

e  show stack

e show stack configuration

e  show stack links details

e  show interfaces status

e show interfaces counters

e show interfaces utilization

e show interfaces te1/0/xx

e show fiber-ports optical-transceiver

e show interfaces channel-group

e show cpu utilization

e  show cpu input-rate detailed

e show tasks utilization

e show mac address-table count

e showarp

e show errdisable interfaces

e showvlan

e show ip igmp snooping groups

e  show ip igmp snooping mrouter

e show ipv6 mld snooping groups

e  show ipv6 mld snooping mrouter

e show logging file

e show logging

e show users

e show sessions

e show system router resource

e  show system tcam utilization

show system forwarding OT06pa3nTb TEKYLIMIA, yCTaHABIMBAEMbIV NOCAE Nepe3arpysKku u
resources - [JOCTYNHble 4N UCNONb30BAHUA PEXUMbI pacnpeaeneHuns anna-
paTHbIX PeCypCoB.

KomaHpa «show sessions» 0T06pa)K36T BCe yAaZieHHble cOoeAUHEHUA TOJIbKO U3 TEKyLI.I,EI‘a
vad ceccuu. [laHHaA KOMaHAA UCNOIb3yeTCA Cneayowmum 06pasoM:

1. BbINOAHUTL NOAKAOUYEHUE K YAANEHHOMY YCTPOMCTBY C KOMMYTATOpa C NOMOLLbIO
Telnet nnu SSH;

2. BepHyTbCcA B poguTenbckylo ceccuio (Ha Kommytatop). OnA 3TOro HaxKaTtb
KombuHauuio knasuw <Ctrl+Shift+6>, oTnyctutb M Haxatb <x> (uKc). Mpousoiiaér
nepexoa B pOAUTENIbCKYHO CECCULD;

3. BbInonHUTL KOMaHay «show sessions». B Tabnuue AonXKHbI NPUCYTCTBOBATb Bce
ucxopsduume coegMHeHUn B TeKyl el ceccum;

4. Ana TOro utobbl BEPHYTbCA K CECcCMU YAANEHHOro YCTpoiicTBa, Heobxogumo
BbINOAHUTb KOMaHAY «resume N», rae N — Homep coeguHeHUA U3 BbIBOAa KOMaHAbI
«show sessions».
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KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexmnme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnunua 41 — KomaHabl ynpaBneHus cuctemon B pexkmme Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

reload [unit unit_id]

KomaHaa cnyKuT ana nepesanycka ycTponcTaa.

unit_id: (1..8)/- L o
- unit_id — Homep ycTpoicTBa B CTeKe.
reload in {minutes | hh:mm} minutes: (1..999); YcTaHOBKa NPOMEXKYTKa BPEMEHM, Yepe3 KOTopbli npousoinger
hh: (0..23), mm: (0..59). | oTn0XeHHas nepesarpyska ycTpomncTaa.
reload at hh:mm hh: (0..23), mm: (0..59). | YcTaHOBKa BpeMeHM nepesarpysku ycTpoicTsa.

reload cancel -

OTmeHa OTNI0KeHHOro nepesanycka.

boot password password

no boot password

YcTaHoBKa nNapons Ha bootrom.

YpaneHue napons Ha bootrom.

show cpu utilization

OTo6paskeHne CTaTUCTUKM MO YPOBHIO 3arpy3KuM Pecypcos LieH-
TpanbHOro npoteccopa.

show cpu input rate

OTobparkeHUe CTaTUCTUKM NO CKOPOCTU BXOAALLMX Kagpos, obpa-
6aTbiBaeMbIX NPOLLECCOPOM.

show cpu input-rate detailed

OTO6parkeHne CTaTUCTMKM MO CKOPOCTM BXOAALLMX KaapoBs, obpa-
6aTbiBaeMbIX NPOLLECCOPOM MO TUMNY TpaduKa.

show cpu thresholds -

OTobparkeHne cnncka HacTpoeHHbIX noporos gns CPU.

show memory thresholds -

OTobparkeHWe cN1cKa HacTPOEHHbIX Noporos aasa RAM.

show sensor thresholds -

OTob6parkeHne Cnuncka Noporos 419 AaTYMKOB.

show storage thresholds -

OTobparkeHWe cn1cKka Noporos A5 pa3fenoB YCTPOUCTB.

show storage devices -

OTobparkeHune 3HayeHut ob6bema 1 ceoboaHom namaTtu MN3Y.

Mpumep ncnoab3oBaHMA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Type Esc to abort.

3 x * %

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets

1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec
2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec

Tabanuya 42 — OnucaHue pes3ynbTaToB BbINOJIHEHUA KOMAHAb! traceroute

Mone OnucaHue
1 MopsAKOBbIN HOMEP MapLIPYTM3aTOpPa B NYTU K YKa3saHHOMY Y37y CETU.
gateway.eltex CeTeBO€e MMA 3TOrO MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro maplupyTtusatopa.
0 msec 0 msec 0 msec Bpems, 3a riompoe nakeT 6bln NepeAaH M BEpHY/CA OT MapLlwpyTnsaTopa. YKasbiBaeTca
ONA KaXKA0M NonbITKM nepesayn nakera.
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HELTEX

Mpw BbINOSIHEHUN KOMaHAbI traceroute moryT I'IpOM30l\/'1TM OLLIVI6KM, onucaHue oWwnboK npmneeaeHo B

Tabnnue 43.

Tabnumua 43 — OWmMbKM Npu BbINONHEHUN KOMaHAbI traceroute

Cumeon owubku OnucaHue
* Tanm-ayT Npu NONbITKE Nepeaayn naketa.
? HeunsBecTHbIM TN NakeTa.
A ALMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT NPU BAOKMPOBAHMMU UCXOAALLErO
Tpaduka no npasuaam B Tabanue goctyna ACL.
F TpebyeTca pparmeHTaumna n yctaHoBKka 6mTos DF.
H Y3en cety HeOCTynNeH.
N CeTb HegoCTyMHa.
P MpoTOKON HeaoCTyneH.
Q NCcTOYHMK noaasneH.
R NcTekno Bpems NOBTOPHOM cbopKu dparmeHTa.
S OwnbKa ncxoasallero mapLupyTa.
U MopT HepocTyneH.

MporpammHoe obecnedyeHre Telnet KOMMyTaTOpoOB NOAAEPKMBAET cheuuanbHble KOMaHAbl —
dYHKLMM KOHTPOANA TepMMHana. Jaa BXoda B PEXUM cCreumanbHbiX KOMaHg, BO Bpems akTMBHOM Telnet-
CECCMU UCMOIb3YEeTCA KOMOUHAUMA Knasuw <Ctrl+shift+6>.

Tabnuua 44 — CneunanbHble KomaHabl Telnet

CneyuanbHAA KOMAHOA Ha3HayeHue
A b Mepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN h Mepeaatb no telnet yganeHue cumsona (EC).
Ao Mepeaatb no telnet npekpalyeHne Bbisoaa (AO).
AN Mepeaatb no telnet coobuwieHne «Are You There?» (AYT) ANA KOHTPONA NOAKNIOYEHMSA.
ANy Mepepaatb no telnet ctupanue ctpoku (EL).
AN X Bo3BpaT B peMM KOMaHAHOMN CTPOKMU.

Takye BO3MOKHO MCNONb30BaHME AONONHUTEbHBIX ONLUMIA NpK OTKPbITUKM Telnet- n SSH-ceccni:

Tabnunua 45 — KnoueBble cnoBa, UCNosib3yemble Npu oTKpbITUK Telnet- n SSH-ceccuit

Onyusa OnucaHue
/echo JloKanbHO BKAtOYAET PYyHKLMIO echo (nogaBneHue BbIBOAA HA KOHCOb).
/password Onpegendaet naponb Ana Bxoaa Ha SSH-cepsep.
/quiet He ponycKaet BbIBOA Bcex coobuieHunit nporpammHoro obecneveHus Telnet.

/source-interface

OnpeaensieT MHTePdENC-UCTOYHUK.

BktoyaeT 06paboTKy MOTOKa, KOTOPbIN paspellaeT HesawwmweHHoe TCP-coeguHeHne
6e3 KoHTpona nocnegosatensvHoctei Telnet. MoTokoBoe coeanHeHMe He obpabaTtbiBaeT

/stream Telnet-onumn 1 MoXKeT NCNONB30BaTbLCA ANA NOAKAOYEHMA K NOPTAM, HAa KOTOPbIX 3any-
LeHbl nporpammbl KonuposaHua UNIX-to-UNIX (UUCP) nnbo apyrve npoTOKObI, HE B-
naowmecs Telnet-npoTokonamu.

Juser OnpegendaeTt uma Nonb3oBaTena gnAa exoga Ha SSH-cepsep.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoM KOHGUIypauum MmeeT caeayowmii Bua,
console (confiqg) #

Tabnnua 46 — KomaHabl ynpaBaeHWs CUCTEMOM B perKMMe rnobanbHOM KOHPUrypaLmm

3HayeHue/3HayeHue .
KomaHoa Aelicmesue
o ymon4aHuio

hostname name name: (1..160) KomaHza cnykuTt ana 3afaHus ceTeBoro MMeHU yCTPOMCTBa.

no hostname CMMBO/I0B/- BepHyTb ceTeBoe MMA YCTPOIMCTBA B 3HAYEHNE MO YMOSYAHUIO.

service tasks-utilization PaspewnTb ycTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
pPecypcoB LEeHTPaNbHOIo NpoLeccopa KOMMyTaTopa A8 KaK4oro
CUCTEMHOTO npoLiecca.

- — -/BKAtOYEHO —

no service tasks-utilization 3anpeTuTb YCTPOWCTBY MPOrPAaMMHO M3MEPATb YPOBEHb 3arpy3ku
pPecypcoB LEHTPaNbHOIO NpoLeccopa KOMMYyTaTopa A/1A Kaxaoro
CUCTEMHOrO npouecca.

service cpu-utilization Pa3pewnTb yCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
PecypcoB LLEHTPaNbHOrO NpoL,eccopa KOMMyTaTopa.

- — -/BKAtOYEHO -

no service cpu-utilization 3anpeTnTb YCTPOWUCTBY MPOrpaMMHO U3MepPATb YPOBEHb 3arpysKku
PecypcoB LLEHTPaNbHOrO NpoLEeccopa KOMMyTaTopa.

service cpu-input-rate Pa3pewnTb ycTpoONCTBY NPOrpamMMHO M3MEPATb CKOPOCTb BXOAA-
LLMX KagpoB, 06pabaTbiBaeMblX LLEHTPAIbHbIM NPOLECCOPOM KOM-
myTaTopa.

-/BKAtOYEHO

no service cpu-input-rate

3anpeTuTb YCTPOMCTBY NPOrPaMmMHO U3MEPATb CKOPOCTb BXOAALLMX
Kagpos, o6pabaTbiBaeMbix LLeHTPaIbHbIM NPOLECCOPOM KOMMYTa-
Topa.

service cpu-rate-limits traffic
pps

no service cpu-rate-limits
traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options, other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

YctaHoBKa Ha CPU orpaHuyeHua CKOPOCTM BXOAALWMX KagpoB AnA
onpeaeneHHoro TMna Tpadpuka.
- pps — NAKeTOB B CEKYHAY.

V Peanusyert ¢pyHKumio CoPP (Control plane protection).

BoccTaHaB/MBaeT 3HaYeHWe pps Mo YMONYAHUIO ANA OnpeseneH-
Horo TpaduKa.

syn);
pps: 8..2048

service password-recovery PaspewnTb BOCCTaHOB/MEHWE MApPONsA 4Yepe3 3arpy3ouHoe MeHHo

«password recovery procedure» ¢ coxpaHeHWem KOHdUrypaumu.
no service password-recovery /enabled Paspewntb BOCCTaHOB/IEHWE MApPOAA 4Yepe3 3arpy3oyHoe MeHHo

«password recovery procedure» c yaaneHmem KoHoUrypauuu.
link-flap prevention enable BKntounTb NnpepoTepalleHme GaannuHra IMHKa.
link-flap prevention disable ~/enabled OTKNOYUTL NpeaoTBpaLleHne GAannumHra IMHKA.
service mirror-configuration Co3paaBaTb pe3epBHYO KOMUIO TeKyLel KoHdurypaumuu.
no service -/enabled OTKNOYUTL KONUMPOBaHWE TeKyLeit KoHdurypauuu.

mirror-configuration
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cpu threshold index index inter-
val relation value [flap-interval
[severity level]
[notify {enable | disable}] [re-
covery-notify {enable | disa-

flap_interval]

ble}]

no cpu threshold index index

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apatb nopor gas 3arpysku CPU.

- index — NpPou3BO/IbHbIN MHAEKC NOPOra;

- interval — nHTepBan namepeHua 3arpysku CPU. 3HaueHme 3a-
rpy3ku CPU 3a 3TOT MHTEpBan byaeT cpaBHUBATLCA C NOPOrOBbLIM;
- relation — oTHoWeHMe mexKay 3arpyskoit CPU 1 noporosbim 3Ha-
YeHnem, Heobxoanmoe ana cpabaTbiBaHMA NOpora;

- value — 3Ha4yeHWe Nopora;

- flap_interval — 3HaueHue, onpeaenstoLLee MOMEHT BOCCTAHOB-
NleHnn nopora nocne cpabaTbiBaHUS;

- severity — ypOBeHb Ba)*HOCTW TPanos A/1a 3TOro nopora;

- notify — BK/toUYaeT/oTKOYAET OTNPABKY TPanos o cpabaTbiBa-
HUK nopora;

- recovery-notify — Bk/ito4aeT/0TKAlOYaET OTNPABKY TPANos O BOC-
CTaHOBNEHWM Nopora.

Y4anuTb Nopor ¢ 3aaHHbIM UHAEKCOM.

memory threshold index in-
dex relation value [flap-in-
terval flap_interval] [sever-
ity level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,

equal-to, not-equal-to);
value: (0..100) npoueH-

TOB;

flap_interval:

(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3agatb nopor ans obvema ceobogHoM namaTv RAM.

- index — NPOW3BO/IbHbIN MHAEKC NOPOra;

- relation — oTHOWeEHME MeXKay 06beMom cBOBOAHON NamMATU U
NoporoBbiM 3HaYeHnem, Heobxogumoe ans cpabaTbliBaHMA NO-
pora;

- value — 3HayeHWe Nopora;

- flap_interval — 3HaueHune, onpeaenstoLee MOMEHT BOCCTAHOB-
JleHnn nopora nocne cpabaTbiBaHUs;

- severity — ypOBeHb BaXHOCTU TPanNoB A/ 3TOro Nnopora;

- notify — BK/loYaeT/OTKNOYAET OTNPABKY TPanos o cpabaTbiBa-
HWUW Nopora;

- recovery-notify — BK/l0uaeT/oTK/lO4aET OTNPABKY TPanoB O BOC-
CTaHOB/IEHMM NoOpora.

Y4anuTb NOpor ¢ 3afaHHbIM UHAEKCOM.

sensor threshold fan
fan_num unit-id unit_id in-
dex index relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no sensor threshold fan
fan_num unit-id unit_id in-
dex index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..1000000000)
060p0oTOB/MUH;
flap_interval:
(0..1000000000)/0
060pOTOB/MUH;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3a4aTtb Nopor ANA AaT4MKa CKOPOCTM BpaleHUa BEHTUAATOpPA.

- fan_num — Homep BEHTUNATOPA;

- unit_id — Homep tOHMTa, Ha KOTOPOM Haxo4MTCA BEHTUAATOP;

- index — NPOU3BOIbHbIN MHAEKC NOPOra;

- relation — OTHOLIEHWE MeXAY CKOPOCTbIO BPALLLEHUA BEHTUNA-
TOpa M NOPOroBbIM 3HaYeHMeM, Heobxoanmoe aaa cpabaTbiBaHUA
nopora;

- value — 3Ha4yeHuWe Nopora;

- flap_interval — 3HayeHue, onpegensaoLLee MOMEHT BOCCTAHOB-
NeHnA nopora nocne cpabatbiBaHus;

- severity — ypOBeHb Ba)*XHOCTU TPANoB A/1a 3TOro nopora;

- notify — BK/IlOYaeT/OTKNIO4AET OTNPaBKY Tpanos o cpabaTbiBa-
HWKW Nopora;

- recovery-notify — BK/louaeT/oTK/IIO4aET OTNPaABKY TPanos O BOC-
CTaHOBNEHMM Nopora.

YaanuTb NOpor ¢ 3a4aHHbIM UHAEKCOM ANA BeHTUAaTopa fan_num
Ha IoHUTe unit_id.

sensor threshold thermal-

sensor sensor_num unit-id

unit_id index index relation
value [flap-interval flap_in-
terval] [severity level] [no-

tify {enable | disable}] [re-

covery-notify {enable | dis-
able}]

no sensor threshold ther-
mal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3a4aTb NOPOr ANsA AaTYMKA TemMepaTypbl.

- Sensor_num — HOMep TEPMOAATYMNKA;

- unit_id — HoMmep OHMTa, Ha KOTOPOM HaXOAMTCA TePMOLATUMK;

- index — Npoun3BO/IbHbINA MHAEKC NOPOra;

- relation — oTHoOLWeHWeE MeXAay TeMNepaTypoi U NOPOroBbIM 3Ha-
YeHuem, Heobxoanmoe ansa cpabaTbiBaHMA NOPOra;

- value — 3HayeHuWe nopora;

- flap_interval — 3HaueHune, onpeaenstoLee MOMEHT BOCCTAHOB-
NeHunn nopora nocne cpabaTbiBaHuUs;

- severity — ypOBeHb BaXHOCTU TPanoB ANS 3TOro Nopora;

- notify — BktoYaeT/oOTK/IIOYAET OTNPABKY TPanos o cpabatbisa-
HWUW nopora;

- recovery-notify — BK/louaeT/oTK/lO4aET OTNPABKY TPanos O BOC-
CTaHOB/IEHMM Nopora.

YAanuTb Nopor ¢ 3a4aHHbIM MHAEKCOM A/1A TepmogaTymKa sen-
SOr_num Ha toHuUTe unit_id.
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storage threshold index in-
dex interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert;

3agatb nopor ans obvema cBobogHOM NamaTh Ha M3Y.

- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- relation — oTHOWeEHMe mexKay o6bema cBOOOAHOM NamATU U No-
pPOroBbiM 3HaYeHUeM, Heobxoanmoe A cpabaTtbiBaHWA NOPOra;
- value — 3Ha4eHue nopora;

- flap_interval — 3Ha4YeHue, onpeaenstoLLee MOMEHT BOCCTaHOB-
NleHWA nopora nocne cpabaTbiBaHUsA;

- severity — ypOBeHb Ba)*KHOCTU TPanoB A/a 3TOro nopora;

- notify — BK/IlO4aeT/OTKNIOYAET OTNPaBKY Tpanos o cpabaTbisa-
HWW Nopora;

- recovery-notify — BK/l0uaeT/oTK/lO4aeT OTNPaBKY TPAnoBs O BOC-
CTQHOBNEHMM Nopora.

Y4anuTb NOpor ¢ 3aaHHbIM UHAEKCOM.

reset-button {enable | disable
| reset-only}

-/enable

HacTpolika peakuuu KommyTaTopa Ha HaxaTue KHOMNKu F.

- enable — npu HaXXaTUK Ha KHOMKY A/UTEeNbHOCTbIO MeHee 10 cek,
NpoOUCXoAuT nepesarpyska yCTPOMCTBA; NPU HaXXaTUM Ha KHOMKY
AnutenbHocTbio 6onee 10 cek, nponcxoauT cbpoc ycTponcTea Ao
3aBOACKOM KOHPUrypaLmu;

- disable — He pearnpoBaTb (OTKtOYEHA);

- reset-only — To/1bKO Nepesarpyska.

system forwarding resources
mode {mid-I3-mid-12 | min-I3-
max-12}

mode:
mid-13-mid-I2,
min-13-max-12/
mid-13-mid-I2

YcTaHOBUTb
mid-I13-mid-12:
- 06bem Tabanubl MAC po 128K aapecos;
- 06bem Tabanupl FIB ao 288K mappyTos;
- 06bem Tabaumubl ARP oo 64K 3anuceit.
min-I13-max-12:
- 06bem Tabanubl MAC po 256K agpecos;
- 06bem Tabanupl FIB ao 16K mapipyTos;
- 06bem Tabanupbl ARP go 96K 3anucei.
’ KomaHga noppeprkaHa Tonbko Ha MES5410-48 u
H MES5500-32.

peXum pacnpegeneHus  annapartHbiX  Pecypcos

I | Hactpoiika BCTYNUT B CUAy TONbKO NOC/E nepesarpysku
H ycTpoicTBa.

no system forwarding
resources

YCTaHOBUTb PEXUM pacnpeseneHns anmnapaTHbIX Pecypcos Mo
YMONYAHUIO.

5.5 KomaHapbl gna HacTPOiKM NapameTpoB ANA 3agaHUA naponen

[aHHbIV KOMNAEKC KOMAHA, NpeAHa3HayYeH 41A 3a43aHNA MUHUMANbHOW C/I0XKHOCTU Mapos, a TakKe
ONA 3a4aHMA BPEeMeHU AeNcTBMA Napons.

KomaHObI pexcuma 2a0banab6Hol KoOHuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoHOUrypauum MMeeT caeaytowmii Bua;

console (config) #

Tabnnua 47 — KomaHabl ynpaBaeHUs CUCTeMon B pexkmme rnobasbHoM KOHPUrypaumnm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

HAelicmeue

passwords aging age

no passwords aging

age: (0..365)/180 aHeit

3apaer BpeEMA XKU3HU naponel?l. Mo ucreyeHnn 3a4aHHOroO CPokKa
6y,u,eT npeanoxKeHo CMeHUTb Napob. 3HauveHune 0 rOBOPUT O TOM,
4YTO BpEMA XKU3HU naponeﬁ He 3a4aHOo.

BoccTaHaBimMBaeT 3HavYeHMe No YMOTHAHUIO.

passwords complexity enable

no passwords complexity
enable

-/BbIK/IIOYEHO

BkatouaeT orpaHuyeHve Ha popmat napons.

BbIkNtouaeT orpaHuyeHve Ha dopmat napons.
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passwords complexity
min-classes value

BK/lOYaeT orpaHuueHve, 3ajaloliee MUHUMANbHOE KOWMYECTBO
KNaccoB CMMBO/OB (CTpoYHble BYKBbI, 3arnasHble ByKBbl, LUdPbI,
value: (0..4)/3 CUMBO/IbI).

no passwords complexity
min-classes

BoccTaHaBnmMBaeT 3HavYeHMe No YMOYAHUIO.

passwords complexity
min-length value

BK/ItOYaEeT OrpaHUYeHne Ha MMHUMANbHYIO AJIMHY Napons.

no passwords complexity
min-length

value: (0..64)/8

BocctaHaBnmBaeT 3HayeHue no YMONYaHULO.

passwords complexity
no-repeat number

BkatouaeT orpaHuyeHue, 3ajatroliee MaKCMMaJbHOE KONYECTBO
nocnenosaTe/ibHO NOBTOPAKOLWMXCA CUMBO1I0B B HOBOM Mapone.

no passwords complexity
no-repeat

number: (0..16)/3
BocCCTaHaB/IMBaET 3HaYEHNE N0 YMOYAHMIO.

passwords complexity

Banpeu.l,aeT npu CMeHe NaposaAa UCNOob30BaTb B Ka4eCTBe HOBOro

not-current cTapbli.
- -/enabled —
no passwords complexity Pa3speluaeT MCNONb30BaTh CTapblii Naposib NMPU CMEHE.
not-current
passwords complexity 3anpeLyaeT UCNO/b30BaTh B KAYECTBE Napoaa UMA NoAb3oBaTeNs.
not-username
- -/enabled
no passwords complexity Pa3speluaeT MCNO/b30BaTh B KaYeCTBE Napoia MMA NONb30BaTeN .
not-username
passwords lockout value 3afaeT orpaHUYeHme Ha KOMYeCTBO HeBEPHbIX MOMbITOK BXOAa Ha
| KommyTaTop. Mocne nocneaHein HenpasuUAbHOM NOMbITKA BBECTU
value:

Nnaposb NO/sib30BaTeENb 6.10KM pyeTca.

no passwords lockout

(1..5)/BbIKNtOYEHO
BbIKNIOYAET OrpaHMYEHNEe Ha KOJIMYECTBO HEBEPHBIX MOMbITOK BXO-

aa.

Tabnvua 48 — KomaHapl ynpaBaeHua cuctemon B pexkume Privileged EXEC

KomaHoa

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

show passwords configuration

- OTo6parkaeT MHGopmaumio 06 orpaHMYEHUAX Ha NAPON.

set username name active

Pa3bnokupyeT nonb3osaTens, 3ab/IOKMPOBAHHOMO Mocse Heyaaud-

name: (1..20) cumBosos
HbIX MOMbITOK BXOAa Ha KOMMyTaTOp.

5.6 Pa6ora c pamtnammu

5.6.1 OnucaHue apeymeHmos KOMaHO

Mpu ocylecTBAeHNN onepaunin Hag dainamu, B KauecTBe apryMeHTOB KOMaH/, BbICTynatoT agpeca

URL — onpepenutennM MmecTOHaxosKaeHua pecypca. OnucaHuWe KAo4YeBblX C/I0B, WCMO/b3yeMblX B
onepauusx, npMseaeHo B Tabauue 49.

Tabnumua 49 — CNUCOK KAKOYEBbIX CIOB U UX ONMcaHue

Knrouesoe cnoso

OnucaHue

flash://

McxoaHbli agpec MAn agpec Mecta HasHauyeHUs AN SHeproHe3aBMCcMMON NamaTh. JHeproHesasu-
CMMan NaMATb UCMOAb3yeTcA Mo yMmoaYaHuio, ecamn agpec URL onpeaeneH 6e3 npedukca (npeduk-
camu snstoTes: flash:, tftp:, scp:...).

running-config

daiin TekyLLelt KoHoUrypaumm.

mirror-config

Konusa dalina Tekywiein KoHourypaumm.

startup-config

daiin nepBoHaYaNbHOM KOHOUTypauuu.

active-image

daiin ¢ aKTMBHbIM 06pasom.

inactive-image

daiin c HeaKTMBHLIM 06pasoMm.
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tftp://

UcxopHbI agpec unm agpec mecta HasHadyeHua ana TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory/] filename vrf name.

- host — IPv4-agpec unv ceTeBoe MMs yCTPOMCTBA;

- directory — katanor;

- filename — vma daiina;

- name — Ha3BaHwue vrf.

V Ecam vrf He ucnonb3yeTca, KomaHay vrf name Mo}Ho He YKa3blBaTb.

scp://

UcxogHbI agpec unm agpec mecta HasHayeHua ana SSH-cepsepa.
CuHTakcuc: scp://[username[:password]@]host/[directory/] filename
- username — UMA NoJib30BaTeNs;

- password — napoab Nosb3oBaTens;

- host — IPv4-apgpec unu ceteBoe MMA yCTPOICTBa;

- directory — kaTanor;

- filename — vims daiina.

logging

®aiin c uctopmein KomaHa,

5.6.2 KomaHOblI dna pabomei ¢ halinamu

3anpoc KomaHAHOM cTpoKu B pexxume Privileged EXEC nmeeT cneayrowmii BuAa;

console#

Tabnuua 50 — KomaHap! ans paboTbl ¢ pannamm B pexkmnme Privileged EXEC

3Ha4yeHue/3HayeHue ”
KomaHoa / Aelicmeue
no ymoa4YaHuro

copy source_url KonuposaHue daitna n3 MectononoXeHna UCTOYHNKA B MecTono-

destination_url NIOXKEeHWE Ha3HaYeHus.
- source_url — mectononoxeHune Konvpyemoro aiina;
- destination_url — agpec mecTa Ha3HayeHus, Kyaa dain byaeT cko-

source_url: (1..160) NMpOBaH.
- CMMBOJIOB; "
copy source_url {running- o KonuposaHue dalina KoHbUrypauum c cepsepa B TeKyLLyto KOHOU-
. . - destination_url: (1..160)
-config| candidate-config} rypaumio.
- - CUMBOJIOB; "

copy running-config CoxpaHeHue TeKyLLel KoHbUrypaLum Ha cepsepe.

destination_url

copy startup-config CoxpaHeHue nepBoHayanbHOM KOHGUIypaumm Ha cepsepe.

destination_url

copy running-config i CoxpaHeHue TeKyLeit KoHOUrypauum B nepBoHaYaibHy0 KOHUry-

startup-config paumio.

copy running-config file i CoxpaHeHWe TeKyliei KoHOUrypauum B 3afaHHbI pe3epBHbIi
daiin KoHduUrypauum.

copy startup-config file i CoxpaHeHue nepBOHa4YanbHOM KOHPUIypaL MM B 3a4aHHbIN pe3eps-
Hbli1 dainn KoHdUrypauuu.

delete candidate-config Ypanenue ¢aiina KaHoUMAaT-KOHPUrypaLmm.

boot config source_url i KonuposaHue ¢alina KoHdUrypauum ¢ cepsepa B daiin nepsoHa-
YanbHOM KOHOUTypauum.

dir [flash:path | dir_name] - OTobparkaeT cn1coK $anioB B yKazaHHOM KaTasiore.
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more {flash:file |
startup-config |
running-config |
mirror-config | active-image
| inactive-image | logging |

file}

file: (1..160) cumsonos

OTobparkaeT cogepmumoe daiina.

- startup-config — oTobparkaeT cogepxumoe dainna nepBoHayanb-
HOM KOHUrypaLumm;

- running-config — oTobpakaeT cogepumoe daiina TeKyLel KOH-
urypauuu;

- flash: — oTo6pakaet dpalinbl ¢ Pprew-namaTi ycTpomncTea;

- mirror-config — oTobpakaeT cogepxumoe dana TeKyLWEeN KOH-
durypauuu c sepkana;

- active-image — oTobparkaeT Bepcuio TekyLero daina obpasa Mo.
- inactive-image — oTobparkaeT Bepcuio HeaKTMBHOro ¢alina ob-
pa3a MO0.

- logging — oTobpakaeT cogepumoe dalina KypHana.

- file — vma daiina.

) ®daiinbl otobparkatorca B popmare ASCII.
.o

delete url

Ypnanenue daiina.

delete startup-config

YpaneHus ¢aiina nepBoHayanbHON KOHOUTYypauuu.

boot system source_url

KonuposaHue daitna MO c cepepa B HEAKTUBHYIO 061aCTb NaMATH
Ha mecTto pe3sepsHoro 0.

boot system inactive-image

3arpysuTbca ¢ HeakTMBHOro obpasa MO.

show {startup-config |
running-config | candidate-
config} [brief | detailed |
interfaces

{gigabitethernet gi _port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | port-channel
group | vlan vian_id | tunnel
tunnel_id | loopback
loopback_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);

vlan_id: (1..4094);
tunnel_id: (1..16);
loopback_id: (1..64)

OTobpaxkaeT cogepmumoe daitna nepsoHa4yaAbHON KOHGUTYpaLum
(startup-config) nam Terywen KoHdurypaymm (running-config).

- interfaces — koHbUrypauua nHTepdericos Kommytatopa - dusnye-
CKUX nHTepoelicos, rpynn uHtepdeiicos (port-channel), VLAN-uH-
Tepdelicos, oob-nopTa, nHTepdelica 3ambikaHMA Ha cebn, TyHHe-
nen.

Cnepytowme onuum JOCTYNHbI NPU BbIBOAE TEKyLLel KoHoUrypa-
unn:

- brief — BbiBOg, KOHOUIYpaLMK 6e3 ABOUYHBIX AaHHbIX, HANPUMEP,
SSH u SSL Kntouen.

- detailed — BbIBOA KOHOUIYpaLUK C BKIOYEHMEM ABOUYHbIX AaH-
HbIX

show bootvar

MoKa3blBaeT aKTUBHbIN ¢palin cuctemHoro MO, KOTopPbI YCTPONCTBO
3arpy)aeT npu 3anycke.

write [memory]

CoxpaHeHue TeKyuiel KoHdurypauum B ¢ailn nepsoHavanbHOM
KOHdUrypaumm.

boot license source_url [unit
unit_id] [vrf vrf_name]

unit_id: (1..8);
vrf_name: (1..32)
cumBona

3arpy)KaeT Ha yCTPOMCTBO dalin NULLEH3UMN.
- unit_id — Homep tOHWTa B CTEKE;
- vrf_name — ums BUpTyanbHOM 061aCT MapLIpyTU3aALNN.

’ | daiinbl AMLEH3UN MOrYT 6bITb YCTAaHOB/EHbI Ha YCTPOU-
e CTBO C posbto master u backup.

delete license [ word ] [unit
unit_id]

word: (1..160) cumsona;
unit_id: (1..8)

Ypansaert ¢ yCTpoOMCTBa BCe YCTAaHOB/EHHbIE Gali/ibl INLEH3NN.
- word — uma $ainna NMLEeH3NN, KOTOPbIN AOMKEH ObITb yaaneH;
- unit_id — Homep tOHWTa B CTEKe.

show license [unit unit_id]

unit_id: (1..8)

MoKa3biBaeT ycTaHOBNAEHHbIEe daliibl IULEH3NUN.
- unit_id — Homep tOHMTa B CTEKe.

rename url new_url

url, new_url: (1..160)
CMMBO/OB

N3meHeHWe nmenu daina.
- url — Terywee uma daina;
- new-url — HoBOe nmsa daina.

CepBep TFTP He moeT 6biTb aApecom WUCTOYHMKOM M aApPecom HasHayeHuA ANA O[HOM
< KOMaH/Abl KONMPOBaHUA.

[Tpumepbl UCNoAb308aHUS KOMAHO

Ypanutb dann test s sHeproHe3aBUCUMOWN NaMATH:

console# delete flash:test
Delete flash:test? [confirm]

Pe3ynbTaT BbINONHEHMA KOMaHAbI: NOC/e NoATBepPKAEHUA cbai/’m 6yp,eT yAdaneH.
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KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexmme rnobanbHON KOHPUTYpaUnm nmeeT cneayowmnii Bua;:

console (confiqg) #

Tabnnua 51 — KomaHab! gns paboTbl ¢ painamm B pexkmme rnobanbHol KOHPUrypauum

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

ip tftp source-vrf vrf_name

no ip tftp source-vrf

vrf_name: (1..32)
CUMBOJI0B

MNepeBog cuctembl KonupoBaHus yepes TFTP B onpeaeneHHbin VRF.
- vrf_name — vma BUPTYaNbHOM 061acTU MapLIpyTU3aLUK.

MNepesoa cuctembl KonuposaHua vyepes TFTP B VRF no ymonyaHuto.

5.6.3 KomaHObI 0518 pe3epsupoeaHus KOHguz2ypayuu

B paHHOM pasgene onucaHbl KOMaHAabl, NpefHa3HayeHHble ANA HaCTpOﬁKM pe3epBnpoBaHNA

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

KOHdUrypaLmm no TaiMmepy MAn Npu COXpaHeHUn TekyLwen KoHPurypaumm Ha flash-Hakonutene.

3anpoc KOMaHAHOM CTPOKK B peXxume rnobanbHON KOHOUIYpaLMmM MMEET CeayoWnin BUA,:

console (config) #

Tabnnua 52 — KomaHabl ynpaBaeHWsA CUCTEMOM B perKMMe rnobanbHOM KOHUrypaLmm

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aeiicmeue

backup server server format

no backup server

server: (1..22) cumBonos

YKasaHue cepeepa, Ha KOTopbli byaeT NpoM3BoANTLCA Pe3epBMpo-
BaHWe KOHdUrypaumm.

CTpoka B popmare:

«tftp:// XXX XXX XXX XXX »

«scp://[[username][:[password]]]host»
«sftp://[[username][:[password]]]host»

YpaneHue cepsepa 41 pe3epsBrpoBaHus.

backup path path

no backup path

path: (1..128) cumsonos

YKasaHue nyTM pacnonoxeHua daina Ha cepsepe U npedukca
darina. Mpu coxpaHeHnn K npedukcy byaer fobaBnATbLCA TeKyLLan
AaTa 1 BpemaA B popmare rrrrmmaa4ymmcec.

YpaneHue nytm gna pesepsunpoBaHus.

backup history enable

no backup history enable

-/BbIK/OYEHO

BKNOUNTL COXPaHEHWE NCTOPUU pe3epPBHbIX KOMUNA.

OTKAIOYUTL COXpaHeHUe NUCTOPUU pe3epBHbIX KOMNWN.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 muH

YKa3zaHWe NpoMeKyTKa BPeMeHM, Mo UCTeYeHUU KoToporo bypet
OCYLLECTBAATLCA aBTOMATUYECKOe pe3epBMpoBaHME KOHPUTYpaLLMK.

BoccTtaHaBnAuBaeT 3HaYeHMe N0 YMONYaHUIO

backup auto

no backup auto

-/BbIK/IIOYEHO

BkAtoueHWe aBTOMaTMYeCKOro pe3epBnpoBaHua KoHbUrypauuu.

YcTaHOBKa 3HAY€HUA NO YMOYAHUIO.

backup write-memory

no backup write-memory

-/BbIK/IIOYEHO

BK/loueHMe pe3epBMPOBaHUA KOHOUIypauum Mpu  COXpaHEHUU
nosb3oBaTtenem KoHourypaumm Ha flash-Hakonutens.

YcTaHOBKa 3Ha4YeHna no YMO4aHUIO.

HacTpoiika BO3MOKHOCTM Ucnob3oBaHMA USB-nopTa KommyTaTtopa.

usb {enable/disable} -/enable - enable — ncnonb3oBaHne USB-nopTa paspeLleHo;
- disable — ncnonb3oBane USB-nopTa 3anpeLyeHo.
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Tabnuua 53 — KomaHapl ynpaBneHua cuctemoin B pexkume Privileged EXEC

Komanoa 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
show backup ) OTob6parkaeT UHGOPMALLMIO O HACTPOLKaxX PE3EPBUPOBAHUA KOH-
durypauum
show backup history ) OTob6parkaeT UCTOPUIO YCMELIHO COXPAaHEHHbIX Ha CEPBEpP KOHPU-
rypauui.

5.6.4 KomaHObI 0513 pabomesl kKaHOUAam-KoHgpu2ypayuu

B paHHOM pa3gene onncaHbl KOMaHAbl, NpeAHa3HaYeHHble ANA paboTbl C KAaHAMAAT-KOHOUTypaumm
u rollback-Taiimepom.

B cucTteme cyuiecTtByeT HeCKONbKO TuNoB KoHdurypaumin: CANDIDATE — pepaktupyemas
kKoHdurypauma. RUNNING — peicreytowan KoHpurypaums. MNog ynpasaeHnem sto KoHGUrypauum ysen
poctyna pabotaer B AaHHbIM MomeHT. BACKUP — XpaHUT AeNCTBOBaHHYHO paHee KOoHourypauuio u
NCnosb3yeTcsa A1A OTMEHbl MPUMEHEHUA KOHOUIYpaL K.

Ons Toro 4tobbl BHECEHHble B KOHQUrypauutio WU3MEHEeHUs BCTYNMWAU B CWY, AONXHA ObiTb
BbIMOJIHEHA onepauns MPUMEHeHUA KOoHourypauum commit. MNpu aTom gencteytowas KoHdurypauma
ctaHoBuTCA pesepsHoit, a RUNNING konupyetcs 8 BACKUP. 1n1a 0OTMeHbl BHECEHHbIX USMEHEHWIM MO KaKon-
nbo npuymHe ncnoabyetca onepauusa rollback.

[na noaTBEPIKAEHUA KOPPEKTHOCTU MPUMMEHEHHON KOHdUrypaumm oT onepaTopa Tpebyetca BBOA
KOMaHZbl noaTBep:KaeHun confirm, ecan noaTsepKaeHWe He MOCTYNWUT B TeYeHWe AeWCTBUA Talmepa
noateepXaeHusa (N0 YMONYaHUIO YCTAaHOBAEHO 5 MUHYT), TO KOHOUIypauma ycTpoMcTBa aBTOMaTUYECKM
BEPHETCA K COCTOAHMIO, KOTOpoe 6b1710 40 BBOAA NOC/eAHelN KOMaHabl commit.

3anpoc KomaHAHOM cTpoKu B pexxume Privileged EXEC nmeeT cneayolwmin BuAa;
console#

Tabnnua 54 — KomaHabl ansa paboTbl ¢ pannamm B perkmme Privileged EXEC

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
no ymon4aHuro
show candidate-config status OTtobpaxkaeT MHbOpPMaLMIO O COCTOAHMM commit, Tamepa
rollback n coctosHUM BNOKMPOBKM KaHAMAAT-KOHOUTYpaLLUK.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B peXUME KaHANAAT-KOHOUIYPaLMN UMEET CieayoWwmii BUA,:
console (config) #

Tabnnuya 55 — KomaHabl ansa paboTbl ¢ dannamm B pexkmume KaHaNAaT-KOHPUrypaumum

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymon4aHuio
commit [at] timer timer: MpumeHseT KoHoUrypaumio s candidate-config
(1...1200)/600 '
confirm MoaTteepxpaet npumeHeHue candidat-config, yaanset rollback
i Talimep.
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5.6.5 KomaHObI 013 asmomamuyecko2o 06Ho8neHUA U KOHu2ypayuu

[Mpouecc asmomamu4yecko2o 0b6Ho8nEHUA

KommyTaTop 3anyckaeT npoLecc aBTomatmydeckoro obHosneHuna, 6asmnpytowmiica Ha DHCP, ecam oH
BK/lOYEH U uma TeKkcToBoro ¢anna (DHCP-onuma 43, 125), copepskauiero mmsa obpasa MO, 6bino
npegocrasneHo cepsepom DHCP.

I'Ipou,ecc aBTOMaTMYECKOro 06HOBNEHUSA COCTOUT U3 cneayroumnx aTanos:

1. KommyTaTop 3arpy:KaeT TeKCTOBbIN dain 1 yMTaeT us Hero nmsa daina obpasa MO Ha TFTP-cep-

Bepe;

2. KommyTaTop ckaumBaeT nepsblii 610K (512 6aliT) obpasa MO c TFTP-cepBepa, B KOTOPOM CO-
pepxutca sepcma MO;
3. KommyTaTtop cpaBHUBaeT Bepcuto daina obpasa MNO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcuei
aKkTMBHOro obpasa MO KommyTaTopa. ECNM OHM OTAIMYAIOTCA, KOMMYTATOP 3arpykaeTt obpas MNO
¢ TFTP-cepBepa BMecTo HeaKTMBHOro ob6pasa MO KommyTaTopa 1 genaeT AaHHbl 06pas akTue-

HbIM;

4. Ecnu o6pa3s MO 6bin 3arpyKeH, TO KOMMYTaTOP Nepe3arpyr*Kaercs.

[pouecc asmomamu4ecko20 KOHU2YyPUPOBaHUS

KommyTaTop 3anycKaeT npoLecc aBTOMaTUYECKOro KOHPUrypupoBaHus, b6asupytowmiica Ha DHCP,
NP BbINOJHEHUN CeAYHOWMX YCOBUIA:

— B KOHOUIypauum paspelleHo aBTOMaTMYeCcKoe KOHOUTYPUPOBaHUE;
— otBeT DHCP-cepBepa coaepxut IP-agpec TFTP-cepsepa (DHCP-onuma 66) u uma daina
KoHdurypaumum (DHCP-onuma 67) B dopmate ASCIL.

’ MonyuyeHHbIN pann KoHPUrypauum gobasnseTca K Tekywei (running) kKoHpurypaumm.
-

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pekmnme rnobanbHoin KoHOUrypauum MMeeT caeaytowmii Bua;

console (config) #

Tabnuua 56 — KomaHabl ynpaBaeHua cMCTEMOM B pexkmme rnobanbHoN KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

HAelicmeue

boot host auto-config

BK/toueHMe aBTOMATMYeCKOlM KoHdUrypauuu, H6asmpyrolieiica Ha
DHCP.

no boot host auto-update

- -/BKNIOYEHO — —
no boot host auto-config BbIkNtoueHWe aBToMaTnuecKol KoHdurypaumm, 6asupytoweiica Ha
DHCP.
boot host auto-update BkatoyeHWe aBTomatuyeckoro obHosneHua MO, 6asumpytoweroca
Ha DHCP.
-/BKNOYEHO

BbikntoueHne aBTomatuyeckoro obHoeneHusa MO, 6asumpytowerocs
Ha DHCP.

KomaHObI pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#
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Tabnunua 57 — KomaHapl ynpaBneHus cuctemom B pexkmume Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

show boot

MpocMoTp HacTpoeKk aBTOMaTU4ecKoro o6HOBAEHWS U KOHdUrypa-
uum.

Mpumep KoHourypaumm ISC DHCP Server:

unsigned integer 8,
unsigned integer 8,
unsigned integer 8,
text

}i

host mes2124-test {

filename

option image-filename code 125 = {

unsigned integer 32, #enterprise-number.

35265 (Eltex)
#data-len.
option-data + 2.
#sub-option-code.

#sub-option-len. InmHa crTpoku sub-option-data

#sub-option-data.
obpaza IO

hardware ethernet a8:£9:4b:85:a2:00;
"mesXXX-test.cfg";
option image-filename 35265 18 1 16 "mesXXX-40l.ros";

next-server 192.168.1.3;
fixed-address 192.168.1.36;

InrHa BCeX OAaHHBIX OIILUUM.

VoeHTHOMKaTOP NPOM3BOOUTEJIsI, BCeIOa paBeH

PaBHa OJMHE CTPOKM sub-

Kon nopmonuwmum, BCeTrna raBeH 1

VM TekCcTOBOTO daiya, comepXamero MM

#mac-anpec KoMMyTaToOpa

#yMs KOHQUI'ypaLUMM KOMMyTaTopa

#MMsI TEKCTOBOTO
comepxalero mMa obpasa IO
TFTP cepsepa

KOMMyTaTopa

bamnna,
#IP-ampec
#IP-ampec

5.7 HacTpoWKa cucTeMHOro BpemMeHwu

Mo ymonuyaHuio aBTOMaTUUYECKUii Nepexos Ha /ieTHee Bpemsa OCYLLeCTBAAETCA B COOTBeT-
cTBUM co ctaHgaptamu CLUA n EBponbl. B KoHdurypaumum moryt 6biTb 3aaaHbl /1l06ble gata

M Bpemsa ANA NepexoAa Ha fieTHee BpemMs 1 06paTHo.

KomaHOwbI pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpPoku B pexxunme Privileged EXEC nmeet cnegyownin Bua;:

console#

Tabnunua 58 — KomaHabl HACTPOMKM CUCTEMHOIO BpeMeHU B pexkume Privileged EXEC

month: (Jan..Dec);
year: (2000..2037)

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuro
clock set hh:mm:ss day month hh: (0..23); Py4Hasa ycTaHOBKa CUCTEMHOro BpPeMeHM (KomaHAa [OCTynHa
year mm: (0..59); TONbKO ANA NPUBUAETMPOBAHHOIO NO/b30BaTENSA).
ss: (0..59); - hh —4acbl, MM — MWUHYTbI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecsau,; year — roa.

show sntp configuration
[ vrf {vrf_name | all}]

vrf_name:(1..32)
CMMBOJIOB

MNMoKasbiBaeT KoHGUrypauuio npoTokosa SNTP.
- vrf_name — vma BUPTYaNbHOM 061acTU MapLIpyTU3aLUK.

show sntp status
[ vrf {vrf_name | all}]

vrf_name:(1..32)
CMMBOJIOB

MNMoKa3biBaeT cTaTyc npoTtokoaa SNTP.
- vrf_name — vma BUPTYanbHOM 061acTy MapLipyTnsaumm

show ntp

MoKa3bIBaeT TEKyLLLEEe COCTOAHME U CTAaTUCTUKY CyKObI NTP.

show ntp status

lMoKa3biBaeT cTaTyc NPOTOKONA CUHXPOHM3aumn spemeHn NTP no
ceTu.

show ntp associations

MNMokasbiBaeT MHPOpMaLMIO O corsiacoBaHMM ycTpolictBa ¢ NTP-
cepBepamu U O4HOPaAHTOBbIMY Y3/1aMW.

show ntp statistics

MNokasbiBaeT CTaTUCTUKY pa6OTbI NPOTOKOANa.
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HELTEX

KomaHOb! pexcuma EXEC

3anpoc KomaHAHoOM CTPoKM B pexkxnume EXEC nmeet cneaytowmin Bua;

console>

Tabnunua 59 — KomaHabl HACTPOMKM CUCTEMHOIO BpeMeHu B pexmme EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmesue

show clock

show clock detail

lNoKa3biBaeT cucteMHoe Bpemsa 1 Aaty.

[ononHutenbHO oToBpakaeT NapameTpbl YacOBOro Nosca U nepe-
X0fa Ha NeTHee Bpems.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXnme rno6anbHON KOHOUTYpauum MMeeT creayrowmii Bua;

console (config) #

Tabanua 60 — CNMCOK KOMaHA 415 HAaCTPOMKM CUCTEMHOTO BPEMEHM B pernme r1obanbHo KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

clock source {sntp | ntp |
browser}

no clock source {sntp | ntp |
browser}

-/BHELWHUIA UCTOYHNK
He ucnonbayerca

Mcnonb3yeT BHELWHWIA UCTOYHUK AR YCTaHOBKM CUCTEMHOIO Bpe-
MEHMW.
B cnyyae HasHauyeHUs UCTOYHUKOM ntp ycTpoiicTBo 6yaet
No YMOJIYaHUIO BbIMONHATL PO/b ntp-cepBepa,
OTBEYan Ha 3anpocbl KAUEHTOB.

3anpewaeT NCNosb30BaHME BHEWHero UCTOYHMKA A1A YCTaHOBKMU
CUCTEMHOIO BpeMEHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT OMMCcaHUsA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTaHaBAnBaeT 3HaYeHMe YacoBOro nosca.

- zone — cnoBo, cpopmmpoBaHHOE M3 NepBbix BYKB cnoBocoYeTa-
HWA, KOTOPOE OHO 3aMeHseT (onMcaHue 30HbI);

- hours-offset —4acoBoe cmelLLeHNe OTHOCUTENBHO HY1IEBOTO MepU-
nuaHa UTG;

- minutes-offset — MMHYTHOe CMeLLeHe OTHOCUTENBHO HY/EBOTO
mepugmaHa UTC.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

date month year hh:mm date
month year hh:mm [offset]

clock summer-time zone date

date year hh:mm [offset]

clock summer-time zone date
month date year hh:mm month

zone: (1..4) cumsona/
HET ONWUCaHWA 30Hbl;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MWH;

3agjaer gaty v Bpema 418 aBTOMATMUYECKOro nepexoaa Ha fetHee
BpeMA 1 BO3BpaTa 06paTHO (4N onpeseneHHoro roaa).

MepBbiM B KOMaH/AE YKa3blBaeTCA ONUCaHME 30Hbl, BTOPbIM Bpems
AN NepexoAa Ha nNeTHee Bpems M TPeTbUM Bpema 4/1a Bo3BpaTa.

- zone — cnoBO, CHPOPMUPOBAHHOE M3 NepBbiXx BYKB CNOBOCOYETa-
HWA, KOTOPOEe OHO 3aMeHAeT (onucaHue 30HbI);

- date —uucno;

- month — mecsu;

- year —rog;

- hh —4acbl, mm — MUHYTbI;

- offset — KONMYECTBO MUHYT, f,06aBASEMBIX NPU Nepexose Ha NeT-
Hee Bpems.
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HELTEX

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month hh:mm
{first | last | week} day month
hh:mm} [offset]

no clock summer-time

Mo ymonyaHuio
nepexon, Ha neTHee
BpeMsA BbIK/OYeH

3apaeT Jaty M Bpema AN aBTOMATUYECKOro nepexoda Ha seTHee
BpPEMA 1 BO3BPaTa 06PaTHO B PEKMUME EXKErogHo.

- zone — cnoBo, chopmMMpoBaHHOE U3 NepBbIX BYKB ClOBOCOYETa-
HWA, KOTOPOE OHO 3aMeHsEeT (OnMcaHue 30Hbl);

- usa — yCTaHOBMTb NPaBW/Ia Nepexosa Ha JIeTHee Bpems, UCMO/b-
3yemble B CLLA (nepexop, BO BTOpOe BOCKpeceHbe MapTa, 0bpaTHO
B NepBoOe BOCKpeceHbe HoABpsA, B 2 Yaca yTpa N0 MecTHOMy Bpe-
MeHU);

- eu — yCTaHOBUTb NPaBu/Ia Nepexosa Ha IeTHee Bpems, UCMNO/b3y-
emble EBpocoto3om (nepexos B nocsegHee BOCKpPeCEHbe MapTa,
06paTHO B NocnegHee BOCKpeceHbe OKTAbpa, B 1 yac yTpa no MpuH-
Buy);

- hh —y4acbl, mm — MUHYTbI;

- week — Hepena mecaua;

- day — peHb Hegenw;

- month — mecau;

- offset — KonnuecTBo A06aBAAEMbIX MUHYT NPK NEpexone Ha NeT-
Hee Bpems.

OTK/OYaeT aBTOMATUYECKUIA nepexoj Ha NneTHee Bpema.

sntp authentication-key number: YcTaHaBAMBaeT K4 MPOBEPKU MNOAJMHHOCTM ANA MNPOTOKONa
number md>5 value (1..4294967295); SNTP.
encrypted sntp value: (1..32) - number — Homep KAtoYa;
authentication-key number CMMBOJI0B; - value — 3HaYeHne KNou4a;
md5 value Mo ymonyaHuio - encrypted — 3a4aTb 3HaYeHWe KNtoYa B 3aWMdPOBAHHOM BUAE.
no sntp authentication-key npoBepka Ypaanaet KAy NnpoBepKu NOAJANMHHOCTU Ana npoTokona SNTP.
number noa/IMHHOCTN
OTK/ItOYEHA
sntp authenticate -/npoBepka TpebyeT NpoBepKy NOAANHHOCTM ANA NOAYYeHUA UHPopMaLum ot
NOA/IMHHOCTU He NTP-cepBepoB.
no sntp authenticate Tpebyetca YcTaHaBAUBaeT 3HaYeHMe Mo YMONYAHUIO.
sntp trusted-key key _number key_number: OcyuiecTBaseT NPOBEPKY NOAJMHHOCTU CUCTEMBI, OT KOTOPOM CUH-

(1..4294967295);
Mo ymon4yaHuo

XpOHU3unpyeTca c nomoupto SNTP no 3agaHHOMY Katouy.
- key_number — HoOMep K/toya.

no sntp trusted-key npoBepKa YCcTaHaBAMBAET 3HAYEHME MO YMONYAHMIO.
key_number noa/IMHHOCTKN
OTK/IlOYEHa
sntp broadcast client enable PaspewaeT paboTy wupokosewatenbHbix SNTP-KAnMeHTOB.
both | ipv4 | ipv6
{ | ipv4 | ip }, -/3anpelueHo
no sntp broadcast client YcTaHaBAWBAET 3HaYeHMe Mo YMOAYAHMIO.
enable
sntp anycast client enable Paspewaet paboty SNTP-KiveHTam, MoAfepKMBAOLMM METOL
both | ipv4 | ipv6 ACCbIIKM MaKeToB, MO3BONAOWMI NOCbiNaTe AaHHble O6aMMKan-
{ | ipv4 | ipv6} /3anpetLieno p ,

no sntp anycast client enable

LWemy YCTPOICTBY M3 rpynnbl NosyyaTeneu.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| oob | vlan vian_id}

no sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..48);

te_port: (1..32);
twe_port:
(1..8/0/1..120);

hu_port: (1..8/0/1..32);

group: (1..128);
vlan_id (1..4094)

Paspewaet paboty SNTP-knneHTam, NoALEPKMBAIOLLMM METOZ,
paccbiIKM MAKeTOB, MO3BO/IAIOWMIMA MOCbINATL [AaHHble 6aunKai-
LWemy yCTPOMCTBY M3 rpynnbl NoAy4YaTesiel, a TaKKe LWMPOKoBeLa-
TenbHbIM SNTP-K1MeHTam ans BbibpaHHOro nHTepdelica.

- noapobHoe onncaHue MHTepHENCcoB U3N0KEHO B pasaene «KoH-
durypaums nHtepoelicos».

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

twentyfivegigabitethernet /3anpeLueHo

twe_port |

hundredgigabitethernet

hu_port | port-channel group

| oob | vlan vian_id}

sntp unicast client enable PaspewaeTt paboTy ogHoaapecHbIXx SNTP-KAMEeHTOB.

no sntp unicast client enable /3anpewerio YCcTaHaBAMBAET 3HAYEHME N0 YMONYAHUIO.

sntp unicast client poll PaspelsaeT nocnesoBaTeslbHbIM ONPOC 3aZaHHbIX O4HOAAPECHbIX
-/3anpeweHo SNTP-cepBepoB.

no sntp unicast client poll

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIo.
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HELTEX

sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_namej}} |
hostname} [poll] [key keyid]

[ vrf vrf_name]

no sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [ vrf vrf_name]

hostname: (1..158)
CUMBO/IOB;
keyid: (1..4294967295);
vrf_name: (1..32)
CMMBO/I0B

3apaet agpec SNTP-cepsepa.

- ipv4_address — IPv4-aapec y3na cetu;

- ipv6_address — IPv6-aapec y3na cetu;

- ipv6z-address — IPv6z-appec y3na cetu ans ping.

dopmat agpeca ipv6_link_local_address%interface_name:
ipv6_link local_address — nokanbHbIn IPV6 agpec KaHana;
interface_name — uma ncxogsulero nHTepdeiica sagaerca B cie-
aytowem popmarte: vian {integer} | ch {integer} | isatap {integer}
| {physical_port_name}

- hostname — pomeHHOE UMA y3na ceTu;

- poll — BKAtoyaeT onpoc;

- keyid — vpeHTUdUKaATOP KNtOYa;

- vrf_name — ums BUPTyanbHOM 061aCTM MapLLPYTU3aALNN.

YpaaneHue cepsepa n3 cnucka NTP-cepsepos.

sntp source-interface

{ gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id |
tunnel tn_port | vlan

vlan_id | oob} [ vrf vrf_name]

no sntp source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
tn_port: (1..16);
group: (1..128);
vlan_id: (1..4094)
vrf_name: (1..32)
CMMBOJI0B/BbIK/IIOYEHO

Onpegenset IP-uHTepdeiic nctouHunka ana naketos NTP IPv4.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

sntp source-interface-ipv6

{ gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id |
tunnel tn_port | vlan
vlan_id}

no sntp source-interface-
ipvb

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
tn_port: (1..16);
group: (1..128);
vlan_id: (1..4094)
/BbIKNIOYEHO

Onpegenset IPv6-uHTEpdENC CTOUYHMKA ans nakeToB NTP IPv6.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

sntp source-port [udp_port]

no sntp source-port

udp_port: (1..65535)/
Nno YMONYaHUIO
ucnonb3yetcs
CAlyYaiHbIM nopT

YctaHasnmsaeT SRC UDP-nopt gna naketos NTP.
Mpu ucnonbzosaHum UDP-nopToB M3 amanasoHa 1-1024
npeaBapuUTeNnbHO HYXKHO yb6eauTbes, YTO AaHHbIM nopT
cB060AEH M He UCONb3yeTca Apyrumu cepsucamu. Mopt
50000 sBnsetrca pedontHbim pna PyHKUMOHaAnNa peer
detection ipaddr.

YcTaHaBAMBaEeT 3HAYEHKWe Mo YMOYaHUIO.

clock dhcp timezone

no clock dhcp timezone

-/3anpeLyeHo

PaspelwaeT nonyyeHre TakMx AaHHbIX Kak 4acoBOM NOAC U feTHee
Bpemsa oT DHCP-cepsepa.

3anpeLLaeT NONyYEeHUA TaKMUX AAHHbIX KaK 4acoBOW NOAC U NeTHee
Bpemsa oT DHCP-cepsepa.

ntp {server | peer}
{ipv4_address | ipv6_address
| hostname } [ version version ]

no ntp {server | peer}
{ipvd_address | ipv6_address |
hostname }

version: (1..4)/4
hostname: (1..158)
CUMBOIOB

3apaet agpec NTP-cepBepa UM 04HOPAHIOBOrO y3na.
- ipv4_address — IPv4-agpec y3na cetu;

- ipv6_address — IPv6-agpec y3na cetu;

- hostname — poMeHHOEe MMA y31a ceTu;

- version — onpeaenaeT Bepcuo NPOTOKONA ntp.

Ypanaet cepsep u3 cnmucka NTP-cepsepos.
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HELTEX
KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

3anpoc KOMaHAHOM CTPOKM B pexmme KoHoUrypauum nHtepdenca nmeeTt cneayowmnii Bua;:

console (config-if) #

Tabanua 61 — CNMCOK KOMaHA AN1A HACTPOWMKM CUCTEMHOTO BPEMEHMU B peXKMMe KOHPUrypaumm nHtepdelica

Komanda 3Ha4yeHue/3HayeHue Lleiicmeue
no ymosn4aHuro
sntp client enable PaspewaeT paboTy SNTP-KAMeHTy, KOTOpbI NOAAEPKUBAET METOS,
PaccblIKM MaKeToB, NO3BONAIOLWMI NOCbINATb AaHHbIE YCTPOMNCTBY
6AuKariweMy U3 rpynnbl NosyyaTesien, a TakKe LWMPOKOoBeLaTe b
-/3anpeuiero Homy SNTP-KkiMeHTy Ha HacTpanBaemom uHTepdeice (Ethernet,
port-channel, VLAN).
no sntp client enable YcTaHaBAMBaeT 3HaYeHUe No YMOIHAHUIO.

[pumepbl 8bIN0AHEHUS KOMAHO

OT0b6pasnTb CUCTEMHOE BPEMSA, AATY M AaHHbIE MO YacCOBOW 30HE:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyc npouecca CMHXPOHM3aUMM BpemMeHN O0TOBpPaXKaeTca C NOMOLLbIO AOMNOAHUTENbHO CUMBOAA
nepeg, 3Ha4eHMeM BPEMEHMU.

[pumep:

‘ *15:29:08 PDT (UTC-7) Jun 17 2009

Mcnonb3ytoTcs cneayrowme 0603HayeHus:

— TOYKa (.) 03HayaeT, YTo BpeEMS AOCTOBEPHO, HO HET CMHXPOHMU3aLLMKM ¢ cepBepom SNTP;
—  OTCYTCTBME CMMBOJIA O3HAYAET, YTO BPEMSA [OCTOBEPHO U CUHXPOHU3ALMA eCTb;
— 3Be3g04Ka (*) o3HayaeT, UTo Bpems HeJoCTOBEPHO.

3apaTb AaTy M Bpema Ha CUCTeMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

OTob6pasuTb cTaTyc NpoTokona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:
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HELTEX

Server
Source
Stratum
Status
Last Response
Offset
Delay

Anycast server:

Broadcast:

10.10.10.1

Static

3

up

10:37:38.0 UTC Jun 22 2016
1040.1794181 mSec

0 mSec

B npumepe Bbille CUCTEMHOE BPeMA CUHXPOHU3NPOBaHO oT cepBepa 10.10.10.1, nocneaHuin oteet
nonyyeH B 10:37:38, HecoBnageHmne CUCTEMHOIO BPpEMEHM C BpemeHeMm Ha cepsepe coctasmno 1.04 c.

5.8 KoHopurypauma spemeHHbIX MUHTEepBanoB time-range

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUTypaLmm:

console (config) #

Tabanua 62 — KomaHab! perkmma rnobanbHom KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuio

time-range time_name

no time-range time_name

Co3paHue time-range 1 BXo4, B PeXUM KOHPUrypaLMM BpeMeHHbIX
time_name: MHTEpBaos.
(0..32) cumBona - time_name — nmsa npoduna HacTpoek time-range.

Y[anuTb BpeMeHHOM MHTepBa.

KomaHObI pextuma KoHu2ypayuu spemMeHHbIX UHMepsasnos

console# configure
console (config) # time-range range name
console (config-time-range) #

Tabanua 63 — KomaHabl pexkuma KoHOUrypauum BpeMeHHOro MHTepBana

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuro
absolute {end | start} hh:mm hh: (0..23); 3apaTb HavYano U (MAK) KoHel, BpeMeHHOro MHTepsana B ¢popmare:
date month year mm: (0..59); Yyac: MUHYTa AeHb MecsL, rof.
no absolute {end | start} date: (1..31); YanuTb BPEMEHHO MHTEpBaN.

month: (jan..dec);
year: (2000..2097)

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

3apatb BpeMeHHOI7I WHTEpBan B Te4eHne ogHoro 13 AHeVI Heaenn nnu

hh: (0..23); KaXaoro AHA Hepenu.

mm: (0..59);

YanuTb BpEMEHHOM MHTepBa.
weekday: (mon...sun) A P P

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm to
weekday hh:mm

3anaTtb B eMeHHOﬁ UHTEepBa/ B Te4eHne Heaenu.
hh: (0..23); Aate 8P P A

mm: (0..59);

YAanutb BpeMeHHOM MHTepBa.
weekday: (mon...sun) A P p
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HELTEX

KomaHObI pexcuma KoHguaypauyuu uHmepaelicos Ethernet u Port-Channel

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm nHtepdencos:

console (config-if) #

Tabnunuya 64 — KomaHabl perknma KoHourypaumm nHtepdeicos Ethernet u Port-Channel

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmesue

operation time time_name
time_name: (0..32)
cumBoONa

no operation time

3apaTb time-range, onpeaenaoWwmii BpeMeHHOW UHTepBas, B KOTO-
pom uHTepdeic byaet HaxoauMTca B coctossHum Up.
- time_name — nmsa npoduna HacTpoekK time-range.

Y4anuTb BpeMeHHOM MHTepBa.

5.9 KoHopurypauua uHrepoeicos u VLAN

5.9.1 TrMapamempeo! Ethernet-unmepdgelicos, Port-Channel u Loopback-

uHmepaelicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Quana3zoHa uHmepgelicos)

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet
hu port | oob | port-channel group | range {..} | loopback Ioopback id }

console (config-if)#

[aHHbIA pexnm J0CTyneH U3 pexkMma KoHOUrypaumm 1 npefHasHavyeH Aaa 3afaHuA NapameTpos
KOHduUrypaumm uHTepdeiica (nopta KommyTaTtopa WAM Tpynnbl MOPTOB, paboTalowux B peume
pasaeneHuns Harpysku) ainbo ananasoHa HTepdencos.

Bbibop nHTEepdeica ocyLLecTBASETCA NPU NOMOLLM KOMaHA M3 Tabanubl HUXKeE.

Tabauua 65 — KomaHabl Bbibopa MHTepdeica Ana KOMMYTaToOpOB

KomaHoa

HasHaveHue

interface gigabitethernet gi_port

[na HacTpovikn 1G-uHTepdericos.

interface tengigabitethernet te_port

Onsa HacTpolikn 10G-uHTepdeincos.

interface twentyfivegigabitethernet twe_port

[na HacTpoliku 25G-uHTepdeincos.

interface hundredgigabitethernet hu_port

[na HacTpolikn 100G-uHTepdelicos.

interface port-channel group

[nA HaCTPOWMKM rpynn KaHanos..

interface oob

[ns HacTpoWku uHTepdeiica ynpaBneHus (MHTepdelic ynpasneHus
MPUCYTCTBYET HE HA BCEX KOMMYTATOPaX).

interface loopback loopback_id

[lna HacTpoiKM BUPTyanbHbIX MHTepdbeincos.

roe:

— group — NOpsAKOBbIM HOMep rpynnbl, obLiee KOMYECTBO COrNacHo Tabamue 9 (cTpoKa «Arperauus

KaHanos (LAG)»);

— gi_port—nopsaakosbit Homep 1G-uHTepdeiica, 3agaerca s suae: 1..8/0/1..48;

— te_port — nopaaKosbii Homep 10G-nHTepdeliica, 3agaetca B suae: 1..8/0/1..48;

— twe_port — nopagKosblii Homep 25G-nHTepdeiica, 3agaetca s suae: 1..8/0/1..120;

— hu_port — nopsaakosbiit Homep 100G-uHTepdeliica, 3agaerca 8 suge: 1..8/0/1..32;

— loopback_id — nopsaakoBbIii HOMep BUPTyanbHOro nHTepdeiica, obliee KOMYECTBO CornacHo Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).
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A ELTEX

3anucb nHtepdeiica

1..8/0/1..N

HOMep YCTPOICTBA B CTEKE HOMep c/oTa HOMep UHTepdelica

KomaHZbl, BBeAeHHble B peMme KOHdUrypauuum wHTepdelica, NPUMEHAITCA K BblbpaHHOMY

nHTepdelicy.

HuKe npuBeaeHbl KOMaHAb! ANS BXOAA B PeXKMM HacTpoWKku gecatoro Ethernet-uHtepdeiica nep-

BOTO YCTPOWCTBA B CTEKE M BXO43 B PEKMM HACTPOMKKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface hundredgigabitethernet 1/0/10
console (config-if) #

console# configure

console (config)# interface port-channel 1

console (config-if) #

Bbibop AnanasoHa MHTepdencoB OCyLLECTBAAETCA NPM NOMOLLM KOMaHA,:

interface range gigabitethernet portlist — pna HacTpoku pAuanasoHa gigabitethernet-
UHTepdelcos;

interface range tengigabitethernet portlist — ana HacTpolkM AmanasoHa tengigabitethernet-
UHTepdencos;

interface range twentyfivegigabitethernet portlist — ana HacTpoitkn gnanasoHa twentyfivegiga-
bitethernet-untepdelicos;

interface range hundredgigabitethernet portlist — pna HacTpolikm auanasoHa hundredgiga-
bitethernet-untepdeliicos;

interface range port-channel grouplist — pna HacTpolikn gnanasoHa rpynn nopTos.
KomaHzbl, BBegeHHbIe B JAaHHOM peXXMMe, NPUMEHAIOTCA K BbibpaHHOMY AnanasoHy UHTepdeiicos.

HuKe npuBeaeHbl KOMaHAbl AN BXOAA B PEKMM HACTPOMKKM ananasoHa Ethernet-uHtepdelicos ¢ 1

no 10 sBcex rpynn NOpToOB.

console# configure
console (config) # interface range gigabitethernet 1,/0/1-10
console (config-if) #

console# configure
console (config) # interface range tengigabitethernet 1,/0/1-10
console (config-if)#

console# configure
console (config) # interface range twentyfivegigabitethernet 1/0/1-10
console (config-if)#

console# configure
console (config) # interface range hundredgigabitethernet 1/0/1-10

console (config-if) #

console# configure
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console (config)# interface range port-channel 1-10
console (config-if) #

Tabnunuya 66 — KomaHabl pexknma KoHourypaumm nHtepdencos Ethernet n Port-Channel

3HaveHue/3HaveHue o
KomaHoa / Aelicmesue
no ymon4aHuro

shutdown BblkntounTb  KoHdUrypupyemoii  uHtepdelic (Ethernet, port-

-/BKAtOYEH channel).
no shutdown BKNOUUTL KOHOUTYPUPYEMbBIN MHTEPDEIC.
description descr descr: (1..64) [o6asuTb onucaHne nHtepoeiica (Ethernet, port-channel).
no description cMmBonoB/HeT o

Yaanutb onucaHue nHtepdeiica.

onuncaHua
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTbL Nepegayn gaHHbix (Ethernet).
no speed 10000) YCTaHOBUTb 3HAYEHME N0 YMONYAHUIO.

duplex mode

no duplex

mode: (full, half)/full

3apaTb pexum gynaekca uHtepdeica (noaHoaynnekcHoe coeam-
HeHue, nonyaynaekcHoe coeguHenune, Ethernet).

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

negotiation [cap1
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

Bk/itoyaeT aBTOCOr1acoBaHWe A1 CKOPOCTU U AynaeKca Ha HacTpa-
nBaemom uHTepderice. MoXKHO yKasaTb onpeaeneHHble COBMeCTU-
MOCTU NapamMeTpa aBTOCOM1aCOBaHUA, €CM NapameTpbl He 3aJaHbl,
TO NoAAepKMBatoTCA Bce coBmecTumocTu (Ethernet, port-channel).

BbIK/NlOYaeT aBTOCOr/acoBaHWE ANA CKOPOCTM M AynaeKkca Ha
HacTpanBaemom MHTepodeiice.

negotiation bypass

negotiation bypass forced

-/long

Pexxum ycTaHoBneHMA cBA3WM B 06xo4 npoueaypbl aBTocorna-
COBAHMSA, €C/W NapTHep Ha BCTPEYHON CTOPOHEe He OTBeYaeT Co
CTaHAAPTHbIM TamayToOM Mpouecca aBTocornacoBaHusa (negoti-
ation timeout long).

Pexxum ycTaHoBneHMA cBA3KM B 06xo4 npoueaypbl aBTocornia-
COBAHMWA, eC/IM MapTHep Ha BCTPEYHOWM CTOpPOHe He OTBevyaeT C
MWHWMaNbHBLIM TaliMayToOM NpoLLecca aBTOCOrnacoBaHus (negoti-
ation timeout short).

flowcontrol mode

mode: (on, off,

3apaTb pexum ynpassieHua notokom flowcontrol (BkaounTh, OT-
KNOYUTb UK aBTOCOrNacoBaHue). ABtocornacosaHue flowcontrol
paboTaeT TONbKO B C/yyae, eCM peXUM aBTOCOM1acoBaHWA

auto)/off negotiation BK/OYeH Ha HacTpaMBaemom MHTepdeiice (Ethernet,
port-channel).
no flowcontrol OTKNOYUTD PEXUM YNpaBaeHUA NOTOKOM.
back-pressure BkntoyaeT ¢yHKUMIO «0BPaTHOrO AaBAEHUA» Ha HACTpaMBaeMOM
nHtepoerice (Ethernet).
-/BbIKNOYEH

no back-pressure

BbikntouaeT dyHKUMIO «0BPaTHOro AaBAEHUA» HA HACTPAMBAaEMOM
nHTepoelice.

load-average period

no load-average

period: (5..300)/15

YCTaHOBWTb Nepros, B Te4eHUe KOToporo cobupaeTcsa cTaTUcTMKa O
HarpysKke Ha UHTepoelice.

YCTaHOBUTb 3HAYEHME Mo YMO/I4aHUIO.

unidirectional send-only

no undirectional

-/BbIK/IIOYEHO

BKAtoYaeT MopT, OCHALLEHHbIM ABYHANpaBAEHHbIMW Nuemonepe-
OaTYMKaAMU, B PEXUM OZHOHANPaBAEHHOMW Nepesayun.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

hardware profile portmode
{1x100g | 4x25g}

-/1x40g

MNepekntounTb pexkum nHTepoeincos HG.
/1 Hactpoiika npumeHsetcsa nocne coxpaHeHus KoHdurypa-
LMK U Nepe3arpysKu ycTpoicTea.

V‘ MNoppepxusBaetca pabora ¢
100G-4x25g n 40G-4x10g.

breakout-kabenamu

feccl74

fec cl91

-/BblKNIOYEH

BKANIOUUTL peUm npaAmol Koppekuun ownbok cl74 Ha uHTep-
deiice 25G.

BKNIOUUTL peUM MpAMON KoppeKuuu ownbok cl91 Ha uHTep-
deiice 25G.

fec off

OTKNIOUUTD PEKMM NPAMOI KOPPEKLMU OLLINBOK.

speed mode

no speed

mode: (10, 100, 1000,
10000, 25000, 40000,
100000)

3apaTb CKOPOCTb Nepenaun aaHHbIx (Ethernet).
[ocTynHOCTb KOHPUTYPUPOBAHUA CKOPOCTHBIX PEXKUMOB
3aBUCUT OT TUMNA UHTepdelica yCTPOoMUCTBa.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.
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%

Ha MES5400-24 B pexkume pacwiensieHua moryt paboratb 100G-unHtepdeiicbl HG3-HG6.
Ha uHTtepdeiicax HG1, HG2 aaHHbI pexxum He nogaep)kusaerca. Ha MES5400-24 rev.B

noaaep:KKa pacwenneHus ectb Ha Bcex 100G-uHtepdeiicax.

%

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Ha MES5500-32 B pexxume pacLuienneHma AocTynHo makcumym 30 100G-uHTepdeiicos.

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnuua 67 — KomaHapl pexxmma obumx HacTpoek nHTepdeica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeilicmeue

port jumbo-frame

PaspewaeTt kKommyTaTopy paboTaTth € Kagpamu 60NbLIOTO pa3mepa.

V 3HaueHue maximum transmission unit (MTU) no ymonua-
Huto 1500 6aiit.

Hactpoiika BCTynuT B CUAY TO/IbKO MOcae nepe3arpysku

seconds

no errdisable recovery interval

(30..86400)/300 cekyHa,

-/3anpeuiero V ycTpoiictea.
3HaueHnMe maximum transmission unit (MTU) npwm
V HacTpoiike port jumbo-frame 10240 6aiiT.
no port jumbo-frame 3anpeLaeT KommyTaTopy paboTaTb € Kagpamu 60/1bLIOro pasmepa.
errdisable recovery cause {all | BK/IIOUMTL aBTOMATMYECKYHO aKTUBALMIO MHTepdeiica nocae ero oT-
loopack-detection | KNHOYEHUSA B CIeAyoWmMX Caydanx:
port-security | - loopback-detection — o6HapykeHue neTens;
dotlx-src-address | acl-deny | - port-security — HapyweHue 6e3onacHocTM gas port security;
stp-bpdu-guard | - dotlx-src-address — HenpoxoxaeHue ayTeHTUPUKaLUKM, OCHOBAH-
stp-loopback-guard | udid | Holt Ha MAC-aapecax nosib3oBaTenen;
storm-control | link-flapping} - acl-deny — HecooTBeTcTBUME cnnckam aocTtyna (ACL);
- stp-bpdu-guard — aktneaums sawmtel BPDU Guard (nepegaya He-
CaHKLMOHMPOBaHHOro naketa BPDU yepes nHTepdeiic);
- stp-loopback-guard — 06HapykeHue netenb npoTokosom STP;
-/3anpeujero - udld — akTMBaums 3awmTsl UDLD;
- storm-control — 3aLMTa OT «WTOPMa» A4 PA3ANYHOTO TpaduKa;
- link-flapping — dnannuHr nnHka.
no errdisable recovery cause YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
{all | loopack-detection |
port-security |
dotlx-src-address | acl-deny |
stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control | link-flapping}
errdisable recovery interval seconds: YCTaHOBWUTb BPEeMEHHOW MHTepBan ANS aBTOMATMYECKOro NoBTOp-

HOro BKAOYEHUA UHTEpdelica.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

snmp trap link-status

no snmp trap link-status

-/BKNOYEHO

BkntoyaeT otnpasky SNMP trap-cooblieHnii 0 COCTOAHUU UHTep-
deMncHbIX IMHKOB.

OTkAtoyaeT otnpasky SNMP trap-coobLieHni.

default interface [range] {ip
ip_address | oob |
gigabitethernet gi_port |
TenGigabitEthernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | Port-Channel group
| Loopback loopback_id | Vlan
vlan_id}

ip_address: A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
loopback_id: (1);
vlan_id: (1..4094)

Cbpoc HacTpoek uHTepderica nam rpynnol MHTEPGENCOB Ha 3HaYe-
HWA, YCTaHOB/IEHHbIE MO YMONYAHMIO.
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HELTEX

KomaHObi pexcuma EXEC

Bua 3anpoca KOMaHAHOM CTPOKK B pexknume EXEC:

console#

Tabnnua 68 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

clear counters

Cbpoc CTaTUCTMKM ANA BCeX MHTepdencos.

clear counters {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

C6poc CTaTUCTUKM Ans uHTepdelica.

set interface active {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

AKTMBMPYET NOPT MAW TPYNNy MOPTOB, BbIKAOYEHHbIX KOMaHAO0M
shutdown.

show interfaces configuration
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3aTb KOHOUTypaLMIo MHTepdeicoB.

show interfaces status

MoKa3aTb cocToAHUE BCeX MHTepdencoB.

show interfaces status {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Moka3aTb cocToAHUe Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

Moka3aTb NapameTpbl aBTOCOrNAacCOBaHUA, 06bABNEHHbIE ANA BCEX
WHTepodelicos.

show interfaces advertise
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

[loka3aTb napameTpbl aBTOCOr/1acoBaHMA,
Ethernet-nopta, rpynnbl nopTos.

obbABNEHHblIE ans

show interfaces description

MoKasaTb onncaHua Bcex MHTepdencos.

show interfaces description
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTb onucaxue Ethernet-nopTta, rpynnbi NOpTOB.

show interfaces counters

MoKa3aTb CTaTUCTUKY 4R BCeX nHTepdeiicos.
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show interfaces counters

{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb CTaTUCTUKY ANA MHTepdeiica.

show interfaces utilization

MoKa3aTb CTaTUCTUKY NO HarpysKe 415 BCex nHTepdeicos.

show interfaces utilization {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTb cTaTUCTUKY Mo Harpy3ke ana Ethernet-uHtepdelica.

show interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3aTb CBOAHYIO MHOPMALMIO O COCTOSHUMW, HAaCTPOMKe U CTaTU-
CTUKe nopTa.

show ports jumbo-frame

MokasaTb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKa3aTb HACTPOMKM AN aBTOMATUYECKOM NMOBTOPHOMN aKTUBaLMK
nopra.

show errdisable interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKas3aTb NPUYMHY OTKJIOYEHMA NOPTA, FPynnbl NOPTOB M COCTOA-
HWe aBTOMaTUYECKOM aKTMBaLLUN.

show hardware profile
portmode

MoKkasaTb pexum paboTbl poauTenbckoro nHTepdeirica U Homepa
NMopTOB, Ha KOTOPbIE POANUTENBCKUIN MHTEpPdEIC paclenieH.

[pumepbl 8b1M0MHEHUS KOMAHO

MoKa3aTb cocToAHME UHTepPdECOoB:

console# show interfaces status

Port Type

Port Mode

tel/0/3 10G-Fiber
Access

tel/0/4 10G-Fiber
Access

tel/0/5 10G-Fiber
Access

tel/0/6 10G-Fiber
Access

tel/0/7 10G-Fiber
Access

tel/0/8 10G-Fiber
Access

tel/0/9 10G-Fiber
Access

tel/0/10 10G-Fiber
Access

tel/0/11 10G-Fiber
Access

Flow Link Back Mdix
Duplex Speed Neg ctrl State Pressure Mode
Full 1000 Disabled Off Up Disabled Off

Down -= -=

Down -= -=

Down -= -=

Down - -=

Down -= -=

Down -= -=

Down -= -=

Down -= -=
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tel/0/12 10G-Fiber -- -- -= —-— Down - -
Access
Flow Link

Ch Type Duplex Speed Neg control State
Pol -= - - - -= Not Present
Po2 -= -= -= -= -= Not Present
Po3 - - - - -— Not Present
Po4d -= -= -= -= -= Not Present
Pob5 -= - - - -= Not Present
Po6 — - - -— -= Not Present
Po7 -= - - - -= Not Present
Po8 — - - -— -= Not Present
Po9 - - - - -— Not Present
Pol0 — - - -— -= Not Present
Poll — - - -— -= Not Present
Pol2 - - - - -— Not Present
Pol3 — - - -— -= Not Present
Pol4 -= - - - -= Not Present
Pol5 — - - -— -= Not Present
Polb - - - - -— Not Present
Pol7 —— - - -— -= Not Present
Pol8 - -- -- - - Not Present
Po19 —— - - -— -= Not Present
Po20 - -- -- - - Not Present
Po21 —— - - -— -= Not Present
Po22 - -- -- - - Not Present
Po23 —— - - -— -= Not Present
Po24 - -- -- - - Not Present
Po25 —— - - -— -= Not Present
Po26 - -- -- - - Not Present
Po27 —— - - -— -= Not Present
Po28 - -- -- - - Not Present
Po29 —— - - -— -= Not Present
Po30 - -- -- - - Not Present
Po31 -= -= -= -= -= Not Present
Po32 - -- -- - - Not Present

Link
Oob Type Duplex Speed Neg State
oob 1G-Copper - - -— Down

MokasaTb NapaMeTpbl aBTOCOr1aCOBaAHMA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/3 10G-Fiber Disabled -- -
tel/0/4 10G-Fiber Disabled -- -
tel/0/5 10G-Fiber Disabled -- -
tel/0/6 10G-Fiber Disabled -- -
tel/0/7 10G-Fiber Disabled -- --
tel/0/8 10G-Fiber Disabled —-- -=
tel/0/9 10G-Fiber Disabled -- -
tel/0/10 10G-Fiber Disabled - -
tel/0/11 10G-Fiber Disabled -— -=
tel/0/12 10G-Fiber Disabled -= -=
Ch Type Neg Preferred Operational Link Advertisement
Pol Unknown Enabled Slave -
Po2 Unknown Enabled Slave --
Po3 Unknown Enabled Slave -
Po4 Unknown Enabled Slave --
Po5 Unknown Enabled Slave -
Po6 Unknown Enabled Slave --
Po7 Unknown Enabled Slave -
Po8 Unknown Enabled Slave -
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Po9 Unknown
Pol0 Unknown
Poll Unknown
Pol2 Unknown
Pol3 Unknown
Pol4 Unknown
Polb5 Unknown
Poléb Unknown
Pol7 Unknown
Pol8 Unknown
Pol9 Unknown
Po20 Unknown
Po21 Unknown
Po22 Unknown
Po23 Unknown
Po24 Unknown
Po25 Unknown
Po26 Unknown
Po27 Unknown
Po28 Unknown
Po29 Unknown
Po30 Unknown
Po31 Unknown
Po32 Unknown
Oob Type
oob 1G-

Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Neg

Enabled

Operational Link Advertisement

MoKasaTb CTaTUCTUKY MO UHTepdencam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

0O0B InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

0O0B OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616
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lMoKa3aTb CTaTUCTUKY MO rpynmne KaHanos 1:

console# show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets
el 1 o o  s007

Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
______ P01 o & 3 o2

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: O
Multiple Collision Frames: O
SQE Test Errors: O

Deferred Transmissions: 0
Late Collisions: 0
Excessive Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

MoKas3aTb HacTpolKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

MokasaTb pexxmum paboTbl POAUTENLCKOTO MHTEPdEca U HOMepa NOPTOB, HAa KOTOPble POAUTENBCKUMN WUH-
Tepdelic pacwenneH:

console# show hardware profile portmode

Interface Port Mode after reset Port Mode Expanded interfaces
hul/0/1 4x25G 4x25G twel/0/1-4
hul/0/2 4x25G 4x25G twel/0/5-8
hul/0/3 1x100G 1x100G twel/0/9-12
hul/0/4 1x100G 1x100G twel/0/13-16
hul/0/5 1x100G 1x100G twel/0/17-20
hul/0/6 1x100G 1x100G twel/0/21-24
hu2/0/1 4x25G 1x100G twe2/0/1-4
hu2/0/2 1x100G 1x100G twe2/0/5-8
hu2/0/3 1x100G 1x100G twe2/0/9-12
hu2/0/4 1x100G 1x100G twe2/0/13-16
hu2/0/5 1x100G 1x100G twe2/0/17-20
hu2/0/6 1x100G 1x100G twe2/0/21-24
hu3/0/1 1x100G 1x100G twe3/0/1-4
hu3/0/2 1x100G 1x100G twe3/0/5-8
hu3/0/3 1x100G 1x100G twe3/0/9-12
hu3/0/4 1x100G 1x100G twe3/0/13-16
hu3/0/5 1x100G 1x100G twe3/0/17-20
hu3/0/6 1x100G 1x100G twe3/0/21-24
hu4/0/1 1x100G 1x100G twed/0/1-4
hud/0/2 1x100G 1x100G twed/0/5-8
hu4/0/3 1x100G 1x100G twed/0/9-12
hud/0/4 1x100G 1x100G twed/0/13-16
hu4/0/5 1x100G 1x100G twed/0/17-20
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hud/0/6 1x100G 1x100G twed/0/21-24
hu5/0/1 1x100G 1x100G twe5/0/1-4
hu5/0/2 1x100G 1x100G twe5/0/5-8
hu5/0/3 1x100G 1x100G twe5/0/9-12
hu5/0/4 1x100G 1x100G twe5/0/13-16
hu5/0/5 1x100G 1x100G twe5/0/17-20
hu5/0/6 1x100G 1x100G twe5/0/21-24
hu6/0/1 1x100G 1x100G twe6/0/1-4
hu6/0/2 1x100G 1x100G twe6/0/5-8
hu6/0/3 1x100G 1x100G twe6/0/9-12
hu6/0/4 1x100G 1x100G twe6/0/13-16
hu6/0/5 1x100G 1x100G twe6/0/17-20
hu6/0/6 1x100G 1x100G twe6/0/21-24
hu7/0/1 1x100G 1x100G twe7/0/1-4
hu7/0/2 1x100G 1x100G twe7/0/5-8
hu7/0/3 1x100G 1x100G twe7/0/9-12
hu7/0/4 1x100G 1x100G twe7/0/13-16
hu7/0/5 1x100G 1x100G twe7/0/17-20
hu7/0/6 1x100G 1x100G twe7/0/21-24
hu8/0/1 1x100G 1x100G twe8/0/1-4
hu8/0/2 1x100G 1x100G twe8/0/5-8
hu8/0/3 1x100G 1x100G twe8/0/9-12
hu8/0/4 1x100G 1x100G twe8/0/13-16
hu8/0/5 1x100G 1x100G twe8/0/17-20
hu8/0/6 1x100G 1x100G twe8/0/21-24
Tabnvua 69 — OnNucaHMe CYETYMKOB

Cuemyuk OnucaHue
InOctets Konnyectso NpuHATbIX 6aliToB.

InUcastPkts Konnyectso NPMHATBLIX 04HOAAPECHbIX NAKETOB.

InMcastPkts KonnyectBo NPUHATLIX MHOFOaApeCHbIX NAaKeToB.

InBcastPkts Konnyectso NPMHATBIX LWWMPOKOBELLATENbHbIX NAKETOB.

OutOctets Konnuectso nepeaaHHbIX 6aiToB.

OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAaKeTOB.

OutMcastPkts Konnyectso nepefaHHbIX MHOTOa4PEeCHbIX MAaKeToB.

OutBcastPkts Konnyectso nepefaHHbIX WMPOKOBeLLLaTe/IbHbIX MaKeToB.

Alignment Errors

Konnyectso NpMHATLIX KaAPOB C HAPYLIEHHOM LLeNOCTHOCTLIO (C KoAMYecTBoM HalnT He
COOTBETCTBYIOLMM AJIMHE) U He NPOoLIeAWNX MPOBEPKY KOHTPObHOM cymmbl (FCS).

FCS Errors

KoamuecTBO NPUHATLIX KaAPOB C KOANYECTBOM 6alT, COOTBETCTBYHOLWMM AJIMHE, HO He
npoleaLwmx NpoBepKy KOHTPOAbHOM cymmbl (FCS).

Single Collision Frames

Konnuyectso KaZpoBs, BOBNEYEHHbIX B €AMHUYHYIO KOIM3MIO, HO BNOC/eACTBMMN nepe-
AaHHbIX yCneLwHOo.

Multiple Collision Frames

Konnuyectso Kagpos, BOB/IEYEHHbIX 6onee yem B OA4HY KON/IU3UKo, HO BNnocneacTsnu ne-
penaHHbIX ycnewHo.

Deferred Transmissions

Konnyectso Kaapos, 415 KOTOPbIX NepPBan NomnbiTKa nepeaayn oTN0XKeHa U3-3a 3aHATO-
CTU Cpeabl nepesaun.

Late Collisions

Konunyectso cnyyaes, Korga Konamsuns 3adMKCMPOBaHA NOC/e TOTo, KaK B KaHasl CBA3M
y*Ke 6bin1 nepenaHbl nepsble 64 6aiT (slotTime) nakera.

Excessive Collisions

Konnuectso Kagpos, KOTopble He 6blan nepegaHbl N3-3a M36bITOYHOrO KONMYECTBa KO-
NN3nN.

Carrier Sense Errors

KonnuyecTBo cny4vaes, KOrga COCTOAHME KOHTPOAA HeCYLLI.eﬁ 6b110 noTepAHo, nmbo He
YyTBEPXKAEHO NMPU NOMNbITKE Nepeaadn Kaapa.

Oversize Packets

Konnyectso NpMHATLIX NAaKETOB, Ppa3mep KOTOPbIX MPEeBbILLaeT MaKCUMasbHbI paspe-
LUIEHHbIN pasmep Kagpa.
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Internal MAC Rx Errors

Konnuectso KagpoBs, KOTOPbIE HE BblAN NPUHATLI YCNELWHO U3-3a BHYTPEHHEN OWnNBKM
npuema Ha yposHe MAC.

Symbol Errors

[na vuTepodeiica, pabotatouiero B pexkume 100 M6/c — KonnuecTso cayyaes, Koraa
MMesIcA HeAOMYCTUMbIV CUMBOA AaHHBIX, B TO BPEMS KaK NpaBu/bHasa HecyLllan bbiia
npepacTtas/ieHa.

[na vHuTepodelica, paboTatollero 8 noayaynaekcHom pexkume 1000 M6/c — KonnyecTso
CNly4aes, Koraa cpeAcTBa NPUeMa 3aHATbl B TEYEHWE BPEMEHW, PaBHOMY uan bonbiemy
yem pasmep cnora (slotTime), 1 B Te4eHME KOTOPOro MMENOCH XOTA 6bl 04HO CObbITHE,
KoTopoe 3acTasnseT PHY BbigasaTbh owmMbKy nprema AaHHbix (Data reception error) unm
owmnbKy Hecyulen (Carrier extend error) Ha GMIL.

[na vuTepdelica, paboTatoLiero B NOJHOM AynaekcHoM pexkume 1000 M6/c — Konnye-
CTBO C/ly4aeB, KOr4a cpeacTsa Npuema 3aHATbl B TeYEHWE BPEMEHU, PAaBHOMY UK 60/1b-
Lemy YeM MUHUMAbHBIN pasmep Kagpa (minFrameSize), n B TeyeHMe KOToporo nme-
Nocb XoTA 6bl 04HO CObbITUE, KOTOpOoe 3acTasnAeT PHY BblifaBaTh OWMBKY npuema AaH-
Hbix (Data reception error) Ha GMII.

Received Pause Frames

Konnuyectso npuHATbIX ynpasaaowmx MAC-kagpos ¢ Kogom onepaunm PAUSE.

Transmitted Pause
Frames

Konnuyectso nepegaHHbix ynpasaaowmx MAC-kagpos ¢ Kogom onepaumn PAUSE.

5.9.2 Hacmpoiika VLAN u pexcumos kommymauyuu uHmepdgeiicos

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume r1ob6asibHON KoHdUrypaumm:

console (config) #

Tabanuya 70 — KomaHab! perkmma rnobanbHom KoHGUrypaumm

KomaHOa

3HayeHue/3Haye-

Aelicmaue
Hue o ymon4aHuro

vlan database

R MNepeiTn B pexknm KoHourypaumm VLAN.

vlan prohibit-internal-usage
{add VLANIist | remove

none}

VLANIist | except VLANIist |

- add — f06aBKTb yKaszaHHble VLAN ID B nepeyeHb 3anpeLleHHbIxX
ONA BHYTPEHHero Ucnosib30BaHus;

- remove — yaanuTb yKkasaHHble VLAN ID 13 nepeyHa 3anpeLteH-
HbIX A1 BHYTPEHHEro UCMO0/Ib30BaHUA;

- except — 106aBUTL B NepeyeHb 3anpeLLeHHbIX AN BHYTPEHHEro
mcnonb3osaHua Bce VLAN ID, 332 UCKIOYEHUEM YKa3aHHbIX B Kaye-
CTBE NapameTpa;

- none —o4ncTuTb nepeyeHb VLAN ID, 3anpeLteHHbIX 1A BHYTPEeH-
HEero MCNosab3oBaHuUA.

VLANIist: (2..4094)

vlan mode {basic | tr101}

BKOUUTL BO3MOMKHOCTb A06aBAEHUA Ha GU3NYECKOM UHTEP-

-/basi .
/basic delice B pexxmme customer cpasy Asyx naeHTnduratopos VLAN.

vlan tr101 map inner-vlan
¢_vlan_id interface { giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
port-channel group}

CHATb Ha ¢u3Myeckom uHTepdelice cpasy 2 uaeHTUPUKATOpa
VLAN (B pexkmme customer), 6a3mpytoach Kak Ha s_vlan_id, Tak u
Ha c_vlan_id. Mpu 3ToM geicTBme BbINOAHAETCA TOIbKO ANA Tpa-
duKa, naywero ¢ nHTepdelica, ykasaHHOro B AHHOW HAacTPOWMKe.

c_vlan_id: (1..4094); - c_vlan_id — naeHTMdMKaLMOHHbIN HoMep BHyTpeHHeW VLAN.

gi_port: - interface — cnucok uHTepdencos, K Bxogawemy Tpadpuky KoTo-
(1..8/0/1..48); pbIX BO3MOXHO NPMMeHeHWe 4aHHOro npasuaa. [JuanasoH Home-
te_port: poB MHTepdENCOB MOXKHO 334aTb NepeyncieHmem Yepes 3anaTyto
(1..8/0/1..4); W/IN YKa3aTb Haya/lbHOE M KOHEeYHOE 3HayeHns AuanasoHa yepes

nedwc.
Ans paboTbl faHHOK KOMaHAbI Heo6X0AMMa HACTPOIKa
pexkuma «vlan mode tr101».

V MNoapepkaHo ana cepuii MES2300-xx/MES3300-xx.

group: (1..32)
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no vlan tr101 map inner-
vlan c_vlan_id interface

{ gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

Ypanute npasuo.

KomaHObI pexcuma KoHguaypayuu VLAN

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxknume KoHdurypaumm VLAN:

console# configure

console (config)# wvlan database
console (config-vlan) #

[aHHbIA peXknm AoCTyneH M3 pexknma rn1obasbHOM KOHPUrypaumm n npeaHasHavyeH aas 3afgaHus
napameTpos KoHdurypaumm VLAN.

Tabanua 71 — KomaHabl perkmma KoHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
Mo yMmon4aHuo

Aelicmesue

vlan VLANIist [name
VLAN_name)]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBona

LNo6aeutb VLAN nan Heckosbko VLAN.

Ypanntbe VLAN nnaun Heckonoko VLAN.

map protocol protocol [encaps]
protocols-group group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpuBA3aTb MPOTOKOA K rpynmne NpPOTOKO/IO0B, acCOLMMPOBAHHbIX
BMecTe.

Y8anuTtb NpuBA3KY.
*- Homep npoToKona (16 6ur).

map mac mac_address {host |
mask} macs-group group

Mpusasatb MAC-agpec nan auanasoH MAC-agpecoB no macke K
rpynne MAC-agpecos.

no map subnet ip_address
mask

group: (1..2147483647)

mask: (9..48)
no map mac mac_address Yaanutb npusAsKy.
{host | mask}
map subnet ip_address mask MNpusasaTtb IP-agpec nav ananasoH IP-agpecos No macke K rpynne
subnets-group grou, IP-appecos.
group group mask: (1..32); AP

Y4anuTtb NpuBA3KY.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) VLAN

Bupg 3anpoca KOMaHAHOM CTPOKM B perxnume KoHdurypaumm nutepdeica VLAN:

console# configure

console (config) # interface {vlan vlan id |range vlan VLANIlist}
console (config-if) #

[aHHbIN peXXnm OCTYNeH U3 pexkMma KOHOUrypaumm M npeaHasHayeH A0 3a4aHua NapameTpos
KoHdurypaummn nutepoeiica VLAN nnbo agmanasoHa nHTepdencos.

Bbibop MHTepdeica ocyWwecTBAAETCA NPU NOMOLLM KOMaHAbI:

interface vlan vlian id

Bbibop AManasoHa MHTepdelncoB OCyLLEeCTBAAETCA NPU NOMOLLM KOMaHAbI:

interface range vlan VLANIist
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HuKe npuBeaeHbl KOMaHAbl 415 BXOAA B peXMM HacTpoiikn nHtepdelica VLAN 1 1 Bxoaa B pexum
HacTpouku rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan 1

console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if) #

Tabnunua 72 — KomaHapl pexknuma KoHourypaumm nHtepdenca VLAN

3HayeHue/3HayeHue

Aelicmesue
1o ymon4aHuio

KomaHda

name name name: (1..32) L0o6aButb ums VLAN.

no name cMmBoN0B/MMA YCTaHOBUTb 3HAY€HMEe N0 YMOJIYaHUIO.
COOTBETCTBYET HOMEpPY
VLAN

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢elica 2pynnsl MOpmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port |
twentyfivegigabitethernet twe port | hundredgigabitethernet hu port | oob
| port-channel group | range {..}}

console (config-if) #

[aHHbIN peMm A0CTyneH U3 pexkMma KoHOUrypauum u npegHasHadeH Agaa 3a4aHuna napameTpos
KOHdUrypaumm uHTepdeica (nopta KommyTatopa WAM [pynnbl NopToB, paboTalowmx B pexume
pasaeneHus Harpysku) inbo guanasoHa MHTepdencos.

MopT MoKeT paboTaTb B YETbIPEX PEXMMAX:

— access — HTepdenc AocTyna — HeTErMpPoOBaHHbIN MHTepdenc ana ogHol VLAN;

—  trunk — nHTepdenc, NPUHUMAIOLLNIN TONBKO TETMPOBAHHDLIN TPAadUK, 33 UCKAOYEHNEM O4-
Horo VLAN, KoTopbIl MOXKeT 6bITb f06aB/eH C NOMOLLbIO KOMaHAbl switchport trunk native
vian;

— general —nHTepdeinc c nonHou nogaeprkkon 802.1q, NPUHMMAET KaK TETMPOBAHHbIN, TaK U
HeTerMpoBaHHbIV Tpaduk;

— customer — Q-in-Q uHTepodeiic.

Tabnunua 73 — KomaHapl pexknma KoHburypaumm nHtepdeica Ethernet

3HaveHue/3Ha4yeHue o
KomaHda / Aeilicmeue
no ymoa4aHuro
switchport mode mode mode: (access, trunk, 3agaTtb perkmMm paboTtbl nopta B VLAN.
general, - mode — pexxum paboTbl nopta B VLAN.
no switchport mode customer)/access YCTaHOBUTb 3HaYeHUE No YMOYAHUIO.
switchport access vlan vian_id [ob6asutb VLAN ana uHtepdeiica goctyna.
vlan_id: (1..4094)/1 - vlan_id — wpeHTndMKaunoHHbI Homep VLAN.
no switchport access vlan YCTaHOBWUTb 3HAYEHME NO YMOYAHUIO.
switchport access accepta- MpUHUMaTb Ha MHTepdEeCce TONIbKO Kaapbl OnpeseieHHOro Tuna:
-/NPMHUMATb BCE TUMbI
ble-frame-type {untagged- KAADOB - untagged-only — T0/IbKO HETErMpoOBaHHbIE;
only | all} AP - all — Bce Kagpbl.
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no switchport access ac-
ceptable-frame-type

MpUHMMaTL Ha UHTepdelice Bce TUMbI KagpoB.

switchport trunk allowed vlan
vlan_list

no switchport trunk allowed
vian

vlan_list: (2..4094)

Ykazatb cnvcok VLAN ana nHtepodeiica.
- vlan_list — cnncok VLAN ID. Anana3oH Homepos VLAN moXHo 3a-
0aTb nepeyncieHnem Yyepes 3anaTyto UAKN YKa3aTb HA4abHOE U KO-
HeYHoe 3HayeHus guanasoHa yepes gedpuc "-".

V Tekywuii cnucok VLAN Ha uHTepdeiice 6yaer 3ameHEH Ha

YKa3aHHbIA B KOMaHAe.
Ypanute cnucok VLAN gns uHtepdeiica.

switchport trunk allowed vlan
add vian_list

switchport trunk allowed vlan
remove vian_list

vlan_list: (2..4094, all)

LOo6asutb cnuncok VLAN ansa nHtepdeica K Tekywmm VLAN.

- vlan_list — cnucok VLAN ID. Anana3oH HomepoBs VLAN MOXKHO 3a-
OaTb nNepeyncieHnem Yyepes 3anaTyto AN YKasaTb Ha4yaibHOE U KO-
HeyHoe 3HayYeHus ananasoHa yepes geduc "-".

Ypanute cnucok VLAN gns nntepdelica.

switchport trunk native vlan
vlan_id

no switchport trunk native
vilan

vlan_id: (1..4094)/1

LOobasnaet Homep VLAN B Kauecte Default VLAN ans gaHHOro uH-
Tepdelica. Becb HeTermpoBaHHbIN TpaduMK, NOCTyNaoLWMA Ha AaH-
HbI/ NOpT, onpeaenseTca B AaHHywo VLAN.

- vlan_id —wpeHTndnKaumnoHHbIi Homep VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

switchport trunk allowed vlan
all

no switchport trunk allowed
vian all

-/BbIK/IIOYEHO

ABTOMaTu4yecku gobasnsaeT Bce goctynHble VLAN ana gaHHOro MH-
Tepdelica.

OTKAtoYaeT aBTomaTudeckoe gobasneHune VLAN.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[ob6asutb cnucok VLAN ana nutepoeiica.

- tagged — nopt byneT nepepaBaTb TErMpOBaHHble NakeTbl ANA
VLAN;

- untagged — nopt 6yaeT nepesaBatb HETErMPOBAHHbIE NAKeTbI AN1A
VLAN.

- vlan_list —cnncok VLAN ID. inana3oH VLAN moKHO 3a4aTb nepe-
yucneHMem yepes 3anATYO WM YKasaTb Ha4ya/bHOE U KOHeYyHoe
3HauyeHuA ananasoHa yepes geduc "-".

Ypanute cnucok VLAN gns untepdelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
1o YMOAYaHUIO

[o6aBuTb upeHTudmkatop VLAN nopta (PVID) ans oCHOBHOrO MH-
Tepodelica.
- vlan_id — wpeHTndmKaunoHHbIi Homep VLAN nopra.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

-/dunbTpauma
BK/IIOYEHA

BbIKNOUYNTL AN OCHOBHOIO MHTepdeica puabTpaumio BXOAALLMX
NakeToB Ha OCHOBE NPUCBOEHHOro nm 3HaveHma VLAN ID.

BKAOUNTb A1 OCHOBHOTO MHTEpdeiica GuabTpaLmio BXOAALLMX Na-
KeTOB Ha OCHOBe NPUCBOEHHOro MM 3HavyeHua VLAN ID.

Ecnv dunbTpauma BratoYeHa, M nakeT He BxoauT B rpynny VLAN c
NPUCBOEHHbIM NakeTy 3HayeHnem VLAN ID, To nakeT otbpacbisa-
etca.

switchport general
acceptable-frame-type
{tagged-only | untagged-only |
all}

no switchport general
acceptable-frame-type

-/NPUHUMaTL BCE TUMbI
Kaapos

MpuHMMaTb Ha MHTepdeiice TONbKO Kagpbl onpeseseHHOro Tuna:
- tagged-only — To/IbKO TErMpOBaHHbIE;

- untagged-only — To/IbKO He TerMpoBaHHbIE;

- all — Bce kaapebl.

MpUHMMaTbL Ha UHTepdelice Bce TUMbI KagpoB.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTbL NpaBuio Knaccudukaumm VLAN gns uHtepdelica, oc-
HOBAHHOE Ha NPMBA3KE K NPOTOKONY.

- group — aeHTUGUKaLMOHHBIV HOMep rpynnbl;

- vlan_id — npeHTndMKaunoHHbI Homep VLAN.

YaanuTtb NpaBmao KnaccuduKkaumm.

switchport general map
macs-group group vlan vian_id

vlan_id: (1..4094)
group: (1..2147483647)

YcTaHOBUTbL NpaBuio Knaccudpukaumm VLAN gns nHTepodeiica, oc-
HOBaHHOe Ha npueAske K MAC-agpecy.

- group — aeHTUGUKaLMOHHBIV HOMEp rpynnbl;

- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.
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no switchport general map
macs-group group

Yoanutb NpaBuao KnaccuduKkaumu.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTbL NpaBuao Knaccudpuraumm VLAN gns untepdelica, oc-
HOBaHHOE Ha NPUBA3KE K MPOTOKOY.

- group — naeHTUPUKaLMOHHbIN HOMep rpynnbl;

- vlan_id — vaeHTUdUKaumnoHHbI Homep VLAN.

Y8anutb NpaBuao Knaccudurkaumm.

switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTbL NpaBuao Knaccuduraumm VLAN gns untepdelica, oc-
HOBaHHOe Ha npueA3Ke K IP-agpecy.

Yaanuto npasunao Knaccudurkaumm.

switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer vian

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb3oBaTeIbCKOro MHTepdeica.
-vlan_id — naeHTMdMKaLuMoHHbIN Homep VLAN.

[06aBUTb K BXOAALLMM HETErMPOBAHHbBIM NaKeTam Ha KJMEHTCKOM
nopTty BHyTpeHHuin 802.1q 3aronoBok — C-VLAN (inner-vlan) u
BHelwHuI 802.1q 3aro/0BOK, cogepxawuii pvid 4ONOAHUTENBHOM
VLAN (S-VLAN).
[nsa paboTbl 3TOl KOMaHAbI HEO6X04MMO BKAKOYUTD IN10-
e 6anbHO pexxum «vlan mode tr101».

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

switchport customer
multicast-tv vlan add vian_list

switchport customer
multicast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspelwaeT NpUHMMATL MHOroaZpecHbii TPadUK M3 yKasaHHbIX
VLAN (He ssnsawowmxca VLAN nonb3oBaTeibCcKoro nHtepdeiica) Ha
HacTpanBaemMom MHTepdeiice, COBMECTHO C NO/b30BaTENAMU ApPY-
rMX NO/NIb30BATENIbCKMX MOPTOB, MPUHUMAOLWMX MHOTOaZPECHbIN
Tpaduk 13 aaHHbIX VLAN.

- vlan_list — cnnucok VLAN ID. Anana3soH VLAN MOKHO 3a4aTb nepe-
yucneHmem 4yepes 3anATYHO MW yKa3aTb Haya/lbHOE U KOHeYHoe
3HaYeHuA AnanasoHa yepes geduc "-".

3anpeLyaeT NPUHMMaTb MHOFOAZPECHbIN TpaduK Ha HacTpauBae-
MOM UHTepodeiice.

switchport protected-port

no switchport protected-port

-/BbIK/OYEHO

MepeBoAnT MOPT B PEKUM U30AALMN BHYTPU rPYNMbl MOPTOB.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

switchport forbidden default-
vilan

no switchport forbidden
default-vlan

Mo ymon4yaHuio
YNeHcTBo B AedoNTHOM
VLAN paspelieHo

3anpetutb gobasneHune gedontHoi VLAN nopty.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

switchport default-vlan tagged

no switchport default-vlan
tagged

YCTaHOBUTL NOPT Kak Ternpytowmii 8 gedpontHom VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHMUIO.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq ethertype
egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B 802.1q VLAN-Terax nakeTos,
UCXOAALLMX C AAaHHOTO UHTepdelica.
DOonyctumble 3HaueHusa EtherType cm. MpunoxkeHue B.
. NoapepkuBaembie 3HaueHus Ethertype.

3ameHuTb ethertype ncxogauwero ¢ MHTepdeica nakeTa Ha 3Ha-
YyeHue Mo YMONYAHMUIO.

switchport dotlq ethertype
ingress stag add ethertype

ethertype: (1..ffff) (hex)

LOo6asutb TPID B Tabnunuy knaccudmratopos VLAN.
DOonyctumble 3HauyeHus EtherType cm. MpunoxkeHue B.
H NopaepmBaemblie 3HaueHun Ethertype.

switchport dotlq ethertype
ingress stag remove ethertype

Ypanute TPID u3 Tabaunubl Knaccupuratopos VLAN.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#
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Tabnuua 74 — KomaHapl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

show vlan

MNokasatb uHPopmaumto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

MNokaszatb uHopmauuto no VLAN, nouck no naeHtudmkaTopy.

show vlan internal usage

MNMokasatb cnucok VLAN gnsa BHYTPEHHEro MCcnosib30BaHMA KOMMY-
TaTopoMm.

KomaHOowbl pexcuma EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 75 — KomaHap! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

MoKas3aTb NOPTbI-UCTOYHUKM U MPUEMHUKM MHOTOa[pPECHOr0 Tpa-
¢uKa B aaHHoi VLAN. MopTbl MCTOYHUKM MOTYT Kak nepenasaTb,
TaK U NPUHUMATL MHOTOAAPECHbI TPAadUK.

show vlan protocols-groups

MokasaTb MHPOPMALMIO O rpynnax NPOTOKO/OB.

show vlan macs-groups

MNokasatb uHbopmauuto o rpynnax MAC-agpecos.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Moka3aTb KOHdMrypaLuio NopTa, rpynnbl NOPTOB.

show interfaces
protected-ports
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

| detailed]

hu_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MNokasaTb coctosiHMe nopToB: B pexume Private VLAN Edge, B
private-vlan-edge-coobuiecTse.

[pumepbl 8b1M0AHEHUS KOMAHO

MokasaTb MHPopmaumio o Bcex VLAN:

console# show wvlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by

1 1 tel/0/1-12 D

Pol-16

2 2 S

3 3 S

4 4 S

5 5 S

6 6 S

8 8 S
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MoKa3aTb NOPTbl UCTOYHUKM U MTPUEMHUKN MHOroagpecHoro Tpaduka B VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports : tel/1
Receiver ports: te0/2,te0/4,te0/8

MoKka3aTb MHGOPMaLMIO O rPyNMnax NPOTOKO/OB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPvob) Ethernet 3

MokasaTtb KoHPUrypaumio noprta TenGigabitEthernet 1/0/1:

console# show interfaces switchport TengigabitEthernet 1/0/1

Gathering information...

Name: tel/0/1
Switchport: enable
Administrative Mode: access
Operational Mode: not present
Access Mode VLAN: 1
Access Multicast TV VLAN: none
Trunking Native Mode VLAN: 1
Trunking VLANs: 1-3
4-4094 (Inactive)
General PVID: 1
General VLANs: none
General Egress Tagged VLANs: none
General Forbidden VLANs: none
General Ingress Filtering: enabled
General Acceptable Frame Type: all
General GVRP status: disabled
Customer Mode VLAN: none
Customer Multicast TV VLANs: none
Private-vlan promiscuous-association primary VLAN: none
Private-vlan promiscuous-association Secondary VLANs: none
Private-vlan host-association primary VLAN: none
Private-vlan host-association Secondary VLAN: none

Classification rules:

Classification type Group ID VLAN ID

5.9.3 Hacmpoiika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonsieT npou3BoauTb pasrpaHuyeHue Tpaduka Ha BTOPOM
ypoBHe mogenun OSI mexay nopTamm KOMMyTaTopa, KOTOpble HAXOAATCA B OAHOM LUMPOKOBELLATENbHOM

AomeHe.

Ha KommyTaTopax MOKeT 6bITb CKOHUryprposaHo Tpu Tuna PVLAN nopTos:

- promiscuous — nopT, KOTOprl‘;I cnocobeH obmeHuMBaTbCA AaHHbIMN  MeXay No6bIMM

nHTepdelicamm, BkatoYas isolated n community-noptel PVLAN;
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— isolated — nopT, KOTOPbIA NONHOCTBIO M30/IMPOBAH OT APYTUX NOPTOB BHYTPU OAHOIO M TOFO
»ke PVLAN, HO He oT promiscuous-noptoB. PVLANbI 610KMpyIOT Becb TpaduK, Maywmin B
CTOpoHy isolated-nopToB, Kpome TpaduKa CO CTOPOHbI PromiscuOUS-NOPTOB; MAKETbl CO
CTOpPOHbI isolated-nopToB MoryT nepeaaBaTbCA TO/IbKO B CTOPOHY Promiscuous-nopTos;

— community — rpynna noptos, KOTOpble MOryT 0OMeHMBATbCA AaHHbIMUM Mexay cobon u
promiscuous-nopTamu, 3T MHTepdencbl OTAeNEHbI Ha BTOPOM yposHe mogenn OS| oT Bcex
oCTasibHbIX community MHTepdelicoB, a Tak:Ke isolated-nopTos BHyTpu PVLAN.

Mpouecc BbINOAHEHMA QYHKUMWN AOMNOJIHUTEIbHOIO pasaeneHma NopToB C MOMOLLbIO TeXHoNorMK Private
VLAN npepgcTtasneH Ha pucyHKe 101.

VLAN 100

Switch A

T
OO0

Promiscuous ports

(== -

Trunk ports

VLAN 100
Switch B

VLAN 201 VLAN 202

-

VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 101 — Mpumep paboTbl TexHonoruum Private VLAN

Bunpa 3anpoca KOMaHAHOW CTPOKU B pernme KoHourypaumm uHtepdelica Ethernet, uHtepdeliica Vian,

nHTepdelica rpynnbl NOPTOB:

console# configure
console (config)# interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | port-channel group |

console (config-if) #

range {..} | vlan vlan id}

Tabnunua 76 — KomaHapl pexknma KoHourypaumm nHtepdeinca Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

HAelicmeue

switchport mode private-vian
{promiscuous | host}

no switchport mode

3apatb pexkum paboTbl nopta B VLAN.

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

switchport mode private-vlan
trunk {promiscuous |
secondary}

no switchport mode
private-vlan trunk

3apaTb pexkum paboTbl nopta B VLAN Trunk.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

switchport private-vlan

primary_vlan:

[Oo6asuTb (y4anuTb) OCHOBHylO W BTOpocTeneHHble VLAN Ha

mapping [trunk] primary_vlan (1..4094); promiscuous uHTepdeiic.

[add | remove secondary_vian] secondary_vlan: V Ha oauH promiscuous untepdeiic Henbsa pobasuTb
(1..4094) 6onbLie ogHoii primary vian.
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no switchport private-vlan
mapping

Ypaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

switchport private-vlan
host-association primary_vian
secondary_vlan

no switchport private-vlan
host-association

primary_vlan: (1..4094)
secondary_vlan:
(1..4094)

[o6asuTb primary u secondary vlan Ha host nHtepdeiic.
/| HaopuH host nntepdeiic Henbsa pobasutb 6onblue
opHoi secondary vlan.

Ynanutb OCHOBHYO 1 BTopocTeneHHble VLAN.

switchport private-vlan
association trunk primary_vilan

primary_vlan:

[Oo6asButb primary u secondary vlan Ha wuHTepdelic trunk-
secondary.

secondary_vilan (1..4094); V Ha oguH promiscuous nHtepdeiic trunk-secondary
secondary_vlan: Henb3a ao6asutb 6onblue ogHoI secondary vian.
no switchport private-vlan (1..4094) YAanuTb OCHOBHYIO 1 BTOopocTeneHHble VLAN.
association trunk
switchport private-vlan [o6asuTb Ha PVLAN Trunk-uHTepdeiic VLAN, He yyacTsyoLlei B
trunk allowed vlan add PVLAN.
vlan
vlan: (1..4094)

switchport private-vlan
trunk allowed vlan remove
vlan

Yaanutb Ha PVLAN Trunk-uHTepdeice VLAN, He yyacTeylowein B
PVLAN.

switchport private-vlan
trunk native vlan vlan

no switchport private-vlan
trunk native vlan

vlan: (1..4094)/1

[Nob6aeutb Homep VLAN, He yuacTtsyloweit B PVLAN, B KayecTse
Default VLAN ana PVLAN Trunk-untepdeiica.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

Tabnunua 77 — KomaHapl pexknma KoHoburypaumm nHtepdeica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BkntoumTb mexaHu3m Private VLAN v 3agaTb TMN uHTepdelica.

OTKNOYNTb MexaHn3m Private VLAN.

private-vlan association [add |
remove]

no private-vlan association

secondary_vlan
(1..4094)

[o6asuTb (yaanutb) npmueasky BTopocteneHHoin VLAN K OCHOBHO.
HacTpolika npumeHrma Tonbko ans primary VLAN.

Ypanute npuBasky sTopocteneHHol VLAN K OCHOBHOM.

MaKcumanbHoe Koan4ecTBo BTopocTeneHHbix VLAN — 256.

Y

MaKcumanbHoe Koanuectso community VLAN, KoTopble MoryT 6biTb acCCOLLMMPOBaHbI C
ogHol ocHoBHOM VLAN — 8.
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HELTEX

[Mpumep Hacmpoliku uHmepgelicos Kommymamopa Switch A (pucyHok 70 — [lpumep pabomeoi
mexHonoauu Private VLAN)

e promiscuous-nopT — interface gigabitethernet 1/0/4
e isolated-nopt — gigabitethernet 1/0/1
e community-nopt — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode private-vlan host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

!

interface gigabitethernet 1/0/2

switchport mode private-vlan host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

!

interface gigabitethernet 1/0/3

switchport mode private-vlan host

description Community-2

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

!

interface gigabitethernet 1/0/4

switchport mode private-vlan promiscuous
description to Router

switchport forbidden default-vlan

switchport private-vlan mapping 100 add 201-202
exit

!

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

!

interface vlan 201

name isolate

private-vlan isolated

exit

!

interface vlan 202

name community
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HELTEX

[Mpumep HacmpolKu uHmMepgelicos npu pabome mexHoao2uu

e trunk-isolated nopt — interface gigabitethernet 1/0/1;
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3;
e trunk-promiscous nopt — gigabitethernet 1/0/4.

interface gigabitethernet 1/0/1

switchport mode private-vlan trunk secondary
description Trunk-Isolated

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit

!

interface gigabitethernet 1/0/2

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit

!

interface gigabitethernet 1/0/3

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit

!

interface gigabitethernet 1/0/4

switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
exit

!

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

!

interface vlan 201

name isolate

private-vlan isolated

exit

!

interface vlan 202

name community

private-vlan community
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HELTEX

5.9.4 Hacmpoiika uimepdgelica IP

IP-unTepdennc cospmaétca npu HasHadveHun IP-agpeca Ha nwboi M3 MHTepdencoB YyCTPOMCTBA
gigabitethernet, tengigabitethernet, hundredgigabitethernet, oob, port-channel nnaun vian.

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkMme KoHdUrypauumn nHtepdelica IP.

console# configure
console (config)# interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexnm JOCTYNeH U3 pexkMma KOHOUrypaumm 1 npeaHasHavyeH Aaa 3a4aHuA NapamMeTpos
KoHduUrypaummn nntepdeiica IP.

Tabnunua 78 — KomaHapl pexknuma KoHdurypaumm nHtepodeica IP

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
directed-broadcast BkntouaeT PpyHKLMIO nepeBoaa IP directed-broadcast nakeTa B cTaH-
AAPTHbIM LWMPOKOBELLLATENbHbIM NAaKeT U pa3speLlaeT nepegady ye-
-/BbIK/IOYEHO o N
pe3 BblbpaHHbIV MHTEpdENC.
no directed-broadcast 3anpewaeTt TpaHcaaymio IP directed-broadcast nakeTos.
helper-address ip_address BK/toyaeT nepeagpecaumio WMpoKosewaTenbHbix UDP-nakeToB Ha
onpeaeneHHbI agpec.
ip_address: A.B.C.D - ip_address — IP-agpec Ha3zHayeHWUA, Ha KoTopbli ByayT nepeHa-
NpPaBAATLCA NAKETbI.
no helper-address ip_address OTKNOYaeT nepeagpecauunio wWnpokosewatenbHbix UDP-nakeTos.
ip redirects BKnloyaeT reHepauuio maplupyTusatopom coobueHuit ICMP
-/BKOYEHO Redirect.
no ip redirects OTKkntoyaeT oTnpasKy ICMP Redirect.

[pumepbl 8b1M0MHEHUS KOMAHO

Bkntountb pyHKUMIO directed-broadcast:

console# configure

console (config) #interface PortChannel 1
console (config-if) #ip address 100.0.0.1 /24
console (config-if) #fexit

console (config) # interface ip 100.0.0.1
console (config-ip) # directed-broadcast

5.9.5 Selective Q-in-Q
[aHHbIn GYHKUMOHaAN nNO3BONAET Ha OCHOBE CKOHOUIYPUPOBaHHbLIX MNpasun GuabTpaumu no
Homepam BHyTpeHHUX VLAN (Customer VLAN) npoussoauTtb aobasneHue BHewHero SPVLAN (Service

Provider’s VLAN), nogmeHatb Customer VLAN, a TaK:Ke 3anpellatb NpoxoxKaeHune TpaduKa.

[ns ycTpolicTBa CO34aeTCa CNMCOK MPAaBWJI, HA OCHOBAHMM KOTOPOro byaeT 06pabaTtbiBaTbCs TPAGUK.
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HELTEX

KomaHOwbI

pexcuma KoHguaypauyuu uHmepgelica (duanaszoHa uHmepgelicos) Ethernet u

Port-Channel

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepdelrica KoHdurypaumm:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet

te port |
hu port | port-channel group |
console (config-if) #

twentyfivegigabitethernet twe port | hundredgigabitethernet
range {..}}

Tabnnua 79 — KomaHapl pexknma KoHduUrypaumm nHtepdeica (amanasoHa uHtepdelicos) Ethernet

3HayeHue/3HayeHue
1o yMoA4YaHuro

KomaHda

Aelicmeue

selective-qinq list ingress
add_vlan vlan_id [ingress_vlan

. ; vlan_id: (1..4094)
ingress_vlan_id]

ingress_vlan_id: (1..4094)

Co3paeT NpaBmIo, HA OCHOBAHMWM KOTOPOTO K BXOAALLEMY NAKeTy
C BHelwHel meTkol ingress_vlan_id byaet gobasnaTtbca BTOpas
meTKa vlan_id. Ecam ingress_vlan_id He yKkasbiBaTb — npaBuio by-
OeT NPUMEHATLCA KO BCEM BXOAALLMM NakeTam, K KOTOPbIM He
6bINM NPUMEHEHbI Apyrue Npasuaa («NPaBUIO NO YMOIYAHUIO»).

selective-ginq list ingress deny

[ingress_vlan ingress_vlan_id] ingress_vlan_id: (1..4094)

Co3pgaeT 3anpelyatollee NpaBuIo, Ha OCHOBAHMM KOTOPOTO BXO-
AAlLMe NaKeTbl C BHeLWHel MeTKol Tera ingress_vlan_id 6yayT oT-
6pacbiBatbea. Ecam ingress_vlan_id He yka3sbiBaeTca — byayT oT-
bpacbiBaTbCA BCe BXOASALLME NAKETbI.

selective-qinq list ingress
permit [ingress_vlan

ingress_vlan_id] ingress_vlan_id: (1..4094)

Co3gaeT paspeluatoLlee NpPaBuao, Ha OCHOBAHUM KOTOPOro BXO-
OAlMe NaKkeTbl C BHELHen MeTKoM Tera ingress_vlan_id 6yayT ne-
pepaBaTbcs 6e3 nameHeHunin. Ecam ingress_vlan_id He yka3biBa-
eTcs — byayT nepeaaBaTbCs BCe BXOAALLME NAKeTbl 6e3 nsmeHe-
HUW.

selective-qinq list ingress
override_vlan vian_id
[ingress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3paaeT NpaBmao, Ha OCHOBAaHMM KOTOPOro BHELWHAA MeTKa in-
gress_vlan_id Bxoasawero naketa byaeT 3ameHaTbcA Ha vian_id.
Ecnu ingress_vlan_id He yKasbiBaTb — npasuio 6ygeT npume-
HATbCA KO BCEM BXOAALLMM MaKeTaMm.

no selective-qinq list ingress

[ingress_vlan vlan_id] vlan_id: (1..4094)

Ypanset ykasaHHoe npasuo selective qing ana BxoaAwmx nake-
ToB. KomaHga 6e3 napametpa «ingress vlan» yaansert npasuno
NMo YMONYaHUIO.

selective-qinq list egress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3aaet NpaBuIo, HAa OCHOBAHMM KOTOPOrO BHELHAA MeTKa in-
gress_vlan_id ncxogsaiero naketa byaet 3ameHATbCA Ha vlan_id.

no selective-qinq list egress

ingress_vlan vlan_id vian_id: (1-4094)

YpanseT cnnucok npasua selective ging 4ns MCXOAALLMX MaKeTOB.

KomaHOowb! pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnnua 80 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aeilicmeue

show selective-ging -

OTobparkaeT cn1cok npasun selective ging.

show selective-ginqg interface {

gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

OtobparkaeT cnucok npasun selective ging Ana ykasaHHoro
nopra.
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HELTEX

[pumepbl 8b1MNOAHEHUS KOMAHO

Co3paatb NpaBunio, Ha OCHOBaHWUM KOTOPOTO, BHELLHAA MeTKa BXxoAAllero naketa 11 6yaeTt 3ameHATbCA Ha
10.

console# configure

console (config)# interface tengigabitethernet 1/0/1

console (config-if) # selective-ging list ingress override vlan 10
ingress-vlan 11

console (config-if)# end

5.10 Storm Control gna pasaunuHoro Tpadpuka (broadcast, multicast, unknown
unicast)

«lLTopm» BO3HMKaeT BC/AEACTBME Ype3MepHOro Kosamdectsa broadcast-, multicast-, unknown
unicast-coobueHnit, 0AHOBPEMEHHO NepeaaBaemMblX NO CETU Yepes OAMH NOPT, YTO NPUBOAMT K Neperpyske
pecypcoB ceTu 1 NoABAEHUIO 3adepiKeK. «LLITopm» MOMKeT BO3HUKHYTb NPU HaNUYUU «33KONbLLOBAHHbIX»
cermeHTOB B ceTu Ethernet.

KommyTaTop M3mepseT CKOpOCTb NPMHUMMAEMOrO LWPOKOBELLATEeIbHOTO, MHOroagpPecHoro U
HEeW3BeCcTHOro ofHoagpecHoro TpadumKka ANA NOPTOB C BKAKOYEHHbIM KOHTPOJEM LUMPOKOBELLATeNbHOrOo
«WTOPMa» M OTOPaCbIBAET NaKeTbl, €C/IM CKOPOCTb NPEBLILWAET 334aHHOE MaKCMMasbHOe 3HaYeHue.,

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if)#

Tabauua 81 — KomaHabl pexkuma KoHourypaumm uHtepoeica Ethernet

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMoan4YaHuto
storm-control multicast BKAtOYaeT KOHTPOJIb MHOTOaZpecHoro Tpadumka:
[registered | unregistered] - registered — 3aperncTpMpoBaHHOro;
{level level | kbps kbps} [trap] - unregistered — He3aperucTpUpPoOBaHHOrO.
[shutdown] - level — 06bem TpaduKa B NpoL,eHTax oT NPONYCKHOM CNocobHOCTH
level: (1..100); nHTepodelica;
kbps: (1..10000000) - kbps - o6bem Tpaduka.
Mpu obHapyXeHUM MHoroaapecHoro TpaduKa nHTepdenc moxet
6bITb OTKAtOYEH (shutdown) nnu gob6asneHa 3anuch B XKypHan co-
obuweHnit (trap).
no storm-control multicast BbIK/IlOYAET KOHTPO/Ib MHOFOA4PEcHoOro TpaduKa.
storm-control multicast BK/tOYaeT KOHTPO/Ib MHOTOAAPECHOrO TPpadumKa:
[registered | unregistered] - registered — 3aperncTpMpoBaHHOro;
{pps pps} [trap] [shutdown] - unregistered — He3aperucTPUPOBaHHOTO.
ops: (125.. 19531250) - pps — KOAMYECTBO MAKETOB B CEKYHAY. )
Mpu 06HapyKeHUM MHOTroaapecHoro Tpaduka nHTepdeic moxer
6bITb OTKAtOYeH (shutdown) nnn go6asneHa 3anuch B XypHan co-
obLweHwnit (trap).
no storm-control multicast BbIK/IlO4aeT KOHTPO/Ib MHOTOaAPECHOro TpaduKa.
storm-control unicast {level BK/tOYaeT KOHTPO/Ib HEU3BECTHOMO O4HOaAPECHOro TpaduKa.
level | kbps kbps} [trap] - level — 06bem TpaduKa B MPOLEHTAX OT NPOMYCKHOM CNocobHOCTH
[shutdown] nHTEpdeca;
level: (1..100); - kbps — o6bem TpaduKa.
kbps: (1..10000000) Mpu 06HapYKEeHNM HEM3BECTHOMO OA4HOAAPECHOrO TpadUKa UHTEp-
deic moxeT 6bITb oTKNtoYeH (shutdown) nan nobasneHa 3anuco B
YypHan cooblueHwnit (trap).
no storm-control unicast BbIK/IlOYaET KOHTPO/Ib OA4HOAAPECHOro TpaduKa.
Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 145

MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/1tO4AET KOHTPO/Ib HEM3BECTHOTO OZHOAAPECHOrOo TpaduKa.

- ppSs — KOJIMYECTBO NAKETOB B CEKYHAY.

Mpu 06HapyKeHUW HEU3BECTHOTO O4HOAAPECHOTO TpaduKa UHTEp-
delic moxeT b6biTb oTKAtOYEH (shutdown) unn nobasneHa 3anucob B
YpHan coobuieHwnii (trap).

BbIK/IlOYaET KOHTPO/Ib OAHOAAPECHOro TpaduKa.

storm-control broadcast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/ItOYaEeT KOHTPO/b LWIMPOKOBeLLaTeNbHOro TpaduKa.

- level — 06bem TpadurKa B NPOLLEHTAX OT NPOMYCKHOM cnocobHOoCTH
nHTepdelica;

- kbps — o6bem TpaduKa.

Mpu 0bHapyKeHMM WNPOKoBeLaTeibHoro TpadumKka nHTepdenc mo-
eT 6bITb oTKNto4eH (shutdown) nan gobasneHa 3anuch B KypHan
coobuieHuii (trap).

BbIK/IOYAET KOHTPOJIb LIMPOKOBELLATENBHOIO TpadumKa.

storm-control broadcast {pps
pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BK/ItOYaET KOHTPO/b LUMPOKOBELLATeNIbHOTO TpadumKa.

- PPS — KONNYECTBO NAKETOB B CEKYHAY.

Mpy 06HapyKeHMM WNPOKoBeLaTeibHoro TpadumKka nHTepdenc mo-
eT 6bITb oTKNto4eH (shutdown) nan gobasneHa 3anuch B KypHan
coobuieHuii (trap).

BbIK/tOYAET KOHTPOJ/Ib LWMPOKOBELLaTeNbHOrO TpadmKa.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabanua 82 — KomaHab! perkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show storm-control interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet |
hu_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MoKa3biBaeT KOHUTYpaL Mo GYHKLMN KOHTPOAA «LITOPMa» AA YKa-
3aHHOro nopTa siM6o BCcex NOpToB.

[pumepbl 8b1M0MHEHUS KOMAHO

BKOUYNTb KOHTPO/b LUMPOKOBELLATENBbHOTO, MHOTOA4PECHOr0 M 0AHOAAPECHOTO TpaduKa Ha TPETbEM UH-
Tepoelice Ethernet. YcTaHOBUTb CKOPOCTb ANA KOHTpoAnpyemoro TpadurKka — 5000 K6/c: ana wnpokoselua-
TenbHoro, 30% noaocbl NPoNycKaHWA 4na BCero MHoroagpecHoro, 70% aaa HeM3BeCTHOro 04HOaAPECHOTO.

console# configure
console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if) # storm-control multicast level 30 trap
console (config-if)# storm-control unicast level 70 trap

5.11 Fpynnbl arperayun KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl 06ecneymBaloT NoAAep KKy rpynn arperaumm KaHanos LAG B KO/MYeCTBE COMacHo
Tabanue 9 (cTpoKa «Arperauma kaHanos (LAG)»). Kaxgas rpynna nopToB A0/KHA COCTOATb U3 UHTepdelicos
Ethernet c oanHakoBoW CKOpPOCTbIO, paboTaloWwmx B AynaeKkcHOM pexkume. ObbeanHeHWe NOPTOB B rpynny
yBENNUYMBAET MNPOMYCKHYO CMNOCOBHOCTb KaHana MeXay B3aMMOAENCTBYIOWMMM YCTPOMUCTBAMM W
NOBbILLAET OTKA30YCTOMYMBOCTb. [Pynna NOpTOB ABAAETCA AN1A KOMMYTaTOpPa O4HUM SIOTMYECKUM NOPTOM.
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HELTEX

YCTpoIACTBO NOAAEPKMBAET ABA PEXMMA PaboTbl rpynnbl MOPTOB — CTAaTUYECKaA rpynna u rpynna,
paboTtatowan no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYOLWEM pasaesne

KOHUrypaumnm.

%

BEPHYTb HAaCTPOMKM MO YMONYAHUIO.

Ecam ana nHtepdeiica nponsseseHbl HaCTPOWKKU, TO ANA A06aBNeHUA ero B rpynny ciegyer

[obasneHune MHTepdecoB B rpynny arperauymn KaHanoB AOCTYMHO TONIbKO B peXKMMe KOHOUrypaumum

nHTepdelica Ethernet.

BuAa 3anpoca KOMaHAHOM CTPOKM B pexkume KoHPurypaumm nHtepderica Ethernet:

console (config-if) #

Tabnunuya 83 — KomaHabl perknma KoHourypaumm nHtepdeinca Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

channel-group group mode
mode group: (1..128);

mode: (on, auto)

no channel-group

Lo6aeutb ethernet-nHtepdelic B rpynny NnopTos.
- on — no6aBuUTb NOPT B KaHan 6e3 LACP;
- auto — pobasuTb NOPT B KaHan ¢ LACP B perkmme «active».

Ypanutb Ethernet-untepdeiic n3 rpynnbl nopToB.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaLumm:

console# configure
console (config) #

Tabanua 84 — KomaHab! perkmma rnobanbHoM KoOHGUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aeiicmeue

port-channel load-balance
{src-dst-mac-ip | src-dst-
mac | src-dst-ip | src-dst-
mac-ip-port | dst-mac |
dst-ip | src-mac | src-ip}
[mpls-aware]

—/src-dst-mac-ip

no port-channel load-balance

3afaeT mexaHn3sm 6anaHCMpPOBKM HArpy3Ku ANA cTpaTerum
ECMP v ana rpynnbl arperMpoBaHHbIX MOPTOB.

- src-dst-mac-ip — mexaHn3m 6anaHCMpPOBKM OCHOBbLIBAETCA
Ha MAC-agpece u IP-agpece;

- src-dst-mac — mexaHn3m 6anaHCMpPOBKM OCHOBbLIBAETCA Ha
MAC-agpece;

- src-dst-ip — mexaHM3m 6anaHCMPOBKM OCHOBbLIBaEeTCs Ha IP-
agpece;

- src-dst-mac-ip-port — mexaH1M3m 6anNaHCMPOBKN OCHOBBI-
BaeTcs Ha MAC-aapece, IP-agpece n TCP/UDP-noprTe;

- dst-mac — mexaH13m 6anaHCMPOBKM OCHOBbLIBAETCA Ha
MAC-agpece nonyyaTens;

- dst-ip — mexaHn3m 6anaHCMPOBKM OCHOBbIBaeTcA Ha IP-ag-
pece nony4yarens;

- sSrc-mac — mexaHu3m 6anaHCMPOBKM OCHOBbLIBAETCA Ha
MAC-agpece oTnpasuTens;

- src-ip — mexaHu3m 6anaHCMpPOBKM OCHOBbIBaeTcA Ha IP-aa-
pece oTnpasuTens;

- mpls-aware — BK/loueHne napcuHra L3/L4-3aron108KoB na-
KeToB ¢ MPLS-meTKamu g/1s BCEro ycTpomncTea. AKTyaibHO
TONIbKO C pexxumamu 6anaHcnposku no L3/L4-3aronoskam
nakerta.

Bo3BpaT K HacTpoiikam 6anaHCUMPOBKM HArpy3Ku1 No yMONYaHUIO.
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KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console>

Tabnnua 85 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmesue

show interfaces channel-group
[group]

group: (1..128) MoKasbiBaeT MHPOPMaLMIO NO rpynne KaHaNoB..

5.11.1 Cmamuyeckue 2pynnel azpe2ayuu KaHanoe

chHKLI,MGﬁ CTaTnyecrux rpynn LAG asnaetca O6'be,CI,VIHeHMG HECKOJZIbKUX ¢M3VI‘-IECKMX KaHa/10B8 B O4UH,
YTO NO3BONIAET YBE/IMYNTL NPONYCKHYIO CNOCOBHOCTb KaHana W NOBbICUTb ero OTKa30yCTOﬁ‘-IMBOCTb. Ana
CTaTU4EeCKUX rpynn NnpnopuUTeT NCNO/1b30BaHNA KaHa/10B B O6'b€[],MHEHHOM ny4yke He 3a4aeTcA.

/ [nsa BKAtoueHUA paboTbl MHTepdeiica B cOCTaBe CTaTUMECKOM rpynnbl UCNOb3yiiTe KOMaHAY
channel-group {group} mode on B pexkume KoHPUrypauumn cooTBeTCTBYIOLErO MHTEPdeiica.

5.11.2 NMpomokon azpezayuu KaHanoe LACP

dyHKumen npotokona Link Aggregation Control Protocol (LACP) siBnsietca 06beagnHEHNE HECKONbKUX
dU3NYECKMX KaHANoB B OOMH. ArperMpoBaHMe KaHa/loB MCMNOMb3YyeTCcA AN YBEAMYEHMS NPOMNYCKHOWM
CNOCOBHOCTM KaHana M MOBbIWEHUA ero oTKasoycToiumsocTu. LACP nossonseT nepegasaTb TpaduK no
06beAMHEHHbIM KaHanaM B COOTBETCTBMM C 3a4aHHbIMU NPUOPUTETAMMU.

V Ona BKAoueHua paboTtbl uHTepdelica no nportokony LACP wucnonb3yiite KomaHay
channel-group {group} mode auto B pexXume KoHdUrypaumum coOTBETCTBYIOLLETO UHTEP-
deirca.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KOHOUIypaLumm:

console (confiqg) #

Tabnuua 86 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

3HayeHue/3Ha4yeHue ”
KomaHda / Aelicmeue
o ymon4yaHuio
lacp system-priority value YcTaHaBAMBaET NPUOPUTET CUCTEMDBI.
— value: (1..65535)/1
no lacp system-priority YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm nHtepoderica Ethernet:

console (config-if) #
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Tabnuua 87 — KomaHapl pexkuma KoHourypauum nHtepoeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

lacp timeout {long | short}

no lacp timeout

Mo ymon4yaHuo
mcnonb3syeTca

YcTaHaBAMBAET aAMUHUCTPATMBHDBIM TaMayT npoTokoaa LACP:
- long — pantenbHoe Bpema TanmayTa;
- short — manoe Bpems TaiimayTa.

3HayeHue long

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

lacp port-priority value

no lacp port-priority

YcTaHaBAuBaeT npuoputeT nHtepdeliica Ethernet.

value: (1..65535)/1

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

lacp force-up

no lacp force-up

-/BbIKNIOYEHO

YCTaHOBUTb PeXMUM NPUHYAUTENbHOTO AobaBneHna nHTepdeiica B
LACP, BHe 3aBUCMMOCTM OT Haamnums lacp pdu ¢ OTBETHOM CTOPOHBI.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHOowbl pexcuma EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 88 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoa4aHuwo

Aeiicmeue

show lacp {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port } [parameters |
statistics | protocol-state]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);

hu_port: (1..8/0/1..32)

MNMokKasbiBaeT MHPpopmaumto o npoTokoe LACP gnsa nHtepdeiica
Ethernet. Ecav gononHUTENbHble MapameTpbl HEe MUCMOb3y-
toTCA, TO ByAET NoKasaHa BcA UHPopmauma.

- parameters — MoKa3sblBaeT NapameTpbl HAaCTPOMKU MPOTO-
KOna;

- statistics — noka3bIBaeT CTaTUCTUKY paboTbl NPOTOKONA;

- protocol-state — nokasbiBaeT cocTosHME PaboTbl NPOTOKONA.

show lacp port-channel [group]

group: (1..128)

MokasbiBaeT nHPopmaumto o npotokone LACP ans rpynnbl
nopToB.

[pumepbl 8b1N0AHEHUS KOMAHO

Co3gaTb nepByto rpynny noptos, paboTatowyto no npotokoay LACP u BKAlovalowywo ABa MHTepdeiica
Ethernet — 3 n 4. CkopocTb paboTbl rpynnbl — 1000 M6uT/c. YCTaHOBUTb NPUOPUTET CUCTEMBI — 6, MPUOPU-
TeTbl 12 n 13 gna noptos 3 1 4 COOTBETCTBEHHO.

console# configure

console (config) # lacp system-priority 6
console (config)# interface port-channel 1
console (config-if)# speed 1000
console (config-if) # exit
console (config) # interface TengigabitEthernet 1/0/3
console (config-if)# speed 1000
console (config-if) # channel-group 1 mode auto

console (config-if)# exit
console (config) # interface TengigabitEthernet 1/0/4

console (config-if) #
console (config-if) #
console (config-if)

console (config-if)

#
#

(
(
(
(
(
(
console (config-if) # lacp port-priority 12
(
(
(
(
(
(

speed 1000

channel-group 1 mode auto
lacp port-priority 13
exit

Ethernet-kommymamopbi cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 149
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

5.11.3 Hacmpoiika mexHonoz2uu Multi-Switch Link Aggregation Group (MLAG)

Kak u LAG, BupTyanbHble LAG No3BoAAOT 06beANHUTL O4HY UAKM HECKObKO Ethernet-nuHnii ana
YyBEJ/IMYEHMA CKOPOCTM M obecneyeHusa oTKasoycToiumocTn. MLAG Tak ke usBecTHa Kak VPC (Virtual
port-channel). Mpu 06blMHOM LAG arpervpoBaHHble JIMHUK AO0MXKHbI 6biITb Ha OAHOM (pU3NYECKOM
ycTpoiicTee, B ciyyae e ¢ VPC arpernpoBaHHble IMHUM HAaX0AATCA Ha PasHbIX UINYECKMX YCTPOMCTBAX.
®dyHKuMa VPC no3sonseT coeanHUTb ABa PU3MUYECKMX YCTPOMUCTBA B OAHO BUPTYasIbHOE.

/ Mpu HacTpoiike VPC Ha 04HOPaHroBblX KOMMYTaTOpax A0MKHA ObiTb 0AMHAKOBaA Bepcua
nporpammHoro obecneyeHus.

Secondary ucnonb3yet HacTpoiku Primary.

Henb3a ncnonbsoBatb HacTpoiKy switchport forbidden default-vlan ans peer-link, Tak Kak

V VPC Port-Channel KOHTPOAMPYIOTCA TONILKO KOMMYTaTOPOM C POAbIO Primary, KommyTtaTop
!

Tpaduk npotokona VPC xoaut untagged B default vian.

; B VPC rpynne B BbiBoge show port-channel otobparKaloTca NOKanbHbIA U yAANEHHDbIM
V nopTbl. B KayecTBe yAaNeHHOro NopTa COrNMacHo noruke pabotbl VPC ncnonbsyerca ifindex
' HecyuiecTBytowero 3-ro loHuTa.

KomaHObI pexcuma 2a06anbHol KOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 89 — KomaHabl pexkmuma rnobanbHoM KoHPUrypaumnm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

vpc domain domain_id

no vpc domain domain_id

domain_id: (1..255)

Cospaet VPC-gomeH.
Ha ogHOMm ycTpoiicTBe MoXKeT 6biTb CO3AaH TO/IbKO
V oauH gomeH VPC. Ha napHbIX yCTPOMUCTBAX AONXKEH
6bITb 0oguHaKoBbI VPC-gomeH.

Yaanaet VPC-L0OMeH ¢ ycTponcTsa.

vpc group group_id

no vpc group group_id

group_id: (1..63)

Co3spaet VPC-rpynny. [1na Kaxaoro arpermpoBaHHOro UHTep-
deica fonkHa bbITb co3gaHa otaenbHas VPC-rpynna. Ha nap-
HbIX ycTpocTBax Homepa VPC-rpynn foMKHbI COBNAAaTb.
CymmapHoe Konuyectso VPC-rpynn He moXKeT npe-
V BbICUTDb 48.

Yaanaet VPC-rpynny c ycTpoicTea.

vpc

no vpc

—/BbIK/IOYEHO

BkntoyaeT pexxum VPC. Ucnonb3lyeTtca nocne KoHoUrypaumm
VPC.

Bbikntoyaet pexxkum VPC.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm VPC:

console (config)# vpc domain domain id
console (config-vpcdomain) #
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Tabnnua 90 — KomaHabl pexknma KoHourypaumm VPC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

peer link group

no peer link

group: (1..48)

HasHauaet Port-Channel B Kauectse peer-link.

Mckntouaet Port-Channel us yyactua s VPC.

peer detection

no peer detection

— /BbIK/OYEHO

BkntouaeT peer detection protocol.
Peer-detection — pf0NOAHUTENbHBIA MeXaHU3M,
V obecneunsaowmii pyHKunoHuposaHue VPC B cny-
yae obpbiBa peer-link. Moatomy 3anpeuwiaerca uc-
nonb3oBaHue peer-link gnAa opraHusauumn uHtep-
deiica peer-detection.

BbikntoyaeT peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3afaeT MHTepBan OTNPaBKM coobueHuit peer detection pro-
tocol.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3apaTtb Bpema 0XKuaaHua oteeTa peer detection protocol.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port] [vrf vrf_name]

no peer detection ipaddr

udp_port:
(1..65535)/50000;
vrf_name: (1..32) cumBona

Hactpawusaer IP-agpec nonyyatena naketos, IP-agpec oTnpa-
sButens, VRF u UDP nopt gns peer detection protocol.
- vrf_name — ums BUpTyanbHOM 061aCTM MapLLPYTU3ALNN.

YcTaHaBAUBaeT 3HaYeHUe No YMOAYAHUIO.

peer keepalive

no peer keepalive

BkntouaeT cnyxby keepalive.

BbikntoyaeT cnyxoby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3aaTb Bpema OXWMAaHMA OTBETA Ha 3anpoc LEeNO0CTHOCTU
peer-link.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

role priority value

no role priority

value: (1..255)/100

YcTaHaBAMBaEeT NPUOPUTET YCTPOIACTBA. YCTPOMUCTBO C MeHb-
WKM 3HadeHnem ByaeT HasHaueHo Primary.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

system mac-addr mac_ad-
dress

no system mac-addr

YcraHasnueaer MAC-agpec cuctembl ana otnpasku B VPC
nopTbl.

YcTaHaBAUBaeT 3HaYeHUe No YMOAYAHUIO.

system priority value

no system

value: (1..65535)/32767

YcTaHaBAMBaeT npuopuTeT cuctembl ans otnpasku B VPC
nopTbl. JonxKeH 6biTb 0ANHAKOBbIN Ha 060MX YCTPOICTBAX.

YcTaHaBAMBaeT 3HaYeHne no YMONYaHMIo.

KomaHObI pexcuma KoHguaypayuu VPC

Bug, 3anpoca KOMaHAHOW CTPOKM pexnma KoHdurypaumm VPC-group:

console (config) # vpc group group-id

console (config-group) #
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Tabnmua 91 — KomaHapl pexkmma KoHourypaumnm VPC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

domain domain_id

YctaHasnusaet VPC-group uneHom VPC-gomeHa.

domain_id: (1..255)
no domain domain_id

Mckntouvaet VPC-group ns VPC-gomeHa.

vpc-port group

Lob6asnset Port-Channel 8 VPC-rpynny.

group: (1..48)

no vpc-port group

Mckntouvaet Port-Channel us VPC-rpynnbl.

KomaHOowbl pexcuma EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnmua 92 — KomaHabl pexkmuma EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show vpc

OTobpaxkaeT uHGopmaumio o KoHourypauum VPC.

show vpc group id

OTtobparkaeT HGopmMauuto o Tekylem coctosiHum VPC Group id.

show vpc peer-detection

OTobpaxkaeT cocTosHue cnybbl peer detection protocol.

show vpc role

OTobparkaeT MHPOPMaLMIO O POU YCTPOMCTBA.

show vpc statistics peer {
keepalive | link | detection}

OTobpakaeT cocToAHMe cHeTUnKoB cnyx6bl VPC.

5.12 Hacrpoiika IPv4-agpecauumn

B paHHOM pasgene onucaHbl KOMaHAbl A9 HAaCTPOMKM CTaTMYeCKUX napameTtpos IP-apgpecauumn,
TaKMX Kak IP-agpec, macka noaceTu, W03 No ymonyaHuio. Hactpoika npotokonos DNS u ARP onncaHa B

COOTBETCTBYHOLWUNX pa3genax 4OKYMEHTALUNN.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica Ethernet, uHmepgelica epynnsi nopmos, VLAN,

Loopback

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica
rpynnel nopTtoB, uHTepdeiica VLAN, untepdeliica Loopback.

console (config-if) #

Tabnunua 93 — KomaHabl pexnma KoHdurypauumn nHtepdeiica

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHda

Aelicmeue

ip address ip_address {mask |
prefix_length}

prefix_length: (8..32)

HasHaueHue 3agaHHOMY WHTepodelicy IP-agpeca M macku nog-
cetun.
3HayeHMe MacKM MoKeT b6biTb 3anucaHo ambo B ¢op-
mate X.X.X.X, nmbo B popmare /N, rae N — Konnuecrso
eAWHUL, B ABOUYHOM NpPeACTaB/NeHUU MACKU.

no ip address [/P_address]

Ypanexue IP-agpeca nHtepdelica.

ip address dhcp

MonyyeHue IP-agpeca Ans HacTpaMBaemoro WHTepodelica ot
DHCP-cepsepa.
V He ucnonbsyetca gna loopback—-uHTtepdeiica.

no ip address dhcp

3anpeT mMcnonb3oBaHMA npoTtokona DHCP pns nonyyeHms |IP-
appeca BblbpaHHbIM UHTEpdeicom.
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ip unnumbered {vlan vian_id |
loopback loop-back_id}

no ip unnumbered

vlan_id:
(1..4094);loopback_id: (1)

PaspeluaeT KoHPUrypupyemomy uHTepdeicy sammcteosatb IP-
appeca VLAN m Loopback-nHtepdeiica.

OTKAtoYaeT GyHKLMIO 3aMMCTBOBaHMUA agpeca.

ip icmp unreachables
disable

BbikntoueHme oTnpaBku icmp unreachable.

no ip vrf

(1..32) cumBona

— -/BKAtOYEHO
no ip icmp unreachables .
. BK/toueHMe oTnpaBkM icmp unreachable.
disable
ip vrf {vrf_name} vrf_name: [obasneHue nHTepdeiica B ykasaHHbI VRF.

Ona vHtepdeiica OOB u gedonTtHoii VLAN nepepg, ao-
6asneHmnem B VRF Heobxogumo BBectu «no ip address
dhcp». Takxke «no ip address dhcp» Hy)HO noBTOpPATL
npu ouepeaHbix cmeHax VRF.

MonyyeHne IP-agpeca Ana HactpaMBaemoro WHTepderica oT
DHCP-cepsepa.
V YaaneHue untepodeiica us paHee ykasaHHoro VRF.

ip tcp adjust-mss value

value:
(500..1460)/1460 6aiT

HasHauutb ¢usmyeckomy wuHtepdeiicy Ethernet pasmep TCP
Maximum segment size.

l Ucnonb3yetca npu Haanuum IP address Ha uHTepdeiice.
.o

no ip tcp adjust-mss

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKK B pexnume r1ob6asibHON KoHdUrypaumm:

console (config) #

Tabnnua 94 — KomaHabl perkmnma rnobanbHom KoHGUrypauum

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

ip default-gateway ip_address

no ip default-gateway

-/WN03 N0 YMONYaHUIO

3agaeT ANs KOMMyTaTopa agpec WAt3a No YMOAYAHMIO.

He 3a4aH

Ypanfer HasHauYeHHbIM agpec Wi3a No YMOAYaHMIO.

ip helper-address

[udp_port_list]

{ip_interface | all} ip_address

no ip helper-address

{ip_interface | all} ip_address

-/BbIK/OYEHO

BkatouyaeT nepeagpecaumio WmpokosewatenbHbix UDP-nakeTos
Ha onpeaeneHHbIN agpec.

- ip_interface — IP-appec nHTepdeica, oA KOTOPOro BbINOJHAETCA
HacTpoWKa;

- all — no3sonset BbIbPaTL BCe IP-UHTEpdeichl yCTPONCTBa;

- ip_address — |IP-agpec HazHa4YeHuUsA, Ha KOTopbI byayT nepeHa-
npasnAaTbcA nakeTbl. 3HavyeHume 0.0.0.0 oTKAtOYaeT nepeagpeca-
umio;

- udp_port_list — cnucok noptos UDP. LLInpoKoBeLaTenbHbIN Tpa-
®UK, HanpaBAEHHbIV Ha NepeyYncieHHble B CNIMCKe NOpPTbl, NoABep-
raetcA nepeagpecauun. MakcumanbHoe obliee KoamM4ecTBo nop-
TOB M aZipecoB Ha ycTponcTeo - 128.

OTmeHsAeT nepeaapecaLmio Ha 3a4aHHbIX MHTepdencax.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#
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Tabnuua 95 — KomaHap! pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeilicmeue

clear host {* | word}

word: (1..158) cumBosios

Ypanaet us namAty noay4veHHble no npotokoay DHCP 3anucu co-
OTBETCTBUWN UMEH MHTepdencos 1 ux IP-agpecos.
* — yAanuTb BCe COOTBETCTBUA.

renew dhcp {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | vlanvian_id |
port-channel group | oob}
[force-autoconfig]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)
vlan_id: (1..4094)

Otnpasnset 3anpoc kK DHCP-cepBepy Ha o6HoBNEeHUe IP-agpeca.
- force-autoconfig — npu obHoBNeHWUM IP-agpeca 3arpyxaeTcs
KoHoUrypaums c TFTP-cepBepa.

show ip helper-address

OTobparkaeT Tabnvuy nepeagpecauuy LWWMPOKOBELLATENbHbIX
UDP-nakeToB.

show ip unnumbered interface
[vlan vian_id]

vlan_id: (1..4094)

MokasbiBaeT KOHPUrypaumto ip unnumbered gns ykasaHHOro UH-
Tepdelica.

KomaHObl pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKM B pexxume Exec:

console>

Tabnunua 96 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue no

gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vlan
vlan_id | tunnel tunnel | oob]

te_port: (1..8/0/1..48);
group: (1..128);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id : (1...64);
tunnel: (1..16);
vlan_id: (1..4094)

KomaHoa Aelicmeue
yMOAYaHUIo
show ip interface [vrf vrf_name: (1..32) Moka3biBaeT KoHoUrypaumio IP-agpecauum gna yKasaHHOro WH-
vrf_name | all} | CUMBONA; Tepoelica unm obnactm BupTyanbHo mapwpyTtmsaumm (VRF).

5.13 HactpoikKa Green Ethernet

Green Ethernet — TeXHO/I0rMA, No3BosiAoWaA CHU3UTb 3HepFOI'IOTpE6!'IEHMe yCTpOVICTBa 3a cyeT
OTKNIIOYEHUNA NMUTAHUA ONA HEAKTUBHbIX 3/IEKTPUYECKUX MOPTOB U U3IMEHEHUA YPOBHA NepenaBaemoro
CUrHana B 3aBUCUMMOCTU OT AJINHDbI Kabens.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHUrypaumum:

console (config) #

Tabnunua 97 — KomaHabl perkmnma rnobanbHoM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aeilicmeue

green-ethernet energy-detect

-/BbIK/IOYEH

Bkntouaet 3Heproc6eperarow,m71 pPeXnm aNnAa HeakKTUBHbLIX MOPTOB.
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no green-ethernet OTKAtOYaeT aHeprocbeperaowmii PexKMm ana HeaKTUBHbIX Mop-
energy-detect TOB.
green-ethernet short-reach Bk/itovaeT aHeprocbeperatolmin peskum 4as nopToB, K KOTOPbIM

NOAKNIOYAKOTCA YCTPOWCTBA C AJ/IMHOM Kabens NoAKaoueHus
MeHbLUEe MOPOroBOro 3HayYeHWs, YCTaHaBMBAEMOrO C MOMOLLbIO

-fBbikntoNeH KomaHzabl green-ethernet short-reach threshold.

no green-ethernet short-reach OTKAOYaeT sHeprocbeperatolmii Ppexnm Ha OCHOBaHWUM AJINHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumum nHtepdelica Ethernet:
console (config-if)#

Tabnnuya 98 — KomaHabl perknma KoHourypaumm nHtepdeinca Ethernet

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymon4aHuro

green-ethernet energy-detect BkntoyaeT sHeprocbeperatowuin pexxum gna nHtepdeiica.
no green-ethernet -/BKNtO4EH OTKAtoyaeT sHeprocbeperatowmii pexxum ans nHtepdelica.
energy-detect
green-ethernet short-reach BKAtoyaeT aHeprocbeperaowmnini pexKMm Ha OCHOBAaHWW ANUHbI

Kabens.

-/BKAOYEH —

no green-ethernet short-reach OTkANtoYaeT sHeprocbeperarowmini pexxmm Ha OCHOBAHMU O/IUHbI

Kabens.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexume Privileged EXEC:
console#

Tabnunua 99 — KomaHabl pexxuma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro
show green-ethernet OTobparkaeT CTaTUCTUKY green-ethernet.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32)
hu_port | detailed]
green-ethernet power-meter CbpacbiBaeT CYETYMK UBMEPUTENA MOLLHOCTHU.
reset

[pumepsi 8biM0AHEHUS KOMAHO

OTo6pasuTb CTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Disable Port LEDs mode: Disabled

Power Savings: 0% (0.00W out of maximum 0.00W)
Cumulative Energy Saved: 0 [Watt*Hour]

* Estimated Annual Power saving: NA [Watt*Hour]
Short-Reach cable length threshold: 50m
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* Annual estimate is based on the saving during the previous week

NA - information for previous week is not available

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off Unknown on off off NP

tel/0/3 on off LT on off off LT

tel/0/4 on off LT on off off LT

tel/0/5 on off LT on off off LT

tel/0/6 on off LT on off off LT

tel/0/7 on off LT on off off LT

tel/0/8 on off LT on off off LT

tel/0/9 on off LT on off off LT

tel/0/10 on off LT on off off LT

tel/0/11 on off LT on off off LT

tel/0/12 on off LT on off off LT

5.14 Hactpoiika IPv6-agpecauum

5.14.1 Npomokon IPv6

KommyTatopbl noaaepxusatot paboty no npotokosy IPv6. MNMoaaepskka IPv6 ABnseTcAa BarKHbIM
[OCTOMHCTBOM, MOCKOJIbKY MPOTOKOA IPV6 npu3BaH, B MEpPCrneKTUBE, MOHOCTbIO 3aMEHUTb aZpecalmio
npoTtokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTokon IPv6 nmeet paclwumpeHHoe agpecHoe NpocTpaHCcTBo — 128
6uTt Bmecto 32. Aapec IPv6 npeactasnnet coboit 8 6,10K0B, pas3aeneHHbIX ABOETOUYMEM, B KaXKaoM 6/10Kke
16 6UT, 3aNnCaHHbIX B BUAE YETbIPEX LeCTHaALUAaTEPUYHbIX YMCen.

MOMMMO YyBEAMYEHMA aAPECHOro MPOCTPAHCTBA MNPOTOKON IPV6 MMEeT MepapXMyecKkyro cxemy
afpecaunn, obecneumBaeT arperauyio MapLUIpyToOB, ynpowaeT Tabauuy MaplpyTMsauuu, npu 3TOm
3 PeKTMBHOCTb PabOTbl MapLLPYTM3aTOPA NOBLILLAETCA 33 CHET MEXaHM3Ma OOHapyKeHMA COCeAHUX Y310B.

JNlokanbHble agpeca IPv6 (IPv6Z) B KomMmyTaTope HasHavalTca MWHTepdelicam, noatomy npu
ncnoab3oBaHuK IPv6Z-aapecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTCa caeayowmii popmar:

<ipv6-link-local-address>%<interface-name>
roe:
interface-name — uma nHTepdeica:
interface-name = vlan<integer> | ch<integer> | <physical-port-name>
integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1]12]|3|4|5]|6|7|8]9
physical-port-name = tengigabitethernet (1..8/0/1..32)

V Ecnn 3HaueHuMe rpynnbl AN HECKONbKUX TPynn Noapapg B agpece npotokona IPvé paBHO
Hyato — 0000, To AaHHbIe rpynMnbl MOFyT 6bITb ONYLLEHDI.
Hanpumep, agpec FE40:0000:0000:0000:0000:0000:AD21:FE43 moXKeT 6biTb COKpaLLeH A0
FE40::AD21:FE43. CoKpalieHutio He moryT 6biTb NoaBeprHyTbl 2 pasgeneHHble HyneBble
rpynnbl n3-3a BOSHUKHOBEHUA HEOAHO3HAYHOCTH.

V EUI-64 - 3T0 nageHtudumKaTop, co3aaHHblii Ha 6a3e MAC-aapeca uHTepdeiica, ABnatoWwmninca
64 mnagwummu 6utamu IPvb-agpeca. MAC-agpec pasbuBaeTtca Ha gse yactu no 24 6ura,
MeXKay KoTopbimu aobasnserca KoHcTaHTa FFFE.
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KomaHObI pexcuma 210b6aab6Hol KoOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU peXnma rnobanbHoOM KOHGUIypauum:

console (confiqg) #

Tabnnuya 100 — KomaHab! perkuma rinobanbHoM KoHpUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmesue

ipv6 default-gateway
ipv6_address

no ipv6 default-gateway
ipv6_address

3afaeT 3HayeHMe NIoKaAbHOro agpeca IPv6-luit03a no ymonya-
HUIO.

Ypansaet HacTpolKu IPv6-1unto3a No ymonyaHuio.

ipv6 neighbor ipv6_address {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id} mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..12);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Cospaet cTaTnueckoe cootseTcTene mexay MAC-agpecom co-
ceaHero ycTpoiicTtea u ero IPv6-agpecom.

- ipv6_address — |Pv6-aapec;

- mac_address — MAC-agpec.

Ypanaet ctatmyeckoe cootBeTcTBue mexgy MAC-agpecom co-
ceaHero ycTpoiictea u ero IPvb-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3agaeT orpaHuyeHune ckopoct ana ICMPv6-coobuieHuii 06
olmnbKax.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOHAHUIO.

ipv6 route prefix/prefix_length
{gateway} [metric] [distance
distance]

no ipv6 route
prefix/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1;
distance (1..255)/1

JobasneHune ctaTtmyeckoro mapupyta IPv6

- prefix — ceTb Ha3HaYyeHus;

- prefix_length — npeduKc macku ceTu (KONMYECTBO eAUHML, B Ma-
cKe);

- gateway — W03 ANA JOCTYNa K CETU Ha3HaYeHus;

- metric — meTpuKa ANA AaHHOTO MapLIpyTa;

- distance — aAMUHUCTPATUBHAA AUCTAHLMA MapLUpPYTa.

YpaneHue ctatnyeckoro mapupyta IPvé.

ipv6 unicast-routing

no ipv6 unicast-routing

-/BbIK/IIOYEHO

Bkatouvaet nepeHanpasaeHne ogHoaApPEeCHbIX NAaKeToB..

OTKANtOYaeT NepeHanpasieHne 04HOALPECHbIX MAKETOB.

ipv6 distance {ospf {inter-as |
intra-as} | static} distance

no ipvé6 distance {ospf {inter-as
| intra-as} | static}

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YcTaHaBAMBaeT 3Ha4YeHe afMUHUCTPATUBHOW AucTaHumm (AD)
ANA BCEX MapPLUPYTOB YKa3aHHOro Tmna.

- ospf inter-as — yctaHaBnuBaeT 3HavyeHne AD gna MeXK30Hasb-
HbIX MapLUPYTOB, NPUHATbLIX MO nNpoTokony OSPF;

- ospf intra-as — ycTaHaBAnBaeT 3HayeHne AD ana BHYTPU30-
Ha/bHbIX MapLIPYTOB, NPUHATLIX NO NpoTokoay OSPF;

- static — yctaHaBnmBaeT 3HayeHne AD anAa cTaTUYeCKUX maplu-
pyTOB.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgpuaypayuu uHmepaetica (VLAN, Ethernet, Port-Channel)

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHdUrypaumm nHtepdeica:

console

(config-if) #
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Tabnnua 101 — KomaHabl pexkuma KoHourypaumm nHtepdelica (Ethernet, VLAN, Port-channel)

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

ipv6 enable

no ipv6 enable

-/BbIK/IIOYEHO

BkntouaeT nogaepkky IPv6 Ha uHtepdelice.

OTKAtoYaeT noaaepkKy IPv6 Ha uHTepdelice.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymon4yaHuio
aBTOMaTU4ecKasn
KoHbUrypauus
BK/IIOYEHA, agpeca He
Ha3Ha4eHbl.

BKntoueHMe aBTOMaTM4YecKon KoHourypauum IPv6-agpecoB Ha
MHTepodelice. Agpeca HacTpamMBatoTCA B 3aBUCMMOCTM OT NpeduK-
COB, KOTOpPbIe NoJ/ly4eHbl B cooblieHunax «Router Advertisement».

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

ipv6 address
ipbv6_address/prefix_length
link-local

no ipv6 address
[ipv6_address/prefix-length
link-local]

Mo ymon4yaHuio
3HaYeHue IOKa/IbHOTo
aapeca: (FE80::EUI64)

3agaeT nokanbHbIl IPv6-agpec nHtepdelica. Crapwme 6uTbI no-
KanbHbIX IP-agpecos B IPv6 — FE8O::

Ypanset nokanbHbIn IPv6-agpec.

ipv6 nd dad attempts
attempts_number

3afjaeT KOAMYecTBO COO0bLEeHNn-TpeboBaHMI, NepesaBaemMbixX
MHTepdencom B3aMMOLENCTBYOWEMY YCTPOWUCTBY B caydyae 06-

no ipv6 unreachables

(0..600)/1 HapyXeHusa aybaukauum (konnmsum) IPv6-agpeca.

no ipv6 nd dad attempts Bo3BpalyaeT 3HauYeHWe Mo YMONUAHUIO.

ipv6 unreachables BkntoueHne ICMPV6 coobuweHnin 0 HEAOCTUKMMOCTM agpecaTta
-/enabled npu nepegaye NakeTos Ha onpeseneHHbIn MHTepdeic.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ipvé mld version version

no ipv6 mld version

version: (1..2)/2

OnpeaeneHune Bepcum npotokona MLD gns untepdelica.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 102 — KomaHabl perkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKa3blBaeT HAaCTPOIKM NpoToKoNa IPv6 AN yKasaHHOro UHTep-
deica.

show ipv6 route [summary |
local |connected | static |
ospf | icmp | nd |
ipv6_address/ipv6_prefix |
interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);

group: (1..128); hu_port:

(1..8/0/1..32);
vlan_id: (1..4094)

MoKa3sblBaeT Tabauuy IPv6-mapLipyTos.
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show ipv6 neighbors
{ipv6_address |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
group: (1..128);
hu_port: (1..8/0/1..32);
vlan_id: (1..4094)

MoKasbiBaeT MHPOpMaumio O cocepgHux IPv6-ycTpoiicTax,
cofeprKallyrocs B Kalle.

clear ipv6 neighbors

OuMiliaeT KaWw, coAepxawuii MHPOPMaUMIO O COCeaHUX
ycTpoiicTBax, paboTatowmx no npotokony IPv6. UHpopmaums o
CTaTUYECKMX 3aMUCAX COXPaHAETCA.

show ipv6 distance

MoKasaTb 3HayeHMe aAMWHUCTPATMBHOM AUCTaHUMM  AAa
Pa3/INYHbIX MCTOYHMKOB MapLUpyTa.

5.15 HacTpo#Ka npoToKonoB

5.15.1 Hacmpolika npomokona DNS — cucmembl 00OMeHHbIX UMeH

OcHoBHoW 3asa4yeli npoTtokona DNS saBnsetca onpeaeneHue IP-aapeca y3na cetn (xocta) no 3anpocy,
cofepKawemy ero gomeHHoe MmA. basa [aHHbIX COOTBETCTBMA AOMEHHbIX WMEH Y3/10B CeTU MU
cooTBeTcTBYOWMX UM IP-agpecos Beaetca Ha DNS-cepsepax.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabanuya 103 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4YaHuro
ip domain lookup PaspewaeT ncnonbsosaHue npotokona DNS.
-/BKIOYEHO
no ip domain lookup 3anpewaeT ncnonb3osaHme npotokona DNS.
ip name-server Onpegaensert IPv4/IPv6-aapeca ana aoctynHbix DNS-cepsepos.
{serverl_ipv4_address | - vrf_name — vma BUPTYaNbHOM 061acTU MapLIpyTU3ALUM.
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...] [vrf
vrf_name]
no ip name-server Ypanaet IP-agpec DNS-cepsepa 13 cnvcKa AOCTYMHbIX.
{server1_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...][vrf
vrf_name]
ip domain name name [vrf OnpeaenseT LOMEHHOE UMA MO YMOMaHWUIO, KoTopoe byaeT uc-
vrf_name] NnoNb30BaTbCA MPOrPammoi, ANA AONOSHEHUA HenpaBWJIbHbIX
[OMEHHbIX UMeH (JOMEHHbIX UMeH 6e3 ToYKM). [Ins AOMEHHbIX
name: (1..158) MMeH 6e3 TOUKM B KoHeL, UMeHu byaeT f06aBNATbCA TOUKA U YKa-
CUMBOJIOB 3aHHOE B KOMaHAe OMEeHHoe UmMs.
- vrf_name — vma BUPTYaNbHOM 061acTU MapLlpyTU3aLmK.

no ip domain name [vrf Ypanaetr LOMeHHOoe MMA N0 YMONYaHUIO.
vrf_name]
Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 159

MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

ip host name address1 OnpepenseT cTaTUYecKMe COOTBETCTBUA UMEH y3/10B ceTu IP-aa-
[address2 ... address4] [vrf pecam, pobaBnseT yCTaHOBJAEHHOE COOTBETCTBME B  K3L.
vrf_name] PyHKuMAa nokanbHoro DNS. MoxHo onpenenvts A0 Bocbmu |IP-

name: (1..158)
CUMBOJI0B

afpPecoB Ha 04HO UMS.
- vrf_name — ums BUPTYyasbHOM 061aCTU MapLUPYTU3aLUN.

no ip host name [vrf vrf_name] Yaanaer ctaTMyeckme COOTBETCTBMA MMEH y3/10B ceTu IP-agpe-
cam.

KomaHOb1 pexcuma EXEC

BunAa 3anpoca KomaHAHOWM CTPOKM B pexxkunme EXEC:

console#

Tabnmua 104 — KomaHap! pexkuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
clear host {name | *} name: (1..158) Yaansaer 3anucb COOTBETCTBMA MMEHM y3n1a ceTu IP-agpecy Kawa
CMMBO/IOB nmbo Bce 3anucu (*).
show hosts [name] [vrf OTobparkaeT LOMEHHOE MMA MO YMOAYaHMIo, cnnucok DNS-cepse-
vrf_name] pOB, CTaTUYECKME M KILIMPOBAHHbIE COOTBETCTBUA MMEH Y3/10B
name: (1..158) cetn u IP-agpecos.
CUMBO/IOB MpyW MCNONb30BaHMM B KOMaHAE MMEHM y3/1a ceTH, oTobparkaeTca

cooTBeTcTByOWMI emy IP-agpec.
- vrf_name — vma BUPTYanbHOM 061acTU MapLupyTU3aLmm.

[pumepbl UC016308AHUS KOMAHO

Mcnonb3osaTtb DNS-cepsepa no agpecam 192.168.16.351 192.168.16.38, ycTaHOBUTb AOMEHHOE UMSA
Nno YMO/ZT4aHUIO — Mes:

console# configure
console (config) # ip name-server 192.168.16.35 192.168.16.38
console (config) # ip domain name mes

YCTaHOBUTb CTAaTUYECKOE COOTBETCTBME: Y3/ CETU C UMeHeM eltex.mes nmeert IP-agpec
192.168.16.39:

console# configure
console (config) # ip host eltex.mes 192.168.16.39

5.15.2 Hacmpoliika npomokona ARP

ARP (Address Resolution Protocol — npoToKon paspelueHuAa aapecoB) — MNPOTOKO/ KaHa/IbHOro
YPOBHA, BbIMONHAKOWMNIN PyHKUMIO onpeaeneHma MAC-agpeca Ha OCHOBaHMM COAEpPrKaLLLEerocsa B 3anpoce
IP-agpeca.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHPUrypaumum:

console (config) #
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Tabnmua 105 — KomaHap! pexxmma rnobanbHon KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

arp ip_address hw_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

no arp ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

dopmart ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

[ob6asnaeT cTaTuyeckyto 3anucb cootsetctaua IP- 1 MAC-agpe-
coB B Tabsimuy ARP gna ykasaHHOro B KomaHze nHTepdeitca.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanaet cratnyeckyto 3anucb cootsetcteua IP- n MAC-agpecos
13 Tabamupl ARP ana ykasaHHOro B KomaHae uHtepderica.

arp timeout sec sec: HacTpanBaeT Bpems KMU3HM AMHAMUYECKUX 3anucelt B Tabauue
(1..40000000)/60000 ARP (cek).
no arp timeout CceK YcTaHaBAMBaET 3HAYEHME N0 YMONYAHWUIO.
ip arp proxy disable OTKAtoYaeT pexkum npokcnposaHma ARP-3anpocos ana KommyTa-
. TOpa.
-/OTKNIOUEH

no ip arp proxy disable

Bkntoyaet pexkum npokcmposaHna ARP-3anpocos ana Kommyra-
TOpa.

anycast-gateway
mac-address mac_addres

no anycast-gateway mac-
address

dopmat mac_address:
H.H.H nan H:H:H:H:H:H
nan H-H-H-H-H-H /
BMpPTYyanbHbIi MAC-
aapec He 3a4aH

3agaeT BupTyanbHbli MAC-agpec, KOTopblit 3aMmeHseT 6a3o-
Bbllt MAC-agpec KommyTaTopa B ucxoaawmx ARP-coobuie-
HUAX.
- mac_address — MAC-agpec.
B kauectBe BuptyanbHoro MAC-agpeca Henb3a MUC-
V nonb3oBatb cneaywowme MAC-agpeca: multicast,
broadcast, VRRP MAC, 6a3oBblit MAC-agpec KommyTa-
Topa, 6asoBbii MAC-agpec Kakoro-nmbo HuTa U3
cTeKa.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHOwbI pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM cTPOKK B pexxume Privileged EXEC:

console#

Tabnunua 106 — KomaHabl perkuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

HAelicmeue

clear arp-cache

YaanaeT sce AnHamuyeckue 3anmcun ns ARP-tabanubl (KomaHaa o-
CTYMHa TO/IbKO ANA NPUBUNETMPOBAHHOIO No/b3oBaTeNs).

show arp [ip-address
ip_address] [mac-address
mac_addres] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob]

dopmar ip_address:
A.B.C.D
dopmat mac_address:
H.H.H uan H:H:H:H:H:H
nnun H-H-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasbiBaeT 3anucu ARP-Tabauubl: Bce 3anucu, ¢punbTp no IP-aa-
pecy; dunbTp no MAC-agpecy; duabTp no nHtepdelicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.
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show arp configuration

MokasbiBaeT rnobanbHyto KoHourypaumio ARP n KoHourypaumio
ARP ansa nHtepdeiicos.

show ip anycast-gateway

MokasbiBaeT KoHdUrypaumio anycast gateway.

KomaHObI pexcuma KoHguaypayuu uHmepgelica

Bua 3anpoca KomaHAHOM CTPOKK B pexume interface configuration:

console (config-if) #

Tabanua 107 — KomaHabl perknuma nHtepdeica Ethernet, rpynnel nHtepdeicos nHtepdeiica VLAN

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

Aelicmesue

ip proxy-arp

Bkntoyaet pexkum npokcuposaHmMa ARP-3anpocoB Ha HacTpausae-
MOM UHTepodeiice.

- -/BKAOYEHO
no ip proxy-arp

OTKAOYaeT pexxnum npokcnposaHma ARP-3anpocoB Ha HacTpansae-
MOM MHTepodeice.

anycast-gateway

-/BbIKNIOYEHO

BKkntouaeT onumio anycast gateway Ha uHTepdelice. B ncxoaaimx
ARP-coobuieHx 6a3oBbii MAC-agpec KOMMyTaTopa 3aMeHAEeTCs Ha
BUPTyanbHbin MAC-agpec.
V BupTtyanbHbiii MAC-agpec aonKeH 6biTb 3aAaH KOMaH-
B[oW anycast-gateway mac-address.

no anycast-gateway

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

[pumepbl UC016308AHUA KOMAHO

[Jo6aBuTb cTaTUyeckyto 3anmcb B ARP-Tabaumuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTAHOBMUTb BPEMS XKU3HU AMHAMUYecKmMX 3anucei B ARP-Tabaunue — 12000 ceKyHA;:

console# configure

console (config)# arp 192.168.16.32
1/0/2

console (config) # arp timeout 12000

MoKasaTb cogep:knmoe ARP-Tabnumubi:

console# show arp

00-00-0c-40-0f-bc tengigabitethernet

192.168.25.1

02:00:2a:00:04:95

HW address status

dynamic

5.15.3 Hacmpolika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaumu. MpoToKosn nossonser

pacnpocTpaHnTb Mo cetTu uaeHTudukatopbl VLAN.

OcHoBHOWM ¢yHKUMel npoTokona GVRP sasnsetca

obHapy:keHve nHdopmaumm 06 oTcyTCTBYIOWMX B 6ase faHHbIXx KommyTaTopa VLAN-ceTax npu noayyeHum
coobueHnin GVRP. Monyuns nHpopmaumio 06 otcytcreyrowmx VLAN, kKommyTaTop fobaBnseT ee B CBOKO

6a3y AaHHbIX.

KomaHObI pexcuma 2a06asab6HolU KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHOM KoOHOUrypaLumm:

console (config) #
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Tabnmua 108 — KomaHap! pexkmma rnobanbHon KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

gvrp enable

no gvrp enable

-/BbIK/IIOYEH

BkatouaeT ncnonb3osaHue npoTokona GVRP-kommyTaTopom.

BbIkntoyaeT ucnonb3oBaHme npoTokona GVRP-kommyTaTtopom.

KomaHObl pexcuma KoHguaypauyuu uHmepgelica (OQuanazoHa uHmepgelicos) Ethernet, uHmep-

¢elica 2pynnbl NOpmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, untepdelica

rpynnbl NOPTOB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet

te port |
hu port

console (config-if) #

twentyfivegigabitethernet twe port | hundredgigabitethernet
| port-channel group}

Tabnunua 109 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet, rpynnsl nHTepdelicos

no gvrp vlan-creation-forbid

3HayeHue/3HayeHue .
KomaHoa Aelicmesue
no ymosa4yaHuro
gvrp enable Bkntoyaet mcnonbsosaHue npotokona GVRP Ha HacTpanmBaemom
nHTepoelice.
-/BbIK/IIOYEH
no gvrp enable BbikntoyaeT ucnonb3oBaHme npotokona GVRP Ha HacTpansaemom
MHTepodeiice.
gvrp vlan-creation-forbid 3anpelaetr gMHamuyeckoe usmeHeHne unu cosgaHme VLAN gna
HacTpanBaemoro nHTepoeica.
-/paspelueHo

Paspewaer guHamumyeckoe mameHeHne unu cosgaHue VLAN ana
HacTpanBaemoro nHTepdeica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonyanumio
co3pgaHve n
peructpauma VLAN Ha
MHTepodeice
paspeLieHa

BbinonHAeT cHATHeE pernctpaunm gna scex VLAN n He gonyckaer co-
34aHuUA unm pernctpaumm Hosbix VLAN Ha gaHHOM MHTepdeiice.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

KomaHOwb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 110 — KomaHabl perkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

HAelicmeue

clear gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
group: (1..128)

OuunLLaeT HaKOMNIEHHYIO CTAaTUCTUKY NpoToKosa GVRP.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>
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Tabnmua 111 — KomaHap! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

show gvrp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

show gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

show gvrp error-statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MNokasbiBaeT KoHdUrypaumto npotokona GVRP gns yKazaHHOro UH-
Tepdeiica, 1Mbo ans sBcex MHTepdencos.

lNoKa3sbiBaeT HAKONAEHHY CTaTUCTUKY No npotokoay GVRP gna
YKa3aHHOro uHtepdelica, iMbo ansa Bcex MHTepdhencos.

MoKa3blBaeT CTaTUCTUKY No olwmnbKam npu pabote npoTokona GVRP
ANA yKasaHHOro uHtepderica, imbo ana scex MHTepdencos.

5.15.4 MexaHu3m obHapyxeHusa nemeno (loopback-detection)

[aHHbIA MexaHM3M MO3BONAET YCTPOMUCTBY OTC/IEXMBATb 3aKObLLOBAHHbIE NOPThI. [eTaa Ha nopTy
0OHapyKMBaeTca NYyTEM OTCbIIKM KOMMYyTaTopom Kagpa (frame) ¢ MAC-agpecom nopta KommyTaTopa B
none Source MAC v wnpoKoBeLaTenbHbiM (Mo ymondaHuto) agpecom B nose Destination MAC.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHPUrypaummu:

console (confiqg) #

Tabnunua 112 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

loopback-detection enable

no loopback-detection enable

-/BbIK/OYEHO

BkatovaeT mexaHU3m 06Hapy)KeHl/Iﬂ neTenb ANA KOMMYTaTopa.

BoccTaHaBnAuBaeT 3HaYeHMe MO YMOAYAHUIO.

loopback-detection interval
seconds

no loopback-detection interval

seconds: (10..60)/30
CeKyHA,

YcTaHaBauBaeT MHTepBan mexay loopback-kagpamu.
- seconds — HTepBan BpeMeHu mexay LBD-kagpamu.

BoccTaHaBnmBaeT 3HayeHue no YMONYaHUIO.

loopback-detection vlan-based

no loopback-detection vlan-
based

-/BbIKAOYEHO

BKkntouaeT pexum obHapyxkeHusa netam o VLAN. Mpu Hanuumm
netnu 8o VLAN gaHHas VLAN byaeT 3a6/10KkMpoBaHa Ha NopTy, Ha
KOTOpOM bblna obHapyKeHa neTns.

OTKNOYUTL pexkum obHapyeHus netiv 8o VLAN.

loopback-detection vlan-based
recovery-time value

no loopback-detection vlan-
based recovery-time

value: (30..1000000)/
BbIK/IOYEHO

3apaTb Bpems 610kMposku VLAN.
- value — Bpemsa, no ucrteyeHne kotoporo VLAN aBTOMaTUYECKM
pasbnokunpyercs.

3abnokuposaHHble VLAN He byayT BOCCTaHaBAMBaTLCA aBTOMATU-
YecKu.
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KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-
gelica epynnbl MOpmMos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port |
twentyfivegigabitethernet twe port | hundredgigabitethernet hu port |
port-channel group}

console (config-if) #

Tabnnua 113 — KomaHabl pexuma KoHourypaumm nHtepderica Ethernet, rpynnol uHtepdelicos, nHTep-
deinca VLAN

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymon4aHuro
loopback-detection enable / BkAtoyaeT mexaHU3M 0bHapyKeHUA neTenb Ha NOPTY.
-/BbIKAOYEH
no loopback-detection enable BoccTaHaBAMBaeT 3HaYeHME MO YMONYAHUIO.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnnuya 114 — KomaHzabl pexkmma EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
o ymMmoa4aHuio

show loopback-detection OTobpaxkaeT cocToaHne mexaHunsma loopback-detection.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..128).
detailed]

5.15.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHoW 3agayelt npotokona STP (Spanning Tree Protocol) aBnsetcs npusegeHune cetn Ethernet ¢
MHOKECTBEHHbIMM CBA3AMM K APEBOBUAHOM TOMOOMMU, UCKIOYAIOWEN LMKAbI NakeToB. KommyTaTopbl
06MeHMBalOTCA KOHQUIrypaLMOHHBIMM COOBLLEHUAMM, UCMO/b3YA Kagpbl cneuuanbHoro dopmara, U
BbIOOPOYHO BKHOYAIOT W OTKOYAIOT Nepesady Ha nopTbl.

Rapid (6bicTpbiit) STP (RSTP) ABnseTcsa ycoBeplleHCTBOBaHMEM MpoToKosa STP, xapaKkTepusyetca
MEHbLUMM BpemMeHemM MpUBeLEHUA CeTM K [PEeBOBMAHOM TOnosormm u umeeT 6onee BbICOKYHO
YCTOMYNBOCTb.

MpoTtokon Multiple STP (MSTP) saBnaetca Haumbonee coBpemeHHOM peanusauueinn STP,
nogfep:kmeatolleli ucnonb3osaHne VLAN. MSTP npeanonaraer KoHourypauuio Heobxoammoro
KOJIMYECTBA SK3EMMNSPOB CBA3YIOWErO AepeBa (spanning tree) BHe 3aBUcMMOCTM OT uncaa rpynn VLAN Ha
KommyTaTope. Kaxablii aK3eMnaap MOKeT cogepaTb HeckonbKo rpynn VLAN. HegocTtaTkom npoToKkona
MSTP aBnsieTca To, YTO Ha BCEX KOMMYyTaTOpax, B3anumogencreyrowmx no MSTP, gonxHbl O6bITb 04MHAKOBO
cKOHuUrypuposaHbl rpynnbl VLAN.

Ethernet-kommymamopel ceputi MES2300-xx, MES3300-xx, MES3500I1-08P, MES35001-10P, MES3500I1-8P8F, MES5312, MES5316A, 165
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

V MaKcMmanbHO A0oNyCTUMOE KONIMUYeCTBOo 3K3emnaapos MSTP yKasaHo B Tabauue 9.

MexaHu3m Multiprocess STP npeaHasHa4yeH ANsA co34aHna HesaBUCUMbIX agepesbes STP/RSTP/MSTP
Ha NopTax YCTPOICTBA. MI3MeHeHMsa coCTOsHMUA OTAENbHOIO AepeBa He OKa3biBalOT B/IMAHUA Ha COCTOAHME
APYrnX AepeBbeB, YTO NO3BOAET NOBLICUTb YCTOMYMBOCTb CETU U COKPATUTL BPEMSA NepecTpoeHmnna aepesa
B C/lydae OTKas3o0B. Mpu KOHOUTypMpOBaHUN CnedyeT MCKAUYUTb BO3MOXHOCTb BO3HWKHOBEHUA KoJjel,
MeXay nopTamu-4iieHamm pasHbiX gdepeBbeB. 1A 06CnyKUBAHMA U30/IMPOBAHHbLIX AEPEBLEB B CUCTEME
CO34aETCA OTAENbHbIA Npouecc Ha Kaxpoe aepeso. C Npoueccom COMOCTaBAAKTCA MOPTbl YCTPOMCTBA,
npuHaaaexalmne gepesy.

5.15.5.1 Hacmpolika npomokona STP, RSTP

KomaHObI pexcuma 2a06ana6Hol KOHgu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaLmm:
console (config) #

Tabnunua 115 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm

KomaHda 3HayeHue/3HayeHue Aelicmeue
no ymon4YaHuro
spanning-tree /BKAIOUEHO Pa3spewaet ucnonb3oBaHne KOMMYTaTOPOM NpoToKoa STP.
no spanning-tree 3anpeLaeT UCnoib30BaHME KOMMYTAaTOPOM NpoToKona STP.
spanning-tree mode {stp | YcTaHaBAMBAET peXkMm paboTbl npoTokona STP:
rstp | mstp | pvst | rapid- - stp — IEEE 802.1D Spanning Tree Protocol;
pvst} - rstp — I[EEE 802.1W Rapid Spanning Tree Protocol;
-/RSTP - mstp — |[EEE 802.1S Multiple Spanning Tree Protocol;

- pvst — Cisco Per Vlan Spanning Tree Protocol;

- rapid-pvst — Cisco Rapid Per Vlan Spanning Tree Protocol.
no spanning-tree mode YcTaHaBAMBaEeT 3HaYEHME N0 YMOIYAHUIO.
spanning-tree forward-time YcTaHaBAMBaET MHTEPBa BPEMEHM, 3aTPAYMBAEMbIV HA MPOCAYLLK-
seconds BaHMeE M U3yYeHMe COCTOAHMUI nepes, NnepekntoyeHem B COCTOAHNE

seconds: (4..30)/15 cek nepegayu.

no spanning-tree YcTaHaBAMBaEeT 3HaYeHME N0 YMOIYAHUIO.
forward-time
spanning-tree hello-time YcTaHaBAMBAET MHTEPBA/ BPEMEHWN MeXAY Nepesadamu LWMPOKOBe-
seconds seconds: (1..10)/2 cek LaTeNbHbIX coobweHnin «Hello» K B3anmoaeincTeyowLmMm KOMMyTa-

TOpaMm.
no spanning-tree hello-time YcTaHaBAMBaeT 3HaYeHMEe N0 YMOIYAHUIO.
spanning-tree PaspelwaeT 3alWmMTy, BblKAOYAlOWYO WMHTEpdec npu noayvyeHum
loopback-guard csoero BPDU.

- -/3anpeleHo —
no spanning-tree 3anpewaeT 3alWmMTy, BbIK/OYaOWY MHTepdeirc npu noayyeHuu
loopback-guard csoero BPDU.
spanning-tree max-age YcTaHaBMBaET BPeMS KU3HU cBA3ytowero aepesa STP.
seconds seconds: (6..40)/20 cek
no spanning-tree max-age YcTaHaBAMBaEeT 3HaYeHMeEe N0 YMOAYAHUIO.
spanning-tree priority rior val: HactpauBaeTt npuopuTeT ceAsyoLero gepesa STP.
prior_val (© 6p1440_)/32'768 3HayeHue npuopuTeTa A0KHO BbITb KpaTHO 4096.
no spanning-tree priority " YcTaHaBAMBaeT 3HAYEHNE MO YMOYAHUIO.
spanning-tree pathcost YcTaHaBAMBaET METOZ OnpeaeneHns LeHHOCTU NyTu.
method {long | short} - long — 3HaueHuWe LeHHOCTU B AManasoHe 1..200000000;
-/long - short — 3HaueHwue LeHHOCTM B AnanasoHe 1..65535.

no spanning-tree pathcost YcTaHaBAMBaeT 3Ha4YeHUe No YMONYAHUIO.
method
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spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

-/flooding

Onpegenset pexxum obpaboTkm naketoB BPDU-uHTepdeicom, Ha
KOTOPOM BbIKAOYEH NPOTOKoA STP.

- filtering — Ha uHTepdeice ¢ BbIKAOYEHHBLIM NPOTOKO/AOM STP
BPDU-nakeTbl dpunbTpytoTcs;

- flooding — Ha nHTepdelice ¢ BbIKNOYEHHbIM NPOTOKOIOM STP HeTe-
rmpoBaHHble BPDU-naKeTbl NepegatoTcs, TerMpoBaHHble — GUAbTPY-
toTcA.

YcTaHaBAMBAET 3HA4YeHUe No YMOYaHUIO.

Mpu 3agaHun STP napameTpos forward-time, hello-time, max-age Heo6xogumo BbinonHeHne
vl ycnosua: 2*¥(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdelica Ethernet, untepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 116 — KomaHabl pexxnma KoHpurypaumm nHtepoeiica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

spanning-tree disable

3anpewaet paboTy npoToKosa STP Ha KOHPUTYpUPyeMOM UHTEpP-
delice.

- . -/paspeLwweHo
no spanning-tree disable /pasp PaspewaeT paboTy npoTokona STP Ha KoHOUrypUpyemMom UHTep-
deiice.
spanning-tree cost cost cost: YcTaHaBAMBaeT LeHHOCTb NyTW Yepes AaHHbI UHTepdelic.
) - COSt — LLeHHOCTb NyTH.
i (1..200000000)/cm. 4 y
no spanning-tree cost a6y 96 YcTaHaBMBaET 3HaYeHue, onpeaensemoe Ha OCHOBAHUM CKOPOCTH

nopTa ¥ MeToAa onpeaeneHna LeHHOCTU NyTH, cMm.Tabanuy 117

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAnBaeT NpuopuTeT nHTepdeiica B cBasyollem gepese STP.

V 3HaueHue NpuopuUTeTa AONKHO 6bITb KPaTHO 16.

YcTaHaBAMBaEeT 3HAYEHUE MO YMOSYAHUIO.

spanning-tree portfast [auto]

no spanning-tree portfast

-/auto

BK/tOYaET pexknm, B KOTOPOM MOPT MPU MNOAHATUM HA HEM JINMHKA
Cpasy CTaHOBWTCA B COCTOAHME MEpesiayu, He AOXKMUIAAACh UcTeye-
HUA Talimepa.

- auto — go6aBnseT 3a4ePKKY 3 CeKyHAbI Nepes nepexogom B co-
CTOSIHME Nepeaayn.

BbIKNtoYaeT pexxmm MOMEHTaIbHOro Nepexoaa B COCTOAHME nepe-
Aa4n NO NOAHATUIO KZINHKa».

spanning-tree guard root

no spanning-tree guard

-/vcnonb3oBaHue
rnobanbHoOM HacTPOIKK

BK/toyaeT 3amTy «KKOPHA» A1A BCexX CBA3YOLWMX aepeBbeB STP Bbl-
6paHHOro nopra.

- root — 3anpewaet nHTepdelicy bbITb KOPHEBBIM NOPTOM KOMMY-
Taropa.

Ucnonb3yeT rnobanbHy0 HaCTPOMKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree bpduguard

-/BbIK/IOYEHO

Pa3pelaeT 3awWuTy, BbIKAOYAtOLLYIO UHTEPDENC NPK NpUéMe Nake-
TO08B BPDU.

3anpeLaeT 3aWmTy, BbIK/OYAIOLLYI0 MHTEpPdEC Npy Npuéme nake-
TO0B BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/8na AynnekcHoro
nopTa «TOYKa-TOUKa»,
AN NONYAYNAEKCHOro

— «pPA3BETBNAEHHbIN»

YcTaHaBauBaeT npoTokon RSTP B nepeaatolee coctosiHne u onpe-
AenaeT TMN cBA3M ANA BbIbpaHHOro nopTa:

- point-to-point — TouKa-TouKa;

- shared — pa3BeTBNEHHbIN.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree bpdu {filtering |
flooding}

Onpegenset pexxnm obpaboTkn naketos BPDU-uHTepdeicom, Ha
KOTOPOM BbIKAKOYEH NPOTOKOA STP.

- filtering — Ha uHTepdelice ¢ BbIKNOYEHHbIM NpOTOKoNOM STP
BPDU nakeTbl dpunbTpytoTCs;

- flooding — Ha uHTepdeice ¢ BbIKNHOYEHHbIM NPOTOKOAOM STP
HeTermposaHHble BPDU-nakeTbl nepepatoTca, TermpoBaHHble —
dunbTpytoTCA.
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no spanning-tree bpdu YcTaHaBAMBaeT 3HaYEHUE N0 YMOYAHMIO.

spanning-tree mac-address
{dotld | dotlad}

N3meHaeT MAC-agpec, C KOTOPbIM OTMPABAAIOTCA U MPUHUMAIOTCA
BPDU.

- dotld — oTnpasnatoTca u npuHumatotca BPDU c MAC-agpecom
01-80-C2-00-00-00;

- dotlad — oTtnpasasaTca u npuHMmatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.

-/dot1d

no spanning-tree mac-address YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree restricted-tcn -/npvem BPDU ¢ 3anpewaet npuem BPDU c ¢narom TCN.

¢dnarom TCN paspe-
WweH

no spanning-tree restricted-tcn Paspewaet npuem BPDU c ¢pnarom TCN.

Tabnunua 117 — LleHHOCTb NyTK, yCTaHOBAEHHAs MO YyMOAYaHUIo (spanning-tree cost)

Unmepaeiic Memoo onpedeneHus yeHHocmu nymu

Long Short
GigabitEthernet (1000 Mbps) 20000 4
TenGigabit Ethernet (10000 Mbps) 2000 2
TwentyFiveGigaEthernet (25000 Mbps) 800 1
FortygigabitEthernet (40000 Mbps) 500 1
HundredGigabitEthernet (100000 Mbps) 200 1

Ona vutepdeiicos Port-channel HauanbHaa cToMMocTb onpeaenseTca CTOMMOCTbIO NEepBOro
NMHKa, Bowepuwero B coctas Port-channel. Mpu go6aBneHNN aKTUBHBIX IMHKOB, HayaIbHasA
croumoctb Port-channel genutca Ha ux konnuecrso.

¥

KomaHOwb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:
console#

Tabnunua 118 — KomaHabl perkuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

. n TP.
gi_port: (1..8/0/1..48); OKa3blBaeT COCTOAHME NPOTOKONa S

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

show spanning-tree detail
[active | blockedports]

MokasbiBaeT NoapobHy0 MHPOPMaLMIO O HACTPOWKaxX NPOTOKO/A
STP, nHdopmaumio 06 aKTUBHBIX UM 3a6JIOKMPOBAHHbBIX MOPTAX.

clear spanning-tree MepesanyckaeTt NpoLecc MUrpaLyMm NpoToKoa. 3aHOBO MPOUCXO-

detected-protocols [interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

OUT nepecyét pepesa STP.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 119 — KomaHap! pexkmuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aeiicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3sblBaeT pexkum 06paboTku naketos BPDU Ha nHTepdeicax.

5.15.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KOHOUIypaLmm:

console (config) #

Tabnunua 120 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

spanning-tree

Pa3pelaeT ncnonb3oBaHMe KOMMYTaTOpom NpoTokona STP.

- -/paspelueHo

no spanning-tree 3anpeLaeTt NCnoib30BaHNWE KOMMYTaTOPOM npoTokona STP.

spanning-tree mode {stp | YcTaHaBAMBAET pexkMm paboTbl npoTokona STP.

rstp | mstp} -/RSTP

no spanning-tree mode YcTaHaBAMBAET 3HAYEHUE MO YMOIYAHMUIO.

spanning-tree pathcost YcTaHaBAMBAET MeToA, ONpeaeeHns LEHHOCTU NyTuH.

method {long | short} - long — 3HauyeHMe LeHHOCTK B AManasoHe 1..200000000;
-/long - short — 3HaueHwue LeHHOCTM B AnanasoHe 1..65535.

no spanning-tree pathcost
method

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YcTaHaBAMBaeT NpuUoOpUTET AAA AAHHOTO KOMMYyTaTopa nepef
0OCTa/IbHbIMU, UCMONb3YHOLMMM 0BWMiA sKk3emnaap MSTP.

- instance_id — ak3emnnsap MST;

- priority — npuopuTeT KOMMyTaTOpa.

V 3HaueHuMe NnpuopuTeTa A0/MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (1..40)/20

YcTaHaBAMBaeT MaKCMMabHOE KONMYECTBO TPAH3UTHbIX Y4aCTKOB
ANnA naketa BPDU, Heobxogumbix ana GopMmmnpoBaHua aepesa u
yaepKaHua nHGopmaLmm o ero cTpoeHun. Ecv nakeT yxke npolen
MaKCMMaNnbHOE KO/IMYEeCTBO TPAH3UTHbIX y4aCTKOB, TO Ha creayto-
LLlem yyacTKe OH oTbpacbiBaeTcs.

- hop_count — makCcMManbHOE KONMYECTBO TPAH3UTHbIX Y4aCTKOB
AnAa naketa BPDU.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

spanning-tree mst
configuration

Bxopg, B pexkum KoHdurypaumm npotokona MSTP.

KomaHObI pexcuma KoHgu2ypayuu npomokoada MSTP

Bupa 3anpoca KOMaHAHOM CTPOKM B pexnume KoHdurypaumm npotokona MSTP:

console# configure
(config)# spanning-tree mst configuration
(config-mst) #

console
console
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Tabnunua 121 — KomaHabl pexkuma KoHourypaumm npotokona MSTP

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
instance instance_id vlan Co3paeT coOTBETCTBME MEXAY IK3emnaapom npotokona MSTP u
vlan_range rpynnamm VLAN.
instance_id:(1..63); - instance-id — naeHTMdUKaTOP 3K3emnaapa npoTokona MSTP;
vlan_range: (1..4094) - vlan-range — Homep rpynnbl VLAN.
no instance instance_id vlan Ypanaetr cCOOTBETCTBME MeXAY dK3eMnaAapom npoTokona MSTP wm
vlan_range rpynnamu VLAN.
name string 3apaet uma KoHourypaumm MST.
string: (1..32) cumBona | - string —vuma KoHoUrypaumm MST.
no name Ypanser uma KoHdurypauum MST.
revision value 3apaeT Homep peBu3nmK KoHodUrypaumm MST.
value: (0..65535)/0 - value — Homep peBn3nm KoHdUrypauumn MST.
no revision YcTaHaBAMBaEeT 3HayeHue No ymonyauuio (value).
show {current | pending} Moka3sblBaeT TeKyLLyto (current) 1nbo oxugatowwyto (pending) KoH-
) durypaumio MST.
exit Bbixoa u3 pexmma KoHdurypauum npotokona MSTP c coxpaHe-
i HUEM KOHOUrypaLmm.
abort Bbixoa 13 pexxmma KoHdurypauum npoTtokona MSTP 6e3 coxpaHe-
i HUA KOHOUTypaumu.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, uHmepdaelica epynnsi nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 122 — KomaHabl pexxnma KoHpurypaumm nHtepoeiica Ethernet, rpynnel noptos

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
spanning-tree guard root BKtoYaeT 3aWmTy «KOPHA» A1A BCEX CBA3YIOWMX aepeBbeB STP Bbi-
/3auiTa BbIKMIOYEHa b6paHHoro nopta. [aHHaa 3awumTa 3anpewaet uHTepdelicy bbiTb
KOPHEBbIM MOPTOM KOMMYyTaTopa.
no spanning-tree guard root YcTaHaBAMBaEeT 3HaYEHME N0 YMOIYAHUIO.
spanning-tree mst instance-id BKntoyaeT 3almTy «KOpHA» yKasaHHOro aksemnaapa MSTP gna Bbl-
guard root b6paHHOro uHTepdelica. [JaHHas 3awWwmTa 3anpewaeT nHTepdency
instance_id: (1..63); 6bITb KOPHEBbIM MOPTOM KOMMYyTaTOPA.
/3almTa BbIK/IOYEHa - instance-id — ngeHTUduKaTOp 3K3emnaspa npotokona MSTP.
no spanning-tree mst instance- YcTaHaBAMBaeT 3HaYeHMe Mo YMONYAHWIO.
id guard root
spanning-tree mst instance_id YcTaHaBAuBaeT npuopuTeT nHTepdeiica B aksemnnspe MSTP.
port-priority priority - instance-id — naeHTMPUKaTOP 3K3emnaspa NnpoTokona MSTP;
instance_id: (1..63); - priority — npuoputeT nHTepdeiica.
priority: (0..240)/128 V 3HaueHue NnpuopuTeTa A0MKHO BbITb KPaTHO 16.
no spanning-tree mst YcTaHaBAMBaET 3HaYEHME NO YMOIYAHUIO.
instance_id port-priority
spanning-tree mst instance_id YcTaHaBAMBaET LEHHOCTb MyTH Yepes BblbpaHHbIN MHTepdenc ana
cost cost onpeaeneHHoro aksemnasapa npotokoaa MSTP.
instance_id: (1..63); - instance-id — npeHTMdUKaTOP 3K3emnaapa NnpoTokona MSTP;
cost: (1..200000000) - COSt — LLeHHOCTb NyTW.
no spanning-tree mst YcTaHaBAMBaeT 3HaYeHUE, onpeaensiemoe Ha OCHOBaHWM CKOPOCTH
instance_id cost nopTa 1 meToza onpeaeneHua LeHHOCTU NyTK.
spanning-tree port-priority YcTaHaBAMBaeT NpuopuTeT MHTepdeiica B KOPHEBOM CBA3YIOLLEM
priority pepese MSTP.
priority: (0..240)/128 V 3HaueHue npuopuTeTa A0/MKHO 6bITb KpaTHO 16.
no spanning-tree port-priority YcTaHaB/MBAET 3HAYEHME MO YMOYAHMIO.
spanning-tree restricted-tcn -/npuem BPDU ¢ 3anpewaet npuem BPDU c ¢narom TCN.

170 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

no spanning-tree restricted-tcn

¢dnarom TCN paspe-
WweH

Paspewaet npvem BPDU c ¢narom TCN.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnmua 123 — KomaHap! pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
Mo yMOYaHUIo

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]
[instance instance_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
instance_id: (1..63)

MokKasbiBaeT KoHOUrypauuto npoTokoaa STP.

- instance_id — vaeHTuduKaTOp 3K3emnasapa npotokona MSTP.

show spanning-tree detail
[active | blockedports]
[instance instance_id]

instance_id: (1..63)

MokasbiBaeT NoApobHy MHGOPMaLMIO O HACTPOMKe MPOTOKOMA
STP, uHpopmaumto 06 aKTUBHbBIX MM 3a610KMPOBAHHbIX NOPTaX.

- active — npocMoTp MHGOPMaLMK 06 aKTUBHbIX MOPTaXx;

- blockedports — npocmoTp MHPopmaLMK 0 3a610KMPOBAHHBIX NOpP-

Tax;

- instance_id — vaeHTUdMKaTOp sK3emnaapa npotokona MSTP.

show spanning-tree
mst-configuration

MoKasbiBaeT MHPOPMALMIO O CKOHUTYPMPOBAHHbIX IK3EMMNAAPaX

MSTP.

clear spanning-tree
detected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MepesanyckaeT NPoLEecc MUrpaLum NPOTOKo/Ia. 3aHOBO MPOMCXO-

OVWT NpocyéT aepesa STP.

[pumepbl 8b1M0AHEHUS KOMAHO

BkntounTtb noaaepkky npotokona STP, ycTaHOBUTL 3HaYeHWe NnpuopuTeTa ceasylowero gepesa RSTP —
12288, nntepsan forward-time — 20 ceKyHA, MHTEPBA/I BPEMEHU MEKAY NepesadamMum LWMPOKoBe-
LwaTenbHbIX coobueHnin «Hello» — 5 cekyHA, BpemMa *KU3HU CBA3YIOLLEro AepeBa — 38 ceKyHa. MNo-
KasaTb KOHMrypaumio npotokona STP:

console (confiqg) #
console (config
console (config
console (config
console (config
console (config
console (confiqg) #

)
) #
) #
) #
) #
) #

spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
exit

console# show spanning-tree

mode rstp
priority 12288
forward-time 20
hello-time 5
max-age 38

Loopback guard:

Root ID

Hello

Priority
Address

Spanning tree enabled mode RSTP
Default port cost method:
Disabled

short

32768

Time 5 sec

a8:f9:4b:7b:e0:40
This switch is the root
Max Age 38 sec

Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago
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Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces

Name State Prio.Nbr Cost Sts Role PortFast Type
tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -

Pol enabled 128.1000 4 Dsbl Dsbl No -

5.15.5.3 Hacmpolika npomokosnos PVSTP+, RPVSTP+

PVSTP+ (

Per-VLAN Spanning Tree Protocol Plus) — oaHa 13 pasHoBuaHOCTel NPOTOKOAa Spanning

Tree, pacwupawan ¢pyHKUMOHaNbHOCTb STP ana ncnonb3osaHuA B oTaenbHbix VLAN. MpumeHeHne
[AHHOro NPOTOKO/1a No3BoAseT B Kaxkaom VLAN co3aaTb OTAeNbHbIN 3Kk3emnaap STP. PVSTP+ coBmecTtum

c STP.

Rapid (bbicTpbiit) PVSTP+ (RPVSTP+) saBnaeTca ycoBepLueHCTBOBaHMEM NpoTokoaa PVSTP+, xapakTe-
pU3yeTcAa MeHbLIMM BPEMEHEM NPUBEAEHMUA CETU K APEBOBUAHOM TONOAOTMK U UMeeT 6oiee BbICOKYHO
YCTOMYMBOCTD.

I

.‘

.‘

.~

MaKkcumanbHoe uucno PVST/RPVST-uHctancoB pna  MES5300-XX, MES5305-48,
MES5310-48, MES5400-24, MES5400-48, MIES5410-48, MES5500-32 — 255, ana Bcex ocTa/ib-
HbIX mogeneit — 64 Mpu aTom HyneBo ucnoablyetca gaa scex VLAN, B KOTOPbIX OTKAOYEH
PVST/RPVST. Kaxkgomy VLAN c BkatoueHHbim PVST/RPVST cootBetcresyet oanH PVST/RPVST
MHCTaHC.

MopTbl, Ha KotopbiXx Konuvectso VLAN npesBbiwaeT MaKCMManbHOE KOJIMYECTBO
PVST/RPVST-uHcTaHcoB npu nepexoge 8 pexkum PVST/RPVST spemeHHO 610KupytoTca, no-
aTomy nepeg BKaoueHnem PVST/RPVST Heo6XoaMMO pacumTaTb KOJIMUYECTBO UCMO/b3ye-
mbix VLAN Ha KonbLeBbIX NopTax KommyTtatopa. Ecam aaHHoe 3HayeHue npesbiwaer 64, To

NepBOHauYabHO HYXHO OTKAOUUTb PVST/RPVST B n36biTouHbix VLAN/RPVST KomaHgoii "no
spanning-tree vlan <VLAN ID>".

Mpu BKkAoueHHOM pexkume PVST/RPVST kommyTatopbl MES o6pabarbisatot PVST bpdu Bo
Bcex VLAN. Moatomy B cny4yasnx, Korga B KOJbLie UCNO/Ib3YIOTCA KOMMYTaTOpPbl C KOo/nye-
cteom PVST/RPVST VLAN, npesblwiaiowem makcumanbHoe Konudectso PVST/RPVST-uH-
CTaHCOB, C/ieAyeT paclmUpuUTb AMMUTbI 06paboTku PVST bpdu-tpaduka Ha CPU. Ona atoro
Mcnonb3yetca KOmaHga "service cpu-rate-limits other-bpdu 1024".

Ecnm B npouecce 3Kcnyatauumn noHagoburca yépatb VLAN n3s PVST/RPVST-UHCTaHCOB 1 A0-
6aBUTb HOBblE, HYXXHO NPOU3BECTU CaeAylowMme AeACTBUA:

1) Otknountb STP B HeHyxHbix VLAN (KomaHpa «no spanning-tree vlan vian_list» B rno-
6anbHOM peXkume KOHPUrypupoBaHUA);

2) Bkniountb STP B HOBbIX VLAN (KomaHga «spanning-tree vlan vian_list» B rno6anbHom pe-
}UMe KOHOUryprupoBaHusa).
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KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHOM KOHGUrypaunm:

console (confiqg) #

Tabanua 124 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aeilicmeue

spanning-tree vlan vian_list

no spanning-tree vlan
vlan_list

vlan_list: (1..4094)/ no
YMOIYAHUIO BCE MHCTaHCbI
BKJIIOYEHbI

BkntounTb paboTy npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

OTkntoyaeT paboty npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YcTaHaBAMBaET MHTEPBa/ BPEMEHM, 3aTpPaunBaeMbllii Ha NPoOCay-
LUMBAHME M U3yYeHMe COCTOAHUI nepes, nepekato4eHnem B Co-
CTOAIHMe nepefaymn AndA ykasaHHbix VLAN.
Talimepbl AONKHbI COOTBETCTBOBATb CNeAYH0-
V weii popmyne:
2 * (Forward-Time - 1) 2 Max-Age 2 2 * (Hello-
Time + 1).

YcTaHaBAWBaeT 3HaYeHUe No YMONAYAHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YcTaHaBAMBaAET UHTEPBAN BPEMEHU MEXAY nepefadamu LWMpPo-
KoBelaTeNbHbIX coobuleHnit «Hello» K B3aumogencTsyrowmm
KOMMyTaTopam gnA yKasaHHbix VLAN.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

spanning-tree vlan vian_list
max-age seconds

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHaBAMBaeT BpemsA KU3HW cBasytowwero aepesa STP ana yka-
3aHHbIX VLAN.

no spanning-tree vlan
vlan_list max-age

YcTaHaBAWBaeT 3HaYeHUe No YMONAYAHUIO.

spanning-tree vlan vian_list
priority priority_value

no spanning-tree vlan
vlan_list priority

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HacTtpansaeT npunopuTtet ceasytowero gepesa STP.
V 3HaueHue BblbUpaeTca U3 AManasoHa C LWa-
rom 4096.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
dunbTpaLmA OTKAOYEHa

dunbTpyeT MAM nponyckaet Bxoaslme Kaapbl PVST/RPVST-

BPDU.

- filtering — BKAOUMTL PUNBTPaLMIO;

- flooding — oTkatounTL dUAbTPaLMIO.

V [aHHaa KomaHAa AeucTByeT B TOM ciayyae,

ecnm STP oTKAKoUeH 1M60 BKAIOYEH B O AHOM
u3 pexxumos: STP/RSTP/MST. Ecam BKAOUEH
pexkum PVST/RPVST, To gaHHaa KomaHaa 6y-
AeT AeicTBOBaTb TO/IbKO B TOM C/y4yae, ecim
B YKa3aHHoi1 VLAN otkntoueH STP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepdgelica (QuanasoHa uHmepgelicos) Ethernet

BuA 3anpoca KOMaHAHOWM CTPOKM pexxmnma KoHdurypaumm nHtepdeinca:

console (config-if)#
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Tabnuua 125 — KomaHabl pexxmma KoHpurypaumm nHtepodeiica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YcTaHaBAMBAET LLEHHOCTb MYTU Yepe3 AaHHbIN UHTepdelic ans
yKa3aHHbIx VLAN.
- cost — LeHHOCTb MyTw.

YcTaHaB/MBAET 3HAYEHMeE, onpeaenisemMoe Ha OCHOBaHUM CKOPO-
CTVM NOpTa U MeToAa ONpeAeneHns LEHHOCTU NyTU ANA yKa3aH-
Hbix VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YcTaHaBAuBaeT NpuopuTeT MHTepdeiica B KOPHEBOM CBA3YHOLLEM
nepese STP.
V 3HauyeHue Bbl6MpaeTcA U3 AnanasoHa C wWwa-
rom 16.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

spanning-tree vlan
vlan_list restricted-tcn

no spanning-tree vlan
vlan_list restricted-tcn

-/npvem BPDU c ¢pnarom
TCN pa3speLueH;
vlan_list: (1..4094)

3anpewaet npuem BPDU c dpnarom TCN gns ykasaHHbIx VLAN.

PaspewaeT npmuem BPDU c ¢narom TCN ana yKasaHHbIx VLAN.

spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
dUNbTPaLMA OTKKOYEHA

dunbTpyer uMAM nponyckaet sxogalime Kagpbl PVST/RPVST-

BPDU.

- filtering — BkAOUUTL PUnbTPaumio;

- flooding — oTtkAtouMTL GUNBTPaLMIO.

V [AaHHaA KomaHAa AeicTByeT B TOM cayyae,

ecnm STP oTKAoueH MM60 BKAKOYEH B 04HOM
u3 pexkumos: STP/RSTP/MST. Ecau BkaloueH
pexum PVST/RPVST, To gaHHas KomaHaa 6y-
AeT AeicTBOBaTb TO/IbKO B TOM C/lyyae, ecam
B YKa3aHHoM VLAN oTkntoueH STP.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

5.15.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHasHayeH Ans NoBbIWEHUA YCTOMYMBOCTH
N HaLEXHOCTU CeTU nepefayun AaHHbIX, UMeIOLWEen KObLEBYHO TOMOJIOTUIO, 33 CYET CHUMXKEHWUA BPEMEHM
BOCCTAaHOB/IEHMA CETM B CAyyae aBapuu. Bpema BocCTaHOBNEHWA He npeBblwaeT 1 cekyHAbl, 4TO
CYLLECTBEHHO MeHbLLE BPeMEHW NepecTpoKn CETU NPU NCNOb30BAaHUM NPOTOKOJ/I0B CEMENCTBA spanning

tree.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (confiqg) #

Tabnnua 126 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeilicmeue

erps

no erps

-/BbIKNIOYEHO

Paspewaet paboTy npotokona ERPS.

3anpewaet paboty npotokona ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

CospaHwue ERPS-konbua ¢ ngeHtuoukatopom R-APS VLAN, no
KOTOpoM byaeT nepeaaBaTbcs Cy*KebHaa MHbopmaLuma 1 ne-
pexos, B pexxum KoHdUrypauum KonbLa.

- vlan_id — Homep R-APS VLAN.

YaaneHune ERPS-konbua ¢ naeHtuoukatopom vian_id.
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KomaHObI pexcuma KoHgu2ypauuu Koasvyad

Bug, 3anpoca KOMaHAHOW CTPOKU B PeXMUME KOHPUIypaLmm KoabLa:

console (config-erps) #

Tabnunua 127 — KomaHabl perknuma KoHourypaumm ERPS-konbua

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

protected vlan add
vlan_list

vlan_list:(2..4094, all)

[No6asnaet ananasoH VLAN B cnncok 3awmieHHbIx VLAN.
-vlan_list — cnucok VLAN. inanasoH VLAN mMoKHO 3a4aTb ne-
peuncneHnem yepes 3anATyl0 MW yKasaTb Haya/bHOE U Ko-
HeyHoe 3Ha4YeHus guanasoHa yepes geduc "-".

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanaet ananasoH VLAN u3 cnmcka s3awmuweHHbix VLAN.
- vlan_list — cnucok VLAN ansa yaaneHums.

port {west | east}{

tengigabitethernet te_port |
twentyfivegigabitethernet

twe_port |
hundredgigabitethernet
hu_port | port-channel
group}

no port {west | east}

te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Bbibop west (east)-nopTa KommyTaToOpa, BK/IOYEHHOTO B
KONbLLO.

YaoaneHune west (east)-nopTa KommyTaTopa, BK/AOYEHHOTO B
KO/bLLO.

rpl {west | east} {owner |
neighbor}

no rpl

-/no rpl

Bbibop RPL-nopTa KoMMyTaTOpa M €ro poau.

- west — RPL-nopTom 6yaeT Ha3HayeH west-noprT;

- east — RPL-nopTom 6yaeTt HasHayeH west-noprt;

- owner — KOMMmyTaTop byaer ABnsaTbca Bnagenouem RPL-
nopTa;

- neighbor — kKommyTaTop OyZeT ABNATLCA COCEA0M BNALENb-
ua RPL-nopra.

YpaneHune RPL-nopTa KommyTaTopa.

level level

no level

level: (0..7)/1

HacTtpoiika ypoBHs coobuweHuii R-APS. Heobxogumo pans
NPOXoXKAeHUA coobueHnin yepes CFM MEP.
- level — ypoBeHb coobueHunii R-APS.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

ring enable

no ring enable

-/BbIK/IIOYEHO

Bk/toyeHne QyHKUMOHNPOBAHUA KObLa.

BbiKkAtoueHMe GYHKUMOHMPOBAHUA KOAbLA.

version version

no version

version: (1..2)/2

Bbi60p pexrma COBMECTUMOCTU C APYTMMU BEPCUAMM NPOTO-
Kona G.8032.
- version — BepcuA npoTtokosa G.8032.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

revertive

no revertive

-/revertive

Bbibop pexknuma paboTbl KosbLa.

YCcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKasaHue nofKosbLa ANA AAHHOTO KoAbLa.
- vlan_id — Homep VLAN.

YaaneHue noaxkonbLa.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BKNOYUTL OTNPABKY CMrHana ounctkn MAC-Tabamubl B OCHOB-
HOE KO/bLLO NPV NepecTpoeHnn NoAKOMbLA.

OTKNOYUTL OTNPABKY CUrHana ouncTkn MAC-Tabamubl B oc-
HOBHOE KO/bLL0 NPWU NepecTpoeHnmn NoAKOAbLa.

timer guard value

no timer guard

value:(10..2000) mc,
KpatHoe 10/500 mc

YcTaHOBKa Tamepa, 610Kupytowero yctapeswue R-APS co-
obuieHus.

YcTaHOBKa 3Ha4YeHna no YMO4aHUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTtHoe 100 ¢ TOYHOCTbIO
5 mc/0 mc

YcTaHOBKa Talimepa 3a4epKu peakLum KommyTaTopa Ha 13-
MEeHEHWe B COCTOAHUW. BMeCTo peakLmu Ha cobbITvE BKOYa-
eTcA Talimep, MO WCTEYEHWU KOTOPOro KOMMYyTaTop MHGbOP-
MUpPYEeT O CBOEM COCTOAHUMU. MNpeAHa3HaYeH ANA ymeHblue-
Hua dayaa naketos npv GaannuHre NnopTos.

YcTaHOBKa 3Ha4YeHnA no YMOI4aHUIO.
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timer wtr value

no timer wtr

value:(1..12) MMH/5 MUH

YcTaHOBKa Talimepa, KoTopbli 3anyckaetcs Ha RPL Owner
KOMMyTaTope B revertive-pexume. MWcnonbsyetrca ansa
npefoTBPALLEHNA YACTbIX 3aLMUTHBIX NEPEKNOYEHUIA U3-3a
CUTHA/I0B O HEUCNPABHOCTAX.

YCTaHOBKa 3HAY€HUA NO YMOIYAHUIO.

switch forced {west | east}

dopcupyeT 3anycK 3alMUTHOTO NEPEKYEHMA KobLa, Npu

-/no 3TOM 6710KMpPYETCA YKa3aHHbIW NOpT.
no switch forced OTmeHa GopcrMpoBaHMA NepPeKNoYeHNA KobLia.
switch manual {west | PyyHoe 6/110KkMpoOBaHUe yKazaHHOro west (east)-nopTa u pas-
east} -/no 610KnpoBaHue east (west).
no switch manual OTmeHa py4yHoW 61OKMPOBKU.
abort OTKaTUTb U3MEHEHWA, BHECEHHbIE C MOMEHTA BXOAa B PEXKUM

KOHbUrypauum Konbla.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnuya 128 — KomaHzabl perkmma EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
o yMon4YaHuo

KomaHoa

3anpoc nHdpopmaumm 06 obuem coctosHun ERPS nam cocrto-
AHWM YKa3aHHOTro KoAbLa.

show erps [vlan vian_id] vian_id: (1..4094)

5.15.7 Hacmpolika npomokKona LLDP

OcHoBHoW ¢yHKUMen npoTokona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexagy
CETEBbIMW YCTPOICTBAMM O CBOEM COCTOAHUM U XapaKTepucTukax. MHpopmauma, cobpaHHan nocpeactsom
npoTtoKosa LLDP, HaKan/iMBaeTcsa B YCTPOMCTBAX M MOXKeT ObITb 3anpoLleHa ynpasisatowmMm KOMMbIOTEPOM
no npotokony SNMP. Takum ob6bpasom, Ha OCHOBaHMWM cobpaHHON MHOPMALMMK, Ha YNPaABAAOLLEM
KOMNbIOTEPE MOXKET BbITb CMOAE/MPOBAHa TONONOTUA CETU.

KOMMyTaTOpr nogaepXuBatoT nepenayvyy KakK CTaHOAPTHbIX MapamMeTpoB, TakK U OMNUUOHAJ/IbHbIX,
TaKUX KaK:

—  WMSA YCTPOMCTBA M €ro onuncaHue;
—  WMA MopTa U ero onucaHue;

—  uHoopmauusa o MAC/PHY;

- utTA.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUIypaumm:
console (config) #

Tabnunua 129 — KomaHabl pexkrma rnobanbHoM KoOHGUrypauum

3HayeHue/3Ha4yeHue ”
KomaHda / Aelicmeue
no ymon4YaHuro
lidp run /paspeleHo Pa3pelaet KOMMmyTaTOpy MCNOAb30BaHMe NpoToKkona LLDP.
no lidp run pasp 3anpelaeT KOMMYTaTOPYy UCNOAb30BaHWe NpoToKkona LLDP.

Onpegensert, Kak 4acTo yCTPONCTBO ByAeT OTNpaBaATb 0O6HOBAEHWE
nHbopmavumm LLDP.

lidp ti d
p timer seconds seconds: (5..32768)/30

ceK

no lidp timer YcTaHaB/MBAET 3HAYEHUE MO YMOIYAHMIO.
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lidp hold-Multiplier number

no lidp hold-Multiplier

number: (2..10)/4

3afaeT BeMYMHY BPEMEHW ANA NMPUHMMAIOLLLErO YCTPOWCTBA, B Te-
YeHWe KOTOPOro HYXKHO yAep»Knsatb NpMHUMaemble naketbl LLDP
nepez ux copocom.

[aHHaa BeAnYmMHa nepegaeTca Ha NPUHUMAEMYLO CTOPOHY B LLDP
update nakeTax (nakeTax 06HOBNEHWA), ABNAETCA KPATHOCTbIO ANs
Tamepa LLDP (lldp timer). Takum obpasom, Bpems Ku3Hu LLDP na-
KeToB paccumTbiBaeTtca no ¢opmyne TTL = min (65535, LLDP-Timer
* LLDP-HoldMultiplier).

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

lldp reinit seconds

no lidp reinit

seconds: (1..10)/2 cek

MuHuManbHoe Bpems, Kotopoe LLDP-nopT bygeT oxuaatb nepes
NoBTOPHOW UHULManu3aunei LLDP.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

lidp tx-delay seconds

no lidp tx-delay

seconds: (1..8192)/2
cek

YcTaHaBAMBAET 3afepXKKy Mexay nocieayrolumm nepegadvamm
naketos LLDP, MHULMMPOBAHHbIMU U3MEHEHUAMMU 3HAYEHUN WU
cTaTyca B /IOKaNbHbIX 6a3ax AaHHbIx MIB LLDP.
V PeKkomeHayetca, uTo6bl JaHHAA 3ajaepkKa 6bina
MeHbLue, yem 3HayeHue 0.25* LLDP-Timer.

YcTaHaBAMBAET 3HAYeHUe No YMO4aHUIO.

lidp lldpdu {filtering | flooding}

no lidp lidpdu

-/filtering

OnpeaenneTt pexxmm obpaboTkm naketosB LLDP, Koraa npoToKkon
LLDP BbIKNOYEH HAa KOMMYTaTOpE:

- filtering — yKa3sbiBaeT, uto LLDP-nakeTbl GUAbTPYIOTCA, €CAN NPO-
TOKOJ LLDP BbIKk/IlOYEH HAa KOMMYTaTOpE;

- flooding — ykasbiBaeT, uTo LLDP-nakeTbl nepeaatoTcs, ecim npoTo-
Kon LLDP BbIKAtOYEH HA KOMMYTATOpe.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp med fast-start
repeat-count number

no lidp med fast-start
repeat-count

number: (1..10)/3

YcTaHaBAuBaeT uncno nosTopeHunin PDU LLDP ana 6bicTporo 3a-
nycka, onpeaenaemoro nocpeacrsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

lidp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged |
untagged}] [up priority] [dscp
value]

no lldp med network-policy
number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

OnpegenseT npasuao ana napametpa network-policy (cetesas no-
JINTUKA yCTPOMCTBa). [laHHbIM NapameTp ABAAETCA ONUMOHANbHBIM
ANA pacwupeHua npotokosa LLDP MED.
- number — nopaaKoBbIN Homep nNpasuaa network policy;
- application — rnaBHaA pyHKUMA, onpeseneHHan ans AaHHOro npa-
Buna network policy.
- vlan_id — npeHntndukatop VLAN ans gaHHoro npasuna;
-tagged/untagged — onpegenser TerupoBaHHON UM HETEMMPOBaH-
Hol 6ygeT VLAN, ncnonb3yemas AaHHbIM NPaBUIOM.
- priority — npuopuTeT AaHHOIO Npasuaa (MCNoab3yeTca Ha BTOPOM
yposHe moaenn OSl);
- value — 3HauyeHne DSCP, ucnonbsyemoe gaHHbIM npasuaom. Ecam
He yKa3blBaTb 3Ha4YeHMe DSCP, no ymonyaHuo KommyTaTop byaer
oTtnpasnatb napametp DSCP 0.
V U3meHeHHne network-policy BO3mMOXHO TO/IbKO no-
cne CHATUA NONUTUKU CO BCeX MHTepdeiicos, rae
OHa NpPUMeHeHa.

YpanseT cosgaHHoe npasuao ana napamerpa network-policy.

lidp notifications interval
seconds

no lldp notifications interval

seconds: (5..3600)/5
ceK

YcTtaHaBauBaeT MaKCUMaNbHYIO CKOPOCTb Nepegaydn yBeAOMI’IeHVII‘;I
LLDP.

- seconds — nepuoa spemeHun, B Te4eHne KoToporo yCTpOVICTBO MO-
XKEeT OTNPaBUTb He 6onee O4HOro yseaoMNIeHUA.

YcTaHaBAWBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

BunAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypaumum nHtepdericos Ethernet:

console (config-if)#
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Tabnmua 130 — KomaHap! pexxmuma KoHourypauum nHtepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

lldp transmit

no lldp transmit

lidp receive

no lldp receive

Mo ymonyaHuto paspeLueHo
MCNonb3oBaHWe B 060mX
HanpasaeHUAX.

Pa3pewaet nepegayy naketoB no npoTtokony LLDP Ha wuHTep-
deiice.

3anpelaet nepegayy naketoB nNo nNpoTokony LLDP Ha uHTep-
deiice.

PaspewaeT npvem nakeToB no npoTokony LLDP Ha uHTepdelice.

3anpewiaeT NnpMem NakeToBs no npotokoay LLDP Ha nHTepdelice.

lldp optional-tlv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
desc, 802.3-mac-phy,
802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/
Mo ymon4yaHuio
onuMoHanbHble TLV He
BK/IIOYEHbI B MaKeT.

OnpegenseT, Kakve onuuoHanbHble TLV-nons (Type, Length,
Value) byayT BKAKOYEHbI YCTPOMCTBOM B nepegaBaemblit LLDP-
naker.

B KOMaHAY MOXHO BK/IHOYMTb OT OAHOFO A0 NATU ONUMOHA/IbHBIX

TLV.
V TLV 802.3-power-via-mdi gocTynHa To/bKO Ha yCTpoii-
CTBaX C NoAAepKKoi PoE.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp optional-tlv 802.1 {pvid
[enable | disable] | ppvid
{add | remove} ppv_id |
vlan-name {add | remove}
vlan_id}

lidp optional-tiv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymon4yaHuo
onumoHanbHoble TLV He
BKJIOYEHDI.

OnpeaensneT, Kakue onuuoHanbHble TLV-nona 6yayT BKAOYEHDI
YyCTPOMCTBOM B NepegaBaemblii LLDP-nakerT:

- pvid — PVID nHTepdelica;

- ppvid — po6asuts/yaanuts PPVID;

- vlan-name — go6asutb/yaannts Homep VLAN;

- protocol — 06aBUTb/yAanNTL ONpeseneHHbI NPOTOKO.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lldp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group | vlan vian_id]}

no lldp management-address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094).
Mo ymonyaHuio
ynpasAsaoLWwmii agpec
onpegensetca
aBTOMATUYECKM.

OnpegenseT ynpasnsatowWwmii agpec, ob6bABNAEHHbIN Ha WHTEp-
deiice.
- ip_address — 3apaeTcsa ctaTuyeckuii IP-agpec;
- none — yKa3blIBaeT, YTO afpec He 0bbABEH;
- automatic — yKasblBaeT, 4TO cMCTEMa aBTOMATUYECKM BbIbUpaeT
ynpaBastoWwmii agpec n3 scex IP-aapecos KoMMyTaTopa;
- automatic — yKasbIBaeT, YTO cMCTeMa aBTOMaTUYECKM BblOMpaeT
yNpaBAsAoLWmMiA agpec, U3 CKOHOUIypUPOBaHHbIX a4PecoB 3aaH-
HOro uHTepodelica.
Ecnn nHTepodelic ethernet unm nHtepdelic rpynnbl NOPTOB NpU-
HagnexaT VLAN, To gaHHbi agpec VLAN He ByaeT BKAOYEH B
CMUCOK BO3MOXHbIX YNPaBAAOLWMX apecos.
B cnyyae Hanuuua HecKonbKux IP-agpecos cuctema
Bbl6GMpaeT HauanbHbIN IP-agpec U3 AnanasoHa AUHa-
V muueckux IP-agpecos. Ecnn guHamuueckue agpeca
OTCYTCTBYIOT, TO CUCTEeMa Bbl6MpaeT HauyanbHbliii IP-ag-
pec U3 guanasoHa BO3MOXHbIX cTaTuueckux IP-agpe-
COB.

Ypansaert ynpasaatowmii IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

Mo ymonyaHuio oTnpaska
yBegomienuit LLDP
3anpeueHa.

PaspeluaeT/3anpeLtaeT oTnpaBKy yBegomaeHuii LLDP Ha uHTep-
deiice.

- enable — paspeuwaer;

- disable — 3anpewgaer.

YcTaHaBAWBaeT 3Ha4YeHue no YMO4YaHUIO.

lidp med enable [t/v_list]

tvl_list: (network-policy,

Pa3spewaet ucnonb3osBaHune pacwimpeHma npotokona LLDP MED.

no lidp med network-policy

location, B KOMaHAY MOXHO BK/OYUTb OT O4HOMO 40 TPEX CneLmanbHbIX
inventory)/3anpelieHo TLV.
MCMo/b30BaHMe
paclmnpeHnsa NpoToKoa
LLDP MED.
lidp med network-policy HasHauaet npasuno network-policy gaHHomy nHtepdelicy.
{add | remove} number - add — Ha3HayvaeT npasuno;
number: (1-32) - remove — yaanaeT Npasuio;

- number — Homep npasuna.

Ypanset npasuno network-policy c aaHHoro uHTepdeiica.
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lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-elin

coordinate: 16 6aiiT;
civic_address_data: (6..160)

3a4aeT MecTono/0KeHe YCTPonCTBa Ans npoTokona LLDP (3Ha-
YyeHune napameTtpa location npotokona LLDP MED).

- coordinate — agpec B cucTemMe KOOPANHAT;

- civic_address_data — apMUHUCTPATUBHbLIV aApec YCTPOMNCTBA;

ecs_elin_data} 6auT; - ecs-elin_data — appec B dopmate, onpeaeneHHom ANSI/TIA
ecs_elin_data: (10..25) 1057.

no lidp med location 6alT. Ypansaet HaCTPOMKM NapameTpa MecTononoxKeHus location.

{coordinate | civic-address |

ecs-elin}

lldp med notification Paspeluaet/3anpelyaet oTnpasky ysegomneHuin LLDP MED o6

topology-change {enable | W3MEHEHWUWN TOMOJIOTUMN.

disable} /sanpelueHo - enable — pa3pelaer oTnpaBKy yBegomneHui;

no lldp med notifications
topology-change

- disable — 3anpewaert oTnpaBKy yBeJOMAEHUA.

YcTaHaBAMBAET 3HA4YeHUeE No YMOYaHUIO.

%
%

nopT rpynnbl.

Maketbl LLDP, npuHATble yepe3 rpynny NOPTOB, 3aNOMMHAIOTCA MHAMBUAYA/IBHO NOPTamMu
rpynnbl, NPUHABLWIMMM coobLieHuA. LLDP oTnpaBasAeT pasanuHble coobLieHNa Ha KaxKablit

Pabota npotoKkona LLDP He 3aBUCUT OT COCTOAHMA NpoToKona STP Ha nopTy, naketbl LLDP oT-
NpPaBAAOTCA U NPUHUMALIOTCA HA 3a610KMPOBaHHbIX NPOTOKONOM STP-nopTax.

Ecnu nopt KoHTponupyetca no 802.1X, To LLDP paboTtaeT c NnopTom TONLKO B C/yvyae, ec/in OH

dBTOPU30BaH.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabanuya 131 — KomaHzabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

HAelicmeue

clear lidp table
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Ounwaet Tabamuy agpecos 06HAPYKEHHbIX COCEAHUX YCTPOWUCTB U
HaYMHaeT HOBbIM LMKA 06MeHa NakeTamu no npotokony LLDP MED.

show lldp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT LLDP-koHdUrypauumn scex GpuU3MYeckmx uHTepdelicos
yCTponcTBa Mbo 3a4aHHbIX MHTEpPENCOB.

show lidp med configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT KoOHbUrypaunmu pacwmpeHma npotokona LLDP — MED
4nA Bcex pusnyeckunx nHTepdeicos nnMbo 3agaHHbIX MHTEpPdeicos.

show lldp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT LLDP-uHboOpmaLmio, KOTOPYD aHOHCUPYET AaHHbIN
nopr.
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show lidp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

lMokasbiBaeT cTaTyc nepesarpysku TLVs LLDP.

show lidp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT MHPOPMALMIO O COCEAHUX YCTPOMCTBAX, Ha KOTOPbIX
paboTaeT npoTtokoa LLDP.

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

lMoKasbiBaeT CTaTUCTMKY LLDP.

[pumepbl 8b1M0MHEHUS KOMAHO

YctaHoBUTb Ana nopta tel/0/10 cnepytowme tiv-nons: port-description, system-name, system-description.
Ons paHHoro uHtepdeiica gobasutb ynpasaawowmin agpec 10.10.10.70.

console (config) # configure
console (config) # interface tengigabitethernet 1/0/10

console (config-if)# 1ldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1lldp management-address 10.10.10.70

MocmoTpeTb KoHpUrypauuto LLDP:

console# show 1lldp configuration

LLDP state: Enabled
Timer: 30 Seconds

Hold Multiplier: 4
Reinit delay: 4 Seconds
Tx delay: 2 Seconds

Chassis ID: mac-address

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled
Tabnunua 132 — OnucaHune pesynbTaToB
lMone OnucaHue
Timer OnpeaenseT, Kak YacTo ycTponcteo wnet LLDP-o6HoBNeHMA
OnpegensieT BeanumHy Bpemenn (TTL, Time-To-Live) gns npuHMmatoLwero ycTpoicTea, B
Hold Multiplier TeyeHMe KOTOPOro HYXKHO yAepPKUBATb NPUHMMaemble NakeTbl LLDP nepepg, nx copocom:
TTL = Timer * Hold Multiplier.
Reinit dela OnpeaenseT MUHUMaNbHOE BPEMSA, B TEUEHWE KOTOPOro NopT byaeT oxunaaTte nepes
y nocbinkol cnegytowiero LLDP-coobweHus.
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OnpegendaeT 3a4epKKy mexay nociaeayrowmmmn nepegadyamu LLDP-kagpos, MHULMKMPO-

Tx delay N

BaHHbIX U3MEHEHUAMM 3Ha4YeHU AMbBO cTaTyca.
Port Homep nopTa.
State Pexum paboTbl nopTa gns npotokona LLDP.

TLV-onuumn, KoTopble nepeaatoTca
BO3MOKHble 3HaYeHUA:

PD — OnucaHue nopTa;

SN — CuctemHoe nms;

SD — OnncaHune cncTemsl;

SC — BO3MOKHOCTU CUCTEMDI.

Optional TLVs

Address Aapec ycTponcTBa, KoTopblii nepeaaetcs B LLDP-coobuweHusx.

Notifications YKa3blBaeT, paspeLleHbl nan 3anpelieHsl ysegomnenuma LLDP.

= [loKa3aTb MHGOPMALIMIO O COCEAHNX YCTPOMCTBAX

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
Tel/0/1 0060.704C.73FE 1 ts-7800-2 B
Tel/0/2 0060.704C.73FD 1 ts-7800-2 B
Tel/0/3 0060.704C.73FC 9 ts-7900-1 B, R
Tel/0/4 0060.704C.73FB 1 ts-7900-2 W

Tabnunua 133 — OnucaHune pesynbTaToB

Mone OnucaHue
Port Homep nopTa.
Device ID Nma nan MAC-agpec cocegHero ycTpomncrsa.
Port ID NpeHTMdmKaTOp NopTa cocemHero ycTpomncTaa.
System name C1cTeMHOE MMA YCTPOICTBA.
Capabilities JaHHOe nosie onucbiBaeT TUN YCTPOMCTBaA:

B — MocrT (Bridge);

R — MapuwpyTtumsatop (Router);

W — TouKa goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeTeBoe ycTpolicTBo (Host);

r — NosTopuTenb (Repeater);

O —Tun HeunssecteH (Other).

System description OnucaHue coceaHero ycTpomcTBa.

Port description OnucaHMe nopTa coceaHero yCTpoucTBa.

Management address Appec ynpaBieHuUs yCTPOMCTBOM.

Auto-negotiation OnpegenseT, NoAAEePKUBAETCA I ABTOMATUYECKOE OnpeaesieHMe pexmma nopra.

support

Auto-negotiation status OnpegenseT, BKAOYEHA /M NOAAEPKKA aBTOMATUYECKOro onpeaeneHns pexxmma
nopra.

Auto-negotiation OnpegsenseT penmbl, noaaeprkmpaemble GyHKLUMEN aBTOMATUYECKOrO onpeaeneHuns

Advertised Capabilities nopra.

Operational MAU type Pabouunii MAU-TUN ycTpoWncTBa.
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5.15.8 Hacmpolika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — ¢yHKUMN YypOBHSA
KaHana nepefayn [aHHbIX NPeacTasaatoT coboil MPOTOKO/A MOHUTOPUHIA COCTOAHWA KaHana. B atom
NPOTOKO/e ANA nepefadym MHPopMaLMmM O COCTOAHMM KaHana MeXay HenocpeacTBEHHO MNOAKNOYEHHbIMU
ycTpoictBamu Ethernet ucnonbsytoTca 610KM faHHbIX npoTokona OAM (OAMPDU). O6a ycTtpoictsa
OO0/IKHbI noaaep*knBatb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

Bua 3anpoca KoMaHAHOWM CTPOKM B pexume KOHPUrypauum nHtepoericos Ethernet:

console (config-if) #

Tabnnua 134 — KomaHgbl pexxuma KoHdpurypaumm nHtepoeiica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet oam

BKkatounTb noaaepkky Ethernet OAM Ha nopty.

—/oTKNKOYEHO
no ethernet oam / OTKkAtounTb Ethernet OAM Ha KoHduUryprpyemom nopry.
ethernet oam link-monitor BKAtounTb NnoageprKKy «link-monitor».
supported
PP —/OTKNO4EHO

no ethernet oam link-
monitor supported

BocctaHOBUTL 3HaYeHMe nNo YMOYaHUIO.

ethernet oam link-monitor
frame threshold count

no ethernet oam
link-monitor frame
threshold

count: (1..65535)/1

YCTaHOBWTb NMOPOr KO/MMYeCTBa OWMBOK 3a yKasaHHbIM nepuog
(nepuopg, yctaHaBAuBaeTca KomaHaon ethernet oam link-monitor
frame window).

BocctaHOBUTL 3HaYeHue nNo YMO4YaHUIO.

ethernet oam link-monitor
frame window window

no ethernet oam
link-monitor frame window

window: (10..600)/100
mc

YCTaHOBUTL BPEMEHHOM MPOMENKYTOK A/1A noAcyeTa KoaMdecTsa
owmnboK.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ethernet oam link-monitor
frame-period threshold
count

no ethernet oam
link-monitor frame-period
threshold

count: (1..65535)/1

YctaHoBUTb nopor ans  cobbitna  «frame-period» (nepuog
ycTaHaBnAuBaeTca KomaHzoi ethernet oam link-monitor frame-
period window).

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ethernet oam link-monitor
frame-period window
window

no ethernet oam
link-monitor frame-period
window

window:
(1..65535)/10000

YCTaHOBWUTb BPEMEHHOW MPOMEXKYTOK Ans cobbitna «frame-
period» (B Kagpax).

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam
link-monitor frame-
seconds threshold

count: (1..900)/1

YctaHoBUTL nopor gna  cobbitua  «frame-period» (nepuog
ycTaHasnuBaeTca KomaHaol ethernet oam link-monitor frame-
seconds window), B cekyHaax.

BoccTtaHOBUTL 3HaYeHWE N0 YMONYAHMUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam
link-monitor frame-
seconds window

window:
(100..9000)/100 mc

YCTaHOBUTb BPEMEHHOW MPOMEXKYTOK ansa cobbitna «frame-
period».

BoccTtaHOBUTL 3HaYeHMe no YMON4YaHUIO.

ethernet oam mode {active
| passive}

—/active

YCcTaHOBUTb pexxkum paboTbl npoTokona OAM:

- active — KommyTaTop NocToAHHO oTnpasaser OAMPDU;

- passive — KOMMyTaTOp HaunHaeT oTnpasaaTb OAMPDU Tonbko
npv Haanunm OAMPDU co BCTpeYHOM CTOPOHBI.
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no ethernet oam mode BoccTaHOBWTL 3HaYEHWE MO YMOYAHUIO.
ethernet-oam remote- BKNounTb NoanepKKy M 06paboTky cobbiTnin «remote-failure».
failure
—/BKNIOYEHO

no ethernet oam BoccTtaHOBUTL 3HaYEHME MO YMONYAHWIO.
remote-failure
ethernet oam BkAtounTb nopaepKy GyHKLMM 3aBopoTa TpaduKa.
remote-loopback
supported —/OTKAOUYEHO
no ethernet oam BoccTtaHOBUTL 3HaUYEHME NO YMONYAHMIO.
remote-loopback
supported
ethernet oam uni- Bkntounte PyHKLUMIO OBHApyXKeHUs OAHOHANpPaBAEHHbIX CBA3eN
directional detection Ha 6a3e npoTokosa Ethernet OAM.
no ethernet oam —/oTknioverio BoccTtaHOBUTL 3HaYEHME NO YMONYAHMIO.
uni-directional detection
ethernet oam uni- Onpefenvte peakuuio KoOMMyTaTopa Ha OLHOHaMNpaB/eHHYH
directional detection action CBA3b:
{log | error-disable} - log — otnpaska SNMP trap 1 3anuchb B }KypHa;

| - error-disable — nepeBog nopta B coctoaHue «error-disable, 3a-

—/log nncb B XypHan n otnpaska SNMP trap.
no ethernet oam BoccTaHOBWTL 3HAUYEHWE MO YMOYAHMIO.
uni-directional detection
action
ethernet oam uni- BKNOUNTL arpeccuBHbIN pexum onpeneseHna ogHOHanpaB/eH-
directional detection HOW cBA3U. Ecan oT coceiHero ycTpoicTBa NepecTaloT NPpUXoaAnTb
agressive Ethernet OAM-coobueHna — NMHK NOMeYaeTca Kak ogHOHanpas-
—/OTKAOYEHO NEHHbIN.

no ethernet oam BoccTaHOBWTL 3HaUYeHWE N0 YMOYAHUIO.
uni-directional detection
aggressive
ethernet oam uni- YCTaHOBWUTbL BPEMEHHOW MHTepBan A/A onpeaesieHna Tuna ceasm
directional detection Ha nopTy.
discovery-time time time: (5..300)/5 cex
no ethernet oam BoccTtaHOBUTL 3HaYEHWE NO YMOHAHUIO.
uni-directional detection
discovery-time

KomaHOwb1 pexcuma privileged EXEC

Bce KOMaHAbl AOCTYMHbI ANS NPUBUNETMPOBAHHOMO MOAb30BaTeNd. Bug 3anpoca KoMaHAHOW

CTpOKM pexkuma privileged EXEC:
console#

Tabnnua 135 — KomaHgb! pexkuma privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

KomaHoa

HAelicmeue

clear ethernet oam statistics
[interface {gigabitethernet

gi_port | tengigabitethernet gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..48);

te_port | /
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hun:iredgigabitethernet hu_port: (1..8/0/1..32)
hu_port}]

OumnctuTb cTatuCTMKy Ethernet OAM pnsa ykasaHHOro WHTep-
deica.

show ethernet oam discovery
[interface {gigabitethernet

gi_port | tengigabitethernet gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..48);

OT06pa3unTb cocTosiHMe npoTokona Ethernet OAM pns ykasaH-
HOro MHTepodeiica.

te_port |
twentyfivegigabitethernet twe_port:
twe._port | (1..8/0/1..120);
> L hu_port: (1..8/0/1..32
hundredgigabitethernet -P (1..8/0/ )
hu_port}]
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show ethernet oam
statistics [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OTO6pPa3nTb CTAaTUCTUKY O6MEHa NPOTOKO/IbHbIMK COOBLLLEHMAMM
019 YKa3aHHOro uHTepdelica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OT06pa3nTb HacTpolikn Ethernet OAM ans yKasaHHOro uHTep-
delica.

show ethernet oam
uni-directional detection
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OTO6pa3nTb COCTOAHME MEXaHU3Ma onpeneneHna OAHOHanpas-
JIEHHbIX CBA3eN ANA yKa3aHHOro nHtepdeica.

ethernet oam remote-loopback
{start | stop} {interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

3anyck/oCcTaHOBKa yAa/feHHOW MEeTAM A/A YKa3aHHOro WHTep-
delica.

[pumepbl 8b1M0AHEHUS KOMAHO

OTobpasunTb cocTosHME NPOTOKONA Ana nopTa tengigabitethernet 1/0/3:

console# show ethernet oam discovery interface TenGigabitEthernet 1/0/3

Local client

Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:
Operational status:
Port status:
Loopback status:
PDU revision:
Remote client

tengigabitethernet 1/0/3

Administrative configurations:

active

not supported
supported
supported

not supported
1500

operational
no loopback
3

MAC address:
Vendor (oui) :

a8:f9:4b:0c:00:03
a8 f9 4b

Administrative configurations:

MIB retrieval:
Mtu size:
console#

PDU revision: 3

Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported

not supported
1500
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5.15.9 Hacmpoiika ¢pyHkyuu Flex-link

Flex-link — ¢yHKUMA pesepBMpoBaHMA, NpeaHasHaYeHHas ana obecnevyeHMa HaAEeXKHOCTM KaHana
nepegayn gaHHbix. B ceaske flex-link moryt HaxoguTtbca uHTepodelicol Ethernet n Port-channel. OguH ns
3TUX UHTepdEencoB HaxoamnTca B 3ab6JOKMPOBAHHOM COCTOAHMMU U HAYMHAET NPONYCKaTb TPadMK TONbKO B
cnyyae aBapum Ha BTOpom UHTepdodelice.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica Ethernet, uHmepgelica 2pynnel Nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B peMMe KOHOUrypuposaHua uHTepdeiica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnua 136 — KomaHab! perkuma KoHourypmupoBaHus uHtepdelica Ethernet, rpynnbsi noptos

3HaveHue/3Ha4yeHue o
KomaHoa / Aelicmeue
o yMoA4YaHuto
flex-link backup Bkntouaert flex-link Ha uHTepdelice n HazHayaeT BbIBpPaHHOMY MHTEp-
{gigabitethernet gi_port | deitcy ponb backup-untepoderica B flex-link nape.

tengigabitethernet te_port |
twentyfivegigabitethernet

twe_port |

hundredgigabitethernet gi_port: (1..8/0/1..48);

hu_port | port-channel te_port: (1..8/0/1..4);

port_channel} twe_port:

no flex-link backup (1..8/0/1..120); BbikntoyaerT flex-link Ha MHTepdelice u yaansaeT BbIbBpaHHbIN UHTEp-
{gigabitethernet gi_port | hu_port: (1..8/0/1..32); | deiic u3 flex-link napbl.

tengigabitethernet te_port | port_channel (1..48)/-

twentyfivegigabitethernet

twe_port |

hundredgigabitethernet

hu_port | port-channel
port_channel}

flex-link preemption mode 3apaet aeicteme Npy NoAHATUM MHTepdeiica, ydacTeytoutero Bo flex-
[forced | bandwidth| off] link:

- forced — ecnmn nogHaBLWMICA MHTepdENC HACTPOEH KaK master, To
OH CTaHeT aKTUBHbIM UHTepdelicom;

- bandwidth — npu nogHATUM UHTEpdElica aKTUBHBIM CTaHET UHTEP-
deic c 6onbLiei NPonyCKHOW CNOCOBHOCTbLIO;

- off — nogHABLWMICA MHTepdeic ocTaHeTcs B 3a6/10KMPOBAHHOM CO-
CTOAHUM.

-/off

no flex-link preemption mode Bo3BpaluaeT 3HaueHne No ymoayaHuio.

flex-link preemption delay de- 3apaeT Bpemsa OT nepexosa OTKAKYEHHOrO NopTa B COCTOAHUE «Up»,
lay No NPOLLECTBUM KOTOPOTO BbINOHAETCA AeNCTBUE, YCTAHOBNEHHOE
delay: (1..300)/35 komaHgoli flex-link preemption mode.

- delay — nepvopg BpemeHu, B CEKYHAAX.

no flex-link preemption delay Bo3Bpaluaer 3Ha4YeHne No ymoa4aHuIo.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:
console#

Tabnnua 137 — KomaHabl pexkuma EXEC

3HayeHue/3Ha4eHue "
KomaHoa / Aeilicmeue
no ymMoa4YaHuro
show interfaces flex-link gi_port: (1..8/0/1..48); .
. s - " | NokasbiBaeT KoHOUrypaumio GyHkuum flex-link.
[detailed] {gigabitethernet te_port: burypaunio dyrku
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gi_port | (1..8/0/1..4);
tengigabitethernet te_port twe_port:

| twentyfivegigabitethernet (1..8/0/1..120);
twe_port | hu_port:
hundredgigabitethernet (1..8/0/1..32);
hu_port | port-channel port- port_channel: (1..48)
channel}

5.15.10 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®dyHkuusa Layer 2 Protocol Tunneling (L2PT) nossonseT nponyckaTb CAyKebHble NakeTbl
pasnuuHbix L2-npoTokonos (PDU) uepes ceTb npoBaigepa, YTO MO3BOAAET MNPO3PayHO CBA3ATb
K/IMEHTCKME CEerMeHTbI CEeT.

L2PT uHkancynupyet PDU Ha nHTepdeiice KOMMyTaTopa, rPaHUYalLero ¢ 06opyaoBaHuem, Kagpbl
KOTOPOro HeobXoAMMO MHKAMCY/IMPOBaTb, U NepeaaeT UX Ha APYro Takoi e KoMMyTaTop, KOTOPbIi
OXKMOQET MHKANCY/IMPOBaHHbIE Kagpbl, @ 3aTem AeKancyaupyeT Mx. ITO MO3BOMAET MO/b30BaTENAM
nepegasaTb MHGOPMaALMIO 2-TO YPOBHA 4epe3 ceTb NpoBangepa. KommyTtatopbl npenocTaBaAatoT
BO3MOXHOCTb MHKAMCY/IMPOBaTh CNy*KebHble nakeTbl npoTokosos STP, LACP, LLDP, IS-IS.

[pumep

Ecan BkaounTb L2PT ans npotokona STP, To kommyTatopsbl A, B, Cn D byayT o6beanHeHb! B O4HO
CBA3ylOLLEee AepeBo, HECMOTPA Ha TO, YTO KOMMYTaTop A He coeAUHEH HanpAMYI C KOmMMmyTaTopamu B,
C n D. UHPopmaLma 06 M3MeHeHUM TONOIOTMN CETU MOXKET ObiTb NepeaaHa CKBO3b CETb NpoBanaepa.

Cetb
npoBangepa

[ [eou] ]

Switch 2

PucyHok 102 — Mpumep paboTbl dpyHKUuM L2PT
Anroputm paboTbl pyHKLMOHANA Creayowmit:
MHKancynauma:
1. Bce L2 PDU nepexsaTtbiBatoTca Ha CPU.
2. Nopacuctema L2PT onpegensaeTt L2-npOTOKO/, KOTOPOMY COOTBETCTBYET NpuHATbIN PDU, 1

npoBepseT, BKAOYEHA M Ha NOPTY, C KOToporo npuHAT 3ToT PDU, HacTpoitKka [2protocol-
tunnel gns gaHHoro L2-npoToKona.
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Ecnv HacTpoiika BK/oYeHa, To:

— Bo Bce nopTbl VLAN, Ha KOTOPbIX BKAOYEHO TYHHennpoBaHue, otnpasnaeTca PDU-Kaap;

— Bo Bce nopTtbl VLAN, Ha KOTOpPbIX BbIKAOYEHO TYHHENUPOBaHWe, OTNpaBadeTcA
MHKancynnpoBaHHbii  PDU-kagp (McxogHbit Kagp ¢ Destination MAC-agpecom,
N3MEHEHHbIM Ha TYHHE/IbHbIN).

Ecnu HacTpoiiKa BbIKAOYEHA, TO:
— PDU-Kagp nepegaetcs B 06paboTYMK COOTBETCTBYIOLLLErO NPOTOKONA.
Jekancynauua:

3. PeanusoBaH nepexsaT Ha CPU Ethernet-kagpos ¢ MAC-agpecom HasHauyeHus, 3afaHHbIM
npu nomouwm KomaHapl 12protocol-tunnel address xx-xx-xx-xx-xx-xx. [epexsaT BKAtOYaeTCA
TONbKO TOrAa, Koraa XxoTs 6bl Ha 0AHOM NOPTY BK/OYEHA HacTpolika |2protocol-tunnel (Hesa-
BMCMMO OT NPOTOKONA).

4. TMpwu nepexsate Nnaketa c MAC-agpecom Ha3HaAYEHUA XX-XX-XX-XX-XX-XX, OH CHaya/a nonagaet
B nogcuctemy L2PT, koTopasa onpeaensaet L2-npoTtokon ana gaHHoro PDU no ero 3aronoskyj,
MU MPOBEpPAET, BK/OYEHA /IM Ha MOPTY, C KOTOPOro MPUHAT MHKaMNCcy/aMpoBaHHbiA PDU,
HacTpomKa |2protocol-tunnel gna gaHHoro L2-npoTokona.

Ecnn HaCTpOVIKa BK/1lO4€HaQ, TO:

—  MOPT, C KOTOPOro bbl/1 NONYyYEH MHKANCYMpOoBaHHbINM PDU-Kagp, 6/10KMpyeTca c npuynHom
[2pt-guard.

Ecnn HaCTpOVIKa BbIK/1lOYEHaA:

— BO Bce nopthl VLAN, Ha KOTOpbIX BKAKOYEHO TYHHE/NIWpOBaHWe, OTNpasBaAeTca
AeKancympoBaHHbIi PDU-Kagp;

— BO Bce nopTbl VLAN, Ha KOTOpbIX BbIKJAKOYEHO TyHHENUpOBaHWe, OTNpaBAAeTCcA
WMHKancyanpoBaHHbIi PDU-kagp.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexRmMmMa rnobanbHON KoHPUrypaumm:
console (confiqg) #

Tabnunua 138 — KomaHabl pexknma rnobanbHoN KoHPUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHda Aeilicmeue

I12protocol-tunnel address
{mac_address}

mac_address: 3apatb MAC-agpec Ha3HayeHUAa Ana TYHHenMpyemblx Kagpos.

(01:00:ee:ee:00:00,
01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,

01:0f:e2:00:00:03)/

no 12protocol-tunnel 01:00:ee:ee:00:00

address

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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JHELTEX
KomaHObI pexcuma KoHguypayuu uHmepaelica Ethernet

Ha uHTepdeiice, rpaHMuaLLEM C OKOHEYHbIM YCTPOUCTBOM, He nogaeprKusatowmm STP,
V DONXKeH bbITb OTKAIOUeH npoToKoa STP (spanning-tree disable) n BknoueHa punbrpauua
BPDU (spanning-tree bpdu filtering).

Bug, 3anpoca KOMaHOHOW CTPOKKU B pexkume KoHourypauum uHtepdeitca Ethernet, uHtepdeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnunua 139 — KomaHab! perkuma KoHourypaumm nHtepdelica Ethernet

3HayeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymon4aHuro

12protocol-tunnel {stp | BkntoyeHue pexnma nHkancynauum naketos STP BPDU.

lacp | lldp | isis-I1 | isis-I2
| pvst | cdp | dtp | vtp |
a udid

Pagp | ! -/BbIKNOYEHO

no I2protocol-tunnel {stp | BbIKNtoYeHMe pexxmma MHKancynaumm naketos STP BPDU.
lacp | lidp| isis-I1 | isis-12 |
pvst | cdp | dtp | vip |
pagp | udid}

I12protocol-tunnel cos cos 3apaTb 3HaveHune CoS ana 3anakoBaHHbIX PDU-Kaapos.

no I2protocol-tunnel cos cos: (0..7)/5 YctaHoBKa CoS B 3HAYEHME MO YMOJIYAHUIO.
12protocol-tunnel drop- HacTpolika noporosoro 3Ha4eHMA ckopoctu Bxoaawmx PDU-Kag-
threshold {stp | lacp | lidp poB (B NakeTax B CEKYHAY), NONYYEHHbIX U MNOANEXKALLMX UHKAN-
| isis-I1 | isis-12 | pvst | cdp cynsauuu. Mpu npeebiweHnn nopora PDU ot6pacsiBatoTea.
tlh‘::':rlo‘:;p | pagp | udid} treshold: (1..4096)/

BbIK/IOYEHO
no I2protocol-tunnel drop- OTK/IIOYAET PEXKMM KOHTPONS CKOpOCTH Bxoaawwmx PDU-kagpos.
threshold {stp | lacp | lidp
| isis-11 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}
12protocol-tunnel HacTpolika noporosoro 3HayeHua ckopoctu Bxogawmx PDU- Kag-
shutdown-threshold {stp | poB (B NakeTax B CEKYHAY), NONYYEHHbIX U MOANEXKALLMX UHKAN-
lacp | lidp | isis-11 | isis-12 cynaumu. Mpun npesbiWeHUN Nopora NopT byaeT nepeseseH B Co-
| pvst | cdp | dtp | vtp | ctosHue Errdisable (oTkntoueH).
pagp | udld} threshold treshold: (1..4096)/
no I2protocol-tunnel BbIK/1IOYEHO OTKNIOYAET PEXKMM KOHTPOJIA CKOPOCTM BXoaAwWwmMX PDU-Kagpos.

shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12
| pust | cdp | dtp | vtp |
pagp | udid}

KomaHOwbl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 140 — KomaHgabl perkuma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymMmoa4YaHuro

show I2protocol-tunnel OTobparkaeT nHbopmaymto L2PT ana yKasaHHOro uvHTepdeica
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); WUAW ANA BCex MHTepdeincoB, Ha KOTOPbIX BKAtoYeH L2PT, eciu K-
tengigabitethernet te_port te_port: (1..8/0/1..48); Tepdeiic He yKasaH.
| twe_port: (1..8/0/1..120);
twentyfivegigabitethernet hu_port: (1..8/0/1..32);
twe_port | group: (1..48)
hundredgigabitethernet

188 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

hu_port | port-channel

group]

clear I12protocol-tunnel OuncTKa cTaTucTUKKM L2PT ana ykasaHHoro uHtepdeica nam ana
statistics [gigabitethernet BCeX MHTepdeincos, Ha KOTopbIX BKAtoYeH L2PT, ecan nHutepdeiic
gi_port | He yKa3aH.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48)

tengigabitethernet te_port
I
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group]

[pumepebl 8b1M0AHEHUA KOMAHO

YcTaHoBUTb TyHHeNbHbIM MAC-agpec B 3HaueHue 01:00:0c:cd:cd:d0, BKatounTb otnpasky SNMP traps ot
Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHue drop-threshold 1 shutdown-threshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel

BKNIOUNTb peXkUM TYHHennpoBaHuA STP Ha nHTepdelice, yctaHoBUTL 3Ha4YeHMe CoS-naketos BPDU pas.-
HbIM 4, BKNHOUYMTb KOHTPOb CKOPOCTU BXOAALLMX NakeTos BPDU.

console
console
console
console
console
console
console
console

config) # interface tengigabitEthernet 1/0/1
config-if) # spanning-tree disable

config-if) # switchport mode customer
config-if) # switchport customer vlian 100
config-if) # 12protocol-tunnel stp
config-if) # 12protocol-tunnel cos 4

config-if)# 12protocol-tunnel drop-threshold stp 40
config-if)# 12protocol-tunnel shutdown-threshold stp 100

~ o~ o~ o~~~ —~

consolef#show 12protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

tel/0/1 4 stp 100 40 650 0 450

Mpumepbl coobLeHUid 0 cpabaTbiBaHUK TpUITepa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
tel/0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface tel/0/1

5.16 Voice VLAN

Voice VLAN ucnonb3yetca ana BbligeneHusa VolP-obopynosaHus B otaensHyto VLAN. Ons VolP-
KaapoB MoryT ObiTb HasHayeHbl QOS-aTpMbyTbl Ans npuopuTusaummn Tpaduka. Knaccudmkauma Kagpos,
OoTHocAlLMXCA K Kagpam VolP-obopyaoBaHua, 6asupyetca Ha OUI (Organizationally Unique Identifier —
nepsble 24 6uta MAC-agpeca) oTnpasutens. HasHaueHue Voice VLAN pans nopra npoucxoaut
aBTOMaTMUYECKM — Koraa Ha nopT nocTynaet Kagp ¢ OUI s Tabaunubl Voice VLAN. Koraa nopT onpeaensetcs,
Kak npuHagnexkawmin Voice VLAN — gaHHbIN nopT aobasnsaerca Bo VLAN Kak tagged.
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Voice VLAN npymeHuM ansa cnegytomx CXem:

— VolP-0bopypoBaHMe HacTpamBaeTcsi, YTOObl paccblnaTb TErMPOBaHHblE NakKeTbl, ¢ ID Voice
VLAN, HacTpOEeHHbIM Ha KOMMYTaTOpE;

— VolP-obopyaoBaHue paccblnaet HetermposaHHble DHCP-3anpocbl. B otBete ot DHCP-
cepsepa npucytcteyeTr onuua 132 (VLAN ID), ¢ nomolibio KOTOPOW YCTPOMCTBO
aBTOMaTMYeCKM HasHavaeT cebe VLAN ana mapkuMpoBKu Tpaduka (Voice VLAN).

Ona HasHaueHusa Voice VLAN Ha cTOpoHe OKOHeuHoro o6opyaoBaHua Heo6Xo4UMMO UCNOJb30-
Batb lldp-med noantuku nam DHCP.

Cnuncok OUl-npoussoauteneit VolP-060pyaoBaHMA, AOMUHUPYIOWMX HA PbIHKE:

(0]V]} dupma-npounssoauTenb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

« Voice VLAN mo3KeT 6biTb aKTUBUPOBAH Ha NopTax, paboTtalowmx B pexkume trunk u general.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM peRmMmMa rno6anbHON KOHPUrypaLmm:
console (confiqg) #

Tabnuua 141 — KomaHabl pexkuma rnobanbHoN KoOHPUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
voice vlan aging-timeout YcTaHaBAMBaeT TaliMayT ANA MopTa, NPUHAL/eNKallero K voice-
timeout timeout: vlan. Eciu ¢ nopTa B TeyeHune 3ap,aHHo.ro BpeMeHM He bbiNo Kaa-
(1..43200)/1440 Egl:ocng:)JTlaYolP obopyaoBaHusA, TO voice vlan yaansaerca ¢ aaH
no voice vlan aging-timeout BoccTaHaBAMBaEeT 3HaYeHMe MO YMONYAHMIO.
voice vlan cos cos [remark] YcTaHaBAMBaET BbIXOAHYIO oyepeab ana Tpaduka B Voice VLAN B
COOTBETCTBMM C HAacTpoeHHbIM ans Voice VLAN CoS 6e3 cmeHbl
cos: (0-7)/6 CoS. o
- remark — BK/tOYaeT nepeHasHayeHne CoS Ha yKasaHHbIN ans
Tpadumka B Voice VLAN.
no voice vlan cos BoccTaHaB/MBaET 3HaYeHMe Mo YMONYAHMIO.
voice vlan id vian_id YcraHasnvsaet naeHtudumkatop VLAN gna Voice VLAN
no voice vlan id Ypanset ugentuourkatop VLAN gns Voice VLAN
vlan_id: (1..4094) Ana ypanenua upeHtudukatopa VLAN Tpebyetca
V npeaBapuUTeNbHO OTKAOUMTL GYHKUMIO voice vlan Ha
BCeX noprax.
voice vlan oui-table {add oui | Mo3BonseT pefakTMposaTb Tabaumuy OUI.
remove oui} [word] word: (1..32) cumsonos | - oui —nepsble 3 6ail'|T§ MAC-agpeca;
- word — onuncaHue oui.
no voice vlan oui-table Ypanser Bce Nonb3oBaTesibckue nameHenuns OUl-Tabanusbl.
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voice vlan oui-table auto-
learning

no voice vlan oui-table auto-
learning

-/BbIK/IOYEHO

MNo3BonAaetr BKAOYUTL aBTOMaTuyeckoe 3anonHeHuve OUI-

TabAnupbl Ha ocHoBe NPUHATBLIX LLDP.
/ Mpu ucnonb3oBaHUK ¢ port security BO3mMoXKHa paborta
TO/IbKO B pexxume max-addresses.

BepHyTb 3HaUYeHME MO YMOAYaHUIO.

voice vlan secure mac-learning

no voice vlan secure mac-
learning

-/BbIKNOYEHO

YctaHaBauBaeT 3anpeT Ha ulydyeHne MAC-agpecoB B HeTermpo-
BaHHOM vlan, nepsble 24 6UTa KOTOPbIX COBMAAAIOT C 3aMUCAMMU
13 OUl-Tabaunybl Ha KOMMyTaTOpE.

BepHyTb 3HaUYeHMe MO YMOAYaHUIO.

voice vlan state {oui-enabled |
disabled}

no voice vlan state

-/BbIKIOYEHO

BkntounTb/oTKAOUMTL Voice VLAN.

BepHyTb 3HaYeHWE N0 YMOAYAHMIO.

Tabnnua 142 — KomaHgabl perkmma Privileged Exec

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show voice vlan type oui
[dynamic]

MokKaszaTtb KoHoUrypaumo GyHUKUMK voice vlan n OUl-Tabauuy.
- dynamic — otobpaxeHune KoHourypauum dyHKLmMmM voice vlan un
AnHamuyecknx 3anucent B OUI-Tabauue.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 143 — KomaHabl perkmuma KoHourypaumm nHtepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

voice vlan enable

Bkntouaet Voice VLAN ana nopra.

no voice vlan cos mode

- -/OTKAOYEHO .
no voice vlan enable OtkntoyaeT Voice VLAN gna nopra.
voice vlan cos mode {src | all} BKAtoYaeT MapKMpPOBKY TpaduKa ana Bcex Kagpos, M60 TONbKO
-/src AN UCTOYHMKA.

BoccTaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

5.17 TpynnoBas agpecauua

5.17.1 ®yHKyusa nocpedHuka npomokona IGMP (IGMP Snooping)

®yHKuUMA IGMP Snooping ucnonb3yetcsa B ceTAX rPynnoBoW paccbinku. OcHoBHOM 3aaadveit IGMP
Snooping sABAsAeTCA NpeAoCTaBNeHUEe MHOroafpecHoro TpaduKa TOMbKO AnA Tex MopToB, KOTOpble

3anpocuau ero.

v

IGMP Snooping MoOXeT MCNO0/Ib30BaTbCA TONIbKO B cTaTuuecKoii rpynne VLAN. Mogpepusa-
oTCcA Bepcum npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.

' ' Yro6bl IGMP Snooping 6bin akTUBHbIM, GyHKLMA rpynnoBoii punbTpaumm “bridge multicast
e filtering” pomkHa 6biTb BKAOUeHa (cm. pasgen 5.17.2 Mpasuna rpynnoBoi agpecauum

(multicast addressing)).
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PacnosHaBaHWe NOPTOB, K KOTOPbIM NOAKAOYEHBI MHOFOQ4pPECHbIEe MapLIPYTU3aTOPbl, OCHOBAHO Ha

cneayowmx cobbITUaAX:

— IGMP-3anpocbl NPUHATBI HA NOPTY;

— naketbl npoTokosa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;
— MaKeTbl NPOTOKO/Ia MHOroaapecHoi mapwpyTtunsaumm Distance Vector Multicast Routing Protocol

(DVMRP) npuHATbI Ha NopTy;

— naketbl npotokona MRDISC npuHATbI Ha NopTy;
— naketbl npoTtokona Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NOpPTY.

KomaHObI pexcuma 2a06an6Hol KoOHgu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOM KOHOUIypaLumm:

console (config) #

Tabnunua 144 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm

3Ha4yeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aeiicmeue

ip igmp snooping
Mo ymonuyanutio
dYHKLMA BbIKNOYEHA

no ip igmp snooping

Paspewaet ncnonb3osaHne ¢yHkuumn IGMP Snooping KommyTa-
TOPOM.

3anpewaet ncnosb3oBaHne ¢yHKUMM IGMP Snooping KommyTa-
TOpOM.

ip igmp snooping vlan vian_id
vlan_id: (1..4094)
Mo ymonuyanutio

dYHKLMA BbIK/OYEHa

no ip igmp snooping vlan
vlan_id

PaspewaeT ncnosb3oBaHue ¢yHKUMM IGMP Snooping KommyTa-
TOPOM A/1A AaHHOro uHTepdeica VLAN.
- vlan_id — npeHTndurKaumoHHbIh Homep VLAN.

3anpewaeT ncnonb3oBaHue ¢yHKUMKM IGMP Snooping KommyTa-
TOPOM A/1A AaHHOro uHTepdenca VLAN.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet

te_port |

twentyfivegigabitethernet

e p‘(’m Igg vlan_id: (1..4094);
hundredgigabitethernet gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

hu_port | port-channel group}]
no ip igmp snooping vlian
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

Pernctpupyet rpynnosoit IP-agpec B Tabaunue rpynnosoi agpeca-
LMW 1 cTaTuueckun gobasnaet nHtepdeicbl U3 rpynnbl ANA TeKy-
wet VLAN.

- vlan_id — npeHTnduMKaumnoHHbIh Homep VLAN;

- ip_multicast_address — rpynnosoii IP-agpec.

MepeuncneHne MHTepdencoB OCYLLLECTBNAETCA YEPEes «—» U «,».

Ypanset rpynnosow IP-agpec U3 Tabanupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp
vlan_id: (1..4094)
Mo ymonuyaHutio
paspelueHo

no ip igmp snooping vlan
vlan_id mrouter learn
pim-dvmrp

Paspewaet ana gaHHow rpynnbl VLAN aBTOmaTtuyeckoe pacrno-
3HaBaHMe MOPTOB, K KOTOPbIM MOAKAHOYEHbl MHOroafpecHble
MapLUpyTU3aTopbl.

- vlan_id — vaoeHTuduKaumoHHbIM Homep VLAN.

3anpewaeT ana gaHHou rpynnbl VLAN aBTOMaTMyeckoe pacno-
3HaBaHWe MOPTOB, K KOTOPbIM MOAK/OYEHbI MHOroagpecHble
MapLIpyTU3aTOPbI.
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ip igmp snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

OnpepensaeT MOpT, K KOTOPOMY MNOAK/OYEH MapLUpyTM3aTop
MHOToaZpecHOM PaccblIkM AN 3agaHHoin VLAN.
- vlan_id — voeHTnduKkaumoHHbI Homep VLAN.

YKasbIBaeT, YTO K MOPTY He NOAK/AYEH MaPLLIPYTU3ATOP MHOFO-
afpeCcHO PaccbINKM.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaeT 3anpeT Ha onpeaeseHne nopTa (cTaTmyecku, au-
HaMMWYeCKM) KaK NopTa, K KOTOPOMY NOAKNOYEH MapLUPYTU3aTOP
MHOr0aZpecHOM PacCblIKM.

- vlan_id — npeHTdrKaumoHHbIh Homep VLAN.

CHMMaeT 3anpeT Ha onpegeneHne NopTa Kak nopTa, K KOTOPoOMy
MOAKNOYEH MApLUPYTU3ATOP MHOMOAAPECHOM PaCcChbIIKM.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan

vlan_id: (1..4094);
-/BblAaya 3anpocos

BkntouaeT noaaeprKKy BblAaum 3anpocoB igmp-query KommyTaTo-
pom B gaHHon VLAN.

OTKAKOYaeT NoAAepKKY Bbl4auM 3aMpoCcoB igmp-query KoMmyTa-

. R OTK/ItOYEHa .
vlan_id querier TOpoMm B AaHHoM VLAN.
ip igmp snooping vlan vian_id YcTtaHaBnauBaet Bepcmio IGMP-npoToKoAa, HA OCHOBaHWM KOTO-
querier version {2 | 3} pov 6yayT dopmuposaTtbeca IGMP-query 3anpochl.
-/IGMPv2

no ip igmp snooping vlan
vlan_id querier version

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vian
vlan_id querier address

vlan_id: (1..4094)

Onpepensetr ucxofHbit IP-agpec, KoTopbit ByaeT mcnosnbso-
BaTbcA IGMP querier-om. Querier — ycTpoicTBO, KOTOPOE OTNPaB-
naet IGMP-3anpocsl.

YcTaHaBAMBaeT 3Ha4YeHMe No ymon4aHuto. Mo ymonyaHuio ecnm
IP-agpec HacTpoeH gna VLAN, OH ncnonb3yetca B KayecTse af-
peca uctoyHunka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

BKkntouaeT 3ameHy IP-agpeca UCTOYHMKA Ha yKa3aHHbIM IP-ag-
pec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
- vlan_id — npeHTdUKaumnoHHbI Homep VLAN;
- A.B.C.D — IP-agpec, Ha KoTopbli byaeT nponsseneHa 3ameHa
SRC IP.

3HaueHue no ymonyanuio 0.0.0.0 roBopuT 0 TOM, 4TO 3a-
V meHa SRC IP IGMP report nponssoauTtbca He byaer.

OTkntovaeT 3ameHy IP-agpeca uctoyHmKa B naketax IGMP report
B 3a4aHHOM VLAN.

ip igmp snooping vlan vian_id
immediate-leave [host-based]

vlan_id: (1..4094);
-/BbIKNOYEHO

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywiel
VLAN. O3HauaeT, 4To NopT A0/1KEH ObITb HeMea/IeHHO yaaneH u3
rpynnsl IGMP nocne nonyyeHus coobuieHmsa IGMP leave.

- host-based — mexaHu3m fast-leave cpabaTbiBaeT T0/IbKO B TOM
cnyyae, Koraa Bce NOAKAOYEHHbIe K JaHHOMY MOpTy NO/Ab30Ba-
TeNn OTNMCANNCD OT rPpynNnbl (CYETYMK NONb30BaTENEN BEAETCA Ha
ocHoBaHuK Source MAC-aapecos B 3aronoskax IGMP-report’os);
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no ip igmp snooping vlan
vlan_id immediate-leave

OTKAtounTb nNpouecc IGMP Snooping Immediate-Leave Ha Teky-
wein VLAN.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

Bkntountb dyHKUMIO proxy report B onpegeneHHom VLAN. Mpwm
BK/IOYEHMM 3TOM YHKUMM KOMMYyTaTop Ha npuweawune IGMP
query byaeT oTBeYaTb OT cBOero umeHu. Knmentckme IGMP report
npv aTom oTbpacbiBatoTCA.

- version — yctaHasnvBaeT Bepcuto IGMP gna oTnpaBKu nakeTos.
Mo ymonyaHuio Bepcua onpenenseTca no npuwlealeMy Ha Kom-
myTtaTop nakety IGMP query.

BbikntounTb Proxy report 8 onpegeneHHom VLAN.

ip igmp snooping vlan vian_id
€OS oS

no ip igmp snooping vian
vlan_id cos cos

vlan_id: (1..4094);
cos: (0..7)/0

YcTaHaBauBaeT 3HayeHue CoS ana ucxodawmx B nopt
mrouter IGMP-coobuweHunii B ykazaHHoM VLAN.

- vlan_id — naeHTMdUKaumoHHbIM Homep VLAN;

- cOs — Knacc obcnyKmMBaHuA.

YcTaHaBauBaet 3HayeHne CoS ana ncxoaawmx B nopt mrouter
IGMP-coobuieHnit B ykasaHHoW VLAN paBHbIM Hy/O.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

Bua, 3anpoca KOMaHAHOW CTPOKM pexnma KoHpurypaumm VLAN:
console (config-if) #

Tabanua 145 — KomaHabl perkmuma KoHourypaumm nHtepdeiica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBaAET 3HaYeHue ycTonumnsoctm gns IGMP.
Ecnun Ha KaHane HabnogaeTca noTepsa AaHHbIX, 3HAYEHWE YCTOW-
YMBOCTM AO/IXKHO ObITb YBEINYEHO.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ip igmp query-interval seconds

no ip igmp query-interval

seconds:
(30..18000)/125 ¢

YcTtaHaBauBaeT TaVIMayT, No KOTOpOMY CUCTEMA OTNPaBAAET OC-
HOBHbI€ 3anpoCbl BCeM YHaCTHUKaM rpynnbl MHOI'Oa,CI,peCHOVI ne-
pefadun ana NnpoBepkn NX akTUBHOCTU.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ip igmp
query-max-response-time
seconds

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MaKCMMaibHOe BpeMs OTBETa Ha 3anpoc.

no ip igmp YcTaHaBAMBaeT 3HaYeHMe Mo YMONYAHWIO.
query-max-response-time
ip igmp YcTaHaB/IMBaET KOIMYECTBO 3aNPOCOB, NOC/E PACChIIKU KOTOPbIX,

last-member-query-count

count: (1..7)/3Ha4eHne

KOMMYTATOp onpeaenAaeT, YTo Ha AaHHOM NOPTY HET XKenatkownx

count nepemeHHowm Y4acTBOBATb B MHOFO3APECHOM paccbiyiKe.
no ip igmp robustness YcTaHaBAMBaeT 3HaYeHMEe N0 YMOIYAHUIO.
last-member-query-count
ip igmp YcTaHaBAMBaeT MHTepPBas 3anpoca AN NoC/AeAHEro y4acTHUKa.
last-member-query-interval -

milliseconds:

milliseconds

no ip igmp
last-member-query-interval

(100..25500)/1000 mc

YcTaHaBAUBaeT 3HaYeHue no YMOYaHUIO.

ip igmp version version

no ip igmp version

version: (1-3)/3

YCcTaHOBUTb Bepcuio NpoTokona IGMP.

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU perknmMa KOHbUrypauum nHtepdeica:

console (config-if) #
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HELTEX

Tabnuua 146 — KomaHap! pexxmma KoHopurypauum nHtepoeiica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpasneHne IGMP-3anpocoB ¢ KAMEHTCKUX
VLAN B Multicast VLAN agna nHtepdeiica B pexxmme «access».

’ DOna paboTbl AaHHOW GYHKUMM TpebyeTca BKAKOYe-
- Hue ip igmp snooping He ToNbKO rnob6anbHO U B
Multicast VLAN, HO u B KaneHTckux VLAN.

BbikntouaeT nepeHanpasneHme IGMP-3anpocos ¢ KNMeHTCKUX
Vlan B Multicast Vlan ana nHtepdeiica B pexume «access».

switchport trunk multicast-
tv vlan vian_id [tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

Bkntoyaet nepeHanpasneHue IGMP-3anpocos wu3 VLAN,
YY4aCTHMKOM KOTOpbIX ABAfeTca nopt, B Multicast VLAN gna
MHTepodeiica B pexkume «trunk». Multicast-Tpaduk nepepna-
eTCA Ha NOPT HETErMpPOBaHHbLIM MU TEFMPOBAHHbLIM B 3aBUCK-
MOCTM OT NnapameTpa tagged. MapameTp tagged yKasbiBaeT Ha
TO, 4uTo Multicast-Tpaduk foKeH OTNPaBAATLCA B MOPT Teru-
poBaHHbIM B Multicast VLAN.

BobikntoyaeT nepeHanpasneHne |IGMP-3anpocos B Multicast
VLAN. MopT uckatoyaeTca U3 rpynn MHOroagpecHow pac-
cbinku B Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id
[tagged]

no switchport general mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntouaeT nepeHanpassieHne |IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX ABAfeTcA nopt, B Multicast VLAN gna
nHTepoelica B pexxume «general». Multicast-Tpaduk nepepa-
eTCA Ha NOPT HETErMpoBaHHbLIM MU TEFMPOBAHHbIM B 3aBUCK-
MOCTM OT Nnapametpa tagged. MapameTp tagged yka3sbiBaeT Ha
TO, uTo Multicast-Tpaduk foKeH OTNPaBAATLCA B MOPT Teru-
poBaHHbIM B Multicast VLAN.

BobikntoyaeT nepeHanpasneHne |IGMP-3anpocos B Multicast
VLAN. MopT uckatoyaeTca U3 rpynn MHOroagpecHow pac-
cbinkun B Multicast VLAN.

KomaHOwbl pexcuma EXEC

Bce KOMaHAb! AOCTYNHbI TONBKO 417 NPUBUAETMPOBAHHOIO NO/Ib30BaTENA.

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 147 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MokasbiBaeT MHPopmaLuio 06 U3y4yeHHbIX MHOroaApPecHbIX
MapLUpyTU3aTopax B YyKasaHHol rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MNokasbiaeT MHbopmaumio IGMP-snooping ana AaHHOrO UHTEp-
deica.

show ip igmp snooping groups
[vlan vian_id]
[ip-multicast-address
ib_multicast_address]
[ip-address IP_address]

vlan_id: (1..4094)

MoKasbiBaeT MHPOpMaLmio 06 M3yYeHHbIX MHOFOaAPeCcHbIX rpyn-
rax, y4acTBYHOLMX B rPYNMoBOI pacchiike.

show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MokasbiBaeT Tabauuy cootseTcTBUii mexay VLAN obopyaosa-
HWA, YCTAaHOBAEHHOro y nonb3osatensa, U VLAN gna Tenesewia-
HUA.
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HELTEX

[pumepbl 8b1M0AHEHUS KOMAHO

Bkntountb pyHKUmMo IGMP snooping Ha kKommyTaTope. na VLAN 6 pa3pewwinTb aBTOMaTUYECKOe pac-
Nno3HaBaHWe MopToB, K KOTOPbIM MOAKNOYEHbI MHOTO3ApecHble MapLIpyTU3aTopbl. YBEANYUTb 3Ha-
YyeHue yCTOMYMBOCTM A0 4. YCTaHOBUTb MAaKCMManbHOE BPEMA OTBETA Ha 3anpoc — 15 cekyHA.

console# configure
(config) # ip igmp snooping
(config-if) # ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6
(
(

console
console

console
console

config-if)# ip igmp robustness 4
config-if)# ip igmp query-max-response-time 15

5.17.2 lMpasuna 2pynnoeoii adpecayuu (multicast addressing)

l£|,aHHbIl\;1 KNnacC KOMaHA npegHasHaydeH AnAa 3aaaHuAa npasun rpynnosoﬁ agpecaumn B CeETU Ha

KaHa/IbHOM M ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma KoHguaypayuu uHmepapetica VLAN

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KoHPurypaumm nHtepoeiica VLAN:

console (config-if) #

Tabnnua 148 — KomaHabl pexkuma KoHourypaumm nHtepderica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipv4-src-group}

no bridge multicast mode

-/mac-group

3ajaeT peXkum rpynnoBoi nepeaaymn JaHHbIX.

- mac-group — MHOroagpecHasa nepeaaya, ocHoBaHHaa Ha VLAN un
MAC-agpecax;

- ipv4-group — MHOroagpecHas nepezaya c TMnom ¢puabTpaLum, oc-
HoBaHHbIM Ha VLAN 1 agpece npuemHunka B popmare I1Pv4;

- ip-src-group — MHoroagpecHasa nepegaya ¢ TMnom ouabTpaLuu,
0oCHoBaHHbIM Ha VLAN v agpece otnpasutens 8 popmare I1Pv4,

YcTaHaBAMBaEeT 3HAYEHWe Mo YMONYaHULO.

bridge multicast address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast address
{mac_multicast_address |
ib_multicast_address }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Lobasnsaet rpynnosoit MAC-aapec B Tabavuy rpynnosoi agpeca-
LWV U CTaTUYECKK f06aBnAeT uau yaanset uHtepdeiico! U3 rpynnsbl.
- mac_multicast_address — rpynnosoit MAC-agpec;

- ip_multicast_address — IP-agpec MHOroagapecHOM Paccbiiku;

- add — pobaBnaeT cTaTMyeckyto NognNucky K rpynnosomy MAC-aa-
pecy ananasoHa Ethernet-noptos wam rpynn nopTos.

- remove — yZansaeT cTaTM4eckyto noanucky K rpynnosomy MAC-ag-
pecy.

MepeuncneHne NHTephencoB OCyLLECTBAAETCA YEpPes «—» U «,»

Ypansaet rpynnosoit MAC-agpec ns Tabanupl.

bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpeLyaeT NOAK/IYEHME HACTpanBaeMoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — IP-agpec MHOroagpecHoMn paccbiiku;

- add — go6asneHune nopTa/NOPTOB B CNUCOK 3aMpeLLEHHbIX;

- remove — yzaseHue nopta/nopToB U3 CNMCKa 3anpeLLeHHbIX. Me-
peuncneHve MHTePdEncoB OCYLLECTBNAETCA YEPes «—» U «,»
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HELTEX

no bridge multicast forbidden
address
{mac_multicast_address |
ib_multicast_address }

YpanseT 3anpelyatowee npasuao gaa rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Mo ymonyanumo
nepegava Bcex
MHOroaZpecHbIX
MaKeToB 3anpelLleHa.

PaspeluaeT nepesayy BCEX MHOrOaZPECHbIX MAKETOB Ha NopTy.
-add — gob6aBnset nopTbl/06beAUHEHHbIE NOPTLI B CMUCOK NMOPTOB,
[ON191 KOTOPbIX pa3pelleHa nepeaya BCeX rpynnoBbIX NaKeTos;

- remove — y6upaeT rpynny noptos/o6beaMHEHHbIX NOPTOB U3 pas-
peluatoLLero npasuna.

MepeuncneHve MHTEPGENCOB OCYLLLECTBAAETCA YEPES «—» U &, ».

BoccTaHaBnvBaeT 3HaveHue no YMONYaHUIO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Mo ymonyaHuio noptam
He 3anpeLieHo
AVHAMMUYECKM

npUcoeanHATLEA K
MHOroaapecHom
rpynne.

3anpeLLaeT NopTy AMHAMUYECKU A06aBAATLCA K MHOroaApecHow
rpynne.

-add — nob6aenser nopTtbl/06beAUHEHHbIE NOPTbI B CMUCOK NOPTOB,
[N15 KOTOPbIX 3aMnpeLLeHa nepesaya Bcex rpynnoBbiX NakeTos;

- remove — y6upaeT rpynny noptos/06beAMHEHHbIX NOPTOB U3 3a-
npeLatoLLero npasuna.

MepeuncneHne NHTepHecoB OCyLLECTBAACTCA Yepes «—» U «,».

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWIO.

bridge multicast ip-address
ip_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ip-address
ib_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Peructpupyert IP-agpec B Tabsvue rpynnosoit agpecaunm u cratu-
yecku gobasnset/yaanaet uHtepoeicol U3 rpynmb.

- ip_multicast_address — rpynnosoii IP-aapec;

- add — gobasnaeT nopTbl K rpynne;

- remove — yaanseT nopTbl U3 rpynnbl.

MepeuncneHne NHTepHENCoB OCYLLECTBAACTCA YEPes «—» U «,».

Ypanaet rpynnosoit IP-agpec 13 Tabaunupl.

bridge multicast forbidden
ip-address
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpeLyaeT NopTy AMHAMUYECKU A06aBAATLCA K MHOroaapecHom

rpynne.

- ip_multicast_address — rpynnosoii IP-aapec;

- add — go6asneHne NopTa/NMOPTOB K CUCKY 3aMNpeLLeHHbIX;

- remove — yaaneHune nopTa/NopToB U3 CAUCKA 3anpeLLeHHbIX.

MepeuncieHve MHTEPdENCOB OCYLLECTBAAETCA YEPEes «—» U «,»
Mpexpae uem onpeaenuTb 3anpellieHHble MOPTbl,
rpynnbl MHOrOaZApPEeCcHO PaccblIKU AO/MKHbI 6bITb 3ape-
rMCTPUPOBaAHDI.

BoccTaHaBnmBaeT 3HaYeHMe no YMOANYaHUIO.

bridge multicast source
ib_address group
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast source
ib_address group
ib_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaET COOTBETCTBME Mexay IP-aapecom nosib3osatens u
rpynnoebiM agpecom B Tabmue rpynnoBoi agpecaumm, U ctatuye-
cKu gobasnsaet/yaanaer nHTepdencol U3 rpynno.

- ip_address — ncxogHbii IP-agpec;

- ip_multicast_address — rpynnosoii IP-aapec;

- add — gob6asuTb NOPTHI B rpynny ncxogHoro IP-agpeca;

- remove — y4anunTb NopTbl U3 rpynnbl MCXogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.
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bridge multicast forbidden
source ip_address group
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
source ip_address group
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBnvBaeT 3anpeT Ha pobasneHue/yaaneHve COOTBETCTBUA
mexay IP-agpecom nonb3osaTens W rpynnosbiM afpecom B Tab-
/iMue rpynnoBoi agpecauun ana onpeaeneHHoro nopra.

- ip_address — vucxopHbii IP-appec;

- ip_multicast_address — rpynnosoii IP-aapec;

- add — 3anpet Ha gobasneHne nopta B rpynny ucxogHoro IP-aa-
peca;

- remove — 3anpeT Ha yAaseHne nopTta U3 rpynnbl ncxogHoro IP-
afpeca.

BoccTaHaBnvMBaeT 3HaueHMe No YMOYaHUIO.

bridge multicast ipv6 mode
{mac-group | ip-group |
ip-src-group}

no bridge multicast ipv6 mode

-/mac-group

3afaeT pexum rpynnoBoi nepepayun gaHHbix ansa IPv6-naketos
MHOr0aZpecHOM PaccblIKu.

- mac-group — MHOroagpecHasa nepeaaya, ocHoBaHHaa Ha VLAN un
MAC-agpecax;

- ip-group — MHOroagpecHas nepegaya c Tunom ¢punbTpaumm, oc-
HoBaHHbIM Ha VLAN u agpece npuemHuKa B popmare IPv6;

- ip-src-group — MHoroaapecHaa nepegaya ¢ TMNOM GUAbTPaLUM,
ocHoBaHHbIM Ha VLAN v agpece otnpasutens 8 dopmare IPv6.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

bridge multicast ipv6
ip-address
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Peructpupyet rpynnosoi IPv6-agpec B Tabnuvue rpynnosoit agpe-
cauuu, v ctaTyeckn aobasnset/yaanset nHtepdeicol U3 rpynnbl.
- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — pobasnaeT nopTbl K rpynne;

- remove — yaanseT nopTbl U3 rpynnbl.

MepeuncneHne NHTepHENCoB OCYLLECTBAACTCA YEPes «—» U «,».

Ypansaet rpynnosoit IP-agpec 13 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpeLLaeT NOAK/IYEHWE HACTPaMBAaEeMOro nopTa/nopTos K rpyn-
nosomy IPv6-aapecy.

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — go6asneHne NopTa/MOPTOB B CMMCOK 3aMpPELLEHHbIX;

- remove — yaasneHune nopta/nopTos U3 CNMUCKa 3anpeLLeHHbIX.
MepeuncneHme nHTepdENcoB OCYLLECTBASETCS YEPES K—» U «,»

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

bridge multicast ipv6 source
ipv6_address group
ipbv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaeT cooTBeTCTBUE Mexay IPv6-agpecom nonb3osaTtena
W TPYNMnoBbIM apecom B Tabauvue rpynnoBoi agpecaumm, U cTaTu-
yeckun pobasnset/yaanaer uHTepdeincol U3 rpynmoi.

- ipv6_address — vcxoaHbiv IP-agpec;

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — gob6asuTb NOPTHI B rpynny ncxogHoro IP-agpeca;

- remove — y4anunTtb NOpTbl U3 rpynnbl UcxogHoro IP-agpeca.

BoccTaHaBnvBaeT 3HaueHMe No YMOIYaHWIO.
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bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBnvBaeT 3anpeT Ha pobasneHue/yaaneHWe COOTBETCTBUA
mexay IPv6-agpecom nonb3oBaTens v rpynnosbimM aapecom B Tab-
ivue rpynnoBoi agpecauun ana onpegeneHHoro nopra.

- ipv6_address — vucxopHbin IPv6-aapec;

- ipv6_multicast_address — rpynnosoli IPv6-agpec;

- add —3anpet Ha gobasneHune nopTa B rpynny ucxogHoro IPv6-aa-
peca;

- remove — 3anpeT Ha yaaneHune nopTa u3 rpynnbl ucxoaHoro IPvé-
agpeca.

BoccTaHaBnvBaeT 3HaveHMe No YMOYaHMIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl MOpmMos

Bug, 3anpoca KOMaHAHOMW CTPOKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica

rpynnbl NOPTOB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet

te port |
hu port

| port-channel group |

console (config-if)#

twentyfivegigabitethernet twe port | hundredgigabitethernet
range {..}}

Tabnunua 149 — KomaHabl perknuma KoHourypaumm nHtepdeiica Ethernet, VLAN, rpynnbl uHTepdelicos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast unregistered
{forwarding | filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHaBAMBaeT NpaBMIO Nepeaayn nakeToB C He3aperncTpmpo-
BaHHbIX rPYNMoBbIX a4pecos.

- forwarding — nepepaBaTb HesaperMcTpuMpoBaHHble MHOFOAz4-
pecHble naKkeThbl;

- filtering — dunbTpPOBaTL HE3aPETUCTPUPOBAHHDBIE MHOTOAAPEC-
Hble NakKeTbl.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHOM KOHOUIypaLmm:

console (confiqg) #

Tabnunua 150 — KomaHabl pexknma rnobanbHoN KoOHPUrypawmm

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast filtering

-/OTKNOYEHO

BratouaeT GMAbTPaLMIO rPYNnoBbIX 3 pecos.

OTKAoYaeT GUAbTPALMIO rPYNNOBbIX a4PECoB.

mac address-table aging-time
seconds

no mac address-table
aging-time

seconds: (10..400)/300
CeKyH[,

3apaeT Bpems xpaHeHna MAC-agpeca B Tabauue rnobansHo.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYaHUIO.

mac address-table learning
vlan vian_id

no mac address-table learning
vlan vian_id

vlan_id: (1..4094, all)/
BKJ/IIOYEHO

Bkatountb nsyyeHne MAC-agpecos B gaHHOM VLAN.

OTKAOUNTb M3yyeHne MAC-aapecos B saHHOM VLAN.
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mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
[permanent |
delete-on-reset |
delete-on-timeout | secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);

hu_port:
(1..8/0/1..32);
group: (1..128)

Lobasnaet ncxogHbit MAC-agpec B Tabaunuy rpynnosov agpe-
caumu.

- mac_address — MAC-appec;

- vlan_id — Homep VLAN;

- permanent — gaHHbIi MAC-agpec MOXHO yAanuTb TONbKO C
nomoulblo KoMaHabl no bridge address;

- delete-on-reset — gaHHbIN agpec yaanuTca nocne nepesa-
rPY3KW yCTPOMCTBA;

- delete-on-timeout — gaHHbIM agpec yaanuTca no Taim-ayry;
- secure — [aHHbIV agpec yAaNuTCA TONbKO C MOMOLLbIO KO-
MaHgpl no bridge address nav nocne Bo3spateHuna nopTa B pe-
UM 06y4eHus (no port security).

Yaoanaer MAC-agpec 13 Tabauubl rpynnoBoi agpecaumu.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | llc sap |
lic-snap pid ] {discard | bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic sap |
lic-snap pid]

ethtype:
(0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..OXFFFFFFFFFF)

Onpepaenset gelncTaune 414 NaKeTOB MHOTO3APECHOM PacCblIKM
C 3ape3epBMPOBaAHHOrO agpeca.

- mac_multicast_address — rpynnosoit MAC-agpec;

- ethtype — Tvn naketa Ethernet v2;

- sap —™vn naketa LLC;

- pid — Tvin nakeTta LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTbl nepepatoTca B pexxume bridge.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOWM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 151 — KomaHab! pexxunma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

OnucaHue

clear mac address-table
{dynamic | secure} [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Ypander cratMyeckue/avHamuyeckMe 3anucu u3  Tabauubl
rpynnoBow agpecaumu.

- dynamic — yaaneHve guHamMUYecKunx 3anucen;

- secure — yaneHune CTaTU4eCKMX 3anucei.

KomaHOwb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>
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Tabnuua 152 — KomaHap! pexkmuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
] [address mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MokasbiBaeT Tabanuy MAC-agpecoB Ans yKkasaHHOro nHtepdelica
Mbo Bcex HTepdencos.

- dynamic — npocmMoTp TONbKO ANHAMUYECKMX 3anucei;

- static — npocmoTp ToNbKO cTaTMYECKKX 3anuceit;

- secure — NPOCMOTP TO/IbKO 6e3onacHbIX 3anucei;

- vlan_id — vaeHTndUKaumMoHHbI Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table count
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKa3sbiBaeT KoanyecTBo 3anuceit B Tabanue MAC-agpecos gns
yKasaHHoro nHtepderica iMbo ansa Bcex MHTephencos.
- vlan_id — vaeHTUdUKaLMOHHBI Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ipbv6_source_address}]

vlan_id: (1..4094)

MoKa3sblBaeT TabamLy rpynnoBbIX agpecos AN YKa3aHHOro UHTep-
devica nmbo Bcex uHTepdeiicos VLAN (KomaHAaa AOCTYMNHA TONbKO
AN NTPUBUNETMPOBAHHOTO NOb30BaTENS).

- vlan_id — vaeHTudUKaumoHHbIi Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;

- ipv4_multicast_address — rpynnosoii IPv4-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-agpec UCTOYHUKaA;

- ipv6_source_address — IPv6-aapec UCTOYHMKA.

show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ibv6_multicast_address]
[source ipv4_source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MokasbiBaeT TabanuLy cTaTUYECKMX FPYNnoBbIX afpPecoB ANA YKa-
3aHHOro UHTepodelica 1Mbo Bcex MHTepdericos VLAN.
- vlan_id — wpeHTndnKaunoHHbIi Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoit IPv4-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- ipv4_source_address — IPv4-aapec UCTOYHWMKa;

- ipv6_source_address — IPv6-agpec UCTOYHUKaA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nosnHoM TabanLbl.

show bridge multicast filtering
vlan_id

vlan_id: (1..4094)

MokasbiBaeT KoHoUrypaumio GuabTpa rpynnosbIX agpecos Ans
yKasaHHoro VLAN.
- vlan_id — wpeHTMdMKaunoHHbI Homep VLAN.

show bridge multicast
unregistered [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MokasbiBaeT KoHoUrypaumio GpuabTpa ANs He3aperncTpupoBaH-
HbIX FPYNMNOBbLIX a4 PecosB.

show bridge multicast mode
[vlan vian_id]

vlan_id: (1..4094)

MOKa3biBaeT PeXnm rpynnosoi agpecaumu Aaa YKasaHHOro MH-
Tepoelica nmbo Bcex HTepoeiicos VLAN.
- vlan_id — vaeHTUdUKaumoHHbI Homep VLAN.

show bridge multicast
reserved-addresses

OTto6bparkaeT NpaBuaa, yCTaHOBAEHHble ANA rPYNnoBbiX 3apesep-
BUPOBAHHbIX a4 PECOB.
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HELTEX
Hpumepbl 8blMNo/IHEeHUA KOMGHG

BKkAountb dmAbTpaLUIO FPYNnNoBbIX aapecoB KommyTaTopom. 3aaatb Bpems xpaHeHua MAC-agpeca 400
CEeKYyHJA, pa3peLwunTb nepegavy Hes3aperncTpmMpoBaHHbIX MHOMOaApPeCHbIX NakeToB Ha 11 nopTy KommyTa-
TOopa.

console # configure

console (config) # mac address-table aging-time 400

console (config) # bridge multicast filtering

console (config) # interface tengigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding

console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, tel/2
19 224-239.13012.2.8 static te0/1-8

19 224-239.13012.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
224-239.13012.2.3 te0/8
19 224-239.130(2.2.8 te0/8

5.17.3 MLD Snooping — npomoKos KOHMponsa MHo2oadpecHo2o0 mpaduka e IPve

MLD Snooping — MexaHM3M MHOroaZpecHOM pPacCbiIKM  COOBLLEHWUIK, MO3BONAOWMN
MMUHUMU3NPOBATb MHOTOaAPECHbIN TpaduK B IPv6-ceTsx.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexkmMma rnobanbHON KOHPUrypaLmm:
console (confiqg) #

Tabnunua 153 — KomaHabl rnobanbHOro pexmma KoHoburypaumm

3HayeHue/3HayeHue

KomaHoa Aelicmeue
o ymMmon4aHuro
ipvé mid snooping [vlan Bkntoyaet MLD snooping.
vlan_id] vlan_id: (1..4094)
no ipv6 mid snooping [vlan -/BbIKNIOYEHO OTkntovaet MLD snooping.
vlan_id]
ipvé mld snooping vlan vian_id Pernctpupyert rpynnosoit IPv6-agpec B Tabauvue rpynnosoi agpe-

caumu u ctatmyeckn gobasnset/yganaet uHtepdeicsl U3 rpynmbl
ana Tekywen VLAN.
- ipv6_multicast_address — rpynnosotii IPv6-agpec;

static ipv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:

:;:r:irtﬁlve N (1..8/0/1..120); Mepeuncnexnme MHTEPGENCOB OCYLLECTBAETCA YEPEs «—» U «,».
yiivegle hu_port: (1..8/0/1..32);

twe_port | roup: (1..128)

hundredgigabitethernet group:{L..

hu_port | port-channel group}]
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no ipv6é mld snooping vlan
vlan_id static
ipv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

Ypanset rpynnosow IP-agpec U3 Tabanupl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipvé mid snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

[obasnseT npasuo, 3anpeLLatollee NopTam U3 CNUCKa PerncrTpm-
poBaTbCA Kak MLD-mrouter.

Ypansaet npasuo, 3anpeluarolee noptam M3 CNncka perncTpupo-
BaTbCA Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
-/BKAKOYEHO

M3y4yaTb NoOpTbl, NOAKAOYEHHble K mrouter no MLD-query-nake-
Tam.

He n3yyatb nopTbl, NOoAKAOYEHHbIe K mrouter no MLD-query-nake-
Tam.

ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipvé mid snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

[lo6aBnser cnMcok mrouter-nopTos.

Ypanaetr mrouter-noptbl.

ipvé mld snooping vlan vian_id
immediate-leave

no ipvé mid snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)
-/BbIKNIOYEHO

Bkntountb npouecc MLD Snooping Immediate-Leave Ha TekyLliel
VLAN.

OTKntounTb Npouecc MLD Snooping Immediate-Leave Ha TeKyuwen
VLAN.

ipvé mld snooping querier

no ipv6 mid snooping querier

-/BbIK/IOYEHO

BK/toyaeT noAaepiKKy Bbl4aum 3anpocos igmp-query.

OTKAoYaeT NoAAepsKKY BblAaun 3anpocos igmp-query.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-

gelica epynnsl nopmos, UuHmepgetca VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl nopToB U nHTepdeica VLAN:

console (config-if) #
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Tabnunua 154 — KomaHab! pexkuma KoHurypaumm nHtepdeiica (AuanasoHa nHtepdeliicos) Ethernet, uHtep-
deimca rpynnbl noptos, nHTepdeinca VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aeiicmeue

ipvé mid
last-member-query-interval
interval

no ipvé mid
last-member-query-interval

interval:
(100..25500)/1000
MUANCEKYHA,

3a4aeT MaKCMMasibHYIO 3afiepXKy OTBeTa Moc/iedHero useHa
rpynmnbl, KOTOPas MCMO/b3yeTcA A/1A BbIYMCNEHUA KOAa MaKCu-
ManbHOM 3aaep»KKku oteeTa (Max Response Code).

BocctaHaBnmBaeT 3HaveHue no YMONYaHULO.

ipvé mid
last-member-query-count
count

no ipvé mid
last-member-query-count

(1..7)/3HayenHne
nepemeHHomn
robustness

YcTaHaB/MBaeT KOIMYECTBO 3aNPOCOB, NMOC/E PACCIIKU KOTOPbIX,
KOMMYTaTOp ONpeaenfeT, YTO Ha AaHHOM NOPTY HET KeNatoLunx
y4acTBOBaTb B MHOTOAPECHOW PaccbliiKe.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ipvé mld query-interval value

no ipvé mid query-interval

value: (30..18000)/125
CeKYHA,

3afaeT MHTepBan PacCbiKM OCHOBHbIX MLD-3anpocos.

BocctaHaBnmBaeT 3HayeHue no YMONYaHULO.

ipvé mid
query-max-response-time
value

value: (5..20)/10

3aZaeT MaKCMMa IbHYHO 3aEePXKKY OTBETA, KOTOPasA UCMONb3yeTCA
AN BbIYUC/IEHUI KOLA MaKCUMa/IbHOM 3a4ePKKM OTBETa.

no ipvé mid CeRYHA BoccTaHaB/MBaET 3HaYEHME N0 YMONYAHMIO.
query-max-response-time
ipvé mld robustness value YcTaHaBAMBaeT 3HayeHMe Ko3dpPpuuMeHTa 0TKa3oyCTOMUYMBOCTU.
Ecnv Ha KaHane HabaogaeTca NoTepa AaHHbIX, KO3GPULMEHT OT-
value: (1..7)/2

no ipvé mld robustness

Ka30yCTOMYMBOCTU [0/KEH ObITb yBENNYEH.

BoccTaHaBnmBaeT 3Ha4yeHMe No YMOYAHMUIO.

ipvé mld version version

no ipv6 mld version

version: (1..2)/2

YcTaHaBAMBAET BEPCUIO MPOTOKO/A, AEUCTBYIOWYO Ha AaHHOM
nHTepoelice.

BoccraHaBnunBaeT 3HaYeHME NO YMONYAHMIO.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 155 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

show ipv6 mid snooping
groups [vlan vian_id] [address
ipv6_multicast_address]
[source ipv6 _address]

vlan_id: (1..4094)

OTob6parkaeT MHGOPMALMIO O 3aPEerncTPUPOBAHHBIX Fpynnax B Co-
OTBETCTBMM C 3a4aHHbIMM B KOMaHZe napameTpamu GuabTpaLmu.
- ipv6_multicast_address — rpynnosoit agpec IPv6;

- ipv6_address — IPv6-aapec NCTOYHUKA.

show ipv6 mid snooping
interface vian_id

vlan_id: (1..4094)

OtobparkaeT nHdopmaumio o KoHoburypauum MLD-snooping ans
naHHol VLAN.

show ipv6 mid snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OTo6parkaeT MHGOPMaLMIO 0 mrouter-noprax.

5.17.4 ®yHKyua oepaHuyeHua multicast-mpaduka

®YHKUMKM orpaHnyeHmsa multicast-tpaduka ncnonbayotTca gna yaobHON HACTPOMKM OrpaHuMuYeHus

NPOCMOTPA ONpeAeneHHbIX FPynn MHOrOaLPECHOMN PACCHIIKM.
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KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHOM KOHGUIypauum:

console (confiqg) #

Tabnunua 156 — KomaHabl perkuma rnobanbHoM KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

multicast snooping profile
profile_name

no multicast snooping pro-
file profile_name

profile_name: (1..32)
CUMBO/I0B

Mepexopn, B pexxnm KoHourypaumm multicast-npodpuns.

Ypanutb ykasaHHbIM multicast-npopune.
Multicast-npodunb moxet 6bITb yaaneH ToNbKo no-
. cne Toro, Kak 6yaeT oTBA3aH OT BCEX NOPTOB KOMMY-
TaTtopa.

KomaHObI pexcuma KoHgu2ypayuu multicast-npoguns

Bua 3anpoca KoMaHAHOM CTPOKM pexxnma KoHdurypaumm multicast-npoduna:

console (config-mc-profile) #

Tabnuua 157 — KomaHabl pexnma KoHdurypaumm multicast-npoduns

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

match ip low_ip [high_ip]

no match ip low_ip

low_ip: BannaHbIi mul-
ticast-agpec;
high_ip: BaangHbin mul-

3agaeT cooTBETCTBME NPOPUNA YyKazaHHOMY AnanasoHy IPv4 mul-
ticast-agpecos.

Ypanaet cootsetctBuMe Npoduaa ykasaHHOMY AmanasoHy IPv4

no match ipv6 low_ipv6
[high_ipv6]

high_ipv6: BanngHbiit IPv6
multicast-agpec

[high_ip] ticast-agpec multicast-agpecos.
match ipv6 low_ipv6 low_ipv6: BanngHbil IPv6 | 3aaaeTt cooTBeTCTBME NPOPUAA yKa3aHHOMY AnanasoHy IPv6 mul-
[high_ipveé] multicast-agpec; ticast-agpecos.

Ypansaer cootsetctBuMe Npoduaa ykasaHHOMY AuanasoHy IPv6
multicast-agpecos.

permit

no permit

-/no permit

B cnyyae HecooTBeTCTBMA OAHOMY M3 3afaHHbIX AMana3oHOB,
IGMP-report 6yayT nponycKaTbes.

B cnyyae HecooTBETCTBMA OAHOMY M3 3a[aHHbIX 4ManasoHoB,
IGMP-report 6yayT oTbpacbiBaTbCA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanazoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHpUrypaumnm nHtepoeiica:

console (config-if) #

Tabnunua 158 — KomaHabl pexkruma KoHourypaumm nHtepdelica (amanasoHa nHtepdeicos) Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeilicmeue

multicast snooping max-
groups number

no multicast snooping
maxgroups

number (1..1000)/-

OrpaHuM4MBaEeT KONMYECTBO OAHOBPEMEHHO MpPOCMaTpuBae-
MbIx multicast-rpynn gna nHtepdeiica.

CHMMaeT orpaHuyeHve Ha KOAMYecTBO OLHOBPEMEHHO Mpo-
CMaTpUBaeMBbIX rpynn Ans uHTepoelica.

multicast snooping add
profille_name

profile name: (1..32)

MpuBA3biBaeT yKasaHHbIM multicast-npodunb K uHTepdeiicy.

multicast snooping remove C“MBOJIOB Ypanaet cooTtBetctBMe multicast-npoduna (Bcex multicast-
{profille_name | all} npoounei) uHtepoeicy.
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KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console#

Tabnnua 159 — KomaHabl pexkmma EXEC

Komanda 3Ha4yeHue/3HayeHue Lleiicmeue
no ymon4aHuro
show multicast snooping OTo6parkaeT MHGOPMALMIO ANA BCEX NMOPTOB O TEKYLLEM KO-
groups count - INYeCTBe 3aperMcTPMPOBaHHbLIX FPYNM, a TaKKe MaKcumasb-
HOe BO3MOXHOE KO/IMYecTBO.
show multicast snooping profile name: (1..32) OTobparkaeT nHpopmaumio o multicast-npodunsax, Kotopbie
profile [profille_name] CMMBO/IOB 6b1 I CKOHOUTYPUPOBaHDI.

5.17.5 RADIUS-aemopu3sayus 3anpocose IGMP

JaHHbIA MexaHM3M NO3BONAET NPON3BOAMTb aBTOPU3aLLMIO 3anpocoB NpoTokona IGMP ¢ nomoubio
RADIUS-cepsepa. [na obecrneyeHna HaZEXHOCTU W pacnpefesieHUs HarpysKM MOXKEeT MCMo/1b30BaTbCA
Heckosibko RADIUS-cepsepoB. Bbibop cepBepa 414 OTNpPaBKM oO4YepedHOro 3amnpoca asTopu3aLum
NPOUCXOAUT CaydaHbiM obpasom. Ecnm cepBep He OTBETU/, OH MOMEYaEeTCA Kak BPeEMEHHO Hepabouuii, n
nepecrtaeT y4aCTBOBaTb B MeXaHM3Me Onpoca Ha onpegesieHHbli Nepuod, a 3anpoc OTCblIAeTcs Ha
cneayrowmii cepsep.

Mony4yeHHble aBTOPM3AUMOHHbIE JAaHHble XPaHATCA B K3W-MNAaMATM KOMMYyTaTopa B Te4yeHue
33ZlaHHOTO Nepuoaa BpemMeHu. ITo NO3BOJIAET YCKOPUTb NOBTOPHYO 06paboTky IGMP-3anpocos.

MapameTpbl aBTOPM3aLUM BKAOYAIOT B cebs:

=  MAC-agpec KNIMEHTCKOro YCTPOMCTBA;
"  WpeHTnudUKaTop NopTa KOMMYTATOPa;
= |P-agpec rpynnbl;

= PeweHune o goctyne — deny/permit.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bua, 3anpoca KOMaHAHOMN CTPOKM peRMMa rno6anbHOro KOHGUYpUpPoBaHMA:
console (confiqg) #

Tabnumua 160 — KomaHabl pexxknma rnobanbHOro KoHGUrypmMpoBaHus

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
ip igmp snooping authoriza- YcTaHaBAMBaEeT Bpema XM3HM B Kawe. Ecnv 3HayeHue
tion cache-timeout timeout PaBHO HY/IO — OTCYET BPEMEHW }KMU3HU OTKAKOUEH (3anuch

timeout: (0..10000) He yAanfaeTcs Co BpeEMeHeM).

— - - MunH/0
no ip igmp snooping authori-

. . YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
zation cache-timeout

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (duanasoHa uHmepaelicos) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHPUrypupoBaHus nHtepdelica:

console (config-if)#
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Tabnuua 161 — KomaHap! pexkxmuma KoHoUrypupoBaHua nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeiicmeue

multicast snooping
authorization radius
[required]

Bkntouaet aBtopusauuto 4vepe3s RADIUS-cepsep. Ecaum
YKasaH napameTp required, To B ciyyae HegoOCTYMHOCTH
Bcex RADIUS-cepBepos IGMP-3anpocbl UTHOpUpPYOTCA.

-/OTKNIOYEHO B npotMBHOM cnyyae IGMP-3anpoc 6yaer obpaboTtaH
Jae Npu OTCYTCTBMM OTBETA CEPBEPA.
no multicast snooping OTKNloYEeHMe aBTOpM3aLLUN.
authorization
. . BktoyaeT npeasaputenbHyto 06paboTky IGMP-3anpocos
multicast snooping
. 3 . Ha nopty Ao oteeta RADIUS-cepsepa. Mo noayvyeHuun
authorization forwarding-first
OTBETa OT CepBepa B C/y4yae MNOJIOKMUTENbHOINO OTBETa
noAnucKa OcCTaeTcs, B C/lyyae oOTpULATENbHOrO —
-/OTKAIOYEHO

no multicast snooping
authorization forwarding-first

yOanaeTcs, ecnv AONOIHUTENIbHO HACcTpoeHa GyHKUMSA ip
igmp snooping immediate-leave.

BoccTaHaBnmBaeT 3HavYeHMe No YMOYAHMUIO.

KomaHOb1 pexcuma EXEC

Bce KomaHAbl AOCTYMHbI TOAbKO ANS MPUBUNETMPOBAHHONO MO/b30BaTeNA.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 162 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show ip igmp snooping au-
thorization-cache

[interface gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port ]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..4);
twe_port: (1..8/0/1..120);

hu_port: (1..8/0/1..32)

OTobparkaeT cogeprKMmoe Kala asTopusaunmn IGMP.
Ecnn B KOMaHAe yKasaH uHTepdelic — To oTobparkatoTcs
TONbKO Te rpynmnbl, KOTOpble 3aperucTpupoBaHbl Ha
YKa3zaHHOM uHTepdeiice.

clear ip igmp snooping au-
thorization-cache

[interface gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..4);
twe_port: (1..8/0/1..120);

hu_port: (1..8/0/1..32)

OunwaeT Kaw aBTopM3aLuu.

Ecav B KOMaHAe YyKasaH wHTepdeilc — Kaw-3anucu
0YMLLAOTCA 1A YKa3aHHOro nHtepdelica.

Ecnun nHtepdeic He yKaszaH — K3l OYMLLAETCS MOIHOCTbHO.

5.18 MapuwpyTt1Msauma mHoroagpecHoro tpadpuka

5.18.1 NMpomokon PIM

PIM — NpoTOKON MHOTOaAPECHOW MapLpyTU3aLmMmn ans IP-ceTeld, CO34aHHbIN Ana peweHuns npobaem
rpynnoeoin mapupytmsauuun. PIM 6asupyeTtca Ha TPaAULMOHHbIX MapLWpPYTHbIX NPOTOKOAAX (Hanpumep,
Border Gateway Protocol), Bmecto Toro, utobbl co3gaBaTb COBCTBEHHYIO ceTeBylo Tonosnoruio. PIM
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nucnonb3yet unicast-tabnauuy MapwpytMsaumm  ana nposepkn RPF. 3Ta npoBsepKka BbINo/HAETCA
MapLipyTMsaTopamn, 4Tobbl ybeamntbca, YTo nepeaadya MHOroafpecHoro Tpaduka BbINOAHAETCA MO NyTH
6e3 netenb.

v/

RP (rendezvous point) — To4yka paHAeBYy, Ha KOTOpoW OyayT pPerucTpmpoBaTbCA WCTOUYHWUKMU
MHOTroaApecHbIX MOTOKOB M CO34aBaTb MapLUpPYT OT UCTOYHMKA S (cebs) ao rpynnbl G: (S, G).

PIM B VRF peanusoBaH ana IPv4.

BSR (bootsrtap router) — mexaHunsm cbopa nHbopmauum o RP KaHgmaaTax, opMMpoBaHUM CIMCKA
RP ana KarKaOW MHOroaApecHoOi rpynnbl M OTNPaBKa CNWMCKa B npeaenax gomeHa. KoHowurypauwma
MHOroaApecHon mapLupyTnsaumm Ha 6ase IPv4.

KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KOHOUIypaLumm:
console (config) #

Tabnunua 163 — KomaHabl perknma rnobanbHoM KoHPUrypauum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

ip multicast-routing pim [ vrf
vrf_name]

no ip multicast-routing pim [
vrf vrf_name]

-/MNo ymon4aHuio
DYHKLMA BbIKNOYEHa;
vrf_name: (1..32)
cumBona

BKAOYMTb MHOTOQApECcHY0 MapLlpyTmsauunto, npotokon PIM Ha
BCex MHTepdeicax.
- vrf_name — umsa BUPTYanbHOI 061aCTU MapLIpyTU3aLMM.

OTKNIOYNTb MHOFOAPECHYO MApLLPYTU3aUUIo U NpoTokon PIM.
- vrf_name — umsa BUPTYanbHOI 061aCTU MapLIpyTU3aLMM.

ipvé multicast-routing pim

no ipv6 multicast-routing pim

-/Mo ymonyaHuio
bYHKUMA BbIKNIOYEHA

BkatounTb ana IPvé MHOroaapecHyto MmapLupyTusauuto, NpoToOKO
PIM Ha Bcex uHTepdericax.

OTKAOYUTL ANnAa IPv6 mHOroagpecHyo mapLipyTnsaumio u NnpoTo-
kon PIM.

ip pim bsr-candidate
ib_address [mask] [priority
priority_num] [ vrf vrf_name]

no ip pim bsr-candidate [ vrf
vrf_name]

mask: (8..32)/30;
priority_num:
(0..192)/0;
vrf_name: (1..32)
cMmBosia

YKas3aTb YCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ip_address — BanngHblit IP-agpec KommyTaTopa;

- mask — macka noaceTu;

- priority_num — npuopuTeT;

- vrf_name — umsa BUPTYaNbHOI 061aCTU MapLUPyTU3ALLUM.

OTK/IlOYEHME AAHHOTO NapameTpa.

ipv6 pim bsr-candidate
ipbv6_address [mask] [priority
priority_num]

no ipv6 pim bsr-candidate

mask: (8..128)/126;
priority_num:
(0..192)/0

YKas3aTb YCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ipv6_address — BanngHblvi IPv6-agpec KommyTaTopa;

- mask — macka noaceTu;

- priority_num — npuopuTeT.

OTK/OYEHME AAHHOTO NapameTpa.

ip pim dm {range
multicast _subnet | default}

no ip pim dm {range
multicast _subnet | default}

BKAOUMTL MapLipyTU3aLmMio 3a4aHHOI0 AManasoHa My/IbTUKACT-
HbIX rpynn B pexume PIM-DM.
- multicast_subnet — mHoroagpecHas nozcetb;
- default — onpenenset amanasoH B 224.0.1.0/24.
KomaHay MOXKHO BBeCTM HECKO/IbKO pas, 3agaB He-
V CKOJIbKO AMana3oHoB.

OTKNIOYUTL AaHHBIN NapameTp.

ip pim rp-address
unicast_address
[multicast_subnet] [ vrf
vrf_name]

vrf_name: (1..32)
cMmBosIa

Co3paHune ctatuyeckoit Rendezvous Point (RP), aononHuTensHo
MOXHO YKa3aTb MHOroaApecHyto NoAceTb AN AaHHOW RP.

- unicast_addr — IP-agpec;

- multicast_subnet — mHoroagpecHas noaceTb;

- vrf_name — vma BMpTyanbHOM 061acTU MapLIPyTU3aLMK.
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no ip pim rp-address
unicast_address
[multicast_subnet] [ vrf
vrf_name]

YpaneHue ctatuyeckoli RP unuv yaaneHue RP ans ykasaHHou nog-
ceTu.

ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

no ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

Co3pgaHue ctatuyeckoit Rendezvous Point (RP), sononHuTensHo
MOKHO YKa3aTb MHOroaZpecHyto NoaceTb aaa AaHHOM RP.

- ipv6_unicast_addr — IPv6-agpec;

- ipv6_multicast_subnet — mHoroagpecHas noaceTb.

YpaneHue ctatuyeckoli RP unu yaaneHue RP gns ykasaHHoM nog-
ceTu.

ip pim rp-candidate
unicast_address [group-list
acc_list] [priority priority]
[interval secs] [ vrf vrf_name]

acc_list: (0..32)
cumBona
priority: (0..192)/192;
secs: (1..16383)/60

Co3paHune KaHgupata ans Rendezvous Point (RP)

- unicast_addr — IP-appec;

- acc_list — cnMcoK MHoroagpecHbix NpedurKcoB, 3a4aBaemblil C
nomolLupto ctaHaapTHoro ACL;

- priority — NPUOPUTETHOCTb KAaHAMAATA;

CeKyHA; - secs — Nepuog, oTNpPaBKU COOBLLEHWI;
vrf_name: (1..32) -vrf_name — umsa BUpTYyanbHOI 061aCTU MapLIPYTU3ALMM.
no ip pim rp-candidate CMmBO/1a OTKAlOYEeHME JaHHOro NapameTpa.
unicast_address [ vrf vrf_name]
ipv6 pim rp-candidate CospaHue kaHanaata ana Rendezvous Point (RP)
ipv6_unicast_address ) - ipv6_unicast_addr —IPv6-agpec;
- . i acc_list: (0..32) . o
[group-list acc_list] [priority - acc_list — cnMCOK MHOroaZpecHbiXx NpedurKcoB, 3a4aBaembli C
cumBona

priority] [interval secs]

no ipv6 pim rp-candidate
ipv6_unicast_address

priority: (0..192)/192;
secs: (1..16383)/60
CEKYHA,

nomolLpto ctaHaapTHoro ACL;
- priority — NpMOPUTETHOCTb KaHAMAATA;
- secs — Nepuog oTnpPaBKU COOBLLEHUIA.

OTK/IlOYEHME AaHHOrO NapameTpa.

ip pim ssm {range
multicast_subnet | default} [
vrf vrf_name]

vrf_name: (1..32)

YKa3aTb MHOroaApecHyto NoaceTb

- range — yKa3aTb MHOTOaApecHyto NoACeTb;

- multicast_subnet — MHOroagpecHas NoACeTb;
- default — ykasatb ananasoH 8 232.0.0.0/8;

cumBona - vrf_name — umsa BUPTYanbHOM 061aCTU MapLIpyTU3aLUM.
no ip pim ssm [range OTKNlOYeHMe AaHHOro napameTpa.
multicast_subnet | default] [
vrf vrf_name]
ipv6 pim ssm {range YKa3aTb MHOroaZipecHyto noacetb
ipv6_multicast_subnet | - range — yKa3aTb MHOrOaApecHyto NoACceTb;
default} ) - ipv6_multicast_subnet — mHoroapecHasa noaceTb;
- default — ykasatb amanasoH B FF3E::/32.
no ipv6 pim ssm [range OTKNlOYEeHWe AaHHOTO NapameTpa.
ipv6_multicast_subnet | -
default]
ipv6 pim rp-embedded BKAtOUNTL paclumpeHHbI pyHKUMoHan rendezvous point (RP).
-/BKAtOYEHO

no ipv6 pim rp-embedded

OTKAOYUTL paclUMpeHHbI GpyHKUMOHan rendezvous point (RP).

ip multicast multipath {group-
paths-num | group-next-hop} [
vrf vrf_name]

no ip multicast multipath [ vrf
vrf_name]

-/BbIK/OYEHO;
vrf_name: (1..32)
cumBona

BkntoyaeT 6anaHcMpoBKy naketos PIM Join B CTOPOHY JOCTYMHbIX
RP.

- group-paths-num — metog 6anaHCMPOBKK, NPU KOTOPOM XelLl
byHKLMA, NoACYMTaHHAA Ha OCHOBE aApeca rpynnbl, AeAUTcA No
moaynto Ha N, rae N — KoanyecTso A0CTynHbIX RP.

BbllWweyKa3aHHbIi meToa HeobxoAnuM ANA KOPPEKTHOMU
l pa6oTbl 6anaHCUPOBKMU npu MCNONb30BaHUU
- EVPN/VXLAN. Ha npakTMKe OH NPUBOAMT K K CUHXPOHU-
3aumn» VTEP u Bbi6bopy oaHoro u Toro e RP gna or-
npaBKu TpadurKa KOHKPETHOM rpynnbl.

- group-next-hop — meTop 6anaHCMPOBKM, NPU KOTOPOM NOACHET
xelw oyHKUMM 6asupyeTca Ha agpece rpynnbl U agpece next-hop.

Mo ymonuaHuio B cayyae Haanumsa B Tabauue mappyt-
! TM3aumum 6onee ogHoro mapwpyta ao RP, PIM Join or-
npasnserca B cTopoHy PIM coceaa ¢ Hanbonbwmm IP.
- vrf_name — vma BMpTyanbHOW 0bnacTh mapLipyTM3aumm.

YcTaHaBAWBaeT 3Ha4YeHue no YMOYaHUIO.
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KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet, VLAN, epynnei nopmos

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-if) #

Tabnunua 164 — KomaHabl pexkmuma KoHourypaumm nHtepdelicos Ethernet, VLAN, rpynnbl nopTos

no ip (ipv6) pim dr-priority

(0..4294967294)/1

3HayeHue/ 3HayeHue "
KomaHoa / Aelicmeue
no ymosn4aHuro

ip (ipv6) pim BkatoueHue PIM Ha uHTepodeiice.

— - -/BKNIOYEHO —
no ip (ipv6) pim BoikntoueHue PIM Ha uHtepdevice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepeaayvy BSR-coobuieHnin ¢ nHtepdelica.

— -/OTKNO4EHO
no ip pim bsr-border OTKNloYeHWe JaHHOro napameTpa.
ip (ipv6) pim dr-priority priority YKasaHue npuopuTeTa ana Bbibopa DR-poyTepa.

iorit - priority — npuoputeT DR-poyTepa onpeaenstowuii, KTo U3 Kom-
priority:

myTaTopoB cTaHeT DR-poyTepom. KommyTaTtop ¢ HaumbosbwimMm
3HayeHuem cTtaHeT DR-poyTepom.

Bo3BpalaeT 3Ha4yeHMe No YMOHaHUIO.

ip ip (ipv6) pim hello-interval
secs

no ip (ipv6) pim hello-interval

secs: (1..18000)/30 cek

YKasaHue nepuoga otnpaeku hello-nakeTos.
- sec — nepwog, otnpasku hello-naketos.

Bo3BpalaeT 3Ha4yeHMe No yMOYaHUIO.

ip (ipv6) pim
join-prune-interval interval

interval: (1..18000)/60

YKa3aTb UHTEpBas, B TeYEHNE KOTOPOro KOMMYyTaToOp OTCbliaeT
join unu prune-coobuweHuns.
- interval — nepvog, BpemeHu OTNPaBKK join, prune coobLeHWIA.

no ip (ipv6) pim neighbor-filter

. - CeKyHA,
no ip (ipv6) pim Bo3BpalyaeT 3Ha4YeHMe MO YMONYAHMIO.
join-prune-interval
ip (ipv6) pim neighbor-filter dunbTpaums Bxogawmx PIM-coobuieHunit.
acc_list acc_list: (0..32) - acc_list — cnMCOK aApecoB, Ha OCHOBE KOTOPbIX NPOM3BOAMUTCA
cumBoNna dunbTpaums.

OTKAKOYEHME 4aHHOro NapameTpa.

ip igmp static-group group-
address [ sourse sourse_addr ]

no ip igmp static-group group-
address [ sourse sourse_addr ]

BKkAtounTb cTaTMYeckuin 3anpoc multicast-rpynnbl Ha MHTep-
delice.

- group_address — IP-agpec rpynnbl;

- source_addr — |P-agpec UCTOYHMKA rpynnbl.

' Ha uHtepdeiice aonkeH 6biTb BKAtoueH PIM.
.

BbIKNOUMTL CTaTMYeCKMI 3anpoc multicast-rpynnbi.

KomaHOowb! pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 165 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

show ip (ipv6) pim rp mapping
[RP_addr] { vrf vrf_name | all}

vrf_name:
(1..32) cumBona

OTo6parkaeT akTUBHble RP, cBA3aHHbIE C MapLWPYTHOM MHPOPMa-
umen.

- RP_addr — IP-agpec;

- vrf_name — ums BUpTYyanbHOI 061aCTU MapLLpPYTU3aLMN.
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show ip (ipv6) pim neighbor
[detail] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group|
vlan vian_id] { vrf vrf_name |
all}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
vrf_name:
(1..32) cumsona

OtobpaxkaeT uHoopmaumio o PIM-coceasax.
- vrf_name — umsa BUpPTyanbHOM 061aCTU MapLUpPYTU3aLMK.

show ip (ipv6) pim interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group|
hundredgigabitethernet
hu_port | vlan vian_id |state-
on | state-off] { vrf vrf_name |
all}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
vrf_name:
(1..32) cumBona

OTobpaxkaeT nHdopmaumio no PIM-unHtepdericam:

- state-on — oTob6pakaeT Bce MHTepdeiichl, rae BrAoYeH PIM;

- state-off — oTo6parkaeT Bce nHTepdelichl, rae BoikatoueH PIM;
- vrf_name — ums BupTyanbHOM 061aCTU MapLLPYTM3aLUu.

show ip (ipv6) pim group-map
[group_address] { vrf vrf_name

| all}

vrf_name:
(1..32) cumBona

OTobpaxkaeT TabamLy NPMBA3KM MHOTOaAPECHbIX rpynm.
- group-address — agpec rpynnbi;
- vrf_name — vms BUpTyanbHoI 061acTu MapLipyTU3aLmm.

show ip (ipv6) pim counters {
vrf vrf_name | all}

vrf_name:
(1..32) cumBona

OTobpaxkaeT cogepkmmoe PIM-cyeTumnkos.
- vrf_name — ums BupTyanbHOM 061acTU MapLpyTU3aLmm.

show ip (ipv6) pim bsr election
{ vrf vrf_name | all}

vrf_name:
(1..32) cumBona

OtobpaxkaeT uHoopmaumio o BSR.
- vrf_name — uma BupTyanbHOM 061aCTM MapLUpyTM3aLuu.

show ip (ipv6) pim bsr rp-cache
{vrfvrf_name | all}

vrf_name:
(1..32) cumBona

OTo6parkaeT MHGOPMALMIO O U3YYEHHDbIX KaHaMAaTax 8 RP.
- vrf_name — ums BUpTYyanbHOI 061aCTU MapLUpPYTU3aLMN.

show ip (ipv6) pim bsr
candidate-rp { vrf vif_name |
all}

vrf_name:
(1..32) cumBona

OTobparkaeT cocToaHUe KaHguaaTos B RP.
- vrf_name — ums BupTyanbHOM 061aCTM MapLLpyTM3aLUu.

clear ip (ipv6) pim counters {
vrfvrf_name | all}

vrf_name:
(1..32) cumBona

O6HynaeT PIM-cueTymKku.
- vrf_name — ums BupTyanbHOM 061aCTU MapLLpPyTM3aLuUu.

[pumep UCnoa15308aHUS KOMAHO

basoBas HacTpoiika PIM SM c ctatnyeckum RP (1.1.1.1). NpeasaputenbHo A0MKeH 6biTb HACTPOEH NpPoTo-

KON MapLIpyTU3aLmu.

console# configure

console (config)# ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.18.2 ®dyHkyusa PIM Snooping

®dyHKumMA PIM Snooping ncnonb3yeTca B ceTaAX, IAe KOMMYTAaTOp UCMNOJHAET posb L2-ycTpoicTea
mexay PIM-mapupyTtusatopamu.

OcHoBHoOW 3aga4deit PIM Snooping saBasaeTca npeaocTaBieHne MHOroaapecHoro TpadmKa ToNbKo
015 TeX NOPTOB, C KOTopbIx bblnK noayyeH PIM Join, PIM Register.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume r1o6anbHon KoHGUrypaumm:

console (config) #
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Tabnunua 166 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HaveHue/3HauveHue "
KomaHoda / Aelicmsue
no ymosan4aHuro
ip pim snooping PaspewunTb ncnonbsoaHune ¢yHKUMM PIM Snooping KommyTaTo-
—/BbIKNOYEHO pom.
no ip pim snooping 3anpeTnTb UCNOb30BaHME GYHKLMUK
ip pim snooping vlan PaspewwnTb ucnonbsosaHune GyHKUnm PIM Snooping kommyTaTo-
vlan_id pom gns gaHHoro uHtepderica VLAN.
vlan_id: (1..4094) vlan_id — naeHTMPUKaUMOHHBbI Homep VLAN.
no ip pim snooping vlan 3anpetuTb ucnonbsoBaHue GpyHkumm PIM Snooping kKommyTaTo-
vlan_id pom gns gaHHoro uHtepderica VLAN.
KomaHOb! pexcuma EXEC
BunAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#
Tabnnuya 167 — KomaHgb! pexkmuma EXEC
3HavyeHue/3HayeHue "
KomaHda / Aelicmsue
110 YyMOMYAHUIO
show ip pim snooping — MokaszaTtb 06wy MHGOPMALUIO O HACTPOMKaX.

show ip pim snooping vlan MoKa3aTb CTaTUCTUKY KOHTPO/IA MHOTOaApecHoro Tpaduka B

vlan_id: (1..4094)

vlan_id naHHou vian.
show ip pim snooping groups — MoKa3aTb CNUCOK 3aperncTpUpPOBaHHbBIX rpynn.
sh ip pim snooping neighbors — MoKa3aTb CNUCOK 3aperncTpMpoBaHHbIX y4acTHUKOB PIM.

5.18.3 NMpomokon MSDP

MpoToKon O6HapyXKeHUA UCTOYHMKOB MHOroagpecHol paccblikm (MSDP) ucnonbsyetca ans
obmeHa MHopmaumert 06 nctoyHukax Multicast-tpadpuka mexxkgy pasHbimu PIM-gomeHamu. MSDP-
coeanHeHMe 0bblYHO YCTaHAaBAMBAETCA MexXay RP Kaxaoro gomeHa.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHPUrypaummu:
console (config) #

Tabnnua 168 — KomaHabl pexuma rnobanbHom KoHduUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o ymon4aHuro
router msdp BKntounTb npotokon MSDP 1 nepeiTn B pemMm ero KoH-
durypauymmn.
no router msdp OcTtaHoBUTb NpoToKoa MSDP 1 yaanutb BClo ero KOHpUry-
pauuto.
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KomaHObI pexcuma KoHgu2ypayuu npomokxosaa MSDP

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume KoHpurypaumm npotokosna MSDP:

console (config-msdp) #

Tabnnua 169 — KomaHabl pexkuma KoHpurypauum npotokona MSDP

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

connect-source ip_address
-/IP-agpec He Ha3HaueH

no connect-source

HasHauntb IP-agpec, KoTopblii ByaeT Mcnoib3oBaH B KayecTse
nexogAawero npu coeguHeHnmn ¢ MSDP-nupom.

YCTaHOBWTb 3HaYEHUE MO YMOIYaHUIO.

cache-sa-holdtime secs secs: (150..3600)/150

CeK

no cache-sa-holdtime

YCTaHOBUTb Bpema xu3Hu SA-3anucu B KaLe.

YCTaHOBUTb 3HaYeHME NO YMO/T4HaHULO.

holdtime secs

secs: (3..150)/75 cek

no holdtime

YcTaHoBUTL Tamep holdtime. Eciv B TeyeHue 3Toro Bpe-
MeHW He byaeT npuHATo keepalive-coobuieHne, To coeau-
HeHue ¢ cocefom cbpacbiBaeTcs.

YCTaHOBWUTb 3HAYEHNE NO YMONYAHMUIO.

keepalive secs
secs: (1..60)/30 cek

no keepalive

YCTaHOBUTL WHTEpPBan Mmexay oTtnpasBkoi keepalive-
coobueHun.

YCTaHOBWUTb 3HAYEHWE NO YMONYAHMIO.

originator-ip ip_address
-/IP-agpec He Ha3HaueH

no originator-ip

HasHauuTb IP-agpec, ucnonbsyemblit B KauyecTse agpeca RP
B McxogAawmx coobueHmnax SA.

YCTaHOBUTb 3HAYEHWE NO YMONYAHMIO.

peer ip_address

no peer ip_address

[o6asutb B KOHOUrypaumo MSDP-nvMp n BONTK B pexXUM
ero KoHpurypauum.

Yaanute MSDP-nnp.

KomaHObI pexcuma KoHguaypauuu MSDP-nupa

Bupg 3anpoca KOMaHAHOM CTPOKK B pexkume KoHpurypaumm MSDP-nupa:

console (config-msdp) #

Tabnunua 170 — KomaHapl pexkuma KoHdurypaumm MSDP-nupa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aeiicmeue

connect-source ip_address
—/IP-aapec He Ha3Ha-

yeH

no connect-source

HasHauuTb IP-agpec, KoTopbii byaeT MCnob30BaH B KaYecTBe UC-
xo4Aawero npu coeanHeHnm ¢ MSDP-nnpom.

YCTaHOBWUTb 3HaUEHME MO YMONYAHMIO.

description text
no description

text: (1..160) cumBona

3apatb onvcaHne MSDP-nmpa.

Ypanutb onucaHue.

mesh-group name
no mesh-group

name: (1..31) cumeona

[obasutb cocega kK MESH-rpynne.

Ypanutb cocepa.

sa-filter { in | out }
sec_num { permit | deny }
[ rp-address ip_addr_rp |
group-address ip_addr_gr
| source-address
ip_addr_src]

sec_num:
(0..4294967294)

Co3aaTtb npasunio GpunbTpaLmm SA-coobLLEeHNN:

- permit — paspewatoLiee npasuao GuabTpaLmm;

- deny — 3anpewatolee npasuao GuabTpaLmm;

- sec_num — HOMep CeKLUW NpaBuna;

- ip_addr_rp — ¢unbTpauus no agpecy RP;

- ip_addr_gr — $unbTpauma no agpecy rpynnol;

- ip_addr_src — ¢unbTpauma no agpecy uUctouHuka Multicast-
TpaduKa.
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no sa-filter { in | out } YaanaeT co3gaHHyo ceKkumio npasuna.

sec_num

shutdown AOMWHUCTPATUBHO BbIKAOYUTL ceccunto ¢ MSDP-nupom, He yaa-
— /BbIK/IIOYEHO NAA ero KoHeUrypaumu.

no shutdown YCTaHOBUTb 3Ha4YeHUe No YMOAYAHUIO.

KomaHOb1 pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunuya 171 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
no yMmon4aHuro
show ip msdp peers [ ip_addr] MokaszaTb MHGOpPMaLMIO O HAaCTPOEHHbIX NUpax, cTaTyce coeam-
_ HeHWA, HacTPOMKax NMPOB, a TaK¥Ke CTaTUCTUKY 0bmeHa cooblue-
HMAMKM npoTokona MSDP
- ip_addr — IP-appec nupa.
show ip msdp source-active - MoKasaTb cogepskmmoe Kawwa SA.
show ip msdp summary — MokasaTb cymmapHyto nHbopmaumio npotokona MSDP.
clear ip msdp counters — OBHYNUTb CYHETUMKN.
clear ip msdp peers [ ip_addr] MNepeycTaHoBUTL coeamHeHnsa ¢ MSDP-nupamu
- ip_addr — 1P-appec nupa.

5.18.4 ®dyHkyua IGMP Proxy

®PyHKUMA MHOroagpecHon mapwpyTtmnsaumm IGMP  Proxy npegHasHadeHa pJna peanunsaumu
YNPOLLEHHOW MapLpyTM3auuM MHOFOQZPECHbIX AAHHbIX MeXAy CeTAMMW, ynpaBaaeMon Ha OCHOBaHUMU
npotokona IGMP. C nomouwbto IGMP Proxy ycTponcTBa, He HaxoAallMecA B OAHOM CETU C cepBepom
MHOT0aApPeCHON PacCbi/IKN, UMEIOT BO3MOXKHOCTb MOAKAH0YATLCA K MHOTOQAPECHbIM rpynnam.

MapwpyTmM3aLmsa  OCyLEeCcTBAAETCA Mexay uHTepdelicom BblwectosAwen cetm  (uplink) wu
nHTepdericamm Hmxectoawmx ceteli (downlink). Mpu atom Ha uplink-uHTepdeiice KommyTaTop BeAeT cebs
Kak 0bblYHbIN MosyyYaTenb MHoroagpecHoro Tpaduka (multicast client) u dopmupyetr cobcTBeHHbIe
coobuweHuna npotokona IGMP. Ha mHTepdeiicax downlink kKommyTaTtop BbICTynaeT B KayecTse cepsepa
MHOTrOoagpecHOM paccbinkn U 0bpabaTbiBaeT coobuweHna NpoTokoaa IGMP OT yCTPOICTB, NOAKNOUYEHHDIX K
3TMM MHTepdeicam.

V KonunuectBo nogaepKMBaembix rpynn MHOroaapecHoi paccbiiku npotokonom IGMP Proxy
yKasaHo B Tabauue 9.

V IGMP Proxy nogaep*usaet go 512 downlink-untepdeiicos.

V OrpaHuyeHus peanusaumm ¢pyHkummn IGMP Proxy:

- IGMP Proxy He noaaepKuBaeTca Ha rpynnax arperauum LAG;

- MoXeT 6bITb onpeaeneH ToNbKO 0ANH MHTepdeiic BbilecToAL el ceTu;

- Npu ucnonb3osaHun sepcum V3 npoTtokona IGMP Ha uHTepdeiicax K HUMKeCToALLEeN ceTu,
obpabaTtbiBaloTca TONbKO 3anpocbl Tuna exclude (*,G) u include (*,G).
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KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU peXnma rnobanbHoOM KOHGUIypauum:
console (confiqg) #

Tabnunua 172 — KomaHab! perkuma robanbHoM KoHpUrypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

ip multicast-routing
igmp-proxy

no ip multicast-routing

-/To ymon4aHuio
DYHKLMA BbIKAIOYEHA

PaspeluaeT paboTy mapLIpyTU3aL MM MHOTOaAPECHbIX AaHHbIX HA
CKOHOUIYPMPOBaHHbIX UHTepdelicax.

3anpelaeT paboTy MapLIpyTU3aLMUM MHOFOAAPECHbIX AaHHbIX Ha

CKOHOUIYPUPOBaHHbIX UHTEPdENicax.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet, VLAN, uHmepdgelica epynnel nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypauum wuHtepdeitcos Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnnua 173 — KomaHabl pexkmuma KoHourypaumm nHtepdericos Ethernet, VLAN, rpynnbl nopTos

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ip igmp-proxy {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

KoHdurypupyemblin nHTepdeic asnaetca nHTepdbencom K Huxe-
croswen cetn. KomaHaa HazHavaeT cBA3aHHbIN uplink-uHTepdeiic,
YYacTBYIOLMIA B MapLIpyTM3aLMK.

ip igmp-proxy downstream
protected interface { enable |
disable}

no ip igmp-proxy downstream
protected interface

BKNOUMTL 3aWmTy No HUcxoaawemy nHtepdeiicy. IPv4 multicast-
TpaduK, NOCTyNaoWMn Ha NHTepdelic, He ByaeT nepeHanpaBeH.

OTKNOUYUTD 3aLUMTY NO HUCXOAALWEMY UHTepbeNcy.

ip igmp static-group group-
address [ sourse source_addr ]

no ip igmp static-group group-
address [ sourse source_addr ]

BK/tOUMTL cTaTUyeckuit 3anpoc multicast-rpynnbl Ha WHTEp-
deiice.

- group_address — IP-agpec rpynnbl;

- source_addr — IP-agpec UCTOYHMKA rpynnbl.

l Ha nHtepdeiice aonkeH 6biTb BkAtoueH IGMP Proxy.
.

BbIKNIOUUTL CTaTUYECKUiA 3anpoc multicast-rpynnbi.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnnua 174 — KomaHabl pexkuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
show ip mroute - KomaHaa npeaHasHadeHa AN NpocMOoTpa CMMCKOB MHOroagpec-
[ip_multicast_address HbIX rpynn. BoamoxeH BbI6Op rpynn no agpecy rpynnbl Uav no
[ip_address]] [summary] afpecy UCTOYHMKA MHOTFOaAPECHbIX AAHHbIX.
- ip_multicast_address — |P-agpec rpynnbi;
- ip_address — IP-agpec UCTOYHUKa;
- summary — KpaTKoe cogepiKaHuWe Kaxgow 3anmcu B MHOroas-
pecHoi Tabavue MapLpyTM3aumm.
show ip igmp-proxy interface gi_port: (1..8/0/1..48); | Undopmaums o ctaTyce IGMP-proxy NpMMeEHUTENbHO K UHTEp-
[vlan vian_id | gigabitethernet te_port: (1..8/0/1..48); | deiicam.
gi_port | tengigabitethernet twe_port:
te_port | (1..8/0/1..120);
twentyfivegigabitethernet hu_port: (1..8/0/1..32);
twe_port | group: (1..128);
hundredgigabitethernet vlan_id: (1..4094)
hu_port | port-channel group]

[pumepbl 8b1M0MHEHUS KOMAHO

consolef#show ip igmp-proxy interface

* — the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
v1lan30 downstream default - -

5.19 ®PyHKUMM ynpaBneHusa

5.19.1 MexaHu3m AAA

Ona obecneyeHnsa 6e30MaCHOCTU CUCTEMbI MCMOAL3YETCA MexaHusm AAA (ayTeHTUdUKaLms,
aBTOpM3auMA, yyeT).

— Authentication (ayTeHTUdUKaumMa) — conocTaBneHMe 3anpoca CyLLecTBYoLWEen y4ETHOMN 3a-
nucu B cucteme 6e30nacHoOCTu.

— Authorization (aBTopuM3auma, NpoBepKa YPOBHA A0CTyNa) — conocTas/ieHne y4éTHOM 3anncu
B cucTeme (npoluealuein ayteHTMdMKaLMIO) M onpeaenEHHbIX NOHOMOUMIA.

— Accounting (y4éT) — cnexeHue 3a noTpebaeHMeM pecypcoB No/ib30BaTeNEM.

Ons wudpoBaHUA AaHHbIX UCNOMb3YeTcA MexaHn3m SSH.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KoOHOUIypaLumm:

console (config) #
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Tabnuua 175 — KomaHap! pexkmuma rnobanbHon KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

aaa authentication login
{authorization | default |
list_name} method_list

no aaa authentication login
{default | list_ name}

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);

-/MNo ymon4aHuio
OCYLLECTBAAETCA NPOBEPKa
no /IoKanbHoM 6ase
OaHHbIX (aaa
authentication login
authorization default local)

YcTaHaBAMBaeT cnocob ayTeHTUdUKaLMKM AN BXOAA B CUCTEMY.
- authorization - pa3speluaeT NPOXoXxKaeHNe aBTopmnsaLmm no
OMUCAHHBIM HUXE MeToAam;
- default — ucnonb3oBaTb Ana ayTeHTUPUKAUMKM ONUCAHHbIE
HUXe meToapl;
- list_name —umsa cnucka ayTeHTUPUKALMOHHbIX METOA0B, aKTU-
BM3MPYIOLLEroCcs, KOraa Nosb3oBaTeslb BXOAUT B CUCTEMY.
OnucaHue metogos (method_list):
- enable — ncnonb3oBaTb NApPO/b ANA ayTeEHTUDMKALUM;
- line — ucnonb3oBaTb NAPONb TEPMUHANG ANA ayTEHTUDUKALUWK;
- local — ncnonb3oBaTb NOKaNbHYO 6a3y MMeH Nonb3oBaTenei
Ana ayteHTMduKaumm;
- none — He NCNo/b30BaTb ayTEHTUDUKALMIO;
- radius — vcnonb3oBaTb cnucok RADIUS-cepBepoB a0 ayTeHTU-
duKaumu;
- tacacs — ncnonb3osaTtb cncok TACACS cepsepoB A41a ayTEHTU-
duKaumm.

V Ecnn metop ayTeHTUPMKALMM He onpepeneH, To

AOCTYN K KOHCONM BCeraa ycnewHbli.

V Co3paHue CMUCKA OCYLLeCTBNAETCA KOMaHA0M:
aaa authentication login list_name method._list.
Ucnonb3osaHue cnucka:
aaa authentication login list-name

’ | Bo usbexkaHue notepu AOCTyna cnegyeTr BBOAUTb
. Heo6X0AUMbBIA MUHMMYM HACTPOEK ANA YKa3biBa-
eMoro MeToAa ayTeHTupuKaumu.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

aaa authentication enable
authorization {default |
list_name} method_list

no aaa authentication
enable authorization
{default | list_name}

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);
-/Mo ymonyaHuio
OCyLLLEeCTBAAETCA MPOBEpPKa
no /IoKanbHoM 6ase
OaHHbIX (aaa
authentication enable
authorization default
enable)

YcTaHaBAMBaeT cnocob ayTeHTUPMKauMmM Mpu  MNOBbIEHUN
YPOBHSA NPUBWUAETUIA ANA BXOAA B CUCTEMY.
- authorization - pa3spellaeT NPOXOXKAeHNe aBTOpPU3aL MM No
OMUCAHHbBIM HUXE MeTo4aM;
- default — ucnonbsoBaTb gna ayTeHTUOUKALMM OMUCAHHbIE
HUKe MeTozbl;
- list_name — nma cnncka ayTeHTUPUKaLMOHHBIX METOA0B, aKTK-
BM3UPYIOLLEroca, Koraa nosb3oBaTeslb BXOAUT B CUCTEMY.
OnucaHune metoaos (method_list):
- enable — ncnonb3oBaTb NApPoO/b ANA ayTEHTUDUKALUM;
- line — ucnonb3oBaTb NAPOb TEPMUHANA ANA ayTEHTUPUKALUM;
- local — ncnonb3oBaTh /IOKabHYO 6a3y UMeH nosib3oBaTenemn
ANA ayTeHTUOUKaLmMu;
- none — He UCNo/b30BaTb AyTEHTUDUKALMIO;
- radius —ncnonb3oBaTb cnncok RADIUS-cepBepoB a/1a ayTeHTU-
duKaumu;
- tacacs — ncnonb3osaTb cnnucok TACACS-cepBepoB AnA ayTeHTU-
duKaumm.

V Ecan meTop, ayTeHTUOUKALUKN He onpeseneH, To

AOCTYN K KOHCONU BCeraa ycnewHbli.

V Co3paHue CNUCKA OCYLLEeCTBAAETCA KOMAHA0M:
aaa authentication login list-name method_list.
Ucnonb3oBaHue CNUCKa:
aaa authentication login list-name
Bo usbexkaHue notepu Joctyna cieayeTt BBOAUTb
! HeobXoAMMbIIi MUHUMYM HacTpOeK AN1A YKa3biBa-
eMOoro MeToga ayTeHTUGMKauuu.

YcTaHaBAMBaeT 3HaYeHUe No YMOIHAHUIO.
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enable password password
[encrypted] [level level]

no enable password [level
level]

level: (1..15)/1;
password: (0..159)
CMMBOJI0B

YcTaHaBAMBaeT Napob ANA KOHTPONA U3MEHEHWUA NPUBUAETUI
[0CTyna nonb3oBaTenen.

- level — ypoBeHb npuBMnerni;

- password — naposb;

- encrypted — 3apatb 3aWMGPOBaHHbIM Naposb (Hanpumep, Na-
ponb B 33WMPPOBAHHOM BMAE, CKOMUPOBAHHLIN C ApYroro
yCTPOICTBA).

YpaanseT naposb 418 COOTBETCTBYIOLLEr0 YPOBHA NPUBKUAETUA.

username name
{nopassword | password
password | password
encrypted
encrypted_password |
encryption-algorithm
encryption-algorithm }
[priveliged /evel]

no username name

name: (1..20) cumBoNI0OB;
password: (1..64)
CMMBO/10B;
encrypted_password:
(1..64) cumBonos;
encryption-algorithm:
sha-512,sha-1, md5 /sha-1;
level: (1..15)

[obasnaeT nonb3oBaTens B I0KaNbHYO 633y AaHHbIX.

- level — ypoBeHb NpuBUAETUiA;

- password — naposb;

- name — UMA NoONb30BaTeNA;

- encryption-algorithm — anropuTm XaWMPOBaHUA NAPONSA;

- encrypted_password — 3aWwmnppoBaHHbIM Napoab (Hanpumep,
naposb B 3allMbpOBaHHOM BUAE, CKOMMPOBAHHLIN C APYroro
yCTPOICTBA).

Ypanaer nonb3oBaTena U3 I0KanbHOM 6a3bl 4aHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

-/no ymon4aHuio BegeHue
yyeTa 3anpeLieHo

Pa3pelaeT BegeHue yyeTa (aKKayHTa) 4Ns Ceccuin ynpaBaeHus.
BegeHue yyeTa paspelueHo TONbKO A4/A NoJib3oBaTe-
V Neild, BoweALWmnX B CUCTEMY MO UMEHU U NAPONIO, ANA
nonb3oBaTesieid, BOWeALWMX NO Napoao TepMUHana,
BeAeHue yyeTa 3anpeLyeHo.
BeaeHue yueTa aKTUBUPYETCA U NpeKpalyaeTcs, Koraa
V No/b30BaTe/lb BXOAMUT U OTKAIOYAETCA OT CUCTEMDI, UTO
COOTBETCTBYET 3HaueHusaMm start u stop B coobeHnax
npoTtokona RADIUS (napameTtpbl, cogepKalumeca B co-
o6weHunax npotokona RADIUS, npuseaeHbl B Tabauue
176).

3anpewaeT BegeHne yyeta (akkayHTa) a4na sBegeHHbix B CLI Ko-
MaHA,.

aaa accounting dotlx
start-stop group radius

no aaa accounting dotlx
start-stop group radius

-/no ymon4aHuio BeaeHue
ydyeTa 3anpeueHo

PaspelaeT BegeHuWe yyeTa (akkayHTa) gaa ceccuin 802.1x.
BepeHue yyeta aKTUBMpPYETCA U NPEKpaLLaeTca, Koraa
V nonb30oBaTe/lb BXOAUT U OTKNOYAETCA OT CUCTEMDbI, YTO
COOTBETCTBYET 3HaUeHusaMm start u stop B coobieHunsx
npoTtokona RADIUS (napameTpbl, cogepKalumeca B co-
o6weHunax npotokona RADIUS npusegeHbl B Tabanue
176).
B pexxume Multiple sessions coobueHusa stat/stop no-
V CbIIAOTCA ANA KaXAO0ro nonb3oBaTensa, B pexkume
Multiple hosts — TonbKo ans nonb3oBatens, npouea-
wero ayreHTMdUKaumio (cm. pasgen no 802.1x).

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https]
method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

OnpeaenseT MeTog, ayTeHTUGUKauumn npu goctyne K HTTP-
cepsepy. Mpu ycTaHOBKE CMMNCKA METOA0B AOMNONHUTENbHbBIN
meToz, byaeT NPUMEHATHCA TONbKO B TOM C/yyae, Koraa no
OCHOBHOMY MeToAy ayTeHTUdMKaLMKM BO3BpaLLEeHa OLIMOKa.
- method_list — meToa ayTeHTUOUKALMM:

local — no UMeHn 13 noKanbHOM H6asbl AaHHbIX;

none — He UCMNosb3yeTcs;

tacacs — ncnonb3oBaHWe cnuckos Bcex cepsepoB TACACS+;
radius — ncnonb3osaHue cnuckos Bcex RADIUS-cepsepos.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

aaa authentication mode
{chain | break}

-/chain

YcTaHaBAMBaeT anroputmM onpoca MeToAoB ayTeHTUdUKa-
umn.

- chain — nocne HeygayHOM NONLITKM ayTeHTUOMKALUM MO
nepBoMy MeTOAyY B CMMCKe C/ledyeT MonbiTKa ayTeHTUdMKa-
LMW NOo caeaytollemy MeToay B LIEMNOYKe;

- break — nocne HeygauyHol ayTeHTUdMKALMM NO NepBOMy
MeToAy NpoLuecc ayTeHTUdMKaL MU OCTaHaBAMBaAETCA. AyTeH-
TMdUKaLMA No cnepyroemy MeTody AOMYyCTMMa TO/bKO B
C/lyyae HEBO3MOXKHOCTM ayTeHTUdUKaLMK MO NpeablayLiemy
meToay.
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aaa accounting commands
stop-only group tacacs+

no aaa accounting
commands stop-only group

-/no ymonyaHuio BegeHue
yyeTa KOMaHZ, BbIK/IOYEHO

BkntoyaeT BegeHune yyeta BBegeHHbIX B CLI KomaHg no npoTo-
Kony Tacacs+.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

aaa accounting update

no aaa accounting update

-/BbIK/IlOYEHA

Bk/itoueHne oTnpaeku Interim-Update yepes perynspHbie npo-
MEKYTKU BPEMEHM.

BbIkntoueHMe oTnpaBku Interim-Update uepes perynspHble npo-
MEKYTKN BPEMEHM.

aaa accounting update
periodic minutes

no aaa accounting update
periodic

minutes: (1..300)/1 muHyTa

YKasaHWe NpoMeKyTKa BpeEMeHM, Yepes KOTopbli ByaeT npoums-
BOANUTbCA OTNpaBKa Interim-Update.

YCTaHOBWTb 3HaYeHMe MO YMOIYaHUIO.

aaa authorization
commands {default |
list_name} group
method_list

no aaa authorization
commands {default |
list_name}

list_name: (1..15)

cumBonos; method_list:

(tacacs, local);

-/N0 YMONYaHUIO aKTUBEH

cnucok default n
aBTOpPU3aLMA He
ocyuiecTsnaerca

YcTaHaBAMBaeT cnocob aBTopm3aL My BBOAUMBbIX KOMAHA,

- default — pegaktnposatb cnmcok ¢ umeHem default, KoTopblit
Nno YMONYAHWIO eCTb B CUCTEME;

- list_name — umA cnucka meToAoB aBTOpM3aLuMK, co3paBae-
MOTO 1 peaKTUpyemoro nosib3oBaTenem:

- tacacs — meTop4, No3BoAAOWMI ncnonb3oBaTb crncok TACACS-
cepBepoB A1 aBTOpPM3aLUK;

- local — meToa, Npy KOTOPOM aBTOPU3aLMA HE OCYLLECTBAAETCA.

YcTaHaBAMBAET 3HAYEHWE MO YMONYAHUIO.

- default — cbpoc cnucka ¢ umeHem default K 3HaueHuto no

YMOYaHMI0;

- list_name — yaaneHue nonb30BaTeNIbCKOrO CMUCKA C UMEHEM

list_name.

V Cnucok ¢ umeHem default He moxeT 6bITb yaaneH us
cucTembl.

aaa authorization com-
mands {default |
list_name}

list_name: (1..15)

AKTMBUPYET CNUCOK METOA0B aBTOPM3aLMM BBOAUMbIX KO-
MaHA,.

- default — cgenatb akTUBHbLIM CNNCOK ¢ MeHem default;

- list_name — caenatb aKTMBHbIM COOTBETCTBYIOLLMIA NMO/1b30Ba-

CMMBOOB; TENbCKUIN CNIUCOK.
no aaa authorization -/default YcTaHaBNMBaeT 3HauYeHMe N0 YMOIYaHMIO.
commands
[Lna Toro 4tTo6bl KAMEHT NOAYUMA AOCTYN K YCTPOMUCTBY, AaXKe eC/IU BCe MeToAbl ayTeHTUDK-
e Kauuu BEpPHYAM OWMBKY, MCNONb3YiiTe 3HaUYeHMe NocieaHero MeToaa B KomaHge — none.

Tabnnua 176 — ATpmnbyTbl coobLueHmnii BeaeHna yyeta npotokona RADIUS ana ceccuit ynpasaeHun

Haau4ue Hanau4ue
6 6
Ampubym ampudyma & ampudyma & OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTndumKauma nonbloBaTens.
NAS-IP-Address (4) Ects Ecto IP-appec rfOMmyTaTopa, KOTOpPbI MCNONb3yeTcA
ana ceccunin ¢ Radius-cepsepom.
Mpoun3BonbHOE 3Ha4YeHMe, BKIOYEHHOE BO BCE CO-
Class (25) Ectb Ectb P .
obueHnA yyeTa ceccuit.
. MAC-agpec nopta NAS, ncnosbsyembiii ans cec-
Called-Station-ID (30) EcTb EcTb . /_'J,p' P y A
cuit ¢ Radius-cepsepom.
Calling-Station-ID (31) EcTb EcTb MAC-agpec nonb3osarens.
Framed-IP-Address (8) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbI MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeToa, N0 KOTOPOMY K/AMEHT AONKEH
Acct-Authentic (45) Ectb Ectb A pomy A
6bITb ayTEHTUPULMPOBAH.
Acct-Session-Time (46) Her Ecto MoKa3sblBaeT, KaK A0Aro nosb3osaTtens Hbla noa-
K/IIOYEH K cucteme.
Acct-Terminate-Cause (49) | Hert EcTb MpunYmnHa 3aKpbITUA ceccuu.
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Tabnunua 177 — ATpubyTbl cooblieHunii BeaeHus yyeta npotokona RADIUS ana ceccunii 802.1x

Hanuuue Hanauyue
ampubyma e | ampubyma e
Ampubym pusy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTndumKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOPbIN MCNONb3yeTcs
NAS-IP-Address (4) EcTb Ectb AP o y- P P ¥
ana ceccuin ¢ Radius-cepsepom.
MopT KOMMmyTaTOpa, Ha KOTOPOM MOAKAHOYMACA
NAS-Port (5) EcTb EcTb P yTaTop P A
nosib3oBaTesnb.
Mpoun3BonbHOE 3HaYeHMeE, BK/IKOYEHHOE BO BCE CO-
Class (25) EcTb Ectb P o
obueHnA yyeTa ceccuit.
Called-Station-ID (30) EcTb EcTb IP-aapec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP yUeTa.
. YKa3blBaeT MeToa, N0 KOTOPOMY KAUEHT A0JIXKeH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUPUUMPOBAH.
. . MoKkasblBaeT, Kak A0Aro nosb3osaTtens Hbia noa-
Acct-Session-Time (46) Het EcTb A A
KJIIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpunyYmMHa 3aKpbITUA ceccuu.
Nas-Port-Type (61) Ectb EcTb MoKasbiBaeT TMN NOpPTa KAMEHTa.
NAS-Port-Id (87) EcTb EcTtb lNoKa3biBaeT Ha3BaHMe NOpTa KANEHTa.

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXUME KOHPUTypaLmm TepMUHaNa:

console (config-line) #

Tabnuua 178 — KomaHAabl pexnma KoHOUrypauum TepMUHaNbHbIX CECCUI

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

Aeiicmeue

login authentication {default |
list_name}

list_name: (1..12)
C“MBO/IOB

no login authentication

3agaeT meTog, ayTeHTUdMKaLmMm npu Bxoae Ansa KoHconu, Telnet,
SSH.

- default — ncnonb3oBaTb CNMCOK «NO YMONYAHMIO», CO34aHHbIN
KOMaHAoM aaa authentication login default

- list_name — ncnonb3oBaTb CNUCOK, CO34aHHbIN KOMaHAOM aaa
authentication login /ist_name.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

enable authentication
{default | list_name}

list_name: (1..12)
CUMBOIOB

no enable authentication

3afaeT meTo ayTeEHTUPUKALLMM NOb30BaTeNst MPY MOBbIWEHWM
YPOBHSA NpuBUAeruii aaa koHconu, Telnet, SSH.

- default — ncnonb3oBaThb CINCOK «NO YMONYAHWUIO», CO34AHHbIN
KOMaHZoM aaa authentication login default

- list_name — ncnonb30BaTb CNUCOK, CO34aHHbIN KOMaHAOoM aaa
authentication login list_name.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYaHUIO.

password password

ted
[encrypted] password: (0..159)

CMMBOJ1I0B

no password

3agaeT naposb 418 TepMUHana.

- encrypted — 3agaTb 3aWMdpPOBaHHbLIN Naposb (Hanpumep, na-
posiib B 3aWMPPOBAHHOM BMAE, CKOMWUPOBAHHbIA C APYroro
yCTpoiicTBa).

Ypanaet naponb AnAa TepmMmuHana.
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KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTpoKK perkmma Privileged EXEC:

console#

Tabnunua 179 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show authentication methods

MoKasbiBaeT uHbopmaumio 06 ayTeHTUOUKALMOHHBIX MeToAax
Ha KoMMyTaTope.

show users accounts

MoKa3bIBaeT N0KaibHY0 6a3y AaHHbIX NONb30BaTeeN U UX MPU-
BUJIETUNA.

KomaHOowbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Bce KomaHAbl 4aHHOTO pasaena AOCTYMHbI TO/IbKO ANA MPUBUNETMPOBAHHbIX NMO/b30BaTENeN.

Tabanuya 180 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show accounting

Moka3biBaeT MHPOPMALMIO O HACTPOEHHbIX METOAax BefeHuA
yyeTa (aKkkayHTa).

5.19.2 Npomokon RADIUS

MpoTtokon RADIUS ucnonb3yetca gns ayTeHTMdUMKaumm, aBTtopusaumm u ydyeta. Cepsep RADIUS
ucnonb3yet 6a3y AaHHbIX NO/b30BaTeNei, KOTOpas COAEPMKWUT AaHHble MPOBEPKM MOANMHHOCTM ANA

KaXXa4oro noJsb3oBaTtena.

Takum  obpasom,

ncnonb3oBaHue

npotokona RADIUS obecneynsaet

AONONHUTENBHYIO 3aLLMTY NPU LOCTYNE K PECYPCaM CETH, a TaK¥Ke Npu AOCTYyMNe K Camomy KOMMYTaTopy.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHGUrypaumm:

console (confiqg) #

Tabnuua 181 — KomaHabl pexxnma rnobanbHon KoHPUrypawmm

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type] [vrf
vrf_name]

hostname: (1..158)
CUMBOJIOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

[ob6aBnaeT ykasaHHbI cepBep B CNUCOK ncrnonblyembix RADIUS-
cepBepos.

- ip_address — IPv4 unu IPv6-agpec RADIUS-cepBepa;

- hostname — cetesoe umsa RADIUS-cepsepa;

- auth_port — Homep NopTa Ana nepepayn ayTeHTUPUKaUMOHHbIX
OaHHbIX;

- acct_port — Homep nopTa AN nepefayn AaHHbIX y4eTa;

- timeout — NHTepBaN OXMAAHMA OTBETA OT CEpPBEpPa;

- retries — KOANM4YeCTBO NONbITOK Noncka RADIUS-cepsepa;

Ethernet-kommymamopel ceputi MES2300-xx, MES3300-xx, MES3500I1-08P, MES35001-10P, MES3500I1-8P8F, MES5312, MES5316A,

221

MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

encrypted radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority

secret_key: (0..128)
CMMBOJI0B;
priority: (0..65535)/0;
type: (login, *igmp-
auth*, coa, dotlx-eapol,
dotlx-mac, all)/all;
vrf_name:(1..32)

- time — BpemsA B MMHYTaXx, B Te4EHNE KOTOPOro HEAOCTYMNHbIe cep-
Bepa He byayT onpawmsatbcs RADIUS-KAMeHTOM KoMMyTaTopa;

- secret_key — knto4 ans ayteHTMdMKaumMm u wndpoBaHMA Bcero
obmeHa aaHHbimM RADIUS;

- priority — npuopuTeT ucnonb3osaHua RADIUS-cepsepa (4em HMxKe
3HayeHue, TeM NPUOPUTETHEE CepBep);

- type — T1in ucnonb3osaHma RADIUS-cepsepa;

priority] [usage type] [vrf CMMBO/I0B - encrypted — 3a4aTb K/toY B 3alWIMPPOBAHHOM BUAE;
vrf_name] - vrf_name — uma BupTyanbHol 061acTU MapLIpyTU3aLNN.
B cnyyae oTcyTcTBMA B KOMaHAe napameTpoB timeout, retries,
time, secret_key pna paHHoro RADIUS-cepBepa wcnonb3ytoTca
3HaYeHWA, HACTPOEHHbIE C NOMOLLIO KOMaHA, YKa3aHHbIX HUXKeE.
no radius-server host YpanaeT yKasaHHbIN cepBep M3 CNMcKa ucnonbsyembix RADIUS-
{ipv4-address | ipv6-address | cepBepoB.
hostname} [vrf vrf_name]
[encrypted] radius-server key YcTaHaBAMBAET K/IKOY, UCMO/Ib3yeMblit MO YMOIYAHWUIO, ON5 ayTeH-
[key] key: {0..128) TMdMKaumm u wudpoBaHua Bcero obmeHa paHHbimu RADIUS
cMMBON0B/MNO

no radius-server key

YMOYAHMIO KoY —
nycras cTpoka

MEXKAY YCTPOUCTBOM U OKpy»KeHuem RADIUS.
- encrypted —334aTb KoY B 3alUMPpPOBAHHOM BUA,

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

radius-server timeout timeout

no radius-server timeout

timeout: (1..30)/3 cek

YCTaHaBAMBAEGT MHTEPBAN OXWUAAHWA OTBETA OT CepBepa, UCMo/b-
3yemblii MO YMOAYaHUIO.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

radius-server retransmit retries

no radius-server retransmit

retries: (1..15)/3

Onpepenaer KOAMYECTBO MOMbITOK, MUCMO/b3yemoe Mo YMOYa-
Huto, nomcka RADIUS-cepsepa 13 cnucka cepsepos. pu oTKase
OCYLLLeCTB/IAETCA MOUCK CAeaytoLLero no npuopuTeTy cepsepa U3
crucka.

YcTaHaBAMBaeT 3HaYeHUe N0 YMONYAHUIO

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/
0 MmWH

MNo3Bonset onTummnanpoBaTb Bpemsa onpoca RADIUS-cepBepos, Ko-
rga HeKoTopble cepBepa HeJOCTYMHbI. YCTaHaBAMBaET BpeMA B MU-
HyTax, UCMONb3yeMoe Mo YMOJIYaHUIO, B TeYeHMUe KOTOpPOro Hejo-
CTyNHble cepBepa He byayT onpawmsaTtbcst RADIUS-KiveHTOM KoM-
myTaTopa.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

radius-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vlan id} [vrf vrf_name]

no radius-server host
source-interface [vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128) ;
vrf_name:(1..32)
CMMBOJ/I0B

3agaeT nHTepdeiic yctponcTtaa, IP-agpec KoToporo 6yaer ucnosb-
30BaTbCA MO YMOIYAHMIO B KAUecTBe agpeca UCTOYHMKA nepeaasa-
emoro B coobLeHuax npotokona RADIUS.

Ypansaer uHtepdeic ycTpoicrsa.

radius-server host
source-interface-ipvé
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vlan id}

no radius-server host
source-interface-ipvé

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128)

3apaeT nHTepdeiic ycTpoicTea, IPv6-agpec Kotoporo byaet wmc-
No/1b30BaTbCA MO YMOIYAHMIO B KauecTBe agpeca UCTOYHUKA nepe-
[aBaemoro B cooblueHusax npotokona RADIUS.

Ypansaer uHtepdenic ycTpoicrsa.

radius-server attributes
framed-ip-address include-in-
access-req

no radius-server attributes
framed-ip-address include-in-
access-req

-/OTKNIOYEHO

BkntouaeT oTnpasKy RADIUS-aTpmnbyTa 8 B access-request naketax.

Bbikntoyaet otnpaBky RADIUS-aTpubyTa 8 B access-request nake-
Tax
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radius-server attributes nas-
port-id include-in-access-req
format

no radius-server attributes
nas-port-id include-in-access-
req

format:(1-32)/anuHHoe
numa nopra

HactpauBaetr ¢opmaTt RADIUS-aTpubyta 87 B NakeTax access-
request.

Mpw onpeaeneHnn NCNoNb3yOTCA cneaytolime WabnoHbl:

%p — O/MHHOE MMA MopTa, Hanpumep, gigabitethernet 1/0/1 8
ASClI;

%V — naeHTnduratop VLAN B ASCII.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnunua 182 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmon4aHuo

Aelicmeue

show radius-servers { status |
key | vrf {vrf_name | all} }

OTobpaxkaeT napameTpbl HacTpolikn RADIUS-cepsepoB (KomaHaa
O0CTYMHA TONIbKO AR NPUBUAETMPOBAHHbIX NO/Ib30BaTENEN).

show radius server {statistics |
group | accounting |
configuration | nas | rejected
| secret | user}

OTobpaxkaeT CTaTUCTMKY npoTokosa Radius, nHpopmauuio o nonb-
30BaTenax, KoHourypauuto RADIUS-cepsepa.

[pumepbl UC01b308AHUS KOMAHO

YcTaHoBUTb rNobanbHble 3HAaYEHMA A1A NapaMeTPOB: MHTEPBA OXUOAHUA OTBETA OT cepBepa — 5 CeKyHa,
KOaMyecTBo nonbITOK noncka RADIUS-cepsepa — 5, Bpemsa, B Te4eHNe KOTOPOro He4OCTyMNHble cepBepa He
6yayT onpawmneaTtbcst RADIUS-KnneHTOM KommyTaTopa — 10 MUHYT, CeKpeTHbIM Kntod — secret. Jo6asuTb B
cnucok RADIUS-cepBep, pacnofioXKeHHbI Ha y3ne cetu ¢ IP-agpecom 192.168.16.3, nopTt cepsepa aaa
ayTeHTUdUKaumm — 1645, KonmMyecTBO NOMbITOK 4OCTYNa K cepeepy — 2.

console# configure

console (config)
console (config)
console (config)
console (config)
console (config)

retransmit 2

MNMoKasaTb NapameTpbl HacTpoikn RADIUS-cepBepos

#
#

#
#
#

radius-server
radius-server
radius-server
radius-server
radius-server

console# show radius-servers

timeout 5

retransmit 5

deadtime 10

key secret

host 196.168.16.3 auth-port 1645

IP address

192.168.16.3

Global values

TimeOut : 5
Retransmit : 5
Deadtime 10

Port
Auth Acct

1645

port Time- Ret- Dead- Prio. Usage
Out rans Time
1813 Global Global 0 all

Source IPv4 interface
Source IPv6 interface
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5.19.3 Npomokon TACACS+

MpoTtokon TACACS+ obecneumBaeT LEHTPa/IM30BaHHYO CUCTEMy 6e30MacHOCTU ANA MNPOBEpPKU

nosib30BaTeNeN, NONYYAIOLLMX AOCTYN K YCTPOUCTBY, MPU 3TOM NoaaepXuBaa coBmecTumoctb ¢ RADIUS u
ApyrMmu npoueccamun nposepku nognmHHoctn. TACACS+ npegocTaBaseT cneaytowme cay»ooi:

— Authentication (nposepka nodauHHocmu). ObecneymBaeTca BO Bpems BXo4a B CUCTEMY MO
MMeHaM NoNb30BaTeIei U onpeaeneHHbIM NOb30BaATENAMU NAPONAM;

— Authorization (asmopuszayus). ObecneumBaeTtca BO Bpema Bxoga B cuctemy. [locne
3aBepLUEHUs CeaHca MPOBEpPKM
NCNO/Ib30BaHMEM NPOBEPEHHOrO MMEHM MNOJ/Ib30BaTeNs, TaKKe CepBEepoOM MNpPOBePAoTCS
npuBMAErMM NONb30BaTENS.

KomaHObI pexcuma 2a06an6Hol KoOHgu2ypayuu

NOONNHHOCTU 3aMNyCKaeTcA CeaHC aBTopusauunnm C

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume rnobanbHo KoHPUrypaumu:

console (config) #

Tabnunua 183 — KomaHabl perkrma rnobanbHOM KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority] [vrf
vrf_name]

encrypted tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority] [vrf
vrf_name]

hostname: (1..158)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CUMBO/IOB;
priority: (0..65535)/0;
vrf_name: (1..32)

[ob6aBnseT ykasaHHbIN cepBep B CNMUCOK ucnonblyembix TACACS
cepBepos.

- ip_address — IP-agpec TACACS-cepBepa;

- hostname — ceteBoe nmsa TACACS-cepBepa;

- single-connection — B Ka)XAbli MOMEHT BPEMEHW WMETb He
6onblie ogHOro coeanHeHuns ana obmeHa gaHHbimu ¢ TACACS-cep-
BEPOM;

- port — Homep nopTa gaa obmeHa aaHHbIMK ¢ TACACS-cepBepom;
- timeout — NHTepBan OXXMAaHMA OTBETA OT CEpBepa;

- secret_key — Knto4 gns ayteHTMOUKaumm n wndposaHma Bcero ob-
MeHa gaHHbimu TACACS;

- priority — npuopuTeT ncnonbzosaHuna TACACS-cepBepa (Yem Huxke
3HauyeHue, TeM NpUopUTETHEE Cepaep);

- vrf_name — uma BnpTyanbHol 061acTM MapLupyTU3aLumum;

CMMBOOB
- encrypted — 3HauyeHue secret_key B 3alumMdpoBaHHOM BUAE.
B cnyyae oTcyTcTBMA B KOMaHAe napameTpos timeout, secret_key
ona paHHoro TACACS-cepBepa UCNONb3YIOTCA 3HAaYEHUA, HACTPOEH-
Hbl€ C NOMOLLbIO KOMAHA, YKa3aHHbIX HUXKe.
no tacacs-server host Ypansert yKasaHHbI cepBep U3 cnucka ncnonbsyembix TACACS-cep-
{ip_address | hostname} BEPOB.
tacacs-server key key Key: (0..128) YcTaHaBAMBaET KAKOY, MCNONb3YEMbI NO YMOAYAHUIO, ANA ayTeH-
encrypted tacacs-server key T TUOUKALMM M WNPpoBaHMA Bcero obmeHa AaHHbimu TACACS
CMMBON0B/MNO

key

no tacacs-server key

YMOYAHUIO KNtoY —
nycTas CTpoka

MeXay yCTponcTBom u okpykeHnem TACACS;
- encrypted — 3HayeHue secret_key B 3alumMdpoBaHHOM BUAE.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYaHUIO.

tacacs-server timeout timeout

no tacacs-server timeout

timeout: (1..30)/5 cek

YcTaHaBAMBaeT MHTEPBAN OXMAAHNA OTBETA OT CepBepa, UCNONb3y-
emblii No YMONYaHULO.

YCTaHOBUTb 3HaYeHue no YMOI4YaHUIO.

224 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

tacacs-server host 3agaeT uHTepodeic ycTpoictea, IP-agpec KoToporo byaeT ucnosb-
source-interface vlan_id: (1..4094); 30BaTbCA MO YMO/MAHUIO B KayecTBe agpeca UCTOYHMKA Ana ob6-
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); | meHa coobuieHnamu c TACACS-cepBepom.

tengigabitethernet te_port | te_port: (1..8/0/1..48);

twentyfivegigabitethernet twe_port:

twe_port | (1..8/0/1..120);

hundredgigabitethernet hu_port: (1..8/0/1..32);

hu_port | port-channel group | loopback_id (1..64);

loopback /oopback_id | tunnel tunnel (1-16);

tunnel | vlan vian id | oob} [vrf group: (1..128);

vrf_name] vrf_name: (1..32)

no tacacs-server host CMMBO/IOB Ypanset uHtepdelic ycTpoicrsa.

source-interface [vrf vrf_name]

KomaHOb1 pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexxkunme EXEC:
console#

Tabnnuya 184 — KomaHzabl pexkmma EXEC

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmesue
o ymMoa4aHuro
show tacacs [ip_address | host_name: (1..158) OTobparkaeT HaCTPOIKY U CTaTUCTUKY anA cepsepa TACACS+.
hostname] [vrf vrf_name] CMMBOJIOB; - ip_address — IP-agpec TACACS+ cepsepa;
vrf_name: (1..32) - hostname — nma cepsepa;
CUMBO/I0B -vrf_name - uma BUpTyanbHOW 061aCTM MapLLIPYTU3ALMUN.
show tacacs key [vrf vrf_name] vrf_name: (1..32) .
CMBONOB OTobparkaeT napameTpbl HacTpolikn TACACS-cepsepoB

5.19.4 NMpomokKon ynpaeneHusa cemoio (SNMP)

SNMP — TexHonorvs, npusBaHHas obecneuynTb ynpaBAeHWE W KOHTPOAb Hag, YCTPOWCTBaMK M
NPUNONKEHUAMM B CETU CBA3M NyTEM obmeHa ynpasasowen uHOOPMALMEN MeKay areHTamu,
pacnoNOKEeHHbIMU Ha CETEBbIX YCTPOMCTBAX, N MEHeAKEePaMM, HAXOAAWMMMCA Ha CTAHLMAX YNPaBAEHMS.
SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPaBAAIOWMX CTAaHUMIA N 31EMEHTOB CeTU (FNaBHble
MaLUMHBbI, LWAO3bl MU MapWwpyTU3aTopbl, TEPMUHANbHbIE CEPBEpPbI), KOTOPble COBMECTHO obecneynsatoT
aAAMWHUCTPATUBHbIE CBA3M MEXKAY CETEBbIMM YNPABAAIOWMMM CTAHUNAMM U CETEBLIMU areHTamu.

KoMmyTaTopbl NO3BOAAIOT HAacTpouTb PaboTy npotokona SNMP ana yaaneHHOro MOHUTOPUHIA U
ynpaB/ieHNs YCTPOIMCTBOM. YCTPOIMCTBO NoaaepKMBaeT npoTokonbl Bepcuit SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaLmm:
console (config) #

Tabnunua 185 — KomaHabl perkrma rinobanbHOM KoOHGUrypauum

3HaveHue/3Ha4yeHue ”
KomaHda / Aelicmeue
no ymos14aHuro
snmp-server server Mo ymon4yaHuio BkatounTb noaaepky npotokona SNMP.
no snmp-server server NOAAEPKKA NPOTOKONA | OTKAOYAET NOALEPXKKY NpoTokona SNMP.
SNMP oTkntoveHa
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HELTEX

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name] [vrf vrf_name]

encrypted snmp-server
community
encrypted_community

[ro | rw | su]

[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name] [vrf vrf_name]

snmp-server community-group
community group_name
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length] [vrf
vrf_name]

encrypted snmp-server
community-group
encrypted_community
group_name [ipv4_address

| ipv6_address | ipv6z_address
[vrf vrf_name]] [mask mask |
prefix prefix_length]

no encrypted snmp-server
community
encrypted_community [ro | rw
| sul [vrfvrf_name]

no snmp-server community
community [ipv4_address |
ipv6_address | ipv6z_address]
[vrf vrf_name]

community: (1..20)
CMMBOJIOB;

encrypted_community:

(1..20) cumBonos;
dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XXX XX

dopmart ipv6z_address:

X:X:X:X::X%<ID>;
mask: -
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBOJIOB;
vrf_name:(1..32)
CUMBOOB;
group_name: (1..30)
CMMBOJIOB

YcTaHaB/MBaeT 3HayeHWe CTPOKM coobuiectBa Ana obmeHa AaH-
HbIMM NO npoTokony SNMP.

- community — cTpoka coobLuecTsa (naposib) Ana AoCTyna no nNpoTo-
kony SNMP;

- encrypted —3a4aTb CTPOKY coobLLecTBa B 3alIMPPOBAHHOM BUAE;
- ro — AOCTYN TONIbKO A/1A YTeHus;

- rW — AOCTYN ANA YTEHUA U 3anucu;

- SU — 4OCTYN afMUHUCTPATOPA;

- view_name — onpegenser uma ans npasmna 06o3peHma SNMP, Ko-
TOopoe AO0MKHO BbITb NPeABapUTE/IBHO OMNpeseieHO C MOMOLLLbIO KO-
MaHZabl snmp-server view. Onpegenset 06beKTbl, AOCTYMNHble CO06-
LecTBy;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec ycTpoicTBa;
- mask — macka agpeca |Pv4, KoTopas onpegenset, Kakne 6uTbl aa-
peca CTOYHMKA NaKeTa CPaBHMBAOTCA € 3afJaHHbIM IP-agpecom;

- prefix_length —uncno 6UT, KOTopble cocTaBAAT npedukc IPva-ag-
peca;

- vrf_name — nmsa BMPTyanbHOW 061aCTM MapLLIpyTM3aLmu;

- group_name — onpegensaeT UMA rpynmnbl, KOTOPOe AO/IKHO 6bITb
npeABapuTe/IbHO onpeaeseHo C MOMOLLbI0O KOMaHAbl snmp-server
group. Onpegenset 06beKTbI, 4OCTYNHbIe coobLecTsy.

YpanaeT 3HayeHue CTPOKK coobliecTBa ana obmeHa AaHHbIMMK MO
npotokony SNMP.

snmp-server view view_name
OID {included | excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CUMBOJI0B

Co3pgaeT unm pefakTmpyeT npasuio ob6o3peHunsa ana SNMP — paspe-
Lwatolee npasuao, MMHO orpaHMyYMBaloLLee cepsepy-obo3pesaTento
poctyn K OID.

- OID — npeHtTndmKaTop obbekTa MIB, npeacTaBneHHbI B BUAE Ae-
peBa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXeT BKAtoYaTb B cebs 3ape-
3epBUPOBAHHbIE C/1I0Ba, Hanpumep: system, dod). C nomoLbto cum-
Bo/1a ¥ MOXKHO 0603HaYMTb CeMeiCcTBO nogaepesbes: 1.3.%.2);

- include — OID BKntoYeHa B NpaBuao ana 0603pesaHus;

- exclude — OID uckntoyeHa 13 npasuaa ana 0603peBaHus.

Ypansaet npasuno obospeHna ans SNMP.

encrypted snmp-server user
username group_name {v3 |
remote host v3 [encrypted]
[auth {md5 | sha} auth-
password] } [ vrf vrf_name]

Nno snmp-server user username
[remote engineid-string] [ vrf
vrf_name]

username: (1..20)
CMMBONOB
groupname: (1..30)
CUMBOJI0B
engineid-string: (5..32)
CMMBOI0B
password: (1..32)
cumBona
md5:

16 unn 32 6ant
sha:

20 nan 36
6anT
dopmar
IPv4: A.B.C.D
IPV6: X:X:X:X::X
IPv6z:
X:X:X:X::X%<ID>;
vrf_name: (1..32)

Cospaet SNMPv3- nonb3oBatens.

- username — UM NoNb30BaTeNs;

- groupname — UMA rpynnbl;

- engineid-string — naeHTMduKaTop yaaneHHoro SNMP-ycTpoiicTsa,
KOTOPOMY M0/1b30BaTENb NPUHAAENKHNT;

- auth—password — naponb Ana ayTeHTUGUKaAUMKM WU reHepaLmu
KAtoya;

- md5 — kntou md5;

- sha — kmou sha;

- host — IP-aapec/ uma xocTa;

- vrf_name — nmsa 06.1acTM BUPTYyaNbHOM MapLLpyTM3aLuu.

Ypanaetr SNMP-v3-nonb3oBartens.
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HELTEX

snmp-server group
group_name {vl1 | v2 | v3
{noauth | auth | priv} [notify
notify_view]} [read read_view]
[write write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CMMBOJ10B;
notify_view: (1..32)
CMMBO/I0B;
read_view: (1..32)
CMMBO/I0B; Write_view:
(1..32) cumBonos

Cozgaet SNMP-rpynny nnm tabamuy cootsetcteuin SNMP-nonb3oBa-
Tenen n npasun o6o3perHnin SNMP.

-vl,v2,v3-SNMP v1, v2, v3 mogenb 6esonacHocTH;

- noauth, auth, priv — Tun ayteHTUdurKaunm, ncnonbzyemblin npoTo-
kosom SNMP v3 (noauth — 6e3 ayteHTUdMKaumm, auth —ayTeHTUDU-
Kauus 6e3 wudposaHua, priv — ayTeHTUOUKaUMA C iMdpoBaHUEM);
- notify_view — vumsa npasuna o603peHns, KOTOPOMY paspelleHo
onpepensaTtb coobueHns SNMP-areHTa — inform u trap;

- read_view — vmsa npasuna 0603peHus, KOTOPOMY paspelleHo
TONIbKO YTeHue cogepxmmoro SNMP-areHTa KOMMYyTaTopa;

- write_view —nms npasuaa 0603peHns, KOTOPOMY paspeLleHo BBO-
OUTb flaHHble U KOHPUTYpUpoBaTb coaepxumoe SNMP-areHTa Kom-
myTaTopa.

Ypanaetr SNMP-rpynny.

snmp-server user user_name
group_name {vl | v2c | v3
{ip_address | host} [ vrf
vrf_name]}

no snmp-server user
user_name {v1 | v2c | v3
remote {ip_address | host}
[ *vrf vrf_name] }

user_name: (1..20)
CUMBOJIOB;
group_name: (1..30)
CMMBOJIOB;
vrf-name: (1..32)
CUMBO/I0B

Cospaet SNMPv3-nonb3osaTens.

- user_name — ¥MA NO/b30BaTeNsA;

- group_name — Wms rpynnbi;

- vrf_name — nmsa o61acTn BUPTYaNbHOM MapLLpyTM3aLuu.

Ypanaetr SNMPv3-nonb3osartens.

snmp-server filter filter_name
OID {included | excluded}

no snmp-server filter
filter_name [OID]

filter_name: (1..30)
CMMBO/I0B

Co3pgaet unun pegaktmpyet npasuao SNMP-¢unbtpa, KoTopoe nos-
BonifeT ¢unbTpoBaTh inform u trap-coobuweHun, nepeaaBaemble
SNMP-cepsepy.

- filter_name — umsa SNMP-¢ounbTpa;

- OID — npeHtTndukatop obbekta MIB, npeacTaBneHHbIV B BUAE ae-
pesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOKeT BKto4aTh B cebs 3ape-
3epBMpPOBAHHbIEe C/I0BA, Hanpumep: system, dod. C nomoLblo cuM-
BO/1a ¥ MOXKHO 0603HaYMTb CEMENCTBO Nnogaepesbes: 1.3.%.2);

- include — OID BKAtoyeHa B NpaBuiIo GpUbTPaLUY;

- exclude — OID uckntoueHa 13 npasmna GunbTpaLmm.

Ypanset npasuao SNMP-ounbTpa.

snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[version {1 | 2c | 3 {noauth |
auth | priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries] [vrf
vrf_name]

no snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[vrf vrf_name]

hostname: (1..158)
CUMBO/I0B;
community: (1..20)
CUMBOJIOB;
username: (1..20)
CMMBO/I0B
port: (1..65535)/162;
filter_name: (1..30)
CUMBOJIOB;
seconds: (1..300)/15;
retries: (0..255)/3;
vrf-name: (1..32)
CUMBOJI0B

OnpegaensieT HaCTPOMKK ANa nepesayn coobleHnin yseaomaeHnn
inform u trap SNMP-cepsepy.

- community — cTpoKa coobuwectsa SNMPv1/2c ans nepegaun coob-
LLEeHUI yBEAOMNEHUS;

- username — vms nonb3osatens SNMPv3 gns ayTeHTUPUKauuu;

- version — onpegenAt TMn coobuweHunii trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKkasbiBaeT NOANMHHOCTL NakeTa 6e3 wudposaHus;

- noauth — He yKa3biBaeT NOA/IMHHOCTb NAKeTa;

- priv — yKa3sblBaeT NoA/MHHOCTb NAKeTa C WnbpoBaHUEM;

- port — UDP-nopTt SNMP-cepBepa;

- seconds — nepuog, oXKMAaAHWUA NOATBEPKAEHUIN Nepes, NOBTOPHOM
nepegadelt coobuweHnin inform;

- retries — KONNMYECTBO MOMbITOK Nepenayn coobueHnin inform, npm
OTCYTCTBUM UX NOATBEPKAEHUSA;

- vrf_name — nmsa 06.1acTM BUPTYaNbHOM MapLLpyTM3aLUu.

Yaanser HacTpoMKM Ans nepefaun cooblueHuit yseaomaeHus
inform v trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid local

engineid_string: (5..32)
CMMBO/IOB

Co3paet naeHtuoukaTop nokanbHoro SNMP-ycTpoictea —enginelD.
- engineid_string — nmsa SNMP-ycTpoiicTBa;

- default — npu ncnonb3oBaHMM JaHHOW HAacTpoWku engine ID byaet
aBTOMaTUYeCKn co3faH Ha ocHoBe MAC-agpeca ycTpoiicTBa.

Yaoanaet naeHtuounkaTop nokanbHoro SNMP-ycTpoiictea —engine ID
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HELTEX

snmp-server source-interface
{traps | informs} {
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vian id}

[ vrf vrf_name]

no snmp-server
source-interface [traps |
informs] [ vrf vrif_name ]

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vrf_name: (1..32)
CMMBO/I0B

3agaeT uHTepdeiic ycTpoincTea, IP-agpec KoToporo byaeT Ucnosib3o-
BaTbCA MO YMO/YAHUIO B KayecTBe afpeca UCTOYHWUKA A/1A obmeHa
coobueHuamm c SNMP-cepsepom.

- vrf_name — nmsa 061acTM BUPTYyanbHOM MapLLpPyTM3aLuun.

Ypanset uHtepdelic yctpoicraa.

snmp-server
source-interface-ipv6 {traps |
informs} { tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no snmp-server
source-interface-ipv6 [traps |
informs]

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128)

AHanornyHo ans IPv6.

Ypansaet uHtepdeiic ycTpoicraa.

snmp-server engineid remote
{ipv4_address | ipv6_address |

hostname: (1..158)

Co3pgaeT naeHtudukaTop yganeHHoro SNMP-ycTpoiictBa — engine
ID.

no snmp-server trap
authentication

hostname} engineid_string . C_MMBOOOB; - engineid_string — nwaeHTudukaTop SNMP-ycTpoiicTBa;
engineid_string: (5..32) o
[ vrf vrif_name] - vrf_name — nima o61acTM BUPTYyaNbHOM MapLUpyTM3aLuu.
CMMBOJIOB; - -
no snmp-server enginelD vrf-name: (1..32) Ypansaetr ngeHtuoukatop yaaneHHoro SNMP-ycTpoiictBa — engine
remote {ipv4_address | U ID.
. CMMBOJI0B
ipv6_address | hostname}
snmp-server enable traps / BkntoyaeT nogaepxKy SNMP trap-coobuweHuni.
-/BKAOYEHO
no snmp-server enable traps OTkntovaeT nogaepxKy SNMP trap-coobuweHuni.
snmp-server enable traps ospf BkntoyaeT otnpasKy SNMP trap-coobuieHnin npotokona OSPF.
no snmp-server enable traps -/BKNtO4EHO OTkAtoyaeT oTnpasky SNMP trap-coobLueHnii.
ospf
snmp-server enable traps ipv6 BksitouaeT otnpasky SNMP trap-coobuieHuii npoTokona OSPF (IPv6).
ospf
-/BKNKOYEHO "
no snmp-server enable traps OtkntoyaeT otnpasky SNMP trap-coobuieHni.
ipv6 ospf
snmp-server enable traps erps BkntoyaeT otnpasky SNMP trap-coobuieHuit npotokona ERPS.
no snmp-server enable traps -/BKAOYEHO OTkntoyaeT otnpasky SNMP trap-coobuieHnin npoTokosa ERPS.
erps
snmp-server trap Paspewaet nepenasaTb coobLeHMsA trap-cepBepy, KOTOPbIW He NPo-
authentication wen ayteHTUdMKaumo.
-/paspelueHo

3anpeLyaeT nepesasaTtb CO0bLULEHUs trap-cepBepy, KOTOPbIN He Npo-
wen ayteHTUdMKaumo.

snmp-server contact text

no snmp-server contact

text: (1..160) cumBonos

OnpegensieT KOHTaKTHYO MHGOPMALMIO YCTPOMCTBA.

YpansaeT KOHTaKTHYO MHPOPMaLMIO YCTPOMCTBA.

snmp-server location text

no snmp-server location

text: (1..160) cumeonos

OnpegensieT UHGOPMALMIO O MECTOMONOMKEHMM YCTPOCTBA.

YpanseT uHGOpPMaLLMIO O MECTOMNOOKEHUMN YCTPOMCTBA.

snmp-server set
variable_name namel valuel
[name2 value2 [...]]

variable_name, name,
value gonXHbI
3aJaBaTbCA B
COOTBETCTBUM CO
cneuuoukaumei

Mo3BONAET YCTAHOBUTb 3HAYEHWA NepemMeHHbIX B 6ase aaHHbIX MIB
KOMMYyTaTOpa.

- variable_name — ums nepemeHHoM;

- name, value — Napbl COOTBETCTBUI UMA — 3HAYEHMUE.

snmp-server enable traps
authentication

no snmp-server enable traps
authentication

-/BKNOYEHO

BksitoyaeT otnpasky SNMP trap-coobuieHnii no cobbitmam login/
logout/reject.

OTKkntoyaeT otnpasky SNMP trap-coobuieHnin.
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HELTEX

snmp-server enable traps
dhcp-snooping limit clients

no snmp-server enable traps
dhcp-snooping limit clients

-/OTKNIOUEHO

BKkntounTb oTnpasky SNMP trap-coobuweHnii Npy AOCTUNKEHUM Mpe-
OeNbHOro Konnyectsa NogKAtoyYeHHbIx DHCP-knveHTOB.

OTKNtoYNTL 0TNpPaBKy SNMP trap-coobuieHuii.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabanua 186 — KomaHab! perkmuma KoHourypaumm nHtepdeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aeilicmeue

snmp trap link-status

no snmp trap link-status

-/BKAIOYEHO

BkntoyaeT otnpasky SNMP trap-coobLieHnin npu M3meHeHumn co-
CTOAHMA HacTPanBaemMoro nopTa.

BbikntoyaeT otnpasky SNMP trap-coobuieHunii npu nsmeHeHum co-
CTOAIHWA HACTPaMBaAEMOro nopTa.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console (config) #

Tabnunua 187 — KomaHab! perkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show snmp [vrf vrf name | all]

vrf_name: (1..32)
CMMBOJI0B

Moka3biBaeT HacTpolikn SNMP.
- vrf_name — umaA BUPTyanbHOM 061aCTN MapLIpyTU3aLLMMK.

show snmp enginelD

MokasbiBaeT maeHTUOUKaTOp nokanbHoro SNMP-ycTpoictBa —
enginelD.

show snmp views [view_name]

view_name: (1..30)
CMMBOJIOB

Moka3sbiBaeT npasuna o6o03peHna SNMP.

show snmp groups

group_name: (1..30)

Moka3sbiBaeT SNMP-rpynnbl.

[group_name] CMMBO/IOB
show snmp filters [filter_name] filter_name: (1..30) Moka3sbiBaeT SNMP-duabTpbI.
CMMBO/I0B

show snmp users [user_name]

user_name: (1..30)
CMMBO/I0B

Moka3biBaeT SNMP-nonb3oBatenei.

5.19.5 MpomokKon yoanéHHo20 moHumopuH2a cemu (RMON)

MpoTokon moHuTopuHra cetn (RMON) saBnsetca paclwmpeHnem npotokona SNMP, nossosss
npenocTaBuTb 6bonee LIMPOKME BO3MOXKHOCTU KOHTponsa ceteBoro Tpaduka. Otanume RMON ot SNMP
COCTOUT B XapaKTepe cobupaemoit MHbOpMauum — aaHHble cobupaemble RMON B nepsyto odepespb
XapaKTepusylT Tpaduk mexay ysnamu cetu. UHdopmauma, cobpaHHas areHTom, nepefaeTca B
NPUIOXKEHUe ynpaBieHWA CeTbio.

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KOHOUIypaLumm:

console (config) #
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Tabnunua 188 — KomaHabl pexknma rnobanbHOM KOHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
Mo ymoa4YaHuro

Aeiicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

no rmon event index

index: (1..65535);
type: (none, log, trap,
log-trap);
com_text: (0..127)
CMMBO/IOB;
desc_text: (0..127)
CUMBO/IOB;
name: CTpoKa

HacTpaunBaeT cobbiTvA, NCNob3yemble B CUCTEME YAANEHHOTO MO-
HUTOpPMHrA.

- index — nHpgKc cobbiThA;

- type — TUN yBEAOM/IEHUA, TEHEPUPYEMOTO YCTPOMNCTBOM NO 3TOMY
cobbITHIO:

none — He reHepUpPoOBaTb YBEAOM/IEHUA,

log — reHepupoBaTb 3anucb B Tabauue,

trap — oTtcbinatb SNMP trap,

log-trap — reHepMpoBaTb 3anNucb B Tabanue n otcbinatb SNMP trap;
- com_text — cTpoka coobuwectsa SNMP ana nepecbinku trap;

- desc_text — onncaHue cobbITus;

- name — umsa co3patensn cobbiTus.

Yaanset cobbiTie, UCNO/b3yeMoe B CUCTEME YA,ANEHHOTO MOHUTO-
puvHra.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent [type type] [startup
direction] [owner name]

no rmon alarm index

index: (1..65535);
mib_object_id:
KOoppeKTHbIN OID;
interval: (1..2147483647)
ceK;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: cTpoka

HacTpaunBaeT ycnosua Bblgauv aBapuUiHbIX CUTHANOB.

- index — NHAEKC aBapuiiHOro cobbITus;

- mib_object_id — waeHTUPMKATOpP nepemeHHON YacT obbeKTa
OID;

- interval — nHTepBan, B Te4eHME KOTOPOro AaHHble 0TbMpatoTcs u
CPABHUBAIOTCA C BOCXOAALWEN U HUCXOAALLEN TPaHULAMK;

- rthreshold — BocxoaAwan rpaHMLa;

- fthreshold — HUCcXoaAWan rpaHULa;

- revent — UHAEKC cobbITMA, KOTOPOE UCNONBb3YETCA NPU Nepeceye-
HUW BOCXOAALLEN TPaHULLbI;

- fevent — HaeKc cobbiTUA, KOTOPOE UCMOb3YETCA NPU Nepeceye-
HUWM HUCXOAALLEN FPaHMLbI;

- type — meTog, 0T60Pa YKa3aHHbIX NepPeMEHHbIX U NoAcYeTa 3HaYe-
HWA ANA CPAaBHEHUA C FPaHMLAMMU:

MeTog, absolute — abcontoTHoe 3HayeHWe BbIbpaHHOM nepemeH-
HOM ByZeT CPaBHEHO C rPAaHULEN Ha KOHLLE UCCIeAyeMOro UHTEep-
Bana;

MeTog, delta — 3HauyeHWe BbIBPAHHOI NepemMeHHOW Mpwu nocnes-
Hem oTbope byZeT BbIYTEHO U3 TEKYLLErO 3HAYEHUA U pa3HuMLa by-
OET CpaBHEHa C rpaHMLamu (pasHMLA MeXay 3HauyeHUAMMU nepe-
MEeHHOW B KOHLLE M B Hayasie KOHTPO/IbHOTO UHTePBana);

- startup — MHCTPYKUMA ANs reHepauumn cobbITUl Ha NePBOM KOH-
TPONbHOM MHTepBane. OnpeaenseT Npasuna reHepaLmu aBapuii-
HbIX COBLITUIM ANA NEPBOro KOHTPO/ILHOTO MHTEPBAsa MyTEM CpaB-
HeHWA OTOBpPaHHOW NepemeHHOM C O4HOM, IMbo obenmmn rpaHu-
uamu:

- rising — reHepupoBaTb eAMHUYHOE aBapuiiHOoe CobbITUE NO BOCXO-
OAWEN rpaHnLe, ec/iv 3HaYeHMe oTObpaHHOW NepemeHHOM Ha nep-
BOM KOHTPO/IbHOM WHTepBasie 6osblie 1M60 paBHO 3TOW rpaHuLLE;
- falling — reHepupoBaTb egMHUYHOE aBapuinHoe cobbiThe No HUC-
X0A4ALLeN rpaHuLLe, ecu 3HaYyeHne OoTobpaHHOW nepemeHHOM Ha
nepBoM KOHTPO/JIbHOM MHTepBasie MeHblue NMbo paBHO 3TOM rpa-
HULE;

- rising-falling — reHepupoBaTb egMHNYHOE aBapMiMHOE cobbITUE NO
BOCXOAAWEN M/MAN HUCXOAALLEeN rpaHuLe, ecin 3HayeHue oTo-
b6paHHOW nepemeHHOM Ha NEepBOM KOHTPONbHOM WHTepBane
6onblue NMMbo paBHO BOCXOAALLEN rpaHuLe U/uan meHblue, bo
PaBHO HUCXOAALLEN rPaHWLLE;

- owner — UMA co3aTeNs aBapunHOro cobbITus.

YaanaeT ycnosue BblAaun aBapunHbIX COBbITUIA.

rmon table-size {history
hist_entries | log
log_entries}

no rmon table-size {history
| log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3apaeT makcumasnbHbI pasmep RMON-Tabanu,.
- history — makcMmanbHoe KonMYecTBo CTPOK B Tabanue nctopuu;
- log — makcmanbHOe KOMYeCTBO CTPOK B Tabauuie 3anuceit.
3HayeHue BCTYNUT B CWIY TOJIbKO Nocne nepesarpysku
H yCTpoicTBa.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl MOpmMos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 189 — KomaHzabl pexkmma KoHourypaumm nHtepdelica Ethernet, rpynnel uHtepdericos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval interval]

no rmon collection stats index

index: (1..65535);
name: (0..160)
CMMBO/IOB;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 cek

BkntoyaeT dopmmpoBaHMe UCTOPUM MO Fpynnam CTaTUCTUKK AnA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

- index — nHaekc Tpebyemoli rpynnbl CTaTUCTUKK;

- name — BnageneL, rpynnbl CTaTUCTUKMK;

- bucket_num — 3Ha4eHue, accounmpyemoe ¢ KOM4YeCTBOM AYeek
AN cbopa UCTOPUM NO Trpynne CTaTUCTUKK;

- interval — nepvog onpoca ana $opMmUpoBaHUA UCTOPUN.

BbIKk/toYaeT GopMMpoBaHME UCTOPUK MO TPYNNam CTaTUCTUKK AnA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHTrA.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 190 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmesue

show rmon statistics {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3blBaeT CTaTUCTUKY MHTepdeiica Ethernet nnbo rpynnbl nop-
TOB, UCNONb3YEMYIO /1 YAANEHHOTO MOHUTOPUHTA.

OtobparkaeT MHPopmaumio No 3anpaliMBaeMbliM rpynnam cTaTu-
CTUKMU.

show rmon history index
{throughput | errors | other}
[period period]

index: (1..65535);
period:
(1..2147483647) cek

MNokasbiBaeT uctoputo Ethernet cratuctnkn RMON.

- index — 3anpolueHHan rpynna CTaTUCTUKK;

- throughput — nokasbiBaeT cyeTUMKM NPOU3BOAUTENBHOCTM (NpPO-
MYCKHOM cnocobHocTw);

- errors — NoKasblBaeT CYETYMKM OWNBOK;

- other — noKkasbiBaeT cYETYMKM 0OPbLIBOB U KONN3UIA;

- period — NOKa3bliBaeT UCTOPUIO 3a 3aMnpOLLEHHbIN nepuos spe-
MEHM.

show rmon alarm-table

MoKa3blBaeT CBOAHYIO TabanLy aBapuiHbIX COBbITUN.

show rmon alarm index

index: (1..65535)

MNoKasbiBaeT KOHPUIypPaLMIO HACTPOMKM aBapPUMHbIX COBBLITUN.
-index — VHAEeKC aBapUnHOTo cobbITuA.

show rmon events

Moka3sblBaeT TabauLy cobbITUiA yaaneHHoro MoHMTopuHra RMON.

show rmon log [index]

index: (0..65535)

MNMokasbiBaeT Tabanuy 3anvceit yaaneHHOro MoHutopmHra RMON.
- index — nHAeKc cobbITHA.
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[pumepbl 8b1M0AHEHUS KOMAHO

MoKka3aTtb ctatucTuKy 10 nHtepdeica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10
Dropped: 8

Broadcast:

Fragments:
64 Octets:

Octets: 878128 Packets: 978

7 Multicast: 1

CRC Align Errors: 0 Collisions: 0
Undersize Pkts:
0 Jabbers: 0

98 65 to 127 Octets: 0

128 to 255 Octets: 0 256 to 511 Octets: 0

512 to 1023 Octets: 491 1024 to 1518 Octets: 389

0 Oversize Pkts: 0

Tabnnua 191 — OnucaHune pesynbTaToB

Mapamemp OnucaHue

Dropped Konmuectso 3a4eTEeKTUPOBaHHbIX COBbITUM, KOraa nakeTbl 6bl1M OTOPOLLEHDI.

Octets KonnuectBo 6aiiT AaHHbIX (BKAKOYAA 6aiTbl NN1OXMX MAKETOB), MPUHATbLIX U3 CETU (MCKAKoYanA
dperimoBble 6UTbI, HO BKNHOYAA BUTbI KOHTPOALHOM CyMMbI).

Packets Ko/imuecTso NpUHATLIX NAKETOB (BK/IOYan NAoXue, LWMPOKOBelLaTeNbHbIE U MHOM0aApecHble
nakertbl).

Broadcast Ko/MuecTBo NPUHATBLIX LWMPOKOBELLATE/IbHbIX NAaKETOB (TO/IbKO KOPPEKTHbIE NaKETbI).

Multicast KonMuecTBo NPUHATLIX MHOrOaApeCHbIX MaKeToB (TOMIbKO KOPPEKTHbIE NaKeTbl).

CRC Align Errors

Koanyectso NpUHATLIX NakeToB AJMHOMN OT 64 a0 1518 6alAT BKAOUYMTENbHO, MMEIOLLNX He-
BEPHYH KOHTPOJIbHYIO CYMMY IM6O C LLeNIbIM YUCIOM BaAT (OLIMBKM NPOBEPKM KOHTPOIbHOW
cyMmbl — FCS), Mbo ¢ HeuenbiMm Ynuciom 6aiT (owmnbku BoipaBHMBaHUA — Alignment).

Collisions

OLeHKa KoMYecTBa KoAan3nin Ha gaHHom Ethernet-cermente.

Undersize Pkts

KonunyectBo NpuHATbLIX NaKeTOB AIMHOW MeHblue 64 6aiT (Mckatovas dperimoBbie 6UTbI, HO
BK/ItOYas BUTbI KOHTPOJIBHOW CYMMbI), HO B OCTa/IbHOM MPaBU/IbHO CGOPMUPOBAHHBIX.

Oversize Pkts

Konnyectso NpuMHATLIX NakeToB AanHOMN 6osbwe 1518 6anT (Mckatouan dpelimosble 6UTHI,
HO BK/tOYan 6UTbl KOHTPOABbHOM CYMMbI), HO B OCTa/IbHOM NPaBUAbHO CHOPMMPOBAHHDIX.

Fragments

KonunyectBo NpuHATbLIX NaKeTOB AIMHOW MeHblue 64 6aiT (Mckatovas dperimoBbie 6UTbI, HO
BK/10YAA BUTbI KOHTPOJIBHOM CYMMbI), UMEIOLLIMX HEBEPHYIO KOHTPOJIbHYO cymmy nbo ¢ Le-
NibIM Yyncnom 6anT (oWwmnbKM NpoBepPKU KOHTPOAbHOM cymMmbl — FCS), n1Mbo ¢ HeLenbim Ynciom
6anT (oWwmnbKKU BbipaBHMBAHKUA — Alignment).

Jabbers

Konnuectso NpuHATLIX NaKeToB ANnHON 6onblwe 1518 6aiT (Mckntovan dpenmoBsble GUTDI,
HO BK/tOYas BUTbl KOHTPOJIbHOW CYMMbI), UMEIOLLMX HEBEPHYHO KOHTPOJIbHYO CYMMY IM6O C
LeNbiM Yncnom 6aiT (OLWMBKM NPOBEPKMN KOHTPOAbHOMN cyMmbl — FCS), 1Mbo ¢ Heuenbim Ync-
nom 6aiT (ownbKM BbipaBHUBaHMA — Alignment).

64 Octet

Konnyectso MpUHATLIX NAaKeTOB (BK/KOYas MaoOXue MakeTbl) A4/ivMHoW 64 6aitta (McKawodas
¢dpeimoBble 6UTbI, HO BKOYAsA BUTbI KOHTPOILHOW CYMMbl).

65 to 127 Octets

KoanuyectBo NpUHATLIX MaKeToB (BK/AOYas Naoxue nakeTbl) AAMHON OT 65 a0 127 6aiT BKAtO-
UnTeNbHO (MCKAoYasa dpernmoBble BUTbI, HO BKAOUYAA BUTbl KOHTPOIbHOM CYMMBblI).

128 to 255 Octets

Konnuyectso NpMHATbLIX NaKeToB (BKAOYaA MNA0XMe NakeTbl) 4NNHOM oT 128 ao 255 6alT BKtO-
YMTEIbHO (MCKtoYasa dpernmoBble BUTbI, HO BKAOYAA BUTbl KOHTPOJIbHOM CYMMbl).

256 to 511 Octets

Koanuyectso NpMHATBLIX NAaKeTOB (BKAOYAs N0XMe NaKeTbl) AAnHOM oT 256 a0 511 6aiiT BKAtO-
unTenbHo (McKAoYasa GpenmoBble BUTbI, HO BKAOYAA BUTbI KOHTPONLHOW CYMMbI).

512 to 1023 Octets

Konnyectso NpMHATLIX NaKeToB (BKAkOYaa Naoxue naketbl) gauHoi ot 512 go 1023 6aiT
BK/IIOYUTENBbHO (MCKAtoYasa pperimoBble 6UTbI, HO BKOYAsA 6UTbl KOHTPOJIbHOM CYMMbl).

1024 to 1518 Octets

Konnuyectso NpuHATLIX NAKeToB (BKAOYas naoxue nakeTtbl) anmHol oT 1024 go 1518 6aut
BK/IIOUUTENbHO (MCKaouana dpelrimoBble 6UTbI, HO BKAOUYan BUTbl KOHTPOIbHOM CYMMbI).
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MokasaTb MHGOPMaLMIO NO rpynnam CTaTUCTUKK 41A nopTa 8:

console# show rmon collection stats tengigabitethernet 1,/0/8

Index Interface Interval Requested Samples Granted Samples

Tabanuya 192 — OnucaHune pesynbTaTos

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO AeHTUOULMPYIOLLMI 3aNUCh.
Interface Ethernet-uHtepdeiic, Ha KoTopom 3anyLueH onpoc.
Interval NHTepBan B ceKyHAAX MeXay onpocamu.

Requested Samples 3anpoLeHHoe KOIMYECTBO OTCYETOB, KOTOPOE MOMKET BbITb COXPaHEHO.

Granted Samples

PaspeweHHoe (OCTaBLIJEECFI) KO/IN4eCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpPaHeHOo.

Owner Bnageney AaHHOM 3anucu.

MoKasaTb CHETYMKM MPOMYCKHOM CNOCOBHOCTM ANA rpynnbl CTaTUCTUKK 1:

console# show rmon history 1 throughput

Sample set: 1 Owner: MES
Interface: tel/0/1

Requested samples: 50

Interval: 1800
Granted samples: 50

Maximum table size: 100

Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabnunua 193 — OnucaHne pesynbTaToB
Mapamemp OnucaHue

Time [aTta u Bpema co3gaHma 3anumcu.

Octets Konmuectso 6aiT gaHHbIX (BKAOYAn 6aliTbl NIOXMX NAaKETOB) NPUHATLIX U3 CETU (MCKAtoYas
¢dpelimoBble 6UTbI, HO BK/OYAA BUTbI KOHTPOILHOM CYMMbI).

Packets Ko/IMyecTBO NPUHATLIX NAKETOB (BKAOYasA NAOXME NaKeTbl) B Te4eHue nepmoaa Gopmmupo-
BaHMA 3anucu.

Broadcast Ko/iiMyecTBo NPUHATLIX XOPOLIMX MAKETOB B TeuyeHWe nepuona GopmMMpPOBaHMA 3anucu
HanpaBAeHHbIX HAa LWUMPOKOBELLATe/IbHblE aapeca.

Multicast KonnyecTtBo NpUHATbIX XOPOLIMX NAKETOB B TeyeHue nepuoaa GopMMPOBAHUS 3anucK
HanpaBAeHHbIX HA MHOToaApecHble agpeca.
OueHKa cpegHel NponycKHOM cnocobHOCTM pU3MUYECKOro YPOBHA Ha aHHOM MHTepdelice

Utilization B TeyeHue nepmona dopmmnpoBaHus 3anucu. MponyckHas cnocobHOCTb OLeHNBaETCA Be-
NINYMHON A0 ThICAYHOM NpOLEHTa.
KonnyecTBo NpUHATBIX B Te4eHWe nepunoaa GopmMmmMpoBaHMA 3anncy NakeTos AANHOW OT 64

CRC Alien 40 1518 6aiAT BKNHOUMTENIbHO, MMEIOLLNX HEBEPHYIO KOHTPOJIbHYIO CYMMY B0 C uenbim

& yncaom 6anT (OWMBKM NPOBEPKU KOHTPOAbHOM cymmbl — FCS), nnbo c Heuenbim Ynciom

6ainT (oWmM6bKK BbipaBHMBaAHMA — Alignment).

Collisions OueHKa Ko/imyecTBa KONM3KUI Ha gaHHom Ethernet cermeHTe B TeueHue nepuoga dop-
MWPOBAHUA 3aMNUCH.
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Undersize Pkts

KonnyectBo MpUHATBIX B TedeHue nepuosa GOpMUpPOBAHMA 3ammucK MaKeToB AJIMHOM
MeHblle 64 6aiT (UckNoYans dppermoBble BUTbI, HO BKAKOYasA BUTbI KOHTPOJIbHOW CYMMbl),
HO B OCTa/IbHOM MPaBUbHO CPOPMMUPOBAHHbIX.

Oversize Pkts

Ko/iMyecTBo MpUHATLIX B TedeHue nepuoga GpopmMpOoBaHMA 3anucK MaKeToB AJMHOWM
6onbwe 1518 6alT (Mckaovasa ¢peimoBble BUTbl, HO BKAOYAnA OGUTbl KOHTPOAbHOW
CYMMbI), HO B OCTa/lbHOM NPaBUAbHO CHOPMUPOBAHHDIX.

Fragments

Konnuyectso NpuUHATBIX B TeYeHWe nepuoaa GoOpMMPOBAHMA 3aNMCKU NAKETOB AJIMHOMN
MeHble 64 6aiT (UcKkNoYan ¢pelimoBble BUTbI, HO BKIOYAn BUTbI KOHTPOJ/IbHOM CyMMbl),
MMeIOLMX HEBEPHYIO KOHTPOJIbHYIO CYMMY IMBO C LenbiM Ynciom 6anT (owmnbKku npo-
BEPKWN KOHTPOAbHOM cymmbl — FCS), ninbo ¢ Heuenbim ynciom 6ainT (owmbKM BbipaBHMBa-
Hua — Alignment).

Jabbers

KonuyectBo npuHATbIX B TeyeHue nepuoga GOpPMUPOBAHMA 3anNUCKM MAKeTOB ANUHOM
6onblwe 1518 6aiT (UcKnioyas ¢perimoBble BUTbI, HO BKAOYas OUTbI KOHTPOJbHOW
CYMMbI), UMEIOLLMX HEBEPHYIO KOHTPOJIbHYHO CYMMY IMBO € LeNbiM YNCIOM 6alT (OLWMBKM
NPOBEPKM KOHTPOAbHOM cymmbl — FCS), 1Mbo ¢ Heuenbim ynciom 6anT (owmMbKM Bbipas-
HuBaHuA — Alignment).

Dropped

KonnyecTso 3a4eTEKTUPOBAHHbIX COBbLITMI, KOrga nakeTbl 6biav OTOPOLLIEHbI B TeYEHUE
nepuoaa GopmmpoBaHmna 3anucu.

HOKaBaTbCBOAHyK)Ta6ﬂMuyCMFHaﬂOBTPEBOFMZ

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabnvua 194 — OnucaHue pesynbLTaTos

Mapamemp

OnucaHue

Index NHAEKC, YHUKaNbHO MAEHTUOULMPYIOLWLMIA 3aNNCh.

OID OID KOHTPO/IMpYEMOI NepeMeHHOMN.

Owner Monb3oBaTtenb, CO34aBLUNIA 3aMUCh.

MNMoKa3aTb KOHGUIypaL Mo aBapUiAHbIX COBbITUI C MHAEKCOM 1:

console# show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI

Tabnnua 195 — OnucaHne pesynbTaToB

Mapamemp

OnucaHue

oID OID KOHTpOANpYEMOI NepeMeHHOM.
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HELTEX

3HayeHMe nepeMeHHOM Ha NocaefHeM KOHTPOIbHOM MHTepBane. Ecnv metop otbopa ne-
Last Sample Value pemeHHbIx absolute — To 310 abcontoTHOE 3HaYeHUe nepemeHHon, ecaum delta — 1o pas-
HULA MeXKAY 3HAYEHUAMM NepemMeHHOM B KOHLLE M B Hayasie KOHTPOIbHOTO MHTepBana.

Interval . N
Hel M HUXKHEWN rpaHnLamu.

MHTepBan B CeKyHAAX, B Te4eHNEe KOTOPOro AaHHble OT6VIpaIOTCH M CpaBHMBAIOTCA C BEPX-

Sample Type

M B Ha4a/ie KOHTPO/IbHOTO VIHTepBaI'Ia).

MeTog, oTb6opa yKasaHHbIX NepeMeHHbIX M NoAcYeTa 3HaUYeHUA 411 CPaBHEHUA C rpaHu-
uamu. MeTog, absolute — abcontoTHOe 3HauyeHMe BbIbBPaHHOW NepemeHHoM byaeT cpas-
HEHO C rpaHu1LEe Ha KOHLLe ucciegyemoro nHtepsana. Metoz delta — 3HaueHue BbIbpaH-
HOI NepemMeHHOM Npu nociegHem otTbope byaeT BbIMTEHO U3 TEKYLLLErO 3HAYEHMA, U pas-
HUUA ByaeT cpaBHEHA C rpaHULAMM (pa3HULA MeXKay 3HAYEHUAMU MEPEMEHHOM B KOHLE

CpaBHEHWs OTOBPAHHOM NepeMeHHOM ¢ 04HON, IM60 0benmm rpaHULLAMN.

paBHOM 3TOI rpaHuLLe.

paBHO 3TOM rpaHuLe.

HUCXOAALLEN rPaHULE.

MHCTPYKUMA ANA reHepaumm cobbITUM Ha NEPBOM KOHTPO/JIbHOM UHTepBasie. Onpepenset
npaBuia reHepaLnmn aBapuinHbIx coObbITUI AR NEPBOro KOHTPO/IbHOIO MHTEPBana NyTem

rising — reHep1poBaTb egMHUYHOE aBapuiiHoe cobbITME NO BOCXOAALLEN MpaHuLe, ecan
3HaYeHue oTobpPaHHOW NepeMeHHOM Ha NEPBOM KOHTPO/IbHOM MHTepBasie 6o/bluem Mbo

Startup Alarm falling — reHepupoBaTb eaNMHMYHOE aBapUitHOe CObbITUE MO HUCXOAALWEN rpaHuLE, ecu
3HayeHne oTobpaHHON NepemMeHHOM Ha NePBOM KOHTPO/IbHOM MHTepBasie meHblle nbo

rising-falling — reHepupoBaTb eanHUYHOE aBapuitHOe cobBbITUE MO BOCXOAAWEN U/uaun
HUCXoAALWEN rpaHuLLe, eciv 3Ha4YeHWe oTobpaHHOM NepemeHHOM Ha NepBOM KOHTPO/b-
HOM MHTepBane 6oblue 60 paBHO BOCXoAsLLEW rpaHuLe, u/uam meHblle NMbo paBHO

Rising Threshold

6bITME reHepupyeTcs.

3HavyeHue Bocxoaallen rpaHuubl. Korga 3HayeHue oTobpaHHOM NepemMeHHOoM Ha npeapil-
AYWEM KOHTPO/NbHOM MHTepBane 6blI0 MeHblUe AAHHOM rPaHWUbl, @ Ha TEeKYLLEM KOH-
TPONIbHOM UHTepBasie 60/blieM NMHB0 PaBHOM 3HAYEHUIO FPaHULLbI, TOTAa eAUHUYHOE CO-

Falling Threshold

THE reHepupyeTcs.

3HavyeHue HUcxoaAwen rpaHuubl. Koraa sHaueHne oTobpaHHON nepemeHHOM Ha npeapil-
AYWEM KOHTPOJbHOM MHTepBase 6bi10 6onblie AaHHOM rPaHULbl, @ Ha TEKYLEM KOH-
TPOJIbHOM MHTEpPBaJie MeHble M60 PaBHO 3HAYEHMIO FPaHULbI, TOTAa eaAuHUYHOE COobbl-

Rising Event NHAeKc cobbITUA NCNONb3YIOLLErocs, KOraa BOCXoAALLas rpaHnLa nepeceyeHa.
Falling Event MHAaeKc cobbITUA MCMOJIb3YHOLLErocs, KOrAa HUCXOAALLAA rpaHMLa nepeceyeHa.
Owner Monb3oBaTtenb, CO3A4aBLUNIA 3aMMUCh.

MokasaTb Tabanuy cobbiTnin yganeHHoro MoHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabanuya 196 — OnucaHune pesynbTaToB

Napamemp OnucaHue
Index NHAEKC, YHUKANbHO MAEHTUOMLMPYIOWMIA COBbITHE.
Description KommeHTapuii, onucbiBatowWwmin cobbiTme.

Tun yBefoOMAEHUA, TEHEPUPYEMOTO YCTPOIMCTBOM MO 3TOMY COBbITUIO:
- none — He reHepMpoBaTb YBEAOM/IEHUS;

Type - log — reHepupoBaTb 3anucb B Tabanue;

- trap — otcbinatb SNMP trap;

- log-trap — reHepupoBaTb 3anncb B Tabaunue u otcbinatb SNMP trap.

Community Ctpoka coobuiectsa SNMP ana nepecbinku trap.
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Owner

Monb3oBartens, CO3LI,aBLUMl7I cobbiTue.

Last time sent

Bpemsa 1 pata reHepupoBaHUA nociegHero cobbiTua. Ecan He 6bINO creHepMpoBaHoO co-
6bITUI, TO 3TO 3HaYeHMe By aeT paBHO HYJIO.

MNMokasaTtb Tabaunuy 3anucelt yaganeHHoro moHmtopmHra RMON:

console# show rmon log

1 Errors

Maximum table size: 100
Event Description Time

Nov 10 2009 18:48:33

Tabnnuya 197 — OnucaHune pesynbTaToB

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO MAEHTUOULMPYIOLNIA 3aMNCh.
Description KommeHTapuii, onucbiBaloLWmin cobbiTue.
Time Bpemsa co3gaHua 3anucu.

5.19.6 Cnucku docmyna ACL dna ynpaeneHusa ycmpolicmeom

MporpammHoe obecneyeHne KOMMYTAaTOPOB MO3BO/MAET paspewwnTb AMB60 OrpaHUuUTb OOCTYN K
yNpaB/ieHNI0 YCTPOMCTBOM Yepes onpegenieHHble nopTel Mamn rpynnbl VLAN. Ona 3Toi uenmn cosgatorcs
cnuckm goctyna (Access Control List, ACL) ana ynpasneHus.

KomaHObI pexcuma 2a06anab6HoU KOHuU2ypayuu

BunAa 3anpoca KoMaHAHOWM CTPOKM pexxnma rnobanbHOM KOHOUrypaLmm:

console (confiqg) #

Tabnunua 198 — KomaHabl perkunma rnobanbHoM KoHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

HAelicmeue

management access-list name

no management access-list
name

name: (1..32) cumBona

Co3paeT CNMCoK A40CTyna 44 ynpasaeHus. Bxog B pexum KoHou-
rypauum cnmcka gocTtyna ans ynpasneHus.

Ypaansert cnncok AocTyna Ans ynpasneHus.

management access-class
{console-only | name}

name: (1..32) cumBona

no management access-class

OrpaHuuMBaeT ynpas/eHWe YCTPOWCTBOM MO oOnpeneseHHOMY
cnucky poctyna (access list). AKTUBMPYET yKa3aHHbIA CMUCOK A0-
cTyna.
- console-only — ynpasneHue ycTpolicTBOM JOCTYMNHO TONIbKO C KOH-
conu.

OTMeHsEeT orpaHWYeHne Ha ynpas/ieHue yCTpoCTBOM No onpeae-
NIeHHOMY CnUCKy gocTyna (access list).

KomaHObI pexcuma KoHgu2ypayuu crnucka docmyna 04 ynpassaeHus

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXXUMeE KOHPUIypaLmm Cnucka 4oCTyna ana ynpasaeHus:

console (config) # management access-list eltex manag
console (config-macl)#
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Tabanua 199 — KomaHAabl pexnma KoHpuUrypaumm cnucka AocTyna ana ynpasaeHus

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeilicmeue

permit [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service ]

permit ip-source
{ipv4_address |
ibv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh)

3afaeT paspeLuatoLee ycaoBMe A8 YNPaBAAIOLWEro Crnucka 4o-
cTyna.
- service —Tvn gocTyna.

deny [gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

deny ip-source {ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh)

3agaerT 3anpeLatoLLee yCI0BME 414 YNPaBAAIOLLEro CUCKA A0-
cTyna.
- service — TMn pocTyna,

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 200 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show management access-list
[name]

name: (1..32) cumBona

MoKasbiBaeT CNMCKM aocTyna (access list) ans ynpasnexus.

show management
access-class

MokasbiBaeT MHPOPMauUMI0O 06 aKTMBHbLIX CMMCKax AoCTyna
(access list) ans ynpasneHums.
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5.19.7 Hacmpoiika docmyna

5.19.7.1

[JaHHble KOomaHAbl

npeaHasHayeHbl

Telnet, SSH

K HEMY 419 MOHUTOPUHIA U KOHPUIypaLmm.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

ON1A  HACTPOMKM cepBepoB AOCTyna Ana ynpaBaeHus
KommyTaTopom. Moapep:kka cepsepos Telnet n SSH KommyTaTopom NO3BOAAET yAANEHHO NOAKAHOYATLCA

Bug, 3anpoca KOMaHAHOM CTPOKM peXRmnma rnobanbHom KOHPUrypaLmm:

console (config) #

Tabanuya 201 — KomaHab! perknma rnobanbHoM KoOHPUrypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip telnet server

no ip telnet server

Mo ymonyanutio Telnet
cepBsep BKOYEH

Paspelwaet yaaneHHoe KOHOUIrypupoBaHWe yCTPOMCTBa
yepes Telnet.

3anpewaeTt yganeHHoe KOHPUIrypupoBaHWe yCTPOMCTBA
yepes Telnet.

ip ssh server [vrf vrf_name]

no ip ssh server [vrf vrf_name]

vrf_name: (1..32)
CMMBO/1a/NO YMONYAHUIO
SSH cepBep OTKAOYEH BO

scex VRF

PaspelwaeT ypaneHHoe KOHPUrypupoBaHue yCTPOWCTBA
yepes SSH.
- vrf_name — nma ak3emnnapa VRF.

[o Tex nop, NoKa KA4Y ANA WKNPPOBaAHUA He
V creHepupoBaH, SSH-cepeep byaeT HaxoauTbcA
B pe3sepse. Mocne reHepauum Kawya (Mcnonb-
3yemble KomaHAbl crypto key generate rsa u
crypto key generate dsa) cepsep nepeiiger B
pabouee cocTosHue.

3anpewaer yganeHHoe KOHPUIrypupoBaHWe yCTPOMCTBA
yepes SSH.

ip scp server

no ip scp server

no ymonyanutio SCP-cepsep
OTK/ItOYeH

PaspelwaeT KonupoBaHue ¢aiinos 13 GannoBoro xpaHu-
Nl KOMMYyTaTopa U Ha Hero Yepes SCP.

V SSH-cepBep A0MKeH 6biTb BKAOYEH.

Bbikntoyaet SCP-cepsep.

ip ssh port port_number

no ip ssh port

port_number: (1..65535)/22

TCP-nopT, ucnonb3yemsbiii SSH-cepsepom.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ip ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port |
port-channel group | loopback
loopback_id | vlan vian_id}

no ip ssh-client source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

3apaet nHtepdeiic ana SSH-ceccuin.

Ypanaer nHtepoeic.

ipv6 ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port |
port-channel group | loopback
loopback_id | vlan vian_id}

no ipv6 ssh-client source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

3apaet nHtepdeiic ans IPv6 SSH-ceccui.

Ypansaet untepdeiic.

ip ssh-client username username

no ip ssh-client username

username: (1..70) cumBonoB

YcTaHaBAMBaET MMA Nosb3oBatens ana SCP-ceccuid.

Ypansaet uma nonb3osatena ana SCP-ceccuit.
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ip ssh-client password password

no ip ssh-client password

password: (1..70) cumsonoB

YcTaHaBAuBaeT naposb ans SCP-ceccui.

Ypnansaet naponb ana SCP-ceccuin.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymonuyanutio
ucnonb3oBaHue nyb6aMyHoro
KNloYa 3anpeLeHo

PaspeluaeT ucnosnb3oBaHue Ny6AMYHOTO KAtoYa ANS BXO-
pawmx SSH-ceccuin.

3anpeLyaeT MCnosib3oBaHue Ny6AMYHOro Kato4a 4s BXO-
pawmx SSH-ceccuin.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,
aes192, aes256, arcfour,
aes128-ctr, aes192-ctr,
aes256-ctr, aes128-
gcm@openssh.com aes256-
gcm@openssh, chacha20-
poly1305@openssh.com)
/paspellueHbl Bce
aNropuTMbl, KpOMe none

3aflaeT CMUCOK pa3speLleHHbIX airopuTMoB LWndpoBaHUs
AN cepsepa.

BoccTaHaBiMBaeT CNMUCOK paspeLleHHbIX aIfopUTMOB 06-
MeHa KNKYaMy No YMO/THaHUIO.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupl-shal,
curve25519-
sha256@libssh.org, diffie-
hellman-group-exchange-
sha256, diffie-hellman-
groupl6-sha512, diffie-
hellman-group18-sha512,
diffie-hellman-group14-
sha256, diffie-hellman-
group14-shal)/
paspelueHbl Bce MeToabl

3afaeT CNUCOK paspelleHHbIX MeToAoB OBbmeHa KAto-
Yamu A cepeepa.

BoccTaHaBNMBaeT CNUCOK Pas3peLleHHbIX aropuTmMmoB 06-
MEHa K/o4aMm No YMOIYaHHIO.

ip ssh password-auth

no ip ssh password-auth

Mo ymon4yaHuio BKAOYEHO

BK/tOYaET perKMM ayTeHTUdMKALMM NO NapoIo.

OTK/IIOYAET peXxnm ayTeHTUdMKaLUM NO Naponio.

crypto key pubkey-chain ssh

Mo yMOAYaHMIO KoY He
cosgaH

BXO4MT B peMM KOHOUrypauum nyb6aMYHOro Kaya.

crypto key generate dsa

leHepupyeT napy Kawodein DSA — yacTHbIN M NyBANYHbIN
ana SSH-cepsuca.
V Ecnam xota 6bl 04MH M3 Napbl KAlouen yxKe co-
3[aH, TO cUCTeMa MPeAsIoXKUT nepesanucatb
K/tou.

crypto key generate rsa

leHepupyeT napy Katodeit RSA — 4acTHbIM U Ny6AUYHBIN
ona SSH-cepsuca.
V Ecnu xota 6bl 04UH U3 Napbl KALOYEN yxke co-
3[aH, TO cMCTEMA NPeAsIOKUT nepesanucaTb
KAtou.

crypto key import dsa

encrypted crypto key import dsa

MmnopTtupyet napy kntoyei DSA.
- encrypted — B 3aWwMppoBaHHOM BMAE.

crypto key import rsa

encrypted crypto key import rsa

MmnopTtupyet napy Kntodeit RSA.
- encrypted — B 3aWwmnppoBaHHOM BUAE.

ip http server

no ip http server

no ymonyanHuto HTTP-
cepBep BKAOYEH

PaspeluaeT yaaneHHoe KOH$UrypMpoBaHue ycTpoicTea
yepes web.

3anpeLaeT yaaneHHoe KOHOUryprpoBaHue ycTpoicTea
yepes web.

ip http port port

no ip http port

1..59999/80

3apaet nopt HTTP-cepBepa.

BoccTaHaBnmBaeT 3HaveHue no YMON4aHUIO.

ip http secure-server

no ip http secure-server

no ymon4yanuio HTTPS-
cepBep BKAOYEH

Bkatouaet HTTPS-cepBep.

Bbikntoyaet HTTPS-cepsep.

ip http timeout-policy seconds
[http-only | https-only]

no ip http timeout-policy

seconds: (0..86400)/600

3apaet TaiimayT HTTP-ceccuum.

BoccTaHaBnvBaeT 3HavyeHMe No YMOJTHAHWUIO.

crypto certificate {1 | 2} generate

crypto certificate {1 | 2} import

leHepupyeT SSL-cepTudmkar.

Mmnoptupyet SSL-cepTuduKaT, Ha3HaYEHHbIA LEHTPOM
cepTudUKaLmm.
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no crypto certificate {1 | 2}

BocctaHaBnmBaeT SSL-cepTudMKaT no ymonyaHuio ans
YyKaszaHHoro ceptuduKaTa.

v/

Knioun, creHepupoBaHHble KomaHaamu crypto key generate rsa u crypto key generate
dsa, coxpaHAOTCA B 3aKpbITOM ANA nonb3osaTens daitne KoHpurypauum.

KomaHObI pexcuma KoHguaypayuu nybau4Ho20 Ka4a

BunA 3anpoca KOMaHAHOWN CTPOKM B peXxume KOHPUrypaumnm nybaMyHoro Katoua:

console# configure

console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) #

Tabnnua 202 — KomaHab! perkMma KoHourypaumm nybimMyHoro Kawva

3HayeHue/3HayeHue

KomaHda
1o yMmon4aHuio

Aelicmeue

user-key username {rsa | dsa}

username: (1..48)
C“MBO/IOB

no user-key username

Bxog, B pexxnum co3gaHuna UHAMBUAYANIbHOTO NyBNMYHOrO Kto-
ya.

- rsa — co3aatb RSA-kntoy;

- dsa — co3gatb DSA-Kntou.

YaanaeT ny6AnUHbIN KAOY 418 onpegeeHHoro noib3osartens.

Bupg 3anpoca KOMaHAHOf/‘I CTPOKU B pexXXnume co3aaHna nHanBmnayasibHOro I'IY6J'IMLIHOFO K/to4a:

console# configure

console (config)# crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key) #

Tabnumua 203 — KomaHAabl peskuma co3AaHnsa MHAUBUAYANbHOrO NyBANYHOro KtoYa

3HayeHue/3HayeHue

KomaHda
o ymon4aHuio

Aelicmeue

key-string -

Cospaet I'Iy6}'IW-IHin;I KAKY ANnAa onpeaeneHHoro nonb3oBatena.

key-string row key_string

CoszpaeT NnybAnYHbIN KoY A8 onpeaesieHHOro Nosb3oBaTtens.

BBopg, K/toua ocyLwecTBAAETCA NOCTPOYHO.

- key_string —4acTb Kntova.
[nAa Toro uTo6bI CUCTEMA NOHANA, YTO KAKOY BBEAEH
NONHOCTbIO, HeobxoAaMMo BBecT KomaHay key-string
row 6e3 cuMmBONOB.

KomaHOwbl pexcuma EXEC

KomaHabl JaHHOrO pasgena AOCTYMNHbl TONbKO ANA NPUBUIETUPOBAHHbIX nonb3oBaTesien.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 204 — KomaHabl pexkuma EXEC

3HayeHue/3HayeHue

KomaHda
10 yMOA4YaHuio

Aelicmeue

show ip ssh

Moka3biBaeT KoHdurypauuto SSH-cepBepa, a TaKkKe aKTUBHble
BxogAawme SSH-ceccum.
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HELTEX

show crypto key pubkey-chain username: (1..48)
ssh [username username] cumBonos.lo
[fingerprint {bubble-babble | YMOYaHUIO OTNEYaTOK
hex}] K/loYa B WecTHagua-

TepuyHOM dopmare.

MokasbiBaeT NnybanyHble SSH-KA0UN, COXpaHeHHble Ha KOMMYTa-
Tope.

- username — UMA YAaNEHHOTO KWUEHTa;

- bubble-babble — otneuatok Kntoua B Koge Bubble Babble;

- hex — oTneyaTok Knto4a B WeCTHaALaTEPUIHOM KoZe.

show crypto key mypubkey
[rsa | dsa]

MoKasbiBaeT Nyb6anyHbIe KAoun SSH-KommyTaTopa.

show crypto certificate [1 | 2] -

Otobpakaet SSL-ceptnuduKatbl ana HTTPS-cesepa.

[pumepbl 8b1M0AHEHUS KOMAHO

BKntounTb cepBep SSH Ha KommyTaTope. PaspewnTb UCnonb3oBaHWe NybanyHbIX Kntodeir. Co3aaTtb

RSA-kntou ans nonb3osaTens eltex:

console# configure
console (config) # ip ssh server

console (config) # ip ssh pubkey-auth
console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRWPWIAl4kpgIwI9GBRoNZQZx JHKCcKL6rM1Q+ZNXE
ZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GRfpSwoQUVV35LgJJk67I0U/zfwOl1gkTwml75Q
RO9gHUjS6KWGN2QWXgh3ub8gDITSamuSn/WA05iDX2TIExQWu0811cglk02LYciz+Z4TrEU/9FIx
wP1VQOjc+KBXuR0OjuNg5nFYsY0ZCkON/W9a/tnkmlshRE7D1i71+w3fNiOA6w9044t6+AINEICB
CCA4YcF6zMzaTlwefWwX6f+Rmt5nhhqdAtN/40Jfcel 66DgVX1gWmNzNRADYDvSzg01lDnwCACS
Oh Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

5.19.7.2 KomaHObI KOHGu2ypayuu mepmuHana

KomaHapbl KoHPUrypaumm TepmMmmnHana CayKat a5 HaCTPOMKN NapameTpoB JIOKaIbHOM U yaa/IeHHOM

KOHCOU.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KOHOUIypaLumm:

console (config) #

Tabnunua 205 — KomaHabl perkuma rnobanbHoM KoHGUrypauum

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

Aeilicmeue

line {console | telnet | ssh}

Bxopg, B pexKvM COOTBETCTBYHOLLETO TEPMUHANA (NOKaNbHAs KOH-
CONb, YAaneHHan KoHconb — Telnet nan yaaneHHasa 3awmiLeH-
HaA KoHconb — SSH).

KomaHObI pexxuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXXMUMe KOHPUIrypaLmm TepMmmnHana

console# configure

console (config) # line {console|telnet|ssh}

console (config-line) #
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HELTEX

Tabnmua 206 — KomaHap! pexknuma KoHoUrypauum TepMmmnHana

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeilicmeue

no autobaud

speed bps b 4800, 9600 YcTaHaBAMBAET CKOPOCTb AOCTYNA MO IOKA/IbHOM KOHCONM (KO-
s: .
ps: ( ! ’ MaHZAa AOCTYMHA TONbKO B PemMme KOHOUIypaLmmn 0KaabHOM
19200, 38400, 57600,
KOHCON).
115200)/115200 60p,
no speed YcTaHaBAMBaET 3HaYEHME N0 YMOYAHMIO.
autobaud BK/to4aeT aBTOMaTMYECKOe onpeaesieHMe CKOpPoCTU AoCTyna no
NIOKaNIbHOM KOHCOM (KOMaHZa AOCTYMHA TO/IbKO B PEXKMME KOH-
-/BKAOYEHO durypaumm NoKanbHOM KOHCONN).

BbIKNtoyaeT aBTOMaTMyecKoe onpeaesieHne CKopocTn AocTyna
MO SIOKa/IbHOM KOHCON.

exec-timeout minutes
[seconds]

no exec-timeout

minutes: (0..65535)/10
MUH;
seconds: (0..59)/0 cek

3ajaeT MHTepBas, B TeYeHNe KOTOPOro CMcTemMa OXKnaaeT BBoAa
nonb3osatena. Ecan B Te4yeHne AaHHOrO MHTepBaaa MoJb30Ba-
Te/lb HUYEro He BBOAUT, TO KOHCO/1b OTK/IIOYaEeTCA.

YcTaHaBAWBaeT 3HaYeHUe Mo YMONYaHUIO.

KomaHOwb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxnma EXEC:

console#

Tabnnua 207 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

show line [console | telnet |
ssh]

loKa3blBaeT NapameTpbl TepMUHANA.

5.20 XypHan aBapui, npotokon SYSLOG

CUCTeMHbIe KYPHa bl MO3BONAIOT BECTU UCTOPUIO COBBLITMIA, NPOU3OLLEALLNX HA YCTPOMCTBE, a TaKKe
KOHTPO/IMPOBaTb Npousoweawme cobbiTus B peasbHOM BpeMeHW. B 3KypHan 3aHoCATCA cobbiTUA cemu
TUMNOB: Ype3BblYaiHble, CUTHA/Ibl TPEBOMMN, KPUTUYECKME N HE KPUTUYECKME OWnBKKU, npeaynpexaeHus,
yBegomieHus, MHGOPMaLMOHHbIE U OTNALOUHbIE.

KomaHObI pexcuma 2a06ana6Hol KoOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUME r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnuua 208 — KomaHabl pexxknma rnobanbHoN KoHPUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

logging on

no logging on

-/pernctpauma
BKAlOUEHA

BK/toYaeT pernctpaumio oTNafouHbIX COOBLWEHNN U coobWweHN
06 ownbKax.

BbIKNtOYAET perncTpaumio oTAag0uHbIX COOBLWEHNN U coobweHni
06 ownbKax.
Mpu BbIKNIOYEHHOM pernucTpaumum oTnagouHble coob-
weHMa u coobweHna o6 owubkax 6yayT nepepa-
BaTbCA Ha KOHCONb.
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HELTEX

logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text]

[ vrf vrf_name]

host: (1..158)
CMMBO/IOB;
port: (1..65535)/514;
level: (cm.
Tabanua 209);
facility: (local0..7)/lo-
cal7;
text: (1..64) cumonos
vrf_name:(1..32)

BkntoyaeT nepepavy aBapuMHbIX U OTNAAO0YHbBIX COODOLEHUM Ha
yBoaneHHbii SYSLOG-cepsep.

- ip_address — IPv4 nnu IPv6-agpec SYSLOG-cepBepa;

- host — ceTeBoe nmsa SYSLOG-cepsepa;

- port — Homep nopTa ANA nepegayy coobLWEHUI NO NPOTOKONY
SYSLOG;

-level — ypoBeHb BaXXHOCTW COODOLLIEHMI, NepenaBaemblx Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegaBaemas B COOBLLEHUAX;

- text — onucaHune SYSLOG-cepBepa;

- vrf_name — vma BUPTYaNbHOM 061acTU MapLIpyTU3aLUK.

no logging host {ip_address | cumBonos Yaansaer BbibpaHHbI cepBep M3 CNMcKa ncnonb3yemblx SYSLOG-
host} [ vrf vrf_name] cepBepos.
logging console [level] BkAtoyaeT nepeaady aBapuiiHbIX UM OTNAA0YHbIX COOBLLEHMI Bbl-
level: (cm. 6paHHOr0 YPOBHA BaXKHOCTU Ha KOHCO/b.
Tabnnua

no logging console

209)/informational

BbIK/NlOYaeT nepeaady aBapUMHbIX UAW OTNALOUHBIX COOBLLEHMI
Ha KOHCO/Ib.

logging buffered
[severity_level]

no logging buffered

severity_level: (cm.
Tabnnua
209)/informational

Bk/itoyaeT nepesayy aBapunHbIX UK OTNAL0UHBIX COOBLLEHWI Bbi-
6paHHOro ypoBHA BaXKHOCTU BO BHYTpeHHUI bydep.

BbikntoyaeT nepesayy aBapuiiHbIX UM OTNAAL04YHbIX COOOLLEH M BO
BHYTPEHHUI bydep.

logging cli-commands

no logging cli-commands

-/OTKNIOUEHO

BkntouaeT nornposaHme BeegeHHbIX B CLI komaHa,.

OTKAOYaeT normposaHme BeeaeHHbIx B CLI kKomaHg,

logging buffered size size

no logging buffered size

size: (20..1000)/200

MN3MeHsAeT KoIMYecTBO COOBOLLEHUIM, 3aNOMNUHAEMbIX BO BHYTPEH-
Hem bydepe. HoBoe 3HaueHUe pasmepa bydepa npumeHUTCA No-
CNe nepesarpyskun ycTpomncTea.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

logging file [level]

no logging file

level: (
Tabauua 209) /errors

Bk/itovaeT nepesayy aBapuitHbIX UM OTNAZ0UHBIX COOBLLEHWI Bbl-
6paHHOro ypoBHA Ba*KHOCTU B Gain KypHana.

BbIK/lOYaeT nepeaayvy aBapuUnHbIX MAN OTNAL0UHBIX COOBLLEHUI B
dain xypHana.

aaa logging login

no aaa logging login

-/BKNIOYEHO

3aHOCUTb B }KYpHaJbl COObITMA ayTeHTUdMKaLMM, aBTOPU3ALMUM U
yueTa (AAA).

He 3aHOCUTb B KypHasbl COObITUA ayTEHTUPUKALMK, aBTOPM3ALUN
nyueTa (AAA).

file-system logging {copy |
delete-rename}

no file-system logging {copy |
delete-rename}

Mo ymonyaHuio
perncrpauma BraOYEHa

BkntoyaeT pernctpaumio cobbiTuit Gpainnosoit cuctemel.

- COpy — peruncrpaumsa coobLeHnit, CBA3aHHbIX C ONepPaLUsMmN Ko-
nuposaHua ¢annos;

- delete-rename — pernctpauma coobLLeHni, CBA3aHHbIX C yaane-
Huem $alinoB M NnepeMmeHoBaHNEM onepaLmnii.

BbIKNtoYaeT perucTpaumio cobbiTuii painnoBoli cucTembl.

logging aggregation on

no logging aggregation on

-/oTKAOYEHO

BKNtouaeT KOHTPO/Ib arperaumm syslog-coobuLieHni.

OTKANtoYaeT arperaumio syslog-coobLieHuii.

logging aggregation aging-
time sec

no logging aggregation
aging-time

sec: (15..3600)/300
CEKYHA,

YcTaHaB/MBaeT BPeMs XpaHeHWs CrpynnupoBaHHbIX syslog-coob-
LLLEHWA.

YcTaHaBAMBaeT 3HAYEHNE MO YMOYAHUIO.

logging service cpu-rate-limits

traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu,
other-bpdu, dhcp-
snooping, dhcpv6-
snooping, igmp-
snooping, mld-snooping,
sflow, log-deny-aces,
vrrp)/-

Bkatovaet KOHTPO/Ib OrpaHN4YeHnA CKOPOCTU BXOOALUMX Kagpos
Ana onpeaeneHHoro tmna Tpad)MKa.

OTkAntovaet NiormposaHue.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

-/Het

3apaeT napameTp, KOTOpbili ByAeT MCnonb30BaTbCA B KayecTse
naeHTMdMKaTopa xocTa B syslog-coobuyeHunx.

Mcnonb3oBaTb 3Ha4YeHME NO YMOJIHAHWIO.
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HELTEX

logging source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vlan
vlan_id | oob} [ vrf vrf_name]

no logging source-interface
[ vrf vrf_name ]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)
vrf_name:(1..32)
CMMBOJI0B

Mcnonb3oBaTtb IP-agpec ykasaHHOro nHTepdelica B KayecTBe uC-
TOYHMKa B IP-nakeTax npoTtokoaa SYSLOG.
- vrf_name — vma BUPTYanbHOM 061acTU MapLupyTU3aLmm.

Ucnonb3oBaTth IP-agpec ucxogauwero nHtepdelica.

logging source-interface-ipvé
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vlan
vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)
vrf_name:(1..32)
CMMBOJI0B

Ucnonb3oBaThk IPv6-agpec yKazaHHOro MHTepdelica B KayecTse Uc-
TOYHMKa B IP-nakeTax npoTtokoaa SYSLOG.
- vrf_name — vma BUPTYanbHOM 061acTU MapLIpyTU3aLUM.

no logging source-interface-
ipv6

Ucnonb3osaTth IPv6-agpec ucxoasaiero nHtepdeica.

Kaxxaoe cooblieHne nmeeT cBOM ypoBeHb BaxkHOCTU — B Tabauue 209 npuseaeHbl TUMbI COOBLLEHWI
B nopAaKe ybbiBaHNA NX BaXKHOCTU.

Tabnunua 209 — Tunbl BaXKHOCTN COOBLLEHWUI

Tun eaxcHocmu coobujeruli

OnucaHue

YpesBblualiHble (emergencies)

B cucteme npomsowia KpuTMyecKasa OLUVI6K3, Cncrtema MoXxet pa6OTaTb
HenpaBWIbHO.

CurHanbl Tpesoru (alerts)

HEO6XOLI,VIMO HemegneHHoe BMeLWaTeibCTBO B CUCTEMY.

Kputnueckme (critical)

B cucteme nponsowna Kputnyeckan owmnbKa.

OwunbouHble (errors)

B cucteme npounsowna owunbKa.

MpeaynpexaeHus (warnings)

MpeaynpexaeHune, HeaBapuinHoe coobLuLeHue.

Yeseaomnenus (notifications)

YBefoMaeHUe cucTeMbl, HeaBapuitHoe cooblieHume.

MHdopmaumoHHblie (informational)

MHdopMaLMOHHbIE COOBLLEHMA CUCTEMDI.

OthapouHble (debugging)

OTnagouHble coobleHns, NPeaoCTaBAoT Nob30BaTeN0 UHGOPMaLMIO
AN KOPPEKTHOM HaCTPOMKM CUCTEMDI.

KomaHOwbI pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM cTPOKK B pexxume Privileged EXEC:

console#

Tabnnua 210 — KomaHaa pexkmuma Privileged EXEC gns npocmoTpa daina KypHana

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuro

HAelicmeue

clear logging

Ypansaert Bce coobueHns U3 BHyTpeHHero bydepa.

clear logging file

Ypansaert Bce coobuieHuns us danna xKypHana.

show logging file

OTo6parkaeT COCTOAHUE KypHana, aBapuiiHble U OTNaJ0uHble CO-
obLLeHunn, 3anucaHHble B paline KypHana.

show logging

OTobparkaeT COCTOAHUE KypHasna, aBapuiiHble U OTNaA0uHbIe CO-
o6LLeHmnn, 3anucaHHble BO BHYTpeHHem bydepe.

show syslog-servers

OTOb6parkaeT HaCTPOMKK AN YAANEHHBIX Syslog-cepBepos.
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HELTEX

show syslog-servers
[ vrf {vrf_name | all}]

vrf_name:(1..32)
CMMBOJIOB

OTOb6parkaeT HaCTPOMKK AN YAANEHHBIX syslog-cepBepos.
- vrf_name — ums BUPTyanbHON 061aCcTN MapLLpyTU3aLmUm

[pumepbl UC016308AHUS KOMAHO

Bkntountb perncrpauyuio OLINBOYHbIX COO6LLI,€HVI171 Ha KOHCOU:

console# configure

console
console

OumncTnTb dain KypHana:

(config) # logging on
(config) # logging console errors

console# clear logging file

Clear Logging File

ly/nly

5.21 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

®PyHKUMA 3epKanpoBaHMA MNOPTOB MpefHasHayeHa ANA KOHTPOAA ceTeBoro Tpaduka nytem
MepecbINKKU KOMUIn BXOAALWMX M/UAN UCXOOALLMX MAKETOB C OAHOMO WU HECKObKMX KOHTPO/IMPYEMbIX
NMOPTOB Ha O4MH KOHTPOMPYHOLWMIA NOPT.

K KOHTpoAMpyloLeMy NopTy NPUMEHSAIOTCA CleaytoWwmne orpaHuYeHns:

— TopT He MoKeT BbITb KOHTPOIMPYHOLLUM U KOHTPOIMPYEMbBIM MOPTOM OAHOBPEMEHHO;
— TopT He MoKeT 6bITb YIEeHOM rpPyMnbl NOPTOB;

— IP-uHTepdelic fonKeH OTCyTCTBOBATL ANA 3TOrO NOpPTa;

— MpoTtokon GVRP gonkeH 6bITb BbIKAKOYEH Ha 3TOM MOPTY.

K KOHTPO/ZINpyeEMbIM NOPTaM NPUMEHAIOTCA cheayowmne orpaHn4YeHunaA:

MopT He MOXKET ObITb KOHTPOUPYOLLMM U KOHTPOJIMPYEMbIM NOPTOM O4HOBPEMEHHO;

—  CywecTByeT orpaHMuYeHne Ha 7 CecCuii 3epKaanpoBaHna: No 8 3epKanmpyemblx MHTepdelicos (nop-
ToB Mam VLAN) B KaxKaou.

v

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

3epKanuposaHue VLAN BO3MOXKHO TONIbKO B NepBOM ceccum

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHoM KoHdUrypaumm:

console (config) #

Tabnunua 211 — KomaHabl perkuma rnobanbHoM KoOHGUrypauum

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

monitor session session_id
destination interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port [network] |
port-channel group [network]

session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YKasbiBaeT 3epKaaupyowmin nopT AN BbIGpaHHOM CecCUM MOHUTO-
puWHra.
- network — no3sonseT BecTM 06MeH AaHHbIMM.
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HELTEX

no monitor session session_id
destination

Bblk/lOYaeT QGYHKLUMIO MOHWTOPUHIA Ha HacTPaMBaemMoOM MUHTep-
delice.

monitor session session_id
destination remote vlan
vlan_id reflector-port
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |

port-channel group [network]

no monitor session session_id
destination

vlan_id: (1..4094);
session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YKa3sblBaeTca cay»KebHbli vian ana 3epkanvposaHua Tpaduka c 3a-
[aHHoro pedneKkTop-nopTa A1 BbiI6paHHOM ceccuu.

- remote vlan — cnyxe6bHbili vian ana 3epkannpoBaHns TpaduKa;

- reflector-port — dp13myeckmnii NopT 4Na nepesaym sepKkaanpyemoro
TpaduKa, Ha 3TOM UHTEpdelice He fomKeH Bbin nponucaH remote
vlan.

BbikNtovaeT QYHKLMIO MOHWTOPWHFA Ha HacTpaMBaemoMm UHTep-
delice.

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port [rx | tx | both]

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

[Job6aBnaeT ykasaHHbIN 3epKannpyemblii NOPT AN BbIbpaHHOM cec-
CUN MOHUTOPUHTA.

- X — KOMMPOBaTb NakKeTbl, MPUHATbIE KOHTPOANPYEMbIM NOPTOM;

- tX — KOMMPOBaTb NaKeTbl, NepefaHHble KOHTPONPYEMbIM NOPTOM;
- both — KonMpoBaTb Bce NakeTbl C KOHTPOANPYEMOTO NopTa.

BblKMOYaeT GYHKLMIO MOHWMTOPMHFA Ha HaAcTPaMBaeMOM WHTep-
delice.

monitor session session_id
source vlan vian_id

no monitor session session_id
source vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[Oob6aBnaeT yKasaHHbI 3epKkanupyemblit vian gns BbibpaHHOW cec-
CUU MOHWUTOPUHTA.

BbIk/tOYaeT QYHKLUMIO MOHWTOPUHIA Ha HacTpPaMBaeMOM MUHTeEp-
deiice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[lo6aBnser B KauecTBe UCTOUHMKA Vlan ¢ yxKe paHee 3epKanupyembim
TpadpuKom AN BbIGBPaHHOMN Ceccum MOHUTOPUHTA.

BblkntouaeT QYHKLMIO MOHWTOPMHIa Ha HACTpaMBaeMOM WHTep-
deiice.

5.22 ®yHKumua sFlow

sFlow —TexHo10TMA, NO3BOIAOLLAN OCYLLECTBAATE MOHUTOPUHT TPaduKa B NAKETHbIX CETAX Nepeaaym
JaHHbIX MYyTEM YaCTUYHOW BbIBOPKM TpaduKa Aa NocieaytoLlein MHKaNCcyasLMmn B cneuyasbHble coobue-

HWA, NepeaaBaemble Ha cepBep cbopa CTaTUCTUKMN.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume rnobanbHOM KoHGUrypaumm:

console (config) #
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Tabnuua 212 — KomaHapl pexxmma rnobanbHon KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue

no ymon4aHuro

Aeiicmeue

sflow receiver id
{ipv4_address | ipv6_address |
ipv6z_address | url} [port port]
[max-datagram-size byte] [vrf
vrf_name]

no sflow receiver id

id: (1..8);
port: (1.. 65535)/6343;
byte: nonoxutenoHoe
uenoe 4ncno/1400;
dopmart ipv4_address:
A.B.C.D;
dopmart ipv6_address:
XX Xi XX,

3apaeT agpec cepsepa cbopa cratucTmkm sflow.

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec;

- url — pOMeHHOe UMA XocTa;

- port — Homep nopTa;

- byte — makcMManbHoe KonmyecTBo 6aiT, KoTopoe MOXKeT BbITb OT-
NpaBAeHO B OAMH NaKeT AAHHbIX;

- vrf_name — umsa BUPTyasibHOM 061aCTU MapLUpPYTU3aLUN.

dopmart ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumeonos;
vrf_name: (1..32) cum-
BOJIOB

Yaansaet agpec cepsepa cbopa ctatnctuku sflow.

sflow receiver {sourceinterface
| sourceinterface-ipv6} {
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel | group
| loopback loopback id | vlan
vlan_id | oob} [vrf vrf_name]

hu_port: (1..8/0/1..32);

no sflow receiver {source-in-
terface | sourceinterface-ipv6}
[vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);

loopback_id: (1..64)
group: (1..128);

3apaeT nHTepdeic ycTpoicTaa, IP-agpec KoToporo byaeT Ucnonb3o-
BaTbCA MO YMONYAHUIO B KayecTBe agpeca UCTOYHMKa cbopa cTaTu-
CTUKM.

vrf_name: (1..32) cum-
BOJIOB

Yaansaer aBHoe 3aaaHne nHtepdeiica, c agpeca KOToporo byaeT oT-
NpaBAATbCA cTaTUCTUKaA sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexnume KoHPuUrypaumnm nHtepdelica Ethernet:

console# configure
console (config) # interface { tengigabitethernet te port | }
console (config-if) #

Tabanua 213 — KomaHabl pexnma KoHdurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

HAelicmeue

sflow flow-sampling rate id
[max-header-size bytes]

no sflow flow-sampling

rate:
(1024..107374823);
id: (1..8);
bytes: (20..256)/128
6ant

3afaeT cpesiHIo CKOPOCTb BbIBOPKM NaKeToB. MTOroBas CKOPOCTb
BbIGOPKM cumTaetca Kak 1/rate*current_speed (current_speed —
TeKyLan cpeaHnAsa CKOPOCTb).

- rate — cpefiHAA CKOPOCTb BbIGOPKM NaKeToB.;

- id — Homep sflow-cepBepa;

- bytes — MaKCMManbHOE KONIMYECTBO BalT, KOTopoe byaeT cKonu-
poBaHo 13 06pasLa nakerta.

OTKNIOYAET CYETYMKM BbIBOPKM Ha NOPTY.

sflow counters-sampling sec id

no sflow counters-sampling

sec: (15..86400)
CEeKyHZ;
id: (0..8)

Onpegenser MakCUMasbHbIA MHTEPBaa MeXAy YCnelwHbIMKU Bbl-
60pKamMu NaKeToB..

- Sec — MaKCUMasbHbI UHTEPBAN MeXay BbIBOpKaMM B CEKYHAAX;
- id — Homep sflow-cepsepa (3agaetca komaHgol sflow receiver B
rno6anbHOM pexnme KoHdUrypaumm).

OTKNIOYAET CYETYMKM BbIBOPKM Ha NOPTY.
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KomaHObi pexcuma EXEC

3anpoc KomMaHAHOM CTPoKM B pexkxnume EXEC nmeet cneaytowmin BuAa;
console>

Tabnunua 214 — KomaHAabl, 40CTyNHble B pexkume EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

show sflow configuration BbiBOAMT HacTpoiku sflow.
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port]

clear sflow statistics Ounwaet ctatuctuky sFlow. Ecam mHTepdeic He ykasaH, Ko-
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | maHAa O4YMLLAET BCE CYETYMKM CTaTUCTUKM SFlow.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32)
hu_port]

show sflow statistics Otobparkaet cTatucTuky sFlow.
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port]

[pumepbl 8b1M0AHEHUS KOMAHO

YctaHoBuTb IP-agpec 10.0.80.1 cepsepa 1 ana cbopa cratuctukm sflow. Ana ethernet-uHtepdelicos
te1/0/1-te1/0/24 yctaHOBUTbL CPeAHIO CKOPOCTb BbIBOPKM NakeTos — 10240 K6UT/C U MaKCUMaNbHbINA WH-
TepBaa MeXay ycrnelwHbiM1 BbibopKamu nakeTos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range) # sflow flowing-sample 10240 1
console (config-if)# sflow counters-sampling 240 1

248 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

5.23 ®PyHKUUU ANArHOCTUKU PU3NYECKOrO YPOBHA

CeTeBble KOMMYyTaTOpbl COAEPKAT annapaTHble M MNPOrpaMMHble CpeacTBa AAS8 LMATHOCTUKM
dunsnyeckmx nHTepdeincoB 1 INHKIK CBA3KN. B nepeyeHb TECTUPYEMbIX NAPAMETPOB BXOAAT Cneaytolwme:

[ns aneKkTpuyecknx nHTepdpencos:

—  AJIMHa Kabens;
—  paccTosiHMe /10 MecTa HeMcnpPaBHOCTU — 06pbIBa UKW 3aMblKaHUA.

Ons onTnyecknx nHtepoeicos 1G n 10G:
— napameTpbl NUTAHUA — HANPAXKEHNE U TOK;

— BbIXOAHaA oNTU4YECKaA MOLWHOCTb,
— ONTUn4eCKaAa MOLWHOCTb Ha npuneme.

5.23.1 flJuazHocmuKa medHo20 Kabens

KomaHOb1 pexcuma EXEC

3anpoc KOMaHAHOM CTPoKKM B pexkume EXEC umeet cnegytowmii Bua;
console>

Tabnuua 215 — KomaHAabl AMArHOCTUKM MeHOTo Kabens

3Ha4yeHue/3HayeHue

KomaHoa Aelicmeue
no ymoa4yaHuro
test cable-diagnostics tdr BbINONHWUTL BUPTYyasibHOE TECTUPOBaHME Kabens AN yKasaHHOro
[all | interface gigabitethernet gi_port: (1..8/0/1..48) nHTepdeica.
gi_port ] - all — gns Bcex uHTepdeiicos.
show cable-diagnostics tdr OT06pasnTb pesynbTaTbl NOCNEAHEr0 BUPTYasIbHOrO TECTUPOBaHUA Kabens
[interface gigabitethernet gi_port: (1..8/0/1..48) ANA yKasaHHoOro uHTepdeica.

gi_port ]

OT06pa3nTb NPeANoN0KNUTENbHYIO AUHY Kabens, NOAKNHUYEHHOro
K yKasaHHOMYy MHTepdeiicy (ecnm HOMep MopTa He 3a4aH, TO Ko-
MaHZa BbINOAHAETCA A4/1A BCEX NOPTOB).
WHTepdeiic aonKeH 6biTb aKTUBHLIM U paboTaTtb B pe-
ume 1000 M6ut/c nam 100 M6ut/c. marHoctuka noa-
AeprKUBaeTca ToNbKo Ha uHTepdeiicax GigabitEthernet.

show cable-diagnostics cable-
length [interface gi_port: (1..8/0/1..48)
gigabitethernet gi_port]

[pumep 8b1M0AHEHUS KOMAHObI

MpoTtectnposaTb nopt gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

5324#test cable-diagnostics tdr interface gi0/1

Cable on port gil/0/1 is good
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5.23.2 luaezHocmuka onmu4yecKko2o mpaHcueepa

DyHKUMA AMArHOCTUKM NO3BONAET OLEHUTb TEKylllee COCTOAHME ONTUMYECKOro TpaHcuBepa U
ONTUYECKOMN NUHUU CBA3MU.

Bo3moxeH aBTOMAaTMYECKUM KOHTPOJIb COCTOSIHUA JIMHUIA  cBA3M. [Aa 3TOro KomMmyTaTop
nepmogmMyYeckn onpalinBaeT MapameTpbl ONTUYECKUX WHTepdelcoB U CpPaBHMBAET MX C MOPOrOBbIMM
3HAYEeHMAMM, 33ZaHHbIMM MPOU3BOAUTENAMM TPaHCMBEPOB. pK BbIXOoAe MapamMeTpoB 3a AOMNYCTUMble
npeaenbl KOMMyTaTop GopMUpyeT NpeaynpexaatoLme n aBapuiiHble coobLeHms.

KomaHOowbl pexcuma EXEC

3anpoc KomaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;
console>

Tabnuua 216 — KomaHaa ANarHOCTUKM ONTMYECKOTO TPaHCUBepa

3HayeHue/3HayeHue

Aeiicmeue
o yMmon4YaHuro

KomaHda

show fiber-ports OTobpakaeT pe3ynbTaTbl AMArHOCTUKM ONTUYECKOTO TpaHcuBepa.
optical-transceiver [interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | t]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

[pumep 8b1M10AHEHUS KOMAHObI:

swl# show fiber-ports optical-transceiver interface
TengigabitEthernetl/0/5

Port Temp Voltage Current Output Input LOS Transceiver
[C] [Volt] [mA] Power Power Type
[mW / dBm] [mW / dBm]
tel/0/5 33 3.28 11.45 0.28 / -5.52 0.24 / -6.11 No Fiber
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts/dBm
Input Power - Measured RX received power in milliWatts/dBm
LOS - Loss of signal

N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Transceiver information:
Vendor name: OEM
Serial number: S1C53253701833
Connector type: SC
Type: SFP/SFP+
Compliance code: BaseBX10
Laser wavelength: 1550 nm
Transfer distance: 20000 m
Diagnostic: supported
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Tabnuua 217 — MapameTpbl AMAarHOCTUKN ONTUYECKOTO TpaHCMBepa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcusepa.
Voltage HanpaxeHue nuTaHunA TpaHcuBeepa.
Current OTKNOHEeHMe TOKa Ha nepegave.
Output Power BbixogHaa MOLWHOCTb Ha nepegaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MNoTepa curHana.

3Ha4yeHuA PEe3ynbTaToB ANArHOCTUKNU:

— N/A - HegocTynHo;
— N/S - He noaaepxuBaetca.

5.24 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHun 06 yposHe obcnyxunBaHua B IP-ceTax) — TEXHONOMMA aKTUBHOIO MOHUTOPWHTA,
MCNONb3YIOWAACA ANA M3MEPEHUA MapameTpoB ObICTPOAENCTBMA KOMMbIOTEPHbIX CeTel WM KayecTsa
nepegayn AaHHbIX. AKTUMBHbIA MOHUTOPUHI NpeactaBaseT cobol MNPOAOKUTENbHYIO LMKANYECKYHO
reHepaumio Tpadumka, cbop MHPOPMaLMM O ero NPOXOKAEHUN NO CETU U BEAEHME CTAaTUCTUKN.

Ha AaHHbIM MOMEHT M3MepeHMe NapamMeTPoB CETU MOXKET OCYLLECTBAATbCA C WMCMO/b30BAHWEM
npotokona ICMP.

Mpu Kaxgom BbinosiHeHUM onepaumm ICMP Echo ycTpoiictBo oTnpasnasetr ICMP Echo request
coobLeHne Ha aapec Ha3HAYeHMA, OXKMAAET NoNyYeHUn coobuieHuns ICMP Echo reply B TedyeHWe 3agaHHOIO
WUHTEpPBA/Ia BPEMEHM.

C oaHol IP SLA onepaumeinn MOXKHO cBA3aTb HeCKoibKo 06bekToB TRACK. CocTosiHue ob6bekTa TRACK
N3MEHAETCH B MOMEHT M3MeHeHUs cocToAHKsA IP SLA onepaummn, nmbo ¢ 3a8aHHON 3a4epKKON.

Mpu M3MEHEHUM COCTOAHMA TPeKa BO3MOXKHO BbIMNOJHEHME MAKPOKOMaHA. MaKpoKomaHAabl
BbINOIHAOTCA B peXnme rnobasbHOro KoHpUrypmposaHus. [aa BbINONHEHMA KOMaHZ, pexxunma privileged
EXEC KomaHapl Heobxoammo AononHuTb npedukcom do. KomaHabl co3paHua Habopa MaKpPOKOMAHA,
npuseaeHbl B Tabaunue 37.

[ns ncnonbsosaHua GyHKLMM IP SLA HE06X0AMMO BbINOAHUTL CieAytoLLme AeNCTBUA:

— CospgaTb onepaumio icmp-echo 1 ckoHpUrypmupoBsathb eé.

— 3anycTuTb BbINOJIHEHUE ONepaLunn.

— CospaTtb TRACK-06beKT, CBA3aHHbIN C KOHKpeTHOW IP SLA onepauneit U CKoHbUrypupoBaTb
ero.

— [Mpu HeobxoaMMOCTH, CO34aTb MaKPOChI, BbINONHAEMbIE MPU U3MEHEHUM COCTOAHUA 06bEKTa
TRACK.

- HDOCMOTpeTb CTaTUCTUKY, Npu HEO6XOAVIMOCTVI, O4YnUCTUTL €e.
— NMpun HeO6XOAMMOCTM, NPeKpPaTUTb BbIMOJIHEHNE ONepaunn.

KomaHObI pexcuma 2a06asab6Hol KoOHguU2ypayuu

Bua 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #

Ethernet-kommymamopel ceputi MES2300-xx, MES3300-xx, MES3500I1-08P, MES35001-10P, MES3500I1-8P8F, MES5312, MES5316A, 251
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

Tabnunua 218 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
o ymosn4aHuro

Aeilicmeue

ip sla operation

no ip sla operation

operation: (1..64)

MNepexoguT B pexkMm KoHPurypmuposaHusa IP SLA onepaumu.
- operation — Homep onepauuu.

Ypansert IP SLA onepauuio.

ip sla schedule operation life
life start-time start-time

no ip sla schedule operation

operation: (1..64);
life: (forever);
start-time: (now)

3anyckaeT Ha BbinosHeHue |IP SLA onepauuto.

- operation — HOMep onepauuu.

- life — Bpems, B TeyeHne KoToporo onepauua byaeTt BbINos-
HATbCA.

- start-time — Bpemsa 3anycka.

Mpekpawaet BbinonHeHue IP SLA onepauunu.
- operation — HOMep onepauuu.

track object ip sla operation
state

no track object ip sla

object: (1..64); operation:
(1..64)

Co3paeTt TRACK-06bEKT, KOTOPbIM ByaeT oTCaexunBaTb COCTON-
Hue IP SLA onepauuu.

- object — Homep TRACK-o6bekTa.

- operation — Homep IP SLA onepauuu.

Ypansaetr TRACK ob6bekT.
- object — Homep TRACK-o6beKTa.

Tabnnua 219 — KomaHgbl pexxuma co3gaHus onepaumii IP SLA

KomaHOoa

3HayeHue/3HayeHue
no yMmon4YaHuio

Aelicmeue

icmp-echo {A.B.C.D | host }
[source-ip A.B.C.D]

host: (1..158) cumsonos

Mepexogut B pexum KoHourypmposaHua ICMP ECHO
onepauyuu.

-A.B.C.D — IPv4-agpec y3na cetu;

- host — pomeHHOe 1MsA y3na ceTu.

KomaHObl pexcuma KoHgu2ypuposaHusa IP SLA ICMP ECHO onepayuu

Bupg, 3anpoca KOMaHAHOM CTPOKK B perxknume KoHourypmposaHuma IP SLA ICMP ECHO:

console (config-ip-sla-icmp-echo) #

Tabnunua 220 — KomaHabl pexuma KoHpurypumposaHua onepauymm ICMP Echo

KomaHoa

3HayeHue/3HayeHue
Mo ymon4YaHuro

Aelicmeue

frequency secs

no frequency

secs: (10..500)/10 cek

YcTaHaBauBaeT yactoTy nostopeHma ICMP ECHO onepauun.
- Secs — 4acToTa, B CEKyHAAX.

YcTaHaBAMBaeT 3HayYeHWe 4acToTbl I'lOBTOpEHVIl:I no ymonya-
HUIO.

timeout msecs

no timeout

msecs: (50..5000)/2000 mc

YcTaHaBAMBaeT AAuHY TalimayTa, Mo UCTeYeHUM KOTOoporo,
ecnu He npuwen ICMP-oTBeT, onepauua 6yaer cuntaTbCs He-
YO3AYHOW.

- msecs — TaliMayT, B MUANCEKYHAAX.

YcTtaHaBAMBaeT 3HaYeHue TaﬁmayTa No YMONYaHUIO.

request-data-size bytes

no request-data-size

bytes: (28..1472)/28 6aiit

YcTaHOBUTb KonyecTso 6aliT, nepenasaembix 8 ICMP-nakeTe
B KayecTBe AaHHbIx (payload).
- bytes — KonuyecTso H6anT.

YCTaHOBWTb 3HaYeHMe KoanyecTa 6anT no YMONYaHUIO.

[na HopmanbHOro BbiNoaHeHUA onepauun ICMP Echo pekomeHayeTca ycTaHaBAUBATD 3HA-
e YyeHMe YacToTbl BbINOJIHEHUA onepauuu 601bKMM, YeM 3HAUEHUE TaliMayTa onepauuu.

252 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

KomaHObI pexxcuma KOHguU2ypupo8aHus mpeKka

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoOHGUIyprupoBaHuUsa Tpeka:

console (config-track) #

Tabnnua 221 — KomaHabl pexkuma KoHpUrypauum Tpeka

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Hlelicmesue

delay {up secs down secs | up
secs | down secs}

delay {up secs down secs | up
secs | down secs}

secs: (1..180)/0

YcTaHaBAMBaeT 3a4epXKKy Ana cmeHbl coctoaHma TRACK-
06beKTa, Npy U3meHeHunn cocTosiHuA IP SLA onepaumu.

- secs — 3a/lepXKKa, B CEKYHAaAX.

- up — 33jepKKa N3MeHeHMA COCTOAHMA, NPU NPU U3MeHe-
HUK onepaumn B coctoaHme OK;

- down — 3apepKKa U3MeHeHUA COCTOAHUA, NPU USMEHEHUN
onepaumu B coctoaHwue Error.

Ypanaert 3afepKy.

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 222 — KomaHgbl pexkuma privileged EXEC

KomaHoa

3HayeHue

Aelicmeue

show ip sla operation
[operation]

operation: (1..64)

OTobparkaeT MHGOPMaLMIO O HacTpoeHHbIX IP SLA onepauusx.
- operation — HoOMep onepauuu.

show track [object]

object: (1..64)

OTobparkaeT MHbopmaLmio 0 HacTpoeHHbIX TRACK-ob6beKTax.
- object — Homep 0b6beKTa.

clear ip sla counters
[operation]

operation: (1..64)

O6HynsaeT cyetumku IP SLA onepaumm.
- operation — HOMep onepauuun.

Mpumep HaCTPOMKM, NpeaHa3HaYeHHON ANA KOHTPOAA y31a ceTu c agpecom 10.9.2.65 c oTnpaBKoi
ICMP-3anpoca Kaxkable 20 cekyHa, BpemeHem oTBeTa Ha ICMP-3anpoc He npesbiwarowmm 500 mc m
pasmepom JaHHbix 92 6aiTa; 3aaeprKKa CMeHbl coctoaHuA TRACK-obbekTa — 3 ceKkyHAbl; npu
n3meHeHuUn coctonaHuA TRACK-o6beKTa BbinonHATCA Mmakpocbl TEST_DOWN u TEST _UP:

console# configure

console (config)# interface vlan I
console (config-if) # ip address 10.9.2.80 255.255.255.192
console (config-if) # exit
console (config) # macro name TEST DOWN track 1 state down
Enter macro commands one per line.

int gil/0/11
no shutdown
«

console (config) #

End with the character '@'.

console (config) # macro name TEST UP track 1 state up
Enter macro commands one per line.

int gil/0/11
shutdown
@

console (config) #

console (config) # ip sla I
console (config-ip-sla)# icmp-echo 10.9.2.65

End with the character 'Q'.
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console (config-ip-sla-icmp-echo)# timeout 500

console (config-ip-sla-icmp-echo)# frequency 20

console (config-ip-sla-icmp-echo)# request-data-size 92
console (config-ip-sla-icmp-echo) # exit

console (config-ip-sla)# exit

console (config)# ip sla schedule 1 life forever start-time now
console (config)# track 1 ip sla 1 state

console (config-track) # delay up 3 down 3

console (config-track)# exit

console (config) # exit

console#

Mpumep BbIBOAA CTaTUCTMKK ana onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: O

roe

— Operation state — TeKyl,ee COCTOAHME onepaymu:
=  scheduled — onepauus BbINOJIHAETCS;
= pending — BbINOJIHEHWE ONEPALLUN OCTAHOBAEHO.
— Operation return code — Kop, 3aBepLUeHMA NOCAeAHEN BbINOAHEHHON onepauuu:
= OK — ycnewHoe 3aBepLueHne npeablayLlei onepaymm;
= FError — HeypayHoe 3aBepLueHne nocneaHer nonbiTKM U3MepeHus.
— Operation Success counter — KONWMYECTBO YCNELHO 3aKOHYEHHbIX Onepauuii.
— Operation Failure counter — KONNMYeCTBO HEYAAYHO 3aKOHYEHHbIX ONepauui.
— ICMP Echo Request counter — KONM4ecTBO NPOBEAEHHbIX 3aMyCKOB onepaumu.
— ICMP Echo Request counter — Konn4ecTBo NoayyYeHHbIX oTBeToB Ha ICMP-3anpoc.

ICMP Error counter — cY4€T4mMK, oTOBpaKatoWwmii KONMYECTBO M3MEPUTE/bHBIX OnepaLMii, 3aKOHYMBLUNXCA

C COOTBETCTBYIOLLMM KOAOM OLUMBKK.

5.25 dnekTponutaHue no nuHuam Ethernet (PoE)

Mogenn KommyTaTopoB c cypdukcom ‘P’ B 0H603HAYEHUM NOALEPKMUBAIOT 3S/EKTPOMNUTAHME
yCTpoWcTB no MHMK Ethernet B cooTBeTcTBUM € pekomeHgaumamm IEEE 802.3af (PoE) n IEEE 802.3at (PoE+)

Mo TUNY PACcNMHOBKM A.

KomaHObI pexcuma 2a06asab6Hol KoOHguU2ypayuu

Bua 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #
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Tabnuua 223 — KomaHap! pexxmma rnobanbHon KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

power inline limit-mode {port |

class}

Bbl6paTb PeEXUM OrpaHM4eHnAa MOLWHOCTUN 3NEKTPONUTAHUAL
- port — orpaHuyeHune yctaHaBIMBaeTCA Ha OCHOBaHUU agMUHK-
CTPATUBHbIX NAapaMeTpOoB NOpPTa;

-/class - class — orpaHuuyeHune ycTtaHaBAMBAETCA HAa OCHOBaHMM Kiacca
NOAKNHOYEHHOTO YCTPOMCTBa
no power inline limit-mode YCTaHOBUTb 3HaYeHME NO YMOJHAHUIO.
power inline restart auto BkntounTtb aBTOMaTuueckuii pectapt PoE B cnyvae OTKAOYeHMA
PoE-KoHTpOnnepa.
-/BKAOYEHO

no power inline restart auto

YCTaHOBWUTb 3HayeHue Mo ymonavaHuto. OTKAOUYUTL aBTOMaTUYe-
cKuit pectapT PoE B cnyyae oTkatoueHua PoE-KoHTponnepa.

power inline usage-threshold
percent

no power inline usage-
threshold

percent: (1..99)/95

YCTaHOBWUTb NOPOT NOTPE6AAEMOW MOLLHOCTU, NPU KOTOPOM dop-
Mupyetca MHbopmaLmoHHoe coobuweHne (snmp trap) o npesbi-
WweHnn nopora.

YCTaHOBWUTb 3HaYeHMe NoOPora N0 YMOAYAHUIO.

power inline traps enable

no power inline traps enable

-/BbIKNOYEHO

Paspewunts popmurpoBaHne MHGOPMALMOHHBIX COObLLEHUI A
noacuctemol PoE.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

power inline inrush test
disable

no power inline inrush test
disable

-/BKNOYEHO

BKAtOUNTL NpOBepKy inrush-Toka.

OTK/OYMTb NPOBEPKY inrush-Toka.

power inline disable

no power inline disable

-/BbIK/IOYEHO

OTKNOUNTb ncnonb3oBaHme PoE.

/! Hactpoiika BCTYynuT B CUAly TO/IbKO NOC/e Nepesarpysku
yCTpONCTBa.

BKkAtounTb ncnonb3sosaHue PoE.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXkMme KoHdurypauumn nHtepdeliica Ethernet:

console (config-if) #

Tabnunua 224 — KomaHabl perknuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

power inline {auto | never}

[time-range range_name]

range_name: (1..32)
CUMBON3;
-/auto

YnpaBnatb paboToi NpoToKona obHapy»KeHna PoE-ycTpoicT Ha
nHTEpodelice.

-auto — paspelwaer paboTy npoTokosna Ob6HapyrKeHwus PoOE-
YCTPOMCTB Ha MHTepdelice N BKAOYAET NOAayy 31EKTPONUTAHUA
Ha nHTepdeiic;

- never — 3anpewaer paboTy NpoToKkona obHapyskeHusa PoE-
YCTPOWCTB Ha UHTepdelice U OTKNIOYAET NoAaYy 31eKTPONUTaHUS;
- time-range — BpeMeHHOI MHTepBas, B TeYEHUE KOTOPOro NUTa-
Hue byaeT nogaBaTbeca Ha MHTepdeliC.
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power inline powered-device
pd_type

pd_type:(1..24)

[06aBUTb NPOM3BO/IbHOE ONMcaHne POE-ycTpoiicTBa A8 MOMOLLM
B aAMWHUCTPMPOBaHNM 060PYyA0BaHMUA.

cumsonos/
no power inline powered-de- He 3aaH0 YpanuTe paHee 3agaHHoe onucaHme PoE-ycTpolicTea.
vice
power inline priority {critical | 3apatb npuopuTeT nHTEpderica POE npu ynpaBaeHnmn anekTponu-
high | low} TaHuem.
- critical — ycTaHaBNMBAeT HaUBbICLIMI NPUOPUTET 3NEKTpONUTa-
y HUA. DNEeKTponuTaHUe MOPTOB C TAaKMM NpuopuTeTom byaeT npe-
-/low

no power inline priority

KpalaTbCA B NOC/TEAHIO0 oYepeab Npu neperpyske cuctembl PoE;
- high — yctaHaBnnBaeT BbICOKMI NPUOPUTET SNEKTPONUTAHUS;
- low — ycTaHaBAMBaAET HU3KMI1 NPUOPUTET /IEKTPONUTAHUA.

YCTaHOBWUTb NPUOPMUTET MO YMOYAHMIO.

power inline limit power

no power inline limit

power: (0..30000)/
30000 mBT

Ha3HauuTb Npesen MOLHOCTU 31EKTPONUTaHNUA ANA BbIGPaHHOro
nopra.

YCcTaHOBUTL npegen MmowHOCTU NO YMONYaHUIO.

KomaHObi pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnunua 225 — KomaHabl perkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show power inline
[gigabitethernet gi_port | unit
unit_id]

gi_port: (1..8/0/1..8);
unit_id: (1..8)

OT06pa3uTb COCTOSHME 3/IEKTPONUTaHUA UHTepdelicos, nogaep-
KUBAOLWMX NUTAHME NO NNHUK POE.
- unit_id — Homep toHUTa B cTeke.

show power inline
consumption [gigabitethernet
gi_port | unit unit_id]

gi_port: (1..8/0/1..8);
unit_id: (1..8)

OTObpa3nTb XapaKTepucTMkn noTtpebneHma mouwHoctn PoE-
WHTepdelicoB yCTPOCTBA.
- unit_id — Homep toHUTa B cTeke.

show power inline version

OT06pa3unTb BEpCUIO NPOrpammMHOro obecneyeHns KOHTpoaiepa
noacuctemol PoE.

[pumepbl 8b1M0MHEHUS KOMAHO

e [loKasaTb COCTOSIHME 31IEKTPONUTAHUA BCEX MHTepdeCcoB yCTpoiicTBa:

consolef#show power inline

Power-1limit mode:

Class based

Usage threshold: 95%

Trap: Enable

Legacy Mode: Enable

Inrush Test: Enable

Class Error Detection: Enable

Guard-Band Value: Static (1W)

Unit Module Nominal Consumed Temp SW PSE chipset
Power (W) Power (W) (C) Version HW Revision

1 MES2300-24P AC 380 353 (93%) 39 22.211.20.2

0x0

Interface Admin Oper Power (W) Class Device Priority

gil/0/1 Auto On 14.400 0 low

gil/o0/2 Auto On 14.600 0 low

gil/0/3 Auto On 14.800 0 low

gil/0/4 Auto On 14.700 0 low
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gil/0/5 Auto Oon 14.400 0 low
gil/0/6 Auto Oon 14.300 0 low
gil/o0/7 Auto On 14.900 0 low
gil/0/8 Auto Oon 14.500 0 low
gil/0/9 Auto Oon 14.500 0 low
gil/0/10 Auto On 14.800 0 low
gil/0/11 Auto On 14.900 0 low
gil/0/12 Auto On 14.800 0 low
gil/0/13 Auto On 14.800 0 low
gil/0/14 Auto Oon 14.700 0 low
gil/0/15 Auto On 14.900 0 low
gil/0/16 Auto On 14.600 0 low
gil/0/17 Auto On 14.700 0 low
gil/0/18 Auto Oon 14.700 0 low
gil/0/19 Auto On 14.600 0 low
gil/0/20 Auto Oon 14.700 0 low
gil/0/21 Auto On 14.600 0 low
gil/0/22 Auto On 14.700 0 low
gil/0/23 Auto On 14.700 0 low
gil/0/24 Auto On 14.700 0 low
[pumepsbi 8biM0AHEHUS KOMAHO
o [TokasaTb cocToAHME INNEKTPONNUTAHUA Bbl6paHHOF0 MHTepdDeﬁca:
consolef#show power inline GigabitEthernetl/0/1
Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto Searching 0.0 0 low
Port Status: Port is off. Detection is in process
Port standard: 802.3AT
Admin power limit (for port power-limit mode): 30.000 watts
Time range:
Max Power Allocation: 30.000 watts
Spare pair: Disabled
Negotiated power: 0.0 watts (None)
Current (mA) : 0
Voltage (V) : 0.000
Overload Counter: 0
Short Counter: 0
Denied Counter: 0
Absent Counter: 0
Invalid Signature Counter: 0
Tabnunua 226 — MapameTpbl CTaTyca 3N1EKTPONUTaHUSA

Nominal Power HomMuHanbHas MOLWHOCTb UCTOYHMKA NUTAHUA noacuctemsbl PoE.

Consumed Power N3mepeHHOe 3HaYeHMe NoTpebaaemolt MOLWHOCTH.

Usage Threshold MoporoBoe 3HayeHMe NoTpebaAseMoi MOLWHOCTH, NPU KOTopom Gopmu-
pyeTca MHPopmaLMoHHoe coobleHme (snmp trap) o npesbiWeHUNU no-
pora.

Traps OTobparkaeT paspelleHme popmmpoBaHMe MHPOPMALMOHHBIX coobLe-
HUIA.

Port 0O603HauyeHne nHTepdeica KommyTaTopa.

Admin AAMUHUCTPATUBHOE COCTOAHNE 3NEKTPONUTaHMA NopTa. BO3mMoXHble
3HayeHnA — auto un never.

Priority MpuopuTeT ynpaBaeHUs 3N1eKTponuTaHMem nopTa. BoamoxkHble 3Haue-
HuA — critical, high, low.

Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 257

MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

Oper

OnepaTMBHOE COCTOAHME 31IEKTPONUTAHUA NOPTa. BO3MOXKHbIe 3Have-
HUA:

- Off — nuTaHMe nopTa BbIKAOYEHO aAMUHUCTPATUBHO;

- Searching — nuTaHWe NopTa BKOYEHO, OXKMAAHWE NoAKAYeHUA PoE-
YCTPOWCTBa;

- On — nNuTaHWe NopTa BKJOYEHO U eCTb NpucoeguHeHHoe PoE-ycTpoi-
CTBO;

- Fault — aBapwua nuTaHna nopTa. POE-ycTpolicTBO 3anpocnao MOLWHOCTb
60/bLlWyl0, YeM AOCTYNHO unu notpebnsemasa PoE-ycTpoictBoM MoLu-
HOCTb NPeBbICKNA 3afaHHbIM Npegen.

Port standard

Knaccudukaumsa noaxnyeHHOro yctpoictBa B cootseTctBum c |EEE
802.3af, IEEE 802.3at.

Overload Counter

CyeTumK KOIMYECTBa CNyvaeB Neperpyskn No 3NEeKTPONUTaHMIO.

Short Counter

CyeTumk CnydyaesB KOPOTKOIro 3aMblKaHUA.

Denied Counter

CyeTymK cnyyaeB OTKa3a B NO4a4e 3INeKTPONUTaHKUA.

Absent Counter

CUeTuMK ciyyaeB NPeKpaLLeHmMs 3/1eKTPOMUTAHMA U3-3a OTKIHOYEHMUSA NnN-
Taemoro ycTpoicTea.

Invalid Signature Counter

CueTumK oWwMBOK KnaccnduKaumm nograueHHbIX POE-ycTpolicTs.

5.26 ®yHKuum obecneueHunsa 6esonacHocTH

5.26.1 ®yHKYyuu obecnevyeHus 3aujumeol Nopmoe

C uenbto nosbiweHUs 6e30NacHOCTU B KOMMYTAaTOPE CYLLECTBYET BO3MOXKHOCTb HAaCTPOUTb KaKoM-
nmbo nopT Tak, 4Tobbl AOCTYN K KOMMYTATOpy 4Yepe3 3TOT MOPT NpPenoCTaBAAnCA TONbKO 3aZaHHbIM
ycTponcTeam. PyHKLMSA 3alMTbl NOPTOB OCHOBaHa Ha onpeaeneHn MAC-agpecoB, KOTOPbIM pa3peLlaeTca
poctyn. MAC-agpeca MmoryT 6biTb HaCTPOEHbl BPYYHYIO MM M3Yy4eHbl KOMMYyTaTopoM. ocne msydeHus
HeobXo4MMbIX afApecoB MNOPT cnegyeT 3ab/0KMPOBaTb, 3alUMTMB €ro OT MOCTYNNEeHUA MaKeToB C
HensyyeHHbIMM MAC-agpecamu. Takum 06pasom, Koraa 3ab10KMpPoBaHHbIM NOPT NoayYyaeT nakeT, 1 MAC-
agpec UCTOYHUKA NAKeTa He CBA3aH C 3TUM NOPTOM, aKTUBU3NPYETCA MEXAHMU3M 3aLLUTbI, B 3aBUCUMOCTM OT
KOTOPOro MOryT 6bITb MPUHATbI CAeAylOLME Mepbl: HECAHKLMOHUPOBaHHbIE MaKeTbl, NocTynakwlme Ha
3a610KMpPOBaHHbIN NOPT, NepecbinatoTca, oTbpackiBaloTCs, MO0 e NoPT, NPUHABLLMIA MaKeT, OTKAOYaEeTCS.
dyHKuua 6esonacHoctn Locked Port no3sBonsieT coXpaHUTb CMUCOK mM3ydeHHbix MAC-aapecoB B dainne
KoHdUrypaummn, Takmm o6pasom, STOT CNMCOK MOXKHO BOCCTaHOBUTb NOC/E Nepes3arpysku yCTpomncTaa.

/ CyuwiecTByeT orpaHuyeHue Ha Konuyectso MAC-agpecoB, KOTOpoe MOXKeT U3y4UTb NOPT, UC-
nonb3yowmii GyHKLMIO 3aLLUTDI.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanasoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl MOpmMos

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #
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Tabnunua 227 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi uHTepdelicos

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

port security

no port security

-/BbIK/IOYEHO

BKAtoyaeT GyHKUMIO 3aWnUTbl Ha UHTepdelice. BAOKUpYET dyHK-
LM U3yYeHUs HOBbIX agpecoB ans uHtepdelica. MakeTbl c HeU3y-
yeHHbIMM MAC-agpecamun UCTOYHMKA oTbpacbiBatoTcs. KomaHaa
aHanoruyHa KomaHge port security discard.

OTKAtoYaeT GYHKUMIO 3aLWMTbl Ha MHTepdelice.

port security max num

no port security max

num: (0..32768)/1

3alaeT MaKcMMasibHOE KOJ/IMYECTBO aApecoB, KOTOPOE MOXKeT
M3y4mnTb NOPT.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYAHUIO.

port security routed
secure-address mac_address

no port security routed
secure-address mac_address

dopmat MAC-agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

YcTaHaBAuBaeT 3awmuLeHHbIi MAC-agpec.

Ypansaet sawmueHHbii MAC-agpec.

port security {forward |
discard | discard-shutdown}

[trap freq]

freq: (1..1000000) cek

BKkntoyaeT ¢yHKUMIO 3aWmTbl Ha UHTepdelice. BAokupyeTt GyHK-
LMIO M3yYeHMA HOBbIX aApecoB Ana nHTepdeica.

- forward — nakeTtbl ¢ HensyyeHHbIMM MAC-agpecamMn UCTOYHMKA
nepecblnaroTcs;

- discard — nakeTbl ¢ HensyyeHHbIMM MAC-agpecammn UCTOYHUKA
oTbpacbiBatoTCH;

- discard-shutdown — nakeTbl ¢ HensydyeHHbIMM MAC-agpecamu
MCTOYHMKa O0TBpacbIBaloTCA, MOPT OTK/OYAETCS;

- freq — yactoTa reHepupyembix coobuweHnin npotokona SNMP
trap Npu NOCTyN/AeHNU HECAHKLMOHNPOBAHHbIX MaKeTOB.

port security trap freq

freq: (1..1000000) cek

3afaeT 4YacToTy reHepupyemblx coobuieHuii npoTokosa SNMP
trap npu nocTynjieHnn HecaHKLMOHUPOBAHHbIX MAaKeToB.

port security mode {secure
{permanent | delete-on-reset}
| max-addresses | lock}

no port security mode

-/lock

3apaeT peum orpaHuveHna wusydeHma MAC-agpecos pgna
HacTpanBaemoro nHTepodeiica.

- secure — HacTpauBaeT CTaTUYECKOe OrpaHWYeHUE W3yYeHUA
MAC-agpecoB Ha noprty;

- permanent — gaHHbIi MAC-agpec coxpaHuTca B Tabavue gaxe
nocsie nepesarpysKku yCcTpomncTsa;

- delete-on-reset — faHHbIM afpec yaanmTca Noc/e nepesarpysku
YCTPOMCTBA;

- max-addresses — yfanfer Tekylwme AUHAMUYECKU U3yYeHHble
agpeca, CBA3aHHble c NHTEpbEericom. PaspeweHo
M3yYeHWEe MaAKCMMaANbHOIO KO/JMYECTBA aZpecoB Ha MNopTy.
MoBTOpPHOE N3yYeHMe U CTapeHMe pa3peLleHbI;

- lock — coxpaHsaeT B KOHOUIypaunto TeKyLLME AUHAMUYECKN U3Y-
YeHHble afpeca, CBA3aHHble C MHTepdeicom u 3anpeLaeTt obyye-
HWE HOBbIM aAPECAM U CTaPEHME YKe U3YYEHHbIX aAPECOB.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

KomaHOwb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>
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Tabnumua 228 — KomaHap! pexkmuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

show ports security MoKa3biBaeT HAaCTPOMKMN OYHKLMKM H6e3onacHOCTU Ha BblbpaH-
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); | Hom uHTepdeiice.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..128)
detailed}
show ports security addresses MoKa3blBaeT Tekywme AMHaMMYecKne agpeca ana 3abnoknpo-
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); | BaHHbIX MOPTOB.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..128)
detailed}
seFint?ﬁaceacﬁvg gi__port: (1..8/0/1..48); AKTMBM3MpPYET UHTepdenc, OTKAIOYEHHDbIW GYHKUMEN 3aWnTbl
{gigabitethernet gi_port | nopTta (KOMaHga AOCTyNHa TOAbKO ANA MPUBUAErMPOBAHHOMO

N te_port: (1..8/0/1..48);
tengigabitethernet te_port | twe._port: nosb3oBaTens).
2Z2n;i?:7ggabnethernet (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group} group: (1..128)

[pumepbl 8bIN0AHEHUS KOMAHO

BKNoUMTb PYHKLMIO 3aLmTbl Ha 15 nHtepdeiice Ethernet. YctaHoBUTb OrpaHMyeHme Ha U3yYeHWe afpecoB
— 1 agpec. NMocne nsyyeHns MAC-agpeca 3a610KMpoBaTh GYHKLUUIO N3YYEHUA HOBbLIX aApecoB A/A UHTep-
deica c uenblo oT6POCUTL NakeTbl C HemsydeHHbIMM MAC-aapecamm UCTOYHUKA. CoXpaHuTb B dhaiin usy-
YeHHbIM agpec.

console# configure

console (config) # interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
console (config-if) # port security max 1

console (config-if) # port security

MoaKNounTb KNMeHTa K NopTy 1 n3yunts MAC-agpec.

console (config-if) # port security discard
console (config-if) # port security mode lock

5.26.2 lNposepka NodaAUHHOCMU KAUeHma Ha ocHoee nopma (cmaHoapm 802.1x)

5.26.2.1 baszosas nposepKa nodauHHocMuU

AyTeHTUdMKauMa Ha oOcHoBe cTaHgapta 802.1x obecneynBaeT MPOBEPKY MNOAJANHHOCTU
Nnosib30BaTeNeEN KOMMYTATOPA Yepes3 BHELLHUI CepBep Ha OCHOBE NOPTa, K KOTOPOMY MOAKIOYEH KAUEHT.
Tonbko ayTeHTUOUUMPOBAHHbIE U aBTOPM3OBaHHbIE MO/Ab30BAaTE/IM CMOTYT Nepefasatb M NPUHUMATH
AaHHble. [poBepKa NOAAMHHOCTM NOJb30BaTeNIe NOPTOB BbiNO/HAETCA cepBepom RADIUS nocpenctsom
npotokona EAP (Extensible Authentication Protocol).
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU peXnma rnobanbHoOM KOHGUIypauum:

console (confiqg) #

Tabnunua 229 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

Komanoa 3HavyeHue/3Ha4yeHue Leiicmeue
no ymon4aHuro
dotlx system-auth-control BKAOUMTL pexknum ayTeHTUdMKaumm 802.1X Ha KommyTaTope.
-/BbIK/IIOYEHO
no dotlx system-auth-control BbIkNtoUNTb perkmum ayteHTUdumKaumm 802.1X Ha KommyTaTope.
aaa authentication dotlx 3a4aTb OAMH WK ABa MEeTOAA NPOBEPKM NOAJMHHOCTU, aBTOpU3a-
default {none | radius} [none | uMm n ydeta (AAA), ana Mcnonb3oBaHWs Ha MHTepdeicax IEEE
radius] 802.1X.
- none — He BbINOJIHATb ayTEHTUDMKALMIO;
- radius — ucnonbsoBatb cnmMcok RADIUS-cepBepoB ansa ayTeHTU-
-/radius duKaumm nonbsosaTens.
BTopoii meToa, ayTeHTUGUKALUMN UCNOJb3YETCA TONIbKO B
V c/lyyae, ecim nNo nepsomy ayTeHTUdUKauuma 6biia He-
yCneLwHoii.
no aaa authentication dotlx YCTaHOBWTb 3HAYEHWE MO YMONYAHUIO.
default
dotlx guest-vlan timeout time . YCTaHOBWUTL 3a4ep»KKy B HasHayeHUW guest-vlan Ha nopTt nocne
time: (30..180) nony4vyeHma access-reject ot cepsepa.
cekyHa/0
no dotlx guest-vlan timeout YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
dotlx mac-auth { radius | eap } BbibpaTb dopmaT coobueHuii, KoTopble oTnpasastoTca RADIUS-
[ username { groupsize KnneHTom Ha RADIUS-cepBep B npouecce ayTeHTUGUKALUM HA OC-
groupsize separator separator Hose MAC-azpeca, U ONUMOHANIbHO HAacTPoUTb popmaT aTpmbyTa
{ lowercase | uppercase }}] -/eap User-Name.
groupsize: 1,2, 4,12/12 - eap — Mcnonb3oBatb aTpMbyT EAP B coobuieHnax RADIUS.
separator: -, :,./none | _ radius — ucnonbsosats RADIUS 6e3 aTpubyTa EAP. B KauecTse
3HavyeHuna aTpubyTa User-Password ncnonbsyetca MAC-agpec cy-
NAMKaHTa.
Ecam username He 6yaeT HacTpoeH, To npumeHuTca ¢pop-
V mar 6e3 pa3genutens C HUXKHUM PermcTpom.
no dotlx mac-auth YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
dotlx mac-auth password Mcnonb3oBaTb 3a4aHHbIN aAMUHUCTPATOPOM NApPO/b B aTpubyTe
password User-Password Bmecto MAC-agpeca cynauKaHTa.
password:
(1..32) cumsonos V KomaHga ucnonb3syetca B nape ¢ dotlx mac-auth radius.
no dotlx mac-auth password OTmeHa Mcnob30BaHMA 3a4aHHOTO aAMUHUCTPATOPOM Mapona B
atpunbyte User-Password: ncnonb3osats MAC-agpec cynavkaHTa
B aTpnbyTe User-Password.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelic

a Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKK B PEXKUME K

console (config-if)#

v/

MpoTtokon EAP (Extensible Authenticat

oHduUrypaummn nutepoeiica Ethernet:

ion Protocol) BbinonHAeT 3agaun ana ayreHTMdUKa-

UMUN yOAa/IeHHOro K/IneHTa, Nnpu 3Tom onpeagenaa mexaHnam BYTEHTMd)MKaU,MM.
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Tabnunua 230 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeilicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

-/force-authorized;

HacTpausaet ayteHTMdMKaymto 802.1X Ha uHTepdeiice. Paspe-
LLIAeT Py4yHOM KOHTPO/Ib 3@ COCTOAHMEM aBTOPM3aLLMK NopTa.

- auto — ucnonb3osatb 802.1X ANA U3MEHEHUA COCTOAHUA KAK-
€eHTa MeKy aBTOPM30BaAHHbIM Y HEABTOPM30BaHHbIM;

- force-authorized — Bbikntouaet ayteHTUOUKaumio 802.1X Ha
uHTepdelice. MNopT NepexoanT B aBTOPU30OBAHHOE COCTOAHUE
6e3 ayTeHTUdUKauuu;

time: (1..32) - force-unauthorized — nepeBoaUT NOPT B HEABTOPM30BaHHOE
cocToAHune. IrHOpMpyoTca BCE MOMbITKM ayTEHTUGUKALUM KAK-
€HTa, KOMMYTATOP He NPeAOCTaBAAET CEPBUC ayTeHTUUKaL MM
[OJ/19 3TOro NopTa;
- time — vHTepBan BpemeHu. EcM AaHHbIV NapamMeTp He onpe-
LeneH, To NOpT He aBTOPU30BaH.
no dotlx port-control YcTaHaBAMBaeT 3HaYeHUE Mo YMOAYAHUIO.
dotlx reauthentication -/nepuogunyeckme BKAtoyaeT nepuogmyeckne noBTOPHbIE MPOBEPKM NOAJMHHO-
NOBTOPHbIE NPOBEPKMU cTn (nepeayteHTUdMKALMIO) KNMEHTA.
no dotlx reauthentication NoA/IMHHOCTKN BbikntoyaeT nepnoanyeckme NOBTOPHbIE MPOBEPKM NOANHHO-
BbIK/IOYEHbI cT1 (nepeayTeHTUdMKALMIO) KNMEHTA.

dotlx timeout eap-timeout
period

no dotlx timeout eap-timeout

period: (1..65535) /30

3afaeT MHTepBan BpeMeHU B CEKyHAAX, B TeyeHMe KOToporo
cepsep EAP oxknaaet oTBeTa oT KAneHTa EAP 10 NnoBTOpHOM ne-
pefauu 3anpoca.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

dotlx timeout supplicant-held-
period period

no dotlx timeout supplicat-
held-period

period: (1..65535) /60

3afaeT nepuos BpemMeHu, B TedeHMe KOTOpPOro 3anpalimsato-
WM KOET [0 Nepe3anycka ayTeHTUdMKALMM Nocae NoayyeHus
oteeTa FAIL oT cepBepa Radius.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

dotlx timeout reauth-period
period

no dotlx timeout
reauth-period

period:
(300..4294967295)/
3600 cekK

YcTaHaBNMBAET Nepuos Mexay NOBTOPHbIMU NpPOBepKamu
NOANMHHOCTU.

YcTaHaBAMBaeT 3HAYeHKWe no YMONYaHULO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (10..65535)/60
cek

YcTaHaBAWBaeT Mepuos, B TeYeHWe KOTOPOro KOMMYTaTop
OCTaeTCcs B COCTOAHMM MOJIYAHMA MOC/AEe HeyAauHON NPoBepKM
NoOA/IMHHOCTHU.

B TeyeHue nepuoga MONYAHWUA KOMMYTATOP He MPUHMMAET U
HE MHULMMPYET HUKAKMX ayTEHTUGUKALMOHHBIX COOBLLEHNIA.

YcTaHaBAMBaeT 3HAYeHKWe no YMONYaHUIO

dotlx timeout tx-period period

no dotlx timeout tx-period

period: (30..65535)/30
ceK

YcTaHaBAWBaET Nepuog, B TeYEHME KOTOPOro KOMMYTATOP OXM-
[AeT OTBET Ha 3anpoc Mbo naeHTMdMKaLMIO Mo NPOTOKONY
EAP OT KnneHTa, Nnepes, NOBTOPHOM OTNpPaBKOW 3anpoca.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YcTaHaBNMBaET MaKCMMasbHOE YMCNO MOMBbITOK Nepesayn 3a-
NpocoB NpoToKkona EAP-KAMEeHTY nepej, HOBbIM 3anyCKOM Mpo-
Liecca NpoBepKU NOAJMHHOCTU.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAUBaAeT Nnepuoa Mexay NoBTOPHbIMU Nepefavyamu 3a-
npocos NpoTtokona EAP-knuneHTy.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

dotlx timeout server-timeout
period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YcraHaBAuBaet nepnoa, B Te4HeHne KOTOPOoro KOMMyYTaTop OXKKU-
AaeT OTBETa OT cepBepa ayTeHTMd)MKa unn.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

dotlx timeout silence-period
period

period: (60..65535)
ceKk/He 3aaHo

YcTaHaBAMBaeT Nepuos, BpeMeHU HeaKTUBHOCTU KAUEHTa, No
NncTeyeHne KoToporo KANEeHT CTaHOBUTCA HEABTOPU3OBAHHbIM.
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no dotlx timeout
silence-period

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnunua 231 — KomaHab! perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Bpy4yHyto oOcCyLLecTBAAET MOBTOPHYK NPOBEPKY MNOAJNHHOCTU
YKa3aHHOro nopTa B KOMaHzae, MMbH0 BCcex NopToB, NOAAEPKMBA-
towmx 802.1X.

dotlx unlock client
gigabitethernet gi_port |
tengigabitethernet te_port
mac_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

3ab10KMpPOBaTb KAMEHTA C YKazaHHbIM MAC-agpecom Ha nopty
npu O0CTUXKEHUN NOPOra MakKCMMa/ZibHO BO3MOXKHbIX MOMbITOK
ayTeHTUOUKALMM.

show dot1x [interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT coctosHMe 802.1X ana KommyTtatopa Mbo gns yka-
3aHHOro uHTepdelica.

show dotlx users [username
username]

username: (1..160)
CMMBOJI0B

MoKasbiBaeT aKTUBHbIX ayTeHTUOULMPOBAHHBIX NONb30BaTEsEN
802.1X KommyTaTtopa.

show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT ctatUcTKy no 802.1X anA BblOpaHHOro MHTEp-
deiica.

show dot1x advanced
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasbliBaeT pexxumbl paboTbl dotix.

[pumepbl 8b1M0AHEHUS KOMAHO

BKNOUMTb pexum ayteHTuduKaumm 802.1x Ha KommyTaTope. Mcnonb3osaTe RADIUS-cepBep a0 NpoBepKU
NoA/IMHHOCTU KAMEHTOB Ha MHTepdencax IEEE 802.1X. Ana 8 nHtepdeiica Ethernet ncnonbsosatb pexum

ayTeHTuduKaymm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto
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MokasaTtb coctoAaHMe 802.1x ana KommyTtaTopa, Ana 8 nHrepdenca Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

tel/0/8

Open access:

Max reqg: 2

Authentication is enabled

Authenticating Servers: Radius
Unauthenticated VLANs:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

Host mode: multi-host
Port Administrated Status: auto
Guest VLAN: disabled
disabled
Server timeout:
Port Operational Status: unauthorized*
* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
Silence period:
Quiet period:
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec

60 sec

Authentication success: 0
Authentication fails: 0

30 sec

0 sec

Tabnnua 232 — OnucaHune pesynbTaToB BbINOJHEHUS KOMaHL,

Mapamemp

OnucaHue

Port

Homep noprTa.

Admin mode

Pexxum ayteHTudmKaumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepauymoHHbIA PEXUM NOpPTa: aBTOPM30BaHHbIN, HEABTOPM30BaHHbIN, M60 BbIKNOYEH-
HbI (Authorized, Unauthorized, Down).

Reauth Control

KoHTposib NnepeayTeHTUdUKaLUM.

Reauth Period

I'Iepmo,u, mexay NoOBTOPHbIMU NpoBepKamu NOA/TMHHOCTU.

Mmsa nonb3osaTens npu mcnonbsosaHumn 802.1X. Eciv NopT aBTOpPU30BaH, TO oTobparKa-

Username eTCA UMA TeKyLLero nosib3oeaTend. ECan nopT He aBTOPM30BaH, TO OTOBParXKaeTca MMA Nno-
cnegHero ycnewHo aBTOPM30BaHHOIO No/b30BaTeNA Ha NopTy.
Quiet period Mepuog, B TeYeHWE KOTOPOro KOMMYTATOP OCTAaeTC B COCTOSHUM MOJIYAHUSA Moc/e He-
yZAa4yHOM NpoBEPKM NOAIMHHOCTH.
Tx period Mepuog, B TeueHME KOTOPOro KOMMYTATOP OXKMAAET OTBET Ha 3anpoc AMbo naeHTUdmKa-
P uMio no npoTokony EAP oT KnneHTa, nepes NOBTOPHOM OTNPaBKOI 3anpoca.
Max req MaKcumanbHoe YMCI0 NOMbITOK NepeAayn 3anpocoB NpoTokona EAP KnneHTy nepes Ho-

BbIM 3aNyCKOM npouecca nposepKkn NnoOATMHHOCTU.

Supplicant timeout

Mepuoa mexay NOBTOPHbIMM Nepegadamu 3anpocos NpoTokona EAP KaneHTy.

Server timeout

Mepwnopa, B Te4eHUe KOTOPOro KOMMYTaTOpP OXKMAAeT OTBeTa OT cepBepa ayTeHTMCbVIKaLI,I/IM.

Session Time

Bpems noAKAoUYeHUs Noib3oBaTeNs K yCTPOMCTBY.

Mac address

MAC-agpec nonb3oBartens.

Authentication Method

MeTog ayTeHTUUKALMM YCTAHOBNEHHOM CecCUm.

Termination Cause

[MprYmHa 3aKpbITUA CECCUMN.

State

TeKywee 3HayeHMe aBTOMaTa COCTOSIHUM onpeaenntena NOAAMNHHOCTU U BbIXOOAHOIO aB-
TOMaTa COCTOAHUN.

Authentication success

KonunyecTBo nosiydeHHbIX coobLeHnii 06 ycnewHon ayTeHTudMKaumnm oT cepsepa.

Authentication fails

KonnyecTBo NoslyYeHHbIX COOBLLEHUNI O HeycnelwHoW ayTeHTUdMKaLMmM OT cepaepa.
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VLAN pynna VLAN Ha3Ha4yeHHaA Nnosnb3oBaTento.

Filter ID NaeHTudukaTop rpynnbl GUabTpaLUu.

MokasaTb cTaTUCTMKY no 802.1x ana nHtepdeica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: O
EapLlengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnumua 233 — OnucaHue pesynbTaToB BbINOJIHEHUSA KOMaHA,

Mapamemp OnucaHue
EapolFramesRx Ko/iiMyecTBo KOppPeKTHbIX NakeToB Atoboro Tvna npotokona EAPOL (Extensible Au-
thentication Protocol over LAN), NpuMHATbIX AaHHbIM onpeaenutenem noaMHHOCTU.
Konnuectso KOppeKTHbIX NakeToB ntoboro Tuna npoTtokona EAPOL, nepepaHHbix
EapolFramesTx
OaHHbIM onpeaennTenem NOAJIMHHOCTW.
Konunuvectso naketos Start npotokona EAPOL, npuHATbIX AaHHbIM onpeaennTtenem
EapolStartFramesRx P » NP A pea
NoAJIMHHOCTW.
Konunyectso naketos Logoff npotokona EAPOL, NpuHATbLIX AaHHbIM onpeaenuTenem
EapolLogoffFramesRx g P » P P
NOA/IMHHOCTHU.
Konnuyectso naketos Resp/ld npotokona EAPOL, NpUHATBIX AaHHbIM onpeaenuTe-
EapolRespldFramesRx P P » NP A PEA
nem NoASIMHHOCTY.
KonnyectBo naketos oteeToB (Kpome Resp/ld) npoTtokona EAPOL, npuHATbIX AaH-
EapolRespFramesRx (kp p/id) np » NP A
HbIM onpegenutenem NoAANHHOCTU.
Konunuyectso nakeTos Resp/Id npotokona EAPOL, nepefaHHbIX AaHHbIM onpeaenuTe-
EapolReqldFramesTx P P » NEpeA A Pea
nem NoASIMHHOCTY.
KonnyectBo naketoB 3anpocos (Kpome Resp/ld) npotokona EAPOL, nepepaHHbIx
EapolReqFramesTx P (kp p/id) np » NEPEA
OaHHbIM onpeaennTenem NogIMHHOCTW.
. Konunyectso naketos npoTokona EAPOL ¢ Hepacno3HaHHbIM TUNOM, MPUHATLIX AaH-
InvalidEapolFramesRx P P » P A
HbIM onpeaennTenem NoaAMHHOCTU.
Konunyectso naketos npoTtokona EAPOL c HEKOpPPEKTHOM ANMHON, NPUHATbIX AaHHbIM
EapLengthErrorFramesRx P PP A b A
onpeaenntenem nogIMHHOCTW.
. Bepcua npoTtokosna EAPOL, NnpuHATas B CaMOM MOCAeAHEM Ha AaHHbIM MOMEHT na-
LastEapolFrameVersion P P » P A A
KeTe.
LastEapolFrameSource MAC-agpec UCTOYHUKA, NPUHATBIM B CAMOM NocaeaHeM Ha AaHHbIM MOMEHT NakeTe.

5.26.2.2 PacwupeHHas nposepKa nodauHHocmu

PacwupeHHble HacTpoiku dotlx No3Bo/AOT NPOBOAMTL MPOBEPKY MOAJAMHHOCTM ANA HECKObKMUX
K/MEHTOB, NOAK/IOUYEHHbIX K NopTy. CyLLecTByeT ABa BapMaHTa ayTeHTUPMKaLMK: NePBbIN, KOraa NPoBepKa
NOA/IMHHOCTM Ha OCHOBe MnopTa TpebyeT ayTeHTUPMKAUMM TONbKO OAHOrO KAMEHTa, 4Tobbl AO0CTYyn K
cucTeMe MMenu Bce KameHTbl (peskmm Multiple hosts), BTopoit, Koraa nposepka NOAAMHHOCTM Tpebyet
ayTeHTMOUKALMM BCeX NOAKNOUEHHbIX K MOPTY KAMeHToB (pexum Multiple sessions). Ecav nopt B pexume
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Multiple hosts He npoxoAuT ayTeHTUPUKaLMIO, TO BCEM MOAKAOYEHHbBIM XOCTaM OyAeT 0TKa3aHo B A0CTyne
K pecypcam ceTu.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM B pexXume rnobanbHo KoHPUrypaumm:
console (config) #

Tabnunua 234 — KomaHab! perkuma rinobanbHoM KoHpUrypaumm

3HayeHue/3Ha4yeHue .
KomaHoa Aeilicmeue
no yMoaYaHuro

dotlx traps authentication PaspelsaeT oTnpaBKy trap-cOOBLEHNI, KOr4a KAMEHT yCrnewHo
success [802.1x | mac | web] NPOXoANT ayTEHTUPUKALMIO.

—— -/BbIK/IOYEHO
no dotlx traps authentication YcTaHaBAMBaET 3HaYeHMeE MO YMONYAHMUIO.
success
dotlx traps authentication PaspewaeT oTnpasky trap-coobLLeHNI, Korga KAMEHT He npoLen
failure [802.1x | mac | web] ayTeHTUdUKaLMIO.

— -/BbIK/IlOYEHO
no dotlx traps authentication YCcTaHaBAMBAET 3HAaYEHME NO YMONYAHUIO.
failure
dotlx traps authentication BkntoyaeT oTnpaBKy trap-coobLLeHNI Npu NPeBbIEHUM MO/b30-
quiet BaTe/ieM MaKCMMANbHO AONYCTUMOrO Ko/aMyecTBa 6esycnewHbix

-/BbIKAOYEHO NOMbITOK ayTEHTUOUKAL MM,

no dotlx traps authentication YcTaHaBAMBaeT 3Ha4YeHMe N0 YMONYAHUIO.
quiet

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume KoHpurypauum nHtepdelica Ethernet:
console (config-if) #

Tabnnua 235 — KomaHab! perkuma KoHourypaumm nHtepdeiica Ethernet

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMoaA4YaHuto
dotlx host-mode {multi-host | PaspelsaeT Haanumne o4HOTrO/HECKONbKUX KNMEHTOB Ha aBTOPM30-
single-host | multi-sessions} BaHHOM nopty 802.1X.
-/multi-host - multi-host — HeCKO/IbKO KNNEHTOB;
- single-host — og1H KnneHT;
- multi-sessions — HECKONbKO ceccuit.
dotlx violation-mode 3afjaeT gencTeue, KOTOpoe HeobxogMmo BbIMOMHUTb, KOraa
{restrict | protect | shutdown} ycTpoicteo, MAC-agpec KoToporo oTamyaetca oT MAC-agpeca
[trap freq] KNWEHTA, OCyLLeCTBAAET NOMbITKY AOCTyNa K MHTepoelicy.
- restrict — naketbl ¢ MAC-agpecom, oTanyHbIM oT MAC-agpeca
K/JIMEHTa, NEPECHINIAOTCA, NPU 3TOM afpec UCTOYHUKA He U3yya-
erca;
-/protect; - protect — naketbl ¢ MAC-agpecom, otanyHbim ot MAC-agpeca
freq: (11000000)/1 KNNEeHTa, 0T6paCb|Ba}OTCﬂ;
ceK - shutdown — nopT BbikAtoYaeTcA, nakeTbl ¢ MAC-agpecom, oTanY-
HbIM oT MAC-apeca KnneHTa, 0TbpacbIBaoTCH;
- freq —4acToTa reHepupyembix coobeHunin npotokona SNMP trap
npv NOCTYNAEHNN HECAHKLMOHUPOBAHHbIX NMaKeToB.
V KomaHga urHopupyertcsa B pexkume Multiple hosts.
no dotlx single-host-violation YcTaHaBAnBaeT 3HaYeHMe MO0 YMONYAHMUIO.
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dotlx authentication [mac |
802.1x | web]

no dotlx authentication

-/BbIK/IIOYEHO

BkntovaeT ayTeHTUPMKaLMIO
- mac — BK/IloYaeT ayTeHTUMKaLmIo, ocHOBaHHY Ha MAC-aape-
cax;
- 802.1x — BKAtOYAET ayTeHTUOUKALMIO, OCHOBaHHYIO Ha 802.1x;
- web -BkntoyaeT mexaHnam Web-based ayteHtudumrkauum.
- He ponkHo 6bITb cTaTUueckux npusasok MAC-aapecos.
e - ®yHKUMA NOBTOPHOI ayTeHTUPMKAUUKU AOMKHA 6biTb
BK/lOYEHa.

Bbik/toyaeT ayTeHTUOMKauMo, OCHOBaHHyto Ha MAC-agpecax
nonb3osaTesnei.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3afaeT MakCMMasibHOE KOJIMYECTBO XOCTOB, NPOLUEALINX ayTeHTHU-
duKaumio.

Bo3Bpalyaer 3HaYeHMe No YMOI4aHUIO.

dotlx max-login-attempts num

no dotlx max-login-attempts

num: (0, 3..10)/0

3afaeT KoAMYECTBO HeyAauHbIX MOMbITOK BBOAA I0TMHA, NOCAE KO-
TOpPbIX KANEHT BI0KMpyeTCA.
- 0 — 6eCKOHeYHOe YMCN0 MOMbITOK.

Bo3BpaliaeT 3HauyeHMe No YMOIYaHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

-/BbIKIOYEHO

BkntouaeT pyHKuumio roctesort VLAN Ha Tekywem nHtepdelice.

BbikntouaeT pyHKuMIo rocteBoit VLAN Ha Tekyluem nHTepdeiice.

dot1x critical-vlan enable

no dotlx critical-vlan enable

-/BbIKNOYEHO

BrntounTb PyHKLMIO KpuTHndeckor VLAN Ha Tekywem nHtepdelice.
OTKpbIBaeT HeaBTOPM30BaHHbIM NO/b30BaTENAM AOCTYN B KPUTU-
yeckyto VLAN npu HegocTynHocTn cepsepos RADIUS.

Ecnn kpuTnyeckas VLAN onpegeneHa v pa3spelieHa, nopt byget
aBTOMaTuyeckn fobaBneH B Hero Mocse akTMBaLMW WU MOKMHET
Kputndeckyto VLAN npun nony4yeHmnun oteeTa OT cepsepa.

Bbiknountb OyHKUMIO KpuTnyecko VLAN Ha Tekyliem MWHTep-
delice.

dotlx radius-attributes filter-id

no dotlx radius-attributes
filter-id

-/BbIKNOYEHO

BK/OYNTL MPOBEPKY MOAJMHHOCTU, OCHOBaHHY Ha ACL/HasHa-
4ntb QoS-Policy.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

dotlx radius-attributes
vlan {reject | static}

no dotlx radius-attributes vlan

-/BbIK/IIOYEHO

BkatounTtb 06paboTKy onuun Tunnel-Private-Group-ID (81) B coob-
weHuax RADIUS-cepsepa.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

dotlx radius-attributes
vendor-specific data-filter

no dotlx radius-attributes
vendor-specific data-filter

BkAtounTb GYHKLMIO AMHAaMKUYeckoro gobasneHuns ACL Ha nopT ve-
pe3 coobuweHua ot RADIUS-cepeepa.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHguaypauyuu uHmepagetica VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHPurypaumnm nHtepoeiica VLAN:

console# configure

console

(config)# interface vlan vian id

Tabnuua 236 — KomaHabl pexknma KoHoburypaumm nHtepoeica VLAN

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

HAelicmeue

dotlx guest-vlan

no dotlx guest-vlan

no ymon4yaxumio VLAN
He onpefeneHa Kak
roctesas

Onpegenntb roctesyto VLAN.

OTKpbIBaeT HEABTOPM30BaHHbIM MOb30BaTENAM UHTepdelica Jo-
cTyn K roctesont VLAN. Ecam roctesas VLAN onpegeneHa u paspe-
WweHa, nopT 6yAeT aBTOMAaTUYECKM NPUCOESUHATLCA K HeW, Koraa
He aBTOpPM30BaH, W MNOKMAATb, KOr4a MNpOWAEeT aBTOPU3aLMIO.
Y106bI NICNONB30BATb AAHHbIN GYHKLMOHA, NOPT HE AO/IKEH ObITb
CTaTUYECKMM YneHom roctesoii VLAN.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHWUIO.
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dotlx critical-vlan

no dotlx critical-vlan

no ymon4yaxumio VLAN
He onpepaeneHa Kak
KpUTUYECKas

Onpegenntb VLAN B KauecTBe KpUTUYECKON.

OTKpbIBaeT HeaBTOPM30BaHHbIM MOb30BaTENAM AOCTYN B KPUTKU-
yeckyto VLAN npu HegocTynHoctn cepepos RADIUS.

Ecnm KpuTnyeckas VLAN onpegeneHa v paspelieHa, nopt byget
aBTOMaTMyecku fob6aBneH B Hero nocsie akTMBauuM M MOKMHET
Kputndeckyto VLAN npun nonyyeHmnun oteeTa OT cepsepa.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

dotlx auth-not-req

no dotlx auth-not-req

no yMOAYaHuio
asTopusauma ana VLAN
BK/IlOYEHA

Onpegenntb VLAN 6e3 aBTopu3aumn. OTKpbIBaeT HEaBTOPM30BaH-
HbIM MO/Ib30BaTeNAM A0CTYN K BblaeneHHomy VLAN. HeasTopuso-
BaHHbIA VLAN fonKeH 6biTb Ha3HayeH Ha NOPT CTAaTUYECKM Kak
tagged.

YCTaHOBUTb 3HaYeHME N0 YMOYAHWUIO.

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 237 — KomaHgb! pexxkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

show dot1x [interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT coctosHMe 802.1X gns KommyTaTopa Mbo ans yKa-
3aHHOro UHTepdelica.

show dotlx detailed

MoKa3blBaeT pacluMpeHHble HaCTPOMKKM NpoTokosa 802.1x.

show dot1x credentials

CTpyKTypa y4eTa AaHHbIX 0TobparkaeT napameTpbl aBTOPU30BaH-
HbIX K/IMEHTOB.

show dot1x users [username]

username: CTpOKa

Moka3sbiBaeT ABTOPU30BAHHbIX KIMEHTOB.

show dotlx locked clients

MoKa3bIBaeT HEaBTOPU30BAHHBIX KIMEHTOB, 3aDIOKMPOBaHHbIX MO
Talim-ayTy.

show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT cTatUcTUKy 802.1X Ha uHTepdericax.

5.26.3 Hacmpoiika akmueHo20 ceaHca KaueHma (CoA)

RADIUS CoA (Change of Authorization) — 3To ¢yHKuMA, KoTopas nossonseT cepsepy RADIUS
HaCTPOMTb aKTUBHbIN CEaHC KNMEHTA, paHee ayTeHTUPULMPOBAHHOIO Ha OCHoBe cTaHAapTa 802.1x. O6pa-
60TKa coobueHnit CoA-Request npoucxoaut B cootsetcTBumn ¢ RFC 5176. Ob6pabatbiBatoTca coobLieHMs,
npuweawme Ha UDP-nopt 3799 oT cepBepoB, 3aZaHHbIX KOMaHAoM radius-server hosts n ¢ KAto4oMm, 3a4aH-
HbIM KomMaHAaoM radius-server key. lna naeHTMduUKaUmm ceaHca KnneHTta ncnonbsytotca RADIUS-aTpnbyThbl
User-Name wnu Acct-Session-ld. Ons HacTpOMKK ceaHca KnneHTa nogaepxusatotca RADIUS-atpubyTtbl Tun-
nel-Private-Group-ld, Filter-Id, Calling-Station-Id, Eltex-Data-Filter, Eltex-Data-Filter-Name.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHom KoHGUrypaumm:

console (config) #
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Tabnuua 238 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aeiicmeue

aaa authorization dynamic
radius

no aaa authorization
dynamic

-/BbIK/IIOYEHO

BKtOUNTL GYHKLUMIO HACTPOIMKM aKTUBHOTO ceaHca KaneHTa (CoA).

BbIKNtOUMTb YHKLUMIO HACTPOMKM aKTUBHOIO CeaHca K/AWEeHTa
(CoA).

aaa authorization dynamic
radius port local
<port_num>

no aaa authorization dy-
namic radius port

<1-65535>/3799

YctaHasaunBaeT UDP-port ana pabotsl ¢ 3anpocamu CoA oT cep-
Bepa.

BepHyTb 3Ha4YEHME N0 YMONYaHUIO.

5.26.4 Hacmpolika ¢pyHkyuu MAC Address Notification

®dyHKuma MAC Address Notification nossonaeT otcnerkmatb NoABAEHME U UCHE3HOBEHWE AKTUBHOTO
obopyaoBaHMA Ha CeTM MyTemM CoxpaHeHuAa uctopumn msydeHnsa MAC-agpecoB. pu obHapyxKeHUK
M3MEHEHUN B cOCTaBe M3y4vyeHHbIx MAC-afpecoB KOMMyTaToOp COXpaHseT uHbopmauuto B Tabauue w
n3sewaer o6 3ToM € NOMOLbID coobuieHUit npotokona SNMP. ®yHKUMA MMeeT HacTpaMBaemble
napameTpbl — rnybrMHa UCTOPUM O COOLITUAX U MUHMMAJIbHBIN MHTEPBAN OTNPABKM coobLeHNn. CepBuc
MAC Address Notification oTKAHO4YEH NO YMONYAHUIO M MOXKET ObITb HACTPOEH BbIBOPOYHO ANA OTAENbHbIX

MOpPTOB KOMMYTaTOPa.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabanuya 239 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

HAeilicmeue

mac address-table notification
change

no mac address-table
notification change

-/BbIK/IOYEHa

KomaHza npegHasHayeHa Ana rnobanbHOro ynpasneHnsa OyHk-
umen MAC notification. KomaHaa paspelsaeTt pervctpaumto cobbi-
™Mt fobasneHus u yganenna MAC-agpecos B/v3 Tabaumu, KOMmy-
TaToOpa M OTNPaBKY yBEAOMIEHUA 0 cObbITUAX. [nsa paboTbl GyHK-
UMM HeobXoAMMO AOMNONHUTENbHO pa3pellaTb reHepauuio yBe-
LOMNEHUI Ha MHTepdeicax (cm. HUxKe).

Bbikntountb dyHKUMI0 MAC notification rno6anbHO 1 OTMEHUTb CO-
OTBETCTBYIOLLME HACTPOMKM Ha BCex MHTepdelicax.

mac address-table notification
flapping

Bkntountb dyHKLMIO 06HapyeHna dnannuHra MAC-agpecos.

no mac address-table
notification change interval

no mac address-table feKniosera BbIktounTb GYHKUMIO 06HapyeHna dnannuHra MAC-agpecos.
notification flapping
mac address-table notification MaKcManbHbIl MPOMEKYTOK BPEMEHM MeXay OTnpaBKamu
change interval value SNMP-yBegomneHunit. Ecnv sHaueHve MHTepBana BpeMeHU paBHO
0, To reHepauMA yBeJOMNEHWIA 1 COXpaHeHWe cOBbITUIA B UCTOPUIO
byaeT ocyllecTBAATLCA HEMEeA/IEHHO MO Mepe BO3HWMKHOBEHUA C
| 6bITUI 06 M3MeHeHUn cocTosiHMA Tabanubl MAC-agpecos. Ecam
value:

(0..4294967295)/1

3HayeHWe WHTepBana BpemeHun 6onble 0, To ycTpolictBo byaeT
HakanAneaTb cobbiTMA 06 M3MEHEHUN cocToAHMUA Tabaunubl MAC-
afpecoB B TeYeHMe 3TOro BpeMeHu, a 3aTem OTNpPaBAATb YBeAOM-
neHuns npotokona SNMP 1 coxpaHaTb CObbITUS B UCTOPUN.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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mac address-table notification
change history value

no mac address-table
notification change history

value: (0..500)/1

3aaTb MaKCMMasibHOe KOAMYecTBO CobbiTUI 06 M3MeHeHWUU co-
cToAHMA Tabamubl MAC-agpecoB, KOTOPOEe COXPAHAETCA B UCTO-
puu. Ecav ycTaHOB/EH pasmep UCTopuM paBHbIii 0, To cobbITUA He
coxpaHsatotca. Mpu nepenonHeHun 6ydepa nctopun Hosoe cobbl-
TWE NOMELLAEeTCA Ha MecTo CaMoro CTaporo.

YCTaHOBUTb 3HaYeHME N0 YMOYAHWUIO.

snmp-server enable traps
mac-notification change

no snmp-server enable traps
mac-notification change

-/BblK/IOYEHa

BkatounTb otnpasky SNMP-yBeaomneHnii 06 M3meHeHUn cocTon-
HUA Tabanubl MAC-agpecoB. [na OTKNOYEHUA MUCMONb3YeTCA OT-
puuatenbHaa dopma KomaHabl. Ecnn otnpaska ysBesomneHui
BKJ/ILOYEHA, TO YCTPOWCTBO byaeT MHGOPMMPOBATL O COBBLITUAX CO-
obweHnamm npotokona SNMP 1 coxpaHATb COOTBETCTBYIOLWME CO-
6bITMA B Uctopmmn. Ecam otnpaska SNMP-yBefoMIEHWUI BbIK/O-
YyeHa, TO YCTPOMCTBO ByAEeT TONIbKO COXPaHATbL COBbITUA B UCTOPUM.

OTKAtoYMTb oTNpaBky SNMP-yBegoMIeHUI 06 M3MEHEHUN COCTO-
AHWUA Tabanubl MAC-agpecos.

snmp-server enable traps
mac-notification flapping

no snmp-server enable traps
mac-notification flapping

-/BKNIOYEHA

BKkntoumTb 0TNpasKy Tpanos o ¢nannuHre MAC-agpecos.

OTKNOYMTL OTNPaBKy Tpanos o ¢pnannuHre MAC-agpecos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnunua 240 — KomaHabl perkuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

snmp trap mac-notification
change [added | removed]

no snmp trap mac-notification
change

-/BbIK/IOYEHa

BKntOUMTL reHepaLmto yBegoMAeHU Ha uHTepdelice o cobbITUAX
nsmeHeHuna coctoaHna MAC-agpecos. OTAeNbHO MOXHO paspe-
WKNTb reHepaLuto yBeaomMneHuii Tonbko o6 nsydenmm MAC-aape-
coB IM60 TONbKO 06 UX yaaneHuum.

OTK/OYUTL reHepaLmio yBeAOMIEHUIN Ha UHTepdelice.

KomaHOwb1 pexcuma privileged EXEC

BuAa 3anpoca KOMaHAHOM CTPOKMU:

console#

Tabnunua 241 — KomaHabl pexkmuma KoHourypauum uHtepdelica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show mac address-table
notification change history
[gigabitethernet gi_port |

tengigabitethernet te_port |
twentyfivegigaethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel

group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)
group: (1..128);
vlan_id: (1..4094)

OT06pasunTb Bce yBegomneHns o6 nameHeHun coctosHua MAC-
a/4pecoB, COXPaHEHHbIX B UCTOPUMN.
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show mac address-table OT06pa3unTb CTaTUCTUKY cepsuca: obLiee KomM4ecTso cobbITHl 06

notification change statistics ) nsyyeHnn MAC-agpecos, obuiee KoaMYecTBo cobbITUM 06 yaane-
HuM MAC-agpecoB, obliee Ko/iMyecTBO oOTnpasfeHHbix SNMP-
coobLLeHuA.

[pumep UCNoa15308aHUA KOMAHO

B npumepe NokasaHo, Kak HacTpouTb nepegayy coobuieHmnin SNMP MAC Notification Ha cepsep ¢ agpecom
172.16.1.5. NMpwu HacTpoliKke 3agaeTca obliee paspelwieHne paboTbl cepBuca, HaCTPaMBAETCA MUHUMAJbHbIN
WMHTEpPBaN OTNPAaBKM COODLLEHMI, 3a4a€TCA Pasmep UCTOPUN COBBLITUIN M HAaCcTpaMBaeTCsA CePBMUC Ha BblIbpaH-

HOM NOPTY.
console (config)# snmp-server host 172.16.1.5 traps private
console (config)# snmp-server enable traps mac-notification change
console (config) # mac address-table notification change

)
)

H o H

(
(
(
console (config mac address-table notification change interval 60
console (config) # mac address-table notification change history 100
console (config) # interface gigabitethernet 0/7

console (config-if)# snmp trap mac-notification change

console (config-if) # exit

console (config) #

5.26.5 Konmponab npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceteBoM NpPOTOKO/, MO3BOANAKOWMNA KAUEHTY MO
3anpocy nonyyatb IP-agpec n apyrue Tpebyemble napameTpbl, Heobxoanmble ansa pabotsl B cetn TCP/IP.

MpoTokon DHCP moeT Ncnonb30BaTbCs 3/I0YMbILLIEHHUKAMW /1 COBEPLUEHUS aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbl KAneHTa, 3actasnaa DHCP-cepBep BblAaTh BCce AOCTYMHbIE agpeca, TaKk U CO CTOPOHDI
cepBepa nyTem ero nogmeHbl. NporpammHoe obecneyeHne KoMMyTaTopa No3BonseT obecneynTsb 3aLUTy
YCTPOMCTBA OT aTak C uMcnosab3oBaHWem npoTtokona DHCP, ans yero npumeHseTca PpyHKUMA KOHTPONA
npotokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexumBaTb nossneHne DHCP-cepBepoB B ceTw, paspewas ux
NCNo/Ib30BaHME TO/MIbKO Ha «O0BEPEHHbIX» UHTepdelicax, a TakKe KOHTPO/MPOBATb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabanue cooTBETCTBUMNA.

Onuma 82 npotokona DHCP (option 82) ucnonbsyetca gns Toro, 4tobbl NpomHbopmmuposats DHCP-
cepBep 0 ToM, OT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) u yepes Kakol ero nopt 6611 Noy4YeH 3anpoc.
MpumeHseTca ANA yCTaHOBNEHUA COOTBETCTBUI IP-aapecoB 1 NOPTOB KOMMYTATOPA, a TaKKe ANA 3aLUThbI
OT aTak C ucnonb3oBaHMem npoTtokona DHCP. Onuums 82 npeactaBnsetr coboit [ONONAHUTENbHYHO
MHbOPMaUMIO (MMA yCTPOKMCTBa, HOMepP MnopTa), AobaBnseMylo KOMMYTAaTOPOM, KOTopbli paboTaeT B
pexkume DHCP relay areHTa (6e3 pobasneHus IP-agpeca Ha KAMEHTCKUI uHTepdeinc) nam dyHkumm DHCP
Snooping (npu ycnosum BkAoYeHU KoMmaHabl ip dhcp information option). Ha ocHoBaHWM AaHHOM onumu,
DHCP-cepsep BbigensieT IP-agpec (ananasoH IP-agpecoB) u gpyrve napameTpbl NOpTy KOMmyTaTopa.
Monyuyns HeobxoaMmble aaHHble oT cepBepa, DHCP Relay areHT BbiaenseT IP-agpec KAUEHTY, a TaKxkKe
nepegaer emy gpyrue Heobxoanmble NnapameTpsbl.

Tabnunuya 242 — dopmat nonen onumm 82

Mone Mepedasaemasn uHgopmayusn

Mms xocTa yCcTponcraa.

Crpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneaHuii 6aT — Homep MOpPTa, K KOTOPOMY MOAK/OYEHO YCTPOMCTBO, OTNpaBAsAtoLLee
dhcp-3anpoc.

Circuit ID

Enterprise number —0089c1

R t tID
emote agen MAC-agpec ycTpoicTsa.
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DOnAa ncnonb3oBaHuA onuum 82 Ha YCTPOIMCTBE A0/IKHA 6bITb BKAOYEHA QYHKLUA
DHCP relay areHTa (6e3 pno6aBneHus IP-agpeca Ha KAUEHTCKUIA UHTepdeiic) nam
$yHKuma DHCP Snooping (npu ycnosuu BKAOYeHUa KomaHabl ip dhcp information
option).

.‘

Ona KoppeKTHoM paboTbl ¢pyHKLuMn DHCP Snooping Bce ucnonbsyemble DHCP-cep-
Bepbl A,0/KHbI 6bITb NOAKAIOYEHBI K «A,0BEPEHHbIM» NOPTamM KoMmmyTaTopa. Ana
[obaBneHnA noprta B CNUCOK «A0BEpPEeHHbIX» ucnonb3yetca Komanga IP dhcp
snooping trust B pexxume KoHpuUrypauum nntepdeiica. ns obecneyeHus 6esonac-
HOCTM BCe OCTa/ibHble NOPTbl KOMMYTaTOPA A0/XKHbI 6bITb «He40BEPEHHbIMUY.

.‘

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHom KOHPUrypaLmm:

console (config) #

Tabnnua 243 — KomaHab! perkuma rnobanbHom KoHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

-/BbIK/IIOYEHO

BksitouaeT KoHTpoib NnpoTokona DHCP nytem BegeHuA
Tabanubl DHCP snooping 1 0TNPaBKKU KANMEHTCKUX
WwnpoKoselaTenbHbix DHCP-3anpocoB Ha «f0BepeHHbIe»
nopTbl.

BbikntoyaeT KOHTpPOIb NpoToKosa DHCP.

ip dhcp snooping vlan vian_id

no ip dhcp snooping vlan
vlan_id

vlan_id:
(1..4094)/BbIKNtO4EHO

PaspelwaeT KoHTponb npotokona DHCP B npeagenax ykasaHHOM
VLAN.

3anpewaeT KOHTpoAb npoTtokona DHCP B npeaenax yKasaHHoOM
VLAN.

ip dhcp snooping information
option allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Mo ymonuaHuio npuem
DHCP-nakeToB ¢
onuuei 82 ot
«HEHaAEeXHbIX» NOPTOB
3anpeLueH

PaspewaeT npuHnmate DHCP-nakeTbl ¢ onumen 82 oT «HeHaAeX-
HbIX» MOPTOB.

3anpewaet npuHuMmaTb DHCP-nakeTbl ¢ onumen 82 oT «KHEHaAEeX-
HbIX» NOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

Mo ymonyanuio
BepuduKaums
BKAlOYEHa

BkntouaeT Bepudumkaumio MAC-agpeca knmeHta 1 MAC-agpeca mc-
TOYHMKa, npuHATOro B DHCP-nakeTe Ha «HeA0BEPEHHbIX» MopTax.

BobikntovaeT Bepudukaumio MAC-agpeca knveHta 1 MAC-agpeca
NCTOYHMKA, NpuHAaToro B DHCP-nakeTe Ha «Hed0BEpPEHHbIX» Nop-
Tax.

ip dhcp snooping database

no ip dhcp snooping database

PesepsHbIii dpain He
ncnosb3yercs

PaspelwaeT ncnonb3oBaHue pesepsBHoro ¢aina (6asbl) KOHTPOAA
npotokona DHCP, no3sonsioLero BOCCTaHOBWUTb 3anucu B Tab-
/ML B C/lyYae nepesarpysku yCTpoicTsa.
HeobxoaMma HacTpoiiKa CUHXPOHU3ALUU CUCTEMHOFO
V spemeHu (NTP/SNTP).

3anpeLLaeT UCNosib30BaHWe pe3epBHOro ¢aiina (6asbl) KOHTPoONA
npotokona DHCP.

ip dhcp information option

no ip dhcp information option

-/BbIK/IOYEHO

PaspeLaeT ycTpolicTey aobasneHue onunmn 82 npu pabote npoTo-
kona DHCP.

3anpewyaeT ycTponcTey gobasneHue onumm 82 npu pabote npoTo-
kona DHCP.

ip dhcp information option
format-type access-node-
id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..48)
CMMBO/I0B/system
description

YcTaHaBAuBaeT naeHtupukaTop Access Node ID onumm 82.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.
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p dhcp information option for- format: (sp, sv, pv, spv, | Hactpansaet ¢popmat DHCP onupm 82.

mat-type circuit-id format [de- bin,user-defined); dopmar:

limiter delimiter] delimiter: (.,;#)/npo6en | - SP — HOMep cnoTa u nopra;

- sV — Homep cnoTa u VLAN;

- pv — Homep nopTta u VLAN;

- Spv — HOMmep cnoTa, nopta u VLAN;

- bin — 6uHapHbIN dpopmart: VLAN, cnoT, noprT;

- user-defined — ¢opmat onpegenserca nonb3osatesnem. Bos-
MOXHO HacTpouTb WwabnoHbl B ASCIl 1 HEX.

Mpu onpeaeneHnn UCNONb3YIOTCA Caeaytolme WabAoHbI:
%h: hostname B ASCII;

%p: KOPOTKOE UMA NopTa, Hanpumep, gil/0/1 8 ASCII;

%P: onvHHoe vmsA nopTta, Hanpumep, gigabitethernet 1/0/1 8
ASCII;

%t: TN nopTa (3HayeHue nons ifTable::ifType B
WwecTHaguaTepuyHom suge) 8 ASCII;

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H 8 ASCII;
%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H 8 ASCII;
%u: Homep toHMTa B ASCII;

%s: Homep cnoTa B ASCII;

%n: Homep nopTa (Kak Ha amuesol naHenun) B ASCII;

%i: ifindex nopta B ASCII;

%v: ngeHtuédukatop VLAN B ASCII;

%V: umsa VLAN B ASCII;

%cC: MaK-aapec KnmeHTta B popmate H-H-H-H-H-H B ASCII;
%a: IP agpec cuctembl B popmate A.B.C.D B ASCII. (%al0 —agpecc
interface vlan 10);

%%: 0AMHOYHbIN cumBon % B ASCII.

SS: oanHOYHbIN cumeon S B ASCII

St: Tmn nopTa (3HayeHue nona ifTable:ifType B
WwecTHaauatepmyHom Buae) 8 HEX;

$m: mak-agpec nopta B popmate H-H-H-H-H-H-H B HEX;

SM: mak-agpec cuctembl B popmate H-H-H-H-H-H-H B HEX;
Su: Homep toHuTa B HEX;

Ss: Homep cnota B HEX;

$n: Homep nopTa (KaK Ha iMuesoi naHesnm) B HEX;

Si: ifindex nopta B HEX;

Sv: naeHtnudukatop VLAN 8 HEX;

Sc: mak-agpec KaveHTa 8 popmate H-H-H-H-H-H B HEX;
Sb[XY]: nobasnstoTca nponssonbHble 6aitTbl XY B HEX (Sb13)

no ip dhcp information option 3anpeLwyaeT ycTponcTey gobasneHue onumm 82 npu pabote npoTo-
format-type circuit-id kona DHCP.
ip dhcp information option for- YcTaHaBAnBaeT naeHTMdunkaTop Remote agentID onunm 82.
mat-type remote-id ) [na HacTPOliKM BO3MOXKHO MCMNOb30BaTh WABAOHbI, onpeaeneH-
remote-id remote_id: Hble B circuit-id user-defined.

" " N " (1..128)/mac address B
no ip dhcp information option hex YcTaHaBAMBAET 3HAUYEHME N0 YMONYAHUIO.
format-type remote-id
remote-id
ip dhcp information option [ob6asnaeT B Hayano circuit id/remote id gononHuTenbHble 2
suboption-type -/BbIKNIOYEHO 6aliTa (Type u length).
no ip dhcp information option YcTaHaBAMBaET 3HAYEHUE MO YMOAYAHUIO.

suboption-type

Tabnunua 244 — dopmat nonent onumm 82 cornacHo pekomeHgaumam TR-101

Mone Mepedaesaemas uHghopmayus

MmA xocTa ycTpoicTBa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>

MocnegHnin 6aiiT — HOMepP NopTa, K KOTOPOMY NOAKAKYEHO YCTPOICTBO, OTNPaBAAoLLee
3anpoc DHCP.

Circuit ID

Enterprise number —0089c1

D
Remote agent | MAC-agpec ycTponcTsa.
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Tabnuua 245 — dopmat noneit onunm 82 perknma custom

VLAN (2 6aliTa)
Homep moayns (1 6aiiT)
Homep noprta (1 6aiiT)

Mone Mepedaeaemas uHghopmayus
Onvna (1 6aiT)
Tun Circuit ID
Circuit ID Anania (1 6aii)

Onnna (1 6ainT)

Tun Remote ID (1 6aitT)
Onvna (1 6aiT)
MAC-agpec KommyTaTopa

Remote agent ID

KomaHObl pexcuma KoHguaypauyuu uHdmepgelica (OQuanazoHa uHdmepgelicos) Ethernet, uHmep-

ghelica 2pynnbl Mopmos

CyLiecTByeT BO3MOXHOCTb BKAOUYUTb AobaBieHMe onunn 82 Ansa oTAeNbHbIX MHTepdeicoB 1 NopTos.
MpuopuUTET NPUMEHEHUA KOMaHAbl OT HU3KOTO YPOBHA K BbICOKOMY: r/106a/ibHasA HAaCTPOlKa, HacTpoliKa Ha

nMHTepdelice, HAaCTPOMKA Ha NOPTY.

dopmat onumm 82 Npun 3TOM ONpeaenseTca TONbKO B r106anbHOM pexunume.

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if)#

Tabnunua 246 — KomaHabl pexkmma KoHourypauum nHtepdelica Ethernet, rpynnsl nHTepdelicos

3HayeHue/3HayeHue
no yMmon4YaHuo

KomaHda

Aelicmeue

ip dhcp snooping trust

Mo ymonyanumio
nUHTepdeic He aBnaeTca
[OBEpPEHHbIM

no ip dhcp snooping trust

[ob6asnset nHTepdeic B CNMCOK «40BEPEHHbIX» MPU UCMO/b30-
BAaHMM KOHTponA npoTtokona DHCP. DHCP-tpaduk «aposepeH-
Horo» uHTepdelica cuuTaeTca 6e30MacHbIM U He KOHTPOAUpPY-
ercA.

YaanaeT nHtepdenc us cnmcka «L0BEPeHHbIX» NPU UCNOJb30-
BaHMW KOHTpoAA npotokona DHCP.

ip dhcp information option

[global] -/global

no ip dhcp information option

PaspewaeT fobasneHue onuumn 82 Ha BbibpaHHOM MHTepdeice
npu pabote npoTtokosna DHCP.

global — rno6anbHas HacTpolika Ans npumeHeHus onuum 82.
V Npuoputet pabotbl komaHabl ip dhcp information op-

tional — nopr, interface vlan, rno6anbHas KoHdurypa-
uums.
3anpewaet gobasneHue onumm 82 Ha BbiIbpaHHOM UHTepdelice
npv pabote npotokona DHCP.

ip dhcp snooping limit clients
value

value: (1..2048)/
He 3ajaH

no ip dhcp snooping limit
clients

YcraHaBauBsaeTt npegenbHoe KONM4YecTso NOAKMOYEHHbIX KAn-
€HTOB.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTpoKK perkmma Privileged EXEC:

console#

Tabnunua 247 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmesue

ip dhcp snooping binding
mac_address vian_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
expiry {seconds | infinite}

no ip dhcp snooping binding
mac_address vian_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
seconds:
(10..4294967295) cek

LOob6asnset B dpaiin (6a3y) KoHTposa npoTokosa DHCP cooTseT-
cteue MAC-agpeca knneHTa, rpynne VLAN u IP-agpecy AnAa yka-
3aHHOro UHTepdelica.

[aHHas 3anucb byaeT AencTBUTENbHA B TEYEHUE YKA3aHHOTO B
KOMaHZe BPEMEHW KM3HW 3annUCK, ECIU KANEHT HE OTMNPaBuUT
3anpoc Ha DHCP-cepBep Ha obHoBNeHMe. Tallmep 0bHyNseTcs
B C/ly4ae NoNy4YeHUA OT KNMEeHTa 3anpoca Ha obHoBneHue (Ko-
MaH/Za AOCTYNHA TONbKO ANA NPUBUIETMPOBAHHOINO NOJ1Ib30BA-
Tens).

- seconds — BpemMs }KU3HW 3anuncu;

- infinity — Bpems *K13HM 3anucKn He orpaHNYeHo.

YaansaeT us ¢aiina (6asbl) KoHTpona npotokona DHCP cooTtseT-
cteue MAC-agpeca kaneHTa u rpynnbl VLAN.

clear ip dhcp snooping
database

OunwaeTt daiin (6asy) KoHTpoaA npoTokona DHCP.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 248 — KomaHzabl perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip dhcp information
option

MokasbiBaeT MHpopmaumio 06 Mcnoab3oBaHMM onumn 82 npo-
ToKona DHCP.

show ip dhcp information
option vlan vlan_id interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
vlan:(1..4094)

Moka3biBaeT MHGOPMALMIO NO ONLLMK 82 Ha KOHKPETHOM NOPTY.

show ip dhcp information
option tokens [brief]

MoKkasbiBaeT MHpoOpmaumo o
HaCTPOMKM WabnoHos B onuum 82.

BO3MOXHbIX BapuaHTax

show ip dhcp snooping
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Moka3sbiBaeT KOHOMrypauuio GyHKLUMKM KOHTPOAS MPOTOKONA
DHCP.
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HELTEX

show ip dhcp snooping binding MoKa3sblBaeT cooTBeTCTBMA U3 dalina (6asbl) KOHTPONSA NPOTO-

[macaddress mac_address] [ip- gi_port: (1..8/0/1..48); kona DHCP.

address ip_address ] [vlan

P te_port: (1..8/0/1..48);
vian_id] - twfa port: !
[gigabitethernet gi_port | 1 8/071 12'0)_
tengigabitethernet te_port | hu_port: (1..8/0/1..32);
twentyfivegigabitethernet ) )
twe_port | group. (1..128);
hundredgigabitethernet vian_id: (1..4094)

hu_port | portchannel group]

[pumepbl 8b1M0AHEHUA KOMAHO

PaspewwnTb ncnonobsosaHme DHCP onumun 82 8 10 VLAN:

console# configure

console (config) # ip dhcp snooping

console (config) # ip dhcp snooping vlan 10

console (config) # ip dhcp information option

console (config)# interface tengigabitethernet 1/0/24
console (config)# ip dhcp snooping trust

e [loKasaTb BCe COOTBETCTBUA U3 TabAMLLbl KOHTPOAA NpoToKona DHCP:

console# show ip dhcp snooping binding

5.26.6 3awyuma IP-adpeca knueuma (IP source Guard)

®yHKLMA 3awmTbl IP-agpeca (IP Source Guard) npeaHasHaveHa gns GunbTpauumn Tpaduka, NPUHATOro
¢ uHTepdelica, Ha ocHoBaHWWU Tabauubl cooTseTcTBMii DHCP snooping u ctatyeckux coorseTtcteui IP
Source Guard. Takum obpasom, IP Source Guard nossonaeT 6opoTbca ¢ nogmeHon IP-aapecoB B NakeTax.

V [Ona KoppeKTHOI paboTbl pyHKUMOHana Heobxoaumo npepBapuTenbHO HacTpouTb DHCP
Snooping.
V dyHKumio 3awuThbl IP-agpeca (IP Source Guard) Heo6xoauMo BKAOUUTL rNo6anbHO U ans
uHTepdeiica.
V B pexxume KoHourypauum nnrtepdeiica Ethernet gocrynHa KomaHpga ip source-guard mac-
check, no3sonsowan gononHutenbHo 6opoTbca ¢ nogmeHon nakeros MAC-agpeca UcTou-
HUKa.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KOHOUIypaLumm:
console (config) #

Tabnunua 249 — KomaHabl pexkrma rnobanbHoM KoHGUrypauum

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
Mo yMmon4YaHuo
ip source-guard BKntoyaeT dyHKUMIO 3awmThl IP-agpeca KNMeHTa ansa HacTpausae-
Mo ymonuaHuio MOro uHTepdelica.
no ip source-guard bYHKUMA BbIKNKOYEHa BbikntoyaeT GyHKUMIO 3aWwmThl IP-aapeca KAMeHTa Ansa HacTpavBa-

emMoro uHTepdeliica.
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HELTEX

ip source-guard [ mac-check ] [
vlan vian-id]

no ip source-guard [ mac-check
11 vlan vian-id]

BksitovaeT GyHKUMIO 3aLmMTbl OT nogMeHbl IP-TpadurKka nctodHmkKa
ONA HacTpaMBaemoro uHtepdelica.
- mac-check — po6asnset nposepky MAC-agpeca UCTOUYHUKA ANA
BXoAsLLero TpadpuKa.
- vlan — BKatoyaeT pyHKUMIO 3awmuThl IP-TpadnKa UCTOUYHMKa ana
nHTepdeinca VLAN.
—rnobanbHaa HacTpoMKa ANA NpUMeHeHusa onuun 82.
Heckonbko knneHtckux VLAN pgobasnsiorca yepes 3ans-
TYI0 B C/ly4ae nepevymncieHms u yepes aeduc B cayyae yka-
3aHMA AMana3oHOoB.

BbikntoyaeT dyHKUMIO 3aWwmTbl IP-Tpadmka UCTOYHUKA o8 HacTpa-
nBaemoro nHtepdeiica.

- mac-check — BbikntoyaeT nposepky MAC-agpeca MCTOYHUKA ANA
BxoaAuero Tpaduka.

- vlan — BbIk/tovaeT GyHKLMIO 3alwuThbl IP-Tpaduka UCToYHMKA ANa
HacTpausBaemoro nHTepdeica VLAN.

ip source-guard binding
mac_address vian_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip source-guard binding
mac_address vlan_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Co3paaHune cTaTMYecKoi 3anucu B Tabamue cooTBeTcTBUA mexay IP-
appecom KnueHTa, ero MAC-agpecom v rpynnoi VLAN gns ykasaH-
HOro B KOMaHAe uHTepdelica.

YpaneHve ctaTU4eckom 3anucu B Tabaunue cooTBeTcTBuA.

ip source-guard tcam
retries-freq {seconds | never}

no ip source-guard tcam
retries-freq

seconds: (10..600)/60
cek

3apaeT YacToTy 06paLLeHMA YCTPOMCTBA K BHYTPEHHUM pecypcam ¢
LLeNblo 3aM1CKU B NaMATb HEAKTUBHbIX 3alMLLeHHbIX IP-agpecos.

- never — 3anpeLaeT 3anNncb B NamATb HEAKTUBHbIX 3aLUULLEHHbIX
IP-agpecos.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanaszoHa uHmepgetlicos) Ethernet, uHmep-

gelica 2pynnbl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 250 — KomaHabl pexkuma KoHoburypaumm nHtepoeica Ethernet, rpynnel nHTepdeiicos

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

ip source-guard

no ip source-guard

Mo ymonyanuio
dYHKLMA BbIKNOYEHA.

BrkntoyaeT PpyHKLMIO 3awWwmThl IP-agpeca KNMeHTa aas HacTpau-
Baemoro nHtepoevica.

BbiktoYaeT GyHKUMIO 3aWwmTbl IP-agpeca KAneHTa aasa HacTpa-
MBaemoro nHTepoeiica.
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HELTEX

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTpoKK perkmma Privileged EXEC:

console#

Tabnunua 251 — KomaHab! perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmesue

ip source-guard tcam locate

BpyuHyto 3anyckaeT npouecc obpaLleHns yCcTPoUCTBa K BHYT-
pPEeHHMM pecypcam C Le/blo 3anncy B NaMATb HEAKTUBHbIX 3a-
wmueHHbIX IP-agpecos. KomaHaa 4OCTyNHA TONbKO ANA NPUBK-
NIerMpoBaHHOro Nosib3oBaTens.

KomaHOowbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 252 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

show ip source-guard
configuration [gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

KomaHaa oTobparkaeT HacTpoliKy ¢yHKumuM IP Source Guard Ha
3afaHHOM nnbo Ha Bcex UHTepdericax ycTponcTaa.

show ip source-guard statistics
[vlan vian_id]

vlan_id: (1..4094)

KomaHza otobparkaet ctatuctuky dyHKkumm IP Source Guard Ha
3agaHHOM In60 Ha Bcex VLAN.

show ip source-guard status
[mac-address mac_address]
[ip-address ip_address ]

[vlan vian_id] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

KomaHza otobparkaer ctaTtyc ¢yHKummu IP Source Guard ans
YKasaHHoro nHTepdeiica, IP-agpeca, MAC-agpeca uam rpynnol
VLAN.

show ip source-guard inactive

KomaHga otobpakaeT IP-agpeca MCTOYHUKOB, HE MPOXOAALLMNX
nposepky IP Source Guard.

[pumepsi 8biM0AHEHUS KOMAHO

MoKa3aTb HAacTPOMKY GYHKLMM 3aWwmTbl IP-agpeca ans Bcex MHTepdencos:

console# show ip source-guard configuration

IP source guard is globally enabled.
Interface State
te0/4 Enabled
te0/21 Enabled
te0/22 Enabled
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HELTEX

BkntounTb pyHKUMIO 3awmTbl IP-agpeca ana punostpaumm Tpaduka Ha OCHOBaHMM TabauLbl COOTBET-
ctuit DHCP snooping u ctatnyeckmx cootseTcTBmin IP Source Guard. Co3aaTbh cTaTMYECKYHO 3anmch B
Tabnuue cootBeTcTBUA AnA uHTepdelica Ethernet 12: IP-agpec knneHTa — 192.168.16.14, ero MAC-
agpec — 00:60:70:4A:AB:AF. UHTepdeiic B TpeTbel rpynne VLAN:

console# configure

console (config) # ip dhcp snooping

console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
1/0/12

5.26.7 KoHmponb npomokona ARP (ARP Inspection)

®yHKUMA KoHTpona npoTtokona ARP (ARP Inspection) npepgHasHauyeHa pgns 3alimTbl OT aTak C
ncnonb3oBaHMem npoTokosa ARP (Hanpumep, ARP-spoofing — nepexsat ARP-Tpaduka). KoHTponb
npoTtoKosia ARP ocyliecTBaseTca Ha OCHOBe CTaTUYecKkux cooTtsetcTeuit IP- » MAC-agpecos, 3aAaHHbIX Ans
rpynnbl VLAN.

’ ' MopT, ckoHPUrypupoBaHHbIN «HeaoBepeHHbIM» anAa GyHKUMM ARP Inspection, AonXKeH TakKe
radk 6bITb «HepoBepeHHbIM» ana ¢yHKumum DHCP snooping nam coorsercteue MAC-agpeca u IP-

He 6ygeT oTBeuaTtb Ha 3anpocbl ARP.

agpeca ANna 3Toro nopTa A0/MKHO 6bITb CKOHGUrYPUPOBAHO CTaTUUECKU. MHaue gaHHbIi nopT

Ona HeHagEXXHbIX NOPTOB BbINOJ/IHAKOTCA NpoBepKu coorsetcTeuit IP- u MAC-agpecos.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peRnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnuua 253 — KomaHabl pexxknma rnobanbHon KoOHPUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aelicmeue

ip arp inspection

no ip arp inspection

Mo ymon4yaHuio
bYHKLMA BbIKNIOYEHA

BkntoyaeT KOHTpoib NnpoTokona ARP (dyHkumio ARP Inspection).

BbIKntoYaeT KOHTPoIb NpoTokona ARP (dyHKumMio ARP Inspection).

ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094);
Mo ymonyanumio
dYHKLMA BbIKNOYEHA

PaspelwaeT nposepKy npoTtokosia ARP, ocHoBaHHyt Ha 6ase cooT-
BetcTBuit DHCP snooping, B BbiI6paHHoM rpynne VLAN.

3anpelyaeT npoBepKy npoTtokona ARP, ocHoBaHHyto Ha 6ase cooT-
BeTcTeuit DHCP snooping, B BbiI6paHHoM rpynne VLAN.

ip arp inspection validate

no ip arp inspection validate

MpepocrtaBnaeT cneynduyHbie NPOBEPKN ANA KOHTPOA NPOTOKOAA
ARP.

MAC-agpec ucroyHuka: na ARP-3anpocoBs 1 OTBETOB NpoBepAeTca
cootsetctBue MAC-agpeca B 3aronoske Ethernet MAC-agpecy uc-
TOYHMKaA B COAEPKMMOM NpoToKoaa ARP.

MAC-agpec Ha3HayeHua: [1na ARP-oTBeTOB npoBepaeTcA COOTBET-
creue MAC-agpeca B 3aronoske Ethernet MAC-agpecy HasHayeHuUA
B coAepKMmom npoTtokona ARP.

IP-agpec: Mposepserca coaepxumoe ARP-coobLLeHMA HA Hanuuyme
HeKoppeKTHbIX IP-agpecos.

3anpewaeT cneunduryHble NPOBEPKM A1 KOHTPOAA NpoToKoNa ARP.

ip arp inspection list create
name

no ip arp inspection list create
name

name: (1..32) cumBona

1. Co3paHue cnmcka ctatuydecknx ARP-cooTBeTCTBUN.
2. Bxog, B perkum KoHpurypaumm ARP-cnnckos.

YpaneHue cnucka ctatuyecknx ARP-cooTBeTcTBUIA.

ip arp inspection list assign
vlan_id

no ip arp inspection list assign
vlan_id

vlan_id: (1..4094)

HasHavaeTt cnucok cTatnyeckmx ARP-COOTBETCTBUI A5t YKa3aHHOM
VLAN.

OTMeHAeT Ha3HaYeHWe CMUCKa cTaTuyeckux ARP-cooTBeTcTBUI ANs
yKasaHHow VLAN.
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HELTEX

ip arp inspection logging 3a43aeT MMHMMAbHBIN MHTEPBAN MEXAY COOBLEHUAMM, CopepiKa-
interval {seconds | infinite} LWMMM MHPOpPMauuio NpoTokosia ARP, nepegaBaeMbiMu B XKypHas.
- 3Ha4yeHue O yKasblBaeT Ha TO, YTO cooblieHna byayT reHepupo-
secondss. (0..86400)/ BaTbCA HE3aMeaNNUTENbHO;
cex - infinite — He reHepMpoBaTb COOBLLEHNI B KypHan.

no ip arp inspection logging YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.
interval

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnsl Mopmos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console (config-if)#

Tabnnuya 254 — KomaHabl pexkmma KoHourypaumm nHtepdelica Ethernet, rpynnoel uHtepdelicos

Komanda 3HayeHue/3HayeHue eiicmeue
o ymMoA4YaHuto
ip arp inspection trust [obasnaeTt nHTepdenc B CNUCOK «A0BEPEHHBIX» NMPU UCNO/b30Ba-
Mo ymonyaHuo HUM KOHTPOIA NpoTokoaa ARP. ARP-TpaduK «1oBEPEHHOTO» UHTEP-
uHTepdeiic He asnaetca | deiica cumtaetca 6esonacHbIM 1 HE KOHTPOIMPYETCA.
no ip arp inspection trust A0BEPEHHBIM Ypanaet uHtepdeinc ns cnncka «40BepeHHbIX» Npu MCNOAb30BaHUN
KOHTpona npotokona ARP.

KomaHObI pexcuma KoHgu2ypayuu ARP-cniuckos

Bug, 3anpoca KOMaHAHOW CTPOKU B pexume KoHdurypaumm ARP-cnUCKOB:

console# configure
console (config)# ip arp inspection list create spisok
console (config-arp-list)#

Tabnunua 255 — KomaHabl perknuma KoHourypaumm ARP-cnvckoBs

3HayeHue/3Ha4yeHue .
KomaHoa / Aeiicmeue
no ymoa4yaHuro

ip ip_address mac-address [obasnsaeT ctaTnyeckoe cootsetcTeue IP- 1 MAC-agpecos.
mac_address

no ip ip_address mac-address Ypanaet ctatudeckoe cootsetcreme IP- n MAC-agpecos.
mac_address

KomaHOwb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnnuya 256 — KomaHzabl pexkmma EXEC

KomaHoa 3HayeHue/3Ha4yeHue Aelicmeue
o ymon4arHuro

show ip arp inspection
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

MokasbiBaeT KoHoOUrypaumo ¢yHKLMKM KOHTponsa npoTokona ARP

i t: (1..8/0/1..48); . M .
gi_port: (1..8/0/ ) Inspection Ha BbIBpaHHOM UHTepdeiice/Bcex HTepdeiicax.

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)
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HELTEX

show ip arp inspection list MoKasbiBaeT CNUCKKN CTaTUYECKUX cooTBeTcTBui IP- 1 MAC-agpecos
- (komaHZa AocCTynHa TONbKO ANA NPUBUAETMPOBAHHOIO NO/b30Ba-
Tens).
show ip arp inspection MoKa3bIBaeT CTAaTUCTUKY ANA CAeAyHoLWMX TUNOB MAaKeToB, KOTopble
statistics [vlan vian_id] 6111 06paboTaHbl Npu NomoLwm GyHKLMK ARP:
vlan_id: (1..4094) - nepegaHHble naketsl (forwarded);

- noTepsiHHbIe nakeTbl (dropped);
- ownbku B IP/MAC (IP/MAC Failures).

clear ip arp inspection OuunLaeT CTaTUCTUKY KOHTpOAA npoTokona ARP Inspection.

statistics [vlan vian_id] vian_id: (1..4094)

[pumepebl 8b1M0AHEHUA KOMAHO

BKAOUNTb KOHTPOJIb NpoToKona ARP 1 nob6aBuTb B cnncoK spisok ctatnyeckoe cootsetctemne: MAC-aapec:
00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HazHauMTb cnucokK spisok ctatnyeckmx ARP-cooTBeTCcTBUIN ANs
VLAN 11:

console# configure

console (config)# ip arp inspection list create spisok

console (config-ARP-1list)# ip 192.168.16.98 mac-address 0060. 70AB.CCCD
console (config-ARP-1list)# exit

console (config)# ip arp inspection list assign 11 spisok

MoKa3aTb CMMCKKM CTaTUYECKUX cooTBETCTBUIM IP- 1 MAC-aapecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.26.8 dyHkyuoHan First Hop Security

MakeT ¢pyHKUMiA First Hop Security Bkntouaet B ceba aHanusatop DHCPv6-nakeTos, IPv6 Source Guard,
ND Inspection n RA Guard. JaHHbIi Habop ¢yHKUMIA npefHasHayeH Aaa obecneyeHUAa KOHTPOAA U
dunbTpaymm IPv6 Tpaduka B ceTu.

AHanusaTtop DHCPv6 nakeToB no3BosseT 4o6asnsTb cocenen B Tabaunuy npueasok IPv6 binding table
npu noayyeHumn agpeca no DHCP, a Takke no3BosiaeT 6opoTbca ¢ HegosepeHHbIMM DHCPV6 cepsepamm.

IPv6 Source Guard no3Bo/iIfieT YyCTPOWCTBY OTKNOHATL TPAadUK, €C/IM OH UCXOAUT OT agpeca, KOTopbIi
He coxpaHeH B IPv6 binding table. Tabnuua npuessok cocegeli IPv6 binding table, nogkntoueHHbIX K
YCTPOWMCTBY, CO343€TCA M3 TaKUMX MCTOYHUKOB MHOOPMaLMK, KaK OTCAEXUBaHME MO MPOTOKOY
obHapy»keHusn coceaeii (NDP).

C nomolubto dpyHKUuKM ND Inspection kommyTtaTop nposepsaeT coobuieHma NS (Neighbor Solicitation)
n NA (Neighbor Advertisement) n coxpaHaeT ux B IPv6 binding table. Ha ocHoBaHWK TabaKnLbl KOMMYTATOP
oTbpacbiBaeT Nt0bble noaaensHble coobuweHna NS / NA.

®yHKumMoHan RA Guard nossossieT 6/10KMPOBaTb AN OTKAOHATL HEXKenaTeNbHble UM NOCTOPOHHME
coobuieHnn Router Advertisement (RA), noctynatowme Ha KOMMyTaTop OT MaplupyTM3aTopa.
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HELTEX

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHOM KOHGUrypaunm:

console (confiqg) #

Tabnunua 257 — KomaHab! perkuma rnobanbHo KoHPUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmesue

ipv6 neighbor binding policy
policy_name

no ipv6 neighbor binding policy
policy_name

policy_name: (1..32)
cumBona

Co3paTtb NOAUTUKY NpMBA3KM coceaelt (neighbor binding) u ne-
PenTN B PEXKUM €€ KOHPUTYPUpPOBaHUA.

YAanuTb NONUTUKY NPUBA3KK coceeit.

ipvé first hop security policy
policy_name

no ipvé6 first hop security policy
policy_name

policy_name: (1..32)
cumBona

Co3pgatb nonnTuky First Hop Security.

YAanuTb NOAUTUKY NPUBA3KK coceaeit.

ipvé6 first hop security logging
packet drop

no ipvé6 first hop security logging
packet drop

-/BbIKNOYEHO

AKTUBMPOBATb SIOTMPOBAHWE APOMA MAKETOB NP HECOOTBET-
CTBUM NoMTUKam BesonacHocTu cnyk6 RA Guard, ND Inspec-
tion, DHCPv6 Guard v IPv6 Source Guard.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

ipv6 neighbor binding address-
config {stateless | any | dhcp}

no ipv6 neighbor binding ad-
dress-config

-/BbIK/IIOYEHO

BKkntounTb fobaBneHue 3anmcei B Tabanuy NpUBA3KM cocenen
Ha OCHOBAHUMU:

- dhcp-nakera DHCPv6 Reply. Mpu atom Bce Link-local IPv6-
agpeca BHOCATCA B Tabauuy NpUBA3KKM cocefer No ymonya-
HUIO B pe3ysibTaTte aHannsa ICMPv6-nakeTos;

- any — po6asnaTtb Bce agpeca;

- stateless — Ha ocHoBe IPv6 RA coobuieHuni.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

ipv6 neighbor binding address-
prefix {vlan | X:X:X:X::X/<0-128>}

no ipv6 neighbor binding ad-
dress-prefix {vlan |
X:X:X:X::X/<0-128>}

[Jo6aBnTb cTaTMyeckylo 3anucb ¢ npedpukcom B Tabauuy
Neighbor Prefix Table:
vlan — npuBAasaTtb 3anuck K onpegeneHHomy VLAN.

YpanuTb CTaTUYeckylo 3anucb C npeduKkcom M3 Tabauubl
Neighbor Prefix Table.

ipv6 neighbor binding address-
prefix-validation

no ipv6 neighbor binding ad-
dress-prefix-validation

-/BbIK/IIOYEHO

BKAOUMTL NPOBEPKY aapecos B Tabavue NpUBA3KM coceaei

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 neighbor binding lifetime
minutes

no ipv6 neighbor binding lifetime

minutes: 1..60/5

YCTaHOBUTb BPems XMU3HWU Tabauupbl NPUBA3KKM cocepen ans
3anMcyu B MUHYTax.

YCTaHOBWTb 3HaYeHMe N0 YMOYaHWUIO.

ipv6 neighbor binding logging

no ipv6 neighbor binding logging

-/BbIK/IIOYEHO

BKNOYUTL NOrMpoBaHME OCHOBHbIX COBLITUIN MO U3MEHUHUIO
TabMLbI NPUBA3KM.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

ipv6 neighbor binding max-en-
tries {interface-limit | vlan-limit |
mac-limit} {limit | disable}

no ipv6 neighbor binding
max-entries

limit: (0..65535)/
BbIK/1OYEHO

OnpeaennTb MakCHMabHOE KOIMYeCTBO 3anucen B Tabanue
NpUBA3KK coceaeit.

- interface-limit — onpeaennts AMMUT ana nHTepoelica;

- vlan-limit — onpegenntb Aumut VLAN;

- mac-limit — onpegenntb Aumut MAC-agpecos;

- disable — paspewnTb MakcMmanbHOE KOIMYECTBO 3anucen.
MaKcumanbHoe 3HaveHue = 4294967294.

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHWIO.
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HELTEX

ipv6 neighbor binding static ipv6
{X:X:X:X::X} vlan vlan_id interface
interface mac mac-address

no ipv6 neighbor binding static
ipv6 {X:X:X:X::X} vlan vlan_id

[o6aBuTb cTaTMyeckyto 3anuck 6e3 npedukca B Tabavuy
Neighbor Prefix Table:

- vlan — npuBAsaTtb 3anucb K onpegeneHHomy VLAN;

- interface — npuBA3aTb 3anucb K onpeaeneHHOMY WMHTep-
deiicy;

- mac — npuBA3aTb 3anucb K onpeaeneHHomy MAC-agpecy.

y,ﬂ.a}'IVITb CTaTUYECKYHO 3aMUChb.

ipv6 source guard policy
policy_name

no ipv6 source guard policy
policy_name

policy_name:
(1..32) cumBona

Co3gaTtb noAnTUKy Source Guard U NepeinTn B peXXnum eé KoH-
durypmpoBaHus.

YpanuTb nonnTuky Source Guard.

ipv6 dhcp guard policy
policy_name

no ipv6 dhcp guard policy
policy_name

policy_name:
(1..32) cumBona

Co3pgatb nonntuky DHCP Guard u nepeiTu B pexMm eé KOoH-
durypmpoBaHus.

Yaanutb nonntuky DHCP Guard.

ipv6 dhcp guard preference
{minimum minimum_value |
maximum maximum_value}

ipv6 dhcp guard preference

minimum_value;
maximum_value:
(0..255)/BbIKNtOYEHO

YCTaHOBWUTb MaKCUMasIbHbI U MMHWMabHbIN Npeaesnbl npes-
nouteHua ana DHCPv6-cepBepa.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

ipv6 nd inspection policy
policy_name

no ipv6 nd inspection policy
policy_name

policy_name:
(1..32) cumBona

Co3gatb nonntuky ND Inspection n nepeiT B peknm eé KoH-
durypmpoBaHus.

Yaanutb noantuky ND Inspection.

ipv6 nd inspection drop-unsecure

no ipv6 nd inspection
drop-unsecure

-/BbIK/IIOYEHO

BkntounTb oT6pacbiBaHME NAaKETOB C OTCYTCTBYHOLLMMM WU He-
A0NYCTUMbIMU NapameTpamm Uan NOANUCHIO.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 nd inspection sec-level
minimum

no ipv6 nd inspection sec-level
minimum

minimum: (0..7)/
BbIK/IOYEHO

YCTaHOBUTb MMHUMa/IbHOE 3HaYeHMe napameTpa ypoBHs 6e3-
OMacHOCTM MpPW WCMO/b30BAHWM ONUMIA KpUMTOrpaduueckn
creHepupoBaHHoro agpeca (CGA).

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

ipv6 nd inspection validate
source-mac

no ipv6 nd inspection validate
source-mac

-/BbIKNOYEHO

BKkatounTb npoBepky MAC-agpeca naketa no ero agpecy link-
layer.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

ipv6 nd raguard policy

no ipv6 nd raguard policy

policy_name:
(1..32) cumBona

Co3aatb nonmTtnky ND RA Guard n nepeiTu B pexxum eé KoH-
burypuposaHus.

Yaanutb noantuky ND RA Guard.

ipv6 nd raguard hop-limit
{minimum minimum_value |
maximum maximum_value}

no ipv6 nd raguard hop-limit

minimum_value;
maximum_value:
(1..255)/BbIKNtOYEHO

YcTaHOBUTL Npegensbl 3HayeHusa Cur Hop Limit B coobluieHunsax
Router Advertisement.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

ipv6 nd raguard managed-config-
flag {off | on}

no ipv6 nd raguard managed-
config-flag

-/BbIKNIOYEHO

Bkntountb nposepky dnara managed-config B coobieHunax
Router Advertisement:

- off — 3HaueHune dnara foNKHO 6bITh O;

- on — 3Ha4eHue daara JOMKHO 6bITb 1.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

ipv6 nd raguard other-config-flag
{off | on}

no ipv6 nd raguard other-config-
flag

-/BbIK/IOYEHO

Bkntountb npoBepKy dnara other-config B coobueHumax
Router Advertisement:

- off — 3HaueHune dnara foNKHO 6bITh O;

- on — 3HayeHuWe dpnara 4OMKHO 6bITb 1.

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

ipv6 nd raguard router-
preference minimum {low |
medium | high}

no ipv6 nd raguard router-
preference minimum

-/BbIK/IIOYEHO

YCTaHOBUTL MUHMMaNbHoe obbsBnsemoe 3HaveHue Default
Router Preference B coobuieHunsax Router Advertisement:

- low — HM3Koe 3HaueHue;

- medium — cpegHee 3HauyeHue;

- high — Bbicokoe 3HayeHue.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHAHUIO.
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HELTEX

ipv6 nd raguard router-
preference maximum {low |
medium | high}

no ipv6 nd raguard router-
preference maximum

-/BbIKNOYEHO

YCTaHOBUTb MaKCcMManbHoe ob6baABasemoe 3HaveHne Default
Router Preference B coobuueHunax Router Advertisement:

- low — HM3Koe 3HaueHue;

- medium — cpegHee 3HaYeHuUE;

- high — BbicOKOe 3HaueHue.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYAHUIO.

KomaHObI pexuma KoHgu2ypayuu noaumukKu npussasku cocedel

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-nbr-binding) #

Tabnnuya 258 — KomaHabl perkruma NoIMTUKK MPUBA3KK cocenen

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

logging binding enable

logging binding disable

-/BbIKNOYEHO

Bkatountb nornposanHue aobasneHuna/yaaneHusa IPve B Tab-
MLy NpUBA3KK coceaen.

BbIKNtOUMTL NnornposaHue gobasneHus/yaaneHuns IPv6 B Tab-
MLy NPUBA3KK coceaen.

max-entries {interface-limit |
vlan-limit | mac-limit} {limit |
disable}

no max-entries

limit: (0..65535)/
BbIK/KOYEHO

OnpeaennTb MakCMMaibHOE KOIMYECTBO 3anucei B Tabaunue
NpWBA3KK coceaelt.

- interface-limit — onpegenuTb AMMUT gnsa nHTepdelica;

- vlan-limit — onpegenntb Aumnt VLAN;

- mac-limit — onpegennto numut MAC-agpecos;

- disable — pa3pewnTb MaKCMMaNbHOE KOJIMYECTBO 3amnucei.
MaKcumanbHoe 3HaveHue = 4294967294.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

address-config {dhcp | any |
stateless}

no address-config

-/BbIKNOYEHO

BKkatounTb fobaBneHune 3anmceit B Tabanuy NpUBA3KKM cocenen
Ha OCHOBAHUMU:

- dhcp-nakera DHCPv6 Reply. Mpu stom Bce Link-local IPv6-
afpeca BHOCATCA B Tabavuy NpuBA3KKM cocenen Mo ymonya-
HWIO B pe3yabTaTte aHanmnsa ICMPv6-nakeTos;

- any — no6asnaTtb Bce agpeca;

- stateless — Ha ocHoBe IPv6 RA coobuieHuni.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

address-prefix-validation {enable
| disable}

no address-prefix-validation

-/BbIK/IIOYEHO

BKAIOUMTbL NPOBEPKY aapecos B Tabanue NPUBA3KK coceaei.

YCTaHOBWTb 3HaYeHue no YMO4aHMUIO.

device-role {permiter | internal}

no device-role

-/BbIKNIOYEHO

YKa3aTb po/ib YCTPOWCTBA, MOAKNIOUYEHHOTO K UHTEpdeicy:
- permiter — ycTpoiicTBO NepumeTpa;
- internal — BHyTpeHee yCcTpoMncTBO.

Y6paTb posib C YCTPOMCTBA, NOAKNOYEHHOTO K UHTEpdENiCy.

KomaHObI pexcuma KoHgu2ypayuu noaumuku Source Guard

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-ipvé-srcgrd) #

Tabnnua 259 — KomaHab! perkuma IPv6 Source Guard noanTuKm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

trusted-port

no trusted-port

-/BbIK/IOYEHO

OnpeaenvTtb A0BEpPeEHHbIM NopT. [laHHana NoaMTMKa HasHava-
€TCA Ha MOPT, Ha KOTOPOM He A0/IKHA MPUMEHATLCA MOAUTUKA
Source Guard.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHAHUIO.

284 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

KomaHObI pexcuma KoHgu2ypayuu noaumuku DHCP Guard

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-dhcp-guard) #

Tabnnuya 260 — KomaHab! perkuma ipv6 DHCP Guard noantmku

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmesue

device-role {client | server}

no device-role

-/BbIKNOYEHO

YKasaTb poJib YCTPOWCTBA, NOAKNOYEHHOTO K MHTEPdENCy:
- server — yCTaHOBUTb POJib CepBepa;
- client — ycTtaHOBUTb posib KNAMEHTa.

Y6paTb posib € YCTPOMCTBA, MOAK/NOUYEHHOTO K MHTEpdENCY.

match reply {disable | prefix-list prefix_list: BKtOUNTL NPOBEPKY aHOHCUPYEMBbIX a4PECOB, NONYYEHHbIX B
prefix_list} (1..64) cumsona/ coobuieHunsax DHCPv6:
BbIK/IHOYEHO - disable — oTkntounTb NpoBepKy no DHCPv6-coobueHmam;
- prefix-list — npedukc-macKka, no KoTopol bygeT ocyllecTs-
NIATCA NPOBEpPKa.
no match reply YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
match server address {disable | prefix_list: BkAtounTb NpoBEPKY agpeca NCTOYHMKA cepBepa:
prefix-list prefix_list} (1..64) cumeona/ - disable — oTkNtOUMTL NPOBEPKY aapeca UCTOYHMKA CepBEP];
BbIK/IHOYEHO - prefix-list — npedukc-macka, no KoTopoli bygeT ocyllecTs-

no match server address

NIATCA NpOBepKa.

YCTaHOBUTb 3HAYEHMeE Mo YMONYaHUIO.

preference minimum
{preference_value | disable}

no preference minimum

preference_value:
(0..255)/BbIKNtOYEHO

YCTaHOBUTb MMHMMAa/bHbBIN Npegen aHoHcupyembix DHCPV6-
cepBepom Onuumi:
- disable — BbIKNOUNTL NPOBEPKY ONLMIA.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

preference maximum
{preference_value | disable}

no preference maximum

preference_value:
(0..255)/BbIKNtOYEHO

YCTaHOBUTb MaKCMMa bHbI Npeaen aHoHcupyembix DHCPv6-
cepBepom onuuin:
- disable — BbIKAOUYMTb NPOBEPKY ONLUNA.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypauyuu noaumuku ND Inspection

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-nd-inspection) #

Tabnunuya 261 — KomaHab! perkuma IPv6 ND Inspection noanTmkm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

HAelicmeue

device-role {host | router}

no device-role

-/BbIK/IIOYEHO

YKazaTb po/ib YCTPOMCTBA, NOAK/IIOYEHHOTO K MHTEpdency:
- host — ycTaHOBUTb posib XOCTa
- router — yCTaHOBUTb PONb MapLLpPyTU3aTOpa

YCTaHOBUTb 3HaYeHMe N0 YMOTHAHUIO.

drop-unsecure {enable | disable}

no drop-unsecure

-/BbIK/IOYEHO

Bkatountb 0T6paCbIBaHMe NaKeToB C OTCYTCTBYOWMMU NN He-
A0NYyCTUMbIMU NapamMmeTpamMmn Uam NoanucCbiro.

YCTaHOBUTb 3HaYeHMe N0 YMOIHAHUIO.

sec-level minimum
{sec_level_minimum | disable}

no sec-level minimum

sec_level_minimum:
(0..7)/BbIKNOYEHO

YKa3zaTb MMHMMa/IbHOE 3HadeHue napameTpa ypoBHsA 6es-
OMacHOCTM NPW WCMO/b30BaHWMM OMUMIA KpunTOorpaduueckm
creHepupoBaHHoro agpeca (CGA).

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

validate source-mac {enable |
disable}

no validate source-mac

-/BbIK/IOYEHO

BkntounTtb nposepky MAC-agpeca naketa no ero link-layer aa-
pecy:

- enable — Bk/tOUUTL

- disable — BbIkntOUMTL

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.
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HELTEX

KomaHObI pexcuma KoHgu2ypayuu noaumuku RA Guard

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-ra-guard) #

Tabnunuya 262 — KomaHab! pexkuma IPv6 RA Guard noantukm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmesue

device-role {host | router}

no device-role

-/BbIKNOYEHO

YKasaTb po/ib YCTPOWCTBA, NOAKNHOYEHHOTO K MHTEPdENCY:
- host — ycTaHOBUTbL pPosb XOCTa;
- router — yCcTaHOBUTb PO/Ib MapLIPyTU3aTopa.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHUIO.

hop-limit {minimum value_limit |
maximum value_limit}

no hop-limit

value_limit:
(1..255)/BbIKNtOYMEHO

YcTaHoBUTL Npeaensl 3HadeHus Cur Hop Limit B coobueHunax
Router Advertisement.

YCTaHOBUTb 3HaYeHMe N0 YMOIHYAHUIO.

managed-config-flag {off | on}

no managed-config-flag

-/BbIK/IIOYEHO

BkntounTtb nposepky ¢nara managed-config B coobuweHmax
Router Advertisement:

- off — 3HaueHune dnara foNKHO 6bITh O;

- on — 3HayeHwue ¢pnara JOMKHO 6bITb 1.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

match ra address {disable | prefix- prefix_list: BKntounTb NpoBepKy agpecos B coobuieHusx Router Adver-
list prefix_list} (1..64) cumsona/ tisement:
BbIK/IHOYEHO - disable — oTKntounTbL NpoOBEpPKY agpecos
- prefix-list — npedukc macka, no KoTopolt byaeT ocyLLecTs-
NATCA NpoBepkKa.
no match ra address YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.
match ra prefixes {disable | prefix- prefix_list: BKntounTb NpoBepKy npeduKcos B coobuieHnsx Router Adver-
list prefix_list} (1..64) cumsona/ tisement:
BbIK/IHOYEHO - disable — oTkntounTL NpoBEpPKY NpeduKCcoB;

no match ra address

- prefix-list — npedukc-macka, no KoTopoli bygeT ocyliecTs-
NATCA NpoBepkKa.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

other-config-flag {off | on}

no other-config-flag

-/BbIK/IIOYEHO

Bkntounte npoBepKy dnara other-config B8 coobueHuax
Router Advertisement:

- off — 3HaueHune dnara LOMKHO 6bITh O;

- on — 3Ha4yeHune dnara JOMKHO 6bITb 1.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

router-preference minimum {low |
medium | high}

no router-preference minimum

-/BbIK/IIOYEHO

YCTaHOBUTb MUHMMAIbHOE 06bsBAAemoe 3HayeHue Default
Router Preference B coobuieHunsx Router Advertisement:

- low — HU3Koe 3HaueHue;

- medium — cpegHee 3HauyeHue;

- high — BbicoKkoe 3HaueHue.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

router-preference maximum {low |
medium | high}

no router-preference maximum

-/BbIK/IIOYEHO

YCTaHOBUTb MaKcMManbHoe obbaBnsemoe 3HavyeHue Default
Router Preference B Router Advertisement coobuieHusax:

- low — HuK3KOe 3HaYeHue;

- medium — cpegHee 3HaueHUe;

- high — BbicoKkoe 3HayeHue.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku First Hop Security

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ipv6-fhs) #
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HELTEX

Tabnuua 263 — KomaHap! pexkuma IPv6 First Hop Security noamtmku

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

logging packet drop {enable |
disable}

no logging packet drop

-/BbIK/IOYEHO

AKTMBMPOBATL IOTMPOBaHME ApOna NaKeToB NpW HECOOTBET-
CTBUM NOAUTMKAM 6e3onacHocT cnyk6 RA Guard, ND
Inspection, DHCPv6 Guard u IPv6 Source Guard:

- enable — BKAOUMTBL NOrMpoBaHME Apona NaKeToB AN1A AaH-
HOW NOJINTUKMU;

- disable — oTkntouMTL NOrMpoOBaHME ApoNa NAKETOB ANA AaH-
HOM NOJIUTUKM.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

KomaHObI pexcuma KoHguypauyuu uHmepagetica VLAN

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnnua 264 — KomaHabl pexkuma KoHourypaumm nHtepdelica VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

ipv6 first hop security

no ipvé6 first hop security

-/BbIKNOYEHO

BKAtounTb PpyHKUMoHan First Hop Security Bo VLAN.

Bobikntountb PyHKUMoHan First Hop Security Bo VLAN.

ipv6 first hop security attach-policy
policy_name

no ipvé first hop security attach-
policy

policy_name:
(1..32) cumsona/
BbIK/IIOYEHO

Lo6aButb nonntuKy First Hop Security Ha MHTepdeiic.

Yaanutb nonntury First Hop Security ¢ nHtepdeiica.

ipv6 neighbor binding

no ipv6 neighbor binding

-/BbIK/IIOYEHO

BKntounTb NpmBA3Ky coceaen u gobasneHve 3anucelt B Tab-
anuy.

BbIkNtounTb NPMBA3KY cocegei M gobasneHune 3anuncen B Tab-
nanuy.

ipv6 neighbor binding attach-policy
policy_name

no ipv6 neighbor binding attach-
policy

policy_name:
(1..32) cumsona/
BbIK/IOYEHO

[o6asuTb nonutuky Neighbor Binding Ha nHTepdeiic.

Yaanutb nonntuky Neighbor Binding ¢ untepdeiica.

ipv6 source guard

no ipvé source guard

-/BbIK/IIOYEHO

Bkntountb IPV6 Source Guard.

BbikntounTb IPV6 Source Guard.

ipv6 dhcp guard

no ipv6 dhcp guard

-/BbIKNIOYEHO

Bkatountb DHCP Guard.

BbikntounTts DHCP Guard.

ipv6 dhcp guard attach-policy
policy_name

no ipv6 dhcp guard attach-policy

policy_name:
(1..32) cumsona/
BbIK/IIOYEHO

[o6asunTb nonutuky DHCP Guard Ha uHTepodeiic.

Yaanutb nonmtnkn DHCP Guard ¢ nHtepdelica.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIKNIOYEHO

Bkntountb IPv6 ND Inspection.

Bbikntountb IPv6 ND Inspection.

ipv6 nd inspection attach-policy
policy_name

no ipv6 nd inspection attach-policy

policy_name:
(1..32) cumsona/
BbIK/IOYEHO

[Oo6asunTb nonntuky ND Inspection Ha nHTepdelic.

Yaanutb nonntrky ND Inspection ¢ nHTepdeiica.

ipv6 nd raguard

no ipv6 nd raguard

-/BbIK/IIOYEHO

Bkntounts IPv6 ND RA Guard.

BbikntounTb IPv6 ND RA Guard.

ipv6 nd raguard attach-policy
policy_name

no ipv6 nd raguard attach-policy

policy_name:
(1..32) cumsona/
BbIK/IOYEHO

[o6asutb nonntuky ND RA Guard Ha nHTepdeiic.

Yaanutb nonntuky ND RA Guard c nHtepdeiica.
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KomaHObi pexcuma EXEC

Bug, 3anpoca KOMaHAHOM CTPOKM:
console#

Tabnunua 265 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa

Aelicmesue

show ipv6 first hop security -

OT06pa3nTb HacTPoMKKM PpyHKLMI IPV6 First Hop Security.

show ipv6 source guard -

OT06pasunTb cocTosiHMe GyHKUMM IPV6 source guard.

show ipv6 neighbor binding table -

OT06pa3nTb TabanLy NPUBA30K cocenen.

show ipv6 dhcp guard -

OT06pPO3UTHL COCTOAHME U HACTPOMKK PyHKUMM DHCP Guard.

show ipv6 nd inspection -

OTO6pPO3UTL COCTOAHUE M HAcTpoliKkM ¢dyHKUMM ND Inspection.

show ipv6 nd raguard -

OT06pasmnTb COCTOHME M HAacTPONKKM dyHKLMKM RA Guard.

5.27 ®yHkuum DHCP Relay areHTa

KommyTtaTtopbl noaaep*kunsatoT ¢pyHKUMn DHCP Relay areHTa. 3agaueit DHCP Relay areHTa aBnaetcs
nepegaya DHCP-nakeToB OT KAMEHTA K cepBepy M 06paTHO B caydae, ecnv DHCP-cepBep HaxoamMTcs B 04HOM
CeTU, a KAMEeHT B apyroi. Opyroi ¢yHKumMen asnsetca gobasneHne AONONHUTENbHbIX onuuit B DHCP-

3anpocbl KAneHTa (Hanpumep, onuum 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTaTOP NPUHUMAET OT KameHTa DHCP-
3anpockl, NepenaeT 3T 3anpochbl CEPBEPY OT UMEHMU KAMEHTA (OCTaBAAA B 3anpoce onuum ¢ Tpebyembimu
KNMEHTOM MapameTpamMn 1, B 3aBUCUMOCTM OT KOHPUrypauum, obaenss csou onuuu). MNoayyme oTeeT oT

cepBepa, KOMMyTaTop NepeaaeT ero KANEHTY.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KOHOUIypaLumm:

console (config) #

Tabnunua 266 — KomaHabl perknma rnobanbHoM KoOHGUrypauum

3Ha4yeHue/3HayeHue
no ymoa4YaHuro

KomaHoa

Aelicmeue

ip dhcp relay enable Mo ymonyaHuio areHT

BkntounTb dpyHKLmMM DHCP Relay areHTa Ha KommyTaTope.

no ip dhcp relay enable BbIK/IFOYEH

BbikntounTb pyHKuMM DHCP Relay areHTa Ha KommyTaTope.

ip dhcp relay address
ip_address [vlan vian_id]

[vrf vrf_name] vlan_id: (1..4094);

vrf_name: (1..32)
CMMBO/IOB
MozkeT 6bITb 33,aHO A0
32 cepBepoB
(AmManasoHom unm

3apaTb IP-agpec poctynHoro DHCP-cepsepa gna DHCP Relay
areHTa.

- vlan — knueHTckmii VLAN, 3anpocbl M3 KoToporo 6yayT Hanpas-
neHbl Ha IP-agpec koHKpeTHOro DHCP-cepBepa;

- vrf_name — vma BUPTYaNbHOM 061acTU MapLIpyTU3aLUM.

Heckonbko knneHTckux VLAN pobasnaiorca yepes 3ans-
TYIO B C/ly4ae nepeyncieHuns n yepes aeduc B cnyvae yKka-
3aHUA AMana3oHOoB.

no ip dhcp relay address nepedncnenvem)

[ip_address] [vrf vrf_name]

Ypanuts IP-agpec u3 cnucka DHCP-cepsepos pgna DHCP Relay
areHTa. MoxeT 6bITb 331aHO A0 BOCbMUW CEPBEPOB B BUAE AMana-
30Ha UK NepeyncneHmem.
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KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B pexnume KoHdurypaumm nHtepdeica VLAN:

console# configure

console(config)# interface vlan vian id

console (config-if)#

Tabanua 267 — KomaHabl perknma KoHourypaumm nHtepdeiica VLAN, nHtepdeitca Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip dhcp relay enable

no ip dhcp relay enable

Mo ymonyaHuto areHT
BbIK/IOYEH

Bkntountb PpyHKUMM DHCP Relay areHTa Ha HacTpanBaemom
MHTepodeiice.

BbikntounTb dyHKUMM DHCP Relay areHTa Ha HacTpavMBaemom
MHTepodeiice.

ip dhcp relay gateway-address
ip_addr

no ip dhcp relay gateway-address

Mo ymonuaHuto agpec
He BblbpaH

M03BOANTb HACTPOUTb KOHKPETHbIM agpec UCTOYHMKA ANA
DHCP-nakeToB 13 kaneHtckoro VLAN.

BepHyTb B peXXunm paboTbl MO YMOAYAHUIO.

KomaHOwbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnuya 268 — KomaHzabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip dhcp relay [ vrf {vrf_name |

all}]

- vrf_name — ma BUPTyanbHOM 061aCT MapLIpyTU3ALLUN.
OTo6pasuTb KOoHOUrypauuto HacTpoeHHoW ¢yHKumMm DHCP
Relay areHTa na KommyTaTopa U OTAENbHO A1A UHTepdeiicos,
a TaK¥Ke CMUCOK AOCTYMHbIX CEPBEPOB.

[pumepbl 8b1M0AHEHUS KOMAHO

MNMokasaTb coctosiHMe ¢yHKunm DHCP Relay arenTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.28 KoHdurypauuma DHCP-cepsepa

DHCP-cepBep 0OCyLEeCTBAAET LeHTPaNM30BaHHOE YpaBieHne ceTeBbIMM agpecaMm 1 COOTBETCTBYIO-
WMMW KOHOUTYPaALMOHHbBIMM NapameTpamm, aBTOMaTUYECKM NPeAoCTaBaaAa UX KAneHTam. ITo No3BonseT
n3bexKaTb PyYHOM HACTPOMKM YCTPOMCTB CETU M YMEHbLUAET KONMYECTBO OLUIMBOK.

Ethernet-kommyTaTopbl MoryT paboTaTb Kak DHCP-KaueHT (nonyyeHune coberseHHoro IP-aapeca ot
cepsepa DHCP), Tak n Kak DHCP-cepBep. BoamoskHa ogHOBpemeHHan pabota DHCP-cepsepa n DHCP-relay.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU peXnma rnobanbHoOM KOHGUIypauum:

console (confiqg) #

Tabnunua 269 — KomaHab! perkuma rinobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmesue

ip dhcp server

-/BbIKNOYEHO

BkntounTb PpyHKUM0 DHCP-cepBepa Ha KOMMyTaToOpE.
Mepea BkAloueHnem DHCP-cepBepa npeaBapu-
' | TeNbHO AO0/XKHbI 6biTb OTK/AlOYeHbl DHCP-KAneHTbI
e Bo Bcex VLAN. B Tom uucne BKAKOYEHHbI N0 ymon-
yaHuio DHCP-knueHT B VLAN 1.

no ip dhcp server

Bbikntountb oyHKUMo DHCP-cepsepa Ha KommyTaTope.

ip dhcp pool host name
P PP name: (1..32)

BoliTM B pexmMm KoHdurypauum cratuyeckux agpecos DHCP-
cepsepa.

- CUMBO/I0B
no ip dhcp pool host name

Ypanute KoHpurypaumto DHCP-knneHTa ¢ 3aaHHbIM UMEHeEM.

ip dhcp pool network name

name: (1..32) cumBonos

BoliTn B pexkum KoHourypaumm DHCP-nyna agpecos DHCP-cep-
Bepa.
- name — umsa DHCP-nyna agpecos.
MakcumanbHo gonyctumoe Konudectso DHCP pool
. YKasaHo B Tabnuue 9.

no ip dhcp pool network name

Ypanute DHCP-nyn ¢ 3agaHHbIM MMEHEM.

ip dhcp excluded-address
low_address [high_address]

YkKa3atb IP-agpeca, koTopble DHCP-cepBep He byaeT HazHavaTb
ana DHCP-knueHTOB.

- low-address — HayanbHbIN IP-agpec AnanasoHa;

- high-address — koHeuHbIV |IP-agpec gManasoHa.

no ip dhcp excluded-address
low_address [high_address]

Ypanuto IP-agpeca 13 cnucka UCKIOYEHUIM A5 Ha3HaYeHUs ero
DHCP-knneHTam.

KomaHObI pexcuma KoHgu2ypayuu cmamuyeckux aopecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOM CTPOKM B pexnume KOHPUrypaumm ctatuyeckmx agpecos DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool host name

console (config-dhcp) #

Tabnunua 270 — KomaHabl pexkMma KoHburypaumm

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

HAelicmeue

address ip_address {mask |
prefix_length} {client-identifier
id | hardware-address
mac_address} -

no address

PyuHoe pesepsupoBaHue IP-agpecos gnsa DHCP-knmeHTa.

- ip_address — IP-appec, KoTopblii ByaeT conoctaBneH ¢ ¢pusn-
YEeCKMM agpecom KANEHTa;

- mask/prefix_length — macka noacetn/nnvHa npeduKca;

- id — pusnyecknit agpec (MaeHTUGUKaTOP) CETEBOM KapTbl;

- mac_address — MAC-agpec.

Ypaanutb 3ape3epsrpoBaHHble IP-agpeca.

client-name name

name: (1..32) cumBonos

no client-name

Onpegenntb nma DHCP-knuneHTa.

Ypanute uma DHCP-knuneHTa.

KomaHObI pexcuma KoHgu2ypayuu nyna DHCP-cepsepa

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumum nyna DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool network name

console (config-dhcp) #
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Tabnuua 271 — KomaHap! pexkxmuma KoHbuUrypauum

3HayeHue/3HayeHue
no yMmoA4YaHuio

KomaHda

Aeilicmeue

address {network_number |
low low_address high
high_address} {mask |
prefix_length} -

no address

YCTaHOBWUTb HOMEpP NOACETV U MACKy MOACETU ANA Nyna agape-
cos DHCP-cepsepa.

- network_number — |P-agpec Homepa noaceTH;

- low_address — HayanbHbIM IP-agpec AnanasoHa aApecos;

- high_address — koHeuHbIW |IP-agpec gManasoHa agpecos.

- mask/prefix_length — macka nogcetn/anvHa npedukca.

Ypanute KoHdurypayuto DHCP - nyna agpecos

lease {days [hours [minutes]] |
infinite}

-/1 peHb

no lease

Bpems apeHabl IP-agpeca, KOTopblit HasHavyeH ot DHCP.
- infinite — Bpems apeHAbl He OrpaHNYEHo;

- days — KoNMYecTBo gHew;

- hours — KONMYeCTBO Yacos;

- minutes — KOJINYECTBO MUHYT.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOWN CTPOKM:
console (config-dhcp) #

Tabnunua 272 — KomaHabl pexkMma KoHburypaumm

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aelicmeue

default-router ip_address_list

Mo yMOAYaHMIO CNNCOK
MapLLpPYTU3aTOPOB He
onpeaenex.

no default-router

OnpefenvTb CMMCOK MapLpyTU3aTOpPOB MO YMOAYaHUIO Ann
DHCP-knueHTa:
- ip_address_list — cnucok IP-aapecoB mapLupyTM3aToOpOB, MO-
YKET coaep:kaTb A0 8 3anuceit, pasaeneHHbix npobenom.
IP-agpec maplupyTusaTopa AO/KeH 6biTb B TOI Xe
o NOACETH, YTO U KANEHT.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dns-server ip_address_list
Mo ymonyaHuio cnncok
DNS-cepsepos He

Onpegenntb cnncok DNS-cepBepoB, A0CTYMHbIX ANA KAMEHTOB
DHCP.
- ip_address_list — cnucok IP-apgpecoB DNS-cepsepoB, moeT

onpeaenex. cofepyKaTb 0 8 3anucei, pasaeneHHbIx npobenom.
no dns-server YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
domain-name domain domain: (1..32) Onpegenutb gomeHHoe umsa ana DHCP-knueHToB.
no domain-name CUMBOJI0B YCTaHOBWUTb 3HAYEHME MO YMOMYAHMIO.

netbios-name-server
ip_address_list Mo ymon4aHuio Crncok
WINS-cepBepoB He

onpeaenex.

no netbios-name-server

Onpegenntb cnucok WINS-cepBepoB, AOCTYNHbIX ANA KAWEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, moseT
cofepyKaTb 0 8 3anucei, pasgeneHHbIx npobenom.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHMUIO.

netbios-node-type {b-node |

p-node | m-node | h-node}
Mo ymonuyaHuto Tun

y3na NetBIOS He
onpegenex.

no netbios-node-type

Onpegenutb TN y3na NetBIOS Microsoft gns knaneHtos DHCP:
- b-node — lWWMPOKOBELLATENbHDI;

- p-node — TOYKa-TOUKA;

- m-node — KOMBUHNPOBAHHbIN;

- h-node — rMbpuaHbIiA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

next-server ip_address

no next-server

Mcnonb3osatb AnA ykasaHuAa DHCP-kaneHTy agpeca cepsepa
(kak npaswuno, TFTP-cepBepa), C KOTOPOro AO/MKEH ObITb NONY-
YeH 3arpy3ouHblii daiin.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHWUIO.

next-server-name name
name: (1..64) cumBonos

no next-server-name

Mcnonb3osatb ana ykazaHua DHCP-knneHTy umsaA cepsepa, € KO-
TOPOTo AOJIKEH BbITb NOJIYYEH 3arpPy304HbIN daii.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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bootfile filename

no bootfile

filename: (1..128)
CMMBOJI0B

YKazaTtb ums ¢daina, UCnonb3yemoro AN Hava/lbHOM 3arpysKku
DHCP-knueHTa.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

time-server ip_address_list

no time-server

Mo yMOAYaHMIO CNUCOK
cepBepoB He
onpeaenex.

OnpegfennTb CNMCOK CEPBEPOB BPeMeHW, AOCTYNHbIX ANA KAU-
eHTos DHCP.

- ip_address_list — cnucok IP-appecos cepBepoB BpeMeHU, MO-
KeT cogepaTb Ao 8 3anuceit, pasgeneHHbIx npobenom.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}}
[description desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val:
(0..4294967295);
ascii_string: (1..160)
CUMBO/IOB;
desc: (1..160)
CUMBO/IOB

HacTtpouTb onumn DHCP-cepsepa.

- code — kog, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- integer — uenoe NoNOXUTENbHOE YNCAO;
- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoKa B 16-om ¢popmare.

Ypanuts onunun ana DHCP-cepsepa.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOWM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 273 — KomaHgabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear ip dhcp binding
{ip_address | *}

Ypanute 3anuceit U3 Tabimubl COOTBETCTBUA GUINYECKUX agpe-
COB UM aApecoB, BblgaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, HazHa4yeHHbl DHCP-cepBepom;

- ¥ —y[anuTb BCe 3anucu.

show ip dhcp

MpocmoTp KoHbUrypauumn DHCP-cepBepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-agpecos, KoTopble DHCP-cepBep He byaeT HasHa-
yatb gna DHCP-knueHTOB.

show ip dhcp pool host
lio_address | name]

name: (1..32) cumBonos

MpocmoTp KoHOUTrypauumn Ans ctatmyeckmx agpecos DHCP-cep-
Bepa:

- ip_address — IP-agpec KnmeHTa;

- name — vumA DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBonos

MpocmoTp KoHdurypaummn DHCP-nyna agpecos DHCP-cepsepa:
- name — vumAa DHCP-nyna agpecos.

show ip dhcp binding
[ip_address]

MpocmoTp IP-agpecos, KOTOpble CONOCTaBAEHbI C PUIUYECKMMMU
afpecamu KAMEHTOB, a TaKXKe Bpema apeHabl, cnocob HasHave-
HUA K cocToaHme IP-agpecos.

show ip dhcp server statistics

MpocmoTp ctatnctukn DHCP-cepsepa.

show ip dhcp allocated

MpocmoTp akTMBHbIX IP-agpecos, BbligaHHbIXx DHCP-cepBepom.

[pumepbl 8b1M0MHEHUS KOMAHO

HacTtpoutb DHCP-nyn ¢ umeHem test un ykasatb ana DHCP-KAnMeHTOB: MmAa gomeHa — test.ru, Wwato3 no ymon-
YaHuto —192.168.45.1 n DNS-cepBep — 192.168.45.112.

console#

console# configure

console (config)# ip dhcp pool network test
console (config-dhcp)# address 192.168.45.0 255.255.255.0

console (config-dhcp) # dns-server 192.168.45.112

( )

console (config-dhcp) # domain-name test.ru
( )
( )

console (config-dhcp) # default-router 192.168.45.1
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5.29 KoHdwurypauua ACL (cnucku KOHTponsa aoctyna)

ACL (Access Control List — cnucok KoHTpons goctyna) — Tabauua, KoTopas onpegenseT npasuaa
dUNbTpaLMM BXOAALLENO M UCXoaAalero Tpadguka Ha OCHOBAaHUWM NepefaBaeMblX B MaKeTax NPOTOKO/OB,
TCP/UDP noprtos, IP-agpecos nan MAC-agpecos.

V ACL-cnucKku Ha 6ase IPv6, IPv4 n MAC-agpecoB He 40/1KHbl MMEeTb OAWHAKOBble Ha3BaHUA.
V IPv6- un IPv4-cnuckn moryt pabotatb BmecTe Ha ogHOM ¢usnyeckom UHTepdeiice.
IPv4-cnuckun n ACL Ha 6a3e MAC-agpecauum moryt pabotaTtb BMecTe Ha 0gHOM pu3nyecKkom

uHTepdeiice. Cnucok ACL Ha 6ase MAC-agpecaumm He MOXKeT COBMELLLATbCA CO CMMCKaMM
ana IPv6. [1Ba cnucka oAMHAKOBOro TMna He moryT paboTtatb Bmecte Ha UHTepdeiice.

KomaHgbl Ana co3fgaHus U pepaktupoBaHua cnmckoB ACL gocTynHbl B pexkume rnobanbHowm
KOHpUrypauum.

KomaHObI pexcuma 2a0banabHol KOHuU2ypayuu

KomaHAHasa CTpoKa B pexknume rnobanbHoin KoHOUIypaLumm nMeeT Bua;
console (config) #

Tabnnuya 274 — KomaHabl gnsa co3ganusa u koHdurypaumm cnmckos ACL

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
Mo ymMoa4YaHuro
ip access-list access_list Co3gatb cTaHAaPTHbIN cnmcok ACL.
{deny | permit} {any | - deny — 3anpeTuTb NPOXOXKAEHWE NaKeTOB C yKa3aHHbIMK Mapa-
ip_address [ip_address_mask]} MeTpamu;
- permit — paspeLumnTb NPOXOXKAEHUE NAKETOB C YKa3aHHbIMU Napa-
MeTpamu.
no ip access-list access_list YaanuTb CTaHZapTHbIN cnncok ACL.
ip access-list extended Co3aaTb HOBbIV pacluMpeHHbIi cnucok ACL ans agpecaumm IPv4 u
access_list BOWMTU B PEXMM €ro KoHOUrypaumm (ecnm Cnmcok ¢ AaHHbIM umMe-

Hem elle He co34aH) MB0 B PEXKUM KOHOUIypaLumm paHee Co34aH-
HOTO CMMCKa.

no ip access-list extended YaanuTb paclwmpeHHbin cnucok ACL ana agpecaumn IPv4.

access_list

ipv6 access-list access_list Co34aTb HOBbIM CTaHAAPTHbIM cnucok ACL ans agpecaumn IPvb.

{deny | permit} {any | . - deny — 3anpeTuTb NPOXOXKAEHME NAKETOB C yKasaHHbIMM Napa-

ipv6_address access_list: (0..32) MeTpamu;

[ipv6_address_prefix]} ctumsona - permit — pa3peLumnTb NPOXOXKAEHWE NAKETOB C YKa3aHHbIMM Napa-
MeTpamu.

no ipv6 access-list access_list YaanuTb cTaHgapTHbIM cnncok ACL gns agpecaumm IPv6.

ipv6 access-list extended Co3AaTb HOBbIW pacluMpeHHbIi cnncok ACL ans agpecaumm IPvé u

access_list BOWMTU B PEXMM €ro KoHOMrypaumm (ecam cnmcok ¢ AaHHbIM ume-
HeMm elle He co34aH) B0 B peXKUM KOHOUIypaLLMm paHee co3aaH-
HOrO CrM1CcKa.

no ipv6 access-list extended Ypanutb pacwmpeHHoro cnmcka ACL ana agpecauum IPv6.

access_list

mac access-list extended Co3aaTb HoBbIN cnncok ACL Ha 6ase MAC-aapecaunn u BOMTHU B pe-

access_list MM ero KoHUrypaumm (ecam CrUCcoK € AaHHbIM UMEHEM eLle He
€o34aH) b0 B pexkum KoHdUrypauum paHee cCo34aHHOrO CNUCKa.

no mac access-list extended Yaoanutb cnucka ACL Ha 6ase MAC-agpecauuu.

access_list

time-range time_name BoliTu B pexkum KoHourypauum time-range 1 onpeaennTb BpemMeH-
Hble MHTepBasbl 4N1A CMUCKA A0CTyNa.

- time_name — nma npoouns HacTpoek time-range.

time_name: (0..32)
cMmBoO/Ia
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no time-range time_name

YAanuTb 3a8aHHy0 KOHOUrypauuio time-range.

Ona TOoro ytobbl aKkTMBM3MpOBaATb cnucok ACL, Heobxogumo cBA3aTb €ro C MHTepdeincom.
NHTepdelicom, MCNOb3YHOLMM CMUCOK, MOXKeT bbiTb 60 nHTepdeic Ethernet, anbo rpynna nopros.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN, epynnsl nopmos

KomaHgHan cTpoKa B pexume KoHourypaumm mHtepdeiica Ethernet, VLAN, rpynnbl nopToB nmeet

BUA:

console (config-if) #

Tabnnua 275 — KomaHga HasHayeHus cnucka ACL-nHTepdeicy

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmesue

service-acl input access_list

no service-acl input

access_list: (0..32)
cMMBO/IaA

B HacTpolikax onpeaenéHHoro ¢pusmyeckoro nHTepdeica KomaHaa
NPUBA3bIBAET YKa3aHHbIW CNIUCOK K JaHHOMY UHTepdelicy.
—rnobanbHaa HacTPOWMKa ANs NPUMEHeHUA onumm 82.
MNopg petvicteue ACL, HasHayaemoro Ha interface vlan, no-
V nagaeT He TONbKO MapLIPyTU3UPYeMbIit TpaduK, HO U
TpadpuK BHYTpM ceTu.
MNop, aevicteue ACL, Ha3Hayaemoro Ha interface vlan, no-
V nagaer BeCb BXO4ALLMIA B NOPTbl TpadmK B AaHHOM VLAN.

V Mpussska K uHTepdeiticy VLAN BO3MOXKHa TONbKO AN
HanpasaeHus input.

Ha untepdeiic moxkHo Ha3HauuTb TonbKo Extended ACL.

YpanuTb CNUCOK C UHTepdelica.

KomaHOwb1 pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bua;:

console#

Tabnunua 276 — KomaHabl 4nsa npocMmoTpa cnuckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

HAelicmeue

show access-lists [access_list]

show access-lists
time-range-active [access_list]

access_list: (0..32)
cumBoNa

MokasaTtb cnuckm ACL, co3aaHHble Ha KOMMyTaTope.

MNMokasatb cnnckn ACL, co3gaHHble Ha KOMMYyTaTope, KOTopble B
HacTosLLee BpemMA ABNAKOTCA aKTUBHbIMU.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MokasaTtb cnuckn ACL, HazHauYeHHble HTepdelicam.

clear access-lists counters
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

O6HYNUTbL BCe cYeTYMKM cnmckoB ACL M6O cYETUYMKM ANs CNUCKOB
ACL 3apaHHoro nHtepdelica.
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show interfaces access-lists
trapped packets
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

lNoKa3aTb CHETYMKM CIUCKOB A0CTyNa.

KomaHOowb! pexcuma EXEC

KomaHaHasa cTpoka B pexkmme EXEC nmeet sua;

console#

Tabanuya 277 — KomaHabl gnsa npocmoTpa cnmckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

show time-range [time_name]

MoKasaTb KoHpUrypaumio time-range.

5.29.1 KoHdpueypayusa ACL Ha 6a3e IPv4

B paHHOM pasgene npuBeaeHbl 3HAYEHUA U OMUCAHUA OCHOBHbIX MAPAMETPOB, MUCMOJIb3yEeMbIX B
COCTaBe KOMaHJA, HacTpoiikmn cnmnckoB ACL, oCHOBaHHbIX Ha agpecaumn IPv4. Co3gaHne U BXOL B pPeUMm
pepaktMpoBaHmna cnmnckos ACL, ocHOBaHHbIX Ha agpecaumn |Pv4, ocywecTsiseTca Mo KOMaHAae: ip
access-list extended access-1ist.Hanpumep, ansa cospgaHus cnmucka ACL nog HasBaHuem EltexAL
HeobXx04MMO BbINOJHUTL CeAyoWwmMe KOMaHAbI:

console#

console# configure
console (config)# ip access-list extended EltexAL
console (config-ip-al)#

Tabanua 278 — OCHOBHbIE NapameTpbl, UCNOAb3yEMbIE B KOMaHAAX

Mapamemp 3HayeHue Aelicmeue
permit [Oelicteue ‘paspewnts’ Co3paTtb paspelatolee npasmno ¢punbTpaummn B cnmcke ACL.
deny [ewncTteue ‘3anpetuts’ Co3pgaTb 3anpeatouiee npasuao ¢punbtpaymm B cnmcke ACL.
protocol Mone npeagHasHayeHo Ana yKasaHWA NPOTOKOAA (MK Bcex NpoTo-
KOJ/I0B), Ha OCHOBE KOTOPOro byaeT ocyliecTsaseTcs puabTpaumsa.
Mpu BbIGOPE NPOTOKO1a BO3MOMKHbI CeAyoLmMe BapMaHTbl: icmp,
NooToKON igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipvé:rout,
P ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim,
12tp, isis, ipip, MM6O UMcnoBOE 3HaYeHMe NPOTOKOA, B AManasoHe
(0—255).
[ns cooTBeTCTBMA T06OMY NPOTOKOY UCMO/Ib3yeTcs 3HaYeHume IP.
source Aapec UCTOYHMKA Onpegenntb IP-agpec ncTouHMKA NakeTa.

source_wildcard

Wildcard-macka agpeca
MCTOYHMKA

butoBaA macKa, npumeHAemas K IP-agpecy MCTOYHMKa MakeTa.
Macka onpegensiet 6utbl IP-agpeca, KoTopble HEO6X0AMMO UTHO-
pupoBaTb. B 3HaYeHUA UrHopMpyembix BUTOB JOMKHbI ObITb 3anK-
caHbl eauMHWubl. Hanpumep, Mcnonb3ya Macky, MOXHO ornpeje-
NUTb ana npasuna ¢unotpauun IP-cetb. Ytobbl f06aBUTL B Npa-
Buio punbtpaumm IP-cetb 195.165.0.0, HeobxoaMMO 3a4aTb 3Ha-
yeHne mackm 0.0.255.255, To ecTb cOrnacHoO AaHHOW Macke Mo-
cnepHue 16 6uT IP-agpeca 6yayT MTHOPUPOBATLCA.

destination

Aapec HasHayeHna

Onpeaenntsb IP-aapec HasHayeHUA naKkerTa.
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destination_wildcard

Wildcard-macka agpeca
HasHayeHuA

Bbutosaa macka, npumeHaemas K IP-agpecy HasHayeHMA nakerta.
Macka onpegenset 6uthl IP-agpeca, KoTopble He06X04MMO UTHO-
pvpoBaTb. B 3HaYeHUA UTHOPUPYEMbIX BUTOB A0MKHbI ObITb 3aMNu-
CaHbl eAuHMLUbl. Macka MWCNonb3yeTcA aHaJorMYyHO  Macke
source_wildcard.

vian

NpeHTudumkaTop Vlan

Onpeaenntb VLAN, gns KoToporo 6ygeT npumeHATLCA NpaBuio.

dscp

MNone DSCP B 3aronoske L3

Onpeaenntb 3HayeHne DSCP-nons diffserv. BoamoskHble Koabl co-
obuweHuit nons dscp: (0 —63).

precedence

MpuopwuTet IP

Onpegenutb NnpuopwuteT IP-Tpaduka: (0-7).

time_name

NUms npoduna
KoHbUrypauum time-range

OnpeaennTtb KOHOUTYPALMIO BPEMEHHbIX MHTEPBAIOB.

icmp_type

Tun coobuieHunii npotokona ICMP, ucnonbsyemsiii s duabtpa-
umMm  ICMP-naketoB. BO3MOMHble TuMbl COOBLWEHUI nons
icmp_type: echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-advertise-
ment, router-solicitation, time-exceeded, parameter-problem,
timestamp, timestamp-reply, information-request, information-
reply, address-mask-request, address-mask-reply, traceroute,
datagram-conversion-error, mobile-host-redirect, mobile-regis-
tration-request, mobile-registration-reply, domain_name-re-
quest, domain_name-reply, skip, photuris, in6o uncnosoe 3Haye-
HUWe Tuna cooblieHuns, B guanasoHe (0 — 255).

icmp_code

Kog coobuieHna npoTokona
ICMP

Kog coobuweHnuii npotokona ICMP, ncnonbsyemblin ana ¢punbTpa-
umMm  ICMP-nakeTtoB. Bo3moskHble Kogbl CcOObLEHUI nona
icmp_code: (0 — 255).

igmp_type

Tun coobLieHna NpoToKona
IGMP

Tun coobeHunit npotokona IGMP, ncnonbsyemolt gns uabtpa-
uMmM naketoB |IGMP. Bo3moKHble TuMbl coobuieHMiA nona
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nn6o yncnoBoe 3HayeHne
TMna coobuieHms, B AManasoHe (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4eHusA

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3moxKHble 3HayeHun nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JIn6o uncnosoe 3HayeHue (0 — 65535).

list_of flags

®dnarn npotokona TCP

Ecnun pns ycnosua dunbTpauun dnar goakeH 6biTb YCTaHOBAEH,
TO Nnepes, HUM CTaBUTCA 3HAK «+», €C/IN He A0/IKeH BbITb YCTaHOB-
NIeH, TO «-». Bo3amoKHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpu ncnonbsosaHun
HECKONbKUX ¢Naros B ycnoBuu ounbtpaunn, dnarv obvesmHs-
t0TCA B O4HY CTPOKY 6e3 npobenos, Hanpumep: +fin-ack.

OTnpaBKa coobueHni

disable_port BbIKNOUMTb MOPT, C KOTOPOTO 6blN NPUHAT NAKeT, yA0BNETBOPSAIO-
OTKAtOYeHMe nopTa Wi ycnosuam noboi U3 KomaHa 3anpeTa deny, B coctaBe KOTo-

pov 6bl10 onucaHo none.
log_input BKNtoUnTbL 0TNPaBKy MHGOPMALMOHHBIX COODOLLEHNI B CUCTEMHbIN

XYpHan npu nony4eHM NakeTa, KOTOprl\/‘I COOTBETCTBYET 3anncun.

offset_list_name

HanmeHoBaHue cnncka
wabnoHoB Nonb3osaTens

3agaTb UCMOb30BaHMeE CNMCKa WabnoHOB Nonb3oBaTensa Ana pac-
no3HaBaHWA NakeToB. 1A Kaxaoro cnucka ACL moxeT 6biTb onpe-
OeneH CBOW CNUCoK WabnoHoB..

ace-priority

MpuopuTeT 3anucu

MHAeKe 3a4aeT NoNoXeHWe NpaBuia B CMINCKE M ero npuopuTer.
Yem mMeHblUe MHAEKC — TeM MpUopUTETHEE npasuo. JuanasoH
A0NYCTUMbIX 3HadeHuni (1..2147483647).
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[na Bbi6opa Bcero ananasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3yerca na-
pameTp «any».

Ecaun nakeTt nonagaer nopg, Kputepuii npasmuna B ACL, To Hag HUM BbINONHAEGTCA AEUCTBUE
aToro npasuna (permit/deny). JanbHeliwan nposepKa He NPOU3BOAMUTCA.

Ecnu Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHauasibHO NaKeT byaeT npoBepeH Ha
cootBeTcTBue npasuaam IP ACL, notrom MAC ACL (B cnyyae, ecnv He NONagET nog aAencrsme
HU ogHoro 13 npasun IP ACL).

Ecnn nocne npoBepKu Ha cootBetrcTtBue npasunam IP uan MAC ACL (korga 1 ACL Ha3HaueH
Ha uHTepdeic) uam IP u MAC ACL (koraa 2 ACL HasHaueHbl Ha UHTepdeiic) nakeT He nonan
nopa, AeicTBrMe HU OAHOro U3 NPaBUA, TO Hag AaHHbIM NakeTom 6yaeT npumeHeHo aeiicTBue

< < X X

"deny any any".

Tabnuua 279 — KomaHapl, ucnosblyemble aas Hactponkn ACL-cnmckos Ha ocHoBe IP-agpecauum

KomaHoa

Aelicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

[06aBuTb paspellatoLyto 3anncb GUAbLTPALMM ANA NPOTOKONa.
lMaKeTbl, OTBEYAlOLLME YCAOBMAM 3anucu, byayT obpabaTtbiBaTbea
KOMMYTaTOPOM.

no permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[ace priority index]

[o6aBuTb paspeluatolLyto 3anmch GUabTpaLmMmM ana NpoToKona IP.
MakeTbl, OTBeYaloLWMe ycaoBMAM 3anucu, byayt obpabaTtbiBaTbea
KOMMYTaTOpPOM.

no permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

YAanuTb CO34aHHYIO paHee 3anuch.

permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [ace-priority index]
[offset-list offset_list_name] [vlan vian_id]

[o6aBuTb paspelsatouyto 3anmMcb GUAbLTPALUKU ONA NPOTOKONA
ICMP. MNaKeTbl, oTBEYatOLWME YCNOBUAM 3anucu, byayT obpabaTtbl-
BaTbCA KOMMYTaTOPOM.

no permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [offset-list
offset_list_name] [vlan vian_id]

Ypanutb CO34aHHYIO paHee 3anucb.

permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index]

[06aBuTb paspeLLalolyto 3anucb GUAbTPaLUKU AN NPOTOKOAa
IGMP. MaKeTbl, 0TBEYatOLLME YCI0BUAM 3anncu, byayT obpabaTtbl-
BaTbCA KOMMYTaTOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

YaanuTb co34aHHYI0 paHee 3anuchb.

permit tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[06aBUTb paspeLualolyto 3anucb GUAbTPaLUKM ANS NPOTOKoANa
TCP. MaKeTbl, OTBEYaloLMe YCAOBUAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

Yaanutb CO34aHHYIO paHee 3anucb.
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permit udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[o6aBuTb paspelsatolyto 3anmcb GUAbTPALUKN ANA NPOTOKONA
UDP. MakeTbl, OTBEYatOWMe ycnoBmMAM 3anucu, byayt obpabaTtbi-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

Y4anuTb CO34aHHYI0 paHee 3anucsb.

deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[Job6aBuTb 3anpelatoLlyto 3anucb GUALBTPaLMM ANA NPOTOKOAA.
MakeTbl, OTBEYaloLWMe yCAOBUAM 3anucK, byayt 6aoKnpoBaTbea
KommyTaTopom. Mpu ucnonb3osaHum Kntoyesoro cnosa disable-
port dp13MyecKkuii MHTepdEenc, NPMHABLLMIA TaKoM NakeT, byaeT Bbl-
KntoyeH. Mpu ncnonb3oBaHum Kaoyesoro cnoea log-input 6yaer
OTNPaBNEHO COOBLLEHNE B CUCTEMHDIV KYPHa.

no deny protocol {any | source source_wildcard}{any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

YLanuTb CO34aHHYI0 paHee 3anucsb.

deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

[disable-port | log-input] [ace-priority index]

[06aBuTb 3anpeLuatoLLyto 3anncb GUabTpaLumn gaa npotokona IP.
MaKeTbl, OTBEYalOLLME YCIOBUAM 3anucy, byayT 6J10KMpoBaTbCA
KommyTaTopom. Mpu ucnonb3osaHum Knoyesoro cnosa disable-
port do13myecKkuii MHTepdEenc, NPMHABLLMIA TaKo NakeT, byaeT Bbl-
KAtoueH. Mpu ncnonb3oBaHuM Katouesoro cnosa log-input 6yaer
OTNPaBAEHO COOBLLEHNE B CUCTEMHDIN KYpHa.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[disable-port | log-input]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[ob6aBuTb 3anpeluatowyto 3anvucb GUAbBTPALUK A NPOTOKONA
ICMP. MaKeTbl, oTBeYaloWwue ycnoBmMam 3anucu, 6yayTt 6aokupo-
BaTbCA KOMMyTaTopom. [pyM MCNONb30BaHUWN KAKOYEBOro C/10Ba
disable-port ¢usmyecknin nHTepdelic, NPUHABLIMIA TaKOW NakerT,
byneT BbikAoYeH. Mpu Ucnonb3oBaHWK KatodeBoro cnosa log-
input 6yaeT oTnpaBieHo coObLLEHNE B CUCTEMHBIN XKypHa.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

YAanuTb CO34aHHYIO paHee 3anuch.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[ob6aBuTb 3anpellatollyto 3anucb GUAbTpaLMKM ANA NPOTOKoAa
IGMP. MakeTbl, OTBEYAlOLLME YCAOBUAM 3anmncK, byayT 6nokupo-
BaTbCA KOMMyTaTOpom. [pn MCNONb30BaHUM K/KOYEBOro C€10Ba
disable-port ¢usmyecknin nHTepdelic, NPUHABLIMIA TaKOW NakerT,
6yaeT BblkAtoyeH. Mpu ucnonb3oBaHuM Kntoyesoro ciosa log-
input 6yaeT oTnpaBneHo coobLLEHME B CUCTEMHBIV KypHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

Y[annTb CO34aHHYI0 paHee 3anuch.

deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index] [disable-port | log-input]

[ob6aBuTb 3anpellatollyto 3anucb GUAbTpaLuKM ANA NPOTOKoAa
TCP. MNaKeTbl, oTBevalowWMe ycaoBUAM 3anucu, byayt 6nokupo-
BaTbCA KOMMyTaTOpom. lpn MCNONb30BaHUWM K/KOYEBOro C€0Ba
disable-port ¢usmyecknii HTepdelic, NPUHABLUNIA TaKOM NaKerT,
6yaet BbikatoyeH. Mpu ucnosnb3oBaHuMKM Katoyesoro cnosa log-
input 6yaet oTnpasneHo cOObLLEHME B CUCTEMHBIV KypHa.

no deny tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

YaanuTb co3aaHHYI0 paHee 3anuchb.

deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[ob6aBuTb 3anpeLlatollyto 3anucb GUAbTpaLUKU ANA NPOTOKoAa
UDP. MakeTbl, oTBevalowme ycnosusam sanucu, byayt 6nokupo-
BaTbCA KOMMyTaToOpom. [pn MCNONb30BaHUM K/KOYEBOro C€/0Ba
disable-port ¢usmyecknii HTepdelic, NPUHABLUNIA TaKOM NaKerT,
6yaeT BblkatoyeH. Mpu Ucnonb3oBaHMM Katodesoro ciosa log-
input 6yaeT oTnpaBieHo coobLLEHME B CUCTEMHBIV KypHa.
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input]

no deny udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-

YLanuTb CO34aHHYI0 paHee 3anuchb.

value} ...

offset-list offset_list_name {offset_base offset mask

Co3AaTb CNUCOK WabsoHOB NOMb30BaTeNA ¢ UMeHem name. Nims
MOXeT BKAto4YaTb oT 1 40 32 cumBONOB. B 0A4HOM KOMaHAE MOXKET
copepKaTbc A0 TPMHAAUATK WabaoHOB B 3aBUCMMOCTU OT Bbl-
H6paHHOro peXxMma HacTPOMKM CNUCKOB A0CTyMNa (KoMaHaa set sys-
tem mode), BK/tOUaOLWMX Cneaytolme napameTpbl:
- offset_base — 6a3oBoe cmelLeHne. BO3MOXKHble 3HaYeHUsA:

13 — Hayano cmeweHus ¢ Havana IP-3arosioBKa;

14 — Hayano cmeweHnn ¢ KoHLa IP-3aronoBKa.
- offset — cmelLeHne HaliTa ZaHHbIX B Npegenax naketa. basosoe
cMelLeHre NPUHMMAETCA 33 HaYano OTCYeTa;
- mask — macka. B aHanM3e nakeTa NPUHMMALOT y4acTUe TOJIbKO Te
paspsaabl 6aiiTa, 4nA KOTOPbIX B COOTBETCTBYHOLMX pa3pagax
Macku 3agaHa ‘0’;
- value — nckomoe 3Ha4yeHue.

no offset-list offset_list name

YAanuTb CO34aHHbIN paHee CrUCOK.

5.29.2 Konepuzypayusa ACL Ha 6a3e IPv6

B gaHHOM pasgene npuBedeHbl 3HAYEHMA U ONUCAHUA OCHOBHbIX NMAPAMETPOB, MCMOb3yEMbIX B
COCTaBe KOMaHZA, HAacTpomKm cnmckos ACL, ocHOBaHHbIX Ha agpecauumn IPv6.

CospgaHune n BXo4, B peXum penaktmposaHma cnuckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv6,

OCYLLECTBNIAETCA NO KOMaHAe:

ipv6é access-list access-1ist. Hanpumep, ans cosgaHua cnucka

ACL nog, HazsaHMem MESipv6 HeobxoaMMO BbINONHUTD CAeaytowmne KOMaHabl:

console#

console# configure
console (config)# ipv6 access-list MESipvé
console (config-ipve-al) #

Tabanua 280 — OcHOBHbIE MapameTpbl, UCNOJ/Ib3yeMble B KOMaHAaX

Mapamemp 3HauyeHue Aelicmeue
permit [JelicTBue paspewmnTb Co3aaTb paspelatoee npasmno ¢puabTpaumm B cnvcke ACL.
deny [Oevicteue 3anpeTuTb Co3pgaTb 3anpeuatouiee npasuao ¢punbtpaymm B cnmcke ACL.
protocol Mone npeagHasHayeHo Ana yKasaHWA NPOTOKOAA (MK Bcex NpoTo-

MpoTokon

KO/10B), Ha OCHOBE KOTOPOro byAeT ocyLecTBAseTca GuabTpaums.
Mpu BbIBOPE NPOTOKO1a BO3MOXKHbI CleflytoLLuMe BapuaHTbl: icmp,
tcp, udp Mbo ymMcnoBoe 3HaveHMe npoTokona —icmp (58), tep (6),
udp (17).

[na cooTBeTcTBMA NtO6OMY NMPOTOKONY MCMONb3YeTcs 3HauyeHue
IPv6.

source_prefix/length

A,a,pec oTnpasuUTenAa n ero

Onpegaenutsb IPv6-agpec n anvHy npedpukca cetv (0-128) (konmue-

ANVHa CTBO CTapLmx 6UT aapeca) UCTOYHMKA NaKeTa.
destination_prefix/length Appec HaszHayeHua 1 ero Onpegaenutsb IPv6-agpec n anvHy npedukca cetv (0-128) (konmue-
ANVMHa CTBO CTapLlumx 6BUT agpeca) HasHaYeHUs nakeTa.
dsc, Onpepenutb 3HavyeHne DSCP-nons diffserv. Bo3amoxHble Koapl co-
P Mone DSCP B 3aronoske L3 pea . A
obuweHuit nons dscp: (0 — 63).
precedence MpuopwuTet IP Onpeaenutb npuopuTet IP-Tpaduka:(0-7).
time_name Nmsa npoduna KoHourypa- | Onpenenntb KOHUrypaL o BpeMeHHbIX MHTEPBANOB.
umn time-range
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icmp_type

Tun coobleHuns npoTokona
ICMP

Ucnonbsyetca ana punsrpaunm ICMP-nakeToB. Bo3MOXKHbIe TUMbI
M YNCNIOBble 3HaYeHUs cooblueHunl nons icmp_type: destination-
unreachable (1), packet-too-big (2), time-exceeded (3), parame-
ter-problem (4), echo-request (128), echo-reply (129), mld-query
(130), mld-report (131), mldv2-report (143), mlid-done (132),
router-solicitation (133), router-advertisement (134), nd-ns (135),
nd-na (136).

icmp_code Koga, coobuieHnin npoto-

kona ICMP

Ucnonbsyetca gns ¢unbtpaumm ICMP-naketoB. Bo3aMmoKHble 3Ha-
yeHus nons (0 — 255).

destination_port UDP/TCP-nopT Ha3Ha4yeHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3morkHble 3HayeHua nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ons UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HaveHue (0 — 65535).

list_of flags

dnarn npotokona TCP

Ecnn gna ycnosua ¢unbTpaumm dnar foskeH 6biTb YCTAHOBEH,
TO nepen, HAM CTaBUTCA 3HaK «+», €CNN He A0/KeH BbITb YCTaHOB-
NIeH, TO «-». Bo3amoskHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.

Mone ECN B 3aronoske L3

disable-port BbIKNOUYMTL NOPT, C KOTOPOro 6bi NPUHAT NAKeT, YA0BAETBOPSAIO-
OTK/l0YeHWe nopTa WM ycnosmam ntoboi 13 KomaHg, 3anpeta deny, B coctaBe KOTo-
po#, 6b110 onncaHo none.
log-input N BKAoUMTbL 0TNPaBKy MHGOPMALMOHHBIX COOBLLEHWNI B CUCTEMHDIN
g-inp OTnpaBsKa coobuieHui pasky uropma, N W
YpHan npu noay4eHMmn nakeTa, KOTOPbIM COOTBETCTBYET 3aMnucu.
ace-priorit NHaekc npaBuaa B Tabavue, Yem MeHbLUe MHAEKC — TEM NPUOPU-
P y NHaeKe npasuna A P ue A puop
TeTHee npaswuo: (1..2147483647).
ecn OnpepennTtb 3HayeHne ECN-nosa. Bo3amorKHble KoAbl COObLLEHMM

nons ecn: (0-3).

V, napameTp «any».
V 6aBnAloTCA 3anucm
permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

[Ona sbi6opa Bcero AuanasoHa napameTpos, Kpome dscp, ech u IP-precedence ucnonb3yerca

MNocne Toro, Kak xoTa 6bl ogHa 3anucb gobasneHa B cnucok ACL, nocnegHumm B CNUCOK A,0-

[Be nepsble U3 HUX pa3peLUatoT NOUCK cocegHUX IPV6-yCTpOIACTB ¢ noMoLLbio NpoToKoAa IC-
MPv6, a nocnegHAA 03HaYaeT UrHOPUPOBaHME BCEX NAKETOB, He YA,0B/ETBOPAIOLMX YCNO-

suam ACL.

Tabnnua 281 — KomaHabl, Ucnosibayemble ana HacTpoliku ACL cnuckos Ha ocHoBe IPv6-aapecauum

KomaHoa

Aelicmeue

permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | ecn ecn |
precedence precedence] [time-range time_name] [ace-
priority index]

[lo6aBuTb paspeluatowyto 3anucb GUAbTPALMU O1A MPOTOKOAA.
MakeTbl, oTBEYAlOLWME YCA0BUAM 3anucK, byayT obpabaTtbiBaTbes
KOMMYTaTopOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | ecn ecn |
precedence precedence] [time-range time_name]

Yaanutb CO34aHHYIO paHee 3anucb.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [ace-priority
index]

[06aBuTb paspelatollyto 3anucb GuUAbTPALMM ANA NPOTOKONA
ICMP. NaKeTbl, OTBeYatoOLLMeE YCNOBMAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.
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no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name]

YAanuTb CO34aHHYI0 paHee 3anuchb.

permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [match-all
list_of flags] [ace-priority index]

[ob6aBuTb paspewatowyto 3anucb GuabTpaumMm ana npoTokona
TCP. NakeTbl, OTBEYatloLME YCNOBMAM 3anncu, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [match-all
list_of flags]

Y[anuTb CO34aHHYI0 paHee 3anuch.

permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [ace-priority index]

[ob6asuTb paspewatowyto 3anucb GuabTpaumMm ana npoTokona
UDP. MakeTbl, OTBEYAlOLLME YCAOBUAM 3anucu, byayT obpabaTtbl-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name]

Y4anuTb CO34aHHYI0 paHee 3anucsb.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | ecn ecn |

precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[Jo6asuTb 3anpelatowyto 3anmcb GUAbTPaALMKM ANA NPOTOKoAaA.
MakeTbl, oTBeyYatowme ycnosmam 3anucu, byayt 6aokuposaTtbea
KommyTaTopom. Mpu ncnonb3oBaHuK Katodesoro ciosa disable-
port dusnyeckuii nHTepdeiic, NPUHABLUNI TaKoM NakeT, byaeT Bbl-
KAtoueH. MNpu ncnonb3oBaHMKM Katoyesoro cnosa log-input 6yaert
OTNPaBNEHO COOBLLEHNE B CUCTEMHbIN KYpHa.

no deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | ecn ecn |
precedence precedence] [time-range time_name]
[disable-port | log-input]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[06aBuTb 3anpeLuatoLlyto 3anucb GUAbTPaUUM ANS NPOTOKoAa
ICMP. MNakeTbl, OTBEYaOLWME yCAOBUAM 3anucu, byayt 6aokupo-
BaTbCA KOMMYTATOPOM. [pyM MCNO/Ib30BaHMU KNOYEBOrO C/10Ba
disable-port ¢usnyecknin nHTepdenc, NPUHABLLUMI TaKOM NakKerT,
6yaeT BbikaouyeH. Mpu ncnonb3osaHuKM Kakoyesoro ciosa log-
input 6yaeT oTnpasneHo coobLeHNe B CUCTEMHbIV XKypHa.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [disable-port |
log-input]

Ypanutb CO34aHHYIO paHee 3anucb.

deny tcp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | ecn ecn | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[ob6aBuTb 3anpeliarowyto 3annuce GuabTpaunmM aa NpoTokona
TCP. MakeTbl, oTBevatowme ycnoBuam 3anucu, byayt 6aokupo-
BAaTbCA KOMMYTAaTOPOM. [pW MCNONb30BAHMU K/OYEBOrO CNOBa
disable-port ¢usnyecknin nHTepdenc, NPUHABLLUMIA TaKoM NakKerT,
6yaet BblkAtoYeH. Mpu nMcnonb3oBaHMK Katoyesoro cnosa log-
input 6yaeT oTnpasneHo coobLeHNe B CUCTEMHbIV XKypHa.

no deny tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

Ypanutb CO34aHHYIO paHee 3anucb.

deny udp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input] [ace-priority
index]

[Jo6aBuTb 3anpeliatoLlyo 3anmMcb GUAbTPAUUKM A8 NMPOTOKONA
UDP. MakeTbl, OTBeYaoLWMme ycnoBUaAM 3anucu, byayT 61okupo-
BaTbCA KOMMyTaTopom. lpu MCNoNb30BaHMU K/KOYEBOrO CNOBa
disable-port ¢usnyecknin nHTepdenc, NPUHABLLUMIA TaKOM NakKerT,
b6yneT BbiKAtoveH. Mpy Mcnonb3oBaHUKM KakoyeBoro cnosa log-
input 6yaeT oTnpaBaeHo coobLeHne B CUCTEMHbIV XKypHa.
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HELTEX

no deny udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

YAanuTb CO34aHHYI0 paHee 3anuchb.

value} ...

offset-list offset_list_name {offset_base offset mask

Co3AaTb CNMCOK WabaoHOB NoNb30BaTeNA C UMeHeM name. Umsa
MOXKeT BKAto4YaTb oT 1 A0 32 cMMBO/10B. B 04HOM KOMaHAe MOXKeT
copepKaTbCa A0 TPUHAALUATM WabNoHOB B 3aBUCMMOCTM OT Bbl-
6paHHOro pe)kMma HACTPOMKM CMUCKOB AocTyna (KomaHpa set
system mode), BKntoUatoLWmMx caeaytolime napameTpbl:
- offset_base — 6a3oBoe cmelLeHne. BO3MOXKHble 3HaYeHUsA:

I3 — Hayano cmelweHuns ¢ Havana IPv6-3arosioBKa;

14 — Hayano cmeweHnA ¢ KoHua IPv6-3aronoBKa.
- offset — cmeweHve 6aitTa gaHHbIX B Npeaenax nakeTa. basosoe
cMelLeHre NPUHMMAETCA 33 HaYano OTCYeTa;
- mask — macka. B aHanu3e naketa NpMHMMAIOT y4acTUE TO/IbKO Te
paspsaabl 6aiTa, 4NA KOTOPbIX B COOTBETCTBYHOLMX pPa3pagax
Macku 3agaHa ‘0’;
- value — nckomoe 3HauyeHwe.

no offset-list offset_list name

YAanuTb CO3A4aHHbIN paHee CrUCOK.

5.29.3 KoHndpueypayusa ACL Ha 6a3ze MAC

B gaHHOM pasgene npuBedeHbl 3HAYEHMA U ONUCAHUA OCHOBHbIX NMAPAMETPOB, MCMOb3yEMbIX B
COoCTaBe KOMaHZA HacTponkm cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauun.

CospgaHune n BXo4, B pexum pefaktnposaHma cnuckoB ACL, ocHoBaHHbIXx Ha MAC-agpecauun,
OCYLLECTB/IAETCA NO KOMaHAe: mac access-list extended access-1ist.

Hanpumep, ana cosgaHua cnmcka ACL nog HasBaHumem MESmac HeobxoAMMO BbINOAHWUTb

cneaytolime KomaHapl:

console#

console# configure
console (config)# mac access-list extended MESmac
console (config-mac-al) #

Tabnunua 282 — OCHOBHbIE NapamMeTpbl, UCNOJb3yeMble B KOMaHaax

Mapamemp 3HavyeHue Aelicmeue
permit [ewcTteue paspewmnTb Co3paTb paspelatoliee npasuao ¢punbTpaumum B cnmcke ACL.
deny [JelicTBue 3anpeTuTb Co3aaTb 3anpelyatolee npasuno ¢punbTpaumm B cnncke ACL.
source Appec oTnpasutens Onpepgenser MAC-agpec NCTOYHMKA NaKeTa.

source_wildcard

wildcard-macka agpeca
MCTOYHMKA

Macka onpegenset 6uTtbl MAC-agpeca, KoTopble He06X04MMO Ur-
HOPWPOBATb. B 3HAYEHMA UTHOPUPYEMbBIX OUTOB A0/IXKHbI ObITb 3a-
NUCcaHbl eaAnHULbI. Hanpumep, NCNob3yA MAcKy, MOXKHO onpeze-
NMTb Ana npasuna ¢punbTpauum amanaszoHa MAC-agpecos. Y1obbl
£06aBuUTbL B NpaBmno ¢punbtpauumn sce MAC-agpeca, HauMHaloLWm-
ecsa Ha 00:00:02:AA.xx.xX, HeObXOAMMO 334aTb 3HaYEHME MACKM
0.0.0.0.FF.FF, To ecTb, cornacHo AaHHOW MacKe, nocneaHue 32
6uTa MAC-agpeca 6yayT He BaKHbl AN aHanM3a.

destination

Aapec HasHayeHuna

Onpeaennts MAC-aapec HazHayeHMA NakeTa.

destination_wildcard

wildcard-macka agpeca
HasHayeHuA

Macka onpegenset 6uTtbl MAC-agpeca, KoTopble He06X04MMO Ur-
HOpUPOBaTb. B 3HaUeHMA UrHopUpPyembIX BUTOB AONKHbI BbITb 3a-
nucaHbl eauMHMubl. Macka MCnonb3yeTcA aHasorMYyHO Macke
source_wildcard.

vlan_id

vlan_id: (0..4095)

Noacetb VLAN ¢dpunbTpyembix NnakeTos.

cos

cos: (0..7)

Knacc ob6cnykmBanus (CoS) dunbTpyembix NaKkeTos.
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HELTEX

cos_wildcard Macka onpegenset 6utbl CoS, KoTopble HEOHXOANMMO UTHOPUPO-
BaTb. B 3HauUeHWAa UrHopupyembix 6UTOB AOMKHbI ObITb 3anncaHbI

wildcard-macka agpeca eguHuubl. Hanprumep, 4Tobbl McNob30BaTh B NpaBuae ¢punbTpa-

obcnyxnsanua (CoS) umnn CoS 6 1 7, Heobxogumo B none CoS yKkasaTb 3HaYeHue 6, 1nbo

dUNbTPyeMbIX NaKkeToB 7, a B nosie Macku 3HadyeHune 1 (7 B ABOMYHOM NpeacTaBneHun —

111, 1 — 001, nonyyaetca, YTo NocnegHui 6UT byaet UrHopmpo-
BaTbcsA, TO ecTb CoS moxKeT 6biTb b0 110 (6), b0 111 (7)).

eth_type Ethernet-Tun ¢unbTPyembix NakeToB B LWECTHaALATEPUYHON 3a-
-typ eth_type: (0..0xFFFF) ¢ Py Auarep
nucm.
disable-port BbIK/NOUMTL NOPT, C KOTOPOTOo BbiN NPUHAT NaKeT, YA0BAETBOPAIO-
LM yCNnoBMAM KOMaHAbI 3anpeTa deny.
log-input . BKNoUMTbL 0TNPaBKy MHGOPMALMOHHBIX COOBLLEHNI B CUCTEMHDIN
g-inp OTnpaBKa coobuieHuni pasky uropma, . W
JKYPHaA Npu Noay4yeHmMm nakeTa, KOTOPbIM COOTBETCTBYET 3aMNucHu.
time_name NUms npoduna OnpeaennTb KOHGUIypauUuio BPpEMEHHbIX MHTEPBA/IOB.

KoHbUrypauum time-range

3apaTb UCNONb30BaHME CNUCKA WabNoHOB Nob3oBaTens A pac-
Nno3HaBaHWsA NakeToB. [ KaxKaoro cnucka ACL mosKeT 6bITb onpe-
JAeneH CBOM CNUCOK WabsoHOoB.
ace-priorit NHaeKe npasuna B Tabavue, Y4eM MeHblle MHAEKC — TeEM NPUopU-
P y NHaeKe npasuna A P ue, A prop
TeTHee npasuno 1-2147483647.

offset_list_name .
ffset list Mob6aiToBoe cmelleHne OT

KNHOYEBOM TOYKM

/ Dns Bbi6opa Bcero gnanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3syerca na-
pameTp «any».

/ Ecan naket nonagaet nopg Kputepuii npasuna B ACL, TO Hag, HAM BbINOJIHAETCA AeNcTBUe
aToro npasuna (permit/deny). flanbHeiilan npoBepKa He NPOU3BOAUTCA.

Ecau Ha nHTepdeiic HasHaueHbl IP u MAC ACL, To nepBOHa4Ya/sibHO NakeT 6yaeT NpoBepeH Ha
cooTtBeTcTBUe npasunam IP ACL, notom MAC ACL (B chyuae, ecam He nonagéT nog aeiicreme
HU ogHoro u3 npasun IP ACL).

Ecnu nocne nposepKku Ha cootBetcTBue npasunam IP uan MAC ACL (korga 1 ACL HasHaueH
Ha uHtepdodeiic) uam IP u MAC ACL (Korga 2 ACL HasHaueHbl Ha MHTepdeiic) nakeT He nonan
noa AeiicTBMe HU OAHOr0 U3 NPaBUA, TO HaA AAHHbIM NAaKeTOM byaeT NpMMeHeHo aencTeme
"deny any any".

Tabnnua 283 — KomaHabl, ncnosibsyemble aaa HacTpoku ACL-cnnckos Ha ocHoBe MAC-agpecaumm

KomaHoa Aelicmeue
permit {any | source source-wildcard} {any | destination [o6aBuTb paspeluatoLLyto 3anuce puabtpaumn. Naketbl, oTBe-
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard] | yatowme ycnosuam 3anucu, byayt obpabaTbiBaTbCA KOMMYTa-
[eth_type] [time-range time_name] [ace-priority index] TOpOM.
[offset-list offset_list_name]
no permit {any | source source-wildcard} {any | YAanuTb CO34aHHYIO paHee 3anmchb.

destination destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [offset-
list offset_list_name]

deny {any | source source-wildcard} {any | destination [o6asuTb 3anpeLuatoLyto 3anmce puabTpaumn. NakeTbl, oTBe-

destination_wildcard} [vlan vian_id] [cos cos cos_wildcard] | uyatowme ycnosusam 3anucu, byayt 610KMpPOBaTbCA KOMMYTATO-

[eth_type] [time-range time_name] [disable-port | pom. Mpun ncnonb3osaHuK Kaodyesoro cnosa disable-port, dpu-

log-input] [ace-priorityindex] [offset-list offset_list_name] | 3uyeckuit MHTepdEC, NPUHABLLMIA TaKoM NaKeT, ByAeT BbIKAtO-
YeH.

Mpu cnonb3oBaHUK KNKOYEBOTO cNoBa log-input 6yaet oTnpas-
NeHo coobLLeHME B CUCTEMHDIN XKypHan.

no deny {any | source source-wildcard}{any | destination | YaanuTb co3aaHHYIO paHee 3anuchb.
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [offset-list offset_list_name]
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HELTEX

offset-list offset_list_name {offset_base offset mask value}

Co3fatb cnucok WabnoHOB Monb30BaTeNs C UMEHEM name.
Nma moxeT BKAtoYaTb oT 1 g0 32 cumBo10B. B 0gHOM KOMaHae
MOXET coAepKaTbCA A0 TPMHAALATY WabOHOB B 3aBUCUMOCTH
OT BblGPAHHOrO pPeXKMMa HaCTPOMKM CNUCKOB AocTyna (Ko-
MaHga set system mode), BKkAlovaloOWMX creaytowme napa-
MeTpbI:
- offset_base — 6a3o0Boe cmelleHne. Bo3MOoXKHble 3HaYeHun:

12 — Hawano cmeweHua ot EtherType;

outer-tag — Ha4yano cmeweHns ot STAG;

inner-tag — Hayano cmeweHmna ot CTAG;

src-mac — Hayano cmeleHna ¢ MAC-agpeca UCTOYHMKA;

dst-mac — Havyano cmeweHns ¢ MAC-agpeca HasHayeHus.
- offset — cmelieHune baiiTa faHHbIX B Npegenax naketa. baso-
BOE CMeLLEeHME NPUHMMAETCA 3a Ha4yalo OTCYETa;
- mask —macka. B aHanu3e naketTa NPMHMMAIOT y4acTe TONbKO
Te paspaabl 6aliTa, 4NA KOTOPbIX B COOTBETCTBYIOLLMX pa3psaaax
Mmacku 3agaHa ‘0’;
- value — nCKOmoe 3HayeHue.

no offset-list offset_list_ name

YLanuTb CO34aHHbIN paHee CNUCOK.

5.30 KoHowurypaumsa sawmtbl ot DoS-atak

[JaHHbIM Knacc KomaHA no3soaseT 6/10KMpoBaTb HEKOTOPbIE pacnpocTpaHeHHbIe Kaaccbl DoS-aTak.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoOHGUIypauumn nmeet Bua;

console (config)#

Tabnuua 284 — KomaHap! Ans HaCTPoOMKM 3awmTbl oT DoS-atak

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

security-suite deny martian-
addresses [reserved] {add |
remove} ip_address

ip_address: ip-agpec

3anpeTnTb NPOXOXKAEHNE KAagpoB C HeAOMYCTUMbIMK («MapcuaH-
ckummny») IP-agpecamu nctoyHmKa (loopback, broadcast, multicast).

security-suite deny syn-fin

- - - -/BK/IIOYEHO
no security-suite deny syn-fin

OTt6pacuTb nakeTbl TCP c oAHOBPEMEHHO YCTaHOBAEHHbIMU SYN- 1
FIN- dnaramn.

BbIKNOUNTL PYHKLUMIO OTOpPacbiBaHUA nakeToB TCP c oaHoBpe-
MeHHO ycTaHoBneHHbIMK SYN- 1 FIN- dnaramu.

security-suite dos protect
{add | remove} {stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpeTuTb/paspewnTb NPOXOXKAEHNE OnpeaeneHHbIX TUNOB Tpa-
dU1Ka, XapaKTepHbIX 417 BPEAOHOCHbIX NPOrpamm:

- stacheldraht — ot6pacbiBaeT TCP-nakeTbl ¢ NOPTOM WMCTOYHMKA
paBHbIM 16660;

- invasor-trojan — otbpacbiaeT TCP-nakeTbl C NOPTOM Ha3HAYeHMUA
paBHbiM 2140 1 nopTom UCTOYHMKa 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl C NOPTOM Ha3Ha-
yeHusa 31337 M NOPTOM UCTOYHMKA paBHbiM 1024.

security-suite enable [global-
rules-only]

-/BbIK/AOYEHO

no security-suite enable

BKAOUMTb Knacc KomaHA security-suite.
- global-rules-only — oTkntoyaeT Knacc KomaHg security-suite Ha
nHTepdericax.

V He BnusieT Ha paboTty KomaHAb! security-suite deny syn-

fin.
OTKNOYMTD K/1AacC KOMaHA security-suite.
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HELTEX

security-suite syn protection
mode {block | report | disa-
bled}

no security-suite syn protec-
tion mode

—/block

HactpouTb pexknm 3awmtbl oT SYN-aTak:

- block — oTbpacbiBaeT npepHasHayeHHble ycTpoicTBy TCP-
nakeTbl ¢ ycTaHoBAeHHbIM dnarom SYN u dopmupyet npeaynpe-
}Aarolee cooblieHune;

- report — popmupyeT nNpegynpexkgatowiee coobueHme npu npu-
Xo4e npepHasHavyeHHoro yctpoictey TCP-nakeTa C yCTaHOBAEH-
HbIm pnarom SYN;

- disable — oTkntovaet 3awuTy.

HacTpouTb peXxMm No yMONYaHuIo.

security-suite syn protection
recovery sec

no security-suite syn protec-
tion recovery

sec: (10..600) / 60

OnpeaenvTb UHTEPBAA, MO UCTEYEHUN KOToporo byaeT pa3baoku-
poBaH paHee 3a610KMPOBaHHbIM UCTOYHMK SYN-aTaku.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

security-suite syn protection
threshold rate

no security-suite syn protec-
tion threshold

rate: (20..200) / 80

OnpepennTb CKOPOCTb (KONIMYECTBO MAKETOB B CEKYHAY) OT KOH-
KPETHOro UCTOYHMKA, NPY KOTOPOI 3TOT UCTOYHMK ByaeT UaeHTuU-
dUUMPOBAH KaK aTaKyHOLLWNA.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIHAHMUIO.

security-suite syn protection
statistics

no security-suite syn protec-
tion statistics

— /BbIKOYEHO

BkatounTb BegeHme ctatuctmkm SYN-aTak.

BbikntounTb BegeHue ctatuctmkm SYN-aTak.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbi nopmos

KomaHaHan cTpoka B pexknume KoHburypaumm nntepdeica Ethernet, rpynnbl noptosB umeer Bua;:

console

(config-if) #

Tabnunua 285 — KomaHaa KoHoUrypaumm 3awmTbl oT DoS-atak ans nHtepdeiicos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

HAelicmeue

security-suite deny
{fragmented | icmp | syn}
{add | remove} {any |
ip_address [mask]}

no security-suite deny
{fragmented | icmp | syn}

ip_address: IP-agpec;
mask: macka B
dopmarte IP-agpeca nnm
npedukca

Co3aatb Npasuo, 3anpeluatoLiee NPoxoxaeHue Tpaduka, co-
OTBETCTBYIOLLETO KPUTEPUAM.

- fragmented — dpparmeHTMpOBaHHbIE NaKeTHI;

- icmp — ICMP-Tpadwuk;

- SyNn — Ssyn-nakeTbl.

YoanuTb 3anpetuatoLiee npasuio.

security-suite dos syn-attack
rate {any | ip_address [mask]}

no security-suite dos
syn-attack {any | ip_address
[mask]}

rate: (199..2000)
NaKeToB B CEKYHAY;
ip_address: — IP-appec;
mask: macka B
dopmare IP-agpeca nau
npedukca

3a4aTb NOPOr syn-3anpocoB Ha onpegeneHHbii IP-agpec/ceTb,
npu MpeBbILEHUM KOTOPOro AMWHME Kagpbl 6yayT oTtbpachi-
BaTbCA.

BoccTaHOBUTL 3HaYeHWe NO YMOHAHMUIO.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#

Tabnnuya 286 — KomaHga pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show security-suite configura-
tion

OT06pa3unTb HAaCTPOIKKM 3aWwmTbl oT DoS-aTak.
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HELTEX

show security-suite syn
protection {gigabitethernet
gi_port | tengigabitethernet

OTO6pa3nTb HACTPOMKM 3aWwmThl OT SYN-aTaK 1 onepaTuBHOE
COCTOAHUE UHTEePdENCoB.
gi_port: (1..8/0/1..48);

te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet hu_port: (1..8/0/1..32);
twe_port | group: (1..48)
hundredgigabitethernet

hu_port | port-channel group}

show security-suite syn protec-
tion statistics [detailed]
[source-ip ip_address | inter-
face {gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port | hundredgiga-
bitethernet hu_port | port-
channel group}]

OT06pPa3nTb HACTPOMKM CTaTUCTMKM 3aWmTbl OT SYN-aTaK U UH-
dopmaumio 06 UCTOYHMKAX aTaKu.

- detailed — oTobpakaeT gononHUTENbHYIO UHDOPMaLUIO 06
WCTOYHMKE aTaKu;

- source-ip — oTob6paKkaeT MHPOPMaLMIO ANA YKa3aHHOrO ip-
aapeca UCTOYHUKA;

- interface — oTob6parkaeT MHGOpMaLMIO ANA YKA3aHHOTO UH-
Tepdelica.

Y

OuUCTUTb CTAaTUCTUKY 06 UcTouHMKax SYN-aTak.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48)

B cTratucTuKe coxpaHsaerca uHpopmaumsa o 512 no-
cnefHUX UCTOYHMKAX aTak.

clear security-suite syn
protection statistics

5.31 KauectBo 06cnyuBaHusa — QoS

Mo ymon4YaHWIO Ha BCEX MOPTAX KOMMyTaTopa MCNONb3YeTCA OpraHM3auusa oyYepeam MakeTosB No
meTtoay FIFO: nepsbiii npuwen — nepsblit yweén (First In — First Out). Bo Bpems MHTEHCMBHOW Nepeaayn
TpaduKa npu MCNOMb30BAHUM SAHHOIO METOAA MOFYT BO3HUKHYTb NpPo6iembl, NMOCKONbKY YCTPOMCTBOM
WUTHOPUPYIOTCA BCE NakeTbl, He Boweglwne B bydep ouvepean FIFO, M COOTBETCTBEHHO TepAOTCA
6e3B03BpaTHO. Pelwaet gaHHyo npobnemy meTon, OpraHuUsylOWMiA odepean no npuoputety TpaduKa.
MexaHuam QoS (Quality of service — KauyecTBo 06CAyXMBaHMA), pPeanv3oBaHHbIA B KOMMyTaTOpaXx,
No3BO/ISIET OPraHM30BaTb BOCEMb OYEpPeSEN NPUOPUTETA MAKETOB B 3aBUCMMOCTU OT TUNA NepesaBaemMblxX
AaHHbIX.

5.31.1 Hacmpoiika QoS

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxmnma rnobanbHOM KOHOUIypaLumm:
console (config) #

Tabnunua 287 — KomaHabl perkuma rnobanbHoM KoOHGUrypauum

3Ha4yeHue/3HayeHue no

KomaHda

YMOAYAHUIO

HAelicmeue

ip tx-dscp value

no ip tx-dscp

value: (0..63)/56

YcTaHOBUTb 3HaveHue nona DSCP ans IP-nakeToB, dopmupyembix
LeHTPaNbHbIM NPOLLECCOPOM.

YCTaHOBUTb 3HaYeHME N0 YMOYAHUIO.

ipv6 tx-user-priority value

no ipv6 tx-user-priority

value: (0..7)/7

YcTaHOBUTb 3HaveHue nona DSCP gna naketos, popmupyembix
LeHTPanbHbIM NPOLLECCOPOM.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

ip tx-user-priority value

no ip tx-user-priority

value: (0..7)/7

YcTaHOBUTb 3Ha4YeHue nons CoS AN TerMpoBaHHbIX NaKeTOB,
bopmMpyeMbIX LLeHTPabHbIM NPOLECCOPOM.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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HELTEX

qos [basic | advanced
[ports-trusted |
ports-not-trusted]]

-/basic

PaspewunTs KOMMyTaTOpPy UCNoNb30BaTh QOS.

- basic — 6a30BbIi pexxum QoS;

- advanced — pacwmpeHHbI pexkum KoHdurypaummn QoS, BKKOYa-
IOLLMI NO/HbIV NepeYeHb KoMaHg, HacTpoiku QoS;

- ports-trusted — B faHHOM nogpexxnme nakeTbl HaNpPaBAAOTCA B
BbIXOAHYIO o4epeb Ha OCHOBAHWM NOJIEeN B 3TUX NaKeTax;

- ports-not-trusted — B fJaHHOM nogpexume Bce NAKeTbl Hanpas-
NATCA B o4yepeab, KOTopoi cootseTcTByeT cos=0 (cooTBeTcTBUE
MOXHO MOCMOTPeTb KoMaHgow «show qos interface queuing»),
ONA OTNPaBKY B Apyrue ouyepeam TpebyeTca HazHauTb Ha BXOAHOWM
WHTepdelic cTpaTernio Knaccudpmkaumm Tpadmka (policy-map). 3Ha-
YyeHun dscp He yuuTbIBalOTCA NpU Bblibope BbIXOAHOW ovepesun B
3TOM nogpexnme.

qos advanced-mode trust
{cos | dscp | cos-dscp}

no gos advanced-mode trust

-/cos-dscp

YCTaHOBUTL MeTog, J0BepuA Ha MopTax npu pabote B pexume
pacwupeHHoro KoHourypaumm QoS n nogpexkmnme ports-trusted.

- €os — nopT gosepsaeT 3HaveHuto 802.1p User priority;

- dscp — nopt posepaeT 3HaueHuto DSCP 8 IPv4/IPv6-nakeTax;

- cos-dscp — nopT foBepsAeT 060MM ypOBHAM, ogHako DSCP nmeet
npuoputeT Hag 802.1p.

YCTaHOBUTb METOA NO YMONYAHMIO.

class-map class_map_name
[match-all | match-any]

no class-map
class_map_name

class_map_name: (1..32)
CMMBO/IOB;
Mo ymonyaxuio
ncnonb3yeTcsa onuua
match-all

1. Co3path CNUCOK KpUTEPUEB KNaccuduKaLmm Tpadumka.
2. BONTU B peXXMM pesakTMPOBaHWUA CNIUCKA KpUTepues Knaccuou-
Kaumun Tpadumka.
- match-all — Bce kKpuTepun gaHHOro cnncka JONKHbI BbITb BbINOA-
HeHbl;
- match-any — oauH, nto6oli KpUTEPUn JAHHOTO CMUCKA A0/KEH
6bITb BbINOJIHEH.
B cnucke KputepueB moxKeT 6biTb 04HO MAM ABA Npa-
V Buna. Ecan npaBuna aBa, 1 06a OHM YKa3bIBAIOT HA pas-
Hble Tunbl ACL (IP, MAC), To Knaccudumkauma 6yaer ocy-
LLLeCTBAATLCA MO NepBOMY B CMUCKE BEPHOMY NpaBuiy.

V [JeiicTBYyeT TONbKO ANA pexuma qos advanced.

YAanuTb CNUCOK KpuTepues KnaccuburKkaumm Tpaduka.

policy-map policy_map_name

policy_map_name: (1..32)

1. Co3patb cTpaTerunto knaccubmukaumm Tpadpuka.
2. BoWTK B pexXuM pefakTUpoBaHMA CTpaTerym knaccuduikaumm
Tpaduka.
B oAHOM HanpaBAeHUU NOAAEPHKUBAETCA TONbKO OAHA
V cTpaterna Knaccudukaumm Tpadpuka.
Mo ymonuyaHuio policy-map ycraHasnmsaet DSCP = 0 gnsa

CMMBOJ/I0B IP-nakeToB 1 CoS = 0 anA TerMpoBaHHbIX NAKETOB.
V DeiicTByeT TONbKO AnA pexxuma qos advanced.
no policy-map Y4anutb npasuao KnaccuduKkauum tpadumka.
policy_map_name
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HELTEX

qos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_kbps
peak_burst_byte
[violateaction {drop |
policed-dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:

(1..32) cumBona;
committed_rate_kbps:
(3..100000000) k6uT/C;

excess_burst_byte:
(3000..268431360) 6aiiT;
peak_rate_kbps:
(3..100000000) K6uT/c;
peak_burst_byte:
(3000..268431360) 6aiT

OnpefennTb WabNOH HACTPOEK, KOTOPbIW NO3BOAAET ONPAHUYUTD
nonocy NPonycKaHWA KaHana.
Mpwv paboTe ¢ N0AI0COW NPOMYCKAaHUA MCNONb3YETCA aNTOPUTM Map-
KMPOBAHHOWM «KOP3UHbI». 3aAa4elt anroputma ABAAETCA NPUHATUE
pelweHua: nepeaaTtb NakeT Man oTbpocuTb. MapameTpamu anro-
pUTMa ABAAKOTCA CKOpOCTb nocTtynaeHus (CIR) mapkepoB B «Kop-
3MHY» U 06BbEM (CBS) «KOpP3UHbBI».
- committed-rate-kbps — cpepHee 3HayeHWe cKopocTu Tpaduka.
[aHHas cKopoCTb rapaHTUpyeTca Npu nepegade MHGopmauuu;
- committed-burst-byte — pasmep caep*KunBatoLero nopora B 6a-
Tax;
- drop — nakeT 6yzeT oTOpOLLEH, KOr4a «KOP3UHa» NepenosiHUTCS;
- policed-dscp-transmit — npu nepenoaHeHnn KKOP3MHbI» 3Haye-
Hue DSCP bygeT nepeonpeneneHo;
- peak — yCTaHOBWTbL NOPOroBOE 3HAYEHNE CKOPOCTU TpaduKa C ne-
peonpeaeneHHbimn 3HaYeHnammn DSCP;
- violate-action — ycTaHOBUTb AeiicTBMe Hag NakeTom nocne npe-
BbILLEHWA NOPOroBOro 3HaYeHus.
Henb3a yaanutb WabnoH HACTpPOEK, ecin OH UCMONb3y-
V erca B cTpaterum policy map, nepeg yaaneHuem cnegyer
YAaNUTb Ha3HauyeHue wWabnoHa crpaTteruu: no police
aggregate aggregate-policer-name.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napamertp policed-dscp-transmit no3sonsaeT npu npesbl-
WweHun 3HaueHua committed_rate unu peak_rate nepe-
V AaTb NaKeT ganblue, Y3MeHUB B HeM MeTKy dscp, KOTo-
pas HacTpauBaeTcA KOomaHAoMi qos map policed-dscp c
AONONHUTENbHbIM aprymeHTom violation B cayyae c
peak_rate. Mpu atom npu npesbileHnn committed_rate
1 peak_rate MoKHO HacTpauBaTb pasHble 3HaYeHus dscp.

YaanuTtb wabsoH HaCTPOEK pPeryinpoBaHna CKOPOCTM KaHana.

qos aggregate-policer
aggregate_policer_name pps
committed_rate_pps
committed_burst_packet
[exceedaction {drop |
policed-dscp-transmit [peak
peak_rate_pps
peak_burst_packet
[violateaction {drop |
policed-dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_pps:
(125..195312500) pps;

committed_burst_packet:

(1..195312500) naketos;
aggregate_policer_name:
(1..32) cumBonos;
peak_rate_pps:
(125..195312500) pps;
peak_burst_packet:
(1..195312500) nakeToB

OnpefennTb WabNoH HACTPOEK, KOTOPbIM NO3BOAAET OFPAHUYNUTD
Noocy NPOMYCKAHMA KaHa/la U B TO Ke BPEMA rapaHTMpoOBaTb
onpesesieHHy0 CKOPOCTb Nepesiayn AaHHbIX.
Mpu paboTe ¢ N0N0COM NPONYCKaHWUA UCMOJb3YeTCA aNropuUTM Map-
KMPOBAHHOM «KOP3WHbI». 3a4a4eit aaropuTma ABASETCA NPUHATHE
peleHuna: nepeaaTtb NakeT Man oTbpocuTb. MapameTpamu anro-
pUTMa ABAAKOTCA CKOopocTb nocTtynaeHun (CIR) mapkepoB B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHbI».
- committed-rate-pps — cpegHee 3HauyeHWe CKOpPOCTU TpaduKa B
ppS;
- excess_burst_packet — pasmep cepK1BaloLLEro nopora B nake-
Tax;
- drop — nakeT 6yzeT oTOpoLUEH, Koraa «Kop3nMHa» NnepenosiHUTCS;
- policed-dscp-transmit — npu nepenosiHeHnn KKOP3MHbLI» 3HaYe-
Hue DSCP byzeT nepeonpeneneHo.
Henb3a yaanutb WabnoH HACTPoeK, ecau OH UCNOJb3y-
V eTcA B cTpateruum policy map, nepea yganeHmem cneayer
YAaNUTb Ha3HauyeHue wWwabnoHa crpateruu: no police
aggregate aggregate-policer-name.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napamertp policed-dscp-transmit nossonseT npu npesbl-
WeHUn 3HaueHua committed_rate unu peak_rate nepe-
V AaTb NaKeT ganblue, Y3MeHUB B HeM MeTKy dscp, KoTo-
pas HacTpauBaeTcA KomaHAoi qos map policed-dscp c
AONONAHUTENbHbIM aprymeHTom violation B cayyae c
peak_rate. Mpu 3tom npu npesbllweHnn committed_rate
n peak_rate mo)XHO HacTpauBaTb pasHbie 3HaYeHuA dscp.

Yaanutb wabnoH HACTpPOEK perynnpoBaHnA CKOPOCTU KaHasa.
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HELTEX

qos map policed-dscp
[dscp_list]

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabamua
NOBTOPHOM MapKUPOBKMU
ABNAETCA NYCTOM, TO eCTb
3HayeHuna DSCP gna scex

BXO4ALLMX MNAKETOB
OCTaAOTCA HEM3MEHHbIMM

3anonHuTb Tabanuy nepemapknposku DSCP. na BXxoaALmMX NaKe-
TOB C YyKa3aHHbIMM 3HayYeHuAmM DSCP 3apaeT HOBOe 3HauyeHue
DSCP.

- dscp_list —onpeaenset go 8 3HaueHnin DSCP, 3HayeHWA pasaens-
t0TCA 3HaKOM Npobena;

- dscp_mark_down — onpegenseTt HoBoe 3Ha4yeHue dscp;

- violation —3aaaTb HoBOe 3HayeHne DSCP B nakeTe npu npesbilie-
HWK 3HaveHusn peak_rate.

V DeiicTByeT TONbKO ANA pexxnuma qos advanced.

YCTaHOBUTb 3HA4YeHUA No YMONYaHUIO.

wrr-queue cos-map queue_id
cos1...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3Ha4veHus CoS no
YMONYaHUIo anA
oyepenen:
CoS=1-ouepeab 1
CoS =2 — ouepepgpb 2
CoS =0 —o4epegb 3
CoS =3 —ouyepenb 4
CoS =4 —ouepegb 5
CoS =5 —ouepeab 6
CoS = 6 —ouyepenb 7
CoS =7 —o4yepenb 8

Onpepenntb 3HaveHns CoS ana odyepenelt ucxoasuiero tpaduka.

YCTaHOBUTb 3HaYE€HUA MO YMOIYAHUIO.

wrr-queue bandwidth
weight1..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymonuaHuto Bec
Kaxpon ovyepeam paseH 1

MpPUCBOUTL BEC UCXOAALLMM OYepeaam, UCNONb3YEMbIA MEXaHW3-
mom WRR (Weighted Round Robin — BecoBoli mexaHu3m pacnpe-
AeNeHus HarpysKku).

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

priority-queue out
num-of-queues
number_of queues

no priority-queue out
num-of-queues

number_of_queues: (0..8)
Mo ymonyaHuio Bce
ouyepeam obpabaTbiBatoTCA
no anroputmy «strict
priority».

3a4aTb KONMYECTBO NPUOPUTETHBIX OYepeseit.

V Dna npuoputetHoii ouepegm sec WRR 6yaet urHopupo-
BaTbcA.
Ecnu 3agaetca otiMyHoe ot «0» 3HaueHue N, To cTaplume
N ouepepgeii 6yayT npuoputeTHbiMu (He ByayT yyacTso-
BaTb B WRR).
Mpumep:
0: Bce ouepeamn paBHOMNPABHbI;
1: cemb mnagwmx ouepepgeii yuactsyt B8 WRR, 8-aa He
y4yacrByer;
2: wectb Mnaawmx oyepeaen ydacrsytotr B8 WRR, 7, 8 He
y4acrBylor.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

gos map enable {cos-dscp |
dscp-cos}

no gos map enable
{cos-dscp | dscp-cos}

-/BbIK/IIOYEHO

Mcnonb3oBaTtb 3agaHHy0 Tabauuy nepemapKMpoBKM Aasa Lose-
peHHbIX NOPTOB KOMMYyTaTOpa.

He ncnonb3oBath TabanLy NepeMapKUPOBKU.

qos map dscp-cos dscp_list to
cos

no qos map dscp-cos [
dscp_list]

dscp_list: (0..63);
cos: (0..7)

3anonHuTb Tabnmuy nepemapknposkn DSCP. 3ameHseT 3HayeHue
DSCP Ha CoS.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

gos map cos-dscp cos to
dscp_list

no gqos map cos-dscp [ cos ]

dscp_list: (0..63);
cos: (0..7)

3anonHuTL Tabanuy nepemapkupoBkn CoS. 3ameHsieT 3HayeHue
CoS Ha DSCP.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

qos map policed-dscp
dscp_list to dscp_mark_down

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabamua
NOBTOPHOM MAaPKMUPOBKM
ABNAETCA NYCTOM, TO ecTb
3HayeHua DSCP gna scex

BXOAALLMX NAaKeToB
OCTaloTCA HEM3MEHHbIMMU

3anonHuTb Tabnuuy nepemapkmposku DSCP. na BxoaAawmx nake-
TOB C YyKa3aHHbIMK 3HayeHnamn DSCP 3apaeT HoBoe 3HayeHue
DSCP.

- dscp_list — onpeaenset po 8 3HayeHuit DSCP, 3HaueHuA pasgens-
toTCcA 3HaKom npobena;

- dscp_mark_down — onpegenset HoBoe 3Ha4yeHue dscp.

V [eicTByeT TONIbKO ANA pexuma gos advanced.
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HELTEX

no qos map policed-dscp
[dscp_list]

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

gos map dscp-queue dscp_list
to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3HayeHMA No YMONYAHUIO:
DSCP: (0-7), ouepegp 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepegpb 3
DSCP: (24-31), ouepeab 4
DSCP: (32-39), ouepeab 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

YCTaHOBUTb COOTBETCTBME MeXay 3HadeHuamu DSCP BxoaAalimnx
nakeToB U oyepeaaMu.
- dscp_list — onpeaensier go 8 3HayeHnin DSCP, 3HayeHuA pa3gens-
0TCA 3HaKOM npobena.

YCTaHOBUTb 3HaYE€HUA MO YMOYAHUIO.

qos trust {cos | dscp |
cos-dscp}

no qos trust

-/cos

YCTaHOBUTbL PEXMM L0OBEPUA KOMMyTaTopa B 63a30BOM pexunme
QoS (CoS nan DSCP).

- COS — YCTaHaBNMBAET KNaccudMKaLMIO BXOAALLMX NAKETOB MO 3Ha-
yeHuAm CoS. [1na HeTerMpoBaHHbIX MAaKeTOB UCMONb3yeTcA 3Haye-
Hue CoS No ymoNYaHuio;

- dscp — ycTaHaBAMBaeT KaaccupUKaLMio BXOAALMX NAKETOB MO
3HayeHmam DSCP.

- cos-dscp — yCTaHaB/AMBAET KAAacCMOUKALMIO BXOAALLMX MAKETOB
no 3HavyeHnam DSCP gna IP-naketoB 1 no 3HavyeHnam CoS gnAa He
IP-nakeToB.

V DeiicTByeT TONbKO ANA pexxuma qos basic.

YCTaHOBUTb 3HAYeHUA NO YMONYaHULO.

qos dscp-mutation

no qos dscp-mutation

Mo3BOAUTL NPUMEHUTbL TabAULLY M3MEHEHWI dSCp K COBOKYMHOCTU
dscp-aoBepeHHbIX NopToB. Mcnonb3oBaHne Tabauubl U3MEHEHUI
no3BonAeT nepesanucaTtb 3HaYeHna dscp B IP-nakeTax Ha HoBble
3HayeHuA.

V MpumeHntb Tabnuuy wuameHeHuit DSCP BO3MOXKHO

TONbKO ANA BXoAALLero TpaduKa AOBEPEHHbIX NOPTOB.
V [DeicTByeT TONIbKO ANA pexuma qos basic.

OTMEHMUTb NCMONb30BAHNE KAPTbl U3MEHeHMM dscp.

gos map dscp-mutation
in_dscp to out_dscp

no qos map dscp-mutation
[in_dscp]

in_dscp: (0..63),
out_dscp: (0..63)

Mo ymonyaHuio KapTa us-
MEHEHUI ABNAETCA NYCTON,
TO ecTb 3Ha4YeHunAa DSCP gna

BCEX BXOAALLMX NAKETOB

OCTaAOTCA HEM3MEHHbIMU

3anonHUTb Tabanuy nepemapknpoBku DSCP. [na BXOSALLMX NaKe-
TOB C YKa3aHHbiMW 3HayYeHnamu DSCP 3agaeT HOBble 3HayeHuUA
DSCP.

- in-dscp — onpepenseT go 8 3HayeHuit DSCP, 3HauyeHun pasgens-
t0TCA 3HaKOM Npobena;

- out-dscp — onpegenset A0 8 HOBbIX 3HayeHui DSCP, 3HayeHus
pasgenatTca 3Hakom npobena.

YCTaHOBUTb 3HAYeHUA No YMOANYaHULO.

rate-limit vlan vian_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..100000000)
K6uUT/C;
burst: (3000..268431360)
6anT/128 Kb6anT

YCTaHOBUTbL OrpaHUYEHNE CKOPOCTU O/15 BXoAsALlero Tpaduka ana
3agaHHoM VLAN.

- vlan_id — Homep VLAN:

- rate — cpegHana ckopocTb TpadumKa (CIR);

- burst — pasmep caepuBatoLLero nopora (orpaHNMYeHWe CKOpo-
cTn) B 6GanTax.

CHATb orpaHu4eHune CKopocTtn BxoaAawiero Tpadwma.

rate-limit vlan vian_id
pps rate_pps burst_packet

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate_pps:
(125.. 195312500) pps
burst_pps: (1..195312500)
nakeTos

YCTaHOBUTb OrpaHMYeHne CKOPOCTU ANA BXoaAawero Tpaduka gna
3agaHHoM VLAN.

-vlan_id — Homep VLAN:

- rate_pps — KONNYECTBO NaKeTOB B CEKYHAY.

- burst_packet — pasmep caepumBatowero nopora (orpaHvyeHme
CKOPOCTH) B MaKeTax.

CHATb orpaHu4eHune CKopocTtn BxoaAawiero Tpadwma.
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HELTEX

traffic-limiter mode {kbps | YCTaHOBUTb pexkum paboTbl orpaHuyeHus Tpadmka.
pps} - kbps — orpaHuuyeHune BxoaaLWMX KUNOOUT B CEKYHAY;
- pps — OrpaHNYeHne BXOAALLMX MAKETOB B CEKYHAY;
[aHHasa KOMaHAA U3MeHseT peXxum paboTbl 4nA cnepy-
V towero ¢pyHKUMOHana: storm-control, rate-limit, rate-
limit vlan, police, qos aggregate-policer.
Bbl6paHHbII  peXXum  JONXKEeH  COOTBeTCTBOBaTb
V HacTpoiiKam orpaHuyeHuA TpadpuKa MHaue orpaHuye-
HUA TpaduKa He npousoiiger. Hanpumep: KomaHga
storm-control unicast kbps He b6yaeTr orpaHuumMsaTtb
Tpaduk, ecnm BeegeHa KomaHpa traffic-limiter mode

pps.

/kbps

KomaHObI pexcuma pedakmuposaHUSA CIUCKA Kpumepues KadccuguKkayuu mpaguka

Bua 3anpoca KOMAHOHOM CTPOKM peMMa pefaKTUPOBAHUA CMMUCKA KpuUTepueB KaaccuduKaumm
Tpaduka:

console# configure
console (config)# class-map class-map-name [match-all | match-any]
console (config-cmap) #

Tabanuya 288 — KomaHAb! perkMma pefakTMpoBaHMA CNMCKa KpuTepumes KnaccuduKkaumm Tpadmka

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
no yMoaYaHuro
match access-group ac/_name [Jo6aButb Kputepuii Knaccupuraumm tpaduka. Onpegensaet npa-
Buna dpunbTpaumm TpaduKka no cnmcky ACL gns knaccudumraumm.
acl_name: (1..32) "
JeicTByeT TONbKO ANA pexxuma gos advanced.
CMMBOIOB
no match access-group YpanuTe KpUtepuin KnaccuduKkaumm Tpaduka.
acl_name

KomaHObI pexcuma pedarmuposaHus cmpameauu Kadaccugukayuu mpagduka

BuAa 3anpoca KOMaHAHOM CTPOKM peXxnma peaakTMpoBaHMAa cTpaTernm knaccudmrkaumm tpadumka:
console# configure
console (config)# policy-map policy-map-name

console (config-pmap) #

Tabanua 289 — KomaHab! perkMma pefakTMpoBaHuaA cTpaTernm KnaccuduKkaumm Tpadmka

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymMoa4YaHuro
class class_map_name OnpegenvTb NpaBuao KnaccudukaLumm TpadurKa U BXOANUT B PEXRUM
[access-group acl_name] KOoHdUrypaumm npasunaa knaccuounkaumm — policy-map class.
-acl_name — onpepenseT npasuna ¢unbTpauum Tpaduka no
cnucky ACL ana knaccudpukaumm. Mpm cosgaHMm HOBOro npasuaa
KnaccuduKaumm onumMoHaNbHbIV NapameTp access-group obsasate-
class_map_name: NeH.
(1..32) cumBonos; Ana Toro utobbl MCNONbL30BaTb HACTPOMKKU cTpaTermm
acl_name: (1..32) V policy-map pnsa uHTepdeiica, ucnonb3yite KomaHay
CMMBONOB service-policy B pexxume KoHpurypauumn nHtepdeiica.
V DeiicTByeT TONbKO ANA pexxuma qos advanced.
no class class_map_name YpanuTe npaBuao KnaccuouKkaumm tpaduKa class-map us ctpare-
rum policy-map.
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HELTEX

KomaHObI pexcuma KoHgu2ypauyuu npasuad Kaaccugukayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdUrypaLmm npasmnna Knaccubmurkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabanua 290 — KomaHabl perkMma KoHoUrypaumm npasuna Knaccupurkaymm

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

trust

no trust

Mo yMONYaHMIO pPeEXUM
[OBepus He yCTaHOBAEH

OnpeaenvTb peXknUm J0BEPUA K onpeaeneHHoMy TUny Tpaduka
COrNacHo rnobasbHOMY PeXUMY 40BEpUS.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

set {dscp new_dscp | queue
queue_id | cos new_cos | vlan
vlan_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YCTaHOBUTb HOBble 3Ha4YeHuMAa ana IP-nakera.
KomaHpaa set ABnseTca B3aMMOMUCKIOUAIOLWEN C KO-
V MaHZAoI trust ana ogHoM u Toii e cTpaterum policy-
map.

Crparerum policy-map, ncnonb3yiowme KomaHgapl set,
V trust uam umerowmii kKnaccudpukauymio ACL, HasHaua-

10TCA TONIbKO ANA UCXOAALMUX MHTEPDENCOoB.

V [DeicTByeT TONIbKO ANA pexuma gos advanced.

Ypanutb HoBble 3HaYeHuA ana IP-nakerta.

redirect {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no redirect

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

HanpaBuTb NakeTbl, y40BAETBOPAIOLWME NPABUY KNaccudmKka-
umm TpadurKa, B yKasaHHbIN NOpPT.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.
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HELTEX

police committed_rate_kbps
committed_burst_byte
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

police aggregate
aggregate_policer_name

no police

committed_rate_kbps:
(3..12582912) kbut/c;
committed_burst_byte:
(3000..19173960) 6ayiT;
peak_rate_kbps:
(3..57982058) K6UT/C;
peak_burst_byte:
(3000..19173960) 6aut

M03BOAUTb OFPaHMYUTL NOIOCY NPONYCKaHUA KaHana.

Mpw paboTte ¢ NONOCOIN NPONYCKaHUA UCNOJb3YETCA aNrOPUTM
MapKMPOBaHHOW «KOP3WHbI». 3ajaveit anroputma sBAAETCA
NPUHATUE peLLeHua: nepesaTb NakeT UAM oTbpocuTb. NMapameT-
pamu anropuTma ABAAOTCA CKOpOCTb noctynaeHusa (CIR) map-
KepoB B «KOP3MHY» N 06BbEM (CBS) «KOpP3UHbI».

- committed_rate_kbps — cpeaHee 3HayeHWe CKOPOCTM Tpa-
duKa;

- committed_burst_byte — pa3mep caeprkuBatoLLero nopora 8
baiitax;

- drop — naket 6yaet oT6poOLIEH, KOraa «KOp3uHa» nepenos-
HUTCA;

- policed-dscp-transmit — npu nepenosHeHUM KKOP3UHbI», 3HA-
yeHune DSCP 6yaert nepeonpesgeneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHWe CKopocTH TpaduKa ¢
nepeonpegeneHHbiMn 3HavyeHnammn DSCP;

- volate-action — ycTaHOBUTb AeNCTBME HAA NaKeTom nocne
NpeBbleHNA NOPOroBOro 3HaYeHus.

V [eilicTBYyeT TONbKO ANA pexuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npeBbilleHUM 3HayeHUs committed-rate wam

V peak_rate nepeaaTb NaKeT ganblue, UI3MEeHUB B HEM
MeTKy dscp, KoTopas HacTPanMBaeTCa KOMaHAO oS
map policed-dscp ¢ gononHUTENbHbIM aprymeHTOM
violation B cnyuae c peak_rate. Mpu asTom npm npe-
BbllleHUM committed_rate u peak_rate MoXKHO
HacTpanBaTb pa3Hble 3HaueHua dscp.

HasHauute npasuny Knaccudukaumm  Tpaduka wabnoH
HaCTPOEK, KOTOPbI NO3BOAAET OFPAHUYUTL MOOCY NPOMYCKa-
HWA KaHana.

V [DeicTByeT TONIbKO ANA pexuma qos advanced.

Ypanutb wabnoH HacTPOEeK PeryiMpoBaHus CKOPOCTU KaHana
13 Npasuia Knaccuduraumm tpaduka.

police pps committed_rate_pps
committed_burst_packet}
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-dscp-
transmit}]]}]

committed_rate_pps:
(125.. 19531250) pps;

committed_burst_packet:

(1.. 19531250) nakeTos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) makeros

Mo3BOAUTL OrPaAHMYUTL NOIOCY NPONYCKAaHUA KaHana.

Mpu paboTe ¢ NONOCOW NPOMNYCKAHUA UCMO/b3YETCA aNropPUTM
MAapPKUPOBAHHOM «KOP3WHbI». 3afayeirt anroputma sABAAETCA
NPUHATUE peLleHua: nepesaTb NakeT UAM oTbpocuTb. MapameT-
pamu anropuTma ABAATCA CKOpOCTb noctynaenusa (CIR) map-
KEpOoB B «KOP3UHY» U 06bEM (CBS) «KOP3UHbI».

- committed_rate_pps — cpefHee 3HaYeHne cKopocTn Tpaduka
B pps;

- committed_burst_packet — pasmep caepuBatoLLero nopora
B balTax;

- drop — naket byaeT oTbpoLLEH, Korga «KKOp3uHa» nepenosn-
HUTCA;

- policed-dscp-transmit — npu nepenonHeHUn KKOP3UHbI», 3HA-
yeHune DSCP 6yaet nepeonpesneneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHne CKOpocTH TpaduKa
nepeonpegeneHHbIMN 3HayeHnamm DSCP;

- volate-action — ycTaHOBMTb AEWCTBME HafL MaKeTOM nocne
npesblLeHNA NOPOroBOro 3HaYeHUs.

V [eilicTByeT TONbKO AN pexxuma gos advanced.

Napametp policed-dscp-transmit nossonser npu
npesbllleHUM 3HauyeHUa committed-rate wnamn
peak_rate nepeaaTb NaKkeT Aanblue, USMEHUB B HEM

V MeTKy dscp, KOTopasA HacTpauBaeTcs KOMAHA0M (oS
map policed-dscp ¢ gononHUTENbHbIM apPryMmeHTOM
violation B cnyuae ¢ peak_rate. Mpn aTom npu npe-
BbllleHUU committed_rate wn peak_rate MOXKHO
HacTpauBaTb pa3Hble 3HayeHus dscp.
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HELTEX

Ypanutb wabnoH HacTpoeK peryaMpoBaHMA CKOPOCTU KaHana
13 npaBuna Knaccudurkaumm Tpaduka.

no police

YKasaTb HOmMep monitor-ceccun ONA 3epKasMpoBaHMsa Tpa-
duKa.

mirror {monitor_session}
monitor_session: 1

no mirror {monitor_session} OTMEHUTb 3epKaiMpoBaHue.

KomaHObI pexcuma KoHgu2ypauuu npogund qos tail-drop

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma KoHdurypaumm npoduns qos tail-drop:

console# configure
console (config) # gos tail-drop profile profile id
console (config-tdprofile) #

Tabanua 291 — KomaHabl perknma KoHourypaumm npoduna qos tail-drop

3HayeHue/3Ha4yeHue

Aeiicmeue
o ymon4aHuio

KomaHda

port-limit /imit 3a4aTtb pasamep NakeTHOro pasgensemoro nyna ana nopra.

limit: (0..7576)/25

no port-limit YCTaHOBWUTL 3HAYEHME MO YMOYAHMIO.

N3meHWTb NnapameTpbl ouepeam:

- queue_id — Homep ouyepeau;

- limit — KonnyecTBO NaKkeToB B o4epesy;

- without-sharing — 3anpeTtutb goctyn K obwemy nyny;
- with-sharing — paspewutb goctyn K 06wemy nyny.

queue queue_id [limit
limit] [without-sharing |
withsharing] limit: (0..7576)/12;

queue_id: (1..8)

no queue queue_id YCTaHOBWUTL 3HAYEHME MO YMOYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbi nopmos

BuAa 3anpoca KoOMaHAHOWM CTPOKM pexxnma KoHdurypaumm nHtepdeica Ethernet, rpynnel noptos:
console (config-if)#

Tabanua 292 — KomaHabl pexnma KoHpurypaumm nHtepoeiica Ethernet, rpynnel noptos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

HAelicmeue

service-policy {input | output}
policy_map_name [default-
action {deny-any | permit-
any}]

no service-policy {input |
output}

policy_map_name:
(1..32) cumBonos

HasHauntb HTepdeicy cTpatermto KnaccuouKkaumm Tpaduka.

- deny-any — ot6pocuTb TpaduK, He NonagatoLmii noa aencremne
NONUTUKMY;

- permit-any — paspewunTb NpoxoxaeHue TpaduKa, He
nonajatoLLero noj AencTsme NoANTUKK.

Yaanutb cTpaTernto Knaccudukaumm tpaduka c nHtepdeitca.

traffic-shape committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(64..100000000)
KbuUT/C;
committed_burst:
(4096..12578880) 6aiT

YCTaHOBUTb OrpaHMYeHMe CKOPOCTU ANA UCXoadALLero TpaduKa ye-
pe3 nHtepdeliic.

- committed_rate — cpeHAsA CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pa3smep cAepHKUBatOLLEro nopora (orpaHuye-
HWe cKopocTu) B BalTax.

CHATb OrpaHMyYeHne CKOPOCTU UCXoaaLLero TpaduKa Yepes UHTep-
delic.

traffic-shape queue queue_id
committed_rate
[committed_burst]

no traffic-shape queue
queue_id

queue_id: (0..8);
committed_rate:
(64..100000000)
K6uT/C;
committed_burst:
(4096..12578880) 6aiit

YCTaHOBUTbL OrpaHMYeHMe CKOPOCTM TpaduKa yepes mHTepdeiic
ANA ncxoaslLen oyepeau.

- committed_rate — cpeHAA CKOPOCTb TpaduKa, KBUT/c;

- committed_burst — pa3smep cAoepHKUBatoOLLEro nopora (orpaHuye-
HWe ckopocTu) B balTax.

CHATb OorpaHnyeHne cKopocTu TpaduKa yepes uHTepdeiic ansa mc-
XoAAulein ouepeam.
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HELTEX

qos trust [cos | dscp |
cos-dscp]

no qos trust

-/BKOYEHO

BKAtouMTb 6a30BbIN MEXaHW3M qOS AN1A MHTepdeica.

- €os — NopT AosepsAeT 3HavyeHuto 802.1p User priority;

- dscp — nopt AosepseT 3HaveHuto DSCP B IPv4/IPv6-nakeTax;

- cos-dscp — nopT gosepseT 06o0um ypoBHAM, ogHako DSCP nmeet
npuoputeT Hag 802.1p.

BbIKMOUNTb 6a30BbIM MexaHM3M oS g5 UHTepdelica.

rate-limit rate [burst burst]

no rate-limit

rate: (64..100000000)
Kéut/c;
burst:
(3000..268431360)
6anT/128 KbanT

YCTaHOBWUTb OrPaHUYEHNE CKOPOCTM ANA BXOAALLEro TpadumKa.

CHATb OrpaHuYeHme CKopoCTH BxoasaLLero Tpaduka.

rate-limit pps rate_pps
[burst burst_packet]

no rate-limit

rate_pps:
(125..195312500) pps;
burst_pps:
(1..195312500)
nakeToB

YCTaHOBWUTL OrpaHWYeHMe CKOPOCTU ANA BXoAdAllero TpaduKka B
pps.

CHATb OrpaHMYEHNE CKOPOCTU BXOAALLErO TpadUKa.

gos cos default_cos

Nno qos cos

default_cos: (0..7)/0

YcTaHoBUTL 3HaueHne CoS no ymonyaHuio gaa nopta (CoS, npume-
HAEMbI/ ANA BCEro HeTerMpoBaHHOro Tpaduka, NPOXoAALLEro Ye-
pe3 nHtepdeiic).

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

qos tail-drop profile profile_id

no qgos tail-drop profile

profile_id: (1..8)

MpunBA3aTb YKa3aHHbIM NPOPUIb K MHTEpdeIicy.

Y6paTb NpuBA3KY.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica VLAN

Bupg, 3anpoca KOMaHAHOM CTPOKU perknmMa KOHoUrypaumnm nHtepodeica VLAN:

console (config-if) #

Tabanuya 293 — KomaHabl perknuma KoHourypaumm nHtepdeiica VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

oS Cos egress cos

No qOs Cos egress

cos: (0..7)

YCcTaHOBUTb 3HaYeHWe napameTpa nona npuoputeta 802.1p gna
NUCXOAALLEro TerMpoBaHHOro Tpaduka, GOPMUPYEMOrO LEH-
TPaNbHbIM NPOLLECCOPOM.

V Mpwu oTcyTcTBMM KOMaHAbI 3HauyeHue cos byaer nony-

ipv6 tx-user-priority value.

4YeHO M3 HaCTPOoeK KOMaHZ, ip tx-user-priority value unm
YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 294 — KomaHzabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
0 yMon4YaHuo

Aelicmeue

show qos

MokasaTb pexxum QOS, HaCcTPOeHHbIM Ha ycTpoiicTee. B 6azoBom
perKMMe NOoKa3biBaeT «A0BEePEHHbIN» pexum (trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cMmBoOsIa

MoKasaTb CNMCKKU KpuTepues Knaccudurkaumm Tpaduka.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name:
(1..32) cumBona

MokasaTb npaBuaa Knaccudukaumm Tpaduka.

V [DeicTByeT TONIbKO ANA pexuma gos advanced.
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HELTEX

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumsona

MoKa3aTb HAaCTPOWMKM CpeaHel CKOPOCTU U OrpaHNYeHUs NoaoCHI
nponycKkaHuaA 419 NpaBua Knaccudukaumm Tpaduka.

V [DeicTByeT TONIbKO ANA pexxuma gos advanced.

show qos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MokasaTtb QoS-napameTpbl gns uHTepdelica.

- vlan_id — Homep VLAN;

- te_port — Homep nHTepdeiicos Ethernet XG1-XG12;

- group — Homep rpynnbl NOPTOB;

- buffers — HacTpoliku bydepa ana ouepeneit MHTepdeiica;

- queueing — anroputm obpaboTku ouepeseit (WRR unm EF), Bec
ona WRR-ouepegel, Knaccbl 0bCiyXuBaHusa ana odepegent u
npuoputeT ana EF;

- policers — ckoHdUrypupoBaHHble cTpaTerMm Knaccudukauum
Tpaduka gns nHtepdelica;

- shapers — orpaHuyeHune ckopocT ansa ncxogailero Tpaduka.

show gos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation | dscp-cos |
cos-dscp]

MoKa3aTb MHPOPMaLMIO O 3aMeHe NoJiei B MaKkeTax, UCMob3ye-
Mmbix QOS.

- dscp-queue — Tabnmua cootseTcTBUA DSCP 1 ouepeneit;

- dscp-dp — Tabnnua cootsetcTBuAa metok DSCP u npuoputeta
cbpoca (DP);

- policed-dscp — Tabamua nepemapkunposkm DSCP;

- dscp-mutation — Tabanua nsmeHeHma DSCP-to-DSCP;

- dscp-cos — Tabnnua nsmeHeHu dscp-cos;

- cos-dscp — Tabnnua nsmeHeHu cos-dscp.

show qos tail-drop

MpocmoTpeTb napameTpos tail-drop.

show qos tail-drop
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MpocmoTpeTb tail-drop MHPOpMALMKM MO KOHKPETHOMY MOpPTY
(BCcem nopTam).

show qos tail-drop unit unit_id

unit_id: (1..8)

MpocmoTpeTsb tail-drop MHPopmaunmn No KOHKPETHOMY YCTPOWM-
CTBY B CTEKe.

[pumepbl 8b1M0AHEHUS KOMAHO

Brntountb pexknum QoS advanced. Pacnpeaenutb Tpaduk no ovyepegam, naketbl ¢ DSCP 12 B nepsyto
oyepeab, nakeTbl ¢ DSCP 16 Bo BTOpY0. BOocbmas oyepeab — npuoputeTHasa. Co3aaTb cTpaTeruio
Knaccudmraumm Tpadmrka no cnmucky ACL, paspewatowemy nepegadvy TCP-naketos ¢ DSCP 12 n 16
M OrpaHMYMBaIOLLY IO CKOPOCTb — CpeaHaAn ckopocTb 1000 K6ut/c, nopor orpaHuyeHma 200000 6aitT.
Mcnonb3oBaTb JaHHYHO cTpaTernto Ha HTepdelicax Ethernet 14 n 16.

console#

console# configure

console (config)# ip access-list tcp ena

console (config-ip-al) # permit tcp any any any any dscp 12
console (config-ip-al) # permit tcp any any any any dscp 16
console (config-ip-al)# exit

console (config)# gos advanced

console (config) # gqos map dscp-queue 12 to I

console (config)# gos map dscp-queue 16 to 2

console (config)# priority-queue out num-of-queues I
console (config)# policy-map traffic

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c) # exit

console (config-pmap) # exit

console (config) # interface tengigabitethernet 1/0/14
console (config-if) # service-policy input traffic
console (config-if) # exit

console (config) # interface tengigabitethernet 1/0/16
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HELTEX

console (config-if) # service-policy input traffic
console (config-if) # exit

console (config) #

5.31.2 Cmamucmuka QoS

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRmnma rnobanbHoM KOHPUrypaLmm:

console (confiqg) #

Tabanua 295 — KomaHab! perknma rnobanbHom KoOHPUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmesue

qos statistics aggregate-policer
aggregate_policer_name

no qos statistics
aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32)
CMMBOJ10B/BbIK/IIOYEHO

BkaounTb QOS-CTaTUCTUKY NO OrpaHUYEHUI0 NOAOC NPOMyCKa-
HUA.

OTKAOYMNTL QOS-CTaTUCTUKY NO OFrPaHUYEHMIO MO0C NPONYCKa-
HUA.

qos statistics interface

no qos statistics interface

-/BbIK/IIOYEHO

BKntounTb c6op QOS-CTaTUCTMKM Ha BCex UHTepdecax.

BbIKNOUMTL c60p QOS-CTaTUCTUKM Ha BCex UHTepdeiicax.

KomaHOowbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 296 — KomaHabl pexxkuma EXEC

KomaHoa

3HayeHue/ 3HayeHue
no ymon4yaHuwo

HAeilicmeue

clear qos statistics

OuncTnTb cTaTUCTMKY QOS No BCcem uHTepdericam.

clear qos statistics interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OuncTUTb CTaTUCTMRY QOS yKa3aHHOro nHTepdelica.

show qos statistics

MoKa3aTb cTaTUCTUKY QOS no Bcem MHTepdencam.

show qos statistics interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Moka3aTb cTaTMCTUKY QOS yKa3aHHOro uHTepdeica.
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5.32 KoHjurypauma npoToKoN0B MapLupyTU3aLum

5.32.1 KoHjpuz2ypayua cmamu4ecKoli mapwpymu3sayuu

CTaTnuyeckaa MaplpyTmMsauma — BUA MapLipyTM3auMun, Npyv KOTOPOM MapLIpyTbl YKa3blBalOTCA B
ABHOM BUAE NPU KOHPUTYpaLUumM mapLipyTnsaTopa. Bca mappytnsauma npm sTom nponcxogut 6e3 yyactus
KaKMX-TMH0O NPOTOKON0B MapLUPYTU3aLMN.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KoHbUIypaumm:
console (config) #

Tabanua 297 — KomaHabl perknma rnobanbHom KoOHPUrypaumm

Komanda 3HayeHue/ 3HayeHue eiicmeue
no yMoaYaHuro
ip route prefix prefix_length Co3patb cTaTMyecKoe NpasmIo MapLIpyTU3aLuu.
{reject-route | gateway [met- - prefix — IP-agpec ceTn HasHayeHus;
ric metric] [track track] [vrf - prefix_length — macka npeduKca HazHaYeHUa UK eé gAnHa;

prefix: (A.B.C.D);
prefix_length: (A.B.C.D

nwan /n);

gateway: (A.B.C.D)

metric (1..255)/1;

vrf_name: (1..32)
CUMBON3;

track: (1..64);

vrf_name] [distance distance]} - reject-route — 3anpewaeT MaplwpPyTU3aLMIO K CETU Ha3HaYeHun
yepes Bce LWHO3bI;

- gateway — IP-agpec wnto3a gna 4OCTyna K CeTM HasHayYeHus;

- metric — MeTpuKa aNa AaHHOTro MapLipyTa;

- vrf_name — ums BUPTyanbHON 061acTn mapLupyTU3aLuu.

- track — Homep 06beKTa OTCAEKNBaAHUS;

- distance — agMMUHUCTPATMBHAA AUCTAHLUMA MApLLpPYTa.

distance (1..255)/1

no ip route prefix prefix_length YpanuTe npasuno U3 Tabamubl CTaTUYECKOM MapLpyTM3aLmu.
{rejectroute | gateway} [vrf - vrf_name — ums BUpTyanbHOM 061aCTM MapLIpyTU3aLNN.
vrf_name]

distance {ospf {inter-as | intra- YCTaHOBWUTbL 3HAYeHWe aAMUHUCTPATUBHON AncTaHumu (AD) pnn
as} | bgp {ebgp | ibgp} | static} BCEX MapLUPYTOB YKa3aHHOro Tuna.

distance - ospf inter-as — ycTaHaBiMBaeT 3HaueHne AD a1 MeK30HaIbHbIX

MapLpyTOB, NPUHATBIX MO NpoTokony OSPF;

- ospf intra-as — yctaHaB/nnBaeT 3HayeHne AD anA BHYTPU3OHaNb-
HbIX MapLIPYTOB, NPUHATbLIX MO NpoTokoay OSPF;

- BGP inter-as (ebgp) — yctaHaBnuBaeT 3HayeHne AD ans mapuipy-
TOB, NMPUHATbIX N0 NpoTokony BGP ot eBGP cocepa;

- BGP intra-as (ibgp) — ycTaHaBauBaeT 3HayeHne AD gna mapLupy-
TOB, NPUHATbIX N0 NpoTokony BGP oT iBGP cocena;

- static — yctaHaBavBaeT 3HaueHne AD ans CTaTUYECKUX MapLipy-

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110,
BGP intra-as:200,
BGP inter-as:20

TOB.
no distance {ospf {inter-as | YCTaHOBUTb 3HaYeHMe NO YMOHAHMUIO.
intra-as} | bgp {ebgp | ibgp} |
static}

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnua 298 — KomaHabl pexkuma EXEC

3HaveHue/ 3HayeHue .
KomaHoa / Aeilicmeue
no ymon4aHuro

show ip route [connected |
static | address ip_address KpUTEPUAM.
[mask | prefix_length]

delica;

TU3auun.

MokasaTb TabanLy MaplupyTU3aLum, yA0BAETBOPAIOLLYIO 3a4aHHbIM

— connected — NOAKNOYEHHbIV MapLLPYT, TO €CTb MapLLpPYT, B3ATbIN
[longer-prefixes]] - C HEMOCPEeACTBEHHO MOAKAOYEHHOTO U GYHKLMOHUPYIOWErO MHTEp-

— static — cTaTU4eckuii MapLpyT, NPONUCaHHbIW B Tabauue mapLupy-

all}]

show distance [vrf {vrf_name |

vrf_name (1..32)

MCTOYHUKOB MapLUpyTa.
CUMBOJI0B

MoKa3aTb 3HaYeHWe agMUHUCTPATUBHOM ANCTAHUNU ANA PA3UYHDBIX

- vrf_name — ums BUPTyanbHON 061acTN MapLupyTU3aLuun.

[pumep 8b1M10AHEHUA KOMAHObI

MoKasaTb TabAnLy MapwpyTU3aLmm:

console# show ip route

c

S
S
S

Maximum Parallel Paths: 2 (4 after reset)
Codes: C - connected, S - static

10.0.1.0/24 is directly connected, Vlan 1

10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12

Tabnnua 299 — OnucaHune pesynbTaTa BbINOJHEHWUA KOMaHAbI

lMone OnucaHue

MoKa3sblBaeT NPOUCXOKAEHME MapLIpyTa:

wero uHTepdeiica),

C — Connected (mapLpyT B3AT U3 HENOCPEACTBEHHO MNOAKAOUYEHHOTO U GYHKLMOHUPY!IO-

S — Static (cTaTuyecKuMit MapLwpyT, NPONUCaHHbIN B Tabanue mapwpytTusaumum).

10.9.1.0/24 Anpec cetu.

MNepBoe 3HaYeHUe B CKOBKax — aAMUHUCTPATUBHAA ANCTaHUMA (CTeNeHb AOBEepUA MapLu-

[5/2] pyT13aTopy, YEM YMC/O Bbille, TEM MEHbLLE JOBEPUE K UCTOYHUKY), BTOPOE YMC/IO — MeT-
pYKa MmapLipyTa.
via 10.0.1.2 Onpegpenset IP-agpec cneaytowero mapLipyT1M3aTopa, Yepes KOTOpbl NPOXOAUT MapLl-
o pyT A0 ceTu.
00:39:08 OnpeaenseT Bpema nocieaHero 06HOBAEHNA MapLUpyTa (Yacbl, MUHYTbI, CEKYHAbI).
Vlan 1 Onpepenset uHTepdeic, Yyepes KOTOPbI NPOXOAUT MapLLPYT A0 CETU.

KomaHObI pexcuma KoHguaypauuu VRF

BuAa 3anpoca KOMaHAHOM CTPOKMK pexnma KoHourypaumm VRF:

console (config-vrf) #

Ethernet-kommymamopbi cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A, 319
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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Tabnumua 300 — KomaHap! pexxmuma KoHourypaunm VRF

3HayeHue/ 3Haye-
Komanda Hue no ymonya- Aelicmsue
HULO
ip route prefix {mask | pre- Co3aaTb cTaTMYecKoe NpaBuI0 MapLLPyTM3aLmu.
fix_length} {gateway [met- - prefix — ceTb HazHauyeHusa (Hanpumep, 172.7.0.0);
ric distance] - mask — macka cetu (B popmate OECATUYHON CUCTEMBI MCHUCAE-
HUA);
prefix_length: (0..32); | - prefix_length — npeduKkc macku ceTu (KONM4ecTBO eauHUL, B

distance (1..255)/1 Macke);
- gateway — W03 ANA AOCTYNA K CETU Ha3HaYeHus;

- distance — Bec mapLpyTa.

no ip route prefix {mask | YAanutb Npasuao 13 TabaunLbl CTaTUYECKOW MapLIPYTU3aLLMK.
prefix_length} {gateway}

ip default-gateway {gate- 3aaTtb ANA KOMMYTaTOpa aApec Wko3a No ymonyaHuio yepes VRF.
way} — /W03 no ymonya-

no ip default-gateway HUIO He 3a4aH YAanuTb Ha3HauYeHHbIN aApec LW03a Mo YMOSYAHUIO.

{gateway}

KomaHObI pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabanuya 301 — KomaHzabl pexkmma EXEC

3HayeHue/ 3Haye-
Komanda Hue no ymonya- Aelicmsue
HULO

show ip route [connected | MokasaTtb TabanLy mapLpyTU3aLmm, ya0BNEeTBOPAIOLLYO 3a4aHHbIM
vrf vrf_name | static | ad- KpUTEPUAM.
dress ip_address [mask | - connected — NOAKNIOYEHHbIV MAPLLPYT, TO €CTb MapwpyT, B3ATbIN C
prefix_length] [longer-pre- HenocpeacTBEHHO NOAKAOYEHHOTO U GYHKLUMOHUPYIOLWLEro UHTEep-
fixes]] . deiica;

- static — cTaTMyeckuin MmapLpyT, NPONUCaHHbINM B Tabanue mapipy-

TM3auuu;

- vif — 0bnacTb BMPTYanbHOW MapLipyTM3aLMK, B KOTOPOW Haxo-

AWTCA MapLIpyT.

- vrf_name — uma BUpTyanbHOM 061aCT MapLLpyTM3aLUu.

5.32.2 Hacmpolika npomokona RIP

MpoTtokon RIP (aHrn. Routing Information Protocol) — BHYTpeHHWI1 NPOTOKOA, KOTOPbIM NO3BOASET
MapLLpyTM3aTopam AMHAMUYECKM OOHOBAATL MapLUpyTHY MHOpPMaLMIO, MOAy4yas ee OT COCenHMUX
MapLLpyTU3aTOPOB. ITO OYEHb NPOCTOM NPOTOKOJI, OCHOBAHHbIA Ha NPUMEHEHUN AUCTAHLMOHHOTO BEKTOPA
MapLpyTn3aunn. Kak AMCTaHUMOHHO-BEKTOPHbIA npoTokon, RIP nepuogmyecku nocbliaeT o6HOBAEHMA
MeXay cocefamu, CTpoA, TakMm o0b6pa3om, Tomonoruiwo cetn. B Kaxkagom obHOBAeHMM nepepaetca
MHbOPMaLMA O AUCTaHLMM [0 BCEX CETeM Ha coceaHuit maplpytusatop. KommyTaTtop noaaeprkuBaet
npotokon RIP Bepcum 2.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKU B pexume rnob6anbHON KoHdUrypaumm:
console (confiqg) #

Tabnunua 302 — KomaHab! perkuma rnobanbHoM KoHpUrypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

router rip
no router rip

BoliTn B pernm KoHpurypaumm npotokona RIP.

Yaanutb rnobanbHoi KoHourypaumm npotokona RIP.

KomaHObI pexcuma KoHgu2ypauyuu npomokosad RIP

BuAa 3anpoca KOMaHAHOWN CTPOKM:
console (config-rip) #

Tabnunua 303 — KomaHabl pexkmma KoHburypaumm npotokona RIP

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

default-metric [metric]

no default-metric

metric: (1..15)/1

YCTaHOBWUTb 3HaYeHMEe METPUKM, C KOTOPOI ByayT aHOHCMPO-
BaTbCA MapLUPYTbl, NONYYEHHbIE APYITMMM NPOTOKOAAMM MapLU-
pyTusauuu. bes napamertpa ycTaHaBAMBAET 3HAYEHME MO YMOJI-
YaHuio.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

network A.B.C.D

A.B.C.D: IP-agpec

YctaHoBuUTb IP-aapec nHTepdeiica, KoTopbli ByaeT y4acTsoBaThb
B MpoLEecce MapLLpyTU3aLmn.

no network A.B.C.D nHTepdeiica Ypanutb IP-agpec uHtepderica, KoTopblit byaeT y4acTBoBaTh B
npouecce MapLpyTM3aLmu.
redistribute {static | Pa3pelwnTb aHOHCMpPOBaHWE MapLupyToBs Yepes RIP.
connected } [metric - 6e3 napameTpoB — 03HayaeT, yYTo OyAeT MCnonb30BaTLCA
transparent] default-metric npn aHOHCMPOBaHMM MapLLPYTOB;
- metric transparent — o3HayaeT, YTo b6yAeT MCNOAb30BaTLCA
) METPUKA U3 TabAnLbl MapLLPYTU3aLUM.
no redistribute {static | 3anpeTnTb aHOHCUPOBAHME CTaTUYECKUX MapLIPyTOB Yepes RIP.
connected} [metric - metric transparent — 3anpeLLaeT UCNo/b30BaTb METPUKY U3
transparent] TabAnUbl MapLLpyTU3aLUK.
redistribute ospf [metric metric: (1..15, Pa3pewnTtb aHoHcMpoBaHue OSPF-mapwpyToB yepes RIP.

metric | match type |
route-map route_map_namel

transparent)/1;
match: (internal,
external-1, external-2);
route_map_name:
(1..64) cumBona

- type — NpoM3BOANTb aHOHCUPOBAHME TO/IbKO A/1A YKa3aHHbIX
TMnos OSPF-mapLupyTos;

- route-map_name — NPOU3BOAUTb aHOHCMPOBAHWE MapLUPY-
TOB nocse ux GunbTpaLMm Yepes yKasaHHyto route-map;

redistribute bgp metric [metric
| transparent]

no redistribute bgp metric
[metric | transparent]

metric: (1..15,
transparent)/1

Pa3spewntb aHoHcMpoBaHue BGP-mapwpyTtos yepes RIP.

- metric — 3HaYeHne MeTPUKU A/1A UMNOPTUPYEMbIX MapLL-
pyTOB;

- metric transparent — o3Hauyaet, 4To 6yAeT UCNoab30BaTbCA
MeTPMKa U3 TabnLbl MapLLIpyTU3aLuu.

3anpeTnTb aHOHcUpoBaHWe maplipyTtoB BGP vepes RIP. B cay-
Yae yKasaHWA napameTpa BO3BpallaeT ero AeponTHoe 3Haye-
Hue.

redistribute isis [level] [match
match] [metric metric]
[transparent]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);

Pa3pewuntb aHoHcHMpoBaHue IS-1S mapwpyTos yepes RIP.

- level — ycTaHOBUWTb, U3 KaKoro ypoBHs IS-IS 6yayT aHOHCH-
poBaTbCA MapLLPYThI;

- match —Npoun3BOANTbL aHOHCMPOBAHMWE TOJIbKO A/1A YKa3aHHbIX
TMnos IS-IS mapwpyTos.
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no redistribute isis [/evel]
[match match] [metric metric]

metric: (1..15,
transparent)/1

3anpeTnTb aHOHCUMpPOBaHMe mapLlupyToB IS-IS yepes RIP. B cay-
Yae yKa3aHWA napameTpa Bo3BpallaeT ero AedonTHoe 3Have-

[transparent] Hue.

shutdown BbIKNHOUYMTbL Npouecc mappyTusaumm no npotokony RIP.
no shutdown /BKnioueno BkntounTb npouecc maplupytusaumm no npotokony RIP.
passive-interface JaKnioueHo OTKNOYUTL 0BHOBIEHUA MapLLPYTU3ALUN.

no passive-interface

BK/1OYMTb OBHOBNEHUA MAPLLPYTU3ALMN.

default-information originate

no default-information
originate

-/MapuwpyT He
reHepupyercs

[eHeprpoBaTb MapLLPYT MO YMOYAHUIO.

BoccTaHOBUTL 3HAYeHME No YMON4YaHUIKO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

Bug, 3anpoca KOMaHAHOW CTPOKMK:
console (config-ip) #

Tabanua 304 — KomaHab! perkmuma KoHourypaumm nHtepdelica IP

KomaHda

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ip rip shutdown

no ip rip shutdown

-/BKNIOYEHO

BbIkntounTb Npouecc mappytmsauumn no npotokony RIP Ha gaH-
HOM MHTepdeiice.

BKAouMTb Npouecc mapwpyTtusaumm no npotokony RIP Ha aaH-
HOM MHTepdeiice.

ip rip passive-interface

no ip rip passive-interface

Mo ymon4yaHuio
oTnpaBKa 06HOBNEHMUI
BK/IOYEHA

BbIKNOUMTb OTNPaBKY 06HOBAEHWI Ha MHTepdeiice.

YCTaHOBUTb 3HAYEHMe Nno YMO/I4aHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[06aBUTb CMeLLeHNE K METPUKE.

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

ip rip default-information
originate metric

no ip rip default-information
originate

metric: (1..15)/1;
Mo ymon4yaHuo
dYHKLMA OTKAOYEHA

YCTaHOBUTb METPUKY ANA MapLIpyTa MO YMOAYAHUIO TPAHCAUPY-
emoro yepes RIP.

YCTaHOBWTb 3HaYeHMe N0 YMOYaHWUIO.

ip rip authentication mode
{text | md5}

no ip rip authentication mode

Mo ymonyaHuio
ayTeHTMdMKaumA
OTK/tOYEHa.

Bkntountb ayteHTUdUMKauumio B RIP 1 onpepenntsb ee Tun:
- text — ayTeHTUOMKALMA OTKPBITHIM TEKCTOM;
- md5 — ayTeHTUdPMKaLmm MD5.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ip rip authentication key-chain
key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
CUMBOIOB

Onpeaennte Habop Katouen, KOTOPbIA MOMKET MCNOo/b30BaTHCA
Ana ayTeHTuduKaumm.

YCTaHOBWTb 3HaYeHMe N0 YMOYaHWUIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
CUMBOJI0B

OnpenennTb KN4 A8 ayTEHTUGUKALMM OTKPbITBIM TEKCTOM.

YCTaHOBUTb 3HAYE€HME MO YMONYAHUIO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CUMBOIOB

YcTaHoBUTL CTaHAApTHbIN IP ACL ana ¢unbTpaumm aHoHcupye-
MbIX MapLUPYTOB.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#
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Tabnuua 305 — KomaHap! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

show ip rip [database |
statistics | peers]

NpocmoTpeTb MHPopmaumm o RIP-mapwpyTmsaumm:
- database — nHdopmauma o HacTporikax RIP;

- statistics — ctatuctuyeckne gaHHole;

- peers — MHGOPMaLMA yHaCTHUKA CETU.

[pumepbl UC016308AHUS KOMAHO

Bkntountb npotoKkon RIP ana noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTeH-
Tudumkaumo MD5 yepes Habop katovelt mykeys:

console#
console# configure

console (config) # router rip

console
console
console
console

— e~ o~ o~

config-rip) # network 172.16.23.1

config-rip) # interface ip 172.16.23.1

config-if)# ip rip authentication mode md5
config-if)# ip rip authentication key-chain mykeys

5.32.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — npoTOKON AMHAMUYECKOM MapLIpyTM3aLUmM, OCHOBAHHbIM Ha Tex-
HONOIUK OTCNEeXMBaHMA cocToaHMA KaHana (link-state technology) u ucnonb3ylowuii ana HaxoxaeHun
KpaTyavwero nytm anaroputm [eikctpbl. Mpotokon OSPF npepacrasnset coboit NpoOTOKOA BHYTPEHHErO
wnto3a (IGP). Mpotokon OSPF pacnpocTpaHaeT MHGOPMaLMIO O AOCTYMHbIX MapLIPYTaxX MeXAY MapLLpyTu-
3aTopamu O4HOM aBTOHOMHOW CUCTEMDbI.

YCcTpoicTBO NoaaepKMBaeT O4HOBPEMEHHYIO PaboTy HECKONbKMX HE3aBMCUMbIX 3K3EMMNAPOB NPO-
ueccos OSPF. HacTpoiika napameTpoBs aksemnaspa OSPF nponssoaMTca NyTem yKasaHusa ngeHtnduKkatopa

aksemnnspa (process_id).

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHON KOHGUrypaumm:

console (config) #

Tabnuua 306 — KomaHabl pexxknma rnobanbHoN KoOHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

[process_id]

router ospf [process_id] process_id: BKAOUNTL MapLLpyTU3aumio no npotokoay OSPF.

[vrf vrf_name] (1..65535)/1 3agaTtb naeHTMdMKaTOp Npouecca.

no router ospf [process_id] vrf_name: (1..32) BbIKNOUMTL MapLIpyTM3aLmMio No npoTokony OSPF.

[vrf vrf_name] cumBoNna

ipv6 router ospf [process_id] BKAtOUUTL MapLUpyTU3aumio no npoTokony OSPFv3.
process_id: 3apaTb aeHTUdUKaTop npouecca.

no ipv6 router ospf (1..65535)/1 BbIK/HOYMTb MapLIpyTU3aLMio No npoTokoay OSPFv3.

ipv6 distance ospf {inter-as |
intra-as} distance

no ipvé6 distance ospf
{inter-as | intra-as}

distance: (1..255)

3agaTb agMUHUCTPATUBHYIO AUCTaHUMIO AnA maplpytos OSPF,
OSPFv3.

- inter-as — 419 BHELWHMX aBTOHOMHbIX CUCTEM;

- intra-as — BHYTPY aBTOHOMHOM CUCTEMBI.

BepHyTb 3HAaYEHWA MO YMONYAHUIO.
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HELTEX

KomaHOb1 pexcuma npouyecca OSPF

Bug, 3anpoca KOMaHAHOW CTPOKU B pexxume KoHdurypaumm npouecca OSPF:

console(router_ospf_process)#

console (ipv6 router ospf process)#

Tabnunuya 307 — KomaHabl pexkmma KoHourypaumm npouecca OSPF

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeiicmeue

redistribute connected [metric
metric] [route-map name]
[filter-list acl_name]
[subnets]

no redistribute connected
[metric metric] [route-map
name] [filter-list acl_name]
[subnets]

metric: (1..65535);
name: (1..64)
CUMBO/I0B;
acl_name: (1..32)
cumBona

PaspelnTtb aHOHCcMpoOBaHUe connected MapLIPyTOB:

- metric — 3Ha4YeHMe METPUKMN ANA UMNOPTUPYEMbIX MapLLPYTOB;
- hame — UMA NOAUTUKM MMMNOPTA, NO3BONAOLLLEN GUNLTPOBATD U
BHOCUTb U3MEHEHUA B UMMOPTUPYEMbIE MaPLLPYTbI;

- acl_name — vmsa ctaHgapTtHoro IP ACL, KoTopblit byaeT mc-
Nnonb30BaH ANA GUALTPALUN UMNOPTUPYEMbIX MAPLLPYTOB;

- subnets — No3BonAeT UMNOPTUPOBATL NOACETH.

3anpeTuTb yKasaHHY GyHKUMIO.

redistribute static [metric
metric] [route-map name]
[filter-list ac/_name] [subnets]

metric: (1..65535);

MmnopTtuposatb ctaTnyeckne mapwpytbl B OSPF.

- metric — ycTaHaB/AMBaeT 3Ha4YeHne MeTPUKU AN MMnopTupye-
MbIX MapLIpPyTOB;

- name — NpUMeHAeT NONNTUKY MMNOPTA, NO3BONAIOLLYIO PpUib-

name: (1..64) TpOBaTb M BHOCUTb U3MEHEHWA B UMNOPTUPYEMbIE MapLUPYTbI;
CMMBOJIOB; - acl_name — umsa crangaptHoro IP ACL, KoTopbii byaeT uc-
acl_name: (1..32) Nosb30BaH 417 GUABTPALUN UMMOPTUPYEMBIX MAPLLIPYTOB;
cMmBONa - subnets — N03BoO/AET UMNOPTUPOBATHL NOACETU.
no redistribute static [metric 3anpeTuTb yKasaHHY GyHKUMIO.
metric ] [route-map name]
[filter-list acl_name] [subnets]
redistribute ospf id [nssa-only] MUmnopTutopBaTbh MapLupyTbl U3 npouecca OSPF B npouecc OSPF:
[metric metric] [metric-type -nssa-only — ycTaHaBAMBaeT 3HayeHWe nssa-only ana Bcex
{type-1 | type-2}] [route-map MMMNOPTUPYEMbIX MapLUPYTOB;
name] [match {internal | - metric-type type-1 — umnopTupyeT ¢ nomeTkoi Kak OSPF
external-1 | external-2}] external 1;
[subnets] - metric-type type-2 — umnoptupyetT ¢ nomeTKkoh Kak OSPF
external 2;
- match internal — umnopTUpyeT MmapLwpyTbl B Npeaenax area;
-match external-1 — umnoptupyetr mapwpytel TMna OSPF
. external 1;
'd:,(l"65535); -match external-2 — umnoptupyetr mapwpytol TMna OSPF
metric: (1..65535); .
external 2;

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-2}]
[route-map name] [match
{internal | external-1 |
external-2}] [subnets]

name: (1..64) cumBona;
acl_name: (1..32)
cumBona

- subnets — no3BosIfeT UMNOPTUPOBATL NOACETH;

- name — NPUMEHSET yKa3aHHYI0 MOJIMTUKY MMMNOPTa, NO3BONA-
oLylo GUNLTPOBaTL U BHOCUTb M3MEHEHMS B MMMOPTUPYeMble
MapLUpyTbI;

- metric — yCTaHaB/AIMBAET 3HaYeHNe METPUKU A9 UMMNopTUpYye-
MbIX MapLUPYTOB.

3anpeTuTb yKaszaHHyo byHKUMIO.
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HELTEX

redistribute rip [metric metric]
[route-map name] [filter-list
acl_name] [subnets]

no redistribute rip [metric
metric] [route-map name]
[filter-list ac/_name] [subnets]

metric: (1..65535);
name: (1..64) cumBona;
acl_name: (1..32)
cumBoNa

MmnopTtuposatb mapwpyTbl U3 RIP B OSPF.

- metric — 3HaYeHNe MEeTPUKMN ANA UMNOPTUPYEMbIX MAPLLPYTOB;
- name — MA NOIUTUKN UMMOPTA, NO3BOAIAOLLEN GUABTPOBATbL U
BHOCWUTb U3MEHEHUS B UMMNOPTMPYEMbIE MaPLLIPYTbI;

- acl_name — vmsa ctaHgapTtHoro IP ACL, KoTopblit byaeT mc-
NoNb30BaH 417 GUABTPALUN UMMOPTUPYEMBIX MAPLLIPYTOB;

- subnets — no3BoAET UMNOPTUPOBATHL NOACETH.

3anpeTuTb yKasaHHyo GyHKLMIO.

redistribute isis [/eve/] [match
match] [metric metric]
[route-map name]

[filter-list acl_name] [subnets]

no redistribute isis [/evel]
[match match] [metric metric]
[route-map name_policy]
[filter-list name_acl] [subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cumBoONna

MmnopTtupoBsaTtb mapupyTbl U3 IS-IS 8 OSPF.

- level — ycTaHOBWTb M3 KaKoro ypoBHsa IS-IS 6yayT aHOHcUpo-
BaTbCA MapLLpPyThl;

- match — npon3BOAUTb aHOHCMPOBAHUE TOJIBKO A/1A YKA3aHHbIX
TMnos IS-IS mapwpyTos;

- metric — 3Ha4YeHMe MEeTPUKM A7 UMMOPTUPYEMBbIX MAPLLPYTOB;
- name — MA NOUTUKN MMNOPTA, NO3BONAIOLLEN GUABTPOBATL U
BHOCUTb U3MEHEHUA B UMMOPTUPYEMbIE MApPLLPYTbI;

- acl_name — umsa ctaHgaptHoro IP ACL, KoTopblli 6ygeT ncnosb-
30BaH 414 GUNbTPALUKN UMMNOPTUPYEMBIX MaPLLPYTOB;

- subnets — No03Bo/AET UMNOPTUPOBATHL NOACETH.

be3 napameTpos 3anpeTuTb UMNOPT mapLupyToB u3 IS-IS 8 OSPF.
B cnyyae ykasaHua napameTtpa BepHYTb €ro 3HayeHne no ymon-
YaHuio.

redistribute bgp [metric
metric] [route-map name]
[filter-list ac/_name] [subnets]

metric: (1-65535);
name: (1..64) cumBona;
acl_name: (1..32)

MmnopTtuposatb mapwpyTtbl n3 BGP 8 OSPF.

- metric — 3HaYeHne MEeTPUKUN AN UMNOPTUPYEMbIX MAPLLPYTOB;
- name — MA NOUTUKN MMNOPTA, NO3BOAAIOLLEN GUNBTPOBATL U
BHOCUTb U3MEHEHUSA B UMMOPTUPYEMbIE MaPLLPYTbI;

- acl_name — vmsa ctaHgapTHoro IP ACL, koTopbii bygeT ucnosb-
30BaH 414 GUALTPALUN UMMOPTUPYEMBIX MaPLIPYTOB;

cumBona - subnets — No3BoAAET UMNOPTUPOBATL NOACETH.
no redistribute bgp [metric be3 napameTpoB 3anpeTnTb UMNOPT MapLwpyTos 13 BGP B OSPF.
metric] [route-map name] B cnyyae ykasaHMA mapameTpa BO3BpallaeT ero 3HayeHue no
[filter-list ac/_name] [subnets] YMONYaHMIO.
router-id A.B.C.D A.B.C.D: YCTaHOBUTb MAEHTUOUKATOP MapLIpyTU3aTOpa, KOTOPbLIA YHU-
naeHTuduKaTop Ka/sIbHO MAEHTUGULMPYET MapLIPYTM3ATOP B Npesesiax O4HOM aB-

no router-id A.B.C.D

MapLipyTv3aTopa B
dopmare ipv4-agpeca

TOHOMHOW CUCTEMDbI.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

network ip_addr area A.B.C.D
[shutdown]

no network ip addr

ip_addr: A.B.C.D

BKAtounTb (OTKNOUMTL) 3K3emnaap OSPF Ha IP-uxtepdelice (ans
IPv4).

Ypanutb IP-agpec uHTepodeiica.

default-metric metric

no default-metric

metric: (1..65535)

YctaHoBUTb MeTprKy OSPF-mapuupyTa.

OTKNOUUTD GYHKLMN.

area A.B.C.D stub
[no-summary]

no area A.B.C.D stub

A.B.C.D:
naeHTuduKkaTop
MapLipyTU3aTopa B
dopmarte IPvd-agpeca

YCTaHOBWTb A1 YKa3aHHOW 30HbI TUN stub. 30Ha — COBOKYMHOCTb
ceTeil U MapLLIPyTU3aTOPOB, UMEIOLLMX OAMNH U TOT Ke naeHTUdK-
KaTop.

- no-summary — He OTNPaBAATb UHGOPMALUIO O CYMMMUPOBAHHbIX
BHELLHWUX MapLIpyTax.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHUIO.

area A.B.C.D nssa
[no-summary]
[translator-stability-interval
interval] [translator-role
{always | candidate}]

no area A.B.C.D nssa

A.B.C.D:
naeHTuduKaTop
MapLIpyTU3aTopa B
dopmarte IPv4-agpeca;
interval: uenoe
NONOMXKUTENIbHOE YNCIO

YCTaHOBUTb ANS YKa3aHHOW 30Hbl TUN NSSA.

- no-summary — He NPUHUMaTb MHGOPMALMIO O CYMMUPOBAHHbIX
BHELWHMX MapLUpyTax BHYTPb NSSA-30HbI;

- interval — onpesenseT NPOMeKyTOK BpeMeHM (B CeKyHAax), B Te-
YeHne KOTOPOro TpaHCAATOp ByAeT BbINOAHATL CBOU GYHKLMM No-
CNe TOro, Kak 0BHapy»KUT, YTO TPAHCAATOPOM CTan ApPYyron rpa-
HWYHbI MapLLpPyTU3aTOP;

- translator-role — onpepenaeT, Kaknm 06pasom Ha MapLIpyTM3a-
Tope byaeT QYyHKLUMOHUPOBATL PEXUM TPAHCAATOPA (TPaHCAALUN
Type-7 LSA B Type-5 LSA);

- always — B NpUHYyAUTENIbHOM NOCTOAHHOM PEXUME;

- candidate — B perkMme yyacTua B Bbibopax TpaHcaaTopa.

YCTaHOBUTb 3HaYeHue no YMOHaHUIO.
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HELTEX

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D:
naeHTudumKaTop
MapLIpyTU3aTopa B
dopmarte IPv4-agpeca;
secs: (1..65535) cekyHz;

Co3paTb BUPTYaNbHOE COeMHEHNE MEXK Y OCHOBHOW U APYrMmM
yZAaneHHbIMK 061acTAMM, KOTOpble UMEIOT MeXAy HUMK obna-
cTu.

- hello-interval — ykasatb hello-nHtepsan;

- retransmit-interval — ykasatb nHTEpBan meay NOBTOPHbLIMYK Ne-
pegavamu;

- transmit-delay — yka3aTb Bpems 3afepKKu;

- dead-interval — yka3aTb dead-uHTepBan;

- null — 6e3 ayTeHTUdMKaLMK;

- message-digest — ayTeHTUOUKaUMA C WMdpPOBaHUEM;

- word — naposib AN ayTeHTUGUKaLuu.

- - word: (1..256)
no area A.B.C.D virtual-link CUMBO/IOB YaanuTb BUPTyasnbHOE cOeMHEHUE.
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]
area A.B.C.D default-cost cost A.B.C.D: YCTaHOBUTb 3Ha4YeHWe CTOMMOCTU CYMMAPHOro MapLupyTa, ucC-
naeHtTnduKaTop nonb3yemoro ans stub- u NSSA-30H (a5 IPv4).

no area A.B.C.D default-cost

MapLlupyTusaTopa B
dopmarte IPvi-agpeca;

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

cost: uenoe
NONOXKUTENIBHOE YNCIO0
area A.B.C.D authentication A.B.C.D: BKAounTb ayTeHTUdUKauMo ana Bcex WMHTepdeincoB AaHHOM
[message-digest] naeHTUdMKaTop 30HbI (gnAa IPv4):

no area A.B.C.D authentication
[message-digest]

MaplupyTu3aTopa B
dopmare IPv4-appeca;
-/BbIKNOYEHO

- message-digest — c wudposaHmem MDS5.

OTKNOUUTL ayTeHTUDUKALMIO.

area A.B.C.D range
network_address mask
[advertise | not-advertise]

no area A.B.C.D range
network_address mask

A.B.C.D:
naeHTuduKkaTop
MaplupyTu3aTopa B
dopmare IPv4-appeca;
network_address:

Co34aTb CyMMapHbI MapLpyT Ha rpaHuLe 30HbI (ans IPv4).
- advertise — aHOHCMPOBATb CO3ZaHHbIV MapPLPYT;
- not-advertise — He aHOHCMPOBATb CO3A4aHHbIN MapLUpPYT.

Y4anuTb CyMMapHbIA MapLipyT.

A.B.C.D;
mask: E.F.G.H
area A.B.C.D filter-list prefix A.B.C.D: YcTaHOBUTL GUABTP HA MapLLPYTbl, AaHOHCUPYEMbIE B YKa3aHHYHO
prefix_list in UAEHTUGUKATOP 30HY M3 APYTUX 30H (Ana IPv4).

no area A.B.C.D filter-list prefix

MapLipyTU3aTopa B
dopmare IPv4-agpeca;
prefix_list: (1..32)

®dunbTpauma NPou3BOAUTCA TONBKO ANA MapLUPYTOB
LSA Type 3.

Yaanute GUALTP Ha MapLUpyTbl, aHOHCMPYEMble B YKa3aHHYIO

prefix_list in cMmBoOna 30HY U3 ApYrux 30H (gna IPv4).
area A.B.C.D filter-list prefix A.B.C.D: YCTaHOBUTb GUABTP HA MAPLLPYTbI, AHOHCMPYEMbIe U3 YKa3aHHOM
prefix_list out naeHTUdMKaTop 30HbI B Apyrue 30Hbl (a0 IPv4).

no area A.B.C.D filter-list prefix

MapLipyTU3aTopa B
dopmare IPv4-agpeca;
prefix_list: (1..32)

®unbTpauma NPou3BOAUTCA TONBKO ANA MapLIPYTOB
LSA Type 3.

Yaanute GUALTP Ha MapLUpyTbl, aHOHCUpPYeMble M3 YKa3aHHOM

prefix_list out cumBona 30HbI B Apyrue 30Hbl (a5 IPv4).
area A.B.C.D shutdown A.B.C.D: OTkAtoumTb Npouecc OSPF anA 30HbI.
no area A.B.C.D shutdown naeHTuduKaTop BkntounTb npouecc OSPF ans 30HbI.

MaplupyTusaTopa B
dopmarte IPvd-agpeca;
-/BKNIOYEHO

passive-interface

no passive-interface

-/BbIKAOYEHO

3anpetutb Bcem IP-uHTepdeiicam, yyacTByOWMM B NpoLecce
OSPF, 06MeHMBaTbCA MPOTOKO/IbHbIMU COOBLLLEHMAMM C cOoce-
AAMM (BKNKOYAET MACCUBHbIN PEXMUM).

V Mpu npumeHeHUN faHHOK KOMaHAbI HaCTpOiiKa ip

¢deliicoB u cTaHOBUTCA ANA HUX 3HAYEHUEM NO YMON-
YaHuio.

ospf passive-interface yaanaerca co Bcex ip UHTep-
YCTaHOBWTb 3HAYEHME MO YMONYAHMUIO.

shutdown

no shutdown

-/BKNIOYEHO

OTkAtouMTbL Npouecc OSPF.

BkatoumTb npouecc OSPF.
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HELTEX

timers spf delay delay

delay: (0..600000)/

YCTaHOBUTb BEWMYMHY 33fepKKMU, MPOM3BOAMMON Nepes ouye-
peaHbIM nocnegoBaTenbHbIM pacyeTom SPF.

no timers Isa throttle

no timers spf delay S000 me YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.
timers Isa throttle min_interval 3a4aTb BpemMeHHble napameTpbl LSA-TpOTTAnHIa. TPOTTIMHTE aen-
hold_interval max_interval CTBYET TO/IbKO Ha LSA, UICTOYHUKOM KOTOPbIX ABAETCA IOKA/IbHOE
YCTPOWCTBO.
L - min_interval — MWHUMaNbHbLIN BPEMEHHOW UHTEPBAN MeXAay
min_interval: ABYMA NOCNef0BaTeNbHO OTNPABAAOWMMUCA OAMHAKOBLIMM
(0..60000)/5000 mc; LSA.
hold_interval:

(0..60000)/0 mc;
max_interval:
(0..60000)/0 mc

- hold_interval — nHTepBan, onpeaenaowWmii TekyLLee Bpems 3a-
Aepxku. C Kaxaoi HoBoW nocnenosatenbHoM LSA sToT MHTepBan
YMHOKaeTcA Ha [iBa, NOKa He AOCTUTHET 3HayeHna max_interval.
- max_interval — MaKCMMabHbIN BPEMEHHOW MHTEPBaN MeXay
ABYMA NOC/NEAOBATE/NIbHO OTMNPaBAAOWMMUCA OAUHAKOBLIMU
LSA.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

timers Isa arrival min_arrival

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 mc

YCTaHOBUTb MWHUMA/IbHbIN BPEMEHHON WHTEpPBas, C KOTOPbIM
MapLpyTusaTop obpabatbiBaeT NnpuHMMaemMble LSA.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

neighbor ip_add [priority
priority]

no neighbor ip_add

priority: (0..255)/0

3apatb IPv4-agpec ana ctatndeckoro OSPF-cocena
- ip_add — IPv4-appec;
- priority — yKasaTb priority Ansa cocefa (y4uTbiBaeTcs TONbKO B
coctoAaHun attempt/down).
HacTpoiika aKryanbHa TOoNbKO Ans non-broadcast u
V point-to-multipoint non-broadcast Tunos ceteii.

Ypanutb KoHdurypaumio ana OSPF-coceaa c ykasaHHbIM |Pv4-
agpecom.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #

Tabnnua 308 — KomaHabl pexknuma KoHourypaumm nHtepdelica IP

no ip ospf network

3HavyeHue/3HavyeHue .
KomaHda / Aeiicmeue
no ymoa4aHuro
ip ospf shutdown BbIKNtOUMTb MapLlupyTUsaumio no npotokony OSPF Ha uHTep-
delice.
- -/BK/IIOYEHO
no ip ospf shutdown BKAOUMTL MaplpyTmMsaumio no npotokony OSPF Ha wuHTep-
deiice.
ip ospf network {broadcast | BbibpaTtb TMN ceTun:
non-broadcast | point-to-point - broadcast — wupokoBelaTesibHasA CeTb C MHOMKECTBEHHbIM
| point-to-multipoint non- [O0CTYNnom;
broadcast} - non-broadcast — HewwupoKkoBewaTenbHaa CeTb C MHOXe-
-/broadcast CTBEHHbIM A0CTYMOM;

- point-to-point — ceTb «TOYKa-TOYKa»;
- point-to-multipoint non-broadcast — HewwupokoBelLaTenb-
Has CeTb C MHOXECTBEHHbIM AOCTYNOM «TOYKA-MHOFOTOYKA Y.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHYAHWIO.

ip ospf authentication [mes-
sage-digest]

no ip ospf authentication

-/BbIK/IIOYEHO

Bkntountb ayteHTUdUKaumo B OSPF ¢ ncnonb3osaHnem 3agaH-
HOro napons B HewndpoBaHH

- message-digest — BKatoyaeT ayTeHTUOMKaumto B OSPF ¢ umc-
nonb3oBaHMeM 3aaHHOro Habopa KAtoyen n anroputma MD5.

3Ha4YeHne No ymon4aHuio.
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HELTEX

ip ospf authentication-key key

no ip ospf authenticationkey

key: (1..8) cumso-
nos/naposb He 3agaH

Ha3sHaunTb naponb ana ayteHTUGMKaumm cocenem, LOCTYMHbIX
yepes Tekywmi nHTepdelic. Maponb 3agaeTtca B HelwMdpoBaH-
HOM BUAe.

Maposib, yKa3aHHbIN Taknm obpasom, byaeT BHEAPEH B 3aro/o-
BOK KaXaoro yxogsauiero B 3Ty ceTb naketa OSPF B KayecTtse
K/toYa ayTeHTUDUKaLMK.

YCTaHOBWUTb 3HAYeHUE NO YMOI4aHUIO.

encrypted ip ospf authentica-
tion-key EncryptedWord

no encrypted ip ospf
authentication-key

EncryptedWord: (1..8)
6aitT/naposib He 3a4aH

HasHauuTb Naponb AN ayTeHTUOUKALMM cocepelt, AOCTYNHbIX
yepes TeKyLWmint MHTepdeic. Maponb 3agaeTca B LUMGPOBAHHOM
BuAe.

Maposib, yKa3aHHbIN Taknm obpasom, byaeT BHEAPEH B 3aro/o-
BOK Ka)KAoro yxoZsliero B 3Ty ceTb naketa OSPF B KayecTse
K/oYa ayTeHTUdMKaLMK.

YCTaHOBWUTb 3HAYeHUE NOo YMOIHaHUIO.

ip ospf authentication key-
chain key_chain

no ip ospf authentication key-
chain

key_chain: (1..32) cum-
BO/I0B/He 3a4aHO

3apaTb UMA Habopa Kaloyen, KoTopbIn ByaeT NCNob30BaTLCA
npu ayteHTMdUKaLmm.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

ip ospf authentication null

-/He ncnonbsyeTca

OTKNOUUTD MCNOAb30BAHUE ayTEHTUOUKALLMM Ha TEKYLLEM UH-
Tepdelice.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHWUA KaHaia, KoTopaa AsaseTcs
YC/IOBHbIM MOKa3aTenem '"cToMmocTu" nepecbiiku AaHHbIX No
KaHany.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

ip ospf poll-interval interval

no ip ospf poll-interval

interval: (1..255)/120
CeKyHA,

YCTaHOBUTb MHTEPBAN BPEMEHWN B CEKYHAAX, MO UCTEYEHUU KO-
TOporo mapLpytmsatop otnpasnset hello-nakeTbl ¢ HeaKTus-
Horo nHTepdeiica (OSPF-coceacTBo B cTaTyce down).
HacTpoiika akTyanbHa TonbKo gna non-broadcast u
V point-to-multipoint non-broadcast Tunos cetei.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

ip ospf dead-interval {interval |
minimal}

no ip ospf dead-interval

interval: (1..65535)
CeRYHA;
minimal — 1 cek

YCTaHOBWUTb MHTEPBA/N BPEMEHU B CEKYHAX, MO UCTEYEHUU KO-
Toporo coces, 6yAeT cUMTaTbCA HEAKTUBHBIM. ITOT UHTEPBaN
A0NKeH 6bITb KpaTHbIM 3HaYeHuto hello-interval. Kak npasuno,
dead-interval paseH 4 nHTepsanam otnpasku hello-naketos.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

ip ospf hello-interval interval

interval: (1..65535)/

YCTaHOBWUTb MHTEPBA BPEMEHU B CEKYHAAX, MO UCTEYEHUM KO-
TOPOro MapLwpyTusaTop oTnpasaset cneayrowmin hello-naket ¢

10 cekyHA MHTepodeica.
no ip ospf hello-interval YCTaHOBWTb 3HaYeHME N0 YMOYAHUIO.
ip ospf mtu-ignore OTKAtounTb Nposepkn MTU.
-/BKAtOYEHO

no ip ospf mtu-ignore

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ip ospf passive-interface

no ip ospf passive-interface

-/BbIK/IIOYEHO

3anpetutb IP-uHTepdeiicy 06meHNBaTLCA NPOTOKObHBIMM CO-
obLeHUAMM ¢ coceaamm (BKAOYAET NACCUBHBIN PEKUM).

YCTaHOBUTb 3HaYEHME MO YMOHAHUIO.
Ecan npumeHeHa HacTpoiika passive-interface B pe-
V }ume KoHdurypaumm npouecca OSPF, To AaHHaA Ko-
MaHAA BbIBOAUT AaHHbIW IP-uHTepdeiic u3 naccme-
HOTO peXxxuma.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

YCTaHOBWUTb MPUOPUTET MapLLIPYTU3aTOPa, KOTOPbIN MCMNOb3Y-
etca ans sbibopa DR v BDR.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf bfd

no ip ospf bfd

-/BbIK/AOYEHO

BKntounTb npoTokon BFD Ha uHTepdeice ana cocepeit no npo-
ToKoANy OSPF.

BbIkntounTb NpoTokon BFD Ha uHTepdeice ana cocepeit no
npoTtokony OSPF.
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HELTEX

KomaHObI pexcuma KoHgu2ypauuu uHmepdgpelica Ethernet, VLAN

Bua 3anpoca KOMaHAHOW CTPOKM:
console (config-if) #

Tabnunuya 309 — KomaHabl perkuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

-/BKIOYEHO

BbIKNOUMTL MapLIpyTM3aumio no npoTtokony OSPFv3 Ha uHTep-
deiice.

BkaoumTb mapuwpyTtmsaumio no npotokony OSPFv3 Ha uHTep-
deiice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: naeHTudumkaTop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca

BkatounTb (0TKAtOUNTL) OSPF-npouecc ana onpeaeneHHoMn 30HbI.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOSIHMA KaHana, KoTopaa fABAsfeTcs
YC/IOBHbIM NOKa3aTtesieM "'cToMmocTn'" nepecbINKM AaHHbIX MO Ka-
Hany.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

ipv6 ospf dead-interval interval

no ipv6 ospf dead-interval

interval: (1..65535)
CeRYHA,

YCTaHOBWUTb MHTEPBA/ BPEMEHU B CEKYHAAX, MO UCTEYEHMM KOTO-
poro coces byaeT cuMTaThCA HEaKTUBHbLIM. ITOT UHTEPBAN A0/-
YKeH bbITb KpaTHbIM 3HauyeHuto hello-interval. Kak npasuno, dead-
interval paseH 4 nHtepsanam otnpasku hello-nakeTos.

YCTaHOBUTb 3HAYEHMe Nno YMO4aHUIO.

ipv6 ospf hello-interval interval

interval: (1..65535)/10

YCTaHOBWUTb MHTEPBA/ BPEMEHU B CEKYHAAX, MO UCTEYEHMM KOTO-
poro mapupyTtusaTop oTnpasaseT ciegyowmii hello-naker ¢ uH-

CEKYHZ, Tepdelica.
no ipv6 ospf hello-interval YCTaHOBUTb 3HaYEHMUE N0 YMONYAHUIO.
ipv6 ospf mtu-ignore . OTKNtOYUTL NpoBepkn MTU.
-/disabled

no ipv6 ospf mtu-ignore

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

ipv6 ospf neighbor 3apatb IPv6 appec cocepa.

{ipv6_address}

ipv6 ospf neighbor i Ypanutb IPv6 agpec cocepa.

{ipv6_address}

ipv6 ospf priority priority YCTaHOBWUTb NPUOPUTET MapLLPYTU3aTOPa, KOTOPbIM MCMONb3Y-

no ipv6 ospf priority

priority: (0..255)/1

etcs gns Bbibopa DR u BDR.

YCTaHOBWTb 3HaYeHMe N0 YMOYaHUIO.

ipv6 ospf retransmit-interval
interval

no ipv6 ospf
retransmit-interval

interval: (1..65535)/5
CeKyHA,

YCTaHOBUTb MHTEPBAN BPEMEHW B CEKYHAAX, MO UCTEYEHUMU KOTO-
pPOro MapLIpyTM3aToOp NOBTOPHO OTMNPABUT NaKeT, Ha KOTOPbIW He
nony4ymn NOATBEPKAEHMA O nonyyeHun (Hanpumep, Database
Description naket uau Link State Request nakeTbl).

YCTaHOBUTb 3HaYeHMe N0 YMOYaHUIO.

ipv6 ospf transmit-delay delay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyH[,

YCTaHOBUTb NMPUMEpPHOEe BpeMs B CEeKyHAAX, Heobxogumoe ans
nepeAayn nakeTa COCTOAHMA KaHana.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#
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HELTEX

Tabnunua 310 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeilicmeue

show {ip | ipv6} ospf
[process_id] [vrf vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

OT106pasunTb KoHPUrypaumm OSPF.

show {ip | ipv6} ospf
[process_id] neighbor [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

OT106pasunTb MHPopmaummn 06 OSPF-cocepsx.

show ip ospf [process_id]
neighbor A.B.C.D [vrf
vrf_name]

process_id: (1..65536);
A.B.C.D: IP-agpec
cocefa
vrf_name: (1..32)
cumBOIA

OT06pasunTb nHdopmaumm 06 OSPF-cocese € yKasaHHbIM agpe-
com.

show {ip | ipv6} ospf
[process_id] interface [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cuMmBoia

OT06pa3nTb KoHPUrypauum scex OSPF-uHTepdeiicos.

show {ip | ipv6} ospf
[process_id] interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | tunnel tunnel_id
| A.B.C.D [vrf vrf_name]
[brief]}

process_id: (1..65535);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16)
A.B.C.D: IP-appec
vrf_name: (1..32)
cuMmBOIaA

OT06pa3nTb KOHPUrypaLmm KoHKpeTHoro OSPF-nHTepdelica.

show {ip | ipv6} ospf
[process_id] database [vrf
vrf_name] [router [vrf
vrf_name] | summary [vrf
vrf_name] | as-summary [vrf
vrf_name] ]

process_id: (1..65535)
vrf_name: (1..32)
cMmBoOIa

OTo6pa3unTb cocTosHMe 6a3bl 4aHHbIX NpoTokosia OSPF.

show {ip | ipv6} ospf
virtual-links [process_id] | [vrf
vrf_name]

process_id: (1..65535)
vrf_name: (1..32)
cMmBoOIa

OT06pa3MTb napameTpbl U TeKyulee COCTOAHME BUPTYa/IbHbIX
JINHKOB.

clear ip ospf {process_id | vrf
vrf_name process}

process_id: (1..65535)
vrf_name: (1..32)
cMmBoOIa

PasopBaTb cocefcTBa U yAaAUTb COOTBETCTBYHOLWME MaPLLPYTHI.

[Mpumepbl UCM016308AHUS KOMAHO

e T[okasaTb OSPF-coceaneit ans onpegeneHHoro VRF (vrfl):

console# show ip ospf neighbor vrf vrfl

e [lepesanyctutb OSPF-coceneit ansa onpeaeneHHoro VRF (vrfl):

console# clear ip ospf vrf vrfl process

KomaHObI pexcuma KoHgu2ypayuu VRF

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume KoHpurypaummn VRF:

console (config-vrf) #
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HELTEX

Tabnumua 311 — KomaHap! pexxmuma KoHourypaumnm VRF

3HayeHue/3HayeHue

Aeiicmeue
o ymon4aHuio

KomaHda

YCTaHOBUTb 3HaYeHMEe aAMUHUCTPATUBHON AncTaHumm (AD) gan
BCEX MapLLpPyTOB YKa3saHHOro TMna.

- ospf inter-as — yctaHaBnvBaeT 3HaueHne AD pgna merk3oHanb-
HbIX MapLIPYTOB, MPUHATLIX NO NpoTokony OSPF;

- ospf intra-as — yctaHaBAunBaeT 3HaueHWe AD A BHYTPU3OHa/b-
HbIX MapLLPYTOB, NPUHATbLIX NO npoTokony OSPF.

distance ospf {inter-as | intra-
as} distance

(1..255)/0SPF intra-
as:30,
OSPF inter-as:110

no distance ospf {inter-as | YCTaHOBWTb 3HAYEHME MO YMOYAHMIO.

intra-as}

5.32.4 Hacmpolika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npoTOKOA rpaHUYHOrO LWAK03a) ABAAETCA MPOTOKO/IOM MapLLpy-
TU3aLMM MeXay aBTOHOMHbIMKU cucTtemamu (AS). OcHoBHOM ¢yHKUMeNn BGP-cuctembl sBnseTca obmeH
nHbopmaumen o AOCTYNHOCTU ceTel ¢ Apyrmmn cuctemamm BGP. MHbopmauma o focTynHoCTM ceTeit
BKJ/IOYAET CMUCOK aBTOHOMHbIX cuctem (AS), yepes KoTopble NPOXoAuT 3Ta MHpopmaLmsa.

BGP sBnsieTcs NpoOTOKO/IOM MPUKIAAHOIO YPOBHS U GYHKLMOHMPYET NOBEPX MPOTOKO/A TPaHC-
nopTtHoro ypoBHa TCP (nopt 179). Mocne ycTaHOBKM coeanHeHusa nepedaérca uHoopmauusa obo Bcex
MapLLpyTax, NpeaHa3HauYeHHbIX AN SKCNopTa. B ganbHenwem nepenaérca ToNbKo MHGopmaLumsa 06 us-
MEHEeHMsAX B TabAMLax MapLupyTM3aLmm.

y

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

MoppeprKKka nporoKkona BGP npeaocraBaseTca no AULEH3UMN.

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:
console (config) #

Tabnunua 312 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHoa

BkAouMTb MapLlpyTmusaumio no npotokony BGP.
3apaTb MaeHTUPMKaTOp AS M NEepenTn B pexkum eé KoHPUrypu-
poBaHums.

router bgp [as_plain_id |
as_dot _id]

as_plain_id: - as_plain_id —naeHTndnKaTOp aBTOHOMHOW CUCTEMDbI, UCMONb-
(1..4294967295)/1 3yemblii MapLlpyTU3aTOPOM NpPU YCTAaHOB/IEHUWU COCeACTBa U
as_dot_id: obmeHe MapLUpyTHOMN MHbOPMaLmen;

- as_dot_id — naeHTudnKaTop aBTOHOMHOM cucTeMbl B 32-6UT-
Hom dopmare.

(1.0..65535.65535)

no router bgp
[as_plain_id_| as_dot_id]

OcTtaHoBUTb BGP-mapupytusatop, yganutb Bcto KoHdurypa-
LMo NpoTOKO/1a BGP.

ip community-list standard
name seq section_id
{permit | deny}

ip community-list expanded
name seq section_id
{permit | deny} reg_exp

no ip community-list
{standard | expanded}
name seq [section_id]

name: (1..32)
CUMBOAA;
section_id:
(1..4294967295);
reg_exp: (1..127)
cumBona

Co3paTb CTaHAAPTHBIV CMMCOK community U BOMTU B peXunMm ero
KOHbUrypaumu.

Co3paTb paclUMpPeHHbI CIMCOK community.

reg_exp — perynapHoe BblpaskeHue.

[aHHbIM CNMCOK community MCNob3yeTca Kak WaboH ais no-
MCKa coBNageHnii community B cekuum match B route-map.

Yaanutb yKa3aHHbIl7| CNUCOK Community LEeNNKOM UAN TONbKO
KOHKPETHYIO ero cCexkumtio.
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HELTEX

ip extcommunity-list
standard name seq
section_id {permit | deny}

Co3paTb CTaHAAPTHBIV CMMCOK C PACLUMPEHHbIMKM community v
BXOAMT B PEXKMM ero KoHburypauum.

" — name: (1..32)
ip extcommunity-list
CUMBOAA;
expanded name seq L
section_id:

section_id {permit | deny}

(1..4294967295);
reg_exp

reg_exp: (1..127)

Co3paTb paclUMPEHHbIN CMIUCOK C PaCLUMPEHHBIMM community.
reg_exp — perynapHoe BblpaxKeHue.

[JaHHbIM cnncok extcommunity Mcnonb3yeTca Kak wabaoH ana
MOMCKa COBMAZEHMI PaCWIMPEHHBIX community B CeKuuu
match B route-map.

(1-4294967295);

no ip extcommunity-list crmeona YAanuTb YKasaHHbIM CNUCOK extcommunity UenuKom uam
{standard | expanded} TO/IbKO KOHKPETHYI0 ero CeKLMIo.

name seq [section_id]

ip as-path access-list name name: (1..32) Co3patb cnucoK as-path.

seq section_id {permit | CUMBOA; - reg_exp — perynapHoe BblparkeHue.

deny} reg_exp section_id [JaHHbIM cNUCOK as-path ncnonb3yeTtcs Kak WabaoH 418 noncka

coBnageHuit as-path-filter B cekumm match B route-map.

reg_exp: (1..160)
cumBoNa

no ip as-path access-list
name seq [ section_id ]

YAanuTb yKasaHHbIW CNUCOK as-path LeanKom nam ToNbKO KOH-
KPETHYIO ero cekumio.

KomaHObI pexcuma KoHgu2ypayuu AS

Bug, 3anpoca KOMaHAHOM CTPOKM B peskume KoHdurypauum AS:

console (router-bgp) #

Tabnunua 313 — KomaHabl pexkMma KoHourypaumm AS

3HayeHue/3HayeHue
no yMmoa4aHuo

KomaHoa

Aeiicmeue

bgp router-id ip_add

3apatb naeHTUdPMKaTop BGP-mappyTmsaTopa.

no bgp router-id

Ypanutb naeHtnounkatop BGP-mapwpyTtmsaTtopa.

bgp asnotation dot

3apevicTBoBaTh cucTeMy obo3HaveHe Homepos AS B dopmate

-/asplain asdot.
no bgp asnotation YCTaHOBUTb 3HAaYEHUE NO YMOIYAHUIO.
bgp client-to-client reflec- BK/AOUNTL NEpecblIKy MapLUpyToB, MoaydYeHHbix oT reflector-
tion KaveHTa, apyrum reflector-knnextam.
- - -/BKAtOYEHO
no bgp client-to-client re- BbIK/NOUNTb NEPECHIIKY MapLLPYTOB, NoJyYeHHbIX oT reflector-
flection KnneHTa, apyrum reflector-knneHtam.

bgp cluser-id ip_add

3aaéT naeHTMPUKaTop Knactepa BGP-mapwpytusaTopa.
» B cnyvae ecnnm wupeHtudukatop Knactepa He
nonb3oBaTbcA rnobanbHbli MpgeHTMdGUKatop BGP-
MapLupyTusaropa.

no bgp cluser-id -

HacTpoeH, B KauyectBe uaeHTUduKatopa 6yaer uc-
Yaanutb naeHTuounkaTop Knacrepa BGP-mapwpyTtmsaTtopa.

shutdown

-/no shutdown

AOMWHUCTPATUBHO BbIKNKOYNTL NpoTOKoA BGP, He yaanasa ero
KOHduUrypaumto.
. IT0 AeiicTBMe BNEYET 3a cO60I1 pa3pbiB BCeX CECCUM C

npotokona BGP.

no shutdown

BGP-cocegamu u o4UCTKY TabauLbl MapLUpyTU3aLumn
BkntounTb paboty AS.

neighbor ip_add

3agatb |IP-agpec ana BGP-cocega wvnu nepentn B pexum
KOH}ryp1MpoBaHUaA CyLLLecTBYHOLLErO coceaa.

no neighbor ip_add

Ypanutb KoHdurypaumio ana BGP-cocepa ¢ ykasaHHbim |Pv4
nnu IPve-agpecom.

eer-group name
peer-group name: (1..32) cum-

Co3patb Peer-rpynny.
- name — UMA rpynnbl.

no address-family ipv4
{unicast | multicast}

BO/a
no peer-group name YpanuTb co3aaHHyto Peer-rpynny.
address-family ipv4 {unicast YKasatb Tmn IPv4 Address Family n nepesognt KommyTaTop B
| multicast} Junicast pexXum KoHdurypaumum cootsetcTeytowen Address Family.
-/unicas

BbIKkntounTb cooTBeTcTBYOWYO Address-Family.

address-family 12vpn evpn
flylvpn evp -/BbIK/OYEHO

Ykasatb Tvn 12vpn Address Family n nepesoaut KommyTaTop B
pexunm KoHdurypauum cootseTcTeytoweit address-family.
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HELTEX

no address-family 12vpn
evpn

BbIKMOUNTL cooTBETCTBYHOLWYO address-family.

vrf [vrf-name]

no vrf [vrf-name]

vrf-name: (1..32)
cumBona

Co3paTb KOHTeKCT VRF.
' VRF gonKeH 6bITb co3aaH B rnobanbHoi KoHuUrypa-

L LMK KOMMyTaTopa.

Yaanntb KoHTeKcT VRF.

KomaHObI pexcuma KoHgpu2ypayuu Address-Family

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm Address-Family:

console (router-bgp-af) #

Tabanuya 314 — KomaHabl perknuma KoHourypaumm Address-Family

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

network ip_add [mask
mask]

no network ip_add [mask
mask]

3apaTb noaceTb, KOTOpaa aHOHcupyeTca BGP-cocepgam.

- ip-add — appec noacetu;

- mask — macka noaceTu.
Ecnu macka He yKasaHa, N0 YMO/YaHUIO OHa 3aja-
€TCA K/1acCOBbIM METOA0M agpecauun.
mask — macka IP-noacet nam anmHa npedukca.

Y4anuTb aHOHC AaHHOW NOACETH.
- ip-add — appec noacetu;
- mask — macka noaceTy.

redistribute connected
[metric metric | filter-list
name]

no redistribute connected

metric: (1-
4294967295);
name: (1..32) cumBona

Pa3pewnTb aHOHCcMpoBaHKUe connected-mapLpyToB.

- metric — 3HayeHune aTpmnbyta MED, KoTopoe byaeT npucso-
€HO MMNOPTMPOBAHHBIM MapLIPyTam;

- name — Ha3BaHue access-list, KoTopbIlt ByaeT NnpumeHeH K
mapLupyTam.

3anpeTuTb aHOHCMpPOBaHMe connected-mapLIpyToB.

redistribute rip [metric
metric | filter-list name]

no redistribute rip

metric: (1-
4294967295);
name: (1..32) cumBona

MmnopTtuposaTb mapwpyTbl RIP B BGP.

- metric — 3HayeHune aTpmnbyta MED, KoTopoe byaeT npucso-
€HO UMNOPTUPOBAHHbBIM MApPLLPYTaM;

- name — Ha3BaHue access-list, KOTopbli1 ByaeT NPUMeHeH K
MapLipyTam.

3anpeTnTb MMNOPT MapLIpPyTOB 13 npoTokoa RIP.

redistribute static [metric
metric | filter-list name]

no redistribute static

metric: (1-
4294967295);
name: (1..32) cumBona

PaspelwmnTb aHOHCMPOBaHNE CTaTUYECKNX MapLLPYTOB.

- metric — 3Ha4yeHue aTpubyta MED, KoTopoe byaeT npucso-
€HO MMNOPTMPOBAHHBIM MapLIPYTam;

- name — Ha3BaHue access-list, KoTopbIl ByaeT NpumeHeH K
MapLupyTam.

3anpeTnTb aHOHCMPOBAHUE CTaTUYECKMX MapLupyTosB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name]

no redistribute ospf

id: (1..65535);
metric: (1-
4294967295);
type: (internal, exter-
nal-1, external-2);
name: (1..32)
CUMBO/I0B;
mtype: (type-1, type-
2);
name: (0..32) cumBona

MmnopTtuposaTtb mapupytbl OSPF B8 BGP.

- id —vnaeHTndukaTop npouecca OSPF;

- metric — 3HayeHune aTpmnbyta MED, KoTopoe ByaeT npucso-
€HO MMNOPTMPOBAHHBIM MapLLUPYyTam;

- type — T1n OSPF-mapLipyToB, aHOHcMpyembix B BGP;

- name — Ha3BaHwue access-list, KOTopbIl ByaeT NpUMeHeH K
MapLupyTam;

- mtype — T1n meTpukmn Ex1 nnm Ex2.

3anpeTnTb MMMNOPT MapLLPYTOB 13 NpoTokona OSPF.
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HELTEX

redistribute isis [/evel]
[match match] [metric
metric] [filter-list
acl_name]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal, exter-
nal);
metric: (1-65535);
acl_name: (1..32)

MmnopTtupoBaTtb mapwpyTbl U3 IS-IS B BGP.

- level — ycTaHOBWTb M3 Kakoro ypoBHA IS-IS 6yayT aHoHcKpo-
BaTbCA MapLUPYThI;

- match — npoun3BoANTbL aHOHCMPOBaHWE TONILKO ANA YKa3aH-
HbIX TUNOB IS-IS mapwpyToB;

- metric — 3HaYeHne MeTPUKMN 411 NMMNOPTUPYEMbIX MapLLpPY-
TOB;

- acl_name — uma ctaHgapTHoro IP ACL, KoTopblii bygeT uc-

cMmBoNa NoNb30BaH 414 GUALTPALUN UMMOPTUPYEMBIX MAPLLIPYTOB.
no redistribute isis 3anpeTnTb MMMNOPT MapPLLPYTOB M3 NpoToKoAa IS-IS.
redistribute bgp [ metric MMnopTupoBaTb MapLupyTbl, NoayyYeHHble B none default VRF
metric [ filter-list name] no npoTtokony BGP, 8 BGP AF |12vpn evpn
metric: - metric — 3Ha4yeHue atpnbyta MED, KoTopoe byaeT NpucBo-

no redistribute bgp

(1-4294967295);
name: (1..32) cumBona

€HO MMNOPTUPOBAHHBLIM MApPLUPYTaMm;
- name — Ha3BaHue access-list, KoTopblit ByaeT NpuMeHeH K
MapLupyTam.

3anpeTuTb aHOHCMPOBaHME MapPLUPYTOB.

aggregate-address
ipv4_add mask [ summary-
only / as-set / advertise-
map route_map_name /
attribute-map
route_map_name / sup-
press-map
route_map_name]

no aggregate-address
ipv4_add mask

BkntounTb arperaymio 6onee cneumdUUHbIX MapLIPYTOB, BXO-
OALWMX B YKa3aHHbIA npeduKc:

- ipv4_add — IPv4-agpec nogcety;

- mask — macka noacetu

- route_map_name — uma route-map;

- summary-only — 3anpeTuTb OTNPABKY COCEAAM MapLIPYTOB,
KOTOPble NOMAAAIT NOA CYMMUPYIOLWNIA MapLIpyT;

- as-set — BKNOUUTb f06aBNeHNE B CYMMUPYIOLMIA MapLIpyT
as-path, nonyyeHHbIM U3 NpedUKCOB, NONAJAOLLMX NOL CYyM-
MUPYIOLLUIA MapLLPYT;

- Suppress-map — 3anpeTUTb OTNPABKY COCeaaM MapLpyToB,
nonagarowmx nog route-map (napametp summary-only urHo-
pupyertca);

- advertise-map — MapLpyTbl, nonagatroLLme nog route-map,
He ByayT nonagaTtb NoA CYMMUPYIOLLNIA;

- attribute-map — BKAOYUTL YCTAHOBKY AN CYMMUPYIOLLErO
MapLipyTa aTpubyToB, yKasaHHbIX B AeWACTBUM set B route-
map.

Yaoanutb arperaumio 6onee cneumdUUHbIX MapLIPYTOB, BXOAA-
LLMX B YKA3aHHbIM npeduKc.

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHurypaumnm BGP-coceaa:

console (router-bgp-nbr) #

Tabnunua 315 — KomaHabl pexkmuma KoHourypaumm BGP-cocena

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

BK/IIOYUMTL OrpaHMYeHUe KOAMYecTBa NPUHUMAEMbIX MapLu-
pyTos oT BGP-coceaa.

- value — makcMmanbHoe KOMYEeCTBO NPUHUMAEMbIX MapLU-
pyToB;

- percent — NPOLLEHT OT MaKCMMaJIbHOTO KOIMYecTBa MapLupy-
TOB, MO AOCTUXEHWUM KOTOPOTO OTNPABAAETCA Npeaynpexae-
Hue;

- second — BpeMeHHOM NPOMEKYTOK (B CEKYHAAX), MO ncteve-
HUIO KOTOPOro NPOUCXOAUT NEepenoaKAlYeHne, eCaU ceccus
6bln1a pa3opBaHa M3-3a MPEBbIWEHUA KONMYECTBA MapLUpy-
TOB;

- type — Ha3HauaeT AeicTBME, BbINOAHAEMOE NPU AOCTUNXE-
HWMU MaKCMMaNbHOTo 3HaYeHUA (pa3pbis ceccuu <restart> uau
OTnpaBKa npeaynpexaeHus <warning-only>).

BbIKNOUMTL OrpaHUYEeHNe KoMYecTsa NPMHUMAEMbIX MapL-
pyTtos oT BGP-cocepa.

334 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

3apaTb BpeMeHHbIe MHTepBasbl.

- adv-sec — MMHUMAa/bHBIN MHTEPBAN MeXay oTnpaBKkon UP-
DATE coobLeHnin 04HOTrO U TOTO XKe MapLupyTa;

- with-sec — MUHUManNbHbIN UHTEPBAN MEXAY aHOHCMPOBa-
HMEM MapLIpyTa M ero Nocaeaylowmm Ae-aHOHCMPOBaHUEM.

V —Advertisement-interval gonkeH 6biTb 60sblie
unu paseH withdraw-interval;

— MapLpyTbl, KOTOpble AOMKHbI 6bITb AaHOHCUMPO-
BaHbl cocegHUM BGP-mapLlupytusatopam, pacnpe-
[,EenfaTca No Heckonbkum UPDATE-coobuweHuam.
Mexxay otnpaeKkoi atTux UPDATE-coo6uieHui Bbl-
AEp’KUBAETCA CNydaliHbli BpeMeHHOI UHTepBan
Takum o6pa3om, 4tobbl obLiee Bpema mexay 06-
HOB/NEHWEM MapLUPYTOB B JIOKanbHOW Tabauue
BGP wu ortnpasBkoii nocnegHero UPDATE-
coobuieHnn He npesblwano advertisement-inter-
val unu as-origination-interval B cnyyae otnpasku
JIOKaNbHbIX (MapLIpyTbl U3 NOKaNbHOK AS) mapLu-
pyToB B eBGP-coeguHeHuun. Takum o6pasom, Kaxk-
Ablii U3 MapLIPYTOB MOXKET UMETb CYUYAIHYIO Be-
NINYUHY 3aZePXKKM aHOHCUPOBAHMUS;

— TouHoCTb paboTbl Taimepos advertisement-inter-
val, withdraw-interval u as-origination-interval 3a-
BUCUT OT MAKCMMaNbHOro 3HauyeHua noboro us
3TUX TPEX TailMmepoB, HACTPOEHHbIX Ha BGP-
mapuwpyTtusatope  (yuuTbiBalOTCA  Tailmepbl,
HacTpoeHHble ana Bcex BGP-cocepeit). Bce 3Haue-
HUA TalimepoB aHOHCUPOBAHUA U Ae-aHOHCUPOBa-
HUMA MapLpyTOB, CKOHPUrypMpoBaHHbIX Ha
YCTPOMCTBE, AUCKPETU3UPYIOTCA WHTEepBaioM B
1/255 ot HanbonbLIero HaCTPOGHHOrO 3HAYEHUA.
YBe/iueHne MaKCMManbHOro 3HauyeHusa 6yper
NPUBOAUTL K YBE/IMUEHUIO YaCTOTbl AUCKPETU3a-
LMY TalimepoB U, COOTBETCTBEHHO, K MOHUMKEHUIO
TOYHOCTHU UX PaboTbl.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3afaTb BpeEMEHHOM MHTepBaa mexay otnpaskoit UPDATE co-
0b6LLEeHNI O4HOrO U TOTO Ke MapLUpyTa, UCNoab3yeTcs ANs
QHOHCa NIOKaNbHbIX (MApLWpPYTbl U3 NoKanbHOU AS) mapLipy-
T0B eBGP cocepam.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120
CEeKYHA,

3afaTb BPEMEHHOW MHTEPBan, N0 UCTEYEHUIO KOTOPOrO BO3-
06HOBAAETCA NOMbITKa co3aaTh BGP-ceccuio ¢ cocesom.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

next-hop-self

no next-hop-self

-/BbIK/IIOYEHO

Bkntountb nogmeHy 3HauveHua atpubyta NEXT_HOP Ha no-
KasbHbI agpec mapLipyTmsaTopa.

OTKAtounTb NogmeHy aTpmbyta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3apaTb HOMep aBTOHOMHOWM CUCTEMbI, B KOTOPOW HaxoauTcA
BGP-cocea. YcTaHOBAEHME COCEACTBA HEBO3MOXHO, NOKa CO-
cefly He HaszHavyeH Homep AS.

3710 AeicTBUE BNIEYET PaspbliB CECCUM C COCEA0M U
V OUYMCTKY BCEX MPUHATbIX OT HEFr0 MapLUPYTOB.

YaanuTb naeHTMdMKaTop coceaHein aBTOHOMHOM CUCTEMDbI.
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HELTEX

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-
21845)/30 cekyHpa,

3apaTb BpeMeHHbIe MHTepBasbl.
- holdtime — ecnn B TeyeHue 3TOro BpeMeHu He byaeT npu-
HATO keepalive-coobuieHne, To coeanHeHne ¢ cocegom cbpa-
CblBaeTcs;
- keepalive — nHTepBan mexay otnpaskoi keepalive-coobuye-
HURA.
3HaueHua holdtime u keepalive pomkHbl 6biTb
V nmb6o o6a paBHbl HyAto, AM60 06a 6onbLue Hyns.
holdtime ponkeH 6biTb 6o0nblie waAn paseH
keepalive.

— Ecnm 6bin Bbi6paH Takimep hold, KoTopbii
HACTPOEH HAa IOKA/IbHOM MapLipyTU3aTope, TO
MCMoNb3yeTcs NIOKaZbHOE 3HayeHue Tailmepa
keepalive;

— Ecnm 6bin Bbi6paH Takimep hold, kotopbiit
HaCcTPOEH Ha cocegHeM MapLupyTU3aTope WU
3HauyeHue J/IOKaNbHO HACTPOEHHOro Taiimepa
keepalive meHbwe yem 1/3 Bbi6paHHOro Tai-
mepa hold, To ucnonb3yetca noKanbHoe 3Haye-
Hue Taiimepa keepalive;

— Ecnm 6bin Bbi6paH Takimep hold, koTopbiit
HacCTpoeH Ha cocegHem MapLipyTU3aTope U
3HauyeHWe /IOKaNIbHO HACTPOEHHOro Taiimepa
keepalive 6onblwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonbsyerca uenoe unucno, Ko-
TOpoe meHblue Yyem 1/3 BbibpaHHOro Taiimepa
hold.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3apaTb BPEMEHHOM MHTEPBAN YAEPMKAHUA coceaa B COCTOSA-
Huu ldle nocne Toro, KaKk oH 6bin cHpoLIEH B 3TO COCTOAHME.
3a 3TOT UHTEPBAA BCE MOMbITKM NepPeyCcTaHOBUTL COegnHeHne
c cocegom byayT OTK/IOHEHDI.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CEeKYHA,

3apaTb BpPeMeHHOW WHTepBan Mexay YycTaHoBkoh TCP-
coeanHeHuns n otnpasKkol nepsoro OPEN-coobLeHus.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

shutdown

no shutdown

-/no shutdown

AZMUWHUCTPATMBHO BbIKAOYaeT ceccuto ¢ BGP-cocegom wm
OumLLaeT MPUHATbIE OT HEro MapLUPYTbl, HEe YAANAA €ro KOH-
durypaumm.

AAMUWHUCTPATUBHO BKJItOYaeT ceccuto ¢ BGP-cocepom.

update-source
[gigabitethernet gi_port |
tengigabitethernet te_port
|
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | Port-Channel
group | Loopback loopback
| Vlan vian_id]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHaunTb uHTEpdelic, KoTopblli ByAeT UCNOIb30BaH B Kaye-
CTBE UCXOAALLEro Npyu CoeaAnHEHUN C COCEA0M.

OTMEHUTb PYYHYKO HACTPOWKY WCXOAALLero MHTepdeiica,
BK/IKOYaEeT aBTOMATMYecKuii Bbibop nHTepdelica.

route-reflector-client
[meshed]

no route-reflector-client

-/disabled

HasHaunTb BGP-cocesa Route-Reflector knneHTOM.
- meshed — napameTp BbICTaBAAETCA €CM UCNOAb3YyeTCA
mesh-tononorua. Mpu noay4eHUM OT TaKOro KnneHta BGP-
MapLUPYTOB OHU He ByAyT NepecbiNaTbeca APYrMM KAUEHTaM.
BGP-mapwpyTtusarop asnsertca route-reflector-om,
V ecnn xota 6bl oanH ero coces CKOH$UrypuposaH
Kak route-reflector knnenr.
[Ona npumeHeHUA AaHHOW KomaHAbl Heob6xogum
V nepesanyck BGP-ceccum c cocegom.

YCTaHOBUTb 3HaYeHue no YMO/I4aHUIO.
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HELTEX

soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

-/disabled

KomaHaa coxpaHseT nosyyYeHHble OT coceaa MapLipyTbl B OT-
AenbHoi obnact namati. MeTtoa NoO3BOAAET MPUMEHWUTbL
BXOAALLYIO MOANTUKY «route-map in» ansa coceaa 6e3 cbpoca
COCeACTBa M 3aMpoca MapLLpPyTOB.
Mo ymonuaHuio pabotaetr mexaHusm Route
V Refresh.

OTKAIOYUTb MEXaHU3M COXPaHEHWNA MapLIPyTOB.

prefix-list name {in | out}

no prefix-list name {in |
out}

name: (1..64) cumBona

- name — Ha3BaHwue IP prefix-list, KoTopbI ByaeT NpuMeHeH K
QHOHCMPYEMbIM WM NPUHUMAEMbIM MapLIPyTaM.

OrtsazaTb IP prefix-list.

peer-group name

no peer-group

name: (1..32) cumBona

- name — uma Peer-rpynnbl, KoTopasa 6yaeT NpUMeHeHa K co-
ceay.
HacTpoiiku Ha Peer-rpynne umetot 6onee BbICOKUiA
V npuopuUTeT, YeM HACTPOIKKN HA camom cocege.

Ypanute coceaa us rpynnbi.

address-family ipv4 {
unicast | multicast}

no address-family ipv4
{unicast | multicast}

-/unicast

YKasatb Tvn IPv4 address family n nepesectn kommyTaTop B
pexum KoHdurypaumm cootseTcTBytowen address family gns
atoro BGP-coceaa.

BbikntounTb cooTseTcTBYOWYIO IPVv4 address-family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/NOYEHO

YKazatb TMn 12vpn address family n nepesect kommyTatop B
pexunm KoHdurypauum cootsetcTBytowert Address Family
ona satoro BGP-cocepa.

BbIkNtounTb cooTBeTCTBYIOLWYI Address-Family.

fall-over bfd

no fall-over bfd

-/BbIK/NOYEHO

Bkntountb npoTtokon BFD Ha coceae.

BbikntounTb npoTtokon BFD Ha cocepe.

as-path-filter name {in |
out}

no as-path-filter name {in |
out}

name: (1..64) cumBona

3agatb opunbTp as-path ana BGP-coceaa.
- name — “MA cNucKa as-path;

-in — AnA BXO4ALWMX MapLLPYTOB;

- out — A4/ UCXOAALLMX MapPLLPYTOB.

Yaanutb ¢unbTp as-path.

password word

no password

word: (1..128) cumBon0B;
Mo ymonyaHuio
ayTeHTUdMKaumA
OTKNIOYEeHa

BkntounTtb ayTeHTUdUKaumio Bcex TCP-cermeHToB, NPUHATBLIX OT
BGP-cocena. 3a4aThb KoY ayTEHTUOUKALUMN B TEKCTOBOM BUAE.
[aHHas HacTpoWKka MrHOpPUpYeTca, ecan aas ayTeHTUduKaumm
yKa3saHa key-chain.

- word — K/to4 B TEKCTOBOM BUAE.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

password encrypted
encryptedword

no password encrypted

encryptedword: (1..128);
Mo ymon4yaHuio
ayTeHTUdMKaumA
OTK/IIOYEHa

BKntounTb ayTeHTUdUKaumto scex TCP-cermeHTOB, NPUHATLIX OT
BGP-coceaa. 3apaeT KoY ayTeHTMdUKaummM B 3alumMdpoBaHHOM
BuAe (Hanpumep, Naponb B 3alUMPPOBAHHOM BUAE, CKOMUPOBAH-
Hbll C ApYroro ycTponcTsa).

[aHHas HacTpoWKa MrHOpUpyeTca, ecan gas ayTeHTUduKaumm
yKa3saHa key-chain.

- encryptedword — knto4 B 3aliM$pPOBaHHOM BUZE.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

password key-chain word

no password key-chain

word: (1..32) cumeonos;
Mo yMOAYaHMIO ayTeHTU-
duKauua oTKNOYEH]

3afaTb UMA CBA3KM KtoUeit, KoTopasa byaeT Ucnonb3oBaTbes AnA
ayTeHTUdMKauum Bcex TCP cermeHTOB, NPUHATLIX OT BGP-coceaa.
- word — UMA CBA3KM KtoYen.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

ebgp-multihop

no ebgp-multihop

-/TTL paBeH 1

YctaHoBuWTb TTL paBHbIli 64 gns EBGP-noakatoueHni.

YCTaHOBUTb 3HaYeHMeE N0 YMOHAHUIO.
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HELTEX

KomaHObI pexcuma KoHguzypayuu Address Family BGP-coceda

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume KoHdurypaumm Address Family BGP-coceaa:

console (router-bgp-nbr-af) #

Tabnnua 316 — KomaHabl pexkuma KoHourypauum Address Family BGP-coceaa

3HayeHue/3HayeHue
no ymon4aHuo

KomaHda

Aelicmesue

maximum-prefix value [thresh-
old percent | hold-timer second
| action type]

value: (0-4294967295);
percent: (0-100);

(restart, warning-only)

no maximum-prefix

second: (30-86400); type:

BKtOUNTL OrpaHMYeHme KoimyecTBa NPMHUMAEMbIX MapLIpyToB
ot BGP-cocepa.

- value — MaKcMmanibHOe KOAMYECTBO MPUHUMAEMbIX MapLUpy-
TOB;

- percent — NPOLUEHT OT MaKCMMa/IbHOTO KOZIMYECTBA MApPLLPYTOB,
Mo AOCTUNKEHUM KOTOPOFO OTNPABAAETCA NpeaynpexaeHue;

- second — BpeMEHHOM NPOMEKYTOK (B CEKYHAAX), NO UCTEYEHUIO
KOTOPOro NPOUCXOAUT NepenogkatoyeHne, ecam ceccus bbina
pa3opBaHa M3-3a NPEeBbIWEHUA KOANYEeCTBa MapLLpPYTOB;

- type — Ha3HayaeT AeNCTBME, BbINOSHAEMOE NPU AOCTUNKEHUM
MaKCMMANbHOrO 3Ha4yeHWa (paspbiB ceccum <restart> uam oT-
npaBKa npeaynpexaeHus <warning-only>).

BbIKNOYMTL OrpaHUYEHnEe KONMYeCTBa NPUHUMAEMbIX MapLUpy-
TOB OT BGP-cocepa.

advertisement-interval adv_sec
withdraw with_sec

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

no advertisement-interval

3apaTb BpeMeHHble MHTepBasbl.
- adv-sec — MMHMManbHbIN MHTEPBaN MexXay oTnpaskoit UPDATE
COO0OLWEHNIN OAHOTO U TOTO e MApLLIPYTa;
- with-sec — MMHUManNbHbIA UHTEPBAN MEKAY aHOHCMPOBAHUEM
MapLUpyTa 1 ero Nocaeayowmm Ae-aHOHCUPOBAHUEM.
V —  Advertisement-interval gomxeH 6biTb 60nblie
unu paseH withdraw-interval;
—  MapuwpyTbl, KOTOpble A0NXHbl 6biTb AHOHCUPO-
BaHbl cocegHUm BGP-mapwpyTtusatopam, pacnpe-
[enaTca no Heckonbkum UPDATE-coobeHuam.
Mexay otnpasKoii 3tTux UPDATE-coobLeHuit Bbl-
[EepPXXUBAETCA C/YYaliHbIA BPeMeHHOW WHTepBan
Takum obpasom, utobbl obLiee Bpema mexay 06-
HOB/NIEHWEM MapLUPYTOB B JIOKa/NbHOI Tabnuue
BGP wu ortnpaBkoii nocnegHero UPDATE-
coobuieHun He npesblwano advertisement-inter-
val unu as-origination-interval B cnyyae otnpaBku
NIOKaNbHbIX (MapLpyTbl U3 I0KanbHOM AS) mapLu-
pyToB B eBGP-coeguHeHuun. Takum o6paszom, Kax-
Ablii U3 MapLIPYTOB MOXKET UMETb Cy4YaiiHyto Be-
JNINYUHY 3aZePXKKM aHOHCUPOBAHUSA;
—  TouHocTb paboTtbl TaiimepoB advertisement-inter-
val, withdraw-interval u as-origination-interval 3a-
BUCUT OT MAaKCMManbHOTrO 3HauyeHuA noboro u3
3TUX TPEX TalMepoB, HACTPOEHHbIX Ha BGP-
maplipyTusatope  (yuuTbiBaloTcA  Talimepbl,
HacTpoeHHble ana Bcex BGP-cocegeii). Bce 3Haue-
HUA TakMepoB AaHOHCMPOBAHUA U Ae-aHOHCUMPOBaA-
HAA  MapLUIPYTOB, CKOHQUIYPUMPOBaAHHbIX Ha
YCTPOUCTBE, AUCKPETUIUPYIOTCA WHTEpBanomM B
1/255 ot Hanb0/bLIEro HaCTPOEHHOIO 3HAYEHUSA.
YBe/iueHne MaKCMManbHOro 3HauyeHusa 6yger
NPUBOAUTb K YBE/IMYEHUIO YACTOTbl AUCKPETU3a-
LMY TaliMepoB 1, COOTBETCTBEHHO, K MOHUXXEHUIO
TOYHOCTU UX paboTbl.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.
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HELTEX

as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3a4aTb BpeMeEHHOW MHTepBan mexay otnpaskoi UPDATE coob-
LLLEHUI O4HOTO M TOTO }Ke MapLIpyTa, UCNONb3YeTcA ANA aHOHCa
NOKaNbHbIX (MapLwpyTbl U3 IoKanbHOM AS) mapLlupyTos eBGP-co-
ceanam.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

default-originate [route-map
name]

no default-originate

name: (1..64) cumsona/-

AHOHcupoBaTb BGP-coceay mapLipyT No yMOAYaHUIO BHE 3aBU-
CUMOCTM OT ero HaZIMUMA B IOKANbHOM TabanLLe MapLpyTM3aLmn.
B KauecTBe nexthop B Takom maplupyTe 6yaeT yKasaH UHTep-
delic, c KoToporo ycTaHoBneHa BGP-ceccus.
- route-map — napameTp No3Bo/IAET aHOHCMPOBATb MapLLIPYT Mo
YMO/I4aHWIO, TONIbKO €CAM OH MPUCYTCTBYET B JIOKA/NIbHOMN Tab-
IMLEe MapLpyTM3aLmMmn U ero UCTOYHUKOM He ABAAETCA MPOTOKO
BGP.
- name — UMA NOJIMTUKM route-map, KotTopas byaeT npymeHeHa
K onepaumy aHOHCMPOBAHMUA MAPLLPYTA MO YMOAYAHUIO.
Route-map ponkHa cogepkatb B cebe TONbKO cek-
V yuio match ip address c ykazaHuem Ha prefix-list, nog
KOTOpbIA NonajaeT mMapwpyT no ymonuyauuio. MNpum-
Mep HacTpoiiKu TaKol route-map u prefix-list npuse-
OeH nopg, Tabanueit.

Ecnu B prefix-list HaxoguTca ykasaHue Ha KaKoii-nnbo
MapLUpPYT, OTINYHBINM OT ,eONTHOrO, TO UMEHHO 3TOT
MapLUPYT AO/XKEH NPUCYTCTBOBATb B JIOKa/IbHO Tab-
NMue  MapupyTMsauuu, uTobbl aHOHCUpOBaNCA
MapLIPyT N0 YMoN4YaHUIo. OrpaHUYECcHU Ha UCTOY-
HUK 3TOr0 MapLUpPyTa HeT.

Y

OTmeHUTb HacTpoliky default-originate.

route-map name {in | out}

no route-map name {in | out}

name: (1..64) cumBona

- name — UMA NONUTUKM route-map, KoTopas ByaeT NpUmeHeHa
K cocesly B gaHHon Address Family. Mo3sonsaet ¢uabtpoBath m
BHOCWTb M3MEHEHMUA B aHOHCUPYEMble U MPUHUMaeMble MapLu-
pyTbI.

YaanuTb NOANTUKK ¢ AaHHoM Address Family.

next-hop-self

no next-hop-self

-/BKAOYEHO

BKAtounTb NnogmeHy 3HadeHua atpubyta NEXT_HOP Ha nokanb-
HbI agpec MapLlpyTm3aTopa.

OTKAOYUTL NogMmeHy aTpubyTta NEXT_HOP.

route-reflector-client [meshed]

no route-reflector-client

-/disabled

HasHauntb BGP-cocesa Route-Reflector knneHTom.
- meshed — napameTp BbicTaBAseTCs ecan ncnonbsyetca mesh-
Tononaorua. Npu NoAy4eHUn oT Takoro KnaneHTa BGP-mapwpyTtos
OHM He ByAyT NepecblIaTbCa APYTUM KANEHTaM.
BGP-mapwpytusatop asnserca route-reflector-om,
V ecnm xota 6bl 0AUH ero cocef CKOHGUrypUpPOBaH Kak

route-reflector knueHr.
Ana npumeHeHua JaHHOW KOMaHAbl Heobxoaum ne-
pe3sanyck BGP-ceccum c cocegom.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

[Mpumep HacmpolKu route-map, ucnoasv3yemoli 8 KomaHoe default-originate

console#configure

console (config) #route-map RM DEFAULT ROUTE 10 permit
console (config-route-map) #match ip address prefix-list PL DEFAULT ROUTE
console (config-route-map) #exit

console (config) #ip prefix-list PL DEFAULT ROUTE seq 5 permit 0.0.0.0/0

KomaHObI pexcuma KoHgu2ypayuu Peer-epynn

Bug, 3anpoca KOMaHAHOW CTPOKU B pexume KoHdurypaumm Peer-rpynn:

console (router-bgp-nbrgrp) #
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HELTEX

Tabnuua 317 — KomaHap! pexkxuma KoHourypauum Peer-rpynn

KomaHda

3HayeHue/3Ha4yeHue
Mo ymon4aHuro

Aeilicmeue

maximum-prefix value [thresh-
old percent | hold-timer second
| action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400); type:
(restart, warning-only)

BK/OYNTL OrpaHMyeHme KoamyecTsa NPMHUMaeMbIX MapLpyToB
o1 BGP-cocepa.

- value — MakcMManbHOe KONMYECTBO MPUHUMAEMbIX MApLUpY-
TOB;

- percent — NPOLEHT OT MaKCMMabHOrO KONNMYECTBa MapLIpyToB,
No JOCTUKEHUM KOTOPOro OTNPaBASAETCA NpeaynpexaeHue;

- second — BpeMeHHOW NPOMEKYTOK (B CEKYHAaX), MO UCTEYEHUIO
KOTOPOro MPOMUCXOAUT MepenoakatoyeHne, ecam ceccusa bbina
pasopBaHa M3-3a NPEBbILLEHMA KOIMYECTBA MAPLLPYTOB;

- type — Ha3HayaeT AencTBue, BbINOJHAEMOE MPU SOCTUNKEHUU
MaKCMMaNbHOrO 3HayeHua (paspbiB ceccum <restart> uam oT-
npaBKa npegynpexaeHua <warning-only>).

BbIKNIOUNTL OFrpaHUYEHME KONMYECTBA MPUHUMAEMbIX MapLLpy-
TOB OT BGP-cocepa.

advertisement-interval adv_sec
withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKkyHa;
with-sec: (0-65535)/30
CeKyHA,

3a4aTb BpeMeHHble MHTepBabl.
- adv-sec — MMHUManbHbIM MHTEPBAN mexay oTnpaskoi UPDATE
COO06LLEHMI O4HOTO M TOFO Ke MapLIpyTa;
- With-sec — MMHUMaNbHbIN UHTEPBAN MEXAY aHOHCUPOBAHUEM
MapLpyTa 1 ero nocneayowmm ae-aHOHCUPOBaHUEM.
V —  Advertisement-interval gomxkeH 6biTb 60nblue
unu paseH withdraw-interval;

—  MapuwpyTbl, KOTOpble AOMKHbI 6bITb AaHOHCUpPO-
BaHbl coceaHUMm BGP-mapuipytusaropam, pacnpe-
AenATca No Heckonbkum UPDATE-coo6ueHmam.
Me:xxay otnpaBKoi 3Tux UPDATE-coobLueHumit Bbi-
[EepXXUBAETCA C/NyYaiiHbIA BpeMeHHOW WHTepBan
Takum o6paszom, uTo6bl obLiee Bpema mexKay 06-
HOB/NEHMEM MApPLUPYTOB B JIOKa/NbHOI Tabnuue
BGP u otnpasKkoi nocnegHero UPDATE-coobuie-
HUA He npeBblwano advertisement-interval nan
as-origination-interval B cnyyae oTnpaBKu 10Kab-
HbIX (MapLpyTbl U3 IOKaNbHOU AS) mapLupyTOB B
eBGP-coeguHeHuu. Takum ob6pasom, KaxKabii U3
MapLUPYTOB MOXET MMETb C/Iy4alHY0 BEeIMUYUHY
33,ep’KKM aHOHCUPOBAHUA;

— TouHocTb paboTbl TalimepoB advertisement-
interval, withdraw-interval wu as-origination-
interval 3aBMCUT OT MaKCMMaNbHOro 3Ha4YeHusA
no60oro n3 aTUX TPExX TalimepoB, HACTPOEHHbIX Ha
BGP-mapwpyTtusatope (yuutbiBaloTCcA Taiimepbl,
HacTpoeHHble ana Bcex BGP-cocegeid). Bce 3Haue-
HUA TalimepoB aHOHCUPOBAHUA U Ae-aHOHCUMPOBa-
HMA MapLIpyTOB, CKOHPUIrypMpPOBaHHLIX Ha
YCTPOWCTBE, AUCKPETUIUPYIOTCA WHTEpBaioMm B
1/255 ot HanbonbLIEro HaCTPOEHHOro 3HaYEeHuUs.
YBenMueHne MaKCMManbHOro 3HauveHua 6yger
NpPUBOAUTL K YBE/IMYEHUIO YacTOTbl AUCKpPeTU3a-
LMK TalimepoB U, COOTBETCTBEHHO, K MOHUXXEHUIO
TOYHOCTU UX PaboTbl.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOHAHMUIO.

as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3apaTb BpeMeHHOW MHTepBan mexay otnpaskoii UPDATE coo6-
LWeHWI1 OAHOTO U TOTO e MapLIpyTa, UCNO/b3yeTcs A/1f aHOHCa
JIOKanbHbIX (MapLIpyTbl U3 N0KanbHOM AS) mapLipyTos eBGP co-
cepam.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOHAHMUIO.

connect-retry-interval seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3apatb BpeMeHHOVI WUHTEepBan, N0 NUCTEYEHUIO KOTOPOro BO306-
HoB/AETCA NonblTKa co3aatb BGP-ceccuto ¢ cocegom.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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HELTEX

next-hop-self

no next-hop-self

-/BbIKIOYEHO

BKAOuMTb NogmeHy 3HayeHua atpubyta NEXT_HOP Ha nokanb-
HbI1 agpec mapLipyTnsartopa.

OTKAOYUTL NogmeHy aTpubyTta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3azaTb HOMep aBTOHOMHOM CUCTEMbI, B KOTOPOI HaxoanTca BGP-
cocep. YCTaHOB/IEHME COCEACTBA HEBO3MOXHO, NMOKa coceny He
Ha3HayeH Homep AS.

V J3T0 peiicTBMe BAEYET paspbiB CECCMM C COCEAOM M

OUYUCTKY BCEX MPUHATBIX OT HEFO MapLUPYTOB.
Ypanutb naeHTMPUKATOP coceHelt aBTOHOMHOM CUCTEMDbI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHa;
keepalive: (0-21845)/30
CeKyHA,

3a4aTb BpemMeHHble MHTepBabl.
- holdtime — ecnu B Te4eHUe 3TOro BpeMeHun He byaeT NPUHATO
keepalive-coobuieHre, To coeamHeHne c cocegom cbpacbiBa-
eTcs;
- keepalive —HTepBan mexay otnpaBkoi keepalive-coobuieHwnit.
V 3HaueHua holdtime u keepalive gomxkHbI 6biTb MM60
06a paBHbI HyA10, N1M60 06a 60nblue HyAS.
holdtime gonkeH 6bITb 60nblIe nnu paBeH keepalive.
— Ecnm 6bin BbIGpaH Taiimep hold, KoTopbii
HacTPOEeH Ha JI0Ka/lbHOM MapLUPyTU3aToOpPe, TO UC-

nonb3yeTcA JIOKaZbHOe 3HauyeHue Talkimepa
keepalive;
— Ecnm 6bin BbIGpaH Taiimep hold, KoTopbii

HacTPOeH Ha cocegHeM MapLUPYTM3aTope U 3Haue-
HUe NI0KaNbHO HacTpoeHHoro Tailmepa keepalive
meHbwe yem 1/3 sbibpaHHoro Taiimepa hold, To
MCNoNb3yeTcA JIOKa/sbHOEe 3HaueHue Talimepa
keepalive;

Echm 6bin  BbibpaH Tailmep hold, KoTtopbiit
HaACTPOEH Ha coceagHeM MapLUpyTM3aTope U 3Haue-
HUEe JIOKaZIbHO HacTpoeHHoro Taiimepa keepalive
6onbwe yem 1/3 BbibpaHHOro Taiimepa hold, To
MCNO/Nb3yeTcA LiesIoe YUCNO, KOTOpoe MeHbLue
yem 1/3 BbibpaHHoro Taiimepa hold.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a4aTb BPEeMeHHOW MHTepBan yaep)KaHuA cocega B COCTOAHMM
Idle nocne Toro, Kak oH Bbl1 COpOLIEH B 3TO COCTOAHME. 3a 3TOT
WHTEpPBaN BCe NOMbITKMN NepeycTaHOBUTL COeanHeHMe C CoceaoM
6yAyT OTK/IOHEHbI.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CEKYHA,

3ajaTb BPEMEHHOM WHTepBan Mexay YcTtaHoskolk TCP-

coeguHeHus u otnpasKoi nepsoro OPEN-coobuweHus.

YCcTaHOBUTb 3HaYeHue no YMOANYaHULO.

shutdown

no shutdown

-/no shutdown

AOMWHUCTPATUBHO BbIK/OYAET ceccum co Bcemu BGP-cocegamm,
BXOAALLVMMM B COCTAB peer-rpynmbl, U OUULLAET NPUHATLIE OT HUX
MapLUIpyTbl, HE yAaNsAs UX KoHbUrypauuu.

B KOHOUrypaLmio Kaxaoro cocesa, BXOAALLErO B peer-rpynmny, 8
KOHTeKCT (router-bgp-nbr) nobasnsaerca komanaa shutdown.

AZMUHUCTPATUBHO BK/OYAET ceccun co Bcemn BGP-coceaamum,
BXOAALMMMN B COCTAB peer-rpynnol. Yganaer komaHay shutdown
13 KOHOUTYpaumm Kaxkaoro cocesia, BXOAALLETO B peer-rpynny.

update-source [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | Port-Channel group |
Loopback /oopback | Vlan
vlan_id]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

Ha3HauuTb MHTepdeiic, KoTopbll ByAeT UCNO/Ib30BaH B KayecTse
MCXOAALLEro NPU COEMHEHUN C COCELOM.

OTMEHUTb PYYHY HacTPOWKy ucxoasauero uHTepdeiica, BKAO-
YaeT aBTOMaTM4YecKuii Bbibop nHTepdelica.
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HELTEX

route-reflector-client [meshed]

HasHauutb BGP-cocena Route-Reflector knneHtom.

- meshed — napameTp BbicTaBnAeTca ecam ucnonbayerca mesh-

TononoruA. MNpu Nosy4eHnn oT Takoro KameHta BGP-maplipyTos

OHW He ByayT NepecbIaTbCs APYrUM KINEHTaM.
BGP-mapwpyTtusatop sasnsetrca route-reflector-om,

no soft-reconfiguration in-
bound

-/disabled V ecnn xota 6bl 0ANH ero coces CKOHGUIYPMpPOBaH Kak
route-reflector KnueHr.
[na npumeHeHUA AaHHOW KOomaHAbl Heobxoaum ne-
V pe3anyck BGP-ceccum ¢ cocepom.
no route-reflector-client YCTaHOBUTb 3Ha4YeHNe NO YMOAYAHUIO.
soft-reconfiguration inbound KomaHpa coxpaHAeT nosiyyeHHble OT cocefa MapLipyTbl B OT-
AenbHol obnactn namatn. MeTo No3BonAeT NPUMEHUTL BXOAA-
Lyt NOAUTUKY «route-map in» ans cocega 6e3 cbpoca cocen-
. CTBA U 3aMpoca MapLIpyToB.
-/disabled

V Mo ymonuyaHuio pabotaetr mexaHusm Route Refresh.

OTKNIOYMTL MEeXaHM3M COXpaHEeHUA MapLIPYyTOB.

prefix-list name {in | out}

no prefix-list name {in | out}

name: (1..64) cumBona

- name — Has3BaHue |IP prefix-list, KoTopbIi 6ygeT npumeHeH K
AHOHCMPYEMbIM WM NPUHUMAEMbIM MapLIPyTam.

OtBa3aThb IP prefix-list.

fall-over bfd

no fall-over bfd

-/BbIKNOYEHO

BkntounTb npoTokon BFD Ha peer-rpynne.

BbikntounTb NnpoTtokon BFD Ha peer-rpynne.

password word

no password

word: (1..128) cumBonOB;
Mo ymonyanuio
ayTeHTUdUKaumA
OTK/IlOYEHa

BkntounTb ayTeHTUdPMKaumto Bcex TCP-cermeHTOB, NPUHATBIX OT
BGP-cocena. 3afaeT Koy ayTeHTUDMKALUKN B TEKCTOBOM BUAE.
[aHHasa HacTpoiKa WrHOPUPYeTCA, ecnu AN ayTeHTUPUKauum
yKkasaHa key-chain.

[JaHHas HacTpoiKa WrHopupyeTca ANnA NUPOB, BXOAAWMX B
HacTpanBaemyto rpynny, Ana KOTOPbIX NPUCYTCTBYIOT COBCTBEH-
Hble HAaCTPOMKM ayTeHTUdUKaLmu.

- word — K/to4 B TEKCTOBOM BUZeE.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

password encrypted
encryptedword

no password encrypted

encryptedword: (1..128);
Mo ymonuyaHuio
ayTeHTUdUKaUMA
OTK/IloYeHa

BkatounTb ayTeHTUdUKaunio Bcex TCP-cermeHToB, NPUHATBLIX OT
BGP-cocena. 3apaeT KoY ayTeHTMdUKaLmMmM B 3almMdpoBaHHOM
Buage (Hanpumep, naponb B  3awudpoBaHHOM  BuAe,
CKOMWPOBAHHbIN C APYroro ycTponcTaa).

[aHHaa HacTpoiKa WrHOpPUpYeTCca, ecnn Ans ayTeHTUdUKauum
yKasaHa key-chain.

[aHHas HacTpoiKa MWrHopupyetca Ana NWpPOB, BXOAALLMX B
HacTpamBaemylo  rpynny, Ana  KOTOPbIX  NPUCYTCTBYIOT
cobcTBEHHbIE HAaCTPOMKM ayTEHTUDUKALUM.

- encryptedword — kntod B 3awndpoBaHHOM Bue.

YCTaHOBUTb 3HaYeHMe no YMONYaHULO.

password key-chain word

no password key-chain

word: (1..32) cumBonos;
Mo ymonuyanuio
ayTeHTMdUKaumA
OTK/IloYeHa

3a4aTb MMA CBA3KM KNkoYer, KoTopana byaeT ncnonb3oBaTbesa gns
ayTeHTUdMKaLumm Bcex TCP cermeHTOB, NPUHATLIX OT BGP-cocepa.
[aHHas HacTpoiKa MWrHopupyeTtca Aaa NUPOB, BXOOALLMX B
HacTpauBaemyto  rpynny, Ana  KOTOPbIX  NPUCYTCTBYIOT
cobcTBEHHbIE HAaCTPOMKM ayTEHTUDUKALUM.

- word — VMs CBSI3KM KIOYENn.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo2o community list

Bug, 3anpoca KOMaHAHOW CTPOKM pexmnma KoHdUrypaumm cTaHgapTHoro community list:

console (ip-comm-list) #
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Tabnuua 318 — KomaHap! pexkmma KoHbUrypauum ctaHaapTHoro community list

3HayeHue/3Ha4yeHue
no ymon4YaHuro

KomaHoa

Aeilicmeue

community {graceful-shut-
down | internet | local-as |
no-advertise | no-export |
ASN2:NN}

no community {graceful-
shutdown | internet | local-
as | no-advertise | no-ex-
port | ASN2:NN}

[o6aBnTb community B CNMCOK.

Ypanute community M3 cnucka.

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo20 extcommunity list

BuA 3anpoca KOMaHAHOM CTPOKU pernma KoHbUrypauum ctaHgapTHoro extcommunity list:

console (ip-extcomm-list) #

Tabnnua 319 — KomaHab! perknuma KoHobUrypaumm cTaHgapTHoro extcommunity list

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmesue

ext-community
{4byteas-generic {transitive
| non-transitive} | cost [igp
| pre-bestpath| rt | soo}
number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

[o6aBuTb paclumpeHHoe community B CMIUCOK.

ext-community cost [igp |

pre-bestpath] value value: (0..255)

[o6aBuTb paclumpeHHoe community B CIUCOK.

no ext-community
{4byteas-generic {transitive
| non-transitive} | cost [igp
| pre-bestpath] | rt | soo}

Y4anuTtb pecluMpeHHoe community U3 cnucka.

KomaHObl pexcuma Privileged EXEC

Bce KomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOb30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 320 — KomaHzabl perkuma Privileged EXEC

3HayeHue/3HayeHue
no ymon4aHuio

KomaHoa

Aeiicmeue

clear ip bgp [ip_add]

vrf [vrf-name]

-/vrf-name: (1..32)
cumBona, all

MNepeycTaHoBUTL coeanHeHUA ¢ BGP-cocegamm, ouniuas npu-
HATbIE OT HUX MapPLpPYTbI;

- ip_add — appec cocegHero BGP-cnukepa, ¢ KoTopbiMm byaeT
rnepeycTaHOBNEHA CeCCUs;

- vrif — obnacTb BUPTYyanbHOW MapLIPyTM3aLMK, B KOTOPOM
HaxoAMTCA MapLIpyT.

show ip bgp dfi safi

. . 5 .
vrf [vrf-name] afi: (all, ipv4, 12vpn);

safi (all, unicast,

multicast, evpn);

vrf-name: (1..32)
cMmBona, all

OtobpasnTb Tabanuy BGP-mapuwpyTtoB (Loc-RIB) yKasaHHbIX
AFI/SAFI.

- afi — npeHTndumkaTop Address Family;

- safi — naeHTuounkaTop Sub-Address Family;

- vrif — obnacTb BUPTYyanbHOW MapLIPyTM3aLMK, B KOTOPOM
HaXoAMTCA MapLIpyT.
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show ip bgp [ip_add]

vrf [vrf-name] -/vrf-name: (1..32)

cumBona, all

Oto6pasunTb Tabaunuy BGP-mapwpyTos (Loc-RIB).

- ip_add — npeduKc noaceTm HazHauyeHun, No Kotopomy byaet
oTobpaxkeHa nogpobHas MHGOPMaLLMA O MapLIpyTax A0 HeE;
- vrif — obnacTb BUpPTyanbHOW MapLIpyTM3aLMK, B KOTOPOM
HaXo04MTCA MapLUPYT.

show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]
vrf [vrf-name]

OT06pa3nTb MHGOPMALMIO O HAacTpoeHHbIX BGP-coceasnx.

- ip_add —appec cocegHero BGP-cnuKkepa, no Kotopomy byaet
oTduUAbTpOBaHa MHDOPMALUA;

- detail — oTo6pasnTb NoAPO6HYIO MHbOPMaLMIO;

- advertised-routes — 0To6pa3nTb TabAULYy MapLLUPYTOB, aHOH-

CUPOBAHHbIX coceay;

-/vrf-name: (1..32)
cumsona, all

show ip bgp peer-group
name vrf [vrf-name] -/vrf-name: (1..32)

cumBona, all

- received-routes — 0TO6pasuTb TabauLy MNPUHUMAEMbIX
MapLLPYTOB A0 NMPUMEHEHMSA K HUM BXOAALLEN NOAUTUKK;
- vrf — obsacTb BMpPTyanbHOM MaplpyTM3aLmn, B KOTOPOM
HaXo04MTCA MapLUpYT.
Ana otobpaxkeHUs NPUHUMAEMbIX MApPLUPYTOB C
V Kntoyom received-routes B KOHTEKCTE HACTPOIKMU co-
OTBETCTBYIOLLLErO cocesa A0MKHaA 6biTb 3ageicTBo-
BaHa KomaHpga soft-reconfiguration inbound.
OT06pa3sunTb co3faHHble Peer-rpynnbl U UX HAaCTPOMKMK.
- name — 0T06pasnTb HAaCTPOMKM rPyNMbl C UMEHEM Name;
- vrf — obsacTb BMPTYyasbHOM MapLpyTM3aLMK, B KOTOPOM
HaX04MTCA MapLUPYT.
show ip bgp peer-group OT06pa3nTb COCTOALMX B peer-rpynne coceaen.
- vrf — obsacTb BUMpPTyanbHOM MaplpyTU3aLMn, B KOTOPOM
HaxoAMUTCA MapLIPyT.

name neighbors vrf
[vrf-name]

-/vrf-name: (1..32)
cumBona, all

Tabnunua 321 — KomaHabl perkuma KoHourypaumm VRF

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

distance bgp {ebgp | ibgp} YCTaHOBWTb 3HaYeHMe aAMUHUCTPATUBHON aucTaHumm (AD) ans

distance BCEX MapLUPYTOB YKa3aHHOro TMMa.
distance - BGP inter-as (ebgp) — ycTaHaBauBaeT 3Ha4yeHne AD ans mapLu-
(1..255)/ pYTOB, NPUHATBLIX MO NpoTokony BGP ot eBGP cocepa;

BGP intra-as:200,
BGP inter-as:20

- BGP intra-as (ibgp) — ycTaHaenusaeT 3HaueHne AD ana mapui-
pyTOB, NPUHATBLIX N0 NpoTokoay BGP ot iBGP coceaa.

no distance bgp {ebgp |
ibgp}

5.32.5 Hacmpoiika npomokona IS-1S

IS-IS (Intermediate System to Intermediate System) — NPOTOKON AMHAMMUYECKOW MapLUPYTMU3aLLMK, OC-
HOBAHHbI Ha TEXHOJ/IOTMM OTCNEXKMBAHUA COCTOAHMA KaHana (link state technology) u ncnonb3ytowmin ana
HAXOXAEHUA KpaTyanwwero Nyt anroputm enkcrpbl. MpoTtokon IS-IS npeactasnset coboit NpoTOKON BHYT-
peHHero wnto3a (IGP). MpoTokon IS-IS pacnpocTpaHaeT MHGOPMALMIO O JOCTYNHbIX MapLIPyTax Mexay
MapLLpyTU3aTOPaMmn OAHOM aBTOHOMHOM CUCTEMDbI.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasbHol KoHduUrypaumm:
console (config) #

Tabnnua 322 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3HaveHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymon4YaHuro
router isis -/ISIS mapwpyTusatop 3anyctutb IS-IS mapwpyTmsatop. Bxoamt B pexum KoHdurypauum

OTK/OYEH npoTokona IS-1S.
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no router isis

Kona IS-IS.

KomaHObI pexcuma KoHgu2ypayuu npomokoad I1S-1S

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexknume KoHPUrypaumm npotokona IS-IS:

console (router—-isis) #

Tabanuya 323 — KomaHabl pexkmuma KoHoUrypaumm npotokona IS-IS

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Jelicmsue

address-family ipv4 unicast

MepeiTn B pexkum KoHpurypaumm Address-Family.

authentication key word

3aaTb KAOY ayTeHTMOMKaUMKM B BUAe TeKkcTa. Mcnonblyetcs

(1..128) cumBonos;
level: (level-1, level-2)/

[level] word: (1..20) ana ayteHTudmkaumm LSP, CSNP, PSNP PDU. laHHaa HacTpoiika
CMMBO0B; UrHopupyeTca, ecin Ana ayTeHTudUKaumm ykasaHa key-chain.
level: (level-1, level- - word — KNto4 B TEKCTOBOM BUAE;
2)/level-1-2 - level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HAaCTPOWKa.
no authentication key Y[anuTe KoY ayTeHTUOUKauuu.
authentication key encrypted 3a4aTb KAtoY ayTeHTUdMKaLmm B 3awmdpoBaHHOM BUAE (Hanpw-
encryptedword [level] Mep, Naposib B 3alWMPPOBAHHOM BUAE, CKOMMPOBAHHBIN C Apy-
encryptedword: roro ycrtpoiicrtea). Mcnonbayetca ana ayteHTMduMKauum LSP,

CSNP, PSNP PDU. laHHas HacTpoMKa UrHOpUpyeTcs, ecan gas
ayTeHTMdMKaumm ykasaHa key-chain.

no authentication key-chain

level-1-2 - encryptedword — knto4 B 3awMdpoBaHHOM BUAE;
- level — ypoBeHb IS-IS, 4na KOTOPOro NPUMEHUTCA HAaCTPOMKA.
no authentication key y,ﬂ,aﬂl/ITb KN4 ayTeHTVId)VIKaLI,VIVI.
authentication key-chain 3apaTb MMA CBA3KKM KAouen, KoTopas byaeT mcnosb3oBaTtbeA
word [level] word: (1..32) ona ayteHTuouKkaumm LSP, CSNP, PSNP PDU.
CMMBONA; - word — UMA CBA3KU K/OYEN;
level: (level-1, level-2)/ - level — ypoBeHb IS-IS, A1 KOTOPOro NPUMEHUTCA HAaCTPOMKA.
level-1-2 OTKNIOYUTD PEXKMM UCMONb30BAHUA CBA3KU K/OYEN ANA ayTeH-

TUdUKaLmu.

authentication mode {text |

level: (level-1, level-

BkatounTb ayTeHTUdMKaumio B IS-IS u onpepenseT ee Tun:

no is-type

md5} [level] 2)/level-1-2; - text — ayTeHTUPMKaLMA OTKPbITbIM TEKCTOM;
Mo ymonyaHuio - md5 — ayTeHTUPUKaLma MD5;
ayTeHTUdMKaLms - level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HaCcTPOMKa.
no authentication mode OTK/IIOYEHa. YCTaHOBMUTb 3HAYEHME MO YMONYAHWIO.
hostname dynamic BKAOUUTL NOAAEPKKY ANHAMMYecKmx hostname.
-/BKAKOYEHO

no hostname dynamic BbIKNOUNTb NOAAEPIKKY AMHAMUYECKMX hostname.
is-type {level-1 | level-2-only 3agatb TMN mapLpyTtusaTtopa B IS-IS gomeHe:
| level-1-2} - level-1 — Bce B3anmMogeNCTBUA C APYTMMU MapLIPYTU3ATOPaMM

npoucxoaaT Ha 1 ypoBHe;

- level-2-only — Bce B3aMmoaeincTaua ¢ 4pyrumu mapLipytmnsa-

-/level-1-2

TOPamM NPOUCXOLAT Ha 2 YPOBHE;
- level-1-2 — ycTpolicTBO NogaepKuBaeT B3aumoaencramns 06o-
NX YPOBHEN.

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.

Isp-buff-size size

size (512-9000)/1500

YCTaHOBUTb MAaKCMMaNbHO BO3MOMKHbIW pasmep OTnpaBAsembix
LSP 1 SNP. 3HayeHue Isp buffer size He AoNKHO NpeBbILWATL 3Ha-

no Isp-gen-interval

level: (level-1,
level-2)/level-1-2

6anT yeHue pdu buffer size.
no Isp-buff-size YCTaHOBUTb 3Ha4YeHWe MO YMONYAHUIO.
Isp-gen-interval second [level] 3a4aTb MMHUMAbHbIA MHTEPBAA B MC MeXAy reHepauunein oa-
second: (1- HOW 1 TOM e LSP.
65535000)/30000 - second — 3HayeHMe MHTepPBaNa B MUIIMCEKYHAAX, NO UcTeYe-
MUANNCERYHA, HUM KoToporo LSP mosKeT 6biTb 33aHOBO CreHepupoBaHo;

- level — ypoBeHb 418 KOTOPOro NPUMEHUM AaHHbIN UHTEpBan.
Ecnu He yKasbiBaTb, UHTEPBA NPUMEHUTCA K 060MM YPOBHAM.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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Isp-refresh-interval second

no Isp-refresh-interval

second: (1-65235)/
900 ceKyHA,

3a4aTb MaKCUMasIbHbIA MHTEPBaN B CEKYHAAX MEXAy reHepa-
umei LSP.

- second — 3Ha4YeHWe MHTepBasa B CEKYHAAX, MO UCTEYEHUN KO-
Toporo LSP byaeT 3aHOBO CreHepMpoBaHo.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

max-Isp-lifetime second

no max-Isp-lifetime

second: (350-65535)/
1200 cekyHp,

3apatb Bpems XusHu LSP. 3HaueHue goMKHO 6biTb XOTA 6bl Ha
300 ceryHp 6oblue, yem Isp-refresh-interval.
- second — 3HaYeHWe B CEKYHAaX.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

metric-style style [level]

style: (narrow, wide,

3afaTb UCNONb3YEMbIN CTUNb METPUKM.

-narrow — NoAAEepPKMBaTb TONbKO CTaHAAPTHYIO (Y3Kylo) meT-
PUKy;

-wide — noaAepKMBaTb TONIbKO PaCLUMPEHHYIO METPUKY;

start

both)/both -both — noaaep»meatb 06a CTUNA METPUKMY;
level: (level-1, level- - level — ypoBeHb, AN KOTOPOFO NPUMEHWUM YKazaHHbIN CTU/b
2)/level-1-2 MEeTPUKKU. ECM He yKasblBaTb, METPMKA MPUMEHUTCA K 060MM
YPOBHAM.
no metric-style YCTaHOBWTb 3Ha4YeHWe No YMOAYaHUIO.
net XX XXXX. XXXX.XX YcTaHoBUTb Tak HasbiBaemblii NET (Network Entity Title) agpec
— YHUKanbHbI MAeHTUGUMKATOP MaplupyTM3aTopa B npegenax
- IS-IS pomeHa. Mpu 3anmcm NET ncnonbsyerca wectHagUaTMpuy-
HaA CMCTeMa CYUCNEHUA.
no net Ypanute naeHTMOUKATOP MapLupyTU3aTopa.
shutdown OTKAtounTb Npouecc ISIS.
-/BKAKOYEHO
no shutdown BkatoumTb npouecc ISIS.
spf interval maximum-wait YCTaHOBUTb UHTEPBAN MeXAy ABYMA Noc/iefoBaTe/lbHbIMU Me-
second second: (0- pecyeTamu aaroputma SPF B muanncekyHaax.
no spf interval maximum- 4294967295)/5000 YCTaHOBUTb 3HaYEHME MO YMOTYAHMIO.
wait
spf threshold restart-limit YCTaHOBWUTbL CKOJIbKO pa3 anroputm SPF moxkeT ObiTb npepsaH
number number: (1- obHosneHnem LSDB.
4294967295)/10
no spf threshold restart-limit YCTaHOBUTb 3HAYEHNE N0 YMOJTHAHMUIO.
spf threshold updates-restart 3apatb Konnyectso 06HoBNEHWIA LSDB, npu KOTOPbIX anroputm
number number: (1- SPF oCTaHaBNMBaeTCA M NepesanycKaeTcs.
4294967295)/
no spf threshold updates-re- 4294967295 YCTaHOBWUTb 3Ha4YeHWE N0 YMOAYAHUIO.
start
spf threshold updates-start Konunuyectso ob6HoBneHul LSDB, Heobxoanmoe ans HemegneH-
number number: (1- Horo 3anycka anroputma SPF (spf interval maximum-wait npu
4294967295)/ 3TOM UTHOpUpyeTcA).
no spf threshold updates- 4294967295 YCTaHOBUTbL 3Ha4YEHME MO YMOJIHAHWIO.

KomaHObI pexcuma KoHguaypauuu Address-Family

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHourypaumm Address-Family:

console (router-isis-af) #
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Tabnuua 324 — KomaHap! pexkxnuma KoHopurypaumnm Address-Family

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

PaspewunTb MMNopT connected mapLpyToB:

- level — ypoBeHb IS-IS, B KOTOpbIN ByaeT BbINOAHATLCA Nepe-
pacnpefeneHne MapLupyTos;

- type — yCTaHOBWUTb MMMOPTUPYEMbBIM MapLUpyTam TUMN MeT-
PUIKK;

- metric — 3HaYeHMe METPUKMN 419 UMMNOPTUPYEMbIX MapLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeTt ucnonb-
30BaH 1A GUAbTPALUKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHBIN (Narrow) cTuab meT-
PVKW, BCE 3HAYEHUA MeTpUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTtpos 3anpelaet umnopT connected mapLipyToB
B IS-IS. B cnyyae ykasaHuA napameTpa BO3BpalLaeT ero ae-
dbonTHOe 3HaueHwe.

redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

PaspelwmnTb UMNOPT CTaTUYECKUX MapLupyTos B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbINOAHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — YyCTaHOBWUTb MMMOPTUPYEMbIM MapLUpyTam TUM MeT-
PVIKK;

- metric — 3HaYeHME METPUKMN A1 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — umsa cTaHgapTHoro IP ACL, KoTopblit 6yaeTt ucnonb-
30BaH gna GUAbTPALMMK MMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) cTuab mMeT-
PWKW, BCe 3HAYEHUA MEeTPUKM bonble 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpeLaetr MMNOPT CTAaTUYECKUX MapLUpy-
TOB B IS-IS. B cnyyae ykasaHuMA napameTpa BO3BpaLLaeT ero
nedonTHoe 3HaveHwue.

redistribute rip [level /evel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspewuntb umnopt mapwpytos 13 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIi ByaeT BbINONHATLCA Nepe-
pacnpefeneHve MapLIpyTOB;

- type — YCTaHOBWUTb MMMOPTUPYEMbIM MapLUPyTam TUM MeT-
PVKK;

- metric — 3HaYeHMEe METPUKMN A1 UMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeTt ucnonb-
30BaH 1A GUAbTPALUMN MMNOPTUPYEMbIX MapLIPYTOB.

Ecnu rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) cTunb meT-
PWKW, BCE 3HAYEHUA MEeTPUKKM bonblie 63 BbyayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpeLlaet umnopTt mapwpyTos 13 RIP B IS-
IS. B cnyyae yKasaHuMA mapameTpa BO3BpalLaeT ero AedponT-
HOe 3HayeHue.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspewunts umnopt mapwpytos 13 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — YyCTAaHOBUTb UMMOPTUPYEMbBIM MapLUPyTam TUMN MeT-
PVKK;

- metric — 3HaYeHMEe METPUKUN A1 UMMNOPTUPYEMbIX MApLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeT ucnosb-
30BaH gna GUAbTPALMM UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHo BKAKOYEH CTaHAAPTHBIN (Narrow) cTuab meT-
PWKW, BCE 3HAYEeHUA MeTpUKK bonblie 63 ByayT yKasaHbl B
TLV Kkak 63.
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HELTEX

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

be3 napameTpoB 3anpeLLaeT UMNopPT MappyTos 13 BGP B IS-
IS. B cnyyae ykasaHus nmapameTpa Bo3BpalLaeT ero aedponT-
HOe 3HayeHue.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

no redistribute ospf [id]
[level level] [metric-type
type] [match match]
[metric metric] [filter-list
name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal,
external);
match:(internal,
external-1, external-2);
metric: (1-16777215);
name: (1-32) cumBona

Paszpewmntb umnopT mapwpyTtos 13 OSPF B IS-IS.

- id —npgeHTMdUKaTop npouecca OSPF;

- level — ypoBeHb IS-IS, B KOTOpbIN ByaeT BbINOAHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBWUTb UMMOPTUPYEMbBIM MapLUpyTam TUM MeT-
PVIKK;

- match — Tvn mapwpyTta OSPF, noanexawmit umnopTy.

- metric — 3HaYeHMEe METPUKMN 419 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit 6ygeTt ucnonb-
30BaH 414 GUAbTPALUKM UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHBIN (Narrow) cTuab meT-
PVKW, BCE 3HAYEeHUA MeTpUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTtpos 3anpewaet nmnopt mapwpyTtos u3 OSPF B
IS-IS. B cnyyae yKasaHus napameTpa Bo3BpaliaeT ero aedonTt-
Hoe 3HauyeHue.

KomaHObI pexcuma KoHguaypauuu uHmepaetlica Ethernet, VLAN:

Bua 3anpoca KOMaHAHOWM CTPOKM:

console (config-if) #

Tabnunua 325 — KomaHabl pexknuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

ip router isis

no ip router isis

-/BbIKNIOYEHO

BkatoyaeT npoTokon mapuwpyTtusaumm IS-IS Ha Tekywem wuHTep-
delice.

BbikntoyaeT NpOTOKOA MaplipyTusaumm IS-IS Ha Tekylwem uHTep-
deiice.

isis authentication key word
[level]

no isis authentication key

word: (1..20) cumBonos;
level: (level-1, level-2)/
level-1-2

3apaTb KoY ayTeHTUdMKauUK B BuAe TekcTa. Ncrnonesyromes 0ns
aymeHmugukayuu HELLO PDU. [aHHas Hacmpolka uz2Hopupy-
emcs, ecnu 0419 aymeHmuguKkayuu yKkasaH key-chain.

- word — K/1t04 8 meKkcmoeom sude;

- level — ypoBeHb IS-IS.

Ypanaer KAy ayTeHTMoUKaLmm.

isis authentication key en-
crypted encryptedword [level]

no isis authentication key

encryptedword: (1..128)
CMMBOJIOB;
level: (level-1, level-2)/
level-1-2

3afaeT KoY ayTEHTUGMKALMM B 3alIMPPOBAHHOM BUAE (Hanpwu-
Mep, Naposib B 3alWMPPOBAHHOM BUAE, CKOMMPOBAHHbIN C APYroro
ycTpoiicTBa). Ucnonb3ytotca ana ayteHTudukaumm HELLO PDU.
[aHHasA HacTpoiika UTHOPUPYETCA, eC/IU AN1A ayTeHTUOUKaALMM YKa-
3aH key-chain.

- encryptedword — kntoy B 3aWNdpPoBaHHOM BUAE;

- level — ypoBeHb IS-IS.

Yaanaer KNy ayTeHTUdUKaumu.

isis authentication key-chain
word [level]

no isis authentication key-
chain

word: (1..32) cumBona;
level: (level-1, level-2)/
level-1-2

3afaTb MUMA CBA3KM KNtoyel, KoTopas byAeT ucnonb3oBaTtbes ANs
ayTeHTMdMKauum HELLO PDU.

- word — MA CBA3KU KAtouel;

- level — ypoBeHb IS-IS.

OTKAKOYAET PEXKMM MCMO/Ib30BAHMA CBA3KM KAtOUen ANA ayTeHTUDU-
Kauumm.

isis authentication mode {text
| md5} [level]

no isis authentication mode

level: (level-1, level-
2)/level-1-2;
Mo yMONYaHMIO ayTEHTH-
duKauma oTKIIOYEHa

BkntouaeT ayteHTUPUKaumio B HELLO PDU Ha TekyLiem nHTepdeiice
W onpeaenser ee Tmn:

- text — ayTeHTUdMKaLMA OTKPbITLIM TEKCTOM;

- md5 — ayTeHTUdPMKauma MD5;

- level — ypoBeHb IS-IS.

YcTaHaBAMBaeT 3HaYeHUe No YMOJIYAHUIO.
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HELTEX

isis circuit-type {level-1 | level-
2-only | level-1-2}

no isis circuit-type

-/level-1-2

YKa3blBaeT, cOCeACTBa KaKOro YpPOBHA MOXHO ¢$opmMpoBaTb Ha
AaHHOM nHTepdeiice.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

isis metric metric [/evel]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-2)/
level-1-2

YcTaHaBAMBAET METPUKY AN1A AaHHOro uHTepdeica.

- metric — 3Ha4YeHWe MeTPUKK. Ecnm rnobanbHO BKAKOYEH CTaHAAPT-
HbI (Narrow) cTUAb METPUKM, BCE 3HaYEHUs METPUKK bonblue 63
6yayT yKasaHbl B TLV KaK 63;

- level — ypoBeHb IS-IS, gna KoToporo 6yaeT NPUMEHATLCA METPUKA.

YcTaHaBAMBAET 3HA4YeHUeE No YMOYaHUIO.

isis passive-interface

no isis passive-interface

-/NaccUBHbIN peXum oT-
KNKOYEH

MNepeBoanT MHTepdEIC B NACCUMBHBIN pexXnm. B sTom pexnme mH-
Tepdelic He oTnpaBaseT U He NnpuHumaeT HELLO PDU.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

isis network point-to-point

no isis network point-to-point

-/broadcast

YcTaHaBAMBaeT TUN MHTepdeiica point-to-point.

YcTaHaBAMBAET 3HA4YeHUeE No YMOYaHUIO.

isis hello-padding value

no isis hello-padding

value: (disable, enable,
adaptive)/enable

YcTaHaBAMBaeT pexxum paboTbl naganHra hello-coobuieHui.
- disable — oTKNOUUTb NaAAUHT BO Bcex coobuieHusx hello;

- enable — BKNOUUTL NagauHr Bo Bcex coobuweHuax hello;

- adaptive — BKNOYUTb NAAAMHT A0 YCTAHOBEHUWA COCEACTBA.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

isis pdu-buff-size size

no isis pdu-buff-size

size (512-9000)/
1500 6ant

YcTaHaBAMBaeT MaKCMManbHblIi pasmep PDU, oTnpaBasembix U no-
JlydaembIx Ha 3Tom uHTepdelice. 3HaveHne pdu-buff-size ponxkHO
6bITb 60/bLUE 3HAYEHUA isp-buff-size.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

isis bfd

no isis bfd

-/BbIK/IIOYEHO

BKkntouaeT npoTokon BFD Ha uHTepdeiice ansa coceaeli no npoTo-
kony IS-IS.

BbikntouaeT npoTtokon BFD Ha MHTepdeiice gns cocegelt no npoTo-
Kony IS-IS.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Loopback

BuAa 3anpoca KOMaHAHOWM CTPOKM:

console (config-if) #

Tabanua 326 — KomaHabl pexnma KoHdpurypaumm nHtepdelica Loopback

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip router isis

no ip router isis

-/BbIKNIOYEHO

BKAOUMTb NPOTOKON MapLlpyTusaumm IS-IS Ha Tekywem mHTep-
deiice.

BbIKNOYMTb NPOTOKON MapLupyTU3aLum IS-IS Ha Tekywem nHTep-
delice.

isis circuit-type {level-1 | level-
2-only |level-1-2}

no isis circuit-type

-/level-1-2

YKa3aTb, COCEACTBAa KAaKOro YPOBHA MOMHO (GpOpmMMpoBaTb Ha
AaHHOM nHTepdeiice.

YcTaHaBAMBaEeT 3HAYEHUE MO YMOIYAHUIO.

isis metric metric [level]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-2)/
level-1-2

YCTaHOBUTb METPUKY ANA AaHHOTO UHTepdelica.

- metric — 3HaYeHne MeTpUKK. Ecim rnobanbHO BKAKOYEH CTaH-
AapTHbIA (narrow) CTUAb METPUKKM, BCE 3HAYEHUSA METPUKMU
6onble 63 6yayT yKasaHbl B TLV KaK 63;

- level — ypoBeHb IS-IS, ana KoToporo byaeT NPUMEHATLCA MeT-
puKa.

YCTaHOBUTb 3HAYeHue no YMO4YaHUIO.

isis passive-interface

no isis passive-interface

-/NaccuBHbIN peskum
OTK/IlOYeH

MepeBecTn UHTepdec B NACCUBHbLINA pexum. B aTom pexume
MHTepdeinc He OTNPaBAAET U He NpuHMMmaeT HELLO PDU.

YCTaHOBWTb 3Ha4YeHMEe N0 YMOYAHWIO.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KoMaHAHOW CTPOKM UMEET BUA,:

console#
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HELTEX

Tabnunua 327 — KomaHabl pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeilicmeue

show isis database [level]
[detail] [Isp-id Isp-id]

level: (level-1, level-2);
Isp-id: 20 cumBonos

OT06pa3unTb 6asy AaHHbIX TONOAOTMM NpoTOoKoAA IS-IS.

- level — yKa3sbiBaeT ypoBeHb NpoToKoAa IS-1S, 6a3y AaHHbIX KOTO-
poro Heob6xoaMmo 0To6pasuTh;

- detail — oTobpakeHne nogpobHon nHpopmaumm o TLV;

- Isp-id — oTo6parkeHne nHGopmaumm no BbibpaHHo! LSP PDU.

show isis hostname

OT06pa3unTb U3BECTHbIE COOTBETCTBUA SystemID 1 Hostname.

show isis interfaces
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback| vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OT06pa3unTb MHPopmaumto 06 nHTepdelicax, yyacTsyrowmx B IS-IS.

show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OT06pa3nTb MHGOPMALMIO O coceasnX.
- detail — ncnonb3oBaHWe AaHHOrO NapameTpa No3sosseT oTobpa-
3UTb AeTasibHY0 MHGOPMaLMIO O coceanx.

clear isis

C6pocnTb BCe cOCeACTBa U OYUCTUTL Tab MLy mapLupyTusaumm IS-IS.

5.32.6 Hacmpoliika Route-Map

MpumeHeHMe route-map No3BoAAET U3MEHATb aTPNBYTbl Y aHOHCUPYEMbIX U NPUHUMAEMbIX MapLL-
pyToB BGP, a Tak)Ke M3meHATb next-hop ana mapwpytnsmpyemoro Tpaduka.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHOM KOHPUrypaunm:

console (confiqg) #

Tabnunua 328 — KomaHabl pexxknma rnobanbHoN KoOHPUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

system router resources
policy-ip-routes [number of
IPv4 policy routes]
policy-ipv6-routes

[number of IPv6 policy
routes]

no system router resources

number of IPv4 policy
routes: (0..32)/0;

number of IPv6 policy
routes: (0..32)/0

BblAennTb pecypcbl MapLupyTU3aLmMmn Ansa usmeHeHus next-hop y
TPaH3UTHOrO MapLUpPyTU3NPYEMOro TpadmKa.
KomaHaa npvmeHseTca nocse nepesarpyskiu.
B Tekyuwieii Bepcun MO noagpep:kaHa pabora ToNbKo
V IPv4 policy routes.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.
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HELTEX

route-map name
[section_id ] [ permit |
deny]

no route-map name
[section_id ] [ permit |
deny ]

name: (1..64) cumBona;
section_id:
(1..4294967295)

Co3aaTb 3anucb route-map.
MNepeBoANT KOMaHAHYIO CTPOKY B PEXKMUM KOHOUTYPUPOBAHUSA
route-map.
- name — Ha3BaHue route-map;
- section_id — Homep 3anucu B 3Toi route-map;
- permit — npUMeHUTb Set KOMaHAbI K MapLpyTam;
- deny — oT6pOCUTL MapLWpPYTbI.
MakcumanbHoe Konuuyectso route-map = 32
V (BknOuan cekummu ogHoro route-map).

Ypanuts route-map.
- name — Ha3BaHuWe route-map;
- section_id — ypanaet 3anucb ¢ Homepom section_id.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet, VLAN, uHmepdgelica epynnel nopmos

Bua 3anpoca KOMaHOHOM CTPOKM B pexume KoHdurypauum uHtepdencoB Ethernet, VLAN,

WHTepdeiica rpynnbl NOPTOB:

console (config-if) #

Tabnmua 329 — KomaHabl pexkmma KoHourypauum nHtepodeiica Ethernet, VLAN, nutepdeiica rpynnbl nop-

TOB

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip policy route-map name

no ip policy route-map name

name: (1..64) cumBona

Mp1MMeHnTb route-map ¢ MMeHem hame ANA 334aHHOro UHTep-
deiica.

Ypanutb route-map c UHTepdeiica.

KomaHObI pexcuma KoHgu2ypayuu cekyuu route-map

Bug, 3anpoca KOMaHAHOW CTPOKM B peXume KoHdUrypaLmm cekumm route-map:

console (config-route-map) #

Tabauua 330 — KomaHAabl pexknma KoHPUrypaLmm cekummn route-map

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aeiicmeue

continue section_id [and]

no continue

section_id:
(1..4294967295).

3afaTb HOMep cleaylollel cekuumn route-map, Kotopas by-
AeT NPYMEHEHa K MapLupyTam, Mocae NPUMEHEHUA TeKyLen.
- section_id — Homep 3anucK B 3TOM route-map;
- and — ykasblBaeT, YTo match ycTtaHoOBKM B 3TOM route-map
O0/IXHbI BbITb NorMyeckn obbeamHeHbl (AND) ¢ match ycrta-
HOBKamu B route-map, 0603Ha4YeHHbIX MapaMeTpom
section_id.
Co3saaHue uenouek route-map (6e3 napametpa and)
V BO3MOXHO, €C/IM TuUn route-map BbICTaBNeH B
permit.
EcAv npu co3gaHum LEnovyku npumeHsieTca napa-
V meTp and, To Bce set YCTAaHOBKU A0/KHbl Haxo-
AUTbCA B NOCNeAHEeN CeKLUU 3TOM LLeNOUKK.

C6poCHTb YCTAHOBKY.
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HELTEX

match ip [address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (1..64) cumBona

3agaTtb cootBetcTBue prefix-list n agpeca mappyTa.

- address — cooTBeTcTBMe prefix-list v ip-agpeca mapwpyTa;

- next-hop — cootsetctBue prefix-list n next-hop ip-agpeca

MapLwpyTa;

- route-source — cootsetctaue prefix-list u ip-agpeca ucrou-

HWKa MapLLpyTa;

- name — Ha3BaHue route-map;
Y106bI He OT6pacbiBaNIUCb OCTa/ZibHble MapLUPYTbI,

V He yKasaHHble B prefix-list, Heo6xogumo co3gatb

nycToii route-map U NPUBA3aTb €ro K TeKyLemy ye-
pes continue.

C6pocuTb COOTBETCTBME.

match local-preference
value

no match local-preference

value: (1..4294967295).

3apaTb COOTBETCTBME MapLLpyTa ¢ aTpubyTom local-
preference.

C6pocuTb COOTBETCTBME.

match metric value

no match metric

value: (1..4294967295).

3afaTb COOTBETCTBUE MapLLpyTa C aTpMbyTom metric.

C6pocuTb COOTBETCTBME.

match origin [igp |egp |
incomplete]

no match origin

3afaTb COOTBETCTBME MapLLpyTa C aTpubyTom origin.

- igp — mapwpyT 6bln NoOAyYeH U3 MPOTOKONA BHYTPEHHEM
MapLupyTU3aumMm (Hanpumep, KomaHaown network);

- egp — MapLpyT 6b1/1 BblyyeH no npoTtokony EGP;

- incomplete — mapLupyT 6bin BblyYeH KAKUM-TO MHbIM 06pa-
30Mm (Hanpumep, KomaHgoi redistribute).

Cbpocutb COOTBETCTBUE.

match {community |
extcommunity} name
[exact-match]

no match {community |
extcommunity}

3afaTb COOTBETCTBME, NPU KOTOPOM community M3 cnmcKa ¢
MMeHeM name [LOJ/IXKHbl COAEP)KaTbCA B community mapiu-
pyTa.

exact-match — TpebyeT TouHOro coBnageHua Bcex commu-
nity n3 cnucka c community mapupyTa.

Cbpocutb COOTBETCTBUE.

match as-number reg_exp

no match as-number

reg_exp: (1..127) cumBona

3afaTb COOTBETCTBME MYTM MapLIpyTa U PeryaspHoro sbipa-
KeHus reg_exp.

C6pocuTb cooTBETCTBUE.

match as-path-filter name

no match as-path-filter

reg_exp: (1..127) cumBona

3a4aTb COOTBETCTBME NYTU MapLlupyTa U PeryaspHoro Bbipa-
eHua as-path U3 cnucka c umeHem name.

C6pocuTb cooTBETCTBUE.

set community {add |
replace | remove}
{graceful-shutdown |
internet | local-as |
no-advertise | no-export |
number}

no set community

number: ASN2:NN

add — f,06aBKTb K MapLpyTy community;

replace — yaanutb Bce community 13 mapluipyTa u gob6asuTb
YKa3aHHoe;

remove — yAanuTb U3 MapLUpyTa yKazaHHOe community.

CbpocuTb gerictene set community.

set community-list { add |
remove } name

no set community-list {
add | remove }

name: (1..64) cumBona

add — 06aBUTb K MapLIpyTy community;
remove — yaanuTb U3 MaplupyTa Bce community, coaepska-
Wwueca B CNCKe C UMeHeM name.

CbpocuTb geicreme set community-list.

set community-list remove
all

no set community-list
remove all

YaanuTb U3 maplupyTa Bce community.

CbpocuTb AeicTaue, yaandatollee U3 MapLupyTa BCe commu-
nity.

set extcommunity {add |
replace | remove}
sub-type {rt | soo} number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

add — 0,06aBUTb K MapLIPYTy pacliMpeHHoe community;
replace — yganunTb Bce pacluMpeHHble community U3 mapiu-
pyTa u 406aBUTb YKa3aHHOE;

remove — yaAnTb U3 MapLUpyTa yKa3aHHOe community.

set extcommunity {add |
replace | remove}
sub-type color value

value: (0..4294967295)

add — f,06aBMTb K MapLLpPYTY pacluMpeHHoe community;
replace — yaanutb Bce paclimpeHHble community M3 mapiu-
pyTa v 106aBUTb YKa3aHHOE;

remove — yAasuTb U3 MapLUpyTa yKasaHHOe community.
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HELTEX

set extcommunity {add |
replace | remove} word

word: (1..127)

add — 0,06aBUTb K MapLUPYTy pacliMpeHHoe community;
replace — yaanuTb Bce paclumMpeHHble community U3 mapiu-
pyTa u f06aBUTb YKa3aHHoe;

remove — yAanuTb U3 MapLUpyTa YKaszaHHoe (MM Bce nonaga-
owme nog, perynapHoe BbipaxkeHne) community. Ans AaHHOM
onepaLmm MOXKHO UCMO/1b30BaTb B KayecTse napameTpa word
perynapHoe BblpaKeHue;

word: —uma community 8 HEX-bopmare.

no set extcommunity -

CbpocuTb geicreume set extcommunity.

set extcommunity-list
{add | remove} name

name: (1..32) cumBona

no set extcommunity-list
{add | remove}

add — 106aBUTb K MapLIPYTy BCE paclUMpeHHble community
M3 CNKUCKa C UMEeHeM hame;

remove — yJanuTb U3 MapLlUpyTa BCe paclIMpeHHble commu-
nity, cogepralymeca B CUCKe C UMeHeM name.

CbpocuTtb gericteme set extcommunity add nam remove.

set as-path path-limit
value

value: (0-255)

no set as-path path-limit

[ob6aButb K mapwpyTy atpnbyT AS_PATHLIMIT.

Hynesoe 3HauyeHWe orpaHMYMBAET AaHOHCUPOBAHUE NOKA/IbHO
CreHepMpoBaHHbIX MapLUPyTOB, TO/bKO mexay iBGP coce-
nAmu (He byayT BuaHbl ana eBGP).

3HauyeHue 6onbwe O o3HayvaeT, yto ecnm AS_PATH atpubyt
nmeet 6onblwe AS-HomepoBs, yem 3HaveHune AS_PATHLIMIT,
TO HY}KHO ero otbpocutb Npu Bbixoae B eBGP.

C6pocuTb path-limit.

set as-path prepend

as_number: (1-
as_number

[Oob6asuTb K aTpnbyTy AS-Path BBeaeHHble AS Homepa.

no set as-path prepend lo-
cal-as

4294967295)
no set as-path prepend Cbpocutb fobasneHue K AS-Path.
set as-path prepend local- [Oo6asuTb K aTpnbyTy AS-Path value Homepos Local AS (Ha Bbl-
as value xop, eBGP-coceay).

value: (0-10) A AY)

Cbpocutb gobasneHue Kk AS-Path.

set as-path remove
as_number

no set as-path remove

as_number: (0..127) cum-
BO/1a

Ypanute n3 atpmnbyta AS-Path ykasaHHyto AS.

Cbpocutb yaaneHue.

set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpubyT maplupyTa.
- ip_address — IP-agpec next-hop.

C6pocunTb ycTaHOBKY aTpnbyTa next-hop.

set local-preference value

value: (1-4294967295)
no set local-preference

YcTaHOBUTL 3HayeHue aTpmnbyTa local-preference.

CbpocuTb ycTaHoBKY aTpmnbyTa local-preference.

set metric value

- value: (1-4294967295)
no set metric

YCTaHOBWTb 3HaYeHue aTpubyTta metric.

C6pocuTb ycTaHOBKY aTpnbyTa metric.

set next-hop-peer

ATpnOYT He ycTaHOB/EH
no set next-hop-peer

YcTaHOBUTL 3HaueHue aTpmnbyTa next-hop, Kak agpec cocepa.

C6pocuTb ycTaHOBKY aTpubyTa.

set origin [igp |egp | in-
complete]

no set origin

YcTaHOBWTL 3HaYeHue aTpunbyTa origin.

- igp — mapwpyT 6bln1 NosyYeH M3 NPOTOKONA BHYTPEHHEN
MapLpyTn3aumm (Hanpumep, KomaHgon network);

- egp — MapLupyT 6bi/1 BblyyeH no npoTtokony EGP;

- incomplete — mapwpyT 6611 Bbly4eH KaKUM-TO MHbIM 0Bpasom
(Hanpumep, komaHaow redistribute).

C6pocunTb ycTaHOBKY aTpmnbyTa origin.

set weight value
no set weight

value: (1-4294967295)

YcTaHOBUTb 3HaYeHWe aTpubyTa weight.

CbpocuTtb ycTaHOBKY aTpmnbyTa weight.

KomaHOwbi pexcuma Privileged EXEC

Bce KomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJb30BaTeNA.

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#
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HELTEX

Tabnuua 331 — KomaHap! pexkuma Privileged EXEC

3HayeHue/3Ha4yeHue »
KomaHoa / Aelicmeue
o ymon4aHuio
show route-map [name] name: (1..64) MpocmoTp MHGOPMaLMK O CO34aHHbIX route-map.
CMMBOIA - name — umsa route-map.

5.32.7 Hacmpolika Prefix-List

Prefix-nucTbl No3BoNAT GUALTPOBATL NPUHMMAEMbIE U @aHOHCUMPYEMbIE MApPLLPYTbl MPOTOKO/I0B AMHA-

MUYECKOWM MapLpyTU3aLmm.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B PeXKMUME r106anbHOM KOHPUTypaLLmK:

console (config) #

Tabanua 332 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmesue

ip prefix-list name [seq
seq_value] [description
text] {deny | permit}
ip_address [mask] [ge

ge_value] [le le_value]
name: (1..64);

seq_value: (1..
4294967294);
text: (1..80) cumBona;
ge_value: (1..32);
le_value: (1..32)

no ip prefix-list name [seq
seq_value]

Cosparb Prefix-list.
- name — umsa cosgasaemoro prefix-nucra;
- seq_value — Homep 3anucu B cNncke NpeduKcos;
- text — onucaHue cnucka npedpuKcos;
- deny — 3anpeLlatoliee gencTene NS MapLIPyYTa;
- permit — paspeluatouiee AeNCTBUE S5 MapLUPYTa;
- ge_value — cooTBeTcTBME AnHe npeduKca, pPaBHOW Wau
6onbluei, Yem HacTpoeHHasn gnHa npeduKca;
- le_value — cooTtgeTcTBME AMHE NpedurKca, KOTopas paBHa
WIN MEHbLLE HAaCTPOEHHOM A/INHbI NpeduKca.
Ec/v He HaLLNOCb HY O HOrO COOTBETCTBUSA, TO ByaeT
V npumeHeHa HeAABHas NO/IMTMKA No ymonvaHuio deny
any.

Ypanutb co3aaHHbIi Prefix-List.

KomaHOwbI pexcuma Privileged EXEC

Bce KOMaHAbl AOCTYMNHbI A4 NPUBUAETMPOBAHHOTO NO/b30BaTENSA.

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 333 — KomaHgabl perkuma Privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

MpocmoTp nHPopmauum o co3aaHHbix prefix-list.
- name — ums prefix-list.

show ip prefix-list [name] name: (1..64) cumBsona

5.32.8 Hacmpoiika ceasku kawoveli

CBA3Ka K/o4el no3sonser cos3gatb Habop naponei (Kawueit) ¢ nocsieaytolleli BO3MOXKHOCTbIO
HACTPOMKM BPEMEHN AENCTBUA KaxKaoro napond. Co3gaHHble Napoan MOryT MCNO/1b30BaTbCA NPOTOKOIaMM
RIP, OSPF, IS-IS ana ayTeHTUGMKaUUK.
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HELTEX

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKU B pexume rnobanbHoM KoHbUrypaymm:

console (confiqg) #

Tabnunua 334 — KomaHab! perkuma rnobanbHo KoHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

key chain word

no key chain word

word: (1..32) cumsona/-

Co3paeT cBA3KY Katouen ¢ umeHem word 1 BXOAUT B PEXUM KOHOU-
rypauym CBA3KN KNlOYeWn.

YanseT cBA3Ky KAtoyei ¢ umeHem word.

KomaHObI pexcuma KoHgu2ypayuu c8a3KU Karoyel

BuAa 3anpoca KOMaHAHOM CTPOKM B peXxnume KOHPUIypaLmm CBA3KN Katoyei:

console (config-keychain) #

Tabanua 335 — KomaHabl pexxnma KoOHPUrypaLmm CBA3KM Katouei

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymoa4aHuro

Co3paeT KAtou ¢ naeHtTndukaTopom key_id v BXOAMT B peXKMM KOH-

key key i . Mrypaumm Kawoua.
ey key_id key_id: (1..255)/- purypay :

Ypansaet Knwou ¢ maeHTudukaTopom key_id.

no key key_id

KomaHObI pexcuma KoHgu2ypayuu Kar4d

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypaumnm Kntova:

console (config-keychain-key) #

[aHHbIN peKMM AOCTYNEH M3 peXKMMa KOHPUIypaLLMM CBA3KM KAloUel 1 NpegHasHadveH ana 3agaHusa
CaMoro K/o4Ya 1 ero napameTpoB.

Tabnunua 336 — KomaHabl pexkMma KoHbUrypauum Katoua

KomaHoa

3HayeHue/3HayeHue
no ymon4yaHuro

HAelicmeue

key-string word

no key-string

word: (1..16) cumsonos/-

3a4aeT 3Ha4YeHMe Katoua.

YpanaeT 3HayeHue Karova.

encrypted key-string

3agaeT 3HavyeHue KatoYa B 3aLLIVI¢pOBaHHOM suge.

encryptedword - encryptedword — 3alunMdpoBaHHbIi Naponb (Hanpumep, na-
encryptedword/- posb B 3awWNdpPoBaHHOM BUAE, CKOMUPOBAHHbLIN C APYroro
YCTPOICTBA).
no encrypted key-string Ypanaer 3HaueHue KAtoyva.
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HELTEX

accept-lifetime
time_to_start
{time_to_stop | duration |
infinite}

-/BCeraa pencreuteneH

no accept-lifetime

3a4aeT BPeMSA KU3HWU KNKoYa, B TEYEHWE KOTOPOro Koy by-
OeT feicTBUTEeNeH AN1A CBEPKM C KOYOM B MPUHMMAEMbIX CO-
obuweHunnax.

- time_to_start —Bpemsa 1 faTta Ha4yana AeNCTBMA Ktova. 3a-
naetca B popmate hh:mm:ss month day year;

- time_to_stop — Bpemsa M AaTa NpeKpalleHus AencTBus
Kntoua. 3agetca B popmate hh:mm:ss month day year;

- duration — 3afaeT NPOAOKUTENBHOCTb AEUCTBUA KtOYa B
CeKyHaax;

- infinite — ycTaHaBNMBaeT 6eCcKOHeYHoe Bpema AEeUCTBUSA
KAtova.

y,ﬂ,alWITb Bpema XU3HU KNto4a.

send-lifetime
time_to_start
{time_to_stop [duration |
infinite}

-/Bcerga pencreuteneH

no send-lifetime

3a43eT BpeMSA KU3HWU KNKoYa, B TEYEHWE KOTOPOro KoYy by-
OET pelcTBUTeNEeH ANA OTNPaBKM COOBLEHMIA.

- time_to_start —Bpemsa 1 gaTta Havyana AencTBUA Katova. 3a-
paetca B popmate hh:mm:ss month day year.

- time_to_stop — Bpemsa M AaTa NpeKpalleHus AencTBus
Kntoua. 3agetca B popmate hh:mm:ss month day year.

- duration — 3afaeT NPOAOIKUTENBHOCTb AEUCTBUA K/lOYa B
CEKyHAOax.

- infinite — ycTaHaBNMBaeT HecKoHeYHoe Bpema AEeNCTBUSA
KAtova.

YaanuTb BpeMA XKU3HU KtoYa.

v

KomaHOwb1 pexcuma Privileged EXEC

Bug 3anpoca KOMaHAHOM CTPOKMU MMEET BUA,:
console#

Tabnunua 337 — KomaHabl pexkuma Privileged EXEC

Ecau B KaKOW-TO MOMEHT BPEMEHU Cpa3y HECKOJIbKO K/touel byayT ABNATLCA AeCTBUTENb-
HbIMU, TO GaKTMUECKU UCMONb30BaTbCA ByAeT KNoU C HAMMEHbLIUMM UAEeHTUDUKATOPOM.

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show key chain word word: (1..32) cumsona/-

OtobparkaeT MHGOPMALMIO O CBA3KE Ktouen ¢ MmeHem word.

[pumepbl 8b1M0AHEHUS KOMAHO

Co34aTb CBA3KY K/oYel ¢ uMeHem namel n nomecTuTb B HEE ABa KAto4a. Ha kntoye key 2 HacTpouTb
BPEMEHHOWN MHTEpBas, B Te4eHME KOTOPOro 3TOT K04 MOXKeET ObITb MCMOb30BaH A/19 CBEPKM C K/HOHOM B

NPUHATbLIX NaKeTax.

console (config) #key chain namel
console (config-keychain) #key 1

console (config-keychain-key) #exit
console (config-keychain) #key 2

(
(
console (config-keychain-key) #key-string testkeyl
(
(
(

console (config-keychain-key) #key-string testkey2
console (config-keychain-key) #accept-lifetime 12:00:00 feb 20 2020

12:00:00 mar 20 2020

356 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

Moka3aTb MHGOPMaLMIO O CO34aHHON CBA3KE KtoYe:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted)
accept lifetime (always valid)
send lifetime
key 2 -- text
accept lifetime

send lifetime

(Encrypted)

(always valid) -

(always valid) -

"yvInRggqddPOa7W304gfrNBeGhigRuwwpbmWCy69nLuQk=""

(always valid) [valid now]

(always valid) [valid now]
"G7sTS+v50GIWHBL6UXZYWVPzbgZ/6£IOF3h3NBowYMM=""
(12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
(always valid) [valid now]

5.32.9 bBanaHcuposka Hazpy3Ku Equal-Cost Multi-Path (ECMP)

BanaHcuMpoBKa Harpysku ECMP nossonseTt nepenaBaTb MakeTbl O4HOMY MO/YYaTeNtO NO HECKO/b-
KMM «JTy4lwMM mapLupyTam». JaHHbll GyHKUMOHAN NpegHasHavyeH ANs pacnpeaeneHus Harpysku u on-
TUMM3aLMKN NPONYCKHOM cnocobHocTn ceTn. ECMP morKeT paboTaTb Kak CO CTaTUYECKMMM MapLUpyTamu,
TaK 1 C NPOTOKO/IAMMN AMHAMUYECKO MapPLLPYTU3aLMN.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabanua 338 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip maximum-paths maxi-
mum_paths

no ip maximum-paths

maximum_paths:
(1..64)/1

3a4aTb MAKCMMAJIbHOE KOJIMYECTBO MyTel, KOTopble MOryT

6bITb ycTaHOBNEHDI B FIB Ana Kaxaoro mapLupyra.
Hactpoiika BCTynuT B CUAY TONbKO NOC/ie COXpaHe-

V HUA KOHUrypauum 1 nepesarpysKku ycTpoiicraa.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

5.32.10 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

Mpotokon VRRP npeaHasHayeH AnA pe3epBMPOBAHUA MapLUPYTU3ATOPOB, BbINOAHAKOLWMX POb
LU/1t03a MO YMOJIYAHUIO. ITO AoCTUraeTca NyTém obbeamHeHus IP-uHTepdencoB rpynnbl MapLLpyTU3aTOPOB
B OZMH BMPTYasibHblIM, KOTOPbIN BYAET MCNOb30BATLCA KaK LUKO3 MO YMONYAHUIO 415 KOMMNBbIOTEPOB B CETU.
Ha KaHanbHOM ypoBHe pe3epsupyemble MHTepdencbl nmetoT MAC-agpec 00:00:5E:00:01:XX, rae XX —

Homep rpynnbl VRRP (VRID).

Tonbko oaMH U3 PUINYECKMX MAPLUPYTU3ATOPOB MOMKET BbINOJIHATL MapLIpyTM3aumio TpaduKa Ha
BMpTyanbHoM IP-uHTepdeiice (VRRP master), ocTanbHble MapLupyTM3aTopbl B rpynne npeaHasHavyeHbl Ans
pesepsupoBaHua (VRRP backup). Beibop VRRP master npoucxoauT B cootsetcteum ¢ RFC 5798. Ecau
TEKYWMIA master CTaHOBUTCA HeAOCTYMHbIM — BblOOp MNoOBTOPseTcs. HauBbICWMIA NPUOPUTET MMeET
MapLLpyTU3aToOp € cobcTBEHHBIM IP-agpecom, COBNaAatoWMM C BUPTYasibHbIM. B ciiydae AOCTynHOCTM OH
Bcerga crtaHosutcA VRRP master. MakcumanbHoe KonmdectBo VRRP-npoueccos gna KommyTaTopos
MES2300-xx, MES3300-xx — 255, gna kommytatopos MES5312, MES5316A, MES5324A, MES5332A,
MES5400-24, MES5400-48, MES5410-48, MES5500-32 — 127.
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HELTEX

KomaHObI pexcuma KoHgu2ypauyuu uHmepagpelicos Ethernet, VLAN, uHmepgelica 2pynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKU B pexmme KoHourypaumm uHtepdeiicoB Ethernet, VLAN,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 339 — KomaHapl pexkmma KoHourypaumm nntepoeliica Ethernet, VLAN, nHtepdeiica rpynnbl nop-

TOB

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

vrrp vrid description text

no vrrp vrid description

vrid: (1..255);
text: (1..160 cumBo10B)

[Job6aBneHune onncaHus Leam nam ncnonb3osaHus ana VRRP maplu-
pyT13aTopa ¢ uaeHTMdunKaTopom vrid.

YpaneHune onucaHma VRRP-mapwpyTtmsaTopa.

vrrp vrid ip ip_address

no vrrp vrid ip [ip_address]

vrid: (1..255)

Onpegenenune IP-agpeca VRRP-mappyTmnsaTopa

Ypanenue IP-agpeca VRRP ¢ mappytmsatopa. Ecam B KauecTse na-
pameTpa He yKa3saH IP-agpec, To yaanatca Bce IP-agpeca BupTyans-
HOro MapLupyTM3aTopa, BCAEACTBME YEro yAaauTca U cam BUPTY-
a/IbHbIV MapLpyTMU3aTop Vrid Ha AaHHOM YCTpOMCTBE.

vrrp vrid preempt

no vrrp vrid preempt

vrid: (1..255);
Mo ymonyaxuio
BKJ/IIOYEHO

BkntoyeHune perkmma, npu Kotopom backup-mappyTtunsatop c 6o-
iee BbICOKMM NpuoputeTom ByaeT NbITaTbCsA NEPEXBATUTL Ha cebs
posib master y TekyLero master-mapLpyTtvsatopa ¢ 6osee HU3KUM
npUopUTETOM.
MapLupyTU3aTop, KOTOpbIi ABAAETCA  BAAfAeNbLEeM
IP-appeca maplupytusatopa, 6yaer nepexsartbiBaTb Ha
V cebAa ponb master HE3aBUCMMO OT HACTPOEK AAHHOIA
KOMaHAbl.

BbIK/tOUEHME pexnma, Nnpu KoTopom backup-mapwpytusatop ¢ 60-
Nee BbICOKMM NPMOPUTETOM ByZeT NbITaTbCA NepexsaTuTb Ha cebs
poJsib master y TekyLiero master-mapLpyTtusatopa ¢ 601ee HU3KUM
NPUOPUTETOM.

vrrp vrid priority priority

no vrrp vrid priority

vrid: (1..255);
priority: (1..254);
Mo ymonyanuto: 255
ana snagenoua IP-
agpeca, 100 ana

HasHauyeHune npuoputeta VRRP-mappyTtusaTopa.

YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.

OCTa/IbHbIX
vrrp vrid shutdown vrid: (1..255); BbikntoyeHne VRRP-NpoToKo1a Ha AaHHOM UHTepdeiice.
no vrrp vrid shutdown Mo ymonyaHuto: BkntoyeHne VRRP-npoToKona Ha JaHHOM UHTepdelice.
BbIK/tOYEH
vrrp vrid source-ip ip_address vrid: (1.255); OnpegeneHune peanbHoro VRRP-agpeca, Kotopblii byaeT ncnonbso-

no vrrp vrid source-ip

Mo ymonuanuio: 0.0.0.0

BaTbCA B KayecTse IP-agpeca otnpasutens ana VRRP-coobLLeHUi.

YCTaHOBKa 3HAY€HUA N0 YMOAYAHUIO.

vrrp vrid track track_number
[decrement
decrement_priority]

no vrrp vrid track

vrid: (1..255);
track_number: (1..64);
decrement: (1..253)

M3meHsaeT npnoputet VRRP-mapLupyTM3aTopa npu M3meHeHumu co-
cTOAHMM TpeKa. Mpu nepexose Tpeka B cocToaHWe down npuoputeT
VRRP-mapLipyTM3aTopa NOHUXKaeTca Ha 3HadeHue decrement_pri-
ority unu Ha 10, ecnu 3HaueHue decrement_priority He ykasaHo.

OTmeHseT nsmeHeHue npunoputera VRRP-mapupytmusaTopa.

vrrp vrid timers advertise
{seconds | msec milliseconds}

no vrrp vrid timers advertise
[msec]

seconds: (1..40);
milliseconds:
(50..40950);

Mo ymonyanumio: 1 cek

OnpepeneHne nHTepBasa Mexay aHOHCaMM master-mapLupyTmsa-
Topa. Ecnv uHTepBan 3agaH B MUAIMCEKYHAAX, TO MPOUCXOAMUT
OKpyrneHne BHU3 A0 baunkanwein cekyHabl gna VRRP Version 2 u
00 6AvKaWWmMX CoTbIX Aonen cekyHabl (10 munnucekyHa) pna
VRRP Version 3.

YcTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.
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vrrp vrid version {2 | 3 | 2&3}

no vrrp vrid version

OnpegeneHune nogaepxusaemoit sepcum VRRP npotokona.

-2 — noppepxkunsaetca VRRPv2, onpegeneHHbin 8 RFC3768. Mony-
Yyaemble VRRPv3-coobuieHMa oTOpacbiBalOTCA MApLLPYTM3aTOPOM.
OTtnpasnatTca Tonbko VRRPV2-aHOHCbI;

-3 — nogaepxkueaetca VRRPv3, onpeaeneHHbit B RFC5798, 6e3
coBmectumocTtn c VRRPv2 (8.4, RFC5798). Monyyaembie VRRPvV2-co-
obuweHna oTbpacbiBaloTcA  MapupyTu3aTtopom. OTnpasasioTca
ToNbKO VRRPV3-aHOHCbI;

- 2&3 — noppepkmeaetca VRRPv3, onpeaeneHHbin B RFC5798 ¢ 06-
paTHOW coBmecTMmocTbio ¢ VRRPv2. Monyyaembie VRRPv2-co06-
weHmAa obpabatbiBaloTcA  MapluipyTu3aTopom. OTnpasasatoTcA
VRRPV2- n VRRPv3-aHOHCbI.

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

vrrp vrid checksum exclude
pseudo-header

no vrrp vrid checksum exclude

Mo ymon4yaHuio:
MCnonb3yeTca MeTos,
pacyeTa KOHTPO/IbHOM

BKNHOUMTb METOZ, pacyeTa KOHTPOIbHOM CyMmbl B 3arosioBke VRRP
6e3 yyeTa ncesgo3aronosKka. RFC 3768.

YCTaHOBWUTb METOZA, PacyeTa KOHTPOIbHOM CYMMbI, ONpese/ieHHbl i

pseudo-header CYMMbI C B8 RFC5798, no ymonyaHuio.
ncesA03aro/I0BKOM
vrrp vrid accept mode [accept | YcTaHaBMBaET peXxnm paboTbl 06paboTKM NaKeToB, aApPecoBaHHbIX
drop] Ha BMpPTyasibHbI agpec:
- accept — VRRP-mapwpyTtusaTop B coctoaHun Master byaet npu-
HMMaTb NaKeTbl, afpecoBaHHble Ha BUPTYaNbHbIA agpec, Aaxke
-/drop; €C/IM OH He ABNAETCA BNafeNbLEeM 3TOro afpeca;
vrid: (1..255) - drop — VRRP-mapLpyTm3aTop B cocToaHun Master byaeT otbpa-

no vrrp vrid accept mode

CblBaTb NaKeTbl, agpecoBaHHbIE Ha BMpTyaﬂbeIl‘;l agpec, ecam oH
He ABNAEeTCA BNagenblem 3Toro agpeca.

YcTaHOBKa 3HAaY€HUA NO YMOYAHUIO.

vrrp vrid authentication {text
word | md5 key-chain key |
md5 key-string { string |
encrypted md5-string }}

no vrrp vrid authentication

word: (1-8) cumBon0B;
key: (1-32) cumonos;
string: (1-80) cumBonOB;
md5-string: (1-128) cum-
BOJIOB;
vrid: (1..255);
Mo ymonuaHuio:
ayTeHTUdMKaumA
OTK/IlOYEeHa

YcTaHaBAMBAET peXmMm ayTeHTuduKkaumm ansa naketos VRRP:

- text — noacTaHoBKa B VRRP-nakeTbl napons gns ayteHTUduKaumm
B He WndpoBaHHOM BUAE;

- md5 key-chain — noacraHoBka B VRRP-nakeTbl napons ana ayteH-
TMPUKaLMK B LUIMPPOBAHHOM BMAE C MOMOLLbIO CKOHPUTYPUPOBAH-
HOro K/oYa WudpoBaHus;

- key — CKOHPUIYpPUPOBaAHHbIN KAOY WNPpOoBaHUS;

- md5 key-string — noactaHoska B VRRP-naKkeTbl napons Ana ayTeH-
TMdMKaumMmM B LULMGPOBAHHOM BUAE C MOMOLLBIO 3a4aHMA Mapos;

- string — Naponb 3a4,3eTcA B OTKPLITOM BUAE (XpaHUTCA B 3awmnd-
poBaHHOM);

- md5-string — naponb 3agaeTcA B 3aWndpoBaHHOM BUAe.

YCTaHOBKA 3HA4YeHUA No YMONYaHUIO.

KomaHObi pexcuma Privileged EXEC

Bce KomaHAb! AOCTYNHbI 419 NPUBUIETMPOBAHHOIO NOJb30BaTENA.

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 340 — KomaHzabl perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeilicmeue

show vrrp [all | brief |
counters interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MpOCMOTpP KpaTKoW UK AeTanbHOW MHPOpMaLUK Ana BCEX UK
OHOro HaCTPOEHHOro BUpPTyasbHOro mappyTtusatopa VRRP.

- all — npocmoTp MHPOpPMaLMKM O BCeX BUPTYasIbHbIX MAPLLPYTU-
3aTopax, BK/OYan OTKIOYEHHbIE;

- brief — npocmoTp KpaTKoi MHPOPMaLMK O BCeX BUPTyasibHbIX
MapLipyTU3aTopax;

- counters - oTobparkaeT cuetumkm ana VRRP.
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HELTEX

[pumepbl 8b1M0AHEHUS KOMAHO

HactpouTb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3oBaTb 3TOT aZ4pec B KayecTBe agpeca BUpTyab-
HOro mapLpyTmsaTopa. Bkatounts VRRP-npoTokon Ha uHtepdeiice VLAN.

console
console
console
console

config-vlan)# interface vlan 10
config-if)# ip address 10.10.10.1 /24
config-if)# vrrp 1 ip 10.10.10.1
config-if)# no vrrp 1 shutdown

— e~ o~ —~

MNocmoTpeTb KoHpUurypaumio VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.32.11 Hacmpoiika npomokona Bidirectional Forwarding Detection (BFD)

MpoTtokon BFD no3sonsieT 6bICTPO 0OHAPYKUTb HEUCNPABHOCTU JIMHKOB. BFD moxKeT paboTaTb Kak
CO CTaTUYECKMMM MapLUPYTaMm, Tak 1 C MPOTOKOaMN ANHAMUYecKkol mapLuipytmsaummn RIP, OSPF, BGP.
B Tekyuwen Bepcum MO peannsosaHa paboTta c npotokonamu IS-IS, OSPF, BGP.

AnnapaTtHblii BFD peanusosaH TonbKo B VRF no ymonuaHuio. B octanbHbix VRF npumeHs-
Cad eTca nporpammHblii BFD.

’ ' AnnapatHbiii BFD He peanusosaH ana mogeneit MES2300-xx/MES3300-xx. Ina AaHHbIX MO-
e Aeneit npumeHaeTca NnporpammHbiii BFD.

KomaHObI pexcuma 2a06ana6Hol KoOHuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:
console (config) #

Tabnunua 341 — KomaHabl pexuma rnobanbHol KoHduUrypaumm

3HayeHue/3HavyeHue ”
KomaHda / Aelicmeue
Mo ymMmoa4aHuro
bfd neighbor ip_addr YKasatb napameTpbl BFD-ceccum ans BFD-cocepa.
[interval int ] [min-rx min] - int — MUHUManNbHLIW UHTEPBAN Nepepayn Ans OobHapyXKeHus
[multiplier mult_num] . OLIMNBKM;
int: (150..1000)/150 . o ..
) - min — MUHMMaNbHbLIN MHTEpPBAN Npuéma Ans OobHapyKeHus
min: (150..1000)/150 .
OWKN6KY;
mult_num: (2..15)/3
- mult_num — Konn4yectBo MoTepsAHHbIX NaKeToB A0 pa3pbiBa
ceccum.
no bfd neighbor ip_addr YCTaHOBWTb 3HAYEHME MO YMOIHAHUIO.
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KomaHOwbi pexcuma Privileged EXEC

Bce KomaHAbl 4OCTYMHbI 418 NPUBUIETMPOBAHHOIO NO/1b30BaTENA.
BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 342 — KomaHgb! pexxkuma Privileged EXEC

3HaveHue/3HavyeHue
no ymon4aHuro

show ip bfd neighbors MpocmoTp MHPopmaLmmn 06 akTMBHbIX BFD-coceasx.

[ip_addr] [detail]

[ vrfvrf_name | all ]

[ detail ]

KomaHoa Aelicmesue

5.32.12 TIpomokon GRE

GRE (Generic Routing Encapsulation) — npoTokon TyHHeNMPOBaHUA ceTeBbIX NakeToB. Ero ocHoB-
HO€e Ha3HayeHne — MHKaMCcyAAUmnA NakeToB CETEBOro ypoBHA ceTeBol moaenu OSI B IP-nakeTbl. GRE moxer
ncnonb3osBaTbea ana opraHmsaunm VPN Ha 3-m yposHe mogenu OSI. B kommyTtatopax MES peannsoBaHbl
cTaTMyeckune Heynpasasaemble GRE-TyHHeNU, TO ecTb TYHHEIM CO34at0TCA BPYYHYIO NyTeM KOHOUIypnpoBa-
HUA Ha JIOKa/SIbHOM U yaaNeHHOM y3nax. [apameTpbl TYHHENSA ANA KaXKA0N U3 CTOPOH A0/XKHbI ObITb B3au-
MOCOI1aCOBaHHbIMWU WX NEPEHOCUMbIE AaHHbIe He ByayT AeKancy/IMpoBaTbcA NapTHEPOM.

V' Mpotokon GRE nopaepxusaerca Ha moaenax cepun MES2300-xx, MES3300-xx, MES5312,
MES5316A, MES5324A, MIES5332A, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM B peXkume rn1o6anbHoM KoHGUrypaumm:
console (config) #

Tabnunua 343 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HavyeHue/3Ha4yeHue o

KomaHoa / Aelicmeue
no ymoa4aHuro

interface Tunnel tunnel_id tunnel_id: (1..16) Co3patb UHTepdeiic TyHHens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica myHHens

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypaumnm nHtepderica TyHHens:
console (config-tunnel) #

Tabnnua 344 — KomaHgbl pexkuma KoHpurypauum nHtepderica TyHHens

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuo

KomaHda

Tunnel mode gre ip 3agatb Tvn TyHHena GRE c ucnonb3osaHuem IPv4.
- -/BbIKNOYEHO
no Tunnel mode gre ip YpanuTb TyHHeNb.
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Tunnel source
{ipv4_address |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | tunnel tunnel_id |
vlan vian_id }

no Tunnel source

fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

HasHauuTtb IP-agpec nnm uHtepdelic, Kotopbii byaet ncnosnb-
30BaTbCA B KayecTBe agpeca OTNPaBUTENA  BHELIHEro
IP-3aronoska GRE-TyHHens.

Ypanuts IP-agpeca otnpasutens.

Tunnel destination {_URL_
| ipv4_address} -
no tunnel destination

HasHauuTb IP-agpec nonyyatens (KoHUA TYHHeNs).

Ypanutb IP-agpec nonyyatens.

ip address ipv4_address

no ip address

YctaHoBuUTb IP-agpec nHtepdeica TyHHens. C ucnonb3oBaHMeM
3TOro agpeca KOMMYTaTop AOCTyneH yepes3 TyHHenb. MoxkeT
MCNONb30BaTLCA B KAYeCTBe W33 Ha YAaNeHHOM yCTponcTee
npy MapLIpyTU3aumn B TYHHENb.

Ypanuts IP-agpec uHTepdeinca TyHHens.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 345 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmesue

show ip Tunnel [ tunnel-id ] tunnel_id: (1..16)

OT06pas3unTb MHGOPMaLMK TYHHeNS.

show ip interface Tunnel

tunnel. id tunnel_id: (1..16)

OT06pa3unTb uHPopmaumio o6 IP-uHtepdelice TyHHensA.

show interfaces Tunnel

tunnel-id tunnel_id: (1..16)

OT06pasuTb MHGOpMaLMIO MHTEpdECa TYHHEN .

[pumep HaACMPOUKU MyHHenA

Co3pgaHue TYHHENA n HaCTpOﬁKa CTaTUYECKOIro MmapupyTa Ana ceTh, HaXO,D,FIU.LEﬁCFI Ha NpOTUBONO-

ﬂOHHOﬁCTOpOHETYHHeﬂE

® B KayecTBe N0KA/NbHOIo aapeca gnda TyHHena ucnonosyetca IP-agpec 192.168.1.1;
e B KayecTBe yAaneHHOoro agpeca Anda TyHHenAa ncnonbsyetca IP-agpec 192.168.1.2;
e IP-agpec TyHHENs Ha IoKanbHoM cTopoHe 172.16.0.1/30;

e ceTb Ha NPOTUBOMNOJIOXKHOM CTOPOHe TyHHena 10.10.1.0/24.

console (config) #vlan database
console (config-vlan) #vlan 301
console (config-vlan) #fexit

console (config) #interface tengigabitethernetl/0/1
console (config-if) #switchport mode trunk

console
console (config-if) #exit
console (config) #interface vlan 301

console (config-if) fexit
console (config) #interface Tunnel 1

config-if) #switchport trunk allowed vlan add 301

console (config-tunnel) #Tunnel mode gre ip

console (config-tunnel) #Tunnel source 192.168.1.1
console (config-tunnel) #Tunnel destination 192.168.1.2
console (config-tunnel) #ip address 172.16.0.1 /30

console (config-tunnel) #exit

(
(
(
(
(
(c
(
(
console (config-if) #ip address 192.168.1.1 /24
(
(
(
(
(
(
(
(

console (config) #ip route 10.10.1.0 /24 Tunnel 1
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’ Ha sBctpeyHoMm ycrpoﬁcme He06XOAMMO BbINOJ/IHUTb B3aUMOCOr/1aCOBaHHbIe HaCTpOVIKM.
-

5.32.13 KoHdpuzypayua supmyansHoii o6anacmu mapwpymusayuu (VRF lite)

VRF (Virtual Routing and Forwarding) — 3To TexHon0rnaA, KOTopas NO3BONAET HECKO/NIbKMM 3K3EM-
naspam TabanLbl MapLIpyTM3aLLMM COCYLLECTBOBATL B OA4HOM MapLUpPYTM3aTOPe OAHOBPEMEHHO.
Cnucok noagep:KaHHbix B VRF dyHKLMI gocTyneH B Tabanue 349.

Tabnunua 346 — KomaHabl pexuma rnobanbHoMn KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

ip vrf [vrf_name]

no ip vrf [vrf_name]

vrf_name: (1..32) cum-
BO/IA

Co3paHue BUPTYyanbHOM 061aCTU MapLUpyTU3aLMK.

YpoaneHue BupTyanbHo 061aCTU MapLIpyTU3aLUK.

Tabnunua 347 — KomaHabl pexxuma KoHpurypaumm nHtepoeiica

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

ip vrf [vrf_name]

no ip vrf

vrf_name: (1..32)
cumBona

MNpusAaska nHTepdelica kK 061acTn BUPTYaNbHON MapLIpyTU3a-
uunn. Nocne BBOAA KOMaHAbI Bce CO3AaHHble B fanbHenwem IP-
aapeca byayT accoummnpoBaTbea ¢ VRF, K KoTopomy bbin npussa-
3aH UHTepodelic.

OTBA3Ka UHTepdelica oT 061acTM BUPTYaibHOM MapLIpyTU3aLUK.

Tabnunua 348 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

show ip vrf [all [vrf_name]

vrf_name: (1..32) cum-
BO/Ia

BblBOA MHPOPMALMM O CO3AaHHbIX BUPTYaNbHbIX 061acTAX MapLl-
pyTM3aumm 1 06 L3-uHTepdeiicax, KOTopble B HUX HAXOAATCA.

Tabnnuya 349 — PyHKUMKM, NoaaeprKaHHble ana paboTtbl B VRF

dyHKYuU

Hasuzayusa

KomaHzabl ynpasneHus
cucTemon

5.4 KomaHabl ynpasaeHna cuctemon

Cratueckan 5.32 KoHdurypauma npoToKoA0B MapLlpyTU3aLumm
MapLupyTU3auma

OSFP 5.32.3 HacTpoiika npotokona OSPF, OSPFv3

BGP 5.32.4 HacTpolika npoTokona BGP (Border Gateway Protocol)

5.33 KoHdwurypauua VXLAN

VXLAN — 3T0 BMpTyanbHaa paclumMpeHHasa 4yacTHasa ceTb (Virtual eXtensible Local Area Network).
[aHHas TexHoN0rns NO3BONAET yNaKoBbIBaTb Ethernet-kagpbl B UDP-cermeHTbl M TPAHCMOPTUPOBATL MX MO

IP-ceTun.

VTEP — Virtual Tunnel End Point, ycTpoicTBO, Ha KOTOPOM HauyMHaeTCa UM 3aKaHymMBaeTca VXLAN-
TOHHenb. Moaenu, onucbiBaemble B SAaHHOM PYKOBOACTBE, MOTYT AeACTBOBATb B KadecTse VTEP.

B kauectBe control plane gna VXLAN wucnonb3yetca EVPN. 370 pacwumpeHue npotokona BGP,
KOTOpOe NOo3BOJSIAET CeTM NepenaBatb MHGOPMALMIO O AOCTYMHOCTU KOHEYHOrO YCTPOMCTBA, TAKYH Kak
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MAC-agpeca ypoBHA 2 1 IP-agpeca ypoBHA 3. 9Ta TEXHONOIMMA NIOCKOCTU ynpaBaeHma ncnonbsyetr MP-BGP
ana pacnpegeneHma MAC-aapecoBs 1 IP-agpecoB KOHeYHbIX yCTponcTs, rae MAC-agpeca paccmaTtpuBaroTcs
Kak mapuwpyTbl. EVPN nossonseT ycTpoiictBam AeincTBoBaTtbh B Kavectse VTEP ans obmeHa nHpopmaumen
MexAay coboi 0 AOCTYNHOCTN CBOMX KOHEYHbIX YCTPOWCTB.

V Moapepxka VXLAN npepoctaBnfaerca Nno AMLEH3UN.

Dna kommyTaTopos cepmit MES2300-xx 1 MES3300-xx TexHonorna EVPN/VXLAN He noagep-
Cad KuBaertca.

KomaHObI pexcuma 2a06asbHol KoOHGpuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHon KoHbUrypaumm:

console (config) #

Tabnunua 350 — KomaHab! pexkuma rnobanbHoM KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

vxlan word

no vxlan word

word: (1..64) cumBona

Co3aatb VXLAN-MHCTaHC ¢ umeHem word 1 NepenTn B pexunm
ero KoHdurypaumu.

Ecan VXLAN-MHCTaHC C TaKMM UMEHEM Y3Ke CO34aH, TO NepenTn
B PEXMM ero KoHdurypaumu.

Ypanutb VXLAN ¢ umeHem word.

anycast-gateway
mac-address mac_address

no anycast-gateway
mac-address

mac_address: H.H.H nan
H:H:H:H:H:H nan H-H-H-
H-H-H/
He 33aHo

3afaTb BUPTYanbHbii MAC-aapec, KOTopbli 3aMeHsAeT 6a30BbI
MAC-agpec KommyTaTtopa B ARP-coobLieHMAX, UCXOAALLMX C
WHTepdEeNcoB, Ha KOTOPbIX AaHHAA GYHKLUMA aKTUBHA.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHYAHMUIO.

arp suppression-cache
timeout timeout

no arp suppression-cache
timeout

timeout: (30..40000000)/
300 ceKyHg,

3afaTb MaKcMMaibHOE BPEMSA KU3HUM 3anucelt Tuna local B
Tabsvue arp suppression-cache.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip dhcp information option
vpn [link-selection |server-
override | virtual-subnet]

no ip dhcp information
option vpn

-/BbIK/IIOYEHO

PaspewunTb ycTpoiicTsy gobasneHune B onumto 82 (ecnm eé no-
H6aBneHMe paspeLleHo) AONONHUTENbHbIX MOAOMNLNNA:

-vpn — gobasuTb nogonumm 5, 11 n 151;

- link-selection — n06aBuTb TONbLKO NogoNUMIO 5;

- server-override — n06aBuUTb To/IbKO Nogonuuio 11;

- virtual-subnet — po6asuTb TonbKO Nogonuuto 151.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

ip dhcp relay source-
interface [gigabitethernet
gi_port |
tengigabitethernet te_port
| hundredgigabitethernet
hu_port |
twentyfivegigabitethernet
twe_port | portchannel
group | Loopback loopback
| vlan vian_id] [vrf
vrf_name]

no ip dhcp relay source-
interface [vrf vrf_name]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan: (1..4094);
vrf_name: (1..32)
cumBona

3afaTb UHTepdelic ycTponcTea, IPv4-agpec KoToporo byaeT uc-
NoNb30BaTbCA B KavecTBe IP-aapeca nctovyHuka B IP-3aronoske
1 3Ha4yeHua nona Relay agent IP address B coobLieHuax npoTo-
kona DHCP ot relay-arenTa.

Ecnun Ha ykasaHHOM MHTepdeiice He HacTpoeH IP-aapec, To npu
Bblbope IP-agpeca UCTOYHMKA ByaeT MCnonb3oBaTbCA NoBese-
Hue relay-areHTa no ymon4yaHuio.

YCTaHOBUTb 3HaYeHue no YMOANYaHULO.
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KomaHObI pexcuma KoHguaypauyuu VXLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume pexkmme KoHourypaumm VXLAN:

console (config-vxlan) #

Tabnnuya 351 — KomaHab! pexkuma KoHdurypaumm VXLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

arp-suppression

no arp-suppression

-/BbIK/IIOYEHO

BrkntounTb GyHKUMIO arp-suppression B Tekyuteit VXLAN u B cBa-
3aHHOW ¢ Helt VLAN.
OpHoBpemeHHas paboTa B ogHOI U Toih e VLAN
! ¢yHKUMI1 arp-suppression 1 arp inspection 3anpe-
weHa.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

shutdown

no shutdown

-/no shutdown

YcTaHOBUTb agMUHUCTPaTMBHBbIN cTaTyc DOWN ana VXLAN-mH-
CTaHCca.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

vlan vian-id

no vian

vlan-id: (1-4094)

3agatb vian id, koTopsbiii 6yaet ceszaH ¢ VXLAN-uHcTaHCOM.

Ypanutb cBasky vlan id ¢ VXLAN-uHcTaHcOM

vni vni-id [ip-routing]

no vni

vni-id: (1-16777214)

3aparb Virtual Network Identifier (VNI), koTopbiit 6yaeT uc-
NoNb30BaTbCA B paMKax gaHHoro VXLAN.

- ip-routing — yKasbiBaeT, uto gaHHbii VNI 6ygeT ucnonb3o-
BaTbCA AnA uHkancynaumm 8 VXLAN IP-nakeToB, mapLipyTnsm-
pyembix 8 VRF.

Ypanutb 3agaHHbin VNI,

route-target { export | im-
port | both } community

no route-target { export |
import | both } community

community: (ASN2:NN,
IPV4:NN, ASN4:NN)

Co3paet cnmcku nmnopta n skcnopTa Route Target Community:
- export — no6aBuTb Route Target Community K akcnopTupye-
MO MapLpyTHOMN MHPOpMaUnK;

- import — umnopTMpoBaTb MapLPYTHYIO MHHOPMALMIO C YKa-
3aHHbIM Route Target;

- both — ykasatb umnopT 1 aKkcnoprT.

Ypaanaet cnMckm umnopTa u akcnopta Route Target Commu-
nity.

mcast-group ip_mul-
ticast_address

no mcast-group

-/BbIK/IIOYEHO

Bkntounte B Tekywelh VXLAN pexum pennvkaumm BUM-

Tpaduka c nomowpto PIM Multicast n npusasbiBaeT rpynnosoi

agpec K aaHHoi VXLAN. 3ToT agpec byaeT Mcnonb3oBaTbCA Kak

aapec Ha3zHaveHua B VXLAN nakeTax.

- ip_multicast_address — rpynnosoi IP-agpec.
Ana nonyyeHus Tpadmka yKkasaHHOI B KOMaHae
BblLLEe rpynmnbl HE06X0AUMO BKAKOYEHMWE

V npotokona PIM Ha uHTtepdeiice loopback ¢

YKa3zaHMem JaHHOMW rpynnbl KaK CTaTU4eCKOid.
OnucaHue COOTBETCTBYIOLMX KOMaHA, B
cnepyouein Tabauue.

Bce VTEP 8 ogHom VNI gomKHbI MICNONb30BaTb
V OAMH U TOT e MeToj, penaukauuu. B cnyyae

multicast Ha Bcex VTEP B ogHom VNI gonkeH

MCNO/Ib30BaTbCA OAMH U TOT XKe aapec rpynnbi.

MaKcMManbHoe KOIMYecTBO YHUKaIbHbIX mul-
1 ticast VXLAN TyHHeneit (multicast rpynn) 256.
« OgaHa multicast rpynna moxeT 6bITb Ha3HaueHa Ha
Heckonbko VXLAN TyHHenen.

YCTaHOBUTb 3Ha4YeHME N0 YMOJYAHMUIO.

«' [Ona KoppeKTHoi pabotbl VXLAN Heobxoammo yctaHoBneHue ceccun BGP mexay loopback-
uHTepdeicamm ycTponcTB ¢ yKkasaHuem agpeca loopback B kauectse bgp router-id.
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KomaHObI pexcuma KoHgu2ypauyuu uHmepaeltica loopback

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdpurypaummn nHtepodeiica loopback nmeet sua;

Console (config-if) #

Tabnunua 352 — KomaHab! pexruma KoHpurypaumum nHtepdelica loopback

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

ip pim -/BbIKOYEHO

BkntounTb npoTokon PIM Ha uHtepdelice.

no ip pim
ip igmp static-group
ip_multicast_address

no ip igmp static-group
ip_multicast_address

YcTaHaBAMBaET 3Ha4YeHMe No YMOYaHUIO.

Coszgaet 3anuchb (*, G) c yka3aHHOM MyIbTUKACTOBOM rpynno
n pobasnsaeT uHTepodeiic loopback B OIL. OTnpasnseT Ha RP
PIM Join ¢ yKa3aHHbIM aapecom MyabTUKacTOBOM rpynnbl.

- ip_multicast_address — rpynnoso# IP-agpec.

YaansaeT 3anuchb (¥, G) ¢ yka3zaHHOW My/1bTUKAcTOBOM rpynmon.
OTtnpasnsaet Ha RP PIM Prune c yka3aHHbIM agpecom MynbTu-
KacTOBOW rpynnbl.

KomaHObI pexcuma KoHguypayuu uHmepagetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKM B perxnume KoHourypaumm nutepdeinca VLAN:

console (config-if) #

Tabnunua 353 — KomaHabl pexkuma KoHdpurypaumm nHtepderica VLAN

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmesue

anycast-gateway
no anycast-gateway

-/BbIKNIOYEHO

Bkntountb dyHKLMIO anycast-gateway Ha AaHHOM MHTepdeiice.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHMUIO.

KomaHObI pexcuma KoHguaypauuu VRF

BunAa 3anpoca KOMaHAHOM CTPOKM B pexxume KoHdurypaumnm VRF:

Console (config-vrf) #

Tabnuua 354 — Komanapl pexkuma KoHourypaumm VRF

HAelicmeue

3HayeHue/3HayeHue
KomaHda
no ymoa4aHuro
vni vni-id
vni-id: (1-16777214)
no vni

3agartb Virtual network Identifier (VNI), KoTopsbiii byaeT ncnonb-
30BaTbcA AnA nHKancynauum 8 VXLAN IP naketos, maplipyTtu-
3unpyembix B VRF.

Ypanutb 3agaHHbIin VNI

route-target {import |
export | both}

ASN2:NN or IPV4:NN or
ASN4:NN/-

no route-target {import |
export | both}

3a4atb 3HaYeHue pacwmpeHHoro BGP-kombloHUTM route-tar-
get.

- import — MMNoOpPTUPOBATb KOMbBIOHUTH;

- export — 3KCNopPTMPOBATb KOMbIOHUTHU;

- both — akcnopTMpoBaTbh M UMNOPTUPOBATL KOMBIOHUTY.
dopmaT 3annMcu KOMbIOHUTU:

ASN2 — 16-6uTHOE 3Ha4YeHue AS;

ASN4 — 32-6uTHOe 3HaYeHue AS;

IPv4 — IPv4-appec;

NN —uyuncnoBoe 3HayeHue route target.

Yaanutb 3HaYeHne KOMbIOHUTH.
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KomaHObI pexcuma KoHgu2ypayuu cekyuu route-map

Bug, 3anpoca KOMaHAHOM CTPOKM B peXXnme KoOHPUrypaLumm cekumm route-map:

console (config-route-map) #

Tabnunua 355 — KomaHab! pexruma KoOHPUrypauum cekumm route-map

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

set evpn gateway-ip
ip_address

/0.0.0.0

YcTaHOBUTL 3HadeHue |[P-v4 Gateway address B NLRI
otnpasnaembix EVPN-mapwpyTtos Tmna 5.
- ip_address — yctaHaBnvMBaemoe 3HayeHue |IP-v4 Gateway
address.
Route-map c gaHHOI1 HacTpoiiKoI cneayeT
ncnonb3oBaTb B KoHTeKcTe address-family 12vpn
evpn BGP-cocesa v TonbKO B HanpaBaeHuu out.

no set evpn gateway-ip

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

KomaHOwbi pexcuma Priveleged EXEC

BuAa 3anpoca KOMaHAHOM CTPOKM UMEET BUL,:
console#

Tabnuua 356 — KomaHabl pexkmma Priveleged EXEC

3HayeHue/3HayeHue
Mo yMmoM4YaHuo

KomaHda

Aelicmesue

show arp suppression-cache
[local | remote | vlan]

OTobparkaeT cogepnmoe Kalla arp suppression:

- local — oTob6pakaeT TONbKO /IOKa/IbHbIE 3aMNUCK;

- remote — oTo6parkaeT TONbKO YAaseHHble 3anucy;

- vlan — oTobpakaeT ToNbKO 3anncK, OTHOCALLMECA K YKa3aH-
Holi VLAN.

show evpn Ethernet-seg-
ment {port-channel group

| es_number mac-address |
esi} [detailed]

group: (1..48);
es_number:
(1..16777214);
mac_address: H.H.H nau
H:H:H:H:H:H nan H-H-H-
H-H-H;
esi: H:H:H:H:H:H:H:H:H:H

OTobpaxkaeT uHpopmauuto ob Ethernet Segment Identifier.

show evpn inclusive-mul-
ticast [word]

word: (1..64) cumBona

OtobparkaeT MHPOPMaLMIO O MapLIpyTax TMNa 3, KOTopble UC-
NO/b3YIOTCA ANA Nepeaym LWNPOKOBELLATE/IbHOMO, HEU3BECT-
HOro 0AHOAAPECHOro M MHoroaapecHoro (BUM) Tpaduka.

show evpn ingress-
replication [vni vni-id]

vni-id: (1-16777214)

BbiBognT cnucok VTEP, Kypa BbINOAHAETCA LenesBas pac-
cbinika BUM-Tpadmka metogom ingress-replication ana scex
co3gaHHbIX VNI,

- vni — BbIBOA, UHPOPMALMKN BbINONHAETCA TO/IbKO ANA YKa-
3aHHoro VNI.

show evpn ingress-
replication flood-domain

OTobparkaeT cnMcoK Bcex yaaneHHbix VTEP B IP-pabpuke, a
Takxe cnmcok VNI/VLAN, nonaswwx Bo flood-domain.

Mpu HexBaTKe CUCTEMHbIX PECYPCOB A1 LeNeBOM Paccbiiku
BUM-Tpaduka metogom ingress-replication, VNI nomewa-
etca Bo flood-domain. Ona takmux VNI pacceinka BUM-Tpa-
¢duKa BbinosiHAeTcA Ha Bce VTEP IP-dpabpuku.

show evpn ingress-
replication resources

OTob6parkaeT MHGOPMALMIO O CUCTEMHBIX pecypcax, MCnosib-
3ylowmxca ana pacnpocrtpaHeHa BUM-Tpaduka.

show evpn mac-ip [word]

word: (1..64) cumBona

OTobparkaeT MHOOPMALMIO O MAPLLPYTaxX TUMA 2, KOTOPbIE UC-
nosb3yloTcA A1 nepeaayun nHdopmaumm o MAC-/IP-agpecax.

show vxlan tunnels [word]

word: (1..64) cumBona

OTobparkaeT HGopmauuto 060 Bcex ycTaHoBaeHHbIX VXLAN-
TYHHenAx:

- word — umsa VXLAN. OTobpakaeT MHpopmaumio 06 ycTaHOB-
JIEHHbIX TYHHeNAX yKaszaHHoi VXLAN.
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show vxlan/word] OTobparkaeT KpaTKyto MHPOPMALMIO MO BCEM CO34aHHbIM
VXLAN-TyHHensx:

- word — ums VXLAN. OTobpakaeT geTanbHyto MHbopmaLmio
no ykasaHHoi VXLAN.

show ip anycast-gateway - BbIBOAMT MHPOpMaLMio 06 anycast-gateway.

word: (1..64) cumsona

[Mpumep KoHpuUypayuu 014 08yx ycmpolicme

Mexay asymsa yctpoicteamu R1 n R2 yctaHosneHa BGP-ceccua mexay loopback-untepdeiicamm.

BKkntoueHa AF [2vpn evpn ana obecneveHuna yctaHoBneHusa VXLAN-TyHHenen n nepegaym nHpopma-
umm 06 nsyyeHHbix MAC-agpecax.

Co3gaH VXLAN-uHcTaHc ¢ umeHem test_vxlan. K Hemy npusssaHa VLAN 1000, 3agaH VNI 1000.
KoHdwurypauma 1:

no spanning-tree

|

vlan database

vlan 1000

exit

|

vxlan test vxlan

vni 1000

vlan 1000

exit

|

hostname R1

|

interface TenGigabitEthernetl/0/1
description To R2

ip address 172.16.1.1 255.255.255.252
exit

|

interface TenGigabitEthernetl/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.1 255.255.255.255
exit

|

!

ip route 10.0.0.2 /32 172.16.1.2
|

router bgp 65500

bgp router-id 10.0.0.1
address—-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

|

neighbor 10.0.0.2

remote-as 65500

update-source loopback 1
address-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit
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exit
exit
i
i

end
KoHdwurypauma 2:

no spanning-tree

!

vlan database

vlan 1000

exit

!

vxlan test vxlan

vni 1000

vlan 1000

exit

!

hostname R2

!

interface TenGigabitEthernetl/0/1
description To R1

ip address 172.16.1.2 255.255.255.252
exit

!

interface TenGigabitEthernetl1/0/3
switchport access vlan 1000

exit

!

interface loopbackl

ip address 10.0.0.2 255.255.255.255
exit

!

!

ip route 10.0.0.1 /32 172.16.1.1
!

router bgp 65500

bgp router-id 10.0.0.2
address—-family ipv4 unicast

exit

!

address-family 12vpn evpn

exit

|

neighbor 10.0.0.1

remote-as 65500

update-source loopback 1
address-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

exit

exit

|

!

end
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Ecam  um3yuntb MAC-agpec Ha uHTepdeitice TenGigabitEthernet1l/0/3 Ha R1, TO MOXHO
NPOKOHTPOINPOBATb ero Hannuune B Tabnmue MAC-agpecos Ha R2.

MNocmoTpetsb MAC-agpeca, nsyyeHHble B VXLAN, MOXKHO B BbiBOAE KOMaHAbl show mac address-
table. Tun gaHHbIX agpecos yKasblBaeTcA Kak evpn-vxlan. Mpumep BbiBOAA:

Flags: I - Internal usage VLAN
Aging time is 300 sec
Vlan Mac Address Interface Type
1 e0:d9%9:e3:26:d6:00 0 self
1000 00:00:00:00:00:10 10.0.0.1 evpn-vxlan
1000 0c:9d:92:61:9f:c4 10.0.0.1 evpn-vxlan
tel/0/1(I) e0:d9:e3:17:6b:40 tel/0/1 dynamic
tel/0/1(I) e0:d9:e3:17:6b:41 tel/0/1 dynamic

KomaHObI pexcuma KoHguaypayuu uHmepgelica Port-Channel

BuAa 3anpoca KoMaHAHOWM CTPOKM pexnma KoHOUrypaumm nHtepoeica:
console (config-if) #

Tabnunua 357 — KomaHabl pexkuma KoHdurypaumm nntepdelrica Port-Channel

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymMoa4YaHuto
ethernet-segment esi Co3patb Ethernet Segment Identifier (ESI) c Homepom esi n ne-
esi: (1-16777214) penTU B PEKMM KOHOUTYPUPOBaAHUA.
no ethernet-segment esi Ypanutb Ethernet Segment Identifier c Homepom esi.

KomaHObI pexcuma KoHguaypuposaHusa ESI

BuAa 3anpoca KOMaHAHOWM CTPOKM pexnma KoHoburypaumm ESI:
console (config-es) #

Tabnunua 358 — KomaHapl pexkuma KoHourypaumm ESI

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
Mo yMoA4YaHuto
system-mac system_mac mac_address: H.H.H uan | 3agate MAC-agpec, ucnonb3yembli B kKayectse System ID npo-
H:H:H:H:H:H nnn H-H-H- | Tokona LACP.
no system-mac H-H-H Ypannte MAC-agpec.
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6 CEPBUCHOE MEHIO, CMEHA NMPOTrPAMMHOIO OBECNEYEHUA

6.1 MeHto Startup

MeHto Startup wcnonb3yeTtca ANA BbINOJIHEHUA CNeLMabHbIX MPOLLeAYP, TaKUX KaK BOCCTaHOBEHME
3aBOACKMX HaCTPOEK U BOCCTAHOB/IEHUE Napons.

[nsa Bxoga B MmeHto Startup HeobxoaMMo NpepBaTb 3arpy3Ky HaxKaTnem Knasuwm <Esc> unu <Enter>
B TEYEHME NEPBbIX ABYX CEKYHA NOC/e NOoABNEHUA COOBLEHMS aBTO3arpy3KkM (Mo OKOHYaHUM BbINOJHEHUA
npoueaypbl POST).

[ —Y

[1
[2
[3
[4
[5

]

Startup Menu
Image menu

Restore Factory Defaults

Boot password

Password Recovery Procedure

Back

Enter your choice or press

'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuUTe Knasuwy <5>, 1nbo <Esc>.

Ecnu B TeuyeHue 15 ceKyHp, (3HaueHne No ymoayaHuio) He BbiI6paH HU OAUH U3 NYHKTOB MEHIOo,
TO 3arpy3Ka yCTPOiCTBa NPOAO/IKUTCA. Bpema 0XKnaaHMa MOXKHO YBENIMUUTL C MOMOLLbIO KO-

MaHA, KOHCONU.

Tabnuua 359 — OnucaHue meHto Startup

Ne HaseaHue OnucaHue
[aHHas npoueaypa ucnonbsyerca ans Bbibopa aktmeHoro ¢aiina cucremuoro MNO.
Ecnu He BbIBpaH HOBbIM 3arpyKeHHbIn ¢paiin cuctemHoro MO aKTUBHbLIM, TO YCTPOM-
Image menu CTBO BbIMOJIHUT 3arpy3Ky C UCMO/Ib30BAHMEM TEKyLLEero aktmsHoro obpasa Image
<1> Bbi6op akTMBHOrO daiina cu- menu.
ctemHoro MO [1] Show current image — npocmoTp AaHHbIX 0 Bepcusax MO Ha ycTpolicTse;
[2] Set current image — BbI6op akTMBHOrO daitna cuctemuoro NO;
[3] Back.
Restore Factory Defaults [aHHas npoueaypa Mcnonb3yeTca ANa yaaneHnsa KoHpurypaumm ycTpoicrea. Boc-
<2> BoccTaHoBNEHME 3aBOACKMX CTaHOBAEHME KOHOUTYpaLMM NO YMOAYaAHUIO.
HacTpoek
Boot password [aHHas npoueaypa MCnonb3yeTcs ANs YCTaHOBKM/yAaneHWs Napois Ha HavyaibHbIM
<3> YcTaHoBKa/yaaneHve napons 3arpysumK.
Ha Haya bHbIN 3arpy3yunk
[aHHasa npoueaypa UCNonb3yeTcs AN BOCCTAHOB/EHWA YTPaYeHHOro Naposs, oHa
No3BO/IAET NOAKNOYUTLCA K YCTPOWCTBY 6e3 napons.
/1 BOCCTAHOBNEHMA NAPOAA HaKaTb KAaBuLy <2>, Npu NOCAeAyOLWEeM NoaKoYe-
Password Recovery Procedure A N P y » P Aytow A
<4> HWW K YCTPOMCTBY Napob ByaeT NpourHopmMpoBsaH.
BoccTaHoBneHue napons . .
Current password will be ignored!
[na Bo3BpaTa B MeHto Startup HakmuTe Knasuwy [enter].
==== Press Enter To Continue ====
<5> Back [na BbIXo4a M3 MEHIO M 3arpyskuM yCTpoincTBa Haxkmute Knasuwy <Enter> nnbo
Bbixog, U3 meHto <Esc>.

Ethernet-kommymamopel ceputi MES2300-xx, MES3300-xx, MES3500I1-08P, MES35001-10P, MES3500I1-8P8F, MES5312, MES5316A,

371

MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

.‘

.‘

6.2 O6HoBNeHMe nporpammHoro obecneveHus c cepsepa TFTP

Cepsep TFTP gonxeH 6biTb 3anyLeH U HaCTPOEH Ha KOMNbOTepe, ¢ KoToporo 6yaer 3arpy-
¥aTbcA nNporpammHoe obecneueHue. CepBep A0MKEH MMETb paspellueHUe Ha YTeHue dai-
NI0B HauyanbHOro 3arpysumnka u/unm cucremuoro NO. KomnbloTtep ¢ 3anyweHHbim TFTP-cep-
BEPOM A0/1KeH 6bITb A0CTYNEH 411 KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbINO/HUB
Ha KommyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbloTepa).

O6HoBAEHME NPOrpamMmmMHOro obecneueHMa MOXKET OCYLLLECTBAATLCA TOIbKO NpUBUAErNpo-
BaHHbIM NONb30BaTeNIeM.

6.2.1 OG6HoBnEHUe cucmeMHO020 NPo2pamMmHo20 obecneyeHus

3arpysKa ycTpoicTBa ocywecTBaseTcs U3 ¢alina cMCTeMHOTo nporpammHoro obecneyenus (M0),

KOTOpbI XpaHutca Bo Flash-namatu. Mpu obHOBAEHWM HOBbIM dan cucTtemHoro MO coxpaHseTca B
cneuManbHO BblaeNeHHOM o06nacTM namatu. [pu 3arpyske YCTPOMCTBO 3aMyCKaeT aKTUBHbIN aiin
cuctemHoro MO.

]

.‘

Mpoueaypa 06HOBNEHMA CTEKA KOMMYTAaTOPOB He OT/IMYAeTCA OT Npoueaypbl 06HOBAEHUA
04MHOYHOro KommyTtatopa. CHauana 6yaer o6HoBnEH Master toHUT, 3aTem MO 6yaeT 3arpy-
YKE€HO Ha OCTaJIbHble IOHUTbI CTEKA.

Ecnu Tekywan sepcua MO 5.5.x.x, To npu nepexoae Ha akTyanbHyto Bepcuio MO 6.x.x peko-
MeHAyeTCcs BOCNO0/b30BaTbCA MHCTPYKLUMEeN No o6HoBneHUIO Bepcuu MO B ceTeBbIX KOMMY-
Tatopax MES5312 n MES53xxA npu nepexoge ¢ Bepcumn 5.5.x.x Ha 6.0.2 n 6onee nosgHue,
KoTopaA HaxoauTca B pasaene "LeHTp 3arpysku”.

[Ons npocmoTpa TeKylieil BepcMm CUCTEMHOFO MporpammHoro obecneyeHus, paboTatowero Ha

ycTpolicTse, BBeauTe KomaHay show version:

console# show version

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
Commit: 25503143
MD5 Digest: 6£3757fabbb6ae3d20418e4d20a68cic
Date: 03-Jun-2016
Time: 19:54:26

Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
Commit: 16738956
MD5 Digest: d907£3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

MATN.

Mpoueaypa ob6HoBneHMA MO:

CKonmnpoBaTb HOBbIN ali NporpaMmmHOro obecneyeHmns Ha YCTPOMCTBO B BblAae/IeHHY0 06nacTb Na-
dopmaT KOMaHAbI:

boot system tftp://tftp_ip_address/[directory/]filename

Mpumep BbINOAHEHNA KOMAHAbI:

console# boot system tftp://10.10.10.1/imagel.ros

372 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



https://eltex-co.ru/support/downloads/

HELTEX

26-Fepb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/image.ros destination URL flash://
system/images/mes5324-401.ros

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas BepcnAa NnporpaMmmHoOro obecneyeHuns CTaHeT akTUBHOW nocne nepes3arpyskmn Kommyrtartopa.

Ana NPOCMOTpPAa AaHHbIX O BEPCUAX NPOrpaMmMHOro obecneyeHuns N UX akTUBHOCTU BBeAUTE KOMaHAY

show bootvar:

console#show bootvar

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
MD5 Digest: 0534f43d80df854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
MD5 Digest: b66fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe NepesarpysKy BBOAOM Y.
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NPUNOMXEHUE A. MPUMEPbI MIPUMEHEHUA U KOHOUTYPALUU YCTPOMUCTBA

HacTpoiiKa npoToKo/1a MHOXeCTBa CBA3YyOWMX aepeBbes (MSTP)

MNpoTtokon MSTP no3BoaseT CTpOUTb MHOXKECTBO CBA3YIOLWUX AepeBbeB AN oTaenbHbIx rpynn VLAN
Ha KOMMYTATOpPaX JIOKA/IbHOM CeTU, YTO No3BoNAeT BanaHCMPOBATb HArpy3Ky. [nA NPOCTOTbI PaCCMOTPUM

CAyyan c Tpema KoMmyTaTopamm, 06beANHEHHbIMU B KOJIbLEBYIO TOMOIOTUIO.

Myctb VLAN 10, 20, 30 06begmHatoTca B nepBom aksemnnsape MSTP, VLAN 40, 50, 60 o6beaunHsatoTca
BO BTOpPOM 3K3emnaape. Heobxoanmo, 4utobbl Tpaduk VLAN-os 10, 20, 30 mexay nepsbiMm M BTOPbIM
KOMMYTaToOpaMn nepegasanca Hanpamyto, a Tpadmk VLAN-os 40, 50, 60 nepepasanca TpaH3UTOM Yepes
KommyTaTop 3. KomMmyTaTop 2 HasHaYMM KOpPHEBbIM AN BHYTPeHHero ceasytouero gepesa (IST — Internal
Spanning Tree) B KOTOPOM nepegaerca cy*ebHaa nHbopmaumsa. KommyTaTopbl 06beAUHAIOTCA B KOJbLLO,

ncnosb3ysa noptbl tel u te2. Huxke npusegeHa cxema, M3obparkatollan IOrMYecKyto TOMOI0TUIO CETH.

VLAN 10,20,30 HaaHayeHb! Ha axzemnap 1
VLAN 40,50,60 HazHaveHb! Ha aKkseMnnap 2

xommyTarop 1 KoMmmyrarop 3

3T0T NOPT nepeckbinaeT Tpadmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ansa akzemnnapa 1

JT10T NOPT NepeckinaeT Tpaduk
Ann akaemnnapa 1 u Gnokupyer
Tpacduk Ann akzemnnapa 2

KoMmmyTarop 2

PucyHok A.1 — HacTpoiika NpOoTOKOMa MHOXECTBA CBA3YIOLLNX AepeBbEB

Korga oAnH 13 KOMMYTaTOPOB BbIXOAMUT U3 CTPOA MO0 06pbIBAaEeTCA KaHa, MHOXECTBO AepeBbeB
MSTP nepectpanBaeTca, YTO NO3BOAAET MUMHUMU3NPOBATL NOCEACTBNA aBapumn. Huxe npmsegeH npouecc
KoOHUrypaumm KommyTtatopos. s 6onee GbICTPON HACTPOMKM co3aaeTca obwmii KOHPUIYPaLMOHHbIN
WwabnoH, KOTopbIn 3arpyrkaeTca Ha TFTP-cepBep M MCNOAb3YeTCA BNOCNEACTBUN A1 HACTPOMKM BCEX KOM-

MyTaTOpPOB.

1.

Co3pgaHue wabsoHa 1 KoHGUrypaLuma NnepBoro KOMmyTaTopa

console# configure

console (config)# wvlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan) # exit

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if) # exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2

console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) # exit
console (config)# spanning-tree mst configuration
console (config-mst) # name sandbox
console (config-mst)# instance 1 vlan 10,20,30
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console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config)# spanning-tree mst I priority 0

console (config) # exit

consolef#copy running-config tftp://10.10.10.1/mstp.conf

HacTpoiika selective-qing

Hobasnerue SVLAN

MpuBeaeHHbIV 34eCb NPUMEP KOHOUTYPaL MM KOMMYTATOPA AEMOHCTPUPYET KaK 006aBNAATb METKY

SVLAN 20 ko Bcemy Bxogawemy Tpaduky 3a uckntodeHmem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTax nepegayn AaHHbIX 40BO/IbHO YaCTO BO3HMKAKOT 3a4a4u, CBA3aHHble ¢ nogmeHon VLAN
(Hanpumep, A1 KOMMYTATOPOB YPOBHS AOCTYMNA CYLLECTBYET TUMOBAsA KOHGUTypaLLMsa, HO NOJ/Ib30BaATE b~
ckuit Tpadumk, VOIP n Tpaduk ana ynpasneHusa Tpebyetca nepesasatb B pa3Hbix VLAN Ha pasnunyHbIx
Hanpas/ieHusXx). B aTom cnyyae 66110 6bl yA06HO BOoCnonb3oBaTbes GyHKUMen noameHbl CVLAN ana 3a-
MeHbl Tunu3aunposaHHbix VLAN Ha VLAN ana tpebyemoro HanpaeneHus. Huxke npuseaeHa KoHoUrypawmsa
KOMMyTaTopa, B KOTOpOM ocyliectsasetca nogmeHa VLAN 100, 101 v 102 Ha 200, 201 1 202. O6paTHas

noameHa A0/1KHa OCYLLECTBAATLCA Ha 3TOM Ke UHTepdelice:

console# show running-config

vlan database

vlan 100-102,200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit!end
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NPUNOXEHUE B. KOHCONbHbIN KABE/b
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PucyHok B.1 — MNoaKkntoueHne KoHCoNbHOro Kabens
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NMPUNOXEHUE B. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnnua B.1 — NoaaepkmBaemble 3HaveHus EtherType

0x22DF 0x8145 0x889e 0x88ch 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0Ox881le 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
Ox22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC O0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 Ox884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
Ox22EE 0x885c 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B Ox883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C Ox883F 0x9c40
0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

Ox22F4 0Ox888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 Ox882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a Ox882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOXKEHUE . ONUCAHUE NMPOLIECCOB KOMMYTATOPA

Tabnuua .1 — OnucaHMe NpoLLeccoB KOMMYTATOpPA

Uma
OnucaHue npouecca

npouecca

3SMA Aging ana IP-multicast

3SWF MNepepayva nakeToB meXay YPOBHEM 2 1 CETEBbIM YPOBHEM

3SWQ MporpammHan obpaboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n obpaboTtka metosos AAA

AATT CumynaTtop AAA ana nposepku metoaos AAA

ARPG Peanunsaumna npotokona ARP

B_RS YnpaBneHue nepesarpysKon yCTPONUCTB B CTEKE

BFD Peanusaumna npotokona BFD

BOXM JononHuTenbHble AeNCcTBUA B CTEKe (NolyYeHMe CBeAEeHUI O CTeKe, MHAMKaumsa, obmeH co-
obuweHunamu, cmeHa Unit ID)

BOXS O6paboTKa KOMaH/, COCTOAHUSA cTeKa: gobasneHne Master/Slave, nsyyeHme Tononoruu, ob-
HoB/ieHMe Bepcuu MO Begomoro ycTpoincTaa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard

BRMN Bridge Management: STP, onepauuu c FDB (go6aBneHue, yaaneHue 3anucei), 3epKkanmpo-
BaHue, KoHpurypaumsa noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast

BSNC ABTOMAT CUHXPOHU3aLMN BEAYLLETO U BEAOMOIO YCTPOWCTB B CTEKE

BTPC KnueHt BOOTP

CDB_ KonnposaHune KoHOUIrypaLMOHHbIX ¢pannos

CNLD 3arpyska/sbirpysKka KoHburypaumm

COPY YnpasneHue KonnpoeaHuem ¢pannos

CPUT Ytnnunsauma CPU

D_LM Link Manager — oTcnexXnBaHue cOCTOSIHUA CTEK-/IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c dalinoBoi cuctemon

DFST PacnpepeneHHas dainosas cuctema (DFS). MUcnonbayeTcs B paboTe cTeka

DH6C DHCPv6-knuneHT

DHCP Cepsep u Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nonyyeHne nHdopmaLmm € yaaneHHbix OHUTOB (Bepcua MO, uptime,
yCTaHOBKa aKTUBHOro obpasa M0)

DNSC KnueHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTKka cobbiThit OT yaaneHHbIX OHUTOB 06 MU3MEHEHUWN COCTOSHWUS BEHTU-

DSPT NIATOPOB, UCTOYHMKOB NUTAHUA, TEPMOAATUNKOB, SFP-TpaHcuBepoB. MoslyyeHne coobLueHui
OT yAaNeHHbIX loHUTOB 06 nx Bepcum MO, cepuitHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application

ECHO Mpotokon ECHO

EPOE PoE (B3aumogelicTBMe c Nonb3oBaTenem)

ESTC JlorvpoBaHue cobbiTuid 0 NpesbileHnn noporos TpaduKka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBToMaTU4YecKas HacTponKa napameTtpos SERDES

EVAU O6paboTKa cobbiTin Address Update, HUKHUIN ypoBEHb, Nepeaaya Bbile

EVFB Onpoc coctoAHuA SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOSIHWUA NOPTA, HUXKHUI YPOBEHDb, Nepeaaya Bbilwe

EVRT RX Training
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EVRX Ob6paboTKa cobbiTUiM NpMEMA NakeTa U3 KommytaTopa B CPU, HUKHKUIA ypOBEHb, Nepenaya
nakeTa Ha ypOBEHb 2

EVTX O6paboTKa cobbITMIN OKOHYaHUA OTNpPaBKK NakeTa n3 CPU B KomMyTaTop, HUXKHUIN YPOBEHb

exRX O6paboTKa BbIxOAa NAKETOB C HUXKHETO YPOBHA 2

FFTT YnpasneHue Tabanueit mapwpytmsaumm n mapLipyTusauma naketos

FHSF IPv6 First Hop Security (O6paboTka Taiimepos)

GOAH Peannsauns web-cepsepa GoAhead

GRN_ Peanusaunsa Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMAHA, HACTPOMKM YCTPOMCTBA HUMKHETO YPOBHSA

HCPT PoE (B3anmoaeincTBme c KOHTPOIEPOM)

HLTX OTnpaska naketos n3 CPU B KommyTatop

HOST OcHOBHOW host-noToK, X0n10CTOM X0A4,

HSCS Stack Config — HacTpolika pyHKUMIM KOMMyTaTopa Ha YAa/IEHHOM HOHUTE

HSES Stack Events — 06paboTka cobbiTuit link changed, address update ¢ yaaneHHbIX IOHUTOB Ha
macTepe

HSEU O6paboTKa cobbITHiM CTEKA

ICMP Peanunsauna npotokona ICMP

I0TG YnpasneHne TepMmmHanamu BBoAa-BbiBoaa

IOTM YnpasneHune TepMmHanamu BBo4a-BbiBoaa

IOUR YnpasneHune TepMnMHanamu BBoAa-BbiBoaa

IP6C Cyétunkmn IPv4 n IPV6

IP6M MapuwpyTtnsauma IPv4 n IPv6

IPAT YnpaneHue 6a3oii gaHHbIX IP-agpecos

IPG O6paboTKa nepexBayeHHbIX GparMeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHas 3agayva ana ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpyTtrsaumen n IGMP Proxy

IT60

IT6l
3apaun ana paboTobl C NpepbiBaHUAMMU

IT64

IT99

V11 3afaya gns paboTbl ¢ BUPTYaAIbHbIMM NPEPLIBAHUAMMU

L2HU MNepenayva nakeToB Ha ypoBeHb 3

L2PS O6paboTKa cobbITUIA CMEHbI COCTOAHNA/HACTPOEK MHTepdeicos 1 nepeaaya coobLeHN 3a-
pPerncTpmMpoBaHHbIM Cy*Kbam

L2UT Ytunusauus noptos (show interfaces utilization)

LBDR Peanunsaums ¢pyHKumnmn Loopback Detection

LBDT OTnpaBKa nakeTtoB Loopback Detection

LTMR O6wan 3agaya g8 BCeX TaMMepos

MACT O6paboTKa cobbiTna 06 okoHYaHWUK aeiicteua B FDB (aging MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABToOTECTbI

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBunpoBaHue KoHoUrypaumoHHoro ¢paina B sSHeproHe3aBUCUMON NamMsaTH

MSCm MeHegaKep gnsa paboTbl C TEPMUHANIBHBIMU CECCUAMM

MSRP Mepenaya cobbITNIM B CTEKE NO/Ib30BATE/NbCKMM 334a4am

MSSS MpocnywmnsaHue IP-cokeToB

MUXT OTCnenBaHne U3MEHEHWNIM CTPYKTYPbl CTEKa

NACT BupTyanbHoe TecTupoBaHue Kabena (VCT)

NBBT N-Base

NINP PaboTa c kKombo-nopTamu

NSCT HacTpoiika orpaHMYeHna cCKOpoCTM NepexsaTta naketos Ha CPU, BegeHne cTaTUCTMKK MO ne-
pexBayeHHbIM NakeTam
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NSFP OTcnexunBaHue cobbITUiM, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypoBHe

NSTM Storm Control

NTPL Mepuroamyeckas reHepauma curHana gna onpoca tabamy MAC, VLAN, nopToB, My/ibTUKAcCTa,
MapLIpyTU3aLLMKn, NPUOPUTU3ALNM

NTST JobaBneHune u yaaneHune IOHUTOB B CTeKe, cOpoc Ha AedONT COCTOAHMA IOHUTA, HA CETEBOM
YPOBHe

NVCT BcnomoratenbHaa 3agadva gna VCT. 3anyck Tecta U OTCAeXKMBAHNE U3MEHEHMA COCTOAHMA
nopTa.

OBSR 3afayva gns OTCNeXMBaHMA U yBEAOMIEHUA 006 M3MeHeHMAX cneumdUyecknux napameTpos
nHTepdelicos, Heobxoanmbix gnsa LLDP, CDP n apyrmx npoTOKO10B.

PLCR O6paboTKa cobbITUN CMEHbI COCTOAHMA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUIN CMEHbI COCTOAHUA NOPTOB

PNGA Peanuszaums ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnneHt Remote CLI

RCLA

RCLB Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT PoauTenbckuii Tack ana Bcex 3aaad

RPTS Routing protocol

SCLC OT1cnexunsaHue coctoaHma OOB-nopTa

SCPT ABTOOBOHOBNEHWNE M aBTOKOHOUIYpaLma

SCRX MonyyeHune Tpaduka c OOB-nopTa

SEAU MonyyeHue cobbiTnit Address Update, HUXKHWUIT ypoBEHb

SELC MonyyeHue cobbITUIA O CMEHE COCTOSIHMA NOPTA, HUKHUIA YPOBEHb

SERT OTcnerknBaHue cobbITUiA Ha NOPTY ANA Havana npoueaypsbl RX Training

SERX MonyyeHune cobbiTNIM NpUEma NakeTa U3 KommyTtatopa B CPU, HUKHWI ypoBEHb

SETX MonyyeHune cobbITUIN OKOHYAHMA OTNPaBKM NakeTa U3 CPU B KoOMMyTaTop, HUXKHUI YPOBEHb

SEMG sFlow Manager — 06paboTka cobbiTnit usmeHeHua IP-aapeca, 3anpocos CLI/SNMP, Taiime-
pos

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNAD ba3a gaHHbIXx SNA

SNAE O6paboTKa cobbiTMin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIX SNA B MN3Y

SNMP Peanunsauna npotokona SNMP

SNTP Peanusauna npotokona SNTP

SOCK YnpasneHue paboToii coOkeToB

SQIN HacTpoitka Selective QinQ

SSIM Slave To Master — nepegava coobuieHuid ¢ Begomoro yctpoictsa (slave) Ha Begyuiee
(master)

SSHP Cepsep SSH — HacTpolika, 06paboTKa KomaHA, Tanmep

SSHU Cepsep SSH — npoTokon

SSLP Peannsauna SSL

SSTC JlorvpoBaHue cobbiThid 0 NpeBsbileHnn noporos TpaduKka Ha CPU (cpu input-rate detailed)

STMB O6paboTtka SNMP-3anpocoB o cTaTyce cTeka

STSA CLI-ceccnsa yepes COM-nopt

STSB CLI-ceccna yepes VLAN

STSC CLI-ceccna yepes VLAN

STSD CLI-ceccma yepes VLAN
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STSE CLI-ceccmsa yepes VLAN
SW2M Ob6paboTKa cobbiTuin Address Update ot FDB, 610KkMpoBKa nopTta npu BO3SHUKHOBEHMM OLLMU-
60K Ha nopTy
SYLG BbiBOA, co0bLEeHMI B syslog
TBI_ Tabanua BpemeHHbIX NpomeKyTkos aas ACL
TCPP Peanusauna npotokona TCP
TFTP Peanusauna npotokona TFTP
TMNG YnpasneHne npuoputeTamm 3agay
TNSL KnueHnt Telnet
TNSR Cepsep Telnet
TRCE Peanusauusa traceroute
TRIG 3anyck gericteus B FDB (aging MAC-agpecos)
TRMT YnpaBieHMe IOHUTaMM B CTEKE C NOAAEPHKKON TPaH3aKLUN
TRNS File Transfer — konupoBaHue daiinoB mexay toHUTamm cteka (MN0O)
UDPR UDP Relay
URGN O6paboTKa KPUTUUYECKUX COBBLITUI (HanpUmep, NepesarpysKu)
VRRP Peanunsauna npotokona VRRP
WBAM Web-based Autentification
WBSO B3anmopaenctene c web-KnmeHTamm, HUKHUI YpOBEHb
WBSR YnpaBneHue n Tanmepbl web-cepeepa
WNTT Mopaepkka NAT gna WBA
XMOD Peanusaums npotokona X-modem
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TEXHUYECKAA NOAOAEPXKKA

Ona  nonyyeHWs TEXHUYECKOM KOHCyNbTauMM MO BOMPOCaM 3KchayaTauum obopynoBaHuA
000 «Mpeanpusatne «3INNTEKC» Bbl MoxKeTe 06paTnTbcs B CepBUCHbIN LEHTP KOMNAHUK:
dopma obpaTHOI cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha opuumanbHOM caitiTe KOMMAAHUM Bbl MOXKETE HAUTM TEXHUYECKYIO IOKYMEHTALMIO M NPOrpaMmMHoe
obecneyeHune ana npoaykumm 000 «Mpeanpusatne «3ITEKC», 06paTuTbca K 6ase 3HaHUIA UM OCTaBUTb
WHTEPaKTUBHYIO 3aABKY:

OdunumanbHbIi cant komnaHuu: https://eltex-co.ru/
ba3a 3HaHwui1: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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