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PykoBogacTBo no akcnayatauun WOP-2ac

1 BBeaeHwue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOTbI M K AAHHOMY MOMEHTY B KOPOTKOE BPEMSI MPOLL/IN OFPOMHBI/ NMyTb OT HECTABWBHBLIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU C BbICOKMMU KPUTEPUSMU K KQUECTBY NPefOCTaB/IEHUS YCAYT.

Yctpoiicteo WOP-2ac saiBnsetcs Toukoit goctyna Wi-Fi Enterprise-knacca. KOHCTpyKumsa ycTpoincTBa umeet
repMeTUYHbIA KOpryc, KOTOPbIA NO3BOIUT UCMO/Ib30BaTh TOUKY [OCTYyNa BHE NOMELLEeHWUI B pa3nyHbIX
KnumMartumyeckux ycriosusax, npu Temnepatypax ot -40 go +65 °C.

B HacTosLEeM pyKOBOACTBE MO 3KCN/yaTaunm U3noxeHbl Ha3HayeHne, OCHOBHbIE TEXHUYECKUe
XapakTepuCTUKW, KOHCTPYKTUBHOE UCMONHEHWE, NOPAA0K YCTaHOBKM, Mpasu/ia 6e30MnacHoii aKkcniyaTaumm
YCTPOWCTBa U pekoMeHAaLmm no yctaHoBke 6ecnpoBogHol Toukn goctyna WOP-2ac.

1.2 YcnoBHble 0603HaYeHUs

© MpumedaHus cogepxart BakHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOMCTBA.

© nNpepynpexaeHns MHOPMUPYIOT MOb30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBA UK NOTEPE AAHHbIX.
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2 OnucaHue nsgenus

2.1 Ha3HaueHue

[na BO3MOXHOCTY NpefocTaB/ieHnsa AoCTyna nosib3oBaresieil K BbICOKOCKOPOCTHO, 6e30MnacHOoiA
6ecnpoBoaHOI ceTn paspaboTaHa 6ecnpoBoHas Touka goctyna WOP-2ac (ganee «ycTpoicTBo»).

WOP-2ac o6ecneunBaeTt BbICOKOCKOPOCTHYIO 1 6e30nacHyto 6ecrnpoBOHYH0 CETb, KOTOpas coyeTaeT B cebe
MHOXECTBO BO3MOXHOCTEN U CEPBMCOB, HEO6XOAVMbIX A5 KOMOPTHOro AOCTyNa nosnb3oBaTenei B MecTax ¢
601bLINM CKOMIEHWEM MOAEN. YCTPOCTBO obecneunBaeT nogknoydeHne go 70 nonb3osareneii. WOP-2ac
NCMosb3yeTcs A5 opraHnsaunm 6ecnpoBOAHON CETU B Pa3/IMYHbIX KNMMATUYECKNX YC/TOBUAX — B LUIMPOKOM
AinanasoHe paboumx Temnepartyp 1 BbICOKOI BNaxHOCTU (Mapku, 3aBofbl, CTAANOHbI, T.A4.), & TaKKe ABSETCS
naeansHol NaTopMoii 418 OpraHM3aLmmn CBA3M B KOTTEMKHbIX NOCENKaxX U yaaneHHbIX HaceNeHHbIX
MyHKTaXx.

MTaHMe ToYkM J0CTyna OCYLEeCTBASAETCH Mo TexHonorum PoE+.

2.2 XapakTepuCTUKM YCTPONCTBa
ViHmepabelichbi:

+ 1 noprt Ethernet 10/100/1000BASE-T (RJ-45, onunoHasibHo);

+ 1 nopt 100/1000BASE-X (SFP npeacTtaBfeH B 0TAENbHOIN MoAMdMKaLMK, yTOUHSATE Npy 3akKase);

+ 4 pazbema N - Tuna (female) anst nogkntoyeHns BHeLHMX aHTeHH (Omni, cekTopHasi, naHenbHasa u T.4.);
« Wi-Fi 2.4 Ty IEEE 802.11b/g/n;

* Wi-Fi 51Ty IEEE 802.11a/n/ac.

DyHKYUU:
BosmoxHocmu WLAN:

* Moppepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

* Arperauusi aaHHblx, Bkitovast A-MPDU (Tx /Rx) n A-MSDU (Rx);
+ [proputeTbl N NaHNPOBaHNe nakeToB Ha ocHose WMM,;

+ [nHamuueckuii BbiI6op yactoTbl (DFS);

* MNopaepxka ckpbiToro SSID;

+ 32 BupTYyasibHble TOYKM OOCTYNa,;

+ OO6Hapy)XeHne CTOPOHHMX TOYEK AOCTYNa;

+ MNopaepxka APSD;

* MNopaepxka WDS

+ MNopaepxxka MESH.

Cemesble (hyHKYUU:

+ ABTOMAaTMYeCKOe cor/iacoBaHne CKOPOCTU, AYN/IEKCHOIO pexuMa 1 NepeksiiovyeHmnsa Mexay pexnmamm
MDI n MDI-X;

* MNopaepxxka VLAN;

* Mopaepxka ayteHTudukaymm 802.1X;

* DHCP-knueHT;

* MNopaepxka LLDP;

* MNopaepxka ACL;

+ MNopaepxka IPv6;

* MNopaepxka GRE.
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Paboma 8 pexume knacmepa:

OpraHusaums knactepa eMKOCTbH 0 64 TOYeK AOCTYNa;

BanaHcypoBKka Harpysku Mexay Toukamu AoCcTyna;

ABTOMAaTUYECKas CUHXPOHM3aLMsA KOHpUrypauuii Touek AocTyna B KnacTepe;

Single Management IP — eguHbIii agpec s ynpaeneHust ToukaMu JocTyna B KnacTepe;
ABTOMAaTUYECKOE pacnpeaeneHne YacToTHbIX KaHa/IoB MexXy TouKaMu JoCcTyna;
ABTOMAaTUYECKOE pacnpeaeneHne ypoBHS U3nyyaeMoli MOLLHOCTM Mexay ToukaMu AocTyna.

®yHkyuu QoS:

MpropuTeT 1 NNaHMpPOBaHNE NaKeTOB HAa OCHOBE Npodinnei;
OrpaHnyeHne NponyckHom cnocobHocTy ans kaxgoro SSID;
M3meHeHne napametpoB WMM an1a Kaxkgoro pagno nHtepderica.

Ee3onacHocms:

E-mail nHdbopmmpoBaHre 0 CUCTEMHbIX COObITUSX;

LieHTpann3oBaHHasi aBTopusaums yepes RADIUS-cepeep (WPA Enterprise);
LWndppoeaHue gaHHbix WPA/WPA?2;

Mopaepxka Captive Portal;

Moppepxka Internet Protocol Security (IPsec);

Mopaepxka WIDS/WIPS.

2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnuua 1 — OCHOBHble TEXHUYECKME NapaMeTpbl YCTPOCcTBa

NapameTpbl WAN-uHTEepdeiica

KonuuecTBo nopTtos 1 (2 Tonbko ans WOP-2ac SFP)

Pasbem 1 nopt Ethernet 10/100/1000BASE-T (RJ-45,
OMuUMOHaNbHO)
1 nopt Ethernet 100/1000BASE-X (SFP,
OnuUMOHaNbHO)

1 nopT 1000 PON (GPON, onunoHasibHO)

MapameTpbl GecnpoBOAHOrO NHTEpPhenca

CraHgapTbl 802.11a/b/g/n/ac

YacToTHbIn agnanasoH, MIy, 2412-2480 MI'y,; 5150-5350 MI'y, 5470-5850 MI'y,
Mogaynaums BPSK, QPSK, 16QAM, 64QAM, 256QAM

Pa6oune kaHasbl 802.11b/g/n: 1-13 (2412-2472 MI'w)

802.11a/ac: 36-64 (5180—5320 MI'w)
100-144 (5500-5720 MT'y,
149-165 (5745-5825 MI'y,

CKopocCTb nepegayn gaHHbix, Mut/c 6,9, 12,18, 24, 36, 48, 54, MCS0-MCS15, MCSO0-9

NSS1, MCS0-9 NSS2
802.11n: 300 MbuT/c
802.11ac: 867 Mbut/c

MakcumasibHas MOLLHOCTb NepeaaTunka 2.4T1Tu: po 18 pbm

5TTy: go 21 gbm

YyBCTBUTENLHOCTb NMpUEMHMKa 2.41Tu: no-98 abm

51Ty: o -94 nbm



BezonacHocCTb

Bbl60p mMoaenn aHTeHH 3aBUCUT OT UCMOJ/1b30BaHUA
TOYKM AOCTyna

Mopgaepxka 2x2 MIMO
YnpaBneHue

YananeHHoe ynpasneHve

OrpaHunyeHune goctyna

Oo6Lue napamMmeTpbl

NAND

RAM

MutaHne

Knacc 3awuTe! IP
dnekTpoMarHMTHass CoBMeCTUMOCTb
MoTpebnsemas MOLLHOCTb

Pabounii Amana3oH Temneparyp
OTHOocuTeNbHas BNaXXHOCTL Npu Temneparype 25°C
FabapuTbl

Macca

PykoBogacTBo no akcnayatauun WOP-2ac

LleHTpanusoBaHHas aBTopu3saums yepes RADIUS-
cepsep (WPA Enterprise)

LWndpposaHue gaHHbix WPA/WPA2

Mopaepxka Captive Portal

E-mail nHdpopmunpoBaHmne 0 CUCTEMHbIX COObITUSAX

web-uHTepdelic, Telnet, SSH, SNMP, cuctema
ynpasneHust EMS.

O6HosneHune MO nocpeactsom DHCP
Autoprovisioning

no naporo, no IP-agpecy

128 MB NAND Flash

256 MB RAM DDR3

PoE+ 48 B/54 B (IEEE 802.3at-2009)

IP-67

CE

He 6onee 19,5 BT

oT-40 po +65°C

oT 5 A0 90 %, 6e3 06pa3oBaHNA KOHAEHCaTa
200x227x48 mm

He 6onee 1 kr



PykoBogacTBo no akcnayatauun WOP-2ac

2.4 KOHCTPYKTUBHOE MUCMNOJSIHEHNE

Yctporicteo WOP-2ac BbINoO/IHEHO B M/1aCTUKOBOMY Kopnyce. BHelwHuin Bug, naneneii yctpoiictea WOP-2ac
npvBeeH Ha pucyHke 1.

K erex

PucyHok 1 — BHewwHunii Bug WOP-2ac

Ha naHensix ycTpoiicTBa pacnosioxeHbl cieayrolme pasbemMbl U OpraHbl ynpasneHus, Tabnvua 2.

Tabnmua 2 — OnucaHne NOpPTOB N OPraHoB yrpaBieHus

AnemeHT
naHenu

1

2 Port 0 (PoE)
3 SFP

4 F

OnucaHue

4 pasbema 415 NOAK/IYEHNS BHELLIHUX aHTEeHH
nopT 10/100/1000BASE-T (RJ-45 ¢ noaaepxkoit POE+)

onTuyeckmin pasbem SC/UPC (Tonbko anss WOP-2ac SFP) nnm SC/APC (Tonbko ans
WOP-2ac GPON)

(pyHKLMOHaNbHAsA KHOMKA
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2.5 CaetoBas nHgukauus

PykoBogacTBo no akcnayatauun WOP-2ac

Tekyllee coCcTosiHMe ycTpoicTBa oTobpaxaetcs npu nomowum niamkatopos Wi-Fi, LAN, Power. NepeyeHb
COCTOSIHUIA MHAMKATOPOB NpuBeaeH B Tabnumue 3.

Tabnuua 3 — CeeToBas NHAMKaLMA COCTOSAHWUS YCTPOICTBa

NHpukaTop

Wi-Fi

LAN

Power

CocTosiHMe uHguKaTopa

3€e/M1EHbIN, ropmnT NOCTOAHHO

3eneHblii, Muraet

ropuT 3eneHsblit ceeToamos (10,
100 M6uT/c)/ ropuT opaHxeBblii
csetoamopg (1000 M6wuT/c)
MUWraeT 3e/1eHbIN CBETOANOA

3€e/1eHbIin, FopUT NOCTOAHHO

CI/IHI/II7I, ropuT NOCTOAHHO

OpaHXeBBbIIA, FTOPUT NOCTOSIHHO

KpacHblii, rOpUT NOCTOSIHHO

CocTtosiHue ycTpoiicTBa
ceTb Wi-Fi akTnBHa

npouecc nepegayn faHHbIX Mo 6ecnpoBogHONA
cetm

YCTaHOB/IEHO COeAMHEHNE C NOAK/THYEHHbIM
CETEBbLIM YCTPOCTBOM

npouecc NakeTHON nepegayn gaHHbIx no LAN-
nHTepdelicy

BK/IHOYEHO NTaHWe YCTPOCTBa, HOpMasibHas
pabota

BK/1HOYEH NOJOrPeB YCTPOMCTBA, HEOBXOAMMO
[oX[aTbCa Nporpesa ycTpoicTea (MoXeT
3aHATb 3@ 25 MYHYT B 3aBUCUMOCTU OT
TemnepaTypbl OKpyXatoLLeii cpeabl)

YCTPOWCTBO 3arpy>eHo, HO He nony4eH IP-
agapec no DHCP

3arpyska ycTpolicTea

11



PykoBogacTBo no akcnayatauun WOP-2ac

2.6 CTpyKTypHas cxema mnsgenuvs

Ha pucyHke 2 npuBegeHa cTpykTypHas cxema WOP-2ac.

0000

Radio 5GHz Radio 2.4GHz

CPU

onunoHaneHoO

PHY [——— SFP-port|

PoE-port

PucyHok 2 — CtpyktypHasa cxema WOP-2ac

5-A1, 5-A2, 2.4-A1, 2.4-A2 — pa3zbeMbl AN MOAKIOYEHNA aHTEHH;

Radio 5 GHz, Radio 2.4 GHz — pagnouHTepdIeiChl, BbIMONHAKOLWME NPUEM 1 Nepefady AaHHbIX B
6ecrnpoBogHbIX CETAX;

CPU — KOHTponiep, OCYLIECTBAIOWMNIA yNpaBneHne YCTPONCTBOM, MOHUTOPWHT;

PHY — koHTponnep, ocywecTBASAOLWNIA Nepegady AaHHbIX MO NPOBOAHON CETH;

PoE-port — pasbem Gigabit Ethernet ¢ TexHonornein PoE, no3BonsieT nogsoAnTb K TOUKe AocTyna
anekTponuTaHue u obecneynBaeT CKOPOCTb AdocTyna ao 1 réeunt/c;

SFP-port — onTuyeckuin pasbem, obecrneymBaeT CKOPOCTb gocTyna go 1 réeut/c.

COpoc K 3aBOACKMM HacTpoiikam
[ns cépoca ycTpoiicTBa K 3aBOACKAM HACTPOiKam HEO6X0AMMO B 3arpy)XEHHOM COCTOSIHUM HaxaTb U

yaepPXnBaTb KHOMKY «F» B TeueHne 15 cekyHa. MponsoiigeT aBTomaTnyeckas nepesarpyska ycrpoiictsa. Mpu

3aBOACKMX yCTaHOBKax 6yaet 3anyweH DHCP-knueHT. B cnyyae ecnu agpec He 6yget nonyyeH no DHCP, To y
ycTpoiicTBa 6yaet agpec — 192.168.1.10, macka nogcetn — 255.255.255.0; User Name/Password gnia goctyna
yepe3 Web-uHtepdoeiic: admin/password.

12



PykoBogacTBo no akcnayatauun WOP-2ac

2.7 KomnnekT nocTaBKu
B KkoMnekT nocTtaBku BXOOAT:

+ BecnpoBogHada Touka goctyna WOP-2ac;

* KoMN/IeKT Kpenexa;

+ 1 kabenbHas yacTb ans RJ-45;

+ PykoBOACTBO No akcnnyaTtauum Ha CD-aucke (OnuMoHasbHO);
+ CepTtudomkaT COOTBETCTBUS;

+ MamATka 0 gokymeHTauuy,;

+ MacnoprT.

13



PykoBogacTBo no akcnayatauun WOP-2ac

3 MpaBuna n pekoMmeHgaumm No ycTaHOBKe YCTPOCTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He BckpbiBaiiTe KOpnyc ycTporcTBa. BHyTpu yCTpoincTBa HET 3/1IEMEHTOB, NpeAHa3HauYeHHbIX 415
06CNyX1MBaHUS NOSIb30BaTE/EM.

2. HesapgeicTBOBaHHbIE aHTEHHbIE pa3beMbl TpebyeTcs 3akpbITb 3aMTHONM KPLILLKOW, KOTOpas BXOAUT B
KOMIN/IEKT NOCTaBKN YCTPOMCTBA.

3. He npoussoauTe ycTaHOBKY JAHHOIO YCTPOCTBA BO BpeMs rpo3bl. MOXeT cyLecTBOBaTb PUCK yaapa
MOJTHUEN.

4. Heobxogmmo cobntogate TpeboBaHms N0 HAMPSHXKEHUIO, TOKY U YacToTe, yKa3aHHble B faHHOM
NHCTPYKUNN.

5. TMNepepn nogxntoyeHneM K YCTPOCTBY M3MEPUTENbHBIX MPUGOPOB U KOMMbIOTEPa, UX HE06X0AUMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus v
N3MepUTeNbHbIX MPUOPOB He A0/HKHA npesbiwaTh 1B.

6. Mepep BKIOYEHMEM YCTPOICTBA yOeanTbLCA B LLe/IOCTHOCTU Kabesnei n nx HageXHoM KpenaeHun K
pasbemam.

7. He yctaHaBnmBaiiTe yCTPONCTBO PALAOM C MCTOYHUKAMU Tern/ia 1 B NOMELLEHUAX C TeEMNepaTypoi Huxe
-40°C wnn Bbiwe 60°C.

8. B0 Bpems MOHTaxa yCTPOMCTBA Ha BbICOTHBIX KOHCTPYKLMAX CriefyeT BbINO/HATb YCTaHOB/EHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

9. 3kcnnyartaumsa ycTporcTea Ao/MKHA NPOU3BOANTLCA UHXEHEPHO-TEXHUYECKUM NMEPCOHAsIOM,
npoLuewmnM cnewnasibHyo NoAroToBKY.

10. Mopxntoyatb K yCTPOMCTBY TOSbKO rofHOE K NPYMEHEHWIO BCoMoraTe/ibHoe 06opyfoBaHue.

3.2 PekomeHpaumu rno ycTaHOBKe

1. PekomeHAyemoe ycTaHaBIMBaeMoe NosioKeHue: KpenseHne Ha Tpy6oCTolKy/CToNG Nnn CTeHy.
Mepepn ycTaHOBKOW 1 BKNHOYEHNEM YCTPONCTBA HEOOXOAMMO NPOBEPUTL YCTPOMCTBO Ha Haslnune
BUAVMbIX MEXAHUYECKMX NOBPeXAeHUA. B cnyyae Hamumns noBpexaeHnin cnegyeT npekparuTb
yCTaHOBKY YCTPOWNCTBA, COCTaBUTb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCA K NOCTaBLUNKY.
3. Mpu pa3meLLeHnn ycTpoinctea Ans obecneveHns 30Hbl NOKpbITUA cetn Wi-Fi ¢ Hannyuwmmm
XapakTepucTvkamMu yuntbiBaTe cneayolme npasuna:
a. YctaHaBnuBaiTe yCTPOICTBO B LEHTPE 6GECNPOBOAHON CETY;
b. MuHumusnpyiite uncno nperpag (CTeHbl, NOTONKK, Me6enb 1 apyroe) mexay WOP-2ac u apyrumm
6ecnpoBoAHbIMY CETEBLIMU YCTPOCTBaMU;
c. He yctaHaBnuBaliTe ycTpoiicTBO B6/1M3KM (NopadKa 2 M) 3NEKTPUYECKNX, PAAMO YCTPOICTB;
d. He pekomeHayeTcsi 1CNONb30BaThb pagnoTenedoHbl U Apyroe 060pyaoBaHne, paboTarLlee Ha
yacTtote 2.4 'y, 5 'y, B pagnyce aelicteus 6ecnposogHoii cetn Wi-Fi;
e. MpenAatcTBusA B BUAE CTEK/ISAHHbIX/METaIINYECKUX KOHCTPYKLMI, KUPNUYHBLIX/OGETOHHbIX CTEH, a
Takke eMKOCTM C BOAOW 1 3epKasia MOryT 3HaumMTeNlbHO YMeHbLUNTb paguyc gerictena Wi-Fi ceTtn.
4. Tlpy pa3mMeLLeHM HECKOIbKNX TOYEK, paguyc COTbl AO/MKEH NepecekaTbCs C COCefHe COTOW Ha ypoBHe
-65 +-70 gbm. lonyckaeTcs ymMeHbLUEeHWEe YPOBHA CUrHana ao -75 gbm Ha rpaHuuax coT, ec/in He
npegnonaraetcs ucnosib3osaHve VolP, N0TOKOBOro BUAeoBeLLaHs U OPYroro YyBCTBUTETbHOIO K
notepsam Tpadmka B 6eCcrnpoBOAHON CETH.
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PykoBogacTBo no akcnayatauun WOP-2ac

3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Tabnuua 4 — 3HaueHuna 3atyxaHus

Matepuan M3meHeHMe YpPOBHS curHana, ab
24101Ty 5Ty
OprcTekno -0,3 -0,9
Kupnny -4,5 -14,6
Crtekno -0,5 -1,7
fmncokapToH -0,5 -0,8
Jiloly -1,6 1,9
daHepa -1,9 -1,8
LLUTykaTypka ¢ MeETaNIN4YeCcKom CETKOM -14,8 -13,2
LLInako6nok -7 -11
MeTan. pelieTtka (auelika 13*6mMmM, MeTann 2Mm) -21 -13

3.4 Bbl6b0Op KaHa10B COCEACTBYIOLNX TOYEK
Bo nsbexaHne MexkaHabHO I/IHTepdf)epeHLl,l/II/I MexXxagy coceaAcTBYHOLWMMN TOYKaMi A0CTYyMNMa peEKOMEHOYETCA
YCTaHOBUTb HEMNepeKpbiBaoWMNeCA KaHaslbl.

KaHans!

2.402 My |<— 22 MFLL;»( 2.483 Ty

PucyHok 3 — O6Lwasa gnarpamma nepekpbiTUa 4acTOTHbIX KaHanoB B 2.4 Ty,

Mpumep cxeMbl pacnpesesieHns KaHasioB Mexay CocefHMN ToukaMu B auanasoHe 2.4 Ty npy wupuHe
kaHana B 20 MI'y, npBefeH Ha pucyHke 4.

PucyHok 4 — Cxema pacnpegeneHumsi KaHa10B Mexay coceaHUMM TodKaMmn AocTyna B gmuanasoHe 2.4 I'Ty npu
lwnpuHe kaHana B 20 MIy,
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PykoBO/ACTBO No akcnyatauyum WOP-2ac

AHa/I0TMYHO PeKOMEeHyeTCs COXpaHSATh AaHHbIVi MeEXaHU3M pacrnpeaesneHvsi KaHasioB Npy PacrosIoKeHUN
TOUEK MEXAY 3TaXaMmM, PUCYHOK 5.

R
- & &
ED s

<y

PucyHok 5 — Cxema pacnpegeneHvsi KaHasioB Mexay COCeAHUMMU ToUKami A0CTYNa, PacnoNOXEHHbIMU MeXay
aTaxamu

Mpwn ncnonb3oBaHUK WMPKHBI KaHana 40 My, B ananasoHe 2.4 I'TL, HeT HenepeKpbIBaKLWLMXCA KaHasoB. B
Takux criyqasix CTOUT BblGUpaTb MakCUMaslbHO OTAa/IEHHbIE APYr OT Apyra KaHaslbl.

5170 5330 5490 Weather 5730 5735 5835

MHz MHz MHz Radar MHz MHz MHz
EEChomel# 8SS2ness SSBNCSIRYSSI 2368
2wz ANV AAAAVAAVAVVAVVY - AV
aomiz C TV N AV VY A
B{JMHz:J \/ \ ! \/ \/ ' \ |

| I

‘.

160 MHz [

Examples of [0 ) A
non-contiguous
VHT80+80 MHz L\ )

setup
SRR, (R

PucyHok 6 — KaHasnbl, ucnonb3yemsle B gnanasoHe 5 'y npu wunpuHe kaHana 20, 40, 80 My,
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PykoBogacTBo no akcnayatauun WOP-2ac

3.5 YcTaHoBKa ycTponcTea

YCTPOWCTBO KPenuTcs Ha Tpy6OoCTONKY/CTONG UK CTEHY, CObnoaas NHCTPYKLMM N0 TEXHUKE 6e30NacHOCTU U
pekoMeHAaL N, NpUBEAEHHbIE BbilLe.

B KOMMIEKT NOCTaBKM YCTPOMCTBA BXOAUT HEOOXOAMMbI KOMMEKT Kpenexa yCTponcTea Ha TPy6OoCTOMNKy/
CTONG U CTEHY.

MopsApoK ycTaHOBKM yCTpoOiicTBa:

1. KpenneHune KpOHLUTENHOB K YCTPONCTBY;

2. KpenneHuve ycTpoicTBa Ha TPy6OCTOMKY/CTONG NN CTEHY;
3. MogkntoveHne kabenei K pasbeMam yCTPONCTBa;

4. YcTaHOBKa aHTEHH.

© Npu MoHTaXe YCTPOIACTBA HA Pa3beMbl aHTEHH 06513aTe/bHO A0/MKHbI ObITb YCTAHOB/EHbI
Mblne3almnTHble (repMeTHYHbIE) KOINAaYKK, KOTOPbIE BXOAAT B KOMM/IEKT NOCTaBKW YCTPOWCTBA.
CHMMAaTb KOMMayKN HY>XXHO HEMOCPEACTBEHHO Nepes, NOAK/IIOUYEHNEM K aHTEHHBIM pasbeMam.

3.5.1 Topsagok KpenneHnst yCTPONCTBa Ha TPyOOCTOWKY/CToN6

1. CobepuTe KPOHLUTENH A5 KPpenseHnsa Ha TPyB6OCTONKY:

PucyHok 7 — KpoHLUTEliH ANng KpenneHusi Ha Tpy60CToiKy

a) CoeiuHMTe KPOHLUTENH, KOTOPbI ByAeT KPenuTbCS Ha TPYGOCTONKY, C KPOHLUTEHOM, KOTOpbI ByaeT
KpenuTbCs K YCTPOICTBY, Kak MOKa3aHo Ha PUCYHKe 7.

b) CoBmecTuTe Ba 0TBEPCTUS A/151 BUHTOB HA 060MX KPOHLLTEHaX. C NOMOLLIbIO OTBEPTKY NPUKpennTe
KPOHLUTEMHbI APYT K APYTY.

17



PykoBogacTBo no akcnayatauun WOP-2ac

2. 3akpenute KpOHLUTEVH Ha Tpy6OoCTOlKe:

PucyHok 8 — KpenneHue KpoHLTenHa Ha Tpy60oCTolKy

a) Mpv NoMoLLM XOMYTOB 3aKpenuTe KPOHLITENH Ha TPY6OCTOliKy, pUCYHOK 8.

R

PucyHoK 9 — KpennieHne BUHTOB K YCTPOCTBY

b) B BepxHue KpenexHble 0TBepcTMs Ha koprnyce WOP-2ac yctaHoBUTeE LWwaiibbl U BUHTbI DIN7985 M6. BUHTbI
He HY>XHO 3aKpy4yuBaTtb [0 KOHLA, OCTaBbTe 3a30p MUHUMYM 3 MM, PUCYHOK 9.

18



PykoBogacTBo no akcnayatauun WOP-2ac

3) 3akpenuTe ycTpoiCcTBO Ha TPYBOCTONKE:

0

PucyHok 10 — KpenneHue ycTpoiicTBa Ha Tpy60cCToiike

a) YcTaHOBMTE YCTPOCTBO Ha He3aKpy4YeHHbIE BEPXHIE BUHTbI KPOHLITEHA, KOTOPbI NPUKPENEH K
Tpy6ocToiike, pucyHok 10.

b) B HXHME OTBEPCTUS KPENEHNS YCTAaHOBUTE BUHTbI, pUcyHOK 10.

C) C NOMOLLbI0 OTBEPTKM 3aTAHUTE BEPXHUE U HKHME BUHTBI.
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PykoBogacTBo no akcnayatauun WOP-2ac

3.5.2 TMopsfok KpensieHns yCTpoicTBa Ha CTeHy

1) YcTaHOBUTE KPOHLUTEH (BXOAWT B KOMMEKT NOCTABKW) A/151 KPEMNJIEHUS HA CTEHE:

PucyHok 11 — KpenneHue KpoHLITenHa

a) PacnonoxeHue KpoHLLTelHa Ha YCTPOICTBE NoKasaHo Ha pucyHke 11.

b) CoBmecTuTe YeTbipe OTBEPCTUS [/ BUHTOB Ha KPOHLLTEHE C TaKMMU Xe OTBEPCTUSIMI Ha ycTpoiicTee. C
MOMOLLbI0 OTBEPTKM NPUKPENNTE KPOHLLTEWH BUHTAMM K YCTPOIACTBY.

2) YcTaHOBWTE LUYPYMbl HA CTEHE Ha paccTosiHum 100 MM Apyr OT Apyra, kak nokasaHo Ha puUcyHke 12.

S

&
\ @w@X

N

PrcyHok 12 — KpenneHue ycTpoiicTBa Ha cTeHe

100 MM
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PykoBogacTBo no akcnayatauun WOP-2ac

3) 3akpenuTte yCTPOICTBO Ha cTeHe. MabapuTbl yCTPOACTBA NOC/IE YCTAHOBKN OTHOCUTE/IbHO KPEMeXHbIX
OTBEPCTUIA NpeacTaBeHbl Ha pucyHke 13.

200 mm

|| ||

79 MM

100 mMm
259 MM

79 MM

L] | |

PucyHok 13 — Mabaputbl yCTPOCTBA OTHOCUTENBHO KPENEXHbIX OTBEPCTUI
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3.5.3 MopkntoyeHne ceTeBoro kabens

PykoBogacTBo no akcnayatauun WOP-2ac

naacTunkoBas oTBETHaA YacCTb.

repMeTM4yHOCTU YCTPOICTBA.

© B annapartHbix Bepcusix 1v0, Tv1 1 1v2 NCNOb3yHOTCA METa/IMYECKUIA pasbéM 1 MeTasindeckast
OTBETHas yacTb. B annapartHbix Bepcusx 1v3 1 Bbllle NCMONb3YHTCH NNACTUKOBbIA pa3bém n

Vicnonb3oBaTb NNacTUKOBYH OTBETHYIO YaCTb C METAJ/IJTUYECKNM Pa3beEMOM N METaUIJTNYECKYHO
OTBETHYIO YaCTb C MN/1aCTUKOBLIM pa3sbeMOM Henb3sa!l 3To MoxeT npMBECTU K HapyLLUEHNIO

[nA 3aWmThl OT KOPPO3WM B KOMMEKT NOCTABKWN YCTPOCTBA BXOAUT OTBETHASA YacTb repMETUYHOIO pasbema

RJ-45.

2.4-A2 5-A1

e T =
A} /“'

<
/1100/10008A5¢ T

- 8@
wo”y

PucyHok 14 — MepmeTuyHbIin pasbem RJ-45 Ha
YCTPOWCTBE 1 OTBETHAsA YacTb B pa3obpaHHOM Buae
Ans annapatHbix Bepcuii 1v0, vl n 1v2

e
—

e,

“
| |
|

——
—

PucyHok 16 — OTBeTHas YyacTb MeTa/I/IN4eCKOro
repMeTUYHOro pasbema

PucyHok 15 — lepmeTunyHbIil pasbem RJ-45 Ha
YCTPOWCTBE 1 OTBETHAA YacTb B pa3obpaHHOM BuAe
[ANsa annapaTHbIX Bepcuin 1v3 1 Bbille

il==%

HRERT

PucyHok 17 — OTBeTHas YacTb Nn1acTUKOBOro
repMeTUYHOro pasbema

© YctaHOBKY OTBETHOI YacTM pasbemMa Ha Kabesb crefyeT NPoBoAUTL [0 0BXMMKM Kabens.
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PykoBogacTBO no akcnayatauum WOP-2ac

MowaroBas ycTaHOBKA:

1. BcTaBbTe Kabesib B KOPNyC Yepe3 BHELLHIOW (hMKCMPYHOLLYHO raliky, Kak nokasaHo Ha pucyHkax 18 n 19.
[ns dmkcaumm kopnyca Ha kabese 3aTsiHUTE BHELLHION (OUKCUPYIOLLLYHO raiiky.

wdl

PucyHok 18 — KpenneHne meTanimyeckoin 0TBETHOM PucyHok 19 — KpenneHune nnacTuKoBOli OTBETHOIA
yacTu Ha Kabene yacTu Ha Kabersne

2. BbINoMHNUTE 06XMMKY Kabesns npy NOMOLLM CTaHJapTHOTO KOHHekTopa RJ-45.

Mpu coegnHeHNU NCNONb3YETCA CXeMa, NpeacTaBneHHas Ha PUCYHKe HUXe.

+ 6en10-opaHXeBbIiA;

)
* OpaHXeBbliA;
* 6eno-3enéHsbli;
* CUHWIA;
* B6eno-cuHNiA;
g

* 3eNéHblif;
X ] * 6€/10-KOPNYHEBDIA;
* KOPWYHEBBIN.

PucyHok 20 — Paszbem RJ-45
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PykoBogacTBo no akcnayatauun WOP-2ac

3. Mocne 06XnMKM ocnabbTe BHELLHIOK OMKCUPYIOLLYIO raliky, 1 BCTaBbTe A0 yrnopa KOHHEKTOp B nas3
OTBETHOI YacTu pasbeMa. [1py 3TOM «A3bI4OK» KOHHEKTOPA AO/MKEH ObITb NpUXKaT. 3aTAHUTE BHELLHIOK
dhvkcmpytoLLyto raliky A8 HafexHon mkcaumy pasbema n repMeTuYHOCTH.

PucyHok 21 — Bup 3akpensieHHoii Ha kabene

MEeTa//INYeCKON OTBETHON YacTu o
PucyHok 22 — Bupg, 3akpenieHHo Ha kabene

NacTUKOBOI OTBETHOW YacTu

4. BcTaBbTe OTBETHYIO YacTb B pasbeM M XOPOLLO 3aTsaHUTE ra|7||<y KpenneHua. OT 3TOro 3aBUCUT
HaOeXXHOCTb KOHTaKTa 1 repMeTN4YHOCTb pasbemMa.

PucyHok 23 — Bua, nogxntoyYeHHOro kabens kK PucyHok 24 — Bua noaxtoueHHOro kabens K
CeTeBOMY MHTEpdielicy ycTponicTea ceTeBOMY MHTepdelicy ycTponcTea

3.5.4 VIHCTPYKUMS MO repMeTu3aLym aHTEHHbIX Pa3beMoB

© TepmetyzaLmio HEOBXOAMMO NPOBOAUTL C 06EMX CTOPOH Kabens.

1. Nepepa noaxoueHEM Kabens K pasbemy TpebyeTcsl OCMOTPETb ONETKy Kabens Ha Hamume
NOBPEXAEHWIA, @ TaKkke NPOBEPUTL HAIMUME YNIOTHUTE/NBHOTO KO/bLia B raiike pasbema, pacnosioxeHue
nokasaHo Ha pucyHke 25 (a, 6).
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PykoBO/ACTBO No akcnyatauyum WOP-2ac

PucyHok 25a PucyHok 256

2. MoaxnounTb Kabenb K pasbeMy YCTPOCTBA (AHTEHHDI) 1 3aTAHYTb raiiky, Kak MokasaHo Ha pUcyHke 26
(a, 6).

PucyHok 26a PucyHok 266

3. OTpe3aTtb pe3vHOBYH repMEeTU3NPYIOLLYHO NTIEHTY COOTBETCTBYIOLWEN A/IMHbI: HA TepMETM3aLmio 0O4HOI0
pasbema SMA (pucyHok 26a) Tpebyetcsa 0,15 M rnaponsonupyoLLeit neHTsl, 4158 pasbema N-type
(pycyHok 266) TpebyeTcsi 0,3 M rMapon3onmpytoLLeli NeHTbI, Kak NokasaHo Ha pucyHke 27 (a,06).

PucyHok 27a PucyHok 276

4. YnanuTb C pe3vHOBOI NEeHTbI 3aLLMTHbIA C/I0M, Kak NoKa3aHo Ha PUCyHKe 28.

25



PykoBO/ACTBO No akcnyatauyum WOP-2ac

5. O6MOTKY HauMHaTb CO CTOPOHbI Kabens, npeasapuTesibHO OTCTYNMB OT 0OXMMHO YacTh Ha 10-15 mm.
3admkcrpoBaTb KOHUMK IEHTLI Ha oneTke kabens nog yrnom 15..25 rpagycoB K ocu kabens, 1, crerka
pacTarveas /ieHTy, HayaTb obMaTbiBaTh Kabenb 1 pasbem, NpoABurasicb B CTOPOHY Kopnyca yCTponcTBa.
BuTkn yknagbiBatb Apyr Ha Apyra C Hax/1eCcToMm, CKIaZKkn Ha BUTKax He gonyckatotcs. O6mMoTka kabens
nokasaHa Ha pucyHke 29 (a, 6).

PucyHok 29a PucyHok 296

6. [LOCTUIHYB Kopnyca yCTpoiicTBa (aHTEHHbI) KpaeM NeHTbl, TpebyeTcsi caenatb 060pOT BOKPYT pasbema,
MaKCMMaJsIbHO NPWXMMas Kpali SIeHTbI K Kopnycy, gasiee NpoAo/HKUTbL HAMOTKY JIEHTbI NOA, APYTUM YI/IOM,
yAansasack ot kopnyca. [Mpy HamaTtbiBaHUM HEO6X0AMMO PacTArMBaTh SIEHTY U MJIOTHO NPMXMMATb ee K
paHee HaMOTaHHbIM BUTKaM. Ha KOHUMKe NeHTbl PacTsXKY YMEHbLUWUTb W NI0THO NPYKaTb ero K BUTKam,
pacnosioeHHbIM Ha onneTke kabens, kak nokaszaHo Ha pucyHke 30 (a, 6).

v

PucyHok 30a PucyHok 306

7. Otpe3atb MNBX neHTy (M30/1eHTY) COOTBETCTBYHOLLEN A/IMHBI: HA TepMETM3aLMIo OAHOTo pasbema SMA
Tpebyetca 0,28 M n3oneHTbl, 4nA pasbema N-type Tpebyetca 0,6 M n3oneHTbl. MI3oneHTa Tpebyetcs ans
3alnTbl PE3VHOBOM /IEHTbI OT YNbTPAgNONETOBLIX y4yeii. 3on1eHTa nokasaHa Ha pucyHke 31.

PucyHok 31
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8. O6MOTKY HauMHaTh C ONJIeTKN Kabens, npeaBapuTesibHO OTCTYNMB OT NEPBOrO BUTKA PE3UHOBOM JIEHTbI
Ha 5-10mM. 3adhmkecnpoBaTb KOHUYMK U30/1EHTLI HA ONnsieTke kabens nog yrnom 15..25 rpagycos K ocu
kabens, u, cnerka pactarvsas fIeHTy, HayaTb 06MaTbiBaTb Kabesb 1 pasbeM, NPOABUTasiCb B CTOPOHY
Kopnyca ycTpoicTea. BuTkn yknaabiBaTb ApYr Ha Apyra ¢ Hax/1ecToM, CKNaiku Ha BUTKaxX He
ponyckatotcs. O6MoTKa Kabensa nokasaHa Ha pucyHke 32.

PucyHok 32

9. [locTUrHyB KOprnyca Kpaem NeHTbl, TpebyeTcs cenatb 060p0T BOKPYr pasbema, MakCMMasibHO
NPWXUMas Kpaii U30/1eHTbI K KOPMyCy YCTPOCTBA, Aaniee NPOAOC/HKUTL HAMOTKY NIEHTbI NOA, APYTM YI/IOM,
yaanssch ot kopnyca. Mpu HamaTbiBaHUW MI0THO HaK/aAblBaTk BUTKW NIEHTLI, HE AONycKas cknaaok. Ha
nocneaHNX BUTKAX U30/1€HTbI PACTSHKKY YMEHbLLUTbL [0 HY/S U NMOCNEAHWIA BUTOK Y/IOXUTb 6e3
pacTsarMBaHus, kak nokasaHo Ha pucyHke 33 (a, 6).

PucyHok 33a PucyHok 336

10. MpoBepnTb 3arepMeTU3NPOBaHHbI Pa3bem Ha OTCYTCTBME BUAVMBIX YUaCTKOB PE3NHOBOI NIEHTHI.

27



PykoBogacTBo no akcnayatauun WOP-2ac

4 YnpaBneHue ycTpoicTBOM vepes web-nHtepdoeinc

4.1 Hauyano pa6oThl

[ns Hayana paboTbl HY)XXHO NOAKOUYNTLCA K YCTPOMCTBY No nHTepdiericy LAN uepes web-6pay3sep:
1. Otkpoirte web-6pay3ep, Hanpumep, Firefox, Opera, Chrome.
2. BeeauTe B agpecHoin cTpoke 6pay3epa IP-agpec ycTpolicTea.

© 3asopckoii IP-agpec yctpolictea: 192.168.1.10, macka nogcetu: 255.255.255.0
Mo yMOn4aHu1Io YCTPOIMCTBO MOXET nony4unTb agpec no DHCP. o 3Toro OHO AOCTYMHO No
3aBsogckomy IP-agpecy.

Mpu ycnewHoOM 06HapyXXeHUW YCTPOoCTBa B OKHe bpay3epa 0Tob6pasnTcs cTpaHuua ¢ 3anpocom MMeHN

nonb30BaTens 1 Napons.
DHELTEX

User Name

Password

| Logon |

3. Begute nmsa nonb3oBarens B cTpoke «User Name» 1 naponb B cTpoke «Password».
© 3aBopckue yctaHosku: User Name — admin, Password — password.

4. HaxmuTte KHOMNKy «Logon». B okHe 6pay3epa 0TKpOeTCs HavaslbHas cTpaHuua web-nHtepdeiica
ycTpoicTBa.
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PykoBogcTBo no skcnyataumm WOP-2ac

4.2 OcCHOBHble an1eMeHTbl web-nHTepdeica

Ha pucyHke npegcTaB/ieHbl 31eMEHTbI HaBurauum web-uHtepdeiica.

Eltex Outdoor Wireless Access Point ‘

& 2013-2017 Eftex Lt Powered By Eitex Ltd

OKHO No/b30BaTe/IbCKOTO HTEpdIerica MOXHO YC/TOBHO pa3faennTb Ha 3 YacTu:

1. Pasgenbl MEeHIO HACTpOeK YCTPOoCTBa.
2. OCHOBHOE OKHO HacTpoeK BbIOpaHHOro pasgena.
3. CnpaBoyHasa nHopmauus no BelopaHHOMY pasgeny MeHHo.
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PykoBogacTBo no akcnayatauun WOP-2ac

4.3 MeHto «Basic Settings»

B meHio «Basic Settings» oTo6paxaeTcsi oCHOBHast MH(hopmaums 06 yCTPONCTBe, CETEBbIE HACTPOMKM, Bepcust
NporpaMMHOro obecnevyeHuns, cucTeMHasa nHdopmMauus. BeinosiHAeTCA cMeHa naposis U yCTaHOBKa CKOPOCTH
nopta Console.

b Review Description of this Access Point ...

These fialds show information spacific to this access point.

[P Address: 192.168.15.106

MAC Address: AB:F9:4B:ET :ED:40

Firmware Version: {Texywaa sepcua N0}

Uptime: 0 days, Z hours, 3 minutes

CPU Usage: 25.40%

Mamory Usage 106MB/Z49MBE [42%:)
Rsfrash |

B Device Information

Product Idenufier:  WLAN-EAP
Hardware WVersion: 1w2

Serial Mumber WPOD0D0D217
Device Mame: Eltax-APR
Dwevice Description: WOP-Zac

Review Description of this Access Point — B faHHOM pasgene npuBoagnTca nHopMaLmsa 0 CeTEBbIX
HacTpolikax ycTpoiicTea u sepcum MO.

+ IP Address — IP-agpec ycTpoiicTBa;

* MAC Address — MAC-agpec ycTponcTBa;

+ Firmware Version — Bepcusi NporpaMmMHOro obecneyeHus;

+ Uptime — Bpems paboThl;

+ CPU Usage — cpeaHuii NpOLEHT 3arpy3ku npoueccopa 3a nocnegHme 10 cekyHa,
+ Memory Usage — NpoLeHT 1CMnosib30BaHns (ON3NYeCcKoin MaMsaTn yCTponcTaa.

Device Information — ocHoBHasi MHpopmauumsi 06 yCTpoIiCTBeE.

* Product Identifier — naeHTUdMKaTOp YCTPOCTBA;

+ Hardware Version — Bepcus annapaTtHOro obecneyeHus;
« Serial Number — cepuiiHblii HOMep YCTPONCTBA;

+ Device Name — cncteMHoe MMs YCTPOICTBa;

+ Device Description — onucaHue ycTpoicTBa.
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PykoBogacTBo no akcnayatauun WOP-2ac

b Provide Network Settings ...

These settings apply to this access point.

MNew Password

Confirm new password

b Serial Settings ...

Baud Rate 115200 .

B System Settings ...
Systam MName WOP-2ac
System Contact admin@exampla.com

Syseem Lacation Default

Click "Update” to save the new settings.

Updats |

Provide Network Settings — B JaHHOM pasaesne BbINOSHAETCA CMeHa napons ansi goctyna k web/CLI-
KOHJoUIypaTopy yCTpoiicTBa.

+ New Password — HOBbIli Naposb;
+ Confirm new password — NOATBEPXAEHNE HOBOrO Naposisi.

Serial Settings — HacTpoiikn nHTepdeiica Console.

* Baud Rate — ckopoCTb nepegayn AaHHbIxX No uHTepdeiicy Console, 6ut/c. Mo ymonyaHuio napameTp
paseH 115200. MoxeT npuHumath 3HaveHus: 9600; 19200; 38400; 57600; 115200.

System Settings — B pa3gesie MOXHO U3MEHUTb CUCTEMHbIE HACTPOIKN YCTPONCTBA.

+ System Name — cMcTeMHOEe UMS YCTPONCTBA;
+ System Contact — KOHTaKkTHaa MHpopmauma AN CBs3M ¢ agMUHUCTPATOPOM,;
+ System Location — nHgopmauusi No pasmeLLeHno yCTPoncTaa.

[ns BCTynneHus B cuy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOEeK B 3HEProHe3aBUCMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.4 MeHto «Status»

B MeHIo «Status» oTpaxaeTcsi Tekylllee COCTOSIH/E CUCTEMbI, MPUBOAMTCA UH(DOPMALLMA O COCTOSHUN
NHTEPENCOB YCTPOMCTBA, PErMCTPUPYEMbIX HA YCTPOUCTBE COOLITUSAX, NOAKTHOYEHHBIX KITMEHTAX,
PaZMOOKPYXXEHNN 1 PaAMOCTaTUCTUKE YCTPONCTBA.

4.4.1 TMopmeHto «Interfaces»

B noameHto «Interfaces» npeacraBneHa nHopmaumsa 0 TeKyLLEM COCTOSIHUM NPOBOAHbIX UHTEPGENCOB U
HacTpolikax 6ecnpoBOAHON CETW.

[ns 6bICTPOro nepexofa B MEHIO HACTPOEK NPOBOAHOro nHTepdeica «Wired Settings» nnn 6ecnpoBogHOr0
nHtepdoeica «Wireless Settings» Haxmute Ha ccbinky «Edit» B cooTBETCTBYHOLIEM pa3gene.
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View settings for network interfaces

Click "Refrezh™ button to refresh the page.

Refrash

Wired Settings
Internal Interface
MAC Address

WLAM ID

1P Address

Subnet Mask

1PwE Address

1PvE Address Status

1PwE Autoconfigured Global Addresses

IPvE Link Local Address

(Edit )

AB:F3:4B:B7:ED:60
1

192.168.15.60
255.255.255.0

IPvEe-DMNS-1 HH

IPvE-DMNS-2 i

DNS-1 172.16.0.250
DME-2 172.16.0.100
Default Gateway 192.168.15.1
Show interfaces table

Wireless Settings [_Edit )

Radio One

Status On

MAC Addrass AB:F9:4B:B7:ED:60
Mode 1EEE 802.11a/nfac
Channe 26 (5180 MH=)
Operational bandwidth, MHz g0

Transmit Power Output, dBm 19,00

Show interfaces table

Radio Two

Status On

MAC Addraszs AB:F9:48:B7:ED:70
Mode IEEE 802.11b/g/n
Channe 1 (2412 MHz)
Operational bandwidth, MHz 20

Transmit Power Output, dBm 16,25

Show interfaces table

Wired Settings — npuBogutca nHgopmayms 0 TekyLem COCTOAHUM NPOBOLHONO UHTepdenca:

MAC Address — MAC-agpec Ethernet-nHtepdelica ycTpolicTea;

VLAN ID - Homep VLAN gns ynpasneHus yCTPOMCTBOM,;

IP Address - IP-agpec ynpasneHunsi yCTpoCTBa;

Subnet Mask — macka IPv4-ceTv ynpaBsneHus;

IPv6 Address — IPv6-apec ynpasneHus yCTpONCTBa;

IPv6 Autoconfigured Global Addresses — cnncok CKOH(hMryprpoBaHHbIX aBTomMaTuyeckn IPvé-agpecos;
IPv6 Link Local Address — aBToMarnyeckn CKOH(UrypMpoBaHHbIA NoKasbHbIl IPv6-agpec;
IPv6-DNS-1 — appec nepsoro DNS-cepsepa B IPv6-ceTy;

IPv6-DNS-2 — appec sToporo DNS-cepsepa B IPv6-ceTy;

DNS-1 - agpec nepsoro DNS-cepsepa B IPv4-ceTy;

DNS-2 - appec BToporo DNS-cepsepa B IPv4-ceTy;

Default Gateway — wnto3 no ymonyanuto B IPv4-ceTy;

Wireless Settings — npusoautcs MHhopmaums 0 TekyLem COCTOSHUM 6eCnpoBOAHbIX MHTEPENCOB:

Radio One Status — cocTosiH/e paboTbl NEPBOrO paavonHTepdenca;

Radio Two Status — cocTosiHue paboTbl BTOPOro paanovHTepdelica;

MAC Address — MAC-agpec paavnouHTepgeinca;

Mode — pexum paboTbl pagmonHTepdieica cornacHo ctaHgaptam IEEE 802.11;
Channel — Homep 6ecnpoBOAHOIO KaHana, Ha KOTOPOM paboTaeT paanonHTepdeiic;
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+ Operational bandwidth — wmpnHa Nonockl YacToT KaHasla, Ha KOTOpoM paboTaeT paguonHTepdeiic, My,

+ Transmit Power Output — hakTnyeckasa nssiydaemas MOWHOCTb Nepegarymka, Abm.

Mpun HaxkaTum Ha ccbinky «Show interfaces table» B pasgenax «Wired Settings» n «Wireless Settings»
CTaHOBUTCA AOCTYNHON Tabnuua nHTepencos, cogepxallas cregyLLyo nHhopmauuio:

Wireless Settings
Radio One

Status

MAC Address

Mode

Channel

Operational Bandwidth, MHz
Transmit Power Output, dBrm

Hide interfaces table

Interface Status MAC Address

wlanO:vapld up

wlanO:vapl down
wlanO:vap2 down
wlanO:vap3 down
wlanO:vapd down
wlanO:vap5 down
wlanO:vapté down
wlanO:vap? up

wlanO:vap8 down
wlanO:vap® down
wlan0:vapld down
wlan0:vapll down
wlanO:vapl2 down
wlanO:vapl3 down
wlanl:vapld down
wlan0:vapl5 down
wlanQwds0 down
wlanOwds1 down
wlanOwds2 down

wlanOwds3 down

Radio Two

Status

MAC Address

Mode

Show interfaces table

EB:28:C1
E8:28:C1
EG:28:C1
E8:28:C1
E&:28:C1
Eg8:28:C1
Eg8:28:C1
E8:28:C1
EB:28:C1
E8:28:C1
EG:28:C1
E8:28:C1
E&:28:C1
Eg8:28:C1
EB:28:C1
E8:28:C1

(C1:
AL
(ClL:
Ail:
(C1:
AL
(C1:
I
(CL:
AL
(ClL:
EIETE
(C1:
AL
(C1:
I

27:
27
27!
27
27:
277
27:
277
27:
27
27!
27
27:
277
27:
277

{_Edit )

an

EB:28:C1:C1:27:60
IEEE 802.11a/n/ac
157 (5785 MHz)

80

19.25

VLAN ID
1505
1

I e e N R R —

Off

Name (SSID)
Eltex VAP

Virtual Access Point 1
Virtual Access Point 2
Virtual Access Point 3
Virtual Access Point 4
Virtual Access Point 5
Virtual Access Point 6
irtual Access Point 7
Virtual Access Point 8
Virtual Access Point 8
Virtual Access Point 10
Virtual Access Point 11
Virtual Access Point 12
Virtual Access Point 13
irtual Access Point 14
Virtual Access Point 15

EB:28:C1:C1:27:70
IEEE 802.11b/g/n

« Interface — Ha3BaHVe MHTepdoeiica TOUkM AOCTYN3;

Status — cTatyc uHTepgeiica;
MAC Address — MAC-agpec nHTepdeiica;
VLAN ID - naenTtudpmkatop VLAN, ncnonb3yemsbiii Ha MHTEpQeiice;
Name (SSID) — nmsi 6ecnpoBofHoOl ceTu.

[ns Toro, uTobbl CKPbITb TAGNULY HaxxMuTe Ha ccblfky «Hide interfaces table».

[nsa 06HOBNEHUA MHAIOPMALIMM HA CTPaHMLE HaXMNUTE KHOMKY «Refresh».
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4.4.2 TMopgmeHto «Events»

PykoBogacTBo no akcnayatauun WOP-2ac

B nogmeHto «<Events» MOXHO MPOCMOTPETb CNNCOK COOLITWIA, NPONCXOLALLMX C YCTPONCTBOM, & Takxe
HaCTpoOuTb NepeHanpaseHne cobbITUn Ha CTOPOoHHNIA SYSLOG-cepBep.

Options

Sewverity

Depth

Click "Update™ to save the new settings.
Update Update

View events generated by this access point

Relay Options

Persistence Enabled (®) Disabled| FE12Y Log Enabled '*/ Disabled

7wV Relay Host |

{30000 0 MO0 IONCK IO NN NN D MNOEN I HNEN L N
Hostname max 253 Characters)

/512 |(Range: 1 -512) | Relay Port 514

Events

Click “Refresh™ button to refresh the page.

Refresh
Time Settings (NTP) Type Service Drescription
Apr 20 2021 08:28:00 debug hostapd[21316] Station f2:2b:5a:02:68:5e associated, time = 0.001250
Apr 20 2021 08:28:00 debug hostapd[21316] station: f2:2b:5a:02:68:5e associated rssi -57(-57)
Apr 20 2021 08:28:00 info
Apr 20 2021 08:28:00 info
Apr 20 2021 08:27:20 info  dman[1233] The AP startup configuration was updated successfully.
Apr 20 2021 08:27:20 debug clusterd[1951] dman sent notification that config has changed

Click "Clear All" to erase all events.
Clear All

{Range: 1 - 65535, Default: 514)

Click "Update™ to save the new settings.

hostapd[21316] STA f2:2b:5a:02:68:5e asscciated with BSSID e8:28:c1:c1:27:60
hestapd[21316] Assoc request from f2:2b:5a:02:68:5e BSSID e8:28:c1:c1:27:60 SS5ID Eltex VAP

Options — B pa3gene BbINOHAETCH HACTPOKa NapamMeTpoB XypHasia COO6LLEHWNIA: YpOBEHb BXXHOCTU U
KO/INYECTBO COOOLLEHMIA, COXpaHSAEeMbIX B 3HEProHE3aBUCUMOI NamATH YCTPOICTBa.

* Persistence — BbI60op cnoco6a coxpaHeHst UHPOPMaLMOHHbIX COOOLLEHWIA:
+ Enabled — npu yctaHOBKe faHHOro dpiara cobbITns XypHasna 6yayT COXpaHATLCS B

3H

eproHesaBnc1MMOoN namaTy,

+ Disabled — npu yctaHoBKe faHHOro dpnara cobbiTns 6yayT COXpPaHATLCA B 3HEPro3aByCcUMOi
namsATn. CoobLleHns1 B 9HEPro3aBMCcUMOl NnaMsATh 6yayT yaaneHbl Npy nepesarpyske CUCTeMbI.
+ Severity — ypOBEeHb BaXXHOCTW COOBLLEHMS, KOTOPOE HYXXHO COXPaHWUTb B 3HEPrOHE3aBUCUMON NaMATK.
OnvcaHve CcyLLecTBYOLWNX YPOBHE BaXKHOCTU NPUBEAEHO B TabNMLE HUXKE.

Tabnuua 5 — OnncaHve Kateropuii BaXKHOCTU COObITWIA

YpoBeHb

o g~ WN =

Tun BaXXHOCTU COOGLLEeHUI

UpesBblyaiiHble (emergency)

CurHanbl Tpesoru (alert)
Kputuueckue (critical)
OwwmbouyHble (error)
MpenynpexaeHus (warning)
YBefnomneHus (notice)

VHdopmaunoHHble
(informational)

OTtnagouHble (debug)

OnucaHue

B cucTteme npounsoLuna Kputnyeckas ownbka, cuctema
MOXET pa60TaTb HenpaBu/ibHO.

Heobxogumo HeMea/leHHOe BMELLATENbCTBO B CUCTEMY.
B cucteme npousoLwuna kputnyeckas owmnoka.

B cucteme npounsowna owmobkKa.

MpeaynpexaeHne, HeaBapuiiHoe CO06LLEHNE.
YBeaOMNIEHNE CUCTEMBI, HeaBapuiiHoe coobLLieHne.

VHdhopmaunoHHbIe COOBLLEHMSA CUCTEMBI.

OTnafoyHble coobLeHNs NpefoCcTaBNAaIoT NoMb30BaTEN0
NHGIOPMALMIO 411 KOPPEKTHOW HACTPOVKN CUCTEMBI.
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+ Depth — makcrmasibHOe KO/IMYeCTBO COOBLLEHNIA, KOTOPOE MOXET ObiTb COXPaHEHO B 3HEPro3aBnCcUMOoN
namsaTun. MNMpu NpeBbILWEHNN AAHHOIO NOpora NPONCXOANT Nepes3anncb CO0OLEHNS, KOTOPOE XPaHUTCA B
cucTeMe A0/blue BCeX, HOBbIM. MapameTp NpuHMMaeT 3HaYeHnst B guanaloHe ot 1 go 512. Mo
yMonyaHuio — 512.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

Relay Options — B faHHOM pa3gesie BbINOMHAKTCS HACTPOWKM OTNPaBKN MHDOPMALMOHHBIX COOBLLEHWI
yCTPOIiCTBa Ha CTOPOHHWUIF cepBep.

* Relay Log — BKNOYE€HNE/BbIK/THOYEHME OTNPAaBKN MHPOPMALMOHHbIX COOBLLIEHNI YCTPONCTBA Ha
CTOPOHHWIA cepBep:
* Enabled — npu yctaHOBNeHHOM dhniare oTrnpaBKa BK/IHOYEHS;
+ Disabled — npu yctaHOB/IEHHOM (h/iare oTrnpaskKa OTK/IoHeHa.
* Relay Host — agpec cepBepa, Ha KOTOpbIli NnepeHanpasisaoTcsa coobueHnsa. MoxXeT 6bITb 3aaaH IPv4-
agpec, IPvb-agpec van goMeHHOe NMA yaasIeHHOro CepBepa;
* Relay Port — Homep nopTa (layer 4), Ha KOTOpbI/i NepeHanpaBNsATCS COO6LLEHUS. MTPUHUMAET 3HAUYEHMUS
B gnanasoHe oT 1 go 65535. Mo ymonyaHuio — 514.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

Events — B JaHHOM pa3aesie MOXHO MPOCMOTPETb CNCOK MHDOPMAaLMOHHbLIX COOBLLEHUI B peasibHOM
BPEMEHMU, COAEPXKALLMNIA CNeAYHOLLYI0 MHCDOPMALMIO:

+ Time Setting (NTP) — BpeMmsi, Koraa coobITe 6bl/1I0 CreHEPUPOBAHO;
* Type — ypOBeHb BaXXHOCTU COObITUSA, Tabnmua 5;

+ Service — UM npouecca, creHepupoBaBLLEro COO6LLEHNE;

+ Description — onncaHue cobbITus.

[lna o6HoBNEHUst nHhopmaummn B pasaene «Events» HaxmuTe kHonKy «Refresh».

[ns ypaneHus Bcex coobLeHuii HaxkmuTe kHomky «Clear All».
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4.4.3 MopameHto «Transmit/Receive»

B nogmeHio «Transmit/Receive» oTobpaxatoTcsa rpadouky CKOpocTu npuema/nepegadmv Tpaduka 3a
nocnegHve 10 MUHYT, a Takke MHopMaLMs O KONMyecTBe nepefaHHoro/nosy4yeHHoro Tpadpuka ¢ MomeHTa
BKJ/THOYEHWSA TOYKU AOCTyna.

Click "Refresh™ button to refresh the page.

Refresh

LAN Tx/Rx

2300kbpsq
2070kbps+
1840kbps+
1610kbps+
1380kbps+
1150kbps+
920kbps-
630kbps
460kbps-
230kbps-
: -
Q:E]CI : B:ICIU : T:ICIU

Okbps

T T T T T T T T T T T T T 1
6:00 5:00 4:00 3:00 2:00 1:00 0:00

WLAN Tx/Rx

2500kbps-
2250kbps-|
2000kbps-|
1750kbps-|
1500kbps-|

1250kbps-
1000kbps

750kbps

500kbps-

250kbps-

—
Okbps T T T T T T T T T T T T T T T T T T 1
9:00 8:00 7:00 6:00 5:00 4:00 3:00 2:00 1:00 0:00

OnucaHue rpadgumkoB "Transmit/Receive":

Mpadhmk LAN Tx/Rx — nokasblBaeT CKOPOCTb NepefaHHOro/nonyyeHHoro Tpadvka yepes Ethernet-unrepcpeiic
TOYkM gocTyna 3a nocnegHue 10 MuHyT. Mpadnk aBTomaTmyeckn o6HoBnseTcs kaxaple 30 cekyHA.

Mpadomk WLAN Tx/Rx — nokasbiBaeT CKOPOCTb NepefaHHOro/nosyyeHHoro tpaginka yepes pagnonHtepdeicol
TOYkM gocTyna 3a nocnegHue 10 MuHyT. Mpadmk aBTomaTmyeckn o6HoBnseTcs kaxaple 30 cekyHA.

36



LAN

wland

wlan0

wland

wlan0

wlani
wlanl
wlanl
wlanl

wlani

wlanQ:
wlanQ:
wlanD:vap2
wlanQ:

wlang:

wland:

wlan0:

wlan0:
wlanl:
wlan0:
wlanD:vapld

wlanQ:

Transmit
Interface

isatap0

vapl
vapl

vap3

vapd
vaps

waps

vap?

vaps

vap2e

wapld

vapll
vapl2

vapl3

vapls

wapd
ivapl
wap2
wap3
wapd

Total packets Total bytes Total Drop Packets Total Drop Bytes Errors

344158
0

0
821518
267212
60086
0
912955

o o o o O o O O O O

196157
220171
30371
0

55688199
0

0
84259196
29245013
8876470

0
278556503

o o o o O o o O O 9 O

24831353
38905459
8291922
0

0

[ T e R s o o T o R e e R o o R o e e R e e R e |

0

o oo o o o o o oo o oo o oo o o oo oo oo o0

0

o o o o o o o o o o o oo o oo o oo 0

Onucanne Tabnuupl «Transmit»:

* Interface — nms nHTepdelica;

Total packets — KONNMYeCTBO yCNELLHO OTNPAaB/IEHHbIX NAKETOB;

Total bytes — KONNMYECTBO YCNELLHO OTMNPAaB/IEHHbIX 6ANAT;

Total drop packets — KoNnM4eCTBO NaKeTOB, OTOPOLLEHHbIX NPU OTNPABKE;
Total drop bytes — KOnMuecTBO 6GaliT, OTOPOLLEHHbIX MPU OTNPABKE;

Errors — KoniMyecTBO OLUMOOK.

PykoBogacTBo no akcnayatauun WOP-2ac
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Recesive

LAN 1582810
isatap0 0
wlanO:vapd 0
wlanD:vapl 420

wlanD:vap2

=
(o8]

wlan0:vap3
wlan0:vapd
wlanD:vap5 1066
wlanD:vaps
wlanD:vap7
wlanD:vap8g
wlanD:vapg
wlan0:vapld
wlanD:vapll
wlan0:vapl2
wlan0:vapl3
wlanD:vapls
wlanD:vapls

wlanil:vapd

g
L

wlanl:vapl
wlanl:vap2

wlanl:vap3

o o O Moo o O o o o o o o O O oo O

wlanl:vapd

4125950884 0
0 0
0

106293
1092

0

0
12027947

o oo o o o o o o O o O

25160

[ Y o R Y o N o [ o Y o Y e [ o Y s Y o Y o N o o Y e [ o N s N s

0

[ Y R s o N o A e s R e o R e o o s R o I e e R e e N R |

Interface  Total packets Total bytes Total Drop Packets Total Drop Bytes Errors

0

o o O o O o o o o oo o oo o o oo oo oo 0

Onucanune Tabnuubl «Receive:

[na 06HOBNEHNUS HChOPMaLMKN Ha CTPaHULE HaxkKMuTe KHOMKyY «Refreshy.

Interface — nms HTepdeiica;

Total packets — KONNMYECTBO yCNELLHO NPUHATbIX NAKETOB;
Total bytes — KONNMYECTBO YCNELUHO NPUHATbLIX GANAT;

Total drop packets — KONM4eCTBO NaKETOB, OTOPOLLEHHbIX NPU NOMYYEHUN;

Total drop bytes — KOnM4ecTBO GaWiT, OTOPOLLEHHbIX MPU NONYYEHUN;

Errors — KoniMyecTBO OLUMOOK.
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4.4.4 TMopmeHto «Wireless Multicast Forwarding Statistic»

B nogmeHto «Wireless Multicast Forwarding Statistic» oTo6paxaetca ctatuctuka no paéore Wireless
Multicast Forwarding.

View WMF transmit and receive statistics for this access point

Click "Refresh” button to refresh the page.
Refresh

Transmit/Receive Statistics
Interface Mcast-Data-Frames Mcast-Data-Fwd Mcast-Data-Flooded Mcast-Data-Sentup Mcast-Data-Dropped
wlan0:vap0
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vap4
wlan0:vap5s
wlan0:vap6
wlan0:vap7?
wlan0:vaps
wlan0:vap9
wlan0:vap10
wlan0:vap1l
wlan0:vap12
wlan0:vap13
wlan0:vap14
wlan0:vapls
wlanl:wvap0
wlanlivapl 149602 a a a 115795
wlanl:vap2
wlani:vap3
wlanl:vap4
wlani:vaps
wlanl:vap6
wlanl:vap7?
wlanl:vaps
wlani:vap9
wlanl:vapl0
wlanl:vap1l
wlanil:vapi2
wlani:wvapli3
wlanl:vapi4

wlanl:vapls

OnucaHue Tabnuupl «Transmit/Receive Statistics»:

* Interface — nms nHTepdelica.

* Mcast-Data-Frames — konuyecTBo multicast-kagpoB, N0NyYEeHHbIX TOUYKON AOCTYNa;
* Mcast-Data-Fwd — konnuyecTBo multicast-kagpoB, NPUHATLIX KIMeHTaMu;

* Mcast-Data-Flooded — konuuecTBo multicast-kagpoB, OTNPaBAEHHbIX Ha BCe NOPThI;
* Mcast-Data-Sentup — Konn4ecTBO oTnpaBneHHbIX multicast-kagpos;

* Mcast-Data-Dropped — KonnyecTBO 0T6poLIEeHHbIX multicast-kagpos.
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IGMP Statistics
Interface Igmp-Frames Igmp-Frames-Fwd Igmp-Frames-Sentup Mfdb-Cache-Hits Mfdb-Cache-Misses
wlan0:vap0
wlanl:vapl
wlan0:vap2
wlanl:vap3
wlan0:vapd
wlanl:vaps
wlan0:vaps
wlan0:vap7?
wlan0:vapg
wlan0:vap9
wlan0:vapl0
wlan0:vapll
wlan0:vap12
wlan0:vapl3
wlan0:vapld
wlan0:wvapls

wlanl:vap0

)
)
=)
o

wlanl:vapl 143697
wlanl:vap2
wlanl:vap3
wlanl:vapd
wlanl:vaps
wlanl:vap6g
wlanl:vap?
wlanl:vapg
wlanl:vap9
wlanl:vapl0
wlanl:vapll
wlanl:vapl2
wlanl:vapl3
wlanl:vapld

wlanl:vapls

Multicast-Group
Interface Multicast-Group Stations Packets

Onucanwne Tabnuubl «IGMP Statictics»:

Interface — nms nHTepdeiica;

Igmp-Frames — konnyectBo IGMP-kaapoB, N0Ny4YeHHbIX TOYKOM A0CTYNa;
Igmp-Frames-Fwd — konuyectBo IGMP-kaapoB, NPUHATLIX KNNEHTaMU;
Igmp-Frames-Sentup — konnyectBo IGMP-kagpoB, 0OTNpaB/ieHHbIX Ha BCe NOPTbI;
Mfdb-Cache-Hits — KonM4ecTBO NakeToB, OTNPAaB/EHHbIX HA N3BECTHbI multicast-aapec;

Mfdb-Cache-Misses — konn4ecTBO NakeToB, OTNPaB/NEHHbIX HA HEM3BECTHbI multicast-aapec.

OnucaHue Tabnuupl «Multicast-Group»:

Interface — nms HTepdeiica;

Multicast-Group — IP-agpec multicast-rpynnbi;

Stations — MAC-aapec knveHTa multicast-rpynnbi;

Packets — konn4ecTBO NPUHATLIX NAKETOB KIMEeHTOB multicast-rpynnsi.
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4.4.5 MopameHto «Client Associations»

B nogmeHto «Client Associations» oTo6paxkaeTcs MHpopMaumsi 0 NOAK/IYEHHbIX K TOUKe AOCTyNa KNneHTax u
cTaTucTvKa nepefaHHoro/nosy4eHHoro Tpaguka no Kaxaomy KneHTy.

View list of currently associated client stations

Click "Refresh™ button to refresh the page.
Refresh

Total Number of Associated Clisnts 7
SS5ID Station IP Address Hostname Uptime RSSI SNR Noise Link Quality Rate Quality Link Capacity Status
Authorized

Eltax-Local (wlandvapl 98d 152.168.40.203 android-5b261ba77ddbleac 00:00:04 -70 22 4B -32 dBm 100% Mot supported Not supported Yes
Eltax-Local [w i 192,168.40.221 iPhane 00:00:25 -72 204dB -32 dBm 100% Mot supported Not supported Yes
Eltax-Local {w 192,168.40.80 -64 28 dB -92 dBm 100% Mot supported Mot supported Yes
Eltex-Local [w 152.168.40.153 RedmiMoted-Redmi -52 40 dB -32 dBm 100% Mot supported Mot supported Yes
Eltax-Local [w 1592,168.40.67 Blackka-iPad -43 43 dB -92 dBm 100% Mot supported Not supported Yes
Eltax-Local [w 1%2,168.40.82 android-f83b34032e7582a0c 00:06:37 -5& 36 dB -32 dBm 100% Mot supported Mot supported Yes
Eltsx-Local (wlanlvap2) 00:00:10 -50 42dB -32 dBm 100% Mot supported Mot supported Yes

SSID — nms 6ecnpoBOAHOIO NHTEpdIenca 1 UM BUPTYaUTbHON TOUKM AOCTYyNa Ha uHTepdeiice, K KOTOpOii
noaKNtoYeH KNneHT. Hanpumep, 3anuck wlanOvap2 o3HauvaeT, 4To K/IMeHT cBsi3aH ¢ Radio 1 BupTyasibHOi
Toukoi goctyna VAP2; 3anucb wlan1 o3HauvaerT, 4To kimeHT cBsidaH ¢ VAPO Ha Radio 2;

Station — MAC-agpec KneHTa;

IP Address - IP-agpec knveHTa;

Hostname — ceTeBoe 1Ms YCTPOWCTBa,

Uptime — NpoAo/mKUTENBHOCTb CECCUN K/TNEHTA;

RSSI — ypoBeHb NpuHMMaemoro curHana, abwm;

SNR - ypoBeHb OTHOLUEHUA CUrHan/wym, ab;

Noise — ypoBeHb Lyma, Abm;

Link Quality — napameTp, KOTOpbIiA 0OTOBpaXkaeT COCTOSAHWE JIMHKA [0 K/IMEeHTa, pacCUnTaHHbIN Ha
OCHOBaHMKN KO/IMYeCcTBa PETPaHCMUTOB MakeToB, OTNPAaB/EHHbIX KIMEHTY. MakcMMasibHoe 3HayeHve —
100% (BCe nepepaHHble NakeTbl OTNPaBUINCH C MEPBOIA NONbLITKN), MUHUMasIbHOE 3HauYeHne — 0% (Hu
OfMH NakeT A0 KNMEeHTa He 6blN YCNELIHO OTrNpaB/eH);

Rate Quality — napameTp, KOTOpbIi OTOGpaXKaeT COCTOSAHME /IMHKA A0 K/IMEHTa, pacCUMTaHHbIN Ha
OCHOBaHMWN KO/IMYeCcTBa PETPAHCMUTOB MaKeToB, OTNPAaB/IEHHbIX K/TIMEHTY, 419 MOAYNALUN, KOTopas
NCNOMb3YETCA B AaHHbI MOMEHT. MakcumanbHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl HA
[aHHOI MoAyNAUMM OTNPaBUIUCHL C NEPBOI NOMbITKK), MUHUMasIbHOE 3HadeHue- 0% (HW OAMH NakeT Ha
[aHHOI MoAyNAUMKN [0 KNNEHTA He Gbln YCNEeLWHO OTNpPaB/eH);

Link Capacity — napameTp, KOTOpbIii 0To6paxaeT a(pPeKTUBHOCTbL UCNO/Ib30BaHUSA TOUKOM AOCTyNna
MOAyNAauMn Ha nepegady. PaccumTbiBaeTcs UCX04S U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXaoi
MOAYNALMMN [0 KIMEHTA M NOHUXKAOLLMX KO3hhMUMEHTOB. MakcumasibHoe 3HaueHne- 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 018 MakCMMa/ibHOTO Tuna nss,
noALepPXX1MBAeMOoro KMeHToM). MUHUManbHoe 3HaueHune — 2% (B clyyae, Korga nakeTbl nepeaaroTcs Ha
moaynaumm nssTmes0 ans knnenTta ¢ nogaepxkkoii MIMO 3x3). Ina KNMEHTOB, NOAK/THYEHHbIX 63
ncnosnb3osaHma AMPDU, napameTp He noagepXXuBaeTcs;

Status Authorized — cTaTyc aBTOpM3auun.

Mpwn HaxkaTun Ha MAC-agpec KneHTa packpbiBaeTcs Nogpo6Hast MHgopMaLms o ero paboTe U cTaTUCTUKa
nepeAaHHoro/nosly4eHHoro Tpachvka no AaHHOMY K/INEHTY.
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View list of currently associated client stations
Click "Refrash™ button to refresh the pags.
Fiefrash
Total Number of Associated Clisnts 7
S5ID Station IP Address Hostname Uptime RSSI SNR MNoise Link Quality Rate Quality Link Capacity Status
Authorized
Eltex-Local (wlandvapl)  e0:63:25:93:09:8d | 192,168.40.202 android-6b261ba77ddbleac 00:00:04 -70 22 dB -32 dBm 100% Mot supported Mot supported Yes
. 4MAC: =0:63:25:521b5:8d Connection time: Q00004 -‘
Eltex-L (wlanOvapl) n:.]t ted Yes
aohoeal lwiantvaRt) Sao, 3 Bandwidth: 20MHz Suppone =
Eltex-Local (wlandvapi) JSSID: Eltex-Local PS Mode: on ot supported Yes
) . IMade: 802.11n Auth Mode: WPAZ
Eltex-Local (wlanOvapl) dgzep, 70 Encryption: AES-CCMP ot supported Yes
Eltex-Local [wlandvapi) JY-AN: 148 Listen Interval: 3 ot supported Yes
[T actuzl rate: a R actual rate: a
Eltex-Local [wlanOvapt) & ot supported Yes
| Cuilanivanz] [T=/Rx Packets: 356/50 4 B
Eltax-Local (wlanlvap2) AT (Rex Drop Packats: 0/0 lot supporte Yes
[Tx/Rx Bytes: 35588/3%43
[Tx/Rx Drop Bytes: a/0
[T/Rx Rate: 72.2/1 Mbps
T2/ R Statistics:
MCS Rx Pkts Tx Pkis Tx Succ Pkis Tx Retries Tx Periocd Retries
e e e m e e mm i m mm i m mm m e
imbps a a a a.8% .88
Imbps a a a a.8% .88
SmbpsSs a a a a.8% .88
&mbps 384 161 168 8.6% (==
ambps 21 a a 8.8% 8.8%
1imbps a a a a.8% ==Y
12mbps 1 a a a.8% ==Y
18mbp= a a a a.8% g8.8%
2ambps a a a 8.8% 2.8%
3embps 8 a a a.8% .88 o

+ MAC — MAC-agpec KnMeHTa;

+ AID — yHMKanbHbIA NAEHTUGNKATOP NOAKIYEHNS;

+ SSID — M8 ceTw, K KOTOPOI NOAKNHOYEH KITUEHT;

* Mode - ctaHgapT IEEE 802.11, B KOTOpOM paboTaeT K/IMEHT;

* RSSI — ypoBeHb curHasna oT KnueHTa, Abwm;

« VLAN — Homep VLAN BMpTyasibHOWM TOYKN AOCTYNa;

+ Tx actual rate — TekyLas CKOPOCTb Nepefayn AaHHbIX B CTOPOHY K/IMEHTa, B KOUT/C;

+ Tx/Rx Packets — KONn4ecTBO NepefaHHbIX U NPUHATLIX NaKeTOB OT K/INEHT],

* Tx/Rx Drop Packets — KonM4yecTBO OTOPOLUEHHbIX NAKETOB B ABYX HanpaB/eHusix (Ha nepegady u npvem
COOTBETCTBEHHO);

* Tx/Rx Bytes — KOnM4ecTBO NepeAaHHO U NPUHATON MHGOPMaLuK oT KnneHTa (B 6alitax);

* Tx/Rx Drop Bytes — KONM4yecTBO OTOPOLLEHHOWN MH(POPMaLMK B ABYX HanpaB/eHusix (Ha nepeaady v
npvem COOTBETCTBEHHO, B 6aliTax);

+ Tx/Rx Rate — KaHaNbHasA CKOPOCTb B ABYX HanpasneHusx, B MouT/c;

+ Connection time — NPoAOMKUTENBLHOCTb CECCUN;

* Bandwidth — wmpuHa nonocel, B KOTOPOW paboTaeT KNneHT, MIy;

* PS Mode — pexum "cHa": off - KNMeHT akTUBEH, ON - KNIMEHT HAXOANUTCS B «CMSILLEM» PEXMME;

« Auth Mode — Tun 6e3onacHoCTY;

« Encryption — Tun wndpoBaHns;

+ Listen Interval — konuyecTtBo beacon frame cnycTsa KOTOpbIe KNNEHT AO/HKEH NPOBEPUTL HaNIMUme aas
Hero Tpadvka Tpaddpuka(e cnyyae cHa);

* Rx actual rate — Tekywasi CKOPOCTb Nepefayn faHHbIX B CTOPOHY TOYKM AOCTYNa, B KOUT/C;

OnucaHune Tabnuupl «Tx/Rx Statistics»:

+ MCS - mogynsuus;

* Rx Pkts — KONM4YeCTBO NPUHATBLIX OT K/IMEHTA MAKETOB Ha KaxAol Mogynsaumm;

+ Tx Pkts — KOnvM4ecTBO nepefaHHbIX KIMEHTY NakeToB Ha KaXKaon MOAyaunm;

+ Tx Succ Pkts — KONM4ecTBO YCNELIHO NepefaHHbIX KNMEHTY NakeTos.;

+ Tx Retries — npoueHT Ay6MPOBaHHbIX NAKETOB B CTOPOHY K/TMEHTA;

* Tx Period Retries — NpoLEHT NOBTOPHO OTNPAaB/IEHHbIX NAKeTOB 3a nocneaHuii nepuog, (10 cekyHa).
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[ns 06HOBNEHMA MH(DOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refreshy.

4.4.6 TMopmeHto «TSPEC Client Associations»

B nogmeHto «TSPEC Client Associations» oTo6paxaetcs Hdopmauns 0 KNIMEHTCKMX AaHHbIX Tspec,
nepefaHHbIX ¥ MoyYEHHbIX C MOMOLLbKO 3TOW TOUKM AOCTyna.

View TSPEC Client Association Status and Statistics

Click "Refresh™ button to refresh the page.
Refresh

Status
Network Station TS Identifier Access Category Direction User Priority Medium Time Excess Usage Events VAP MAC Address SSID

Statistics
Network Station TS Identifier Access Category Direction From Station To Station
Packets Bytes Packets Bytes

* Network — nmsi 6ecnpoBoAHOro nHTepdienca n nmMs BUPTyasibHOM TOUYKM AOCTyna Ha HTepdeiice, K
KOTOpPOI nogxntodeH knneHT. Hanpumep, 3anncek wlanOvap2 o3HavaeT, 4To K/IMEHT cBsidaH ¢ Radio 1
BMPTyasibHOM Toukoi aocTtyna VAP2; 3anucb wlan1 o3Hauvaer, uTto knmeHT cBsidaH ¢ VAPQ Ha Radio 2;

+ Station — MAC-agpec KnMeHTa;

« TS Identifier — TSPEC naeHTudmkaTop notoka Tpadmka. MoxeTt npuHumartb 3HadeHve ot 0 oo 7;

+ Access Category — kateropusi goctyna (Voice nnu Video);

« Direction — HanpasneHue Tpaduka (Uplink/Downlink/Bidirectional);

* User Priority — npynopuTeT nonb3oBaresns;

+ Medium Time — cpegHee BpeMs, KOTOPOe NOTOK Tpaduka 3aHMaeT cpegy nepeaaudv;

+ Excess Usage Events — Konn4ecTBO BpeMeHMU, KOrAa K/IMEeHT NPeBbICU CpeaHUIA CPOK nepegayv;

+ VAP - HOMep BMPTYasibHOW TOUKM A0CTYNa;

* MAC Address — MAC-agpec ToYkM AOCTyna;

+ SSID — nmsa 6ecnpoBoAHON ceTw;

* From Station — nHpopmauus o Tpaduke, KOTOPbIN NepegaeTcs oT 6eCnpPoBOAHOIO K/IMEHTa K ToUKe
[0CTyna;

+ To Station — nH(popmaums o Tpadmke, KOTOPbIA NepesaeTcs OT TOUKU [OCTYNa K K/IUEHTY:

*+ Packets — KONnM4ecTBO NepefaHHbIX NaKeTos;
* Bytes — konn4yecTBO nepenaHHbIX 6anT.

[nsi 06HOBNEHMS UHPOPMALIMN HA CTPAHULE HAXMUTE KHOMKY «Refreshy.
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4.47 NMopmeHo «Rogue AP Detection»

B nogmeHto «Rogue AP Detection» oTo6paxaetcs nHdpopmaums 060 Bcex 6eCnpoBOAHbIX TOUKaxX A0OCTYyNa,
KOTOpbIe YCTPOCTBO AETEKTUPYET BOKPYT Cebs.

View Rogue AP Detection

Click "Refresh” button to refresh the page.
Refresh

AP Detection for Radio 1 ®) Enabled Disabled
AP Detection for Radio 2 * Enabled Disabled

Click "Update™ to save the new settings.
Update

Detected Rogue AP List
Click "Delete Old" to delete old entries from Detected Rogue AP List
Delete Old
Dangerous AP List
Channel

Action MAC Radio Beacon Int. Type SSID Privacy WPA Band [BandWidth]

Channel Blocks Signal Beacons Last Beacon Rates

Grant eB:28:cl:da:ch:B8 wlanl 100 AP Virtual Access Point 7 Off off 5 44 [20] 44 .||| 1 Tue Apr 20 09:06:34 2021 6,9,12,18 24 ,36,48,54

Grant | eB:28:cl:da:ch:B2 wianl 100 AP  2ac-portal Off  Off 2.4 1[20] 1-3 all 38  Tue Apr 20 09:06:36 2021 1,2,5.5,6,9,11,12,18,24,36,48,54

[nsi 06HOBNEHMS UHDOPMALIMM HA CTPAHULE HAXMUTE KHOMKY «Refreshy.

+ AP Detection for Radio 1/ AP Detection for Radio 2 — BktoYeHMEe AETEKTUPOBAHUSA CTOPOHHUX TOYEK
poctyna B dpoHe ans Radiol n Radio 2.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHOUIypaLumn 1 3aHECEHNS! HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaxkmuTe KHonky «Update».

Detected Rogue AP List — B pazgene npusoanTca nHgopMalms 060 Bcex 6ecrnpoBOoHbIX TOUKax A0CTyna,
KOTOpbIE YCTPOICTBO AETEKTUPYET BOKPYT Cebs.

KHonka «Delete Old» ncnonbayetcs Ans yaaneHus 3anuceit 0 HeaKTUBHbIX YCTPOWCTBAX B PaAVO0KPYXEHUN.

+ Action — ecnu To4ka AOCTYyna HaXo4UTCA B CMCKe 0O6HApPYXXEeHHbIX, TO HaxxaTne KHomku «Grant»
nepeHeceT ee B CMUCOK A0BEPEHHbIX Todek goctyna «Known AP List».
+ MAC - MAC-agpec Touku AoCcTyna,;
* Radio — pagnounHTepdeiic, KoTopbiM Obl1a 06HapY>XeHa CTOPOHHSASA ToYKa AOCTYNa;
* Beacon Int. — nHTepBas1 NOCbINKM Beacon-nakeTa TOUKOM [OCTYNa;
+ Type — Tun 06HapPYXEHHOro yCTpoiicTBa:
* AP — Touka goctyna;
+ Ad hoc — geueHTpasiM3oBaHHOE K/TIMEHTCKOE YCTPONCTBO;
+ SSID - vmsi 6ecnpoBOAHOW CETH;
* Privacy — ctaTyc paboTbl pexuma 6e30nacHOCT TOYKN fOCTyna:
* On — pexum 6e30MacHOCTM BbIK/THOYEH;
« Off — pexxum 6e30NacHOCTN BK/THOYEH;
+ WPA - cocTtosiHne wndppoBarns WPA: Off - BbiktoueHo, On - BKNHOYEHO;
* Band — 4acTOTHbI cnekTp paboTbl Toukn goctyna: 2.4 'y wunm 5 Iy,
« Channel [BandWidth] — nucnonb3yemblii YacTOTHbIV KaHas1 1 LUMPUHA MOOChI;
« Channel Blocks — gnana3oH kaHas0B, KOTOpble 3aHMMaeT TouKa A0CTyna;
+ Signal — ypoBeHb curHasna, npuHMMaeMblii OT TOUKM focTyna, ABM. MNpun HaBegeHWM ykasaTens Ha
rpadmyeckoe n3obpaxeHve curHana 4eEMOHCTPUPYIOTCA YACIEHHbIE NoKasaTesiv 3Toro CUrHaua;
* Beacons — o6buee ymcno Beacon-naketos, NPUHATBLIX OT TOYKN JOCTYNa C MOMEHTa ee 06HapyXeHuUs;
+ Last Beacon — pata 1 Bpems npuema nocnegHero Beacon-naketa ot TOYKM JOCTYNa;
* Rates — CNNCOK KaHa/lbHbIX CKOPOCTEN, NOAAEPXKMBAEMbIX aHHON TOUKOWN AocTyna.
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Known AP List

Chi 1
Action MAC Radio Beacon Int. Type SSID Privacy WPA Band [B::(:;'Id(h] Channel Blocks Signal Beacons Last Beacon Rates

Delete eB:28:cl:da:cb:86 wlan0 100 AP 2ac-portal Off 5 44 [20] 44 .||| 1 Tue Apr 20 09:06:34 2021

Save Known AP List to a file
Save

Import Known AP List from a file

& Replace Merge
O630p Dain He BoiGpan Import

Known AP List — B Ta6nuue npMBoANTCS CMMCOK AOBEPEHHbIX TOUEK A0CTYyna.

UTo6bl yaanuTb TOUKYy AOCTyNa U3 AAaHHOrO CNM1cKa HaXXmnTe Ha KHonky «Deletex, nocne yganeHus n3 cnucka
«Known AP List» Touka nonazieT B CNMCOK 0OHAPYXEHHbIX TOYEK AOCTYyna.

Save Known AP List to a file - B gaHHOM pa3aene BbINonHAETCS coxpaHeHne cnucka «kKnown AP List» B doaiin.
NS coxpaHeHust HKMUTE KHOMKY «Save».

Import Known AP List from a file — B faHHOM pasaene BbinonHsietcs 3arpy3ka cnmcka «kKnown AP List» ns
Goaina.

* Replace — npy umnopTe cnuncka AoBePEHHbIX TOUEK A0CTyrna UMNOPTUPYEMbI CMUCOK NOSTHOCTbIO
3aMeHUT TeKYLLMIA CNCOK AOBEPEHHbIX TOUEK A0CTYNa;

+ Merge — npu nmnopTe cnucka JoBEePeHHbIX TOYEK AOCTYyNa [J0BEPEHHbIE TOUKM A0OCTyNa 13
MUMMNOPTUPYEMOTO Cnncka 6yayT Ao6aBneHbl K TO4KaM A0CTYNa, HAXOASALWMMCS B UMNOPTUPYEMOM Crncke
B A@HHbIA MOMEHT BpPEMEHM.

[na 3arpy3kun danna HaxXMmmnTe KHonky «O630p», yKaxuTe daiisi, KOTOPbIA HYXXHO 3arpy3nTb Y HAXXMUTE KHOIMKY
«Import».
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4.4.8 TMopmeHto «TSPEC Status and Statistics»

B nogmeHto «TSPEC Status and Statistics» oto6paxaeTcsa nidopmauus o Tspec ceccusx Ha
pagnoviHTepdelicax.

View TSPEC Status and Statistics
Click "Refresh” button to refresh the page.
Refresh

AP Status

Interface Access Category Status Active TS TS Clients Med. Time Admitted Med. Time Unallocated

wlan0 Best Effort down 0 (] 0 0

wlan0 Background down [i] (] 0 0

wlan0 Voice down 0 ] 0 0

wlani Video down 0 0 1] 0

wlanl Best Effort down 1) 0 0 0

wlani Background down 0 1] 0 0

wlanl Vaoice down 0 0 0 0

wlanl Video down 0 (1] 0 0

VAP Status

wlan0:vapd Best Effort down 1] o L] o
Background down o o 0 o
Voice down 0 1] 0 0
Video down 0 o 0 0

wlan0:vapl Best Effort down 0 ] 0 0
Background down o o 0 o
Voice down o o o 0
Video down 0 ] 0 0

wlan0:vap2 Best Effort down 0 (1] 0 0
Background down 0 1] 0 0
Voice daown o 0 1] 0
Video down 0 0 0 0

wlanO:vap3 Best Effort down 0 (i] 0 0
Background down 0 0 0 0
Voice down 0 1] 0 0

Onucanune Tabnuu, «AP Status» n «VAP Status»:

* Interface — nms nHTepdelica;

* Access Category — kateropusi goctyna (Voice, Video, Best Effort, Background);

+ Status — cocTosiHue ceccuy;

+ Active TS — KONMYECTBO TEKYLLUUX aKTUBHbIX NOTOKOB TpauKa;

« TS Clients — KONMYECTBO K/IMEHTOB;

* Medium Time Admitted — cpeHee Bpems, KOTOpoe NOTOK Tpadiuka 3aHMMaEeT cpeay nepefayu;
* Medium Time Unallocated — cpeaHee BpeMsi NPOCTOS NOMOCHI B IaHHOWN KaTeropuu.
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Radio
wlan0
wilan0
wlan0
wilan0
wlanl
wlanl
wlani

wlani

Transmit

Interface Total Voice Packets Total Voice Bytes Total Video Packets Total Video Bytes Total Best Effort Packets Total Best Effort Bytes Total Background Packets Total Background Bytes
wlan0:vapl
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vapd
wlan0:vap5
wlan0:vap6
wlan0:vap?
wlan0:vap8
wlanO:vaps 0
wlan0:vapl0 0
wlan0:vapll 0
wlanO:vapl2 0
wlan0:vapl3 0
wlanO:vapld 0
wlan0:vapl5 0
wlanl:vapd 0

wlanl:vapl 0O

Access Category Total Packets Total Bytes
Best Effort
Background
Voice

Video

Best Effort
Background

Voice

o 2 2 o @ o a o
o 2 o o o o o

Video o

o o 1] o 0 o

o 2 o2 o o o e o

2 o o o 2@ 0 2@ 0 @ 0 8 o 8 o a o a o
o 0 Q2 o Q0 0 90 0 092 000000 0
2 o o o @ 0 &8 0 @ © @ o 2@ o 2 o o
0 0 Q0 0 © 0 2 0 O 0 o0 Qo0 o0 0
o 2o 2 o e 0 82 0 2 2 8 90 2 0 8 o o
o o0 0 0 8 0 8 o0 oo o0 80 00 0
[=J = T = T = = T T = Y = Y = T = Y = Y = T = = R = A = R =

Onucanne Tabnuy, «Transmit»:

Radio — nms pagmounHTepdeiica;

Access Category — kateropusi goctyna (Voice, Video, Best Effort, Background);

Total Packets — obLiee KOIM4ecTBO NakeToB AaHHOW KaTeropumn AoCTyna, OTNPaB/IeHHbIX
pagnonHTepdgencowm;

Total Bytes — o6LLlee KOnmMyecTso 6aiiT aHHON KaTeropmm goCTyna, OTNPaB/iEHHbIX pagnonHTepdgelicom;
Interface — HOMep BUPTYasIbHOM TOYKN AOCTYNa;

Total Voice Packets — obuiee KonmyecTBO nakeToB kateropumn Voice, oTnpaBneHHbIX ¢ AaHHon VAP;
Total Voice Bytes — o6Luee KonnmyecTBo 6aiiT kateropum Voice, 0TnpaB/ieHHbIX ¢ gaHHon VAP;

Total Video Packets — ob6lliee Konn4yecTBo naketoB kaTeropun Video, oTnpaBneHHbIX ¢ gaHHoW VAP;
Total Video Bytes — obuwiee konmyecTBo 6anTt kateropun Video, otTnpaBneHHbIX ¢ gaHHon VAP;

Total Best Effort Packets — obLiee KonM4ecTBO NakeToB kateropun Best Effort, oTnpaBneHHbIX ¢ gaHHO
VAP,

Total Best Effort Bytes — obLyee konnuecTtBo 6aiiT kateropum Best Effort, oTnpaBneHHbix ¢ gaHHon VAP;
Total Background Packets — ob6liiee KonM4ecTBO NakeToB kaTeropun Background, oTnpaBneHHbIx ¢
AaHHon VAP;

Total Background Bytes — obLyee konnuecTBo 6aiiT kateropum Background, oTnpaBneHHbIx ¢ faHHO
VAP.
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ac

Receive
Radio

wlan0
wland
wlan0
wland
wlanl
wlanl
wlanl

wlani

wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vap4
wlan0:vap5
wlan0:vapt
wlan0:vap/
wlan0:vapd
wlan0:vap9
wlanD:vapl0 0
wlan0:vapll 0
wlan0:vapl2 0
wlan0:vapl3 0
wlan0:vapld 0
wlan0:vapl5 0
wlanl:vapld 0

wlanl:vapl 0

A Ci ¥ Total
Best Effort
Background
Voice

Video

Best Effort
Background

Voice

o o o o 8 @ o o

Video

Interface Total Voice Packets Total Voice Bytes

wilan0:vapl

o 2 o 2 2 e o o o

=
2 o o o @ 0 2@ 20 8 @ & o 0 o o o a o

Total Bytes

o 2 2 o 2 o 2 o

Total Video Packets Total Video Bytes Total Best Effort Packets Total Best Effort Bytes Total Background Packets Total Background Bytes
L] 0 i} 1] o

o 0 2 2 2 0 2 2 2 2 0 0 0 o e o8 o
2 o @ o 2@ 0 2 2 @ @ 8 o o o o o o
o 0 2 0 e o0 00 0060000 000
0 0 2 Q 2 Q0 2@ 0 0 0 Q00 0 0 00
(=T == T R = R = I = T = T = = T = T = = R ==}
(== B = T = TR = e R = T = Y = TR = T = R = T = R = R = Y =

OnucaHune Tabnuy, «Receive»:

Radio — nvs pagmounHTepdeiica;
Access Category — kateropus goctyna (Voice, Video, Best Effort, Background);
Total Packets — obLiee KO/IM4eCcTBO NakeToB AAHHOW KaTeropum AoCTyna, MPUHATLIX

paavouHTepdeincom;

Total Bytes — o6LLee KO/M4yecTBO 6aiT aHHON KaTeropuv AOCTyna, NPUHATLIX paavonHTepencom;
Interface — HoOmMep BUPTyasibHOI TOYKM [OCTYNa;;

Total Voice Packets — o6Lee Ko/iM4ecTBO NakeToB kateropum Voice, NPUHATBLIX Ha faHHon VAP,
Total Voice Bytes — o6Luee KonmyecTso 6aiT kareropuu Voice, NPUHATLIX Ha AaHHOW VAP;

Total Video Packets — obLee konnyecTBo nakeTos kareropuu Video, NpuHATLIX Ha gaHHoN VAP;
Total Video Bytes — obwee konuyecTBo 6ant kareropuu Video, NpuHATbIX Ha AaHHOW VAP,

Total Best Effort Packets — obLiee KonnyecTBo nakeToB kateropuv Best Effort, npuHATbIX Ha gaHHO

VAP;

Total Best Effort Bytes —

obLee konnyecTBo 6aiiT kateropumn Best Effort, npuHaTbix Ha gaHHoi VAP;

Total Background Packets — o6LLee KonmyecTso naketos Kateropun Background, NpMHATBLIX HA flaHHOM

VAP;
Total Background Bytes

- obLee konnyecTBo 6ainT kateropmmn Background, npuHaTbIx Ha AaHHOW VAP.

[na o6HOBNEHNs NHOPMALIMKN HA CTPaHWLE HaxkMuTe KHOMKY «Refresh».
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4.4.9 ToameHto «TSPEC AP Statistics»

B nogmeHto «TSPEC AP Statistics» oTo6paxaeTcsa ctatucTvka no KonnmyecTsy nepefaHHoro/nosy4eHHoro
MOTOKOB Tpadomka pa3nnuHbix kateropuii (Voice, Video, Best Effort, Background).

View TSPEC AP Statistics

Click "Refresh™ button to refresh the page.
Refresh
TSPEC Statistics Summary for Voice ACM
Total Voice TS Accepted

Total Woice TS Rejected 0

TSPEC Statistics Summary for Video ACM
Total Video TS Accepted 0
Totzl Video TS Rejects

TSPEC Statistics Summary for Best Effort ACM

Total Best Effort TS Accepted 0
Totzl Best Effort TS Rejected 0
TSPEC Statistics Summary for Background ACM
Total Backaround TS Accepted

Totzl Backaround TS Rejected 0

« TSPEC Statistics Summary for Voice ACM - o6lLiee KonniectBo NpuHATbIX (Accepted) 1 OTKTOHEHHbIX
(Rejected) notokoB Tpadomka kateropum Voice;

« TSPEC Statistics Summary for Video ACM — obuiee konmuecTBo NpuHsTbiX (Accepted) 1 OTKIOHEHHbIX
(Rejected) notokoB Tpadmka kateropum Video;

« TSPEC Statistics Summary for Best Effort ACM - o6luee KonniectBo NpuHATbIX (Accepted) 1
OTK/IoHeHHbIX (Rejected) noTokoB Tpadovka kateropun Best Effort;

« TSPEC Statistics Summary for Background ACM — o6Liee KonuuyecTBo NpuHsTbIX (Accepted) un
OTK/IOHeHHbIX (Rejected) noTokoB Tpadhmka kateropumn Background.

[na 06HOBNEHNUS HChOpPMaLMKN Ha CTPaHMLE HaxkMuTe KHOMKy «Refreshy.
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4.4.10 MopgmeHto «Radio Statistics»

B nogmeHio «Radio Statistics» oTo6paxaeTca nogpobHasa nHgopmauus 0 naketax u 6arvitax, nepefaHHbIx/
NosTy4YeHHbIX MO 6ecnpoBOgHOMY MHTephelicy.

View Radio Statistics
Click "Refresh™ button to refresh the page.

Refresh

Radic  ® gradis 1 Radic 2

WLAM Packets Received: 2061  WLAN Bytes Received: 335727
WLAM Packets Transmitted: 10205 WLAN Bytes Transmitted: 3385531
WLAM Packets Receive Dropped: 0O WLAN Bytes Receive Dropped: 0O
WLAM Packets Transmit Dropped: 0 WLAN Bytes Transmit Dropped: 0
Fragments Received: 0 Fragments Transmitted: 0
Multicast Frames Received: 23 Multicast Frames Transmitted: 6138
Duplicate Frame Count: 13135 Failed Transmit Count: 313
Tran=mit Retry Count: 1066  Multiple Retry Count: 591
RTS Success Count: 1557 RTS Failure Count: avaz
ACHK Failure Count: 4521 FCS Error Count: 31037
Transmitted Frame Count: 3055 WEF Undecryptable Count: 0

BbicTaBuTe donar y HaumeHoBaHusl pagnonHTepdeiica Radio 1 unm Radio 2, no koTopoMy HEOGX0AMMO
BbIBECTU NOAPOGHYI0 MHGOPMALMIO:

WLAN Packets Received — obuiee KOM4ecTBO NAaKeTOB NO/YYEHHbIX TOUKOM A0CTYyNa Yepe3 AaHHbIl
pagnonHTepdgelic;

WLAN Bytes Received — ob6LLiee KoNn4ecTBo 6aiiT No/y4YeHHbIX TOYKOM A0CTyNa Yepes AaHHbIN
pagnonHTepdgelic;

WLAN Packets Transmitted — o6Liiee KonM4ecTBO NakeToB NepeaaHHbIX TOUKOW A0CTyna Yepes AaHHbll
pagnonHTepdgelic;

WLAN Bytes Transmitted — obuee KOmMyYecTBO 6aiT nepeaaHHbIX TOUKOW A0CTyna Yepes AaHHbli
pagnonHTepdgelic;

WLAN Packets Receive Dropped — Konn4yecTBo NakeToB, NOIyYeHHbIX TOYKOW A0CTyna Yepes AaHHbll
pagnovHTepdelic, KoTopble 6bi/IM OTOPOLLEHbI;

WLAN Bytes Receive Dropped — KONM4ecTBO 6aiT, NoNyyYeHHbIX TOUKOM A0CTyna Yyepes AaHHbli
pagnovHTepdelic, KoTopble 6bi/IM OTOPOLLEHbI;

WLAN Packets Transmit Dropped — KONM4eCcTBO NaKeTOB, NepefaHHbIX TOUKO A0CTyNa Yepe3 AaHHbIi
pagnonHTepdelic, KoTopble 6bl/M OTOPOLLEHbI;

WLAN Bytes Transmit Dropped — Konn4yecTBO 6aiiT, nepeaaHHbIX TOUKOM A0CTyna Yepes AaHHbll
pagnovHTepdelic, KoTopble 6bi/IM OTOPOLLEHbI;

Fragments Received — KONIM4YECTBO NOSyYEHHbIX (hparMeHTOB NaKeTOB;

Fragments Transmitted — KonM4ecTBO NepegaHHbIX hparMeHTOB NAKETOB;

Multicast Frames Received — KONMYeCTBO NO/yYEHHbIX KaApOB MY/IbTUKACT;

Multicast Frames Transmitted — Konn4ecTBO NepeaaHHbIX KagpoB My/bTUKACT;

Duplicate Frame Count — konn4ecTBO Ay6MpYyHOLLMX Kafpos;

Failed Transmit Count — KONMY4ECTBO He NepefaHHbIX NaKeToOB 13-3a OLLUNOKMY;

Transmit Retry Count — KONnM4eCcTBO NOBTOPHO OTNPAaB/IEHHbIX NaKeTOB;

Multiple Retry Count — kONM4eCTBO NaKeTOB NepeoTnpaBsieMbIX HECKO/IbKO pas;

RTS Success Count — KONMYECTBO NaKETOB NOATBEPXAEHNSA O TOTOBHOCTY NpUHUMaTh Tpadmk(CTS);
RTS Failure Count — KONiM4ecTBO NAKETOB Ha KOTOPbIE HE MPULL/IN NOATBEPXAEHMSA O TOTOBHOCTY Ha
npuem(CTS);
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ACK Failure Count — KONIM4ECTBO NAKETOB Ha KOTOPbIE HE MPULLAN MOATBEPXKAEHMSA O YCNELLUHOM
npueme(ACK);

* FCS Error Count — Konn4ecTBO KaapOB He NMpoLueALnx NpoBEPKY KOHTPOIbHON CyMMbI;

+ Transmitted Frame Count — KO/IM4ECTBO YCMEeLHO NepeaaHHbIX Kaapos;

« WEP Undecryptable Count — konn4ecTBO NakeToB, KOTOpble He yaanocb pacwmdgposatb (WEP).

[N 06HOBNEHMA MHPOPMALMK Ha CTpaHULEe HaxkMUTe KHOMKy «Refresh».

4.411 MopmeHto «<Email Alert Status»

B nogmeHto «<Email Alert Status» nprBoanTcs MHpopmaLya 06 OTNPABEHHbIX MO 3/IEKTPOHHOI NouTe
COO0O6LLEHMSIX, CTEHEPVPOBAHHBIX HA OCHOBE XypHana CobbITuiA.

HacTponTb 0TNpaBKy CO06LLEHNI MOXHO B nogMeHto «Email Alert», pacnonoxeHHoM B MeHi0 «Services».

Email Alert Operational Status.

Click "Refresh™ button to refresh the page.
Refresh

Ernail Alert Status s up
Mumber of Email Sent v 249
Number of Email Failed : 1

Time Since Last Email Sent : Tue Apr 20 10:53:42 2021

* Email Alert Status — ctatyc pab0oTbl ONOBELLEHUSA MO 3/IEKTPOHHOI NoYTe 0 paboTe yCTpolicTBa:
* Up — onoBseLLeHne BK/THOUEHO;
« Down - onoBeLLeHVe BbIK/THOYEHO.
Number of Email Sent — 06L1ee KO/IMYeCTBO COOBLLEHWNIA, OTNPABNEHHbIX HA AAHHbIA MOMEHT;
Number of Email Failed — 06L1ee Ko/iM4ecTBO COOBLLEHWIA, KOTOPbIE ObIIN NOTEPSIHDI, HA AaHHbIN
MOMEHT;

+ Time Since Last Email Sent — pata n Bpems OTnpaBkun NOCAEAHEro CoOobLIEHMS.

[na o6HOBNEHNs nHOPMaLIMKN HA CTPaHWLE HaxkKMuTe KHOMKY «Refresh».
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4.5 MeHo «Manage»

4.5.1 MopameHto «Ethernet Settings»

B nogmeHto «Ethernet Settings» BbINONHAOTCA ceTeBble HACTPOWKM YCTPOIACTBA.

Modify Ethernet (Wired) settings

Hostname WOP-2ac (Range : 1 - 63 characters)

Internal Interface Settings

MAC Address A8:F9:4B:B7:ED:60

Management VLAN ID 1 (Range: 1 - 4094, Default: 1)
Untagged VLAN ® Enabled Disabled

Untagged VLAN ID 1 (Range: 1 - 4094, Default: 1)
Connection Type DHCP A

Static IP Address 192 . [168 .1 . |10
Subnet Mask 255 . [255 .|1255 -0

Default Gateway 192 . 1168 L1 . |254

DNS Nameservers ® Dynamic Manual

Click "Update" to save the new settings.
Update

+ Hostname — ceTeBoe uMs ycTpoincTea. MoxeT cogepxatb OT 1 40 63 CMMBO/IOB 1 COCTOATb U3:
NaTUHCKMX 3arnaBHbIX 1 CTPOYHBIX BYKB, LMdp, 3HaKa aedumc «-» (06paTuTe BHUMaHMWE, 4To Aedunc He
MOXET 6bITb NOCNEAHNM CMBOSIOM B CETEBOM MMEHM YCTpOiicTBa!);

+ MAC Address — MAC-agpec Ethernet-untepdeiica ycTpolicTsa;

* Management VLAN ID — naeHTudmkatop VLAN, ncnonb3yemslii on1s goctyna K ycTpoicTy. MpuHumaet
3HadeHna ot 1 go 4094. Mo ymonyaHuio — T,

+ Untagged VLAN - nepeBecTtu LAN-nopTbl B access-pexum, B KoTopom gobasnsercsa VLAN-Ter gns
BXOASALLEr0 HETEMNMPOBAHHOIO Tpaduka 1 cHUMaeTcs yctaHoBneHHbI VLAN-Ter ¢ ncxogsawero:

+ Enabled - BkntounTb access-pexum LAN-nopTos;

+ Disabled — BbikntounTh access-pexvm LAN-NopTos;

+ Untagged VLAN ID - ngeHtudpmkatop VLAN, KoTopbIil 6yAeT Ha3HauyeH HeTermpoBaHHOMY Tpadginky,
nocTynawLemMy Ha YCTPONCTBO, U CHAT C UcxogsLLero Tpaduka. NpuHumaeT 3HadeHus ot 1 go 4094. Mo
ymonyaHumo — 1;

+ Connection Type — BbI6Op cnocoba ycTaHOBKM IP-afpeca Ha ynpasnstoLem nHtepderice, no KOTOpomy
6yaeT ocyuiecTBnAaTbea nogxntodeHne WAN-uHTepdelica ycTpolicTBa K CeTU npefocTaBneHuns yenyr
nposangepa:

+ DHCP - pexxum paboThl, Npu koTopoM IP-agpec, macka nogcetn, agpec DNS-cepsepa, LWt03 no
YMOIYaHUIO 1 Apyrve napameTpbl, Heobxoanmble Ans paboTtbl B ceTu, byayT nony4veHsl ot DHCP-
cepBepa aBTOMaTU4ecKy;

+ Static IP — pexum paboTbl, pn KoTopom IP-agpec n Bce HeobxoauMmble ceTeBble NapaMeTpbl Ha
WAN-uHTepdelic HazHavatoTca ctaTuyecku. MNpu Bbibope Tuna «Static IP» ansa pegaktnposaHus
CTaHyT OOCTYMHbI CneyroLme napameTpbl:

« Static IP Address — IP-agpec ycTpoiicTBa B CETU NpoBaliigepa;
+ Subnet Mask — macka BHeLUHel noaceTy;
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+ Default Gateway — |IP-agpec, Ha KOTOpbIil OTNPaBASETCA NAKET, eCW AN1S HETo He HalifeH
MapLUpyT B Tabnuue mapLupytmsauum;
« DNS Nameservers — afipeca cepBepOoB AOMEHHbIX UMEH (MCMOb3YOTCS A5 onpeaeneHns
IP-agpeca ycTpoiicTBa No ero JOMEHHOMY UMEHM):
* Dynamic — 6yayT ncnonb3oBaHbl DNS-cepBepa, nonyyeHHsle no DHCP;
* Manual — Heobxoammo ykasaTb DNS-cepBepa Bpy4Hyto.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.2 MNMopgmeHo «Management IPv6»

B nogmeHto «kManagement IPv6» BbINo/HAETCA HAcCTpoiika KoHurypauum IPve-agpeca gnia goctyna K
ynpasneHnto YyCTPOCTBOM.

Modify Management IPvé
Management IPV6
IPv6 Connection Type DHCPvE v
IPvE Admin Mode Enzbled ® Disablad
IPv6 Auto Config Admin Mode Enabled '® Disabled
Static IPv6 Address i (30300 1 000C XK T I0O0NK S 00X XNAK L XKKK )
Static IPv6 Address Prefix Length 0 (Range: 0 - 128, Default: 0)

Static IPve Address Status
IPvE Autoconfigured Glebal Addresses
IPvE Link Local Address

Default IPvE Gateway i (00000 OO0 OO0 00 X000 X000 )
IPvE DNS Nameservers % Dynamic Manual
(o000 00K X IO L XXX XK LXK )

(XXXXZ}{XXX: SRR RO T OO O O }(}{)()(}

Click "Update™ to save the new settings.
Update

« IPv6 Connection Type — BbI6Op UCNOMb30BaHUsS cTaTuueckoro IPv6-aapeca ycTpoiicta (Static IPv6) unu
AnHamuyeckoro (DHCPv6);
+ IPv6 Admin Mode — gocTyn K yCTpOICTBY No npotokony IPv6:
« Enable — pocTyn paspelleH;
+ Disable — pocTyn 3anpeLuieH,;
* IPv6 Auto Config Admin Mode — pexum aBToKoHurypupoBaHus IPvé-aapeca:
+ Enable — ncnonb3syertcs;
+ Disable — He ncnonb3yeTcs.

Mpwn yctaHoBke Tuna «Static IPv6» B napametpe« IPv6 Connection Type» ona penakTmpoBaHus CTaHOBATCSA
AOCTYNHbIMW CeaytoLme napameTpsbl:

« Static IPv6 Address — ctatuyeckuii IPvb-agpec yctpoiicTBa. Touka AocTyna MOXeT UMEeTb CTaTuyeckuii
IPv6-agpec, naxe ecnv agpeca yxe Obl1n HACTPOeHbl aBTomaTnyeckn yepes «Auto Config;
« Static IPv6 Address Prefix Length — npedkc ctatudeckoro IPv6-aapeca. MpuHumaet 3HaveHme ot 0 Ao
128. Mo ymonuaHuio — 0;
« Static IPv6 Address Status — npocmoTp paboyero cratyca ctaTuiyeckn ckoHdurypmpoBaHHoro IPvé-
agpeca, NpUHUMAET 3HAYEHNS:
+ Operational — TeKyL1ii AeACTBYOLLNIA;
+ Tentative — pe3epBHbIil.
* IPv6 Autoconfigured global Addresses — cnucok aencTsytouimx IPv6-aapecoB Ha yCTPONCTBE;
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* IPv6 Link Local Address — nokanbHblin IPv6-agpec, yctaHoBNeHHbI Ha LAN-nHTepdeiice. [laHHbln agpec
He KOHJIUIyprpyeTca 1 Ha3HaYaeTca aBToMaTUyeCcKy;
* Default IPv6 Gateway — w03 no ymonyaxuto gns IPve;
+ IPV6 DNS Nameservers — agpeca cepBepoB AOMEeHHbIX UMEH (MCnonb3ytoTcs Ans onpeaenexus IP-
ajpeca ycTpoiicTea no ero JOMeHHOMY UMEHN):
* Dynamic — 6yayT ncnonb3oBaHbl DNS-cepBepa, nonyyeHHsle no DHCP;
* Manual — Heobxoammo ykasaTb DNS-cepBepa Bpy4Hyto.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb

HaxkmuTe kHomnky «Update».

4.5.3 MoameHto «IPv6 Tunnel»

B nogmeHto «IPv6 Tunnel» BbiNO/IHAETCS HAcTpoiika TyHHenMpoBaHus IPv6 BHyTpu IPv4. Vicnonb3yeTcsa
npoTokon ISATAP (Intra-Site Automatic Tunnel Addressing Protocol — npoTokon BHyTpucaiiToBOI agpecalui
TyHHenel4). Mo npoTokony ISATAP BbinonHseTcst uHkancynsums IPve-naketos B IPv4-nakeTbl Ans nepegayn no
¢ IPv4-cetun. Mopaepxka gaHHOro oyHKLMOHaNa Nno3BosieT YCTPOUCTBY yCTaHaBMBaTh CBA3b C yAa/IeHHbIMU

IPve-xocTamu.

Modify IPv6 Tunnel Settings

IPv6 Tunnel

ISATAP Status Enabled '® Disabled
ISATAP Capable Host izatap

ISATAP Query Interval 120 sec. (Range: 120-
ISATAP Solicitation Interva 120 sec. (Range: 120-
ISATAP IPwE Link Local Address

ISATAP IPvE Global Address

Click "Update™ to save the new settings.
Update

(w000 xxx [ Hostname max 253 characters, Default: izatap)
3600, Default: 120)
3600, Default: 120)

ISATAP Status — pexum paboTbl npoTokona ISATAP:

* Enabled - pa3pelueHa paboTta no npotokony ISATAP;
+ Disabled — 3anpelieHa pa6oTta no npotokony ISATAP.
+ ISATAP Capable Host — IP-agpec nnn DNS-ums mapupytusatopa ISATAP. 3HaueHne No yMoN4aHuto -

isatap;

+ ISATAP Query Interval — nutepsan BpemeHun mexay DNS-3anpocamu. MprHumaeT 3HaveHne ot 120 go

3600 cekyHpg. Mo ymonuaHuio — 120 cekyHg,

+ ISATAP Solicitation Interval — nHTepBan BpeMeHn mexay CoobLeHNs MM onpoca MapLupyTulartopa
ISATAP. MpuHumaet 3HaveHns ot 120 go 3600 cekyHA. o ymonyanuio — 120 cekyHp;

« ISATAP IPv6 Link Local Address — nokanbHblii IPv6-aapec yCcTpoicTBa;

« ISATAP IPv6 Global Address — rnobanbHbliin IPv6-agpec ycTpoiicTBa.

4.5.4 TMopmeHto «Wireless Settings»

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaxkMuTe KHonky «Update».

B nogmeHto «Wireless Settings» BbInonHATCA HAcCTpolikn 6ecnposogHoii Wi-Fi ceTn. YCTpoicTBo umeer 2
He3aBNCUMbIX PU3MYECKNX paanorHTepdeiica, Kaxkapblii U3 KOTOPbIX paboTaeT B CBOEM peXume 1 guanas3oHe.
Radio 1 pa6otaet B gnanasoHe 5 'y, Radio 2 B gvanasoHe 2.4 .

B npeacTaBneHHOM pasfesie MeHo NpUBOAMTCS pasfernbHasi HacTpoika Anst Kaxkaoro pagvonHTepdeiica.
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Modify wireless settings
Country Russia i
Transmit Power Control Oon v
TSPEC Violation Interval 300 (Sec, Range: 0 - 900, 0 Disables)
Global Isolation v/
Radio Interface *) on Off
MAC Address EQ:D9:E3:7B:70:00
Mode IEEE 802.11a/n/ac ¥
Channel Auto hd
Airtime Fairness * on OFf
FEBWA on ‘& off
Extended Channels on ‘% off
Radio Interface 2 *) on Off
MAC Address EQ:D9:E3:7B:70:10
Mode IEEE 802.11b/g/n hd
Channel Auto hd
Airtime Fairness * on OFF
Click "Update” to save the new settings.
Update

Country — Ha3BaHWe CTpaHbl, B KOTOpPOIi paboTaeT Touka AocTyna. B 3aBMCMMOCTM OT yKa3aHHOTo
3HauYeHus1 ByayT NPYMEHEHbI OrpaHNYeHus K MosI0ce YacToT U MOLLIHOCTY NepeaaTunka, Kotopble
AECTBYIOT B laHHOI cTpaHe. OT YCTaHOB/IEHHOM CTpaHbl 3aBUCUT CNUCOK AOCTYMHbIX YAaCTOTHbIX
KaHas10B, UTO B/INSIET HA aBTOMaTMUYECKWiA BbIGOp KaHana B pexumve Channel = Auto. Ecnv knneHTckoe
060pyi0BaHVe IMLEH3VMPOBAHO AJ151 UCMO/Ib30BaHUS B APYrOM PerMoHe, BO3MOXHO, YCTaHOBUTL CBSI3b C
TOUKOIA AOCTyNa B TaKOM C/lyyae He yAacTcsi.

° Bbl60p HEMPaBW/1IbHOIO pernoHa MOXeET NMPunBeCTn K npo6nemaM COBMECTUMOCTHU C Ppa3HbIMUA
KTMEHTCKNMU yCTpOI7ICTB8.MI/I.

Transmit Power Control — HacTpoiika pexuma orpaHuyeHns napametpa Transmit Power Limit:
* On — makcumanbHoe 3HadeHne SVINM orpaHnymMBaeTca B COOTBETCTBUN C 3aKOHOA4ATE/IbCTBOM
P® 1 He npeBbiwaeT 100 MBT (16 ABM 13nyyaemoii nepeaaTynkom MOLWHOCTY 415 AvanasoHa
2.4TTu, 19 gBM nsnyyaemoii nepeaaT4NKom MoWHOCTM — Ansa 5 Iru).
+ Off — MmakcumasnibHoe 3HaueHne 3VINM orpaHnumMBaeTCcs PU3NYECKMMUN XapakTepUCcTMKamm
nepegaruvka [ns scex yctpoincteB WOP-2ac, makcumasibHoe 3HaveHne VM gna gnanasoHa 2.4
Iy - 18 gbm, pna guanasoHa 5Ty — 21 gbm.
TSPEC Violation Interval — nHTepBan BpeMeHM B CEKyHAaX, 3a KOTOPbI/ TOYKa AocTyna AO/MKHA
COO06LLMTL Yepes XypHan cobbiTuii unn nocpegctsoMm SNMP-trap 0 npycoeguHEHHbIX KNNeHTax,
KoTOpble He NogaepXmBatoT 0bsa3artefibHble npoueaypbl gonycka. NMpuHumaet 3HadeHne ot 0 go 900
cekyHg. Mo ymonuanuto - 300 cekyHg,;
Global Isolation — npy ycTaHOBNEHHOM (hriare BK/IOYEHa M301AUMsA Tpaduka Mexay KNneHTamu pasHbIxX
VAP n pasHbIX pagnonHTepgencos;
Radio Interface — cocTosiHne pagvnouHTepdeiica:
+ On — Npu yCTaHOB/IEHHOM chnare pagnMovHTepdIec akTUBEH;
+ Off — npn ycTaHOBNEHHOM (hnare pagvovHTepdenc BbIK/HOUEH.
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* MAC Address — MAC-agpec pagnonHTepdeiica;

* Mode — BbiGOp pexnma paboTbl 6ecnpoBogHOro nHTepdelica cornacHo ctaHgaptam IEEE 802.11;

+ Channel - Homep KaHana gnsa paboTbl 6ecnpoBoAHON ceTu. MNpu BbiGope 3HaYeHUs «auto»
aBTOMaTU4YeCcKn onpeaenseTcs KaHaa ¢ MeHbLUMM YPOBHEM MOMEX;

+ Airtime Fairness — pyHKUMs 3OMPHON pagmofoCTyMHOCTH:

+ On — nNpu ycTaHOB/IEHHOM ¢hnare (pyHKUMA akTuBHA. DUpHOE BpEMSA paBHOMEPHO
pacnpegenserca Mexay nonb3osarensamu;
+ Off — oyHKUMA BbIK/IOYEHA.

* FBWA — nponpveTtapHas TeXHO/10ru1s, No3BO/IA0Wasa BbloMpaTtb ANns npyemMa v nepegayn gaHHbIX
LEHTpaU/IbHYI0 4YacToTy, a He YCTaHOB/EHHbI kaHas no ctaHaapTam IEEE 802.11. Mo ctaHgaptam IEEE
802.11 management 1 data Tpadmk MOXeT 1CNONb30BaTb Pa3Hyo LEHTPasIbHY0 YacToTy (aKTyaslbHO
TONBbKO NPU MCMOIb30BaHUM WNPUHBLI KaHana 40/80 MIw).

+ On — TEXHONOTUA BK/IOYEHS;
+ Off — TexHonorus BbIKNOYEHA.
*+ Extended Channels - npu BKNHOYEHUM JAHHOTO NapamMeTpa, CTaHOBATCA AOCTYNHbI A1 Bbibopa 4acToThbl C

warom B 10 MI'y, ecnu B HACTpOiikax paanonHTepdeiica BbICTaBMEHO 3HAUYEHME LUMPYIHBI KaHana
(Channel Bandwidth) 20 MTI'w;

* On — BKJ/THOYEHO;
 Off — BbIK/QYEHO.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.5 MopmeHto «Radio»

B nogmeHto «Radio» BbINOMHATCA paclumMpeHHble HacTpoliku 6ecnposogHoit Wi-Fi cetn ans kaxgoro
pagnovHTepdelica.

Modify radio settings
Radio

Status @ on () OfF

Mode |IEEE 802.11a/n/ac v

Channel |AJt0 V|
Channel Update Period

Limit Channels
Channel| 36 |40 | 44 |48 | 52 | 56 |60 | 64 |132(136|140(144(149(153|157|161| Al

Use Oogooono|olo

Channel Bandwidth

Primary Channe

Transmit Power Limit (dBm, Range: 10 - 19)
Transmit Chain Al A2

Advanced Settings

TSPEC Settings

Click "Update” to save the new settings.
| Update |
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Radio — Bbl6op 6ecnpoBogHoro Wi-Fi nHtepdpeiica. Radio 1 pabotaet B gnanasoHe 5 'y, Radio 2
paboTaeT B gnanasoHe 2.4 T,
Status — cocTosiHne koHdpurypupyemoro Wi-Fi nHTepdoeiica:
+ On - npu yctaHosnieHHoM chnare Wi-Fi nHTepdoelic BkoyeH;
+ Off — npn yctaHoBneHHoM chnare Wi-Fi nHTepcpeiic Bbik/oueH;
Mode - BbIGOp pexuma paboTbl 6eCcnpoBOAHOrO NHTEpdieica cornacHo ctaHgapTam IEEE 802.11:
+ [Ans Radio 1, pa6oTatowem B gnanasoHe 5 Mu;
*+ |EEE 802.77a — 4acTOTHbI gnana3oH 5 'y, MakcuMasibHas CKopocTb nepegayu 54 Mout/c;
* IEEE 802.171a/n/ac — 4acTOTHbIn AgnanasoH 5 'L, MakcumasibHasi ckopocTb nepegayun 1300
MéuT/c;
« IEEE 802.11n/ac — 4acTOTHbIN gnanas3oH 5 'y, MakcuManbHas ckopocTb nepegayun 1300
M6uT/c. BO3MOXHO NOAKNIOYEHME KIMEHTOB TOMBKO C NOAAEPXKKON cTaHaapTa IEEE
802.11n/ac;
+ [Ona Radio 2, paboTtatouwem B agnanasoHe 2.4 I'u;
* |EEE 802.11b/g — 4acTOTHbIN AnanasoH 2.4 ['Tu, MakcumasibHas cCKopocTb nepegayun 54
Méut/c;
*+ |EEE 802.11b/g/n — 4acTOTHbIN Anana3oH 2.4 Ty, MakcMasibHas ckopocTb nepegayn 450
MéuT/c;
* 2.4 Ghz IEEE 802.11n — 4acTOTHbIA Anana3oH 2.4 Ty, MakcMMasibHas CKOpoCTb nepesayu
450 M6uT/C. BO3MOXHO NOAK/OYEHNE K/TMEHTOB TO/IbKO C Noaaepxkoli ctaHaapta IEEE
802.11n;
Channel — BbI6Op pagvokaHana ansa pabotsl Wi-Fi uHTepdelica. MNpu Bbibope 3HaveHus «Auto»
aBTOMAaTMYECKMN ONpeaensieTcs 1 BbICTABNSAETCS HaMeHee 3allyM/IEHHbI KaHas (C yYETOM 3aaHHOTO
pervioHa), Ha KOTOPOM paboTaeT HaMMeHbLLEE KOIMYECTBO TOYEK AOCTYNa;
Channel Update Period — nepnopg BpeMeHu, Yepes KOTOpbIin 6yAeT NpoMCXoanTb aBTOBLIOOP
ONTUM&JIbHOTO KaHana;
Limit Channels — cnncok KaHas0B, U3 KOTOPbIX TOYKa AOCTYNa MOXeT BblibpaTb ONTUMasIbHbIV A/1A
paboTbl KaHaUu1 B pexnme «Autoy;
Channel Bandwidth - lwmprHa NOMOCbI NPOMYCKaHNS;
Primary Channel — napameTp MOXeT 6bITb M3MEHEH TONLKO Npw WnpuHe kaHana (Channel Bandwidth)
pasHoli 40 MI'y,. Kanan 40 MI'L, MOXHO cuMTaTb COCTOSALWMM U3 ABYX KaHanoB no 20 MIu, KoTopble
rpaHuyaTt B 4aCTOTHOM o6nactu. 911 ABa KaHasia no 20 MI'y, Ha3biBaloOT NEPBUYHLIM U BTOPUYHBIM
kaHanamu. NMepBUYHbIA KaHas ucnonblyetcs kaeHTammn ctaHaapTa IEEE 802.11n, koTopble
NoA4ePXMBAOT TOMbKO MOJI0CY nponyckaHua kaHasia 20 MIy;
* Upper — nepBuYHbIM KaHasiom 6yaeT BepxHuii kaHan 20 MMy B nonoce 40 My
* Lower — nepBMYHbIM KaHa/10M ByaeT HMmxHWUIA KaHan 20 MITy, B nonoce 40 MIu.
Transmit Power Limit — perynupoBka MOLHOCTK curHasia nepegatuvika Wi-Fi B gbm.
* [pwn BKIOYEHHOM pexume Transmit Power Control napameTp NpuHUMAaET 3HaYeHue:
*+ B AnanasoHe 2.4 Iy (Radio 2) - ot 8 go 16, no ymonyanuio — 16;
+ B AgnanasoHe 5y (Radio 1) - ot 1 go 19, no ymonuyaxuto — 19.

* TMpw oTKItO4EHHOM pexxume Transmit Power Control napameTp NpYHUMaeT 3HaYEHUS:
*+ B AnanasoHe 2.4 Iy (Radio 2) - ot 8 go 18, no ymonyanuio — 18;
+ B AgnanasoHe 5Ty (Radio 1) - ot 1 go 21, no ymonuaxuto - 21.

Transmit Chain — conarn akTMBHOCTW aHTeHH. Mpu ycTaHOBNEHHOM dhlare COOTBETCTBYIOWAA aHTEHHA
BKJ/TOYEHA.

© Knuentckue Wi-Fi ycTpoiicTBa MOryT He NoAAepXMBaTh HEKOTOPbIE YACTOTHbIE KaHaslbl. Ecin
HeT nHpopmMaLmm 0 KaHasax, Noa4epPXNBaeMbIX KNIMeHTaMy, PEKOMEHAYETCA Ha3HaYaTb
YyacToTHble KaHasbl 1-11 ana gvanasoHa 2.4 'y n 36-48 ana gnanasoHa 5 M.

© Mpwu ycTaHoBKe YacTOTHOrO KaHana u3 DFS-ananasoHa 52-144 sknoueHne nHtepdeiica Wi-Fi
NPOVCXoAnT Yepe3 T MUHYTY.
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UTo6bl NepeinTn K pacluMpeHHOMY CMMCKY NapaMeTPoB, HXKMUTE KHOMKY C N306paKeHneM CMMBOSA «+»
HanpoTtuB «Advanced settings»:

DBSS Comxisiance L

OFS Suppart L= L

Mulsicom.ain Requisiary Mode Enatie

Short Guard merval Supporied Mo w

STEC Mode BaRa W

Proteciian Aapn

Bancon imeresl 100 |{Msec, Rangs: 20 2000)

OBSS Coexistence — pexum aBTOMaTUYeCKO CMEHbI LWMPUHBLI KaHana ¢ 40 My, Ha 20 MI'y, npn
3arpy>XeHHOM pagunoadmpe:

+ On — Npu yCTaHOB/IEHHOM dh/1are PeXxunm BK/OYEH;

+ Off — npy ycTaHOBNEHHOM (priare pexvm BbIK/HOYEH;
DFS Support — mexaHu3m AnMHaMn4eckoro Bblbopa 4actoTbl. TpebyeT 0T 6eCNPOBOAHbLIX YCTPONCTB
CKaHMpoBaTb paanMoadnp n nsberaTb NCNOIb30BaHUS KaHa/10B, COBNAaZaloLLMX C KaHaslaMu, Ha KOTOPbIX
paboTalT pagnonokaumoHHble cuctemsl B 5 ML AvanasoHe. MNone 4OCTyNHO A8 pefakTMpoBaHus
TONbKO B HacTpolikax Radio 1, pa6oTatowiem B gnanasoHe 4actoT 5 Ty, MapameTp MOXeT NpuHUMaTb
3HaYeHUs:

+ On — Npu yCTaHOB/IEHHOM dhf1are NoA4epPXKKa MEXaHU3Ma BK/IOUEH];

+ Off — npn ycTaHOBNEHHOM (hriare nogaep)Xka MexaHu3ma BbIK/THYeHa,;
Multidomain Regulatory Mode — pexum nepegayn ycTpoincTBOM MHGOPMALUN O BbiICTaB/IEHHOM
pernoHe B cnyxebHbIX coobLeHnsx Beacon frame:

* Enable — pexum BKNHOYEH;

* Disable — pexvMm BbIK/OYEH,;
Short Guard Interval Supported — nogaepxka yKOPpOYEHHOT0 3alUTHOIO MHTEpPBasia. YMEHbLUEHMNE
3aLUMTHOro MHTepBasia yBesimumMBaeT NPOMyCKHYH CNOCOBHOCTL. [lone AOCTYNHO A4/18 pefakTMpoBaHus,
NPV YC/I0BUM, YTO BblOpaHHbIA pexnm paboTbl paanonHtepdenca BkoyaeT B cebs ctaHaapT IEEE
802.11n. MapamMeTp MOXET NPUHMUMATb 3HAYEHUS:

+ Yes - Touka goctyna nepegaeT AaHHble, ncnonb3ys 400 HC 3alMTHBIA MHTepBas NPy 06LLEHUN C

KNMeHTaMu, KOTopble Takke NOAAEPXKMBAIOT KOPOTKMUIA 3alLMTHbIN NHTepBaUT,

+ No - Touka goctyna nepegaet gaHHble, ncnonb3ys 800 HC 3aLLUTHbIV UHTEepBaN;
STBC Mode — meTog, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOMO KOAMPOBAHWS, HaNpaBEeHHbIN Ha
NOBbILIEHNE HAAEXHOCTU Nepefayun faHHbIX. [one gocTynHO ANa pefakTMpoBaHus, Npy YCA0BUK, YTO
BblGpaHHbIi pexxnm paboTbl paanonHTepdelica BkNtovaeT B cebst ctaHaapT IEEE 802.11n. MapameTp
MOXET NPUHMMaTb 3HAYEHUS:

+ Yes - Touka gocTyna nepegaeT OAuH NOTOK AaHHbIX Yepe3 HECKO/IbKO aHTEHH,;

+ No — Touka gocTyna He nepefaet O4UH U TOT e NOTOK AaHHbIX Yepe3 HECKO/IbKO aHTEHH;
Protection — pexum paboTbl NpeoTBpaLLEHNA MEXCTaHUMOHHON UHTepepeHLmn:

+ Auto — pexum BK/IOYEH;

+ Off — pexxvM BbIK/IOYEH,;
Beacon Interval — nepnog NocbIsikK1n MasiukoBbIX hpeinmoB. Ppeiimbl nepeaatoTcsa Ans 06HapyXeHus
TOUKM gocTyna B achmpe. MapameTp npuHumaet 3HadeHne ot 20 go 2000 mc. Mo ymonyaHuio — 100 mc;
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DTIM Peiad [= [ (range: 1.2

Fragmenssan Thoeshaid |?| (Riange: 2562340, Even Numbers)
ATS Threshaid |?| [Range: 0-07337)

Mapdmum Stafions |?| [Rangs: 0-200)

VLAN List |—| A Aemave Ssisctsd

[Fange: 14094, 30 wian-ids ma)

Fixed Mullicasi Raie Sapn b=

Frame-bursi Suppaori Ol % | [Boosis Downsiream Throughoud]

DTIM Period — nHTepBas BpeMeHW nepes OTNPaBKoi curHana 6ecnpoBogHOMY KMEHTY, Haxo4saLwWwemycs
B CMALLEM pexnme, AN COOOLEHNS 0 TOM, YTO MakeT AaHHbIX OXUAaeT AoCTaBKu. [NapameTp npuHuMaeT
3HayeHuns ot 1 ot 255 mc. Mo ymonyaHuio — 2 Mc;

Fragmentation Threshold — nopor coparmeHTaumm dperima B 6aintax. MapameTp NPMHUMAET 3HAYEHUS OT
256 o1 2346. No ymonyaHuio — 2346;

RTS Threshold - yka3blBaeT unicno 6aiiT, yepes KOTOpoe NnocbliiaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET YYULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH0 NMPONYCKHYK CMNOCOOHOCTb
6ecnpoBogHoli ceTu. MNapameTp npuHuUmaeT 3HavyeHus ot 0 go 2347. Mo ymonyanuio — 2347,

Maximum Stations — MakCMasibHO AONYCTUMOE YMC/I0 NOAKNIYAEMbIX K pagMonHTepdIency KIMEeHTOB.
MapameTp npuHmMmaeTt 3HavyeHus oT 0 go 200. Mo ymonyaHuo — 200;

VLAN List — cnucok VLAN, paspeLueHHbIX /15 nepegayn B agomp (MCnonb3yeTcs COBMECTHO C PEXMMOM
VlanTrunk Ha VAP). HacTpoiika VLAN List ncnonb3yetcsi B TOM c/iyyae, eCnv B CTOPOHY K/TMEHTCKOIO
YCTpPOMCTBa HY>KHO nepegatb He oanH VLAN, a HecKonbko. HacTpoiika akTyanibHa Ans pexuma paboThbl
VAP - VlanTrunk. MakcumansHoe konnyectso VLAN, koTopoe MOXHO yka3aTb B crniucke — 20;

Fixed Multicast Rate — BbIGOP (PMKCMPOBAHHOWM CKOPOCTM Nepefayn My/sTUKaAcTOBOro Tpadmka. Mpu
Bbl6Ope 3HayeHusa «Auto» BbIGOP CKOPOCTU BbINOSTHAETCHA aBTOMaTUYeCKY;

Frame-burst Support — pexm, No3BONALLMIA YBENNUYATL MPONYCKHY CMOCOB6HOCTL A/1S1 HUCXOASLLETO
MOTOKa;

DHCP Replication an »
ARP Suppression an W
DHCP Snooping Mode

VHT NS52 MCS0-MCS9 (58.5 - 780 Mbps)
VHT NS52 MCS0-MCS8 (58.5 - 702 Mbps)
VHT N552 MCS0-MCS7 (58.5 - 585 Mbps)
VHT NS51 MCS0-MCS9 (29.3 - 390 Mbps)
VHT NS51 MC50-MCS8 (29.3 - 351 Mbps)
VHT NS51 MCS0-MCS7 (29.3 - 292.5 Mbps)

MCS Rate Set

Legacy Rate Sets

Rate (Mbps) s4lag|3s]24]18]12] 5| 5
Supported
Basic Olo0 O O

- Rate Limit 50

|_| Broadecast/Multicast Rate Limiting )

Rate Limit Burst| 75

VHT Features [}
TSPEC Settings
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« DHCP Replication — pennukauns DHCP-nakeToB B CTOPOHY K/MeHTa npu «on» — unicast, npu «off» —
broadcast;
+ ARP Suppression — mexaHn3M KoHBepTupoBaHus ARP-3anpocos 13 Broadcast B Unicast;
+ DHCP Snooping Mode — ynpasiieHvne noaMTukoin obpaboTtkun onuun 82:
* Ignore — Ha ToYKe [OCTyNa OTK/IYeHa 06paboTka onuun 82. 3HaYeHre No YMOMYaHWIo;
* Remove - Touka gocTyna yganset 3HadyeHue onuum 82;
* Replace - Touka gocTyna noAcTaBnseT Uan 3aMeHseT 3HaveHre onuumn 82. MNpu ycTaHOBKe
[aHHOTO 3HAYeHUsA CTaHOBATCA AOCTYMHbLIMU [/1A PeAaKTUPOBaHUA CneyroLme napameTpbl:
* DHCP Option 82 CID Format:
+ String — Touka goctyna meHset cogepxumoe Circuit-ID Ha 3HavyeHue, koTopoe
HacTpamBaeTca Bpy4Hyto B none «DHCP Option 82 CID String»;
* APMAC-SSID - Touka pgoctyna meHsieT cogepxumoe Circuit-ID Ha 3anvck Buga <MAC-
agpec Toukn goctyna>;<ums SSID, K KOTOPOMY MOAK/THOYEH KNINEHT>. 3HaYeHKe No
YMOTYaHUIO;
+ SSID - Touka goctyna meHset cogepxumoe Circuit-ID Ha nma SSID, k KoTopomy
MOAK/THOYEH K/INEHT.
* DHCP Option 82 CID String — 3Ha4yeHune oT 1 40 52 cMMBO/I0B, KOTOpPOe ByAeT nepegaBatbecs
B Circuit-ID B cnyvae, ecnu B napametpe «DHCP Option 82 CID Format» yka3aHo «String».
JlonyckatoTca TONbKO NaTUHCKME BYKBbI U LINIPBbI, 3HAKN «.», «-», «_»,

© Ecnu B napametpe «DHCP Option 82 CID Format» ycTaHOB/1IEHO 3HauYeHue «String»
npwu atom none «DHCP Option 82 CID String» octasiocb nycTbiM, TO TOYKa JoCTyna
o6ynet MmeHATb cogepxmmoe Circuit-ID Ha 3HavyeHue no ymonyaHuto: <kAPMAC-SSID».

* DHCP Option 82 RID Format:

+ String — TO4Ka JocTyna MeHsieT cogepxnmoe Remote-ID Ha 3HaveHune, koTopoe
HacTpaumBaeTca Bpy4Hyto B nosie «kDHCP Option 82 RID String»;

+ ClientMAC - Touka gocTtyna MeHsieT cogepxmmoe Remote-ID Ha MAC-agpec
K/IMEHTCKOrO YCTPONCTBA. 3HAYEHME N0 YMOMYaHWIO;

+ APMAC - Touka gocTtyna MeHsieT cogepxmmoe Remote-ID Ha cBoin MAC-agpec;

+ APdomain — Touka focTtyna MeHsieT cogepxxmmoe Remote-ID Ha umsa nocnegHero no
[epeBY AOMEHa, ykasaHHOro B napametpe AP-Location, nponucaHHoro B HacTpokax
YCTPOWCTBa;

+ DHCP Option 82 RID String — 3Ha4eHue oT 1 g0 63 CMMBOJ10B, KOTOpPOoe ByAeT nepefaBaTbCA
B Remote-ID B cnyyae, ecnu B napametpe «DHCP Option 82 RID Format» ykasaHo
«String». JonyckatoTCs TOMbKO NaTUHCKME BYKBbI N LINDPbI, 3HAKU «.», &=, «_».

© Ecnu B napametpe «DHCP Option 82 RID Format» ycTaHOB/IEHO 3HaYeHue «String» 1
npu atom none «DHCP Option 82 RID String» ocTtasnocb NycTbiM, TO TOYKa AocTyna
byneT MeHATb cogepxmmoe Remote-ID Ha 3HayeHne no ymonyaHuto: «ClientMAC».

+ DHCP Option 82 MAC Format — napameTp onpegenset oopMar Mak-apecoB, KOTopble
nepegatorcs B CID 1 RID. MOXeT npuHMMaTh 3HaYeHUS:
+ default - MAC-agpec nepegaetcsi B 06bIMHOM hopmare, TakoM Xe, Kak B Onuumu
"Client-Ethernet-Address" DHCP-naketa. B atom cnyvyae MAC-agpec, Kak npasuso,
NMeeT HWXHWUI perncTp 6ykB, a B kKayecTBe pasgenvTens BoicTynaer "', Hanpumep
"aa:bb:cc:dd:ee:ff". B nakeTte oH 6yaet nepegasatbcs B ASCIl-kogmpoBke. 3HaYeHne
N0 YMONYaHWIo;

* radius — MAC-agpec nepegaetcsa B RADIUS-chbopmarte. B aTom cnyyae Bce GyKBbl
nepeBoAsiTCA B BEPXHUIA PErMcTp, B KayecTBe pasgenntens Boictynaet "-". MNpumep:
"AA-BB-CC-DD-EE-FF". B nakeTe oH 6yaet nepegasatbcs B ASCII-kogmpoBke.

+ MCS Rate Set — BbI6Op NogfepX1BaeMbIX KaHa/IbHbIX CKOPOCTen 6ecnpoBOAHON Nepefayn faHHbIX,
onpegensembix cneundukaumamu ctaHgaprtos IEEE 802.11n/ac;
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Legacy Rate Sets — nogaepxuBaemMble 1 TpaHCAMPYEMbIE TOUKOM A0CTyna Habopbl KaHasIbHbIX
cKopocTei;
Broadcast/Multicast Rate Limit — npu ycTaHOB/IEHHOM ch/1are BbIMOIHAETCA OrpaHuyeHve nepegayv
LUMPOKOBeLLATENTbHOIO/My/bTUKACTOBOIO Tpadmka no 6ecnpoBogHoli ceTu. MNpu yctaHoBKe donara ans
pefakTMpPOBaHUA CTAHOBATCA AOCTYMHbLIMU CriefytoLwme noss:

* Rate Limit — nopor ckopocTu nepegayn gaHHbix, nak/c. No ymonyanuto — 50 nak/c.;

* Rate Limit Burst — MakcMMasibHOE 3Ha4YeHue BCrsiecka Tpadvka, nak/c. Mo ymonyaHuo — 75 nak/

C.

VHT Features — dpyHKUMS BKIOUYEHUS/BbIKIOYeHNUs nogaepxkm VHT ckopocTteit. PyHkuma VHT Bkaovaet
nognepxky 256QAM. Mogaepxusaetcs ana ctaHgapTa IEEE 802.11ac.

TSPEC Settings =
TSPEC Mode Off v
TSPEC Voice ACM Mode off v
TSPEC Voice ACM Limit | 20 | (Percent, Range: 0 - 90)
TSPEC Fbt Voice ACM Limit o | (Percent, Range: 0 - 90)
TSPEC Video ACM Mode off v
TSPEC Video ACM Limit 15 | (Percent, Range: 0 - 90)
TSPEC Fbt Video ACM Limit |o | (Percent, Range: 0 - 90)
TSPEC BE ACM Mode off v
TSPEC BE ACM Limit o | (Percent, Range: 0 - 90)
TSPEC BK ACM Mode off v
TSPEC BK ACM Limit o | (Percent, Range: 0 - 90)
TSPEC AP Inactivity Timeout | 30 |(Sec, Range: 0 - 120, 0 Disables)
TSPEC Station Inactivity Timeout |3CI |(Sec, Range: 0 - 120, 0 Disables)
TSPEC Legacy WMM Queue Map Mode Off
Click "Update™ to save the new settings.
Update

[na nepexoga K HacTpoiike napametpoB TSPEC, HaxXmMuTe KHOMKY C M306padkeHMeM CMMBO/A «+» HanpoTuB
«TSPEC Settings»:

TSPEC Mode - 8bI60p pexuma pabomsl TSPEC. Mo ymonyaHuio - off (Bbik/toueH). MoXeT npuHuMaThb
3HaYeHus:

+ On - Toyka gocTtyna obpabarbiBaeT Tspec-3anpockl OT KNEHTOB. VICNonb3ynTe 3Ty HAaCTPOWKY,
€Ccnn Touka goctyna obpabaTbiBaeT Tpadumk oT Q0S-COBMECTUMbIX YCTPOMCTB, TAKUX Kak
ceptudpmumpoBaHHble TenedoHbl Wi-Fi.

+ Off — TouKa gocTyna UrHopmpyeT Tspec-3anpockl OT KNIMEHTOB. VICNoNb3yiiTe 3Ty HACTPOliKy, ecnm
Bbl HE XOTUTE MCMNOMb30BaThb Tspec Ans Q0S-COBMECTUMbIX YCTPOCTB.

TSPEC Voice ACM Mode - pernameHTUpyeT 06s13aTesbHbIli KOHTPOsb Aonycka (ACM) ans kateropumu
ronocosoro Tpaduka (Voice). Mo ymonuanuio - off. MoxeT npuHUMaTh 3HaYEeHUS:

+ On — KIMEeHTY TpebyeTcs OTNPaBuTb 3anpoc K TOUKe A0CTyna nepes oTnpaskoin Unm nosyvyeHnem
noTokKa rofiocoBoro Tpadgmka Voice.

« Off — KNNEHT MOXeT OTNpPaB/ATb M Nosy4YaTb roN10COBOV Tpaduk Voice, He Tpebysa aonyckaemoi
Tspec; Touka gocTtyna urHopupyert 3anpocbl Voice Tspec OT K/IMEHTOB.

TSPEC Voice ACM Limit — onpenensieT npegen oobema Voice Tpaduka. NapameTp npuHUMaeT
3HadeHus ot 0 0o 90%. Mo ymonyaHuto - 20%.
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+ TSPEC FBT Voice ACM Limit — onpegensieT BepxHuii npegen obbema Voice Tpaduka Ans KNMeHToB B
POYMUVHIe Ha AaHHOW TOoUKe AoCcTyna ¢ NOMOLLbI0 BbICTporo nepexoga BSS. MapameTp npuHumaet
3HadeHns ot 0 go 90%. Mo ymonyaHuio - 0%.

+ TSPEC Video ACM Mode — pernaMeHTUpyeT 06s3aTe/bHbIii KOHTPOsb gonycka (ACM) ans kateropum
Video-Tpadmka. Mo ymonuanuto - off. MoxeT npuHMMaTh 3Ha4YeHUs:

+ On — KIMEeHTy TpebyeTcs OTNpaBuTb 3anpoc K TOYKe AoCcTyna nepes oTrnpasBKov UK NonyyeHnem
notoka Video-Tpacumka.
« Off — KNNEHT MOXET OTNpaBnATbL U Nony4yaTb Video-Tpadmk 6e3 HE06X0AMMOCTI 3anpoca.

« TSPEC Video ACM Limit — onpegensieT BepxHuin npegen obbema Video-tpadumka. NMapametp npuHUMaeT
3HadeHns ot 0 0o 90%. Mo ymonyaHuto - 15%.

+ TSPEC FBT Video ACM Limit — onpefensieT BepxHuii npegen oobema Video-Tpaduka ans KIMeHToB B
POYMUVHIe Ha 3TOI Touke A0CTyna c NOMOLLbI0 6bICTporo nepexoga BSS. MapameTp npuHumaeT
3HadeHns ot 0 go 90%. Mo ymonyaHuio - 0%.

« TSPEC BE ACM Mode — pernaMmeHTUpyeT 06513aTe/bHbli KOHTPO/b Aonycka ans karteropun Best Effort
Tpadmka. Mo ymonuaxmio - off. MoXeT NnpMHNMaTh 3HaYEeHUS:

+ On — KMeHTy TpebyeTcsa OTNpaBuTb 3anpoc K TOYKe AoCcTyna nepes oTrnpasBKov Uin nonyyYyeHnem
noToka Tpadomka kareropum Best Effort.

+ Off — KNNEHT MOXET OTNPaBNATbL U NonyyaTb Tpadnk kateropun Best Effort, 6e3 HeobxoaMMocTu
3anpoca.

« TSPEC BE ACM Limit — onpefensieT BepxHuii npegen obbema Tpacuka kateropun Best Effort gna
KNMEHTOB B POYMMHIe Ha 3TOIN TOUKe AOCTyna Cc NOMOLLbIO 6bICTporo nepexoga BSS. Mapametp
npuHumaeT 3HaveHus ot 0 o 90%. Mo ymonyanuio - 0%.

+ TSPEC BK ACM Mode — pernameHTUpyeT 06513aTe/IbHbIii KOHTPOb A0MyCKa ANs KaTeropum
Background-tpadomka. Mo ymonuanuto - off. MoXeT NpMHUMaTb 3HaYEHWUS:

+ On — KIMeHTy TpebyeTcsa OTNpaBuTb 3anpoc K TOYKe AoCcTyna nepes oTnpasBKov Uin nonyyeHnem
noToka Tpadmka kateropun Background.

« Off — KNMMEHT MOXET OTNPaBNATL U NoyyaTb Tpadmk kateropum Background 6e3 Heo6xoaMMoCTH
3anpoca.

+ TSPEC BK ACM Limit — onpenenseT BepxHuii npegen oobema Tpadmka kateropmm Background ans
KNMEHTOB B POYMMHIe Ha 3TOI TOUKe AOCTyna ¢ NOMOLLbO 6bICTporo nepexoga BSS. Mapametp
npuHumaeT 3HavyeHus ot 0 o 90%. Mo ymonyanuio - 0%.

* TSPEC AP Inactivity Timeout — BpeMs, N0 UCTEYEHNIO KOTOPOro, ByAyT yAANATLCA HEAKTUBHbIE K/INEHTDI
c Toukn goctyna (nposepsietca notok downlink). MapameTp npuHMMaeT 3HadveHns ot 0 go 120 c. Mo
ymonuanuio - 30 c.

+ TSPEC Station Inactivity Timeout — BpeMs, N0 UCTEUYEHNI0 KOTOPOro, 6yAyT yAanATbCs HeakTUBHbIE
K/IMEHTbI € ToukM gocTyna (npoBepsieTcst notok uplink). MapameTp npvHMMaeT 3HadveHns ot 0 go 120 c.
Mo ymonuaHuto - 30 c.

« TSPEC Legacy WMM Queue Map Mode - BbiGepute On, 4To6bI NoNyYaTb TpadnK pasnnyHbIxX
KaTeropuii Ha ouepeasix, pabotatowmx B AKM.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYI0 NaMATb
HaxxmuTe kHonky «Update».

4.5.6 MoameHto «Scheduler»

B nogmeHto «Scheduler» BbinoAHAETCS HAcTpoika naaHMpoBLyuKa paboTbl Tovek gocTtyna. C NoMOLLbo
HacCTpOeK AaHHOr0 MEHI0 MOXHO CKOH(pUrypmpoBaTh BpeMsi paboTbl ONpeAeneHHoro paanonHtepderica nm
BMPTYas/IbHOM TOYKM AOCTYMNa.
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Scheduler Configuration

Global Scheduler Mode: ®) Enable Disable

Scheduler Operational Status
Status: up

Reasaon:| IsActive

Scheduler Profile | |(Range:1-32 Add
chars)

Rule Configuration

Select Profile test W Remove
Set Schedule Daily
*) Weekday

Weekend
On | Sunday hd
Start Time | 08 ¥ | : | 00 ¥ |[End Time | 20 ¥ |: | 00 ¥

Add Rule
Profile Mame Rule ID Day of the Week Start Time End Time

test--?--weekday--08:00--20:00

Modify Rule Remove Rule

* Global Scheduler Mode — Bk/to4eHME/BbIKHOYEHME NIAHNPOBLLMKA:
+ Enable — npu ycTaHoBeHHOM dhiare NaaHUPOBLLMK BK/IOYEH;
+ Disable — npu ycTtaHoB/eHHOM chnare NIaHNPOBLUMK BbIK/THOYEH;

Scheduler Operational Status — B pazgene npueBoanTCa MHGOPMALMS O COCTOSHUM Pa6OTbl NIAHNPOBLLMKA:

« Status — cTatyc pa6oTbl NaHnpoBLuKa. MNapameTp npuHUMaeT 3HadeHust Up (BkntoueH) nnm Down
(BbikntoueH). Mo ymonuaxuto - Down;
* Reason - pononHutenbHas MHhopMauusi 0 COCTOSIHUM PaboTbl NIAHMPOBLUMKA:
+ IsActive — B paboyemM COCTOSAHUY;
+ ConfigDown — NNaHUPOBLLYK BbIK/TKOYEH, OTCYTCTBYHOT I1106a/1bHblE HACTPOIAKY;
+ TimeNotSet — NnaHMPOBLLMK BbIK/THOYEH, HA YCTPONCTBE HE YCTAHOB/IEHO CUCTEMHOE BPEMS;
+ ManagedMode — nnaHMpPOBLUUK BbIK/TOYEH, YCTPONCTBO HAXOANUTCS B pPeXMMe ynpaBnieHus;
+ Scheduler Profile — nmsa cozgaBaeMoro npoduns nnaHMpoBLmka. MoxeT cogepxaTb oT 1 go 32
CMMBOJIOB.

[nsa no6aeneHns npocmns B cuctemy ykaxute nms B none «Scheduler Profile» n Haxmute kHonky «Add».
Rule Configuration — B pasgene BbINo/HAETCS HACTpOlika NapameTpoB NPOgnIsA NIaHMPOBLUMKA:

+ Select Profile — nmsa co3gaHHOro paHee Nnpodns, 418 KOTOPOro 6yaeT BbINOMHATLCA HACTPOKa
napameTpos;
+ Set Schedule — peHb Hegeny paboTbl NIAHNPOBLUMKA. MNapaMeTp MOXET NPUHUMATbL 3HAYEHME:
* Daily — exxeHEBHO;
+ Weekday — pabouve gHu;
+ Weekend — BbIXxoaHble OHY;
+ On — onpejeneHHblid AeHb Hefernu, BbiI6op OCYLLECTB/IAETCA M3 BbinagatoLlero cnucka. Moxer
npuHMMaTh 3HadeHune: Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, Saturday;
+ Start Time — Bpemsl BKNKOYEHMSA paanovHTepdgeiica nnn VAP, 3agaeTcs B BUAE YacCbl:MUHYTHI;
+ End Time — BpeMs Bblk/oueHns pagnonHTepderica nnm VAP. 3agaeTtcsi B BUAE YaCbl:MUHYThI.

[Nsi coxpaHeHWsi HOBOTO NpaBumna NpPoguna HaxmuTe kHonky «Add Rule».

[ns ynaneHusi npasua BbibepuTe NPaBu/Io B CNIMCKe U HAXXMUTE KHOTMKY «Remove Rule».
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[ONsi n3MeHeHWsi HacTpPoeK NpaBua BbibepuTe NpaBuIo U HaxmmTe kHonky «Modify Rule».
[N BCTYNNeHWs1 B CUNYy HOBOI KOHCOUIypaummn 1 3aHeCEHUSI HACTPOEK B SHEPTOHE3ABUCUMYIO NaMsiTh

HaxkmuTe KHomnky «Update».

4.5.7 NMopameHto «Scheduler Association»

B nogmeHio «Scheduler Association» BbINO/HAETCS NpMBA3Ka Co34aHHbIX B nogmeHto «Scheduler» npasun
nnavvposLmka K VAP nnmn pagunonHtepdericam.

Scheduler Association Settings

Radio Scheduler Profile Cperational Status
1 ' up

2 b up

Radio | 1 w

VAP Scheduler Profile Operational Status
] test w up

1 e down
2 W down
3 w down
4 ~ down
3 b down
6 W down
7 ~ up

] ~ down
9 b down
10 g down
11 w down
12 ~ down
13 w down
14 v down

15 W down

Click "Update" to save the new settings.
Update

B cton6ue «Scheduler Profile» HanpoTte Homepa Radio nim VAP, kK KOTOPOMY HEOGXOAMMO NPUMEHUTH
CO3/laHHOE paHee NPaBWJ/Io M/IaHMPOBLLMKAE, yCTaHOBUTE MMS NPOW/IA M/IaHMPOBLLMKA.

3HaueHus B cTtonbue «Operational Status» HOCAT MHpOPMALMOHHBIN XapakTep U ykasblBatoT Ha CTaTyc, B
KoTopom Haxogutcs VAP nnmn pagnonHTepdeinc Toukn gocTyna: up - BkaodeH, down - BbIK/IHOYEH.

[N BCTYNNeHns1 B CUy HOBOI KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh

HaxxmuTe KHonky «Update».
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4.5.8 MopgmeHo «VAP»

B nogmeHto «VAP» BbINO/HAETCS HACTPOKa BUPTYasibHbIX ToUek goctyna Ha Wi-Fi nitepdpeiicax, a Takxke
HacTpolika napameTpoB RADIUS-cepBepa. Ha kaxxgom pagmonHTepgience ToUKM 4OCTyNa MOXET ObITb
CKOHGMryprpoBaHo A0 16 BUPTYyasibHbIX TOYEK AOCTYnNa.

Modify Virtual Access Point settings

Global RADIUS Server Settings
RADIUS Domain;

RADIUS IP Address Type: 8 1pya () |pvg
RADIUS IP Address: 152.168.1.1

RADIUS IP Address-1:
RADIUS IP Address-2:
RADIUS IP Address-3:
RADIUS Key:
RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:

ssssssss

Enable RADIUS Accounting

WPA Versions: (v wpa TKIP
Enable Pre-authentication
Use Global RADIUS Server Settings
RADIUS Domain:

WPAZ-AES

enterprise. service.root

RADIUS IP Address Type: (e |pyg IPvE

RADIUS IP Address: 172.16.0.134
RADIUS IP Address-1:
RADIUS IP Address-2:
RADIUS IP Address-3.
RADIUS Key:

RADIUS Key-1:

RADIUS Key-2:
RADIUS Key-3:

~ Enable RADIUS Accounting
Active Server: RADIUS IP Address
Broadcast Key Refresh Rate |0

Session Key Refresh Rate 0

(Range:0-86400)

Radio 1~ (Range:30-86400, 0 Disables)

MAC Auth Type
Disabled ~ | [5)

WAP Enabled VLAN ID SSID Broadcast SSID ‘Station Isolation Band Steer 80211k DSCP Priority VLAN Trunk General Mode General VLAN D VLAN Priority Security

o o [148 Eltex-Local i i 1 [

WPA Enterprise

Global RADIUS Server Settings — B pasaene BbINo/HAKTCA r106asibHble HAaCTPOkK aBTopusaumm no RADIUS-
NPOTOKOAY:

* RADIUS Domain — foMeH nonb3oBaress;

* RADIUS IP Address Type — Bblibop npoTokona IPv4 nnn IPv6 ansa goctyna Ha cepsep RADIUS;

* RADIUS IP Address — agpec ocHoBHoro RADIUS-cepBepa. Mpu HegocTynHoCTN ocHoBHOro RADIUS-
cepBepa, 3anpockl byayT OTNPaBNATLCS HAa pe3epBHbIe cepBepa ykasaHHble B nonsx RADIUS IP
Address-1, RADIUS IP Address-2, RADIUS IP Address-3;

* RADIUS IP Address-1, 2, 3 - pe3epBHble agpeca RADIUS-cepsepa. Mpn HeAOCTYNHOCTN OCHOBHOTO
RADIUS-cepBepa 3anpocbkl 6yayT OTNpaBisaTbCA HA Pe3EPBHbIE;

* RADIUS Key — naponb as1s aBTopm3saumm Ha ocHoBHoMm RADIUS-cepBepe;

* RADIUS Key-1, 2, 3 - naponu ansa asropusaymm Ha pesepBHbix RADIUS-cepBepax;

« Enable RADIUS Accounting — npu ycTaHOBNEHHOM dhnare 6yayT OTNpaBAsATbCSA coobLieHnsa «Accounting»
Ha RADIUS-cepsep.

HacTpoiika BUPTya/ibHbIX TOYeK AocTyna:

* Radio — BbIGOp pagnonHTepdelica, Ha KOTOpom Heobxoaumo HacTpouTb VAP. Radio 1 - HacTpolika VAP
B AnanasoHe 5 Ty, Radio 2 - HacTpolika VAP B gnanasoHe 2.4 Ty

* VAP — NopsiAKoBbIi HOMEP BUPTYasIbHOWN TOYKM AOCTyna Ha paguonHTepdeiice;

+ Enabled — npv ycTaHOBNeHHOM hriare BUpTyasibHasA TOYKa AOCTyna BK/OYEHA, MHAYe — BbIK/IOYeHa:

* VLAN ID - Homep VLAN, ¢ KoToporo 6yaet cHuMarbcs MeTka npu nepegadve tpadmnka Wi-Fi knneHTam,
NOAKNOYEHHBIM K gaHHoin VAP. MNpy npoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY Ha HETETMPOBAaHHbIN
Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npu otkntoueHHoMm pexume VLAN Trunk);

+ SSID - vmsi 6ecnpoBOAHOW CETK;

* Broadcast SSID — npu ycTaHOBNEHHOM chriare BK/KOYEHO BelaHne B agomp nmenn SSID, nHave —
BbIK/1HOYEHO;

+ Station Isolation — npn ycTaHOBNEHHOM chnare BKIKOYEHA N301AUMs Tpadinka Mexay KnMeHTamuy B
npeaenax ogHoi VAP;

*+ Band Steer — npun ycTaHOB/IEHHOM dh/iare akTMBHO NPUOPUTETHOE NOAK/OYEHNE KneHTa K 5 Ty ceTw.
[nsa paboTbl (hyHKUMOHaNa Heobxogumo cosgatb VAP ¢ ognHakoBbiM SSID Ha Kaxaom
paavouHTepdpeice n akTMBMpoBaThb Ha HUX NapameTp «Band Steer,
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802.11k — BknounTb nogaepxky ctaHgapta 802.11k Ha VAP. ina pa6oTbl poymuHra 802.11k
Heobxo4MMa noagepxka crtaHgapra co CTOPOHbI KIMEHTOB. Vcnosib3oBaHre (oyHKLMOHa1a BO3MOXHO
TO/IbKO MPY UCMOob30BaHuu cepsuca Airtune;
DSCP Priority — npu ycTaHoB/1IeHHOM (pnare 6yaeT aHanimsnpoBaTbCa npuopuTeT us nona DSCP
3arosioBka |P-naketa, npu cHATOM chnare 6yaeT aHanusmposaTbes npuoputeT 13 nonst CoS (Class of
Service) TerMpoBaHHbIX NAKETOB;
VLAN T runk — npv ycTaHOB/NIEHHOM (hriare 6eCnpoBOAHOMY KNMEHTY nepesaeTcs TerMpoBaHHbIi
Tpadvk;
General Mode - npu ycTaHOB/IEHHOM (hnare paspellaeTcs nepegadya 6ecnpoBogHOMY K/TMEHTY
HeTermMpoBaHHOro Tpaduka COBMECTHO C TETMPOBaHHbLIM (4OCTYMNHO NPV BK/IOYEHHOM pexume VLAN
Trunk);
General VLAN ID - c¢ ykazaHHoro VLAN ID 6yzet cHuMaTbcsa MeTka, ganee Tpadmk atoro VLAN 6yaet
nepefaH kKnneHTy 6e3 Tera. Mpu npoxoxaeHun Tpacumka B 06paTHY0 CTOPOHY HA HETETMPOBaHHbIM
Tpadhmk 6yaeT HaBewmBaTbcs MeTka General VLAN ID;
VLAN Priority = npuopuTteT 3-r0 YPOBHS, KOTOPbI ByAeT HazHaYaTbCsA Ha NakeTbl, NpuxoasLine ot
KNMeHTa NnoAk/IyeHHoro K gaHHomy VAP, n nepefasaemble fanee B NPOBOAHYIO CETh;
Security — pexum 6e30nacHoOCTM AOCTyna K 6eCnpoBOAHON CETU:

* None - He ncnonb3oBaTth WWU(POBaHUE A1A nepefayn faHHbIX. Touka AoCTynHa Ans

MOAK/TIOYEHMA NHOOOTO K/TMEHTS,;
* WPA Personal — wudpposaHne WPA n WPA2. Mpu BbIGOpe faHHOIO pexvmMa AOCTYMNHbI
cnepyloLme HacTPOnKu:

WRA Versions: WPA-TKIP |‘_/| WPAZ-AES

e | |

Broadcast Key Refresh Rate |-:I | (Range:0-B&400)
MFP v Mot Required Capable Required

WPA Versions — Bepcusa wudposaHusa: WPA-TKIP, WPA2-AES;

+ Key - WPA-kntou. nivHa kritoda coctasnsert ot 8 Ao 63 cMMBO/IOB.

* Broadcast Key Refresh Rate — nHTepBan 06HOB/IEHUS LUMPOKOBELLATE/IBHOIO K/toua.
MpuHumaeT 3HadeHns ot 0 go 86400. Mo ymonyaHuio — 0.

* MFP - HacTpoiika pexvmMa 3almTbl KIIMEHTCKMX (DperiMOB:

* Not Required — He nCNOMb30BaTh 3aLMTY;

+ Capable — ncnonb3oBarb 3almTy NPy HAIMUYNY BO3MOXHOCTW,

* Required — ncnonb30Bath 3almTy 06513aTe/IbHO, BCE K/IMEHTbI AO/MKHbI NOAAEPXNBATb
CCX5.
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WA Versions: || wpa-TKIP (v weaz-aes
Enable Pre-authentication
MFP v Mot Required Capable
Use Global RADIUS Server Settings
RADIUS Domain: | |

RADIUS IP Address Type: (®) 1pyg 1PvE

RADIUS IP Address: | 192.168.1.1

RADIUS TP Address-1: |

RADIUS 1P Address-2: |

RADIUS 1P Address-3: |

RADIUS Key:

RADIUS Key-1:

|

|

|

|

IR ER LT |
| |

RADIUS Key-2: | |
| |

RADIUS Key-3:

Enable RADIUS Accounting
Active Server: RADIUS IP Address W

Broadcast Key Refresh Rate |0 | {Range:0-86400)

Session Key Refresh Rate |0 | (Range:30-86400, 0 Disables)

+ WPA Enterprise — pexum LUMGpOoBaHNS KaHasa 6ecnpoBOAHON CBS3M, NPU KOTOPOM K/NEHT
aBTOpPU3YyeTCs Ha LeHTpannsoBaHHOM RADIUS-cepBepe. [ns HACTPOIiKN AaHHOro pexunma 6e30nacHocTu
TpebyeTcs ykazaTb napametpbl RADIUS-cepBepa (BO3MOXHO mcnosnb3oBaHve 10 4 RADIUS-cepeepoB
0[IHOBPEMEHHO, HO C YKa3aHVWeM OfIHOr0 aKTUBHOIO Ha [laHHbI MOMEHT). Takxe TpebyeTcs yka3aTb
[OMEH, BEpCUN NPOTOKO/OB pexuma 6e3onacHocT u knwum ansa kaxaoro RADIUS-cepsepa. Mpu
BbIOOpE AaHHOTr0 pexnma 6yaeT AOoCTYNHa crieayollas HacTpoika:

* WPA Versions — Bepcus wngoposanms: WPA-TKIP, WPA2-AES;

+ Enable Pre-authentication - npn yctaHOBNeHHOM donare ucnonb3yeTcs npoueaypa
npeaBapuTesibHON NPOBEPKN NOASIMHHOCTY ANA 6ecnpoBoAHbIX KNneHToB WPA2.
MpepngapuTenbHasa ayTeHTUumkaumnsa no3sosiser MoOOUIbHOMY K/TMEHTY ayTeHTUMLMPOBATLCA Ha
[IPYrOiA, pacnonoXeHHoW No6NN30CTM TOUKe AOCTyNa, 0OCTaBasiCh "NpuBA3aHHbIM" K CBOE
NnepBUYHOI TOUKe JocTyna. B aTom criyyae cokpaliaetcsi Bpemsl, B TedeHne KOTOPOoro CBA3b /14
K/IMEHTA, BbIMO/THAOLLETO POYMUHT, HE AOCTYMNHA NpY OXngaHum NnpoBepkn nogimHHoct RADIUS B
npowecce nepeagpecauunu;

* MFP — HacTpoiika pexuma 3aluTbl KNIMEHTCKUX hpeliMOoB:

* Not Required — He ncnonb30BaTh 3aLMUTY;

+ Capable — ncnonb3oBatb 3aWUTy NPU HAIMYUN BO3MOXHOCTH;

+ Use Global RADIUS Server Settings - npu ycTaHoBKe thnara 6yayT Ucnonb30BaTbCst HACTPOWKM
Global RADIUS Server Settings, ykazaHHble B BEpXHel 4acTu cTpaHuLbl. YTo6bl NCMOMb30BaTb
otaenbHblii RADIUS-cepeep ans VAP, cHumuTe donakok n Beeaute IP-agpec, napons RADIUS-
cepBepa 1 Apyrve faHHble B cregyroLmne nons:

* RADIUS Domain — gomeH nosnb3oBarens;

* RADIUS IP Address Type — Bbi6op npoTtokona IPv4 unu IPv6 gna goctyna Ha cepeep
RADIUS;

* RADIUS IP Address — aapec ocHoBHoro RADIUS-cepBepa. Mpu HeAOCTYyNHOCTN OCHOBHOTO
RADIUS-cepBepa, 3anpockl 6yayT oTNPaBnsaTbCA HA Pe3epBHbIE CepBepa yKasaHHbIe B
nonax RADIUS IP Address-1, RADIUS IP Address-2, RADIUS IP Address-3;

* RADIUS IP Address-1, 2, 3 - pe3sepBHble aapeca RADIUS-cepsepa. Mpu HEAOCTYNHOCTH
ocHoBHoro RADIUS-cepBepa 3anpochl 6yayT oTNPaBsiTbCS HA PE3EPBHbIE;

* RADIUS Key - naponb ania asTopu3saumm Ha ocHoBHoMm RADIUS-cepBepe;

* RADIUS Key-1, 2, 3 - naponu ansa astopusaumm Ha pesepsHbix RADIUS-cepBepax;

« Enable RADIUS Accounting — npu ycTaHOBNEHHOM dhiare 6yayT OTNpaBAsiTbCSA COO6LLEHUSA
«Accounting» Ha RADIUS-cepsep.

67



PykoBogacTBo no akcnayatauun WOP-2ac

+ Active Server - BblbepuTe, K Kakomy 13 yetbipex RADIUS-cepsepoB fgomkeH obpatnteca VAP ans
ayTeHTudmkaumm 6ecnpoBofHbIX KNIMEHTOB.

* Broadcast Key Refresh Rate - nHTepBas1 06HOB/IEHUS LUIMPOKOBELLATENLHOTO (TpynnoBOro) Kitya
ANnsa knneHToB gaHHoro VAP. MapameTp npuHumaet 3HadeHus ot 0 go 86400 cekyHa. Mo
ymonyaHuio - 0. 3HadeHune 0 ykasbiBaeT Ha TO, YTO LLUMPOKOBELLATE bHbINA K104 HE 0GHOBNSAETCS.
LLinpokoBeLLaTenbHbIN Koy He 06HoBNAEeTCA, korga Ha VAP BkntoueH Fast Transition (IEEE
802.11r).

+ Session Key Refresh Rate - nHTepBas1 06HOBNEHUS CECCUOHHBIX K/THOUER 4718 KaXKA0ro KnneHTa
AaHHoro VAP. Mapametp npuHumaet 3HaveHns ot 30 go 86400 cekyHg. o ymonyaHuio - 0.
3HaueHve 0 yKa3blBaeT Ha TO, YTO CECCUMOHHbIN K104 He OBHOB/ISETCS.

* MAC Auth Type — pexum ayTeHTudumkauns knnentos no MAC-agpecy:
+ Disabled — He ncnonb3oBaTb ayTeHTUMKaumo kKnneHToB no MAC-agpecy;
* RADIUS - ncnonb3osatb ayTeHTUdukauuio knmeHTos no MAC-agpecy ¢ nomousto RADIUS-
cepsepa;
+ Local — ncnonb3oBaTtb ayTeHTMdINKaLMIO KMeHToB No MAC-agpecy ¢ NOMOLLbIO /I0Ka/TbHOrO
cnuncka agpecos, CHOPMUPOBAHHOTO Ha AaHHOM ToUKe AocTyna.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».
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4.5.9 MopmeHto «VAP Minimal Signal»

B nogmeHto «VAP Minimal Signal» BbinonHsaeTca HacTpolika pyHKLMK oTKAodeHus knneHTckoro Wi-Fi
060py0BaHNsA NMPU HU3KOM YPOBHE CUrHasa, NPUHMAaeMOM OT Hero. MNprMeHsieTcs ANns onTuMu3aLnum
6eCLUOBHOCT/ POYMUHIa Ha CETH.

Modify Virtual Access Point minimal signal settings
Radic |1 ¥
VAP Minimal signal Enable Minimal signal (dBm, Range: -100 - -1} Check signal timeout (Sec, Range: 1 - 300)
0 L4 =73 10
1 -100 10
2 -100 10
3 -100 10
4 -100 10
5 -100 10
6 -100 10
7 -100 10
8 -100 10
9 -100 10
10 -100 10
11 -100 10
i2 -100 10
13 -100 10
14 -100 10
15 -100 10
Click "Update” to save the new settings.

Update

* Radio — BbIGOp HAcCTpanBaemMoro pagmonHTepgeinca;

+ VAP - HOMep BMUPTYa/IbHOW TOYKM OOCTYNa;

* Minimal signal Enabled — npun yctaHoBneHHoM chnare BkntoveHa pyHkuyma Minimal Signal;

* Minimal signal, dBm — ypoBeHb curHana B AbM, HKe KOTOPOro NPOMCXOAUT OTK/IIOYEHME K/TUEHTCKOTO
obopyaoBaHus. NMpruHMMaeT 3HavyeHume oT -100 go -1;

*+ Check signal timeout, s — nepuog BpeMeHu, No NCTe4eHn KOTOPOro NPUHMMaEeTCsa pelleHne 06
OTK/THOYEHUM KNIMEHTCKOro o6opyaosaHus. MpuHumaet 3HadeHns ot 1 go 300 cekyHa. Mo ymonyaHuio -
10 cekyHA.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHeCEHNs1 HACTPOEK B 93HEPTOHE3aBNCUMYIO NaMsTh
HaxkmuTe KHorky «Update».

4.5.10 TMopameHto «Fast Bss Transition»

B nogmeHto «Fast Bss Transition» nponssoantca HacTpoiika poymuHra 802.11r mexay 6a30BbIMU CTaHLMSIMMU.

69



PykoBogacTBo no akcnayatauun WOP-2ac

Modify Fast Bss Transition settings

Fast Bss Transition Parameters

Fast Transition Made off ¥

FT aver DS off ¥

Mobility Domain 0 (0 - 685535)

RO Key Holder {1 - 48 characters)

R1 Key Holder (3000 53000 000000 M0 )

Reassociation Deadline (1000 (1000 - 4294957295)
Click "Update™ to save the new settings.

Update

MapameTpbl Fast Bss Transition:

* Radio — BbI6Op pagnonHTepdelica, Ha KOTopom 6yaeT HacTpoeH FBT;

* VAP — HOMep BUPTYa/IbHOM TOUKN A0CTYNa, Ha KOTopoi 6yaeT HacTpoeH FBT;

* Fast Transition Mode — akTnBaums (OyHKUMM GbICTPOI Nepefayvm 6a3oBoro Habopa cnyx6 ans
YCKOpeHMs npouecca ayTeHTMdurKauum Ha Touke AocTyna:

* On — OyHKUMS BK/IOYEHS,
+ Off — oyHKUMA BbIK/OYEHA.

* FT over DS - Bk/o4eHNe MexaHn3Ma obMeHa mexay 6a30BbiMU CTaHLUMAMN Yepes NMPOBOAHYHO CETb.
KnuneHT npu Heo6X0AMMOCTI COBEPLUNTL POYMUHT OTNPAaB/seT Ha TeKyLLyto Touky goctyna FT Action
Request Frame ¢ He06XxoAMMbIMU aBTOPU3ALMOHHBLIMW AaHHbIMU. Tekyllaa Touka AocTyna
NHKancynupyeT AaHHbI hpeiim 1 nepeHanpas/iseT Ha LeNeByto TOUKY A0CTyna Yepes3 NPOBOAHYHO CETb.
LleneBas Touka focTyna noATBepXaaeT BO3MOXHOCTb ObICTPON ayTeHTUUKALMN UHKANCYMPOBaHHbIM
coobLieHnem TekyLlein Touke goctyna FT Action Response Frame. TekyLias Touka gocTyna nepecbliaeT
3TO co0bLleHne KMeHTy. Mocne oOKoHYaHWsA NpoLecca KMEHT OTCbI/IaeT Ha LieNIeByr0 TOUKY A0CTyna
3anpoc Reassociation. MNpu oTkntoueHHon doyHkuun FT over DS paboTtaeT FT over AIR, B TakOoM cnyyae
aBTOpM3auusa KMeHTa Ha LieneBoii ToUke JocTyna NponcxXoauT C UCNOMb30BaHNEM CTaHAAPTHbIX
hpeiimoB ayTeHTUpMKaunu:

* On — OyHKUMS BK/IOYEHS,
+ Off — oyHKUMA BbIK/IOYEHA.

* Mobility Domain — HOMep rpynnbl, B paMkax KOTOpoi MOXeT ObiTb COBEPLUEH POYMUHT. MpuHUMaeT
3HaveHns ot 0 go 65535. Mo ymonyaHuio - 0;

* RO Key Holder — xntou PMK-R0. MoxeT cogepxatb oT 1 g0 48 cuMmB0N0OB. [JONONHUTENBLHO UCNOMb3yeTCs
B KayecTBe ngeHtndukaropa NAS, kotopblli 6yaeT oTnpaBnsaTbes B coobuieHun Radius Access Request;

* R1 Key Holder — kntou PMK-R1 B cpopmaTte MAC-agpeca XX:XX:XX:XX:XX:XX;

* Reassociation Deadline — makcumasnibHOE paspeLleHHoe BpeMsi OxXungaHns 3anpoca "Reassociation” ot
ctaHumn. NMpuHnumaet 3HaveHus ot 1000 go 4294967295 mc. No ymonyaHuto - 1000 mc.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B 3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

Mocne ykasaHusi OCHOBHbIX NapaMeTpoB HEO6XOAMMO HAaCTPOUTbL B3aMMoencTBNe ¢ Toukamu A0CTyna, Mexay
KOTOpPbIMU BYAET OCYLECTBNATLCA POYMUHT, 3a4aB MAC-aapeca ToYeK A0CTyna U K/oun.
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R1 Key Holder RREB Key
(MAC Address) {16 characters)

Add Add

Remote RO Key Holder Data Remote R1 Key Holder Data

MAC Address MAC Address

NASID RRB Key
(1 - 48 characters) {16 characters)

Remaove Remove

Click "Update™ to save the new settings. Click "Update™ to save the new settings.

Update Update

* MAC Address — MAC-azpec TOYKM 40OCTYynNa, y4acTByIoLLel B POYMUHTE;

+ NAS ID - npgeHtudpmkatop NAS, npyHumaeT 3HaveHue, ykazaHHoe B RO Key Holder;
* R1 Key Holder — kntou PMK-R1 B dpopmaTte MAC-azpeca XX:XX:XX:XX:XX:XX;

* RRB Key - kntou ans wmgposaHms RRM-coobLeHnii gsimHol 16 cMMBO/OB.

[ns po6asneHns 3anvcy B Tabnuuy Haxmmute KHOMky «Add».
[ns ypaneHusa 3anucy n3 Tabnuubl BblAesmTe CTPOKY Y HOKMUTE KHOMKY «Remove».

[na BCTynneHns B culy HOBOW KOHUIypaLum 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYH0 NaMsiTb
HaxxmuTe kHonky «Update».

4.5.11 TNoameHto «Passpoint»

Passpoint — 3T0 doyHKLMA, NO3BONAIOLASA NO/b30BaTeNAM 6eCLIOBHO nepexoanTb ¢ 3G/4G-ceTein Ha Wi-Fi
cetu.

Passpoint nogaepxnBaet criegyrowme Tunbl ayTeHTUnkaymm:

« EAP-TLS (naeHTudmKauma Ha ocHoBe cepTudimkara),

« EAP-SIM (naeHTudmKauma Ha ocHoBe AaHHbIXx GSM SIM-kapTbl),

+ EAP-AKA (naeHTudpmKaumsa Ha ocHoBe AaHHbIx UMTS USIM),

« EAP-TTLS ¢ MS-CHAPV2 (3anpoc uMmeHu nosib3oBaTensi U Naposns, ceptudoukar ans cepeepa).

Modify Passpoint settings

Radio |1 w

VAP | PRVAPD

Passpoint Parameters :

802.11u Status Off w

Internet Access Off v

ASRA Off

Network Access Type Private Network W
Interworking HESSID 00:23:45:67:89:ab (30000 N 0N )
P2P IE Status Off w

P2P Cross Status Off

IP Address Type Availability Information

IPvd Mot Available d

IPvE Mot Available by

Bbibepute paanonHTepgenc n BUpTyasibHyH0 TOUKY AOCTYNa, Ha KOTOpoi byaeT pabotaTk Passpoint n
3anosiHMTe noss Huke (N0 Heo6XoANMOCTH).

* Radio — pagnonHTepdelic, Ha KOTOPOM HEOBXOAMMO aKkTMBMpPOBaTb PyHKLUMIO Passpoint;
+ VAP - BupTyanbHas Touka goctyna (SSID), Ha koTopoii Heo6x0AMMO aKTUBUPOBATbL (PYHKLMIO Passpoint.
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MexceTeBble napameTpbl 802.11u (Passpoint parameters):

+ 802.7117u Status — BKNIOUNTL/BbIKMOUNTE OYHKLMIO Passpoint;

* Internet Access — BK/TOUNTL/BbIK/TIOUNTL AOCTYN K VIHTEPHETY;,

+ ASRA (Additional Step Required for Access) — 006aBuTb/y6paTh [ONOMHUTENbHBIN LIar aBTopr3auum
npv NonyyYeHun AoCTyna;

* Network Access Type — TN B3aMMOAEINCTBUSA C CETbIO AOCTyna:

Private Network — yacTHas ceTb;

Private Network with Guest Access — YacTHasi CETb C FOCTEBbIM AOCTYMNOM;

Chargable Public Network — Tapucmympyemasn nyonmyHas CeTb;

Free Public Network — 6ecnnatHas nybnuyHas cetb;

Emergency Services Only Network — ceTb ANnsi aBapuiiHbIX CNyX6 1 cnyx6 ckopoli noMoLy;
Personal Device Network — nuyHas ceTb YCTPOICTBa;

Test or Experimental — TecToBas CeTb;

Wildcard — B3anmogeiicTBue yepes Bayyepbl (wildcard-ceptudmkar);

* Interworking HESSID — MAC-agpec, eavHblil AN BCex ToYek AoCTyna OgHONM ceTu;

NHdopmauus o Tune goctyna (IP Address Type Availability Information):

*+ IPv4 — HacTpolika gocTyna ucnonb3ys npotokon IPv4;
+ IPv6 — HacTpolika gocTyna ucnonb3ys npotokon IPve6;

Network Authentication Type List
Auth Type Redirect URL

Not Configured ~ | (URL}

Not Configured ~ | (URL)

Not Configured v | (URL)

X
Not Configured v | £ |(URL}
‘enue Group Unspecified W

Venue Type Unspecified

Venue Name List
Venue Name Language Code

Not Configured
ENG v

Not Configured
ENG v

Tunbi ayteHTucpukayum B cetn (Network Authentication Type List):

+ Auth Type — BblGepuTe B none Tun ayTeHTuduKaumnm:

Not Configured — Tun ayTeHTMhMKaLN He YCTaHOB/IEH;

Acceptance of Term and Conditions — ayTeHTUdMKaLmMs C MPUHATUEM NOJIb30BATENILCKOIO
cornaileHus;

Online Enrollment — peructpaums oHMaiH,;

HTTP/HTTPS Redirection — nepeagpecauns no HTTP/HTTPS;

DNS Redirection — nepeagpecauus no DNS.

* Redirect URL — none ans seoga URL-agpeca, Ha KOoTopbli OyAeT BbiNo/HeHa nepeagpecauus. JocTynHa
npu Tunax ayteHTudukauun: Acceptance of Term and Conditions, HTTP/HTTPS Redirection, DNS
Redirection;

MHcopmauus o mecte yctaHoBKu (Venue Details):

* Venue Group — kateropua Mecta yCTaHOBKY, onpeneneHHas ctaHgaptom IEEE 802.11u:

Unspecified — He Bbl6paHo;

Assembly — mecTa 60/bLLIOrO CKOMIEHNUA NoAei (CTaAnoHbI, TeaTpbl, PECTOPaHbI, BOK3asbl,
asponopThbl 1 T.1.).

Business — 6aHku, opuCbl, HayYHblE LEHTPbI U T.1.

Educational — y4ebHble LeHTpbI

Factory and Industrial — npoMbILUIEHHbIE 34aHUS;
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* Institutional — rocyfapcTBeHHbIE YUpexaeHus;
* Mercantile — koMMepyeckne (TOpProBble) opraHM3auuy;

* Residential — Xunble KOMMN/EKCbI;
+ Storage -
+ Utility and Miscellaneous — KOMMyHaJlbHbI€ C/TyXObl 1 T.1.;

XpaHunuwia/cknagbl;

* Vehicular — TpaHcnoprT;
+ Outdoor — pasmelLeHne Ha ynuue (ropoAcKMe Napku, 30HbI OTAbIXA, OCTAHOBKU, KNOCKM)

* Reserved — yacTHble TEPPUTOPUN.

PykoBogacTBo no akcnayatauun WOP-2ac

* Venue Type — TUIM MECTOMO/IOXEHNA. ﬂ'OCTyI'IHbIe BapunaHTbl 3aBNCAT OT Bbl6paHHOI7I BblLLE KaTeropumn

PacnoIoXXeHnA.

Cnucok mecTonosioxeHuii Touek goctyna (Venue Name List):

* Venue Name — HanmeHOBaH1A MecTa YCTaHOBKM TOYKK O0CTYIa,

+ Language Code — fA3blK.

Roaming Consortium List
OUI Name

| Mot Configured |

| Mot Configured |

3GPP Cellular Network Information List
Country Code

| Mot Configured

| Not Configured

|
|
| Not Configured |
| Mot Configured |
| Mot Configured |

|

| Mot Configured
Domain List

l.| Not Configured |

3| Not Configured |

Is Beacon

No w

No

Network Code
| Mot Configured

| Not Configured

| Mot Configured

|Not Configured |
|Not Configured |

| Mot Configured

2 | Not Configured |

4 | Not Configured |

Cnucok opraHusauuii (Roaming Consortium List):

+ OUI Name — yHuKanbHbIii naeHtTudmkatop opranmsauum (OUI);
+ Is Beacon — no6aButb OUI B beacon (yes), He go6aenatb OUI B beacon (No).

NHcpopmaumsa o 3GPP ceTtax cotoBoii cBasu (3GPP Cellular Network Information List):

Country Code — Kog, CTpaHbi;
* Network Code — kop ceTu.
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Cnucok gomeHoB (Domain List):

Bnvwmnte foMeHbI B CBOﬁO,El'Hble nong.

Realm List:
Realm Name Encoding EAP and Auth Information
Mot Configured RFC42582 ¥ | [Not Configured Modify || Reset
Mot Configured RFC42582 ¥ | [Not Configured Modify || Reset
Mot Configured RFC42582 ¥ | [Not Configured Modify || Reset
Mot Configured RFC4282 ¥ [ |Mot Configured Modify | | Reset
Mot Configured RFC42582 ¥ | [Not Configured Modify || Reset
Mot Configured RFC42582 ¥ | [Not Configured Modify || Reset

Cnucok o6nacrteii (Realm list):

HacTpoiika napametpoB pa6oTbl ANQP npotokona (Passpoint ANQP Parameters Configurations):

Realm Name — Ha3BaHue o0bnacTty;

Encoding - kognpoBka (RFC4282, UTF8);

EAP and Auth Information — nHdopmauusi 0 NnpoTokone 1 ayteHTudmkauyuy;
Modify — HacTpouTb TN 1 NapameTpbl ayTeHTUnKaumm;

Reset — c6poCUTb HACTPOIIKN.

Passpoint ANQP Parameters Configurations :

Passpoint ANQP Parameters

Passpoint Status Disabled ¥

Fasspoint Capability Felease 1 ¥
DGAF Disabled Status Disabled ¥

ANQP 4 frame Dizsabled ¥

Gas Come Back Delay 0

Frowy ARF Status Dizsabled ¥

Operating Class Indicator
Ancnymous NAL

L2 Traffic Inspection

ICMPwv4 Echo

Operator Friendly Name List
Operator Name

Mot Configured
Mot Configured
QoS Map ID

NAI Home Realm Query List
Home Realm

Mot Configured
Mot Configured

Operating Class 81
Mot Configured
Enabled ¥

Enabled ¥

Language Code
ENG ¥

ENG ¥
or

Encoding
RFC4252 ¥

RFC4262 ¥

* Passpoint Status — BkntounTsb (enable) / otkntounts (disable) dyHkumio Passpoint;
+ Passpoint Capability — onpegenuTb noagepXxmnBaeT 1 YCTPOUCTBO (hyHKLMI0 Passpoint;

DGAF Disabled Status — BkntounTb (enable) / BbikntounTs (disable) nepeagpecaumto HUCXOAALLMX
rPYnnoBbIX aApPecHbIX KaApoB (a5t MynbTUKacTa). Korga Touka gocTyna nepefaeT kagpbl, cogepxatipe
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anemeHT nHgukaumm HS2.0, B kotopom 3HadeHne DGAF Disable yctaHoBneHo paBHbiM disable,
MOGW/IbHOE YCTPOWCTBO AO/MKHO OTOPOCUTL BCE NPUHATHLIE IOHMKACT IP-nakeTbl, KoTopble 6bln
pacLumnpoBaHbl C NOMOLLBIO Ktoya rpynmbl;
ANQP 4 frame — BkntounTb (enable) / BbikntounTb (disable) o6meH 4 GAS-thpelimamu;
Gas Come Back Delay — 3apepxka Bo3Bpata GAS (GAS Comeback Delay) B TU 3aBucuT oT
HacTpoiikn ANQP 4 frame;
Proxy ARP Status — aktuBupoBarth (enable) / peaktuBupoarts (disable) ARP-npokcu (Proxy ARP);
Operating Class Indicator:

* Operating Class 81 — paboTta B gnanasoHe 2.4 ['Tu;

* Operating Class 115 — pa6bota B gnanasoHe 51Ty,

* Operating Class 81&115 — ogHOBpeMeHHasi paboTta B gnanasoHax 2.4 n 5Ty,
Anonymous NAI — yctaHoBUTb aHOHUMHBIN ID goctyna k cetn (NAI — Network Access Ildentifier);
L2 Traffic Inspection — BkntounTh (enable) / BbikntounTh (disable) koHTponb 1 connbrpayuto L2-Tpadpmka
(mocTynHO AN ToYek AOCTyNa, KOTOPbIE MMEKT BCTPOEHHYO (PYHKLMIO KOHTPONA 1 hunbTpaumm
Tpaduka);
ICMPv4 Echo — doyHkumns dounstpaumm gna ICMPv4 Echo 3anpocos.

OnepaTopbl, KOTOPbIM AOCTYMHO NoaknoueHne Passpoint Ha gaHHol Touke gocTtyna (Operator Friendly
Name List):

Operator Name — nmsi oneparopa;
Language Code — A3blIK;
QoS Map ID — ngeHtudnkarop QoS Map.

Cnucok gomawHux oénactein (NAl Home Realm Query List):

Home Realm — gomaluHsasa o6nacTb;
Encoding - kognpoBka (RFC4282 nnun UTF8).

Connection Capability List :
Protocol Port Status
Select i Select hl Select bl
Select ¥ Select ¥ Select ¥
Select ¥ Select ¥ Select ¥
Select i Select i Select T

Cnucok Bo3MOXHbIX nogkntoueHuii (Connection Capability List):

Protocol — npoToKos, N0 KOTOPOMY BO3MOXHO MOAK/IOUYEHME:
+ ICMP (0x1) — ICMP npoTokon;
+ TCP (0x6) — TCP npoTokon;
« UDP (0x11) — UDP npotokon;
+ ESP (0x32) - npotokon ESP.
Port — nopT, No KOTOPOMY BO3MOXHO MOAK/TIOUEHNE;
Status — cTaTyC NOAK/IUEHUS:
* Closed - nogkntoyeHne No AaHHbIM NapaMeTpam 3aKpbITo;
+ Open — NOAK/MOYEHME MO AAHHLIM NapaMeTpam LOCTYMHO;
* Unknown — cTaTyc NoAK/Ito4eHNsi HEU3BECTEH.
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05U Provider List:

0SU SSID : 0SU
Q50 Friendly Name 05U Desc Q50U Language Code OSU Server URI 05U NAI 05U Method
#1 SP Red Test Onlyleng Free service for te https://osu-serve SOAP-XML
1-1
1-2
1-3
#2 Mot Configured Mot Configured COMA-OM
2-1
2-2
2-3
#3 Mot Configured Mot Configured OMA-DM
3-1
3-2
3-3

L

r

L

Q5U Icon
Select
Select
Select
o
Select
Select
Select
o
Select
Select

Select

Cnucok npoBaiifepoB, KOTOPbIM AOCTYNHa OHNaliH-perucTpauums (OSU Provider List):

+ OSU SSID — naeHTnhmkatop cetu Ans oHNamH-perncTpauuu;
* OSU Friendly Name — umsl UHTEpPHET NpoBaigepa;

+ OSU Desc — onvcaHue cepBepa OHMaiH-peructpaumm,

+ OSU Language Code — ko i3blka OHNaliH-perncrpaumm;

+ OSU Server URI — URL cepBepa oHNaiH-pernctpaumm;

+ OSU NAI - ID goctyna K ceTu s OHNaH-perncrpaunm;

+ OSU Method — meToaa oHNaiH-perncTpauuu;

+ OSU Icon — norotun nposaiigepa.

WAN Metrics Information :

¥ | v |: ¥ | = = = =

Link Status Symmetric Link At Capacity Down Link Speed Up Link Speed Down Link Load Up Link Load

Lmd

Nucopmauusa o metpuke WAN (WAN Metrics Information):

* Link Status — cOCTOsiHNE COeANHEHUS:
* Link up — coeguHeHne aKkTUBHO;
* Link Down — coeiHeHne HeakTUBHO;
* Link Test — coeguHeHne paboTaeT B TECTOBOM pPeXnMme.

« Symmetric Link — coeguHeHne cummeTpuruHo (Symetric Link) nnm He cummeTpuuHo (Not Symmetric

Link);
+ At Capacity — nponyckHasi CnocOBOHOCTb;
« Down Link speed — ckopOCTb HUCXOASLLIEro NOTOKA,;
* Up Link speed — cKOpOCTb BOCXOASLLEro NOTOKA;
« Down Link Load — Harpy3ka Ha H1UCXoAsLLMiA NOTOK;
* Up Link Load — Harpy3ka Ha BOCXOASLL WA NOTOK,;
« Lmd - gnnTenbHoCTb n3MepeHus Harpysku (Load Measurement Duration).

[Nsi BCTYN/IEHUSI B WYy HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh

HaxkmuTe KHonky «Update».
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4.5.12 MopmeHto «Wireless Multicast Forwarding»

B nogmeHio «Wireless Multicast Forwarding» BbinonHsAeTca HacTpolika nepeHanpasneHns multicast-naketos.

Modify Wireless Multicast Forwarding settings

Radio |1 ¥

VAP Enabled WMF-Enable
0 b e

1

2

10
11
12
13
14

15

Click "Update” to save the new settings.
Update

* Radio — BbIGOp pagnonHTepdelica,;

+ VAP — HOMep BUPTYasIbHOW TOUKM AOCTYNa,;

+ Enabled — npun yctaHOB/IEHHOM dhare BUPTyasibHasi Touka JocTyna 6yAeT akTVBHa, MHavye — He aKTUBHY,

+ WMF-Enable — npu ycTaHOB/IEHHOM dhnare 6yAeT akTvBHa (PyHKLMA nepeHanpasneHns multicast-
NakeToB Ha BUPTYasIbHOI TOUKe A0CTYnNa, MHavye — He akTMBHa.

[na BCTynneHns B culy HOBOW KOHUIypaLumn 1 3aHeCEeHNsi HACTPOEK B SHEProHe3aBMCMMYH0 NamMsATb
HaxkmuTe KHomky «Update».
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4.5.13 MNopgmeHo «WDS»

B nogmeHto «WDS» BbINO/THAETCA HACTPOKa CBA3M MexXAy Toukamm AocTyna no 6ecrnpoBOAHON CeTu.

© WDS He MOXeT 6bITb HACTPOEH, EC/IN Ha Touke HacTpoeH WGB nnv BK/OHEH pexuM Knacrepa.

© [ns koppekTHoit paboTbl WDS HE0BX0AMMO, UTOBbI Ha TOYKaxX AOCTYyrna 6bli1a yCTaHOB/IEHA
0AVHaKoBasi BEpCus NPorpaMMHOro obecneyeHus.

Configure WDS bridges to other access points

Click "Refresh™ button to refresh remote APs signal strength.

| Refresh |

Tunneling |off W

Spanning Tree Mode Enabled '®' Disabled
Interface wlanOwds0 Interface wlanOwds4
Radio [1v] Radio 1]
Local Address |Es:28:c1:c127:60 | Local Address | EBI28:C1iC1:27:60 |
Remote Address | | - Remote Address | | -
Connection Status | down | Connection Status | down |
Encryption | None (Plain-text) v | Encryption | None (Plain-text) w |
Interface wilanOwds1 Interface wlanlwds5
Radio [1v] Radio 1 ~]
Local Address |Es:28:c1:c127:60 | Local Address | EBI28:C1iC1:27:60 |
Remote Address | | - Remote Address | | -
Connection Status | down | Connection Status | down |
Encryption | None (Plain-text) v | Encryption | None (Plain-text) v |
Interface wlanOwds2 Interface wlanlwdsé
Radio [1v] Radio 1 ~]
Local Address |E3:23:CL:C1:2?:60 | Local Address | E8:28:C1:C1:27:60 |
Remote Address | | - Remote Address | | -
Connection Status | down | Connection Status | down |
Encryption | None (Plain-text) w | Encryption | None (Plain-text) w |
Interface wlanOwds3 Interface wianOwds?
Radio (1] Radio [1v]
Local Address |Es:28:c1:c127:60 | Local Address | EB:28:C1iC1:27:60 |
Remote Address | | - Remote Address | | -
Connection Status | down | Connection Status | down |
Encryption | None (Plain-text) v | Encryption | None (Plain-text) W |

Click "Update" to save the new settings.

| Update |

* Tunneling — onums A4OCTyNHA TONbKO Npu ucnonb3osaHum GRE:
+ Off — GRE He ucnonb3ayeTtcs, onuusa Tunneling Bbiko4eHa;
+ Master — Touka nogknoyaeTcs B ceTb Yepes Ethernet-uHtepdelic;
+ Slave — Touka nogxnovaeTcs K Master no paguovHTepaericy;,
« Spanning T ree M ode — pexum paboTbl npotokona STP ans npefoTspalleHns netenb B CETU:
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*+ Enabled — npwv yctaHoBneHHOM hriare npotokon STP paspelueH 415 NCNoNb30BaHNS.
PekomeHayeTcsa BKNHOUNTL Npu ncnonb3osaHum WDS;
* Disable — npu yctaHoBneHHomMm chnare npotokon STP 3anpeLlueH;

* Radio - BbI6op pagnouHTepdelica. Radio 1 - WDS 6yaet noctpoeH B gnanasoHe 5 'y, Radio 2 - WDS
6yaeT NocTpoeH B gnanasoHe 2.4 M,

+ Local Address — npocmoTp MAC-agpeca TekyLiero pagnovHTepdeiica;

* Remote Address — MAC-agpec pagnovHTepdelica Toukn AOCTyna, C KOTOPOW npeaycMaTpuBaeTcs
coBmecTHas pabota. MAC-agpec pagnonHTepderica MOXHO NOCMOTPETb Ha BKNagke
«Status»/«Interfaces;

+ Connection Status — cTaTyc COeiMHeHus;

+ Signal — ypoBeHb CUrHasia, C KOTOpbIM TekyLliaa Tovka A0CTyna BUAMT BCTPEUHYIO TOUYKa A0CTyna, ¢
koTopow noctpoeH WDS, abwm;

* Encryption — BbI6Op pexuma LwndpoBaHns:

+ None — He ucnonb3oBaTh WG POBAHNUE,
+ WPA (PSK) - wundgpoaHne WPA n WPA2, npu BbiGope AaHHOro cnocoba 6yayT A0CTYMNHbI
cnepyloLme HacTPOnKu:
+ SSID — nima Wi-Fi ceTu;
+ Key — WPA-kntou. IniMHa kioya coctas/iset oT 8 40 63 CMMBO/OB.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

[ns 06HOBNEHMA MH(DOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».
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4.5.14 NMopameHo «<MAC Authentication»

B nogmeHio «kMAC Authentication» BbinonHseTca HacTpoitka 6esbix/YepHblx cnuckoB MAC-afpecoB KIMEHTOB,
KOTOPbIM pa3peLleHo/3anpeLLeHo NoAkIYaTbCcs K JaHHO Touke AocTyna.

Configure MAC Authentication of client stations
Global policy Allow only stations in list
®) Block all stations in list
Access List A
Radic (1 ¥
VAP S5ID ACL Policy Mode
0 Elex-Loca default ¥ | | Global *
1 |oo0111_TestLength default ¥ | | Global ¥
2 |BRAS-Guest default ¥ | | Global *
3 Eltex-Guest default ¥ | | Global ¥
4 |test_80211r_5g default ¥ | | Global ¥
5 1.11.4_802111r default ¥ | | Global ¥
& 1.11.4_802111r_26& default ¥ | | Global ¥
7 Wirtual Access Point 7 default ¥ | | Glcbal ¥
8 |virtual Access Point 8 default ¥ | | Global *
9 |virtual Access Point 2 default ¥ | | Global ¥
10 \irtual Access Point 10 default ¥ | | Global *
11 lvirtual Access Peint 11 default ¥ | | Global ¥
12 yirtual Access Point 12 default ¥ | | Global ¥
13 |virtual Access Point 13 default ¥ | | Global *
14 lvirtual Access Point 14 default ¥ | | Global ¥
15 |virtual Access Point 15 default ¥ | | Global *
Click "Update™ to save the new settings.
Update

* Global policy — BbI6op cnucka thunbTpauun MAC-agpecos npu ayTeHTUMKaLnK;
« Allow o nly s tations in list — npn yctaHoBneHHOM chnare 6yaeTt hopMmpoBaTtbCs 6esblili CNMCoK
MAC-agpecos;
* Block all stations in list — npu yctaHoBneHHOM dhnare 6yaeT (OpMUPOBAaTLCS YEPHbIN CNNCOK
MAC-agpecos.
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+ Access List — BbI6op cyulecTByowwmx cnuckos MAC-agpecoB nnu cosgaHve HOBOro Cnucka:

+ default — ctaHgapTHbIA nycToli cnncok MAC-aapecoB. Mpu BbiIGOpe AaHHOro cnucka nunmn ntoboro

PykoBogacTBo no akcnayatauun WOP-2ac

Access List Create ¥

Mew acl name

{1 - 32 characters)

Update

Click "Update™ to save the new settings.

+ Create — co3gaHune HOBOro Crnucka:

* New acl name - BBeguTe nms HoBoro cnucka MAC-agpecoB 1 HaxmuTe kHonky «Update» ans

€ro Co3aaHus.

Access List

Delete Access List

Stations List

Test_List

E8:28:C1:DA:CB:80
EB:28:F1:DA:CB:BO
AB:28:C1:DA:CB:BO

Remove

Add

[PYroro paHee co3flaHHOro 6yayT AOCTYMNHbI ANS PpefakTUPOBaHMS NoNs:

+ Delete Access List — npu ycTaHoBKe dhiara 1 nocneayroLLem HaxaTum Ha kHonky «Update»,

BblGpaHHbIi Access List 6yaet yaaneH. Cnucok default ynanuTb Henb3s.

+ Stations List — cnncok MAC-apecoB K/IMEHTOB, KOTOPbIM pa3peLLeH/3anpeLLeH g4OoCTyn.

Ana pobasneHns MAC-agpeca B crnvcok dunstpauun, B napametpe «Access List» BbibepuTe HyXXHbI CMCOK

n Beeante MAC-aapec, KOTOpPbI HY)XXHO A06aBUTb. Janee Haxmute kHonky «Add». MAC-agpec nosBuTcs B

pa3gene «Station List» .

[Ona ynanenna MAC-agpeca 13 cnvicka B pasaerne «Station List» Bbi6epuTe 3anncb U HAXXMUTE Ha KHOMKY

«Removen».

[na BCTynneHns B cuUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBNCMMYH0 NamsiTb

Radio — BbI6Op paamo nHTepdienca ToUKM A0CTYyNa;

VAP - HOMep BMPTYyas1bHOI TOYKM AOCTYNa;

SSID - nmsa BUpTYanbHO TOUKM A0CTYNa,;

ACL - Bbi6op cnncka MAC-aapecoB An1s1 NPUBS3KN ero K BblbpaHHomy SSID;
Policy Mode — HacTpolika 6enbix/4epHbix cnuckos MAC-aapecos:

+ Global — nns Tekyuiero SSID Bbl6paHHbI cnncok MAC-agpecoB 6yeT COOTBETCTBOBATb

rno6asbHOMY hnary;

+ Allow — ans Tekyuiero SSID BbIGpaHHbIii CNCOK ByaeT SBNATbLCA 6enbiM (YCTpoiicTBam M3 cnmcka

paspeLleH goctyn);

* Block — ans Tekyuero SSID BbIGpaHHbIi CINUCOK ByAeT ABNATLCS YepHbIM (YCTPOCTBaM 13 cnncka

3anpeLueH AocTyn).

HaxkmuTe KHonky «Update».
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4.5.15 MNopmeHto «Load Balancing»

B noameHto «Load Balancing» BbINo/IHSIETCS HACTPOIiKa OrpaHUYeHUsi BO3MOXHOCTY NOAK/HOUYEHNS KNIMEHTOB K
TOYKe AOCTyNna B 3aBUCUMOCTY OT YTUAM3ALMN KaHana.

Modify load balancing settings

Load Balancing Enabled ® Disabled
Utilization for No New Assocations 0 (Percent, 0 disables)

Click "Update” to save the new settings.
Update

+ Load Balancing — 6anaHcupoBKa Harpysku:
« Enabled — 6anaHcMpoBKa Harpy3ku BKHOUYEHS;
* Disabled — 6anaHcnpoBKa Harpy3km BbIK/llOYEHA.
« Utilization for No New Associations — ypOBeHb YyTU/M3aumm Nos10Ckl MPOMYCKaHNS TOUYKM JOCTYNa, Npu

NPEeBbILLIEHNM KOTOPOI NPOMCXOAUT 3anpeT Ha NOoAK/IYEHNE HOBbIX KNIMEHTOB, 3agaeTcs B %. Mo
ymonuyanuio — 0.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaxkmuTe KHonky «Update».
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4.5.16 MopgmeHto «Authentication»

B nogmeHto «Authentication» npon3soanTcs HaCTpoika TOUKM AOCTyNa B peXume KJneHTa no npoTokony
802.1X onsa npoxoxaeHns npoueaypbl ayTeHTUmKauumn Ha BbilecTosAweM 060pya0BaHUN.

Modify 802.1X Supplicant Authentication settings

Click "Refrash™ button to refresh the page.
Refrash

Supplicant Configuration ...

802.1¥ Supplicant Enabled ® Disabled

EAP Method VDS ¥

Usermame (Range: 1 - 64 characters)
Password (Range: 1 - 64 characters)

Click "Update” to save the new settings.
Update

Certificate File Status ...
Certificate File Present no

Certificate Expiration Date Mot Presant

Certificate File Upload ...

Browse to the location where your certificate file is stored and click the "Upload” button.

To upload from a TFTP server, click the TFTP radio button and enter the TFTP server information.
Upload Method @ yTp TFTP

Filename BrifiepuTe thadn | ©aAn He Beibpax

Upload

Supplicant Configuration — B pazgene BbINoNHSAETCA HACTPOIiKa NapaMeTpoB ayTeHTUGIMKALNN:

+ 802.1X Supplicant — BKNOYNTL/BbIK/IOYMTL PabOTY TOUKM JOCTYNa B PEXUME K/IMEHTA NO NPOTOKOY
802.1X:
« Enabled — BKNHOUNTD;
* Disabled — BbIKNOUUTB;
+ EAP Method — anroputm WwndpoBaHns Npu ayTeHTudunkaLmm nonb3osarens. BoaMmoxHble 3Ha4eHus:
MD5, PEAP, TLS;
+ Username — nms nonb3osarens. NMapamMmeTp MOXeT cogepxartb oT 1 40 64 CUMBO/IOB;
+ Password — naponb. MNapameTp MOXeT cogepxartb oT 1 40 64 CUMBO/IOB.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHOUIypaLumn 1 3aHeCEHNSI HACTPOEK B 3HEPTOHE3aBNCUMYIO NaMsTh
HaxkmuTe KHonky «Update».

Certificate File Status — B pasgene moxHo npocMoTpeTb nHgopmauuio o coctossHum HTTP SSL ceptudimkara:

* Certificate File Present - yka3biBaeT, NpucyTCTBYET nin dpaiin ceptudnkarta HTTP SSL. Bo3aMoXxHble
3HayeHus: yes, no. Mo ymonuyaHuo ceptudmkar OTCyTCTBYET - NO.

* Certificate Expiration Date - pata, ykasblBatloLlas Ha To, Koraa UCTeveT CPoK AelicTeua daina
ceptudomkata HTTP SSL. Ecnn ceptudomkaT oTCyTCTBYET 0TOGpaxaeTcsl coobuieHue - «Not Present».

Certificate File Upload — B pa3gene BbinonHsetcs 3arpyska dpana HTTP SSL Certificate.

+ Upload Method — meTtog 3arpy3ku dpainna HTTP SSL ceptudnkara:
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* HTTP - 3arpyska ceptucpmkara yepes HTTP. Mpu BbiGope aToro cnocoba HaXXM1Te KHOMKY
«BbibepuTe thaiiny», ykaxute aiin, KoTopblii HY>XXHO 3arpy3uTb B YCTPONCTBO;
* TFTP - 3arpy3ka ceptudpmkara yepes TFTP. MNpu ykazaHum aToro cnocoba Hy>XHO 3anosiHUTb
cnegytwoiime nons:
*+ Filename — nms haiina ceptudmkara;
+ Server IP — IP-agpec cepsepa.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

[N 06HOBNEHMA MHPOPMALMK Ha CTpaHULEe HaxkMUTe KHOMKy «Refresh».

4.5.17 NMopmeHo «Management ACL»

B noameHto «kManagement ACL» BbINOMHSAETCS HACTPOIKa CNMCKOB A0CTYyMNa ynpasneHus yCTPOCTBOM Yepes
Web, Telnet, SSH, SNMP.

Configure Management Access Control Parameters

Management ACL Maode Enabled ™ pDisabled

IF Address 1 o R L R )

IF Address 2 [Esie e e s e |

IP Address 2 [ O O )

IF Address 4 [l i e e e ey |

IP Addrass 5 [Blatelbrtele "B o e o e e |

IPvE Address 1 oo I IR RO | R | R KR K
IPvE Address 2 [ 20 1 200000 1 OO0 OO OO 00O OO0 00
IPvE Address 2 [Bletele db ota o b e oo db oo e db e o e db oo s db o eio db e ol ]
IFvE Address 4 (Bl sle a3 s s e ab s s s d b s e s db s s s b s s Sb = w s A5 w s 9
IPvE Address 5 [flelete db ota o b e oo db oo e db e o e db oo s db o eio db e ol ]
Click "Update” to save the new settings.

Update

+ Management ACL Mode — ncnonb3oBaHune CN1CKOB AOCTyNa K ynpas/IeHNI0 YCTPONCTBOM:
+ Enabled — npu yctaHoBfieHHOM chnare oyHKLMOHa BK/IHOYEH;
* Disabled — npu yctaHoB/ieHHOM dhnare OyHKLMOHaT OTK/THOYEH,;
+ IP Address 1...5 — cnucok xocToB IPv4, KoTopble MMEIOT AOCTYN K yNpaB/ieHN0 YCTPONCTBOM;
* IPv6 Address 1...5 — cnucok xocToB IPv6, KoTopble MMET AOCTYN K yNpaBneHno YyCTPOCTBOM.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.18 MopgmeHto «OTT Settings»

B nogmeHto «OTT Settings» BbinonHseTcs HacTpoiika napametpoB OTT(Over the Top) ans noctpoeHus IPsec,
nn6o GRE-TyHHenel BHyTpu IPSec coegnHeHnsa OT TOYKU AocTyna.

OTT Settings
Service Activator URL (https = . k3w xxx / Domain name><Pgort>)
IPsec Remote Gateway 172.16.0.1 (e 00 200 xxx / Domain name)

IPsec Operational Status

KAUTH User usEer (Range: 4-16 chars)
XAUTH Password password (Range: B-48 chars)
Advanced Settings
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+ Service Activator URL — agpec cepBuc-akTnBaTopa, 3agaetcs B goopmarte https://<xXX.XXX.XXX.XXX /

Domain name>:<Port>

+ IPsec Remote Gateway — wnto3 ansa IPsec, 3agaetca B oopmare IP-agpeca niv 4OMEHHOTo MMeHMN.

+ IPsec Operation Status — ycTaHOBUTE (DNAXKOK A5 BKIOUEHNSA KOHGUTypupyemoro IPsec coeguHeHus.

« XAUTH User — nms nonb3oBartens Ans pacluMpeHHon aBTopmsalnmm, Heobxoammo Ans paboThbl
mexaHu3ma mode config. MapameTp go/mkeH cogepxarb oT 4 o 16 CMMBO/IOB.

+ XAUTH Password — naposb nosib3oBaTesnis A1 pacluMpeHHol aBTopusaumm, Heo6xoamMmo ans paboTbl
mexaHu3ma mode config. MapameTp Jo/mKeH cogepxatb oT 8 Ao 48 cMBO/OB.

YTo6bl NepeinTn K pacluMpeHHOMY CMUCKY NapaMeTPOoB, HXKMUTE KHOMKY C N306PaXEHNEM CUMBOA «+»

HanpoTtuB «Advanced Settings»:

Advanced Settings
IKE Proposal

IKE Authentication Algorithm
IKE DH Group

IKE Encryption slgorithm
IKE Policy

Use ISAKMP Mode Config
IKE Lifetimea

Use NAT-T

IPsac MAT Keepalive

IPsac Password
IKE Gateway

IPsac Local Address
IPsec Remote Network

IPsac Remote Mask

mds

1w

| B&400 |-,'5ec, rRange: 1B0-B&300)

o

| 180 |-,'Sec, rRange: 1-300)

| password

| 152.16B8.2.10

| 192.16B8.3.0

255.255.255.0

| (Range: 8-48 chars)

| 0300 0 D00
| {30 L 20 )

| {30 L 20 )

IKE Proposal:

* IKE Authentication Algorithm — BbiGop anropuTMa xawwmpoBaHus IKE, npegHasHadeH ansi NpoBepku

LUEeT0CTHOCTUN AaHHbIX.

* IKE DH Group — Bbl6op anroputma Anddun-XennmaHa, UCnosnb3yeTcsa YTo6bl yCTaHOBUTbL OOLLINIA CEKPET

B HE3ALMLLEHHO CEeTW.

* IKE Encryption Algorithm — BbiGop anroputma WwmndpoBaHus ansa 1 dasbl nogknoyeHns IPsec.

IKE Policy:

+ Use ISAKMP Mode Config — akTuBMpyeM pexmnm aBToOMaTM4YeCcKoro noslyyeHns BUpTyasibHOro agpeca,
yAanéHHoin noaceTn, agpecos ans nogHsaTua GRE-TyHHenein ot ESR, kK KoTopoMy nogkstoyaemcst no

IPSec.

* IKE Lifetime — Bpems xu3Hu IKE (cpaza 1), fomxeH 6biTb MAEHTUYEH Mo 06e cTopoHbl IKE/IPsec-
coeguHeHuA. NMapameTp npuHumaeT 3HadeHus oT 180 go 86400 cekyHn. Mo ymonyaHuio - 86400 cekyHA.

+ Use NAT-T — Heob6xoaMmo BKIOUMTb hiar, ecnm Touka goctyna Haxoamtes 3a NAT.

+ IPsec NAT Keepalive - nepuoan4HOCTb OTNpaBku naketoB keepalive npu pa6ote yepe3 NAT, UTo6bI
NAT-TpaHCAauuAa coxpaHsiach Ha BbILLECTOALMX poyTepax Npu 4/MTesIbHON He akTUBHOCTU CO
CTOPOHBbI KnineHTa. NMapameTp npuHumaeT 3HadeHnsa oT 0 go 300 cekyHA. o ymonyaHuto - 180 cekyHA.

* IPsec Password — naponb ans IKE/ISPEC-coeanHeHus. MNapameTp Ao/MKEH cogepxaTb oT 8 fo 48

CMMBO/10B.

+ Use XAUTH Password - npu yctaHoBneHHoMm chnare ans IKE/ISPEC-coegnHeHns 6yaeT ncnonb3oBatbes
3afaHHbI paHee XAUTH Password. Ecnu donar He ycTaHOBNEH ByaeT NCnonb30BaTbCs Naposib,
yKasaHHbIli B none IPsec Password. Mone poctynHo ecnu Use ISAKMP Mode Config BKtoueH.

IKE Gateway - pa3zen v Bce ero napameTpbl AOCTYMNHbI A1 peAakTUpoBaHMsA Npu ycrioBuK, YTo napametp Use
ISAKMP Mode Config HaxoanTcsl B COCTOSAHWUW Off:
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* IPsec Local Address - agpec KnvMeHTa, KOTOpbIil UCNo/b3yeT B kadecTBe IKE nokasnbHyo CETb C MaCKoW
nogceTn 255.255.255.255 (/32).

* IPsec Remote Network - yaganeHnHas IKE nogceTb.

*+ IPsec Remote Mask - macka yaaneHHon nogcetu IKE.

IPsec Proposal

IPsac Authentication Algorithm mds

IPsac DH Group [

IPsec Encryption Algorithm aes W

IPsec Policy

IPsac DPD Delay | 180 | (Sec, Range: 5-600)
IPsac Child 54 Ufetime | 3600 | (Sec, Range: 180-B6400)
IPsec VPN

Force Establish Tunnel o

GRE Over IPsec

Use GRE Mode

GRE Cwver IPsec Mgmt

GRE Ower IPsec Data

* on Off

| 192.168.3.2

| 192.168.3.3

| {30 L 20 )

| {0 . 200000 )

GRE MTU Offset | 148 | (Range: 0-220)
GRE PIng Counter | a | (Ranmge: 3-50)

Click "Update™ to save the new settings.

Update

IPsec Proposal :

* IPsec Authentication Algorithm — BbIGOp anropuTma xawmpoBaHus IPsec, npegHasHayeH Ansi NpoBepKn
LEe/IOCTHOCTU @HHbIX.

+ IPsec DH Group — BblI6op anroputma Audpdoun-XensmaHa, Ucnosb3yeTcst YToObl YCTAaHOBUTb 00LLMTA
CeKpeT B He3allWLLEeHHON CeTu.

* IPsec Encryption Algorithm — BbIGop anroputma wmdposaHmnsa ans 1 dasbl nogkaoueHns IPsec.

IPsec Policy:

* IPsec DPD Delay — vHTepBas1 OTNpaBky NakeToB 0OHapYy>XeHUs paspbiBa coeanHeHus. MNpu oTcyTCTBUM C
NPOTMBONONOXHOM CTOPOHbLI IPsec VPN oTBeTOB Ha 5 nakeToB noapsia, Touka aoctyna coutet VPN
passanusBLUMMCA 1 Npou3BedéT nepesanyck IPsec VPN co cBoeli cTOpoHsbI. MapamMeTp npuHnumaeT
3Ha4yeHus ot 5 go 600 cekyHa. Mo ymonyaHuio - 180 cekyHA,.

+ IPsec Chaild SA Lifetime — Bpemsi xu3Hu IPsec VPN SA (pasa 2), omkeH 6bITb 0AUHAKOBbIM C 06enX
cTopoH TyHHens IKE/IPsec. [lomkeH 6biTb HUxXe, yem IKE Lifetime. MapameTp npyHumaeT 3HavyeHus ot
180 go 86400 cekyHa. Mo ymonuaHuto - 3600 cekyHA.

IPsec VPN:

* Force Establish Tunnel — BKNUUTb, 4TOObLI ycTaHOBUTb coeanHeHne IPsec VPN HemeaneHHo. ViHaue,
VPN-coeaunHeHune IPsec 6yaeT ycTaHOBNEHO MO 3anpocy.

GRE Over IPsec:

+ Use GRE Mode — BkntounTb unm otkntountb GRE yepes IPsec . Bo BK1HOYEHHOM COCTOSAHUM ANS
pefakTMpoBaHUA AOCTYMNHbI NapameTpbl:

* GRE Over IPsec Mgmt — IP-agpec GRE gnsa TyHHens ynpasneHus .

* GRE Over IPsec Data — IP-agpec GRE gns TyHHens ynpasneHus gaHHbIMUA .

* GRE MTU Offset — onpepnensieT ymeHblueHne MTU ansa GRE-TyHHenelh. GRE-TyHHensm 6yaet
HasHavyeHo MTU ncxoas 3 pacyeta 1500 - GRE MTU Offset. MapameTp npuHuMaeT 3HadeHus ot 0
0o 220.

* GRE Ping Counter — uT06bl NpOBEPUTB, UTO TYHHENb GRE BCe elle XunB, oTnpasnsieTcs ping Ha GRE
IP-management kaxgple 10 cekyHA. DTO 3HaYeHWe onpeaensier, CKOMIbKO NakeToB NMUHra MOoXeT
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6bITb NOTEPSAHO, 40 TOrO, Kak ToUKa A0CTyna nepesanycTut coeguHeHune IPsec.
MapameTp npMHMMaeT 3HadeHus ot 3 go 60.

[ns BCTynneHus B cuy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.19 MopgmeHto «<Mesh»*

B nogmeHto «Mesh» BbINONHAETCA HACTPOIiKa CBA3M MeXay ToukaMy AocTyna no 6ecnposogHoit Mesh-ceTu.

© *MogmeHto AOCTYMHO, ECIM HA TOUKE AOCTYyNa ycTaHosneHo MO ¢ noagepxkoii Mesh
(WOP-2ac-1.14.0.X-MESH.tar.gz 1 6onee nosgHue Bepcum).

Configure Mesh access point

Mesh General Settings

Autopeer Status | Off V|
Spanning Tree Mode On v
Tunneling Off b

Mesh Interface Settings

Radio 1w

Interface wlanOmesh

Status Up hd

Mesh 1D ‘Mesh ‘
Mesh Encryption Off W

Mesh Root Oon v

Mesh Root Address ‘ 1 4B:B5:52:9F ‘

Mesh Interface Address ‘ 1:4B:B5:52:9F ‘

Mesh General Settings — B jaHHOM pasaesne BbINO/HAETCA HAacTpolika o6Lwwux Mesh napameTpos.

* Autopeer Status — cTaTyc aBTOKOH(pMIyprMpoBaHusi Touek focTyna. [Jo/mKeH ObITb OTK/II0UYEH Ha
npoBogHoii Touke (Root) 1 BKNtOUYEH Ha 6GeCNPOBOAHbIX.
+ Spanning Tree Mode — pexum pa6oTbl npotokona STP gns npegoTepalleHns NneTenb B CETY;
+ Tunneling — onumsa gocTynHa To/bKO Npu ncnosb3oBaHun GRE:
+ Off — GRE He ucnonbayetcs, onuns Tunneling BbIKNHOYEH3;
+ Master — Touka nogkntoyaeTcs B ceTb Yepes Ethernet-uHtepdeiic;
+ Slave — Touka nogxntovaeTcs kK Master-Touke no paguonHTepdeiicy.

Mesh Interface Settings — B faHHOM pasfesne BbINO/HAETCA HACTPOlika NapameTpoB UHTepdeiica ans
opraHusauun Mesh. Pazgen goctyneH Tonbko Ha Root-Touke, T.e. Npu HaxoxaeHun napameTpa Autopeer
Status B 3HaueHun off.

* Radio - BbIGOp pagnovHTepdelica ans opraHmsauyun Mesh;

© Ha toukax Tuna WOP-2ac Mesh nogaepxaH Tonbko Ha Radio 1 (5 'Tw).
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* Interface - nHTepeiic, Ucnonb3yeMblil Ans opraHusauun Mesh;

+ Status — cocTosiHue koHdurypmpyemoro Mesh-nHtepdelica;

« Mesh ID — nms Mesh-cetu;

+ Mesh Encryption — ucnonb3oBaHve Mesh-ceTu ¢ wucpoBaHnem (on — BKIHOUNTb, Off — BbIKIOUNTD);
+ Mesh Root — HazHaunTb TOUKY A0CTyna KoHTposnnepom B Mesh cetn (gomkHa 6bITb TouKoli BBOAA/

NPOBOAHON);
* Root Address - MAC-agpec nHTepdeiica TOUYKM AOCTYNa, SABMSIOLLENCS KOHTPON1epoMm (3anosHseTcs
aBTOMAaTUNYECKM);

* Mesh Interface Address — MAC-agpec Mesh-nHtepdeiica KoHUIryprpyemoi To4kM JOCTyna;

Mesh Mac Authentication

Peer's list

]
=5

4b:b5:52:8f ag:f9:4b:bB:3a:1f

[
=]
Ho=h G =h =h =k =h =h
(=T - T- - V- T -]
b
(=3
(=N
(=]
b
[=a]
[
h

| Delete From Access List || Delete From Block List Access Block

| u] | Access Block

Click "Update” to save the new settings.

Update

Mesh Mac Authentication — B pa3aene BbINOMHAETCA Ao6GaBneHne/yaaneHne yyactHmkos Mesh-cetn.

+ Allowed - Toukam goctyna aob6asneHHbIM B cnncok «Allowed» paspeweH aoctyn B Mesh-cetb:
+ Delete From Access List — ynanuTb BblaeneHHblin MAC-agpec 13 cnucka paspeLueHHbIX;

* Blocked — Toukam goctyna nob6aeneHHbIM B cnncok «Blocked» 3anpeuyen goctyn B Mesh-ceTb:
*+ Delete From Block List — ynanuTb BblaeneHHbln MAC-agpec 13 cnucka 3anpeLueHHbIX.

+ Access Request — cnncok Tovek AocTyna npucnasBLInX 3anpoc Ha noakntoyeHne B Mesh-ceTs:
+ Access — f06aBneHNe TOUKM A0CTyna B «6esblii» CN1COK (A0CTYN paspeLleH);
* Block — no6aBneHue TOUKM A0OCTYNa B «YepHbI» CINCOK (A0CTYN 3anpeLleH).

[ns Toro, uTo6bl A06aBUTL TOUKY AocTyna B cnucok Allowed/ Blocked spyyHyto, Heobxodumo ssecmu MAC-
adpec moyku 8 nosie «<Add mac» u Haxxambs COOMBECMBYIOWYH KHOIKY:

+ Access - [o6aBfieHme TOYKM A0CcTyna B «6enblii» CrmMcoK
* Block - no6aBneHme TO4KM A0CTyNa B «4epHbIii» CMINCOK.

[na BCTynneHns B cuUly HOBOW KOHCOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYHO NamMsiTb
Haxkmute KHonky «Update».

4.5.20 MopgmeHto «<Mesh Monitoring»*

B nogmeHto « Mesh Monitoring» oTo6paxaeTcs cTaTUCTVKa 1 COCTOsIHUE coeauHeHnii B Mesh-ceTu.

© *TMogmeHto fOCTYMHO, ECNM HA TOUKe A0CTyna ycTaHosneHo MO ¢ nogaepxkoii Mesh (Hanpumep,
WOP-2ac-1.14.0.X-MESH.tar.gz n 6onee nosaHue Bepcun).
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Mesh Monitoring

Mesh Neighbor Nodes | Stats Update Auto Update

MAC Address Link State RSS| Uptime Tx Total Rx Total Tx Retry Count Rx Retried Count Tx Actual Rate Rx Actual Rate

ad:f9db:b7.cc:Bf ESTAB  -46 011958 268274 75360 B3085 (31.0%) 6723 (B.9%) 1 Kbitsisec 0 Kbits/sec
aB:fodb:b0:5fdf  ESTAB  -4B 0L:19:59 634302 161236 85244 (13.4%) 12904 (8.0%) 0 Kbitsisec 0 Kbits/sec
ad:f4bb4:53:7f  ESTAB  -44 141342 622430 151387 B2495 (13.3%) 14367 (9.5%) 0 Kbitsisec 0 Kbits/sec

Mesh Network | Update Graph Auto Update

MAC Address Device Mame IP Address Firmware Version Last Update(secs ago)
af:f3:4b:16:efbf WEP-12acorev.C(ROOT) 152.168.56.116 1.14.0.B8-mesh_test-741906c-MESH 0
af:f9:4b:b0:5f df WEP-12ac 1592.168.56.115 1.14.0.88-mesh_test-741906c-MESH 1
a8:f9:4b:bd:53:7f WEP-12ac 152.168.56.112 1.14.0.88-mesh_test-741906c-MESH 2
a8:f9:4b:b7.cc:8f : 192.168.56.114 1.14.0.88-mesh_test-741906c-MESH 5

Mesh Neighbor Nodes - B pa3nene oto6paxaeTcsi Tabnmua co CTaTUCTUKON COEUHEHNIT C COCeAHUMM
Toukamu gocTyna.

Stats Update — npn HaXaTun Ha KHOMKY NPOU30iAeT 06HOB/EHNE CTAaTUCTUKN B TaBNNLE;
Auto Update — aBTOMaTnyeckoe 06HOBMeHME Tabnuupl (IaHHbIE 0GHOBNAITCA pa3 B CEKYHAY);

* MAC Address — MAC-agpec Mesh-nHTepdheiica cocenHelt TOUKM A0CTYNa,;

* Link State — cocTosiHMe coegUHEHNS;

* RSSI — ypoBeHb cuUrHasna oT cocefHen TOUKN AOCTYyna;

* Uptime — npofo/mKUTE/IbHOCTb COeAMHEHNS C TOYKON [OCTYNa;

+ Tx Total — KONMYECTBO YCMNELIHO OTNPAaB/IEHHbIX NAKETOB;

* Rx Total — KONMYEeCTBO YCNELIHO NPUHATLIX NaKEeTOB;

+ Tx Retry Count — KONnn4ecTBO MOBTOPHO OTNPaB/IEHHbIX MNaKETOB;

* Rx Retried Count — KONNYECTBO MPUHSTLIX MAKETOB, OTNPAB/IEHHbIX NOBTOPHO;
+ Tx Actual Rate — TekyLas CKOpOCTb Nepegayn AaHHbIX, B KOUT/C;

* Rx Actual Rate — Tekywjasi CKOPOCTb NprYeMa [aHHbIX, B KOUT/C.

Mesh Network — B pa3gene otobpaxaeTcs Tabnuua ¢ MHpopmaumeli 06 yyacTH1ukax Mesh-cetu.

© Oto6paxaeTcs TONbKO Ha YCTPOMCTBE, ABMAILLMMCS KOHTpOsiepoM Mesh-ceTu (Root AP).

Update Graph — npu HaxaTuu Ha KHOMKY Npon3oinaeT o6HOBNEHNE nHopMauun B Tabnuue u rpade;
Auto update — aBTOMaT4yeckoe 06HOBEHWE TabnuLpl 1 rpacda (AaHHble 06HOBNsOTCA Kaxable 10 cekyHa);

* MAC Address — MAC-agpec Mesh-nHTtepceiica yyacTHUKa cetu;
+ Device Name — cuctemMHoe Umsi yCTPONCTBa;

+ IP Address — IP-agpec ycTpoiicTBa;

* Firmware Version — Bepcusa nporpaMmMHOro obecrnevyeHus;

+ Last Update — Bpemsi nocnegHen CUHXPOHU3aLun ¢ yCTPONCTBOM.

B pasgene MOHMTOpUHIa pacnonaraeTcs rpad ¢ NoCTpoeHHo cxemoii Mesh-ceTu. Ha ocHoBaHuy Tabnumubl 1
rpad)a MOXXHO NMPOV3BECTU aHaIN3 CETU. STO NO3BOJIUT OLIEHUTb NPaBU/IbHOCTL PACMO/IOKEHMS TOUeK AocTyna
Mo TEPPUTOPUM MOKPLITUS U YKaXKET Ha NPOo6/IeMHbIE MECTA, a TakKe NMOMOXET NPOoV3BOANTbL MOHUTOPUHT CETU
B peXVMe peasibHOro BpeMEeHM.
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Link status:
STEN
SN —

WEP-12acirev.C(RODT)

-48

4.6 MeHo «Services»

B MeHIo «Services» BbINO/THAETCA HACTPOIKa BCTPOEHHbIX C/1YX6 TOUKM AocTyna.

4.6.1 lMopmeHto «Bonjour»

B nogMmeHto «Bonjour» BbINOMHAETCS HAcTpolika ycnyri Bonjour, koTopasi no3BosisieT 6ecnpoBOAHbIM TOUKaM

[0CTyna 1 Ux cepemcam 06HapyXMBaTb ApYr Apyra BHYTPU /TOKa/IbHON CeT, UCMoMb3ys 3anvcy B multicast
Domain Name System (mDNS).

Set Bonjour Status

Bonjour Status Enabled ® Disabled

Click "Update”™ to save the new settings.
| Update

Bonjour Status — coctosiHue ycnyru Bonjour:
« Enabled — npu ycTaHOBNEHHOM dhnare ycnyra akTuBHa;
+ Disabled — npun yctaHOBNEHHOM hnare ycnyra BblK/t0oHeHa.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEK B S3HEProHe3aBUCUMYI0 NaMAaTb
HaxxmuTe kHonky «Update».
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4.6.2 MoameHto «<Web Server»

B noameHio «Web Server» BbINONHATCA HACTPOIKM AOCTYyNa K ToUke AocTyna yepe3 web-uHtepdelic.

Configure Web Server Settings

HTTFS Server Status * Enahled Dizabled

HTTF Server Status * Enahled Dizabled

HTTF Port 30 (Range: 1025-65535, Default: 80)
HTTFS Fort 443 (Range: 1025-65535, Default: 443)
Maximum Sessions 5 (Range: 1 - 10, Default: 5)

Session Timeout (minutes) 1440 (Range: 1 - 1440 minutes, Default; 3)

Click "Update™ to =ave the new =ettings.
Update

* HTTPS Server Status — coctosiHue cepsepa HTTPS:
+ Enabled — npun yctaHoBNeHHOM chnare nogkatodeHre K web-nHtepdelicy yctpoiictea 6ygert no
3awmeHHomy npotokony HTTP (HTTPS);
* Disabled — npu yctaHoBNeHHOM chnare nogkayeHne K web-nHrepdelicy yctpoiictsa He
[OCTYMHO no npotokony HTTPS;
* HTTP Server Status — cocTosHne cepsepa HTTP, aTOoT napamMeTp He 3aBUCUT OT COCTOSAHUA HACTPOEK
napametpa «HTTPS Server Status»:
* Enabled — npun yctaHoBeHHOM dhnare nogkatdeHne K web-nHrepdelicy yctpoiictea byaet
paspeLueHo no npotokony HTTP;
+ Disabled — npu yctaHoBNeHHOM chnare nogkayeHne K web-nHrepdelicy yctpoiictesa He
[0CTYNHO no npotokony HTTP;
* HTTP Port — Homep nopta ansa nepegayun HTTP-Tpacumka. NapameTtp npuHumaeT 3HadeHusa ot 1025 go
65535. Mo ymonuaHuio — 80;
* HTTPS Port — Homep nopta ana nepegayn HTTPS-Tpadmka. MapameTp npuHnumaeT 3HavyeHns ot 1025
[0 65535. To ymonyaHuio — 443;
* Maximum Sessions — konnyecTtBo web-ceccuii, Bktouas HTTP n HTTPs, koTopble MOryT 6bITb
OJHOBPEMEHHO 3anyLleHHbl. MapameTp npuHuMaet 3HadeHms ot 1 go 10 ceccuid. Mo ymonyaxuio — 5,
+ Session Timeout (minutes) — nepvo BpeMeHM, N0 NCTEYEHNM KOTOPOro CUCTEMA aBTOMAaTNYECKM
BbINO/THAT BbIXO4, U3 Web-nHTepdpeiica, ecnim nonb3oBaTeslb He Obl1 akTUBEH. MapameTp npuHUMaeT
3HayveHus ot 1 go 1440 muHyT. Mo ymonyaHuio — 60 MUHYT.

[lna BCTynneHns B culy HOBOW KOHUIypaLum 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYHO NaMsiTb
HaxxmuTe kHonky «Update».

Generate HTTP SSL Certificate ...

Click "Update” to generate a new HTTP S5L Certificate.

Update

HTTP SSL Certificate File Status ...

Certificate File Present: VES
Certficate Expiration Date: Dec 26 09:00;03 2019 GMT
Certificate Izssuer Commaon Name: CN=192.168.1.10
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Generate HTTP SSL Certificate — B gaHHOM pa3gene npy Haxatum Ha kHonky «Update» BbinonHseTca
reHepauus HoBoro HTTP SSL ceptudhmkarta gns 6esonacHoro goctyna k web-cepsepy. [lJaHHoe gelicteue
HY>XHO BbINO/THUTL NpUW NosyyveHun IP-agpeca, 4Tobbl MMs cepTudmkaTa cosnagano ¢ IP-agpecom ycTpolicTea.
Mpu co3gaHnm HOBOTO cepTudmkara byaeT 3anyuieH web-cepsep 6e3onacHOCTU. 3allmLLeHHOe coegnHeHne
He ByaeT (PyHKUMOHMPOBATb, NOKa HOBbIM cepTudmkar He ByaeT npyMeHeH B 6pay3epe.

HTTP SSL Certificate File Status — B saHHom pasaene npusoautcst uHdopmaums o HTTP SSL cepTtudimnkare:

« Certificate File Present — yka3blBa€eT, NpucyTCTByeT /in ceptudpmkat SSL HTTP;
« Certificate Expiration Date — gaTa, O KOTOpOW cepTndnKaT AeNCTBUTENEH;
« Certificate Issuer Common Name — umsi cepTudomnkara.

To Get the Current HTTP SSL Certificate ...

Click the "Download” button to save the current HTTF S5L Certificate as a backup file to your FC.
To =zave the Certificate to an external TFTP server, click the TFTP radio button and enter the TFTP server information.

Download Method ® HTTP TFTR

Download

To upload a HTTP SSL Certificate from a PC or a TFTP Server ...

Browse to the location where your certificate file is stored and click the "Upload” button.
To upload from a TFTF server, click the TFTF radio button and enter the TFTF server information.

Upload Metheod ® HTTP TFTE

HTTF S5L Certificate File BrifepuTe dain | Main He soibpaH

Upload

To Get the Current HTTP SSL Certificate — B faHHOM pa3gene BbiNoNHAeTcs coxpaHeHune Tekyuiero HTTP SSL
cepTudmkarta, KOTopbIi B AasibHelLLIEM MOXET 6bITb MCNOb30BaH Kak backup-haiin:

Download Method — meToa coxpaHeHma HTTP SSL ceptudukara:
« HTTP - dpaiin 6yaet coxpaHeH no HTTP Ha komnbtoTep;
* TFTP - ceptudpmkar 6yaet coxpaHeH Ha TFTP-cepBepe, npy ykasaHun 3Toro cnocoba Hy>Ho
3anosiHUTbL cneyroLme nons:
« HTTP SSL Certificate File — nmsi dpaiina ceptudukaTta, 3aaeTcsi CTpoka Ao 256 CMMBO/IOB.
« Server IP — IPv4- unun IPv6-agpec TFTP-cepBepa, KOTOpbIin 6yAeT MCNoNb30BaTbCA AN
3arpysku goan.

Haxmute Ha kHonky «Download» ons coxpaHeHus canna HTTP SSL ceptudmnkaTta.

To upload a HTTP SSL Certificate from a PC or a TFTP Server — B pa3faene BbINONHAETCA 3arpy3ka caiina
HTTP SSL Certificate:

Upload Method — meTop 3arpy3ku thaiina HTTP SSL ceptudmkara:
* HTTP - no HTTP, npu ykasaHun 3Toro cnocoba HaxmmTe KHOMKy «Bblbepute daiiny, ykaxuTe
dhalin, KOTOpPbIV HY)XXHO 3arpy3nTb Ha YCTPOICTBO;
* TFTP - uepe3 TFTP-cepBep, Npu ykazaHuy 3TOro cnocoba HyXHO 3anosiHUTb creayroLue nons:
« HTTP SSL Certificate File — nmsi dpaiina ceptudukaTta, 3aaeTcsi CTpoka Ao 256 CMMBO/IOB.
« Server IP — IPv4- unun IPv6-agpec TFTP-cepBepa, KOTOpbIin 6yAeT MCNoNb30BaTbCA AN
3arpysku goann.

HaxmunTte Ha kHonKy «Upload» ansa 3arpysku ¢paiina Ha yCTpOCTBO.
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4.6.3 MNopgmMeH «SSH»
B nogmeHto «SSH» BbINOMHAETCA HACTPOKiKa AOCTyna K yCTPONCTBY MO NpoTokKony SSH.

SSH - 6e3onacHbIin NPOTOKO/ YAA/IEHHOTO yrpasneHus yctpoincteamu. B otimume ot Telnet npotokon SSH
LWwnppyeT Becb Tpaduk, BkNOYas nepegaBaemble naposu.

Set SSH Status

S5H Status ®' Enabled Disabled

Click "Update™ to save the new settings.
Update

SSH Status — cocTosiHue gocTyna K yCTpOWUCTBY No npoTokosny SSH:

+ Enabled — npu ycTaHOBNEHHOM chiiare AOCTYN pa3peLueH;
* Disabled — npu yctaHoBNeHHOM dhiare AOCTYnN 3anpeLyeH.

[Nsi BCTYN/IEHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaxkmuTe KHonky «Update».

4.6.4 MopmeHto «Telnet»

B nogmeHto «Telnet» BbINONHAETCA HACTpOliKa [OCTyNa K yCTPOUCTBY No npoTokony Telnet.
Telnet — npoTokon, NnpegHa3HauyeHHbI 418 opraHv3aLmmn ynpasneHnus no cetu. No3BonseT yganeHHo
NOAK/THOUUTLCS K LLUK03Y C KOMMbIOTEPA [/1 HACTPOWKU 1 yNpas/ieHus.

Set Telnet Status
Telnet Status ® Enabled Disabled

Click "Update™ to save the new settings.
Update

Telnet Status — cocTosiHMe OOCTyna K yCTPOMCTBY No npotokony Telnet:

* Enabled — npun yctaHoBNeHHOM dhnare AOCTYyN paspeLleH;
+ Disabled — npu yctaHOBNeHHOM dhare AOCTYN 3anpeLyeH.

[ns BCTynneHus B culy HOBOW KOHUIypauum 1 3aHeceHnss HaCTPOeK B 3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.6.5 TMopameHto «QoS»

B noameHto «QoS» HacTpavBatoTcs (DyHKLUMN 06ecrneyveHunst kadyectsa o6cnyxmarus (Quality of Service).
HacTpoiika napametpoB QoS BbINOAHAETCH ANS KaXA0ro paavonHTepdeiica.

QoS ncnonb3yetca AN obecnevyeHns MUHUMasIbHbIX 3aepXekK B nepefaye faHHbIX Taknx CEPBUCOB, Kak
nepepaya ronoca no IP (VolP), Buaeo B pexvMe peasibHOro BpEMEHMW 1 APYTMX CEPBUCOB, YyBCTBUTE/bHBIX KO
BpeMeHu nepesayn AaHHbIX.
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Modify QoS queue parameters
Radio (1 ¥

EDCA Template Custom v
CQueue AIFS cwMin cwMax Max. Burst
Data 0 r | = =
(Voice) 1 3 7 1.5
Data 1 - - -

AP EDCA parameters (Videa) L ! 13 3.0
Data 2 r r
(Best Effort) 3 15 o
Data 3 = v =
(Background) L5 1023 0

Wi-Fi Multimedia (WMM) * Enabled Dizabled
Queue AIFS cwMin cwMax THOP Limit
Data 0 gy e v -
Tire 2 3 i 47
Data 1 - r r

Station EDCA parameters (Video) 2 ! 15 24
Data 2 v =
(Best Effort) & 3 15 o
Data 3 = v -
{Background) | L3 1023 0

No Acknowledgement on '® off

AP’SD - OI'I Dﬂ:

Click "Update” to =ave the new settings.

Update

Radio — pagnouHTepdeiic, Ans KOTOpPoro 6yayT BbINONHATLCA HACTPOIKK NnapameTpoB QoS;

« EDCA Template — wabnoH c npegonpeneneHHbiMn napameTpamu EDCA:

+ Default — HacTpOIiK1M NO YMOMYaHWIO;

+ Optimized for Voice — onTuMasibHble HACTPOWKK AN Nepeaayn ronoca;

+ Custom — nosnb3oBaTefibCkne HaCTPONKY;

* AP EDCA Parameters — Tabnmua HaCTpOeK napameTpoB TOUKM AocTyna (Tpaduk nepeaaeTcs oT TOUKM
[0CTYNa K KNNEHTY):

* Queue - npeponpeneneHHble oyepean Ans pasIMYyHoro poga Tpaduka:

+ Data 0 (Voice) — BbICOKONPUOPUTETHANA ouepe/ib, MMHUMabHbIE 3aePXK1. B gaHHOI ouepean
aBTomMaTnyeckn obpabaTbiBatoTCs aHHble, YyBCTBUTE/bHbIE K BpeMeHU, Takune kak: VolP,
NOTOKOBOE BUAEO;

« Data 1 (Video) — BbiCOKONpUopuUTETHASI ouepeb, MUHUMa/IbHbIE 3a[lepXKW. B AaHHOl ouepean
aBToMaTnyeckn obpabaTbiBatoTCs BUAEOAAHHbIE, YYBCTBUTE/bHbIE K BDEMEHU;

« Data 2 (best effort) — cpegHenpuopuTeTHasi ouepeapb, CPEAHSIS NPONyCKHAsi CMOCO6GHOCTL U
3a4epxka. B gaHHyto ovepeb oTripasnseTcsa 60/bWMHCTBO TPaAULMOHHbIX IP-AaHHbIX;

« Data 3 (Background) — H/3KONPUOPUTETHASA OYepe/ib, BbiCOKasi NPOMyCckHasi CNOCO6HOCTb.

* AIFS (Arbitration Inter-Frame Spacing) — onpegensietT BpeMsi 0xuaaHns kaapos (hpeiimoB)
[laHHbIX, N3MepseTcs B cnoTax, npuHuMaet 3HadeHus (1-15);
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* cwMin — Haya/lbHOE 3HaYeHne BPEMEHN OXMAaHMA nepes NoOBTOPHON OTNpaBKol Kagpa, 3a4aeTcs
B MUMceKyHaax, npuHumaet 3Hadenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HaveHne cwMin
He MOXET npeBbIwaTtb 3HaueHne cwMax;

* cwMax — makcumanbHOe 3HaYeHNe BPEMEHN OXMAaHMA nepes NoBTOPHOM OTNpPaBKol Kagpa,
3afaeTcs B MUNUCEKYHAAX, NPUHUMAaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax 4o/MKHO ObITb 60/bLle 3HaYeHns cwMin;

* Max. Burst — napameTp MUCnonb3yeTcs TObKO ANA AaHHbIX, NepefaBaeMbiX OT TOUKM AocTyna 4o
CTaHuuMK KnveHTa. MakcumasibHas AJiMHa nakerta, paspeLleHHas An1a oyepeneil B 6ecnpoBogHOM
ceTu, NPUHNUMaEeT 3HaveHus 0-999;

* Wi-Fi MultiMedia (WMM) — cocTosiHne pa6oTbl coyHkuum WiFi Multimedia, koTopasi no3sonsiet
ONTMMU3NPOBaTL Nepegady MynbTMMeauinHOro Tpaduka no 6ecnpoBoAHON cpeje:

+ Enable — tbyHKUMA BKNOYEHS;

* Disable — (hyHKUMA BbIK/TOYEHS,

« Station EDCA Parameters — Tabnvua HaCTPOEK NapameTpoB cTaHuuM KinmeHTa (Tpadvk nepegaercsa ot
CTaHUMW KNIMeHTa A0 TOUKM AOCTYNa):

+ OnucaHue napametpoB Queue, AIFS, cwMin, cwMax npnBefeHO BbILLE,;

* TXOP Limit — napaMeTp UCnosib3yeTca TOMbKO AN AaHHbIX, NepegaBaeMbiX OT CTaHUMK KeHTa
[0 TOYKM aocTyna. Bo3MOXHOCTb nepefadun — nHTepBas BpEMEHU, B MUIJTUCEKYHAAX, Korga
knneHtckasa WME-CTaHUMst MMeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX No 6ecnpoBoAHON
cpefe K Touke A0CTyna, MakcumasibHoe 3HavyeHne 65535 munnncekyHs,

* No Acknowledgement — npu ycTtaHoBneHHOM chniare «On» TOYKa AOCTyna He A0/MKHa Npu3HaBaTb Kaapbl
QosNoAck kak 3HauyeHuVe knacca 06CyXnBaHus,

* APSD - npwu yctaHoBneHHoMm donare «On» 6yAeT BKNHOUEH PEXUM 3KOHOMUN 3Heprun goctasku APSD,
KOTOpPbIV ABASIETCA METOAOM ynpaBfeHns nutaHns. [JaHHblid pexmum pekomeHagyetcs, ecnm ans VolP-
TenewgoHoB AOCTYN K CETU NPeAoCTaB/IAEeTCA Yepes TOUKy AOCTyna.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».
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MoameHto «Email Alert»

B nogmeHto «kEmail Alert» BbiNnonHAETCA HACTPOMKaA OTCbINIKM CEPBUCHON MHhopMaL MM No 3NEKTPOHHO noyTe
(Email).

Email Alert Configuration

Email Alert Global Configuration

Admin Mode : | up i

From Address H |a|:l@rnai|.ru |{Range: 1 - 255 characters)

Log Duration H | 30 |minutes (Range: 30 - 1440, Default: 30)
Urgent Message Sewverity : | Alert W

MNon Urgent Severity : | Warning hd

Email Alert Mail Server Configuration

Mail Server Address smitp.mail.ru |{xxx.xxx.xxx.xxxJHc-stname max 255
Characters)
Mail Server Security : | TLSvl v
Mail Server Port H |465 |{Range: 0 - 65535, Default:25)
Username H |a|:|@rnai|.ru |{Range: 1 - &4 characters)
Password H | sSEssssssERERRRRES |{Range: 1 - &4 characters)
Email Alert Message Configuration
To Address 1 H |admin@mail_ru |{Range: 0 - 255 characters)
To Address 2 H | |{Range: 0 - 255 characters)
To Address 3 H | |{Range: 0 - 255 characters)
Email Subject . | Log message from AP {Range: 1 - 255
characters)
Update Test Mail

B pasagene «Email Alert Global Configuration» 3aaatTcs rno6asbHble HACTPOVKK NSt PYHKLUUN OTMPaBKU
Email-coobuieHwnii.

Admin Mode - cocTosiHne hyHKUMmM oTnpasky Email-coobulueHnii Ha Touke goctyna:

* Up — QoyHKUMS BK/THOYEHS,;

* Down — (PyHKLMA OTK/IOYEHS;
From Address — nouTOBbI agpec oTnpasuTens. 3agaetcs cTpoka o 255 cMMBoIOB;
Log Duration — nHTepBasibl BDEMEHWN OTNPABKN HEKPUTUYHbBIX COOBLLEHWIA. MapameTp npuHUMaeT
3HadeHus ot 30 go 1440. No ymonyaHuio — 30;
Urgent Message Severity — ypOBEHb BaXXHOCTM COOOLLEHNIA, KOTOPble ByayT OTNpaBneHbl HeMeA 1IEHHO;
Non Urgent Severity — ypoBeHb BaXXHOCTW COOOLLEHNIA, KOTOpble ByayT onpas/eHbl B MHTepBanax «Log
Duration».

B pasagene «Email Alert Mail Server Configuration» BbInonHAETCA HAacTpolika NapamMeTPOB NOYTOBOrO CepBepa
N KIMeHTa.

Mail Server Address — agpec no4ToBOro cepepa, 3agaetcs cTpoka snga XXX XXX XXX. XXX;

Mail Server Security — npoTokon ayteHTudukaLmmn Ha noutosoM cepsepe: Open, TLSv1. Mo ymonyaHuio
- Open;

Mail Server Port — HOMep nopTta NO4TOBOro cepeepa. MapameTp npuHuMaeT 3HavyeHus ot 0 go 65535. Mo
ymonyaHuo — 25;
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+ Username - “Msi NOYTOBOTO KNMEHTa, 3aaeTCs CTpoka A0 64 CUMBOJIOB;
+ Password - naponb NOYTOBOrO K/IMEHTA, 334aETCA CTPOKa 10 64 CMBO/IOB.

B pasagene «Email Alert Message Configuration» BbinonHsieTcst HACTPOIiKa NnapaMeTpoB aBapuUnHOro
COOOGLLEHNS:

+ To Address 1 — agpec nepBoro nosayyarenst CoobLeHniA;
+ To Address 2 — agpec BTOPOro nosay4varesnst CoobLeHniA
+ To Address 3 — agpec TpeTbero nosyyaresnisa Coo6LEHWIA;
+ Email Subject — TekcT B Teme nucbma.

[ns oTnpaBky TECTOBOrO COOOLLEHMSA HAXXMUTE KHOMNKY «Test Mail».

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B S3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

4.6.7 MopgmeHo «LLDP»

B nogmeHto «LLDP» BbINonHsieTca HacTpoiika pa6oTbl npoTtokona LLDP (Link Layer Discovery Protocol).

LLDP Configuration

LLDF Mode  ® Epapled Disabled
T¥ Interval (30 (Range: 5 - 32788 sec, Default: 30 sec)

PQE Priority | Unknown ¥

Click "Update” to save the new settings.
Update

* LLDP Mode — cocTosiHne paboTbl npoTtokona LLDP:
* Enabled - npu yctaHoBneHHoMm donare LLDP akTuBeH;
* Disabled — npu yctaHoBnieHHOM chnare LLDP Bbiknto4eH;
+ TX Interval — uHTepBan nocbisikn LLDP-coobLeHnin. MapameTp NnpMHMMaeT 3HavyeHus ot 5 o 32768
cekyHg. Mo ymonuanuto — 30 cekyHp,
* POE Priority — npuoputeT, nepecbinaembiii B none «Extended Power Information».

[na BCTynneHns B culy HOBOW KOHMIypaLumn 1 3aHECEHNS1 HACTPOEK B SHEProHe3aBMCUMMYH0 NaMsATb
HaxxmuTe KHornky «Update».
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B nogmeHto « SNMP» BbINO/HAETCA HACTpoika ynpasneHns yctpoiictBom no SNMP.

SNMP Configuration

SNMP @ Enahbled Dizzbled

Read-only community name {for permitted SNMP get operations)
Port number the SNMP agent will listen to
Allow SMMP ==t requests

Read-write community name (for permitted SNMP set operations)
Restrict the source of SNMP requests to only the designated hosts or sub

Hostname, sddress, or subnet of Netwark Mznzgement System

IPvE hostnzme, =ddress, or subnet of Network Management System

nets

public (Range: 1 - 256 characters)

161 (Range: 1025 - 65535, Defaule: 161)

® Enablzed Diszblad

private (Range: 1 - 256 characters)
Enabled ® Disablad
(esne, e, e Hostname max 253 Characters)

:>:>:X'< L B D O B L BB '<=:>:K'.HCE'.I'I-E'HE max 235 :ﬁi?IEFE:‘

Trap Destinations

Community name

Hostname or 1P or IPvE Address

Enabled Host Tyoe SHMP version

[Range: 1 - 238 characters)

2O 0003000 }ZX'{"'{):):X HOCHHE HOOM MO0 | 3000 000 o oao: Hostname max 235 Characte "’S:'

+ SNMP — BKntoyeHve/BbIKNIoYeHWE ynpaBneHus ycTpoinctsom no SNMP:
* Enabled — npu yctaHoBneHHom dhnare SNMP akTvBeH,;
* Disabled — npu yctaHoBneHHoM donare SNMP BbIKNHOYEH;

* Read-only community name — naponb ans read-only 3anpocos, 3agaetcs cTpoka ot 1 o 256 cMMBO/10B;

* Port number the SNMP agent will listen to — Homep nopTta npunema/otnpaBku SNMP-coo6LLeHNiA.
MapameTp npuHumMmaeTt 3HadeHus ot 1025 go 65535. INo ymonuaHuio - 161,

+ Allow SNMP set requests — pa3peLwnTb/3anpetTuTb KOHQUrypuposaHue yctpoiictesa no SNMP:

* Enabled — pa3spelumTb KOHUryprpoBaHue yctpoiictea no SNMP:
* Read-write community name — naponb g/1a read-write 3anpocos, 3agaeTcsa cTpoka oT 1 4o
256 cMMBOSIOB;
* Disabled — 3anpetuTb KOHUryprpoBaHue yctpoiictsa no SNMP;

* Restrict the source of SNMP requests to only the designated hosts or subnets — npuHumats SNMP
3anpochkl TONbKO C yKa3aHHbIX agpecos, 3agaetcs IP-agpec B Buge XXX XXX XXX. XXX nnu nmsa xocrta.
Ecnwn BktoYeHO, He06X04MMO 3aMno/TIHUTbL NapameTpbl:

+ Hostname, Address, or Subnet of Network Management System — nwms, agpec wav nogcetb IPv4, n3
KOTOpOW pa3peLueHo npuHumMaTb SNMP-3anpocs;

+ IPv6 hostname, address, or subnet of Network Management System — nms, agpec uin noaceTb
IPv6, n3 koTopoi paspeLueHo npuHumats SNMP-3anpocsl.

Trap Destinations - HacTpolika otnpasku SNMP-TpanoB Ha yganeHHblin cepsep:

+ Enabled - BknioyeHne oTnpasku Tpanos,;

* Host Type - ykaxuTe, ABNSETCA NN BKIIOYEHHbIV y3en y3/10M IPv4 nnv y3nom IPv6.

+ SNMP version - BbI6op Bepcumn npotokosia SNMP;

« Community Name — BBeanTe UMs CO0OLLECTBa, 3a4aeTca cTpoka oT 1 4o 256 cMMBONOB;

* Hostname or IP or IPv6 Address - BBegnte DNS-ums nnu IP-agpec cepsepa, Ha KOTOpbI Touka gocTyna
oypet otnpasnsatb SNMP-Tpansbl.

B nogpasgene « Debug Settings» BbINoNHAETCA HACTPOIiKa OTMNPaBKM OT/1a404HbIX COOBLLEHNA.
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Debug Settings
Debugging cutput tokens (Range: 0 - 236 characters, empty string for 'no debug’, "8LL, or 'traps,send' - any tekens without spaces)
Dump sent and receved SHNMP packets Enzhlad ® Dizshled
Logs to Don't log v
Logs to specified files {var/log/snmpd.log (Range: 1 - 256 characters, Default: /var/log/snmpd.log)
Logs priority level Emergency ¥ | [for Standart output, Standart error and File legs output)
Logs priority range From | Emergency ¥ |to|Emergency ¥ | [only for Syslog output)
Transport # UDPp UDPe 1 TCP TCPE
Click "Update” to save the new sattings,
Update

« Debugging Output Tokens — naeHT1dmKaTop rpynnbl OTAaA04HbIX COOBLLEHWIA;
« Dump S ent and R eceived SNMP P ackets — BbIBOA, B 10T COAEPXMMOro NpMHMMaeMbIX 1 NnepeaaBaemMblx
SNMP-coo6LeHniz;
+ Logs to — ykazaHve mecTa BbiBoAa slora:
« Don't L og — He BbIBOAUTb /10T;
« Standart Error, Standart Output — BbIBOA, B KOHCO/b;
+ File - BbIBOA B (haiin;
+ Syslog — Syslog-BbiBOg;
+ Logs to Specified Files — ykazaHue thaiina ans BbiBoga nora;
* Logs P riority L evel — BbIGOp YPOBHSI BbIBOAUMbIX /10TOB, YKa3bIBAETCS MPU BbIBOAE /10Ta B KOHCO/b UK
Goaiin;
+ Logs P riority R ange — yka3aHue gnanasoHa ypoBHei noros a5 Syslog-BbiBoAa;
+ Transport — TpaHCNOPTHbIV NPOTOKO/, NCNOb3yeMblt Ans nepegaqm SNMP-coo6LLeHUIA.

[na BCTynneHns B cuUly HOBOW KOHOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYHO NamMsiTb
HaxkmuTe KHonky «Update».

4.6.9 TMMoameHto «Time Settings (NTP)»

B nogmeHto «Time Settings (NTP)» BbINO/MHSETCS HACTPOIKA /TOKa/IbHOTO BPEMEHW YCTPOIACTBa.

Modify how the access point discovers the time

Systern Time (24 HR) Thu Dec & 2018 12:55:24 +07
Set System Time * Using Network Time Protocol (NTP)
Manuazlly
NTP Sarver I1Pv4/IPvE Address/Name 172.16.01 (33, 203030,00000. 200030 SR ORI B E MK E XK KKK KKK KRR

/Hostname max 253 Characters)

- . : [seseat, 333,300 2000 EHEHOT T BN ORI R § SO KO DO 4 MK

NTP Alternative Server IPvd/IFvE Address/Mame H X.'. 3
/Hostname max 253 Characters)

- : : [seseat, 333,300 2000 EHEHOT T BN ORI R § SO KO DO 4 MK

MNTP Alternative Server 2 IPva/1PvE Address/Name H X.'. 3

/Hostname max 253 Charactars)

Time Zons Fussian Fed. Zone & {Novosibirsk; Krasnoyarsk) A

Adjust Time for Daylight Savings

Click "Update™ to save the new ssttings.
Update

+ System Time (24 HR) — Tekyllee CMCTEMHOE BpeMms;

+ Set System Time — BbI6Op criocoba yCTaHOBKN BPEMEHM:
+ Using Network Time Protocol (NTP) — aBTomaTnyeckasl ycTaHoBKa ¢ nomoubio NTP-npoTtokona.
+ Manually — py4yHass ycTaHOBKa BPEMEHM.

ABTOMaTUYeckas yctaHoBka ¢ nomollbto NTP-npoTtokona (Bbi6paHo Using Network Time Protocol (NTP)):

« NTP Server IPv4/IPv6 Address/Name — IPv4-agpec, IPv6-agpec unu nvs xocta NTP-cepeepa.
Ecnu He ykasaTb cepBep — 6yAeT UCnosib30BaThbCs MMS cepBepa nosy4veHHoro B onuuy DHCP;
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+ NTP Alternative Server IPv4/IPv6 Address/Name n NTP Alternative Server 2 IPv4/IPv6 Address/
Name - ykaxuTte IPv4-agpeca, IPv6-agpeca nnnm nuMmeHa xoctos AononHuTenbHbix NTP-cepsepos.
Ecnu He yka3aTb cepsep — 6yAeT UCnosb3oBaTbCA MMA cepBepa nosyvyeHHoro B onumv DHCP.

PyyHas ycTtaHoBKa BpeMeHm (BbiGpaHo Manually):

+ System Date — ycTaHOBKa garthl;
+ System Time (24 HR) - ycTaHOBKa BpEMEHM cUCTEMbI B 24-yacoBoM chopmare;

+ Time Zone — BpeMeHHas 30Ha, N0 yMO4aHuto yctaHoB/eHo — Russia(Moscow);
* Adjust Time for Daylight Savings — npu ycTaHOB/IEHHOM chiare BbINOHSAETCA aBTOMAaTUYECKNIA NepPexos
Ha netHee BpeMs (DST). Mpu BbicTaBNEHHOM hnare, 6yayT AOCTYMHbI CeaytoLime Nons:
« DST Start (24 HR) — ycTaHOBUTbL BPEMS NEPEXOAA HA 3UMHEE BPEMS;
« DST End (24 HR) - ycTaHOBWTb BpeMsi Nepexoa Ha JIETHEE BPEMS;
+ DST Offset (minutes) - ycTaHOBUTb pa3HuULly BO BpeMeHU (B MUHYyTax).

[ns BCTynneHus B cuy HOBOW KOHOUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

47 MeHto «SNMPv3»

B meHo «SNMPv3» BbinonHseTcs HacTpoiika SNMP npotokona 3 Bepcun.

4.7.1 TMopgmeHto «SNMPv3 Views»

B noameHto «SNMPv3 Views» chopmunpyeTtca onucaHne gepesa nnun nogaepesa OID, a Takke BKNKOYEHUE NN
NCKNYeHne nogaepesa n3 ob3opa.

SNMPv3 Views Configuration.

View Name Type oo Mask
i1 - 32 characters) ¥ Imax 256 characters) (max 47 characters)

included r Add

SNMPv3 VIEWS [yigw-all----included----.1----
view-nene---—-excluded----.1----

Click "Update” to save the new settings.
Update

+ View Name — nmsa gepeBa nnu noggepesa MIB, 3agaetca ctpoka Ao 32 cMMBO/O0B;
+ Type — BK/IHOUUTb UIN UCKNHOUMTL nogaepeso MIB 13 o63opa:
* included — BKNOUUTE;
» excluded — vcknounTs;
+ OID - ctpoka OID, onucbiBatoLlas NoaaepeBo, BKKOYAEMOE UM UCKKOYaeMoe 13 0630pa, 3agaeTcs
CTpoKa f10 256 CMMBO/IOB;
« Mask — macka, 3af1aeTcs B hopmMate XX.XX.XX....(.) pasmepom He 6onee 47 CUMBOJIOB, UCMO/b3YETCs As
dhopMMpOBaHUa HeO6XxoAMMOro nogaepesa B pamkax ykaszaHHoro OID;
* SNMPv3 Views — CN1UCOK CYLLIECTBYIOLLNX NpaBul.

[nsa no6aBneHns npaBuia HaXXMUTE KHOMNKY «Add».

[na ynaneHns npasuna B none «<SNMPv3Views» BblbepuTe 3anmcb U HOXXMUTE KHOMKY «Removey.
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[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.7.2 NMoameHo «SNMPv3 Groups»

B nogmeHtio «SNMPv3 Groups» BbINOMHAETCA (hopMrMpoBaHue rpynn ¢ pas/imyHbiMy YPOBHSMY 6€30MacHOCTMH,
NPUMEHeHHbIMY K NpasBuiam 0630pa ilepeBbes 1 NoALEPEBLEB.

SNMPv3 Groups Configuration.

Hame

i . VUi i iew,
(1 - 32 characters) Security Level Write Views Read Views
noAuthentication-noPrivacy T || wiew-all T || view-all T || Add

SNMPw3 GROUPS |po--guthPriv--view-none--view-all
RW--authPriv--view-all--view-all

Click "Update” to save the new settings.
Update

+ Name - vmsa rpynnbl, 3agaeTcsa CTpoka A0 32 CUMBOJIOB;
+ Security Level — ypoBeHb 6e30nacHOCTM ANsi rpynnbi:

* noAuthentication-noPrivacy — He ncnonb3yetcs ayTeHTumkaumsa n WngpoBaHne AaHHbIX;

+ Authentication-noPrivacy — ncnonb3yeTcs ayTeHTUmKaums, HoO He Ucnosb3yeTcs WndpoBaHue
AaHHbIX. MNpn otnpaBke SNMP-coobuweHnii ansa ayteHTudmkayumn ncnonbdyetcs MDS kntod n
naporsib;

+ Authentication-Privacy — ncnonb3yetcs ayTeHTUudmnkaumsa 1 wmgposaHme gaHHblx. Mpu oTnpaBke
SNMP-coo6LeHnit gna ayTeHTMdmnKaumm ncnonb3yetcsa MDS5 kntoy/naposb, 45 WidpoBaHns
AaHHbIX ncnonbayetcs DES knou/naporns;

+ Write Views — Bbl6op agepesa/nogaepesa OID, 4OoCTynHOro 418 3anucu:

* view-all — rpynna MoxeT co3gasatb, U3MEHATb U yaansaTe 6assl MIB;

* view-none — rpynne He pa3peLleHo co34aBarb, USMeHATb U yaanaTb 6asbl MIB;
* Read Views — Bblbop fepeBa/nogaepea OID, 4OCTYNHOMO A4/19 YTEHUS:

* view-all - rpynne paspeLueH NpocMoTp 1 YTeHne Bcex MIB cpaiinos;

* view-none — rpynne He pa3peLueH NpocMoTp 1 YteHne MIB chaiinos;
+ SNMPv3 GROUPS — crnvcok cyLecTByoLWmMX rpynnm.

[ns po6asneHns rpynnbl HOXXMUTE KHONKY «Add».
Ansa yananenns rpynnbl B none «<SNMPv3 GROUPS» BblGepuTe 3anucb U HXXMUTE KHOMKY «Remove».

[Nsi BCTYN/IeHUs1 B /Ty HOBOW KOHOUIypaLumn 1 3aHECEHWS] HACTPOEK B 3HEPTOHE3aBNCUMYIO NaMsTh
HaxkmuTe KHonky «Update».
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B nogmeHto «SNMPv3 Users» nponcxoguT cosgaHve nosb3oBatesnieli U napaMmeTpoB UX A0CTyNa, paboTarowmx

C yCTpoicTBOM No npoTtokony SNMPv3.

SNMPv3 User Configuration.

Name
{1 - 32 characters)

Authentication Key
(& - 32 characters)

Encryption Key

Group (8 - 32 characters)

Authentication type Encryption Type

RO ¥ || MD5 hd DES v Add

SMNMPv3 USERS

Click "Update™ to zave the new settings.
Update

Name — nma nonb3oBarens, 3afaeTcs cTpoka 40 32 CMMBOJIOB;
Group — rpynna, cozgaHHasa B nogMmeHo «SNMPv3 Groups»;
Authentication type — Tun ayTeHTudmkaumm ans ncnonb3osaHma SNMP-3anpocos:
+ MD5 — TpeboBaTtb NPoOBEPKY NOANNHHOCTM no anroputMmy MD5S ans SNMPv3-3anpocos
nosb3oBartesis;
+ None — npu nepegaymn SNMPv3-3anpocoB OT AaHHOro nosib30oBartesisi He TpebyeTcs
ayTeHTUdmnKauus;
Authentication Key — kntou ayTeHTUdMKaLmm, 3a4aeTca CTpoka oT 8 4o 32 cMMmBONOB. Vicnonb3yeTcs,
ecnu B none «Authentication type» Bbibpatb 3HaueHne «MD5»,
Encryption Type — T1n WnMdpoBaHnS:
+ DES - vcnonb3oBatb asiroput™ WwndgposaHns DES ana SNMPv3-3anpocoB nosnb3oBarerss;
* None - npu nepegaun SNMPv3-3anpocoB OT faHHOro nosib3oBartesis lWudpoBaHne He TpebyeTcs;
Encryption Key — ko4 lWingppoBaHns, 3agaeTca cTpoka oT 8 4o 32 cMMBOOB. VICNo/b3yeTcs, ecnuv B
none «Encryption Type» Bbi6paTtb 3Ha4YeHne «DES».

[nsi [o6aBNeHVs Nob30BaTENS HAXKMUTE KHOMKY «Add».

[nsa ynaneHns nonb3oatens B nose «SNMPv3 USERS» BbibepuTe 3anncb 1 HOXMUTE KHOMKY «Removey.

[Nsi BCTYN/IEHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBCUMYIO NaMsTh

HaxkmuTe KHonky «Update».
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4.7.4 NMopmeHo «SNMPv3 Targets»

B nogmeHtio «SNMPv3 Targets» BbINO/IHAETCS HACTPOKa OTNpaBKM TpanoB OT YCTPONCTBA Ha onpefeneHHbIi
IP-agpec, nopt UDP 1 nonb3oBarens.

SNMPv3 Targets Configuration.

IPwdiIPvE Address (oo, oo oo

Port (1 - 65535) Users
AR R R R R M R K )

SNMPw3 TARGETS

Click "Update”™ to save the new settings.
Update

* IPv4/IPv6 Address — agpec IPv4 nnu IPv6, Ha KoTopbIin 6yayT oTnpas/ieHbl Tparnbl;

* Port — nopt UDP, Ha koTOpbIi 6yayT OTnpas/ieHbl Tpansl. NMapameTp npuHMMaeT 3HayeHus ot 1 o
65535;

*+ Users — umsa nosb30Baresisi, KOTOPOMy O6yAyT OTnpaB/IeHbl Tpansbl.
[ns no6asneHnsa npasuia OTNPaBKM TpanoB HAXXMUTE KHOMKY «Add».

[na ynaneHns npasusna otnpasky Tpanos B rnosie «SSNMPv3 TARGETS» BbibepuTe 3anmcb 1 HAOXMUTE KHOIMKY
«Remove».

[na BCTynneHns B culy HOBOW KOHUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEProHe3aBNCMMYHO NaMsiTb
HaxxmuTe KHonky «Update».

4.8 MeHo «Maintenance»

MeHto «Maintenance» npefHa3Ha4YeHo A1 06LLero ynpasneHns yCTPOCTBOM: BbIrpy3Ka, 3arpy3ka, ycTaHoBKa
KOHdhUrypaumm no ymonyaHuto, o6HosneHve MO, nepesarpy3ka yCTPOIACTBa, a Takke AN1s onepauuii oTnaaku:

CHUhdmHra Tpadimnka, NPOXoAsLLEro Yepes3 ToUKy AOCTyNa U Bbirpy3ka AMarHoCTu4eckom nHcopmanum no
YCTPOICTBY.

4.8.1 MopameHto «Configuration»

B noameHto «Configuration» npon3BoanTca 3arpy3ka 1 Bbirpy3ka KOHMrypauum ycTpoiicTBa, a Takke copoc
YCTPOICTBA K KOHUTypaLmi Mo YMO/YaHKI0 1 Nepesarpyska ycTpoicTaa.
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Manage this Access Point's Configuration

To Restore the Factory Default Configuration ...

Click "Reset" to load the factory defaults in place of the current configuration for this AP.

Reset

To Save the Current Configuration to a Backup File ...

Click the "Download” button to save the current configuration as a backup file to your PC.
To =ave the configuration to an external TFTP server, click the TFTP radio button and enter the TFTP server information.

Cownload Method @ {1re TFTE

Download

To Restore the Configuration from a Previously Saved File ...

Browse to the location where your saved configuration file is stored and click the "Restore” button.
To restore from a TFTF server, click the TFTP radio button and enter the TFTP server information.

Upload Method ® H1TPR TFTR

Configuration File Buifepute dain | Tain He sribpaH

Restore

To Restore the Factory Default Configuration — c6poc ycTpoiicTBa k 3aBOACKMM HacTpoiKam.

[ns cépoca KoHpurypaumm ycTporicTea K 3aBOACKMM HacTpolikaM HaxXMuTe KHOMKy «Reset». MNocne copoca
YCTPOMCTBO aBTOMaTN4Yeckn nepesarpy3ntcs. Becb npouecc 3anmMeT HECKONIbKO MUHYT.

© Co6poc k 3aBOACKMM HACTPOKaM NPUBEAET K YAANIEHUIO BCEi KOHJMIypaLy yCTPOMCTBa, B TOM Y1C/ie
n IP-agpeca ans gocrtyna K ycTpoicTtsy. [ocne BbINO/IHEHNA AAHHOWN onepawmn BO3MOXHa NoTeps
CBS131 C YCTPOICTBOM.

To Save the Current Configuration to a Backup File — Bbirpy3ka Tekywieii koHgourypauum B backup chaiin ¢
nocneayrowmm ckaymaHmem goainna Ha yaaneHHblii cepeep. Bbirpyska dpainna kKoHgurypaumm ¢ ycTpoiicTea
MOXET OCYLLECTB/IATLCA NocpeAcTsoM NpoTtokonos: HTTP n TFTP.

+ Bbirpyska uepe3 HTTP. YctaHosute conar «Download Method» B 3HaueHve «HTTP». HaxxmuTe KHOMKy
«Download», B ananorosom okHe BbibepuTe NyTb A1 cOXpaHeHus daina Ha MK;

+ Bbirpyska uepe3s TFTP. YcraHosute thnar «<Download Method» B 3HaueHune «TFTP». B none
«Configuration File» ykaxute nms cpaiina, B KoTopom ByaeT coxpaHeHa KoHpurypauus ycTpoinctea. Nms
hanina oba3arenbHO AOMKHO cogepxaTtb pacwmpenune .xml. B none «Server IP» ykaxuTte IP-agpec TFTP-
cepBsepa, Ha KoTopom ByaeT coxpaHeH backup-thaiin. Haxmute kHonky «Download» ans Havana
BbIFPY3Ku haiina.

To Restore the Configuration from a Previously Saved File - 3arpy3ka paHee coxpaHeHHoro gaiina
KOHpMrypaumm Ha Touky AocTyna. 3arpy3ka KoHurypawumm Ha yCTPOCTBO MOXET OCYLLECTBNSATLCS
nocpenctsom npotokonos: HTTP u TFTP.

© Tpw 3arpyske backup-thaiina KoHUrypaLmm B yCTPOCTBE NPOU30IAAET NPUMEHEHNE BCEX
napameTpoB 13 haiina, Bkntodass Management VLAN u IP. B cnyyae, ecnv 6yaet 3arpyxeH dain
KOHpurypaumm Apyroro yCTpoincTsa, To BCIeACTBME NpuMeHeHus vyxoro IP nnn Management VLAN
MOXEeT MponacTb CBA3b C YCTPONCTBOM.

+ 3arpyska uyepe3 HTTP. YctaHoBuTe onar «Upload Method» B 3HaueHne HTTP. Haxmute «Bbibepute
dhaiin» n B AnanoroBom OkHe BblbepuTe NyTb K cOXxpaHeHHOMY haiiny backup Ha MK. HaxmuTe KHomnky
«Restore» ans Havana 3arpy3sku haina KoHgurypauum B yCTPOCTBO.

+ 3arpyska uepes TFTP. YctaHosute onar «Upload Method» B 3HaueHne TFTP. B none «Filename»
yKaxxuTe ums hainna, Kotopblin 6yaeT 3arpyXXeH Ha yCTpoincTBo. Vimsa dhalina obasaresibHO LO/MKHO
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cogepxatb paclumpeHue .xml. B none «Server IP» ykaxuTe IP-agpec TFTP-cepBepa, Ha KOTOpOM
coxpaHeH backup-thaiin. Haxmute kHonky «Restore» ans Havana 3arpysku caina.

To Save the Startup Configuration to a Backup File or to Mirror file ...

To Save the Startup Configuration to a Backup File or to Mirror file

® Startup Configuration
Source File Name: Backup Configuration
Mirror Configuration
Startup Configuration

Destination File Name:
#*' Backup Configuration

Click "Update” to save the new settings.

Update

To Reboot the Access Point ...

Click the "Reboot” button.

Reboot

To Save the Startup Configuration to a Backup File or to Mirror file — Bbirpy3ka Tekyuiei koHurypaumm B
backup-thaiin B aHeproHesaB/c1Myo NamsaTb YCTPOCTBA M 3arpy3ka COXpPaHEHHON KoHdurypaumm m3
3HEepProHe3aBUCMMON NamMaTU YCTPOUCTBA.

« Source File Name — ums chaiina uctouHvka koHgurypauum (Startup nnm Backup).
+ Destination File Name — ums cpaiina, B KOTOpbIii 6yAeT 3anncaHa BblbpaHHas KoHUrypaums.

[na BCTynneHns B cUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYHO NamMsiTb
HaxkmuTe KHonky «Update».

Rebooting the Access Point — nporpammHas nepesarpyska ycTpoicTsa.

[na nepesarpysku yCTpoicTBa HaXXMUTE Ha KHOMKY «Reboot».

4.8.2 MogmeHto «Upgrade»

B nogmeHto «Upgrade» BbINonHsAeTCs 06HOB/EHME U CMEHA NporpamMmmMHoro o6ecnedenus (MO) ycTpoiicTea.

B chusnyeckoii namaTi ycTpoiicTBa OAHOBPEMEHHO coaepXmTcsa asa obpasa MNO. Ecnv oayH 13 06pa3oB
YCTPOIACTBA BbILLEN W3 CTPOS, TO 3arpy3ka 6yAeT BbiNosIHeEHA ¢ Apyroro o6pasa MNO. OAHOBPEMEHHO B
YCTPOCTBE MOXET ObITh aKTUBEH TO/IbKO OAVH 06pas3.

Manage firmware

Model Eltex WOP-Zac
Firmware \Version
Primary Image: Tewywas sepcwa N0
Secondary Image: Bepoua MO pesepenoro obpasa
Switch

Upload Method ® HTTP TFTP
Mew Firmware Image | BwbepuTe hain | dain He soibpas

Upagrade

* Model — mogenb yCcTponcTBa,;
+ Firmware Version — Bepcus MO ycTpoiicTBa:
* Primary Image — Bepcusi MO akTMBHOro o6pasa (Tekywas sepcus MNo);
+ Secondary Image — Bepcus MO pe3epBHOro o6pasa (He UCNonb3yeTcsl B laHHbIA MOMEHT);
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+ Switch — 3arpy3uTb NO ycTpoiicTBa ¢ pe3epBHOro obpasa. [Mpu BbINO/HEHNN AAHHOI onepaLmm
aKTVBHbIV 06pa3 nepeinger B pe3epBHOE COCTOSIHNE, a PE3EPBHbI — B aKTMBHOE. YCTPOMCTBO
aBTOMaTUYeCKN Nepesarpy3nTcs U yCTaHOBMT B KayecTBe akTMBHOro pesepsHoe MMO.

O6HoBneHue MO yctpoiicTBa. Mpu o6HoBeHWUM O ycTpoicTBa haiin NPOLUMBKM 3arpyxaeTcs Ha
YCTPOICTBO 1 CTaHOBUTCSt akTMBHbIM (Primary Image). Mpu 3ToM TekyLmii 06pa3 nepeMeLLaeTcs Ha No3nLMLo
«Secondary Image». ABTOMarnyecku NpoMCXo4unT nepesarpyska yCcTpoincTea 1 Touka AOCTyna 3arpyxaeTtcs ¢
MO, KOTOpoe COOTBETCTBYET 3arpy>xeHHoMy 06pasy.

3arpyska paiina NO Ha yCcTPOCTBO MOXET nponsBoanTbes yepe3 HTTP unu TFTP-npoTokon.

3arpyska uepe3 HTTP. YctaHosuTe chnar «Upload Method» B 3HaueHne HTTP. HaxxmuTe kHonky «O630p...». B
OTKpbIBLUEMCS ANaNOroBOM OkKHe BblbepuTe nyThb K doainy MO Ha MK. HaxmuTte kHonky «Upgrade» gns Havana
3arpysku BblbpaHHoro goaina MO B yCTPOICTBO.

3arpyska uepes TFTP. YctaHosuTe dpnar «Upload Method» B 3HaueHne TFTP. B none «Image Filename»
yKaxxuTe ums painna Mo, koTopblli ByAeT 3arpy>eH B yCTPOMCTBO. NMA chaitna 0683aTeNbHO A0/TKHO
cofepxartb paclumpeHme .tar. B none «Server IP» ykaxute |IP-agpec TFTP-cepeepa, Ha KOTOPOM COXpaHeH
dhaiin NMO. HaxmuTe kHonky «Upgrade» ona Havana 3arpysku daiina.

© B npouecce 06HoBNEHMSA MO yCTPOICTBA HE OTK/IKOUaliTe NUTaHne YCTPOIMCTBA, a Takke He
06HOBNANTE N HE MeHSANTe TekyLLy web-cTpaHuuy ¢ nporpecc-6apom 0OHOB/IEHUS.

4.8.3 lMoameHto «Packet Capture»

B nogmeHto «Packet Capture» peannsoBaHa BO3MOXHOCTb (DOPMMPOBaHUS 1 BbIFPY3KN Aamna Tpadmka ¢
0AHOro u3 nHTepdelicos yctpolictea B dhaitn ¢ hopmarom .pcap. MNocne BbiGopa napaMeTpoB 3anncu gamna
Tpaduka, cTapTa 3anmcy, OCTaHOBKWN 3anncu 1 BbIrpy3ku haina, gamn MOXHO npoaHasim3npoBaTb
cneunanbHbIMK NporpaMmmamu, Hanpumep, Wireshark.

Packet Capture Configuration and Settings

Click "Refresh” button te refresh the page.
Fefrash

Packet Capture Status ...
Current Capfure Status Mot started

Packet Capture Time 00:00:00
Packet Capture File Size 0 KS

Stop Capture

Packet Capture Configuration ...
Enabled Disabled

Capture Beacons )

Promiscuous Capture L)

Client Filk=r Enabls <

Client Filter MAC Address WLAN cliznt MAC
10:2A:B3:C5:D4:ER address filtering applies

anly to radio interfaces.

Click "Update" to save the new settings.
Update

[na o6HOBNEHNs NHOPMALIMKN HA CTPaHWLE HaxkMuTe KHOMKY «Refreshy.

Packet Capture Status - B pa3zene BbINOMHAETCA NPOCMOTP MHhopMaLuy O cTaTyce 3anucu gamna Tpagmka
1 BO3MOXHOCTb OCTAHOBKM MnpoLecca.

* Current Capture Status — TekyLLWii1 cTaTyc 3anucu gamna Tpadmka (3anuch 3anyleHa/ocTaHoBNEHA);
+ Packet Capture Time — Bpems 3anncu gamna Tpadiunka,;
+ Packet Capture File Size — pa3mep 3annucaHHoro gamna tpaguka.

[na octaHoBKM 3anvcy gamna Tpadmka HaxxmuTe KHOMKy «Stop Capture».

Packet Capture Configuration — B pa3gene BbiNo/nHAETCS HACTPOlika NnapamMmeTpoB 3anucK gamna Tpadmka:
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+ Capture Beacons — ecnu yctaHoBneH thnar B nonoxeHune «Enabled» - 3anucbiBatb B gamn Beacon-
nakeTbl, eC/IM ycTaHoB/eH hnar B nonoxeHue «Disabled» - He 3anucbiBaTh;

* Promiscuous Capture — ecnu yctaHoBneH cnar B nonoxeHue «Enabled» - 3anucbiBaTb B gamn Bce
NPUHUMaeMble pagnovHTEPdECOM NakKeTbl, BKNOYAs NakeTbl, He NpeAHa3HauyeHHble A1 AaHHOW TOUKM
[ocTyna;

+ Client Filter Enable — ecnv yctaHoBneH donar B famn 6yayT 3anucbiBaTbCsA TOMIbKO Te NakeTbl, KOTopble
NPUXOAAT OT onpefesieHHOro nonb3osartens. MNpu BKAKYEHUN AaHHOW (DYHKLUN HEOOX0AUMO 3an0/THUTh
cnepytollee none:

+ Client Filter MAC Address — MAC-agpec kvMeHTa, Tpadvik KOTOPOro Ao/HKeH OT(IUNILTPOBLIBATLCA
B Aamn.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

Packet File Capture ...
Capturs Interface radic v
Capturs Duration 3600 Seconds (range 10 to 3600)

Max Capture Filz Size 4024 KB (range 64 to 4036)

Click "Update" to save the new sattings.
Update
Start File Capture

Remote Packet Capture ...

Remote Capture Port (2002 {Range:1025-65530, Default: 2002)

Click "Update” to save the new settings.
Updats
Start Remote Capture

Packet Capture File Download ...
#| Use TFTP to Download the Capture File

TFTP Server Filzename apcapture.pcap

Sarver IP 0.0.0.0

Download

Packet File Capture — B paszene BbINo/nHseTCS HACTPOIKa NapamMeTpoB 3anvcy gamna Tpaduka:

+ Capture Interface — nms MHTeppeiica ycTpoiicTBa, C KOTOPOro ByAeT NPOU3BOANTLCS 3anvcb Aamna
Tpadcuka (eth0 - GE1, wlanOvap1 — BupTyanbHas ceTb 1 Ha 6ecnpoBogHoM uHTepdelice 0);

+ Capture Duration — pnnTenbHOCTb 3anucu gamna. NapameTtp npuHumMmaeT 3HavyeHnda ot 10 go 3600
cekyHa. o ymonyanuio - 60 cekyHp;

+ Max Capture File Size — makcMManbHbIli pa3mep gamna. MapameTp npMHMMaeT 3HavyeHus ot 64 ao 4096
KB. Mo ymonyaHuto - 1024 KB;

[Nsi BCTYN/IeHUSI B /Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaxkmuTe KHonky «Update».

[ns Hayana 3anvcu gamna Tpaduka B hainn ¢ ycTaHOB/IEHHbIMU NapameTpamy HaXXmMuTe Ha KHonky «Start File
Capturen».

Remote Packet Capture — B pa3zesne BbINO/HAETCA yAa/leHHas 3anncb Aamna Tpaduka:

YcTpoiicTBo nogaepxuaet npotokon RPCAP, no3sonstowmii Npom3BoamnTb 3annck gamna Tpadmka ¢
NHTepelica ycTpocTBa Ha yaasieHHO MallnHe B PeXXUmMe OHAalH.

* Remote Capture Port — Homep NopTa, KOTOPbIN CAYXUT ANSA NOAKIOYEHUS YAa/IEHHON MalUVHbI.
MapameTp npuHuMaeT 3HadvyeHus ot 1025 go 65530. INo ymonyaHuto - 2002.

[Nsi BCTYN/IeHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaxkMuTe KHonky «Update».

[nsa ctapta RPCAP-cepBepa Ha yCTpoICcTBE HaxXMUTE Ha KHonky «Start Remote Capture».
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Mocne ctapta RPCAP-cepBepa Ha yCTpoiCcTBe, HE0OXOAMMO Ha yAaNIEHHOM MaluMHe NOAKIHOUNTHLCS K TOUKE
foctyna. A yoaneHHoro nogkatodeHns ncnonb3osats RPCAP-npoTokon, ykasartb IP-agpec ycTpolictsa 1
NOpT, YCTaHOB/EHHbIV B Nosie Remote Capture Port. Hanprmep, 3T0 MOXHO BbINO/THUTb C MOMOLLbHO
nporpammbl Wireshark. 3atem, He06X04MMO NOMYUYUTb CNUCOK NHTEPENCOB A1 CHUGD(MHIA OT YCTPOINCTBA,
BblIOpaTb OAMH U3 HUX 1 3anyCTUTb CHATUE Aamna C yAasIeHHOro nHrepdeiica.

Packet Capture File Download — B pa3gene BbINosHAETCA BbIrpy3ka 3anMcaHHoro gaina ¢ gamnom tpaduika.
Bbirpyska gamna mMoxet nponssogutbes yepe3 HTTP nnu TFTP-npoTokon:

* Bbiepyska yepe3 HTTP. ®nar «Use TFTP to Download the Capture File» ponxeH 6bITb CHAT. Haxkmute
kHonkKy «Download» 1 B AnanoroBom OkHe BblibepuTe NyTb A5 coxpaHeHus gamna Ha [MK;

* Bbiepyska yepes TFTP. ®naz «Use TFTP to Download the Capture File» nomkeH 6bITb yCTaHOB/EH. B
none «TFTP Server Filename» ykaxuTe nmsa paiina, B KOTOPOM 6yaeT coxpaHeH gamn Tpadvka Ha TFTP-
cepsepe. Vims dalina oba3arenibHO LO/MKHO coaepXaTb paclumpeHmne .pcap. B none «Server IP» ykaxuTe
IP-agpec TFTP-cepBepa, Ha KOTOpbI ByaeT oTnpasneH gamn Tpadgurka. Haxmure kHornky «Download»
ANS Havaua BbIrpy3kn gamna.

4.8.4 TMoameHto «Support Information»

B noameHto «Support Information» BbinoNHseTCSA BbIrpy3Kka TekyLlen nHgopmarmm oo
yCTpoiicTBe (KONMM4ecTBO NamsiTH, 3anyLLeHHbIe NPOLECCHI, KOHUIypaLwus) B BUAe TEKCTOBOTO chaiina. JaHHas
NHJOPMAaLLM MOXET NCMONb30BaTbCA A1 aHa/IM3a COCTOAHWUS YCTPOWCTBA, ANarHOCTUKK, BbISIBNIEHUSA NPO6nem.

Support Information

To download the diagnostic information for support, click "Download™ button.
Download

Download - BbIrpy3ka TekctoBoro dpavina B RTF-gpopmarte 13 yctpoictsa no npotokosy HTTP Ha KomnbloTep.
Mocne HaxaTns JaHHOW KHOMKU MNOSIBNSETCS AManioroBoe OKHO, B KOTOPOM TpebyeTcs ykasaTb NyTb Ha
NoKasIbHOM KOMMbIOTEPE A1 COXpaHeHus dainna.

4.9 MeHio «Cluster»

B meHio «Cluster» onucbiBaeTcs pa6oTta 1 HacTpolika YCTPOIACTB B pexuMe knactepa. Pexum knactepa
Mo3BO/ISIET HACTpPamnBaThb B CETV BCETO OAHY TOUKY A0cTyna (MacTep), OCTa/lbHble TOUKM, MPU BK/IOUYEHUN B CETb,
6yayT HaXoAMTb B CETV MacTepa M KONMpoBaTh C HEro KOHAMrypauuio. B nocreayoLiem npy BHECEHUN
M3MEHEeHWIi B KOHIMIypaLWio OfIHOI 13 TOUYEK A0CTyna 3TV U3MEHEHUSI MTPUMEHSIETCS [/ BCEX TOUEK,
HaxoAsALLMXCS B KacTepe.

© Pexum paboTbl B K1acTepe BKIUYEH Ha YCTPOICTBE M0 YMO/YAHMIO.

& B xnactep MOXHO 06bEAMHUTL TOMBKO TOUKM U3 OAHON rpynmbl:
1rpynna WEP-12ac WOP-12ac

2 rpynna WEP-2ac WEP-2ac Smart  WOP-2ac WOP-2ac SFP  WOP-2ac GPON

© YcrpoiicTBo MOXeT paboTaTh B KnacTepe ToMbKo ecnin oTkueHsl WDS (Wireless Distribution System)
n WGB (Work Group Bridge).
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© [na pa6otsl B knactepe Management Ethernet-uHtepdeiic Bcex ToYeK JOMKEH HaXOANUTLCA BHYTPM
OfHOW ceTn.

4.9.1 MopmeHto «Access Points»

B noameHto «Access Points» BbINO/THSAETCS BK/IOUEHME/BLIK/TIOUEHNE pexmMa Knactepa, MOHUTOPUHT
COCTOSIHWS pEXMMA U cocTaBa ToYeK JO0CTyna B kKnacTepe, KOH(MrypupoBaHme 6a30BbiX NapaMeTpoB
Knacrepa.

Manage access points in the cluster

Access Points... —

K

Clustered <

Clustering: | On hd 2
Access m
Points

]

>

Location MAC Address IP Address Cluster-Priarity Cluster-Controller
floor_2 EB8:28:C1:C1:27:60 192.168.0.135 255 yes
floor_1 AB:F9:4B:B7:8B:C0O 192.168.0.58 0O no

Click "Refresh” button to refresh the page.
Refresh

B nepBom 6/10Kke HACTPOVKM BbINOTHAETCA MPOCMOTP COCTOSAHUA PaboThl klacTepa 1 3anyck/octaHoBKa
paboTbl yCTPONCTBA B AHHOM pEeXMME.

* Clustering — pexum paboTbl KnacTtepa:
+ Off — xnacTep BbIK/IIOYEH;
+ On — KnacTep BK/IOYEH,;
+ SoftWLC — knacTep BbIK/IHOUEH, pexuM ans pabotsl ¢ SoftWLC.

B Tabnuue npuBoaMTCSt CNMCOK TOUEK A0CTYNa, HaxoAaLmMxcs B 0AHOM KnacTtepe. Vicxoas u3 nHdopmMaumm,
npeacTaBneHHol B Tabnuue, MOXHO y3HaTb:

+ Location — onucaHme n3n4eCKOro MecTonosI0KeHM TOUKM A4OCTyna. 3ano/IHAETCA Ha KaK[0in Touke
Aoctyna agmuHucTpatopom B pasgene «Clustering Options»,

* MAC Address — MAC-agpec TO4kM 4OCTyna, Haxo4sLWwencsa B knactepe;

+ IP Address — IP-agpec Toukun A0CTyna, HaxXOAsLENCs B KnacTepe;

* Cluster-Priority — npyopuTeT TOYKM AOCTyna B Knacrtepe. Touka AoCcTyna ¢ MakCUMasibHbIM 3HaYeHNEM
[laHHOro napameTpa ctaHoBUTCA Master-Toukoit. MapameTp ycTaHaB/IMBaETCH Ha KaXAoW Touke gocTtyna
agMuHucTpatopom B pasgene «Clustering Options». Ecnu napameTp He ycTaHOB/eH, Master-Toukoii B
Knactepe CTaHOBUTCSH TOYKa AOCTyna ¢ HaumeHbLlLIMM 3HayeHnem MAC-agpeca;

* Cluster-Controller — napameTp, yka3blBaloLLMii Kakas Touka 4OCTyna ABNSETCH B JaHHOM KiacTepe
Master-Toukoit. MapameTp MOXEeT NpUHMMaTh 3Ha4YEeHNS: yes — Touka ABnseTcsa Master-Toukoit; no —
Touka He siBnsieTcs Master-ToukoiA.

[na BCTynneHns B culy HOBOW KOHUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYH0 NaMsiTb
HaxxmuTe kHonky «Update».

[N 06HOBNEHMA MH(DOPMALMK Ha CTpaHULE HaxkMuTe KHOMKy «Refreshy.
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Clustering Options...

Enter the location of this AP

Location: | floor_2 |

Enter the name of the cluster for this AP to join.

Cluster Name: |training |
Clustering IP Version: 1Pvs 2 Ipva
Cluster-Priority: |255 | (Range: 0-255, Defauit: 0)

Click "Update” to save the new settings.
Update

Single IP Management...

Cluster Management Address: | 0.0.0.0 [ 4]

Click "Update” to save the new settings.

Update

Clustering Options — B paszesie BbINO/HAETCS HAacTpolika 6a30BbIX NapamMeTpoB Kactepa.

© NapameTpbl pasgena JOCTYMNHbI 418 PEAAKTUPOBAHUS NPV YC/IOBUW, YTO K/IACTEP Ha TOUKE BbIK/TOYEH,
T.e. napameTtp «Clustering» npuH1MaeT 3Ha4veHue Off.

* Location — onvucaHne 3nYeCcKOro pacrnosioXeHusa ToUkM goctyna. Vicnonb3yeTcsa o1a oTo6paxeHns B
Tabnuuax MOHUTOPUHIa And yaobcTea aHasiMsa n ynpaseHns CeTbIO;

* Cluster Name — ums knactepa. Touka gocTtyna 6yaeT NnoAkIYaTbCa TOIbKO K TOMY KiiacTepy, UMs
KOTOPOro NponuncaHo B AaHHOM napametpe. Mo ymonuaxuio - default;

* Clustering IP Version — ncnonb3yemas Bepcus npotokona IP ans obmeHa ynpasnstoLlein nHgopmavmei
MexXzay ycTpoicTBaMm Knacrepa,;

* Cluster-Priority — npyopuTeT TOukM B KnacTtepe. MapameTp npuHumaeT 3HavyeHns ot 0 go 255. Mo
ymondanuio - 0. Mogaepxmeaetcs TonbKo ans IPv4-ceTeli. MacTepoM B kKfiacTepe AABNSETCA Ta ToUKa, Y
KOTOpPOI NpuopuTeT Knactepa Bobiwe. Ecnv napameTp He ycTaHoB/eH, Master-Toukoli B knactepe
CTaHOBMTCA TOYKA AOCTyna ¢ HaMMeHbLlVM 3HavyeHnem MAC-agpeca.

[ns BCTynneHus B cuy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOEeK B 3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

Single IP Management — B pa3gene BbINO/HAETCS yCTaHOBKA A0MNOMHUTENBHOMO aApeca MacTepa B K/iacTepe.

B npouecce akcnnyatauuy Master-Touka kiactepa MOXET MEHSITLCS, YTO 0OYC/TOBMIEHO Pa3/IMYHbIMM
cuTyaumsimmn, Hanpumep, Master-Touka BblLLIa U3 CTPOSI MU B CETb Oblsia o6aBneHa HoOBas Touka AoCcTyna
60/51€ee BbICOKMM NPUOPUTETOM MK MeHblMM MAC-aapecom. 4ns Toro, 4To6bl MMEeTb BO3MOXHOCTb
noaxntoyeHns Kk Master-Touke He3aBMCUMO OT TOTO, Kakas MUMEHHO ToYKa SIBNSIETCA Ha AaHHbIA MOMEHT
MacTepom, Heobxoaumo HaszHaunTb «Cluster Management Address».

B cnyuae yctaHoBneHusi coegmHenns no «Cluster Management Address», nosib3oBaTtefib rapaHTUpOBaHHO
NOAK/IYaeTCA MMEHHO K TOMY YCTPOICTBY, KOTOpPOE ABMISIETCS MacTepoM B KnacTtepe. B cnyyae cMeHbl
mMacTepa B kKnactepe, «Cluster Management Address» Taike nepexoauT Ha HOBYHO TOUKY AOCTyna.
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* Cluster Management Address — yHuKanbHblli IPv4-agpec, no Kotopomy 6yaet aoctynHa Master-touka
knacTepa. [laHHbI agpec fO/MKEH HAX0AMTLCS B MOACETY KnacTepa v He coBnagarts ¢ IP-agpecom
[APYTrX yCTPOCTB, HAXOAALLMXCS B CETW.

Mpu ycTaHOBKe JaHHOTO NapaMeTpa Ha OfHOI ToUKe KlacTepa, BCe OCTaslbHble TOUKU, COCTOSILLIME B K/lacTepe,
Y3HalT 0 JaHHOI HACTPOIiKe aBTOMAaTUYECKN.

[ns BCTynneHus B cuy HOBOW KOHOMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMY0 NaMaTb
HaxxmuTe kHonky «Update».

Secure Join Clustering...

Secure Mode: Enabled '®' Disabled

Pass Phrase: sssssens | (8 - 63 characters)

Reauthentication Timeout: | 300 | (Sec, Range: 300 - 86400)

Click "Update™ to save the new settings.

Update

Secure Join Clustering - B pasgese BbINO/HSETCA HACTPOIika 6e30MacHOCTV COeAMHEHNS KnacTepa.

© NapameTpbl pasgena JOCTYMNHbI /18 PEAAKTUPOBAHNS NPV YC/IOBUW, YTO K/IACTEP Ha TOUKE BbIK/TOYEH,
T.e. napameTtp «Clustering» npuH1MaeT 3Ha4yeHune Off.
HacTpoiikn nogaepxusatoTcsa To/bKo ans IPv4-ceTeil.

+ Secure Mode — Bk/to4eHve/oTkOYEHNEe 6e3onacHOCTM knactepa. Ecnm Enabled, To B knactep moryT
BCTaTb TO/IbKO T€ TOYKM JOCTYNa, y KOTOPbIX COBMagaeT naposib, yka3aHHbIin B none «Pass Phrasey;

*+ Pass Phrase — naponb 6e3onacHoOCTU kniactepa. MNaponb Jo/mKeH cogepxarb oT 8 A0 63 cMMBOJIOB.
[onycTmble CUMBO/IbI: MPOMUCHbIE U CTPOUHbIE BYKBbI, LGPl U ClelmasibHble CUMBO/IbI, TaKMe Kak @
n#,

* Reauthentication Timeout — nepnog BpeEMEHN Yepes KOTOPbIA 6yAEeT NPOMCX0ANTb NOBTOPHas
ayteHTudgukaums. MapameTp npuHuMaeT 3HavyeHms ot 300 go 86400 cekyHp. Mo ymonyanuto - 300
CeKyHA.

[ns BCTynneHus B Cuy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOEK B I3HEProHe3aBUCUMyH0 NamMaTb
HaxxmuTe kHonky «Update».
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4.9.2 TlogMeHo «Sessions»

B nogmMeHto «Sessions» BbINOMHAETCA MPOCMOTP NapaMeTPOB CECCUI KIMEHTOB, NOAKIOYEHHbIX K TOUKaM
[0CTyna, HaxogAwmmea B knactepe. Kaxapblii knneHT onpegensetca MAC-agpecom v TOYKON [ocTyna, K
KOTOPOW OCYLLLECTB/IAETCS ero Tekyllee nogktoveHume.

B Tabnuue MoXeT 6bITb YKazaHo MakcuMym 20 KNMEeHTOB. NPOCMOTPETbL BCEX KNTMEHTOB, NOAKHOYEHHbIX K
[aHHOI ToYKe AoCcTyna MOXHO B MeHto «Status» — «Client Associations».

Manage sessions associated with the cluster

Sessions...

You may sort the following table by clicking on any of the celumn names.

Display | All hd Go

AP Location User MAC Bate (Mbps) Signal Rx Total Tx Tetal Error Rate
floor_1 F2:2B:5A:02:68:5E 156 27 500 454 u]
floor_1 14:36:C6:15:A4:11 65 22 18 3B [u]

You may restrict the number of columns displayed by selecting a field other than “all™ in the choice box
above. By seleting a specific field, the table will show only "User”, "AP Location™, "User MAC" and the
selected field for each session, Click the "Go™ button to apply the new selection.

© BbI MOXeTe OrpaHMunTbL KOMIMYECTBO OTOBPaXKAEMbIX CTONBLIOB B Tab/1Le MOHUTOPUHTA, BbiGEpUTE B
none «Display» napameTp, oTAnUHbIN OT «All», 1 HOXMUTE Ha KHONKY «GO».
Mpw BbIGOpE onpeaeneHHoro napameTpa B Tabnuue Ans Kax4oro KmeHTa 6yayT otobpaxarbes
cTtonbupl: «AP Location», «<User MAC», n ctonb6el, ¢ BbIGpaHHbIM NapameTpom.

+ AP Location — onucaHue on3nyeckoro MecTononoXeHNs TOUKM AOCTyNa;

+ User MAC — MAC-agpec 6ecnpoBOAHOro yCTPONCTBA K/TMEHTE;

* Rate — cKOpoCTb Nepefayn AaHHbIX MeXay TOUKON AoCTyna u onpeaeneHHbIM kineHTom, Mbps;
+ Signal - ypoBeHb curHasna, NpUHMMaeMmblii OT TOUYKM AOCTYNa,;

* Rx Total — o6Llee KOnMyecTBo NakeToB, NO/TyYEHHbIX K/IMEHTOM B TEYEHME AAaHHON ceccuy;

+ Tx Total - obLee KONMYECTBO NAKETOB, NepefaHHbIX OT KNIMEHTA B TeYeHNe AaHHOl ceccuum;

* Error Rate — NnpoLEeHT NnepeoTnpaB/eHHbIX NaKeTOB.

4.9.3 lMopmeHto «Radio Resource Management»

MogmeHio «Radio Resource Management» npegHasHayeHo 415 ynpaB/ieHns aBToMaTuyeckM BbiI6opom
KaHa/10B TOYEK AocTyna.

B pexwuMe knactepa kaxaas Touka AOoCTyna ycTaHaB/IMBaET HOMEpPa KaHas10B, Ha KOTOPbIX paboTatoT
6nmn3nexaye ToOYKM fOCTyna B 3TOM Xe K/lacTepe, a Takke Npov3BOAMT CNEKTPa/IbHbIN aHan3
3alyM/IEHHOCTY (hOHA CTOPOHHUMM TOYKaMK A0CTyna. Yepes ycTaHOB/IEHHbIE MHTEPBa/Ibl BPEMEHMW TOUKM
[0CTyna Npov3BOAAT NepecyeT 06LLEl CNEeKTPasIbHOM CTPYKTYPbI CPeAbl U BbIOMPAKOT KaHas! Takum 06pasomMm,
4TOObI OH Obl/T HAMMEHEE 3allyM/IEHHbIM, & TOYKM JOCTYna, 061acTy NOKPLITA KOTOPbLIX NepeceKkatnTcs,
HaXoAUINCh Ha pasHbIX KaHanax.
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Automatically manage radio resource assignments

Channel Planner ...

Stop automatically re-assigning channels

Current Channel Assignments 2 m
Access

IP Address Radio Band Channel Status Locked Paoints
192.168.0.135 E8:28:C1:C1:27:70 B/G/N 1 up
192.168.0.135 EB:28:C1:C1:27:60 A/N/AC 40 up
192.168.0.58 A8:F9:4B:B7:8B:D0 B/G/N 11 up
192.168.0.58 AS:F9:4B:B7:8B:C0 A/N/AC 36 up
Refresh Apply

Ana Toro, 4TOOLI 3anyCTuTb Npouecc CnekTpasibHOro aHasin3a cpenbl n Bbl60pa ONnTMMaU1bHOTO KaHas1a Ans

KaoKJ0M TOYKM [OCTYNa B K/lacTepe HaXMUTe Ha KHOMKy «Starty». 118 0CTaHOBKM NpoLecca HOKMUTE Ha KHOMKY
«Stop».

B Ta6nuue «Current Channel Assignments» nprBoAMTCS TEKYLLMIA CNMCOK TOYEK OCTyNa B KNacTepe v unx
napameTpbl:

+ IP Address — IP-agpec Toukn gocTyna B KnacTepe;
* Radio — MAC-agpec pagnovHTepdelica To4ku AoCcTyna B Knactepe;

* Band - Habop CTaHapTOB, NOAAEPXMBAEMbIX PaAMOMHTEPdENCOM TOUKM AOCTYNa B KnacTepe Ha
NAHHbIA MOMEHT;

+ Channel - yacTOTHbI KaHan B KNacTepe;
- Status — cocTosiHMe paboTbl pagnonHTepdelica ToUkM JoCTyna B KNacTepe;
+ Locked — 6nokupoBKa CMeHbI KaHasna. Mpu ycTaHoBIeHHOM dofiare, B MOMEHT BbiGOpa ONTUMasibHOro

KaHasia BCeMy ToYKamu [0CTyNa, faHHbIi pagmonHTepdeinc 6yaeT Cnob30BaTh NPEXHUIA KaHas npu
nto60oM 1cxofie BbiGopa ONTYMasIbHOTO KaHasa.

HaxmunTe kHoMKy «Apply» A8 NpUMeHeHUs N3MeHEHUIA.

HaxmunTe kHonky «Refresh» ans o6HoBneHms gaHHbIx B Tabnumue «Current Channel Assignments».

Proposed Channel Assignments { 16 seconds ago )

IP Address Radio Proposed Channel
192.168.0.135 EB:28:C1:C1:27:70 1
192.168.0.58 A8:F9:4B:B7:8B:D0 11
192.168.0.135 E8:28:C1:C1:27:60 40
192.168.0.568 AR:F9:4B:B7:8B:CO 36

Advanced

Change channels if interference is reduced by at least 5% v
Refresh when access point is added to the cluster | Enable ¥
Determine if there is better set of channel settings every | 10 Minutes
Click "Update™ to save the new settings.

Update

B Ta6nuue « Proposed Channel Assignments » np1BoanTCcs MHpopMaLMa 0 BO3MOXHbIX 3HAYEHMSIX KaHana,

Ha KOTOpbI NepeiaeT pagnonHTepdgieiic ToUKM 4OCTyna B c/iyyae 3anycka nepecyera onTMMasibHOCTH
BblGOpa kaHana:

+ IP Address — IP-agpec Toukn gocTyna B KnacTepe;
* Radio — MAC-agpec pagnovHTepdelica To4ku AocTyna B KnacTepe;
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* Proposed Channel — Homep KaHasa, Ha KOTOpbI NepeigeT pagnonHTepdenc Toukn gocTyna B ciyvae
3anycka nepecyeta onTMMasibHOCTU BbibOpa kaHana.

Advanced - B pa3gesne BbINO/HAKTCS PacLUMPEHHbIE HACTPOKM:

« Change channels if interference is reduced by at least — NPOLEHT BbIUTPbILLA B YMEHbLLEHWNN YPOBHS
Wwyma Ans NpUHATUA peLLeHns Nepexoia Ha Apyron kaHasl. Ecnv npy aHanmse cpefpl Touka AocTyna
06HapyXMBaET, YUTO NPU NEPEXoAe Ha APYroi KaHas YPOBEHb LUyMa CHU3UTCS Ha BEIMUMHY, 60/bLLUYHO,
4yeM yKaszaHo B JaHHOM napameTpe, TO BbIoop OyAeT cAenaH B Nofb3y Nepexofa Ha Apyroi KaHar.
[vana3oH HacTpOViKn BeMYUHbIL: OT 5% 80 75%;

* Refresh when access point is added to the claster — npon3BoanTb NepecyeT o6LLeli cnekTpasibHOM
CTPYKTYpbI CpeAbl 1 BbIGOP ONTUMa/ILHOTO KaHasia A5 Touek JoCTyna, eC/in K Knactepy
npucoeuHAETCS HOoBasi Touka AOCTyna;

 Determine if there is better set of channel settings every — nHTepBan BpeMEHW, Yepe3 KOTOPbIi
MPOVCXOANT NepecyeT 06LLEN CNEeKTPa/IbHOWN CTPYKTYPbI CPeAbl U BbIGOP ONTUMasIbHOIO KaHana a1s
ToYek AocTyna.

[ns BCTynneHus B cuy HOBOM KOHUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMY0 NaMsaTb
HaxxmuTe kHonky «Update».

Transmit Power Control ...

Start automatically re-assigning tx power
RSSI Threshold 2.4 GHz |-65  |(Range: -100..-30)
RSSI Threshold 5 GHz |70 |(Range: -100..-30)
Interval lo | (Range: 1800...86400 or 0)
Advanced
Minimal Tx Power |10 | (Range: 6...30)
Active Scan Mode 4
Debug Mode

Update
Monitoring E |
TPC statistics is not available because tpc-planner is not up

B pasgene «Transmit Power Control» Touku gocTyna, cocTosiLive B 0HOM K/iacTepe, Yepes yCTaHOB/EHHbIE
NHTEepBa/Ibl BPEMEHW NMPOM3BOAAT CNEKTPasibHbI aHanM3 adorpa 1 NPoU3BOAST NnepepacyeT MOLHOCTe
BbICTAB/IEHHbIX HA TOUYKaX A0CTyna B KnacTepe TakuM 06pa3oM, YTOObl OKa3blBaTh Kak MOXHO MEHbLLIE
BAVUAHMS APYT Ha Apyra. Mo yMonyaHuio onTrMU3aLms NpoBOAMTCA NPy U3MEHEHUI cOcTaBa knacTepa.

[lnsa 3anycka npolecca aBTONOACTPOVKA MOLLLHOCTY A1t KAXKA0W TOUKM A0CTyNa B Knactepe HaxXMuTe Ha
KHOMKy «Start». [[/15 0CTaHOBKM NpoLecca HXMUTE Ha KHOMKY «Stop».

* RSSI Threshold 2.4 GHz — nopor ypoBHsi RSSI B gnanasoHe 2.4 'y, MNapameTp NPUHMMAET 3Ha4YeHNs OT
-100 go -30. Mo ymonuyaHuio -65;
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* RSSI Threshold 5 GHz — nopor ypoBHs RSSI B gnanasoHe 5 Ty, MapameTp npuHMMaeT 3HadeHms ot -100
00 -30. Mo ymonyaHuio -70;

* Interval — nHTepBa BpeMeHn Mexay uukiamu ontummnsauun. MapameTtp npuHuMaet 3HadeHus ot 1800
A0 86400 cekyHa. Mo ymonyaHuio 0, 4TO 03HaYaeT, YTo ONTUMMU3ALUA MOLHOCTK nNpoBoanTcsa 1 pas,
3aTeM TOJIbKO NPU N3MEHEHMN CcOCTaBa KlacTepa;

Advanced - B pa3gesne BbINO/HAKTCS PaCLUMPEHHbIE HACTPOIKMU:

* Minimal Tx Power — MMHAMas1bHbI/ BbIXOAHOM YPOBEHb MOLLHOCTM TOYKK AocTyna. MNapameTtp
npuHUMaeT 3HaveHus ot 6 go 30. Mo ymonyanuio 10;

+ Active Scan Mode — npu ycTaHOB/IEHHOM dh/iare NCNosib3yeTcs akTUBHbIN PEXMM CKaHMPOBaHMS, Npu
BbIK/IHOYEHHOM — MACCUBHbI;

+ Debug Mode — npu ycTaHOB/IEHHOM (h/1are BK/loHaeTCs oTnpaBka OT1aA0uHbIX COOOLLEHWI B KOHCO/b
TOYeK gocTyna.

[ns BCTynneHus B cuy HOBOW KOHOUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

B okHe «Monitoring», nocsie OKOHYaHUsi ONTUMM3ALIMN aBTOMOACTPOWKN MOLLIHOCTH, MOXHO Habnoaatb
pe3ynbTaThl CKaHPOBaHMS BCEX TOUEK A0CTyna B KNlacTepe, ypoBeHb B/VSHMS TOUEK APYT Ha Apyra, a Tak Xe
N3MEHEHHYI0 BbIXOAHYI0 MOLLLHOCTb TOYEK A0CTyna.

4.9.4 TMopmeHto «Wireless Neighborhood»

MogmeHio «Wireless Neighborhood» cogepxut Tabnuuy COOTBETCTBUS TOYEK AOCTYNA, HAXOAALLMXCA B
KnacTepe, u 6ecnpoBOAHbIX CETEN, AETEKTMPYEMbIX 3TUMM YCTpOCcTBamMu. [lJaHHasa Tabnunua 4EMOHCTPUPYET,

Kakme 6ecnpoBOfHbIE CETU AETEKTUPYET KaXAas ToUKa AOCTyna U Kakoi ypoBEHb CUrHa1a OHa OT HUX
NpYHUMAaET.

Ha ocHoBaHMK faHHOW TabnuLbl MOXHO NPOU3BECTN CNEKTPasIbHbIA aHaIn3 BCel CeTU U OLEHUTb B/IUSHUE
MOMEX Ha Kaxayr TOUKy A0CTyna. 3TO NO3BO/INT OLEHUTbL NPaBWU/IbHOCTb PACNONOXEHNSI TOUEK AOCTYyNa no
TEPPUTOPMM NOKPBITUS U YKAXKET Ha NPO6/IEMHbIE MECTA, B KOTOPbIX YPOBEHb NOMEX MOXET NOMELLATb
KaueCTBEHHOMY NpPeaoCTaBEHMNIO YCNYT.

View neighboring access points

Wireless Neighborhood... r
Clustered |

The Wireless Neighborhood table shows all access points within range of any AP in the cluster. Cluster members who are also

"neighbors” are shown at the top of Neighbors list and identified by a heavy bar above the Network Name. The colored bars and

numbers to the right of each AP in the Neighbors list indicate signal strength for each neighboring AP. This signal strength is detected by | 2

the cluster member whose IP address is at the top of the column. Access
Points

Display Meighboring APs: In cluster Mot in cluster *) Bath

Cluster

192.168.0.58 192.168.0.135
AB:F9:4B:B7:8B:D0 E8:28:C1:C1:27:60
Neighbors (16) (floor_1) (floor_2)

Eltex VAP

WGB

Nikitenko_5 o

MTSRouter_S5GHz_029579

i-289

i-287

i-10-print

i-10-ent

RT-WiFi-eddc

test test So wvand
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B BepxHeli cTpoke Tab/mubl 0ToGpakeHa NHpopMaLLMs No KaxXAoMy paguonHTepdeiicy Touek AocTyna,
HaxoasALWymxcs B knactepe. B kpaliHem nesom cton6ue «Neighbors» pacnonoxeHa nHgopmauus no
6ecnpoBOAHbIM CETSM, KOTOPbIE BUAHbLI YCTPOCTBaM B KnacTepe.

YpoBeHb CUrHasia oT Kaxkoi 6ecnpoBOHOI CETU yKa3aH B NPaBOM BEPXHEM Y1y Suelikn Tabnuubl.

Ta6numua chopMupoBaHa Tak, YTo B MEPBbIX €€ CTPOKax 0To6paxaroTcsi 6ecnpoBofHbIe CeTH, 06pa3oBaHHbIe
caMuM K/lacTepoMm, fasiee UayT MMeHa CTOPOHHUX CETeil.

MapameTp «Display Neighboring APs» HacTpanBaeT oTob6paxeHne nHpopmaumm B Tabnuue:

* In cluster — npun yctaHoBNeHHOM chnare B Tabnvue 6yaet oTobpaxarbcs MHopmMauus TOMbKO 0 Tex
6ecnpoBOAHbIX CETAX, KOTOPbIE HACTPOEHbI HA TOUKaxX AOCTYNa, HaX0AALMXCA B KNnacTepe;

* Not in cluster — npn yctaHoBNeHHOM chriare B Tabnvue 6yaet oTobpaxarbcs nHopMauus TONIbKO 0O Tex
6ecnpoBOAHbIX CETAX, KOTOPbIE HACTPOEHbI HA TOYKaX A0CTYNa, He HaXOASALWMXCS B KnacTepe

* Both — npu yctaHoBneHHOM chnare B Tabnvue 6yaet oTobpaxaTbCca MHopMaLnsa 0 BCEX CETSIX.

4.9.5 MopmeHto «Cluster Firmware Upgrade»

B nogmeHto «Cluster Firmware Upgrade» MOXHO BbINO/IHUTL OGHOB/IEHME NPOrpaMMHOro obecneyeHmns Ha
BCEX YCTPOWCTBAaX, BXOAALLMX B KnacTep.

Mpun o6HOBMEHUN MO yCTPOICTB KNacTepa gainn NpoLUNBKN ByAET 3arpy>XeH Ha Kaxgoe YCTPOMCTBO 1
yCTaHOB/EH Ha no3uuumio «Primary Image». ABTOMaTU4YeCKn BbINO/THAETCS nepesarpyska yCTponcTB ¢
3arpyskori N0, KoTopoe COOTBETCTBYET HOBOMY 06pasy. YCTaHOB/IEHHOE paHee Ha ycTpoicTeax knactepa MO
6yaeT COXpaHeHo 1 NepemMelleHo Ha no3uuumto «Secondary Image» (pesepBHas Bepcus M10).

Upgrade Firmware in Cluster

Cluster Firmware Upgrade...

Members IP Address MAC Address Device Firmware Version Firmware-transfer-status Firmware-transfer-progress-bar

.135 EB:28:C1:C1:27:60 (Terywan sepcua NO) Mone

L

1 192,
558.0.58 AB:F9:4B:B7:8B:C0 [Tekywas sepcua NO) Downloaded

2

Upload Method: * HTTP TFTP
New Firmware Image: 0630p... ®alin He eolGpaH.

Owverall Upgrade Status: In progress

grade Stop

Caution: Uploading the new firmware may take several minutes. Please do not refresh the page or navigate to another page while uploading the new
firmware, or the firmware upload will be aborted. When the process is complete the access point will restart and resume normal operation.

* Members — NOpsiAKOBbIA HOMEP TOYKWN A0CTYNa, HAXoASLENCs B KnacTepe;

+ IP Address — IP-agpec Touku focTyna, Haxoosiwelics B Knacmepe;

+ MAC Address — MAC-adpec mo4ku oocmyna, Haxoosiuelcsi 8 K1lacmepe;

+ Device — TN TOYKKN AOCTYNa;

* Firmware Version — Tekywas sepcusa MO ToYkn gocTyna,;

+ Firmware-transfer-status — ctaryc npouecca 06HOBEHUS NPOrpamMmMHOro obecneyeHmns Ha Touke

[0CTYNa;
- Firmware-transfer-progress-bar — ctaTtyc npouecca 3arpy3ku goaiina nporpammMHoro o6ecrnedeHust Ha

TOYKy AocTtyna.
O6HoBneHue MO ycTpoiicTB. 3arpyska thalina MO Ha yCTPONCTBO MOXET NPOM3BOANTLCA NOCPEACTBOM
HTTP vnn TFTP npoTokonos.
3arpyska uepe3 HTTP. YctaHoBuTe chnar «Upload Method» B 3HaueHne HTTP. HaxxmuTe kHonky «O630p...». B
OTKpbIBLUEMCS ANANOrOBOM OKHE BblbepuTe NyTb K goainy MO Ha MNK. B kpaiitHeM neBOM cToN6Le Tabnuubl
ycTaHoBUTE dhar HaNnpPoTUB TOYEK AOCTYNa, HA KOTOPbIX HEO6XOANUMO 0GHOBUTL NPOrpaMmMHoe obecneyeHme.
HaxmunTe kHonky «Start-Upgrade» ans Hadana 3arpy3ku doaina Ha ycTpoicTBa.
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3arpyska uepe3s TFTP. YctaHosuTe dpnar «Upload Method» B 3HaueHne TFTP. B none «Image Filename»
yKaknte ums dparina Mo, KoTopsbIli ByaeT 3arpy>XeH Ha yCTponcTBo. Mms thalina 06a3aTenibHO A0/MKHO
cofepxatb paclumpeHme .tar. B none «Server IP» ykaxute |IP-agpec TFTP-cepeepa, Ha KOTOPOM COXpaHeH
chann MO. B kpaiiHem neBoM cTon6Le Tabnuubl ycTaHoBUTE diar HanpPoTMB TOYEK AOCTYNa, Ha KOTOPbIX
HeobxoA4MMOo 06HOBUTbL NporpammMHoe obecnedeHme. HaxmuTe kKHOMKy «Start-Upgrade» gns Havana 3arpysku
harna.

HaxmuTte Ha KHOMKy «Stop» 4111 NpepbiBaHns Npouecca 06HOBNEHNS YCTPOCTBA.

B none «Overall Upgrade Status» oTobpaxaeTcs 0606LLEeHHbIV CTaTyc npouecca 06HOB/IEHUS MPOrPamMmMHOro
obecneyeHns Ha Toukax goctyna.

© B npouecce 06HOBMEHNS MO YCTPOWCTB HE OTK/IIOYAITE NUTaHNE YCTPOICTB, @ TakkKe He 06HOBANTE
N He MeHANTe TekyLLyt web-CTpaHuLy ¢ nporpecc-6apom 06HOBNEHNS.

4.10 MeHto «Captive Portal»

B meHio «Captive portal» BbINoNHSETCA HACTPOIKa NopTasa, Ha KOTOpPbI NepeHanpaB/IsTCA KNUEHTbI 415
MPOXOXAEHUSI aBTOPU3aLMM NPY NOAKMOUYEHNUN K CETU VIHTEPHET.

Taknm 06paszoM MOXHO, Hanpumep, nepesecty Wi-Fi ceTb B OTKPbITbIA PEXMM, CHAB LUN(PpOBaHKE, HO
orpaHnyuB JOCTYN K CeTeBbIM pecypcam. MNoaknoyeHne K ceTeBbiM pecypcam byaeT peann3oBaHo yepes web-
aBTopu3auuio.

4.10.1 MopgmeHrto «Global Configuration»

B nogmeHto «Global Configuration» BbinonHseTcst HacTpoiika 06LLMX NapaMeTpoB nopTasia u MOHUTOPUHT
TEKYLLEro Konm4yecTBa Co3aHHbIX 06bLEKTOB.

Global Configuration Settings

Captive Portal Mode Enabled '® Disabled

Authentication Timeout 300 (60 - 600 sec, 300 = Default)

Roaming service URL (0 - 2048 characters)
Roaming no action timeout 720 (0 - 86400 min, 720 = Default)

Instance Count: 0

Click "Update™ to save the new settings.
Update

+ Captive Portal Mode — cocTosiHue paboTbl noptana:
« Enabled — npun yctaHOBeHHOM dhiare nopTan UCnosb3yeTcs;
+ Disabled — npu yctaHOBNEHHOM hriare nopTas He UCMNO/b3YeTCs.

+ Authentication Timeout — nepvog BpeMeHU B CEKYHAAX, B TEYEHNE KOTOPOro K/IMEHT MOXET BBECTU
aBTOpM3aUMOHHbIE AaHHble Ha CTpaHuLe nopTana 418 NonyyYeHus goctyna Kk cetu. Ecnv nHtepsan
npeBbILLeH, He06X0ANMMO 0GHOBUTL CTPAHMLY /IM60 NOBTOPHO MOAKOUUTLCA K ceTw. MapameTp
npuH1UMaeT 3HaveHusa ot 60 go 600 cekyHA. Mo ymonyaHuio - 300 cekyHp;

* Roaming Service URL - agpec cepsuca APB ansi noaaepxku poymmHra B pexume hotspot. 3agaercs B
dhopmarte: "ws://host:port/path”,

* Roaming No Action Timeout — BpeMs, Yepe3 KOTopoe To4ka A0oCTyna yaamnT ycTapesLluve/HeakTnBHble
3an1cu o KIMeHTax B poyMuHre. NapameTtp npuHumaeT 3HaveHus ot 0 o 86400 MuHyT. [0 yMonyaHuio -
720 MUHYT;

* Instance Count — Ko/1u4eCmMB0O 3K3EMMNIAPOB NOPTasIa, HACTPOEHHbIX HA TOYKe AOCTyna.
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[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.10.2 MopmeHto «Instance Configuration»

B nogmeHio «Instance Configuration» co3aatoTcs nopTasibl ¥ HACTpaMBaTCA NapaMeTpbl NOPTaIoB.

Instance Configuration Settings

Captive Portal Instances | Create ¥

Captive Portal Instance Parameters

Instance Mame (1 - 32 characters)

Click "Update” to save the new settings.
Update

[na cozgaHma HoBoro noptasia B nosie «Captive Portal Instances» Heo6xoavmo BbiGpaTh NyHKT «Create» n B

none «Instance Name» ykasartb MMS HOBOIO noprtasia. Vima noprana Moxet cogepxatb oT 1 0 32 CMMBOJ0B.
[na cozgaHma noptana Haxarb kHonky «Update».
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[ns nepexofa K paboTte ¢ NopTasioM HeobxoAMMO BbiGpaTth ero nmvs B nosne «Captive Portal Instances»:

Instance Configuration Settings

Captive Portal Instances | wlanObssvapl ¥

Captive Portal Instance Parameters

Instance ID: 2
Admin Mode Enzbled "® Disabled
erification Cportal ¥

Virtual Portal Name

Global Radius on aff
Radius Accounting on Off
Raduis Domain

Radius IP Network pvd ¥

Radius IF

Radius Backup IP 1
Radius Backup IF 2
Radius Backup IF 3
Radius Key

Radius Backup Key 1
Radius Backup Key 2
Radius Backup Key 3

External URL (0 - 256 characters)
Away Time 720 (0 - 1440 min, 60 = Default)

Session Timeout 0 (0 - 1440 min, 0 = Default)

Max Bandwidth Upstream 0 (0 - 1331200 Kbps, 0 = Default)

Max Bandwidth Downstream 0 (0 - 1331200 Kbps, 0 = Default)

Delete Instance

Click "Update™ to save the new settings.
Update

* Instance ID — Homep nopTana;
« Admin Mode - pexum paboTbl nopTana:
« Enable — BknoueH;
+ Disabled — BbIKNOYEH.
+ Verification —meTOf NPOBEPKM NOAIMHHOCTY NO/b30BaTENS:
+ Cportal — meTog, Npn KOTOPOM NPOBEPKY NOAJ/IMHHOCTK Nonb3oBartens Ha Radius-cepsepe
BbinonHsieT Captive Portal;
* RADIUS - ans aBTOpU3auum nonb3oBaresb A40/MKeH 6bITb NponucaH Ha Radius-cepsepe;
« Virtual Portal Name — nms BupTyanibHOro nopTtana;
+ Global Radius — rnob6anbHble HacTpoiikn aBTopm3auun no RADIUS-npoTokony:
« Off — BbIK/IOYEH;
+ On — BKNKOYEH. BbI6Op AaHHOro BapraHTa OTKPbIBAET BO3MOXHOCTb PefaKTMPOBaHWs CneayoLmx
nonei:
* Radius Accounting — npv BKNKOYEHHOW OyHKUMN B6yayT OTNPaBAsaTbCSA COOOLEHNS
«Accounting» Ha RADIUS-cepgep:
* On — BKJ/THOYEH;
+ Off — BbIK/IIOYEH.
* Raduis Domain — gomeH nonb3oBarens;
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* Radius IP Network — Bbl6op npotokona IPv4 nnn IPvé ans goctyna Ha cepsep RADIUS;

* Radius IP — agpec ocHoBHoro RADIUS-cepBsepa. Npn HegocTynHOCTM ocHoBHOro RADIUS-
cepBepa, 3anpockl 6yayT oTnpaBnsaTbCcA Ha pe3epBHble RADIUS-cepsepa;

* Radius Backup IP 1, 2, 3 — agpec pe3epBHoro RADIUS-cepBepa;

* Radius Key — naponb ans astopusaunm Ha ocHoBHoMm RADIUS-cepBepe;

* Radius Backup Key 1, 2, 3 - naponb An1a aBTopusaummn Ha pesepsHom RADIUS-cepsepe 1, 2,
3

+ External URL - agpec BHewwHero Captive Portal, Ha koTopblIii 6yaeT nepeHanpas/ieH NoNb3oBaTesb Npu
noakatyeHmm K hotspot cety;

+ Away Time — BpeMs, B TeYeHne KOTOPOro AelCTBUTENIbHA 3anvcb ayTeHTU(INKaLUN NoNb3oBaTens Ha
TOYKe JocTyna nocsie ero guccoumaumun. Ecim B TedeHme 3T0ro BpeMeHU K/IMEHT He npoingeT
ayTeHT1MKaumo NOBTOPHO, 3anuck ByaeT yaaneHa. MNapametp npuHumaeTt 3HaveHus ot 0 go 1440
MUHYT. o ymonyaHuio — 60 MUHyT,

+ Session Timeout — TaliMayT XWU3HU ceccun. MNMonb3oBaTelb aBTOMATUYECKN BbIXOAUT U3 NopTasa yepes
yKasaHHbIli NPpOMEeXyToK BpeMeHN. MNapameTp npuHmuMaet 3HadeHmns ot 0 go 1440 muHyT. Mo
ymonyaHuio 0 — TalimayT He NpYMeHseTCs;

+ Max Bandwidth Upstream — makcmasibHasi CKOpOCTb nepegayun Tpadumka ot aboHeHTa. Mapamertp
npvHmMMaet 3HaveHmns ot 0 go 1331200 Kbps. Mo ymonuyaxuio 0 — 6e3 orpaHnyeHuns;

* Max Bandwidth Downstream — makcMMasibHasi CKOPOCTb nepeaayun Tpadmka Kk aboHeHTy. MNapameTp
npuvHMMaet 3HaveHmns ot 0 go 1331200 Kbps. Mo ymonuaxuio 0 — 6e3 orpaHnyeHus;

+ Delete Instance — ansa yaaneHus gaHHOro noprana yctaHoBuTe donar n HaxmuTe kHornky «Update».
[JedonTHble nopTasibl yAauTb HEBO3MOXHO.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMY0 NaMsaTb
HaxxmuTe kHonky «Update».
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4.10.3 MopgmeHto «VAP Configuration»

B noameHto «VAP Configuration» BbinonHseTca npues3ka noptana k BupTyasibHbiM Wi-Fi ceTam VAP.

VAP Configuration Settings

Radio | 1w

VAP Instance Name

0 wlanObssvapd W
1 wlanObssvapl W
2 wlanObssvap2 Vv
3 wlanObssvap3 W
4 wlanObssvapd W
5 wlanObssvap5s W
6 wlanObssvapg ™
7 wlanObssvap? v
8 wlanObssvap8 v
9 wlanObssvapd
10 | wlanObssvapld “
11 | wlanObssvapll v
12 | wlanObssvapl2 v
13 | wlanObssvapl3 v
14 | wlanObssvapl4 v

15 | wlanObssvapl5 v

Click "Update™ to save the new settings.
Update

* Radio — Homep Wi-Fi nHTepdpeiica, o151 KOTOPOro NponM3BOANTCS HACTPOKa.
B Tabnuue ans kaxgor BUpTYyasibHON CETUM Ha3HavYaeTcsa nopTasl Nno ero MMeHMW.

[lna BCTynneHns B cuy HOBOW KOHUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEProHe3aBHCUMMYHO NaMsiTb
HaxxmuTe kHonky «Update».

4.10.4 Mopmerto «Authenticated Clients»

B nogmeHto «Authenticated Clients» oTo6paxaeTcs CnnMcok KNMEHTOB, KOTOPbIE YCNELIHO MPOLL/IN
ayTeHTUdmkaunio Ha noprase.

Authenticated Client List

Click "Refresh™ button to refresh the pags.
Refrash

Total Number of Authenticated Clients 2

MAC Addrass 1P Address User Mame Protocol Mode Werify Mode VAP ID Radio ID Captive Portal ID Session Time out &way Time gut Rx Packets Tx Packets Rx Bytes Tx Byte
F0:70:0d:53:c320 79232566602 htip cportlad 2 i 3 o 88376 = o o o o
74:df:bf:ea:56:45 79139132546 http cportlad 1 2 13 o o o o o o

[ns 06HOBNEHMA MHhopMaUUK Ha CTpaHuLe Haxxmnte KHonky «Refreshy.
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Total Number of Authenticated Clients — konM4ecTBO yCMELIHO aBTOPU30BaHHbIX KNIMEHTOB Ha AaHHbIl
MOMEHT BPEMEHN;

MAC Address — MAC-agpec KMeHTa;

IP Address - IP-agpec knveHTa;

User Name — ums nonb3oBarens, C KOTOPbIM K/IMEHT NPOLEN ayTeHTUMKaLMIO Ha nopTane;
Protocol Mode — npoTtokon, ucnonb3yemsiii gns coeguHeHns HTTP / HTTPS;

Verify Mode — meToq, aBTopusauun Ha nopTasne;

VAP ID — Homep BMPTyanbHOI ceTw;

Radio ID — Homep paanonHTepgeiica;

Captive Portal ID — Homep nopTtana, ¢ KOTOPbIM acCOLUNPOBAH K/IUEHT;

Session Timeout — ocTaBLUeeCcs BPeMS XN3HU Ceccuw,

Away Timeout — ocTaBLUeecs BPpeMS XU3HW 3anncy ayTeHTUUKALMN KINEHT];

Rx Packets — KOnM4eCcTBO NPUHATLIX NAKETOB OT K/INEHTA;

Tx Packets — kONM4ecTBO NepefaHHbIX KNIMEHTY NaKeToB;

Rx Bytes — Konn4ecTBO NosyYeHHbIx 6aiT UAP oT nonb3oBatens;

Tx Bytes — KonunyecTBO nepegaHHbix 6aiit UAP nonb3oBaresnem.

4.10.5 NMoameHto «Failed Authentication Clients»

B nogmeHio «Failed Authentication Clients» npvBefeH CnNMCOK K/IMEHTOB C OLUMOKOM aBTOpM3aL MM Ha nopTase.

Failed Authentication Client List

Click "Refresh” butten to refresh the page.
Refresh

Total Number of Fail Authenticated Clients 0

MAC Address IP Address User Name Verify Mode VAP ID Radio ID Captive Portal ID Failure Time

[lna 06HOBNEHNUS HhOPMaLMKN Ha CTPaHULE HaxkKMuTe KHOMKy «Refreshy.

411

MAC Address — MAC-aapec KN1eHTa;

IP Address — IP-agpec KNneHTa;

User Name — nmsi nosb30BaTens, C KOTOPbIM K/TIMEHT NPOLUEN ayTEHTUdIMKaLMIO Ha rnopTase;
Verify Mode — meTog, aBTOpUsauun Ha nopTasne;

VAP ID — Homep BUPTYasibHOW CETY;

Radio ID — Homep paanounHTepdeica;

Captive Portal ID — Homep nopTana, ¢ KOTOPbIM aCCOLMNPOBAH K/TUEHT;

Failure Time — Bpems, Koraa npounsoLuna owwmnoka.

MeHto «Client QoS»

MeHto «Client QoS» npeaHa3HauyeHo Ans 60nee TOHKOM HacTponkn QoS KNMEHTCKUX NOTOKOB Tpadomka. Client
QoS no3BoNSIET HACTPOUTL NPUOPUTUIALNIO OTAEMBbHLIX NOTOKOB Tpadivka, OrpaHnynTb LUMPUHY NONOCHI ANS
KaXX[0ro K/imeHTa.

4.11.1 MNoameHo «VAP QoS Parameters»

MogmeHio «VAP QoS Parameters» no3sonsieT rn106asbHO BKHOYMTL MCMNOMb30BaHne Becex HacTpoek Client QoS
(Class MAP, Policy MAP, Bandwidth Limit), HasHaunTb paHHee chopMMpPOBaHHbIE NpaBuMIa NPUOPUTU3ALLUN
Tpaduvika.
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Configure Client QoS VAP Settings

Client QoS Global Admin Mode Enabled '*' Disabled

VAP QoS Default Parameters

Radio |1 W

VAP [ VAPD W

Client QoS Mode */ Enabled Disabled

Bandwidth Limit Down |0 [ (0 - 866700 Kbps)
Bandwidth LimitUp |0 [ (0 - 866700 Kbps)
DiffServ Policy Down hd

DiffServ Policy Up v

VAP Limit Down o [ (0 - 866700 Kbps)
VAP Limit Up lo [ (0 - 866700 Kbps)

Click "Update™ to save the new settings.
Update

* Client QoS Global Admin Mode — ncnonb3oaHue Client QoS Ha Bceli Touke AocTyna rnobasnbHo:
« Enable — BKMOUYUTS;
» Disabled — BbIKNHOUUTB;

* Radio — BbIGOp pagnonHTepderica, Ha KOTOpom ByaeT Nnpon3BoanTbCa HacTpolika Client QoS;

+ VAP - BbI60Op BMPTYasibHOM TOUKM A0OCTYNa, Ha KOTOpOoW ByaeT npon3BoanTbes HacTpoiika Client QoS;

+ Client QoS Mode — ncnonb3oBaHue Client QoS Ha BbibpaHHO VAP:

« Enable — BKMOUYUTS;
» Disabled — BbIKNHOUUTB;

+ Bandwidth Limit Down — orpaHuyeHune WpuHbl NOI0CHI MPOMNYCKaHUSA OT TOUKM AOCTyNa K KaxkaoMy
KNWEeHTY, KouT/c. MapameTp npuHMMaeT 3HavyeHust oT 0 go 866700 k6uT/c. Ecnn HasHaveH 0, TO
orpaHuyeHvie Nosockl MPONycKaHUs He NpUMeHsieTcs. Jllob6oe HeHyleBoe 3HaYeHne OKpyrnseTcs 4o
BE/IMYVMHbI, KpaTHOI 64 KOUT/C;

+ Bandwidth Limit Up — orpaHnyeHune LMpUHbI NOSI0ChI MPOMYCKaHUS OT KaXKA0ro KAMeHTa 40 TOUKU
[0CTyna, KouT/c. MapameTp npuHMMaeT 3HavyeHus oT 0 go 866700 k6uT/c. Ecnn HasHaveH 0, To
orpaHuyeHvie Nosiockl MPONyCcKaHUs He NpuMeHsieTcs. Jllob60oe HeHyleBoe 3HaYeHne OKpyrnseTcs 4o
BE/IMYMHbI, KpaTHOI 64 KOUT/C;

« DiffServ Policy Down — nms npocpuns Policy, KoTopblii A0/MKEH 6bITb MPUMEHEH K TpaduKy,
nepefaBaeMoOMy B HanpaBfeHUM OT TOYKM AOCTYNA K K/INEHTY;

« DiffServ Policy Up — nms npodouns Policy, KoTopblil Ao/mKeH ObiTb NPUMEHEH K Tpadmky, nepegaBaeMomy
B HanpaB/IeHWUM OT K/IMEHTA K TOUKe 4OCTyna.

+ VAP Limit Down — orpaHM4eHune LIMPWHbI NOSIOCHI MPOMNYCKaHUsl OT TOYKU AOCTyna K KnueHTam (B cymme),
NOAK/TOYEHHbIM K AaHHoMY VAP, k6ut/c. MapameTp npuHumaet 3HavyeHus ot 0 go 866700 k6ut/c. Ecnun
HasHayeH 0, To orpaHnMyeHne He npumeHsieTcs. J1loboe HeHyeBoe 3HaYeHNe OKPYI/IAETCA A0 BE/IMYMHBI,
KpaTHoW 64 K6uT/C;

+ VAP Limit Up — orpaHuyeHve LUMPYHbI NOSI0ChI NPONYCKaHWs OT KIMEHTOB (B CyMME) A0 TOUKM A0CTYNa,
6uT/c. MapameTp npuHUmaeT 3HaveHns ot 0 go 866700 k6uT/c. Ecnmn HasHayeH 0, TO orpaHnu4yeHue He
npumeHsieTcs. JTlo6oe HeHyneBoe 3HaYeHNe OKPYTISETCA A0 BEMYMHbI, KpaTHON 64 KouT/C.

[Nsi BCTYN/IeHUs1 B Wy HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B S3HEPTOHE3aBNCUMYIO NaMsTh
HaxkMuTe KHonky «Update».
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4.11.2 MopmeHto «Class Map»

B nogmeHto «Class Map» BbINO/IHAETCS HACTPoiKa knaccudrkaumm Tpaduka. Ha oCHoBe YHUKasIbHbIX
0CO6eHHOCTel NakeToB ONnpeesieHHOro noToka Tpadvka opmupyeTcs Knacc npuHag/1eXHOCTN NakeToB K
[laHHOMY MOTOKy. B fanbHeiwem aT1oT knacc 6yaeT UCnosb30BaH 419 onepawuvin npuopuTnsanumn pasnnyHbixX
NMOTOKOB, 06 bEAVHEHHbIX M0 06LLEeMY NPU3HAKY.

Configure Client QoS DiffServ Class Map Settings

Class Map Configuration

Class Map Name (1 - 31 characters)

Match Layer 3 Protocol IPyd ¥

Add Class Map

Class Map Configuration — B pa3gesnie BbINnosHAETCA co3gaHne npodnssa knaccugukaumm Tpaduka.

+ Class Map Name — nmsa npoduns;

+ Match Layer 3 Protocol — npoTokors, No KoTopomy 6yaeT npoucxoautb knaccudgukaums (IPv4 nnm IPve6).
B 3aBMcMMOCTM OT BbiGOpa NpoTOKONa 6yAEeT NPeanoXeH pasNnyHblii Habop None, No KOTopbiM ByaeT
BbIMOJTHATLCA Knaccudukaumna tpaduka.

[nsa co3gaHma HOBOrO knacca Tpadinka ykaxute B none «Class Map Name» nms knacca n HaXMuTe KHOMKY
«Add Class Map».

Match Criteria Configuration

Class Of Service

Source MAC Address
Destination MAC Address
WLAN ID

Service Type

IF DSCP
1P Precedence

IP TOS Bits

Delete Class Map

Update

(0-7

(0 - 4095)

Select From List

(0-7

{00 - FF) IP TOS Mask

Click "Update” to save the new settings.

Source MAC Mask

Destination MAC Mask

v Match to Value

(00 - FF)

Class Map Name Skype - ipvd T
Match Every
Protocol Select From List | ip r Match to Value (0 - 255)
Source IF Address (WX %) Source IF Mask (LK)
Decztination IF Address (¥.x.%. %) Destination IF Mask ()
Source Port Select From List r Match to Port (0 - 85535)
Destination Port Select From List v Match to Port |2440 (0 - B5535)
EtherType Select From List b Match to Value {0600 - FFFF)

(300 3 S 3 20 0K

[ 30 2 D00 00 00 30 )

(0 - 83)
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Match Criteria Configuration — B pa3gesne BbINnosHsIeTCA HACTpOKa KputepreB A/15 knacca Tpadvika.

Class Map Name — Bbl6op Knacca Tpadmka, 418 KOTOporo 6yaeT NpoMcxoanTb KOHUIrypupoBaHmne
NPU3HaKOB NPUHAAIEXHOCTU K KNnaccy;

Match Every — npun yctaHoBNeHHOM dhnare Tpaduk 6yaeT OTHECEH K JaHHOMY Klaccy He3aBMUCUMMO OT
cogepXaHus nonei B ero 3aronoske. Ecnu cpnar He yctaHOB/EH, TO TpebyeTcs yka3aTb 3HaYeHus
Heob6XxoAMMbIX Noneit Tpadurka, KOTopble AO/MKHbI ObITb COOTHECEHbI C AAHHBIM K/1acCoM;

Protocol — 3HayeHune nons Protocol B IPv4-nakeTe;

Source IP Address — 3HaueHue IP-agpeca oTnpaBmTenst NakeTa;

Source IP Mask — macka, ykasblBatoLLaa Ha 3HauMMOoCTb 6MTOB B IP-agpece, Ha OCHOBaHUM KOTOPbIX
KnaccuuumpyeTca naker,

Source IPv6 Prefix Len — pnnHa npedounkca IPv6-agpeca otnpaButens;

Destination IP Address — 3HaueHwue IP-agpeca nonyyarens nakera;

Destination IP Mask — macka, yka3biBatoLas Ha 3Ha4MmMocTb 6UToB B IP-agpece, Ha OCHOBaHWUN KOTOPbIX
KnaccuuumpyeTca Naker,

Destination IPv6 Prefix Len — pnnHa npedukca IPvé-agpeca nonyyarens;

Source Port — nopt otnpasutens (Layer 4);

Destination Port — nopT nonyuatens (Layer 4);

EtherType — 3HaueHue nons EtherType, yka3biBatoLero Tun NpoToKosia, UCnosib3yemMoro B NakeTe;
Class Of Service — 3HaueHue nons CoS, yka3bIBatoLEro Ha NPMOPUTET NakeTa Ha Layer 2 nakeTa;
Source MAC Address — 3HaueHne MAC-agpeca oTnpaBuTens Nakera;

Destination MAC Address — 3HauyeHne MAC-agpeca nosnyyarenst nakeTa;

VLAN ID — 3HauyeHune nonga VLAN B nakete;

IP DSCP - 3HaveHne nonsg DSCP B IP-3aronoBke nakera;

IP Precedence - 3Ha4yeHue nons Precedence B IP-3aronoske nakeTta;

IP TOS Bits — 3Ha4yeHue nonsa TOS B IP-3arosioBke naketa;

IP TOS Mask — macka, yka3blBatoLLasi Ha 3HauMMocTb 6MTOB B nose TOS, Ha OCHOBaHMM KOTOPbIX
KnaccmuumpyeTca naker,

IPv6 Flow Label — 3HaueHune nons Flow Label.

[ns ynaneHus knacca yctaHosute dpnar Hanpotus «Delete Class Map» 1 Haxxmute kHorky «Update».

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

4.11.3 MopgmeHto «Policy Map»

MoameHto «Policy Map» npefiHa3HavyeHo 471 HACTPONKM LWMPKHBI MONOCHI NPONYCKaHUa s
KnaccuuumMpoBaHHOro Mo obLLemMy Npu3Haky notoka Tpaduka, MapkmpoBaHusa npuopuTeTa AaHHOro kiacca
Tpadhmka Ha ypoBHe Layer 2 n Layer 3 (CoS, DSCP, Precedence), a Takxe A1si NPUHATHSA peLLeHnst 0 Npomnycke
[laHHOro Tpaduka nam o ero 6510KMpPoBKe.

B nogmeHto dpopmumpyetca npodunb «Policy Map», 4na koToporo nocnegoBatesibHO Ha3Ha4YatoTCs paHee
co3gaHHble kKnaccudgmkaropbl Tpadmka «Class Map». N kaxgoro knaccugukaropa ykasbliBatoTcsa onepauuu,
KOTOpble Heob6x04MMO NPOU3BECTM C AAaHHbLIM TUMNOM Tpadvka.
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Configure Client QoS DiffServ Policy Map Settings

Policy Map Configuration

Policy Map Name (1 - 31 characters)

Add Policy Map

Policy Class Definition
Policy Map Name ChattyDrop T

Class Map Name nethios-ns-tcp . ¥

Palice Simple Committed Rate (1 - 1000000 kbps) Committed Burst

—

1 - 204800000 bytes)
Send

Drop

Mark Class Of Service 0-7)

Mark 1P Dscp Select From List v
Mark IP Precedence (0-7)

Disassociate Class Map

netbios-ns-tcp, netbios-ns-
Member Classes udp, netbios-dgm-tcp, netbios-
dgm-udp, mDNS, SSDP, vrrp s

Delete Policy Map

Click "Update” to save the new settings.
Update

Policy Map Configuration — B pazaene BbINonHseTCA co3gaHne HoBoro npodguns Policy Map.

* Policy Map Name — nvsi npoguns Policy Map.

[nsa no6aeBneHnst HOBOro Nnpodounsa BBeanTe umsa npoduns B none «Police Map Name» 1 HaOXMUTE Ha KHOMKY
«Add Policy Map».

Policy Class Definition — B pasgene BbinonHAETCA HACTpoOlika KnaccugukaTtopos Tpaduka.

+ Policy Map Name — nvsi npogounns «Policy Map», B koTopom 6yaeT npon3BoAUTLCA AasibHelwas
HacTpolika onepauunii Ansa knaccudmkatopos Tpaduka;
+ Class Map Name — knaccudmkatop Tpaduka, paHee co3faHHblli B nogmeHto «Class Map».

Onepaumu, KOTopble He06X0AMMO NPOU3BECTU C AaHHBLIM TUMOM TpaduKa:

Police Simple — ynpouleHHasi HacTpoiika, NPy KOTOPOIi 3aAal0TCs Ba NapamMmeTpa:

« Committed Rate — rapaHTMpOBaHHas CKOPOCTb Nnepegayn Ans AaHHOro Buaa Tpadimnka;

« Committed Burst — orpaHnyeHne ckaykoB Tpadimka.
Send — npu ycTaHOBNEHHOM chnare BCe NakeTbl COOTBETCTBYHOLLENO NOTOKa Tpadinka 6yayT nepesaHsi,
ecnu kputepum Class Map BbINOMHSOTCS;
Drop — npu yctaHOBNEHHOM (priare Bce nakeTbl COOTBETCTBYIOLLEIO NOTOKa Tpadmka OyayT OTOPOLLEHbI,
ecnu kputepumn Class Map BbINOMHSOTCS;
Mark Class Of Service — npu ycTaHOBMeHHOM hnare Bce NakeTbl COOTBETCTBYHOLLLErO NOTOKA Tpadinka
6yayT MapKnpoBaTbCs 3afaHHbIM 3HavyeHnem CoS. MNMapameTp npuHMMaeT 3HaveHme ot 0 go 7;
Mark IP Dscp — npu ycTaHOB/IEHHOM dpb/lare BCe NakeTbl COOTBETCTBYHLLErO NoToka Tpaduka oyayTt
MapK1MpoBaTtbCsl 3aaHHbiM 3HadeHnem IP-DSCP. 3HaueHne MOXHO BblibpaTb U3 CAMCKa UMK YKasaTb;
Mark IP Precedence — npu ycTaHOB/IEHHOM dp/iare BCe NakeTbl COOTBETCTBYHLLEr0 NoToKa Tpaduuka
6yayT MapKMpoBaTbCs 3afaHHbIM 3HadYeHneM IP Precedence. MapameTp npvHuMaeT 3HavyeHue ot 0 ao 7;
Disassociate Class Map — yctaHoBuTe donar n Haxmute kHornky «Update», uTo6bl yaanutb NpuBSI3KY
AaHHoro Class Map u Policy Map;
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* Member Classes — cnucok Bcex Class Map, koTopble cBsidaHbl ¢ BbibpaHHoii Policy Map. Ecnv knacc He
CBSi3aH C NOINTUKOM, 3TO Nosie NycToe;

+ Delete Policy Map — yctaHoBuTe chnar 1 HaxxmuTe KHonky «Update», utobbl yaanutb Policy Map,
ykasaHHyto B Policy Map Name.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

4.11.4 MopmeHto «Client Configuration»

B noameHto «Client Configuration» MOXHO NpoCMOTPETL TEKyLLY KoHdMrypaumo QoS, AelicTBytoLLyto Ans
KOHKPETHOrO KNIMEeHTa, NOAK/TIOYEHHOTO K ToUkKe A0oCTyna.

QOS Configuration Status for associated clients
Statien |a8:f9:4b:b2:02:36 ¥

Glebal QoS Mode down
Client QoS Mode Disabled
Bandwidth Limit Up lu]
EBandwidth Limit Diown |0

ACL Type Up Mone
ACL Mame Up
ACL Type Down Mene

ACL Mame Down
DiffServ Palicy Up

DiffSery Pelicy Down

+ Station — BbIOOP K/IMEHTa, NOAKNHYEHHOIO K TOUKe [OCTYNa,
* Global QoS Mode — ncnonb3osaHue Client QoS Ha Bceil Touke goctyna rnobasbHo:
+ Up — BK/IOYEHO;
* Down — BbIK/IIOYEHO.
+ Client QoS Mode - ncnonb3oBaHue Client QoS Ha BbibpaHHo VAP:
*+ Enable — BKNtOYeEHO;
* Disabled — BbIKnto4YeHO.
+ Bandwidth Limit Up — orpaHuyeHve LMpUHbI NOSI0ChI TpagumKa OT Kax4oro KNneHTa A0 TOUYKM 40CTyna,

ouT/c;

* Bandwidth Limit Down — orpaHuyeHue W1pWHbI NO0ChI Tpadmka OT TOUKM AOCTYNa K KaXXA0MY KIIMEHTY,
ouT/c;

+ ACL Type Up — Tvn Tpaduka OT KNIMeHTa K Touke A0CTyna, 4715 KOTOPOoro 6yayT NpUMeEHATLCA npasuna
ACL;

+ ACL Name Up — nmsa npodounsa ACL, KOTOpPbI fo/MKEH ObITb MPUMEHEH K TpadurKy, naywemy oT KnneHTta
K TOYKe [OCTyna;

* ACL Type Down — Tun Tpadimka OT TOYKM AOCTyNna K KNMEHTY, 419 KOTOPOro 6yayT NPpMMEHATLCA npasuia
ACL;

+ ACL Name Down — nwms npocunnst ACL, KOTOpbIf fO/DKEH 6bITb NPUMEHEH K TPagUKy, ayLLemMy OT TOYKU
[OCTYNa K KNNEeHTY;

« DiffServ Policy Up — ums npocpuns Policy, KOTOpbIi JO/MKEH ObITb NPUMEHEH K Tpadhvky, nayLiemy ot
KNIMEeHTa K ToYKe [OCTyna;

« DiffServ Policy Down — umsi npocpuns Policy, KOTopbIil AO/MKEH ObITb MPUMEHEH K TpadvKy, nayliemy ot
TOYKWN OOCTyNa K K/TNEHTY.
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4.12 MeHto «Workgroup Bridge»

4.12.1 Mopgmerto «Workgroup bridge»

MoameHto «Workgroup Bridge» npegHasHaueHo Ans HACTPOIiKM YCTPOICTBA B peXxnme 6ecrnpoBOgHOro
K/IMeHTa C UCMNOo/b30BaHMEM OHOI0 U3 6eCNpPOBOAHbLIX MHTEPAIEiCoB.

© WGB He MOXeT 6bITb HACTPOEH, EC/IM Ha Touke HacTpoeH WDS vin BK/IIOUEH PeXxuM KnacTtepa.

© [na xoppekTtHoii pa6oTbl WGB Heo6xoauMo, UTo6bI Ha ToUKax [0CTyna 6bl/ia ycTaHOB/eHa
O4MHaKoBasi BEpCus NPOrpaMmMHOro obecneyeHus.

Modify AP Workgroup Bridge Settings

Workgroup Bridge Mode ) up @ pown
Radio
WGB ARP-Timeout 5 (1 - 1440 min, Default: 5)

Upstream Interface

VLAM ID 1

S5ID Upstream SSID -

Roam Threshold -75 (-39 - -1) dBm
Secunty

Connection Status |Di5connected |

Downstream Interface

Status Up Down
WVLAM ID 1
551D Downstream SSID

Broadcast S5ID
Security
MAC Auth Type

Click "Update” to save the new settings. Click "Refresh™ button to refresh the page.
| Update | | refresh |

+ Workg roup Bridge Mode — BktoueHMEe/BbIK/TIOYEHNE peXUMa KNIMEHTA Ha nHTepdelice:
* Up — QoyHKUMOHAUT BK/HOYEH,;
* Down — (pyHKLMOHaT BbIK/THOYEH.
* Radio - BbI6G0Op 6€CnpoBOAHOI0 UHTEpPhenca, Ha KOTOPOM BK/IHOYAETCA PeXuMm kiveHTa. Radio 1
paboTtaeT B guanasoHe 5 'y, Radio 2 paboTtaeT B gnanasoHe 2.4 I'Tu;
+ WGB ARP-Timeout — BpemMs xu3Hu 3anncu B ARP-Tabnuue B pexvume WGB. MapameTtp npuHumaet
3HayeHune ot 1 go 1440 MyHyT. M0 yMOMYaHUIO — 5 MUHYT.

Upstream Interface — HacTpoiika nHTepdeiica, KOTopbiin byaeT ABNATLCA 6eCnPOBOAHBIM KIMEHTOM U
NOAK/IYATLCA K CTOPOHHE TOUKe A0CTYNa;

* VLAN ID - Homep VLAN, ncrnonb3yemblii Ha TOUKe J0CTyna;

+ SSID — nMs TOYKM [OCTYNa, K KOTOPOW NPOUCXOAMNT MOAK/TIOYEHUE,;

* Roam Threshold — MMHUMaNbHbLIA YPOBEHb CUTHas1a OT TOUKM AOCTYNa, NPy KOTOPOM NPOUCXOAUT
NOAK/OYEHMNE K TOUKE;
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+ Security — pexvum 6e30n1acHOCTW, HACTPOEHHbIN Ha VAP Toukn gocTyna, K KOTOpoi nponucxogut
NOAK/OYEHME:

None - He ncnonb3oBath WKhpoBaHue A4 nepegadn gaHHblx. Touka OTKpbITa 4nsa goctyna
JTI0O0ro K/INEeHT];

WPA Personal — peXum nogkayeHns K ToUke AoCTyna ¢ MCMNoNb30BaHMEM MexaHn3ma
6e3onacHocTn WPA-TKIP nnv WPA2-AES. INpwu BbIGope AaHHOTO pexuMa 4715 peakTMpoBaHua
6yayT AOCTYMHbI CneayrLme HacTPONKu:

Security WPA Personal v | &
WPA Versions: WPA-TKIP ¥ wpA2-AES
MFP Not Required v
Key: | |

WPA Versions — Bepcusi ncnonb3yemoro npotokona 6esonacHocty (WPA-TKIP nunn WPA2-AES);
MFP — HacTpolika pexunma 3alinTbl KAMEHTCKUX (PPENMOB:

* Not Required — He ncnonb3oBaThb 3aLMTY;

+ Capable — ncnonb3oBarb 3awmTy NPy HAIMYUU BO3MOXHOCTMK;

* Required — ncnonb30BaTh 3almTy 06513aTe/IbHO, BCE K/IMEHTbI AO/MKHbI NOAAEPXNBATb

CCX5;

Key — knto4y/naposnb, He06X0AMMBIN A1 aBTOpPMU3aLMm Ha TOUKe A0CTyna.
WPA Enterprise — pexum NOAK/IOYEHNSA K TOUKE AOCTYMa C UCMOoMb30BaHWEM aBTopu3aunm u
ayTeHTMdmkaumm Ha BblwecTtoswem RADIUS-cepBepe. Mpu BbiboOpe AaHHOIo pexuma ans
pefakTupoBaHusa 6yayT AOCTYMNHbI CleayoLwme HaCTPONKM:

Security WPA Enterprise v =

WPA Versions: WPA-TKIP |¥ wpaA2-AES

MFP Not Required v

EAP Method * peap tis

Username | |

Password | |

WPA Versions — Bepcusi ucnosb3yemoro npoTtokona 6esonacHoctn: WPA-TKIP, WPA2-AES;
MFP — HacTpoiika pexvmMa 3awuTbl KNIMEHTCKMX (DperiMOB:

Not Required — He ncnosb3oBaTh 3aLLUTY;,
Capable — ncnonb3oBaTtb 3alMTy NPU HAIMYMN BO3MOXHOCTH;
Required — ncnonb3oBaTb 3almUTy 06513aTe€/bHO, BCE KAMEHTbI A0/MKHLI noaaepxmnsats CCX5;

EAP Method — BbIGOp NpOTOKONA ayTeHTUdMKaLmm (peap unu tls);

Username — nms nosnb3oBaTens, Ucnosb3yemoe npu astopusauumn Ha RADIUS-cepBepe;
Password — naponb nonb3oBaTtesns, UCnosib3yemMsblii npyn asTopmlauun Ha RADIUS-cepBepe;
Connection Status — cTaTyc NOAK/OYEHUA K TOUKe A0CTyna.

Downstream Interface - HacTpoiika nHTepdoelica, BbICTYNAtoLLEro B Ka4ecTBe TOUKM AOCTyna.

Status — BK/oUeHne/BbIKoUYeHe downstream-uHTepdeiica:

Up — nHTepdeiic BK/HOYEH;
Down — nHTepdeiic BbIKMOYEH.

VLAN ID - Homep VLAN, B KoTOpOM ByaeT nepegasatbCsA CeTeBOV Tpaduk 415 aHHON TOYKM A0CTyna;

SSID — nms 6ecnpoBOAHON ceTw;

Broadcast SSID — BKIOUUTL/BbIK/IOYNTL BellaHne 6ecnpoBOAHON CeTu:

+ On — BelllaHne BK/IOYEHO;
+ Off — BewaHne BbIK/THOYEHO.

Security — pexum 6e30nacHOCTM co34aBaeMoli 6ecnpoBOAHON CETU:
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* None - He ncnonb3oBaTh WWNpOBaHME A/1A Nepefayn AaHHbIX. Touka OTKpbITa 418 focTtyna
No60ro KNNeHTa,;

+ WPA Personal — pexum NoaxItoYeHns K ToUke AOCTyna ¢ UCNo/Ib30BaHMEM MeXxaHu3ma
6e3onacHocTn WPA nnn WPA2. Mpu BbiGOpe faHHOTo pexnma K pefakTMpoBaHUIo AOCTYIHbI
cnegylouime nyHKTbI:

Security WPA Personal v | (&)

WPA Versions: WPA-TKIP (v wea2-aEs
Key: | |

Broadcast Key Refresh Rate | a | (Range:0-86400)

MFP ¥ Not Required Capable Required

MAC Auth Type Disabled v

« WPA Versions — Bepcusi ucnosb3yemoro npoTtokona 6esonacHoct (WPA-TKIP nnn WPA2-AES);
Ecnu BbibpaH WPA-TKIP, To /19 HacTporiku 6yayT AOCTYMHbI NOMS:

* Key — kno4/naporsb, He06Xx0AUMbIV A1 aBTopU3aLMmn Ha ToUuke JOCTyna;
* Broadcast Key Refresh Rate — nHTepBan BpeMeHM 06HOB/IEHMS TPYNMNOBOro K/tova. MapameTtp
npuHumaeT 3HadveHus ot 0 go 86400.

Ecnu BbibpaH WPA2-AES, To AN HacTpoiikmn 6yayT AOCTYNHbI NONS:

* Key — ko4/naporsib, He06X0AUMbIN A1 aBTopU3aLMmn Ha ToUuke AOCTyna;
* Broadcast Key Refresh Rate — nHTepBan BpeMeHM 06HOB/IEHMS TPYNMNOBOro K/tova. MapameTtp
npuHumaeT 3HadveHus ot 0 go 86400.
* MFP — HacTpolika pexunma 3awmTbl KITMEHTCKNX (hpeiiMoB:
* Not Required — He NCNOMb30BaTh 3aLLMUTY;
+ Capable — ncnonb3oBarb 3awmTy NPy HAIMYUU BO3MOXHOCTMY;
* Required — ncnonb30Barh 3almTy 06513aTesIbHO, BCe K/IMEHTbI AO/MKHbI NOAAEPXNBATb
CCX5.

MAC Auth Type — pexum ayTeHTUdMKauum nonb3osarenei ¢ yyetom nx MAC-agpeca:

+ Disabled — He ncnonb3oBatb ayTeHTUMKaLMo nons3osareneli no MAC-agpecy;

* RADIUS - ucnonb3oBaTb ayTeHTUdukaumio nonb3osarenein no MAC-agpecy ¢ nomotbio RADIUS-
cepsepa;

+ Local — ncnonb3oBatb ayTeHTUIMKaLMo nonb3osateneii no MAC-agpecy ¢ NOMOLLbIO STOKa/IbHOTO
cnucka agpecos, CHOPMUPOBAHHOTO Ha AaHHOW ToUKe AoCTyna.

[na BCTynneHns B cuy HOBOW KOHUIypaLum 1 3aHeCEHNsi HAaCTPOEK B SHEProHe3aBMCUMMYH0 NamMsATb
Haxkmute KHomnky «Update».

[N 06HOBNEHNA MHOPMALMK Ha CTpaHULLEe HaxkKMUTe KHOMKy «Refreshy.
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4.12.2 NMopmento «Workgroup Bridge Transmit/Receive»

B nogmeHto «Workgroup Bridge Transmit/Receive» npefcraBsneHa cratuctuka no nepegaHHomy/npuHATOMY

Tpadmky Ha uHTepgeicax, cqoopmmupoBaHHbix B pexume Work Group Bridge.

View transmit and receive statistics for this access point
Click "Refresh™ button to refresh the page.

Refresh
Interface Status VLAN ID Name (55ID)
wlanQupstrm Associated to AP aB:f9:4b:b7:8b:c0 1 Test_AP
wlanOdwstrm up 1 Test_Clients
Transmit
Interface Total packets Total bytes
wlanQupstrm 275 323893
wlanOdwstrm 0 0
Receive
Interface Total packets Total bytes
wlanQupstrm 351 36370
wlanOdwstrm 0 0

[nsi 06HOBNEHMS UHDOPMALN HA CTPAHNLE HaXXMUTE KHOMKY «Refreshy.

* Interface — nms nHTepdelica;
+ Status — cTtaTyc paboTbl MHTEPQIEICA;
* VLAN ID — Homep VLAN, HazHa4yeHHOro Ha MHTepgelic;

+ Name (SSID) — nmsi 6ecnpoBOAHOI CETU, CKOHPUTYPUPOBAHHOW ANst HTepdelica.

B pasgene «Transmit» BbINO/IHAETCA NPOCMOTP CTAaTUCTUKK MO NepeaaHHoOMY TpadomKy.
B pasgene «Receive» BbINO/THAETCA NPOCMOTP CTATUCTUKK MO NPUHATOMY TpadomKy.

* Interface — nms nHTepdelica;
+ Total packets — o6Luee KONMYeCTBO NepeaaHHbIX/NPUHATbLIX NAKETOB;
+ Total bytes — o6Luee KOIMYECTBO NepefaHHbIX/NPUHATLIX GaliT.
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5 YnpaBneHune yCTPOMCTBOM C NMOMOLLIbIO KOMaHAHON CTPOKK

B AaHHOM pasferne onucaHbl pasnnyHble crnocobbl NOAKMOUEHUS K MHTepdieiicy komaHaHol cTpoku (CLI) Toukm
[0CTYNa, a Takke OCHOBHbIE KOMaHbl ynpaBneHns ycTpoicTtsoM nocpeactsom CLI.

[nsi NofKoUYeHMs K ToUke JoCTyna UCnosib3yeTcs ABa cnocoba:

+ Telnet, He6e3onacHoe NOAK/OYEHNE,;
+ SSH, 6e3onacHoe nogknoveHue.

5.1 MopgkntoueHne no npotokony Telnet

MoaknoueHne no npotokony Telnet sBnsieTcs 60ee yHMBepcasibHbIM N0 CPaBHEHWUIO C NOAK/IHOYEHNEM Yepes
COM-nopt. HepocTatok Takoro nNoAk/A4YeHus, no cpaBHeHUIo ¢ nogknoveHvem yepes COM-nopT, 3aknovaeTcs
B OTCYTCTBUM COOBLLEHUIA MHULMaM3aLmm ToUukn goctyna. NogktoveHne K CLI MOXHO BbINO/THUTL Kak
HenocpeLCcTBEHHO B MeCTe YCTaHOBKM YCTPOWUCTBa, Tak U C yAasleHHoro paboyero mecta yepes IP-ceTb.

[Nns NnoakNoYeHns K TOYKe A0CTyna NepcoHaslbHbIA KOMMNbIOTEP A0/HKEH UMETb CETEBYIO KapTy.
[lononHutensHo noTpebyeTcsi ceTeBoit kabenb (Patching Cord RJ-45) Heo6xoaMMOit AnnHbI (HE BXOAWT B
KOMM/IEKT NOCTaBKWN YCTPOICTBA).

[na nogknioveHus no Telnet MoXHO ncnonb3oBaTh Takue nporpammsl, kak PUTTY, HyperTerminal, SecureCRT.

Lar 1. MogkntounTe ceTeBoii kabenb oT PoE-nopTa nHxektopa K Ethernet-nopty Toukn goctyna (ans WOP-2ac
ato nopt GE (PoE)), a ceTeBoii kabenb oT Data-nopra nHXekTopa - K CETEBOI KapTe KoMnbloTepa.

LWar 2. 3anyctute, Hanpumep, nporpammy PuTTY. YkaxuTe IP-agpec y3na goctyna. Ha pucyHke 10 B kauecTBe
npumepa ykasaH 192.168.10.10.

+ IP-agpec Toukn goctyna, no ymosiuaHumoo yctaHosneH — 192.168.1.10;
+ MopT, no ymonyaHuio — 23;
« Tun coeanHeHmns — Telnet.

HaxmuTte KHOMKy «COeauHNUTLCS».
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Hacrpoiikm PuTTY @
Pasnene:
= CeaHc CcHOBHBEIE HACTpORKK ceadca PuTTY
+ Kyptan VYikaxuTe agpec, K KOTOpoMYy ¥0TWTE NoOKHoYMTECA
- KomMMeEHTapHiR " P n
). Tepmuran mMA xocTa unv |P-anpec) opT
- KnaswaTypa 192.168.10.10) 23
- ¥BegoMNeHA Tun coegMHEHMA:
- DcofieHHocTi @ Telmet (1 55H ") Raw "1 Rlogin () Serial 1 Cygterm
- OkHo
YrpaeneHwe ceaHcamu
- BHEWHWA BUL
 @PoH

+- MNoeeneHme .
- Kommposica Default Settings | Jarpysume
- Belpenerme | CoxpaHnTs (d)

- LseToBan cxema

- [MNepCCEInmM | Yoanuts

- ZHEUKN
—J- CoegmHeEHWE | Hoeana nanka
- [aHHbIe
- [poKcK
- Telnet
F‘:.ll:lgil'l
+- 55H

- Sergl
C‘_."gtEITI'I

JaKpbIEaTE OKHO MPK BbOOE:
"' Beerna ! Hukorpa @ Toneko BRY4YHYID

O MNporpamme I [ CoeaMHMTECA H B HoBomM oKHE H CmaeHa

PucyHok 34 — Telnet-nogkntoueHne B nporpamme PuTTY

LWar 3. Npownssegute Bxog B CLI ycTpolicTa.
[aHHble ona Bxoga no yMon4yaHuio:

+ User name: admin
+ Password: password

Mocne ycneliHoli aBTopusalummn Ha aKpaHe byaeT oTobpaxatbes (MMsi moyku docmyrna)#, Hanpumep,
WOP- 2ac# vnnn Eltex WLAN AP# — 3T0 03HaA4aeT, YTO BK/THOUEH PEXUM KOHGUIYPUPOBaHNS HACTPOEK
TOYKM gocTyna.

5.2 MopkntoveHmne no npokony Secure Shell

MogakntoyeHne no npotokony Secure Shell (SSH) cxoxe No yHKUMOHAIbHOCTU C NOAKOUYEHNEM MO NPOTOKONY
Telnet. B ot/imume ot Telnet, Secure Shell wndpyeT Becb Tpaduk, BkIovas naponun. Takum o6pasom
obecneunBaeTcs BO3MOXHOCTb 6€30MacHOro yaasieHHOro NoAKNIYeHUs No Nyo6/myHbIM IP-ceTam.

[ns nogknioyeHns K y3y AocTyna nepcoHaslbHbIA KOMMNbIOTEP AO/HKEH NMEThL CETEBYIO KapTy. Ha koMnbloTepe
[OMKHa 6bITb YCTaHOB/IeHa nporpamma SSH-knuneHT, Hanpumep, PUTTY, HyperTerminal, SecureCRT.
JoononHutensHo notpebyetcsi ceTeBoii kabenb (Patch Cord RJ-45) Heo6xoavMoli a/ivHbl (He BXOAUT B
KOMM/IEKT NOCTaBKWN YCTPOICTBA).

LWar 1. Mogkntounte ceTeBoli kabenb oT PoE-nopta nHxekTopa k Ethernet-nopty Toukn goctyna (ans WOP-2ac
ato nopT GE (PoE)), a ceTeBoi1 kabenb oT Data-nopTa MHXEKTOPA - K CETEBOI KapTe KOMMbOTEpPA.
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LWar 2. 3anyctute, Hanpumep, nporpammy PUuTTY. YkaxuTe IP-agpec y3na goctyna. Ha pucyHke 11 B kauecTBe
npumepa ykasaH 192.168.10.10.

+ IP-agpec Toukn goctyna, no ymosidaHumio yctaHoeneH — 192.168.1.10;
+ MMopT, No ymonyaHuio — 22;
* Tun coegnHeHns — SSH.

Haxmute kHonkKy «COeAUHUTLCA».

H Hactpobikn PuTTY @

Pasnens:

[=- CeaHc OcHoBHBIE HBCTPOMKK ceaHca PuTTY
x!'rpHan

- KomMmMeHTapui
- Tepmnnan WMmA xocTa (Mnu IP-agpec) MopT

- Knauamypa 192.168.10.10] 2

- YEEOOMNEHWA Tin coegMHEHWA:

- DcofeHHocT (7) Telnet @ SSH TV Raw () Rlogin () Seral (") Cygterm
[=]- OrHo

- BHEWHWA B1E
. doH

[+ MoBeneHWe
- Kommpoeka

- BelgeneHue Cop
- lpeToBan cxemMa
- [Mnepcchinkm VA TS
- ZHAUKM
[=)- CoemHEHME Hoean nanka
- [aHHkIE
- [Npokcia
- Telnet
Hj,:,gin
[+- 55H

- Serial

- Cygtem

YicaxuTe dipeC, K KOTOPOMY XOTMTE NOOKNHOYWTECA

yﬂDEEﬂEHHE-' CeaHCaMK

Default Settings JarpysuTe

aHUTE (d)

[l

2aKpEIEATE OKHO NP BEMOOE:
(71 Beerpa () Haoroa @ Tonbko BEy4HYID

[ O Mporparme ] [ CoegMHATECA ][ B HoBom okHe H OmaeHa

PucyHok 35 — 3anyck SSH-knneHTta
LWar 3. Npounssegute Bxog B CLI Toukmn goctyna.
[aHHble onsa BxoAa no yMo/I4aHuio:

* login: admin
+ password: password

Mocne ycneliHoli aBTopusaLmmn Ha aKkpaHe byaeT oTobpaxaTtbes (MMsi mouku docmyna)#,
Hanpumep, WOP- 2ac# nnu Eltex WLAN AP# — 3T0 03Ha4aeT, YTO BK/IHOUEH PEXMM KOHUIypmpoBaHus
HaCTpOeK TOYKM JoCcTyna.

134



PykoBogacTBo no akcnayatauun WOP-2ac

5.3 Hauano pa6otbl B CLI Toukn goctyna

CLI saBnsieTcs gononHutenbHbIM K web-koHdmrypatopy cnoco6om B3aMMoOAeincTBus cneymanmcra ¢
YCTPOMCTBOM. B 3TOM pasgene paccmarpmBaroTcs obwme npasuna pabotsl B CLI.

KoHdpurypauus Toukn focTtyna npeactaBnieHa HabopoMm kiaccoB (MPoAo/mHKeHNe KOMaH/bl) 1 06EKTOB
(Hayano KoMaHgbl).

KoHCOMb TOUYKM AocTtyna npegocTtaB/ideT AOCTYN K UCMNO/Ib30BaHUKO TakKnx OOBEKTOB:

. get
. set
+ add
* remove

© Npu ncnonb3oBaHny koMaHg, set, add 1 remove U3MEHSIETCS TeKyLLAas KOHGMIypaLws TOUKM AOCTyna, a
He 3arpy3oyHas. [1ns coxpaHeHusi TekyLLein KOH(UrypaLmmn B 3arpy304HYH0 HY)XXHO MCNO/b30BaTb
KOMaHay save-running.

5.3.1 lMpaBuna nonb30BaHWsi KOMaHAHOW CTPOKOWA

[ns ynpouweHns ncnonb3oBaHUs KOMaHAHO CTPOKN MHTepdieiic noaaepXmBaeT OyHKLMI0 aBTOMaTUYECKOro
[IONO/THEHNA KOMaHA,. 3Ta PyHKLNUS aKTUBM3UPYETCS NPY HENOSTHO HABPaHHOW KOMaH/e U HaXaTun KnaBuLn
<Tab>.

[Apyras qoyHKLUMS, NTOMoraoLLas nonb30BaTbCsl KOMaHAHOV CTPOKOI — KOHTEKCTHasi nojckaska. Ha no6om
aTane BBOAa KOMaHAbl MOXHO MO/yYnTb NOACKA3KY O C/eyHoLLuX 3NIeMEHTaxX KOMaH bl NyTeM [1BOHOIo
HaxkaTus Knasumin <Tab>.

Ansi yno6CcTBa 1CNosb30BaHMs KOMaHAHO CTPOKU peasi3oBaHa nogaepxka ropsumx knasuil. Cnmcok
ropsuMx KNnasuil NpeacTaB/eH B Tabnuue 6.

Tabnmua 6 — OnucaHne ropsvnx Knasuil KOMaHgHon ctpoku CLI

CoueTaHue KnaBuLL AeiictBue B CLI
CTRL+a [MepemelLieHne Kypcopa B Hayasio CTPOKU
CTRL+e MepemelleHne Kypcopa B KOHEL, CTPOKMU
CTRL+b MepemelleHne Kypcopa BleBo
CTRL+f MNMepemelleHve Kypcopa Brnpaso
CTRL+c MpepbliBaeT BbINO/HEHNE KOMaHAbI
CTRL+h YpansietT oguH cumon cnesa (backspace)
CTRL+w YpansaeT cnoBo cneBa OT Kypcopa
CTRL+k Ypanset Bce nocsie Kypcopa
CTRL+u Ypanset Bce nepepg Kypcopom
CTRL+p MokasbiBaeT npenbiayLLyo KoMaHay
CTRL+n [Moka3biBaeT criefytoLlyto KoMaHay

CTRL+d Bbixoa 13 CLI (exit)
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5.3.2 YcnoBHble 0603Ha4YeHNss MHTepdencos
B naHHOM paszene onucaHo MMeHOBaHne UHTePdENCcoB, NCNOoIb3yeMoe NPu KOHUIYPUPOBaHM YCTPONCTBA.

[ns nonyyexusa onucannsa B CLI MmoxHO BbinonHWUTL komaHay get interface all description. ns nonyyeHus
60nee noapobHo nHpopmMaLmn 060 Bcex MHTepdeiicax ncnonb3yiite komaHay get interface all. B tabnvue 7
npuBeAEeHO onvcaHne nHTepdencos.

Tabnuua 7 — O603HavYeHus nHTepelicos

WHTepdheric  OnucaHue

brtrunk Bridge - Trunk

brtrunk-user Bridge - Trunk

ethO Ethernet

lo Loopback

isatap0 ISATAP Tunnel

wlan0 Wireless - Virtual Access Point 0

wlan1 Wireless - Virtual Access Point 0 - Radio 2
wlanOvapX Wireless - Virtual Access Point X
wlan1vapX Wireless - Virtual Access Point X - Radio 2

wlanObssvapX Virtual Access Point X
wlan1bssvapX Virtual Access Point X - Radio 2

wlanOwdsX Wireless Distribution System - Link X

5.3.3 CoxpaHeHune n3mMeHeHui B KoHdurypaumum
B cucteme cyuiectByeT HECKO/IbKO 3K3EMM/ISIPOB KOHpUrypaumii:

- 3aBodckasi KoHghuzypayusi. KoHdmrypauys BKIoYaeT HACTPOKM NO YMOMUYaHui0. BepHYTbCS K 3aBO/ICKO
KOHpUrypawLmm MoxHo koMaHaoii factory-reset unm npu noMoLm doyHKLUMOHALHO KHOMKK «F» Ha Kopnyce
ycTpoiicTBa. [Ans Toukn goctyna WOP-2ac ans atoro yaepxvsaiite KHOMKY «F» , Noka He HauHeT muratb
nHaukaTop «Power»;

- 3azpy304Hasi KOHbuaypayusi. B 3arpy30uHoii KOHGUrypaLmum XpaHsTcs HaCcTPOViKK, KOoTopble 6yayT
CMNoMb30BaHbI NPU creaytolLeli 3arpy3ke ToukM AocTyna (Hanpyumep, nocse nepesarpyskiu). [Ans coxpaHeHus
M3MEHEeHMWIA, BbINO/THEHHbIX B CLI, B 3arpy304Hyto KOHUrypaLmio Heo6XoAMMO BbINOMHUTL KOMaHy save-
running unu set config startup running — TekyLlasa KoHdUrypauus 6yaeT cKonvpoBaHa B 3arpy304HyHo;

- Tekywasi KoHghu2ypayusi. KoHUrypaums Toukv AoCTyna, KoTopasi NPUMEHEHA Ha [laHHbIi MOMEHT. Mpw
“cnonb3oBaHUK kKomaHz get, set, add, remove nponcxoanT NPOCMOTP U U3MEHEHWE 3HAYEHWIA TOMNBKO TeKyllei
KOHpurypaumun. Ecnv AaHHble U3MEHEHMSI He COXPaHEeHbI, TO Noc/ie nepesarpy3ki TOUKU A0CTyna OHn 6yayT
NoTEPSHbI.
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5.4 OnwucaHune komaHpg CLI

5.4.1 KomaHpa get

KomaHza get no3BosisieT NpocMaTprBaTh YCTaHOB/IEHHbIE 3HAUEHWS MONEi B Kaccax. Knaccol pasaensiorcs
Ha knaccbl 6e3 nmeHun (unnamed-class) n ¢ nmeHem (named-class).

CuHTakcuc

get unnamed-class <3HAYEHUE> |detail
get named-class [<NMOAKNACC> |all| [<BHAYEHWE > ... | ums | detail]]

Mpumep
1. Mprmep ncnonb3oBaHMA KOMaHabl «get» B knacce 6e3 MMeHU ¢ OAHUM HABOPOM 3HAYEHWIA:
get log
Touka gocTyna MMeeT To/bKO oAMH Habop napameTpoB 415 log-haiino., AaHHast KOMaH4a BbIBOANUT
nHdopmaumio o napameTpax log-cpaiinos.
2. MNpumep 1cnosb30BaHNSA KOMaHAb! «get» B kfiacce 6€3 UMEeHN C MHOXECTBOM 3HAYEHWIA:

get log-entry

B chaiine xpaHutcsa nocnegoBatenibHOCTb /1I0r0B 6e3 pa3bneHns Ha daii/ibl, KoMaHAa BbIBOAWUT BCHO
nocnenoBaTesibHOCTb AaHHbIX, KOTopas HaxoauTcs B log-thaiine.

3. Mprmep 1cnonb3oBaHKs KOMaHbl «get» B K/lacce ¢ MMEHEM C MHOXECTBOM 3HAYEHMWIA:

get bss wlan1bssvap3

CyuiectByeT Habop 3Ha4YeHul knacca bss, koTopble HabupaloTca B AaHHON KoMaHae. JaHHas komaHaa
BbIBOAWT MH(popMaumio 0 Habope 6a30BbIX ycnyr, HasbiBaeMoM wlan1bssvap3.

4. MNMpumep UCNoNb30BaHNs KOMaH/Abl «get» B Kfiacce ¢ UMEHEM [/1s1 NMOJTyUYeHUs1 BCEX 3HAUEHUIA:

get interface all mac
get interface all
get radio all detail
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5.4.2 KomaHpa set
KomaHga set yctaHaBnuBaeT 3Ha4YeHUA Nosiei B kaccax.

CuHTakcuc

set unnamed-class [<MOAKNACC> <3HAUYEHWE> ...] <3HAYEHWE> ...
set named-class <MMOAK/IACC> | all |[<NOAKNACC> <3BHAYEHUE> ...] <BHAUEHVE> ...

Mpumep

Mpumep HacTpolikn SSID, napameTpoB Radio-nHTepdheiica n yctaHOBKM cTatuyeckoro IP-agpeca:

set interface wlan0 ssid "Eltex"

set vap vap2 with radio wlan0 to vlan-id 123
set radio all beacon-interval 200

set tx-queue wlan0 with queue data0 to aifs 3
set management static-ip 192.168.10.10

set management static-mask 255.255.255.0
set management dhcp-status down

5.4.3 KomaHgb! add

KomaHaa add no6aBnsieT HOBbI NoAKnacc Uav rpynny noaknaccoB, CoAepXallnx onpeaeneHHbIin Habop
3HAYEHUI, 418 YNPOLLEHUS KOHGUTypauumn 06opyaoBaHms.

CuHTakcuc

add unique-named-class <[MOAKNACC> [<3BHAYEHUE> .. ]
add group-named-class <[MOAKNACC> [<3BHAYEHUE> .. ]
add anonymous-named-class <[MOAKNACC> [<3BHAYEHUE> .. ]

Mpumep

Mpumep HacTpoiikn 6a30BOI KaHa/IbHOW CKOpPOCTK Ha Radio-nHTepdelice:

add basic-rate wlan1 rate *1*

5.4.4 KomaHpa remove
KomaHga remove yaanseT co3gaHHble NoAKIacchbl.

CuHTakcuc

add unnamed-class [<3HAYEHVE> ...]
add named-class <[MOAKNACC> | all [<BHAUEHUME> ...]
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Mpumep yaaneHus HacTpoliku 6a30BoV KaHaslbHOM ckopocTu Ha Radio-nHtepdeiice:

remove basic-rate wlan1 rate *1*

5.4.5 [dononHutenbHble KOMaHAbl

NHTepdpeiic KOMaHAHOI CTPOKM TOUKM [OCTyNa Takke BK/OYaeT creaytole kKoMaHapl, Tabnuua 8.

Ta6nuua 8 — [lonofHUTENbHbIE KOMaHAbI

KomaHpga
config

copy

delete
dot1x-cert
factory-reset
firmware-switch
firmware-upgrade
packet-capture
reboot
save-running
show

wgbridge-cert

OnucaHwve

3arpyska/BbIrpy3ka KoHdurypaumm To4kn gocTyna
3arpyska/BbIrpy3ka/coxpaHeHuve KoHurypaumm ToYK1 focTyna
Yaanenue ainnos KoHdurypaumum

Bobirpyska DOT1X-cepTudpmkara noaxnHoueHns K ToUke Joctyna
MpumeHeHne 3aBOACKON KOHUrypauum n nepesarpyska
CwmeHa o6pasa lNO: Tekyuleii Bepcum NO Ha anbTepHaTUBHYIO
O6HOoBNEHME NPOLUNBKM

dopmMurpoBaHne 1 Bbirpy3ka gamna Tpadvka ¢ uHTepcpeica
Mepesarpyska To4kn gocTyna

CoxpaHeHue TekyLLen KoHdUrypaummn B 3arpy304Hyto
OTo6paxeHue cnrcka gaiisioB KOHUrypawmm

Bbirpyska WGB-cepTudukaTa nofx/ItoueHust K Touke gocTyna
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5.5 HacTtpoiika Toukn goctyna yepes CLI

B gaHHOM pasgene npusefeH npyMep HacTpoiky Toukn goctyna WOP-2ac ¢ ncnonb3oBaHnem nHtepderica
KOMaHAHOW CTPOKMN.

Mocne noaknYeHns K Touke gocTyna (onvcaHue NpUBEAEHO B pasgene YrpasieHne yCTpoiicTBOM ¢
MOMOLLbH KOMaH/HO CTPOKM) He06X0AMMO HAaCTPOUTbL CETEBbIE NapaMeTpPbl, €C/IN OHW He GblN HACTPOEHI
paHee.

5.5.1 HacTtpoiika ceTeBbIx NnapaMeTpoB

HacTtpoiika cTaTuuecKkux ceTeBbIX NapaMeTPoB TOUKM AOCTYyNa

WOP-2ac# set management dhcp-status down (down - BbIk/110UMTb NO/TyYEeHME CETEBbLIX NAPaMETPOB Mo
DHCP, ncnonb3oBaTb ceTeBble NapaMmeTpbl HACTPOEHHbIE CTATUYECKN. UpP - BK/THOUUTL NOSTyYEHNE CETEBLIX
napameTpoB no DHCP)

WOP-2ac# set management static-ip 192.168.1.15 (rae 192.168.1.15 - ctatuueckuii IP-agpec
yCTpoiicTBa)

WOP-2ac# set management static-mask 255.255.255.0 (rae 255.255.255.0 - Mmacka noacetn)
WOP-2ac# set static-ip-route gateway 192.168.1.1 (rae 192.168.1.1 - IP-agpec Wwnt3a no yMo4aHuio)

HacTtpoiika VLAN ans ynpaBfieHUsi TO4Koii goctyna

WOP-2ac# set management vlan-id 1510 (rae 1510 - Homep VLAN ansi ynpaBnieHus TOUKOI AocTyna)

HacTtpoliika cTaTuyeckux ip-agpecos DNS

WOP-2ac# set host dns-via-dhcp down (down - ucnonb3osats DNS-cepBepa ycTaHOB/EHHbIE CTATUYECKN.
up - ucnosnb3oBatb DNS-cepBepa, nonyyeHHble no DHCP)

WOP-2ac# set host static-dns-1 8.8.8.8 (rae 8.8.8.8 - IP-agpec DNS-cepsepa 1)
WOP-2ac# set host static-dns-2 192.168.1.253 (rae 192.168.1.253 - IP-agpec DNS-cepBepa 2)
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5.5.2 HacTtpolika 6ecnpoBogHbIX NHTepeicoB

Ha paguonHTepdelicax no ymonyaHuio CMNosib3yeTcs aBToMmaTuyecknii BbiIbop paboyvero kaHana, o/1s 1oro
4TOObl YCTAHOBUTb KaHas1 BPYUHYHO UM CMEHUTb MOLLHOCTb, UCNO/b3YiNTe Cneayolime KOMaHapl:

HacTpolika paguokaHana, WWMPUHbI NOMIOChbI U MOLHOCTY paguonHTepdeiica

Hactpovika ansa Radio 1 (5 'u):

WOP-2ac# set radio wlan0 status up (up - Bk/ltoueHve pagnonHtepdelica Radio 1, down - Bk/toueHme
pagnouHTepdeiica Radio 1)

WOP-2ac# set radio wlan0 mode a-n-ac (a-n-ac - ycTaHOBKa pexuma paboTbl pagnonHTepdelica Radio 1.
[nsa Radio 1 goctynHbl cnepyowme pexmnmbl paboTbi: a - 802.114a, a-n-ac - 802.11a/n/ac, n-ac - 802.11n/
ac)

WOP-2ac# set radio wlan0 channel-policy static (static - BbikntoueHve hyHKLMOHaIa aBTOMATUYECKOTO
Bbl6opa kaHana. best - Bk/1toUeHe aBTOMaTUMYECKOrO Bbibopa paboyero kaHana)

WOP-2ac# set radio wlan0 static-channel 36 (36 - Homep cTaTnyeckoro kaHana, Ha KoTopom 6yaet
paboTaTtb To4Ka [0CcTyna)

WOP-2ac# set radio wlan0 n-bandwidth 80 (80 - wumpuHa kaHana. Ans Radio 1 gocTtynHbl cnegytowpe
3HAYEHUS WNPUHBLI KaHana: 20 - 20 MI'u, 40 - 40 MIw, 80 - 80 M)

WOP-2ac# set radio wlan0 tx-power-dbm 19 (19 - 3HaueH1e MOLLHOCTU NepeaaTumka ans MHTepdgelica
Radio 1. flocTynHble 3Ha4YeHns ans Radio 1: ot 1 go 19 aobm)

Hactpoiika gna Radio 2 (2.4 I'Tu):

WOP-2ac# set radio wlan1 status up (up - Bk/ltoueHve pagnonHtepdoelica Radio 2, down - Bk/toueHne
pagnovHTepdeiica Radio 2)

WOP-2ac# set radio wlan1 mode bg-n (bg-n - ycTaHoBKka pexvma paboTbl paguonHtepdeiica Radio 2.
[nsa Radio 2 goctynHbl criegytowme pexmnmbl paboTsl: bg - 802.11b/g, bg-n- 802.11b/g/n, n-only-g - 2.4
GHz 802.11n)

WOP-2ac# set radio wlan1 channel-policy static (static - BbikntoueHve hyHKLMOHaIa aBTOMATUYECKOTO
Bbl6opa kaHana. best - Bk/1toUeHe aBTOMATUYECKOrO Bbibopa paboyero kaHana)

WOP-2ac# set radio wlan1 static-channel 6 (6 - Homep cTaTyeckoro kaHana, Ha KOTopom 6yaeT
paboTaTb To4Ka [0CcTyna)

WOP-2ac# set radio wlan1 n-bandwidth 20 (20 - wumpuHa kaHana. Ans Radio 2 goctynHbl cnegytowpe
3HAYEHUS WNPUHBLI KaHana: 20 - 20 MIy, 40 - 40 MIw)

WOP-2ac# set radio wlan1 tx-power-dbm 16 (16 - 3HaueH1e MOLLHOCTMN NepeaaTumka ans nHTepdgelica
Radio 2. flocTynHble 3Ha4YeHns anst Radio 2: oT 8 po 16 aobm)
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© Cnucku BOCTYMHLIX KAHAIOB
na Radio1 (51T J19 BblGopa AOCTYMHbI C/ieAyoune KaHaslbl:
Ecnun "fbwa-mode" = off n "extended-channels" = off:_
* npu "n-bandwidth" = 20 MI'u: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.

* npwu "n-bandwidth" = 40 MI"w;
+ ecnm "n-primary-channel" = lower: 36, 44, 52, 60, 132, 140, 149, 157.
« ecnu "n-primary-channel” = upper: 40, 48, 56, 64, 136, 144, 153, 161.

* npu "n-bandwidth" = 80 MI'y: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

Ecnun "fbwa-mode" = off n "extended-channels"= on:
* npu "n-bandwidth" = 20 MI'y: 36, 38, 40, 42, 44, 46, 48, 52, 54, 56, 58, 60, 62, 64, 132, 134, 136,
138, 140, 142, 144,149, 151, 153, 155,157,159, 161, 163, 165.
* npwu "n-bandwidth" = 40 MI"w;
« ecnu "n-primary-channel" = lower: 36, 44, 52, 60, 132, 140, 149, 157.
« ecnu "n-primary-channel” = upper: 40, 48, 56, 64, 136, 144, 153, 161.
« npu "n-bandwidth" = 80 MI'u; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

Ecnun "fbwa-mode" = on u "extended-channels" = off:
* npu "n-bandwidth" = 20 MI'y; 36 (5180 MI'w), 40 (5200 Mru), 44 (5220 MI'u), 48 (5240 Mry), 52
(5260 MrI'w), 56 (5280 Mrw), 60 (5300 MI'y), 64 (5320 MI'y), 132 (5660 MI'u), 136 (5680 Mr'w),
140 (5700 Mrw), 144 (5720 Mrw), 149 (5745 Mry), 153 (5765 Mrw), 157 (5785 Mry), 161 (5805
ML), 165 (5825 Mrw).

* npu "n-bandwidth” = 40 MI'y;: 36 (5190 MI'u), 44 (5230 Mru), 52 (5270 Mru), 60 (5310 MI'y), 132

(5670 MI"), 140 (5710 Mr'w), 149 (5755 MI'w), 157 (5795 Mrwy).
* npw "n-bandwidth" = 80 MI'u: 36 (5210 Mry), 52 (5290 MrI'y), 132 (5690 MrI'y), 149 (5775 Mrw).

Ecnun "fbwa-mode" = on u "extended-channels" = on:

* npu "n-bandwidth" = 20 MI'y; 36 (5180 MI'w), 38 (5190 Mry), 40 (5200 MI'u), 42 (5210 Ml'y), 44
(5220 Mru), 46 (5230 MT'w), 48 (5240 Mry), 52 (5260 Mr'u), 54 (5270 Mry), 56 (5280 Mry), 58
(5290 Mrw), 60 (5300 M), 62 (5310 MrLy), 64 (5320 Mry), 132 (5660 MIL), 134 (5670 MIL),
136 (5680 ML), 138 (5690 ML), 140 (5700 M), 142 (5710 M), 144 (5720 Mrw), 149 (5745
Mrw), 151 (5755 Mru), 153 (5765 M), 155 (5775 M), 157 (5785 Mrw), 159 (5795 Mrw), 161
(5805 Mrl'u), 163 (5815 Mr'y), 165 (5825 MIw).

* npu "n-bandwidth” = 40 MI'y;: 36 (5190 MI'u), 44 (5230 Mru), 52 (5270 Mru), 60 (5310 MIy), 132

(5670 MI"), 140 (5710 Mr'w), 149 (5755 MI'w), 157 (5795 Mrw).
* npm "n-bandwidth" = 80 MI'u: 36 (5210 Mry), 52 (5290 MrI'y), 132 (5690 MrI'y), 149 (5775 Mrw).

na Radio 2 (2.4 1T J1 BblGopa AOCTYMHbI ceayioumne KaHasbl:
* Npu WwupuHe kaHana 20 Mru; 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Mpu wupuHe kaHana 40 MIy;
« ecnm "n-primary-channel" = lower: 1,2, 3,4, 5, 6,7, 8, 9.
« ecnu "n-primary-channel" = upper: 5,6, 7,8,9,10, 11,12, 13.
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5.5.2.1 [fononHumersbHblie HACMpOoUKu 6ecrpoBoOHbIX UHMephelicos

N3meHeHue pexuma paboTbl paguonHTepdelica

Hactpovika ansa Radio 1 (5 'u):

WOP-2ac# set radio wlan0 mode a-n-ac (a-n-ac - yctaHoBKa pexuma paboTbl pagnonHTepdgelica Radio
1. Ansa Radio 1 gocTynHbl cnegyowme pexnmsl pa6oTsl: a - 802.11a, a-n-ac - 802.11a/n/ac, n-ac -
802.11n/ac)

Hactpoiika gna Radio 2 (2.4 I'Tu):

WOP-2ac# set radio wlan1 mode bg-n (bg-n - yctaHoBKka pexvma paboTbl paguonHtepdeiica Radio 2.
[nsa Radio 2 goctynHbl criegytowme pexmnmbl paboTsl: bg - 802.11b/g, bg-n- 802.11b/g/n, n-only-g - 2.4
GHz 802.11n)

BknioueHue FBWA

Hactpovika ansa Radio 1 (5 'u):

WOP-2ac# set radio wlan0 fbwa-mode on (napameTtp npvHumMaeT 3HaueHus: on, off)

BkntoueHune Extended Channels

Hactpoiika ana Radio 1 (5 'u):

WOP-2ac# set radio wlan0 extended-channels on (napameTp npuHumaeT 3HadeHus: on, off)

HacTpoiika orpaHM4eHHOro Cnucka KaHasnoB

HacTpoiika ana Radio 1 (5 'Cu):

WOP-2ac# set radio wlan0 limit-channels '36 40 44 48' (36 40 44 48 - Homepa KaHa/10B, KoTopble GyayT
1Crnosib30BaTbCs NPV aBTOBbIGOPE paboyero kaHasa Ha Touke A0CTyna)

Hactpoiika gna Radio 2 (2.4 'Tu):

WOP-2ac# set radio wlan1 limit-channels "1 6 11' (1 6 11- HoMepa KaHas10B, KOTOpble 6yayT
1Crnosib30BaTbCs NPV aBTOBbIGOPE paboyero kKaHasa Ha Touke A0CTyna)
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3meHeHne OCHOBHOIO KaHana

Hactpoviika ansa Radio 1 (5 'u):

WOP-2ac# set radio wlan0 n-primary-channel upper (napameTp MOXeT NpMHUMATb 3HAYEHUS: UPPET,
lower)

Hactpoiika gnsa Radio 2 (2.4 'Tu):

WOP-2ac# set radio wlan1 n-primary-channel upper (napameTp MOXET NpYHUMAaTbL 3HAYEHUS!: Upper,
lower)

N3meHeHue cnucka VLAN

Hactpoiika ana Radio 1 (5 'Cu):

WOP-2ac# set radio wlan0 vlan-list '10;4033' (10 1 4033 - Homepa VLAN. MakcumasibHoe BO3MOXHOEe
konmuectBo VLAN B cnincke: 20)

Hactpoiika ana Radio 2 (2.4 'Tu):

WOP-2ac# set radio wlan1 vlan-list '10;4033' (10 1 4033 - Homepa VLAN. MakcumasibHoe BO3MOXHOEe
konmuectBo VLAN B cnicke: 20)

BknouyeHne ncnosib3oBaHus KOPOTKOro 3aluMTHOro UHTepeaia

Hactpovika ana Radio 1 (5 'u):

WOP-2ac# set radio wlan0 short-guard-interval-supported yes (napameTp MoOXeT NpMHUMaTb 3HAYEHUSI:
yes, no)

Hactpoiika gna Radio 2 (2.4 I'Tu):

WOP-2ac# set radio wlan1 short-guard-interval-supported yes (napameTp MoXeT NpMHNMaTb 3HAYEHUS:
yes, no.)

BknroyeHue STBC

Hactpovika ana Radio 1 (5 'u):

WOP-2ac# set radio wlan0 sthc-mode auto (napameTp MoOXeT NpMHUMaThL 3Ha4eHus: auto, on, off. Mo
yMO/14YaHmio: auto)

HacTtpolika ans Radio 2 (2.4 Twu):

WOP-2ac# set radio wlan1 stbc-mode auto (napameTp MoXeT npuHUMaThL 3HaYeHus: auto, on, off. Mo
yMO/14YaHmio: auto)
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BknioueHue mexaHnsma DFS

Hactpoviika ansa Radio 1 (5 'u):

WOP-2ac# set radio wlan0 dot11h on (napameTp MoxeT npuHUMaTh 3HaveHus: on, off. Mo ymonuyaHuto:
on)

BkniouyeHne pexunma aBTOMATU4YEeCKOI CMEeHbI LNPUHbI KaHaa

Hactpoiika ana Radio 1 (5 'u):

WOP-2ac# set radio wlan0 coex-mode on (napameTp MOXeT NpUHMMAaTh 3HauYeHus: on, off. Mo
YMO/IYaHMIO: on)

Hactpoiika gna Radio 2 (2.4 'Tu):

WOP-2ac# set radio wlan1 coex-mode on (napameTp MOXeT NpuHUMaTh 3HadeHus: on, off. Mo
YMO/IYaHMIO: on)

OrpaHquume KonuyecTtBa KJIneHToB, O4HOBPEMEeHHO NOAK/MTHOYEeHHbIX K pa,qMOMHTepCPEﬁcy

Hactpovika ana Radio 1 (5 'u):

WOP-2ac# set radio wlan0 max-stations 150 (150 - orpaHuyeHne No KoM4ecTBy KIMEHTOB. MapameTtp
MOXET NPUHMMaTb 3Ha4eHus: ot 0 go 200. Mo ymonyaHuto: 200)

Hactpoiika gna Radio 2 (2.4 I'Tu):

WOP-2ac# set radio wlan1 max-stations 150 (150 - orpaHuyeHmne No KoiM4ecTBy KIMEHTOB. MapameTtp
MOXET NPUHMMaTb 3Ha4eHus: ot 0 go 200. Mo ymonyaHuto: 200)
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HacTtpoiika nonutukn oopacotku DHCP Option 82

© [ ogHOBPEMEHHOI HACTPOVKY NOUTUKK 06pa6oku 82 onuyu DHCP Ha Beex
pagnovHTepdelicax Toukn goctyna nocse cnosa radio sBegute all. Eciv Heo6xoammo
NPOM3BECTU HACTPOKY A/19 KaxKA0ro pagnonHtepderica B otaenbHocTy, BmecTo all BBegute nvs
pagnovHTepdelica: wlan0 — Radio 5 I'Tu, wlan1 — Radio 2.4 I'Ty,

WOP-2ac# set radio all dhcp-snooping replace (replace - Touka goctyna noactaBnsieT Uan 3ameHsieT
3HayeHue onuun 82. MapameTp MOXeT NPUHMMaTb 3Ha4YeHUs:: ignore - 06paboTka onummn 82 OTK/IIOYEHE;
remove - Touka A0CTyna yaansiet 3HadeHue onuum 82. Mo ymonuyaHmio: ignore)

Ecnu Ha pagmonHTepdeiice HacTpoeHa nonntuka o6abotku onuum 82 replace, To Ans
KOH(OMrypnpoBaHus CTaHOBATCA AOCTYMHbI Cleayowme napaMmeTpbl:

WOP-2ac# set radio all dhcp-option-82-CID-format string (string - meHsiTb cogepxumoe CID Ha
3HayeHue, ykasaHHoe B dhcp-option-82-string. MNapametp moxeT npuHumars 3HaveHus: APMAC-SSID -
MeHATb cogepxmmoe CID Ha <MAC-agpec Toukm goctyna>;<umsa SSID>. SSID - meHATb cogepxumoe CID
Ha 1M SSID, kK KOTOPOMY NOAK/THOYEH KNNEHT. Mo ymonyaHutio: APMAC-SSID)

WOP-2ac# set radio all dhcp-option-82-string longstring (longstring - 3HaueHue ot 1 o 52 cMMBO/OB,
koTopoe 6yaet nepepasatsbca B CID. [lonyckatoTCa TO/IbKO NAaTUHCKNE BYKBbI U LIUAQIPbI, 3HAKM «.», «-»,
«_». Ecnn 3HavyeHune napametpa dhecp-option-82-string He 3aaaHo, Touka 6yaeT meHATb CID Ha 3HavyeHune
no ymonyanuio: <MAC-agpec Touku goctyna>;<ums SSID>)

WOP-2ac# set radio all dhcp-option-82-RID-format string2 (string2 - meHsTb cogepxumoe RID Ha
3HaueHue, ykasaHHoe B dhcp-option-82-string2. MapameTtp moxeT npuHumMaTh 3HayeHus: ClientMAC -
MeHsTb cogepxnmoe RID Ha MAC-agpec knmeHTckoro yctpoiictea; APMAC - MmeHATb cogepxumoe RID Ha
MAC-agpec Toukn goctyna; APdomain - MeHsTb cogepxmmoe RID Ha nvs nocnegHero no gepesy AOMeHa
13 napametpa "AP location". Mo ymonuyaHuto: ClientMAC)

WOP-2ac# set radio all dhcp-option-82-string2 longstring (longstring - 3HaueHue ot 1 4o 63 cMMBO/I0B,
KoTopoe 6yaeT nepepasatbcs B RID. JonyckatoTcs TOMIbKO NaTUHCKME OYKBbI U LIUGDPbI, 3HAKK «.», «-», «_».
Ecnu 3HaueHne napametpa dhcp-option-82-string2 He 3agaHo, Touka 6yaet MeHATb RID Ha 3HavyeHue no
ymonuanmio: MAC-agpec KNMEHTCKOro YCTPOCTBA)

WOP-2ac# set radio all dhcp-option-82-MAC-format radius (radius - MAC-agpec nepegaetcsi B RADIUS-
dhopmarte; default - MAC-agpec nepegaetcs B 06bIM4HOM dOpMaTe, Takom Xe, kak B onuuu "Client-Ethernet-
Address" DHCP-naketa)
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HacTtpoiika paguokaHana, LUWMP1UHbI NOJSIOCbI U MOLHOCTU paguouHtepdeiica

Hactpoviika ansa Radio 1 (5 'u):

WOP-2ac# set radio wlan0 status up (up - Bk/toueHne pagmovHTepgeiica Radio 1, down - Bk/itoueHwue
pagnonHTepdelica Radio 1)

WOP-2ac# set radio wlan0 mode a-n-ac (a-n-ac - ycTaHOBKa pexuma paboTbl pagnovHTepdeiica Radio
1. OAns Radio 1 gocTynHbl cneayouwme pexnmsl padoTsl: a - 802.114a, a-n-ac - 802.11a/n/ac, n-ac -
802.11n/ac)

WOP-2ac# set radio wlan0 channel-policy static (static - BbikntoueHve hyHKLMOHaIa aBTOMATUYECKOTO
BblGopa kaHana. best - Bk/itoueHe aBToMaTM4eckoro Bbibopa paboyero kaHana)

WOP-2ac# set radio wlan0 static-channel 36 (36 - Homep cTaTMyeckoro kaHasa, Ha KOTopoM 6yaeT
paboTaTb Touka 40CTyna)

WOP-2ac# set radio wlan0 n-bandwidth 80 (80 - wwnpuHa kaHana. [Ansa Radio 1 gocTynHbl cneayowiye
3HaAYeHUs WNPUHbLI KaHana: 20 - 20 MI'u, 40 - 40 MIw, 80 - 80 ML)

WOP-2ac# set radio wlan0 tx-power-dbm 19 (19 - 3HaueH1e MOLHOCTM NepeaaTyvka ans uHtepdelica
Radio 1. fjocTynHble 3HauyeHus1 anst Radio 1: ot 1 go 21 abm)

Hactpoiika gnsa Radio 2 (2.4 'Tu):

WOP-2ac# set radio wlan1 status up (up - Bk/toueHve pagnovHTepgeiica Radio 2, down - Bk/itoueHwve
pagnounHTepdelica Radio 2)

WOP-2ac# set radio wlan1 mode bg-n (bg-n - yctaHoBKa pexuma paboTbl paguonHTepdgeiica Radio 2.
[nsa Radio 2 goctynHbl crnepyowme pexmnmbl pa6oTsl: bg - 802.11b/g, bg-n- 802.11b/g/n, n-only-g - 2.4
GHz 802.11n)

WOP-2ac# set radio wlan1 channel-policy static (static - BbikntoueHve hyHKLMOHaa aBTOMaTUYECKOTO
Bbl6Gopa kaHana. best - Bk/itoueHe aBToMaTM4Yeckoro Bbibopa paboyero kaHana)

WOP-2ac# set radio wlan1 static-channel 6 (6 - Homep cTaTyeckoro kaHana, Ha KOTopom 6yaet
paboTaTb Touka 40CTyna)

WOP-2ac# set radio wlan1 n-bandwidth 20 (20 - wipuHa kaHana. [nsa Radio 2 gocTynHbl cneayowiye
3HaAYEeHUs WNPUHbLI KaHana: 20 - 20 Mry, 40 - 40 MIw)

WOP-2ac# set radio wlan1 tx-power-dbm 16 (16 - 3HaueH1e MOLHOCTM NepeaaTymka anst uHTepdelica
Radio 2. locTynHble 3HauyeHus1 ansi Radio 2: ot 5 go 18 abm)
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5.5.3 HacTpoiika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

5.5.3.1 Hacmpolika VAP 6e3 wughposaHusi

Co3pgaHue VAP 6e3 wucpoBaHus

Hactpovika VAPO Ha Radio 1 (5 'u):

WOP-2ac# set bss wlanObssvapO0 status up (up - BktoueHne VAPO, down - Bbik/toueHne VAPQ)
WOP-2ac# set interface wlan0 ssid Test_open_vap0 (Test_open_vap0 - Ha3BaHVe 6eCcrnpoBOAHOI CETH)
WOP-2ac# set interface wlan0 security plain-text (plain-text - pexwvm wndpoBaHus - 6e3 naposns)

Hactpoiika VAP1 Ha Radio 1 (5 'u):

WOP-2ac# set bss wlanObssvap1 status up (up - BkitoueHne VAPO, down - Bbik/toueHne VAPQ)
WOP-2ac# set interface wlanOvap1 ssid Test_open_vap1 (Test_open_vap1 - Ha3BaHne 6eCnpoBOAHO
ceTn)

WOP-2ac# set interface wlanOvap1 security plain-text (plain-text - pexxuvm wndpoBaHus - 6e3 napons)

Hactpoiika VAPO Ha Radio 2 (2.4 I'Tu):

WOP-2ac# set bss wlan1bssvapO0 status up (up - BktoueHne VAPO, down - Bbik/toueHne VAPQ)
WOP-2ac# set interface wlan1 ssid Test_open_vap0 (Test_open_vap0 - Ha3BaHVe 6eCrnpoBOAHOI CETH)
WOP-2ac# set interface wlan1 security plain-text (plain-text - pexwvm wmndpoBaHus - 6e3 naposns)

Hactpoiika VAP1 Ha Radio 2 (2.4 'Tu):

WOP-2ac# set bss wlan1bssvap1 status up (up - BkitoueHne VAPO, down - Bbik/toueHne VAPQ)
WOP-2ac# set interface wlan1vap1 ssid Test_open_vap1 (Test_open_vap1 - Ha3BaHne 6eCnpoBOAHO
ceTn)

WOP-2ac# set interface wlan1vap1 security plain-text (plain-text - pexxum wndgpoBaHus - 6e3 napons)
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5.5.3.2 Hacmpotika VAP ¢ pexumom 6e3onacHocmu WPA-Personal

CospaHue VAP c pexumom 6e3onacHocTu WPA-Personal

Hactpovika VAPO Ha Radio 1 (5 'u):

WOP-2ac# set bss wlanObssvapO status up (up - BktoueHne VAPO, down - BbiktoueHne VAPO)
WOP-2ac# set interface wlan0 ssid Test_personal_vapO0 (Test_personal_vap0 - HazBaH1e 6eCcnpoBOAHO
cetn)

WOP-2ac# set interface wlan0 security wpa-personal (wpa-personal - pexum g poBaHus)

WOP-2ac# set interface wlan0 wpa-personal-key 12345678 (123456789 - naposib A/151 NOAK/OUEHMS K
6ecnpoBoaHOii ceTu. lo/mkeH coaepxatb oT 8 Ao 64 CMMBO/IOB)

Hactpovika VAP1 Ha Radio 1 (5 'u):

WOP-2ac# set bss wlanObssvap1 status up (up - BkitoueHne VAPO, down - BbiktoueHne VAPO)
WOP-2ac# set interface wlanOvap1 ssid Test_personal_vap1 (Test_personal_vap1 - HazBaHue
6ecnpoBoaHOIA ceTu)

WOP-2ac# set interface wlanOvap1 security wpa-personal (wpa-personal - pexum LwmgpoBaHus)
WOP-2ac# set interface wlanOvap1 wpa-personal-key 12345678 (123456789 - naponb ans
NOAKMOUEHMST K 6eCNpPOBOAHOl ceTu. [LOMKeH cofepxaTb oT 8 0 64 CMBO/OB)

Hactpoiika VAPO Ha Radio 2 (2.4 I'Tu):

WOP-2ac# set bss wlan1bssvapO status up (up - BktoueHne VAPO, down - BbiktoueHne VAPO)
WOP-2ac# set interface wlan1 ssid Test_personal_vapO0 (Test_personal_vap0 - HazBaH1e 6ecnpoBOAHO
CeTn)

WOP-2ac# set interface wlan1 security wpa-personal (wpa-personal - pexum wngpoBaHus )

WOP-2ac# set interface wlan1 wpa-personal-key 12345678 (123456789 - naposb A/151 NOAK/OUEHMS K
6ecnpoBoaHOii ceTu. lo/mkeH coaepxatb oT 8 Ao 64 CMMBO/IOB)

Hactpoiika VAP1 Ha Radio 2 (2.4 I'Tu):

WOP-2ac# set bss wlan1bssvap1 status up (up - BkitoueHne VAPO, down - BbiktoueHne VAPO)
WOP-2ac# set interface wlan1vap1 ssid Test_personal_vap1 (Test_personal_vap1 - HazBaHue
6ecnpoBoAHOIA ceTu)

WOP-2ac# set interface wlan1vap1 security wpa-personal (wpa-personal - pexum LumdpoBaHus )
WOP-2ac# set interface wlan1vap1 wpa-personal-key 12345678 (123456789 - naponb ans
NOAKMOYEHUS K 6eCNPOBOAHOI ceTu. [JoOMmMKeH cogepxaTb oT 8 40 64 CMBO/OB)
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5.5.3.3 Hacmpolika VAP c Enterprise-asmopu3ayuel

CospaHue VAP ¢ pexxuMmom 6e3onacHocTy WPA2-Enterprise

Hactpovika VAPO Ha Radio 1 (5 'u):

WOP-2ac# set bss wlanObssvapO status up (up - BktoueHne VAPO, down - BbiktoueHne VAPO)
WOP-2ac# set interface wlan0 ssid Test_enterprise_vap0 (Test_enterprise_vapO0 - HasBaHue
6ecnpoBoAHOIA ceTu)

WOP-2ac# set interface wlan0 security wpa-enterprise (Wpa-enterprise - pexum LunMpoBaHmns)
WOP-2ac# set bss wlanObssvap0 global-radius on (on - ucnonb3oBaHue rno6anbHbIx HacTpoek RADIUS-
cepBepa. MapamMeTp MOXET NpPUHUMaTL 3HadYeHus: on, off. Mo ymonyaHuio: on)

Hactpovika VAP1 Ha Radio 1 (5 'u):

WOP-2ac# set bss wlanObssvap1 status up (up - BkitoueHne VAPO, down - BbiktoueHne VAPO)
WOP-2ac# set interface wlanOvap1 ssid Test_enterprise_vap1 (Test_enterprise_vap1 - Ha3BaHuve
6ecnpoBoaHOIA ceTu)

WOP-2ac# set interface wlanOvap1 security wpa-enterprise (wpa-enterprise - pexuvm WngpoBaHusl)
WOP-2ac# set bss wlanObssvap1 global-radius on (on - ucnonb3oBaHue rno6anbHbIx HacTpoek RADIUS-
cepBepa. MapamMeTp MOXET NpPUHUMaTL 3HadYeHus: on, off. Mo ymonyaHuio: on)

Hactpoiika VAPO Ha Radio 2 (2.4 I'Tu):

WOP-2ac# set bss wlan1bssvapO0 status up (up - BktoueHne VAPO, down - BbiktoueHne VAPO)
WOP-2ac# set interface wlan1 ssid Test_enterprise_vap0 (Test_enterprise_vapO0 - Ha3BaHue
6ecnpoBoaHOIA ceTu)

WOP-2ac# set interface wlan1 security wpa-enterprise (wpa-enterprise- pexvm wgpoBaHus )
WOP-2ac# set bss wlan1bssvapO0 global-radius on (on - ncnonb3oBaHue rno6anbHbIx HacTpoek RADIUS-
cepBepa. MapamMeTp MOXET NpPUHUMaTL 3HauYeHus: on, off. Mo ymonyaHuio: on)

Hactpoiika VAP1 Ha Radio 2 (2.4 I'Tu):

WOP-2ac# set bss wlan1bssvap1 status up (up - BkitoueHne VAPO, down - BbiktoueHne VAPO)
WOP-2ac# set interface wlan1vap1 ssid Test_enterprise_vap1 (Test_enterprise_vap1 - Ha3BaHuve
6ecnpoBoAHOIA ceTu)

WOP-2ac# set interface wlan1vap1 security wpa-enterprise (wpa-enterprise - pexuvm wcpoBaHus )
WOP-2ac# set bss wlan1bssvap1 global-radius on (on - ucnonb3oBaHue rno6anbHbIx HacTpoek RADIUS-
cepBepa. MapamMeTp MOXET NpPUHUMaTL 3HadYeHus: on, off. Mo ymonyaHuio: on)
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5.5.3.3.1 Hacrtpoiika napametpoB Global RADIUS

HacTtpoiika napameTtpoB Global RADIUS

WOP-2ac# set bss wlanObssvapO0 global-radius on (on - ucnonb3osaHue rnobanbHbLIX HAacTpoek RADIUS-cepBepa Ha
VAPO Radiol. MapameTp MOXET NpUHMMAaThb 3Ha4eHMs: on, off. o ymo4aHuio: on)

WOP-2ac# set global-radius-server radius-domain enterprise.service.root (enterprise.service.root - fomeH
nonb3oBaTens)

WOP-2ac# set global-radius-server radius-ip 192.168.1.100 (192.168.1.100 - IP-agpec ocHoBHOro RADIUS-cepBepa)
WOP-2ac# set global-radius-server radius-backupone-ip 192.168.1.101 (192.168.1.101 - IP-agpec pe3epBHoro RADIUS-
cepsepa-1)

WOP-2ac# set global-radius-server radius-backuptwo-ip 192.168.1.101 (192.168.1.102 - IP-agpec pe3epBHoro RADIUS-
cepsepa-2)

WOP-2ac# set global-radius-server radius-backupthree-ip 192.168.1.101 (192.168.1.103 - IP-agpec pe3epBHOro
RADIUS-cepBepa-3)

WOP-2ac# set global-radius-server radius-key eltex (eltex - knto4y Ans nogxNOYeHUA K OCHOBHOMY RADIUS-cepBepy)
WOP-2ac# set global-radius-server radius-backupone-key eltex1 (eltex1 - k/to4 A4/ NOAKIOYEHNS K pe3EPBHOMY
RADIUS-cepBepy-1)

WOP-2ac# set global-radius-server radius-backuptwo-key eltex2 (eltex2 - k71104 4NA NOAK/IOUEHUS K pe3epPBHOMY
RADIUS-cepBepy-2)

WOP-2ac# set global-radius-server radius-backupthree-key eltex3 (eltex3 - ko4 /159 NOAK/IOYEHNS K pe3epBHOMY
RADIUS-cepBepy-3)

WOP-2ac# set global-radius-server radius-current primary (primary - cnosib3oBaHne oCHoOBHOro RADIUS-cepBepa.
MapameTp MOXET NpUHUMAaTL 3Ha4YeHus: primary, backuptwo, backupone, backupthree. Mo ymonyaHuto: primary)
WOP-2ac# set global-radius-server radius-port 1812 (1812 - nopT RADIUS-cepBepa, KOTOpbIii MCNosb3yeTcs ANs
ayTeHTUhmkaumm n aBTopmsaumm. Mo ymonyaHumio: 1812)

WOP-2act# set global-radius-server radius-accounting-port 1813 (1813 - nopT RADIUS-cepBepa, KOTOPbIi UCNO/Ib3YeTCs
ONS yyeTa akkayHTMHra nosib3osareneii. Mo ymonyaHuio: 1813)

WOP-2act set global-radius-server radius-accounting on (on - BK/1l04eHMe OTNpaBky coobLeHnid "Accounting" Ha
RADIUS-cepsep. Mo ymonyaHuio off)
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5.5.3.3.2 HacTtpoiika napameTtpoB RADIUS-cepsepa ans kKoHkpeTHoro VAP

[N npumepa paccMoTpyM HacTpoliky napametpos RADIUS-cepeepa gnsi VAPO Radio (5 MTw)

Hactpoiika napametpoB RADIUS-cepBepa gns VAPO Ha Radiol

WOP-2ac# set bss wlanObssvapO0 global-radius off (off - ncnons3zoBaHue rno6anbHbIx HacTpoek RADIUS-
cepBepa BbIK/OYEHO. MNMapameTp MOXeT NpMHMMAaTh 3HaueHust: on, off. Mo ymonuaHmio: on)

WOP-2ac# set bss wlanObssvapO0 radius-domain enterprise.service.root (enterprise.service.root - fomeH
nosib3oBatesnsl)

WOP-2ac# set bss wlanObssvapO radius-ip 192.168.1.100 (192.168.1.100 - IP-agpec ocHoBHoro RADIUS-
cepsepa)

WOP-2ac# set bss wlanObssvapO0 radius-backupone-ip 192.168.1.101 (192.168.1.101 - IP-agpec
pesepBHoro RADIUS-cepsepa-1)

WOP-2ac# set bss wlanObssvapO0 radius-backuptwo-ip 192.168.1.101 (192.168.1.102 - IP-agpec
pesepBHoro RADIUS-cepBepa-2)

WOP-2ac# set bss wlanObssvapO0 radius-backupthree-ip 192.168.1.101 (192.168.1.103 - IP-agpec
pesepBHoro RADIUS-cepBepa-3)

WOP-2ac# set bss wlanObssvapO radius-key eltex (eltex - kntou ans nogkntoueHns k ocHosHomy RADIUS-
cepsepy)

WOP-2ac# set bss wlanObssvapO0 radius-backupone-key eltex1 (eltex1 - kntou ansi noakNOUEHUs K
pesepBHOoMYy RADIUS-cepsepy-1)

WOP-2ac# set bss wlanObssvapO0 radius-backuptwo-key eltex2 (eltex2 - kntou ans noakNoUeHUs K
pesepBHOMYy RADIUS-cepBepy-2)

WOP-2ac# set bss wlanObssvapO0 radius-backupthree-key eltex3 (eltex3 - kntou gnsi noaknUeHUs K
pesepBHOoMYy RADIUS-cepBepy-3)

WOP-2ac# set bss wlanObssvapO radius-current primary (primary - ncnonb3oBaHve ocHoBHoro RADIUS-
cepsepa. MapameTp MOXeT NnpMHMMaTh 3HaveHus: primary, backuptwo, backupone, backupthree. Mo
yMo/lyaHmio: primary)

WOP-2ac# set bss wlanObssvapO radius-port 1812 (1812 - nopt RADIUS-cepBepa, KOoTopblii
ncnonb3yeTcs AN ayTeHTUgmKauum u asTopmsauuu. Mo ymonyanuio: 1812)

WOP-2ac# set bss wlanObssvapO0 radius-accounting-port 1813 (1813 - nopt RADIUS-cepBepa, KoTopblii
“cnonb3yeTcs A/1s yyeTa akkayHTUHra nosb3oBateneil. Mo ymonyaxuto: 1813)

WOP-2ac# set bss wlanObssvapO0 radius-accounting on (on - BK/llo4eHNE OTNPaBKN COO6LLEHW
"Accounting" Ha RADIUS-cepBep. Mo ymonuanuto off)

5.5.3.4 Hacmpolika VAP ¢ nopmasibHoU asmopu3ayuel
[nsa Toro, utTobbl HacTpouTb VAP ¢ nopTasibHON aBTopr3aumein, Heo6xoanmo:

1. Cosgatb VAP 6e3 wudposaHus (kak aTo caenartb noapo6bHo onucaHo B 6/10ke HacTpoiika VAP 6e3
WwrcpoBaHUA).

2. HacTtpouTb noptasl Ha TO4YKe gocTyna.

3. Ha3HauuTb nopTasl Ha HacTpPoeHHbI paHee VAP.

5.5.3.4.1 HacrTpolika noptana

[nsa Hactpoiikn Captive Portal Ha VAPO Ha Radio 1 He06x04MMO BHOCUTb M3MEHEHNSI B paHee CO34aHHbIl
WwabnoH noptana - cp-instance wlanObssvap0. Ecnv TpebyeTtcsi HacTpouTb NopTan, Hanpumep, ana VAP12 Ha
Radio 2, To pegaktupoBaTtb He06XoAMMO LWAaGN0H nopTana nog umeHem - wlan1bssvap12.

B npumepe paccmoTpum HacTpoiiky noptana ans VAPO Ha Radio 1.
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Mpumep HacTpoiikm noptana wlanObssvap0

WOP-2ac# set captive-portal mode up (up - BkntoueHne Captive Portal. MapameTp MOXeT npuHuMaThb
3HaueHus: down, up. Mo ymonyaHuio: down)

WOP-2ac# set cp-instance wlanObssvapO0 global-radius off (off - Bbik/loueHMe 1cnosb30BaHKsA HACTPoeK
Global RADIUS ans paHHoro noptana. NMapameTp MOXeT npuHMMaTh 3HavyeHust: off, on. Mo ymonyaHuio:
off)

WOP-2ac# set cp-instance wlanObssvapO radius-ip 192.168.1.100 (192.168.1.100 - IP-agpec 0CHOBHOrO
RADIUS-cepBepa)

WOP-2ac# set cp-instance wlanObssvapO0 radius-key eltex (eltex - kntou Ana nogkntoueHns K

ocHoBHoMy RADIUS-cepBepy)

WOP-2ac# set cp-instance wlanObssvapO0 radius-domain portal.service.root (enterprise.service.root -
[IOMEH nosib3oBaresns)

WOP-2ac# set cp-instance wlanObssvapO0 radius-accounting on (on - Bk/llo4eHNE OTNPaBKN COOGLLEHWIA
"Accounting" Ha RADIUS-cepBep. MapaMeTp MOXeT npuHuMaTthb 3HaueHus:: off, on. Mo ymonuyaHuto on)
WOP-2ac# set cp-instance wlanObssvapO0 external up (up - Bk/toueHve nepeHanpaBieHnsi Nosib3oBaTens
Ha BHELUHWI BUPTYasibHbI nopTas. MNapameTp MOXET NpUHMMaTh 3HadeHus: up, down. o ymonyaHuto
up)

WOP-2ac# set cp-instance wlanObssvapO0 external-url http://192.168.1.100:8080/eltex_portal/ (URL
BMPTYa/1IbHOro NopTasna, Ha KOTopbIi ByAeT nepeHanpas/ieH No/b30BaTe b NPU NOAKIOUYEHUN K
6ecrnpoBOAHOI ceTh)

WOP-2ac# set cp-instance wlanObssvap0 admin-mode up (up - BkntoueHne paboTbl BUPTYasIbHOrO
nopTana. NapameTp MOXeT NpuHMMaTb 3HaueHusi: up, down. Mo ymonyaHuio down)

5.5.3.4.2 Mpueaska noptana Kk VAP

Mo ymon4yaHuio noptas ¢ MMeHeM KOHKpeTHoro VAP npueasaH k gaHHoMy VAP, HO MOXXHO NnpuBA3aTh nopTasl K

Heckonbknum VAP. Hke npeactaBneH npumep npuesaskn noptana ¢ umeHem wlanObssvap0 k VAP3 Ha Radio 2.

WOP-2ac# set cp-vap vap3 with radio wlan1 cp-instance-name wlanObssvapO0 (npuBsiska noptana ¢
nmeHem wlanObssvap0 k VAP3 Ha Radio 2)

Takxe MOXHO NpuBsi3aTb NOPTasT OAHOBPEMEHHO K BYM OfIHOMMEHHbIM VAP, pacrnosioXeHHbIM Ha BCex

pagnovHTepdielicax Touku gocTyna.

WOP-2ac# set cp-vap vap1 cp-instance-name wlanObssvap0 (ofgHOBpeMeHHasi NpuBsi3ka nopTana ¢
nvmeHem wlanObssvap0 k VAP1 Ha Radio 1 u VAP1 Ha Radio 2)
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5.5.3.5 fononHumernsHbie Hacmpoliku VAP

Ha3HaueHue VLAN ID Ha VAP

WOP-2ac# set vap vap0 with radio wlan0 vlan-id 15 (15 - Homep VLAN, HazHaueHHbI1 Ha VAPO Radio1)

WOP-2ac# set vap vap0 vlan-id 15 (15 - Homep VLAN, HasHauyeHHbI ogHoBpemeHHO Ha VAPO Radio1 n Ha
VAPOQ Radio 2)

BkntoueHune Minimal Signal u Roaming Signal

WOP-2ac# set bss wlanObssvap0 min-signal-enable on (on - Bk/toueHune dpyHkuUmoHana minimal signal.
[ns BblktoYeHns BeeguTe - off. Mo ymonuaxuto: off)

WOP-2ac# set bss wlanObssvap0 min-signal -75 (-75 - noporoBoe 3HauyeHue RSSI, npy gocTuxeHun
KOTOPOro, Touka AoCTyna 6yaeT oTktouaTb kameHTa ot VAP. MNapameTp npyvHUMaeT 3HaveHus ot -100 go
-1 abm)

WOP-2ac# set bss wlanObssvap0 check-signal-timeout 10 (10 - nepuog BpeMeHun B cekyHaax, no
NCTEYEHUN KOTOPOTrO NMPUHMMAETCS peLleHne 06 OTKII0UYEHUM KIMEHTCKOro 060pyA0BaHust ot
BUPTYyasibHOl ceTu. Mo ymonyaHuto: 10)

WOP-2ac# set bss wlanObssvap0 roaming-signal-limit -70 (-70 - noporoBoe 3HauyeHue RSSI, npu
[OCTVXKEHMM KOTOPOro, MPONCXOAUT NEPEK/THYEHNE KIIMEHTCKOrO 060pYA0BaHMSA Ha APYryt TOUKY
fgoctyna. MNapameTtp npMHUMaeT 3HadeHns ot -100 go -1 gbm)

MapameTtp roaming-signal-limit gomkeH 6bITb HUXE, YeM min-signal: eciv min-signal = -75 gbwm, T0
roaming-signal-limit gonxeH 6bITb paBeH, Hanpumep, -70 ABM)

BkntoueHune VLAN Trunk Ha VAP

WOP-2ac# set bss wlanObssvap0 tagged-sta-mode on (on - BknitoueHve VLAN Trunk Ha VAPO Radio 1.
[ns oTknoueHust BeeauTe - off)

[na Toro, 4To6bl TErMPOBaHHbLIN Tpaduk Nepeaasasics B CTOPOHY K/IMeHTa Heo6XoanuMo Ha
pagnovHTepderice 0603HauUnTL Homepa VLAN, KoTopblie MOryT NPOXOAUTb Yepes3 paavonHTepdeic.
Homepa VLAN HyxHO yka3aTtb B napametpe vlan-list.

Mpumep HacTpolikn vlan-list Ha Radio 1:

WOP-2ac# set radio wlan0 vlan-list '10;4033' (10 1 4033 - Homepa VLAN. MakcumasibHoe BO3MOXHOe
konmuectBo VLAN B cniucke: 20)

BkntoueHue General VLAN Ha VAP

WOP-2ac# set bss wlanObssvap0 general-vlan-mode on (on - Bk/toueHune General VLAN Ha VAPO Radio
1. Ans oTknoueHus seeaunTe - off)
WOP-2ac# set bss wlanObssvap0 general-vlan-id 12 (12 - Homep General VLAN)
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BknroyeHune ckpbiTOoro SSID

WOP-2ac# set bss wlanObssvapO0 ignore-broadcast-ssid on (on - BkitoueHue ckpbitoro SSID Ha VAPO
Radio 1. nsi oTkntoueHns BeeauTe - off)

BknioueHue Band Steer

WOP-2ac# set vap vap0 with radio wlan0 band-steer-mode up (up - Bk/toueHve Band Steer Ha VAPO
Radio1. [insa oTkntoueHusi BBeanTe - down)

WOP-2ac# set vap vap0 band-steer-mode up (up - Bk/toueHne Band Steer ogHoBpemeHHo Ha VAPO
Radio1 n Ha VAPO Radio 2. [ina oTkntoueHusi BBeaute - down)

BknrouyeHne nsonsumm KimeHTos Ha VAP

WOP-2ac# set bss wlanObssvapO station-isolation on (on - Bk/toueHune nsonsauum knveHTos Ha VAPO
Radio 1. nsi oTknoueHns BeeauTe - off)

HacTpoiika VLAN Priority Ha VAP

WOP-2ac# set vap vap0 with radio wlan0 vlan-prio 6 (6 - npvopuTteT DSCP, koTOpbIii GyaeT
npuceBavBaTbcsa Tpaduky, Nosly4eHHOMY OT KIMeHTa, noakitodeHHoro K VAPO Radio 1. Mo ymonyaHuto: 0)

WOP-2ac# set vap vapO0 vlan-prio 6 (6 - npuoputet DSCP, KoTopblii 6yaeT npucBanBaTbCs TPAGUKY,
nony4yeHHOMy OT K/IMeHTa, nogkntoueHHoro k VAPO Radio 1 nnm k VAPO Radio 2. Mo ymonuyaHuto: 0)

HacTtpoiika DSCP Priority Ha VAP

WOP-2ac# set bss wlanObssvap0 dscp-prio 0 (0 - aHanim3 npuoputeta us nonsi CoS (npotokon 802.1p)
TernpoBaHHbIX naketoB Ha VAPO Radio1. Ansa aHanunsa npuopwuteta us nons DSCP 3aronoska IP-naketa
BBeauTe - 1)
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5.5.4 Hactpolika Cluster

HacTpoiika Cluster

WOP-2ac# set cluster cluster-name test (test - ums knactepa. Mo ymonuanuio: default)

WOP-2ac# set cluster location floor-2 (floor-2 - chnsnueckoe MmectononoxeHve Toukn gocryna. Mo
yMO/14aHmio: not set - He 3a4aHO)

WOP-2ac# set cluster priority 255 (255 - nproputeT Touku gocTyna B knactepe. Ecnv npuopuTeT y Bcex
TOYeK B K/lacTepe O4MHAaKOBbIW, To Master-Touka BbibupaeTcsa no npusHaky meHblero MAC-agpeca.
MapameTp NnpMHMMaeT 3HadveHns: ot 0 go 255. Mo ymonyaxuio: 0)

WOP-2ac# set cluster clustered 1 (1 - BknitoueHmne pexuma Cluster. MapameTp npuHUMaeT 3HaveHust: 0 -
Cluster BbikntoueH; softwlc - Cluster BbikntoueH, pexxkum ans paéotsl ¢ SoftWLC; 1 - Cluster BkntoueH. Mo
ymMosyaHuio: 1)

HacTtpoiika Single IP Management

WOP-2ac# set cluster cluster-ipaddr 192.168.1.222 (192.168.1.222 - IP-agpec, No KoTopoMy 6yaeT
focTynHa Master-Touka knactepa. Mo ymonuaxuto: 0.0.0.0)

HacTtpoiika napameTtpoB 6e3onacHocTu Cluster

WOP-2ac# set cluster cluster secure-mode 1 (1 - BkntoueHne 6e30nacHOCTU knacTepa - B Knactep CMOryT
[06aBUTLCSA TOMBKO Te TOUKM A0CTYNa, y KOTOPbIX COBNagaeT naposib yka3aHHbIN B napameTpe pass-
phrase. [1ns Bbik/toueHns BeeauTe - 0. Mo ymonyaxuto: 0)

WOP-2ac# set cluster pass-phrase 12345678 (12345678 - naponb 6e30nacHoOCTM knactepa. Jo/mkeH
cofiepxatb oT 8 10 63 CMMBO/OB)

OGHOBNEHME NPOrPaMMHOro o6ecrneyeHusi TOUeK, BXOAALUX B KacTtep

WOP-2ac# set cluster-firmware-upgrade upgrade-method selective (selective - pexum, npu koTopom
6yneT 06HOBNATLCS NPOrpaMMHOe obecnevyeHne ToMbKO BbIGPaHHOM TOUKM AocTyna. Ecnm Heo6xoammo
06HOBMTb BCE TOYKM A0OCTyna B kractepe BeeauTe - all)

WOP-2ac# set cluster-firmware-upgrade upgrade-members 192.168.0.58 (192.168.0.58 - IP-aapec
TOYKW, BXOASLLIEl B KnacTep, KOTOPYH HeobxoaMMo 06HOBUTL. Ecnn 6bin BbiGpaH upgrade-method = all,
IP-agpec Touek yKkasbiBaTb HE HY)XXHO)

WOP-2ac# set cluster-firmware-upgrade upgrade-url tftp://<IP-agpec TFTP-cepBepa>/<msa cpaiina
NOs>.tar.gz (nyTb Ao chaiina MO ToukM AoCTYyna, KOTopbIi nexuT Ha TFTP-cepeepe. Mpumep: set cluster-
firmware-upgrade upgrade-url tftp://192.168.1.7/WOP-2ac-1.22.X.X.tar.gz)

WOP-2ac# set cluster-firmware-upgrade upgrade start (start - 3anyck npouecca 06HoBNeHNS
NPOrpaMMHOro 06ecneyeHnsi Ha BblbpaHHbIX TOUKax AocTyna. 15 0CTaHOBKM Npouecca 06HOBIEHNS
BBeauTe - stop)
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5.5.5 Hactpoiika WDS
Mpumep HacTpolikn WDS Ha Radio 1 (5 I'Tw).

Mepepn HenocpeacTBEHHOM HacTpolikoit WDS Ha Toukax AocTyna Heobxoammo: BbikNoumTb Cluster, HacTponTb
pagnovHTepdelic n VAP.

MNpepBapuTenbHas HacTpoiika

WOP-2ac# set cluster clustered 0 (0 - Bbik/toueHue pexuma Cluster)

WOP-2ac# set bss wlanObssvapO status up (up - Bk/toueHne VAPO Ha Radio1)

WOP-2ac# set radio wlan0 mode a-n-ac (a-n-ac - yctaHoBKa pexvma paboTbl pagmovHTepdeiica,
MOCPeACTBOM KOTOPOrO YCTPOMCTBO OyAeT NOAKMHOUATLCS K TOUKE AOCTYyNa B peXUMe KnneHTa. Pexvm
paboTbl JO/HKEH COBNAaAATHL C PEXMMOM PaboThbl HA TOUKE J0CTYyNa)

WOP-2ac# set radio wlan0 channel-policy static (static - BbikntoueHve hyHKLMOHaIa aBTOMATUYECKOrO
Bbl6Opa kaHana)

WOP-2ac# set radio wlan0 static-channel 144 (144 - Homep cTaTM4YeCcKoro kaHasia, Ha KOTopom paboTaeT
TouKa A0CTYNa, K KOTOPOIA ByAEeT NOAKNOYATLCA AaHHOE YCTPOACTBO B PEXUME KITMEHTA)

WOP-2ac# set radio wlan0 n-bandwidth 20 (20 - w1puHa kaHana, Ha KOTOPOM paboTaeT ToUKa AOCTYNa, K
KOTOPOWA ByAEeT NOAKOYATLCA JaHHOE YCTPOCTBO B PEXMME K/TMEHTA)

WOP-2ac# set interface wlan0 ssid WDS (WDS - HasBaHue 6ecnpoBogHoii cetn Ha VAPO Radio 1)
WOP-2ac# set interface wlan0 security wpa-personal (wpa-personal - pexum g poBaHus)

WOP-2ac# set interface wlan0 wpa-personal-key 12345678 (123456789 - naponb 6ecnpoBOAHOiA ceTu.
[lomkeH coaepxaTb OT 8 10 64 CUMBOJ/IOB)

Bcero Ha Touke MoXHO HacTpoutb 8 WDS-coeanHeHuii. WDS-nHTepdelicbl Ha TOUKe UMEHYIOTCS CNeayoLmnm
o6paszom: wlanOwdsX, rge X - uncno ot 0 go 7.

Hwxe npeactasneHsl npumep HacTpoiku WDS 6e3 windpoBaHmsa 1 ¢ TUNOM WnpoBaHns wpa-personal Ha
nHtepcpeice wlanOwdso.

HacTpoiika WDS 6e3 wincpoBaHus

WOP-2ac# set interface wlanOwds0 radio wlan0 (wlan0 - BbiGop nHTEpelica ycTpolicTBa, KOTOpPbIl
6yaeT ncnonb3oBatbes 41 noctpoeHnss WDS. MapameTtp npvHuMaeT 3HadeHust: wlan0 (Radio 1- 5 Tw),
wlan1 (Radio 2 - 2.4 I'Tw))

WOP-2ac# set interface wlanOwds0 remote-mac A8:F9:4B:B7:8B:C0 (A8:F9:4B:B7:8B:C0 - MAC-agpec
paavouHTepdpeica Toukn AOCTynNa, C KOTOPOW NpegycmaTrpuBaeTca coBmecTHas paborta. MAC-agpec
pagvouHTepdpeiica ykasaH B BbIBOAe KOMaHabl get interface wlanX, rge X - Homep 6ecnpoBoAHOr0
nHuTepgeiica: 0 - Radio 1 (5 I'Mw); 1 - Radio 2 (2.4 I'Tw))

WOP-2ac# set interface wlanOwdsO0 status up (up -BkitoueHne WDS Ha Touke goctyna. [1s BbIKoUYeHWs!
BBeauTe - down)
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HacTtpoiika WDS ¢ wpa-personal

WOP-2ac# set interface wlanOwds0 radio wlan0 (wlan0 - Bbi6op nHTepdelica ycTpolicTBa, KOTOpPbIl
6yaeT ncnonb3oBatbes 41 noctpoeHns WDS. MapameTtp npvHuMaeT 3HadeHust: wlan0 (Radio 1- 5 Tw),
wlan1 (Radio 2 - 2.4 I'Tw))

WOP-2ac# set interface wlanOwds0 remote-mac A8:F9:4B:B7:8B:C0 (A8:F9:4B:B7:8B:C0 - MAC-aapec
paavouHTeppeica Toukn AOCTynNa, C KOTOPOW NpeaycmaTpuBaeTcsa coBmecTHas paborta. MAC-agpec
pagvouHTepcpeiica ykasaH B BbIBOAE KOMaHAbl get interface wlanX, rge X - Homep 6ecnpoBOAHOM0
nuTepdeiica: 0 - Radio 1 (5 I'Mw); 1 - Radio 2 (2.4 'Tw))

WOP-2ac# set interface wlanOwds0 wds-ssid WDS (WDS - umsi SSID ansi nocTpoeHus LnMdgpoBaHHOO
WDS)

WOP-2ac# set interface wlanOwds0 wds-security-policy wpa-personal (wpa-personal - pexum
LINPpOBaHNS)

WOP-2ac# set interface wlanOwds0 wds-wpa-psk-key 12345678 (12345678 — WPA-kntou. [liMHa Knoya
cocTaBnsieT oT 8 4o 63 CMBO/IOB)

WOP-2ac# set interface wlanOwdsO0 status up (up -BkitoueHne WDS Ha Touke goctyna. 15 BbIKoUYeHus!
BBeauTe - down)

5.5.6 Hactpoiika WGB
Mpumep HacTpolikn WGB Ha Radio 1 (5 'Tw).

Mepep HenocpeACcTBEHHOIN HacTpolikoin WGB Ha Touke AoCTyna Heo6XoAMMO: BbIK/IIOUNTL Ha TOUKe AOCTyna
Cluster, HacTpouTb pagnounHtepdeinc Touku n VAP.

MNpepBapuTenbHaa HacTpoiika

WOP-2ac# set cluster clustered 0 (0 - BbiknitoueHve pexuma Cluster)

WOP-2ac# set bss wlanObssvapO0 status up (up - Bk/toueHne VAPO Ha Radio1)

WOP-2ac# set radio wlan0 mode a-n-ac (a-n-ac - ycTaHOBKa pexuma paboTbl pagnovHTepdeiica,
nocpeacTBOM KOTOPOro YCTPOMCTBO ByAeT NOoAK/IYaTLCS K TOUKe AOCTYNa B peXUme KneHTa. Pexum
paboTbl O/HKEH COBNaAATh C PEXMMOM PaboTbl HA TOUKE 40CTYNa)

WOP-2ac# set radio wlan0 channel-policy static (static - BbikntoueHve hyHKLMOHaIa aBTOMaTUYECKOro
Bbl6Opa kaHana)

WOP-2ac# set radio wlan0 static-channel 144 (144 - Homep cTaTM4Yeckoro kaHasa, Ha KOTopom pab6oTaeT
TouKa A0CTYNa, K KOTOPOWA ByAeT NOAKNYATLCA AaHHOE YCTPOCTBO B PEXUME KITMEHTA)

WOP-2ac# set radio wlan0 n-bandwidth 20 (20 - lumprHa kaHana, Ha KOTopoM paboTaeT Touka A0CTyna, K
KOTOpOWA ByAeT NOAKNOYATLCA JaHHOe YCTPOCTBO B PEXMME KIINEHTA)

WOP-2ac# set interface wlan0 ssid WGB (WGB - Ha3BaHWe 6ecnpoBogHoli ceT Ha VAPO Radio 1)
WOP-2ac# set interface wlan0 security wpa-personal (wpa-personal - pexum g poBaHus)

WOP-2ac# set interface wlan0 wpa-personal-key 12345678 (123456789 - naponb 6ecnpoBoAHOii ceTu.
J[lonxeH cogepxatb oT 8 10 64 CUMBOJ/IOB)

Mocne npoBeAeHUsi NpeABapuTesibHON HACTPOIKM He06X0AMMO HacTpouTb NapameTpsl "Upstream Interface” -
NHTepdheinc ANs NOAKIYEHMS K TOUKE AOCTYNa B peXuMe KaveHTa. Humke paccMoTpeHbl npumepsbl
HacTpoiikun "Upstream Interface" WGB ¢ pa3nnyHbiMu Tnamu WwindpoBaHus.
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5.5.6.1 Hacmpolka Upstream Interface

HacTtpoiika WGB 6e3 wncpoBaHus

WOP-2ac# set wgbridge radio wlan0 (wlan0 - BbiGop uHTepdhelica ycTpolicTBa, KOTOpbI GyaeT
MCNOMb30BaTbCSA A9 NOAK/YEHUS K TOUKe AocTyna. MapameTp npuHuMaeT 3HaueHus: wlan0 (Radio 1-5
ruy), wlan1 (Radio 2 - 2.4 I'Tw))

WOP-2ac# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - nma 6ecnpoBofHoOl CETH, K KOTOPOIA
HEobX0AMMO MOAK/UNTLCS YCTPONCTBOM B PEXMME K/INEHTA)

WOP-2ac# set wgbridge wgbridge-mode up (up -BkntoueHune pexmma WGB Ha Touke gocTyna. [ns
BbIK/tOUeHMs1 BBeauTe - down)

WOP-2ac# set wg-bridge-upstrm security plain-text (plain-text - pexxum wundpoBaHus. MapameTp
npuHMMaeT 3HauYeHus: wpa-personal, wpa-enterprise, plain-text)

WOP-2ac# set wg-bridge-upstrm roam-threshold -85 (-85 — MMHUMa/IbHbI YPOBEHL CUTHaMNA OT TOYKM
Z0CTyna, Npy KOTOPOM MPOUCXOAMUT NOAK/THOUEHME K TOUKE)

WOP-2ac# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, ncnonb3yemblii Ha Touke goctyna. o
ymMosyaHuio: 1)

HacTpoiika WGB ¢ wpa-personal

WOP-2ac# set wgbridge radio wlan0 (wlanO - BbIGop nHTepdeiica ycTpoiicTBa, KOTOpbI ByaeT
CNONb30BaTbCS 419 NOAK/YEHUS K TOUKe AocTyna. MapameTp npuHuMaeT 3HaveHus: wlan0 (Radio 1-5
ry), wlan1 (Radio 2 - 2.4 I'Tw))

WOP-2ac# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - nma 6ecnpoBofHol CETH, K KOTOPOIA
HeobXoAMMO MOAK/UNTLCA YCTPONCTBOM B PEXMME KNEHTA)

WOP-2ac# set wgbridge wgbridge-mode up (up -BkntoueHune pexmma WGB Ha Touke gocTyna. [ns
BbIK/toueHusi BBeguTe - down)

WOP-2ac# set wg-bridge-upstrm wpa-personal-key 12345678 (12345678 - naposib, He06XoAUMbIA ANs
aBTOpM3aLMM Ha Touke gocTyna.. [Jo/mKeH cogepxatb oT 8 4o 64 cMBO/IOB)

WOP-2ac# set wg-bridge-upstrm security wpa-personal (wpa-personal - pexxuvm wudpoBaHus.
MapameTp NpMHMMaEeT 3HaYeHns: wpa-personal, wpa-enterprise, plain-text)

WOP-2ac# set wg-bridge-upstrm roam-threshold -85 (-85 — MMHUMa/IbHbI YPOBEHb CUTHaNA OT TOUKM
ZocTyna, Npy KOTOPOM MPOUCXOAMNT NOAK/HOUYEHME K TOUKE)

WOP-2ac# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, ncnonb3yemblii Ha Touke goctyna. Mo
ymMosyaHuio: 1)
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HacTtpoiika WGB ¢ wpa-enterprise

WOP-2ac# set wgbridge radio wlan0 (wlanO - BbIGOp nHTepdeiica yCcTpoiicTBa, KOTOpbIi ByaeT
CNONb30BaTbCS A9 NOAK/YEHUS K TOUKe AocTyna. MapameTp npuHumaeT 3HaueHus: wlan0 (Radio 1- 5
), wlan1 (Radio 2 - 2.4 I'Tw))

WOP-2ac# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - nmsa 6ecnpoBofHoli CETH, K KOTOPOIA
Heo6XoANMO MOAK/UNTLCA YCTPONCTBOM B PeXMME KNNEHTA)

WOP-2ac# set wgbridge wgbridge-mode up (up -BkntoueHve pexuma WGB Ha Touke gocTyna. [Ans
BbIK/NtoueHusi BBeguTe - down)

WOP-2ac# set wg-bridge-upstrm security wpa-enterprise (wpa-enterprise - pexum L1 poBaHus.
MapameTp NpMHMMaEeT 3HaYeHns: wpa-personal, wpa-enterprise, plain-text)

WOP-2ac# set wg-bridge-upstrm eap-user client (client - nma nonb3oBatens, MCNoib3yemoe npu
aBTopu3auum Ha RADIUS-cepBepe)

WOP-2ac# set wg-bridge-upstrm eap-password clientspassword (clientspassword - naponb
nosib30BaTess, UCNonb3yemblii Npu aBTopusaummn Ha RADIUS-cepsepe)

WOP-2ac# set wg-bridge-upstrm roam-threshold -85 (-85 — MMHUMa/IbHbI YPOBEHL CUTHaNA OT TOUKM
[l0CcTyna, Npy KOTOPOM NPOUCXOAMNT NOAK/HOUYEHME K TOUKE)

WOP-2ac# set wg-bridge-upstrm eap-method peap (peap - BbIGop npoTokona ayTeHTuguKaLum.
MapameTp NpMHMMaeT 3HaYeHus: peap, tls)

WOP-2ac# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, ncnonb3yemblii Ha Touke goctyna. Mo
yMonyaxmio: 1)

Mpn HEOBXOAMMOCTM MOXHO NPOM3BECTUN HACTPOIiKY MHTepdeiica "Downstream Interface", BbicTynatouero B
KauecTBe TOYKM A0oCcTyna A8 NOAKMHUYEHUST KIIMEHTCKMX YCTPOICTB.

5.5.6.2 Hacmpolka Downstream Interface

HacTpoiika "Downstream Interface" c wpa-personal

WOP-2ac# set wg-bridge-dwstrm ssid Client-ssid (Client-ssid - umsi 6ecnpoBogHoli cetu, K KOTOpOiA
HeobXoAMMO MOAK/UNTLCA YCTPONCTBOM B PEXMME KNEHTA)

WOP-2ac# set wg-bridge-dwstrm wpa-personal-key 12345678(12345678- napo/ib A/151 NOAKMOUEHMUS K
6ecnpoBOAHOI CceTh)

WOP-2ac# set wg-bridge-dwstrm security wpa-personal (wpa-personal - pexum LwmndpoBaHus. s
co3gaHua SSID 6e3 pexuma wndpoBaHns BeeauTe - plain-text. NMapamerp npyHMMaeT 3Ha4YeHNs: wpa-
personal, plain-text)

WOP-2ac# set wg-bridge-dwstrm ignore-broadcast-ssid off (off - Bbik/1toueHne pexxuma ckpbitoro SSID.
[ BKNOYEHMS pexuMa BBeanTe - on)

WOP-2ac# set wg-bridge-dwstrm vlan-id 15 (15 - Homep VLAN, B KoTopom 6yaeT nepeaaBaTbCst CETEBOA
Tpaduk aNs AaHHoW Toukn gocTtyna. Mo ymonyanuio: 1)

WOP-2ac# set wg-bridge-dwstrm status up (up - BkntoueHne Downstream Interface. Ansa Bbik/OYeEHUS
BBeauTe - down)
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5.5.6.3 Hacmpotika WGB-ARP-Timeout

HacTtpoiika WGB-ARP-Timeout

WOP-2ac# set wgbridge wgb-arp-timeout 5 (5 - Bpems xu3Hu 3anucu B ARP-Tabnmue pexmma WGB.
MapameTp npvHMMaeT 3HadveHne oT 1 4o 1440 MyHYT. [0 yMONYaHUIO - 5 MUHYT)

5.5.7 CucTeMHble HACTPOIiKK

5.5.7.1 O6HosneHue NO ycmpolicmsa

© He oTtknovaiiTe NUTaHMe yCTPOCTBA U HE BLIMNOMHANTE nepesarpysky ycTpolicTea B npoLecce
o6HoBieHusa MNo!

[nsa o6HoBneHns MO no npotokony TFTP 3arpy3ute Ha TFTP-cepBep thaiin npoLumBKx
WOP-2ac-1.22.X.X.tar.gz v BbINOMHNTE KOMaHAY:

O6HoBneHune MO Toukn goctyna no tftp

WOP-2ac# firmware-upgrade tftp://<IP-agpec tftp-cepBepa>/<HasBaHue cpaiina MNO> (Mpumep:
firmware-upgrade tftp://192.168.1.100/ WOP-2ac-1.22.X.X.tar.gz

[ns o6HoBneHus MO no npotokony HTTP 3arpy3uTte Ha HTTP-cepsep thaiin npoLLmvBKn
WOP-2ac-1.22.X.X.tar.gz n BbINOSIHUTE KOMaHAbI:

O6HoBneHune MO Toukn goctyna no tftp

WOP-2ac# set firmware-upgrade upgrade-url http://<IP-agpec http-cepBepa>:[nopt]/<Ha3BaHue
daiina NMO> (Mpumep: set firmware-upgrade upgrade-url http://192.168.1.100:8080/
WOP-2ac-1.22.X.X.tar.gz)

WOP-2ac# set firmware-upgrade start yes (komaHga ana Hayana 06HoBeHus MO)

MepeknoueHne Ha pe3epBHYI0 Bepcuto MO Touku gocTyna

WOP-2ac# firmware-switch
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5.5.7.2 YnpasneHue koHguaypayueli ycmpolicmsa

C6poc KoHhurypauum ycTpoiictea B fepO/ITHOE COCTOsIHME

WOP-2ac# factory-reset

CkauaTb KOH(PUIypaLMOHHbIii haiin ycTpoiicTBa Ha tftp-cepeep

WOP-2ac# config download tftp://<IP-agpec tftp-cepBepa>/<Ha3BaHue cpaiina>.xml (Mpumep: config
download tftp://192.168.1.100/WOP-2ac.xml)

3arpys3uTtb KOH(UrypawumoHHbIii thalin Ha ycTpoiicTBO c tftp-cepBepa

WOP-2ac# config upload tftp://<IP-agpec tftp-cepBepa>/<Ha3zBaHue aiina>.xml (Mpumep: config
upload tftp://192.168.1.100/WOP-2ac.xml)

5.5.7.3 [lMepe3azpy3ka ycmpolicmea

KomaHAa Ans nepesarpysku ycTpoiicTea

WOP-2ac# reboot

5.5.7.4 Hacmpolika 0ambl U BpeMeHU

KomaHgbl ans HaCTpOﬁKI/I CUXpOoHU3aLuuun BpemeHun c cepsepom NTP

WOP-2ac# set ntp status up (up - BK/Ito4eHNE CUHXPOHM3auun BpeMeHn ¢ NTP-cepeepom. MapameTp
npYHUMaET 3HaueHusi: down, up. Mo yMon4aHmio: up)

WOP-2ac# set ntp server 192.168.1.100 (192.168.1.100 - IP-agpec ocHoBHOro NTP-cepBepa)

WOP-2ac# set ntp alternative-server ntp1.stratum2.ru (ntp1.stratum2.ru - LJOMEHHOE UMSI PE3ePBHOTO
NTP-cepeepa-1)

WOP-2ac# set ntp alternative-server2 192.168.1.102 (192.168.1.102 - IP-aapec pe3epBHoro NTP-
cepsepa-2)

WOP-2ac# set system time-zone 'Russian Fed. Zone 6 (Novosibirsk; Krasnoyarsk)' (Russian Fed. Zone 6
(Novosibirsk; Krasnoyarsk) - yctaHoBka TaiiM-30HbI. o ymonyaHmto: ‘Russia (Moscow)')
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5.5.7.5 Hacmpotika omnpasku SNMP-mparos

HacTtpoiika oTnpaBku SNMP-TpanoB

WOP-2ac# set snmp source-status up (up - Bk/itoueHne npuHaTUs SNMP-3anpocoB To/bKO C YKa3aHHbIX
B MapameTpe snmp source agpecos. MapameTp NpuHUMAaET 3HaueHus: down, up. Mo ymonyanuio: down)
WOP-2ac# set snmp source 192.168.1.100 (192.168.1.100 - IP-agpec xocTa, OT KOTOPOro pa3peLleHo
npuHumatb SNMP-3anpoch!)

WOP-2ac# add traphost host 192.168.1.100 community public host-type ipv4 trap_version snmpV2
(HacTpoiika oTnpasku SNMP-TpanoB Bepcun snmpV2, Ha XocT ipv4 c ip-agpecoM 192.168.1.100, ans
rpynnsi public)

5.5.8 Hactpoiika cepsuca APB

KomaHgb! AN HacTpoiiku cepBuca APB

WOP-2ac# set captive-portal mode up (up - akTBMpOBaTh NoakNoUYeHNe K cepucy APB. MapamveTtp
npuHMmaeT 3HadeHus: up, down. Mo ymonyaHuio: up)

WOP-2ac# set captive-portal roaming-service-url ws://<Aapec cepsuca APB>:8090/apb/broadcast
(Mpumep: set captive-portal roaming-service-url ws://192.168.1.100:8090/apb/broadcast)

WOP-2ac# get captive-portal apb-operation-status (komaHga ans BbiBoga crtatyca cepsuca APB:
connected, not_connected nnu not_running)
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5.5.9 MoHUTOPUHT

5.5.9.1 Wi-Fi knueHmsbli

WOP-2ac# get association detail

Property

interface
station
authenticated
associated
authorized
ip-address
hostname
fw-version
board-type
rx-packets
tx-packets
rx-bytes
tx-bytes
tx-rate

rx-rate
tx-actual-rate
rx-actual-rate
tx-modulation
rx-modulation
listen-interval
last-rssi
last-snr

noise
tx-link-quality
tx-rate-quality
tx-link-capacity
tx-drop-bytes
rx-drop-bytes
tx-drop-packets
rx-drop-packets
client-gos-enabled
bw-Timit-up
bw-T1imit-down
acl-type-up
acl-up
acl-type-down
acl-down
policy-up
policy-down

ts-violate-rx-packets
ts-violate-tx-packets

uptime

identity

domain
supported-channels

wlanOvapl
62:3b:f9:4d:ac:27
Yes

Yes

Yes

10.24.80.74

HUAWEI_P40_Pro-8lafe9c34a

318
293
64360
158746
156
156

0

0

VHT LDPC MCS8 NSS2 20MHz
VHT LDPC MCS8 NSS2 20MHz

10

-48

44 dB
-92 dBm
100%
100%
100% (not changed)
0

0

0

0
Disabled
0

0

None

None

00:00:00
tutu

enterprise.service.root
36-64,132-140,149-165
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using-802.11r
using-802.11k

mode

aid

ps—-mode

vlan-id

auth-mode
encryption
eltex-serial-number
assoc-duration
auth-duration
dhcp-start-duration
dhcp-end-duration
count-dhcp-dis
count-dhcp-off
count-dhcp-req
count-dhcp-ack

No

No
802.11ac
1

0

10

WPA2
AES-CCMP

0.001337
2.525727
0.000000
0.019971
0

<)
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5.5.9.2 VHgpopmayusi 06 ycmpolcmse

WOP-2ac# get system detail

Property Value

username admin

model Eltex WOP-2ac

version 1.22.X.X

altversion 1.22.X.X

build-year 2021

build-date 2021.03.18 13:42 +07
loader-version 1.22.X.X

platform bcm947452acnrm

uptime 0 days, 0 hours, 5 minutes
system-time Tue Apr 27 2021 06:02:52 MST
time-zone Russia (Moscow)

enable-dst off

dst-start March.Second.Sunday/02:00
dst-end November.First.Sunday/02:00
dst-offset 60

country RU

country-mode on

full-isolation on

tunneling-over-wds off

force-allow-eth off

power-source

nmode-supported Y

forty-mhz-supported-g Y

forty-mhz-supported-a Y

eighty-mhz-supported-a Y

base-mac

e8:28:cl:cl:27:60

base-mac-status on
serial-number WP12034181
country-code-is-configurable on

system—-name
system-contact
system-location

admineexample.com
Default

band-plan

lastboot success
wpa-personal-key-min-complexity-support off
wpa-personal-key-min-character-class 3
wpa-personal-key-min-length 8
wpa-personal-key-max-length 63
wpa-personal-key-different-from-current no
password-min-complexity-support off
password-min-character-class 3
password-min-length 8
password-max-length 64
password-aging-support off
password-aging-time 180
password-different-from-current yes
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5.5.9.3 Cemesasi uHhopmayusi

WOP-2ac# get management detail

Property Value

vlan-id 1

mtu 1500
interface brtrunk
tunnel-ip

static-ip 192.168.1.10
static-mask 255.255.255.0
ip 100.110.0.242
mask 255.255.254.0
mac E8:28:C1:C1:27:60
ap-location eltex.root

dhcp-status up
static-ipv6 N
static-ipv6-mask

ipv6e

ipve-mask

sw-ratelimit-enable up
sw-ratelimit-timer 100
ucast-prom-ratelimit 150000
ucast-sw-ratelimit-mode auto
ucast-sw-ratelimit 120000
ucast-sw-gre-ratelimit 10500
mcast-sw-ratelimit 10000
bcast-sw-ratelimit 1000
arp-req-sw-ratelimit 500
vlan-lock up
ipve-status down

ipv6-autoconfig-status down
static-ipv6 N
static-ipv6e-prefix-length 0
static-ipv6-addr-status
dhcp6-status up
autoconfig-link-local
autoconfig-ipv6-global-all

WOP-2ac# get ip-route

destination 0.0.0.0

mask 0.0.0.0
gateway 100.110.0.1
table 254

WOP-2ac# get ntp detail
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Property

status

server
alternative-server
alternative-server2
dhcp_server
dhcp_alt_server
dhcp_alt_server2
manual-daily-drift-secs

up

100.110.1.253
100.110.0.22
O.ru.pool.ntp.org
100.110.1.252
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5.5.9.4 BbecrnposBodHble uHMepghelichbl

WOP-2ac# get radio wlan0 detail

Property Value
status up
description IEEE 802.11a
static-mac

channel-policy best
channel-update 1440
mode a-n-ac
tpc off
scb-timeout 120
atf on
ampdu_atf_us 4000
ampdu_atf_min_us 1000
dotllh off
dotlld up
static-channel 36
channel 56
tx-power-dbm 19
tx-power-dbm-max 19
tx-power-dbm-min 1
tx-power-output 0.00
tx-chain 3
beacon-interval 100
rts-threshold 2347
fragmentation-threshold 2346
arp-suppression on
ap-detection on
limit-channels 36 40 44 48 52 56 60 64
operational-bandwidth 20
n-bandwidth 20
n-primary-channel lower
protection auto
edca-template custom
short-guard-interval-supported no
stbc-mode auto
ldpc-mode auto
dhcp-snooping-mode ignore
dhcp-option-82-string

coex-mode on
vlan-Tlist

wme on
wme-noack off
wme-apsd on
rate-limit-enable off
rate-limit 50
rate-limit-burst 75
stp-block-enable on
wlan-util 8
num-stations 0
wds-status down
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fixed-multicast-rate auto
fixed-tx-modulation auto
max-stations 200
dtim-period 2
reinit-period 0
scheduler-profile-name

operational-mode up
scheduler-operational-mode

vht-mode on
vht-features of f
rsdb-mode

frame-burst of f
spectrum-analyser-start
spectrum-analyser-status Not ready
spectrum-analyser-results Not ready

rrm-block-tpc
rrm-block-dca

ampdu up
amsdu up
olpc-cal-period 300
olpc-channel yes

WOP-2ac# get radio wlan1 detail

Property Value
status up
description IEEE 802.11g
static-mac

channel-policy best
channel-update 1440
mode bg-n
tpc off
scb-timeout 120
atf on
ampdu_atf_us 4000
ampdu_atf_min_us 1000
dotllh off
dotlld up
static-channel 6
channel 11
tx-power-dbm 16
tx-power-dbm-max 16
tx-power-dbm-min 5
tx-power-output 15.25
tx-chain 3
beacon-interval 100
rts-threshold 1025
fragmentation-threshold 1024
arp-suppression on
ap-detection on
limit-channels 16 11
operational-bandwidth 20
n-bandwidth 20
n-primary-channel lower
protection auto
edca-template custom
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short-guard-interval-supported
stbc-mode

ldpc-mode
dhcp-snooping-mode
dhcp-option-82-string
coex-mode

vlan-Tlist

wme

wme-noack

wme-apsd
rate-limit-enable
rate-limit
rate-limit-burst
stp-block-enable
wlan-util

num-stations

wds-status
fixed-multicast-rate
fixed-tx-modulation
max-stations

dtim-period
reinit-period
scheduler-profile-name
operational-mode
scheduler-operational-mode
vht-mode

vht-features

rsdb-mode

frame-burst
spectrum-analyser-start
spectrum-analyser-status
spectrum-analyser-results
rrm-block-tpc
rrm-block-dca

ampdu

amsdu

olpc-cal-period
olpc-channel

no
auto
auto
ignore

on

on
off
on
off
50
75
on
88

down
auto
auto
200

up

off
off

Not ready
Not ready

up
down
300
no
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5.5.9.5 WDS

WOP-2ac# get interface wlanOwdsO0 detail

Property Value

type wds

status up

description Wireless Distribution System - Link 1
mac E8:28:C1:C1:27:60
ip

mask

static-ip

static-mask

rx-bytes 8235818
rx-packets 38800

rx-errors 0

tx-bytes 172159433
tx-packets 263429

tx-errors

tx-drop-bytes
rx-drop-bytes
tx-drop-packets
rx-drop-packets
ts-vo-rx-packets
ts-vo-tx-packets
ts-vo-rx-bytes
ts-vo-tx-bytes
ts-vi-rx-packets
ts-vi-tx-packets
ts-vi-rx-bytes
ts-vi-tx-bytes
ts-be-rx-packets
ts-be-tx-packets
ts-be-rx-bytes
ts-be-tx-bytes
ts-bk-rx-packets
ts-bk-tx-packets
ts-bk-rx-bytes
ts-bk-tx-bytes
priority 128
port-isolation
auto-negotiation

speed

duplex

link-status

link-uptime

intf-speed

duplex-mode
green-ethernet-mode

ssid

bss

security

wep-key-ascii no

[ol ool ol oMol oloMolololMololololoMoMoMoMoMNO]
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wep-key-length 104
wep-default-key
wep-key-mapping-length
vlan-interface

vlan-id

radio wlan®

remote-mac A8:F9:4B:B7:8B:C0O
remote-rssi -16

wep-key

operational-status up
wds-link-uptime 00:00:46

wds-ssid wDS
wds-security-policy wpa-personal
wds-wpa-psk-key 12345678

173



5.5.9.6 WGB

WOP-2ac# get wgbridge detail

wgbridge-mode up
radio wlan0
debug

WOP-2ac# get wg-bridge-upstrm detail

Property Value

ssid AP-ss1id
security wpa-personal
wep-key-ascii no
wep-key-length 104
wep-default-key 1
wpa-allowed off
wpa2-allowed on
upstream-bssid

vlan-id 1
connection-status Associated to AP a8:f9:4b:b7:8b:c0
rx-bytes 8337952
rx-packets 50212
rx-errors 0

tx-bytes 306207
tx-packets 913
tx-errors 0

iface wlanQupstrm
eap-user

eap-method peap

debug

cert-present no
cert-exp-date Not Present
mfp mfp-not-reqd
roam-threshold -75
roam-delta 10

WOP-2ac# get wg-bridge-dwstrm detail

Property Value

ssid Client-ssid
security wpa-personal
wep-key-ascii no
wep-key-length 104
wep-default-key 1
wep-key-mapping-length

status up
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ignore-broadcast-ssid
open-system-authentication
shared-key-authentication
wpa-cipher-tkip
wpa-cipher-ccmp
wpa-allowed

wpa2-allowed
broadcast-key-refresh-rate
vlan-id

rx-bytes

rx-packets

rx-errors

tx-bytes

tx-packets

tx-errors

iface

mfp

off
on
off
on
on
on
on

6522
40

8439

34

(0]
wlan@dwstrm
mfp-not-reqd
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5.5.9.7 Cluster

WOP-2ac# get cluster detail

Property Value
clustered 1
location floor-2
cluster-name test
ipversion ipv4
member-count 2
clustering-allowed true
compat WOP-2ac
operational-mode 1
cluster-ipaddr 192.168.0.222
priority 255
reauth-timeout 300
secure-mode 1
pass-set 1
secure-mode-status Enabled
trace-debug 0

WOP-2ac# get cluster-member detail

Property Value

mac A8:F9:4B:B7:8B:C0O
ip 192.168.0.58
compat WOP-2ac

location floor-1

uptime 120

is-dominant true

priority 0
firmware-version 1.22.X.X

cluster-controller no

Property Value

mac E8:28:C1:C1:27:60
ip 192.168.0.135
compat WOP-2ac

location floor-2

uptime 124

is-dominant false

priority 255
firmware-version 1.22.X.X

cluster-controller yes

WOP-2ac# get cluster-fw-member detail

Property Value
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upgrade

upgrade-url tftp://192.168.1.7/WOP-2ac-1.22.X.X.tar.gz
upgrade-method selective

upgrade-status Completed

upgrade-members 192.168.0.58

WOP-2ac# get cluster-fw-member

ip mac fw-download-status

192.168.0.58 A8:F9:4B:B7:8B:C0O Success
192.168.0.135 E8:28:C1:C1:27:60 None
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5.5.9.8 XKypHan cobbimuti

WOP-2ac# get log-entry

Property Value

number 1
priority debug
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message Station 62:3b:f9:4d:ac:27 associated, time = 0.001337

Property Value

number 2
priority debug
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message station: 62:3b:f9:4d:ac:27 associated rssi -49(-49)

Property Value

number 3
priority info
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message STA 62:3b:f9:4d:ac:27 associated with BSSID e8:28:cl:cl:27:61

Property Value

number 4
priority info
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message Assoc request from 62:3b:f9:4d:ac:27 BSSID e8:28:cl:cl:27:61 SSID Test_Enterprise
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5.5.9.9 CkaHuposaHue aghupa

CkaHupoBaHue achupa npegocTaBnseT MHPopMaLuo 060 Bcex 6ecnpoBOAHbIX TOUKaxX JOCTYNa, KOTopble

YCTPOMCTBO AETEKTUPYET BOKPYr cebs.

WOP-2ac# get detected-ap

mac type privacy

e0:d9:e3:50:71:e0 AP On
e0:d9:e3:50:71:el AP off
e8:28:cl:d7:3c:24 AP off
a8:f9:4b:17:02:20 AP off
e8:28:cl:cf:d9:14 AP On
e0:d9:e3:8a:38:50 AP off

5.5.9.10 CnekmpoaHasiuzamop

CnekTpoaHanusaTop NpeaocTaBnsieT MHGOPMaLMIO O 3arpy>XeHHOCTV KaHas10B B AvanasoHax 2.4 1 5 My,
CrneKTpoaHanun3aTop CKaHUpyeT KaHaslbl ykasaHHble B napameTpe limit-channels B HacTpoiikax

i-0TT-ent-06
i-0TT-06-portal
i-200

(Non Broadcasting)
RT-WiFi-5278
GPB_Free

paavovHTepdeiica. Pe3ynbTaT BbIBOAUTCS B NPOLIEHTAX.

© TMocne 3anycka ckaHMPOBaHWA A4/1A NOMYYEHNS Pe3y/IbTaTOB HE06X0AMMO MOAOXKAATL HECKO/ILKO
MWUHYT. Ha Bpemsi CKaHMPOBaHWA y MOAK/HUYEHHbIX KTMEHTOB ByAeT HabnoaaTLCA nNpepbiBaHne

paboTbl CEPBUCOB.

channel
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signal

-61
-61
-45
-56
-61
-53
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WOP-2ac# set radio all spectrum-analyser-start yes (3anyck cnekrpoaHasnm3aTtopa Ha Bcex
paguovHTepdelicax 04HOBPEMEHHO. 111 3amycka CnekTpoaHasim3aTopa Ha KOHKPETHOM
pagnounHTepdelice BmecTo all BBeauTe HasBaHve nHTepdeiica: wlan0 - Radio1, wlan1 - Radio 2)

WOP-2ac# get radio all spectrum-analyser-results (BbiBoa pe3ynibTata pa6oTbl CNeKTpoaHaM3aTopa)

Property Value
name wlano
spectrum-analyser-results

36: 52 | kkkkkkkkkkk

40: 52 | * kKK kK kokokk ok

44 15 | *x*x%

48: 13 | *%x

52: 9 | *x

56: 4 | *

60: 5 | **

64: 10 | **x

Optimal 20MHz channel: 56
Optimal 40MHz channel: 521
Optimal 80MHz channel: 56/80

Property Value
name wlanl
spectrum-analyser-results
1: 92 I khkkhkhkhkhkhkhkhkhkhkhkkkhkkkx
6: 84 I khkkhkkhkhkhkhkhkhkhkkkkkkx
11: 88 | kK ok Kk ok Kk ok ok ok ok ok ok ok ok ok ok ok k

Optimal 20MHz channel: 11
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6 MpunoxeHne. CNUCOK OCHOBHbIX K/TACCOB U NOAKNACCOB KOMaH/

Knacc

debug

OTnapoyHble
KOMaHAbI

system

HacTpoiikn
CUCTEMBI

Mopgknacc

level

timestamp

klevel

password

model

version

platform

encrypted-
password

PyHKUNA

YpoBeHb
OTNnafo4YHo’
MHdopmaLmmn

[Jo6aBnTb METKY
BPEMEHM K
OTNafouHol
MHdopmaLmu

YpoBeHb
OoTNnafouYHoM’
NHpopmMaLmmn agpa

Maponb goctyna K
Mo/ib30BaTe/IbCKOM
y web-uHtepdelicy
n CLI

Mopgenb
yCTpoicTBa

Bepcua No

AnnapaTtHas
nnardopma

3awmnpoBaHHbIii
naposib

Bo3moxHble CuHTaKcuc

KOMaHbl

get, set

get, set

get, set

set

get

get

get

get, set

get debug level

set debug level
<value>

get debug
timestamp

set debug
timestamp
<value>

get debug
klevel

set debug
klevel <value>

set system
password
<value>

get system
model

get system
version

get system
platform

get system
encrypted-
password

set system
encrypted-
password
<value>

Mpumepsbl

WOP-2ac# get
debug level

0

WOP-2ac# get
debug timestamp

WOP-2ac# set
debug klevel 1

WOP-2ac# get
debug klevel

1

WOP-2ac# set
system password
password

WOP-2ac# get
system model

Eltex WOP-2ac

WOP-2ac# get
system version

1.14.0.89

WOP-2ac# get
system platform

bcm953012er

WOP-2ac# set
system
encrypted-
password
"$15G6G6G6G6SDh
39pxWgjp3nBRrBP
BL701"

WOP-2ac#

WOP-2ac# get
system
encrypted-
password$1$G6G6
G6G6SDh39pxWqjp
3nBRrBPBL701
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Knacc Mopgknacc

uptime

system-
time

time-zone

enable-dst

summer-—
time

dst-start

PyHKUNA

Bpems paboTbl
cUCTEeMbI C
MOMEHTAa 3arpy3ku

TekyLLee Bpems
CUCTEMBI

YacoBoii nosic

BkounTb
nepexop Ha
JNleTHee BpemA

Bpemsa nepexoga
Ha neTHee Bpems

Bo3MOXHble
KoMaHAbl

get

get

get, set

get, set

get, set

get, set
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CuHTakcuc

get system
uptime

get system
system-time

get system
time-zone

set system
time-zone
<value>

get system
enable-dst

set system
enable-dst
<value>

get system
summer-time

set system
summer-time
<value>

get system dst-
start

set system dst-
start <value>

Mpumepsbl

WOP-2ac# get
system uptime

6 days, 17
hours, 25
minutes

WOP-2ac# get
system system-
time

Thu May 31 2018
06:59:46 MST

WOP-2ac# set
system time-
zone "Russia
(Moscow) "

WOP-2ac# get
system time-
zone

Russia (Moscow)

WOP-2ac#

WOP-2ac# set
system enable-
dst on

WOP-2ac# get
system enable-
dst

on

WOP-2ac# set
system summer-
time enabled

WOP-2ac# get
system summer-
time

enabled

WOP-2ac# set
system dst-
start
"March.Second.S
unday/02:00"

WOP-2ac# get
system dst-
start

March.Second.Su
nday/02:00
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dst-end

dst-offset

reboot

country

country-
mode

full-
isolation

nmode-
supported

PyHKUNA

Bpemsa nepexoga
Ha 3MMHee BpeMms

get, set

Mepesarpysntb set
TOYKY [JocTyna

CtpaHa

Bo3MOXHbIe
3HayeHus: on, off.

MonHas usonauus. get, set

Bo3moxHbIe
3Ha4YeHuns: on —
JOYHKUNA aKTUBHA,
off — chyHKkuMA
HeakTMBHa.

Mopaepxka get
craHpapta IEEE
802.11n.

Bo3moOXxHbIe

3HaueHuns: Y —
nogaepxusaet, N

- He

noanepxueaer.

Bo3MOXHble
KoMaHAbl

get, set

get, set

get, set
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CuHTakcuc

get system dst-
end

set system dst-
end <value>

get system dst-
offset

set system dst-
offset <value>

set system
reboot

get system
country

set system
country <value>

get system
country-mode

set system
country-mode
<value>

get system
full-isolation

set system
full-isolation
<value>

get system
nmode-supported

Mpumepsbl

WOP-2ac# set
system dst-
start
"November.First
.Sunday/02:00"

WOP-2ac# get
system dst-end

November.First.
Sunday/02:00

WOP-2ac# set
system dst-
offset 60

WOP-2ac# get
system dst-
offset

60

WOP-2ac# set
system reboot

WOP-2ac# set
system country
RU

WOP-2ac# get
system country
RU

WOP-2ac# set
system country-
mode off

WOP-2ac# get
system country-
mode

off

WOP-2ac# set
system full-
isolation off

WOP-2ac# get
system full-
isolation
off

WOP-2ac# get
system nmode-
supported

Y
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Knacc

Mopgknacc

forty-mhz-
supported

base-mac

serial-
number

country-
code-is-
configurab
le

system-
name

system-
contact

PyHKUNA

Mognepxka
nonochl
nponyckaHus
LmpuHon 40 MI'y, B
5 My gnanasoHe.

CepwiiHblili HOMep
n3genus

HacTpoiika koga
CTpaHbl.
Bo3moxHbIe
3HaYeHuns: on —
JOYHKUNA aKTUBHA,
off — chyHKuMA
HeakTVBHa.

Nma cuctemsl

KoHTaKTbl
CUCTEMBI

Bo3MOXHble
KoMaHAbl

get

get, set

get, set

get, set

get, set

get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get system
forty-mhz-
supported

get system
base-mac

set system
base-mac
<value>

get system
base-mac

set system
base-mac
<value>

get system
country-code-
is—-configurable

set system
country-code-
is—-configurable
<value>

get system
system—-name

set system
system—-name
<value>

get system
system-contact

set system
system-contact
<value>

Mpumepsbl

WOP-2ac# set
system base-mac
"a8:f9:4b:b0:21
:60"

WOP-2ac# get
system base-mac
a8:f9:4b:b0:21:
60

WOP-2ac# set
system serial-
number
WP01000167

WOP-2ac# get
system serial-
number
WPO1000167

WOP-2ac# set
system country-
code-is-
configurable on

WOP-2ac# get
system country-
code-is-
configurable

on

WOP-2ac# set
system system-
name "WOP-2ac"

WOP-2ac# get
system system-
name

WOP-2ac
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Knacc

host
HacTpoiikn xocTa

Mopgknacc

system-
location

id

dns-1

dns-2

domain

static-
dns-1

static-
dns-2

static-
domain

PyHKUNA

MecTononoxexnne
CUCTEMBbI

ID xocTa

IP-agpec DNS-
cepsepa (1)

IP-agpec DNS-
cepeepa (2)

Vima gomeHa

DNS-cepsep (1),
KOTOpbIV Byaet
NCNONb30BaH, eC/n
agpec He Nony4yeH
no DHCP

DNS-cepsep (2),
KOTOpbIV ByaeT
MCMob30BaH, ecnu
afpec He Nosy4yeH
no DHCP

Vima gomeHa,
ncnosb3yemMoro,
€C/11 He MoNy4YeHo
nMAa JOMeHa no
DHCP

Bo3MOXHble
KoMaHAbl

get, set

get, set

get

get

get

get, set

get, set

get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get system
system-location

set system
system-location
<value>

get host id

set host 1id
<value>

get host dns-1

get host dns-2

get host domain

get host
static-dns-1

set host
static-dns-1
<value>

get host
static-dns-2

set host
static-dns-2
<value>

get host
static-domain

set host
static-domain
<value>

Mpumepsbl

WOP-2ac# get
system system-
location
Default

WOP-2ac# set
host 1id
"WOP-2ac"

WOP-2ac# get
host -id
WOP-2ac

WOP-2ac# get
host dns-1
172.16.0.250

WOP-2ac# get
host dns-2
172.16.0.100

WOP-2ac# get
host domain
eltex.loc

WOP-2ac# get
host static-
dns-1

WOP-2ac# get
host static-
dns-1

WOP-2ac# set
host static-
domain
"example.com"
WOP-2ac# get
host static-
domain
example.com
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Knacc Mopgknacc
dns-via-
dhcp

config startup

HacTpoiikn

KOHoUrypauum
version
backup-
file-
format

interface type

HacTpoiikn

CeTeBoOro

nHTEepdeinca
status

PyHKUNA

MonyyaTb
napameTtpbl DNS-

cepsepa no DHCP.

Bo3MOXHble
3HaYeHus: up —
nosiy4arb no
DHCP, down -
1Ccnonb3oBaTb
cTarunyeckune
napameTpbl.

HacTpoiika Bo
BpEMS 3arpysku

Bepcusa dhaitna
KOHpurypaumm

dopwmar paina
KOHoUrypaumu.
Bo3moxHble
3HauyeHus: plain —
He3alwngpoBaHHbI
i, encrypted —
3alUMPOBaHHbIA.

Twun ceTeBoro
nHTepdelica

CocTosiHMe
nHTEepderica

Bo3MOXHble
KoMaHAbl

get, set

set

get

get, set

add, get

add, get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get host dns-
via-dhcp

set host dns-
via-dhcp
<value>

set config
startup <value>

get config
version

get config
backup-file-
format

set config
backup-file-
format <value>

add interface
<interface_name
> type <value>

get 1interface
<interface_name
> type

add interface
<interface_name
> status
<value>

get interface
<interface_name
> status

set interface
<interface_name
> status
<value>

Mpumepsbl

WOP-2ac# set
host dns-via-
dhcp up
WOP-2ac# get
host dns-via-
dhcp

up

WOP-2ac# get
config version
1.02

WOP-2ac# set
config backup-
file-format
plain

WOP-2ac# get
config backup-
file-format
plain

WOP-2ac# add
interface
wlanlvapl type
service-set

WOP-2ac# get
interface
wlanlvapl type
service-set

WOP-2ac# add
interface
wlanlvapl
status up

WOP-2ac# set
interface
wlanlvapl
status up

WOP-2ac# get
interface
wlanlvapl
status

up
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PyHKUNA

descriptio OnucaHue

n

ip

mask

static-1ip

nHTepdelica

IP-agpec
nHTepdenca

Macka cetun

Crartnyeckuin IP-
ajipec,
NCNO/b3yeMbIA,
korga DHCP-
cepBep He
aKTUBEH

Bo3MOXHble
KoMaHAbl

get, set

add, get

add, get, set

add, get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get interface
<interface_name
> description

set interface
<interface_name
> description
<value>

add interface
<interface_name
> ip <value>

get interface
<interface_name
> Hip

add interface
<interface_name
> mask <value>

get interface
<interface_name
> mask

set interface
<interface_name
> mask <value>

add interface
<interface_name
> static-1ip

get interface
<interface_name
> static-1ip

set interface
<interface_name
> static-1ip
<value>

Mpumepsbl

WOP-2ac# get
interface
wlanlvapl
description
"Wireless -
Virtual Access
Point 1 - Radio
2"

WOP-2ac# get
interface
wlanlvapl
description
Wireless -
Virtual Access
Point 1 - Radio
2

WOP-2ac# get
interface
wlanlvapl 1ip

WOP-2ac# get
interface
wlanlvapl mask

WOP-2ac# get
interface
wlanlvapl
static-1ip
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Knacc Mopgknacc

static-
mask

rx-bytes

rx-packets

rx—errors

rx-drop

rx-fifo

rx-frame

rx-
compressed

Bo3MOXHble
KoMaHAbl

PyHKUNA

Macka ceTn,
ncrnosb3yemas,
korga DHCP-
cepsep He
aKTUBEH

add, get, set

KonunyectBo
NoSTyYeHHbIX
paliToB

get

KonnyectBo
NoSTyYEHHbIX
nakeToB

get

KonnyectBo
NoTyYeHHbIX
MakeToB C
oLunmbkKamm

get

Konuyectso
MOyYEHHbIX
nakeToB, KOTOpble
OblI OTOPOLLEHDI

get

KonunyectBo
MakeTos,
nostly4eHHoe npu
nepenosiHeHnn

6yhepa

get

Konnyectso
NakeToB,
NOYYEHHBIX C
oLmbkon Kagpa

get

KonnyectBo
NosTy4YeHHbIX
CXXaTbIX NakeToB

get

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

add interface
<interface_name
> static-mask

get interface
<interface_name
> static-mask

set interface
<interface_name
> static-mask
<value>

get interface
<interface_name
> rx-bytes

get interface
<interface_name
> rx-packets

get interface
<interface_name
> rx-errors

get 1interface
<interface_name
> rx-drop

get 1interface
<interface_name
> rx-fifo

get interface
<interface_name
> rx-frame

get interface
<interface_name
> rx-compressed

Mpumepsbl

WOP-2ac# get
interface
wlanlvapl
static-mask

WOP-2ac# get
interface
wlanlvapl rx-
bytes

(0]

WOP-2ac# get
interface
wlanlvapl rx-
packets

0]

WOP-2ac# get
interface
wlanlvapl rx-
errors

0]

WOP-2ac# get
interface
wlanlvapl rx-
fifo

(0]

WOP-2ac# get
interface
wlanlvapl rx-
frame

0

WOP-2ac# get
interface
wlanlvapl rx-
compressed

(0]
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Knacc

Mopgknacc

rx-—
multicast

tx-bytes

tx-packets

tx-errors

tx-fifo

tx-colls

tx-carrier

tTx-
compressed

tx-drop-
bytes

PyHKUNA

KonnuectBo
NOMYyY€eHHbIX
naketoB multicast

KonunyectBo
OTNpPaB/IeHHbIX
oanT

KonnyectBo
OTnpaB/IeHHbIX
nakeToB

KonnyectBo
OTNpaB/IEHHbIX
NMakeToB C
oLunmbKamm

KonunyectBo
NakeTos,
OTNpPaB/IEHHbIX NPU
nepenosiHeHNN

6yhepa

KonnuyectBo
OoTnpasBNeHHbIX
MakeToB C
KONMN3UAMMN

KonunyectBo
OTNpPaB/IEHHbIX
NakeToB C
omoKamm
HecyLen

KonnyectBo
OoTnpasBNeHHbIX
CXXaTbIX NakeToB

Konnyectso
OTOPOLUEHHbIX TX-
6ainT

Bo3MOXHble
KoMaHAbl

get

get

get

get

get

get

get

get

get

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get interface
<interface_name
> rx-multicast

get interface
<interface_name
> tx-bytes

get interface
<interface_name
> tx-packets

get interface
<interface_name
> tx-errors

get 1interface
<interface_name
> tx-fifo

get interface
<interface_name
> tx-colls

get interface
<interface_name
> tx-carrier

get interface
<interface_name
> tx-compressed

get 1interface
<interface_name
> tx-drop-bytes

Mpumepsbl

WOP-2ac# get
interface
wlanlvapl rx-
multicast

0]

WOP-2ac# get
interface
wlanlvapl tx-
bytes

(0]

WOP-2ac# get
interface
wlanlvapl tx-
packets

0]

WOP-2ac# get
interface
wlanlvapl tx-
errors

0]

WOP-2ac# get
interface
wlanlvapl tx-
fifo

0]

WOP-2ac# get
interface
wlanlvapl tx-
colls

WOP-2ac# get
interface
wlanlvapl tx-
carrier

WOP-2ac# get
interface
wlanlvapl tx-
compressed

WOP-2ac# get
interface
wlanlvapl tx-
drop-bytes
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Mopgknacc

rx-drop-
bytes

tx-drop-
packets

rx-drop-
packets

stp

fd

hello

PyHKUNA

Konnuectso
OTOPOLLEHHBIX RX-
6ant

KonunyectBo
OTOPOLUEHHBIX TX-
NnakeToB

Konnyectso
OTOPOLLEHHBIX RX-
nakeToB

Spanning Tree
Protocol

3agepxka
OTrnpaBKu

NHtepsan hello

Bo3MOXHble
KoMaHAbl

get

get

get

add, get, set

add, get, set

add, get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get interface
<interface_name
> rx-drop-bytes

get interface
<interface_name
> tx-drop-
packets

get interface
<interface_name
> rx-drop-
packets

add interface
<interface_name
> stp <value>

get interface
<interface_name
> stp

set interface
<interface_name
> stp <value>

add interface
<interface_name
> fd <value>

get 1interface
<interface_name
> fd

set interface
<interface_name
> fd <value>

add interface
<interface_name
> hello <value>

get interface
<interface_name
> hello

set interface
<interface_name
> hello <value>

Mpumepsbl

WOP-2ac# get
interface
wlanlvapl rx-
drop-bytes

WOP-2ac# get
interface

wlanlvapl tx-
drop-packets

WOP-2ac# get
interface

wlanlvapl rx-
drop-packets
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Knacc Mopgknacc

priority

port-
isolation

ssid

bss

PyHKUNA

MpunopuTteT MocTa

M3onauns
6ecrnpoBogHbIX
nopToB Apyr oT

Aapyra

Nmsa cetu

BSS, kK koTOpOMY
NPUHaANEXNT
nHTepdenc

Bo3MOXHble
KoMaHAbl

add, get, set

add, get, set

add, get, set

add, get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

add interface
<interface_name
> priority
<value>

get interface
<interface_name
> priority

set interface
<interface_name
> priority
<value>

add interface
<interface_name
> port-
isolation
<value>

get interface
<interface_name
> port-
isolation

set interface
<interface_name
> port-
isolation
<value>

add interface
<interface_name
> ssid <value>

get interface
<interface_name
> ssid

set interface
<interface_name
> ssid <value>

add interface
<interface_name
> bss <value>

get interface
<interface_name
> bss

set interface
<interface_name
> bss <value>

Mpumepsbl

WOP-2ac# get
interface
wlan@vapl ssid
___wepl2_15-105

WOP-2ac# get
interface

wlanlvapl bss
wlanlbssvapl
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Knacc Mopgknacc

security

wpa-
personal-
key

wep-key-
ascii

wep-key-
length

PyHKUNA BO3MOXHble
KOmaHapl

Pexxunm add, get, set

©e3onacHoCTH

MepcoHaslbHbIi add, set

kntouy WPA

(coBmecTHOE

1CMnosib3oBaHme)

®opmat WEP- add, get, set

Kroya: ascii nnu

hex.

OnnHa WEP-kntoua  add, get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

add 1interface
<interface_name
> security
<value>

get interface
<interface_name
> security

set interface
<interface_name
> security
<value>

add interface
<interface_name
> wpa-personal-
key <value>

get interface
<interface_name
> wpa-personal-
key

set interface
<interface_name
> wpa-personal-
key <value>

add interface
<interface_name
> wep-key-ascii
<value>

get interface
<interface_name
> wep-key-ascii

set interface
<interface_name
> wep-key-ascii
<value>

add interface
<interface_name
> wep-key-
length <value>

get interface
<interface_name
> wep-key-
length

set interface
<interface_name
> wep-key-
length <value>

Mpumepsbl

WOP-2ac# get
interface
wlanlvapl
security
plain-text

WOP-2ac# get
interface
wlanlvapl wep-
key-ascii

no

WOP-2ac# get
interface
wlanlvapl wep-
key-length

104
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Knacc

Mopgknacc

wep-
default-
key

wep-key-1

wep-key-2

wep-key-3

PyHKUNA

WEP-kntoy,
NCNosib3yeMblii
ONnsA nepegaun

WEP-kntou (1)

WEP-kntou (2)

WEP-kntou (3)

Bo3MOXHble
KoMaHAbl

add, get, set

add, set

add, get, set

add, get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

add 1interface
<interface_name
> wep-key-
length <value>

get interface
<interface_name
> wep-key-
length

set interface
<interface_name
> wep-key-
length <value>

add interface
<interface_name
> wep-key-1
<value>

get interface
<interface_name
> wep-key-1

set interface
<interface_name
> wep-key-1
<value>

add interface
<interface_name
> wep-key-2
<value>

get interface
<interface_name
> wep-key-2

set interface
<interface_name
> wep-key-2
<value>

add interface
<interface_name
> wep-key-3
<value>

get interface
<interface_name
> wep-key-3

set interface
<interface_name
> wep-key-3
<value>

Mpumepsbl

WOP-2ac# get
interface
wlanlvapl wep-
default-key

1
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wep-key-4

wep-key-

mapping-
length

multicast-
received-
frame-
count

vlan-id

radio

PyHKUNA

WEP-kntou (4)

Konnyectso
NOYYEHHbIX
kagpoB multicast

ID, ncnonb3yembilii
B Terax

PaanonHtepdelic
onsa WDS

Bo3MOXHble
KoMaHAbl

add, get, set

get

get

add, get

add, get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

add 1interface
<interface_name
> wep-key-4
<value>

get interface
<interface_name
> wep-key-4

set interface
<interface_name
> wep-key-4
<value>

get interface
<interface_name
> wep-key-
mapping-length

get interface
<interface_name
> multicast-
received-frame-
count

add interface
<interface_name
> vlan-id
<value>

get interface
<interface_name
> vlan-id

add interface
<interface_name
> radio <value>

get 1interface
<interface_name
> radio

set interface
<interface_name
> radio <value>

Mpumepsbl

WOP-2ac# get
interface
wlanlvapl wep-
key-mapping-
length

400

WOP-2ac# get
interface
wlanlvapl
multicast-
received-frame-
count

WOP-2ac# get
interface
wlanlvapl vlan-
id

WOP-2ac# get
interface
wlanlvapl radio
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remote—-mac

wep-key

wds-ssid

wds-
security-
policy

PyHKUNA

MAC-agpec
KOHEYHOWN TOUKM
coegmHeHna WDS

WEP-knto4 anis
coeamHeHna WDS

SSID WDS-
coefIMHeHns

Monutnka
6e3onacHocTn gns
WDS-coegnHeHns

Bo3MOXHble
KoMaHAbl

add, get, set

add, get, set

add, get, set

add, get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

add 1interface
<interface_name
> remote-mac
<value>

get interface
<interface_name
> remote-mac

set interface
<interface_name
> remote-mac
<value>

add interface
<interface_name
> wep-key
<value>

get interface
<interface_name
> wep-key

set interface
<interface_name
> wep-key
<value>

add interface
<interface_name
> wds-ssid
<value>

get interface
<interface_name
> wds-ssid

set interface
<interface_name
> wds-ssid
<value>

add interface
<interface_name
> wds-security-
policy <value>

get interface
<interface_name
> wds-security-
policy

set interface
<interface_name
> wds-security-
policy <value>

Mpumepsbl

WOP-2ac# get
interface
wlanlvapl
remote-mac

WOP-2ac# get
interface
wlanlvapl wep-
key

WOP-2ac# get
interface
wlanlvapl wds-
ssid

WOP-2ac# get
interface
wlanlvapl wds-
security-policy
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Mopgknacc

wds-wpa-
psk-key

interface

static-1ip

static-
mask

ip

mask

mac

PyHKUNA

WPA PSK-kntou
ons WDS
CoeNHEHNS

NuTepdeiic
ynpaB/ieHns

Crartnueckuii IP-
anpec
nHTepdelica
yrnpaB/ieHus

Cratnyeckas
Macka
nHTepdeinca
ynpas/fieHns

IP-agpec
nHTepdelica
ynpasneHuns

Macka IP-agpeca

nHTepdenca
ynpasneHus

MAC-agpec
nHTEepdelica
ynpaB/ieHus

Bo3MOXHble
KoMaHAbl

add, get, set

get

get, set

get, set

get

get

get

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

add 1interface
<interface_name
> wds-wpa-psk-
key <value>

get interface
<interface_name
> wds-wpa-psk-
key

set interface
<interface_name
> wds-wpa-psk-
key <value>

get management
interface

get management
static-1ip

set management
static-1ip
<value>

get management
static-mask

set management
static-mask
<value>

get management

ip

get management
mask

get management
mac

Mpumepsbl

WOP-2ac# get
interface
wlanlvapl wds-
wpa-psk-key

WOP-2ac# get
management
interface
brtrunk

WOP-2ac# set
management
static-1ip
"192.168.1.10"

WOP-2ac# get
management
static-1ip

192.168.1.10

WOP-2ac# set
management
static-mask
"255.255.255.0"

WOP-2ac# get
management
static-mask
255.255.255.0

WOP-2ac# get
management -ip
192.168.15.105

WOP-2ac# get
management mask
255.255.255.0

WOP-2ac# get
management mac
A8:F9:4B:B0O:21:
60
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vap

HacTtpoiika
BMPTYa/IbHbIX
TOYeK gocTyna

Mopgknacc

dhcp-
status

radio

status

vlan-id

global-
radius

descriptio
n

gos-mode

PyHKUNA

BkntoueH nn DHCP
Ha UHTepdelice
ynpasneHuns

PaanounHTepdeic
BMPTYaJ/IbHOM
TOYKM JocTyna

Craryc

VLAN ID

Mcnonb3oBaHue
rnodasibHbIX
HacTpoek RADIUS

OnucaHwne
BMPTYaJ/IbHOM
TOYKM foCTyna

Pexunm
aAMMHUCTPMPOBaH
na QoS

Bo3MOXHble
KoMaHAbl

get

get, set

get, set

add, get, set

get, set

get, set

get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get management
dhcp-status

get vap <vap>
radio

set vap <vap>
radio <value>

get vap <vap>
status

set vap <vap>
status <value>

add vap
vlan-id

<vap>
<value>

get vap <vap>

vlan-id

set vap
vlan-id

<vap>
<value>

get vap <vap>
global radius

set vap <vap>
global radius
<value>

get vap <vap>
description

set vap <vap>
description
<value>

get vap <vap>
gos-mode

set vap <vap>
gos-mode
<value>

Mpumepsbl

WOP-2ac# get
management
dhcp-status

up

WOP-2ac# get
vap vapl radio
radio

WOP-2ac#
vap vapl
status

get
status

WOP-2ac#
vap vapl
id

get
vlan-

WOP-2ac# get
vap vapl

description
description

Virtual Access
Point 1

Virtual Access
Point 1 - Radio

2

WOP-2ac# get
vap vapl qos-
mode

gos—-mode
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Mopgknacc

def-bwmax-
up

def-bwmax-
down

def-
acltype-up

def-
acltype-
down

def-acl-up

def-acl-
down

def-
policy-up

PyHKUNA

MakcumasnbHas
NponyckKHas
CNOCOBHOCTbL B
HanpasieHun
upstream no
YMOTHaHWIO
(0-4294967295)

MakcumasibHas
nponyckHas
CNOCOGBHOCTL B
Hanpas/ieHnn
downstream no
YyMO/HaHUI0
(0-4294967295)

Tun ACL gns
NCXOAALLNX
CcoeAMHEeHNIA No
YMO/TYaHUo
(none/ipv4,
Currently
Unsupported:ipv6/
mac)

Tun ACL gns
BXOAALLMX
COeNHEHNIA N0
ymonyaHuio (none/
ipv4, Currently
Unsupported:ipv6/
mac)

ACL ans
NCXOLALLMX
COeNHEHNIA NO
YMO4aHNIO

ACL ans
BXOASLLINX
COeHEHNIA NO
YMO/TYaHUI0

Default Policy
Up

PykoBogacTBo no akcnayatauun WOP-2ac

Bo3moxHble CuHTaKcuc

KOMaHbl

get, set

get, set

get, set

get, set

get, set

get, set

get, set

get vap <vap>
def-bwmax-up

set vap <vap>
def-bwmax-up
<value>

get vap <vap>
def-bwmax-down

set vap <vap>
def-bwmax-down
<value>

get vap <vap>
def-acltype-up

set vap <vap>
def-acltype-up
<value>

get vap <vap>
def-acltype-
down

set vap <vap>
def-acltype-
down <value>

get vap <vap>
def-acl-up

set vap <vap>
def-acl-up
<value>

get vap <vap>
def-acl-down

set vap <vap>
def-acl-down
<value>

get vap <vap>
def-policy-up

set vap <vap>
def-policy-up
<value>

Mpumepsbl

WOP-2ac# get
vap vapl def-
bwmax-up

def-bwmax-up

WOP-2ac# get
vap vapl def-
bwmax-down
def-bwmax-down

WOP-2ac# get
vap vapl def-
acltype-up
def-acltype-up
none

none
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Knacc

global-radius-
server

rno6asibHble
HaCTPOWKM
RADUIS cepsepa

Mopgknacc

def-
policy-
down

radius-
accounting

radius-ip

radius—ip-
network

radius-key

PyHKUNA

Default Policy
Down

AKTMBauma
RADIUS
Accounting

IP-agpec RADIUS-
cepsepa

IP-ceTb RADIUS-
cepeepa

Knioy
NOAK/TYEHMSA K
RADIUS-cepBepy

Bo3MOXHble
KoMaHAbl

get, set

get, set

get, set

get, set

set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get vap <vap>
def-policy-down

set vap <vap>
def-policy-down
<value>

get global-
radius-server
radius-
accounting

set global-
radius-server
radius-
accounting
<value>

get global-
radius-server
radius-ip

set global-
radius-server
radius-ip
<value>

get global-
radius-server
radius-ip-
network

set global-
radius-server
radius-ip-
network <value>

get global-
radius-server
radius-key

set global-
radius-server
radius-key
<value>

Mpumepsbl

WOP-2ac# set

global-radius-
server radius-
accounting off

WOP-2ac# get
global-radius-
server radius-
accounting

off

WOP-2ac# set
global-radius-
server radius-
ip
"192.168.1.1"
WOP-2ac# get
global-radius-
server radius-
ip

192.168.1.1

WOP-2ac# set
global-radius-
server radius-
ip-network 1ipv4

WOP-2ac# get
global-radius-
server radius-
ip-network
ipv4
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Knacc Mopgknacc
radius-
nas-—-
identifier
descriptio
n

dot11 status

Moppepxka

ctaHgaptos |IEEE

802.11

radio status

HacTpoiikn

paavounHtepdei

COB

descriptio
n

mac

static-mac

PyHKUNA BO3MOXHble
KOMaH/bl

OnumoHasbHbI get, set

naeHTndoukaTop

NAS pna RADIUS

KnneHTta

Onucanune get, set

Craryc get, set

Cratyc get, set

OnwucaHune get

MAC-agpec get

pagnovHTepdelica

(HauanbHbIIA)

Cratnueckuniit MAC- get
appec
paanovHTepdelica
(HavasbHBbIN)

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get global-
radius-server
radius-nas-
identifier

set global-
radius-server
radius—-nas-
identifier
<value>

get global-
radius—-server
description

set global-
radius-server
description
<value>

get dotll
status

set dotll
status <value>

get radio
<radio_interfac
e_name> status

set radio
<radio_interfac
e_name> status
<value>

get radio
<radio_interfac
e_name>
description

get radio
<radio_interfac
e_name> mac

get radio
<radio_dinterfac
e_name> static-
mac

Mpumepsbl

WOP-2ac# set
global-radius-
server
description
"Global radius
server
settings"

WOP-2ac# get
global-radius-
server
description
Global radius
server settings

WOP-2ac# set
dotll status up

WOP-2ac# get
dotll status

up

WOP-2ac# set
radio wlano
status up

WOP-2ac# get
radio wlano
status

up

WOP-2ac# get
radio wlan@
description
IEEE 802.11g

WOP-2ac# get
radio wlanl mac
A8:F9:4B:B0:21:
70

WOP-2ac# get
radio wlan0
static-mac
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Knacc

Mopgknacc

max-bss

channel-
policy

mode

dotllh

dotlld

PyHKUNA

MakcumasibHoe
Konundectso BSS/
MAC-agpecos

MonuTrka BbiGopa
KaHana

Pexxum
6ecnpoBoAHOro
nHTEepdelica

Mopaepxka
craHgapta IEEE
802.11h

Mopaepxka
ctaHpapta IEEE
802.11d

Bo3MOXHble
KoMaHAbl

get

get, set

get, set

get, set

get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get radio
<radio_dinterfac
e_name> max-bss

get radio
<radio_dinterfac
e_name>
channel-policy

set radio
<radio_dinterfac
e_name>
channel-policy
<value>

get radio
<radio_dinterfac
e_name> mode

set radio
<radio_dinterfac
e_name> mode
<value>

get radio
<radio_interfac
e_name> dotllh

set radio
<radio_interfac
e_name> dotllh
<value>

get radio
<radio_dinterfac
e_name> dotlld

set radio
<radio_dinterfac
e_name> dotlld
<value>

Mpumepsbl

WOP-2ac# set
radio wlan0
max-bss 16

WOP-2ac# get
radio wlan@
max-bss

16

WOP-2ac# set
radio wlan@
channel-policy
best

WOP-2ac# get
radio wlan@
channel-policy
best

WOP-2ac# set
radio wlanl
mode "a-n-ac"

WOP-2ac# get
radio wlanl
mode

a-n-ac

WOP-2ac# set
radio wlano
dotllh off

WOP-2ac# get
radio wlano
dotllh

off

WOP-2ac# set
radio wlan0
dotlld off

WOP-2ac# get
radio wlan@
dotlild

off
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Knacc

Mopgknacc

block-time

quiet-
duration

quiet-
period

t~x-
mitigation

static-
channel

PyHKUNA BO3MOXHble
KOMaH/bl
Bpewms, B TeueHun  get, set

KOTOPOro KaHas
6ynet
3a6/10kMpoBaH
nocne
06Hapy>xeHuns
radar om

JnTensHocTb
quiet-nHTepsana B
TU

get, set

Beacon-nHtepsan
Mexay
perynapHbiMu
quiet-
NHTEepBaamm

get, set

CHuxaTb
MOLLHOCTb
nepegauv ons
CTaHUWiA
(Transmit Power
mitigation for
stations)

get, set

KaHan, koTopblit
oynet
MCMosb30BaThbCA
npv cTaTU4eckoi
NONNTUKE KaHa/10B
(channel policy)

get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get radio
<radio_interfac
e_name> block-
time

set radio
<radio_interfac
e_name> block-
time <value>

get radio
<radio_interfac
e_name> quiet-
duration

set radio
<radio_interfac
e_name> quiet-
duration
<value>

get radio
<radio_interfac
e_name> quiet-
period

set radio
<radio_interfac
e_name> quiet-
period <value>

get radio
<radio_interfac
e_name> tx-
mitigation

set radio
<radio_interfac
e_name> tx-
mitigation
<value>

get radio
<radio_interfac
e_name> static-
channel

set radio
<radio_interfac
e_name> static-
channel <value>

Mpumepsbl

WOP-2ac# set
radio wlanl
block-time 31

WOP-2ac# get
radio wlanl
block-time
31

WOP-2ac# set
radio wlan@
quiet-duration
(0]

WOP-2ac# get
radio wlan@
quiet-duration
0]

WOP-2ac# set
radio wlanl
quiet-period 0

WOP-2ac# get
radio wlanl
quiet-period
(0]

WOP-2ac# set
radio wlan0® tx-
mitigation 3

WOP-2ac# get
radio wlan@ tx-
mitigation

3

WOP-2ac# set
radio wlan0
static-channel
1

WOP-2ac# get
radio wlan0
static-channel
1
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Knacc

Mopgknacc

channel

tx—-power-
dbm

tx-power-
dbm-max

tx-power-
output

tpc

atf

ampdu_atf_
us

PyHKUNA

Ncnonb3yembiii
KaHan

MOLLHOCTb
nepegauu

MakcumasibHas
MOLLIHOCTb
nepegayu

MocnegHAan
yCTaHOB/IEHHAs
MOLLHOCTb

(Last est. power
from wl_curpower)

IEEE 802.11Th TPC

Airtime Fairness

ampdu_atf_us

Bo3MOXHble
KoMaHAbl

get

get, set

get

get

get, set

get, set

get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get radio
<radio_dinterfac
e_name> channel

get radio
<radio_dinterfac
e_name> tx-
power—-dbm

set radio
<radio_dinterfac
e_name> tx-
power—-dbm
<value>

get radio
<radio_interfac
e_name> tx-
power-dbm-max

get radio
<radio_interfac
e_name> tx-
power-output

get radio
<radio_interfac
e_name> tpc

set radio
<radio_dinterfac
e_name> tpc
<value>

get radio
<radio_interfac
e_name> atf

set radio
<radio_interfac
e_name> atf
<value>

get radio
<radio_interfac
e_name>
ampdu_atf_us

set radio
<radio_interfac
e_name>
ampdu_atf_us
<value>

Mpumepsbl

WOP-2ac# get
radio wlan®
channel

11

WOP-2ac# set
radio wlan0® tx-
power-dbm 5

WOP-2ac# get
radio wlan@ tx-
power—-dbm

5

WOP-2ac# get
radio wlan@ tx-
power-dbm-max
19

WOP-2ac# get
radio wlan® tx-
power-output
5.00

WOP-2ac# set
radio wlan® tpc
off

WOP-2ac# get
radio wlan® tpc
off

WOP-2ac# set
radio wlanl atf
on

WOP-2ac# get
radio wlanl atf
on

WOP-2ac# set
radio wlanl
ampdu_atf_us
4000

WOP-2ac# get
radio wlanl
ampdu_atf_us
4000
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Knacc Mopgknacc

ampdu_atf_

min_us

tx-chain

antenna

tTX-rx-
status

beacon-
interval

PyHKUNA

ampdu_atf_min_us get, set

KoHdourypauns get, set
aHTEHHbI

Mcnonb3oBaTb get, set
aHTEeHHY

Crartyc npuemaun  get, set
nepegayv Ha
pagunovHTepderice
Beacon-nHtepBan  get, set

Bo3MOXHble
KoMaHAbl

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get radio
<radio_interfac
e_name>
ampdu_atf_min_u
S

set radio
<radio_interfac
e_name>
ampdu_atf_min_u
s <value>

get radio
<radio_dinterfac
e_name> tx-
chain

set radio
<radio_dinterfac
e_name> tx-
chain <value>

get radio
<radio_dinterfac
e_name> antenna

set radio
<radio_dinterfac
e_name> antenna
<value>

get radio
<radio_interfac
e_name> tx-rx-
status

set radio
<radio_interfac
e_name> tx-rx-
status <value>

get radio
<radio_interfac
e_name> beacon-
interval

set radio
<radio_dinterfac
e_name> beacon-
interval
<value>

Mpumepsbl

WOP-2ac# set
radio wlanl
ampdu_atf_min_u
s 1000

WOP-2ac# get
radio wlanl
ampdu_atf_min_u
s

1000

WOP-2ac# set
radio wlanl tx-
chain 7

WOP-2ac# get
radio wlanl tx-
chain

-

WOP-2ac# set
radio wlan0® tx-
rx-status up

WOP-2ac# get
radio wlan0® tx-
rx-status

up

WOP-2ac# set
radio wlan@
beacon-interval
100

WOP-2ac# get
radio wlan@
beacon-interval
100
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Knacc Mopgknacc

rts-
threshold

fragmentat
jon-
threshold

load-
balance-
no-
associatio
n-
utilizatio
n

ap-
detection

PyHKUNA

MWHNUMabHBIN
pasmep nakeTta,
Npn KOTOPOM
oynet
NCNosb30BaH
Request-To-Send

MUWHUMabHBbI
pasmep nakeTa,
npn KOTOPOM
oypet
NCcnonb3oBaHa
hparmeHTaums

Bo3MOXHble
KoMaHAbl

get, set

get, set

Utilization required get, set

to prevent new
associations

BkitoueHune
JeTeKTopa TovekK
Joctyna

get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get radio
<radio_interfac
e_name> rts-
threshold

set radio
<radio_interfac
e_name> rts-
threshold
<value>

get radio
<radio_dinterfac
e_name>
fragmentation-
threshold

set radio
<radio_dinterfac
e_name>
fragmentation-
threshold
<value>

get radio
<radio_dinterfac
e_name> load-
balance-no-
association-
utilization

set radio
<radio_dinterfac
e_name> load-
balance-no-
association-
utilization
<value>

get radio
<radio_interfac
e_name> ap-
detection

set radio
<radio_interfac
e_name> ap-
detection
<value>

Mpumepsbl

WOP-2ac# set
radio wlan®
rts-threshold
2347

WOP-2ac# get
radio wlan@
rts-threshold
2347

WOP-2ac# set
radio wlan@
fragmentation-
threshold 2346

WOP-2ac# get
radio wlan@
fragmentation-
threshold

2346

WOP-2ac# set
radio wlan®
load-balance-
no-association-
utilization 0

WOP-2ac# get
radio wlan@
load-balance-
no-association-
utilization

0

WOP-2ac# set
radio wlan@ ap-
detection on

WOP-2ac# get
radio wlan® ap-
detection

on
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Knacc Mopgknacc

sentry-
mode

dedicated-
spectrum-
mode

channel-
hopping

passive-
scan—-mode

scan-
leave-time

PyHKUNA BO3MOXHble
KoMaHAbl

BkntoueHune get, set

pexuma sentry

BkntoyeHne get, set

pexuma Dedicated

Spectrum

MNepekntoyeHne get, set

KaHa/0B

CkaHvpoBaHue B get, set

OlHOIA Nonoce nnn
B 06eu1x nonocax B
pexume sentry

VHTepBanbl mexagy get, set
CKaHVpOBaHUAMM

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get radio
<radio_interfac
e_name> sentry-
mode

set radio
<radio_interfac
e_name> sentry-
mode <value>

get radio
<radio_dinterfac
e_name>
dedicated-
spectrum-mode

set radio
<radio_dinterfac
e_name>
dedicated-
spectrum-mode
<value>

get radio
<radio_interfac
e_name>
channel-hopping

set radio
<radio_interfac
e_name>
channel-hopping
<value>

get radio
<radio_interfac
e_name>
passive-scan-
mode

set radio
<radio_interfac
e_name>
passive-scan-
mode <value>

get radio
<radio_interfac
e_name> scan-
leave-time

set radio
<radio_dinterfac
e_name> scan-
leave-time
<value>

Mpumepsbl

WOP-2ac# set
radio wlan®
sentry-mode off

WOP-2ac# get
radio wlan@
sentry-mode
off

WOP-2ac# set
radio wlan®
channel-hopping
on

WOP-2ac# get
radio wlano
channel-hopping
on

WOP-2ac# get
radio wlan@
passive-scan-
mode

WOP-2ac# get
radio wlan@
scan-leave-time
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Knacc Mopgknacc

scan-
duration

Timit-
channel-
selection

data-
snooping

n-
bandwidth

n-primary-
channel

PyHKUNA

AnunTenbHoCcTb
CKaH/MpoBaHuA
pagnoyacToT B
KaHane, B MC

OrpaHuyeHune
kaHanos 802.11a

AKTMBMpOBAaTb
snhooping

lMponyckHas
CNOCOBHOCTb
kaHanoB 802.11n
(20/40)

PacnonoxeHue
OCHOBHOIO KaHana
802.11n (lower/

upper)

Bo3MOXHble
KoMaHAbl

get, set

get, set

get, set

get, set

get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get radio
<radio_interfac
e_name> scan-
duration

set radio
<radio_interfac
e_name> scan-
duration
<value>

get radio
<radio_dinterfac
e_name> Llimit-
channel-
selection

set radio
<radio_dinterfac
e_name> limit-
channel-
selection
<value>

get radio
<radio_interfac
e_name> data-
snooping

set radio
<radio_interfac
e_name> data-
snooping
<value>

get radio
<radio_interfac
e_name> n-
bandwidth

set radio
<radio_interfac
e_name> n-
bandwidth
<value>

get radio
<radio_interfac
e_name> n-
primary-channel

set radio
<radio_interfac
e_name> n-
primary-channel
<value>

Mpumepsbl

WOP-2ac# get
radio wlan®
scan-duration

WOP-2ac# get
radio wlan@
limit-channel-
selection

WOP-2ac# set
radio wlan®
data-snooping
off

WOP-2ac# get
radio wlano
data-snooping
off

WOP-2ac# set
radio wlan® n-
bandwidth 20

WOP-2ac# get
radio wlan® n-
bandwidth

20

WOP-2ac# set
radio wlan®@ n-
primary-channel
lower

WOP-2ac# get
radio wlan@ n-
primary-channel
lower
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Knacc Mopgknacc

protection

frequency

wme

wme-noack

wme-apsd

rate-
Timit-
enable

PyHKUNA BO3MOXHble
KOMaH/bl
Pexum 3awmthbl get, set

ons 802.11gwm
802.11n (auto/off)

Vcnonb3lyemasd get
yacTtota B My

Bknounte WME get, set

Bkntounte WME
IINo
;Acknowledgement

get, set

Bknounte WME
APSD

get, set

BkounTtb
orpaHuyeHve
CKOpPOCTU
broadcast/
multicast Tpadmka

get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get radio
<radio_interfac
e_name>
protection

set radio
<radio_interfac
e_name>
protection
<value>

get radio
<radio_dinterfac
e_name>
frequency

get radio
<radio_interfac
e_name> wme

set radio
<radio_dinterfac
e_name> wme
<value>

get radio
<radio_interfac
e_name> wme-
noack

set radio
<radio_interfac
e_name> wme-
noack <value>

get radio
<radio_interfac
e_name> wme-
apsd

set radio
<radio_interfac
e_name> wme-
apsd <value>

get radio
<radio_interfac
e_name> rate-
limit-enable

set radio
<radio_interfac
e_name> rate-
limit-enable
<value>

Mpumepsbl

WOP-2ac# set
radio wlan®
protection auto

WOP-2ac# get
radio wlan@
protection
auto

WOP-2ac# get
radio wlan@
frequency
2462

WOP-2ac# set
radio wlan® wme
on

WOP-2ac# get
radio wlan® wme
on

WOP-2ac# set
radio wlano
wme-noack off

WOP-2ac# get
radio wlano

wme-noack
off

WOP-2ac# set
radio wlano
wme-apsd on

WOP-2ac# get
radio wlan@
wme-apsd

on

WOP-2ac# set
radio wlan@
rate-limit-
enable off

WOP-2ac# get
radio wlano

rate-limit-

enable

off
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Knacc Mopgknacc

rate-limit

rate-
Timit-
burst

stp-block-
enable

wlan-util

fixed-
multicast-
rate

PyHKUNA

OrpaHuyeHue
CKOpPOCTU
broadcast/
multicast-Tpadnka
(nakeToB B

cekyHay)

get, set

3HaueHue burst
ans broadcast/
multicast-Tpadnka
(nakeTbl B

ceKyHay)

get, set

bnoknposartb Bce
STP-nakeTbl Ha
pagnovHTepdelice

get, set

Wcnonb3oBaHue get
6ecnpoBogHOl
LAN

durkcmpoBaHHas
CKOpPOCTb AN
Multicast-Tpadmka
AN NoA0cChbl

get, set

Bo3MOXHble
KoMaHAbl

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get radio
<radio_dinterfac
e_name> rate-
Timit

set radio
<radio_interfac
e_name> rate-
Timit <value>

get radio
<radio_dinterfac
e_name> rate-
Timit-burst

set radio
<radio_dinterfac
e_name> rate-
Timit-burst
<value>

get radio
<radio_interfac
e_name> stp-
block-enable

set radio
<radio_dinterfac
e_name> stp-
block-enable
<value>

get radio
<radio_interfac
e_name> wlan-
util

get radio
<radio_interfac
e_name> fixed-
multicast-rate

set radio
<radio_dinterfac
e_name> fixed-
multicast-rate
<value>

Mpumepsbl

WOP-2ac# set
radio wlan0
rate-limit 50

WOP-2ac# get
radio wlan@
rate-limit
50

WOP-2ac# set
radio wlan@
rate-limit-
burst 75

WOP-2ac# get
radio wlano
rate-limit-
burst

75

WOP-2ac# set
radio wlan®
stp-block-
enable on

WOP-2ac# get
radio wlan@
stp-block-
enable

on

WOP-2ac# get
radio wlano
wlan-util

74

WOP-2ac# set
radio wlano
fixed-
multicast-rate
auto

WOP-2ac# get
radio wlan@
fixed-
multicast-rate
auto
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Knacc Mopgknacc
fixed-tx-
modulation
antenna-
diversity
antenna-
selection

bss status

ba3oBas 30Ha

06CcNyXnBaHuA

(BSS)

PyHKUNA BO3MOXHble
KOMaH/bl

®PurKcupoBaHHas get, set

MoAynAuna s

nonocol

PasHeceHwne get, set

aHTEeHH

Howmep get, set

NCNonb3yemoii

aHTEeHHbI

Crartyc add, get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get radio
<radio_interfac
e_name> fixed-
tx-modulation

set radio
<radio_interfac
e_name> fixed-
tx-modulation
<value>

get radio
<radio_dinterfac
e_name>
antenna-
diversity

set radio
<radio_dinterfac
e_name>
antenna-
diversity
<value>

get radio
<radio_interfac
e_name>
antenna-
selection

set radio
<radio_dinterfac
e_name>
antenna-
selection
<value>

add bss
<bss_id> status
<value>

get bss
<bss_id> status

set bss
<bss_id> status
<value>

Mpumepsbl

WOP-2ac# set
radio wlan®
fixed-tx-
modulation auto

WOP-2ac# get
radio wlan@
fixed-tx-
modulation
auto

WOP-2ac# set
bss
wlan@bssvapl
status up

WOP-2ac# get
bss
wlan@bssvapl
status

up
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Knacc Mopgknacc

descriptio
n

radio

beacon-
interface

mac

PyHKUNA

OnucaHue

PaanounHTepdeic
JaHHoro BSS

WHTepgeiic BSS,
NCNosib3yeMblii
Ans beacon

MAC-agpec

Bo3MOXHble
KoMaHAbl

get, set

add, get, set

add, get, set

add, get

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get bss
<bss_id>
description

set bss
<bss_-id>
description
<value>

add bss
<bss_id> radio
<value>

get bss
<bss_id> radio

set bss
<bss_id> radio
<value>

add bss
<bss_-id>
beacon-
interface
<value>

get bss
<bss_-id>
beacon-
interface

set bss
<bss_-id>
beacon-
interface
<value>

add bss
<bss_id> mac
<value>

get bss
<bss_id> mac

Mpumepsbl

WOP-2ac# set
bss
wlan@bssvapl
description
Virtual Access
Point 1

WOP-2ac# get
bss
wlan@bssvapl
description
Virtual Access
Point 1

WOP-2ac# set
bss
wlan@bssvapl
radio wlano

WOP-2ac# get
bss
wlan@bssvapl
radio

wlan0

WOP-2ac# set
bss
wlan@bssvapl
beacon-
interface
wlanOvapl

WOP-2ac# get
bss
wlan@bssvapl
beacon-
interface
wlanOvapl

WOP-2ac# get
bss
wlan@bssvapl
mac

A8:F9:4B:B0:21:
61
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Knacc Mopgknacc

dtim-
period

max-—
stations

ignore-
broadcast-
ssid

station-
isolation

PyHKUNA

WHTepsan DTIM

MakcumasibHoe
4yMCno CTaHumi

He otnpasnartb
SSID B beacon u
UrHopupoBaTb
Npo6HbIe 3anpockl

V3onauusa ctaHumu

Bo3MOXHble
KoMaHAbl

add, get, set

add, get, set

add, get, set

add, get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

add bss
<bss_id> dtim-
period <value>

get bss
<bss_id> dtim-
period

set bss
<bss_id> dtim-
period <value>

add bss
<bss_id>
stations
<value>

max-—

get bss
<bss_id>
stations

max-—

set bss
<bss_-id>
stations
<value>

max-—

add bss
<bss_-id>
stations
<value>

max-—

get bss
<bss_id>
stations

max-—

set bss
<bss_-id>
stations
<value>

max-—

add bss
<bss_1id>
stations
<value>

max-—

get bss
<bss_id>
stations

max-—

set bss
<bss_id>
stations
<value>

max-—

Mpumepsbl

WOP-2ac# set
bss
wlan@bssvapl
ignore-
broadcast-ssid
off

WOP-2ac# get
bss
wlan@bssvapl
ignore-
broadcast-ssid
off

WOP-2ac# set
bss
wlan@bssvapl
station-
isolation off

WOP-2ac# get
bss
wlan@bssvapl
station-
isolation
off
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Knacc Mopgknacc

tagged-
sta-mode

mac-acl-
mode

mac-acl-
name

mac-acl-

auth-type

PyHKUNA

Bkntounts/
BbIK/IOUNTb
TernpoBaHve
Tpadmka oT/K STA

Cnncok MAC-
aZpecos

Nmsa cnncka MAC-
azipecos

Tun
ayTeHTudmnkaumum
MAC-agpecoB

Bo3MOXHble
KoMaHAbl

add, get, set

add, get, set

add, get, set

add, get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

add bss
<bss_id>
tagged-sta-mode
<value>

get bss
<bss_id>
tagged-sta-mode

set bss
<bss_id>
tagged-sta-mode
<value>

add bss
<bss_id>
acl-mode
<value>

mac-

get bss
<bss_id>
acl-mode

mac-

set bss
<bss_-id>
acl-mode
<value>

mac-

add bss
<bss_-id>
acl-name
<value>

mac-

get bss
<bss_id>
acl-name

mac-

set bss
<bss_-id>
acl-name
<value>

mac-

add bss
<bss_1id> mac-
acl-auth-type
<value>

get bss
<bss_1id> mac-
acl-auth-type

set bss
<bss_id> mac-
acl-auth-type
<value>

Mpumepsbl

WOP-2ac# set
bss
wlan@bssvapl
tagged-sta-mode
off

WOP-2ac# get
bss
wlan@bssvapl
tagged-sta-mode
off

WOP-2ac# set
bss
wlan@bssvapl
mac-acl-mode
deny-list

WOP-2ac# get
bss
wlan@bssvapl
mac-acl-mode
deny-list

WOP-2ac# set
bss
wlan@bssvapl
mac-acl-name
default

WOP-2ac# get
bss
wlan@bssvapl
mac-acl-name
default

WOP-2ac# set
bss

wlan@bssvapl
mac-acl-auth-
type disable

WOP-2ac# get
bss
wlan@bssvapl
mac-acl-auth-
type

disable
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Knacc Mopgknacc

radius-
accounting

radius-ip

radius-ip-
network

radius—key

PyHKUNA

ABTOpM3aLma Ha
RADIUS-cepBepe

IP-agpec RADIUS-
cepsepa

IP-ceTb RADIUS-
cepeepa

Knwou ansa ceasu c
RADIUS-cepsepom

Bo3MOXHble
KoMaHAbl

add, get, set

add, get, set

add, get, set

add, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

add bss
<bss_-id>
radius-
accounting
<value>

get bss
<bss_id>
radius-
accounting

set bss
<bss_-id>
radius-
accounting
<value>

add bss
<bss_id>
radius-ip
<value>

get bss
<bss_-id>
radius-ip

set bss
<bss_-id>
radius-ip
<value>

add bss
<bss_-id>
radius-ip-
network <value>

get bss
<bss_id>
radius-ip-
network

set bss
<bss_-id>
radius-ip-
network <value>

add bss
<bss_id>
radius—key
<value>

get bss
<bss_id>
radius—key

set bss
<bss_1id>
radius—key
<value>

Mpumepsbl

WOP-2ac# set
bss
wlan@bssvapl
radius-
accounting on

WOP-2ac# get
bss
wlan@bssvapl
radius-
accounting
on

WOP-2ac# set
bss
wlan@bssvapl
radius-ip
"192.168.42.220

WOP-2ac# get
bss
wlan@bssvapl
radius-ip
192.168.42.220

WOP-2ac# set
bss
wlan@bssvapl
radius-ip-
network ipv4

WOP-2ac# get
bss
wlan@bssvapl
radius-ip-
network

ipv4
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Knacc Mopgknacc

radius-
port

radius-
accounting
-port

vlian-
tagged-
interface

PyHKUNA BO3MOXHble
KOMaHapl

MopT ans add, get, set

ayTeHTudonkaumm

Ha cepsepe

RADIUS

MopT ans add, get, set

aKKayHTMHra Ha

RADIUS-cepsepe

[Jo6aButb
AVHamuyeckne
VLAN Ha
nHTepdenc

add, get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

add bss
<bss_-id>
radius-port
<value>

get bss
<bss_id>
radius-port

set bss
<bss_-id>
radius-port
<value>

add bss
<bss_id>
radius-
accounting-port
<value>

get bss
<bss_id>
radius-
accounting-port

set bss
<bss_-id>
radius-
accounting-port
<value>

add bss
<bss_id> vlan-
tagged-
interface
<value>

get bss
<bss_id> vlan-
tagged-
interface

set bss
<bss_id> vlan-
tagged-
interface
<value>

Mpumepsbl

WOP-2ac# set
bss
wlan@bssvapl
radius-port
1812port

WOP-2ac# get
bss
wlan@bssvapl
radius-port
1812port

WOP-2ac# set
bss
wlan@bssvapl
radius-
accounting-port
1813

WOP-2ac# get
bss
wlan@bssvapl
radius-
accounting-port
1813

WOP-2ac# set
bss
wlan@bssvapl
vlan-tagged-
interface
brtrunk

WOP-2ac# get
bss
wlan@bssvapl
vlan-tagged-
interface
brtrunk
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Knacc

Mopgknacc

open-
system-
authentica
tion

shared-
key-
authentica
tion

wpa-
cipher-
tkip

PyHKUNA

Pa3pelwteHa nn
ayTeHTudgumkaumns
Open System

Pa3spelueHa nu
ayTeHTudmkaums
Shared key

Vicnonb3oBaHune
TKIP kak meToga

wndpposaHua WPA

Bo3MOXHble
KoMaHAbl

add, get, set

add, get, set

add, get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

add bss
<bss_id> open-
system-
authentication
<value>

get bss
<bss_id> open-
system-
authentication

set bss
<bss_id> open-
system-
authentication
<value>

add bss
<bss_id>
shared-key-
authentication
<value>

get bss
<bss_-id>
shared-key-
authentication

set bss
<bss_1id> open-
system-
authentication
<value>

add bss
<bss_id> wpa-
cipher-tkip
<value>

get bss
<bss_id> wpa-
cipher-tkip

set bss
<bss_id> wpa-
cipher-tkip
<value>

Mpumepsbl

WOP-2ac# set
bss
wlan@bssvapl
open-system-
authentication
on

WOP-2ac# get
bss
wlan@bssvapl
open-system-
authentication
on

WOP-2ac# set
bss
wlan@bssvapl
shared-key-
authentication
off

WOP-2ac# get
bss
wlan@bssvapl
shared-key-
authentication
off

WOP-2ac# set
bss
wlan@bssvapl
wpa-cipher-tkip
on

WOP-2ac# get
bss
wlan@bssvapl
wpa-cipher-tkip
on
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Knacc Mopgknacc

wpa-
cipher-
ccmp

wpa-
allowed

wpaz2-
allowed

rsn-
preauthent
ication

PyHKUNA

Vcnonb3oBaHue
CCMP kak metoga
wndpposaHua WPA

PaspewnTts WPA

Paspewwnts WPA2

Pa3pelnTb
npeasapuTesibHy

ayTeHTudmKauuo

RSN

Bo3MOXHble
KoMaHAbl

add, get, set

add, get, set

add, get, set

add, get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

add bss
<bss_id> wpa-
cipher-ccmp
<value>

get bss
<bss_id> wpa-
cipher-ccmp

set bss
<bss_id> wpa-
cipher-ccmp
<value>

add bss
<bss_id> wpa-
allowed <value>

get bss
<bss_id> wpa-
allowed

set bss
<bss_id> wpa-
allowed <value>

add bss
<bss_id> wpa2-
allowed <value>

get bss
<bss_id> wpa2-
allowed

set bss
<bss_id> wpa2-
allowed <value>

add bss
<bss_1id> rsn-
preauthenticati
on <value>

get bss
<bss_1id> rsn-
preauthenticati
on

set bss
<bss_1id> rsn-
preauthenticati
on <value>

Mpumepsbl

WOP-2ac# set
bss
wlan@bssvapl
wpa-cipher-ccmp
on

WOP-2ac# get
bss
wlan@bssvapl
wpa-cipher-ccmp
on

WOP-2ac# set
bss
wlan@bssvapl
wpa-allowed on

WOP-2ac# get
bss
wlan@bssvapl
wpa-allowed
on

WOP-2ac# set
bss
wlan@bssvapl
wpa2-allowed on

WOP-2ac# get
bss
wlan@bssvapl
wpa2-allowed
on

WOP-2ac# set
bss
wlan@bssvapl
rsn-
preauthenticati
on off

WOP-2ac# get
bss
wlan@bssvapl
rsn-
preauthenticati
on

off
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Knacc Mopgknacc

broadcast-
key-
refresh-
rate

check-
signal-
timeout

wlan-util

fixed-
multicast-
rate

bridge-port

PyHKUNA Bo3MOXHble
KoMaHAbl

KomaHpga add, get, set

ycTaHaBnnsaet

WHTepBal, Yepes

KOTOpbIl

MPOVCXOANT CMEeHa
naponen gocrtyna
y nosnb3oBartenei
(broadcasting key)

Timeout check min add, get, set
signal (sec)

Vicnonb3oBaHue add, get, set
6ecnpoBoAHOIA

LAN

duKcnpoBaHHast add, get, set

CKOPOCTb NOJOCHI
ansa Multicast-
Tpaduka

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

add bss
<bss_id> rsn-
preauthenticati
on <value>

get bss
<bss_id> rsn-
preauthenticati
on

set bss
<bss_id> rsn-
preauthenticati
on <value>

add bss
<bss_id> check-
signal-timeout
<value>

get bss
<bss_id> check-
signal-timeout

set bss
<bss_id> check-
signal-timeout
<value>

add bss
<bss_id> wlan-
util <value>

get bss
<bss_id> wlan-
util

set bss
<bss_id> wlan-
util <value>

add bss
<bss_id> fixed-
multicast-rate
<value>

get bss
<bss_id> fixed-
multicast-rate

set bss
<bss_id> fixed-
multicast-rate
<value>

Mpumepsbl

WOP-2ac# set
bss
wlan@bssvapl
broadcast-key-
refresh-rate 0

WOP-2ac# get
bss
wlan@bssvapl
broadcast-key-
refresh-rate

0]

WOP-2ac# set
bss
wlan@bssvapl
check-signal-
timeout 10

WOP-2ac# get
bss
wlan@bssvapl
check-signal-
timeout

10

BBeauTe komaHay "get bridge-port" n nonyunte Bce AOCTyNHbIE AN NpocMoTpa

XapakTepuUCTUKN UHTepdoeiica MocTa UM UCMOMb3YiiTe KOMaHAbl, NpeacTaBeHHble

MopT mocTa HUXe.
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Knacc

Mopgknacc

interface

path-cost

priority

PyHKUNA

Bo3MOXHble
KoMaHAbl

WHTepcpeiic mocta add, get

CTtonmocTb
nHTEepderica

MpuopuTeT nopta

add, get, set

add, get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

add bridge-port
<all|brtrunk>
interface
<value>

get bridge-port
<all|brtrunk>
interface

add bridge-port
<all|brtrunk>
path-cost
<value>

get bridge-port
<all|brtrunk>
path-cost

set bridge-port
<all|brtrunk>
path-cost
<value>

add bridge-port
<all|brtrunk>
priority
<value>

get bridge-port
<all|brtrunk>
priority

set bridge-port
<all|brtrunk>
priority
<value>

Mpumepsbl

WOP-2ac# get
bridge-port
brtrunk
interface
interface
etho
wlanOwdsO
wlanOwdsl
wlanOwds2
wlanOwds3
wlanOwds4
wlanOwds5
wlanOwds6
wlanOwds7
wlan@
wlanOvapl
wlan@vap2
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Knacc

mac-acl

ONnemeHTbl
Tabnuubl MAC-

aflpecos

tx—-queue

Mepepava
napameTpoB
ouyepepnei

Mopgknacc PyHKUNA BO3MOXHble
KOMaH/bl
stp-state  CocTosHue get
CBA3ylOLLEero
Jepesa
mac PaspelumnTb/ add, get, set
3anpetuts MAC-
anpec

Beeante komaHay "get tx-queue
<interface_namelall>" n nonyunte Bce
[OCTYNHble ANs

NMpocMoTpa XapakTepucTUkM nHTepdeica mocta
NNV UCNONb3YTe KOMaHdbl, NpeACTaBNEHHbIE
HUXE.

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get bridge-port
<all|brtrunk>

stp-state

add mac-acl
<value>

get mac-acl

set mac-acl
<value>

get tx-queue

<interface_name

[all>

Mpumepsbl

WOP-2ac# get
bridge-port
brtrunk stp-
state
stp-state

forwarding

forwarding
forwarding
forwarding
forwarding
forwarding
forwarding

WOP-2ac# get
tx-queue all

name queue aifs

cwmin cwmax
burst

wlan@ data®
7 1.5

wlan@ datal
15 3.0
wlan@ data2
15 63 0
wlan@ data3
15 1023 0
wlanl data®
7 1.5

wlanl datal
15 3.0
wlanl data2
15 63 0
wlanl data3
15 1023 0
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PykoBogacTBo no akcnayatauun WOP-2ac

Knacc Mopgknacc PyHKUNA Bo3moxHble CuHTaKcuc Mpumepsbl
KoMaHAbl
queue Vimsa ouepeam get get tx-queue WOP-2ac# get
<interface_name tx-queue all
|all> queue queue

name queue
wlan® data®
wlan@ datal
wlan@ data2
wlan@ data3
wlanl data®
wlanl datal
wlanl data2
wlanl data3

aifs A[anTuBHbII get, set get tx-queue WOP-2ac# get
MeXKaapoBblIii <interface_name tx-queue wlan0
nHTEpPBaN |all> aifs aifs
aifs

set tx-queue
<interface_name

[all> aifs i
< >
value 3
7
cwmin MunH1masnbHoe get, set get tx-queue WOP-2ac# get
3HaueHune <interface_name tx-queue wlan0
KOHKYpPEeHTHOro [all> cwmin cwmin
OKHa
set tx-queue cwmin
<interface_name
[all> cwmin
<value> 3
7
15
15
cwmax MakcumasibHoe get, set get tx-queue WOP-2ac# get
3HaueHne <interface_name tx-queue wlan0®
KOHKYPEHTHOTO |all> cwmax cwmax
OkHa cwmax
set tx-queue 7
<interface_name
7
[all> cwmax
<value> 15
63
1023
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Knacc

wme—-queue

Mepepava
napamMeTpoB
ouepepaei
cTaHumsam

Mopgknacc PyHKUNA BO3MOXHble
KOMaH/bl
burst MakcumasnbHas get, set

[ANVHa ovepeaun

BBeguTe komaHAay "get wme-queue
<interface_namelall>" n nonyunte Bce
[OCTyNHbIE A/15 NpocMoTpa

XapaKTepuUCTMKN MHTepdielica MocTa Uam
NCMNONb3YNTE KOMaHAbI, NPEACTAB/IEHHbIE HUXE.

queue Vmsa ouepeam get

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get tx-queue
<interface_name
[all> burst

set tx—-queue
<interface_name
[all> burst
<value>

get wme-queue
<interface_name
|all>

get wme-queue
<interface_name
|all> queue

Mpumepsbl

WOP-2ac# get
tx-queue wlan@
burst

burst

WOP-2ac# get
wme-queue all
name queue aifs
cwmin cwmax
txop-Tlimit

wlan® vo 2 3 7
47

wlan® vi 2 7 15
94

wlan® be 3 15
1023 0

wlan® bk 7 15
1023 0

wlanl vo 2 3 7
47

wlanl vi 2 7 15
94

wlanl be 3 15
1023 0

wlanl bk 7 15
1023 0

WOP-2ac# get
wme-queue all
queue

name queue
wlan® vo
wlan@ vi
wlan0 be
wlan0 bk
wlanl vo
wlanl vi
wlanl be
wlanl bk
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Knacc

static-ip-
route

Static IP route
entry

Mopgknacc

aifs

cwmin

cwmax

burst

txop-limit

destinatio
n

PyHKUNA

ADanTUBHbIA
MEXKaipOBbli
NHTepBan

MuHuMasibHOEe
3HaueHune
KOHKYPEHTHOIO
OKHa

MakcumasibHoe
3Ha4YeHne
KOHKYPEHTHOIO
OKHa

MakcumasibHas
OJIMHa ovepeamn

OrpaHunyeHune
BO3MOXHOCTM
nepegauu

Mpedovkc IP-

aapeca
Ha3HauYeHus

PykoBogacTBo no akcnayatauun WOP-2ac

Bo3moxHble CuHTaKcuc

KOMaHbl

get, set

get, set

get, set

get, set

get, set

get

get wme-queue
<interface_name
[all> aifs

get wme-queue
<interface_name
[all> aifs
<value>

get wme-queue
<interface_name
|[all> cwmin

get wme-queue
<interface_name
|[all> cwmin
<value>

get wme-queue
<interface_name
|all> cwmax

get wme-queue
<interface_name
|all> cwmax
<value>

get wme-queue
<interface_name
[all> txop-
Timit

set wme-queue
<interface_name
[all> txop-
Timit <value>

get static-ip-
route
destination

Mpumepsbl

WOP-2ac# get
wme-queue wlan@
aifs

aifs

2

2
3
7

WOP-2ac# get
wme-queue wlan@®
cwmin

cwmin

WOP-2ac# get
wme-queue wlan@
cwmax

cwmax

1023
1023

WOP-2ac# get
wme-queue wlan@
txop-limit
txop-limit

WOP-2ac# get
static-ip-route
destination
0.0.0.0
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Knacc

ip-route

IP route entry

log

HacTpoiika
NormpoBaHus

Mopgknacc

mask

gateway

table

destinatio

mask

gateway

table

depth

persistenc
e

severity

PyHKUNA

Macka nogcetu

IP-agpec
MapLipyTa

Howmep B Tabnuue
MapLipyTm3aumm

Mpedokc IP-

agpeca
Ha3HauYeHus

Macka nogcetu

IP-agpec
MapLupyTa

Homep B Tabnuue
MapLupyTm3aumm

Konunyectso
3anucei, kotopoe
MOXEeT ObITb
BHECEHO B XypHas

CoxpaHaTb
XypHan B
3HeproHesasncumy
10 NaMATb

YCTaHOBUTb
YPOBEHb BaXXHOCTU
COXPaHeHHoM
3anuncu

Bo3MOXHble
KoMaHAbl

get

get

get

get

get

get

get

get, set

get, set

get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get static-ip-
route mask

get static-ip-
route gateway

get static-1ip-
route table

get ip-route
destination

get 1ip-route
mask

get ip-route
gateway

get ip-route
table

get log depth

set log depth
<value>

get log
persistence

set log
persistence
<value>

get log
severity

set log
severity
<value>

Mpumepsbl

WOP-2ac# get
static-ip-route
mask

0.0.0.0

WOP-2ac# get
static-ip-route
gateway
192.168.1.254

WOP-2ac# get
static-ip-route
table

254

WOP-2ac# get
ip-route
destination
0.0.0.0

WOP-2ac# get
ip-route mask

0.0.0.0

WOP-2ac# get
ip-route
gateway
192.168.15.1

WOP-2ac# get
ip-route table
254

WOP-2ac# set
log depth 512

WOP-2ac# get
log depth
512

WOP-2ac# set
log persistence
no

WOP-2ac# get
log persistence
no

WOP-2ac# set
log severity 7

WOP-2ac# get
log severity
-
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Knacc

log-entry

3anncb B
XypHane

Mopgknacc

remove

relay-
enabled

relay-host

relay-port

number

priority

PyHKUNA

Ypanutb BCe
3anuncu B XypHase

AKTMBMpPOBAaTb
nepegavy
CUCTEMHOIO
XypHana (syslog)

XOCT, Ha KOTOpbli
oynet
nepeaasaTbCs
CUCTEMHbIN
XypHan

MopT, Ha KOTOpbIiA
oynet
nepegaBarbCs
CUCTEMHBbIIA
XypHan

Homep 3anuncu

MpropuTeT 3anucu

Bo3MOXHble
KoMaHAbl

set

get, set

get, set

get, set

get

get

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

set log remove

get log relay-
enabled

set log relay-
enabled <value>

get log relay-
host

set log relay-
host <value>

get log relay-
port

set log relay-
port <value>

get log-entry
number

get log-entry
priority

Mpumepsbl

WOP-2ac# set
log relay-
enabled 0

WOP-2ac# get
log relay-
enabled

0]

WOP-2ac# set
log relay-port
514

WOP-2ac# get
log relay-port
514

WOP-2ac# get
log-entry
number
number

WOP-2ac# get
log-entry
priority
priority

err

info

info

err

err

info
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Knacc

association

CBA3aHHble
cTaHuum

Mopgknacc

time

daemon

message

interface

station
authentica
ted

associated

rx—-packets

PyHKUNA

Bpewmsa 3anucu

daemon

Coob6uieHune

NHTepdelic
CTaHLMM CBSi3aH C
(Interface station
is associated with)

MAC-agpec
cTaHuuu

MpoigeHa nu
ayTeHTudmkaums

Associated

MonyueHo ot
cTaHumn (nakeTbl)

Bo3MOXHble
KoMaHAbl

get

get

get

get

get

get

get

get

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get log-entry
time

get log-entry
daemon

get log-entry
message

get association
interface

get association
station

get association
authenticated

get association
associated

get association
rx-packets

Mpumepsbl

WOP-2ac# get
log-entry time
time

Oct 11 2018
00:00:19
Oct 11 2018
00:00:18
Oct 11 2018
00:00:16
Oct 11 2018
00:00:12

WOP-2ac# get
log-entry
daemon
daemon
dnsd[28523]
dman[1239]
dman[1239]
dnsd[28410]
dnsd[18233]

WOP-2ac# get
log-entry
message
Property Value

message
accepting UDP
packets on
0.0.0.0:4553
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Knacc

basic-rate

OCHOBHblE
CKOpOCTU

pagvounHtepdei

CcoB

Mopgknacc

tx-packets

rx-bytes

tx-bytes

tx-rate

rx-rate

listen-

interval

last-rssi

tx-drop-
bytes

rx-drop-
bytes

tx-drop-
packets

rx-drop-
packets

rate

PyHKUNA

MepepaHo
cTaHumn (nakeTbl)

MonyyeHo ot
cTaHumu (6aiiT)

MNepegaHo
cTaHumn (6aiiT)

CkopocTtb
nepegauv

CKopocTb npruema

Listen-uHtepsan

Mony4YeHHbIN B
nocnegHem kagpe
RSSI

Konnyectso
OTOPOLUEHHbIX
6aliT npu
nepegayv ctaHuun

KonnyecTso
OTOPOLLUEHHbIX
6aliT npu npueme
OT CTaHLuMK

Konnyectso
OTOPOLUEHHbIX
nakeToB Npu
nepegayv ctaHuun

Konnuyectso
OTOPOLLUEHHbIX
nakeToB Npu
npueme ot
cTaHuun

CkopocTb 0.5
MBps

Bo3MOXHble

KOMaHbl

get

get

get

get

get

get

get

get

get

get

get

add, get,
remove

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get association
tx-packets

get association
rx-bytes

get association
tx-bytes

get association
tx-rate

get association
rx-rate

get association
listen-interval

get association
last-rssi

get association
tx-drop-bytes

get association
rx-drop-bytes

get association
tx-drop-packets

get association
rx-drop-packets

add basic-rate
<interface_-id|
all> rate
<value>

get basic-rate
<interface_-id|
all> rate

remove basic-
rate
<interface_1id|
all> rate
<value>

Mpumepsbl

WOP-2ac# get
basic-rate all
rate

name rate
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Knacc

supported-rate

Moanepxusaemsbl
e CKopocTu

pagnonHTepdei
coB

detected-ap

O6HapyxeHue
TOYeK gocTyna

Mopgknacc

rate

mac

radio

beacon-
interval

capability

type

privacy

ssid

wpa

phy-type

band

PyHKUNA

CkopocTtb 0.5
MBps

MAC-agpec

Vicnonb3yemsiii
pagmonHTepdenc

Beacon-nHtepsan
B KWO-
MUKPOCEKYHOaX
(kus) (1.024 mc)

Bo3moxxHocTn |IEEE
802.11

Tun (AP, Ad hoc, or
Other)

WEP or WPA
enabled

Nma cetu

be3onacHocCTb
nocpencrtsom WPA

OnpegenexHve PHY
pexvma

Nonoca yacTtoTt

Bo3MOXHble
KoMaHAbl

add, get,
remove

get

get

get

get

get

get

get

get

get

get

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

add supported-
rate
<interface_id|
all> rate
<value>

get supported-
rate
<interface_id|
all> rate

remove
supported-rate
<interface_id|
all> rate
<value>

get detected-ap
mac

get detected-ap
radio

get detected-ap
beacon-interval

get detected-ap
capability

get detected-ap
type

get detected-ap
privacy

get detected-ap
ssid

get detected-ap
wpa

get detected-ap
phy-type

get detected-ap
band

Mpumepsbl

WOP-2ac# get
supported-rate
wlan@ rate
rate

54

48

36

24

228



Knacc

portal

HacTpoiikn
Captive portal

Mopgknacc

channel

rate

signal

erp

beacons

last-
beacon

supported-
rates

security

hi-rate

noise

nmode

wired

wds

rssi

status

PyHKUNA

Kanan

CkopocTtb

MoLLUHOCTb
curHana

ERP

KonnyectBo
NOSyYEHHbIX
beacon

Bpemsa npuema
nocneaHero
beacon

Cnucok
noAfepXXvuBaemMbix
cKkopocTel

BesonacHocTb

MakcnmasibHO
BO3MOXHasi
nognepxveaemas
CKOpOCTb

YpoBeHb Lyma

Mopaepxka
802.11n

Touka goctyna
noaKNtoYeHa K
NPOBOAHOM CETU

Touka goctyna —
yacTb wds-cetn

RSSI Toukn
poctyna

AAMUHUCTPATVBHbI
 cTatyc

Bo3MOXHble
KoMaHAbl

get

get

get

get

get

get

get

get

get

get

get

get

get

get

get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get detected-ap
channel

get detected-ap
rate

get detected-ap
signal

get detected-ap
erp

get detected-ap
beacons

get detected-ap
last-beacon

get detected-ap
supported-rates

get detected-ap
security

get detected-ap
hi-rate
get detected-ap

noise

get detected-ap
nmode

get detected-ap
wired

get detected-ap
wds

get detected-ap
rssi

get portal
status

Mpumepsbl
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Knacc

snmpvl

Joctyn no
SNMPv1 1
SNMPv2

NPOTOKONY

snmp-view

SNMP MIB view

Mopgknacc

welcome-
screen

welcome-
screen-
text

status

type

PyHKUNA

OT1obpaxaetca nn
3KpaH ans rocTemn

TeKCT, KOTOpbIi
oynet
oTOOpaXaTbCA B
OKHE NPUBETCTBUS

AAMWHUCTPATUBHbI
i cTaTyc

Tun nogaepesa
OID (included nnm
excluded)

Mopnepeso OID
(cTpoka)

Bo3MOXHble

KOMaHbl

get, set

get, set

get, set

add, get, set

add, get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get portal
welcome-screen

set portal
welcome-screen
<value>

get portal
welcome-screen-
text

set portal
welcome-screen-
text <value>

get snmpvl
status

set snmpvl
status <value>

add snmp-view
<view-all|view-
none|all> type
<value>

get snmp-view
<view-all|view-
none|all> type

set snmp-view
<view-all|view-
none|all> type
<value>

add snmp-view
<view-all|view-
none|all> oid
<value>

get snmp-view
<view-all|view-
none|all> oid

set snmp-view
<view-all|view-
none|all> oid
<value>

Mpumepsbl

WOP-2ac# get
snmp-view all
type

name type

view-all
included
view-none
excluded

WOP-2ac# get
snmp-view all
oid

name type
view-all
included
view-none
excluded
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Knacc

snmp-group

Mpynna
nosnb3osarenei
SNMP

Mopgknacc

mask

secur-
level

PyHKUNA

Macka OID -
CMNCOK OKTETOB B
hex-chopmarte,
pasfeneHHbIX
3HaKom "'
OcTaBbTe nycTyio
CTPOKY, ecnu
Macka He HyXxHa.

YpoBeHb
©e3onacHocTu
(noAuthNoPriv,
authNoPriv nnm
authPriv)

write-view SNMP umsa gna

read-view

AocCTyna K 3arnncum

SNMP ums ans

[0CTyna K YTEHUIO

(view name for
read access)

Bo3MOXHble

KOMaHbl

add, get, set

add, get, set

add, get, set

add, get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

add snmp-view
<view-all|view-
none|all> mask
<value>

get snmp-view
<view-all|view-
none|all> mask

set snmp-view
<view-all|view-
none|all> mask
<value>

add snmp-group
<RO|RW|all>
secur-Tlevel
<value>

get snmp-group
<RO|RW|all>
secur-level

set snmp-group
<RO|RW|all>
secur-level
<value>

add snmp-group
<RO|RW|all>
write-view
<value>

get snmp-group
<RO|RW|all>
write-view

set snmp-group
<RO|RW|all>
write-view
<value>

add snmp-group
<RO|RW|all>
read-view
<value>

get snmp-group
<RO|RW|all>
read-view

set snmp-group
<RO|RW|all>
read-view
<value>

Mpumepsbl

WOP-2ac# get
snmp-view all
mask

name mask
view-all
view-none

WOP-2ac# set
snmp-group RO
secur-level
authPriv

WOP-2ac# get
snmp-group RO
secur-Tlevel
authPriv

WOP-2ac# set
snmp-group RO
write-view
view-none

WOP-2ac# get
snmp-group RO
write-view
view-none

WOP-2ac# set
snmp-group RO
read-view view-
all

WOP-2ac# get
snmp-group RO
read-view
view-all
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Knacc Mopgknacc
snmp-user group
SNMPv3
nosb3oBaTenu
auth-type
auth-pass
priv-type
priv-pass

PyHKUNA BO3MOXHble
KOMaH/bl
Nms SNMP-rpynnel - add, get, set

lMpoTokon
ayTeHTudmnKaumum
(‘'md5' unm 'none’)

add, get, set

Maponb g4
ayTeHTUdmnKauum

add, get, set

YCTaHOBUTbL TUN
LWdpOBaHNS
(des' -
ncnosb3oBaTb TUN
wmndpposaHus DES,
'none' — He
ncnonb3oBaTb
LWnchpoBaHue)

add, get, set

Knroy
lndppoBaHus

add, get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc Mpumepsbl

add snmp-user
group <value>

get snmp-user
group

set snmp-user
group <value>

add snmp-user
auth-type
<value>

get snmp-user
auth-type

set snmp-user
auth-type
<value>

add snmp-user
auth-pass
<value>

get snmp-user
auth-pass

set snmp-user
auth-pass
<value>

add snmp-user
priv-type
<value>

get snmp-user
priv-type

set snmp-user
priv-type
<value>

add snmp-user
priv-pass
<value>

get snmp-user
priv-pass

set snmp-user
priv-pass
<value>
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Knacc

snmp-target
SNMPv3-TapreThl

ONa nonyyeHus
SNMP traps

serial

MocnepoBaTesibH
blid
pocTtyn K CLI

telnet

joctyn K CLI
no NpoTOoKONy
Telnet

Mopgknacc

host

port

user—name

status

baud-rate

status

PyHKUNA B0o3MOXHble
KOMaHAbl

IP-agpec, Ha add, get, set

KOTOpbI ByayT

OTnpaB/iEHbI

Tpansl

Homep nopta, Ha
KOTOpbI ByayT
OTnpaBATLCA
SNMP-Tpansbl

add, get, set

Nmsa
nosib3oBaresns
SNMPv3

add, get, set

Cratyc get, set

CkopocTb
nepefayn AaHHbIX
(Serial baudrate)

get, set

Cratyc get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

add snmp-target
host <value>

get snmp-target
host

set snmp-target
host <value>

add snmp-target
port <value>

get snmp-target
port

set snmp-target
port <value>

add snmp-target
user-name
<value>

get snmp-target
user-name

set snmp-target
user—-name
<value>

get serial
status

set serial
status <value>

get serial
baud-rate

set serial
baud-rate
<value>

get telnet
status

set telnet
status <value>

Mpumepsbl

WOP-2ac# set
serial status

up
WOP-2ac# get
serial status
up

WOP-2ac# set
serial baud-
rate 115200

WOP-2ac# get
serial baud-
rate

115200

WOP-2ac# set
telnet status

up

WOP-2ac# get
telnet status

up
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Knacc

ftp-server

FTP-cepBep

firmware-
upgrade

Oo6HoBneHue MO
TOYKM AocTyna
no http

untagged-vlan

HacTpoiika
HeTernpoBaHHbLIX
VLAN

Mopgknacc

status

upgrade-
url

progress

validate

start

vlan-id

status

PyHKUNA

Cratyc

http://<server
IP>[:<server port>]/
filename

OTobpaxeHne
cTaTyca npouecca
o6HoBneHus MO

YctaHoBuTE 'yes'
ans
noATBEPXAEHMS
oaiina

YctaHoBuTe 'yes'
ANns Havana
o6HoBNeHuA Mo

VLAN ID gns
NCNob30BaHNSA
HeTernpoBaHHbIX
VLAN

Crartyc

Bo3MOXHble
KoMaHAbl

get, set

get, set

get

set

set

get, set

get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get ftp-server
status

set ftp-server
status <value>

get firmware-
upgrade
upgrade-url

set firmware-
upgrade
upgrade-url
<value>

get firmware-
upgrade
progress

set firmware-
upgrade
validate

set firmware-
upgrade start

get untagged-
vlan vlan-id

set untagged-
vlan vlan-id
<value>

get untagged-
vlan status

set untagged-
vlan status
<value>

Mpumepsbl

WOP-2ac# set
ftp-server
status down

WOP-2ac# get
ftp-server
status

down

WOP-2ac# get
firmware-
upgrade
upgrade-url

WOP-2ac# get
firmware-
upgrade
progress

WOP-2ac# set
untagged-vlan
vlan-id 1

WOP-2ac# get
untagged-vlan
vlan-id

1

WOP-2ac# set
untagged-vlan
status up

WOP-2ac# get
untagged-vlan
status

up
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Knacc

managed-ap

YnpaBndemas
TOYKa gocTyna

Mopgknacc

mode

ap-state

switch-
address-1

switch-
address-2

switch-
address-3

switch-
address-4

pass-
phrase

PyHKUNA

Pexunm

Crartyc To4ku
poctyna

IP-anpec
KommyTtaropa 1

IP-agpec
KommyTaropa 2

IP-agpec
KommyTtaropa 3

IP-agpec
KommyTartopa 4

Maponb
KomMMyTaTopa

Bo3MOXHble
KoMaHAbl

get, set

get

get, set

get, set

get, set

get, set

set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get managed-ap
mode

set managed-ap
mode <value>

get managed-ap
ap-state

get managed-ap
switch-
address-1

set managed-ap
switch-
address-1
<value>

get managed-ap
switch-
address-2

set managed-ap
switch-
address-2
<value>

get managed-ap
switch-
address-3

set managed-ap
switch-
address-3
<value>

get managed-ap
switch-
address-4

set managed-ap
switch-
address-4
<value>

set managed-ap
pass-phrase
<value>

Mpumepsbl

WOP-2ac# set
managed-ap mode
down

WOP-2ac# get
managed-ap mode
down

WOP-2ac# set
managed-ap ap-
state down

WOP-2ac# get
managed-ap ap-
state

down

WOP-2ac# get
managed-ap
switch-
address-1
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Knacc

Mopgknacc

dhcp-
switch-
address-1

dhcp-
switch-
address-2

dhcp-
switch-
address-3

dhcp-
switch-
address-4

managed-
mode-
watchdog

dhcp-ip-
base-port

Bo3MOXHble
KoMaHAbl

PyHKUNA

IP-agpec get
KOMMyTaTopa
DHCP 1

IP-agpec get
KomMMyTaTopa
DHCP 2

IP-anpec get
KoMmyTaTtopa
DHCP 3

IP-agpec get
KoMmyTaropa
DHCP 4

Bpewms, uepes
KoTopoe
CTOPOXXEBOWA
Tarimep
(watchdog)
nepesarpysuT
cucTemy npm
HeobxoaumocTy (B
MUHYyTax)

(0-1440)

get, set

DHCP Base IP
nopt

get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get managed-ap
dhcp-switch-
address-1

get managed-ap
dhcp-switch-
address-2

get managed-ap
dhcp-switch-
address-3

get managed-ap
dhcp-switch-
address-4

get managed-ap
managed-mode-
watchdog

set managed-ap
managed-mode-
watchdog
<value>

get managed-ap
dhcp-ip-base-
port

set managed-ap
dhcp-ip-base-
port <value>

Mpumepsbl

WOP-2ac# get
managed-ap
dhcp-switch-
address-1
104.116.116.112

58.47.47.49.57.
50.46.49.54.56.
46.49.54.46.49.
54.48.58.57.53.
57.53

WOP-2ac# get
managed-ap
dhcp-switch-
address-2

2

WOP-2ac# get
managed-ap
dhcp-switch-
address-3

WOP-2ac# get
managed-ap
dhcp-switch-
address-4

WOP-2ac# set
managed-ap
managed-mode-
watchdog 0

WOP-2ac# get
managed-ap
managed-mode-
watchdog

0]

WOP-2ac# get
managed-ap
dhcp-ip-base-
port
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Knacc

Mopgknacc

cfg—ip-
base-port

ip-base-
port

ip-tnl-
udp-port

ip-udp-
port

ip-ssl-
port

ip-capwap-
src-port

PyHKUNA

HacTtpoutb Base IP  get, set
nopt (1-65000)

Base IP nopt get, set
Tunnel UDP IP get, set
nopt

UDP IP noprt get, set

Secure SSL IP nopt get, set

CAPWAP Src IP
nopt

get, set

Bo3MOXHble
KoMaHAbl

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get managed-ap
cfg-ip-base-
port

set managed-ap
cfg-ip-base-
port <value>

get managed-ap
ip-base-port

set managed-ap
ip-base-port
<value>

get managed-ap
ip-tnl-udp-port

set managed-ap
ip-tnl-udp-port
<value>

get managed-ap
ip-udp-port

set managed-ap
ip-udp-port
<value>

get managed-ap
ip-ssl-port

set managed-ap
ip-ssl-port
<value>

get managed-ap
ip-capwap-src-
port

set managed-ap
ip-capwap-src-
port <value>

Mpumepsbl

WOP-2ac# set
managed-ap cfg-
ip-base-port
57775

WOP-2ac# get
managed-ap cfg-
ip-base-port
57775

WOP-2ac# set
managed-ap ip-
base-port 25459

WOP-2ac# get
managed-ap ip-
base-port
25459

WOP-2ac# set
managed-ap ip-
tnl-udp-port
25459

WOP-2ac# get
managed-ap ip-
tnl-udp-port
25459

WOP-2ac# set
managed-ap ip-
udp-port 25460

WOP-2ac# get
managed-ap ip-
udp-port

25460

WOP-2ac# set
managed-ap ip-
ssl-port 25461

WOP-2ac# get
managed-ap ip-
ssl-port

25461

WOP-2ac# set
managed-ap ip-
capwap-src-port
25462

WOP-2ac# get
managed-ap ip-
capwap-src-port
25462
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Knacc

dotlx-
supplicant

802.1X
CynnankaHT

mgmt-acl

Cnncok agpecos,
pa3peLLeHHbIX
4nAa ynpaeneHuns

Mopgknacc

ip-capwap-
dst-port

status

user

password

mode

mgmt-
address-1

mgmt-
address-2

PyHKUNA

CAPWAP Dst IP

nopt

Cratyc

802.1X
nonb3oBaTesib-
CYNM/IMKaHT

802.1X naposb
nonb3osarens

Pexunm

IP-agpec
ynpasneHus 1

IP-agpec
ynpasneHns 2

Bo3MOXHble
KoMaHAbl

get, set

get, set

get, set

set

get, set

get, set

get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get managed-ap
ip-capwap-dst-
port

set managed-ap
ip-capwap-dst-
port <value>

get dotlx-
supplicant
status

set dotlx-
supplicant
status <value>

get dotlx-
supplicant user

set dotlx-
supplicant user
<value>

set dotlx-
supplicant
password
<value>

get mgmt-acl
mode

set mgmt-acl
mode <value>

get mgmt-acl
mgmt-address-1

set mgmt-acl
mgmt-address-1
<value>

get mgmt-acl
mgmt-address-2

set mgmt-acl
mgmt-address-2
<value>

Mpumepsbl

WOP-2ac# set
managed-ap ip-
capwap-dst-port
25463

WOP-2ac# get
managed-ap ip-
capwap-dst-port
25463

WOP-2ac# set
dotlx-
supplicant
status down

WOP-2ac# get
dotlx-
supplicant
status

down

WOP-2ac# get
dotlx-
supplicant user

WOP-2ac# set
mgmt-acl mode
down

WOP-2ac# get
mgmt-acl mode
down

WOP-2ac# get
mgmt-acl mgmt-
address-1

WOP-2ac# get
mgmt-acl mgmt-
address-2

238



Knacc

Mopgknacc

mgmt-—
address-3

mgmt-
address-4

mgmt—
address-5

PyHKUNA

IP-agpec
ynpasneHna 3

IP-agpec
ynpasneHus 4

IP-anpec
ynpassieHnsa 5

Bo3MOXHble
KoMaHAbl

get, set

get, set

get, set
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CuHTakcuc

get mgmt-acl
mgmt-address-3

set mgmt-acl
mgmt-address-3
<value>

get mgmt-acl
mgmt-address-4

set mgmt-acl
mgmt-address-4
<value>

get mgmt-acl
mgmt-address-5

set mgmt-acl
mgmt-address-5
<value>

Mpumepsbl

WOP-2ac# get
mgmt-acl mgmt-
address-3

WOP-2ac# get
mgmt-acl mgmt-
address-4

WOP-2ac# get
mgmt-acl mgmt-
address-5
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Knacc

cluster

HacTpoiiku
knacTtepa

Mopgknacc

clustered

PyHKUNA

AKT1BMpPOBaTL/
OTKAUNTL Pexum
Knacrtepa ans
JaHHoro y3na

Bo3MOXHble
KoMaHAbl

get, set

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get cluster
clustered

set cluster
clustered
<value>

Mpumepsbl

WOP-2ac# get
cluster
clustered

softwlc

WOP-2ac# set
cluster
clustered 0
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Knacc Mopgknacc

location

cluster-
name

ipversion

member-
count

clustering
-allowed

compat

operationa
1-mode

PyHKUNA

PacnonoxeHue
Knacrepa

msa knacTepa ans
NPUCOEANHEHMS K
HeMy

BbibepuTte BepCuto
IP npotokona: IPv4
nnu IPv6

Uncno ycTpoiicT
B Knacrepe

Pa3spelueH nn
pexum Knacrtepa
ONA faHHOro y3na

Mogenb
YCTPOWCTBA,
BXOASILLErO B
Knacrtep

Pexnm paboTbl

Bo3MOXHble
KoMaHAbl

get, set

get, set

add, get, set

get

get

get

get
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get cluster
location

set cluster
location
<value>

get cluster
cluster-name

set cluster
cluster-name
<value>

add cluster
ipversion
<value>

get cluster
ipversion
set cluster
ipversion
<value>

get cluster
member-count

get cluster
clustering-
allowed

get cluster
compat

get cluster
operational-
mode

Mpumepsbl

WOP-2ac# set
cluster
location Moscow

WOP-2ac# get
cluster
location

Moscow

WOP-2ac# set
cluster
cluster-name
root

WOP-2ac# get
cluster
cluster-name

root

WOP-2ac# set
cluster
ipversion ipv4

WOP-2ac# get
cluster
ipversion

ipv4
WOP-2ac# get

cluster member-
count

2

WOP-2ac# get
cluster
clustering-
allowed

true

WOP-2ac# get
cluster compat

WOP-2ac

WOP-2ac# get
cluster
operational-
mode

1
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Knacc Mopgknacc

cluster-
ipaddr

priority

reauth-
timeout

secure-
mode

pass-set

secure-
mode-
status

PyHKUNA

IP-agpec get, set
YCTPOIiCTBa,
ynpas/iAoLLEero

Knactepom

Mpuoputet get, set

VHTepBan
BPEMEHM A0
NMOBTOPHOW
ayTeHTudmkaumm

get, set

Pexunm
©e3onacHoro
00beANHEHNS

get, set

3HayeHune get
napametpa 1, ecnu
naponb
CKOHGMrypmpoBaH

CocTosHne get
paboTbl

6e3onacHoro

pexvma

Bo3MOXHble
KoMaHAbl

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get cluster
cluster-ipaddr

set cluster
cluster-ipaddr
<value>

get cluster
priority

set cluster
priority
<value>

get cluster
reauth-timeout

set cluster
reauth-timeout
<value>

get cluster
secure-mode
set cluster
secure-mode
<value>

get cluster
pass-set

get cluster
secure-mode-
status

Mpumepsbl

WOP-2ac# set
cluster
cluster-ipaddr
192.168.1.1

WOP-2ac# get
cluster
cluster-ipaddr

192.168.1.1

WOP-2ac# set
cluster
priority 1
WOP-2ac# get
cluster
priority

1

WOP-2ac# set
cluster reauth-
timeout 300

WOP-2ac# get
cluster reauth-
timeout

300

WOP-2ac# set
cluster secure-
mode 1

WOP-2ac# get
cluster secure-
mode

1

WOP-2ac# get
cluster pass-
set

WOP-2ac# get
cluster secure-
mode-status

Disabled
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Knacc Mopgknacc PyHKUNA Bo3smoxHble CHHTakcuc Mpumepsbl
KOMaHabl
cluster-member mac MAC-agpec get get cluster- WOP-2ac# get
CTPOWUCTBA, -
CocTosHme gxop member mac cluster-member
< aALero B mac
YCTPOWUCTB Knacrep
KnacTepa EO:D9:E3:50:06:
co
A8:F9:4B:B5:FB:
AO
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Knacc

Mopgknacc

ip

compat

location

uptime

is-

dominant

priority

firmware-
version

PyHKUNA

IP-agpec
YCTPOIiCTBa,
BXOASALLErO B
knacTep

Mogenb
YCTPOWCTBA,
BXOASALLEro B
Kknactep

PacnosnoxeHune
yCTpoiicTBa

Bpemsa ¢ momeHTa
BK/1II0YEHMSA
yCTpoicTBa

JomMunHupyoulee

YCTPOIACTBO

MpunoputeT

Bepcua Mo

Bo3MOXHble
KoMaHAbl

get

get

get

get

get

get

get

PykoBogacTBo no akcnayatauun WOP-2ac

CuHTakcuc

get cluster-
member ip

get cluster-
member compat

get cluster-
member location

get cluster-
member uptime

get cluster-
member -is-
dominant

get cluster-
member priority

get cluster-
member
firmware-
version

Mpumepsbl

WOP-2ac# get
cluster-member

ip
100.110.0.200
100.110.0.249

WOP-2ac# get
cluster-member
compat

WOP-2ac
WOP-2ac

WOP-2ac# get
cluster-member
location

Moscow

Moscow

WOP-2ac# get
cluster-member
uptime

2923
1260

WOP-2ac# get
cluster-member
is-dominant

true

false

WOP-2ac# get
cluster-member
priority

0
0

WOP-2ac# get
cluster-member
firmware-
version

1.21.0.244

1.20.0.163
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Knacc

cluster-fw-
member

CTartyc 3arpysku

MO Ha
YCTPOWCTBO B
knactepe

cluster-
firmware-
upgrade

HacTpoiikn
knacTepa

Mopgknacc

cluster-
controller

mac

fw-—
download-
status

upgrade

upgrade-
url

PyHKUNA

KoHTponnep
knacrepa

IP-agpec
YCTPOWCTBA,
BXOASLLETO B
Knactep

MAC-agpec
YCTPOWCTBA,
BXOASALLETO B
Knactep

CocrtosiHne
3arpysku Mo

(Start/stop)
Hauartb/
OCTaHOBUTb
npoLecc 3arpysku

3anonHnTb url B
chopmare tftp://
<ip>/

<image_name>

Bo3MOXHble
KoMaHAbl

get

get

get

get

get, set

get, set
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CuHTakcuc

get cluster-
member cluster-
controller

get cluster-fw-
member -ip

get cluster-fw-
member mac

get cluster-fw-
member fw-
download-status

get cluster-
firmware-
upgrade upgrade

set cluster-
firmware-
upgrade upgrade
<value>

get cluster-
firmware-
upgrade
upgrade-url

set cluster-
firmware-
upgrade
upgrade-url
<value>

Mpumepsbl

WOP-2ac# get
cluster-member
cluster-
controller

no

yes

WOP-2ac# set
cluster-
firmware-
upgrade upgrade
Start

WOP-2ac# get
cluster-
firmware-
upgrade upgrade

WOP-2ac# set
cluster-
firmware-
upgrade
upgrade-url
tftp://
192.168.1.2/
Wop-2ac_1.21.24
4.tar.gz

WOP-2ac# get
cluster-
firmware-
upgrade
upgrade-url

tftp://
192.168.1.2/
Wop-2ac_1.21.0.
244 .tar.gz
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tftp://192.168.1.2/Wep-2ac_1.16.0.163.tar.gz

Knacc Mopgknacc

upgrade-
method

upgrade-
status

upgrade-
members

PyHKUNA BO3MOXHble
KOMaH/bl

all/selective/< (get, set

>, MeTof

o6HOBNEHUSA

TekyLnin ctatyc
06HOB/IEHUIA

get

Cnucok IP-
agpecos
YCTPOWCTB B
KnacTepe,
pasneneHHbIX
3ansaTon

get, set
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CuHTakcuc

get cluster-
firmware-
upgrade
upgrade-method

set cluster-
firmware-
upgrade
upgrade-method
<value>

get cluster-
firmware-
upgrade
upgrade-status

get cluster-
firmware-
upgrade
upgrade-members

set cluster-
firmware-
upgrade
upgrade-members
<value>

Mpumepsbl

WOP-2ac# set
cluster-
firmware-
upgrade
upgrade-method
all

WOP-2ac# get
cluster-
firmware-
upgrade
upgrade-method

all

WOP-2ac# get
cluster-
firmware-
upgrade
upgrade-status

Not Initialized

WOP-2ac# set
cluster-
firmware-
upgrade
upgrade-members
192.168.1.1,192
.168.1.3

WOP-2ac# get
cluster-
firmware-
upgrade
upgrade-members

192.168.1.1,192
.168.1.3
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7 CnncoK naMmeHeHun

Bepcusa gokymeHTa Jata Bbinycka
Bepcus 1.17 09.09.2022
Bepcusa 1.16 03.06.2022
Bepcuna 1.15 22.04.2022
Bepcus 1.14 03.12.2021
Bepcusa 1.13 30.09.2021
Bepcus 1.12 07.12.2020
Bepcusa 1.11 09.04.2020
Bepcna 1.10 24.02.2020
Bepcus 1.9 01.10.2019
Bepcua 1.8 05.06.2019
Bepcusa 1.7 12.02.2019
Bepcus 1.6 30.11.2018
Bepcua 1.5 10.08.2018
Bepcua 1.4 08.05.2018
Bepcusa 1.3 27.12.2017
Bepcus 1.2 30.10.2017

Bepcusa 1.1

02.02.2017

PykoBogacTBo no akcnayatauun WOP-2ac

CopepxaHue nsMeHeHwuii

CuHxpoHu3auus ¢ Bepcuein MO 1.22.4
JobasneHo:

+ 5.5.6.3 Hactpoiika WGB-ARP-Timeout
KoppekTupoBka:

* 4.12 MeHto «Workgroup Bridge»

CuHxpoHuzauus ¢ Bepcueii MO 1.22.2

CuHxpoHm3aums ¢ Bepcuein MO 1.22.1
KoppekTuposka:

+ 4.5.5 NogmeHto «Radio»
+ 5.5.2.1 JonoNHUTESbHbIE
HacCTpOlikn 6ecnpoBOAHbIX MHTepdencos
+ 5.5.8 Hactpoiika cepsuca APB
CuHxpoHM3aums ¢ Bepcueii 1.21.1

CuHxpoHu3auus ¢ Bepcuein 1.21.0

CuHxpoHu3auus ¢ Bepcuein 1.20.0
[lo6asneHbl pasgens:

+ lNoaknoyeHne ceTeBoro Kabens

CuvHxpoHu3auus ¢ Bepcuein 1.19.3
CuHxpoHm3aums ¢ Bepcueii 1.19.0
CuHxpoHu3auus ¢ sepcuein 1.18.1
CuHxpoHuzauus ¢ Bepcuein 1.17.0
CuHxpoHu3auus ¢ Bepcuein 1.16.0
CuHxpoHm3aums ¢ Bepcueii 1.15.0
CuHxpoHu3auus ¢ Bepcuein 1.14.0

CuHxpoHuzauus ¢ Bepcueii MO 1.12.2
KoppekTnpoBska:

- XapakTepucTuka ycTpoiicTea

CuHxpoHu3auus ¢ sepcuein 1.11.4
CuHXpoHM3aums ¢ Bepcuein 1.11.2

CuHxpoHu3auus ¢ Bepcuein 1.9.0
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Bepcusa pokymeHTa [ara Bbinycka CogepxaHue nusmeHeHuii
Bepcus 1.0 11.01.2017 MepBas nyb6nukaums.

Bepcus nporpammHoro obecneyexus 1.22.4
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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