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PykoBozacTBO no akcnyartauuu WB-2P-LR5

1 BBepneHune

AHHoTaLus

CoBpeMEeHHble TEHEHLMN Pa3BUTKS CBSI3N AMKTYIOT orniepatopam Heo6xoAMMOCTb NOUCKa ONTUMaslbHbIX
peLLeHuid, N03BONSIOLLMX YA0BMNETBOPUTbL CTPEMUTE/ILHO BO3pacTatoLye NoTpebHOCT aBOHEHTOB, COXPaHSIS
npu 3TOM NPEEeMCTBEHHOCTb 6M3HEC-NPOLIECCOB, TMBKOCTb Pa3BUTUSI U COKPALLIeHNe 3aTpaT Ha
npefocTaB/ieHne pasnnyHbIX CEPBMUCOB. BecnpoBoHbIE TEXHOMOMMN B KOPOTKOE BPEMS MPOLLSIM OFPOMHbIA
NyTb OT HECTABW/IbHbIX HU3KOCKOPOCTHBIX CETEl CBA3M Maioro paguyca ao ceteit LM/, conoctaBuMbIX NO
CKOPOCTM C NPOBO/HbLIMM CETAMM C BbICOKMMY TPEBGOBAHUSIMM K KQUEeCTBY NPeoCTaB/IEHNS YCNYT.

WB-2P-LR5 — 310 aboHeHTCKast CTaHLmMs, OCHOBHOE NpeAHa3HavYeHne KOTOPOo — NOAK/IUEHME K
6ecnpoBogHoli cetn goctyna Wi-Fi. CeTb MOXET ObITb NOCTPOEHA C MCMOMb30BaHWEM 6a30BbIX CTAHLNIA.
KoHcTpykuma WB-2P-LR5 nmeeT repmeTuyHbIin Kopnyc, YTO npeanonaraet ycTaHOBKY YCTpolicTBa
NPenMyLLECTBEHHO Ha OTKPbLITOM TEPPUTOPUN B PA3/TUYHbBIX KITMMATUYECKNX YC/TOBUSX.

B HacTosLLEeM pyKOBOACTBE MO 3KCnyarauum U3foXeHbl HasHauyeHre, OCHOBHbIE TEXHUYECKNE
XapaKkTepuCTHKKN, KOHCTPYKTUBHOE UCMOJTHEHWE, MOPALO0K YCTaHOBKM, Npasuia KOH(OUIrypupoBaHus,
MOHUTOPWHIA U CMEeHbI NPOrpamMmmHoro obecneyeHnss aboHeHTckol ctaHumn WB-2P-LRS5.

YcnoBHble 0603HAYEHUA

MpumeyaHnst 1 NpeaynpexaeHns

© MpumeyaHus cogepxar BaHYH UHIIOPMALMIO, COBETLI UM PEKOMEHAALM MO UCTOMb30BAHMIO 1
HacTpolike yCTpoicTBa.

O TMpeaynpexaeHys MHPOPMUPYIOT MO/L30BATESA O CUTYaLSX, KOTOPbIE MOTYT HAHECTU BPe[,
YCTPOICTBY W YENOBEKY, MPUBECTM K HEKOPPEKTHOI paboTe YCTPOCTBA UM NOTEePe AaHHbIX.




PykoBozacTBO no akcnyartauuu WB-2P-LR5

2 OnncaHne nsgenus

2.1 Ha3HaueHue

AGOoHeHTckas ctaHumst WB-2P-LR5 (ganee «ycTpoiicTBo») paspaboTaHa A1 NpeaocTaBeHns 4ocTyna K
BbICOKOCKOPOCTHOW 6e30nacHoi 6ecnpoBoAHON CETU.

YctpoiictBo WB-2P-LR5 o6ecneunBaet AOCTYN K COBPEMEHHbIM MHTEPaKTUBHbIM cepBucam: ViHTepHeT, IPTV,
VolP.

WB-2P-LR5 nogkntoyaetcs kK 6a30B0i ctaHumm no TexHonorun Wi-Fi n pabotaeTt B guanasoHe Sun 6 I
(4acToTHbI ananasoH 5830-6150 My, noaaepxaH Ha ycTpoiictBax WB-2P-LR5 rev.B n WB-2P-LR5 rev.C).
Mpeanonaraetca ncnonb3oBaHne coBMecTHO ¢ WOP-2ac-LR5. Takke MOXET MCMNo/b30BaTbCA A4
opraHm3auunn 6ecnpoBOAHOIO MocTa Mexay YCTponcTBamu.

WB-2P-LR5 nogaepxunBaet coBpeMeHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB U NO3BOJISET NepesasaTb
Hanbonee BaXxHblli TpadnK B NPUOPUTETHBIX ovepeaax. ObecneyeHne npruopuTU3aumm NPOUCXOAUT HA OCHOBE
TexHonoruii QoS: CoS (cneunanbHble meTkn B none VLAN-naketa) n ToS (MeTku B none IP-naketa).

YCTpPOICTBO MOXET paboTaTh B LLUMPOKOM AnanasoHe pabounx TemnepaTyp 1 BbICOKOI B1aKHOCTM (Napku,
3aBOfibl, CTAZMOHbI U T.04.).

MuTaHme yCcTpolcTBa OCyLecTBASETCS No TexHonorum Passive PoE 24 B.
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2.2 XapakTepuCTUKN yCTPONCcTBa
Unmepcpelicbi:

* 1 noprt Ethernet 10/100/1000BASE-T (RJ-45);
« Wi-Fi 5-6 'y, IEEE 802.11a/n/ac;
+ TexHonornyeckuii Wi-Fi 2.4 'y, 802.11b/g/n (nHTepdpeiic masioro paguyca AeicTeus 4s OCTUPOBKY U

HACTPOIiKN YCTpOIicTBa B Nepuog, MHCTansLmn).

MuTaHme ycTpolicTBa ocylecTBasieTcs yepes PoE-nHxektop 24 B ot cetn 220 B.

© YcTpoiicTBO BbINAET 13 CTPOS NPY MUTAHUN UHXEKTOPOM HAMPSHKEHWNS, OT/INYHBLIM OT 24 B!

1 0ns WB-2P-LR5 rev.C.
Cemesble chyHKYyuu:

+ paboTa B pexunume «<MocTa» Uimn «<mapLupytusaropa,

+ paborta B pexume yctporictea «Wi-Fi KnneHT» n «becnpoBogHoli MOCT»;

+ nogaepxka pexvma VLAN Trunk;

+ nognepxka Management VLAN,;

+ nopgaepxka General VLAN;

+ nopaepxka Transparent Mode;

+ nognepxka VLAN Mapping;

+ nopaepxka Loopback Detection;

* nogaepxka orpaHnyeHms ckopoct Unknown Unicast-Tpaduka,;

* MoaAepxka npuoputnsaumm Tpadurka Ha ocHosaHun MAC/IP-agpeca;

*+ cTaTMyeckas maplpyTusauus;

* nogaepxka yHkUmn «becnpoBoHOM NPO3payHbIil MOCT;

* nopnepxka PPPoOE-knneHTa;

* CUHXpOHM3aLmsa BpeMeHun no NTP;

* nogaepxka crtatuyeckoro agpeca v DHCP (DHCP-knuneHT Ha ctopoHe WAN, DHCP-cepBep Ha cTopoHe
LAN);

+ nopnepxka DNS;

* nognepxka D-DNS;

+ nopnepxka NAT;

* nogaepxka UPnP;

* CEeTeBOW 3KpaH;

* nopaepxka knoHnposavus MAC-agpeca Ha WAN-uHTepdelice;

* noaAepxka MexaHW3MoB kauecTBa ob6cnyxusaHusa QoS (QoS no DSCP 1 802.1P).

* nogaepxka dpyHkumii IPTV (IGMP-proxy, UDP-to-HTTP proxy);

* nognepxka MVR,;

* noaAepxka orpaHuyeHns konmuectsa nlyveHHbix MAC-agpecoB (MAC-learninig);

+ obHoBneHue MO yepe3 web-nHtepdeiic;

+ nopaepxka DHCP-based autoprovisioning;

* nognepxka TR-069;

* yAa/leHHbIA MOHUTOPUHT, KOHUrypuposaHue u HacTpoiika: SNMP, web-uHtepdelic, Telnet, SSH.
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Ha prcyHKkax Hke npuBefeHbl CXembl NpuMmeHeHns obopynosaHns WB-2P-LRS.

CeTb

nposainepa

Wi-Fi 802.11a/n/ac (‘ «@ ,)

ADoOHeHTCKas

5GHz
CTaHuunA
‘ @ ’)) WB-2P-LR5

Touka goctyna
WOP-2ac-LR5 X Pok-uexrop

PoE 24 B

Ethernet 100/1000 Méwut/c

-

MK
dyHKUMOHa/IbHasA cxema ucrnosibzoBaHms WB-2P-LR5 6e3 mapuipyTtusaropa

CeTb

npoeaifepa

Wi-Fi 802.11a/n/ac (( « ’)
5GHz ABoHeHTCKas
CTaHuus
(( @ ,) WB-2P-LR5

Touka pocTyna

Ethernet 100/1000 M6uT/c

WOP-2ac-LR5 L A 3 PoE-uHxekTop
r MK ¢ Wi-Fi MapuwpyTuaatop
mogynem RG-4402G-W
r ﬁ C] hod
D_ H— 4 x " «O D
nK POTS nK STB NV

2x8,

dyHKUMOHaNbHas cxema mcnonb3osaHns WB-2P-LR5 ¢ mapLupyTtusatopom

BecnpoBsogHoii
,) MocCT ((
ABoHeHTCKan Bl 8 A6oHeHTCKas

cTaHumA cTaHuma
WB-2P-LR5 WB-2P-LR5

dyHKUMOHaNbHas cxema ucnonbsosaHnsg WB-2P-LRS ana opraHmsaumm 6ecnpoBogHOro Mocra



2.3 OCHOBHblE TEXHMYECKME NapaMeTpbl

PykoBozacTBO no akcnyartauuu WB-2P-LR5

OCHOBHblE TEXHMYECKME NapaMeTpbl YCTPOICTBA NpUBEeAEHLI B Tabnuue 1.

Tabnmua 1 — OCHOBHble TEXHUYECKNE NapameTpbl

MapameTtpbl LAN-uHTepcpeiica Ethernet

Konnyectso nopTos

DneKTpuYeckunii pasbem

CkopocTb nepegayn, Méut/c

MNopfaepxka ctaH4apToB

MapameTpbl 6ecnpoBogHOro UHTepdeiica

CraHgapTsl

YacToTHbI gnanasoH, My,

Mogaynauus

CkopocTb nepegayn gaHHblx, Méut/c

MakcmmasibHas BbIXofHas MOLLHOCTb nepeaatuvka

YyBCTBUTENBHOCTb NPUEMHUKA

Be3onacHocTb

XapaKTepchM KN aHTEeHHbI

YcuneHue

Monapusauusa

RJ-45

10/100/1000, aBTOONpPEAENEHNE

BASE-T

802.11a/n/ac

5150-5835 My,

5150-6160 Mry (ans yctpoiicte WB-2P-LR5 rev.B, WB-2P-
LR5 rev.C)

BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11a: go 54 MéuTt/c
802.11n: go 300 M6uT/C
802.11ac: go 867 Méut/c

5-6TITwu:
24 nbwm (ans yctpoiicte WB-2P-LR5, WB-2P-LR5 rev.B)

28 obm (ans ycrpoiicte WB-2P-LR5 rev.C)

5-6I'Ty: -94 nbm

64/128/152-6utHoe WEP-undpoBaHne gaHHbix, WPA/
WPA2,ueHTpann3soBaHHas aBTopmsaumns yepes RADIUS-
cepeep (WPA/WPA2 Enterprise)

2x12 obn

AByxnonsapunsauymoHHaA aHTEeHHa
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Yron usnyyenusi (ropusoHTasIbHas Nonsipr3aLms) 60°

Yron nsnyyeHus (BepTukasibHas nonspusams) 15°

KCB 2.0:1

MimnepaHc 50 Om

KoadchpuuueHT o6paTHoro ussyyeHus >20 b

YnpaBneHune

YaaneHHoe ynpasfieHne web-uHTepdeiic, Telnet, SSH, SNMP (MoHuTOpuHr), TR-069
OrpaHuyeHue goctyna Mo naposnto

OGwume napamMmeTpbl

RAM 128 Mb

Flash 32 Mb

MuTtaHve Passive PoE 24 B
MoTpebnsemast MOLLLHOCTb He 6onee 8 BT
Pabounin gnanasoH Temneparyp o1 -45 no +65 °C
OTHOCUTENbHAsA BNXHOCTb 0095 %

CTeneHsb 3aLuThl IP55

MaGaputsl (LU x B x T) 80 x 282 x 66 MM
Macca 0,35 kr
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PyKoBOACTBO No aKcniyaTtauuy WB-2P-LR5

2.4 KOHCTPYKTMBHOE WCMNOJIHEHNE

Yctporicteo WB-2P-LRS umeeT nnacTukoBbIv KOPNyc B NPOMbILLIEHHOM UcnonHeHnn. Pasmep yctpoiictea 80 x
282 x 66 MM.

BHewHwuii Bug, yctpoiictea WB-2P-LR5 npuBefeH Ha puCyHKe HUXe.

EsEEns
os-nnll

BHewwHunin Bug, yctporictea WB-2P-LRS

Ha HxHel naHenn yctpoiictea WB-2P-LR5 pacnonoxenbl LAN-nopT 10/100/1000BASE-T (pasbem RJ-45) ans
NOAK/OYEHUS K BHYTPEHHEl ceTn 1 nuTaHnto PoE, knemma 3asemneHust (B ycTpoiictee WB-2P-LR5 rev.C) u
KHOMka cbpoca K 3aBoACckMM HacTpolikaMm («Reset»).

Pasbembl HMXHel naHenn WB-2P-LR5
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2.5 CaetoBas nHgukauus

BHewHuiA Bug, naHenn nHgnkaumm WB-2P-LR5 npuBefeH Ha puCyHKe HUXe.

PykoBozacTBO no akcnyartauuu WB-2P-LR5

BHewwHnin Bua naHenu nHankaumm WB-2P-LR5

TekyLLee COCTOSIHME YCTPOMCTBAa OTOBpaXaeTcs Npy NOMOLLM UHAMKATOPOB, PACNO/IOKEHHbIX Ha 3a4Hel
naHenu yctpoictea WB-2P-LRS. MepeyeHb MHAMKATOPOB U UX OnucaHne npuBeaeHsl B Tabnuue 2.

Tabnuua 2 — OnMcaHne UHOUKATOPOB 3a4Hei naHenm

O

Nupgukatop

Power — nHaukaTop nutaHnsa n ctaryca
paboTbl yCTpoOlicTBa

LAN - nHgnkartop nopta LAN-
uHTepcpeiica

CocTtosiHue
MHAOUKaTopa

3e/1eHbIl, roput
NOCTOSIHHO

OpaHXeBblii, ropuT
NOCTOSIHHO

KpacHbIi, roput
NMOCTOSIHHO

roput 3eneHbim (10,
100 Méut/c)/
opaHxeBbiM (1000
M6uT/C)

mMuraet

OnucaHue

nMTaHne NoAK/IYEeHo, HopMasibHas
paboTta

YCTPOWCTBO HE NOYYnIo afpec no
DHCP

3arpyska ycTpoiicTea

kaHan mexay LAN-uHtepceiicom WB-
2P-LR5 v nogknto4eHHbIM
YCTPONCTBOM aKTUBEH

npoLecc NakeTHON nepefayn faHHbIX
mexay LAN-untepdeiicom WB-2P-
LR5 1 nogkto4eHHbIM YCTPOCTBOM
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NHpnkartop CocTtosiHne
MHauKaTopa
WLAN - vHAMKaTopbl YPOBHS cUrHasia KpacHbIi, roput

oT 6a3oBoii cTaHumn (RSSI)

XenTbliA, roput

3e/1eHblii, ropuT

I 3e/1eHbI, roput

HV OAVH UHAMKATOP He
roput

2.6 C6poc K 3aBOACKMM HacTpolikam

CyluecTByeT ABa cnocoba cbpoca yCTpoiicTBa K 3aBOACKMM HACTPOKaM.
1.

PykoBozacTBO no akcnyartauuu WB-2P-LR5

OnucaHue

YCTPOICTBO NOAK/THYEHO K 6a30BOiA
cTaHumn, ypoBeHb curdana ot 6C
6onbLue -94 nbm

YCTPOICTBO NOAKMKOYEHO K 6a30BOWA
CTaHUMW, ypoBeHb curHana ot 6C
6onbLue -80 agbm

YCTPOWCTBO NOAKMHOYEHO K 6a30B0OI
CTaHUWMK, ypoBeHb curHasna ot 6C
6onble -70 obm

YCTPOICTBO NOAKMHOYEHO K 6a30BOWA
CTaHUMW, ypoBeHb curHana ot 6C
6onbLue -60 agbm

YCTPOICTBO HEe MOAK/OYEHO K
6a30BOi CTaHLUUN

Uepes KHOMKY «Reset» Ha ycTpoiicTBe. Heo6X0AMMO B 3arpy>X€HHOM COCTOSIHAM YCTPOCTBA HAXaTb U
yOEepXuBaTb KHOMKY «Reset» (okono 10-15 cekyHA), KoTopasi HaXoAWUTCs Ha HKHEN NaHenn yCTpoicTea,

noka nHaukaTtop «Power» He 3aMuraeT OpaHXeBbIM LBETOM.

Yepes POE-MHXeKTop, nocTaBnsieMblii ¢ yCTPOUCTBOM. Heo6xoAMMO B 3arpy>eEHHOM COCTOSHUM
YCTpPOWCTBA HaXKaTb W yaepXunBaTb KHOMKY «RST» Ha uHxektope (okoso 10-15 cekyHa), noka MHAUKaTop

«Power» He 3amuraeT opaHXeBbIM LIBETOM.

MpousorgeT agTomaTnyeckas nepesarpyska yctponcrsa. MNpu 3aBOACKUX YCTaHOBKax GyaeT 3anyLleH
DHCP-knueHT. B cnyuae, ecnu agpec He 6yaet nony4veH no DHCP, y ycTpoiicTBa 6yaet agpec
—192.168.1.1, macka noacetn — 255.255.255.0; nms nonb3oBatensi/naponb Ansa Aoctyna yepes web-

nHtepdeic — admin/password.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

2.7 KomniekT nocTtaBKu
B 6a30BbIi1 KOMNAEKT nocTaBkn yctpoinctea WB-2P-LR5 BxogsrT:

+ AGOHeHTcKas cTaHums WB-2P-LR5;

+ KomnnekT kpenexa: XoMyTbl 415 KpenaeHus, 2 Wwr.;
* Vnxektop PoE 24 B;

+ Mary-kopg RJ-45, S5e kart., 1.5m;

+ WHyp nutannsa EspoBusika-C13, 1.8m;

* Bknagbilw ¢ onucaHMem nHAanKauuy;

+ CepTtuchukat COOTBETCTBUS;

+ Macnopr.

Mo 3anpocy B KOMMIEKT MOXET BXOAUTb KPOHLUTEH KPENIEHUSI C BO3MOXHOCTbLIO PETY/IMPOBKY N0
FOPV30HTaIN 1 BEPTUKASIN.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

3 Mopsanok ycTtaHOBKN

B gaHHOM pasgene onucaHbl MHCTPYKUUK MO TEXHWKE 6e30MacHOCTK, pekoMeHAaLmmn no yCTaHoBKe, npoueaypa
YCTaHOBKM 1 NOPSAAOK BK/IOYeHUs ycTpolictea WB-2P-LRS.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

He npoussoauTe yCTaHOBKY AAHHOIO YCTPOCTBA BO BpeMS rpo3bl. ECTb pycK yaapa MOMHUEN.
Heobxoanmo cobnoaarb TpeboBaHmsa No HANPSHKEHWUIO, TOKY M YacToTe, yKa3aHHble B AaHHO
NHCTPYKUNN.

Mepes NoAKNHYEHNEM K YCTPONCTBY U3MEPUTE/bHBLIX MPMOOPOB 1 KOMMbIOTEPA, UX HEOBX0AMMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus 1
n3MepuTeNnbHbIX NPUO60POB He A0/MKHA npeBbiwaTtb 1 B.

Mepep BKIOYEHMEM YCTPOICTBA y6eanTech B LLe/IOCTHOCTM Kabenel N nx HagexXHoOM KpenaeHun K
pasbemam.

Bo BpemMs MOHTaXa yCTpOMCTBA Ha BbICOTHBLIX KOHCTPYKLUMAX CriefyeT BbINOMHATb YCTaHOB/NEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHbLIX paboTax.

Akcnnyarauns ycTpocTBa A0/MKHA NPOU3BOAUTHLCA UHXEHEPHO-TEXHUYECKMM NEPCOHAIoM,
npoLuewmnmM cnewrasibHyo NoAroToBKY.

MoaknovaTb K YCTPONCTBY TO/IbKO FOAHOE K MPUMEHEHUNIO BCNOMOrartesibHoe 060pyaoBaHue.

3.2 PekomeHpaumu rno ycTaHOBKe

1.

2.

YCTPOMCTBO AO/MKHO ObITb YCTAHOB/IEHO BEPTUKA/IBHO Ha TPYOOCTONKY/CcTON6, npu 3ToM LAN-nopT
[OMKEH ObITb HaNPaBeH BHU3.

Mepes yCTaHOBKOM 1 BKIHOYEHMEM YCTPOICTBA HEOOXOAMMO NPOBEPUTL YCTPOWCTBO Ha Haslmume
BUAMMbIX MEXAHNYECKMNX NOBPEXAEHWA. B criyyae Hannuns NoBpexaeHnin cnegyert npekpatuTb
YyCTaHOBKY YCTPOICTBA, COCTaBUTb COOTBETCTBYHOLLMI aKT N 06paTUTLCS K NOCTABLLVKY.

. [Ans o6ecneyeHns Hanny4Lero ypoBHs curHana pasmellanTte yctpoiicteo WB-2P-LR5 Ha Tpy6ocTolike/

ctonbe Takum 06pasoMm, YTO6bI OHO ObII0 MakCUMasIbHO HamnpPaB/IEHO Ha CEKTOPHYHO aHTEHHY 6a30BO
cTaHuun. Mpn aToM 06sa3aTeNbHO A0/MKHA ObITb 06ecnevyeHa npsiMas BUAMMOCTb 0 6a30BO CTaHUMW.
Han6onbLunin ypoBeHb CUrHasia MOXHO NOY4YMUTb KOCTUPOBKOI aHTEHHbI C MOMOLLbI0 NHAMKaTopoB RSSI.
C obpaTHO CTOPOHbI OT MecTa KpensieHnsl KpoHLLTENHA pacnonoXxeHa nepegatollas 4acTb aHTEHHbI.
VIMEHHO 3Ty NNIOCKOCTb CriedyeT HanpaB/isiTh HA CEKTOPHYH aHTEHHY 6a30BOI CTaHLMN.

Mocne 1CTUPOBKM YyOeanTeCh, YTO CUTHA OT CTAHLIMK HE HUXE [0NyCTUMOTO YPOBHS -65 + -70 ABM. BO3MOXHO
yMEHbLLUEHVE AAHHOTO NokasaTtens Ao -75 AbM, ec/iv He npeanonaraeTcs Kcrnosb3osaHne VolP, NoTOKoBOro
BUEOBELLAHNS 1 PYroro YyBCTBUTE/ILHOIO K MOTEPSIM Tpadinka B 6eCnpoBOHON CETH.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

3.3 PekomeHaaLuy No o6ecneyeHmnio rpo3o3alnThbl

1. 3a3emnieHne Heo6X04MMO BbIMOMHATL U30/IMPOBAHHbLIM MHOTOXW/1bHBIM NPOBOAOM. YCTPOUCTBO
3a3eM/IeHNs U cevyeHne 3a3eM/SILLLEro NPoBoAa A0/HKHbI COOTBETCTBOBATL TpeboBaHuaM MY 3.

2. MepByto yNNYHYIO rp0303aLLnTy HE06X0AMMO YCTaHaBIMBaTb MakCUMasibHO 6/1IM3K0 K aBOHEHTCKOM
CTaHLMK, COeMHAA NX KOPOTKUM ynnyHbIiM FTP-kabenem ¢ akpaH1poBaHHbIMU KOHHEKTOpaMMU.

3. BTOpylo y/iMyHyt0 rpo3o3amTy Heo6xo4MmMo ycTaHaBNnBaTb MakcMMasibHO 6/113Ko K POE-

NHXEKTOPY, COELMHAA UX KOPOTKUM yNnyHbiM FTP-kabenem ¢ akpaHMpOoBaHHbIMU KOHHEKTOPaMMU.

CoeavHeHue rpo3o3awunT mexay cobol BbinonHAeTca ynuuHbiM FTP-kabenem gnvHoin go 100 m.

Heo6xoayMo 3a3emMnTb a6OHEHTCKYHO CTaHUMIO (NoApo6Hee B MyHKTe MOHTaX YCTPOCTBA).

POE-nHXeKTop A0/XeH ObITb NOAK/HOYEH B 3NEKTPUYeckyto po3eTky 220 B ¢ 3azemneHvem.

o s

A6oHeHTcKas

cTanuma \/

4 CoedeHumentHbild Kabent FTP
He Bonee 60 cm. + IKPAHUPOSHHBIT N .
KOHHeKmop " BAomawnmii poyrep

1]
Kormyp sasemnenus b 4
’

,
P L4 FTP kabenb ynuurHozo
P ucmonwenus. fiauna 0o 100 m.
yd YnuuHas v
’ rpozozawmTa
¢
,

’

POE-uHXeKTOp

4
T
1
1

Ynuunaa
rposozauyuta

/ Kowmyp sasemnenus
’ L]
[ L}
N ]

LY 1 4 Kormyp sasemnerun
A} n
s 4 Hormyp sasemnenun ]

CxeMa nofkNoueHnss aBOHEHTCKON CTaHLMKN A51s 06ecrneyeHunst rpo303aLyThl
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PyKoBOACTBO No aKcniyaTtauuy WB-2P-LR5

3.4 MoHTax ycTtpoictea WB-2P-LR5
[na aboHeHTcKol cTaHumn WB-2P-LR5 npegycmoTpeHbl ABa BapMaHTa MOHTaXa: yCTaHOBKa YCTPOICTBa
HenocpeACcTBEHHO Ha TPYOOCTOWKY 1 yCTaHOBKa Ha TPYOGOCTOMKY C MCNOIb30BaHMEM KPOHLITEHA.

3.4.1 MoprotoBKa yCTpoOIiCcTBa K paboTe
1. CHUMUTE KPbILLKY, 3aKpbiBatoLLyto LAN-NOPT Ha HUXHEN naHenu ycTpoicTea. BeinonHuTe 3a3eMneHne
yCTPOICTBa Yepes crneumasibHy KneMMy pacnonioxeHHyto cnpasa ot LAN-nopta (an1s WB-2P-LR5 rev.C)

——

2. Noakntounte Ethernet-kabenb kK LAN-nopty.

b
b

3. 3aKpoiiTe KpPbILLKY HWKHE NaHenu.
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PykoBoacTBo no akcnnyatauun WB-2P-LR5

3.4.2 BkYeHue ycTpoiicTBa
1. Nogkntounte Ethernet-kabenb, naywmii ot WB-2P-LRS5, k POE-nopTy nHxekTopa.

/\3

2. Nogkntounte Ethernet-kabens Bawen LAN-cetn nnu MK k LAN-nopty PoE-nHxekTopa.

S

3. MopgxnounTte PoE-nHxekTop K po3eTke 220 B ¢ NOMOLLbIO CETEBOTO LWHYpa. Moce BKIYEHUA NUTaHus
ycTpoiictBo WB-2P-LR5 3arpy3unTcsi B Te4EHNE MUHYTHI.

.

4. MNopaknounTech € NOMOLLLIO 6pay3epa K web-koHdurypatopy WB-2P-LR5, cneflyss MUHCTPyKUusiM B
pasgene Ynpas/ieHvne yCTpoicTBOM Yepe3 web-koHdurypaTop.

5. Ecnv 370 nepBbIii 3anyck YCTPOICTBA, TO nepeiianTe K pasaeny lNpeasaputesibHas HacTpolika.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

3.4.3 lMpepgBapuTenbHas HacCTpoka
Mepes MOHTaXOM NpoBeauTe NpeaBapuTe/ibHy0 HACTPOKY YCTPONCTBA.

1. Y6eantech, UTO NUTaHNE NOAKNHOYEHO.
2. Cnepyite anroputmy u3 pasgena lpumep HacTponki.

YnocToBepbTeCh, YUTO abOHEHTCKasA CTaHUMS NOAKIYAETCA K HY)XHO 6eCcnpoBOAHON CETU: AO/KHbI TOPETb
NHAMKATOPbI YPOBHS CUrHasia. 3HaYeHns MHAuKauum npuBeeHsl B pasgene Ceetosas VHAMKaL NS,

3.4.4 MoHTax YyCTPOWCTBa Ha TPyOOCTONKY

1. BbINoAHWUTE NOAKAOUYEHNE YCTPOCTBA K CETU M NPOBEANTE NpeaBapuTeNnbHY0 HACTPOiiKy, cneays
WHCTPYKUMSIM 13 pasaena NpeasaputesibHas HacTpoiika. 3aTtem OTK/IUMTE YCTPOMCTBO OT CETU U
NPUCTYNUTE K MOHTAaXY.

2. YctaHoBuTe ycTpoiicTBo LAN-NOPTOM BHM3 Ha TPYOOCTOIKY Tak, Kak NoKasaHO Ha PUCYHKE HUXE, U
3aKpenuTe ero xomytamu, naywmmMmm B KOMMAEKTe ¢ ycTpoiicTBoM. CobntoganTte NHCTPYKLMM NO TEXHUKE
6e30MacHOCTX 1 pekoMeHaaunn, NpuBeAeHHbIe B pasaenax IHCTPYKLUMs Mo TeEXHMKe 6e30MacHOCTI 1
PekomeHgaLmn No ycTtaHOBKeE.

" _h’:n““

3. BbInonHute nogxntoyeHne yCTporcTBa K CETU, Criegysa airoputMam M3 pasgenos [104roToska
YCTPOICTBA K paboTe W BkIYeHne yeTpolictea (NyHKTbl 1-3). 3aTemM NpUCTynNuTe K lCTUPOBKE
yCTpoiicTBa.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

3.4.5 MoOHTaxX yCcTpoiCTBa C UCMONb30BaHNEM KPOHLUTEHA

BbINosHWTE NOAKMOUEHME YCTPOICTBA K CETY U NPOBEAMTE NPeABapUTE/IbHYI0 HACTPOIAKY, cneays
WHCTPYKLUSIM 13 pasgenos [peasapurTesisHas HacTpoiika. 3aTeM OTK/IHUMTE YCTPOCTBO OT CETU 1
NPUCTYNNTE K MOHTAXY.

3.4.5.1 KpenexHble aieMeHmMbI

KpenexHble anemMeHTbl, ucnonb3lyemble ana moHtaxa WB-2P-LR5, ykazaHbl Ha pUCyHKe HUXe.

1 — KpoHLWTeWhH 418 KpenneHus yCTponCTBa;

2 — OTBeTHas YacCTb KPOHLUTENHA, coeAnHstoLLasn KPOHLLUTENH (1) n oTBETHY YacTb (3);
3 — OTBeTHas YacTb KpOHLUTEliHaA. KpenuTca Ha TpybOoCTOoiKY;

4, 5 — KpenexHble BUHTH

6 — Waibbl 4518 HOCTUPOBOYHbIX BUHTOB;

7 — F'OpV30HTa/IbHbIV KOCTUPOBOYHBIA BUHT;

8 — BepTukasibHbIA OCTUPOBOYHbIN BUHT.

Pa3mepbl KPOHLUTEHA yKa3aHbl Ha PUCYHKE HUXE.

7
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

3.4.5.2 MoHmax

1. 3akpenuTe yCTPOICTBO Ha KPOHLUTEliHE (1) C MOMOLLLH XOMYTOB, KaK NMOKa3aHO Ha PUCYHKE HIXE.

WB-2P-LR5

XomyTt

P

KpoHwTeitH

2. CoeyHNTE OTBETHbIE YacTy KpoHLUTelHa (2 1 3) Mexay co6oii C MOMOLLIbIO KPENEXHOro BUHTA (4), He
cbuKcMpys ero fo KOHLA, 1 3aKpenuTe XoMyTaMi Ha TPyOOCTOIKe, Kak NoKa3aHo Ha PUCYHKE HUXE.

XomyTt

TpybocToiiKa

KpoHLWTenH
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

B 3aBMCUMMOCTY OT AvameTpa TPy6OoCTOWKM A5t KpENSIEHNS BO3MOXHO MCMNOMb30BaTh Nasbl Kak B OCHOBAHUM
OTBETHOI YacTu KpoHLUTelHa (3), Tak U Ha 6OKOBbIX YacTAX.

3. CoeauHnTe KpoHLWTEH (1) C 3aKpensieHHbIM Ha HEM YCTPOICTBOM C YCTAHOB/IEHHOW Ha Tpy6oCTolike
OTBETHOI YacCTb0 C MOMOLLbIO KpenexHoro BuHTa (5), He donKeupyst ero 4o KoHua. MonHOCTbio cobpaHHas
KOHCTPYKLMSA BbIMAAUT CNeAYoWMM 06pa3om:

[anee BbINONHUTE NOAKNOYEHME YCTPOICTBA K CETH, Cieaysa anroputMam u3 pasgena loarotoska ycrponcTea
K paboTe n BK/IloYeHve yeTpoicTea (MYHKTbI 1-3). 3aTeM NPUCTYNUTE K HOCTUPOBKE YCTPONCTBRA.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

3.5 HOcTmpoBKa ycTponcTea

© [ns ycTpoiicte WB-2P-LR5 rev.C peanusoBaH TexHosnornueckuii Wi-Fi, UTo No3BonsieT ocyLecTB/saTb
FOCTUPOBKY aHTEHHbI HE TOJIbKO MO MHAMKATOPaM, HO 1 UCMOJ/b3yS AaHHblE MOHUTOPUHIA NapameTpoB
coeanHeHns aboHeHTckol cTaHuun WB-2P-LR5 rev.C ¢ 6a30Boii cTaHumelt B web-nHTepdelice.
NHCcTpykuua aaHa B pasgene KOcTupoBka yCTpoicTBa € ncnonb3oBaHueM TexHonornyeckoro Wi-Fi.

3.5.1 HOcTMpoBKa yCTpOICTBa, 3aKpen/IeHHOro Ha TpyboCcTolike

1. OTperynupyiTe NonoxeHue yCcTpPorcTBa A8 NoyYeHUss MakCuMasibHOro curHana. Mpu atom
Heobxogmmo cneantb 3a WLAN-MHAMKaTopamMu, pacnosioXXeHHbIMU Ha 3aHei naHenn ycTponcTaa.
3HauyeHusa nHouKaumm npueeieHsl B pasgene Ceetosasd nHAMKaumns.,

2. 3aTraHuTe XOMYyThI.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

3.5.2 KOcTupoBKa yCTpOINCTBa, 3aKPEen/IEHHOr0 Ha KPOHLUTENHe

© B nepsyto o4yepeab BbINOIHAETCS FOPU3OHTA/IbHAA OCTMPOBKA YCTPOICTBA, 3aTeM — BepTUKaIbHas.

1. ANsi TOpU30HTa/IbHON OCTMPOBKM aBOHEHTCKOIM CTaHUMW MedJ/IEHHO NepeMelLaiiTe 3aKpensieHHoe Ha
KPOHLUTEIHe YCTPOICTBO B rOPM30HTa/IbHOM Nase. Mpu aToM Heobxoaumo cneantb 3a WLAN-mHAMKaTopamu,
pacnosIoXeHHbIMM Ha 3aHel NaHeny ycTpolicTBa. 3HaYeHNA MHAMKaLUM NPUBEAEHLI B pasaene CeeToBas
vHAvKauus. Focne Toro, Kak 6b1710 06HapYXXEHO NOIOXKEHNE C MaKCUMasIbHbIM CUTHaUTOM, 3adpuKcupyiiTe
FOPW30HTa/IbHbIN IOCTUPOBOYHBIA BUHT (7), OTMEUYEHHbI Ha PUCYHKE HIXKE.

o

/-_‘—\

/

TOPW30HTaNbHBIN HOCTUPOBOYHBIA BUHT

\ Bua cHuzy
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

2. [ina BEPTUKa/IbHO HOCTUPOBKM aBOHEHTCKOM CTaHUMW MeAJ/IEHHO NepeMeLLaiiTe 3aKpensieHHoe Ha
KPOHLUTEWHe YCTPOICTBO B BEPTMKaIbHOM nase, cnegsa 3a WLAN-MHAMKaTopamMm Tak xe, Kak 1 npu
rOPW30HTasIbHOW FOCTUPOBKE. MoCce TOro, Kak 6b1/10 06HAPYXXEHO NOIOXEHNE C MaKCUMasIbHbIM CUTHAUTOM,
3amKCUpyiiTe BePTUKasIbHbIN KOCTUPOBOUHBIA BUHT (8), OTMEUYEHHbI Ha PUCYHKE HIXE.

BepTHKa/bHbIiM KOCTUPOBOYHbBINA BUHT

3. Y6eanTech, UTO BCE BUHTHI 3a(PMKCMPOBaHbI.

Mocne BbINOMHEHUA YKa3aHHbIX BblLle LaroB YCTPONCTBO OyAeT roToBO K AasibHeNLein HacTpolike.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

3.5.3 KOcTtupoBka ycTpoicTBa ¢ ucnosb3osaHnem TexHonornyeckoro Wi-Fi

© TexHonornueckwnii Wi-Fi goctyneH Tonbko Ha ycTpolictee WB-2P-LR5 rev.C.

[ns yno6cTBa I0CTUPOBKM aHTEHHbI HA YCTPONCTBe peasim3oBaH TexHonornyeckuin Wi-Fi. OH gaet
BO3MOXHOCTb MOAK/OUNTLCA 6eCNPOBOAHBIM KIMEHTOM K oTKpbIToMy SSID «EltexWiFi» (gnanasoH yacTot 2.4
L) 1 BbINOMIHUTbL OCTUPOBKY, MCMO/b3YS AAaHHbIE MOHUTOPUHIA NapPaMETPOB COEANHEHUSI aBOHEHTCKOWA
ctaHuun WB-2P-LRS5 rev.C ¢ 6a3oBoit cTaHumeli B web-nHtepdelice.

1. Nogkntounte cmaptdoH Kk cetn Wi-Fi ¢ SSID «EltexWiFi».

2. 3apaiiTe cnepyloLme HaCTPOIKM coeanHeHUs Ha cmapTgioHe: cTatmueckuii IP-agpec — 192.0.2.X;
macka cetn — 255.255.255.0; wnos3 - 192.0.2.1 .

3. OTkpolite 6pay3ep 1 BBegute agpec 192.0.2.1:8080. OTKPOETCA OKHO HOCTUPOBKU, A€ B peasibHOM
BPEMEHM 0TOBpaxaeTcsl ypOBEHb CUrHaNa OT CTaHLuK, K KoTopoi nogknoveHa WB-2P-LR5:

KOcTtuposka
RSSI Vertical -58 nBMm
RSS! Horizontal -56 fEM
SNR 16/18 15
LAN 100 MGHT/C

4. BbINOMHWTE HCTUPOBKY, A0OMBLUNCE MakcUmasibHOro RSSI.
5. Tocne 1CcTUPOBKM HEOOXOAMMO OTKAUUTL TexHonornveckuii Wi-Fi.

BkntoueHne/BbikntoueHne TexHonornyeckoro Wi-Fi BbinonHsieTcs yepes web-koHurypatop yCcTpoiicTBa,
onucaHue NpvBeaeHo B pasaene «[oaMeH0 «onoNHUTENbHbLIE HACTPOVIKIAY.
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4 YnpaB/rieHne yCTPOMCTBOM Yepe3 web-koHdurypatop

4.1 Hauyano pa6oThl

[na Hayana paboTbl HY)XHO NOAKIOUUTLCS K YCTPOMCTBY No uHtepdoeincy LAN uepes web-6pay3sep:

1. OTkpoiiTe web-6paysep (nporpaMmy A58 NPOCMOTpa rMNepTEKCTOBbIX JOKYMeHTOB), Hanpumep Firefox,

Opera, Chrome.

2. BBepgute B agpecHoin cTpoke 6paysepa IP-agpec ycTpoicTsa.

© 3aBsopckoii IP-agpec yctpolictea: 192.168.1.1, Mmacka nogcetu: 255.255.255.0. [0 ymon4aHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXXeHUM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsl CTpaHuLa ¢ 3anpocoM UMEHN

nosib3oBaresid 1 naposs.

TNorMH:

Maponk:

© 3aBopckue yctaHoBKu: noruH: admin, naposns: password.

3. BBeauTe UMs nonb3oBarens B CTPOKe «/10rvH» 1 Naposib B CTPOKE «[Maposib».
HaxmunTe KHOMKy «BoiiTu». B 0KHe Gpay3epa oTKpoeTcs cTpaHuLa web-koHdurypatopa.

WB-ZP-L R5 rev. B ® TecToBbIiA pexum RU ~ & Buixon

UGN EId CeTb  CucTema

Brixog B VIHTepHeT

ToaKnicHeHne K ceTn
COCTORHUE NOAKIIOHEHUS
SsID

TMpoTokon focTyna
IP-agpec

Link Capacity

Link Quality

Link Quality Common
RSS! Vertical/Horizontal
SNR

TxRate

RxRate

Ethernet-noptel ARP  PPPoE Relay  YctpoiicTeo

Wi-Fi Knuent
Authenticated
WOP-2ac-LR5
DHCP
100.110.0.209
45

55 (not changed)
55

-45/-42 pbm
47/50 06

351 Mowut/c
585 Méwut/c

admin

Conntrack MapLupyTusauma
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© Ha BepxHeit naHenn web-uHTepdelica MOXHO NePeKTUNTL A3bIK 0TOBPaXKeHNs nHdopMauun. [ns
WB-2P-LR5 pocTynHbl pycckas u aHriviickas Bepcum web-nHtepdeiica.

WB'ZP'L R5 rev. B © TecToBbLIi pexrm RU~ | @ Beixog

admin

m Cetb  Cucrema
Ethernet-noptel  ARP  PPPoE Relay  YcrtpoiictBo  Conntrack  MapiupyTusaums
Bbixoa B VIHTEpHET

MNogknryeHne K cetn Wi-Fi KnueHt
CocTosHue NoaKNo4eHns Authenticated
SSID WOP-2ac-LR5
MpoTokon focTyna DHCP
IP-agpec 100.110.0.209
Link Capacity 45
Link Quality 55 (not changed)
Link Quality Common 55
RSSI Vertical/Horizontal -45/-42 nbm
SNR 47/50 ob
TxRate 351 Mbwut/c
RxRate 585 MEuT/c

4.2 CwmeHa nonb3oBarenei
Ha ycTpoiicTBe cyllecTByeT ABa Tuna nonb3osaresneii: admin n viewer:

+ admin (naponb no ymonyaHuto: password) MMeeT NosHbIM AOCTYN K YCTPOICTBY: YTEHNE U 3aNUCb
NIOObIX HACTPOEK, NOMHbIA MOHUTOPWUHT COCTOSIHUSI YCTPOCTBA.

*+ viewer meeT npaBo TO/IbKO NpocMaTpuBaTh BCH KOHMIypaumio YyCTponcTBa 6€3 BOSMOXHOCTU UTO-
NM60 peaakTUpoBaTb, MOHUTOPUHT COCTOSIHMS YCTPOMCTBA AOCTYMNEH B MNO/IHOM 06bLEME.

WB-2P-LR5 rev.B © Tectosuiii pexum  RU ~

admin

LGTNG G CeTb CucTema

GGl Ethernet-noptel ARP PPPoE Relay  Yctporcteo  Conntrack MapLupyTrsaums

Mpu HAXaTUKN Ha KHOMKY «BbIx0d» TeKylllasi Ceccus nonb3oBarens 6yeT 3aBepLieHa, 0To6pasuTCst OKHO
aBTOpPU3ALUN:

NoruH:
Mapons:

,D,ﬂﬂ CMeEHbI AoCTyna HEOGXO,U,I/IMO YKa3aTb COOTBETCTBYHOLLNE NMA NOJIb30BaTE/ 1A U NMapo/ib, HaXKaTb KHOMKY
«Bolimu».
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4.3 TpuMeHeHne KoHdUrypaunum n oTMeHa N3MeHeHun

1. MNpumeHeHre KoHurypaLmm

© Mocne HaxaTna Ha KHOMKY «[TpUMEHUMb» NPOUCXOAUT COXpaHeHue KoHdurypauuu Bo flash-
namsTb YCTPONCTBA MU NPUMEHEHME HOBbIX HACTPOEK. Bce HacTpolikn BCTynatoT B cuny 6e3
nepesarpyskun ycTpomncTsa.

B web-uHTepdpelice peannsoBaHa Bu3yasibHas MHAMKaLMSA TEKYLLENO COCTOSIHUS MPoLecca NprMeHeHns
HaCTPOEK.
BusyasnibHasi UHAMKaUMS TEKYLETo COCTOSIHWA NpoLecca NPUMEHEHUSI HACTPOEK:

BHeluHNi1 BUg, OnucaHue cOCTOAHUA

Mocne HaxaTusi Ha KHOMKY «[IpuMeHUMb» NPOVUCXOAUT NPOLLECC NPUMEHEHNS]

1 3anncu HacTpoek B NamsAThb ycTpoiicTBa. O6 3TOM MHIOPMUPYET 3HAYUOK
B Ha3BaHWW BKMAAKN 1 Ha KHOTKe «[TpUMEHUMb».

HacTporkM ceTm <7

O6 yCreLHOM COXpaHEHUN 1 MPUMEHEHUUN HACTPOEK MHADOPMMPYET 3HAYOK

HacTporkK ceTr & B HA3BAHN BKNAIKM

e Ecnu 3HauyeHne napameTpa 6bl/10 YKka3aHo € OLIMGKOIA, Nocne HaxaTtus Ha
HacTporkM CeTH @ KHOMKY «[TpuMeHUMb» NOSIBUTCSI COOTBETCTBYHOLLEE CoobLIeHne 06 OLIMBKe C

YKasaHneM npuynHbl, a B Ha3BaHUW BK/1aKun 0T06p3.3I/ITCFI 3Ha4yoK .

2. OTMeHa N3MEeHeHWi

© OtmeHa n3mMeHeHUi NPON3BOANTCA TOMBKO [0 HAXKATUA Ha KHOMKY «[TpuMeHumb». MNpy HaxaTum
Ha KHOMKY «[IpUMEHUMBb» U3MEHEHHbIE Ha CTpaHULEe napameTpbl 6yayT 06HOBNEHbI HA TeKyLMe
3HAYEHUsI N COXpPaHeHbl B NaMsiTb YCTPOWCTBA. [ocne HaxaTusa Ha KHOMKY «[IpuMeHUMb»
BO3BpAT K NPeAblAyLIMM HacTpoiikam 6yAeT HEBO3MOXEH.

o . R Ortmena
KHOMKa oTMeHbl UBMEHEHUN UMEET BUA:
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4.4 TecCTOBbIA PEXUM

Ha ycTpoiicTBe peanin3oBaH TECTOBbIN PEXUM /15 NPOOGHOr0 NPUMEHEHUSI KOH(UTYpaLmn.

UTo6bI ero akTMBMpOBaTh, HAXXMUTE KHOMKY «TeCTOBbIN pexuM» Ha BEpXHel naHenn web-uHrepdeiica.

WB-2P-LR5 rev.B O©Tecromuiipeum  RU~ G Boixod

admin

Ethernet-noptel ARP  PPPoE Relay  YctpoiictBo ~ Conntrack MapLupyTusaums

L

Bpewms pa6oTbl TectoBoro pexxvma — 300 cekyHa, (5 MUHYT). B TeUeHMe 3TOro BPEMEHM MOXHO NepeMelLaTbes
no Bkaakam web-koHdurypatopa n nponssoanTb Kakue-nnbo N3MeHeHs, MPUMEHSISt UX Ha KaXaol cTpaHuLe
C MOMOLLI0 KHOMKW «[TpUMEHUMb.

3anylleH TECTOBLIA pexuM. MNpaBkyu ByayT oTMEHeHbI Yepes 270 cek. BbIATA U3 TECTOBOIO pEXMMA ¥

WB-2P-LR5 rev.B RU~ @ Beixog

admin

LT T CeTe  CucTtema

Ethernet-noptbl ARP PPPoE Relay YeTpoicTeo Conntrack MapLupyTusaums

Mocne npoBepky HEOGXOAMMOW KOHGIMIypaLn HAXXMIUTE KHOMKY «BbIATY N3 TECTOBOIO pexumar U BbibepuTte
HY)XHOE AeicTBue:

+ «COXpaHUTb U BbIATW» — NPU HAXATNM NPOV30IIET BbIXOA U3 TECTOBOIO PEXMMA 1 COXPaHEeHMWE B
9HEeproHe3aBMCHMYI0 NaMsATb BCEX M3MEHEHWIT B KOHQUIYypaLK, KOTOpbIe 6bIN CAeNaHbl U NPUMEHEHbI
B 3TOM pexume. OTMEHWUTb U3MEHEHUS], BbINOMIHEHHbIE B TECTOBOM peEXUME, ByAeT HEBO3MOXHO.

+ «OTMEHUTb U BbIATW» — NPW HAXXaTNW NPOM30IET BbIXOA U3 TECTOBOIO PeXuma 1 0TMeHa BCex
N3MEHEHMWIA, BbINMO/THEHHbIX B 3TOM pexumMe. byleT BOCCTaHOBNEHa KOHhUrypaums, AeiicTBytoLLas Ha
YCTPOIiCTBE [10 aKTVBaLMN TECTOBOIO pPeXxuma.

Ecnu B TeyeHne 300 cekyHA agMUHUCTPATOPOM He ByAeT NPOU3BEAEH BbIXOA M3 TECTOBOIO PEXMMA, 3TO
NPOU30NAET aBTOMATUYECKN BMECTE C OTKATOM BCEX M3MEHEHWI, KOTOPbIe ObISIN CAeNaHbl B 4AHHOM pPeXuMe.
Mo NCTeYeHMo yKa3aHHOro BpeMeHM KOHAUrypaumsi BOCCTaHOBUTCS, AaXKe eC/in B pesy/ibTaTe caenaHHbIX
N3MeHEeHWI BbIN1 NOTEPSH AOCTYN A0 YCTPONCTBA.

3anylleH TecToBbIn pexim. Mpasky ByayT oTMeHeHb! Yepes 294 cek. BbIATU M3 TECTOBOIO peXUMa ~

WB-2P-LRS5 rev.B

admin OTMEHWTL W BbINTH
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5 OCHOBHbIE 351EMEHTbI Web-nHTepdierica

PykoBoacTBO no akcnnyarauum WB-2P-LR5

Ha pucyHke HUXe npeacTaBneHbl 31eMeHTbI HaBuraumm web-koHdurypatopa.

WB-2P-LR5 rev.B

admin

MOHWTOPWHT m Cuctema
‘-HTEpFET Hacrpm"l:a MAC—a,[mems CeTesoi akpaH hapiu pyTHU3aLUA SNMP

BecnpoeongHol Npo3paYyHbiil MocT
Brnounte
Hactpoika MAC-agpeca WAN

NMepeonpeaenuts MAC O

MAC

© 000 "Mpednpusamue "3nmexc", 2011

1 ©Tectoswiipexum  RU~ @ Bbixon

Bepcua MO
Bepeus eed-usmepgetica

OKHO Nonb30BaTeNbCKOro MHTEpdieca pa3neneHo Ha ceMb 0bnacTe:

1. mMa nonb3oBaresis, Nog, KOTOPbIM Obl/1 OCYLLECTB/IEH BXOZ B CUCTEMY, & TakKe KHOMKa 3aBepLueHns
ceaHca paboTbl B web-uHTepdgeiice (8b/x00) No AaHHbIM NOMb30BaTENEM.
2. Bknagkv MeHt rpynnupyoT BKIaAKyM NogMeHto no kateropusim: MoHuTopuHr, Cetb, IPTV (gocTynHo

TONbKO B peXume mapwipyTtusaropa), Cucrema.
3. Bknagkv NogMeHto cnyxar s ynpas/ieHus NosieM HacTpoex.

4. Tlone HacTPOEK YCTPOICTBa, KoTopoe 6asnpyeTcsi Ha BbiIGope Nosib3oBaTens, NpeAHasHaueHo a1
NMPOCMOTPA HAaCTPOEK YCTPOICTBA 1 BBOAA KOHDUIYPALMOHHbIX AAHHBIX.
5. KHomnku ynpaBeneHusi KoHdurypaumei, nogpobHas nHcopmaums npuseaeHa B pasaene lNprumeHeHne

KOHpurypaumm n oTMeHa M3MeHEHWIA.

6. VHdopmaumoHHoe none, B KOTOPOM oTobpaxaeTcs Bepcus MO, Bepcus web-nHtepdelica.
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5.1 MeH «MOHUTOPUHI»

B faHHOM MeH0 AOCTYNeH MOHUTOPUHT YCTPOICTBA.

© Ha HeKoTopbIX CTPaHMLAX He peasiM30BaHO aBTOMATUYECKE OBHOBMEHNE AaHHbIX MOHUTOPUHTA

2 ORHOEMTE

yCTpoiicTBa. 19 NONyYeHUs TeKyLLen nHpopmaumm 06 YCTPONCTBE HAXKMUTE KHOMKY

5.1.1 TMoameHio «<MHTepHeT»

B nogmeHo «/IHTepHET» OCYLLIECTBSIETCSA NMPOCMOTP OCHOBHbIX CETEBbIX NapamMeTpoB YCTPOCTBA.

m Cetb  IP-TeneBupgeHue Cucrtema
Ethernet-noptel DHCP ARP  PPPoEClient  Ycrpoiicteo  Conntrack — Maplupytnzaums
Buixog B VIHTEpHeT
MogknyeHre K cetn Wi-Fi KnueHT
CocTosiHWE NoAKNKYEHWS Authenticated
SsSID WOP-2ac-LR5
MpoTokon goctyna DHCP
IP-agpec 100.110.0.209
Link Capacity 90
Link Quality 91 (not changed)
Link Quality Common 91
RSSI Vertical/Horizontal -45/-42 nbm
SNR 46/47 b
TxRate 702 M6ur/c
RxRate 780 M6ur/c

Bbix00 8 IHmepHem

* [MoOK/IHeHUe K cemu — NoKasbIiBaeT TUMN NOAK/IOUYEHUS K BHELLHEN CeTy;

+ CocmosiHue MooK/Il04EeHUST — NOKa3blBAET COCTOSIHNE NOAK/THYEHNS K BHELUHEN ceTu;

* MdeHmucpukamop cemu (SSID) — nmsi 6ecnpoBOAHO CETY, K KOTOPOI NOAKNHOUYEHO YCTPOIACTBO;

+ [Mpomokos docmyna — NPOTOKO/, UCMOb3yeMbIii A8 AOCTYyNa K CeTy;

* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLUHEN CETY;

* Link Capacity — napameTp, KOTOPbIil 0TOOpaxaeT ah(PeKTUBHOCTb NCMOb30BaHMSA YCTPONCTBOM
MOAyNAauMn Ha nepegady. PaccumTbiBaeTcs UCX0OAS U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXaoi
MOAYNALMK, N NOHWXKAOLLMX KO3hhMLUmMeHTOB. MakcumasibHoe 3HadeHne —100% (o3HavaerT, uTo Bce
nakeTbl NepefalnTcs Ha MakCUMasibHOW MOAYNALMK /19 MakCUMasibHOrO TUna nss, NoA4epXXMBaeMoro
yCTPOICTBOM). MHUMaIbHOE 3HaYeHne — 2% (B clyyae, Korga nakeTbl NepefarTcs Ha MoayNsumumn
nssTmcs0 ans yctpoiictea ¢ nogaepxkoii MIMO 3x3). 3HaueHMe NapamMeTpa paccUnTbIBaeTCs 3a
nocnegHvie 10 cekyHz,

* Link Quality — napameTp, 0TO6paxatoLuii COCTOSAHME INHKA, pacCyUTbIBAETCA Ha OCHOBaHUN
KO/IMYecTBa OTNpaB/IeHHbIX PETPAHCMUTOB NakeToB. MakcumasibHoe 3HaueHne — 100% (Bce
nepefAaHHble NakeTbl OTNPABUINCH C NEPBOV NOMbITKM), MUHUMabHOE 3HaveHne — 0% (HW OAMH nakeT
He 6blN1 yCMeLHo oTnpaB/eH). 3HauYeHne napamMeTpa paccunTbiBaeTcs 3a nocnegHue 10 cekyHa;

* Link Quality Common — napameTp, 0To6paxatoLuii COCTOSAHME NINHKA, PpacCUMTbIBAETCA HA OCHOBaHUU
KO/IMYecTBa OTNpaB/IeHHbIX PETPAHCMUTOB NakeToB. MakcumasibHoe 3HaueHne — 100% (Bce
nepefAaHHble NakeTbl OTNPABUINCH C NEPBOV NOMbITKM), MUHUMabHOE 3HaveHne — 0% (HW OAMH nakeT
He 6bl/1 yCMeLHo oTnpaB/eH). 3HauYeHne NnapaMeTpa paccunTbIBaeTCS 3a BCE BPEMS NMOAKMOUYEHNS;

* RSSI Vertical/Horizontal — ypoBeHb curHana ot 6a30Boi cTaHuuu, AbM;

* SNR — oTHOLLEeHWe curHan/wym, ab;
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

+ TxRate — kaHaNIbHas CKOPOCTb Nepegayn, MéuTt/c;
* RxRate — kaHa/lbHasA CKOpoOCTb nNpuema, MouT/c.

[N 06HOBNEHMSA MH(DOPMALMK Ha CTPaHULLE HaXKMUTE KHOMKY «OBHOBUTLY.

5.1.2 MoameHto «WDS»

© nMogmeHo «WDS» OCTYNHO TOMLKO B pexuMe «5ecnpoBoAHOl MOCT».

B nogmeHto « WDS» ocyLLecTB/ISIeTCS MPOCMOTP HACTPOEK paanonHTepdieiica u CocTosiHie 6ecrnpoBOAHOIO

MOCTa.

Vireprer m Ethernet-noprss

Radio

Howep Karana
Wnpuka karana

Pexuu pabors

WDS

MAC-anpec

EO0:D3:E3:7A:9B:40

ARP  Yetpoticiso  Connirack  Mapupytnsauns

36
80 My
80211ac

Vus knuenta 1P-agpec Link Capacity Link Quality Link Quality Common Yposens curvana SNR  Bpems nopxniouenns TxRate

WB-2P-LR5 192.168.1.1 13 80 47 -84 4 2 M+ 53 ¢ 58.5 Méut/c

RxRate

27.0 Méuic

Homep kaHasna — KaHas, Ha KOTOPOM YCTaHOB/IEH GECNPOBOAHOI MOCT;
LLlupuHa kaHana — ucnonb3yemasi WprHa KaHana ans 6ecnpoBOAHOI0 MOCTa;
Pexum pabombi — TEKYLLMIA pexnum paboTbl paguonHTepdeiica ycTpoiicTea.

MAC-adpec — MAC-agpec BCTPEYHOro yCTPONCTBa;

Vimsi knueHma — ceTeBoe UMs BCTPEYHOrO YCTPONCTBa;

IP-adpec — |P-agpec BCTPEeYHOro yCTpoiCTBa;

Link Capacity — napamMeTp, KOTOpbIin 0To6paXaeT 3PEKTMBHOCTb MCMNONb30BaHMSA MOAYALMN Ha
nepegadvy. PaccuntbiBaeTcs UCX0AS1 U3 KONMYECTBA NAKETOB, MepeAaHHbIX Ha KaXKA0i MOAyaumm, n
MOHMXKALWNX KO3hPULMEHTOB. MakcMasibHoe 3HadeHne — 100% (Bce nakeTbl nepegatoTcs Ha
MakcuMasibHOW MoAynsiuuy ANst MakCMasibHOro TUna Nss, NoAAEPKMBAEMOr0 YCTPOCTBOM).
MuHUManbHoe 3HaueHne — 2% (B cnydae, Koraa naketbl nepegatoTcs Ha Moaynsuum nssTmes0 gns
ycTpoiicTea ¢ nogaepxkoii MIMO 3x3). 3HaueHue paccumnTbiBaeTcs 3a nocnegHvie 10 c;

Link Quality — napameTp, KOTOpbIn 0OTOGpaXKaeT COCTOSAHWNE JINHKA, PACCYUTaHHbIA Ha OCHOBaHWM
KO/IMYyecTBa OTNpaB/IeHHbIX PETPAHCMIUTOB NakeToB. MakcumanbHoe 3HaveHne — 100% (Bce nakeTbl
OTNpaBW/INCL C NEPBOIA NOMbITKN), MUHUMasIbHOE 3HaueHne — 0% (HY oAuH NakeT He 6bl yCneLIHo
oTnpae/neH). 3HaueHne paccumTbiBaeTcs 3a nocnegxue 10 c;

Link Quality Common — napameTp, KOTOPbIA 0TO6paXKaeT COCTOSAHNE /IMHKA, PaCCYMTaHHbI Ha
OCHOBaHWUM KOMMYecTBa OTrNpaB/ieHHbIX PETPAHCMUTOB NakeToB. MakcumasibHoe 3HaueHne — 100% (Bce
nakeTbl OTNPaBWU/ICL C NEPBOI NOMbITKN), MUHUMasIbHOE 3HauYeHne — 0% (HY oguH NakeT He Gbin
yCMeLLHO oTnpaB/ieH). 3HaueHne paccumTbiBaeTcsl 3a BCe BPEMS NOAK/THUYEHNS,

YposeHb cueHasia — ypoBeHb NPUHMMAEMOrO CUrHas1a OT BCTPEYHOro yCTPOICTBa, ABMm;

SNR — oTHOLWEeHWe curHan/wym, ab;

Bpewmsi nodk/to4eHuUs1 — BPEMS, B TeYEHNE KOTOPOro akTMBEeH 6ecnpoBOAHOI MOCT;

TxRate — kaHa/IbHasA CKOPOCTb nepegayun, MéuT/c;

RxRate — kaHa/IbHasi CKOpPOCTb Npuema, Méut/c.
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5.1.3 MoameHto «Ethernet-nopTbi»

B nogmeHto «Ethernet-nopTbi» BbINONHAETCA NPOCMOTP cocTosAAHMA Ethernet-nopTos ycTpoicTea.

MuTeprer ESOEGEELLYE DHCP  ARP  Yerpoicteo  Conntrack  MapwpyTWsauus

CocTosHue Ethernet-noptos

Mopt MNoaknoyenne CrOpOCTE Penim MNepegaMo MpuHATO

LAMN Bxn 1000 MOUT/C Full-duplex 150.9 KG2WAT (154 496 GaAT) 13.9 KOaAT (14 208 Ganr)

0

OGHOBHTH

CocmosiHue Ethernet-nogmos

* [Nlopm — Ha3BaHWe nopra:

+ LAN — nopT NoKasbHOI ceTu.
* [MoOK/IHEHUE — COCTOSIHNE NOAK/THYEHNS K NOPTY:

* Bk — K NOPTY NOAK/MHOUYEHO CETEBOE YCTPOCTBO (COeAVHEHNE aKTUBHO);

* BbIK/1. — K NOPTY He NOAK/H0UYEHO CETEBOE YCTPOICTBO (COeAMHEHNE HE aKTUBHO).
+ CKopocmb — CKOPOCTb NOAK/IOUYEHNSI BHELLIHEro CETeBOro yctpoiicTea k nopty (10/100/1000 M6éut/c);
* Pexum — pexum nepeaadn AaHHbIX:

* Full-duplex — nonHbli aynnekc;

* Half-duplex — nonyaynnekc.
+ lNepedaHo — KONNYECTBO NepefaHHbIX C nopTa 6anTos;
+ [NpuHsIMO — KONMYECTBO NPUHATLIX NMOPTOM 6aTOB.

[nsa nonyyeHns Tekyllei nHpopmaumm o coctosHun Ethernet-nopToB HAXXMUTE KHOMKY «OBGHOBUTbY.

5.1.4 TMoameHo «DHCP»

© nMoameHo «DHCP» AOCTYNHO TOMbKO B PEXMME MapLLpyTU3aTopa.

B nogmeHto «DHCP» MOXHO NOCMOTPETb CNMCOK NOAKOYEHHbIX K LAN-MHTEepeincy ceTeBbIX YCTPOWNCTB,
KOTOpbIM Obl/M Ha3HaueHbl IP-agpeca nokanbHbiM DHCP-cepBepoMm, a Takke Bpems A0 uctedyeHnst apeHasbl IP-
agpeca.

WuTeprer  Ethernet-noprei m ARP  Ycrpowcteo Conntrack MapwpyTtusayms

Cnucok DHCP-knueHTOB

MAC-anpec WMA KneHTa IP-agpec EpeMA A0 MCTEYEHNA apeHak!

& OBHOBUTL
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Cnucok DHCP-knueHmos
* MAC-adpec — MAC-apec Nok/IH4EeHHOro yCTPONCTBa;
* VIMs1 K/lueHma — ceTeBoe UMS MOAK/TIFOYEHHOIo YCTPOCTBA;
* IP-adpec — IP-agpec, Ha3HaYeHHbI KNMEHTY U3 Nyna afgpecos;
* Bpewmsi 00 ucmeyeHusi apeHobl — CPOK, Yepes3 KOTOPbI UCTEKaEeT apeH/a BblAe/IEHHOro aapeca.

[ns nonyyexus Tekywein nHgopmarmm o DHCP-knueHTax HaxxmuTe KHOMKY «OBGHOBUTLY.

5.1.5 lMoameHo «ARP»

B nogmeHto «<ARP» BbinonHsieTcs npocMmoTp ARP-Tabnuubl. B ARP-Tabnmue cogepxmtca nicopmanms o
cooteetcTBUM IP- 1 MAC-agpecoB cocejHUX CETEBbIX YCTPOWCTB.

WHTepHer  Ethernet-noptel DHCP m Yerposcteo Conntrack  MapuwpyTu3auus

ARP-Tabnuua

IP-appec MAC-appec Mma knuesTa WKTeptpeiic

192.168.15.1 ABFI.48:50.E7:00 WEF

ARP-mab6nuya

* IP-adpec - IP-agpec ycTpoIicTBa;

* MAC-adpec — MAC-agpec yCTpOIiCTBa;

* Vmsi knueHma — hostname ycTpoiictea (ecnn nmeetcs);

* MiHmepdpelic — nHTeppeiic, co CTOPOHbI KOTOPOro akTMBHO ycTpolicTBo: LAN, Wi-Fi, Bridge .

[N nonyyeHust TekyLlein MHopmauum HaXMmUTe KHoNKy «OGHOBUTb.

5.1.6 MoameHto «PPPoOE Relay»

© nMogmeHio «<PPPOE Relay» 1OCTYNHO TOMBKO B pesxume ycTpoiicTea «Wi-Fi KnMeHT» B pexvme paboTsi
«MocCT».

© Mo ymonuanuio onums «PPPOE Relay» oTknoueHa. Ee MOXHO BK/IHOUUTB, HAXKaB Ha KHOTKY «BK/IHOUUTH»
B noameHio «PPPoE Relay».

Mutepietr  Ethermnet-nopTo ARP [z I=NETA  Voetpocteo  Conntrack  Mapuwpytisauma

Coctoanue PPPoE Relay

PPPoE suitnioven
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Muteprer  Ethemet-nopr

ARP  lNEEVE  Yorpoicteo  Conntrack

Coctonnue PPPoE Relay
PPPoE srnioueH
Ceccuun PPPoE Relay

Yweno ceccuit 1

Cnucok ceccun

Cocronxue ID ceccuu Bpema ceccum

ACTIVE 4 00:00:14

Z O6HOBUTD :

MapwpyTrsauma

MAC-aapec knuenta TaiimayT oT knueHTa

3C:1E:04:46:97:1F 00:00:11

MAC-anpec cepsepa TaiimayT o1 cepeepa

50:3E:AA:05:30:6F 00:00:11

* PPPOE sk/to4eH/B8biK/It04eH — cocTosiHne onuun PPPOE Relay;
+ KHorika «Bkiodumbe»/«Omk/to4umb» — BKAOYAET/oTKNo4aeT onunto PPPOE Relay;

* Yucno cecculi — uncno PPPoE-ceccuii, NogHATbIX Yepes YCTPOCTBO. MakcumMasibHoe 3HavyeHne — 64,
+ CocmosiHue — akTBHasA b0 HeaKTMBHAaA Ceccus;

*+ ID ceccuu — HoMep ceccuu;

* Bpemsi ceccuu — ANUTENbHOCTb CECCUM;
« Talimaym om k/iueHma — BPeMsi C MOMEeHTa NPUHATUSI MOC/IeHET0 NakeTa OT K/TIMEHT];
« Talimaym om cepsepa — BPeMSsI C MOMEHTa NPUHATUS NOC/IeHEr0 NakeTa oT cepBepa.

Takxe MOXHO yBUAETb MHGopMaLmio o MAC-aapece KMeHTa 1 cepeepa.

5.1.7 MoameHto «PPPoE Client»

© nMopameHio «<PPPOE Client» OCTYNHO TONbKO B pexume paboTbl «<MapLupyTrusaTop».

Ha cTpaHuue MoxHo yBuaeTb nHchopmaumio o MAC-aapece v IP-aapece knveHTa 1 cepeepa. MapamveTp
«CTaTyc» 0To6paxaeT COCTOSHE CeCCUN — aKTMBHasA NGO HeaKTMBHAs CECCUSI.

Craryc

MAC-agpec knueHTa
MAC-agpec cepeepa
IP-agpec knueHTa

IP-agpec cepeepa

GGG Igll CeTb  IP-TeneBuageHue  Cuctema

WHTEepHeT Ethernet-nopTbl DHCP ARP [z« @l YcrpoiictTeo  Conntrack  MaplpyTtusaums

Nudopmaumsa o PPPoE Client

ACTIVE
E0:D9:E3:7A:BE:40
5C:D9:98:F5:8C:9B
10.10.1.10
10.10.1.1
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5.1.8 TloaMeHIo «YCTpOCTBO»

B nogmeHo «YcTpoincTBo» NnprBeseHa obuas nHpopmaums o6 ycTponcTsee.

MiHTEpHeT  Ethemet-nopTel ARFP  PPPoOE Relay [R{sjuiilmi:WMl Conntrack  MaplipyTu3auus
MHudopmaums ob ycTporicTee
M3genue WB-2P-LR5S
Bepcua Mo 2.8.0.16
3asoackon MAC-agpec E0:D9:E3.7C.D4EOD
CepHiiHEIA HOMep WP29006703
CHCTEMHOE BpEMA 08:04:18 26.10.2022
BpemA padoTb 18:53:35
3arpyska LTy _ 3.0%
VIcnons3yemas naMaTe ® 51% (52 MB / 101 MB)

ViHbopmayus 06 ycmpolicmse

* MI30es1ue — HaMMeHoBaHVe MOAE/NN YCTPOIACTBA;

* Bepcusi 1O — Bepcusi NporpamMmmHoOro obecneyeHunst yCTponcTea;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepdoeiica yCTpocTBa, yCTaHOBNEHHbI 3aBOA0OM-
N3roToBUTENEM;

+ CepuliHbIli HOMep — CepUiiHbIA HOMEpP YCTPOICTBA, YCTaHOB/IEHHbIN 3aBOAOM-U3rOTOBUTENEM;

+ CucmeMHoe BpeMsi — TekyLe BpeMs 1 AaTa, yCTaHOB/EHHbIE B CUCTEME;

* Bpewmsi pabombl — BpeMsi paboTbl C MOMEHTa NOCNEAHEro BKIYEHUS NN Nepe3arpy3kn yCTponcTea;

+ 3aepyska LIy — cpefHuii NPOLEHT 3arpy3ky npoueccopa 3a nocnegHue 5 cekyHg;

* Wcnonb3yemasi namsimb — NPOLEHT MCNO/Ib30BaHMSA (DU3NYECKO NaMAaT YCTPONCTBA.
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B nogmeHto «Conntrack» oTo6paxaloTcs TekyLme akTUBHbIe CeTeBblE COeMHEHNS YCTPONCTBA.

m Cete  IP-Teneengeqme  CucTema

Cnucok coegvuHeHUA

MpoTokon

UHKHOWH

TCP

TCR
TCR
TCP
uoP
TCP
UNKNOWN
UNKNOWN
TCP
TCP
uoP
UNKNODWN

TCP

LHCND SKTWEHED CORLMHEHMA

LHCND NOKSEISHHED COSOMHEHAR

Brlsog akTHEHLIX ceccui NAT

1@
1@

Appec MCTO4YHUEE
192.188.1.1
127.0.0.1:58278
0.0.0.0:88

100.110.0.12:56823

100.110.0.243:32240

100.110.0.12:56824

100.110.0.243:32840

100.110.0.12:56823

100.110.0.12:56825

100.110.0.12:56837

127.0.0.1:35513

100.110.0.12:56824

100.110.0.238

100.110.0.228

100.110.0.12:56822

100.110.0.12:56829

100.110.0.243-38840

100.110.0.238

100.110.0.12:662833

PLUDYTHEILMA

Anpec H3THIYEHURA

2240.0.1

127001

256255 255 25567

100.110.0

53

242

&0

172.16.0.100:52

100.110.0

100.110.1

100.110.0

100.110.0

100.110.0

12700

100.110.0

243:80

25363

242

242

243

183

243

&0

230255255250

224.0.0251

100.110.0.242:80

100.110.0.242:80

172.16.0.250:52

22400252

100.110.0.242:20

TadmayT

©

g

408 22 u B0 muH S8 e

4on 23 u b0 muH 5T ¢

@

404 23450 MuH 89 ¢

©

g

4023 u B0 MuH B8 2
44 234 B0 MuH BT &
e

Qe 3B

&

s 23uf0MuH 6

Bbiso0 akmusHbix cecculi NAT

* YHucno akmusHbIX COEOUHEHUU — 00LLEE UNC/I0 aKTUBHbIX CETEBbLIX COEANHEHWIA;

* Yuco nokaszaHHbIX COeOUHEHUL — YNCO COeMHEeHNIA, BbiIBeAEHHbIX B Web-uHTepdeiic. UTobbl He
CHWXaTb NPOM3BOAUTENBHOCTL PaboThl web-nHTepdgelica, MakcManibHOE YMCI0 NOKa3aHHbIX
CoeiHEHNIA orpaHnyeHo 3HavyeHnem 1024. OcTanbHble COeAUHEHNS MOXHO NOCMOTPETb Yepe3 KOHCO/b

yCTpOiCTBa.

Crniucok coeduHeHul

+ [Mpomoko/1 — NPOTOKO/, N0 KOTOPOMY YCTAHOB/IEHO COEAVHEHNE,;

+ Adpec ucmoyHuka — |IP-agpec n Homep nopra nHuumMaropa CoequHeHus;
+ AOpec Ha3Ha4yeHus — IP-agpec 1 HomMep nopTta agpecara CoeANHEHNS;
+ Talimaym — nepuopg BpeMeHu [0 pa3pbiBa COeMHEHUS.

[na nonyyeHns TekyLein nHpopmaumm HaxkMmmTe KHOMKY « OGHOBUTb.
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5.1.10 MogmeHio «MapLipyTmzaums»

B nogmeHto «MappyTunsaums» oTobpaxkaeTca Tabnmua MapLpyTm3auun yCTpoicTea.

WHTepHeT Ethernet-noptbl DHCP  ARP PPPoE Client Yerpoicteo  Conntrack MapLupyTusaums

Tabnuua mapLipyTrUsaunu

Appecar W03 Macka ®naru  Metpuka  OGpalueHunn OGHapyxeHua UnTtepdeitc
0.0.0.0 100.110.0.1 0.0.0.0 uG 0 0 0 wlan0
100.110.0.0 0.0.0.0 266.255.254.0 u 0 0 0 wilan0

192.168.1.0 0.0.0.0 256.255.255.0 u 0 0 0 bro

< OBHoBUTL

+ Adpecam - IP-agpec xocTa Uav nogceTn HasHavyeHwus, 40 KOTOPbIX YCTaHOB/EH MapLUpPYT;

* Lmo3 - IP-agpec Wwio3a, Yepes KOTOPbIn OCYLLECTB/IAETCH BbIXOA Ha agpecara;

* Macka — macka nogcetu;

* Qiacu — onpefenieHHble XapakTepucTuky AaHHoro mapuwpyTa. CyLwecTByHT cnegyroLme 3Ha4eHuns
r1azos:

+ U - yka3blBaeT, YTO MapLUpyT co34aH U ABASETCA NMPOXOAUMbIM;

* H - yka3blBaeT Ha MapLUpyT K onpeAeneHHOoM y31y;

+ G — yKa3bIBaeT, YTO MapLLPYT Nposieraet Yepes BHeLWHWI Wwnto3. CeTeBon MHTepdenc cucTemsl
npefocTasBiseT MapLUpyTbl B CETU C NPSAMbIM NOAKIOYEHVEM. Bce npoyune mapLupyTbl Npoxogat
yepes BHelUHWe Wo3bl. Priarom G oTMeyaroTcs Bce MapLUpyThl, KOOMe MapLupyToB B CETU C
NPAMbIM NOAK/TIOYEHKEM,;

* R — ykasblBaerT, 4To MapLipyT, CKopee BCero, 6bl/1 co34aH AMHaMUYECKM MPOTOKO/IOM
MapLupyTM3auun, paboTaroL MM Ha JIoKalbHOM cUcTeMe, NoCPeACTBOM napameTpa reinstate;

+ D - ykasbiBaerT, 4To MapLpyT 6bi/1 fo6aBneH B pesysbrare nosly4eHns coobLeHns
nepeHanpaeneHust ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLupyTe 13
coobueHns ICMP Redirect, mapLupyT BKIoYaeTcs B TabAMLy MapLUpyTM3auun, YTobbl UCKTHYNTb
nepeHanpasneHve AN nocseaywmx nakeTos, NpeaHasHauYeHHbIX TOMY Xe ajgpecary;

* M - ykasblBaeT, YTO MapLUpyT NOABEPrcs N3MEHEHUI0, BEPOATHO, B pe3y/ibTare paboThbl
AVHaMMYeCKOro NpoToKo/1a MapLupyTnsaLmm Ha 10KasIbHOW cuctemMe 1 NpYMeHeHUs napamMerpa
mod;

* A - yKkasblBaeT Ha 6ydpepr30BaHHbIn MapLLpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnvue ARP;

+ C — yKasblBaeT, YTO MICTOYHMKOM MapLUpyTa ABseTcs bydep mapLupytnsaumm aapa;

* L — yka3sbIBaeT, 4To NYHKTOM HasHa4yeHnss MmapLipyTa siBNsSeTCA O4WH U3 afpecoB AaHHOIo
KoMnbloTepa. Takue «/10KasibHble MapLUpyThbl» CYLLECTBYIOT TO/IbKO B Bydiepe mapLupyTnsaumy;

* B — yKkasblBaeT, UTO KOHEeUYHbIM NYHKTOM MapLupyTa SABMISAETCSA LWMPOKoBeLlaTe/bHbIn agpec. Takne
«LUMpoKoBeLyaTe/ibHble MapLLpYTbI» CYLLECTBYHOT TO/IbKO B Bydhepe MapLipyTusaLlmu;

+ | — ykasbIBa€eT, YTO MapLLUPYT CBsA3aH ¢ KosbLeBbIM (loopback) nHTepdeiicom ¢ Lenbio NHOM,
HeXesim obpalleHne K KoNbLeBOW CeTu. Takne «BHyTPEHHME MapLUPYThbI» CYLLECTBYIOT TO/IbKO B
6ydhepe mapLupyTmusaumu;

+ | — ykasblBaerT, 4To Aentarpammbl, HanpasssemMble Mo aToMy agpecy, byayT oTBeprarbcs
CUCTEMO.

* Mempuka — onpefensier «CTOMMOCTb» MapLpyTa. MeTpuka ncnosnb3yeTcs 415 COPTUPOBKN
Ay6nnpyoLmMx MapLIpyTOB, eC/iM TakOBble NPUCYTCTBYIOT B Tabnmue;

+ O6pauwjeHus — 3adIMKCPOBAHHOE YMCN0 06paLLeHnii K MapLUpPYTY C Le/blo co3aaHns coeanmHeHmns (He
1cnonb3yeTcs B cUCTeMe);

+ Ob6Hapy)xeHusi — Yyicno obHapyXXeHuin MapLUpyTa, BbINOIHEHHbIX NPOTOKO/IOM IP;

* ViIHmepdpelic — nms ceTeBoro nHTepdeiica, Yepes KOToPbI NposieraeT AaHHbI MapLUpyT.

[Nsi nonyyeHus TekyLlein nHdopMaLum HaXXMUTE KHOMKY «O6HOBUTb».
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5.2 MeHio «CeTb»

B MeHt0 «CeTb» BbINOJIHSAKTCS OCHOBHbIE CETEBbIE HACTPOIKN YCTPOCTBA.

5.2.1 MoameHto «MHTepHeT»

B noMeHI0 «/IHTEPHET» BbINOMHSAETCS HACTPOIKA NapameTpoB A5 NOAK/IHUEeHUst K 6a30B0oii cTaHuum no Wi-Fi
11 BbIGOP pexuMa NoAKMUEHNs YCTPOIACTBA.

Pexum yctpoiictBa Wi-Fi KnueHt

MoHHTOPHHT m CucreMa
Hactpoira MAC-anpecos Ceresol sKpaH MapwpyTuzauma SNMP

OBume HacTpoikn

Mur xocTa

BHewHss ceTb
Pexwuwu yoTpoficTea Wi-Fi K nnent -

HacTpo#ku nogknoyeHns

SsID | TIT Q Cranmposare sthnp
Pexwum B02.11 B02.11ac M
WinpwHa kaHana B0 MMy 7
Pexuw GeaonacHocTi Off M
MowHocTe curiana (aEu) 24 V
KOpoTEMA 38WMTHEA WHTEpBan
DUKCHDOBSHHER USHTDAMEHER YACTOTE
CNMCOoK PESDEWSHHE X KEHEN0E
K aHansHaR ckopocTs Nepeaasm Auto
MakcmansHan CkopocTe Nepefaym Auto
Oxnnanme ACK 64 V
Pexuwu pabota Moct
Mpwnoputer DSCP
Mporokon DHCP 7
Pexim VLAN Trunk
Anctepuatnessi Vendor 1D (onuns 60)
Vendor D (onuma 60}
MepensaHuin DNS
Bropwasain DNS
‘OTDEHNHEHNE WD OKDBEWATENEHOrD TpathMKS (nakeToe/cex) | O >

Weiinep

* MIMsi Xxocma — UMs, Ha3Ha4YeHHOe CeTEBOMY YCTPOWCTBY;

* Pexxum ycmpolicmsa — pexum NnoaknveHnst yCTPONCTBa;

+ SSID (MdeHmugbukamop cemu) — UMs1 GECNPOBO/IHON CETW, UCMONb3YeTCs AN NOAKNOUYEHMs K 6a30B0i
cTaHuun. MakcumasibHas f/ivHa UMeHn — 32 CMMBO/a, BBOJ, C YYETOM peructpa knasmarypbl. [JaHHbll
napamMeTp MOXET COCTOSATb U3 UMdip, NATUHCKNX OYKB, @ TAKXKE CUMBOSIOB «-», «_», «.», «I», «;», «#» 1
npo6ena, Npu 3TOM CUMBOJIbI «!», «;», «#» 1 NPO6En He MOryT CTOSITb NEPBbIMU.

+ CKaHuposamsb 3¢hup — NO HaXaTUI KHOMKM HAYHETCS CKaHMpPOBaHWe paanoacvpa B 3aiaHHOM
AvanasoHe. Nocse ckaHMpoBaHUA MNOABUTCSA CMUCOK HaAeHHbIX Touek goctyna. Cnucok 6yaeT cocToATb
n3 cemun cton6uos.: SSID, pexum 6e3onacHocTy, MAC-agpec ToUkM A0CTyNa, KaHa, LiMprHa KaHana,
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4yacToTa, YpoBeHb curHana. Mpu BbIbope 04HOMN N3 HaNAEHHbIX TOYeK OyAeT aBTOMATUYECKN 3arnoNIHEHO
none SSID, BbiGpaH COOTBETCTBYHOLLMIA PEXNM 6E€30NACHOCTH.

BHewHns cetb

HacTPOAKM NOAKNIOYSHMS

Pexum ycTpolicTea Wi-Fi Knnext

ssiD | 777 Q CKaHUpOBaTL SCOUP

Pexum 802.11 802.11ac i SSID PexuM Ge3onacHocTi MAC-appec Kanan LUupuHa KaHana, MMy~ Yactota, MMy  YpoBeHs cMruana, nEm

WnpiHa Karana B0 ML Eltex-Guest Open E0:D9:E3:8F:BD:42 48 20 5240 -60

Eltex-Local WPA_1X/WPA2_1X E0:D9:E3:8F:BD:40 48 20 5240 -61

Pexum Gegonackoctn | OfF Open E0:D3E3:BF:BD:A1 48 20 5240 61

MouwrocTs cnrHana (a6m) 24 = Open E0:D9:E3:91:23:52 100 80 5530 77

-2ac-LR622 Open E0:D9:E3:91:23:53 100 80 5530 78

[<]

KOpoTkWi auuTHuI uHTepsan
P-2acL11 Open E0:D9EIH1 2354 100 80 5530 78

BUKCHPOBAHHAS LIBKTPaNLHAA YacToTa shipovalov_test2 Open E0DS:E391:12:02 80 80 5400 78

CRUCOK paspeweHHsIX KaHaNos Open E0:D9:E3:91:23 51 100 80 5530 -78

Open E0:D9:E3:91:12:01 80 80 5400 -80
KaHansHas ckopocTk Nepenaun Auto

wop2_239_5_cvlan WPA_1XWPAZ_1X E0:DS:E3:93:10:E1 44 20 5220 -80
MakcumansHas ckopocTk Nepenadn Auto
Oxupanme ACK | 64 2

Pexum pabots | MocT

« Pexxum 802.117 — BbIGOp pexunma paboTbl 6ecnpoBoAHOro nHTepdelica:

« 802.17a — gaHHbIli CTaHAAPT NpedycMaTpuBaeT MakCumasibHy CKOpoCTb Ao 54 MouT/c;

« 802.11n — gaHHbI CTaHAAPT NpegycMaTpuBaeT MakCumasibHyt ckopocTb Ao 300 MouT/c;

« 802.11ac — gaHHbIli cTaHAAPT NpeagycMaTpuBaeT MakCUmasibHYy CKOpoCcTb Ao 866,7 MouT/c.

* LllupuHa kaHa/sia — WMpUHa NoJ0Ckl YacTOT KaHana, Ha kotopom pabotaeTt Wi-Fi knneHT, npuHumaet
3HadeHns 5, 10, 20, 40 n 80 My, CTouT OTMETUTb, UTO LIMPUHA KaHasa B 80 MI'y, 6yaeT paboTatb
Tonbko B ctaHAapTe 802.11ac. Ecnm Ha 6a30BOW CTaHLMK YCTAaHOB/EHA WMPWHa KaHana 5 nam 10 Mly,
TO Ha aBOHEHTCKON CTaHuUM Heo6x04UMO BblGpaTb aHasTOTMYHYO MO0CY;

Pexxum 6e3ornacHocmu — BbI6op pexmma 6e30nacHOCTU 6ecnpoBOAHON CETU:

+ Off — oTKIO4YeHO WndpoBaHe 6ecnpoBOLHON CETU, HA3KNI YPOBEHb 6E30MacHOCTY;

+ WEP - wndppoaHmne WEP. WEP-kntou fonxeH CocToATb U3 WecTHaauaTtepuyHbIX Ludp n MMeTb
AnviHy 10 nnv 26 cMBOJ/IOB, TG0 AO/MKEH GbITb CTPOKOI (CMMBONLI a-z, A-Z, 0-9, ~!@#S% &*()_-
+=) U UMETb A/IMHY 5 Unn 13 cMMBONOB. [laHHbIli peXxuM cKpbIT B web-uHtepdelice;

+ WPA, WPA2 - windgposaHne WPA n WPA2. lnnHa kntova coctaBnseT oT 8 4o 63 CMMBO/IOB.
PaspeluaeTcs UCMo/b30BaTh TO/IbKO CUMBO/IbI: a-Z, A-Z, 0-9, ~1@#8%&*()_-+=;:|/?.,<>"" unmn
npo6en. PekomeHayeTcs NCNoMb30BaTh pexumbl wWndposaHns WPA n WPA2 kak Hanbonee
6e3onacHble Ha AaHHbI MOMEHT;

« WPA-Enterprise, WPA2-Enterprise — wndgpoBaHne WPA n WPA2 ¢ ayTeHTUdmKaUmnein knmeHTa no
802.1x. B kayecTBe aBTOPU3ALMOHHbIX AAaHHbIX HE06X0AMMO BBECTU UMS MO/Ib30BATENA U Naposib.

MowHocmb cueHasia — perynmupoBka MOLLHOCTY curHania nepegatyvka Wi-Fi B gbwm;

Kopomkul 3awyumHbIli uHMepBsasl — NogAepXKa YKOPOYEHHOro 3aLlUTHOro nHtepsasna. Vcnonb3yetcs
400 Hc 3aWmTHbIN nHTepBan (BMecTo 800 He);

duKcupoBaHHasi YyeHmpa/ibHasi 4acmoma — Npu akTuBaumn doniara Becb Tpaduk (NakeTbl AaHHbIX 1
ynpasneHus) 6yaeT nepefaBaTbCs Ha yKasaHHOW LeHTpasibHO YacToTe KaHasia ¢ 3aaHHOW LUMPUHOWA
nonocbl (40 nnm 80 MIru). ®yHKUMS SIBNSETCA NPONpUeTapHoi, nepegadya BefeTca He No cTaHaapTam
IEEE 802.11, rae npegnonaraetcs UCNo/b30BaHMe pasHbIX LLEHTPasIbHbIX YacTOT AN Tpadimka AaHHbIX U
ynpasneHus npu wupuHe kaHana 40/80 MTu. Mpu pa6ote WB-2P-LRS ¢ yctporictBamu WOP-2ac-LR5,
Ha KOTOPbIX BK/IOYEHa (DUKCMPOBaHHAsA LieHTpasibHas 4yacToTa, akTMBaumsa Ha abOHEeHTCKON CTaHuun He
TpebyeTcs, T.K. NPOMCXOAUT aBTOMATMYECKN B MOMEHT NOAK/IHOYEHNS K 6a30BOI CTaHL MW,

Cnucok paspeweHHbIx kaHasnos (Limit Channels) — cnncok 4acToT, Ha KOTOPbIX NPOU3BOAMTCS
CKaHvpoBaHue admpa Ans NOAKN0YEHMSA K 6a30BOIN CTaHLMN.
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© Mpu wnpuHe kanana 5, 10, 20 My, 4OCTYNHbLI KaHabl 32—165. Mpu wnpuHe kaHana 40, 80 MIy
OOCTYNHbI KaHasbl 36—165.

Ecnu, Hanpumep, Ha BC BbicTaBneH kaHan 100L (5490-5530 MI'y) ¢ wmpuHoli nonockl 40 My, To B
CNUcKe paspeLleHHbIX KaHa/10B Ha abOHEHTCKOW CTaHLMK AO/MKHbI ObITb BbibpaHbl BCE KaHasbl,
Haxoaswmecsa B 3TOM YaCTOTHOM Auana3oHe: 98—106 kaHan BK/IOUMTENBHO. [pK Takoin HacTpolike
WB-2P-LR5 6yaeT ckaHnpoBaTb TO/IbKO YaCTOTHbIM gnana3oH 5490-5530 MIMy 1 ycnewHo
noaknountces Kk bC Ha kaHane 100L/40.

BHewHAA ceTb

Pexum ycTpoiicTea Wi-Fi Knuent

SSID shi_testl Q CraHMpoBaTe ahup

Pexum 802.11 802.11ac

HacTpo#iku nogrnioens

LUnpnHa kaHana 40 My
Pexum GesomacHocTn off
MolHocTb curHana (aBm) 24 3
KopoTkuii 3awutHblit witepsan @
GUKCMPOBAKHAS LEHTPANBHAS YACTOTA

Cnucok paspeleHHbix kaHanos @

+ KaHasibHasi ckopocmb repedaqu — huKCcMpoBaHHas CKOPOCTb 6eCnpoBOAHON Nepeaayn AaHHbIX,
onpegensiemasn crneundukaumsammn ctaHgaptos IEEE 802.11a/n/ac;

+ MakcumasibHasi ckopocms repedaqyu — MakCMasibHas fonycTuMasl CKOpoCcTb 6ecnpoBoAHON nepeaaydn
OaHHbIX, onpegensemas cneundukaunamm ctaHgaptos IEEE 802.11a/n/ac;

+ OxudaHue ACK — TalimayT oxugaHusi NoATBepXaeHUst nakeTa. MNpu 601bLUNX paccTosHusx (6onee 2,5
KM) napameTp cneayeT yBennunTb, nogobpas onTuMaibHOe 3HauYeHue,;

* Pexxum pabomsbl — pexuMm paboTbl YCTPONCTBA:

« Mapwpymuzamop — mexay LAN- 1 WAN-uHTepdpeiicamm (WAN nHTepdpeiicom cTaHoBUTCS
6ecnpoBoaHoii nHTepdeiic Wi-Fi) yctaHaBnueaeTcst pexxum mapiupyTtusatopa (LAN nsonuposaH
ot WAN);

+ Mocm — yCTaHaB/IMBAETCA PEXMM MOCTa MeXAy 6eCnpoBOAHbIM U NPOBOAHLIM MHTEpdelicamm
yCTpoOlicTBa.

*+ MpuopwuTeT — BbIGOP cnocoba npuoputnsaumm. OnpegenseT nose, Ha OCHOBaHWM KOTOPOro Tpadgiuk,
nepegawLuiica B paguovHTepdeiic, byaeT pacnpenensatbcsa no oyepeasim WMM:

+ DSCP - 6ypeT aHanusnpoBaTbca npuoputeT u3 nona DSCP 3aronoska IP-nakeTa;

+ 802.1p - 6yaet aHanm3vpoBaTbes npuopuTeT U3 nonst CoS (Class of Service) TermpoBaHHbIX
nakeToB.

*+ [Mpomokos — onpeaenseT pexum paboTsl MHTepheica, Yepes KOTOpbI ByAeT OCYyLLEeCTBAATLCA
NOAKNOYEHME YCTPOICTBA K CETU NPefoCcTaB/IeHNs ycayr nposaligepa:

+ Static — pexum paboTbl, Npu KoTopoMm IP-agpec 1 Bce Heobxoanmble napameTpbl Ha WAN-
nHTEepdenc HazHavarTcs ctatmyecku. Mpu Boibope Tuna «Static» Ana pefakTMpoBaHus CTaHyT
[OCTYMNHbI cneayoLme napameTpsbl:

* IP-adpec - yctaHoBKa IP-agpeca WAN-uHTepdieiica ycTpoilicTBa B CETM NpoBaiigepa;

+ Macka — yctaHoBKka mackn nogcetn WAN-uHTepcpeiica ycTpoiictea B CETU NpoBanaepa;

* LUt03 Mo yMO/14aHUKo — afpec, Ha KOTOPbIV OTNPAaBASAETCS NakeT, eCNN A1 HETO He HaAeH
MapLUpyT B Tabnmue MapLipytmsauuu.

+ DHCP — pexum paboTbl, npn KoTopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, W3 no
YMOJIHaHMIo 1 Apyrve napameTpbl, Heobxoanmble 418 paboTbl B ceTun, 6yayT nosyyeHsl oT DHCP-
cepsepa aBTomartmyecku. o Tex nop, noka agpec no DHCP He nony4yeH, AOCTYN K YyCTPONCTBY
6yaeT no agpecy mns nons IP-agpec:

+ AnlbmepHamusHbil Vendor ID (onyusi 60) — npn ycTaHOBNIEHHOM ¢hfiare YCTPOICTBO
nepenaét B DHCP-coo6uyeHusix B onumm 60 (Vendor class ID) 3HaueHne n3 nons Vendor ID
(onyus 60). Mpwn nycToM nosne onums 60 B coobLeHnax npotokona DHCP He nepepaétcs.
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Ecnu conar AnstepHatuBHblii Vendor ID (onuus 60) He ycTaHoBneH, B onummn 60 nepeaaetcs
3Ha4YeHne No yMo4aHuto, KOTOpoe MMeeT creayoLWwmii dopmar:
[VENDOR:npoussogutens][DEVICE:Tun ycTtpoiicTBal[HW:annapatHas Bepcus] [SN:cepuiiHbiii
Homep][WAN:MAC-aapec uHtepdeiica WAN][LAN:MAC-agpec nHtepdeiica LAN]
[VERSION:Bepcusa nporpaMmmHoro o6ecneyeHus

Mpumep:

[VENDOR:Eltex][DEVICE:WB-2P-LR5][HW:1.2][SN:WP29000038] [WAN:E0:D9:E3:75:55:60]
[LAN:E0:D9:E3:75:55:60][VERSION:2.0.0.161].

+ PPPoE (0ocmyrHo 8 pexxume mMapuwpymuzamopa) — Pexmm paboThbl, npu kotopom Ha WAN-
nHTepdpeice nogHumaetca PPP-ceccus. Mpu Boibope «PPPOE» Ans pefakTMupoBaHus cTaHyT
[AOCTYMHbI CeaytoLme napameTpsbl:

* Vms nosib3os8amesis — NMS NMosb3oBaTensa ana astopusaumm Ha PPP-cepsepe;

* Maposis — naponb gnda astopmsaumm Ha PPP-cepsepe;

* Pasmep MTU — makcmasibHblil pa3Mep nakeTa, KOTOpbIA MOXET 6bITb nepegaH vyepes PPP-
ceccuto 6e3 oparmeHTaumu;

* WMs cepsuca — ums cepsuca nposaigepa. 3HaveHve Tera Service-Name B coo6LLeHnn
PADI gnst uhuumanmsaumm PPPoE-coeanHeHus (Mcnob3oBaHWe AaHHON onuun He
ABNSAETCA 06A3arefibHbIM, 3TOT NapaMeTp HacTpavBaeTCA TO/IbKO Mo TpeboBaHmo
nposaiigepa);

* BmopuyHbil docmyn — onpegensiet cnocob yctaHoBku IP-agpeca Ha uHtepcpeiice ans
AOCTyna K yCTpOcTByY, ecnn He ncnonb3yetcsa VLAN ynpaBnieHus:

* DHCP - pexum paboTbl, npu KoTopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa,
LU/TKO3 MO YMOJYaHUIO 1 ApYyrve napamMeTpsbl, Heobxoaumble AnsA paboTel B ceTy, ByayT
nony4yeHsl or DHCP-cepBepa aBTOMaTNU4eCKY;

+ Static — pexum paboTbl, Npu KoTopoMm IP-agpec 1 Bce Heobxoanmble NnapamMeTpbl Ha
WAN-uHTepdeiic HazHavaroTca ctatuyecku. MNpun Boibope Tvna «Static» gns
pefakTMpoBaHUA CTaHyT AOCTYMHbI C/eAytoLme napaMmeTpsbl:

* BHewHul IP-adpec - yctaHoBka IP-agpeca WAN-nHTepdelica ycTpolicTea B
ceTu nposaligepa;

* Macka noocemu — yctaHoBka mackun nogcetn WAN-uHTepgoeiica ycTpoinctea B
ceTu npoBaligepa;

* LU03 Mo ymMo/14aHuo — afpec, Ha KOTopblii OTNpaBnseTcsa naker, ecniv ans
Hero He HalifileH MapLpyT B Tabnvue mapLlipyTmsaumm;

* lNepsuyHbil DNS, BmopuuHbili DNS — IP-agpeca DNS-cepeeposB.

« OMK/IlDYUMb MpaHC/Isyuo adpecos omnpasumerisi (00CmynHo 8 pexumMe Mapuwpymusamopa) —
onuwusa No3BONSET OTK/OUNTL TPAHCNIALMIO aApecoB oTnpasuTeneit (masquerade);

+ OzpaHuyeHue WupokKoseuwjamesibHo20 mpaghuka (nakemos/c) — ycTaHaB/IMBAET OrpaHNYeEHNe Ha
nepegavy LWMpOKoBeLLaTeNbHOro Tpadguka Bo BHeLWHoW ceTb Wi-Fi;

* Lednep — orpaHnyeHne ckopocTu B HanpasneHusax Downlink n Uplink. MakcrumanbHoe
orpaHuyeHne 200 Méwut/c.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

Pexxm VLAN Trunk
Mcnonek3oeate Management VLAN
Management VLAN ID
Management 802.1P

HocTyn kK Management VLAN

Pagwo v Ethernet A

« Pexxum VLAN trunk — npn ycTaHOB/NEHHOM dhiare akTMBUPYeTCst TPAHKOBLIV NOPT. YCTPOCTBO 6yAeT

npo3payHo nepeaasatb Bce VLAN (c yuetom onuum "OrpaHnunts cnmcok VLAN"), KoTopble nosyyeHsl oT
6a30B0Ol CTaHUMK, Ha NPOBOAHbLIX KIMEHTOB U B 06paTHOM HanpasieHun. Mpu aTOM NPOXoxaeHne
HeTernpoBaHHOro Tpadumka 3aBUCUT OT onuun "Mpo3padHblii pexmnm’;
* Vcnonb3osambs Management VLAN — npn ycTaHOBNEHHOM dhiare BK/IOYaeTCa JOCTYN K
ycTpoiicTy yepe3 VLAN ynpaBneHus:
+ Management VLAN ID — nageHtudgukarop VLAN, nucnonb3syemslin gns goctyna K yCTponcTBy;
+ Management 802.71P — npu3sHak 802.1P (apyroe HasBaHue CoS — Class of Service),

yCcTaHaB/IMBaEMbIi HA NAKEeTbI, UCXOASLLME C AAaHHOTO MHTepdielica. MpuHUMaeT 3HaYeHNs

oT 0 (Hn3wWwwit npropuTeT) A0 7 (HaMBbICLUMIA NPUOPUTET);

+ flocmyn k Management VLAN — orpaHunyeHune focTtyna K cetu yrnpassieHus. Bo3moxHble

3Ha4YeHusA:

« Paduo u Ethernet — pocTyn B ceTb ynpaB/ieHNs1 BO3MOXEH CO CTOPOHbI
pagnovHTepdelica n nHTepdeiica Ethernet;
* Paduo — fOCTyn B CETb YNpaB/ieHNA BO3MOXEH TO/IbKO CO CTOPOHbI

paanouHTepdeiica.

© Mpu BrtoyeHun pnara «Mcnonb3osatk Management VLAN» 1 HenpaBusibHON HacTPOlike
Management VLAN Bo3mMOXHa NoTeps A0CTyna K yCTponcTay. MNpu noakntoueHnn Yyepes Ethernet
YCTPOIACTBO ByaeT A0CTynHO no agpecy 192.0.3.1.

QOrpaHnumTe cnucok VLAN

Cnucok VLAN

L4

3020

o00 xzo0o 2010 x

« OepaHuyums criucok VLAN - npu ycTaHOBNeHHOM chniare ycTpoiicTBo B pexmme VLAN trunk 6yaet
nponyckaTb TONbKO orpaHnyeHHoe konnyecTso VLAN, koTopble ykasaHbl B none "Cnucok VLAN":
* Cnucok VLAN - copepxunt ngeHtndurkaropsl VLAN, KOTopble paspeLleHbl 4ns nepegadn.
MpuHUMaeT 3HaveHns oT 1 go 4094, BO3MOXHO yKasaTb AnanasoH, Hanpumep "2000-2010".

icnonk3osaTte General VLAN
General VLAN 1D
General 802.1P

MNpo3paqHBIi pesKm

* Wicnonb3osamsb General VLAN — npu yctaHoBneHHoM chnare ¢ ogHoro VLAN, ykasaHHOro B none
General VLAN ID 6yaet cHumaTbcs MeTka 1 Tpadunk atoro VLAN npoiiget Ha knveHTa 6e3 Tera.
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Mpu npoxoxaeHny Tpadmka B 06paTHY0 CTOPOHY Ha HETErmpoBaHHbI Tpadnk byaeT
HaBewwmBaTbCcA MeTka General VLAN ID:
*+ General VLAN ID — npeHtucpmkarop VLAN;
+ General 802.1P — npusHak 802.1P (apyroe HasBaHue CoS - Class of
Service), ycTaHaBMBaeMblii Ha NAKeTbI, UICXOASLLME C AaHHOTO UHTepdelica. MpuHUMaeT
3HauyeHust oT 0 (HM3LWKIA NprMopuTeT) A0 7 (HAMBLICLLIMIA NPUOPUTET).
* [po3payHbIl pexxum — Npu yCTaHOB/IEHHOM doiare yCTpONCTBO ByaeT nponyckaTb
HeTermpoBaHHbIi Tpaduk B pexume VLAN trunk.

BEMHOYMTE MVE
MWVR VLAN ID

MVR 802.1P 7 w

* Bkrodyums MVR — npu ycTaHoBNeHHOM chnare mexaHusm Multicast VLAN Registration BkntoueH.
®PyHKLMA AaeT BO3MOXHOCTb UCNosb3oBaTh oTaensbHyo VLAN on1sa mynstukact-tpadouka. MNpu atom
Tpadvk B CTOPOHY aboHeHTa nepegaetca 6e3 Tera. NapameTp 4OCTYNeH A HACTPONKM NpK yCr10BUN
BK/IIOUEHUA pyHKumi «cnonb3oBatb General VLAN» nnu «Mpo3payuHbliii pexmmy:

* MVR VLAN ID — ngeHtudmnkarop VLAN, B KOTOpOIi nepeaaeTcsa My/bTUKacT-Tpaduk;

* MVR 802.1P — npu3Hak 802.1P (apyroe Ha3BaHue CoS — Class of Service), yctaHaBnmBaeMblii
Ha MakeTbl, UCXoAsALME C AaHHOro MHTepdeiica. MpuHMaeT 3HaueHust oT 0 (HWU3LWKIA NpUopUTET)
[0 7 (HavBbicLwnii npuopuTeT). Mo ymMonyaHuo — 7.

VLAN Trunk B pexume maplipyTtmsatopa

* Pexum VLAN Trunk — npy ycTaHOBNIEHHOM (priare akTMBMPYETCA TPaHKOBbIM NOPT 4151 BO3MOXHOCTU
ncnonb3osaHma Management VLAN u Internet VLAN:

Pexum VLAN Trunk
Wenoneaosate Management VLAN
Management VLAN ID =
Management 802.1P 0 :I
Management npoTokon Static :I
Management IP-agpec 192.168.15.200
Management macka 255.255.255.0

Management wnw03 No ymon4aHuo 192.168.15.1

* Ucnonb3osamb Management VLAN — npu ycTaHOBNEHHOM chnare BKIHOYaeTCs A0CTYN K YCTPONCTBY
yepe3 VLAN ynpasneHus:
+ Management VLAN ID — ngeHtndgukatop VLAN, ncnonb3yemblin An1s goctyna K yCTPONCTBY;
« Management 802.7P — npusHak 802.1P (apyroe Ha3aHue CoS - Class of
Service), ycTaHaBMBaeMblii Ha NakeTbl, UICXOASILLME C AaHHOTO UHTepdelica. MNMpuHUMaeT
3HaueHust oT 0 (HM3LWK nprmopuTeT) A0 7 (HaMBLICLLIMIA NPUOPUTET).
* Management-npomokos1 — onpenensieT pexvm paboTbl MHTepdelica ynpasieHus.
+ DHCP — pexum paboThbl, npn KoTopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, w3
Nno YMO/IHaHWo 1 Apyrve napameTpbl, Heob6xoanmble ANns paboTbl B CETUH, OyAyT NOMyYeHb!
ot DHCP-cepBepa aBTOMaTUYECKMW.
+ Static — pexum paboThbl, Npn KoTopom IP-agpec 1 Bce HeobxoauMmble napamMeTpbl Ha
NHTEepdec HazHavarTcA cTatudecku. MNpu Bolbope Tuna «Static» Ans pegakTmpoBaHua
CTaHyT 4OCTYMHbI cneyroLlme napameTpbl:
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* Management IP-adpec — ycTaHoBKa IP-agpeca nHtepgeiica ycTpoictea B ceTu
ynpaeneHns;

+ Management macka — yCTaHOBKa Macku NoACeTU NHTepdielica yCTpoinCcTBa B CETU
ynpaeneHns;

+ Management w1103 110 yMO/14aHUK0 — afipec, Ha KOTOPbI OTNPaBASETCA NakeT, ecnu
[ANS HEro He HangeH MmapLupyT B Tabnunue mapLupyTusaumm;

Pexum VLAN Trunk

Wcnone3osate Management VLAN

(<]

Wenone3sosate MHTepHeT VLAN

WMHuTepHet VLAN ID

<

WHTepHeT 802.1P 0 ~
WHTEpHET-NpOTOKON Static ~
WHTepHeT IP-agpec 192.168.12.200
WHTEpHET-Macka 255.255.255.0

MHTEpPHET-W N3 N0 YMONYaHNID 182.168.12.1

* Vcnonb3osams Internet VLAN — npn ycTaHoBNeHHOM chnare Bkaodaetca nogaepxkka VLAN ans
nepesayv Nosb30BaTe/IbCKOro Tpaguka.
* Internet VLAN ID - ngeHTtndpukatop VLAN;
* Internet 802.1P - npu3Hak 802.1P (apyroe HasBaHue CoS - Class of Service), yctaHaBimBaemblii
Ha NakeTbl, CXOASILLME C fJaHHOro NHTepdelica. MprHMMaeT 3HaueHns ot 0 (HU3LWKIA NprUopUTET)
[0 7 (HavBbICLUNIA NPUOPUTET).
* Internet-npomokos1 — BbIGOP pexvmMa paboTbl MHTepdieinca ycTponcTea, MCNoib3yemMoro ans
nepegauv nosnb3oBaTesibCKoro Tpadvka B otgensHom VLAN.
* DHCP - pexum paboTbl, npn kotopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, wnio3
Mo YMONYaHWIo 1 Apyrve napameTpbl, Heo6xoamMble Ans paboTbl B CETH, OyayT NONyYeHb!
o1 DHCP-cepBepa aBTOMaTUyeCKu.
« Static — pexum paboTbl, npn KoTopom IP-agpec n Bce Heobxoaumble napameTpbl HA WAN-
NHTEepdeic HazHavarTcsa ctatudecku. MNpu Boibope Tuna «Static» ANs pegakTMpoBaHus
CTaHyT JOCTYNHbI CriegytoLLme napameTpsbil:
* Internet IP-adpec — yctaHoBka IP-agpeca WAN-uHTepdieiica ycTpoincTea B CETU
nposaingepa;
* Internet macka noocemu - yctaHoBka Mackn nogcetn WAN-uHTepcpeiica yctpolictea
B CETV nposalizepa;
* Internet-w/1t03 Mo yMo/1yaHUro — afpec, Ha KOTOpbIi OTNpaBnseTcs Nnaker, ecsiv ans
Hero He HaliieH MapLpyT B Tabnvue mapLipyTmu3aumm.
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Ecnu B kauecTBe Internet-npotokona BbiopaH PPPOE, To NosiBNSIETCA BO3MOXHOCTb 3a4jaTb HACTPOVKN
BTOPUYHOIO AoCTyna:

(<]

Pexim VLAN Trunk
KMcnonbaosate Management VLAN

Wcnonbsosats Internet VLAN

(<]

Internet VLAN 1D =
Internet 802.1P | 0 9
Internet npoTokon PPPOE :I
Wms nonssosatens | admin
MNaponb sesnssne
MTU | 1492 %
Service-Name
BropwuHbit poctyn Static :I
BrewHwuit IP-agpec 192.168.12.200
Macka | 255.255.255.0
Wnw3 no yMon4YaHuo 192.168.12.1

DNS-cepeep

* BmopuyHbIl docmyn — onpegensiet cnocob yctaHoBku IP-afpeca Ha uHTepcpeiice ansa gocrtyna K
yCTpONCTBY, ecnun He ucnosnb3yetcs VLAN ynpasnieHus:

* DHCP — pexum paboTbl, Npu koTopoM IP-agpec, macka nogcetn, agpec DNS-cepsepa, LWito3
no yMO/IHaHWUIo U Apyrue napametpbl, Heobxoanumble Ans paboTbl B ceTH, ByayT NoyyeHsbl
oT DHCP-cepBepa aBTOMaTU4yeCKM.

+ Static — pexum paboTbl, Npn KoTopom IP-agpec 1 Bce Heobxoanmble napameTpbl Ha WAN-
nHTepdeinc HasHavarTcs ctatmyecku. Mpu Boibope Tuna «Static» Ana pegakTMpoBaHus
CTaHyT OOCTYMHbI CneyroLme napameTpbl:

* BHewHul IP-adpec - yctaHoBKa IP-agpeca WAN-nHTepdelica ycTpoiicTBa B CETK
nposangepa;

* Macka noocemu — yctaHoBka mackun nogcetn WAN-uHTepdoeiica ycTpoiictea B ceTu
nposangepa;

* LU03 Mo ymMo/14aHuUo — afpec, Ha KOTOpbIi OTNpaBseTCcsa NakeT, ec/in A1 Hero He
HaiaeH MapwpyT B Tabnvue mapLipyTmsaumy;

« DNS-cepsep — agpec cepBepa AOMEHHbIX MMEH (MCnonb3ytoTca Ana onpeaenexus IP-
ajpeca ycTpoiicTea no ero JOMeHHOMY UMEHN).

VLAN - BupTyasnibHas fiokasibHas cetb. [MpeactaBnsaeT cobol rpynny XoCToB, 06beAUHEHHbIX B OfHY CETb,
He3aBMCUMMO OT UX (PU3NYECKOro MECTOHaXOXAEHUS. YCTPONCTBA, CrpyNnMpoBaHHbIe B O4HY BUPTYa/lbHYHO
ceTb VLAN, nmetot oguHakoBbli naeHtucpmkatop VLAN-ID.
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Pexum yctpoiicTBa «becnpoBogHoOiA MOCT»

MoHMUTOpHHT m Cucrema
m HacTponka MAC-anpecos CeTesol 3KpaH Mapwpy TW3auns SNMP

OBwwne HacTponKK

WMz xocTa

BHewHnas ceTb

PexuM yCTPORCTER BecnpoBOaHOR MOCT -
HacTpoiKki NogKnoYeHns
MpropuTeT OSCP -
TNpoTokon DHCP -
Pexim VLAN Trunk
AnbTepHaTWBHbA Vendor 1D (onuwa 60)
TMepBrdHbIA DNS

BropuuHbil DNS

Hactpoitka WDS

Pexum GeaonackocTin Off -
Hactpoitka MAC-anpecos

Nure 0
Nurar: 1
Nuke 2
NMurre 3
Nurk 4
Nuke 5
Nurr: 6

Nurk 7

BHellHAA ceTb

* VMIMsi xocma — uM$, Ha3Ha4YeHHOe CeTEBOMY YCTPOWCTBY;

* Pexxum ycmpolicmsa — pexvm NoAKNIYEeHUS YCTPOUCTBa;

* MpuopuTeT — BbIGOP cnocoba npuoputnsaumm. OnpegenseT nose, Ha OCHOBaHUM KOTOPOro Tpadgiuk,
nepegarowniica B pagunonHtepdeiic byget pacnpegenartscs no oyepeasm WMM:

+ DSCP - 6ypet aHanusnpoBaTbca npuoputeT u3 nona DSCP 3aronoska IP-nakeTa;

+ 802.1p - 6yaet aHanm3vpoBaTbesi npuopuTeT U3 nonst CoS (Class of Service) TermpoBaHHbIX
nakeToB.

* [lpomoko/1 — onpeaenseT pexum padboTbl UHTEpPJIeca, Yepes KOTOPbIA ByaeT OCyLLeCTBIATLCA
NOAK/I0YEeHMe YCTPONCTBA K CeTU NpefocTas/ieHns yCcyr nposaingepa:

+ Static — pexum paboTbl, Npu KoTopoMm IP-agpec 1 Bce Heobxoanmble napameTpbl Ha WAN-
NHTEpdenc HazHavarTcA cTatuyecku. MNpu Boibope Tuna «Static» ANns pefakTMpoBaHnsa CTaHyT
[OCTYNHbI cneayoLme napameTpsbl:

+ IP-adpec — yctaHoBKa IP-agpeca WAN-uHTepdpelica ycTpolicTBa B CETM NpoBaigepa;

* Macka — yctaHoBka macku nogcetnn WAN-uHTepdpeiica ycTpoiicTBa B CETU NpoBangepa;

* LL/1103 Mo yMo/14aHUK0 — afipec, Ha KOTOPbI OTNpaBseTCsa NakeT, ec/iv A1 HEero He HanaeH
MapLUpyT B Tabnmue MapLipytmsauuun.

+ DHCP — pexum paboTbl, npu KotopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, W3 no
YMOJIHaHWIo U Apyrve napameTpbl, Heobxoanmble 18 paboTbl B ceTun, 6yayT nosyyeHsl oT DHCP-
cepsBepa aBToMaTtnyecku. [lo Tex nop, noka agpec no DHCP He nony4eH, JOCTyN K YCTPOWCTBY
6yaeT no agpecy ns nons IP-agpec.
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+ AnlbmepHamusHsbil Vendor ID (onyusi 60) — npu ycTaHOBIEHHOM (hfiare YCTPOCTBO
nepenaét B8 DHCP-coo6ueHusix B onumm 60 (Vendor class ID) 3HaueHne n3 nonst Vendor ID
(onyus 60). Mpwn nycToMm none onums 60 B coobuleHnax npotokona DHCP He nepegaéTtcs.
Ecnu conar AnstepHatuBHblii Vendor ID (onuus 60) He ycTaHoBNeH, B onummn 60 nepeaaetcs
3Ha4YeHne No yMo4aHuto, KOTOpoe MMeeT creayoLWwmii opmar:
[VENDOR:npoussogutens][DEVICE:Tun ycTpoiicTBal[HW:annapatHas Bepcus] [SN:cepuiiHbiii
Homep][WAN:MAC-aapec uHtepdeiica WAN][LAN:MAC-agpec nHtepdeiica LAN]
[VERSION:Bepcusa nporpaMmmHoro o6ecnevyeHus
Mpumep:

[VENDOR:Eltex][DEVICE:WB-2P-LR5][HW:1.2][SN:WP29000038] [WAN:E0:D9:E3:75:55:60]
[LAN:E0:D9:E3:75:55:60][VERSION:2.0.0.161].
*+ lNepsuyHblli DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepos;

Pexim VLAN Trunk ¢
KMcrnonesoeate Management VLAN ¥
Management VLAN ID
Management 802.1P 0 v
Hoctyn k Management VLAN Paguo n Ethernet v

OrpaHu4nTb cnvcok VLAN - ¥

Cnwcok VLAN
1000 xJ 20002010 x]

+ Pexum VLAN trunk — npn ycTaHOB/IEHHOM chare akTBUPYeTCS TPAHKOBbIV NOPT C BO3MOXHOCTbIO
ncnonb3oBaHna Management VLAN:

* Vcnonb3osams Management VLAN - npu ycTaHOBMIEHHOM chriare BKKYaeTcs A0CTyn K
ycTpolictBy Yepe3 VLAN ynpaBneHus:

+ Management VLAN ID — naeHtudukatop VLAN, ncnonb3yemblit ans goctyna K yCTpOCTBY;
+ Management 802.7P — npu3Hak 802.1P (apyroe HasBaHue CoS — Class of Service),
yCTaHaBNMBAEMbIN Ha NAKETbI, UCXOAALME C AAaHHOTO UHTepdenca. MpuHUMaeT 3HaveHus
oT 0 (HM3wWwwit npropuTeT) A0 7 (HaMBbICLUMIA NPUOPUTET);
+ fJocmyn k Management VLAN — orpaHnyeHue goctyna K ceTu ynpas/ieHUs. BO3MOXHbIe
3HaYeHus:
+ Paduo u Ethernet — gocTyn B ceTb ynpaBieHUsi BO3MOXEH CO CTOPOHbI
pagunovHTepdelica n nHTepdgeiica Ethernet;
* Paduo - fOCTyn B CETb yNpaB/ieHNA BO3MOXEH TONIbKO CO CTOPOHbI
pagnovHTepdelica.

« OepaHuyums criucok VLAN - npu yctaHoBNeHHOM donare ycTpoiicTBo B pexume VLAN trunk
6yfeT nponyckaTb TO/IbKO OorpaHnyeHHoe konnyecTso VLAN, KkoTopble ykasaHbl B nose "Cnmcok
VLAN":

* Cnucok VLAN - copepxut ngeHtudurkaropsl VLAN, KOTopble paspeLleHbl 4n1s nepegadn.
MpuHUMaeT 3HaveHns oT 1 go 4094, BO3MOXHO yKasaTb AnanasloH, Hanpumep "2000-2010".
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HacTtpovika WDS

HacTtpoika WDS

Pesnm Ge30NacHoCTH WPA2 v
Koy WPA -
HacTtpoika MAC-agpecoe
MWD O
Mue 1 O

NuHE 2 [
MuHK 3 O
NMuek 4 O
MWK S O
MWHKE [

NuHET [

+ Pexxum 6e3onacHocmu — BbI6Op pexuma 6e30nacHOCT 6ecnpoBOAHOr0 MocTa:
« Off — oTKNOYeHO WndpoBaHMe 6GecnpoBOAHON CETU, HU3KNIA YPOBEHb 6E30MacHOCTY;
+ WPA2 — ayteHTndpmkaumsa WPA2. lnnHa knoya coctaBndaet ot 8 4o 11 cumBonoB. Paspeluaetcs
CMNO/b30BaTh TOMLKO CUMBOSLL: a-Z, A-Z, 0-9, ~l@#S$%"&*()_-+=;:|/?.,<>"" nnu npoben.
* JluHk X (20e X=0..7) — BK/t04YeHne NMHKOB 6ecnpoBOAHOr0 MocTa. B cOOTBETCTBYOLLEM NOJE
Heobxoaumo Bnucatb MAC-aapec BCTPEUHOro YCTPOMCTBA, 40 KOTOPOro HacTpanBaeTcs 6ecnpoBOAHONM
MOCT.
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5.2.2 MNoameHto «PagnonHTepdeiic»

© nNoameHo «PaguonHTepeic» AOCTYNHO TOMLKO B pexuMe «5ecnpoBoAHO MOCT».
B noameHto «PagnonHTepdeiic» ocyLLeCTBIATCA HACTPOIKN paanovHTepdeiica ansi opraHMsaumum
6ecnpoBOAHOro MocTa.

basoskie HachOUKU.'

MoHWTOPHHT m Cucrema
Wuteprer [EENUGIEREDIOERIM HacTpoitka MAC-anpecos  Certesoi skpaH  Mapwpytusaums  SNMP

Wi-Fi5 Ty

Ba3oBbie HacTpoiikn | JlonenHUTENsHBIE HACTPOIKM

Pexum 802.11 802.11ac Ml Q Ckanwposatek achup

KaHan 36 (5170 — 5250 M) "
LnpwuHa kaHana 80 My N
PuKcHpoBaHHan LEHTpanbHas JyacToTa
MowHocTs curHana (abm) 24 >
KaHanbHas ckopocTk nepejasu Auto "
MakcuManbHas ckopocTb nepefayn Auto -

MNoppepxka DFS MpuHyamTenbHo N

+ CKaHuposamb 3¢hup — NO HAXaTUIO KHOMKM HAYHETCH CKaHMPOBaHWe paanoachmpa B 3a4aHHOM
AvanasoHe. Nocne ckaHMpoBaHUA MNOABUTCSH CMUCOK HAAEHHbIX Tovek goctyna. CnMcok 6yaeT CoCToATb
13 cemun cton6uoB: SSID Toukn AocTyna, pexum 6esonacHocTn, MAC-agpec Toukn AoCTyna, KaHar,
LUMpPUHA KaHasa, 4acToTa, YpOBEHb CUTHaNa.

* Pexum — pexum paboTbl pagmorHTepdieinca cornacHo ctaHaapTam:

+ 802.17a — paHHbIl cTaHAapT NpeaycMaTpmMBaeT MakCUMasibHYy CKOpPOCTb 54 MéuT/c;
+ 802.11n — pgaHHbIV cTaHAApPT NpeaycMaTprMBaeT MakCuMasibHyt0 ckopocTb 300 MéuT/c;
+ 802.11ac — gaHHbIl cTaHAapT NpeaycMarprMBaeT MakCUMasibHY CKOpocTb 866,7 MouT/c.

* Kanas1 — BbI6Op KaHana nepefayn faHHbIx;

© Mpu wmnpuHe kaHana 5, 10, 20 ML, 4OCTYNHbI KaHasbl 32—-165. Mpu wypuHe kaHana 40, 80 MIy
[OCTYMHbI KaHabl 36—165

*+ LupuHa kaHaz1a — LIMpUHa No0Ckl YacToT KaHausla, Ha KOTOpoM paboTaeT pagnonHTepdeiic
YCTPONCTBa, NpuHMMaeT 3HadeHus 5, 10, 20, 40 n 80 MI'y, B 3aBUCMMOCTU OT BbIGPAHHOIO pexuma
paboTbl pagnonHTepdelica;

+ @ukcupoBaHHasi YeHmpasibHasi yacmoma — Npwv akTMBaummn donara Becb Tpagomk (NakeTbl faHHbIX 1
ynpasneHus) 6yaeT nepefaBaTbCs HA YKa3aHHOW LEHTPasIbHO YacToTe KaHasa ¢ 3a4aHHOW LMPUHOWA
nonocsl (40 nnm 80 MIru). ®yHKUMS SBNAETCA NPONPUETapHON, Nepefadya BeAeTcsa He No cTaHAapTam
IEEE 802.11, rae npegnonaraetcs UCMNoNb30BaHve pasHbIX LEeHTPasIbHbIX YacToT 418 Tpadouka AaHHbIX 1
ynpasneHus npu wupuHe kaHana 40/80 My,

* MowHocmb cueHasa (0bm) — perynmpoBKa MOLHOCTY curHana nepegartumka Wi-Fi B gbm;

+ KaHa/ibHasi CKopocmb repedaqu — (OUKCUpOBaHHasi CKOPOCTb 6eCnpoBOAHON Nepeaayn AaHHbIX,
onpegensemas crneundukaumsamm ctaHgaptos IEEE 802.11a/n/ac;
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* MakcumasibHasi ckopocms repedayu — MakcMasibHas fonycTuMas CKOpOCTb 6eCcnpoBOAHON Nepeaayn
[JaHHbIX, onpenensemas cneundmkaumamm ctaHgaptos IEEE 802.11a/n/ac;

* [Moddepxxka DFS — mexaHn3m guHaMmMyeckoro Bbibopa 4acToTbl. TpebyeT oT 6ecnpoBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadunp v nsberartb UCMNo/Ib30BaHNA KaHas10B, COBNaaroLmx ¢ KaHanamu, Ha KOTOPbIX
paboTaloT pagnosiokaLUnoHHble cuctemsl B 5 'L, AvanasoHe:

* BbIK104YEHO — MexaHn3M BbIKNoYeH. DFS-kaHasbl He fOCTYMHbI 418 BbIOOPa,;
* BK/IlOYEHO — MEXaHV3M BK/HOYEH,;
* MpuHYyguTENbHO — MexaHu3M BblkodeH. DFS-kaHasbl 4OCTynHbI ANns Bbibopa.

ZonosiHume/sibHble HaCITlQOleU;
MoHuTOpHHr m Cucrema

WHtepHeT WELUGRIEIENGGERN HacTpoilka MAC-agpecos  CeTesoit skpaH  MapwpyTtusaums  SNMP

WIi-Fi5 Ty
Ba3oBbie HACTPOWKM | [lONOMHATENbHBIE HACTPOIKW

Mopor chparmentaumn | 2346 S (256-2346)
Mopor RTS | 2347 S (0-2347)
Mepwon oTnpasku cnyxebrbix coobuwennii, mc | 100 S | (20-1024)
Arperauma
KopoTknit sawnTHbIi nHTepsan

STBC

Coexistence 20/40 MI'u

+ lNopoe hpacmeHmayuu — nopor hparmeHTaunn ppeima, B 6alitax. NpuHMMaeT 3Ha4eHus 256-2346, no
yMos4aHuo — 2346.

* lMopoe RTS — uncno 6aiiToB, Yepe3 KOTOPoe NockilaeTcs 3anpoc Ha nepeaady (Request to Send).
YMeHbLUEeHNe JAaHHOro 3HaYeHUs MOXET Y/Iy4lnTb paboTy TOUKM AOCTyna npu 60/1bLWOM KOMM4ecTBe
NOAKNHOYEHHbIX KIMEHTOB, OAHAKO 3TO YMEHbLUAET 06LLYI0 NPOMYCKHYH CNOCOOHOCTL 6ECMPOBOAHOIA
cetn. MpuHnmaet 3HadeHus 0-2347, no ymonyaHuo — 2347.

+ lNepuod omnpasku C/yxebHbix cO06WeHUl, MC — Nepuno, NOCbIIKN MasiukoBbIX opeiimoB. ®peimbl
nepegaroTcs As1s 06HapyXeHns ToUYKM AocTyna B achmpe, npuHuMaeT 3HaveHmns 20-2000 mc, no
ymosi4aHumio - 100 mc.

+ Aegpeezayus — BkwoueHne nogaepxkmn AMPDU/AMSDU.

* Kopomkul 3awjumHbil uHmepsasa — nogaepxkka yKopoyeHHOro 3awmTHOro nHtepsasna. Npu nepegadve
AaHHbIX ncnonbayetcs 400 He 3aWuTHbI HTepBan (BMecTo 800 Hc).

+ STBC — meToq, NPOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOMO KOAMPOBAHMS, HANPaB/IEHHbIN HA NOBbILLEHNE
HaAEeXHOCTU nepefayn gaHHbIX. Mpu ycTaHOB/IEHHOM ¢hiare yCTPOMCTBO nepefaeT oAuH NOTOK AaHHbIX
yepes HeCKOJIbKO aHTeHH. Ecnu dpnar He ycTaHOB/EH, YCTPOWCTBO He nepefaeT O4UH U TOT Xe MOTOK
[aHHbIX Yepes3 HEeCKOJIbKO aHTEHH.

+ Coexistence 20/40 MI'y — peXuM aBTOMaTnU4eCcKoi CMeHbI LUMPUHbI KaHa1a Npuy 3arpy>KeHHOM

paanoadupe.

© [1ns paboTbl 6€CNPOBOAHOr0 MOCTa HEOBXOANMO, HTOBbLI HACTPOKK paanonHTepdelica bbin
NAEHTUYHbI HA BCEX YCTPOICTBAX.
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5.2.3 MoameHto «JIokasnibHas CETb»

© nMoameHio «/lokasibHas CeTb» AOCTYMNHO TOMLKO B pexume «MapLupyTusatop».

B nogmeHto «JlokasibHasi CETb» BbINOHAKTCSA HACTPOIiKN NnokasbHoi cetn, DHCP-cepBepa, ycTaHaBnuBaroTcA
cratnyeckue nNpyBA3KU aapecos.

YCTPOICTBO MMEET BO3MOXHOCTb aBTOMaTM4eCckn HasHavatb IP-agpeca n Heobxogumble 418 BbiIXxoga B
NHTepHeT napameTpbl KOMMboTEPaM, NogkNtoYeHHbIM K LAN-uHTepdeiicy, nocpenctBoM npoTokona
AnHamuyeckoro koHurypuposarusi (DHCP — Dynamic Host Configuration Protocol). Ero ucnonb3osaHue
No3BO/ISIET N3bexarb pyyHOli HacTpoikn npotokona TCP/IP.

MoHuTOPUHF m IP-TenesnpeHne  Cuctema

Wnreprer Hacrpoiika MAC-apecos  Mokansibid DNS  NAT unpobpoc nopros  Ceresoit akpan  Mapupyrusauns  Iuramnseckuit DNS  SNMP

JlokanbHas ceTb
IP-anpec 192.168.1.1

Macka | 255.255.255.0

HacTpoiiku DHCP-cepsepa
BniounTs
HauansHbiit IP-anpec 192.168.1.2
Konusectso anpecos | 250

Cpok apeHnsi (8 MuHyTax) | 720

AU x Otvena

CraTtuyeckue NpuBs3kn ajpecos

Vs MAC-anpec IP-anpec

JlokasibHas ceme:

+ IP-adpec — IP-agpec ycTpoicTBa B NOKasIbHOWN CeTy;
+ Macka — macka NnofceTu B NIOKa/IbHOl CeTu.

Hacmpoliku DHCP-cepsepa:

* Bks1o4umsb — Npv yCTaHOBNEHHOM donare BKII0UUTL sIokaubHbI DHCP-cepBep, nHade — He BkoYarhb;

* HauasibHbIl IP-adpec — HauyanbHbI agpec nyna IP-agpecos;

* Kosiudyecmso adpecos — KO/IMYeCcTBO aZ|pecosB B NyJie;

+ CpoK apeHobl (B MUHymax) — ycTaHOBKa MakCUMaibHOro BPEMEHM MCMOb30BaHUS NOAKMOUYEHHbIM
ycTpoiicTeom IP-agpeca, HasHavyeHHoro DHCP-cepBepoM, B MUHYTax.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1Ns OTMEHbI U3MEHEHWIA HAXMUTE KHOMKY «OmMeHa».

© Mpu nonbITke U3MEHNTL HavasbHbIV agpec nyna DHCP Ha agpec 13 Apyroli NOACETN Mo OTHOLLEHMIO K
noacetu nHtepcpeiica LAN — npomcxogut aBTomatmyeckas yctaHoBKa nysia B COOTBETCTBUM C
3a/laHHOl NOKaNbHOW NOACEThHO.

Cmamuyeckue rpussisku adpecos
[na no6aBneHnss HOBOM CTATUYECKON MPUBA3KN HAXKMIUTE KHOMKY «/Job6asumb» 1 3anofiHUTe cneayroLime nons:

* VIMs1 — Ha3BaHWe NpUBA3KY;
* MAC-adpec — yctaHoBka ctatnyeckoro MAC-agpeca. 3agaetca B oopmare XX XX XX XX XX:XX;
+ IP-adpec — ycTtaHOBKa ctatudeckoro IP-agpeca ansa ykazaHHoro MAC-agpeca.

KoHdhurypupoBaHue ctatnyecknx npnuBa3oK Nose3Ho, eciv BaM Heo6xoamMMo, YToObI onpeaeneHHoOMY
KoMnblOTEpY, NoakatodeHHoMyY K LAN-MHTepdoeiicy yCTpoIiCcTBa, BCcerga HasHavanca onpegenexHniin IP-agpec.
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HaxxmuTte KHONKy «[MpumeHumsb» onsa BHeceHns IP-agpeca B cnucok ctatnyeckux IP-agpecos ans DHCP-
cepsepa. N1 0OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OmmeHa.

[ns ypaneHusa agpeca n3 cnucka Heo6xoaumo yCTaHOBUTL dosiar HanpoTUB COOTBETCTBYHOLLEN 3anucu 1
HaXXaTb Ha KHOMKY «Y0a/iumb».

5.2.4 MoameHto «HacTtpoiika MAC-agpecoB»

B nogmeHto «<HacTtpoiika MAC-agpecos» MOXHO nsmeHnts MAC-agpec WAN-uHTepdelica ycTpoiicTaa.

MoHuTOpUHT m Cuctema
WHtepHeT [EEEROLITERIINGETREEM CeTesol skpaH MapwpyTnsauns  SNMP

BecnpoBoaHo Npo3payHbliA MOCT

Brniounte

Hactpoiika MAC-agpeca WAN

MNepeonpenennte MAC

MAC

+ [pUMEHUTE *x OTMeHa

becriposodHol npo3payHbIt Mocm

© [ns pexxuma pa6oTbl Wi-Fi knneHTa «MocT» 0CTynHa HACTpoiika thyHKLMN «5ecnpoBoaHOiA
Mpo3payHbIii MOCT».

Mpw BKNOYEHUU (DYHKUMM «BecnpoBoaHo npo3payHblii MocT» WB-2P-LR5 He 6yaeT noAMeHATb K/IMEHTCKue
MAC-agpeca n3 LAN-cetn Ha cBoi MAC-agpec. OrpaHnyeHve — 15 MAC-agpecoB 6e3 nogMeHbl, npu
npesbILLeHNY orpaHudeHns knnenTckme MAC-agpeca 6yayT nogmeHsaTbCA. Ha 6a30Bol cTaHumn B pasgene
NOAK/TOYEHHbIX KNNEHTOB, kpome MAC-agpeca aboHeHTCKol cTaHuun, 6yayT otobpaxeHbl MAC-agpeca
K/INEHTCKMX YCTPOUCTB 13 LAN-ceTn.

Hacmpotika MAC-adpeca WAN
+ lNepeonpedesnums MAC — npu ycTaHoB/eHHOM donare ncnons3yetca MAC-agpec us nona MAC.

[N BCTYNNeHns1 B CUy HOBO KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[IpumeHUmMb». 1 OTMEHbI U3MEHEHMWIA HAXXMUTE KHOMKY «OmmMeHa».
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5.2.5 MoameHto «JlokanbHbIii DNS»

© MoameHto «/lokanbHbIi DNS» JOCTYMHO TOMBKO B pexumMe «MapLupyTusaTop».

B nogmeHto «JlokanbHbIi DNS» nponsBoantcst KoHhmrypmpoBaHme nokanbHoro DNS-cepsepa ycTpoiictea
nytem fo6aeneHus B 6asy nap IP-agpec — JOMeHHOe nms.

NokanbHbllii DNS no3sonset nonyuuntsb IP-agpec ycTpolicTBa No ero JOMEHHOMY MMEHU (XOCTY) B c/lyyae
otcyTcTBusi cepBepa DNS B cermeHTe cetu. Mpu 3TOM HEO6GXOAMMO 3HAaTb YCTAHOB/IEHHbIE COOTBETCTBUS
Mexay MMeHamm y3/1oB (XocToB) 1 ux IP-agpecamu.

MoHUTOPKHHI m IP-TeneBugeHne Cucrema

WHTepHer  okanbHas ceTe  Hactpoitka MAG-anpecos [ITEUPLIESNEE NAT u npofpoc nopToB  CeTeBoil 3kpaH MapwpyTusauns IuHamnyecknit DNS  SNMP

MmeHa yanoe

L oMeHHOE UMA IP-appec

Hacmpolika y3/108

Ons no6aBneHust agpeca B CNUCOK HEOBXOANMO HaxaTb KHOMKY «/Jo6asume» 1 B okHe «Co3damsb
coomsemcmaue» 3ano/iHUTL CreaytoLLue Nons:

MoHWTOpPUHF m IP-teneBupgeHne Cuctema

WHTepHeT NokanbHas ceTs  HacTpoitka MAC-anpecos [EIMELPLEEERVIEE MNAT u npofpoc noptos  CeTeBoit skpaH MapwpyTusauna  JuHamuueckwnit DNS — SNMP

Coszpartb cooTBETCTBME
LomeHHoe uMa

IP-appec

+ [MpumernTs ® OTMeHa

+ [lomeHHoe uMs — UMs y3na,;
+ IP-adpec - IP-agpec y3na.

HaxmunTe KHOMKY «[IpuMeHUmb» AN co3AaHusi cooTBeTCTBUS IP-afpec — foMeHHoe UMs. 1S OTMEHbI
N3MEHEHUI HaXXMUTE KHOMKY «OmmMeHar. ANs yaaneHus 3anncu n3 cnmcka Heo6xoaymMo yYCTaHoBUTL donar
HaMpOTMB COOTBETCTBYIOLLIEN 3aMUCK 1 HaXKaTb Ha KHOMKY «YOa/iume».
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5.2.6 MoameHto «NAT n npo6poc NopToB»

© nNoameHo «<NAT 1 Npo6poc NOPTOB» AOCTYMHO TOMLKO B pexumMe «MapLupyTusartop».

B noameHto «<NAT 1 npo6poc NopToB» BbINOMHAETCA HAcTpolika npobpoca noptos (ports forwarding) n3 WAN-
nHtepcpeica B LAN-uHTepdeiic.

NAT - (Network Address Translation) pexum TpaHCNAUMKN CETEBbLIX aflpeCOB — NO3BOJSIET NPE06Pa30BbLIBATL
IP-agpeca u ceteBble nopTbl IP-nakeToB. MNpo6poc ceTeBbIX NOPTOB He06xoanm, korga TCP/UDP-coeguHeHune ¢
NoKanbHbIM (NogknoyYeHHbIM K LAN-MHTepdeiicy) KOMNbIOTEPOM yCTaHaB/IMBAETCS U3 BHELLHEN ceTu. [laHHoe
MEHIO HACTpOeK NO3BO/ISET 3a4aTb NPaBnia, paspeLlaoLme NPoxXoxaeHne NakeToB 13 BHELLHER ceTn Ha
yKasaHHbIli agpec B /IOKasIbHOM CEeTH, TEM CaMbIM Aefias BO3MOXHbIM YCTaHOB/IEHME coeauHeHus. [Mpobpoc
NOPTOB N1aBHbIM 06pa3oM HeobXxoAMM NMpKU NCMNoNb30BaHMK torrent- n p2p-cepBrncoB. [lNs 3TOro B HACTPOMKax
torrent- nn p2p-kKNMeHTa HY>XHO NOCMOTPETL Mcnonb3yemble um TCP/UDP-nopTel n 3apatb 4N aTnx nopToB
COOTBETCTBYIOLME npaBuna npobpoca Ha IP-agpec Bawero KomnoloTepa.

MoHMTOpMHI m IP-teneenpoeHne  Cucrtema

WHTEpHET NokansHas ceTe Hacrpoitka MAC-agpecos  Tokanbhbiit DNS  EENENETRIGGIIA a3 CeTesoil skpaH MapwpyTuaauns

OuHamuyeckmid DNS  SNMP

HacTtporiku NAT

Paspewnts NAT

+ [NpuMeHnTE x OTmeHa

Mpaewnna NAT

4 ["E] LANIP MopTtel LAN Mpotokon WAN IP MopTel WAN
Rule-1 192.168.1.3 50002 TCP 76.44.23.56 50000
Rule-2 192.168.1.3 50005 uppP 213.45.66.89 50005

Rule-2 192.168.1.125 65412 TCP/UDP 45.250.12.78 33244
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Hacmpolika npasuna NAT

[na npobasneHns Hosoro npasuna NAT HaxmuTe KHOMKY «Job6asumb» U B OTKPbIBLLUEMCS OKHe «Co3aaTb
HOBOE NpPaBwnI0» 3anoNHUTe cneaytoLme nons:

CospgaTtk HoBOE NpaBuno
ma
IP-afpec HasHa4YeHMA NakeTos LAN
MopTel HasHaueHuA LAN
MpoTokon TCP v
|P-agpec McTo4HKKa nakeTos WAN

MopTsl HAsHa4YeHuA WAN

* VIMsi — Ha3BaHuWe npaBuna (nose 06s3aTeslbHO A/1s 3ano/IHEeHUS);

* IP-adpec Ha3HayeHusi nakemos LAN — IP-agpec xocTa B /IOKa/IbHOM CETU, Ha KOTOPbIA OCYLLLECTBNSETCA

TpaHCNAUUA NakeTos, nonagarwLwmx nog gaHHoe npasuno;
* MNopmsl HazHadyeHust LAN — 3HadeHuns TCP/UDP-nopToB nonyyarens, Ha KoTopble oyayT

TPaHC/IMPOBATbLCA NAKETLI B JIOKA/IbHYHO CETb (A0NYCKAETCS yKa3blBaTb /IMG0 OAMH NOPT, MO0 AranasoH

nopToB Yepes geduc);

+ [pomokos1 — BbIGOP NPOTOKO/1A NakeTa, nonagatowero nog gaHHoe npasuno: TCP, UDP, TCP/UDP;

* IP-adpec ucmouyHuka nakemos WAN — IP-agpec oTnpaBuTens nakera BO BHELUHE ceTu, nonagatoLwero

nof, AaHHoe NPaBuno;

* lMopmbi HazHadeHuss WAN — 3HaueHus TCP/UDP-nopToB nosyyarens naketa BO BHELUHeN ceTu, npu

KOTOpbIX NakeT nonagaet nog AaHHoe nNpaBw/io (AonyckaeTcs ykasbiBaTb IM60 OAMH NOPT, NGO
AnanasoH NopToB yepes aeduc).

Mpasnno npobpoca NopTos paboTaeT cnenyowmm obpasom. Y nakerta, npuxogasuwero Ha agpec WAN-

NHTepdielica ycTpoiicTBa No NPOTOKONY «[1poOmMoKo/1» Ha NOPT U3 AuanasoHa «[Topmsel HasHadeHust WAN» n

MMEIOLLIEro afpec UCTouHuKa «IP-adpec ucmoyvHuka nakemos WAN» (ecnv 3To napaMeTp OCTaBUTb NYCTbIM —

aflpec UCTOYHMKA HE aHa/IM3MPYETCS), OCYLLECTB/ISIETCA NOAMEHA aApeca U nopTa Ha3HaYeHUi Ha 3HaYeHNs

COOTBETCTBEHHO 13 noneli «IP-adpec HazHayeHusi nakemos LAN» v «[Topmbl HazHadyeHusi LAN».

Haxmure KHOMKY «I‘IpumeHumb» ansa ,El|06aBJ'IeHI/IFI HOBOIO npaswia. [na oTMeHbl N3MEHEHWIT HaXMUTE KHOMKY

«OmmeHa».

Ansa yaaneHna npasnia N3 Cnncka H806XOAVIMO YCTaHOBUTb qanar HanpoTtmne COOTBETCTBnyLLl'eI\/II 3anncum mn

HakaTb Ha KHOMKY «Y0a/iumb».
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B nogmeHto «Cemesol skpaH» yCTaHaBNMBAKOTCA Npasuia NPoxXoxaeHNss BXOAALLEro, UCXOAALLero u
TpaH3UTHOro Tpaduka. iMeetcsa BO3MOXHOCTb OrpaHnunBaTb NpoXoxaeHue Tpaduka pasHoro tuna
(BXOASALLMIA, UCXOASALLMIA, TPAH3UTHBII) B 3aBUCMMOCTM OT NPOTOKO/A, IP-aapecoB UCTOUHMKA U HAa3HAYEHUs,
TCP/UDP-nopToB UCTOYHMKA U Ha3HaueHus (ans npoTtokona TCP unm UDP), Tuna coo6uenns ICMP.

MoHuTOpUMHI m IP-TeneBngeHne Cuctema

Nunamnyecknian DNS SNMP

Mpaeunna ong sxonawero Tpacuka

Wms MpoTtokon Appec oTnpaBuTens

MNpaBuna gns ucxodswero Tpaduka

Wus Mpotokon Moptsl oTNpaBuTens

MpaBuna Ans TpaHauTHOrO Tpadmka

W Ynanute

WMHTepHeT  JlokansHas ceTs  HacTpoilka MAC-ampecoe  flokansHsiid DNS  NAT w npoBpoc nopToB MapuwpyTuaauma

MopTel oTNpaBuTens

Anpec nonyuarens

MopTel Nnonyyatens Denctene

MopTel nonyyarens Deictene

Wma MMpotokon Appec otnpaeutens [lopTel oTnp:

Appec nony MopTel nonyyarens  [eicteue

HachoClKa rnpasu/si cemesoeo 3KpaHa

[nsi no6aBNeHVs HOBOIO NpaBuia HAXXMUTE KHOMKY «/Jo6asumb» N B OTKPbIBLLEMCS OKHe «Co3[aTh HOBOE

npaswuio» 3arnosiHnTe cnegyrowme nond:

[JobasuTe npaeuno
¥ma
Tun Tpapuka
MpoTokon
Agpec oTnpaswTena
MopTel OTNpaBMTENA
MNopTel Nony4arens

HencTene

BrogALmi v
TCP |
MponycTUTb v

* VimMA — Ha3BaHWe npasuna;

+ Tun mpachuka — BbI6OP TUNa Tpadmka, Ha KOTOPbIA pacnpocTpaHsaeTcs AeicTBMe AaHHOro npasuia:
* Bxodsuwjuii — BXoAsALWMiIA Ha YCTPOICTBO Tpadvk (nonyyatenem ABAsSETCS HeNocpeACcTBEHHO OAMH
13 ceTeBbIX MHTEpeiicoB ycTpoiicTa). Mpu BbiGope AaHHOro Tuna Tpadvka ans
pefakTMpoBaHWs CTaHeT AOCTYNHO creaytoLlee none:
+ Adpec omnpasume/isi — 3afjaeT Ha4YasbHbIN IP-agpec oTnpasutens. Yepes cumBon «/»

MOXHO yKa3aTb MacKy MOACETM B DOPMATAX XXX.XXX.XXX.XXX UM XX, HAanpumep,
192.168.16.0/24 nnn 192.168.16.0/255.255.255.0, 4ToObI BbIAENUTL Cpa3y LeNbll
AnanasoH aapecos (3an1cbk Mackv B Buae /24 cooTBeTCTBYeT 3anuncu /255.255.255.0);
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* Mcxoosiwuli — vexoasawmia ¢ yctpoiictea Tpachvik (Tpadomk, reHepmpyemblii TokasibHO YCTPOCTBOM
C O[IHOro M3 CeTeBbIX MHTEPelicoB). Mpu BbIGOpe AaHHOro TUNa Tpaduka Ansi peaakTMpoBaHus
CTaHeT AOCTYMHO cneaytouee none:
+ Adpec nonyyamerisi — 3apaet IP-agpec nonyyarens. Yepes CUMBON «/» MOXHO yKa3aTb
Macky nogceTun B hopmarax XXX.XXX.XXX.XXX Unun xx, Hanpumep, 192.168.18.0/24 nnn
192.168.18.0/255.255.255.0, uT06bI BbIAENNTL Cpa3y Lenblii gnana3oH afpecos.
+ [Mpomoko/1 — NPOTOKON NakKeTa, Ha KOTOPbI pacnpocTpaHaeTcs AecTene gaHHoro npasuna: TCP, UDP,
TCP/UDP, ICMP, nto60i1;
« [elicmsue — feiicTBMe, coBepLUIaeMoe Haj naketamu (0T6poCuTb/MPOonycTUTb).

Mpw BbIGOpe npoTtokosioB TCP, UDP, TCP/UDP ans pepaktnpoBaHus 6yayT A4OCTYMHbI HACTPOKN:

* [Mopmbl omnpasumesisi — CNNCOK NOPTOB OTNPaBUTENS, MAKeTbl KOTOPOro 6yayT nonagaTb nog gaHHoe
npaswio (AonyckaeTcs ykasbiBaTb OAWH NOPT, G0 Yepes "-" AmanasoH NoOpPToB); A1 yKa3aHUs BCeX
nopToB BBeAMTe AnanasoH «0-65535y;

* [Mopmsl rnosly4amesisi — CNUCOK NOPTOB NOJlyyvaTesis, NakeTbl KOTOPOro 6yayT nonagaTb nog AaHHoe
npaswso (AonyckaeTcs ykasbiBaTb OAWH NOPT, G0 Yepes "-" AmanasoH NoOpPTOB); A1 yKa3aHUs BCeX
nopTos BBeanTe AnanasoH «0-65535».

Mpwu BbIGOpe npoTokona ICMP ans pegakTnpoBaHust 6yayT AOCTYNHbI HACTPOKM:

« Tun coobleHusi — MOXHO co3faTb NPaBU/Io TO/LKO A1 onpeaeneHHoro Tuna ICMP-coo6LeHnst 6o
AN1s1 BCEX.

HaxmuTte KHOMKy «[MpumMeHums» ons o6asneHns HoBOro npaeuna. 15 0TMeHbl U3MEHEHWI HAXKMUTE KHOMKY
«OmmeHa». [Ina yaaneHus 3anncu n3 cnucka Heo6xoayMo YCTaHOBUTL dhaiar HanpoTB COOTBETCTBYOLLE
3anncu 1 HaxaTb Ha KHOMKY «Yoa/iumb».
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5.2.8 MoameHo «MapLpyTunsaums»

B noameHo «<MapLupyTunsaumsi» yCTaHaBIMBAKOTCA CTaTUYECKe MapLupyTbl.

m IP-teneengeHne CucTema

Huan Anpec HAIHAYEHHA Macka LN

Route- 192.168.50.0

e-2 192.168.240.64

Route-3 78.56.22.25

[nsi [o06GaBNeHNss HOBOrO MapLUPyTa HAXMUTE Ha KHOMKY «06aBUTb» 1 3an0oHUTE CReaytoLLme nons:

[No6asute MmapwpyT

Mma
AJpEeC Ha3HAYeHNA
Macka nogaceTu

Lnto3

* VIMs1 — Ha3BaHWe MapLlpyTa;

+ Adpec Ha3zHadeHusi — IP-agpec xocTa Win NOACETU Ha3HaYeHWs, 40 KOTOPbIX HEOBXOAMMO YCTaHOBUTb
MapLupyT,

* Macka nodcemu — macka nogcetun. s xocta Macka NoAceTn ycTaHaB/IMBaAETCA B 3HAYEHME
255.255.255.255, anga nogacetu — B 3aBMCUMOCTU OT €€ pasmepa;

* LWmo3 — IP-agpec W3a, Yepes KOTOPbI OCYLLLECTBASETCA BbIXOA Ha «AOpec HasHadeHUsI».

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B 3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1Ns OTMEHbI M3MEHEHWIA HAXXMUTE KHOMKY «OmMeHa».
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5.2.9 MoameHwo «AuHammueckunii DNS»

© nNogmeHio «uHamuyecknii DNS» [OCTYMHO TONBKO B pexume «MapLupyTusatop».

B nogmeHto «uHamuyeckunii DNS» BbINO/HSETCS HACTPOiiKa COOTBETCTBYHOLLIETO CepBuca.

OnHamunyeckmii DNS (D-DNS) nossonsieT nHchopmaumm Ha DNS-cepBepe 06HOBNSITLCS B pea/lbHOM BPEMEHM 1,
Mno >KenaHuto, B aBToMaTUYeCcKoM pexume. NpumeHaeTcs 419 Ha3Ha4YeHUA NOCTOAHHOIO AOMEHHOIO NMEHN
YCTPOICTBY (KOMMbOTEPY, POyTEPY) C ANHaMMYeckum IP-agpecom.

OnHamnuecknin DNS yacto npMMeHsieTcst B NOKa/IbHbIX CETSX, IAe KNneHTbl nonyyatoT IP-agpec no DHCP, a
NOTOM PErnmcTpUpyoT CBoM MMeHa Ha nokanbHom DNS-cepBepe.

MoHuTOpUHI m IP-TeneBuaeHue Cucrema

WHTepHeT JlokansHas ceTb Hacrpoitka MAC-anpecos NokansHelit DNS  NAT n npo6poc nopTos CeTeBoil akpaH MapuwpyTnaauns

JIuHamuuecknit DNS SNMP

HuHamuyecknin DNS
BrniouwTs D-DNS
MNpoeaipep D-DNS dyndns.org A
VMa nonb3osarens

Napone

DomerHoe uma 0
TomerHoe uMa 1
JTlomeHHoe uMa 2
JTomeHHoe uMa 3
TomeHHoe uMa 4
TomeHHoE UMA 5
TomeHHoe uMA 6
TNomeHHoe uMa 7
TNomerHoe uma 8

IomenHoe ums 9

* Brksmoyums D-DNS — npun yctaHoBneHHoM donare cepsuc D-DNS akTuBeH u ansa pegaktnpoBaHus
[OCTYMHbI Ceayoume HacTPOMKN:

+ lposalioep D-DNS - Ha3BaHue npoBaiigepa D-DNS — BbiGepuTe o4HOro nposaiigepa ns cnmucka
[OCTYMHbIX;

* VIMs1 nosib30Bameyisi — UMsi NOMb30BaTeNs Ansa AocTyna K yueTHoi 3anucu cepsuca D-DNS;

+ lNaposib — Naponb Ans AocTyna K y4eTHon 3anucn cepeuca D-DNS;

+ JomeHHoe umsi (0..9) — MOXHO 3aperMcTpupoBaTh A0 AECATU AOMEHHbIX MMEH YCTPOCTBA
(06bluHO TpebyeTcsa NuLb ofHO). O6HOBNEeHME HGopMaLun 06 IP-agpece ycTpoiicTBa Ha
cepBepe nposaigepa NpoMcxoanT nepuoamyeckn yepes 60 cekyHA.

[na BCTynneHns B cuUly HOBOW KOHCOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYHO NamMsiTb
HaXXMUTE KHOMKY «[IpuMeHUMb». NS OTMEHbl U3MEHEHWI HXXMUTE KHOMKY «OmmeHar.
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5.2.10 MogmeHo «<SNMP»

MporpammHoe o6ecneveHne WB-2P-LR5 no3BonseT NpoBOANTL MOHUTOPUHT COCTOSHUA YCTPOICTBA U ero
AaTunKoB, ncnonb3ys npotokon SNMP. B nogmeHio «<SNMP» BbINO/THAKTCA HAcTpoikn napametTpoB SNMP-
areHTa. YCTpOICTBO nogaepxmsaeT npoTokosibl Bepcuii SNMPv1, SNMPv2c.

MoHuTOpUHI m IP-TteneBuOeHue Cucrema

WHTepHeT NokanbHas ceTe  HacTpoiika MAC-anpecos NokanbHulit DNS ~ NAT u npoBpoc noptoB  CeTeBoit skpaH MapuwpyTuaauns

OuHamuyeckuit DNS m

HacTpoiika SNMP
BkniounTe SNMP
MNaponk Ha yTeHue public
Maponk Ha 3anuce | private
Anpec ans npréma Tpanos vi
Anpec ana npuéma Tpanos v2
Anpec ana npuéma coobuenui Inform
CucTemHoe nMs ycTpoicTea
KonTakTHan nHpopmauns nponssommtens  Contact
MecTononoxenue yetpoilctea | Russia

Mapone B Tpanax | trap

+ [MpyMeHnTE x OTMeHa

* Brsmoyums SNMP — npn yctaHoBneHHOM dhnare paspeLleHo ncnosb3oBaHve npotokona SNMP;

+ [MNaposib Ha YmeHue — Naposb Ha YTeHne napameTpoB (06LWENPUHATBLIN: public);

« [MNaposib Ha 3anuck — Naposb Ha 3anucb napameTpoB (06LLENPUHSATIN: private);

« Adpec 0715 npuéma mpanos v1 — IP-agpec unm goMeHHoe nMs npuemMHuka cooblueHnin SNMPv1-trap B
copmate HOST [COMMUNITY [PORT]];

« Adpec 0715 npuéma mpanos v2 — IP-agpec unm AoMeHHoe UMs npuemMHuKa cooblueHnin SNMPv2-trap B
¢opmate HOST [COMMUNITY [PORT]];

+ Adpec 0515 npuéma coobweHul Inform — IP-agpec nnn goMeHHOe UMs NpMeMHukKa coobLueHuit Inform B
¢opmate HOST [COMMUNITY [PORT]];

+ CucmemMHoe umsi yempolicmsa — UMS YCTPONCTBA;

* KoHmakmHasi UHghopmayusi npou3sooumesisi — KOHTakTHasA MHGopMauusa NPon3BoaUTENS YCTPOINCTBE,

* MecmonosioxeHue ycmpolicmsa — UHhopMaLms 0 MECTOMNO/TIOXEHUN YCTPONCTBE,;

* [Maposib 8 mpanax — naposb, CoaepXalluiica B Tpanax (no ymonyasuto: trap).

Hwxe npuBeaeH CnMcoK 06bEKTOB, NOAAEPXKNBAEMbIX AN51 UTEHNA nocpeacTBoM npoTokona SNMP:
+ eltexLtd.1.164.1 — MOHMTOPWHI NapamMeTPOB abOHEHTCKOI CTaHLUUN.
roe eltexLtd — 1.3.6.1.4.1.35265 — naeHtudukarop npeanpustua NTEKC.

[nsa BCTynneHns B CUy HOBOWM KOHGIUIypaumum 1 3aHeCEeHNs HaCTPOEK B AHEProHe3aBMCMYI0 NaMATb
HaXKMUTE KHOMKY «[IpuMeHUMb». AN OTMEHbI UBMEHEHNIA HAXKMUTE KHOMKY «OmMeHa».
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5.3 MeHo «IP-TenesnaeHmne»

© MeHto 4OCTYMHO TOMLKO B pexume paboThbl «MapLupyTM3aTop».

5.3.1 MoameHio «IPTV»

B nogmeHto «IPTV» BbINOAHAKOTCA HACTPOIKM AN paboTbl cepsuca IP-tenesngeHuns.

MonutopuHr Cete QUSCHCEUNCINEE Cuctema

IPTV

HacTporiku yndppororo TeneengexHus (IPTV)

Brnwounte IPTV

Bepcwnsa IGMP 3 -
Mepwoauyeckoe o6GHOBNEHNE NOANMUCKM
BrnounTe
BLICTPLIA BEIXOH, U3 TPYNNbI
BrniounTb

Hacrpoitka HTTP-npokcu

(<]

BrnounTe

MopT HTTP | 1234 3

* Bksrouums IPTV — npu yCTaHOB/EHHOM dhiare paspelleHa TpaHcasaums curHanos IP-tenesBngenns ¢
WAN-uHTepdeiica (13 ceTv npoBaiiaepa) Ha yCTpoicTBa, NoakNtoueHHble kK LAN-uHTepdelicy;

+ Bepcusi IGMP — Bepcus npotokona IGMP ans otnpasku IGMP-coo6uieHunin ¢ WAN-uHTepdieiica
(coo6LLeHWn akTUBaLMM UK AeakTuBaLun NOANNCKA Ha KaHanbl IP-TeneBngeHmns). MogaepXxmnsaroTcs
Bepcun 2 n 3.

[lepuoduyeckoe 06HOB/IEHUE NOONUCKU

* Bk/o4ums — NpwW BKIKOYEHHOI ONuUMmn NponcxoanT nepuoaunyeckas otnpaska ¢ WAN-uHTepdeiica
COO0OGLLEHWNIA CO CNUCKOM aKTVBHbIX IPTV-kaHa/ 0B Ha BbILLECTOSLLMIA CEpBEP, OCYLLECTB/ISAIOLLNIA
TpaHCNSAUMIO cUrHanos IP-TenesnaeHns. BkioueHne oyHKLUM NEPUOANYECKOTO 0GHOBIEHUS MOAMNMCKN
HEe0o6X0IMMO, EC/IN BbILLECTOSLLMIA cepBep OTK/UaEeT TpaHcnsuuo IPTV-kaHanoB yepes onpeaeneHHsbii
VHTEpPBa BPEMEHY;

« [Mepuod 06HOB/MEHUS, C — Nepvog, OTNPaBKN COOBLLEHMI CO CMNICKOM aKTUBHbIX IPTV-kaHanos, B
cekyHaax. YCTaHoBUTe BENMYMHY Nepuoaa 06HOB/EHUSI B 3HAUEHWe, MeHbLLEE, YeM TaiiMayT
OTK/IOYEHUS TPAHCIALMM CUTHANA BbILLECTOSILLIMM CEPBEPOM.

Bbbicmpbili BbIX00 U3 2pyriribl

* Bk/1to4uUMb — NPV BK/IKOYEHHOI ONLUMKX NPOUCXOANT BbICTPbIN BbIXOA U3 MY/IbTUKACTOBOV rpynnbl. JaHHYH0
(PyHKLMIO HE PEKOMEHAYETCS BK/TH0UaTh, €C/M UCNOoNb3yeTcs 60/1ee 0AHOro NpUeMHIKa
MY/IbTUKACTOBOrO Tpadiuka.

Hacmpolika HTTP-npokcu

* Bk/irouums — npu ycTaHoBeHHOM hnare BktodeHa doyHkumsa HTTP-npoken. HTTP-npokcu
ocyuiecTBnsieT npeobpasoaHne UDP-notoka B notok HTTP, ncnonbaytowmii npotokon TCP (npoTokon
HaAEXHOW [OCTaBKM NaKeTOB), YTO MO3BO/IAET Y/IyULIMTb KAYECTBO TPAHC/IMPYEMOro U306pakeHust npu
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N/I0XOM Ka4ecTBe KaHasia CBS3W B /IOKA/IbHOWN ceTu. dyHKUMS nonesHa npu npocmotpe IPTV uepes

6ecnpoBogHbIin kaHan Wi-Fi;
* MMopm HTTP — Homep nopta HTTP-npokcK, ¢ KoToporo 6yAeT oCyWeCcTBNATLCA TpaHC/IMpoBaHne BUAEO-

noToka. Micnonb3yiiTe 3TOT NOPT 419 NOAK/IOYEHUS K TPAHCIMPYEMbIM YCTPOCTBOM notokam IPTV.

Hanpumep, ecnn yctpoiictBo umeet Ha LAN-uHTepdelice agpec 192.168.0.1, ana nopTa npokcu-cepeepa
BblGpaHo 3HaveHune 1234, n HeobxoanMmMo Bocnpomn3BecTy kaHan 227.50.50.100, TpaHcanpytowmiics Ha UDP-

nopt 9000 — ana nporpammbl VLC agpec notoka Hy)XHO 3agaTb B Buge: http://@192.168.0.1:1234/udp/
227.50.50.100:9000.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I'IpumeHumb». ﬂ'ﬂﬂ OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHanr.
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5.4 MeHto «Cucremar

B MeHt0 «CuncTeMar» BbINOSTHSAKOTCS HACTPOWKM CUCTEMBI, BPEMEHW, AOCTYNa K YCTPONCTBY NO Pa3/IMYHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.4.1

MNoameHto «Bpemsa»

B nogMeHto «Bpemsi» BbINO/THSIETCA HACTPOIiKa NPOTOKO/a CMHXPOHM3aumn BpeMeHn (NTP).

Hacmpoliku sBpemeHu

Mountopuur Cete  IP-TenesnpeHmne m

DocTyn XypHan MNaponwn Ynpasnerwe KoHUrypaumen O6HoeneHue NO Mepesarpyaka ABTOKOHUIypUpOBaHWE

JononHuTensHele HacTpoilkn

HaCTpOﬁKVI BPEMEHMW
Yacosoil nosc Mockea, Poccua N
ABTOMATWHECKWIA NEPEXOL HA NETHEE/3UMHEE BPEMA

ﬂepexou Ha NeTHee BpeM:A - | - M

Mepexon Ha avMHee BpeMA - - - .
B| —1--
Crpur BpeMeHn (MUH.) 60 -
BkmiounTs NTP

CepBep cHXpoHn3aumn | pool.nip.org -

+ [NpyMeHnTE ® OTMeHa

Yacosol rnosic — No3BoONSIET yCTAHOBUTbL YAaCOBOM NOSIC B COOTBETCTBMM C B/IMXKaLLIMM ropoAoM B BalLeM
pervioHe n3 3alaHHoro Cru1cKa;

Asmomamudeckuli nepexod Ha jiemHee/3UuMHee speMs — NPU yCTaHOB/IEHHOM chriare nepexop, Ha
NeTHee/3nMHee BpeMs 6yA€eT BbINOMHATLCA aBTOMATMYECKM B 3aaHHbI Neprog, BPEMEHM:

+ [Nepexod Ha lemHee 8peMs — AeHb U BPEMS, KOrAa BbINOMHATE Nepexos Ha /IeTHee BpeMms;

+ [Nepexod Ha 3uMHee BpeMs — [eHb N BPeMs, Koraa BbINOMHATL Nepexos Ha 3MMHee BpeMms;

+ CoOBue BpeMeHU (MUH.) — Nepuof, BpeMeHN B MUHYTaX, HA KOTOPbIV BbINOIHAETCS CABUI BPEMEHN.
Bkmodums NTP — ycTaHoBUTe pnar, ecnm Heo6Xo4MMO BK/THOUNTL CUHXPOHM3ALMI0 CUCTEMHOIO
BPEeMeHM yCTpoiicTBa ¢ onpegeneHHoro cepeepa NTP;

Cepsep cuHxpoHu3ayuu — IP-agpec/[oMeHHOe MA cepBepa CMHXPOHM3aLUUn BpeEMEHMN.

[N BCTYNNEeHWs1 B CUNy HOBOI KOHCOUIypaummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsITh
HaXKMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI UBMEHEHWIA HAXXMUTE KHOMKY «OmmMeHa».
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5.4.2 ToameHto «JocTyn»

B nogmeHto «[ocTyn» HacTpamBaeTcsa [OCTYN K yCTPOMCTBY nocpenctsom web-nHtepdelica, Telnet n SSH.

MouutopuHr  CeTb  IP-TenesuaeHune m

Bpems XypHan  TMaponn Ynpasnexue KoHgurypaunen  OBHoenerwe MO Mepesarpyska  ABTOKOHCDUIYpMpPOBaHWE

DononHUTENbHBIE HACTPORKM

MopTebl nocTyna
Moptr HTTP 80 s
Mopr HTTPS 443 %
Mopt Telnet 23 &

MopT SSH 22 Z

Hoctyn k ycnyre MHTepHeT

Web
BHewHas ceTb HTTP HTTPS
Nokanbhas cete  GHTTP @HTTPS
Telnet

BHewHas ceTb

<]

JlokancHas ceTo

SSH

BHewHas ceTb

<]

llokancHas ceTo

+ MpuMeHnTs ® OTMeHa

[Topmekl docmyna

B gaHHOM pasgene BbInonHsAeTca HacTpolika TCP-nopToB ana goctyna K yctponctey no HTTP, HTTPS, Telnet,
SSH.

* Mopm HTTP — HOoMep nopTa Ans Aoctyna K web-uHtepdoeicy yctpoiictea no npotokony HTTP, no
ymonyaHuo — 80;

* Mopm HTTPS — HomMep nopTa Anst aoctyna k web-uHtepdpelicy yctpoiictea no npotokony HTTPS (HTTP
Secure — 6e3onacHoe NoAKNoYeHNE), N0 ymonyaHuo — 443;

* Mopm Telnet — HOMep nopTa 419 AOCTyna K YCTPONCTBY No npoTokony Telnet, no ymonyaxuio — 23;

* MMopm SSH - Homep nopTa Ans AocTyna K YCTPOWCTBY No NpoTokony SSH, no ymonyaHuwo — 22.

Mo npotokonam Telnet n SSH ocyecTBAseTcs AOCTYN K KOMaHAHOW cTpoke (KoHconb linux).

Locmyn k yciyee IHmepHem

© PazgeneHvie Ha BHELLHIOK 1 NTOKa/IbHYH CETb MPUCYTCTBYET TOMLKO B PEXVIME MapLLIpyTM3aTopa.

B gaHHOM pasgene paspeluaeTcs uim 3anpeLwaeTcs A4OCTYN K YCTPONCTBY OTAE/IbHbIMW NpaBuiamun gis
NOKasbHOI 1 BHELLHel ceTu (pexunM mapLupytusaropa). s aToro Heo6XoANMO YCTaHOBUTL
COOTBETCTBYHOLWME thnaru:

Web:

« HTTP — npn ycTaHOBNEHHOM donare paspeLleHo NoaknveHne K web-koHdurypaTopy ycTpoiicTBa yepes
WAN-nopt no npotokony HTTP (He6e3onacHoe noakntoueHme);

« HTTPS - npn ycTaHOBNEHHOM donare paspeLleHo noaxknyeHne K web-koHdmrypatopy ycTpoiicTea
uepe3 WAN-nopT no npotokony HTTPS (6e3onacHoe noakioyeHve).
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Telnet:

Telnet — npoTokon, NnpegHa3HayYeHHbI ANA yaaneHHOro ynpasneHus yctpoiicteamu. Mo3sonset
NOAKMOYNTLCS K YCTPOCTBY MO CETU A/ HACTPOIKN 1 yNpaBieHus.
[nsa paspelueHunst 4ocTyna K yCTpolicTBy No npoTokosny Telnet ycTaHOBMTE COOTBETCTBYHOLLMIA donar.

SSH:

SSH - 6e3onacHbIil NPOTOKO/ YAa/IEHHOTO YrpaB/eHus ycTpoicteamn. B otimume ot Telnet, npotokon SSH
WwndppyeT Becb Tpaduk, BKOYas nepegaBaemble naposn.
[ns paspelueHns gocTyna K yCTponcTey No NpoTokosly SSH ycTaHOBUTE COOTBETCTBYHOLWLMI dhiar.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I'IpumeHumb». ﬂ'ﬂﬂ OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHanr.

5.4.3 ToameHo «KypHau»

MoameHto «XKypHan» npefHa3Ha4YeHo AN1s HACTPOIKM BbIBOAA Pa3HOro poAa OT/1af0uHbIX COOBLLEHWI
CUCTEMbI B Le/IAX 06HapYy>XeHnst NpuynH npobniem B pabote ycTpoictea. OTNafouHy0 HopMaL Mo MOXHO
nony4nTb OT CAEeAYHLMX NPOrpaMMHbIX Moy el yCTpoicTBa:

+ CUCTEeMHbIA MeHeXep — OTBEYaeT 3a HAaCTPOKY YyCTPOCTBA CcorfiacHo dpainy KoHdurypauuu,
« MeHemxep KoHUrypauum — oTBeyaeT 3a paboTy ¢ haitiom KoHdurypauum (4TeHre 1 3anuck B dpaiin
KOH(pUrypaumm n3 pasninyHbiX UCTOYHMKOB) M c6OP MHCPOPMALIM MOHUTOPKHTA YCTPOIACTBA.

MoHUTOpPUHT Cere  IP-TeneBupeHue [eTISETTEY

Bpema Loctyn Kypnan [EEELGLIY YNpage neHue KoHpUrypaunei OfHoBneHne MO Mepesarpyaka  ABTOKOHCPUIYpUpOBaHue LononHUTenbHLIe HACTPOMKA

)KypHan CUCTEMHOro MeHenxepa
BuiBon xypHana OrknoueHo
Ownbrn
MpeaynpexneHus
OTnanoyHas MHCPOPMaLMA

WHpOpMaLMOHHEIE CoOBLIEHIR

)KypHaﬂ MeHeXxepa KoHurypauum
Buigon xypHana OTknioyeHo
Ownbku
MpeaynpexneHus
OTnanoyHas MHPOPMALNS

VH(popMaLmMoHHble cooblugHns

Hactpoiika Syslog
BrnounTs
Pexum
Anpec Syslog-cepsepa
MopT Syslog-cepeepa

Paamep paitna, kb

JKYpHa/1 cucmemMHo20 MeHedxepa

* BbIBOO XypHasia — HanpasneHne BbiBoAa CO0OLLEHWI XypHana:
* OMK/IIOHEHO — BbIBOA, OTK/HOYEH;
+ Syslog — coo6LLeHNsI BbIBOAATCS MO NPOTOKONY Syslog Ha yaasieHHbIn cepBep /MO0 B NTOKa/IbHbIN
thaiin (HacTpoiika NPOTOKO/A OCYLLECTBSIETCS HUXE);
* KoHco/ib — co06LLEeHs BbIBOAATCS B KOHCO/b YCTpoiicTBa (HE06X0AMMO NOAK/IOUEHNE Yyepes
nepexogHuk COM-nopra);
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+ TesiHem — coo6LeHns BbIBOAATCA B telnet-ceccuto; oA 3TOro cHavana Heo6xoAUMMO co34aThb
NoAK/IYeHMe No NpoTokony telnet.

Huxe HacTpamBaeTca T!Un C006Ll.l,eHI/II\/’I, BbIBOANMBbIX B XXYpPHa/1 CACTEMHOIO MeHeKepa:

* OwubkKu — ycTaHoBuTe chnar, ecnm HeoBXxoAUMO BbIBOAUTL COOBLLEHUS TUNA «OLINGKN»,

+ lNpedynpexdeHusi — ycTaHOBUTe (pnar, eCnm HeobXxoA4MMO BbIBOAUTL COOBLLEHNSA THMA
«[pedynpexxoeHus»;

+ OmsiadoyHas uHghopmayusi — yctaHoBuTe donar, eciv Heo6xXoANMO BbIBOAMTL OT/1a[04Hble COOOLLEHMS;

* VIHhopmayUuoHHbIEe cO0bWEHUS — yCTaHoBUTE donar, eCm He06X04MMO BbIBOANUTb MHPOPMaLNOHHbIE
COO006LLEHNS;

XKypHan MeHea)KeQa KOHd)UZMQagUU

* BbIBOO XypHasia — Hanpas/ieHne BbIBOAA COOOLLEHWNIA XXypHana:

* OMK/IIOYEHO — BbIBOJ, OTK/IHOYEH;

+ Syslog — coo6LLeHNs BbIBOAATCA NO NPOTOKONY Syslog Ha yaaneHHbI cepeep NMG0 B NTOKa/TbHbI
thaiin (HacTpoiika NPOTOKO/A OCYLLECTBNAETCS HUXKE);

* KOHCO/1b = COOBLLEHNSA BbIBOASTCSA B KOHCOJb YCTPOCTBA (HEOGXOAMMO MOAKTHUEHME Yepes
nepexogHuk COM-nopTa);

+ TesiHem — coobLeHns BbiBOAATCSA B Telnet-ceccuto; A5 3TOro cHavasia Heo6xo4MMO Co34arb
noAk/toyeHne no npotokony Telnet.

Huxe HacTpamBaeTca TUn C006Ll.l,eHI/II\/’I, BbIBOANMBbIX B XXYPHa/1 MeEHEKEpPa KOH(*)VIpraLIII/II/IZ

* OwubkKu — ycTaHoBuTe chnar, ecnm HeoBXoAUMO BbIBOAUTL COOBLLEHNS TUNA «OLINGKNY,

+ lNpedynpexdeHusi — ycTaHOBUTe (pnar, eCnm HeobXxoA4MMO BbIBOAUTL COOBLLEHNSA THMA
«[pedynpexxoeHus»;

+ OmsiadoyHast uHghopmayusi — yctaHoBuTe donar, ec/iv Heo6XoANMO BbIBOAMTL OT/1a[04Hble COOOLLEHMS;

* VIHhopmayUuoHHbIe cO0bWEeHUSs — yCTaHoBUTE donar, eCm He06X04MMO BbIBOANUTb MHPOPMaLNOHHbIE
COOOGLLEHNS.

Hacmpotika Syslog

Ecnu xoTs 6bl 04MH U3 XYPHaI0B (CUCTEMHOIO MEHeKepa Un MeHexepa KOHGUrypaummn) HacTpoeH Ans
BbiBoga B Syslog, Heobxoaumo Bk/IHOUNTL Syslog-areHTa, KOTopbIii 6yAeT nepexBaTbiBaTb OT/1af04HbIE
COOGLLEHMNSI OT COOTBETCTBYIOLLLETO MeHegKepa 1 0TNpaBnsaTh UX NMM60 Ha yAaseHHbI cepeep, 6o
COXpaHATb B IOKaU/TbHbIV (haiin B hopmarte Syslog.

* Bksiro4ums — npy ycTaHOBNEHHOM (hriare 3anyleH Syslog-areHT;
* Pexxum — pexum paboTbl Syslog-areHTa:
+ Cepsep — HhopMaums XypHanoB OTNpPaB/SeTCs Ha yaaneHHbln Syslog-cepsep;
* Jloka/ibHbIl ¢halisl — NHhopMaLms XXypHaI0B COXPaHSIETCA B /IoKaNibHOM dhaiine;
« Cepsep u ¢halin — Hhopmaums XXypHasi0B OTNPaBASETCS Ha yaasieHHblli Syslog-cepsep u
COXpaHseTcs B JIOKaIbHOM haiine.

[Janee B 3aBUCMMOCTM OT pexuma Syslog-areHTa AOCTYMHbI HACTPOIKM:

+ Adpec Syslog-cepsepa — IP-agpec nnun gomeHHoe ums Syslog-cepsepa (He06xoAMMO /18 PEXUMOB
«CepBep», «Cepaep 1 thaiiny»);

+ Mopm Syslog-cepsepa — NopT ANA BXOAALMX coo6LeHNIA Syslog-cepBepa (Mo ymonyaHuio 514,
HeobXxoauMo ANna pexmmoB «Cepsep», «CepBep 1 aiin);

* Wms palina — vims dpaiina ans xpaHeHus xypHana B coopmare Syslog (Heob6xoaMmo Ans pexvrmos
«JlokanbHbIli chaiin», «Cepep 1 chaliny»). Mpun HaxaTnM Ha ccbiky «MokasaTb XypHas» OTKPOEeTCs
cTpaHuua c cogepxumbiM daina Syslog;

+ Pasmep ¢palina, Kb — makcuMasibHbIi pasmep dhaiina xypHana (Heo6xoaAMMO ANst PEXMMOB «J10KasTbHbIiA
thaiin», «Cepsep 1 chaiin»).
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5.4.4 TloameHio «lMaponu»
B nogmeHto «Maponu» yctaHaBNMBatoTCA Naposv AocTyna agMuHucTpaTopa 1 Habngarens.

YcTaHOB/IEHHbIE Naposv UCNO/b3YTCA A1 AOCTyNna K YCTPOUCTBY Yepe3 web-uHtepdelic, a Takxe no
npotokonam Telnet n SSH.

Mpu Bxofe Yepes web-nHTepdeiic agMmmHucTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTy
K YCTPOWCTBY: UTEHME U 3annChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOSAAHMA YCTpoicTBa. Habnoaaresnb
(naposnb No ymonuaHuto: viewer) MeeT BO3MOXHOCTb TO/IbKO NPOCMaTpMBaTh KOHUIypaLmio U faHHbIe
MOHUTOPWHIa yCTpoicTBa 6€3 BO3MOXHOCTU BHOCUTb Kakue-nnbo n3MeHeHus.

© NorvH agmuHncTpaTopa: admin
JlorvH Habnogatens: viewer

MoHuTOpUHr  CeTb IP-teneBnpeHne m

Bpema  Hoctyn XKypHan YnpasneHwe koHbUrypaumnen O6HoBnenme MO MMepesarpyska ABTOKOHCDUrypUpoBaHne JlononHUTENLHBIE HACTPOMKK

Mapons agMuHucTpaTopa (admin)

MNapone ®
MNopTBepx neHve
Maponb Habnopatens (viewer)
Napone &

MNonTeepx neHve

* Maposib adMuHUCMpamopa — B COOTBETCTBYHOLLME NOMA BBEAUTE Naposib afMUHUcTparTopa u
noaTBepanTe ero;

* Maposb Habndames (viewer) — B COOTBETCTBYHOLLME NOMSI BBEAWUTE Naposb Habnoaatens n
noaTBepanTe ero.

[N BCTYNNeHns1 B CUy HOBOI KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI UBMEHEHUIA HAXXMUTE KHOMKY «OmmMeHa».
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5.4.5 ToameHIo «YnpasneHue KoHurypaumen»

B nogmeHto «YnpasieHve KoHdurypaumeii» BbINOMHAETCA cCOXpaHeHne 1 06HOBEHUE TeKyLLein
KOHUrypaumm.

[Mosny4yeHue koHghuaypayuu

MoHuutopuHr Cete  IP-TeneenpeHue m
Bpema  Hoctyn Xypran MNaponn ERANEEEUCRCRETy et M ObHoneHme MO MNepesarpyska  ABTOKOHCDWIYpUpPOBaHWE JononHUTENbHBIE HACTPOMKM

daiinel KoHUrypauum

MonyynTb apxns KOHMrypauumn ¢ ycTpoiicTsa * Download

SGFDYBMTh apxnB KOHDUIypawunw Ha yCTpoMcTBo Browse. .. No file selected.

CHpoc Ha 3aBOJCKUE HACTPOMKM ﬁ

UTO6bI COXpaHWTb TEKYLLYI KOH(IUIypauuio YCTPONCTBA Ha /IOKasIbHbI KOMNbIOTEP, HAXKMUTE KHOMKY
«Download».

OG6HosneHue kKoHghu2ypayuu

*+ 3azpy3umsb apxus KOHghu2ypayuu Ha ycmpolicmso — 3arpy3Ka CoOXpaHeHHOro Ha J1I0Ka/lbHOM
KomMnbloTepe haitna koHpurypaummn. ns o6HOBNEHUS KOH(IUTYpaLUN YCTPONCTBA HAXXMUTE KHOMKY
«BblGepuTe thaiiny, ykaxuTe daiin (B chopmarte .tar.gz) n HKMUTE KHOMKY «3arpy3nTb». 3arpyXeHHast
KOHurypaums npuMeHsieTcsl aBTomarnyeckn 6e3 nepesarpysku yCTponcTaa.

© O6parute BHUMaHWe, BCE Naposv B KOHGUrypaLmy yCTPORCTBa LUNPYIOTCA KTHOUOM, KOTOPbIiA
3aBucut ot MAC-agpeca ycTporictsa. [Nepes 3arpy3koi KoHpurypawumm ¢ ogHOro ycTpoicTea Ha
Apyrve npeaBapuTesibHO HY)XHO MOMEHATbL Naposv B (haiine KoHdurypaumu.

[N n3MeHeHns1 naponeii HeobXoAMMO OTKPbITb haiin KoHUrypauuy B TEKCTOBOM pPefakTope v USMEHUTb
naponu. flanee coxpaHUTb U3MEHEHNA B apxyBe KOHUrypaumn. NMprumep n3MeHeHUs naposein npueeaeH

HWXe:

Passwords:
AdminPassword: "encrypted:7C607178736B7465"
ViewerPassword: "encrypted:7A68677C6176"

N3MeHAeTCA Ha

Passwords:
AdminPassword: "password"
ViewerPassword: "password"

C6poc ycmpolicmsa Ha 3aB00CKUE HAcCmMpPOoUKU
UT0o6bl caenatb COpOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKNE YCTAHOBKM, HAOOKMUTE KHOMKY
«Cbpoc».
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5.4.6 MoameHto «O6HoBMEHNE MO»
MoameHto «O6HoBMeHNe MNO» npefHa3HavYeHo A1 06HOB/IEHNS NPOrpamMmMHOro obecneyeHnss yCTponcTaa.

O6HoBneHue MO gna yctpoiictes WB-2P-LR5:
MonutopuHr CeTe  IP-TeneBuaeHue

Bpems Joctyn XypHan Maponu Ynpasneue koHdurypauves ‘OBHoenenue MO Mepesarpy3ka AsTokoHUrypypoBaHne  [lonoNHUTENbHBIE HACTPOKN

O6HoBMNeHWe nNporpaMMHoro obecneyeHus

AxTieHas sepcua 10 2.3.0.213 2Ty

O6Hosnenus 10 maioke docmynHbl no adpecy: hitp elfex-co.ru/support/downloads/

®aiin obHosneus N0 M
& 3arpyauTh chaiin

« AkmusHas gepcusi [10 — Bepcus NPorpaMMHOro 06ecrneyeHisi, ycTaHOB/IEHHOTO Ha YCTPOICTBE,
pa6oTaloLlas B faHHbIi MOMEHT;

« PesepsHasi sepcusi 10 — Bepcusi NporpaMMHOr0 06ecneyeHuns], yCTaHOB/IEHHOTO Ha YCTPOIACTBe, Ha
KOTOPYIO MOXHO NepekntiounTbes 6e3 3arpysku caiina rno;

« [Mposepumb 06HOB/IEHUS — KHOMKa A/1si IPOBEPKM NOCNeaHel Bepcum nporpaMMHoro obecneuyerus. C
MOMOLLbI0 3TOV CPYHKLMM Bbl MOXETE GbICTPO NMPOBEPUTL Ha/lMuMe HOBOI BEPCUK NMPOrpamMMHOro
o6ecneyeHns 1 B c/lyyae He06GX0AMMOCTM BbIMO/IHUTL €70 0GHOB/IEHNE;

«+ Cdenamb akmusHoUi — KHOTMKa, NO3BO/IsOLWANA cAenaTh pe3epBHyto Bepcuto MO akTUBHOM, A1 3Toro
notpebyeTca nepesarpyska ycTpoictea. AKTBHas Bepcusi MO B 3TOM C/lyyae CTaHET PE3ePBHOIA.

© [1ns paboTbl PyHKLMN NPOBEPKM 06HOBEHUA HEOBXOAMMO HasIMumMe BbIXoAa B VIHTEpHET.

O6HOBUTL NPorpamMmMHOe obecrneyeHne yCTpocTBa MOXHO Takke BPYUHYIO, NpeaBapuTesibHO 3arpy3ms dain
MO c caiTa hitps://eltex-co.ru/support/downloads/ n coxpaHve ero Ha KomnbloTepe. AN 3TOro HaAXXMUTe
KHOMKY «Bbi6epuTe daiin» B none Padis1 06HosneHusi N0 n ykaxuTte nyTb K thaliny B popmarte .tar.gz.

[nsa 3anycka npouecca 06HOBNEHUSA HEOOXOANMO HaXaTb KHOMKY «3arpy3ntb goaiin». Mpouecc 06HOBMEHNWS
3aliMeT HeCKo/IbKo MUHYT (0 ero TekylleM cTaTtyce 6yAeT ykasaHo Ha CTpaHuLE), NOC/e Yero yCTPoNCcTBO
aBTOMaTUYeCKN nepesarpy3nTcs.

© He otkniovaiite nuTaHne yCTPOIICTBA, HE BLIMNOHATE ero nepesarpysky B npotecce o6HosMeHus MO.
B cnyuae obHoBneHus ¢ Bepcun MO 2.0.0 Ha Bepcuto MO 2.1.0 nocne 06HOBAEHNST HEOOX0ANMO
OCYLLIECTBUTb COPOC YCTPONCTBA K 3aBOACKMM HAaCTPOKam M NOBTOPHO CKOHGMIypupoBaTh B
COOTBETCTBMM CO CXEMOW NCMNO/b30BaHNS, IM60 NpeaBapuTe/IbHO HACTPOUTL 3HAYEHNE MOLLHOCTH
CuUrHasia B MeHto «CeTb» — «/IHTepHEeT» He MeHee 16 abM.
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5.4.7 TMoameHto «Mepesarpyska»

B nogmeHto «lMepe3arpy3ka» BbINO/HAETCA nepesanyck yCTPoicTaa.

MoHutopuHr CeTe  IP-TeneeupeHue Cucrema

Bpems Hoctyn Kypnan Maponn  ¥YnpaBneHwe KOHWUIypaunen OBroeneHne MO JEIENEEEUSELCHM  ABTOKOH(DUIYPUPOBAHNE HononHUTENBHLIE HACTPORKK

Mepeaarpyaka ycTpoWcTBa

Z Mepesarpyaka

Mepe3arpyska yCTPoncTBa HAYHETCS NOC/Ie HaXKaTus COOTBETCTBYHOLLEN KHOMKK. MNpouecc 3aHnmaeT
NPUMEPHO T MUHYTY.

5.4.8 TMoameHo «ABTOKOH(pUIypupoBaHue»

B nogMeHto «ABTOKOHDUIYpMpOBaHve» BbINOSTHAETCA HacTpoiika anroputma DHCP-based autoprovisioning

(aBTOKOHCOMIyprpoBaHMe Ha ocHoBe npoTokosnia DHCP) 1 npoTokosia aBToMaTUyYeckoro KoHUryprpoBaHus
aboHEeHTCKMX ycTpolicTB TR-069.

Mouuropuur  Cers  IP-TenesuneHue m

Bpema Doctyn KypHan Maponu YnpasneHue KoHpUrypauei OBHoenenre MO (G EICN AR TOKOHQUIYPUPOBaHIE: LononHUTENLHLIe HACTPOMKA

ABTOKOHMUrypnpoBaHve Ha ocHose npotokona DHCP
AsToMaTtuueckoe obHOENEHWE BhuiknioyeHo M

Daitn KoHUrypaLmm

WHTepean o6HOBNEHKA KOHUrypaumM, ¢ | 300 =
Dain Mo
WHrepean obHoenewns MO.c 3600 ==

ABTOKOHdWrypvpoBaHue no npotokony TR-069

Obwue
Brniounts knneHTa TR-069
Anpeccepsepa ACS | hitp/update local:9595/
BKMOUUTE NEPUOANYECKUA ONPOC
Mepuog onpoca,c | 60 =
3anpoc coeguHeHnA c ACS
VM5 nonbaosatens | acs
Mapons acsacs
3anpoc COeMHEHNA C KNMEHTOM
Wms nons3osatens admin
Mapons admin
Hactpomkn NAT

Pexiam NAT Off |

« MpUMEHUTE % OTMEHa
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ABTOKOHhUrypmposaHue Ha ocHoBe npotokosia DHCP

Asmomamuuyeckoe 06HOB/IeHUE — BbIOGOP pexuma 06HOB/IEHNS YCTPOCTBE; BO3MOXHO HECKO/bKO
BapWaHTOB:

* BbIK/Il04EHO — aBTOMAaTUYeCKoe 0OHOBMEHME KOHpUIypauumn n nporpamMHoro obecneyvyeHuns
YCTPOICTBA OTK/HOUEHO;

* KoHchuaypayus u O — pa3peLLeHo nepruogmyeckoe 06HOB/IEHNE KOH(UIypauum 1 nporpaMmmHoro
obecneyeHnst yCTpOICTBa,;

*+ To/IbKO KOHGhu2ypayusi — paspeLleHo nepnoamyeckoe 06HOBMEHME TO/bKO KOHMrypaumm
YCTPOWCTBA;

* Tosbko O — pa3peLLeHo nepruoamyeckoe 06HOB/IEHME TOMTBKO MPOrpamMMHOro obecneyeHns
yCTpOWCTBA.

lpuopumem napamempos U3 — faHHbI NapaMeTp onpegensieT, oTkyAa Heobxo4UMO B3SiTb Ha3BaHWA U
pacnonoxeHue gaisioB KOHUrypaumm n nporpaMMHOro obecnevyeHus:

« Static settings — nyTu K dpainam KoHUrypaumm 1 nporpaMmMHOro obecneyeHnst onpeaensatoTcs
COOTBETCTBEHHO M3 napameTpoB «Pali/1 KoHuaypayuu» n «Pads NO»; nogpobHee padboTy
asiropyTMa CMoTpuTe B pasgene Anroputv paboTel aBTOMATNYEeCKOro 06HOBNEHNS YCTPONCTBA Ha
ocHoBe npotokona DHCP;

+ DHCP options — nyTu K dharinam KoHgurypauum 1 nporpammHoro obecneyeHns onpeaenstorcs u3
DHCP onuuii 43 1 66 (ana aToro Heo6xoAMMO Anst ycnyrm HTepHeT BbiGpaTk npoTokon DHCP);
noapobHee paboTy asiroputma CMOTpUTE B pasgene Aroputv paboTsl aBTOMAaTUYecKoro
00OHOB/EHUA YCTPOMCTBA Ha OCHOBe npoTokosia DHCP.

®alin KoHghuaypayuu — NOMHbIVA NyTb K daiiny KoHdurypauum — 3agaértcs B coopmate URL (Ha gaHHbIi
MOMEHT BO3MOXHa 3arpy3ka haiina KoHgurypaumm no npotokony TFTP):

tftp://<server address>/<full path to cfg file>
rae < server address > — agpec TFTP-cepBepa (4omeHHoe ums unau IPv4),
< full path to cfg file > — nonHbIA NyTb K haitny KoHUrypauum Ha cepBepe.

VIHmepsas1 06HOB/1EHUST KOHGbu2Ypayuu, ¢ — NPOMEXYTOK BPEMEHUN B CEKYHAAX, Yepes3 KOTOPbIi
oCyLLecTBAseTCs nepmognyeckoe o6HOBEHNe KOHGUrypauumn ycTpoinctea. Boibop 3HaueHns 0
03Ha4yaeT oAHOKpaTHOe 0O6HOB/IEHNE TO/IbKO Cpasy Mocsie 3arpy3ku yCTPonCTBa;

®alin MO - NonHbIN NyTb K (paiiny nporpammHoro obecneveHus — 3agaértcs B chopmarte URL (Ha
[laHHbIi MOMEHT BO3MOXHa 3arpy3ka ¢paiina Mo no npotokony TFTP):

tftp://<server address>/<full path to firmware file>
rae < server address > — agpec TFTP-cepBepa (4omeHHoe ums unau IPv4),
< full path to firmware file > — nonHbI NyTb K chaiiny MO Ha cepBepe.

ViHmepsan o6HogseHusi O, ¢ — NPOMEXYTOK BPEMEHMN B CeKyHax, Yepes KOTopblii OCyLLeCTBASIETCA
nepuoanyeckoe 06HOB/IEHME NMPOrPaMMHOr0 o6ecneveHunst ycTpoicTea. Bbibop 3HaueHusi 0 o3Hauaet
0fiHOKpaTHOe 06HOB/IEHUE TO/ILKO Cpasy Moc/ie 3arpy3Ku yCTpoicTaa.

[JeTtanbHoe onvcaHve asiroputma aBToMaTtnyeckoro 06HoBMeHNsA Ha ocHoBe npoTtokona DHCP cmoTpuTe B
pazgene ANroputm paboTbl aBToMaTnyYeckoro 06HOB/IEHNS YCTPONCTBA Ha ocHOoBe npoTokona DHCP.

ABTOKOHhUrypuposaHue no nportokony TR-069

o6wume

Bksrowums kueHma TR-069 — npu ycTaHOBNEHHOM (hriare paspelleHa pabota BCTPOEHHOIO K/iMeHTa
npotokosna TR-069, nHave — 3anpeLyeHa.

+ Adpec cepsepa ACS — agpec cepBepa aBTOKOH(purypmpoBaHus. Agpec Heobxoanmo BBOAUTL B

thopmarte http://<address>:<port> nnu https://<address>:<port> (<address> — IP-agpec nnum gomeHHoe
nvst ACS-cepBepa, <port> — nopt cepsepa ACS, no ymonyaxuio nopt 9595). Bo BTOpom criyyae KIneHT
6yaeT ncnonb3osBatb 6e3onacHblin npotokosn HTTPS ansa obmeHa nHdopmaumeii ¢ cepsepom ACS.
Bkrroyums nepuodudeckud onpoc — nNpu ycTaHOB/IEHHOM dp/iare BCTPOEHHbIN kineHT TR-069
ocyLlecTBAseT nepuoguyecknii onpoc cepsepa ACS ¢ MHTepBasiOM, paBHbIM «[1epuody onpocar, B
cekyHgax. Llenb onpoca — 06HapyXuTb BO3MOXHbIE N3MEHEHWST B KOHDUTypaLmm YCTPOICTBA.
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3anpoc coegnHeHus ¢ ACS

* VImsi nosib3osamerisi, [Maposib — UMS NMoMb30BaTeNs U Naposib ANst AocTyna kneHTa k ACS-cepeepy.

3anpoc coeAVHEHUsI C K/IMEHTOM

* VImsi nosib3osamerisi, [aposib — UMs NoIb30BaTe s U Naposib Ansi goctyna ACS-cepBepa K KIMEeHTY
TR-069.

HacTtpovikn NAT

Ecnu Ha nyTn mexay kKnmeHToM 1 cepepoM ACS nmeeT mecTo npeobpasoBaHue ceTeBbix agpeco (NAT -
network address translation) — cepeep ACS MOXET HEe UMETb BO3MOXHOCTb YCTAHOBUTL COEANHEHUNE C
K/INEHTOM, EC/IN HE UCMNO/b30BaTh ONpeAesieHHble TEXHO/I0MMK, NO3BO/IAIOLLME 3TOTO n3bexarb. ITu
TEXHOMOTNM CBOAATCA K ONpeaeneHnto KNMEeHTOM CBOETO Tak HasbiBaeEMOro ny6/MyHoro agpeca (agpeca NAT
WM NO-ApPYroMy — BHELLHETO agpeca LU/3a, 3a KOTOPbIM YCTAHOB/EH KMEHT). Onpeaenns cBo Ny6anyHbIi
agpec, KNMeHT coobLLaeT ero cepeepy, 1 cepsep B fasibHeleM A5 YCTaHOBEHUSA COeUHEHUS C K/TMEHTOM
NCNO/b3YET YXXe HEe ero NoKasibHbI agpec, a NyoenNYHbINA.

+ Pexxum NAT — onpegensiet, Kakum 06pa3oM KIMEHT A0/HKEH NONYUYUTb MHOpMaLUIO O CBOEM
ny6nnyHom agpece. Bo3MOXHbI CneyroLme pexuMsl:

+ STUN - ucnonb3oBatb npotokon STUN an1s onpegeneHunsa nyoenmyHoro agpeca;

* Manual — py4Hoii pexxwum, korga ny6nyHbIl agpec 3afaeTcst ABHO B KOHUrypaumm; B 3TOM
pexvme Ha yCTPOICTBE, BbiNonHsAWweM yHkumm NAT, Heobxoanmo [o06aBUTb NpaBuIo
npo6poca TCP-nopTa, ncnosb3yemoro kanmeHTom TR-069;

+ Off — NAT He ncnonb3yeTcsa — AaHHbIA peXrM pekoMeHAYeTCA NCNONb30BaThb, TO/IbKO Korga
YCTPOMCTBO NOAKNOYEHO K cepBepy ACS Hanpsimyto, 6e3 npeobpa3oBaHns ceTeBbIX afpecos. B
3TOM cnyyae ny6/myHbIA agpec coBnagaeT C /IOKaUlbHbIM aApecoM KneHTa.

Mpw BbiGOpe pexnma STUN Heo6xoaMMo 3a4aTh crieaytoume HacTPOMKK:

+ Adpec STUN-cepsepa — IP-agpec nnn gpomeHHoe ums STUN-cepsepa;

« Mopm STUN-cepsepa — UDP-nopt STUN-cepBepa (no ymonuaHuto 3HaueHune 3478);

* MuHumasibHbIl nepuoo onpoca, ¢ n MakcumasibHbIU nepuod onpoca, ¢ — onpefensoT UHTepsa
BpeMeHV B CeKyHAax AJ/1a OTNpaBku nepuoamyeckux coobuieHnii Ha STUN-cepsep ¢ uesbio
06HapyXeHuns n3MeHeHus Ny6/IM4YHOro agpeca.

Mpw BbIGOpE pexnma Manual ny6nnyHblii agpec kaveHTa 3agaeTcs BpyyHyto yepes napametp Adpec NAT
(appec HeobxoayMo BBOAUTL B chopmarte IPv4).

Mo npotokosny TR-069 BO3MOXHO NPOM3BECTN OCHOBHOE KOHOMIypUpoBaHMe YCTPoCcTBa, 06HOBNEHME
nporpaMMHOro o6ecneyeHms], YTeHe nHopmauum o6 yctpolictee (Bepcus MO, Moaens, CepuiiHbli HOMep 1
T.4.), 3arpy3Ky U BbIrpy3Ky Lienioro chaiina koHdpurypauum, yaasieHHyo nepesarpysky ycTpoicTea (noagepxaHbl
cneundcpmkauyum TR-069, TR-098).

[N BCTYNNEeHWs1 B CUNYy HOBOI KOHCOUIypaummn 1 3aHeCEHUsI HACTPOEK B SHEPTOHE3ABUCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[TpuMeHUMb». 0N OTMEHbI UBMEHEHWNIA HAXXMUTE KHOMKY «OmmeHa».
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5.4.9 MoameHo «[JonoaHUTEbHbIE HACTPONKM»

B nogmeHto «[JonoHMTENbHbIE HACTPOMKM» MOXHO BK/IoUMTb UPNP, ykasaTb 3apesepsupoBaHHblie VLAN ID,
BK/1HOUNTL/BbIKNIOUNTL TexHonorunveckunii Wi-Fi, a Takke HaCTpouTb sioKkasibHoe ynpasneHue yepes Ethernet.

UPnP

Brniounts UPnP - @

3apesepBUpoBaHHbLIe VLAN ID
Ha4ansHbld VLAN ID | 1 e

KoHeuHbIi VLAN 1D

JNokanebHoe ynpasneHne yepes Ethernet
Brnoueno @
IP-agpec ynpasnexsna 192.0.3.1

Macka 255.255.255.0

TexHonornyeckuii Wi-Fi
Wi-Fiskmiouen @

Kontburypuposasve yepes HTTR/HTTPS

UPnP

© TMogmeHio «UPNP» AOCTYMHO TOMBLKO B peXxumMe MapLupyTusaropa.

Mpotokon UPNP ncnosnb3yetcs HEKOTOPbIMU NpUoxeHusiMu (Hanpumep, DC-knneHTaMm, TakuMm Kak
FlylinkDC++) gnsi aBTOMaTmyeckoro cosaaHusi npasun npoépoca TCP/UDP-NopToB, UCNO/b3yeMbIMU 3TUMM
MPWUIOXEHMAMMU, Ha BbILLecTosAWeM MapLipyTusaTope. PekomeHayetcs BknounTts UPNP ansa obecneveHuns
paboTbl cepBMCcOB 06MeHa halinamu B CceTw.

* Bkmoyums UPnP — npu yctaHoBNeHHOM ¢hiare npotokost UPNP BkNtoveH, MHave — BbIK/THOUEH.
3apesepBupoBaHHbie VLAN ID

3apesepsupoBaHHble VLAN ID — cnucok cnyxebHbix VLAN, ncnosb3yemMbiX YCTPOUCTBOM A1 BHYTPEHHUX
uenei.

* HauyasibHbll VLAN ID — HavanbHbIi Homep VLAN;
* KoHeuHbIl VLAN ID — koHeuHblin Homep VLAN.

NokanbHoe ynpaeneHue yepes Ethernet

NokanbHoe ynpasneHve yepes Ethernet — Bo3moxHOCTL focTyna Ao yctpolictea 6e3 Tera yepes Ethernet B
pexume paboTbl «MocT» npu BkoYeHHOM «VLAN trunk».

* BK/1104EHO — Npu yCTaHOBNEHHOM (hriare noKasibHoe ynpas/eHne yCTpocTBOM ByaeT AOCTYMNHO 6e3
Tera;

* IP-adpec ynpasneHusi — IP-agpec Ethernet-uHtepdelica ycTpoiicTBa B /I0Kas/IbHOW ceTu (Mo yMo4YaHuto
192.0.3.1);

* Macka — macka noacetu.
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TexHonornyeckuii Wi-Fi

+ TexHonorunyeckuit Wi-Fi (goctyneH Tonbko Ha WB-2P-LRS5 rev.C) ucnonb3syetcsi npu toctmposke Wi-Fi
(nyHkT FOCcTMpoBKa ycTpoiicTea). Mpu BKIYEHHOM TexHonormyeckom Wi-Fi K ycTpoACTBY MOXHO
noakntountbest Wi-Fi-knineHToM yepes oTkpbITyto ceTb ¢ SSID «EltexWiFi» (auanasoH yactot 2.4 ITw):

*+ Wi-Fi s8k/1toueH — npu yctaHoBfieHHOM donare TexHonornveckuii Wi-Fi BK/ItOYeH, nHave —
BbIK/ItOYEH. 10 ymonuaHuto TexHonornyeckuii Wi-Fi Bk/itoueH;

* KoHopuaypuposaHue 4epes HTTP/HTTPS — npwu yctaHoBNeHHOM ¢hriare fOoCTynHa BO3MOXHOCTb
KOHpMrypupoBaHus yctpoicTaa vepes TexHonormnyeckuin Wi-Fi. Mo ymonuaHuto
KoHourypuposaHue yepe3 HTTP/HTTPS BbikntoueHo.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaXXMUTe KHOMKY «[TpuMeHumsb». Ns OTMEHbl U3MEHEHWIN HAXXMUTE KHOMKY «OmmeHa».

© Bo n3bexaHve HeCaHKLMOHNPOBAaHHOIo AOCTyna K yCTPOMCTBY nocne toctuposkn Wi-Fi Heobxoanmo
BbIKOUYUTL TexHonormnvecknii Wi-Fi.
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6 MNpumep HACTPONKK

B gaHHOM pasgene npuBefeH NpuMep NnepBoHaYasibHOl HACTPOViKM YCTpoACTBa A5t NOAKMOUYEHMS K 6a30BOiA
cTaHumu.

© B agpecHolii cTpoke 6paysepa BeeauTe IP-agpec yctpoiicTea (no ymonyanuio 192.168.1.1, ecnu
yCTPOICTBO He nosyunno agpec no DHCP). Mpu ycnewHomM NogKAYeHUN K YCTPOCTBY NOSIBATCS
OKHO C 3anpoCcoM J1I0TMHa 1 Napons. 3anofHUTe NOAS U HAXXMUTE KHOMKY «BoiTu». Mo ymonyaHuo —
norviH: admin, napono: password.

WB-2P-LR5 rev.B RU~

JNorux:

Mapons:

Ecnun 310 OKHO He nosiBUIOCk, ybeguTecs, Uto MK HaxoanTcs B O4HOM CeTU C yCTPONCTBOM.

MoHHTOpHHT m CucteMa
HacTpoika MAC-anpecos Ceresoh skpad  Mapwpyrnzauna  SNMP

OBwme HACTPOMKA

Wwun xocTa
BHewHas ceTb

Pexwm yctpoiictea | Wi-Fi Knnent -

HacTpoRKM MoK HeHnRA

ssID | 77 Q Cranuposars sup
Pexuw 802.11 a02.11ac 7
WapuHa kaHana 80 MMy M
Pexuw GezonacHocTH Off M
MownocTs curHana (aBM) | 24 =

S —
DHKCHPOBAHHER USHTDANEHER 4BCTOTA

CNncok paspeweHHsx KaHanoe

KanansHas ckopocTs nepeaasn Auto 7
MakchMansHan ckopocTs Nepenasn Auto M
Oxuaanne ACK 64 :
Paxuw pabotu Moct
Mpuoputar pscp
Mpotokon DHCP M

Pesxit VLAN Trunik

AnsTepuaTiessR Vendor D (onuma 60}
Vandar 1D [oruna 60}
Nepaisiit DNS
Bropisiit DNS

on TRatmka (i cex) |0 =

WeAnep
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Ha cTpaHuue «MHTepHET» B MeHto «CeTb» HAcTpavBaeTCsl BHELLHEE COeMHEHNE.

1.
2.

3.

B none «Pexunm paboTbl» BbIGEPUTE HYXHBIN peXxunm paboTtbl: MocT nnn MapLupyTtusarop.

Ecnv ana nogknioyeHus K cety nposalifepa UCnosb3ylTcs cTaTuyeckne HacTpoikuy, To B nose
«[MpOTOKO/1» HY)XXHO BblOpaTh 3Ha4YeHne «Static», 3anonHuTL nons «IP-agpec», «Macka nogcetun», «LLnwo3
no ymMosi4aHuto».

«MepBunyHbIi DNS» 1 «BTopryHbIin DNS» — 3HaueHus napameTpoB NpefoCcTaBnsoTCs NpoBaigepom.

Heobxoanmo HacTpOUTb NOAKNHYEHNE K 6A30BOW CTaHLMN.

1.

2.

B none «SSID» ykaxnte naeHtndmkatop 6ecnpoBOAHON CETH, K KOTOPOI HEO6X0AMMO NPON3BECTU
NMOAK/TOYEHMe.

B none «Pexum 6e3onacHoCTn» BbibepUTe pexmnm 6e30nacHOCTH, N0 KOTOPOMY OCYLLECTB/IAETCA
ayTeHTUdMKauns B JaHHOW CETU 1 3aaliTe Kk, eCNN UCNO/b3YETCS CETb C LUMIPOBAHNEM.

Mocne HaxaTusa Ha KHOMKY «[TpuMeHUMmMb», abOHEHTCKas CTaHUMA BbIMOSTHUT NOUCK Yka3aHHoro SSID B
achmpe 1 Npn 06HAPYXXEHUN BbIMNOSTHUT MNONbITKY NOAKNHOYEHNS K 6a30BOI CTaHLMKN C YKa3aHHbIMM
napameTpamu.

Ecnu napameTpbl yka3aHbl KOPPEKTHO N YPOBEHb CUrHas1a AOCTaTOuHbIN, MPOM30AAET yCcneLHoe
MOAK/TOYEHVE.
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7 OrpaHuyeHne konnyecTsa nsydyeHHbix MAC-aapecoB (mac-learning limit)

[nsi BK/IloUeHUs1 pyHKLMOHaNa orpaHnYeHns konmyectsa n3yveHHblix MAC-aipecoB HeE06X0AMMO
NOAKUMTLCS K ycTpoiicTBY no Telnet/SSH 1 3aaaTb HECKOBKO KOMaH/, HaCTPOKM.

OrpaHunyeHne KonnyecTea N3yuyeHHbIx MAC-agpecoB

root@WB-2P-LR5:~$ setconf Internet.Network EnableMacLearningLimit 1 Bi/iioueHvie orpaHnyeHmns
Ko/myecTBa M3ydeHHbIX MAC agpecoB. 15 oTk/IYeHns seeguTte 0.

root@WB-2P-LR5:~$ setconf Internet.Network MacLearningLimit 100 [ /106a/1bHOe OrpaH/yeHne ymicna
MAC-agpecoB (Wi-Fi+Ethernet). Bo3aMOXHble 3HauyeHuns: 1-2048. Mo ymonyaHuio - 2048, He pekoMeHayeTcA
MEHSATb.

root@WB-2P-LR5:~$ setconf Internet.Network WifiMacLearningLimit 100 OrpaHunuexve uncna MAC-
ajpecoB CO CTOPOHbI Wi-Fi. BO3MOXHble 3HauYeHus: 1-2048.

root@WB-2P-LR5:~$ setconf Internet.Network EthMacLearningLimit 100 OrparuyeHve yicna MAC-aapecos
CO CTOPOHbI Ethernet. Bo3MOXHble 3Ha4eHuA: 1-2048.

root@WB-2P-LR5:~$ setconf Internet.Network DropUnknownUcastSrc 1 Bk/itoueHve 3anpeta nepegaqn
Tpadmka oT yCcTpocTB, MAC-agpeca KOTOpbIX Obl/IM HE N3yYeHbl U3-3a NPEBbILLEHUS KaKoro-nmobo
orpaHvyeHns n3yvyeHHbIx MAC-aapecos. 115 OTk/IoYeHNs BBeguTe 0.

root@WB-2P-LR5:~$ setconf Internet.Network DropUnknownUcast 1 Bk/itoueHne 3anperta nepegasqv
Tpaduka Ha HensydeHHble MAC-agpeca (ToNbKO unicast). 419 oTkno4eHna seegute 0.
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8 Lennep Unknown Unicast Tpadivka

Ha WB-2P-LR5 ecTb BO3MOXHOCTb OrpaHnmunTb ckopocTb Ans Unknown Unicast-Tpadvka, nepegasaemoro B
CTOpoHy 6a3oBoii ctaHumm (Uplink).

[ns BkAoueHns n HacTpoiiku weinepa Unknown Unicast Tpadvka He06X0AMMO NOAKNHOUNTLCS K YCTPOCTBY
no Telnet/SSH 1 3agaTb HECKONBKO KOMaH, HACTPOVKM.

HacTpoliika weiinepa Unknown Unicast Tpachmka

root@WB-2P-LR5:~$ setconf Internet.WiFiClient UnknownUnicastShaperMode Manual Bk/itoueHne
wernnepa Unknown Unicast Tpadmka. Ans otkitodeHnsa seegute Off. [10 yMOIYaHUIO BbIK/THOYEH.
root@WB-2P-LR5:~$ setconf Internet.WiFiClient UnknownUnicastShaperLimit 5000 HacTpoiika
orpaHunyeHnsa ckopocTtu ansa Unknown Unicast Tpadomka B Kout/c. MapameTp MOXeT NpuHMMaTb 3Ha4YeHns

ot 0 40 200000.
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9 LoopBack Detection

WB-2P-LR5 nogaepxnBaet doyHkumto LoopBack Detection. Ecnv doyHKUMOHa BKAOYEH abOHEeHTCKas cTaHums
NMpOBEPSET HA/IMYNE METE/b Ha HMXKECTOosLLLEeM 060pyA0BaHUN U, B Crlyvae nx obHapyxeHus, 6nokmpyet LAN-
NOpT Ha 3aflaHHOe B KOHUrypaLmmn ycTpoiicTea BpeMs. Hamuve netesib NpoBepsieTcs C NOMOLLbHO OTNPaBKM
cneymanbHbIX HETETMPOBaHHbIX NakeToB B LAN-ceTb ¢ agpecom HasHaveHwus cf:00:00:00:00:00.

B cniyyae 6/10KMpOBKM MOPTa, ECNM HA aOOHEHTCKON CTaHLMM HacTpoeHa oTrnpaBka coobLyeHunin Ha Syslog-
cepsep, oTnpasnseTcsa nHgopmaynoHHoe coobueHne ¢ Tekctom "Loopback detected on eth0", nocne
pa36noKNPOBKM NopTa Ha cepsBep oTnpasnseTcs coobuleHne "Port eth0 recovered”. Ctatyc LAN nopta B
MOHUTOPWHIE YCTPONCTBa MeHAETCA Ha "Bbikn." Ha BpeMs AelicTBUS 6/I0KUPOBKMU.

[nsa BknoveHus n HacTpoiikn LoopBack Detection Heo6xoanMo noaxNHUYMTLCA K ycTpoincTey no Telnet/SSH u
3a/aTb HECKO/IbKO KOMaH/ HaCTPOKN.

HacTtpoiika LoopBack Detection

root@WB-2P-LR5:~$ setconf Internet.Network LoopbackDetectionEnable 1 Bk/itoueHve LoopBack Detection.
[nsa otknoveHnsa BeeanTe 0. 10 yMOYaHWI0 BbIK/THOYEH.

root@WB-2P-LR5:~$ setconf Internet.Network LoopbackDetectioninterval 15 HacTpoiika nitepsana
BPEMEHUN MeXAy OTNPaBKOM NakeToB 0OHapYXeHnsa netnu. Mapamerp MOXET NPUHMMAaTb 3Ha4YeHUs OT 1 A0
86400 cekyHA. 1o ymonyaHuio - 2.

root@WB-2P-LR5:~$ setconf Internet.Network LoopbackDetectionRecoveryTimer 60 HacTpoiika BpemMeHn,
B TeyeHne KoToporo LAN-nopt 6yaet 3ab/10knpoBaH. NapameTp MOXET NPUHUMAThL 3Ha4eHus oT 1 40 86400
cekyHpa. o ymonyaHuio - 60.
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10 Vlan Mapping

WB-2P-LR5 nogaepxusaet pyHKumoHan Vian Mapping, KOTOpbIil NO3BONSET:

pwOd =

N3meHATb VLAN Tpaduka;

CHumartb VLAN c TermpoBaHHOro Tpaduka;

HasHauaTb VLAN Ha HeTermpoBaHHbIi Tpaduk;

MeHsATb npuoputeT 802.1p Tpadmka, koTopblli 6yaeT otnpasneH Ha Wi-Fi- unun Ethernet-nHtepdeiic
YCTPOWCTBa;

YctaHaBnmBatb ovepesb WMM, B COOTBETCTBUM C KOTOPOI Tpadnk 6yaeT otnpasneH Ha Wi-Fi-
nHTEepdeiic.

Mpasuno Vlan Mapping cocTounT 13 cneayoumx napameTpos:
<ETH VLAN ID>:<WLAN VLAN ID>:<ETH PRI>:<WLAN PRI>:<FORCE WMM>

ETH VLAN ID — Homep VLAN Tpadiunka, KoTopblii npuxoauT/oTnpasnsetca Ha Ethernet-nHtepdeiic
YCTPOWCTBa;

WLAN VLAN ID — Homep VLAN Tpadimka, koTopblii npuxogut/otnpaensercs Ha Wi-Fi-nHtepdelic;

ETH PRI — npvoputet 802.1p, KOTOpbI NprcBavBaeTcsa Tpaduky, oTnpasnisemomy Ha Ethernet-
NHTEepdeiic yCTPONCTBa;

WLAN PRI — npuopwuteT 802.1p, KOTOpbIi NpucBanBaeTcs Tpaduky, otnpasnsemomy Ha Wi-Fi-
nHTEepdeiic;

FORCE WMM — B COOTBETCTBMM C Kakoil ouepeabto Tpadumk byaet otnpasnatbesa Ha Wi-Fi-uHTepdeiic.
Bo3moxHble 3HaveHunsa napamerpa FORCE WMM:

0 — BK;
1 — BE;
2 -Vl
3—Vo.

[ns pa6otbl Vlan Mapping Tpebyetca Bkntountb Vian Trunk.

Hwxe npeactaBneHbl npumepbl HacTpoiikn Vlian Mapping Ha WB-2P-LR5:

1.

3.

CHsitne VLAN 100 ¢ Tpadmka, npuxogsulero Ha Ethernet-uHtepdoeiic yctpoiictea ¢ nocneaytoleii ero
oTnpaskoii Ha Wi-Fi-nHtepdeiic B HeTernposaHHOM Buge. MNMpu nepegade Tpaduka B 06patHoM
HanpasneHun — ¢ Wi-Fi-nHtepdeliica Ha Ethernet-nHtepdelic, Ha HeTernpoBaHHbIin Tpaduk 6yaeT
Ha3HayeH VLAN 100:

root@WB-2P-LR5:~$ setconf Internet.Network VlanMapping 100:-::: Co3aaHvie npasuia Vian Mapping.
root@WB-2P-LR5:~$ setconf internet.Network UseVlanMapping 1 Bk/iloueHne ncnosib3o0BaHns
npasunaVlan Mapping. /19 BblkntoueHnA pyHKUMOHana seeauTe 0.

HasHaueHune VLAN 200 Ha HeTerMpoBaHHbIin Tpaduk, npuxogawmin ¢ Ethernet-nntepdcpeiica Ha
YCTPOWCTBO C nocneayowen nepegayein ero Ha Wi-Fi-nHtepdelic. Mpn nepegaye Tpadguka B 06patHOM
Hanpasnexnun — ¢ Wi-Fi-uHtepdelica Ha Ethernet-uHtepdelic, ¢ Tpaduka 6yaet cHumatbes VLAN 200 n
oTnpaenATbcA Ha Ethernet-nHtepdoeiic B HeTermpoBaHHOM BUE:

root@WB-2P-LR5:~$ setconf Internet.Network VlanMapping -:200::: Co3gaHune npasunaVian Mapping.
root@WB-2P-LR5:~$ setconf internet.Network UseVlanMapping 1 Bk/iloueHne ncnosib3oBaHns
npasunaVlan Mapping. /15 Bblkto4eHMA PyHKUMOHaa BBeauTe 0.

M3meHeHne VLAN c HazHaueHnem npuoputetos 802.1p 1 yctaHoBneHnem ovepean WMM.
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Ha Ethernet-untepdpeiic yctpoiictsa npuxogut Tpacduk VLAN 500. MNepeg otnpaskoii Tpadunka Ha Wi-Fi-

nHtepdoeic ero VLAN 500 meHsietcst Ha VLAN 200, BbicTaBnsietcst npuoputeT 802.1p paBHbIin 7, a
06paboTka NpoBOANTCA B COOTBETCTBUK C ovepeabto WMM — VI,

Mpwn nepegave Tpadurka B o6paTtHom HanpasneHun — ¢ Wi-Fi-uHtepdelica Ha Ethernet-nHtepdelic,
VLAN 200 meHsieTca Ha VLAN 500, npmnoputet 802.1p ctaHoBUTCS 4:

root@WB-2P-LR5:~$ setconf Internet.Network VlanMapping 500:200:4:7:2 Co3zaHune npasuna Vlan

Mapping.
root@WB-2P-LR5:~$ setconf internet.Network UseVlanMapping 1 Bk/iloueHne ncnosib308aHns

npaeuna Vlan Mapping. Ina BbIKNOYEHUST hyHKLMOHaNa BeeaunTe 0.

4. [ns ypaneHus npaeuia HyXHO BBECTU KOMaHAY:

root@WB-2P-LR5:~$ setconf Internet.Network VlanMapping '
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11 CnekTtpoaHasim3artop

UT06bI BOCMO/ML30BATLCA BCTPOEHHbIM crekTpoaHanmn3artopom Ha WB-2P-LR5 Heo6xoanmo NMoakK/IounTLCA K
ycTpoiicTsy no Telnet nnn SSH.

3anyck npou3BoaMTCs KOMaHAol: spectrum-analyzer.

Bpemsi aHann3a Bcex pagvokaHasioB AvanasoHa cocTaBnseT NpUMepPHO 5 MUHYT.

© O6parute BHUMAHMWE, YTO Ha Bpems paboThbl CNEKTPOaHaIM3aTopa Npou3oiaeT OTKIUYEHNE OT
6a30BOii CTaHUMM [0 TeX Mop, NMoKa CNekTPoaHa/IM3aTop He NPEeKPaTUT CBOK paboTy.

Pe3ynsTaT MOXHO NO/y4nTb C MOMOLLbI0 KOMaH bl spectrum-analyzer-result. B koHconb 6yaeT BblaaHa
MHhOpPMaLIMS 0 3arpy3Ke Kaxaoro paanokaHana (B npoueHTax):

root@wB-2p-LR5:~$ spectrum-analyzer
Spectrum analyzer scanning 1in progress

root@wB-2p-LR5:~$ spectrum-analyzer-result

node: Monitoring.Network.SpectrumAnalyzer
name: 32, value: 0
name: 33, value: 0
name: 34, value: 3
name: 35, value: 3
name: 36, value: 18
name: 37, value: 8
name: 38, value: 6
name: 39, value: 7
name: 40, value: 40
name: 41, value: 8
name: 42, value:
name: 43, value: 5
name: 44, value: 15
name: 45, value: 4
name: 46, value: 7

N
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12 Anroputm paboTbl aBTOMATN4ECKOro 06HOB/IEHNS YCTPOMCTBA HA OCHOBE
npotokona DHCP

Cete  IP-teneempenwe [OCTSTTE]
Bpems Ooctyn Hypeian Maponu NpBENEHWE KOHDUIYDaLweR DGHOENEHME NPOMPEMMBOND oSec nesaHns MNepe3amyxa [l onOMsMTENEHEE HECTPOMIM

ABTOKOH(MIYPUPOBAHWE Ha oCcHOBe nNpoTokona DHCP

ApTomaTw-ecxoe obHoEneHne Komdmrypauws u MO v

MPHOPHTET NAPBMETROE U3 DHCFP options ¥
Dann EoHDRrypaynme

HMHTepean oGHOBNEHMS KOHDHIYPALMN, ¢

Hntepean obnosnenms MO, ¢ 3600

ABTOKOHMIypUMpoBaHue no npotokony TR-069

Obwne
BrACMMTD KnkerTa TR-068 &
Agpec cepespa ACS | hitp:/1192 168 16 1609555
BrmounTe NEpRogn<eckni onpoc &
Mepwog onpoca, ¢
3anpoc coeaMHERWA ¢ ACS
VA NoNb3oEaTENS
Napens
3anpoc cOSMWHEHRA C KNHEHTOM
Hua Nons3IoeETENs
Mapone

Hactposarm NAT

Pamaa NAT i .

ANroputm pa6oThl NPoLIeypbl aBTOMATUYECKOT0 06HOB/IEHUS YCTPOWCTBA ONpeae/iseTcsl 3HaueHnem
napametpa «/Tpuopumem napamempos u3».

Ecnun BbibpaHo 3HauveHune «Static settings», To U3 napameTpoB «Padis1 KoHgbuaypayuu» n «dadin MNo»
onpeaensieTcs NnonHblli NyTh (BK/OYas NPOTOKON AOCTyna 1 agpec cepBepa) K chaiinam KoHdurypauum n
nporpaMMHOro obecneyvenus. MonHbIA NyThb yKasbiBaeTcs B popmate URL:

<protocol>://<server address>/<path to file>, rge

+ <protocol> — npoTokon, MCNonb3yeMblii 415 3arpy3Kn COOTBETCTBYHOLLENO (haiina c cepBepa
(nopaepxmBaetcs npotokon TFTP);

« <server address> — afjpec cepBepa, C KOTOPOro HEO6GX0AMMO 3arpy3uTb hain (4OMeHHOEe UMS 1N
IPv4);

+ <path to file> — nyTb K chaiiny Ha cepsepe.

B URL gonyckaeTcs Mcnonb30BaHue CrefyHoLivx MakpocoB (3ape3epBrpoBaHHbIe C10Ba, BMECTO KOTOPbIX
YCTPOIACTBO MOACTaBNSAET ONpeAeNieHHble 3HAUYeHUs):

+ SMA - MAC address — BmecTo AaHHoro Mmakpoca B URL chaiina ycTpoiicTBo noactasnser
cobcTBeHHbI MAC-aapec;

+ SSN - Serial number — BmecTo gaHHoro makpoca B URL ¢haiina ycTpoiicTBo noactaBnsiet
COGCTBEHHbI CEPUIHBIV HOMEP;

« SPN - Product name — BMecTO JaHHoro Mmakpoca B URL cpaiina ycTpoiicTBo nofctasnser
HasBaHue mogenu (Hanpumep, WB-2P-LR5).

85



PykoBozacTBO no akcnyartauuu WB-2P-LR5

MAC-agpec, cepuiiHblii HOMep U Ha3BaHue MOAENN MOXHO NOCMOTPETb B PEXMME MOHUTOPUHIA Ha
CTpaH1Le MEHI0 «YCTPOWCTBOY.
Mpumepsbl URL:

tftp://download.server.loc/firmware.file, http://192.168.25.34/configs/WB-2P-LR5//my.cfg,
tftp://server.tftp/SPN/config/SSN.cfg, http://server.http/SPN/firmware/SMA.frm n 1.4,

Mpwn aTOM gonyckaeTcs onyckatb HekoTopble napameTpbl URL. Hanprmep, dhainn KoHdurypaumm MoxHoO
3ajarb B TakoM hopmare:

http://192.168.18.6
nnm
config_wb.cfg

Ecnu n3 URL-chaiina koHdurypaumm nim nporpaMMHOro obecneyeHms He yaaéTtcs u3B/eyb Bce
HeobxoauMble Af1s 3arpy3ku haiina napameTpbl (MPOTOKON, aapec cepeepa W NyTb K doaliny Ha
cepBepe) — 6yAeT NpousBeAeHa NonbITka N3BeYb HEU3BECTHBIN NapameTp u3 DHCP-onuwuii 43 (Vendor
specific info) unn 66 (TFTP server) n 67 (Boot file name), B cnyyae ecnu B ycnyre VIHTEPHET yCTaHOB/IEHO
nonyyeHvie agpeca no npotokosy DHCP (cpopmat n aHanus DHCP onuuii 6yaeT npuBeaéH Hxe). Ecnm ns
DHCP-onuuii He nonyyaeTcs U3Bevb HegoCTalLWNIA NapameTp, 6y4eT NCNoMb30BaTbCs 3a4aHHoe
3Ha4YeHne Mo yMoHaHuio:

* Ans npotokona: tftp;

« NS agpeca cepsepa: update.local;

* AN umeHn chaiina koHdurypaumm: wb-2p-Ir5.cfg;

* AN MeHun chaiina nporpammHoro obecneveHus: wb-2p-Ir5.fw.

Taknum o6pasom, ecniv nons «Padis1 KoHghuaypayuu» n «Padsn NO» oCcTaBUTb NYCTbIMU, U MO NPOTOKOY
DHCP He 6yaeT nony4yeHbl onumm 43 nnm 66, 67 ¢ ykazaHMem MecTononoxeHus atux caiinos — URL
dharina koHdurypaumm 6yaet UMeTb BUA,

tftp://update.local/wb-2p-Ir5.cfg,
a URL dpanna No:
tftp://update.local/wb-2p-Ir5.fw.

Ecnu Bbi6paHo 3HauyeHne «<DHCP options» — URL-thaiinioB KOHMUrypaumm 1 nporpaMmMHOro obecrneyeHms
n3snekatotrca n3 DHCP-onuuii 43 (Vendor specific info) nnn 66 (TFTP server) n 67 (Boot file name), gns vero B
ycnyre VIHTEPHET [O/KHO ObITb YCTAHOB/IEHO MosyyYeHre agpeca no npotokony DHCP (chopmar 1 aHanms
DHCP onuuii 6yget npueegéH Huxke). Ecnun nz DHCP onuwii He yaaetcsa onpeaenuntb Kakoli-Hnbyas napameTp
URL — ona Hero ncnonb3yetcs 3aiaHHoe 3HauyeHne no yMOYaHuIo:

* Ans npotokona: tftp;

« Ans agpeca cepsepa: update.local;

* AN umeHn chaiina koHdurypaumm: wb-2p-Ir5.cfg;

* AN MeHun chaiina nporpammHoro obecneveHus: wb-2p-Ir5.fw.

®dopmat onyuum 43 (Vendor specific info)
1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5|<server_url>|6|<config.file>|7|<firmware.file>
1 — Kopg, agpeca cepBepa aBTOKOHUrypuposaHus rno npotokony TR-069;
2 — Kop, pnA ykasaHusa napameTpa Provisioning Code;
3 — KoA MeHu nonb3osaTens 4715 asTopusaunm Ha cepsepe TR-069;
4 - Ko napons ansa asropusaumm Ha cepeepe TR-069;

5 - kop agpeca cepBepa; agpec cepBepa 3agaetca B popmate URL: tftp://address nnu http://
address . B nepBom BapuaHTe yka3aH agpec cepsepa TFTP, Bo BTopom — HTTP;

6 — kog, MeHu haitna koHurypaumm;

7 — Kog umenun dpaiina MNo;
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| - 06513aTeNbHbIV pa3fennTesbHbIR CUMBO MEXAY KoAaMy U 3HaYeHUSIMU NOAONLUIA.

Anroputm onpegeneHus napametpos URL chaiinoB koHcurypayum n nporpaMmmHOro oéecrneyeHus us
DHCP onuuii 43 u 66, 67

1. NHnumnanunsauma DHCP-o6meHa
Mocne 3arpy3ku ycTpoicTBo nHuummpyet DHCP-06meH.

2. AHanus onumn 43
Mpu nonyyeHny onumm 43 BbINOSTHAETCA aHa/IM3 NOA4ONUMI € Kogamu 5, 6 1 7 ¢ Lenbio onpeaeneHus
agpeca cepsepa 1 UMEH hainnioB KOHUrypaumum n nporpaMMHOro obecneveHus.

3. AHauM3 onuun 66

Ecnu onuunsa 43 ot DHCP-cepsepa He nosny4veHa nnmbo nosydeHa, Ho U3 Heé He yaasniocb U3B/edb agpec
cepBepa — OCYLLEeCTBNSAETCA Nouck onuun 66. Ecnun nms caiina MO Takke He yaanocb NONyYnTb —
OCYLLLECTBNSAETCA NOUCK onummn 67. N3 HUX N3BMeKalTcAa COOTBETCTBEHHO aapec cepsepa TFTP v nyTb K
dhariny MO. fanee daiinbl KOHMrypayum n nporpammMHoOro obecneveHns 6yayT 3arpyxaTbCcsi ¢ agpeca u3
onuun 66 no npotokony TFTP.

Oco6eHHOCTN OGHOBIEHUS KOHhUrypaumm

®daiin KoHdurypauum gomkeH MMeTs chopmar .tar.gz (B 4aHHOM chopmMate NPoONCXoanT COXpaHeHve
KOHchurypaumm yepes web-nHtepdpeiic Bo Bknagke «Cuctemar - «Ynpas/ieHne KoHurypaumeii»).
3arpyeHHasi c cepBepa KoHurypauusi npuMeHsieTcsl aBToMaTMyeckn 6e3 nepesarpysku ycTpoiicTaa.

OCco6eHHOCTM OGHOBJ/IEHUS NPOrPamMMHOro oéecrneyeHus

®daiin nporpaMMHOro obecneyeHust Ao/HKeH UMETb chopmar .tar.gz . Mocne 3arpy3ku dpaiina Mo
OCYLLIECTB/ISIETCS €70 pacnakoBka 1 npoBepka Bepcum (Mo cogepXxrmoMy dhaiina version B tar.gz-apxmee).

Ecnu Tekywasa Bepcua nporpaMMHOro obecneveHns coBnagaeT ¢ Bepcueli chaiina, noanyyeHHoro no
npotokosy DHCP, o6HoBneHne MO npon3BoguTbCa He 6yaet. O6HOBIEHME NPOU3BOANTCA TOSIbKO B
cnyyae HecoBnageHus Bepcuid. O 3anyLLeHHOM npovecce 3anucu obpasa nporpammHoro obecneyeHns Bo
flash-namsTb ycTpoiicTBa cBMAETENLCTBYET NOOUEPEAHOE LMKINYECKOE MUTaHne nHamkaTopa «Power»
3€e/1eHbIM, OPaHXEeBbIM U KPaCHbIM LiBETOM.

© He oTkovaiiTe NUTaHMe 1 He NeperpyxaiTte yCTpoicTBO BO BpeMs 3anuncu obpasa Bo flash-namarTs.
[aHHble aencTBma NpyuBeayT K YacTU4YHOM 3anucuy MO, 4To paBHOLEHHO NOpYe 3arpy304HOro pasgena
ycTpoiicTBa. [lanibHewasn paboTta ycTpoiictea 6yaeT HeBO3MOXHa. [11si BOCCTaHOB/IEHUSA
paboToCcnoco6HOCTM YCTPOMCTBA BOCMNONb3YNTECh NHCTPYKLUMENR, KOTOpas NnpvBeaeHa B pasgene
Mpoueaypa BOCCTAHOB/IEHMSA CUCTEMbI MOC/1e C6051 NPU 0GHOBNEHNM MPOrPAMMHOI0 06ecneyeHuns .
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13 lMpoueaypa BocCTaHOB/IEHUA CUCTEMbI Noc/ie c605 npu 06HOBEHUN
nporpaMmMHoOro obecneveHus

Ecnv npwv BbINOMHEHWM NpoLEeAypPbl 06HOBMEHMS NPOrPaMMHOro o6ecnedeHust (Yuepe3 web-uHtepdpeiic unm
yepes MexaH13mM aBTOMaTMYeCckoro 0GHOB/IeHUst Ha OcHOBe npoTokosia DHCP) npousolen c6oii (Hanpumep,
13-3a CNly4aiiHOro OTK/THOUEHUsI MUTaHKS), B pe3y/bTaTe Yero JasibHelias paboTa ycTpoiicTBa ctana
HEBO3MOXHOI (MHAMKaTop «Power» NOCTOSIHHO FOPUT KPaCHbLIM LIBETOM), BOCMO/b3YTECH CeAyoWmM
a/IrTopMTMOM BOCCTAHOB/IEHUSA Pa6oTOCNOCOGHOCTM YCTPOIACTBA:

PacnakyiiTe apxvB ¢ dpain/ioMm NporpaMMHOro obecneyeHus.

MoakntoumTe MK K NOPTY YCTPOWCTBA, YCTAHOBUTE Ha CETEBOM MHTepdielice agpec U3 NoaceTu
192.168.1.0/24.

3anyctuTe Ha MK TFTP-knueHTa (ana Windows pekomeHayeTcsi ucnonb3oBarb nporpammy Tftpd32), B
KauecTBe agpeca yaasiEHHOro xocta ykaxuTe 192.168.1.6, a ansa nepegaumn Boibepute gaiin linux.bin n3
pacnakoBaHHOIO apxvsa nporpaMmMHoOro obecrnevyeHus.

3anycTuTe KomaHgy oTnpasky thaiina Ha yaaneHHblin xocT (komaHga Put). [o/mkeH 3anycTuTbes
npouecc nepefayv aiina Ha yCTponcTBeo.

Ecnv npouecc nepegauu thainna Havasncs, LOXAMTECH €r0 OKOHYaHWS, MOC/1e Yero yCTPonCTBO
npov3BedeT 3an1cb NPorpaMMHOro o6ecrnevyeHuns B NnamAaTb U aBTOMAaTUYECKN BbIMOJTHUT 3aryck
cucTembl. Bpems 3anuncu coctaBnsieT okosio 8 MUHyT. O6 ycneLwwHOM BOCCTaHOB/IEHMM YCTPOICTBA
CBUAETENbCTBYET OPaHXEBbIV WX 3eNeHbI LUBET nHankatopa «Power». [Npy 3TOM Ha ycTpolicTee
coXpaHsieTcs KoHdurypauums, kotopas 6bi1a fo c6os. Ecnm nogknoumTbes K YCTPONCTBY He yaaétcs —
npousseanTe c6pOC Ha 3aBOACKNE HACTPOIKN.

Ecnu npouecc nepegauu thainna He Havyasics, y6eanTechb B KOPPEKTHOCTU CETEBbLIX HACTPOEK
KOMnbloTepa 1 nonpobyiTe elle pa3. B cnyyae Heyaayum — yCTPOMCTBO HEOOGXOAMMO OTNPaBnTL B
PEMOHT N160 BbINO/THUTL BOCCTAHOB/IEHUE, NOAK/THOUMBLUMCE K ycTpoicTBy no COM-nopTy yepes
cneupanbHblii agantep (Npy ero HasIMunm).
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14 TpunoxeHue A. 3anyck NPOM3BO/ILHOIO CKpunTa npu ctapTe CUCTEMbI

Mepuoanyeckn Bo3HMKAET HEOBXOAMMOCTb NPW CTapTe YCTPOCTBA BbIMOMHATL ONpeAeéHHbIe AeNCTBYS,
KOTOpble HENMb3sl OCYLLECTBUTL 3aiaHNEM ONpeAEeNEeHHbIX HACTPOekK Yepes haitn kKoHdurypauum. ns atoro
Cnyyasi B yCTpOACTBE NpeAyCMOTPeHa BO3MOXHOCTb Yepe3 KOH(IUIYpaLUMOHHbIA (haiin HacTPOUTb 3anyck
MPOW3BO/ILHOTO CKPUNTA, B KOTOPbIA MOXHO NOMECTUTb JIH06YH0 XEeNaeMyto Noc/nef0BaTe/IbHOCTb KOMaHA,

[nsi 3anycka Npou3BoO/IbHOMO CKpuUnTa B ghaiine koHdurypauum cfg.yaml cozgaHa cekumsi HaCTPOEK:

UserScript:
Enable: "0"
URL: ™

Onuus «Enable» paspeluaeT (ecnu 3HaueHne 1) unu 3anpewaet (ecnm 3HadeHve 0) 3anyck ckpunTa, nyTb K
KOoTOopoMy yKkasaH B napameTpe URL.

3anyckaeMblii CKPUNT MOXET pacnosiaratbCs Kak Ha yaanéHHOM cepBepe, Tak 1 Ha caMoMm ycTpolictse. C
yAanEéHHOro cepsepa CKpUNT MOXET ObITb 3arpy>eH nocpefactsom npotokonos HTTP wav TFTP. PaccmoTtpum
npumepsbl dalina KoHdurypaumm 415 3anycka nosib30Bare/lbCKoro CKpunta ¢ pasHbIX UCTOYHUKOB.

1. 3anyck c HTTP-cepsepa
[ns 3anycka ckpunta ¢ HTTP-cepepa Heobxoaumo B napameTpe URL ykasaTb NOMHbIN NyTb K dhaiiny B
oopmare HTTP-URL:
URL: " http://192.168.0.250/user-script/script.sh "
B atom cniyyae nocne crtaprta ycTporictea dhaiin script.sh, xpaHsawuiics B katasore user-script no
agpecy 192.168.0.250, aBTomarunyeckn 3arpysutcsa no npotokony HTTP ¢ ykazaHHOro cepeepa, nocre
yero 6yaeT Npou3BesEH ero 3anyck.

2. 3anyck ¢ TFTP-cepBepa
[ns 3anycka ckpunta ¢ TFTP-cepsepa Heobxogmmo B napameTtpe URL ykasaTb NOJHbIV NyTh K doaiiny B
oopmate TFTP-URL.:
URL: " tftp://192.168.0.250/user-script/script.sh "
B atom cniyyae nocne ctaprta ycTporictea haiin script.sh, xpaHsawuiics B katasnore user-script no
agpecy 192.168.0.250, aTomarunyecku 3arpy3utcsa no npotokosny TFTP ¢ ykaszaHHOro cepsepa, nocsne
yero 6yaeT Npou3BesEH ero 3anyck.

3. 3anyck nokanbHOro ckpunTa
BBuay ocobeHHOCTEN halifioBOi CUCTEMbI TOKa/IbHbIA CKPUNT AO/MKEH pacnonaratbCs TOMbKO B
katasiore /etc/config, T.K. TONbKO COAEPXUMOE 3TOT0 KaTasiora COXpaHsieTcsa nocse nepesarpysku
ycTpoiicTBa. CKpunT B KaTasiore /etc/config MoXHO co3gatb NMM60 ¢ NOMOLLIO peaakTopa Vi, 1o
3arpysuThb ero ¢ BHewHero TFTP-cepBepa (komaHaoii tftp —gl user.sh <TFTP-server address>). Mocne
CO34aHus cKkpunTa eMy Heob6Xxo4MMO HasHauYMTb Npasa Ha 3anyck KOMaH4ow
chmod 777 /etc/config/user.sh
B dhaiine kondurypauumn URL ans 3anycka N0Ka/IbHOro CKpunta uMeeT Bug;
URL: " File://etc/config/user.sh "

BaXkHO OTMETUTb, YTO MO/Ib30BATENLCKUIA CKPUNT AO/MHKEH HAUMHATLCSA C AUpPeKTUBbI #!/bin/sh.
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15 MNMpunoxeHue b. lnarpamma HanpasB1e€HHOCTH

PyKoBOACTBO No aKcniyaTtauuy WB-2P-LR5

Avarpamma HanpaBfeHHOCTV aHTEHHbI BEPTUKa/IbHOV nonspusauumu B H-nnockocTu:
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PyKoBOACTBO No aKcniyaTtauuy WB-2P-LR5

Ovarpamma HanpaB/IeHHOCTU aHTE€HHbI TOPU30HTa/IbHO Nonspusauun B H-nnockocTu:
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16 CnNUCoK nsMeHeHum

Bepcus gokymeHTa

Bepcua 9.0

Bepcusa 8.0
Bepcua 7.0

Bepcusa 6.0

Bepcus 5.1

Bepcusa 5.0

[Jarta Bbinycka

02.12.2022

15.03.2022
30.01.2022

11.10.2021

22.12.2020

06.04.2020

PykoBozacTBO no akcnyartauuu WB-2P-LR5

CogepxaHve nsmMeHeHwui

CuHxpoHusaums ¢ sepcueit MO 2.8.0
V3meHeHo:
+ 5.1.6 NoameHto «PPPoE Relay»
+ 5.1.8 NoaMeHI0 «YCTPONCTBO»
Jo6asneHo:
+ 8 Wewinep Unknown Unicast-Tpadimka
* 9 LoopBack Detection
+ 10 Vlan Mapping
CuHxpoHusauus ¢ sepcuein MO 2.6.2
CuHxpoHusauus ¢ Bepcuein M0 2.6.0
3meHeHo:
+ 3.4 MoHTax ycTpoiictea WB-2P-LR5
* 5.4.9 NogmeHo «lononHuTe NbHbIe
HacTpolikn» (fo6aBneH NyHKT «/lokasibHoe
ynpaeneHue yepes Ethernet»)
*+ 6 lNpumep HaCTPOiKM
[o6aBneHo:

+ 3.4.5 MoHTax ycTpoiicTea ¢
NCMNO/Ib30BaHNEM KpPOHLUTEHA

CuHxpoHusaums ¢ sepcueit MO 2.5.0
Jo6asneHo:

+ 3.3 PekomeHgauuun no obecrneyeHnto
rpo3o3alnThbl
+ 7 OrpaHuyeHune KonmyecTBa M3yyYeHHbIX
MAC-agpecos
M3meHeHo:

+ 5.2.1 NogmeHto «NHTEepHET»

CwuHxpoHusaums ¢ sepcueli MO 2.4.1

CuHxpoHusauus ¢ Bepcuein MO 2.4.0
[o6aBneHo:

* 4.4 TeCTOBbI peXnUM
M3mMeHeHo:

* 5.2.1 MeHto «CeTb//HTEpHET»
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Bepcusa gokymeHTta

Bepcusa 4.0

Bepcusa 3.0

Bepcua 2.0

Bepcna 1.0

Bepcusa nporpamMmMHOro
obecneyeHus

Jarta Bbinycka

06.11.2019

28.06.2019

31.10.2018

2411.2017

PykoBozacTBO no akcnyartauuu WB-2P-LR5

CopaepxaHue n3mMeHeHui

CuHxpoHusauus ¢ Bepcuein MO 2.3.0
3meHeHo:

+ TexHn4yeckue napameTpsbl

* KOHCTPYKTUBHOE WUCMOSIHEHUE
+ MNopagok MoHTaxa

+ KOctnposka aHTeHHbl Wi-Fi

* MeHto «CeTb/NHTepHeT»

* lMogmeHto «JTokasibHas ceTb»
+ MeHw «CeTb/SNMP»

* MeHo «MOHUTOPUHI»

+ MoameHto «PPPoE Relay»

CuHxpoHusauus ¢ sepcueli MO 2.2.0
Job6asneHo:

+ KOctnposka aHTeHHbl Wi-Fi

Jo6asneHo:
+ 4.5.3 becnpoBogHO MOCT
* 4.6.4 NogmeHo «WDS»
+ 4.6.5 NogmeHto «PaanounHTepdelic»
+ 4.7.2 NogmeHo «WDS»
Vi3meHeHo:

+ 2.2 XapaKkTepuCTUKM yCTPONCTBa
+ 4.6.3 NoameHto «HTEepHET»
+ 4.6.7 NoameHto «HacTpoiika MAC-

afpecoB»
MepBas nybnmkaums

2.8.0
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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