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1T AHHOTayuA

B HacToseM pykoBoACTBE NPMBOAUTCA 3aBOACKast KOHbMrypaymsa ycTpoincTea n pekoMmeHgaumm no
Hauyas/lbHOI HacTpoiike MapLupyTr3aTopoB cepun ESR (ganee ycTpoiicTeo).

[aHHoe pyKOBOACTBO NpeAHa3HavyeHo A/1s1 TEXHMYECKOro NepcoHana, BbINO/THALEN0 YCTAHOBKY U HACTPOIAKY
yCTpOWCTBA.
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2 3aBofckas KoHUrypaumsi MapLipyTmnsaTopa

Mpwv oTrpy3Ke ycTponcTBa NOTPEBUTENIO HA YCTPOCTBO 3arpyxeHa 3aBojckas KoHdurypaums, kotopas
BK/IHOYAET MUHMMa/IbHO HEOOX0AVMble 6a30Bble HACTPONKM. 3aBoAckas KOHburypaumsa no3sonser
MCNoNb30BaTh MapLUPyTM3aTop B KayecTse Wwto3a ¢ pyHkumneli SNAT 6e3 Heo6X0AMMOCTU NMPUMEHATD
[l0NO/THUTENbHbIE HACTPOIKK. KpoMe Toro, 3aBofckas KoHUrypaunus Co4epXXMT HaCTPOKK, NO3BO/IAIOLLME
NOyYnNTb CETEBOW AOCTYN K YCTPONCTBY AJ19 BbINO/IHEHUS PaCLUMPEHHOTO KOH(UTYPUPOBaHUS.

2.1 OnucaHue 3aBOACKOWN KOHhUrypauum

[Nsi NOAKNHYEHNSA K CETSIM B KOHhMrypaumm onmcanbl 2 30Hbl 6€30MacHOCTM C HaMMeHOBaHNsIMK « Trusted»
ANs nokanbHoli cetn n «Untrusted» gnsa ny6nunyHoii cetn. Bce nHTepdielicbl pasaeneHsl Mexay ABYX 30H
©6e30nacHoOCTU:

1. 3oHa «Untrusted» npegHasHaueHa ans nogknoueHns K nyonnyHoli cetn (WAN). B 3T0i1 30He OTKPbITbI
nopTtbl DHCP-npoTokona ans nonyyexHus guHamu4yeckoro IP-agpeca ot nposaiigepa. Bce Bxogsime
coefIMHEeHNst U3 AaHHOW 30Hbl HA MapLUPYTU3aToOp 3anpeLleHbl.

B AaHHy0 30HY 6€30MacHOCTM BXOAAT MHTepPenchbl:
« ana ESR-10/12V: GigabitEthernet 1/0/1;
« ans ESR-12VF/ESR-14VF: GigabitEthernet 1/0/1; GigabitEthernet 1/0/9;
+ ans ESR-20: GigabitEthernet 1/0/1;
+ ans ESR-21: GigabitEthernet 1/0/1;
+ ana ESR-100/200: GigabitEthernet 1/0/1;
« ans ESR-1000/1500/3100: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1-2;
+ ans ESR-1200/1700: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1, TengigabitEthernet 1/0/2;
+ ana ESR-1511: GigabitEthernet 1/0/1, FortygigabitEthernet 1/0/1-2;

NHTepdheiicbl 30HbI 06beAnHEHbI B OAMH L2-cermeHT yepes ceTeBol MocCT Bridge 2.

2. 3oHa «Trusted» npegHasHayeHa Ansi NoAKNoUeHus K nokanbHoi cetn (LAN). B 3Toli 30He OTKpPbIThI
nopTbl npoTtokonos Telnet u SSH ans yaaneHHoro goctyna, ICMP-npoTokona Ans npoBepku
[oCTynHOCTU MapLipyTusaropa, DHCP-npoTokona ang nonyvyeHusa knveHtamu IP-agpecos ot
MapLupyTm3saropa. Vicxogsime coemHeHna U3 aHHOM 30HbI B 30HY «Untrusted» paspeLueHsl.
B gaHHy0 30HYy 6€30MacHOCTM BXOAAT MHTepPdenchbl:

« ans ESR-10: GigabitEthernet 1/0/2-6;

+ pnns ESR-12V(F)/ESR-14VF: GigabitEthernet 1/0/2-8;

« ans ESR-20: GigabitEthernet 1/0/2-4;

« anst ESR-21: GigabitEthernet 1/0/2-12;

« anst ESR-100: GigabitEthernet 1/0/2-4;

« anst ESR-200: GigabitEthernet 1/0/2-8;

+ ana ESR-1000: GigabitEthernet 1/0/2-24,

+ ana ESR-1200: GigabitEthernet 1/0/2-16, TengigabitEthernet 1/0/3-8;
+ ansa ESR-1500: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-4;
+ ana ESR-1511: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/1-4;
+ ana ESR-1700: GigabitEthernet 1/0/2-4, TengigabitEthernet 1/0/3-12;
+ ansa ESR-3100: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-8.

WHTepdpeiicbl 30HbI 06beAnHEHbI B OAMH L2-cermeHT Yyepes ceTeBol MocT Bridge 1.

Ha nHTepdoeiice Bridge 2 sBkntoueH DHCP-knneHT ansa nonyyeHus guHamuyeckoro IP-agpeca ot nposaiigepa.
Ha nHTepdoeiice Bridge 1 ckoHpurypmposaH ctatuyeckunia IP-agpec 192.168.1.1/24. Co3pgaHHbIin IP-uHTepdeinc
BbICTYNaeT B KaYecTBe L03a A/19 K/IMEHTOB JIOKa/IbHOW CeTW. 1N KNIMEHTOB JI0KasIbHOW CETU HACTPOeH
DHCP-nyn agpecoB 192.168.1.2-192.168.1.254 ¢ mackoit 255.255.255.0. na nonyvyeHns KameHTamm
NokasbHoW ceTu gocTtyna K Internet Ha mapLupyTr3aTtope BkIYeH cepauc Source NAT.
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MoNnTUKM 30H 6e30MaCHOCTM HACTPOEHbI CeayoLLIMM 06pa3oMm:
Tabnmua 1 — OnucaHne NosIMTUK 30H 6e30MacHOCTH

30Ha, u3 kotopoit nget Tpachmk  30Ha, B KOTOPYHO UAaeT Tpadmk  Tun Tpacduka [DeiicTtBne
Trusted Untrusted TCP, UDP, ICMP paspelLueH
Trusted Trusted TCP, UDP, ICMP paspeLleH
Trusted self TCP/22 (SSH), ICMP, UDP/67 paspeLleH

(DHCP Server), UDP/123 (NTP)

Untrusted self UDP/68 (DHCP Client) paspelLueH

© JAns o6ecneueHnss BOSMOXHOCTU KOH(OUIYPUPOBaHUSA YCTPOICTBA NPU NEPBOM BK/IKOYEHUN B
KOHpurypaymm mapLupytusartopa co3gaHa yuéTtHasa 3anmcb agMuHucTparopa ‘admin’.
MNonb3oBartento GyaeT NnpeasioXKeHO N3MEHUTb Napo/b agMUHUCTPATOpa NPU Ha4Ya/IbHOM
KOHpMIypupoBaHu1 MapLupyTusaropa.

© [nsa ceteBoro goctyna K ynpasneHUo MapLipyTU3aTopoM Npy NepBOM BK/TIOUEHUN B
KOHdMrypauum 3agaH ctatuueckuii IP-agpec Ha nuitepdoeiice Bridge 1 — 192.168.1.1/24.
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3 MopxntoueHne K HTepdpelicy komaHaoi ctpoku (CLI) MmapLupyTtusartopa

3.1 MopgknioueHue No nokanbHoii cetu Ethernet

& TMNpu nepBoHaYa/IbLHOM CTapTe MapLIPYTU3aTOP 3arpy)aeTcsi ¢ 3aBOACKOW KOHhurypauueii.
OnucaHue 3aBOACKOI KOH(hUrypauum npuBefeHo B pasgene 3aBo/ckasi KoHurypawys
MapLIpyTV3aTopa PYKOBOACTBA MO 3KCN/lyaTauum.

LWar 1. MoakntounTe ceTeBoii kKabenb nepeaayn faHHbix (NaTty-kopa) K 1060My NOpPTY, BXOASLLEMY B 30HY
«Trusted», 1 K KOMNbIOTEPY, NPEAHA3HAYEHHOMY AJ151 YIPAB/IEHUSI.

Lar 2. B 3aBOACKOI KOHGUrypauum mapLupytusaropa aktusuposaH DHCP-cepsep ¢ nysiom IP-agpecos B
noacetn 192.168.1.0/24.

Mpwn NOAKMYEHUN CETEBOTO MHTEpdIelica ynpaBnsitoLLEero KOMNbTePa OH A0/HKEH NOMYyYnTb CETEBOI aapec
OT cepBepa.

Ecnu IP-agpec He nosyyeH no Kakor-1Mbo npuymHe, To cnefyeT HazHauuTb aapec nHTepdelica BpyUHyto,
ncnonb3ys Nobon agpec, kpome 192.168.1.1, B nogcetn 192.168.1.0/24.

3.2 MopknioueHne Yepes KOHCOJbHbI NopT RS-232

LWar 1. MNpu nomowwm kabena RJ-45/DBF9, KoTopbIi BXOAUT B KOMIMIEKT NOCTaBKN YCTPONCTBA, COeAUHUTE NOpT
«Console» MmapuipyTnsaTopa ¢ noptom RS-232 komnbloTepa.

LLar 2. 3anycTuTe TepMrUHasIbHYt0 nporpammy (Hanpumep, HyperTerminal unm Minicom) u cosgaiite HoBoe
nogxnto4veHne. JonxeH 6bITb UCMOMb30BaH PEXMUM aMynaumm TepmuHana VT100.

BbinonHuTe cnepyouime HacTponku nHtepgeica RS-232:

CkopocTb: 115200 6uT/c
BuTbl AaHHbIX: 8 GUT
YeTHOCTb: HeT

CTonoBble 6UThbI: 1
YnpassieHne noTokoMm: HeT
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4 Ba3oBasi HacTpolika MapLupyTM3aTopa
Mpoueaypa HacTPOIKM MapLipyTu3aTopa npu NepBOM BK/IHOUEHMN COCTOMT U3 CNEAYHOLMX 3Taros:

* VI3mMeHeHWe napons nonb3osartens «adminy.

+ Co3paHvie HOBbIX NOsb30BaTeseil.

+ HasHaueHune umeHu yctpoiictea (Hostname).

* YcTaHOBKa napamMeTpoB MOAK/MOYEHNS K My6BMYHO CETU B COOTBETCTBUN C Tpe6OBaHUAMM NpoBaiigepa.
* HacTpoiika yaaneHHoro focTyna K MapLupyTu3aTopy.

* MNpuMeHeHne 6a30BbIX HACTPOEK.

4.1 N3meHeHMe naponsa nosnb3oBaTtens «adminx»

.ﬂ'ﬂﬂ 3alumeHHoro eBxoaa B CI/ICTeMy HeO6XOp'|/|MO CMEeHUTb ﬂapOﬂb I'IpI/IBVU'IerVIpOBaHHOFO nonb3oBartend
«admin».

& YueTHas 3anucb techsupport Heo6xoaMma ANs yAAIEHHOTO 0GCY)XUBAHUA CEPBUCHBIM
LeHTPOM;
YueTHas 3anucb remote — ayteHTudukauusa RADIUS, TACACS+, LDAP;
Yaanutb nonb3oBaTtenen admin, techsupport, remote Henlb3si. MOXXHO TO/ILKO CMEHUTb NAPOsib U
ypOBeHb NpuBUIErnii.

B 3aBogCKOIi KOHthUrypaylmm no ymonyaHuio cosfaH nonb3osartesb «admin» ¢ naponem
«password».

Mms nonb3oBatens 1 naposb BBOAWUTCH NpY BXOAE B CUCTEMY BO BPEMS CEaHCOB aMUHMCTPPOBaHMUS
YCTpPOWCTBA.

[N n3MeHeHns1 naposns nonb3osaresis «adminx» UCNONb3YTCS CrieayoLe KoMaHab:

esr# configure

esr(config)# username admin
esr(config-user)# password <new-password>
esr(config-user)# exit

4.2 CospaHue HOBbIX Nosib3oBartene

[N co3naHusi HOBOTO NO/Ib30BaTENS CUCTEMbI UM HACTPOIKM NI06GOr0 M3 NapaMeTPoB: UMEHW NOJb30BaTeNs,
napossi, ypoBHS NPUBUAETNIA, — UCNOMb3YOTCA KOMaHAbI:

esr(config)# username <name>
esr(config-user)# password <password>
esr(config-user)# privilege <privilege>
esr(config-user)# exit

& YposHU npuBunerunii 1-9 paspeLwaroT AOCTYN K yCTPOWCTBY U NPOCMOTP €ro onepaTuBHOro
COCTOSIHUA, HO 3anpeLaroT HaCTPOIKY. YpoBHU npuBuneruii 10-14 paspeLatot Kak 4OCTYn, TaK
M HacCTPOWKy 60nbLuelt YacTu PyHKLUI yCTpoiicTBa. YpOBeHb nNpuBuiernii 15 paspeluaer kak
[OCTYN, TaK N HACTPOIKY BceX (hyHKLUIA ycTpoiicTBa.
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Mpumep KomaHa, ans co3aaHmsa nonb3oBatens «fedor» ¢ naponem «12345678» 1 ypoBHeM npuBuiernin 15 un
co3aaHns NoNb3oBaTens «ivan» ¢ naponem «password» 1 yposHem npusunernii 1:

esr# configure

esr(config)# username fedor
esr(config-user)# password 12345678
esr(config-user)# privilege 15
esr(config-user)# exit

esr(config)# username ivan
esr(config-user)# password password
esr(config-user)# privilege 1
esr(config-user)# exit

& YpoBHU npuBuneruii 1-9 paspeLaroTt 4OCTYN K yCTPOWCTBY M NPOCMOTP €ro onepaTMuBHOro
COCTOSIHMSA, HO 3anpeLaloT HaCTPOWKY. YPoBHU npuBunernii 10-14 paspelwiatot Kak 4ocTyn, Tak
M HacTPOWKy 6onbLieit YacTu PyHKUUI yCTpoiicTBa. YpOoBeHb nNpuBuiernii 15 paspeluaer kak
[OCTYN, TaK U HACTPOIKY BceX (hyHKLMIA yCcTpoiicTBa.

Mpumep KomaHg Ana cosgaHns nonb3osatens «fedor» ¢ naponem «12345678» n yposHem npvBmunernin 15 n
co3faHunA nosb3oBartens «ivan» ¢ naposem «password» 1 yposHem npusunernii 1:

esr# configure

esr(config)# username fedor
esr(config-user)# password 12345678
esr(config-user)# privilege 15
esr(config-user)# exit

esr(config)# username ivan
esr(config-user)# password password
esr(config-user)# privilege 1
esr(config-user)# exit

4.3 HasHaueHue MMEeHM yCTpoicTBa

[Nna Ha3HaYeHMss UMEHMW YCTPOCTBA UCMONb3YOTCS CriefytoLie KoMaHbl:

esr# configure
esr(config)# hostname <new-name>

Nocne npuMeHeHns KOHdJI/IpraLI,I/II/I npurnawieHune KOM&HAHOVI CTPOKN UBMEHUTCA Ha 3HaYeHune, 3agaHHoe
napamMmeTpomMm <new-name>.

4.4 Hactpoiika napameTpoB NyG/INUHON CeTn

[nsa HacTpoiikn ceTeBOro nHTepderica mapLupytusaropa B ny6smyHoli cetn Heo6xoaMMOo Ha3HauNTb
YCTPOWCTBY NapameTpbl, onpeaenéHHble npoaiigepom cetn — IP-agpec, Macka nogcetv 1 agpec wni3a no
YMOYaHUIO.

Mpumep KomaHg, HacTpolikn ctatmdeckoro IP-agpeca gna cab-uHtepgeica Gigabit Ethernet 1/0/2.150 gns
foctyna K mapipytmsatopy yepes VLAN 150.

MapameTpbl nHTEpPEca:

+ IP-agpec — 192.168.16.144;
+ Macka nogcetn — 255.255.255.0;
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* IP-agpec wno3a no ymonyaHuio — 192.168.16.1.

esr# configure

esr(config)# interface gigabitethernet 1/0/2.150
esr(config-subif)# ip address 192.168.16.144/24
esr(config-subif)# exit

esr(config)# ip route 0.0.0.0/0 192.168.16.1

[nsa Toro 4to6bl Y6eanTbes, UTO aApec Obls1 Ha3HaYeH MHTEpPJIecy, Nocne NPUMEHEHNS KOHUrypaumm
BBEAMTE C/IeAYHOLLYH0 KOMaHAy:

esr# show ip interfaces
IP address Interface Type

192.168.16.144/24 gigabitethernet 1/0/2.150 static

MpoBaigep MOXET UCMONb30BaTb ANHAMUYECKN Ha3Ha4YaeMble agpeca B cBoei ceTu. Ansa nonyyvenus IP-
aZipeca MOXeT ucnosibzoBaTtbcsa npotokon DHCP, ecnu B cetn npucytcteyet cepsep DHCP.

MpumMep HaCTPOWKKW, NpegHa3Ha4YeHHoN on1a nonyvyeHnsa auHammyeckoro IP-agpeca ot DHCP-cepBepa Ha
nHtepdpeiice Gigabit Ethernet 1/0/10:

esr# configure

esr(config)# interface gigabitethernet 1/0/10
esr(config-if)# ip address dhcp
esr(config-if)# exit

[nsi Toro 4To6bI y6EAUTHLCS, UTO aApec Gbln Ha3HauYeH UHTepdielicy, BBeauTe CreayoLlyo KoMaHay nocre
MPVYMEHEHNS KOHMTypaLK:

esr# show ip interfaces
IP address Interface Type

192.168.11.5/25 gigabitethernet 1/0/10 DHCP

4.5 HacTpoiika yaasieHHOro octyna K MmapLpyTusaTtopy

B 3aBOACKOI KOH(DMIYypaLummn paspeLleH yYaasieHHbIn 4OCTYN K MapLupyTusatopy no npotokonam Telnet nnu
SSH 13 30HbI «trusted». [11a Toro 4To6bl pa3peLunTb YAaIEHHbIR A4OCTYN K MapLipyTU3aTopy 13 Apyrux 30H,
Hanpumep, U3 nNy6IMYHOl ceTn, HE06GXOAMMO CO3AaTb COOTBETCTBYHOWME npaswa B firewall.

Mpwn KOHMIypupoBaHUM AOCTyNa K MapLUpyT1M3aTopy npasuia co3gatoTcst 415 napbl 30H:

* source-zone — 30Ha, U3 KOTOPOI1 ByAeT OCyLEeCTBNSATLCA YAA/IEHHbIR AOCTY,
+ self - 30Ha, B KOTOPOW HaxXoAUTCA MHTepdheiic ynpaBneHns MapLLpyTU3aTOPOM.
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[nsi co3faHns paspeLuaroLlero npasuaa Ucnosb3yTes CeaytolMe KOMaH bl

esr# configure

esr(config)# security zone-pair <source-zone> self
esr(config-zone-pair)# rule <number>

esr(config-zone-rule)# action permit

esr(config-zone-rule)# match protocol tcp

esr(config-zone-rule)# match source-address <network object-group>
esr(config-zone-rule)# match destination-address <network object-group>
esr(config-zone-rule)# match destination-port <service object-group>
esr(config-zone-rule)# enable

esr(config-zone-rule)# exit

esr(config-zone-pair)# exit

Mpumep KomaHa, ANsa paspeLueHuns nonb3oBaTensm ns 30Hbl «untrusted» ¢ IP-agpecamu
132.16.0.5-132.16.0.10 nogxntouatbCca K mappyTtusatopy ¢ IP-agpecom 40.13.1.22 no npotokony SSH:

esr# configure

esr(config)# object-group network clients
esr(config-addr-set)# ip address-range 132.16.0.5-132.16.0.10
esr(config-addr-set)# exit

esr(config)# object-group network gateway
esr(config-addr-set)# ip address-range 40.13.1.22
esr(config-addr-set)# exit

esr(config)# object-group service ssh
esr(config-port-set)# port-range 22
esr(config-port-set)# exit

esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 10

esr(config-zone-rule)# action permit
esr(config-zone-rule)# match protocol tcp
esr(config-zone-rule)# match source-address clients
esr(config-zone-rule)# match destination-address gateway
esr(config-zone-rule)# match destination-port ssh
esr(config-zone-rule)# enable

esr(config-zone-rule)# exit

esr(config-zone-pair)# exit

4.6 MNpumeHeHne 6a30BbIX HACTPOEK

[N NpUMEHEHNA BbINOMHEHHbIX U3MEHEHUIA KOH(IUTYpaLMK MapLipyTu3aTopa TpebyeTcsi BBECTU CneaytoLive
KOMaH/bl 13 KOPHEBOTO pasgena KoMaHAHOro HTepdeiica.

esr# commit
esr# confirm

Ecnv npy KOHUIyprMpoBaHUM UCNOb30BasICA YAANEHHbI OCTYN K YCTPOACTBY U CETEBbIE NapameTpbl
NHTepdelica ynpaBneHns N3MeHUInch, To Noc/ie BBoAa KOMaHAbl commit coeayHeHVe C yCTPONCTBOM MOXET
6bITb NOTEPSHO. MCMONb3yiiTe HOBbIE CETEBbLIE NapaMeTpbl, 334aHHbIE B KOHGUIypauum, AN NOAK/THUEHUS K
yCTPOICTBY 1 BBOAA KOMaHAb!l confirm.

Ecnu BBeCcTU KomaHay confirm He yaacTcsl, To N0 UCTEYEHNM Talimepa NOATBEPXAEHNS KOHGMIypaums
YCTPOIiCTBa BEPHETCS B MPEXHEe COCTOSIHME, CyLLIECTBOBaBLUEE /10 BBOAA KOMaHbl commit.
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4.7 lMpoBepKa BbINO/THEHHbIX HACTPOEK

[N NpoBepKM NPaBW/IbLHOCTU HACTPOEK NONPOBYITE NONYYUTb JOCTYN K cainTy http://eltex-co.ru u3 30HbI
«trusted». Ecnv gocTyn nonyyeH — 310 3HAYMT, YTO TpadIK NPOXOAUT Yepe3 CEPBUCHBIV MapLLpyTU3aTop.
Ecnu goctyn He 6bin1 NosyyeH, ybeamtecs B NPaBUIbHOCTU NPON3BEAEHHbIX HACTPOEK.
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5 PekomeHgaumm no 6e3onacHoOn HacTpoiike

PekoMeHgaumm no 6e3onacHoit HacTpolike HOCSAT O6LLMIA XapakTep 1 NOAXOAAT AN GO/MbLUMHCTBA
MHCTaNNsuMiA. HacTosilme pekoMeH4aummn B 3HaUMTEIbHOW CTEMNeHV NoBbILWAT 6€30MacHOCTb 3KCM/lyaTauum
YCTPOICTBa, HO He SIBNAIOTCS 1CUepnbIBaOLLMMU. B 3aBUCMMOCTI OT CXEMbI NPUMEHEHNSA YCTPOICTBa
HeobXoAMMOo HacTpavBaTb M Apyrve napameTpbl 6e30MacHOCTW. B HEKOTOPbIX CNeUmngMUecKx cnyyasx
BbINO/IHEHME [aHHbIX PEKOMEHAALMIA MOXET NPUBECTM K HEPa6GoTOCNOCOBHOCTM CeTu. Mpn HaCTpoiike
YCTPOIiCTBa CTOUT B NEPBYIO o4epenb C/efoBaTb TEXHUUYECKMM TPEGOBAHNAM W perlameHTam ceTeld, B
KOTOpPbIX BYAET 3KCN/yaTMpOBaThCA AaHHOE YCTPOACTBO.

5.1 OOGwue pekomeHgauumn

+ PekomeHAyeTcs Bcerga oTKNioYaTb HencnosiblyemMble onsnyeckue nHTepdericbl C NOMOLLbI0 KOMaHbl
shutdown. KomaHga nogpo6Ho onucaHa B pasgene KoHurypuposaHme v MOHUTOPUHT nHTepheincos
crnpaso4yHuKa komaHg CLI.

+ PekomeHAyeTcs Bcerja HacTpamBarb CUHXPOHN3ALMI0 CUCTEMHbIX YAaCcOB C JOBEPEHHbLIMW UCTOYHUKAMU
ceteBoro BpemeHu (NTP). AnropuTm HacTpoiiku NTP npusegéH B pasaene Hactpoliika NTP pykoBoacTBa
no akcnayartaumun. NogpobHas nHpopmauma o kKomaHgax ansa Hactporikn NTP npuBefeHa B pasgene
YnpasrieHne cucTeMHbIMY Yacamy cnpaBoyHnka komaHg, CLI.

+ PekomeHpyetcs oTkntoydatb NTP broadcast client, BK/1OUEHHbIV NO yMOMYaHUIo B 3aBOACKOM
KOHpurypauuu.

+ He pekomeHayeTcs ucnonb3osaTb komaHay ip firewall disable, oTkntouatoyto mexceteBoe
3KpaHupoBaHue. CnefyeT Bcerga HazHayartb MHTepdelicaM COOTBETCTBYIOLLME 30HbI 6e30MacHOCTU 1
HacTpamBaTb KOPPEKTHbIE MpaBu/ia MeXceTeBoro akpaHa. ANropuTM HaCTPOMKN MEXCETEBOIo aKpaHa
npuBeféH B pasgene KoHdurypuposaHve Firewall pykoBogcTtsa no akcnnyarauuu. NogpobHas
NHgopMaLma 0 KoMmaHzax [/191 HaCTPOMKN MEXCETEBOro aKpaHa npuBefeHa B pasaene YnpasneHve
Firewall cnpaBouHuka komaHg CLI.

5.2 Hactpoiika cucTeMbl JIOTMpOBaHUs COObITUIA

ANrOpUTMbI HACTPOIiKM CUCTEMbI NTOFMPOBaHMs CobbITUIA NpuBeAeHbI B Nnoapasaene «HacTpoiika Syslog»
pasgena MoHWTOPMHT PYKOBOACTBA N0 3KCM/yaTaLyu.

MogpobHas MHopmauns 0 KomaHgax A/ HACTPOMKM CUCTEMbI JTOTMPOBaHNSA COObITUI NprBeAeHa B pasaene
Ynpasnenne SYSLOG cnpaBoyHuka komaHg CLI.

5.2.1 PexomeHpauuun

+ PekoMeHAyeTCs HaCTPOUTb XpaHeHMe coobLeHWI 0 cobbITUSIX B dhaiin syslog Ha ycTpolicTBe 1
nepepadvy aTuMx cobbITWIA HAa BHELWHWIA syslog-cepsep.

+ PekomeHayeTcsi orpaHnunBaThb pasmep syslog-thalina Ha ycTpoicTse.

+ PekomeHayeTcsi HacTpamBaTb poTaumto syslog-chainnoB Ha yCTpoCcTBe.

+ PekomeHAyeTCs BK/IOYaTb Hymepaumio coobLieHunin syslog.

+ PekomeHayeTcs BktoUaTh gobaBneHne MeTok timestamp msec k syslog coobLeHmsiM Ha ycTpoiicTBax
ESR-1500 n ESR-1511.

5.2.2 MpepynpexaeHus

+ [aHHble xpaHsiwmecs B halisioBoit cucteme tmpsys:syslog He coxpaHsaTCA Npy nepesarpyske
ycTpoicTBa. TOT TMN hainoBoil CUCTEMbI PEKOMEHYETCH UCMNO/b30BaTh /19 XPaHeHUs ornepaTuBHbIX
J10r0B.

+ He pekomeHayeTcs ucnonb3osatb aiinosyto cuctemy flash:syslog ans xpaHeHums noros, Tak kak 310
MOXET NPUBECTU K NpexaeBpeMeHHOMY BbIXOAY U3 CTpos ycTpoicTea ESR.
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5.2.3 Mpumep HacTPOKu

3apava:

HacTpounTb xpaHeHne coobLeHnin 0 cobbITUAX YpoBHS info 1 Bbiwe B dhaiin syslog Ha ycTpoiicTee 1
HaCTpOUTb Nepegavy aTuxX CoObITUI Ha BHeLWHWI syslog-cepsep. OrpaHnunts dain pasmepom 512 KéainT.
Bknountb potaumio 3-x haiinos. BkounTb Hymepaumo coobLyeHnin syslog.

PelleHue:

HacTpaunBaem xpaHeHue syslog-coobLueHunii B chaiine:

esr(config)# syslog file tmpsys:syslog/default info

HacTpaviBaem orpaHuyeHue pasMepa 1 poTaumio gaiinos:

esr(config)# syslog max-files 3
esr(config)# syslog file-size 512

HacTpaviBaem nepegavy cooblieHunii Ha BHELLHWIA cepBep:

esr(config)# syslog host mylog 192.168.1.2 info udp 514

Bkioyaem Hymepaumio coobLieHunin syslog:

esr(config)# syslog sequence-numbers

5.3 HacTtpoiika noNAUTUKN UCNoNb30BaHuUsa naposneii

ANropuTMbI HACTPOWKN MONNTUKMA UCNOJb30BaHMA Naposiein npuseaeHbl B pasgene Hacrpoiika
AAA pykoBoAcTBa Nno aKcnyaTaluun.

MogpobHas MHopmauns 0 KomaHgax A1 HACTPOVKN NOIUTUKN UCMNOb30BaHNUsS Naponel npusegeHa B
pasgene Hactpoiika AAA cnpaBoyHuMKa komaHg, CLI.

5.3.1 PekomeHpgauumn

- PekomeHAyeTcsi Bcera BK/oyaTh TPE60BAHUS HA CMEHY Naposis Mo ymMovYaHuio nosb3osarens admin.

+ PekoMeHAayeTcsi orpaHMuBaTh BPEMS XM3HU Naposeii 1 3anpeLiaTb NOBTOPHO KCMO0/b30BaTh, KakK
MUHVUMYM, NPeablayLLmnii Naposb.

+ PekomMeHAyeTcs BbICTaBNSATb TPe60BaHNA MUHUMAsIbHOM A/NHbI NAapons 60/blie 8 CUMBO/IOB.

+ PekoMeHAyeTcs BbICTaBNSATb TPe60BaHMs Ha CNO/b30BaHNE CTPOUHbIX M MPOMUCHbIX BYKB, LMdp 1
CNeLICMMBO/10B.
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5.3.2 Mpumep HacTPOKu

3agava:

* HacTpouTb naponbHyt NONNTUKY € 0653aTesibHbIM TpeboBaHNMEM CMEHbI Maposis N0 YMOMYaHuIo,
BpeMeHeM AelcTBuA napons 1 mecsuy, 1 3anpeToM Ha ucnosib3oBaHue 12 nocnegHnx naponei.

+ 3agartb MUHUMaNbHYIO AIMHY napons 16 cMMBO/10B, MakCUMasibHY0 — 64 cMMBONa.

+ Maponb JOMKeH cogepxatb He MeHee 3 NPONUCHbIX BYKB, HE MeHee 5 CTPOUHbIX BYKB, He MeHee 4 undp
1 He MeHee 2 cneLcrMBO/IOB. [Naponb B 06A3aTeNlbHOM NopsAke AO/MKEH codepxaTb Bce 4 Tuna
CMMBOJI0B.

PelleHue:

BkntouaeM 3anpoc Ha CMeHy Naposisi Mo YMOM4aHuo 415 nons3osaresns admin:

esr(config)# security passwords default-expired

YcTaHaBnvMBaeM Bpemsi Xun3Hu napons 30 gHel 1 3anpeT Ha Ucnosib3oBaHve npeapblaywmnx 12 naponeii:

esr(config)# security passwords lifetime 30
esr(config)# security passwords history 12

YcTaHaBnMBaem orpaHnyeHuns Ha 4JSIMHY napons:

esr(config)# security passwords min-length 16
esr(config)# security passwords max-length 64

YcTaHaBnmBaem orpaHn4yeHmna no MMHUMasibHOMY KOIMYECTBY CMMBO/TI0OB COOTBETCTBYHOLLIMX TUMOB!

esr(config)# security passwords upper-case 3
esr(config)# security passwords lower-case 5
esr(config)# security passwords special-case 2
esr(config)# security passwords numeric-count 4
esr(config)# security passwords symbol-types 4

5.4 Hactpoiika nonutuku AAA
ANropuTMbl HACTPOIiKN NonnMTukM AAA npusefeHbl B pasaene Hactpoiika AAA pyKOBOACTBa MO 3KChyaTauun.

MogpobHas nHopmaumst 0 KomaHgax A1 HacTporiku nonnTukn AAA npusegeHa B pasgene Hacrporika
AAA cnpaBoyHuka komaHg CLI.

5.4.1 PekomeHpgauumn

+ PekomeHAyeTcs NCnonb30BaTh PONEBYHO MOAENb AOCTyNa Ha YCTPOCTBO.

+ PekomMeHAyeTCcs NCMob30BaTh NEPCOHa/IbHbIE YYETHbIE 3anncK A8 ayTeHTMdMKaLMm Ha yCTpoiicTse.

+ PekomMeHAyeTCcs BKOYaTb /I0rMpOBaHMe BBOAMMbIX MOb30BaTE/IEM KOMaHA.

+ PekomeHAyeTCcs NCMnosb30BaTb HECKO/IbKO METOA0B ayTeHTUMKaLmMmn o1 BXxo4a Ha yCTpoincTea vyepes
KOHCO/b, YAA/IEHHOIO BXO4a Ha YCTPOMCTBA M NOBbIWEHMS npuBunernii. ONTMMasibHOl cunTaeTcs
KOMOMHaUuMs U3 ayTeHTudukaumm no ogHomMy u3 npotokosios RADIUS/TACACS/LDAP 1 nokanbHoiA
ayTeHTudukaymn.

+ PekomeHAayeTCs NOHN3UTb YPOBEHb NMPUBW/IETNIA BCTPOEHHON y4ETHON 3anmucn admin go 1.
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+ PekomeHAOyeTCcst HAaCTPOUTL SIOTMPOBAHNE N3MEHEHWNI NTOKa/IbHbIX YY4ETHbIX 3annCeil.
* PekomeHAayeTCst HAaCTPOUTL SIOFTMPOBAHNE N3MEHEHWNI NOUTUKN AAA.

5.4.2 MpepynpexaeHus

* BCTpoeHHY10 y4ETHYI0 3anucbk admin yaannTb Henb3s.

+ KomaHga no username admin He yaanseT nosb3osarens admin, copacbiBaeT ero KoHurypaumio B
3Ha4YeHnst N0 ymon4yaHuio. Nocne NpyMeHeHns 3TO KOMaHAbl, Nonib3osatesb admin He 6yaeT
0oTO6paXaTbCs B KOH(UrypaLun.

+ KomaHpga no password ans nonb3osarens admin Takke He yganseT naposib nosb3osarensa admin, a
cbpacbIBaeT ero B 3Ha4eHne no ymonyaHuio. lNocne npyMeHeHus 310 KOMaH4bl Naposib Nosib3oBarens
admin nepecTaét oTobpaxarbcs B KOHhMrypaumm n ctaHoBuTcs ‘password'’.

+ BaxHo! MNepepn ycTaHOBKOW Nosib3oBaTento admin NOHWKEHHbIX NPUBWIETNIA Y Bac A0/DKEH ObiTb
HaCTpOEeH nosb3oBaTesib C ypoBHeM npusunernii 15 nnm 3agaH ENABLE-naposb.

5.4.3 Mpumep HACTPOIKMK

3agaya:
HacTtpontb nonutuky AAA:

« [ns yaanéHHoro Bxoga no npoTokoay SSH ncnonb3oeath ayteHTUdmMKaumm yepes RADIUS.

« [1ns BXoAa Yepes NoKaslbHYK KOHCO/b MCN0/b30BaTh ayTeHTUdnkauum yepes RADIUS, B cnyyae
oTcyTcTBuUs cBA3n ¢ RADIUS-cepBepamMu NCNOMb30BaTh /IOKas/IbHYO ayTEHTU(UKALNIO.

+ Vicnonb3oBatb ENABLE-naponb 3agaHHbI Yepes RADIUS, B cnydae otcyTtcTBus cesAsm ¢ RADIUS-
cepBepamMn Ncnonb3oBaTtb NoKasnbHbIi ENABLE-napons.

* YcTaHOBUTb NoNb3oBaTento admin NOHWXEHHbI YPOBEHb NPUBUNETAIA.

* HacTtpouTb siormpoBaHne n3mMeHeHui /IoKasibHbIX YH4ETHbIX 3anncei.

+ HacTtpouTb normpoBaHne nsmeHeHunin nonnTnk AAA.

* HacTtpouTb normposaHve BBOANUMbIX KOMaHS,

PelwleHue:

Co3pnaem nokanbHoro nonb3oearens local-operator ¢ ypoBHeM npuBuneruii 8:

esr(config)# username local-operator
esr(config-user)# password Pa$swOrdl
esr(config-user)# privilege 8
esr(config-user)# exit

3agaém nokanbHbli ENABLE-napons:

esr(config)# enable password $6e5c4r3e2t!

MoHWXaem npusuierum nosib3oBaresns admin:

esr(config)# username admin
esr(config-user)# privilege 1
esr(config-user)# exit
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HacTtpanBaem cBs3b ¢ aByma RADIUS-cepBepamu, 0CHOBHbIM 192.168.1.11 v pe3epBHbIM 192.168.2.12:

esr(config)# radius-server host

esr(config-radius-server)#
esr(config-radius-server)#

esr(config)# radius-server host

esr(config-radius-server)#
esr(config-radius-server)#

esr(config-radius-server)# exit

HacTtpavnBaem nonutnky AAA:

esr(config)# aaa
esr(config)# aaa
esr(config)# aaa
esr(config)# aaa

authentication
authentication
authentication
authentication

esr(config)# line console
esr(config-line-console)# login authentication CONSOLE
esr(config-line-console)# exit esr(config)# line ssh
esr(config-line-ssh)# login authentication SSH
esr(config-line-ssh)# exit

HacTtpanBaem nornposaHue:

esr(config)# logging userinfo
esr(config)# logging aaa

esr(config)# syslog cli-commands

192.168.1.11

key ascii-text encrypted 8CB5107EA7O05AFF
priority 100 esr(config-radius-server)# exit

192.168.2.12

key ascii-text encrypted 8CB5107EA7O05AFF
priority 150

login CONSOLE radius local
login SSH radius

enable default radius enable
mode break

5.5 Hacrtpoiika yganéHHoro ynpaBneHus

MogpobHas MHopmMaums 0 KomaHaax HaCTPOVKN yaanEéHHOro AocTyna npueBefeHa B pasgene Hacrpoiika
poctyna SSH, Telnet cnpaBo4yHuka komaHg CLI.

5.5.1 PekomeHgauun

+ PekomeHAayeTcst OTKOUNTL YAaNIEHHOE ynpaBieHne no npoTtokony Telnet.
+ PekomeHpyeTcs creHepupoBaTtb HOBbIE KpuUnTorpaduyeckme Krouun.

+ PekomMeHAyeTcs NCnonb30BaTb KPUNTOCTOMKME anropuTtMbl ayTeHTudukaumm sha2-256, sha2-512 un
OTK/TIOUYNTb BCE OCTaUIbHbIE.
* PekomMeHAyeTCs UCMob30BaTb KPUMNTOCTOMKME anNropuUTMbl LUMGPOBaHUSA aes256, aes256c¢tr n
OTK/TIOUYNTb BCE OCTaJIbHbIE.
+ PekomeHAyeTcs NCnonb30BaTb KPUNTOCTOMKNI anroputm obMeHa knrovamu wundposaHus dh-group-
exchange-sha256 1 oTkN4YMTbL BCE OCTaslbHbIE.
+ PekomeHAyeTcs paspeLwnTb AOCTYN K yAasIEHHOMY YrpaB/ieHN0 YCTPOWCTBOM TOMIbKO C OnpeaenéHHbIX

IP-agpecos.

5.5.2 Mpumep HACTPOIKU

3apaua:

OTkntounTb Npotokon Telnet. CreHeprpoBaTh HOBbIE K/HOUM LIMGPOBaHKS. IcNonb30BaTk KPUNTOCTOVKME

anIropUTMbl.
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PelieHue:
OTkNo4aeM yaanieHHoe ynpasneHune no npotokony Telnet:

esr(config)# no ip telnet server

OTknovaem yCTapesLline n He Kpl/ll'lTOCTOI7IKI/I€ aJITOPUTMbI:

esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh

server

authentication
authentication
authentication
authentication
authentication

encryption
encryption
encryption
encryption
encryption
encryption
encryption
encryption
encryption
key-exchange
key-exchange
key-exchange
key-exchange
key-exchange
key-exchange

algorithm
algorithm
algorithm
algorithm
algorithm
algorithm

algorithm
algorithm
algorithm
algorithm
algorithm
algorithm
algorithm
algorithm
algorithm
algorithm
algorithm
algorithm
algorithm
algorithm

md5 disable
md5-96 disable
ripemd160 disable
shal disable
shal-96 disable

aesl28 disable
aesl28ctr disable
aesl92 disable
aesl92ctr disable
arcfour disable
arcfourl28 disable
arcfour256 disable
blowfish disable
castl28 disable

dh-group-exchange-shal disable
dh-groupl-shal disable
dh-groupl4-shal disable
ecdh-sha2-nistp256 disable
ecdh-sha2-nistp384 disable
ecdh-sha2-nistp521 disable

5.6 HacTtpoiika MexaHU3MOB 3aWMTbl OT CETEBbIX aTak

AI'IFOpI/ITMbI HaCTDOVIKM MeXaHM3MOB 3allTbl OT CETEBbLIX aTaK NpMBEAEHbI B pa3aene HaCTpOVIKa
nornposadHna 1 3alllnTel OT CETEBLIX aTakK PykKOBOACTBa Mo 3Kcnsyaraynn.

Moapo6bHas MHGOPMAaLIMA 0 KOMaHAaxX A/1s1 HACTPOWKN NOMTUKN UCTONb30BaHUS Naposieit npueeaeHa B
pasgene YrnpasneHune 0ripoBaHuem 1 3alliyToli 0T CETEBLIX aTak cnpaBoYHMKa komaHg CLI.

5.6.1

PekomeHgauuu

PekomeHayeTcsa Bcerga Bkauvars 3awuTty ot IP spoofing.

PekomeHayeTca Bcerga Bkoyarb 3awuTy oT TCP-nakeToB ¢ Henpasu/ibHO BbICTABMEHHbIMUY dhnaramu.

PekomeHayeTca Bcerga Bkoyath 3auTy OT oparMeHTMpoBaHHbIX TCP-NakeToB € BbICTaB/I€HHbLIM
donarom SYN

PexomeHpyeTcs Bcerga BkUaTh 3awmTy ot pparmeHTmpoBaHHbix ICMP-nakeTos.
PekomeHpyeTcs Bcerga Bkntovatb 3awmty ICMP-nakeTtoB 60/1bLWO0ro pasmepa.

PexomeHpyeTcs Bcerga BkoYaTh 3awmTy OT He3aperncTpmposaHHbIX IP-npoTokonos.
PekomeHpyeTcs BkOYaTh /IOTMPOBaHNE MexaHu3Ma 3alnTbl OT CETEBBIX aTak.

5.6.2 Mpumep HacTPOIKn

3agava:
HacTpontb mexaHn3m 3alnTbl OT CETEBbLIX aTak B COOTBETCTBMM C peKOMeHAauusamMun.
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ESR-Series. Quick guide

PeuleHue:

Bkntouaem 3almTy ot ip spoofing n norvnpoBaHme MexaHusma 3allinThl:

esr(config)# ip firewall screen spy-blocking spoofing
esr(config)# logging firewall screen spy-blocking spoofing

Bkntovaem 3awmty oT TCP-nakeToB ¢ HENPaBW/IbHO BbICTaB/IEHHbLIMM CbﬂaI'aMVl n nornpoBaHmne mexaHmsma
3alUnTbl:

esr(config)# ip firewall screen spy-blocking syn-fin
esr(config)# logging firewall screen spy-blocking syn-fin
esr(config)# ip firewall screen spy-blocking fin-no-ack
esr(config)# logging firewall screen spy-blocking fin-no-ack
esr(config)# ip firewall screen spy-blocking tcp-no-flag
esr(config)# logging firewall screen spy-blocking tcp-no-flag
esr(config)# ip firewall screen spy-blocking tcp-all-flags
esr(config)# logging firewall screen spy-blocking tcp-all-flags

Bkntovaem 3awwmty ot pparmeHTuposaHHbix ICMP-nakeToB 1 normpoBaHme MexaHnsma 3awnTbl:

esr(config)# ip firewall screen suspicious-packets icmp-fragment
esr(config)# logging firewall screen suspicious-packets icmp-fragment

Bkntovaem 3awmty ot ICMP-nakeToB 60/1bLLOI0 pasmepa u fiormpoBaHne MexaHmama 3alnThbl:

esr(config)# ip firewall screen suspicious-packets large-icmp
esr(config)# logging firewall screen suspicious-packets large-icmp

Bkitovaem 3almTty oT He3aperncTprupoBaHHbIX IP-MpOTOKOM0B 1 /IOrMpoBaHne MmexaHu3ma 3awmThbl:

esr(config)# ip firewall screen suspicious-packets unknown-protocols
esr(config)# logging firewall screen suspicious-packets unknown-protocols
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdmuymanbHbIin cant komnaHuu: hitps://eltex-co.ru

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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