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PykoBogacTBo no akcniyatauum WEP-200L

1 BBeaeHwue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OcHoBHoEe npegHasHavyeHne WEP-200L — ycTaHOBKa BHYTPW 34aHWil B Ka4eCcTBe TOYKM AOCTYyna K pas/iMyHbIM
pecypcam ¢ co3gaHmemM 6ecLloBHO 6eCcnpoBOAHON CETU U3 HECKO/TbKMX MAEHTUYHBIX TOYEK AocTyna
(«PoyMUHT»), ecnv TeppUTOPUSt MOKPbITUSI JOCTATOYHO BEVKA.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© nMpumedaHus cogepxart BaxkHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOWCTBA.

© nNpepynpexaeHns MHOPMUPYIOT MO/b30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOoCTBa UK NOTEPE AAHHbIX.
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2 OnucaHue nsgenus

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTtaHa 6ecnpoBogHas Touka goctyna WEP-200L.

OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CTbike ¢ nposogHol ceTbio. WEP-200L nogknitovaeTcs kK nposogHoin cetn yepes 10/100/1000M Ethernet-
NHTEpAIENC 1 C NOMOLLbIO CBOMX paanonHTepdencos co3gaeT 6ecnpoBOLHON BbICOKOCKOPOCTHOM AOCTYN ANs
YCTPOWCTB, nogaepxmsatowmx texHonornto Wi-Fi B gnanasore 2.4 n 51w,

YCTPONCTBO COAEPXUT 2 pagmonHTepdienca a/1a opraHnsaumm aByx onmsnyeckmnx 6ecnpoBofHbIX ceTeil.

WEP-200L nogaepxvBaeT coBpeMeHHble TpeboBaHNS K Ka4eCTBY CEPBMCOB U NO3BO/ISET NepeaaBaTb
Hanbonee BaxHblli Tpadnk B 6051ee NPUOPUTETHBLIX OYepesaX No CPaBHEHUIO C 06bIYHBIM. [propuTH3aums
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTkn B none IP-naketa). dyHkuMoHan co3gaHus npasun ACL 1 nogaepxka weinmHra Tpadmnka Ha Kaxaom
VAP no3BonsieT B NO/IHOW Mepe ynpas/ifaTb AOCTYNOM, KQ4eCTBOM CEPBUCOB M OrpaHUYEHUSMN Kak A/15 BCeX
abOHEHTOB, TaK U A1 KaXA0ro B YaCTHOCTW.

YCTpOIAiCTBO OPMEHTMPOBAHO Ha YCTAHOBKY B 0chuchl (rocyupexaeHus, KOHPepeHL-3asbl, naboparopuu,
FOCTUHMLBI 1 Ap.). BO3MOXHOCTbL CO34aHNsA BUPTYaUlbHbIX TOUEK AOCTYNa C Pa3/IMYHbIMK TUNamu LIMPOBaHMS
nossonset yctaHasnueatb WEP-200L B opraHu3aumsx, rae TpebyeTcs pasrpaHuyeHne npas focTyna Mexay
06bIYHBIMU MONBb30BATENSAMU U BbIAE/IEHHBIMUY TPynnaMu nosib3oBaresein.

2.2 XapakTepuCTUKM YCTPONCTBa
Nnmepabelicnbi:

+ 1 noprt Ethernet 10/100/1000BASE-T(RJ-45) c nogaepxkoii PoE;
« Wi-Fi2.4T1Ty IEEE 802.11b/g/n;
* Wi-Fi 51Ty IEEE 802.11a/n/ac.

PyHKYyUUu:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

* arperauus AaHHblx, Bkitoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETHLI U NIaHNPOBaHME NakeToB Ha ocHoe WMM,;
* nopaepxka 6ecnpoBogHbix MocToB (WDS);

* AMHamMuueckuii BbiI6op yactoTbl (DFS);

* noggepxka ckpoitoro SSID;

*+ 8 BMpPTYyasIbHbIX TOYEK AOCTYNa,;

+ 06HapyXeHne CTOPOHHUX TOYEK A0CTYNa;

* CMNeKTpoaHamM3arop;

* aBTOBbLIOOP KaHana.

Cemesbie (hyHKYUU:

* aBTOMarnyeckoe corsiacoBaHne CKOPOCTK, OYN/IEKCHOTO pexumMa 1 NepekiiovyeHns Mexay pexnmamm
MDI n MDI-X;

* nogaepxka IPve6;

* nogaepxka VLAN;

* noggepxka ayteHtudgukaumm 802.1X;

* DHCP-knueHT;

* nogaepxka ACL;
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* nogaepxka NTP;

* nogaepxka Syslog;

* nogpepxka GRE;

* BO3MOXHOCTb Nnepefaym aboOHEeHTCKOro Tpadinka BHe TyHHeNeM.

®dyHkyuu QoS:

* NPUYOpUTET 1 NNaHMPOBaHNE NAKETOB HA OCHOBe Npodunel;

* OrpaHu4YeHue NpPonyckHOWM CNOCO6HOCTM Ans kaxaoro VAP,

* OrpaHnyeHne NPoryckHOM CNOCOBGHOCTN A1 KaXKA0T0 KIINEHTa,;
* n3MeHeHue napametpos WMM.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (WPA/WPA2 Enterprise);
* WwundbpoBaHue gaHHbIXx WPA/WPA2;
+ nopaepxka Captive Portal.

Ha pucyHke 1 npuBegeHa cxema npumeHeHus o6opygosaHna WEP-200L.

ﬁﬁ APM /

< ? onepaTopa & whios

§

CepBep

DHCP, RADIUS

PucyHok 1 — ®yHKUMOHasIbHas cxema mcnosib3osaHns WEP-200L

2.3 TexHu4eckue napameTpbl yCTPOCTBa

Ta6nuua 1 — OCHOBHbIE TEXHMYECKIE NapaMeTpbl

MapameTpbl WAN-uHTepdpeiica Ethernet

KonunuyecTtso nopTtos 1
DNEeKTPUYECKNn pasbem RJ-45
CkopocTb nepegayun, Méut/c 10/100/1000, aBTOONpPEAENEHNE

MNopaepxka cTaH4apToB BASE-T
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MapameTpbl GecnpoBOAHOro NHTEpPchenca

CraHgapTbl 802.11a/b/g/n/ac

YacToTHbIN agnanasoH, MIy, 2400-2483.5 MI'y; 5150-5350 MI'u, 5470-5850 MIy,
Mogaynauus BPSK, QPSK, 16QAM, 64QAM, 256QAM

Pa6ouve kaHanbl 802.11b/g/n: 1-13 (2402-2482 MT'w)

802.11a/n/ac:

- 36-64 (5170-5330 ML)
- 100-144 (5490-5730 M)
- 149-165 (5735-5835 MI'Ly)

CkopocTb nepegaun gaHHbix, M6ut/c 802.11a: no 54 M6uTt/c
802.11b: no 11 Méut/c
802.11g: no 54 Méut/c
802.11n: 2.4 Ty — po 300 M6éut/c
51Ty — go 600 M6ut/c
802.11ac: go 1733 Méut/c

MakcumasibHaa MOLLHOCTL nepefaTtunka 2.41Tu: 18 npbm
51Tu; 20 pbm
KoadhpmumeHT ycuneHna BCTPOEHHbIX 24TTu: ~5abn
aHTeHH 5IMTu; ~5 pbun
YyBCTBUTENLHOCTL NMPUEMHMKA 2.4T1Tu: po-92 nbm

5TTy: o -92 nbm

BesonacHocTb LieHTpanu3oBaHHasi aBTopusaums yepe3 RADIUS-cepeep (WPA/
WPA2 Enterprise)
LLncppoBaHne gaHHbix WPA/WPA2
Moppnepxka Captive Portal

Mogaepxka MIMO 2x2 ana 2.4 T'Tu, MIMO 4x4 ona STy

YnpaBneHue
YnaneHHoe ynpasneHve Web-nHTepdelic, Telnet, SSH, CLI, SNMP, NETCONF, SoftWLC
OrpaHunyeHne goctyna no naposto

O6Lue napameTpbl

Flash-namstb 128 MB NAND Flash

RAM 256 Mb RAM DDR3

MNutaHne PoE 48 B/56 B (IEEE 802.3af-2003)
MoTpebnaemas MOLLHOCTb He 6onee 12,95 Bt

Pabouunii gvanasoH Temneparyp oT+5 00 +40 °C

OTHOocuTeNbHasA B1aXKHOCTb Npun 0o 80 %

Temnepartype 25 °C

FabapuTtbl (QuameTp x BbicoTa) 230 x 56 Mmm

Macca 0,46 kr

CpokK cryxobl He MeHee 15 neT



2.4 [OuarpamMmbl HanpasneHHOCTU

Ha pucyHkax Huxe npeacTaB/ieHbl AnarpamMmmMbl HanpPaBIEHHOCTY YCTPOWCTBA.

MonoxeHne npu namepeHuun
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PykoBogacTBo no akcniyatauum WEP-200L

2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctporicteo WEP-200L BbINO/IHEHO B N/1aCTUKOBOM Kopryce.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHelwHWi BuA naHenu yctpoictea WEP-200L nprBefeH Ha pUcyHke 2.

1
|
= = = —
) w1 g v 0w
/| Wi —
GE (PoE) =
I ™ 246G
|- K M FQ 560 f
e Rl 1= R —
Il__—’—/J
2 3 4

PrcyHoK 2 — BHeluHWIA BUA, ocHOBHOW naHesin WEP-200L

Ha ocHoBHoli naHenun yctpoiictea WEP-200L pacnonoxeHb! cnegytouime CBETOBbIE UHANKATOPSI, Pa3beMbl U
opraHbl ynpaenenus (Tabnuua 2).

Tabnuua 2 — OnncaHve VHAMKATOPOoB, NOPTOB 1 OPraHoB yNpas/ieHns

AneMeHT naHenu

OnucaHwue
1 LAN CseToBas nHanKauus coctosHus nopta GE (PoE)
2  GE (PoE) MopT GE ansa nogknoyeHus nutaqus PoE
3 F KHonka cbpoca K 3aBOACKNM HaCTpOikam
4  Wi-Fi

MHankaTopbl akTMBHOCTU cooTBeTcTBYOWMX Wi-Fi Mmoaynei
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2.6 CpetoBas nHgukauus

PykoBogacTBo no akcniyatauum WEP-200L

Tekyllee coCcTosiHMe ycTpoicTBa oTobpaxaetca npu nomowum niamkatopos Wi-Fi, LAN, Power. NepeyeHb
COCTOSIHUIA MHAMKATOPOB NpuBeaeH B Tabnumue 3.

Tabnuua 3 — CBeToBasi UHAUKALMSA COCTOSIHUA YCTPOCTBA

WHpukaTop CocTosiHue uHgukaropa

Wi-Fi

3eneHbli, ropuUT NOCTOAHHO

3eneHbli, muraet

LAN FopwuT 3eneHblii ceeToamop (10, 100 Mbps)/
ropuT opaHxeBblit ceeToanos (1000 Mbps)
MwuraeT 3eneHblil CBETOAMOA,

Power 3eneHbliA, ropuT NOCTOAHHO

(Ha BepxHeli

naHenu .

yCTpoiicTBa) OpaHXeBblii, TOPUT NOCTOSAHHO

KpacHblii, ropUT NOCTOSIHHO

2.7 C6poc K 3aBOACKMM HacTpoiikam

CocTtosiHue ycTpoiicTBa
Cetb Wi-Fi-aktBHa

Mpouecc nepefayn faHHbIX Mo
6ecnpoBoAHON ceTn

YCTaHOB/IEHO COEANHEHME C
NOAK/TOUYEHHbIM CETEBbIM
YCTPOIACTBOM

Mpouecc nakeTHON nepegayvn faHHbIX
no LAN-nntepdeliicy

Bk/1l04eHO NuTaHne ycTponcTBa,
HopMasibHasa paboTa

YCTPONCTBO 3arpyXeHo, HO He
nosnyuyeH IP-agpec no DHCP

3arpyska ycTpoicTtea

[nsa cépoca K 3aBOACKMM HAcTpoikam HEOBX0AMMO B 3arpy)XEHHOM COCTOSIHUWN YCTPONCTBA HaXKaTb U
yAepXuBaTtb KHOMKY «F», noka nHamkatop «Power» He HauHeT muratb. Mpon3onaeT aBToMaTnyeckas
nepesarpyska ycTporicTsa. MNpun 3aBOACKNX yCTaHoBKax byaeT 3anyweH DHCP-knveHT. B cnyyae, ecnu agpec
He 6yaeT nonyyeH no DHCP, 1o y ycTpolicTBa 6yaet 3aBoackoit IP-agpec — 192.768.1.70, macka noacetn —
255.255.255.0.

2.8 KomnnekT nocTaBKu

B KoMMnekT noctaBkn BXOAAT:

o6opypoBaHune pagunogoctyna WEP-200L;
KOMINEKT Kpenexa;

PYKOBOZCTBO MO 3KcnayaTaummn Ha CD-ancke (onuuoHansHo);

ceptudomkaT COOTBETCTBUS;
namaTka o0 JOKyMeHTaLuu;
nacnopr.

11



PykoBogacTBo no akcniyatauum WEP-200L

3 MpaBuna n pekoMmeHgaumm No ycTaHOBKe YCTPOCTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He yctaHaBnmBalite yCTPOMNCTBO PALAOM C UCTOYHMKAMK TeMn1a U B MOMELLEHUSX C TEMMepaTypoi Huxe
5 °C wnn Bbiwe 40 °C.

2. He vcnonb3yiiTe yCTPONCTBO B NOMELLLEHMAX C BbICOKOM BNaXXKHOCTLIO. He nogsepraiite yCTPOMCTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

3. He BckpbiBaiiTe Kopnyc ycTpoicTea. BHYTpM yCTPOICTBa HET 3/1EMEHTOB, NpeAHa3HauYeHHbIX A1
06CNyXNBaHUA NONb30BaTENEM.

© Bo unsbexaHune neperpesa KOMMNOHEHTOB YCTPOWCTBA 1 HAPYLLIEHUS €r0 paboThbl 3arnpeLLaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumu rno ycTaHOBKe

1. PekomeHAyemoe ycTaHaBMBaeMoe NosioXkeHue: ropusoHTasIbHoe, Ha NOTOSIKE.

2. Mepep ycTaHOBKOWN N BK/IOYEHMEM YCTPOICTBA HEOOXOANMO NPOBEPUTL Er0 Ha Ha/IMYne BUAUMbIX
MexXaHU4YecKnx noBpexaeHnin. B cnyyae o6HapyXeHuUsi NOBPeXAeHNin crnenyeTt npekpaTtuTb YCTaHOBKY
YCTPOWCTBa, COCTaBUTb COOTBETCTBYIOLLMIA aKT 1 06paTUTLCA K MOCTaBLLMKY.

3. Ecnun ycTpoiicTBO ANmnTesibHOE BPeEMS Haxo4M10Ch NPY HU3KOW TeMneparype, nepes Had4asiom paboTbl
cnefyeT BblAepXxaTb ero B TedeHue [ByX YacoB Npu KOMHATHOWN Temnepartype. lNMocne ganTesibHoro
npebbiBaHNA YCTPONCTBA B YC/TIOBUAX MOBbILLEHHOW BNaXKHOCTW Nepes, BK/IIYEeHEM BblAepXaTb B
HOPM&J1bHbIX YC/I0BUAX HE MeHee 12 yacosB.

4. Tpn pa3meLleHnmn ycTpoicTBa ans obecrnedeHuns 30Hbl NokpbiTa cetn Wi-Fi ¢ Hannyywmnmm
XapakTepucTvkamMu yuntbiBanTe cneaytolme npasunia:

+ YcTaHaBnuBalTe YCTPOWCTBO B LIEHTPEe 6eCnpPOoBOAHON CETU.

* MUHUMK3UPYIiTE unciio nperpag (CTeHbI, NOTOMKK, Mebesnb 1 Ap.) Mexay TOYKol AocTyna u
ApyrMMy 6ecrnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMM.

*+ He ycTaHaBnvBaiiTe yCcTpoiicTBO B6NM3N (Nopsigka 2 M) a/1eKTPUYECKUX U PaanoyCcTpOIACTB.

* He pekomeHayeTcsa ucnonb3oBaTb pagmotesiedoHbl U gpyroe obopyaosaHve, paboTatoLliee Ha
yacTtote 2.4 'y nnn 5 I'ru, B pagnyce genctensa 6ecnposogHoii cetn Wi-Fi.

* MNpensaTcTBus B BUAE CTEK/IAHHbLIX/METaUI/INYECKNX KOHCTPYKLMIA, KUPNNYHBIX/OETOHHbIX CTEH, a
TakKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauuMTeNIbHO YMeHbLUNTb paguyc gerictena Wi-Fi ceTtn.
He pekomeHayeTcsa pa3melLeHne co BHYTPEHHEN CTOPOHbI (PasibLUNOTO/IKa, TakK Kak
MeTau1/INYeCKNiA KapKac BbI3blBAET MHOIMo/ly4eBOe pacnpoCcTpaHeHne curHasia u ero 3aTyxaHue
Nnpv NPOXOXAEHNUM Yepes peLLeTKy Kapkaca dpasibLUnoTosKa.

5. TMpu pasmeLLeHnn HECKO/TbKMX TOYEK paanyc COTbl AO/HKEH NepecekaTbCsa C COCefHen COTOM Ha ypoBHE
0T -65 0 -70 abMm. lonyckaeTca yMeHbLUEHNEe YPOBHSA curHana fo -75 Abm Ha rpaHuuax cot, ec/in He
npegnonaraetcs ucnosib3osaHve VolP, N0TOKOBOro BUAeoBeLLaHs U OPYroro YyBCTBUTETbHOIO K
notepsam Tpadmka B 6eCcrnpoBOAHON CETH.
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PykoBogacTBo no akcniyatauum WEP-200L

3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHus. MpubnusantenbHbIN paguyc oxeata yBepeHHoro npuema toukm goctyna WEP-200L npy MoHTaxe
Ha NoToJIKe B TUMNOBbIX OPUCHBbIX NomMeweHusax: 2.4 'y, — 40-50 m, 5 Ty, — 20-30 m. Mpy NOHOM OTCYTCTBUM
npenaTcTBuiA paguyc oxeata: 2.4 'y, — 8o 100 m, STy — go 60 m.

B Tabnvue 4 npuBeneHbl Npu6/IM3nTeNIbHbIe 3HAYEHUS 3aTyXaHus.

Tabnuua 4 — 3HayeHus 3artyxaHus

Martepuan N3meHeHue ypoBHSA curHana, gb
24T1Ty, 50Ty
OprcTekno -0,3 -0,9
Kupnny -4,5 -14,6
Crtekno -0,5 -1,7
fmncokapToH -0,5 -0,8
acn 1,6 -1,9
daHepa -1,9 -1,8
LLUTykaTypka ¢ MeTanIN4YeCcKom CETKOM -14,8 -13,2
LLlnako6nok -7 -11
MeTannunyeckas pelueTka (sueiika 13*6 -21 -13
MM, MeTasn 2 MMS)

3.4 BbI6b0Op KaHa10B COCEACTBYHOLNX TOYEK

Bo nsbexaHve mexkaHasibHO MHTepdepeHLmn MexXay COCeACTBYOLMMM TOYKaMM AOCTyNna peKkoMeHayeTcs
YCTaHOBUTb HENEPEKpbIBAOLLMECS KaHasIbl.

KaHansi

2,402 Ty |<7 22 My, 4% 2,483 My,

PucyHok 3 — O6Lwasn guarpamma nepekpbITUa YacTOTHbIX KaHanoB B 2.4 Ty,
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PykoBogacTBo no akcniyatauum WEP-200L

Mpumep cxeMbl pacnpeaeneHnsa KaHaioB Mexay coceHMM ToukaMu B AvanasoHe 2.4 Ty, npu wuprHe
kaHana B 20 MI'y, npuBeaeH Ha pucyHke 4.

PucyHok 4 — CxeMa pacnpefesieHnsa KaHasioB Mexay CoceHVMN ToukaMu AoCcTyna B guanasoHe 2.4 Ty, npu
luMpuHe kaHana B 20 MIy,

AHaOINM4YHO PeKOMEeHyeTCs COXpaHATh AaHHbIli MeXaHU3M pacnpeaeneHnsi KaHasioB Npy PacrosioXeHUN
TOUeK Mexay aTaxamu (PUCYHOK 5).

{15
~ =
ED eSS

S 1 XA
PucyHok 5 — Cxema pacnpefeneHusi KaHa/loB Mexay COCeAHUMMN TOUKaMU AOCTYNa, PacrosIOKEHHbIMU MeXay

ATaKamMun

Mpwn ncnonb3oBaHUK WMPUHbLI KaHana 40 MMy, B gnanasoHe 2.4 Ty, HET HenepeKpbIBAKOLLMXCA KaHaoB. B
TaKux criyyasix CTOUT BblGMpaTb MakCYMasIbHO OTAA/IEHHbIE APYr OT ApYyra KaHasbl.

5170 5330 5490 Weather 5730 5735 5835
MHz MHz MHz Radar MHz MHz MHz
IEEEChannel# |8 S IFDBES D] S-SR RE R IT2228
| I I

ZUMHZIHZU\IUVVV‘J VVVVVVVVVVVY SV VY
sovmizof VN VY Y
B{JMHz:J \/ \ ' \/ \ !

=
]

\
160 Mhz [ A i
Examples of [T [
non-contiguous
VHTB0+80 MHz L\ [

setup
R EEEEE

PucyHok 6 — KaHasbl, ucnonb3yemble B gnanasoHe 5 'y npu wupuHe kaHana 20, 40, 80 MI'y,
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PykoBogacTBo no akcniyatauum WEP-200L

4 YctaHoBka WEP-200L

YCTPOICTBO MOXET ObITb YCTAHOB/IEHO HA M/IOCKOI NOBEPXHOCTM (CTEHA, NOTO0K) NpU cobBN0AEHUN
WHCTPYKLMIA NO TEXHUKE 6E30MaCHOCTU U PeKOMEHAALMN, NPUBEAEHHbIX BbILLE.
B KOMNNIEKT NOCTaBKM BXOAUT KPENEX A/15 YCTAHOBKM YCTPOICTBA Ha M/I0CKYH NOBEPXHOCTb.

4.1 TopAafoK KpenseHnsa Ha CTeHY

1. 3akpenuTte NIacTUKOBbIV KPOHLITENH (BXOAUT B KOMM/IEKT NOCTaBKM) HA CTEHE:

MNacTHKOBLIA KPOHLITEAH

'WEP-200L

PucyHok 7 — KpenneHne KpoHLTeliHa Ha CTeHe

a. Mpumep pacnosioXeHNs NIacTMKOBOrO KPOHLUITEHA NoKa3aH Ha pUCyHke 7.

b. Mpu ycTaHOBKe KPOHLLTEHA HY)XHO NPOMYCTUTL NPOBOAA B COOTBETCTBYIOLLME Nasbl Ha
KPOHLUTENHE, PUCYHOK 7.

c. CoBMeCTWTe TPV OTBEPCTUSA [/11 BUHTOB Ha KPOHLLTEWHE C TakMU e OTBEPCTUAMM Ha
NoBepPXHOCTK. C NOMOLLbI0 OTBEPTKM MPUKPENUTE KPOHLLTENH BUHTAMM K MOBEPXHOCTMW.

2. YCTaHOBUTE YCTPOICTBO.

a. MogkntounTte Kabens K COOTBETCTBYIOLMM pa3bemMam YCTPOCTBa, ONUCaHNE pa3bemMoB
npvBefeHo B pasaene KoHCTPYKTUBHOE VCTOSHEHVE,
b. CoBMecTuTE YCTPOINCTBO C KPOHLITENHOM U 3aMKCUPYIATE NOSTOXKEHWE, NOTAHYB Er0 BHUS.
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PykoBogacTBo no akcniyatauum WEP-200L

4.2 TopAagok kpensieHna Ha oanbLlUnoToNokK

© He pekomeHyeTcsi pasMellieHne CO BHYTPEHHEH CTOPOHbI (hasibLUMNOTO/KA, TaK Kak MeTas/Iueckuii
KapKac Bbl3blBaeT MHOr0/ly4eBOE PacnpOCTPaHEeHME CUTHasIa 1 ero 3aTyxaHue npu NPoXoXAeHUM
uepes peLLEeTKY Kapkaca habLUNoTo KA.

1 — MeTaNNnYecknii KPOHLITENVH; 2 — naHeslb APMCTPOHT; 3 — NAaCTUKOBBIA KPOHLITENH; 4 — YyCTPONCTBO.
PrcyHok 8 — MOHTaX yCTpolcTBa Ha (hasibLUnoTOoNI0K

1. 3akpenute MeTasl/IMYeckuii U NNACTUKOBBIA KPOHLUTENHBI HA NOTOsIKE (PUCYHOK 8).
+ CoeauHUTe NNACTUKOBBIN KPOHLWTENH (3) Ha chanblunoTosike ¢ meTanmyeckum (1) B cneayowem
nopsifke: MeTasl/IM4eCcKnii KPOHLUTENH -> naHeslb APMCTPOHT -> N/1aCTUKOBbIV KPOHLLUTENH.
+ B naHenun ApMCTPOHT NpopexesTe 0TBEPCTNE pa3MepoM C OTBEPCTUE MEeTasI/INYeCKoro
KpoHLTeliHa. Yepes AaHHOe 0TBepCTMe 3aBOAATCA NpoBoAa.
+ CoBMeCcTUTe OTBEPCTUSA HA META/I/IMYECKOM KPOHLUTENHe, naHenn ApMCTPOHT 1 M/1aCTUKOBOM
KpoHLUTeliHe. lanee COBMECTUTE TPU OTBEPCTUS [4/1 BUHTOB Ha NIACTUKOBOM KPOHLUTElHE C
TakMMK XXe OTBEPCTUAMU Ha METa/I/IMYECKOM KpOoHLUTeliHe. C NOMOLLbI0 OTBEPTKM coeanHuTe
KPOHLUTEHbI BUHTaMW.
2. YcTtaHoBUTE YCTPOWCTBO.
* MNogknounte Kabenu Kk COOTBETCTBYHOLLMM pa3zbemam ycTpoicTea. OnucaHve pasbeMoB
npuBeAeHo B pasaesnie KOHCTPYKTUBHOE VCMOSTHEHNE.
+ CoBMecTUTe YCTPOMCTBO C NIACTUKOBLIM KPOHLUTEHOM ¥ 3athKCUPYATe NOMOXEHME,
noBopaynBas yCTPOMNCTBO NO 4aCOBOW CTPesiKe.

4.3 TlopAAoK CHATUA YCTPOMCTBA C KPOHLWITENHA
[na cHATMA YCTPOMCTBA C KPOHLLTENHA:

1. MoTsSHWUTE YCTPOIACTBO BBEPX (PUCYHOK 7).
2. CHuUMUTE YCTPOICTBO.
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PykoBoacTBo no akcnayatauum WEP-200L

S5 YnpaBreHune yCTpOMCTBOM Yepe3 web-uHtepdpeiic

5.1 Hauano pa6otsbl

[nsa Hayana paboTbl HY)XHO NOAKIOUNTLCS K YCTPOUCTBY no uHtepdgeincy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.
2. BeeauTte B agpecHoli cTpoke bpaysepa IP-agpec ycTpoiicTea.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka nogcetut: 255.255.255.0. Mo ymonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeHnn yCTPOoCTBa B OKHE Gpay3epa 0To6pasuTCsi CTpaHuLa ¢ 3anpocoM VMEHN
nonb3oBaTesnsi U Napons.

WEP-200L

3. BBeauTe uMs nonb3oBarens B CTPOKe «BBeAUTE NOrvH» 1 Naposib B CTPOKE «BBeaUTe Naposib».

© 3aBopckue ycTaHOBKU: NOTMH — admin, naponb — password.

4. HaxmuTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEHI0 MOHUTOPMHIA COCTOSIHUSA YCTPOIACTBA.

“ELTEX  WEP-200L

MOHMTOPHHT Radio VAP WDS CeTeBble HACTPORKM BHELIHME CEPBMCHI Cuctema - (Bbixoo)
Wi-Fi KnHeHTs! M3genune WEP-200L
) AnnaparHan Bepcun w0
WDS

3asonckoi MAC-anpec CC:9D:AZ:E9:14:D0
CTaTMCTHKA NO TpaguKy

CepuiHbIil HOMEP WP47000029
CkaHupoBaHne agupa Bepcus MO
HypHan coObITHi PesepeHan sepcua Mo

- Bepcua sarpysumka
LeTesan MHMOPMaLUK1A
CHCTEMHOE BPEMA 29.07.2022 12:38:55
MHchopmMalma o
paguouHTEpDeRcax Bpema paGoThl 0 o, 00:23:19

. = OGHOBHTB
WMHopmauma of ycTpoiicTee »
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PykoBogacTBo no akcniyatauum WEP-200L

5. Tpn HeoBXOANMOCTU MOXHO MEPEKNIOUNTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WEP-200L gocTynHbI

pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

ELTEX  WEP-200L

MOHWUTOPUHT Radio VAP wWDS CeTeBble HaCTPoHKH BHeLIHWe CEpBUCHI
p

Wi-Fi KnueHTs! M3nenue WEP-200L

) AnnaparHan Bepcua w0
WDS
3asonckol MAC-agpec

CTaTMCTHKA N0 TPagMKy

CEpHAHBIA HOMEp  WP47000029

CKaHupoBaHue 3hupa Bepcua MO

JHypHan coBbITHi PezepsHag sepcua MO

BepcwA 3arpysqmka
CeTesan MHbopMaLMA P Py
CHCTEMHOE BpeMA

MHhopMaLmMa o

pagMouHTEpdeRcax Bpema padoTel

Z OGHOBHTL

0 aH, 00:23:19

WHbopmauma of ycTpoiicTee >

Cuctema

CC:O9DAZIE9114:D0

29.07.2022 12:38:55

n- (BBIXOO)

5.2 TpumeHeHue KoHdurypaumm n oTMeHa M3MeHEHW

1. MNpumeHeHre KoHurypawmm

' [IpMMEHHTL
|_|pl/l HaXXaTn KHOMKA 3anyCKaeTcAd npouecc coxpaHeHuns KOHd)VlrypaLLVII/I Bo flash-namaTtb
yCTpOVICTBa N npuMeHeHne HOBbIX HaCTpPOEK. Bce HaCTpOVIKM BCTYyNnakwT B CU1y oes3 nepesarpys3ku

yCTpolicTBa.

B web-nHTepdelice Toukn gocTyna peanunsoBaHa BU3yanbHas UHAUKALNUS TEKYLLErO COCTOSIHUSI npoLiecca

NnpYMeHeHns1 HacTpoek (Tabnuua 7).

Ta6n|/|u,a 5-— B|/|3yaana;| NHONKaUnA TeKyLero COCToAaHuUA npouecca npuMeHeHna HaCTpoek

BHeluHWi BUA OnucaHne cocToAHUSA

Mocne HaxaTusi Ha KHOMKY «MpUMEHNUTBL» NPONCXOANT NpoLecc
MPUMEHEHMS 1 3aMNnCK HACTPOEeK B NaMsiTb ycTpoiicTBa. O6 3TOM

NHOPMMPYET 3HAYOK
«[MPUMEHUTb».

2. OTMeHa U3aMeHeHum

® OTmena

KHOMKa oTMeHbl U3MEHEHWI MEET CneayroLnii BUA,

B Ha3BaHW BKNaaKn N Ha KHOMKe

O6 ycneLwHoM CoXpaHeHun 1 MPUMEHEHUN HACTPOEK MHAPOPMUPYET
3Ha40K B Ha3BaHNM BKIAAKM.
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© OtmMeHa n3MeHeHW NPON3BOANTCSA TOMBKO 10 HAXKATUA Ha KHOMKY «[IPUMEHNTL». Mpu HaxkaTum Ha
KHOMKY «[TPUMEHNTBL» N3MEHEHHbIE Ha CTPaHULLEe NapamMeTpbl OyayT 06HOBNEHbI HA TEKYLLME 3HAYEHNS,
3anuncaHHble B NaMAaTh yCTPONCTBa. MNocse HaxaTus Ha KHOMNKY «MpuMeHnTb» BO3BpaT K NpeablayLimm
HacTpoiikam 6yaeT HEBO3MOXEH.

5.3 OcHoBHble an1eMeHTbl web-nHTepdelica

Ha pucyHKe HUXe npeacTaBneHbl 31EMEHTbI HaBurauuy web-nHtepdeiica.

L TEX  WEP-200L

MoHUTOPUHT Radio VAP WDS CeTeBble HAaCTPOKM BHelwHue cepBuch Cuctema - (BbIXOA)

Wi-Fi knueHTs! Wanenue WEP-200L

AnnapatHas Bepcus 1v0
WDS

3aeoackoit MAC-anpec CC:9D:A2:E9:14:60
CratucTvika no Tpaduky
CepWitHblit HomMep WP47000022

CkaHWpoBaHue atmpa Bepcua MO

KypHan cobbITuit PesepeHas Bepcud MO

Bepcua sarpysunka
CeTeBas UHhopmMauus P 24

CucteMHoe Bpemsa 26.08.2022 10:11:40
WHdopmaums o

paavonHTepdeiicax Bpewmsi pabotbl 0 aH, 04:27:18

2 OBHOBWTL
WMHdopmauusa ob ycTpoiicTee >

© OO0 "Mpednpusmue "Snmekc", 2022 Bepcus 10: (Bepcusi WEB: )

OKHO No/b30BaTeNIbCKOTO HTepdielica pasaesieHo Ha NsATb 06/1acTeld:

1. Bknagku MeHo — Ans rpynnupoBKX NoAMeHt0 no kateropusim: MoHutopuHr, Radio, VAP, WDS,
CeTeBble HacTpoWiku, BHelwHue cepBucel, Cuctema.

2. Bbl6op A3blka UHTEPEeiica 1 KHomka «(BbIXxo)», NpeAHa3HaveHHas A5l 3aBepLUeHns ceaHca paboThbl B

web-nHTepdelice nog aHHbIM NoNb30BaTENEM.

Bknaaku nogmeHo — 4715 ynpas/ieHNA MOJIEM HACTPOeK.

Mone HacTpoek ycTpoincTBa — A4/ NPOCMOTPa AaHHbIX 1 KOHUrypaumu.

NHdopmauvoHHoe norse, otobpaxatoLlee sepcuio MO, yCTaHOB/IEHHYIO Ha YCTPOWCTBE.

arw
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PykoBogacTBo no akcniyatauum WEP-200L

5.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

5.4.1 NoameHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKAUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcsl B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

MOHHTOpMHT Radio VAP WDS CeTeBble HaCTPORKN BHewHue cepsrch Cucrema - BLIXOA,

WHdopmauma ob yeTpoicTee Moaynsauua MepeaaHo nakeTos MPHHATO NakeToB

LTEX  WEP-200L

Wi-Fi KnMeHTb! > < OOHOBMTE

WDS
Link Quality RSSI. SNR, TX BW, RX BW, Bpemsa

CTaTACTHRS N0 TAGUKY Nz WMs xocTa  IP-agpec MAC-aapec WHTepdelic Link Capacity Link Quality — Gommon aBM .13 TxRate RxRate Mry Mry paGoTel

v 1 10248073 8a0fba95f8fs wlani-va2 100 (not 100 (not 96 66/-70 29/27 WVHTNSS2-MCS9 VHT NSS2- 80 20 00:02:09

CraHupoBaHue adupa changed) changed) 866.7 MCS7 130

KypHan coBbITHi - .
" Mepenaxo / npuHATo Beero, Gant 84951/47 270 MNepenaHo ¢ oWKGKaMn, NaKeTos 1]

CeTesan MHDOPMALHA MEpPEAaHO { NPUHRTO BCErD, NakeTos 211/ 560 MOBTOPEI Nepefaqy 3a NoCNeAHHA Nepuon, nakeTos 0
' Gait 9 ! 6
VHDOPUALMS 0 MepenaHo / NPUHATE AaHHbX, GailT 79309733 316 OGujee 4UCNO NOBTOPOB Nepefa’l, NaKeTos 16

> epeeit
panuouHTeppencax Mepenano / NPHHATO AAHHBIX, NakeTos 206 / 164 CKOpOCT Nepefaqy / npuema, Koutic  0/0

OFDMé 9 4% 397 %
NSS1-MCS5 55
NSS2-MCS3 )

NSS2-MCS4 o

@ o o m
2 2 2 9
o
N
-

NsS2-MCSé 17
NSS2-MCS7 45 21% 33
NSS2-MCs8 30 14% 17

NS§S2-MCS9 55 26% 0 0%

No — HOMep MOAKMHYEHHOTO YCTPOCTBA B CMUCKE;

Vimsi xocma — ceTeBoe UMs YCTPOICTBa;

IP-adpec — IP-agpec noakoUYeHHOro YCTPOICTBa;

MAC-adpec — MAC-agpec nogxKNHUYEHHOro YCTPONCTBA;

umepagbelic — nHtepdeiic B3anmopeiictema WEP-200L ¢ noak/toueHHbIM YCTPOCTBOM,;

Link Capacity — napameTp, KOTOPbIii 0TO6paxaeT 3PPEeKTUBHOCTb NCMONb30BaHMSA TOUKON AocTyna
MOAY/IAUMN Ha nepeady. PaccumTbiBaeTCs UCXOAA N3 KONMYECTBA NakeToB, NepefaHHbIX Ha Kavkaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAIOLLMX KO3hMLUMeHTOB. MakcumaribHoe 3HauyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefarnTcs A0 KIMeHTa Ha MakCMMasibHOW MoaynAaunn AN MakCUMasibHOro Tvuna nss,
noAepXX1MBaemMoro KfiMeHToM). MuHuMmanbHoe 3HaueHne — 2% (B ciydyae, Koraa naketbl nepeaatoTcs Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbiBaeTcs
3a nocnegHune 10 c;

Link Quality — napameTp, KOTOPbIi 0TOBPaXaET COCTOSAHME /INHKA A0 KNNEHTA, pacCymTaHHbIl Ha
OCHOBaHMKN KO/IMYeCcTBa PeTPaHCMUTOB NakeToB, OTNPaBEHHbIX K/TMEeHTY. MakCcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbITKM), MUHUMasIbHOE 3HadYeHne — 0% (Hu
O/INH MaKeT A0 KNMEeHTa He 6blN YCNeLIHO OTNpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 c;

Link Quality Common — napameTp, KOTOPbIi 0TO6PaXaeT COCTOSAHME NINHKA A0 KIMEHTA, pacCUnUTaHHbIi
Ha OCHOBaHWM KONN4YecTBa peTpaHCMUTOB NaKeToB, OTNPAaB/IEHHbIX KNMEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUINCL C NEPBOIA NOMNbITKM), MUHUMabHOE 3HaveHne — 0% (Hu
O/INH MakKeT A0 KNMeHTa He 6blN YCNeLIHO OTNpaB/eH). 3HaueHre napaMeTpa paccumTbiBaeTcs 3a Bce
BPeMs NOAK/OUYEHUS KITNEHTE,;

RSSI — ypoBeHb NpUHMMaEMOro curHana, abw;

SNR — oTHoLLeHune curHan/wym, ab;

TxRate — kaHa/lbHas CKOpPOCTb nepegayun, MouT/c;

RxRate — kaHanbHasa CKOpOCTb Npuema, MouT/c;
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PykoBogacTBo no akcniyatauum WEP-200L

Tx BW — nonoca nponyckaHus Ha nepegade, My,
Rx BW — nonoca nponyckaHusa Ha npueme, MI'y;
Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBoZA 60/1€€ pa3BepHyTOil MHGopMaL My Mo onpeaesieHHOMY K/IMEeHTY BbiGepuTe ero B Crmcke.
Moapo6Hoe onucaHue BKKYAET B cebs cneaytoLie napameTpbl:

5.4.2

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsAMO BCe20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX HA NOAK/IIYEHHOe
YCTPOWCTBO NAKeTOB;

lNepedaHo/npuHsAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/IIYEHHOe
YCTPOWMCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNMYeCTBO NakeToB, NepefaHHbIX C OLWMOKaMy Ha NOAKIHUYEHHOe
YCTPOWCTBO;

lMosmopsbI nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepefayn Ha
NOAKNOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KosiM4yecTso NOBTOPOB Nepesayn Ha NoAKN0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.

MoameHo «WDS»

B nogmeHto « WDS» BbIBOAUTCA MHPOPMALUA 0 COCTOSAHMM nogksitodeHHbIx no WDS Touek goctyna WEP-200L.

MOHUTOpHHr  Radio VAP WDS

WEP-200L

(TEX

CeTesble HACTPOWKN  BHELUHHE CepBucsl  CUCTeMa - (bixon

WI-FI KNHEHTBI i OBHoBMTL

wDs >

Ne MmmxocTa IP-agpec  MAC-agpec WuTepcpeiic  Link Capacity  Link Quality Link Quality Common  RSSI,ASM SNR,A5 TxRate  RxRate TXBW, MMy RXBW, MMy Bpems pagorsl

CraTueTiKa no Tpagiky v 1  WEP200L 10248081 e8:28.cl.dach:05 wian1 90 (not changed) 100 99 -63/-61 19/19  OFDM54 VHTNSS2-MCS6 117 20 20 11:03:15

Crarmposatine sdmpa

KypHan coosITHit
CeTesan uHpopMauua

Ucpopuauys o
panuouHTeppeiicax

WHpopMawya o6 ycTpoiicTee

MepenaHo / NPUHATO Beero, GaAT
Mepenano / NpUHSTO BCEro, NakeTos
Mepeaaxo / NPHHATO AaHHLIX, GaHT

Mepeaano / NPUHATO AaHHBIX, NakeToB

53934 606/ 4 938 701

158 090 / 21 493

48 384 767 / 2 366 142

150 161/ 13 564

Mogynsus
Dsss2
OFDM8
OFDM24
OFDM36
OFDM48
OFDM54
NSS1-MCS4
NSS1-MCS7
NSS2-MCS0
NSS2-MCS1
NSS2.MCS2
NSS2-MCS3

NSS52-MCS4

Mepenako naketos
2

7929

5

114

3311

146710

© o o © o o o

I

S 83 8 3 8 8 8

Mepenana ¢ ownGKamH, nakeTos
MoBTOpbI Nepenay 3a NOCNEAHHI NepHOa, NAKeTos
OBLijee 4HCNO NOBTOPOB NEPEAaHH, NaKeTos
CKOOCTS Niepefiadn / npiena, Koutic
TIpUHATO NakeToR
0 0%
7936 37%

[
[}
0
[
15 0%
0
[
1
1
0
1

)

)

2681

3/0

* Ne — HOMep NOAK/HOYEHHOTO YCTPOWCTBA B CMUCKE;
* VIMs1 xocma — ceTeBoe MMS YCTPOICTBa,;
* IP-adpec — IP-agpec nogk/Il04EHHOro YCTPONCTBa;

* MAC-adpec — MAC-agpec noAak/I04eHHOro YCTPOWCTBa;

* MiHmepdgpelic — nHTepdelic B3anmogerictens WEP-200L ¢ nogknto4eHHbIM YCTPONCTBOM;
* Link Capacity — napameTp, KOTOpbIii 0TOOpaxxaeT a(hheKTMBHOCTb UCMO/b30BaHNs TOUKOW AocTyna
MOAyNALMN Ha nepegady. PaccumTbiBaeTcs UCX04S U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i

MOAY/SLUMKN [0 KMEHTA, N NMOHMKatoLWMX KoadhdmumeHToB. MakcManbHoe 3HadeHme — 100% (o3Havaer,
4TO BCE MakeTbl NepefarnTcs A0 KIMeHTa Ha MakCMMasibHOW MoayNAaunn ANsS MakCMMasibHOro Tvna nss,
noaAepXnBaeMoro KImeHToM). MruHumanbHoe 3HaueHne — 2% (B cryyae, Korga nakeTbl nepeaarTcsa Ha
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PykoBogacTBo no akcniyatauum WEP-200L

moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbiBaeTcs
3a nocnepgHue 10 c;

Link Quality — napameTp, KOTOpbIA 0OTO6paXKaeT COCTOSHME SIMHKA A0 K/IMEeHTa, pacCUMTaHHbIN Ha
OCHOBaHWUKN KONNYEeCTBa PETPAHCMUTOB MaKeToB, OTNPAaB/IEHHbIX K/TMEHTY. MakcumasibHoe 3HavyeHne —
100% (BCe nepepaHHble NakeTbl OTNPaBUINCH C NEPBOI NONbLITKMN), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfMH NakeT A0 KMEeHTA He 6blN YCNELIHO OTrnpaB/ieH). 3Ha4YeHe NapaMeTpa paccynTbiBaeTcs 3a
nocnegHue 10 c;

Link Quality Common — napameTp, KOTOPbIi 0TO6paxaeT COCTOAHME NINHKA A0 K/IMEHTa, pacCynUTaHHbI
Ha OCHOBaHWW KOMINYEeCTBa PETPaHCMUTOB NakKeToB, OTMNPAaBNEHHbIX KNUEHTY. MakcMManbHOe 3HayeHne
— 100% (Bce nepefaHHble NaKeTbl OTNPABUINCH C NEPBOIA NOMbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfMH NakeT A0 KNMEeHTa He 6blN YCNeLHO oTnpaB/ieH). 3Ha4YeHe napaMeTpa paccunTbiBaeTcs 3a BCe
BPEMS MOAKNIOYEHNA KITUEHTa;

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abw;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanibHasa CKOpPOCTb nepegayv, Mout/c;

RxRate — kaHanbHasA CKOpoCTb nNpuema, MouT/c;

TX BW — nonoca nponyckaHvus Ha nepegade, MIu;

RX BW — nonoca nponyckaHus Ha npueme, My,

Bpems pabombl — BpeMs COeANHEHUSA.

[Ons BbiBOAa 6onee pasBepHyTO MHChOPMALMK MO ONpeseneHHOMY NOAK/UYEHUIO BbIGEPUTE €ro B CINCKE.
Moapo6HOe onuncaHve BKKYAET B cebsl criefytollime napamerpsl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IHYEHHOe
YCTPOWCTBO NaKeTOB;

lNepedaHo/npuHsAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/TI0YEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KO/IMYECTBO NakeToB, NepefaHHbIX C OLMOKaMu Ha NOAK/IYEHHOe
YCTPOWCTB;

lMosmopsbi nepedayu 3a rnocsaedHull Nepuoo, nakemos — KONNYeCTBO NOBTOPOB Nepefayn Ha
NOAKNOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KONMYeCTBO NOBTOPOB Nepesayn Ha NoAK/IYEeHHoe
YCTPOICTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHasi CKOPOCTb Nepegayun Tpadurka B HACTOALLMWIA
MOMEHT BPEMEHW.
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5.4.3 ToameHto «CTatnUcTuKa no Tpaduky»

PykoBogacTBo no akcniyatauum WEP-200L

B pasgene «CTtaTtucTuka no Tpacmky» oto6paxkatoTcs rpaduky CKOpocTy nepeaaHHoro/noy4YeHHoro
Tpadvka 3a nocregHve 3 MUHYTbI, & TaKKe CTaTMCTUKA O KOMIMYecTBe NepeaaHHoro/nony4eHHoro Tpaguka ¢

MOMEHTa BK/TIOYEHUA TOYKM AO0CTYyna.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka vepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHve 3 MUHyThl. [padvk aBToMaTnyeckn 06HOBNSETCA Kakable 6 CEKYHA,

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NnepeaHHOro/nonyyeHHoro rpadouka
yepes nHTepelicol Radio 2.4 'y, n Radio 5 'y, 3a nocnegHne 3 MUHYTLI. padink aBToMaTn4ecku

06HOBNSAETCA Kaxapble 6 CEeKyH.

L TEX  WEP-200L
Morwmropurr  Radio VAP DS CeTestie HACTpOFKM

Brewrne cepances

WLAND TRx bps

R 0 bps (max 0bps)
@ T 0bps (max: 0ps|

xops

WLANT TwRx kips

R 0 keps (s
@ Tx 0.4 kops (m:

OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — ma nHTepdeinca,

* Bceao nakemos — KONIMYeCTBO YCNELUHO OTMNPaB/IEHHbIX NaKeTOB.;
* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;
+ Om6powWeHOo nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbIX NPV OTMPAaBKE;

* OWubKU — KONNYeCcTBO OLUNOOK.

MepenaHo v

WHTepdheic Bcero nakeToB
LAN 3674
WLANO 0
WLAN1 1031
wlan0-va0 0
wlan0-va1l 0
wlan0-va2 0
wlan0-va3 0
wlanQ-wds0 0
wlan0-wds1 0
wlan0-wds2 0
wlan0-wds3 0

Bcero Gant

3645943

0

410275

0

0

OTGpPOLIEHO NAaKeTOB OWMBKK
0 0
1048 0
2153 0
1048 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
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OnucaHue Tabnuupl «[MPUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeinca,
* Bceao nakemos — KO/M4ecTBO YCNeLHO NPUHATLIX NaKeToB;
* Bcezo 6alim — KOM4eCcTBO YCMEeLHO NPUHATLIX 6aiT;
* Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPY NOSTyYEHUY;
* OwWubKu — KO/IMYECTBO OLLMOOK.

PykoBoacTBo no akcnayatauum WEP-200L

MpuHATO ~
WHTepdpeiic Bcero nakeTtoB Bcero Gant Or6polwweHo nakeToB Ownbku
LAN 11179 1771394 0 0
WLANO 0 0 0 0
WLAN1 527 146015 0 0
wlanQ-va0 0 0 0 0
wlan0-va1l 0 0 0 0
wlan0-va2 0 0 0 0
wlan0-va3 0 0 0 0
wlan0-wds0 0 0 0 0
wlan0-wds1 0 0 0 0
wlan0-wds2 0 0 0 0
wlan0-wds3 0 0 0 0
5.4.4 TogmeHto «CkaHMpoBaHue adompar
B nogmeHto «CkaHMpoBaHue achupa» OCyLLECTB/ISETCA CKaHMpPOBaHUe OKpyXxakLero pagnoaduvpa v
06Hapy>KeH ne cocenHnX To4ek aocryna.
]
wELTEX  WEP-200L
MOHMTOPHHT Radio VAP WDS CeTeBble HACTPORKK BHELLUHUE CEPBMCHI CucTema - (BbIX0M)
WI-FI KNHEHTEI Mocnenwee ckanmpogarue Goino 29.07.2022 12:41:11
WDS
OManasoH SsiD PeXHM 6230NacHOCTH MAC-agpec Kanan | LUWpHHa RSSI, gEM
CTATHCTHER MO TRAGHKY 241y VK_enterprise WPAZ_1X E4:5AD4E2.CAAL 11/20 24
CrannposaHme stpupa > 24Ty VK_enterprise WPAZ_1X E0'DYE3T3:06°F0 11420 -25
HKypHan cobIThit 24Ty VK_portal Open E0:D9:E3:73:06:F1 11/20 -37
CeTesan uHGOpMAUMA 24Ty sdd_wlc_enterprise WPAZ_1X E4-5A'D4FO-6D 62 1120 -45
24Ty AP4_BR15_office10 Open AS:F9:4B:B0:2C:C4 /20 -a7
WHopMauma o
PaAMOUHTEP(pERCaX 24Ty WLC30_sdd1 WPA2 E4:54'D4:FO:6D 61 1120 47
Vrchopmauna ob ycTpoicTee 2.41Ty Sedrakyan_enterprise WPA_1X/WPA2_1X CC:9D:AZ:C2:D4:10 1420 -7
24Ty AP4_BR16_ofiice10 Open A8 F94B'BD2CC3 6/20 -a8
24Ty NIKate_per WPA2 AS:F9:4B:B0:05:43 6/20 -a8
24Ty sdd_wic_enterprise WPAZ_1X E828C1-DACFA? 7/20 -a8
24Ty WPA2 AS:F9:4B:80:05:41 6/20 -48
24Ty AP4_BR14_office10 Open A8 FD4B'BD2CCO /20 -a8
24Ty WPortal Open AS:F9:4B:80:05:42 6/20 -a8
24Ty 802 11r WPA2 A8 FD 4B 'B0-05°47 /20 -49
241y wids_test_wep2ac WPA2 ED:D9:E3:70:98:90 6/20 -49
241y ci-cd_hotspot_auth Open E0:D9:E3.72:B0.80 /20 -49
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PykoBogacTBo no akcniyatauum WEP-200L

Mocne HaxxaTusi Ha KHonky «CkaHMpoBaTb» npoLecc byaeT 3anyLleH. [ocne 3aBepLueHns CKaHMPOBaHUS
NOSIBUTCS CMUCOK 0GHaPYXXEHHbIX TOYEK JOCTYNa U MHPOPMaLUS O HUX:

+ [luana3oH — yKa3blBaeTca auanasoH 2.4 'y unm 5 I'Tu, B KOTOPOM 6blia 06HapyXeHa Toyka AoCTyna;
SSID — SSID o6Hapy>XeHHOW TOYKN AOCTYNa;

* Pexum 6e3onacHocmu — pexmnm 6e30nacHOCT! 06HapYXXEHHOWN TOUKM AOCTYNa;

* MAC-adpec — MAC-agpec o6HapyXeHHOI TOUKM A0CTYyNa;

* KaHasi/lLlupuHa — pagmokaHas, Ha KOTOPOM paboTaeT 06HapyXXeHHasa Touka AOCTyna;

* RSSI — ypoBeHb, C KOTOPbIM YCTPOWCTBO NPUHMMAET CUTHaUT OGHAPYXXEHHOM TOYKK A0CTYyna, ABM.

© Bo Bpems OCYLLECTB/IEHNS CKAHMPOBaHWSA adhmpa pagronHTepdelic ycTpolicTea 6y4eT OTK/IHOUEH, UTO
npuBeaeT K HEBO3MOXHOCTY Nnepeaayun aaHHbIX A0 Wi-Fi KTMEHTOB BO BpeMsi CKaHWPOBaHUS.

5.4.5 MoameHto «KypHan cobbITU»

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,
cofepxaluii cnegyoLLyo HhopMaLmio:

=L TEX  WEP-200L

MonuTopnir ~ Radic VAP WDS  CeTeBbie HacTpofikn  BHElWHWe cepBuchl  CHCTEMA - (Bbixod)
Wi-Fi KnueHTes! = OGHOBHTL @ OYHCTUTE
WDS
Oata u epeMs Tun Mpouece CootweHne
CrarucTika ne Tpatury Jul 29 12:41:11 daemon.info scanwlan[1094] scan on interface wian{’ finished
CKaHHpoBaHHe agupa Jul 28 12:41:11 daemon.info scanwlan[1094] scan on interface ‘wian(' finished
HypHan coBbITHi > Jul 29 12:40:43 daemon info scanwlan[1094] start scan on interface 'wlan1'
CeTeBan MHpOPMALYA Jul 29 12:40:43 daemon info scanwlan[1094] start scan on interface ‘wian0'
WHepopwauns o Jan 1 03:00:28 daemon.info networkd[320] DHCP-client: Interface br0 obtained lease on 10.24.80.69
panuouHTEpOEiicax Jan 1 03:00:28 daemon.info networkd[320] Networkd started
WhdopmaLua ob yeTpoiicTae Jan 103:00:27 auth.info sshd[600] Server listening on 0.0.0.0 port 22.
Jan 1030027 auth info sshd[600] Server listening on -~ port 22
Jan 1030027 auth info sshd[600] Server listening on 0.0.0.0 port 830
Jan 103:00:27 auth.info sshd[600] Server listening on :- port 830
Jan 103:00:27 daemon.info syslogd[604] started: BusyBox v1.21.1

« [ama u Bpemsi — gata 1 BpeMsi, korga cobbiTe Obl/1I0 CTEHEPUPOBAHO;
+ Tun — KaTeropusi 1 ypoBeHb BaXKHOCTN COObLITUS;

+ [poyecc — nms npouecca, CreHepMpoBaBLUEro COOOLEHNE;

+ CoobuwjeHue — onucaHmne coobITus.
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Tabnuua 6 — OnucaHve Kateropuii BaXKHOCTU COObITUI

YpoBeHb
0

a b WO N

(o))

Tun BaXHOCTN COOGLLEHNIA

UpesBblyaiiHble (emergency)
CurHanbl Tpesoru (alert)

Kputunueckue (critical)
Owwn6boyHble (error)
MpeaynpexaeHus (warning)

YBegomneHus (notice)

NHgopmaumoHHble (informational)

OTtnagouHble (debug)

PykoBogacTBo no akcniyatauum WEP-200L

OnucaHue

B cucteme npomsoLuna Kputmyeckasi oLmoka,
cucTtema MOXeT paboTaTb HenpaBW/IbHO

Heo6x0AMMO HEMe//IeHHOe BMELLIATe/TbCTBO B
cuctemy

B cucteme npomsoLuna kputnyeckas owmnoka
B cucteme npousoLuna owmnbka
MpeaynpexneHue, HeaBapuiitHOE CO0O6LLIEHNE

YBefjoM/1eH/e CUCTEMbI, HeaBapuiiHoe
cooblleHne

NHhopMaLmOoHHbIE COOBLLEHNSA CUCTEMBI

OTnagoyHble cOobLEeHNS NPefoCTaBNAT
nosib30BaTento HopMaLuio A1 KOPPEKTHOW
HaCTPOWKN CUCTEMBI

[ns nonyyeHnsa HOBbIX COOBLLEHNIA B XXypHaU1e COObITUIA HEOOXOAUMO HaxaTb Ha KHOMKY «OGHOBUTb.

Mpy HEOGXOAMMOCTM BCE CTapble COOBLLEHNS U3 XXypHa/Ia MOXHO YA/ IUTb, HAXKaB Ha KHOMKY «OUNCTUTb».

5.4.6 ToameHio «CeTeBas nHopmMaumnsa»

B nogmeHto «CeTteBasa uHopmayusa» ocyLLEecTBNSETCA MPOCMOTP OCHOBHbIX CETEBbIX HACTPOEK YCTPONCTBA.

(TEX

MOHUTOPMHI Radio VAP

WI-Fi KNHEHTRI

CTaticTuka no Tpadmry

WEP-200L

wWDS CeTeBble HACTPOIiKH BHELUHWE CEPBHCHI cuctema

Cratyc WAN

WwDS VHTepderc  bro

MpoTokon DHCP

IP-aapec 10.24 3069

CKaHnpoBatue agnpa

MpuUHATO

KypHan coBeiti
: MepefaHo

CeTesan MHAOPMALWH > Ethernet

656.5 K6aitT (672 211 6aiiT)

1.4 MGaidT (1 519 136 HaiT)

WHchopmauma
pafuouHTepdeRcax

@ CoCToAHKE nopTa Up

CKopoCTh 1000

Hghopmauma o yeTporcTee

Aynnekc Full
ARP ~
Ne IP-agpec

0 10.24.80.1

MapLupyTbl ~
Ne HHTepderc HasHayenmne
0 bro 0.000

1 bro 10.24.80.0

MAC-agpec

E0:D9.E3.EBE1:40

Linwos Macka ®narn

10.24.80.1 0000 uG

0.0.0.0 2552552550 u

Cratyc WAN:

* MIHmepgbelic — nms bridge-nHtepdeiica;
+ [pomokos1 — NPOTOKO/, MCNoMb3yeMbIli ansa agoctyna k cetn WAN;
+ IP-adpec — IP-aapec yCTpoiicTBa BO BHELLUHEN CETY;
+ lNpuHssMo — KoNn4ecTBO NpUHATBLIX HAa WAN 6anrT;

+ lNepedaHo — KoNn4ecTBO NepeaaHHbix ¢ WAN 6alirt.
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Ethernet:

PykoBogacTBo no akcniyatauum WEP-200L

+ CocmosiHue nopma — cocTtosiHme Ethernet-noprta;
+ CKopocmb — CKOPOCTb NogkntoyeHus no nopty Ethernet;
« Aynsekc — pexuMm nepegayn faHHbIX:

ARP:

Full — nonHblin gynnekc;
Half — nonygynnekc.

B ARP-Tabnuue cogepxumTcsa nHopmaums o cootseTcTeun IP- n MAC-agpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;
+ MAC-adpec — MAC-agpec ycTpoiicTBa.

MapLipyThbl:

* MlHmepgpetic — nms bridge-nHtepdeiica.

HasHaueHue — IP-aipec xocTa uim NoACeTV Ha3HaYeHWS, 10 KOTOPbIX YCTAHOB/IEH MapLUPYT.
L3 — IP-agpec Wwno3a, Yyepes KOTopbIiA OCYLLIECTB/ISETCA BbIXOA Ha agpecara.

Macka — macka nogceTw.

®1azu — onpefeneHHbIe XapakTepUCTUKN AaHHOTO MapuipyTa. CyLecTByOT Cliefylime 3Ha4eHUs
donaros:

U — yKkasbIBaeT, UTO MapLUpyT CO3aH ¥ AB/ISETCA NPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHoM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHWI W3, CeTeBol MHTepdelic cuctembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre MmapLupyTbl NPOXOAAT
yepes BHeLWHWe wo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C
NPAMbIM NOAK/THOYEHNEM.

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, bbl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTM3aumm, paboTaloLymM Ha NIoKasTbHOM cucTeme, nocpeacTBOM napameTpa reinstate.

D — ykasblBaeT, UTO MapLUpyT 6bls1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHNs
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHnst ICMP Redirect, mapLupyT Bko4aeTcsa B Tabnvuy MapLupyTm3aunm, 4Tobbl UCKHOYNTD
nepeHanpasneHve a5 nocnefyowmnx NakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSITHO, B pe3ysibTare paboThbl
AVHaMNYeCKOro NpoToKo/1a MapLUpyTM3aLmnm Ha I0KaslbHON cucTeMe 1 NpUMeHeHUs napamerpa
mod.

A — yKka3blBaeT Ha 6ydhepu3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HayeHuss MapLupyTa SBSeTcs OAMH U3 aapecoB AaHHOro
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMmapLupyTusaumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SBNSEeTCA LWMPOKOoBeLaTebHbll agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLLUPYTbI» CYLLECTBYIOT TONIbKO B Bydhepe MapLupyTM3auuun.

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonblesbiM (loopback) nHtepdpelicom ¢ Lenbio MHOWA,
HeXxenun obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe MapLupyTm3aLnn.

I — ykasbIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbes
CUCTEMOM.
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5.4.7 TMoameHo «MHGopmauusa o pagmonHTepgencax»

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos
WEP-200L.

L TEX  WEP-200L

IMOHWUTOPUMHT Radio VAP wDsS CeTeBblE HACTPOHKH BHELIHWE CepBUCHI CucTeMa - (BbIXOd)

Wi-Fi KNHEHTBI Radio 2.4 Ty
WDS Craryc Binto4eHD
CTaTMCTHKA N0 TpadpHKy IMAC-agpec CC2DiAZIES14:D0
Pexum IEEE 802.11b/g/n
CKkaHupoBaHue 3upa
Kanan 1 (2412 MIru)
HypHan cobbiTui
‘ LW1pnHa kaHana, My 20
CeTeBas MHDOPMaLWA Radio 5Ty
MH(opMaLKa o Cratyc  BRKOYSHO

pafMouHTEpdecax >
IMAC-agpec CCoDiAZIES14:D2

VHdpopmaLtA o ycTpoitcTae Pexum IEEE 802 11a/n/ac

Kawan 161 (5805 M)

LW1puHa kaHana, My 80

PagnovHTepdielicbl TOUKM AOCTYNa MOMyT HAXOAUTLCA B ABYX COCTOAHUAX: «BK/IIOYEHO» U «BbIK/THOYEHOY.
Craryc Kaxaoro nu3 pagmovHTepeincos oTpaxaeTcs B O4HOMMEHHOM napameTrpe «Craryc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb JI1 Ha JaHHOM paguovHTepdelice BK/IHOYEHHbIE BUPTYasibHbIE TOUKM
poctyna (VAP) unn WDS. B cnyyae, ecnv Ha pagunonHTepdpelice nmeetcs xoTs 6bl ogHa akTueHast VAP, Radio
Oy4eT HaxoanTbCA B cTatyce «BKMoYeHo», nHaue — «BbIK/ToYeHOo».

B 3aBucmmocTu o1 ctatyca Radio Ans MOHUTOpPUHra 4OCTynHa cneayouan nHpopmayms:
«BbIKNHOYEHOY:

+ Cmamyc — COCTOsIHue paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11.

«BKAOYEHO»:

+ Cmamyc — COCTOsiHue paguovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;

* Pexxum — pexxunm paboTbl pagnonHTepderica cornacHo ctaHgaptam IEEE 802.11;

+ KaHas1 — Homep 6ecrnpoBOAHOIO KaHana, Ha KOTOpoM paboTaeT paanonHTepdeiic;

* LlupuHa KkaHa/1a — WMpUHa NooCkl YacToT KaHas1a, Ha KOTOPOM paboTaeT paavonHTepdeiic.
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5.4.8 MoameHto «MHdopmaumsa 06 ycTpoincTee»

PykoBogacTBo no akcniyatauum WEP-200L

B nogmeHto «MHchopmauma 06 ycTpoiicTBe» 0TOOpaXKeHbl OCHOBHbIE XapakTtepuctukn WEP-200L.

elTEeEX

IMOHMTOPUHT Radio VA

Wi-Fi KNMeHTbl

WDS

CTaTHCTHEA MO TpAgUKY
CraHupoBaHue atupa
KypHan coGblTUi
CeTesan WHopMaLma

VHDOPMALNA O
panuouHTepdeiicax

WHgopwayms of ycTpoAcTee »

WEP-200L

Magenue

AnnapaTHan BepcuA
3asoackon MAC-agpec
CepHiHLIA HoMep
Bepcua NO

PezepeHan sepcua Mo
BepcuAa zarpyadqka
CHCTEMHOE BPEMA
Bpems paGoThl

Z OGHOBMTL

wWDS CeTeBble HAaCTPOHKK BHELUHWE CepBUCHI Cucrema - (BbIXOM)

WEP-200L
w0
CC:9D:A2:E9:14:D0

WP47000029

29.07.2022 12:38:35

0 aH, 00:23:19

* M130esiue — HaMMeHoBaHMe MOLENN YCTPOWCTBA;
« AnnapammHdasi Bepcusi — BepCcus annaparHoro o6ecneyeHnst yCTpoicTBea;
+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-

N3roToBUTENEM;

+ CepuliHbili HOMEP — CEepPUIiHbIA HOMEp YCTPOICTBA, YCTaHOB/IEHHbIN 3aBOA0M-U3rOTOBUTENEM,;
* Bepcusi MO — Bepcusi nporpamMHOro obecrnevyeHnss yCTponcTBa;

* PesepsHas sepcus O — npefblaywias yctaHoBsieHHasa Bepcud MO;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTponcTsa;

« CucmeMHoe BpeMsi — TeKyLMe BPeEMS 1 AaTta, yCTaHOB/IEHHbIE B CUCTEME;

* Bpemsi pabomsbi — Bpemsi paboTbl C MOMEHTa NOC/IeAHEr0 BK/TUYEHUS MW Nepes3arpy3ku yCTpoincTea.
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5.5 MeHw «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

= TEX WEP-200L

MOHWUTOPUHT Radio VAP WDS CeTeBble HACTPOHKK BHelIHWe CEPBUCHI Cuctema n - (Bblxod)

Radio 2.4 Ty > Obwme

Radio 5Ty, Peskim IEEE 802 _11b/g/n v

LNononHUTENEHO ABTOMaTHYECKMIA BbIGop

KaHana
OrpaHn4MTL CNMCOK KaHanos
]

WupuHa kaHana, My 20 v
IMoLWHOCTE CHrHana, AbmM 16 v

KaHankHanA CKopoCTh Auto A
nepefaqu

LononHWTeneHo v

* Pexum — pexum paboTbl MHTepdelica cornacHo cregyrowmmM cTaHaapTam:
+ IEEE 802.11b/g
+ |EEE 802.11b/g/n
+ IEEE 802.11n

* ABmomamuyeckul B8bI60p KaHasia — Npu yCTaHOBNEHHOM ch/iare Touka 6yaeT aBToMaTuyeckm
BblOMpaTb HaMeEHee 3arpy)eHHblii pagnokaHan ans pa6otbl Wi-Fi-uHtepdpeiica. MNpu cHaTom donare
OTKpbIBaAETCA AOCTYN A1 YCTaHOBKM CTaTUYeCcKoro paboyero kaHana.

* KaHas1 — BbIOOp KaHana nepefayv faHHbIX.

+ O2paHuyumsb CrucoK KaHasi08 — Npu yCTaHOBNIEHHOM ch/iare Touka focTtyna 6yaeT UCnosib30BaThb
OrpaHNYeHHbI Nob30BaTeNeM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KaHa10B» HE YCTAHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TOYKa gocTyna 6yaet BbiompaTtb pabounii KaHan U3 BceX JOCTYMHbIX KaHa10B JaHHOro
AmanasoHa yacToT. KaHanbl gnanasoHa 2.4 'uy: 1-13.

* llupuHa kaHasna, MMy — WwnpmnHa Nonockl YacToT KaHas1a, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHMUMaeT 3HaveHusa 20 n 40 Mlu.

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTN CTaTUYECKN
3a/laHHOro kaHana, pasHoii 40 MI'y. KaHan 40 MI'y, MOXHO cyMTaTb COCTOSILLIMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW 06nacTu. 3Tn ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBLIM U
BTOPMYHbIM KaHanamu. MepBuYHbI KaHal MCNOMb3YeTCH KNMEHTaMM, KOTOpble MOAAEPXKMBAIOT TO/bKO
nosaocy nponyckaHusa kaHana 20 My,

« Upper — nepBnYHbIM KaHanom ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mlu;
* Lower — nepBUYHbIM KaHaI0M 6yAeT HMWKHUIA kaHan 20 MI'y, B nonoce 40 Mru,
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* MowHocmb cueHasia, 0bM — perynmpoBka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet
3HayeHue ot 4 o 16 gbm.

* KaHasibHasi ckopocmb repedaqu — OUKCUpPOBaHHas CKOPOCTb 6eCnpoBOAHOM Nepefayn AaHHbIX,
onpegensemas cneundukaumamm ctaHgaptos IEEE 802.11b/g/n.

© B cnyuae, ecn B cnivicke «OrpaHnunTL CMIMCOK KaHA0B» YKasaH HefoCTYNHbIN A5 Bbi6opa KaHaul, OH

OyAeT oTMeyeH cepbiM LBETOM. [11A TOro 4to6bl HOBast KOHpUrypaumsa 6oi1a NnpUMeHeHa Ha To4ke
JocTyna, B cnucke «OrpaHnynTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHasTbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKasaHbl
KaHasbl: 1,6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3meHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoauT cneayoLlee:

« ONS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne no

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHble AaHHble cogepxar
OLWNGKMN. I3MEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByAeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNMCOK KaHasI0B», HE NOAXOAST Nog, onpeaeneHne «OCHOBHOM kaHas» = Lower.

B pasgene «[oNo/IHUTENBHO» OCYLLECTBSETCS HACTPOIKA A0NO/THUTENbHbIX NapamMeTPOB paanouHTepdeiica
yCTpOWCTBA.

JononHuWTensHo v

KOpOTKMA 3allMTHBIA
WHTEpBAnN
STBC O
Mepuol OTNPABKK 100

cny#edHbixX cooBLLeHW,
MC

Mopor qparmeHTaL1mI 2345
MNopor RTS 2347
Arperaumns

KopoTkan npeambyna

WedAnep
Broadcast/Multicast, nar/'c

Wi-Fi Multimedia (WM}

BrnuuTe Q0SS O
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OBSS Coexistence — pexvuM aBTOMAaTMYEeCKOro yMeHbLUEHNS LWMPUHBI KaHauta Npu 3arpyXeHHoMm
paanoadgupe. MNpu ycTaHOBNEHHOM (hriare pexuM BK/IHOYEH.

Kopomkul 3awjumHbili uHmMepsas — NogAePXKKa YKOPOUEHHOTro 3alMTHOro nHTepeasia. Touka goctyna
nepeAaeT AaHHble, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
KNIMeHTaMu, KOTopble Takke NoALepXKMBatoT KOPOTKUI 3alMTHBIA NHTepBaU.

STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAaHNS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTU nepegayn AaHHbIX. MNose JOCTYNHO, TO/IbKO eCNN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica BknoyaeT B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKO/bKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO HE NepefaeT O4vH U
TOT )€ MOTOK AaHHbIX Yepe3 HECKOSIbKO aHTEHH.

lMepuod omnpasku c/yxebHbiX coobweHUl — Nnepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B acpupe. MNapameTp npuHumaet 3HadeHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc.

lNopoz chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHuMaeT 3HadeHus 256-2346, no
yMoyaHumio — 2346.

lMopoe RTS — ykasblBaeT 4y1C/0 GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET Y/YULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IM4ecTBe NOAKMHUYEHHbIX K/IMEHTOB, O4HAKO 3TO YMEHbLUaEeT 06LLYH0 NPOMYCKHYI0 CNOCOBHOCTb
6ecnpoBogHoli cetu. MNpuHMmaeT 3HadeHns 0—2347, no ymonyaHuo — 2347.

Aepezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU.

Kopomkasi npeambysia — ncnonb3oBaHWe KOPOTKOM npeambysibl nakeTa.

Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINO/HAETCS OrpaHnyeHne
nepegayv LMpoKoBeLWaTe/IbHOro/MynNbTUKACTOBOro Tpadimka no 6ecnpoBoAHON ceTu. JIuMnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhrka MOXHO yKa3aTb B NOSABMBLLEMCS OKHe (nak/c).

Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkn WMM (Wi-Fi Multimedia).

Bksroyums QoS — npu yCTaHOB/IEHHOM dh/iare AOCTyMHa HacTpolika yHKUMIA 06ecneyveHnst kKayectTsa
o6cnyxusanua (Quality of Service).
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Oyepeak AIFS cwMin cwMax TXOP Limit

Data 3 (DoH) 7 15 v 1023 v 0

Data 2 (Best Effort)

[
o
-
[*2]
]
4
(=)

Data 1 (Buaeo) 1

7 v 15 v 94
Data 0 (Fonoc) 1 ) v 7 v 47
Station EDCA Parameters
Oyepeak AIFS cwMin cwMax TXOP Limit
Data 3 (@oH) - 15 v 1023 v 0
Data 2 (Best Effort) 3 15 . 1025 v 0
Data 1 (Buaeo) 3 7 v 15 v 94

Data 0 (fonac) 2

)
<
=l
4

47

« AP EDCA parameters — Tabnmua HacTpoek napaMeTpoB Touku goctyna (Tpaduk nepenaeTcs OT TOUKU
[0CTYyNa K KNINEHTY):

* Ouepedb — NpeponpeseneHHble ovepean 418 pas/iMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KONPUOPUTETHASA OYepesb, BbICOKasi NPOMNYCKHasi CNOCOBHOCTb
(npuoputeTbl 802.1p: cs1, cs2).

« Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELb, CPEAHSA NPOMNYCKHas CNOCOBHOCTb U
3afiepxka. B gaHHyto odyepesb OTnpasiseTca 60/bWINHCTBO TPaAUUNOHHBIX [P-4aHHbIX
(npuoputeTsbl 802.1p: cs0, cs3).

+ Data 1 (Budeo) — BbICOKONPUOPUTETHASA ouepefb, MUHUMasIbHbIE 3a1ePXKWU. B AaHHO
oyepean aBToMaTuyeckn obpabdartbiBaloTCA BUAEOAAHHbIE, YYBCTBUTESIbHbIE K BPEMEHN
(npuoputeTsbl 802.1p: cs4, cs5).

+ Data 0 (lF'os10c) — BbICOKONPUOPUTETHASA ovepeb, MUHUMaIbHbIE 3aJePXKN. B faHHOl
oyepean aBToMaTuyeckn obpabdaTbiBalOTCA faHHbIe, YYBCTBUTE/IbHbIE K BPEMEHU, TaKMe Kak
VolIP, notokoBoe Buaeo (npuoputeTbl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi kagpos (dpeliMoB)
OaHHbIX, U3MepAETCA B cioTax, npuHUMaeT 3HadeHns 1-255.

* cwMin — Haya/lbHOE 3Ha4YeHne BpeEMEHN OXnaaHus nepes NoBTOPHOM OTNPaBKoW Kaapa,
3afiaeTcd B MUNUCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHve cwMin He MOXeT npeBbIWaTh 3HavyeHne cwMax.

* cwMax — MakCMMasibHOE 3HavYeHne BpeMeHN OXngaHus nepes noBTOPHOWM OTNPaBKoW kaapa,
3afiaeTcd B MUNUCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMax O0/MKHO ObiTb 60/1bLIE 3HAYeHUs cwMin.
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+ TXOP Limit — napameTp UCNosb3yeTCsA TONbKO ANS AaHHbIX, epefaBaeMbIX OT CTaHLMN KIMeHTa
[10 TOYKM ocTyna. Bo3MOXHOCTb Nepefayn — MHTepBasl BDEMEHM, B MUIIMCEKYHAAX, Koraa
knueHTckas WME-cTaHums umeeT npasa UHMLMUPOBATL Nepegady AaHHbIX N0 6eCnpoBOAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnncekyHa,
« Station EDCA parameters — Tabnumua HacTpOeK NapamMeTpoB CTaHUMKW KnneHTa (Tpadmk nepegaercs ot
CTaHUMW KNIMeHTa Ao Touku gocTtyna). OnucaHve noneli Tabnuubl NPUBELEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapameTpoB pagnovHTepdelica
YCTPOWCTBa, paboTatoLlero B gnanasoHe 5 'y,

- TEX WEP-200L

MOHHUTOPHHT Radio VAP WDS CeTeBble HaCTPOHKH BHELLHHE CepBHChI Cuctema - (Bblxon)

Radio 2.4 [Ty OBwme

Radio 5Ty > Peum IEEE 802.11a/n/ac v

[ononHUTENEHO ABTOMATU4ECKMI BbiGop
KaHana

OrpaHH4uTh CNHCOK KaHanos

LkpuHa kanana, My 80 v
MOWHOCTL CHIHana, ABM 19 v

KaHankHanA CKOpoCTh Auto v
nepegayu

[JononHWTENBHO v

* Pexxum — pexuM paboTbl MHTepdelica cornacHo ctaHgapTam:
+ |IEEE 802.11a
+ |IEEE 802.11a/n
+ |IEEE 802.11a/n/ac

* ABmomamuyeckul B8bI60p KaHasia — NPy yCTaHOBNEHHOM ch/iare Touka 6yaeT aBTOMaTu4eckm
BblOMpaTh HaMMeHee 3arpyXXeHHblil pagunokaHan gnsa pabotsl Wi-Fi nHtepdpeiica. Mpu cHaTom cnare
OTKpbIBaETCA A0CTYN A1 YCTaHOBKM CTaTUYECKOro paboyero kaHasna.

* KaHas1 — BbI6Op KaHana nepefayv faHHbIX.

+ O2paHuyumsp CrucoK KaHasi08 — Npu yCTaHOBNIEHHOM ch/iare Touka focTyna 6yaeT UCrnosib30BaThb
OrpaHNYeHHbI Nob3oBaTenIeM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnyYnTb CNMCOK KAHaU10B» HE YCTaHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO To4Ka gocTyna 6yaet BblbupaTtb pabounii KaHan U3 BceX JOCTYMHbIX KaHa10B JaHHOro
AnanasoHa yacTtoT. KaHanbl gnanasoHa 5 'u: 36-64, 132-144, 149-165.

* lupuHa kaHasa, My — WwnpmnHa Nonockl YacToT KaHasia, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuH1UMaeT 3HaveHuns 20, 40 n 80 MIu.
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+ OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOOGHOCTU CTaTUYeCKn
3aflaHHOro kaHana, pasHoii 40 MI'y,. KaHan 40 MI'y, MOXHO cuMTaTb COCTOSLLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NEePBUYHBIM U
BTOPMYHbIM KaHanamu. MNMepBuYHbI KaHasl MCNOb3YeTCs KNMeHTamu, KOTopble NOoAAEPXKMBAIOT TO/IbKO
nosaocy nponyckaHnsa kaHana 20 M,

+ Upper — nepBuYHbIM KaHasioM 6yaeT BepxHuii kaHau 20 MITy, B nonoce 40 MIy;
+ Lower — nepBuMYHbLIM KaHas1oM 6yAeT HWXHUIA kaHan 20 MMy B nonoce 40 My,

* MowHocmb cueHasia, 0bM — perynmpoBka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet
3HadeHue ot 8 go 19 abwm.

* KaHasibHasi ckopocmb nepedaqu — OUKCpPOBaHHas CKOPOCTb 6eCnpoBOAHOM Nepefayn AaHHbIX,
onpegensemas cneundukaunsamm ctaHgapTos IEEE 802.11a/n/ac.

© B cnyuae, ecn B cnivicke «OrpaHnunTL CMIMCOK KaHAMOB» YKasaH HefoCTYNHbIN A5 Bbi6opa KaHaul, OH

OyAeT oTMeyeH cepbiM LBETOM. [118 TOro Yto6bl HOBast KOHpUrypaumsa 6bi1a NpUMeHeHa Ha To4ke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHM LIBETOM) KaHaslbl.
Mpumep. Ha Touke focTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, No yMmonvaHuio Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnyYmTb CNMCOK KaHaU10B» yKasaHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3meHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoauT cneayoLlee:

« ONS pefakTnpoBaHus OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAatOLLMIA 3HAYeHne no

ymonuaHuto «Upper»,
* KaHasbl 36 1 44 B cnvcke «OrpaHMYnTb CMUCOK KAHA/1I0B» MEHSAIOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He GyfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAE/IEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHve «OCHOBHOM kaHan» = Upper.

B pasgene «[LoNo/IHUTENBHO» OCYLLECTBSETCS HACTPOIKA A0NO/THUTENbHbIX NapamMeTPoOB paanonHTepdeiica
yCTpOWCTBa.

OononHWTeneHo v
Nonaep#xka DFS BrnioyeHo v
KOpOTKUiA 33LLMTHBIMA v
MHTepBan
STBC
Mepuon, oTNpaskk 100
cry#e0Hbix COoBLLEHNRA,
MC
Mopor gparMeHTaLmMm 2346
ropor RTS 2347
Arperauma v
KopoTkaa npeambyna v
LWenep
Broadcast/Multicast, nak/c
Wi-Fi Multimedia (WMM) v
Brno4uTe QOS
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OBSS Coexistence — pexvuM aBTOMAaTMYEeCKOro yMeHbLUEHNS LWMPUHBI KaHauta Npu 3arpyXeHHoMm
paanoadmpe. MNMpu ycTaHOB/IEHHOM do/iare peXxvm BK/THOYEH.
lModdepxxka DFS — mexaHn3M AMHaMM4YecKoro Bbibopa YacToTbl. TpebyeT oT 6ecnpoBOAHbIX YCTPONCTB
CKaHMpoBaTb paavoadmp 1 nsberaTb UCNOb30BaHUSA KaHas10B, COBNaZaoLLMX C KaHaslaMu, Ha KOTOPbIX
paboTalT paavonoKaumoHHble cuctemsl B 5 Ty, gnanasoHe:

* BbIK/1l04EHO — MexaHu3M Bblk/ItoveH. DFS-kaHasbl He f4OCTynNHbI 418 Bbibopa.

* BK/1O4EHO — MeXaHW3M BKJ/THOYEH.

* [MpuHyoumesibHO — MexaHu3M Bblk/toveH. DFS-kaHanbl 4OCTyNHbI 415 Bbl6opa.
Kopomkul 3awyumHbIli uHmMepsas1 — NOAAEPXKKA YKOPOYEHHOIO 3allMTHOIO HTepBasia. Touka gocTyna
nepeAaeT AaHHble, UICNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KNMeHTamu, KOTopble Takke NoALEPXKNBAOT KOPOTKNIA 3aLLMTHbIA MHTepBaJ.
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBAaHUS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTM nepegayn AaHHbIX. MNosie JOCTYNHO, TO/IbKO eCN BbIGPaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO HE NepefaeT O4vH U
TOT )€ MOTOK AaHHbIX Yepe3 HECKOSIbKO aHTEHH.
lMepuod omnpasku c/y»xebHbiXx coobweHUl — Nnepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaloTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumMaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc.
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256—2346, no
yMoO/4aHuio — 2346.
MMopoe RTS — ykasblBaeT 4y1C/0 GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaBboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli cetu. NpuHumaeT 3HadeHns 0—2347, no ymonyaHuo — 2347.
Aepezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU.
Kopomkasi npeambysia — ncnonb3oBaHWe KOPOTKOM npeambysibl nakeTa.
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hniare BbINOHAETCS OrpaHnyeHne
nepefayv LWMpPOKoBeLLaTeIbHOro/My/IbTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaknTe NMMAUT
AN LUMPOKOBELLATENBHOMO Tpadgvka B NOSIBUBLLEMCS OKHe (nak/c).
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia).
Bksroyums QoS — npun yCTaHOB/IEHHOM dh/iare AOCTyMHa HacTpolika yHKUMIA 06ecneyeHnst kKayectTsa
o6cnyxusaHua (Quality of Service).
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Oyepenk AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) - 15 B 1023 v 0

Data 2 (Best Effort)

w
o
-
@
[
-
=]

Data 1 (Buaeo) 1 7

Data 0 (Tonoc) 1

[

Station EDCA Parameters
Oyepeak AIFS cwMin cwMax TXOP Limit

Data 3 (©oH) - 15 . 1023 v 0

Data 2 (Best Effort)

w
[4)
-
=]
%]
o
“
o

Data 1 (Bugeo) 2 7

Data 0 (Tonoc) 3

%]
-

-l
<
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+ AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpadmk nepesaeTcs OT TOUKM
A0CTYyna K KNMEeHTY):

* Ouepedb — NpeponpeseneHHble ovepean 4n1A pas/iMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KONpPUOPUTETHAA OYepe/b, BbiCOKas NPOMNyckHasi CNoCOBHOCTb
(npuoputeTbl 802.1p: cs1, cs2).

« Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELDb, CPEAHSA NPOMNYCKHas CNOCOBHOCTb U
3a/epxkKa. B gaHHylo ovepenpb oTnpaBnseTca 60/1bLUMHCTBO TPaANLMOHHbIX |P-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3).

+ Data 1 (Budeo) — BbICOKONPUOPUTETHAS 04EPEAb, MUHMMasIbHbIE 3aePXKN. B AaHHO
ouyepenn aBTomMmatMyeckn obpabarbiBalTCA BUAEOAAHHbIE, UYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, cs5).

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHAA oYepeb, MUHUMa/IbHbIE 3afepPXKW. B faHHO
ouyepean aBToMaTMyecky obpabarbiBalTCA AaHHbIE, HYBCTBUTE/IbHbIE K BPEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (npnoputetsl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpemsa oxugaHusi Kagpos (peliMoB)
[aHHbIX, N3MepAEeTC B C/i0Tax, MpUHUMaET 3HavyeHns 1-255.

* cwMin — HayaNlbHOE 3HaYeHVe BpeEMEHM OXUAaHUSA nepes NoBTOPHON OTNPaBKol Kaapa,
3afiaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTb 3HavyeHne cwMax.

+ cwMax — MakC/MaslbHOe 3HaYeHne BpeMEHN OXMAaHNA nepes NOBTOPHOW OTNPaBKO kaapa,
3afiaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax f0/mKHO 6bITb 60/1bLUE 3HaYeHns cwMin.

+ TXOP Limit — napameTp NCNO/b3yeTCH TOMbKO A/19 AAaHHBIX, NepefaBaeMbiX OT CTaHUUN KIMEeHTa
[10 TOYKM AocTyna. Bo3MOXHOCTb Nepefayn — nHTepsasl BDEMEHM, B MUIIMCEKYHAAX, Korga
knueHTckas WME-cTaHums umeeT npasa UHMLMNPOBATL Nepegavy AaHHbIX N0 6eCnpoBOAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnncekyHa,

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHLUMKN KineHTa (Tpaduvk nepeaaercs ot
CTaHUMW KNIMeHTa Ao ToukM AocTyna). OnucaHwe noneli Tabnuubl NPUBEAEHO BbILLE.

,ﬂ,ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOHdJI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.5.3 MoameHo «AonosHUTENbHO»

B nogmeHI0 «[lonoNHUTENbHO» OCYLLECTB/IAETCA HACTPOIKa AOMOMHUTENbHbLIX NapaMeTpoB
paavonHTepencos ycTpocTea.

eLTEX WEP-200L

MOHWTOPMHIT Radio VAP WDS CeTeBbIE HACTPOW KN BHELIHWE CEPBUCHI Cucrema - (BbixOM)
Radio 2.4 Ty JononHWTENLHO
Radio 5Ty MmodansHaa W3oNALMA O

OononHUTENBHO >
 [pUMEHHTD ®x OTmeHa

« [106as1bHasi u3o/1siyusi — NPV YCTAHOB/IEHHOM do/iare BK/IOUYAETCA M30M1AUMS Tpadmka Mexay
KnneHTamu pasHbix VAP 1 pasHbix pagnovHTepdeiicos.

[Nsi BCTYN/IeHUsI B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHECEHNs1 HACTPOEK B 3HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «[pUMEHUTb». 151 OTMEHbI U3MEHEHWI HaXXMUTE KHOMKY «OTMEHa».

5.6 MeHo «VAP»
B pasgene «VAP» BbINOHAETCA HACTPOiiKa BUPTYasibHbIX Todek goctyna Wi-Fi (VAP).

5.6.1 MoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoiikn Bcex VAP Ha pagnonHTepdelicax Radio 2.4 I'Tu n Radio
5Tuy. MoXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTyanbHOW ToUKM B pasgenax VAPO-VAP3.

ELTEX  WEP-200L

MOHMTOPHHT ~ Radio VAP WDS  CeTeBbie HACTPOKM  BHEWHME CEpBACEI  CwCcTema o~ BbIX0[)
CymMmapHo > 24TTuy
Pexum TpaHCNMpoBaTE PexuM Band VLAN General Wsonauua
24Ty~ VAP  BKNIOYEHO Be30NacHOCTH VLAN ID ssiD ssiD Steer Trunk Mode General VLAN ID  a6OHEHTOB
VAPO VARD Buiiglioseno m] wep20l_load_test MS a a
VAP1 _
VAPT (O Boiknig4eHo

WEP-20L_2 4GHz-1

VAP2

BbIKiO4EHO

VAP3 s WEP-20L_2 4GHz-2
5Ty> VAPZ O BhIKMio4eHo WEP-20L_2.4GHz-3
5y
Pexunm TpaHcnupoBaTe Pexnm Band VLAN General Wzonsuma
VAP  BknioveHo GesonacHocTn VLAN ID ssio ssip Steer Trunk Mode General VLAN ID  aGoHeHTOB
VAPO Bikliodeno 8] wep20l_load_test MS 5 o 8]
VAP1 BbIKMIOHEHD (=] test_vap 5 O O O
vAPZ (O BhIKo4EH0

WEP-20L_5GHz-2

VAP3

Belkiosero WEP-20L_5GHz-3

+ VAPO-VAP3 — nopsaKoBbIii HOMEp BUPTYasibHOM TOYKM AoCcTyna.
* Bk/1t04eHO — Mpu yCTaHOB/IEHHOM do/iare BUpPTyasibHasi ToUKa [OCTyna BK/IKOYEHa, MHaye — BbIK/Io4eHa.
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* Pexum 6e3onacHocmu — TUN WNPOBaHNS AaHHbIX, UCMONb3yEMbIi HA BUPTYa/lbHOWN TOUKe JocCTyna.

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHumMaTbes MeTka npu nepegadve tpaduka Wi-Fi knvenTtam,
NOAKMOYEHHBIM K faHHoin VAP. MNpy npoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbI
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npw oTkntoueHHOM pexume VLAN Trunk).

+ SSID — umsA BUPTYaUsibHON 6eCnpoBOAHON CETU.

+ TpaHcniuposams SSID — npu yctaHOBMEHHOM chiare BKHOYEHO BelaHune B adonp SSID, nHave —
BbIK/THOYEHO.

* Pexum Band Steer — npu ycTaHOB/IEHHOM ¢h1iare akTUBHO MPUOPUTETHOE NOAK/IOYEHMEe KnneHTa K 5 Ty,
cetn. Ans paboTbl hyHKUUN HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kKaxaoM pagvonHTepderice n
aKTMBMpOBaTb Ha HUX napameTp «Pexum Band Steer».

* VLAN Trunk — npu ycTaHOBNEHHOM chriare aboHeHTy nepeaaeTcs TermpoBaHHbIli Tpaduk.

+ General Mode — npu ycTaHOB/IEHHOM ch/iare paspeLuaercs nepegadya HeTermpoBaHHoro Tpaduka
COBMECTHO C TErMpoBaHHbIM (AOCTYNHO Npu BkAtoYeHHOM pexume VLAN Trunk).

*+ General VLAN ID — c ykazaHHoro VLAN ID 6ygeT cHumaTbea meTka u Tpadmk atoro VLAN npoiiget Ha
KnveHTa 6e3 Tera. [Npu NnpoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbIA Tpaduk byaet
HaBelwwmBaTbCcA MeTka General VLAN ID.

* U3on154yus abOHEHMOB — NP YCTaHOB/IEHHOM (p/iare BK/THOUYEeHa U30/14UmMa Tpadmka Mexany KnmeHTamu
B npefenax ogHoi VAP.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.6.2 TMoameHto «VAP»

\TE WEP-200L

MounTopunr  Radio VAP WDS  CeTeBble HACTPOAKM  BHELUHWE CepBuCbl  CUCTEMa TR (BbIXOM

CymmapHo O6Lwume HacTponKK
BKNIOYEHO
241y
VLAN ID
VAPO >
VAP1

SSID wep20i_load_test_MS
VAP2

a

TpaHcnupoears SSID

Pexnm Band Steer

a

VLAN Trunk

a

General Mode

a

General VLAN ID

<]

M30NALHA aBOHEHTOS

<]

MNoaaepka 802.11k/v
MpHopuTeT DSCP ~

MakcumansHoe 0
KOIMMYECTBO KNHEHTOB

MUHUMANBHBIA -100
YPOBEHB CUTHANA

Peknm De30nacHocTH BhIKMIYEHO hd

O6LIMe HaCTPOKK:

* Bk/1t04eHO — Mpu yCTaHOB/IEHHOM do/iare BUpPTyasibHasi ToUKa [OCTyna BK/IKYEHa, MHaye — BbIK/Io4eHa.

* VLAN ID — Homep VLAN, c koToporo 6yaet cHumaTbcsa MeTka npu nepegade tpadmka Wi-Fi knneHTtam,
NOAK/TOYEHHbIM K AaHHo VAP. Tpu npoxoxaeHnn Tpadinka B 06paTHy0 CTOPOHY Ha HETErMpOBaHHbIN
Tpaduk oT kKNneHToB 6yaeT HaBelumBaTbes MeTka VLAN ID (npw oTkntoueHHoM pexume VLAN Trunk).

+ SSID — nms BUPTYyasibHOIN 6eCrnpoBOAHON CETH.
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TpaHcuposams SSID — npu ycTaHOBNEHHOM thriare BKOYEHO BelaHune B adonp SSID, nHave —
BbIK/THOYEHO.

Pexxum Band Steer — npu ycTaHOB/IEHHOM ch/iare akTBHO NPUOPUTETHOE NOAKOYEHME KveHTa K 5 Ty
cetn. Ans paboTbl hyHKUMN HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kKaxaoM pagvonHTepderice n
aKTMBMpOBaTb Ha HUX napameTp «Pexum Band Steer».

VLAN Trunk — npu ycTaHOBNeHHOM chriare aboHeHTy nepefaeTcs TermpoBaHHbIli Tpaduk.

General Mode — npu ycTaHOB/IEHHOM chfiare paspeLuaeTcs nepegadya HeTermpoBaHHoro Tpadumka
COBMECTHO C TErMpoBaHHbIM (AOCTYNHO Npu BkAtoYeHHOM pexume VLAN Trunk).

General VLAN ID — c yka3aHHoro VLAN ID 6yaeTt cHumatbcs MeTka 1 Tpadvk atoro VLAN npoiiget Ha
KnveHTa 6e3 Tera. [MNpu NnpoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbIA Tpaduk byaet
HaBelumBaTtbcs meTka General VLAN ID.

M3onayusi aboHeHmMos — Npuv YCTaHOB/IEHHOM dofiare BKIoYeHa U30Nauns Tpadrka Mexay KavMeHTamm
B npefenax ogHoi VAP.

lModdepxka 802.11k/v — BKNOUMTbL nogaepxky ctaHaaptos 802.11k/v Ha BUpPTyanbHOI TOUYKe AocTyna.
lpuopumem - BbIGOP cnocoba npuoputusauun. Onpenenser rnosie, Ha 0CHOBaHWUY KOTOPOTro Tpadivk,
nepeparowmiica B pagunonHtepdelic, byget pacnpegensatbcsa no oyepegam WMM:

+ DSCP — 6ypet aHanunsnpoBatbcsa npuoputeT 13 nona DSCP 3aronoeka IP-nakeTa;

+ 802.1p — 6yaeTt aHanu3npoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
NnaxkeTos.

MakcumasibHoe Ko/1u4ecmso K/IUeHMos8 — MakCUMasibHO 4ONYCTUMOE YUC/O NOAK/IHaeMbIX K
BMPTYas1bHON CEeTU KNIMEHTOB;

MuHuMa/ibHbIU ypoBeHb cu2Hasla — YPOBEHb CUTHaNa B AbM, H/XKe KOTOPOro NMpOUCXOAUT OTK/IIoYEeHNe
K/IMEHTCKOro 060pyi0BaHNS OT BUPTYaslbHOMN CETU.

Pexxum 6e3onacHocmu — pexum 6e3onacHoCTV focTyna K 6ecnpoBogHON ceTu:

* BbIK/Il04EHO — HEe UCMNO/Mb30BaTh WNpoBaHve 414 nepefadn AaHHbIX. Touka focTynHa ans
NMOAK/THOYEHMA NHOOOT0 K/IMeHTa.

+ WPA, WPA2, WPA/WPAZ2 — cnocobbl WwnpoBaHus, Nnpy Bbibope o4HOro n3 cnocobos 6yaet
[OCTyNHa cnefyloLas HacTponka:

* Koy WPA — knto4/naposib, Heobxoanmblii o158 NOAKIYEHNS K BUPTYaUlbHON TOUKe
foctyna. [yivHa kntoya coctasnser ot 8 4o 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise — pexxum WwnupoBaHUA kaHasia
6ecrnpoBOAHOl CBA3K, NPY KOTOPOM K/IMEHT aBTOPM3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [ HaCTPOViK1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepBepa. Takxe TpebyeTca ykasaTb kiod agnsgd RADIUS-cepeepa. MNpu BbiGOpe 04HOMO U3
cnoco6oB 6yaeT AOCTyMHa cneayowas HacTpoka:
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RADIUS
[omeH enterprise.service_root
IP-agpec RADIUS cepeepa 192.168.0.1
MopT RADIUS cepeepa 1812
Mapont RADIUS cepeepa @

Mcnonb30Bath akkayHTHH yepes RADIUS

Mcnone306aTe APYIME HACTPOMKK ANA akKkayHTUHrA

IP-agpec RADIUS cepeepa ANA akkayHTUHra 192.168.0.1
Mopt RADIUS cepeepa ONA akkayHTUHMA 1813
Mapone RADIUS cepeepa OnA akkayHTUHME srase &

MepuoarM4eckans OTNPaBKa akkayHTUHMa

VHTEpBAN OTNPaBKM aKKayHTHHra 60

JloMeH — floMeH nosnb3oBaTtesns;
IP-adpec RADIUS cepsepa — agpec RADIUS-cepBepa;
Mopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTOpbI NCNoAb3yeTcst ANst ayTeHTUdMKauum n
asTopusauuu;
lMaposib RADIUS cepsepa — naponb anst RADIUS-cepBepa, NCnonb3yemoro asis ayTeHTugukaymm um
asTopusauuu;
WYcrnonb3osame akkayHmMuHa 4epes RADIUS — npu ycTaHOBNEHHOM donare 6yayT OTNpaBnATbCs
coobueHns «Accounting» Ha RADIUS-cepBep;
Vicnonb3osame Opyaue HacmpoUKu 0/151 akkayHmuHaa:
+ IP-adpec RADIUS cepsepa 07151 akkayHmuHza — agpec RADIUS-cepsepa, nCnosnb3yemoro asis
aKKayHTUHra;
+ lNaposb RADIUS cepsepa 07151 akkayHmuHza — naposnb ana RADIUS-cepBepa, MCnosib3yemMoro ans
aKKayHTUHra;
Mopm RADIUS cepsepa 07151 akkayHmuHa2a — NOpPT, KOTOPbIA 6yaeT Mcnonb30BaH A/19 coopa akkayHTUHIa
Ha RADIUS-cepBepe;
* [Mepuoduyeckasi ommnpaska akkayHmuHaa — BK/IUYUTb NEPUOANYECKYIO OTMPaBKy COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. 3aaatb nHTepBas OTNpaBKn COOOLLEHNIA MOXHO B None
«/IHTepBaUs1 OTNPaBKN akKayHTUHIa».
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MopTanbHas aBTopu3aums
BrNIO4NTL i
HaseaHwe BMpTyansHOro noprana default
Adpec Ana nepeHanpasneHna http://192.168.0.1:8080/eltex_portal/
RADIUS

Kcnons3oBatk akkayHTMHT Yepes RADIUS i

[omeH root
|P-appec RADIUS cepeepa AnA akkayHTWHA 192.168.0.1
MopT RADIUS cepsepa ANA aKKaYHTHHIA 1813
Mapons RADIUS cepsepa ANA KKAYHTUHIA | sseees @

Mepuoan4Eckan 0TNPaBKa aKKayHTHHIA

OrpaH14eHus CKOpocTH

BrniounTh "

VAP Limit Down 0 KouT/C
VAP Limit Up 0 KOuTiC
STA Limit Down 0 KOuT/C
STA Limit Up 0 KOuT/C

[NopTasibHaa aBTopmU3aLInA:

Mpu pexnmax 6e3onacHocTn: BoikiodeHo, WPA, WPA2, WPA/WPA2 Ha VAP focTtynHa HacTpoiika nopTasibHOM
aBTopM3auun.

Bk/siroyums — Npun yCTaHOB/IEHHOM dp/iare aBTopu3alusi nosib3oBateneli B ceTv 6yAeT NPOn3BOANTLCS
nocpeAcTBOM BUPTYaslbHOroO nopTana;

HassaHue supmyasibHo20 rnopmasia — UMsi BAPTYaslbHOro nopTtasia, Ha KoTopblii GyaeT nepeHanpasieH
no/sib30BaTeslb NPV NOAKIHOUYEHNN K CETY;

Adpec 07151 nepeHanpagsieHus — afipec BHELLHEro BUPTyasibHOro nopTana, Ha KoTopblli 6yaeT
nepeHanpas/ieH Nonb3oBaTesb NPU NOAK/YEHUN K CET.

RADIUS:

Ucnonb3osame akkayHmuHa 4epes RADIUS — npu ycTaHOBNEHHOM donare 6yayT OTnpaBnATbLCS
cooblueHns «Accounting» Ha RADIUS cepsep;

JomeH — AOMeH nosnb3oBartens;

IP-adpec RADIUS-cepsepa 0151 akkayHmuHza — agpec RADIUS-cepBepa, ncnonb3yemoro assi
aKKayHTUHra,;

Mopm RADIUS-cepsepa 07151 akkayHmMuHaa — nopT, KOTOPbIA ByAeT NCNoNb30BaH A7151 Coopa akkayHTUHra
Ha RADIUS-cepBepe;

lMaposnb RADIUS-cepsepa 0151 akkayHmuHaa — naponb ansa RADIUS-cepsepa, ncnosnb3yemoro ans
aKKayHTUHra,;

lMepuoduyeckas omnpaska akkayHmuHa2a — BK/TOUYNUTb NepUoaNYecKyo OTNpaBky cO0OLLEeHUI
«Accounting» Ha RADIUS-cepBep. 3agaTb MHTEpBasT OTNPaBKM COOBLLIEHNIA MOXHO B nose «HTepBan
OTMPaBKM akKayHTUHIa».

OrpaHnyeHne CKOpPOCTU:

lMokaszamb — aKTUBMPOBATb M0J1e HACTPOEK;
VAP Limit Down — orpaHu4eHue nponyckHOi CNoCOBHOCTM B HanpaB/eHUN OT TOYKM A0CTyna Ao
KTMEHTOB (B CyMME), NOAK/THUEHHbIX K AaHHoli VAP, K6nT/c;
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+ VAP Limit Up — orpaHuyeHve NponyckHOW CNoCOBHOCTM B HAnpaB/IEHUN OT K/IMEHTOB (B CyMME),
NOAK/MOYEHHbIX K gaHHon VAP, oo Toukn goctyna, K6ut/c;

+ STA Limit Down — orpaHuyeHune nponyckHOW CNOCO6HOCTM B Hanpas/eHn OT TOUKM AocTyna Ao
K/TMEHTOB (KaXXA0ro B OTAE/NbHOCTM), NOAKMOUEHHbIX K AaHHON VAP, Kout/c;

+ STA Limit Up — orpaHuyeHune nponyckHoi cnoco6HOCTM B HanpaBieHUN OT KIMEHTOB (KaXaoro B
OTAENbHOCTM), NOAKMOYEHHbIX K AaHHO VAP, 1o Toukn goctyna, Kout/c.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.7 MeHw «<WDS»

B meHto «WDS» BbINOMHAETCA HacTpoiika 6ecnpoBofHbIX MocToB Mmexay WEP-200L.

© Mpu koHduryprposaHu WDS-coeuHeHNsi HeO6X0AMMO, UTOBbI Ha YCTPOMCTBAXx, KOTopble ByayT
coeanHATbCA No WDS, B HacTpoiikax paanonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1
LIMPpUHA KaHana.

5.7.1 NoameHto «WDS»

CITEX  WEP-200L

MoHUTOpUHT Radio VAP WDS CeTeBbie HacTpoim BHelUHWe cepemnchl Cuctema u -

W
=1
=

WDs » 24Ty | 5My
Brntoveno
Pesum GesonacHocTi WPAZ v
Koy WPA [RR— -
MAC-appec paguonHTepcheiica CC-90- A2 F2-5A:50
WuTepdeincsl WDS

WnuTepdeinc Betpeunsii MAC-appec KananbHas ckopocTb nepepaqn

wlanf-wds0 [ Auto .5

wlan0-wds1 [ Auto v

wlan0-wds2 [ Auto e

wlanf-wds3 [ Auto v

Bo Bknagkax «2.4 I'Tu» n «5 Iu» BbIGUpaeTcs pagnonHTepgeinc ycTpoicTea, Ha KOTOPOM He06X04MMO
nocTpouTb 6ecnpoBOAHON MOCT.

* BK/104eHO — Npy YCTaHOB/IEHHOM (priare pexvmM 6ecnpoBOLHOr0 MOCTa BK/IOUEH, MHAYe — BbIK/THOYEH.
* Pexum 6e3ornacHocmu — pexum 6e3onacHocTy focTyna Kk 6ecnpoBoAHON CeTu:
* Bbik/1t04UMB — HE UCNOMNb30BaTh LWN(POBaHNE ANS nepefayn AaHHbIX;
+ WPA2 — cnoco6 wudgpoBaHus, Npu BbiIbope KOTOPOro 6yAeT AOCTynHa cneaytoLuian HacTporika:
* Koy WPA — knio4/naponb, HE0O6X0AMMbI A5 NOAKIYEHMS K BCTPEYHOW ToUke AocTyna.
[nvHa knioya coctaenser ot 8 o 63 cMMBOOB.
+ MAC-adpec paduouHmepgpelica — MAC-agpec pagmonHTepgieinca gaHHOro ycTpomncTaa;
* MlHmepcpetic — BbIGOP M BKNtoveHNe WDS-nHTepelica, Ha KOTOpOM GyAeT NOCTPOEH 6ecnPOBOAHONA
MOCT.

43



PykoBogacTBo no akcniyatauum WEP-200L

* BcmpeuHbil MAC-adpec — MAC-agpec pagnonHtepdeiica BCTPEYHOrO YCTPOICTBA, A0 KOTOPOro
HacTpamnBaeTcsa 6ecnpoBOAHON MOCT.

* KaHasibHasi ckopocmb repedaqu — OUKCUpPOBaHHas CKOPOCTb 6eCnpoBOAHOM Nepefayn AaHHbIX,
onpegensiemas cneundukauymamm ctaHgaptos IEEE 802.11. ns kaxaoro nHtepdpeica Bbibnpaetcs
NHAMBUAYANTbHO.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpI/IMeHI/ITb». .U,I'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.8 MeHo «CeTeBble HACTPOWNKN»

5.8.1 MoameHo «CnuctemMHas KoHdurypaums»

=l TEX WEP-200L

MOHWTOPKHHT Radio VAP WDS CeTeBble HACTPOHKK BHeLHWe CepBUCEI Cuctema -~ (BbIXOO)
CHCTEMHAA KOHDMIYpaLMA > Mima xocTa WEP-200L
Hoctyn MeorpadH4eckui root
JOMEH
VLAN ynpasneHma Forwarding b
WLAM ID
MpoToken Static b
CraTu4eckui IP 192.168.1.10
CeTesan Macka 255.255.255.0
N3

MNepBU4YHbIA DNS

BTOpWYHEIA DNS

* MIMsi xocma — ceTeBOe UMS YCTPONCTBa, 3afaeTcs cTpoka 1—63 CMMBO/IOB: /TAaTUHCKME 3arnaBHble U
CTPOUYHbIe BYKBbI, LMPbI, 3HAK AedInC «-» (Aedmc He MOXET GbiTb NOC/IeAHUM CUMBOJIOM B UMEHW);

+ [eocpacpudeckuli 0oMeH — [OMEH y3Nna AepeBa yCTPONCTB cucTemsl yrnpasneHus EMS, B koTopom
pacnonaraeTcs Touka JOCTyna;

* VLAN ynpas/neHus:.

* Bbik/moyeHo — VLAN ynpaBneHusi He NCnosb3yeTcs;

« Terminating — pexum, npu koTopoM VLAN ynpaBneHus TepMUHMPYETCS Ha Touke aocTyna (B 3Tom
C/lyyae y K/IMeHTOB, NMOAK/THYEHHbIX Yepe3 paavonHTepdienc, HeT goctyna o gaHHoro VLAN. Mpu
HacTpoeHHOM Ha Touke goctyna WDS, gaHHbIin pexxum VLAN ynpaBneHus He OCTyNeH A/s
BblGOpa.);

* Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeiic
(npu cooTBeTcTBYtOLLEN HAacTpoiike VAP).

* VLAN ID — ngentudonkarop VLAN, ncnonb3yemsblii Ans goctyna K yCTPoncTBy, NPUHUMAET 3HAYeHUs 1—
4094;
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+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY 6yAeT OCyLLecTBAATLCA nogknodeHune no Ethernet-
NHTepdpecy yCTPOICTBa K CETU NpeaocTaB/IeHns ycayr nposagepa:

* DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w03 no
YMOJTHaHWIO N gpyrve napameTpbl, Heobxoanmble a5 pabdoTbl B ceTw, OyayT nonyyeHsl ot DHCP-
cepBepa aBTOMaTU4eCcKy;

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxognMble napameTpbl Ha WAN-
NHTEepdenc HazHavarTcsa ctatuyecku. Mpu Boibope Tuna «Static» ANs pegakTMpoBaHMsa CTaHyT
[AOCTYMHbI CefytoLme napameTpsbl:

+ Cmamuyeckul IP — IP-agpec WAN-uHTepgoeiica ycTpoiicTea B ceTu npoBaiigepa;

+ Cemesasi Macka — Macka BHeLLHel noaceTy;

* L1103 — apgpec, Ha KOTopbIi OTNpaBNsAETCA NakeT, eCAv ANS Hero He HangeH MapLupyT B
Tabnuue mapLipytTmsaumm,

* lNepsu4yHbil DNS, BmopuuHbili DNS — IP-appeca DNS-cepeepoB. Ecnu agpeca DNS-cepBepoB He
HasHavalTCcsa aBTomMartmyecky no npotokony DHCP, 3agaiite nx Bpy4Hyto.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.8.2 ToameHto «JocTyn»

B nogmeHto «40CcTyn» Npon3BoAUTCA HaCcTpoiika focTyna K ycTpoicTBy nocpeactsom Web-uHtepdeiica,
Telnet, SSH, NETCONF n SNMP.

« [nAa BkNOYeHUsA gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpoTue «WEB». B NosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NOMeHsiTb HTTP-nopT (no ymonyaxuio 80).
[nanasoH 4onycTUMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTAHOB/IEHHOIO No ymonyaHuto, ¢ 1025 no 65535
BK/THOUUTESBHO.

+ [nAa BKNOYeHUA aocTyna K ycTpoicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMosnyaHuto 443). inanasoH AonyCcTUMbIX 3HAUYEHUIA MOPTOB, MOMVMO YCTAHOB/IEHHOTO MO YMOJTYaHWo, C

1025 no 65535 BKIHOUMTENBHO.
© nMoptbl Ans npotokonos HTTP 1 HTTPS He J0/KHbI UMETb O1HAKOBOE 3HAYEHMe.
+ [na BkNoveHUsa goctyna K yctpoiictey vepes Telnet yctaHoBuTe donar HanpoTtus «Telnet».

+ [InAa BKNOYEHUA AocTyna K ycTpoicTBy Yepes SSH yctaHoBuTe ¢hnar HanpoTtus «SSH».
+ [Ona BknoveHusa goctyna K yctporictsy yepe3 NETCONF yctaHosute donar Hanpotmue «NETCONF».
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= TEX WEP-200L

MoHUTOpWHT Radio VAP WDS CeTeskle HACTPOIKK BHeLLHWE cepBMCEl Cucrema - (BbIX0O)

Wi
CucTemHas koRdwmrypauma WEB

HNoctyn > HTTP-nopt a0
WEB-HTTPS
HTTPS-nopr 443
Telnet
SSH
NETCONF
SNMP

Mapone Ha YTeHwe public
Maponk Ka sanuce private

Agpec anA npuéma
Tpanoe v1
Agpec anA npuéma
Tpanoe v2

Agpec anA npuéma
cooBlenuit Inform
CuctemHoe UMA WEP-200L
yCTpoACTEa
KoHTaxTHaA uHopraLma Contact
MPOMZE0ANTENA
MecTononoxexue Russia
yCTpoACTEa

Mapons e Tpanax trap

MporpammHoe o6ecnedeHne WEP-200L no3BonsieT M3aMeHsiTb KOHUrypauuio ycTpoicTBa, NPOBOANTb
MOHUTOPUHI COCTOSAHMS TOUYKM AOCTyna 1 eé€ AaT4yMKoB, a Takke ynpas/isaTb YCTPONCTBOM, UCNO/b3YSA MPOTOKON
SNMP.

Ons nameHeHna Hactpoek SNMP yctaHoBuTe doniar Hanpotue «<SNMP», nocrie vero ans pegaktnpoBaHus
CTaHyT AOCTYNHbI cneaywowme napameTpbl SNMP-areHTta:

Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSTLI: public);

Maposib Ha 3anuck — Naposib Ha 3anuchb NapameTpoB (06LENPUHATBLIN: private);

Adpec ons npuéma mparnos vl — IP-agpec nnn ooMeHHoe UMs NnpueMHuka coobuleHmii SNMPv1-trap B
copmate HOST [COMMUNITY [PORT]];

Adpec 0715 npuéma mparnos v2 — |IP-agpec nnn gOMeHHoe nms NpuemMHuka coobuleHmii SNMPv2-trap B
topmate HOST [COMMUNITY [PORT]];

Aodpec 015 npuéma coobweHuli Inform — IP-agpec nnm goOMeHHoe UMS NpueMHuKa cooblieHwnin Inform B
copmate HOST [COMMUNITY [PORT]];

CucmemHoe umsi yempolicmsa — UM YCTPOICTBa;

KoHmakmmHasi uHghopmayusi npou3sooumesisi — KOHTakTHast MHpopmaLmsi NPoOn3BoANTENA YCTPONCTBA,;
MecmononoxeHue ycmpolicmsa — NHopMauus 0 MeCTOMONOXEHUN YCTPOCTBa;

Maposib 8 mMpanax — naposb, coaepxallumiics B Tpanax (no ymonyaHuo: trap).
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Hwxe npuBegeH CNMCoK 06bLEKTOB, NOAAEPXMBAEMbIX A/ UTEHUSA Y KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWUHI NapamMeTPOB TOYKM AOCTYNa MU NOAKIOYEHHbIX KNIMEHTCKMX YCTPOICTB;
* eltexLtd.1.127.3 — ynpaBneHne TO4KO AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4YKkn AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «/TTEKC».

Mogpo6Hoe onucaHue OID WEP-200L gocTtynHo no cneaytoulei cebinke: Onucanne OID na WOP/ WEP-xL,
WEP-20L, WEP-200L.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.9 MeHo «BHellHMe cepBUCHI»

5.9.1 NMoameHto «[MopTasibHass aBTopm3aumns»

MoameHto «MopTanbHasA aBTOpU3aUUs» NpeaHasHaueHo /1 BK/UYEHMs! U HACTpolikn ceperca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

= TEX WEP-200L

MOHHUTOPHHT Radio VAP wDS CeTeBble HACTPOHKH BHELUHWE CEPBMCHI Cuctema - (BbIX0a)

MopTankHan aBTopU3aLMA > BKNIO4UTE

Anpec cepeuca APB ws:/1192.168.1.1:8090/apb/broadcast

* Bksmo4umb — Npu ycTaHOBNEHHOM hriare Touka byaet nogknoyarscs K cepsucy APB, agpec KoToporo
ykasaH B none «Agpec cepsuca APB», onsa obecrnevyeHuns nopTasibHOro poyMuHra K/IMeHToB.

+ Adpec cepsuca APB — aapec cepsuca APB ans nogaepxkm poymMmuHra B pexmme noptasibHo
aBTopu3auuun. 3agaertcs B oopmare: «ws://<host>:<port>/apb/broadcast».

[Nsi BCTYN/IeHUSI B CU/Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHUTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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5.10 MeHto «Cucrtema»

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.10.1 MoameHo «O6HOBNEHME MO ycTpolicTBar

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

I TEX WEP-200L

MOHMTOPMHT Radio VAP WDS CeTeBble HACTPOWKM ~ BHeluHWe cepsucel  CucTeMa - BLIXO[,

OBHoenewrue MO ycTpoicTea » AKTHBHAsA BepcuA MNa

Pe3epsHan sepcna N0
KoHdurypauma

Axmyanstas eepeus 110 docmynHa no adpecy: htip

ltex-co.ru/supportidownloads/
Nepesarpyska
dain oSHoBRNeHUA MO | BeibepuTe Qaiin | @aiin He suiopan
Maponb

KypHan

Nata v BpeMs

+ AkmusHas sepcusi 10 — Bepcusi NporpammMHOro obecrneyvyeHuns], ycTaHOB/IEHHOIO Ha YCTPOICTBE,
pa6oTatoLlas B AaHHbIi MOMEHT;
+ Pe3sepsHasi sepcusi 1O — Bepcusi NporpaMMHOro obecneyeHns, yCTaHOB/IEHHOTO Ha YCTPOWCTBE, Ha
KOTOPYI MOXHO Nepekniountbest 6e3 3arpy3ku gaina MNo;
+ Coenamb akmusHoU — KHOMKa, NO3BONSAOLLLAA cAenaTh pe3epBHyto Bepcuto NO akTUBHON, AN
3TOro NOTpebyeTcd nepesarpyska ycTponctea. AKTuBHas Bepcud MO B 3TOM c/iyyae cTaHeT
pe3epBHOIA.

O6HoBAEHME NPOrpaMMHOIo o6ecnevyeHmns

3arpysuTte chaiin MO c canta http.//eltex-co.ru/support/downloads/ v coxpaHuTe ero Ha KomnbtoTepe. MNocne
3TOr0 HAXXMUTE KHOMNKY «BblGepuTe dann» B none dain obHosneHust N0 n ykaxuTe nyTb K dhaiiny MO B
dopmare .tar.gz.

[na 3anycka npouecca 06HOBMEHNS HEOOXOANMO HaxaTb KHOMKY «3anycTuTb 06HOBNEHME. Npouecc
06HOB/NEHMS 3aliMET HECKO/IbKO MUHYT (0 ero Tekylem ctatyce 6yaeT ykazaHo Ha CTpaHuLe), Noce Yero
YCTPOWCTBO aBTOMAaTUYECKN Nepe3arpy3unTcs.

© He otkniovaiite nuTaHMe yCTPOICTBA 1 He BLINOMHANTE ero nepesarpysky B npoLecce 06HOBIEHUA
no.
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5.10.2 MopgmeHto «KoHdurypaumus»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

= TEX WEP-200L

IMOHMTOPUHT Radio VAP WDS CeTeBble HaCTPOHKK BHellHWe cepBuChl Cucrema - (BbIXOM)

OfHoenenne MO ycTpoicTea Mony4uTL apxua r* Craqatb
KOHIDMIYPAELMK C yCTPORCTEa

KoHgurypauua »
3arpysuTb apxus | BriGepuTte chain | ®ain He BoiopaH
Mepesarpyaka KOHGMIypaLmn Ha yCTpoiAcTso

Mapons

CHpoc Ha 33B0ACKHE COXpaHUTb NapameTpbl 4OCTyNa

KypHan .
HACTPOMKM % CBpoc

Oara u spema

[NonyyeHne KoHUrypaumm

UT06bl COXpaHUTb TEKYLLYIO KOH(IUTYpaLMIO YCTPOCTBA Ha TOKa/IbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKayaTb».

O6HoBNEHME KOHdIMIYpaLmn

[ns 3arpy3ky cOXpaHeHHOro Ha JIoKaJ/lbHOM KOMMbloTepe dainna KoHUrypauum Ncnonb3yeTcs NyHKT
«3azgpy3ums apxus KoHguaypayuu Ha ycmpolcmaso». Ansa 06HOBNEHNS KOH(IUIypauum yCTPoNCTBa HaXXMUTE
KHOMKY «BblGepuTe thaiin», ykaxknute caiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb dhaiin».
3arpyxeHHast KOH(UrypaLumusa npuMeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6QOC yCTQOVICTBa Ha 3aBO/iCKMe HaCTQOVIKM

UT06bI cenaTb COPOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HAXKMUTE KHOTKY
«C6poc». Ecnu aktnempoBaH dhnar «CoxpaHuTb napameTpbl A0CTyNay, T 6yAyT COXpaHeHb! Te napaMeTpsbl
KOHDMrypaLmm, KOTopble OTBEYAKOT 3a AOCTYN K ycTpolicTy (HacTpoiika IP-agpeca, HacTpoiikm focTyna no
Telnet/SSH/SNMP/Netconf/Web).
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PykoBoacTBo no akcnayatauum WEP-200L

[na nepesarpyskn yCTpocTBa HaXKMUTE Ha KHOMKY «lMepe3arpy3skar. MNpouecc nepesanycka ycTpoinctea
3aHUMaEeT NPUMEPHO 1 MUHYTY.

WELTEX

IMOHWTOPHHT Radio VAP

OGHosnexue MO ycTpoicTEa
KOH@Mrypaums
Mepesarpyska >

Mapone

ARypHan

[arta u BpemMA

WEP-200L

WDS CeTeBble HACTPOHKH BHELLIHWE CEPBUCHI Cuctema

Mepesarpyska ycTpoAcTsa < Mepesarpyaka

(BbIXOM)

5.10.4 TMogmeHio «Maponb»

Mpw BXxoge yepes web-uHtepdeiic agMmHucTpaTop (Naponb no yMmonyaHuio: password) MMeeT NosHbIA AocTyn
K YCTPOIACTBY: YTEHME 1 3aNUCH J1H0ObIX HACTPOEK, MOJHbIA MOHUTOPMWHI COCTOSIHWNS YCTPOICTBA.
[nsi cMeHbl Napons BBeAUTE HOBbIV Naposib cHavana B nose «Maponby, 3atem B none «MoarsepxaeHne

napossi» N HAXMUTE KHOMKY «MPUMEHUTbY AN1S1 COXPaHEHWS1 HOBOTO Naposnsi.

»WELTEX

IMOHHMTOPHHT Radio VAP

OBHoBneHue MO ycTpoAcTBa
KoHdgurypaumsa
Mepesarpyaka

Mapons >

RypHan

Nata 1 Bpema

WEP-200L

WDS CeTeBble HAaCTPOUKK BHELIHWE CEPBMCHI Cuctema

Mapons

MoaTeepHaeHe Napons

-

(BbIXOM)
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5.10.5 TlogmeHo «KypHan»

MoameHo «KypHan» npefHa3HavyeHo A1 HACTPOMKM BbIBOAA Pa3HOro poga OTn1af0uHbIX COOOLEeHW
CUCTEMbI B LIeNsIX 06HapyXeHus npuynH npobnem B paboTe yCTponcTaa.

("\
ELTEX WEP-200L
MOHWTOPHHT Radio VAP WDS CETEBLIE HACTPOHKM BHELLHWE CepBMCHI Cuctema n - (BbIX0M)

OGHosnexune MO ycTpoiAcTea Pexim Cepeep u chain v

KoHgurypauma Anpec Syslog-cepeepa syslog.server

Mepesarpyska Mopt Syslog-cepeepa 514

Mapons Pa3mep daiina, kb 1000
JypHan »
Mara u Bpems

* Pexxum — pexum pabotbl Syslog-areHTa:
* Jloka/ibHbIU ¢hali/l — HhopMaLUs XypHasia COXpaHaeTcs B /IOKa/IbHOM doaitnie n AoCTynHa B
web-nHTepdgelice ycTpoiictea Ha BKnagke «MoruTopuHr/XKypHas cobbITnin,
+ Cepsep u ¢halin — nHgopmauus XypHana oTnpasnseTca Ha yaasieHHblin Syslog-cepsep v
COXpaHsieTcs B JIOKa/IbHOM chaiine.
+ Adpec Syslog-cepsepa — IP-agpec nnv gomeHHoe nms Syslog-cepsepa;
* Mopm Syslog-cepsepa — NopT ANs BXoAsiLLmMX coobuieHunii Syslog-cepeepa (no ymonuaxuto 514,
[l0NyCTUMble 3HaYeHust 1-65535);

+ Pasmep ¢palina, kb — makcMmasibHbI pasmep goaiina xypHana (gonyctumble 3HadeHns 1-1000 kB).

[N BCTYNNeHWs1 B CUYy HOBOI KOHCOUIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABMCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeEHUTb». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.

51



PykoBogacTBo no akcniyatauum WEP-200L

5.10.6 MogmeHto «[ata n Bpems»

B noameHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH W/IM C MOMOLLbH NPOTOKO/1a CUHXPOHM3aLMN
BpemeHn (NTP).

5.10.6.1 BpyuHyro

eLTeX WEP-200L

MOHWUTOPMHT Radio VAP WDS CeTeBblE HACTPOMKH BHELLHWE CEPBMCHI Cuctema n - (BblX0d)

OBHoEneHHe MO ycTpoilcTea Pexam @ Bpyuryio O NTP cepeep

i ] q a2 -
KoHDHrypaLma Oara v BpemMa yCTpoACTEa 29.07.2022 13:32:03 | # PenakTvpoeaTs

HacoBoW NoAc Mockea, Poccka v
Mepesarpyska

BHKNIOYMTE NEPEXO] HA NETHES
rapons

BpemsA
KypHan TEpexol Ha NETHEE BPEMA (e ebiGpaHo) | (He enifpaHo) || (He esifpano) B
[1aTa ¥ Bpems > Mepexon Ha 3MMHee BpeMa (e enifpaHo) || (He ewifipaHo) || (He ewiGpano) |B
CLEMT BPEMEHH (MMH.) 60

+ [ama u spemsi ycmpolicmsa — farta v BpeMs Ha YCTPOCTBE B AaHHbIA MOMeHT. Ecnu TpebyeTcs
KOpPEKLUS, HOKMUTE KHOMKY «PefakTnpoBaTb».
+ [ama, spemsi — 3afiainTe TEKyLLY0 AaTy U BPEMS U HaXXMUTE KHOMKY «TekyLlas gata u Bpems»
AN ycTaHOBKM BpemeHu MK Ha ycTpolicTBO.
+ Yacosol rosic — N03BONSET YCTAHOBUTL YaCOBOM NOSIC B COOTBETCTBUM C GAMKaALLIMM ropogoMm B
Bawem pervioHe 13 3afaHHoro cnvcka.
* Bk/1ro4umb rnepexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM doare nepexop Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATMYECKN B 3a4aHHbIli Nepuos BpEMEHMU:
+ [Nepexod Ha iemHee BpeMsi — AeHb U BpeMs, Korga 6yaeT BbINOMHATLCA Nepexos, Ha neTHee
BpeMS.
* [Mepexod Ha 3uMHee BpeMsi — feHb N BpeMs, Koraa OyaeT BbINO/HATLCA Nepexos Ha 3uMHee
BpeMS.
+ CoBue BpemeHu (MUH.) — nepuog, BpeMEHN B MUHYTaX, Ha KOTOPbII BbINOMHAETCA CABUI BPEMEHM.
MoxeT npuHMmathb 3HavyeHme oT 0 4o 720 MuH.
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elTeX

IMOHWUTOPHHT Radio VAP

OfHoBnexue MO yCTpoACTBa
KOH@Mrypaums

Mepesarpyska

Maponk

FRypHan

Narta v BpemA >

WEP-200L

WDS CeTeBble HACTPOHKK BHeLUHWE CEpBUCHI Cucrema

Peim (O Bpy4Hyio @ NTP cepeep
[aTta u Bpema ycTpolicTsa 29.07.2022 13:31:33

NTP cepeep pool.ntp.org

YacoBoi NoAC Mockea, Poccua

BKITOYHTE NEPEXOA HA NETHEE

BpeMA

MNepexo Ha NeTHee BpemA (He ebi0paHo) (He esiGpaHo)

Mepexon Ha SUMHEE BPEMA (He sbifpaHo) (He esiipaqo)
CABWr BpeMeHH (MUH.) 50

n - (BbIXOO)

(He esifiparo) B

(He ebiBpaqo) B

+ [lama u spemsi ycmpolicmsa — fata u BpeMsi Ha yCTPONCTBE B AaHHbIA MOMEHT.
* NTP cepsep — IP-agpec/nomMeHHOe MSA cepBepa CMHXPOHU3aUny BpemeHn. Bo3mMoXHO 3agaTb agpec
nNn BbIGpaTh U3 CYLLECTBYIOLLErO Crmncka.
+ Yacosol rnosic — no3BOMISET YCTAHOBUTb YaCOBOW MOAC B COOTBETCTBUM C GAVKAALLUM TOPOLOM B
Bawlem pervioHe 13 3aaHHOro crnvcka.
* Bksiro4ums repexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop, Ha fieTHee/3rMHee
Bpems OyaeT BbINO/HATLCA aBTOMAaTUYECKN B 3a4aHHbI NepUos BpEMEHU:
* [Nepexod Ha lemHee BpeMsi — [eHb U BpeMs, Korga OyeT BbINOHATLCA Nepexos, Ha fieTHee

BpeMSi.

* [Nepexod Ha 3uMHee BpeMsi — [eHb 1 BPeMS, Koraa GyeT BbINOMHATLCS Nepexos Ha 3UMHee

BpeMSi.

+ CoBue spemeHu (MUH.) — Nepuog, BpeEMEHN B MUHYTaX, Ha KOTOPbIN BbINOHAETCSA CABUT BPEMEHW.
MoxeT npuHumarb 3HavyeHue ot 0 go 720 muH.

[ns BCTyNneHnst B C1ly HOBOW KOHMUIypauun 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcnMyo naMsaTb
HaXKMUTE KHOMKY «[IpuMeHuUmb». ONa OTMEHbl U3MEHEHUI HROKMUTE KHOMKY «OmMeHan.
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6 YnpaB/ieHne YyCTPOMNCTBOM C NOMOLLIO KOMaHAHO CTPOKM

© [ns 0TO6paKEHUS MEIOLLIMXCS HACTPOEK OMNpPeaeNeHHOTo pasAena KOH(UIypaumm BBeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLumm ycTpoiicTBa, HaxkMiTe codeTaHve knasuil (B aHrnniickoin packnagke) — [Shift + 2.
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLUnii pasgen KoHurypaummn BeegmTe kKomaHay — exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

6.1 MoakntoyeHne K yCTpomncTey

Mo ymonyanuto yctpoiicteo WEP-200L HacTpoeHo Ha nony4deHue agpeca no DHCP. Ecnu atoro He
NPOU30LLSIO, NOAKMHOUNTBCA K YCTPOUCTBY MOXHO MO 3aBofckomy IP-agpecy.

© 3asopckoii IP-agpec yctpoiictea WEP-200L: 192.168.1.10, macka nogcetu: 255.255.255.0.

MogxnYeHne K yCTpocTBYy ocylecTBasieTcs ¢ nomowbio SSH/Telnet:

ssh admin@<IP-agpec ycTtpolicTBa>, Aasiee BBOAMM Naposib

telnet <IP-agpec ycTpoiicTBa>, BBOAUM NOTUH 1 Naposib
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6.2 HacTpolika ceTeBbIX NapamMeTpoB

HaCTPOﬁKa CTaTudeCKMX ceTeBbIX NapaMeTpoB TOYKM AoCcTyna

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# br0

WEP-200L(config):/interface/br0# common

WEP-200L (config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — |IP-agpec WEP-200L)
WEP-200L(config):/interface/br0/common# netmask X.X.X.X (rae X. X.X.X — Macka noacetn)
WEP-200L(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepeepa

Ne1)

WEP-200L(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepeepa
Ne?2)

WEP-200L(config):/interface/br0/common# protocol static-ip (13veHeHne pexuma pabotsl ¢ DHCP Ha
Static-IP)

WEP-200L(config):/interface/br0/common# save (coxpaHeHne HaCcTPoeK)

Jo6aBneHune ctatnyeckoro MapLipyTa:

WEP-200L(config):/interface/br0/common# exit

WEP-200L(config):/interface/br0# exit

WEP-200L(config):/interface# exit

WEP-200L(config):/# route

WEP-200L(config):/route# add default (r1e default — HassaHne maplipyTa)
WEP-200L(config):/route# default

WEP-200L(config):/route/default# destination X.X.X.X (rae X.X.X.X — |IP-agpec cetu unun y3na
HasHaueHus, ans aecbonTHoro mappyta — 0.0.0.0)

WEP-200L(config):/route/default# netmask X.X.X.X (rae X.X.X.X — macka cetu HazHauyeHus, A5
aedpontHoro mapiupyta — 0.0.0.0)

WEP-200L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec wno3a)
WEP-200L(config):/route/default# save (coxpaHeHne HacTpoek)

HacTpoiika nonyyeHus ceTeBbIX NnapaMmeTpos no DHCP

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# br0

WEP-200L(config):/interface/br0# common
WEP-200L(config):/interface/br0/common# protocol dhcp
WEP-200L(config):/interface/br0/common# save (coxpaHeHvie HacTpoek)
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HacTpoiika napameTpoB foCTyna no npotokosny IPv4

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# br0

WEP-200L(config):/interface/br0# common

WEP-200L(config):/interface/br0/common# access-rules (nepexo/ B pazaen HacTpoek A0CTyna no
npotokony IPv4)

WEP-200L(config):/interface/br0/common/access-rules# telnet false (rze false — orpannueHne gocryna
no npotokony TELNET k ycTporictBy no ero IPv4-agpecy. [laHHasi HacTponka pacnpocTpaHAeTcs TO/bKO
Ha NOAK/YEHME K YCTPOICTBY no IPv4, noctyn no IPv6 ocTtaHeTcs, ecniv He Gbl/1I0 NPOoM3BEAEHO
COOTBECTBYHOLLEV HACTPOIiKM NO 3anpeTy B pasaene ans IPv6. Jns cHATUS orpaHuyeHns BBeguTe true)
WEP-200L(config):/interface/br0/common/access-rules# save (coxpaHeHvie HacTpoek)

6.2.1 HacTpoiika ceTeBbIX NapamMeTpoB C MOMOLLbIO YTUNTbI Set-management-vlan-mode

HeTernpoBaHHbIVi gocTyn

[Mony4yeHne ceteBbix HacTpoek no DHCP:
WEP-200L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckme HacTpOWKK:

WEP-200L (root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rge X.X.X.X — ctatnyeckuii IP-agpec, Y.Y.Y.Y — macka noacetw, Z.Z.Z.Z — w/to3)

[ocTtyn yepes VLAN ynpaBneHus B pexxume Terminating

[Mony4yeHue ceteBbix HacTpoek no DHCP:

WEP-200L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rae X — VLAN ID,
MCNo/b3yemblil ANs AocTyna K ycTpoiicTBy. Bo3mMoXxHble 3HaueHus: 1-4094)

Cratnyeckme HaCTPOIKN:

WEP-200L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rae X — VLAN ID, ucnonb3yemblii As1s1 AoCTyna K yCTPOIACTBY,
BO3MOXHbIe 3HaueHus: 1-4094; X.X.X.X — ctatnveckuii IP-agpec; Y.Y.Y.Y — macka noacetun; Z.Z.Z.Z —
LLIO3)
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JocTtyn uepes VLAN ynpaBneHus B pexume Forwarding

MonyyeHue ceTeBbIX HacTpoek no DHCP:

WEP-200L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rae X — VLAN ID,
MCNonb3yemsblil 4N 4OCTyNa K yCTPOCTBY. Bo3aMOXHble 3HaueHus: 1-4094)

Cratnyeckme HacTpPOWKK:

WEP-200L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rae X — VLAN ID, ncnons3yewmslii 418 0CTyNa K yCTPOACTRY,
BO3MOXHbIe 3HaueHust: 1-4094; X.X.X.X — ctatnveckuii IP-agpec; Y.Y.Y.Y — macka noacetun; Z.Z.Z.Z —
LLIHO3)

3aBeplLueHne n coxpaHeHne HacTpoeK

WEP-200L(root):/# save (coxpaHeH/e HacTpoek)

6.2.2 HacTtpoiika ceTeBbIx napameTpoB IPv6

© Mo ymonuaHuio JOCTYN K YCTPOICTBY MO NPOTOKOY IPV6 Ha TOuKe A0CTyna OTK/IOUEH.

Bk/loueHne JocTyna K YCTPOICTBY No npoTokosny IPve

WEP-200L (root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# br0

WEP-200L(config):/interface/br0# common

WEP-200L(config):/interface/br0/common# ipvé6

WEP-200L(config):/interface/br0/common/ipv6# protocol dhcp (nonyueHmne cetesbix napamerpos IPv6
no DHCP)

WEP-200L(config):/interface/br0/common/ipv6# enabled true (Bx/itoueHvie gocTyna K yCTPOUCTBY Mo
npotokony IPv6. [1ns BbikItoueHns BeeauTe false)

WEP-200L(config):/interface/br0/common/ipv6# save (coxpaHeHue HacTpoek)
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HacTtpoiika cTaTMyeckux ceTeBbiX NapaMeTpoB IPv6 TOUKM gocTyna

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# br0

WEP-200L(config):/interface/br0# common

WEP-200L (config):/interface/br0/common# ipv6

WEP-200L(config):/interface/br0/common/ipv6# address

XOOOK: XXX XXX XXX XX XXX XXXX (rae

XXX XXX XXX XXX XXX XXX XXX X XXXX — cTatuyeckuin IPve-agpec yctpoiictea WEP-200L)
WEP-200L(config):/interface/br0/common/ipv6# address-prefix-length X (rae X — npecuke
cTatnyeckoro IPvé-agpeca. MpuHumaeT 3HadeHne ot 0 go 128. Mo ymonyaHuto — 64)
WEP-200L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yka3sbiBaeTcs
IPv6-npedomkc, Hanpumep 3211:0:0:1234::/64)

WEP-200L(config):/interface/br0/common/ipv6# dns-server-1

OO0 XXX XXX XXX XXX XXXX/Y

(rae XXXXXXXXXXXXXXEXXXXEX XXX X XXX XXXX/Y — IPvb-aapec DNS-cepepa Nel ¢ npediunkcom)
WEP-200L (config):/interface/br0/common/ipv6# dns-server-2

OO0 XXX XXX XXX X XXX XXXX/Y

(rae XXXXXXXXXXXXXXEX XXX XXX X XXX XXXX/Y — IPvb-aapec DNS-cepBepa Ne2 ¢ npedinkcom)
WEP-200L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/itoueHne ncnonbL30BaHmsA
crtarnyeckux ceteBblx IPv6 napameTpoB. [N nonyvyeHnsa cetesbix napameTpos IPv6 no DHCP Beeaute
dhcp)

WEP-200L(config):/interface/br0/common/ipv6# enabled true (Bk/ntoueHve gocTyna K ycTpocTBY Mo
npotokony IPv6. s BbikNtoueHns Beeaute false)

WEP-200L (config):/interface/br0/common/ipv6# save (coxpaHeHne HacTpoek)

HacTpoiika napameTpoB gocTyna no npoTtokosny IPve

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# br0

WEP-200L(config):/interface/br0# common

WEP-200L(config):/interface/br0/common# ipv6

WEP-200L(config):/interface/br0/common/ipv6# access-rules (nepexos B pasaen HacTpoek AocTyrna)
WEP-200L(config):/interface/br0/common/ipv6/access-rules# telnet false (rae false — orpannuexne
poctyna no npotokony TELNET k ycTpoiicTtBy no ero IPv6-agpecy. [laHHas HacTpolika pacnpoCTPaHSAEeTCS
TO/IbKO Ha MOAK/UEHME K YCTPOICTBY Mo IPv6, gocTyn no IPv4 ocTaHeTcs, eciv He ObI/1I0 MPOM3BEAEHO
COOTBECTBYHLLEV HACTPOIiKK No 3anpeTy B pasaene ans IPv4. Jns cHATUS orpaHuyeHns BBeauTe true)
WEP-200L (config):/interface/br0/common/ipv6/access-rules# save (coxpaHeHe HacTPOEK)

AHaOMMYHO OrpaHNYeHnto focTyna K ycTpoicTBy no npotokony TELNET MOXHO orpaHnM4nTb BO3MOXHOCTb
NOAK/IYEHMSA K YCTPOKCTBY No ero IPve-agpecy no npotokonam: SSH, SNMP, NETCONF, web, web-HTTPS.

58



PykoBogacTBo no akcniyatauum WEP-200L

6.3 HacTpolika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 7 — KomaHgp! 4N HaCcTpoiikn pexmnma 6e3onacHoctn Ha VAP

Pexxum 6e3onacHoCTH KomaHpa Ansa HacTpoiiku pexuma 6e3onacHocTu
Be3 napons security-mode off

WPA security-mode WPA

WPA2 security-mode WPA2

WPA/WPA2 security-mode WPA_WPA2

WPA-Enterprise security-mode WPA_1X

WPAZ2-Enterprise security-mode WPA2_1X

WPA/WPA2-Enterprise security-mode WPA_WPA2_1X

Hwxe npeactaBneHbl npumepbl HAacTpoiikn VAP ¢ pasnnyHbiMn pexnMamu 6esonacHocty anst Radio 51Ty,
(wlan1).

6.3.1 HacTtpolika VAP 6e3 wngposaHus

CospaHue VAP 6e3 wnudpoBaHus

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlan1-va0

WEP-200L(config):/interface/wlan1-va0# vap

WEP-200L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-200L_open' (n3vieHeHve nveHn SSID)
WEP-200L(config):/interface/wlan1-va0/vap# security-mode off (pexuim wchposanns off — Bes napons)
WEP-200L(config):/interface/wlan1-va0/vap# exit

WEP-200L(config):/interface/wlan1-va0# common
WEP-200L(config):/interface/wlan1-va0/common# enabled true (Bk/toueHne BUPTYasIbHOM TOYKY
focTyna)

WEP-200L(config):/interface/wlan1-va0/common# save (coxpaHeHne HacTpoek)
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6.3.2 HacTtpoliika VAP ¢ pexumom 6e3onacHoctn WPA-Personal

CospaHue VAP c pexumom 6e3onacHocTu WPA-Personal

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlan1-va0

WEP-200L(config):/interface/wlan1-va0# vap

WEP-200L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-200L_Wpa2' (13meHeHne nvienn SSID)
WEP-200L(config):/interface/wlan1-va0/vap# security-mode WPA_WPA2 (pexviv wncposarms — WPA/
WPA2)

WEP-200L(config):/interface/wlan1-va0/vap# key-wpa password123 (k/1t04/naposis, HeoOXoAUMbIA A/15
MOAK/TIOYEHUS K BUPTYaUTbHOI Touke AocTyna. [/ivHa Kntoya Ao/mKHA COCTaB/sATh OT 8 10 63 CMBOJIOB)
WEP-200L(config):/interface/wlan1-va0/vap# exit

WEP-200L(config):/interface/wlan1-va0# common

WEP-200L(config):/interface/wlan1-va0/common# enabled true (Bk/t0ueHne BUPTYaSIbHOW TOYUKM
focTyna)

WEP-200L(config):/interface/wlan1-va0/common# save (coxpaHeHne HacTpoek)
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6.3.3 HacTtpoiika VAP c Enterprise-aBTopunsauueli

Co3zgaHue VAP c pexxumom 6esonacHocTy WPA2-Enterprise c nepnoguyeckoii oTnpaBKOW akKKayHTUHIa Ha
Radius-cepBep

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlan1-va0

WEP-200L(config):/interface/wlan1-va0# vap

WEP-200L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-200L_enterprise' (/13MeHeHNE VIMEHN
SSID)

WEP-200L(config):/interface/wlan1-va0/vap# security-mode WPA_WPA2_1X (Pexvim ncpoBaHmst —
WPA/WPA2-Enterprise)

WEP-200L(config):/interface/wlan1-va0/vap# radius
WEP-200L(config):/interface/wlan1-va0/vap/radius# domain root (rze root — [lomeH nosib3oBaresisi)
WEP-200L(config):/interface/wlan1-va0/vap/radius# auth-address X.X.X.X (rae X X.X.X — IP-agpec
RADIUS cepgepa)

WEP-200L(config):/interface/wlan1-va0/vap/radius# auth-port X (rae X — Nopt RADIUS cepsepa,
KOTOpbIVi NCNONb3YETCA A1 ayTEHTUMKALUM U aBTOpU3aLun. No ymonyaHuto: 1812.)
WEP-200L(config):/interface/wlan1-va0/vap/radius# auth-password secret (r1e secret — [Napons a1
RADIUS cepBepa, UCronb3yeMoro Ass ayTeHTudmKaLumm 1 aBTopusatiim)
WEP-200L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/ntoueHvie oTnpasky coobLLEHNT
«Accounting» Ha RADIUS cepsep. Mo ymonuaxuio: false.)
WEP-200L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X - IP-agpec
RADIUS cepBepa, Cnosib3yemoro A/1s1 akkayHTUHra)
WEP-200L(config):/interface/wlan1-va0/vap/radius# acct-password secret (r7e secret - [apons s
RADIUS cepBepa, UCnosb3yemoro A/1s1 akkayHTUHra)
WEP-200L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bi/1104eHNE NeproaNYECKON
OTNpaBKK coobLeHnit «Accounting» Ha RADIUS cepeep. no ymonyanuto: false.)
WEP-200L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTEpPBa OTNPaBKM COOOLLEHNT
«Accounting» Ha RADIUS cepsep)

WEP-200L(config):/interface/wlan1-va0/vap# exit

WEP-200L(config):/interface/wlan1-va0# common
WEP-200L(config):/interface/wlan1-va0/common# enabled true (Bk/t0ueHe BUPTYaSILHOW TOYUKM
focTyna)

WEP-200L(config):/interface/wlan1-va0/common# save (coxpaHeHne HacTpoek)
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6.3.4 HacTtpoiika VAP c nopTasibHOI aBTOpM3aLmei

KomaHgb! A1 HACTPOIIKM NOPTa/IbHOW aBTOpU3aLUN C OTNPABKOI akkayHTUHra Ha Radius-cepeep

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlan1-va0

WEP-200L(config):/interface/wlan1-va0# vap

WEP-200L(config):/interface/wlan1-va0/vap# vlan-id X (rze X — VLAN-ID Ha VAP)
WEP-200L(config):/interface/wlan1-va0/vap# security-mode off (pexum wncposarms off — Bes
napons)

WEP-200L(config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-200L' (n3vieHeHve nmeHn SSID)
WEP-200L(config):/interface/wlan1-va0/vap# captive-portal
WEP-200L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WEP-200L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-200L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url
http://<IP>:<PORT>/eltex_portal/ (ykazats URL BupTyasnsHoro noprana)
WEP-200L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-200L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-
name default (ykazartb ums noptana. Mo ymonyaxuio: default.)
WEP-200L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-200L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WEP-200L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WEP-200L(config):/interface/wlan1-va0/vap/captive-portal# exit
WEP-200L(config):/interface/wlan1-va0/vap# radius
WEP-200L(config):/interface/wlan1-va0/vap/radius# domain root (rze root — [lomeH nosi3oBatesisi)
WEP-200L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/ntoueHvie oTnpasky coobLLEHNT
«Accounting» Ha RADIUS cepsep. Mo ymonuaxuio: false)
WEP-200L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rae X X.X.X — |P-agpec
RADIUS-cepBepa, Cnosib3yemMoro A5 akkayHTUHra)
WEP-200L(config):/interface/wlan1-va0/vap/radius# acct-password secret (r/e secret — Napons ans
RADIUS-cepBepa, Cnosib3yemMoro [/1s akkayHTUHra)
WEP-200L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bi/1104eHE NeproanyeCcKol
OTNpaBKK coobLeHnit «Accounting» Ha RADIUS-cepBep. Mo ymonuaxuto: false)
WEP-200L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTEpPBaS OTNPaBKM COOOLLEHNT
«Accounting» Ha RADIUS-cepBep)

WEP-200L(config):/interface/wlan1-va0/vap# exit

WEP-200L(config):/interface/wlan1-va0# common
WEP-200L(config):/interface/wlan1-va0/common# enabled true (Bk/t0ueHne BUPTYaSIbHOM TOUKM
focTyna)

WEP-200L(config):/interface/wlan1-va0/common# save (coxpaHeHne HacTpoek)
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6.3.5 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-200L(config):/interface/wlan1-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

BkntoueHne pexuma Band Steer

WEP-200L(config):/interface/wlan1-va0/vap# band-steer-mode true (Bxntouerve pexunva Band Steer.
Ans otknioveHns BeeguTe false)

BkntoueHue VLAN trunk Ha VAP

WEP-200L(config):/interface/wlan1-va0/vap# vlan-trunk true (sisitouerve VLAN Trunk Ha VAP. [1ns
oTkntoueHns seeauTe false)

BknioueHue General VLAN Ha VAP

WEP-200L(config):/interface/wlan1-vaO/vap# general-vlan-mode true (sxntoueHne General VLAN Ha
SSID. Ans otkntoueHus Beegute false)
WEP-200L(config):/interface/wlan1-va0/vap# general-vlan-id X (r1e X — Hovep General VLAN)

Bbi6op cnoco6a npuoputusaumm

WEP-200L(config):/interface/wlan1-va0/vap# priority-by-dscp false (aHanuz npuoputera ns nons CoS
(Class of Service) TernpoBaHHbIX NaKeTOB. 3HAYEHNE MO yMo/14aHuto: true. B aTom cnyyae aHanmnsmpyercs
npuoputet u3 nons DSCP 3aronoeka IP-naketa)

BknroyeHne ncnosnb3oBaHuda TLS npu aBTopusauuu

WEP-200L(config):/interface/wlan1-va0/vap/radius# tls-enable true (ncronszosats TLS npu
aBTopu3auuun. Ans oTknoueHus seeaute false)
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BknioueHune ckpbiToro SSID

WEP-200L(config):/interface/wlan1-va0/vap# hidden true (sxntoueHne ckpbitoro SSID. [/15 OTK/IYEHNs
BBeauTe false)

BkntoueHue n3onauum KnneHToB Ha VAP

WEP-200L(config):/interface/wlan1-va0/vap# station-isolation true (sx/itoueHvie nzonsauus Tpaduka
mexzay KnneHTamu B npegenax ogHoii VAP. ns oTkntoueHus BeeauTe false)

OrpaHuyeHue KonmyecTBa KIMeHTOB Ha VAP

WEP-200L(config):/interface/wlan1-va0/vap# sta-limit X (rae X — makcumvansHo A0nycTUMoe Ynicio
NoAK/YAEMbIX K BUPTYasibHO CETU KNIMEHTOB)

BkntoueHune Minimal Signal

WEP-200L(config):/interface/wlan1-va0/vap# minimal-signal -X (ra1e X — noporosoe 3HaueHune RSSI, npu
[LOCTVKEHMN KOTOPOTO, Touka ByAeT oTkMoUaTh knveHTa oT VAP. MapaMeTp MOXET NpUHMMAaTb 3Ha4YeHus
ot -100 go 0)

BknoueHue nepegavm aboHeHCcKoro Tpacuka BHe GRE-TyHHensA

WEP-200L(config):/interface/wlan1-va0/vap# local-switching true (Bx/itoueHvie nepeaaqun aboHeHTCKoro
Tpadpuka BHe GRE-TyHHens. Ans oTkntoueHns BeeaumTte false. Mo yMonyaHuio BbIK1HOUYEHO)
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HacTpoiika orpaHMYeHuns1 CKOpPOCTU

HacTpoiika wevinepa B HanpaBJ€HUN OT K/INEHTOB (KaXAO0ro B OTAEe/IbHOCTU), NOAK/IHOYEHHbIX K
AaHHoii VAP, oo Touku gocrtyna:

WEP-200L(config):/interface/wlan1-va0/vap# shaper-per-sta-rx
WEP-200L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# value X (rae X — makcumaribHas
ckopocTb B K6uT/C)

WEP-200L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (BxtoueHmne weiinepa. 1715
oTkntoueHns seegute off)

WEP-200L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# exit
WEP-200L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

HacTtpoiika wWelinepa B HanpaBAeHUU OT TOYKU AOCTYNa A0 KAUEHTOB (K Oro B OTAE/IbHOCTU
NOAKNOYEHHbIX K aaHHo VAP:

WEP-200L(config):/interface/wlan1-va0/vap# shaper-per-sta-tx
WEP-200L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# value X (rae X — makcumasibHas
ckopocTb B K6uT/C)

WEP-200L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bk/toueHmne welinepa. s
oTkntoueHns seegute off)

WEP-200L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# exit
WEP-200L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

HacTpoiika weiinepa B HanpaBaeHUU OT K/IMEHTOB (B CyMMe), NOAK/IIUYEHHbIX K gaHHoW VAP, o
TOYKM gocTyna:

WEP-200L (config):/interface/wlan1-va0/vap# shaper-per-vap-rx

WEP-200L (config):/interface/wlan1-va0/vap/shaper-per-vap-rx# value X (rae X — makcumarbHas
ckopocTb B K6uT/C)

WEP-200L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (BktoueHue welinepa. s
oTkntoueHns seegute off)

WEP-200L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# exit
WEP-200L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

HacTpoliika weiinepa B HanpaBJeHUN OT TOYKN AOCTYNa A0 KJINEHTOB (B CyMMe), NOAK/TIKUYEHHbIX K
paHHoin VAP:

WEP-200L(config):/interface/wlan1-va0/vap# shaper-per-vap-tx

WEP-200L (config):/interface/wlan1-va0/vap/shaper-per-vap-tx# value X (rae X — makcumaribHas
ckopocTb B K6uT/C)

WEP-200L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (BxntoueHue weiinepa. s
oTkntoueHns seegute off)

WEP-200L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# exit
WEP-200L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)
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HacTpoiika koHTponsa goctyna no MAC

WEP-200L(config):/interface/wlan1-va0/vap# acl

WEP-200L(config):/interface/wlan1-va0/vap/acl# mac
WEP-200L(config):/interface/wlan1-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (re XX XOXXOEXXXX
— MAC-azpec yCTpoiicTBa, KOTOPOMY HEOBXOAMMO Pa3peLLNTL/3anpeTuTb A0CTYN. AN yaaneHus agpeca
13 crnucka ucnonbayiite komaHay del)

WEP-200L(config):/interface/wlan1-va0/vap/acl/mac# exit
WEP-200L(config):/interface/wlan1-va0/vap/acl# policy allow (B5i60p nonnTnky. Bo3amMoxHbIE 3HAUYEHUS:
allow — paspeluarb NogkIOUEHE TOMbKO TEM KnveHTaMm, MAC-agpeca KOTopbIX COAEPXKATCs B CMMUCKE;
deny — 3anpewatb nogxntodeHne knameHtTam, MAC-agpeca KoTopbix CogepXaTcs B cnvcke. 3HavyeHne no
yMonyaxuio: deny)

WEP-200L(config):/interface/wlan1-va0/vap/acl# enable true (Bi/itouerne koHTpons goctyna no MAC.
Ans otknoueHust Beegute false)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYNEH TOMNbKO ANs1 TEX KNIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3mMoxeH Tonbko mexay VAP ¢ pexunmom 6e3onacHocTn WPA2-Personal n WPA2-
Enterprise.

C nHcTpyKumen no HacTpoiike VAP ¢ pexumom 6e3onacHoctn WPA2-Personal n apyrumm

MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYanbHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) - TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTtpoiika 802.11r Ha TA1

WEP-200L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WEP-200L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-aspec
VAP. MOXHO NoCMOTPETL B BbiBoAe kKomaHApl ifconfig)
WEP-200L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yHukanbHbI kKoY [715
AaHHol VAP)

WEP-200L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (foveH fomxeH coBnaaath
Ha BCTpeyHbix VAP)

WEP-200L(config):/interface/wlan1-va0/vap/ft-config# mac
WEP-200L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-aapec VAP
MHTepdoelica BCTPeYHo Toukn goctyna — TA2)

WEP-200L (config):/interface/wlan1-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-200L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456
(YHVKanbHbI Kntoy BcTpeuHoi VAP Toukun goctyna TA2 — r0-key-holder-id)
WEP-200L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-

id E4:5A:D4:E2:C4:B0 (MAC-aapec BcTpeuHoit VAP Ha T/2)
WEP-200L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key
0102030405060708 (cnyuaiiHblii ktoy. He gomkeH coBnaaath ¢ r1-kh-key T1, Ho 06s13aTeNbHO A0/MKEH
coBnagatb c r1-kh-key BcTpeuHoit TA2)
WEP-200L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key
0001020304050607 (cnyuaiiHblii ktoy. He gomkeH coBnaaath ¢ r0-kh-key T1, Ho 06s13aTeNbHO A0/MKEH
coBnagatb c r0-kh-key BcTpeuHoit TA2)
WEP-200L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WEP-200L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-200L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/toueHne paboTbl TOUKM AOCTYNa
no npotokony 802.11r)

WEP-200L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoiika 802.11r Ha T2

WEP-200L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WEP-200L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-aapec
VAP. MOXHO NocMOTpeTb B BbiBoAe komaHApl ifconfig.)
WEP-200L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (yHvkaibHbIA K4 415
faHHoro VAP)

WEP-200L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1omeH gomkeH coBnagath
Ha BCTpeYHbix VAP)

WEP-200L(config):/interface/wlan1-va0/vap/ft-config# mac
WEP-200L(config):/interface/wlan1-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-aapec VAP-
MHTepcheiica BCTPeUHOW Toukm goctyna — TA1)
WEP-200L(config):/interface/wlan1-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-200L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-id 12345
(YHUKanbHbI Koy BcTpeyHoli VAP Toukm goctyna TA1 — rO-key-holder-id)
WEP-200L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-

id E8:28:C1:FC:D6:80 (MAC-aapec BcTpeuHoro VAP Ha TA1)
WEP-200L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-key
0001020304050607 (cnyualiHblii kitou. He gomkeH coBnaaaTth ¢ r1-kh-key T2, Ho 06s3aTe/IbHO AO/KEH
coBnagathb c r1-kh-key BctpeuHoii TA1)
WEP-200L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-key
0102030405060708 (cnyualiHblii kntou. He gomkeH coBnaaath ¢ r0-kh-key T2, Ho 06s13aTe/IbHO AO/KEH
coBnagatb c r0-kh-key BcTpeuHoit TA41)
WEP-200L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-200L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-200L(config):/interface/wlan1-va0/vap/ft-config# enabled true (sxntoueHne paboTsl TOUKM AOCTYNA
no npotokony 802.11r)

WEP-200L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWNppoBaHHbIe). EC/in Ha Touke focTyna HacTpoeHa pabota no npotokosy 802.11k, To npu nogknoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXXECTBEHHbIX»
Touek gocTyna.

HacTtpovika 802.11k

WEP-200L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled false
WEP-200L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WEP-200L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (rze
E8:28:C1:FC:D6:90 — MAC-aapec «ApyXeCTBEHHO» TOUKWN A0CTYyna)
WEP-200L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-200L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132
(rne 132 — kaHan, Ha KoTopoM paboTaeT Touka gocTyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-200L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-200L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (rze
E8:28:C1:FC:D6:70 — MAC-aapec «apyXeCTBEHHO» TOUKWN A0CTYyna)
WEP-200L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-200L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae
36 — kaHau1, Ha KOTOpoM pab6oTaeT Touka goctyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-200L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-200L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# exit
WEP-200L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/1toueHne paboThl TOUKN
Aoctyna no npotokosny 802.11k)

WEP-200L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHne HacTpoek)
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6.4 HacTpoliiku Radio

Ha Radio no ymonyaHuto ncnonb3yeTca aBToMaTuyeckunin Bbibop paboyero kaHana. [ins 1oro 4toobsl
YCTaHOBUTb KaHaus1 BPYUYHYIO U/IM CMEHUTb MOLLHOCTb, UCNOJb3YyiTe criefytoLme KoMaHabl:

CmeHa pa6ouyero KaHasla U MOLHOCTU paguouHTepdeiica

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlan0

WEP-200L(config):/interface/wlan0# wlan

WEP-200L(config):/interface/wlan0/wlan# radio-2g (115 wlan1 pasgen HasbiBaeTcs radio-5g)
WEP-200L(config):/interface/wlan0/wlan/radio-2g# channel X (rae X — Homep ctatnyeckoro kaHana, Ha
KOTOpoM GyaeT paboTaTb TOUKA)

WEP-200L(config):/interface/wlan0/wlan/radio-2g# auto-channel false (oTk/1t0ueHve aBToBLIGOpa
KaHana. [lns BKIoUYeHWs1 BBeauTe true)

WEP-200L(config):/interface/wlan0/wlan/radio-2g# use-limit-channels false (oTktoueHne
MCNONb30BaHMS OrPaHNYEHHOTO CUCKa KaHauoB. [N BKIKUYEHN BBeAUTE true)
WEP-200L(config):/interface/wlan0/wlan/radio-2g# bandwidth X (rae X — wupuHa kaHana. Mapametp
MOXET NpuHMmaTh 3HaueHue: anst Radio 1: 20, 40; Radio 2: 20, 40, 80)
WEP-200L(config):/interface/wlan0/wlan/radio-2g# tx-power X (rae X — ypoBeHb MOLWHOCTY B AEM.
MapameTp MOXET NpuHUMaTh 3HadeHue: ans Radio 1: 4-16 gbm; ansa Radio 2: 8-19 abm)
WEP-200L(config):/interface/wlan0/wlan/radio-2g# save (coxpaHeHne HacTpPoekK)

© Cnucku AOCTYNHbLIX KAHANIOB
Ana Radio 2.4 Ty agnsa BbIGOpA AOCTYMHbI CaIeAYIOUNE KaHAbI:
* Npu WwupuHe kaHana 20 Mru;: 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Mpu WwupuHe kaHasia 40 Mlu;
+ ecnu «control-sideband» = lower: 1, 2, 3,4, 5, 6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 'y anA BbIGOpa AOCTYNHbI CAeAYIOWNE KaHabl:
* npwu WwupuHe kaHana 20 Mrry; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Mpu WwupuHe kaHasia 40 Mlu;
« ecnu «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npwu wupuHe kaHana 80 MI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.
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6.4.1 [JononHutesnbHble HacTpoiikn Radio

HacTpolika orpaHMYeHHOro Cr1cka KaHa/10B

WEP-200L(config):/interface/wlan0/wlan/radio-2g# use-limit-channels true (Bx/1t0ueHne ncnonL30BaHNA
OrpaHNYEHHOrO CMcKa KaHasI0B B paboTe aBToBblGopa kaHasoB. 15 Bbik/toueHusi BBeauTe false)
WEP-200L(config):/interface/wlan0/wlan/radio-2g# limit-channels "1 6 11' (rae 1, 6, 11 — kaHasbl
AyanasoHa, B KOTOPOM MOXET paboTaTb HacTpauBaeMblii paguonHTepgeiic)

N3meHeHne OCHOBHOro KaHana

WEP-200L(config):/interface/wlan0/wlan/radio-2g# control-sideband lower (napavierp moxet
npuHMmarth 3HaueHue: lower, upper. Mo ymonuanuio: anst Radio 1: lower; ans Radio 2: upper)

BknroyeHne ncnosib3oBaHUA KOPOTKOro 3aluTHOro MHTepesasia

WEP-200L (config):/interface/wlan0/wlan/radio-2g# sgi true (Bk/t0ueHne 1CNOL30BaHNS YKOPOYEHHOTO
3allMTHOro MHTEpBana Ans nepenaun gaHHbix — 400 He, BMecTo 800 Hc. st oTkoueHus BeeauTe false)

BknroueHue STBC

WEP-200L(config):/interface/wlan0/wlan/radio-2g# stbec true (Bk/1toueHVie MeETOAA NMPOCTPAHCTBEHHO-
BPEMEHHOro 6/104HOro koavpoBaHusi (STBC), HanpaBNEHHOTO Ha NOBbILLEHVE HAAEXHOCTM nepeaaqn
[aHHbIX. [ns oTknoveHus seeguTe false)

Bk/itoueHve arperauum

WEP-200L(config):/interface/wlan0/wlan/radio-2g# aggregation true (sx/toueHmne arperauyuy Ha Radio —
nogaepxkn AMPDU/AMSDU. ins otkntoueHus Beegute false)

Bk/oueHne UCMO/Ib30BaHUsA KOPOTKOW Npeamoynbl

WEP-200L(config):/interface/wlan0/wlan/radio-2g# short-preamble true (BxntoueHvie ncnonsL3oBaHns
KOpOTKOIi npeamby bl naketa. [ oTknoueHus BeeauTe false)
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BkntoueHune Wi-Fi Multimedia (WMM)

WEP-200L(config):/interface/wlan0/wlan/radio-2g# wmm true (BxntoueHne nogaepxikn WMM (Wi-Fi
Multimedia) Ans oTknoueHus BeeguTe false)

HacTtpoiika mexaHu3ama DFS

HacTpoiika npon3BoamnTca 1o1bko Ha Radio 5 Ty, (wlan1)

WEP-200L(config):/interface/wlan1/wlan/radio-5g# dfs X (rae X — pexum pabotsl mexaHnzma DFS.
MoXeT npuHumartb 3HauyeHus: forced — mexaHn3m BbikntoueH, DFS-kaHasbl AOCTYMHbI ANs BbIOOPA; auto —
mexaHu3m BktoueH; disabled — mexaHn3m BbiktoueH, DFS-kaHasbl He AOCTYNHbI A5 BbI6opa)

BktoueHue pexnma aBTOMATM4YECKOW CMEHbI LWNPUHbI KaHa1a

WEP-200L(config):/interface/wlan0/wlan/radio-2g# obss-coex true (Bk/11oueHNe pexrma
aBTOMATU4YeCcKol CMeHbI LWMpUHbI KaHasna ¢ 40 MMy, Ha 20 MITy, npwy 3arpyXeHHOM paguoadmpe. s
oTkNtoueHnsn seeauTe false)

BknoueHue welinepa Broadcast/Multicast

WEP-200L (config):/interface/wlan0/wlan/radio-2g# tx-broadcast-limit X (r1e X — OrpaHuueHne
nepeAauy LWMPOKOBELLATENBHOIO/ MY ILTUKACTOBOMO Tpaduka no 6ecnpoBOAHON CETH, yKasblBaeTCs
NUMUT NS LIMPOKOBELLLATENBHOMO Tpadvka B Nak/c)

72



PyKoBOACTBO Mo akcnyatauum WEP-200L

BknioueHne QoS U nsmMeHeHne napameTpoB

WEP-200L(config):/interface/wlan0/wlan/radio-2g# qos
WEP-200L(config):/interface/wlan0/wlan/radio-2g/qos# enable true (Bk/itoueHne 1cnonbL30BaHus
dhyHKUMIA, 06ecneumBaroLLx kayecTBo ob6cnyxuanus (Quality of Service). na oTkioueHns: BBeanTe
false)

WEP-200L(config):/interface/wlan0/wlan/radio-2g/qos# edca-ap (HacTtpolika napametpos QoS ToukM
A0CTyna, Tpadvk NnepefaeTcs oT TOUKM A0CTYNA K KITMEHTY)
WEP-200L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap# bk (HacTpoiika napaveTtpos QoS as
HM3KOMPUOPUTETHOI oYepean C BbICOKOI NPONYCKHOW CNoCOBGHOCTLIO, npropuTeThl 802.1p: cs1, cs2)
WEP-200L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# aifs X (rge X — Bpems oxungaqms
kagpoB (hpeliMoB) AaHHbIX, U3MepsieMoe B c/ioTax. MpuHUMaEeT 3HadeHust 1-255)
WEP-200L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# cwmin X (X — HauansHoe 3HaueHune
BPEMEeHV OXWAaHus nepep NoBTOPHOI OTNPABKOI Kaapa, 3aJaeTcs B MUINCeKyHaax. MpuHuMaet
3HaveHus: 1, 3,7, 15,31, 63,127, 255, 511, 1023. 3HayeHne cwMin He MOXET MpeBbIWaTb 3Ha4YEHNe
cwMax)

WEP-200L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# cwmax X (rae X — MakcrumansHoe
3HaUeHMe BPEMEH OXWAaHNsA nepes NoBTOPHOI OTNPAaBKOV Kaapa, 3a4aeTcs B MUN/IMCEKYH/1aXx.
MpuHumaet 3HaveHns: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HaveHne cwMax Ao/mMKHO ObITb 60/IbLLE
3HauyeHus cwMin)

WEP-200L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# txop X (rae X — VIHTepBas BpemeHy
B MU/IIMCEKYHAAX, Koraa knmeHTckas WME-CTaHUmMs MMeeT npasa MHULMMPOBATL nepeaady AaHHbIX Mo
6ecnpoBoAHOI cpeae K Touke gocTyna. MakcumasibHoe 3HavyeHne 65535 munnuncekyHna)
WEP-200L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# exit
WEP-200L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap# exit
WEP-200L(config):/interface/wlan0/wlan/radio-2g/qos# edca-sta (HacTpoiika napaveTpos QoS cTaHLuy
KNMeHTa: Tpadvk nepeaeTcst OT CTAHLMU KIMEHTA [10 TOUKM [0CTyna)

MeTogauka HacTpoiiku edca-sta aHanoruHa MeToamke HacTpoiiku edca-ap.
HacTpoiika napameTpoB ansi ouepeseii be, vi, vo aHanornyHa HacTpoiike napameTpoB ansi ouepeau bk.
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6.5 Hactpoliika WDS

© Mpu koHdurypuposaHu WDS-coeuHeHUs HEOBXO0AMMO, YUTOBbI Ha YCTPONCTBax, KOTopble byayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04NMHAKOBbIV KaHaul U lWuprHa
kaHana. bonee nogpobHy MHhoOPMAaLIMIO O HACTPOliKe pagnonHTepdieica Yepes KOMaHAHY CTPOKY
MOXHO y3HaTb B pasgene Hactpoiiky Radio.

Hwxe npeactaeneHa HacTpoiika WDS-coeanHeHusi Ha nHTepdeiice Radio 5 'y, (wlan1).

HacTpoiika WDS

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlan1-wds0 (Bsi60p nvHka WDS. Bo3aMoxHble 3HaveHns a1a Radio 2.4
u: wlan0—-wds0 - wlan0-wds3; anst Radio 5 I'ruy; wlan1-wds0 — wlan1-wds3)
WEP-200L(config):/interface/wlan1-wds0# wds-5 (npu Hactpoiike WDS Ha Radio 2.4 [Ty, BeeanTe wds-2)
WEP-200L(config):/interface/wlan1-wds0/wds-5# mac-addr XX:XX:XX:XX:XX:XX (MAC-agpec Radio-
MHTepcperica BCTPEUHOW TOUKM AOCTYNa, KOTOPbIA MOXHO Y3HaTb, €C/IN BBECTY HA BCTPEYHOWN TOUKE
focTyna komax1y monitoring radio-interface)

WEP-200L(config):/interface/wlan1-wds0/wds-5# exit

WEP-200L(config):/interface/wlan1-wds0# common
WEP-200L(config):/interface/wlan1-wds0/common# enabled true (Bxntouerve nuHka WDS. s
oTktoueHns BeeauTe false)

WEP-200L(config):/interface/wlan1-wds0/common# exit

WEP-200L(config):/interface/wlan1-wds0# exit

WEP-200L(config):/interface# wlan1 (npu HacTpoiike WDS Ha Radio 2.4 [Ty, BeeanTe wlan0)
WEP-200L(config):/interface/wlan1# wlan

WEP-200L(config):/interface/wlan1/wlan# wds

WEP-200L(config):/interface/wlan1/wlan/wds# security-mode WPA2 (BLi60p pexviva 6e30nacHocTu
WPA?2. Bo3MoxHble 3HaueHusi: WPA2, off — 6e3 napons)
WEP-200L(config):/interface/wlan1/wlan/wds# key-wpa password123 (i/1104/naposib, HE0OX0ANMbIA /15
NOAK/IIOYEHUST K BCTPEYHOI TOuKe AocTyna. JmHa K/ya fo/KHa cocTaBNAaTb OT 8 A0 63 CMMBO/I0B)
WEP-200L(config):/interface/wlan1/wlan/wds# enabled true (sxtouerne WDS. 11151 OTK/IOHYEHNSA
BeeauTe false)

WEP-200L(config):/interface/wlan1/wlan/wds# save

HacTpoiika BCTPEUYHOI TOYKU AOoCTYyna BbINOMHAETCH aHa/IOMMUHO.
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6.6 CuUCTeMHble HaCTPOMKK

6.6.1 O6HoBneHue MO ycTpoicTea

OGHoBneHune MO Touku goctyna no tftp

WEP-200L(root):/# firmware upload tftp <ip-agpec tftp-cepBepa> <HasBaHue davina MNO> (npumep: firmware upload
tftp 192.168.1.15 WEP-200L-1.5.1_build_X.tar.gz)
WEP-200L(root):/# firmware upgrade

Oo6HoBneHune MO Toukn goctyna no http

WEP-200L(root):/# firmware upload http <URL gnsa ckaunBaHus canna MO> (npumvep: firmware upload http http://
192.168.1.100:8080/files/WEP-200L-1.5.1_build_X.tar.gz)
WEP-200L(root):/# firmware upgrade

MepeknoueHne Ha pe3epBHYI0 Bepcuto MO Touku gocTyna

WEP-200L(root):/# firmware switch

6.6.2 YnpasneHue KoHUrypaumein yctporcrea

C6poc KoHhurypauumm ycTpoiictBa B Aeho/ITHOE COCTOsIHME 6e3 CoOXpaHeHUs1 NapameTpoB AoCcTyna

WEP-200L(root):/# manage-config reset-to-default

C6poc KoHhurypauum ycTpoiictea B fepo/ITHOE COCTOSIHME C COXPaHEHEM NapamMeTpoB gocTyna

WEP-200L(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hMrypauuoHHbIi chaiin ycTpoiicTBa Ha tftp cepBep

WEP-200L(root):/# manage-config download tftp <ip-agpec tftp-cepepa> (npvvep: manage-config download tftp
192.168.1.15)
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3arpy3nTtb KOH(hUrypaunoHHblii chaiin Ha ycTpoiicTBo c tftp cepBepa

WEP-200L(root):/# manage-config upload tftp <ip-agpec tftp-cepepa> <HasBaHue cpaiina
KoHdcburypauum> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-200L(root):/# manage-config apply (nprveHeHre koHhurypaluy Ha Touky A0cTyna)

6.6.3 Tllepesarpy3ka ycTpolicTea

KomaHga ans nepesarpysku ycTpoiicTea

WEP-200L(root):/# reboot

6.6.4 HacTpolika aatbl U BpeMeHu

KomMmaHAbl Ans HAaCTPOWKN CUXPOHU3aLun BpeMeHu ¢ cepBepom NTP

WEP-200L(root):/# configure

WEP-200L(config):/# date-time

WEP-200L(config):/date-time# mode ntp (BktoueHne pexnvia pabots ¢ NTP)
WEP-200L(config):/date-time# ntp

WEP-200L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (yctaHoska NTP-cepeepa)
WEP-200L (config):/date-time/ntp# exit

WEP-200L(config):/date-time# common

WEP-200L(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (yctaHoska
BPEMEHHOI 30HbI)

WEP-200L(config):/date-time/common# save (coxpaHeHne HacTpoek)

6.6.5 [ononHuTenbHble HACTPONKN CUCTEMBI

BktoueHue rno6anbHOi nsonaymm

WEP-200L (root):/# configure

WEP-200L(config):/# system

WEP-200L(config):/system# global-station-isolation true (Bx/1t0ueHne r1o6anLHON K30NALMUS Tpadmka
Mexay knmeHTamu pasHbix VAP 1 pasHbix pagnonHTepdeiicoB. Ans oTknoueHus seeaute false)
WEP-200Lconfig):/system# save (coxpaHeHne HacTpoek)
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M3meHeHne nmeHu ycTpoiicTBa

WEP-200L(root):/# configure

WEP-200L(config):/# system

WEP-200L(config):/system# hostname WEP-200L_room2 (rae WEP-200L_room2 — HOBOE VMsi
ycTporicTa. MNapameTp MOXeT cogepxaTb OT 1 40 63 CMMBO/IOB: TATUHCKME 3ar/iaBHble Y CTPOYHbIE
6YKBbI, LMpbI, 3HaK Aednc «-» (Aedmc He MOXeT ObITb NOC/eAHUM CUMBO/IOM B MMeHM). Mo yMon4YaHuto:
WEP-200L)

WEP-200L(config):/system# save (coxpaHeHrie HacTpoek)

N3meHeHue reorpaduyeckoro gJoMeHa

WEP-200L(root):/# configure

WEP-200L(config):/# system

WEP-200L(config):/system# ap-location ap.test.root (r/e ap.test.root — gomeH y3na nepesa ycTpolicTs
cucTeMbl ynpaeneHus EMS, B koTopom pacnonaraercs Touka goctyna. Mo ymosyaHumio: root)
WEP-200L(config):/system# save (coxpaHeHne HacTpPoekK)

N3meHeHne naponsa

WEP-200L(root):/# configure

WEP-200L(config):/# authentication

WEP-200L(config):/authentication# admin-password newpassword (rz1e newpassword — HOBbI Naposib
ANt BXOA4A B CUCTEMyY TOUkM AocTyna. Mo ymonyaHuo: password)

WEP-200L(config):/authentication# save (coxpaHeHue HacTpoek)

6.7 HacTtpolika cepsuca APB

Cepsuc APB ncnonb3yeTcsi g1 o6ecneyeHmnst NopTasibHOr0 POyMUHIa KIMEHTOB MEXAY TOYKaMu J0CTyna,
NOAK/OYEHHBIMU K CEPBUCY.

KomaHgb! AnA HacTpoiiku cepBuca APB

WEP-200L(root):/# configure

WEP-200L(config):/# captive-portal

WEP-200L(config):/captive-portal# apbd

WEP-200L(config):/captive-portal/apbd# roam_service_url <Agpec cepuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)
WEP-200L(config):/captive-portal/apbd# enabled true (sxtoueHne ceperca APB. s oTk/IOYEHNA
BeeauTe false)

WEP-200L(config):captive-portal/apbd# save (coxpaHeHne HacTpoek)
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6.8 MOHUTOPUHT

6.8.1 Wi-Fi knneHTbI

WEP-200L(root):/# monitoring associated-clients

index
interface
state

hw-addr

ssid

ip-addr
username
domain
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

rssi-3

rssi-4

snr-1

snr-2

snr-3

snr—4

tx-rate
rx-rate

rx—bw
rx-bw-all
tx-bw

uptime

multicast-groups—-count

wireless-mode
perftest-capable
snr-rssi-capable
link-capacity
link-quality
link-quality-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

Transmitted

(0]

wlanl-va®

ASSOC SLEEP AUTH_SUCCESS
0a:03:42:63:73:f5
Enterprise
10.24.80.78

user
enterprise.service.root
true

false

true

903

2

1887

13063

-28

-44

-28

-25

13

12

12

15

VHT NSS2-MCS8 SGI 173.3
VHT NSS2-MCS8 NO SGI 156
20M

20M

20M

00:01:04

1

ac

false

false

90

97

96

1736

1014

70075

2625

89

6020

(0]

Received

PykoBogacTBo no akcniyatauum WEP-200L

Total Packets:

| 174133

| 136050
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TX success: | 99 | |
Total Bytes: | 211056771 | 113905486 |
Data Packets: | 174126 | 2857 |
Data Bytes: | 211055846 | 1689787 |
Mgmt Packets: | 7 | 133193 |
Mgmt Bytes: | 353 | 112652138 |
Rate Transmitted Received

ofdmé | 26 | 0% 33 | 0%
ofdm24 | © | 0% 324 | 0%
nss2-mcs4 | © | 0% 1| 0%
nss2-mcs5 | © | 0% 44 | 0%
nss2-mcsé6 | © | 0% 1205 | 0%
nss2-mcs8 | 174107 | 99% 134442 | 98%
Multicast groups:

MAC IP

01:00:5E:00:00:FB | XXX.0.0.251 |
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6.8.2 WDS

WEP-200L (root):/# monitoring wds-entries

index
interface
state

hw-addr
ip-addr
hostname
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

rssi-3

rssi-4

snr-1

snr-2

snr-3

snr-4
wds-interface
tx-rate
rx-rate

rx—bw
rx-bw-all
tx-bw

uptime

multicast-groups-count

wireless—-mode

eltex-firmware-version

eltex-board-type
perftest-capable
snr-rssi-capable
link-capacity
link-quality
link-quality—-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

Transmitted

0

wlanl
WIFI_WDS
cc:9d:a2:dd:00:b5
100.110.0.227
WEP-200L
false

false

false

10304

(0]

38

86

-29

-36

-40

-36

38

37

36

36

wlanl-wds0
VHT NSS2-MCS8 SGI 173.3
VHT NSS2-MCS8 NO SGI 156
20M

20M

20M

00:00:16

(0]

ac

1.5.0 build X
WEP-200L
false

false

33

97

97

281

12437

116
16846

Received
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Total Packets:
TX success:
Total Bytes:

| 514926

| 299260

| 37828573
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Data Packets: | 1796 | 299256 |
Data Bytes: | 457310 | 28251999 |
Mgmt Packets: | 3 | 4 |
Mgmt Bytes: | 144 | 408 |
Rate Transmitted Received

ofdmé | 3 | 0% 3484 | 1%
ofdms4 | 151 | 8% 0| 0%
nssl-mcsl | 30 | 1% 0 | 0%
nssl-mcs2 | © | 0% 176 | 0%
nssl-mcs3 | © | 0% 132 | 0%
nssl-mcs4 | © | 0% 223 | 0%
nssl-mcs7 | © | 0% 87 | 0%
nss2-mcso | © | 0% 64 | 0%
nss2-mcsl | 66 | 3% 123 | 0%
nss2-mcs2 | 177 | 9% 183 | 0%
nss2-mcs3 | © | 0% 310 | 0%
nss2-mcs4 | © | 0% 665 | 0%
nss2-mcs5 | 447 | 24% 1318 | 0%
nss2-mcsé6 | © | 0% 4837 | 1%
nss2-mcs7 | 292 | 16% 31002 | 10%
nss2-mcs8 | 633 | 35% 256655 | 85%
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6.8.3 WHdopmauus 06 ycTpoiictee

WEP-200L (root):/# monitoring information

WEP-200L (root) :/# monitoring information

system-time

uptime
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes-mode

13:01:01 21.09.2022
00:01:07

1.5.0 build X
1.5.0 build X
1.5.0 build X

33

140

71

211

8.4

3.81

true

WEP-200L

WEP-200L
CC:9D:A2:E3:DE:B6
CC:9D:A2:E3:DE:B6
WP4B0O0O00O18

1vo

false

false

factory reset
false

PykoBogacTBo no akcniyatauum WEP-200L
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6.8.4 CeteBas UHpopmaums

WEP-200L (root):/# monitoring wan-status

Common 1information:

interface | bro

mac | cc:9d:a2:€9:14:70
rx-bytes | 456875
rx-packets | 5835

tx-bytes | 24328
tx-packets | 241
IPv4 information:

protocol | dhcp
ip-address | 100.111.66.29
netmask | 255.255.255.0
gateway | 100.111.66.1
DNS-1 | 100.111.66.15
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ce9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WEP-200L(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-200L(root):/# monitoring arp

# ip mac
0] 192.168.1.1 02:00:48:XX XX 1XX
1 192.168.1.151 2c:fd:ialixx:xx:xx

WEP-200L (root):/# monitoring route

Destination Gateway Mask Flags Interface

83



PykoBogacTBo no akcniyatauum WEP-200L

0.0.0.0 192.168.1.1 0.0.0.0 uG bro
192.168.1.0 0.0.0.0 255.255.255.0 U bro

6.8.5 becnpoBogHble nHTEpdeiichl

WEP-200L(root):/# monitoring radio-interface

wlan@:
name: wlan@
band: 2.4

hwaddr: CC:9D:A2:E9:14:70
status: on

noise-1: -100

noise-2: -100
utilization: 3

channel: 2

tx-power: 16

thermal: 39

bandwidth: 20

frequency: 2417

wlanl:
name: wlanl
band: 5

hwaddr: CC:9D:A2:E9:14:75
status: on
noise-1: -100
noise-2: -100
noise-3: -100
noise-4: -100
utilization: 2
channel: 48
tx-power: 19
thermal: 30
bandwidth: 20
frequency: 5240
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6.8.6 >KypHan cobbITuii

WEP-200L (root):/# monitoring events

Jan 23 00:00:07 WEP-200L daemon.info

Jan 23 00:00:09 WEP-200L daemon.info

successfully.

Jan 1 03:00:14 WEP-200L daemon.info

Jan 1 03:01:17 WEP-200L daemon.info

lease on 192.168.1.15.

PykoBogacTBo no akcniyatauum WEP-200L

syslogd[925]: started: BusyBox v1.21.1

configd[955]: The AP startup configuration was loaded

networkd[987]: Networkd started

networkd[987]: DHCP-client: Interface br0 obtained

Jan 23 07:17:14 WEP-200L daemon.info monitord[1055]: event: 'associated' mac:
'"WEP-200L_2.4GHz' int0

E4:0E:EE:BD:AE:6B ssid:

6.8.7 CkaHunpoBaHue achupa

© Bo Bpems OCYLLECTB/IEHNS CKAHMPOBaHWS 3dmpa paaronHTepdIeiic yCTpoicTBa GyAeT OTK/IHOUEH, YTO
npvBeAEeT K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KnMeHToB BO BpEMSI CKaHMPOBaHWS.

WEP-200L(root):/# monitoring scan-wifi

ESRAP1_of30_smart
litv_hots_2
test_001
2G-COVID_TOWER
Tam2.4G
litv_hots_1
WEP-200L_ZN_Personal
WEP-200L_ZN_Open
Eltex-Guest
Eltex-Local
BRAS-Guest
2L_301_nsk
chudo_waffly
Eltex VAP
VK_enterprise
VK_portal

WOP-2ac
Open_VK_switch
testSSID10

|Mode |Security|MAC |Channel|RSSI, dBm|Bandwidth, MHz
o T e E— —
| AP |off |A8:F9:4B:B0:2C:C7 |6 |-65 | 20
| AP |off |[EO:D9:E3:8A:38:52 |1 |-65 | 20
| AP |off |[EO:D9:E3:4B:FB:30 |11 |-67 | 20
| AP |off |[E®:D9:E3:98:12:72 |11 |-71 | 20
| AP |wpa |[EO:D9:E3:98:1F:7A |1 |-73 | 20
| AP |off |[EO:D9:E3:8A:38:51 |1 |-77 | 20
| AP |wpa |[EO:D9:E3:49:79:06 |44 |-16 | 20
| AP |off |[EO:D9:E3:49:79:07 |44 |-17 | 20
| AP |off |CC:9D:A2:C7:D9:21 |36 |-38 | 20
| AP |wpa |CC:9D:A2:C7:D9:22 |36 |-38 | 20
| AP |off |CC:9D:A2:C7:D9:20 |36 |-38 | 20
| AP |off |E8:28:C1:DA:C8:16 |56 |-41 | 20
| AP |wpa |[EO:D9:E3:70:94:00 |60 |-44 | 20
| AP |off |A8:F9:4B:B0:40:70 |48 |-46 | 20
| AP |wpa |E8:28:C1:DA:C8:99 |56 |-47 | 20
| AP |off |E8:28:C1:DA:C8:98 |56 | -49 | 20
| AP |off |E8:28:C1:00:FC:Al |36 |-506 | 86
| AP |off |E8:28:C1:DA:C8:96 |56 |-506 | 20
| AP |off |A8:F9:4B:B0:05:54 |40 |-51 | 20
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6.8.8 CnekTpoaHanusarop

CnekTpoaHanusarop npefocrasnser MHopMaLUUIo 0 3arpyXeHHOCTU KaHaoB B AnanasoHax 2.4 mn STy,
Pe3ynbTar BbIBOAUTCA B NPOLIEHTax.

© Bo Bpemst paboTbl CekTpoaHamsaTopa nPoMCXOANT OTK/IHUEHNE BCEX K/IMEHTOB OT TOUKM AOCTYynNa.
KnueHTbl nogxntouaTcst CHoBa TOJbKO TOrAa, Korga CnekTpoaHa/im3aTop 3akOHUUT CBOK paboTy.
Bpems aHanu3a Bcex paAviokaHaoB ABYX AMana3oHOoB COCTaB/ISET NPUMEPHO 5 MUHYT.

© CnektpoaHanusartop paboTaeT TO/IbLKO Ha Tex KaHasax, KOTopble ykasaHbl B napameTpe limit-channels
B HacTpoiikax pagnovnHTepdelicoB. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasnbl 1 6
11', a Ha wlan1 yka3aHbl kaHanbl '36 40 44 48', To0 aHanM3 cnekTpa 6yaeT NPon3BeAeH TONbKO AN
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[ns Toro 4To6bI 6bIS1 NPOM3BEAEH aHA/IM3 BCEX KaHa/I0B Anana3oHa, Ha KOTOPoM paboTaeT
pagnovHTepdelic, 1aMeHnTe 3HavyeHne napamerpa use-limit-channels B HacTpolikax Kaxaoro
pagvounHTtepdcpeiica Ha false. NMocne nonyyeHns pesynbTaTtoB paboTbl CNEeKTpoaHann3aTopa BepHuTe
3HayeHune use-limit-channels o6paTtHO K MCXOQHOMY 3HaYEHMIO true.
C 6onee noapo6HO MHhopmauwmeit o HacTpolike pagnonHTepgeiica Yepes CLI MOXHO 03HaKOMUTLCSA
B pasgene «HacTtpoliku Radio».
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PyKOBOZACTBO Mo akcniyaTaumy WEP-200L

WEP-200L(root):/# monitoring spectrum-analyzer

Channel| CCA

1] 81%
2| 40%
3] 14%
4] 10%
5| 36%
6| 60%
7| 40%
8] 8%
9| 14%
10| 38%
11| 75%
12| 37%
13| 18%
36| 14%
40|  12%
44| 10%
48| 18%
52| 3%
56| 5%
60| 8%
64| 6%
132 0%
136 0%
140 | 0%
144 | 1%
149| 30%
153 1%
157 3%
161 2%
165| 1%
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PykoBogacTBo no akcniyatauum WEP-200L

7 CnncoK nameHeHun

Bepcusa gokymeHTa Jdata CopepxaHmne usmeHeHuii
BbINyckKa
Bepcna 1.0 28.10.2022 CuHxpoHusaums c Bepcueri MO 1.5.1

MepBas ny6nvkaums

Bepcus nporpammHoro obecneyenns 1.5.1
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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