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YC/TOBHbIE OBO3HAYEHUA

O603HaueHue OnwucaHue
B KBaZpaTHbIX CKOBKax B KOMAHAHOM CTPOKE YKa3blBatOTCA Heobs3aTeNbHble
[1 nmapameTpbl, HO MX BBOJA, NpPeaoCTaBAAeT onpeaefeHHble A0NO/HUTENbHbIE
onuuu.
0 B ¢u1rypHbix CKOBKax B KOMAHAHOW CTPOKE YKa3blBAOTCA BO3MOXKHble 06A3a-
TesnbHble NapameTpbl. Heobxoanmo BbI6paTh OANH U3 NApPamMeTPOB.
«,» [JaHHble 3HAaKN B ONUCAaHUM KOMaHAbl UCNONb3YOTCA ANA YKA3aHWA AManaso-
«» HOB.
«|» [JaHHbIN 3HaK B ONMCaHMM KOMaHAbl 0603HAYaeT KUANY.,
«f» JaHHbIN 3HaK B onNncaHWe KOMaHAbl YKa3blBAeT Ha 3HAa4YEeHME NO YMOJIYaHMIO.
K Calibri Kypcuneom Calibri ykasbiBatoTca nepemeHHble Uan napameTpbl, KOTopble HE0O-
ypcue Calibri o
XOAMMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM WUJIU CTPOKOWA.
MonyXupHblii Kypcus MoNy*KMpPHbIM WPUPTOM BblAeNEHBI MTPUMEYAHUA U NPeayNpPeKAEHNS.
<lMonyxcupHoliii MonyXMpPHbIM KYpPCUBOM B YrNOBbIX CKOBKax yKa3blBAlOTCA Ha3BaHMA KNaBuULL
Kypcue> Ha K/laBuaType.
Courier New MNony*unpHbim LWpndtom Courier New 3anmcaHbl npumepbl BBOAA KOMAHA,
. Wpudtom Courier New B pamKe € TEHbIO YKa3aHbl pe3y/bTaTbl BbINOJHEHUS
KOMaHZ,

MpumeyaHua 1 npegynpexaeHus

30BaHMIO U HACTPOIiKe YCTPOUCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NONb30BATENA O CUTYALMAX, KOTOPble MOTYT HAaHeCTU
Bpeps, YCTPOMCTBY MM YeNoBeKYy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa Mamn no-

/f MpumeyaHua coaepKaTt BaXKHYHO MHd)OpMaLI,MIO, coBeTbl W pekomeHaauumn no ncnosb-
L]

Tepe AaHHbIX.
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1 BBEAEHMUE

B nocnegHue ropbl Habaopaetca TEHOEHUMA K OCYLLECTBAEHUIO MACWTAbHbIX MPOEKTOB NO
NOCTPOEHMUIO CceTel CBA3U B COOTBETCTBMMU € KoHUenuneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/AbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX U BbICOKOMPOU3BOAUTENBbHBIX
TPAHCMOPTHbIX CETEN, KOTOPblE ABAAKOTCA ONOPHLIMW B MHOTOCNOMHOW apXUTEKTYpPEe CETEN CAeayloLLero
NOKONEHUA.

MNepepgaya wMHPOpMaUMM Ha BOMbLIMX CKOPOCTAX, OCOBEHHO B CeTAX KPynHOro maciutaba,
noapa3symeBaeT Bbl6Op TaKo TOMNONOTUKN CETU, KOTOPaA NO3BOJIAET rTMBKO OCYLLECTBAATL pacnpeaeneHue
BbICOKOCKOPOCTHbIX NOTOKOB.

Kommytatopbl MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48 moryt
NCNO/Ib30BaTbCA Ha CETAX KPYMHbIX NpeanpuATMiA U NpegnpuAaTMiA manoro u cpegHero 6usHeca (SMB), B
onepaTopckux cetax. OHM obecrneymBaloT BbICOKYID MPOU3BOANTENBHOCTb, TMBKOCTb, 6e30nacHOCTb,
MHOToypoBHeBoe KauyecTBo obcnyxumeaHma (QoS). Kommytatopbl MES5312, MES5316A, MES5324A,
MES5332A, MES5400-24, MES5400-48 06napatoT NOBbILWEHHON HAAEXKHOCTbIO 32 CYET pe3epBMPOBAHUA
y3108B, onpegenawwmx 6ecnepeboiHOCcTb OGYHKUMOHMPOBAHUSA — MoAy/ed NUTaHUS W Mmoaynemn
BeHTUAAUUNN.

KommyTtatopbl MES5400-24 1 MES5400-48 oTBeyatoT TpeboBaHMAM LLEHTPOB 06paboTKM AaHHbIX K
Top-of-Rack u End-of-Row-kommyTaTtopam n TpeboBaHUsaM onepaTopoB K 06opyaoBaHUIO ceTelt arperaumm
M MarucTpasibHbix cetel, obecneunmBan BbICOKYIO MPOU3BOAUTE/IBHOCTb M SKOHOMUYECKU 3dPeKTUBHOE
pelleHue.

B HacToALleM pyKOBOACTBE M3/10XEHbl Ha3HauYeHne, TeXHUYECKMEe XapaKTepUCTUKN, peKoMmeHaaummn
Nno HayasibHOM HaCTpOVIKe, CMHTAKCNC KOMaHA4 AnA KOHd)MpraLI,MM, MOHUTOPUHIA ¢ obHoBNEHUA
nporpammHoro obecneyeHus KOMMYTATOpPOB.
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2 OINUCAHUE U3AENUNA

2.1 Ha3HaueHue

KommyTtatopbl MES5400-24 n MES5400-48 — 3TO BbICOKOMNPOWU3BOAUTE/IbHbIE YCTPONCTBA, OCHALLLEH-
Hble nHTepdeincamm 1000BASE-X/10GBASE-R n 40GBASE-R/100GBASE-R 1 npeaHasHau4eHHble 418 UCMOJib-
30BaHUA B LeHTpax 06paboTku aaHHbIx (LOA) B KayectBe Top-of-Rack nnm End-of-Row KommyTtaTopos, a
TaK»Ke B ceTAX arperaumm u MarmcTpasibHbIX CETAX ONepaTopoB CBA3W.

MopTbl KOMMYTaTOPOB NoAAep*KMUBatoT paboTy Ha ckopocTax 1 [6ut/c (SFP), 10 réwur/c (SFP+), 40
réut/c (QSFP+) 1 100 réut/c (QSFP28). Hebnoknpyemas KOMMyTaLMOHHAA MaTpMLLa NO3BOJIAET OCYLLECTB-
NATb KOPPEKTHYI0 06paboTKY NaKeToB NpU MAKCMMAJIbHOW HarpysKe, COXpaHsAA Npu 3STOM MUHUMAa/bHbIE U
npefcKkasyemble 3a4ePKKM 418 BCcex TUNoB TpaduKa.

Cxema BeHTMAAumMK front-to-back obecneunsaeT apdeKkTMBHOE OXNAKAEHWE MPU WUCMOIb30BAHMM
YCTPOICTB B YC0BUAX COBPeMeHHbIX LLO/.

HageKHOCTb KOMMYTaTopoB obecneyeHa 3a cYeT Pe3epBUPOBAHNA NCTOYHUKOB NMUTAHMA U CUCTEMbI
OX/1aXKAEeHMA U Pa3BUTON CUCTEMbI MOHUTOPMHTA annapaTHOW YacTu ycTpoicTB. KoMMyTaTopbl MMEIOT BO3-
MOXHOCTb ropsiyeit 3ameHbl Moay/iel NUTaHUA U BEHTUAALUMOHHBIX Moaynel, obecneunsas 6ecnepeboit-
Hoe PYHKLMOHNPOBaHWE CeTU onepaTtopa.

KommyTaTtopsl arperaumu MES5312, MES5316A, MES5324A, MES5332A - 310
BbICOKOMPOM3BOAMTE/IbHbIE YCTPOWMCTBA, OCHaleHHble WHTepdelicamm 10GBASE-R, 1000BASE-X wu
npefHasHayeHHble A7 MCMO/b30BaHMA B OMNEPATOPCKUX CETAX B KAYecTBe YCTPOMCTB arperauuuv U B
HeboNblINX LeHTpax 06paboTkM gaHHbIx (LOM).

MopTbl yCTPOMCTBa MoAAep»KMBatoT paboTty Ha ckopoctax 1 6ut/c (SFP), 10 6ut/c (SFP+), uto
obecneynBaeT rMBKOCTb B MCMOAb30BAHUM U BO3MOXKHOCTb MOCTENEHHOrO nepexona Ha 6osee BbicoKkue
CKOpPOCTM nepefayn AaHHbix. HebnokMpyemas KOMMYyTaUMOHHAA MaTpuLa MNO3BONAET OCYLLEeCTBAATb
KOPPEKTHY0 06paboTKy NakeToB NPW MaKCMMaJbHbIX HArpysKax, COXpaHAa Mpu 3TOM MWHUMAJIbHbIE U
npeackasyemble 3a4ePKM Ha BCex Tunax Tpaduka.

Cxema BeHTUAAumMK front-to-back obecneunsaeT adpPeKkTMBHOE OXnarkgeHWe Npu UCNOAb30BaHUMU
YCTPOICTB B YCN0BMAX COBPEMEHHbIX LIO/L.

Ay6nnpoBaHHble BEHTUAATOPbl M WUCTOYHUKM MUTAHUA MOCTOAHHOTO WAM MEPEMEHHOro TOKa B
COYETaHWU C PA3BUTOM CUCTEMON MOHWTOPMHIA annapaTHOM 4YacTW YCTPOWMCTBA MO3BO/IAIOT MONYYUTb
BbICOKME MOKa3aTe/IM HaAEeKHOCTU. YCTPOMCTBA MMEIOT BO3MOXKHOCTb ropsYeit 3aMeHbl MoAy/1eil MUTaHuA
N BEHTUAALMOHHBLIX Moaynen, obecneumsasn becnepeboMHOCTb GYHKLMOHMPOBAHUA CETU onepaTopa.
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2.2 ®YHKUUM KOMMYTATOpA

2.2.1 ba3zosbie pyHKyuu

B Tabanue 1 npuseseH cnncok 6a3oBbix GyHKUWUIA YCTPOMUCTB, OCTYMNHbIX ANA aAMUHUCTPUPOBAHUA.

Tabnunua 1 — basoBble GyHKUUM YCTPOMCTBA

3awuma om
610KUpoBKuU o4yepedu
(HOL)

BNIOKMPOBKa BO3HMKAET B C/ly4asnx Neperpysku BbIXOAHbIX MOPTOB YCTPOWUCTBA Tpadu-
KOM OT HECKOJIbKMX BXOAHbIX MOPTOB. ITO NPUBOAMT K 3aJePrKKaM nepesaum AaHHbIX
M NnoTepe NakeTos.

Moddepixka
c8epXx0/1UHHbIX KAOpPOoe
(Jumbo frames)

CnocobHocTb NoaAepKnBaTh Nepeaady CBEPXA/AMHHBIX KagpoBs, YTO NO3BOAAET ne-
penaBaTh AaHHblIE MEHbLIMM YMUC/IOM NAKETOB. 3TO CHUMKAET 0BBEM CNYKeBHON UH-
dopmaunm, sBpems 06paboTKM 1 NepepbIBbI.

anaeneHue MoOMOKOM
(IEEE 802.3X)

YnpasseHne NOTOKOM MO3BOJIAET COEANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [1nA npenoTepalleHVa nepenonHeHna bydpepa HM3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBAATb NakeT PAUSE, Tem cambim MHbOpMUPYSA
BbICOKOCKOPOCTHOE YCTPOWCTBO O HEOBXOAMMOCTU caenaTth Naysy Npu nepesaye na-
KeToB.

Paboma e cmeke
ycmpoiicme

KommyTatop nopgepskusaer obbeanHEHNE HECKOJIbKUX YCTPOWMCTB B CTEK. B aTom
C/ly4ae KOMMYTaTOPbl PACCMATPUBAKOTCA KaK e4MHOE YCTPOMCTBO C 06LWMMM HacTPOA-
Kamun. BO3MO3KHbI [B€ TOMNONOIMMU NMOCTPOEHUA CTEKA — KO/IbLO M LernoyKa. Mpu atom
napameTpbl NOPTOB BCEX YCTPOWCTB, BKAKOYEHHbIX B CTEK MOYKHO 334aTb C KOMMYTa-
TOpa, paboTaloLero B pexkume «mactep». CTeKMpoBaHMe YCTPOMCTB MO3BOAET CHU-
3UTb TPYLOEMKOCTb YNPaBAeHUA CETbIO.

2.2.2 ®yHkyuu npu pabome c MAC-adpecamu

B Tabanue 2 npuseseHbl PyHKLUKN yCTPOMCTB Npu paboTe ¢ MAC-agpecamu.

Tabnnua 2 — PyHKuMKM paboTbl ¢ MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTop coctaBaseT B NamaTi Tabauuy, B KOTOPOW yCTaHaBAMBAETCA COOTBET-
cTBme mexay MAC-agpecamu 1 y3namum NopToB KOMMYTaTopa.

Pexcum obyyeHus

B oTcyTcTBME 06YyYeHMA AaHHbIE, NOCTYMNaloLWMe Ha Kakon-nMbo NopT, nepesatoTca Ha
BCe OCTa/ibHble MOPTbl KOMMYyTaTOpPa. B pexkume 0byyeHna KOMMyTaTop aHaAM3npyeT
Kazpbl u, onpeaennms MAC-agpec oTnpaBuTens, 3aHOCUT ero B TabanLy KOMMYyTaLUN.
Bnocneactsun Kagp Ethernet, npegHasHayeHHbIN gna xocta, MAC-agpec KOToporo
yKe ecTb B Tabsvue, nepesaeTcs TONbKO Yepes yKasaHHbIM B Tabauue nopr.

Moddepxcka nepedayu
Ha HecKonbko MAC-

[aHHaa ¢yHKUMA NO3BONAET YCTaHaB/AMBATb COEAUHEHUA KOOUH KO MHOTUM» W
«MHOrME KO MHOrmMm». Takum 06pasom, Kaap, agpecoBaHHbI MHOroagpecHoin

adpecos (MAC . .
. rpynne, nepeAaeTca Ha KaXabl NOPT, BXOAALLUI B rpynny.
Multicast Support)
AsmomamuyecKoe
epemsa xpaHeHua MAC- | Ecnv ot ycTpoiictea c onpefeneHHbiM MAC-agpecom 3a onpeaenieHHbli nepuog, spe-
adpecos MEHMW He MOCTyNalT NaKeTbl, TO 3anNucb ANA AaHHOrO agpeca yctapesaeT M yaanaeTtcs.
(Automatic Aging for 370 NO3BONAET NOALAEPHKMBATD TADAULY KOMMYTALMW B aKTya/lbHOM COCTOAHUU.
MAC Addresses)
Cmamuyeckue 3anucu c N
. €TeBON KOMMYyTaTop MO3BO/IAET MO/Ib30BaTe/Nl0 ONpeaennTb CTaTUYeCKue 3anucu
MAC (Static MAC AMyTaTop pea
Entries) cooTBeTcTBUM MAC-afpecoB, KOTOpble COXPaHAOTCA B TabnLe KoMMyTauuu.
ntries,
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2.2.3 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI|

B Tabnunue 3 npmeeseHbl GyHKLMM U 0COBEHHOCTU BTOPOro ypoBHsA (yposeHb 2 OSI).

Tabnunuya 3 — OnncaHme GyHKUMIN BTOpOro ypoBHSA (yposeHb 2 OSI)

Peanusauusa npotokona IGMP nossonser Ha ocHOBe WMHbOPMaLMK, NOJYYEHHON
npv aHanuse cogepxumoro IGMP-nakeToB, onpegennTb, Kakue yCTPOMCTBA B CETU

®yHkyua IGMP Snooping .
Y4YacTBYHOT B rpynnax MHOroaZpecHOM Paccbl/iIKK1, M aapecoBaTb TPaPUK Ha COOTBET-
CTBYyHOLWLME NOPTHI.
. Peanusauua npotokona MLD no3BosifseT ycTpoicTBY MUHUMU3MPOBATb MHOroas-
@®yHkyusa MLD Snooping 4 P yerp y P A

pecHblli IPv6-Tpadumk.

3awjuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LWTopm» — 31O pasmHoKeHue broadcast-, multicast-, unknown unicast-nakeTtos B
KaXXZOM y3/1e, KOTOPOE NPUBOAUT K JIaBUHOOBPA3HOMY POCTY MX YMCNa U Napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GYHKLMIO, MO3BONAIOLLYIO OFPAaHUYUTL CKO-
poCTb Nepegaym MHOrOaAPECHbIX U LIMPOKOBELLATEIbHbIX KaApoB, NPUHATbLIX U Ne-
pefaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoes
(Port Mirroring)

3epKanupoBaHuWe NopTos No3soaseT AybanposaTb Tpaduk Habaogaembix NOPTOB.,
nepecbinas BXxoAslWMe U/UAM UCXOAALLME NAKETbl HA KOHTPOAWpPYOWMi nopt. Y
no/sib30BaTeNA KOMMYTaTopa €CTb BO3MOXHOCTb 334aTb KOHTPO/IUPYIOLNIA U KOH-
Tpo/AMpyemble NOpTbl U BbIBPATL TN TpadUKa (BXOAAMIA U/UAN UCXOAALLMIA), KO-
TOpbIN ByaeT nepeaaH Ha KOHTPOIMPYIOLLMIA NOPT.

Usonayua nopmos
(Protected ports)

[aHHaa yHKUMA NO3BONSET Ha3HauMTb NopTy ero uplink-nopT, Ha KoTopbiit 6es-
YCN0BHO ByAeT nepeHanpasaaTbCca BECb TPAPUK, obecneunsas TeM CambiM U30NA-
LMIO C APYrMMK NOpTamu (B Npegenax o4HOro KOMMYTaTopa), HaXo4ALMXCA B 3TOM
e WwupokoselyatenbHom gomeHe (VLAN) B npegenax og4HOro KOMMyTaTopa.

Private VLAN Edge

[aHHan dyHKLMA NO3BOAAET M30AMPOBATL FPyNNy NOpToB (B Npeaenax 04HOro KOm-
MyTaTopa), HaXOAALWMXCA B OAHOM LUMPOKOBELATe/IbHOM AOMEHE MeKay cobol,
no3B0/1AA NPU 3TOM 06MeH TPadUKOM C APYTMMKU NOPTaMM, HAXOAALLMMUCA B STOM
e WMpoKoBelLLaTe/IbHOM AOMEHE, HO HeNpUHAANEKALLMMM K 3TOM rpynne.

Private VLAN (light
version)

ObecneynBaeT U30NALMUIO MEXAY YCTPOMCTBAMM, HAXOAAWMMMUCA B O4HOM LUMPO-
KoBeLaTeNbHOM AOMeHe, B Npeaenax Bcei L2-ceTn. PeannsoBaHbl TONbKO ABa pe-
Xunma paboTbl nopta Promiscuous u Isolated (Isolated-nopTbl He moryT obmeHu-
BaTbCA APYr C APYrom).

Moddepxka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoW NPOTOKOJ, OCHOBHOM 3afa4yeit KOTOPOro ABASA-
eTca npuseaeHne cetn Ethernet ¢ M3BbITOYHBIMU COEANHEHUAMM K APEBOBUAHOM
TOMOJIOrMK, UCKKoYatoLWEel netn. KommyTaTopbl 06MeHMBaOTCA KOHOUIYPaLMOH-
HbIMM COOBLLEHNAMMN, UCNONb3YA Kadapbl cneyuanbHoro ¢opmarta, U BbIBOPOUHO
BK/IIOYAIOT M OTK/IIOYAIOT Nepeaayy Ha nopTbl.

Moddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (bbicTpbin) STP (RSTP) — AaBnsieTcA ycoBepLUeHCTBOBaHMEM NPOTOKoa STP, xa-
paKTepu3yeTcs MeHbLIMM BPEMEHEM NPUBELEHUA CETU K APEBOBUAHON TONONAOMMMU
M umeeT 60nee BbICOKYHO YCTOMUYNBOCTD.

lpomokon ERPS
(Ethernet Ring Protection
Switching)

MpoTOKOA NpeaHa3HayYeH AN NOBbIWEHMA YCTOMYMBOCTA U HALEKHOCTM CeTU ne-
pefaun AaHHbIX, MMeoLWen KoNbLEBYIO TOMOOIMIO, 33 CYET CHUMKEHUA BPeMeHU
BOCCTAHOBJ/IEHMA CETU B C/ly4Yae aBapuu. Bpema BOCCTaHOB/EHMA He npesbiwaeT 1
CEeKYHAbl, YTO CYLLECTBEHHO MEHbLLE BPEeMEHU NepecTpoiKu ceTu Npu MCNosib3oBa-
HWW NPOTOKO/IOB CEMENCTBA spanning tree.

Moddepxcka VLAN

VLAN — 370 rpynna nopToB KOMMYyTaTopa, 06pasyoLLmX O4HY LUIMPOKOBELLATENbHYHO
obnacTtb (aomeH). KommyTaTop noaaepnBaeT pasindHble cpeacTsa Kaaccuduka-
LMW NaKeToB A4/1A onpeaeneHnsa Ux NnpMHaanerKHocTH K onpeaeneHHon VLAN.

Moddepxcka GVRP (GARP
VLAN)

Mpotokon peructpauun GARP VLAN obecneumBaeT guHamuyeckoe pobasne-
Hue/yoaneHve rpynn VLAN Ha noptax KommyTtaTtopa. ECAu BKAOYEH NPOTOKOA
GVRP, kKommyTaTop onpegensaeT, a 3aTem pacnpoCTpPaHAET JaHHble O NPUHaANeX-
HocTu K VLAN Ha Bce nopTbl, ABNAIOLWMECH YACTbiO aKTUBHOM TOMOJIOTUM.
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Moddepxcka VLAN
Ha 6a3ze nopmoe
(Port-Based VLAN)

PacnpeaeneHune no rpynnam VLAN BbinoaHAETCA NO BXOoAAWMM nopTam. JaHHoe
peleHne NO3BOJIAET NCNOJIb30BaTb Ha KaXXA0M NOpPTy TONbKO ogHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpPbITbIN CTAaHAAPT, KOTOPbIMA ONMCbIBAET NpOLEAYPY TErMPOBaHMUA
TpaduKa ana nepegayum nHGopmaumm o npuHagnexHoctn kK VLAN. Mo3ssonseT uc-
nonb3oBaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

O6veduHeHUe KaHan08
c ucnonwv3oeaHuem LACP

Mpotokon LACP obecneynBaeTt aBTomaTUyeckoe obbeaNHEHNE OTAE/NbHbIX CBA3EN
MeXay ABYMA YCTPOWCTBaMM (KOMMYTaTOP—KOMMYTATOp WM KOMMyTaTop—cep-
Bep) B e4MHbIM KaHa nepesaym AaHHbIX.

B npoToKose NOCTOAHHO OnpenenaeTca BO3MOXKHOCTb 06beANHEHNA KAaHANoB, U B
C/ly4ae OTKa3a coeguHEHUA, BXOSALLErO B 06beaMHEHHbIN KaHan, ero Tpaduk aBTo-
MaTUYeCKU nepepacnpesenseTca no He OTKa3aBLIMM KOMMNOHEHTaM 06beauHeH-
HOro KaHana.

Co3daHue 2pynn LAG

B ycTpovicTBax nogaepxunBaetcs GyHKLMA CO34aHMA TPynn KaHaNoB. Arperauns Ka-
Hanos (Link aggregation, trunking) unu IEEE 802.3ad — TexHonorMa 06begnHeHUA
HECKONbKMX QU3MYECKMX KaHa/noBa B OAWMH NOTMYECKMI. ITO CnocobCTBYeT He
TO/IbKO YBE/IMYEHUIO NPOMYCKHOM CNOCOBHOCTM MAarucTpaabHblX KAHAaN0B KOMMYyTa-
TOP-KOMMYTATOpP UAN KOMMYTaTOp-CeEpPBEpP, HO U MOBbLILEHUIO UX HAAEXHOCTU. Bos-
MOKHbI TpM TMNa 6anaHCMPOBKM — Ha ocHoBaHUKM MAC-agpecos, Ha ocHOBaHuMM |P-
aflpecoB 1 Ha OCHOBaHMK nopTa (socket) HasHayeHus.

lpynna LAG cocToMT U3 NOPTOB C OANHAKOBOM CKOPOCTbIO, PaboTalowWmx B AynaeKc-
HOM peXKnme.

Moddepxcka Auto Voice
VLAN

MpepoctaBnsaeT BO3MOXHOCTb UAEHTUGUUMPOBATL r0J10COBOIN TPadUK Ha OCHOBaA-
Hum OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-agpeca). Ecnm
B MAC-Tabnnue KommyTaTopa npucytcteyet MAC-agpec ¢ OUl ronocoBoro wito3a
unu e IP-TenedoHa, To AaHHbIN NOPT aBTOMATUYECKN obasnseTtcs B voice vlan
(npeHTuounKauma no npotokony SIP nnu e no MAC-agpecy nonyyatens He noa-
AepKuBaetca).

2.2.4 ®yHKyuu mpemoe2o ypoeHa cemeeoii modenu OSI|

B Tabnmue 4 npuseaeHbl GyHKUMK TpeTbero ypoBHsA (yposeHb 3 OSI).

Tabnunua 4 — OnncaHme GpyHKLUNIN TpeTbero ypoBHa (Layer 3)

Knuenmeoi BootP

u DHCP

(Dynamic Host
Configuration Protocol)

YCTpoicTBa  CNOCO6HDI

BootP/DHCP.

aBTOMaTMYecKM nosyyatb |P-agpec no nNpoToKony

Cmamuyeckue AZLMMHUCTPATOP KOMMYTATOPa UMeEeT BO3MOXKHOCTb A06aBAATb U yAanATb cTaTuye-
IP-mapwpymel CKMe 3anucu B Tabnumuy mapLipyTmsaumm.
lpomokon ARP ARP — npoTtoKkon conoctasneHus IP-agpeca n pusmyeckoro agpeca ycrporcraa. Coot-

(Address Resolution
Protocol)

BeTCTBMNE YCTaHaB/IMBAeTCA Ha OCHOBE aHa/In3a OTBETa OT y3/1a CeTU, aapec y3na 3a-
npalwnBaeTCAa B LULMPOKOBELWLATE/IbHOM NaKeTe.

lpomokon RIP
(Routing Information
Protocol)

MPOTOKO/ AMHAMMYECKOW MapLLIPYTU3aLMM, KOTOPbI NO3BOASET MapLIPyTM3aTopam
06HOBAATL MapPLPYTHYI NHOPMALMIO, NOyYasn ee OT COCeAHMUX MapLLIPYTM3aTOPOB.
B 334auM NpOTOKONA BXOAUT ONpeaesieHne onTMMasibHOro MapLupyTa Ha OCHOBaHMM
[AaHHDbIX O KO/IMYECTBE MPOMEXKYTOUHbIX Y3/108B.

@yukyusa IGMP Proxy

IGMP Proxy — ¢&yHKUMS YyNpPOLLEHHOW MapLIpyTU3aLMW MHOroaapecHbIX AaHHbIX
MeXay ceTamu. s ynpaBieHMa mapLlpyTmsaumneint ncnonbayetcsa npotokon IGMP.

Mpomokon OSPF

MpPOTOKO/ AUHAMMYECKOM MapLUpyTM3aLMM, OCHOBAHHbIA HA TEXHONOTUWN OTCAEXKM-
BaHWA cocToaHMA KaHana (link-state technology) n ncnonb3yowmii Ana HaxoxKaeHus
KpaTyaunwero nytn anropmutm AenkcTpol. Mpotokon OSPF pacnpocTpaHsaeT MHpopma-
LMI0 O AOCTYMHbIX MapLpyTax Mexay MapLpyTusatopamn ogHON aBTOHOMHOM CU-
CTEMbI.
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MpoTtokon VRRP npegHasHayeH gna pesepBMpoOBaHNA MApPLLPYTM3aTOPOB, BbIMOJIHA-
IOLLMX POAb LIAO3A NO YMOIYaHUI0. 3TO AOCTUraeTcA NyTém obbeanHeHus IP-nHTep-
dbencoB rpynnbl MapLIpyTM3aTOPOB B OAMH BUPTYasibHbIN, KOTOPbIN ByaeT ncnoib3o-
BaTbCA KaK LU/O3 N0 YMONYAHUIO ANA KOMMbIOTEPOB B CETH.

lpomokon VRRP

PIM-npoToKon mHoroaapecHou maplipytusaumm ansa IP-ceteit, co3gaHHbIn ana pe-
WweHuA npobaem rpynnosoi maplupytmsaumu. PIM 6asupyetcs Ha TpaAULMOHHbIX
MapLpyTHbIX NpoTokosax (Hanpumep, Border Gateway Protocol), Bmecto Toro,
lpomokon PIM 4yTObObI CO34aBaTb COBCTBEHHYIO ceTeByto Tonosiormto. PIM ucnonb3yeT unicast-tab-
MLy MmapupyTusaummn gna nposepku RPF. 3Ta npoBepKa BbINOAHAETCA MapLIpyTU3a-
Topamu, 4Tobbl Y6eamTbcs, YTO nepesada MHOroaapecHoro Tpaduka BbiNosHAETCA
no nytn 6e3 netens.

2.2.5 ®yHkyuu QoS
B Tabanue 5 npuseaeHbl OCHOBHble GYHKLMM KavecTBa obcnykmnsaHus (Quality of Service).

Tabnnua 5 — OcHoBHble QYHKLMM KauecTBa 06CyKMBAHMSA

Moddeprka YCTpOICTBO NoAAepKUBaeT NPUOPUTU3ALMIO UCxoaAaLLero TpadurKa No oyepeaam Ha
npuopumemHbix Ka)kaom nopty. PacnpeaeneHune naketTos No o4epeaam MOXKET MPpomn3BOANTLCA B pe-
ouepedeli 3y/nbTaTe KnaccuduKaLMm NakeTos Mo PasMYHbLIM NONAM B 3aro/I0BKax NakeTos.

CraHgapT 802.1p cneunduumpyeT MeToL yKasaHMA NpMOpUTETA Kagpa M anroputm
MCNO/Ib30BaHMA NPUOPUTETA B LLENAX CBOEBPEMEHHOM AOCTaBKM YYBCTBUTE/IbHOTO K
BPEMEHHbIM 3aepKkam Tpaduka. CtaHaapT 802.1p onpenenset BOCEMb YPOBHEM
npuopuTeTos. KOMMyTaTOpbl MOFYT UCNONb30BaTb 3Ha4YeHUe npuoputeta 802.1p gna
pacnpeaeneHua Kagpos No NPUOPUTETHbLIM ovepeaam.

Moddepicka Knacca
obcnyrcusaHusa 802.1p

2.2.6 ®yHKyuu obecneyeHusa 6ezonacHocmu

Tabanuya 6 — PyHKUMKM obecneyeHma 6e3onacHoOCTH

®YHKUMA KOMMYTaTOpa, NPeAHa3HAYEHHAA 41A 3aLWMTbl OT aTaK C UCMONb30BAHMEM
npotokona DHCP. O6ecneuunsaet ¢punbrpauntio DHCP-coobuieHMiA, NOCTyNUBLINX C
DHCP snooping HeHaAeXHblX NOPTOB MyTEM MOCTPOEHMA U NOALEPNKAHWUA Hasbl JAHHBIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbiNOAHAET AencTeus
6paHaMayapa MexKay HeHaaeKHbIMKU nopTamu U cepsepamun DHCP.

Onuwua, KoTopas nossonseT npouHbopmuposatb DHCP-cepsep o Tom, € KaKkoro
DHCP-peTpaHcnaaTopa v Yepes Kakoi nopT npuilen 3anpoc.

Onyus 82 npomokKona . )
Mo ymonyaHuio KommyTaTop, ncnonbsyowmn ¢pyHkumio DHCP snooping, o6HapyKu-

DHcp BaeT 1 oTbpacbiBaeT ntoboit DHCP-3anpoc, coaeprKalmnii onunto 82, KOTOPbIN OH No-
Nly4nn yepes HeHaaéxHbll (untrusted) nopr.

UDP relay MepeHanpasneHue wnpokosellatenbHoro UDP-TpadmKa Ha yKasaHHbIn IP-agpec.

®yHKyuu DHCP- DHCP-cepBep ocyuiecTBaseT LeHTPaAn30BaHHOE yrnpaB/ieHWe CEeTEBbIMU aZpecamu

cepeepa M COOTBETCTBYHOLMMWN KOHOUTYPALMOHHBIMM NapamMmeTpamm, aBTOMATUYECKU Npeao-

CTaBAA UX KIMEHTAM.

®yHKUMA KOMMYTaTOpa, KOTOopas orpaHuumBaeT IP-Tpadumk, PuabTpya ero Ha ocHoBa-
HUK TabMLLbl cCOOTBETCTBUI 6a3bl gaHHbIX NpuBsA3kn DHCP — DHCP snooping u ctaTtn-
Yecku cKoHPUryprpoBaHHbIX IP-agpecos. PyHKLMA ncnonb3yeTcsa Ana 6opbbbl € noa-
meHoit IP-agpecos.

IP Source address guard

dyHKUMA KOMMYyTaTOpa, NpeAHasHaveHHasa A0S 3aWMUTbl OT aTak C UCMO/b30BaHUEM
Dynamic ARP npotokona ARP. CooblieHMe, KOTOpOe NOCTyNnaeT C HEeHaAEeKHOro NopTa, noasepra-
Inspection (Protection) eTca npoBepke — cooTBeTcTBYET /M IP-agpec B Tene npuHAatoro ARP-naketa IP-agpecy
oTnpasutens. Ecav agpeca He cCOBNaAatoT, TO KOMMyTaTop oTbpacbiBaeT NakerT.

Ethernet-kommymamopsi MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48 13



HELTEX

L2 - 13— L4 ACL (Access
Control List)

Ha ocHoBe MHpOpMaLMK, coaepKalleiica B 3arosoBKax yposHen 2, 3 u 4, y agMUHK-
CTpaTopa ecTb BO3MOXHOCTb HaCTPOMTb MpaBu/a, COracHO KOTOpbIM MakeT byaer
ob6paboTaH, AMbo oTHpPOLLEH.

Time-Based ACL

Mo3BonseT ckoHGUryprMpoBaTb BPEMEHHbIE PaMKW, B TEHEHWE KOTOPbIX AaHHbIA ACL
byaeT AelcTBOBaTh.

Moddepika OcHoBHasa $yHKLMA 6J1OKMPOBKM — NOBLICUTHL H@30MNacHOCTb CeTH, NpefoCcTaBNAA f0-
3a6ﬂ0KUp08aHHle CTyn K NOPTY KOMMYTATOpPa TONbKO ANA yCTpOVICTB, nmerownx MAC-a,u,peca, 3aKkpen-
nopmoe NeHHble 32 3TUM NOPTOM.

Mposepka Mposepka noganHHocTh IEEE 802.1x npepactaBnseT coboii mexaHM3mM KOHTPOANA [0-

nodsaAuHHOCMU Ha
ocHoee nopma (802.1x)

CTyna K pecypcam 4epes BHelWHnit cepsep. Mpoweawine npoBepKy NoaMHHOCTH
Nno/ab30BaTe M NOAYHAOT AOCTYN K pecypcam BbibpaHHOM ceTw.

2.2.7 ®yHKYuU ynpasneHUs KOMmMymamopom

Tabnnua 7 — OcHOBHble GYHKLMM YNPaBAEHNA KOMMYTAaTOPamMM

3azpy3Ka u ebiepy3Ka
¢aliina Hacmpoliku

MapameTpbl YCTPOMCTB COXPaHAOTCA B Ppaliie HAaCTPOIMKN, KOTOPbIM COAEPKUT AaH-
Hble KOHWIypaL MK Kak BCe CUCTEMbI B LIEJIOM, TaK M ONpeaeneHHOro nopTa ycTpoit-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtoKkon TFTP ncnonb3ayetca gns onepaunin 3anmcu u yteHuns dainos. MpoTtokon oc-
HOBaH Ha TpaHcNopTHOM npoToKoae UDP.

YcTpoiicTBa NOAAEPKMBAIOT 3arpysKy U nepefady no AaHHOMY NpoTokosy dainos
HaCTPOMKKN 1 06pa3oB NporpammHoro obecneyeHus.

Mpomokon SCP (Secure
Copy)

MpoTtoKkon SCP ncnonb3yerca Ana onepaumii 3anucu 1 YteHma dainos. MpoTokon oc-
HOBAH Ha ceTeBOM NpoToKosne SSH.

YcTpolicTBa NoAAepsKUBatOT 3arpy3ky U nepegady no AgaHHOMY nNpoTokony ¢ainos
HaCTPOMKKN M 06pa3oB NporpammHoro obecneyeHus.

YoaneHHsiii
MoHumopuHa (RMON)

YaaneHHblh MOHUTOPUHT (RMON) — cpeficTBO MOHUTOPMHIA KOMMbIOTEPHbIX CETEW,
pacwmpeHne SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAIOT cObMPaTb AMArHOCTUYe-
CKMe [laHHble C MOMOLbIO CTaHUMK ynpaBneHua cetbto. RMON — aTo cTaHgapTHaA
6a3a MIB, B KOTOpOI onpeaeneHbl TEKYLWLAA U NPeablayLLas CTaTUCTMKa ypoBHA MAC
1 06bEKTBI YNpaBaeHUA, NpeaocTaBAAoWMe AaHHbIE B PealbHOM BPEMEHMW.

lpomokon SNMP

Mpotokon SNMP ncnonb3yetca Ana MOHUTOPUHIA M yNPaBAEHUA CETEBbIM YCTPOWA-
cTBOM. [J1A ynpaBneHUs AOCTYNOM K CUCTEME Onpeaensaerca CNMCOK 3anucei coob-
LEeCTBA, KaXK4an M3 KOTOPbIX COAEPKUT NPUBUAETMM AOCTYNa.

Unmepdpeiic
KomaHOHoOUi cmpoKu
(CLI)

YnpasneHne kommyTaTopamu nocpeactsom CLI ocylecTBaseTcA NoKanAbHO yepes no-
cneposaTtesibHbIA nopT RS-232, nnbo yaaneHHo yepes Telnet, SSH. UHTepdelic Ko-
MaHZHOM CTPOKM KoHconu (CLI) ABnAeTcA NpoMbIWAEHHbIM CTaHAAapTOM. MHTepnpe-
TaTop CLI NnpeaocTaBAser CNMCOK KOMaHZA, U K/YeBblX C/108 A1 MOMOLLM NOAb30Ba-
Te/Il0 M COKPaLLEHN0 06bema BBOAMMbIX AAHHbIX.

Syslog — npoTokon, obecneynBatoLmnin Nnepesady coobLEeHU 0 NPONCXOAALLNX B CU-

Syslog o
cTeme cobbITUAX, a TaKKe yBeJOMIeHWUA 06 oWwMBKax yaaneHHbIM cepBepam.
SNTP Mpotokon SNTP — NnpOTOKON CUHXPOHU3ALUN BPEMEHMU CETU, FaPaHTUPYET TOYHOCTb
(Simple Network Time CUMHXPOHM3aLUN BPEMEHU CETEBOTO YCTPOMCTBA C CEPBEPOM L0 MUANIUCEKYHADI.
Protocol)
Traceroute — cnyxebHaa GyHKLMA, NpeAHA3HAaYeHHan ANA onpeaeneHna MapLupyTos
Traceroute y dyHKUMA, Npes, A peA pwpy
nepeaayun AaHHbIX B IP-ceTax.
YnpaeneHue .
AZMMHUCTPATOP MOXKET onpeaennTb ypOBHM NpUBUAETUIA A0CTyNa ANA NoNb3oBaTe-
KOHMponaupyemoim . . .
Nen yCTPOMCTBA U XapaKTEPUCTUKN ANA KaXKAOr0 YPOBHA NpUBUAETUI (TONbKO AnA
docmynom — ypoeHu .
» yTeHuns — 1 ypoBeHb, MOMHbIN A0CTyn — 15 ypoBeHb).
npusunea2uu

14 Ethernet-kommymamopel MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48




HELTEX

KommyTaTop cnocobeH ycTaHaB/AMBaTb 3anpeT AOCTyMa K KaxKaomy uHTepodeicy
ynpasnaeHusa (SNMP, CLI). 3anpeT moxeT 6biTb YyCTaHOBAEH OTAENbHO ANA KaXAoro

baokuposka
o TMNa gocTyna:
UHme, euca .
pb Telnet (CLI over Telnet Session);
ynpaenexua Secure Shell (CLI over SSH);
SNMP.
JlokaneHasa [na nokanbHol ayTeHTUdUKALMM NOAAEPIKMBAETCA XpaHEHWe naponeli B 6ase gaH-
aymeHmudgukayus HbIX KOMMYyTaTOpa.

duaempayus IP-

Joctyn no SNMP paspewaetca ana onpeaeneHHbix |IP-agpecos, ABNAKOLWUXCA Yne-

adpecoes dna SNMP Hamu SNMP-coobecTsa.
MpoTtokon RADIUS ucnonb3yetca ana ayTeHTMGUKaumm, asTopmsaumm u yyeta. Cep-
Bep RADIUS ucnonbsyeT 6asy AaHHbIX NO/sb30BaTesIei, KOTOPasa COAEPKUT AaHHble
Knuexm RADIUS P YET basy A , KOTOPAA COAEPIUT A
NPOBEPKU NOANMHHOCTU ANIA KaXKA0ro nosib3osatend. KommytaTopbl cogepkat Kam-
E€HTCKYIo YacTb npoTokona RADIUS.
TACACS+ YCTpPOMCTBO NpeaocTaBnAeT Noanep KKy NPOBEPKM NOAJIMHHOCTU KNMEHTOB nNocpea-
. cTBom npoTokosia TACACS+. MpoTtokon TACACS+ obecneunBaeT LLeHTPaNN30BaHHYIO
(Terminal Access .
cuctemy 6e30MacHOCTM A1 NMPOBEPKM MONb30BaTenel, NOAyvatowmx AOCTyn K
Controller Access .
YCTPOWMCTBY, @ TaK¥Ke LEHTPANM30BAHHYIO CUCTEMY YrpasaeHUs Npu cobatogeHum
Control System)
cosmectumocTtn ¢ RADIUS n apyrumun npoueccamm NpoBepKu NOAJAUHHOCTU.
dyHKuma cepsepa SSH nossonseT kKaneHTy SSH ycTaHOBUTbL C YCTPOMCTBOM 3aLLULLEH-
Cepeep SSH YHKL, peep y Yy ycTp wnuy
HOe coeAuHEeHWe ANA YNpaBaeHNA UM.
Mododepxka JaHHasa yHKLMA nNpefocTaBaseT BO3MOXKHOCTb CO3/4aBaTb MaKpPOKOMaHAbl, npea-
MAKpPOKOMAHO cTaBnsAoLwWwme coboli Habop KOMaHA, U NPUMEHATb UX A5 KOHOUTYPALUKM YCTPOMCTBA.

2.2.8 /[lonosHumersnbHoble hyHKYUU

B Tabanue 8 npuseaeHbl 4ONOHUTENbHbIE PYHKLIMKN YCTPOICTBA.

Tabnnuya 8 — [lononHuTeNbHble GYHKUUM YCTPOMUCTBA

AuazHocmuka
onmuy4yecKoz20
mpaHcusepa

YCTPOWCTBO NO3BOAET TECTUPOBATL ONTUYECKMNIA TpaHcuBep. Mpu TeCTUPOBaHUN OT-
CNEXMBAOTCA TakMe MapameTpbl, Kak TOK WM HanpsaKeHue MuTaHuA, Temnepartypa
TpaHcuBepa. Ansa peanvsaummu TpebyeTca noaaepka sTux GyHKLUMIM B TpaHCKBepe.

Green Ethernet

[aHHbIA MexaHM3M MO3BOAAET KOMMYTAaTOPY CHW3UTbL SHepronoTpebaeHne 3a cyet
OTKJ/IIOYEHNA HEAKTUBHBIX 3/IEKTPUHECKUX MOPTOB.

2.3 OcCHOBHbIe TeXHUYECKUe XapaKTepPUCTUKU

OCHOBHble TEXHUYECKME napamMeTpbl KOMMYTATOpPOB npueeaeHbl B Ta6nmu,e 9.

Tabanua 9 — OCHOBHbIE TEXHUYECKME XapaKTepPUCTUKK

O6wue napameTpbl

NHTepdeichl

1x10/100/1000BASE-T (OOB)
MES5312 12x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHcobHbIM NnopT RS-232 (RJ-45)

1x10/100/1000BASE-T (OOB)
16x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHcobHbIM nopT RS-232 (RJ-45)

MES5316A
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1x10/100/1000BASE-T (OOB)
MES5324A 24x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHco/bHbIM nopT RS-232 (RJ-45)
1x10/100/1000BASE-T (OOB)
MES5332A 32x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHcobHbIM nopT RS-232 (RJ-45)
1x10/100/1000BASE-T (OOB)
24x1000BASE-X (SFP)/10GBASE-R (SFP+)
MES5400-24 6x40GBASE-R (QSFP+)/100GBASE-R (QSFP28)
1xUSB 2.0
1x10/100/1000BASE-T (OOB)
48x1000BASE-X (SFP)/10GBASE-R (SFP+)
MES5400-48 6x40GBASE-R (QSFP+)/100GBASE-R (QSFP28)
1xUSB 2.0
CKODOCTb NEDeaauM AaHHBIX OnTuyeckune nHTepdeiicol 1/10 réur/c
P PeA A dneKkTpuyeckue nHtepdeiicsl 10/100/1000 Méut/c
MES5312 240 Iéut/c
MES5316A 320 Iéut/c
MES5324A 480 Ieut/c
MponyckHaa cnocobHoCTb
MES5332A 640 Ieut/c
MES5400-24 1,68 T6uT/cC
MES5400-48 2,16 Téut/c
MES5312 178 MPPS
MES5316A
Mpon3BoANUTENLHOCTb Ha Na- MES5324A 238 MPPS
KeTax A/IMHoi 64 Baiital MES5332A
MES5400-24 878,3 MPPS
MES5400-48 1041,5 MPPS
MES5312 2 Mb6ant
MES5316A
. MES5324A 3 Mb6ait
O6bem bydepHo namaTu MES5332A
MES5400-24 .
MEss400-48 | -2 M63AT
O6bem O3Y (DDR3) 1 r6ant
O6bem M3Y (NAND Flash) 1 r6ant
MES5312
MES5316A
MES5324A 32768
Tabnnua MAC-agpecoB | MES5332A
MES5400-24 65536
MES5400-48 262144

1 3HaueHna yKasaHbl A8 0AHOCTOPOHHEN nepeaaun

16

Ethernet-kommymamopel MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48




HELTEX

MES5312
MES5316A 1
K 50 ARP- MES5324A 8151
ONMHECTBO MES5332A
3anucen
MES5400-24 32768
MES5400-48 131072
Noppep»xka VLAN CornacHo 802.1Q go 4094 aktusHbix VLAN
MES5312
MES5316A
Konnuectso rpynn L2 MES5324A 4096
Multicast MES5332A
(IGMP snooping)
MES5400-24
MES5400-48 1024

Konnyectso npasun SQinQ

1320(ingress)/1320(egress)

MapLUpyTOB

MES5312 6066
MES5316A
MES5324A 2996
Konnyectso npasun ACL MES5332A
MES5400-24 4559
MES5400-48 10716
MES5312 6144
MES5316A
MES5324A 3072
Konnuectso ACL MES5332A
MES5400-24 6144
MES5400-48 12288
Konnuyectso npasun ACL B ogHom ACL 256
16160 IPv4
MES5312 4040 IPv6
MES5316A
Konnyectso mapwpyTos L3 16288 IPv4
Unicast? MES5324A 4072 IPv6
MES5332A
MES5400-24 32670 IPv4
MES5400-48 8165 IPv6
8080 IPv4
MESS312 2020 IPv6
ES531
Konnuyectso mapwpyTos L3 méizziﬁ 8144 |1Pv4
H 2
Multicast (IGMP Proxy, PIM) MES5332A 2036 IPv6
MES5400-24 16335 IPv4
MES5400-48 4083 IPv6
Konunyectso VRRP-mapLwpyTnsatopos 255
MakcmmanbHoe Konmyectso ECMP- 64

! flna kaskporo xocta B ARP-Tabnuue co3gaeTca 3anuch B Tabmue mapLipyTusaumm
2 MapuwpyTbi IPv4/1Pv6 Unicast/Multicast ucnonb3sytot obLime annapatHble pecypcbl

Ethernet-kommymamopsi MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48 17
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Konunyectso L3-uHTtepdeicos

2050

Konunuectso BupTyanbHbix Loopback-uHTtep-
delicos

Arperaumsa KaHanos (LAG)

32 rpynnbl, 40 8 NOPTOB B KaXao0l

Konnuecrtso sk3emnnapos MSTP 64
Konnuecrtso sk3emnnapos PVST 65
Konnuectso DHCP pool 16

KauecTBo 06cnyxmBaHma QoS

8 BbIXOAHbIX OYepeaen ANA KaxKaoro noprta

CBepxa/MHHbIe Kagpbl (jumbo frames)

MakKcumanbHbIi pasmep naketos 10240 6ant

CreknpoBaHue

[o 8 yctpoiicts?!

CooTBeTcTBME CTaHAA pTam

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1g VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

YnpasneHue

NokanbHoe ynpasnexHue

Console

YpaneHHoe ynpasaeHue

SNMP, Telnet, SSH, Web

du3nueckne XxapaKTepUCTUKMU U YCAOBUA OKPYIKaloLein cpeabl

ES2 | (T e T 100 M08 507601y
MES5316A BapuaHTbl NUTaHUA: '
MES5324A P ;
MES5332A - O4MH UCTOYHMK NUTAHWUA NOCTOAHHOIO MW NEPEMEHHOr0 TOKa;
MES5400-24 - Ba MCTOYHMUKaA nMTaHuVIﬂ NMOCTOAHHOIO WM MEPeMeHHOro TOKa, ¢
BO3MOHOCTbIO ropsiyein 3ameHbl.
MCTOUYHMKM NUTaHNA
CeTb nepemeHHOro Toka: 176-264 B, 50-60 Iy,
CeTb NOCTOAHHOrO TOKa: 36—72 B
MES5400-48 BapuaHTbl NUTaHuA:
- O4MH UCTOYHMK NUTAHWUA NOCTOAHHOIO MW NEPEMEHHOrO TOKa;
- ABa WUCTOYHWKA MUTAHUA MOCTOAHHOIO WM MEPeMeHHOro TOKa, C
BO3MOHOCTbIO ropsiyein 3ameHbl.
MES5312 He 6onee 25 BT AC
MES5316A He 6onee 58 BT AC
Motpe6nsemas MES5324A He 6onee 73 BT AC
MOLIHOCTb MES5332A He 6onee 74 BT AC
MES5400-24 He 6onee 150 BT AC
MES5400-48 He 6onee 180 BT AC

! Peanusauma B ycrporicteax MES5400-24, MES5400-48 3annaHuposaHa B 4Q22
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HELTEX

MES5312
MES5316A

NHTepBan paboumx MES5324A
Temneparyp MES5332A

oT-10 go +45 °C

MES5400-24

MES5400-48 010 Ao +45°C

NHTepBan TemnepaTypbl XxpaHeHua ot -50 go +70 °C
/' MMepep nepBbiM BKAIOYEHUEM MOC/AE XPaHEHUA NpU Tem-
V neparype meHbluei, yem -20 °C, unm npm 6onbluei, yem
+50 °C, TpebyeTtca Bblgep:KaTb KOMMYTATOP NPU KOMHaT-
HOW TemnepaType He MeHee YeTbIpEX YacoB.

MHTepBan TemnepaTypbl XpaHEHUs

OTHOCMTEeNbHAA BAAXKHOCTb MNPU 3KCNAyaTa-

He 6onee 80 %
unn (6e3 obpasoBaHMA KOHAEHcaTa)

OTHOCUTENIbHAA BNAXHOCTb NPU XpPaHEHUN

o)
(6e3 obpaszoBaHNs KOHAEHCaTa) Ot 10 A0 95 %

MES5312 430 x 44 x 230 mm
MES5316A
Fa6apuTHbie pasmepsl | MES5324A 430 x 44 x 275 mm
(WxBxT) MES5332A
MES5400-24 440 x 44 x 321 mm
MES5400-48 440 x 44 x 447 mm
MES5312 3,8 kr
MES5316A 3,6 Kkr
MES5324A 3,7 kr
Macca
MES5332A 3,8 Kr
MES5400-24 6,36 Kr
MES5400-48 8,84 kr
CpoK cny»bbl He meHee 15 net

V Tun NUTaHUA YCTPOCTBa onpeaenseTca Npu 3aKase.

2.4 KOHCTPYKTUBHOE UCNONIHEHUE

B gaHHOM pasaene onnCaHo KOHCTPYKTUBHOE UCMOJTHEHUE YCTpOVICTB. npeﬂ,CTaBﬂeHbl I/I306pa)KeHI/IF|
nepep,Heﬁ, 3aLI,Heﬁ 1 BOKOBbIX NaHeneMn YCTpOﬁCTBa, OnncCaHbl pa3bembl, CBETOANOOHbIE MHOUKATOPbI U Op-
raHbl ynpasaeHnA.

Ethernet-kommyTaTopbl MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48
BbIMOJIHEHbI B METa/I/IMYECKOM KOPMyCce C BO3MOXHOCTbIO YCTaHOBKM B 19” Kapkac, BbicoTa Kopnyca 1U.

Ethernet-kommymamopsi MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48 19
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u naHesau ycmpoucmea
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MES5312 nokasaH Ha pucyHke 1.

v
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MES5316A nokasaH Ha pUCyHKe 2.
MES5324A nokasaH Ha puUCyHKe 3.
MES5332A nokasaH Ha pUCyHKe 4.

V)
v
v

—MepeaHas naHenb MES5312
—MNepeaHAasa naHenb MES5316A

AR A A e A e e

PucyHok 3 —NepeaHAasa naHenb MES5324A

PucyHok 1
PP

PucyHoK 2
sesccmas
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4 3

43
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M BMA nepenHein naHenun ycTpoicTs

)

2.4.1 BHewHulii sud u onucaHue nepeodHe

BHewHn

HELTEX

" BUA NnepeaHeit NnaHenn ycTpoucTs
" BUA nepeaHeit naHenu ycTpoucTs
" B1A NnepeaHeit naHenn ycTpoucTs

V)
v
V)

B

BHewHn
BHewHn
BHewHn

5 e

ke
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"
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PucyHok 4 — NepeaHAasa naHenb MES5332A

MES53324
F
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© Power

© Mastar

e
O ran

6
Ethernet-kommymamopel MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48
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HELTEX

BHewHM BUA nepegHer naHenn ycrponcts MES5400-24 nokasaH Ha pUCYHKe 5.

=S
e QUOOON00OTUOT0TY e

F
o O] = I IH
e VATUAVATAVAUAVAUATAUATAUA {VATA VAYA VAN VARA VATA T,
Master
fan O
AP O Console 1AYZ 3AYL SAYE JAVE SATWI) 11A¥I12  13AV14 15A V16 ITAVIR 19AV20 21AYI2 Z3AYI4 HGIAYHGZ HG3A YHGY HGSA'HGEQ
\_‘_1 [ I'T ]

PucyHok 5 —NepegHAaa naHenb MES5400-24

BHewHwnit BMA nepegHen naHenu ycrporicte MES5400-48 nokasaH Ha pUCyHKe 6.

1A¥2 3AWA  SAYE  TAYE GATI0 11AYIZ 194714 154¥16  17ATIS 19 V0 214¥I2 23AYI1 15AV26 274 V25 20AY3D J1AT32  BAYSL 35ATIC I7ATIS G0A VA0 4LATA2 A3A V] A5AVAG A7A VD  HOTAYHGZ HOSATHEA HG5a THOGE]

e P FRETT 212500

12 ) 7
PucyHok 6 — lMepeaHaa naHenb MES5400-48

B Tabnvue 10 npuseaeH nepeyeHb pa3bemMoB, CBETOAMOAHbIX MHANKATOPOB M OPraHOB yNpaB/ieHus,
pPacnoNoXeHHbIX Ha NepeaHen NaHen KOMMYTaTOPOB.

Tabanuya 10 — OnucaHue pa3bemMoB, MHAMKATOPOB M OPraHOB ynpaBaeHWUa nepegHen naHenn MES5312,
MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48

dnemeHT nepeaHemn
Ne OnwucaHune
naHenu
Unit ID NHAaMKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA YCTPOMCTBA.
1 Master MHAMKaTop pexkrMma paboTbl yCTpoiicTBa (BeayLumit/segombiit).
Fan NHauKkaTop paboTbl BEHTUAATOPOB.
RPS NHOMKaTOp pe3epBHOro 3/1eKTPONUTaHUA.
dyHKLMOHaNbHAA KHOMKa A4 nepes3arpy3ku ycTpoucTBa M cbpoca K 3aBog-
CKMM HaCTpoOMnKam:
) E - MPW HaXaTUM Ha KHOMKY AAUTenbHoCTbio meHee 10 ¢ nmpoucxoauT nepesa-
rpy3Ka yCcTpoICTBa;
- NP HaXaTuUM Ha KHOMKY AnuTesbHOCTbio 6osnee 10 ¢ npoucxoauT cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHOUIypaLuuu.
KoHCObHbIM NOPT AN NOKANBHOTO YNPaBAeHUA YCTPONCTBOM.
PacnuHoBKa pasbema cneayrowan:
1 He ucnonb3yetca
2 He ucnonb3yetca
3 RX
4 GND
3 Console
5 GND
6 TX
7 He ucnonblyeTca
8 He ncnonb3yetca
9 He ucnonbyetca
Pacnalika KoHco/bHOrO Kabena npuseaeHa B NpUAOKeHUM b.

Ethernet-kommymamopsi MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48

21




HELTEX

MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpasaeHus
YCTPOMCTBOM.

YnpaBneHne ocyLLecTBAAETCA NO CETW, PasAe/ibHO C KaHa/loM nepesayn AaH-
HbIX.

4 00oB

[1-12] | MES5312

[1-16] | MES5316A

[1-24] | MES5324A
5 CnoTbl pna yctaHoBKM TpaHcusepos 10G SFP+/1G SFP.

[1-32] | MES5332A

[1-24] | MES5400-24

[1-48] | MES5400-48

MES5316A
MES5324A
6 e MES5332A USB-nopr.
MES5400-24
[HG1- MES5400-24
7 CnoTbl ana yctaHoBKM TpaHcusepos 40G QSFP+/100G QSFP28.

HG6] | MES5400-48

2.4.2 3a0HAa naHenb ycmpolicmea

BHewHMN BWMA 3agHen naHenu KommyTtatopoB MES5312, MES5316A, MES5324A, MES5332A,
MES5400-24, MES5400-48 npuseaeH Ha pucyHKax 7-10.

@ it ||
-
1 4
WLV
@ @ %;— @ 100-240 ¥ AC
=1 E 50-60 Hz
®
1 3 4

S =SS C) IO
G

100-240V AC
50-60 Hz

PucyHok 9 — 3agHaa naHenb MES5400-24
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PucyHok 10 — 3agHaa naHenb MES5400-48

B Tabnunue 11 npmBeaeH nepeyeHb PasbeMOB, PACMONIOKEHHbIX Ha 3aHel NaHeIn KoMMyTaTo-
pos MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48.

Tabnmua 11 — OnucaHue pasbeMoB 3aaHeir naHenn KommyTtatopoB MES5312, MES5316A, MES5324A,
MES5332A, MES5400-24, MES5400-48.

DN1eMeHT 3aaHeM

Ne Onucanue
naHenu

1 Knemma 3asemnenns = Knemma gia 3a3eMneHus ycTpoicTea.

2 BeHTMnaTopbl

3 36.72 V DC PasbeM 418 NOAKNOYEHUA K UCTOYHUKY IN1EKTPOMUTaHMA MOCTOAHHOrO
TOKa.

4 100-240 V' AC 50-60 Hz Pasbem 4N MOAK/IOUYEHUA K UCTOUYHUKY 3/IEKTPOMUTAHUA MEepeMeHHOro
TOKa.

5 Console KOHCO/bHbIM NOPT ANA I0KaNbHOrO YNpaB/ieHUs YCTPOUCTBOM.
Mopt (out-of-band) 10/100/1000BASE-T (RJ-45) ans yaaneHHoro ynpasne-

6 008 MES5400-48 | HYA YeTPOMCTBOM.
Ynpas/iieHne OCYLLECTB/IAETCA MO CEeTU, pPa3fe/ibHO C KaHa/loM rnepeaaym
AaHHbIX.

7 < USB-nopr.

2.4.3 bBoKosble naHenu ycmpolicmea

PucyHok 12 — JleBas 6okoBana naHenb Ethernet-kommyTtatopos MES5316A, MES5324A, MES5332A
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PucyHok 13 — fleBaa 6okoBas naHenb Ethernet-kommyTtaTopa MES5312
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PucyHok 14 — NpaBasa 6okoBas naHenb Ethernet-kommyTtatopa MES5312
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PucyHok 15 — J/lesaa 6okoBas naHenb Ethernet-kommytatopa MES5400-24
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PucyHok 17 — NpaBasa 6okoBas naHenb Ethernet-kommytatopa MES5400-48

Ha 6OKOBbIX NaHENAX yCTPOMCTBA PACMONOKEHbl BEHTUNALMOHHbIE PELIETKM, KOTOpble CAy¥KaT Ans
oTBOAA Tensia. He 3akpbliBaiTe BEHTUNALMOHHbIE OTBEPCTMA MOCTOPOHHMMK NpegMeTaMu. ITO MOXKeT
NPMBECTM K NeperpeBy KOMMNOHEHTOB YCTPOMCTBA U BbI3BaTb HapyLLeHMA B ero paboTte. PekomeHaaumm no
YCTaHOBKE YCTPOMCTBA PAcno/ioKeHbl B pasgene «YCTaHOBKa M NOAK/IOYEHME Y.

2.4.4 Csemosasa uHOUKayuAa

CocTonHue uHtepoeiicos Ethernet nHaMUMpyeTCA ABYMA CBETOAMOAHBIMU MHANKaTopamu, LINK/ACT
3e/sieHoro useTa U SPEED aHTapHoro uBeTa. PacnosioxeHne cBeToAN0O40B NOKa3aHO Ha pucyHKax 19, 20, 20.

LINK/ACT ~ SPEED

PucyHok 18 — BHewHui1 BLA pasbema QSFP+

24 Ethernet-kommymamopel MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48
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Link @ @ Speed

]

I

PucyHok 19 — BHewHwMi Bua, pasbema SFP/SFP+

LINK/ACT

SPEED

PucyHoK 20 — BHewHuMIA BUg, pasbema RJ-45

Tabnunua 12 — CeeToBan MHAMKauMa coctosHua HG-nopTtos

BbikntoueH

BbikntoueH

MopT BbIKNOYEH MU COeANHEHNE HE YCTaHOBAEHO.

BbikntoueH

[opuT nocTtoAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTu 40 Meut/c.

lopwuT nocTtoAHHO

[opuT nocTtoAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTu 100 Méut/c.

X

Mwuranune

MaeT nepepaya AaHHbIX.

Tabnnuya 13 — CeeToBan MHAMKaLMA cocTosiHMA XG-NopToB

BbikntoueH

BbikntoueH

MopT BbIKAOYEH MW COeANHEHUE He YCTaHOBAEHO.

BbikntoueH

FopuT NoCTOAHHO

YcTaHoBeHO coenHeHne Ha ckopocTu 1 Iéut/c.

FopnT NnocToAHHO

FopuT NnocToAHHO

YcTaHoBEHO coeanHeHne Ha ckopocTu 10 réut/c.

X

Mwuranune

MpoeT nepepaya gaHHbIX.

Tabauua 14 — CeeToBas MHAMKaLMA cocTosHuA Ethernet-noptoe 10/100/1000BASE-T (OOB)

BbikntoueH

BbikntoueH

[MopT BbIKAOYEH AN COeaUHEHUE He YCTAaHOBAEHO.

BbikntoueH

[opuT NOCTOAHHO

YCTaHOB/IEHO coeamHeHne Ha ckopoctn 10 M6uTt/c
nan 100 M6ut/c.

[opuT NOCTOAHHO

[opuT NOCTOAHHO

YcTaHOBEHO coenHeHue Ha ckopoctn 1000 M6éut/c.

X

Mwuranune

NpeT nepeaaya AaHHbIX.

WHaukaTtop Unit ID (1-8) cny»uT ana obosHayeHMa Homepa YCTPoMCTBa B cTeke. CUCTEMHble
nHankatopbl (Power, Master, Fan, RPS) cay»at ana onpeaeneHma cocTossHUA paboTbl y310B KOMMYTAaTOPOB.

Ethernet-kommymamopel MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48 25
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Tabnuua 15 — CeeToBas MHANKALMA CUCTEMHbIX MHANKATOPOB

HassaHue DyHKLUUA -
CocTofiHMe UHAUKaTopa CocrosaHue ycTpoicTBa
MHAUKaTopa MHAUKaTopa
BbikntoyeH MuTaHMe BbIKIOYEHO.
. MuTaHWe BKAOYEHO, HOPMaJibHaA

3eneHbln, ropuUT NOCTOAHHO o

CocTosiHune paboTa ycTpolicTea.

Power MCTOYHMKOB OTcyTCTBME NEPBUYHOIO NUTAHUA

nuTaHuA . OCHOBHOIO UCTOYHMKA (NpW NUTaHWUK

OpaHrKeBbl o
YCTPOICTBA OT Pe3epPBHOr0 MCTOYHMKA)
MU aBapuA OCHOBHOTO MCTOYHUKA.

Mpu3Hak N YCTPOWCTBO ABAAETCA K MACTEPOM»
3eneHbll, ropuUT NOCTOAHHO cTexa

Be ero .

Master ,u,yui >

yCTpOMCTBa Npun YCTpPOMCTBO He ABAAETCA «MacTepom»
BbikntoyeH

paboTe B cTeke B CTEKe.

CocTosiHne 3eneHbli, ropuT NOCTOAHHO Bce BEHTUNATOPbLI UCMIPABHbI.

Fan BEHTMAATOPA . OTKas ogHoro unu 6onee

KpacHbIn, roputT NOCTOAHHO

OXJlaXKaeHun BEHTUNATOPOB.

o Pe3epBHbIN UCTOYHUK NMOAK/IOYEH U

3eneHbli, ropuUT NOCTOAHHO

Pexum paboTbl paboTaeT HopmanbHo.

RPS pesepBHOro OTcyTCTBME NEPBUYHOrO NUTAHUA
MUCTOYHMKA KpacHbIi, ropuT NOCTOAHHO pe3epBHOro UCTOYHUKA UK ero
nuTaHuA HencnpaBHOCTb.

BbikntoyeH Pe3epBHbIN UCTOYHUK HE MNOAK/IOYEH.

2.5 KomnneKrt nocraBku

B 6a308BbIli KOMMIEKT MOCTAaBKN BXOAAT:

— Ethernet-kommyTatop;

— KomnnekT Kpenexa B CTOMKY;
— MamsATKa 0 JOKYyMeHTaLumu;

— CepTuduKaT COOTBETCTBUSA;

— [Macnopr.

Mo 3aKa3y NnokynaTtenAa B KOMMNAEKT NOCTAaBKM OMUMOHANIbHO MOTYT 6bITb BKAOYEHDI:

— PykoBoAcTBO MO aKcnayaTauuun Ha CD-gucKe;

—  KOHCONbHbIN Kabenb;

—  Mogaynb nutaHma PM160-220/12;

— Mogaynb nutaHua PM350-220/12;

— WHyp nutaHus EspoBunka-C13, 1.8m (B cnyyae KoOmnaekTauum moaynem nutaHus PM160-
220/12 nan PM350-220/12);

—  Mogaynb nutaHma PM100-48/12;

—  Moaynb nutaHma PM160-48/12;

—  Moaynb nutanma PM350-48/12;

— WHyp nuTaHua MBC 2x1.5, 2m (B cayyae KomniektaumMm moaynem nutaHua PM100-48/12,
PM160-48/12 nan PM350-48/12);

—  SFP/SFP+ TpaHcuBepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasgene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

3.1 KpenneHue KpOHLWTENHOB

B KOMNAEKT NOCTaBKW YCTPOMCTBA BXOAAT KPOHLUTENHbI A5 YCTAHOBKM B CTOMKY M BUHTbI A41A Kpen-
JNIEHUA KPOHLUTEMHOB K KOpNycy YCTPOMCTBA. Ha KpOHLWITEMHAX PAcnoNoXKeEHbI WECTb KPeneKHbIX OTBEPCTUM
A5 Pa3HbIX BAPUAHTOB KPEMJIEHMA, YTO NO3BOJIAET PEryIMPOBATb PACCTOAHME MeXAY nepeaHel NaHe N bto
n asepuei cepepHoro wKada (pucyHkn 20, 21). Jns yCTaHOBKM KPOHLWTENHOB BbibepUTe OANH U3 Bapu-
aHTOB KpenneHusa:

PucyHoK 22 — BapuaHT KpenaeHusa KpoHLwTenHoB No2

1. CoBmecTuTe BblibpaHHble YeTblpe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TAKMMU Ke OTBep-
CTUAMKM Ha BOKOBOW NMaHen yCTPOICTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMYyCy.

3. MosTopuTe geicTeus 1, 2 Ans BTOPOro KpoHLWTENHa.
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3.2 YcTaHOBKa YCTPOMCTBA B CTOMKY

[nAa yCTaHOBKM YCTPOICTBA B CTOMKY:

1. Mpunoxute ycTpoiCTBO K BEPTUKA/IbHbIM HaNPaBASIOLLUM CTOUKMN.

2. CoBMeCTUTE OTBEPCTMA KPOHLWITEMNHOB C OTBEPCTMAMM Ha HaNpaBAAIOWMX CTOMKK. Mcnonb-
3yiTe OTBEPCTUA B HaMpPaBAAOWMX HA OAHOM ypOBHE C 06enx CTOPOH CTOMKM, ANA TOro
4yTObbI YCTPOMCTBO PACMo/iarasnocb ropn3oHTasIbHO.

3. C nomoLbto OTBEPTKMU MPUKPENNTE KOMMYTATOP K CTOMKE BUHTAMMU.

ared

\ﬂﬁﬁﬁﬁﬁﬁﬁ

PucyHoK 23 — YcTaHOBKA YCTPOMCTBA B CTOMKY

Ha pucyHKke 24 npusegeH npumep pasmeLleHns KommyTtatopos MES5312 B cToitke.

o MES-5312 N1 o
o KabenbHblit opraHaiisep o
o] MES 5312 N2 o
(o] KabenbHbli opraHainaep o
o MES-5312 N3 o
o KabenbHbi opraHaiisep o
o MES-5312 N4 o
(o] KabenbHbiit opraHaiisep o
o] MES-5312 N5 o
(o] KabenbHbiii opraHaiiaep o

PucyHok 24 — PasameweHne kommyTtatopoB MES5312 B cToike

q] He 3aKpbiBaiiTe BEHTUNALUOHHDbIE OTBEPCTUA, @ TaK}Ke BEHTUNIATOPbI, PACcNO/IOXKEHHbIE Ha
» 3aAHel NnaHenu, NOCTOPOHHUMMU NpeameTamu Bo M3bexkaHue neperpesa KOMMNOHEHTOB KOM-
MyTaTopa M HapyLweHuA ero paboTbl.
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3.3 YcraHOBKa mopgynen NUTaHuA

KommyTaTtop moxkeT paboTaTb C OAHUM UM ABYMA MOAY/IAMU NUTAHUA. YCTaHOBKA BTOPOro mMoayn
NUTaHWA HeobxoaMma B C/y4ae MCMNO/b30BaHUA YCTPOMCTBA B YC/AOBUAX, TPEOYOWMX MOBbILEHHOM
HageXHoCTHU.

MecTa gns yCTaHOBKM MoOAy/NeN MUTAHUA C SNEKTPUYECKOM TOYKM 3pPeHUA paBHOLEHHbI. C TOYKM
3pEHUA UCNOJIb30BAHMA YCTPOMCTBA, MOAY/1b MUTaHMA, HAXOAAWMMNCA BAMIKE K Kpato, CYUTAETCA OCHOBHbIM,
6/1MKe K LLeHTpY — pe3epBHbIM. Moaynu NMTaHUA MOTYT YCTaHaBIMBATLCA M U3B/IEKaTbCA 6e3 BbIK/oYeHUA
ycTpoicTea. [pu  yCTaHOBKE WAM  U3BAEYEHUW [AOMOJIHUTE/IBHOrO MOAYASA MNUTAHUMA KOoMMyTaTop
npoaonxaet paboty 6e3 nepesanycka.

’ ‘ Mepep, 06cny:KMBaHUEM U34eNUA, PEMOHTOM WU APYTMMU AHANOTUYHBIMM AeHCTBUAMM OT-
e K/IlOUMTE U3genmne ot BCeX UCTOYHMKOB NUTAHUA.

PucyHok 25 — YcTaHoBKa moaynen nnutaHma

CocToAHMe Moaynei MUTaHWUA MOXKET 6biTb MPOBEPEHO MO WMHAMKALUMW Ha nepeaHer naHenu
KommyTaTopa (cm. pasgen 2.4.4) uaM No AMarHoCTMKe, OOCTYMHON 4epe3 MHTepdeicbl ynpasieHus
KOMMYTaTOPOM.

UHankauma aBapun moayna nUTaHuA moxket 6bITb BbI3BaHA He TO/IbKO OTKA3oM moAayna, Ho
badBl n oTCyTCTBMEM NepBUYHOIO NUTAHUA.

3.4 ToaKnouYeHUe NUTAOLWEN CeTH

1. Mpeae 4em K yCTpOMCTBY OyAeT MoAKAOYEHA NUTAOWAn CeTb, HEOOXOAUMO 33a3EMINTb
KOpMNyC YCTPOICTBa. 3a3emneHne HeobxoAMMO BbIMONHATL U30/IMPOBAHHLIM MHOTOXW/Ib-
HbIM NPOBOAOM. YCTPOMCTBO 3a3eMNIEHNA U CEYEHME 3a3eM/IALOLLLENO NPOBOAA A0XKHbI CO-
oTBEeTCTBOBaTb TpeboBaHusam MY3.

’ nOAKI"OquMe AO/IKHO OCyWecTBNATbCA KBanMdJMU,MpOBaHHbIM cneunaancTtom.
-
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2. Ecnu npeanonaraeTca NOAKNOYEHME KOMMbIOTEPA MAM MHOTO 0BOPYAOBaHUA K KOHCO/b-
HOMY MOPTY KOMMYTaTOpPa, 3TO 060PYyAOBaHME TaKKe AONKHO ObITb HAZEKHO 3a3eM/IEHO.

3. TMopkntoumTe K yCTPOMCTBY Kabenb NUTaHMA. B 3aBMCMMOCTM OT KOMMJIEKTALLMMU YCTPOMCTBA,
MUTAHWE MOKET OCYLLLECTBNATLCA OT CETU NMEPEMEHHOTO TOKA IMBO0 OT CETU MOCTOAHHOTO TOKaA.
Mpy NOAKNIOYEHUN CETU NEPEMEHHOrO TOKAa cneayeT UCNob30BaTb Kabenb, BXOAAWMI B
KOMMNEKT ycTpoicTBa. Mpu NOAKAOYEHMU K CETU MOCTOAHHONO TOKAa UCMOAb3YITEe NPOBOA,
ceyeHnem He MeHee 1 Mm% 1 cobatoaaiTe NONAPHOCTb, YKasaHHYIO Ha 610Ke NUMTaHKA.

Bo usbexxaHme BO3HUKHOBEHMUS KOPOTKOro 3amMblKaHUA NpU NOAK/NIO4YEeHUU K CeTU NOCTOAH-
HOro TOKa peKomeHAayeTca Nnpon3sectu 3a41UCTKy nposoaa Ha A/IUHY 9 mm.

LT

Llenb NUTaHMA NOCTOAHHBIM TOKOM A0/1XKHa COAep’KaTb YCTPOUCTBO OTKNAIOUEHUA NUTAHUA C
dusmnueckum pasveguHeHnem coeguHeHuna (BbiKaoUaTeNb, pa3bem, KOHTaKTOp, aBTOMaTK-
YyecKuii BbIKNloYaTenb U T.0.).

e

4. BkK/OYMTE NUTAHME YCTPOMCTBA U ybeauTechb B OTCYTCTBUM aBapwUiA NO COCTOSIHUIO MHAMKATO-
pOB Ha nepeaHein NaHe un.

3.5 YcraHoBKa u yganeHue SFP-TpaHcuBepoB

/ YcTaHOBKa ONTUUYECKMX MOAY/1eii MOXKET NPoU3BOAUTbCA KaK NPU BbIK/IOYEHHOM, TaK U Npu
BK/IIOYEHHOM YCTPOMCTBE.

1. BcrasbTe BepxHuit SFP-moaynb B C/IOT OTKPbITOM YacTbio pasbema BHU3, @ HUXKHWI SFP-mo-
OYyNb OTKPbLITOM YacTblo pasbema BBEpX.

PucyHok 26 —YcTtaHoBKa SFP-TpaHcmBepos

2. Hapasute Ha moaynb. Korga oH BCTaHeT Ha MeCTO, Bbl yCabIWwWnTe xapaKTepruZ LLLeYOoK.

PucyHok 27 —YcTtaHosneHHble SFP-TpaHcuBepbl
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[na yaaneHus TpaHcueepa:

1. OTKpoiiTe 3aLenKy moayns.

PucyHok 28 — OTKpbITHe 3awenku SFP-TpaHcmeepos

2. WUN3Bnekute moaynb U3 cnoTa.

PucyHok 29 — U3BneyeHne SFP-TpaHcuBepos
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4 HAYANIbHASA HACTPOMKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynsaumm tepmuHana (HyperTerminal, TeraTerm, Minicom)
N NPOU3BECTMU CAeayroLme HaCTPOMKM:

— BblbpaTb COOTBETCTBYIOLWMI NOCAeA0BaTENbHbINA NOPT;

—  YCTaHOBWUTb CKOPOCTb Nepeaayn aaHHbix — 115200 604;

—  3agaTtb GopMaT AaHHbIX: 8 BUT AaHHbIX, 1 CTONOBbLIM 6UT, 6e3 KOHTPOAA YETHOCTY;

—  OTK/KOYUTb annapaTHoe 1 NPorpammHoe yrnpasaeHMe NOTOKOM AaHHbIX;

—  334aTb pPeXum smynauum TepmuHana VT100 (MHOrMe TepmMHaNbHbIE MPOrpPamMMbl
NCNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMMHANA B KAYECTBE PEKMMA MO YMONYAHUIO).

4.2 BKAw4YeHUue yCTPOUCTBA
YcTaHOBUTb coegnHeHne KOHCOZIM KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenosatesibHoOro

MHTepdDEVICH KOMMNbOTEPQA, HA KOTOPOM YCTAaHOB/1IEHO NMNPOrpaMmmMHoe obecneyeHune IMyNAUNN TEPMUHANA.

BKAouUTb  ycTpoicTBo. [pM  KaXkOoM BK/AIOYEHMM KOMMyTaTopa 3anyckaetcs npoueaypa
«TeCTUPOBAHMA CUCTEMbI NpU BKAOYeHMM» (POST), KoTopasa Nno3BoaseT onpeaennTb paboTocnocobHOCTb
YCTPOICTBa Nepes 3arpy3Koit UCNOTHAEMOM NPorpammbl B onepaTMBHYO namaTs (03Y).

OTobpaxeHune xoaa BbINoAHeHMA npoueaypbl POST Ha KommyTaTopax MES5312:

BootROM 1.43
Booting from SPI flash

General initialization - Version: 1.0.0

Serdes initialization - Version: 1.0.2

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

DDR3 Training Sequence - Ver TIP-1.55.0

DDR3 Training Sequence - Switching XBAR Window to FastPath Window
DDR3 Training Sequence - Ended Successfully

BootROM: Image checksum verification PASSED

ROS Booton: Jun 13 2018 17:16:12 ver. 1.0
Press x to choose XMODEM...
Booting from SPI flash

Tuned RAM to 512M

Running UBOOT...

U-Boot 2013.01 (Jun 22 2018 - 10:36:009)

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa gBe CekyHAbl Noc/ie 3aBeplueHns npoueaypbl POST HauMHaeTcs aBTo3arpy3Ka NporpammHoOro
obecneyeHnsa KommyTaTopa. [1A BbINOAHEHMS CheuManbHbIX NpoLeayp UCMoAb3yeTca meHto Startup,
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BOMTM B KOTOPOE MOXHO, MPepBaB 3arpysKy Haxkatmem Knasuwwu <Esc> wnu <Enter> B TeyeHue 3TOro
BPEMEHMU.

Mocne ycnewHoOW 3arpy3kM KomMMyTaTopa MOABUTCA CUCTEMHOE npurialeHne uHTepdelica
KOMaHAHoM cTpoku CLI.

>1lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***x** (admin)

console#

/ [na 6bicTporo BbI30Ba CNPaBKM O AOCTYMHbIX KOMaHAAX UCMONb3YiITe KOMBUHALMIO KNaBUL
<Shift>n <?>.

4.3 3arpy3o4yHoe meHIo

Ona BXxoda B 3arpy304yHOE MeHIo ciedyeT NMOAK/IUYMTLCA K YCTPOUCTBY Yepes uHTepdenc RS-232,

nepesarpysntb YCTPOICTBO M B TEYEHME ABYX CEKYHA Nocne 3aBepueHna npoueaypbl POST HaxkaTb «ESC»
mnn «ENTER»:

U-Boot 2013.01 (Jul 05 2021 - 13:21:16) Eltex version: 2014 T3.0 eng dropvé6 6.2.2

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupg, 3arpy3o4yHoro mMmeHto:

Startup Menu

[1] Image menu

[2] Restore Factory Defaults

[3] Boot password

[4] Password Recovery Procedure

[5] Back

Enter your choice or press 'ESC' to exit:

Tabanua 16 — PyHKUMK MHTepdeiica 3arpy304HOro MeHI0

®DyHKYuUA OnucaHue
Image menu BbibpaTb akTMBHbIM 06pa3sa cuctemHoro MO.
Restore Factory Defaults BoccTaHOBUTL 3aBOACKME HACTPOMKN.
Boot password YcTaHOBUTL/YAanUTb Naposb Ha bootrom.
Password Recovery Procedure COpocuTb HaCTPOMKN ayTEHTUPUKALUN.
Back MpoaoMKUTL 3arpysKy.
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4.4 Pexum pabotbl KOMMYyTaTOpa

KommyTtatopbl MES5312, MES5316A, MES5324A, MES5332A paboTatloT B peXXMme CTEKMPOBAHUA.

CTek QYHKUMOHMPYET Kak eaMHOe YCTPOMCTBO U MOXKET 06beaAnHATb 40 8 KOMMYTAaTOPOB OZHOM U
TOM e mogennt, UMeroLLmMxX cneaytolime posu, onpeaensemblie ux NopaaKosbiMmu Homepamm (UID):

— Master (UID ycTpoiictBa 1 unm 2), ¢ HEro NpoucXoauT ynpaB/ieHue BCEMU YCTPOMCTBaMU B

CTekKe.

—  Backup (UID yctpolictBa 1 uam 2) — ycTpomncTBO, noaumnHaAmoweecs master. Jybnvpyet Bce
HAaCTPOMKMK, W, B C/lyd4ae BbIXOAa YNpaBAAlOWEro yCcTpohcTBa M3 cTpos, bepeT Ha cebs
dYHKUMKM yIpaBAeHUA CTEKOM.

— Slave (UID ycTtpoliicTs oT 3 go 8) — ycTpoicTea, nogymHsatoweeca master. He moxeT paboTtaTtb
B aBTOHOMHOM peXunme (ecnm oTcyTcTByeT master).

B pexnme CTeKMpOBaHUA KOMMYTATOPbl MCNOAL3YIOT XG-NOpPTbl ANA CUHXPOHU3auuu. Mpu stom
YKa3aHHble NopPTbl He y4acTBYIOT B Nepefayve AaHHbIX. BO3MOXHbI ABe TOMNOAOMMN CUHXPOHU3NPYIOLWLMXCA
YCTPOMCTB — KO/bLEBaA W JMHeWHad. PeKomeHAyeTcA WCNOAb30BaTb KOJbLEBYKO TOMONOMMIO ANA
NOBbILLIEHMA OTKA30yCTOMYNBOCTU CTEKA.

Mo ymonyaHmio KOMMmyTaTop ABAAETCA MacTepom, NopTbl XG y4acTBYHOT B nepeaaye gaHHbIX.

Hacmpolika cmeKuposaHuUs KOMMymamopos

3anpoc KOMaHAHOM CTPOKU MMEEeT Caeayiolmii BUA,:

console (config) #

Tabnnuya 17 — basoBblie KOMaHAbI

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

stack configuration links te
te_port

HasHavaeT nHTepdeicol s CUHXPOHM3AUMKN PaboTbl KOMMYyTa-
TOpa B CTEKe.

stack configuration unit-id

HasHayaeT Homep ycTpolcTBa «unit-id» NOKasIbHOMY YCTPOMCTBY

unit_id unit_id: (1.8, (Ha KoTOpOM BbiNosHeHa KomaHaa). CMeHa HoMepa yCcTpoiicTBa
auto)/auto NpoV30MAET Noc/e nepesarpyskM KommyTtaTopa.

no stack configuration YpaneHue HacTpoOeK CTeka.

stack unit unit_id unit_id: (1..8, all) Mepexos, K KOHPUTYPUPOBAHUIO IOHUTA B CTEKE.

[pumep

=  06beanHUTb B CTEK ABa KoMmMyTaTopa MES5312. HazHa4MTb BTOPbIM FOHUTOM, MCNONbL30BaTb UH-

Tepoelicbl tel-2 B KauecTse CTEKUPYIOLLMX.

console#config

console (config) #stack configuration unit-id 2 links tel-2

console (config) #

! Peanusaums B ycrpoitcteax MES5400-24, MES5400-48 3annaHuposaHa B 4Q22.
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KomaHObi pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;
console#

Tabnunua 18 — basoBble KOMaHAbl, OCTYMNHblE B perxnume EXEC

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymosn4aHuro
show stack - OTobparkaeT MHPopMaLMio 06 YCTPOMCTBAX, BXOAALWMX B CTEK.
show stack configuration OTobparkaeT MHPOPMALMIO O CTEKMPYIOLLMX UHTEpdeicax oHU-
TOB B CTEKe.
show stack links [details] ) PacwupeHHoe oTobparkeHne MHGOPMaLMM O CTEKUPYHOLLNX UH-
Tepodelicax.
= [pumep ncnoab3oBaHUA KoOMaHAbl show stack links:
console# show stack links
Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 tel/0/1 te2/0/2 40G tel/0/2
2 te2/0/2 tel/0/1 40G te2/0/1

YcTpoiicTBa ¢ oguHaKoBbiMu uaeHtudukatopamm «Unit ID» He moryT paboTtatb B ogHOM
e cTeKe.

4.5 HacTpoiKa GyHKLUA KOMMyTaTOopa

®YHKLMKN NO HaYaibHOMY KOHOUIYPUPOBAHMIO YCTPONCTBA MOXKHO Pa3feninTb Ha AB8a TUna.

— ba3oBas HacTpoMKa — BK/OYaeT B ceba onpeaeneHne 6a308bix GYHKLUMUIN KOHUrypaLumn 1
HaCTPOMKY AMHamMuyecKkux IP-agpecos.

— Hactpoiika napameTpoB cuctembl 6€30MaCHOCTM — BK/IOYAET YNpaB/ieHUE CUCTEMOM
6e30nacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

/ Mpu nepesarpyske ycTPOMCTBa BCe HECOXPAHEHHbIe AaHHble byayT yTepaHbl. AnA coxpaHe-
HUA NO6bIX BHECEHHDbIX U3MEHEHUI B HAaCTPOIKY KOMMYTaTopa UCNO/Ib3YeTCa c/ieayloLan
KOMaHga:

console# write
4.5.1 basosaa Hacmpolika Kommymamopa
[ns Hayana KoHoUrypaumm ycTponcrTea Heo6xoaMmMo NOAKAUUTL YCTPOUCTBO K KOMMNbIOTEPY Yepes
nocneaoBaTeNbHbIN NOPT. 3aNyCTUTb HA KOMMbIOTEPE NPOrpaMMy IMYAALUN TEPMUHANE COFNACHO MYHKTY

4.1 «Hactpolika TepmuHana».

Bo Bpemsa HavanbHOM HAaCTPOMKN MOXKHO onpeaennTb MHTepdenc, KoTopbii byaeT MCNoNb30BaTbCA
ONA NOAKAOUYEHMA K YCTPOMCTBY yAaNeHHO.

basosan HaCTpOVIKa BK/IIOYaEeT cheayrouee:
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3afaHue napons Ana nosb3osatena «admin» (c yposHem npusunernin — 15).
Co3faHue HOBbIX MO/Ib30BaTENEMN.

HacTtpoikKa ctatnyeckoro IP-agpeca, Macku NOACETU U1 LWJIKO3a MO YMOJIYaHUIO.
MonyyeHune IP-agpeca ot cepsepa DHCP.

HacTpoiika napameTtpoB npoTokona SNMP.

ukhwnN e

4.5.1.1 3adaHue napona 014 nonv3osamens «admin» u coz0aHue HOB8bIX Nosb3osamerel

[na obecneyeHunA 3aWMLLEHHOrO BXOAa B CUCTEMY He06X0AMMO HAa3HAUMTb NAPO/b NPUBU-
e NlerpoBaHHOMY noJsb3oBaTento «adminy».

MMA nonb3oBaTens W naposb BBOAUTCA MNpPUM BXOAE B CUCTEMYy BO BPEemMsA CeaHCoB
afAMUHUCTPUPOBAHMA yCTpoicTBa. [NA CO34aHNA HOBOrO NO/Ib30BaTENA CUCTEMbI UM HACTPOWKK Ntoboro
13 NapameTpoB — UMEHM M0/1b30BaTENA, NapPOAs, YPOBHA NMPUBUNETUIA, UCMO/b3YHOTCA KOMaHAbI:

console# configure
console (config)# username name password password privilege {1-15}

/’ YpoBeHb npusunernii 1 paspeluaer goCTyn K yCTPOICTBY, HO 3anpeLyaeT HacTpoiiky. Ypo-
BeHb npuBuaernii 15 paspeLuaer Kak A0CTyn, Tak U HACTPOMKY YCTPOUCTBA.

Mpumep KoMaHZ 418 3a4aHuna noab3osartesnto «admin» napons «eltex» u cosaaHma nosb3osartens
«operator» c naponem «pass» 1 ypoBHem npusuierni 1:

console# configure

console (config)# username admin password eltex

console (config) # username operator password pass privilege 1
console (config)# exit

console#

4.5.1.2 Hacmpolika cmamuyeckozo IP-adpeca, macku nodcemu U Wwist03d 1o yMoa4YaHuio

[na BO3MOXHOCTU yrnpaBNeHUA KOMMYTaTOPOM M3 CETU HeobXoAMMO HasHauuTb ycTponctsy IP-
afpec, MacKy NoAceTu U, B C/ly4ae ynpaBiaeHUA U3 APYroW CeTH, W03 NO yMoaYaHuio. IP-agpec MOXKHO
HasHauuTb obomy uHTepdeicy — VLAN, dusmyeckomy nopTty, rpynne noptoB (Mo yMONYaHMIO Ha
nHtepodelice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnio3a QOMKeH
NpUHagNeKaTb K TON e NoaceT, YTo U o4nH u3 IP-nHTepdeincos ycTpoiicTaa.

VV B cnyyae ecam IP-agpec HacTpanBaertca gna UHTepdeiica ¢pusnyecKkoro nopta uamn rpynnbl
nopToB., 3TOT uHTepdeic yaanaetca us rpynnbl VLAN, KOTOpOii OH NpuUHagaexan.
V’» IP-appec 192.168.1.239 cywecTByeT A0 Tex Nop, NOKa Ha ntobom MHTepdeice cTaTUuecku
uam no DHCP He co3aaH apyroit IP-agpec.
VV Mpu yganeHun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocyw,ecTBnaTbca no IP-
appecy 192.168.1.239/24.

= [lpumep KOMaHA HacTponkm IP-agpeca gnsa nHtepderica VLAN 1.

MapameTpbl MHTEpPdElica:

IP-adpec, HazHayaembili 0na uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a rno ymonyaHuro —192.168.16.1
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console# configure

console (config) # interface vlan I

console (config-if)# ip address 192.168.16.144 /24
console (config-if)# exit

console (config)# ip default-gateway 192.168.16.1
console (config)# exit

console#

[nsa Toro utobbl yoeanTsea, UTo agpec 6bin HasHayYeH MHTepdEiCy, BBeAMTE KOMaHAY:

console# show ip interface vlan

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.3 [lonyuyeHue IP-adpeca om cepsepa DHCP

Ona nonyyeHuna IP-agpeca moXKeT ucnonb3oBatbca npotokon DHCP, B cnyvyae ecan B cetu
npucytcTeyeT cepsep DHCP. IP-agpec ot cepepa DHCP moxHo nonyyatb Yyepes ntoboi uHtepdeiic — VLAN,
dusnYeckmnii NopT, rpynny NnopTos.

V Mo ymonuaHuio DHCP-KAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

MpurMmep HaCTPOIKK, NpeaHa3HAYeHHOM ANsA NoAyYeHUn AMHammyeckoro IP-aapeca or DHCP-cepsepa
Ha uHTepdelice vlian 1:

console# configure

console (config)# interface vlan 1
console (config-if)# ip address dhcp
console (config-if)# exit

console#

[na Toro utobbl ybeanTtbea, UTo agpec H6bi1 HazHavyeH MHTepdelicy, BBeAMTE KOMaHAY:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlian 1 UP/UP DHCP disable No enable Valid

4.5.1.4 Hacmpolika napamempos npomokona SNMP 0aa docmyna K ycmpolicmey

YCTPOMCTBO COAEPIKUT BCTPOEHHbIN areHT SNMP 1 nogaep»kusaer sepcun npotokona vl/v2c/v3.
AreHT SNMP nogaepkmaeT Habop cTaHAAPTHbIX nepemeHHbix MIB.

[nA BO3MOXKHOCTM aAMUHUCTPUPOBAHMA YCTPOWCTBA NOCPEACTBOM NpoTokosa SNMP Heobxoanmo
c0o34aTb XOTA bbl 04HY CTPOKY coobliecTBa. KoMmyTaTopbl MOAAEPKMBAOT TPY TUMA CTPOK coobLiecTBa:

— ro-—onpegendaet AOCTYN TO/IbKO Ha YTEHMUeE;
— rw-—onpeaenaert A0CTYN Ha YTEHUE U 3aNuChb;
— su-onpegenaet poctyn SNMP-agmuHucTpaTopa;
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Hanbonee pacnpocTpaHeHO MCNonb30BaHWE CTPOK coobuiecTsa public — ¢ fOCTYNOM TOMbKO AN
yTeHua obbekToB MIB U private — c AOCTYyNomMm Ha yYTeHuMe U nameHeHue obbektoB MIB. [na Kaxaoro
coobuiectBa MOXKHO 3a4aTb IP-agpec cTaHUUKM ynpasaeHus.

Mpumep co3gaHua coobuiecTBa private ¢ AOCTYNOM Ha YTeHWe M 3anucb u IP-agpecom ctaHuum
ynpasneHna 192.168.16.44:

console# configure

console (config) # snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config)# exit

console#

[na npocMmoTpa co3aaHHbIX CTPOK coobluecTBa 1 HacTpoek SNMP ncnosib3yeTca KoMaHAa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2 Hacmpolika napamempos cucmemsl bezonacHocmu

Ona obecneyeHnsa 6e30MaCHOCTU CUCTEMbI MCMOAb3yeTCcA MexaHuam AAA (ayTeHTUUKaLms,
aBTopu3aums, yyeT). Ans wndpoBaHMA AaHHbIX UCMOb3YeTca mexaHu3m SSH.

— Authentication (ayteHTMdMKauuMa) — conocTaBiaeHWe 3anpoca CyLLecTBYoWen YYETHON
3anucu B cucteme 6e30MacHoOCTU.

— Authorization (aBTopu3aums, NPOBEPKa YPOBHA A0CTyNa) — conocTaB/ieHne y4éTHOM 3anuncu
B cucteme (npoweguuei ayTeHTMOUKaLNIo) M onpeaenéHHbIX NOAHOMOUYNIA.

— Accounting (y4€T) — cnexeHue 3a notpebseHMem pecypcos noab3oBaTeiem.
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Mpy NCnonb30BaHWM HACTPOEK YCTPOMCTBA NO YMOSYaHMIO MMS Nosab3oBaTens — admin, naponb —
admin. Maponb HasHayaeTcA Monb3oBaTesieM. B ciydae ecan naposib yTpayeH, MOXKHO MepesarpysuTb
YCTPOWMCTBO U Yepes CepuiHbI MNOPT NpepBaTb 3arpy3Ky, HaXKas Knasuwy <Esc> nnu <Enter> B TeyeHue
nepsbiX ABYX CEKYHZ Noc/ae NosABAeHUA coobLLeHnn aBTo3arpysku. OTKpoeTcs meHto Startup, B KOTOpoOm
HY}XHO 3anyCcTUTb NpoLeaypy BoccTaHoBAeHMA napona ([2] Password Recovery Procedure).

V Monb3osatenb no ymonuyauuio (admin/admin) cywecteyer ao Tex nop, noKa He Co34aH Nio-
6011 apyroii nonb3oBaTenb ¢ ypoBHeM npusuaeruin 15.
«' Mpu ypaneHnn Bcex co3aaHHbIX Noab3oBaTesneit ¢ 15 ypoBHem npuBuaernii 4octyn K Kom-
myTaTopy byaeT ocywecTBaaTbCA Nog nosb3osartesniem no ymonuauuio (admin/admin).

[ns obecneyeHuns nepBoHadaabHON 6@30MacHOCTM Mapo/ib B CUCTEME MOMKHO 334aTb /18 CEPBUCOB:

—  KoHconb (noakntoveHme yepes cepuinHbIn NOpT);
— Telnet;
— SSH.

4.5.2.1 YcmaHo8Ka naposs 0415 KOHCOAU

console
console
console
console
console
console

config)# aaa authentication login default line
config) # aaa authentication enable default line
config) # line console

config-line) # login authentication default
config-line)# enable authentication default
config-line) # password console

—~ o~ o~~~

B oTBET Ha NpurialeHne BBECTU NapoJib BO BPEMA PErMCTPALMK B YCTPOMCTBE Yepes ceaHC KOHCOMM
BBEAUTE Napo/b — console.

4.5.2.2 YcmaHosKa napons 0ns Telnet

console (config)# aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password telnet

B oTBeT Ha npuraaweH1e BBECTU Napo/ib BO BPeMA PErncTpaLmm B yCTPoCTBe Yyepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoska napons 0na SSH
console (config)# aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# ip ssh server

console (config) # line ssh

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password ssh

B oTBeT Ha MpurnaweHne BBECTM MapoJ/ib BO BPEMS pernctpalumu B yCTpolicTBe Yepes ceaHc SSH
BBeauTe naposb — ssh.
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4.5.3 Hacmpoliika 6aHHepa

Ona ynobcTea akcnayaTalmMmn yCTPOMCTBA MOXKHO 3a4aTb baHHep — coobuleHne, coaeprkaliee ntobyto
nHbopmaumio. Hanpmumep:

console (config)# banner exec;

Role: Core switch

Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

Ona KoHPUrypauumn HacTPOEK KOMMYTATOPa UCMOJb3YETC HECKOIbKO PEXKMMOB. B KaXKA0M pexnme
OOCTyrneH onpeaeneHHbli CNMCOK KOMaHA. BBoa cMMBONA «?» CAYXKUT gns nNpocmoTpa Habopa KomaHg,
OOCTYTMHbIX B KaXK40M U3 PEXUMOB.

[na nepexoda M3 04HOTO peXxuma B APYroi MCNonb3ykoTca cneumanbHble KoMaHAabl. lMepeyeHb
CYLLLECTBYIOLLMX PEXMMOB U KOMaH/, BXOAa B PEXKMM:

KomaHOHbili pexcum (EXEC), naHHbIM pexXum AOCTyNeH cpasy nocae yCcnewHol 3arpy3km KommyTa-
TOpa M BBOAA MMEHM NOb30BaTENS U NapoAs (418 HENPUBMAETMPOBAHHOTO NoAb30BaTens). MNpurnawexne
CUCTEMbI B 3TOM PEXMME COCTOUT U3 UMeHM ycTpoicTBa (host name) u cumsona “>”.

console>

Mpuesune2uposaHHbiii KOMaHOHbIl pexcum (Privileged EXEC), naHHbIN pesknm AOCTYNeH cpasy no-
C/e ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHM MoJib30BaTeNn U napons. NpurnaleHne cuctemol B
3TOM peXume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanwvHoli KoHpu2ypayuu (global configuration), naHHbIN peXxnum npegHasHayYeH anq 3a-
OaHMA 06LWMX HacTpoeK KommyTaTopa. KomaHab! pexxnma rnobanbHOM KOHOUTypaumm AOCTYNHbI U3 to-
60ro nogpexunuma KoHdUrypaumun. Bxog B perknm ocyLLecTBaseTcA KOMaH4OM configure.

console# configure
console (config) #

Pexcum KoHgpuzypayuu mepmuHana (line configuration), paHHbli pexxMm npeaHasHayveH Aa KoH-
durypaumm, ceasaHHoM ¢ paboToit TepMmnHana. Bxog B pexmMm ocylecTBnseTcs U3 pexuma rnobanbHom

KOHbUrypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3oBble KOMaHAbI

KomaHOowbl pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnepytowmii Bua;
console>

Tabnunua 19 — basoBble KOMaHAbl, AOCTYMNHbIE B pexxume EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
o ymoa4aHuro

enable [priv] priv: (1..15)/15 MepekNoUnTLCS B NPUBUAETMPOBAHHDBIN PEXUM (€CN 3HaYEeHNe
He yKa3aHo — TO ypOoBeHb nNpusuaerni 15).

login - 3aBepLUeHue TEKYLLEW CECCUM U CMEHA NOb30BaTeN .

exit - 3aKpbITb aKTUBHYIO TEPMUHAJ/IBHYIO CECCUIO.

help 3anpoc cnpaBo4HoOW MHPopmauum o paboTe mHTepdelica Ko-

i MaHAHOW CTPOKM

show history ) MoKasaTb MCTOPUIO KOMAHA, BBEAEHHbIX B TEKYLLEW TePMUHANb-

HOW ceccum.
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show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NOAb30BaATENS.

terminal history

terminal no history

-/dYHKLMA BKAKOYEHA

BKAOUNTL OYHKLMIO COXPAHEHMA UCTOPUM BBEAEHHbIX KOMaHA,
08 TEeKyLLeN TEPMUHANbHOW CECCUU.

OTKNIOUNTb GYHKLMIO COXPAHEHUA UCTOPUN BBELEHHbIX KOMAHA,
08 TEKyLLeN TEPMUHANbHOW CECCUU.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHUTb pasmep Bydepa NCTOPUM BBEAEHHbIX KOMaHZ ANA Te-
Kylien TEpMUHANbHOM ceccuu.

YCTaHOBWUTb 3HAYEHME NO YMO4aHUIO.

terminal datadump

terminal no datadump

-/BblBOA, KOMaHA,
pasgenseTca no
CTpaHuLam

OT06pa3nTb BbIBOA KOMaHA, 6e3 pa3aeneHusa Ha CTpaHuubl (pas-
OeneHune BbIBOAA CNPaBKM NO CTPAHMLAM OCYLLLECTBAAETCA CTPO-
Koi: More: <space>, Quit: q or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

terminal prompt

terminal no prompt

-/dYHKLMA BKAKOYEHA

BKNOUNTB NOATBEPKAEHWNE Nepes, BbINOJHEHNEM HEKOTOPbIX KO-
MaHa.

OTKNIOYUTL MOATBEPNKAEHME Nepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHA,

show banner [login | exec]

OTobparkaeT KoHdUrypauuto 6aHHepoB.

KomaHOb1 pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKM UMEET C/ieayoLmnin BuA;

console#

Tabnunua 20 — basoBble KoMaHAbl, 4OCTYMNHbIE B pexkume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B KOMaHAHbIM pexkum (EXEC) M3 npuBmMaerMpoBaHHoro
KOMaHAHoro pexkmma (Privileged EXEC).

configure[terminal]

MepeiTn B pemm KoHOUrypaumm.

debug-mode

MepeiTn B peXXnm OTNaLKM.

KomaHObI, 0ocmyrnHbie 80 8CeX PeXUMax KOHGdu2ypayuu

3anpoc KoOMaHAHOW CTPOKM MMEeT OAMH M3 CleayoLLmMX BUAOB:

console#
console (config) #

console (config-line) #

Tabnnua 21 — ba3oBble KOMaHAbI, AOCTYMHbIE BO BCEX PEKMMAX KOHOUIypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit BbIliTv M3 noboro pexkmma KoHPUrypaLmm Ha ypoBeHb Bbllle B
i nepapxmu komang, CLI.

end BbIliTV U3 nt06oro perkmma KoHOUrypauum B KOMaHAHbIN peXrum
i (Privileged EXEC).

do BbINONHUTL KOMaHAY KoMaHgHoro ypoBHa (EXEC) 3 noboro pe-
i KMMa KOHOUrypaumu.

help - BbIBOAWT CNpaBKy NO UCMONb3yeMbIM KOMaHAAM.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;

console (confiqg) #

Tabnunua 22 — basoBble KOMaHAbl, 4OCTYMHbIE B peXXnMe KoHdUrypaumm

3HayeHue/3Ha4yeHue
no ymon4aHuwo

KomaHda

Aelicmeue

banner exec d message_text d

3afaTh TeKCT cooblueHma exec (Npumep: No/b30BaTe b YCNeLHO
BOLUE/ B CUCTEMY) U BK/IIOUMTL BbIBOZ, Ha IKPaH.

- d — pa3genutens;

- message_text — TeKCT coobuieHunn (B cTpoke 4o 510 cMmBo/I0B,
ob6uiee 2000 cumBosioB).

no banner exec

YpanuTb TeKCT coobiueHus exec.

banner login d message_text d

3apaTtb TeKCT coobuweHua login (MHPopmaumoHHoe coobuieHme,
KoTopoe oTobparkaeTcs nepes BBOAOM MMEHM Mo/ib3oBaTens u
napoAs), U BKAOYMTb BbIBOA, HA 3KPaH.

- d — pa3genutens;

- message_text — TEKCT coobuieHun (B cTpoke 4o 510 cMmB0/10B,
obuiee 2000 cumBosioB).

no banner login

YaanuTb TeKCT coobuenus login.

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

3anpoc KOMaHOHOW CTPOKM B PEXKMME KOHPUIypaLMM TEPMUHANA UMEET CAeayoLWmi BUA;:

console (config-line) #

Tabnnua 23 — basoBble KOMaHAbI, OCTYMHbIE B PeXXMMe KOHOUTypaLmMm TepMUHana

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
110 yMOAYAHUIO
history BKAtOUNTL GYHKLMIO COXPAHEHUA NCTOPUMN BBEAEHHbIX KOMAHA,
- -/dYHKLMA BKAKOYEH]
no history BbIKNt0UNTb PYHKLMIO COXPAHEHUA NCTOPUMN BBEAEHHbBIX KOMAHA,.

history size size
no history size

size: (10..207)/10

MN3meHnTb pasmep Bydepa UCTOPMM BBEAEHHbIX KOMaHA,

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

exec-timeout timeout timeout: (0..65535)/10

MUHYT

no exec-timeout

3a4aTb TaMM-ayT TEKYLLEN TEPMUHANBHOM CECCUN B MUHYTaX.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

5.2 dunbTpayma coobuieHnii KOMaHAHON CTPOKU

dunbTpauma coobLLeHNt N03BONAET YMEHbLWUTL 06bem 0TO6parkaembiX AaHHbIX B OTBET Ha 3anpochl
nonb3oBaTena U 0baerynTb NOUCK HEOBXoANMON MHbOoPMaLMK. ns dunbTpaunm MHGopmauun Tpebyercs

AO6aBMTb B KOHel, KOMaH,CI,HOﬁ CTPOKU CUMBOA
nepevYncneHHbIX B Taﬁnmu,e.

II|II

M MCMNOMb30BaTb OAHY M3 onuuii GUAbTPaLMM,

Tabnunua 24 — KomaHabl perkmnma rnobanbHom KoHGUrypauum

3HayeHue/3HayeHue
110 yMOAYAHUIO

Memoo

Aelicmeue

begin pattern

include pattern
exclude pattern

Nuwet nepesoe cosnageHue C wabnoHom B Hayane CTPOKU U BbIBO-
OUT BCe CTPOKU 3a Hew.

BbIBOAUT BCE CTPOKM, cofeprKalime WwabnoH.

BblBOAWT BCE CTPOKM, He cogepsKalume wabaoH.
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5.3 HacTpoiiKa MaKpOKOMaHA,

[daHHan dyHKUMA No3BONSET co3haBaTh YHUPUUMPOBAHHbIE HABOPbl KOMaHA — MaKpPOCbl, KOTopble
MOKHO BMOC/NeACTBUMN MPUMEHSATD B NPOLLECCE KOHDUTYpaL K.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 25 — KomaHab! perkmma rnobanbHom KOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

macro name word

no macro name word

word: (1..32) cumBonos

Co3paeT HOBbI HAbop KOMaHA, eC/IM HABOP C TAKUM UMEHEM CY-
LLecTByeT — nepesanucbiBaeT ero. Habop KomaHa BBOAMTCA MO-
CTPOYHO. 3aKOHUYMTb MaKPOC MOMKHO C NMOMOLLbIO cMmBOAa “@”.
MakcmmanbHaa gavMHa makpoca — 510 cumBonos.

Ypanaert ykasaHHbI1 Makpoc.

macro global apply word

word: (1..32) cumBonos

MpumeHAeT yKasaHHbI MaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaNMAHOCTb.

macro global description word

no macro global description

word: (1..160)
CMMBO/IOB

Co34aeT CTPOKY-AECKPUNTOP rNobanbHOro makpoca.

YpanseT cTpoKy-4ecKpmnTop.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnuua 26 — KomaHabl pexunma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

macro apply word

macro trace word

word: (1..32) cumBonos

MpuMmeHAEeT yKasaHHbIM MaKpocC.

MpoBepseT yKasaHHbI MaKpoC Ha BaNIMAHOCTb.

show parser macro [{brief |
description [interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel
group}] | name word}]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
word: (1..32) cumsonos

OTo6paskaeT napameTpbl HACTPOEHHbIX MaKPOCOB Ha YCTPOICTBE.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BuAa 3anpoca KoMaHAHOWM CTPOKM pexxnma KoHdUrypaumm nHtepoeinca:

console (config-if)#
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Tabnuua 27 — KomaHapl pexxmma KoHourypauum nHtepdelica

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

macro apply word

word: (1..32) cumsonos

MpuMeHAEeT yKaszaHHbIA MaKpoc.

macro trace word

word: (1..32) cumBonoB

MpoBepseT yKasaHHbI MaKpOC Ha BaANAHOCTb.

macro description word

word: (1..160)

no macro description

CMMBO/10B

YcTaHaBAMBAET CTPOKY-AECKPUNTOP MaKpoca.

YpanseT cTpOKy-AecKpmnTop.

5.4 KomaHpbl ynpaBaeHUA CUCTEMOMN

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 28 — KomaHabl ynpaBneHus cuctemom B pexkmme EXEC

KomaHda

3Ha4yeHue/3HayeHue no
YMOYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host} [size
size] [count count] [timeout
timeout] [source A.B.C.D]

host: (1..158) cumBonos;
size: (64..1518)/64 6aur;
count: (0..65535)/4;
timeout: (50..65535)/2000
MC

KomaHaa cnyxut ana nepegaum 3anpocos (ICMP Echo-Request)
npotokona ICMP yKaszaHHOMY y3/1y ceTW, a TaKKe 1A KOHTpoAnA
nocrynatowmx otsetos (ICMP Echo-Reply).

- A.B.C.D — IPv4-appec y3na cetu;

- host — pomeHHOEe UMA y31a ceTu;

- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAMYECTBO BalT B NakeTe;
- count — KOIMYECTBO MAKeTOoB ANA nepeaayu;

- timeout — Bpema 0XXUAaHMA OTBETA Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F | host}
[size size] [count count]
[timeout timeout] [source
A.B.C.D.E.F]

host: (1..158) cumBoN0B;
size: (68..1518)/68 6aiiT;
count: (0..65535)/4;
timeout: (50..65535)/2000
MC

KomaHgza cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
npoTtokona ICMP ykasaHHOMY Y31y CeTW, a TaKKe A1A KOHTPOANA
noctynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D.E.F — IPv6-appec y3na cetu;

- host — pomeHHOE UMA y3na ceTu;

- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAMYECTBO BalT B NakeTe;
- count — KONNYECTBO MaKeTOB ANA Nnepefayn;

- timeout — Bpema 0XXUAaHMA OTBETA Ha 3anpoc.

traceroute ip {A.B.C.D | host}
[size size] [ttl tt/] [count
count] [timeout timeout]
[source ip_address]

host: (1..158) cumBonOB;
size: (64..1518)/64 6aiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 c;

OnpepeneHne mapwpyta Tpaduka Ha3HayeHuA.
- A.B.C.D — IPv4-appec y3na cetu.
- host — pomeHHOE UMA y3na ceTu;
- size — pa3mep nakeTa 419 OTNPaBKKU, KONMYECTBO HalT B NaKeTe;
- tt/ — MaKcMManbHOE KONMYECTBO Y4acTKOB B MapLUpYTe;
-count — KONMYeCcTBO MOMbITOK Mepefayn MakeTa Ha KaXKaom
yyacTke;
- timeout — Bpema OXunAaHUA oTBeTa Ha 3anpoc;
- IP_address — |P-agpec uHTepdeiica KommyTaTopa, MCNoNb3lye-
MblIVi 418 Nepefayv NakeTos;

V OnucaHune owM60K NPU BbINOIHEHWUM KOMAHA, U pe3yib-

40 y3na

traceroute ipv6

{A.B.C.D.E.F | host} [size size]
[ttl tt/] [count count]
[timeout timeout] [source
ip_address]

host: (1..158) cumBonos;
size: (66..1518)/66 baiiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 c;

TaToB NpuBeaeHo B Tabamuyax 30, 31.
OnpeaeneHne mapupyTta TpadurKa 40 y3na HazHaAYeHus.
- A.B.C.D.E.F — IPv6-appec y3na cetu.
- host — pomeHHOEe MMA y3na ceTu;
- Size — pa3mep NakeTa ANs OTNPaBKK, KOAUYECTBO BalT B NakeTe;
- tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCTKOB B MapLUpyTe;
- count — KOJIMYECTBO MOMbITOK Mepesayn NakeTa Ha KaxKaom
yyacTke;
- timeout — Bpema 0XnaaHWA oTBeTa Ha 3anpoc;
- IP_address — |IP-appec uHTepdeiica KommyTaTopa, UCNoJib3ye-
Mblli ANA Nepesayn NakeTos.

OnucaHue oWwn60K NPK BbINOHEHUN KOMAHA, U pe3yb-
V TaToB npuBeaeHo B Tabaunuax 30, 31.
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telnet {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

OT1kpbiTMe TELNET-ceccumn gns y3na cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — pomeHHOE UMA y31a ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT ciyxba Telnet;
- keyword — knto4eBoe cnoso.
OnucaHue cneuuanbHbiXx KomaHga Telnet u KnloueBbIxX
V CNoB npuBepeHo B Tabaunuyax 32, 33.

ssh {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/22;

OTKpbITMe SSH-ceccumn gns y3na cetu.
- A.B.C.D —IPv4-appec y3na cetu;
- host — LOMeHHOE UMsA y3Na ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT ciyxba SSH;
- keyword — KntoyeBoe cnoBso.
V OnucaHue KAK4YeBbIX C/1I0B NpMBeaeHo B Tabauue 33.

resume [connection]

connection:
(1..5)/nocnegHsas
YCTaHOB/IEHHaA ceccus

MepekntoyeHne Ha apyryto ycTaHosaeHHyo Telnet-ceccuto.
- connection — Homep ycTaHOB/IeHHOM telnet-ceccum.

show users [accounts]

OTobparkeHne MHPOpPMALMM O NOJIb30BATENAX, UCMOb3YOLWMX
pecypcbl yCTpoiCTBa.

show sessions

OTobparkeHne MHPopMaLMKM 06 OTKPBITLIX CECCUAX K YAANEHHbIM
yCcTpoicTBam.

show system

BbiBOA, CUCTEMHOWN MHPOPMALUN.

show system id [unit unit]

OTobparkeHne cepuMitHOro Homepa yCTPOMCTBa.

unit: (1..8)/- . o
- Unit — HOMep yCTPOICTBa B CTEKE.
show system [unit unit] unit: (1..8)/- OTobparkeHne cucTeMHoM MHGOPMaLLMKM KOMMYTaTOpa.
- Unit — HOMep yCTPOWCTBa B CTEKeE.
show system fans [unit unit] unit: (1..8)/- OTo§pameHme l/IHCbOEME]LI,VIVI 0 COCTOAHUU BEHTUNATOPOB.
- Unit — HOMep yCTPOICTBa B CTEKE.
show system power-supply - OTobparkeHne MHGOPMALMU O COCTOAHUMN UCTOYHUKOB MUTAHUA.
show system sensors - OTobparkeHne MHGOPMALLIMM TEMMNEPATYPHbIX JAaTYUKOB.
show version OTobparkeHne TeKyLL el BEPCUN CUCTEMHOTO NPOrpammHoro obec-
i neyeHua ycTpomncTea.
show hardware version - OtobparkaeT nHdopmaumio o6 annapaTHOW Bepcum nnatbl
show system router OTobparkeHne pazamepa 1 3aHATOCTM annapaTHbIX TabauL, yCTpon-
resources CTBa (MapLupyTM3aumm, cocesiei, nHTepoelicos).
show system tcam utilization OTobparkeHne 3arpysku pecypcoB namsatv TCAM (onpepeneHHo
[unit unit] unit: (1..8)/- afpecyemasn NamaTb).

- unit — HOMep YCTPOICTBa B CTeKe.

show tasks utilization

OTo6parkeHne YPOBHA 3arpy3Ku PecypcoB LLeHTPabHOro npouec-
COpa KOMMYTaTOpPa A4/18 KaXA0ro CUCTEMHOIO npovecca.
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show tech-support [config | OTobparxkeHne nHoopmauum ob ycTpoicTee, Heobxoammon ana
memory] HaYyaNbHOM AMArHOCTUKKM Npobaem.
BbiBO4 KOMaHAbI NpeacTaBaseT coboit KombuHauuo

V BbIBOAOB NepPeyYnCNeHHbIX HUXKe KOMaHA:

e show clock

e show system

e show version

e  show bootvar

e  show running-config

e show ip interface

e  show ipv6 interface

e  show spanning-tree active

e  show stack

e show stack configuration

e  show stack links details

e show interfaces status

e show interfaces counters

o show interfaces utilization

e show interfaces te1/0/xx

e show fiber-ports optical-transceiver

e show interfaces channel-group

e show cpu utilization

e show cpu input-rate detailed

e  show tasks utilization

e  show mac address-table count

e showarp

e show errdisable interfaces

e showvlan

e show ip igmp snooping groups

e  show ip igmp snooping mrouter

e show ipv6 mld snooping groups

e  show ipv6 mld snooping mrouter

e show logging file

e show logging

e show users

e show sessions

e show system router resource

e  show system tcam utilization

KomaHpa «show sessions» 0T06pa)KHET BCe yAaJieHHble CcOoeAUHEHUA TOJIbKO U3 TEKyLI.I,EI‘a
. ceccuu. [laHHaA KOMaHAA UCNOb3yeTcA Cneayowmum 06pa30M:

1. BbINONAHUTbL NOAKNIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOmMMyTaTtopa C
nomoulbto Telnet nnm SSH;

2. BepHyTbca B pPOAMUTENbCKYID ceccuio (Ha KommyTtaTop). ANa 3TOro Ha)KaTb
KOM6UuHauuio Knasuw <Ctrl+Shift+6>, oTnycTMTb M Haxatb <x> (MKc).
Mpou3oiiaéT nepexos B pOAUTENBCKYIO CECCUIO;

3. BbINOAHUTb KOMaHAY «show sessions». B Tabnuue f0MKHbI NPUCYTCTBOBaTb BCe
ucxopsdiume coegMHeHUn B TeKylei ceccum;

4. [Ona Toro utobbl BEPHYTbCA K CECCUM YAaNEéHHOro yCTpoiicTBa, Heobxoaumo
BbINONHUTb KOMaHAQy «resume N», rae N — Homep coeauMHeHUA U3 BbiBOAA
KomaHAabl «show sessions».
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KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexume Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnunua 29 — KomaHabl ynpaBneHus cuctemomn B pexkmme Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue

Aelicmeue
10 yMoAYaHuto

reload [unit unit_id]

KomaHaa cny»KuT ana nepesanycka ycTponcTaa.

unit_id: (1..8)/- o o
- unit_id — Homep yCTpPOICTBa B CTEKe.

reload in {minutes | hh:mm}

minutes: (1..999);
hh: (0..23), mm: (0..59).

YcTaHOBKa NPOMEXKYTKA BPEMEHM, Yepe3 KOTOpbI npousonaeT
OT/I0XKeHHanA nepesarpysKka ycTponcTaa.

reload at hh:mm

hh: (0..23), mm: (0..59). | YcTaHOBKa BpeMeHM nepesarpyskun ycTpoicTea.

reload cancel

- OTmeHa OT/I0KeHHOro nepesanycka.

boot password password

YcTaHoBKa napos Ha bootrom.

no boot password

YpaneHue napons Ha bootrom.

show cpu utilization

OTo6paskeHne CTaTUCTUKM MO YPOBHIO 3arpy3kuM PecypcoB LieH-
TpanbHOro Npoteccopa.

show cpu input rate

OTobparkeHWe CTaTUCTUKM MO CKOPOCTU BXOAALLMX Kagpos, obpa-
6aTbiBaEeMbIX NPOLLECCOPOM.

show cpu input-rate detailed

OTOb6parkeHne CTaTUCTMKM MO CKOPOCTM BXOAALLMX KaapoBs, obpa-
6aTbiBaeMbIX MPOLLECCOPOM MO TUMY TpaduKa.

show cpu thresholds

- OTobparkeHne cn1cka HacTpoeHHbIX noporos aas CPU.

show memory thresholds

- OTobparkeHne cNMcKa HacTPOEHHbIX Noporos aas RAM.

show sensor thresholds

- OTO6parkeHne cnuncka Noporos 419 AaTYMKOB.

show storage thresholds

- OTobparkeHne cn1cka Noporos A5 pas3fenioB YyCTPOUCTB.

= [lpumep UCNONb30BaHUA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form ,
Type Esc to abort.
1 gateway.eltex (192.168.1.101) 0 msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * *x  *

30 hops maxk,

18 byte packets

Ta6nv|u,a 30 — OnucaHune pe3ynbTaToB BbINOJHEHMA KOMaHAbI traceroute

lMone OnucaHue

1 MopaaKoBbI HOMEP MapLLPYTM3aTopa B MYTH K YKasaHHOMY Y37y CeTu.

gateway.eltex CeTeBOE MMS 3TOrO MapLipyTM3aTopa.

192.168.1.101 IP-agpec 3Toro mapLpyTtusatopa.

0 msec 0 msec 0 msec

ana Ka)KAOVI nonbITKN Nepeaadn nakera.

Bpems, 3a KOTopoe nakeT 6bin NepesaH M BepHYACA OT MapLipyTusaTopa. YKasbiBaeTcs

Mpw BbINOSIHEHUN KOMaHAbI traceroute moryT I'IpOM30171TM OLLIM6KVI, onucaHue ownboK npmneeaeHo B

Tabauue.

Tabamua 31 — OWKMBKM NpU BbINOAHEHMM KOMaHAb! traceroute

Cumeon owubKu OnucaHue

* Talim-ayT Npu NonbITKe Nepesaym naketa.

? HewnsBecTHbIM TUM NaKeTa.
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AOMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT NPU BAOKMPOBAHMM UCXOAALLErO
TpadumKa no npasuiam B Tabaunue goctyna ACL.

TpebyeTca pparmeHTaums n yctaHoBka 6utos DF.

Y3en cety HeJOCTynNeH.

CeTb HegoCTyMHa.

MpoToKoN HeaoCTyNEH.

NCTOYHMK NnoaaBneH.

MNcTekno Bpems NOBTOPHOMN cObopKu dparmeHTa.

nw| x| O|lO|Z|xT |

OwubKa ncxoaawero MmapuwpyTa.

u

MopT HepocCTyneH.

I'IporpaMMHoe obecneyeHne Telnet KOMMYTATOpPOB MnoggdepXumnBaet cneumaabHble KOMaHAObl —
d)YHKLI,MM KOHTPOANA TEPMUHANA. Ona exoga B pexXum cneunazibHbIX KOmMaH4 BO BpeEMA aKkTMBHOM Telnet-

CeCccUMm UCnonb3yeTca Komb

WMHauua Knasuw <Ctrl+shift+6>.

Tabnuua 32 — CneumanbHble KomaHabl Telnet

CneyuanbHas KOMaHOa Ha3HayeHue
AN b Mepepatb no telnet paspbiB coeguHEHUS.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN K Mepeaatb no telnet yganeHue cumsona (EC).
AN o Mepepatb no telnet npeKkpauieHune sbisoga (AO).
ANt Mepeaatb no telnet coobuwieHne «Are You There?» (AYT) ANA KOHTPOAA NOAKNIOYEHMSA.
ANy Mepepatb no telnet ctupaHue ctpokm (EL).
AN X Bo3BpaT B peMM KOMaHAHOMN CTPOKMU.

TaK*Ke BO3MOXHO UCMNO/Ib30BaHME A0NOAHUTENbHbIX OHLI,Mﬁ npu OTKPbLITUN Telnet- n SSH-ceccuit:

Tabauua 33 — KntoueBble c10Ba, UCNOJIb3yemble NPy oTKPbITUK Telnet- n SSH-ceccuii

Onyusa OnucaHue
/echo JloKanbHO BKAtOYAET PYyHKLMIO echo (nogaBneHne BbIBOAA HA KOHCO/b).
/password OnpegenAaet naponb gna exoga Ha SSH-cepsep.
/quiet He gonyckaet BblBOA, Bcex coobLeHni nporpammHoro obecneyerus Telnet.

/source-interface

OnpeaensaeT UHTEPDENC-UCTOUYHMUK.

BkntoyaeT 06paboTKy MOTOKa, KOTOPLIN paspellaeT HesawwmueHHoe TCP-coeauHeHue
6e3 KoHTpoa nocneposatenbHocTel Telnet. MoTokoBoe coeanHeHMe He obpabaTtbiBaeT

/stream Telnet-onumm n MoXKeT UCNONB30BATHCA A1A NOAKAOYEHMA K MOPTAM, Ha KOTOPbIX 3any-
LeHbl nporpammbl KonuposaHua UNIX-to-UNIX (UUCP) nnbo apyrve npoTOKObI, HE fB-
nawowmecs Telnet-npoTokonamu.

Juser OnpegendaeTt uma Nonb3oBaTena anAa exoga Ha SSH-cepsep.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoOM KOHPUTypauum MMeeT cneayowmii Bua;

console (config) #
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Tabnunua 34 — KomaHabl ynpaBaeHns CUCTEMON B pexkmme rnobanbHo KOHGUrypaumum

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro

hosthame name name: (1..160) KomaHgza cnyxut gns 3agaHma ceTeBoro MMeHM yCTPOMCTBa.

no hostname CMMBO/I0B/- BepHyTb ceTeBOe MMsA YCTPOCTBA B 3HAYEHUE MO YMOHAHUIO.

service tasks-utilization PaspewnTb ycTpoMCcTBY NPOrpamMmmHO U3MePATb YPOBEHb 3arpy3ku
pecypcoB LEHTPaNbHOro NPoLLeccopa KOMMyTaTopa 418 KaxK4oro
CUCTEMHOrO npoLiecca.

- — -/BKNIOYEHO —

no service tasks-utilization 3anpeTuTb YCTPOWCTBY MPOrPamMMHO M3MEPATb YPOBEHb 3arpy3ku
pPecypcoB LEHTPaNbHOro NpoLeccopa KOMMyTaTopa A1A KaK4oro
CUCTEMHOrO npoLiecca.

service cpu-utilization PaspewnTb ycTponcTBy NPOrpamMmmHO M3MepPATb YPOBEHb 3arpy3Ku
pPecypcoB LLEHTPaAbHOrO NpoLeccopa KOMMyTaTopa.

- — -/BKNIOYEHO —

no service cpu-utilization 3anpeTuTb YCTPOWCTBY MPOrPamMMHO M3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTpanbHOro nNpoLeccopa KOMMyTaTopa.

service cpu-input-rate PaspewnTb yCTPOMCTBY NPOrpaMMHO M3MEPATb CKOPOCTb BXOASA-
LLMX KagpoB, 06pabaTbiBaeMblxX LLEHTPA/IbHbIM NPOLECCOPOM KOM-
myTaTopa.

-/BKAtOYEHO

no service cpu-input-rate

3anpeTuTb YCTPOMCTBY MPOrPaMMHO U3MEPATL CKOPOCTb BXOAALLMX
Kagpos, 0bpabaTbiBaeMbIX LLEHTPAIbHbIM NPOLLECCOPOM KOMMYTa-
Topa.

service cpu-rate-limits traffic
pps

no service cpu-rate-limits

traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options,other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

YcTtaHoBKa Ha CPU orpaHuyeHna CKOPOCTU BXOOALLMX Kagapos Ana
onpeaeneHHoro Tuna Tpadpuka.
- pps — NaKeToB B CEKYHAY.

V Peanusyet ¢pyHKuuio CoPP (Control plane protection).

BoccTaHaB/MBaeT 3HayeHUe pps MO YMONYAHUIO ANA OonpeaeneH-
Horo Tpaduka.

syn);

pps: 8..2048

service password-recovery Paspewnts BOCCTaHOB/NEHWE MApPONA 4Yepe3 3arpy3oyHoOEe MeHHo
Jenabled «password recovery procedure» ¢ COXpaHEHNEM KOHUrypaLmu.
no service password-recovery enable Pa3pewnTb BOCCTAaHOB/IEHWE MApPOAA 4Yepe3 3arpy3ouHoe MeHHo
«password recovery procedure» c yaaneHMem KoHUrypauuu.

link-flap prevention enable Jenabled BkAtounTb NpesoTepaleHre GbaannuHra MHKa.
link-flap prevention disable enable OTKNOUUTL NpepoTepaLLeHme GaannuHra 1MHKa.
service mirror-configuration Co3paBaTb pe3epBHYO KONUIO TeKyLwel KoHdUrypauuu.
no service -/enabled OTKAIOYMTb KOMMPOBaHMeE TeKyLLei KoHbUrypaLmu.
mirror-configuration
system router resources ip_entries: YcTaHOBKa pasmepa Tabaumubl MapLupyTmM3aumu.
[ip-entries ip_entries | (8..8024)/5120;
ipv6-entries ipv6_entries | ipv6_entries:
ipm-entries iom_entries | (32..8048)/1024;
ipmvé6-entries ipmv6_entries | ipm_entries:

policy-ip-entries
ip_policy_routing_entries |
policy-ipv6-entries
ipv6_policy_routing_entries |
vlan-mapping-entries
vlan_mapping_entries]

(8..8024)/512;
ipmv6_entries:
(32..8048)/512;
ip_policy_routing_entri
es: (0..128)/64;
ipv6_policy_routing_en
tries:(0..128)/64;
vlan_mapping_entries:
(0..16272)/0
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cpu threshold index index inter-
val relation value [flap-interval
[severity level]
[notify {enable | disable}] [re-
covery-notify {enable | disa-

flap_interval]

ble}]

no cpu threshold index index

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apatb nopor gas 3arpysku CPU.

- index — NPon3BO/IbHbIN MHAEKC NOPOra;

- interval — nHTepBan namepeHua 3arpyskun CPU. 3HaueHme 3a-
rpy3ku CPU 3a 3T0OT MHTEpBan byaeT cpaBHMBATLCA C NMOPOrOBbIM;

- relation — oTHoweHWe mexay 3arpy3koi CPU n noporosbim 3Ha-
YeHuem, Heobxoanmoe ana cpabaTbiBaHMA NOPOra;

- value — 3HayeHwue nopora;

- flap_interval — 3Ha4yeHwue, onpegenstoLLee MOMEHT BOCCTaHOB-
NeHuns nopora nocne cpabatbiBaHuUs;

- severity — ypOBeHb BaXHOCTM TPanoB A/1a 3TOro nopora;

- notify — BK/ItoYaeT/oTKAOUaET OTNPABKY Tpanos o cpabaTbiBa-
HUK nopora;

- recovery-notify — BK/ilO4aeT/oTKNOUAET OTNPABKY TPANos o BOC-
CTaHOBNEHMM Mopora.

Y4anuTb NOPOr ¢ 3aaHHbIM UHAEKCOM.

memory threshold index in-
dex relation value [flap-in-
terval flap_interval] [sever-
ity /level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,

equal-to, not-equal-to);
value: (0..100) npoueH-

TOB;

flap_interval:

(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3agatb nopor ans obbema ceobogHOM namatv RAM.

- index — NPOU3BONbLHbIN MHAEKC NOPOra;

- relation — oTHoweHWe mexay o6beMom cBO6OAHOM NaMATU U
NoporoBbiM 3HaYEHNEM, Heobxoanmoe ana cpabaTtbiBaHMA MO-
pora;

- value — 3Ha4yeHue Nopora;

- flap_interval — 3HayeHue, onpegenstoliee MOMEHT BOCCTaHOB-
NleHnA nopora nocse cpabatbiBaHUA;

- severity — ypOBEHb BaXXHOCTM TPaNoB AA 3TOro Nopora;

- notify — BK/louaeT/oTKAOYaET OTNPaBKy TPanos o cpabaTbiBa-
HUM Nopora;

- recovery-notify — BKk/l0YaeT/OTKOYaEeT OTNPaBKY TPanos o BOC-
CTaHOBNEHMM Mopora.

Y4anunTb NOPOr ¢ 3a4aHHbIM UHAEKCOM.

sensor threshold fan
fan_num unit-id unit_id in-
dex index relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no sensor threshold fan
fan_num unit-id unit_id in-
dex index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..1000000000)
060p0oTOB/MUH;
flap_interval:
(0..1000000000)/0
060pOTOB/MUH;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apaTb NoOpor ANA AaTYMKa CKOPOCTU BpaLLeHMA BEHTUAATOPA.

- fan_num — Homep BEHTUNATOPA;

- unit_id — HoMep OHUTA, Ha KOTOPOM HaX0AUTCA BEHTUAATOP;

- index — NPOU3BONbHbIN MHAEKC NOPOra;

- relation — OTHOWEHWE MeXAY CKOPOCTbIO BpaLLEHUA BEHTUAA-
TOpa M NOPOroBbIM 3HaYeHMEM, Heobxoanmoe s cpabaTbiBaHUA
nopora;

- value — 3Ha4YeHue Nopora;

- flap_interval — 3HayeHue, onpegenstoliee MOMEHT BOCCTaHOB-
NeHnA nopora nocne cpabatbiBaHus;

- severity — ypOBeHb BaXXHOCTM TPaNoB Aa 3TOro Nopora;

- notify — BKAtouaeT/oTK/IO4aET OTNPaBKy TPanos o cpabaTbiBa-
HWKW nopora;

- recovery-notify — BKtouYaeT/oTKOUaET OTNPaBKy TPanos O BOC-
CTaHOBNEHMM nopora.

YanuTtb Nopor ¢ 3af,aHHbIM UHAEKCOM ANA BeHTUAATOpa fan_num
Ha toHUTe unit_id.

sensor threshold thermal-

sensor sensor_num unit-id

unit_id index index relation
value [flap-interval flap_in-
terval] [severity level] [no-

tify {enable | disable}] [re-

covery-notify {enable | dis-
able}]

no sensor threshold ther-
mal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3afaTb Nopor AN AaTyMKa TeMnepaTypbl.

- sensor_num — HOMep TEPMOAATYMKa;

- unit_id — Homep 1oHWTa, Ha KOTOPOM HaXOAUTCA TePMOAATUMK;

- index — Npown3BO/IbHbINA MHAEKC NOPOra;

- relation — OTHOLWEHWe MeXKay TemnepaTypoi U NOPOroBbIM 3Ha-
YeHuem, Heobxoanmoe ansa cpabaTbiBaHMA NOPOra;

- value — 3Ha4eHue nopora;

- flap_interval — 3HauyeHue, onpegensatoLLee MOMEHT BOCCTaHOB-
NeHus nopora nocne cpabaTbiBaHuUs;

- severity — ypoBeHb Ba)KHOCTU TPanoB A/11 3TOro Nopora;

- notify — BKloYaeT/oTK/IOYaeT OTNPABKY TPanos o cpabaTbiBa-
HWW nopora;

- recovery-notify — BKtouYaeT/oTK/IlOUaET OTNPaBKY TPanos o BOC-
CTaHOB/IEHMM Nopora.

YAanuTb nopor ¢ 3a4aHHbIM UHAEKCOM A1 TepmogaTymKa sen-
SOr_num Ha oHuTe unit_id.
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storage threshold index in-
dex interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert;

3agatb nopor ans obvema cBobogHOM NamaTh Ha M3Y.

- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- relation — oTHoweHMe mexay ob6bema cBOH6OAHOM NaMATK U Mo-
pPOroBbiM 3HaYeHnem, Heobxoanmoe a1 cpabaTtbiBaHWA NOPOra;
- value — 3Ha4YeHWe nNopora;

- flap_interval — 3HauyeHuWe, onpeaensaoL,ee MOMEHT BOCCTaHOB-
NeHusA nopora nocne cpabatbiBaHus;

- severity — ypOBEHb BaXXHOCTM TPANoB Aa 3TOro Nopora;

- notify — BKAtouaeT/oTK/IKO4aET OTNPABKY TPanos o cpabaTbiBa-
HUK Nopora;

- recovery-notify — BKtoYaeT/oTKAOUaEeT OTNPABKY TPanos o BOC-
CTAHOBNEHMM Mopora.

Y4anunTb NOPOr € 3alaHHbIM UHAEKCOM.

reset-button {enable | disable
| reset-only}

-/enable

HacTpolika peakuuun KommyTaTopa Ha HaxaTue KHOMKu F.

- enable — npu Ha)aTMK Ha KHONKY AaAnTeNbHOCTbIO MeHee 10 cek,
NnpoucxoauT nepesarpyska yCTPOMCTBa; NPU HaXKaTUKM Ha KHOMKY
anutenbHocTtbio 6onee 10 cek, nponcxoauT cbpoc ycTpoicTea Ao
3aBOACKOM KOHOUrypaumm;

- disable — He pearupoBaTb (0TK/OYEHa);

- reset-only — TonbKo nepesarpyska.

5.5 KomaHpgbl oNA HACTPOIKKM NapameTPoB ANA 3a4aHUA naponaei

,ﬂ,aHHblﬁ KOMMN/1EKC KOMaHA npegHa3sHayvyeH AnAa 3aaaHunA MWHWUMaA/IbHOM CNOXHOCTU naponaA, a Takxe

AnAa 3agaHnAa BpemMeHun ,D,EVICTBMH naponAa.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoHOUIypaumum MMeeT Cieayowmnii Bua;

console (config) #

Tabnuua 35 — KomaHabl ynpaBaeHma cMCTEMOM B pexkmume rnobanbHON KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

passwords aging age

no password aging

age: (0..365)/180 gHeit

3agaeT BpemMaA XU3HKU naposieit. Mo UcTeyeHMM 3a4aHHOTO CPOKa
6yAeT NpeasioKeHO CMEHUTb Naposib. 3HaueHne 0 roBOPUT O TOM,
YTO BPEMS ¥KU3HW NApO/iei He 3a4aHo0.

BoccTaHaBnmBaeT 3HayeHue no YMONYaHUIO.

passwords complexity enable

no passwords complexity
enable

—/BbIK/IIOYEHO

Bk/itoyaeT orpaHuyeHve Ha bopmart napons.

BbIK/tOYaeT orpaHuyeHne Ha popmat napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BK/toYaeT orpaHuyeHuWe, 3ajatoliee MUHUMANAbHOE KOJ/IMYECTBO
KN1acCOB CMMBOJIOB (CTPOYHble BYKBbI, 3arnaBHble ByKBbl, UUdPbLI,
CMMBO/bI).

BoccTaHaBnvBaeT 3HavyeHMe No YMOTHAHWUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

Bkntouaet orpaHu4YeHne Ha MMHUMaNbHYO AIMHY NApPONA.

BoccTaHaBnmBaeT 3HayeHue no YMONYaHUIO.

passwords complexity
no-repeat number

no password complexity
no-repeat

number: (0..16)/3

BkntouaeT orpaHuyeHue, 3agalroliee MaKCMMasbHOE KOJINMYeCcTBO
nocnenosaTe/ibHO NOBTOPAKOLWMXCA CUMBO10B B HOBOM Mapone.

BoccTaHaBivBaeT 3HavYeHMe No YMOJTHAHWUIO.

passwords complexity
not-current

-/enabled

3anpewaeT NpM CMeHe Mapo/is UCMO/b30BaTbh B KayecTBe HOBOMO
CTapbli.
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no passwords complexity PaspeLluaeT ©cnosib30BaThb CTapblii Naposib NPU CMEHE.
not-current
passwords complexity 3anpeLaeT UCMNONb30BaTh B Ka4eCcTBe Napo/sa UMA Nob3oBaTeNs.
not-username

- -/enabled
no passwords complexity Pa3speluaeT MCNONb30BaTh B Ka4ecTBe Napo/ia MMA Noib30BaTe N .

not-username

Tabnunua 36 — KomaHabl ynpaBneHus cuctemon B pexkmme Privileged EXEC

3HayeHue/3Ha4yeHue

Aeiicmeue
o ymon4YaHuro

KomaHoa

show passwords configuration - OT06parkaeT MHGopmaLuo 06 orpaHUYEHUAX Ha NAapPOU.

5.6 Pa6ora c ¢pannamm

5.6.1 OnucaHue apeaymeHmos KOMaHO
Mpu ocyuwecTeneHmn onepaumin Hag dannamm, B Ka4ecTBe apryMeHTOB KOMaH, BbICTYNaloT ajpeca
URL — onpepenutennM MecTOHaxoMaeHua pecypca. OnucaHuWe KA4YeBbIX C/I0B, WCMONAb3yeMbIX B

onepauusx, npMeeaeHo B Tabauue 37.

Tabnumua 37 — CNMCOK K/HOYEBbIX CI0B U UX ONUCaHKUE

Knrouesoe cnoeo OnucaHue

McxoaHbIvi agpec uav aapec MecTa HasHaueHUA AnA SHEProHe3aBUCUMONM NaMATU. IHeproHesasu-

flash:// CUMasn NamATb UCMOb3YEeTCs NO ymonYaHuio, ecam agpec URL onpeneneH 6e3 npedukca (npeduk-
camu ssastoTes: flash:, tftp:, scp:...).

running-config daiin TekyLwwen KOHPUrypaumm.

mirror-config Konus ¢aiina Tekyuen KoHourypaumm.

startup-config ®aiin nepBoHa4YanbHON KOHGUIrypauuu.

active-image daiin ¢ aKTMBHbIM 06pasom.

inactive-image ®aiin c HeakTMBHbIM 06pasom.
UcxogHbIn agapec nam agpec mecTa Ha3Ha4yeHua ana TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory/] filename.

tftp:// - host — IPv4-agpec unm ceTeBoe MMA yCTPOICTBa;

- directory — katanor;
- filename — vuma dalina.

UcxopHbIV agpec unv agpec mecta HasHadyeHua ana SSH-cepsepa.
CuHTakcuc: scp://[username[:password]@]host/[directory/] filename
- username — UMA NO/b30BaTeENS;

scp:// - password — napoab Noab30BaTeNs;

- host — IPv4-agpec unm ceTeBoe MMA YCTPOMCTBA;

- directory — kaTanor;

- filename — vims daina.

logging daiin c uctopument KomaHa,

5.6.2 KomaHOdblI 0na pabomei ¢ halinamu
3anpoc KomaHgHoM cTpoKu B pexxume Privileged EXEC nmeeT cneayrowmin BuAa;

console#
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Tabnnua 38 — KomaHabl ans paboTbl ¢ pannamm B pexkmme Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

copy source_url
destination_url

copy source_url
running-config

copy running-config
destination_url

copy startup-config
destination_url

source_url: (1..160)
CMMBOJIOB;
destination_url: (1..160)
CUMBOJIOB;

KonuposaHue daina n3 MectonosioxKeHns UCTOYHUKA B MECTOMNOo-
NIOXKEHNE Ha3HaYeHus.

- source_url — mecTononoxeHune Konvpyemoro ¢aiina;

- destination_url — agpec mecTa Ha3HayeHus, Kyaa ¢ain byaeT cko-
NUpPOBaH.

KonupoBaHue dalina KoHGUrypauum c cepBepa B TEKYLLYIO KOHPU-
rypauuio.

CoxpaHeHue TeKkyLen KoHOUTypauum Ha cepeepe.

CoxpaHeHue nepBoHa4asIbHOM KOHOUIYypaLLMn Ha cepBepe.

copy running-config
startup-config

CoxpaHeHue TeKyLLel KOHOUTYpaL MK B NepBOHaYasbHy KOHOUTY-
paumio.

copy running-config file

CoxpaHeHUue TeKywen KoHPuUrypauum B 3aZaHHbIA pe3epBHbIn
daiin KoHdpurypauuu.

copy startup-config file

CoxpaHeHue nepBoHaYanbHOM KOHOUIYpaLMK B 3a4aHHbIN pe3eps-
HbI dain KoHdUrypauuu.

boot config source_url

KonuposaHune ¢alina KoHbUrypauum ¢ cepsepa B daitn nepBoHa-
YanbHOM KOHOUTypaumu.

dir [flash:path | dir_name]

OTobparkaeT cnucok ¢ainos B ykasaHHOM KaTasore.

more {flash:file |
startup-config |
running-config |
mirror-config | active-image
| inactive-image | logging |

file}

file: (1..160) cumsonos

OTobparkaeT cogepmumoe daiina.

- startup-config — oTobparkaeT cogepxumoe daina nepsoHayanb-
HOW KOHUrypaumm;

- running-config — otobparkaeT cogeprkumoe daina TekyLLen KoH-
durypaunu;

- flash: — oTobpaxkaeT dainbl c daew-namaTh yCTPOMCTBa;

- mirror-config — oTobpakaeT cogepkmumoe daina TekyLen KoH-
durypauuu c 3epkana;

- active-image — oTobpakaet Bepcuto Tekyliero daiina obpasa Mo.
- inactive-image — otobparkaeT Bepcuio HeaKTuBHOro ¢darina ob-
pasa no.

- logging — oTobpaxkaeT cogepkunmoe daina xypHana.

- file — vuma darina.

' daiinbl oTobpaxkatorca B popmate ASCII.
.o

delete ur/

Ypanenue ¢akina.

delete startup-config

YaaneHus daiina nepBoHavanbHON KOHGUIypaumu.

boot system source_url

KonuposaHue ¢daitna MO c cepsepa B HeakTMBHYO 061acTb NamATH
Ha mecTo pe3epsHoro MNO.

boot system inactive-image

3arpysuTbCca ¢ HeaKTUBHOrO 06pasa MOo.

show {startup-config |
running-config} [brief |
detailed | interfaces {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob | port-channel
group | vlan vian_id | tunnel
tunnel_id | loopback
loopback_id}]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094);
tunnel_id: (1..16);
loopback_id: (1..64)

OTobparkaeT cogepkumoe daitna nepsoHadvanbHo KoHoUrypauum
(startup-config) unu Tekywein KoHPUrypaumm (running-config).

- interfaces — KoHdUrypauus nHTepdeincos KommyTaTopa - pusnye-
CKux uHTepdeicos, rpynn uHtepoeiicos (port-channel), VLAN-uH-
Tepoelicos, oob-nopTta, UHTepdelica 3amblKaHUA Ha cebs, TyHHe-
new.

Cnegytolime onumMm AOCTYMNHbI NPU BbiBOAE TeKyluei KoHourypa-
TI7R

- brief — BbiBOg, KOHOUIYPaLMK 6€3 ABOUYHBIX AaHHbIX, HANPUMEP,
SSH u SSL Kntouen.

- detailed — BblBOA KOHGUIYpaLMM C BKAIOYEHNEM ABOUYHBIX AaH-
HbIX

show bootvar

MoKa3biBaeT akTUBHbIN paiin cuctemHoro MO, KOTOpPbIA YCTPONCTBO
3arpy)kaeTt npu 3anycke.

write [memory]

CoxpaHeHue TeKywen KoHourypaumm B ¢aiii nepBoHaYasbHOMN
KoHbUrypauuu.

boot license source_url

3arpysuTb Ha YCTPOICTBO A INLEHIUN.
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delete license [ word |

Y[anuTb ¢ yCTPOMCTBA BCE YCTAaHOB/EHHbIE $Gaiibl IMLLEH3NA.
- word — yKa3aTb UmA ¢alina MUEH3UKN, KOTOPbIN A0/XKeEH ObiTb
yaaneH.

/ /
rename urinew_ur url, new_url: (1..160)

MN3meHeHne umeHu daiina.
- url — Terywee uma daina;

CUMBOJI0B o
- new-url — HoBoe nmsa daiina.
’ | Cepsep TFTP He mo}KeT 6ObiTb afpPecomM MCTOYHMKOM U afpecom HasHauvyeHus ANA O4HOMU
. KOMaHAbl KONnpoBaHHUA.

[pumepbl UC016308AHUA KOMAHO

= Ypanutb daiin test U3 sHeProHe3aBUCUMOM NAMATH:

console# delete flash:test
Delete flash:test? [confirm]

Pe3ynbTat BbINOJIHEHUA KOMaHAbl: Nocae noaTBepKaeHua ¢pann byaeT yaaneH.

5.6.3 KomaHObI 0517 pe3epsuposaHus KoOHguz2ypayuu

B paHHOM paspgene onucaHbl KOMaHAbl, NpefHa3sHauYeHHble AA HACTPOWKW pe3epBMPOBaHMUA
KOHUrypaumm no Taiimepy Man Npu CoxXxpaHeHUn TekyLen KoHpurypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXKmnme rnobanbHoM KOHPUrypaumm MMeeT cieayowmin Bua;

console (config) #

Tabanua 39 — KomaHabl ynpaBaeHns cucteMomn B pexkmme rnobanbHol KoHurypaumm

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

KomaHoa

Aeiicmeue

backup server server

server: (1..22) cum-
BOJIOB

no backup server

YKasaHue cepsepa, Ha KOTopbI byaeT NponsBoauMTbCa pesep-
BMpOBaHMe KoHbUrypauum. CTpoka B dopmare
«tftp:// XXX XXX XXX XXX » nnu
«scp://[[username][:[password]]@]host»

YpaaneHue cepsepa AN pe3epBUpPOBaHMA.

backup path path

path: (1..128) cum-
BO/IOB

no backup path

YKasaHue nyTv pacnosioxkeHus daina Ha cepsepe u npedukca
daitna. Mpu coxpaHeHum K npedukcy byaeTt fo06aBNATLCA TEKY-
as aata v Bpems B opmare rrrrMmaa44mmcc.

YpaneHue nytu Ans pesepsupoBaHus.

backup history enable

-/BbIKNOYEHO
no backup history enable /

Bkatountb COXpaHeHne UCTOPUKN pe3epBHbIX Konui.

OTKNOYNTD COXpaHeHne UCTOPUN pe3epBHbIX KOMWW.

backup time-period timer .
timer:

(1..35791394)/720
MUWH

no backup time-period

YKasaHue NpomeXKyTKa BpeMeHM, No UCTEeYEHUN KOTOpOoro By-
[eT OCYLLECTBAATLCA aBTOMAaTUYECKOEe pe3epBMpPOoBaHme KOHGHU-
rypauuu.

BoccTaHaBnmBaeT 3HaYeHue no yMOAn4aHUto

backup auto
-/BbIK/IOYEHO

no backup auto

BK/tOYEHMEe aBTOMATMYECKOTO pPe3epBMPOBaHWUA KOHOWrypa-
[T17R

YcTaHOBKa 3HaYeHUA N0 YMONYAHUIO.

backup write-memory
-/BbIKNOYEHO

no backup write-memory

BratoueHWe pe3epBMpOBaHUA KOHGUIypaLmm npu coxpaHeHuu
nosib3osaTtesem KoHdurypaumm Ha flash-Hakonutens.

YCcTaHOBKa 3HaYeHUA N0 YMONYAHUIO.
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Tabnuua 40 — KomaHapl ynpaBaeHua cuctemoin B pexkume Privileged EXEC

Komanoa 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
show backup ) OTobparkaeT MHPOPMALMIO O HACTPOWKaxX Pe3epPBUPOBAHUA KOH-
durypauum
show backup history ) OTobparkaeT UCTOPUIO YCMELHO COXPAHEHHbIX Ha cepBep KOHU-
rypaumi.

5.6.4 KomaHObI 019 asmomamu4yecko2o0 o6HosneHUA U KOHgu2ypayuu

[Mpouecc asmomamu4yecko2o 0b6Ho8nEHUA

KommyTaTop 3anyckaeT npoLecc aBTomatnydeckoro obHosneHuna, 6asmnpytowmiica Ha DHCP, ecam oH
BK/OYEH U uma TeKkcToBoro ¢anna (DHCP-onuma 43, 125), copepskauiero mmsa obpasa MO, 6bLno
npegocrtasneHo cepsepom DHCP.

Mpouecc aBTOMaTUYECKOro 06HOB/IEHMA COCTOUT U3 CNEAYHOLWMX STAMNOoB:

1. KommyTaTop 3arpyKaeT TeKCTOBbIN dain 1 yMTaeT us Hero nmsa daina obpasa MO Ha TFTP-cep-
Bepe;

2. KommyTaTop ckaumBaeT nepsblii 650K (512 6aiiT) obpasa MO c TFTP-cepBepa, B KOTOPOM CO-
aepxutca sepcus MNMO;

3. KommyTaTtop cpaBHUBaeT Bepcuto daina obpasa MNO, nonyyeHHoro ¢ TFTP-cepBepa, c Bepcuei
aKTMBHOro obpasa MO KkommyTaTopa. Ecnv oHM oTaMyaloTca, KommyTaTop 3arpy»kaeT obpas Mo
¢ TFTP-cepBepa BMecTo HeakTMBHOro obpasa MO KommyTaTopa U AenaeT AaHHblit 06pas akTmB-
HbIM;

4. Ecnn 06pas MO 6bin 3arpyKeH, To KOMMYTAaTOp NepesarpyraeTcs.

[pouecc asmomamu4ecko20 KOHU2YypUpPosaHUs

KommyTaTop 3anycKaeT NpoLecc aBTOMAaTUYECKOro KOHPUrypupoBaHus, b6asupytowmiica Ha DHCP,
NP BbINOJHEHUN CEeAYHOLWMX YCOBUIA:

— B KOHOUrypaumm paspelleHo aBTOMaTMYeCKoe KOHOUrypupoBsaHue;

— otBer DHCP-cepBepa cogepxut IP-agpec TFTP-cepsepa (DHCP-onuua 66) U uma daiina
KoHdurypaumum (DHCP-onuma 67) B dopmate ASCIL.

! MonyuyeHHbIN pann KoHPUrypauum gobasnseTca K Tekywei (running) kKoHpurypauum.

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexmme rnobanbHoOM KOHPUTypauum MMeeT cneayowmii Bua,:
console (config) #

Tabnnuya 41 — KomaHabl ynpaBaeHUs cucteMomn B pexkmme rnobasnbHoM KOHPUrypaumnm

3HaveHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymoa4YaHuro

boot host auto-config BK/toueHMe aBTOMATMYeCKOM KoHbUrypauum, H6asmpytolierica Ha

DHCP.
- -/BKNtOYEHO — —

no boot host auto-config BbIKNtoUeHME aBTOMATUYECKON KoOHOUTypaumm, 6asupyroLLeincs Ha

DHCP.
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boot host auto-update BKntoueHMe aBTOMaTMyeckoro obHosneHua MO, b6asupylowerocs
Ha DHCP.
-/BKNOYEHO
no boot host auto-update BbIkNtOUEHME aBTOMaTUYecKoro obHosneHus MO, 6asupytoLlerocs
Ha DHCP.

KomaHObI pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoKu B pexkume Privileged EXEC nmeet cneayrowmin BuAa;

console#

Tabnnua 42 — KomaHabl ynpasneHus cuctemon B pexkmme Privileged EXEC

3Ha4yeHue/3HayeHue
o ymon4aHuo

KomaHoa

Aeiicmeue

.

show boot MpocMOTp HacTPOEK aBTOMATMYECKOro OOHOBNEHUA U KOHPUrypa-

= [pumep KoHourypaumm ISC DHCP Server:

option image-filename code 125 = {

35265 (Eltex)
unsigned integer 8, #data-len. JnmHa BCeX OAHHHX OILUU.
option-data + 2.

}i

host mes2124-test {

option image-filename 35265 18 1 16 "mesXXX-401.
banna,

next-server 192.168.1.3; #IP-ampec

fixed-address 192.168.1.36; #IP-ampec

unsigned integer 32, #enterprise-number. VMmeHTudMKaTOp NPOM3BOIUTEJISI, BCEeTIa PaBeH

PaBHa OJMHE CTPOKM sub-

unsigned integer 8, #sub-option-code. Kom nomomnumy, BCerma paBeH 1

unsigned integer 8, {#sub-option-len. [nmuHa cTpoku sub-option-data

text #sub-option-data. MmMs TexcTOBOTO OGaija, CcomepXamero WM
obpaza IO

hardware ethernet a8:£f9:4b:85:a2:00; #mac-ampec xoMMyTaTopa
filename "mesXXX-test.cfg"; #VMS KOHOUTYpaLUVM KOMMYyTaTopa

ros"; #1IMS TEKCTOBOTO
comepxalero mMa obpasa IO
TFTP cepsepa

KOMMyTaTopa

5.7 Hactpoiika cMcTeMHOro BpemeHu

/ Mo ymonuaHuio aBTOMaTUYECKUN Nepexoa Ha NieTHee Bpems OCYLLeCTBAAETCA B COOTBET-
cTBUM co cTaHgapTtamu CLLUA n Esponbi. B KOHGUrypauum moryTt 6biTb 3aaaHbl Ntobble paTta

M Bpemsa ANA NepexoAa Ha fieTHee BpemMs 1 06paTHo.

KomaHObI pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexxkume Privileged EXEC nmeet cneayrowmin BuAa;

console#
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Tabnuua 43 — KomaHApl HACTPOMKN CUCTEMHOTO BpemeHU B pexkmnme Privileged EXEC

month: (Jan..Dec);
year: (2000..2037)

Komanda 3HaveHue/3HavyeHue Neiicmeue
no ymon4aHuro
clock set hh:mm:ss day month hh: (0..23); Py4Hasa ycTaHOBKa CUCTEMHOrO BpemMeHW (KomaHza AoCTynHa
year mm: (0..59); TO/IbKO ANA MPUBMAETMPOBAHHOIO NO/b30BaTENS).
clock set hh:mm:ss month day ss: (0..59); - hh —4acbl, mm — MUHYTbI, SS — CEKYHAbI;
year day: (1..31); - day — peHb; month — mecau,; year — rog,

show sntp configuration

MNMokasbiBaeT KoHOUrypauuio npotokosaa SNTP.

show sntp status

lMokasbiBaeT cTaTyc npoTtokona SNTP.

KomaHOowbl pexcuma EXEC

3anpoc KomaHgHOW CTPOKK B pexknme EXEC numeeT cneayowmin Bua;

console>

Tabnvua 44 — KomaHApl HACTPOMKN CUCTEMHOIO BpeMeHU B pexknume EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show clock

show clock detail

MNoka3sbiBaeT cucTeMHOE Bpema U Jaty.

JonoaHutenbHo 0To6pa)+<aeT napameTpbl 4acoBOro noAaca u nepe-
X04a Ha neTHee Bpema.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexxume rnobanbHo KOHOUTYpaLMN MMeET CAeayoLWnin Bua,;

console (config) #

Tabanua 45 — CNMcoK KomaHa, AN1A HAaCTPOMKN CUCTEMHOTO BPEMEHU B PeXKmnme rnobanbHo KoHdUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clock source {sntp | browser}

no clock source {sntp |
browser}

-/BHELWHUIA UCTOYHNK
He ucnonb3yetca

Mcnonb3oBaHWe BHELWHEro UCTOYHMKA ANa YCTaHOBKW CUCTEMHOTO
BpemeHu.

3anpeu.|,aeT MCNONb30BaHNE BHeELWHEero NCTOYHUKa ONA YCTaHOBKU
CUCTEMHOIO BpEMEHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT ON1caHuA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTaHaBAMBaEeT 3HAYeHWe YacoBOro nosca.

- Zone — cnoBo, CPOPMMPOBAHHOE M3 MepBbIX BYKB CNOBOCOYETA-
HUA, KOTOPOE OHO 3ameHAEeT (onuncaHme 30Hbl);

- hours-offset —yacoBoe cmelLLeHNe OTHOCUTENBHO HY1IEBOTO MepU-
amaHa UTC;

- minutes-offset — MUMHYTHOE CMeLL,eHNe OTHOCUTENIbHO HY/1IeBOTO
mepuamnaHa UTC.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

clock summer-time zone date
date month year hh:mm date
month year hh:mm [offset]

clock summer-time zone date
month date year hh:mm month
date year hh:mm [offset]

zone: (1..4) cumsona/
HeT onmncaHua 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MWH;

3ajaeT JaTty U BpemMA A1 aBTOMATUYECKOro nepexoaa Ha fieTHee
BpemMs 1 Bo3BpaTa 0bpaTHO (AnA onpeseneHHOro roga).

MepBbiM B KOMaH/Ae YKa3blBaeTCA ONMCaHNe 30Hbl, BTOPbIM Bpems
ANA Nepexoja Ha IeTHee BpeMsA U TPeTbUM Bpema A/1A BO3BpaTa.

- zone — cnoBo, cpopMUPOBAHHOE M3 NepBbIX BYKB CrOBOCOYETa-
HWA, KOTOPOE OHO 3aMeHAET (ONUCaHME 30Hbl);

- date —uncno;

- month — mecs;

- year —rop;

- hh —4acbl, mm — MUHYTbI;

- offset — KONIMYECTBO MUHYT, floBaBAAEMbIX MPU Nepexoae Ha neT-
Hee Bpema.
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clock summer-time zone
recurring {usa | eu | {first |
last | week} day month hh:mm
{first | last | week} day month
hh:mm} [offset]

no clock summer-time

Mo ymonyaHuio
nepexon, Ha neTHee
BPeMsA BbIK/OYEH

3apaeT Jaty v Bpema AN aBTOMATUYECKOro nepexoga Ha netHee
Bpems 1 BO3BpaTa 06paTHO B peXKMME eXerogHo.

- zone — cnoBo, chopMMpoBaHHOE U3 NepBbiX BYKB ClOBOCOYETa-
HUSA, KOTOPOE OHO 3ameHsAEeT (onuncaHue 30Hbl);

- usa — yCTaHOBMTb NPaBW/IA Nepexosa Ha SIeTHee BPpems, UCMONb-
3yemble B CLLA (nepexop, BO BTOpOe BOCKpeceHbe MapTa, 0bpaTHO
B NepBoe BOCKpeceHbe HoAbpsA, B 2 Yaca yTpa NO MeCcTHOMy Bpe-
MeHH);

- eu — yCTaHOBMUTb NpaBu/Ia Nepexosa Ha IeTHee Bpems, UCMNO/b3y-
emble EBpocoto3om (nepexos B nociegHee BOCKpPeCEHbe MapTa,
06paTHO B NocnegHee BOCKpeceHbe OKTAbpa, B 1 yac yTpa no MpuH-
Buuy);

- hh —y4acbl, mm — MUHYTbI;

- week — Hepena mecaua;

- day — peHb Hegenw;

- month — mecau;

- offset — KonnyecTBo A06aBASEMbIX MUHYT NPU NEPEXOAE Ha NeT-
Hee Bpems.

OTKtOYaET aBTOMATUYECKUI nepexo Ha neTHee spemas.

sntp authentication-key number: YcTaHaBAMBaET K4 MPOBEPKU MOAAMHHOCTUM A/A MPOTOKOAA
number md>5 value (1..4294967295); SNTP.
encrypted sntp value: (1..32) - number — Homep KAtoYa;
authentication-key number CMMBOJI0B; - value — 3Ha4YeHne KNo4a;
md5 value Mo ymonyaHuio - encrypted — 3a4aTb 3HaYeHWe KNtoYa B 3aWMdPOBAHHOM BUAE.
no sntp authentication-key npoBepka Yaanaet KAy NnpoBepKu NOAANHHOCTU Ana npoTokona SNTP.
number noa/IMHHOCTN
OTK/ItOYEHA
sntp authenticate -/npoBepka TpebyeT NpoBepKy NOAANHHOCTM ANA NOAyYeHUa UHPopmauum ot
NOA/IMHHOCTU He NTP-cepBepoB.
no sntp authenticate Tpebyetca YCcTaHaBAMBAET 3HAYEHME N0 YMONYAHUIO.
sntp trusted-key key _number key_number: OcyuiecTBnseT NpoBepKy NogJMHHOCTU CUCTEMbI, OT KOTOPOWN CUH-

(1..4294967295);
Mo ymon4yaHuio

XpOHM3upyetca c nomoupto SNTP no 3agaHHOMY Kitody.
- key_number — Homep Kntoua.

no sntp trusted-key npoBepKa YcTaHaBAMBAET 3HAaYEHME MO YMOMYAHMIO.
key_number NoA/IMHHOCTH
OTK/IlOYEHa
sntp broadcast client enable PaspewwaeT paboTy wupokosewatenbHbix SNTP-KANMeHTOB.
both | ipv4 | ipv6
{ | ipv4 | ip }, -/3anpelueHo
no sntp broadcast client YcTaHaBAMBAET 3HAaYEHME MO YMOMYAHMIO.
enable
sntp anycast client enable Paspewaet paboty SNTP-KAvMeHTam, MoAfepKUBAOLMM METOL
both | ipv4 | ipv6 ACCbIIKM MaKeToB, MO3BOMAOWMI NOCbINaTh AaHHble OMMKan-
{ | ipv4 | ipv6} /3anpetLieno p ,

no sntp anycast client enable

Lemy yCTPOWCTBY U3 rpynnbl NoayyaTenei.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

sntp client enable
{tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| oob | vlan vian_id}

te_port: (1..32);
hu_port: (1/0/1..6);

PaspewaeT paboty SNTP-knneHTam, NoALEepKMBAIOLLMM METOZ,
PacCbIZIKM NaKeToB, MO3BO/AIOLWMIA MOCbINATL AaHHble BanxKai-
Lemy yCTPOMCTBY U3 rpynmnbl NOAyYaTenel, a TakxKe LMPOKOBeLLa-
TenbHbIM SNTP-KMeHTam ans BbibpaHHOro nHTepdelica.

- noApobHoe onucaHne MHTephENcoB U3N0XKEHO B pasaene «KoH-

group: (1..32); burypauma nHtepdeincos».

no sntp client enable vlan_id (1..4094) YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.

{tengigabitethernet te_port | /3anpeueHo

hundredgigabitethernet

hu_port | port-channel group

| oob | vlan vian_id}

sntp unicast client enable PaspelwaeT paboTty ogHoaapecHbix SNTP-KANEHTOB.

no sntp unicast client enable -/3anpeuieqo YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.

sntp unicast client poll PaspelsaeT nocnenosaTeNbHbIM ONPOC 3afaHHbIX O4HOAAPECHbIX
-/3anpeueHo SNTP-cepBeposB.

no sntp unicast client poll

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_address%{vian
{integer} | ch finteger} | isatap
{integer} |
{physical_port_namej}} |
hostname} [poll] [key keyid]

no sntp server {ipv4_address |
ipv6_address |

ipv6_link local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname}

hostname: (1..158)
CUMBO/I0B;
keyid: (1..4294967295)

3apaet agpec SNTP-cepsepa.

- ipv4_address — IPv4-aapec y3na cetu;

- ipv6_address — IPv6-aapec y3na cetu;

- ipv6z-address — IPv6z-appec y3na cetv ans ping.

dopmat agpeca ipv6_link_local_address%interface_name:
ipv6_link local_address — nokanbHbI IPV6 agpec KaHana;
interface_name — uma ncxogsllero nHTepdeiica sagaerca B cie-
aytowem popmarte: vian {integer} | ch {integer} | isatap {integer}
| {physical_port_name}

- hostname — pomeHHOe UMA y3na ceTu;

- poll — BKAtoyaeT onpoc;

- keyid — vpeHTUdUKaTOP KatoYa.

YpaneHue cepsepa 13 cnucka NTP-cepsepos.

clock dhcp timezone

no clock dhcp timezone

-/3anpeleHo

PaspelwaeT nonyyeHMe TaKUX AAHHbIX KaK 4acoBOM NOAC U fieTHee
Bpemsa ot DHCP-cepsepa.

3anpeLu,aeT noNy4YeHNA TaKNX AadHHbIX KaK 4acoBOM NoAC U nNeTHee
Bpemsa ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

3anpoc KOMaHAHOM CTPOKM B pexxume KOHPUrypauum nHtepdeiica MMeeT cieayowmn BUA,:

console (config-if)#

Tabauua 46 — CNMCOK KOMaHA AN1A HACTPOMKM CUCTEMHOTO BPEMEHMU B PeXKUME KOHPUTypaumm nHTepdelica

KomaHda

3HayeHue/3HayeHue

no ymosn4aHurw

Aelicmeue

sntp client enable

no sntp client enable

-/3anpelueHo

Paspewaet paboty SNTP-KAMEHTY, KOTOPbIV NOAAEPHKUBAET METOL,
PaCCbIIKM MaKeToB, MO3BONAIOWMIA MOCbILIATL AaHHbIE YCTPOWUCTBY
6MKaiwemy 13 rpynnbl NoayYaTesiei, a TakKe WNPOoKoBeLaTeb-
Homy SNTP-KkAMeHTy Ha HacTpamBaemom uHTepdeice (Ethernet,
port-channel, VLAN).

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

[pumepbl 8bIN0AHEHUS KOMAHO

- OT06pa3VITb CNCTemHoOe BpemaA, 4aty U AaHHble No YacoBOW 30He:

console# show clock detail

Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:
Acronym is PDT
Recurring every year.

15:29:08 PDT(UTC-7) Jun 17 2009

Begins at first Sunday of April at 2:00.

CraTyc npougecca CMHXPOHU3AUMN BPEMEHM 0To6pamaeTcn C NnoMouWbo AONO/HUTE/IbHO CMMBO/1a

nepej sHa4eHnem BpemeHu.
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[pumep:

*15:29:08 PDT (UTC-7)

Jun 17 2009

MCI'IOﬂb3YI-OTCﬂ cneaywouimne o0b03HayeHuA:

— TouKa (.) 03HauaeT, YTo Bpems AOCTOBEPHO, HO HET CUHXPOHM3aLMK C cepBepom SNTP;
—  OTCYTCTBME CMMBOJ1a O3HAYaeT, YTo BPEMA [OCTOBEPHO N CUHXPOHU3ALMA ECTb;
— 3Be3a04Ka (*) o3HayaeT, UTo Bpems He4oCTOBEPHO.

= 334aTb 4aTy M Bpema Ha CUCTeMHbIX Yacax: 7 mapTa 2009 roga, 13:32

console# clock set 13:32:00 7 Mar 2009

=  OT06pa3mnTb cTaTyc npotokona SNTP:

console# show sntp status

Unicast servers:

Server
Source
Stratum
Status
Last Response
Offset
Delay

Anycast server:

Broadcast:

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

10.10.10.1
Static

3

up

10:37:38.0 UTC Jun 22 2016
1040.1794181 mSec

0 mSec

B npumepe Bblle CUCTEMHOE BPeEMA CUMHXPOHM3MpPOoBaHO oT cepeepa 10.10.10.1, nocnegHuii oTeeT
nony4veH B 10:37:38, HecoBnageHWe CUCTEMHOIO BPEMEHMU C BpeMeHeM Ha cepepe coctasmno 1.04 c.

5.8 KoH}urypauma BpemeHHbIX MHTEpBanoB time-range

KomaHObI pexcuma KoHgu2ypauuu epemMeHHbIX UHmMepsasos

console# configure
console (config) # time-range range name, rgne

range_name — CUMBOJbHbIN (1...32) naeHTUdUKATOP BPEMEHHOTO MHTEpPBana
console (config-time-range) #

Tabnunua 47 — KomaHapl pernma KoHoUrypaumMm BpemeHHOro MHTepBeana

month: (jan..dec);
year: (2000..2097);

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymMmoa4aHuro
absolute {end | start} hh:mm hh: (0..23); 3apaTb Havyano U (MAK) KoHel, BpeMeHHOro MHTepsana B ¢popmare:
date month year mm: (0..59); Yyac: MUHYTa AeHb MecsL, rof.
no absolute {end | start} date: (1..31); Y8anuTb BpemeHHOM nHTepBsan.

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BpeMEHHOM MHTEPBas B TeYEHWE OLHOTO U3 fIHEW Heaenun unm
Kak4Ooro AHA Hepenu.

Yaanutb BpeMeHHOM uHTepsan.
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periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm to
weekday hh:mm

hh: (0..23);
mm: (0..59);

weekday: (mon...sun)

3afaTb BpEMEHHOM UHTEPBaA B TeYEHUE HeaeNu.

YAanuTb BpeMeHHOM UHTepBa.

5.9 KoHdurypauusa uHrepdeiicos n VLAN

5.9.1 TIMapamempeol Ethernet-unmepdgeliicos, Port-Channel u Loopback-
uHmepaeiicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanaszoHa uHmepgelicos)

console# configure

console (config) # interface {tengigabitethernet te port |
hundredgigabitethernet hu port | oob | port-channel group | range {..} |

loopback lIoopback id }
console (config-if) #

[aHHbIV peXum [OCTYNEH U3 pernma KoHOUrypaumm n npeaHasHavyeH gnsa 3a4aHua napameTpos
KOHOUrypaumMm wuHTepdelica (nopta KomMmyTaTopa WAW TPynnbl MOPTOB, paboTaloWwMxX B pexume
pa3geneHus Harpysku) nmbo ananasoHa uHTepdelicos.

Bbibop nHTEpdeinca ocywecTBAAETCA NPM NOMOLLM KOMaHA,:

Tabnuua 48 — KomaHabl Bbibopa MHTepdeiica Ana KOMMYTaTopoB

KomaHoa

Ha3sHauyeHue

interface tengigabitethernet te_port

Onsa HacTtpoiikm 10G-uHTepdeincos.

interface hundredgigabitethernet te_port

[na Hactpoikn 100G-nHTepdencos.

interface port-channel group

[lna HacTpoiKM rpynn KaHanos.

interface oob

[na HacTpoiKkn uHTepoderica ynpasneHua (MHTepdeinc ynpasneHus
NPUCYTCTBYET HE Ha BCEX KOMMYTaATOpaXx).

interface loopback /oopback_id

[na HaCTPOWMKK BUPTYaNnbHbIX MHTEPdECcoB.

roe:

— group — NopaAKOBbIM HOMep rpynnbl, obLiee KOMYECTBO coriacHo Tabamue 9 (cTpoKa «Arperaums

KaHanos (LAG)»);

— te_port — nopaaKosbiit Homep 10G-uHTepdeiica, 3agaetca B suge: 1..8/0/1.. 32;
— loopback_id — nopaakoBblii HOMep BUPTyanbHOro MHTepdeiica, obliee KOMYECTBO COrnacHo Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

3anucb MHTepdeica

HOMep YCTPOICTBA B CTEKE

1..8/0/1..N

Homep c/ioTa HoMmep UHTepdelica

KomaHabl, BBeAeHHble B peMMe KOHdUrypauunm wuHTepdelica, NPUMEHAITCA K BblbpaHHOMY

nHTepoeicy.
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Huyke npuBegeHbl KOMaHAbl 419 BXOAA B PEXMM HacTponku gecatoro Ethernet-untepdelica (gnn
MES5312) nepBoro ycTpoiACTBa B CTEKE U BXO/a B PEKMM HACTPOMKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if)#

console# configure

console (config)# interface hundredgigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface port-channel I
console (config-if)#

Bbi6op ouanazoHa uHmepdgeliicoe oCcyLIeCcTBASETCA MPU MOMOLLM KOMaHA,:

— interface range tengigabitethernet portlist — ona HacTpoikn ananasoHa tengigabitether-
net-nHTepdencos;
— interface range hundredgigabitethernet portlist — apna HacTpokmn gnanasoHa hundredgi-
gabitethernet-untepdeiicos;
— interface range port-channel grouplist — ana HacTpoliku AnanasoHa rpynn nopTos.

KomaHabl, BBeAEHHbIE B AaHHOM pexunme, NPUMEeHAKTCA K Bbl6paHHOMy Anana3soHy MHTepcbeﬁcoa.

Huyke npuBeseHbl KOMaHAbI 415 BXOAA B PEXKMM HACTPOMKKM ananasoHa Ethernet-uHtepodericos ¢ 1
no 10 (ana MES5312) n ana Bxoaa B peXMM HaCTPOMKM BCEX rPynn NOPTOB.

console# configure

console (config) # interface range tengigabitethernet 1/0/1-10
console (config-if) #

console# configure

console (config) # interface range hundredgigabitethernet 1,/0/1-10
console (config-if) #

console# configure

console (config) # interface range port-channel 1-32
console (config-if) #

Tabnnua 49 — KomaHabl perxknma KoHourypaumm nHtepdeincos Ethernet n Port-Channel

3HayeHue/3Ha4yeHue ”
KomaHda / Aelicmeue
no ymoa4aHuro

shutdown BbIKNtoUMTbL  KoHOUrypupyembli  nHTepdeiic (Ethernet, port-

-/BKNtOYEH channel)
no shutdown BKNtOUNTL KOHOUTYpUPYEeMbIi MHTEpdENC.
description descr descr: (1..64) [Oo6aBuTb onncaHme nHTepoeiica (Ethernet, port-channel).
no description CMMBONOB/HeT o

Ypanutb onvcaHue uHTepdeiica.

onuncaHua
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepegayun gaHHbIx (Ethernet).
no speed 10000) YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

duplex mode

no duplex

mode: (full, half)/full

3afaTb pexum aynnekca uHTepdelica (NnonHoaynaeKcHoe coeu-

HeHwue, NoayayniekcHoe coeaunHeHue, Ethernet).

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.

negotiation [cap1
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

BK/ilo4aeT aBTOCOr/1acoBaHMe 419 CKOPOCTU U Ayn/eKca Ha HacTpa-
nBaemom uHTepoerice. MoKHO yKasaTb onpeseneHHble COBMeCTU-
MOCTU NapameTpa aBTOCOM1aCOBaHUA, eCAM NapameTpbl He 3aJaHbl,
TO nogAepuBatotcs Bce coemectumocTu (Ethernet, port-channel).

BbikntoyaeT aBTOCOrnacoBaHwe A1 CKOPOCTU M AynJiekca Ha

HacTpanBaemom uHTepodeiice
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negotiation bypass

negotiation bypass forced

-/long

Pexxum ycTaHOBneHus cBA3M B 06X0A npoLedypbl aBTOCOrNa-
COBaHWA, ecAv MapTHepP Ha BCTPEYHOW CTOPOHe He OTBevaeT Cco
CTaHAAPTHbIM TaliMayToM npouecca aBTOCOIIAacoBaHuA (negoti-
ation timeout long).

PexxMm ycTaHOBNeHWA CBA3M B 06X04 npoleaypbl aBToCOrna-
COBaHWA, ecAuM MapTHepP Ha BCTPEYHOW CTOpPOHE He OTBevaeT C
MMUHUMaNbHbIM TaliMayTOM MpoLecca aBTocornacosaHus (negoti-
ation timeout short).

flowcontrol mode

mode: (on, off,

3agaTtb pexum ynpasneHunsa notokom flowcontrol (BKAtOUMTB, OT-
K/OYMTb MK aBTOCOrnacosaHme). ABTocornacosaHue flowcontrol
paboTaeT TONbKO B C/yyae, €C/M PEXMM aBTOCOr1acoBaHUA

no back-pressure

auto)/off negotiation BKAOYEH Ha HacTpauMBaemom uHTepodeice (Ethernet,
port-channel).
no flowcontrol OTKNIOYUTD PEXUM YNpaBaeHMA NOTOKOM.
back-pressure BktoyaeT GyHKUMIO «0BpaTHOro AaB/AEeHUA» Ha HAaCTpaMBaeMoM
nHtepoerice (Ethernet).
-/BbIKAOYEH

BbIK/OYaeT QyHKUMIO «0BPaTHOrO AaBAEHMA» HA HAacTPaMBaeMom
MHTepodeiice.

load-average period

no load-average

period: (5..300)/15

YCTaHOBUTb Nepuoa, B TeYeHMe KOTOPOro cobupaeTcs CTaTUCTUKA O
Harpyske Ha uHTepodeiice.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 50 — KomaHabl perkmma obLmx Hactpoek nHtepdeica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

port jumbo-frame

PaspewaeT KommyTaTopy paboTaTh C Kagpamu 6oNbLIOro pasmepa.

V 3HaueHue maximum transmission unit (MTU) no ymonua-
Huio 1500 6aiiT.

Hactpoiika BCTynuT B CUAY TO/IbKO MoOcae nepesarpysKku

seconds

(30..86400)/300 cekyHg,

-/3anpeuiero V ycTpoiictea.
3HaueHne maximum transmission unit (MTU) npu
V HacTpoiike port jumbo-frame 10240 6aiiT.
no port jumbo-frame 3anpewaeT KommyTaTopy paboTaTb € Kagpamu 60/1bLLIOro pasmepa.
errdisable recovery cause {all | BKNtOUNTL aBTOMATUYECKYIO aKTUBALMIO MHTEpdelica nocne ero oT-
loopack-detection | KHOYEHUS B CIeAYOLWMX CAyYanX:
port-security | - loopback-detection — 06Hapy»keHWe netenb;
dotlx-src-address | acl-deny | - port-security — HapyweHue 6e3onacHoCcTU Ans port security;
stp-bpdu-guard | - dotlx-src-address — HenpoxoxaeHve ayTeHTMdMKaL MM, OCHOBAH-
stp-loopback-guard | udid | HoW Ha MAC-agpecax nosib3oBaTtenei;
storm-control | link-flapping} - acl-deny — HecooTBeTcTBME cnnckam aoctyna (ACL);
- stp-bpdu-guard — aktnBauma sawmuTbl BPDU Guard (nepeaaya He-
CaHKLMOHUPOBaHHOIo naketa BPDU yepes nHtepdeliic);
- stp-loopback-guard — o6HapykeHue netenb npoTokosiom STP;
-/3anpeuiero - udld — akTnBauusa 3awmTel UDLD;
- storm-control — 3awmMTa OT «WTOPMa» AA Pa3ANYHOIO TpadurKa;
- link-flapping — dnannuHr nuHKa.
no errdisable recovery cause YCTaHOBWTb 3HaYEHME MO YMOIHAHUIO.
{all | loopack-detection |
port-security |
dotlx-src-address | acl-deny |
stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control | link-flapping}
errdisable recovery interval seconds: YCTaHOBUTb BPEMEHHOW MHTEpPBan A1 aBTOMATMYEeCKOro NoBTOp-

HOTO BKAtOYEHUA MHTepdeiica.
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no errdisable recovery interval

YCTaHOBWTb 3HaYeHMe Mo YMOJIHAHUIO.

snmp trap link-status

no snmp trap link-status

-/BKIOYEHO

BkntoyaeT otnpaBky SNMP trap-coobLieHnii 0 COCTOAHUU UHTep-
bencHbIX IMHKOB.

OTKkntoyaeT otTnpaBky SNMP trap-coobuieHnin.

default interface [range] {ip
ip_address | oob |
TenGigabitEthernet te_port |
hundredgigabitethernet
hu_port | Port-Channel group
| Loopback loopback _id | Vlan
vlan_id}

ip_address: A.B.C.D;
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
loopback_id: (1);
vlan_id: (1..4094)

Cbpoc HacTpoek UHTepdelica uau rpynnbl MHTepdencos Ha 3Have-
HWA, YCTaHOBJ/IEHHbIE MO YMONYaHWIO.

KomaHObl pexcuma EXEC

BuAa 3anpoca KomaHAHON CTPOKM B pexume EXEC:

console#

Tabnunua 51 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

clear counters

C6poc cTaTUCTMKKN ANA BCex MHTepdeicos.

clear counters {oob |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group

te_port: (1..8/0/1..32);
group: (1..32)

Cbpoc cTaTUCTUKKM ana uHTepdelica.

set interface active {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

AKTMBMPYET NOPT MAW TPYNNy NOPTOB, BbIKAOYEHHbIX KOMaHAOM
shutdown.

show interfaces configuration
{oob | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MoKasaTb KOHPUTypaL Mo MHTepdecoB.

show interfaces status

loKasaTb cocToAHMe BCex MHTepd)el‘;ICOB.

show interfaces status {oob |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Moka3aTb cocToAHUe Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

MoKasaTb NapameTpbl aBTOCOrNacoBaHmMa, 06bABAEHHbIe Aa BCeX
MHTepdencos.

show interfaces advertise
{oob | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MokasaTb MNapameTpbl aBTOCOMNACOBaHMS,
Ethernet-nopTa, rpynnbi NnopToB.

06bABNEHHbIE ana

show interfaces description

MoKasaTb onncaHua Bcex MHTepdencos.

show interfaces description
{oob | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MokasaTb onucaHue Ethernet-noprta, rpynnbl NopTos.

show interfaces counters

MoKa3aTb CTaTUCTUKY AN8 BCeX nHTepdeiicos.
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show interfaces counters

{oob | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MoKasaTb CTaTUCTURY ANA UHTepdelica.

show interfaces utilization

MoKasaTb CTaTUCTUKY NO HArpy3Ke AN Bcex MHTepdencos.

show interfaces utilization
{tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MoKasaTb CTaTUCTUKY NO Harpyske ans Ethernet-untepdeiica.

show interfaces
{tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port:
(1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MoKasaTb CBOAHYH MHOOPMALLMIO O COCTOAHWUM, HAaCTPOKe U CTaTu-
CTUKe noprTa.

show ports jumbo-frame

MoKasaTb HacTpoliKy jumbo-frames B KommyTaTOpe.

show errdisable recovery

MoKasaTb HAaCTPOMKM AN aBTOMATUYECKOM NMOBTOPHOM aKTMBALMK
nopra.

show errdisable interfaces {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MoKa3aTb NPUUYNHY OTKAOYEHUA NOpPTa, rPynmnbl NOPTOB U COCTOA-
HWe aBToMaTUYecKom aKTUBauUun.

[pumepbl 8bIN0AHEHUA KOMAHO.

= [lokasaTb COCTOAHME MHTEPDENCOB:

console# show interfaces status

Flow Link Back Mdix

Port Type Duplex Speed Neg ctrl State Pressure Mode
Port Mode
tel/0/3 10G-Fiber Full 1000 Disabled Off Up Disabled Off
Access
tel/0/4 10G-Fiber - - - - Down J— —
Access
tel/0/5 10G-Fiber - - - - Down J— —
Access
tel/0/6 10G-Fiber - - - - Down J— —
Access
tel/0/7 10G-Fiber - - - - Down J— —
Access
tel/O/S 10G-Fiber - - - —— Down J— —
Access
tel/0/9 10G-Fiber - - - —— Down J— —
Access
tel/O/lO 10G-Fiber - - - —— Down J— —
Access
tel/O/ll 10G-Fiber - - - —— Down J— —
Access
tel/0/12 10G-Fiber -- - - -—  Down - -
Access

Flow Link
Ch Type Duplex Speed Neg control State
Pol -= - -— - -- Not Present
Po2 -= - -- -- --= Not Present
Po3 - - - - -— Not Present
Po4d -= - -= - -= Not Present
Po5 - - - - -— Not Present
Po6 -= - -- -- -— Not Present
Po7 - - - - -— Not Present
Po8 -= - -- -- -— Not Present
Po9 - - - - -— Not Present
Pol0 -= - -- -- -— Not Present
Poll -- - -- -- -— Not Present
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Pol2 - - - - -- Not Present
Pol3 - - - - -- Not Present
Pol4 -= - - - -= Not Present
Pol5 -= -= -= -= -= Not Present
Polb - - - - -— Not Present
Pol7 -= -= -= -= -= Not Present
Pol8 - - - - -— Not Present
Pol9 -= -= -= -= -= Not Present
Po20 - - - - -— Not Present
Po21 -= -= -= -= -= Not Present
Po22 - - - - -— Not Present
Po23 -= -= -= -= -= Not Present
Po24 - - - - -— Not Present
Po25 -= -= -= -= -= Not Present
Po26 - - - - -— Not Present
Po27 -= -= -= -= -= Not Present
Po28 - - - - -— Not Present
Po29 -= -= -= -= -= Not Present
Po30 - -- -- -- - Not Present
Po31 -= -= -= -= -= Not Present
Po32 - -- -- -- - Not Present
Link

Oob Type Duplex Speed Neg State
oob 1G-Copper -- -- -— Down

lMoKa3aTb NnapameTpbl aBTOCOr/1IaCOBaHMUA:
console# show interfaces advertise
Port Type Neg Preferred Operational Link Advertisement
tel/0/3 10G-Fiber Disabled --
tel/0/4 10G-Fiber Disabled --
tel/0/5 10G-Fiber Disabled --
tel/0/6 10G-Fiber Disabled --
tel/0/7 10G-Fiber Disabled --
tel/0/8 10G-Fiber Disabled --
tel/0/9 10G-Fiber Disabled --
tel/0/10 10G-Fiber Disabled --
tel/0/11 10G-Fiber Disabled -=
tel/0/12 10G-Fiber Disabled --
Ch Type Neg Preferred Operational Link Advertisement
Pol Unknown Enabled Slave
Po2 Unknown Enabled Slave
Po3 Unknown Enabled Slave
Po4d Unknown Enabled Slave
Po5 Unknown Enabled Slave
Po6 Unknown Enabled Slave
Po7 Unknown Enabled Slave
Po8 Unknown Enabled Slave
Po9 Unknown Enabled Slave
Pol0 Unknown Enabled Slave
Poll Unknown Enabled Slave
Pol2 Unknown Enabled Slave
Pol3 Unknown Enabled Slave
Pol4 Unknown Enabled Slave
Pol5 Unknown Enabled Slave
Polo6 Unknown Enabled Slave
Pol7 Unknown Enabled Slave
Pol8 Unknown Enabled Slave
Pol9 Unknown Enabled Slave
Po20 Unknown Enabled Slave
Po21 Unknown Enabled Slave
Po22 Unknown Enabled Slave
Po23 Unknown Enabled Slave
Po24 Unknown Enabled Slave
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Po25 Unknown Enabled Slave -=
P026 Unknown Enabled Slave -=
Po27 Unknown Enabled Slave -
Po28 Unknown Enabled Slave -=
Po29 Unknown Enabled Slave -
Po30 Unknown Enabled Slave -=
Po31 Unknown Enabled Slave -
Po32 Unknown Enabled Slave -=
Oob Type Neg Operational Link Advertisement
oob 1G- Enabled -=

MoKas3aTb CTaTUCTUKY MO MHTepdelicam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

OOB InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

0O0B OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616

MokasaTtb CTaTUCTUKY NO rpynne KaHanoB 1:

console# show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets
el e o o s007

Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
______ Pl o & 3 o1z

Alignment Errors: O

FCS Errors: O

Single Collision Frames: O
Multiple Collision Frames: O
SQE Test Errors: O

Deferred Transmissions: O
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Late Collisions: O
Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: O

= [lokasaTb HacTpolKy jumbo-frames B KOmMmyTaTOpE:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnvua 52 — OnucaHMe cYEeTYMKOB

Cuemyuk OnucaHue
InOctets Konnuectso NpuHATbIX 6alToB.
InUcastPkts Konnyectso NPMHATbLIX 04HOAAPECHbIX NAKEeTOB.
InMcastPkts KonnyectBo NPUHATLIX MHOFOaApPeCHbIX MaKeToB.
InBcastPkts Konnyectso NPMHATBIX LWWMPOKOBELLLATENbHbIX NAKETOB.
OutOctets Konnuectso nepeaaHHbIX 6aiToB.
OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAaKeToB.
OutMcastPkts Konnyectso nepefaHHbIX MHOTOa4peCHbIX NAaKeToB.
OutBcastPkts Konnyectso nepefaHHbIX LWMPOKOBeLLaTeIbHbIX NaKeToB.

Alignment Errors

Ko/aMuecTBO NPUHATLIX KafpoB C HAPYLEHHOW LesIoCTHOCTLIO (C Konnyecteom 6aiiT He
COOTBETCTBYIOLMM AJIMHE) U He NPOoLIeALWNX MPOBEPKY KOHTPObHOM cymmbl (FCS).

FCS Errors

KonnuecTBO NPUHATLIX KaAPOB C KOAUYECTBOM 6T, COOTBETCTBYHOLLMM AJIUHE, HO He
npoleaLwmnx NpoBepKy KOHTPOAbHOM cymmbl (FCS).

Single Collision Frames

Konnyectso KaZpoBs, BOBNEYEHHbIX B €AMHUYHYIO KOIM3MIO, HO BNOC/eACTBUMN nepe-
AaHHbIX yCNeLwHOo.

Multiple Collision Frames

Konnyectso kKaapoBs, BOB/eYeHHbIX 6onee Yyem B OfHY KOM3NIO, HO BNOCNEACTBUM Ne-
pefaHHbIX yCneLwHo.

Deferred Transmissions

Konnyectso Kagpos, 4NA KOTOPbIX NepBas NOMNbITKa nepegadmn oTN0XeHa U3-3a 3aHATO-
CTU cpegbl nepenayu.

Late Collisions

Konunyectso cnyyaes, Korga Konamsuns 3adMKCMpPOBaHA NOC/e TOTo, KaK B KaHa/ CBA3M
y*Ke 6bin1 nepenaHbl nepsble 64 6aT (slotTime) nakera.

Excessive Collisions

Konnuectso Kagpos, KOTopble He bblan nepeaaHbl U3-3a M36bITOYHOrO KONMYECTBA KO-
NN3nN.

Carrier Sense Errors

Konnuyectso cny4vaes, KOrga COCTOAHME KOHTPOAA HeCVLLI,eI?I 6bls10 noTepAHo, nmbo He
YyTBEPKAEHO NMPU NOMNbITKE Nepeaadun Kagapa.

Oversize Packets

Konnyectso NpMHATLIX NAaKETOB, Ppa3mep KOTOPbIX MPeBbILLaeT MaKCUMasbHbI paspe-
LUIEHHbIN pasmep Kagpa.

Internal MAC Rx Errors

Konnuectso KaapoBs, KOTOPble HE OblN NPUHATHI YCNELWHO U3-3a BHYTPEHHEN OWnBKM
npuvema Ha yposHe MAC.
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Symbol Errors

[na vuTepdelica, paboTatoulero B pexxume 100 M6/c — KonnyecTsBo cayyaes, Koraa
MMesICA HeAOMYCTUMbIV CUMBOA AaHHbIX, B TO BPEMS KaK NpaBuabHasA HecyLan bbina
npeacras/eHa.

[nsa nutepdeiica, pabortatowero 8 noayayniekcHom pexmume 1000 M6/c — Koanyectso
C/ly4aeB, KOraa CpeacTBa NPUMEMA 3aHATbI B TEUEHWE BPEMEHU, PAaBHOMY UK Bonbluemy
yem pasmep cnorta (slotTime), n B Te4EHME KOTOPOro MMENOCh XOTs Hbl 04HO CObbITUE,
KoTopoe 3acTasnseT PHY BblgaBaTth oWwWMBKy npMema aaHHbix (Data reception error) nau
owmnbKy Hecyuiel (Carrier extend error) Ha GMIL.

[nsa nHtepdeitca, paboTatowero B noJIHOM aynaekcHom pexkume 1000 M6/c — konumde-
CTBO C/ly4yaeB, KOraa cpeacTsa NpUema 3aHATbl B TeYeHWe BPEMEHU, PaBHOMY UAK 60/1b-
Lemy YeM MUHUMAbHBIN pasmep Kagpa (minFrameSize), u B Te4eHMe KOTOPOro Ume-
Jlocb XoTA bbl 04HO cobbiTUe, KoTopoe 3acTasaseT PHY BbigaBaTb OWMOKY Npuema aax-
Hbix (Data reception error) Ha GMII.

Received Pause Frames

Konnuyectso npuHATbIX ynpasaarowmx MAC-kagpos ¢ Kogom onepaumm PAUSE.

Transmitted Pause
Frames

Konnuyectso nepepaHHbIx ynpasaawowmx MAC-kagpos ¢ kogom onepaumn PAUSE.

5.9.2 Hacmpolika VLAN u pexumos Kommymayuu uHmepdgeiicos

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnuua 53 — KomaHabl pexnma rnobanbHo KoHOUrypaumm

KomaHoa

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

vlan database

- MepeiTn B pexknum KoHourypaumm VLAN.

vlan  prohibit-internal-usage
{add VLANIist | remove VLAN-
list | except VLANIist | none}

- add — no6aBuTb yKasaHHble VLAN ID B nepeyeHb 3anpeLyeHHbIX
[ONA BHYTPEHHEro UCNONb30BaHUA;

- remove — yaanuTb yKasaHHble VLAN ID 13 nepeyHa 3anpeLLeH-
HbIX A1 BHYTPEHHEro NCnonb30BaHuA;

- except — 406aBUTb B NepeyeHb 3anpeLLeHHbIX 418 BHYTPeHHero
ncnonb3osaHua Bce VLAN ID, 33 UCKNOYEHUEM YKa3aHHbIX B Kaye-
CTBE NapameTpa;

- none —o4ynctutb nepeyeHb VLAN ID, 3anpeLeHHbIX A8 BHYTPEH-
HEro MCNoab3oBaHuUA.

VLANIist: (2..4094)

vlan mode {basic | tr101}

BKAOYMTL BO3MOXKHOCTb ,C||06aBJ'IeHl/IF| Ha ¢M3M‘4€CKOM NHTEp-

-/basi .
/basic delice B pexxmme customer cpasy AByx naeHtnduratopos VLAN.

KomaHObI pexcuma KoHguaypayuu VLAN

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxknume KoHdurypaumm VLAN:

console# configure
console (config)# wvlan database
console (config-vlan) #

[JaHHbIA peXXum oCTyneH U3 pexuma rnobanbHol KoOHOUrypauum n npeaHasHayeH gns 3agaHua
napameTpos KoHourypauymm VLAN.
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Tabnuua 54 — KomaHapl pexxmuma KoHourypaumnm VLAN

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuo

Aelicmeue

vlan VLANIist [name
VLAN_name]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBoNa

Lo6asutb VLAN nan Heckosibko VLAN.

Ypanutb VLAN nan Heckonbko VLAN.

map protocol protocol [encaps]
protocols-group group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpuBA3aTb NPOTOKO/ K rpynne MpOTOKO/0B, acCOLMMPOBAHHbIX
BMeCTe.

YpanuTb NpuBA3Ky.
*- Homep nNpoToKona (16 6umT).

map mac mac_address {host |
mask} macs-group group

Mpusasate MAC-agpec nan auanasoH MAC-agpecoB no macke K
rpynne MAC-aapecos.

no map subnet ip_address
mask

group: (1..2147483647)

mask: (9..48)
no map mac mac_address Y8anuTtb NpuBasky.
{host | mask}
map subnet ip_address mask MNpusasaTtb IP-agpec nav ananasoH IP-agpecos No macke K rpynne
subnets-grou rou, IP-agpecos.
grouip grodp mask: (1..32); AP

YaanuTb npuBAsKy

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B perxnume KoHourypaumm nutepdeinca VLAN:

console# configure

console (config) # interface {vlan vlan id |range vlan VLANIlist}
console (config-if) #

[aHHbIA pexnm JOCTyneH U3 pexkMma KoHOUrypaumm M npefHasHavyeH Aaa 3afaHuMA NapameTpos
KoHoUrypaumm nntepoerica VLAN nmbo gmanasoHa nHtepdeicos.

Bbibop MHTepdeica ocyLwecTBAAETCA NPU NOMOLLM KOMaHAbI:

interface vlan vlan id

Bbibop AManasoHa MHTepPPeNCcoB OCyLLECTBAAETCA NPU NOMOLLLM KOMaHAbI:

interface range vlan VLANIist

Huke npuBeseHbl KOMaHAb! 415 BXO4A B PEXUM HacTponku nHTepdeiica VLAN 1 1 Bxoga B pexxum
HacTponku rpynnbl VLAN 1, 3, 7.

console# configure

console (config)# interface vlan 1
console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if)#
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Tabnuua 55 — KomaHap! pexkuma KoHourypauum nHtepoeiica VLAN

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuio

KomaHda

name name name: (1..32) [No6asutb nmsa VLAN.

no name CMMBO/I0B/MMA YCTaHOBUTb 3HAYEHME MO YMONYAHMUIO.
COOTBETCTBYET HOMEPY
VLAN

KomaHObl pexcuma KoHguaypauyuu uHmepgelica (QuanazoHa uHmepgelicos) Ethernet, uHmep-
¢elica 2pynnbl NIOpmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port |
hundredgigabitethernet hu port | oob | port-channel group | range {..}}
console (config-if) #

[aHHbIV peXum [OCTYNEH U3 pernma KoHOUrypaumm n npeaHasHavyeH gns 3a4aHua napameTpos
KOHOUrypaumMm wuHTepdelica (nopta KoMmyTaTopa WAW Tpynnbl MOPTOB, paboTaloWMx B pexume
pa3feneHus Harpysku) nmbo ananasoHa uHTepdeiicos.

MopT MoXeT paboTaTb B YETbIPEX PEKMMAX:

— access —nHTepdenc gocTyna — HeTerMpPoBaHHbIN MHTepdelic ana ogHon VLAN;

—  trunk — nHTepdeinc, NPUHUMAIOLWLNIN TONBKO TETMPOBAHHbIN TPadUK, 32 UCKIOYEHNEM O4-
Horo VLAN, KOTopbIi MOKeT BbITb f06aBAEH C NOMOLLbIO KOMaHAbl switchport trunk native
vian;

— general —vHTepdeinc c nonHou nogaepkkon 802.1q, NPUHMMAET KaK TETMPOBAHHbIN, TaK U
HeTerMpoBaHHbIV Tpaduk;

— customer — Q-in-Q nHtepdeic.

Tabnnua 56 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymoa4aHuro

switchport mode mode mode: (access, trunk, 3apath pexkum paboTbl nopta 8 VLAN.

general, - mode — pexxum paboTbl nopta B VLAN.
no switchport mode customer)/access YCTaHOBWUTb 3HAUYEHME MO YMOMYAHMIO.
switchport access vlan vian_id Oob6asutb VLAN ansa nHtepdeica goctyna.

vlan_id: (1..4094)/1 - vlan_id — naeHTMdurKaymMoHHbIi1 Homep VLAN.
no switchport access vlan YCTaHOBWTb 3HAYEHME NO YMONYAHUIO.
switchport access accepta- MpUHMMaTbL Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro TMna:
ble-frame-type {untagged- - untagged-only — TONbKO HETErMPOBaHHbIE;
-/NpUHKUMaTBL BCE TUMbI
only | all} - all — Bce Kagpbl.
- Kaapos >
no switchport access ac- MpUHMMaTbL Ha UHTepdelice Bce TUMbI Kagpos.
ceptable-frame-type
switchport trunk allowed vlan YKazatb cnvcok VLAN ana uHtepodeiica.
vlan_list - vlan_list — cnnucok VLAN ID. Aunana3soH Homepos VLAN MOXHo 3a-
[aTb NepeyncieHnem yepes 3anAaTyto UM yKasaTb HauyaNbHOE U Ko-
HeYyHoe 3HayeHuA gMana3oHa Yyepes geduc "-".
vian_list: (2..4094) A A pe3 aeuc - )
- V TeKywumii cnucok VLAN Ha nHTepdeiice 6yaer 3ameHEH Ha
yKa3aHHbI B KOMaHAe.

no switchport trunk allowed Ypanute cnucok VLAN gns uHtepdeiica.
vlan
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switchport trunk allowed vlan
add vian_list

switchport trunk allowed vlan
remove vian_list

vlan_list: (2..4094, all)

Oo6asutb cnncok VLAN ansa nHtepdeica K Tekywmm VLAN.

- vlan_list — cnucok VLAN ID. nana3oH Homepos VLAN MOXKHO 3a-
0aTb NepeyncieHnem Yyepes 3anaTyto UK YKa3aTb HavabHOE U KO-
HeYyHoe 3HayeHua AuanasoHa yepes geduc "-".

Ypanute cnucok VLAN gns nntepdelica.

switchport trunk native vlan
vlan_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

LOobasnaet Homep VLAN B Kauecte Default VLAN ans gaHHOro nH-
Tepdelica. Becb HeTermpoBaHHbIN TpadurK, NOCTyNaOLWMA Ha AaH-
HbI NOPT, onpeaenseTca B AaHHyo VLAN.

- vlan_id —vaeHTUdUKaLMOHHBI Homep VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

switchport trunk allowed vlan
all

no switchport trunk allowed
vlan all

-/BbIK/IIOYEHO

ABTOMaTMyecku gobasnset Bce goctynHble VLAN gns 4aHHOro WH-
Tepdelica.

OTKAoYaeT aBTomaTtuyeckoe aobasneHme VLAN.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[ob6asutb cnucok VLAN gna nntepdeiica.

- tagged — nopt byaeT nepenaBaTb TErMpoOBaHHble NAKeTbl A/A
VLAN;

- untagged — nopT 6yaeT NnepesaBaTb HETErMPOBAHHbIE NAKeTbl AN
VLAN.

-vlan_list —cnucok VLAN ID. inana3oH VLAN moHo 3agath nepe-
YUCIEHMEM Yepe3 3anATY UM YKasaTb Ha4ya/lbHOE U KOHeYHoe
3HauyeHuA ananasoHa yepes geduc "-".

Yaanutb cnucok VLAN ans nHtepodelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
no YMO4aHUIo

Oob6asutb ngeHtuoukatop VLAN nopta (PVID) ana oCHOBHOMO MH-
Tepdelica.
- vlan_id — wpeHTndumKaumnoHHbIi Homep VLAN nopra.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

-/dunbTpauma
BK/IlOYEHa

BbIKNOUNTL AN OCHOBHOIO MHTepdeica GpuabTpaumio BXOAALLMX
NaKeToB HA OCHOBE NPUCBOEHHOIo MM 3HavyeHuA VLAN ID.

BKNOUMTL /19 OCHOBHOTO MHTepdelica GUNbTPALUIO BXOAALLMX Na-
KeToB Ha OCHOBE NPUCBOEHHOro UM 3HavyeHma VLAN ID.

Ecnu dunbTpauma BrAOYEHa, M NakeT He BxoauT B rpynny VLAN c
NPUCBOEHHbIM NakeTy 3HayeHnem VLAN ID, To nakeT oTbpacbiBa-
eTca.

switchport general
acceptable-frame-type
{tagged-only | untagged-only |
all}

no switchport general
acceptable-frame-type

-/NpUHUMaTL BCE TUMbI
Kagpos

MpUHMMaTL Ha MHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:
- tagged-only — T0/IbKO TETMPOBaHHbIE;

- untagged-only — To/IbKO He TerMpoBaHHbIE;

- all — Bce Kagpbl.

MpUHMMaTL Ha UHTepdelice Bce TUMbI KagpoB..

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBWUTL NpaBuno Knaccudumkaumm VLAN ana uHtepdeiica, oc-
HOBAHHOE Ha NPUBA3KE K MPOTOKOAY.

- group — naeHTUGUKaLMOHHbIN HOMep rpynnbl;

- vlan_id — vaeHTUdUKaumoHHbI Homep VLAN.

YaanuTtb NpaBmao KnaccuduKkaumm.

switchport general map
macs-group group vlan vian_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group: (1..2147483647)

YcTaHoBUTL NpaBuno Knaccudurkaumm VLAN ana nHtepdeiica, oc-
HOBaHHOe Ha npmeAaske K MAC-aapecy.

- group — uaeHTUGUKaLMOHHBIV HOMeEp rpynnbl;

- vlan_id — vaeHTMdUKaumMoHHbI Homep VLAN.

YaanuTtb NpaBmao KnaccuduKkaumm.

switchport general map
protocols-group group vilan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBUTL NpaBmno Knaccudukaumm VLAN ana uHtepdeiica, oc-
HOBAHHOE Ha NPUBA3KE K MPOTOKOAY.

- group — naeHTUPUKaLMOHHbIIN HOMep rpynnbl;

- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

Yoanutb npaBuao Knaccudurkauum.
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switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTbL NpaBuio Knaccuduraumm VLAN gns uHtepdelica, oc-
HOBaHHOe Ha npusAasKe K IP-agpecy.

YAanute npasunno Knaccuduraumm.

switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer vian

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb3oBaTeIbCKOro HTepdeiica.
-vlan_id — npeHTMduUKaLMOoHHbIN Homep VLAN.

[06aBuTb K BXOAALLMM HETETMPOBAHHbLIM NAaKeTam Ha KAUEHTCKOM
nopty BHyTpeHHuI 802.1g 3aronoBok — C-VLAN (inner-vlan) wn
BHewwHu 802.1q 3aro/s0BOK, coaeprKawmii pvid 4ONONAHUTENBHOM
VLAN (S-VLAN).
[nsa paboTbl 3TOM KOMaHAbI HE06X04MMO BKAOYMUTD [N10-
H 6anbHO pexxum «vlan mode tr101».

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport customer
multicast-tv vlan add vian_list

switchport customer
multicast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspelwaeT NpUHMMATb MHOrOaZpecHbii TPadUK U3 yKasaHHbIX
VLAN (He aBaatowmxca VLAN nonb3oBaTesibCKoOro nHtepdeiica) Ha
HacTpauBaeMom UHTepdelice, COBMECTHO C NOAb30BaTENAMW APY-
r'MX NO/Ib30BATE/IbCKUX MOPTOB, MPUHUMAIOLLMX MHOrOaAPECHbIN
Tpaduk 13 gaHHbIX VLAN.

- vlan_list — cnucok VLAN ID. inana3soH VLAN Mo»KHO 3a4aTb nepe-
YncreHnem yepes 3anATyl0 WM yKasaTb HayaJbHOE U KOHe4yHoe

non

3HayeHuA AuMana3oHa Yepes gepuc "-".

3anpeLLaeT NPUHMMATb MHOFOAZPECHbIN TpadWK Ha HacTpausae-
mom unHTepdeiice.

switchport protected-port

no switchport protected-port

MepeBoAnT NOPT B PEKMUM U30AALMMN BHYTPW FPYNMbl NOPTOB.

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMONYAHUIO.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymon4yaHuio
YNeHCTBO B AedoNTHOM
VLAN paspelieHo

3anpetutb gobasneHune gedontHoi VLAN nopty.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

switchport default-vlan tagged

no switchport default-vlan
tagged

YCTaHOBWUTL NOPT Kak Ternpytowmii 8 aedontHol VLAN.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq ethertype
egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B 802.1q VLAN-Terax nakeTos,
UCXOAALMX C AaHHOTO UHTepdeiica.
Donyctumble 3HaueHusa EtherType cm. MpunoxkeHue B.
N NopaepxmBaemblie 3HaueHun Ethertype.

3ameHuTb ethertype ncxogaero ¢ MHTepdeica naketa Ha 3Ha-
YyeHue Mo YMONYAHMUIO.

switchport dotlq ethertype
ingress stag add ethertype

ethertype: (1..ffff) (hex)

Oo6asutb TPID B Tabnunuy knaccndmratopos VLAN.
' Donyctumbie 3HaueHua EtherType cm. MpunoxkeHue B.
H NoaaepkuBaemble 3HaueHus Ethertype.

switchport dotlq ethertype
ingress stag remove ethertype

Ypanute TPID u3 Tabnaunubl Knaccupurkatopos VLAN.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnnuya 57 — KomaHabl perknuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

show vlan

MNokaszatb MHopmauuto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

MNokaszatb uHopmauuto no VLAN, nouck no naeHtudukaTopy.

show vlan internal usage

Mokasatb cnncoK VLAN gna BHYTPEHHEero ncnoab3oBaHMA KOMMY-
TaToOpPOM.
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KomaHOwbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 58 — KomaHab! perkmma EXEC

KomaHoa 3HavyeHue/3Ha4yeHue Aelicmeue
no ymoa4aHuro
show vlan multicast-tv vlan MoKaszaTb NOPTbI-UCTOYHUKM U MPUEMHUKM MHOTOaLpPEecHoro Tpa-
vlan_id vlan_id: (1..4094) ¢uKa B aaHHoi VLAN. MopTbl MCTOYHUKM MOTYT Kak nepenasaThb,
TaK Y NPUHMMaTb MHOTOaAPeCHbI TpaduK.
show vlan protocols-groups - MoKasaTb MHbOPMALLMIO O rpynnax NPOTOKOOB.
show vlan macs-groups - MokasaTb nHpopmaumio o rpynnax MAC-agpecos.
show interfaces switchport { te_port: (1..8/0/1..32); | NMoKa3saTb KOHOUrypaLMIO NOPTa, rPYNMbl NOPTOB.
tengigabitethernet te_port | hu_port: (1/0/1..6);
hundredgigabitethernet group: (1..32)
hu_port | port-channel group}
show interfaces MNokasaTb cocTosHMe MopToB: B pexume Private VLAN Edge, B
protected-ports te_port: (1..8/0/1..32); | private-vlan-edge-coobuiecTtse.
[tengigabitethernet te_port | hu_port: (1/0/1..6);
hundredgigabitethernet group: (1..32)
hu_port | port-channel group
| detailed]

[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTb MHPopMaLmto o Bcex VLAN:

console# show wvlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by

1 1 tel/0/1-12 D

Pol-16

2 2 S

3 3 S

4 4 S

5 5 S

6 6 S

8 8 S

MNMoKa3aTb NOPTbl UCTOYHMKU U MPUEMHUKU MHOroagpecHoro Tpaduka B VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports : te0/1
Receiver ports: te0/2,te0/4,te0/8

= [lokasaTb MHGOPMaLMIO O rpynnax NPOTOKO/OB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet

0x806 (ARP) Ethernet 1
0x86dd (IPv6) Ethernet 3
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MokasaTtb KoHPUrypaumio noprta TenGigabitEthernet 1/0/1:

console# show interfaces switchport TengigabitEthernet 1/0/1

Gathering information...

Name: tel/0/1
Switchport: enable
Administrative Mode: access
Operational Mode: not present
Access Mode VLAN: 1
Access Multicast TV VLAN: none
Trunking Native Mode VLAN: 1
Trunking VLANs: 1-3
4-4094 (Inactive)
General PVID: 1
General VLANs: none
General Egress Tagged VLANs: none
General Forbidden VLANs: none
General Ingress Filtering: enabled
General Acceptable Frame Type: all
General GVRP status: disabled
Customer Mode VLAN: none
Customer Multicast TV VLANs: none
Private-vlan promiscuous-association primary VLAN: none
Private-vlan promiscuous-association Secondary VLANs: none
Private-vlan host-association primary VLAN: none
Private-vlan host-association Secondary VLAN: none

Classification rules:

Classification type Group ID VLAN ID

5.9.3 Hacmpoiika Private VLAN

TexHonorus Private VLAN (PVLAN) no3BonsieT Npov3BoAnUTb pasrpaHuyeHne Tpaduka Ha BTOPOM

yposHe mogenn OS| mexay nopTamm KOMMYTaTopa, KOTOpble HaxoAATCA B OAHOM LLUMPOKOBeLLLaTeIbHOM
AomeHe.

— Ha KommyTaTopax MOoXKeT bbITb CKOHUrypuposaHo Tpu Tvna PVLAN nopToB: promiscuous —
NMopT, KOTOPbIN cnocobeH O6MeEHMBATbCA AaHHbIMW MeXAYy NbbiIMU UHTepdelicamuy,
BK/toYasn isolated u community-noptbl PVLAN;

— isolated — nopT, KOTOPbIN NONHOCTBIO M30AMPOBAH OT APYIMX MOPTOB BHYTPU OAHOFO U TOFO
e PVLAN, HO He oT promiscuous-nopToB. PVLANbI 6/10K1pylOT Becb TpaduK, nayumii B
CTOpOHy isolated-nopToB, Kpome TpaduKa CO CTOPOHbI PromiscuOUsS-NOPTOB; MAKETbl CO
CTOpOHbI isolated-nopToB MOryT NnepeaaBaTbCA TONbKO B CTOPOHY Promiscuous-nopTos;

— community — rpynna nopTos, KOTOpble MOryT OOMEHMBATLCA AAHHbIMU Mexay coboi u
promiscuous-nopTamu, 3T MHTepdencbl oTAeNeHbl Ha BTOPOM yposHe mogenun OS| oT Bcex
oCTasibHbIX community MHTepdeiicoB., a TakKe isolated-nopTtos BHyTpM PVLAN.
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Mpouecc BbINOAHEHUA QYHKLMU AOMNOAHUTENLHOFO pPasgefieHnA MOPTOB C MOMOLLBbI TEXHONOMMU
Private VLAN npepgctaBneH Ha pucyHke 30.

VLAN 100

Switch A

Promiscuous ports

I

Trunk ports

VLAN 100

Switch B

—

-

-

VLAN 201

VLAN 100 =

VLAN 202

-

LU

VLAN 202

J

VLAN 201

Carries VLAN 100,
201, and 202 traffic

Primary VLAN

VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 30 — Mpumep paboTtbl TexHonormm Private VLAN

Bupa 3anpoca KOMaHAHOW CTPOKU B pernme KoHourypaumm uHtepdelica Ethernet, uHtepdeliica Vian,

nHTepdelica rpynnbl NOPTOB:

console# configure
console (config) # interface {tengigabitethernet te port |

hundredgigabitethernet hu port | port-channel group | range {..} |

vlian id}

console (config-if) #

vlan

Tabnnuya 59 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

switchport mode private-vian
{promiscuous | host}

no switchport mode

3apatb pexkum pabotbl nopta B VLAN.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport private-vlan
mapping primary_vlan [add |
remove secondary_vlan]

primary_vlan:
(1..4094);
secondary_vlan:

no switchport private-vian
mapping

(1..4094)

[Oo6aBuTb (y4anuTb) OCHOBHYO W BTOpoOCTeneHHble VLAN Ha
promiscuous nHTepdeiic.

/‘ Ha oauH promiscuous uHtepdeiic Henb3s f06aBUTb
[

6onblue oaHoM primary vlan.

Yaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

switchport private-vlan
host-association primary_vian
secondary_vilan

primary_vlan: (1..4094)
secondary_vlan:

no switchport private-vian
host-association

(1..4094)

[o6asutb primary un secondary vlan Ha host nHtepdeiic.
/| Ha oguH host untepdeiic Henb3sa aob6asuTb 6onblue
oAHoi secondary vian.

/
S5, /2

Yaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.
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Tabnmua 60 — KomaHap! pexkuma KoHourypauum nHtepoeiica VLAN

3HavyeHue/3HayeHue "
KomaHoa / Aelicmeue
no ymoa4yaHuro
private-vlan {primary | BKkntouMTb mexaHu3m Private VLAN v 3agatb TMN uHTepdeiica.
isolated | community}
no private-vlan OTKNIOUNTb MexaHn3m Private VLAN.
private-vlan association [add | [o6aeuTb (yaanutb) npmeasky BTopocteneHHoin VLAN K OCHOBHO.
remove] secondary_vlan HacTpoiika npumeHuma TonbKo ana primary VLAN.
no private-vlan association (1..4094) YpanuTe npuBasky BTopocteneHHol VLAN K OCHOBHOM.
/ MaKkcumanbHoe KonnyecTso BropocreneHHbix VLAN — 256.
MaKkcumanbHoe Konandectso community VLAN, KoTopblie moryT 6biTb acCOLMUPOBAHbI €

oaHou ocHoBHO VLAN - 8.

5.9.4 Hacmpolika uimepdgpelica IP

IP-unTepdenc cospmaértca npu HasHadveHun IP-agpeca Ha noboi M3 MHTEpPPENCoB YCTPOMCTBA
tengigabitethernet, hundredgigabitethernet, oob, port-channel naun vian.

Bupg, 3anpoca KOMaHAHOM CTPOKU B pexnume KoHuUrypaumm nHtepdeica IP.

console# configure
console (config) # interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexxnm OCTYNeH U3 pexkMma KOHOUrypaumm M npeaHasHavyeH Aaa 3a4aHuA NapameTpos
KOHOUrypauum nHtepoelica IP.

Tabnnua 61 — KomaHapl pexknuma KoHdurypaumm nHtepodeica IP

3HavyeHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymoa4aHuro
directed-broadcast BkntouaeT pyHKUMIO nepesoaa IP directed-broadcast nakeTa B cTaH-
OaPTHbIN LWUMPOKOBELLATebHbIN MaKeT U paspellaeT nepegady ye-
-/BbIKNOYEHO o o
pes BbibpaHHbI MHTEpPdEC.
no directed-broadcast 3anpewaeT TpaHcaaymto IP directed-broadcast nakeTos.
helper-address ip_address BkAtoyaeT nepeaspecaumio WnpoKoseLatenbHbix UDP-nakeToB Ha
onpefeneHHbIn agpec.
ip_address: A.B.C.D - ip_address — IP-agpec HazHayeHWUs, Ha KoTopbi ByayT nepeHa-
NPaBAATLCA NaKeTbl.
no helper-address ip_address OTKNtoYaeT nepeagpecaunio WnpokosewatenbHbix UDP-nakeToB.

[Mpumepbl 8bINOAHEHUA KOMAHO

= Bratountb dyHKUMIO directed-broadcast:

console# configure

console (config) #interface PortChannel 1
console (config-if) #ip address 100.0.0.1 /24
console (config-if) #fexit

console (config)# interface ip 100.0.0.1
console (config-ip) # directed-broadcast
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5.9.5 Selective Q-in-Q

[aHHbI  GYHKLMOHaAN MNO3BONAET HAa OCHOBE CKOHOUIYPUPOBaHHbIX MpasBua ¢GuabTpauum no
Homepam BHyTpeHHUX VLAN (Customer VLAN) npoussoautb gobasneHue BHewHero SPVLAN (Service
Provider’s VLAN), nogmeHsTb Customer VLAN, a TakKe 3anpeLLaTb NpoxoxKaeHue Tpadpuka.

[na ycTpoiicTBa co34aeTcA CNMCOK NPaBu/l, Ha OCHOBAHUM KoToporo byaeT obpabaTbiBaTbes Tpaduk.

KomaHObI pexcuma KoHguaypayuu uHmepgelica (duanasoHa uHmepgelicos) Ethernet u Port-
Channel

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepoeiica KoHdurypaumu:

console# configure

console (config) # interface { tengigabitethernet te port |
hundredgigabitethernet hu port | port-channel group | range {..}}
console (config-if) #

Tabnunua 62 — KomaHabl perknma KoHourypaumm nHtepdeinca (amanasoHa uHtepdelicos) Ethernet

3HayeHue/3HayeHue
no yMmoa4YaHuo

KomaHoa Aelicmeue

selective-gingq list ingress Co3paeT NpaBmo, Ha OCHOBAHMM KOTOPOTO K BXOAALLEMY MAKeTy
add_vlan vlan_id [ingress_vlan vian_id: (1..4094) C BHellHeW meTKol ingress_vlan_id 6yaeTt nobasnatbca BTOpas
ingress_vlan_id] . - meTKa vlan_id. Ecam ingress_vlan_id He yKa3biBaTb — npasuo 6y-
gress_vian_| ingress_vlan_id: (1..4094) - gress_vian_ y P y
AeT NPUMEHATLCA KO BCEM BXOAALLMM NaKeTam, K KOTOPbIM He

6bIN1M NPUMEHEHbBI ApYrMe NpaBuaa («NPaBUIo N0 YMOIYAHUIOR).

selective-qing list ingress deny Co3paeT 3anpellatollee NpaBuIo, Ha OCHOBAHMM KOTOPOTO BXO-
ingress_vlan ingress_vlan_id . . AflMe NaKeTbl C BHeLLHel MeTKoM Tera ingress_vlan_id 6yayT oT-
lingress_ gress_vian_id] ingress_vlan_id: (1..4094) ; . gress_vian_id SvAy

- - 6pacbiBatbea. Ecam ingress_vlan_id He yka3sbiBaeTca — byayT oT-
6pacbliBaTbCA BCE BXOAALIME NAKETbI.

selective-qinq list ingress Co3paeT paspeluatolLee NpaBuIo, Ha OCHOBAHUM KOTOPOTrO BXO-

permit [ingress_vlan AAlLMe NaKeTbl C BHELWHen meTKow Tera ingress_vlan_id 6yayT ne-

ingress_vlan_id] ingress_vlan_id: (1..4094) | penaBatbca 6e3 usmeHeHuit. Ecam ingress_vlan_id He ykasblsa-
eTca — BbyayT nepenaBaThca BCe BXOAALLME NaKeTbl 6e3 u3meHe-
HUN.

selective-qinq list ingress Co3paeT nNpaBuio, Ha OCHOBAHWWM KOTOPOTO BHELIHAA MeTKa in-

override_vlan vlan_id vlan_id: (1..4094); gress_vlan_id BxoaAuwero naketa byaer 3ameHATbeA Ha vlan_id.

[ingress_vlan ingress_vlan_id] ingress_vlan_id: (1..4094) | Ecan ingress_vlan_id He yka3sbiBaTb — npasuno byaer npume-
HATbCA KO BCEM BXOAALLMM MaKeTam.

no selective-qing list ingress YpanseT ykasaHHoe npasuso selective ging 4na Bxoaawmx nake-
[ingress_vlan vlan_id] vlan_id: (1..4094) ToB. KomaHza 6e3 napameTpa «ingress vlan» yaanser npasuio
No YMONYaHMIO.

selective-qinq list egress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id (1..4094); Co3aaeT NpaBMaoO, Ha OCHOBAHMM KOTOPOrO BHELIHAA MeTKa in-
ingress_vlan_id: (1..4094) | gress_vlan_id ncxoasuiero naketa byaeT sameHATbCA Ha vlan_id.

no selective-qing list egress

. . vlan_id: (1-4094 Ypanser cnucoK npaBua selective qing ans Mcxogawmx NakeTos.
ingress_vlan vlan_id _id: ( ) A p aing A asl

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnuua 63 — KomaHap! pexkuma EXEC

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no yMmoA4aHuo

show selective-ginq - OTobparkaeT cnncok npasun selective qing.

show selective-ginq interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

OTob6parkaeT cnucok npasBun selective ging pna yKasaHHoro

te_port: (1..8/0/1..32); nopra

hu_port: (1/0/1..6);
group: (1..32)

[pumepebl 8b1M0MAHEHUA KOMAHO

= Co3pgaTb NpaBWIO, Ha OCHOBAaHWW KOTOPOro, BHELHAS MeTKa Bxoasliero naketa 11 6yaer same-
HATbCA Ha 10.

console# configure

console (config) # interface tengigabitethernet 1/0/1

console (config-if)# selective-qing list ingress override vlan 10
ingress-vlan 11

console (config-if)# end

5.10 Storm Control gna pasanuHoro Tpaduka (broadcast, multicast, unknown
unicast)

((LUTOpM» BO3HUKaeT BCneacrteBne 4YpesmepHoro Koamyecrtsa broadcast—, muIticast—, unknown
unicast-coo6u.|,eHm71, OAHOBpPEMEHHO NepeagaBaemblX MO CETU Yepe3 OAUNH NOPT, YTO NPUBOAUT K NEPErpy3Ke
PecypcoB CeETU U NOABNEHUNIO 3a4€epPHKEK. ((LUTOpM)) MOXEeT BO3HUKHYTb NPU HAa/INMYUN «3aKOJ/IbLLOBAHHbIX»
cermeHTOB B ceTu Ethernet.

KommyTaTtop u3mepAeT CKOPOCTb MPUHMMAEMOrO LWKWPOKOBELWaTeNbHOro, MHOFoa4pecHoro u
Hen3BeCTHOro oaHoagpecHoro TpachKa AnAa nopToB C BKAKOYEHHbIM KOHTPOJIEM LLUMPOKOBELATENIBHOTO
«wTopma» n OT6paCbIBaeT NaKeTbl, EC/IN CKOPOCTb NpeBblIWaeT 3a4aHHOE MaKCMMa/ibHOE 3Ha4YeHuUe.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 64 — KomaHabl pexknma KoHourypaumm nHtepdeinca Ethernet

Komanda 3HayeHue/3Ha4yeHue eiicmeue
o yMoAYaHUto
storm-control multicast BK/tOYaET KOHTPOIb MHOTOaAPecHoro TpaduKa:
[registered | unregistered] - registered — 3aperncTpupoBaHHOro;
{level level | kbps kbps} [trap] - unregistered —He3aperncTpMpoBaHHOrO.
[shutdown] - level — 06bem TpadumKa B NpoOLLEHTaxX OT NPOMNYCKHOM cnocobHoCTH
level: (1..100); nHTepdeiica;
kbps: (1..10000000) - kbps - o6bem Tpaduka.
Mpu obHapyeHUM MHoroaapecHoro TpadurKa nHTepdenc moxer
6bITb OTKNtoYeH (shutdown) naun gobasneHa 3anuch B XKypHan co-
obLweHwni (trap).
no storm-control multicast BbIK/IlOYaET KOHTPO/Ib MHOTOaAPECHOro TpaduKa.
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storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BK/tOYaeT KOHTPO/Ib HEU3BECTHOMO OA4HOAAPECHOrO TpaduKa.

- level — 06bem TpadurKa B NpOLLEHTaX OT NPOMNYCKHOM cnocobHOCTH
MHTepoeica;

- kbps — o6bem TpaduKa.

Mpu 06HapyKEeHUM HEM3BECTHOrO OAHOaAPECHOro TpaduKa MHTEp-
deic moxeT 6bITb OTKAOYeH (shutdown) namn nobasneHa 3anuch B
KYpHan coobuweHunit (trap).

BbIK/IOYaET KOHTPO/Ib OHOAAPECHOro TpaduKa.

storm-control broadcast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/ItOYAET KOHTPO/b LUMPOKOBELLATENIbHOTO TpadumKa.

- level — 06bem TpaduKa B MPOLEHTAX OT NPOMYCKHON CNOCOBHOCTH
MHTepoeica;

- kbps — obbem Tpaduka.

Mpw 06Hapy»KeHUM LWMPOKOBELLLATE/IbHOTO TpaduKa MHTepdenc mo-
KeT 6bITb oTKAtoYeH (shutdown) nnu gobasneHa 3anuch B XKypHan
coobuieHuit (trap).

BbIK/IlOYaET KOHTPO/Ib WMPOKOBELLaTeNbHOIO TpaduKa.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 65 — KomaHab! perkmma EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

show storm-control interface
[tengigabitethernet te_port
hundredgigabitethernet |
hu_port]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

Moka3sbiBaeT KOHGUTypaLuio GYHKLUN KOHTPONA KLITOPMa» ANA YKa-
3aHHoOro nopta nnMbo Bcex NOPTOB.

[pumepbl 8bIN0AHEHUS KOMAHO

= BK/IOUYUTb KOHTPO/Ib LUIMPOKOBELLATE/IbHOIO, MHOTOAAPECHOr0 U 0AHOAAPECHOro TpaduKa Ha 3-m
nHtepoeiice Ethernet. YctaHoBMTb CKOPOCTb A4/1A KOHTpOANPYemoro Tpaduka — 5000 K6/c: ana wu-
poKkosewaTtenbHoro, 30% nonocbl NPONyCcKaHWA ANA BCero mHoroagpecHoro, 70% pna HemssecT-
HOro 04HOAAPECHOTO.

console# configure
console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if)# storm-control multicast level 30 trap
console (config-if)# storm-control unicast level 70 trap

5.11 lpynnbl arperayun KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneymBatloT noanep KKy rpynn arperayum KaHanos LAG B KoanyecTBe COrnacHo
Tabnuue 9 (cTpoka «Arperayuma KaHanos (LAG)»). Kaxgana rpynna nopToB AOKHA COCTOATb U3 UHTepdelicoB
Ethernet c oAMHaKoOBOW CKOPOCTbIO, paboTaloLLMX B AyNaeKCHOM pexunme. ObbeanHeHMe NOPTOB B rpynny
yBe/IMUMBAET MPONYCKHYIO CMNOCOBHOCTb KaHafa MeKay B3auMMOAEMNCTBYIOWUMN YCTPONCTBAMU U
MOBbILIAET OTKAa30yCTOMYMBOCTL. [pynna NopTos ABAAETCA AN KOMMYyTaTopa OA4HMM I0TMYECKUM NOPTOM.

YcTpoicTBO NoaaepKMBaeT ABa pemma paboTbl rpynnbl NOPTOB — CTAaTMYECKaAA rpynna M rpynna,
paboTatowas no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYHOLLEM pa3gene

KoHUrypaumu.
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Y

BEpPHYTb HaCTpOﬁKM no YMO/14aHUIO.

Ecnu gna nutepdeiica nponsseaeHbl HACTPOIKK, TO ana aobasneHua ero B rpynny cnegyet

[obasneHne MHTepdecoB B rpynny arperauymn KaHanoB AOCTYMHO TOIbKO B peXKMMe KOHOUrypaumm

nHTepdelica Ethernet.

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabanua 66 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

channel-group group mode
mode group: (1..32);

mode: (on, auto)

no channel-group

[o6asutb ethernet-uHtepdelic B rpynny nopTos.
- on — po6aBuTb NOPT B KaHan 6e3 LACP;
- auto — no6aBuTb NOPT B KaHan ¢ LACP B pexxnme «active».

Yaanutb Ethernet-untepdeiic n3 rpynnbl nopToB.

KomaHObI pexcuma 2a06anb6HolU KOHpu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKnmMa rnobanbHoM KOHGUIypauum:

console# configure
console (config) #

Tabnunua 67 — KomaHabl perkmnma rnobanbHoM KoOHGUrypauum

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aeiicmeue

port-channel load-balance
{src-dst-mac-ip | src-dst-
mac | src-dst-ip | src-dst-
mac-ip-port | dst-mac |
dst-ip | src-mac | src-ip}
[mpls-aware]

—/src-dst-mac-ip

no port-channel load-balance

3apaeT mexaHU3m 6anaHCMPOBKM HArpysKu Ana cTpaTerum
ECMP u ana rpynnbl arpermpoBaHHbIX NOPTOB.

- src-dst-mac-ip — mexaHn3m 6anaHCUPOBKM OCHOBbIBAETCA
Ha MAC-agpece u IP-agpece;

- src-dst-mac — mexaHu3m 6anaHCMPOBKM OCHOBBIBAETCA HA
MAC-agpece;

- src-dst-ip — mexaHu3m 6anaHCMPOBKM OCHOBbIBaETCA Ha IP-
aapece;

- src-dst-mac-ip-port — mexaHu3m 6anaHCMPOBKN OCHOBbI-
BaeTcs Ha MAC-aapece, IP-agpece n TCP/UDP-noprTe;

- dst-mac — mexaH13m 6anaHCMPOBKM OCHOBbIBAETCA Ha
MAC-agpece nonyyaTens;

- dst-ip — mexaHn3m 6anaHCUPOBKM OCHOBbLIBAeTCA Ha IP-aa-
pece nonyyaTens;

- sSrc-mac — MexaHM3m 6anaHCMPOBKM OCHOBbLIBAETCA Ha
MAC-agpece oTnpasutens;

- src-ip — mexaHu3m 6anaHCUPOBKM OCHOBbLIBaeTCA Ha IP-aa-
pece oTnpasuTens;

- mpls-aware — BKatoYeHue napcuHra L3/L4-3aronoBKos na-
KeTos ¢ MPLS-meTKkamu gna BCero ycTpoicTea. AKTyaibHO
TONIbKO C pexxumamu 6anaHcnposku no L3/L4-3aronoskam
nakerta.

Bo3BpaT K HacTpoikam 6anaHCMPOBKM HArPy3KM Mo YMONYAHMIO.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>
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Tabnuua 68 — KomaHap! pexkmuma EXEC

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmoA4YaHuio

show interfaces channel-group
[group]

group: (1..32) Moka3sbiBaeT HbOPMaLLMIO NO rpynne KaHaioB.

5.11.1 Cmamuyeckue 2pynnel azpe2ayuu KaHan0e

dyHKUMen ctaTnyeckux rpynn LAG ssnsetcs o6beanHeHMEe HECKObKNX GU3NYECKUX KaHaN0B B OAMH,
YTO NO3BO/IAET YBE/JINYUTb MPOMYCKHYIO CMNOCOOHOCTb KaHasa M MOBbICUTb €0 OTKAa30yCTOMYMBOCTb. Ons
CTaTUYECKUX rPYNn NPUOPUTET UCNO/Ib30BaHUS KaHan0B B 06beAMHEHHOM MyYKe He 3aJaeTcs.

/ Ona BkaoueHuns pabotbl MHTepdeiica B cOCTaBe CTaTUUECKOM rPynmnbl MCNONb3YINTe KoMmaHAY
channel-group {group} mode on B pexume KoHdpurypauum cootTsercTayloLLero MHTepdeiica.

5.11.2 Npomokon azpezayuu KaHanoe LACP

dyHKuuen npotokona Link Aggregation Control Protocol (LACP) siBnsietca 06beanHeHNe HECKONbKUX
dU3NYECKMX KaHafoB B OAMH. ArperMpoBaHMe KaHajfoB MCMO/Mb3yeTcA AA YBe/IMYEeHUs MPOMYCKHOM
CNOCOBHOCTM KaHafa M NOBbIWEHUA ero oTkasoyctomumeocTu. LACP nossonseT nepegasatb TpaduK no
06beANHEHHDBIM KaHanam B COOTBETCTBUM C 3a4aHHbIMU NPUOPUTETAMMU.

V Ona BKknwoueHua pabotbl uHTepdelica no npotokony LACP ucnonb3yiite KomaHgy
channel-group {group} mode auto B pe)xXume KoHdUrypaumum cooTBETCTBYIOLLETO UHTEpP-
deirca.

KomaHObI pexcuma 2a06anb6HolU KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnunua 69 — KomaHabl pexnma rnobanbHo KoHOUrypaLmm

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmon4aHuo
lacp system-priority value YcTaHaBAMBaeT NPpUOpPUTET CUCTEMDI.
— value: (1..65535)/1
no |an system-prlorlty YcTaHaB/AMBaeT 3HaYeHue no YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm nHtepoderica Ethernet:

console (config-if) #
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Tabnmua 70 — KomaHap! pexkuma KoHourypauum nHtepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

lacp timeout {long | short}

no lacp timeout

Mo ymon4yaHuo
mcnonb3syeTca
3HayeHue long

YcTaHaBAMBAET aAMUHUCTPATMBHBIM TaMayT npoTokoaa LACP:
- long — onutenbHoe Bpems TarimayTa;
- short — manoe Bpems TaiimayTa.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

lacp port-priority value
no lacp port-priority

value: (1..65535)/1

YcTaHaBAuBaeT npuoputeT nHtepdeliica Ethernet.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

KomaHOob! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanua 71 — KomaHab! perkmma EXEC

protocol-state]

hu_port: (1/0/1..6)

3HayeHue/3Haye-
Komanda Hue o ymonya- Aelicmeue
Huro
show lacp { tengigabitethernet MokKasbiBaeT MHPpopmaumto o npoTokoe LACP gns nHtepdeiica
te_portlhundredggabheth?r?et te_port: Ethernet. Ecav pononHUTenbHble NapameTpbl HEe UCMO/b3Y-
hu_port } [parameters | statistics | (1..8/_0/1..32); toTCcA, To 6yAeT NoKasaHa BcA MHGpopmaumn.

- parameters — MOKa3biBaeT MapaMeTpbl HACTPOMKM MpoTO-
Kona;

- statistics — noka3bIiBaeT cTaTUCTUKY PaboTbl MPOTOKOAA;

- protocol-state — noKasbiBaeT cOCTOAHWE PaboTbl MPOTOKOA.

show lacp port-channel [group]

group: (1..32)

MokasbiBaeT nHPopmaunto o npotokone LACP ans rpynnbl
nopToB.

[pumepbl 8b1M0AHEHUS KOMAHO

= Cos3pgaTb Nepsyto rpynny noptos, paboTtatoLyto no npoTokony LACP 1 BKAtOYaloLLyto ABa UHTep-
deiica Ethernet —3 n 4. CkopocTb paboTbl rpynnbi — 1000 M6uT/c. YCTaHOBUTb MPUOPUTET CUCTEMD
— 6, npuopwuTeTbl 12 1 13 ana noptos 3 1 4 COOTBETCTBEHHO.

console# configure

console (config) # lacp system-priority 6
console (config) # interface port-channel 1
console (config-if)# speed 10000
console (config-if) # exit
console (config) # interface TengigabitEthernet 1/0/3
console (config-if)# speed 10000
console (config-if)# channel-group 1 mode auto

console (config-if)# exit
console (config) # interface TengigabitEthernet 1/0/4
console (config-if)# speed 10000

console (config-if

) #
console (config-if) #
) #

console (config-if

(
(
(
(
(
(
console (config-if) # lacp port-priority 12
(
(
(
(
(
(

exit

channel-group 1 mode auto
lacp port-priority 13
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5.11.3 Hacmpoiika mexHonozuu Multi-Switch Link Aggregation Group (MLAG)

Kak u LAG, BupTyanbHble LAG no3BoAOT 06beAUHUTL O4HY UAK HECKOobKo Ethernet-nuHnii ana
YyBEJ/IMYEHMA CKOPOCTM M obecneyeHusa oTKasoycToiumocTn. MLAG Tak ke usBecTHa Kak VPC (Virtual
port-channel). Mpu 06blMHOM LAG arpervpoBaHHble JIMHUK AO0MXKHbI 6biITb Ha OAHOM (pU3NYECKOM
ycTpoiicTee, B ciyyae e ¢ VPC arpernpoBaHHble IMHUM HAaX0AATCA Ha PasHbIX UINYECKMX YCTPOMCTBAX.
®dyHKuMa VPC no3sonseT coeanHUTb ABa PU3MUYECKMX YCTPOMUCTBA B OAHO BUPTYasIbHOE.

/ Mpu HacTpoiike VPC Ha 04HOPaHroBblX KOMMYTaTOpax A0MKHA ObiTb 0AMHAKOBaA Bepcua
nporpammHoro obecneyeHus.

/ VPC Port-Channel KOHTpoAMpPYIOTCA TONILKO KOMMYTAaTOPOM C pOJiblo Primary, KommyTaTop
Secondary ucnonb3yet HacTpoiku Primary.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bu, 3anpoca KOMaHAHOMN CTPOKM peRMmMa rnobasbHON KOHPUrypaLumm:
console (config) #

Tabanuya 72 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm

3HayeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymon4aHuro

vpc domain domain_id Co3pgaet VPC-gomeH.
Ha ogHOMm ycTpoiicTBe MoOXKeT 6biTb CO3AaH TO/IbKO
V oauH gomeH VPC. Ha napHbIX yCTPOMUCTBAX A0NXKEH
6bITb 0guHaKoBbI VPC-gomeH.

domain_id: (1..255)

no vpc domain domain_id Yaanaet VPC-LOMeH ¢ yCTponcTBa.

vpc group group_id Cospgaet VPC-rpynny. Jna Kaxaoro arperMpoBaHHOro MHTep-
delica fomKHa bbITb cO3aaHa oTaenbHaa VPC-rpynna. Ha nap-
HbIX yCTpolicTBax Homepa VPC-rpynn Ao/1KHbl cOBNaAaTh.

group_id: (1..63) CymmapHoe Konanuectso VPC-rpynn He MOXKeT npe-
V BbICUTb 48.
no vpc group group_id Yaanaet VPC-rpynny c ycTpoicTea.
vpc BkntouaeT pexkum VPC. Mcnonbayetca nocne KoHoUrypaumm
—/BbIKNOYEHO VPC.
no vpc Bbikntoyaet pexxkum VPC.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm VPC:

console (config) # vpc domain domain id
console (config-vpcdomain) #

Tabnnua 73 — KomaHabl pexkmma KoHourypaumm VPC

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymMoa4YaHuro
peer link group HasHayvaeTt Port-Channel B Kauectse peer-link.
group: (1..48)
no peer link Mckntouaet Port-Channel us yyactua s VPC.
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peer detection

no peer detection

— /BbIKOYEHO

BkntouaeT peer detection protocol.
Peer-detection — AONOAHUTENbHbI MEXaHU3M,
V obecneunsaowmii pyHKunoHuposaHue VPC B cny-
yae obpbiBa peer-link. Moatomy 3anpewaerca uc-
nonb3oBaHue peer-link gnAa opraHusauumn wmHTep-
deiica peer-detection.

BbikntoyaeT peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3afaeT MHTepBan OTNPaBKM coobuieHuii peer detection pro-
tocol.

YcTaHaBAMBaeT 3HaYeHne No YMONYaHUIO.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3apaTtb Bpema 0XKuaaHua oteeTa peer detection protocol.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port]

no peer detection ipaddr

udp_port:
(1..65535)/50000

Hactpawusaer IP-agpec nonyyatena naketos, IP-agpec otnpa-
sutena u UDP nopt ans peer detection protocol.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

peer keepalive

no peer keepalive

BkntouaeT cnyxby keepalive.

BbikntoyaeT cnyxoby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3afaTb Bpema OXMAaHMA OTBETa Ha 3anpoc LEeSOCTHOCTU
peer-link.

YcTaHaBAMBaeT 3HAYeHne no YMOANYaHULO.

role priority value

no role priority

value: (1..255)/100

YcTaHaBAMBaeT NPUOPUTET YCTPOIACTBA. YCTPOMUCTBO C MeHb-
LIMM 3HaYeHWem byaeT HasHayeHo Primary.

YcTaHaBAMBaeT 3HAYeHne no YMOANYaHULO.

system mac-addr mac_ad-
dress

no system mac-addr

YcraHasnusaetr MAC-agpec cuctembl ana otnpasku B VPC
nopTbl.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

system priority value

no system

value: (1..65535)/32767

YcTaHaBAMBaeT npuopuTeT cuctembl ana otnpasku B VPC
nopTbl. [LonKeH 6bITb 0ANHAKOBbIV Ha 060UX YCTPOMCTBAX.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm VPC-group:

console (config) # vpc group group-id

console (config-group) #

Tabnnua 74 — KomaHabl pexkmma KoHourypaumm VPC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

domain domain_id

no domain domain_id

domain_id: (1..255)

YcraHanusaet VPC-group uneHom VPC-gomeHa.

Mckntovaet VPC-group u3s VPC-gomeHa.

vpc-port group

no vpc-port group

group: (1..48)

[Lob6asnsaet Port-Channel 8 VPC-rpynny.

Mckntouaet Port-Channel us VPC-rpynnbi.
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KomaHOwbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 75 — KomaHab! pexkmma EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHda

Aelicmeue

show vpc

OTobparkaeT uHGopmaumto o KoHourypauum VPC.

show vpc group id

OTobpaxkaeT MHpopmaLmio o Tekylem coctoaHun VPC Group id.

show vpc peer-detection

OTobpaxkaeT cocTosaHue cnybbl peer detection protocol.

show vpc role

OTobpakaeT MHbOPMaLMIO O PON YCTPOWCTBA.

show vpc statistics peer {
keepalive | link | detection}

OTobparkaeT coCToAHNE CHETYMKOB cnyKbbl VPC.

5.12 Hacrpoiika IPv4-agpecauun

B gaHHOM pasgene onmMcaHbl KOMaHAbl A1A HAaCTPOMKM CTAaTMYECKUX MapameTpos IP-agpecauumn,
TaKKUX Kak IP-agpec, Mmacka noaceTu, W3 No ymonvaHuto. Hactpolika npotokonos DNS 1 ARP onucaHa B

COOTBETCTBYIOLWMX Pa3aenax AOKYMEHTaLmUu.,

KomaHObI pexcuma KoHguaypayuu uHmepgetica Ethernet, uHmepgelica epynnsl nopmos, VLAN,

Loopback

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica
rpynnbl noptoB, nHTepoeiica VLAN, nHtepdeiica Loopback.

console (config-if) #

Tabnunua 76 — KomaHapl pexknma KoHburypaumm nHtepdeinca

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHda

Aelicmeue

ip address ip_address {mask |
prefix_length}

prefix_length: (8..32)

HasHaueHue 3agaHHOMY WHTepodelicy IP-agpeca M macku nog-
V ceTu.
3HaueHMe mMacku moxkeT 6biTb 3anucaHo ambo B dpop-
mate X.X.X.X, nn6o 8 popmarte /N, rae N — KOonM4ecTso eanHUL,
B A BOMYHOM NpeacTaBNeHUM MACKU.

no ip address [/P_address]

Ypanexue IP-agpeca nHtepdelica.

ip address dhcp

MonyueHue IP-agpeca Ans HacTpaMBaemoro WHTepdelica ot
DHCP-cepsepa.
V He ucnonbsyetca gna loopback-uHTtepdeiica.

no ip address dhcp

3anpeT uMcnonb3oBaHMA npoTtokona DHCP gna nonyyeHua IP-
aapeca BblbpaHHbIM MHTEPdeicom.

ip unnumbered {vlan vian_id |

loopback loop-back_id} vlan_id:

PaspewwaeT KoHbUrypmpyemomy nHtepdericy 3anmcreosatb |P-
aapeca VLAN u Loopback-uHTtepdeiica.

- (1..4094);loopback_id: (1)
no ip unnumbered

OTkntovaer (byHKLI,I/IIO 3aMMCTBOBaHUA agpeca.

ip icmp unreachables
disable

BbIKkntoyeHme oTnpasku icmp unreachable.

— -/BK/OYEHO
no ip icmp unreachables

disable

BkatoyeHune otnpasku icmp unreachable.
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KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Bua 3anpoca KoOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (confiqg) #

Tabnunua 77 — KomaHab! perknma rnobanbHoM KoHGUrypauum

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

ip default-gateway ip_address

no ip default-gateway

-/WN03 N0 yMONYaHUIo
He 3a4aH

3afaeT ANs KOMMYTaTopa agpec W33 No YMOAYAHMIO.

YpansaeT HazHaueHHbIN apec WJk3a NO YMOMYAHUIO.

ip helper-address
{ip_interface | all} ip_address
[udp_port_list]

no ip helper-address
{ip_interface | all} ip_address

-/BbIK/IIOYEHO

Bkntoyaet nepeagpecaumio wWnpokoselatenbHolx UDP-nakeToB
Ha onpeaeneHHbIN agpec.

- ip_interface — IP-apgpec nHTepdeiica, o KOTOPOro BbINOJHAETCA
HaCTpOMiKa;

- all - no3BonneT BbIGpaTh BCe IP-MHTEpPdENCHI YCTPOKCTBA;

- ip_address — |IP-agpec HazHauYeHuWA, Ha KOTopbIi ByayT nepeHa-
npasnATbcA nakeTbl. 3HaveHume 0.0.0.0 oTKAOYaeT nepeagpeca-
umio;

- udp_port_list — cnnucok noptos UDP. LLInpoKoBsewaTenbHbIi Tpa-
®UK, HanpaBAEHHbIV Ha NepeyYncieHHble B CNIMCKe NOpPTbl, NoABep-
raeTca nepeagpecaumnun. MakcumasnbHoe obLuee KoamyecTso nop-
TOB M aflpecoB Ha ycTponcTeo - 128.

OTMeHsAeT nepeaapecaLmio Ha 3afaHHbIX MHTepdericax.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKKM B pexxume Privileged EXEC:

console#

Tabnunua 78 — KomaHabl perknma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

clear host {* | word}

word: (1..158) cumBonos

Ypanaet us namATu noay4veHHble no npotokoay DHCP 3anucu co-
OTBETCTBUI UMeH MHTepdelicoB u ux IP-aapecos.
* — y[anUTb BCe COOTBETCTBUA.

renew dhcp {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | vlanvian_id |
port-channel group | oob}
[force-autoconfig]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)
vlan_id: (1..4094)

Otnpasnset 3anpoc kK DHCP-cepBepy Ha o6HoBNeHKe IP-agpeca.
- force-autoconfig — npu obHoBNeHUW IP-appeca 3arpyrkaertca
KoHourypauus c TFTP-cepsepa.

show ip helper-address

OTobparkaeT Tabnvuy nepeagpecauuu LWMPOKOBELLATENbHbIX
UDP-nakeToB.

show ip unnumbered interface
[vlan vian_id]

vlan_id: (1..4094)

MoKasbiBaeT KoHoUrypauumio ip unnumbered gna yKasaHHOMO UH-
Tepdelica.
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KomaHOwbl pexcuma EXEC

Bua, 3anpoca KomaHAHOW CTPOKM B pexkume Exec:

console>

Tabnuua 79 — KomaHap! pexkuma EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda Aeiicmeue

show ip interface
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vlan
vlan_id | tunnel tunnel | oob]

te_port: (1..8/0/1..32);
group: (1..32);
hu_port: (1/0/1..6);
loopback_id : (1...64);
tunnel: (1..16);
vlan_id: (1..4094)

MokasbiBaeT KoHduUrypauuto IP-aapecaunn ansa yKasaHHOMO MH-
Tepdelica.

5.13 Hactpoika Green Ethernet

Green Ethernet — TEXHO/1I0MMA, NO3BOIAKOWAA CHU3UTb 3Hepron0Tpe6neHme yCTpOﬁCTBa 3a cyer
OTKNIIOYEHUNA NMUTAHUA ONA HEAKTUBHbIX 3/IEKTPUYECKUX MOPTOB U U3IMEHEHUA YPOBHA NepenaBaemoro
CUrHana B 3aBUCUMMOCTU OT AJINHDbI Kabens.

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaummu:

console (config) #

Tabauua 80 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

green-ethernet energy-detect

Bk/itovaeT sHeprocbeperarolLmin peXkum 418 HeaKTUBHbIX MOPTOB.

no green-ethernet -/BbIK/TIOYEH OTKANtoYaeT 3Heprocbeperatowmin peum AN HeaKTUBHbIX NOp-
energy-detect TOB.
green-ethernet short-reach BktoyaeT aHeprocbeperatolmii pexXxum a8 NopToB, K KOTOPbIM
NOAKNIOYAIOTCA YCTPOMCTBA C AAMHOW Kabena nogkaoyeHus
MeHblUe MOPOroBOro 3HaYeHwWs, YyCTaHaBIMBAEMOTO C NMOMOLLbIO
-/BblKNIOYEH

no green-ethernet short-reach

KomaHzbl green-ethernet short-reach threshold.

OTKAtoYaeT sHeprocbeperatownii peskMm Ha OCHOBaHWUM OJIMHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdelica Ethernet:

console (config-if)#

Tabnunua 81 — KomaHapl pexknma KoHdurypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aeiicmeue

green-ethernet energy-detect

no green-ethernet
energy-detect

-/BkatoueH

BktoyaeT sHeprocbeperatowmin pexxum gna nHtepdeica.

OTKAtoyaeT sHeprocbeperatowmii pexxum ans nHtepdelica.
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green-ethernet short-reach BKntoyaeT aHeprocbeperatomini pexKMm Ha OCHOBAHWW AIUHbI
Kabens.
-/BKAtoYeH —
no green-ethernet short-reach OTKAtoYaeT aHeprocbeperatowmii PeXKMM Ha OCHOBaHMM ANUHbI
Kabens.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnuua 82 — KomaHapl pexkmma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMOAYAHUIO
show green-ethernet OtobparkaeT cTaTUCTUKY green-ethernet.
[tengigabitethernet te_port | te_port: (1..8/0/1..32);
hundredgigabitethernet hu_port: (1/0/1..6)
hu_port | detailed]
green-ethernet power-meter CbpacbiBaeT CHETYMK UBMEPUTENS MOLLHOCTHU.
reset

[pumepbl 8b1M0MAHEHUS KOMAHO

OT06pas3uTb CTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Disable Port LEDs mode: Disabled

Power Savings: 0% (0.00W out of maximum 0.00W)
Cumulative Energy Saved: 0 [Watt*Hour]

* Estimated Annual Power saving: NA [Watt*Hour]
Short-Reach cable length threshold: 50m

* Annual estimate is based on the saving during the previous week
NA - information for previous week is not available

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off Unknown on off off NP

tel/0/3 on off LT on off off LT

tel/0/4 on off LT on off off LT

tel/0/5 on off LT on off off LT

tel/0/6 on off LT on off off LT

tel/0/7 on off LT on off off LT

tel/0/8 on off LT on off off LT

tel/0/9 on off LT on off off LT

tel/0/10 on off LT on off off LT

tel/0/11 on off LT on off off LT

tel/0/12 on off LT on off off LT
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5.14 Hactpoiika IPve-agpecauumn

5.14.1 Npomokon IPv6

KommyTatopbl nogaepxusator paboty no npotokony IPv6. MNMoaaeprkka IPv6 ABasetcAa BarKHbIM
LOCTOMHCTBOM, MOCKONIbKY NpOTOKOAN |IPv6 npu3BaH, B NepcneKkTuse, NOJAHOCTbIO 3aMeHUTb ajgpecauumto
npoTtokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTokon IPv6 nmeet paclumpeHHoe agpecHoe NpoCcTpaHCcTBo — 128
6uTt Bmecto 32. Aapec IPv6 npeactasnnet coboit 8 6,10K0B, pas3aeneHHbIX ABOETOUYMEM, B KaXKaoM 610Ke
16 61T, 3aNMCaHHbIX B BUAE YeTblpex LWeCcTHaALuaTePUYHbIX Yncen.

MoMMMO yBeNMYEHMA aApPecHOro NPOCTPaHCTBa MPOTOKOA IPV6 MMeeT MepapXUyeckylo cxemy
agpecaumn, obecrnedymBaeT arperauyio MaplUipyToB, ynpouwaetT Tabauuy MapupytMsaumu, npuv 3TOm
abdeKTMBHOCTL PaboTbl MapLIPYTU3aTOPa MNOBbILIAETCA 33 CYET MeXaHM3Ma 0BHapPYKeHNA CoCeAHMX Y3/10B.

NoKkanbHble agpeca IPv6 (IPv6Z) B KommyTaTope HasHayaloTca WHTepdeiicam, nosTomy npu
Mcnonb3oBaHUK IPv6Z-agpecoB B CMHTAKCUCE KOMaHA, UCNoib3yeTca cieaytowmii dopmar:

<ipv6-link-local-address>%<interface-name>
roe:
interface-name — uma nHTepdeica:
interface-name = vlan<integer> | ch<integer> | <physical-port-name>
integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1]2|3|4|5|6|7|8]9
physical-port-name = tengigabitethernet (1..8/0/1..32)

V’» Ecnn 3HaueHuMe rpynnbl AN HECKONbKUX TPynn nNoapap B agpece nportokona IPv6 paBHO
Hyato — 0000, To AaHHbIe rpynMnbl MOryT 6bITb ONYLLEHbI.
Hanpumep, agpec FE40:0000:0000:0000:0000:0000:AD21:FE43 moKeT 6biTb COKpaLLeH A0
FE40::AD21:FE43. CoKpalieHuio He MmoryT 6biTb NoaBeprHyTbl 2 pasgenieHHble HyneBble
rpynnbl U3-3a BOSHUKHOBEHUA HEOAHO3HAYHOCTM.

V’» EUI-64 - 3T0 ngeHtudmKaTop, co3aaHHblii Ha 6ase MAC-aapeca uHTepdeica, ABnAOWMACA
64 mnagwummu 6utamu IPvb-agpeca. MAC-agpec pasbuBaeTtca Ha gse yactu no 24 6ura,
MeXKay KoTopbimu ao6asnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rnobanbHon KoHduUrypauuu:
console (config) #

Tabnnuya 83 — KomaHab! perkmma rnobanbHoM KOHGUrypauum

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuro
ipv6 default-gateway 3afaeT 3HaYeHWe NoKanbHoro agpeca IPv6-wnio3a no ymonya-
ipv6_address HUHO.
no ipv6 default-gateway Ypanaer HacTpolKku IPv6-1wnt03a No yMon4YaHuio.

ipv6_address

Cospaet ctatuyeckoe cootseTcTBne mexay MAC-agpecom co-
ceaHero ycTpoiicTea u ero IPvb-agpecom.

- ipv6_address — IPv6-agpec;

- mac_address — MAC-agpec.

ipv6 neighbor ipv6_address {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id} mac_address

te_port: (1..8/0/1..12);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)
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no ipv6 neighbor
[ipv6_address]
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

YpanseT ctaTMyeckoe cooTBeTcTBue mexay MAC-agpecom co-
cefHero ycTpoicTea u ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3apaeT orpaHuyeHne ckopoctn ana ICMPv6-coobuweHunii 06
olnbKax.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ipv6 route prefix/prefix_length
{gateway} [metric]

no ipv6 route
prefix/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1

[ob6aBneHue cTaTmyeckoro mapuwpyTa IPve

- prefix — ceTb Ha3HayeHus;

- prefix_length — npeduKc macku ceTu (KONNMYECTBO eANHNL, B Ma-
cKe);

- gateway — W03 ANA AOCTYNA K CETU Ha3HayeHus;

YpaneHue ctatmyeckoro mappyta IPve.

ipv6 unicast-routing

no ipv6 unicast-routing

-/BbIK/IIOYEHO

BktoyaeT nepeHanpasaeHne ogHOaLPECHbIX MAaKeTOoB.

OTK/lOYaeT nepeHanpas/ieHme 04HOAAPECHbIX NaKeToB.

KomaHObI pexcuma KoHgpuaypayuu uHmepaetica (VLAN, Ethernet, Port-Channel)

Bupg, 3anpoca KOMaHAHOM CTPOKU perknMmMa KOHOUrypauum nHtepdenca:

console

(config-if) #

Tabnnua 84 — KomaHapl pexknma koHourypaumm nHtepdeiica (Ethernet, VLAN, Port-channel)

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipvé6 enable

-/BbIK/OYEHO

BkntoyaeT noaaepKky IPv6 Ha nHTepdeiice.

OTkNtoyaeT noaaepky IPv6 Ha nHtepdeiice.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymon4yaHuio
aBTOMaTUyecKas
KOHOUrypaumsa
BK/IIOYEHA, agpeca He
Ha3HayeHbl.

BKAtoyeHMe aBTOMATUYECKOW KOoHdurypaumu IPv6-agpecos Ha
nHTepderice. Aapeca HacTPamBalTCA B 3aBUCMMOCTM OT Npeduk-
COB, KOTOpbI€e NoJIy4YeHbl B co0bLeHnAx «Router Advertisement».

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

ipv6 address
ipv6_address/prefix_length
link-local

no ipv6 address
[lipv6_address/prefix-length
link-local]

Mo ymonyaHuio
3HaYeHue NOKaNbHOro
aapeca: (FE80::EUI64)

3apaeT nokanbHbIN IPv6-agpec nHtepdeiica. Crapwme 6UTbI no-
KanbHbIX IP-agpecos B IPv6 — FE8O::

Ypanset nokanbHbIn IPv6-aapec.

ipv6 nd dad attempts
attempts_number

3afaeT KoOMYecTBO COObLEeHNn-TpeboBaHMI, nepenaBaemMbix
MHTepdEecom B3aMMOAENCTBYIOLEMY YCTPOWUCTBY B Clyyae 06-

(0..600)/1 HapyKeHuna aybaunkaumm (konnmsum) IPve-agpeca.

no ipv6 nd dad attempts Bo3Bpalaer 3HayeHne No yMmoa4aHuto.

ipv6 unreachables BkntoyeHne ICMPV6 coobLieHnit o HeaOCTUXKMMOCTM agpecaTta
-/enabled npu nepepaye NakeTos Ha onpeaeneHHbl nHTepoelic.

no ipv6 unreachables

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.

ipvé mld version version

no ipvé mid version

version: (1..2)/2

OnpepeneHuve Bepcum npotokona MLD ans untepdelica.

YcTaHaBAMBaeT 3HaYeHne no YMONYaHUIO.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#
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Tabnuua 85 — KomaHapl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

show ipv6 neighbors
{ipv6_address |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

te_port: (1..8/0/1..32);
group: (1..32);
hu_port: (1/0/1..6);
vlan_id: (1..4094)

MokasbiBaeT MHGOPMauuto o cocegHux IPvb-ycTpoiicTeax, co-
JAeprKallyrocs B Kalle.

clear ipv6 neighbors

OyuLaeT Kalw, cogepKawmii nHGopmaLMio 0 CoceHUX YCTPOW-
cTBax, paboTatowmx no npotokoay IPv6. MHPopmaums o ctatu-
YeCKMX 3anncax coxpaHaeTca.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabanua 86 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ipv6 interface [brief |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)

MoKasblBaeT HacTPOKKM NpoToKona IPv6 ana ykasaHHOro UHTep-
deiica.

show ipv6 route [summary |
local | connected | static |
ospf | icmp | nd |
ipv6_address[ipv6_prefix |
interface { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id}]

te_port: (1..8/0/1..32);
group: (1..32); hu_port:
(1/0/1..6);
vlan_id: (1..4094)

MNokasbiBaeT Tabanuy IPv6-mapLipyTos.

5.15 Hactpoika npoTokonoB

5.15.1 Hacmpoiika npomokona DNS — cucmembl 00OMeHHbIX UMeH

OcHoBHoOW 3aga4elt npoTtokosa DNS saBnsetca onpegeneHue IP-agpeca y3na cet (xocta) no 3anpocy,
cogeprKalemy ero AgomeHHoe umA. Bbasa AaHHbIX COOTBETCTBMIM [AOMEHHbIX WMEH Y3/10B CETU U
cooTeeTcTBYOWMX UM IP-agpecos Beaetca Ha DNS-cepsepax.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKume rnobanbHon KoHGUrypaumm:

console (config) #
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Tabnunua 87 — KomaHabl perkrma rnobanbHoM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip domain lookup

no ip domain lookup

-/BKIOYEHO

PaspewaeT ncnonbsosaHne npotokona DNS.

3anpelaeTt ucnonb3osaHue npotokosaa DNS.

ip name-server
{serverl_ipv4 address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

no ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

Onpegensert IPv4/IPv6-agpeca ana goctynHbix DNS-cepsepos.

Ypanaet IP-agpec DNS-cepsepa 13 CnncKa AOCTYMHbIX.

ip domain name name

no ip domain name

name: (1..158)
CMMBO/IOB

OnpegensieT LOMEHHOE UMA MO YMO4YaHUio, KoTopoe byaet uc-
MoNb30BaTbCA MPOrpaMMoN, ANA AOMOJAHEHUS HemnpaBU/bHbIX
LOMEHHbIX MMEH (LOMEHHbIX UMeH 6e3 TouKM). [lna AOMEHHbIX
nmeH 6e3 TOUKM B KOHeL, UMeHM ByaeT A06aBNATLCA TOUKA M YKa-
3aHHOE B KOMaHAe AOMEHHOE UMS.

Ypanaet AOMEHHOe UMA NO YMONHYAHWUIO.

ip host name address1
[address2 ... address4]

no ip host name

name: (1..158)
CUMBOIOB

Onpepensert cTaTU4eCKne COOTBETCTBUA UMEH y3n0B ceTu IP-ag-
pecam, pobaBnseT ycTaHOB/JEHHOE COOTBETCTBME B  K3LW.
PyHKLMA noKanbHoro DNS. MoHo onpegenntb g0 BocbMu IP-
afpecoB Ha O4HO UMA.

Ypanaert ctatMyeckne COOTBETCTBMA MMeH y3n0B cetu IP-agpe-
cam.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabnuua 88 — KomaHabl pexunma EXEC

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no ymoa4aHuro
clear host {name | *} name: (1..158) Yaansaer 3anucb COOTBETCTBMA MMEHM y3na ceTu IP-agpecy Kawa
CMMBO/0OB nmbo Bce 3anucu (*).
show hosts [name] OTobparkaeT LOMEHHOE MMA N0 YMONYaHULo, cnnucok DNS-cepse-
0B, CTaTUYECKME U KILIMPOBaAHHbIE COOTBETCTBUA MMEH Y3/10B
name: (1..158) POB, P ¥
cetu n IP-agpecos.
CUMBOJI0B

Mpyn Mcnonb3oBaHMU B KOMaHAe MMEHM y3/1a CeTU, oTobparkaeTca
cooTBeTcTBYIOWMIN emy IP-agpec.

[Tpumepbl UCNoAb308aHUS KOMAHO

Mcnonb3osatb DNS-cepsepa no agpecam 192.168.16.35 1 192.168.16.38, ycTaHOBUTb AOMEHHOE UMA

NO YMON4YaHUIO — mes:

console# configure

console (config)# ip name-server 192.168.16.35 192.168.16.38

console (config)# ip domain name mes

YCTaHOBUTb CTaTMYECKOE COOTBETCTBUE: Y3€/ CETU C UMEHEM eltex.mes numeet IP-agpec

192.168.16.39:

console# configure

console (config)# ip host eltex.mes 192.168.16.39
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5.15.2 Hacmpoiika npomokona ARP

ARP (Address Resolution Protocol — npoTokon paspelieHus aApecoB) — NPOTOKOA KaHa/bHOro
YPOBHA, BbINOAHAKOWMIN PyHKUMIO onpegeneHma MAC-agpeca Ha OCHOBAaHMM COAeprKaLLLerocs B 3anpoce
IP-agpeca.

KomaHObI pexcuma 2a06an6Hol KOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUme r106anbHON KOHPUrypaumm:

console (config) #

Tabanua 89 — KomaHab! perkmma rnobanbHom KOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

arp ip_address hw_address
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

no arp ip_address
[tengigabitethernet te_port |
hundredgigabitethernet

dopmar ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H

H:H:H:H:H:H

H-H-H-H-H-H;
te_port: (1..8/0/1..32);

hu_port: (1/0/1..6);

[ob6asnaeT cTaTMyecKyto 3anucb cootsetcteus IP- 1 MAC-aape-
coB B Tabnnuy ARP gna ykazaHHoro B KomaHze nHTepdeiica.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanaet cTaTMyecKyto 3anucb cootsetctema IP- 1 MAC-agpecos
13 Tabnunupbl ARP ans ykasaHHOro B KOMaHae nHtepdeiica.

hu_port | port-channel group | group: (1..32);
vlan vian_id | oob] vlan_id: (1..4094)
arp timeout sec sec: HacTpauBaeT Bpems KU3HM AMHAMUYECKUX 3anuceit B Tabaunue
(1..40000000)/60000 ARP (cek).
no arp timeout ceK YcTaHaBMBaeT 3HaYeHWe Mo YMONYAHUIO.
ip arp proxy disable OTKNOYaEeT pexkum npokcnposaHma ARP-3anpocos ans KommyTa-
. Topa.
-/OTK/IIOYEH

no ip arp proxy disable

BkntouaeT pexkmm npokcmposaHua ARP-3anpocos gasa KommyTa-
TOopa.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#

Tabnnuya 90 — KomaHabl perknuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

clear arp-cache

YaanaeT sce AMHamuyeckue 3anmcun ns ARP-tabanubl (KomaHaa ao-
CTYNHa TO/IbKO ANA NPUBUAETMPOBAHHOIO Noib3oBaTens).

show arp [ip-address
ip_address] [mac-address
mac_addres]
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
oob]

dopmar ip_address:
A.B.C.D

dopmaT mac_address:
H.H.H vav H:H:H:H:H:H

nnun H-H-H-H-H-H;
te_port: (1..8/0/1..32);

hu_port: (1/0/1..6);

group: (1..32)

Moka3sbliBaeT 3anuc ARP-Tabauubl: Bce 3anucu, ¢unbTp no IP-aa-
pecy; dounbTp no MAC-agpecy; duabTp no nHtepdelicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show arp configuration

MoKasblBaeT rnobanbHyo KoHdurypaumio ARP 1 KOoHdUrypaumio
ARP pgns nHtepdelicos.
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KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bua 3anpoca KomaHAHOM cTPOKKM B pexume interface configuration:

console (config-if) #

Tabnnua 91 — KomaHabl perkmnma interface configuration

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip proxy-arp

no ip proxy-arp

-/OTKNIOUEH

Bkntoyaet pexmm npokcuposaHmMa ARP-3anpocoB Ha HacTpamsae-
MOM MHTepodeice.

OTKAlOYaeT pexkmm npokcmposaHua ARP-3anpocoB Ha HacTpaunBae-
MOM MHTepdeiice.

arp timeout sec

no arp timeout

sec: (1..40000000)/
rnobanbHas HacTpoliKa

HacTpaunBaeT Bpems *KMU3HU ANHAMUYECKUX 3annceli B Tabnvue ARP
(cek) ansa HacTpanBaemoro nHTepdeica.

YcTaHaBAMBAET 3HayeHWe NO YMONYaHuio (ycTaHaBAMBaEeTca r1o-
6anbHO).

[pumepbl UCI016308AHUA KOMAHO

[Job6aBuTb cTatnyeckyto 3anucb B ARP-Tabanuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTAHOBUTb BPEMS KU3HU AMHAMUYecKmx 3anuceit B ARP-Tabaunue — 12000 cekyHa;:

console# configure

console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet

1/0/2

console (config) # exit
console# arp timeout 12000

= [lokasaTtb coaeprkumoe ARP-Tabaunubl:

console# show arp

vlan 1 te0/12

02:00:2a:00:04:95 dynamic

192.168.25.1

HW address status

5.15.3 Hacmpoliika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaumun. NMpoTokon nossonsieTt
pacnpocTpaHuTb No cetu muaeHTudukatopbl VLAN. OcHoBHOM ¢yHKumen npoTtokona GVRP ssnsertcs
o6HapyKeHne nHobopmauumn ob oTcyTcTByOWMX B 6ase gaHHbIx KommyTaTopa VLAN-ceTax npu noayvyeHum
coobueHnin GVRP. Monyuns nHdopmauuio 06 otcytcreyrowmx VLAN, kKommyTaTtop fobaBaseT ee B CBOHO

6a3y AaHHbIX.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexnma rnobanbHomM KOHGUrypaumm:

console (config) #

Tabnnua 92 — KomaHab! perknma rnobanbHoM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

gvrp enable

no gvrp enable

-/BblK/IIOYEH

BkAtoyaeT ncnosb3oBaHme npoTokoaa GVRP-kommyTaTopom.

BbikntoyaeT ncnonb3osaHue npotokona GVRP-kommyTtatopom.
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KomaHObI pexcuma KoHduaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl MopmMos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica

rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port |
hundredgigabitethernet hu port | port-channel group}
console (config-if)#

Tabnunua 93 — KomaHabl perknma KoHourypaumm nHtepdeiica Ethernet, rpynnel HTepdeiicos

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

gvrp enable

BkntoyaeT ncnonb3osaHue npoTtokosna GVRP Ha HacTpansaemom
UHTepodeiice.

no gvrp vlan-creation-forbid

-/BbIK/IIOYEH
no gvrp enable BbikntoyaeT ncnonb3osaHue npotokona GVRP Ha HacTpansaemom
uHTepoelice.
gvrp vlan-creation-forbid 3anpewaeT AMHammM4yeckoe nameHeHue nnum cosgaHue VLAN ana
HacTpanBaemoro nHTepoeica.
-/pa3pelueHo

PaspewaeTr anHammnyeckoe nameHeHue unm cosganHme VLAN ana
HacTpanBaemoro nHTepoeica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonyaHuio
cosgaHue un
peructpauma VLAN Ha
uHTepoelice
paspelieHa

BbinonHaeT cHATUe pernctpaumm ana scex VLAN n He gonyckaeT co-
34aHNA Unn pernctpaumm Hosbix VLAN Ha gaHHOM MHTepdeiice.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 94 — KomaHabl pexunma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear gvrp statistics
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

OuunLaeT HaKoMN/IEHHYIO CTaTUCTUKY NpoToKkona GVRP.

KomaHOobl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>
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Tabnuua 95 — KomaHap! pexkmuma EXEC

Komanda 3HaveHue/3HavyeHue Neiicmeue
no ymoa4YaHuro

show gvrp configuration Moka3sbiBaeT KoHdUrypauuio npotokona GVRP ana yKazaHHOTO UH-
[tengigabitethernet te_port | Tepdeiica, Mmbo ans Bcex MHTEPOENCOB.
hundredgigabitethernet
hu_port | port-channel group |
detailed]
show gvrp statistics te_port: (1..8/0/1..32); | NoKasbiBaeT HAaKOM/EHHYO CTaTUCTUKY No npoTtokoay GVRP ans
[tengigabitethernet te_port | hu_port: (1/0/1..6); yKa3aHHOro uHTepdelica, iMbo ansa Bcex MHTepdencos.
hundredgigabitethernet group: (1..32)
hu_port | port-channel group]
show gvrp error-statistics MoKasblBaeT CTaTUCTUKY Mo owmnbkam npu paboTe npoTokosna GVRP
[tengigabitethernet te_port | [N1A yKasaHHoro uHtepdeiica, Mbo ansa Bcex MHTepdEcos.
hundredgigabitethernet
hu_port | port-channel group]

5.15.4 MexaHu3m obHapyxeHusa nemeno (loopback-detection)

[aHHbIA MexaHM3M MO3BONAET YCTPOMUCTBY OTC/IEXMBATb 3aKObLLOBAHHbIE NOPThI. [eTaa Ha nopTy
O0OHapyKMBaeTCA NYTEM OTCbIIKM KOMMYTaTOPOM KaZpa C afpecom HaszHa4YeHUs, COBMALAoWMM C OAHUM
n3 MAC-agpecoB ycTpoicTBa.

KomaHObI pexcuma 2a06anb6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume r1o6asibHON KoHdUrypaumm:
console (config) #

Tabanua 96 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
Mo ymMmon4aHuro
loopback-detection enable / BKAtoYaeT MexaHU3mM 0bHapyKeHUa neTenb 414 KOMMYTaTopa.
- -/BbIKNOYEHO
no loopback-detection enable BoccTaHaBMBaeT 3HaYeHMe N0 YMONYAHUIO.

YcTaHaBauBaeT MHTepBan mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHn mexay LBD-kagpamu.

loopback-detection interval

seconds seconds: (10..60)/30

— CeKyHA,
no loopback-detection interval BoccTaHaBAMBaeT 3HaYeHMe Mo YMONYAHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-
gelica 2pynnbl MOpmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port |
hundredgigabitethernet hu port | port-channel group}
console (config-if) #

Tabnnua 97 — KomaHabl pexkuma koHourypaumm nHtepdeiica Ethernet, rpynnel HTepdeiicos, nHTepdeiica
VLAN

3HayeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o ymon4aHuio
loopback-detection enable / BK/tOYaeT MexaHU3M 0B6Hapy»KeHUa neTenb Ha NopTy.
-/BbIKNIOYEH
no loopback-detection enable BoccTaHaBAMBaeT 3HAYEHME MO YMOYAHUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 98 — KomaHab! perkmma EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no yMmon4aHuro
show loopback-detection OTobparkaeT coctosaHMe mexaHnsma loopback-detection.
[tengigabitethernet te_port | te_port: (1..8/0/1..32);
hundredgigabitethernet hu_port: (1/0/1..6);
hu_port | port-channel group | group: (1..32).
detailed]

5.15.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHoW 3agavei npotoKkosa STP (Spanning Tree Protocol) aBnseTca npuseaeHue cetn Ethernet c
MHOXEeCTBEHHbIMW CBA3AMM K APEBOBMAHON TOMONOrMKN, UCKAOYAIOWEN LMKAbI NakeToB. KommyTaTopbl
06MeHMBalOTCA KOHPUIYPALMOHHBIMU COOBLLEHMAMM, MCMOAb3YA Kaapbl creunanbHoro ¢opmarta, U
BbIOOPOYHO BK/IOYALOT M OTKKOYAOT Nepeaayvy Ha nopTol.

Rapid (6bicTpbii) STP (RSTP) ABnseTca ycoBepLIeHCTBOBAaHMEM MPOTOKoNa STP, xapakTepusyetcs
MEHbWWM BpeMeHeM MPUBEAEHMUA CEeTU K APEBOBMAHOM TOMOMAOTMW U UMeeT 6osiee BbICOKYHO
YCTOMYMBOCTD.

MpoTtokon Multiple STP (MSTP) saBnaetca Hambosee coBpemeHHOM peanusauueinr STP,
nogfeprkmeatollelr ucnonb3osaHne VLAN. MSTP npeanonaraer KoHourypauuio Heobxogmmoro
KOJIMYECTBA IK3EMNASPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT Ymcna rpynn VLAN Ha
KommyTaTope. Kaxabi 3K3eMNAAP MOXET coaep»KaTb HecKonbKo rpynn VLAN. HegoctaTkom npoToKona
MSTP aBAsieTcA TO, YTO Ha BCEX KOMMYyTaTopax, B3anmogencreytowmx no MSTP, 4onXHbl 6bITb 0AMHAKOBO
CKOHOUrypupoBaHbl rpynnbl VLAN.

V MaKcumanibHO J0oNyCTUMOE KOIMYecTBo 3K3emnaapos MSTP yKasaHo B Tabauue 9.

MexaHun3m Multiprocess STP npeagHasHaveH Ans co3aaHuna He3aBncumblix aepesbes STP/RSTP/MSTP
Ha NOpPTax YCTPOICTBA. MI3MeHeHMsa coCTOSHMA OTAENbHOIO AepeBa He OKa3bIBalOT BIMAHUA HA COCTOAHME
OPYrvX AepeBbeB, YTO NO3BOJIAET MOBbICUTb YCTONYMBOCTb CETU U COKPATUTb BPEMSA NEepecTpoeHns aepesa
B C/lyyae OTKasoB. Mpu KOHOUIypUpOBaHMUM credyeT UCKAUUTb BO3MOMKHOCTb BO3HMKHOBEHMUA KoJel,
MeXKay NnopTaMmn-yneHamMm pasHbix gepeBbeB. A8 06CNyKMBAHUA M30AMPOBAHHbIX AEPEBLEB B CUCTEME
C034aETCA OTAENbHbIM npouecc Ha Kaxpoe gepeBo. C Npoueccom COMOCTaBAAKTCA MOPTbl YCTPOMUCTBA,
npuUHagnexalwme gepesy.

5.15.5.1 Hacmpotlika npomokona STP, RSTP

KomaHObI pexcuma 2a06asnab6Hol KoOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUIypaumm:

console (config) #
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Tabnvua 99 — KomaHap! pexkuma rnobanbHo KOHGUIypauum

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

spanning-tree

Paspewaet ucnonb3oBaHme KOMMyTaTOpoM NpoTokoaa STP.

- -/BKOYEHO
no spanning-tree 3anpeLiaeTt NCNONb30BaHNE KOMMYTaTOPOM NpoTokoaa STP.
spanning-tree mode {stp | YcTaHaBAMBaET pexxum paboTbl npoTokona STP:
rstp | mstp | pvst | rapid- - stp — IEEE 802.1D Spanning Tree Protocol;
pvst} - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
-/RSTP - mstp — IEEE 802.1S Multiple Spanning Tree Protocol;

no spanning-tree mode

- pvst — Cisco Per Vlan Spanning Tree Protocol;
- rapid-pvst — Cisco Rapid Per Vlan Spanning Tree Protocol.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YcTaHaBAVMBAET UHTEPBaA/ BPEMEHMU, 3aTPAuNBaEMbIi Ha MPOCNYLWIN-
BaHWeE U U3yYeHWe COCTOAHUI Nepes, NepeKkItloYeHNEM B COCTOAHME
nepegaiu.

YcTaHaBAMBaEeT 3Ha4YeHue no YMOYaHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YcTaHaBMBaeT UHTEPBaA/ BpEMEHM MEXKAY Nepesadamm WMUpoKose-
LaTeNbHbIX coobweHnin «Hello» K B3anmoaencTeyowmMm KoMmyTa-
TOopam.

YcTaHaBAMBaEeT 3Ha4YeHue no YMO4YaHUIO.

spanning-tree
loopback-guard

no spanning-tree
loopback-guard

-/3anpeuyeHo

PaspelwaeT 3awmTy, BbIKAHOYAOWY WHTEpdenc npu MoayyYeHuu
csoero BPDU.

3anpewaeT 3awWwuTy, BblKAOYaOWY MHTepdenc Npu NoayyYeHuu
csoero BPDU.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaeT BpeMs XKU3HU cBA3ytowero aepesa STP.

YcTaHaBAMBaEeT 3HaYeHue no YMO4YaHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HactpausaeTt npuoputeT ceAsytoLero gepesa STP.
3HayeHune NnpuopuTeTa AONKHO ObITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYaHUIO.

spanning-tree pathcost
method {long | short}

YcTaHaBAMBAET MeToA, ONpeaeneHns LEHHOCTU NyTuH.
- long — 3HayeHWe ueHHOCTM B gManasoHe 1..200000000;

-/long - short — 3HauyeHuWe ueHHocTH B ganasoHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBaeT 3HauYeHMe NO YMOIYAHUIO.
method
spanning-tree bpdu Onpepenset pexxmm obpaboTkm naketos BPDU-uHTepdeicom, Ha
{filtering | flooding} KOTOPOM BbIK/tOYEH NpoToKoA STP.
- filtering — Ha wHTepdelice c BbIKNOYEHHbIM MpoTOKONOM STP
/flooding BPDU-nakeTbl GuUAbTpytOTCH;

no spanning-tree bpdu

- flooding — Ha MHTepdeiice ¢ BbIKNOYEHHBIM MPOTOKOOM STP HeTe-
rmpoBaHHble BPDU-nakeTbl nepenatoTcs, TerMpoBaHHble — GUAbTPY-
toTcA.

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.

Mpu 3agaHun STP napameTpos forward-time, hello-time, max-age Heo6xogumo BbinonHeHue
e ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica 2pynnsl Mopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if)#
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Tabnmua 100 — KomaHap! pexkuma KoHourypauum nHtepdeiica Ethernet, rpynnsl noptos

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

spanning-tree disable

3anpewaeT paboTy npoTokona STP Ha KOHOUIYpMPYyEMOM UHTEP-
deiice.

no spanning-tree disable */paspewerio PaspelaeT paboTy npotokona STP Ha KOHUrypupyemMom UHTep-
deiice.
spanning-tree cost cost YCTaHaBAMBAET LLEHHOCTb NYTH Yepes AaHHbIN nHTepdeiic.
cost: - oSt — LEHHOCTb NyTH.
no spanning-tree cost (1..200000000)/cm. YcTaHaB/IMBaeT 3HauYeHue, onpeaeiiemoe Ha OCHOBaHUM CKOPOCTH
Tabaunuy 96 nopTa 1 meToAa onpeaeneHns LLeHHOCTU NyTh, CM.Tabaunuy

Tabnnua 101

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaET NpuopuUTeT MHTepdeiica B cBasyolem gepese STP.

V 3HaueHue nNpuMopuTeTa [0/KHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

spanning-tree portfast [auto]

Bk/itOYaeT peum, B KOTOPOM MOPT NPU NOAHATUM HA HEM NNHKA
Cpasy CTaHOBWTCA B COCTOAHME Mepefayu, He JO0XMUAAACh ucTeye-
HWA Talmepa.

-/auto - auto — fobaBnsAeT 3a4epKKy 3 CEKyHAbI Nepes, Nepexosom B Co-
CTOSIHWE Nepeaayu.
no spanning-tree portfast BbIKNHOYAET peXMM MOMEHTANbHOTO NEPEXOAA B COCTOAHUE nepe-
Aa4yn No NOAHATUIO KTUHKa».
spanning-tree guard {root | BktouyaeT 3awmTy «KKOPHA» ANA BCex CBA3yOLWMX aepesbeB STP Bbi-
loop | none} 6paHHOro nopra.
- root — 3anpeLuaeT nHTepdeiicy 6bITb KOPHEBBIM MOPTOM KOMMY-
TaTopa;
-/vcnonb3oBaHue - loop — BKNtOYAET Ha MHTepdelice [ONONHUTENbHYO 3aLWMTY OT ne-

no spanning-tree guard

rnobanbHoOM HacTPOIKK

Tenb. B cnyyae ecnm nHTepdenc HaxoguTcs B COCTOAHUN, OTIMYHOM
ot Designated n npu aTom nepectaet nonyyatb BPDU, uHtepoeric
610KnpyeTca;

- none — oTK/oYaeT Bce Guard-pyHKLMU Ha UHTepdelice.

Mcnonb3oBaTb rn106anbHY0 HAaCTPOWMKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree bpduguard

-/BbIK/IIOYEHO

PaspeluaeT 3awuTy, BbIK/IHOYaloLLYO0 MHTepdec Npy Npuéme nake-
ToB BPDU.

3anpeLaeT 3aWumTy, BbIK/IOYAIOLLY0 MHTEpdEec Nnpu npuéme nake-
TOo8 BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/ona gynnekcHoro
nopTa «TOYKA-TOYKA»,
O1A NoNyAYNAeKCHOro

— «pPa3BeTB/IEHHbIN»

YctaHaBauBaeT npoTokon RSTP B nepegatolee coctosiHne u onpe-
AenaeT TMN cBA3M ANA BbIbpaHHOro nopTa:

- point-to-point — TO4Ka-TOu4Ka;

- shared — pa3BeTBNEHHbIN.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree bpdu {filtering |
flooding}

no spanning-tree bpdu

Onpegenset pexxnm obpaboTkn naketos BPDU-uHTepdeicom, Ha
KOTOPOM BbIKAOYEH NPOTOKOA STP.

- filtering — Ha wuHTepdelice ¢ BbIKNOYEHHBIM NpoTOKO/NOM STP
BPDU nakeTbl dpunbTpytoTCs;

- flooding — Ha uHTepdeiice c BbIKNOYEHHbIM MpPOTOKO/NOM STP
HeTermposaHHble BPDU-nakeTbl nepeparoTca, TermpoBaHHble —
duUnbTpyOTCA.

YcTaHaBAnBaeT 3HaYeHWe No YMOAYaHUIO.

spanning-tree mac-address
{dot1d | dotlad}

no spanning-tree mac-address

-/dot1d

N3meHsaeT MAC-agpec, ¢ KOTOpbIM OTNPABAAIOTCA U NPUHMMAIOTCA
BPDU.

- dotld — otnpasnsatoTca u npuHumatotcs BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — otnpasnAtoTca U npuHmumatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.

YcTaHaBAMBaeT 3HaYeHne no YMOYaHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢dnarom TCN paspe-
WweH

3anpewaet npuem BPDU c ¢pnarom TCN.

Paspewaet npvem BPDU c ¢narom TCN.
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Tabnnua 101 — LleHHOCTb NyTK, yCTaHOBAEHHAs MO YyMONYaHUIo (Spanning-tree cost)

Memod onpedeneHusn yeHHo-
Unmepdpelic cmu nymu
Long Short
Port-channel 20000 4
TenGigabit Ethernet (10000 Mbps) 2000000 100
KomaHOb! pexcuma Privileged EXEC
BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:
console#
Tabnvua 102 — KomaHap! pexkuma Privileged EXEC
3HavyeHue/3Ha4yeHue .
KomaHda / Aelicmeue

no ymosn4aHuro

show spanning-tree
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32).

lMokKasbiBaeT coctoaHMe NpoTokoaa STP.

show spanning-tree detail
[active | blockedports]

MoKasbiBaeT NoApo6HY MHPOPMALMIO O HACTPOMKaX MPOTOKOAA
STP, MHPOPMaLMIO 06 aKTUBHbIX MAN 3a6NOKMPOBAHHbIX MOPTaX.

clear spanning-tree
detected-protocols [interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32).

MepesanyckaeT npouecc mmrpaumm NpoToKkoaa. 3aHOBO NPOMUCXO-
OUT nepecyét aepesa STP.

KomaHOwbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 103 — KomaHabl pexknma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

show spanning-tree bpdu
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32).

MoKa3sblBaeT pexkum 06paboTkun naketos BPDU Ha MHTepdeiicax.
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5.15.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUrypaumm:

console (confiqg) #

Tabnnua 104 — KomaHabl pexkmma rnobanbHol KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

spanning-tree

PaspelwaeT ncnonb3oBaHUE KOMMYTAaTOPOM NpoTokona STP.

- -/pa3spelueHo

no spanning-tree 3anpelaeT NCNonb30BaHNWE KOMMYTaTOPOM NpoToKosa STP.

spanning-tree mode {stp | YcTaHaBAMBaET pexkMm paboTbl npoTokona STP.

rstp | mstp} -/RSTP

no spanning-tree mode YcTaHaBAMBAET 3HAYEHUE MO YMOYAHUIO.

spanning-tree pathcost YcTaHaBAMBAET MeToA, ONpeaeeHUs LEHHOCTU NyTuH.

method {long | short} - long — 3HauyeHMe ueHHOCTM B gManasoHe 1..200000000;
-/long - short — 3HaueHwue LeHHOCTM B AnanasoHe 1..65535.

no spanning-tree pathcost
method

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YcTaHaBAMBAeT NPUOPUTET A/ [AHHOTO KOMMyTaTopa nepej,
0CTa/IbHbIMM, UCMONb3YHOLWMMM 0BWMi sKk3emnaap MSTP.

- instance_id — aksemnaap MST;

- priority — npuopuTeT KOMMYyTaTOpa.

V 3HaueHuMe NnpuopuTeTa A0MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (1..40)/20

YcTaHaBAMBaeT MakCMMaslbHOe KONMYECTBO TPAH3UTHbIX Y4aCTKOB
ANna naketa BPDU, Heobxogumbix ana popmmnpoBaHua aepesa u
yaepKaHua MHGopMaLLMm o ero CTpoeHun. Ecm nakeT yxxe npowen
MaKCMManbHOE KOJIMYECTBO TPAH3UTHbIX Y4aCTKOB, TO Ha C/eayto-
LLlem yyacTke OH oTbpacbiBaeTcs.

- hop_count — MmakCMManbHOE KONMYECTBO TPAH3UTHbIX Y4aCTKOB
AnAa naketa BPDU.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

spanning-tree mst
configuration

Bxog, B pexxum KoHburypaumm npotokona MSTP.

KomaHObI pexcuma KoHgu2ypayuu npomokoada MSTP

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexknume KoHuUrypaumm npotokona MSTP:

console# configure

console
console

(config) # spanning-tree mst configuration
(config-mst) #

Tabnnuya 105 — KomaHab! perkuma KoHourypaumm npotokona MSTP

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan
vlan_range

instance_id:(1..63);
vlan_range: (1..4094)

Co3gaeT COOTBETCTBME MeXAy dK3eMnaapom npotokona MSTP u
rpynnamu VLAN.

- instance-id — naeHTUPUKATOP 3K3emnasipa npoTokona MSTP;

- vlan-range — Homep rpynnbl VLAN.

Ypanaet cOOTBETCTBME MeXKAY 3K3emnaapom npotokona MSTP u
rpynnamm VLAN.

name string

string: (1..32) cumBona

3agaeT ums KoHourypaumm MST.
- string — uma KoHdurypauumn MST.
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no name Yaanset uma KoHdpurypauym MST.

3apaet Homep peBu3un KoHoUrypauum MST.
- value — Homep pesu3nmn KoHoUrypaumm MST.

revision value
value: (0..65535)/0

no revision YcTaHaBAMBaEeT 3HayeHue No ymondauuio (value).

Moka3sblBaeT TeKyLLyto (current) 1Mbo oxugatowwyto (pending) KoH-
odurypauuio MST.

show {current | pending}

exit Bbixoa, 3 pexmma KoHdurypauum npotokona MSTP c coxpaHe-
HUEM KOHOUTYypaLuu.
abort Bbixog, U3 perxuma KoHduUrypauum npotokona MSTP 6e3 coxpaHe-

HUA KOHOUIypaumm.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepdgelica epynnsl Mopmos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console (config-if)#

Tabanua 106 — KomaHabl pexxnma KoHpurypaumm nHtepoeiica Ethernet, rpynnel nopros

KomaHda

3HayeHue/3HayeHue
Mo yMmoM4YaHuo

Aelicmeue

spanning-tree guard root

no spanning-tree guard root

-/3almTa BbIK/IOYEHa

BKntoyaeT 3almTy «KOPHA» ANA BCeX CBA3YOWMX Aepesbes STP BbI-
6paHHoOro noprta. [aHHaa 3awmMTa 3anpewaer uHTepdency 6biTb
KOPHEBbIM NOPTOM KOMMYyTaTopa.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHaBAMBaeT NpuoputeT nHTepdeiica B aksemnaape MSTP.
- instance-id — naeHTUPUKATOP 3K3emnaspa npoTokona MSTP;
- priority — npuopuTeT nHTepdeiica.

V 3HaueHMe NpUopuUTETa A,OMKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YcTaHaBAMBaET LLEHHOCTb MyTW Yepes BblbpaHHbIN MHTepdenc ana
onpeaeneHHOro sk3emnaspa npotokona MSTP.

- instance-id — naeHTUdUKATOP 3K3emnaapa npoTokona MSTP;

- cost — LeHHOCTb NyTw.

YcTaHaBAMBaeT 3HaYeHUe, onpeaensiemoe Ha OCHOBaHWUM CKOPOCTU
nopTa U MeToZa onpeaeneHns LEHHOCTU NyTw.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT NpuopuTeT MHTepdeiica B KOPHEBOM CBA3YIOLLEM
pepese MSTP.
/1 3HaueHne npuopuTeTa AOMKHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHne no YMONYaHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢dnarom TCN paspe-
lweH

3anpeutaet npuem BPDU c dnarom TCN.

Paspewaet npvem BPDU c ¢narom TCN.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#
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Tabnnua 107 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
0 yMOMYaHUIo

Aelicmeue

show spanning-tree
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]
[instance instance_id]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
instance_id: (1..63)

MokasbiBaeT KoHbUrypauuio npoTokona STP.
- instance_id — naeHTUdUKATOP 3K3emnaspa npoTtokona MSTP.

show spanning-tree detail
[active | blockedports]
[instance instance_id]

instance_id: (1..63)

Moka3sbiBaeT NoApobHy0 MHPOPMALMIO O HACTPOMKe NPOTOKOAA
STP, HPopMaumio 06 aKTUBHbIX MM 3a6/10KMPOBAHHBIX NOPTaX.

- active — npocmoTp MHPOpMaL MM 06 aKTUBHbIX NOpPTax;

- blockedports — npocmoTp MHGopMauum 0 3a6N1OKMPOBAHHbIX NOP-
Tax;

- instance_id — naeHTUdUKATOP 3K3emnaspa npoTtokona MSTP.

show spanning-tree
mst-configuration

MokasbiBaeT MHOPMaLMIO O CKOHOUTYPUPOBAHHbBIX IK3EMNAAPAX
MSTP.

clear spanning-tree
detected-protocols interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32).

MNepesanyckaeT npouecc MUrpaLyumn NPOToKoaa. 3aHOBO MPOUCXO-
OMUT NPOCYET aepesa STP.

[pumepbl 8b1M0AHEHUS KOMAHO

= BKAuMTb NogaepKKy npoTtokona STP, yCTaHOBUTb 3HaYeHWe NpuopuTeTa CBA3YIOLWEro gepesa
RSTP — 12288, nntepsan forward-time — 20 cekyHA, MHTEPBaN BPEMEHU MeXKAY Nepeagadyamm LWn-
poKoBelaTenbHbIX coobueHnin «Hello» — 5 ceKyHa, Bpema KU3HU cBA3ylolero gepesa — 38 ce-
KyHZ,. MoKa3aTb KOHUrypaumto npotokona STP:

console (config
console (config
console (config
console (config
console (config
console (config

) #
) #
) #
) #
) #
) #

spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree

mode rstp
priority 12288
forward-time 20
hello-time 5
max-age 38

console (config) # exit
console# show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: short
Loopback guard: Disabled

Root ID Priority 32768
Address a8:f9:4b:7b:e0:40
This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago

Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces

Name State Prio.Nbr Cost Sts Role PortFast Type
tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -

Pol enabled 128.1000 4 Dsbl Dsbl No -
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5.15.5.3 Hacmpoliika npomokonos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa 13 pasHoBMAHOCTEN NPOTOKoAa Spanning
Tree, pacwupamowan ¢yHKUMOHaNAbHOCTb STP ana ncnonb3osBaHuAa B otaenbHbix VLAN. MpumeHeHne
[AHHOro NPOTOKO/1a No3BosieT B Kaxkaom VLAN co3aaTb OTAesbHbIN 3k3emnaap STP. PVSTP+ coBmectum

c STP.

Rapid (6bicTpbiit) PVSTP+ (RPVSTP+) aBnaeTca ycoBepLueHCTBOBaHMEM NpoTokoaa PVSTP+, xapakTe-
pu3yeTca MeHbWWM BPEMEHEM NPUBEAEHNA CETU K APEBOBUAHOM TONOMOMMN U UMeeT 6onee BbICOKYHO
YCTOMYNBOCTb.

.‘

.‘

.‘

.‘

Bcero nogaeprkaHo 65 PVST/RPVST-uHcraHca. Mpu aTom Hynesoit ncnonbsyetca gna scex
VLAN, B KOTOpbIX OTKAtoueH PVST/RPVST. Kaxxgomy VLAN c ekatoueHHbim PVST/RPVST co-
oreeTcTByeT oanH PVST/RPVST uHcTaHC.

MopTbl, Ha KOTOPbIX aKTUBHbI 65 1 6onee VLAN, npu nepexoge B pexxum PVST/RPVST Bpe-
MeHHO 610KMpYIoTCA, No3TOMY nepeg BKaloueHnem PVST/RPVST Heob6xoaumo pacuuTtaTb
Konu4yectso ucnonbsyembix VLAN Ha KonbLeBbIX nopTax Kommytatopa. Ecam gaHHoe 3Ha-
YyeHue npesbiwaeTr 64, TO NepBOHaYaNbHO HYXKHO OTKAOUMTb PVST/RPVST B U36bITOUHBIX
VLAN/RPVST KomaHgoi4 "no spanning-tree vlan <VLAN ID>".

Mpu BKkAoueHHOM pexkume PVST/RPVST kommyTatopbl MES obpabatbisatot PVST bpdu Bo
Bcex VLAN. MNMoatomy B cnyyasax, Korga B KOJbLe UCNOJIb3YHOTCA KOMMYTaATOpPbl C KOanye-
cteom PVST/RPVST VLAN, npesblwaiowem 64, cnegayet pacluimputb AMmUTbl 06paboTku
PVST bpdu-tpaduka Ha CPU. [ina atoro ucnonb3yerca KomaHaa "service cpu-rate-limits
other-bpdu 1024".

Ecnm B npouece aKcnayaTaumm noHagoburca ybpatb VLAN us PVST/RPVST-uHcTaHCOB U a0-
6aBUTb HOBble, HYYXHO NPOU3BECTU C/leayoL e A4eUCTBUA:

1) OTKNIOUUTDL BCE NOPTbI, HA KOTOPbIX HacTpoeHbl VLAN, yuyacrsytowme B PVST/RPVST (Ko-
maHga «shutdown» B pexkxume KoHoUrypuposaHua nHrepdeiica);

2) OTKnounTb STP B He HyXHbix VLAN-ax (KomaHaa «no spanning-tree vlan vian_list» B rno-
6anbHOM peXkume KOHPUrypupoBaHua);

3) Bkaountb STP B HOBbIX VLAN-ax (komaHga «spanning-tree vlan vian_list» B rno6anbHom
pexXnume KoHPUrypupoBaHms);

4) Bknwountb Bce nopTbl (KomaHga «no shutdown» B pexxume KOHPUrypupoBaHUA UHTep-
deiica).

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #

Tabnnua 108 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

3Ha4yeHue/3HayeHue ”
KomaHda / Aeilicmeue
Mo ymon4aHuio
spanning-tree vlan vian_list vlan_list: (1..4094)/ no BkntounTb paboTy npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX

YMOJ/IMaHUIO BCe UHCTaHCbl | VLAN.

no spanning-tree vlan
vlan_list

BKOYEHbI

OTKAtoyaeT paboty npotokona PVSTP+, RPVSTP+ B yKasaHHbIX
VLAN.

spanning-tree vlan vian_list
forward-time seconds

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YcTaHaBAWBaeT MHTePBaN BPEMEHW, 3aTpaymMBaemblit Ha NPOCy-
LUMBaAHWE U U3yYEeHWNEe COCTOAHUI Nepes, NepekNtoYeHnem B Co-
CTOofIHMe nepefaymn AnA ykasaHHbix VLAN.
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no spanning-tree vlan
vlan_list forward-time

/ Talimepbl JOMKHbI COOTBETCTBOBaTb cnepy-

owei popmyne:
2 * (Forward-Time - 1) 2 Max-Age 2 2 * (Hello-
Time + 1).

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YcTaHaBAMBaAET UHTEPBAN BPEMEHW MEXAY nepefavamu LMpPo-
KoBelaTeslbHbIX coobuweHunit «Hello» K B3anmogencTeyoWwmm
KOMMYTaTOpam AN1A yKa3aHHbIX VLAN.

YcTaHaBAWBaeT 3HaYeHne No YMONYAHUIO.

spanning-tree vlan vian_list
max-age seconds

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHaBAMBaeT Bpemsa XK13HW cBasytowero gepesa STP ana yka-
3aHHbIX VLAN.

no spanning-tree vlan
vlan_list max-age

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

spanning-tree vlan vian_list
priority priority_value

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HacTtpansaeT npunoputet ceasytouLero gepesa STP.
/ 3HaueHue BbibMpaeTca M3 AnanasoHa C wWa-

rom 4096.

no spanning-tree vlan
vlan_list priority

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

BunAa 3anpoca KOMaHAHOM CTPOKM pexmnma KoHburypaumm nHtepdeica:

console (config-if) #

Tabnmua 109 — KomaHabl pexkmma KoHpurypaumm nHtepodeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

spanning-tree vlan
vlan_list cost cost

vlan_list: (1..4094);

no spanning-tree vlan
vlan_list cost

cost: (1..200000000)

YcTaHaBAMBaEeT LEHHOCTb NYTU Yyepe3 AaHHbI MHTepdenc ana
yKa3aHHbIX VLAN.
- cost — LeHHOCTb MyTw.

YcTaHaBAMBaeT 3HAYeHUe, onpeaenaemoe Ha OCHOBaHUM CKOPO-
CTVM NopTa U MeToAa onpeaeneHna LEeHHOCTU NyTU ANA yKa3aH-
Hbix VLAN.

spanning-tree vlan

ority_value

vlan_list port-priority pri-

vlan_list: (1..4094);
priority_value:

no spanning-tree vlan
vlan_list port-priority

(0..240)/128

YcTaHaBAMBAET NpUOPUTET MHTEPdECca B KOPHEBOM CBA3YIOLEM
pepese STP.
V 3HaueHue BblbMpaeTca M3 AManasoHa C wa-
rom 16.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

spanning-tree vlan
vlan_list restricted-tcn

-/npuem BPDU c ¢pnarom

no spanning-tree vlan
vlan_list restricted-tcn

TCN paspeLlen;
vlan_list: (1..4094)

3anpewaet npuem BPDU c dnarom TCN gns ykasaHHbIX VLAN.

Paspewaet npmuem BPDU ¢ ¢pnarom TCN ana yKasaHHbIx VLAN.
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5.15.6 Hacmpoiika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHasHaveH Ans NoBbIWEHUA YCTONYUBOCTH
M HAZEKHOCTU CeTU Nepeaadn AaHHbIX, UMeloLWer KO/bLEeBYO TOMOOMIO, 33 CYET CHUMKEHUSA BPEMEHMU
BOCCTQHOB/IEHMA CeTM B C/aydyae aBapun. Bpems BoccTaHOBAEHWs He npeBblwaeT 1 CceKyHAbl, 4TO
CYLLECTBEHHO MeHbLLEe BPEMEHW NepPecTPoOMNKM CETU NPU UCMOJ1b30BaHNKM NMPOTOKO/I0B CEMENCTBA Spanning
tree.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHoM KOHOUrypaumm:
console (config) #

Tabnunua 110 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

erps

no erps

-/BbIK/IOYEHO

PaspewaeTt paboty npotokona ERPS.

3anpewaet paboty npotokona ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3pgaHue ERPS-Kosbua ¢ naeHtueumrkatopom R-APS VLAN, no
KoTopoW byaeT nepenaBaTbca cay:kebHana nHGopmauma v ne-
pexog, B pexxum KoHdurypaLmmn Konbla.

- vlan_id — Homep R-APS VLAN.

Ypaanenune ERPS-konbua ¢ naeHtuoukatopom vian_id.

KomaHObI pexcuma KOHu2ypayuu Koasua

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXXUME KOHPUIypaLmm KoabLa:

console (config-erps) #

Tabnuua 111 — KomaHabl pexknma koHourypaummn ERPS-konbua

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

protected vlan add
vlan_list

vlan_list:(2..4094, all)

[obasnaet ananasoH VLAN B cnncok 3awmiLeHHbIx VLAN.

- vlan_list — cnucok VLAN. inana3oH VLAN moHO 3a4aTb ne-
peyncneHnem yepes 3anATyr0 UM YKa3aTb HavyasbHOE U KO-
HeyHoe 3Ha4YeHus guanasoHa yepes geduc "-".

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanaet ananasoH VLAN u3 cnucka 3awmueHHbix VLAN.
- vlan_list — cnucok VLAN ansa yaanexums.

port {west | east}{
tengigabitethernet te_port
| hundredgigabitethernet
hu_port | port-channel

te_port: (1..8/0/1..24);
hu_port: (1/0/1..6);

Bbibop west (east)-nopTa KOmmyTaTOpa, BKIOYEHHOTO B
KONbLLO.

group} group: (1..32)
no port {west | east} YaoaneHune west (east)-nopTa KommyTaTopa, BKAOYEHHOrO B
KOJ/IbLLO.
rpl {west | east} {owner | Bbi6bop RPL-nopTa KOMMyTaTOpa v €ro ponu.
neighbor} - west — RPL-nopTom byaeT HazHayeH west-nopr;
- east — RPL-nopTom 6yaeTt HazHayeH west-noprt;
-/no rpl - owner — KOMmyTaTop byaer ABnsTbcA Bnagenouem RPL-
nopTa;
- neighbor — KommyTaTop ByZeT ABNATLCA COCEA0M BNaLeNb-
ua RPL-noprTa.
no rpl YpaneHune RPL-nopTa KommyTaTopa.
level level HacTpoiika ypoBHsi coobuweHuin R-APS. Heobxogumo ans
) NPOXoXKAeHUA coobleHnin yepes CFM MEP.
level: (0..7)/1 - level — ypoBeHb coobueHunii R-APS.
no level YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
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ring enable

no ring enable

-/BbIK/IIOYEHO

Bk/toueHne QyHKUMOHNPOBAHUA KO/bLA.

BbikntoueHne GYHKUMOHNPOBAHUA KOAbLA.

version version

no version

version: (1..2)/2

BbI6Op pexxrma COBMECTUMOCTM C APYrMMM BEPCUAMM NPOTO-
kona G.8032.
- version — BepcuaA npoTtokona G.8032.

YCTaHOBKa 3HAY€HUA NO YMOIYAHUIO.

revertive

no revertive

-/revertive

Bbibop perkrma paboTbl KObLa.

YCTaHOBKA 3HAY€HWUA NO YMOJIYAHUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKasaHuWe nofKosbLa ANA AAaHHOTO KoAbla.
- vlan_id —Homep VLAN.

YpaneHne noakonbLa.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BK/OYMTL OTNPABKY CMTrHaNa o4ncTk MAC-Tabamubl B OCHOB-
HOE KO/bLLO NPV NepecTpoeHnn NoAKObLA.

OTKNOYNUTL OTNPABKY CUrHana o4ymcTkn MAC-Tabauubl B oc-
HOBHOE KOJ1bLLO NpU NepecTpoeHMm NoAKObLA.

timer guard value

no timer guard

value:(10..2000) mc,
KpaTHoe 10/500 mc

YcTaHoBKa Talimepa, 610Kkupytowero yctapeswue R-APS co-
obuieHus.

YCTaHOBKA 3HAY€HUA NO YMOIYAHUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTHoe 100 c TOYHOCTbIO
5 mc/0 mc

YcTaHOBKa TaliMepa 3afepKKu peakunm KommyTtaTopa Ha us-
MeHeHMe B COCTOAHMU. BMmecTo peakLmmn Ha cobbiThe BKAOYa-
eTcA Taimep, NO UCTEYEHMU KOTOPOro KOMMYTATop MHGOp-
MWPYeT O CBOeM COCTOAHMU. lpegHasHaveH AnA ymeHblue-
HMA dayaa nakeTos Npu daannuHre NOpToB.

YCTaHOBKA 3HAY€HUA NO YMOIYAHUIO.

timer wtr value

no timer wtr

value:(1..12) MUH/5 MuH

YcTaHOBKa Talimepa, KoTopblid 3anyckaetcs Ha RPL Owner
KOMMyTaTope B revertive-pexume. Wcnonbsyetrca ana
npeaoTBPALLEHNA YaCTbIX 3aLUMTHBIX MepeKatoYeHu K3-3a
CUTHa/I0B O HEUCNPABHOCTAX.

YCTaHOBKA 3HAY€HUA NO YMOIYAHUIO.

switch forced {west | east}

dopcupyeT 3anycK 3alMUTHOTO NEPEKYeHMs Kosblua, npu

-/no 3TOM B10KMpPYeTCA yKa3aHHbIV NopT.
no switch forced OTmeHa GOopPCUMpPOBAHMNA NEPEKIIOYEHMA KOJbLLA.
switch manual {west | PyyHoe 6/10KMpoBaHMe yKasaHHOro west (east)-nopTa u pas-
east} -/no 610KMpoBaHue east (west).
no switch manual OTMeHa py4yHON 61O0KMPOBKU.
abort OTKaTUTb U3MEHEHUSA, BHECEHHbIE C MOMEHTA BXOAa B PEXKUM

KOHUrypaLmm KosbLa.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxnma EXEC:
console#

Tabnnuya 112 — KomaHzabl pexkmma EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
0 yMon4YaHuro

KomaHoa

show erps [vlan vian_id] 3anpoc nHdopmaumm 06 obem coctoaHumn ERPS nam cocto-

vlan_id: (1..4094)
AHUM YKA3aHHOTO KO/bLA.

5.15.7 Hacmpoiika npomokona LLDP

OcHoBHOW ¢yHKuMen npotoKona Link Layer Discovery Protocol (LLDP) aBnseTca obmeH mexay
CeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepucTukax. MHbopmaums, cobpaHHas nocpeacTsom
npoTtokona LLDP, HaKaniMBaeTca B YCTPOMCTBAX M MOMKET ObITb 3anpoLUeHa ynpaBaaiowmMm KOMMIbIOTEPOM
no npotokosy SNMP. TakMum 06pa3som, Ha OCHOBaHUM COBPaHHON WMHOOPMAUUM, HA YMPABAAIOLLEM
KOMMblOTEPE MOXKET BbITb CMOAENNPOBAHA TONOJIOTUS CETU.

KommyTaTopbl NOAAEpKMBAOT nepedadvy Kak CTaHAAPTHbIX MapamMeTpoB, Tak W OMUMOHA/MbHbIX,
TaKMX Kak:
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nma yCTpOf/‘ICTBa n ero onncaHue;

MMA NopTa M ero onucaHue;
nHdopmauma o MAC/PHY;

- uT.A.

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoM KOHPUrypaLmm:

console (confiqg) #

Tabanua 113 — KomaHzabl pexkmma rnobanbHoi KoHurypaumm

3HayeHue/3Ha4yeHue »
KomaHoa / Aelicmeue
no ymoa4aHuro
lidp run /paspeleHo PaspelwaeT KommyTaTopy UCNoab30BaHMe NpoTokona LLDP.
no lidp run pasp 3anpeuaetT KOMMYTaToOpy MCNO/Ib30BaHWe NpoTokona LLDP.

lidp timer seconds

no lidp timer

seconds: (5..32768)/30
ceK

OnpepenseT, KaKk 4acTo YCTPOMCTBO ByAeT oTNpaBaATb 0bHOBNEHME
nHpopmauum LLDP.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lidp hold-Multiplier number

no lidp hold-Multiplier

number: (2..10)/4

3a4aeT BENNUMHY BPEMEHU AN NPUHMMAIOLWEro YCTPOMCTBA, B Te-
YyeHne KOTOPOro HYXHO yAeprKuBaTb NpUHMMaemble naketbl LLDP
nepeg, nx copocom.

[aHHaa BenMunHa nepefaeTca Ha NPUHMMAEMy0 CTOPOHY B LLDP
update nakeTax (nakeTax o6HOBNAEHWA), ABNAETCA KPATHOCTbIO AN
Tanmepa LLDP (lldp timer). Takum obpaszom, Bpems *Ku3Hu LLDP na-
KeToB paccumTbiBaeTtca no ¢opmyne TTL = min (65535, LLDP-Timer
* LLDP-HoldMultiplier).

YcTaHaBAMBaeT 3HAYeHue no YMO4YaHUIO.

lldp reinit seconds

no lldp reinit

seconds: (1..10)/2 cek

MuHUManbHoe Bpems, KoTopoe LLDP-nopT byaet oxuapaTb nepeg,
NoBTOPHOM MHULManu3aumei LLDP.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

lidp tx-delay seconds

no lldp tx-delay

seconds: (1..8192)/2
ceK

YcTaHaBAMBaET 3a4ep)KKy MeXay nocneaywmmu nepegadyamm
naketos LLDP, MHMLMMPOBAHHbIMU U3MEHEHUAMM 3HAYEHUN WU
CTaTyca B /IOKaNbHbIX 6a3ax AaHHbIx MIB LLDP.
V PeKkomeHayeTca, uTobbl gaHHaA 3agepkKa bbina
MeHbLue, yem 3HaueHue 0.25* LLDP-Timer.

YcTaHaBAMBaEeT 3HAYeHUe no YMO4YaHUIO.

lidp lidpdu {filtering | flooding}

no lidp lidpdu

-/filtering

OnpepenseT pexxum o6paboTku naketos LLDP, korga npoTokon
LLDP BbIKNtOYEH HA KOMMYTATOpPE:

- filtering — yka3biBaeT, yto LLDP-nakeTbl puabTpytoTCs, ecnm npo-
TOKoA LLDP BbIK/IOYEH Ha KOMMYTaTOpPE;

- flooding — yka3biBaeT, uto LLDP-nakeTbl NepepatoTca, eciv npoTo-
Ko LLDP BbIKAtOYEH Ha KOMMYyTaTOpe.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

lidp med fast-start
repeat-count number

no lidp med fast-start
repeat-count

number: (1..10)/3

YcTaHasauBaeT yncno nostopeHuin PDU LLDP gna 6bicTporo 3a-
nycKka, onpegensemoro nocpeacrsom LLDP-MED.

YcTaHaBAMBaeT 3Ha4YeHne no YMON4YaHUIO.

lidp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged |
untagged}] [up priority] [dscp
value]

no lidp med network-policy
number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

OnpegenseT npaBuio Ass napameTpa network-policy (ceTesas no-
JINTUKA YCTPOMCTBA). [aHHbI NapameTp ABAAETCA ONUMOHAbHbIM
ANna pacwupeHua npotokona LLDP MED.

- number — NnopagKoBbI HoMmep npasuna network policy;

- application — rnaBHaa GyHKUMA, onpeseneHHas ANA aHHOro npa-
Buna network policy.

-vlan_id — ngeHtndukatop VLAN ans gaHHoOro npasuna;
-tagged/untagged — onpegenser TerupoBaHHON UM HETEMMPOBAH-
Hol 6ygeT VLAN, ncnonb3yemas AaHHbIM NPaBUIOM.

- priority — NnpyoOpUTET AaHHOTO NpaBWaa (MCNonb3yeTcA Ha BTOPOM
yposHe mogenwu OSl);

- value — 3HayeHne DSCP, ucnonbayemoe faHHbIM NPaBUIOM.

Ypansaet cosgaHHoe npasuio Ansa napametpa network-policy.
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lidp notifications interval
seconds

seconds: (5..3600)/5
cek

YcTaHaBAMBaeT MaKCMMa/bHYO CKOPOCTb Nepeaayn yBeAoMNeHni
LLDP.

- seconds — nep1og, BpeMeHu, B Te4eHne KOTOPOro YCTPOMCTBO MO-
YKET OTNPaBuTb He 6oee 0AHOro yBeA0M/IEHMA.

no lldp notifications interval

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

Bua 3anpoca KoOMaHAHOM CTPOKM B pexume KoHPuUrypaumum nHtepdericos Ethernet:

console (config-if)#

Tabnunua 114 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

lidp transmit

no lldp transmit

lidp receive

no lidp receive

Mo ymonyaHuio paspeLleHo
MCNoNb3oBaHMe B 060MX
HanpaBaeHUsX.

Pa3spewaeTt nepegayy naketos no npotokony LLDP Ha uHTep-
deiice.

3anpewaeT nepegavy nNaketos No MNpoTokoay LLDP Ha uHTep-
deiice.

PaspewaeT nprem naketos no npotokony LLDP Ha nHTepdeiice.

3anpewaeT npyem nNakeTos No npotokoy LLDP Ha nHtepdeiice.

lidp optional-tlv tiv_list

no lldp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/lMo
YMOYaHMIO
onumoHanbHoble TLV He
BK/IIOYEHbI B MaKeT.

OnpepensieT, Kakve onuuoHanbHble TLV-nons (Type, Length,
Value) 6yayT BKAOYEHbI YCTPOWCTBOM B nepepasaemblit LLDP-
naker.

B KOMaHAY MOXKHO BK/IOYUTb OT OAHOTO A0 NATU ONUMOHA/bHbIX

TLV.
V TLV 802.3-power-via-mdi f0CTynHA TONAbKO Ha YCTPOW-
CTBax ¢ noaaeprkoii PoE.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

lidp optional-tlv 802.1 {pvid
[enable | disable] | ppvid
{add | remove} ppv_id |
vlan-name {add | remove}
vlan_id}

lidp optional-tlv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymonyaHuio
onumoHanbHble TLV He
BK/IHOYEHbI.

OnpeaensneT, Kakue onuuoHanbHble TLV-nona 6yayT BKAOYEHbI
YCTPOMCTBOM B nepesasaemblii LLDP-nakeT:

- pvid — PVID uHTepdelica;

- ppvid — no6asutb/yaanuTb PPVID;

- vlan-name — no6aButb/yaannts Homep VLAN;

- protocol — 4o6aBuTb/yAannTb onpeaesieHHbIA MPOTOKO.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

lldp management-address
{ip_address | none |
automatic [
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel
group | vlan vian_id]}

no lldp management-address

dopmar ip-address:
A.B.C.D;
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094).
Mo ymonyaHuio
ynpasnsaoLwmii agpec
onpegenserca
aBTOMATUYECKM.

OnpepenseTt ynpasasaowmii agpec, oO6bsABNEHHbIM Ha UHTep-

deiice.

- ip_address — 3apaeTca ctatudeckuit IP-agpec;

- none — yKasbIBaeT, YTO agpec He 06bABAEH;

- automatic — yka3bIBaeT, YTO cMCTEMA aBTOMATUYECKU BblOMpaeT

ynpaBastolwmi agpec u3 scex IP-agpecos kKommyTaTopa;

- automatic — yKka3bIBaeT, YTO CMCTEMA aBTOMATUYECKU BblbMpaeT

ynpaBAsoWmii agpec, U3 CKOHOUTYPUPOBAHHbIX a4PECOB 3aaH-

HOro uHTepodelica.

Ecnu nHtepdeiic ethernet nnum nHtepdeic rpynnsl NOPTOB Npu-

HagnexaT VLAN, To gaHHbil agpec VLAN He ByaeT BKAOYEH B

CMMCOK BO3MOXHbIX YNPaBAAIOLLMX afpecos.

V B cnyuyae HanMumna HeckonbKux IP-aapecos cuctema Bbi-
6upaet HauanbHbIii IP-apgpec U3 AManasoHa AMHaMu4e-

ckux IP-apgpecos. Ecnm guHamuyeckue agpeca OTCyTCTBYIOT, TO

cuctema BblbupaeT HauvanbHbl IP-agpec M3 AManasoHa BO3-

MOXHbIX cTaTUyeckux IP-agpecos.

Ypanset ynpasnsatowmii IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

Mo ymonyaHuio oTnpaBka
yBegomieHuii LLDP
3anpetLeHa.

Paspellaet/3anpeLaeTt oTnpaBKy ysegomneHuii LLDP Ha nHTep-
deiice.

- enable — paspewaer;

- disable — 3anpewyaer.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.
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lldp med enable [t/v_list]

tvl_list: (network-policy,

PaspewaeT ncnosnb3oBaHWe paclimpeHua npotokona LLDP MED.

location, B KOMaHAY MOXHO BK/IOYUTb OT O4HOMO 40 TPEX CreLManbHbIX
inventory)/3anpelyeHo TLV.
MCNO/Ib30BaHWe
paclmpeHna NpoToKoa
LLDP MED.
lidp med network-policy HasHauaet npasuno network-policy gaHHOMYy nHTepdeiicy.
{add | remove} number - add — Ha3HavaeT NpaBuno;
number: (1-32) - remove — yaanseT npasuio;

no lldp med network-policy

- number — Homep npaswuna.

Ypanset npasuao network-policy ¢ faHHoro nHTepdeiica.

lldp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-elin

coordinate: 16 6aiiT;
civic_address_data: (6..160)

3apaeT MecTonooXKeHue yCTponcTBa Ans npoTokona LLDP (3Ha-
YyeHune napameTtpa location npotokona LLDP MED).

- coordinate — appec B cucteme KOOpAMHaT;

- civic_address_data — agMUHUCTPATUBHbIN agpec yCTPOICTBa;

ecs_elin_data} 6auT; - ecs-elin_data — appec B dpopmate, onpegeneHHom ANSI/TIA
ecs_elin_data: (10..25) 1057.

no lidp med location 6aur. Ypanaet HaCTPOMKM NapameTpa MecTonosoxeHua location.

{coordinate | civic-address |

ecs-elin}

lldp med notification Paspellaet/3anpelyaet oTnpaBKy ysegomaeHuin LLDP MED o6

topology-change {enable | WN3MEHEHWUW TOMONOTUN.

disable} /3anpetLieno - enable — paspelwaet oTNpaBKy yBEAOMNEHWA;

no lldp med notifications
topology-change

- disable — 3anpeluaeT oTNpaBKy yBeAOMAEHUN.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

%

nopT rpynnbl.

Maketbl LLDP, npuHATble Yepes rpynny NOPTOB, 3aNOMMHAIOTCA UHAMBUAYAJIbHO NMOPTaMU
rpynnbl, NPUHABWMMM coobieHuA. LLDP oTnpaBaseT pasanuHble cooblieHUa Ha KaxKablii

Pabota npoToKona LLDP He 3aBUCUT OT cOCTOAHUA NpoToKona STP Ha nopTy, naketbl LLDP oT-
NpPaBAAOTCA U NPUHUMALIOTCA HA 3a610KMpPOBaHHbIX NPOTOKONOM STP-nopTax.

Ecnm nopt KoHTponupyetca no 802.1X, To LLDP paboTtaeT c NnopTom TONbLKO B c/yyae, eciu OH

dBTOpPU30BaH.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 115 — KomaHab! perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

clear lidp table
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob]

te_port: (1..8/0/1..
hu_port: (1/0/1..

32);
6)

OunwaeT TabamuLy agpecos 06HAPYKEHHbIX COCeAHUX YCTPONCTB U
HauYMHaeT HOBbIM LMK 06MmeHa nakeTamu no npotokoay LLDP MED.

show lldp configuration
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob | detailed]

te_port: (1..8/0/1..
hu_port: (1/0/1..

32);
6)

MNokasbieaeT LLDP-koHdUrypauumn scex dpusmyeckmx uHtepdeiicos
yCTponcTBa IMbo 3agaHHbIX MHTEpdENCoB.

show lldp med configuration
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob | detailed]

te_port: (1..8/0/1..
hu_port: (1/0/1..

32);
6)

Moka3sblBaeT KOHOUIypauun pacwmpeHna npotokona LLDP — MED
ANnA Bcex pusnyeckunx nHtepdeincos mMbo 3afaHHbIX UHTEPPeicoB.

show lidp local {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob}

te_port: (1..8/0/1..
hu_port: (1/0/1..

32);
6)

MNokasbiBaeT LLDP-uHbOpMaLMio, KOTOPYO aHOHCUPYET AaHHbIN
nopr.

show lldp local
tlvs-overloading
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob]

te_port: (1..8/0/1..
hu_port: (1/0/1..

32);
6)

lMokKasbiBaeT cTaTyc nepesarpy3ku TLVs LLDP.

show lidp neighbors
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob]

te_port: (1..8/0/1..
hu_port: (1/0/1..

32);
6)

MoKkasbiBaeT MHPOPMALMIO O COCeAHMUX YCTPOMCTBAX, HA KOTOPbIX
paboTaeT npoTokon LLDP.

show lldp statistics
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob | detailed]

te_port: (1..8/0/1..
hu_port: (1/0/1..

32);

lNoKasbiBaeT cTaTUCTUKY LLDP.

[pumepbl 8b1M0MHEHUS KOMAHO

=  YcTaHoBWUTL AnA noprta tel/0/10 cneayowme tlv-nons: port-description, system-name, system-de-
scription. lna gaHHoro nHtepdeica gobasuTb ynpasasaowmin agpec 10.10.10.70.

console (config) # configure

console (config-if)# 1lldp optional-tlv port-desc sys-name sys-desc

(

console (config) # interface tengigabitethernet 1/0/10
(
(

console (config-if)# 1lldp management-address 10.10.10.70

®* [locmoTpeTb KoHurypaumio LLDP:

console# show 1lldp configuration

LLDP state:
Timer:
Hold Multiplier:
Reinit delay:
Tx delay:

Chassis 1ID:
Port

Enabled
30 Seconds

4 Seconds
2 Seconds
Notifications Interval:
LLDP packets handling: Filtering
mac-address
State

5 Seconds

Optional TLVs

Address Notifications
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tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled
Tabnnuya 116 — OnucaHune pesynbTaToB
Mone OnucaHue
Timer OnpeaenseT, Kak 4acTo ycTpolicTBo wneT LLDP-o6HOBAEHMA.
OnpegenseT BennumHy Bpemenun (TTL, Time-To-Live) gns npuHMmatoLwero ycTpoicTea, B
Hold Multiplier TeyeHMe KOTOPOTo HYXKHO yAep»KMBaTb NPUHMUMaeMble nakeTbl LLDP nepeg nx cbpocom:
TTL = Timer * Hold Multiplier.
Reinit dela OnpeaenseT MMHUMaNbHOE BPEMS, B TEYEHWE KOTOPOro NopT byaeT oxXunaaTte nepes
y nocbinkol cneaytouero LLDP-coobueHus.
Tx dela OnpegenseT 3afepXKy Mexay nocnegyowmmm nepegadyamm LLDP-kagpos, nHuummnpo-
y BaHHbIX U3MEHEHMAMM 3HaYeHUI 1Mbo cTaTyca.
Port Homep nopTa.
State Pexum paboTbl nopTa gns npotokona LLDP.

TLV-onuuu, KoTopble nepeaatoTtca
BO3MOKHble 3HaYeHunA:

PD — OnucaHue nopta;

SN — CuctemHoe nms;

SD — OnuncaHune cuctemsl;

SC — BO3MOKHOCTU CUCTEMDI.

Optional TLVs

Address AZpec ycTponcTBa, KoTopbli nepesaetcs B LLDP-coobweHunsx.

Notifications YKa3blBaeT, pa3peLleHbl UK 3anpeLleHbl ysegomaeHuma LLDP.

= [loKasaTb MHGOPMALMIO O COCEAHMNX YCTPOMCTBAX

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
Tel/0/1 0060.704C.73FE 1 ts-7800-2 B
Tel/0/2 0060.704C.73FD 1 ts-7800-2 B
Tel/0/3 0060.704C.73FC 9 ts-7900-1 B, R
Tel/0/4 0060.704C.73FB 1 ts-7900-2 W
Tabnnua 117 — OnucaHune pesynbTaTos
lMone OnucaHue

Port Homep nopra.

Device ID Nma nnn MAC-agpec cocegHero ycTpomncrsa.

Port ID NaeHTndumKaTop nopTa cocegHero ycTpoicTaa.

System name CucTeMHoe MMs YCTPOMCTBA.
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Capabilities

[aHHoe none onucbIBaeT TMN yCTPOMcTBa:

B — Mocrt (Bridge);

R —MapuwpyTtusaTop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeteBoe ycTpolicto (Host);

r — NosTopuTens (Repeater);

O — Tun HeunssecTteH (Other).

System description

OnucaHune coceaHero ycTpomncTaa.

Port description

OnucaHWe NopTa coceaHEero ycTpoicTaa.

Management address

Afpec ynpasaeHus ycTpoWCTBOM.

Auto-negotiation
support

OnpegendaeT, NoAAepKMBAETCA /I aBTOMATUYECKOe onpeaenieHne pexmma nopra.

Auto-negotiation status

OnpepenseT, BKAOYEHA M NOAAEPKKA aBTOMATUYECKOTO onpeaeneHna pexnma
nopTa.

Auto-negotiation
Advertised Capabilities

OnpepenseT pexunmbl, nogaepKnsaemole GyHKLMEN aBTOMAaTUYECKOrO onpeseneHus
nopra.

Operational MAU type

Pabounin MAU-TUN ycTpoicTaa.

5.15.8 Hacmpolika ¢pyHKyuu Flex-link

Flex-link — ¢yHKuMA pe3epBupoBaHUA, NpeaHasHaYeHHasa ans obecneyeHUa HaAEKHOCTM KaHana
nepefaun aaHHbix. B cBaske flex-link moryt HaxoguTbcs uHTepdelicbl Ethernet u Port-channel. OguH 13
3TUX UHTEPPENCOB HAXOAUTCA B 3aB/IOKMPOBAHHOM COCTOAHUM U HAYMHAET NPOMNYCKaTb TPAPUK TONbKO B
C/ly4ae aBapun Ha BTOPOM MHTepdelice.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet, uHmepdaelica 2pynnsl nopmos

Bupg, 3anpoca KOMaHAHOM CTPOKU B pexxmnme KoHOUTypupoBaHua nHTepdelica Ethernet, nHtep-

demca rpynnol NOpPTOB:

console (config-if) #

Tabauua 118 — KomaHabl pexunma KoHdurypuposaHua nHtepdeliica Ethernet, rpynnsi noptos

KomaHda

3Ha4yeHue/3HayeHue

Aelicmeue
10 yMoA4YaHuo

flex-link backup {tengiga-
bitethernet te_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}

Bkntoyaert flex-link Ha uHTepdeiice n HasHayaeT BbIGPAHHOMY UHTep-
delicy ponb backup-nHtepoeiica B flex-link nape.

te_port: (1..8/0/1..4);
hu_port: (1/0/1..6);
port_channel (1..48)/-

no flex-link backup {tengiga-
bitethernet te_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}

Bobikntovaert flex-link Ha nHTepdelice n yaanaer BblbpaHHbI UHTEP-
delic u3 flex-link napsi.

flex-link preemption mode
[forced | bandwidth| off]

3apaet aeicreme Npy NoAHATUKM MHTepdeiica, ydacTeytoutero Bo flex-
link:

- forced — ecnmn noaHaBLWMIiCA MHTepdENC HAaCTPOEH KaK master, To
OH CTaHEeT aKTUBHbIM UHTepdelricom;

- bandwidth — npu nogHATUM MHTEpPdElica aKTUBHBIM CTaHET UHTEP-
delic c 6onbLuen NPONYCKHON CNOCOBHOCTLIO;

- off — nogHsABWMIicA nHTepdelic ocTaHeTcs B 3a610KMPOBAHHOM CO-
CTOAHUM.

-/off

no flex-link preemption mode

BOSBpaLLI,BET 3Ha4YeHune No ymonyaHuio.
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flex-link preemption delay de-
lay

no flex-link preemption delay

3ap,aeT BpemMA OT nepexoaa OTK/NKOHYEHHOro NopTa B COCTOAHUE «Up»,
no npowecTsnn KOTOPOro BbliNO/IHAETCA ,ﬂ,EﬁCTBVIE, YCTaHOB/NEHHOEe

delay: (1..300)/35 komaHgoi flex-link preemption mode.

- delay — nepvopg BpemeHu, B CEKYHAAX.

Bo3BpalaeT 3HauyeHMe No YMOIYaHUIO.

flex-link backup {tengiga-
bitethernet te_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}

te_port: (1..8/0/1..4);
hu_port: (1/0/1..6);
port_channel (1..48)/-

Bkntouaert flex-link Ha nHTepdelice n HazHauyaeT BbIBpaHHOMY MHTEp-
delicy ponb backup-nHtepoeiica B flex-link nape.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnnua 119 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
o ymos4YaHuto

Helicmesue

show interfaces flex-link
[detailed] {tengigabitether-
net te_port | hundredgiga-
bitethernet hu_port | port-
channel port-channel}

te_port: (1..8/0/1..4);
hu_port: (1/0/1..6);
port_channel: (1..48)

MNokasbiBaeT KoHoUrypauuio dyHkuum flex-link.
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5.15.9 Hacmpoiika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKumAa Layer 2 Protocol Tunneling (L2PT) nossosseT nponyckaTb cAayXebHble MaKeTbl
pa3nunuHbix L2-npoTokonos (PDU) uepes ceTb npoBaiigepa, UYTO NO3BOJIAET MPO3PavyHO CBA3aThb
K/IMEHTCKNE CErMEHTbI CETMU.

L2PT uHkancynupyet PDU Ha nHTepdeiice KOMMyTaTopa, rPaHNYalLero ¢ 06opyaoBaHMem, Kagpbl
KOTOPOro HeObXOAMMO MHKAMNCY/IMPOBaTb, U NepeaaeT UX Ha APYro Takou e KOMMYTaTop, KOTOpbIN
OXXMAAEeT UHKANCYyIMPOBaHHbIE Kagpbl, a 3aTem AeKancyaupyeTr ux. 3TO NO3BOAAET MO0/Ab30BaTeNAaAM
nepefasaTb MHPOPMaUMIO 2-TO YPOBHA Yepe3 ceTb nposangepa. KommyTtatopbl npeaocTaBnatoT
BO3MOXHOCTb MHKaMNCYIMPOBaTb CAyXKebHble nakeTbl NpoToKoaos STP, LACP, LLDP, IS-IS.

[lpumep

Ecnu BkntoumTb L2PT ana npotokona STP, To KommyTaTopsl A, B, C 1 D 6yayT 06beaAnHEHbI B 0AHO
cBA3yloLLee AepeBO, HECMOTPA Ha TO, YTO KOMMYTATOpP A He COeZiMHEH HanpAMYyo C KOMMmyTaTopamu B,
C n D (PucyHok 31 — Mpumep paboTbl dyHKUMKM L2PT). UHPopmauma 06 M3MEHEHUM TONONOTMU CETU
MOMeET ObITb NepeaaHa CKBO3b CETb NpoBangepa.

A

=3

CeTb
Switch 1 npoBamngepa

LIl switen2

PucyHok 31 — Mpumep paboTbl dyHKUUM L2PT
Anroputm paboTbl pyHKUMOHANA CAeayOWMiA:
MHKancynauma:

1. Bce L2 PDU nepexsatbiBatoTca Ha CPU.

2. Nopacuctema L2PT onpeaensaeTt L2-NpOTOKO/, KOTOPOMY COOTBETCTBYET NpUHATbIN PDU, 1
npoBsepsAeT, BK/AOYEHA /1M Ha NOPTY, C KOTOPOro NpuHAT 3T0T PDU, HacTpolika I2protocol-
tunnel gns gaHHoro L2-npoToKona.

Ecnv HacTpoiika BK/toYeHa, To:

— Bo Bce noptbl VLAN, Ha KOTOpPbIX BK/OYEHO TYHHeAnpoBaHue, oTnpasndetca PDU-kaap;

— BO Bce nopTtbl VLAN, Ha KOTOpbIX BbIKJAKYEHO TyHHE/NNMPOBAHWE, OTMNPaABAAETCA
WMHKancyanpoBaHHbiii  PDU-kagp (ucxoaHbii Kagp ¢ Destination MAC-aapecom,
N3MEHEHHbIM HA TYHHE/IbHbIN).
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Ecnn HacTpolika BbIK/KOYEHa, TO:
— PDU-Kagp nepeaaetca B 06paboTuMK COOTBETCTBYHOLLLETO NPOTOKOA.
Jekancynauua:

3. PeanusosaH nepexsaT Ha CPU Ethernet-kagpos ¢ MAC-agpecom HasHayeHud, 3a4aHHbIM
npu nomouwm KomaHabl |2protocol-tunnel address xx-xx-xx-xx-xx-xx. [epexsaT BKAlOYaEeTCA
TONbKO TOrAa, Koraa XxoTa 6bl Ha 0AHOM NOPTY BK/OYEHa HacTpolika I2protocol-tunnel (Hesa-
BMCMMO OT NPOTOKONA).

4. TMpw nepexsate naketa c MAC-agpecom Ha3HaAYEHUA XX-XX-XX-XX-XX-XX, OH CHaya/a nonagaet
B noacuctemy L2PT, koTopasa onpeaenset L2-npoTokon ana gaHHoro PDU no ero 3aronoskyj,
W NpoBepsAeT, BKAKOYEHA AM Ha MOPTY, C KOTOPOro MPUHAT WHKaNCyaMpoBaHHbiM PDU,
HacTpomKa |2protocol-tunnel gna gaHHoro L2-npoTokona.

Ecnin HacTpolika BK/lOYEHa, TO:

—  MOPT, C KOTOPOro bbl/1 NONYYEH MHKANCYMpPOoBaHHbINM PDU-kagp, 6/10KMpyeTcsa ¢ NpUYnHoOm
[2pt-guard.

Ec/in HacTpolika BbIK/HOYEHa:

— BO Bce noptbl VLAN, Ha KOTOpbIX BK/AKYEHO TYHHE/NUPOBAHME, OTNpPaBAAETCA
AeKkancynmposaHHbIi PDU-Kagp;

— BO Bce nopTtbl VLAN, Ha KOTOpPbIX BbIKAOYEHO TYHHEAUPOBAHWe, OTNpaBaAeTcA
WHKancyAnpoBaHHbIi PDU-Kaap.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rinobanbHoM KoHbUrypaumm:
console (config) #

Tabnuua 120 — KomaHabl pexxknma rnobanbHoN KoHPUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda Aeiicmeue

12protocol-tunnel address

dd :
{mac_address} MAC_ACCTEss

(01:00:ee:ee:00:00,
01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,

3asatb MAC-aspec HasHaYeHUsa AN TYHHeMpPyeMbiX KaZpos.

01:0f:e2:00:00:03)/

2 K -
no I2protocol-tunnel ad 01:00:e0:00:00:00

dress

YCTaHOBWTb 3HaYeHMe Mo YMOJIHaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Ha uHTepdeiice, rpaHMuaLLEM C OKOHEYHbIM YCTPOUCTBOM, He nogaeprKusatowmm STP,
V BOMKeH bbITb OTKNIOUYEH NpoToKon STP (spanning-tree disable) u BknoueHa ¢punbTpauma
BPDU (spanning-tree bpdu filtering).

Bupa 3anpoca KoMaHAHOW CTPOKU B pexkume KoHdurypaumm uHtepdeiica Ethernet, nHrepdeliica
rpynnbl NOPTOB:

console (config-if) #
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Tabnuua 121 — KomaHapl pexxmuma KoHpurypaunm nHtepoeiica Ethernet

3HayeHue/3Ha4yeHue
no ymon4YaHuro

KomaHda

Aeiicmeue

12protocol-tunnel {stp |
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vip |
pagp | udid}

no I2protocol-tunnel {stp |
lacp | lidp]| isis-I1 | isis-12 |
pvst | cdp | dtp | vip |
pagp | udid}

-/BbIKNOYEHO

BkatoueHme pexkmma nHkancynaummn naketos STP BPDU.

BbIkntoyeHme pexmma nHKancynauum naketos STP BPDU.

12protocol-tunnel cos cos
no I2protocol-tunnel cos

cos: (0..7)/5

3aaatb 3Ha4YeHune CoS ana 3anakoBaHHbIX PDU-Kagpos.

YcTtaHoBKa CoS B 3HayYeHMe N0 YMOAYAHUIO.

12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-11 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}
threshold

no I2protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-11 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}

treshold: (1..4096)/
BbIK/IOYEHO

HacTpolika noporoBoro 3Ha4eHMsA CKopocTu Bxoaawmx PDU-Kag-
poB (B NakeTax B CEKYHAY), NONYYEHHbIX U NOANEXKALLMX UHKAN-
cynsaumu. MNpu npesbiweHnn nopora PDU oTtbpackiBatoTces.

OTKNOYAET peXXMM KOHTPONA CKOpPOCTU BXxoaawmx PDU-Kagpos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vtp |
pagp | udld} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vtp |
pagp | udid}

treshold: (1..4096)/
BbIK/IOYEHO

HacTpolika noporoBoro 3Ha4eHua ckopoctu Bxogawmx PDU- Kag-
poB (B NakeTax B CEKYHAY), NONYYEHHbIX M MOANENKALLMX MHKAN-
cynsaumu. Mpu NpesbIlEeHUN NOpora NopT byaeT nepeseseH B CO-
crosiHue Errdisable (oTkntoueH).

OTKNOYAET peXXMM KOHTPONA CKOPOCTU BxoaAawwmx PDU-Kagpos.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnuua 122 — KomaHabl pexxkuma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

show I2protocol-tunnel Otobparkaet nHbopmaumio L2PT ans ykasaHHoro mHTepdeica
[tengigabitethernet te_port te_port: (1..8/0/1..24); VAW ANA BCEX MHTepPdENCoB, Ha KOTOPbIX BKAtOYeH L2PT, ecnm un-
| hundredgigabitethernet hu_port: (1/0/1..6); Tepdeiic He yKasaH.
hu_port | port-channel group: (1..48)
group]
clear I2protocol-tunnel OuncTKa cTaTUcTUKKM L2PT ana ykasaHHOro uHTepdeica nnm ana
statistics BCEX MHTepdencoB, Ha KOTOpbIX BKAtoYeH L2PT, ecam uHtepodeiic
[tengigabitethernet te_port: (1..8/0/1..24); He yKa3aH.
te_port | hu_port: (1/0/1..6);
hundredgigabitethernet group: (1..48)
hu_port | port-channel
group]
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[pumepbl 8b1M0AHEHUS KOMAHO

YcTtaHoBUTL TYHHenbHbIM MAC-agpec B 3HadeHue 01:00:0c:cd:cd:d0, BkAtounTb otnpasky SNMP
traps o1 Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHune drop-threshold u shutdown-
threshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:do0
console (config) #snmp-server enable traps l2protocol-tunnel

BKNOUMTD pexnm TyHHenmposaHua STP Ha uHTepdelice, ycTaHOBUTb 3HaYeHne CoS-nakeToBs
BPDU paBHbIm 4, BKNOYNTb KOHTPO/Ib CKOPOCTU BXOAALLMX NnakeTos BPDU.

console (config) # interface tengigabitEthernet 1/0/1

console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer

console (config-if) # switchport customer vlian 100

console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

—_—

console#show l1l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

tel/0/1 4 stp 100 40 650 0 450

Mpumepbl coobLeHuid 0 cpabaTbiBaHUKM TpUITepa:

12-Nov-2015 14:32:35 %$-I-DROP: Tunnel drop threshold 40 exceeded for interface
tel/0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface tel/0/1

5.16 Voice VLAN

Voice VLAN ucnonb3yetca ana BbligeneHusa VolP-obopynosaHus B otgenbHyto VLAN. Ona VolP-

KaapoB MoryT 6biTb HasHauyeHbl QOS-aTpnbyTbl Ans npuopuTUsaummn Tpaduka. Knaccudumkauma Kagpos,
OTHOCALMXCA K Kagpam VolP-obopypoBaHua, 6asmpyetca Ha OUI (Organizationally Unique Identifier —
nepsble 24 6uta MAC-agpeca) otnpasutensa. HasHayeHue Voice VLAN pgns nopTta npoucxoaut
aBTOMaTMYECKM — Korga Ha nopT nocTynaet Kagp ¢ OUl ns tabanybl Voice VLAN. Korga nopt onpegensetcs,
Kak npuHagnexxawmit Voice VLAN — aaHHbIM nopT gobasnsaetca Bo VLAN Kak tagged. Voice VLAN npumeHum
ONA CNefyroWnX CXem:

— VolP-obopyaoBaHMe HacTpamBaeTcs, YTObbl paccblnaTh TErMpoBaHHble NakeTbl, ¢ ID Voice
VLAN, HacTpOeHHbIM Ha KOMMYTATopE;

— VolP-obopypoBaHue paccblnaer HetermpoBaHHble DHCP-3anpocbl. B oTtBete ot DHCP-
cepsepa npucytcteyeT onuua 132 (VLAN ID), ¢ nomoubio KOTOPOW YCTPOMCTBO
aBTOMaTMYecKun HasHavaeT cebe VLAN ana mapkupoBku Tpaduka (Voice VLAN).
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Cnuncok OUl-npoussoauteneit VolP-o60pyaoBaHMA, AOMUHUPYIOWMX HA PbIHKE:

Ooul dupma-npounssoautennb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

« Voice VLAN moKeT 6bITb aKTUBUPOBAH Ha NopTax, paboTalowmx B pexxume trunk un general.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHOM KOHGUIypauum:
console (config) #

Tabnunua 123 — KomaHabl perknma rnobanbHoM KoHPUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4YaHuro
voice vlan aging-timeout YcTaHaBAMBaAET TamayT Aas NOpTa, NPUHALEKALWErNO K Voice-
timeout timeout: vlan. Ecnv ¢ nopTa B TeyeHue 3ap,aHHo.ro BPeMeHM He bblio Kaa-
(1..43200)/1440 pos ¢ OUI VolP-obopyaosaHua, To voice vlan yaanaerca ¢ gaH-
HOro nopra.
no voice vlan aging-timeout BoccTaHaBAMBaET 3HAYEHME MO YMOYAHUIO.
voice vlan cos cos [remark] YcTaHaB/MBAET BbIXOAHYIO ovepeab Ans Tpaduka B Voice VLAN B
COOTBETCTBMM C HAacTpoeHHbIm ans Voice VLAN CoS 6e3 cmeHbl
cos: (0-7)/6 CoS. o
- remark — Bk/toYaeT nepeHasHayeHne COS Ha yKasaHHbIW Ann
Tpaduka B Voice VLAN.
no voice vlan cos BoccTaHaBAMBaET 3HAYEHME MO YMOYAHUIO.
voice vlan id vian_id YctaHasausaeT ugeHtnoumkatop VLAN ana Voice VLAN
no voice vlan id Yapanset ugentueurkatop VLAN gns Voice VLAN
vlan_id: (1..4094) Ana ypaneHna wupeHtMdukatopa VLAN Tpebyetca
npeAaBapuUTeNbHO OTKAUYMTL PyHKUuMIo voice vlan Ha
BCeX NopTax.
voice vlan oui-table {add oui | MNo3BonseT pegakTMposatb Tabanuy OUL.
remove oui} [word] word: (1.32) cmsonos - oui — nepsble 3 6a|71Te_1 MAC-agpeca;
- word — onucaHue oui.
no voice vlan oui-table Ypansaert Bce nonb3oBatesibckue nameHenuna OUI-Tabanupl.
voice vlan state {oui-enabled | BK/I10OUNTb/OTKAOUMTL Voice VLAN.
disabled} -/BbIK/IOYEHO
no voice vlan state BepHyTb 3HaYeHWe N0 YMOYaHMIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm mnHtepdenca Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console (config-if) #
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Tabnuua 124 — KomaHapl pexxmma KoHopurypauum nHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

voice vlan enable

Bkntouaet Voice VLAN ana nopra.

no voice vlan cos mode

- -/OTKNO4EHO -
no voice vlan enable Otkntovaet Voice VLAN gna nopra.
voice vlan cos mode {src | all} Bk/ito4aeT mapKkupoBKy TpaduKa Ans BCeX Kagpos, Mb60 TONbKO
-/src ONA UCTOYHMKA.

BoccTaHaBnmBaeT 3HavYeHMe No YMOYAHMUIO.

5.17 FpynnoBas agpecauyua

5.17.1 ®yHKYyusa nocpedHuka npomokona IGMP (IGMP Snooping)

®yHKuMA IGMP Snooping ncnonb3yeTca B CETAX rPynnoBoi paccblikM. OcHOBHOM 3agadveit IGMP
Snooping sBnseTca nNpefocTaB/leHME MHOTOaApPecHoro Tpaduka TONAbKO AJA TeX MOPTOB, KOTOpble

3anpocuau ero.

VV IGMP Snooping MoOXeT UCNOo/1b30BaTbCA TO/IbKO B cTaTudecKoii rpynne VLAN. MNoaaep:kusa-
oTCcA Bepcum npotokona IGMP - IGMPv1, IGMPv2, IGMPv3.

’ ‘ Y1060b1 IGMP Snooping 6bin akTMBHbIM, PYHKUMA rpynnoBoii dunbTpauyum “bridge multicast

- filtering” ponykHa 6bITb BKAlOueHa (cm. pasgen 5.17.2 Mpasuna rpynnoBoi agpecauumu

(multicast addressing)).
PacrnosHaBaHMe NOPTOB, K KOTOPbIM NOAKAOYEHBI MHOrOaApEeCcHble MapLLpPyTM3aTOPbl, OCHOBAHO Ha

cnefyoumx cobbITUAX:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;

— nmakeTbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NoOpTY;

— MaKeTbl NPOTOKO/la MHOroaapecHoi mapwpyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTy;

— naketbl npoTokona MRDISC npnHATbI Ha NopTy;

— nakKeTtbl npoTokona Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NopTy.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUrypaumm:

console (config) #

Tabnunua 125 — KomaHabl pexkrma rnobanbHOM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeilicmeue

ip igmp snooping

no ip igmp snooping

Mo ymonyanuio
dYHKUMA BbIKIOYEHA

PaspewaeT ncnonb3oBaHue ¢pyHKUunn IGMP Snooping KommyTa-
TOpOM.

3anpewaeT ncnonb3oBaHne ¢yHKUMM IGMP Snooping KommyTa-
TOpOM.

ip igmp snooping vlan vian_id

vlan_id

no ip igmp snooping vlan

vlan_id: (1..4094)
Mo ymonyanuio
dYHKLMA BbIKNOYEHA

PaspewaeT ncnonb3osaHue ¢pyHKUnM IGMP Snooping KommyTa-
TOpPOM AN1A AaHHOTro uHTepderica VLAN.
-vlan_id — naeHTUOUKaUMOHHBbIA Homep VLAN.

3anpewaeT ncnonb3oBaHne ¢yHKUMM IGMP Snooping KommyTa-
TOpPOM AN1A AaHHOTro uHTepderica VLAN.
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ip igmp snooping vlan vian_id
static ip_multicast_address
[interface { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

no ip igmp snooping vian
vlan_id static ip_address
[interface { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Pernctpupyet rpynnosoit IP-agpec B Tabaunue rpynnosoi agpeca-
LMW 1 cTaTuueckn gobasnaet nHtepdeircsbl U3 rpynnbl ANA TeKy-
wen VLAN.

- vlan_id — naeHTUOUKaUNOHHbIA Homep VLAN;

- ip_multicast_address — rpynnosow IP-agpec.

MepeuncneHve MHTepdeicoB OCYLLLECTBNACTCA YEPES3 «—» U «,».

Yaansaet rpynnoso IP-agpec n3 Tabauubl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlian
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymonuyanutio
paspelleHo

Paspewaet ana gaHHown rpynnbl VLAN aBTOMaTUuyeckoe pacno-
3HaBaHMe MOPTOB, K KOTOPbIM MOAKAOYEHbI MHOroafpecHble
MapLUpyTU3aTopbl.

-vlan_id — naeHTUOUKaUMOHHBIA Homep VLAN.

3anpewaet ana gaHHou rpynnbl VLAN aBTOMaTuyeckoe pacno-
3HaBaHMe MOpPTOB, K KOTOPbIM MOAKAHOYEHbI MHOroagpecHble
MapLUpPyTU3aTOpbI.

ip igmp snooping vlan vian_id
mrouter interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

OnpegenseT MNopT, K KOTOPOMY MNOAKAIOYEH MapLIpyTU3aTop
MHOroaZpecHoOM paccblIKM AnsA 3agaHHon VLAN.
-vlan_id — naeHTUOUKaUMOHHBIA Homep VLAN.

YKa3bIBaeT, YTO K MOPTY HE MOAK/OUEH MAPLLPYTU3ATOP MHOrO-
afpecHO PaccbiNKu.

ip igmp snooping vlan vian_id
forbidden mrouter interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vian
vlan_id forbidden mrouter
interface {tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

YcTaHaBAMBaET 3anpeT Ha onpeaeseHve nopTa (cTaTuyecku, au-
HaMMYeCKM) KaKk NopTa, K KOTOPOMY NOAKIOYEH MapLIpyTU3aTop
MHOrOaZIpeCcHOM PacchbiNKu.

- vlan_id — naeHTMPMKauMoHHbIN Homep VLAN.

CHMMaeT 3anpeT Ha onpejeneHue NopTa Kak NnopTa, K KOTOpomMy
NoAKNOYEH MapLUPYTU3aTOP MHOrOaAPECHOM PaCcChINKK.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan

vlan_id: (1..4094);
-/Bblgaya 3anpocos

BKntouaeT noanep KKy Bbl4aum 3anpocoB igmp-query KoMmyTaTo-
pom B gaHHon VLAN.

OTKAKOYaeT NoAAep KKy Bbl4auM 3anpocoB igmp-query KoMmyTa-

. . OTK/IIOYEeHa .
vlan_id querier TOopom B ZaHHoM VLAN.
ip igmp snooping vlan vian_id YcraHaBausaet Bepcuto IGMP-npoToKona, Ha OCHOBaHWKU KOTO-
querier version {2 | 3} pow 6yayT dopmmposaTtbea IGMP-query 3anpochl.
-/IGMPv3

no ip igmp snooping vlan
vlan_id querier version

YcTaHaBAMBaeT 3HaYeHne No YMONAYaHUIO

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

OnpepenseT ucxogHbl IP-agpec, KoTopbit byaeT Mcnonb3o-
BaTbcA IGMP querier-om. Querier — yCTPOMCTBO, KOTOPOE OTMNpPaB-
naet IGMP-3anpocsl.

YcTaHaBAMBaEeT 3HAYeHWe No yMmoa4aHuio. Mo ymonyaHuto ecam
IP-agpec HacTpoeH ana VLAN, OH ncnonb3yetca B KayecTse aa-
peca uctoyHmka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094)

BKntouaeT 3ameHy IP-agpeca NCTOYHMKA Ha yKa3aHHbIM IP-ag-
pec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
- vlan_id — naeHTMdMKaumoHHbIn Homep VLAN.

OTKANtovaeT 3ameHy IP-agpeca UCTouHMKa B nakeTax IGMP report
B 3aZaHHoOM VLAN.
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ip igmp snooping vlan vian_id
immediate-leave [host-based]

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIKIOYEHO

BKkatounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywei
VLAN. O3HayaeT, 4To NopT A0/IKeH ObITb HEMeA/IeHHO yaaNeH U3
rpynnsl IGMP nocne nonyyeHua coobuieHuns IGMP leave.

- host-based — mexaHu3sm fast-leave cpabaTtbiBaeT To/bKO B TOM
cnyyae, Koraa Bce NOAKIOYEHHbIE K JAHHOMY MOPTY NO/b30Ba-
TENN OTNMCANNC OT FPYNMbl (CYETYMK NONb30BaTENEN BEAETCA HA
ocHoBaHuK Source MAC-aapecos B 3arosioBkax IGMP-report’os);

OTkntounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wein VLAN.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BkntounTtb dyHKUMIO proxy report B onpegeneHHom VLAN. Mpwu
BKJ/IOYEHUM 3TOM GYHKUUM KOMMYyTaTop Ha npuwegwwue IGMP
query 6yaeT oTBeYaTb OT CBOero MMmeHu. Knmentckme IGMP report
npu sTom oTbpacbiBatoTca.

- version — ycTaHaBauBaeT Bepcuto IGMP ana oTnpasBKK NakeTos.
Mo ymonuaHuio Bepcua onpeaenseTca No npuwesliemy Ha Kom-
myTtaTop nakety IGMP query.

Bbikntountb Proxy report B onpegeneHHom VLAN.

ip igmp snooping vlan vian_id
€OS Cos

no ip igmp snooping vian
vlan_id cos cos

vlan_id: (1..4094);
cos: (0..7)/0

YcTaHaBMBaeT 3HaveHne CoS ana ucxodawmx B nopt
mrouter IGMP-coobLueHunit B ykazaHHon VLAN.
-vlan_id — naeHTnduKaumoHHbin Homep VLAN;

- €0s — Knacc obCnyRMBaHMUA.

YctaHaBauBaet 3HayeHne CoS ana ncxoAAawmx B nopt mrouter
IGMP-coobueHnit B ykazaHHoW VLAN paBHbIM HytO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

Bug, 3anpoca KOMaHAHOW CTPOKM pexnma KoHpurypaumm VLAN:
console (config-if) #

Tabnuua 126 — KomaHabl pexxkuma KoHoburypaumm nHtepoeica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBaeT 3HaYyeHue ycTonumnsoctm gnsa IGMP.
Ecnv Ha KaHane HabagaeTca noteps AaHHbIX, 3HAaYeHMe YCTOM-
YMBOCTU AOKHO BbITb YBEINYEHO.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip igmp query-interval seconds

no ip igmp query-interval

seconds:
(30..18000)/125 ¢

YcTaHaBAMBaEeT TalimayT, N0 KOTOPOMY cMCTeMa OTNpaBAseT oc-
HOBHble 3aMpPOCbl BCEM YY4aCTHUKaM Fpynnbl MHOroagpecHow ne-
peaayn ana NpoBepPKM UX aKTUBHOCTY.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

ip igmp
query-max-response-time
seconds

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MakCMManbHoe BpemA OTBeTa Ha 3anpoc.

no ip igmp YcTaHaBAMBAET 3HaYeHWE N0 YMOIYAHMIO.
query-max-response-time
ip igmp YcTaHaBAMBAET KONMYECTBO 3aNpOoCOB, NOC/e PACChbIIKU KOTOPbIX,

last-member-query-count

count: (1..7)/3Ha4eHune

KOMMYTATOp onpeaenAaeT, 4yTo Ha AaHHOM NOPTY HET XKenatownx

count nepemeHHoi y4yacTBOBaTb B MHOroaApecHom paccbliike.
no ip igmp robustness YcTaHaB/MBaET 3HaYEHWE N0 YMONYAHUIO.
last-member-query-count
ip igmp YcTaHaB/MBaeT MHTePBa 3anpoca A1 NOCNeAHEro y4acTHUKA.
last-member-query-interval -

milliseconds:

milliseconds

no ip igmp
last-member-query-interval

(100..25500)/1000 mc

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

ip igmp version version

no ip igmp version

version: (1-3)/2

YcTaHoBUTb Bepcuto npotokonaa IGMP.

YCTaHOBUTb 3HAYeHue no YMO4aHUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

BuAa 3anpoca KoMaHAHON CTPOKM pexnma KoHdurypaumm nHtepdeica:

console (config-if) #

Tabnunua 127 — KomaHab! pexkuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpasneHne IGMP-3anpocoB C KANMEHTCKUX
Vlan B Multicast Vlan n mynbT1KacToBOro TpapuKka B KAMEHT-
ckue Vlan ana nHtepdeiica B pexxmme «access».

’ [na paboTbl AaHHOM PyHKUMM TpebyeTca BKAKOYe-
- Hue ip igmp snooping He TONbKO rnobanbHo U B
Multicast Vlan, Ho u B KaneHTckux Vian.

BbikntoyaeT nepeHanpasneHne IGMP-3anpocoB C KANEHTCKUX
Vlan B Multicast Vlan n mynbT1KacToBOro TpapuKka B KANEHT-
ckue Vlan ana nHtepdeiica B pexkmme «access».

switchport trunk multicast-
tv vlan vian_id [tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

Bkntoyaet nepeHanpasneHne IGMP-3anpocos wun3s VLAN,
YYaCTHUKOM KOTOpbIX ABAseTca nopt, B Multicast VLAN ana
uHTepderica B pexmme «trunk». MynbTUKacToBbIN Tpaduk
nepegaeTca Ha NOPT HETErMPOBAHHLIM WN TETMPOBAHHbIM B
3aBMCMMOCTM OT napameTpa tagged. MapameTp tagged yka-
3bIBAET HA TO, YTO MY/IbTUKACTOBbIN TPAadUK LONKEH OTNPAB-
NATbLCA B NOPT TErMPOBAHHbIM B KineHTcKkom VLAN.

BbikntoyaeT nepeHanpasneHne IGMP-3anpocos B Multicast
Vlan, nopT uckntovaeTca n3 rpynn MHOroagpecHom paccbiikm
B Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id
[tagged]

no switchport general mul-
ticast-tv vlan

vlan_id: (1..4094)

Bkntoyaetr nepeHanpasneHne |IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX ABAseTca nopt, B Multicast VLAN ann
MHTepderica B pexknme «general». MynbTUKacToBbI TpaduK
nepegaetca Ha NOPT HETErMPOBAHHLIM WM TETMPOBAHHbIM B
3aBMCMMOCTM OT napameTpa tagged. MapameTp tagged yka-
3bIBaeT Ha TO, YTO MY/IbTUKACTOBbIN TPAadUK [ONKEH OTNPaB-
NATHCA B NOPT TErMPOBAHHbIM B KneHTcKom VLAN.

BbikntoyaeT nepeHanpasneHne IGMP-3anpocos B Multicast
Vlan, nopT uckntovaeTca n3 rpynn MHOroagpecHom paccbiku
B Multicast VLAN.

KomaHObl pexcuma EXEC

Bce KOMaHAb! AOCTYMNHbI TOABKO 418 NPUBUAETMPOBAHHOIO NO/Ib30BaTENA.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 128 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MokasbiBaeT WHbOpMaLMIO 06 WM3YYEHHbIX MHOrOaAPECHbIX
MapLupyTU3aTopax B ykasaHHo rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MNokasbiaeT MHbopmauuto IGMP-snooping ana AaHHOrO UHTEp-
deiica.
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show ip igmp snooping groups
[vlan vian_id]

MoKasbiBaeT MHPOpMaLmio 06 N3yYeHHbIX MHOrOa4PecHbIX rpyn-
nax, y4acTBYHOLIMX B TPYNMNOBOI paccbiike.

[ip-multicast-address
ib_multicast_address]
[ip-address IP_address]
show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MokasbiBaeT Tabauuy cooTtBeTcTBUA mexagy VLAN obopyaosa-
HUA, YCTaHOBAEHHOro y nonv3osaTend, u VLAN ana tenesewa-
HUA.

vlan_id: (1..4094)

[pumepebl 8b1M0AHEHUA KOMAHO

Brkntountb PpyHKUMo IGMP snooping Ha kommyTtaTope. na VLAN 6 pa3pewnTb aBTOMaTUYECKOE pac-
Nno3HaBaHWe MOPTOB, K KOTOPbIM MOAK/OYEHbI MHOFO3A4pEeCHble MapLLIPyTU3aTopbl. YBENYUTL 3Ha-
YyeHue yCTOMUYMBOCTM A0 4. YCTaHOBUTb MAKCMMAJIbHOE BPeMs OTBETA Ha 3anpoc — 15 cekyHA.

console# configure

console (config)# ip igmp snooping

console (config-if)# ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

console (config-if)# ip igmp robustness 4

console (config-if)# ip igmp query-max-response-time 15

5.17.2 lMpaesuna 2pynnoeoli adpecayuu (multicast addressing)

[aHHbIA Knacc KOMaHA, npefHasHayeH AAA 33a4aHWA NpaBuA FPynnoBoOi aapecaupmm B CETU Ha
KaHabHOM U CeTEBOM ypoBHAX moaenmn OSI.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKK B perxnume KoHdurypaumm nutepdeinca VLAN:
console (config-if) #

Tabnumua 129 — KomaHabl pexxkuma KoHoburypaumm nHtepoeica VLAN

3HayeHue/3HayeHue
no ymoa4aHuo

KomaHda OnucaHue

bridge multicast mode
{mac-group | ipva4-group |
ipv4-src-group}

3a4aeT peXum rpynnoBon nepesaymn AaHHbIX.

- mac-group — MHOroagpecHasa nepegaya, ocHoBaHHas Ha VLAN u
MAC-agpecax;

- ipv4-group — mHoroagpecHas nepefaya c TMnom ¢puabTpaLmum, oc-
HOBaHHbIM Ha VLAN u agpece npuemHuka B popmarte |Pv4;

- ip-src-group — MHoOroazpecHaa nepegaya ¢ TMNOM GuabTpauum,
OCHOBaHHbIM Ha VLAN u agpece oTnpasuTens B popmare |Pv4.

-/mac-group

no bridge multicast mode YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.

bridge multicast address
{mac_multicast_address |
ib_multicast_address} [{add |
remove} {tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

[Lobasnsaet rpynnosoit MAC-agpec B Tabavuy rpynnoBoi agpeca-
LMK U cTaTMYeCcKM Ao6aBaseT uav yaanaet uHtepdeincol U3 rpynmobl.
- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — |IP-agpec MHOroaapecHo’ paccbinku;

- add — gobaBnseT cTaTMyeckyto NoanNuUcKy K rpynnosomy MAC-aa-
pecy ananasoHa Ethernet-noptos uau rpynn noptos.

- remove — yganaeT cTaTMYecKyto NoAgnucky K rpynnosomy MAC-aa-
pecy.

MepeuncneHve MHTEPdENCOB OCYLLLECTBAAETCA YEPEs «—» U «,»

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

no bridge multicast address
{mac_multicast_address |
ib_multicast_address }

Yaansaet rpynnosovt MAC-agpec n3 Tabaunupi.
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bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast forbidden
address
{mac_multicast_address |
ib_multicast_address }

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

3anpeLLaeT NOAK/IOYEHWE HAacCTpauBaemMoro nopTa/nopToB K rpyn-
nosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — IP-agpec MHOroaapecHOM paccbinku;

- add — no6aBneHve NopTa/NOPTOB B CNUCOK 3aNpPELLEHHBIX;

- remove — yzaneHue nopTa/nopToB U3 CNUCKa 3anpeLLeHHbIX. Me-
peuncneHune nHTepdencoB OCyLLECTBAAETCA YEPES «K—» U «,»

Ypanaet 3anpeuwatoutee npasuao ana rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forward-all

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Mo ymonyanumio
nepegada Bcex
MHOroaZpecHbIX
MaKkeToB 3anpelLLeHa.

Pa3speluaeT nepefayy BCEX MHOrOaApecHbIX MaKeToB Ha NopTy.
-add — go6aBnset nopTbl/06begMHEHHbIE NOPTLI B CMMUCOK NMOPTOB,
AN KOTOPbIX pa3pelleHa nepesaya BCex rpynnoBbiX NAaKeToBs;

- remove — y6upaeT rpynny noptos/o6beAMHEHHbIX NOPTOB M3 pas-
pelatoLLero npasuia.

MepeuncneHne NHTepHEcoB OCyLLLECTBAACTCA YEepes «—» U «,».

BoccTaHaBnvBaeT 3Ha4YeHMe No YMOAYaHUIO.

bridge multicast forbidden
forward-all {add | remove} {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
forward-all

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Mo ymonyaHutio noptam
He 3anpeLeHo
ANHaMUYecKn

npUCcoeanHATLEA K
MHOroaapecHom
rpynne.

3anpewaet NopTy AMHaMUYECKU 006aBAATLCA K MHOToaApecHowm
rpynne.

- add — no6asnAeT NopTbl/06begNHEHHbIE MOPTbI B CMIUCOK NOPTOB,
O/1A KOTOPbIX 3anpeLLeHa nepegaya BCex rpynnoBbiX NaKeTos;

- remove — yb6upaert rpynny noptos/o6beanHeHHbIX NOPTOB U3 3a-
npewatoLero npasuna.

MepeuncneHve nHTepdENCcoB OCYLLECTBASETCS YEPES K—» U &, ».

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast ip-address
ip_multicast_address {add |
remove} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ip-address
ip_multicast_address

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Peructpupyert IP-agpec B Tabavue rpynnoBoi agpecaumm u ctatm-
yecku fobasnset/yaanaer uHtepoeicol U3 rpynnbl.

- ip_multicast_address — rpynnosoi IP-aapec;

- add — pobasnseT nopTbl K rpynne;

- remove — yaanaeT nopTrbl U3 rpynnbl.

MepeuncaeHve MHTEPGENCOB OCYLLLECTBAAETCA YEPES «—» U «,».

Yaansaet rpynnosoi IP-agpec us Tabanubl.

bridge multicast forbidden
ip-address
ib_multicast_address {add |
remove} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
ip-address
ib_multicast_address

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

3anpellaeT NopTy AMHAMMUYECKU 006aBAATLCA K MHOTO3ApPECHOM

rpynne.

- ip_multicast_address — rpynnosoli IP-agpec;

- add — fo6aBneHne NopTa/NOPTOB K CAMUCKY 3aNpeLLeHHbIX;

- remove — yaasneHune nopta/nopTos U3 CMMUCKa 3anpeLLeHHbIX.

MepeuncneHme nHTepdEcoB OCYLLECTBASETCSA YEPES K—» U «,»
V Mpexae yem onpeaenuTb 3anpeLLeHHble NOPTbl, rPyNNbl

MHOroafipecHoli PaccbIKU AOMKHbI 6bITb 3aperucTpu-
poBaHbI.

BoccTaHaBnvBaeT 3HaueHMe No YMOYAHUIO.

bridge multicast source
ib_address group
ib_multicast_address {add |
remove} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast source
ip_address group
ib_multicast_address

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

YcTaHaBAMBaEeT cOOTBETCTBUE MexKay IP-agpecom nonb3osartens u
rpynnoBbiM agpecom B Tabauue rpynnoBoit agpecaumm, u ctatude-
cKku gobasnsaet/yaanaer nHTepdencol U3 rpynnoi.

- ip_address — ncxogHbii IP-agpec;

- ip_multicast_address — rpynnosoii IP-agpec;

- add — gob6asuTb NOPTHI B rpynny ncxogHoro IP-agpeca;

- remove — yA,ainTb NOpTbl U3 rpynnbl McxogHoro IP-agpeca.

BoccTaHaBnvBaeT 3HaueHMe No YMOYAHUIO.
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bridge multicast forbidden
source ip_address group
ib_multicast_address {add |
remove} { tengigabitethernet
te_port |
hundredgigabitethernet

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);

YcTaHaBAMBaeT 3anpeT Ha pobaeneHune/ypaneHne cooTBeTCTBUA
mexay |IP-agpecom nosnb3oBaTens M rpynnosbiM agpecom B Tab-
/ivue rpynnoBoi agpecaunn Ans onpeseneHHoro nopra.

- ip_address — ucxopHbii IP-appec;

- ip_multicast_address — rpynnosoii IP-aapec;

- add — 3anpet Ha pobaBneHue nopTa B rpynny ucxogHoro IP-ag-

hu_port | port-channel group} group: (1..32) peca;
- remove — 3anpeT Ha yAaseHue nopTta U3 rpynnbl ncxogHoro IP-
agpeca.
no bridge multicast forbidden BoccTaHaBAMBaAET 3HaYEHME MO YMOIYAHMUIO.
source ip_address group
ip_multicast_address
bridge multicast ipvé mode 3apaeT pexum rpynnoBow nepegadu AaHHbIX Ansa IPve-nakeTos
{mac-group | ip-group | MHOroaApecHoO Pacchiaiku.
ip-src-group} - mac-group — MHoOroazpecHas nepegaya, ocHoBaHHasA Ha VLAN u
MAC-agpecax;
-/mac-group - ip-group — mHoroagpecHas nepegaya ¢ TMNIOM GUAbTPaL MK, oc-

no bridge multicast ipv6 mode

HOBaHHbIM Ha VLAN u agpece npuemMHuKa B popmare IPv6;
- ip-src-group — MHoroaapecHaa nepegaya ¢ TMNOM GUAbTPaUUM,
ocHoBaHHbIM Ha VLAN u agpece oTnpasuTens B popmare |Pv6.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast ipv6
ip-address
ipv6_multicast_address {add |
remove} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
ip-address
ibv6_multicast_address

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Peructpupyet rpynnosoi IPv6-agpec B Tabnuvue rpynnosoit agpe-
caumm, u ctaTuueckn gobaenset/yganset nHtepdeincobl U3 rpynnoi.
- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — gob6asnaeT nopTbl K rpynne;

- remove — yaanaeT nopTbl U3 rpynnbl.

MepeuncneHne NHTEPHENCOB OCYLLECTBAACTCA YEpes «—» U «,».

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address {add |
remove} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

3anpeLLaeT NOAK/OYEHWE HACTPaMBAaEeMOro nNopTa/nopTos K rpyn-
nosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — go6asneHne NopTa/MOPTOB B CMMCOK 3aMpPELLEHHbIX;

- remove — yaasneHune nopta/nopTos U3 CMMCKa 3anpeLLeHHbIX.
MepeuncneHme nHTepdENcoB OCYLLECTBASETCS YEPES K—» U «,»

BoccTaHaBnvBaeT 3HaYeHMe No YMOIYaHUIO.

bridge multicast ipv6 source
ibv6_address group
ipv6_multicast_address {add |
remove} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

YcTaHaBAuBaeT cooTeeTcTBMe mexKay IPvb-aapecom nonb3oBatens
1 rpynnoBbImM agpecom B Tabauue rpynnoBoi agpecaumm, U ctatm-
yecku fobasnset/yaanaet nHTepoeicol U3 rpynmbl.

- ipv6_address — vcxoaHbivt IP-agpec;

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — go6aBuTL NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — y4anunTb NopTbl U3 rpynnbl MCXogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address
{add | remove} {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

YctaHaBnvBaeT 3anper Ha pobassieHne/yaaneHue COOTBETCTBUA
mexay IPv6-agpecom nonb3oBaTens v rpynnosbimM aapecom B Tab-
ivue rpynnoBoi agpecauun ans onpeaeneHHoro nopra.

- ipv6_address — vcxogHbin IPv6-aapec;

- ipv6_multicast_address — rpynnosoti IPv6-agpec;

- add — 3anpeT Ha gobaBneHne nopTa B rpynny ncxoaHoro IPve-aa-
peca;

- remove — 3anpert Ha yganeHuve nopTa 13 rpynnbl ucxogHoro IPve-
agpeca.

BoccTaHaBnMBaeT 3HauYeHMe No YMOJTHAHWUIO.
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KongaHdbl pexcuma KoHguaypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnbl MOpmMos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port |
hundredgigabitethernet hu port | port-channel group | range {..}}
console (config-if) #

Tabnnuya 130 — KomaHab! perkuma KoHourypaumm nHtepdeiica Ethernet, VLAN, rpynnbl uHTepdelicos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

OnucaHue

bridge multicast unregistered
{forwarding | filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHaBAMBaeT NpaBMaO Nepeayn nakeToB C He3aperncTpupo-
BaHHbIX rPyNnoBbIX aApecos.

- forwarding — nepefaBaTb He3aperncTpMpoBaHHble MHOroaa-
pecHble NakeTbl;

- filtering — dunbTPOBATL HE3APErUCTPUPOBAHHbIE MHOrOaAPEC-
Hble NaKeTbl.

YcTaHaBAMBaEeT 3Ha4YeHue no YMONYaHUIKO.

KomaHObI pexcuma 2a06ana6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMma rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnunua 131 — KomaHabl pexkuma rnobanbHoM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast filtering

-/OTKNIOYEHO

BrAtouaeT GpMabTPaLMIO rPynnoBbIX a4 pecos.

OTKAtoYaeT GMAbTPALLMIO FPYMNOBbIX a4Pecos.

mac address-table aging-time
seconds

no mac address-table
aging-time

seconds: (10..400)/300
CEeKYHA,

3apaeT Bpema xpaHeHua MAC-aapeca B Tabauvue rnobanbHo.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

mac address-table learning
vlan vian_id

no mac address-table learning
vlan vian_id

vlan_id: (1..4094, all)/
BK/IOYEHO

Bkatountb nsyyeHne MAC-agpecos B gaHHOM VLAN.

OTKAtounTbL M3ydyeHne MAC-agpecos B saHHOM VLAN.

mac address-table static
mac_address vlan vian_id
interface { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}
[permanent |

delete-on-reset |
delete-on-timeout | secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Lob6asnaet ncxoaHblin MAC-agpec B Tabaunuy rpynnosoi agpe-
caumu.

- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;

- permanent — faHHbIli MAC-afpec MOXHO YAaAUTb TONbKO C
nomoLblo KoMaHAbl no bridge address;

- delete-on-reset — fgaHHbLIN agpec yaanutca nocne nepesa-
rPY3KW YCTPOWCTBA;

- delete-on-timeout — gaHHbI agpec yaanuTca no Takim-ayTy;
- secure — JaHHbIN agpec yAanuTCca TONbKO C MOMOLLbIO KO-
maHzabl no bridge address nam nocne Bo3BpaleHs nopTa B pe-
MM 0byyeHus (no port security).

Yaoanaer MAC-agpec 13 Tabauubl rpynnosoi agpecaumu.
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bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | llc sap |
lic-snap pid ] {discard | bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic sap |
lic-snap pid]

ethtype:
(0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0xFFFFFFFFFF)

Onpepaenset gelncTaune A4 NaKeTOB MHOTOAAPECHOM PacCbIKM
C 3ape3epBMPOBAHHOIO aapeca.

- mac_multicast_address — rpynnosot MAC-agpec;

- ethtype — Tvn nakeTta Ethernet v2;

- sap —Tin naketa LLC;

- pid — Tvin naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTbl nepepatotca B pexxmme bridge.

YcTaHaBAMBAET 3HAYeHUE No YMON4YaHUIO.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOW CTPOKK pexxunma Privileged EXEC:

console#

Tabanuya 132 — KomaHgabl perkuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

OnucaHue

clear mac address-table
{dynamic | secure} [interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Ypanaer cratMyeckve/avMHamuyeckMe 3anucu M3 Tabauubl
rpynnoso agpecauuu.

- dynamic — yaaneHve guHaMUYeCcKunx 3anucen;

- secure — yganeHune CTaTU4eCKMX 3anucen.

KomaHObI pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 133 — KomaHabl pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}
] [address mac_address]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)

MoKasbliBaeT Tabanuy MAC-afpecoB Ans yKasaHHOro nHtepdelica
nmMbo Bcex HTepdencos.

- dynamic — npocMoTp TONbKO AUHAMUYECKMX 3anucen;

- static — npocmoTp ToNbKO cTaTMYEeCKKX 3anuceit;

- secure — NPOCMOTP TO/IbKO 6e3onacHbIX 3anucei;

- vlan_id — wpeHTUdMKaunoHHbI Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table count
[vlan vian_id] [interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)

MoKa3sblBaeT KoAMYecTBo 3anuceit B Tabamue MAC-agpecos gna
yKasaHHoro nHtepdelrica NMbo ana scex MHTepdEncos.
- vlan_id — vaeHTudUKaumoHHbI Homep VLAN.
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show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipbv4_multicast_address |
ipv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

vlan_id: (1..4094)

MoKa3sblBaeT TabanLy rpynnoBbIX agpecoB AN YKa3aHHOro HTep-
deitca nnbo scex nHTepdericos VLAN (KomaHaa AOCTYMHA TObKO
O1A NPUBUNETMPOBAHHOIO NO/b30BaTeNsA).

- vlan_id — vaeHTUdUKaLMoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoii IPv4-agpec;

- ipv6_multicast_address — rpynnosoii IPv6-agpec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-agpec UCTOYHUKaA;

- ipv6_source_address — IPv6-agpec UCTOYHUKA.

show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address]
[source ipv4 _source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MoKa3sblBaeT TabanLy CTaTUYECKMX FPYynMnoBbIX aAPecoB ANA YKa-
3aHHOro UHTepderica MMbo Bcex nHTepdelicos VLAN.
-vlan_id — vaeHTndunKaumoHHbIi Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoti IPv4-aapec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- ipv4_source_address — IPv4-agpec UCTOYHUKA;

- ipv6_source_address — IPv6-agpec UCTOYHUKA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHoM Tabanupl.

show bridge multicast filtering

vlan_id vlan_id: (1..4094)

MoKa3sblBaeT KoHoUrypaumio GpuabTpa rpynnosbiXx aApecoB gns
yKasaHHoro VLAN.
- vlan_id — vaeHTUdUKauMoHHbI Homep VLAN.

show bridge multicast
unregistered
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)

MokasbiBaeT KoHdurypauuto dunbTpa ANA He3aperncTpuposaH-
HbIX FPYNMNOBbIX afpPecos.

show bridge multicast mode

[vlan vian_id] vlan_id: (1..4094)

MoKa3biBaeT peXunm rpynnosoi agpecaumm oaa YKasaHHOro MH-
Tepoelica nmbo Bcex HTepoericos VLAN.
- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

show bridge multicast
reserved-addresses

OTo6pa>KaeT npasuaa, yCTaHOBNEHHbIE ONA TPYyNNOBbIX 3ape3ep-
BMPOBAHHbIX agpecos.

[pumepbl 8b1M0AHEHUS KOMAHO

= Bkatountb GuAbTPaLMIO FPYNNOBbIX aApPecoB KOMMyTaTopom. 3a4aTb Bpemsa xpaHeHua MAC-aa-
peca 400 ceKkyHA, pa3pewwmnTb nepenady He3aperMcTpmMpoBaHHbIX MHOroagpecHbIX naketos Ha 11

nopTy KOMMyTaTopa.

console # configure
console (config)
console (config)
console (config)
console (config-if)

# mac address-table aging-time 400

# bridge multicast filtering

# interface tengigabitethernet 1/0/11

# bridge multicast unregistered forwarding

console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, tel0/2
19 224-239.13012.2.8 static te0/1-8

19 224-239.1302.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 te0/8
19 224-239.130(12.2.8 te0/8
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5.17.3 MLD Snooping — npomoKos KOHMponAa MHO20a0pecHo20 mpaduKa e IPve

MLD Snooping — mexaHM3M MHOrOaApPEecHOM PacCbiNKM COOBLLEHMIA, NO3BONAOWMA MUHUMU3K-

poBaTb MHOroagpecHol Tpaduk B IPv6-ceTax.

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 134 — KomaHabl rnobanbHOro pexnma KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ipv6 mld snooping [vlan
vlan_id]

no ipvé mld snooping [vlan
vlan_id]

vlan_id: (1..4094)
-/BbIK/IOYEHO

Bkntouyaet MLD snooping.

OTtkatovaet MLD snooping.

ipvé mld snooping vlan vian_id
static ipv6_multicast_address
[interface {tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

no ipvé mid snooping vlan
vlan_id static
ibv6_multicast_address
[interface {tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Peructpupyet rpynnosoi IPv6-aapec B Tabsiuvue rpynnosoi agpe-
caumu u ctatvyeckn aobasnset/yganaer uHtepdeicsl U3 rpynnbi
ana Terkywen VLAN.

- ipv6_multicast_address — rpynnosoi IPv6-agpec;

MepeuncneHne HTephENcoB OCYLLECTBAAETCA YEPEes «—» U «,».

Yapanset rpynnosow IP-agpec u3 Tabanupl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipv6 mid snooping vlan
vlan_id forbidden mrouter
interface { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

[obasnaeT npaBuno, 3anpeLlatoliee NopTaM U3 CNUCKa PerncrTpm-
poBaTbcA Kak MLD-mrouter.

Yaanaet npasuno, 3anpellatolLee noptam 13 CNmncka perncTpupo-
BaTbCA Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mld snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
-/BKAIOYEHO

M3yyaTb nopTbl, NOAKAOYEHHbIE K mrouter'y no MLD-query-nake-
Tam.

He n3yyaTb nopTbl, NOAKAOYEHHbIE K mrouter'y no MLD-query-na-
KeTam.

ipvé mld snooping vlan vian_id
mrouter interface
{tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipv6 mid snooping vlan
vlan_id mrouter interface
{tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

[obasnseT cnucok mrouter-nopTos.

Ypanaetr m router-nopTbl.

ipvé mld snooping vlan vian_id
immediate-leave

no ipv6 mid snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)
-/BbIKNOYEHO

Bkntountb npouecc MLD Snooping Immediate-Leave Ha TekyLuen
VLAN.

OTkntounTb Npouecc MLD Snooping Immediate-Leave Ha TeKkywiei
VLAN.
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ipvé mld snooping querier BKAtoyaeT nopaep KKy Bblgaum 3anpocoB igmp-query.

-/BbIKIOYEHO

no ipv6 mid snooping querier OTKNtOYaeT NOAAEPKKY BblAA4YM 3aNpoCoB igmp-query.

KomaHObl pexcuma KoHguaypauyuu uHmepgelica (OQuanazoHa uHdmepgelicos) Ethernet, uHmep-
gelica epynnsl nopmos, UuHmepgetica VLAN

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHourypaumm uHtepdeiica Ethernet, nHtepdeiica
rpynnbl nopToB u MHTepdeica VLAN:

console (config-if) #

Tabnvua 135 — KomaHap! pexkuma KoHdurypauumn nHtepdeiica (guanasoHa nHtepoeicos) Ethernet, nn-
Tepdelica rpynnbl NOopToB, MHTEpdeinca VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mid
last-member-query-interval
interval

no ipvé mid
last-member-query-interval

interval:
(100..25500)/1000
MWUIINCEKYHA,

3a4aeT MaKCMMasbHYIO 3afepXKKy OTBeTa MOC/IedHEero 4jieHa
rpynnbl, KOTOpPaAa UCNOb3yeTcA ANA BblHUCNEHUA KOOA MaAKCU-
MasibHOM 3a4epKKn oTeeTa (Max Response Code).

BocctaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

ipvé mid
last-member-query-count
count

no ipvé mid
last-member-query-count

(1..7)/3HayenHne
nepemeHHomn
robustness

YcTaHaB/IMBaET KOIMYECTBO 3aNPOCOB, MOC/E PACChIIKM KOTOPbIX,
KOMMYTaTOp OMNpeaenfeT, YTO Ha AAHHOM MOPTY HET XKeNatoLmx
y4acTBOBaTb B MHOTrOaZpPeCcHOM paccbliiKe.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ipvé mld query-interval value

no ipvé mld query-interval

value: (30..18000)/125
CEeKYHZ,

3apaeT MHTepBan paccblikn 0cHoBHbIX MLD-3anpocos.

BoccTtaHaBnAuBaeT 3HaYeHMeE MO YMONYAHUIO.

ipvé mid
query-max-response-time
value

value: (5..20)/10

3afaeT MaKkCMManbHyo 3aepKKy 0TBETa, KOTOpPaA NCNO/Ib3yeTcA
anAa BblYMCNEHUI KOo4a MaKcMmanbHoM 3a4epXKKU OoTBeTa.

- CeKyHA,
no ipvé mid BoccTaHaBnMBaeT 3Ha4YeHWe N0 YMONYaHWIO.
query-max-response-time
ipvé mld robustness value YcTaHaBAMBaeT 3HavyeHne KosadpuumeHTa OTKa3oyCcTOMYMBOCTMY.
Ecnu Ha KaHane Habntogaetca noTeps AaHHbIX, KOIGOULMEHT OT-
value: (1..7)/2

no ipvé mid robustness

Ka3OyCTOl7I‘-IVIBOCTVI A0N1XKeH 6bITb yBeNUYEH.

BoccTtaHaBnAnBaeT 3HaYeHMe MO YMONYAHUIO.

ipvé mld version version

no ipvé mld version

version: (1..2)/2

YcTaHaB/MBAET BEPCUIO MPOTOKO/A, AEUCTBYIOWYO Ha AaHHOM
nHTepoelice.

BoccTaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 136 — KomaHabl pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ipv6 mld snooping
groups [vlan vian_id] [address
ibv6_multicast_address]
[source ipv6 _address]

vlan_id: (1..4094)

OtobparkaeT MHOOPMALMIO O 3aPErMCTPUPOBAHHBIX FPYMnax B Co-
OTBETCTBMM C 3a4aHHbIMW B KOMaHAe NnapameTpamu GpuabTpauuu.
- ipv6_multicast_address — rpynnosoi agpec IPv6;

- ipv6_address — IPv6-aapec NCTOYHMKA.

show ipv6 mid snooping
interface vian_id

vlan_id: (1..4094)

Otobparkaet nHdopmaumio o KoHodurypauum MLD-snooping ans
AaHHol VLAN.

show ipv6 mld snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OT06parkaeT MHGOPMaLMIO O mrouter-nopTax.
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5.17.4 ®yHKyua oeparuyenua multicast-mpadguka

®yHKUMKM orpaHunyeHma multicast-tpadmka ncnonbaytoTca Ana yaobHOM HACTPOMKM OrpaHUYeHUs
NPOCMOTPa onpeaeneHHbIX rPynn MHOroaApPecHO’ PacCbi/iKK.

KomaHObl pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 137 — KomaHabl perknma rnobanbHom KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuo

Aeiicmeue

multicast snooping profile
profile_name

no multicast snooping pro-
file profile_name

profile_name: (1..32)
C“MBO/I0B

Mepexon B pexxum KoHdurypaumm multicast-npodunsa.

YpanuTb ykasaHHbIM multicast-npopuns.
Multicast-npodunb moket 6bITb yaaneH ToAbKo no-
. cne Toro, Kak 6yaeT oTBA3aH OT BCEX NOPTOB KOMMY-
TaTopa.

KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdurypaumm multicast-npoduns:

console (config-mc-profile) #

Tabnuua 138 — KomaHabl pexxkmma KoHourypaumm multicast-npoduna

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aeiicmeue

match ip low_ip [high_ip]

no match ip low_ip

low_ip: BannaHbIn mul-
ticast-agpec;
high_ip: BannaHbIi mul-

3azaeT cooTBETCTBME NPOPUAA YKazaHHOMY AnanasoHy IPv4 mul-
ticast-agpecos.

Ypansaer cootsetcteue Npoduaa ykasaHHOMY AuanasoHy IPv4

no match ipv6 low_ipv6
[high_ipv6]

high_ipv6: BanngHsbiit IPv6
multicast-agpec

[high_ip] ticast-anpec multicast-agpecos.
match ipvé low_ipv6 low_ipv6: BannaHbil IPv6 | 3asaeT cooTseTCTBME NPOdUAA YKazaHHOMY AnanasoHy IPv6 mul-
[high_ipveé] multicast-agpec; ticast-agpecos.

Ypansaer cootsetcteue Npoduaa ykasaHHOMY AuanasoHy IPv6
multicast-agpecos.

permit

no permit

-/no permit

B cnyyae HecooTBeTCTBMA OAHOMY W3 33a[aHHbIX AMaNa3oOHOB,
IGMP-report 6yayT nponycKkaTbcs.

B cnyyae HecooTBETCTBMSA OAHOMY M3 3a[aHHbIX AManasoHoB,
IGMP-report 6yayT oTbpacbiBaTbCA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU perknMma KOHpUrypaumnm nHtepdeiica:

console (config-if)#
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Tabnunua 139 — KomaHabl pexkuma KoHourypaumm nHtepdelica (amanasoHa nHtepodeicos) Ethernet

3HayeHue/3HayeHue

Aeiicmeue
o ymon4aHuio

KomaHda

multicast snooping max- OrpaHMy4MBaeT KONMYeCTBO OLHOBPEMEHHO MPOCMaTpuBae-
groups number mbIx multicast-rpynn ans nntepdeliica.

number (1..1000)/-

no multicast snooping CHUMaeT OrpaHMyeHne Ha KOJMYeCcTBO OLHOBPEMEHHO NpPo-
maxgroups cMaTpuBaeMmbIx rpynn ana nHtepdeica.

multicast snooping add MpuBA3bIBaeT YKa3aHHbIN multicast-npodunb K uHTepdelicy.
profille_name profile name: (1..32)

multicast snooping remove CYMBO/10B YaanaeT cootsetctBMe multicast-npopuna (Bcex multicast-
{profille_name | all} npodwuneit) nHtepoeiicy.

KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnnua 140 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
show multicast snooping OTobpakaeT MHGOPMaUMIO ANA BCEX NMOPTOB O TEKYLLEM KO-
groups count - INYeCTBe 3aperMcTPMpPOBaHHbIX TPYNM, a TaKKe MaKcUmasb-
HOEe BO3MOXHOE KOIMYECTBO.
show multicast snooping profile name: (1..32) OTobparkaeT nHpopmaumto o multicast-npodunax, Kotopbie
profile [profille_name] CMMBONOB 6bINN CKOHOUIYPUPOBAHDI.

5.17.5 RADIUS-aemopu3ayus 3anpocos IGMP

[JaHHbI MexaHW3m NO3BOJIAET NPOM3BOAUTL aBTOPM3aLMIO 3anpocoB NpoTokona IGMP ¢ nomolubto
RADIUS-cepBepa. Ana obecneyeHns HadeXKHOCTU U pacnpefeneHUs Harpyskm MOMKET UCMNo/ab30BaTbCA
HeckonbKo RADIUS-cepsepoB. Bbibop cepBepa Ansa OTNpaBKM oO4yepenHOro 3anpoca asBTopusauum
NPOUCXOAUT CNyvaiHbIM 0bpasom. Ecim cepBep He OTBETMA, OH NOMEYaeTCA Kak BPeMeHHO Hepabouunii, u
nepecrtaeT y4yaCcTBOBaTb B MeXaHM3Me Onpoca Ha onpegeseHHbl nepuoa, a 3anpoc OTCbIIAeTCA Ha
cnepywowmii cepseep.

MonyyeHHble aBTOPM3ALMOHHbIE AaHHbIE XPAHATCA B K3W-NaMATM KOMMYyTaTopa B TeuyeHue
3aflaHHOro nepuoga BpemeHW. ITO MO3BOAAET YCKOPUTb MOBTOPHyH o6paboTtky IGMP-3anpocos.
MapameTpbl aBTOpPM3aLMK BKAKOYAIOT B CeBA:

=  MAC-agpec KNIMEHTCKOro YCTPOMNCTBa;
=  NpeHTudUKaTop NopTa KOMMYTATOPA;
= |P-agpec rpynnbl;

= PelweHune o goctyne — deny/permit.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobaabHoro KoHGUrypnuposaHusa:

console (config) #
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Tabnmua 141 — KomaHap! pexxmma rnobanbHoro KoHPUrypmposaHus

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHoa

Aeiicmeue

ip igmp snooping authoriza-

tion cache-timeout timeout .
timeout: (0..10000)

MuH/0

no ip igmp snooping authori-
zation cache-timeout

YcTaHaBAMBaeT BpemMsA XU3HM B Kawe. Ecan 3HaveHune
PaBHO HY/IIO — OTCYET BPEMEHM }KU3HU OTKAKOYEH (3anuch
He yAanaeTca co BpemeHem).

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepagetica (duanasoHa uHmepagelicos) Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKM peXxnma KoHPUrypupoBaHua nHtepdelica:

console (config-if) #

Tabanuya 142 — KomaHabl perkmMma KoHourypmposaHua nHtepdelica Ethernet

3HayeHue/3HayeHue
no yMmon4aHuro

KomaHda

Aeiicmeue

multicast snooping
authorization radius

Bkntoyaet asTopusaumio 4yepes RADIUS-cepsep. Ecam
yKasaH napametp required, To B c/lyyae HeAOCTYNHOCTU

no multicast snooping
authorization forwarding-first

[required] Bcex RADIUS-cepsepoB IGMP-3anpocbl UTHOpUpytoTcA.
-/oTKNKOUEHO B npoTtvBHOom cnyyae IGMP-3anpoc 6yaetr obpabotaH
JaKe Npu OTCYTCTBMM OTBETA CEpBepa.
no multicast snooping OTKNtOYEeHWE aBTOpU3aLUN.
authorization
. ) BkntouaeT npeasapuTensHyto obpaboTky IGMP-3anpocos
multicast snooping
O ) . Ha nopty o otseta RADIUS-cepsepa. Mo nosayyeHuun
authorization forwarding-first
OTBETA OT cepBepa B C/y4yae MNOJIOXKMUTE/NbHOITO OTBETa
-/oTKNO4EHO NnoAnMMCKa OCTaeTcs, B C/yyae OTPULATENIbHOIO —

yAansercs.

BoccTaHaBnAuBaeT 3HaYeHMe Mo YMONYAHUIO.

KomaHOwb! pexcuma EXEC

Bce KOMaHAb! AOCTYNHbI TONBKO 417 NPUBUAETMPOBAHHOIO NO/Ib30BaTENA.

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnnua 143 — KomaHzabl pexkmma EXEC

Komanda 3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

show ip igmp snooping au-
thorization-cache

[interface tengigabitethernet
te_port | hundredgiga-
bitethernet hu_port ]

te_port: (1..8/0/1..4);
hu_port: (1/0/1..6)

OTobparkaeT coaepXumoe Kalla asTopusaunmn IGMP.
Ecnn B KOMaHAe yKasaH uHTepdeiic — To oTobparkatoTcs
TONIbKO Te rpynmnbl, KOTOpble 3aperucTpupoBaHbl Ha
yKa3aHHOM uHTepdeiice.

clear ip igmp snooping au-
thorization-cache

[interface tengigabitethernet
te_port | hundredgiga-
bitethernet hu_port]

te_port: (1..8/0/1..4);
hu_port: (1/0/1..6)

OumLLaeT KoL aBTOpU3aL M.

Ecnv B KoMaHAae yKasaH MHTepdeiic — KaLw-3anncy oumLLia-
I0TCA AN1A YKa3aHHOro MHTepdeica.

Ecnn nHTepdeiic He yKasaH — KaLll O4MLLAETCA NOHOCTLIO.
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5.18 MapuwpyT1u3auuma MHoroagpecHoro tpadpumka

5.18.1 lNpomokon PIM

PIM — npoToKo/1 MHOroaapecHon mapLipyTusaumnm ana IP-ceteid, cosgaHHbIN Ana peweHusa npobaem
rpynnoBon mapuipytmsaumu. PIM 6asmpyeTtca Ha TPaAMUMOHHbBIX MapLUPYTHbLIX NPOTOKOAaX (Hanpumep,
Border Gateway Protocol), Bmecto Toro, 4tobbl co3aaBaTb COBCTBEHHYIO ceTeBylo Tonosoruioo. PIM
ucnonbdyet unicast-tabavuy MmapwpytMsaumm ana nposepkn RPF. 3Ta nposepka BbiNo/HAETCA
MapLpyTmM3aTopamu, 4Tobbl ybeantbca, 4To nepesadya MHOroaApecHoro Tpadmka BbINOAHAETCA MO NyTK
6e3 netens.

RP (rendezvous point) — Touyka paHAeBy, Ha KOTOpoW 6yayT pPerucTpmpoBaTbCA WUCTOUHWUKMU
MHOTroaApecHbIX MOTOKOB 1 CO3/aBaTbh MapLLPYT OT UCTOYHMKA S (cebs) ao rpynnbl G: (S, G).

BSR (bootsrtap router) — mexaHunsm cbopa MHPopmauumn o RP KaHguaaTtax, opMMpPoOBaHMM CNIMCKA
RP gna Karkpaoi MHOroagpecHoi rpynnbl M OTNpaBKa ChNMcKa B npegenax AomeHa. KoHdurypauus
MHOroaZpecHoin mapLipytTmsaumm Ha 6ase IPv4.,

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM peRMMa rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnnuya 144 — KomaHabl rnobanbHOro pexxnma KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip multicast-routing pim

no ip multicast-routing pim

-/To ymonuaHuio
dYHKLMA BbIKNOYEHA

BKAOUMTL MHOroagpecHyo MmapLlpyTusaumio, npotokoa PIM Ha
BCex uHTepdeicax.

OTKAIOYUTb MHOFOAAPECHYIO0 MapLIPYTU3aLnio U NpoTokon PIM.

ipvé multicast-routing pim

no ipv6 multicast-routing pim

-/To ymonuaHuio
bYHKUMA BbIKNIOYEHA

BkatounTb ana IPv6 MHOroaapecHyo MapLupyTU3aLuto, MpOTOKO
PIM Ha Bcex nHTepdeicax.

OTKAoYMTL ANnAa IPv6 mHOroagpecHyo mapLupyT1saumio u NnpoTo-
kon PIM.

ip pim bsr-candidate
ib_address [mask] [priority
priority_num]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKasaTb YCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ip_address — BanngHblit IP-aapec KommyTaTopa;

- mask — macka noacetu;

- priority_num — npuopuTer.

OTKAtoYeHMe gaHHOoro na pameTpa.

ipv6 pim bsr-candidate
ipbv6_address [mask] [priority
priority_num]

no ipv6 pim bsr-candidate

mask: (8..128)/126;
priority_num:
(0..192)/0

YKa3aTb YCTPOMCTBO Kak KaHAuAaTa B BSR (bootstrap router).
- ipv6_address — BanuaHbIv IPv6-agpec KoMmyTaTopa;

- mask — macka noaceTw;

- priority_num — npuopuTer.

OTKAtoYeHMe gaHHOoro na pameTpa.

ip pim rp-address
unicast_address
[multicast_subnet]

no ip pim rp-address
unicast_address
[multicast_subnet]

CospaHue ctatuyeckol Rendezvous Point (RP), gononHutensHo
MOKHO YKa3aTb MHOTOaZpecHyto NoaceTb s aaHHoM RP.

- unicast_addr — IP-agpec;

- multicast_subnet — mHoroaapecHas noacetb.

YpaneHue ctatuyeckoli RP unu yaanenue RP ans ykasaHHoM nog-
cetu.

ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

CosaaHue ctatuyeckol Rendezvous Point (RP), gononHutensHo
MOHO YKa3aTb MHOroaZpecHyto NoaceTb Ana AaHHOMU RP.

- ipv6_unicast_addr — IPv6-agpec;

- ipv6_multicast_subnet — mHoroagpecHasa noaceTb.
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no ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

YpaneHue ctatuyeckoli RP unu yganenue RP ans ykasaHHoM nog-
ceTu.

ip pim rp-candidate
unicast_address [group-list
acc_list] [priority priority]
[interval secs]

acc_list: (0..32)
cumBona
priority: (0..192)/192;
secs: (1..16383)/60

Co3paHune KaHguaata ans Rendezvous Point (RP)

- unicast_addr — IP-agpec;

- acc_list — cnMcoKk MHoroafpecHbix npeduKcoB, 3a4aBaemblii ¢
nomolupbto ctaHaapTHoro ACL;

- priority — NPUOPUTETHOCTb KAHAMAATA;

- secs — nepvog oTNpPaBKM COOBLWEHUN.

priority] [interval secs]

priority: (0..192)/192;
secs: (1..16383)/60

no ip pim rp-candidate CeRYRA OTKANlOYeHMe aHHOro NnapameTpa.

unicast_address

ipv6 pim rp-candidate Co3paHune KaHgupata ansa Rendezvous Point (RP)
ipv6_unicast_address . - ipv6_unicast_addr —IPv6-appec;

[group-list acc_list] [priority accc_::i/:c;(()(l)].z;?:Z) - acc_list — cnucok MHoroagpecHbix NnpedpuKcoB, 3a4aBaemblin C

nomoubto ctaHgaptHoro ACL;
- priority — NPUOPUTETHOCTb KaHAWNAATA;
- secs — nepuog oTNpPaBKM CoobLWweHUN.

no ipv6 pim rp-embedded

. N N CEKyH[,

no ipv6 pim rp-candidate OTKAKOYEHME aHHOro NnapameTpa.
ipv6_unicast_address
ip pim ssm {range YKa3aTb MHOroaZpecHyo noaceTtb
multicast_subnet | default} - range — yKasaTb MHOroagpecHyto noAaceTs;

- multicast_subnet — MHOToaApecHan NoACETb;

) - default — ykasatb gnanasoH 8 232.0.0.0/8.

no ip pim ssm [range OTKAKOYEHMEe aHHOro NnapameTpa.
multicast_subnet | default]
ipv6 pim ssm {range YKa3aTb MHOroaZpecHyo noacetb
ipv6_multicast_subnet | - range — yKa3aTb MHOrOa4pPeCcHY NoACETb;
default} ) - ipv6_multicast_subnet — mHOroagpecHasa NoAceTb;

- default — ykasatb ananason 8 FF3E::/32.
no ipv6 pim ssm [range OTKAKOYeHWe 4aHHOro napameTpa.
ipv6_multicast_subnet | -
default]
ipv6 pim rp-embedded BKAtOUNTL paclumpeHHbIi pyHKUMoHan rendezvous point (RP).

-/BKAtOYEHO

OTKAOYUTL paclUMpeHHbI GpyHKUMOHan rendezvous point (RP).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 145 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet

no ip (ipv6) pim dr-priority

(0..4294967294)/1

3Ha4yeHue/ 3Ha4yeHue ”
KomaHda / Aeilicmeue
Mo ymon4aHuio

ip (ipv6) pim BkntoyeHune PIM Ha uHTepdelice.

T - -/BKAtOYEHO -
no ip (ipv6) pim BbikntoueHne PIM Ha uHtepdeiice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepesady BSR-coobueHunii c MHTepdeiica.

— -/oTKAtO4EHO
no ip pim bsr-border OTKNtoYEeHMe JaHHOro NapameTpa.
ip (ipv6) pim dr-priority priority YKasaHue npuopuTeta gaa sbibopa DR-poyTepa.

iorit - priority — npuopuTeT DR-poyTepa onpeaensiowmii, KTo U3 KOM-
priority:

myTaTopoB cTaHeT DR-poytepom. KommytaTop ¢ Hambonbwmm
3HayeHuem ctaHeT DR-poyTepom.

Bo3BpalyaeT 3Ha4yeHne No YMONYAHUIO.

ip ip (ipv6) pim hello-interval
secs

no ip (ipv6) pim hello-interval

secs: (1..18000)/30 cek

YKasaHue nepuoga otnpasku hello-naketos.
- sec — nepuog otnpasku hello-nakeTos.

Bo3BpalaeT 3Ha4yeHne No YyMOIYaHMUIO.

ip (ipv6) pim
join-prune-interval interval

no ip (ipv6) pim
join-prune-interval

interval: (1..18000)/60
CeKyHA,

YKa3aTb MHTepBas, B Te4EeHUEe KOTOPOro KOMMYTAToOp OTCbliaeT
join unm prune-coobueHuns.
- interval — nepvog, BpeMeHU OTNPaBKK join, prune coobLeHIA.

Bo3BpalaeT 3Ha4yeHne No YyMOIYaHMUIO.
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ip (ipv6) pim neighbor-filter dunbTpaums Bxoaawmx PIM-coobuieHnii.

acc_list acc_list: (0..32) - acc_list — cnMCOK aApecoB, Ha OCHOBE KOTOPbIX NPOM3BOAMUTCA
cumBoNa dunbTpaums.

no ip (ipv6) pim neighbor-filter OTKNOYEHME JaHHOro NapameTpa.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnmua 146 — KomaHap! pexkuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
show ip (ipv6) pim rp mapping OtobparkaeT akTMBHbIe RP, cBA3aHHble C MapLipyTHOM nHdopma-
[RP_addr] - Lmen.
- RP_addr — IP-apgpec.
show ip (ipv6) pim neighbor OTobparkaeT nHpopmaumio o PIM-coceasnx.
[detail] [tengigabitethernet te_port: (1..8/0/1..32);
te port | hu_port: (1/0/1..6);
hundredgigabitethernet group: (1..32);
hu_port | port-channel group| vlan_id: (1..4094).
vlan vian_id]
show ip (ipv6) pim interface OTobparkaeT MHdopmaumio no PIM-uHTepdeicam:
[tengigabitethernet te_port | te_port: (1..8/0/1..32); | - state-on — oTobparkaet Bce nHTepdeincol, rae BkaoUeH PIM;
port-channel group| hu_port: (1/0/1..6); - state-off — oTo6parkaeT Bce MHTepdeiichl, rae BbikaoyeH PIM.
hundredgigabitethernet group: (1..32);
hu_port | vlan vian_id |state- vlan_id: (1..4094).
on | state-off]
show ip (ipv6) pim group-map OTo6parkaeT Tabanuy NPUBA3KM MHOTOAAPECHbIX Fpymnm.
[group_address] ) - group-address —agpec rpynnbi.
show ip (ipv6) pim counters - OTobparkaeT cogepxumoe PIM-cyeTUnKOB.
show ip (ipv6) pim bsr election - OtobparkaeT nHdopmaumto o BSR.
show ip (ipv6) pim bsr rp-cache - OTobparkaeT MHGOPMaLMIO O U3YYEHHbIX KaHaMAaTax B RP.
show ip (ipv6) pim bsr OTobparkaeT cocTosHUe KaHaMaaTos B RP.
candidate-rp )
clear ip (ipv6) pim counters - O6HynseT PIM-cyueTumku.

[Mpumep UCnoab308aHUS KOMAHO

= basoBas HacTpoiKka PIM SM c ctaTuyeckum RP (1.1.1.1). NpeasapuTenbHO A0/XKeH BbITb HAaCTPOeH
NPOTOKO MApLLPYTU3ALIUN.

console# configure
console (config)# ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.18.2 ®yHKkyua IGMP Proxy

PyHKUMA MHoroagpecHon mapwpyTtmsaumm IGMP  Proxy npepgHasHayeHa Anaa peanusauuu
YNPOLLEHHOM MApLIPyTU3aLMM MHOTOAZAPECHbIX AaHHbIX MEXKAY CeTAMM, YNpaBasemol Ha OCHOBAHWUMK
npotokona IGMP. C nomouwpto IGMP Proxy ycTpoicTBa, He Haxogswumeca B O4HOW CETU C CepBEPOM
MHOTr0a4peCHOM PACCbIZIKW, MMEIOT BO3SMOXKHOCTb MOAKAOHYATLCA K MHOTOa4pEeCHbIM FPyMnnam.

MaplpyTmM3aumsa OCYLLEeCTBASIETCA MeKay WHTepdencom Bblwectoswer cetn  (uplink) wn
nHTepdelricamm HuxKectoawmx ceteit (downlink). Mpu atom Ha uplink-uHTEepdelice KommyTaTop BeaeT cebn
Kak 0Obl4YHbIN MosyyYaTeNb MHoroagpecHoro Tpadumka (multicast client) u dopmupyetr cobcrBeHHblIe
coobueHns npotokona IGMP. Ha uHTtepdelicax downlink KommyTaTop BbICTynaeT B KayecTBe cepBepa
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MHOroaapecHom paccbliikm M 0bpabaTbiBaeT coobueHUa npoTokosa IGMP oT ycTpoiCTB, NOAKAOYEHHbIX K

3TMM MHTepdeicam.

v
v
Y

Konunuecteo noaaep:KMBaembix rpynn MHOroagpecHoi paccbiiku npotokoaom IGMP Proxy
yKasaHo B Tabnuue 9.

IGMP Proxy nogaep»usaet go 512 downlink-unrepdeiicos.

OrpaHuyeHus peanusaumm ¢pyHkummn IGMP Proxy:

- IGMP Proxy He noaaep)XuBaeTca Ha rpynnax arperauumu LAG;

- MOXeT 6bITb onpeaenieH TONbKO 0AWH MHTepdeiic BbiecToALel ceTu;

- Npu ucnonb3oBaHumn Bepcuun V3 npotokona IGMP Ha uHtepdeiicax K HAXKeCTOALLLEN CeTH,
o6pabaTbiBatoTca TONbKO 3anpocbl TuNa exclude (*,G) u include (*,G).

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnunua 147 — KomaHabl perkuma rnobanbHoM KoHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip multicast-routing
igmp-proxy

no ip multicast-routing

-/MNo ymon4aHuio
bYHKUMA BbIKNIOYEHA

PaspeluaeT paboTy MmapLIpyTU3aLMM MHOTOAAPECHbIX AaHHbIX HA
CKOHOUIYpPMpPOBaHHbIX HTepdelicax.

3anpelyaeT paboTy MapLpyTU3aLMM MHOFOAAPECHbBIX AAHHbIX Ha
CKOHPUIypUpOBaHHbIX MHTepdecax.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet, VLAN, uHmepgelica 2pynnsl nopmos

Bua 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypauum uHTepdelicoe Ethernet, VLAN,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnuua 148 — KomaHabl pexknuma kKoHourypaummn nHtepoeicos Ethernet, VLAN, rpynnbl nopTos

hu_port | port-channel group |
vlan vian_id}

group: (1..32);
vlan_id: (1..4094)

3HayeHue/3HavyeHue »
KomaHda / Aelicmeue
no ymoa4aHuro
ip ign?p-proxy te_port: (1..8/0/1.32); KOHd)MI’YpMDVEMbIIZ MHTepdenc asasetca MHtepd)e.f/'ICOM K HVI)Ije-
{tengigabitethernet te_port | hu_port: (1/0/1..6); cTosAwen cetn. KomaHaa HasHauaeT cBsA3aHHbIM uplink-nHtepdeiic,
hundredgigabitethernet _port: N YYaCTBYIOLWMI B MapLIPYTM3aLLMK.

ip igmp-proxy downstream
protected interface { enable |
disable}

no ip igmp-proxy downstream
protected interface

BKAOUNTL 3aWMTY NO HUCXoAALWeMY MHTepdeiicy. IPv4 multicast-
TpaduK, nocTynatowmii Ha HTepdeiic, He byaeT NnepeHanpaseH.

OTKAOUUTB 3aLLMUTY NO HUCXOAALLEMY UHTepdelicy.
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KomaHOwbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 149 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show ip mroute
[ip_multicast_address
[ip_address]] [summary]

KomaHaa npeaHasHayeHa AN NPOCMOTPaA CMMCKOB MHOroagpec-
HbIX rpynn. Bo3amoxkeH BbI6GOp rpynn no agpecy rpynnbl Uam no
afpecy UCTOYHMKA MHOTOaJPeCHbIX AAHHbIX.

- ip_multicast_address — |IP-appec rpynnbi;

- ip_address — IP-agpec UCTOYHWMKA;

- summary — KpaTKoe COoAepiKaHue Kax o 3anncu B MHOroas-
pecHol Tabamue mapwpyTmsaumm.

show ip igmp-proxy interface
[vlan vian_id |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)

NHbopmaumsa o ctatyce IGMP-proxy NpumMeHUTENbHO K UHTEp-
deincam.

[pumepbl 8b1M0AHEHUS KOMAHO

console#show ip igmp-proxy interface

IP Forwarding is enabled

IP Multicast Routing is enabled
IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

* — the switch is the Querier on the interface

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
v1lan30 downstream default - -

5.19 ®yHKUUM ynpaBaeHuUs

5.19.1 MexaHu3m AAA

Ona obecneyeHns 6e30MACHOCTM CUCTEMbI MCMOAb3YeTCA MexaHuam AAA (ayTeHTUMKauws,

aBTopu3aums, ydeT).

— Authentication (ayTeHTUdMKauma) — conocTaBneHMe 3anpoca CyLLecTBytoLLein yYETHON 3a-
nucu B cucteme 6e30MnacHoOCTU.

— Authorization (aBTopu3auus, NpoBepKa ypoBHSA A0CTYNa) — COMNOCTaB/eHNE YYETHOM 3anucu
B cucTeme (npolwealiein ayTeHTMdMKaALMIO) M onpeaenEHHbIX MOHOMOUYNNA.

— Accounting (y4éT) — cnekeHue 3a noTpebseHnem pecypcoB NoJib30BaTesIeEM.

Ons wndpoBaHUs AaHHbIX MCNOAb3yeTcA MexaHn3m SSH.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnnua 150 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHda

Aelicmeue

aaa authentication login
{authorization | default |
list_name} method_list

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);

-/To ymon4aHuio
OCYLLECTBAAETCA NPOBEPKa
no fIoKanbHol 6ase
OaHHbIX (aaa
authentication login
authorization default local)

YcTaHaBaAMBaeT cnocob ayTeHTUdUKaLMKM AN BXOAA B CUCTEMY.
- authorization - pa3peluaeT NPOXOXKAeHWe aBTopM3aLLmMm no
OMUCAHHBIM HUXeE MeToAam;

- default — ucnonb3oBaTb ANA ayTEHTUPMKALMM ONUCAHHbIE
HUXe MeToabl;

- list_name — nms cnucka ayTeHTUOUKALMOHHbBIX METOA0B, aKTU-
BM3MPYIOLLEroca, Korga nosib3oBaTesib BXOAUT B CUCTEMY.
OnucaHune meTtogos (method_list):

- enable — ucnonb3oBaTb NAPO/b A5 ayTEHTUPUKALUW;

- line — ucnonb3oBaTb NAPOb TEPMUHANA ANA ayTEHTUDUKALUMK;
- local — vcnonb3oBaTb NoKanbHyt0 6a3y MMeH Nosb3oBaTesei
ANA ayTeHTUdUKaLmu;

- none — He UCNOo/Ib30BaTb ayTeHTUDUKaLMIO;

- radius — vcnonb3oBaTb cnmucok RADIUS-cepBepoB ana ayTeHTH-
duKaumu;

- tacacs —vncnonb3osatb cnncok TACACS cepsepoB ANA ayTEHTU-
bukaumm.

Y
Y

Ecan meTtop, ayTeHTUPUKaLMM He onpegeneH, To
AOCTYN K KOHCOJIM BCEraa yCnewHblii.

Co3aaHme CNUCKA OCYLLEeCTBAAETCA KOMaHA0M:
aaa authentication login list_name method._list.
Wcnonb3oBaHue cnucka:

aaa authentication login list-name

Bo u3berkaHue notepu AocTyna cieayer BBOAUTD
HeobXoAUMbIIi MMHMMYM HacTpOeK ANA yKasbiBa-
€eMOoro MmeToga ayTeHTUdUKauun.

!

no aaa authentication login
{default | list_name}

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

aaa authentication enable
authorization {default |
list_name} method_list

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);
-/To ymonuaHuio
OCYLLECTBASAETCA NPOBEPKa
no fioKkanbHo 6ase
OaHHbIX (aaa
authentication enable
authorization default
enable)

YcTaHaBAMBaeT cnocob ayTeHTUdPMKauum npu  MNOBbILEHUN
YPOBHSA NPUBUAETUIA A4 BXOAA B CUCTEMY.

- authorization - pa3peluaeT NPOXOXKAeHUe aBTopPM3aLLMm No
OMNUCAHHbIM HUXE MEeTOo4aM;

- default — ucnonbsoBaTb ANA ayTeHTUOMKALMM OMUCAHHbIE
HUXKe MeTozbl;

- list_name — nms cnucka ayTeHTUOUKALMOHHbBIX METOA,0B, aKTU-
BM3UPYIOLLErocs, Koraa nosb3oBaTeslb BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):

- enable — ncnonb3oBaTb NAPO/b ANA ayTeHTUUKaLUK;

- line — ucnonb3oBaTb NapONbL TEPMUHANG AN1A ayTEHTUPUKALUMK;
- local — vcnonb3oBaTb NoKanbHytO 6a3y MMeH Nosb3osaTesnein
ANA ayTeHTUdUKaLmu;

- none — He UCMNO/1Ib30BATb ayTEHTUDMKALMIO;

- radius — ncnonb3oBaTtb cnMcok RADIUS-cepBepoB A5 ayTeHTU-
duKaumu;

- tacacs —ncnonb3oBaTb cnncok TACACS-cepBepoB 414 ayTeHTU-
duKaumm.

Y
Y

Ecnu meTon ayTeHTUPMKALUU He onpefeneH, To
[OCTYN K KOHCONM BCeraa ycnewHbli.

Co3paHue CNUCKa OCYLLecTBAAETCA KOMaHA0M:
aaa authentication login list-name method_list.
Ucnonb3oBaHue cnucka:

aaa authentication login list-name
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no aaa authentication
enable authorization
{default | list_ name}

I Bo usbexkaHue notepu Joctyna cieayeTt BBOAUTD
e HeobXoAMMbIIi MUHUMYM HacTpOeK AN YKa3biBa-
emoro meToaa ayTeHTupUKauuu.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

enable password password
[encrypted] [level level]

no enable password [level
level]

level: (1..15)/1;
password: (0..159)
CMMBOJI0B

YcTaHaB/MBaeT Naposb A4 KOHTPONA U3MEHEHWUA NPUBUAETUA
[ocTyna nosb3oBaTesien.

- level — ypoBeHb npusunerui;

- password — naponsb;

- encrypted — 3afaTb 3alWwMdpPOBaHHbLIA Napoab (Hanpumep, na-
posb B 3aWMPOBAaHHOM BWAE, CKONUPOBAHHBLINA C APYroro
yCTpOICTBA).

YpaanseT naposb 418 COOTBETCTBYIOLLErO YPOBHA NPUBKUAETUIA.

username name
{nopassword | password
password | password
encrypted
encrypted_password}
[priveliged level]

no username name

name: (1..20) cumBoN0B;
password: (1..64)
CUMBOJIOB;
encrypted_password:
(1..64) cumBonos;
level: (1..15)

[ob6asnseT Nnonb3oBaTeNs B I0KaAbHYO 633y AaHHBbIX.

- level — ypoBeHb npuBuieruii;

- password — naponb;

- name — UMs No/b30BaTeNs;

- encrypted_password — 3alwinMdpoBaHHbIA Naposb (Hanpumep,
naposb B 3aWWppPOBaHHOM BUAE, CKOMWPOBAHHbIN C 4PYroro
yCTpOICTBa).

Ypanser nonb3oBaTens U3 10KabHOM 6a3bl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

-/To ymonyaHuio BegeHune
yyeTa 3anpeuieHo

PaspelaeT BegeHuMe yyeTa (aKKayHTa) 418 CeCCUin ynpasBaeHus.
BegeHue yuyeta paspelleHO TONIbKO ANA No/sb3oBaTe-
V Neii, BoweALWMUX B CUCTEMY NO UMEHU U Naponio, ANA
nonb3oBaTesieid, BOWEALWMNX NO NApono TepMUHana,
BeAeHue yyeTa 3anpeLyeHo.
BepeHue yueta akTUBUPYETCA U NPeKpaLlaeTca, Korga
V nosb3oBaTesib BXOAUT U OTKNOYAETCA OT CUCTEMDI, YTO
COOTBETCTBYET 3HaYeHUuam start u stop B coobuieHnsax
npoTtokona RADIUS (napameTpbl, cogepKalumeca B co-
o6weHunAx npotokona RADIUS, npuseaeHbl B Tabnuue
151).

3anpewaeT BegeHue yyeTa (akkayHTa) gna seefeHHbIx B CLI Ko-
MaHA,.

aaa accounting dotlx
start-stop group radius

no aaa accounting dot1x
start-stop group radius

-/To ymonyaHuio BegeHune
yyeTa 3anpeLieHo

PaspelaeT BegeHuWe yyeTa (akkayHTa) gna ceccuin 802.1x.
BepeHue yyeTa aKTUBMPYETCA U NPeKpaLLaeTca, Koraa
V nonb30BaTe/lb BXOAUT U OTK/IOYAETCA OT CUCTEMDI, YTO
COOTBETCTBYET 3HaYeHUAM start u stop B coobLieHunax
npoTtokona RADIUS (napameTpbl, cogepiKalumeca B co-
o6weHunax npotokona RADIUS npusegeHbl B Tabanue
151).
B pexume Multiple sessions coobuieHusa stat/stop no-
V CbINAIOTCA ANA KaXAO0ro noJsib3oBaTtens, B pexume
Multiple hosts — TonbKo gna nonb3oBatens, npoiies-
wero ayteHTMdUKaumio (cm. pasgen no 802.1x).

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https]
method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpeaenaet metos ayTeHTUOUKauumn npm aoctyne K HTTP-
cepsepy. pun ycTaHOBKe CNNCKa MeTOA,08 AONONHUTE/bHbIN
meToz, 6yAeT NPUMEHATLCA TOIbKO B TOM C/lyyae, Koraa no
OCHOBHOMY MeToAy ayTeHTUdMKaLMKM BO3BpaLLeHa OWwmnbKa.
- method_list — metopg ayteHTUdMKaumm:

local — no UmeHu 13 NoKaNbHOM 6a3bl AaHHbIX;

none — He UCMoONb3yeTcs;

tacacs — ucnonb3oBaHue cnmMckos Bcex cepepoB TACACS+;
radius — vucnonb3osBaHue cnmckos Bcex RADIUS-cepsepos.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

aaa authentication mode
{chain | break}

-/chain

YcTaHaB/MBaeT anroputmM onpoca MeToAoB ayTeHTUUKa-
Lmn.

- chain — nocne HeygauHol MONbLITKM ayTeHTUPUKALUKM NO
nepBoMy MeTOAy B CMUCKe C/efyeT MonbiTKa ayTeHTUdMKA-
LMW NO Caeaytolemy MeToay B LieNOYKe;
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- break — nocne HeygauyHoW ayTeHTUPUKALMKM NO NepBOMY
MeToAy npouecc ayTeHTUdMKauum ocTaHaBAMBaETCA.

aaa accounting commands
stop-only group tacacs+

no aaa accounting
commands stop-only group

-/Mo ymonyaHuio BegeHune
yyeTa KOMaHz, BbIK/IOYEHO

BkntouaeT BegeHue yyeta BBegeHHbIx B CLI komaHg no npoTo-
Koy Tacacs+.

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

DA TOoro uto6bl KAMEHT NOAYUUA [OCTYN K YCTPOICTBY, AarKe eCcnu Bce MeToabl ayTeHTudu-
e Kauumn BepHyNM oWnNOKY, MCNOb3yTe 3HaUeHUe NocaeaHero MeToaa B KomaHae — none.

Tabanuya 151 — ATpmnbyThl coobLyeHnii BeaeHna yyeta npotokona RADIUS ana ceccuit ynpasneHuma

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pusy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTndumKauma nonb3osaTens.
IP-agpec KommyTaTopa, KOTOPbIA UCMOAb3yeTcA
NAS-IP-Address (4) EcTb Ectb AP o y. P P y
ana ceccuin ¢ Radius-cepsepom.
MpounsBonbHOeE 3Ha4YeHMe, BKIKOYEHHOE BO BCE CO-
Class (25) EcTb EcTb P .
obLLeHNn yyeTa ceccui.
. IP-agpec KommyTaTopa, UCNOb3yeMbl ANS cec-
Called-Station-ID (30) EcTb EcTb “,qp Y P ¥ A
CUI ynpaBaeHus.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP yUeTa.
. YKa3blBaeT MeToA, N0 KOTOPOMY KAWUEHT A0JIKeH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUPUUMPOBAH.
. . MokasbiBaeT, KaK AOAro MnoJsib3oBaTtesb bbia noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Hert EcTb MpuyYmMHa 3aKpbITUA ceccuu.

Tabnnuya 152 — ATpmnbyTbl coobLeHnii BeaeHma yyeta npotokona RADIUS ana ceccmin 802.1x

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb Ectb NaeHTnduKauma nonb3oBaTens.
IP-agpec KomMmyTaTopa, KOTOPbIN MCMoNb3yeTcA
NAS-IP-Address (4) EcTb EcTb AP o y. P P y
ana ceccunin ¢ Radius-cepsepom.
MopT KOMMyTaTopa, Ha KOTOPOM MOAKNOYMACA
NAS-Port (5) Ectb Ectb P Y P P A
nosib30BaTeNb.
Mpoun3BoAbHOE 3HaYEeHWNE, BK/IIOYEHHOE BO BCe CO-
Class (25) EcTb EcTb P .
obLLeHna yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-appec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-appec nonb3oBaTens.
Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbI MAEHTUPUKATOP y4eTa.
YKa3blBaeT MeTos, N0 KOTOPOMY KJAMEHT A0J/IKEH
Acct-Authentic (45) EcTb EcTb A pomy A
ObITb ayTEeHTUDULMPOBAH.
. . MoKa3sblBaeT, KaK A0Aro nosb3osaTtens Hbla Noa-
Acct-Session-Time (46) Het EcTb A A
KNIOYEH K cucTeMe.
Acct-Terminate-Cause (49) | Het EcTb MpuuMHa 3aKPbITUA CECCUMN.
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Nas-Port-Type (61)

‘ EcTtb

‘ Ectb

‘ MoKasbiBaeT TMN NOpTa KAMEHTa.

KomaHObI pexuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXXUME KOHPUTrypaLmm TepMUHaNa:

console (config-line) #

Tabanuya 153 — KomaHabl perknuma KoHOUrypaumm TepmMmrMHaabHbIX CECCUi

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

login authentication {default |
list_name}

no login authentication

list_name: (1..12)
CUMBOJI0B

3afaeT meTog, ayTeHTUdMKaLUM Npu Bxoae Ans KoHconu, Telnet,
SSH.

- default — ncnosb30BaThb CNMCOK «MO YMONYAHWIO», CO3A4aHHbIN
KoMaHZoM aaa authentication login default

- list_name — ncnonb3oBaTb CNUCOK, CO34aHHbIA KOMaH4ON aaa
authentication login /ist_name.

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

enable authentication
{default | /ist_name}

no enable authentication

list_name: (1..12)
C“MBO/I0B

3afaeT MeTo4 ayTEHTUPUKALMM NONb30BaTENs NPU NOBbIWEHMM
YPOBHSA NpuBuaernii ana koHconu, Telnet, SSH.

- default — ncnonb30BaTb CNMCOK «MO YMONYAHMIO», CO3A4aHHbIN
KoMaHZoM aaa authentication login default

- list_name — ncnonb3oBaTb CNMCOK, CO34aHHbIM KOMAHAOM aaa
authentication login /ist_name.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

password password
[encrypted]

no password

password: (0..159)
CMMBOJIOB

3apaet naposb oA TepMUHana.

- encrypted — 3a4aTb 3aWMPpPOBaHHbLIN Napoab (Hanpumep, Na-
ponb B 3awWndpPOBaHHOM BMAE, CKOMUPOBAHHLIM C APYroro
yCTPOICTBA).

Ypanaet naponb anAa TepmuHana.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 154 — KomaHabl pexxkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show authentication methods

MoKasbiBaeT MHbopMaLMio 06 ayTeHTUOUKALMOHHBIX MeToAax
Ha KOoMMyTaTope.

show users accounts

MoKa3biBaeT N0KaNbHYy0 6a3y AaHHbIX NOAb30BaTeNel U UX MPU-
BUJIETUN.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Bce kKomaHAbl AaHHOTO pasgena AOCTYMNHbI TOAbKO 1A NPUBMAETMPOBAHHbIX nonb3oBaTesnein.
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Tabnunua 155 — KomaHabl pexkuma EXEC

3HayeHue/3HayeHue
no yMmoA4YaHuio

KomaHda Aeiicmeue

show accounting Moka3sbiBaeT MHPOPMALMIO O HACTPOEHHbIX METOAAX BefeHus

yyeTa (aKkKkayHTa).

5.19.2 pomokon RADIUS

Mpotokon RADIUS ucnonb3yetca ana ayreHTMduKaumm, astopmsaumm m yyeta. Cepsep RADIUS
ucnonb3yet 6a3y AaHHbIX NO/b30BATeNEN, KOTOpas COAEPKWUT AAHHblE MPOBEPKM MOANMHHOCTM ANA
Kakgoro nosb3oBatens. TakMum o6pasom, ucnonb3oBaHuMe npoTtokona RADIUS obecneunBaet
OONONHUTENIbHYIO 3aLNUTY NPU AOCTYMNe K pecypcam CeTu, a TaKKe Mpu J40oCTyne K CaMOMy KOMMYTaTopy.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKK B pexknume r1ob6asibHOMN KoHdUrypaumm:

console (config) #

Tabnunua 156 — KomaHabl perknma rnobanbHOM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type]

encrypted radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type]

hostname: (1..158)
CUMBO/IOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

secret_key: (0..128)
CUMBO/IOB;

priority: (0..65535)/0;
type: (login, dotl.x,

[JobaBnaeT yKasaHHbIA cepBep B CNUCOK Mcnosib3yembix RADIUS-
cepBepos.

- ip_address — IPv4 nnu IPv6-agpec RADIUS-cepsepa;

- hostname — cetesoe nma RADIUS-cepBepa;

- auth_port — Homep nopTa ANA nepesayn ayTeHTUGUKALNOHHDBIX
OAHHbIX;

- acct_port —Homep nopTa Aaa nepeaayn AaHHbIX yYeTa;

- timeout — HTepPBaN OXKNOAHUA OTBETA OT CepBepa;

- retries — KOAMYECTBO NOMbITOK Noncka RADIUS-cepsepa;

- time — BpemA B MMHYTax, B TEYEHWE KOTOPOro HeJoCTyNHble cep-
Bepa He byayT onpalwmeatbca RADIUS-KAMEHTOM KOMMYTaTopa;

- secret_key — kntoy ansa ayteHTMGMKaumm 1 wndposBaHms Bcero 06-
meHa aaHHbimu RADIUS;

- priority — npuopuTeT ncnonb3oBaHma RADIUS-cepsepa (Yem Huxke
3HaYeHue, TeM NpUopUTETHEE Cepaep);

- type — TMn ncnonb3osaHua RADIUS-cepsepa;

- encrypted — 3a4aTb KAtoY B 3alLMPPOBAHHOM BUE.

B cnyyae oTcyTCcTBMA B KOMaHAe NapaMeTpoB timeout, retries, time,

all)/all secret_key pna paHHoro RADIUS-cepBepa MCMONb3YOTCA 3HAYeHus,
HACTPOEHHbIE C MOMOLLIO KOMAHA, YKa3aHHbIX HUXKeE.
no radius-server host Ypanaert ykasaHHbIN cepBep M3 cnmncka ucnosnbsyembix RADIUS-cep-
{ipv4-address | ipv6-address | Bepos.
hostname}
[encrypted] radius-server key YCTaHaBAMBAET K/IHOY, UCMOJIb3YEMbIM MO YMOJYAHUIO, A1A ayTeH-
[key] key: (0..128) TMOUKALUMM U WKPpPOBaHUA Bcero obmeHa paHHbimu RADIUS
CMMBON0OB/NO

no radius-server key

YMONYAHUIO KNtoY —
nycras cTpoKa

MeXay YCTPOWCTBOM U OKpyKeHnem RADIUS.
- encrypted — 3a4aTb K/1toY B 3aWMPPOBAHHOM BUA,

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

radius-server timeout timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcTaHaBAMBaeT UHTEPBaN OXKMUAAHUA OTBETA OT CepBepa, UCNONb3y-
eMblii No YMONYaHUIO.

YcTaHaBAMBaeT 3HaYeHne o YMONAYaHUIO.

radius-server retransmit retries

no radius-server retransmit

retries: (1..15)/3

OnpeaenaeT KOMYECTBO NOMbITOK, MCNO/Ib3yeMOoe M0 YMOHYAHMIO,
noucka RADIUS-cepsepa 13 cnucka cepsepos. [pu OTKase ocy-
LecTBAAGTCA MOWUCK CReadylowWwero no npuopuTeTy cepsepa M3
Cnucka.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO
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radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MUWH

MNo3BonaeT onTummsnposaTtb Bpema onpoca RADIUS-cepsepos, Ko-
rAa HekoTopble cepBepa HeAOCTYMHbI. YCTaHaB/IMBaeT Bpems B MU-
HyTax, MCNO/Ib3yemoe Mo YMOJ/IHaHUIO, B TeYEHME KOTOPOro Hepjo-
CTyNHble cepBepa He byayT onpawmsaTbca RADIUS-KAMeHToOM Kom-
myTaTopa.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

radius-server host
source-interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no radius-server host
source-interface

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
loopback_id: (1...64);
group: (1..32)

3agaeT uHTepdeic ycTpoictsa, IP-agpec KoToporo byaeT ucnosb-
30BaThCA MO YMOYAHMIO B Ka4ecTBe afpeca MCTOYHWUKA nepesaBa-
emMoro B coobuieHnax npoTokosia RADIUS.

Ypanaet uHtepderic yctponcraa.

radius-server host
source-interface-ipv6 {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vlan id}

no radius-server host
source-interface-ipv6

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
loopback_id: (1...64);
group: (1..32)

3apaet uHTepdeinc ycTpoicTtea, IPv6-agpec Kotoporo 6yaeT wuc-
No/Ib30BaTbCA MO YMO/IHAHMIO B KAaYecTBe agpeca MCTOYHUKA nepe-
[aBaemoro B coobuieHumax npotokona RADIUS.

Ypanaet uHtepderic yctponcraa.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexxume Privileged EXEC:

console#

Tabnuua 157 — KomaHabl pexxkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show radius-servers [key]

OTobparkaeT napameTpbl HacTponkn RADIUS-cepsepoB (KomaHaa
[OCTYMNHA TONbKO A1 NPUBUIETMPOBAHHbIX NOb30BaTeNeN).

show radius server {statistics |
group | accounting |
configuration | nas | rejected
| secret | user}

OTobparkaeT cTaTUCTMKY NpoTokona Radius, nHdopmaumto o nonb-
3oBaTenax, kKoHdurypaumto RADIUS-cepsepa.

[pumepbl UC016308AHUS KOMAHO

= YCTaHOBWUTb rNobasibHble 3HAYEHWUS A5 MapaMETPOB: MHTEPBAN OXKMUAAHMA OTBETA OT cepBepa — 5
CEeKyHpA, KOn4ecTBo nonbIToK noncka RADIUS-cepBepa — 5, Bpems, B Te4EHUE KOTOPOro HeaoCTyn-
Hble cepBepa He byayT onpawuneaTbcs RADIUS-KnMeHTOM KommyTaTopa — 10 MUHYT, CEKpeTHbIi
Kntou — secret. lobaeuTb B cnncok RADIUS-cepBep, pacnofioXKeHHbI Ha y3ne cetu ¢ IP-agpecom
192.168.16.3, nopT cepBepa Ana ayteHTUdMUKaumMm — 1645, KonnmyecTBo NOMNbITOK AOCTYNa K cep-

Bepy — 2.
console# configure
console (config)
console (config)
console (config)
console (config)
console (config)

retransmit 2

#
#

#
#
#

radius-server
radius-server
radius-server
radius-server
radius-server

timeout 5

retransmit 5

deadtime 10

key secret

host 196.168.16.3 auth-port 1645
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= [lokasaTb NnapameTpbl HacTpoikn RADIUS-cepBepoB

console# show radius-servers

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all

5.19.3 Npomokon TACACS+

MpoTokon TACACS+ obecneuymBaeT UEHTPANM30BaHHYO cucTeMy 6e30MacHOCTM AN MPOBEPKM
No/b30BaTesIei, NONYYAIOLWMX AOCTYN K YCTPOMCTBY, NPU 3TOM NOALEPKMBAA COBMeCTUMOCTb ¢ RADIUS u
APYrMMM NpoLLeccamm NPoBepKM noannHHocTu. TACACS+ npeaocTaBaseT cneaytowme cnyobi:

— Authentication (nposepka nodauHHocmu). ObecneymBaeTca BO Bpems BXoda B CUCTEMY MO
MMEeHaM Mo/1b30BaTeiIei U ONpeaeeHHbIM NO/b30BATENAMM NAPOSIAM;
— Authorization (aemopusayus). ObecneuynBaeTca BO Bpema BXxoga B cuctemy. [locne

3aBepuwieHuna

CeaHCa nposBepKU

NOANTMHHOCTU

3aMyCKaeTcaA CeaHC aBTopu3auunm C

MCNON1b30BaHMEM MPOBEPEHHOIO MMEHU MNOJ/Ib30BaTENA, TaKXXe CepBepOM NpPOBEPAIOTCA
npusunernn nonb3osBartenA.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHGUrypaumu:

console (config) #

Tabnunua 158 — KomaHabl perkunma rnobanbHoM KoHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority]

encrypted tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority]

no tacacs-server host
{ip_address | hostname}

hostname: (1..158)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CUMBO/IOB;
priority: (0..65535)/0;

[ob6asnaeT yKasaHHbIl cepBep B CNMCOK Mcnoabdyembix TACACS
cepBepos.

- ip_address — IP-appec TACACS-cepBepa;

- hostname — ceteBoe nmsa TACACS-cepBepa;

- single-connection — B Ka)XAbli MOMEHT BPEMEHW WMETb He
60/blIe 04HOro coeanHeHna ana obmeHa gaHHbimm ¢ TACACS-cep-
BEpPOM;

- port — Homep nopTa A1A obmeHa gaHHbIMKU ¢ TACACS-cepBepom;
- timeout — HTepBaN OXUAaHNA OTBETA OT CepBepa;

- secret_key — Kntoy ans ayTeHTMOUKaLMK M WindpoBaHMA BCero 06-
meHa gaHHbimu TACACS;

- priority — npuopuTeT ncnonb3osaHus TACACS-cepsepa (4em HUKe
3HayeHue, TeM NPUOPUTETHEE CEPBEP);

- encrypted — 3HaueHue secret_key B 3alunMdppoBaHHOM BUE.

B cnyyae oTcyTcTBMA B KOMaHAe NapameTpos timeout, secret_key
ana paHHoro TACACS-cepBepa MCNo/b3yrTCA 3HAaYEHUA, HACTPOEH-
Hble C MOMOLLbIO KOMaHJ, YKa3aHHbIX HUXKe.

Yaansert ykasaHHbI cepBep U3 cnucka ncnonbsyembix TACACS-cep-
BEpOB.
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tacacs-server key key

encrypted tacacs-server key
key

no tacacs-server key

key: (0..128)
CMMBO0B/MNO
YMOYAHUIO KoY —
nycTas CTpoKa

YcTaHaBAMBAET KAKOY, UCMOb3YeMbI MO YMONYaHUIO, ANA ayTeH-
TUOMKALMM M WwndppoBaHna Bcero obmeHa gaHHbimu TACACS
MEXKAY YCTPOUCTBOM U OKpyKeHnem TACACS;

- encrypted — 3HaueHue secret_key B 3alwundppoBaHHOM BUIE.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

tacacs-server timeout timeout

no tacacs-server timeout

timeout: (1..30)/5 cek

YcTaHaBAMBaeT MHTEPBAN OXMAAHUA OTBETa OT CepBepa, UCNob3y-
emblVi No YMONYaHUIO.

YCTaHOBWUTb 3HAYeHME No YMOIYaHUIO.

tacacs-server host
source-interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | tunnel
tunnel | vlan vian id}

no tacacs-server host
source-interface

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
loopback_id (1..64);
tunnel (1-16);
group: (1..32)

3apaeT MHTepdeiic ycTpoicTea, IP-agpec KoToporo byaeTt Mcnonb-
30BaTbCA MO YMO/MAHUIO B KayecTBe agpeca UCTOYHWKa ansa 0b-
meHa coobuieHmamm ¢ TACACS-cepsepom.

Ypanset uHtepdelic yctpoicrsa.

KomaHOwb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexknume EXEC:

console#

Tabanuya 159 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show tacacs [ip_address |
hostname]

host_name: (1..158)
CUMBOJI0B

OTobparkaeT HaCTPOMKY M CTaTUCTUKY ans cepsepa TACACS+.
- ip_address — IP-agpec TACACS+ cepsepa;
- hostname — umsa cepsepa.
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5.19.5 lMpomokon ynpaeneHusa cemoto (SNMP)

SNMP — TexHonorus, npusBaHHAaA obecneynTb ynpaBAeHWE W KOHTPONb Hafh YCTPOMCTBAMWU U
NPUNOXKEHUAMM B CETM CBA3M NyTEM O0OMeHa ynpaBaAwowendn WHOOPMALMEN MeXKOY areHTamu,
pPacnoNoXeHHbIMM Ha CETEBbIX YCTPOMCTBAX, U MEHEAKEPAMM, HAXOAALUMMMCA HA CTAHUMAX YyNpaBaeHUs.
SNMP onpeaensieT ceTb Kak COBOKYMHOCTb CETEBbIX YNPaBAAOLINX CTAHLMI U 31eMEHTOB CeTU (rnaBHble
MalLUMHbI, LWA3bl U MapLLpPYyTU3aTOPbI, TEPMMUHA/IbHbIE CEPBEpPbLI), KOTOpPble COBMECTHO obecneymBaloT
AAMUHUCTPATUBHbIE CBA3M MEXAY CETEBbIMM YNPABAAOLWMMU CTAHLMAMMU U CETEBLIMU areHTamMm.

KommyTaTopbl NO3BOAAOT HAcTpouTb paboTy npotokona SNMP ana yaaneHHOro MOHUTOPUHIA U
ynpaBaeHnA yCTPOMCTBOM. YCTPOIMCTBO NoanepKnBaeT NnpoToKo bl Bepcnit SNMPv1, SNMPv2, SNMPv3.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxRnma rnobanbHoM KOHPUrypaLumm:

console (config) #

Tabanuya 160 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

snmp-server server

no snmp-server server

Mo ymonyaxuio
noaAepKKa NnpoToKona
SNMP oTkntoyeHa

BkntounTb noagepKy npotokona SNMP.

OTKAO4aeT noaaepKKy npotokona SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name]

snmp-server community-group
community group_name
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]

community: (1..20)
CMMBO/IOB;

encrypted_community:

(1..20) cumBonos;
dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX Xo X X;
dopmart ipv6z_address:
X:X:X:X::X%<ID>;
mask: -
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBOJI0B;
group_name: (1..30)
CMMBOI0B

YcTaHaBAMBAET 3HAYeHME CTPOKM coobliectBa ana obmeHa AaH-
HbiMM no npoTtokony SNMP.

- community — cTpoKa coobLectsa (Naposb) Ana f0CTyna no npoTo-
kony SNMP;

- encrypted — 3a4aTb CTPOKY coobuiecTsa B 3alUMPPOBAHHOM BUAE;
- ro — OCTYN TO/IbKO AN1A YTeHUs;

- rwW — JOCTYN AN15 YTEHWA U 3anucu;

- SU — JOCTYN aAMUHUCTPATOPA;

- view_name — onpegenset uma ana npasuna obospeHuns SNMP, Ko-
TOpOe AONKHO ObITb NPeABapUTEIbHO ONPeaeNeHo C NMOMOLLbIO KO-
MaHAabl snmp-server view. OnpegenseT 06beKTbl, AOCTYNHble CO06-
LecTay;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec ycTpoicTsa;
- mask — macka agpeca |IPv4, koTopas onpegensaeT, Kakne buTbl ag-
peca UCTOYHMKA NaKeTa CPAaBHMBAOTCA € 3aJaHHbIM IP-agpecom;

- prefix_length —uncno 61T, KoTopble cocTanAloT npeduKc IPv4-aa-
peca;

- group_name — onpejenseT UMA Pynnbl, KOTOPOE AOKHO ObIiTb
npefBapuTeNbHO OnpesiesieHO C NOMOLLBbI0 KOMaHAbl snmp-server
group. Onpepenaet 06beKTbI, AOCTYNHbIE COOBLLECTBY.

snmp-server view view_name
OID {included | excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CMMBOJI0B

Co3pgaeT nau pegaktupyet npasuao obospeHuns ana SNMP — paspe-
LatoLee nNpasmao, 1Mbo orpaHunymMBatoLLee cepsepy-obo3pesatento
poctyn K OID.

- OID — npeHTuduKaTop obbekTa MIB, npeacTaBNeHHbI B BUAE Ae-
pesa ASN.1 (cTpoka Bupa 1.3.6.2.4, moxeT BKAtoYaTb B ceba 3ape-
3epBMpPOBaHHbIe C10Ba, Hanpumep: system, dod). C nomoLubto cum-
BoMa * MOXKHO 0603HaYNTL cemeiicTBO noaaepesbes: 1.3.%.2);

- include — OID BKAtoYeHa B NpaBuio ana 0603peBaHusn;

- exclude — OID uckntoyeHa 13 npasuaa gaa 06o3pesaHus.

Ypansaer npaBuio ob6o3peHus ans SNMP.
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encrypted snmp-server user
username groupname {v3 |
remote host v3 [encrypted]
[auth {md5 | sha} auth-
password] }

no snmp-server user username
[remote engineid-string]

username: (1..20)
CMMBONOB
groupname: (1..30)
CMMBO/10B
engineid-string: (5..32)
CMMBONOB
password: (1..32)
cMmBOAa
md5:

16 wnm 32 6ant
sha:

20 nnn 36
6anT
dopmat
IPv4: A.B.C.D
IPv6:  X:X:X:X::X
IPv6z:
X:X:X:X:: X%<ID>

Co3paet SNMPv3- nonb3oBatens.

- username — UMA NO/b30BaTeNs;

- groupname — UMa rpynnbl;

- engineid-string — vaeHTudukaTop yaaneHHoro SNMP-ycTpoiicTsa,
KOTOPOMY M0J1b30BaTe/Ib MPUHAAENKMUT;

- auth—password — naposb ANA ayTeEHTUOUKALMM U FeHepaLmm Kto-
ya;

- md5 — kntoy md5;

- sha — kntou sha;

- host — IP-agpec/ nms xocra.

Ypanaetr SNMP-v3-nonb3osartens.

snmp-server group
group_name {vl1 | v2 | v3
{noauth | auth | priv} [notify
notify_view]} [read read_view]
[write write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CMMBO/I0B;
notify_view: (1..32)
CMMBO/10B;
read_view: (1..32)
CMMBOIOB; Write_view:
(1..32) cumBonos

Cosgaet SNMP-rpynny nav tabauuy cootsetcteuit SNMP-nosb3oBa-
Tenel n npasun 06o3penHnii SNMP.

-vl,v2,v3 -SNMP vl, v2, v3 mogenb 6e3onacHocTu;

- noauth, auth, priv — Tun ayteHTUdMKauumn, ncnonb3yemblii NpoTo-
konom SNMP v3 (noauth — 6e3 ayteHTudMKaumm, auth — ayteHTUdPU-
Kaums 6e3 wudposaHus, priv — ayTeHTUdMKauus ¢ wndpoBaHmem);
- notify_view — umsa npasuia 0603peHnsn, KOTOPOMyY paspeLLeHo on-
peaensate coobuweHna SNMP-areHTa — inform u trap;

- read_view — vma npasuaa 0603peHnsa, KOTOPOMY Pa3peLIEHO TONb-
KO uTeHue coaepxmmoro SNMP-areHTa KOMMYTaTOPa;

- write_view — umsa npaBuia 0603peHua, KOTOPOMY pa3peLLEeHO BBO-
OUTb faHHbIE U KOHOUTYpUpoBaTb cogeprkmumoe SNMP-areHTa Kom-
myTaTopa.

Ypanaer SNMP-rpynny.

snmp-server user user_name
group_name {v1 | v2c | v3
[remote {ip_address | host}1}

no snmp-server user
user_name {v1 | v2c | v3
[remote {ip_address | host}1}

user_name: (1..20)
CMMBOJIOB;
group_name: (1..30)
CMMBO/I0B

Co3paet SNMPv3-nonb3oBaTens.
- user_name — MMs NO/1b30BaTeNs;
- group_name — UMsA rpynnoi.

Ypaanaetr SNMPv3-nonb3oBaTens.

snmp-server filter filter_name
OID {included | excluded}

no snmp-server filter
filter_name [OID]

filter_name: (1..30)
CUMBOJI0B

Co3gaet unm pegaktmupyet npasuao SNMP-dunbTpa, KOTopoe No3so-
naet ¢unbtposatb inform u trap-coobuweHun, nepenasaemblie
SNMP-cepsepy.

- filter_name — uma SNMP-ounbTpa;

- OID — npeHTUdMKaTop 0b6bekTa MIB, npeacTaB/ieHHbIV B BUAE Ae-
pesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXeT BKAtoYaTb B ceba 3ape-
3epBUpOBaHHbIe C10Ba, Hanpumep: system, dod. C nomoLwblo cum-
BoMa * MOXKHO 0603HaAUYNTL cemeicTBO noaaepesbes: 1.3.%.2);

- include — OID BKAtoYeHa B NpaBuao GpunbTpaLmm;

- exclude — OID uckntoyeHa ns npasuaa GuUAbTPaLMK.

Ypnansaet npasuao SNMP-¢unbtpa.
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snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[version {1 | 2c | 3 {noauth |
auth | priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]

hostname: (1..158)
CMMBOJIOB;
community: (1..20)
CMMBOJIOB;
username: (1..20)
CMMBOJI0B
port: (1..65535)/162;
filter_name: (1..30)
CUMBOJIOB;
seconds: (1..300)/15;
retries: (0..255)/3

OnpeaenseT HacTPOWKK ANA nepesayn coobLLeHnn yBeaoMAeHNA
inform n trap SNMP-cepsepy.

- community — cTpoKa coobuiectsa SNMPv1/2c ana nepeaaymn coob-
LeHWI yBeAOM/EHMSA;

- username — ums nonb3osaTtens SNMPv3 gns ayteHTUdUKaumm;

- version — onpegenat TmMn coobuweHnit trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKkasbIiBaeT Noa/IMHHOCTL NakeTa 6e3 WndposaHus;

- noauth — He yKa3bIBaeT NOANMHHOCTb NAKeTa;

- priv — yKa3blBaeT NO4/IMHHOCTb NaKeTa ¢ WwudpoBaHMem;

- port — UDP-nopT SNMP-cepsepa;

- seconds — nNepuoa, OXnAaHUA NOATBEPKAEHWUI nepes NOBTOPHOM
nepegaveit coobueHuii inform;

- retries — KONMYECTBO NONbLITOK Nepegaun coobueHuii inform, npu
OTCYTCTBUW UX NOATBEPKAEHMUA.

YaanaeT HacTpoMKM Ana nepegsayn coobuieHuid yBesomMaeHus
inform u trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid local

engineid_string: (5..32)
CUMBOJI0B

Co3gaet uaeHTndukaTop nokanbHoro SNMP-ycTpoiictea — enginelD.
- engineid_string — uma SNMP-ycTpoiicTBa;

- default — npu ucnonb3oBaHMKM gaHHOW HacTpoiKKM engine ID byaeT
aBTOMATUYECKM co34aH Ha ocHoBe MAC-aapeca ycTpoicTsa.

YaanaeT nugeHtnédukatop nokanbHoro SNMP-ycTpoictsa — engine ID

snmp-server source-interface
{traps | informs} {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no snmp-server
source-interface [traps |
informs]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
loopback_id: (1..64)
group: (1..32)

3agaeT nHTepdeiic ycTpoiicTea, IP-agpec Kotoporo 6yaeTt ncnonb3o-
BaTbCA MO YMOJIYAHUIO B KAaYecTBe afpeca UCTOYHMKA Ana obmeHa
coobuweHnamm c SNMP-cepsepom.

YaanaeT untepoeiic ycTponcTea.

snmp-server
source-interface-ipv6 {traps |
informs} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no snmp-server
source-interface-ipv6 [traps |
informs]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
loopback_id: (1..64)
group: (1..32)

AHanormyHo gna IPv6.

YaanaeT untepoeiic ycTponcTea.

snmp-server engineid remote
{ipv4_address | ipv6_address |

hostname: (1..158)

Co3paeT naeHTuoukaTop yaaneHHoro SNMP-ycTpoictBa — engine
ID.

authentication

hostname} engineid_string CMMBOJIOB; - engineid_string — waeHtudukatop SNMP-ycTpolicTea.
no snmp-server enginelD engineid_string: (5..32) | Ypanser ugeHtudukatop yaaneHHoro SNMP-yctpoiictea — engine
remote {ipv4_address | c1mBosI0B ID.
ipv6_address | hostname}
snmp-server enable traps BkntouaeT noaaepky SNMP trap-coobuieHui.
no snmp-server enable traps /Briovero OTkntoyaeT noagepky SNMP trap-coobLueHuii.
snmp-server enable traps ospf BkntouyaeT otnpasky SNMP trap-coobuweHuii npotokona OSPF.
no snmp-server enable traps -/BKNtOUEHO OTkAtoyaeT otnpasky SNMP trap-coobLueHui.
ospf
snmp-server enable traps ipv6 BktoyaeT otnpasky SNMP trap-coobuieHnit npotokona OSPF (IPv6).
ospf
-/BKIOYEHO -
no snmp-server enable traps OTKntoyaeT otnpasky SNMP trap-coobuieHni.
ipv6 ospf
snmp-server enable traps erps BkntoyaeT otnpasky SNMP trap-coobuieHnin npotokona ERPS.
no snmp-server enable traps -/BKNIOYEHO OTkntoyaeT otnpasky SNMP trap-coobLeHunit npoTokona ERPS.
erps
snmp-server trap /paspeuero PaspeluaeT nepesasaTtb coobleHuna trap-cepeepy, KOTOPbINA He Npo-

Wwen ayTeHTUdMKaLmio.
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no snmp-server trap
authentication

3anpelyaeT nepeaasaTb cO0bLLEHUSA trap-cepBepy, KOTOPbIW He Npo-
Wwen ayTeHTMOUKaumIo.

snmp-server contact text

no snmp-server contact

text: (1..160) cumsonos

Onpegenset KOHTAKTHYO MHOPMaLMIO YCTPOMCTBA.

YanseT KOHTaKTHYO MHPOPMALMIO YCTPOMCTBA.

snmp-server location text

no snmp-server location

text: (1..160) cumsonos

Onpegenset UHPOPMALUIO O MECTONOJIONKEHMM YCTPOMCTBA.

YaanseT HGOPMaLMIO O MECTOMOJIOKEHUM YCTPOICTBA.

snmp-server set variable_name
namel valuel [name2 value2

[.1]

variable_name, name,
value go/KHbI
3afaBaTbCA B
COOTBETCTBUM CO
cneundukaumen

Mo3BONAET YCTAaHOBUTb 3HAYEHUA NepemMeHHbIX B 6ase gaHHbIx MIB
KomMmyTaTopa.

- variable_name — numsa nepemMeHHo;

- name, value — napbl COOTBETCTBUI UMA — 3HAYEHME.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnnuya 161 — KomaHab! perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

snmp trap link-status

no snmp trap link-status

-/BKAKOYEHO

BkntoyaeT otnpaBky SNMP trap-coobLieHnin Nnpu N3meHeHuUn co-
CTOAIHWA HACTPaMBaEeMoro nopTa.

BbiktoyaeT otnpasky SNMP trap-coobuieHunii Npu usmeHeHUn co-
CTOAHWA HaCTpaMBaemoro nopra.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console (config) #

Tabnunua 162 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4YaHuro

Aelicmeue

show snmp

MoKasbliBaeT cTatyc SNMP-coeanHeHUNA.

show snmp enginelD

MokasbiBaeT maeHTUOUKATOpP nokanbHoro SNMP-ycTpoictBa —
enginelD.

show snmp views [view_name]

view_name: (1..30)
CUMBOJI0B

MoKa3sblBaeT npasuna o603peHnsa SNMP.

show snmp groups

group_name: (1..30)

Moka3sbiBaeT SNMP-rpynnbl.

[group_name] CMMBO/I0B
show snmp filters [filter_name] filter_name: (1..30) MokasbiBaeT SNMP-duabTpbI.
CMMBO/I0B

show snmp users [user_name]

user_name: (1..30)
CMMBOJIOB

MokasbiBaeT SNMP-nonb3oBatenei.
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5.19.6 Mpomokon yoanéHHo20 moHumopuHaa cemu (RMON)

Mpotokon MoHuTOopuHra cetn (RMON) sBnaseTca pacwupeHnem npoTtokona SNMP, nossonss
npeaoctaButb 60nee LWMPOKME BO3IMOXKHOCTM KOHTpoaA ceteBoro Tpaduka. Otamune RMON ot SNMP
COCTOUT B XapaKkrepe cobupaemoit MHbopmMauun — AaHHble cobupaemble RMON B nepsylo ovepeab

XapaKTepusyloT TpaduK MeXKay Yy3namum ceTu.

NPUNONKEHWNE YNPaBAEeHNA CETbIO.

NHopmauua, cobpaHHaa areHTom, nepegaerca B

KomaHObI pexcuma 2a06ana6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHON CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnunua 163 — KomaHabl perkuma rnobanbHOM KoHGUrypaumum

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

no rmon event index

index: (1..65535);
type: (none, log, trap,
log-trap);
com_text: (0..127)
CUMBO/IOB;
desc_text: (0..127)
CUMBOJI0B;
name: CTpoKa

HacTpansaeT cobbiTua, MCNOb3yeMble B CUCTEME YAANEHHOTO MO-
HUTOPWHra.

- index — nHpEKC cobbITUA;

- type — TUN yBEAOM/IEHUA, TEHEPUPYEMOTO YCTPOMNCTBOM NO 3TOMY
cobbITHIO:

none — He reHepupoBaTb YBEAOMNEHMUSA,

log — reHepupoBaTb 3anuchb B Tabauue,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTb 3anucb B Tabauue u otcbinate SNMP trap;
- com_text — cTpoka coobwectsa SNMP ansa nepecobiniku trap;

- desc_text — onucaHue cobbiTus;

- name — uma co3patens cobbITus.

YpanaeT cobblTMe, MCNOb3yeMoe B CUCTEME YAANIEHHOTO MOHUTO-
pwHra.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent [type type] [startup
direction] [owner name]

index: (1..65535);
mib_object_id:
KOppeKTHbIN OID;
interval: (1..2147483647)
CeK;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: cTpoka

HacTpaunBaeT ycnosus BblauM aBapuiiHbIX CUTHA/IOB.

- index — NHAEKC aBapuiiHOro cobbITus;

- mib_object_id — vnaeHTUPUKATOP nNepemeHHOM YacT obbeKTa
OID;

- interval — iHTepBan, B Te4EHUE KOTOPOro AaHHble OTOMpaoTCsA U
CPABHUBAIOTCA C BOCXOAALLEN M HUCXOAALLEN TPaHMLAMK;

- rthreshold — BocxoaAwan rpaHMLa;

- fthreshold — HucxoaAWan rpaHMLa;

- revent — UHAEKC cobbITMA, KOTOPOE UCNONL3YETCA NPU Nepeceye-
HUW BOCXOAALLEW FPaHULLbI;

- fevent — nHpEeKc cobbITUA, KOTOPOE UCMO/Ib3YETCA NPU Nepeceye-
HUW HUCXOAALLEN rPaHuLbI;

- type — meTog, 0T60pa YKa3aHHbIX NepemMeHHbIX 1 NoacyeTa 3Have-
HUWA ANA CPAaBHEHUA C rPaHULAMU:

Metog absolute — abcontoTHoe 3HaYeHMe BbIbOpPaHHOM NepemeH-
HOM ByAeT cpaBHEHO C rpaHULLEl Ha KOHLE UCCeayemoro HTep-
Bana;

MeTop, delta — 3HauyeHWe BbIBPAHHOI NepemMeHHOW Mpu nocnes-
Hem oTbope 6yaeT BbINTEHO U3 TEKYLLEro 3HAYeHUA U pasHuua by-
[eT cpaBHeHa C rpaHuuamu (pasHuLa mexay 3HaueHuamu nepe-
MEHHOW B KOHLLe M B HaYasie KOHTPO/IbHOro MHTepBana);

- startup — MHCTPYKUMA ANs reHepauumn cobbiTUt Ha NePBOM KOH-
TPONbHOM MHTepBane. OnpenenseT Npasuna reHepaLmm aBapuii-
HbIX COBbITUI ANA NEPBOrO KOHTPO/IbHOTO MHTEpBana NyTem cpas-
HeHMA oTobpaHHOW NepemeHHOoI ¢ 04HOMN, NMMbo obenmu rpaHu-
Lamu:

- rising — reHepupoBaTb eaUHUYHOE aBapuitHoe cobbIThe NO BOCXO-
OAWEN rpaHnLe, ec/iv 3HayeHe oTobpaHHOM nepemeHHOM Ha nep-
BOM KOHTPO/IbHOM UHTepBasie 60/blie NMMH60 PaBHO 3TOM rPaHuLLE;
- falling — reHepupoBaTb eguMHUYHOE aBapUiMHoe cobbiThe No HUC-
XO4ALLeN rpaHuLLe, eciM 3HaYeHMe OoTobpaHHOW nepemeHHON Ha
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no rmon alarm index

NnepBoOM KOHTPO/bHOM MHTepBasie MeHblue IM60 paBHO 3TOM rpa-
HULe;

- rising-falling — reHepupoBaTb eaguHMYHOE aBapuitHoe cobbiTve No
BOCXOAAWEN U/UAN HUCXOAALWEN rpaHULLEe, eciv 3HaYeHue OTo-
6paHHOV nepemeHHOM Ha NEepPBOM KOHTPOJAbHOM WHTepBane
6osbwe Mbo paBHO BOCXoAAlLen rpaHuLe u/Man meHblie nMbo
PaBHO HUCXOAALLEN FpaHULLE;

- owner — UMA co3aTtens aBapmMmnHoOro cobbiTus.

YaanaeT ycnosue BblAaun aBapuinHbIX COBbITUIA.

rmon table-size {history
hist_entries | log
log_entries}

no rmon table-size {history
| log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3afaeT MakcMmasbHbI pasmep RMON-Tabauu,
- history — makcMmanbHOe KoIM4ecTBO CTPOK B Tabnunue uctopuu;
- log — makcmanbHOE KoMYECTBO CTPOK B TabauLe 3anucei.
3HaueHue BCTYNUT B CWIY TOJIbKO Nocne nepesarpysku
H ycTpoiicTea.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl N1opmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 164 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet, rpynnol uHtepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval interval]

no rmon collection stats index

index: (1..65535);
name: (0..160)
CMMBO/I0B;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 cek

Bk/toyaeT GopmMMpoBaHMe UCTOPUM MO Fpynnam CTaTUCTUKU ANA
6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

- index — nHaekc Tpebyemoli rpynnbl CTAaTUCTUKK;

- name — BnageneL, rpynnbl CTaTUCTUKMK;

- bucket_num — 3Ha4eHue, accounmpyemoe ¢ KoJIM4YeCTBOM Aveek
AN c6opa UCTOPMM NO Tpynne CTaTUCTUKK;

- interval — nepvog, onpoca ana $opMUpPOBaAHUA UCTOPUU.

BbIkntouaeT popmMpoBaHUE UCTOPMM NO rPynnam CTaTUCTUKK AN
6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

KomaHOowb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 165 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show rmon statistics {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

show rmon collection stats
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MoKa3blBaeT CTaTUCTUKY MHTepdeiica Ethernet nnbo rpynnbl nop-
TOB, MCMONb3YEMYIO AR YAANEHHOTO MOHUTOPUHTA.

OTobpaskaeT uHbopmaLMio No 3anpaliMBaembimM rpynnam cratu-
CTUKM.
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show rmon history index
{throughput | errors | other}
[period period]

MNokasbiBaeT uctoputo Ethernet cratuctnkn RMON.

- index — 3anpolweHHas rpynna CTaTUCTUKK;

- throughput — nokasbiBaeT cYETYMKM NPOU3BOAUTENBHOCTU (NpPO-
NYCKHOM cnocobHocTH);

- errors — NoKa3sbIBaeT CYETUMKM OLLIMBOK;

- other — NokasbIBaeT cCYETYMKM 0OPLIBOB M KONNU3UNA;

- period — NoOKa3blBaeT UCTOPUIO 3a 3aMpPOLLEHHbIA Mepuog Bpe-
MEHMU.

index: (1..65535);
period:
(1..2147483647) cek

show rmon alarm-table

- MoKasbiBaeT CBOAHY Tabanuy aBapuUinHbIX COBbITUIA.

show rmon alarm index

MoKa3blBaeT KOHOUIYPaLMIO HACTPOMKMN aBapPUMHbIX COBbLITUN.

index: (1..65535
index: ( ) -index — HAEKC aBapuitHOro CoBbITUA.

show rmon events

- MokasbiBaeT Tabanuy cobbiTUii yaaneHHoro MoHuTopuHra RMON.

show rmon log [index]

MokasbiBaeT Tabanuy 3anmceit yaaneHHoro MmoHutopmHra RMON.

index: (0..65535) - index — nnpekc cobbiTnA.

[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTtb cTaTucTUKy 10 nHTepdelica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10
Dropped: 8

Undersize Pkts:

Octets: 878128 Packets: 978
Broadcast: 7 Multicast: 1
CRC Align Errors: 0 Collisions: 0

Fragments: 0 Jabbers: 0

64 Octets: 98 65 to 127 Octets: 0

128 to 255 Octets: 0 256 to 511 Octets: O

512 to 1023 Octets: 491 1024 to 1518 Octets: 389

0 Oversize Pkts: O

Tabnunua 166 — OnucaHne pesynbTaToB

Mapamemp OnucaHue

Dropped Ko/imuecTso 3a4eTeKTUPOBaHHbIX COBbLITUIM, KOraa nakeTbl 661K OTOPOLLIEHDI.

Octets KonnyectBo 6aiiT AaHHbIX (BKAOYaA 6aiTbl NNOXUX MAKETOB), MPUHATbLIX U3 CETU (MCKAtO-
yas ¢pelimoBble 6BUTbI, HO BK/IOYAA BUTbI KOHTPOJILHOMN CyMMbl).

Packets Ko/iMuecTBo NpUMHATbLIX NaKeToB (BKAOYaA Ma0XMe, LNPOKOBELLaTeIbHblE U MHOroaapec-
Hble MaKeTbl).

Broadcast Ko/iMyecTBO NpMHATLIX WMPOKOBELLATE/IbHbIX NAKETOB (TO/IbKO KOPPEKTHbIE NaKeTbl).

Multicast Ko/iMyecTBo NPpUHATLIX MHOTOaApPeCHbIX MakeToB (TO/IbKO KOPPEKTHbIE NaKeTbl).

CRC Align Errors

Konnyectso NpUHATbLIX NakeToB ANMHOW OT 64 Ao 1518 6alT BKAOUYMTENLHO, UMEIOLLMX
HEBEPHYIO KOHTPOJIbHYIO CYMMY /W60 C LienbiMm Ynciom 6ainT (OWMOKM NPOBEPKM KOH-
TposbHOM cymmbl — FCS), nnbo ¢ HeLenbim Ynciom 6ainT (owmnbKn BbipaBHMBaHMA — Align-
ment).

Collisions

OueHKa Ko/imyecTsa KoNnusnii Ha gaHHom Ethernet-cermente.

Undersize Pkts

KonnyecTBo NpMHATLIX NAaKETOB AANHOM MeHblle 64 6alnT (McKtouas dppelimoBbie BUTHI,
HO BK/tOYas 6BUTbI KOHTPOIBHOM CYMMbI), HO B OCTa/IbHOM NMPAaBUNbHO CHOPMUPOBAHHDIX.

Oversize Pkts

Konnuyectso NpuHATLIX NakeToB AAnHoMN 6onble 1518 6aiT (Mckntovan dppeimosble 6UTHI,
HO BK/Ito4an BUTbl KOHTPOJIbHOM CYMMbI), HO B OCTa/IbHOM NPaBUIbHO CHGOPMUPOBAHHBIX.

Fragments

KonnuyecTBo NpMHATLIX NAaKETOB AANHOM MeHblle 64 6alnT (McKtoyas GppelimoBbie BUTHI,
HO BK/t0YasA BUTbI KOHTPOIbHOM CYMMbI), UMEIOLLMX HEBEPHYHO KOHTPOIbHYIO CyMMY IMB0
C UeNbiM Ynciom 6ainT (OWMBKM NPOBEPKU KOHTPOIbHOM cymmbl — FCS), nMbo ¢ Heuenbim
uncnom 6ainT (ownbKM BbipaBHUBaHUA — Alignment).
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KonnuyecTBo NpUHATLIX NaKeToB AAnHOMN 6onbwe 1518 6aliT (Mcknoyan ppeimoBble b6UTbI,
HO BK/1104asA BUTbI KOHTPOJIbHOM CYMMbI), UMEHOLMX HEBEPHYHO KOHTPOJIbHYIO CyMMY MB0

Jabbers o o
C UenbiM yncnom 6aiT (oWmMBKM NPOBEPKM KOHTPOIbHOM cymmbl — FCS), ninbo ¢ Hewenbim
ymcnom 6anT (owmnbKK BbipaBHMBaHMA — Alignment).

64 Octet KonnuecTBo NpuHATLIX NaKeToB (BK/OYasA NA0XMe NaKeTbl) ANMHOW 64 6aliTa (McKatoyas

dpelimoBble 6UTbI, HO BKOYAs BUTbI KOHTPONILHOW CyMMbI).

65 to 127 Octets

Ko/iiMyecTBO NPUHATLIX MaKeToB (BK/AlOYas MAOXWMe NaKkeTbl) AAMHOW OT 65 ao 127 6awnt
BKNHOUYMTEIbHO (MCKNtoYan pperimosble BUTbI, HO BKNHOYAA BUTbI KOHTPOLHON CyMMblI).

128 to 255 Octets

KonnuyectBo NpuHATLIX NAKETOB (BK/KOYan NIOXMe NaKeTbl) AnuMHol ot 128 go 255 6ait
BK/IIOUNTE/IbHO (MCKoYasa dpeimoBble BUTbI, HO BK/IOYan BUTbl KOHTPOIbHOMN CyMMbl).

256 to 511 Octets

Ko/iimyecTBo NpMHATLIX MAaKeTOB (BKAOYAA Naoxme MakeTbl) AAnHoW oT 256 o 511 6anT
BKNHOUYMTEIbHO (MCKNtoYan pperimosble BUTbI, HO BKNHOYAA BUTbI KOHTPOLHON CyMMblI).

512 to 1023 Octets

KonnuyecTBo NpMHATLIX NAaKETOB (BK/OYas MoxMe nakeTbl) gnnHol ot 512 ao 1023 6ait
BK/OYMTEIbHO (MCKNtoYas pperimoBble BUTbI, HO BKAOYANA BUTbI KOHTPOJIbHOM CYMMbl).

1024 to 1518 Octets

Ko/iMyecTBo NpMHATLIX MaKeToB (BKAOYAA NAOXMe NakeTbl) ganHoi ot 1024 go 1518 6ant
BKNOUMTE/IbHO (MCKNtoYan dperimosble BUTLI, HO BKNHOYAA BUTbI KOHTPONLHON CYMMbl).

= [lokasaTb MHPOPMALMIO MO rPYyNNam CTaTUCTUKKM gns nopTa 8:

console# show rmon collection stats tengigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples

Tabnnua 167 — OnucaHne pesynbTaToB

Mapamemp OnucaHue
Index NHAEKC, YHUKaNbHO MAEHTUOULMPYIOLNIA 3aMNnCh.
Interface Ethernet-uHtepdeiic, Ha KOTOpPOM 3anylLLeH onpoc.
Interval MHTepBan B CEKyHAAX Mexay onpocamu.

Requested Samples

3anpoLeHHoe KOIMYeCTBO OTCHETOB, KOTOPOE MOMKET 6bITb COXpaHeHo.

Granted Samples

PaspeweHHoe (OCTaBLIJeeCFI) KONN4eCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpaHeHo.

Owner

Bnageneu AaHHOM 3anucu.

- lMoKa3aTb cHeTUMKH HpOﬂyCKHOﬁ CHOCO6HOCTM,QHHprHHbICTaTMCTMKM 1

console# show rmon history 1 throughput

Sample set: 1 Owner: MES
Interface: tel/0/1

Requested samples: 50

Interval: 1800
Granted samples: 50

Maximum table size: 100

Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabnnua 168 — OnucaHne pesynbTaToB
Mapamemp OnucaHue
Time [aTa n Bpema co3gaHuAa 3anmcu.
Octets Konnuectso 6aiT gaHHbIX (BKAOUYaA 6aliTbl N10XMX NaKeTOB) NPUHATLIX U3 CeTU (MCKAoYan

dpelimoBble 6UTbI, HO BKAOYAA BUTbI KOHTPOILHOW CYMMbI).
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KonnyecTBo NpMHATLIX NaKeTOB (BKAKOYas NA0XME NaKeTbl) B TeueHue nepunoga popmmpo-

Packets
BaHMA 3aNuUCH.
Broadcast KonnuectTBo NpMHATLIX XOPOLIMX MAKeTOB B TeuyeHWe nepuoga GopmuMpoBaHMA 3anucu
HanpaBAeHHbIX Ha LUIMPOKOBeELLaTe/IbHble agpeca.
Multicast KoinyecTBo MPUHATLIX XOPOLIMX MAKETOB B TeuyeHWe nepuona GopmMuMpoBaHMA 3anucu
HanpasaeHHbIX HA MHOToaApecHble agpeca.
OueHKa cpeHel NPonyCcKHOM cnocobHOCTU GU3NYECKOTo YPOBHA Ha AaHHOM UHTepdeice
Utilization B TeyeHue nepnoga GopmmnpoBaHua 3anucu. MponyckHaa cnocobHoCcTb oLeHMBaeTcA Be-
JINYNHOM [0 TbICAYHOM NPOLEHTA.
KoimyecTBo NpUHATBIX B Te4eHWe nepunoaa GopmMmmMpoBaHMA 3anncy NakeTos AANHOW OT 64
CRC Align 80 1518 6alT BKAHOUMTENIbHO, MMEIOLLMX HEBEPHYHO KOHTPOJIbHYIO CYMMY B0 C Lenbim
& ymcnom 6aliT (OWMBKM NPOBEPKU KOHTPObHOW cymMmbl — FCS), 1MbO C HeLenbiM YnMCIoM
6aiT (owmnbKM BbipaBHUBaHUA — Alignment).
Collisions OueHKa Ko/iMyecTBa KoM3ui Ha gaHHom Ethernet cermeHTe B TeueHue nepuoga dop-

MUPOBAHNA 3aMnUCK.

Undersize Pkts

Konnyectso NpUHATLIX B TedeHue nepuoga GOpMMPOBaHMA 3anuCK MaKeToB AAMHOM
MeHblue 64 6aiT (UcKkAoYan pelimoBble BUTbI, HO BKAOYAn BUTbI KOHTPOJIbHOW CYMMbI),
HO B OCTa/IbHOM MPaBUIbHO CHOPMUPOBAHHBIX.

Oversize Pkts

Konnyectso NpuHATLIX B TeyeHue nepuoga GOPMUMPOBAHMA 3aMMCU NAKETOB AJMHOM
6onbwe 1518 6aiT (Mckawoyaa ¢permoBble BUTbl, HO BKAOYAA GUTbI KOHTPO/bHOM
CYMMbI), HO B OCTa/lbHOM NPaBUIbHO CHOPMMUPOBAHHbIX.

Fragments

KoiMyectBo MPUHATLIX B TeyeHue nepuoda GpopmMMpPOBaHMA 3anucKM MaKeToB ANUMHOWM
MeHblue 64 6aiT (UcKAoYana ¢pelimoBble BUTbI, HO BKAtOYan 6UTbI KOHTPO/IbHOW CYMMbl),
MMEIOLLMX HEBEPHYHO KOHTPOJIbHYI CyMMy B0 C LenbiM Yncaom 6aiT (owmbku npo-
BEPKM KOHTPObHOM cymmbl — FCS), nnbo ¢ HeuenbiMm Ynciom 6aiT (ownbKU BbipaBHUBA-
Hua — Alignment).

Jabbers

Konnyectso NpuHATLIX B TedeHne nepuoga GOpMMPOBaHMA 3anucK MaKeToB AAMHOMN
6onbwe 1518 6aiT (McKAoyaa ¢permoBble BUTbl, HO BKAOYAA OUTbI KOHTPO/IbHOM
CYMMbI), UMEIOLLMX HEBEPHYIO KOHTPOJIbHYHO CYMMY IMBO € LeNbiM YUCAOM 6aiT (OLWMBKM
NPOBEPKM KOHTPOAbHOM cymmbl — FCS), nMbo ¢ Heuenbim yncnom 6aT (owmMbKM Bbipas-
HuBaHusA — Alignment).

Dropped

KonnyecTso 3a4eTeKTMPOBaAHHbIX COBbLITMIA, KOrga naketbl 6biav OTOPOLLIEHbI B TeYeHne
nepuoga GopmMmMpoBaHMNa 3anuncu.

- nOKaBaTbCBOAHyK)Ta6ﬂMuyCMFHaﬂOBTPEBOFMZ

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabanuya 169 — OnucaHune pesynbTaToB

Napamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUDULMPYIOLLMIA 3aMnChb.
oID OID KOHTpONNpPYEMOI NepeMeHHON.
Owner Monb3oBaTtenb, CO34aBLUNIN 3aMNUCh.

= [loKasaTb KOHOUIYpaLUMIO aBapUMHbIX COBLITUIN C MHAEKcoMm 1:

console# show rmon alarm 1
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Alarm 1

0ID: 1.3.6.1.2.1.2.2.1.10.1

Last sample Value: 878128
Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI

Tabnnuya 170 — OnucaHune pesynbTaToB

Mapamemp

OnucaHue

OoIb

OID KOHTpOMpPYEMOI NepeMeHHON.

Last Sample Value

3HaueHve NnepemMeHHON Ha NocaegHeEM KOHTPOIbHOM UHTepBane. Ecan metoa otbopa ne-
pemeHHbIx absolute — To 310 abcontoTHOE 3HaAYeHUe nepemeHHon, ecaum delta — 1o pas-
HMLA MEX Ay 3HaYEHUAMM NEPEMEHHOM B KOHLLE M B HaYale KOHTPOJIbHOIO UHTEpBana.

Interval

MHTepBan B CeKyHAax, B Te4eHWe KOTOPOro AaHHble 0TbMpatoTca M CpaBHMBAIOTCA C BEPX-
Hel N HUXKHeN rpaHnuLamm.

Sample Type

MeTog oTbopa yKasaHHbIX NepemeHHbIX M NoACcYEeTa 3HAYEHUA AN CPABHEHUA C rPaHu-
uamu. Metog, absolute — abcontoTHoe 3HauyeHMe BbIbBpPaHHOW NepemeHHol byaeT cpas-
HEHO C rpaHuLLeN Ha KOHLEe Uccaesyemoro nHTepeana. Metog, delta — sHaueHune BbI6GpaH-
HOI nepemeHHOM Npu nocneaHem oTbope ByaeT BbIUTEHO M3 TEKYLLErO 3HAaYEHUSA, U pas-
HUUa ByaeT cpaBHEHa C rpaHUUaMuy (pasHMLA MeXKAY 3HaYEHUAMM NepeMeHHON B KOHLLe
W B Hayasie KOHTPOJIbHOTO MHTEepBana).

Startup Alarm

WHCTPYKUMSA oNa reHepaLmm cobbiTUiA Ha NePBOM KOHTPOIbHOM MHTepBane. Onpeaenser
npasuaa reHepauumn aBapunHbIX COBbITUIN AN NEPBOr0 KOHTPOILHOTO MHTEPBAIA NyTEM
CpaBHeHWs 0TOBpPaHHOM NepemeHHoM ¢ 04HOMN, IMBO 06eMMM FPaHULLAMMU.

rising — reHepMpoBaTb eANHUYHOE aBapuiiHOe CobbITUE MO BOCXOAALLEN rpaHuLe, ecau
3HaYeHue 0ToHbPaHHOW NepeMeHHOM Ha NePBOM KOHTPOJIbHOM MHTepBase 6obluem nbo
paBHOM 3TOI rpaHuLe.

falling — reHepupoBaTh egMHMYHOE aBapuitHOe cobblTME NO HUCXOAALLEN FPaHULLE, eCAN
3HauyeHWe oTOobpPaHHON NepemMeHHOM Ha NePBOM KOHTPOIbHOM MHTEpBaie MeHblue 6o
paBHO 3TOW rpaHuLe.

rising-falling — reHepupoBaTtb egMHUYHOE aBapuitHoe cobbiTe Mo BocxoAAallen u/wmam
HUCXOAALLEN PaHULLE, €C/IM 3HAYeHMe OTOBPaHHON NepeMeHHOW Ha NepBOM KOHTPO/Ib-
HOM MHTepBane 6oblue M60 paBHO BOCXoAALLEN rpaHuue, u/uav meHblue AMbo paBHO
HUCXOAALLEN TPaHULLE.

Rising Threshold

3HayeHue Bocxogaluet rpaHuubl. Korga 3HadeHme oTobpaHHON NepemMeHHol Ha npeapbl-
AyWeM KOHTPONbHOM MHTepBane 6bl10 MeHblle AaHHOM rPaHuLbl, @ Ha TEKYLLEM KOH-
TPOJbHOM MHTEpBane 60/bliem 60 PaBHOM 3HAYEHUIO FPaHMLbl, TOF4a eAUHUYHOE COo-
6bITME reHepupyeTcs.

Falling Threshold

3HaueHue HUcxoaAwel rpaHuubl. Koraa 3HayeHne oTobpaHHOM NepemeHHol Ha npeapl-
AyWeM KOHTPONbHOM MHTepBane 6bi10 60/blie AaHHOW rPaHuLbl, a Ha TEKYLLEM KOH-
TPO/IbHOM MHTEPBa/ie MeHblUe IMB60 PAaBHO 3HAYEHMIO FPaHMLbI, TOraa eagmHnYHoe cobbl-
The reHepupyeTcs.

Rising Event MHAeKc cobbITUA NCNONb3YIOLLErocs, KOrAa BOCXoAALLaNA rpaHnLLa nepeceyeHa.
Falling Event NHAeKc cobbITUA NCMONb3YIOLLErocs, Koraa HACXoAAlllas rpaHnLLa nepeceyeHa.
Owner Monb3oBaTenb, CO34aBLUNIA 3aMMUCh.

= [lokasaTb Tabauuy cobbITMN yaaneHHOro moHnTopuHra RMON:

console# show rmon events
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Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabanuya 171 — OnucaHune pesyabTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANBbHO MAEHTUDMLMPYIOLWMIA COObITUE.
Description KommeHTapuit, onucbiBaowmin cobbiTue.

Tun yBeAoOMAEHUA, FEHEPUPYEMOTO YCTPOMCTBOM NO 3TOMY COBbITUIO:
- none — He reHepMpoBaTb YBEAOM/IEHUS;

Type - log — reHepupoBaTb 3anuck B Tabauue;

- trap — otcbinatb SNMP trap;

- log-trap — reHepupoBaTb 3anuchb B Tabaunue 1 otcbinatb SNMP trap.

Community Ctpoka coobuwectsa SNMP ana nepecbiniku trap.

Owner Monb3oBaTtenb, cO34aBLWNIA CObbITHE.

Last time sent o
6bITUIA, TO 3TO 3HaYeHMe ByaeT paBHO HyAtO.

Bpema n gata reHepMpoBaHMA NocneaHero cobbiTuA. Ecnmn He 6bino creHepunpoBaHO Co-

MoKasaTb Tabanuy 3anucen yaaneHHoro MoHMTopuHra RMON:

console# show rmon log

Maximum table size: 100
Event Description Time

1 Errors Nov 10 2009 18:48:33

Tabanuya 172 — OnucaHune pesyibTaToB

Napamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYHOLLMIA 3anuChb.
Description KommeHTapuit, onvcbiBaowWwmin cobbiTue.
Time Bpemsa co3gaHuna 3anucu.

5.19.7 Cnucku docmyna ACL dns ynpaeneHus ycmpoiicmeom

MporpammHoe obecneyeHne KOMMYTAaTOPOB MO3BO/IAET pPaspelwnTb AMB0 OrpaHUuUTb AOCTYN K
yMpaB/IeHNIO0 YCTPOMCTBOM Yepes onpegenieHHble nopTbl Uam rpynnbl VLAN. [aa 3Toi uenmn cosgatotcs

cnuckn pgoctyna (Access Control List, ACL) ana ynpasneHus.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHom KoHGUrypaumm:

console (config) #
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Tabnmua 173 — KomaHap! pexxmma rnobanbHoin KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

management access-list name

no management access-list
name

name: (1..32) cumBona

Co3faeT CNUCOK A0CTyna Ans ynpasneHusa. Bxoa B pexxum KoHoduU-
rypauuu cnvcka goctyna Ana ynpasneHus.

YpanseT cnMcoK AoCTyna AN YNpaBaeHus.

management access-class
{console-only | name}

no management access-class

name: (1..32) cumBona

OrpaHuMyMBaeT ynpas/iieHWe YCTPOMCTBOM MO oOnpeseneHHoOMy
cnucky goctyna (access list). AKTUBMpPYET yKa3aHHbIN CNUCOK A0-
cTyna.
- console-only — ynpasneHue ycTpoicTBOM JOCTYMHO TONbKO C KOH-
conu.

OTMeHsEeT orpaH1YeHmne Ha ynpasaeHue yCTPoWCTBOM No onpeae-
NIeHHOMY CNUCKY gocTyna (access list).

KomaHObI pexcuma KoHgu2ypayuu crnucka docmyna 0718 ynpasaeHus

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXXUME KOHPUIrypaLmm Cnncka 4oCTyna ana ynpasaeHus:

console (config) # management access-list eltex manag

console

(config-macl) #

Tabnnua 174 — KomaHabl pexnma KoHGUrypaumm cnucka 4ocTyna gaa ynpasaeHus

KomaHda

1o ymon4yaHuro

3HayeHue/3HayeHue

Aelicmeue

permit [tengigabitethernet
te_port |
hundredgigabitethernet

oob | vlan vian_id] [service
service ]

hu_port | port-channel group |

hu_port: (1/0/1..6);

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[tengigabitethernet te_port |
hundredgigabitethernet

oob | vlan vian_id] [service
service]

hu_port | port-channel group |

group: (1..32);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh);

te_port: (1..8/0/1..32);

3afaeT paspeluatollee yc0BUe ANA YNPaBAAKOLLEro CNUCKa A0-
cTyna.
- service — Tun gocTyna.

deny [tengigabitethernet
te_port |
hundredgigabitethernet

oob | vlan vian_id] [service
service] [ace-priority index]

hu_port | port-channel group |

hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094);

ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[tengigabitethernet te_port |
hundredgigabitethernet

oob | vlan vian_id] [service
service]

deny ip-source {ipv4_address |

hu_port | port-channel group |

service: (telnet, snmp,
http, https, ssh);

te_port: (1..8/0/1..32);

3agaer 3anpeLatoLiee ycaoBMe 414 YyNPaBaAAoLWEro Cnncka 4o-
cTyna.
- service — TN pocTyna,
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 175 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show management access-list
[name]

name: (1..32) cumBona

MoKasbiBaeT CNMCKM gocTyna (access list) ans ynpasnexus.

show management
access-class

MokasbiBaeT MHPOPMaUMIO 06 aKTUBHbLIX CMMCKax AocTyna
(access list) ana ynpasneHus.

5.19.8 Hacmpoiika docmyna

5.19.8.1

[aHHble KoMaHAbl

npegHasHa4veHbl

Telnet, SSH

ONA  HacTPOWMKWM CcepBepoB AoCTyna AfaA ynpasieHUus

KommyTaTopom. MNMoagepka cepsepos Telnet n SSH KommyTaTopom NO3BOASET YAANEHHO NOAKAOYATLCA
K HEMY 1A MOHUTOPUHIA U KOHPUTYpaLMK.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnuua 176 — KomaHabl pexknuma rnobanbHoN KoOHPUrypawumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip telnet server

no ip telnet server

Mo ymonyanuto Telnet
cepBep BKAOYEH

PaspewaeT yganeHHoe KOHOUrypupoBaHWe YCTPOICTBA 4vepes
Telnet.

3anpelyaeT yganeHHoe KOHOUIypupoBaHMe YCTPOWCTBA Yepes
Telnet.

ip ssh server

no ip ssh server

Mo ymonyaHutio SSH
cepBep OTKIOYEH

PaspelwaeT yaaneHHoe KOHOWUIypupoBaHWE YCTPOWCTBA Yepes
SSH.
V [lo Tex nop, NoKa K4 ANnA WndpoBaHUA He CreHepu-

poBaH, SSH-cepBep byaeTr HaxoauTbca B pesepse. Mo-

cne reHepauum Knauva (Mcnonb3yemble KOMaHAbI
crypto key generate rsa u crypto key generate dsa) cep-

Bep nepeiigeT B pabouee cocronaHue.

3anpellaeT yaaneHHoe KOHOUIypUpoBaHWE YCTPOWCTBA Yepes
SSH.

ip ssh port port_number

no ip ssh port

port_number:
(1..65535)/22

TCP-nopT, ucnonb3yemsbii SSH-cepsepom.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ip ssh-client source-interface {
tengigabitethernet te_port |
hundredgigabitethernet hu_port
| port-channel group | loopback
loopback_id | vlan vian_id}

no ip ssh-client source-interface

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
loopback_id: (1..64)
group: (1..32);
vlan_id: (1..4094)

3agaet nHTepoeiic ana SSH-ceccui.

Ynanaet uHtepoeic.

ipv6 ssh-client source-interface {
tengigabitethernet te_port |
hundredgigabitethernet hu_port
| port-channel group | loopback
loopback_id | vlan vian_id}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
loopback_id: (1..64)
group: (1..32);
vlan_id: (1..4094)

3agaet nHtepoeiic ana IPvé SSH-ceccuii.
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no ipv6 ssh-client
source-interface

Ypanaer uHtepoeic.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymon4yaHuo
Mcnosib3oBaHue
ny6anMYHOro Kntoya
3anpeLyeHo

PaspelwiaeT ncnonb3oBaHMe My6AMYHOrO K/oua A1 BXOAALLMX
SSH-ceccuit.

3anpewaeT Mcnonb3oBaHMe Ny6ANYHOrO KAOYa ONA BXOAALLMUX
SSH-ceccuit.

ip ssh password-auth

no ip ssh password-auth

Mo ymon4yaHuo
BK/IIOYEHO

BKtOYEHME peXxMma ayTeHTUdUKaLMM No Napoto.

OTK/IOYEHUE peXMMa ayTEeHTUDUKALMM NO NAaPOIHO.

crypto key pubkey-chain ssh

M0 yMONYaHMIO KAtOY He
co3paH

BXopg, B peMm KOHOUrypauum nybaMYHOro Katua.

crypto key generate dsa

leHepupyeT napy Katovei DSA — yacTHbIM 1 nybanyHbIN ana SSH-
cepsuca.
V Ecnm xoTa 6bl 04UH U3 Napbl KNKOYeld yXKe co34aH, TO Cu-

crypto key generate rsa

cTema NnpeasIoKUT nepesanmucatb KA.

leHepupyeT napy Katovert RSA — yacTHbIN 1 nybanyHbIn ana SSH-
cepsuca.

V Ecnu xoTa 6b1 0ANH U3 Napbl KAKOYEN YKe CO3AaH, TO CU-

crypto key import dsa

encrypted crypto key import dsa

cTemMa NpeasoKUT NnepesanmncaTtb Katou.
MmnopTtupyeT napy Kntouven DSA.

- encrypted — B 3aWwmnppoBaHHOM BUAE.

crypto key import rsa

encrypted crypto key import rsa

MmnopTtupyet napy katodein RSA.
- encrypted — B 3aWwMppoBaHHOM BMAE.

crypto certificate {1 | 2}
generate

no crypto certificate {1 | 2}

leHepupyeT SSL-cepTudmkar.

BocctaHaBnausaeT SSL-cepTuduMKaT N0 yMONYAHUIO ANA yKa3aH-
Horo cepTuduKaTa.

v/

Knioum, creHepupoBaHHble KomaHaamu crypto key generate rsa u crypto key generate dsa,
COXPaHAIOTCA B 3aKPbITOM ANA Nonb3oBaTtena ¢aiine KoHpUrypauuu.

KomaHObI pexcuma KoHgu2ypayuu nybau4Ho20 Kayd

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexnume KOHPUrypaumm nybaMyHoro Katouya:

console# configure
console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnuua 177 — KomaHabl pexkuma KoHburypaumm nybanyHoro Katoua

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

user-key username {rsa | dsa}

username: (1..48)
CMMBOJIOB

no user-key username

Bxog, B peXXnum co3gaHna MHAMBUAYANbHOTO Ny6/MYHOrO Kito-
ya.

- rsa — co3aatb RSA-kntoy;

- dsa — cozgatb DSA-kntou.

Ypanaet I'Iy6}1|/|"IHbII7I KN4 AnAa onpeaeneHHoro nosb3oBatena.

Bupg 3anpoca KOMaHAHOﬁ CTPOKU B pexXXnume co3aaHna nHanBmnayasaibHOro I'Iy6l'IVI‘-IHOFO K/Ao4a:

console# configure
console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #
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Tabnunua 178 — KomaHabl pexkrma co3faaHua MHAMBUAYaNbHOrO Ny6/IMYHOrO KAko4a

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

key-string

Co3pgaeT Ny6/1MYHbIN KAoY ANA onpeseeHHOro noab3oBaTens.

key-string row key_string

CosgaeT nybAnYHbIN KNKOY A8 oNpesesieHHOro No/ib3oBaTtens.
BBoZ, K/1HOYa OCYLLeCTBAAETCA MOCTPOYHO.
- key_string —JacTb Kntova.
[na Toro uTobbl CUCTEMA NOHANA, YTO KAKOY BBeAEH
V No/IHOCTbIO, Heo6xoauMOo BBeCTU KoMaHAy key-string
row 6e3 cumBonoB.

KomaHObi pexcuma EXEC

KomaHabl gaHHOTro pa3aena AOCTynHbl TONIbKO ANA NpUuBUNErMpoBaHHbIX nonb3oBaTesiei.

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 179 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

show ip ssh

MokasbiBaeT KoHdurypauuto SSH-cepBepa, a TaKXe aKTUBHble
Bxoaswme SSH-ceccum.

show crypto key pubkey-chain
ssh [username username]
[fingerprint {bubble-babble |
hex}]

username: (1..48)
CMMBO/I0B.

Mo ymonyanuio
OTNEeYaToK K/toya B
LWeCcTHaALATEPUYHOM
dopmare.

MokasbiBaeT nybanyHble SSH-KN0UN, coxpaHeHHble Ha KOMMYTa-
Tope.

- username — UMA yAa/NIeHHOTO K/IMEHTa;

- bubble-babble — oTneuaTtok knto4a B Koge Bubble Babble;

- hex — oTneyaTok Kntoya B WeCTHaALaTEPUIHOM KoZe.

show crypto key mypubkey
[rsa | dsa]

MoKa3sblBaeT Ny6anyHble Katoun SSH-kommyTaTopa.

show crypto certificate [1 | 2]

OTobparkaeT SSL-cepTudmKkaTbl ana HTTPS-cesepa.

[pumepbl 8b1M0AHEHUS KOMAHO

BKntounTb cepBep SSH Ha KommyTaTope. PaspewnTb UCnonb3oBaHWe NybanyHbIx Katodeir. Co3aatb
RSA-Kntou ana nonb3osartens eltex:

console# configure

console (config)# ip ssh server
console (config) # ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string

AAAAB3NzaClyc2EAAAADAQABAAA-

BAQCVTNRwWPW1Al4kpgIw9GBRonZQZxjHKcgKL6rM1Q+ZNXfZS—
kvHG+QusIZ/76ILmFT34v7u7ChFAE+VUu4GRE-
PSwoQUVV35LgJJk67I0U/zfwOl11gkTwml75QRIgHUTS6KWGN2QWXgh3ub8gDjTSqmuSn/WA051

DX2IEx—

QWu081licglk02LYciz+Z4TrEU/9FIxwPiVQOjc+KBXuR0OjuNg5nFYsY0ZCkON/W9a/tnkmlshR
E7Di71+w3fNiOA6w9044t6+AINEICBCCA4YcF6zMzaTlwef~-
WwX6f+Rmt 5nhhgdAtN/40Jfcel 66DgVX1gWmNzNR4DYDvSzg01lDnwCAC8Qh

Fingerprint:

a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:b9:33:e9
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5.19.8.2 KomaHObI KoOHGu2ypayuu mepmuHana

KomaHapbl KoHPUrypaumm TepmMmmHana cayKaTt A5 HaCTPOMKN NapameTpoB JIOKaIbHOM U yaaieHHOM

KOHCOU.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnunua 180 — KomaHab! perkmnma rinobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

line {console | telnet | ssh}

BXOZ, B peXXunm COOTBETCTBYHOLLETO TEPMMUHANA (NOKaNbHANA KOH-
CONb, YAaNneHHan KoHconb — Telnet nan yaaneHHasa 3awWwmLLeH-
Haa KoHconb — SSH).

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME KOHPUrypaLmm TepMmmuHana

console# configure

console (config)# line {console|telnet|ssh}

console (config-line)#

Tabauua 181 — KomaHAabl pexknma KoHPUrypaumm TepMmmnHana

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
o ymMmon4aHuro
speed bps YcTaHaBAMBaET CKOPOCTb AOCTYMNa Mo N0KaNAbHOW KOHCOAM (KO-
bps: (4800, 9600, y
MaHZAa AOCTYMHA TONbKO B PemMme KOHOUIypaLum A0KaabHOM
19200, 38400, 57600,
KOHCOAM).
115200)/115200 604,
no speed YcTaHaBAWBAET 3HAaYEHME MO YMOMYAHMIO.
autobaud BK/lOYaeT aBToMaTMYecKoe onpegeneHme CKopocTu A40CTyna no
NOKaNIbHOM KOHCOM (KOMaHAa AOCTYMHA TO/IbKO B PeXKMME KOH-
-/BKAIOYEHO durypaummn NoKanbHOM KOHCONN).

no autobaud

BbIKntoyaeT aBToMaTMyecKkoe onpeaesieHne CKopocTn AocTyna
No NOKaNbHOM KOHCONN.

exec-timeout minutes

[seconds] minutes: (0..65535)/10

MWH;

3apaer WUHTEpBa/, B TeHEeHNE KOTOPOro CUCTEMaA OXKUAaeT BBOAA
nonb3osartena. Ecan B Te4eHMe AaHHOroO MHTEpPBana Nojib3oBa-
Te/lb HWYero He BBOAUT, TO KOHCO/1Ib OTK/IIOYaeTCA.

- seconds: (0..59)/0 cek
no exec-timeout

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnmua 182 — KomaHap! pexkmma EXEC

3HayeHue/3HayeHue
no yMmoA4YaHuo

KomaHda

Aelicmeue

show line [console | telnet |
ssh]

Moka3biBaeT NapameTpbl TepMUHaNA.
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5.20 XypHan aBapui, npotokon SYSLOG

CuCTeMHbIe }KypHabl NO3BOJIAIOT BECTU UCTOPULO COBbITUIA, NPOM30LLELIMNX Ha YCTPOMCTBE, a TaKKe
KOHTPOIMPOBATbL MpouM3oLeawme cobbiTUA B peasbHOM BpeMeHU. B »KypHan 3aHocATca cobbiTus cemm
TUMOB: Ype3BblYalHbIE, CUFHA/bl TPEBOTU, KPUTUUYECKME U HE KPUTMYECKME OLIUBKM, npeaynpexkaeHus,
yBeaoMNeHNUs, MHPOPMALMOHHbIE U OTNaZ04HbIE.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasbHon KoHbuUrypaumm:

console (config) #

Tabanua 183 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

logging on

no logging on

-/perncrpauma BKaoYeHa

BKAtOYaeT perncTpaumio 0T1afg0uHbIX COOBLWEHNA U COODOLLEHWI
06 owwmnbKax.

BbIKNtOYAET PerncTpaLmio OT1aA0uHbIX COOBLLEHUI 1 cooblue-
HUI 06 owmnbKax.
Mpw BbIKNIOYEHHOW perncTpaumm oTnagouHble coobLye-
V HUA 1 coobeHna 06 owmnbKkax 6yayT nepeaaBaTbca Ha
KOHCO/b.

logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text]

no logging host {ip_address |
host}

host: (1..158) cumBoN0B;
port: (1..65535)/514;
level: (cm.
Tabnuua 184);
facility: (local0..7)/local7;
text: (1..64) cumsonos

BKkntoyaeT nepesayy aBapuiHbIX U OTNAA04HbIX COOOLLEHMI Ha
yaaneHHbii SYSLOG-cepsep.

- ip_address— IPv4 unu IPv6-aapec SYSLOG-cepBepa;

- host — ceTeBoe nmsa SYSLOG-cepsepa;

- port — HoMep nopTa ANA Nepesaym CoobLEeHU No NPOTOKOY
SYSLOG;

- level — ypoBeHb BaXHOCTU COOOLLEHMI, NepesaBaemMbliX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegasaemas B cOObLWEeHMAX;

- text — onncaHue SYSLOG-cepsepa.

Ypansaet BblbpaHHbI cepBep M3 CnucKa ucnosibayembix SYSLOG-
cepBsepos.

logging console [level]

no logging console

level: (
Tabnuua
184)/informational

BkAto4aeT nepesady aBapuiHbIX UM OTAAL0UHbIX COOBLLLEHMI
BbI6PaHHOMO YPOBHA BaXKHOCTU Ha KOHCO/b.

BbIKk/lOYaeT nepesady aBapuiiHbIX MM OTAaA04HbIX COOBLLEHNI
Ha KOHCO/Ib.

logging buffered
[severity_level]

no logging buffered

severity_level: (
Tabanua
184)/informational

BK/touaeT nepepayy aBapuiHbIX UM OTNAA04HBIX COOBLLIEHNI
BbIBPAHHOIO YPOBHA BAa¥KHOCTU BO BHYTpPeHHWI Bydep.

BbIKk/ItOYaeT nepesiavy aBapuiiHbIX MW OTN3A0UHbIX COOBLLEHM
BO BHYTpPeHHU bydep.

logging cli-commands

no logging cli-commands

-/OTKNtOYEHO

BkntouaeT nornposaHue BBegeHHbIX B CLI KomaHA.

OTKAtoYaeT normposaHme BBeaeHHbIX B CLI KomaHa,

logging buffered size size

no logging buffered size

size: (20..1000)/200

M3MeHAeT KONMYEeCTBO COOBLLEHWNIA, 3aNMOMMHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HaueHue pasmepa bydepa npume-
HUTCA Nocne nepesarpyskn yCTpomncTea.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

logging file [level]

no logging file

level: (
Tabnuua 184) /errors

BkatouaeT nepegady aBapuitHbIX UM OTAAA0UHbIX COOBLLIEHWIA
BbIBPAHHOIO YPOBHA BaXHOCTU B daiin XKypHana.

Bbik/tovaeT nepesayy aBapuiiHbIX UK OTAAA04HbIX COODLLLEHMN
B daiin KypHana.

aaa logging login

no aaa logging login

-/BKIOYEHO

3aHOCUTD B 3KYpPHasIbl COBLITUA ayTeHTUGMKALMM, aBTOPU3ALMM
n yyeta (AAA).

He 3aHOCUTb B XypHanbl cOBbITUA ayTeHTUDUKaLMM, aBTOPU3a-
umMm 1 ydeta (AAA).
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file-system logging {copy |
delete-rename}

no file-system logging {copy |
delete-rename}

Mo ymonyanumo
perucTpauma BKAOYEHa

BkntoyaeT permctpaymto cobbiTuii $pansioBomn cucTemsl.

- COpY — pernctpauma coobLLeHnin, CBA3aHHbIX C onepauuamm
KonupoBaHus ¢alinos;

- delete-rename — pervcTpaumsa coobLEHWiA, CBA3AHHbIX C yAa-
neHnem $aiNoB U NepenMmeHoBaHMEM ONepaLmid.

BbIKNtoYaeT perucrTpaumnio cobbitmii GpannoBoit cucTemsl.

logging aggregation on

no logging aggregation on

-/OTKNIOUEHO

BKAtoyaeT KoOHTpob arperaymm syslog-coobuieHni.

OTKAtoYaeT arperaumio syslog-coobuieHni.

logging aggregation aging-
time sec

no logging aggregation
aging-time

sec: (15..3600)/300 cekyHa,

YcTaHaBAMBaET BpeMa XpPaHEHWA CrpynnuMpoBaHHbIX syslog-co-
obuweHnn.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

logging service cpu-rate-limits

traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,

snmp, ip, link-local, arp-
switch-mode, arp-

inspection, stp-bpdu,

other-bpdu, dhcp-
snooping, dhcpv6-

snooping, igmp-snooping,

mld-snooping, sflow, log-
deny-aces, vrrp)/-

BK/IHOYAET KOHTPO/Ib OFPaHNYEHNs CKOPOCTU BXOAALLMX Kaapos
AN onpeaeneHHOro Tuna Tpadmka.

OTK/IlOYaeT norMposaHue.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

-/Het

3agaeT napameTp, KOTopblii ByAeT UCNoNb30BaTLCA B KayecTse
naeHTndmKaTopa XocTa B syslog-coobLieHusx.

Mcnonb3osaTtb 3HaYeHME MO YMONYAHUIO.

logging source-interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vian
vlan_id}

no logging source-interface

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
loopback_id: (1..64)
group: (1..32);
vlan_id: (1..4094)

Mcnonb3oBaTb IP-agpec ykazaHHOro nHTepdelica B KaYecTse Uc-
TOYHMKa B IP-nakeTax npotokona SYSLOG.

Mcnonb3osathb IP-agpec ucxoaswero nHtepdeica.

logging source-interface-ipvé {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vlan
vlan_id}

no logging source-interface-
ipv6

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
loopback_id: (1..64)
group: (1..32);
vlan_id: (1..4094)

Mcnonb3oBaTb IPv6-agpec yKazaHHOro uHTepdelica B Kayectse
MUCTOYHMKA B IP-nakeTax npoTokona SYSLOG.

Mcnonb3osatb IPv6-aapec ucxogailero nHtepoenica.

Kaxxpoe cooblieHrne umeeT CBOM YpOBeHb BaXKHOCTK; B Tabanue 184 npmseaeHbl TUMNbl COOBLLEHNI
B nopAaaKe ybbiBaHNA NX BaXKHOCTU.

Tabnuvua 184 — Tunbl BaXKHOCTU COOBLLEHUI

Tun saxcHocmu coobuweHuli

OnucaHue

YpesBblyaiHble (emergencies)

B cucteme npoumsowna Kputmyeckas olWwmnbKa, cucTtema MoXKeT pa6OTaTb
HenpaBW/bHO.

CurHanbl Tpesoru (alerts)

Heobxo4MMO HemMeaNeHHOe BMeLaTeIbCTBO B CUCTEMY.

Kputnyeckue (critical)

B cucTteme npounsolna KpUTHMYecKas owmnbKa.

OwwnbouHble (errors)

B cucteme npousoluna ownbKa.

MNpeaynpexaeHua (warnings)

MpeaynpexaeHune, HeaBapuitHoe cooblueHue.

YBepgomneHusa (notifications)

YBegomaeHue cuctemsl, HeaBapMVlHoe COOGIJJ,eHI/Ie.

NHpopmaumoHHble (informational)

MHPopMaLMOHHbIE COOBLLEHUA CUCTEMBI.

OthapouHble (debugging)

OTnagouHble coobLEeHMs, NPeaoCTaBAAIOT NOAb30BaTENO MHPOPMALMIO
AN KOPPEKTHOM HAaCTPOMKM CUCTEMDI.
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KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:
console#

Tabnunuya 185 — KomaHaa pexkmma Privileged EXEC gns npocmoTpa daina KypHana

Komanoa 3HayeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro
clear logging - Ypansaet Bce coobLEeHNs U3 BHyTpeHHero bydepa.
clear logging file - Ypanset Bce coobuieHuna us daiina xKypHana.
show logging file OTobparkaeT COCTOAHME XKypHana, aBapuiHble U OTNaA04YHbIE COo-
i obLeHun, 3anncaHHble B daline KypHana.
show logging ) OTO6parkaeT COCTOAHME KypHaNa, aBapuiMHble U OTNAA04HbIE CO-
obLeHun, 3anncaHHble BO BHYTpeHHeM bydepe.
show syslog-servers - OTobparkaeT HAaCTPOIMKK ANA yAanéHHbIX syslog-cepsepos.

[pumepbl UC016308AHUA KOMAHO

- BkntounTtb perncrpaumio OLINBOYHBIX COO6LLI,€HMl71 Ha KOHCONU:

console# configure
console (config)# logging on
console (config)# logging console errors

= OuunctuTb dakn KypHana:

console# clear logging file
Clear Logging File [y/nly

5.21 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

®YHKUMA 3EepKaNMpPoBaHMA MOPTOB NpeAHasHayeHa ANA KOHTPONs ceTeBoro TpaduKka nytem
NepecbINKM KOMUI BXOAAWMX U/UAN UCXOOALMX MNAKETOB C OAHOMO WAM HECKO/bKUX KOHTPOJIMPYEMbIX
NOPTOB Ha OAMH KOHTPOIMPYIOLWMIA NOPT.

K KOHTpoapyloleMy NopTy NPUMEHSAIOTCA CAeaytolmne orpaHuYeHns:
— TopT He MOXKET BbITb KOHTPOIMPYIOWMM U KOHTPOIMPYEMbIM MOPTOM OLHOBPEMEHHO;
— TopT He MOXKeT 6bITb YIEHOM rPYMMbl MOPTOB;
—  IP-uHTepdelic LoNKEH OTCYTCTBOBATb AJ1A 3TOrO NOPTa;

— MNpoTtokon GVRP gonkeH 6bITb BbIKAOYEH Ha 3TOM MOPTY.

K KOHTPO/INpYyEMbIM NOPTAM NPUMEHAIOTCA Cheayowmne orpaHn4YeHnaA:

MOpPT HEe MOXKET HbITb KOHTPOIMPYIOWMM U KOHTPOIMPYEMbIM MOPTOM OLHOBPEMEHHO.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUme rnobanbHOM KOHGUrypaLmm:

console (config) #
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Tabnmua 186 — KomaHap! pexkmma rnobanbHon KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

monitor session session_id
destination interface
tengigabitethernet te_port
hundredgigabitethernet
hu_port [network]

no monitor session session_id
destination

session_id: (1..7);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

YKa3blBaeT 3epKannpyowmnin NnopT AN BbibpaHHOW CECCUM MOHUTO-
pwHra.
- network — no3BonseT BeCTM 06MeH JaHHbIMMK.

BblK/lOYaeT GYHKLMIO MOHWTOPUHFA Ha HacTPaMBaeMOM MUHTep-
delice.

monitor session session_id
destination remote vlan
vlan_id reflector-port
tengigabitethernet te_port
hundredgigabitethernet
hu_port network

no monitor session session_id
destination

vlan_id: (1..4094);
session_id: (1..7);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

YKasblBaeTca cay»KebHbli vlan ans 3epkanvposBaHua TpaduKa C 3a-
LaHHOro pedneKkTop-nopTa AN BbI6paHHOM ceccuu.

- remote vlan — cnyxe6bHbili vian ana 3epkannpoBaHuns TpaduKa;

- reflector-port — dbusmueckunin nopt ans nepefayv sepKannupyemoro
TpadukKa, Ha aToM MHTepdelice He JomKeH Bbln nponucaH remote
vlan.

BbikntoyaeT GyHKLUMIO MOHWUTOPUMHIA Ha HacTpPaMBaeMOM WHTep-
delice.

monitor session session_id
source interface
tengigabitethernet te_port
hundredgigabitethernet
hu_port [rx | tx | both]

monitor session session_id
source interface
tengigabitethernet te_port
hundredgigabitethernet
hu_port

session_id: (1..7);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

[Job6aBnaeT ykasaHHbIN 3epKannpyemblii NOPT AN BbibpaHHOM cec-
CUM MOHWUTOpPUHTA.

- IX — KOMMpPOBaTb NaKeTbl, MPUHATbIE KOHTPOMPYEMbIM NOPTOM;

- tX — KOMMPOBaTb NaKeTbl, NepefaHHble KOHTPOANPYEMbIM NOPTOM;
- both — KonMpoBaTb BCce NakeTbl C KOHTPOAUPYEMOrO NoOpTa.

BblKknto4aeT QyHKLUMIO MOHWUTOPWMHIA Ha HacTpaMBaeMOM WHTep-
delice.

monitor session session_id
source vlan vian_id

no monitor session session_id
source vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[obasnseT yKasaHHbIN 3epKanvpyemblit vlan ana sblbpaHHOM cec-
CUN MOHWUTOPMUHrA.

BblKkntoYaeT QYHKLUMIO MOHUTOPMHIA Ha HacTPamBaeMOM MHTep-
delice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[lobaBnaeT B KauecTBe UCTOUHMKA Vlan C yKe paHee 3epKannpyembim
TpaduKom anA BbIOBPAHHOMN Ceccum MOHUTOPUHTA.

Bblk/tOYaeT QYHKLMIO MOHWTOPUHIA Ha HacTPaMBaeMOM MUHTep-
deiice.

5.22 ®dyHKuua sFlow

sFlow — TexHo/10rMA, NO3BONAIOLAA OCYLLECTBAATL MOHUTOPUHE TpadUKa B NAKETHbIX CETAX nepeaayu
AaHHbIX MYyTEM YacTUYHOMN BbIBOPKKM TpaduKa ANA nocaeayioLlen MHKaNCyAaUumMm B cneuuanbHble cooblie-
HUSA, NepeaaBaemble Ha cepBep cbopa CTaTUCTUKMU.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkume rnobanbHOM KoHGUrypaumm:

console (config) #
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Tabnuua 187 — KomaHap! pexkmma rnobanbHon KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue

no ymon4aHuro

Aeiicmeue

sflow receiver id {ipv4_ad-
dress | ipv6_address |
ipv6z_address | url} [port port]
[max-datagram-size byte]

no sflow receiver id

dopmart ipv6z_address:

id: (1..8);
port: (1.. 65535)/6343;
byte: nonoxuTtenbHoe
uenoe 4ncno/1400;
dopmart ipv4_address:
A.B.C.D;
dopmart ipv6_address:

3apaeT agpec cepsepa cbopa ctatucTmkm sflow.

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec;

- url — pomeHHOe UMA XOCTa;

- port — HOMep NopTa;

- byte — MakcMMmasnibHOe KOIM4YecTBo b6aliT, KOTopoe MOXKET BbiTb OT-
npaBAeHO B OAMH NaKeT AaHHbIX.

XX Xi XX,

X:X:X:X::X%<ID>;
url: (1..158) cumsonios

Yaansaet agpec cepsepa cbopa ctatnctuku sflow.

sflow receiver {sourceinterface
| sourceinterface-ipv6} { tengi-
gabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel | group
| loopback loopback _id | vlan
vlan_id | oob}

te_port: (1..8/0/1..32);

no sflow receiver source-inter-
face

vlan_id: (1..4094)

hu_port: (1/0/1..6);
loopback_id: (1..64)
group: (1..32)

3agaeT nHtepdeliic yctpoiictea, IP-agpec Kotoporo 6yaeTt Ucnosib3o-
BaTbCA MO YMOJIYAHUIO B KayecTBe agpeca UCTOYHMKa cbopa cTatu-
CTUKU.

Ypansaer aBHoe 3afaHne uHTepdelica, c agpeca KOToporo byaeT oT-
npaBAATbCA cTaTUCTUKA sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelrica Ethernet:

console# configure
console (config) # interface { tengigabitethernet te port | }
console (config-if) #

Tabnnua 188 — KomaHab! perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

sflow flow-sampling rate id
[max-header-size bytes]

no sflow flow-sampling

rate:
(1024..107374823);
id: (1..8);
bytes: (20..256)/128
6anT

3afaeT cpesiHIo CKOPOCTb BbIBOPKM NaKeToB. MTOroBas CKOPOCTb
BbIGOPKM cumTaeTca Kak 1/rate*current_speed (current_speed —
TEKyLLaA CPeaHANR CKOPOCTb).

- rate — cpegHAn CKOPOCTb BbIGOPKM NAKETOB;

- id — Homep sflow-cepBepa;

- bytes — makcMMmanbHoe Konnyectso 6aiT, KoTopoe byaeT ckonu-
posaHo 13 o6pasua nakera.

OTKNIOYAET CYETYMKM BbIBOPKM Ha NOPTY.

sflow counters-sampling sec id

no sflow counters-sampling

sec: (15..86400)
CeKyHZ;
id: (0..8)

Onpegenser MakCMMasbHbIA MHTEPBaN MeXAY YCMewHbIMKU Bbl-
60pKamu NakeTos.

- SeC — MaKCMMasbHbIV MHTEPBaN MeXKay BbIBOpKaMM B CEKYHAAX;
- id — Homep sflow-cepBepa (3agaetca komaHaoi sflow receiver B
rno6anbHOM pexxume KoHdUrypaumu).

OTKNIOYAET CYETYMKM BbIBOPKM Ha NOPTY.

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>
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Tabnuua 189 — KomaHapl, A0CTYMNHble B pexknme EXEC

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no yMmoA4YaHuio

show sflow configuration BbiBOAUT HacTpoiku sflow.
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port]

clear sflow statistics Ounwaet ctatuctnky sFlow. Ecam mHTepdenc He ykasaH, Ko-
[tengigabitethernet te_port | te_port: (1..8/0/1..32); | maHAa o4MLLAET BCE CYETYMKM CTAaTUCTUKK SFlow.

hundredgigabitethernet hu_port: (1/0/1..6)
hu_port]

show sflow statistics OTobparkaeT cTaTUCTMKY sFlow.
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port]

[pumepbl 8b1N0AHEHUS KOMAHO

= YcraHoBuTb IP-agpec 10.0.80.1 cepepa 1 ana cbopa cratuctukm sflow. Ons ethernet-
nHTepodelicos tel/0/1-tel/0/24 ycTaHOBUTL CPEAHION CKOPOCTb BbI6OPKM NakeToB — 10240 K6uT/c
N MaKCMMa/bHbI MHTEPBAN MeXKay ycrnewHbiMK BbibopKamu naketos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range) # sflow flowing-sample 1 10240
console (config-if)# sflow counters-sampling 240 1

5.23 ®YHKUMU AMArHOCTUKU PU3NUYECKOro YPOBHA

CeTeBble KOMMYTATOpbl COAEPAT annapatHble M NporpaMmmHble CpeacTsa ANA AMArHOCTUKM
dunsnyeckmx nHTepdeincoB 1 AMHUI CBA3KU. B nepeyeHb TeCTUPYEMbIX NAPaMETPOB BXOSAT CeaytoLme:

[ns aneKkTpuyecknx nHTepdencos:

— [OJIMHa Kabens;
— paccTosiHMe A0 MecTa HeMCnpaBHOCTU — 06pblBa NN 3aMblKaHUA.

Ona ontnyeckmx nutepdencos 1G n 10G:

— NapaMeTpbl NMNTaHNA — HaNpAXeHNeE U TOK,
— BbIXOA4HaA onTU4eCKaa MOLWHOCTb,
— OonTn4yeCKada MOWHOCTb Ha npueme.

5.23.1 flJuaezHocmuKa onmu4yecKko2o0 mpaHcueepa

CDyHKLI,Mﬂ ANarHoOCTUKM NO3BOJIAET OUEHUTb TeKyllee COCToAHME ONTUYeCKOro TpaHCuBeEpa U
ONTUYECKOM INHUM CBA3W.

BO3MOXeH aBTOMATUUYECKMI KOHTPO/Ib COCTOAHMA JIMHWUIA CBA3W. [AAa 3TOro0  KomMyTaTop
nepuoamMyeckn onpawmusaeT MnapameTpbl ONTUYECKMX MHTepdeincoB M CpaBHMBAET MX C NOPOroBbIMM
3HaYeHNAMM, 334aHHbIMW NPOU3BOAUTENAMM TpaHCMBEPOB. pKu BbiXoAe NapamMeTpoB 3a AOMNYCTUMble
npegenbl KOMMyTaTop GOpMUpYeT NpeaynpexaatoLlme U aBapuiiHble coobLLEeHMS.
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KomaHOb! pexcuma EXEC

3anpoc KomMaHAHOM CTPoKM B pexkxume EXEC nmeet cneaytowmin BuAa;

console>

Tabnnuya 190 — KomaHaa AMarHOCTMKM ONTUYECKOro TpaHCuBepa

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show fiber-ports
optical-transceiver [interface
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | t]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

OTo6pa)+<aeT pe3ynbTaTbl ANATHOCTUKMN ONTUYECKOro TpaHCHUBEpPa.

[pumep 8b1M10AHEHUS KOMAHObI:

swl# show fiber-ports optical-transceiver interface

TengigabitEthernetl/0/5

Port Temp Voltage
[C] [Volt]
tel/0/5 33 3.28
Temp
Voltage
Current

Output Power

Input Power

LOS

N/A - Not Available,

Vendor name: OEM
Serial number:

Connector type: SC

Type: SFP/SFP+
Compliance code: BaseBX10
Laser wavelength: 1550 nm

Transfer distance:
Diagnostic: supported

N/S - Not Supported, W - Warning,

20000 m

Current Output Input LOS Transceiver
[mA] Power Power Type
[mW / dBm] [mW / dBm]
11.45 0.28 / -5.52 0.24 / -6.11 No Fiber

- Internally measured transceiver temperature
- Internally measured supply voltage

- Measured TX bias current

- Measured TX output power in milliWatts/dBm

- Measured RX received power in milliWatts/dBm
- Loss of signal

E - Error

Transceiver information:

S1C53253701833

Tabnunua 191 — MapameTpbl AMArHOCTUKN ONTUYECKOrO TPpaHCMBepa

Mapamemp 3HayeHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpsrkeHue nuTaHMA TpaHcuBepa.
Current OTKNOHEeHWe TOKa Ha nepegave.
Output Power BbIxoAHas MOLHOCTb Ha nepegaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MNoTepa curHana.
3HayeHMA pe3yNbTaToOB ANATHOCTUKN:
— N/A - HepocTynHo;
— N/S—He nogaepxunsaetca.
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5.24 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHun o6 ypoBHe ob6cnyKuBaHus B IP-ceTax) — TEXHONOMMA aKTUBHOTO MOHUTOPWHTA,
NCNOb3YOWAACA ANA M3MEPEHMA MapamMeTpoB ObICTPOAENCTBMA KOMMbIOTEPHbIX CETEM WM KayecTsBa
nepefaynm fAaHHbIX. AKTUBHbIA MOHWUTOPUHI MNPeacTaBAseT coboil MPOAOMKUTENBHYIO LIMKANYECKYIO
reHepaumio TpadpuKka, coop MHPopMaLMM O ero NPOXOXKAEHMM MO CETU N BeAeHNE CTAaTUCTUKN.

Ha [aHHbI MOMEHT M3MeEpeHMEe MapPaMeTPOB CEeTU MOXKET OCYLLECTBAATLCA C MCMO/Ib30BAHUEM
npotokona ICMP.

Mpu Kaxgom BbinosiHeHMM onepaumm ICMP Echo ycTpoiictBo oTnpasnaset ICMP Echo request
coobLieHMe Ha agpec HasHauYeHUs, OXKMAAET NosydeHus coobueHma ICMP Echo reply B TeueHUM 3agaHHOrO
WHTepBasa BPEMEHMU.

C ogHoW IP SLA onepaumelt MOXKHO cBA3aTb Heckoibko 06bekToB TRACK. CocTosaHue o6bekTa TRACK
N3MEHAETCH B MOMEHT M3MeHeHUs cocTosHKsA IP SLA onepauymm, inbo ¢ 3a4aHHON 3a4ePKKOM.

Mpn U3MEHEHMWN COCTOAHMA TPEKa BO3MOMKHO BbINOJAHEHME MaKpPOKOMaHA. MaKpoKOMaHAb!
BbINONHAOTCA B peXXMMe rnobanbHOro KoHGUrypmpoBaHus. na BbINONHEHUA KOMaHA, pexxunma privileged
EXEC KomaHAapl HeobxoaMmo AononHWUTb npedukcom do. KomaHabl co3gaHMa Habopa MaKpOKOMaHA,
npuseaeHsl B Tabanye 25.

[ns ncnonbsosaHua GyHKLMM IP SLA He0H6X0AMMO BbINOAHUTL CieAytoLme AeNCTBUA:

— CospgaTb onepaumio icmp-echo 1 ckoHpUrypupoBsatb eé.

— 3anycTutb BbINOJIHEHME OMNepaLymu.

— Cospgatb TRACK 06beKT, CBA3aHHbIN C KOHKPETHOM IP SLA onepaumeit U CKOHPUrypupoBsaTb
ero.

—  [Mpn HeoBX04MMOCTH, CO34aTb MAaKPOChI, BbINOAHAEMbIE NPU U3MEHEHUN COCTOAHNA 06BbEKTA
TRACK.

— [pocmoTpeTb CTaTUCTUKY, MPU HEOBXOANMMOCTU, OUUCTUTL ee.

—  [pn HeobxoANMMOCTU, NPEKPATUTb BbINOHEHWE ONEpaLUM.

KomaHObI pexcuma 2a06an6Hol KoOHuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasbHoM KoHdUrypaumm:
console (config) #

Tabnnua 192 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymosi4aHuro
ip sla operation MepexoauT B pexxum KoHdurypmposaHus IP SLA onepaumu.
operation: (1..64) - operation — Homep onepaLuu.
no ip sla operation Ypansaert IP SLA onepauuio.
ip sla schedule operation life 3anycKaet Ha BbinonHeHue IP SLA onepauuto.
life start-time start-time - operation — HOMep onepauum.
operation: (1..64); - life — Bpems, B TeyeHWe KoTOporo onepauua byaer BbINoA-
life: (forever); HATbCA.
start-time: (now) - start-time — Bpemsa 3anycka.
no ip sla schedule operation Mpekpawaet BbinosHeHue IP SLA onepauuu.
- operation — Homep onepayuu.
track object ip sla operation Co3pgaeT TRACK 06beKT, KOTopbI byZeT oTcnexKmMBaTb COCTOS-
state Hue IP SLA onepauuu.
object: (1..64); operation: | - object — Homep TRACK ob6bekTa.
(1..64) - operation — Homep IP SLA onepauun.
no track object ip sla Ypanaetr TRACK o6beKrT.
- object — Homep TRACK obbeKTa.
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Tabnuua 193 — KomaHabl pexmma co3gaHuma onepaunii IP SLA

3HayeHue/3HauveHue "
KomaHda / Aelicmeue
no ymon4yaHuro
icmp-echo {A.B.C.D | host } MepexoguT B pexnum KoHourypmposaHua ICMP ECHO
[source-ip A.B.C.D] onepauuu.

host: (1..158) cumsonos
- A.B.C.D — IPv4-appec y3na cetu;

- host — pomeHHOe 1MA y3na ceTu.

KomaHObI pexcuma KoHgu2ypuposaHusa IP SLA ICMP ECHO onepayuu

BunAa 3anpoca KOMaHAHOM CTPOKK B pexume KoHpurypuposaHusa IP SLA ICMP ECHO:
console (config-ip-sla-icmp-echo) #

Tabnnua 194 — KomaHabl pexuma KoHpurypuposaHua onepauymm ICMP Echo

3HayeHue/3Ha4yeHue .
KomaHoa / Helicmesue
Mo yMonYaHUio

YctaHasausaeT yactoty nostopeHua ICMP ECHO onepauwun.
- 5ecs — 4acToTa, B CEKYHAAX.

frequency secs

secs: (10..500)/10 cek —
YcTaHaBNMBAET 3HaYeHWe YacTOTbl MOBTOPEHWI MO ymonya-

HUIO.

no frequency

YcTaHaBAMBaeT A/MHY TalimayTa, MO WCTEYEHMM KOTOPOTo,
ecnu He npuwen ICMP-oTBeT, onepauma byaeT cumtaTbCA He-
YO3A4YHOW.

- msecs — TalmayT, B MUJIINCEKYHAAX.

timeout msecs
msecs: (50..5000)/2000 mc

no timeout YcTaHaBAMBaeT 3HaYeHue TaﬁmayTa No YMONYaHUIO.

YcTaHOBUTbL KOIMYecTBO 6aiiT, nepegasaembix B ICMP-nakete
request-data-size bytes B KayecTse AaHHbIX (payload).
bytes: (28..1472)/28 6ainT | . pytes — konuuecTso GaiiT.

no request-data-size YCTaHOBWTb 3HaYeHMEe KOANYecTBa 6alT No yMONYaHUIO.

DOnsa HopmanbHoro BbinonHeHUA onepauunn ICMP Echo peKkomeHayeTca ycTaHaBAMBATD 3Ha-
° YeHMe YacToTbl BbINOJIHEHUA onepaunmn 601bWKMM, YeM 3HAUEHUE TaMayTa onepaLuuu.

KomaHObI pexcuma KoHgpu2ypuposaHuUs mpeKd

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoOHGUryprupoBaHua Tpeka:

console (config-track) #

Tabnunua 195 — KomaHabl pexkuma KoHpUrypauum Tpeka

3HayeHue/3Ha4veHue -
KomaHoa / Aelicmeue
o yMon4YaHUKo

YcTaHaBAMBAET 3a4ePXKKY A5 cmeHbl cocTosaHusA TRACK 06b-
eKTa, NpU u3meHeHuun coctoaHna IP SLA onepaunn.

- secs — 3a/ep:KKa, B CEKyHAaX.

- up — 3aJeprKKa M3MEeHEeHUA COCTOAHMA, NPU NPU N3MeHe-
secs: (1..180)/0 HUW onepauumn B coctoaHme OK;

- down — 3azep’kKa U3MEeHEHUA COCTOAHMA, NPU U3SMEHEHUM
onepaumu B coctoaHue Error.

delay {up secs down secs | up
secs | down secs}

delay {up secs down secs | up

Ypanaet 3agepiKy.
secs | down secs} A ACPIKKY
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KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabnnua 196 — KomaHgb! pexuma privileged EXEC

KomaHoa

3HauyeHue

Aelicmeue

show ip sla operation
[operation]

operation: (1..64)

OTobparkaeT MHGOpMaL Mo 0 HacTPoeHHbIX IP SLA onepauusax.
- operation — HoMmep onepauuu.

show track [object]

object: (1..64)

OtobparkaeT nHGopmaLmio 0 HacTpoeHHbIX TRACK ob6bekTax.
- object — Homep o6beKTa.

clear ip sla counters
[operation]

operation: (1..64)

O6HynseT cyeTunkm IP SLA onepauum.
- operation — HoOmep onepauuu.

Mprmep HaCTPOIMKK, NpeaHa3HAYeHHOW AN1A KOHTPOAA y31a ceTh ¢ agpecom 10.9.2.65 c oTnpasKomn
icmp 3anpoca Kaxkable 20 cCekyHA, BpeEMEHEM OTBETa Ha icmp 3anpoc He npesbiwarowmm 500 mc um
pasmepom JAaHHbIXx 92 6aiTa; 3aaeprkka cmeHbl coctoAaHuMa TRACK obbekTa — 3 cekyHAabl; npwu

nameHeHmn coctoaHnAa TRACK obbeKkTa BbinosHAITCA Makpocbl TEST_DOWN mn TEST_UP:

console# configure

console (config) # interface vlan I

console (config-if)# ip address 10.9.2.80 255.255.255.192
console (config-if) # exit

console (config) # macro name TEST DOWN track 1 state down
Enter macro commands one per line. End with the character '@'.
int gil/0/11

no shutdown

@

console (confiqg) #

console (config) # macro name TEST UP track 1 state up

Enter macro commands one per line. End with the character '@'.
int gil/0/11

shutdown

@

console (confiqg) #

console (config) # ip sla I

console (config-ip-sla)# icmp-echo 10.9.2.65

console (config-ip-sla-icmp-echo)# timeout 500

console (config-ip-sla-icmp-echo)# frequency 20

console (config-ip-sla-icmp-echo)# request-data-size 92
console (config-ip-sla-icmp-echo) # exit

console (config-ip-sla) # exit

console (config)# ip sla schedule 1 life forever start-time now
console (config)# track 1 ip sla 1 state

console (config-track) # delay up 3 down 3

console (config-track)# exit

console (config) # exit

console#

Mpumep BbIBOAA CTaTUCTMKK ans onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
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Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: 0

roe

— Operation state — TeKywee COCTOAHUE Onepaunu:
= scheduled — onepauua BbINOHAETCS;
= pending — BbINOJIHEHME ONEpaLMM OCTaHOBNEHO.
— Operation return code — Kop, 3aBepLUeHUs NOCNeAHEN BbINOJIHEHHOM onepauumu:
= OK — ycnewHoe 3aBeplueHne npeablayLien onepauum;
= Error — HeyAa4yHoe 3aBepLueHne NocneaHelr nonbIiTKM U3MepPEHUA.
— Operation Success counter — KONWMYeCTBO YCMNELHO 3aKOHYEHHbIX Onepauui.
—  Operation Failure counter — KONMYeCTBO HEYAAYHO 3aKOHUYEHHbIX ONepaLnit.
— ICMP Echo Request counter — Konn4ecTBo NpoBeAEHHbIX 3aMyCKOB Oonepauymu.
— ICMP Echo Request counter — KONM4ecTBO NoAyYeHHbIX oTBeTOB Ha ICMP 3anpoc.

ICMP Error counter — CY48TYMK, OTOBPAXKaIOLWLMIA KOJIMYECTBO M3MEPUTE/bHbIX ONepaumii, 3aKOHYMBLIMNXCA
C COOTBETCTBYHOLLMM KOZOM OLWNBKN.

5.24 ®dyHKuumM obecneuyeHuna 6esonacHoCTU

5.24.1 ®yHKyuu obecneyeHuUs 3awWuMmol NOPMos

C uenbio nosbiweHns 6e30NacHOCTM B KOMMYTATOPE CYLLECTBYET BO3MOMHOCTb HAaCTPOUTb KaKoM-
AMBO MopT TaK, YTobbl AOCTYN K KOMMYyTaTOpy 4Yepes 3TOT MOPT MPeAoCTaBAAACA TONbKO 3afaHHbIM
ycTpoicTBam. DyHKUMA 3aLWMTbI MOPTOB OCHOBAHA Ha onpegeneHnn MAC-aapecos, KOTOPbIM pa3peLluaeTcs
aoctyn. MAC-agpeca mMoryT 6biTb HAaCTPOEHbI BPYYHYIO MW M3ydYeHbl KOMMyTaToOpoMm. loc/ie M3ydeHus
HeobXxoAMMbIX aapecoB MOPT ciaedyeT 3ab/OKMPOBaThb, 3aWIMTUB €ro OT MNOCTYMNJAEHUA MNaKeToB C
HeunsydeHHbIMK MAC-agpecamun. Takum o06pasom, Korga 3ab10KMPOBaHHbIN MOPT NoaydYaeT naket, u MAC-
aZlpec UCTOYHMKA NaKeTa He CBA3aH C 3TUM NOPTOM, aKTUBMU3MPYETCA MEXaHW3M 3aLLMTbl, B 3aBUCMMOCTM OT
KOTOpPOro mMoryT 6biTb NPUHATLI Caeaylowme Mepbl: HECAaHKUMOHMPOBAHHbIE MaKeTbl, NOCTynawowme Ha
3a6/10KMPOBaHHbIN NOPT, NepecbiNaoTcA, 0T6packIBaloTCA, M0 e NoPT, NPUHABLUMIA NAKET, OTKAOYAETCA.
®yHKuMa 6esonacHocT Locked Port nosBonfeT coxpaHUTb CMMCOK M3ydeHHbIX MAC-aapecoB B ¢aline
KOHdUrypaumm, Takum 06pasom, 3TOT CNMCOK MOXKHO BOCCTaHOBWTL NOC/Ie Nepe3arpy3kun yCcTpoincTea.

/ CyuwiecTByeT orpaHuyeHue Ha Konumyecrso MAC-agpecoB, KOTOpoOe MOXeT U3y4UTb NOPT, UC-
nonb3yowmii GyHKLUMIO 3aLLMUTDI.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-
gelica 2pynnbl nIopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHodurypaumm mnHtepdenca Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console (config-if) #
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Tabnuua 197 — KomaHap! pexknuma KoHourypauum nHtepdeiica Ethernet, rpynnel nHTepdeiicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

port security

no port security

-/BbIK/IOYEHO

BKAtoyaeT GyHKUMIO 3alWnTbl Ha UHTepdelice. BAOKUpYeET dyHK-
LMI0 M3yYeHUA HOBbIX aapecoB ANnsA uHTepdelica. MakeTbl C HeU3y-
yeHHbIMM MAC-agpecamun UCTOYHMKa oTbpacbiBatoTcs. KomaHaa
aHanornyHa KomaHge port security discard.

OTKAoYaeT GYHKUMIO 3alLMTbl HA UHTepdelice.

port security max num

no port security max

num: (0..32768)/1

3alaeT MaKCcMMasbHOE KOJIMYECTBO aApecoB, KOTOPOE MOXKEeT
M3Y4UTb NOPT.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

port security routed
secure-address mac_address

no port security routed
secure-address mac_address

dopmat MAC-agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

YcTaHaBauBaeT 3awmiLeHHbii MAC-agpec.

Ypansaet sawmweHHbii MAC-agpec.

port security {forward |
discard | discard-shutdown}
[trap freq]

freq: (1..1000000) cek

BKAtoyaeT GyHKUMIO 3aWnTbl Ha UHTepdelice. BAOKMpYeT dyHK-
LMIO U3yYeHMA HOBbIX a4pPecoB Ans nHTepdelica.

- forward — nakeTtbl ¢ HensyyeHHbIMM MAC-agpecamMn UCTOYHMKA
nepecblnaroTcs;

- discard — nakeTbl ¢ HensyyeHHbIMM MAC-agpecammn UCTOYHUKA
oTbpacbiBatoTCH;

- discard-shutdown — nakeTbl ¢ HensydyeHHbIMM MAC-agpecamu
MCTOYHWMKa OTOpacbIBatOTCA, NOPT OTKAKOYAETCH;

- freq — yactoTa reHepupyembix coobuweHnin npotokona SNMP
trap Npu NOCTyN/NeHNU HECAHKLMOHNPOBAHHbIX NMaKeToB.

port security trap freq

freq: (1..1000000) cek

3afaeT 4YacToTy reHepupyembix coobueHuin npotokona SNMP
trap npu nocTynaeHnn HecaHKLLMOHMPOBAHHbIX MaKeTOoB.

port security mode {secure
{permanent | delete-on-reset}
| max-addresses | lock}

no port security mode

-/lock

3agaeT pexum orpaHuyeHua wusyvyeHua MAC-agpecoB AnA
HacTpanBaemoro nHtepdeiica.

- secure — HacTpauMBaeT CTaTUYECKOe OrpaHuW4YeHWe W3y4YeHun
MAC-agpecos Ha nopTy;

- permanent — gaHHbIi MAC-agpec coxpaHuUTca B Tabvue gaxe
nocne nepesarpysKku ycTponcTsa;

- delete-on-reset — faHHbIM afpec yaanmTca Noc/e nepesarpysku
YCTPOMCTBA;

- max-addresses — yfanfer Tekylwme AMHAMUYECKU U3yYeHHble
agpeca, CBA3aHHble c NHTEpOEricom. PaspeweHo
M3y4yeHMe MaKCMMaJbHOTO KOJIMYecTBa aApPecoB Ha MOpTy.
MoBTOpPHOE N3yYeHMe U CTapeHUe pa3peLleHbI;

- lock — coxpaHsaeT B KOHOUTYpaumto TEKyLLME AUHAMUYECKN U3Y-
YeHHble afpeca, CBA3aHHble ¢ MHTepdencom 1 3anpeLyaeT obyye-
HUe HOBbIM afpecam U CTapeHMe y»Ke U3yYeHHbIX afpecos.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 198 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

show ports security {
tengigabitethernet te_port |
hundredgigabitethernet

detailed}

hu_port | port-channel group |

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)
group: (1..32)

MoKa3biBaeT HAaCTPOMKMN GYHKLMKM H6e3onacHOCTU Ha BblbpaH-
HOM uHTepodeiice.
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show ports security addresses MoKasbiBaeT TeKywme gMHaMUYecKme agpeca ana 3abnokumpo-
{ tengigabitethernet te_port | te_port: (1..8/0/1..32); | BaHHbIX NOPTOB.

hundredgigabitethernet hu_port: (1/0/1..6)

hu_port | port-channel group | group: (1..32)

detailed}

AKTUBU3MPYET UHTEPPENC, OTKNHOYEHHbIW GYHKUMEN 3aLUnTbI
nopta (KomaHga AOCTyNHa TONbKO ANA MPUBUIErMPOBaHHOMO
nosnb3osarens).

set interface active {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)
group: (1..32)

[pumepebl 8b1M0MAHEHUA KOMAHO

= BKAOYAUTb GYHKLMIO 3alWMThI Ha 15 nHTepdeiice Ethernet. YcTaHOBUTb orpaHMyeHme Ha nUsydeHue
aapecos — 1 agpec. MNocne nsyyeHmna MAC-aapeca 3a610KMpoBaTh GPYHKLMUIO U3yHEHUNA HOBbLIX af-
pecoB Ans uHTepdelica ¢ Lenblo oTbpocuTb NakeTbl ¢ HensyyeHHbIMM MAC-agpecaMm UCTOUYHUKaA.
CoxpaHuTb B dain U3ydyeHHbI agpec.

console# configure

console (config) # interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
console (config-if) # port security max 1

console (config-if)# port security

= [loaKnounTb KAneHTa K nopTty n usyuntb MAC-agpec.

console (config-if) # port security discard
console (config-if) # port security mode lock

5.24.2 lNposepka nodsAUHHOCMU KAUeHma Ha ocHoee nopma (cmaHoapm 802.1x)

5.24.2.1 baszosas nposepka nodauHHocMu

AyTeHTUOMKaALUMA Ha oOcHoBe CTaHgapTa 802.1x obecneyvBaeT MNPOBEPKY MNOANMHHOCTM
nosib30BaTeIen KOMMYTATOPaA Yepes BHELLIHWI cepBep Ha OCHOBE MOPTa, K KOTOPOMY MOAK/IOYEH KANEHT.
Tonbko ayTeHTUOUUMPOBAHHbIE U aBTOPM3OBaHHbIE MO/Ab30BaTE/IM CMOTYT Nepefasatb M NPUHUMATH
AaHHble. [MpoBepKa NOAAMHHOCTM NOJib30BaTeNe NOPTOB BbinonHAeTcA cepsepom RADIUS nocpeactsom
npotokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUIypaumm:
console (config) #

Tabnunua 199 — KomaHabl pexkrma rnobanbHOM KoOHGUrypauum

3HayeHue/3Ha4yeHue

Aelicmeue
110 yMOAYaHUIO

KomaHoa

dotlx system-auth-control BkntouyaeT perkum ayteHTUdumKaumm 802.1X Ha KommyTaTope.

-/BbIK/IIOYEHO

no dotlx system-auth-control BblkntoyaeT pexkum ayteHTUdPmnKaumm 802.1X Ha KommyTaTope.
aaa authentication dotlx 3aaer ogMH MK ABa METO4a NPOBEPKMU NOAANHHOCTM, aBTOPU3a-
default {none | radius} [none | ummn un yyeta (AAA), ana ncnonb3osaHua Ha mHTepdeicax IEEE
radius] 802.1X.
- none — He BbIMNOJIHATb ayTEHTUPUKALMIO;
-/radius - radius — ncnonbsosatb cnmucok RADIUS-cepBepoB ana ayTeHTU-

duKaumm nonbsosartens.
BTopoii meToa, ayTeHTUMKALMM UCMONb3YETCA TONbKO B
V c/nyyae, eciv no nepsomy ayteHTUPuKauua 6bina He-
yCneLwHoii.
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no aaa authentication dotlx
default

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if)#

v/

Tabanua 200 — KomaHab! perkmuma KoHourypaumm nHtepdeiica Ethernet

Mpotokon EAP (Extensible Authentication Protocol) BbinonHseT 3agaum gna ayreHTUPUKA-
LUM YAANEHHOrO KJIMEeHTA, NPU 3TOM onpeaenaa MexaHu3sm ayTeHTuduKauum.

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

-/force-authorized;

HacTpausaet ayteHTUdMKaymio 802.1X Ha uHTepdeiice. Paspe-
LIAeT PyYHOM KOHTPOb 33 COCTOAHMEM aBTOPM3aLLMM NOpPTa.

- auto — ncnonb3osaTb 802.1X AN USMEHEHMA COCTOAHUA K-
€eHTa MeXKAy aBTOPM30BaHHbIM U HEABTOPU30BaHHbIM;

- force-authorized — BbiknoyaeT ayTeHTUdUKaumo 802.1X Ha
nHTepdeiice. MopT nepexoanT B aBTOPU30BAHHOE COCTOSHME
6e3 ayTeHTUGUKauuu;

time: (1..32) - force-unauthorized — nepesoaAuT NOPT B HEABTOPM30BAHHOE
cocTosHue. MrHopmpyoTca BCe NOMbITKM ayTeHTUMKALMN KAK-
€HTa, KOMMYTaTOp He NPeAOCTaBAAET CEPBUC ayTeHTUDUKALNM
[N 3TOro nopTa;
- time — HTepBan BpemMeHW. ECiM AaHHbIN NapameTp He onpe-
JeneH, To MopT He aBTOPM30BaH.
no dot1x port-control YcTaHaBMBaET 3Ha4YeHME N0 YMONYAHUIO.
dotlx reauthentication -/nepuoauyeckue BKAtoYaeT nepuoamnyeckme MoBTOPHbIE MPOBEPKMU MOAAMHHO-
NOBTOPHbIE MPOBEPKM cT1 (nepeayTeHTUdMKALMIO) KNMEHTA.
no dotlx reauthentication NoA/IMHHOCTH BbIK/IlOYaeT nepuoamnyeckme NnoBTOPHbIE MPOBEPKM NOSJANHHO-
BbIK/OYEHbI cT1 (NnepeayTeHTUUKALMIO) KAMEHTA.

dotlx timeout eap-timeout
period

no dotlx timeout eap-timeout

period: (1..65535) /30

3apaeT MHTepBaN BPEMEHWU B CEKYHAaX, B TeYeHMEe KOTOPOro
cepsep EAP oxkmaaet otBeTa oT KAneHTa EAP 10 noBTOpHOM ne-
pefaun 3anpoca.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

dotlx timeout supplicant-held-
period period

no dotlx timeout supplicat-
held-period

period: (1..65535) /60

3ajaeT nepuof BpemeHu, B Te4eHMe KOTOPOro 3anpallunBato-
LM KAEeT A0 Nepe3anycka ayTeHTUdUKaLMmn nocie noayvyeHms
oTBeTa FAIL oT cepsepa Radius.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

dotlx timeout reauth-period
period

no dotlx timeout
reauth-period

period:
(300..4294967295)/
3600 cek

YcTaHaBAMBaeT NEepUoL MeAy MOBTOPHbIMM NpPOBEpPKamu
noA/IMHHOCTY.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (10..65535)/60
cek

YcTaHaBAMBaeT nepuos, B TeYEeHUEe KOTOPOro KOMMYTaTop
OCTaeTCA B COCTOAHUM MOAYaAHWA MOCNAE HeYAauyHOW NPoBepKu
NOANMHHOCTK.

B TeyeHue nepuosa MONYaHUA KOMMYTATOP He MPUHMMAET U
He MHULMMPYET HUKAKMX ayTEHTUOUKALMOHHBIX COOBLLEHMA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO

dotlx timeout tx-period period

no dotlx timeout tx-period

period: (30..65535)/30
cek

YcTaHaBAMBaeT Nnepuog, B Te4eHe KOTOPOro KOMMYTATOP OXM-
JaeT oTBeT Ha 3anpoc Anbo MAEHTUOMKALMIO NO NPOTOKOAY
EAP oT KnneHTa, Nnepes NOBTOPHOM OTNPaBKOW 3anpoca.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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dotlx max-req count

no dotlx max-req

count: (1..10)/2

YcTaHaBAMBaEeT MAaKCMMa/IbHOE YMCI0 MOMbITOK Nepesayn 3a-
npocoB NpoTokona EAP-KAMEHTY nepes HOBbIM 3aMyCKOM Mpo-
Lecca NpoBepKn NOAAMHHOCTU.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAMBaeT nepuoa Mexay noBTOPHbIMU Nepefadyamum 3a-
npocos NpoToKona EAP-kauneHTy.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

dotlx timeout server-timeout
period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAMBaET Nepuoz, B TEYEHNE KOTOPOTO KOMMYTATOP OXKM-
[aeT 0TBeTa OT cepBepa ayTeHTUDUKALMM.

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO.

dotlx timeout silence-period
period

no dotlx timeout
silence-period

period: (60..65535)
ceKk/He 3a4aHo

YcTaHaBAMBaeT nepnoa BpemeHU HeaKTUBHOCTU KAWEeHTa, no
ncrtevyeHme KoOToporo K/IMEHT CTaHOBUTCA HEABTOPU30BaHHbIM.

YcTaHaBAMBaeT 3HaYeHue Mo YMONYaHUIO

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 201 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx re-authenticate
[tengigabitethernet te_port |
hundredgigabitethernet hu_port
| oob]

te_port: (1..8/0/1..24);
hu_port: (1/0/1..6)

Bpy4Hyl0 OCyWecTBASET MOBTOPHYH MPOBEPKY MNOAJMHHOCTU
YyKa3aHHOro nopTa B KOMaHgae, Mbo Bcex NopToB, NOAAEPKMUBa-
towmx 802.1X.

dotlx unlock client
tengigabitethernet te_port
mac_address

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

3abnoKMpoBaTb KAMEHTa C yKa3aHHbIM MAC-agpecom Ha nopTy
npu AOCTUKEHUW NMOPOra MAKCMMAJIbHO BO3MOMHbIX MOMbITOK
ayTeHTUdMKaLMK.

show dot1x interface
{tengigabitethernet te_port |
hundredgigabitethernet hu_port
| oob}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

MoKa3sbliBaeT cocToaHne 802.1X gna KommyTaTopa MMbo ANnA yKa-
3aHHOro UHTepdelica.

show dotlx users [username
username]

username: (1..160)
CYMBO/I0B

MOKa3blBaeT aKTUBHbIX ayTEHTUOULMPOBAHHBIX NOAb30BaTeNen
802.1X KommyTaTtopa.

show dot1x statistics interface {
tengigabitethernet te_port |
hundredgigabitethernet hu_port
| oob}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

MoKa3blBaeT CcTaTUCTMKY no 802.1X ans BbIOBpPaHHOrO MHTep-
delica.

[Mpumepbl 8bINOAHEHUA KOMAHO

= BKAKOUYUTb perrum ayTeHTudPuKaumm 802.1x Ha KommyTtaTope. Mcnonb3osatb RADIUS-cepBep ana
NpPoBepPKM NOASIMHHOCTU KNNEHTOB Ha MHTepdelicax IEEE 802.1X. Ana 8 uHtepdeiica Ethernet uc-
NnosIb30BaTb PeXMm ayTeHTUdMKaumm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

= [lokasaTtb cocToaHMe 802.1x ana KommyTtaTopa, 4na 8 untepdeliica Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8
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Authentication is enabled

Authenticating Servers: Radius
Unauthenticated VLANs:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

tel/0/8
Host mode: multi-host
Port Administrated Status: auto
Guest VLAN: disabled
Open access: disabled
Server timeout: 30 sec
Port Operational Status: unauthorized*
* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
Silence period: 0 sec
Quiet period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec

Max reqg: 2

Authentication success: 0
Authentication fails: 0

Tabnunuya 202 — OnucaHue pesynbTaToB BbINONHEHUA KOMaHA,

Mapamemp

OnucaHue

Port

Homep noprta.

Admin mode

Pexxum ayteHTndmraumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepauyoHHbIV PeXMM NOPTa: aBTOPU30BAHHbIW, HEABTOPU30BaHHbIN, MO0 BbIKIOYEH-
Hbii (Authorized, Unauthorized, Down).

Reauth Control

KoHTponb nepeayteHTUdMKALUN.

Reauth Period

I'Iepwo,u, mexXay NOBTOPHbIMUM NpoBepKamMun NO4/IMHHOCTU.

Mma nonb3oBatens npu mcnonbsosaHun 802.1X. Ecam nopT aBTOpU30BaH, To oTobparka-

Username €TCA UMSA TEKYLLEro Noab3oBaTens. ECn NopT He aBTOPM30BaH, TO 0TObpayKaeTca MMaA No-
cnefHero ycrnewHo aBTOpM30BaHHOrO NOb30BaTENA Ha NOPTY.
Quiet period MNepuona, B Te4eHME KOTOPOro KOMMYTAaTOpP OCTaeTCA B COCTOAHMU MOJIYAHUA NOcae He-
P YO,34YHOM NPOBEPKU NOAMHHOCTH.
Tx period Mepunopg, B Te4EHME KOTOPOro KOMMYTATOP OXMAAET OTBET Ha 3anpoc Mbo naeHTUdUKa-
Lm0 no npotokony EAP oT KnneHTa, nepes NOBTOPHOM OTNPaBKOM 3anpoca.
Max reg MaKcrumanbHOe YMCA0 NOMNbITOK nepesayn 3anpocoB NpoTokona EAP KnneHTy nepeg Ho-

BbIM 3aMyCKOM MpoLLecca NpoBepKM NoAAUHHOCTY.

Supplicant timeout

Mepvoa mexKay NOBTOPHBIMU NepeAadaMm 3anpocos NpoTokona EAP KnneHTy.

Server timeout

MNepuopa, B Te4eHUe KOTOPOro KOMMYTaTOpP OXKMAaeT OTBeTa OT cepBepa ayTeHTMC')VIKaLI,MVI.

Session Time

Bpems noAKloUYeHNa Noib3oBaTens K yCTponCTay.

Mac address

MAC-agpec nonb3oBartens.

Authentication Method

MeTog ayTeHTUdMKALMM YCTaHOBEHHOM CecCum.

Termination Cause

[MpuymHa 3aKpbITUA CeCCUM.

State

TeKyliee 3HaYeHWe aBTOMaTa COCTOAHUI onpeaennTens NoAJAMHHOCTM U BbIXOAHOrO aB-
TOMaTa COCTOAHUN.

Authentication success

KonunyecTBo nosiy4eHHbIX coobLeHnii 06 ycnewHomn ayTeHTudMKaunm ot cepsepa.

Authentication fails KonnuyecTBo nony4eHHbIX COODLLEHUI O HEYCNELHOM ayTeHTUDUKaL MM OT cepBepa.
VLAN pynna VLAN Ha3HayeHHaa nonb3oBaTento.
Filter ID NaeHTudukaTop rpynnbl duabTpaumn.
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= [lokasaTb cTaTUCTMKY no 802.1x ana uHtepodeliica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: 0O
EaplengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnumua 203 — OnucaHue pesynbTaToB BbINOJIHEHUSA KOMaHA,

Mapamemp OnucaHue
EapolFramesRx Ko/iiMyecTBo KOppPeKTHbIX NakeToB Atoboro Tvna npotokona EAPOL (Extensible Au-
p thentication Protocol over LAN), NpuMHATLIX AaHHbIM onpeaenutenem noaMHHOCTU.
Konnuectso KOppeKTHbIX NakeToB ntoboro Tuna npoTtokona EAPOL, nepepaHHbix
EapolFramesTx
LAHHbIM onpeaenntTenem nNogaMHHOCTU.
Konnuyectso naketos Start npotokona EAPOL, NpuHATbIX AaHHbIM onpeaenuTesiem
EapolStartFramesRx P » NP A PEA
NOA/IMHHOCTHU.
Konunyectso naketos Logoff npotokona EAPOL, NpUHATbLIX AaHHbIM onpeaenuTenem
EapolLogoffFramesRx & P » NP P
NOA/IMHHOCTHU.
Konnuyectso naketos Resp/ld npotokona EAPOL, npuHATbIX AaHHbIM onpegenvTe-
EapolRespldFramesRx o/ P » P A PeA
nem NOASIMHHOCTW.
KonunyectBo naketos oteeToB (Kpome Resp/Id) npoTtokona EAPOL, npuHATbIX AaH-
EapolRespFramesRx (kp p/id) np » NP A
HbIM onpeaennTenem NoaAMHHOCTU.
Konunyectso naketos Resp/ld npoTokona EAPOL, nepefaHHbIX 4aHHbIM onpeaenvTe-
EapolReqldFramesTx p/id np » Nepen A PeA
nem NOASIMHHOCTW.
Konunuectso naketos 3anpocos (kpome Resp/ld) npotokona EAPOL, nepenaHHbIX
EapolReqFramesTx P (kp p/id) np » Nepea
LAHHbIM onpeaenntTenem NogJAMHHOCTU.
, Konnyectso naketos npoTokona EAPOL ¢ Hepacno3HaHHbIM TUNOM, NPUHATLIX AadH-
InvalidEapolFramesRx P P » P A
HbIM onpegenutenem NoAANHHOCTU.
Konnuectso naketoB npoTokona EAPOL ¢ HEKOPPEKTHOW AJIMHON, NPUHATLIX ZaHHbIM
EaplengthErrorFramesRx P PP A /P A
onpeaenutenem noaJIMHHOCTW.
. Bepcusa npotokona EAPOL, npuHATas B camom nocnegHem Ha AaHHbIM MOMEHT na-
LastEapolFrameVersion P P - 1P A A
KeTe.
LastEapolFrameSource MAC-agpec UCTOYHUKA, NPUHATLIA B CAMOM MOC/Ie4HEM Ha AaHHbI MOMEHT NakeTe.

5.24.2.2 PacwupeHHas nposepKa nodsauHHocmu

PacwupeHHble HacTpoiku dotlx No3BoAAOT NPOBOAMTL MPOBEPKY MOAJAMHHOCTM ANA HECKObKMUX
K/IMEHTOB, NOAK/IOUYEHHbIX K NopTy. CyLLecTByeT ABa BapnaHTa ayTeHTUGMKaLMK: NePBbIN, KOraa NPoBepKa
NOAJIMHHOCTM Ha OCHOBe MopTa TpebyeT ayTeHTUPMKaAUMKM TONbKO OLHOrO KAMEHTa, 4Tobbl AOCTYn K
cucTeme UMeNn Bce KameHTbl (pexkmm Multiple hosts), BTopoi, Korga npoBepKka NoA/JIMHHOCTM TpebyeT
ayTeHTMOUKALMM BCEX MOAKNOYEHHDbIX K MOPTY KAMEHTOB (pexkum Multiple sessions). Eciv nopT B pexnme
Multiple hosts He npoxoanT ayTeHTUOMKALMIO, TO BCEM MOAK/IOUYEHHbIM XOCTam byAeT 0TKa3aHo B ZOCTyne

K pecypcam ceTu.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexXume rnobanbHo KoHPUrypaumuu:
console (confiqg) #

Tabnunua 204 — KomaHab! perkuma rinobanbHoM KoHpUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

dotlx traps authentication
success [802.1x | mac | web]

no dotlx traps authentication
success

-/BbIKNOYEHO

PaspelwaeT oTnpaBKy trap-coobLeHUI, KOrga KAMEHT ycrnewHo
NPOXOAMUT ayTEHTUUKALMIO.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

dotlx traps authentication
failure [802.1x | mac | web]

no dotlx traps authentication
failure

-/BbIK/IIOYEHO

PaspelsaeT oTnpaBKy trap-coobLieHni, Korga KAMEHT He npoLen
ayTeHTUdMKaLMIO.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

dotlx traps authentication
quiet

no dotlx traps authentication
quiet

-/BbIKNOYEHO

BK/toYaeT oTNpaBKy trap-coobLieHmnit Npu NpeBbileHUN Nob30-
BaTe/leM MaKCMManbHO AOMYCTMMOro KO/MYecTBa HesycnelHblxX
MonbITOK ayTeHTUOUKALUN.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if)#

Tabnunua 205 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4YaHuro

Aelicmeue

dotlx host-mode {multi-host |
single-host | multi-sessions}

PaspeluaeT HafMune 04HOro/HECKONbKUX KIMEHTOB Ha aBTOPU30-
BaHHOM nopTty 802.1X.

no dotlx single-host-violation

-/multi-host - multi-host — HeCKO/IbKO KNMEHTOB;
- single-host — oguH KAneHT;
- multi-sessions — HECKONbKO ceccuit.
dotlx violation-mode 3apaeT [feictBue, KOTOpoe HeobXoAMMO BbIMOAHWUTL, KOrga
{restrict | protect | shutdown} ycTpoiicteo, MAC-agpec KoToporo oTauuaetrca oT MAC-agpeca
[trap freq] KAWEHTA, OCyLLLecTBAAET NOMbITKY AOCTYNa K MHTepbeicy.
- restrict — naketbl ¢ MAC-agpecom, oTanyHbim oT MAC-agpeca
KAMEHTA, NepecbiNaloTca, Npu 3TOM agpec UCTOYHMKA He U3yya-
eTcs;
-/protect; - protect — naketbl ¢ MAC-agpecom, oTanyHbim ot MAC-agpeca
freq: (1..1000000)/1 KAWEHTa, OTOpacbIBatoTCA;
cek - shutdown — nopT BbikAtoYaeTcA, nakeTbl ¢ MAC-agpecom, OTinY-

HbIM oT MAC-agpeca KnveHTa, oTbpacbiBatoTcs;
- freq —4acToTa reHepupyembix coobweHnin npotokona SNMP trap
npu NOCTYNJEHUN HECAHKLUNMOHMPOBAHHbIX MNAKeTOB.

V KomaHpaa urHopupyetca B pexxume Multiple hosts.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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dotlx authentication [mac |
802.1x | web]

no dotlx authentication

-/BblKNIOYEHA

BkntoyaeT ayTeHTUPMKaLMIO
- mac — BK/IloYaeT ayTeHTUMKaLmIo, ocHOBaHHY Ha MAC-aape-
cax;
- 802.1x — BKAtOYAET ayTeHTUOUKALMIO, OCHOBaHHYIO Ha 802.1x;
- web -BkntoyaeT mexaHnam Web-based ayteHTndukauum
- He ponkHo 6bITb cTaTUueckux npusasok MAC-aapecos.

e - DyHKUMA NOBTOPHOW ayTeHTUPMKAUUKU AO0MKHA 6biTb

BKAlOYEHa.

BbIk/loyaeT ayTeHTUOMKauMo, OCHOBaHHyto Ha MAC-agpecax
nosb3osaTesen.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3afaeT MakCMMasibHOE KOJIMYECTBO XOCTOB, NPOLUEALINX ayTeHTHU-
duKaumio.

Bo3Bpaluaer 3HaYeHMe No YMOI4aHUIO.

dotlx max-login-attempts num

no dotlx max-login-attempts

num: (0, 3..10)/0

3afaeT KOAMYECTBO HeyAauHbIX MOMbITOK BBOAA I0TMHA, NOCAE KO-
TOpPbIX KANEHT BI0KMpyeTC.
- 0 — 6eCKOHeYHOe YMCN0 MOMbITOK.

Bo3BpallaeT 3HayeHMe No YMOIYaHUIO.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 206 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show dot1x interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

HacTtpoiiku npoTtokona 802.1x Ha uHTepdelice (KomaHAaa AOCTyMNHa
TONbKO A/1A NPUBUIETMPOBAHHOIO No/ib30BaTeNs).

show dotlx detailed

MoKa3blBaeT pacluMpeHHble HACTPOMKKN NpoToKoaa 802.1x.

show dotlx credentials

CTpyKTypa yyeTa AaHHbIX OTOBpaKaeT napameTpbl aBTOPU30BaH-
HbIX K/IMEHTOB.

show dot1x users [username]

username: CTPpOKa

MNoka3sbiBaeT ABTOPU30BAHHbIX KINEHTOB.

show dotlx locked clients

MoKa3bIBaeT HEaBTOPU30BAHHBIX KIMEHTOB, 3aBOKMPOBAHHbIX MO
Talm-ayTy.

show dot1x statistics interface
{ tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

MokasbiBaeT cTatucTnKy 802.1X Ha MHTepdeicax.

5.24.3 KoHmpone npomokona DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoit MpPOTOKO/, MO3BOAAIOWMIA KAUEHTY MO
3anpocy nonyyaTb IP-aapec n apyrue Tpebyemble napameTpbl, Heobxoanmble ansa pabotbl 8 cetn TCP/IP.

MpoTokon DHCP MoXeT Mcno/ib30BaThCA 3/10YMbIWEHHUKaMM AR COBEPLUEHMA aTaK Ha YCTPOMCTBO,

KaK CO CTOPOHbI KAueHTa, 3acTaBnAa DHCP-cepBep BblaaTb BCe AOCTYMHble afpeca, Tak U CO CTOPOHbI
cepBepa nyTem ero noameHsbl. NporpammHoe obecrneyeHme KOMMyTaTOpa NO3BOAAET 06ecneynTb 3aLLnTy
YCTPOMCTBA OT aTak C UCNosib3oBaHMeM npoTokosa DHCP, ana yero npumeHsaeTca yHKUMA KOHTPOAA
npotokona DHCP — DHCP snooping.

YcTpoictBO cnocobHo oTcnexkmBatb nosasneHne DHCP-cepBepoB B ceT, paspewas ux
NCNO/Ib30BaHME TOMbKO HAa «A0BEPEHHbIX» MHTepdelicax, a TakKe KOHTPOAMPOBATb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabaumue COOTBETCTBUM.
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Onuus 82 npoTtokona DHCP (option 82) ucnonb3ayetca ana Toro, 4tobbl NnponHpopmmnposats DHCP-
cepBsep 0 ToMm, OT Kakoro DHCP-peTtpaHcnatopa (Relay Agent) n yuepes Kakoli ero nopt 6611 NOy4YeH 3anpoc.
MpumeHseTca oA YyCTaHOBAEHUA COOTBETCTBMI IP-agpecoB 1 NOPTOB KOMMYTATOPA, @ TaKKe ANA 3aLlnThbI
OT aTak C ucnonb3oBaHMem npoTtokona DHCP. Onums 82 npeacTtaBndaetr cobot AOMNOAHUTENbHYIO
nHbopmaumio (Mma yctpolictBa, HoOMep nopTta), AobaBasemMytd KOMMYTAaTOPOM, KOTopbii paboTaeT B
perknme DHCP Relay areHTa, B Buge DHCP-3anpoca, NpuHATOro oT KAneHTa. Ha ocHoBaHWM AaHHOM onuuuy,
DHCP-cepsep BbigensieT |IP-agpec (ananasoH IP-agpecoB) u gpyrve napameTpbl NMOpTy KOMmMyTaTopa.
Monyuns Heobxogmmble gaHHble oT cepBepa, DHCP Relay areHT BbiaenseT IP-agpec KAWEHTY, a TaKxkKe
nepenaer emy apyrue HeobxoamMmble NnapameTpbl.

Tabnunuya 207 — dopmat nonen onumm 82

Mone lepedaeaemas uHgpopmayusa

Mms xocTa ycTpolicTBa.

Ctpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneaHuit 6aliT — HOMep NOpTa, K KOTOPOMY MOAK/IIOYEHO YCTPOMCTBO, OTNPaBAAIOLLEE
dhcp-3anpoc.

Circuit ID

Enterprise number —0089c1

R ID
emote agent MAC-azapec ycTpoiicTaa.

’ | Ana ucnonb3oBaHMA onuumu 82 Ha YCTPOCTBE AO0NXKHA ObiTb BKAtoUeHa ¢yHKumna DHCP relay
- areHTa. Ana sknoueHna DHCP relay areHTa ncnonb3yerca komaHaa IP dhcp relay enable B
pexxume rnobanbHoi KOHOUrypaumm (CM. COOTBETCTBYIOLLMIA pa3aen AOKyMeHTauum).

Dna KoppeKkTHoit pabotbl ¢pyHKuun DHCP Snooping Bce ucnonblyembie DHCP-cepBepbl
OOJKHbI 6bITb NOAKAIOUYEHbI K «A0BEpPEeHHbIM» MopTam KommyTtaTtopa. Anas ao6asneHus
nopTa B CMUCOK «A0BEpPEHHbIX» Ucnoab3yetca KomaHaa IP dhcp snooping trust B pexxume
KoHurypauum uHtepdeiica. 1na obecneueHnsa 6e30nacHOCTM BCe OCTa/IbHble NOPTbl KOMMY-
TaTopa A0/MKHbI 6bITb «Hea0BepeHHbIMUY.

.‘

KomaHObI pexcuma 2a0b6aab6Hol KoOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexkmMma rnobasbHON KOHPUrypaLmm:
console (config) #

Tabanuya 208 — KomaHab! perknma riobanbHOM KoHGUrypaumm

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro

ip dhcp snooping BkntoyaeT KoHTpob npoTokona DHCP nytem BegeHuA

Tabamubl DHCP snooping 1 0TNpaBKM KIMEHTCKUX

-/BbIKNOYEHO wnpokoseLatenbHbix DHCP-3anpocoB Ha «f0BepeHHbIe»

nopTbl.
no ip dhcp snooping BbIKntoyaeT KOHTPOIb NpoToKoa DHCP.
ip dhcp snooping vlan vian_id PaspewaeT KoHTpoab npoTokosna DHCP B npeaenax ykasaHHOM

vlan_id: VLAN.

no ip dhcp snooping vlan (1..4094)/BbIKkNt04eHO | 3anpeliaeT KOHTPOAb Npotokona DHCP B npesenax ykasaHHOW
vlan_id VLAN.
ip dhcp snooping information Mo ymonuanuio npuem | Paspewaet npuHmumate DHCP-nakeThbl ¢ onuypeit 82 OT «HeHadex-
option allowed-untrusted DHCP-nakeToB C HbIX» NOPTOB.
no ip dhcp snooping onuuen 82 ot 3anpewaet npuHumaTb DHCP-nakeTbl c onumen 82 oT KHEHaAEX-
information option «HEHAAEeXHbIX» NOPTOB | HbIX» MOPTOB.
allowed-untrusted 3anpeLleH
ip dhcp snooping verify BkntouaeT Bepudumraunio MAC-agpeca knneHta u MAC-agpeca mc-

TOYHMKa, NpuHATOro B DHCP-nakeTe Ha «HeA0BEePEHHbIX» NMOPTax.
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no ip dhcp snooping verify

Mo ymonyanumio
BepuduKaums
BK/IlOYEHA

BbikntoyaeT Bepudpukaumio MAC-agpeca kaveHTa nu MAC-agpeca
WCTOYHMKA, NpuHAToro B DHCP-nakeTe Ha «HeA0BEepPEHHbIX» Mop-
Tax.

ip dhcp snooping database

PaspelaeT ncnonbsoBaHne pesepBHoro daina (6asbl) KOHTpONs

PesepsHbIli pain He npotokona DHCP.

no ip dhcp snooping database ncnosb3syetca 3anpeLaeT MCNonb3oBaHMe pesepBHoro ¢aina (6asbl) KOHTPoONA
npoTtokona DHCP.
ip dhcp information option Paspelaet ycTpoiicTtey fobasneHue onuum 82 npu paboTe npoTo-
kona DHCP.
- - " - -/paspeweHo =
no ip dhcp information option 3anpewaeT ycTporcTey fobasneHune onumm 82 npu pabote npoTo-
kona DHCP.

Tabnuua 209 — dopmat nonelt onumnm 82 cornacHo pekomeHaaumam TR-101

lMone

Mepedaeaemas uHghopmayus

Circuit ID

Mmsa xocTa ycTpoiicTsa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>

MocneaHuit 6aiT — HOMep NopTa, K KOTOPOMY NOAKNIOYEHO YCTPOICTBO, OTNPaBaaloLLee
3anpoc DHCP.

Remote agent ID

Enterprise number —0089c1
MAC-agpec ycTponcrsa.

Tabanuya 210 — dopmat nonen onumm 82 pexkmma custom

Mone Mepedaeaemasn uHghopmayus
OnvHa (1 6aiT)
Tun Circuit ID
Circuit ID Anuwia (1 baitr)

VLAN (2 6aiiTa)
Homep moayns (1 6aiT)
Homep nopTa (1 6aiiT)

Remote agent ID

OnvHa (1 6ainT)

Tun Remote ID (1 6aiT)
Onnna (1 6aiiT)
MAC-agpec KommyTaTopa

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

¢elica 2pynnbl Mopmos

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-

if) #

Tabnnuya 211 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet, rpynnel nHTepdelicos

KomaHda

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

ip dhcp snooping trust

[ob6asnser nHTepdeic B CNMCOK «40BEPEHHbIX» MPU UCMO/b30-
BaHUM KOHTposA npotokona DHCP. DHCP-TpaduK «aoBepeH-
HOro» uHTepderica cumTaeTca 6e30MacHbIM U He KOHTPOAMPY-
eTca.

Mo ymonyaHutio
MHTepoenc He aBnseTca

no ip dhcp snooping trust

[OBepeHHbIM -
YpanseT uHtepdeiic U3 CNMCKa «A0BEPEHHbIX» MPU UCMONb30-

BaHMM KOHTpOAA npoTokosaa DHCP.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 212 — KomaHab! pexkuma Privileged EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

ip dhcp snooping binding
mac_address vian_id
ip_address {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}
expiry {seconds | infinite}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
seconds:
(10..4294967295) cek

no ip dhcp snooping binding
mac_address vian_id

LOobasnset B dpaiin (6a3y) KoHTposa npoTokosa DHCP cooTseT-
ctene MAC-agpeca knneHTa, rpynne VLAN u IP-agpecy AnAa yka-
3aHHOro UHTepdelica.

[aHHasn 3anucb byaeT AencTBUTENbHA B TEYEHUE YKA3aHHOTO B
KOMaHAe BPEMEHU XKU3HU 3aMucK, ec/iv KIMEHT He OTNpaBuT
3anpoc Ha DHCP-cepsep Ha obHoBNeHMe. Tallmep 0bHyNseTca
B C/ly4ae NoJly4yeHus OT KNMeHTa 3anpoca Ha obHoBneHue (Ko-
MaHAa [OCTyNHa TONbKO ANA NPUBUIETMPOBAHHOIO NO/b30Ba-
Tens).

- seconds — Bpems }KU3HWU 3anuncu;

- infinity — Bpems *K13HM 3anucKn He orpaHNYeHoO.

YaansaeT us ¢aiina (6asbl) KoHTpona npotokona DHCP cooTtseT-
cteue MAC-agpeca kaneHTa u rpynnsl VLAN.

clear ip dhcp snooping
database

OunwaeTt daiin (6asy) KoHTpona npoTokona DHCP.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 213 — KomaHabl pexknma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show ip dhcp information
option

MoKa3sblBaeT MHPopmaLumio 06 ncnosb3oBaHMM onuum 82 npo-
TOoKona DHCP.

show ip dhcp snooping
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);

MoKasbiBaeT KoHdUrypaumio GyHKUMM KOHTPOASA MPOTOKOAa
DHCP.

show ip dhcp snooping binding
[mac-address mac_address]
[ip-address ip_address ] [vlan
vlan_id] [tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)

MoKa3blBaeT cooTBeTCTBMA U3 ¢daiina (6asbl) KOHTPONSA NPOTO-
kona DHCP.

[pumepsbi 8biM0AHEHUS KOMAHO

= Pa3spewunTtb ucnonbzosaHne DHCP onuun 82 8 10 VLAN:

console# configure

console (config)# ip dhcp snooping

ip dhcp snooping vlan 10

# ip dhcp information option

# interface tengigabitethernet 1/0/24
# ip dhcp snooping trust

console (config) #
console (config)
console (confiqg)
console (confiqg)
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=  [loKasaTb BCe COOTBETCTBMA U3 TabauLbl KOHTPOAS NpoToKkona DHCP:

console# show ip dhcp snooping binding

5.24.4 3awyuma IP-adpeca knuenma (IP source Guard)

dyHKUMA 3awmTbl IP-agpeca (IP Source Guard) npeaHasHauyeHa aAna puabTpaummn TpadpuKa, NPUHATOrO
c uHTepdeiica, Ha OCHOBaHMU Tabauupl cootBeTcTBuit DHCP snooping n ctatnyecknx cootseTcTBuii IP
Source Guard. Takum obpasom, IP Source Guard nossonseT bopoTbca ¢ noameHon IP-agpecos B nakeTax.

Y
y

uHTepdeiica.

DHCP snooping,
HacTpous u Bkatouns DHCP snooping.

MocKkonbKy $yHKUMA KOHTponA 3awutbl IP-agpeca ucnonb3syer Tabnuubl COOTBETCTBUMA

MMeeT CMbIC/I UCNONb30BaTb AaHHYIO (YHKUUIO, NpeaBapuUTeNbHO

dyHKumio 3awmTbl IP-agpeca (IP Source Guard) Heo6xoaMMO BKAOUUTL rN06anbHO U Ana

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnunua 214 — KomaHabl perkuma rnobanbHOM KoHGUrypauum

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip source-guard

no ip source-guard

Mo ymon4yaHuio
bYHKUMA BbIKAOYEHa

Bk/itoyaeT GpyHKLMIO 3awmThl IP-agpeca KAMeHTa 418 BCEro KoMmy-
TaTopa.

BbIK/OYaeT GpyHKUMIO 3aLmTbl IP-agpeca KAMeHTa 41s BCEro Kom-
myTaTopa.

ip source-guard binding
mac_address vlan_id
ip_address {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip source-guard binding
mac_address vian_id

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094);

Co3paaHue CTaTMYeCKoM 3anucu B Tabavue cooTBeTcTBuA mexay IP-
aapecom KnuneHTa, ero MAC-agpecom v rpynnoit VLAN ans ykasas-
HOro B KOMaHAe UHTepoelica.

YpaneHue cTaTU4ecKom 3anmcu B Tabaunue cooTBeTcTBMA.

ip source-guard tcam
retries-freq {seconds | never}

no ip source-guard tcam
retries-freq

seconds: (10..600)/60
ceK

3apaeT YacToTy 06paLLeHMA YCTPOMCTBA K BHYTPEHHUM pecypcam €
LLeNbo 3aM1CKU B NaMATb HEAKTUBHbIX 3alLMLLEHHbIX IP-agpecos.

- never — 3anpeLaeT 3an1cb B NaMATb HEAKTUBHbIX 3aLMLLEHHbIX
IP-agpecos.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

KomaHObl pexcuma KoHguaypauuu uHmepgpelica (duanaszoHa uHmepgeticos) Ethernet, uHmep-

gelica 2pynnbl nIopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm mnHtepdenca Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console (config-if) #
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Tabnunua 215 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi uHTepdelicos

KomaHda 3HayeHue/3HayeHue

no ymosn4aHuro

Aelicmeue

ip source-guard
Mo ymonuyaHutio
dYHKUMA BbIKIOYEHA.

no ip source-guard

BkntovaeT PpyHKLUMIO 3awwmThbl IP-agpeca KNMeHTa aaa HacTpau-
Baemoro nHtepdeiica.

BbiktovaeT GyHKUMIO 3aWwmTbl IP-agpeca KnneHTa Ana HacTpa-
nBaemoro nHtepdelica.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 216 — KomaHabl pexkmuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

ip source-guard tcam locate

BpyuHyto 3anyckaeT npouecc obpaLleHns yCcTPoUCTBa K BHYT-
PEHHMM pecypcam C Lienblo 3anucu B NamATb HEAKTUBHbIX 3a-
wueHHbIx IP-agpecos. KomaHaa A4ocTynHa TO/IbKO 414 NPUBK-
NIerMpoBaHHOro NoJsib3oBaTens.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 217 — KomaHabl pexxknma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show ip source-guard
configuration
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | ort-channel group]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);

KomaHaa oTobparkaeT HacTPOMKy dyHKLMK 3awmTbl IP-agpeca
Ha 3afiaHHOM Nnb0o Ha Bcex MHTepdelicax ycTponcTaa.

show ip source-guard statistics

[vian vian_id] vlan_id: (1..4094);

KomaHpaa otobpakaeT cTaTUCTUKY GyHKUMM 3alwmTel IP-agpeca
Ha 3agaHHOM Anbo Ha Bcex VLAN.

show ip source-guard status
[mac-address mac_address]
[ip-address ip_address ]

[vlan vian_id]
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094);

KomaHza otobparkaeT ctaTyc oyHKUMM 3awmTsl IP-aapeca ana
YyKaszaHHoro nHtepdelica, IP-agpeca, MAC-aapeca uam rpynnoi
VLAN.

show ip source-guard inactive -

KomaHza oTobpaskaeT He akTUBHbIe IP-aspeca oTnpasuTens.

[Mpumepbl 8bINOAHEHUA KOMAHO

= [loKasaTb HacTPOMKY PYyHKLMM 3awwmTbl IP-agpeca ana Bcex MHTepencos:

console# show ip source-guard configuration

IP source guard is globally enabled.

Interface

Enabled
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te0/21 Enabled
te0/22 Enabled

= Bkatountb PpyHKLMIO 3aWnTbl IP-agpeca gna dunbTpaymm Tpadmka Ha OCHOBAHUM TabaULbl COOTBET-
ctemin DHCP snooping u ctatnyeckmx cootsetcTeumin IP Source Guard. Co34aTb CTaTUYECKYIO 3anmch B
Tabnnue cootBeTcTBUA ANa uHTepdenca Ethernet 12: IP-agpec KnneHTta — 192.168.16.14, ero MAC-
agpec — 00:60:70:4A:AB:AF. UHTepdeiic B 3-1 rpynne VLAN:

console# configure

console (config) # ip dhcp snooping

console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
1/0/12

5.24.5 KoHmponb npomokona ARP (ARP Inspection)

dyHKUMA KoHTpona npotokona ARP (ARP Inspection) npeaHasHayeHa Ans 3alMTbl OT aTak C
ncnosb3oBaHMem npoTokosa ARP (Hanpumep, ARP-spoofing — nepexsat ARP-TpaduKka). KoHTponb
npotokona ARP ocyliecTsnseTca Ha OCHOBE CTaTUYeCcKMx cooTeTcTBui IP- 1 MAC-agpecos, 3aZaHHbIX a1A
rpynnbl VLAN.

’ ‘ MopT, ckoHPUrypupoBaHHbIN «HeaoBepeHHbIM» anAa GyHKUMM ARP Inspection, AonXKeH TakKe
e 6bITb «HepoBepeHHbIM» ana ¢yHKumum DHCP snooping namu coorsercteue MAC-agpeca u IP-
agpeca Ana 3Toro NopTa A0/XKHO 6biTb CKOHPUIYPUPOBaAHO cTaTUUYECKU. MHaue AaHHbIN nopT

He 6ygeT oTBeuaTtb Ha 3anpocbl ARP.

V Ona HeHaAEXHbIX NOPTOB BbINO/HAIOTCA NPOBEPKU cooTBeTcTBMIA IP- 1 MAC-agpecos.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOW CTPOKM pexxnma rnobanbHoOM KoHbUrypaumm:
console (config) #

Tabnuua 218 — KomaHabl pexxknma rnobanbHon KoOHPUrypawmm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMmoaYaHuro
ip arp inspection Mo ymonuyaHuio Bk/toyaeT KOHTpo/ib NnpoTokona ARP (dyHKumio ARP Inspection).
no ip arp inspection OYHKLMA BbIK/IOYEHa BbIKntoYaeT KOHTPob NpoTokona ARP (dyHKumMio ARP Inspection).
ip arp inspection vlan vian_id PaspelwaeT nposepKy npoTtokosa ARP, ocHoBaHHyt Ha 6ase cooT-

vian_id: (1..4094); BeTcTBuit DHCP snooping, B Bbi6paHHo rpynne VLAN.

Mo ymonyaHuio

3anpewaeT nposepky npotokona ARP, ocHoBaHHylo Ha 6ase cooT-
bYHKUMA BbIKAOYEHA

no ip arp inspection vlan

vlan_id BeTcTBui DHCP snooping, B BbibpaHHo rpynne VLAN.
ip arp inspection validate MpeaocrasaseT cneymduyHblie NPOBEPKN ANA KOHTPOAA NPOTOKONA
ARP.

MAC-agpec ncrouHumka: na ARP-3anpocos 1 0TBETOB NpoBepsAeTca
cootseTctBue MAC-agpeca B 3aronoske Ethernet MAC-agpecy uc-
TOYHMKA B coaepXmMmom npotokoaa ARP.

- MAC-agpec HasHayeHua: [na ARP-0TBETOB npoBepAeTcA COOTBET-
ctBue MAC-agpeca B 3aronoske Ethernet MAC-aapecy Ha3HayeHun
B coaep*KMmom npotokona ARP.

IP-apgpec: MNMposepaeTtca cogepxumoe ARP-nakeTa Ha Hanuuune He-
KOppeKTHbIX IP-agpecos.

no ip arp inspection validate 3anpeuwaeT cneunduyHbie NPoBEPKM 418 KOHTPOAS NpoToKoa ARP.
ip arp inspection list create 1. Co3paHue crnvcKa ctaTuyeckux ARP-cooTBeTCTBUN.

name: (1..32) cumBona
name 2. Bxog B perkum KoHdurypaumm ARP-cnncKos.
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no ip arp inspection list create

name

YpaaneHue cnvcka ctatuyeckmux ARP-cOOTBETCTBUN.

ip arp inspection list assign
vlan_id

no ip arp inspection list assign

vlan_id

vlan_id: (1..4094)

HasHauaet cnucok ctatudeckmux ARP-cOOTBETCTBUIM A5 YKa3aHHOWM
VLAN.

OTMeHSAET HasHa4YeHne Cnucka ctatndeckmx ARP-cooTBeTcTBMI ANA
yKasaHHowu VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection logging
interval

seconds: (0..86400)/5
ceK

3afaeT MUHUMaNbHBIV MHTEPBAN MeX Ay COObLEeHNAMU, coaepKa-
LWMmmM nHopmauuio npoTokoia ARP, nepegasaeMbiMu B XKypHas.

- 3HayeHue 0 yKasblBaeT Ha TO, YTo coobleHua byayT reHepupo-
BaTbCA HE3aMeA/IMTENbHO;

- infinite — He reHepMpoBaTb COOBLLEHMIA B XKypHan.

YcTaHaBAMBAET 3HAYeHUe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicog) Ethernet, uHmep-

gelica 2pynnbl MOpMmMos

Bug 3anpoca KOMaHAHOW CTPOKU B pexume KoHodurypaumm mnHtepdenca Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-if)#

Tabnunua 219 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsl nHTepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

Mo ymonyaHuio
nHTepdelic He ABnaeTcA
[OBepeHHbIM

[obasnaeTt nHTEpdENC B CNUCOK «A0BEPEHHBIX» MPU UCNO/b30Ba-
HUK KOHTPOANA NpoToKkona ARP. ARP-TpaduK «40BEPEHHOro» UHTEp-
deiica cumtaetca 6e30nacHbIM U HE KOHTPOAMPYETCA.

YpanaeT nHTepdeinc n3 cnucka «4oBepeHHbIX» NPU NCNONb30BaHUN
KOHTponA npotokona ARP.

KomaHObI pexcuma KoHgu2ypayuu ARP-cnucKkos

Bupg 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm ARP-cnmnckos:

console# configure
console (config) # ip arp inspection list create spisok
console (config-arp-list)#

Tabnunua 220 — KomaHabl pexkuma KoHourypaumm ARP-cnvckos

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip ip_address mac-address
mac_address

no ip ip_address mac-address

mac_address

[obasnsaeT ctaTnyeckoe cootsetcTaune IP- 1 MAC-agpecos.

Ypanaet ctatnyeckoe cootsetcteume IP- u MAC-agpecos.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnumua 221 — KomaHap! pexkmuma EXEC

KomaHoa 3HavyeHue/3Ha4yeHue Aelicmeue
10 yMOAYAHUIO

show ip arp inspection
[tengigabitethernet te_port |
hundredgigabitethernet

MokasbiBaeT KOHOUrypaumo ¢GyHKLMKU KOHTpOANs npoTokona ARP

te_port: (1..8/0/1..32); Inspection Ha BbIBpaHHOM MHTepdeiice/Bcex nHTepdeiicax.

hu_port: (1/0/1..6);

hu_port | port-channel group] group: (1..32)
show ip arp inspection list MoKa3blBaeT CNMCKM cTaTUyYecknx cootsetcTauim IP- 1 MAC-agpecos
- (KomaHga [oCTynHa TONbKO A/1A MPUBUAETMPOBAHHOMO NOJ/Ib30BA-
Tens).
show ip arp inspection MoKa3sblBaeT CTaTUCTUKY ANA CNefyloWnX TUMOB NaKeToB, KOTopble
statistics [vlan vian_id] 6111 06paboTaHbl Npu NomoLwm GyHKLMK ARP:
vlan_id: (1..4094) - nepefaHHble naketbl (forwarded);

- noTepAHHble NakeTbl (dropped);
- owmnbkm B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [vlan vian_id]

vian_id: (1..4094) OuunwaeT CTaTUCTUKY KOHTPOAA npoTokona ARP Inspection.

[pumepbl 8bINOAHEHUS KOMAHO

= BKAOYUTb KOHTPOJIb NPOTOKOAA ARP 1 1,06aBUTL B CNMCOK spisok ctaTuyeckoe cooTeeTcTene: MAC-
agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HasHauMTb cnumcok spisok ctatnyeckux ARP-
cooTBeTcTBUiA ana VLAN 11:

console# configure

console (config)# ip arp inspection list create spisok

console (config-ARP-1list)# ip 192.168.16.98 mac-address 0060. 70AB.CCCD
console (config-ARP-1list)# exit

console (config)# ip arp inspection list assign 11 spisok

= [lokasaTb CNMCKM CTaTUYeCcKuX cootBeTcTBui IP- 1 MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.25 ®dyHkumu DHCP Relay nocpegHuka

KommyTtatopbl nogaepkmsatot ¢pyHKLUMn DHCP Relay areHTa. 3agaueit DHCP Relay areHTa aBnasetcs
nepenaya DHCP-nakeToB OT KAMEHTa K cepBepy M obpaTHO B cnyyae, ecnm DHCP-cepBep HaxoauTca B 04HOM
CeTU, a KAMWeHT B apyron. Opyroi ¢dyHKumMeln apnsetca gobasneHue A0MNOAHUTENbHbIX onuuii B DHCP-
3anpocbl KANeHTa (Hanpumep, onuun 82).

MpuHumn pabotol DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTATOP NPUHUMAET OT KaneHTa DHCP-
3anpocobl, NepesaeT 3TM 3aNpoCkl CepBePY OT UMEHM KMEHTa (0CTaBaAA B 3anpoce onuuun ¢ Tpebyembimm
KIMEHTOM MapamMeTpamMm W, B 3aBUCUMMOCTU OT KOHPUrypaumm, nobasnsaa ceoun onuum). Monyums oTeeT OT
cepBepa, KOMMYTaToOp NepeaaeT ero KANeHTy.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnunua 222 — KomaHab! perkuma rnobanbHoM KoHpUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

ip dhcp relay enable

no ip dhcp relay enable

Mo ymonyaHuio
areHT BblIK/tOYEH

BkntoueHune ¢oyHKumin DHCP Relay areHTa Ha KommyTaTope.

BbikntoueHue pyHkumii DHCP Relay areHTa Ha KommyTaTtope.

ip dhcp relay address
ip_address [vlan vian_id]

no ip dhcp relay address
[ip_address]

vlan_id: (1..4094)
MoskeT 6bITb
V 3a4aHo A0
BOCbMU
cepBepos B BUAE

AnanasoHa uau
nepeuncneHmem.

3agaét IP-agpec goctynHoro DHCP-cepsepa gns DHCP Relay
areHTa.

Ypansaet |IP-agpec n3 cnucka DHCP-cepsepos ana DHCP Relay
areHTa.

KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnme KoHpurypaumnm nHtepoeiica VLAN:

console# configure
console(config)# interface vlan vian id
console (config-if)#

Tabnuua 223 — KomaHabl pexxknuma koHourypaumm nHtepoeica VLAN, nHtepdeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip dhcp relay enable

no ip dhcp relay enable

BbIK/1lO4EH

Mo ymon4yaHuio areHT

BkntoueHune ¢yHKumii DHCP Relay areHTa Ha HacTpanBaemom
nHTepdelice.

BobikntoueHue pyHKumit DHCP Relay areHTa Ha HacTpanBaemom
nHTepodelice.

ip dhcp relay gateway-address

ip_addr

no ip dhcp relay gateway-address

He BblbpaH

Mo ymonuaHuio agpec

Mo3BoNAET HACTPOWUTb KOHKPETHbIM aApec WCTOYHMKA Ans
dhcp naketoB U3 kaneHTckoro Vian.

BosBpalyaeT B pexknm paboTbl N0 YMOAYAHMIO.

KomaHOowbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnuya 224 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show ip dhcp relay

OTobparkaeT KOHOUrypaum HacTpoeHHol ¢yHkumm DHCP Relay
areHTa AN KOMMYyTaTopa M OTAENbHO ANA UHTepEeincoB, a TakkKe
CMWCOK AOCTYMHbIX CEPBEPOB.

[pumepbl 8b1MOAHEHUS KOMAHO

= [lokasaTb coctoaHue ¢yHKumnm DHCP Relay areHTa:

console# show ip dhcp relay
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DHCP relay is Enabled
DHCP relay is not configured on any vlan.
192.168.16.38
Relay agent Information option is Enabled

Servers:

5.26 KoHdurypauua DHCP-cepsepa

DHCP-cepBep ocyLLecTBAAET LEHTPANM30BAHHOE YpaBAeHMe CEeTEBbIMM agpecamun U COOTBETCTBYHO-
LWMMU KOHPUTYPALMOHHbBIMM NapameTpamm, aBTOMATUYECKM NPeaoCcTaBiAs UX KaMeHTam. 3To no3sBosseT
n3bexkaTb Py4HOM HACTPOMKM YCTPOMCTB CETU U YMEHDBLUAET KOJIMYECTBO OLLUMOOK.

Ethernet-kommyTaTopbl MoryT paboTaTb Kak DHCP-KnueHT (nonyyeHune cobcreeHHoro IP-agpeca ot
cepsepa DHCP), Tak 1 kKak DHCP-cepBep. B cnyyae ecnv DHCP-cepBep OTK/AtOYEH, TO KOMMYTATOP MOMKET
paboTtatb c DHCP Relay.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM peRmMmMa rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnnua 225 — KomaHab! perknma rnobanbHo KoHGUrypaumm

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

ip dhcp server BrkntoueHune ¢pyHKumMn DHCP-cepBepa Ha KOmMmyTaTope.

’ Mepea BknoueHnem DHCP-cepsepa npeaBapuTesibHO
BONXHbI 6bITb OTKAOYeHbl DHCP-KnneHTbl BO Bcex
VLAN. B TOM uucne BK/AKOYEHHDbIM NO YMONYAHUIO
DHCP-knueHT B VLAN 1.

BbikntoyeHune ¢pyHKuun DHCP-cepBepa Ha KOMmyTaTope.

-/BbIK/IIOYEHO =

no ip dhcp server
ip dhcp pool host name

Bxog, B pexum KoHdUrypaumm ctatmueckmx agpecos DHCP-cep-
Bepa.
Ypanaet koHourypaunio DHCP-kAmMeHTa ¢ 3a@aHHbIM MMEHEM.

name: (1..32)
CYMBO/10B

no ip dhcp pool host name

Bxog B pexxum KoHoburypauum DHCP-nyna agpecos DHCP-cep-
Bepa.
- name — umsa DHCP-nyna agpecos.

MakcumanbHo gonyctumoe Konudectso DHCP pool

ip dhcp pool network name

name: (1..32) cumBonos

YyKasaHo B Tabnuue 9.

no ip dhcp pool network name

Ypanaet DHCP-nyn ¢ 3a4aHHbIM UMEHEM.

ip dhcp excluded-address
low_address [high_address]

no ip dhcp excluded-address
low_address [high_address]

YKasbiBaeT IP-agpeca, kotopbie DHCP-cepBep He byaeT HasHa-
yatb gnAa DHCP-knueHTOB.

- low-address — HavanbHbIN IP-aapec aManasoHa;

- high-address — KoHeuHbIV |IP-agpec grManasoHa.

YaaneHue IP-agpeca U3 CNMCKA UCKAOYEHUA ANA HazHaYyeHun
ero DHCP-knuneHTtam.

KomaHObI pexcuma KoHgu2ypayuu cmamu4yeckKux adpecos DHCP-cepsepa

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXMme KoHdUrypaLumm ctatuyeckmx agpecos DHCP-cepeepa:

console# configure
console (config) # ip dhcp pool host name
console (config-dhcp) #
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Tabnuua 226 — KomaHap! pexxmuma KoHbUrypauum

3HayeHue/3HayeHue
no yMmoA4YaHuio

KomaHda

Aelicmeue

address ip_address {mask |
prefix_length} {client-identifier
id | hardware-address
mac_address} -

no address

PyuHoe pesepsupoBaHue IP-agpecos ansa DHCP-knumeHTa.

- ip_address — IP-agpec, KoTopblii ByaeT conoctasneH ¢ ¢pusmn-
YeCKMM afpecoM KNNEHTa;

- mask/prefix_length — macka noacetn/gnvnHa npedukca;

- id — pusnyecknit agpec (MaeHTUGMKaTOP) CeTEBOM KapTbl;

- mac_address — MAC-aapec.

Ypanaet 3ape3epBupoBaHHble IP-agpeca.

client-name name

name: (1..32) cumBonos

no client-name

Onpegenset uma DHCP-knauneHTa.

Ypanaet uma DHCP-knueHTa.

KomaHOb1 pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bug 3anpoca KOMaHAHOM CTPOKU B pexkume KoHpurypaumm nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool network name

console (config-dhcp) #

Tabnnua 227 — KomaHabl perkMma KoHouUrypaumm

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

address {network_number |
low low_address high
high_address} {mask |
prefix_length} -

no address

YcTaHaBAMBaeT HoMep NOACETU M MACKy NOACETU ANA Nyna aa-
pecos DHCP-cepsepa.

- network_number — IP-agpec Homepa noaceTy;

- low_address — HavanbHbIl IP-agpec amManasoHa agpecos;

- high_address — koHeuHbIW |P-agpec gManasoHa agpecos.

- mask/prefix_length — macka nogcetn/agnvHa npedukca.

YapanaeT koHdurypaumto DHCP - nyna agpecos

lease {days [hours [minutes]] |
infinite}

-/1 peHb

no lease

Bpems apeHabl IP-agpeca, KOTopblit HasHavyeH ot DHCP.
- infinite — Bpems apeHAbl He orpaHuyYeHo;

- days — KoNn4ecTso AHel;

- hours — KonnyecTBO Yacos;

- minutes — KOIMYECTBO MUHYT.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

Bu, 3anpoca KOMaHAHOMN CTPOKMU:
console (config-dhcp) #

Tabnunua 228 — KomaHabl pexkmuma KoHourypaumm

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

default-router ip_address_list

Mo ymon4YaHuIo CNnCoK
MapLUpPYyTU3aTOPOB He
onpeaeneH.

no default-router

Onpepgenser CNUCOK MapLUPyTU3aTOPOB MO YMOJYaHWUIO ANA

DHCP-knueHTa:

- ip_address_list — cnucok IP-agpecoB mapLpyT13aTopos, Mo-
I KeT copepkaTtb A0 8 3anucei, pasgesneHHbix npobe-
H JIOM.

IP-agpec maplipyTMsaTopa A0/KeH 6biTb B TOW XKe NoAceTy,

4TO U K/IUEHT.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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dns-server ip_address_list

Mo ymonyaHuto cNncok
DNS-cepsepos He

Onpegenset cnucok DNS-cepBepoB, AOCTYNHbIX AN KAUEHTOB
DHCP.
- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT

onpeaeneH. cogepKaTb 40 8 3anucen, pa3aeneHHbIX npo6en0M.
no dns-server YcTaHaBAMBaeT 3HaYeHMe MO0 YMONYAHMUIO.
domain-name domain domain: (1..32) Onpegenset gomeHHoe uma ana DHCP-knneHTOB.
no domain-name CMMBO/I0B YcTaHaBAMBaeT 3HaYeHMe M0 YMONYAHMUIO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonuyaHuio cnucok
WINS-cepBepoB He
onpeaeneH.

Onpegenset cnucok WINS-cepsepoB, AOCTYMHbIX ANA KAUEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepBepoB, MOXKeT
copepKaTb 40 8 3anuceit, pasgeneHHbix npobenom.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

netbios-node-type {b-node |
p-node | m-node | h-node}

no netbios-node-type

Mo ymonyaHuto TMn
y3na NetBIOS He
onpegeneH.

OnpeaensneT Tvn y3na NetBIOS Microsoft gna knverntos DHCP:
- b-node — lWMpOKoBeLLaTeNbHbIN;

- p-node — TOUYKa-TOUKa;

- m-node — KOMBUHMPOBaHHbIN;

- h-node — rnbpuaHbIn.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

next-server ip_address

no next-server

Ucnonb3yetca ana ykasaHua DHCP-knueHTy agpeca cepsepa
(kak npaswuno, TFTP-cepBepa), C KOTOPOro A0/XKEH BbITb NONY-
YeH 3arpy3oydHblii dai.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

next-server-name name

no next-server-name

name: (1..64) cumBonos

Mcnonb3yetca ana ykazaHma DHCP-knneHTy uma cepsepa, € Ko-
TOPOro A0/IXKeH BbITb NOJIYYEH 3arPy30UHbIN daii.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

bootfile filename

no bootfile

filename: (1..128)
CMMBO/IOB

YKasbiBaeT uma ¢aiia, UCNosib3yeMoro A/ HayvasibHOW 3a-
rpy3ku DHCP-knneHTa.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

time-server ip_address_list

no time-server

Mo ymonyaHumio cnmucok
cepBeposB He
onpeaeneH.

Onpepenser CNUCOK CEPBEPOB BPEMEHM, AOCTYMHbIX ANA KAU-
eHTos DHCP.

- ip_address_list — cnucok IP-agpecoB cepBepoB BpeMeHu, Mo-
YKeT coaep:kaTb A0 8 3anuceit, pasaeneHHbix npobenom.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}}
[description desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val:
(0..4294967295);
ascii_string: (1..160)
CUMBO/IOB;
desc: (1..160)
CUMBOJI0B

Hactpansaet onuum DHCP-cepBepa.

- code — kop, onunn DHCP-cepBsepa;

- bool_val — nornyeckoe 3HayeHue;

- integer — uenoe NONOXUTENbHOE YNCAO;
- ascii_string — ctpoka B ¢opmarte ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoka B 16-om dopmare.

Ypanset onumn pna DHCP-cepsepa.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 229 — KomaHabl pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear ip dhcp binding
{ip_address | *}

YpaneHue 3anucelt U3 TabavLbl COOTBETCTBUA GUSUMYECKUX aa-
pecos 1 aapecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, HazHa4yeHHbI DHCP-cepBepom;

- * —yJanuTb BCe 3anuncu.

show ip dhcp

MpocmoTp KoHoUrypaumm DHCP-cepsepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-agpecos, KoTopble DHCP-cepBep He byaeT HasHa-
4yatb gnAa DHCP-knueHTOB.
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show ip dhcp pool host
lip_address | name]

name: (1..32) cumBonos

MpocmoTp KoHbUrypaumm ana ctatuyeckux agpecos DHCP-cep-
Bepa:

- ip_address — IP-agpec KnveHTa;

- name — vma DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBonos

MpocmoTp KoHourypaumm DHCP-nyna agpecos DHCP-cepBepa:
- name — nma DHCP-nyna agpecos.

show ip dhcp binding
[ip_address]

MpocmoTp IP-agpecos, KOTOpble CONOCTaB/EHbI C PUIUYECKUMMU
aipecamMu K/MEHTOB, a TaKXKe Bpema apeHapbl, cnocob HasHave-
HWA n cocTtoaHme IP-agpecos.

show ip dhcp server statistics

MpocmoTp crtatnctmkm DHCP-cepsepa.

show ip dhcp allocated

MpocmoTp akTMBHbLIX IP-agpecos, BbigaHHbIX DHCP-cepBepom.

[pumepbl 8b1NMN0AHEHUS KOMAHO

= Hactpoutb DHCP-nyn c umeHem test n ykasatb gna DHCP-kKanMeHTOB: ma gomeHa — test.ru, W3
no ymon4vaHuto — 192.168.45.1 n DNS-cepsep —192.168.45.112.

console#

console# configure
console (config)# ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp)# dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

5.27 KoHdurypauma ACL (cnucku KoHTponsa aoctyna)

ACL (Access Control List — cnucok KoHTpons goctyna) — Tabnaunua, KoTopas onpeaenser npasuia
bunbTpaumMmn BXoAALLEro M Ucxoaawero Tpaduka Ha OCHOBaHMM MepeaaBaemblX B MaKeTax MPOTOKOJOB,
TCP/UDP noprtos, IP-agpecos nan MAC-aapecos.

Y

ACL-cnucku Ha 6a3e IPv6, IPv4 u MAC-agpecoB He AONXKHbl UMeTb OAMHAKOBble Ha3BaHUA.

IPv6- n IPv4-cnucku moryT pabotatb BmecTe Ha ogHOM ¢pusnyeckom uHrepdeiice. CNUcok
ACL Ha 6a3e MAC-appecauum He MOXKeT COBMeLLLaTbCA co cnuckamu ana IPv4 wam IPv6. iBa

CMUCKA OAMHAKOBOrO TUMNa He MoryT paboTaTb BMmecTe Ha MHTepdeiice.
KomaHapl Ana co3gaHua U pegaktuposBaHua cnvckoB ACL gocTynHbl B pexume rnobanbHol

KOHbUrypaumu.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHGUrypauum nmeet Bua;

console (config) #

Tabnunua 230 — KomaHabl a4ns co3gaHua U KoHdurypaumm cnnckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
Mo yMmon4YaHuo

Aelicmeue

ip access-list access_list
{deny | permit} {any |
ip_address [ip_address_mask]}

no ip access-list access_list

access_list: (0..32)
cumBona

Co3paHune ctaHaapTHOro cnmcka ACL.

- deny — 3anpeTUTb NPOXOXKAEHWE NAKETOB C YKAa3aHHbIMKU Napa-
MeTpamu;

- permit — paspeLmnTb NPOXOXKAEHNE NAKETOB C YKa3aHHbIMK Napa-
MeTpamu.

YaanuTb cTaHOapTHbIN cnncok ACL.
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ip access-list extended
access_list

no ip access-list extended
access_list

ipv6 access-list access_list
{deny | permit} {any |
ipv6_address
[ipv6_address_prefix]}

no ipv6 access-list access_list

ipv6 access-list extended
access_list

no ipv6 access-list extended
access_list

mac access-list extended
access_list

no mac access-list extended
access_list

Co3paHne HOBOro pacwmnpeHHoro cnucka ACL ana agpecauum IPv4
W BXOZ, B PEXKUM €ro KOHOUrypaLmm (ecam CNMCcoK ¢ AaHHbIM UMe-
HeM ellle He co34aH) Mbo BXo4, B peXKMM KOHUrypaLmm paHee co-
3[1@aHHOrO CNMCKa.

YpaneHue pacwmpeHHoro cnncka ACL gna agpecauun IPv4.,

Co3paHune HoBOro cTaHgapTHoro cnucka ACL gna agpecauummn IPv6.

- deny — 3anpeTUTb NPOXOXKAEHWE NAKETOB C YKA3aHHbIMWU Mapa-
meTpamu;

- permit — paspeLwmnTb NPOXOXKAEHNE NAKETOB C yKa3aHHbIMK Napa-
MeTpamu.

YpaneHue ctaHgapTHoro cnucka ACL ana agpecaumm IPv6.

Co3paHne HoBOro pacwupeHHoro cnucka ACL ana agpecaumu IPve
N BXOZ, B PEXMM ero KoHdurypaumm (ecam cnmcok ¢ aHHbIM Ume-
HeM ellle He co34aH) Mbo BXo4, B peXKMM KOHUrypaLmmn paHee co-
3[1l@aHHOrO CNMCKa.

YpaneHue pacwmpeHHoro cnncka ACL gna agpecauummn IPv6.

Co3pgaHue HoBoro cnvcka ACL Ha 6asze MAC-agpecaunn u Bxog B
PEXUM ero KOHPUrypaLmm (ecam cnUcok € AaHHBIM UMEHEM elle
He co34aH) b0 BXOA B PeXMM KOHOUTYpaLnUn paHee CO34aHHOMO
cnucka.

Yananenue cnucka ACL Ha 6a3ze MAC-agpecauum.

time-range time_name

no time-range time_name

time_name: (0..32)
cumBona

Bxog, B pexum KoHourypaumm time-range n onpegeneHne BpemeH-
HbIX MHTEPBANOB ANA CNMCKA AOCTyna.
- time_name — nmsa npoduns HacTpoek time-range.

YpaneHue 3agaHHoM KOHdUrypaumm time-range.

Ons Toro u4tobbI

aKTMBM3MpPOBaATb cnMcok ACL, HeobxoaAMMO cBA3aTb €ro c WHTepdelricom.

NHTepdeiicom, MCNob3YIOLLMM CNIMCOK, MOKeT BbiTb 60 nHTepdeiic Ethernet, nnbo rpynna nopTos.

KomaHObI pexcuma KoHgu2ypayuu uHmepapelica Ethernet, VLAN, epynnsi nopmos

KomaHaHan cTpoKa B pexume KoHourypauum mHtepdeiica Ethernet, VLAN, rpynnbl nopToB nmeet

BUA:

console (config-if) #

Tabanuya 231 — KomaHaa HasHauveHus cnucka ACL-nHTepodeicy.

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

service-acl input access_list

no service-acl input

access_list: (0..32)
cMmBoOIa

B HacTpoiikax onpegenéHHoro dbusmyeckoro uHTepdeiica KomaHaa
NPUBA3bIBAET YKa3aHHbINM CMIUCOK K AaHHOMY MHTepdelicy.

YpaneHue cnucka ¢ MHTepodeiica.

KomaHObI pexcuma Privileged EXEC

KomaHaHan cTpoka B perkume Privileged EXEC nmeet Bua:

console#

Tabnnuya 232 — KomaHabl gns npocMmoTpa cnmckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
10 yMoA4YaHuo

Aelicmeue

show access-lists [access_list]

show access-lists
time-range-active [access_list]

access_list: (0..32)
cumBona

MoKasbiBaeT cnmcku ACL, co3gaHHble Ha KOMmyTaTope.

MNMokasbiBaeT cnuckm ACL, co3gaHHble Ha KOMMyTaTope, KOTopble B
HacToAllee BpeMa ABAAIOTCA aKTUBHbIMU.
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show interfaces access-lists
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094);

MokasbiBaeT cnuckun ACL, HazHaYeHHble HTepdericam.

clear access-lists counters
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094);

O6HyNUTL BCe cyeTunku cnmckos ACL niMbo cHeTumKM ANnA CNUMCKOB
ACL 3apaHHoro nHtepdelica.

show interfaces access-lists
trapped packets
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094);

[MoKa3blBaeT CYETYMKMN CNUCKOB AocTtyna.

KomaHOwb! pexcuma EXEC

KomaHaHasa cTpoka B pexkmme EXEC nmeet sua;

console#

Tabnuua 233 — KomaHap! ans npocmoTpa cnmckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show time-range [time_name]

MokasbiBaeT KoHbUrypaumio time-range.

5.27.1 KoHjpuzypayusa ACL Ha 6a3e IPv4

B paHHOM pa3gene npuBedeHbl 3HAYEHMA U OMUCAHMA OCHOBHbIX MAapameTpoB, UCMOb3yeMbIX B
COCTaBe KOMaHJA, HacTpoiikmn cnmnckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3gaHne U BXOL B pPeUM
penaktupoBaHua cnunckos ACL, ocHOBaHHbIX Ha agpecaumn IPv4, ocyliecTBaaeTca No KomaHae: ip
access-list extended access-1ist.Hanpumep, gnsa cosgaHus cnucka ACL nog HasBaHuem EltexAL
Heob6X04MMO BbINOJHUTL CleaytoLLMe KOMAHAbI:

console#

console# configure

console (config)# ip access-list extended EltexAL
console (config-ip-al)#

Tabanua 234 — OcHOBHble NapameTpbl, MCNOAb3yeMble B KOMaHAaX

Mapamemp 3HavyeHue Aelicmeue

permit [Oelicteue ‘paspewnts’ Co3paet paspelatouee npasuno ¢unbtpaumm B cnucke ACL.

deny [Oelicteue ‘3anpetuts’ Co3pgaet 3anpewatowee npasuno uabtpaumm B cnucke ACL.

protocol Mone npegHasHa4YeHoO ANA YKa3zaHUA NPOTOKoAa (MM Bcex NpoTo-
KOJI0B), Ha OCHOBe KOTOpOro byaet ocylecTenseTca GpuabTpaLms.
Mpu BbIBOpe NPOTOKO1a BO3MOMKHBI C/iefytoLLme BapuaHTbl: icmp,
igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout,

Mpotokon _EPP_P gp, 18P p_P.P_p p P _

ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim,
12tp, isis, ipip, 160 UncNoOBOE 3HaYEHWE NPOTOKONA, B ANanNasoHe
(0—255).
[na cooTBeTCcTBUA NIOOBOMY NPOTOKONY UCMO/b3YeTCA 3HaveHue IP.

source Aapec UCTOYHMKA Onpegensert IP-agpec UCTOYHMKA NaKeTa.
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source_wildcard

Wildcard-macka agpeca
MCTOYHMKA

butoBaA macka, npumeHsemas K IP-agpecy MCTOYHMKa nakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble He06X04MMO UTHO-
puvpoBaTh. B 3HaYeHUA UrHOpUpyembix BUTOB A0KHbI BbITb 3anK-
caHbl eguMHuubl. Hanpumep, Mcnonb3ya mMacky, MOXKHO onpege-
NnTb gna npasuna eunbtpaumm IP-cetb. Ytobbl A06aBUTL B Npa-
BMAO PpunbTpaumm IP-cetb 195.165.0.0, HeobxoaMMO 3a4aTb 3Ha-
yeHne macku 0.0.255.255, To ecTb cornacHo AaHHOW Macke no-
cnegHue 16 6ut IP-aapeca 6yayT UTHOPUPOBATLCA.

destination

Appec HazHayeHun

Onpegensert IP-agpec HasHauyeHWA NakerTa.

destination_wildcard

Wildcard-macka agpeca
HasHaueHus

butoBaa macka, npumeHsemas K IP-agpecy HasHayeHWA nakeTa.
Macka onpegensaet 6utbl IP-agpeca, KoTopble He06X0AMMO UFHO-
pvpoBaTb. B 3HaueHUA UrHopupyemblx 6UTOB JOMKHbI BbITb 3anu-
CaHbl eAuHMUbl. Macka MWCNonb3yeTca aHaJorMYyHO  Macke
source_wildcard.

vlan

NaeHTndumkaTop Vlan

Onpegenset Vlan, gna Kotoporo byaeT NpMMeHATbLCA NpPaBuiIo.

dscp

Mone DSCP B 3aronoske L3

Onpepenset 3HayeHne DSCP-nonsa diffserv. BoamorkHble Koabl co-
06uweHunit nona dscp: (0 —63).

precedence

Mpuopurter IP

Onpegensiet npuoputet IP-Tpaduka: (0-7).

time_name

Mma npoduna
KoHbUrypauum time-range

OnpepenseTt KOHPUIypaL MO BPEMEHHbIX MHTEPBA/OB.

icmp_type

Tun coobuweHnin npotokona ICMP, ncnonbsyemolt gns puabTpa-
umm  ICMP-naketoB. BO3MOXHble TuMbl COOBLWEHUI noAA
icmp_type: echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-advertise-
ment, router-solicitation, time-exceeded, parameter-problem,
timestamp, timestamp-reply, information-request, information-
reply, address-mask-request, address-mask-reply, traceroute,
datagram-conversion-error, mobile-host-redirect, mobile-regis-
tration-request, mobile-registration-reply, domain_name-re-
quest, domain_name-reply, skip, photuris, in6o uncnosoe 3Haye-
HKWe Tuna coobuieHus, B amanasoHe (0 — 255).

icmp_code

Kopg coobuieHna npoTokona
ICMP

Kog, coobennit npotokona ICMP, ncnonbsyemoiit ans dunbrpa-
umm  ICMP-nakeToB. Bo3MOMKHble Kogbl COOb6UIEHUI nonA
icmp_code: (0 — 255).

igmp_type

Tun coobueHnsa NpoToKona
IGMP

Tun coobweHnii npotokona IGMP, ncnonbsyemoiit ana GunbTpa-
umMm naketoB |IGMP. Bo3moKHble TuNbl COOBLIEHUI noAA
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nMbo 4yncnoBoe 3Ha4yeHune
TMna coobuieHuns, B ananasoHe (0 — 255).

destination_port

UDP/TCP-nopT Ha3HayeHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3morkHble 3HaueHusa nona TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HaveHue (0 — 65535).

list_of flags

®naru npotokona TCP

Ecnu ans ycnosua dbuabTpauumn dnar gonKeH 6biTb YCTAaHOBAEH,
TO nepes HUM CTaBUTCA 3HAK «+», €CNN He AoKeH 6bITb yCTaHOB-
NeH, To «-». BO3MOKHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Npu ncnonvsosaHun
HECKO/IbKMX $naroB B ycnoBumn ¢unbtpaunn, paarn obvegmHs-
H0TCA B O4HY CTPOKY 6e3 npobenos, Hanpumep: +fin-ack.

disable_port

OTKkntoyeHne nopta

BbIK/1lOYAET NOPT, C KOTOPOTrO BbiA NPUHAT NaKeT, YA0BAETBOPAIO-
WM ycnoBmaM Ntoboit M3 KomaHg, 3anpeTa deny, B cocTaBe KOTo-
poit 6bl710 onuMcaHo nose.
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log_input

BKntoyaeT oTnpaBKy MHGOPMALMOHHbIX COOBLEHNI B CUCTEMHbIN

OTnpasKa coobueHuni N
KYPHaN Npu NoayYeHUM nakeTa, KOTOPbIi COOTBETCTBYET 3anucu.

offset_list_name

3a4aeT UCNob30BaHMe CNUCKA WabnoHOB Nosib3oBaTens o pac-
No3HaBaHWA NakeToB. [na KaxKaoro cnucka ACL moskeT bbITb onpe-
AeNeH CBOW CNUCoK WabnoHoB..

HanmeHoBaHue cnucka
wabnoHoB Nonb3osaTens

ace-priority

MHAeKc 3aZaeT NONOXKEHWE NPaBUAA B CMIUCKE M ero NpUopuUTET.
Yem meHblle UHAEKC — TeM NpuopuTeTHee npasuo. [uanasoH
A0NYCTUMbIX 3HadeHu (1..2147483647).

MpuopuTeT 3anucu

Y

Y
Y
Y

DOna Bbibopa Bcero guanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3syercs na-
pameTp «any».

Ecnn nakert nonagaert nopg, Kputepuii npasuna B ACL, TO Hag, HAM BbINOJIHAETCA AeNCTBUe
aToro npasuna (permit/deny). lanbHeliwan nposepKa He NPOU3BOLUTCA.

Ecnu Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHay4asibHO NakKeT byaeT npoBepeH Ha
cooTtBeTcTBUE NpaBuaam IP ACL, notom MAC ACL (B cnyuae, ecnam He nonagér nog aeicreme
HU ogHoro u3 npasun IP ACL).

Ecnu nocne npoeepKu Ha cootBetcTBue npasunam IP unu MAC ACL (korga 1 ACL Ha3sHaueH
Ha uHtepdodeiic) uam IP u MAC ACL (Korga 2 ACL HasHaueHbl Ha HTepdeiic) nakeT He nonan
noa AeiicTBMe HYU OAHOIO U3 NPaBUI, TO HaA AAaHHbIM NAaKeToM byaeT NpMmeHeHOo aencTeme

"deny any any".

Tabnunua 235 — KomaHabl, Ucnosibayemble ana HacTpoliku ACL-cnnuckoB Ha ocHoBe IP-aapecauunu

KomaHoa

Aelicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

[obasnser paspellaoLlyto 3anncb GUaAbTPaLMmK A NPOTOKOAa.
MaKeTbl, OTBEYaIOLLME YCI0BMAM 3anuncu, byayT obpabaTtbiBaTbCs
KOMMYTaTOPOM.

no permit protocol {any | source source_wildcard}{any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]

Ypanaer co34aHHYI0 paHee 3anuce.

permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[ace priority index]

[obaenser paspeluatowyto 3anucb GuAbTPaLUM 414 NPOTOKOAA
IP. MakeTbl, OTBeYalowMme ycioBMAM 3anucu, byayt obpabaTbl-
BaTbCA KOMMYTAaTOPOM.

no permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

Ypanaet co3gaHHyo paHee 3anuncob.

permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [ace-priority index]
[offset-list offset_list_name] [vlan vian_id]

[JobaBnser paspeluatolLyto 3anucb GUAbTpaUUM Ana NPOTOKO/A
ICMP. MNaKeTbl, OTBEYatOLWME YCAOBMAM 3anucK, byayT obpabatbl-
BaTbCA KOMMYTaTOPOM.

no permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [offset-list
offset_list_name] [vlan vian_id]

Ypanaet co3pgaHHyo paHee 3anuchb.

permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index]

[obasnser paspeluatotyto 3anucb GUNbTpaLuM Ana NPOTOKoNA
IGMP. MakeTbl, 0OTBEYAtOLME YCNOBUAM 3anucK, byayT ob6pabatbi-
BaTbCA KOMMYTaTOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

Ypanaet CO34aHHYIO paHee 3anunchb.
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permit tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[ob6aBnser paspeluatolyto 3anncb GUAbTpauumM Ana NpoToKona
TCP. MaKeTbl, OTBEYaloLWMe YCAOBUAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

YanseT co3faHHy paHee 3anuch.

permit udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[obasnaeT paspelatouyto 3anmMcb GpuUabTPaLUUN 4aa NpoToKoaa
UDP. MakeTbl, OTBEYatowWwMme ycnosmam 3anucu, byayt obpabatbi-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

YanseT co3faHHy paHee 3anuch.

deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[ob6asnseT 3anpeLaoLyto 3anncb GuUaAbTPaLMK 4 NPOTOKoAA.
MaKeTbl, OTBEYAIOLLME YCIOBUAM 3anucu, byayT 610KMpoBaThCA
KommyTaTopoMm. lMpu ncnonb3oBaHun Kntouesoro ciosa disable-
port d13MyecKkuii MHTepdEenc, NPMHABLLMIA TaKo NakeT, byaeT Bbl-
KatoueH. Mpu ncnonb3oBaHMK Katouesoro cnoea log-input 6yaer
OTNPaBAEHO COOBLEHNE B CUCTEMHDIN KYpHa.

no deny protocol {any | source source_wildcard}{any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

YanseT co3gaHHy paHee 3anuch.

deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

[disable-port | log-input] [ace-priority index]

[obasnaer 3anpeLatolyto 3anucb GUAbTPALUKU ANA NPOTOKONA
IP. MakeTbl, oTBeyalolWue ycnoBuam 3anucy, byayt 6a0Kupo-
BaTbCA KOMMYTAaTOpoM. Mpu MCNosb30BaHUM K/IKOYEBOro C/I0Ba
disable-port ¢usmyecknin nHTepdelic, NPUHABLIMIA TaKoOW NakerT,
6yneT BbikntoueH. Mpu Mcnonb3oBaHWUM Katodesoro cnosa log-
input 6yaeT oTnpaBneHo coobLieHMe B CUCTEMHDIN XypHan.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[disable-port | log-input]

Ypanaer co3gaHHyo paHee 3anuce.

deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[obasnaeT 3anpeLLatoyio 3anmMcb GUAbTPALUKN oNA NPOTOKONA
ICMP. MakeTbl, OTBEYaAlOWME YCNOBMAM 3anucu, byayt 61o0kupo-
BaTbCA KOMMyTaToOpom. [pn MCNo Nb30BaHUM K/IOYEBOTrO C/OBa
disable-port ¢usmyecknin nHTepdelic, NPUHABLIMIA TaKOW NakerT,
byneT BbikAoYeH. Mpu UCNoNb30BaHWMK KAatoyesBoro ciosa log-
input 6yaeT oTnpaBieHo COObLLEHNE B CUCTEMHBIN XKypHa.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Ypanaet co3gaHHyo paHee 3anuchb.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[JobaBnser 3anpeluatolyto 3anucb GUAbTpaLUKM ANA NPOTOKO/A
IGMP. MakeTbl, OTBEYAtOLLME YCAOBUAM 3anmncK, byayT 61okupo-
BaTbCA KOMMYTATOPOM. lpu MCNONb30BaHMM KOYEBOro CNOBa
disable-port ¢usmyecknii HTepdelic, NPUHABLUNIA TaKOM NaKerT,
6yaet BbikAtoyeH. Mpu ncnonb3oBaHMM Kntoyesoro ciosa log-
input 6yaeT oTnpasieHo coObLEHME B CUCTEMHBIV KypHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

Ypanaet co3gaHHyo paHee 3anuchb.

deny tcp {any | source source_wildcard}{any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index] [disable-port | log-input]

[JobasnsaeT 3anpeLLatoLyio 3anmucb GUAbTPALUKN ANA NPOTOKONA
TCP. MNaKkeTbl, oTBevalowWMme ycaoBMaAm 3anucu, byayt 6aokupo-
BaTbCA KOMMYTAaTOpPOM. MMpW MCNONb30BAaHUM K/OYEBOro C/NOBA
disable-port ¢usmyecknii HTepdelic, NPUHABLUNIA TaKOW MNaKeT,
6yaeT BbikAoYeH. Mpu Ucnonb3oBaHWK Katoyesoro cnosa log-
input 6yaeT oTnpaBieHo COObLLEHNE B CUCTEMHBIN XKypHa.

202 Ethernet-kommymamopel MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48




HELTEX

no deny tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

YpanseT co3faHHyH paHee 3anuch.

deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[obasnaer 3anpeluatolyto 3anucb GUAbTPALUKU ANA NPOTOKONA
UDP. MakeTbl, oTBevalowme ycnoBuam sanucu, byayt 61okupo-
BaTbCA KOMMYyTaTopom. Mpu MCNo/sb30BaHUM K/IKOYEBOro C/10Ba
disable-port ¢usmyecknii HTepdelic, NPUHABLUNIA TaKOM NakerT,
6yneT BbiktoueH. Mpu Mcnonb3oBaHWUM KatoyesBoro cnosa log-
input 6yaeT oTNpaBieHO COOBLLEHME B CUCTEMHBIV KYypHa.

no deny udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

YanseT co3faHHyH paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co30aéT cnMcoK WabnoHoB Nosb3oBaTens ¢ UmeHem name. Nima
MOXET BKAoYaTb 0T 1 10 32 cMMBOIOB. B 0A4HOM KOMaHAe MOXKET
copepKaTbCs A0 TPMHAAUATU WabAoOHOB B 3aBUCMMOCTU OT Bbl-
H6paHHOro peXxMma HacTPOIMKM CNUCKOB A0CTyNa (KoMaHAa set sys-
tem mode), BK/tOUaOLWMX Cneaytolme napameTpbl:
- offset_base — 6a30Boe cmeleHe. BO3MOXKHble 3HaYeHuA:

I3 — Hayano cmeweHus ¢ Havyana IP-3arosioBKa;

14 — Hayano cmeweHnA ¢ KoHLa IP-3aronoBskKa.
- offset — cmelleHne 6aliTa AaHHbIX B Npegenax naketa. basosoe
CMeLLEeHME NMPUHUMAETCA 33 HAYa0 OTCYETa;
- mask — macka. B aHanu3e naketa NPUHUMAIOT y4acTUE TONbKO Te
paspagpl 6aiTa, ANA KOTOPbIX B COOTBETCTBYIOLLMX paspsamax
Macku 3agaHa ‘0’;
- value — nckomoe 3HauyeHwe.

no offset-list offset_list_name

YaanseT co3gaHHbIi paHee CrMCOK.
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5.27.2 KoHepueypayusa ACL Ha 6a3e IPv6

B gaHHOM pasgene npusegeHbl 3HAaYEHUA U ONMCAHUA OCHOBHbIX MAPAMETPOB, UCMOAb3YEMbIX B
coCTaBe KOMaHA HacTponku cnmckos ACL, ocHOBaHHbIX Ha aapecaummn IPve.

CosgaHue n BXo4, B peXum penaktmposaHma cnuckoB ACL, OCHOBaHHbIX Ha aapecauun [Pv6,

OCyLWLEeCTBNIAETCA NO KOMaHAe:

ipv6é access-list access-1ist. Hanpumep, gna cosgaHua cnucka

ACL nog, HazBaHMem MESipv6 HeobxoaMMO BbINOHUTL CAeaylowmne KoMaHabl:

console#

console# configure
console (config)# ipv6 access-list MESipvé
console (config-ipve-al) #

Tabnunua 236 — OCHOBHbIE MapamMeTpbl, UCNOJIb3yeMble B KOMaHAax

MpoTokon

Mapamemp 3HavyeHue Aelicmeue
permit [ewcteue paspewmnTb Co3paet paspelwatouiee npasuno ¢puabtpaumm B cnucke ACL.
deny [OeiicTBue 3anpeTuTb Co3pgaet 3anpewatowee npasmno puabtTpaumm B cnncke ACL.
protocol Mone npegHasHavyeHo Ana yKasaHWA NPOTOKOAA (MK Bcex NpoTo-

KO/10B), Ha OCHOBE KOTOPOro byaeT ocyliecTBaseTca dpuabTpauma.
Mpu BbIGOPE NPOTOKO1a BO3MOXKHbI CleAyHoLMe BapuaHThl: icmp,
tcp, udp Mbo yMcnoBoe 3HaYeHMe NpoTokoaa —icmp (58), tep (6),
udp (17).

[ns cooTBeTCTBMA N106OMY MPOTOKOY MCMNONb3YeTcA 3HauyeHue
IPv6.

source_prefix/length

Appec oTnpasutensa n ero

Onpegensert IPv6-agpec u anunHy npedukca cetm (0-128) (konnye-

ANVHa CTBO CTapLumx 6UT agpeca) UCTOYHMKA NaKeTa.
destination_prefix/length Aapec HazHaYeHUA u ero Onpegaenset IPv6-aapec u ganHy npedukca cetm (0-128) (Konmue-
ONVHa CTBO CTapLuMx 6UT aipeca) HasHaYeHUs nakeTa.

Kona ICMP

dscp None DSCP & saronoske L3 Onpe,u,enjueT 3HauyeHue DSCP-nonsa diffserv. Bo3amoskHble Koabl co-
obuweHwuii nona dscp: (0 —63).
precedence Mpwoputer IP Onpegenset npuoputeT IP-Tpadmka:(0-7).
time_name Nma npoduna koHourypa- | OnpepenseT KOHOUTYpaLMIO BPEMEHHbIX UHTEPBA/OB.
umu time-range
icmp_type Ucnonbsyetca ana punbtpaumm ICMP-nakeToB. Bo3moXKHble TUMbI
M YNCNOBblE 3HaYeHUs cooblueHunl nons icmp_type: destination-
Tun coobliieHmA npoToKona unreachable (1), packet-too-big (2), time-exceeded (3), parame-
ICMP ter-problem (4), echo-request (128), echo-reply (129), mld-query
(130), mld-report (131), mldv2-report (143), mld-done (132),
router-solicitation (133), router-advertisement (134), nd-ns (135),
nd-na (136).
icmp_code Kopg, coobuweHunii npoTo- Ucnonbsyetca gns ¢unbtpaumm ICMP-naketoB. Bo3MoKHble 3Ha-

yeHus nons (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4yeHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3morkHble 3HaueHua nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), lpd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JIn6o uncnosoe 3HaveHune (0 — 65535).

list_of flags

®dnarn npotokona TCP

Ecan ans ycnosua dunbTpaumm daar goaxeH 6biTb YCTaHOBJEH,
TO Nepes, HUM CTaBUTCA 3HAK «+», €C/IN He JO/KEH BbiTb YCTaHOB-
NIeH, To «-». Bo3amoskHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.
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disable-port BbIK/NtOYAET NOPT, C KOTOPOTro HbiN NPUHAT NaKeT, yA0BAETBOPSAIO-
OTKNtoYeHne nopTa WM ycnoBmam Ntoboit M3 KomaHg, 3anpeTa deny, B cocTaBe KOTo-

poi#t, bbln0 onucaHo none.
log-input N BKAtoyaeT oTnpaBKy MHGOPMALMOHHbIX COOBLEHNI B CUCTEMHDIN

g-inp OTnpaBKa coobLeHni pasky urbopmay, N W
KYPHaN Npu Noay4eHUn NakeTa, KOTOPbI COOTBETCTBYET 3aMuUCH.
ace-priority MHAaeKe npasuna B Tabavue, Y4eM MeHblUe MHAEKC — TEM MPUOPU-
MHaeKkc npasuna
HAEGKC NpasnA TeTHee npaswuno: (1..2147483647).
/ Dna Bbl6opa Bcero guanasoHa napameTpoBs, Kpome dscp u IP-precedence ucnonb3syerca na-
pameTp «any».

/ MNocne Toro, Kak xoTa 6bl ogHa 3anucb ao6asneHa B cnucok ACL, nocnegHMmM B CNUCOK O,0-

6aBnAlOTCA 3anucH
permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

[Be nepsble U3 HUX pa3peLUatoT NOUCK cocegHUX IPV6-yCTpoiiCTB ¢ noMoLLbio NpoToKoAa IC-
MPv6, a nocnegHAA 03HaYaeT UrHOPUPOBaHUE BCEX NAKETOB, He YA,0B/ETBOPAIOLMX YCNO-

suam ACL.

Tabnunua 237 — KomaHabl, Ucnosibayemble ana HacTpoliku ACL cnuckos Ha ocHoBe IPv6-aapecauum

KomaHoa

Aelicmeue

permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence

precedence] [time-range time_name] [ace-priority index]

[ob6asnaeT paspeLlatoLyro 3anmcb GuUabTpauumn 4na NpoToKoNa.
MakeTbl, OTBEYalOLLME YCAOBMAM 3anucK, 6yayT obpabaTbiBaTbeA
KOMMYTaTOpPOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

Yaanser cosgaHHylo paHee 3anmce.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

Job6asnaeT paspelatoLlyto 3anmMcb GUabTPaLUN ANA NPOTOKOAA
ICMP. MNakeTbl, oTBevatowme ycnosBmMam 3anucu, byayTt obpaba-
TbIBAaTbCA KOMMYTaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

Ypanser cosgaHHyo paHee 3amnuch.

permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]
[ace-priority index]

[ob6asnseT paspeLuatoLyto 3anncb GuabTpauum 4ns NpoToKoaa
TCP. MNakeTbl, OTBEYAOLLME YCAOBUAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

YpanaeTt co3gaHHyo paHee 3anuchb.

permit udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[obaBnaeT paspeLuatoLyto 3anncb GuabTpauum Ana NpoTokona
UDP. MakeTbl, 0TBeYatoLme ycnosmuam 3anmcu, byayT obpabatoi-
BaTbCA KOMMYTAaTOPOM.

no permit udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

Ypanaet CO34aHHYIO paHee 3anucb.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obasnaeT 3anpeLyaoLLyto 3anncb GUabTPaL MK A8 NPOTOKONA.
MakeTbl, oTBEYatoLWMe ycaoBMAM 3anucu, byayT 6aokmMpoBaTtbea
KommyTaTopom. Mpu ncnonb3osaHum Katovesoro cnosa disable-
port dpusmyecknit nHTepdeic, NPUHABLLMIA TakoW nakeTt, bypeT
BbIKtoYeH. Mpu Mcno/ib30BaHMM KntodeBoro cnosa log-input 6y-
[,eT OTNPaBNeHO COObLEHNE B CUCTEMHDIN KypHan.
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no deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

YpanseT cosfaHHyo paHee 3anuch.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

Job6asnaeT 3anpeLLaoLyo 3anmcb GuabTpauumn Ana NpoToKoaa
ICMP. MNakeTbl, 0TBEYaloWMe ycnoBmam 3anucu, byayT 61okupo-
BaTbCA KOMMYTaTOpoM. [pM MCNO/b30BaHMM KOMEBOrO CA0BA
disable-port pusnuecknii HTepdenc, NPUHABLLNIA TaKoM NakKerT,
6yneT BblKAtoYeH. Mpu Mcnonb3oBaHUKM Katouesoro cnosa log-
input 6yaeT oTnpasseHo coobLLeHNe B CUCTEMHDIN KypPHa.

no deny icmp {any | source_prefix/length}{any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

YpanseT co3gaHHylo paHee 3anuchb.

deny tcp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination _port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[ob6asnaeT 3anpeLLaoLyo 3anmMcb GuabTpPaLumn Ana NpoToKoaa
TCP. MNakeTbl, OTBEYatoOLWMe yCAOBUAM 3anucu, byayt 6aokupo-
BaTbCA KOMMYyTaTopoM. [1pM MCNO/Ib30BaHMM K/IIOYEBOrO CN0BA
disable-port pusnuecknii nHTepdenc, NPUHABLLNIA TaKoM NakKerT,
bypeT BblKAtoYeH. Mpu Mcnonb3oBaHUKM Kntouesoro cnosa log-
input 6yaeT oTnpasseHo coobLLeHNE B CUCTEMHDIN KYpPHa.

no deny tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Yaanser cosgaHHylo paHee 3anmce.

deny udp {any | source_prefix/length} {any | source port}
{any | destination_prefix/length} {any | destination _port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[ob6asnaeT 3anpeLLaoLyto 3anmMcb GuabTpPaUun 4na NpoToKoaa
UDP. MakeTbl, OTBEYatoLMe YCAOBMAM 3anncu, byayt 610Kupo-
BaTbCA KOMMYyTaToOpoM. [1pM MCNO/b30BaHMM KOYEBOrO CN0BA
disable-port pusnuecknii HTepdenc, NPUHABLLMIA TaKoM NakKerT,
bypeT BblKAtoYeH. Mpu Mcnonb3oBaHUKM Katouesoro cnosa log-
input 6yaeT oTnpasaeHo coobLEeHNE B CUCTEMHbIN KYPHa.

no deny udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Ypanser co3gaHHyo paHee 3anmchb.

offset-list offset_list_name {offset_base offset mask value}

Co34aéT cnucok WwabnoHoB Noab3oBaTens c umeHem name. Uma
MOMKEeT BKOYaTb OT 1 A0 32 cMmBOJI0B. B 0aHOM KOMaHae moxKeT
coZiep)KaTbCA 40 TPMHAALATK LWabNOHOB B 3aBUCUMOCTM OT Bbl-
6paHHOro pekMma HaCcTPOMKM CMUCKOB AOCTyna (KomaHaa set
system mode), BKAtOYaloOLWMX cneaytolime napameTpbl:
- offset_base — 6a3oBoe cmelLeHne. Bo3MOXKHble 3HaYeHUs:

I3 — Hayano cmeulleHuns ¢ Hayana IPv6-3arooBKa;

14 — Hayano cmelleHUs ¢ KoHUa IPv6-3aronoska.
- offset — cmeweHmne H6aiiTa gaHHbIX B Npeaenax naketa. basosoe
cMeLeHre NPUHUMAETCA 3a Havano OTCcYeTa;
- mask — macKka. B aHanun3e nakeTa NPMHMMAIOT y4acTue TOIbKO
Te paspaabl 6aliTa, ANA KOTOPbIX B COOTBETCTBYIOLLMX paspsaax
MacKu 3agaHa ‘0’;
- value — nckomoe 3HaueHue.

no offset-list offset_list_ name

Ypanaet CO3,CI,aHHbIl71 paHee CNUCOK.

5.27.3 Korndpueypayusa ACL Ha 6a3ze MAC

B gaHHOM pa3gene npuBeaeHbl 3HAYEHMA M OMNUCAHMA OCHOBHbIX MAapamMeTpPoB, UCMOIb3yEMbIX B
cocTaBe KOMaHZA HacTponkm cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauuu.

CosgaHue n BXo4, B pexum pepaktmpoBaHma cnuckos ACL, ocHoBaHHbIx Ha MAC-agpecauumm,
OCYLLEeCTBAALTCA NO KOMaHAe: mac access-list extended access-1ist.
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Hanpumep, gna cosgaHma cnmucka ACL noa HasBaHMem MESmac HeobxoaMMoO BbIMOAHUTL

cneaytolme KomaHapl:

console#

console# configure
console (config) # mac access-list extended MESmac
console (config-mac-al) #

Tabnumua 238 — OCHOBHblE NapamMeTpbl, UCNOb3yeMble B KOMaHAaxX

Mapamemp 3HavyeHue Aelicmeue
permit [eWncTBre paspewmnTb Co3pgaeT paspelatouiee npasuno ¢uabtpaumm B cnmcke ACL.
deny [OevicTBue 3anpeTuTb Co3pgaet 3anpewatowee npasmno puabtTpaumm B cnncke ACL.
source Appec oTnpasutens Onpegenser MAC-agpec UCTOYHMKA NaKeTa.

source_wildcard

wildcard-macka agpeca
WUCTOYHUKA

Macka onpegenset 6utbl MAC-agpeca, KoTopble Heo6XoANMO wr-
HOPMPOBATb. B 3HaUEeHMA UTHOPUpPYyEMbIX BUTOB JO/KHbI ObITb 3a-
NUcaHbl eaAnHULbI. Hanpumep, UCNo/b3yA MACKy, MOXKHO onpeae-
NUTb ana npasuaa ¢punbTpauun guanasoHa MAC-agpecos. YTobbl
£06aBuTb B NpaBmno opunbtpauumn sce MAC-agpeca, HauMHatoLWm-
eca Ha 00:00:02:AA.xx.xx, HE0bX0A4MMO 3a4aTb 3HAYEHUE MACKM
0.0.0.0.FF.FF, TO ecTb, cornacHo AaHHOM macke, nocnegHue 32
6uta MAC-agpeca 6yayT He BaKHbl ANA aHanAn3a.

destination

Appec HazHayeHun

Onpepgenaetr MAC-agpec Ha3HaYeHMA nakeTa.

destination_wildcard

wildcard-macka agpeca
HasHayeHus

Macka onpegenset 6utbl MAC-agpeca, KoTopble HEOBX0ANMO Ur-
HOPWPOBaTb. B 3HaUeHMA UrHOPUPYEMBIX BUTOB AOMKHbI 6bITb 3a-
nucaHbl eguHuLbl. Macka MCMO/b3yeTca aHaforMyHO Macke
source_wildcard.

vian_id

vlan_id: (0..4095)

NoaceTtb VLAN ¢opunbTpyembix NakeTos.

cos

cos: (0..7)

Knacc obcnyxusanmsa (CoS) punbTpyembix NakeTos.

cos_wildcard

wildcard-macka agpeca
ob6cnyxnsanua (CoS)
bUNbTPYEMbIX MAKeTOB

Macka onpegenset 6utbl CoS, KoTopble He06X0ANMMO UFHOPMPO-
BaTb. B 3HaueHMA UrHopmpyembix 6UTOB AONKHbI BbITb 3aMMCaHbI
eguHuubl. Hanpumep, 4Tobbl Mcnonb3oBaTh B Npasuie ¢punbTpa-
umm CoS 6 1 7, Heobxoanmo B nose CoS ykasaTb 3HaYeHue 6, inbo
7, a B nofe macku 3HayeHue 1 (7 B 4BOMYHOM MPEeLCTaBAEHUN —
111, 1 — 001, nonyyaercs, YTo nocneaHuin 6UT byaer UrHopupo-
BaTbCA, TO ecTb CoS moskeT 6biTb 60 110 (6), "nbo 111 (7)).

KoHbUrypauum time-range

eth_type Ethernet-Tun ¢unbTPyemMbiX NaKeToB B LIECTHaALATEPUYHON 3a-
-typ eth_type: (0..0xFFFF) buneTRY Auarep
nucw.
disable-port BbIKkNtOYaeT NopT, € KOTOPOro Hbin NPUHAT NAKET, YA0BAETBOPAIO-
LM ycnoBuAM KOMaHZAbl 3anpeta deny.
log-input . BKntoyaeT oTnpasKy MHGOPMALMOHHbBIX COOBLEHNI B CUCTEMHbIN
g-inp OTnpaBKa coobLeHni pasky uH$opmau, N W
JKYPHaA Npu NONy4YeHUM NakeTa, KOTOPbI COOTBETCTBYET 3aMUCH.
time_name Mma npoduna OnpegenseT KOHPUrypaL Mo BPEMEHHbIX MHTEPBA/IOB.

offset_list_name

MobaliToBOE CMellleHne OT
KNHOYEBOM TOYKM

3apaeT UCNob30BaHMe CNMCKA WabnoHOB Nosib3oBaTens gaa pac-
Nno3HaBaHMA NakeToB. A Kaxaoro cnucka ACL moKeT 6bITb onpe-
AeneH CBOW CNUCOK WabsoHoB.

ace-priority

MHAaekc npasuna

MHaekc npasuna B Tabnauue, 4em mMeHblUe MHAEKC — TEM NPUOPU-
TeTHee npasuno 1-2147483647.

v
Y

Dna Bbi6opa Bcero AnanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3syerca na-
pameTp «any».

Ecan nakert nonagaet nop, Kputepuii npasuna B ACL, To Hag, HAM BbINOJIHAETCA AeNCcTBUe
atoro npasuna (permit/deny). anbHeiilmana npoBepKa He NPOU3BOAUTCA.

Ecnu Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHa4asibHO NakKeT 6yaeT npoBepeH Ha
cooTeeTcTBUue npasunam IP ACL, notom MAC ACL (B cnyuae, ecnu He nonagéTr nog aencrsme
HU ogHoro 13 npasun IP ACL).
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Ecnm nocne npoBepKu Ha cootBetcTBue npasmunam IP uan MAC ACL (korga 1 ACL Ha3sHaueH
Ha uHtepdodeiic) uam IP u MAC ACL (Korga 2 ACL HasHaueHbl Ha MHTepdeiic) nakeT He nonan
nopa, AeicTBMe HU OAHOro U3 NPaBUJ, TO HaA AaHHbIM NakeTom 6yaeT NnpuMeHeHo aelicTeue

"deny any any".

Tabnunuya 239 — KomaHabl, Ucnosibsyemble ana HacTpolku ACL-cnnckos Ha ocHoBe MAC-agpecaumm

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [ace-priority index]
[offset-list offset_list_name]

[obasnaeT paspeluatouLyto 3anmcb puabtpaumn. NMaketbl, oTee-
Yalowme ycnoBmam 3anucu, byayt obpabaTtbiBaTbCa KOMMYyTa-
TOPOM.

no permit {any | source source-wildcard} {any |
destination destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [offset-
list offset_list_name]

Yaanaer co3gaHHyo paHee 3anuch.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [ace-priorityindex] [offset-list offset_list_name]

[Jobasnsaet 3anpeluatoLyto 3anuck dpuabTpaumu. MNakeTol, oTae-
yatolme ycnosuam sanucu, byayt 610KMpoBaTbCA KOMMYTaTO-
pom. Mpwu ncnonb3oBaHuu Kntouesoro cnosa disable-port, du-
31YeCcKuit HTepdEeNc, NPUHABLLWIM TakoW NaKeT, byaeT BbIKtO-
YeH.

Mpun ucnonb3oBaHUK KNtOYEBOrO cnoBa log-input ByaeT oTnpas-
/IeHO coobLLEeHMe B CUCTEMHbIV KypHan.

no deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [offset-list offset_list_name]

YanseT co3gaHHy paHee 3anuch.

offset-list offset_list_name {offset_base offset mask value}

Co34aéT cnucoKk wabnoHoB nonb3oBaTena C MUMeHem name.
Mms moxkeT BKtoYaTb oT 1 g0 32 cumBON0B. B ogHOM KomaHae
MOXKET coaepKaTbca 40 TPMHAALATH WabIoHOB B 3aBUCMMOCTH
OT BbIGPAHHOrO pPeXMMa HaCTPOMKM CMNUCKOB AocTyna (Ko-
MaHga set system mode), BKAlOYalOWMX cneaytowme napa-
MeTpbl:
- offset_base — 6a30Boe cmelleHne. BO3MOXKHble 3HaYeHun:

12 — Havano cmeweHun ot EtherType;

outer-tag — Hayano cmeweHuns ot STAG;

inner-tag — Hayano cmeueHus ot CTAG;

src-mac — Havasno cmelleHmna ¢ MAC-agpeca NCTOYHUKA;

dst-mac — Hauyano cmeweHns ¢ MAC-agpeca HasHayeHus.
- offset — cmelleHMe baliTa AaHHbIX B Npeaenax nakerta. baso-
BOE CMeLleHMe NPMHMMAETCA 33 HAYaNo OTCYeTa;
- mask —macKa. B aHann3e naketa NPMHMMAIOT y4acTUe TONbKO
Te pa3psaabl 6aiTa, N8 KOTOPbIX B COOTBETCTBYIOLWMX pPa3panax
Macku 3aaaHa ‘0’;
- value — ncKomoe 3HayeHue.

no offset-list offset_list_ name

Ypanaet CO3A3HHbII7I paHee CNUCOK.

5.28 KoHdurypauua 3awmrbl oT DoS-atak

,ﬂ,aHHblﬁ KN1aCC KOMaH4 NO3BOIAET 6ﬂOKMpOBaTb HEKOTOpble PAaCNPOCTPaHEHHbIE K/1aCCbl DoS-aTak.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

KomaHZHas cTpoka B perkume rnobanbHoi KoHUrypauumn nmeet Bua;

console (config)#
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Tabnuua 240 — KomaHap! Ans HacTponKky 3awmTbl oT DoS-atak

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

security-suite deny martian-
addresses [reserved] {add |
remove} ip_address

ip_address: ip-apgpec

3anpeLyaeT NPOXoXAeHNE KagpoB C HeAONYCTUMbIMK («MapcuaH-
ckummny») IP-agpecamu nctouHmKa (loopback, broadcast, multicast).

security-suite deny syn-fin

no security-suite deny syn-fin

-/BKAOYEHO

OtbpacbiBaeT naketbl TCP ¢ 04HOBPEMEHHO YCTaHOBJEHHbIMU
SYN- 1 FIN- dnaramu.

Bbik/toyaeT PpyHKUMIO oTbpacbiBaHMA nakeToB TCP c ogHoBpe-
MeHHOo ycTaHoBneHHbIMU SYN- 1 FIN- dnaramum.

security-suite dos protect
{add | remove} {stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpelyaeT/paspellaeT NPOXoOKAEHUE ONpeaeneHHbIX TUMOB Tpa-
dUKa, XapaKTepHbIX 417 BPEAOHOCHbIX NPOrpaMmm:

- stacheldraht — ot6pacbiBaeT TCP-nakeTbl ¢ NOPTOM WMCTOYHMKA
paBHbIM 16660;

- invasor-trojan — otbpacbiBaeT TCP-nakeTbl C NOPTOM Ha3HaYeHuUA
paBHbIM 2140 1 nopTOM UCTOYHUKaA 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl C NOPTOM Ha3Ha-
YyeHua 31337 1 nopTom UCTOYHMKA paBHbiM 1024.

security-suite enable [global-
rules-only]

no security-suite enable

-/BbIK/OYEHO

Bk/toYaeT Kiacc KomaHp security-suite.
- global-rules-only — oTtkntoyaeT knacc komaHg, security-suite Ha
nHTepdencax.
V He Bauset Ha paboTy KomaHAb! security-suite deny syn-
fin.

OTKAKOYaeT KNacc KOMaHA security-suite.

security-suite syn protection
mode {block | report | disa-
bled}

no security-suite syn protec-
tion mode

—/block

HacTtpansaet pexxkum 3awmtbl oT SYN-aTak:

- block — otbpacbiBaeT npegHa3HavyeHHble ycTponctey TCP-
nakeTbl ¢ yctaHoBneHHbIM dnarom SYN u dopmupyet npeaynpe-
»aatollee coobuieHune;

- report — popmupyeT npegynpexgatoLiee coobuieHne npu npu-
xofe npegHasHayeHHoro ycTpoicTey TCP-nakeTa ¢ ycTaHOB/EH-
HbIM dnarom SYN;

- disable — oTkntouaet 3awumTy.

Hactpausaet PexXnm no yMon4aHuio.

security-suite syn protection
recovery sec

no security-suite syn protec-
tion recovery

sec: (10..600) / 60

OnpeaenseT UHTepBan, MO UCTEYEHUN KoToporo ByaeT pa3bnoku-
poBaH paHee 3a6/10KMPOBaAHHbIN UCTOYHUK SYN-aTaKku.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

security-suite syn protection
threshold rate

no security-suite syn protec-
tion threshold

rate: (20..200) / 80

Onpepenser CKOPOCTb (KO/IMYECTBO MAKETOB B CEKYHAY) OT KOH-
KPETHOro UCTOYHMKA, NPU KOTOPOM 3TOT UCTOYHUK ByaeT MaeHTU-
dOULMPOBAH KaK aTaKyoLWmWN.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

security-suite syn protection
statistics

no security-suite syn protec-
tion statistics

— /BbIK/OYEHO

Bkntouyaet BeaeHue ctatuctmkm SYN-aTak.

BbikntoyaeT BeaeHne ctaTUCTUKKM SYN-aTak.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbli nopmos

KomaHZHas CTpoka B perkume KoHoUrypauumn nHTepdeliica Ethernet, rpynnsi nopToB nmeeT BUA;:

console

(config-if) #
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Tabnuua 241 — KomaHaa KoHourypaumm 3awmTbl oT DoS-atak gna nHtepdeincos

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

security-suite deny
{fragmented | icmp | syn}
{add | remove} {any |
ip_address [mask]}

no security-suite deny
{fragmented | icmp | syn}

ip_address: IP-agpec;
mask: macka B
dopmarte IP-agpeca nnm
npeduKca

Cosfaet npasuso, 3anpelatoliee NpoxoxaeHne Tpaduka, co-
OTBETCTBYIOLLErO KPUTEPUAM.

- fragmented — ¢pparmeHTUpPOBaAHHbIE NAKETHI;

- icmp — ICMP-TpaduK;

- Syn — syn-nakertbl.

YpanseT 3anpelyatouiee Nnpasumo.

security-suite dos syn-attack
rate {any | ip_address [mask]}

no security-suite dos
syn-attack {any | ip_address
[mask]}

rate: (199..2000)
NaKeToB B CEKYHAY;
ip_address: — IP-agpec;
mask: macka B
dopmarte IP-agpeca nnm
npedukca

3afaer nopor syn-3anpocos Ha onpeaeneHHbli IP-agpec/cets,
Npu MNpeBbIWEeHUM KOTOPOro /IMWHME Kagpbl 6yayT oTbpackl-
BaTbCA.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 242 — KomaHga pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show security-suite configura-
tion

OTobparkaeT HAacTPOMKKM 3aWwmTbl oT DoS-aTak.

show security-suite syn
protection {tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port: (1..8/0/1..24);
hu_port: (1/0/1..6);
group: (1..48)

OTobparkaeT HacTPOMKKM 3awmTbl oT SYN-aTak 1 onepaTMBHoe
COCTOAHWNE UHTepdencoB.

show security-suite syn protec-
tion statistics [detailed]
[source-ip ip_address | inter-
face {tengigabitethernet
te_port | hundredgigabitether-
net hu_port | port-channel
group}]

te_port: (1..8/0/1..24);
hu_port: (1/0/1..6);
group: (1..48)

OTobparkaeT HAaCTPOMKM CTaTUCTUKM 3aLLmTbl OT SYN-aTaK M UH-
dopmaLmio 06 UCTOYHMKAX aTaKu.
- detailed — oTobparkaeT AONONHUTENbHYIO MHDOPMaUUIO 06
VUCTOYHMKE aTaKu;
- source-ip — oTobpaKkaeT HPOPMaLMIO ANA YKa3aHHOTO ip-
apeca UCTOYHUKA;
- interface — oTobparkaeT MHGoOpPMaUUIO A5 YKa3aHHOTO UH-
Tepodelica.

V B craTtuctuke coxpaHaetca MHpopmauums o 512 no-

cnepgHUX UCTOYHMKAX aTak.

clear security-suite syn
protection statistics

OunwaeT cTaTUCTUKY 06 McToYHMKax SYN-aTak.

5.29 KauectBO 06CnyuBaHusa — QoS

Mo ymon4YaHWio Ha BCEX MOPTAX KOMMYTaToOpa MCNO/b3yeTCcA OpraHuM3aums odepesm NaKeToB Mo
meToay FIFO: nepsbiii npuwen — nepsbiit ywén (First In — First Out). Bo BpemMa MHTEHCMBHOW Nepeaayn
TpadMKa Npu MCNoab30BaHUM AAHHOTO METOAA MOFYT BO3HMKHYTb NPobHaemMbl, NOCKO/IbKY YCTPONCTBOM
UrHOPUPYIOTCA BCe MakKeTbl, He Boweawune B bydpep odepegn FIFO, M CcOOTBETCTBEHHO TepstOTCA
6e3B03BpaTHO. PelwaeT AaHHy0 nNpobnemy meTos, OpraHM3ylLWMA odepegm No NpuoputeTy Tpadwuka.
MexaHuam QoS (Quality of service — KauyecTBo 06CAyKMBaHMA), peanv3oBaHHbI B KOMMyTaTopax,
No3BO/IAET OPraHN30BaTb BOCEMb OYepeeln NpuopuTeTa NaKeTOB B 3aBUCMMOCTM OT TUMNa NepesaBaeMbix

AaHHbIX.
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5.29.1 Hacmpoiika QoS

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnunua 243 — KomaHab! perkuma rinobanbHoM KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

qos [basic | advanced
[ports-trusted |
ports-not-trusted]]

-/basic

Pa3spewaet kommyTaTopy ncnosabsosaTb QOS.

- basic — 6a3oBbIii perkum QoS;

- advanced — paclimpeHHbIl pexknum KoHdurypauum QoS, Bratoua-
IOLLMI NOHbBIV NepeYeHb KOMaHg, HacTpoiikm QOS;

- ports-trusted — B LlaHHOM NoAapeXXnme NakeTbl HaNPaBAAOTCA B
BbIXOAHYIO o4epesb Ha OCHOBaHUM NO/eN B 3TUX NaKeTax;

- ports-not-trusted — B fJaHHOM noapekume BCe MaKeTbl Hanpas-
NATCA B HY/NIEBYHO BbIXOAHYIO o4yepeab MO YMONYaHUIO, ANA OT-
npaBkKW B Apyrue odyepeam TpebyeTcA Ha3HayaTb HA BXOAHOM WH-
Tepdeiic cTpaternto kKnaccudurkaumm Tpaduka (policy-map).

qos advanced-mode trust
{cos | dscp | cos-dscp}

no qos advanced-mode trust

-/OTKNIOUEH

YCTaHOBUTL METOA, A0Bepus Ha NopTax npu pabote B pexume
paclmpeHHoro KoHourypauumn QoS n nogpexunme ports-trusted.

- €os — nopT goBepseT 3HavyeHuto 802.1p User priority;

- dscp — nopt aosepset 3HaveHuto DSCP B IPv4/IPv6-nakeTax;

- cos-dscp — nopT AosepaeT o6omMm ypoBHAM, ogHako DSCP nmeet
npuopuTeT Hag, 802.1p.

YcTaHaBAMBaeT MeToA No YMOYAHMUIO.

class-map class_map_name
[match-all | match-any]

no class-map
class_map_name

class_map_name: (1..32)
CYMBOJIOB;
Mo ymonyaHuio
MCNO/b3yeTcs onuun
match-all

1. Co3paeT cn1cok Kputepues Knaccudurkaumm Tpaduka.

2. BXOAUT B pexunm pefakTMpOBaHMA CMMCKA KPUTEPUEB Kaaccu-

duKkaumm Tpaduka.

- match-all — Bce KpuTepuu aaHHOro cNUcKa AOMKHbI BbITb BbINOJ-

HEHbI;

- match-any — oauH, noboi KpUTEPUIN JAHHOTO CMUCKA LO/KEH

ObITb BbINOJIHEH.

V B cnucke KputepueB MOKeT 6biTb 0OAHO MM ABa npa-
Buna. Ecam npasuna aBa, n 06a OHM YKa3bIBAlOT Ha pas-
Hble Tunbl ACL (IP, MAC), To KnaccudpuKkauma byget ocy-
LLLeCTBAIATLCA MO NEPBOMY B CMUCKE BEPHOMY NpaBuy.

V DeiicTByeT TONbKO ANA pexxnuma qos advanced.

YpanseT cnucok Kputepues Knaccudurkaummn Tpadmka.

policy-map policy_map_name

no policy-map
policy_map_name

policy_map_name:
(1..32) cumBonos

1. Co3pgaert cTpareruto knaccudumrkaumm Tpaduka.
2. BXoAuUT B peXMM peaaKTUpPOBaHMA CTpaTermmn Knaccuobukaumm
TpaduKa.
B ogHOM HanpaBAeHUU NOAAEPIKUBAETCA TONbKO OA4HA
V cTpaTterua Knaccudukauum tpadmka.
Mo ymonuyaHuio policy-map ycraHasnmeaet DSCP = 0 gna
IP-nakeToB 1 CoS = 0 AnA TerMpoBaHHbIX MAKETOB.

V JeicTByeT TONbKO ANA pexxuma gos advanced.

YpanseT npaBuao KnaccupuKaumm Tpaduka.
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qos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:

(1..32) cumsona;
committed_rate_kbps:
(3..57982058) kbUT/C;

excess_burst_byte:
(3000..19173960) 6aiit

OnpepenseT WabnoH HACTPOEK, KOTOPbIW NMO3BOAAET ONPAHUYNUTD
NMofocy MPONyCKaHUA KaHala U B TO Ke BPEMA rapaHTMpOBaTb
onpeaeneHHy CKOpoCTb NepeAaym AaHHbIX.

Mpw paboTe c N0I0COM NPONYCKAHUA UCMNONb3YETCA aNTOPUTM Map-

KMPOBaAHHOM «KOP3MHbI». 3af34elt anroputma sABasaeTca NpuHATUE

peleHnA: nepeaaTtb NakeT uan otbpocuTtb. MapameTpammu anro-

puUTMa ABAAOTCA CKopocTb noctynneHuns (CIR) mapkepoB B «Kop-
3UHY» 1 06bEM (CBS) «KOP3UHBIY.

- committed-rate-kbps — cpepgHee 3HauyeHWe CKOpOCTM TpaduKa.

[aHHasa cKopoCTb rapaHTUpPyeTca Npu nepeaaye MHGopmauuu;

- committed-burst-byte — pasmep caep:KkunBatoLero nopora B 6ak-

Tax;

- drop — naket 6yaeT oTHpOLLEH, KOr4a «KOp3MHa» NepenoHUTCS;

- policed-dscp-transmit — npu nepenoaHeHUn «KOP3MHbI» 3HaYe-

Hue DSCP 6ygeT nepeonpeaeneHo.

V Henb3a yaanutb WabnoH HACTpPOeK, ecin OH UCMONb3y-
eTcA B cTpaterum policy map, nepea yaaneHwem cnepyer
yAanUTb Ha3HauyeHue wWwabnoHa crpateruu: no police
aggregate aggregate-policer-name.

V [eiicTBYyeT TONbKO ANA pexxuma qos advanced.

YpanseT wabnoH HaCTPOEK Pery/iMpoBaHMsa CKOPOCTU KaHana.

cosl...cos8

wrr-queue cos-map queue_id

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayeHus CoS no
YMOJIYaHUIO ANA
oyepepnen:
CoS=1-o4epegb 1
CoS =2 —o4epegb 2
CoS =0-—ouepeap 3
CoS =3 —ouepeap 4
CoS =4 —oyvepeap 5
CoS =5—ou4epeap 6
CoS =6 —ouepeap 7
CoS =7 —ouepeap 8

Onpegenset 3HaueHun CoS ana oyepeaeit ncxogalero Tpaduka.

YcTaHaBAMBaeT 3HAYeHUA No YMO4YaHUIO.

wrr-queue bandwidth
weightl..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymon4aHmio Bec
KaKaoW ovepeam paseH
1

MpucBanBaeT Bec UCXOAALLMM o4Yepeasam, UCMNOAb3yeMblid mexa-
Huamom WRR (Weighted Round Robin — BecoBoi mexaHu3m pac-
npegeneHnsa Harpysku).

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

priority-queue out
num-of-queues
number_of _queues

no priority-queue out
num-of-queues

number_of_queues:
(0..8)

Mo ymonuaHuio Bce
ouepeam
obpabaTbiBatoTCA NO
anropuTtmy «strict
priority».

3aZaeT KOJIMYECTBO NPUOPUTETHDBIX OYepesent.

V Ana npuoputetHoii ouepeamn sec WRR 6yaeT urHopumpo-
BaTbCA.
Ecnn 3apaetca otaimuHoe ot «0» 3HayeHue N, To cTaplume
N ouepepgeit 6yayT npuoputeTHbiMu (He 6yayT yyacTso-
BaTb B WRR).
Mpumep:
0: BCe ouepeaun paBHONPABHbI;
1: cemb mnaawmx oyepegeit yyactsyotr B WRR, 8-aa He
y4yacrsyer;
2: wecTb MAaaWnxX ouepegeir yyactsytotr B8 WRR, 7, 8 He
y4acrByliorT.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

dscp-cos}

gos map enable {cos-dscp |

no gos map enable
{cos-dscp | dscp-cos}

Mcnonb3oBaTth 3aflaHHyl0 Tabauuy nepemMapKUMpOBKM AnsA AoBe-
PEeHHbIX NOPTOB KOMMYTaTOpA.

He ucnonb3oBaTb TabauLy nepemapKkUpoBKy.
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gos map dscp-mutation
in_dscp to out_dscp

no qos map dscp-mutation
[in_dscp]

in_dscp: (0..63),
out_dscp: (0..63)

Mo ymonyaHuio KapTa
MN3MEHEeHW fABNAeTcA ny-
CTOW, TO eCTb 3Ha4YeHus
DSCP pgna Bcex BXxoaaLmx
NaKeToB OCTAOTCA HEU3-
MEHHbIMM

3anonHaeT Tabaunuy nepemapkmposku DSCP. Ana BXxoaAawmx nake-
TOB C YKa3aHHbIMM 3HayeHuamu DSCP 3apaeT HOBble 3HayeHwuA
DSCP.
- in-dscp — onpegensaet no 8 3HayeHuit DSCP, 3HaueHus pasgens-
t0TCA 3HaKoM npobena;
- out-dscp — onpegenseT fo 8 HoBbIX 3Ha4yeHul DSCP, 3HauyeHun
pasaenatoTca 3Hakom npobena.

V feiicTBYeT TONbKO ANA pexuma qos basic.

YcTaHaBAMBAET 3HAYEHUA NO YMONYaHUIO.

qos map policed-dscp
dscp_list to dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabamua
NMOBTOPHO MapKMUPOBKM
ABNAETCA NYCTOW, TO ecTb
3HayveHunAa DSCP gna scex

BXOAALLMX NAaKETOB
OCTaloTCA HEM3MEHHbIMMU

3anonHaeT Tabauuy nepemapkmposkm DSCP. [ins Bxoaawmx nake-
TOB C yKa3aHHbIMW 3HauyeHuamu DSCP 3agaeT HoBOe 3HauyeHue
DSCP.

- dscp_list — onpepnensaeT go 8 3HaueHuit DSCP, 3HaueHus pasgens-
OTCA 3HAKOM npobena;

- dscp_mark_down — onpeaenset HoBoe 3Ha4YeHue dscp.

V JeiicTByeT TONbKO ANA pexxmma gos advanced.

YcTaHaBAMBaEeT 3Ha4YeHue no YMO4YaHUIO.

qos map dscp-queue dscp_list
to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3HayeHusa no
YMONYAHUIO:
DSCP: (0-7), ouepeab 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepeab 3
DSCP: (24-31), ouepegb 4
DSCP: (32-39), ouepegb 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeap 7
DSCP: (56-63), ouepesab 8

YcTaHaBAMBaeT COOTBETCTBME Mexay 3HaveHuamn DSCP Bxopas-
LLMX MAKETOB U oYepesamu.

- dscp_list — onpenensaeT ao 8 3HaueHuit DSCP, 3HaueHuA pasaens-
OTCA 3HaKOM npobena.

YcTaHaBAMBaeT 3HAYeHUA No YMON4YaHUIO.

qos trust {cos | dscp |
cos-dscp}

no qos trust

-/cos

YcTaHaBAMBaET PeXMM [0BEPUA KOMMYTaTOpa B 6a30BOM pexnme
QoS (CoS nnu DSCP).

- COS — YCTaHABNMBAET KNaccndUKaLMio BXOAALLMX NAKETOB MO 3Ha-
yeHmam CoS. [na HeTermpoBaHHbIX MAaKeTOB MCMO/b3yeTca 3Have-
Hue CoS No ymonyaHuio;

- dscp — ycTaHaBAMBaAeT KnaccMOUKaLMIO BXOAALMX MAKETOB MO
3HaveHuam DSCP.

- cos-dscp — yCTaHaBAMBaeT KAaccMdUKaLMIO BXOAALWMX MAKETOB
no 3HavyeHnAam DSCP ana IP-naketoB un no 3HavyeHnam CoS gna He
IP-nakeToB.

V JeicTByeT TONbKO ANA pexuma qos basic.

YcTaHaBAMBaeT 3HaYeHUA NO YMOAYAHUIO.

gos dscp-mutation

no qos dscp-mutation

Mo3BonseT NPUMeHUTb TabanLy U3MEHEHUI dScp K COBOKYNMHOCTH
dscp-foBepeHHbIX NOPTOB. Mcnonb3oBaHWe TabanLbl USMeHeHUM
no3sosfeT nepesanucatb 3Ha4YeHua dscp B IP-naketax Ha HoBble
3HaYeHuA.

V MNpumeHuTb Tabnauuy wusmeHeHuh DSCP BO3MOXKHO

TO/IbKO ANA BXOAALLEro TpadpuKa AOBEPEHHbIX NOPTOB.
V [DeiicTByeT TONbKO ANA pexxuma qos basic.

OTmeHsAeT ncnosb3oBaHMe KapTbl U3MEHEeHU dscp.

gos map dscp-mutation
in_dscp to out_dscp

in_dscp: (0..63);
out_dscp: (0..63)

Mo ymonuyaHuto KapTta
M3MEHEHUN ABnseTca
NycTOM, TO eCTb 3HaYeHUA
DSCP gna Bcex BXogAwmx
NnakeToB OCTalOTCA
HEU3MEHHbIMMU

3anonHaeT Tabauuy nepemapkmposku DSCP. Jna BXoAAWMX NaKe-
TOB C YKa3aHHbIMM 3HaveHuamn DSCP 3apaeT HOBble 3HauveHuA
DSCP.

- in-dscp — onpepenset ao 8 3HavyeHui DSCP, 3HaueHuns pasgens-
0TCA 3HaKoM npobena;

- out-dscp — onpepenset fo 8 HoBbIX 3HaYeHWn DSCP, 3HauveHuA
pasgenatoTca 3Hakom npobena.

V [eicTByeT TONIbKO ANA pexuma qos basic.
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no gos map dscp-mutation YcTaHaBAMBaET 3HAYEHMA MO YMOSYAHUIO.
[in_dscp] i
rate-limit vlan vian_id rate YcTaHaBAMBAET OrpaHUYEHNe CKOPOCTU ANA BXoAsAwero TpaduKa
burst vlan_id: (1..4094); AnA 3agaHHoi VLAN.
rate: (3..57982058) - vlan_id — Homep VLAN:
K6UT/C; - rate — cpeaHAn ckopocTb TpaduKa (CIR);
burst: (3000..19173960) | - burst — pasmep caepmBatowLero nopora (orpaHu4YeHne CKopo-
6ait1/128 KbaiiT cTu) B baiiTax.

no rate-limit vlan vian_id CHMMAET orpaHMYeHne CKOPOCTU Bxogawero Tpaduka.

KomaHObI pexcuma pedakmuposaHUSA CIUCKA Kpumepues KaadccuguKkayuu mpaguka

BuA 3anpoca KOMAHOHOM CTPOKM perrMMa pefakTUPOBAHUA CMMCKA KpUTepueB KnaccuduKaumm
Tpaduka:

console# configure
console (config)# class-map class-map-name [match-all | match-any]
console (config-cmap) #

Tabanuya 244 — KomaHAbl perkMma pefakTMpoBaHMA CNMCKa KpuTepues KnaccuduKkaumm Tpadmka

Komanoa 3Ha4yeHue/3HayeHue Neiicmeue

no yMoaAYaHuro

match access-group ac/_name JobasnsaeT Kputepuit KnaccupuKkaumnm tpaduka. Onpegenset npa-

BuAa dunbTpaumm Tpaduka no cnncky ACL ana Knaccudurkaumu.
acl_name: (1..32) V JeicTByeT TONbKO ANA pexxuma gos advanced.
CUMBOJI0B
no match access-group YaanaeT kputepuin kKnaccudurkaumm Tpaduka.
acl_name

KomaHObI pexcuma pedaKkmuposaHUa cmpame2uu Kaaccugukayuu mpaduKka

Bua 3anpoca KOMaHAHOW CTPOKM peXMMa peflakTMPOBaHUA cTpaTernmn Knaccudukaumm Tpadmka:
console# configure
console (config)# policy-map policy-map-name

console (config-pmap) #

Tabanua 245 — KomaHabl pexxnma pesakTmpoBaHua cTpatermmn Knaccudurkaumm tpaduka

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o ymon4aHuo
class class_map_name Onpegenset Npasuao Knaccubunkaumm Tpaduka u BXOAUT B PEKUM
[access-group acl_name] KOHOUrypaumm npasuna knaccuodukaumm — policy-map class.
-acl_name — onpegenseT npasuna ¢GuabTpauum Tpaduka no
cnucky ACL ana KnaccudumKkaumm. NMpy co3gaHumn HOBOTO NPaBuia
KnaccuduKaLumm onuMoHabHbI NapameTp access-group obsasarte-
class_map_name: NeH.
(1..32) cumsonos; [Ana Toro utobbl MCNONb30BaTb HACTPOMKU cCTpaTerum
acl_name: (1..32) V policy-map Ana unTepdeiica, Mcnonb3yiiTe KomaHAy
CMMBONOB service-policy B pexxume KoHpurypauumn nntepdeiica.
V [eicTByeT TONIbKO ANA pexxuma gos advanced.
no class class_map_name Ypanset npasuno knaccudukaumm tpadumka class-map us crpate-
rum policy-map.
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KomaHObI pexcuma KoHgu2ypauyuu npasuad Kaaccugukayuu

Bua 3anpoca KoMaHAHOM CTPOKM pexnma KoHPUrypaumm npasuaa Knaccmbumkaumu:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabanua 246 — KomaHabl perkMma KoHoUrypaumm npasuna Knaccupuraymm

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

trust

no trust

Mo yMONYaHMIO pPeEXUM
[OBepus He yCTaHOBAEH

OnpegenseT pexxum goBepua K onpegeneHHoOMy TUny Tpaduka
COrNacHo rnobasbHOMY PeXUMY 40BEpUS.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

set {dscp new_dscp | queue
queue_id | cos new_cos | vlan
vlan_id}

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YcTaHaBAnBaeT HOBble 3HavyeHua ana IP-nakeTta.
KomaHpa set aBnseTcA B3aMMOMUCKIIOUAKOLWEN C KO-
V MaHZAoI trust ana ogHoM u Toii e ctpaterum policy-
map.

Crparerum policy-map, ucnonb3yiowme KomaHgapl set,
V trust uam umerowmii Knaccudpukauymo ACL, HasHaua-

I0TCA TONIbKO ANA UCXOAALMUX MHTEPDENCOoB.

V [DeicTByeT TONIbKO ANA pexuma qos advanced.

hu_port | port-channel group}

no redirect

group: (1..32)

no set Ypanaet HoBble 3Ha4YeHUA gna IP-nakeTa.

redirect { tengigabitethernet HanpaenseTt nakeTbl, y40BAeTBOPAOWME NpaBuay Knaccudu-
te_port | te_port: (1..8/0/1..32); Kauun TpaduKa, B yKasaHHbIN NOPT.

hundredgigabitethernet hu_port: (1/0/1..6);

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

police committed_rate_kbps
committed_burst_byte
[exceed-action {drop | policed-
dscp-transmit}]

police aggregate
aggregate_policer_name

no police

committed_rate_kbps:
(3..12582912) kbut/c;
committed_burst_byte:
(3000..19173960) 6aiiT;
aggregate_policer_name:
(1..32) cumBonos

M03BONISET OrPaHNYUTL NONOCY NPOMNYCKAHUA KaHaNa U B TO e
BpeMA rapaHTUpoBaTb OMpeAeNeHHyl CKOpoCTb nepegayn
JOaHHbIX.

Mpu paboTe ¢ NONOCOW NPONYCKAHUSA UCMOb3YETCA aNrOPUTM
MapKUPOBAHHOM «KOP3WHbI». 3ajauvelt anropuTma sABASeTCA
NPUHATUE peLleHus: nepesaTb NakeT UM oT6pocuTs. NMapameT-
pamu anroputma ABAAIOTCA cKopocTb noctynaeHus (CIR) map-
KEpPOB B «KOP3UHY» U 06bEM (CBS) «KOP3UHbI».

- committed_rate_kbps — cpefHee 3HayeHWe CKOPOCTM Tpa-
¢duka. [laHHasa CKOPOCTb rapaHTMpyeTca Npu nepepave MHop-
maumu;

- committed_burst_byte — pa3amep CAEp’KMBaAKOLWEro nopora B
balitax;

- drop — naket byaeT oTbpolLeH, Korga «KOp3uHa» nepenos-
HUTCA;

- policed-dscp-transmit — npu nepenonHeHUn KKOP3UHbI», 3HA-
yeHune DSCP byaert nepeonpesgeneHo.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

HasHauaeT npaBuny KnaccuduKkauumm Tpaduka wabnoH
HaCTPOEeK, KOTOPbI NO3BOAET OrPaHUYMUTL MONOCY MNPOMyCKa-
HWA KaHana v B TO e Bpems rapaHTMpOoBaTb OnpesaeseHHYo
CKOPOCTb MepeAaqn AaHHbIX.

V [eiicTBYeT TONIbKO ANA pexxuma gos advanced.

YpanseT wabnoH HacTpoeK peryiMpoBaHUA CKOPOCTU KaHana
13 npaBuna Knaccudurkaumm Tpaduka.
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KomaHObI pexcuma KoHgu2ypayuu npogusas qos tail-drop

BunAa 3anpoca KoMaHAHOM CTPOKM pexnma KoHdurypaumm npoduns qos tail-drop:

console# configure
console (config) # gos tail-drop profile profile id
console (config-tdprofile) #

Tabnuua 247 — KomaHapl pexxmuma KoHourypaumnm npoduns qos tail-drop

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

KomaHda Aeiicmeue

port-limit /imit 3afaTb pasmep NakeTHOro pasAenaemoro nyna gaa nopra.

limit: (0..7576)/25

no port-limit YCTaHOBWTb 3HaYEHME NO YMOYAHUIO.

queue queue_id [limit
limit] [without-sharing |
withsharing]

MN3meHWTb NapameTpbl oYepeam:

- queue_id — Homep oyepesu;

- limit — KonNnMyecTBO NaKeToOB B oYepeau;

- without-sharing — 3anpeTtutb goctyn K obwemy nyny;
- with-sharing — paspewwuTb goctyn K obwemy nyny.

limit: (0..7576)/12;
queue_id: (1..8)

no queue queue_id YCTaHOBWUTb 3HAYEHME MO YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbi nopmos

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepdeica Ethernet, rpynnel noptos:
console (config-if)#

Tabanua 248 — KomaHabl pexxnma KoHpurypaumm nHtepoeiica Ethernet, rpynnel noptos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

service-policy {input | output}
policy_map_name [default-
action {deny-any | permit-
any}]

no service-policy {input |
output}

policy_map_name:
(1..32) cumBonos

HasHavaeT nHtepdeliicy ctpaternio knaccuduraumm Tpadmka.

- deny-any — ot6pocuTb TpaduK, He NonagatoLmii noa aencrene
NOIUTUKK;

- permit-any — paspewunTb NpoxoxaeHue TpaduKa, He
nonazgarwoLLero noa AencTsne NoAUTUKN.

YaansaeT ctpatervio knaccudpukaumm tpaduka ¢ nHTepdeica.

traffic-shape committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(64..1000000) K6UT/C;

committed_burst:
(4096..16762902) 6aiT

YcTaHaBAWBaET OrpaHMYeHne CKOPOCTU ANA Ucxoaallero Tpadmka
yepes UHTepodeic.

- committed_rate — cpeHAA CKOPOCTb TpaduKa, KBUT/c;

- committed_burst — pa3smep cAeprKMBatoOLLEro nopora (orpaHuye-
HUWe ckopocTtu) B baiiTax.

CHUMaEeT orpaHMyeHme CKOPOCTM ucxoasaLero Tpaduka yepes uH-
Tepdelic.

traffic-shape queue queue_id
committed_rate
[committed_burst]

no traffic-shape queue

queue_id: (0..8);
committed_rate:
(36..1000000) k6uT/C;
committed_burst:
(4096..16769020) 6aiit

YcTaHaBAWBaeT orpaHMYeHne CKopocTH TpaduKa Yepes nHTepdeic
ANA ncxoaslLeit oyepeau.

- committed_rate — cpeHAA CKOPOCTb TpaduKa, KBUT/c;

- committed_burst — pa3smep cAepHKMBatOLLEro nopora (orpaHuye-
HUWe ckopocTu) B baliTax.

CHUMaEeT orpaHuyYeHne ckopocTu TpaduKa yepes UHTepdeic ana

queue_id ncxogALen oyepean.
qos trust [cos | dscp | BktoyaeT 6a30Bblii MexaHM3M qos Ana uHTepdeiica.
cos-dscp] - €os — nopT AosepsAeT 3HavyeHuto 802.1p User priority;

no qos trust

-/BKIOYEHO

- dscp — nopt AosepseT 3HaveHuto DSCP B IPv4/IPv6-nakeTax;
- cos-dscp — nopT gosepsaeT 06o0Mm ypoBHAM, ogHako DSCP nmeet
npuopuTeT Hag 802.1p.

BbIk/toyaeT 6a30BbI MEXaHU3M OS A/1A MHTepdeica.

rate-limit rate [burst burst]

YcTaHaBAMBaET orpaHuYeHme CKOpoCTU A BXoadALLero Tpaduka.
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no rate-limit

rate: (64..10000000)
Kéut/c;
burst:
(3000..19173960)
6ai1T/128 kbanT

CHUMaEeT orpaHunyeHne CKOPoCTH BXoaaLero TpadumKa.

qos cos default_cos

Nno qos cos

default_cos: (0..7)/0

YctaHaBauBaeT 3HayeHne CoS no ymonuyaHuio gns nopta (CoS, npu-
MEHAEMbIN ANA BCEro HeTermpoBaHHOro TpaduKa, Npoxoasllero
yepes nHTepdeic).

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

gos tail-drop profile profile_id

no qos tail-drop profile

profile_id: (1..8)

MpuBA3aTb YKa3aHHbIA Npodub K MHTepdelicy.

Y6paTb NpuBA3KY.

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 249 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show qos

MokasbiBaeT pexknum QOS, HacTpoeHHbIN Ha ycTpolicTee. B 6a3o-
BOM PeXMMEe NOKa3blBaeT « A0BEPEHHbIN» pexum (trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cumBona

MoKa3blBaeT CNUCKK KpuTepmes KnaccuduKkaumm Tpaduka.
71 DeiicteyeT TonbKO AnA pexxuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name:
(1..32) cumBona

MoKasbiBaeT NpaBuaa KnaccuduKaLmm Tpaduka.
/| [eiictByet TONbKO AN pexuma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumBona

MoKa3biBaeT HACTPOMKMN CpeaHeit CKOPOCTU M OrpaHUYeHnsa no-
NOCbl NPONYCKaHUA 4AA NpaBua Knaccudurkaumm Tpadmka.
/| [eiictByeT TONbKO ANA pexxuma qos advanced.

show qgos interface [buffers |
queuing | policers | shapers]
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)

MoKa3sblBaeT QoS-napameTpbl 414 MHTepdeica.

- vlan_id — Homep VLAN;

- te_port — Homep nHTepdelicos Ethernet XG1-XG12;

- group — Homep rpynnbl NOPTOB;

- buffers — HacTpoikun bydepa gna ouepeseit HTepodelica;

- queueing — anroputm 06paboTkmn ovepeaen (WRR mnam EF), Bec
ona WRR-ouepenelt, Knaccbl 06Cny»KMBaHMA OAs odepenen U
npuoputet ana EF;

- policers — ckoHdUrypupoBaHHble cTpaTerMm Knaccudukauum
Tpaduka ana nHTepdeica;

- shapers — orpaHuyeHne ckopoctu ans ncxogsaiuero Tpaduka.

show qos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation]

MoKa3sblBaeT MHPOPMALMIO O 3aMeHe NoJiei B NaKeTax, UCNo/b-
3yembix QOS.

- dscp-queue — Tabanua cootsetcTeus DSCP 1 ouepegei;

- dscp-dp — Tabanua cootsetcTBus metok DSCP u npuoputeta
cbpoca (DP);

- policed-dscp — Tabaunua nepemapkuposku DSCP;

- dscp-mutation — Tabanua nsmeHernns DSCP-to-DSCP.

show qos tail-drop

MpocmoTp napameTpos tail-drop.

show qos tail-drop
tengigabitethernet te_port
hundredgigabitethernet
hu_port

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);

Mpocmortp tail-drop nHpopmaumm no KoHKpeTHOMY MopTy (BCem
noprtam).

show qos tail-drop unit unit_id

unit_id: (1..8)

MpocmoTp tail-drop MHGOpPMauUKM NO KOHKPETHOMY YCTPOWCTBY B
cTeKe.
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[pumepbl 8b1M0AHEHUS KOMAHO

Bkntountb pexum QoS advanced. Pacnpepenutb Tpaduk no ouvepegsam, naketol ¢ DSCP 12 B
nepsyto ovepeapb, naketbl ¢ DSCP 16 Bo BTOpY0. Bocbmas ouepeab — npuoputeTHasa. Co3gaTb cTpa-
Terno Knaccuodukaumm Tpadmka no cnmucky ACL, paspewatowemy nepegady TCP-naketos ¢ DSCP
12 1 16 ¥ orpaHUUYMBaIOLLYIO CKOPOCTb — cpeaHaa ckopocTb 1000 K6uT/c, nopor orpaHuyeHma
200000 6aiT. Ucnonb3oBaTb AaHHYHO CTpaTernto Ha uHtepdencax Ethernet 14 n 16.

console#

console# configure

console (config)# ip access-list tcp ena

console (config-ip-al)# permit tcp any any any any dscp 12
console (config-ip-al) # permit tcp any any any any dscp 16
console (config-ip-al)# exit

console (config)# gos advanced

console (config) # gqos map dscp-queue 12 to I

console (config)# qgos map dscp-queue 16 to 2

console (config)# priority-queue out num-of-queues I

console (config)# policy-map traffic

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c)# exit

console (config-pmap) # exit

console (config) # interface tengigabitethernet 1/0/14

console (config-if) # service-policy input traffic

console (config-if) # exit

console (config) # interface tengigabitethernet 1/0/16

console (config-if) # service-policy input traffic

console (config-if) # exit

console (confiqg) #

5.29.2 Cmamucmuka QoS

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnuua 250 — KomaHabl pexxknma rnobanbHoN KoOHPUrypawmm

3HayeHue/3HavyeHue ”
KomaHoa / Aeilicmeue
1o ymon4aHuio

qos statistics aggregate-policer
aggregate_policer_name

no qos statistics
aggregate-policer
aggregate_policer_name

aggregate_policer_name:

(1..32)
CI/IMBO}'IOB/BbIKI'IIO"IeHO

Bkntouaet QOS-CTaTVICTMKy Nno OrpaHN4YeHU0 NON0C nponycka-
HUA.

OTkAntovaet QOS-CTaTVICTVIKy no orpaHNU4YeHUo NOs0C Nponycka-
HUA.

gos statistics interface

no qgos statistics interface

-/BbIK/IOYEHO

BkntoyaeT c6op QOS-CTaTUCTUKM Ha BCex MHTepdeicax.

BbikntouaeT c6op QOS-CTaTUCTUKM Ha BCex uHTepdeiicax.
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KomaHOwbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 251 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/ 3HayeHue
no ymon4yaHuro

Aelicmeue

clear qos statistics

OyuLLaeT cTaTUCTUKY QOS No Bcem MHTepdeicam.

clear gos statistics interface
tengigabitethernet te_port |
hundredgigabitethernet
hu_port

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

OumuiaeT ctaTucTMKy QOS yKasaHHOro nHTepodeiica.

show qos statistics

MokasbiBaeT cTaTUCTUKY QOS no Bcem MHTepdencam.

show qos statistics interface
tengigabitethernet te_port |
hundredgigabitethernet
hu_port

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

MoKasbiBaeT cTaTUCTMKY QOS yKasaHHOro uHTepdeiica.

5.30 KoH}urypauma npoToKON0B MapLupyTU3aLum

5.30.1 KoHndpueypayua cmamuyeckoii mapwpymusayuu

CTaTnyeckaa mapluipyTM3auus — BMZA MapLUpyTM3aumMu, NpUM KOTOPOM MapLIpyTbl YyKasblBaloTcA B
ABHOM BMAE NPU KOHPUTYpaLLMM MapLIpyTU3aTopa. Bca mapLupyTnsauma npm sTom NponcxoauT 6es yyactusa
KaKMX-MMB0O NPOTOKON0B MapLUpyTU3aLMM.

KomaHObI pexcuma 2a06anab6HolU KoOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnunua 252 — KomaHabl perkuma rnobanbHoM KoOHGUrypauum

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip route prefix prefix_length
{reject-route | gateway
[metric metric] [track track
numberl}

no ip route prefix prefix_length
{reject-route | gateway}

prefix: (A.B.C.D);
prefix_length: (A.B.C.D
wnm /n);
gateway: (A.B.C.D)
metric (1..255)/1;
track_number: (1..64)

Co3paeT cTaTUYecKoe NpPaBuIo MapLlpyTU3aLum.

- prefix — IP-appec ceTn HazHayeHwus;

- prefix_length — macka npeduKca HazHaYeHUs Un eé oINHa;

- reject-route — 3anpeLaeT MapLpPyTU3aLMIO K CETU Ha3HayeHus
yepes Bce LWA03bI;

- gateway — IP-agpec wato3a gna focTyna K CeTM HasHayeHus;

- metric — MeTPUKa 419 AAHHOTO MapLIpyTa;

- track_number — Homep track obbeKTa, onpeaenstowero cocros-
Hue mappyTa (up nam down).

Ypanaet npasnno u3 Ta6}1MLI,bI cTaTUYecKom MapLuwpyTmnsauunu.

KomaHOwbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnuua 253 — KomaHap! pexkmuma EXEC

KomaHoa

3HayeHue/ 3HayeHue

Aelicmeue
o ymon4YaHuro

show ip route [connected |
static | address ip_address
[mask | prefix_length]
[longer-prefixes]]

MokasbiBaeT TabauLy MapLpyTU3aLMK, YA0BAETBOPAIOLLYIO 3a4aH-
HbIM KpUTEPUAM.

— connected — NOAKNIOYEHHbIV MapLUPYT, TO €CTb MapLIpPYT, B3ATbIN
- C HenocpeACcTBEHHO NOAKNOYEHHOTO U GYHKLMOHUPYIOLWEro UHTep-
delica;

— static — cTaTUyeckuii MapLpyT, NPONUCaHHbIW B Tabauue mapLupy-
T™M3auuun.

[pumep 8b1M10AHEHUA KOMAHObI

= [loKas3aTb Tabanuy MapwpyTU3aLmm:

console# show ip route

S 10.9.1.0/24
S 10.9.1.0/24
S 172.1.1.1/32

Maximum Parallel Paths: 2 (4 after reset)

Codes: C - connected, S - static

C 10.0.1.0/24 is directly connected, Vlan 1

[5/2] via 10.0.1.2, 17:19:18, Vlan 12
[5/3] via 10.0.2.2, Backup Not Active
[5/3] via 10.0.3.1, 19:51:18, Vlan 12

Tabnnua 254 — OnucaHWe pesyabTaTa BbINOJHEHUA KOMaHAbI

Mone OnucaHue
MoKa3bIBaeT NPOMCXOXKAEHME MapLIpyTa:
C C — Connected (MapwpyT B3AT U3 HENOCPEACTBEHHO MOAKAOYEHHOTO U GYHKLMOHUPYIO-
wero uHTepdeiica),
S — Static (cTaTMyecKuMit MapLwpyT, NPONUCaHHbIN B Tabanue mapwpytTusaumum).
10.9.1.0/24 Apapec ceTu.
MepBoe 3HaYeHne B CKOOKax — aAMMUHUCTPATUBHAA ANCTaHUMA (CTeNeHb AOBEepUs MapL-
[5/2] pyTM3aTOPYy, YEM YMC/IO BbILLE, TEM MEHbLUE JOBEPUE K UCTOYHUKY), BTOPOE YMC/IO — MET-
pUKa mapupyTa.
via 10.0.1.2 Onpegpenset IP-agpec cneaytowero mapLipyT1M3aTopa, Yepes KOTOpbll NPOXOAUT MapL-
o pyT A0 ceTu.
00:39:08 OnpeaenseTt Bpema nocnegHero 06HOBAEHMA MapLpyTa (4acbl, MMHYTbI, CEKYHAbI).
Vlan 1 OnpepenseT nHTepdelic, Yepes KOTOPbIN MPOXOAMUT MapLUPYT A0 CETU.

5.30.2 Hacmpoliika npomokona RIP

MpoTtokon RIP (aHrn. Routing Information Protocol) — BHYTpeHHWI1 NPOTOKOA, KOTOPbIM No3BOASET
MapLpyT13aTopam AWHAMMYECKM OOHOBAATbL MApPLUPYTHYH MHOOPMALMIO, MoJslyyas ee OT COCeAHMX
MapLpyT13aTOPOB. ITO OYEHb NPOCTOM NPOTOKO/, OCHOBAHHbIN Ha NPUMEHEHUW ANCTAHLMOHHOTO BEKTOPA
MapuwpyTnsaumm. Kak AUCTaHLMOHHO-BEKTOPHbIM NpoTokos, RIP nepuoamyecku nocbliaer obHOBAEHUS
Mexay coceasmM, CTposi, TakMm obpasom, Tomnosorvto cetn. B Kakgom O6HOBAEeHUM nepenaercs
MHPOpPMaLMA O AUCTaHUMWM [0 BCEX CeTell Ha cocegHuin mapwpytusatop. KommyTtaTtop noggepusaert

npotokon RIP Bepcum 2.

KomaHObI pexcuma 2a06asb6Hol KoOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoli KoHUrypaumum:

console (config) #
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Tabnuua 255 — KomaHap! pexkmma rnobanbHon KoOHGUrypaumm

3HayeHue/3HayeHue
no yMmoA4YaHuio

KomaHda Aeiicmeue

router rip Bxog, B pexxum KoHourypaumm npotokona RIP.

no router rip YaaneHue rnobanbHon KoHdUrypauum npotokona RIP.

KomaHObI pexcuma KoHgu2ypayuu npomokosad RIP

BuAa 3anpoca KOMaHAHOWM CTPOKU:
console (config-rip) #

Tabanuya 256 — KomaHabl pexkmuma KoHourypaumm npotokona RIP

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

default-metric [metric]

no default-metric

metric: (1..15)/1

YcTaHaBAMBaEeT 3HaYeHMEe METPUKM, C KOTOPOW ByayT aHOHCK-
pOBaTbCA MapLUPYTbl, MO/NYYEHHblE APYFMMU MPOTOKONAMM
MapLlupyTusaumn. bes napameTpa yctaHaB/AMBaEeT 3HaYeHue o
YMONYaHMIO.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

network A.B.C.D

A.B.C.D: IP-appec

YcTaHasnuBsaeT IP-agpec nHtepdeiica, KotTopblit byaeT yyacTso-
BaTb B NpoLLecce MapLpyTU3aumm.

no network A.B.C.D uHTepdenca Ypanset IP-agpec nHtepdelica, Kotopbli byaeT yyacTBoBaTh B
npouecce MapLpyTM3aLmu.

redistribute {static | PaspelwaeT aHOHcMpoBaHMe mappyTtos Yyepes RIP.

connected } [metric - 6e3 nmapameTpoB — O3HayaeT, yto byaeT MCNonb3oBaTbCA

transparent] default-metric npy aHOHCMPOBaHMM MapLLpPYTOB;
- metric transparent — o3HavaeT, YTo HyAET MCMONBL30BATLCA

- MEeTPUKA U3 TabAnLbl MapLLPYTU3aLUu.

no redistribute {static | 3anpelaeT aHOHCMPOBaAHUE CTaTUYECKUMX MapLUpPyTOB yepes

connected} [metric RIP.

transparent] - metric transparent — 3anpeLaeT UCNO/b30BaTb METPUKY M3
TabAnLbl MapLLpyTU3aLUK.

redistribute ospf [metric metric: (1..15, Paspelwaet aHoHcupoBaHne OSPF-mapwpyTos yepes RIP.

metric | match type |
route-map route_map_name]

transparent)/1;
match: (internal,
external-1, external-2);
route_map_name:
(1..32) cumBona

- type — Npon3BOANTb aHOHCUPOBAHME TO/IbKO A/1A YKa3aHHbIX
TMnos OSPF-mapLupyTos;

- route-map_name — NpoOV3BOAWUTb aHOHCMPOBAHWE MapLIpy-
TOB nocne ux GunbTpaL MM Yepes yKasaHHyto route-map;

redistribute bgp metric [metric
| transparent]

no redistribute bgp metric
[metric | transparent]

metric: (1..15,
transparent)/1

Pa3spewaet aHoHcupoBaHue BGP-mapwpyTos yepes RIP.

- metric — 3Ha4YeHne MEeTPUKN 413 UMNOPTUPYEMbIX MapLuU-
pyTOB;

- metric transparent — o3Ha4aeT, 4To byAeT UCNONb30BaTbCA
MeTpMKa U3 TabnLbl MapLLpyTU3aL M.

be3 napameTpos 3anpelyaet aHOHCMpPOBaHMe maplupyTos BGP
yepes RIP. B cnyyae ykasaHWA napameTpa BO3BpaLLAET ero ae-
donTHOe 3HaueHwe.

redistribute isis [/eve/] [match
match] [metric metric]
[transparent]

no redistribute isis [/evel]
[match match] [metric metric]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

Pa3pewaet aHOHcUpoBaHue IS-IS mapwpyTtos yepes RIP.

- level — ycTaHOBUTb, U3 KaKoro ypoBHA IS-IS byayT aHOHCK-
pOBaTbCA MAPLLPYTbI;

- match —npon3BOAUTb AHOHCUPOBAHME TO/IbKO A1 YKA3aHHbIX
TMnos IS-IS mapwpyTos.

be3 napameTpoBs 3anpeLLaeT aHOHCMPOBaHUE mappyTos IS-IS
yepe3 RIP. B cnyyae yKasaHuAa napameTtpa BO3BpallaeT ero

[transparent] aedonTHoe 3HayeHue.

shutdown BbikntoyatoT npouecc mapLpytusauum no npotokony RIP.
no shutdown /Briovero BkAatoyatoT npouecc mapwpyTtusaumm no npotokony RIP.
passive-interface JaKnioueHo OTKNOYNTL OBHOBNEHMA MAPLLIPYTU3ALMU.

no passive-interface

BKIOUUTL O6HOBNEHWA MapLLPYTU3aLUK.
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default-information originate

no default-information
originate

-/MapLpyT He
reHepupyercs

[eHeprpoBaTb MapLLPYT MO YMOYAHUIO.

BocctaHOBUTL 3HaYeHMe no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

Bug, 3anpoca KOMaHAHOM CTPOKMU:

console (config-ip) #

Tabanuya 257 — KomaHab! perkmuma KoHourypaumm nHtepdelica IP

KomaHda

3HayeHue/ 3Ha4yeHue
no ymon4aHuio

Aelicmeue

ip rip shutdown

no ip rip shutdown

-/BKIOYEHO

BbIKNOYAKOT Npouecc mapLpytmsaumnm no npotokony RIP Ha aaH-
HOM uHTepdeiice.

BkAatoyatoT npouecc mapwpytmsaummn no npotokony RIP Ha gaH-
HOM MHTepodeiice.

ip rip passive-interface

no ip rip passive-interface

Mo ymonyaxuio
oTnpaBKa 06HOBNEHMUI
BK/IlOYEHA

BbikntoyaeT oTnpaBKy 0bHOBAEHWI Ha nHTepdeiice.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[ob6aBnaet cmeLLeHMeE K METPUKE.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ip rip default-information
originate metric

no ip rip default-information
originate

metric: (1..15)/1;
Mo ymon4yaHuo
dYHKLMA OTKAOYEHA

YcTaHaBAMBaeT METPUKY 418 MapLUpyTa N0 YMOYaHUIO TPAHCAU-
pyemoro yepes RIP.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

ip rip authentication mode
{text | md5}

no ip rip authentication mode

Mo ymon4yaHuio
ayTeHTUdMKaumA
OTK/IOYEHa.

BkntoyaeT ayTeHTUOUKaumio B RIP 1 onpepenseT ee Tvn:
- text — ayTeHTUGUKALMA OTKPbLITbIM TEKCTOM;
- md5 — ayTeHTMdUKaumm MD5.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

key_chain

ip rip authentication key-chain

no ip rip authentication
key-chain

key_chain: (1..32)
CUMBOIOB

Onpegenset Habop KAouyel, KOTOPbIM MOMKET MCMO/b30BaTbCA
ANA ayTeHTUdMKauun.,

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
CUMBOJI0B

OnpegaenseT KoY Ana ayTeHTUGUKALUM OTKPLITbIM TEKCTOM.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CMMBOOB

YcTaHaBauBaeT cTaHAapTHbIN IP ACL ans GunbTpaLmMm aHOHCUpY-
€MbIX MapLLpPYyTOB.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KomMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#

Tabnnua 258 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip rip [database |
statistics | peers]

MpocmoTp MHbdopmauum o RIP-maplipytusanmm:
- database — nHdopmauma o HacTpoiiKkax RIP;

- statistics — ctaTucTnueckme gaHHole;

- peers — MHGOPMaLMA y4aCTHUKA CETU.

222

Ethernet-kommymamopel MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48




HELTEX

[pumepbl UC016308AHUS KOMAHO

Bkntountb npotoKkoa RIP ana noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTeH-
Tudumkaumo MD5 yepes Habop Katovelt mykeys:

console#
console# configure
console (config) # router rip

console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5

console (config-if)# ip rip authentication key-chain mykeys

5.30.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — npoTOKON AMHAMUYECKOM MapLlpyTM3aLuMmM, OCHOBAHHbIM Ha Tex-
HONOIUK OTCNEeXMBaHMA cocToaHMA KaHana (link-state technology) u ucnonb3ylowuii ana HaxoxaeHus
KpaTyavwero nytm anaroputm [eikctpbl. Mpotokon OSPF npepacrasnset coboit NpoOTOKOA BHYTPEHHErO
wnto3a (IGP). Mpotokon OSPF pacnpocTpaHaeT MHGOPMaLMIO O AOCTYMHbIX MapLIPYTaX MeXKAY MapLLpyTu-

3aTopamMm OHOMN aBTOHOMHOM CUCTEMDbI.

YCTpoiicTBO NoaaepKMBAET O4HOBPEMEHHYO PAabOTY HECKOIbKMX HE3aBUCUMBbIX SIK3EMMNAAPOB NPO-
ueccoB OSPF. HacTpolika napameTpoB sk3emnaapa OSPF nponssoantca nytem yKasaHua ngeHtndumkaropa

aksemnnspa (process_id).

KomaHObI pexcuma 2a06anab6HoU KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabnunua 259 — KomaHabl perkuma rnobanbHoM KoHGUrypauum

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

Aeiicmeue

router ospf [process_id]

BkatoyaeT maplupytmsaymio no npotokony OSPF.

[process_id]

process_id:
3agaet naeHtTndMKaTop npouecca.
- (1..65535)/1
no router ospf [process_id] BbIKNtOYaeT mapLupyTusaumio no npotokony OSPF.
ipv6 router ospf [process_id] BktoyaeT mappyTusaumto no npotokony OSPFv3.
process_id: 3agaet naeHtTnduKaTop npouecca.
no ipv6 router ospf (1..65535)/1 BbIK/lOYaeT MapLupyTU3aLmio no npoTokoay OSPFv3.

ipv6 distance ospf {inter-as |
intra-as} distance

distance: (1..255)

no ipvé6 distance ospf

3a4aeT aAMUHUCTPATUBHYIO AUCTaHUMIO AnA maplipytos OSPF,
OSPFv3.

- inter-as — 41A BHELHNX aBTOHOMHbIX CUCTEM;

- intra-as — BHyTPY aBTOHOMHOM CUCTEMbI.

{inter-as | intra-as}

Bosspau.l,aeT 3Ha4YeHMA NO YMO/THaHUIO.

KomaHOb! pexcuma npouecca OSPF

BunAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHdurypaumm npouecca OSPF:

console(router_ospf_process)#
console (ipvé router ospf process)#
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Tabnmua 260 — KomaHap! pexkmuma KoHourypaumum npouecca OSPF

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

redistribute connected [metric
metric] [route-map name]
[filter-list acl_name]
[subnets]

no redistribute connected
[metric metric] [route-map
name] [filter-list ac/_name]
[subnets]

metric: (1..65535);
name: (1..255)
CMMBO/I0B

PaspeluaeT aHOHCHpoBaHKe connected mapLpyTos:

- metric — 3HaYeHWEe METPUKM AN UMMNOPTUPYEMbIX MapLLPYTOB;
- name — NMA NOANTUKM MMMNOPTA, NO3BOAAIOWEN GUABTPOBATL U
BHOCUTb U3MEHEHUA B UMMOPTUPYEMbIE MaPLLPYTbI;

- acl_name — nms ctaHgaptHoro IP ACL, KoTopbili ByaeT uc-
Nonb30BaH AnA GUAbTPALUKN UMNOPTUPYEMBIX MAPLLPYTOB;

- subnets — no3BoaAET MMNOPTMPOBATL NOACETH.

3anpeLaeT yKasaHHY GyHKLMIO.

redistribute static [metric
metric] [route-map name]
[filter-list ac/_name] [subnets]

metric: (1..65535);

MmnopT ctatnyeckmx mappytos B OSPF.

- metric — ycTaHaBNWBAET 3HaYeHNe METPUKKN A8 MMNopTUpye-
MbIX MapLIPyTOB;

- name — NPUMeHAET NOJIMTUKY MMMOPTa, NO3BONAIOLWYO PUb-
TPOBaTb M BHOCUTb MU3MEHEHWNA B UMNOPTUPYEMbIE MapPLLPYTbI;

name: (1..255) - acl_name — uma crangaptHoro IP ACL, KoTopblit byaeT uc-
CUMBO/I0B NoNb30BaH 414 GUALTPALUN UMMOPTUPYEMBIX MaPLIPYTOB;
- subnets — no3BonAeT UMNOPTUPOBATL NOACETH.
no redistribute static [metric 3anpeLaeT yKasaHHy GyHKUMIO.
metric ] [route-map name]
[filter-list acl_name] [subnets]
redistribute ospf id [nssa-only] MUmnopT mapwpyTtos u3 npouecca OSPF B npouecc OSPF:
[metric metric] [metric-type -nssa-only — yctaHaBnauBaeT 3HayeHue nssa-only ana Bcex
{type-1 | type-2}] [route-map MMMNOPTUPYEMbIX MapLLIPYTOB;
name] [match {internal | - metric-type type-1 — umnoptupyeTr ¢ nomeTkon Kak OSPF
external-1 | external-2}] external 1;
[subnets] - metric-type type-2 — mMmnoptupyeTr c nomeTkon Kak OSPF
external 2;
- match internal — umnopTnpyeT mapLipyTbl B Npesenax area;
- match external-1 — umnopTupyeT MapwpyTbl Tuna OSPF
external 1;
id: (1..65535); - match efxternal-z — umnopTupyeT Mapwpytbl Tuna OSPF
external 2;

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-2}]
[route-map name] [match
{internal | external-1 |
external-2}] [subnets]

metric: (1..65535);
name: (0..32) cumBona.

- subnets — N03Bo/AAET MMNOPTMPOBATL NOACETH;

-name — NPUMEHAET YKa3aHHYI0 MOJIMTUKY MMMOPTa, MNO3BO-
NALWY0 GUALTPOBATb M BHOCUTb M3MEHEHUSA B UMMOPTUPYEMbIe
MapLUpyTbI;

- metric — yCTaHaBAMBAET 3HAaYEHME METPUKM 41 UMNOPTUPYe-
MbIX MapLIPYTOB.

3anpeLaeT ykasaHHyo GyHKLMIO.

redistribute rip [metric metric]
[route-map name] [filter-list
acl_name] [subnets]

no redistribute rip [metric
metric] [route-map name]
[filter-list acl_name] [subnets]

metric: (1..65535);
name: (1..255) cumsona

MmnopT mapwpyTtos n3 RIP B OSPF.

- metric — 3Ha4YeHVe METPUKM ANA UMMOPTUPYEMBIX MAPLLIPYTOB;
- name — UMA NOAUTUKU MMNOPTA, No3BoNAOWEN GUNLTPOBATL U
BHOCWUTb U3MEHEHUA B UMMNOPTUPYEMbIE MAPLLPYTbI;

- acl_name — vms ctaHgapTHoro IP ACL, KoTopblit byaeT uc-
NoNb30BaH 417 GUABTPALUN UMMOPTUPYEMBIX MAPLLPYTOB;

- subnets — nosBonAeT UMNOPTUPOBATL NOACETH.

3anpeLyaeT yKasaHHY GYHKLMIO.
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redistribute isis [/evel] [match
match] [metric metric] [filter-
list acl_name] [subnets]

no redistribute isis [/evel]
[match match] [metric metric]
[filter-list acl_name] [subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cumBona

MmnopT mapwpyTtos 13 IS-IS 8 OSPF.

- level — ycTaHOBWUTbL M3 KaKoro ypoBHA IS-IS 6yayT aHOHcKpo-
BaTbCA MapLUpPyThI;

- match — nponsBoAUTL AHOHCMPOBAHME TONbKO A/1A YKa3aHHbIX
TMnos IS-IS mapwpyTos;

- metric — 3HaYeHNe MeTPUKM ANA UMMNOPTUPYEMbIX MapPLLPYTOB;
- acl_name — umsa ctaHgapTtHoro IP ACL, KoTopbiii 6yaeT ucnonb-
30BaH 414 GUNbTPaALMM UMNOPTUPYEMbIX MAPLLPYTOB;

- subnets — No3BosAET UMNOPTMPOBATL NOACETH.

be3 napameTpos 3anpeLiaetT UMNOPT mapwpyTos 13 IS-IS 8 OSPF.
B cnyyae yKasaHMA napameTpa BO3BpALLAET ero 3HayeHue o
YMONYAHMIO.

redistribute bgp [metric
metric] [route-map name]
[filter-list acl_name] [subnets]

metric: (1-65535);

MmnopT mapwpyTtos u3 BGP 8 OSPF.

- metric — 3Ha4YeHe MEeTPUKM A1 UMMOPTUPYEMBIX MAPLLIPYTOB;
- name — UMA NOANTUKN UMMNOPTA, NO3BONAOWEN GUNLTPOBATb U
BHOCWTb M3MEHEHUA B UMMNOPTUPYEMble MAPLLPYTbI;

name: (1..255) - acl_name — nma ctaHgapTtHoro IP ACL, KoTopbiit 6yaeT ucnonb-
cMMBONa; 30BaH 411 GUABTPALUN UMMOPTUPYEMBIX MAPLLIPYTOB;
acl_name: (1..32)
- subnets — no3sonAeT UMNOpPTUPOBaTL NOACETY.
no redistribute bgp [metric cnmsona be3 napameTpos 3anpeLwiaet uMnNopT mapwpytos n3 BGP 8 OSPF.
metric] [route-map name] B cnyyae yKasaHuA mapameTpa BO3BpalLaeT ero 3HavyeHue no
[filter-list acl_name] [subnets] YMOYaHMIO.
router-id A.B.C.D A.B.C.D: YcTaHaBAMBaAET UAEHTUOUKATOP MapLIPYTM3aTopa, KOTOPbIA YHK-
naeHTudUKaTop KanbHO MAeHTUOULMPYET MapLLPYTU3ATOP B Npesenax ogHowu as-

no router-id A.B.C.D

MapLipyTU3aTopa B
dopmarte ipvd-agpeca

TOHOMHOW CUCTEMbI.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

network ip_addr area A.B.C.D
[shutdown]

no network ip addr

ip_addr: A.B.C.D

BKAtOUNTL (OTKNHOUMTL) aK3emnaap OSPF Ha IP-uHTepdelice (ans
IPv4).

Ypanset IP-agpec nHtepdeica.

default-metric metric

no default-metric

metric: (1..65535)

YcraHaBaunsaet meTpuKy OSPF-mapuipyTa.

OTKNtoYeHne GyHKUMK.

area A.B.C.D stub
[no-summary]

no area A.B.C.D stub

A.B.C.D:
naeHTuduKkaTop
MaplupyTU3aTopa B
dopmarte IPvd-agpeca

YcTaHaBAMBaeT A1a yKasaHHOW 30Hbl TMN stub. 3oHa — coBoKyn-
HOCTb CeTell M MapLIpyTU3aTOPOB, MMEKWMX OANH U TOT Ke
naeHtTnduKatop.

- No-summary — He oTNPaBAATb MHGOPMALMIO O CYMMUPOBAHHbIX
BHELUHWX MapLIpyTax.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

area A.B.C.D nssa
[no-summary]
[translator-stability-interval
interval] [translator-role
{always | candidate}]

no area A.B.C.D nssa

A.B.C.D:
naeHTudumkaTop
MapLlupyTusaTopa B
dopmarte IPvi-agpeca;
interval: uenoe
NONOKUTENbHOE YNCIO;

YcTaHaBAMBaEeT ANA yKa3zaHHOM 30HbI TMM NSSA.

- No-summary — He NPUHUMaTb MHPOPMALMIO O CYMMUPOBAHHbIX
BHELUHMX MappyTax BHYTPb NSSA-30HbI;

- interval — onpegenseT NPOMEXKYTOK BpeMeHM (B cek), B TeueHne
KOTOPOro TpaHCAATOP 6yAeT BbINOAHATL CBOM (YHKUMKM nocne
TOrO, Kak 0BHAPYXKUT, YTO TPAHCAATOPOM CTaN APYron rpaHUYHbIN
MapLipyT13aTop;

- translator-role — onpegenseT, Kakum 06pa3om Ha MmapLIpyTU3a-
Tope byaeT PyHKUMOHMPOBATL PEXKUM TPaHCAATOPA (TpaHCAALUK
Type-7 LSA B Type-5 LSA);

- always — B NpMHyAUTEIbHOM NOCTOAHHOM pPeXUMe;

- candidate — B pexxrme y4acTua B BbiIbopax TpaHcasATopa.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D:
naeHTuduKaTop
MapLIpyTU3aTopa B
dopmarte IPv4-agpeca;
secs: (1..65535) cekyHz;
word: (1..256)
CMMBONOB

Co3paHue BMPTYaNbHOTO COEAMHEHUA MEXAY OCHOBHOM U Apy-
TMMU yAaneHHbIMU 06NacTAMM, KOTOPblE MMEIOT MeXAy HUMMU
obnactu.

- hello-interval — yka3satb hello-uHTepsan;

- retransmit-interval — ykasaTtb nHTepBan megy NOBTOPHbLIMM Me-
pepayamu;

- transmit-delay — yka3aTb Bpema 3a4epKKu;

- dead-interval — ykasaTtb dead-uHTepBan;

- null — 6e3 ayTeHTUdPUKauuu;

- message-digest — ayTeHTUdMKaumMA ¢ wndposaHmem;

- word — naponb ANA ayTeHTUMdUKaumm.
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no area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

YpanseT BupTyanbHoe coeanHeHue.

area A.B.C.D default-cost cost

no area A.B.C.D default-cost

A.B.C.D:
naeHTuduKaTop
MapLipyTU3aTopa B
dopmarte IPv4-agpeca;

YcTaHaB/IMBaeT 3HaYeHMe CTOMMOCTM CYMMApHOro MapLipyTa,
mcnonbsyemoro ans stub- u NSSA-30H (gns IPv4).

YcTaHaBAMBAET 3HAYeHUE No YMO4YaHUIO.

cost: uenoe
NONOXKUTENbHOE YNCIO
area A.B.C.D authentication A.B.C.D: BkntoyaeT ayTeHTMOUKAUMIO ANA BCex WHTepdelncosB AaHHOM
[message-digest] naeHtTuduUKaTop 30HbI (ana IPv4):

no area A.B.C.D authentication
[message-digest]

MapLipyT13aTopa B
dopmare IPv4-appeca;
-/BbIK/IIOYEHO

- message-digest — c wnpposaHnem MD5.

OTKNtOYaeT ayTeHTUdUKaLMIO.

area A.B.C.D range
network_address mask
[advertise | not-advertise]

no area A.B.C.D range
network_address mask

A.B.C.D:
naeHtTnduKatop
MapLIpyTU3aTopa B
dopmarte IPvd-agpeca;
network_address:

Co3gaeT cyMMapHbIii MapLipyT Ha rpaHuLe 30Hbl (ana IPv4).
- advertise — aHOHCMPOBATbL CO3AAHHBIN MapLUPYT;
- not-advertise — He aHOHCMPOBaTb CO34aHHbIN MapPLUPYT.

YpansaeTr cyMMapHbIi MapLupyT.

A.B.C.D;
mask: E.F.G.H
area A.B.C.D filter-list prefix A.B.C.D: YcTaHaBAnBaeT GUAbTP Ha MapLWPYTbl, aHOHCUMPYyEMble B YKa3aH-
prefix_list in naeHTudukaTop HY0 30HY M3 ApYrux 3oH (ans IPv4).

no area A.B.C.D filter-list prefix
prefix_list in

MapLlupyTusaTopa B
dopmarte IPvi-agpeca;
prefix_list: (1..32)

YpanseT GUAbTP Ha MapLIPyTbl, aHOHCUMPYEMbIE B YKa3aHHYHO
30HY U3 ApYruX 30H (ana IPv4).

cumBona
area A.B.C.D filter-list prefix A.B.C.D: YcTaHaBAMBaeT GUALTP Ha MapLpPyTbl, aHOHCUPYEMble U3 YKa-
prefix_list out naeHTuduKkaTop 3aHHOW 30HbI B Apyrue 30Hbl (gna IPv4).

no area A.B.C.D filter-list prefix
prefix_list out

MapLipyTU3aTopa B
dopmarte IPvi-agpeca;
prefix_list: (1..32)

YpansaeTr GUAbTP Ha MapLpyTbl, aHOHCUPYEMbIe U3 YKa3aHHOM
30HbI B Apyrue 30Hbl (g0 IPv4).

cumBona
area A.B.C.D shutdown A.B.C.D: OTtkntovaet npouecc OSPF ana 30HbI.
no area A.B.C.D shutdown naeHTuduKaTop BkatoyaeT npouecc OSPF gna 30HbI.

MapLipyTU3aTopa B
dopmare IPv4-agpeca;
-/BKIOYEHO

shutdown

no shutdown

-/BKNIOYEHO

OTkntovaet npouecc OSPF.

BkntouaeT npouecc OSPF.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

Bupg, 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #

Tabnunua 261 — KomaHabl pexkuma KoHourypaumm nHtepdelica IP

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip ospf shutdown

no ip ospf shutdown

-/BKOYEHO

BbikntovaeT mapuwpyTtusaumto no npotokony OSPF Ha uHTep-
deiice.

BksitovaeT mapulupyTusaumio no npoTtokony OSPF Ha uHTep-
deiice.

ip ospf authentication [mes-
sage-digest]

-/BbIK/IIOYEHO

BknitovaeT ayTeHTUOMKaumio B OSPF c ucnonbsosaHvem 3agaH-
HOro napons B HelWM$pPOBAHHOM BUAE.

- message-digest — BKntovaeT ayteHTUdMKauuto 8 OSPF ¢ uc-
no/b3oBaHMEM 3a4aHHOro Habopa Kntovei n anroputma MDS.
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HELTEX

no ip ospf authentication

YcTaHaBAnBaeT 3HaYeHUe No YMOHaHUIO.

ip ospf authentication-key key

no ip ospf authenticationkey

key: (1..8) cumso-
nos/naponb He 3a4aH

HasHauaeT naposib ana ayTeHTUdUKaLMKM cocedeit, AOCTYMHbIX
yepes Tekywmi nHtepdeiic. Maponb 3agaetca B HelwMdpoBaH-
HOM BuAe.

Maponb, ykasaHHbIN Takum obpasom, byaeTt BHeapeH B 3arono-
BOK Ka)KAoro yxogsliero B 3Ty ceTb naketa OSPF B KayecTBe
K/to4ya ayTeHTUdMKaL UK.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

encrypted ip ospf authentica-
tion-key EncryptedWord

no encrypted ip ospf
authentication-key

EncryptedWord: (1..8)
6anT/naponb He 3a4aH

HasHauaeT naposb ans ayteHTUdMKaumMm cocenen, AOCTYNHbIX
yepes TeKylWmint uHTepdeic. Maponb 3aaaeTcs B WMGPOBaHHOM
Buzae.

Maposb, yKa3aHHbIN TakMm obpasom, byaeT BHEAPEH B 3aro/10-
BOK KaXaoro yxogsauiero B 3Ty ceTb naketa OSPF B KayecTtse
KNtoya ayTeHTUDMKAUMK.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip ospf authentication key-
chain key_chain

no ip ospf authentication key-
chain

key_chain: (1..32) cum-
BO/I0B/He 3a4aHo

3agaeT uma Habopa Katouel, KoTopsbili ByaeT ncnoab3oBaThbeA
npu ayTeHTUdUKaumu.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ip ospf authentication null

-/He ncnonb3yercs

OTKNOYaET UCMO/Ib30BaHME ayTEHTUPUKALMMN HA TEKYLLEM WH-
Tepdelice.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YcTaHaB/MBaeT METPUKY COCTOAHUA KaHana, KoTopasa ABAAeTcA
YC/IOBHbIM MOKa3aTesem "cToMmocTu" nepecbiiKM AaHHbIX MO
KaHasny.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip ospf dead-interval {interval |
minimal}

no ip ospf dead-interval

interval: (1..65535) ce-
KyHA,;
minimal — 1 cek

YcTaHaBAMBaET MHTEPBAN BPEMEHM B CEKYHAAX, NO UCTEYEHUMU
KOTOpPOro coces, byAeT cuUTaTbCs HEAKTUBHbLIM. ITOT MHTEpPBan
OO/IKEH bbITb KpaTHbIM 3HaYeHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTepsanam otnpasku hello-nakeTos.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip ospf hello-interval interval

interval: (1..65535)/10

YcTaHaBAMBAET MHTEPBAN BPEMEHU B CEKYHAAX, MO UCTEYEHUM
KOTOPOro MaplupyTM3aTop oTnpasaseT cneapytowmii hello-na-

CEeKYHZ, KeT ¢ uHTepodelica.
no ip ospf hello-interval YcTaHaBAMBaeT 3HaYEHUE MO YMOHAHUIO.
ip ospf mtu-ignore OTkAntoveHue nposepkn MTU.
no ip ospf mtu-ignore /enabled YcTaHaBAMBaeT 3HaYeHMEe N0 YMONYAHUIO.
ip ospf passive-interface 3anpeuwaeT IP-uHTEpdeicy obmeHMBaTbCA NPOTOKObHBIMU CO-
06LLEeHMAMM C coceaaMm Yepes yYKaszaHHbIV PU3NYECKUIA NHTEP-
-/disabled deiic.

no ip ospf passive-interface

PaspewaeT IP-nHTEpdelicy o0bMmeHMBaTLCA MPOTOKO/IbHBIMU CO-
06LLEeHUAMM C cocegamMm.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

YcTaHaBAMBaeT MNpPUOPUTET MApLLpPYTM3aTopa, KOTOPbIN MC-
nosnb3yetca A4 sbibopa DR v BDR.

YcTaHaBAMBaeT 3Ha4YeHne no YMON4YaHUIO.
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HELTEX

KomaHObI pexcuma KoHgu2ypauuu uHmepagpelica Ethernet, VLAN:

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnunua 262 — KomaHabl perkuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

-/BKIOYEHO

BbIKntoyaeT mapuwpyTmnsaumio no npotokony OSPFv3 Ha uHTep-
deiice.

BkatoyaeT maplpytmsaumio no npotokony OSPFv3 Ha uHTep-
deiice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: naeHTMouKaTop
MapLlupyTusaTopa B
dopmarte IPvi-agpeca

BkatounTb (0TKAtOUMTL) OSPF npouecc 4na onpeaeneHHoMn 30HbI.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YcTaHaBAMBaeT METPUKY COCTOAHMA KaHana, KoTopaa ABAAeTca
YC/NIOBHbIM NoOKa3aTtesieM "'cToMmocTn'" nepecbINKM AaHHbIX MO Ka-
Hany.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

ipv6 ospf dead-interval interval

no ipv6 ospf dead-interval

interval: (1..65535)
CeRYHA,

YcTaHaBAMBaET MHTEPBAN BPEMEHU B CEKYHAAX, NO UCTEYEHUU
KOTOpOro cocep, 6yaeT cuMTaTbCA HEAKTUBHbLIM. DTOT MHTEpBan
OOMKeH bbITb KpaTHbIM 3HaveHuto hello-interval. Kak npasuno,
dead-interval paseH 4 uHTepBanam otnpaeku hello-naketos.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

ipv6 ospf hello-interval interval

interval: (1..65535)/10

YcTaHaB/MBaeT MHTEPBANA BPEMEHM B CEKyHAaX, MO UCTEYEHMU
KOTOPOro MapLupyT13aTop oTnpasnseT cnegyowmii hello-naker ¢

no ipv6 ospf mtu-ignore

CEeKYHZ, nHTepodelica.
no ipv6 ospf hello-interval YcTaHaBAMBaET 3HaYeHMe No YMOAYaHMUIO.
ipv6 ospf mtu-ignore . OTKkntoveHne nposepku MTU.
-/disabled

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

no ipv6 ospf priority

priority: (0..255)/1

ipv6 ospf neighbor 3apaet IPv6 agpec cocepa.

{ipv6_address}

ipv6 ospf neighbor i Ypanaet IPv6 agpec cocepa.

{ipv6_address}

ipv6 ospf priority priority YcTaHaB/MBaeT NpUoOpUTET MapLLPYTU3aTOpPa, KOTOPbIA UCNOb-

3yetcs gns Bbibopa DR v BDR.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ipv6 ospf retransmit-interval
interval

no ipv6 ospf
retransmit-interval

interval: (1..65535)/5
CeKyHA,

YcTaHaBAMBAET MHTEPBAN BPEMEHWU B CEKYHAAX, MO UCTEYEHUU
KOTOPOro MapLupyTM3aTop NOBTOPHO OTMPABWT NAKeT, Ha KOTO-
pbli He NONYYMUN NOATBEPKAEHWUA O NoaydeHun (Hanpumep, Da-
tabase Description naket unu Link State Request nakeTbl).

YcTaHaBAMBaeT 3Ha4YeHne no YMON4YaHUIO.

ipv6 ospf transmit-delay delay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyH[,

YcTaHaBAnBaeT NpMMepHoe Bpema B CeKyHAax, HEOGXOAMMOQ
Ana nepenadn naketa COCTOAHUA KaHana.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.
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HELTEX

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:
console#

Tabnunua 263 — KomaHabl pexkuma Privileged EXEC

3HaveHue/3HayeHue .
KomaHoa / Aelicmeue
no ymoa4aHuro

show {ip | ipv6} ospf
[process_id]

process_ id: (1..65536) OTtobparkaeT KoHdUrypaumm OSPF.

show {ip | ipv6} ospf
[process_id] neighbor

process_ id: (1..65536) Otobparkaet nHdopmaumm o6 OSPF-coceanx.

show ip ospf [process_id] process_id: (1..65536); | OTobpakaeT nHpopmaumm 06 OSPF-coceae ¢ ykasaHHbIM aape-
neighbor A.B.C.D A.B.C.D: IP-agpec com.
cocega

show {ip | ipv6} ospf
[process_id] interface

process._ id: (1..65536) OTobparkaeT KoHdUrypauum scex OSPF-nnHTepdelicos.

show {ip | ipv6} ospf
[process_id] interface [ip_int |
brief]

process_id: (1..65535); OTobparkaeT KoHbUrypauumn KoHkpeTHoro OSPF-uHTepdeiica.

show {ip | ipv6} ospf
[process_id] database

process_id: (1..65535) OTobparkaeT cocTosHMe 6a3bl AaHHbIX NpoTokona OSPF.

S|"lOW {lr:v | ipv6} ospf . process_ id: (1..65535) OTob6parkaeT NapameTpbl M TeKyliee COCTOAHWE BUPTYasbHbIX
virtual-links [process_id] JIMHKOB.

5.30.4 Hacmpolika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npoTokon rpaHMYHOrO LWt03a) ABNAETCA MPOTOKOJIOM MapLUpy-
TU3aUMM MeXay aBTOHOMHbIMU cucTtemamu (AS). OcHoBHOM ¢yHKUMeNn BGP-cucTembl aBnseTca obmeH
nHbopmaumen o AOCTYNHOCTU ceTel ¢ apyrmmn cuctemamm BGP. UHbopmauma o foCTynHOCTU ceTen
BKJ/IHOYAET CMMCOK aBTOHOMHbIX cucTeM (AS), yuepes KoTopble NPOXoAuT 3Ta MHdopmaLms.

BGP ABnseTcA NPOTOKO/IOM MPUKNAAHOIO YPOBHS U PYHKLMOHUPYET NOBEPX MPOTOKOJA TPaHC-
nopTHoro yposHs TCP (nopt 179). Mocne yCcTaHOBKM coeauHeHus nepenaérca nHoopmaumsa ob6o Bcex
MapLipyTax, NpeAHa3HaYeHHbIX 414 3KcnopTa. B ganbHelwem nepenaérca ToNbKo MHopmMaLms 06 us-
MeHeHUAX B TabanLax mapLupyTmsaumm.

V Moapeprkka npotoKkona BGP npepocraBnseTca No MLEH3UN.
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HELTEX

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHon KoHbUrypaumm:

console (confiqg) #

Tabnunua 264 — KomaHab! perknma rnobanbHo KoHGUrypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa

Aelicmeue

router bgp [as_plain_id |
as_dot_id]

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

BkarouyaeT mappyTmnsaumio no npotokony BGP.

3agaeT naeHTUPUKaTop AS 1 NepexoauT B peXKUM e€ KOHPUry-
pupoBaHums.

- as_plain_id —vnaeHTMPUKaTOP aBTOHOMHOM CUCTEMBI, UCMOJIb-
3yeMblil MapLIpyTU3aTOPOM MpPU YCTaHOB/IEHUM COCEACTBA U
obmeHe MmapLpyTHOM HbOpMaUmeir;

- as_dot_id — naeHTuduUKaTOop aBTOHOMHOMN cncTembl B 32-6UT-
Hom popmare.

no router bgp
[as_plain_id_| as_dot_id]

OcTtaHaBnuBaeT BGP-maplipyTmsaTop, yaanaeT BCO KOHOUry-
pauumto npotokona BGP.

KomaHObI pexcuma KoHguaypayuu AS

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkmMme KoHdurypauum AS:

console (router-bgp) #

Tabnuua 265 — KomaHabl pexknuma kKoHoburypaumm AS

3HayeHue/3HayeHue
no ymon4aHuio

KomaHoa

Aeiicmeue

bgp router-id ip_add

3agaTtb naeHTudumkaTop BGP-mapwpyTtusaTopa.

no bgp router-id

Yaanutb naeHtmomnkatop BGP-mapwpyTtmsaTtopa.

bgp asnotation dot

3ageiicTByeT cuctemy obo3HauyeHne HomepoB AS B popmate

-/asplain asdot.
no bgp asnotation YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
bgp client-to-client reflec- BK/toYaeT nepecbinky maplpyTos, nosyveHHbix ot reflector-
tion KnueHTa, apyrum reflector-knnextam.
-/BKOYEHO

no bgp client-to-client re-
flection

BbIKtOYaeT NepecblIKy MapLLpyToB, noayyeHHbIx ot reflector-
KnveHTa, apyrum reflector-knnenrtam.

bgp cluser-id ip_add

3apaéT naeHtTnduKaTop KNactepa BGP-maplupyTtusatopa.
» B cnyyae, ecnm wupeHTMdUKaTOp Knactepa He
nonb3oBaTbcA rno6anbHblit naeHTupukatop BGP-
MmapLupyTmsaTopa.

no bgp cluser-id -

HacTpoeH, B KauyectBe upaeHTuduKatopa byaer wuc-
Ypanutb naeHtuoukatop knactepa BGP-mapwpyTtumsaTtopa.

shutdown

-/no shutdown

AOMUHWCTPATMBHO BbIKAOYAEeT NpoTokon BGP, He yaansas ero
KoHbUrypaumio.
-~ ITOo peiicTBMe BNeYET 3a co60i pa3pbiB BCeX CECCUIA C

no shutdown

BGP-cocegamm U O4MCTKY TabauLbl MapLupyTU3aumm
BkntoumTb paboTy AS.

neighbor ip_add

npoTtokona BGP.
3agatb IP-agpec ana BGP-cocega wav nepentn B pexum
KOH}rypMpoBaHMs CyLLECTBYIOLWEro coceaa.

no neighbor ip_add

Ypanutb KoHdurypaumio ana BGP-cocena c¢ ykasaHHbiMm |Pv4
nnm IPv6-agpecom.

eer-group name
peer-group name: (0..32) cum-

Cospaet Peer-rpynny.
- name — UMA rpynnbl.

Bona

no peer-group name

Ypanaet co3gaHHyto Peer-rpynny.
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HELTEX

address-family ipv4 {unicast
| multicast}

no address-family ipv4
{unicast | multicast}

-/unicast

YkasbiBaeT Tmn IPv4 Address Family u nepeBoaut KommyTtatop
B PEXMM KOHPUrypaumm cootsetcTBytowei Address Family.

BbikntoyaeT cootBeTcTByOWYO Address-Family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/IIOYEHO

Yka3bisaeT Tmn 12vpn Address Family n nepesoamt KommyTtatop
B peXmnm KoHbuUrypaumum cootsetcTeytowien address-family.

BbIk/toyaeT cooTBeTcTBYOLWYHO address-family.

KomaHObI pexcuma KoHguaypauuu Address-Family

Bua 3anpoca KOMaHAHOM CTPOKK B pexknume KoHdurypaumm Address-Family:

console (router-bgp-af) #

Tabnunua 266 — KomaHabl perknuma KoHourypaumm Address-Family

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

network ip_add [mask
mask]

no network ip_add [mask
mask]

3apaeT noaceTb, KOTOpaa aHOHcMpyeTca BGP-cocepgam.

- ip-add — agpec nogceTy;

- mask — macKa noacetu.
Ecnn macka He yKasaHa, no ymon4aHUIO OHa 3aja-
€TCA K/1acCOBbIM METOA0M agpecauun.
mask — macka IP-noacet nam anmHa npedukca.

Ypanset aHOHC AaHHOM noaceTu.
- ip-add — agpec nogceTy;
- mask — macKka nogcetu.

redistribute connected
[metric metric | filter-list
name]

no redistribute connected

metric: (1-
4294967295);
name: (0..32) cumBona

PaspelwaeT aHoHcMpoBaHMe connected-mapLupyTos.

- metric — 3Ha4eHune aTpubyTa MED, KOTOpOe byaeT npuceo-
€HO MMNOPTMPOBAHHBIM MapLUPYTam;

- name — HasBaHWe access-list, KoTopbIii ByaeT NnpUMmeHeH K
MapLUpyTam.

3anpewaeT aHOHCUpPOBaHKWe connected-mapLupyToB.

redistribute rip [metric
metric | filter-list name]

no redistribute rip

metric: (1-
4294967295);
name: (0..32) cumBona

MmnopTtupyet mapwpyTtbl RIP B BGP.

- metric — 3Ha4eHune aTpubyTa MED, KOTOpOe byaeT npuceo-
€HO MMNOPTMPOBAHHBIM MAPLUPYTaMm;

- name — HasBaHWe access-list, KoTopbI byaeT NnpuMeHeH K
MapLipyTam.

3anpelaetT UMMOPT MapLLpyTOoB 13 npoTokona RIP.

redistribute static [metric
metric | filter-list name]

no redistribute static

metric: (1-
4294967295);
name: (0..32) cumBona

PaspeluaeT aHOHCMPOBaHME CTaTUYECKMX MAPLLPYTOB.

- metric — 3Ha4yeHue aTpubyTta MED, KoTOopoe byaeT npucso-
€HO MMNOPTMPOBAHHBIM MAapLLUPYTam;

- name — HasBaHWe access-list, KoTopblii ByaeT npumeHeH K
MapLupyTam.

3anpeu.|,aeT dHOHCMpPOBaAHME CTaTUYECKUX MapPLUPYTOB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name]

no redistribute ospf

id: (1..65535);
metric: (1-
4294967295);
type: (internal, exter-
nal-1, external-2);
name: (1..32)
CUMBO/IOB;
mtype: (type-1, type-
2);
name: (0..32) cumBona

MmnopTtupyet mapwpytbl OSPF 8 BGP.

- id —npeHtTndukatop npouecca OSPF;

- metric — 3Ha4YeHue aTpubyta MED, KOoTOpOE ByAeT npucBo-
€HO MMNOPTUPOBAHHbBIM MapLLPYTaMm;

- type —t1n OSPF-mapLpyToB, aHOHcUpyembix B BGP;

- name — Ha3BaHWe access-list, KoTopbIlt ByaeT NpUMeHeH K
MapLipyTam;

- mtype — tmn meTpukm Ex1 nam Ex2.

3anpelaeT MMNOPT MapLLpPYTOB M3 NpoTokoaa OSPF.

Ethernet-kommymamopsi MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48 231




HELTEX

redistribute isis [/evel]
[match match] [metric
metric] [filter-list
acl_name]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal, exter-
nal);
metric: (1-65535);
acl_name: (1..32)
cumBona

no redistribute isis

MmnopTtupyet mapwpyTbl 13 IS-IS B BGP.

- level — ycTaHOBUTL M3 Kakoro ypoBHs IS-IS 6yayT aHoHcHpo-
BaTbCA MapLUPYThI;

- match — npon3BoANTL aHOHCMPOBAHME TO/IbKO ANA YKa3aH-
HbIX TUNOB IS-IS mapwpyToB;

- metric — 3Ha4YeHne MeTPUKM ANA UMNOPTUPYEMbIX MapLLPY-
TOB;

- acl_name — vma ctaHgapTtHoro IP ACL, KoTopblit byaeT uc-
NoNb30BaH 414 GUABTPALUN UMMNOPTUPYEMBIX MAPLLIPYTOB.

3anpeLaeT MMNOPT MAPLLPYTOB M3 NPoTOKoAa IS-IS.

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bua 3anpoca KOMaHAHOM CTPOKK B pexume KoHpurypaumnm BGP-coceaa:

console (router-bgp-nbr) #

Tabnuua 267 — KomaHap! pexkuma KoHourypauum BGP-cocega

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

value: (0-
4294967295); percent:
(0-100);
second: (30-86400);
type: (restart, warn-
ing-only)

no maximum-prefix

BKAtoyaeT orpaHMyYeHme KomyecTsa NPUHMMaEMbIX MapLLpY-
TOB OT BGP-cocepa.

- value — MaKCMManbHOE KONYECTBO NMPUHUMAEMbIX MapLL-
pyTOB;

- percent — NPOLLEHT OT MAaKCUMA/IbHOTO KOJIMYeCcTBa MapLupy-
TOB, MO AOCTUKEHUM KOTOPOTO OTNPABAAETCA Npeaynpexie-
Hue;

- second — BpeMeHHOW NPOMEKYTOK (B cekyHAax), no ucreve-
HWIO KOTOPOTO MPOUCXOAMUT NEPEnOSKIOYEHNE, ECIN CeCCUA
6blna pasopBaHa M3-3a NPEeBbIWEHUA KOAMYECTBA MapLipy-
TOB;

- type — Ha3HavaeT AeNncTBue, BbIMOJHAEMOE NpU A0CTUXKE-
HWUW MAKCMMA/IbHOTO 3HA4YeHUA (pa3pblB ceccum <restart> naum
OoTNpaBKa npeaynpexaeHunsa <warning-only>).

BbIK/tOYaeT orpaHMyYeHne KOAM4YecTsa NPUHMMAEMbIX MapLU-
pyTtos oT BGP-cocepa.
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DELTEX

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEKYHA;
with-sec: (0-65535)/30
CeKyHA,

3a8a€T BpemMeHHble MHTepBasbl.

- adv-sec — MMHUMAa/bHbIN MHTEPBAN MeXay oTnpaskon UP-
DATE coobuieHnit 04HOTrO U TOTO e MapLLpyTa;

- with-sec — MUHUManNbHbIN UHTEPBAN MEXAY aHOHCMPOBa-
HMEM MapLIpyTa M ero Nocaeaylowmm Ae-aHOHCMPOBaHUEM.

MpumeyaHue:

V —  advertisement-interval gonxeH 6biTb 60nbLIE
unu paseH withdraw-interval;

—  MapuwpyTbl, KOTOpble AO0MKHbI 6bITb AHOHCU-
poBaHbl cocegHum BGP-mappyTtusatopam,
pacnpeaensaloTca nNo Heckonbkum UPDATE-
coobuweHnam. Mexay otnpasBkoi 3Tux UP-
DATE-cooblieHnit BblaepKusBaerca cayyai-
Hblii BpeMEHHOW MHTepBan Takum o6pasom,
yTo6bl 06LEEe Bpema mexay O6HOBNeHMEM
MapLIpYTOB B JIOKanbHou Tabanue BGP u ot-
npaBkKoii nocnegHero UPDATE-coobweHuna He
npesblwano advertisement-interval namn as-
origination-interval B cnyyae oTnpaBku no-
KanbHbIX (MapwpyTbl U3 JNOKanbHOU AS)
mapupyTtoB B eBGP-coeguHeHun. Takum 06-
pa3’om, KaxKAblii U3 MapLLIPYTOB MOXKET UMETb
CNy4aiiHyl0 BE/IMYMHY 3a[ePXKKN aHOHCUPOBaA-
HUSA;

—  TouHocTb paboTbl TaimepoBs advertisement-in-
terval, withdraw-interval u as-origination-in-
terval 3aBUCUT OT MaKCMMaNbHOro 3HauYeHUA
N060ro 13 aTUX TPEX TalMepPoB, HACTPOEHHbIX
Ha BGP-mapwpytusatope (yuutbiBaloTca Tai-
Mepbl, HacTpoeHHble gnAa Bcex BGP-coceaeit).
Bce 3HaueHUA TakMmepoB aHOHCMPOBAHUA U Aie-
AHOHCMPOBAHUA MapLUPYTOB, CKOH$Urypupo-
BaHHbIX Ha YCTPOWCTBE, AUCKPETU3IUPYIOTCA
uHTepsaaom B 1/255 or Hanbonbluero HacTpo-
€HHOro 3HayeHusA. YBe/lUYeHUe MaKCcMmasb-
HOro 3HayeHusa 6yaeT NpMBOAUTb K yBenuve-
HUIO YaCTOTbl AUCKPETU3aLUKN TalimepoBs U, Co-
OTBETCTBEHHO, K MOHUMKEHMUIO TOYHOCTU UX pa-
60TbI.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

as-origination-interval
seconds

seconds: (0-65535)/15

3a4aéT BpeMeHHOM NHTepBan mexay otrnpaskoit UPDATE co-
ob6LeHN A 04HOIO U TOTO Ke MapLipyTa, UCnoab3yeTca AnA
QHOHCA NIOKaNbHbIX (MApLWpPYTbl U3 oKanbHOU AS) mapLipy-

CEeKyH
YHA TOB €BGP cocepam.
no as-origination-interval YcTaHaBAMBaeT 3HAYEHNE MO YMOIHAHUIO.
connect-retry-interval ds: (1 3a436T BpEMEHHOW UHTEPBAs, NO UCTEYEHWUIO KOTOPOrO BO3-
seconds: (1-

seconds

no connect-retry-interval

65535)/120 cekyHp,

obHoBANAETCA NONbITKA co3patb BGP-ceccuto ¢ cocepom.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

next-hop-self

no next-hop-self

-/BbIK/IIOYEHO

BKntoyaeT noameHy 3HauyeHua atpubyta NEXT_HOP Ha no-
KaNbHbIM agpec mapLupyTusaTopa.

OTKAOYUTL NogMeHy aTpmubyTta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1

as_dot_id:
(1.0..65535.65535)

3a4aéT HoMep aBTOHOMHOM CUCTEMbI, B KOTOPOI HaxoamuTcs
BGP-cocea. YcTaHOBAEHME COCEACTBA HEBO3MOXHO, NOKa CO-
ceay He HaszHavyeH Homep AS.

3710 AeicTBUE BNEYET paspbiB CECCUM C COCEA0M U
V OYUCTKY BCEX NPUHATbBIX OT HEro MapLUPYTOB.

Y8anuTb naeHTMmKaTop cocegHen aBTOHOMHOM CUCTEMbI.

Ethernet-kommymamopsi MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48 233




HELTEX

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-
21845)/30 cekyHpa,

3a8a€T BpemMeHHble MHTepBasbl.

- holdtime — ecnn B TeyeHue 3TOro BpeMeHu He byaeT npu-
HATO keepalive-coobueHne, To coeanHeHne ¢ cocegom cbpa-
CblBaeTcs;

- keepalive — nHTepBan mexay otnpaskoi keepalive-coobuye-
HURA.

MpumeyaHue:

V 3HaueHua holdtime u keepalive AonkHbl 6biTb
nnb6o o6a paBHbl HyAto, AM60 06a 6onbLue Hyns.
holdtime pomkeH 6biTb 6o0nbwe wuAuM paBeH
keepalive.

— Ecnm 6bin Bbi6paH Tamep hold, kotopbiit
HACTPOEH Ha NI0OKA/IbHOM MapLIpyTU3aTope, To
MUCNONb3YeTCA JIOKaZIbHOe 3HayeHue Tailimepa
keepalive;

— Ecnm 6bin Bbi6paH Takimep hold, kotopbiit
HaCTpOeH Ha coceAHem MapLipyTusatope U
3HauyeHWe JIOKaNIbHO HACTPOEeHHOro Taiimepa
keepalive meHbwe yem 1/3 BbiGpaHHOroO Taki-
mepa hold, To ucnonb3yetca noKanbHoe 3Haye-
Hue Talimepa keepalive;

— Ecnam 6bin BbibpaH Taiimep hold, Kotopbiit
HaCTpOeH Ha coceAHem MapLipyTusatope U
3HaYeHUe J/I0KaZIbHO HACTPOEHHOro Talkimepa
keepalive 6onbwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonbsyerca uenoe uncno, Ko-
TOpoe meHblue Yyem 1/3 Bbi6paHHOro Taiimepa
hold.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a4aéT BpeMeHHOW MHTepPBan yaepKaHua coceaa B COCTOA-
Huu |dle nocne Toro, Kak oH 6bin cOpoLIEH B 3TO COCTOAHME.
3a 3TOT MHTEPBAA BCE MOMbITKM NEPeyCTaHOBUTb COeauHeHMe
C cocegom ByayT OTKNOHEHDI.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CEKYHA,

3a4aéT BpPEeMEHHOW MWHTepBan Mexay YycTaHoBkoh TCP-
coeauHeHuA 1 oTnpaBKol nepsoro OPEN-coobuweHus.

YcTaHaBAMBaeT 3HAYEHUE MO YMOYAHUIO.

shutdown

no shutdown

-/no shutdown

AOMUHUCTPATUBHO BbIKAOYaeT ceccuto ¢ BGP-cocegom un
0YMLLAET NPUHATbIE OT HErO0 MapLUPYTbl, HE YAANAA €ro KOH-
durypaumm.

AOMUHUCTPATUBHO BKAKOYAET ceccuto ¢ BGP-cocepom.

update-source [Tengiga-
bitEthernet te_port |
hundredgigabitethernet
hu_port | Port-Channel
group | Loopback loopback
| Vlan vian_id]

no update-source

te_port: (1..8/0/1..24);
hu_port: (1/0/1..6);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauaeT nHTepdeliic, KOTopblit ByaeT UCNO/Ib30BaH B Kaye-
CTBE UCXOAALLEro NPy COEAMHEHUN C COCEA0M.

OTMeHsEeT PY4YHYIO HaCcTpPOMKy wucxopsawero uHTepdeiica,
BKNOYAET aBTOMATUYECKMI BbIbOp MHTEpdelica.

route-reflector-client
[meshed]

no route-reflector-client

-/disabled

HasHaunTb BGP-cocesa Route-Reflector knneHTom.
- meshed — napameTp BbiCTaBnseTcA €cAn UCNOMb3yeTcA
mesh-tononorva. Mpu Noay4yeHUn oT Takoro KaveHta BGP-
MapLUPYTOB OHU He ByayT NepecblNaTbCsa APYIMM KNMEHTAM.
BGP-mapwpyTtusatop asnsertca route-reflector'om,
V ecnn xota 6bl oAMH ero cocep, CKOHPUrypupoBaH
KaK route-reflector KnueHT.
Ana npumeHeHMA AAHHOW KOMaHAbl Heobxogum
V nepesanyck BGP-ceccum c cocegom.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.
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HELTEX

soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

-/disabled

KomaHaa coxpaHseT nosyyYeHHble OT coceaa MapLipyTbl B OT-
AenbHoi obnact namati. MeTtoa NoO3BOAAET MPUMEHWUTbL
BXOAALLYIO MOANTUKY «route-map in» ansa coceaa 6e3 cbpoca
COCeACTBa M 3aMpoca MapLLpPyTOB.
Mo ymonuaHuio pabotaetr mexaHusm Route
V Refresh.

OTKAIOYUTb MEXaHU3M COXPaHEHWNA MapLIPyTOB.

prefix-list name {in | out}

no prefix-list name {in |
out}

name: (0..32) cumBona

- name — Ha3BaHue IP prefix-list, KoTopbI ByaeT npUMeHeH K
QHOHCMPYEMbIM MM NPUHUMAEMbIM MapLIPyTam.

OrtsazaTb IP prefix-list.

peer-group name

no peer-group

name: (0..32) cumBona

- name — uma Peer-rpynnbl, KoTopasa 6yaeT NpUMeHeHa K co-
ceay.
HacTpoiiku Ha Peer-rpynne umetot 6onee BbICOKUiA
V npuopuUTeT, YeM HACTPOIKKN HA camom cocege.

Ypanute cocega us rpynnbi.

address-family ipv4 {
unicast | multicast}

no address-family ipv4
{unicast | multicast}

-/unicast

YKasbiBaeT Tun IPv4 address family n nepesoant kommyTtatop
B peXum KoHourypauum cootsetcTBytowen address family
ona atoro BGP-cocepa.

BbIkntounTb cooTBeTcTBYOWYO IPVv4 address-family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/OYEHO

YKa3sbisaeT Tmn 12vpn address family n nepesogmt kKommyTa-
TOp B peXum KoHdurypauum cootseTcTByloler Address
Family ana atoro BGP-coceaa.

BbikntouaeTt cootBeTcTByHOLWYO Address-Family.

fall-over bfd

no fall-over bfd

-/BbIK/OYEHO

BkntounTb npoTokon BFD Ha cocege.

BbikntounTb NnpoTtokon BFD Ha cocepge.

KomaHObI pexcuma KoHgu2ypayuu Address Family BGP-coceda

BuA 3anpoca KoMaHAHOM CTPOKM B pexxume KoHdpurypaumnm Address Family BGP-coceza:

console (router-bgp-nbr-af) #

Tabnunua 268 — KomaHabl pexkuma KoHourypaumm Address Family BGP-coceaa

KomaHoa

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value: (0-
4294967295); per-
cent: (0-100);
second: (30-86400);
type: (restart, warn-
ing-only)

BKNtouaeT orpaHUYeHne KoanyecTsa NpUHMMaEeMbIX MapLIpy-
TOB OT BGP-cocepa.

- value — MaKcMManbHOE KOAMYECTBO MPUHUMAEMbIX MapLL-
pyTOB;

- percent — NPOLLEHT OT MaKCMMAJIbHOTO KOIMYeCTBa MapLLpy-
TOB, NO AOCTUXEHWUM KOTOPOTrO OTNPABAAETCA Npeaynpexae-
Hue;

- second — BpeMeHHOI NPOMEKYTOK (B CEKyHAaxX), No ucreye-
HUIO KOTOPOrO MPOUCXOAUT NepenoaKoyYeHne, ecaun ceccus
6blna pasopBaHa M3-3a NPEeBbIWEHMUA KOAMYECTBA MapLipy-
TOB;

- type — Ha3HavaeT AeincTeue, BbINOJHAEMOE MpU AOCTUXKE-
HWWM MaKCMMaNbHOTO 3HaYeHUs (pa3pbiB ceccum <restart> nnu
OTNpaBKa NpeaynpexaeHus <warning-only>).

BbikntoyaeT orpaHMyeHMe KonYecTsa NPMHMMaEMbIX MapLu-
pyToB oT BGP-cocepa.
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HELTEX

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEeKYHS;
with-sec: (0-
65535)/30 cekyHa,

3a8a€T BpemMeHHble MHTepBasbl.
- adv-sec — MMHUMAa/bHbIN MHTEPBAN MeXay oTnpaskon UP-
DATE coobLeHnit 04HOTO U TOTO Ke MapLUpyTa;
- with-sec — MUHUManNbHbIN UHTEPBAN MEXAY aHOHCMPOBa-
HMEM MapLIpyTa M ero Nocaeaylowmm Ae-aHOHCMPOBaHUEM.
MpumeyaHue:

V — advertisement-interval gonxeH 6biTb 60sblue
unu paseH withdraw-interval;

—  MapuwpyTbl, KOTOpble AO0MKHbI 6bITb AHOHCU-
poBaHbl cocegHum BGP-mappyTtusatopam,
pacnpeaensaloTca nNo Heckonbkum UPDATE-
coobuweHnam. Mexay otnpasBkoi 3Tux UP-
DATE-cooblieHnit BblaepKusBaerca cayyai-
Hblii BpeMEHHOW MHTepBan Takum o6pasom,
yTo6bl 06LEEe Bpema mexay O6HOBNeHMEM
MapLIpPYTOB B JIOKanbHOW Tabanue BGP u ot-
npaBkKoii nocnegHero UPDATE-coobweHuna He
npesblwano advertisement-interval namn as-
origination-interval B cnyyae oTnpaBku no-
KanbHbIX (MapwpyTbl U3 JNOKanbHOU AS)
mapupyTtoB B eBGP-coeguHeHun. Takum 06-
pa3’om, KaxKAblii M3 MapLIPYTOB MOXET UMeTb
CNy4aiiHyI0 Be/IMYMHY 33ePXKKN aHOHCUPOBaA-
HUSA;

—  TouHocTb paboTbl TaimepoBs advertisement-in-
terval, withdraw-interval u as-origination-in-
terval 3aBUCUT OT MaKCMMaNbHOro 3HauYeHUA
N060ro 13 aTUX TPEX TalMepPoB, HACTPOEHHbIX
Ha BGP-mapwpytusatope (yuutbiBaloTca Tau-
Mepbl, HacTpoeHHble gnAa Bcex BGP-coceaeit).
Bce 3HaueHMA TakMmepoB aHOHCMPOBAHUA U Aie-
AHOHCMPOBAHUA MapLUPYTOB, CKOH$Urypupo-
BaHHbIX Ha YCTPOWCTBE, AUCKPETU3IUPYIOTCA
uHTepsaaom B 1/255 or Hanbonbluero HacTpo-
€HHOro 3HayeHusA. YBe/lUYeHUe MaKCcMmasb-
HOro 3HayeHusa byaeT NpUBOAMUTb K yBenuue-
HU1IO YaCTOTbl AUCKPETU3aLUKN TalimepoB U, co-
OTBETCTBEHHO, K MOHUMKEHMUIO TOYHOCTU UX pa-
60TbI.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKYH[,

3a4aéT BpeMeHHOM NHTepBan mexay otrnpaskoit UPDATE co-
obLeHnI A 0AHOrO M TOTO Ke MapLlupyTa, UCNosb3yeTca ANA
QHOHCa NIOKaNbHbIX (MApLWpPYTbl U3 NOKanbHOW AS) mapLipy-
TO0B €BGP-cocepam.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

default-originate [route-map
name]

no default-originate

name: (0..32) cumsona/-

AHOHcupyeT BGP-cocegy maplpyT No yMOAYaHUIO BHE 3aBUCU-

MOCTU OT €ro Ha/IM4mnA B JIOKaAbHOM Tabanue maplupytnsauum. B

KauyecTBe nexthop B Takom mapuwpyTe byaeT ykasaH nHtepoeiic,

C KOToporo yctaHoBieHa BGP-ceccus.

- route-map — napameTp No3Bo/IAET aHOHCMPOBATb MapLLIPYT Mo

YMOIYaHMIO, TONIbKO €CNIN OH MPUCYTCTBYET B JIOKa/IbHOW Tab-

e MapLIpyTU3aLmu.

- name — WUMA NOJIMTUKM route-map, KoTopasa byaeT npumeHeHa

K onepaLmm aHOHCMPOBAHMWA MapLIpyTa MO YMONYAHUIO.
Route-map ponxHa cogep:Katb B ce6e TONbKO Cek-

V yuio match ip address c ykasaHuem Ha prefix-list, nog

KOTOpbIW NonajaetT MapLpyT no ymonvaHuio. Mpu-
Mep HACTPOMKKU TaKou route-map m prefix-list npuse-
OeH nopg Tabauueit.

OTtmeHseT HacTpoiiky default-originate.

route-map name {in | out}

name: (0..32) cum-
Bo/1a

- hame — MA NOAUTUKM route-map, KoTopasa byaet npume-
HeHa K cocegy B AaHHol Address Family. MNo3sonset ¢ounb-
TPOBaTb U BHOCUTbL U3MEHEHWA B aHOHCUPYEMble U MPUHUMA-
emble MapLIpyThbl.
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HELTEX

no route-map name {in |
out}

YpaaneHve NosUTUKKM ¢ gaHHon Address Family.

next-hop-self

BkntoyaeT nogmeHy 3HadeHusa atpubyta NEXT_HOP Ha no-

-/BKOUEHO KaNbHbIM agpec mapLipytTusatopa.
no next-hop-self OTKNOUNTb NoaMeHy aTpnbyTta NEXT_HOP.
route-reflector-client HasHauutb BGP-cocepa Route-Reflector knneHTom.
[meshed] - meshed — napameTp BbICTaBASETCA €CAN MUCMOJb3YETCA
mesh-Tononorua. Mpu noay4yeHnn oT Takoro KaneHta BGP-
MapLUPYTOB OHM He ByayT NepecbiNaTbC APYrMM KNIMEHTaM.
-/disabled

no route-reflector-client

BGP-mapwpyTtusarop asnserca route-reflector'om,
V ecnmn xota 6bl OAMH ero cocepg CKOHGUrypuposaH
KaK route-reflector kKnueHT.
V Ana npumeHeHMA AAHHOW KOMaHAbl Heobxogum
nepesanyck BGP-ceccum ¢ cocegom.

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

[Mpumep HacmpolKu route-map, ucnosas3yemol 8 kKomaHoe default-originate

console#configure

console (config) #route-map RM DEFAULT ROUTE 10 permit
console (config-route-map) #match ip address prefix-list PL DEFAULT ROUTE
console (config-route-map) #exit

console (config) #ip prefix-list PL DEFAULT ROUTE seq 5 permit 0.0.0.0/0

KomaHObI pexcuma KoHgu2ypauuu Peer-epynn

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHurypauum Peer-rpynn:

console (router-bgp-nbrgrp) #

Tabnunua 269 — KomaHabl perknuma KoHourypaumm Peer-rpynn

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value: (0-
4294967295); per-
cent: (0-100);
second: (30-86400);
type: (restart, warn-
ing-only)

BK/ItOYaeT OrpaHMYEHUE KOIMYECTBA NPUHUMAEMBIX MapLLpPY-
ToB OT BGP-cocepa.

- value — maKcMMmanbHOEe KOAMYECTBO MPUHMMAEMbIX MaplLu-
pyTOB;

- percent — NPOLEHT OT MaKCMMaJIbHOTO KOIMYeCTBa MapLUpy-
TOB, MO AOCTUKEHUMN KOTOPOro OTNPABAAETCA Npeaynpexae-
Hue;

- second — BpeMeHHOW NPOMEeXKYTOK (B CEKyHAaX), No ucteve-
HWIO KOTOPOTrO NMPOUCXOAMUT NEPENOAK/IOYEHNE, eCIN Ceccua
6bl1a pasopBaHa M3-3a MPeBbIWEHUA KONMYecTBa MapLupy-
TOB;

- type — Ha3HayaeT AeiCcTBME, BbINOAHAEMOE NPU AOCTUNKE-
HMUM MaKCMMa/IbHOTO 3HaYeHUA (pa3pbIB ceccum <restart>uam
oTnpaska npeaynpexaeHns <warning-only>).

BbIKNtOYaeT orpaHMyeHme KoamyecTsa NPMHUMAEMbIX MapLu-
pyToB oT BGP-cocepa.
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advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEKyHS;
with-sec: (0-
65535)/30 cekyHa,

3a43€T BpeMeHHble MHTepPBanbl.

- adv-sec — MMHUMaNbHbIA UHTEPBAN MeXay oTnpaskoi UP-
DATE coobuieHMi1 04HOr0 1 TOTO Ke MapLupyTa;

- With-sec — MMHUMANbHbIN MHTEPBAN MeXAy aHOHCUPOBA-
HMEM MapLpyTa M ero NocaeayoWmMm Ae-aHOHCUPOBaHUEM.

MpumeyaHue:

V — advertisement-interval goneH 6biTb 60nblUe
unu paseH withdraw-interval;

—  MapupyTbl, KOTOpble AO0NXKHbI 6bITb aHOHCU-
poBaHbl cocegHum BGP-maplupyTtusatopam,
pacnpepgenatotca Nno Heckonbkum UPDATE-co-
obweHuam. Mexay otnpaskoii 3atTux UPDATE-
coobLeHuit BblaepKuBaeTca cay4yaiHblii Bpe-
MEHHOI UHTepBan TakKMM 06pasom, 4Tobbl 06-
wee Bpems mexay o6HOBNeHMemM MapLupyToB
B JIOKanbHOU Tabnuue BGP u otnpaBKoi no-
cnegHero UPDATE-coobuieHuMA He npeBbIwano
advertisement-interval wam as-origination-
interval B cnayyae OTNPaBKU NOKaNbHbIX
(mapwpyTbl U3 NIOKanbHOK AS) mapwpyToB B
eBGP-coeauHeHnn. Takum o6pasom, KaxKapblii
M3 MapLUPYTOB MOXET UMEeTb CNy4YailHyl0 Be-
JINUNHY 334€eP>KKM aHOHCUPOBaHMUSA;

—  TouHocTb pabotbl TaiimepoB advertisement-
interval, withdraw-interval u as-origination-
interval 3aBUCUT OT MaKCcMManbHOro 3HaYeHus
no60oro u3 aTUX TPEX TallMepoB, HaCTPOEHHbIX
Ha BGP-mapwpytusatope (yuutbiBaloTca Tau-
mepbl, HacTpoeHHble anAa Bcex BGP-cocepeit).
Bce 3HaueHuMA TaillmepoB AaHOHCMPOBAHUA U Ae-
QHOHCMPOBAHUA MAapLUPYTOB, CKOHUrypUpo-
BaHHbIX Ha YCTPOWMCTBE, AUCKPETU3IUPYIOTCA
uHTepBanom B 1/255 ot Hanbonbluero HacTpo-
€HHOro 3HayeHus. YBe/JUYeHue MaKCcumasb-
HOro 3HauyeHusa 6yaeT NPUBOAUTbL K yBenuue-
HMIO YACTOTbl AUCKPETM3aL UK TaliMepoB U, co-
OTBETCTBEHHO, K MOHUMKEHUIO TOYHOCTU UX pa-
60TbI.

YcTaHaBAMBaeT 3HAYeHKWe no YMOANYaHULO.

as-origination-interval
seconds

seconds: (0-65535)/15

3a4aéT BpemeHHOoM nHTepBan mexay otnpaskoit UPDATE co-
0b6LLEeHN A OAHOro M TOro e MapLipyTa, UCNo/b3yeTca AnA
AHOHCA IOKaNbHbIX (MapwpyTbl M3 NIOKanbHOW AS) mapLupy-

no connect-retry-interval

CeryRa ToB eBGP cocepam.
no as-origination-interval YcTaHaBAnBaeT 3HaYeHMe MO YMONYAHUIO.
connect-retry-interval 3a2€T BpeMeHHOI UHTepBas, Mo UCTEYEHUIO KOTOPOro BO3-
seconds seconds: (1- obHOBAAETCA NOMbITKA co3aaTb BGP-ceccuto ¢ cocegom.
65535)/120 cekyHg,

YcTaHaBAMBaeT 3HaYeHUe o YMONYaHUIO.

next-hop-self

no next-hop-self

-/BbIKNIOYEHO

BkntoyaeT noameHy 3HayeHus atpubyta NEXT_HOP Ha no-
KaNbHbI agpec mapLipytnsartopa.

OTKAOYUTL NogmeHy aTpubyTta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1

as_dot_id:
(1.0..65535.65535)

3a4aéT HoMmep aBTOHOMHOM CUCTEMbI, B KOTOPOM Haxo4mTcA
BGP-cocea. YcTaHOBAEHME COCEACTBA HEBO3MOXKHO, NOKa CO-
cefy He Ha3HayeH Homep AS.
3710 AeNcTBME BNIEYET pPa3pbiB CECCUU C COCEAOM U
V OYMCTKY BCEX NPUHATbBIX OT HEro MapLUpPYTOB.

YaanuTtb naeHTMdmnKaTop cocegHet aBTOHOMHOM CUCTEMBI.
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timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-
21845)/30 cekyHa,

3a43€T BpeMeHHble MHTepPBanbl.

- holdtime — ecnn B TeyeHMe 3TOro BpemeHu He byaeT npu-
HATO keepalive-coobuieHune, To coeanHeHne ¢ cocegom cbpa-
cblBaeTcs;

- keepalive — nHTepBan mexay otnpasKkoi keepalive-cooblue-
HUWA.

MpumeyaHue:

V 3HaueHua holdtime u keepalive gonxHbl 6biTb
nnb6o o6a paBHbl HyAto, AM60 06a 6onbLue Hyns.
holdtime pomkeH 6biITb 60nblie WAM paBeH
keepalive.

— Ecnm 6bin BblbpaH Taiimep hold, KoTopblii
HACTPOEH Ha NI0OKaJIbHOM MapLupyTU3aTope, TO
MCNONb3yeTca JIOKaZibHOe 3HayeHue Talimepa
keepalive;

— Ecnm 6bin BblbpaH Taiimep hold, KoTopblii

HacTpoeH Ha coceAHeM MapLipyTusatope U
3HauyeHUe J/IOKa/IbHO HACTPOEHHOro Taiimepa
keepalive meHbwe yem 1/3 BbibpaHHOro Taii-
mepa hold, To ucnonb3yerca noKanbHoe 3Haue-
Hue Talimepa keepalive;
Ecnm 6bin BbIbpaH Taiimep hold, KoTopbiit
HacTpoeH Ha coceAHeM MapLipyTusatope U
3HaYeHWe /I0KaIbHO HACTPOEHHOro Tamepa
keepalive 6onblwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ncnonbsyerca uenoe uncno, Ko-
TOpoe meHbLue Yyem 1/3 Bbi6paHHOro Taiimepa
hold.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

timers idle-hold seconds

no timers idle-hold

seconds:
(1..32747)/15

3a4aET BpeMeHHOW MHTepBan yaepaHua coceda B COCTOA-
Hun Idle nocne Toro, Kak oH 6bln COPOLLEH B 3TO COCTOAHME.
3a 3TOT MHTEPBa BCE NOMbITKU NEePeyCcTaHOBUTL COeANHEHNE
C cocefom byayT OTK/IOHEHbI.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CEKYHA,

3a4aéT BpPEeMEHHOM WHTepBan Mexay YycTtaHoBkon TCP-
coefMHeHuAa u otTnpaskoi nepsoro OPEN-coobueHus.

YcTaHaBAMBaeT 3HAYeHKWe no YMONYaHULO.

shutdown

no shutdown

-/no shutdown

AZMUHUCTPATUBHO BbIKAOYAET ceccun co Bcemun BGP-coce-
OAMMW, BXOAALMMM B COCTAB peer-rpynnbl, U O4NLLAET NPUHA-
Tble OT HUX MapLLUpPYTbl, HE yAanas ux KoHdurypauum.

B KOHdUrypauumio KarKaoro cocena, BXOAALEro B peer-
rpynny, B KOHTEKCT (router-bgp-nbr) gobaBnsetca KomaHaa
shutdown.

AOMUHWUCTPATMBHO BK/IOYaeT ceccun co Bcemmn BGP-coce-
OAMU, BXOAALMMM B COCTaB peer-rpynnbl. Yaanaet KomaHay
shutdown 13 KoHbUIypaLuum Kaskaoro coceaa, BXOAALLEMO B
peer-rpynny.

update-source [Tengiga-
bitEthernet te_port |
hundredgigabitethernet
hu_port | Port-Channel

te_port:
(1..8/0/1..24);
hu_port: (1/0/1..6);

HasHauaeT uHTepodeiic, KoTopblii ByaeT UCnoNb3oBaH B Kaye-
CTBE MUCXOAALLEro NPU COeANHEHUM C COCEA0M.

group | Loopback loopback group: (1..48);

| Vlan vian_id] loopback: (1-64);

no update-source vlan-id: (1-4094) OTMeHsIeT PYYHYIO HaCTPOMKY WCXOJAWero WHTepdeiica,
BK/IIOYAET aBTOMATUYECKMIM BbIBOP UHTEpdElica.

route-reflector-client HasHauntb BGP-cocesa Route-Reflector knneHtom.

[meshed] - meshed — napameTp BbICTaBnAeTCA €CAN MUCNOb3yeTcA
mesh-Tononorua. Mpu NoNAy4YeHUU OT Takoro KaveHta BGP-
MapLLUPYTOB OHM He ByAyT NepechbinathcA A4PYrMM KAMEHTaM.

-/disabled BGP-mapwpytusatop asasnerca route-reflector'om,

V ecnn xota 6bl oauH ero coces CKOHGUrypuposaH
KaK route-reflector kKnueHr.

Onsa npumeHeHMA AAHHOW KOMaHAbl Heobxogum
V nepesanyck BGP-ceccum ¢ cocegom.
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no route-reflector-client

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO

soft-reconfiguration in-
bound

-/disabled

no soft-reconfiguration in-
bound

KomaHgaa coxpaHseT nosydeHHble OT coceAa MapLupyTbl B OT-
AenbHOM ob6nact namatv. MeToa no3Bo/IAET MPUMEHWUTH
BXOAALLYIO MOAUTUKY «route-map in» ans cocena 6e3 cbpoca
coceACTBa M 3aNpoca MapLIpyTOB.
Mo ymonuaHuio paboraet mexaHusm Route
V Refresh.

OTKNOUYNTb MEXAHU3M COXPAHEHUSA MapLUPYTOB.

prefix-list name {in | out}
name: (0..32) cum-

- name — Ha3BaHue IP prefix-list, KoTopbIii ByaeT npumeHeH K
QHOHCMPYEMbIM U/ NPUHUMAEMbIM MapLLPYTaM.

-/BbIKOYEHO

no fall-over bfd

no prefix-list name {in | BOAa OtBa3zaThb IP prefix-list.
out}
fall-over bfd BKkntoumTb NpoTokon BFD Ha peer-rpynne.

Bbikntountb npotokon BFD Ha peer-rpynne.

KomaHObl pexcuma Privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR MPUBMUAErMPOBAHHOIO NOAb30BaTeN .

BuAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 270 — KomaHabl pexkmuma Privileged EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

clear ip bgp [ip_add]

MNepeycTtaHaBauBaeT coegmHeHna ¢ BGP-cocepgamm, ounuias
MPUHATbIE OT HUX MapPLIPYTbI;

- ip_add — appec cocegHero BGP-cnvKepa, ¢ KoTopbim byaeT
nepeycTaHOB/IEHa ceccus.

show ip bgp afi safi afi: (all, ipv4, [2vpn);

safi (all, unicast,mul-
ticast, evpn)

OT06pasuTb Tabnvuy BGP-mapwpyTtoB (Loc-RIB) yKasaHHbIX
AFI/SAFI.

- afi — naeHTuoukaTop Address Family;

- safi — npgeHTndukatop Sub-Address Family.

show ip bgp [ip_add]

OT06pa3zuTb Tabnuuy BGP-mapupyTos (Loc-RIB).
- ip_add — npeduKc noaceTn HazHayYeHuMsa, No KoTopomy byaeT
oTobpaykeHa noapobHaa MHGopMaLMa 0 MapLIPyTax 40 Heé.

show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]

OT106pasnTb MHPOPMaLMIO O HACTPOEHHbIX BGP-coceasx.
-ip_add—appec coceaHero BGP-cnukepa, no Kotopomy byaet
oTduUNbTPOBaHA NHPOPMALUS;
- detail — oTo6pasnTb NoapobHyo MHGOpMaLMIO;
- advertised-routes — 0T06pa3nTb TabaAMLY MapLIPYTOB, AHOH-
CUPOBaHHbIX coceay;
- received-routes — 0To06pasnTb TabAMLY NPUHUMAEMbIX Map-
LIPYTOB A0 NPUMEHEHMUA K HUM BXOAALLEN NONUTUKM.
Ana otobpaxkeHUA NPUHUMAEMbIX MAPLUPYTOB C
V KAtouom received-routes B KOHTEKCTE HAaCTPOIKM CO-
OTBETCTBYIOLLEro coceaa A0MXKHA 6biTb 3aaeAcTBO-
BaHa KomaHpga soft-reconfiguration inbound.

show ip bgp peer-group
name

OTO06pa3unTb co3aHHble Peer-rpynmnbl U UX HACTPOMKMK.
- name — oTo6pasnTb HACTPOWMKM rpynnbl C UMEHEM hame.

show ip bgp peer-group
name neighbors

OT06pasuTb COCTOALLMX B peer-rpynne coceseil.
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5.30.5 Hacmpoiika npomokona IS-1S

IS-IS (Intermediate System to Intermediate System) — NPOTOKON ANHAMMUYECKON MapLLPYyTU3aLIUK, OC-
HOBAHHbI Ha TEXHOJIOTMM OTCNEXKMBAHUA COCTOAHMA KaHana (link state technology) u ucnonb3ytowmin ana
HAXOXAEHWA KpaTyanwero nyty anroputm denkcrpbl. MpoTokon IS-IS npeactasnset coboit NpoTOKON BHYT-
peHHero wao3a (IGP). Mpotokon IS-IS pacnpocTpaHAeT MHPOPMALIMIO O AOCTYMHbIX MapLIpyTax Mexay

MapLLpyTU3aTOpPamMmn 04HON aBTOHOMHOM CUCTEMbI.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHon KoHduUrypaumm:

console (confiqg) #

Tabnunua 271 — KomaHabl perkuma rnobanbHOM KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue

10 yMOAYAHUIO

Aelicmeue

router isis

no router isis

-/1SIS mapwpyTusatop

OTKNKO4YeH

3anyckaert IS-IS mapwpyTnsatop. BxoauTt B pexum KoHdurypauum
npotokona IS-IS.

OcTtaHaBnuBaeT IS-IS mapwpytusaTtop. Yaanaetr KoHourypauuo
npoTokona IS-IS.

KomaHObI pexcuma KoHgu2ypayuu npomokxona I1S-1S

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxnume KoHpurypaumm npoTtokona IS-IS:

console (router—-isis) #

Tabnuua 272 — KomaHabl pexkmuma KoHourypaumm npotokona IS-IS

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aeiicmeue

address-family ipv4 unicast

MepexoamT B pexxum KoHpurypaumm Address-Family.

authentication key word

3apatb KAawou ayTeHTVIdJVIKaLI,VIVI B BMAe TeKkcTa. Mcnonb3yetca

[level] word: (1..20) Ana ayteHTudumKaumm LSP, CSNP, PSNP PDU. [laHHas HacTpolika
CMMBO/IOB; UrHOpUpYyeTcAa, ecan AN ayTeHTUdMKaLMK yKasaHa key-chain.
level: (level-1, level- - word — KNto4 B TEKCTOBOM BUAE;
2)/level-1-2 - level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HaCTPOMKa.
no authentication key Ypanaer ka4 ayTeHTUPUKaunu.
authentication key encrypted 3afaerT KoY ayTeHTUOMKaLMK B 3aWwmndpoBaHHOM BUAe (Hanpu-
encryptedword [level] Mep, Naposib B 3aWwndpoBaHHOM BUAE, CKONUPOBAHHbIW C ApY-
encryptedword: roro yctpoiictea). Mcnonb3yetca ans ayteHTuduKkauum LSP,

(1..128) cumsonos;
level: (level-1, level-

CSNP, PSNP PDU. [laHHasa HacTpoiKa UrHOpMpPYyeTcs, ecnun gas
ayTeHTMdMKaLMKM yKasaHa key-chain.

2)/level-1-2 - encryptedword — kntod B 3awnMdpoBaHHOM BUAE;
- level — ypoBeHb IS-IS, s KOTOPOro NPUMEHMUTCA HaCTPOMKa.
no authentication key YaanaeT Koy ayTeHTUdUKaLMK.
authentication key-chain 3apaTb MMA CBA3KKU KAtouen, KoTopas byaeT Mcnosnb3oBaTthbeA
word [level] word: (1..32) ona aytreHTudumkaumm LSP, CSNP, PSNP PDU.
CMMBOAA; - word — UMA CBA3KU K/oYel;

level: (level-1, level- - level — ypoBeHb IS-IS, s KOTOPOro NPUMEHUTCA HaCcTPOMKa.

no authentication key-chain 2)/level-1-2 OTKNOYaeT PEXMM UCMO/Ib30BAHUA CBA3KM K/tOYel AnA ayTeH-

TUdMKaumK.

authentication mode {text |
md5} [level]

no authentication mode

level: (level-1, level-
2)/level-1-2;

Mo ymonyaHuio ayTteH-

TUdUKaLMA OTKAIO-
YyeHa.

BkntouaeT ayteHTUOMKauuto B IS-IS n onpepenset ee Tun:

- text — ayTeHTUPMKALMA OTKPbITbIM TEKCTOM;

- md5 — ayteHTUPUKauus MDS5;

- level — ypoBeHb IS-IS, AnA KOTOPOro NPUMEHUTCA HAaCTPOMKa.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

hostname dynamic

-/BKAIOYEHO

BKAOUNTB NOAAEPKKY AMHamMYecKmx hostname.

Ethernet-kommymamopsi MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48 241




HELTEX

no hostname dynamic

BbIK/IIOUNTL NOAAEPIKKY AMHamMMYecknx hostname.

is-type {level-1 | level-2-only
| level-1-2}

no is-type

-/level-1-2

3agaeT TN maplupyTtu3sartopa B IS-IS gomeHe:

- level-1 — Bce B3anmogencTBMA C APYrMMM MapLIpyTU3aTopamu
NpPoOUCXoAAT Ha 1 ypoBHe;

- level-2-only — Bce B3avmogencTeumaA ¢ gpyrumm mapLipyTmsaTo-
pamu NPoUCXoaAT Ha 2 YPOBHeE;

- level-1-2 — ycTpolicTBO nogaepkuBaeT B3aumoaencTauns obo-
UX YPOBHEN.

YcTaHaBAWBaeT 3HaYeHne No YMONYAHUIO.

Isp-buff-size size

size (512-9000)/1500

YcTaHaBAMBaET MaKCMMa/ibHO BO3MOMKHbINM pasmep oTnpasnse-
Mmbix LSP 1 SNP. 3HaueHue Isp buffer size He goKHO NpeBbIWwaTh

6aiiT 3HaveHue pdu buffer size.
no Isp-buff-size YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
Isp-gen-interval second [level] 3a4,36T MMHUMMAbHBIW MHTEPBAN B MC, MEXAY reHepaumen oa-
second: (1- HOW 1 ToW e LSP.
65535000)/30000 - second — 3Ha4yeHMe MHTepBana B MUIUCEKYHAAX, NO UCTeve-
MUANNCERYHA, HUM KoToporo LSP MoKeT ObiTb 3aHOBO CreHepuMpoBaHo;
level: (level-1, level- - level — ypoBeHb g/18 KOTOPOro NPUMEHUM AaHHbIA UHTEpPBa.
2)/level-1-2 Ecnu He yKa3blBaTb, MHTEPBAA NPUMEHUTCS K 0O0OMM YPOBHAM.

no Isp-gen-interval

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

Isp-refresh-interval second

second: (1-65235)/900

3aaET MaKCMMasbHbIM MHTEPBA/ B CEKYHOAX, MEXAY reHepa-
umei LSP.
- second — 3Ha4YeHWe MHTepBasa B CEKYHAAX, MO UCTEYEHWUN KO-

CeRYHA; Toporo LSP 6yAeT 3aHOBO creHepupoBaHo.
no Isp-refresh-interval YcTaHaBAMBaET 3HaYeHME NO YMOAYAHMIO.
max-Isp-lifetime second 3afaeT Bpemsa U3HU LSP. 3HayeHMe f0KHO ObITb XOTA Obl Ha
second: (350- 300 cekyHp 6onble, yem Isp-refresh-interval.
65535)/1200 cekyHa; - second — 3HaYeHUe B CeKyHAax.

no max-Isp-lifetime

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

metric-style style [level]

style: (narrow, wide,

3afaeT UCMOJIb3yeMblii CTU/Ib METPUKM.

-narrow — NOAAEPNKMBATb TONbKO CTaHAAPTHYIO (Y3Kylo) meT-
PUKY;

-wide — NnoaAepKMBaTb TOIbKO PaCLUMPEHHYIO METPUKY;

both)/both -both — nopaepxnBatb 06a CTUNA METPUKK;
level: (level-1, level- - level — ypoBeHb, g5 KOTOPOro NMPUMEHUM YKa3aHHbIN CTU/b
2)/level-1-2 MeTpUKKN. ECNM He yKasblBaTb, METPUKA NPUMEHUTCA K oboum
YPOBHSAM.
no metric-style YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
net XX XXXX XXXX. XX YctaHaBAuBaeT TaK HasbiBaembiii NET (Network Entity Title) aa-
pec — YHUKanbHbIM NAEHTUOUKATOP MapLpyTU3aTopa B npeae-
- nax IS-1S pomeHa. Mpwu 3anncn NET ncnonb3yertca WwecTHaaguatTm-
PUYHAA CUCTEMA CYMCNIEHUS.
no net Ypanaer naeHTMdMKaTop MapLlipytusaTtopa.
shutdown OTkntovaet npouecc ISIS.
-/BKAOYEHO
no shutdown Bkatouaet npouecc ISIS.
spf interval maximum-wait YcTaHaBAMBaAET UHTEPBAN MeXAy ABYMA nocnenosaTesibHbIMU
second second: (0- nepecyetamu aaroputma SPF B munancekyHaax.
no spf interval maximum- 4294967295)/5000 YcTaHaBAMBaeT 3Ha4YeHne No yMONYaHUIo.
wait
spf threshold restart-limit YcTaHaBAMBAET CKO/IbKO pa3 anroputm SPF morKeT 6biTb npe-
number number: (1- pBaH o6HoBEeHNem LSDB.
4294967295)/10
no spf threshold restart-limit YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.
spf threshold updates-restart 3afaeT KonnyectTso 06HoBMeHN LSDB, npu KOTopbiX anroputm
number number: (1- SPF octaHaBnnBaeTcA 1 nepesanyckaeTca.
4294967295)/4294967
no spf threshold updates-re- 295 YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
start
spf threshold updates-start number: (1- Konunuectso obHoBneHuit LSDB, HeobxoamMmoe ans HemeasieH-
number 4294967295)/4294967 Horo 3anycka anaroputma SPF (spf interval maximum-wait npwm
295 3TOM MrHopupyeTca).
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no spf threshold updates-
start

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

KomaHObI pexcuma KoHguaypauuu Address-Family

BuAa 3anpoca KOMaHAHOM CTPOKK B pexume KoHpurypaumnm Address-Family:

console (router—-isis-af) #

Tabanuya 273 — KomaHab! perknuma KoHourypaumm Address-Family

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

no redistribute connected

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona.

PaspelwaeTt umnopt connected mapLupyTos:

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbINOAHATLCA Nepe-
pacnpegeneHve MapLipyToB;

- type — yCTaHOBWUTb MMMNOPTUPYEMbIM MapLUpyTam TUN MeT-
PUKM;

- metric — 3HaYeHME METPUKM AN UMNOPTUPYEMbIX MapLIPY-
TOB;

- name — nmsa cTaHgapTHoro IP ACL, KoTopblit byaeT ucnonb-
30BaH A1a GUAbTPaALMU UMNOPTUPYEMbIX MAPLLPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHBIN (Narrow) CTuab meT-
PUKKM, BCE 3HAYEHUs METPUKM bosblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTtpos 3anpelaet umnopT connected mapLipyToB
B IS-IS. B cnyyae yKasaHuA napameTpa BO3BpalLaeT ero ae-
donTHOe 3HaYeHue.

redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute static [level

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona.

Pa3speluaetT UMnNopT cTaTUYecKMx mapLpyTos B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbI ByaeT BbINONAHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBUTb UMMOPTUPYEMBIM MApLLPYTam TUMN MET-
PUIKK;

- metric — 3HaYeHMEe METPUKMN 418 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeTt ucnonb-
30BaH AN GUNbTPALLUM MMMOPTUPYEMBIX MaPLLIPYTOB.

Ecnun rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) cTunb met-
PWKW, BCe 3HAYEHUA MeTPUKKM bonblie 63 BbyayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpelLaeT MMMNOPT CTaTUYECKUX MapLLpy-
TOB B IS-IS. B cnyyae yKkasaHuA napameTpa BO3BpallaeT ero
AedonTHoe 3HaveHwue.

metric] [filter-list name]

redistribute rip [level Jevel]
[metric-type type] [metric

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumsona.

Paspewaet umnopt mapwpytos u3 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbI ByaeT BbINONHATLCA Nepe-
pacnpezeneHne MapLLpyTos;

- type — yCTaHOBWUTb MMMOPTUPYEMbBIM MapLUpyTam TUM MeT-
PVKK;

- metric — 3HaYeHMEe METPUKMN A1 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeT ucnonb-
30BaH gna GUAbTPALUN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHo BKAKOYEH CTaHAAPTHBIN (Narrow) CTuab meT-
PVKW, BCE 3HAYEHUA MeTPUKM bonblie 63 BbyayT yKasaHbl B
TLV Kak 63.

be3 napameTtpos 3anpeLaet umnopt mapwpyTos 13 RIP B IS-
IS. B cnyyae yKkasaHMA napameTpa Bo3BpallaeT ero aedont-
Hoe 3HauyeHue.
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redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumsona.

Paspelaet umnopt mapwpytos u3s BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — YyCTaHOBWUTb MMMOPTUPYEMbBIM MapLUPyTam TUMN MeT-
PUIKK;

- metric — 3HaYeHMEe METPUKMN A7 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — uma cTaHgapTHoro IP ACL, KoTopblit ByaeT ucnonb-
30BaH 14 GUAbTPALMKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnu rnobanbHO BKAKOYEH CTaHAAPTHLIM (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MEeTPUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpeLiaet MMNopT mapwpyTtos ns BGP B IS-
IS. B cnyyae yKasaHuWs napameTpa Bo3BpalLaeT ero fedponT-
HOe 3HayeHue.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

no redistribute ospf [id]
[level level] [metric-type
type] [match match] [met-
ric metric] [filter-list name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal, exter-

nal);
match:(internal, exter-
nal-1, external-2);
metric: (1-16777215);
name: (1-32) cumBona.

Paspewaet umnopt mapwpytos n3 OSPF B IS-IS.

- id — ngeHtTMdUKaTop npouecca OSPF;

- level — ypoBeHb IS-IS, B KOTOpbIV ByaeT BbINONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBWUTb MMMNOPTUPYEMbIM MapLLpyTam TUN MeT-
pUKM;

- match — Tvn mapwpyta OSPF, noanexalmii umnopTy.

- metric — 3HaYeHME METPUKM AN UMNOPTUPYEMbIX MapLIPY-
TOB;

- name — nmsa cTaHgapTHoro IP ACL, KoTopblit byaeT ucnonb-
30BaH 414 GUAbTPALUKM UMNOPTUPYEMBIX MapLIPYTOB.

Ecnv rnobanbHo BKAKOYEH CTaHAAPTHbIN (Narrow) cTuab meT-
PWKM, BCE 3HAYEHUs METPUKM bosblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpelaet umnopt mapwpyTtos u3 OSPF B
IS-IS. B cnyyae yKasaHWs napameTpa Bo3BpaliaeT ero Aedont-
HOe 3HauyeHue.

KomaHObI pexcuma KoHguaypauuu uHmepaelica Ethernet, VLAN:

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 274 — KomaHabl pexkuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumsona.

PaspeLlaeT umnopT connected mapLupyToB:

- level — ypoBeHb IS-IS, B KOTOpbIN ByaeT BbINONAHATLCA Nepe-
pacnpefeneHne MapLupyToB;

- type — yCTAaHOBUTb UMMNOPTUPYEMbBIM MAPLLPYTAM TUM MET-
PUKK;

- metric — 3HaYeHMe METPUKM ANA UMNOPTUPYEMbIX MapLUPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeTt ucnosb-
30BaH A1a GUAbTPALMU UMNOPTUPYEMbBIX MapPLLPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) cTuab meT-
PUKK, BCE 3HAYEHUA MeTpUKKM Bonblie 63 ByayT yKasaHbl B
TLV KakK 63.

Be3 napameTpos 3anpeLaeT MnopT connected maplupyTos
B IS-IS. B cnyyvae ykasaHuA napameTpa BO3BpallaeT ero ae-
donTHOe 3HaYeHMe.
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redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBsona.

Pa3zpelsaetT UMNopT cTaTUYeCKMX MapLipyToB B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpefeneHme MapLipyToB;

- type — YyCTaHOBWUTb MMMOPTUPYEMbBIM MapLUPyTam TUMN MeT-
PUKY;

- metric — 3HaYeHMEe METPUKMN A7 UMMNOPTUPYEMBIX MApPLLPY-
TOB;

- name — uma cTaHgapTHoro IP ACL, KoTopblit 6yaeT ucnonb-
30BaH 414 GUAbTPALUN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnu rnobanbHO BKAKOYEH CTaHAAPTHbIM (Narrow) cTuab meT-
PUKK, BCe 3HAYEHUA MeTpuku Bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpoB 3anpeLiaeTr MMMNOPT CTAaTUYECKMX MapLLpY-
TOB B IS-IS. B cnyyae ykasaHuMA napameTpa BO3BpalLaeT ero
nedbonTHoe 3HaveHwme.

redistribute rip [level /evel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumsona.

Paspewaet umnopT mapwpyTtos u3 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbINOAHATLCA Nepe-
pacnpegeneHve MapLupyToB;

- type — YyCTaHOBWUTb MMMOPTUPYEMbBIM MapLUPyTam TUM MeT-
PUKY;

- metric — 3HaYeHMEe METPUKMN A1 UMMNOPTUPYEMBIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeTt ucnonb-
30BaH 414 GUAbTPALUKN UMNOPTUPYEMBIX MapPLIPYTOB.

Ecnu rnobanbHO BKAKOYEH CTaHAAPTHbIM (Narrow) cTunb meT-
PUKK, BCe 3HAYEHUs MeTpuku Gonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpeLwaet umnopT mapwpyTtos 13 RIP B IS-
IS. B cnyyae yKasaHuMsA nmapameTpa BO3BpalLaeT ero aedponT-
HOe 3HayeHue.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumsona.

Paspelwaet umnopt mapwpytos u3 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpeseneHme MapLipyToB;

- type — yCTaHOBWUTb MMNOPTUPYEMbBIM MapLLpyTam TUN MeT-
pUKY;

- metric — 3HaYeHME METPUKM AN UMNOPTUPYEMbIX MapLIPY-
TOB;

- name — nms cTaHgapTHoro IP ACL, KoTopblit 6yaeTt ucnonb-
30BaH 414 GUAbTPALUN UMNOPTUPYEMBIX MapLIPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHBIN (Narrow) cTuab meT-
PUKMK, BCE 3HAYEHUA MeTpPUKM bonblue 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpoB 3anpeLLaeT UMNopPT MapLipyTos 13 BGP B IS-
IS. B cnyyae ykasaHus napameTpa Bo3BpallaeT ero aedponT-
HOe 3HayeHue.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal, exter-

nal);
match:(internal, exter-
nal-1, external-2);
metric: (1-16777215);
name: (1-32) cumsona.

Paspelwaet umnopt mapwpytos ns OSPF B IS-IS.

- id —npeHTMdUKaTop npouecca OSPF;

- level — ypoBeHb IS-IS, B KOTOpbI ByaeT BbINONHATLCA Nepe-
pacnpegaeneHme MapLipyToB;

- type — yCTaHOBWUTb MMMOPTUPYEMbBIM MapLUpyTam TUM MeT-
pUKY;

- match — Tun mapwpyTta OSPF, noanexalmii uMnopTy.

- metric — 3HaYeHMEe METPUKMN 418 UMMNOPTUPYEMbIX MAPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeT ucnosb-
30BaH 414 GUAbTPaALUKN UMNOPTUPYEMBIX MapPLIPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHBIN (Narrow) cTuab meT-
PUKK, BCe 3HAYEHUA MeTpUKKM Bonblie 63 ByayT yKasaHbl B
TLV Kak 63.
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no redistribute ospf [id]
[level level] [metric-type
type] [match match] [met-
ric metric] [filter-list name]

be3 napameTpoB 3anpeLiaeT UMNOPT MapLupyToB n3 OSPF B
IS-IS. B cnyyae yKkasaHuMA NnapameTpa Bo3BpalyaeT ero gedont-
Hoe 3HayeHue.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Loopback:

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnunua 275 — KomaHabl pexkuma KoHourypaumm nHtepdelica Loopback

KomaHda

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aelicmeue

ip router isis

no ip router isis

-/BbIK/IIOYEHO

BKkAtoyaeT NpoTOKON maplpyTmsaunm IS-IS Ha TeKywem nHTep-
deiice.

BbIKntoYaeT NPOTOKOA MapLIpyTusaumm IS-1S Ha TekyLwem nHTep-
deiice.

isis circuit-type {level-1 | level-

YKasblBaeT, coceaCcTBa KaKoro YPOBHA MOXHO GOPMMPOBATL Ha

no isis metric

2-only |level-1-2} -/level-1-2 AaHHOM nHTepdeiice.
no isis circuit-type YcTaHaBAMBaEeT 3HAYEHUE N0 YMOHAHUIO.
isis metric metric [level] YcTaHaBAMBaET METPUKY A/1A AaHHOro MHTepdeiica.
metric: (1 - metric — 3Ha4eHne MeTpuku. Ecam rnobanbHO BKAKOYEH CTaH-
’ apTHbIN (narrow) CTWAb METPUKM, BCE 3HAYEHUSA METPUKMK
16777215)/10; Aap ( ) P P
6onblie 63 6yayT yKasaHbl B TLV KaK 63;
level: (level-1, level- level — ypoBeHb IS-IS, gna KoToporo byaet NPUMEHATHCA MeT
2)/level-1-2 yp , BN p YA p

puKa.

YcTaHaBAMBaEeT 3HAYEHNE MO YMONYAHUIO.

isis passive-interface

no isis passive-interface

-/NaccuBHbIN peXxnum
OTK/IIOYeH

MNepeBoanT MHTepdENC B NACCUBHbLIN peXXnM. B sTom perkmume
nHTepdelic He oTnpaBaseT u He npuHUmaeT HELLO PDU.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KOMaHAHOM CTPOKM UMEET BUL,:

console#

Tabnunua 276 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show isis database [level]

level: (level-1, level-2)

OTobparkaeT 6a3y gaHHbIX TONOJIOMMM NPOTOKoAa IS-IS.
- level — yKka3biBaeT ypoBeHb NpoTokoa IS-IS, 6a3y AaHHbIX KOTO-
poro Heob6xoAMMo 0TOBPA3UTL.

show isis hostname

OTobparkaeT nsBecTHble cooTBetcTBMA SystemlD u Hostname.

show isis interfaces [tengiga-
bitethernet te_port |
hundredgigabitethernet

loopback /oopback| vlan
vlan_id]

hu_port | port-channel group |

te_port: (1..8/0/1..24);
hu_port: (1/0/1..6);
group: (1..48); loop-
back: (1-64); vlan-id:
(1-4094)

OTobparkaeT uHpopmaumto 06 MHTepdeicax, yyacTBytowmx B IS-
IS.

show isis neighbors [detail]
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback | vlan
vlan_id]

te_port: (1..8/0/1..24);
hu_port: (1/0/1..6);
group: (1..48); loop-
back: (1-64); vlan-id:
(1-4094)

OTobparkaeT UHGOPMaLMIO O coceasax.
- detail — ucnonbsoBaHne AaHHOro NapameTpa No3eonseT otobpa-
3UTb AEeTasibHY0 MHGOPMALMIO O coceanX.

clear isis

C6pocuTb BCE COCEACTBA M OYUCTUTL TabMLy MapLupyTMsaumm |S-
IS.
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5.30.6 Hacmpoiika Route-Map

MpumeHeHWe route-map No3BoAAET USMEHATb aTPMOYTbl Yy aHOHCUPYEMBIX M MPUHUMAEMbIX MapLL-
pytos BGP.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHon KoHduUrypaumm:
console (config) #

Tabnunua 277 — KomaHab! perkuma rnobanbHo KoHGUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
Mo ymMoa4YaHuro
route-map name [sec- Co3paeTt 3anucb route-map.
tion_id ] [ permit | deny] MNepeBOANT KOMaHAHYIO CTPOKY B PEXKUM KOHOUTYPUPOBaHMA
route-map.
- name — Ha3BaHue route-map;
- section_id — Homep 3anucu B 3TOM route-map;
name: (O...32) C.”MBona; - permit — NPUMeHNTL set KoMaHA4bl K MapLlpyTam;
section_id: - deny — oT6pOCUTL MapLIpPYThI.
(1..4294967295). MakcumanbHoe Konuuyectso route-map = 32
V (BKntouana cekuumn ogHoro route-map).
no route-map name [sec- Ypanute route-map.
tion_id ] [ permit | deny ] - name — Ha3BaHMe route-map;
- section_id — ypanset 3anucb ¢ Homepom section_id.

KomaHObI pexcuma KoHgu2ypauuu cekyuu route-map

BuAa 3anpoca KoMaHAHOWN CTPOKM B pexnume KOHPUrypaLumm cekummn route-map:
console (config-route-map) #

Tabnnua 278 — KomaHAabl pexknma KoHPUrypaLmm cekummn route-map

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda Aeiicmeue

continue section_id [and] 3afaTb HOMep cieaylollelt cekuumn route-map, Kotopas by-
AeT NPYMeHeHa K MapLipyTam, nocae NpUMeHeHUsn TeKyLen.
- section_id — Homep 3anucK B 3TOM route-map;
- and — ykasbiBaeT, YTo match ycTaHOBKM B 3TOW route-map
[O/MKHbI BbITb IorMyeckn o6beaunHerbl (AND) ¢ match ycTa-
HOBKamMM B route-map, 0603HaYeHHbIX MNapPaMeTpPoMm
section_id: section_id.
(1..4294967295). CosgaHue uenoyek route-map (6e3 napamertpa and)
V BO3MOXHO, €C/IM Tun route-map BbICTaBNeH B
permit.
EcAv npu co3gaHum LEnovyku npumeHseTca napa-
V meTp and, To Bce set YCTaHOBKU A0/MKHbl Haxo-
AUTbCA B NocaegHen CeKLUM 3TOM LenoyKu.

no continue C6pacbIBaeT yCTaHOBKY.
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match ip [address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (0..32) cumBona

3agaeTt cooTBeTcTBMe prefix-list u agpeca mapwpyTa.

- address — cooTBeTcTBMe prefix-list v ip-agpeca mapwpyTa;

- next-hop — cootsetctBue prefix-list n next-hop ip-agpeca

MapLipyTa;

- route-source — cootsetctaue prefix-list n ip-agpeca ucrou-

HUKA MapLIpyTa;

- name — Ha3BaHuWe route-map;
Y106bI He OT6pacbiBaNIUCb OCTa/ZibHble MapLUPYTbI,

V He yKasaHHble B prefix-list, Heo6xogumo co3gatb

nycToii route-map U NPUBA3aTb €ro K TeKylemy ye-
pes continue.

CbpacbiBaeT cooTBeTcTBME.

match local-preference
value

no match local-preference

value:
(1..4294967295).

3apgaeT cooTBETCTBME MapLipyTa ¢ aTpnbyTtom local-
preference.

CbpacbiBaeT cOOTBETCTBME.

match metric value

no match metric

value:
(1..4294967295).

3ajaerT coOTBETCTBME MapLUpyTa € aTpMbyTom metric.

CbpacbiBaeT cOOTBETCTBME.

match origin [igp |egp |
incomplete]

no match origin

3afaerT coOTBETCTBME MapLIpyTa ¢ aTpubyToMm origin.

- igp — mapwpyT 6bln NONyYeH U3 MPOTOKONA BHYTPEHHEM
MapLpyTusauum (Hanpumep, KomaHaon network);

- egp — MapLpyT 6bi1/1 BblyyeH no npoTokony EGP;

- incomplete — mapLupyT 6bin BblyYeH KAKUM-TO MHbIM 06pa-
30M (Hanpumep, KomaHgoi redistribute).

CbpacbiBaeT cOOTBETCTBME.

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[0o6aBnTb K MapwpyTy aTpubyTt AS_PATHLIMIT.

Hynesoe 3HayeHne orpaHMyYnBaeT aHOHCMPOBAHNE NOKAJIbHO
CreHepMpoBaHHbIX MapLIPYTOB, TO/MbKO meXxay iBGP coce-
aamu (He 6yayT BuAHbI gna eBGP).

3HayeHue 6onblwe O o3Hayaet, yto ecnm AS_PATH atpubyt
umeeT 6onblie AS-Homepos, Yem 3HauyeHne AS_PATHLIMIT,
TO HYXXHO ero oTbpocuTb Npu Bbixoae B eBGP.

C6pacbiBaeT path-limit.

set as-path prepend
as_number

as_number: (1-

[Oob6asuTb K aTpnbyTy AS-Path BBeaeHHble AS Homepa.

4294967295)
no set as-path prepend CbpacbiBaeT gobasneHue K AS-Path.
set as-path prepend local- [o6asuTb K aTpnbyTy AS-Path value Homepos Local AS (Ha Bbl-
as value xon, eBGP-coceay).

value: (0-10) A AY)

no set as-path prepend lo-
cal-as

CbpacbiBaeT gobasneHue K AS-Path.

set as-path remove
as_number

no set as-path remove

as_number: (0..127)
cUMMBONIA

Ypanute n3 atpmnbyta AS-Path ykasaHHyto AS.

CbpacbiBaeT yaaneHue.

set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpubyT maplupyTa.
- ip_address — IP-agpec next-hop.

CbpacbiBaeT ycTaHOBKY aTpubyTa next-hop.

set local-preference value

no set local-preference

value: (1-4294967295)

YcTaHOBUTL 3HaYeHue aTpubyTa local-preference.

CbpacbiBaeT ycTaHOBKY aTpubyTa local-preference.

set metric value

no set metric

value: (1-4294967295)

YCTaHOBWTb 3HaYeHue aTpubyTa metric.

C6pacblBaeT ycTaHOBKY aTpubyTa metric.

set next-hop-peer

no set next-hop-peer

ATpU6YT He
yCTaHOB/IEeH

YcTaHOBWTL 3HaYeHue aTpubyTa next-hop, Kak agpec coceaa.

CbpacbiBaeT ycTaHOBKY aTpubyTa.

set origin [igp |egp | in-
complete]

no set origin

YcTaHOBUTb 3HaYeHwue aTpubyTa origin.

- igp — mapwpyT 6bln NoNy4YeH U3 NPOTOKOMA BHYTPEHHEN
MapLpyTusaumm (Hanpumep, KomaHzol network);

- egp — MapLpyT 6bin BblydeH No npoTokony EGP;

- incomplete — mapwpyT 6bIN Bbly4eH KAaKMM-TO MHbIM 0bpa-
30M (Hanpumep, KomaHgoi redistribute).

CbpacbiBaeT ycTaHOBKy aTpubyTa origin.

set weight value

value: (1-4294967295)

YCcTaHOBWTb 3HaYeHWe aTpnbyTa weight.
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| no set weight |

CbpacbiBaeT yCTaHOBKY aTpubyTa weight.

KomaHOb1 pexcuma Privileged EXEC

Bce KomaHAap! AOCTynHbl ANA NpUBUNENMPOBAHHOIO NOJ1b30BaTENA.

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnnua 279 — KomaHabl perkmma Privileged EXEC

3HayeHue/3HayeHue
1o yMoA4YaHuro

KomaHoa

Aeiicmeue

show route-map [name] name: (0..32) cumsona

MpocmoTp MHPOPMALMKM O CO34aHHBIX route-map.
- name — uma route-map.

5.30.7 Hacmpoiika Prefix-List

Prefix-nucTbl No3s8oA0T GUALTPOBATL MPUHUMAEMbIE U AHOHCUPYEMbIE MapPLLPYTbl MPOTOKOJ/I0B AMHA-

MWYECKOM MapLUpyTM3aLMUN.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexunume rnobasibHoM KoHbUrypaumm:

console (config) #

Tabnunua 280 — KomaHabl perkunma rnobanbHOM KoOHGUrypauum

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

ip prefix-list list-name [seq
seq_value] [description
text] {deny | permit}
ip_address [mask] [ge

ge_value] [le le_value]
list-name: (1..32);

seq_value: (1..
4294967294);
text: (0..80) cumBona;
ge_value: (1..32);
le_value: (1..32)

no ip prefix-list list-name
[seq seq_value]

Co3sgartb Prefix-list.
- list-name — vuma cosgasaemoro prefix-nucra;
- seq_value — Homep 3anucuy B CNUCKe NpeduKcos;
- text — onncaHue cnucka NnpeduKcos;
- deny — 3anpeLatoliee gencTene NS MapLLpyTa;
- permit — paspeluatoLiee gencTene 4NA MapwpyTa;
- ge_value — cooTBetcTBMe AanHe npeduKca, paBHOW MK
6onbluei, Y4em HacTpoeHHas g/InHa npeduKca;
- le_value — cooTteTcTBME ANHe npedurKca, KOTopasa paBHa
WUAN MEHbLLE HAaCTPOEHHOW A MHbI NpeduKca.
Ecnm He HalwNOCb HA OAHOTO COOTBETCTBUA, TO byaeT
V npumeHeHa HeAIBHaA NOJIMTUKA NO ymonuyaHuio deny
any.

YpanuTb co3gaHHbii Prefix-List.

KomaHOwbi pexcuma Privileged EXEC

Bce KomaHAap! AOCTynHbl ANA NPpUBUNETMPOBAHHOIO NOJ1b30BAaTENA.

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#
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Tabnunua 281 — KomaHabl pexkuma Privileged EXEC

3HayeHue/3Ha4eHue »
KomaHoa / Aelicmeue
no yMoaYaHuro
show ip prefix-list [name] name: (0..32) MpocmoTp nHbopmaumm o co3gaHHbix prefix-list.
cMmBoNa - name — uma prefix-list.

5.30.8 Hacmpoiika cesasku kntoveli

CBA3Ka K/louel no3BonsieT co3gatb Habop naponei (Kawueit) ¢ nocieayolell BO3MOXKHOCTbIO
HACTPOMKM BpeMeEHM AeNCTBMA KaxKaoro naponsn. Co3aaHHble Napo/iv MOTyT UCMOJ1b30BaTbCA NPOTOKOAAMM
RIP, OSPF, IS-IS ana ayTeHTUPMKaUUK.

KomaHObI pexcuma 2106aa6Hol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume rnobasibHoOM KoHbUrypaumm:

console (config) #

Tabnunua 282 — KomaHabl perknma rnobanbHoM KoOHGUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

key chain word

no key chain word

word: (1..32) cumsona/-

Co3faeT CBA3KY KNtoYen ¢ umeHem word 1 BXOAWT B PEXKMUM KOHOU-
rypaLumn CBA3KM KAtoYen.

YanseT cBaAsKy Kakoyei ¢ umeHem word.

KomaHObI pexcuma KoHgu2ypayuu cesa3Ku Kawoyel

Bug, 3anpoca KOMaHAHOW CTPOKM B peXXUMeE KOHPUIypaLmm CBA3KK KAtoUen:

console (config-keychain) #

Tabnunua 283 — KomaHabl perMma KOHOUTypaLmMm CBA3KK Kato4en

3HaveHue/3Ha4yeHue .
KomaHoa / Aeiicmeue
no ymon4yaHuwo
Co3paeT Kntou ¢ naeHTuduKaTtopom key_id 1 BXOOUT B PEKUM KOH-
i nrypayunun Knroua.

key key_id key_id: (1..255)/- Ppurypay .

YaansaeT KAtod ¢ naeHTudunkaTopom key_id.
no key key id

KomaHObI pexcuma KoHgu2ypayuu Kar4a

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXMme KoHdUrypaLumm Katoua:

console (config-keychain-key) #

,ﬂ,aHHblﬁ PeXMM 0O0CTYNEH U3 PEXMMA KOHd)VII'ypaLI,VIM CBA3KM KAtOYel U npegHasHavYeH gnAa 3agaHuAa
CamMoro K/ito4a 1 ero napameTpos.

Tabnunua 284 — KomaHbl pexkMma KoHbUrypauum Kntoua

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeilicmeue

key-string word

no key-string

word: (1..16) cumsonos/-

3agaeT 3HaYeHume Kava.

YpanaeT 3HayeHune Karova.
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encrypted key-string
encryptedword
encryptedword/-

no encrypted key-string

3afaeT 3HaueHMe KAtoya B 3awndpoBaHHOM BUAE.

- encryptedword — 3alwmndpoBaHHbIi Naponb (Hanpumep, na-
ponb B 3awWndpPoBaHHOM BMAE, CKOMMPOBAHHbLINA C APYroro
YCTPOICTBA).

YpanaeT 3HaveHue Karova.

accept-lifetime
time_to_start
{time_to_stop | duration |
infinite}

-/BCeraa pencreuteneH

no accept-lifetime

3a/aeT BpPema XKMU3HM K/oYa, B TEYEHWE KOTOPOro KoY by-
AeT felcTBUTeNeH ANA CBEPKM C KNHOYOM B NPUHUMAEMBbIX CO-
obuweHunnax.

- time_to_start —Bpema v AaTa Ha4yana AencTenA Kaova. 3a-
naetca B popmate hh:mm:ss month day year;

- time_to_stop — Bpemsa W pata NpeKkpaleHua AencTBus
Kntoua. 3agetca B popmate hh:mm:ss month day year;

- duration — 3apaeT NPOAONKUTENBHOCTD AEACTBUA KAOYa B
CeKyHAaXx;

- infinite — ycTaHaBNMBaeT HecKoHeYHoe BpPems AEeUCTBUSA
K/tova.

YaanuTb BpeMA XKU3HU KtoYa.

send-lifetime
time_to_start
{time_to_stop [duration |
infinite}

-/BCerna pencreuteneH

no send-lifetime

3a43aeT BPeMSA KM3HWU KNkoYa, B TEYEHWE KOTOPOro Koy by-
LET AecTBUTENEH AN OTNPABKU COOBLLEHWNA.

- time_to_start —Bpema 1 AaTa Havyana AencTBMUA KNtoYa. 3a-
naetca B popmate hh:mm:ss month day year.

- time_to_stop — Bpemsa W AaTa NpeKpaleHus AencTsus
Kntoua. 3agetca B popmate hh:mm:ss month day year.

- duration — 3apaeT NPOAOIKUTENBHOCTb AENCTBUA KNtOYa B
CEKyHAOax.

- infinite — ycTaHaBnMBaeT HeckoHeyHoe Bpema AEeNCTBUA
KAtova.

YaanuTb BpeMA XKU3HU KtoYa.

v

KomaHOwbI pexcuma Privileged EXEC

Bug, 3anpoca KOMaHAHOW CTPOKU UMeEeT BUA,:
console#

Tabnunua 285 — KomaHabl pexxkuma Privileged EXEC

Ecnn B KAaKOW-TO MOMEHT BPEMEHM Cpa3y HECKOJIbKO Klovel byayT ABNATbCA AeUCTBUTE b-
HbIMM, TO GPAKTUYECKU UCNONb30BaTbCA ByAeT KAoY C HAMMEHbLUMM naeHTUPUKaATopoM.

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show key chain word word: (1..32) cumsona/-

OTobparkaeT HGOPMaLMIO O CBA3KE K/toYen ¢ umeHem word.

[Mpumepbl 8bINOAHEHUA KOMAHO

Co3paTtb CBA3KY KNtoYer ¢ umeHem namel u NomMecTuTb B Heé ABa KAtoya. Ha Kntoye key 2 HaCTpoOUTb
Bpe’V\EHHOﬁ MHTEpBaa, B TEHEHNE KOTOPOTO 3TOT K/IIOY MOXKET 6bITb NCMO/Ib30BAH ANnAa CBEPKKM C KIK04HOM B

NMPUHATDBIX NaKeTax.

config) #key chain namel
config-keychain) #key 1

console
console
console
console
console
console

config-keychain-key) #exit
config-keychain) #key 2

—~ o~ o~~~ —~

config-keychain-key) #key-string testkeyl

config-keychain-key) #key-string testkey2

console (config-keychain-key) #accept-lifetime 12:00:00 feb 20 2020

12:00:00 mar 20 2020
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Moka3aTb MHGOPMaLMIO O CO34aHHON CBA3KE KtoYe:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted) "y9nRggddPOa7W304gfrNBeGhigRuwwpbmWCy69nLuQk=""
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text (Encrypted) "G7sTS+v50GJIJwHBL6UXZYWVPzbgZ/6fI0F3h3NBOwYMM=""
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]

5.30.9 banaHcuposka Hazpy3Ku Equal-Cost Multi-Path (ECMP)

BanaHcuMpoBKa Harpysku ECMP nossonseT nepenasaTb NakeTbl O4HOMY NO/yYaTeNto NO HECKO/b-
KMM «Ty4lMM mapLlupyTamy». JaHHbll GyHKUMOHAN NpegHasHavyeH ANs pacnpeaeneHmsa Harpysku u on-
TUMM3aLMKN NPONYCKHOM cnocobHocTn ceTn. ECMP morKeT paboTaTb Kak CO CTaTUYECKMMM MapLUpyTamu,
TaK 1 C NPOTOKO/IAMMN AMHAMUYECKO MapPLLPYTU3aLMN.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Buna 3anpoca KOMaHAHOW CTPOKM B pexxume rnobasibHol KoHdUrypaumm:
console (config) #

Tabanua 286 — KomaHab! perknma rnobanbHoM KoOHPUrypaumm

3Ha4yeHue/3HayeHue .
KomaHda Aelicmeue
o yMOAYAHUIO
ip maximum-paths maxi- 3a4aTb MAKCMMAJIbHOE KOJIMYECTBO MyTel, KOTopble MOryT
mum_paths . 6bITb ycTaHOBNEHDI B FIB ans KaXKAoro mapLipyTa.
maximum_paths: o

1.64)/1 Hactpoiika BCTynuT B CUAY TONbKO NOC/ie COXpaHe-

(1. \ / HUA KOHUrypauum 1 nepesarpysKku ycTpoiicraa.
no ip maximum-paths YCTaHOBUTb 3HAYEHME MO YMOJIYaHUIO.

5.30.10 Hacmpolika Virtual Router Redundancy Protocol (VRRP)

Mpotokon VRRP npeaHasHayeH AnA pe3epBMPOBAHUA MapLUPYTU3ATOPOB, BbINOAHAKOLWMX POb
LU/1t03a MO YMOJIYAHUIO. ITO AoCTUraeTca NyTém obbeamHeHus IP-uHTepdencoB rpynnbl MapLLpyTU3aTOPOB
B OZAMH BMPTYasibHbIM, KOTOPbIN BYAET MCNONb30BATLCA KaK LUHO3 MO YMONYAHUIO 415 KOMMNbIOTEPOB B CETH.
Ha KaHanbHOM ypoBHe pe3epsupyemble MHTepdencbl nmetor MAC-agpec 00:00:5E:00:01:XX, rae XX —
Homep rpynnbl VRRP (VRID).

TonbKoO 0A4MH M3 GUINYECKUX MAPLLIPYTU3ATOPOB MOMKET BbINOAHATbL MapLUpyTU3aumio Tpaduka Ha
BMpTyanbHoM IP-uHTepdeiice (VRRP master), ocTanbHble MapLupyTM3aTopbl B rpynne npeaHasHavyeHbl Ans
pesepsupoBaHua (VRRP backup). Beibop VRRP master npoucxoauT B cootsetcteum ¢ RFC 5798. Ecau
TEKYWMIA master CTaHOBUTCA HeAOCTYMHbIM — BblOOp MoOBTOPseTcs. HauBbICWIMIA NPUOPUTET MMeEeT
MapLLpyTU3aTop € cobcTBEHHBIM IP-agpecom, COBNaAatoWMM C BUPTYasibHbIM. B ciiydae AOCTYNnHOCTU OH
Bcerga ctaHoBuTca VRRP master. MakcmmanbHoe konnvectso VRRP-npoueccos — 50.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet, VLAN, uHmepdgelica epynnel nopmos

Bua 3anpoca KOMaHOHOM CTPOKM B pexume KoHourypauum uHtepdencoB Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if)#
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Tabnuua 287 — KomaHabl pexkmuma KoHourypaumm nHtepoeiica Ethernet, VLAN, nntepdeiica rpynnbi nop-

TOB

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

vrrp vrid description text

no vrrp vrid description

vrid: (1..255);
text: (1..160 cumBo10B)

[LobasneHne onncaHmaA Leau Uam ncnonb3osaHua ana VRRP mapu-
pyTu3aTopa c uaeHTudurkaTopom vrid.

Ypanernne onuncanma VRRP-mapwpytmnsaTopa.

vrrp vrid ip ip_address

no vrrp vrid ip [ip_address]

vrid: (1..255)

Onpegenerune IP-agpeca VRRP-mapwpyTtnsatopa

YpaneHue IP-agpeca VRRP ¢ mapwpyTtnsaTopa. Ecam B KayecTse na-
pameTpa He yKasaH IP-agpec, To yaanatca sce IP-agpeca BupTtyans-
HOro MapLupyTM3aTopa, BCAEACTBME Yero yAaUTCA U cam BUPTY-
a/bHbI MapLLpyTM3aTop vrid Ha L@HHOM YCTPOMCTBE.

vrrp vrid preempt

no vrrp vrid preempt

vrid: (1..255);
Mo ymonyaxuio
BK/IIOYEHO

Bk/toueHWe perknmma, npu Kotopom backup-mapwpyTtunsatop ¢ 6o-
/lee BbICOKMM NPUOPUTETOM BYAET NbITaTbCA NepexsaTUTb Ha cebn
posib master y Tekyw,ero master-mapwpyTvusaTtopa c 6osee HU3KUM
NPUOPUTETOM.
MapLpyTusaTop, KOTopblii ABnAeTCA Bragenouem IP-ag-
V peca maplipytusatopa, 6yaer nepexsaTbiBaTb Ha cebs
ponb master He3aBUCMMO OT HACTPOEK AAHHOWU Ko-
MaHAbl.

YcTaHOBKa 3HAaY€HUA N0 YMONYAHUIO.

vrrp vrid priority priority

no vrrp vrid priority

vrid: (1..255);
priority: (1..254);
Mo ymonyanuio: 255
ana snagenoua IP-
agpeca, 100 ana

HasHaueHune npuoputeta VRRP-mapwpyTtusatopa.

YCTaHOBKA 3HAYeHUA N0 YMOAYAHUIO.

OCTa/IbHbIX
vrrp vrid shutdown vrid: (1..255); BbikntoueHne VRRP-NpoToKoNa Ha AaHHOM MHTepdeice.
no vrrp vrid shutdown Mo ymonyaHuto: BkntoyeHne VRRP-npoToKona Ha JaHHOM UHTepdelice.
BbIK/tOYEH
vrrp vrid source-ip ip_address vrid: (1.255); OnpegeneHune peanbHoro VRRP-agpeca, KOTopblin 6yaeT Ucnosib3o-

no vrrp vrid source-ip

Mo ymonuanuio: 0.0.0.0

BaTbCA B KayecTse |P-agpeca otnpasutens ana VRRP-coobLLeHMNA.

YCTaHOBKA 3HAY€HUA N0 YMOAYAHUIO.

vrrp vrid track track_number
[decrement
decrement_priority]

no vrrp vrid track

vrid: (1..255);
track_number: (1..64);
decrement: (1..253)

YcTaHOBUTL KonnyecTBo tracking-os A1 yKasaHHow rpynnbl VRRP.
- decrement_priority — NOHU}KeHWe NpMopUTETa MapLIPYTU3aTOPa,
Korza o6beKT HabtoAeHMA CTAaHOBUTCA HEAOCTYMNEH.

OTMEeHUTb 3ajaHHoe Kosau4vecTBO tracking-oB AnAa yKasaHHOM
rpynnbl VRRP.

vrrp vrid timers advertise
{seconds | msec milliseconds}

no vrrp vrid timers advertise
[msec]

seconds: (1..40);
milliseconds:
(50..40950);

Mo ymonyanumio: 1 cek

OnpepeneHune nHTepBana Mexay aHoOHCaMu master-mapLupyTtusa-
Topa. Ecnm mHTepBan 3agaH B mMUANMCEKYHAAX, TO NPOUCXOaMUT
OKpyr/ieHne BHM3 40 bankaiiwen cekyHabl ana VRRP Version 2 u
[0 6amKanwmx coTbix fonelt cekyHAapl (10 munnvceryHa) pns
VRRP Version 3.

YcTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.

vrrp vrid version {2 | 3 | 2&3}

no vrrp vrid version

OnpeaeneHune nogaep:kmsaemoi sepcum VRRP npoTokona.

-2 — nopaep:kusaetca VRRPv2, onpegeneHHbin B8 RFC3768. Mony-
yaemble VRRPv3-coobuieHna oTbpacbiBaloTCA MapLLpyTU3aTOPOM.
OTnpasnatoTca To1bko VRRPv2-aHOHChI;

-3 — noppepxusaetca VRRPv3, onpeaeneHHbit 8 RFC5798, 6e3
cosmectumoctu ¢ VRRPv2 (8.4, RFC5798). Monyyaembie VRRPvV2-co-
oblweHna oTbpacbiBaloTcA  MaplpyTMsaTtopom. OTnpasaaioTca
ToNbKo VRRPV3-aHOHCbI;

- 2&3 —noaaepkmsaetca VRRPv3, onpeaeneHHbiii B RFC5798 ¢ 06-
paTHOI coBmecTumocTblo ¢ VRRPv2. Monyyaemble VRRPV2-co06-
weHna obpabaTtbiBatoTca  MapuwpyTusatopom. OTnpasaatoTcA
VRRPv2- 1 VRRPv3-aHOHCbI.

Moaaepskusaetca Tonbko VRRP Bepcum 3. Pexkumbl 2 n 2&3 6yayTt
noaaepxuneaTbes B byaywmx sepcuax NO.

YcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.
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KomaHOwbi pexcuma Privileged EXEC

Bce KOMaHAbl JOCTYNHbI 418 NPUBUNETMPOBAHHOIO NO/b30BATENS.
BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 288 — KomaHabl perkuma Privileged EXEC

3HayeHue/3HayeHue
no ymosn4aHuro
show vrrp [all | brief | MpocmoTp KpaTKon uan aetanbHol MHGOpMaLMK As BCeX Un
counters interface { OfIHOrO HaCTPOEHHOro BUPTyanbHOro mappytusatopa VRRP.
tengigabitethernet te_port | - all — npocmoTp MHbOpPMaUuKM 0 Bcex BUPTYasibHbIX MapLLIPYTU-

KomaHoa Aelicmeue

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);

hundredgigabitethernet roup: (1..32); 3aTopax, BK/OUYasA OTK/OUYEHHbIE;
hu_port | port-channel group | vlgn |cFl) (1"409’4) - brief — npocmoTp KpaTKoit MHGOPMaLMK O BCEX BUPTYANbHbIX
vlan vian_id}] - MapLIpyTU3aTopax;

- counters - oTobparkaeT cueTunkn ana VRRP.

[pumepbl 8b1M0AHEHUS KOMAHO

= Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3oBaTb 3TOT agpec B KayecTBe agpeca BMpTy-
a/NIbHOro MapLpyTnsaTopa. Bkatounte VRRP-npoToKoa Ha nHtepdeice VLAN.

console (config-vlan)# interface vlan 10
console (config-if)# ip address 10.10.10.1 /24
console (config-if)# vrrp 1 ip 10.10.10.1
console (config-if) # no vrrp 1 shutdown

=  [locmoTpeTb KoHPUrypaumio VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.30.11 Hacmpolika npomokona Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sonseT 6bIcTpo 06HapyKUTb HEMCNPABHOCTM IMHKOB. BFD moxkeT paboTaTb Kak
CO CTaTUYECKMMM MapLUPYTaMM, TaK U C NPOTOKONaMM gMHaMUYecKo mapupytmsauum RIP, OSPF, BGP.
B Tekywen Bepcun MO peannsosBaHa paboTa ToNbKO € NpoToKonom BGP.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasibHoM KoHduUrypaumm:

console (config) #
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Tabnmua 289 — KomaHabl pexknuma rnobasbHon KoHpurypaumm

3HaveHue/3HavyeHue ”
KomaHda / Aelicmeue
no ymon4aHuro
bfd neighbor ip_addr [in- 3apaTb BFD-cocepa.
terval int ] [min-rx min] - int — MUHUMaNbHLIA WMHTEPBaN Nepegayun Ans obHapyKeHuA
[multiplier mult_num] . oWnBKK;
int: (150..1000)/150 . y )
) - min — MUHUMaNbHLIA MHTEPBaN Npuéma ANA OBHapyKeHUun
min: (150..1000)/150 )
OWNBKY;
mult_num: (1..255)/3
- mult_num — Ko/iM4ecTBO noTepAHHbIX MaKeToB A0 pa3pbiBa
ceccum.
no bfd neighbor ip_addr YCTaHOBWTb 3HAYEHME MO YMOIYAHUIO.

KomaHOb1 pexcuma Privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR NPUBMUAETMPOBAHHOMO NOAb30BaTeNA.

BunAa 3anpoca KomaHAHOWM CTPOKK pexxunma Privileged EXEC:
console#

Tabnvua 290 — KomaHapl pexkmuma Privileged EXEC

3HayeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
Mo yMoA4YaHuo
show ip bfd neighbors ) MpocmoTp nHbopmaumm ob akTMBHbIX BFD-coceasx.
[ip_addr] [detail]

5.31 KoHurypauma VXLAN

VXLAN — 3To BMpTyanbHasa paclimpeHHaa yacTtHas ceTb (Virtual eXtensible Local Area Network).
[aHHan TexHONOrMa No3BOASET ynakoBbIBaTb Ethernet-kagpol 8 UDP-cermeHTbl M TPAHCNOPTUPOBATL MUX MO
IP-ceTn.

VTEP — Virtual Tunnel End Point, ycTpoicTBO, Ha KOTOPOM HauyMHaeTcs UK 3aKaHumBaeTca VXLAN-
TOHHenb. Mogenun, onucbiBaemble B JaHHOM PyKOBOACTBE, MOTyT AelcTBOBaTb B Kayectse VTEP.

B kauyectBe control plane gna VXLAN wucnonbsyetcs EVPN. 3To pacwupeHue npoTtokona BGP,
KOTOpOe No3BOSIAET CeTM NnepenaBatb MHGOPMALMIO O AOCTYMHOCTU KOHEYHOrO YCTPOWMCTBA, TAKYH Kak
MAC-agpeca ypoBHA 2 1 IP-agpeca ypoBHA 3. 9Ta TEXHONOIMMA NIOCKOCTU ynpaBaeHma ncnonbsyetr MP-BGP
ana pacnpegenenHma MAC-aapecos 1 IP-agpecoB KOHeYHbIX yCTponcTs, rae MAC-agpeca paccmaTtpumBaroTca
Kak mapuwpyTtbl. EVPN nossonseT ycTpolictBam AeicTeoBaTth B KayecTBe VTEP ans obmeHa uHdopmaumei
Mexay coboi 0 AOCTYNHOCTU CBOMX KOHEYHbIX YCTPOWCTB.

V Noapeprxkka VXLAN npeaoctaBaserca no AULEH3UN.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKU B pexume rnobanbHoM KoHdurypaumm:

console (config) #

Ethernet-kommymamopsi MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48 255



HELTEX

Tabnuua 291 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

3HayeHue/3HayeHue
no yMmoA4YaHuo

KomaHda

Aelicmeue

vxlan word

word: (1..64) cumsona

no vxlan word

Co3gatb VXLAN-MHCTAHC ¢ uMeHeM word U NepenTu B pexum
ero KoHdurypaumm.

Ecnn VXLAN-MHCTaHC € TaKUM UMEHEM Y3Ke CO34aH, TO NepeinTn
B PEXKUM ero KoHpUrypaumm.

Ypanute VXLAN c umeHem word.

KomaHObI pexcuma KoHguaypauuu VXLAN

Bua 3anpoca KoMaHAHOM CTPOKM B pexume pexkume KoHpurypaumm VXLAN:

console (config-vxlan) #

Tabnnua 292 — KomaHab! pexkuma KoHdpurypaumm VXLAN

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

shutdown
-/no shutdown

no shutdown

YcTaHaBUTb aAMUHUCTPaTUBHbIN cTaTyc DOWN ana VXLAN-uH-
CTaHca.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

vlan vian-id

3agatb vian id, koTopsbiii 6yaet ceszaH ¢ VXLAN-uHcTaHCOM.

no vian vlan-id: (1-4094) Ypanutb cBasky vlan id ¢ VXLAN-MHcTaHCcOM

vni vni-id 3apgatb Virtual Network Identifier (VNI), koTopbiit 6yaet mc-
vni-id: (1-16777214) nosib30BaThCA B paMKax gaHHoro VXLAN.

no vni Ypanutb 3agaHHbin VNI,

¥

[Mpumep KoHDU2ypayuu 018 08yx ycmpolicms

[Ona koppeKTHoi pabotbl VXLAN Heobxoaumo yctaHoBneHue ceccun BGP mexay loopback-
uHTepdeicamm yCcTPpoMnCTB € yKasaHuem agpeca loopback B Kauectse bgp router-id.

Mexay asymsa yctpoicteamu R1 n R2 yctaHoBneHa BGP-ceccua mexay loopback-untepdelicamu.

BkntoueHa AF [2vpn evpn ana obecneveHmna yctaHoBneHusa VXLAN-TyHHenen n nepegaym nHpopma-

umm 06 nsyvyeHHbix MAC-agpecax.

Co3pgaH VXLAN-uHcTaHc ¢ umeHem test_vxlan. K Hemy npusssaHa VLAN 1000, 3agaH VNI 1000.

KoHourypaumsa 1:

no spanning-tree
i

vlan database
vlan 1000

exit

!

vxlan test vxlan
vni 1000

vlan 1000

exit

!

hostname R1

i

interface TenGigabitEthernetl/0/1
description To R2

ip address 172.16.1.1 255.255.255.252

exit

256
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|

interface TenGigabitEthernetl/0/3
switchport access vlan 1000
exit

|

interface loopbackl

ip address 10.0.0.1 255.255.255.255
exit

|

!

ip route 10.0.0.2 /32 172.16.1.2
|

router bgp 65500

bgp router-id 10.0.0.1
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

|

neighbor 10.0.0.2

remote-as 65500
update-source loopback 1
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

exit

exit

!

|

end

KoHourypaumsa 2:

no spanning-tree

|

vlan database

vlian 1000

exit

|

vxlan test vxlan

vni 1000

vlian 1000

exit

|

hostname R2

|

interface TenGigabitEthernetl/0/1
description To R1

ip address 172.16.1.2 255.255.255.252
exit

|

interface TenGigabitEthernetl/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.2 255.255.255.255
exit

|

|
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ip route 10.0.0.1 /32 172.16.1.1
|

router bgp 65500
bgp router-id 10.0.0.2
address-family ipv4 unicast

exit
i

address-family 12vpn evpn

exit
i

neighbor 10.0.0.1
remote-as 65500

update-source loopback 1
address-family ipv4 unicast

exit
i

address-family 12vpn evpn

exit
exit
exit
i
i

end

Ecamn nsyuntb MAC-agpec Ha nHTepdelice TenGigabitEthernet1/0/3 Ha R1, TO MOXXHO MPOKOHTPOIU-
poBaTb ero Hannuue B Tabamue MAC-agpecos Ha R2.

MocmoTpetb MAC-agpeca, usydeHHble B VXLAN, MOXKHO B BbiBOAE KOMaHAbl show mac address-
table. Tun faHHbIX agpecos yKasbliBaeTca Kak evpn-vxlan. NMpumep BbiBoAaA:

Flags:
Vlan
1
1000
1000
tel/0/1(I)
tel/0/1(I)

Mac Address

I - Internal usage VLAN
Aging time is 300 sec

Interface

10.0.0.1
10.0.0.1
tel/0/1
tel/0/1

self
evpn-vxlan
evpn-vxlan
dynamic
dynamic
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6 CEPBUCHOE MEHIO, CMEHA NMPOTrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHto Startup wcnonb3yeTtca A8 BbINOAHEHUA CNeLMabHbIX MPOLLeAYp, TAKUX Kak BOCCTaHOBEHME
3aBOACKMX HaCTPOEK U BOCCTAHOB/IEHWNE Napons.

[nsa Bxoga B meHto Startup HeobxoaMMo NpepBaThb 3arpy3Ky HaxkaTMem Knasuwu <Esc> unu <Enter>
B TEYEHME NEPBbIX ABYX CEKYHZ Noc/e NoABAEeHUA COOBLWEHMS aBTO3arpy3KM (N0 OKOHYAHMM BbINOJHEHWA
npoueaypbl POST).

Startup Menu
Image menu
Restore Factory Defaults
Boot password
Password Recovery Procedure
] Back
Enter your choice or press

[ -

[1
[2
[3
[4
[5

'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuTe Knasuwy <5>, 1nbo <Esc>.

Ecnu B TeueHue 15 ceKyHp, (3HaueHMe No yMONYaHUIO) He BblGpaH HU O4UH U3 NYHKTOB MEHIO,
e TO 3arpy3Ka yCTPOiCTBa NPOAO/IKUTCA. Bpema 0XKnaaHMa MOXKHO YBENIMUUTL C MOMOLLbIO KO-
MaHZA, KOHCoNM.

Tabnuua 293 — OnucaHue meHto Startup

Ne HaseaHue OnucaHue
[aHHas npoueaypa ucnonbsyerca Ans Bbibopa aktTueHoro ¢aina cucremuoro MNO.
Ecnu He BbIGpaH HOBbIV 3arpy»KeHHbIn ann cuctemHoro MO aKTUBHbLIM, TO YCTPOM-
Image menu CTBO BbIMOJ/IHUT 3arpy3Ky C MCMO/Jb30BAaHMEM TEKYLLEro akKTMBHOro obpasa Image
<1> Bbi6op akTMBHOrO daiina cu- menu.

ctemHoro MO [1] Show current image — npocmoTp gaHHbIX 0 Bepcuax MO Ha ycTpolicTse;
[2] Set current image — BbI6op akTMBHOrO daitna cuctemuoro NO;

[3] Back.

Restore Factory Defaults

[aHHana npoueaypa “cnonb3yeTca A5 yAaneHus KoHourypaumm ycrpoiictea. Boc-

<2> BoccTaHoBNEHME 3aBOACKMX CTaHOBNEHME KOHOUIYpPaLLMK NO YMONYAHUIO.
HacTpoek
Boot password [aHHas npoueaypa MCnonb3yeTcs ANs YCTaHOBKU/yAaNeHWs Napois Ha HavyanbHbIM
<3> YcTaHoBKa/yganeHve napons 3arpysumk.
Ha Haya bHbIN 3arpy3yunk
[aHHas npoueaypa Ucnonb3yeTtca ANs BOCCTAHOBNEHUA YTPAYEeHHOro Naposs, oHa
No3BOIAET NOAKIOUYUTLCA K YCTPOMCTBY 63 napons.
/1A BOCCTAaHOB/IEHWUA NAPOA HAaXKaTb KNaBULLY <2>, NpU NocAeAyowem noaxatoye-
Password Recovery Procedure A . P v » P AyIol A
<4> HUW K YCTPOMCTBY Napob ByaeT NpourHopmMpoBsaH.
BoccTaHoBneHMe napons . .
Current password will be ignored!
[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====
<5> Back [na BbIXo4a M3 MEHIO M 3arpysku yCcTpoincTBa Haxkmute Knasuwy <Enter> nnbo

Bbixog, U3 meHto

<Esc>.

.‘

6.2 O6HOBNEeHMe nporpammHoro obecneyeHus c cepsepa TFTP

Cepsep TFTP gonxeH 6bITb 3anyLleH U HaCTPOEH Ha KOMNbOTepe, ¢ KoToporo 6yaer 3arpy-
¥aTbcA NporpammHoe obecneueHue. CepBep A0MKEH MMETb paspellueHUe Ha YTeHue dai-
0B HauyaNbHOro 3arpysunKka u/unm cucremuoro NO. KomnbloTtep ¢ 3anyweHHbim TFTP-cep-
BEPOM A0/1KeH 6bITb A0CTYNEH 411 KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbINO/HUB
Ha KommyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbloTepa).
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O6HoBNeHue nporpamMmmHoro obecneyeHna moxer OCyLLEeCTBNATLCA TO/IbKO Nnpusuiernpo-
e BaHHbIM NOJib30BaTe/IeM.

6.2.1 O6HoBnEHUe cucMeMHO20 NPo2PamMmMHO20 obecneyeHus

3arpyska yCTpoiCTBa OCyLLecTBAseTcA M3 ¢daiia CMCTEMHOrO nporpammHoro obecneuvenus (MO),
KOTOpbIM XpaHutca Bo Flash-namatu. Mpu obHOBAeHWM HOBbIM dann cuctemHoro MO coxpaHsieTca B
CneuManbHO BblaeNeHHOM 06nacTM namatu. [pu 3arpyske YCTPOMCTBO 3anyCKaeT aKTUBHbIA ¢aiin
cuctemHoro MO.

’ ‘ Mpoueaypa 06HOBNEHUA CTEKA KOMMYTAaTOPOB He OT/IMYAeTCA OT npoueaypbl 06HOBNEHUSA
e 04MHOYHOro KommyTtartopa. CHauana 6yaer o6HoBnEH Master toHUT, 3aTem MO 6yaeT 3arpy-
YKE€HO Ha OCTaJIbHble IOHUTbI CTEKA.

Ecnu Tekywan sepcua MO 5.5.x.x, To npu nepexoae Ha akTyanbHyto Bepcuio MO 6.x.x peko-
MeHAyeTCcs BOCNO0/b30BaTbCA MHCTPYKLUMEeN No o6HoBneHMIO Bepcuu MO B ceTeBbiX KOMMY-
Tatopax MES5312 n MES53xxA npu nepexoge ¢ Bepcun 5.5.x.x Ha 6.0.2 n 6onee nosgHue,
KoTopaA HaxoauTca B pasaene "LeHTp 3arpysku”.

.‘

[Ons npocmoTpa TeKylieil BepcMm CUCTEMHOFO MporpammHoro obecneyeHus, paboTatowero Ha
ycTpoiictae, BBeguTe KomaHay show version:

console# show version

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
Commit: 25503143
MD5 Digest: 6£3757fabbb6ae3d20418e4d20a68cé4c
Date: 03-Jun-2016
Time: 19:54:26

Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
Commit: 16738956
MD5 Digest: d907£3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

Mpoueaypa ob6HoBneHMA MO:

CKonmnpoBaTb HOBbIN ali NporpaMmmHoOro obecneyeHmns Ha YCTPOMCTBO B BblaeieHHY0 06n1acTb na-
MATU. PopmaT KOMaHAbI:

boot system tftp://tftp_ip_address/[directory/]filename

Mpumep BbINOAHEHNA KOMAHAbI:

console# boot system tftp://10.10.10.1/imagel.ros

26-Feb-2016 11:07:54 %COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/image.ros destination URL flash://
system/images/mes5324-401.ros

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas Bepcua nporpammHoro obecneyeHns CTaHeT aKTUBHOM Noc/e nepesarpyskuM KommyTaTopa.
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[lna npocmoTpa AaHHbIX O BEPCUAX MPOrpamMmMHOro obecneyeHmsa U UX akTUBHOCTU BBEAUTE KOMaHAy
show bootvar:

console#show bootvar

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
MD5 Digest: 0534f43d80df854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
MD5 Digest: b66£fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTteepanTe NepesarpysKy BBOAOM Y.
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NMPUNOXEHUE A. NTPUMEPBI MPUMEHEHMA N KOHOUTYPALUU YCTPOUCTBA

HacTpoiiKa npoToKo/1a MHOXeCTBa CBA3YyOWMX aepeBbes (MSTP)

MpoTtokon MSTP no3BoasAeT CTPOUTb MHOXECTBO CBA3YIOWNX AepeBbeB AN oTaeNbHbIx rpynn VLAN
Ha KOMMYTATOpPaXx JIOKA/IbHOM CeTH, YTO No3BoasAeT BanaHCMPOBATb HArpy3Ky. [NA NPOCTOTbl PaCCMOTPUM
CAy4ait c Tpems KoOMMyTaTopamn, 06 beAUHEHHBIMM B KO/IbLEBYIO TOMOOMUIO.

Myctb VLAN 10, 20, 30 06begmHatoTca B nepBom aksemnnsape MSTP, VLAN 40, 50, 60 o6beaunHatoTca
BO BTOpPOM 3K3emnaape. Heobxoanmo, utobbl Tpaduk VLAN-os 10, 20, 30 mexagy nepsbiMm M BTOPbIM
KOMMYTaToOpaMn nepegasanca Hanpamyto, a Tpadmk VLAN-os 40, 50, 60 nepepasanca TpaH3UTOM Yepes
KommyTaTop 3. KommyTaTtop 2 HasHauyMm KOPHEBbIM /1A BHYTPEHHero ceasyollero aepesa (IST — Internal
Spanning Tree) B KOTOpPOM nepegaercs ciy*ebHaa nHbopmaumsa. KommyTaTopbl 06beAUHAIOTCA B KOJbLLO,
ncnosb3ys noptol tel u te2. Huke npusegeHa cxema, M306parkatoLas JIOrnMYecKyto TOMoI0ruIo CeTu.

VLAN 10,20,30 HasHavyeHb! Ha axsemnap 1
VLAN 40,50,60 HazHaveHb! Ha axzemMnnap 2

KxommyTarop 1 Kommyrarop 3

3707 NOPT nepeckbinaeT Tpadmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ansa akzemnnapa 1

3T10T NOpT NepeckinaeT Tpapnuk
Ann akaemnnapa 1 u Gnokupyer
Tpacdhuk Ana akzemMnnapa 2

KOMMmyTaTop 2

PucyHok A.1 — HacTpolika NpOTOKO/1a MHOMKECTBA CBA3YIOLWNX AEPEBLEB

Koraa oanH 13 KOMMYTAaTOPOB BbIXOAUT U3 CTPOA MO0 0OPLIBAETCA KaHa/l, MHOXECTBO AepeBbeB
MSTP nepectpanBaeTca, YTO NO3BOAAET MUMHUMU3NPOBATL NOCEACTBNA aBapumn. Huxe npmsegeH npouecc
KoHdUrypaumm KommyTtatopoBs. s 6onee GbICTPON HACTPOMKM co3aaeTca obwmii KoHPUIypPaLMOHHbIN
WwaboH, KOTopbIN 3arpyxaeTtca Ha TFTP-cepBep M UCNO/b3yeTcA BNOCAeACTBMM A1 HACTPOMKM BCEX KOM-
MYTaTOpPOB.

1. CosgaHve wabnoHa v KOHPUrypaLMsa NePBOro KOMMYTaTOPa

console# configure

console (config)# wvlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan) # exit

console (config) # interface vlan 1

console (config-if) # ip address 192.168.16.1 /24

console (config-if)# exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2

console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if)# exit
console (config) # spanning-tree mst configuration
console (config-mst) # name sandbox
console (config-mst)# instance 1 vlan 10,20,30
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console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config)# spanning-tree mst I priority 0

console (config) # exit

consolef#copy running-config tftp://10.10.10.1/mstp.conf

Hacrtpoiika selective-qing
Hobasnerue SVLAN

MpuBeaeHHbIV 34eCb NPUMEP KOHOUTYPaL MM KOMMYTATOPA AEMOHCTPUPYET KaK J006aBAATb METKY
SVLAN 20 ko Bcemy Bxogawemy Tpaduky 3a uckntodeHmem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTax nepegayn AaHHbIX 40BOJIbHO YacTO BO3HMKAKOT 3a4a4u, CBA3aHHble ¢ nogmeHon VLAN
(Hanpumep, A1 KOMMYTATOPOB YPOBHS AOCTYMNA CYLLECTBYET TUMOBAsA KOHGUTypaLLMsa, HO NOJ/Ib30BaATE b~
ckuit Tpaduk, VOIP n Tpaduk ana ynpasneHusa Tpebyetca nepesasatb B pa3Hbix VLAN Ha pasnunyHbIx
Hanpas/ieHusXx). B aTom cnydae 66110 6bl yA06HO BOoCcnonb3oBaTbes GpyHKUMen noameHbl CVLAN ana 3a-
MeHbl Tunu3aunposaHHbix VLAN Ha VLAN ana tpebyemoro HanpaeneHus. Huxke npuseaeHa KoHoUrypawumsa
KOMMYTaTOpa, B KOTOpOoMm ocyLiecteasetca nogmeHa VLAN 100, 101 n 102 Ha 200, 201 n 202. ObpaTHas
NoAMeHa A,0/1KHa OCYLLECTBAATLCA HA 3TOM XKe UHTepodelice:

console# show running-config

vlan database

vlan 100-102,200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit!end
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NPUNOXEHUE B. KOHCONbHbIN KABE/b

W@ G| W G

6) () () (9

RJ-45 DB-9

PucyHok B.1 — MNoaKkntoueHne KoHCoNbHOro Kabens
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NMPUNOXEHUE B. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabanua B.1 — NoaaepkmBaemble 3HaveHus EtherType

O0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847

0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881le 0x8833 0x8848

Ox22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849

Ox22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A

Ox22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B

0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C

O0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D

0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E

0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F

Ox22EE 0x885c¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850

Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851

0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852

0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999

0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40

0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOXKEHUE . ONUCAHUE NPOLIECCOB KOMMYTATOPA

Tabnuua .1 — OnucaHMe NpoLLeccoB KOMMYTATOpPA

Uma
OnucaHue npouecca

npouecca

3SMA Aging ana IP-multicast

3SWF MNepepayva nakeToB meXay YPOBHEM 2 1 CETEBbIM YPOBHEM

3SWQ MporpammHan obpaboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n obpaboTtka metosos AAA

AATT CumynaTtop AAA ana nposepku metoaos AAA

ARPG Peanunsaumna npotokona ARP

B_RS YnpaBneHue nepe3arpy3Koi yCTPOUCTB B CTEKE

BFD Peannsauna npotokona BFD

BOXM JononHuTenbHble AeNCTBUA B CTEKe (NolyYeHMe CBeAEeHWUIM O CTeKe, MHAMKaums, obmeH co-
obuweHunamu, cmeHa Unit ID)

BOXS O6paboTKa KOMaHA, COCTOAHUSA cTeKa: gobasneHne Master/Slave, nsyyeHume Tononoruu, ob-
HoB/ieHMe Bepcuu MO Begomoro ycTpoincTaa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard

BRMN Bridge Management: STP, onepauuu c FDB (go6aBneHue, yaaneHue 3anucei), 3epKkanmpo-
BaHue, KoHpurypaumsa noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast

BSNC ABTOMAT CUHXPOHU3ALMN BEAYLLETO U BEAOMOIO YCTPOWCTB B CTEKE

BTPC KnueHt BOOTP

CDB_ KonnposaHune KoHOUrypaLMOHHbIX dainnos

CNLD 3arpyska/sbirpyska KoHburypaumm

COPY YnpasneHue KonnposaHuem panios

CPUT Ytnnuzauma CPU

D_LM Link Manager — oTcnexXnBaHue cOCTOSIHUA CTEK-/IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c dalinoBoi cuctemon

DFST PacnpepeneHHas dainosas cuctema (DFS). MUcnonbayeTcs B paboTe cTeka

DH6C DHCPv6-knuneHT

DHCP Cepsep u Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nonyyeHne nHdopmaLmm € yaaneHHblx OHUMTOB (Bepcua MO, uptime,
yCTaHOBKa aKTUBHOro obpasa MN0)

DNSC KnueHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTKa cobbITUiM OT yAaneHHbIX OHUTOB 06 M3MEHEHUN COCTOAHWUSA BEHTU-

DSPT NIATOPOB, UCTOYHMKOB NUTAHUSA, TEPMOLATYNKOB, SFP-TpaHcuBepoB. MoslyyeHne coobLueHui
OT yAaNeHHbIX loHUTOB 06 nx Bepcum MO, cepuitHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application

ECHO Mpotokon ECHO

EPOE PoE (B3aumogelicTBMe c Nonb3oBaTenem)

ESTC JNlornposaHue cobbiTnin 0 NpeBbiweHMM noporos Tpadumka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBTomMaTuU4yecKas HacTponKa napameTtpos SERDES

EVAU O6paboTKa cobbiTin Address Update, HUKHUIN ypOBEHb, Nepeaaya Bbille

EVFB Onpoc coctoAaHuAa SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOSIHWUA NOPTA, HUXKHUI YPOBEHDb, Nepeaaya Bbilwe

EVRT RX Training
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O6paboTKa cobbITMIA NpUéma nakeTa U3 KommyTaTopa B CPU, HUXKHUIA ypoBeHb, Nepesaya

EVRX
nakeTa Ha ypOBEHb 2

EVTX O6paboTKa cobbITUN OKOHYaHUA OTNpPaBKK naketa ns CPU B KommyTaTop, HUKHUIN YPOBEHD

exRX O6paboTKa BbIxOAa NAKETOB C HUXKHETO YPOBHA 2

FFTT YnpasneHue Tabanueit mapwpytmsaumm n mapLipyTusauma naketos

FHSF IPv6 First Hop Security (O6paboTka Tanmepos)

GOAH Peannsauns web-cepsepa GoAhead

GRN_ Peanusauma Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMAHA, HACTPOMKM YCTPOMCTBA HUMKHETO YPOBHSA

HCPT PoE (B3anmoaeincTBme c KOHTPOIEPOM)

HLTX OTnpaska naketos n3 CPU B KommyTatop

HOST OcHOBHOW host-noToK, X010CTOM X04,

HSCS Stack Config — HacTpolika pyHKUMIM KOMMyTaTOpa Ha YAa/IeHHOM HOHUTE

HSES Stack Events — 06paboTka cobbiTuit link changed, address update ¢ yaaneHHbIX IOHUTOB Ha
macTepe

HSEU O6paboTKa cobbITHiM CTEKA

ICMP Peanunsauna npotokona ICMP

I0TG YnpasneHne TepMnHanamu BBo4a-BbiBoaa

IOTM YnpasneHune TepMmHanamu BBoAa-BbiBoaa

IOUR YnpasneHne TepMmHanamu BBoAa-BbiBoaa

IP6C Cyétunkmn IPv4 u IPV6

IP6M MapuwpyTtnsauma IPv4 n IPv6

IPAT YnpaneHue 6a3oii gaHHbIX IP-agpecos

IPG O6paboTKa nepexBayeHHbIX GparMeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHasa 3agadva ana ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpyTtrsaumen n IGMP Proxy

IT60

IT6l
3apaun ana paboTobl C NpepbiBaHUAMMU

IT64

IT99

V11 3apaya gna paboTbl C BUPTYabHbIMM NPEpPbIBAHUAMM

L2HU MNepepayva nakeToB Ha ypoOBeHb 3

L2PS O6paboTKa cobbITUIA CMEHbI COCTOAHUA/HACTPoeK MHTepdeincos 1 nepeaaya cooblueHni 3a-
pPerncTpmMpoBaHHbIM Cy*Kbam

L2UT Ytunusaums noptos (show interfaces utilization)

LBDR Peanunsaums ¢pyHKumnm Loopback Detection

LBDT OtnpasKa naketoB Loopback Detection

LTMR O6wan 3agaya gns BCex TakmMepos

MACT O6paboTKa cobbiTna 06 okoHYaHWUK aeiictena B FDB (aging MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABToTeCTbI

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBunpoBaHue KoHOUrypaumoHHoro ¢aina B sSHeproHesaBUCMMON NaMATH

MSCm MeHegaKep gnsa paboTbl C TEPMUHANIBHBIMU CECCUAMM

MSRP Mepenaya cobbITNIM B CTEKE NO/Ib30BATE/NbCKMM 334a4am

MSSS MpocnywmnsaHue IP-cokeToB

MUXT OTCcnermnBaHMe U3MEHEHWNIN CTPYKTYpbl CTEKA

NACT BupTyanbHoe TecTupoBaHue kabens (VCT)

NBBT N-Base

NINP PaboTta c Kombo-nopTamm

NSCT HacTtpoiika orpaHMYeHna cCKOpoCTM NepexsaTta naketos Ha CPU, BegeHne cTaTUCTMKK MO ne-

pexBavyeHHbIM NMNakeTam
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NSFP OTcnexkmnBaHune cobbITUiA, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypoBHe

NSTM Storm Control

NTPL Mepuroamyeckas reHepauma curHana ansa onpoca 1abamy MAC, VLAN, nopToB, My/ibTUKAcCTa,
MapLIpyTU3aLLMKn, NPUOPUTU3ALNM

NTST JobaBneHune u yaaneHune IOHUTOB B CTeKe, cOpoc Ha AedONT COCTOAHMA IOHUTA, HA CETEBOM
YPOBHe

NVCT BcnomoratenbHaa 3agava gna VCT. 3anyck Tecta M oTCAeXmnBaHMe U3MEHEHUA COCTOAHUA
nopTa.

OBSR 3afayva gns OTCNeXMBaHMA U yBEAOMIEHUA 006 M3MeHeHMAX cneumdUyecknux napameTpos
nHTepdelicos, Heobxoanmbix gnsa LLDP, CDP n apyrmx npoTOKO10B.

PLCR O6paboTKa cobbITUN CMEHbI COCTOAHWUA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUIN CMEHbI COCTOAHUA NOPTOB

PNGA Peanuszaums ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnneHt Remote CLI

RCLA

RCLB Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT PoauTenbckuii Tack ana Bcex 3aaad

RPTS Routing protocol

SCLC OT1cnexunsaHue coctoaHma OOB-nopTa

SCPT ABTOOBOHOBNEHWNE M aBTOKOHOUIYpaLma

SCRX MNonyyeHune Tpaduka c OOB-nopTa

SEAU MonyyeHue cobbiTnit Address Update, HUXKHWUI ypOBEHb

SELC MonyyeHne cobbITUIA O CMEHE COCTOSIHMA NOPTA, HUKHUN YPOBEHb

SERT OTcnexknBaHue cobbITUIA Ha NOPTY ANA Havana npoueaypbl RX Training

SERX MonyyeHune cobbiTNIM NpUEma NakeTa U3 KommyTtatopa B CPU, HUKHWI ypoBEHb

SETX MonyyeHune cobbITUIN OKOHYAHMA OTNPaBKM NakeTa U3 CPU B KOMMYTaTOp, HUXKHUIA YPOBEHb

SEMG sFlow Manager — 06paboTka cobbiTnin usmeHeHua IP-agpeca, CLI/SNMP 3anpocos, Talime-
pos

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNAD ba3a gaHHbIXx SNA

SNAE O6paboTKa cobbITMin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIX SNA B MN3Y

SNMP Peanunsauna npotokona SNMP

SNTP Peanusauna npotokona SNTP

SOCK YnpasneHue paboToii COKkeToB

SQIN HacTpoiika Selective QinQ

SSIM Slave To Master — nepegava coobuieHuid ¢ Begomoro yctpoictsa (slave) Ha Begyuiee
(master)

SSHP Cepsep SSH — HacTpolika, 06paboTKa KomaHA, Tanmep

SSHU Cepsep SSH — npoToKkon

SSLP Peannsauna SSL

SSTC JNlornposaHue cobbITnin 0 NpeBbiweHMn noporos Tpadumka Ha CPU (cpu input-rate detailed)

STMB O6paboTtka SNMP-3anpocoB o cTaTyce cTeka

STSA CLI-ceccnsa yepes COM-nopt

STSB CLI-ceccma yepes VLAN

STSC CLI-ceccma yepes VLAN

STSD CLI-ceccma yepes VLAN
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STSE CLI-ceccmsa yepes VLAN

SW2M Ob6paboTKa cobbiTuin Address Update ot FDB, 610KkMpoBKa nopTta npu BO3SHUKHOBEHMM OLLMU-
60K Ha nopTy

SYLG BbiBOA, co0bLEeHMI B syslog

TBI_ Tabanua BpemeHHbIX npomeKyTkos aas ACL

TCPP Peanusauna npotokona TCP

TFTP Peanusauna npotokona TFTP

TMNG YnpasneHne npuoputeTamm 3agay

TNSL KnueHnt Telnet

TNSR Cepsep Telnet

TRCE Peanusauusa traceroute

TRIG 3anyck gevicteus B FDB (aging MAC-agpecos)

TRMT YnpaBieHMe IOHUTaMM B CTEKE C NOAAEPHKKON TPaH3aKLUN

TRNS File Transfer — konupoBaHue daiinos mexay toHUTamm cteka (MN0)

UDPR UDP Relay

URGN O6paboTKa KPUTUUYECKUX COBBLITUI (HanpUmep, NepesarpysKu)

VRRP Peanunsauna npotokona VRRP

WBAM Web-based Autentification

WBSO B3anmopaenctene c web-KnmeHTamm, HUKHUI YpOBEHb

WBSR YnpaBneHue n Tanmepbl web-cepeepa

WNTT Mopaepkka NAT gna WBA

XMOD Peanusaums npotokona X-modem
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TEXHUYECKAA NOAOAEPXKKA

Ona  nonyyeHWs TEXHUYECKOM KOHCyNbTauMM MO BOMPOCaM 3KchayaTauum obopynoBaHuA
000 «MpeanpusaTtne «3INNTEKC» Bbl MoxKeTe 06paTnTbes B CepBUCHbIN LEeHTP KOMNaHUK:
dopma obpaTHOI cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha opunumanbHOM caitiTe KOMMAAHUM Bbl MOXKETE HAUTU TEXHUYECKYHO OKYMEHTALMIO M MPOrpaMMHOe
obecneyeHune ana npoaykumm 000 «[Mpeanpuatne «I/ITEKC», obpaTntbca K 6ase 3HaHWN, OCTaBUTb UH-
TEePaKTMBHYO 3aABKY WUJIM MPOKOHCYAbTUPOBATLCA Y MHXKeHepoB CepBMCHOrO LLeHTPa Ha TexHn4yeckom ¢o-
pyme:

OduumanbHbIn cat KomnaHuu: https://eltex-co.ru/

TexHuueckuit popym: https://eltex-co.ru/forum

ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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