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HELTEX

YC/TOBHbIE OBO3HAYEHUA

O603HaueHue OnucaHue
B KBagpaTHbIX CKOBKax B KOMAHAHOW CTPOKe YyKa3blBatoTcA HeobA3aTesbHble
[1 napameTpbl, HO MUX BBOJA, NPenoCTaBAAeT onpeaesieHHble AONONHUTENbHbIE
onuum.
0 B ¢urypHbix cKobKax B KOMAHAHOM CTPOKe YKa3blBAlOTCA BO3MOMHble
obAsaTenbHble NapameTpbl. HeobxoaMmo BbibpaTb 0O4MH M3 NapaMeTpoB.
«,» [aHHble 3HaKM B OMWCAHUW KOMAHAbl WCMONL3YHOTCA AN YKa3aHwuA
«» AManasoHoB.
«|» [aHHbIN 3HAK B ONUCaHMM KOMaHAbl 0603HaYaeT KUANY.
«f» [aHHbI 3HaK B ONMCaHNEe KOMaHAbl YKa3blBaeT Ha 3HAaYEHME NO YMOIYAHUIO.
K Calibri Kypcnsom Calibri yKasbiBaloTcs nepemeHHble MAM MapameTpbl, KOTopble
ypcue Calibri o
HeobXx04AMMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM WU/IM CTPOKOWA.
MonyXupHblii Kypcus Mony*KMpPHbIM WPUPTOM BblAENEHBI NPUMEYAHUA N NPeaYNPEXAEHUS.
<lMonyxcupHoliii MoNyXMPHbIM KYPCUBOM B YI/10BbIX CKOOKaXx yYKa3blBAlOTCA Ha3BaHMA KNaBULL
Kypcue> Ha KNaBuaType.
Courier New MonykupHbim LWpndTtom Courier New 3anmcaHbl NpMmepbl BBOAA KOMAHA,
. WpundTtom Courier New B paMKe C TEHbIO YKa3aHbl pe3yabTaTbl BbIMOAHEHUA
KOMaHA.

MpumeyaHua 1 npegynpexaeHus

MCNOJIb30BaHMUIO U HAaCTPOIiKe YCTPOMCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NONb30BATENA O CUTYALMAX, KOTOPble MOTYT HAaHECTH
Bpes, YCTPOWCTBY MM 4YenoBeKy, NPUMBECTM K HEKOPPEeKTHOW paboTe ycTpoicTBa MM

/f‘ MpumeyaHua coaep}Kat BaXKHYIO m-lcbopmau,mo, coBeTbl UM peKkomeHaauun no
L]

norepe AaHHbIX.
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A ELTEX

1 BBEAEHMUE

B nocnegHue ropbl Habaopaetca TEHOEHUMA K OCYLLECTBAEHUIO MACWTAbHbIX MPOEKTOB NO
NOCTPOEHMUIO CceTel CBA3U B COOTBETCTBMMU € KoHUenuneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/AbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX U BbICOKOMPOU3BOAUTENBbHBIX
TPAHCMNOPTHbIX CETEN, KOTOPblE ABAAKTCA ONMOPHLIMW B MHOTOCNOMHOW apXUTEKTYpPE CETEN CAeayloLLero
NOKONEHUA.

MNepepgaya wMHPoOpMaUMM Ha BOMbLIMX CKOPOCTAX, OCOBEHHO B CeTAX KPynHOro maciuTtaba,
noapa3symeBaeT BbI6GOpP TaKo TOMONOTMKN CETU, KOTOPaA NO3BOMAET MTMBKO OCYLIECTBAATL pacrnpeaeneHune
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTatopsbl cepuit MES3300, MES53xxA, MES5400-xx MOryT MCNONb30BaTbCA Ha CETAX KPYMHbIX
npeanpuatTMii 1M nNpeanpuatTMii manoro M cpegHero 6usHeca (SMB), B onepatopckux ceTax. OHwu
obecneynBaloT BbICOKYID NPOM3BOAMUTENBHOCTb, MBKOCTb, 6€30MacHOCTb, MHOFOYPOBHEBOE KayecTBO
obcnykmBaHua (QoS). Kommytatopbl MES3300-24F, MES5312, MES5316A, MES5324A, MES5332A,
MES5400-24, MES5400-48 o6nagatoT MOBbIWEHHOMW HaAEKHOCTbIO 33 CYET Pe3epBMPOBaAHUS Y3JI0B,
onpegenstowmx becnepeboiHoCcTb GYHKLUMOHNUPOBAHUA — MOAYyAEN NMUTaHUA U MOAYNEN BEHTUNALUN.

KommyTtatopbl MES5400-24 1 MES5400-48 oTBeyatoT TpeboBaHMAM LLEHTPOB 06paboTKM AaHHbIX K
Top-of-Rack u End-of-Row-kommyTaTtopam n TpeboBaHUsAM onepaTopoB K 06opyaoBaHUIO ceTelt arperaumm
M MarucTpasbHbIX ceTel, obecneunBas BbICOKYIO MPOM3BOAUTENBHOCTb U SKOHOMMYECKM 3dPEKTUBHOE
pelweHue.

B HacToAleM pyKOBOACTBE M3/10XEHbl Ha3HauYeHne, TeXHUYECKMEe XapaKTepPUCTUKN, peKoMeHaaumm
Nno HayasibHOM HaCTpOVIKe, CMHTAKCNC KOMaHA4 AnAa KOHd)MpraLI,MM, MOHUTOPUHIA ¢ obHoBNEHUA
nporpammHoro obecneyeHus KOMMYTATOpPOB.
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HELTEX

2 OINUCAHUE U3AENUNA

2.1 HasHauyeHue

KommyTtatopbl MES5400-24 »n MES5400-48 — 3TO BbICOKOMNPOWU3BOAMUTENbHbIE YCTPOWCTBA,
ocHauleHHble nHtepdeincamm 1000BASE-X/10GBASE-R 1 40GBASE-R/100GBASE-R v npeaHasHaueHHble Ans
MCNONIb30BaHUA B ULEHTpax 06paboTkm panHbix (LLOL) B KauvectBe Top-of-Rack wmnam End-of-Row
KOMMYTATOPOB, a TaKXe B CeTAX arperaunm n MarmcTpasibHbIxX CETAX ONepaTopoB CBA3M.

MopTbl KOMMYTaTOPOB NoAAepP*KMUBaIOT paboTy Ha ckopocTax 1 M6ut/c (SFP), 10 réut/c (SFP+), 40
réut/c (QSFP+) m 100 I6ut/c (QSFP28). Hebnokupyemaa KOMMYyTaLMOHHaA MaTpuua no3sonaneT
OCYLLECTBNIATb KOPPEKTHY0O 06paboTKy MaKeToB MPM MaKCUMaJIbHOM HarpysKe, COXpaHas Mnpu 3TOm
MWHUMa/IbHbIE U NPeACcKa3yemble 3a4eP*KKM AN BCeX TUMOB TpadumKa.

Cxema BeHTMAAumK front-to-back obecneumsaer adpdpeKkTMBHOE OXNAXKAEHME NMPU MUCNONL30BAHUK
YCTPOICTB B YC0BUAX COBPeMeHHbIX LLO/.

HageKHOCTb KOMMYTaTOpPOB obecneyeHa 3a CYeT Pe3epBMPOBAHUA UCTOYHUKOB MUTAHUA U CUCTEMDI
OX/IaXKAEHNA N Pa3BUTOM CMCTEMbI MOHMTOPWHIrA annapaTHOM YacTW YyCTPOMCTB. KoMMyTaTopbl MMET
BO3MOXHOCTb TOpsAYell 3amMeHbl MoAy/fer MUTaHWA W BEHTUAALMOHHLIX Moayneil, obecneuymsasn
6ecnepeboliHoe GpyHKUMOHMPOBAHME CETU ONepaTopa.

KommyTaTtopsl arperaunn cepmit MES3300, MES53xXA — 3TO BbICOKONPOU3BOAUTE/IbHbIE YCTPOWUCTBA,
OCHalleHHble WHTepdelicamm 10GBASE-R, 1000BASE-X M npeaHasHauyeHHble A1 WUCMNOJIb30BAHUA B
onepaTopCcKMX CETAX B KAYECTBE YCTPOMCTB arperaumm 1 B HebobLUMX LeHTpax 06paboTku gaHHbIX (LLOA).

MopTbl yCTPOWCTBa MoAAep>KMBatoT paboTty Ha ckopoctax 1 [6ut/c (SFP), 10 6ut/c (SFP+), uto
obecneynBaeT rMBKOCTb B MCMOb30OBAHUMN U BO3MOXKHOCTb MOCTENEHHOrO nepexosa Ha 6osee Bbicokue
CKOpPOCTM nepefayun [aHHbix. HebnokMpyemas KOMMYyTAaUMOHHAsA MaTpuLa MNO3BONAET OCYLLEeCTBAATb
KOPPEKTHY0 06paboTKy NakeToB NPW MaKCUMMaJbHbIX HArpysKax, COXpaHAa Mpu 3TOM MWHUMAJIbHbIE U
npeackasyemble 3a4ePKKM Ha BCex TMnax Tpaduka.

Cxema BeHTUAAumMK front-to-back obecneunsaeT adpdpeKkTMBHOE OXNarkgeHWe Npu UCNONb30BaHUMU
YCTPOICTB B YCN0BMAX COBPEMEHHbIX LIO/L.

Ay6nnpoBaHHble BEHTUAATOPbl M WUCTOYHUKM MUTAHUA MOCTOAHHOTO WAM MEPEMEHHOro TOKa B
COYETaHWU C Pa3BUTON CMUCTEMON MOHWTOPMHIA amnnapaTHOM YacTW YCTPOWMCTBA MO3BOAIOT MNOAYYUTb
BbICOKME MOKa3aTeIM HaAEeKHOCTU. YCTPOMCTBA MMEIOT BO3MOKHOCTb ropsvei 3aMeHbl Moayiel NUTaHus
N BEHTUAALMOHHBIX Moaynen, obecneunas becnepeboMHOCTb GYHKLMOHMPOBAHUA CETU oMnepaTopa.
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2.2 ®PyHKUMM KOMMYTATOpPA

2.2.1 ba3zosbie pyHKyuu

B Tabanue 1 npuseseH cnncok 6a3oBbix GyHKUWUIA YCTPOMUCTB, OCTYMNHbIX ANA aAMUHUCTPUPOBAHUA.

Tabnunua 1 — basoBble GyHKUUM YCTPOMCTBA

3awuma om
610KUpoBKuU o4yepedu
(HOL)

BNIOKMPOBKAa BO3HMKAET B C/yyasx MeperpyskM BbIXOAHbIX MOPTOB YCTPOMCTBa
TPadUKOM OT HECKONBbKMX BXOAHbIX NOPTOB. ITO NPUBOAMT K 3aJeprKKam nepesayn
[OaHHbIX 1 NOTEPE MaKeTos.

Moddepixka
c8epXx0/1UHHbIX KAOpPOoe
(Jumbo frames)

CnocobHocTb NoaAepxuBaTb nepegayvy CBEPXA/JMHHbIX KaapoB, YTO Mo3BOAAET
nepepaBaTth AaHHble MEHbLUIMM YMCNOM MAKeTOB. ITO CHUKaeT obbem cnykebHoOM
nHpopmaummn, Bpema 06paboTku 1 nepepbiBbl.

anaeneHue MoOMOKOM
(IEEE 802.3X)

YnpasseHne MOTOKOM MO3BOAAET COEAWMHATb HWU3KOCKOPOCTHOE YCTPOWCTBO C
BbICOKOCKOPOCTHbIM. Ona npeaoTspalleHuna nepenosiHeHnA 6ydepa
HU3KOCKOPOCTHOE YCTPOMCTBO MMEET BO3MOXHOCTb OTNpasnATb naket PAUSE, Tem
caMblM MHPOPMUPYA BbICOKOCKOPOCTHOE YCTPOWCTBO O HeobXxoAMmOocCTM caenaTb
naysy npu nepeaye nakeTos.

Paboma e cmeke
ycmpoiicme

KommyTatop nopgepskusaer obbeanHEHNE HECKOJIbKUX YCTPOWMCTB B CTEK. B aTom
C/lydae KOMMYTATOpbl PacCMaTpPUBAOTCA KaK eAMHOe YCTPOWCTBO C 06Wwumu
HacTpoiKamn. BO3MOKHbI AB€e TOMOOMMM MOCTPOEHUA CTEKA — KOJIbLIO U LenoYKa.
Mpn 3TOM NapameTpbl MOPTOB BCEX YCTPOMCTB, BK/OUEHHbIX B CTEK MOXKHO 3a4aTb C
KomMMyTaTopa, paboTalowero B pexume «mactep». CTEKMpoBaHME YCTPOWCTB
NO3BO/IAET CHU3UTb TPYA0EMKOCTb YNPaBAEHNA CETbIO.

2.2.2 ®yHkyuu npu pabome c MAC-adpecamu

B Tabanue 2 npuseseHbl PyHKLUKN yCTPOMCTB Npu paboTe ¢ MAC-agpecamu.

Tabnnua 2 — PyHKuMKM paboTbl ¢ MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTop coctasnseT B namatM Tabauuy, B KOTOPOM YycCTaHaBAMBaeTCs
cooTeeTcTBME Mexay MAC-agpecamu 1 y3namum nopToB KOMMyTaTopa.

Pexcum obyyeHus

B oTcyTcTBME 06YyYEHMA AaHHbIe, NOCTYMNaloLWMe Ha Kakon-nMbo NopT, nepesatoTca Ha
BCe OCTa/ibHble MOPTbl KOMMYyTaTOpPa. B pexkume 0byyeHna KOMMyTaTop aHaAM3npyeT
Kazpbl u, onpeaennms MAC-agpec oTnpaBuTens, 3aHOCUT ero B TabanLy KOMMYyTaLUN.
Bnocneactsun Kagp Ethernet, npegHasHayeHHbIN gna xocta, MAC-agpec KOToporo
y)Ke ecTb B Tabnuue, nepenaeTca TONbKO Yepes yKa3aHHbI B Tabauue noprT.

Moddepxcka nepedayu
Ha Heckonbko MAC-
adpecos (MAC
Multicast Support)

[daHHaa ¢yHKLMA NO3BONAET YyCTaHaBAMBATb COEAMHEHUA «OAMH KO MHOMMM» U
«MHOrMe KO MHormm». Takum obpasom, Kagp, afpecoBaHHbli MHOroagpecHom
rpynne, nepeAaeTca Ha KaXKabli NOpT, BXOAALMI B rpynny.

AsmomamuyecKoe
epems xpaHeHusa MAC-
adpecos

Ecnn ot ycTpoiicTBa ¢ onpepeneHHbim MAC-agpecom 3a onpegeneHHbli nepuos,
BPEMEHW He MOCTynaloT MakeTbl, TO 3anucb A/A AAHHOTO ajpeca ycTapeBaeT U
yaansetca. ITo No3BoONAET NOAAEPKMBATL TabaMLy KOMMYTaLMM B aKTyasbHOM

(Automatic Aging for COCTOAHMMN.
MAC Addresses)
Cmamuyeckue 3anucu c N
. eTeBON KOMMYTATOpP NO3BOJZIAET NOJZIb30BaTe/NIl0 onpenenntb CTaTuyeckue 3anunucum
MAC (Static MAC AMyTaToP pea
Entries) cooTtBeTcTBUIA MAC-agpecoB, KOTOPbIE COXPAHAIOTCA B TabanLe KOMMYTaLUU.
ntries

Ethernet-kommymamopeol ceputli MES3300, MES53xxA, MES5400-xx 11




HELTEX

2.2.3 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI|

B Tabnunue 3 npmeeseHbl GyHKLMM U 0COBEHHOCTU BTOPOro ypoBHsA (yposeHb 2 OSI).

Tabnunuya 3 — OnncaHme GyHKUMIN BTOpOro ypoBHSA (yposeHb 2 OSI)

Peanusauusa npotokona IGMP nossonser Ha ocHOBe WMHbOPMaLMK, NOJYYEHHON
npv aHanuse cogepxumoro IGMP-nakeToB, onpegennTb, Kakue yCTPOMCTBA B CETU

®yHkyua IGMP Snooping .
YYacTBYIOT B rpynnax MHOrOagpecHor paccbikKM, W aapecoBaTb TpaduK Ha
COOTBETCTBYIOLLME NOPTHI.
. Peannsauma npotokona MLD nossonser CTPOMNCTB MWHUMMN3NPOBATL
@®yHkyusa MLD Snooping 4 P yerp y P

MHOroagpecHbiit IPv6-Tpaduk.

3awjuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LWTopm» — 31O pasmHoKeHue broadcast-, multicast-, unknown unicast-nakeTtos B
KaXXZOM Yy3/1e, KOTOpOe MpUBOOMT K JIaBUHOOBPa3HOMY POCTy WX 4Yucia U
napanusyetr paboty cetTn. KommyTaTopbl MMET GYHKLMIO, MO3BOAIOLLYIO
OrPaHMYUTb CKOPOCTb NEPEeAaYn MHOTOALPECHBIX U LMPOKOBELLATE/NbHbIX KapoB,
NPUHATLIX U NepesaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoes
(Port Mirroring)

3epKkanupoBaHue NOPTOB NO3BOAAET Ayb6AnpoBaTh TPaduK HabaoAaeMbIX NOPTOB,
nepecblian Bxogawme n/Mam ncxodawme NakeTbl Ha KOHTPOAMPYIOWMI nopT. Y
nosib3oBaTeNnss KOMMyTaTopa €eCTb BO3MOXHOCTb 33faTb KOHTPOAMPYHOLWMIA WU
KOHTPO/IPYyeMble MNOPTbl U BbI6paTb TMM TpaduKa (BXOAALWMIA M/MAN NCXOAALWMNIA),
KOTOpbI byaeT nepesaH Ha KOHTPOAMPYHOLWMI NOPT.

Usonayua nopmos
(Protected ports)

OdaHHas ¢yHKUMA no3BondeT HasHauuTb nopty ero uplink-nopT, Ha KoTopblii
6e3ycnoBHO b6yaeT nepeHanpaBnATbCA Becb Tpaduk, obecneynmBas Tem CambiM
M30M1LMIO C APYTMMM NOPTaMM (B Npesenax oAHOro KOMMYTaTopa), HaxoAaWwmxca
B 3TOM 3Ke LluMpoKoBewaTenbHom gomeHe (VLAN) B npegenax oOAHOro
KOMMyTaTopa.

Private VLAN Edge

[daHHaa dyHKLUMA No3BONAET M30MpPOoBaTb rpynny nopToe (B npeaenax O4HOMO
KOMMYyTaTopa), HaxogAalWMXCA B OAHOM LUMPOKOBELATE/IbHOM AOMEHe Mexay
cob0oi1, N03B0/AA NPM 3TOM 06MeH TPadMKOM C APYrMMM NOPTaMM, HAXOAALLUMMUCA
B 3TOM K€ LUIMPOKOBELLATE/IbHOM JIOMEHE, HO HEMPUHAANEXKALLMMM K 3TOW rpynne.

Private VLAN (light
version)

ObecneunBaeT M30MALUMIO MEXKAY YCTPOMCTBAMM, HaXOAAWMMUCA B OAHOM
LUIMPOKOBELLLATENIbLHOM AOMEHe, B npegenax Bcei L2-ceTn. PeannsosaHbl TONbKO
ABa pexuma paboTbl nopTta Promiscuous u Isolated (Isolated-nopTbl He moryT
0bMmeHMBaTbLCA APYT C APYTroMm).

Moddepxka npomoKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoil MPOTOKOA, OCHOBHOM 3ajayein KOTOpPOro
ABnAeTca npueegeHve cetu Ethernet ¢ W36BLITOYHBIMM  COEAMHEHUAMU K
[LPEBOBUAHON TONonoruu, ucknouatoweir netam. Kommytatopsl o6meHuBaloTCA
KOHOUIypaLMOHHbIMM COOBLLLEHMAMM, UCNIONL3YA Kagpbl cneunansHoro dopmara,
1 BbIBOPOYHO BK/IOYAIOT M OTKNKOYAIOT Nepesiady Ha nopTbl.

Moddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — ABnsieTcA ycoBeplleHCTBOBaHMEM npoTokona STP,
XapaKTepusyeTcd MeHbLUMM BpeMeHeM npuBedeHUA CeTM K ApeBOBUAHOMN
TOMoNOrMKN M MMeeT 60o/1ee BbICOKYHO YCTOMYMBOCTb.

lpomokon ERPS
(Ethernet Ring Protection
Switching)

MpoToKoAN npeaHasHayeH ANSA MOBbIWEHUA YCTOMYMBOCTM M HALEMKHOCTM CeTM
nepegaym AaHHbIX, UMEIOLWEN KONbLEBYIO TOMOIOIMIO, 33 CYET CHUMNKEHUSA BPEMEHW
BOCCTAHOBJ/IEHMA CETU B C/ly4Yae aBapuu. Bpemsa BOCCTaHOB/EHMA He npesbiwaeT 1
CeKYHAObl, YTO CYLWECTBEHHO MeHblUe BpPemMeHU MepecTporiku ceTu npu
MCNo/Ib30BaHUM NPOTOKO/IOB CEMENCTBA spanning tree.

Moddepxka VLAN

VLAN —3T0 rpynna nopToB KOMMYTaTopa, 06pasyoLmx 04HY LWMPOKOBELLATEIbHYHO
obnactb  (gomeH). KommyTaTop noadep:KMBaeT  pas/iMuHble  CpeAacTsa
KnaccmduKaLmm NakeToB A0A onpeseneHns nx NpuHaALNEKHOCTU K onpeaeneHHon
VLAN.
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Moddepxcka npomokKona
OAM (Operation,
Administration, and
Maintenance, IEEE

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah —
bYHKUMM ypOBHA KaHafna nepegayv AaHHbIX MNpPeacTaBAAloT coboil npoToKon
MOHUTOPMHIA COCTOAHMA KaHana. B aTom npoToKone ana nepegaym nudopmaumm o
COCTOAHUWN KaHasa MeXAy HenocpencTBeHHO NOAKIOYEHHBIMU YCTPOMCTBAMM
Ethernet wucnonb3ytotca 610KM paHHbIX npoTokona OAM (OAMPDU). O6a

802.3ah) YCTPOWCTBA AOMKHBI NOAAEPMBaATL cTaHaapT IEEE 802.3ah.

MpoTtokon perncrpauum GARP  VLAN obecneunBaetr  AWHaMU4YecKoe
Moddeprcka GVRP (GARP fobasnenune/ypanenve rpynn VLAN Ha nopTax KommyTatopa. Ecam BKaoueH
VLAN) npoTokon GVRP, KommyTaTtop onpeaenseTt, a 3aTemM pPacnpocTpaHAeT AaHHble O

npuHagnexHoctn Kk VLAN Ha Bce nopThl,
TONONOrUMN.

Asnarowmeca 4Yacrtbio aKTUBHOM

Moddepicka VLAN
Ha 6a3ze nopmoe

PacnpeaeneHune no rpynnam VLAN BbiNOAHAETCA NO BXOAAWMM nopTam. JaHHoe
pelueHne NO3BOAET UCMNOJIb30BaTb Ha KaXXA0M NOPTY TONbKO oaHy rpynny VLAN.

c ucnonwv3oeaHuem LACP

(Port-Based VLAN)
IEEE 802.1Q — OTKpPbITbIN CTAaHAAPT, KOTOPbIM ONMCbIBAET NPOLEAYPY TETMPOBaHMUA
Moddepxka 802.1Q TpaduKa gna nepegauvm MHPopmaumm o npuHagnexkHoctm Kk VLAN. lMossonset
Mcnoab3oBaTb HeckonbKo rpynn VLAN Ha ogHom nopry.
Mpotokon LACP obecneynBaeT aBTOMaTUYeCcKoe 06beAMHEHNE OTAE/bHbIX CBA3EN
Mexay ABYMA YCTPOMCTBaMM (KOMMYTAaTOP—KOMMYTaTop WAW KOMMyTaToOp—
O6beduHeHUe KaHaI08 cepsep) B e4MHbIN KaHan nepesayun AaHHbIX.

B NpOTOKO/1E MOCTOSAHHO OMNpPeaeAeTcss BO3MOMXKHOCTb 06beAMHEHMS KaHaNoB, U B
CNyyYae OTKasa CoeAMHeHUs, BXOAALlero B obbeaMHEeHHbId KaHan, ero Tpaduk
aBTOMaTMYecKu mnepepacnpesenseTcA MO He OTKa3aBWMM  KOMMOHEHTaMm
06beHEHHOro KaHana.

Co3zdaHue 2pynn LAG

B yctpoictBax noagep:kmaeTtca PpyHKLMA CO34aHUA TPYNn KaHanos. Arperauusa
KaHanoB (Link aggregation, trunking) wan IEEE 802.3ad TeXHonorua
06beANHEHUS HECKONbKUX GU3MYECKMX KaHanoBa B OAWMH NOTMYeEcKMi. ITo
CNocobCcTBYET HE TONbKO YBEMUYEHMUIO NMPOMYCKHON CNOCOBHOCTM MarmcTpanbHbIxX
KaHa/N0B KOMMYTaTOP-KOMMYTATOpP MAM KOMMYTATOP-CepBEpP, HO U MOBbLILEHUIO NUX
HaZEeXHOCTU. BO3MOXKHbI TPU TMNAa 6anaHCMPOBKM — Ha ocHoBaHUM MAC-aapecos,
Ha OCHOBaHMM IP-afpecoB 1 Ha OCHOBaHMM NopTa (socket) HazHaueHus.

lpynna LAG cocToMT M3 NOPTOB C OAMHAKOBOM CKOPOCTbIO, paboTatowmx B
OYNJAEKCHOM peXxume.

Moddepxcka Auto Voice
VLAN

MpepoctaBnseT BO3MOMKHOCTb  WMAEHTUOULMPOBATL FONOCOBOM TpaduK Ha
ocHoBaHuM OUI (Organizationally Unique ldentifier — nepsble 24 6uta MAC-
agpeca). Ecnm B8 MAC-Tabanue kommyTtatopa npucytcteyer MAC-agpec ¢ OUI
rofIOCOBOrO W33 UAN Xe IP-TenedoHa, TO AOaHHbIM NOPT aBTOMATMYECKU
pobasnsetca B voice vlan (ngeHTMduMKauma no npotokony SIP uam xe no MAC-
afpecy nosyyatena He NOAAEPKMBAETCA).

2.2.4 ®yHKyuu mpemeoe2o yposHa cemeesoli modenu OSI

B Tabnmue 4 npuseaeHbl GyHKUMM TpeTbero ypoBHsA (yposeHb 3 OSI).

Tabnunua 4 — OnucaHme GyHKLUUIN TpeTbero ypoBHaA (Layer 3)

KnueHmeoi BootP

IP-mapwipymei

u DHCP YcTpoiictBa cnocobHbl  aBTOMaTMyeckum nonydaTb |IP-agpec no  npoTokony
(Dynamic Host BootP/DHCP.

Configuration Protocol)

Cmamuyeckue AOMMHMCTPATOP KOMMYyTaTopa WMeeT BO3MOMHOCTb a06aBnaTb W yaanatb

cTaTUYecKMe 3anucu B TabamLy mapLipyTusaumm.

Ethernet-kommymamopeol ceputli MES3300, MES53xxA, MES5400-xx
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lpomokon ARP
(Address Resolution
Protocol)

ARP — npoTtokon conocrtasneHua IP-agpeca M ¢u3MYecKoro agpeca ycTpoiicTea.
CooTBeTCTBUE YCTAHABAMBAETCA HA OCHOBE aHa/IM3a OTBETa OT y3/1a CeTH, agpec y3na
3anpalwnBaeTca B LUMPOKOBELLATeIbHOM MaKeTe.

lpomokon RIP
(Routing Information
Protocol)

MpPOTOKO/ AUHAMMYECKON MApPLUPYTM3aLLMKN, KOTOPbIN NO3BOIAET MapLUPYTM3aTOpPam
06HOBNATL MAPLUPYTHYIO MHDOPMALLMIO, MOSIyYas ee OT COCEAHUX MapLIPYTM3aTOPOB..
B 33a4M NpOTOKONA BXOAMUT onpesefieHne onTUMAIbHOro MapLIpyTa Ha OCHOBAaHUMU
[AaHHbIX O KO/IMYECTBE NMPOMEKYTOUHbIX Y3/10B.

@®yukyusa IGMP Proxy

IGMP Proxy — ¢®yHKUMA YNPOLLEHHOW MapLIpyTU3aUMW MHOroaapecHbIX AaHHbIX
MeXay ceTamun. s ynpaBaeHMA mapLlipyTm3aumneit ncnoabayetcsa npotokon IGMP.

lpomokon OSPF

MPOTOKOA  AWMHAMMWYECKOW  MapLIpyTM3aLMW, OCHOBAHHbLIA Ha  TEXHONOTUK
oTcnexmnBaHMA coctoaHua KaHana (link-state technology) u mcnonbsyowmin ana
HaxoXAeHusa Kpatyalwero nytm anroputm  [enkctpbl. [poTtokon OSPF
pacnpocTpaHaeT nHbopmaLmio o} JOCTYMHbIX MapLipyTax MeXay
MapLIpyTU3aTopaMmn O4HON aBTOHOMHOW CUCTEMBI.

lpomokon VRRP

Mpotokon VRRP npeaHasHayeH A4na pe3epBMPOBAHMA  MApLIPYTM3aTOpPOB,
BbIMO/IHAIOLLMX POJIb LW/K03a MO YMOAYAHMIO. ITO AOCTUraeTcA NyTEM 06beaANHEHUA
IP-nHTEpdEncoB rpynnbl MapLIpyTM3aTOPOB B OAMH BUPTYasibHbli, KOTOpbIA Byaert
MCMNOJIb30BaTbCA KaK LWKO3 N0 YMOJIYAHUIO A1 KOMMNbIOTEPOB B CETU.

pomokon PIM

PIM-npoToKOoN MHOroagpecHol mapupyTtu3aumm gns IP-ceTei, co3gaHHbIN AnA
peweHuna npobaem rpynnosoi mapwpyTtnsaunn. PIM 6asunpyeTca Ha TPaAMLMOHHbIX
MapLLUPYTHbIX MpOTOKonax (Hanpumep, Border Gateway Protocol), BmecTto ToOro,
4yTobbl Cco3AaBaTb COBGCTBEHHYO ceTeBylo Tonosoruto. PIM wmcnonbsyer unicast-
Tabnvuy Mmapwpytmsaumm ana nposepku RPF. 3Ta nposepka BbINosHAETCA
MapLipyTM3aTopamu, 4Tobbl ybeamTbes, YTo nepegadya MHoroagpecHoro Tpaduka
BbINONHAETCA NO NyTu 6e3 netens.

2.2.5 ®yHkyuu QoS

B Tabnnue 5 npuBeaeHbl OCHOBHble GYHKLMM KayecTBa obcny:kusaHusa (Quality of Service).

Tabanua 5 — OcHoBHble QYHKLMM KauecTBa 06CyKUBAHMA

Mododepxka
npuopumemHeoix
oyepedeii

YCTPOWCTBO NOAAEpPKMBAET NPUOPUTM3ALMNIO UCXOAALLEro TPadKKa No ouepeaam Ha
Kaxgom nopTy. PacnpegeneHve nakeToB Mo o4yepeasm MOMKET MPOU3BOAMTLCA B
pesynbTaTe KnaccuduKaLmm NakeTos No pasnnYHbIM MOJAM B 3aro/IOBKax NakeTos.

ModdepiKa kKnacca
obcnyrcueaHua 802.1p

CraHgapT 802.1p cneumduumpyeT meToq yKasaHUsa NpMopuTeTa Kaapa M anroputm
MCMNO/Ib30BaHMA NPUOpPUTETA B LLeNIAX CBOEBPEMEHHOW A0CTaBKU YyBCTBUTENBHOIO K
BPEMEHHbIM 3agep»KKam Tpaduka. CtaHgapT 802.1p onpeaensetr BOCEMb YPOBHEM
npuopuTeToB. KOMMyTaTOpbl MOTYyT MCNONb30BaTb 3HAYeHUe npuoputeta 802.1p gna
pacnpeaeneHna KagpoB No NMPUOPUTETHLIM oYepeaam.

2.2.6 ®PyHKyuu obecneyeHus 6ezonacHocmu

Tabnunua 6 — PyHKUMKM obecneyeHna 6e30nacHOCTH

DHCP snooping

®YHKUMA KOMMYTaTOpa, NpeAHa3HAYeHHanA A41A 3alWMTbl OT aTaK C UCMONb30BaHMEM
npotokona DHCP. O6ecneunBaet ¢punbrpaunto DHCP-coobLieHMiA, NOCTyNnUBLINX C
HeHaAeXHbIX NOPTOB MyTEM MOCTPOEHUA U NOALEPIKAHWUA 6asbl AAHHBIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbinoaHseT AencTsua
6paHaAMay3pa MexKAy HeHaaeKHbIMW NopTamn n cepsepamm DHCP.
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Onyus 82 npomokKona
DHCP

Onuwus, KoTopas nossonser npouHbopmuposatb DHCP-cepBep o Tom, C KaKkoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi NopT npuLen 3anpoc.
Mo ymonyaHMlO KOMMyTaTop, wucnosb3yowmii ¢yHKumto DHCP  snooping,
obHapy»KmBaeT M otbpacbiBaeT aoboit DHCP-3anpoc, coaepawmii onuuio 82,
KOTOPbIV OH NOJIyYMN Yepe3 HeHaaéxHbIl (untrusted) nopr.

UDP relay MepeHanpasneHune wupokoselLatesbHoro UDP-TpadumKa Ha yKasaHHbIN IP-agpec.
DHCP-cepBep ocywecTBAseT LeHTPaAn30BaHHOE yNpaBaeHue CEeTEBbIMM agpecamm
®yHKyuu DHCP- pBep ocyuy LEHTP ynp ap
M COOTBETCTBYIOWMMMU KOHOUIYPALMOHHBIMKM  NapameTpamMu, aBTOMATUYECKU
cepsepa

npeaocTaBaAa UX KIMEHTaM.

IP Source address guard

®PyHKUMA KOmMyTaTopa, KoTopaa orpaHuumsaeT IP-tpaduk, oéunbTpya ero Ha
OCHOBaHWK Tabanubl cooTBETCTBMIA 6a3bl AaHHbIX NpuBA3kKM DHCP — DHCP snooping
M CTaTMYeCKM CKOHPUrypupoBaHHbIX IP-agpecoB. ®yHKUMA ucnonb3lyeTca AnA
60pbbbI c NnogmeHow IP-agpecos.

Dynamic ARP
Inspection (Protection)

PyHKLMA KOMMYTATOpPa, NPeAHa3Ha4YeHHaa ANA 3aLWNTbl OT aTaK C UCMOb30BaHUEM
npotokona ARP. CoobueHue, KOTOpoe MOCTyMaeT C HEHaAeHOro mnopTa,
noagepraeTcA NpoBepKe — cOOTBETCTBYET n IP-agpec B Tene npmHAToro ARP-naketa
IP-agpecy otnpasuTens. Ecav agpeca He coBNaaloT, TO KOMMyTaTOp OTO6packiBaeT
naker.

L2 -13—-L4 ACL (Access
Control List)

Ha ocHoBe WHdopmaumu, cogeprKawiencs B 3arosioBKax ypoBHen 2, 3 u 4, y
a4MUHUCTPATOPA €CTb BOSMOXHOCTb HAaCTPOUTb NpPaBmaa, COrJTACHO KOTOPbIM NaKeT
6ynet obpaboTtaH, MMb6O OTOPOLLEH.

Time-Based ACL

Mo3B0/1A€T CKOHPUIYPUPOBATL BPEMEHHbIE PAMKK, B TEYEHNE KOTOPbIX AaHHbIN ACL
6yaneT gelicTBoBaTh.

Moddepxcka OcHoBHaa ¢yHKUMA 6IOKMPOBKM — MNOBbICUTL He3omacHOCTb ceT, NpesocTaBAAsA
3a610KUPOBAHHBIX [OCTYyNn K MOPTYy KOMMyTaTopa TOJIbKO A/ ycTpoMcTe, umetowmx MAC-agpeca,
nopmos 3aKpenneHHble 33 3TUM NOPTOM.

lposepka Mposepka noannHHoctn IEEE 802.1x npepactaBnaet coboii mexaHW3M KOHTpOAA

nooAUHHOCMU Ha
ocHoee nopma (802.1x)

AOCTyNa K pecypcam Yepes BHeLWHMt cepsep. Mpowealumne nposepKy NoaanMHHOCTH
noab3oBaTe M NOoAYHatoT AOCTYN K pecypcam BbiBpaHHOM ceTw.

2.2.7 ®yHKYyuu ynpasaeHus KOMMymamopom

Tabanua 7 — OcHOBHble GYHKLMM YNPaBAEHNA KOMMYTaTOPaMM

3azpy3Ka u ebizpy3Ka
¢alina Hacmpoliku

MapameTpbl YCTPOMCTB COXPaHAOTCA B dalie HACTPOMKM, KOTOPbIA COAEPHMUT
AaHHble KOHPUIypauumn KaKk BCel cUCTeMbl B LLEJIOM, TaK U ONpeaeneHHoro nopra
YCTPOMCTBA.

Mpomokon TFTP (Trivial
File Transfer Protocol)

Mpotokon TFTP ucnonb3yeTca AnA onepauunit 3anmcu 1 yteHns ¢annos. MNpoTokon
OCHOBaH Ha TpaHcNopTHOM npoTokose UDP.

YCTpoincTBa NoaaepK1BatoT 3arpysKy U nepegady no AaHHOMY NpoToKony ¢dainnos
HACTPOMKK N 06pa30B NpPorpaMmHoro obecneyeHus.

Mpomokon SCP (Secure
Copy)

Mpotokon SCP ucnonb3yetcs Ana onepaumii 3anucu U yteHua ¢dainos. MpoTokon
OCHOBaH Ha ceTeBOM MpoToKoae SSH.

YCcTpoiicTBa NOALEP!KMBAIOT 3arpy3ky U nepegady No AaHHOMY npoTokony ¢dannos
HaCTPOMKKN 1 06pa3oB NporpammHoro obecneyeHus.

YoaneHHoiii
MoHumopuHz (RMON)

YaaneHHblh MOHUTOPUHT (RMON) — cpeacTBO MOHUTOPMHIA KOMMNbIOTEPHbIX CeTeld,
pacwupeHme SNMP. CoBmecTMmble  yCTpoOWMCTBa no3BoAT  cobupatb
OMarHoCTUYecKkne AaHHble C NOMOLLBIO CTaHUMK ynpasneHua ceTbto. RMON — 310
cTaHAapTHas 6asa MIB, B KOTOpoW onpeaeneHbl TEKYLWAA U NpeapblayLias CTaTUCTMKA
ypoBHA MAC n 061beKTbl ynpaBieHua, NpeaocTaBAAlolMe AaHHble B PeasibHOM
BpeMeHMU.
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Mpotokon SNMP wucnonbsyetrcA ANA MOHWTOPUHIA W YNpPaBAEHWA CeTeBbiM

lpomokon SNMP YyCTpPOMCTBOM. A ynpasaeHUa JOCTYNOM K CUCTEME ONpesenseTca CNUCOK 3anucemn
Co06LWEeCcTBa, KaXK4asn U3 KOTOPbIX COAEPKUT NPUBMAETMM AOCTYNA.
YnpasneHne KommyTatopamu nocpeactsom CLI ocyliecTBaseTca NOKanbHO yepes
Uumepdpeiic nocnegoBaTenbHbI nopT RS-232, nnbo yaaneHHo yepes Telnet, SSH. UHTepdelic

KOMaHOHOLI cmpoKu
(CLI)

KOMaHOHOW CTPoKM KoHconu (CLI) ABnAeTcA NPOMBIWAEHHBIM  CTaHAAPTOM.
MHTepnpetatop CLI npeaocTaBaseT CNMCOK KOMaHA U KAtOYEBbIX CN10B A4J19 MOMOLLU
NoNb30BaTENO U COKPALLEHWNIO 06beMa BBOAMMbIX AAHHbIX.

Syslog — npoToKosn, obecneuymBaowmii nepeaadyy coobLIEHNA O MPOUCXOAALLUX B

Syslog o

cucteme cobbITUAX, @ TaKKe yBeJOMAEHUI 06 OLWIMBKaxX yaaNeHHbIM cepBepam.
SNTP MpoTtokon SNTP — NpOTOKO/1 CUHXPOHU3ALUM BPEMEHU CETU, rapaHTUPYyeT TOYHOCTb
(Simple Network Time CUMHXPOHM3aLUN BPEMEHU CETEBOTO YCTPOMCTBA C CEPBEPOM A0 MUIIUCEKYHADI.
Protocol)

Traceroute — cnyxebHas GyHKLMA, NpegHa3HAYEHHaA A5 ONpeseNeHNs MapLpyToB
Traceroute y dyHKUMA, npes, A peA pwpy

nepeaayun AaHHbix B IP-ceTax.
YnpaeneHue A .

MWHUCTPATO MOKET  onpeaennTb OBHW  MpuUBUIETUit ocTyna nA

KOHMponupyemeoim A P vp . PEA yp P AocTy A .

Nnosib3oBaTeNie YCTPOMUCTBA M XapaKTEPUCTUKM ANA KaxKAOro YPOBHA NMPUBUIErni
docmynom — ypoeHu o

. (TonbKo gna uteHma — 1 ypoBeHb, NOAHbIM focTyn — 15 ypoBeHb).

npusuneauu

KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyNa K KaxXaomy WHTepdency
Brokupoexa ynpasneHusa (SNMP, CLI). 3anpeT moxKeT 6biTb YCTaHOB/IEH OTAENbHO AN KaXKAo0ro
unmepeeiica TMNa goctyna:

P Telnet (CLI over Telnet Session);

ynpaenenus Secure Shell (CLI over SSH);

SNMP.
JlokanbHas [Onsa nokanbHOM ayTeHTUOUKaALMM MNOALEPHKMBAETCA XpaHeHWe naposel B bHase
aymeHmudguKayusa [AaHHbIX KOMMyTaTOpa.

dunempayus IP-

Hoctyn no SNMP paspewaerca Ana onpegeneHHblx |P-agpecos, ABAAIOLWMXCA

adpecos 013 SNMP uneHammn SNMP-coobLuecTsa.
Mpotokon RADIUS wucnonb3yetca gns ayTeHTUMOMKALMW, aBTOpU3aLMKM U y4yeTa.
Knuenm RADIUS Cepsep RADIUS wncnonb3yeT 6a3y AaHHbIX MOJ/b30BaTefiel, KOTOpPas COLEPKUT
JaHHble NPOBEPKM MNOAJMHHOCTM ANA Kax[oro nonb3osaTtensa. KommyTtatopbl
COAEeprKaT KNMEHTCKYIO YacTb NpoTokona RADIUS.
YCTPOMCTBO NpefocTaBAAeT MNOAAEPKKY MPOBEPKM MOANMHHOCTU  KAUEHTOB
TACACS+ nocpeacteom  npotokona  TACACS+. Mpotokon TACACS+  obecneumsaer
(Terminal Access LeHTpanM3oBaHHyl0 cuctemy 6e3onacHocTM [ANA  NPOBEPKM  MOSb30BaTeNew,
Controller Access nonyYatoWwmx AOCTYN K YCTPOMCTBY, a TaKXe LEHTPaZIM30BaHHYI0 CcUCTEMY
Control System) ynpasneHus npu cobnogeHnmn coemectumoctn ¢ RADIUS n apyrumu npoueccamm
NpoBepKM NOAJMHHOCTMU.
®yHKumMA cepsepa SSH nossonfeT KAuMeHTy SSH ycTaHOBUTb C yCTPOMCTBOM
Cepsep SSH YHKL, psep Y y ycTp
3aWMLLeHHOe COeAMHEHMEe aNA YyNpaBAeHNA UM.
Moddepxcka JaHHas QyHKUMA npefocTaBAAeT BO3MOMHOCTb CO34aBaTb MAKPOKOMaHAbI,
npeactasnawolme cobon Habop KomMaHA, M NPUMEHATb UX A8 KOHOUrypauuu
MaKPOKOMAHD peacT i} P a P i} durypay,
yCTpoWCcTBa.
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2.2.8 /[ononrumenbHble pyHKYyUU
B Tabanue 8 npuseseHbl 4ONONAHUTENbHbIE PYHKLIMKM YCTPOICTBA.

Tabnunua 8 — [lononHuTeNbHbIE GYHKUUKM YCTPOMCTBA

AuazHocmuka YCTPOICTBO NO3BONISET TECTMPOBATb OMNTUYECKMIt TpaHcusep. [pu TecTMpoBaHUU
onmuyYyecKoz0 OTCNEXMBAIOTCA TaKME NMapaMeTpbl, Kak TOK U HaMpaXKeHWe NUTaHusA, TemnepaTypa
mpaHcueepa TpaHcuBepa. na peanvsaumu TpebyeTca noanepikka aTUX GyHKLMI B TpaHCKBepe.

ﬂ,aHHblﬁ MeXaHU3M NO3BONAET KOMMYTATOPY CHU3UTb 3HepFOI'IOTp66fIEHVIe 3a cyet
OTKNOYEeHNA HEAKTUBHbIX 3N1EKTPUYECKUX NOPTOB.

Green Ethernet

2.3 OcCHOBHbIe TeXHUYECKMNe XapaKTepUCTUKH

OCHOBHble TeXHU4YecKme napamMeTpbl KOMMYTATOPOB NnpueeaeHbl B Ta6nmu,e 9.

Tabanua 9 — OCHOBHble TEXHUYECKUE XapPaKTEPUCTUKHM

O6wue napameTpbl

20x1000BASE-X/100BASE-FX (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
MES3300-24F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1x10/100/1000BASE-T (OOB)

1xKoHconbHbIn nopT RS-232 (RJ-45)

1x10/100/1000BASE-T (OOB)
MES5312 12x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)

1x10/100/1000BASE-T (OOB)
16x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)
1xUSB 2.0

MES5316A

1x10/100/1000BASE-T (OOB)
24x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)
1xUSB 2.0

NHTepdeiichbl MES5324A

1x10/100/1000BASE-T (OOB)
32x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)
1xUSB 2.0

MES5332A

1x10/100/1000BASE-T (OOB)
24x1000BASE-X (SFP)/10GBASE-R (SFP+)
6x40GBASE-R (QSFP+)/100GBASE-R (QSFP28)
1xUSB 2.0

MES5400-24

1x10/100/1000BASE-T (OOB)
48x1000BASE-X (SFP)/10GBASE-R (SFP+)
6x40GBASE-R (QSFP+)/100GBASE-R (QSFP28)
1xUSB 2.0

MES5400-48

OnTunyeckme nHTepdelicbl 1/10/100 réumt/c

C
KOPOCTE NEPEAAUM AHHBIX dneKTpuyeckme nHTepodericsl 10/100/1000 M6éut/c

MES3300-24F 128 réut/c

MponycKkHasa cnocobHOCTb

MES5312 240 réut/c
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MES5316A 320 Iéut/c
MES5324A 480 I6ut/c
MES5332A 640 Iéeut/c
MES5400-24 1,68 Téut/c
MES5400-48 2,16 Téut/c
MES3300-24F 95,2 MPPS
MES5312 178 MPPS
MNpoun3BoANTENbHOCTb Ha MES5316A
I'I:KETaX AnMHoﬁ 64 6aital MES5324A 238 MPPS
A MES5332A
MES5400-24 878,3 MPPS
MES5400-48 1041,5 MPPS
MES3300-24F 1,5 M6ant
MES5312 2 Mb6ant
. MES5316A
O6bem bydepHoi namaTu MES5324A 3 M6aiit
MES5332A
MES5400-24 o
MES5400-48 12 Mbaiir
O6bem O3Y (DDR4) MES3300-24F
MES5312
MES5316A .,
MES5324A 1 T6ait
O6bem O3Y (DDR3) MES5339A
MES5400-24
MES5400-48
MES3300-24F 512 M6aut
MES5312
MES5316A
O6bem M3Y (NAND FIash) MES5324A 1 F6aii
MES5332A T
MES5400-24
MES5400-48
MES3300-24F 16384
MES5312
MES5316A 32768
Tabanua MAC-agpecos MES5324A
MES5332A
MES5400-24 65536
MES5400-48 262144
Konunuectso ARP-3anuceir® MES3300-24F 4087

! 3HayeHuna YKa3aHbl Ana O,CI,HOCTOpOHHei;I nepeaayun

2 06bém O3Y pgna mogenein MES5316A

MES5324A rev.C1 — 2 Ibant

rev.C, MES5324A rev.C, MES5332A rev.C, MES5316A

3 lna kaxporo xocta 8 ARP-Tabamnue co3gaeTca 3anuch B Tabaunue MapLupyTM3aumm

rev.C1,

18 Ethernet-kommymamopsi cepuli MES3300, MES53xxA, MES5400-xx
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MES5312

MES5316A

MES5324A 8151
MES5332A

MES5400-24 32768
MES5400-48 131072

Noppep»xka VLAN

CornacHo 802.1Q go 4094 aktusHbIx VLAN

Konuyectso rpynn L2 Multicast (IGMP snooping)

1024

Konnuectso npasun SQinQ

1320 (ingress), 1320 (egress)

MES3300-24F 2997
MES5312 6066
MES5316A

Konnuyectso npasun ACL MES5324A 2996
MES5332A
MES5400-24 4559
MES5400-48 10716
MES3300-24F 3072
MES5312 6144
MES5316A

Konnyectso ACL MES5324A 3072
MES5332A
MES5400-24 6144
MES5400-48 12288

Konnyectso npasun ACL B ogHom ACL 256
MES3300-24F 3825 IPv6
MEss312 2038 6.

[(szilcv;iii:mo mapuwpyTtos L3 mg:gg;iﬁ 16288 Pva
MES5332A 4070 IPv6
MES5400-24 32672 IPv4
MES5400-48 8166 IPv6
MES3300-24F 1642 IPv6
MEss312 2022 s

Kosnuectso mapupyTos L3 MES5316A

Multicast (IGMP Proxy, PIM)? | MES5324A iégz :E:g
MES5332A
MES5400-24 16336 IPv4
MES5400-48 4082 IPv6

Konnyectso VRRP-mapwpytmnsatopos 255
MES3300-24F 8

! MapuwpyTbl IPv4/IPv6 Unicast/Multicast ncnonb3ytot oblme annapaTHble pecypcbl

Ethernet-kommymamopeol ceputli MES3300, MES53xxA, MES5400-xx
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MES5312
MES5316A
MES5324A
MES5332A
MES5400-24
MES5400-48

MakcumanbHoe KoNmM4yecTso
ECMP-mapwpyTos

64

MES3300-24F
MES5312
MES5316A
MES5324A
MES5332A

Konunuectso VRF

16 (BKkntoyaa VRF no ymonyaHuio)

MES5400-24
MES5400-48

251 (BKntoyan VRF no ymonyaHuio)

MES3300-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5400-24
MES5400-48

Konunyectso L3-
nHTepdeicos

2050

MakcumanbHoe kKonmyectso VXLAN

4093

Konunuectso BnpTyanbHbix Loopback-uHtepdelicos

64

Arperaumsa KaHanos (LAG)

32 rpynnbl, A0 8 NOPTOB B KaXKA0M

Konnuyectso aksemnaapos MSTP 64
Konnyectso aksemnnapos PVST 64
Konunyectso DHCP pool 16

KayecTBo 0bcnyxkmBaHMa QoS

8 BbIXOAHbIX OYepeaei AN Kax4oro nopra

CBepxanuHHble Kagpbl (jumbo frames)

MakcumanbHbIi pasmep naketos 10240 6aiiT

CreknpoBaHue

[o 8 yctpouncTs

CooTseTcTBME CTaH4apTaM

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1g VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

YnpasneHue

NokanbHoe ynpasnexHue

Console

YaaneHHoe ynpasneHue

SNMP, Telnet, SSH, Web

20
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du3nyecKkne XapaKTepPUCTUKM U YCI0BUA OKpYIKatoLel cpeabl

MES3300-24F

CeTb NnepemeHHOro Toka: 100-240 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 36—72 B

MCTOYHMKM NUTaHNA

MES5312 BapunaHTbl nUTaHuA:
MES5316A
MES5324A - OAMH UCTOYHUK NMUTAHUA NOCTOAHHOIO WUAM NepeMeHHOro
MES5332A Tora;
MES5400-24 - IBa UCTOYHMKA NUTAHUA I'IOCVTOHHHOI'O WAN NepemeHHOoro
TOKa, C BO3MOXHOCTbIO ropaveint 3aMeHbl.
CeTb NepemMeHHOro Toka: 176-264 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 36—72 B
BapuaHTbl nuTaHuA:
MES5400-48 - OAMH UCTOYHMK MUTAHMA MOCTOAHHOIO WM NMepemMeHHOro

TOKa;
- ABa UCTOYHMKA MUTAHUA MOCTOAHHOIO MW MEPEMEHHOro
TOKa, C BO3MOHOCTbIO ropsAYei 3ameHbil.

MES3300-24F

He 6onee 45 BT AC

NoTpebnaemasn MOLLHOCTb

TennosblgeneHue

NHTepBan paboumnx
TemnepaTyp

MES5312 He 6onee 25 BT AC
MES5316A He 6onee 58 BT AC
MES5324A He 6onee 73 BT AC
MES5332A He 6onee 85 BT AC
MES5400-24 He 6onee 150 BT AC
MES5400-48 He 6onee 180 BT AC
MES3300-24F 45 Bt

MES5312 25 BT

MES5316A 58 Bt

MES5324A 73 Bt

MES5332A 85 Bt

MES5400-24 150 Bt

MES5400-48 180 Bt
MES3300-24F

MES5312

MES5316A OT-10 go +45 °C
MES5324A

MES5332A

s oo

MHTepsan TemnepaTypbl XpaHeHUs

NHTepBan TemnepaTypbl XpaHeHua oT -50 go +70 °C
/' Mepep nepebiM BKAIOYEHUEM MOCAE XPaHEHUA
V npu Temnepartype meHbLueit, yem -20 °C, uam npun
6onblieit, yem +50 °C, Tpebyetca BblAepKaTb
KOMMYTaTop Npu KOMHATHOW TemnepaTtype He
MeHee YeTbIPEéx Yacos.

OTHOCMTeNbHAA BNAXKHOCTb NPU 3KCNAyaTaumm

(6e3 obpasoBaHUs KOHAEHCATA)

He 6onee 80 %

OTHOCKTE/IbHAA BNAXKHOCTb NPU XpaHeHun (6e3

06pa3oBaHMA KOHAEHcaTa)

01108095 %

FabapuTHble pasmepbl

MES3300-24F

430 x 44 x 305 mm

(lWxBxT)

MES5312

430 x 44 x 230 mm
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MES5316A
MES5324A 430 x 44 x 275 mm
MES5332A
MES5400-24 440 x 44 x 321 mm
MES5400-48 440 x 44 x 447 mm
MES3300-24F 5,04 kr
MES5312 3,8 Kr
MES5316A 3,6 Kkr

Macca MES5324A 3,7 Kr
MES5332A 3,8 kr
MES5400-24 6,36 Kr
MES5400-48 8,84 kr

CpokK cny»bbl

He meHee 15 net

V Tun NUTaHUA YCTPOICTBa onpeaenseTca Npu 3aKase.

2.4 KOHCTPYKTMBHOE UCMO/IHEHUe

B naHHOM pa3gesie oNMCaHO KOHCTPYKTUBHOE UCMNOJIHEHUE YCTpOﬁCTB. MpeacrasneHbl M306pa)KeHMﬂ
HEpEAHEﬁ, 3aAHEI\;1 M BOKOBbIX NaHenewu yCTpOﬁCTBa, OnwncCaHbl pa3bembl, CBETOAMOOHbIE MHOANKATOPbLI U

OpraHbl ynpaBaeHus.

Ethernet-kommyTatopbl MES3300-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5400-24,
MES5400-48 BbINOSHEHDbI B METANIMYECKOM KOPMyce C BO3MOXHOCTbIO YCTAaHOBKM B 19” KapKac, BblcOTa

Kopnyca 1U.

2.4.1 BHewHuii sud u onucaHue nepedHeli naHenu ycmpoiicmea

BHewHM BMA, nepegHert naHenn ycrpocts MES3300-24F nokasaH Ha pucyHke 1.

JeLTEX
MES3300-24F

S S S S e eSO S T i O 3 C3 S e e S O 7 65 ER ED 65 65 ¢ 65
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SOO0CO0

BHewHW BuA nepegHen naHenm yctpocte MES5312 nokasaH Ha puCcyHKe 2.

PucyHok 1 —lNMepeaHasa naHeno MES3300-24F

PucyHok 2 — lNMepeaHas naHenb MES5312
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BHewHM BMA nepegHer naHenn ycrponcts MES5316A nokasaH Ha pUCyHKe 3.

e
@ o
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PucyHok 3 —NepeaHAasa naHenb MES5316A

BHewHM BMA nepegHen naHenn ycrponcts MES5324A noKasaH Ha pUCYHKe 4.

B .&@

O Power

© Master

O Fan

ORs M ultena @ 008

EE T o e R P ey ey =1 =1 = T=T==T==T== === ==

1 2 6 43 5

PucyHok 4 — lNMepeaHaa naHenb MES5324A

BHewHW Bua nepegHen naHenn yctpoincts MES5332A nokasaH Ha pucyHKe 5.

i e SIS A =
AGLTEX Console uaeooouoogom 7o

Q

- o

=k

=}

=) g

o8 )

PucyHok 5 — MNepeaHasa naHens MES5332A

BHewHW BuA nepegHen naHenm yctpoicts MES5400-24 noKasaH Ha pUCyHKe 6.

UnitlD.
5 haid
Fower @
Master (D
Fan O
w5 O Comole TATT AT YD TATZ SAWID DATIL 1T DAFIN I7ATID 1AW 1ATE AT Hiawios Hoa i Hosa o<l
o = oy
[ I'l ]

PucyHok 6 — MNepeaHas naHenb MES5400-24
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Power O
Master O
Fan O)
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BHewHwnit BuA nepegHei naHenn ycrpoiicte MES5400-48 noKasaH Ha puUcyHKe 7.

R

==

5 7

PucyHok 7 — lNMepeaHaa naHenb MES5400-48

B Tabauue 10 npuseaeH nepeyveHb pasbemos, CBETOAUOAHbIX UHANKATOPOB M OPraHoB yrnpasaeHus,

Pacro/ioXeHHbIX Ha NepeaHeln naHe M KOMMYTaTOpPOB.

Tabnmua 10— OnmcaHMe pa3bemoB, MHAMKATOPOB M OPraHoB ynpas/ieHus nepegHen naHenm MES3300-24F,
MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48

dnemeHT nepegHen
Ne #1585 OnwucaHne
naHenun
Unit ID MNHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAMKATOp NUTaHMA YCTPOMUCTBA.
1 Master NHAaMKaTop pexkmma paboTsbl ycTpoicTea (BeayLumii/segombiii).
Fan NHAMKaTop paboTbl BEHTUAATOPOB.
RPS MHAMKaTOp pe3epBHOro a1eKTpONUTaHuA.
®yHKUMOHaNbHAA KHOMKa ANs nepesarpysku ycTtpoilctea um cbpoca K
33aBOACKMM HaCTpOMKam:
) . -MpPU HaxXaTUM Ha KHOMKYy AautenbHocTbto meHee 10 ¢ npoucxoaut
nepesarpyska yCTpOWCTBa;
- MPY HaXKaTMM Ha KHOMKY AauntenbHocTbio 6onee 10 ¢ npoucxoguT cbpoc
HaCTPOEK YCTPOMCTBA 4,0 3aBOACKON KOHbUTypauuu.
KoHCONbHbIV NOPT ANA NOKANBHOIO YNPaBAeHUA YCTPOACTBOM.
PacnuHoBKa pa3bema cneaytowian:
1 He ucnonb3yeTca
2 He ucnonb3yetca
3 RX
4 GND
3 C I
onsole 5 GND
6 TX
7 He ucnonbsyetca
8 He ncnosnbsyetca
9 He ncnosnb3yetca
Pacnaiika KoHconbHOro Kabena npueeneHa B npuaoxeHum b.
Mopt (out-of-band) 10/100/1000BASE-T (RJ-45) A4na yAaneHHoro
4 00B ynpaB/ieHUs yCTPOMUCTBOM.
YnpaBneHne OCyLLECTBAAETCA MO CETWU, Pa3fe/ibHO C KaHa/oM nepenayu
OaHHbIX.
[1-12] MES5312
5 [1-16] MES5316A Cnotbl gna yctaHoBKM TpaHcueepos 10G SFP+/1G SFP.
[1-24] MES5324A
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[1-32] MES5332A
[1-24] MES5400-24
[1-48] MES5400-48

[XG1-XG2] | MES3300-24F

MES5316A
MES5324A
6 < MES5332A USB-nopr.
MES5400-24
MES5400-24
7 [HG1-HGS6] CnoTbl gna ycTaHoBKM TpaHcueepos 40G QSFP+/100G QSFP28.
MES5400-48
8 [1-20] MES3300-24F 20 noptos 1000BASE-X/100BASE-FX (SFP).
9 [21-24] MES3300-24F 4 nopta 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo.

2.4.2 3a0HAa naHenb ycmpoliicmea

BHewHM BUA 3agHen naHenn kommyTtatopoB MES3300-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5400-24, MES5400-48 npuBegeH Ha pUCcyHKax 8-12.
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PucyHok 10 — 3agHAa naHenb MES5316A
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50-60 Hz

Consale

®
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PucyHok 12 — 3agHaa naHenb MES5400-48

B Tabnuue 11 npuBedeH nepeyeHb Pa3beMOB, PACMOJIOXKEHHbIX Ha 3aZHEeN MaHe/M KOMMYTaTopoB
MES3300-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48.

Tabnnuya 11 — OnucaHne pasbemoB 3aaHeN NaHenn KommyTtaTopoB MES3300-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5400-24, MES5400-48

dNeMeHT 3agHeNn
Ne s OnucaHue
naHenu

1 Knemma 3asemnenus = Knemma g/1a 3a3emneHuns ycTpomncTea.

2 BeHTMAATOPSI BEeHTUNATOPbI AN OXNaXKAEeHUA YCTPOMCTBA.

3 CNOTbI ANA YCTAHOBKM Cnot ana yctaHoBKM pesepBHoro 610ka nutaHma AC nan DC.

4 6nokos NuTaHnA CNnoT ANA yCTaHOBKM OCHOBHOTO 6/10Ka nuTaHma AC nam DC.

5 Console KOHCO/IbHbIM NOPT ANA NOKaNbHOIO Yrpas/ieHUs YCTPOMCTBOM.
Mopt (out-of-band) 10/100/1000BASE-T (RJ-45) pana yaaneHHoro

npas/ieHWs YCTPOMNCTBOM.

6 | ooB MES5400-48 | VP yerp
YnpaBneHue ocyLecTBAfETCA NO CETU, Pa3fesibHO C KaHaaoM nepegayn
OaHHbIX.

7 o USB-nopr.

2.4.3 bBokKoevble naHenu ycmpolicmea

o ® ® @

°

PucyHok 13 — fleBasa 6okoBas naHenb Ethernet-kommyTtatopa MES3300-24F
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PucyHok 15 — NpaBas 60KkoBan naHenb Ethernet-kommytatopos MES5316A, MES5324A, MES5332A
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PucyHok 16 — JleBaa 6okoBas naHenb Ethernet-kommyTtaTopa MES5312
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PucyHok 17 — Npasasa 6okoBas naHenb Ethernet-kommytatopa MES5312
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PucyHok 18 — JleBaa 6okoBas naHenb Ethernet-kommytaTtopa MES5400-24

° ° °

° ® o

@ ° ®

PucyHok 20 — MNpaBas 6okoBas naHenb Ethernet-kommytatopa MES5400-48

Ha 60KOBbIX MaHenAxX yCTPOMCTBa PacnooKeHbl BEHTUNALMOHHbIE PELLIETKU, KOTopble CAyXKaT Ana
oTBoZa Tensna. He 3aKpbiBaliTe BEHTUAAUMOHHbIE OTBEPCTUA MOCTOPOHHUMMK NpeameTamu. ITO MOXKeT
NPMBECTU K Neperpesy KOMMOHEHTOB YCTPOMCTBA M BbI3BaTb HapyleHWs B ero paboTte. PekomeHgaumm no
YCTaHOBKe YCTPOMCTBA PACcMo/IoKeHbl B pa3gene «YCTaHOBKa U NOAK/AYEHNE».
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2.4.4 Ceemoeasn uHOUKayusa

CocrosHue nHtepodeiicos Ethernet nHauumpyetca asyma ceetoamoaHbiMu MHAnKaTopamu, LINK/ACT
3eneHoro ugeta u SPEED aHTapHOro uBgeTa. PacnonoxeHne cBeToaM040B MOKA3aHO Ha pPUCYHKax 21-24.

LINK/ACT ~ SPEED

U0 AV 00D

PucyHoK 21 — BHewHuMIt BUg, pasbema QSFP+
Link@ O Speed
1 el

]

PucyHOK 22 — BHeluHWIA BUA oaMHapHOro pasbema SFP/SFP+

o

HVA VA

LINK/ACT  SPEED

PucyHOK 23 — BHelHKWI1 BUA cABOEHHOIO pasbema SFP/SFP+

LINK/ACT SPEED

PucyHoK 24 — BHelwHMI BUg, pasbema RJ-45
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Tabnuua 12 — CBeToBasA MHAMKaLMA cocTosHMA HG-nopToB

BbikntoyueH BbikntoueH MopT BbIKNOYEH MW COeANHEHUE HE YCTaHOBEHO.
BbikntoueH [opuT NnocToAHHO YcTaHoBeHO coeanHeHne Ha ckopocTu 40 Méut/c.
FopuT NOCTOAHHO lFopuT NOCTOAHHO YcTaHoB/IEHO coeanHeHue Ha ckopocTtu 100 Méur/c.
X MwuraHue MpoeT nepepaya gaHHbIX.

Tabnunuya 13 — CeeToBan MHAMKaLMA cocTosiHMA XG-nopToB

BbikntoyeH BbikntoueH MopT BbIKNOYEH AN COeAUHEHWNE HE YCTaHOBJ/IEHO.
BbikntoyueH [opwuT noctoAHHO YcTaHOB/IEHO coeanHeHne Ha ckopoctu 1 Iéut/c.
FopnT nocToAHHO opnT nocToAHHO YcTaHoBeHO coeanHeHne Ha ckopocTu 10 réut/c.
X MwuraHune MpoeT nepepava gaHHbIX.

Tabnuua 14 — CeeToBaA MHAMKaLMA cocToaHUA Ethernet-nopTtos 10/100/1000BASE-T

BbikntoueH BbikntoueH MopT BbIKNOYEH AN COEAUHEHUE HE YCTaHOB/EHO.
YcTaHoOBMEHO coeauHeHWe Ha ckopoctu 10 M6uTt/c
BbikntoueH lopuT nocTofAHHO
nan 100 M6uT/c.
lopuT nocToAHHO [opuT noctoAHHO YcTaHOB/IEHO coeanHeHue Ha ckopoctu 1000 MéuTt/c.
X MwuraHune NpoeT nepegava gaHHbIX.

WHaukatop Unit ID (1-8) cny»uT ana obosHayeHMa HomMepa YCTpoKCcTBa B cTeke. CUCTEMHble
nHamKkatopbl (Power, Master, Fan, RPS) cnyxaT ana onpeaeneHusa coCTossHUA paboTbl y3/10B KOMMYTaTOPOB.

Tabnnuya 15 — CeBeToBan MHAMKALMA CUCTEMHbIX UHAMKATOPOB

BbikntoueH MuTaHWe BbIKAOYEHO.
. MuTaHMe BKAOYEHO, HOPMaJibHaA
3eneHbln, rOpUT NOCTOAHHO .
paboTa ycTpolicTea.
CocTtoaHue MES5312
. MES5316A
Power MCTOYHMKOB OpaHrKeBbli MES5324A OTCyTCTBME NEPBUYHOIO NUTAHMA
nUTaHuA OCHOBHOIO UCTOYHMKA (NpW NUTaHUU
MES5332A CTPOWCTBA OT pe3e BH(o:)o WCTOYHMKA)
MES3300-24F Zlnmpasapm BTngNzOI'O MCTOYHMKA
KpacHbii MES5400-24 ’
MES5400-48
Mpu3Hak o YCTPOICTBO ABNAETCA KMacTepoM»
Be ero 3eneHbln, ropuUT NOCTOAHHO cTexa
r .
Master ,u,yui >
YCTPOMCTBA Npw YCTPOMNCTBO He ABNAETCA «MacTepom»
BbikntoyeH
paboTe B cTeke B CTEKe.
Fan 3eneHbli, ropuT NOCTOSIHHO Bce BEHTMAATOPbLI UCNPABHDbI.
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CocrosiHue

. OTKas ogHoro unun bonee
BEHTUNATOPA KpacHbIi, roput NOCTOAHHO

BEHTU/IATOPOB.

oxnaxaeHus

o Pe3epBHbIN UCTOYHUK MOAK/IOYEH U

3esieHbli, FOPUT NOCTOAHHO

Pexum paboTbl paboTaeT HopMasbHO.

RPS pesepBHOro OTcyTCcTBME NEPBUYHOIO NUTaHUA
WCTOYHMKA KpacHbli, ropuT NOCTOAHHO pe3epBHOro UCTOYHWMKA UK ero
nUTaHuA HEeMCcnpaBHOCTb.

BbIKAtoueH Pe3epBHbI UCTOYHUK HE MOAK/OYEH.

2.5 KomnnaeKTt noctaBku

B 6a308BbIi KOMMAEKT MOCTAaBKU BXOAAT:

— Ethernet-kommyTatop;

— KomnnekKT Kpenexa B CTOMKY;
— [amAaTKa 0 AOKyMeHTauuu;

— CepTuduKaTt COOTBETCTBUSA;

— MNacnopr.

Mo 3aKa3y nokynatena B KOMNAEKT MOCTAaBKM OMUMOHA/IbHO MOTyT 6bITb BK/HOYEHDI:

— PykoBoacTtBo no skcnayatauum Ha CD-gucke;

— KoHconbHbIN Kabenb;

—  Mogaynb nutaHma PM160-220/12;

—  Mogaynb nutaHusa PM350-220/12;

— WHyp nutaHus EBpoBunka-C13, 1.8m (B cnyyae Komnaektauum moaynem nutaHus PM160-
220/12 nan PM350-220/12);

— Mogaynb nutaHma PM100-48/12;

— Mogaynb nutaHma PM160-48/12;

— Mogaynb nutaHma PM350-48/12;

— lUHyp nuTtaHua MBC 2x1.5, 2m (B cnyyae KomnaeKkTauum moaynem nuTaHus PM100-48/12,
PM160-48/12 nan PM350-48/12);

—  SFP/SFP+ TpaHcuBepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B faHHOM pasgene onucaHbl Npoueaypbl YCTAaHOBKKM 060pyA0BaHMA B CTOMKY M NOAKAOYEHUA K
nUTatoLWEeN CeTu.

3.1 KpenneHue KpOHLWTEAHOB

B KOMMEKT NOCTaBKU YCTPOMCTBA BXOAAT KPOHLWTENHbI ANA YCTAaHOBKM B CTOMKY W BWHTblI A/s
KpenaeHna KPOHLWITENHOB K KOPMyCy yCTPOMCTBA. Ha KPOHLWTEMHaX pacrnosioXKeHbl LWeCTb KpenerKHbIX
OTBEPCTUI A9 Pa3HbIX BAPMAHTOB KPENEHUSA, YTO MO3BOIAET PErYNIMPOBATb PACCTOSHUE MeXAyY nepesHe
naHesbio U aBepueit cepBepHOro wkada (pucyHkn 25, 26). Ona ycTaHOBKU KPOHLUTEMHOB Bblbepute oauH
N3 BapMaHTOB KpenjeHusa:

PUcyHOK 26 — BapuaHT KpenaeHusa KpoHLWwTenHoB No2

1. CoBmectute BblbpaHHblE YETbIpe OTBEPCTUA ANA BUHTOB Ha KPOHLWITEMHE C TaKUMWU Ke
oTBEpPCTMAMM Ha BOKOBOWM NaHeNn YCTPOMNCTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMYyCy.

3. MosTopuTe geicTemA 1, 2 ons BTOPOro KPpoHLWTENHa.

Ethernet-kommymamopeol ceputli MES3300, MES53xxA, MES5400-xx 31



HELTEX

3.2 YcTaHOBKa YCTPOICTBA B CTOMKY

[nAa yCTaHOBKM YCTPOCTBA B CTOMKY:

1. Mpunoxute ycTpoiCTBO K BEPTUKA/IbHbIM HaNPaBASIOLLUM CTOUKMN.

2. CoBMmecCTUTE OTBEPCTMA KPOHLITEMHOB C OTBEPCTMAMM Ha HaMpasBAAOWMX CTOMKU.
Mcnonb3yiiTe OTBEPCTUS B HANpPaBAAIOLWMX HA OAHOM YPOBHE C 06eux CTOPOH CTOMKMK, ANA
TOro YTobbI YCTPOMCTBO PACNO/1arasoCh rOPM30HTaIbHO.

3. Cnomoulbio OTBEPTKM NPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMMU.

aad

\\Wﬁﬁﬁﬁﬁﬁﬁ

PucyHoK 27 — YcTaHOBKA YCTPOMCTBA B CTOMKY

Ha pucyHKke 28 npusegeH npumep pasmeLleHns KommyTtatopos MES5312 B cToitke.

o MES-5312 N1 o
(o] KabenbHblii opraHaiisep o
o] MES-5312 N2 o
o KabenbHblit opraHaiisep o]
o|_ MES-5312 N3 o
o KabenbHbiii opraHansep o
o] MES-5312 N4 o
o KabenbHbiit opraHaiizep o
o] MES-5312 N5 °
o KabenbHblii opraHaiisep o

PucyHok 28 — PasameleHne kommyTtatopos MES5312 B cToike

g] He 3aKpbiBaliTe BEHTUNALUOHHDbIE OTBEPCTUA, a TaKKe BEHTUNATOPbI, PACNO/IO}KEHHbIE HA
5 3aAHel naHeau, NOCTOPOHHUMU NpeameTamu Bo M3bexkaHMe neperpeBa KOMMNOHEHTOB
KOMMYyTaTOpa M HapyLeHua ero paboTbl.
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3.3 YcraHOBKa mogynen NUTaHUA

KommyTaTtop moxkeT paboTaTb C OAHUM UM ABYMA MOAY/IAMU NUTAHUA. YCTaHOBKA BTOPOro mMoayn
NUTaHWA HeobxoaMMa B C/y4ae MCMNO/b30BaHUA YCTPOMCTBA B YCAOBUAX, TPeOYOWMX MOBbILEHHOM
HageXHoCTHU.

MecTa gns yCTaHOBKM MoOAy/NeN MUTAHUA C SNEKTPUYECKOM TOYKM 3pPeHUA paBHOLEHHbI. C TOYKM
3pEHUA UCNOJIb30BAHMA YCTPOUCTBA, MOAY/1b MUTaHMA, HaXO4AWMNCA BAMIKE K Kpato, CYUTAETCA OCHOBHbIM,
6/1MKe K LLeHTPY — pe3epBHbIM. Moaynu NMTaHUA MOTYT YCTaHABAMBATLCA U U3BJIEKaTbCA 6e3 BbIK/oYeHuA
ycTpoicTea. [pu  yCTaHOBKE WAM  U3BAEYEHUW [AOMOJIHUTE/IBHOrO MOAYASA MNUTAHUMA KOoMMyTaTop
npoaonxaet paboty 6e3 nepesanycka.

’ | Mepep, O6CI1Y)KMBaHVIEM unigenna, peMmoHTOM Uan ApyrmuMmm aHalaoru4yHbimu AEﬁCTBVI'iIMM
ol OTK/ZII04YUTE nuspgenune ot scex UCTOYHMUKOB NUTaAHUA.

PUCyHOK 29 — YcTaHOBKa moayiei nuTaHus

CocToAHMe Moaynei MUTaHWUA MOXKET 6biTb MPOBEPEHO MO WMHAMKALUMW Ha nepeaHer naHenu
KommyTaTopa (cm. pasgen 2.4.4) uaM No AMarHoCTMKe, OOCTYMHON 4epe3 MHTepdeicbl ynpasieHus
KOMMYTaTOPOM.

UHankauma aBapun moayna nUTaHuA moxket 6bITb BbI3BaHA He TO/IbKO OTKA3oM moAayna, Ho
e n oTCyTCTBMEM NepBUYHOIO NUTAHUA.

3.4 TMoaKnuYeHUe NUTAKOLEN CeTH

1. MMpexae yem K yCTPOMCTBY ByaeT MoAKAoYeHa NUTalowas ceTb, HEOBXOAMMO 3a3eMANTb
Kopnyc  ycTpolcTBa.  3asemneHue  HeobxoAMMO  BbIMONHATb  M30/AMPOBAHHbLIM
MHOTOXWNbHbIM NPOBOAOM. YCTPOMCTBO 3a3eMJIEHUA U CEeYEHME 3a3eMSIoLWEero npoBoaa
O0MKHbI COOTBETCTBOBATL TpeboBaHuam MY3.

’ MoaknoueHUe A0MKHO OCYLLLEeCTBAATLCA KBanMdJMU,MpOBaHHbIM cneynanncTtom.
-
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2. Ecnu npeanonaraetcA NOAKAOYEHWE KOMMbKOTEpPA WAM  KMHOro obopyaoBaHua K
KOHCO/NIbHOMY MOPTY KOMMYyTaTopa, 3TO 060pyAOBaHME TaKXKe AO/IKHO OblTb HafeXHOo
3a3eMJiIeHo.

3. TMoaKkntoumTe K YCTPONCTBY Kabesb NUTaHMA. B 3aBMCMMOCTM OT KOMMJIEKTaLMMN YCTPOMNCTBA,
NMNTaHNE MOXKET OCYLLECTBNIATLCA OT CETU NEPEMEHHOIO TOKa nVI6O OT CeTU NOCTOAHHOTIO TOKa.
rlpM NOAKNHOYEHNN CETU NEPEMEHHOIO TOKa cnengyet ncnosib3oBaTtb Ka6enb, BXO,CI,ﬂLLI,VIﬁ B
KOMNANEKT yCTpOVICTBa. ﬂpM noAKNK4YeHNN K CeT NOCTOAHHOIO TOKa MCHOﬂb3yV1Te nposon
ceyeHmem He meHee 1 MM2 n co6mo,u,a171Te NONAPHOCTb, YKAa3aHHYO Ha 6no+<e NMUTAaHWUA.

Bo usberkaHue BO3HUKHOBEHUA KOPOTKOro 3aMbliKaHUA NpuU NOAK/NIOYEHUU K CeTu
NMOCTOAHHOIO TOKa peKomeHAYyeTCA Npon3BecTtu 3a41UCTKY Nposoaad Ha A/IUHY 9 mm.

e

Llenb NUTaHMA NOCTOAHHbIM TOKOM A0/1XHa COAep’KaTb YCTPOMUCTBO OTKNAIOUEHUA NUTAHUA C
dusMUeckum pasbeguHeHUeM coeauHeHua (BbiKnlouyaTenb, pasbem, KOHTaKTop,
aBTOMAaTMUYECKUIA BbIK/IlOYaTeNb U T.M.).

e

4. BkAOuYMTE NUTaHME YCTpoihcTBa U ybeautTecb B OTCYTCTBMM aBapuil MO COCTOAHMIO
WHAWKATOPOB Ha nepeaHen naHesu.

3.5 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

/ YcTaHOBKa ONTUUYECKMX MOAY/1eii MOXKET NPoU3BOAUTbCA KaK NPU BbIK/IOYEHHOM, TaK U Npu
BK/IIOYEHHOM YCTPOMCTBE.

1. BcrtaBbTe BepxHMin SFP-moAy b B C/IOT OTKPbITOM YacTbio pa3bema BHU3, @ HUXKHUIA SFP-
MOZAY /b OTKPLITOM YacTblo pa3bema BBEpX.

PucyHok 30 — YcTtaHoBKa SFP-TpaHcmBepos

2. Hapasute Ha moaynb. Korga oH BCTaHeT Ha MeCTO, Bbl yCabIWwWnTe xapaKTepruZ LLLeYOoK.

PucyHok 31 — YcraHosneHHble SFP-TpaHcuBepbl
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[na yapaneHus TpaHcueepa:

1. OTkpoiiTe 3aLenky mMoayns.

PucyHok 32 — OTKpbITHe 3awenkn SFP-TpaHcuBepos

2. W3Bnekute moaynb M3 cnoTa.

PucyHok 33 — U3BneyeHune SFP-TpaHcuBepos
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4 HAYANIbHASA HACTPOMKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuUHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynsaumm tepmuHana (HyperTerminal, TeraTerm, Minicom)
N NPOU3BECTMU CAeayroLme HaCTPOMKM:

— BblbpaTb COOTBETCTBYIOLWMI NOCAeA0BaTENbHbINA NOPT;

—  YCTaHOBWUTb CKOPOCTb Nepeaayn aaHHbix — 115200 604;

—  3agaTtb GopMaT AaHHbIX: 8 BUT AaHHbIX, 1 CTONOBbLIM 6UT, 6e3 KOHTPOAA YETHOCTY;

—  OTK/KOYUTb annapaTHoe 1 NPorpammHoe yrnpasaeHMe NOTOKOM AaHHbIX;

—  334aTb pPeXum smynauum TepmuHana VT100 (MHOrMe TepmMHaNbHbIE MPOrpPamMMbl
NCNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMMHANA B KAYECTBE PEKMMA MO YMONYAHUIO).

4.2 BKAloueHUe yCTpoucTea
YcTaHOBUTb coegnHeHne KOHCOZIM KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenosatesibHoOro

MHTepdDEVICH KOMMNbOTEPQA, HA KOTOPOM YCTAaHOB/1IEHO NMNPOrpaMmmMHoe obecneyeHune IMyNAUNN TEPMUHANA.

BKAouUTb  ycTpoicTBo. [pM  KaXkOoM BK/AIOYEHMM KOMMyTaTopa 3anyckaetcs npoueaypa
«TeCTUPOBAHMA CUCTEMbI NpU BKAOYeHMM» (POST), KoTopasa Nno3BoaseT onpeaennTb paboTocnocobHOCTb
YCTPOICTBa Nepes 3arpy3Koit UCNOTHAEMOM NPorpammbl B onepaTMBHYO namaTs (03Y).

OTobpaxeHune xoaa BbINoAHeHMA npoueaypbl POST Ha KommyTaTopax MES5312:

BootROM 1.43
Booting from SPI flash

General initialization - Version: 1.0.0

Serdes initialization - Version: 1.0.2

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

DDR3 Training Sequence - Ver TIP-1.55.0

DDR3 Training Sequence - Switching XBAR Window to FastPath Window
DDR3 Training Sequence - Ended Successfully

BootROM: Image checksum verification PASSED

ROS Booton: Jun 13 2018 17:16:12 ver. 1.0
Press x to choose XMODEM...
Booting from SPI flash

Tuned RAM to 512M

Running UBOOT...

U-Boot 2013.01 (Jun 22 2018 - 10:36:009)

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa gBe CekyHAbl Noc/ie 3aBeplueHns npoueaypbl POST HauMHaeTcs aBTo3arpy3Ka NporpammHoOro
obecneyeHnsa KommyTaTopa. [1A BbINOAHEHMS CheuManbHbIX NpoLeayp UCMoAb3yeTca meHto Startup,
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BOMTM B KOTOpPOE MOXHO, MpepBaB 3arpysKy Haxkatmem Knasuwwu <Esc> wnu <Enter> B TeyeHue 3TOro

BPEMEHMU.

Mocne ycnewHoOW 3arpy3kM KomMMyTaTopa MOABUTCA CUCTEMHOE npurialeHne uHTepdelica

KOMaHAHoM cTpoku CLI.

>1lcli

detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***x** (admin)

console#

Console baud-rate auto detection is enabled, press Enter twice to complete the

/':f' [nsa 6bICTPOro Bbi30Ba CNPAaBKM 0 A0CTYMHbIX KOMaHAaX UCMONb3yiTe KOM6MHALMIO KNaBULL

<Shift>n <?>.

4.3 3arpy3o4yHoe MeHIo

Ona BXxoda B 3arpy304yHOE MeHIo ciedyeT NMOAK/IUYMTLCA K YCTPOUCTBY Yepes uHTepdenc RS-232,
nepesarpysntb YCTPOICTBO M B TEYEHME ABYX CEKYHA Nocne 3aBepueHna npoueaypbl POST HaxkaTb «ESC»

mnn «<ENTER»:

U-Boot 2013.01 (Jul 05 2021 - 13

:21:16) Eltex version: 2014 T3.0 eng dropvé 6.2.2

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupg, 3arpy3o4yHoro mMmeHto:

Startup Menu

[1] Image menu

[2] Restore Factory Defaults
[3] Boot password

[4] Password Recovery Procedure
[5] Back

Enter your choice or press 'ESC

' to exit:

Tabanua 16 — PyHKUMK MHTepdeiica 3arpy304HOro MeHIo

DyHKYUA

OnucaHue

Image menu

BbibpaTb akTMBHbIM 06pa3sa cuctemHoro MO.

Restore Factory Defaults

BoccTtaHOBUTbL 3aBOACKME HaCTpOﬁKM.

Boot password

YcTaHoBUTL/YAannTb Naposib Ha bootrom.

Password Recovery Procedure

COpOoCUTb HAaCTPOMKM ayTEHTUPUKALUM.

Back

MpoJoNKNTL 3arpysKy.
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4.4 Pexum pabotbl KOMMYyTaTOpaA

B pexume cteknposaHma kommyTtatopbl MES3300-24F, MES5312, MES5316A, MES5316A rev.C,
MES5316A rev.Cl, MES5324A, MES5324A rev.C, MES5324A rev.Cl, MES5332A, MES5332A rev.C
MCNOABL3YIOT ANA CUHXPOHM3aumm XG-nopTtbl, @ KommyTtatopbl MES5400-24, MES5400-48 wncnonbsytoT
HG-nopTbl.

CteK OYHKLMOHMPYET KaK eaMHOoe YCTPOMCTBO M MOXKET 06beanHATL A0 8 KOMMYTaTOPOB OAHOMN U
TO e MoJenun, UMeroLLUX ceayiolne poau, onpeaensaemble UX NOpAAKoBbIMU HoMepamu (UID):

— Master (UID ycTpoiictBa 1 Unm 2), ¢ HEro NPOUCXOAMUT ynpaB/ieHUe BCEMMU YCTPOMCTBaMU B
cTeke.

—  Backup (UID yctpolictBa 1 uam 2) — ycTpomncTBo, noaumHaAwLieecs master. JybampyeT Bce
HaCTPOMKMK, W, B C/lyd4ae BbIXOAa YNpaB/AlOWEro ycTpohcTBa M3 cTpos, bepeT Ha cebs
GYHKLMN YyNpaBAEHMA CTEKOM.

— Slave (UID ycTpoticTs oT 3 go 8) — ycTpoicTea, nog4mHsatoweeca master. He moxeT paboTtaTtb
B aBTOHOMHOM peXxxunme (ecam oTcyTcTByeT master).

DOnsa KOppeKTHOM paboTbl cTeKa HeobXxoauMm XOTA 6bl OAWH IOHUT C PONbI0O Master U 0AUH
IOHUT ¢ ponbio backup.

.-

/ UHTepdeiicbl B pekMme CTeKMpOBaHUA PaboTaloT TO/IbKO Ha MaKCMMAJIbHOW CKOPOCTU
umHTepdeinca.

B pexknme CTEKMpPOBaHUA ANA CUHXPOHM3auMmn KommyTaTopbl MES3300-24F, MES5312, MES5316A,
MES5324A, MES5332A ucnonb3ytot XG-nopTbl, a KommyTtatopbl MES5400-24, MES5400-48 ncnonb3yoT
HG-nopTbl. Mpn 3TOM yKasaHHble NOPTbl He YYacTBYIOT B nepegayve AaHHbIX. BO3MOXHO cTeKMpoBaHue
KOMMYTaTOPOB TOJIbKO O4HON MOLENIN U C TEM }KE KOJIMYECTBOM NOPTOB, K NPUMEpPY, CTEKMPYHOTCA APYr C
apyrom MES5316A n MES5316A. CteknpoBaTb KommyTaTtopbl MES53xxA ¢ KommyTaTtopamu MES53xxA rev.C
n MES53xxA rev.C1 HEBO3MOXXHO BBMAY annapaTHbIX Pa3Nymi 3TUX MOoLesel YCTPOMCTB. BO3MOXKHbI age
TONONOMMUU CUHXPOHU3UPYIOLLMXCA YCTPOMCTB — KOMbLEBAA U IMHENHAA. PeKomeHayeTca UCNoab30BaTh
KO/bLLeBYHO TOMOJIOTUIO A/1A MOBbIWEHUA OTKa30yCTOMYMBOCTM CTEKA.

Mo YMOYaHUIO KOMMYTATOP ABNAETCA MaCTeEpPOM, BCe NMOPTbl y4aCTBYHOT B Nnepeaye AaHHbIX.

Hacmpolika cmeKuposaHuUa KOMMymamopos

3anpoc KOMaHAHOW CTPOKM UMEET CieAyoLmnin Bua;
console (config) #

Tabnuua 17 — ba3oBble KOMaHAbl

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4YaHuro
stack configuration links te HasHayaeT wuHTepdelicbl pNs8  CUHXPOHM3auMM  paboTbl
te_port ) KOMMYyTaTopa B CTEKe.
stack configuration unit-id o HasHayaeT Homep yCcTpoMCcTBa «unit-id» NOKasIbHOMY YCTPOMCTBY
unit_id u:iz)l)d/;(if’ (Ha KoTopom BbINONHEHA KOMaHZa). CMeHa Homepa yCcTpoicTBa
nNpov3onAaET nocne nepesarpysknm KOMMyTaTopa.
no stack configuration YpaneHue HacTpOeK CTeKa.
stack unit unit_id unit_id: (1..8, all) Mepexos, K KOHPUTYPUPOBAHUIO IOHUTA B CTEKE.
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[pumep

=  Ob6beauHUTb B CTEeK ABa KommyTaTopa MES5312. HasHauMTb BTOPbIM HOHUTOM, WCMO/1b30BaTb
nHTepdelicbl tel-2 B KAYECTBE CTEKMPYIOLLMX.

console#config
console (config) #stack configuration unit-id 2 links tel-2
console (config) #

KomaHOwb1 pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;
console#

Tabnunua 18 — basoBble KOMaHAbl, 4OCTYMNHblE B pexxume EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymMmoa4YaHuto
show stack - OtobparkaeT nHpopmaLmio 06 yCTPOCTBAX, BXOAALMX B CTEK.
show stack configuration ) OTobparkaeT uMHbOpMaLMIO O CTeKMpylowmux WHTepdelicax
IOHUTOB B CTEKeE.
show stack links [details] PacwupeHHoe oTobpaxkeHne WHPOPMAUUM O CTEKMPYHOLMUX
i nHTepdencax.

" [lpumep Mcnoab3oBaHUA KoMaHAbl show stack links:

console# show stack links

Topology is Chain

Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links

1 tel/0/1 te2/0/2 40G tel/0/2

2 te2/0/2 tel/0/1 40G te2/0/1

YcTpoiicTBa ¢ oguHaKoBbiMu ugeHtudukatopamm «Unit ID» He moryT paboTtatb B ogHOM
e CTeke.

4.5 Hacrtpoiika pyHKLMiII KOMmmyTaTopa

®YHKUMM NO HaYaIbHOMY KOHPUIYPMPOBAHUIO YCTPOMCTBA MOXKHO Pa3AenTb Ha fBa TUna.

— ba3oBas HacTpoiKa — BK/toYaeT B ceba onpeaeneHne 6a3oBbix GyHKUUIA KOHOUIYypaLmn 1
HaCTPOWKY AMHaMMUYecKkux IP-agpecos.

— HacTtpoitka napameTpoB cuctembl 6€30MacHOCTM — BK/IOYAET ynpaB/ieHWe CUCTEMOW
6e30nacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

/ Mpu nepesarpyske YyCTPOCTBA BCe HeCOXpPaHeHHble AaHHble O6yayT yTepaAHbl. [Ona
COXpaHeHUA No6blX BHECEHHbIX M3MEHEHWII B HACTPOMKY KOMMYTaTopa MCNoJib3yeTca
cneayowan KomaHaa:

console# write
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4.5.1 bas3osasa Hacmpolika Kommymamopd

[Ona Hayana KOHPUIrypaLUmMmM ycTpoicTBa HEO6X0AMMO NOAKAOYUTL YCTPOMCTBO K KOMMbIOTEPY Yepe3
nocnefoBaTe/IbHbIN NOPT. 3aNyCTUTb HA KOMMbIOTEPE NPOrpaMmMy IMYAALMM TEPMUHANA COFNACHO MYHKTY
4.1 «HacTpolika TepmuHana».

Bo Bpemsa HayanbHOM HAaCTPOMKN MOXKHO onpeaennTb MHTepdeinc, KoTopbii byaeT NCNOob30BaTbCA
ONA NOAKMIOYEHNA K YCTPOICTBY YAaNIEHHO.

ba3oBan HacTPOMKA BKAKOYAET cneayioLlee:

1. 3agaHue napona ans nonbsosatens «admin» (c ypoBHem npusunernin — 15).
Co3paHue HOBbIX NOJ/Ib30BaTeNEMN.
HacTtpolika cTaTuyeckoro IP-agpeca, Macku NOACETM U LWAO33 NO YMOYAHUIO.
MonyyeHune IP-agpeca ot cepsepa DHCP.
Hactpoika napameTtpoB npotokona SNMP.

vk wnN

4.5.1.1 3adaHue naponsa 014 nonv3osamesns «admin» u co30aHue HoB8bIX NMosb3osamerel

Ona obecneyeHus 3alULLEHHOrO BXOAA B CUCTEMYy Heo6XO4MMO Ha3HauUTb Naposib
e nNpuBUIErMpoBaHHOMY NoJsib3oBaTtesnto «admin».

Mma nonb3osatena wu naposb BBOAUTCA MNpu BXoAe B CUCTeMy BO BpemAa CeaHCOB
AAMUHUCTPUPOBAHUA yCTpOVICTBa. [nAa co3gaHMA HOBOro Nonb3oBaTeNIA CUCTEMbI N HaCTpOVIKM noboro
13 NapameTpoB — UMEHU NOJ/1Ib30BaTENA, MAPO/A, YPOBHA anvaerMﬁ, MCNONb3YHOTCA KOMaHAbI:

console# configure
console (config) # username name password password privilege {I1-15}

V‘ YpoBeHb npuBuaernii 1 paspewaer AOCTYN K YCTPOWCTBY, HO 3amnpeLjaeT HACTPOMKY.
YpoBeHb npuBuaeruii 15 paspeluaer Kak A0CTyN, TaK M HACTPOIKY yCTPOCTBa.

Mpumep KoMaHa, Ana 3ajaHuna noab3osatento «admin» naponsa «eltex» 1 cosaaHua nonb3osaTens
«operator» c naponem «pass» 1 ypoBHeM npusunernin 1:

console# configure

console (config)# username admin password eltex

console (config) # username operator password pass privilege 1
console (config) # exit

console#

4.5.1.2 Hacmpolika cmamuueckozo IP-adpeca, macku nodcemu U Wist03a 1o yMOoA4YaHuro

[nAa BO3MOXKHOCTU ynpaBNeHUA KOMMYTaTOPOM M3 CETU HeobXxoaMMO HasHauuTb ycTponctsy IP-
afpec, MacKy nNoaceTu U, B Cy4ae ynpaBieHUA U3 APYroW CeTH, W3 N0 ymonvaHuto. IP-agpec MOXHO
Ha3HauuTb Ntobomy uHTepdeicy — VLAN, ¢usmyeckomy nopTy, rpynne MNopToB (MO yMOAYAHMIO HA
nHTepdelice VLAN 1 HasHayeH IP-aapec 192.168.1.239, macka 255.255.255.0). IP-agpec wnto3a A0MKeH
NpuHagneXxKatb K TON e NoaceT, 4To U oauH u3 IP-nHTepdeincos ycTpoicTaa.

V‘ B cnyyae ecam IP-agpec HacTpanBaertca gna uHTepdeiica ¢pusnyeckoro nopta uam rpynnbi

; J nopToB., 3TOT uHTepdeic yaanaetca us rpynnbl VLAN, KOTOpOi41 OH NpuHagaexan.

V’- IP-agpec 192.168.1.239 cywecTByeT A0 Tex Nop, NOKa Ha ntobom MHTepdeice cTaTUUecKku
uam no DHCP He co3gaH apyroii IP-agpec.

V‘ Mpu yaanenunu Bcex IP-agpecoB KommyTaTopa 40CTYyN K Hemy 6yaeT ocyw,ecTBaaTbea no IP-
aapecy 192.168.1.239/24.
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=  [lpumep KomaHa HacTponku IP-agpeca ans nHtepdeiica VLAN 1.

MapameTpbl MHTEpPdelica:

IP-adpec, HazHayaemeolli 0na uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winto3a no ymonyaHuro — 192.168.16.1

console# configure

console (config) # interface vlan !

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit

console (config)# ip default-gateway 192.168.16.1
console (config) # exit

console#

[ns Toro ytobbl ybeantbea, 4to agpec 6ol HasHavyeH nHTepdelicy, BBeaUTE KOMaHAy:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.3  [ony4eHue IP-adpeca om cepsepa DHCP

Ona nonyyeHua IP-agpeca moXeT wucnonb3oBaTbcA npotokon DHCP, B cnyyae ecan B ceTu
npucytcteyeT cepep DHCP. IP-aapec oT cepsepa DHCP moxHo nosiyyats Yepes ntoboin nHtepdeiic — VLAN,
$u3nYecKkmnii nopT, rpynny NopToB.

V Mo ymonuaHuio DHCP-KAKeHT BKAtOYEH Ha uHTepdeiice VLAN 1.

Mpumep HaCTPOMKM, NpeagHa3HaYeHHON ANA NoAyYeHUs anHammyeckoro IP-agpeca ot DHCP-cepsepa
Ha uHTepdelice vlan 1:

console# configure

console (config) # interface vlan I
console (config-if)# ip address dhcp
console (config-if) # exit

console#

[na Toro utobbl y6eanTbea, UTo agpec bbin HasHayeH UHTepdeiicy, BBeAUTe KOMaHAY:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.4 Hacmpolika napamempos npomokosa SNMP 0aa docmyna k ycmpolicmsy

YCTPOWUCTBO COAEP>KMT BCTPOEHHbIM areHT SNMP 1 noaaepsusaeT sBepcum npoTtokona vl/v2c/v3.
AreHT SNMP nogaepkusaet Habop cTaHAAPTHbIX NepemeHHbIx MIB.

Ethernet-kommymamopeol ceputli MES3300, MES53xxA, MES5400-xx 41



HELTEX

[Nna BO3MOMKHOCTM aAMUHUCTPUPOBAHMA YCTPOICTBA NOCPeACTBOM NpoToKoia SNMP Heobxoanmo
co34aTb XOTA 6bl 0AHY CTPOKY coobliectBa. KOMMyTaTopbl MOAAEPKMBAOT TPM TUMA CTPOK coobLiecTsa:

— ro-—onpegenaeT A4OCTYyMN TO/IbKO Ha YTeHUe,;
— rw-—onpegenaet 4OCTyN HA YTEHWE M 3anucb;
— su-—onpegensaet goctyn SNMP-agmuHucTpaTopa;

Hanbonee pacnpocTpaHeHO MCNo/b30BaHME CTPOK coobuiecTBa public — ¢ fOCTYNOM TONbKO ANA
yTeHMA obbekToB MIB U private — ¢ fOCTynom Ha 4YTeHuMe U nameHeHue obbvektoB MIB. [na Kaxaoro
coobuiectBa MOXKHO 3a4aTb IP-agpec cTaHUUKM ynpasaeHus.

Mpumep cos3paHua coobluectsa private ¢ AOCTYNOM Ha YTeHWe W 3anucb M IP-agpecom cTaHuum
ynpasnexHna 192.168.16.44;

console# configure

console (config)# snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config) # exit

console#

[na npocmoTpa co3aaHHbIX CTPOK cooblecTBa 1 HacTpoek SNMP ncnosib3yetca KomaHAa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:
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4.5.2 Hacmpoliika napamempos cucmemol 6e3onacHocmu

Ona obecneyeHnsa 6e30NaCHOCTM CUCTEMbI UCMOAb3yeTca MexaHuam AAA (ayTeHTudUKaLms,
aBTopusauma, yyeT). Ana wndpposaHMA AaHHbIX UCNOIb3yeTcs MexaHu3m SSH.

— Authentication (ayTeHTUdMKauMa) — coMNocTaBAeHUEe 3anpoca CyLLecTBYHOLWEN YUYETHOMU
3anuncu B cucteme 6e30MacHoCTy.

— Authorization (aBTop13auus, NPoBeEpPKa YPOBHSA A0CTyNa) — conocTas/ieHme y4ETHOM 3anmcu
B cucteme (npowealueit ayTeHTMdOUKaLnio) 1 onpeaenEHHbIX NOAHOMOUYNIA.

— Accounting (y4€T) — cnexkeHue 3a NnoTpebaeHnem pecypcoB Nosib3oBaTeem.

MpY MCNONb30BaHUKM HACTPOEK YCTPOMCTBA MO YMOAYAHUIO UMSA NoJsib3oBaTens — admin, naponb —
admin. Maponb Ha3HayaeTcs Nonb3oBaTeseM. B cnyyae ec/iiM Naposib yTpayeH, MOMKHO nepesarpysutb
YCTPOICTBO U Yepes cepuiiHbI NOPT NpepBaTb 3arpysKy, Haxas Knasulwy <Esc> unun <Enter> B TeyeHue
nepBbiX ABYX CEKYHZA Nocae NosABAeHnUA coobLLeHnn aBTo3arpysku. OTKpoeTcs meHio Startup, B KOTOpom
HY}XHO 3anyCcTUTb NpoLeaypy BoccTaHoBAeHMA napona ([2] Password Recovery Procedure).

V Monb3oBatenb no ymonyanuio (admin/admin) cywecteyer go Tex nop, NoKa He co3gaH
noboit apyroi nonb3oBaTtesib C ypoBHEM npusuaerui 15.

V' Mpu ypaneHun Bcex CO34aHHbIX Nosb3oBaTteneil ¢ 15 ypoBHem NpuBUAEruid [0CTyn K

KommyTaTopy byaer ocyLecTBAATbCA NO4 Noab3osBatenem no ymonuauuio (admin/admin).

[na obecneveHuns nepBoHaYa bHON 6€30MacHOCTM Napo/ib B CUCTEME MOMKHO 334aTb /18 CEPBUCOB:

— KoHconb (NnogxntoueHne yepes cepuinHbiii NopT);
— Telnet;
— SSH.

4.5.2.1 YcmaHo8Ka naposs 018 KOHCOU

console (config)# aaa authentication login default line
console (config)# aaa authentication enable default line
console (config)# line console

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password console

B oTBeT Ha npurnaweHne eBeCt Nnaposib BO BpemMA permcTtparmn s YCTpOVICTBe yepe3 CeaHC KOHCOM
BBeAUTE NapoOJib — console.

4.5.2.2 YcmaHoska napons 004 Telnet

console (config) # aaa authentication login default line
console (config)# aaa authentication enable default line
console (config)# ip telnet server
console (config)# line telnet
console (config-line)# login authentication default
console (config-line)# enable authentication default

(

console (config-line)# password telnet

B oTBeT Ha NpwuraalweHWe BBECTU NAapO0/ib BO BPEMA perncTpaumm B yCTpoicTee Yepes ceaHc Telnet
BBeauTe naponb — telnet.
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4.5.2.3 YcmaHoska naposns 0na SSH

console (config)# aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# ip ssh server

console (config)# line ssh

console (config-line)# login authentication default
console (config-line)# enable authentication default

(

console (config-line)# password ssh

B oTBeT Ha npuraalleHne BBECTU MapoJib BO BPemMs perncrpaunm B ycTponctee yepes ceaHc SSH

BBeguTe naposb — ssh.

4.5.3 Hacmpolika 6aHHepa

[nsa ypobcTBa aKCnyaTaumm yCTPoCTBa MOXKHO 3a4aTb HaHHeEpP — coobLLeHNe, coaepKallee Ntobyio

nHdopmaumto. Hanpumep:

console (config)# banner exec;

Role: Core switch
Location: Objedineniya 9, str.

44
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

Ona KoHPUrypauumn HacTPOEK KOMMYTATOPA UCMOJIb3YETCH HECKOIbKO PEXKMMOB. B KaXKaoM pexnme
OOCTyrneH onpeaeneHHbli CNMCOK KOMaHA. BBoa cMMBONA «?» CAYXKUT gns nNpocmoTpa Habopa KomaHg,
OOCTYTMHbIX B KaXK40M U3 PEXUMOB.

[na nepexoda M3 04HOTO peXxuma B APYroi MCNoNb3ykoTCA cneumanbHble KoMaHgbl. MepedeHb
CYLLLECTBYIOLLMX PEXMMOB U KOMaH/, BXOAa B PEXKMM:

KomaHOHbili pexcum (EXEC), paHHbIA peXMM [OCTyNeH cpasy nocne YCnewHoW 3arpysku
KOMMYTaToOpa M BBOZA MMEHM NO/Mb30BaTeNss M Napons (oNa HenpUBWIErMPOBAHHOINO NoJb30BaTens).
MpurnalweHne cMCTEMbI B 3TOM PEKMME COCTOUT M3 MMEHM ycTpoiicTea (host name) n cumsona “>”.

console>

Mpusunez2uposaHHbili KomaHOHbIl pexcum (Privileged EXEC), naHHbIA peXum AOCTyMeH cpasy
noc/ie ycrnewHomM 3arpy3kn KOMMyTaTopa, BBOAa MMEHU Nob3oBaTens u napons. NMpurnaleHne cuctemol B
3TOM peXume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanvHoli KoHpu2ypayuu (global configuration), paHHbIN pexXum npeaHasHayveH Ans
3a4aHunA 0bwmx HacTpoek KommyTaTopa. KomaHabl pexuma rnobanbHoM KOHPUrypauum AOCTYMNHbI U3
ntoboro noapexuma KoHPUrypauuun. Bxoa B permMm ocyLLeCcTBAeTCA KomaHaon configure.

console# configure
console (config) #

Pextum KoHgpuzypayuu mepmuHana (line configuration), paHHbIi pexnm npegHasHadyeH Ans
KOHOUrypaLmm, CBA3aHHOM ¢ paboToi TepMMHana. Bxog B peXXMM OCyLLECTBASETCA U3 pexnma rnobanbHoi
KOHbUrypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3oBble KOMaHAbI

KomaHOobl pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;
console>

Tabnunua 19 — basoBble KOMaHAbl, AOCTYMNHbIE B pexxume EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
o ymoa4aHuro

enable [priv] priv: (1..15)/15 MepeknoUnTLCS B NPUBUAETMPOBAHHDBIN PEXMUM (€CN 3HAYEeHne
He yKa3aHo — TO ypOoBeHb npusuaerni 15).

login - 3aBepLUeHue TEKYLLEW CECCUM U CMEHA NOb30BaTeN .

exit - 3aKpbITb aKTUBHYIO TEPMUHAJ/IBHYIO CECCUIO.

help 3anpoc cnpaBo4HOW MWHPopmauum o paboTe uHTepdeiica

i KOMaHZAHOM CTPOKMN

show history ) MoKasaTb  MCTOPUIO  KOMaHZ, BBEAEHHbIX B  TeKyliel

TEPMUHANBHOM Ceccum.
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show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NOAb30BaATENS.

terminal history

terminal no history

-/dYHKLMA BKAKOYEHA

BKAOUNTL OYHKLMIO COXPAHEHMA UCTOPUM BBEAEHHbIX KOMaHZ,
08 TEeKyLLeN TEPMUHANbHOW CECCUU.

OTKNIOUNTb GYHKLMIO COXPAHEHUA UCTOPUN BBELEHHbIX KOMAHA,
08 TEKyLLeN TEPMUHANbHOW CECCUU.

terminal history size size

terminal no history size

size: (10..207)/10

M3meHUTb pasmep 6ydepa MCTOpUM BBEAEHHbIX KOMaHZ 4/A
TeKyLLel TEPMUHANbHOW ceccuu.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

-/BblBOA, KOMaHA,
pasgenseTca no
CTpaHuLam

OT106pasnTb BbIBOA KOMaHA 6e3 paspgeneHus Ha CTpaHUUpbI
(pasgeneHve BbIBOAA CMPaBKM MO CTPAHMLAM OCYLLECTBAAETCA
cTpokoit: More: <space>, Quit: g or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

terminal prompt

terminal no prompt

-/dYHKLMA BKAKOYEHA

BKNOUNTL MOATBEPKAEHWE Nepes BbINOJHEHWEM HEKOTOPbIX
KOMaHA,

OTKNIOYUTL MOATBEPNKAEHME Nepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHA,

show banner [login | exec]

OTobparkaeT KoHdUrypauuto 6aHHepoB.

KomaHOb1 pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKM UMEET C/ieayoLmnin BuA;

console#

Tabnunua 20 — basoBble KoMaHAbl, 4OCTYMNHble B pexkume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B KOMaHAHbIM pexkum (EXEC) M3 npuBmMaerMpoBaHHoro
KOMaHAHoro pexkmma (Privileged EXEC).

configure[terminal]

MepeiTn B pemm KoHOUrypaumm.

debug-mode

MepeiTn B peXXnm OTNaLKM.

KomaHObI, 0ocmyrnHbie 80 8CeX PeXUMax KOHGdu2ypayuu

3anpoc KoOMaHAHOW CTPOKM MMEeT OAMH M3 CleayoLLmMX BUAOB:

console#
console (config) #

console (config-line) #

Tabnnua 21 — ba3oBble KOMaHAbI, AOCTYMHbIE BO BCEX PEKMMAX KOHOUTypaLumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit BbIliTv M3 noboro pexkmma KoHPUrypaLmm Ha ypoBeHb Bbllle B
i nepapxmu komang, CLI.

end BbIliTV U3 nt06oro perkmma KoHOUrypauum B KOMaHAHbIN peXrum
i (Privileged EXEC).

do BbINONHUTL KOMaHAy KomaHgHoro yposHA (EXEC) u3 ntoboro
i peXxunma KoHpurypaumu.

help - BbIBOAWT CNpaBKy NO UCMONb3yeMbIM KOMaHAAM.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;

console (confiqg) #

Tabnunua 22 — basoBble KOMaHAbl, 4OCTYMHbIE B peXXnMe KoHdUrypaumm

3HayeHue/3Ha4yeHue
no ymon4aHuwo

KomaHda

Aelicmeue

banner exec d message_text d

3afaTh TeKCT cooblueHma exec (Npumep: No/b30BaTe b YCNeLHO
BOLUE/ B CUCTEMY) U BK/IIOUMTL BbIBOJ, Ha IKPaH.

- d — pa3genutens;

- message_text — TEKCT coobuieHnn (B cTpoke 4o 510 cMmBo/I0B,
obuee 2000 cMmBONOB).

no banner exec

YpanuTb TeKCT coobiueHus exec.

banner login d message_text d

3apaTtb TeKCT coobuweHua login (MHPopmaumoHHoe coobuieHme,
KoTopoe oTobparkaeTca nepes BBOAOM MMEHM MO/b30BaTena u
napoAs), U BKAOYMTb BbIBOA, HA 3KPaH.

- d — pa3genutens;

- message_text — TeKCT coobuieHnn (B cTpoke 4o 510 cMmB0/I0B,
obuiee 2000 cumBosioB).

no banner login

YaanuTb TeKCT coobuenus login.

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

3anpoc KOMaHOHOW CTPOKM B PEXKMME KOHPUIypaLMM TEPMUHANA UMEET CAeayoLWmi BUA;:

console (config-line)#

Tabnnua 23 — basoBble KOMaHAbI, OCTYMHbIE B PeXXMMe KOHOUTypaLmMm TepMUHana

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
110 yMOAYAHUIO
history BKAtOUNTL GYHKLMIO COXPAHEHUA NCTOPUMN BBEAEHHbIX KOMAHA,
- -/dYHKLMA BKAKOYEH]
no history BbIKNt0UNTb PYHKLMIO COXPAHEHUA NCTOPUMN BBEAEHHbBIX KOMAHA,.

history size size
no history size

size: (10..207)/10

MN3meHnTb pasmep Bydepa UCTOPMM BBEAEHHbIX KOMaHA,

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3a4aTb TaMM-ayT TEKYLLEN TEPMUHANBHOM CECCUN B MUHYTaX.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

5.2 ®unbTpauyma coobuieHnii KOMaHAHOM CTPOKKU

dunbTpauma coobLeHN No3BOAAET YMEHbLIUTL 06bemM 0ToBpaXKaembIX AaHHbIX B OTBET Ha 3anNpochl
no/sib3oBatena n 06aerynTb NOUCK Heobxoanmon nHpopmaumn. Ana dunbTpaunmn nHdopmaumm Tpebyerca
006aBUTb B KOHel, KOMaHAHOW CTPOKM cumBoAn “|” M ucnonb3oBaTb OAHY M3 oNuMiA GUAbTPALUMK,
nepeyYncaeHHbIX B Tabauue.

Tabnunua 24 — KomaHabl perkmnma rnobanbHom KoHGUrypauum

3HayeHue/3HayeHue
110 yMOAYAHUIO

Memod Aelicmeue

Nuwet nepsoe cosnageHune C wabnoHom B Havane CTPOKU 1
BbIBOOUT BCe CTPOKU 3a Hewn.

begin pattern

include pattern BbIBOAMT BCE CTPOKMU, cogeprKalyme WwabnoH.

exclude pattern BbIBOAMT BCe CTPOKM, He cogepsKaliue WwabaoH.
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5.3 HacTpoiika MaKpoKOMaHg,

[daHHan dyHKUMA No3BONSET co3haBaTh YHUPUUMPOBAHHbIE HABOPbl KOMaHA — MaKpPOCbl, KOTopble
MOKHO BMOC/NeACTBUMN MPUMEHSATD B NPOLLECCE KOHDUTYpaL K.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 25 — KomaHab! perkmma rnobanbHom KOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

macro name word

no macro name word

word: (1..32) cumBonos

Co3paeT HOBbIM Habop KOMaHA, ecan Habop € TaKMM MMEHeM
cywecTByeTr — nepesanucbiBaet ero. Habop KomaHz BBOAUTCA
MOCTPOYHO. 3aKOHYUTb MAKPOC MOMKHO C MOMOLLbIO CMMBO/A
“@”. MakcumanbHasa anvMHa makpoca — 510 cumBonos.

Ypanaert ykasaHHbI1 Makpoc.

macro global apply word

word: (1..32) cumBonos

MpumeHAeT yKasaHHbI MaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaNMAHOCTb.

macro global description word

no macro global description

word: (1..160)
CMMBO/IOB

Co34aeT CTPOKY-AECKPUNTOP rNobanbHOro makpoca.

YpanseT cTpoKy-4ecKpmnTop.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnuua 26 — KomaHabl pexunma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

macro apply word

macro trace word

word: (1..32) cumBonos

MpuMmeHAEeT yKasaHHbIM MaKpocC.

MpoBepseT yKasaHHbI MaKpoC Ha BaNIMAHOCTb.

show parser macro [{brief |
description [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel
group}] | name word}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
word: (1..32) cumBonoB

OTo6paskaeT napameTpbl HACTPOEHHbIX MaKPOCOB Ha YCTPOICTBe.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bupg 3anpoca KOMaHAHOM CTPOKU perknmMa KOHbUrypauum nHtepdeica:

console (config-if)#

Tabnnua 27 — KomaHabl perknma KoHourypaumm nHtepdeiica

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aeiicmeue

macro apply word

word: (1..32) cumsonos

MpumeHseT yKasaHHbIN MaKpoc.

macro trace word

word: (1..32) cumsonos

MpoBepseT yKasaHHbI MaKpPOC Ha BaNUAHOCTb.

macro description word

YcTaHaB/MBaeT CTPOKY-AECKPUNTOP MaKpoca.
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no macro description

word: (1..160)
CMMBOJIOB

YpanseT cTpoKy-4ecKpmnTop.

5.4 KomaHpgbl ynpaBaeHUA CUCTEMOMN

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 28 — KomaHabl ynpasaeHus cuctemomn B pexkmme EXEC

KomaHda

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host} [vrf
vrf_name] [size size] [count
count] [timeout timeout]
[source A.B.C.D]

vrf_name: (1..32) cumBona;
host: (1..158) cumBoNOB;
size: (64..1518)/64 6aiiT;
count: (0..65535)/4;
timeout: (50..65535)/2000
MC

KomaHaa cnyxut ana nepegaum 3anpocos (ICMP Echo-Request)
npotokona ICMP yKaszaHHOMY y3/1y ceTW, a TaKKe A KOHTpoAnA
noctynatowux oteetos (ICMP Echo-Reply).

- vrf_name — uma BUpPTyanbHOM 061acT MapLLpyTU3aLLNK;

- A.B.C.D — IPv4-appec y3na cetu;

- host — pomeHHOEe UMA y31a ceTu;

- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAUYECTBO BaWT B NakeTe;
- count — KONNYECTBO NaKeTOB ANA Nnepefayn;

- timeout — Bpema 0XXnAaHuA 0TBETa Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F | host}
[size size] [count count]
[timeout timeout] [source
A.B.C.D.E.F]

host: (1..158) cumBoNOB;
size: (68..1518)/68 6aiir;
count: (0..65535)/4;
timeout: (50..65535)/2000
mc

KomaHaa cnyxut ana nepegaum 3anpocos (ICMP Echo-Request)
npotokona ICMP ykasaHHOMY y3ny CceTH, a TaKxe A4/1A KOHTpoAA
nocrynatowmx otsetos (ICMP Echo-Reply).

- A.B.C.D.E.F —IPv6-agpec y3na cetu;

- host — pomeHHOEe UMA y31a ceTu;

- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAUYECTBO BalT B NakeTe;
- count — KONNYECTBO MaKeToB ANA nepesayn;

- timeout — Bpema 0XXUAaHMA OTBETa Ha 3anpoc.

traceroute ip {A.B.C.D | host}
[vrf vrf_name] [size size] [ttl
ttl] [count count] [timeout
timeout] [source ip_address]

vrf_name: (1..32) cumsona;
host: (1..158) cumBonos;
size: (64..1518)/64 6aiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 ¢;

OnpeaeneHne maplpyTta TpadurKa 40 y3na Ha3HAYeHus.
- vrf_name — umsa BUPTyanbHON 061aCTN MapLUpyTU3aLUK;
- A.B.C.D — IPv4-appec y3na cetu.
- host — pomeHHOEe UMA y31a ceTu;
- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAMYECTBO BalT B NakeTe;
- tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCTKOB B MapLUpyTe;
- count — KONMYeCTBO MOMbITOK Mepefayn MakeTa Ha KaXKaoMm
yyacTke;
- timeout — Bpema 0XXnAaHWA O0TBETa Ha 3anpoc;
-IP_address - IP-agpec nHTepoeiica
MUCNONb3yeMbIN ANA nepesayuv NakeTos;

V OnucaHne owWWU60K NpU BbINOJIHEHMM KOMAHA, U

KOMMyTaTopa,

traceroute ipv6

{A.B.C.D.E.F | host} [size size]
[ttl tt/] [count count]
[timeout timeout] [source
ip_address]

host: (1..158) cumBonOB;
size: (66..1518)/66 baiiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

pe3ynbTaToB NpuBegeHo B Tabauuax 30, 31.
OnpeaeneHne maplpyTta TpadurKa 40 y3na Ha3HaAYeHUA.
- A.B.C.D.E.F —IPv6-agpec y3na cetu.
- host — pomeHHOe UMA y3na ceTu;
- Size — pa3mep nakeTa A/19 OTMNPaBKKU, KONMYECTBO HalT B NakeTe;
- tt/ — MaKkcMmanbHOe KONMYeCTBO YYacTKOB B MapLUpYTe;
- count — KO/IMYECTBO MNOMbITOK Mepefayn naketa Ha KarKAom

yyacTKe;
- timeout — Bpems 0XXMAaHMA OTBETa Ha 3anpoc;
- IP_address — IP-agpec  wuHTepdelica  KOmMyTaTopa,

MUCMNONb3yeMbI ANA Nnepesayn nakeTos.
OnucaHue oOWU60K NpPU BbINOJHEHUU KOMAHA, U
V pe3ynbTaToB NpuBeAeHo B Tabauuax 30, 31.

Ethernet-kommymamopeol ceputli MES3300, MES53xxA, MES5400-xx

49




HELTEX

telnet {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

OT1kpbiTMe TELNET-ceccumn gns y3na cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — pomeHHOE UMA y31a ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT cnyxba Telnet;
- keyword — knto4eBoe cnoBo.
V‘ OnucaHue cneuuanbHbiXx KomaHga Telnet u KnloueBbIxX

ssh {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumsonos;
port: (1..65535)/22;

CNoB npuBepeHo B Tabaunuyax 32, 33.
OTKpbITMe SSH-ceccumn gns y3na cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;
- host — LoMeHHOE UMsA y3Na ceTu;

- port — TCP-nopT, no KoTopomy paboTaeT ciyxba SSH;
- keyword — KntouyeBoe cnoBso.

V OnucaHue KAoYEeBbIX C10B NpuBegeHo B Tabanue 33.

resume [connection]

connection:
(1..5)/nocnegHss
yCTaHOB/IEHHan ceccus

MepekntoyeHne Ha ApYryto ycTaHoBAEeHHYyto Telnet-ceccuio.
- connection — HoMep ycTaHOB/IEHHOM telnet-ceccum.

show users [accounts]

OTobpaskeHne MHOOPMALMM O MOMb30BATENAX, MCMO/b3YIOLLMX
pecypcbl ycTpoicTBa.

show sessions

OTobparkeHne MHPOopMaLMM 06 OTKPBITLIX CECCUAX K YAaNEHHbIM
yCTpoKcTBaM.

show system

BbiBOA, cMcTeMHON MHbOPMaL M.

show system id [unit unit]

OTobparkeHne cepuinHOro HoMepa yCTPOKCTBa.

unit: (1..8)/- . o

- Unit — HOMep yCTPOICTBa B CTEKE.
show system [unit unit] unit: (1..8)/- OTo§pameHme CVICTeI:AHOI‘/'I MHbOpPMaLMM KOMMyTaTopa.

- Unit — Homep yCTPOICTBA B CTEKE.
show system fans [unit unit] unit: (1..8)/- OTo§pameHme wud)orgmau,mm 0 COCTOAHWUWN BEHTUNATOPOB.

- Unit — Homep yCTPOICTBA B CTEKE.
show system power-supply - OtobparkeHne MHGOPMaLMU O COCTOAHUN UCTOYHUKOB MUTAHUA.
show system sensors - OTob6parkeHne HGOPMaLLMM TeMMNepaTypHbIX 4aTYUKOB.
show version OTobparkeHne TeKyllei BEepcUM CUCTEMHOIO MPOrpPaMmMHOro

) obecneyeHnn ycTpoicTea.

show hardware version - OtobparkaeT nHdopmaumio o6 annapaTHOW Bepcum natbl
show system router OTtobpaskeHMe pasmepa W 3aHATOCTM annapaTHbiX Tabauu,
resources YCTPOICTBA (MapLpyT1saumm, coceaen, uHTepoeiicos).
show system tcam utilization OTtobparkeHne 3arpysku pecypcos namsatm TCAM (onpepeneHHo
[unit unit] unit: (1..8)/- agpecyemasn namaTb).

- unit — HOMep yCTPOICTBA B CTeKe.

show tasks utilization

OTOBpakeHne ypoBHs 3arpy3KkM pecypcos LEeHTPasIbHOro
npoueccopa KOMMyTaTopa ANA KaXK40ro CUCTEMHOrO npoLiecca.
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show tech-support [config |
memory]

OTobparxkeHne nHoopmauum ob ycTpoicTee, Heobxoammon ana
HaYyaNbHOM AMArHOCTUKKM Npobaem.

BbiBO4 KOMaHAbI NpeacTaBaseT coboit KombuHauuo
V BbIBOAOB NepPeyYnCNeHHbIX HUXKe KOMaHA:

e show clock

e show system

e show version

e  show bootvar

e  show running-config

e show ip interface

e  show ipv6 interface

e  show spanning-tree active

e  show stack

e show stack configuration

e  show stack links details

e show interfaces status

e show interfaces counters

o show interfaces utilization

e show interfaces te1/0/xx

e show fiber-ports optical-transceiver

e show interfaces channel-group

e show cpu utilization

e show cpu input-rate detailed

e  show tasks utilization

e  show mac address-table count

e showarp

e show errdisable interfaces

e showvlan

e show ip igmp snooping groups

e  show ip igmp snooping mrouter

e show ipv6 mld snooping groups

e  show ipv6 mld snooping mrouter

e show logging file

e show logging

e show users

e show sessions

e show system router resource

e  show system tcam utilization

KomaHpa «show sessions» 0T06pa)KBET BCe yAaJieHHble CcOoeAUHEHUA TOJIbKO U3 'reKyu.l,eﬁ

- ceccuu. [laHHas KOMaHga Ucnosb3yeTca cnegyowmm obpasom:

1. BbINONAHUTbL NOAKNIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOmMMyTaTtopa C
nomoubto Telnet nnm SSH;

2. BepHyTbca B pPOAMUTENbCKYID ceccuio (Ha KommyTtaTop). ANa 3TOro Ha)KaTb
KOMbOUuHauuio Knasuw <Ctrl+Shift+6>, oTnyctTuTb M HaxaTb <x> (MKc).
MpousoiiaéT nepexos B pOAUTENBCKYIO CECCUIO;

3. BbINoAHUTb KOMaHAY «show sessions». B Tabnuue f0MXKHbI NPUCYTCTBOBaTb BCe
ucxopgsduime coeguHeHUn B TeKyL el ceccum;

4. [Ana Toro utobbl BEPHYTbCA K CECCUM YAaNEéHHOro yCTpoiicTBa, Heobxoaumo

BbINONHUTL KOMaHAy «resume N», rae N — HOmep coeguMHeHUAa U3 BbiBOAaA
KomaHAab! «show sessions».

Ethernet-kommymamopeol ceputli MES3300, MES53xxA, MES5400-xx 51




JHELTEX
KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexume Privileged EXEC umeeT cnegytowmii sua;:
console#

Tabnunua 29 — KomaHabl ynpaBneHus cuctemomn B pexkmme Privileged EXEC

3HayeHue/3Ha4yeHue

Aelicmeue
10 yMoAYaHuto

KomaHoa

reload [unit unit_id] KomaHga cny»kut gas nepesanycka ycTponcTea.

unit_id: (1..8)/- L o
- unit_id — Homep ycTpoWCTBa B CTEKE.
reload in {minutes | hh:mm} minutes: (1..999); YCcTaHOBKa NPOMEXKYTKa BPEMEHU, Yepe3 KOTOopblii npousonaer
hh: (0..23), mm: (0..59). | oT/n0XeHHas Nnepesarpyska ycTPoOMcTea.
reload at hh:mm hh: (0..23), mm: (0..59). | YcTaHOBKa BpemMeHM nepesarpyskun ycTpoicTea.
reload cancel - OTMmeHa OT/I0XKEHHOro nepesanycka.
boot password password YcTaHOBKa naposia Ha bootrom.
no boot password ) YpaneHnue napona Ha bootrom.
show cpu utilization ) OTtobparkeHne CTaTUCTUKM MO YPOBHIO 3arpy3ku pecypcos
LeHTpanbHOro npoveccopa.
show cpu input rate OTobpakeHne CTAaTUCTUKM MO CKOPOCTU BXOAALMX Kazpos,
i obpabaTbiBaeMbIX MPOLLECCOPOM.
show cpu input-rate detailed OTobpakeHWe CTaTUCTUKM MO CKOPOCTU BXOAALIMX Kaapos,
i obpabaTbiBaembIx NpoLLECCOPOM MO TUNY TpaduKa.
show cpu thresholds - OTobparkeHne CNUCKa HAaCTPOeHHbIX noporos ans CPU.
show memory thresholds - OTobparkeHne CNMCKa HaCTPOEHHbIX Noporos And RAM.
show sensor thresholds - OTobparkeHne cn1cka Noporos 410 AaTYMKOB.
show storage thresholds - OTobparkeHune cnncKa Noporos AnA pa3aenoB YyCTPOUCTB.
show storage devices - OTobparkeHne 3HayeHut ob6bema 1 ceoboaHoi namaTtu MN3Y.

- Mpumep Mcnoab30BaHMA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.
1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 *x  x ok

Tabanuya 30 — OnucaHue pe3ynbTaToB BbINOJIHEHUA KOMaHAb! traceroute

Mone OnucaHue
1 MopAAKOBbLIA HOMEP MapLIPyTM3aTopa B NYTU K YKa3aHHOMY Y37y CETH.
gateway.eltex CeTeBO€e MMA 3TOrO MapLIpyTM3aTOpa.
192.168.1.101 IP-agpec aToro maplupyTtusatopa.
0 msec 0 msec 0 msec Bpems, 3a riompoe nakeT 6bln NepeAaH M BEpHY/CA OT MapLlwpyTnsaTopa. YKasbiBaeTca
ONA KaXKA0M NonbITKM nepesayn nakera.

Mpw BbINOAHEHUW KOMaHAbI traceroute MOryT NPOU30MTU OLIMBKM, onNncaHue olWMBOoK NpuseaeHo B
Tabnuue 31.

Tabanuya 31 — OWMBKM NpU BbINOJIHEHUW KOMaHAbI traceroute

Cumeon owubku OnucaHue
* Tam-ayT Npy NONbITKE Nepeaayn naketa.
? HeunsBecTHbIM TUN NakeTa.
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A AOMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT NPU BAOKMPOBAHMM UCXOAALLErO
Tpaduka no npasuaam B Tabanue goctyna ACL.

F TpebyeTca pparmeHTaumna n yctaHoBKa 6mTos DF.

H Y3en cety HeJOCTynNeH.

N CeTb HegoCTyMHa.

P MpoTOKON HeaoCTyNeH.

Q NCTOYHMK noaasneH.

R MNcTekno Bpems NOBTOPHOMN cObopKu dparmeHTa.

S OwnbKa ncxoaallero mapLupyTa.

U MopT HepocCTyneH.

I'IporpaMMHoe obecneyeHne Telnet KOMMYTATOpPOB MnoggdepXumnBaet cneumaabHble KOMaHAObl —
(I)YHKLI,MM KOHTPO/IA TepMKuHana. [nAa Bxoga B pexum cneumnasbHbIX KOMaH4 BO Bpems aKkTMBHOM Telnet-

CeCccUMm UCnonb3yeTca Komb

WMHauua Knasuw <Ctrl+shift+6>.

Tabnuua 32 — CneumanbHble KomaHabl Telnet

CrneyuanbHAA KOMAHOA Ha3HayeHue
A b Mepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN K Mepeaatb no telnet yganeHue cumsona (EC).
AN o Mepeaatb no telnet npekpalyeHue Bbisoga (AO).
ANt Mepepnatb no telnet coobuweHne «Are You There?» (AYT) ANA KOHTPOAA NOAKNOYEHMSA.
ANy Mepeaatb no telnet ctupanue cTpoku (EL).
AN X Bo3BpaT B peMM KOMaHAHOMN CTPOKMU.

TaKye BO3MOKHO MCNONb30BaHME AONONHUTEbHBIX ONLUMIA NpK OTKPbITUKM Telnet- n SSH-ceccnii:

Tabauua 33 — KntoueBble c10Ba, UCNOJIb3yemble NPy oTKPbITUK Telnet- n SSH-ceccuii

Onyus OnucaHue
/echo JloKanbHO BKAtOYAET PYyHKLMIO echo (nogaBneHue BbIBOAA HA KOHCOb).
/password Onpegendaet naponb Ana Bxoaa Ha SSH-cepsep.
/quiet He gonycKkaeT BblBOA, BCex COObLEHMI NporpammHoro obecneyerun Telnet.

/source-interface

OnpeaensieT MHTePdENC-UCTOYHUK.

BktoyaeT 06paboTKy MOTOKa, KOTOPbIN paspellaeT HesawwmweHHoe TCP-coeguHeHne
6e3 KoHTponsa nocnegosatenbHocTen Telnet. MoTokoBoe coeauHeHMe He obpabaTbiBaeT

/stream Telnet-onumMn M MOXKeT MCNONb30BATbCA ANA MOAKAOYEHUA K NOPTaM, HAa KOTOPbIX
3anyuweHbl nporpammbl KonnposaHuna UNIX-to-UNIX (UUCP) nnbo apyrve npoTOKObI, He
asnaowmeca Telnet-npoTokonamu.

Juser OnpegendaeTt uma Nonb3oBaTena anAa exoga Ha SSH-cepsep.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexkume rnobanbHoi KOHOUTYpaLUn MMeeT CaeayoLnin Bua;

console (config) #
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Tabnunua 34 — KomaHabl ynpaBaeHns CUCTEMON B pexkmme rnobanbHo KOHGUrypaumum

3HayeHue/3HayeHue .
KomaHda Aelicmeue
o ymoa4aHuro

hosthame name name: (1..160) KomaHgza cnyxut gns 3agaHma ceTeBoro MMeHM yCTPOMCTBa.

no hostname CMMBO/I0B/- BepHyTb ceTeBOE MMA YCTPOICTBA B 3HAYEHME MO YMOAYAHUIO.

service tasks-utilization PaspewnTb ycTpoMCcTBY NPOrpamMmmHO U3MePATb YPOBEHb 3arpy3ku
PecypcoB LEeHTPaNbHOro npoLeccopa KoMmMyTaTopa A/A Kaxaoro
CUCTeMHOro npouecca.

- — -/BKNIOYEHO —

no service tasks-utilization 3anpeTuTb YCTPOWMCTBY NPOrPaMMHO U3MepPATb YPOBEHb 3arpysKku
PecypcoB LEeHTPaNbHOro npoLeccopa KOMMyTaTopa AAA KaXaoro
CUCTeMHOro npouecca.

service cpu-utilization PaspewnTb ycTponcTBy NPOrpamMmmHO M3MepPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPanbHOro npoLeccopa KommyTaTopa.

- — -/BKNIOYEHO -

no service cpu-utilization 3anpeTuTb YCTPOWCTBY MPOrPamMMHO M3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTpanbHOro nNpoLeccopa KOMMyTaTopa.

service cpu-input-rate Paspewntb  ycTPOMCTBY MNPOrpamMHO  U3MepATb  CKOPOCTb
BXOAALLMX KaapoB, 06pabaTbiBaembix LLEeHTPaIbHbIM NPOLLECCOPOM
KOMMyTaTopa.

-/BKAtOYEHO

no service cpu-input-rate

3anpeTuTb YCTPOMCTBY MPOrPaMMHO U3MEPATL CKOPOCTb BXOAALLMX
Kaapos, obpabaTbiBaemblx LLeHTPa/IbHbIM npoweccopom
KOMMyTaTopa.

service cpu-rate-limits traffic
pps

no service cpu-rate-limits

traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options,other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

YcTtaHoBKa Ha CPU orpaHuyeHna CKOPOCTU BXOOALLMX Kagapos Ana
onpeaeneHHoro Tuna Tpadpuka.
- pps — NaKeToB B CEKYHAY.

V Peanusyet ¢pyHKuuio CoPP (Control plane protection).

BoccTtaHaBiMBaeT  3HayeHue
onpegeneHHoro Tpaduka.

pps no YMOA4aHUIO

ans

syn);
pps: 8..2048

service password-recovery Paspewnts BOCCTaHOB/NEHWE MApPONA 4Yepe3 3arpy3oyHoOEe MeHHo

«password recovery procedure» ¢ coxpaHeHuem KoHdurypaumu.
no service password-recovery /enabled Pa3pewnTb BOCCTaHOB/IEHWE MApPONA 4Yepe3 3arpy3ouHoe MeHHo

«password recovery procedure» c yaaneHMem KoHOUrypauuu.
link-flap prevention enable BkAtounTb NpesoTepaleHre GbaannuHra MHKa.
link-flap prevention disable /enabled OTKNOYUTL NpeaoTBpaLleHne GaannmHra NMHKa.
service mirror-configuration Co3paBaTb pe3epBHYO KONUIO TeKyLwel KoHdUrypauuu.
no service -/enabled OTKAIOYMTb KOMMPOBaHMeE TeKyLLei KoHbUrypaLmu.
mirror-configuration
cpu threshold index index index: 3agaTtb nopor ans 3arpysku CPU.

interval relation value [flap-
interval flap_interval] [severity
level] [notify {enable | disable}]
[recovery-notify {enable |
disable}]

no cpu threshold index index

(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100)
MPOLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

- index — NPon3BO/IbHbIN MHAEKC NOPOra;

- interval — nHTepBan nsmepexua 3arpyskm CPU. 3HaueHune
3arpysku CPU 3a 3TOT uHTepBan byaeT cpaBHUBATLCA C
noporoBsbIM;

- relation — oTHOWeHWe mexay 3arpy3kori CPU 1 noporosbim
3HayeHnem, Heobxoanmoe ana cpabaTbiBaHMA Nopora;

- value — 3HayeHwue nopora;

- flap_interval — 3Ha4yeHune, onpegensaowee MOMeEHT
BOCCTAaHOB/IEHMA Nopora nocse cpabaTbiBaHUA;

- Severity — ypOBeHb BaXHOCTM TPanoB Aa 3TOro nopora;

- notify — BK/IlO4aeT/oTKAlOYaeT OTNPABKY TPanos o
cpabaTbiBaHUM Nopora;

- recovery-notify — BK/alo4aeT/oTKkNOYAET OTNPABKY TPanos o
BOCCTaHOBJ/IEHUM Nopora.

Y4anunTtb NOpor ¢ 3a4aHHbIM UHAEKCOM.
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memory threshold index
index relation value [flap-
interval flap_interval)
[severity /evel] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100)
NpOLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3agatb nopor gns obbema ceobogHoOM namaTv RAM.

- index — NPoOW3BO/IbHbIV MHAEKC NOPOra;

- relation — oTHoweHWe mexay 06 beMom CBOH6OAHOM NamMATU U
NoporoBbiM 3HaYeHem, Heobxoaumoe ana cpabaTbiBaHUA

nopora;
- value — 3HauyeHue nopora;

- flap_interval — 3HayeHue, onpegenatolLee MOMEHT

BOCCTaHOB/1IEHUA NOpOra nocne cpa6aTb|Bava;

- severity — ypoBeHb Ba)KHOCTM TPanos 4/11 3TOro Nopora;
- notify — BKloYyaeT/oTKAOYaEeT OTNPABKyY TPAMNos O

cpabaTbiBaHUM NoOpoOra;

- recovery-notify — BKAtoYaeT/oTKAOUaeT OTNPaBKy TPanos o

BOCCTaHOB/EHUU NOpoOra.

Y4anuTb NOPOr ¢ 3aaHHbIM UHAEKCOM.

sensor threshold fan
fan_num unit-id unit_id
index index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no sensor threshold fan
fan_num unit-id unit_id
index index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..1000000000)
060p0TOB/MUH;
flap_interval:
(0..1000000000)/0
060p0OTOB/MUH;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTb NOPOr 419 AaT4MKA CKOPOCTM BPaLLLEHWUA BEHTUAATOPA.

- fan_num — Homep BEHTMAATOP];

- unit_id — Homep 1OHWTa, Ha KOTOPOM HaXOAWUTCA BEHTUAATOP;

- index — NPOU3BOIbHbIN MHAEKC NOPOra;

- relation — OTHOLEHWE MEXKAY CKOPOCTbIO BPaLLeHUs
BEHTUNATOPA U NOPOroBbIM 3HaYeHWem, Heobxoaumoe ans

cpabaTbiBaHWA Nopora;
- value — 3Ha4yeHWe nopora;

- flap_interval — 3HayeHue, onpegensatollee MOMEHT

BOCCTaHOB/NEHUA NOpora nocne Cpa6aTbIBaHMﬂ;

- severity — ypoBeHb Ba)KHOCTM TPanoB 414 3TOro Nopora;
- notify — BKAloYaeT/oTK/OYaEeT OTNPABKY TPAMNoB 0

cpabaTtbiBaHMM Nopora;

- recovery-notify — BK/lO4aeT/oTKAOYAET OTNPABKY TPaANos o

BOCCTaHOB/E€HUU NOopoOra.

YAanuTb NOPOr ¢ 3aAaHHbIM UHAEKCOM AN BeHTUAATOpa fan_num

Ha IOHUTe unit_id.

sensor threshold thermal-
sensor sensor_num unit-id
unit_id index index relation
value [flap-interval
flap_interval] [severity
level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTb Nopor oNsA AaTyMKa TeMNepaTypbl.
- Sensor_num — HOMep TEPMOAATUNKA;

- unit_id — HOMep OHUTA, Ha KOTOPOM Haxo4uTCA TEPMOLATUUK;

- index — NpoV3BO/IbHbIN UHAEKC NOPOra;

- relation — OTHOWEHWE MeXAay TEMMNEePATypPoOi 1 NOPOroBbIM
3HayeHuem, Heobxoammoe ana cpabaTbiBaHMA NOPOra;

- value — 3HauyeHue nopora;

- flap_interval — 3Ha4yeHune, onpegensatowee MOMEHT

BOCCTaHOB/EHUA NOpOra nocne cpa6aTb|Bava;

- severity — ypOBEHb Ba¥HOCTM TPAnoB A8 3TOro Nopora;
- notify — BK/IlO4aeT/OTKAOYaET OTNPABKY TPanos o

cpabaTbiBaHWM Nopora;

- recovery-notify — BKalo4aeT/oTkAOUAET OTNPABKY TPanos o

BOCCTaHOB/NE€HUU nopora.

Ypanutb nopor € 3agaHHbIM UHAEKCOM ANA TepMOoAaT4YMKa

sensor_num Ha toHuTe unit_id.

storage threshold index
index interval relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recoverynotify {enable |
disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100)
NPOLEHTOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert;

3apaTb nopor ans o6bema cBobogHOM NamaTh Ha MN3Y.

- index — NPoOW3BO/IbHBIN UHAEKC NOPOra;

- relation — oTHoweHWe mexay ob6bema cBOH6OAHON NamMATH U
NoporoBbiM 3HaYeHem, Heobxoaumoe Ana cpabaTbiBaHUA

nopora;
- value — 3Ha4eHue nopora;

- flap_interval — 3HayeHue, onpegensatolLee MOMEHT

BOCCTaHOB/NE€HMUA NOpora nocne Cpa6aTbIBaHMH;

- severity — ypoBeHb Ba)KHOCTM TPanoB 4/11 3TOro Nopora;
- notify — BKAtoYaeT/oTK/IOYaEeT OTNPaBKY TPanos o

cpabaTbiBaHWM Nopora;

- recovery-notify — BKntoYaeT/oTKAlOUaeT OTNpPaBKy TPanos o

BOCCTaHOB/NE€HUU Nopora.

Y4anuntb Nopor ¢ 3a4aHHbIM UHAEKCOM.
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reset-button {enable | disable
| reset-only}

-/enable

HacTpoiika peakuumn KommyTaTopa Ha HaxaTue KHOMKM F.

- enable — npu Ha)kaTMK Ha KHONKY AAnTeNbHOCTbIO MeHee 10 cek,
NpoOuCXoauT nepesarpyska yCTPOMCTBA; NPU HaXKaTUKM Ha KHOMKY
anvTenbHocTblo 6onee 10 cek, nponcxoauT cbpoc ycTpoicTea 40
3aBOACKOM KOHPUrypaumm;

- disable — He pearnpoBaTb (OTKAtOYEHA);

- reset-only — TonbKo nepesarpyska.

5.5 KomaHpgbl 4NA HACTPOMUKM NapamMeTPoB ANA 3a4aHUA naponeit

[aHHbIV KOMNAEKC KOMaHA, NpeiHa3HauYeH A1a 3a4aHNA MUHUMabHOW CNIOMKHOCTU Mapons, a TakKe
ANf 3aaHMA BpeMeHu AeCcTBMA Napons.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoHOUIypauum MMeeT cieayowmii Bua;

console (config) #

Tabanua 35 — KomaHabl ynpaBaeHns cucteMomn B pexkmme rnobasnbHoM KOHPUrypaumum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

passwords aging age

no passwords aging

age: (0..365)/180 gneit

3afaeT Bpemsa KU3HW naponei. Mo ucte4yeHUn 3afl@aHHOTO CpPOKa
6ypeT npegoXKeHo CMeHUTb Naposb. 3HadeHue 0 roBopuT O TOM,
YTO BPEMS KM3HWU Naposiei He 3a4aHo.

BoccTaHaBnAnBaeT 3HaYeHMeE Mo YMONYAHUIO.

passwords complexity enable

no passwords complexity
enable

-/BbIK/IIOYEHO

Bkntouaet orpaHu4yeHune Ha C')OpMaT napona.

BbikntovaeT orpaHu4yeHune Ha d)opmaT napona.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BK/IlOYaeT orpaHuyeHue, 3ajaloliee MUHUMAAbHOE KOJIMYECTBO
K/1accoB CMMBOOB (CTPOYHble BYKBbI, 3arnaBHble BYKBbI, LUPLI,
CMMBO/bI).

BoccTtaHaBnAnBaeT 3HaYeHMe MO YMONYAHUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

BkAtoyaeT orpaHUyYeHne Ha MMHUMANbHYIO AANHY NaponA.

BoccTaHaBnMBaeT 3HavyeHMe No YMOIYAHMUIO.

passwords complexity
no-repeat number

no passwords complexity
no-repeat

number: (0..16)/3

Bkntouaet OorpaHunyeHue, 3agaroulee MakCMmMasibHOe KO/MN4YecTBo
nocnenosaTe/ibHO NOBTOPAKOLWMXCA CUMBO10B B HOBOM Mapone.

BoccTaHaBnvBaeT 3HavyeHMe No YMOTHAHWUIO.

passwords complexity
not-current

3anpeLaeT NpM CMeHe Mapo/is UCMNO/b30BaTh B KayecTBe HOBOTO
CTapbli.

no passwords lockout

(1..5)/BbIKNtOYEHO

no passwords complexity fenabled Pa3peLluaeT ncnonb3oBaThb CTapblii NApOIb NPU CMEHE.

not-current

passwords complexity 3anpelaeT UCnoib30BaTh B KAYeCTBE Napois UMs Nosib3oBaTens.

not-username Jenabled

no passwords complexity Pa3peluaeT ncnonb3oBaTh B KaYecTBe Napoas UMsA Nosb3oBaTens.

not-username

passwords lockout value 3afaeT orpaHMYeHre Ha KONMYECTBO HEBEPHBIX MOMbITOK BXOAA Ha
value: KommyTaTop. MNocne nocneaHei HenpaBUAbHOW MOMbITKM BBECTU

naposb nosb3oBaTenb 6A0KMpyeTcs.

BbIKNIOYAET OrpaHMYEHNE Ha KOJIMHYECTBO HEBEPHDIX MOMbITOK BXO-
aa.
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Tabnnua 36 — KomaHapl ynpaBneHua cuctemoin B pexkume Privileged EXEC

3HayeHue/3Ha4yeHue .
KomaHoa Aeiicmeue
o ymon4aHuro
show passwords configuration - OTo6parkaeT MHGopmauuo 06 orpaHUUEHUAX Ha NapPON.
. PasbnokupyeT nonb3osaTtens, 3abNOKMPOBAHHOTO NocNe Heyaau-
set username name active name: (1..20) cumBONOB
HbIX NOMbITOK BXOAa Ha KOMMYTaTOP.

5.6 Pa6ora c patnamm

5.6.1 OnucaHue apaymeHmMo8 KOMAaHO
Mpun ocyuwecTBneHmMn onepaumn Hag dannamm, B KauecTBe apryMeHTOB KOMaHS, BbICTYNatoT agpeca
URL — onpepenutenn mecTtoHaxoxaeHua pecypca. OnucaHue KA4veBbIX C/10B, WUCMNOJb3YyeEMbIX B

onepauuax, npueeaeHo B Tabaunue 37.

Tabnumua 37 — CNUCOK KAKOYEBbIX CIOB U UX ONMCcaHUe

Knroyesoe cnoso OnucaHue

McxoaHbli  agpec MAM  apec MecTa HasHayeHua A/ 3HEeproHe3aBUCMMOW  NamATH.

flash:// JHeproHesaBMCMMan MaMATb UCMOAb3YEeTCA NO ymonyaHuio, ecnn agpec URL onpepeneH 6es
npedukca (npedurkcamm seaatotea: flash:, tftp:, scp:...).

running-config Paiin TekyLen KOHPUrypaumm.

mirror-config Konua datina Tekylien KoHourypaumm.

startup-config daiin nepsoHaYanbHOM KOHOUTYypaLuu.

active-image ®aiin c akTMBHbIM 06pasom.

inactive-image ®daiin c HeaKTMBHbIM 0bpasom.
UcxopHbIn aapec nam aapec mecTa Ha3HayeHua ana TFTP-cepsepa.
CunHTakceuc: tftp://host/[directory/] filename.

tftp:// - host — IPv4-agapec unu ceTeBoe MMA YCTPOMCTBA;

- directory — kaTanor;
- filename — vma dalina.

McxoaHbIvi agpec nam agpec mecta HasHadeHus ana SSH-cepeepa.
CuHTtakemc: scp://[username[:password]@]host/[directory/] filename
- username — UMA NOb30BaTeNS;

scp:// - password — naponb Nonb30BaTeNs;

- host — IPv4-agpec unv ceteBoe UMA YCTPOMCTBA;

- directory — kaTanor;

- filename — vims daiina.

logging daiin c uctopmeit KomaHa,

5.6.2 KomaHObI 0na pabomei ¢ halinamu

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnnua 38 — KomaHabl ansa pabotbl ¢ pannamm B pexkmme Privileged EXEC

3HayeHue/3Ha4yeHue

Aeiicmeue
no ymon4aHuro

KomaHda

copy source_url source_url: (1..160) KonuposaHune daitna M3  MeCTONOMOMEHUA UCTOYHMKA B
destination_url - MECTOMO/IOMKEHME HazHaYeHUA.

CMMBONIOB; source_url — mecTononoxeHue Konnpyemoro ¢ainna;
destination_url: (1..160) = Py -
- destination_url — appec mecta HasHadeHus, Kyga daiin byger
CMMBO/10B; -

CKONMUPOBaH.
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copy source_url
running-config

copy running-config
destination_url

copy startup-config
destination_url

KonupoBaHue ¢aiina KoHOUrypauum c cepBepa B TEKYLLYH
KoHbUrypauuio.

CoxpaHeHue TeKkyLen KoHOUIypauum Ha cepeepe.

CoxpaHeHue nepBoHa4asibHOM KOHOUIypaLLMn Ha cepBepe.

copy running-config
startup-config

CoxpaHeHWe TeKywel KoHdurypaumm B

KoHbUrypauuio.

nepBoHavYaNbHYHO

copy running-config file

CoxpaHeHue TeKywen KOHPUrypauum B 3aZaHHbIA pe3epBHbIn
daiin KoHdpuUrypauuu.

copy startup-config file

CoxpaHeHMe nepBOHAYaNbHOM
pe3epBHbIN daitn KoHUrypaymm.

KOHOUrypauum B  3a4aHHbIN

boot config source_url

KonuposaHune dalina KoHouUrypaumm ¢
nepBoOHaYaibHON KOHUrypaLmm.

cepsepa B dain

dir [flash:path | dir_name]

OTobparkaeT cnucok ¢painoB B ykasaHHOM KaTasore.

more {flash:file |
startup-config |
running-config |
mirror-config | active-image
| inactive-image | logging |

file}

file: (1..160) cumBonos

OTobparkaeT cogepumoe daiina.

- startup-config —  oTobpakaer
nepBoHayYanbHON KOHUrypaumm;

- running-config — oTobpaxkaeT cogeprmmoe ¢anna TekyLuen
KOHUrypaumm;

- flash: — oTob6pakaet dalinbl ¢ pnew-namaTi ycTpomncTea;

- mirror-config — oTobpaxaeT cogepumoe ¢aina Tekylien
KOHOUrypaumm c 3epkana;

- active-image — oTobpakaet Bepcuto Tekyuiero daiina obpasa Mo.
- inactive-image — oTobpaaeT Bepcuio HeaKTUBHoOro daina
obpasza MoO.

- logging — oTobpaxkaeT cogepxumoe dalina KypHana.

- file —vma darina.

]

L daiinbl otobpaxkatorca B popmare ASCII.

copepsknumoe  ¢ainna

delete ur/

Ypanenue ¢aiina.

delete startup-config

YaaneHus daiina nepBoHavanbHON KOHGUIypaumu.

boot system source_url

KonuposaHue daiina MO ¢ cepepa B HeEaKTUBHYO 06/1acTb NamMATH
Ha mecTto pesepsHoro MNO.

boot system inactive-image

3arpysmnTbca ¢ HeakTMBHOro obpasa Mo.

show {startup-config |
running-config} [brief |
detailed | interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob | port-channel
group | vlan vian_id | tunnel
tunnel_id | loopback
loopback_id}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094);
tunnel_id: (1..16);
loopback_id: (1..64)

OTobparkaeT cogeprnmoe palina nepBoHayYaAbHOM KOHOUIypauum
(startup-config) unu Tekywein KoHPUrypaumm (running-config).

- interfaces — KoHourypauma uHTepdeiicoB KommyTaTopa -
dusnyecknx umHTepdeicos, rpynn uHTepdeiicos (port-channel),
VLAN-uHTepoeicos, oob-nopta, nHTepdelica 3ambikaHMA Ha cebs,
TYHHenen.
Cnepyowme
KoHdUrypauum:
- brief — BbIBOg, KOHOUIYpaLMK 6e3 ABOUYHBIX AaHHbIX, HANPUMEP,
SSH u SSL kntouen.

- detailed — BblBOA KOHOWUrypauuu C BKAKOYEHMEM [ABOMYHBIX
AaHHbIX

onuMuM  AOCTYNHbI  NPW  BblBOAE  TeKyluein

show bootvar

MoKa3bIBaeT aKTUBHbIW dalin cuctemHoro MO, KOTOPbI YCTPONCTBO
3arpyyaer npu 3anycke.

write [memory]

CoxpaHeHue TeKywen KoHourypaumm B ¢daii nepBOHaYabHOM
KoHbUrypauuu.

boot license source_url

3arpysuTb Ha YCTPOICTBO Gana NLEH3IUN.

delete license [ word |

Y[anuTb € ycTPOCTBa BCe YCTaHOBAEHHble hainbl AULEH3UA.
- word — yKasaTb uma ¢alina AnLEeH3UM, KOTopbli AoMmKeH BbiTb
yAaneH.

rename url new_url

url, new_url: (1..160)

N3meHeHne umeHu dakina.
- url — Tekyuwee umsa daiina;

CMMBOJI0B o
- new-url — HoBOe nmsa daina.

’ | Cepeep TFTP He moxeT 6biTb aApPecomMm MUCTOYHMKOM M aApPecom Ha3HaueHus ANA OfOHOM

- KOMaHA4bl KONUpOBaHUA.
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[pumepbl UC016308AHUS KOMAHO

= Ypanutb ¢ainn test s sHeproHe3aBUCUMON NaAMATH:

console# delete flash:test
Delete flash:test? [confirm]

Pe3yanaT BbIMOJIHEHNA KOMaHAbI: Nocse nogreBepXaAeHunAa ¢a17|n 6y,D,ET yYAaneH.

5.6.3 KomaHObI 0na pe3epsuposaHua KOHgu2ypayuu

B [JaHHOM pasgene onucaHbl KOMaHAbl, NpeAHasHayYeHHble AN HACTPOMKWM pe3epBMPOBAHMSA
KOH}UrypaLmm no TaiMepy MAn NpPu COXpaHeHUn TekyLen KoHpurypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B peXxume rnobanbHON KOHOUTypaLMmM MMEET CeayoWmin BUA,:
console (config) #

Tabanuya 39 — KomaHabl ynpaBaeHns cuctemMom B pexkmme rnobasnbHoM KOHGUrypaumum

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

backup server server

server: (1..22)

YKa3aHue cepBepa, Ha KOTOpbIN byaeT NPon3BoAUTLCA
pe3epsupoBaHne KoHoUrypaumn. Ctpoka B popmaTte
«tftp://XXX XXX XXX XXX» nan

tMMBO/I0B «scp://[[username][:[password]]@]host»
no backup server YpaneHue cepsepa A5 pe3epBUMPOBaHUS.
backup path path YKasaHue nyTu pacnonoxkeHusa ¢aina Ha cepsepe n npeduKkca
path: (1..128) daina. MNpu coxpaHeHun K npeduKkcy bypeT pob6aBnAaTbCA
CMMBO/IOB TeKylas AaTa v Bpems B opmate rmrrMmAA4YMMCC.

no backup path

YaaneHue nytu 4ns pesepsupoBaHu.

backup history enable

no backup history enable

-/BbIKNIOYEHO

BKAOUKTL COXpaHEHWE NCTOPUUN pe3epPBHBIX KOMUNA.

OTKAOUUTD COXpaHeHne UCTOPUKN pe3epBHbIX KOMWA.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720
MWH

YKasaHue MNpoMeXKyTKa BPeMeHM, MO MUCTEYEHUU KOTOPOro
6yfeT OCYWecTBAATbCA aBTOMATUYECKOE pe3epBMpPOBaHME
KOHdUrypaumm.

BoccTtaHaBanBaeT 3HaYeHme No YMONYaHUIO

backup auto

no backup auto

-/BbIK/IOYEHO

BkntoueHune
KOHUrypaumm.

aBTOMaTu4ecKoro pesepBnpoBaHNA

YcTaHOBKaA 3Ha4YeHus no YMONYaHUIO.

backup write-memory

no backup write-memory

-/BbIK/IOYEHO

BK/toYeHUe pesepBUpPOBaHUA KOHOUTYPALMKU NPU COXPAHEHMUU
nosib3oBaTenem KoHpurypaumm Ha flash-Hakonutens.

YcTaHOBKa 3Ha4YeHus no YMONYaHUIO.

Tabnnuya 40 — KomaHabl ynpasneHus cuctemon B pexkmme Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

show backup

OTOob6parkaeT MHOPOPMALMIO O HACTPOMKax pe3epBUMpPOBaHUA
KOHOUrypaumm

show backup history

OTo6parkaeT MCTOPMIO YCMeWHO COXPaHEHHbIX Ha cepsep
KOHOUrypaumi.
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5.6.4 KomaHObI 019 asmomamu4yecko2o0 06HosneHUA U KOHgu2ypayuu

[Mpouecc asmomamu4yecko2o 0b6Ho8nEHUA

KommyTaTop 3anyckaeT npoLecc aBTomatmydeckoro obHosneHuna, 6asmnpytowmiica Ha DHCP, ecam oH
BK/OYEH U uma TeKkcToBoro ¢anna (DHCP-onuma 43, 125), copepkauiero umsa obpasa MO, 6bino
npegocrasneHo cepsepom DHCP.

I'Ipou,ecc aBTOMaTMYECKOro 06HOBNEHUSA COCTOUT U3 cneayroumnx aTanos:

1. KommyTaTtop 3arpyrKaeT TeKCTOBbIM ¢ann n unmtaet M3 Hero ums ¢daina obpasa MO Ha TFTP-
cepsepe;

2. KommyTtatop cKaumBaeT nepsbiit 610K (512 6aiT) obpasa MO c TFTP-cepBepa, B KOTOpOM
coaepxutca sepcua N0;

3. KommyTaTtop cpaBHUBaeT Bepcuto daina obpasa MNO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcuei
aKTMBHOro obpasa MO KommyTaTopa. ECnM OHM OTAIMYAOTCS, KOMMYTATOP 3arpykaeTt obpas MNO
c TFTP-cepBepa BMecTo HeakTMBHOro obpasa MO KommyTaTopa W AenaeT AaHHbIA 06pas
aKTUBHbIM;

4. Ecnu o6pa3s MO 6bin 3arpyKeH, TO KOMMYTaTOp Nepesarpy*Kaercs.

[pouecc asmomamu4ecko20 KOHU2YPUPOBaHUS

KommyTaTop 3anycKaeT NpoLecc aBTOMaTUYEeCKOro KOHGUrypuposaHus, 6asupytowmiics Ha DHCP,
NP BbINOJHEHUN CeAYHOWMX YCOBUIA:

— B KOHOUIypaumm paspelleHo aBTOMATMYeCKOe KOHOUTYPUPOBAHUE;
— otBer DHCP-cepBepa coaepxut IP-agpec TFTP-cepsepa (DHCP-onuua 66) u uma daiina
KoHdurypaumum (DHCP-onuma 67) B dopmate ASCIL.

’ MonyuyeHHbIN pann KoHPUrypauum gobasnseTca K Tekywei (running) kKoHpurypaumm.
vadl

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXXnMe rno6anbHon KOHPUrypaumm MMeeT cieayowmnin Bua;
console (config) #

Tabnnuya 41 — KomaHabl ynpaBaeHUs cucteMomn B pexmme rnobanbHoM KOHPUrypaumnm

3HaveHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymoa4aHuro

boot host auto-config BK/toueHMe aBTOMATMYECKOM KoHUrypauum, Hasmpytolierica Ha

DHCP.
- -/BKNIOYEHO — —

no boot host auto-config BbIK/lOUEHME aBTOMaTUYECKOM KoHbUrypaumm, 6asmpytoLieincs Ha
DHCP.

boot host auto-update BkntoyeHne aBTomatuyeckoro obHosneHua MO, 6asumpytoweroca
Ha DHCP.

-/BKNOYEHO

no boot host auto-update BbikntoueHne aBTomatuyeckoro obHoeneHua MO, 6asumpytowerocs

Ha DHCP.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexmume Privileged EXEC umeeT cnegytowmii sua;:

console#
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Tabnunua 42 — KomaHapl ynpaBneHus cuctemom B pexkmume Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa Aeiicmeue

show boot MpoCcMOTP HacTPOEK aBTOMATMYECKOro OBHOBAEHMA U KOHUry-
pauuu.

= [pumep KoHPurypaumm ISC DHCP Server:

option image-filename code 125 = {
unsigned integer 32, f#enterprise-number. UmeHTUOUKATOP NPOMBBOOUTEJISI, BCeTIa pPaBeH
35265 (Eltex)

unsigned integer 8, #data-len. [nmHa BCex OaHHBIX ONLUMM. PaBHa IJIMHE CTPOKM sub-
option-data + 2.

unsigned integer 8, {#sub-option-code. Kom nomomnuwuu, BCerzma paBeH 1

unsigned integer 8, #sub-option-len. [nuHa cTpoku sub-option-data

text #sub-option-data. MmMs TexcTOBOTO OGarja, CcomepXamero WM
obpaza IO

}i

host mes2124-test {

hardware ethernet a8:£9:4b:85:a2:00; #mac-anmpec xoMmMyTaTopa

filename "mesXXX-test.cfg"; #YMS KOHOUTYpaALUVM KOMMYyTaTopa

option image-filename 35265 18 1 16 "mesXXX-40l.ros"; #yMsT TEeKCTOBOTIO
banna, comepxamero mMsa obpasza 10

next-server 192.168.1.3; #IP-ampec TFTP cepsepa

fixed-address 192.168.1.36; #IP-ampec KoMMyTaTopa

5.7 Hactpoiika cuctTemHOro BpemeHu

/ Mo ymonuyaHuio aBTOMATUYECKUI Mepexos Ha JieTHee BpPeMsl OCYLLeCTBAAETCA B
CcoOTBeTCTBMM €O cTaHpaptamu CLUA u EBponbl. B KoHdUrypaumum moryt 6biTb 3aAaHbl
nobble aata u Bpems AnA nepexoga Ha eTHee Bpems 1 obpatHo.

KomaHOwbI pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpPoku B pexxunme Privileged EXEC nmeet cnegyownin Bua;:
console#

Tabnunua 43 — KomaHabl HACTPOMKM CUCTEMHOIO BpeMeHU B pexxume Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymMmoa4aHuro
clock set hh:mm:ss day month hh: (0..23); Py4Has ycTaHOBKa CUCTEMHOrO BpPeMeHM (KoOMaHAa AOCTynHa
year mm: (0..59); TONbKO A8 NPUBUAETMPOBAHHOIO NoJib30BaTeNs).
clock set hh:mm:ss month day ss: (0..59); - hh —y4acbl, mm — MUHYTbI, SS — CEKYHAbI;
year day: (1..31); - day — peHb; month — mecau; year — rog,

month: (Jan..Dec);

year: (2000..2037)
show sntp configuration - MNMokasbiBaeT KoHOUrypaunio npotokosia SNTP.

show sntp status - MNMoKa3sbiBaeT cTaTyc npoTtokona SNTP.

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnepytowmii Bua;

console>
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Tabnunua 44 — KomaHapbl HACTPOMKKU CUCTEMHOTO BpemMeHu B pexkmme EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

show clock

show clock detail

MoKa3bIBaeT cMCTEMHOE Bpems 1 AaTy.

JononHutenbHo 0T06pa>+<aeT napameTpbl 4acoBOro noAca w“
nepexoa Ha N1eTHee Bpema.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexXume rnobanbHoOM KOHOUTYpPaLMN MMEET CAeayoLWnin BUA,:

console (config) #

Tabanua 45 — CNMcoK KomaHa, 4N1A HAaCTPOMKN CUCTEMHOTO BPEMEHU B pPeXKmnme rnobanbHo KoHUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clock source {sntp | browser}

no clock source {sntp |
browser}

-/BHELWHUIA UCTOYHUNK
He ucnonb3ayercs

Mcnonb3oBaHWe BHELWHEro UCTOYHMKa ANa YCTaHOBKWU CUCTEMHOTIO
BpemeHu.

3anpewaeT NCNob30BaHME BHEWHero UCTOYHMKA A1A YCTaHOBKMU
CUCTEMHOIO BpEMEHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT OnN1caHuA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTaHaBAMBaeT 3Ha4YeHMe YacoBOro noAca.

- zone — cnoBo, CPOPMUPOBAHHOE U3  NepBbIX
C/I0BOCOYETAHMUSA, KOTOPOE OHO 3aMeHAET (ONMcaHWe 30Hbl);
- hours-offset — 4acoBoe cmelleHNE OTHOCUTE/IBHO HYNEBOTO
mepuaunaHa UTC;

- minutes-offset — MMHYTHOE CMelleHNe OTHOCUTE/IbHO HYNEeBOro
mepuamnaHa UTC.

6ykB

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

clock summer-time zone date
date month year hh:mm date
month year hh:mm [offset]

clock summer-time zone date
month date year hh:mm month
date year hh:mm [offset]

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month hh:mm
{first | last | week} day month
hh:mm} [offset]

no clock summer-time

zone: (1..4) cumsona/
HeT onncaHuA 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MUH;
Mo ymonyaHuio
nepexoz, Ha feTHee
BpeMs BbIKtOYeH

3agaeT faty M Bpema ANs aBTOMATUMYECKOro nepexona Ha seTtHee
Bpems 1 Bo3BpaTa 06paTHoO (418 onpeseneHHoro roaa).

MepBbiM B KOMaHAE YKa3blBaeTCA ONUCaHWE 30Hbl, BTOPbIM Bpems
014 Nepexona Ha nNeTHee BPems U TPETbUM BPEMA A8 BO3BpaTa.

- zone — cnoeo, cdopmuMpoBaHHOE M3 MepBbix OYKB
C/I0BOCOYETAHUSA, KOTOPOE OHO 3aMeHSAEeT (oNucaHue 30HbI);

- date —uncno;

- month — mecsu;

- year —rop;

- hh —4acbl, mm — MUHYTbI;

- offset — KonnuecTBo MUHYT, Aobasnsembix Npu nepexone Ha
NieTHee Bpems.

3afaeT Aaty v Bpems 411 aBTOMaTMYeCKOro nepexosa Ha feTHee
Bpems 1 Bo3BpaTa 06paTHO B PEXKMME eKeroaHo.

- zone — cnoBo, cHOPMUPOBAHHOE W3  MNepBbiX
C/IOBOCOYETAHUA, KOTOPOE OHO 3aMeHSET (ONUCaHWe 30Hbl);
- usa — YCTaHOBUTb NpaBW/ia Mepexoja Ha JieTHee Bpems,
ucnonbsyemble B CLUA (nepexos Bo BTOpOe BOCKpPeCceHbe MapTa,
obpaTHo B nepBoe BOCKpeceHbe HoAbpsA, B 2 uyaca yTpa no
MECTHOMY BpemeHu);

- eu — YCTaHOBUTb MNpaBu/ia Nepexofda Ha JeTHee Bpems,
ncnonb3yemble EBpocotozom (nepexos B nocnesHee BOCKPECEHbE
mapTa, 0bpaTHO B nocnefHee BockpeceHbe OKTAGpA, B 1 yac yTpa
no FpuHBMYy);

- hh —y4acbl, mm — MUHYTbI;

- week — Hepensa mecAua;

- day — peHb Hepenw;

- month — mecsu;

- offset — KonmyecTBO A06ABAAEMbIX MUHYT NpWU nepexope Ha
NeTHee Bpems.

bykB

OTKAtOYaeT aBTOMATUYECKUI nepexo Ha neTHee Bpems.

sntp authentication-key
number md5 value

number:
(1..4294967295);

YcTaHaBAMBaEeT KoY MPOBEPKU MOAJMHHOCTM A/1A MPOTOKO/A
SNTP.
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encrypted sntp value: (1..32) - number — HoMep KAtoua;
authentication-key number CMMBOJIOB; - value — 3HaYeHne Knoua;
md5 value Mo ymonyaHuio - encrypted — 3a4aTb 3HaYeHMe KNKOYA B 3alUMPPOBAHHOM BUAE.
no sntp authentication-key nposepka Ypanaet KN4y NpoBepPKU NOAMHHOCTY Ans npoTokoaa SNTP.
number NoAMHHOCTU
OTK/IlOYEHa
sntp authenticate -/nposepka TpebyeT NpoBepKy NOAJTMHHOCTU ANA NOAYYEHWUA MHPOPMaLUKN OT
NOA/IMHHOCTU He NTP-cepsepos.
no sntp authenticate Tpebyetca YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.
sntp trusted-key key _number key_number: OcyuiecTBnAeT NpoBEpKy MNOANMHHOCTA CUCTEMbI, OT KOTOPOW

(1..4294967295);
Mo ymon4yaHuio

CUHXPOHU3NpyeTcA ¢ nomoLbto SNTP no 3agaHHOMY Katody.
- key_number — Homep K/toua.

no sntp trusted-key npoBepKa YcTaHaBAMBaET 3HaYEHME N0 YMOYAHUIO.
key_number NoA/IMHHOCTKN
OTKNIIOYEHa

sntp broadcast client enable PaspewaeT paboTy wunpokosewatenbHbix SNTP-KAnMeHTOoB.
{both | ipv4 | ipv6}

| ipv4 | ip - -/3anpeleHo
no sntp broadcast client YcTaHaB/MBaeT 3Ha4YeHMe N0 YMONYAHUIO.
enable
sntp anycast client enable PaspewaeTt paboty SNTP-KAvMeHTam, MoAAepKMBAOWMM METos
both | ipv4 | ipv6 ACCbINKM  MaKeToB No3BONAIOWMI  NOCbINATDL aHHble
{ | ipv4 | ipv6} /3anpetweno p ) wy a

no sntp anycast client enable

6aunKaliemy ycTpoMCTBY M3 rpynnbl NosyyaTenei.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| oob | vlan vian_id}

no sntp client enable
{gigabitethernet gi_port |

gi_port: (1..8/0/1..24);
te_port: (1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id (1..4094)

Paspewaet paboty SNTP-KivMeHTam, MoAfepKMBaOLMM METOL
pPaccbiIKM  NAKeToB,  MO3BONAKOWMK  NOCbLIATh  AaHHble
6AnKalemy YCTPOMCTBY W3 Tpynnbl NoaydaTenei, a TaKxke
LMPOKOBELLATENbHbIM SNTP-knneHTam ona BblbpaHHOIO
nHTepdeiica.

- noppobHoe onucaHve WHTEPPENCOB W3NOKEHO B pasgene
«KoHourypauma nHtepdeiicos».

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

tengigabitethernet te_port | /3anpeuseHo

hundredgigabitethernet

hu_port | port-channel group

| oob | vlan vian_id}

sntp unicast client enable /sanpeleo PaspewaeT paboTty ogHoaapecHbIx SNTP-KaneHTOB.

no sntp unicast client enable YCcTaHaBAMBaET 3HaYeHME N0 YMONYAHUIO.

sntp unicast client poll PaspelsaeT nocnegoBaTesibHbIM ONPOC 3aZaHHbIX OA4HOALPECHbIX
-/3anpeleHo SNTP-cepBepos.

no sntp unicast client poll

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

sntp server {ipv4_address |
ibv6_address |
ipv6_link_local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [poll] [key keyid]

no sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname}

hostname: (1..158)
CUMBO/IOB;
keyid: (1..4294967295)

3apgaet agpec SNTP-cepsepa.

- ipv4_address — |Pv4-agpec y3na ceTu;

- ipv6_address — IPv6-agpec y3na ceTv;

- ipv6z-address — IPv6z-aapec y3na cetv ans ping.

dopmar agpeca ipv6_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbili IPv6 agpec KaHana;
interface_name — umAa wucxopawero uHTepdeica 3agaeTtca B
cnepyowem dopmarte: vian {integer} | ch finteger} | isatap
{integer} | {physical_port_name}

- hostname — poMeHHOE MMA y31a ceTw;

- poll — BK/toyaeT onpoc;

- keyid — vaeHTUdUKaTOpP Katoya.

YpaneHue cepsepa n3 cnucka NTP-cepsepos.

clock dhcp timezone

no clock dhcp timezone

-/3anpelueHo

PaspeluaeT nonyyeHne TakMX AaHHbIX KaK YacoBOWM NOAC U fieTHee
BpemsaA ot DHCP-cepsepa.

3anpeLaeT NoayvyeHMA TakMX AaHHbIX KaK YacoBOWM MOAC M eTHee
BpemsaA ot DHCP-cepsepa.
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KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

3anpoc KOMaHAHOM CTPOKK B pexume KOHPUrypauum nHtepdeiica MMeeT cieayowmn BUA,:

console (config-if) #

Tabnnua 46 — CNUCOK KOMaHA, 417 HAaCTPOMKN CUCTEMHOTO BPEMEHMW B PeXMME KOHOUrypaumum

nHTepdelica

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

sntp client enable

-/3anpelueHo

PaspewaeT paboTy SNTP-KAMEHTY, KOTOPbIV NOAAEPKUBAET METOL,
PaccblIKM MaKeToB, NO3BONAIOLWMI NOCbINATb AaHHbIE YCTPOMNCTBY
6anKawemy n3 rpynnbl nonyyaTeneu, a TaKxe
wupokosewatenbHomy  SNTP-kaneHTy Ha  HacTpanBaemom
nHTepodeiice (Ethernet, port-channel, VLAN)

no sntp client enable

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

[pumepbl 8bINMOAHEHUS KOMAHO

console# show clock detail

OT0b6pasnTb CUCTEMHOE BPEMA, AATY M AaHHbIE MO YaCOBOW 30HE:

15:29:08 PDT (UTC-7) Jun 17 2009

Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:
Acronym is PDT
Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyc npouecca CMHXPOHM3aUMM BpemMmeHN O0TOBpPaXKaeTca C NOMOLLbIO AOMNOAHUTENIbHO CUMBOAA

nepeg sHavyeHnem BpemMmeHu.

[pumep:

‘ *15:29:08 PDT(UTC-7) Jun 17 2009

MCI'IOﬂb3YI-OTCﬂ cnegywouimne ob03HayeHuA:

TOYKa (.) 03HauyaeT, YTo Bpems AOCTOBEPHO, HO HET CUHXPOHMU3aUMK ¢ cepBepom SNTP;
OTCYTCTBME CMMBO/1a O3HAYAET, YTO BPEMSA AOCTOBEPHO U CUHXPOHM3ALMSA eCTb;
3Be30u4Ka (*) o3HayaeT, YTo Bpemsa HeZloCTOBEPHO.

3apaTb AaTy M Bpema Ha cucTeMHbIx Yacax: 7 mapta 2009 roga, 13:32

console# clock set 13:32:00 7 Mar 2009

OTob6pasuTb cTaTyc npoTokona SNTP:

console# show sntp status

Clock is synchronized, stratum 3,

Unicast servers:

reference is 10.10.10.1,

unicast
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Server : 10.10.10.1
Source : Static
Stratum 0 3
Status :oup
Last Response : 10:37:38.0 UTC Jun 22 2016
Offset : 1040.1794181 mSec
Delay : 0 mSec

Anycast server:

Broadcast:

B npumepe Bbille CUCTEMHOE BPeMA CUHXPOHU3NPOBaHO oT cepBepa 10.10.10.1, nocneaHuin oteet
nonyyeH B 10:37:38, HecoBnageHmne CUCTEMHOIO BPEMEHMU C BpemeHeMm Ha cepsepe coctasmno 1.04 c.

5.8 KoH¢urypaumusa BpemeHHbIX MHTepBanos time-range

KomaHObI pextuma KoHu2ypayuu 8pemMeHHbIX UHMepsasnos

console# configure
console (config)# time-range range name, rme

range_name — cMMBOJIbHbIN (1...32) naeHTUdUKATOP BPEMEHHOTO MHTEpPBaNa
console (config-time-range) #

Tabnuua 47 — KomaHApl pexkxmma KoHGUrypauum BpeMeHHOro MHTepBasa

3HayeHue/3HayeHue

KomaHda Aelicmeue
no ymon4aHuio
absolute {end | start} hh:mm hh: (0..23); 3agaTb Havyano U (MAK) KoHel, BPeMeHHOro MHTepsana B ¢popmare:
date month year mm: (0..59); Yyac: MUHYTa AeHb MeCAL, roA.
no absolute {end | start} date: (1..31); YAanuTb BpeMeHHOoM MHTepBan.

month: (jan..dec);
year: (2000..2097);

periodic list hh:mm to hh:mm hh: (0.23): 3a4aTb BpeMeHHOW MHTepPBan B TeYeHUe 0AHOT0 U3 AHEW Heaenun unm
{all | weekday} +(0..23); KaX[0oro AHA Heaenu.
y

— mm: (0..59);
no periodic list hh:mm to

Y[anuTb BpeMeHHON nHTepBsan.
weekday: (mon...sun
hh:mm {all | weekday} vil )

periodic weekday hh:mm to hh: (0.23): 3apaTb BpEMEHHOWM MHTEPBan B TeYEHUE Heaenu.
weekday hh:mm :(0..23);

mm: (0..59);
no periodic weekday hh:mm to ( ) Y8anuTb BpemeHHOM nHTepBsan.

kday:
weekday hh:mm weekday: (mon...sun)

5.9 KoHdurypauua unrepdeiicos u VLAN

5.9.1 Trapamempeol Ethernet-unmepdgeiicos, Port-Channel u Loopback-
uHmepaeilicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos)

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | hundredgigabitethernet hu port | oob | port-channel group |
range (..} | loopback loopback id }

console (config-if) #
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[aHHbIN peXxnm OCTyneH M3 pexkMma KoOHOUrypaumm M npeaHasHayeH Aaa 3a4aHua napameTpos
KOHOUrypaumm wuHTepdelica (nopta KomMmyTaTopa WAW Tpynnbl MOPTOB, paboTaloWMxX B pexume
pa3geneHus Harpysku) iMbo ananasoHa uHTepdeicos.

Bbibop MHTEpdeica ocywecTBAAETCA NPM MOMOLLM KOMaHA, U3 TabnLbl HUXKe.

Tabnunua 48 — KomaHabl Bbibopa MHTepdeinca ans KOMMYTaTOpPOB

Komanda HasHayeHue
interface gigabitethernet g/ port [na HacTpovikn 1G-uHTepdericos.
interface tengigabitethernet te_port Onsa HacTpolikmn 10G-uHTepdeincos.
interface hundredgigabitethernet te_port Ona HacTpoiikn 100G-uHTepdelicos.
interface port-channel group [na HacTpoMKKM rpynn KaHanos.

[na HacTpolikn uHTepdelica ynpasaeHusa (MHTepdenc ynpasneHums

interface oob
NPUCYTCTBYET HE HA BCEX KOMMYTATOPaXx).

interface loopback /oopback_id [na HacTpolKM BUPTYanbHbIX MHTEphENCOB.

rae:

— group — nopsAKOBbIA HOMep rpynnbl, 0bLlee KONMYECTBO cornacHo Tabauue 9 (cTtpoka «Arperaums
KaHanos (LAG)»);

— te_port — nopaaKosbit Homep 10G-uHTepdeiica, 3apaetca s suge: 1..8/0/1.. 32;

— loopback id — nopsaxkoBblit HOMep BUpPTyanbHOro MHTepdelica, obuee KO/MYECTBO COr/1acHO
Tabnnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdeiicos»).

3anucb uHTepdeica

1..8/0/1..N

HOMEep YCTPOICTBA B CTEKE HOMep cAoTa HOMep UHTepdelica

KomaHgbl, BBeAEHHble B peuMme KoHdUrypauum wuHtepdelica, NpMMeHstoTca K BblbpaHHOMY
nHTepoeicy.

Huyke npuseaeHbl KOMaHAbI 419 BXO4A B PEXKMM HAcTpPonku gecatoro Ethernet-untepdeiica (ana
MES5312) nepBoro ycTpoliCTBa B CTEKE U BXOJa B PEKMM HACTPOMKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface hundredgigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface port-channel I

console (config-if) #

Bbl6op AManasoHa MHTepdeNCcoB OCyLLECTBAAETCA MPU NOMOLLM KOMaHA,:

— interface range gigabitethernet portlist — pns HacTpoiKM amanasoHa gigabitethernet-

UHTepoelicos;

— interface range tengigabitethernet portlist — panA  HacTpoilkm  amanasoHa
tengigabitethernet-uxHtepdelicos;

— interface range hundredgigabitethernet portlist — pna HacTpokm pAmanasoHa

hundredgigabitethernet-uxHtepdelicos;
— interface range port-channel grouplist — npna HacTpoMKK gmManasoHa rpynn NopToB..

KomaHabl, BBegeHHble B AaHHOM peXKMMe, NPUMEHAIOTCA K BbIBpaHHOMY Anana3oHy UHTepdeiicos.
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HuKe npuBeaeHbl KOMaHAbl ANA BXOAA B PEXKMM HACTPOMKM AnanasoHa Ethernet-uHtepdelicos ¢ 1
no 10 (ana MES5312) u gns BXo4a B PEXKMM HacTPOMKKM BCEX rPynn NOPTOB.

console# configure

console (config) # interface range gigabitethernet 1,/0/1-10

console (config-if)#

console# configure

console (config) # interface range tengigabitethernet 1/0/1-10

console (config-if)#

console# configure

console (config) # interface range hundredgigabitethernet 1/0/1-10

console (config-if) #

console# configure

console (config) # interface range port-channel 1-32

console (config-if) #

Tabnuua 49 — KomaHapl pexkxuma KoHourypauum nHtepeeiicos Ethernet n Port-Channel

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuio
shutdown BblkntounTb  KoHdUrypupyembii  uHTepdelic  (Ethernet, port-
-/BKAOYEH channel).
no shutdown BKNOUUTL KOHOUTYPUPYEMbIA MHTEPDENC.
description descr descr: (1..64) [ob6asuTb onucaHue nHtepoelica (Ethernet, port-channel).
no description cumsonos/Het Ypanutb onucaHue nHtepdelica.
onuncaHua
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepegayuun gaHHbix (Ethernet).
no speed 10000) YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.
duplex mode 3afaTb pexum aynnekca UHTepdeiica (NonHoaynnekcHoe
mode: (full, half)/full coeavHeHue, NonyaynaekcHoe coeguHenue, Ethernet).
no duplex YCTaHOBWTb 3HaYEHMeE N0 YMOYAHUIO.

negotiation [cap1
[cap2...cap5]]

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

no negotiation

BKAlouaeT aBTOCOr/NacoBaHWe [AAA CKOPOCTM M AynnaeKkca Ha
HacTpavBaemom wuHTepdelice. MOXHO yKasaTb onpegeneHHble
COBMECTMMOCTM NapameTpa aBTOCOI/IAaCOBAHUA, €CIN MapameTpbl
He 33JaHbl, TO NOAAEPKUBAOTCA BCe coBmecTMocTu (Ethernet,
port-channel).

BbIkntoyaeT aBTOCOrnacoBaHWe [ANA CKOPOCTM WM Aynjiekca Ha
HacTpanBaemom MHTepodeiice.

negotiation bypass

-/lon
negotiation bypass forced /long

Pexxum ycTaHoBneHus cBasuM B 06XxoA4 npoueaypbl aBTocorna-
COBaHWA, ecnv MapTHepP Ha BCTPEYHOW CTOPOHe He OTBevaeT Cco
CTaHJAPTHbIM TaliMayToM Mpouecca aBTOCOINacoBaHWA (negoti-
ation timeout long).

PexxMm ycTaHOBNeHWs cBA3M B 06Xx04 npoleaypbl aBTOCOMNa-
COBaHWA, ecAu NapTHepP Ha BCTPEYHOW CTOPOHe He OTBevaeT C
MWHUMaNbHbIM TaliMayTOM MpoL,ecca aBTocornacosaHus (negoti-
ation timeout short).

flowcontrol mode

mode: (on, off,

3apaTb pexum ynpasneHua notokom flowcontrol (BknoumuTh,
OTKNOUYMTb  MAM  aBTOCOr/NAcoBaHWe).  ABTOCOr/nacoBaHue
flowcontrol paboTaeT TO/NBKO B C/Ay4ae, €CAM  PEXUM

no back-pressure

auto)/off ABTOCOrNacoBaHMA negotiation BKAKOYEH Ha HACTPaMBaeMOM
nHtepoeiice (Ethernet, port-channel).
no flowcontrol OTKNOYUTD PEXKUM YMNPaABAEHUA NOTOKOM.
back-pressure BKntoyaeT GyHKUMIO «OBPATHOro AaBieHMa» Ha HAaCTPanmBaeMoMm
nHtepoerice (Ethernet).
-/BbIKNIOYEH

BblIkNtoyaeT QyHKUMIO «0BPaTHOrO AaBNEHUA» HA HAaCTPaMBaeMoMm
UHTepodeiice.

load-average period
period: (5..300)/15

no load-average

YCTaHOBUTb Nepuoa, B TeueHMe KOTOPoro cobupaeTcs CTaTUCTUKA O
Harpyske Ha uHTepodeiice.

YCTaHOBUTb 3HAYeHUe no YMOI4aHUIO.
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unidirectional send-only

no undirectional

-/BbIK/IIOYEHO

BkntovaeT nopr, OCHALLLeHHbIM ABYHanpasieHHbIMU
nuemonepesaTinkamu, B peXXMM O4HOHANPABAEHHOM Nepesayu.

YCTaHOBWUTb 3HAYeHME No YMOI4aHUIO.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHON KOHPUrypaumm:

console (confiqg) #

Tabnmua 50 — KomaHapl pexxmma obumx HacTpoek nHTepdeica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

port jumbo-frame

Paspeluaet KommyTaTopy paboTaThb € Kagpamu 60abLIOro pasmepa.
V' 3HaueHMe maximum transmission unit (MTU) no
ymonyaHuio 1500 6aiiT.

HacTtpoiika BCTynuT B cu/ly TONbKO Mocne nepesarpysKku

-/3anpeuiero V ycTpoiictea.
3HaueHne maximum transmission unit (MTU) npu
V HacTpoiike port jumbo-frame 10240 6aiiT.
no port jumbo-frame 3anpewaeT KoMMmyTaTopy paboTaTb € Kagpamu 60/1bLLIOro pasmepa.
errdisable recovery cause {all | BKNOUMTL aBTOMATUYECKYIO aKTMBaLMIO MHTepdeica nocne ero
loopack-detection | OTK/IIOYEHUA B CIEAYIOLLMX CAYHAAX:
port-security | - loopback-detection — o6HapykeHune neTenn;
dotlx-src-address | acl-deny | - port-security — HapyweHune 6e3onacHocTM Ana port security;
stp-bpdu-guard | - dotlx-src-address — HenpoxoxaeHue ayTeHTUdUKaALMK,
stp-loopback-guard | udid | OoCHOBaHHoM Ha MAC-aapecax nosib3oBaTenei;
storm-control | link-flapping} - acl-deny — HecooTBeTcTBME cnnckam aoctyna (ACL);
- stp-bpdu-guard — akTMBauma 3awmtbl BPDU Guard (nepeaava
HecaHKLMOHWPOBaHHOIo naketa BPDU yepes nHTepdeiic);
- stp-loopback-guard — o6HapyKeHune netenb npoTokosiom STP;
-/3anpeuiero - udld — akTMBaUMA 3awWwmTbl UDLD;
- storm-control — 3awmMTa OT «WTOPMa» A/1A PAa3NINYHOIO TpaduKa;
- link-flapping — dnannuHr auHKa.
no errdisable recovery cause YCTaHOBWTb 3HaYeHMEe N0 YMOYAHMIO.
{all | loopack-detection |
port-security |
dotlx-src-address | acl-deny |
stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control | link-flapping}
errdisable recovery interval seconds: YCTaHOBWUTb BPEMEHHON WHTepBan AOJs  aBTOMAaTUYECKOro

seconds

no errdisable recovery interval

(30..86400)/300 cerkyHa,

NOBTOPHOTO BK/OYEHUA MHTepdeiica.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

snmp trap link-status

no snmp trap link-status

-/BKNIOYEHO

Bkntoyaetr otnpaBky SNMP trap-coobueHuii o
UHTepdENCHbIX IMHKOB.

COCTOAHUN

OTkntoyaeT otTnpasky SNMP trap-coobueHni.

default interface [range] {ip
ip_address | oob |
gigabitethernet gi_port |
TenGigabitEthernet te_port |
hundredgigabitethernet
hu_port | Port-Channel group
| Loopback loopback_id | Vlan
vlan_id}

ip_address: A.B.C.D;
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
loopback_id: (1);
vlan_id: (1..4094)

Cbpoc HacTpoek wuHTepdeiica uau rpynnbl MHTepdelicoB Ha
3HAYEHWA, YCTAHOBJ/IEHHbIE MO YMOHAHMUIO.

KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#
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Tabnuua 51 — KomaHap! pexkmuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

clear counters

C6poc CTaTUCTMKKM AN BCeX UHTepdeiicos.

clear counters {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
group: (1..32)

Cbpoc cTaTUCTUKKM ana uHTepdelica.

set interface active {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

AKTUBUPYET MOPT WAM TPYNny NOPTOB, BbIKAHOYEHHbIX KOMaHAO0M
shutdown.

show interfaces configuration
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MoKa3aTb KOHPUTypaLMIo MHTepdeicoB.

show interfaces status

MoKa3aTb cocToAHUE BCeX MHTepdEencoB.

show interfaces status {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MokasaTb cocTosHUe Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

Moka3aTb NapameTpbl aBTOCOrNAcoBaHWA, 06bABNEHHbIE ANA BCEX
UHTepdencos.

show interfaces advertise
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MokasaTb MapameTpbl aBTOCOMNACOBaHMS,
Ethernet-nopTa, rpynnbi NnopToB.

obbABNEHHbIE g

show interfaces description

MoKasaTb onuncaHuna Bcex MHTepdencos.

show interfaces description
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

lNoKasaTb onucaHune Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces counters

MoKasaTb CTaTUCTUKY ANA BCeX UHTepdeCcoB.

show interfaces counters

{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Moka3aTb CTaTUCTUKY A4NA UHTepdeitca.

show interfaces utilization

MoKasaTb CTaTUCTUKY MO HarpysKe A5 BCex nHTepdelcos.

show interfaces utilization {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Moka3aTb CTaTUCTUKY Mo Harpyske ans Ethernet-unrtepdodeiica.

show interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MoKasaTb CBOAHYHO MHPOPMALMIO O COCTOSHUWM, HACTpoWKe W
CTaTUCTUKe nopTa.

show ports jumbo-frame

MokasaTb HacTpoiiKy jumbo-frames B KommyTaTope.
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show errdisable recovery

MoKasaTb HAaCTPOMKM AN aBTOMATUYECKOM NMOBTOPHOM aKTMBaLUK
nopra.

show errdisable interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

MoKasaTb MNPUYUHY OTKAKOYEHWA TMOpTa, rpynnbl MNOPTOB W

i t: (1..8/0/1..24); o
gi_port: (1..8/0/ ) COCTOAHME aBTOMaTMYECKOMN aKTMBaLMmn

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

[pumepbl 8bIN0AHEHUA KOMAHO.

= [loKasaTb COCTOAHME NHTEPDENCOB:

console# show interfaces status

Port

tel/0/3
Access
tel/0/4
Access
tel/0/5
Access
tel/0/6
Access
tel/0/7
Access
tel/0/8
Access
tel/0/9
Access
tel/0/10
Access
tel/0/11
Access
tel/0/12
Access

Port Mode

Flow Link Back Mdix
Type Duplex Speed Neg ctrl State Pressure Mode
10G-Fiber Full 1000 Disabled Off Up Disabled Off
10G-Fiber - - -— ——  Down —— —_—
10G-Fiber - - -— ——  Down —— —_—
10G-Fiber - - -— ——  Down —— —_—
10G-Fiber - - -— ——  Down —— —_—
10G-Fiber - - -— ——  Down —— —_—
10G-Fiber - —— - ——  Down —— _—
10G-Fiber - —— - ——  Down —— _—
10G-Fiber - —— - ——  Down —— _—
10G-Fiber - —— - ——  Down —— _—

Flow Link

Type Duplex Speed Neg control State

-= -= -= Not Present
-= -= -= Not Present
-= -= -= Not Present
-= -= -= Not Present
-= -= -= Not Present
- - -= Not Present
-= -= -= Not Present
- - -= Not Present
-= -= -= Not Present
- - -= Not Present
-= -= -= Not Present
- - -= Not Present
-= -= -= Not Present
- - -= Not Present
-= -= -= Not Present
- - -= Not Present
-= -= -= Not Present
- - -= Not Present
-= -= -= Not Present
-= -= -= Not Present
-= -= -= Not Present
-= -= -= Not Present
-= -= -= Not Present
-= -= -= Not Present
-= -= -= Not Present
-= -= -= Not Present
-= -= -= Not Present
-= -= -= Not Present
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Po29 - - - -= Not Present
Po30 -= -= -= -= Not Present
Po31 - - - -— Not Present
Po32 -= - - -= Not Present
Link

Oob Type Duplex Speed Neg State
oob 1G-Copper -- -- -- Down

MoKasaTb NapameTpbl aBTOCOrNacoBaHMA:
console# show interfaces advertise
Port Type Neg Preferred Operational Link Advertisement
tel/0/3 10G-Fiber Disabled - --
tel/0/4 10G-Fiber Disabled -- -
tel/0/5 10G-Fiber Disabled - --
tel/0/6 10G-Fiber Disabled -- -
tel/0/7 10G-Fiber Disabled -- -
tel/0/8 10G-Fiber Disabled - --
tel/0/9 10G-Fiber Disabled -- -
tel/0/10 10G-Fiber Disabled - --
tel/0/11 10G-Fiber Disabled -- -
tel/0/12 10G-Fiber Disabled -= --
Ch Type Neg Preferred Operational Link Advertisement
Pol Unknown Enabled Slave --
Po2 Unknown Enabled Slave -
Po3 Unknown Enabled Slave -
Po4d Unknown Enabled Slave -
Po5 Unknown Enabled Slave -
Pob Unknown Enabled Slave -
Po7 Unknown Enabled Slave -
Po8 Unknown Enabled Slave -
Po9 Unknown Enabled Slave -
Pol0 Unknown Enabled Slave -
Poll Unknown Enabled Slave -
Pol2 Unknown Enabled Slave -
Pol3 Unknown Enabled Slave -
Pol4 Unknown Enabled Slave -
Pol5 Unknown Enabled Slave -
Polo6 Unknown Enabled Slave -
Pol7 Unknown Enabled Slave -
Pol8 Unknown Enabled Slave -
Pol9 Unknown Enabled Slave -=
Po20 Unknown Enabled Slave -
Po21 Unknown Enabled Slave -
Po22 Unknown Enabled Slave -
Po23 Unknown Enabled Slave -
Po24 Unknown Enabled Slave -
Po25 Unknown Enabled Slave -=
Po26 Unknown Enabled Slave -
Po27 Unknown Enabled Slave -
Po28 Unknown Enabled Slave -
Po29 Unknown Enabled Slave -=
Po30 Unknown Enabled Slave -
Po31l Unknown Enabled Slave -=
Po32 Unknown Enabled Slave -
Oob Type Neg Operational Link Advertisement
oob 1G- Enabled -=

MoKa3aTb CTaTUCTUKY MO MHTepdelicam:

console# show interfaces counters
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Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

OOB InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

0O0B OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616

[MoKa3aTb CTaTUCTUKY MO rpynne KaHaaoB 1:

console# show interfaces counters port-channel 1

InUcastPkts InMcastPkts InBcastPkts InOctets

Alignment Errors: 0

FCS Errors:

Single Collision Frames: 0
Multiple Collision Frames: O
SQE Test Errors: O

Deferred Transmissions: 0
Late Collisions: 0
Excessive Collisions: 0
Carrier Sense Errors: O
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

MoKasaTb HacTpoMKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled

Jumbo frames will be disabled after reset
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Tabnuua 52 — OnucaHMe cHeTYUKOB

Cyuemyuk OnucaHue
InOctets Konnuectso NpuHATbIX 6aliToB.
InUcastPkts Konnyectso NPUHATBLIX 04HOAAPECHbIX NAKEeTOB.
InMcastPkts Konnyectso NPUHATLIX MHOFOaApeCcHbIX NaKeToB.
InBcastPkts Konnyectso NPUMHATBIX WWMPOKOBeELLATeNbHbIX NAaKeTOB.
OutOctets Konnuectso nepeaaHHbIX 6aiToB.
OutUcastPkts Konunyectso nepefaHHbIX O4HO3APECHbIX MAKETOB.
OutMcastPkts Konnuyectso nepefaHHbIX MHOTOaApeCHbIX MaKeToB.
OutBcastPkts Konunyectso nepefaHHbIX LWUIMPOKOBeELLATE/IbHbIX MaKeTOB.

Alignment Errors

KonnyectBo NpMHATLIX KaAPOB C HAPYLUEHHOM LeNOCTHOCTLIO (C KoMYecTBOM HalT He
COOTBETCTBYIOLMM AJIMHE) U He NPOoLIeAWNX MPOBEPKY KOHTPOIbHOM cymmbl (FCS).

FCS Errors

Konnyectso npuHATLIX KaAPOB C KONNYECTBOM BaT, COOTBETCTBYIOWMM AJIMHE, HO He
npoLleAWwmnx NPOBEepPKY KOHTPObHOM cymmbl (FCS).

Single Collision Frames

Konnyectso KaZpoBs, BOB/EYEHHbIX B €4MHUYHYIO KOIM3UIO, HO BNOCAeACTBUMN
nepeaaHHbIX ycnewHo.

Multiple Collision Frames

Konnuectso KagpoBs, BoBaeYeHHbIX 6onee Yem B O4HY KONNU3UIO, HO BNOCAEACTBUN
nepesaHHbIX yCNeLwHo.

Deferred Transmissions

Konnyectso Kagpos, ANA KOTOPbIX NepBas NoMbITKa nepegayvym oTa0XeHa nu3-3a
3aHATOCTU Cpeabl nepeaadun.

Late Collisions

Konunyectso cnyyaes, Korga Koaamsuns 3adUMKCMPOBaHA NOC/Ie TOTo, KaK B KaHasl CBA3M
yKe 6blnn nepegaHbl nepeble 64 6aiiT (slotTime) nakera.

Excessive Collisions

Konnuectso Kagpos, KOTopble He bbln NepeaaHbl N3-3a U36bITOYHOrO KOANYECTBa
KONNU3UNA.

Carrier Sense Errors

Konunuyectso cnyyaes, Koraa COCTOAHME KOHTPOA HecyLwel 6bin0 noTepaHo, AnMbo He
YTBEPXKAEHO MPM NOMbITKE Nepeaayn Kagpa.

Oversize Packets

Konnyectso NpMHATLIX NAaKETOB, pa3sMep KOTOPbIX NPeBbIaeT MaKCUMaabHbIN
paspeLeHHbIi pasmep Kaapa.

Internal MAC Rx Errors

Konnuectso KagpoBs, KOTOpble He BblN NPUHATLI YCNELWHO U3-3a BHYTPEHHEN oWwnbKM
npuema Ha yposHe MAC.

Symbol Errors

[na nutepdeiica, pabotatowero B pexkmume 100 M6/c — KOAMYECTBO CyYaes, Koraa
MMesICA HeAOMYCTUMbIV CUMBOA AaHHBIX, B TO BPEMS KaK NpaBu/bHasa HecyLllan bbina
npeacrasieHa.

Ona vHuTepdelica, paboTatoliero B noayaynnekcHom pexkume 1000 M6/c — KonnyecTso
C/ly4aeB, KOraa cpeacTBa NPUMEMA 3aHATbI B TEUEHWE BPEMEHU, PaBHOMY UK Bonbluemy
yem pasmep csoTa (slotTime), u B Te4eHME KOTOPOrO MMENOCb XOTA 6bl 0AHO CObbITHE,
KoTopoe 3acTasnset PHY BblgaBaTth owWMBKy npuema gaHHbIX (Data reception error) nau
owmnbKy Hecyuiel (Carrier extend error) Ha GMIL.

[na vHuTepodeiica, paboTatoLiero B NoJIHOM AynaekcHoM pexkume 1000 M6/c —
KONMYECTBO CNy4aeB, KOrAa CpeAcTBa NpUema 3aHATbI B TEHEHUE BPEMEHU, PAaBHOMY
nan 6onblieMY YeEM MUHUMANbHBIV pa3smep Kagpa (minFrameSize), u B TeyeHune
KOTOPOro umenocb xoTs 6bl 0AHO cobbiTWE, KOTOPOe 3acTaBnseT PHY BblgaBaTh OLWMOKY
npuema faHHbix (Data reception error) Ha GMII.

Received Pause Frames

Konnyectso npuHATbIX ynpasaarowmx MAC-Kkagpos ¢ Kogom onepaumm PAUSE.

Transmitted Pause
Frames

Konnuyectso nepepaHHbIx ynpasaawowmx MAC-kagpos ¢ kogom onepaumn PAUSE.
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5.9.2 Hacmpoiika VLAN u pexcumos kommymayuu uHmepdgelicos

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bua 3anpoca KoMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabnunua 53 — KomaHab! perknma rnobanbHom KoHGUrypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

vlan database

MNepeiTn B perkum KoHoUrypaumm VLAN.

vlan  prohibit-internal-usage
{add VLANIist | remove
VLANIist | except VLANIist |
none}

VLANIist: (2..4094)

- add — no6aBuTb yKasaHHble VLAN ID B nepeyeHb 3anpeLeHHbIX
ONA BHYTPEHHero Ucnosib3oBaHus;

- remove -— yJanuTb YyKasaHHble VLAN ID wn3 nepeyhnsa
3anpeLLeHHbIX A1A BHYTPEHHEro UCNoib30BaHuUs;

- except — 406aBUTb B NepeyeHb 3anpeLLeHHbIX 418 BHYTPEeHHero
ncnonb3osaHma Bce VLAN ID, 3a uCKaO4eHMEM YKa3aHHbIX B
KayecTBe NnapameTpa;

- none — o4YuCTUTbL nepeyveHb VLAN ID, 3anpelieHHbIXx AnA
BHYTPEHHEro UCNosib30BaHuA.

vlan mode {basic | tr101}

-/basic

BK/I10YMTb BO3MOKHOCTb A06aBAeHNA Ha GU3MYecKom
MHTepderice B pexxnme customer cpasy ABYX UAEHTUDMKATOPOB
VLAN.

KomaHObI pexcuma KoHgu2ypayuu VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm VLAN:

console# configure

console (config)# wvlan database
console (config-vlan) #

[aHHbIN pexnm AOCTYNEeH U3 pexuma rnobanbHon KoHOUrypauumn v npegHasHavyeH ANnA 3afaHua
napameTpoB KoHPurypaumm VLAN.

Tabnunua 54 — KomaHabl pernma KoHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

vlan VLANIist [name
VLAN_name]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cMmBosIa

Lo6asutb VLAN nan Heckosibko VLAN.

Ypanutb VLAN naun Heckonbko VLAN.

map protocol protocol [encaps]
protocols-group group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

BMmecCTe.

anBFBaTb NPOTOKOAN K rpynne nNpoOTOKO/10B, aCCOUUMPOBAHHbIX

YpanuTb NpuBAsKy.
*- Homep npoToKona (16 6umT).

map mac mac_address {host |
mask} macs-group group

rpynne MAC-aapecos.

Mpueasate MAC-agpec unm gmanasoH MAC-agpecoB no macke K

no map subnet ip_address
mask

group: (1..2147483647)

mask: (9..48)
no map mac mac_address Y8anuTtb npusaAsky.
{host | mask}
map subnet ip_address mask MpuaszaTtb IP-agpec nnn ananasoH IP-agpecos no macke K rpynne
subnets-group grou, IP-agpecos.
group group mask: (1..32); AP

Ypanutb NpuBA3KY.
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KomaHOwbI

pexcuma KoHguaypauyuu uHmepgelica (OQuanasoHa uHmepgelicos) VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexnme KoHpurypaunm nHtepoerica VLAN:

console# configure
console (config) # interface {vlan vlan id |range vlan VLANIlist}
console (config-if) #

[aHHbIN peXxnm OCTYNeH U3 pexkMma KOHOUrypaumm 1M npeaHasHayeH A0 3a4aHua napameTpos
KoHdurypaumm nutepdeica VLAN nnbo grmanasoHa nHTepdencos.

Bbibop MHTepdeinca ocywecTBASETCS NPM MOMOLLM KOMaHAbI:

interface vlan vlan id

Bbibop AnanasoHa MHTepdencoB OCyLLECTBASETCS NPM NOMOLLM KOMaHAb!:

interface range vlan VLANIist

HuKe npuBeaeHbl KOMaHAbl 415 BXOAA B peXMM HacTpoiiku nHtepderica VLAN 1 1 Bxoaa B pexum
HacTpownku rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan 1

console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if) #

Tabnnuya 55 — KomaHabl pexknma KoHourypaumm nHtepdeinca VLAN

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuwo

KomaHda

name name name: (1..32) [Oo6asntb uma VLAN.

no name

CMMBO/I0B/VMA YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.
COOTBETCTBYET HOMEpY
VLAN

KomaHOwbI

pexuma KoHguaypayuu uHmepgetlica (duana3oHa uHmepgelicog) Ethernet,

UHmMepgelica 2pynnsl NopmMos

Bua

3anpoca KOMAHAHOW CTPOKM B pexume KoHdurypaummn mHtepdenca Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port |
hundredgigabitethernet hu port | oob | port-channel group | range {..}}
console (config-if) #

[aHHbIN pexMm JOCTyneH U3 pexkuma KoHOUrypauuv 1 npegHasHauveH A/a 3a4aHus NapameTpos
KOHdUrypaumm uHTepdeica (nopta KommyTaTtopa WAM Tpynnbl MOpPTOB, paboTalowux B pexume
pasaeneHus Harpysku) inbo gmanasoHa nHTepdencos.

MopT MoKeT paboTaTb B YETbIPEX PEKMMAX:

— access —nHTepdeic goctyna — HeTerMpoBaHHbIN MHTepdelic ana ogHon VLAN;

— trunk — nHTepdenc, NPMHUMAIOWMNIA TONbKO TErMpPOBaAHHbIM TpPadUuK, 3a UCKAKOYEHMEM
ogHoro VLAN, KoTopblit moxeT bbiTb A06aBAEH C MOMOLLbIO KOMaHAbl switchport trunk
native vlan;
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— general — nHTepdodeiic c nonHon nogaep:kkon 802.1q, NPUHMMAET KaK TerMpoBaHHbIN, TaK U
HeTermpoBaHHbIN Tpaduk;
— customer — Q-in-Q nHTepdeic.

Tabnunua 56 — KomaHapl perknma KoHourypaumm nHtepdeinca Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3apath pexkum paboTbl nopta B VLAN.
- mode — pexum paboTbl nopta B VLAN.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

Oo6asutb VLAN ansa nHtepdeiica goctyna.
- vlan_id — vaeHTUdUKaumnoHHbI Homep VLAN.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport access
acceptable-frame-type
{untagged-only | all}

no switchport access
acceptable-frame-type

-/NpUHUMATB BCE TUMbI
Kagpos

MpUHMMaTb Ha MHTepdeice TONbKO Kagpbl onpeaesieHHOro Tuna:
- untagged-only — T0/1bKO HeTErMpoBaHHbIE;
- all — Bce kagpol.

MpUHMMaTb Ha UHTepdelice Bce TUMbI KagpoB..

switchport trunk allowed vlan
vlan_list

no switchport trunk allowed
vlan

vlan_list: (2..4094)

YkKa3satb cnvcok VLAN ana nHtepodeiica.
- vlan_list — cnucok VLAN ID. [uana3oH HomepoB VLAN mMOXHO
3a/aTb NepeyncaeHnem Yepes 3anaTylo UAK yKasaTb HavabHOE U
KOHeYHoe 3Ha4YeHuA AnanasoHa Yepes gedpuc "-".
V TeKywumii cnucok VLAN Ha uHTepdeiice 6yaeT 3ameHEH Ha
YKa3aHHbIA B KOMaHAe.

Yaanutb cnucok VLAN ana untepoeiica.

switchport trunk allowed vilan
add vian_list

switchport trunk allowed vlan
remove vian_list

vlan_list: (2..4094, all)

[ob6asutb cnncok VLAN ana nHtepoeiica K Tekywmm VLAN.

- vlan_list — cnucok VLAN ID. Auana3oH Homepos VLAN MOXHO
3a/aTb NepeyncieHnem Yepes 3anAaTyto UAK YKa3aTb HavabHOE U
KOHeYHoe 3HayeHuA AuanasoHa yepes geduc "-".

Ypanute cnucok VLAN gns untepdelica.

switchport trunk native vlan
vlan_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

Oobasnaetr Homep VLAN B Kauyectse Default VLAN pgns gaHHoro
nHTepdeiica. Becb HeTerMpoBaHHbI TpaduK, NOCTynaroWMin Ha
OaHHbIM NopT, onpeaenserca B AaHHyto VLAN.
- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

switchport trunk allowed vlan
all

no switchport trunk allowed
vian all

-/BbIKAOYEHO

ABTOMaTMyecku pobasnset Bce gocTynHble VLAN gns gaHHoro
nHTepoeiica.

OTKANtoYaeT aBToMaTuyeckoe aobasneHune VLAN.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnucok VLAN gna nHtepdeiica.

- tagged — nopt byaeT nepenaBaTb TerMpoBaHHble MakeTbl ANA
VLAN;

- untagged — nopT 6yaeT NnepesaBaTb HETErMPOBaHHbIE NaKeTbl ANA
VLAN.

- vlan_list — cnucok VLAN ID. [uana3oH VLAN MOHO 3aaaTb
nepeyncieHnem 4Yepes 3anATyl0 MAM YKasaTb HayaNbHOE MU
KOHeYyHoe 3Ha4YeHuA AnanasoHa yepes geopuc "-".

Yaanute cnucok VLAN ans uHtepoelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu ycraHosneH VLAN
Nno YMOYaHUIO

[obasutb maeHtupukatop VLAN nopta (PVID) pgna ocHOBHOro
MHTepodeica.
-vlan_id —vaeHTudunKaumoHHbii Homep VLAN nopTa.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

switchport general
ingress-filtering disable

-/dunbTpaumn
BK/IIOYEHA

BbIKNOUNTL ANA OCHOBHOIO MHTepdeica GpuabTpaumio BXOAALLMX
NnakeToB HAa OCHOBE NPUCBOEHHOIo UM 3HavyeHuA VLAN ID.
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no switchport general
ingress-filtering disable

BKAOUUTL AN OCHOBHOrO WMHTepdelica GUAbTpaLMIO BXOAALMX
NakeToB Ha OCHOBE NPUCBOEHHOro Um 3HavyeHuA VLAN ID.

Ecan ounbTpauma BKAKOYEHA, M NaKeT He BXxoauT B rpynny VLAN c
NPUCBOEHHbIM  MakeTy 3HavyeHnem VLAN ID, 71O naket
oTbpacbiBaeTcA.

switchport general
acceptable-frame-type
{tagged-only | untagged-only |
all}

no switchport general
acceptable-frame-type

-/NpUHUMaTb BCE TUMbI
Kagpos

MpuHMMaTL Ha NHTepdelice TONbKO Kagpbl onpeeneHHoro Tuna:
- tagged-only — TonbKO TernpoBaHHble;

- untagged-only — TO/1IbKO He TerMpoBaHHble;

- all — Bce Kagpbl.

MpuHUMaTb Ha MHTepdeice BCe TUMbI KagpPoB.

switchport general map YcTaHOBUTL npaBuno Knaccuoukaumm VLAN pgns wmHTepdelica,
protocols-group group vlan OCHOBaHHOE Ha NPMBA3KE K NPOTOKOAY.
vlan_id vlan_id: (1..4094) - group — aAeHTUPUKALMOHHBIN HOMeEp rpynnbl;

group: (1.. 2147483647) | - vian_id — ngeHTdMKaumoHHbIn Homep VLAN.
no switchport general map YpanuTe npasuao Knaccuburkaumu.
protocols-group group
switchport general map YcTaHOBUTL NpaBuno Knaccuoukaumm VLAN gns uHTepdelica,
macs-group group vlan vian_id OCHOBaHHOe Ha npusAske K MAC-aapecy.

vlan_id: (1..4094) - group — vaeHTUPUKaLMOHHBIV HOMep rpynnbl;

group: (1..2147483647) | - vlan_id — naenTndunkaumnoHHbit Homep VLAN.
no switchport general map YpanuTe npasuao Knaccudurkaumu.
macs-group group
switchport general map YcTaHOBUTL NpaBuno Knaccuoukaumm VLAN gns wmHtepdelica,
protocols-group group vlan OCHOBaHHOE Ha NPUBA3KE K MPOTOKOY.
vlan_id vlan_id: (1..4094) - group — vaeHTUPUKaLMOHHBIV HOMep rpynnbl;

group: (1..2147483647) | - vlan_id — naeHTndunkaumoHHbiit Homep VLAN.
no switchport general map YpanuTe npasuao Knaccuburkauuu.
protocols-group group
switchport general map YcTaHoBUTL Npasuno Knaccuédukaumm VLAN ans uHTepdeiica,

subnets-group group vilan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

OCHOBaHHOE Ha NpuBA3Ke K IP-agpecy.

YpanuTb NpaBuao KnaccubuKaumm.

switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer vian

vlan_id: (1..4094)/1

[Oo6asutb VLAN an1a nonb30BaTeNbCKOro MHTepdeiica.
- vlan_id — naeHTMounKaumMoHHbIN Homep VLAN.

[06aBuTb K BXOAALLMM HETETMPOBAHHBIM NAaKETaM Ha KJIMEHTCKOM
nopty BHyTpeHHUIt 802.1q 3aronosok — C-VLAN (inner-vlan) u
BHewWwHui 802.1q 3aronoBoK, coepKalimii pvid 4ONOAHUTENbHOM
VLAN (S-VLAN).
Ana paboTbl 3TO KOMaHAbl HEO6XOAMMO BKIKOUMUTb
. rno6anbHo pexxum «vlan mode tr101».

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

switchport customer
multicast-tv vlan add vian_list

switchport customer
multicast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspelwaeT NpUHMMATb MHOroafpecHbli TPadUK U3 yKasaHHbIX
VLAN (He aBnatowmxca VLAN nonb3osaTesnibCcKoro nHtepdeiica) Ha
HacTpauBaemMom WHTepdeiice, COBMECTHO C MOAb30BaTENAMM
Lpyrux NoJ/Ib30BaTeNbCKUX nopTos, NPUHUMAIOLLMX
MHOroaZpecHbi Tpaduk 13 gaHHbIX VLAN.

- vlan_list — cnucok VLAN ID. OnanasoH VLAN mOXHO 3apaTb
nepeynMcieHveMm 4Yepes 3anAaTyld WAW yKas3aTb HadasbHoe U
KOHeYyHoe 3HayeHuA guanasoHa yepes geduc "-".

3anpelwaeT  NPUHUMATb  MHOFOAZpPECHbI Tpaduk Ha

HacTpauBaemom uHTepdelice.

switchport protected-port

no switchport protected-port

-/BbIK/IIOYEHO

MepeBoAWT NOPT B PEXKUM U30AALMUN BHYTPW FPYNMbl NOPTOB.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymonyaHuio
4YNeHcTBO B AedonTHOM
VLAN pa3pelieHo

3anpetutb gobasneHune gedontHon VLAN nopty.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.

switchport default-vlan tagged

YCTaHOBUTb NOPT KakK Ternpyowmii B gepontHoi VLAN.
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no switchport default-vlan
tagged

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq ethertype
egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B 802.1g VLAN-Terax nakeTos,
UCXo4AWMX C AaHHOro nHTepdelica.
Donyctumble 3HaueHusa EtherType cm. MpunoxkeHue B.
H NopaepxumBaemblie 3HaueHun Ethertype.

3ameHuTb ethertype ucxogswero ¢ uHTepdeica nakeTa Ha
3Ha4YeHne No yMOYaHMIO.

switchport dotlq ethertype
ingress stag add ethertype

ethertype: (1..ffff) (hex)

Oo6asutb TPID B Tabnunuy knaccndpmratopos VLAN.
Donyctumble 3HauyeHus EtherType cm. Mpunoxkenune B.
H NoapepxuBaembie 3HaueHus Ethertype.

switchport dotlq ethertype
ingress stag remove ethertype

Ypanute TPID us Tabaunubl Knaccupurkatopos VLAN.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 57 — KomaHabl perknma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

show vlan

MNokaszatb uHopmauuto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

MNokasatb uHbdopmauuto no VLAN, nouck no naeHtndumkaTopy.

show vlan internal usage

Mokasatb cnucok VLAN pnAa BHYTPEHHEro Mcnonb3oBaHWA
KOMMYTaTOpOM.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 58 — KomaHab! perkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

[oKkasaTb MOPTbI-UCTOYHUKM U MPUEMHUKU MHOrOaApecHoro
Tpaduka B AaHHOM VLAN. MopTbl UCTOYHUKM MOTYT KaK NepesasaTsb,
TaK U NPUHMMATb MHOTOaapecHbIV TpaduK.

show vlan protocols-groups

MoKasaTb MHbOPMALLMIO O Fpynnax NMPOTOKO/0B.

show vlan macs-groups

MNokaszatb uHbopmauuto o rpynnax MAC-aapecos.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MoKasaTb KOHOUIrypaLMIo NOpPTa, rPYNMbl NOPTOB.

show interfaces
protected-ports
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MokasaTb cocTosiHWe nopToB: B pexkume Private VLAN Edge, B
private-vlan-edge-coobuwecTse.
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[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTb MHPopmauuto o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by

1 1 tel/0/1-12 D

Pol-16

2 2 S

3 3 S

4 4 S

5 5 S

6 6 S

8 8 S

MNMoKa3aTb NOPTbl UCTOYHMKN U MPUEMHUKN MHOFOagpecHoro Tpaduka B VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports : tel/1
Receiver ports: te0/2,te0/4,te0/8

MoKasaTb MHGOPMaLMIO O rPyNMnax NPOTOKO/OB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
Ox86dd (IPv6) Ethernet

= [loKasaTb KoHbUrypaumto nopta TenGigabitEthernet 1/0/1:

console# show interfaces switchport TengigabitEthernet 1/0/1

Gathering information...

Name: tel/0/1
Switchport: enable
Administrative Mode: access
Operational Mode: not present
Access Mode VLAN: 1
Access Multicast TV VLAN: none
Trunking Native Mode VLAN: 1
Trunking VLANs: 1-3
4-4094 (Inactive)
General PVID: 1
General VLANs: none
General Egress Tagged VLANs: none
General Forbidden VLANs: none
General Ingress Filtering: enabled
General Acceptable Frame Type: all
General GVRP status: disabled
Customer Mode VLAN: none
Customer Multicast TV VLANs: none
Private-vlan promiscuous-association primary VLAN: none
Private-vlan promiscuous-association Secondary VLANs: none
Private-vlan host-association primary VLAN: none
Private-vlan host-association Secondary VLAN: none
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Classification rules:

Classification type Group ID VLAN ID

5.9.3 Hacmpolika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonsieT npou3BoauTb pasrpaHuyeHue Tpaduka Ha BTOPOM
yposHe mogenun OS| mexay noptamm KOMMYTAaTopa, KOTOPble HAaXO4ATCA B O4HOM LUMPOKOBELLATE/IbHOM
AOMeHe.

— Ha kommyTaTopax moxKeT 6bITb CKOHPUrypmposaHo Tpm Tvna PVLAN nopToBs: promiscuous —
MopT, KOTOPbIN cnocobeH OOMeHMBATbCA AaHHbIMW MeXAy AbbiIMU UHTepdelicamu,
BK/Itouasn isolated 1 community-nopTbl PVLAN;

— isolated — nopT, KOTOPbIN NONHOCTLIO M30AMPOBAH OT APYIMX NOPTOB BHYTPU OAHOFO U TOFO
»ke PVLAN, HO He oT promiscuous-noptoB. PVLANbI 6/10KMpyOT Becb TpaduKk, naywmn s
CTOpoHy isolated-noptoB, Kpome TpaduKa CO CTOPOHbI Promiscuous-NOPTOB; NAKEeTbl CO
CTOpOHbI isolated-nopToB MOryT NnepeaaBaTbCA TONbKO B CTOPOHY Promiscuous-nopTos;

— community — rpynna nopTtos, KOTOpble MOryT OOMEHMBATLCA AaHHbIMU Mexay coboi u
promiscuous-nopTamu, 3T UHTepdencobl oTaeneHbl Ha BTOpom yposHe mogenm OSI oT Bcex
oCTasbHbIX community MHTepdelicoB., a TakKe isolated-nopTos BHYTpu PVLAN.

Mpouecc BbINONHEHMA GYHKLUN AONONAHUTENBHOTO pa3aesieHMA NOPTOB C MOMOLLbIO TexHonormm Private
VLAN npegcraBneH Ha pucyHke 34,

Promiscuous ports

Trunk ports

VLAN 100 VLAN 100
Switch A Switch B
' A

- OO0

VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 34 — Mpumep paboTbl TexHonormum Private VLAN
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Bua 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHpUrypaumnm nHtepoeiica Ethernet, nHrepdeiica Vlan,

nHTepdelica rpynnbl NOPTOB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet
te port | hundredgigabitethernet hu port | port-channel group | range ({..}

| vlan vlian id}

console (config-if) #

Tabanua 59 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

switchport mode private-vian
{promiscuous | host}

no switchport mode

3apatb pexkum pabotbl nopta B VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

switchport private-vlan
mapping primary_vlan [add |
remove secondary_vlan]

no switchport private-vlan
mapping

primary_vlan:
(1..4094);
secondary_vlan:
(1..4094)

[Oo6aBuTb (y4anuTb) OCHOBHYO W BTOpocTeneHHble VLAN Ha
promiscuous uHTepdec.
/! Ha opun promiscuous nxtepdeiic Henb3a Ao6asnTb

6onble ogHoM primary vlan.

YAanuTb OCHOBHYO 1 BTopocTeneHHble VLAN.

switchport private-vlan
host-association primary_vlan
secondary_vlan

no switchport private-vlan
host-association

primary_vlan: (1..4094)
secondary_vlan:
(1..4094)

[o6asunTb primary u secondary vlan Ha host nHtepdeiic.
V Ha oauH host uHtepodeiic Henb3a f06aBUTH 60nbLIE

oAHoi secondary vian.
YAanuTb OCHOBHYO 1 BTopocTeneHHble VLAN.

Tabnunua 60 — KomaHapl pexknma KoHoburypaumm nHtepdeica VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BKkntoumTb mexaHu3m Private VLAN v 3agatb TMN uHTepdelica.

OTKNOUNTb MexaHn3m Private VLAN.

private-vlan association [add |
remove]

no private-vlan association

secondary_vlan
(1..4094)

[o6aeuTb (yaanutb) npmeasky BTopocteneHHoin VLAN K OCHOBHO.
HacTpolika npumeHnma TonbKo ans primary VLAN.

YpanuTe npueasky sTopocteneHHol VLAN K OCHOBHOM.

Y

MakcumanbHoe Konnyectso BTopocteneHHbix VLAN — 256.
MakcumanbHoe Konandectso community VLAN, KoTopble MOryT 6biTb aCCOLLMUPOBaHbI €

ogHoi ocHoBHoM VLAN — 8.

5.9.4 Hacmpoiika unmepdeiica IP

IP-uHTEPpdENC co3maéTcs npu HasHavyeHuu IP-agpeca Ha nobo M3 UHTepdelicoB yCTPOICTBa
gigabitethernet, tengigabitethernet, hundredgigabitethernet, oob, port-channel uau vlan.

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHPuUrypaumnm nHtepdelica IP.

console# configure
console (config) # interface ip A.B.C.D
console (config-ip) #
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[aHHbIN peXxnm OCTyneH M3 pexkMma KoOHOUrypaumm M npeaHasHayeH Aaa 3a4aHua napameTpos
KoHuUrypaummn nutepdeiica IP.

Tabnnuya 61 — KomaHapl pexxuma KoHdurypaumm nHtepoeica IP

3HavyeHue/3HayeHue ”
KomaHoa / Aelicmeue
no ymon4aHuro
directed-broadcast BKkntouaeT ¢yHKumio nepesoga IP directed-broadcast nakerta B
CTaHAAPTHbIN LWMPOKOBELLLATENbHbIM MAKET U pa3peluaeT nepegady
-/BbIK/OYEHO o .
yepes BblbpaHHbIN MHTepdeiic.
no directed-broadcast 3anpeuwaeT TpaHcaaymio IP directed-broadcast nakeTos.
helper-address ip_address BkntouaeT nepeaapecaumio wWmpokoselaTenbHbix UDP-nakeTos Ha
onpeaeneHHbI agpec.
ip_address: A.B.C.D - ip_address — |P-agpec Ha3sHauyeHMs, Ha KoTopbli 6yayT
nepeHanpasaATbCA NAKETbI.
no helper-address ip_address OTKNtoYaeT nepeagpecaumio WnpokosewatenbHbix UDP-nakeTos.

[pumepbl 8b1M0AHEHUS KOMAHO

= Bratountb dyHKUMIO directed-broadcast:

console# configure

console (config) #interface PortChannel 1
console (config-if) #ip address 100.0.0.1 /24
console (config-if) #exit

console (config)# interface ip 100.0.0.1
console (config-ip) # directed-broadcast

5.9.5 Selective Q-in-Q

[aHHbIi  GYHKLMOHaAN MoO3BONAET HAa OCHOBE CKOHOUIYpPUpPOBaHHbIX MNpasua GuabTpauum no
Homepam BHyTpeHHUX VLAN (Customer VLAN) npoussoauTtb gobasneHue BHewHero SPVLAN (Service
Provider’s VLAN), nogmeHatb Customer VLAN, a TaKKe 3anpeLLatb NpoxoxKaeHue TpaduKa.

[ns ycTpolicTBa cO34aeTCA CNMCOK NpaBua, Ha OCHOBAaHMK KoToporo byaet o6pabaTbiBaTbCca TpaduK.

KZMGH@IbI pexcuma KoHguaypauyuu uHmepagetlica (QuanasoHa uHmepgelicos) Ethernet u Port-
Channe

Bua 3anpoca KoMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepdeiica KoHPurypaumnu:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet
te port | hundredgigabitethernet hu port | port-channel group | range {..}}
console (config-if) #

Tabnunua 62 — KomaHabl pexxnma KoHdurypauumn nHtepdeiica (amanasoHa nHtepdeliicos) Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda Aelicmeue

selective-qinq list ingress Co3paeT NpaBuJI0, HA OCHOBAHMM KOTOPOFO K BXOAALLEMY NAKeTY

add_vlan vlan_id [ingress_vlan vian_ id: (1..4094) C BHelHen meTKol ingress_vlan_id byaeTt nobasnatbca BTOpas

ingress_vlan_id] ) - meTKa vlan_id. Ecam ingress_vlan_id He yKasbiBaTb — NpaBu/io
ingress_vlan_id: (1..4094)

by[eT NPUMEHATLCA KO BCEM BXOAALLMM NaKeTaM, K KOTOPbIM He

6b17IM NPUMEHEHbI Apyrue Npasua («NpPasuIo Mo YMOAYaHUION).

selective-qingq list ingress deny Co3paeT 3anpelwaroliee nNpasuao, Ha OCHOBAHWM KOTOPOro
[ingress_vlan ingress_vlan_id] . . BXOAALLME NaKeTbl C BHELLHEW MeTKoM Tera ingress_vlan_id 6yayT
ingress_vlan_id: (1..4094) ) .
oTbpacbiBaTbea. Ecam ingress_vlan_id He ykasbiBaeTca — 6yayT
0oTb6pacbIiBaTbCA BCE BXOAALLME NAKETDI.
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selective-qinq list ingress
permit [ingress_vlan

ingress_vlan_id] ingress_vlan_id: (1..4094)

Co3paeT paspeluatollee MNpaBuaO, Ha OCHOBAHWWM KOTOPOFrO
BXOZALLME NAKETbl C BHELIHEN MeTKOM Tera ingress_vlan_id byayt
nepegaBaTbca 6e3 u3meHeHul. Ecnam  ingress_vlan_id He
yKa3sbiBaeTca — byayT nepefasBaTbCa BCe BXoAALME NaKeTbl bes
N3MEHEHUN.

selective-qinq list ingress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3pgaeT npaBu/O, Ha OCHOBAaHMW KOTOPOrO BHELWHAA MeTKa
ingress_vlan_id Bxogawiero naketa byaert 3ameHATbCA Ha vian_id.
Ecnn  ingress_vlan_id He yKasbiBaTb npasuno byaet
NPUMEHATLCA KO BCEM BXOAALLMM NaKeTam.

no selective-qging list ingress

[ingress_vlan vlan_id] vlan_id: (1..4094)

YpanseTr yKasaHHoe npasuno selective qging ana BxoaAwmx
naketos. KomaHaa 6e3 napametpa «ingress vlan» ypanser
NpaBu/Io0 NO YMOAYAHUIO.

selective-ginq list egress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3gaeT npaBW/IO, Ha OCHOBAaHMM KOTOPOro BHELIHAA METKa
ingress_vlan_id ucxopawero naketa 6yaeT 3aMeHATbCA Ha
vlan_id.

no selective-qginq list egress

ingress_vlan vian_id vian_id: (1-4094)

Ypanser cnucok npasua selective ging ans ncxogawmx nakeTos.

KomaHObl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabanua 63 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show selective-ging -

Oto6parkaeT cnucok npasun selective ging.

show selective-qinqg interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

OtobparkaeT cnucok npasun selective ging Ana ykasaHHoro
nopra.

[pumepbl 8bIN0AHEHUS KOMAHO

3ameHATbeA Ha 10.

console# configure

Co3paTtb npaBuna0, Ha OCHOBaHWWM KOTOPOro, BHELWHAA MeETKa BXOAALWEro nakeTa 11 6yp,eT

console (config) # interface tengigabitethernet 1/0/1
console (config-if) # selective-ging list ingress override vlan 10

ingress-vlan 11
console (config-if)# end

5.10 Storm Control gna pasanuHoro Tpaduka (broadcast, multicast, unknown

unicast)

«lTopm» BO3HMKaeT BCAeaCTBME 4Ype3MepHOro KoJmyecTsa broadcast-, multicast-, unknown
unicast-coo6u.|,eHm71, OAHOBpPeEMEHHO NepegaBaemblX MO CETU Yepe3 OAUNH NOPT, YTO NPUBOAUT K NEPErpPy3Ke
pecypcoB ceTu U NOABAEHUIO 3ajepKeK. «LLUITopm» MOXKeT BO3HUKHYTb MPU HAaANYUKN «3aKObLOBAHHbIX»

cermeHToB B ceTu Ethernet.

KommyTaTtop u3mepaeT CKOPOCTb MPUHMMAEMOro LWKWPOKOBeLLaTe/IbHOro, MHOroaapecHoro u
HensBeCTHOro oaHoaapecHoro Tpad)m(a AnAa NopToB C BKAKOYEHHbIM KOHTPOJIEM LLUMPOKOBELLATE/IbHOTO
«wTopma» n OT6paCbIBaeT NaKeTbl, eC/IN CKOPOCTb NpeBbllaeT 3a4aHHOEe MaKCMMa/ibHOe 3Ha4YeHue.
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KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, untepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 64 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps} [trap]
[shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/tOYaEeT KOHTPOIb MHOTOAAPECHOro TpaduKa:

- registered — 3aperncTpupoBaHHOro;

- unregistered — He3aperncTpUpPoBaHHOrO.

- level — 06bem TpadumKa B NpoLLEHTaxX OT NPOMNYCKHOM cnocobHoCTH
MHTepoeica;

- kbps - o6bem TpaduKa.

Mpw 0bHapy»KeHMM MHOoroaapecHoro TpadurKka nHTepdeic moxer
6bITb OTKAtoYeH (shutdown) nnan gobasneHa 3anuck B XKypHan
coobueHui (trap).

BbIK/IlOYAET KOHTPO/Ib MHOFOA4PECcHOro TpaduKa.

storm-control multicast
[registered | unregistered]
{pps pps} [trap] [shutdown]

no storm-control multicast

pps: (125.. 19531250)

BK/ItOYAET KOHTPOIb MHOTOA4PECHOrO TpaduKa:

- registered — 3aperncTpMpoBaHHOrO;

- unregistered — He3aperucTpUPOBaHHOrO.

- pPS — KONNYECTBO NAKETOB B CEKyHAY.

Mpw 06Hapy»KeHUM MHOroaapecHoro TpadurKa nHTepdenc moxet
6bITb OTKAtoYeH (shutdown) nnan nobasneHa 3anunck B XKypHan
coobuieHuii (trap).

BbIKtOYAET KOHTPO/Ib MHOTOAAPECHOTO TPpaduKa.

storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BK/tOYAET KOHTPO/Ib HEM3BECTHOIO O4HOAAPECHOro TpaduKa.

- level — 06bem TpadurKa B NPOLLEHTAX OT NPOMYCKHOM CNocobHOCTH
MHTepdeica;

- kbps — o6bem TpaduKa.

Mpu 06HaPYKEHUM HEU3BECTHOMO OAHOAAPECHOrO TpadUKa
nHTepdeiic moxeT bbiTb oTKAOYeH (shutdown) unu gobasneHa
3anuch B XKypHan coobuieHnit (trap).

BbIK/IlOYaET KOHTPO/Ib O4HOaAPECcHOro TpaduKa.

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/tOYAET KOHTPO/Ib HEM3BECTHOIO OA4HOAAPECHOro TpaduKa.

- PPS — KOJIMYECTBO NaKeTOB B CEKYHAY.

Mpy 0BHapyKEeHUN HEM3BECTHOTO OAHOAAPECHOrO TPpaduKa
nHTepdeiic moxeT bbiTb OTKAOYeH (shutdown) nnu gobasneHa
3anuch B XXypHan coobuieHuit (trap).

BbIKAtOYaeT KOHTPO/Ib OAHOAAPECHOTO TPadUKa.

storm-control broadcast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/tOYaeT KOHTPO/b LIMPOKOBELLATENIbHOTO TpaduKa.

- level — 06bem TpaduKa B NPOLEHTAX OT NPOMYCKHON CNOCOBHOCTH
nHTepdenca;

- kbps — obbem Tpaduka.

Mpu 06Hapy»KeHUM WIMpPOKOBeLLLaTEIbHOrO TpaduKa HTepdeic
MO3KeT bbITb OTKAtoYeH (shutdown) nnn gobasneHa 3anuch B
YKYypHan coobuueHwuii (trap).

BbIKNtOYaeT KOHTPO/Ib LUIMPOKOBELLATENBHOTO Tpad)VIKa.

storm-control broadcast {pps
pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BKAtOYaET KOHTPO/b LIMPOKOBELLATeIbHOro TpaduKa.

- pps — KOAMYECTBO MAKETOB B CEKYHAY.

Mpw 0bHapy»KeHMM WIKpOoKoBeLLaTelbHOro Tpaduka MHTepdenc
MOKeT bbITb OTKAtoYeH (shutdown) nnn gobasneHa 3anuch B
KypHan coobuueHwnii (trap).

BbIK/IlOYaET KOHTPOJIb WMPOKOBELLaTeNbHOro TpaduKa.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 65 — KomaHab! perkmuma EXEC

Komanoa 3Ha4yeHue/3HayeHue Leiicmeue
no ymon4aHuro
show storm-control interface MoKa3biBaeT KOHGUTYPaALMIO GYHKLMN KOHTPOA «LUTOPMa» ANA
[gigabitethernet gi_port | gi_port: (1..8/0/1..24); | yka3saHHOro nopta inbo BCex NopToB.
tengigabitethernet te_port te_port: (1..8/0/1..32);
hundredgigabitethernet | hu_port: (1/0/1..6)
hu_port]

[pumepbl 8b1N0AHEHUS KOMAHO

= BKAOYNTb KOHTPO/Ib LUMPOKOBELLATE/IbHOrO, MHOTOaAPEeCHOro U 0AHOaApecHOro Tpadumka Ha 3-m
nHTepodelice Ethernet. YcTaHOBUTb CKOPOCTb ANR KOHTpoaupyemoro Tpaduka — 5000 K6/c: ana
wupokosewartenbHoro, 30% nonocbl NponycKkaHuAa Ana Bcero MHoroagpecHoro, 70% Aans
HEeN3BeCTHOro O4HOaAPECHOrO.

console# configure

console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if)# storm-control multicast level 30 trap
console (config-if)# storm-control unicast level 70 trap

5.11 I'pynnbl arperauun KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl 06ecneymBaloT NoAAEPKKY rpynn arperauymn KaHanos LAG B KO/IMYECTBE COMIacHO
Tabauue 9 (cTpoKa «Arperauma kaHanos (LAG)»). Kaxagas rpynna nopToB A0/KHA COCTOATb U3 UHTEpdelicoB
Ethernet c oanHakoBoW CKOpPOCTbIO, paboTaloWwmx B AynieKcHOM pexkume. ObbeanHeHWe NOPTOB B rpynny
YBENNYMBAET MNPOMYCKHYID CMNOCOBHOCTb KaHana MeXay B3aMMOAENCTBYIOWMMM YCTPOMUCTBAMMU U
MOBbILLAET OTKA30yCTOMYMBOCTb. [Pynna NopToB ABAAETCA A4/17 KOMMYTAaTOPa OAHUM IOrMUYECKMM NOPTOM.

YCTpOWCTBO NoadeprKMBaeT ABa peXmma paboTbl rpynnbl NOPTOB — CTaTMYECKaA rpynna u rpynna,
paborTatowas no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYHOLIEM pasaene
KOHUrypaumnm.

/’- Ecan ana nnrepdeiica npousseaeHbl HACTPOIiKK, TO AnA Ao6aBaeHUA ero B rpynny cieayet
BEPHYTb HAaCTPOMUKM MO YMONYAHUIO.

[obasneHune MHTepdecoB B rpynny arperauyn KaHaoB AOCTYMHO TOIbKO B peXKMMe KOHoUrypaumm
nHTepdelica Ethernet.

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm nHtepoderica Ethernet:

console (config-if) #
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Tabnunua 66 — KomaHapl pexknma KoHdurypaumm nHtepdeica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuro
channel-group group mode [ob6aBuTb ethernet-uHtepdeiic B rpynny nopTos.
mode group: (1..32); - on — pobaBnTb NOPT B KaHan 6e3 LACP;
mode: (on, auto) - auto — n,o6aBUTb NOPT B KaHan ¢ LACP B pexkume «activer.
no channel-group Ypanutb Ethernet-uHtepdeiic n3 rpynnel nopTos.

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console# configure
console (config) #

Tabnnua 67 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

3Ha4yeHue/3HayeHue
no ymon4yaHuro

KomaHda Aeiicmeue

port-channel load-balance 3agaeT mexaHn3am 6anaHCMpPOBKM HArpy3Ku ANA cTpaterum
{src-dst-mac-ip | src-dst- ECMP 1 ana rpynnbl arpernpoBaHHbIX NOPTOB.

mac | src-dst-ip | src-dst- - src-dst-mac-ip — mexaHu3m 6anaHCMPOBKM OCHOBbIBAETCA
mac-ip-port | dst-mac | Ha MAC-aapece v IP-agpece;

dst-ip | src-mac | src-ip} - src-dst-mac — mexaHun3m 6anaHCUPOBKM OCHOBbLIBAETCA Ha
[mpls-aware] MAC-agpece;

- src-dst-ip — mexaHn3m H6anaHcMpPoBKM OCHOBbLIBAETCA Ha IP-
appece;

- src-dst-mac-ip-port — mexaHu3m 6anaHCMpPOBKU
ocHoBbiBaeTca Ha MAC-aapece, IP-agpece u TCP/UDP-nopre;
- dst-mac — mexaH13m 6anaHCUPOBKM OCHOBLIBAETCA Ha
—/src-dst-mac-ip MAC-agpece nonyyaTens;

- dst-ip — mexaHu3m 6anaHCMpPOBKM OCHOBbIBAETCA Ha IP-
afpece nosnyyatens;

- Src-mac — mexaHu3m 6anaHCMpPOBKM OCHOBbLIBAETCA HA
MAC-agpece oTnpasutens;

- Src-ip — mexaHusm 6anaHCMpPOBKM OCHOBbIBAETCA Ha IP-
afipece oTnpaBuTens;

- mpls-aware — BKatoyeHue napcuHra L3/L4-3aronoskos
naketos ¢ MPLS-meTkamu gna Bcero ycTpoicTea. AKTyasibHO
TO/ILKO C pexxumamm 6anaHcnposkm no L3/L4-3aronoskam
nakera.

no port-channel load-balance B03BpaT K HacTporikam HanaHCMPOBKM HArpy3K1 NO YMONYAHMIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabnunua 68 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda Aelicmeue

show interfaces channel-group
[group]

group: (1..32) MoKasbiBaeT MHPOPMaLMIO NO rpynne KaHanos.
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5.11.1 Cmamuyeckue 2pynnoel azpe2ayuu KaHan08e

dyHKUMen ctaTnyeckux rpynn LAG ssnsetcs o6beanHeHMe HECKObKNX GU3NYECKUX KaHaN0B B OAMH,
YTO NO3BO/IAET YBE/JINYUTb MPOMYCKHYIO CMNOCOOHOCTb KaHasa M MOBbICUTb €0 OTKAa30yCTOMYMBOCTb. Ons
CTaTUYECKUX rPYNn NPUOPUTET UCNO/Ib30BaHMUS KaHanoB B 06beAMHEHHOM MyYKe He 3aJaeTcs.

/" [nsa BknoueHua paboTbl MHTepdeiica B cOCTaBe CTaTUUECKOW rpynnbl UCNOb3yiiTe KOMaHAY
channel-group {group} mode on B pexkume KoHpUrypaunmn cooTeeTCTBYIOLLErO MHTEpdeiica.

5.11.2 NpomokKon azpezayuu KaHanoe LACP

dyHKumen npotokona Link Aggregation Control Protocol (LACP) siBnsietca 06beanHEHNE HECKONbKUX
dU3NYECKMX KaHANoB B OOMH. ArperMpoBaHMe KaHa/loB MCMNONb3YyeTCcA AN YBEAUYEHMS NPOMNYCKHOWM
CNOCOBHOCTM KaHafa M NOBbIWEHUA ero oTkasoyctomumeocTu. LACP nossonsdeT nepegasatb TpaduK no
06begUHEHHbBIM KaHanam B COOTBETCTBUM C 3a4aHHbIMU MPUOPUTETAMU.

V’- Ona BKaoueHua pa6oTbl UHTepdeitica no npotokony LACP wucnonb3yitTe KomaHAay
channel-group {group} mode auto B peume KOHPUrypauuM COOTBETCTBYIOLLErO
uHTepdeiica.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOW CTPOKM pexxnma rnobanbHon KoHbUrypaumm:
console (config) #

Tabnuua 69 — KomaHabl pexnma rnobanbHo KoHOUrypaLmm

3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymon4aHuio
lacp system-priority value YcTaHaBAMBaEeT NPUOPUTET CUCTEMBI.
— value: (1..65535)/1
no lacp system-priority YcTaHaBAMBAET 3HaYEHWE MO YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:
console (config-if)#

Tabnunua 70 — KomaHapl pexknma KoHburypaumm nHtepdeica Ethernet

3HavyeHue/3HayeHue .
KomaHda / Aelicmeue
no ymon4aHuro
lacp timeout {long | short} YcTaHaBAMBAET aAMUHUCTPATMBHBIM TanmayT npoTokona LACP:
Mo ymonyaHuio | o .
- long — anutenbHoe Bpems TailimayTa;
ucnonbsyetca o
- short — masioe Bpems TaiimayTa.
- 3HauyeHue long
no lacp timeout YcTaHaBAMBaeT 3HaYeHWe NO YMOYAHUIO.
lacp port-priority value YcTaHasauBaeT npuopuTeT nHtepdeiica Ethernet.
P port-p .y. value: (1..65535)/1 pvop pé
no lacp port-priority YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.
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KomaHOwbi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 71 — KomaHap! pexkuma EXEC

3HayeHue/3HayeHue
no ymon4aHuo

KomaHoa Aelicmeue

show lacp {gigabitethernet gi_port MokasbiBaeT UWHbopmauMio o npoTokone LACP ana
| tengigabitethernet te_port uHTepdelica Ethernet. Ecnv gononHuUTENbHbIE NAapaMeTpPbl He

| hundredgigabitethernet hu_port gi_port: (1.8/0/1..24); MCnonb3ytoTeA, To byAeT NokasaHa BcA MHGOpMaUus.

te_port: (1..8/0/1..32);

} [parameters | statistics | hu_port: (1/0/1..6) - parameters — NOKa3blBaeT nNapameTpbl HACTPOMKMU
protocol-state] NpOTOKONa;

- statistics — nokasbiBaeT CTaTUCTUKY PaboTbl NPOTOKONA;

- protocol-state — nokasbiBaeT cocTosiHMe paboTbl NPOTOKOA.
show lacp port-channel [group] group: (1..32) Moka3biBaeT MHPopmaumio o npotokone LACP ana rpynnbl

nopToB..

[pumepbl 8bIN0AHEHUS KOMAHO

= Co3pgaTtb nepsyl rpynny noptos, paboTatouwyto no npotokony LACP wu BKaovawolyo aBa
nHtepderica Ethernet — 3 n 4. Ckopoctb paboTbl rpynnsl — 1000 M6ut/c. YcTaHOBUTL npuoputeT
cuctembl — 6, npuoputeTtbl 12 n 13 ana noptos 3 n 4 COOTBETCTBEHHO.

console# configure

console (config) # lacp system-priority 6

console (config) # interface port-channel 1

console (config-if)# speed 10000

console (config-if) # exit

console (config) # interface TengigabitEthernet 1/0/3

console (config-if) # speed 10000

console (config-if) # channel-group 1 mode auto

console (config-if) # lacp port-priority 12

console (config-if) # exit

console (config) # interface TengigabitEthernet 1/0/4

console (config-if) # speed 10000

console (config-if) # channel-group 1 mode auto

console (config-if) # lacp port-priority 13
( ) #

console (config-if exit

5.11.3 Hacmpoiika mexHonozauu Multi-Switch Link Aggregation Group (MLAG)

Kak un LAG, BupTyanbHble LAG no3BonstoT 06begMHUTL O4HY UM HecKonbKo Ethernet-nuHnin gns
yBe/IMYEHMA CKOPOCTM M obecneyeHna oTKasoycTtoiumocT. MLAG Tak ke usBecTHa Kak VPC (Virtual
port-channel). Mpu o06blMHOM LAG arperMpoBaHHble JIMHUW [O/MKHbI 6bITb Ha OgHOM ¢U3NYEecKom
ycTpoucTee, B cay4ae e ¢ VPC arperMpoBaHHble IMHUW HAaX0AATCA Ha Pa3HbIX GU3NYECKUX YCTPOICTBAX.
®yHKuMA VPC no3sondeT coeAnHUTDL ABa PU3MYECKMX YCTPONCTBA B O4HO BUPTYasbHOE.

/ Mpun HacTpoiike VPC Ha 0A4HOPaHroBbiX KOMMYTaTOpPax A0/KHa 6bITb 0AMHAKOBasA Bepcus
nporpammHoro obecneuyeHus.

V VPC Port-Channel KOHTpoANPYIOTCA TONILKO KOMMYTAaTOPOM C POJblO Primary, KommyTatop
Secondary ucnonb3syet HacTpoiku Primary.
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KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHOM KoOHOUrypaumm:
console (confiqg) #

Tabnnua 72 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

vpc domain domain_id

no vpc domain domain_id

domain_id: (1..255)

Cospaet VPC-gomeH.
Ha oaHOMm ycTpoiicTBe MoXKeT 6biTb CO34aH TO/bKO
V oauH aomeH VPC. Ha napHbIX yCTPOMUCTBAX A0/MKEH
6bITb 0gMHaKOBbIN VPC-g0MeH.

Yaanaet VPC-goMeH ¢ ycTponcTsa.

vpc group group_id

no vpc group group_id

group_id: (1..63)

Cospgaer VPC-rpynny. [na Ka»XAoro arperMpoBaHHOro
WHTepderica fo/KHa bbITb co3gaHa oTaenbHaa VPC-rpynna.
Ha napHbix ycTpovictBax Homepa VPC-rpynn  Ao0/XKHbI
coBMagath.

CymmapHoe Konuyectso VPC-rpynn He moxet
V npesbICUTb 48.

Ypansaet VPC-rpynny c ycTpolicTBa.

vpc

no vpc

—/BbIK/IOYEHO

BkntoyaeT pexxum VPC. Ucnonb3lyeTtca nocne KoHoUrypaumm
VPC.

Bbikntoyaet pexxkum VPC.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bua 3anpoca KOMaHAHOW CTPOKM perkmma KoHourypaumm VPC:

console (config) # vpe domain domain id
console (config-vpcdomain) #

Tabnnua 73 — KomaHabl pexkmma KoHourypaumm VPC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

peer link group

no peer link

group: (1..48)

HasHauvaet Port-Channel B kauectse peer-link.

MUckntouaet Port-Channel us yyactua s VPC.

peer detection

no peer detection

— /BbIK/OYEHO

Bkntoyaet peer detection protocol.
Peer-detection — p[0NONHUTENbHbI MeXaHU3M,
V obecneunBaowmii - pyHKuMoHuposaHme VPC B
cnyyae obpbiBa peer-link. Moatomy 3anpeuaerca
ucnonb3zosaHue peer-link ana  opraHusauum
uHTepdodeiica peer-detection.

BbikntoyaeT peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3apaeT WHTEpBan OTNPaBKM coobueHuii peer detection
protocol.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIo.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3apaTtb Bpema 0XKuAaHua oteeTa peer detection protocol.

YcTaHaBAMBaeT 3HaYeHUe o YMONYaHUIO.
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peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port] udp_port:

(1..65535)/50000

HacTtpansaeTr IP-agpec nonydatena naketos, [P-agpec
oTtnpasuTena u UDP nopt gna peer detection protocol.

no peer detection ipaddr

YcTaHaBAMBaET 3HauYeHWe No YMONYaHUIO.

peer keepalive

BkntouaeT cnyxby keepalive.

no peer keepalive

BbikntovaeT cnyxby keepalive.

peer keepalive timeout sec

3ajaTb BpemA OXMAAHMA OTBETa Ha 3anpoc LLeS0CTHOCTU
peer-link.

sec: (2..15)/5
no peer keepalive timeout

YcTaHaBAMBaeT 3HaYeHne No YMOAYaHUIO.

role priority value value: (1..255)/100

YcTaHaBAMBaeT NpUOPUTET YCTPOMCTBA. YCTPOMCTBO
MeHbLUMM 3HayeHnem byaeTt HazHavyeHo Primary.

C

no role priority

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

system mac-addr
mac_address

YctaHaBnmeaer MAC-agpec cuctembl ana otnpaskun B8 VPC
nopTbl.

no system mac-addr

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

system priority value
value: (1..65535)/32767

YcTaHaBAMBaeT NpuopuTeT cuctembl ana otnpaskm 8 VPC
nopTbl. JonxkeH 6bITb 0ANHAKOBbIN Ha 060MX YCTPOMCTBAX.

no system

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bua 3anpoca KOMaHAHOW CTPOKM perkmma KoHourypaumm VPC-group:

console (config) # vpe group group-id
console (config-group) #

Tabnunua 74 — KomaHabl pexkmma KoHourypaumm VPC

3Ha4yeHue/3HayeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

domain domain_id

YcraHasnusaet VPC-group uneHom VPC-gomeHa.

domain_id: (1..255)
no domain domain_id

Uckntouvaet VPC-group u3s VPC-gomeHa.

vpc-port group

[Lob6asnset Port-Channel 8 VPC-rpynny.

2(1..
no vpc-port group group: (1..48)

MUckntouaet Port-Channel us VPC-rpynnbi.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 75 — KomaHabl pexkuma EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show vpc

OTobparkaeT uHGopmaumto o KoHourypauum VPC.

show vpc group id

OTobparkaeT MHPopMauuto o Tekylem coctosiHum VPC Group id.

show vpc peer-detection

OTobparkaeT cocToaHue cnyKbbl peer detection protocol.

show vpc role

OTobparkaeT MHGOPMALUIO O POSIU YCTPOICTBA.

show vpc statistics peer {
keepalive | link | detection}

OTo6parkaeT coCTOAHME CHETUMKOB CNy»K6bl VPC.
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5.12 Hactpoiika IPv4-agpecauumn

B gaHHOM pasgene onucaHbl KOMaHAblI A5 HAaCTPOMKWM CTaTUYECKUX napameTtpos IP-agpecauun,
TaKMX Kak IP-agpec, macka noaceTu, W03 N0 ymon4aHuio. Hactpoiika npotokonos DNS un ARP onucaHa B

COOTBETCTBYIOLLNX pa3aeniax AoKYMeHTauum.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica Ethernet, uHmepdgelica epynnsl nopmos, VLAN,

Loopback

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, uHtepdelica
rpynnbl nopTtos, uHTepdeiica VLAN, uutepdeiica Loopback.

console (config-if) #

Tabnunua 76 — KomaHapl pexknma KoHourypaumm nHtepdeinca

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHda

Aelicmeue

ip address ip_address {mask |
prefix_length}

prefix_length: (8..32)

no ip address [/P_address]

HasHaueHne 3asaHHOMY WHTepdeicy
noaceTu.
3HaueHMe Macku MoKeT 6biTb 3anucaHo naubo B
dopmate X.X.X.X, nm6o B ¢opmate /N, rae N -
KONMYECTBO eAMHUL, B [ABOMUHOM MpeacTaBAeHUM
MacKm.

IP-agpeca M Mmacku

Ypanenwue IP-agpeca nHtepdeiica.

ip address dhcp

no ip address dhcp

MonyyeHue IP-agpeca Ans HacTpaMBaemoro WHTepodelica ot
DHCP-cepsepa.
V He ucnonbsyetca ana loopback—-uHrtepdeiica.

3anpeT ncnonb3oBaHMA npotokona DHCP pns nonyyeHma |IP-
appeca BbIbpaHHbIM UHTepdeicom.

ip unnumbered {vlan vian_id |

loopback loop-back_id} vian_id:

(1..4094);loopback_id: (1)

no ip unnumbered

PaspeluaeT KoHPUrypupyemomy mHTepdeicy sammcreosatb IP-
appeca VLAN n Loopback-nHtepodeiica.

OTKAtoYaeT GYHKLUMIO 3aMMCTBOBaHNA agpeca.

ip icmp unreachables
disable

no ip icmp unreachables
disable

-/BKNIOYEHO

BbikntoueHue oTnpasku icmp unreachable.

BkntoyeHune otnpasku icmp unreachable.

KomaHObI pexcuma 2n0banabHol KoOHu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKK B pexume rnobanbHoi KoHGUrypaumuu:

console (config) #

Tabnunua 77 — KomaHabl perkmnma rnobanbHom KoHGUrypauum

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

ip default-gateway ip_address -/WAt03 N0 YyMONYAHWIO

3apaet anAa KOMMYTATOpa agpec Wwa3a no ymon4yaHuto.

no ip default-gateway He 3a4aH

Ypanaet Ha3HaYeHHbIN ajpec Wwn3a no yMOHaHUIO.
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ip helper-address
{ip_interface | all} ip_address
[udp_port_list]

no ip helper-address
{ip_interface | all} ip_address

-/BbIK/IIOYEHO

Bkntoyaet nepeagpecaumio wWnpokoseluatenbHolx UDP-nakeToB
Ha onpeaeneHHbIN aapec.

- ip_interface — IP-agpec nHTepdeica, aa KOTOPOro BbINOJHAETCA
HaCTpOMiKa;

- all - no3Bonset BbIbpPaTh BCe IP-uHTEPdElich YCTPONCTBA;

- ip_address — |IP-agpec HazHayYeHun, Ha KOTopbI byayT
nepeHanpasnATbcA nakeTbl. 3HadyeHme 0.0.0.0 oTkAtoYaeT
nepeagpecauuio;

- udp_port_list — cnnucok noptos UDP. LLInpoKoBeLlaTenbHbIn
TpaduK, HaNpaBAEHHbIM Ha NepeYncneHHble B CUCKe NOPThI,
noasepraetca nepeagpecauun. MakcumanbHoe obliee
KO/IMYEeCTBO NOPTOB M A PECOB Ha YCTPOMCTBO - 128.

OTMeHsAeT NepeaspecaLmio Ha 3afaHHbIX UHTepdericax.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnunua 78 — KomaHabl perknma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

clear host {* | word}

word: (1..158) cumBosios

Ypanaetr u3 namaTU nony4veHHble no npoTtokony DHCP 3anucu
COOTBETCTBUI UMeH NHTepdelicos n nx IP-agpecos.
* — y[anUTb BCe COOTBETCTBUA.

renew dhcp {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | vlanvian_id |
port-channel group | oob}
[force-autoconfig]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)
vlan_id: (1..4094)

OtnpasnseT 3anpoc kK DHCP-cepsepy Ha o6HoBNeHMe IP-agpeca.
- force-autoconfig — npu ob6HoBNEeHUW IP-appeca 3arpyrkaerca
KOHPuUrypauma c TFTP-cepsepa.

show ip helper-address

OTobparkaeT Tabnvuy nepeagpecauuu LWMPOKOBELLATENbHbIX
UDP-nakeToB.

show ip unnumbered interface
[vlan vian_id]

vlan_id: (1..4094)

MokasbiBaeT KoHdurypauumto ip unnumbered ana ykasaHHoro
nHTepoerica.

KomaHOowbl pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKM B pexxume Exec:

console>

Tabnunua 79 — KomaHab! pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show ip interface [vrf
vrf_name | all} |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vlan
vlan_id | tunnel tunnel | oob]

vrf_name: (1..32)
CUMBOAA;
te_port: (1..8/0/1..32);
group: (1..32);
hu_port: (1/0/1..6);
loopback_id : (1...64);
tunnel: (1..16);
vlan_id: (1..4094)

MokasbiBaeT KoHbUrypauuio IP-agpecaumn Ana  yKasaHHOroO
nHTepoerica unm obaacTm BupTyanbHo mapwpytmsauun (VRF).
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5.13 Hactpoiika Green Ethernet

Green Ethernet — TexHonoOrMA, NO3BONAIOLLAA CHU3UTL 3HepronoTpebneHne ycTpomcTea 3a cyeT
OTK/IIOYEHMA MUTAHUA AN HEAKTUBHbIX 3/EKTPUYECKMUX MOPTOB U U3IMEHEHUA YPOBHA MepenasBaemoro
CUrHana B 3aBMCMMOCTU OT A/IMHbI Kabens.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHUrypauum:
console (config) #

Tabanua 80 — KomaHab! perkmma rnobanbHom KOHGUrypaumm

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
Mo yMmoan4YaHuo
green-ethernet energy-detect BK/itoyaeT aHeprocbeperatoLmin peskum 41a HEaKTUBHbIX MOPTOB.
no green-ethernet -/BbIK/IOYEH OTKAtoYaeT 3sHeprocbeperalowmii PeKMM AiA  HEeaKTUBHbIX
energy-detect nopTos.
green-ethernet short-reach BkntoyaeT aHeprocbeperatowmii pexxum a1a nopTos, K KOTOPbIM
MOAKIOYAIOTCA YCTPOWCTBA C AJ/IMHOWM Kabensa NoAKAoYeHMA
MeHbLLEe MOPOroBOro 3Ha4YeHus, YCTaHaBAMBAEMOrO C MOMOLLbIO
-/BbIKNIOYEH
KomaHzbl green-ethernet short-reach threshold.
no green-ethernet short-reach OTKAtoYaeT sHeprocbeperatoLwmnii pexMM Ha OCHOBaHWUMU AJIMHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:
console (config-if) #

Tabanua 81 — KomaHabl pexkuma KoHourypaumm uHtepoeica Ethernet

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no ymoa4aHuro

green-ethernet energy-detect BKkntouaeT sHeprocbeperatowmii pexxmum ans nHtepdeliica.
no green-ethernet -/Brntoqen OTKANtOYaeT sHeprocbeperatowmin pexxum gna nHtepdeica.
energy-detect
green-ethernet short-reach BkntoyaeT aHeprocbeperatowmii pexXMm Ha OCHOBAHWW AJIUHbI

Kabens.

-/BkatoyeH —

no green-ethernet short-reach OTKAtoYaeT aHeprocbeperatomin pexxMm Ha OCHOBAHMM AJIUHbI

Kabens.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPOKK B pexxume Privileged EXEC:

console#
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Tabnunua 82 — KomaHapl pexknma Privileged EXEC

Komanda 3HaveHue/3HavyeHue Neiicmeue
no ymoa4YaHuro
show green-ethernet OTOb6parkaeT CTaTUCTUKY green-ethernet.
[gigabitethernet gi_port | gi_port: (1..8/0/1..24);
tengigabitethernet te_port | te_port: (1..8/0/1..32);
hundredgigabitethernet hu_port: (1/0/1..6)
hu_port | detailed]
green-ethernet power-meter CHpacbiBaeT CHETUMK U3MEPUTENA MOLLLHOCTH.
reset

[pumepbl 8b1M0AHEHUS KOMAHO

=  OT06pasuTb CTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Disable Port LEDs mode: Disabled

Power Savings: 0% (0.00W out of maximum 0.00W)
Cumulative Energy Saved: 0 [Watt*Hour]

* Estimated Annual Power saving: NA [Watt*Hour]
Short-Reach cable length threshold: 50m

* Annual estimate is based on the saving during the previous week
NA - information for previous week is not available

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off Unknown on off off NP

tel/0/3 on off LT on off off LT

tel/0/4 on off LT on off off LT

tel/0/5 on off LT on off off LT

tel/0/6 on off LT on off off LT

tel/0/7 on off LT on off off LT

tel/0/8 on off LT on off off LT

tel/0/9 on off LT on off off LT

tel/0/10 on off LT on off off LT

tel/0/11 on off LT on off off LT

tel/0/12 on off LT on off off LT
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5.14 Hactpoiika IPv6-agpecauum

5.14.1 Npomokon IPv6

KommyTtatopbl noagep»ueatoT paboTy no npotokoay IPv6. MNMoaaeprkka IPv6 ABnseTca BarKHbIM
LOCTOMHCTBOM, MOCKONIbKY NpOTOKOAN |IPv6 npu3BaH, B NepcneKkTuse, NOJAHOCTbIO 3aMeHUTb ajgpecauumto
npoTtokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTokon IPv6 nmeet paclumpeHHoe agpecHoe NpoCcTpaHCcTBo — 128
6uTt Bmecto 32. Aapec IPv6 npeactasnnet coboit 8 6,10K0B, pas3aeneHHbIX ABOETOUYMEM, B KaXKaoM 610Ke
16 61T, 3aNMCaHHbIX B BUAE YeTblpex LWeCcTHaALuaTePUYHbIX Yncen.

MoMMMO yBeNMYEHMA aApPecHOro NPOCTPaHCTBa MPOTOKOA IPV6 MMeeT MepapXUyeckylo cxemy
agpecauun, obecneuymBaer arperauuio MapLUpyTOB, ynpouwaer Tabauuy MaplupyTU3aummu, npu 3TOm
3¢pPeKTUBHOCTL PaboTbl MapLLPYTM3aTOPa NOBbLILLAETCA 33 CHET MEXaHM3Ma ODHapy»KeHUA coceHNX Y3/108.

NoKkanbHble agpeca IPv6 (IPv6Z) B KommyTaTope HasHayaloTca WHTepdeiicam, nosTomy npu
Mcnonb3oBaHUK IPv6Z-agpecoB B CMHTAKCUCE KOMaHA, UCNoib3yeTca cieaytowmii dopmar:

<ipv6-link-local-address>%<interface-name>
roe:
interface-name — uma nHTepdeica:
interface-name = vlan<integer> | ch<integer> | <physical-port-name>
integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1]2|3|4|5|6|7|8]9
physical-port-name = tengigabitethernet (1..8/0/1..32)

V’- Ecnn 3HaueHuMe rpynnbl AN HECKONbKUX TPynn nNoapap B agpece nportokona IPv6 paBHO
Hyato — 0000, To AaHHbIe rpynmnbl MOFyT 6bITb ONYLLEHDI.
Hanpumep, agpec FE40:0000:0000:0000:0000:0000:AD21:FE43 moKeT 6biTb COKpaLLeH A0
FE40::AD21:FE43. CoKpalieHuio He MmoryT 6biTb NoaBeprHyTbl 2 pasgenieHHble HyneBble
rpynnbl U3-3a BOSHUKHOBEHUA HEOAHO3HAYHOCTM.

V‘ EUI-64 — 310 ngeHtudumKaTop, co3aaHHbin Ha 6a3e MAC-aapeca uHTepdeinca, ABAAOWMUACA
64 mnagwummu 6utamu IPvb-agpeca. MAC-agpec pasbuBaeTtca Ha gse yactu no 24 6ura,
MeXKay KoTopbimu ao6asnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rnobanbHon KoHduUrypauuu:
console (config) #

Tabnnuya 83 — KomaHab! perkmma rnobanbHoM KOHGUrypauum

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuro
ipv6 default-gateway 3apaeT 3HayeHWe JIOKanbHOro agpeca IPv6-wnio3a no
ipv6_address YMOYAHMIO.
no ipv6 default-gateway Ypanaer HacTpolKku IPv6-1wnt03a No yMon4YaHuio.

ipv6_address

Cospaet cratuyeckoe cooTeetctBue mexay MAC-agpecom
cocefiHero ycTpoincTsa 1 ero IPvb-agpecom.

- ipv6_address — IPv6-agpec;

- mac_address — MAC-agpec.

ipv6 neighbor ipv6_address {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id} mac_address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..12);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)
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no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

YpanseT cTaTMyeckoe cooTeeTcTBue Mexay MAC-agpecom
cocefiHero ycTpoicTea u ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3apaeT orpaHuyeHne ckopoctn ana ICMPv6-coobuweHuii 06
olInbKax.

YcTaHaBAMBAET 3HAYeHUE No YMO4YaHUIO.

ipv6 route prefix/prefix_length
{gateway} [metric]

no ipv6 route
prefix/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1

[ob6aBneHue cTaTmyeckoro mapuwpyTa IPvé

- prefix — ceTb Ha3HayeHus;

- prefix_length — npedurKc macku ceTu (KoiM4ecTBo eanHuL, B Ma-
cKe);

- gateway — W03 ANA AOCTYNA K CETU Ha3HaYeHus;

YaaneHwe ctaTnyeckoro mapuupyta IPv6.

ipv6 unicast-routing

no ipv6 unicast-routing

-/BbIK/IIOYEHO

BkatoyaeT nepeHanpasaeHne ogHOaLPECHbIX MAaKeTOoB..

OTKAtoYaeT nepeHanpasaeHne 04HOALPECHbIX MAKeTOB.

KomaHObI pexcuma KoHgpuaypayuu uHmepaetica (VLAN, Ethernet, Port-Channel)

Bupg 3anpoca KOMaHAHOM CTPOKU perKMmMa KOHOUrypauum nHtepdenca:

console

(config-if) #

Tabnnua 84 — KomaHapl pexknma KoHourypaumm nHtepdeiica (Ethernet, VLAN, Port-channel)

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ipv6 enable

no ipv6 enable

-/BbIK/OYEHO

BkntouaeT noaaep:kky IPv6 Ha uHtepdelice.

OTKAtoYaeT noaaepKky IPv6 Ha nHTepdeiice.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymon4yaHuio
aBTOMaTUyecKas
KOHOUrypaumsa
BK/IIOYEHa, ajgpeca He
Ha3HayeHbl.

BKntoueHMe aBTOMATMYeCcKon KoHdurypauuu IPv6-agpecoB Ha
uHTepderice. Aapeca HacTpauMBaloTCA B  3aBUCMMOCTM  OT
npeduKcoB, KoTopble MoOJydYeHbl B coobuweHusax «Router
Advertisement».

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ipv6 address
ipv6_address/prefix_length
link-local

no ipv6 address
[ipv6_address/prefix-length
link-local]

Mo ymon4yaHuio
3HaYeHue IOKaIbHOro
aapeca: (FE80::EUI64)

3apaeT NoKanbHbIM IPv6-agpec uHTepdelica. Crapwune 6uUThI
NokKanbHbIX IP-agpecos B IPv6 — FE8O::

Ypanaer noKanbHbll IPv6-agpec.

ipvé nd dad attempts
attempts_number

3apaeT Ko/MYecTBO COObLWEHMI-TpeboBaHUI, nepesaBaemblx
MHTepdencom B3aMMOAENCTBYIOWEMY YCTPOUCTBY B C/yyae

(0..600)/1 ob6HapykeHuna aybankaumm (Konnmsmm) IPve-agpeca.

no ipv6 nd dad attempts Bo3BpalyaeT 3HauYeHne No YMOYaHUIO.

ipv6 unreachables BkntoueHne ICMPV6 coobuieHnini 0 HeAOCTUKMMOCTM agpecaTta
-/enabled npv nepegaye NakeToB Ha onpeaeneHHbIn nHTepdeinc.

no ipv6 unreachables

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

ipvé mld version version

no ipvé mld version

version: (1..2)/2

OnpegeneHue Bepcun npotokona MLD ans nxtepdelica.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTpoKK perkmma Privileged EXEC:

console#
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Tabnuua 85 — KomaHapl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

show ipv6 neighbors
{ipv6_address |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
group: (1..32);
hu_port: (1/0/1..6);
vlan_id: (1..4094)

MokasbiBaeT MHOPMauuto o cocegHux IPvb-ycTpolicTBax,
cofeprKallytocs B Kalle.

clear ipv6 neighbors

OuuLLaeT Kal, coaepKalimii MHGOPMaLUIo O COCeaHUX
ycTpoiicTBax, paboTatowmx no npotokony IPv6. UHdopmaums o
CTaTUYECKMX 3aMUCAX COXpaHAETCA.

KomaHObl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabanua 86 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)

MoKa3blBaeT HaCTPOMKK
nHTepodelica.

npotokona IPv6 panA yKasaHHoOro

show ipv6 route [summary |
local | connected | static |
ospf | icmp | nd |
ipv6_address/ipv6_prefix |
interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
group: (1..32); hu_port:
(1/0/1..6);
vlan_id: (1..4094)

MokasblBaeT Tabanuy IPv6-mapLupyTos.

5.15 HacTtpo#Ka npoTokonos

5.15.1 Hacmpoiika npomokona DNS — cucmembl 0OMeHHbIX UMeH

OcHoBHoW 3agayert npoTokosia DNS aBnsetcs onpegenenune IP-agpeca ysna cety (xocTta) no 3anpocy,
cofepkawemy ero gomeHHoe MmA. basa [aHHbIX COOTBETCTBMA [AOMEHHbIX WUMEH Y3/10B CeTU U
cooTBeTCcTBYOWMX UM IP-agpecos Begetca Ha DNS-cepsepax.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKK B pexume rnobanbHOM KoHdUrypaumm:

console (config) #
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Tabnunua 87 — KomaHabl perkrma rnobanbHoM KoOHGUrypauum

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
no ymon4aHuro
ip domain lookup PaspewaeT ncnonbsosaHne npotokona DNS.
- - -/BKOYEHO
no ip domain lookup 3anpelaeTt ucnonb3osaHue npotokosaa DNS.
ip name-server Onpegenser IPv4/IPv6-aapeca gis goctynHbix DNS-cepsepos.
{serverl_ipv4 address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]
no ip name-server Ypanaet IP-agpec DNS-cepsepa M3 CnMcKa AOCTYMHbIX.
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]
ip domain name name Onpepenser AOMEHHOe MMA MO YMONYaHUIO, KoTopoe byaer
MCMNONb30BaTbCA NPOrPaMMON, A1A AONONHEHUA HENPaBUIbHbIX
name: (1..158) AOMEHHbIX UMEH (LOMEHHbIX UMeH 6e3 ToYKM). Ona LOMEHHbIX
CMMBONOB MMeH 6e3 TOYKM B KOHel, meHu byaeT A06aBNATbCA TOYKA U
YKa3aHHOe B KOMaHe AOMEHHOE UMA.
no ip domain name Yaanaet goMeHHOe UMSA N0 YMONYaHUIO.
ip host name address1 Onpepenset cTaTUYECKUE COOTBETCTBUS MMEH y3ioB cetu IP-
[address2 ... address4] agpecam, f[obaBnAeT YCTAaHOB/NEHHOE COOTBETCTBME B K3LU.
name: (1..158) ®PyHKuMA nokanbHoro DNS. MoxHo onpegenvTts Ao Bocbmu |IP-
CUMBO/10B afpecoB Ha O4HO UMA.
no ip host name Ypanser craTMYeckue COOTBETCTBMA WMMeH Y3108 cetn |P-
afpecam.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabnuua 88 — KomaHabl pexunma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
clear host {name | *} name: (1..158) Yaansaer 3anucb COOTBETCTBMA MMEHM y3na ceTu IP-agpecy Kawa
CMMBO/0OB nmbo Bce 3anucu (*).
show hosts [name] OTtobparkaeT AOMEHHOE MMA NO YMOA4YaHuto, cnucok DNS-
name: (1..158) CepBepoB, CTaTUYECKME U K3LWMPOBAHHbIE COOTBETCTBUA MMEH
CMBOOB y3n0B cetu 1 IP-agpecos.
MpKM MCNONb30BaHMM B KOMaHAE MMEHM y3/1a ceTu, oTobparkaeTcs
cooTBeTcTBYIOWMIN emy IP-agpec.

[Tpumepbl UCNoA6308aHUA KOMAHO

Mcnonb3osatb DNS-cepsepa no agpecam 192.168.16.35 1 192.168.16.38, ycTaHOBUTL AOMEHHOE UMA
Mo YMOJIYAHMIO — mes:

console# configure
console (config)# ip name-server 192.168.16.35 192.168.16.38
console (config)# ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBME: Y3 CETU C UMeHeM eltex.mes nmeet IP-agpec
192.168.16.39:

console# configure
console (config)# ip host eltex.mes 192.168.16.39
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5.15.2 Hacmpoiika npomokona ARP

ARP (Address Resolution Protocol — npoTokon paspelieHus aApecoB) — NPOTOKOA KaHa/bHOro
YPOBHA, BbINOAHAKOWMIN PyHKUMIO onpegeneHma MAC-agpeca Ha OCHOBAaHMM COAepPrKaLLLerocs B 3anpoce

IP-agpeca.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUme r106anbHON KOHPUrypaumm:

console (config) #

Tabanua 89 — KomaHab! perkmma rnobanbHom KOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

arp ip_address hw_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet

vlan vian_id | oob]

hu_port | port-channel group |

no arp ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet

vlan vian_id | oob]

hu_port | port-channel group |

dopmart ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)

[obasnaet cratuuyeckyr 3anucb cootseTcTeusa IP- n MAC-
appecos B Tabanuy ARP ans ykasaHHOro B KomaHae nHtepdeiica.
- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanaet ctaTMyecKyto 3anucb cootsetctema IP- 1 MAC-agpecos
13 Tabaunubl ARP ansa ykazaHHoOro B KomaHae uHtepdelica.

mac-address mac_addres

no anycast-gateway mac-
address

arp timeout sec sec: HacTpanBaet Bpems XW3HM AUMHAMUYECKUX 3anuceit B Tabauue
(1..40000000)/60000 ARP (cek).

no arp timeout ceK YcTaHaBAMBAET 3HAYEHME MO YMONYAHMUIO.

ip arp proxy disable OTKNlOYaeT pexum  npokcuposaHua  ARP-3anpocoB  AnA
. KOMMyTaTopa.

- - -/OTKNIOUEH
no ip arp proxy disable Bkntouaetr  pexxum  npokcuposBaHua  ARP-zanpocoB  anA
KOMMyTaTopa.
anycast-gateway 3agaet BuUpTyanbHbli  MAC-agpec, KOTOpbIM 3ameHsAeT

dopmat mac_address:
H.H.H nan H:H:H:H:H:H
nnn H-H-H-H-H-H /
BMPTYyanbHbIi MAC-
afpec He 3ajaH

6asoBbli  MAC-agpec KommyTaTopa B ucxogawmx ARP-
nakeTtax.
- mac_address — MAC-agpec.

B KauectBe BuptyanbHoro MAC-agpeca Henb3A

V ucnonb3oBatb cneayrowmne MAC-agpeca: multicast,
broadcast, VRRP MAC, 6asoBbii MAC-appec
KommyTaTtopa, 6asoBbii MAC-agpec KaKoro-nmb6o
IOHUTA U3 CTeKa.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KomMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#

Tabnnua 90 — KomaHabl perknma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymoa4aHuro

Aelicmeue

clear arp-cache

Ypansaer sce AvHamuyeckue 3anucu n3 ARP-tabaunubl (KomaHaa
[AOCTYyMNHA TONbKO A8 NPUBUAETMPOBAHHOMO No/b3oBaTens).
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show arp [ip-address dopmar ip_address: MokasbiBaeT 3anucu ARP-Tabnvubl: Bce 3anvcu, ¢unbtp no IP-
ip_address] [mac-address A.B.C.D agpecy; ounbTp no MAC-agpecy; duabTp no nHtepdelicy.
mac_addres] [gigabitethernet dopmaT mac_address: | - ip_address — IP-appec;
gi_port | tengigabitethernet H.H.H van H:H:H:H:H:H | - mac_address — MAC-agpec.
te_port | unn H-H-H-H-H-H;
hundredgigabitethernet gi_port: (1..8/0/1..24);
hu_port | port-channel group | te_port: (1..8/0/1..32);
oob] hu_port: (1/0/1..6);
group: (1..32)
show arp configuration MokasbiBaeT rnobanbHyto KoHourypaumo ARP n KoHoUrypaumio
) ARP gns nntepdelicos.
show ip anycast-gateway - MoKasbiBaeT KOHbUrypaumio anycast gateway.

KomaHObI pexcuma KoHguaypayuu uHmepgelica

Bua 3anpoca KoMaHAHOM CTPOKK B pexume interface configuration:
console (config-if)#

Tabanua 91 — KomaHabl perknma nHtepdeiica Ethernet, rpynnel nntepdeiicos nHtepdeiica VLAN

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymon4yaHuro

ip proxy-arp Bkntouaer peXmm NPOKCUPOBAHMUA ARP-3anpocos Ha

HacTpanBaemom MHTepodeiice.
- -/BKOYEHO

no ip proxy-arp OTKAtovaeT pexmm NPOKCMPOBaAHUA ARP-3anpocos Ha
HacTpanBaemom MHTepodeiice.

anycast-gateway BkntoyaeT onumto anycast gateway Ha nHTepdeiice. B ncxoaaimx

ARP-nakeTtax 6a3oBbiit MAC-agpec KommyTaTopa 3amMeHseTca Ha

BUpTYyanbHbin MAC-agpec.

-/Bbikni0HEHO V BuptyanbHbiii MAC-agpec goneH 6biTb 3a4aH KOMaHA0M
anycast-gateway mac-address.

no anycast-gateway YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

[pumepbl UC016308AHUA KOMAHO

[Job6aBuTb cTaTUyeckyto 3anucb B ARP-Tabaunuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTAHOBMUTb BPEMS KU3HU AMHAMUYecKux 3anuceit B ARP-Tabaunue — 12000 ceKyHA;:

console# configure

console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet
1/0/2

console (config)# arp timeout 12000

= [lokasaTtb coaeprkmumoe ARP-Tabanubl:

console# show arp

vlan 1 te0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.15.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaumun. NMpoTokon nossonsiet
pacnpocTpaHntb no cetn maeHtuédukatopbl VLAN. OcHoBHOM ¢yHKUMel npoTokona GVRP sBnsetcs
obHapykeHue nHpopmaumm ob otcyTcTBytowmMx B 6ase AaHHbIx KommyTaTopa VLAN-ceTAX Npu NoayYeHuu
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coobuweHnit GVRP. Moayumns nHpopmauuto o6 otcytcreytowmx VLAN, kommyTtaTtop AobaBnseT ee B CBOIO
6a3y AaHHbIX.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:
console (config) #

Tabnnua 92 — KomaHab! perknma rnobanbHoM KoOHPUrypauum

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no ymoa4aHuro
gvrp enable / BkntoyaeT ncnonbsosaHune npotokona GVRP-kommyTaTopom.
-/BbIK/IIOYEH
no gvrp enable BbikntoyaeT ncnonb3oBaHme NpoTokona GVRP-kommyTaTtopom.

KOMGHabIU pexuma KoHguaypayuu uHmepgetlica (duana3oHa uHmepgelicog) Ethernet,
uHmepdelica 2pynmnsl MOPMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | hundredgigabitethernet hu port | port-channel group}

console (config-if) #

Tabnnua 93 — KomaHabl perkmma KoHourypaumm nHtepdeiica Ethernet, rpynnel HTepdeiicos

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymon4yaHuro
gvrp enable BkntoyaeTt ncnonb3osaHue npoTtokosa GVRP Ha HacTpansaemom
nHTEpdelice.
-/BbIKAOYEH
no gvrp enable BbikntoyaeT ncnonbsoBaHme npotokona GVRP Ha HacTpansaemom
nHTEpoelice.
gvrp vlan-creation-forbid 3anpewaeT AMHamMmmM4yeckoe nameHeHne nnum cosgaHme VLAN ana
HacTpanBaemoro nHTepdeica.
- - -/paspelueHo
no gvrp vlan-creation-forbid Paspewaer anHammnyeckoe nameHeHue unm cosganHme VLAN ana
HacTpanBaemoro nHTepdeica.
gvrp registration-forbid Mo ymonyanuio BbinonHAeT cHATUe pernctpauumn ana scex VLAN n He pgonyckaet
co3paHve un CO34aHuA UK peructTpauumn Hosbix VLAN Ha gaHHOM uHTepdelice.
no gvrp registration-forbid peructpauma VLAN Ha | YcTaHaBAMBaET 3HaUEHMe MO YMOYaHUIO.
nHTEpoelice
paspeLueHa

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#
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Tabnmua 94 — KomaHapl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

clear gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

OuuLaeT HaKOMN/IEHHYIO CTaTUCTUKY NpoToKkona GVRP.

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 95 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show gvrp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

show gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

show gvrp error-statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MokKasbiBaeT KoHoUrypaumio npotokona GVRP ana yKasaHHoOro
MHTepdeiica, 1Mbo ana Bcex UHTepdEncos.

MNoka3biBaeT HAKOM/IEHHYIO CTaTUCTMKY no npotokony GVRP ana
yKa3aHHoro uHTepdeliica, inbo gna Bcex nHTepdelicos.

MoKa3blBaeT CTaTUCTUKY NO OLMbKam npu paboTe npoTokona GVRP
AN yKa3aHHOro uHtepodelica, Mmbo gna Bcex UHTEPENCoB.

5.15.4 MexaHu3m obHapyxeHusa nemeno (loopback-detection)

,ﬂ,aHHblﬁ MeXaHN3M NO3BONAET yCTpOVICTBy OTC/NIeXXMBATb 3aKONbLLOBAaHHble NOPTbl. [1eTna Ha nopTty
06HapymMBaeTcn I'IYTéM OTCbIZIKM KOMMYTATOPOM Kaapa C agpecom Ha3dHa4dyeHuA, cosnagatowmm ¢ ogHNmMm

n3 MAC-agpecoB ycTpoiicTBa.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkume rnobanbHon KoHGUrypaumm:

console (config) #

Tabnnua 96 — KomaHab! perkmma rnobanbHoM KOHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

loopback-detection enable

no loopback-detection enable

-/BbIK/IIOYEHO

BktouaeT mexaHu3m oBHapyKeHUs netenb A KOMMyTaTopa.

BoccTaHaBivBaeT 3HavYeHMe No YMOTHAHUIO.

loopback-detection interval
seconds

no loopback-detection interval

seconds: (10..60)/30
CeKyHA,

YcTaHaBavBaeT HTepBan mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHn mexay LBD-kagpamu.

BocctaHaBnvBaeT 3HaveHue no YMONYaHUIO.
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KomaHObl pexcuma  KoHgu2ypayuu uHmepgetlica (duanasoHa uHmepgelicos) Ethernet,
UHmMepgelica 2pynnbl MOpmMos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port |
hundredgigabitethernet hu port | port-channel group}
console (config-if) #

Tabnnua 97 — KomaHzabl pexxnma KoHourypauumn nntepoeiica Ethernet, rpynnsi MHTepdeiicos, nHTepdelica
VLAN

3HavyeHue/3HayeHue .
KomaHda / Aeiicmeue
no yMmon4aHuo
loopback-detection enable Jasinione BkatoyaeT mexaHN3mM 0bHapyKeHUA neTenb Ha NOPTY.
-/BbIK/TIOYEeH
no loopback-detection enable BoccTaHaBAMBaET 3HAYEHME MO YMONYAHUIO.
KomaHOb! pexcuma EXEC
Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#
Tabnnua 98 — KomaHab! perkmma EXEC
3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
Mo yMOAYaHUIo
show loopback-detection OTobparkaeT coctosiHMe mexaHunsma loopback-detection.
[gigabitethernet gi_port | gi_port: (1..8/0/1..24);
tengigabitethernet te_port | te_port: (1..8/0/1..32);
hundredgigabitethernet hu_port: (1/0/1..6);
hu_port | port-channel group | group: (1..32).
detailed]

5.15.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHoW 3agavei npotokosa STP (Spanning Tree Protocol) aBnseTca npuseaeHue cetu Ethernet c
MHOXECTBEHHbIMW CBA3AMM K APEBOBMAHON TOMOAOMMKN, UCKAOYAIOLWEN LMKAbI NakeToB. KommyTaTopbl
06MeHMBalOTCA KOHPUIYPaLUOHHBbIMU COOBLLEHMAMM, UCNONb3YA KaZpbl chneunanbHoro dopmarta, M
BbIDOPOYHO BK/IOHAIOT M OTKKOYAOT Nepeaayvy Ha NopTbl.

Rapid (6bicTpbiii) STP (RSTP) ABnseTca ycoBepllieHCTBOBaHMEM MNpPoOTOKona STP, xapakTepusyetcs
MEHbLWMM BpEMeEHeM MNpPUBELEHUA CETU K LPEBOBMAHOM TOMONAOMMM U UMeeT 6osiee BbICOKYHO
YCTONYMBOCTD.

MpoTtokon Multiple STP (MSTP) saBnaetca Haumbonee coBpemeHHoOM peanusauueinr STP,
nogaep:kmeatolleli ucnonb3osaHne VLAN. MSTP npeanonaraer KoHourypauuio Heobxoammoro
KO/IMYeCTBa 3K3EMNASAPOB CBA3YIOLLEro AepeBa (spanning tree) BHe 3aBUCMMOCTU OT uncna rpynn VLAN Ha
KommyTaTope. Kaxabi aK3eMnasp MOXKeT codepaTb Heckonbko rpynn VLAN. HegoctaTkom npoToKona
MSTP siBnsieTcs TO, YTO Ha BCEX KOMMYyTATOpax, B3aumoaencraytowmx no MSTP, 401KHbl 6bITb 04MHAKOBO
CKOHOUrypupoBaHbl rpynnbl VLAN.

V MaKcMmanbHO fonycTumoe KonmnyecTso aksemnasapos MSTP yKasaHo B Tabauue 9.
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MexaHun3m Multiprocess STP npeaHasHa4eH Ans co3gaHna Hesasncumblx gepesbes STP/RSTP/MSTP
Ha nNopTax ycTpomncTea. M3ameHeHMa COCTOAHUA OTAENbHOIO AepPeBa HE OKa3blBaOT BAUAHUA HA COCTOAHME
ApPYrnx AepeBbeB, YTO NO3BOAET NOBLICUTb YCTOMYMBOCTb CETU U COKPATUTL BPEMSA NepecTpoeHmna aepesa
B C/lydyae OTKa30B. Mpu KOHOUIypMpoBaHUKU cnedyeT UCKAHUYUTb BO3MOXHOCTb BO3HWMKHOBEHMA KoOJiel,
MeXKay NnopTaMmn-yseHamMm pasHbix gepesbeB. A8 06CNyKUBAHUA U30AMPOBAHHbLIX AEPEBLEB B CUCTEME
C034aETCA OTAENbHbIA Npouecc Ha Kaxaoe aepeBo. C Npoueccom COMNOCTaBAAKTCA MOPTbl YCTPOMCTBA],
npuUHagnexawme gepesy.

5.15.5.1 Hacmpoliika npomokona STP, RSTP

KomaHOb! pexcuma 2106aabHOU KOHGU2ypayuu

Bu, 3anpoca KOMaHAHON CTPOKM peRMMa rno6asbHON KOHPUrypaLmu:
console (config) #

Tabanua 99 — KomaHab! perkmma rnobanbHom KOHGUrypaumm

KomaHoa 3HayeHue/3HavyeHue Aelicmeue
no ymoa4YaHuro
spanning-tree /BKntoueHo Pa3pelaeT MCNONb30BaHNE KOMMYTAaTOpPOM NpoTokona STP.
no spanning-tree 3anpeLaeTt NCnoib30BaHNE KOMMYTAaTOPOM npoTokosa STP.
spanning-tree mode {stp | YcTaHaBAMBaET pexxum paboTbl npoTokona STP:
rstp | mstp | pvst | rapid- - stp — IEEE 802.1D Spanning Tree Protocol;
pvst} - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
-/RSTP - mstp — IEEE 802.1S Multiple Spanning Tree Protocol;
- pvst — Cisco Per Vlan Spanning Tree Protocol;
- rapid-pvst — Cisco Rapid Per Vlan Spanning Tree Protocol.
no spanning-tree mode YcTaHaBAMBAET 3HAYEHUE MO YMOIYAHMUIO.
spanning-tree forward-time YcTaHaBAMBaeT  MHTepBas  BpPeMeHM,  3aTpauMBaemblii  Ha
seconds NpocaylwnBaHNe 1 U3yyeHne COCTOAHUI nepes, nepekatoyeHnem B
seconds: (4..30)/15 cek COCTOSIHME Nnepeaayn.
no spanning-tree YcTaHaB/MBaeT 3HAaYEHUE MO YMOTYAHUIO.
forward-time
spanning-tree hello-time YcTaHaBAMBaeT  WMHTEPBAN  BPEMEHM  MeXay nepegadyamu
seconds seconds: (1..10)/2 cex LUMpPOKOBeLLaTeNbHbIX coobLeHnn «Hello» K B3aMmoaencTaytowmm
KOMMYTaTOpam.
no spanning-tree hello-time YcTaHaB/MBAET 3HAYEHUE MO YMOIYAHUIO.
spanning-tree PaspelaeT 3awumTy, BbIKAHOYAOLWY WHTEpPdEeNc npu noayvyeHumn
loopback-guard csoero BPDU.
- -/3anpeweHo —
no spanning-tree 3anpewaeT 3awWmTy, BbIKAOYAOWYO MHTepderc npu noayyeHuu
loopback-guard csoero BPDU.
spanning-tree max-age YcTaHaBAMBaeT BPeMsA KU3HU cBA3ytowero aepesa STP.
seconds seconds: (6..40)/20 cek
no spanning-tree max-age YcTaHaBAMBaEeT 3HAaYEHME NO YMOIYAHUIO.
sp.anning-tree priority prior_val: HactpaunBaet npuopuTeT ceAsyoLLero gepesa STP.
pr/or_va/. __ (0..61440_)/32768 3HayeHune npuopuTeTa AONKHO ObITb KpaTHO 4096.
no spanning-tree priority YcTaHaBAMBaeT 3HaYeHMe No YMONAYAHUIO.
spanning-tree pathcost YcTaHaBAMBaET METOZ OnpeseNeHUn LeHHOCTU NyTu.
method {long | short} - long — 3HaueHwue LeHHOCTM B AnanasoHe 1..200000000;
-/long - short — 3HauYeHMe LeHHOCTM B AnanasoHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBaeT 3HaYeHMe NO YMOAYAHUIO.
method
spanning-tree bpdu OnpegenseT pexxum o6paboTkn naketoB BPDU-uHTepdelicom, Ha
{filtering | flooding} KOTOPOM BbIK/tOUYEH NpoToKo STP.
- filtering — Ha wnHTepdelice ¢ BbIK/AOYEHHbIM NpoTOKoAOM STP
/flooding BPDUqPKem|¢mnmpymﬂT;
- flooding — Ha uHTepdeiice ¢ BblKAOYEHHbIM MpoTOKoNAOM STP
HeTermpoBaHHble BPDU-nakeTbl nepeparoTcA, TerMpoBaHHble —
duUnbTpyoTCA.
no spanning-tree bpdu YcTaHaBAMBaET 3HAaYEHME NO YMOIYAHUIO.
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Mpu 3agaHun STP napameTpos forward-time, hello-time, max-age Heo6xogumo BbinonHeHUe
v ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHguaypayuu uHmepgelica Ethernet, uHmepdelica epynnsi nopmos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabanuya 100 — KomaHabl pexkmma KoHourypaumm nHtepdelica Ethernet, rpynnel noptos

3HayeHue/3HayeHue

KomaHoa Aelicmesue
no ymoa4aHuro
spanning-tree disable 3anpeuwaet paboTy npoTokosa STP Ha KOHPUTrypupyemom
UHTepodeiice.
- " -/paspelueHo
no spanning-tree disable Paspewaetr paboTy npoTokona STP Ha KoHduUrypupyemom
nHTepoerice.
spanning-tree cost cost cost: YcTaHaBAMBaeT LeHHOCTb NyTW Yepes AaHHbI UHTepdelic.
' - COSt — LEHHOCTb NyTH.
i (1..200000000)/cm. 4 y
no spanning-tree cost TabauLy 96 YcTaHaB/IMBaET 3HaYeHWe, onpeaeisemoe Ha OCHOBaHUM CKOPOCTH

nopTa U MeToa onpeaeneHns LeHHOCTU NyTn, cM.Tabaunyy 101

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAuMBaeT NnpuopuTeT nHTepdeiica B cBasyolem gepese STP.

V 3HaueHue NpuopuUTeTa AONKHO 6bITb KPaTHO 16.

YcTaHaBAMBaET 3HAYeHUe no YMOYaHUIO.

spanning-tree portfast [auto]

BkAatoyaeT pexmm, B KOTOPOM NOPT NPU NOAHATUM HA HEM JINHKA
Cpa3sy CTaHOBUTCA B COCTOAHME nepepayvdn, He A0XKWUAOaACb
ncrevyeHuna Taﬁmepa.

-/auto - auto — pobasnaeT 3aseprKKy 3 CeKyHAbl nepej nepexosom B
COCTOAHME Nepeaayn.
no spanning-tree portfast BbiKntoyaeT peMm MOMEHTaNbHOro nepexoda B COCTOAHME
nepezayv No NOSHATUIO «IMHKa».
spanning-tree guard root BK/tOYaeT 3alLMTy KKOPHA» OAA BCex CBA3ylowmx aepesbes STP
BblOpaHHOro nopTa.
-/vcnonb3osaHne .
. N - root — 3anpewaetr WHTepdelicy ObiTb KOPHEBBIM MOPTOM
rnobanbHOM HaCTPOMKK
KOMMyTaTopa.

no spanning-tree guard

Mcnonb3yeT rnobanbHyto HaCTPOWKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree bpduguard

-/BbIK/IIOYEHO

PaspewaeT 3aluTy, BbIK/AOYAOLWYO WHTepderc npu npuéme
naketos BPDU.

3anpewaeT 3alWMTy, BbIK/OYAKOWY UHTEepdenc npu npuéme
naketos BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/ona pynnekcHoro
nopTa «TOYKa-TOYKa,
AN NONYAYNNEKCHOro

— «pPa3BETB/IEHHbIN»

YcTtaHaBauBaeT npoTokon RSTP B nepepatowee cOCToAHUE U
onpeaenseT TMN CBA3WN ANA BbiIbpaHHOro nopra:

- point-to-point — TouKa-TouKa;

- shared — pa3BeTBNEHHbIN.

YcTaHaBAnBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree bpdu {filtering |
flooding}

no spanning-tree bpdu

Onpegenset pexxnm obpaboTkn naketos BPDU-uHTepdeicom, Ha
KOTOPOM BbIKAOYEH NPOTOKOA STP.

- filtering — Ha WHTepdelice ¢ BbIKAOYEHHbIM MpPOTOKO/OM STP
BPDU nakeTbl $punbTpytoTCs;

- flooding — Ha uHTepdelice ¢ BbIKNOYEHHbIM NpPOTOKoMOM STP
HeTermposaHHble BPDU-nakeTbl nepepalroTca, TermpoBaHHble —
dunbTpytoTCA.

YcTaHaBAMBaeT 3HaYeHne no YMOYaHUIO.

spanning-tree mac-address
{dot1d | dotlad}

-/dot1d

N3meHsaeT MAC-agpec, ¢ KOTOpPbIM OTMNPABAAIOTCA U NPUHMMAIOTCA
BPDU.

- dotld — otnpasnsatTca U npuHumatotcs BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — oTnpasnatoTca M npuHmumatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.
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no spanning-tree mac-address

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢dnarom TCN
paspelueH

3anpeuwaet npvem BPDU c ¢pnarom TCN.

Paspewaet npvem BPDU c pnarom TCN.

Tabnnua 101 — LleHHOCTb NyTK, yCTaHOBAEHHAs N0 YMONYaHUIo (spanning-tree cost)

Uumepdpelic

Memoo onpedeneHus yeHHocmu nymu

Long Short

Port-channel

20000 4

TenGigabit Ethernet (10000 Mbps)

2000000

100

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM cTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 102 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32).

MokasbiBaeT coctoaHMe npoTokona STP.

show spanning-tree detail
[active | blockedports]

MoKasbiBaeT NoapobHY MHPOPMALMIO O HACTPOMKaX MPOTOKOAA
STP, MHPOpMaL Mo 06 aKTUBHbIX MAN 3a6NOKMPOBAHHbIX MOPTaX.

clear spanning-tree
detected-protocols [interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32).

MepesanyckaeT NpoLecc MUrpauumn NPOToKona. 3aHOBO
npoucxoamT nepecyér gepesa STP.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 103 — KomaHzabl perkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32).

MoKa3sblBaeT pexkum 06paboTkmn naketos BPDU Ha uHTepdelicax.
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5.15.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUrypaumm:
console (confiqg) #

Tabnunua 104 — KomaHab! perknma rnobanbHoM KoHpUrypaumm

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymosn4aHurw
spanning-tree PaspelwaeT ncnonb3oBaHne KOMMyTaTopom NpoTokona STP.
no spanning-tree */paspeweno 3anpeuaeT UCNonb30BaHNWE KOMMYTAaTOPOM NpoTokosa STP.
spanning-tree mode {stp | YcTaHaBAMBaET pexkMm paboTbl npoTokona STP.
rstp | mstp} -/RSTP
no spanning-tree mode YcTaHaBAMBAET 3HAYEHUE MO YMOYAHUIO.
spanning-tree pathcost YcTaHaBAMBAET MeToA, OnpeaeieHns LEHHOCTU NyTu.
method {long | short} - long — 3HauyeHuMe ueHHOCTM B gManasoHe 1..200000000;
-/long - short — 3HaueHwue LeHHOCTM B AnanasoHe 1..65535.

no spanning-tree pathcost YcTaHaBAMBaeT 3Ha4YeHMe No YMOMYAHWIO.
method
spanning-tree mst instance_id YcTaHaBAMBaeT NpUOPUTET ANA LAHHOTO KOMMyTaTopa nepej,
priority priority 0CTa/IbHbIMM, UCMONb3YHOLWMMM 0BWMi sKk3emnaap MSTP.

- instance_id — ak3emnaap MST;

instance_id: (1..63); - priority — npuopuTeT KOMMyTaTopa.
priority:
(0..61440)/32768 V 3HaueHue npuopuTeTa A0/MKHO 6bITb KpaTHO 4096.

no spanning-tree mst YcTaHaBAMBaeT 3Ha4YeHUe N0 YMONYAHMIO.
instance_id priority
spanning-tree mst max-hops YcTaHaBAMBaeT MaKCMMaibHOE KONMYECTBO TPAH3UTHbIX Y4aCTKOB
hop_count ana naketa BPDU, Heobxoammbix gns popmupoBaHuA gepesa U

yAepKaHua nHdopmaLmm o ero ctpoeHun. Ecam naker yxke npowen

MaKCMManbHOe KO/JMYECTBO TPAH3UTHbIX Y4acTKOB, TO Ha

hop_count: (1..40)/20 cnepyroLLEem y4acTke oH oTbpacbliBaeTcs.

- hop_count — makcMManbHOe KONWYECTBO TPAH3UTHbIX Y4acCTKOB

Ana naketa BPDU.
no spanning-tree mst YcTaHaBAMBaeT 3HaYEHUE MO YMOHAHUIO.
max-hops
spanning-tree mst Bxog B pexum KoHourypaumm npotokona MSTP.
configuration .

KomaHObI pexcuma KoHgu2ypayuu npomokoaa MSTP

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm npotokona MSTP:

console# configure
console (config)# spanning-tree mst configuration
console (config-mst)#

Tabnunua 105 — KomaHabl pexkuma KoHourypaumm npotokona MSTP

Komanda 3HaueHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
instance instance_id vlan Co3paeT COOTBETCTBME MEXKAY IK3eMNAApom npoTokona MSTP u
vlan_range rpynnamu VLAN.
instance_id:(1..63); - instance-id — ngeHTMdUKaTOpP aK3emnaapa npotokona MSTP;
vlan_range: (1..4094) - vlan-range — Homep rpynnbl VLAN.
no instance instance_id vlan Ypanaer cooTBETCTBME MeEXKAY 3K3eMNaApom npoTokona MSTP u
vlan_range rpynnamu VLAN.
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name string

Nno nhame

string: (1..32) cumsona

3agaeT ums KoHourypaumm MST.
- string — ma KoHdUrypauumn MST.

Yaansaetr uma KoHdurypauym MST.

revision value

no revision

value: (0..65535)/0

3apaeT Homep pesunsnn KoHdurypaumum MST.
- value — Homep peBu3nU KoHoUrypaumm MST.

YcTaHaBAMBAET 3HaUYeHUe nNo ymonyanuio (value).

show {current | pending}

MokKasbiBaeT TeKkywylo (current) nmMbo oxugatowyo (pending)
KoHUrypauuio MST.

exit ) Bbixog, 13 pexuma KoHdurypauum npotokona MSTP ¢
COXpaHeHNem KoHoUrypaumm.
abort Bbixo4 W3 pexuma KoHourypaumm npoTokosa MSTP  6es

COXpaHeHWA KoOHOUrypaLuu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica epynnsl nopmos

Bug 3anpoca KOMaHAHOW CTPOKU B pexume KoHodurypaumm mnHtepdenca Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabanua 106 — KomaHabl pexxnma KoHpurypaumm nHtepoeiica Ethernet, rpynnel nopros

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree guard root

no spanning-tree guard root

-/33 LWWNTa BblK/IKOYEHA

BKAtoyaeT 3aWmTy «KOpHA» ANA BCeX CBA3ywwmx aepesbeB STP
BblbpaHHOro nopTa. JjaHHan 3alMTa 3anpewaeT uHTepdeicy bbiTb
KOPHEBbIM NOPTOM KOMMYyTaTopa.

YcTaHaBAMBaEeT 3HaYeHue no YMO4YaHUIO.

spanning-tree mst instance-id
guard root

no spanning-tree mst instance-
id guard root

instance_id: (1..63);
/3awWwmTa BbIKNOYEHa

BKAtoyaeT 3alWMTy «KOPHA» YKa3aHHOro skdemnnaapa MSTP pna
BblbpaHHOro MHTepdeica. [JaHHas 3aWwuTa 3anpeLLaeT MHTepdency
6bITb KOPHEBBIM MOPTOM KOMMYTATOPA.

- instance-id — naeHTMdMKaTOp 3K3emnaapa npoTokosa MSTP.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHaBAMBaeT NpuopuTteT nHTepdeiica B akemnasape MSTP.
- instance-id — naeHTUdUKATOP 3K3emnaapa npotokona MSTP;
- priority — npuopuTeT nHTEpdeiica.

V 3HaueHuMe NnpuopuTeTa A0MKHO BbITb KPaTHO 16.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YcTaHaBAMBaET LEHHOCTb MyTH Yepes BblOpaHHbIN MHTepdeic ana
onpeaeneHHoro aksemnasapa npotokona MSTP.

- instance-id — naeHTUPUKATOP 3K3emnasipa npoTokona MSTP;

- cost — LLeHHOCTb NYTHU.

YcTaHaB/nBaeT 3HavyeHue, onpeaendemoe Ha OCHOBaHUM CKOPOCTU
nopTa U meToaa onpegeneHna LEHHOCTU NyTU.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT NpuopuTeT MHTEpdelica B KOPHEBOM CBA3YIOLLEM
pepese MSTP.
/! 3HaueHue npuopuTeTa AONKHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHWe No YMOJYAHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢dnarom TCN
paspelueH

3anpeuwaet npuem BPDU c dnarom TCN.

Paspewaet npvem BPDU c dnarom TCN.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTpoKK perkmma Privileged EXEC:

console#
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Tabnnua 107 — KomaHabl pexkuma EXEC

3HayeHue/3Ha4yeHue
0 yMOMYaHUIo

KomaHda Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]
[instance instance_id]

MokasbiBaeT KoHbUrypauuio npoTokona STP.

gi_port: (1..8/0/1..24); | _ instance_id — naeHTudMKaTOpP 3K3emnaapa npoTokona MSTP.

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
instance_id: (1..63)

show spanning-tree detail MoKasbiBaeT NoApPOOHY MHOOPMALMIO O HACTPOMKe MPOTOKONA
[active | blockedports] STP, nHpopmaLmio 06 aKTUBHbBIX UK 3a6/I0KUPOBAHHbIX NMOPTAX.
[instance instance_id] - active — npocmoTp MHbOPMaLMM 06 aKTUBHbIX NOPTaXx;

inst id: (1..63
instance_id: ( ) - blockedports — npocmoTtp MHopmaumm o 3abNOKMPOBAHHbIX

noprax;

- instance_id — naeHTUdUKaTOP 3K3emnaspa npoTokosia MSTP.
show spanning-tree MoKasbiBaeT MHPOPMALMIO O CKOHUTYPMPOBAHHbIX IK3eMNAApax
mst-configuration ) MSTP.
clear spanning-tree MepesanyckaeT Mpouecc MurpauumM  NpoToKona.  3aHOBO
detected-protocols interface gi_port: (1..8/0/1..24); | npoucxoauT NpPocHET aepesa STP.

{gigabitethernet gi_port | te_port: (1..8/0/1..32);
tengigabitethernet te_port | hu_port: (1/0/1..6);
hundredgigabitethernet group: (1..32).

hu_port | port-channel group}

[pumepbl 8b1M0MAHEHUS KOMAHO

= Bkawountb nogaeprkky npotokona STP, ycTaHOBUTb 3HauyeHWe npuopuTeTa CBA3YIOLWEro Aepesa
RSTP — 12288, nHtepBan forward-time — 20 ceKyHd, MHTEpPBan BpeMeHU mexay nepegadyamu
LUMpOKOBeLLaTeNbHbIX coobleHul «Hello» — 5 cekyHA, BPeMs KMU3HM CBA3YIOLLEro aepeBa — 38
ceKkyHa. Mokas3aTb KOHPUrypauuto npotokona STP:

console (config)# spanning-tree

console (config)# spanning-tree mode rstp
console (config) # spanning-tree priority 12288
console (config) # spanning-tree forward-time 20
console (config)# spanning-tree hello-time 5
console (config) # spanning-tree max-age 38

console (config) # exit
console# show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: short

Loopback guard: Disabled
Root ID Priority 32768
Address aB:£9:4b:7b:e0:40

This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago
Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces

Name State Prio.Nbr Cost Sts Role PortFast Type
tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -

Pol enabled 128.1000 4 Dsbl Dsbl No -
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5.15.5.3 Hacmpoliika npomokonos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa M3 pasHoBMAHOCTEN NPOTOKOAa Spanning
Tree, pacwupamowan ¢yHKUMOHaNAbHOCTb STP ana ncnonb3osaHuA B otaenbHbix VLAN. MpumeHeHne
[AHHOro NPOTOKO/1a No3BosieT B Kaxkaom VLAN co3aaTb OTAesbHbIN 3k3emnaap STP. PVSTP+ coBmectum
c STP.

Rapid (6bicTpbiit) PVSTP+ (RPVSTP+) sBnsetca ycoBepleHCTBOBaHMEM MpoTokona PVSTP+,
XapaKTepusyeTca MeHbLIMM BPeMEHEM MPUBEAEHUA CETU K APEBOBUAHON TONOAOMMM U uMeeT 6onee
BbICOKYO YCTOMUYMBOCTb.

Bcero nogaeprkaHo 65 PVST/RPVST-uHcraHca. Mpu aTom Hynesoit ncnonbsyetca gna scex
VLAN, B KoTopbix oTkatoueH PVST/RPVST. Kaxgomy VLAN c BKkntoueHHbim PVST/RPVST
cooTtBetcTtByeT oguH PVST/RPVST uHcTaHC.

.‘

MopTbl, Ha KOTOpPbIX aKTUBHbI 65 u 6onee VLAN, npu nepexoge B pexum PVST/RPVST
BpeMeHHO 610KUpYIOTCA, MO3TOMy nepes BKAoueHnem PVST/RPVST Heobxoaumo
pacuuTatb Konuuyectso ucnosbdyembix VLAN Ha Ko/bueBbix Noptax Kommyrtatopa. Ecaum
AaHHOe 3HayeHue npesbiwaeT 64, TO NEPBOHAYaNbHO HYXKHO OTKAuuTb PVST/RPVST B

n36bITouHbIX VLAN/RPVST KomaHAoit "no spanning-tree vlan <VLAN ID>".

.‘

Mpu BKkAoueHHOM pexkume PVST/RPVST kommyTatopbl MES obpabatbisatot PVST bpdu Bo
Bcex VLAN. lMoatomy B cnyyaax, Korga B KO/JbLe WCNO/Ab3YIOTCA KOMMYTaAToOpbl C
Konudectsom PVST/RPVST VLAN, npesbiwalmowem 64, cnegyer pacliMpuUTb AMMMTDI
06pabotku PVST bpdu-tpaduka Ha CPU. Ona 3toro ucnonb3yerca KomaHaa "service cpu-
rate-limits other-bpdu 1024".

.‘

Ecamn B npouecce 3Kkcnayatauun noHagobutca y6patb VLAN u3 PVST/RPVST-UHCTaHCOB M
£,06aBUTb HOBbIe, HYYXHO NPOU3BECTU C/eayoLue A4eACTBUA:

1) Otknountb STP B HeHyKHbiXx VLAN (KomaHpa «no spanning-tree vlan vlan_list» B
rno6anbHOM pexxume KOHGUrypupoBaHua);

2) Bknouuntb STP B HOBbIX VLAN (KomaHpa «spanning-tree vlan vian_list» B rno6anbHom
peXxume KOHOUrypupoBaHus).

.‘

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM peXkmma rnobanbHo KoHdurypaumm:
console (config) #

Tabnnua 108 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
spanning-tree vlan vian_list vlan_list: (1..4094)/ no BkntounTb paboTy npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
YMOJ/I4aHUIO BCe UHCTaHCbl | VLAN.
no spanning-tree vlan BKNIO4EHDI OTKAtoYaeT paboty npotokona PVSTP+, RPVSTP+ B yKasaHHbIX
vlan_list VLAN.
spanning-tree vlan vian_list YcTaHaBAMBAET MHTEPBA BPEMEHMU, 3aTPaunBaeMblii Ha
forward-time seconds NpoCayWwnBaHNeE U U3yyeHne COCTOAHUI Nepes nepekatoyYeHnem
vian_list: (1..4094); BCOCTOHHMenepsAaHMAnﬂyKa3aHHHXVLAN.
seconds: (4..30)/15 cex Taiimepbl } BAOMKHDI COOTBETCTBOBaTb
V cnepytoweit popmyne:
2 * (Forward-Time - 1) 2 Max-Age = 2 * (Hello-
Time + 1).
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no spanning-tree vlan
vlan_list forward-time

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YcTaHaBAMBAET WMHTEPBAN BPEMEHU Mexay nepefadamu
LMPOKOBELLATENbHbIX coobLLeHni «Hello» K
B3aMMOZENCTBYHOLLMM KOMMYTaToOpam Ana yKasaHHbix VLAN.

YcTaHaBAMBaET 3Ha4YeHWe nNo YMONYaHUIO.

spanning-tree vlan vian_list
max-age seconds

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHaBAMBaeT Bpems XU3HU cBAsytowero aepesa STP ana
yKa3aHHbIx VLAN.

no spanning-tree vlan
vlan_list max-age

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

spanning-tree vlan vian_list
priority priority_value

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HacTtpansaeT npunopuTtet ceasytouLero gepesa STP.
V 3HaueHue BbI6MpaeTcA U3 AuanasoHa C
warom 4096.

no spanning-tree vlan
vlan_list priority

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Quana3oHa uHmepgelicos) Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM pexxmnma KoHburypaumm nHtepdeica:

console (config-if)#

Tabnvua 109 — KomaHabl pexkmma KoHpurypaumm nHtepodeiica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YcTaHaBAMBaeT LEHHOCTb MyTU Yyepe3 AaHHbI MHTepdenc ana
yKa3aHHbIx VLAN.
- cost — LeHHOCTb MyTH.

YcTaHaBAMBaeT 3HayeHWe, onpejensemoe Ha OCHOBaHUU
CKOpPOCTM MopTa M MeToAa OnpefeneHua LLeHHOCTU NyTu AnA
yKa3aHHbIX VLAN.

spanning-tree vlan
vlan_list port-priority
priority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YcTaHaBAMBAET NPUOPUTET MHTEpPdEca B KOPHEBOM CBA3YOLLEM
nepese STP.
V 3HaueHue BblbMpaeTca M3 Auanas’oHa C
warom 16.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

spanning-tree vlan
vlan_list restricted-tcn

no spanning-tree vlan
vlan_list restricted-tcn

-/npvem BPDU c ¢pnarom
TCN pa3pelueH;
vlan_list: (1..4094)

3anpewaet npuem BPDU c dpnarom TCN gns ykasaHHbIx VLAN.

Paspewaet npuem BPDU ¢ dnarom TCN ansa ykasaHHbix VLAN.
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5.15.6 Hacmpoiika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHasHavyeH Ans NoOBbIWEHUA YCTONYMBOCTH
M HAZEXKHOCTU CeTU Mepeaadn AaHHbIX, UMEeloLWe KO/bLEBYO TOMO/IOMNIO, 33 CYET CHUMKEHUA BPEMEHU
BOCCTQHOB/IEHMA CeTM B C/aydyae aBapun. Bpems BoccTaHOBAEHWs He npeBblwaeT 1 CceKyHAbl, 4TO
CYLLECTBEHHO MEeHbLLEe BPEMEHWN NEPECTPOMNKM CETU NPU UCMOIb30BaHNM MPOTOKO/I0B CEMENCTBA spanning
tree.

KomaHObI pexcuma 2a06ana6Hol KOHgpu2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHoM KOHOUrypaumm:
console (config) #

Tabnnuya 110 — KomaHabl perknma rnobanbHoM KoHPUrypauum

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

erps

no erps

-/BbIK/IOYEHO

Paspewaet paboTy npotokona ERPS.

3anpewaet paboTty npotokona ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3panue ERPS-konbua ¢ ngeHtuoukatopom R-APS VLAN, no
KoTopol byaeT nepenaBaTbcA caykebHas umHbopmauua u
nepexon, B pexXum KoHUrypaLmmn KonbLa.

- vlan_id — Homep R-APS VLAN.

Ypnanenune ERPS-konbua ¢ naeHtuourkatopom vian_id.

KomaHObI pexcuma KoHgu2ypauuu Koasua

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXXUME KOHPUIypaLmm KoabLa:

console (config-erps) #

Tabnuua 111 — KomaHabl pexxnma koHourypaummn ERPS-konbua

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

protected vlan add
vlan_list

vlan_list:(2..4094, all)

[obasnaet ananasoH VLAN B cnncok 3awmiLeHHbIx VLAN.

- vlan_list — cnncok VLAN. [uanasoH VLAN MoOXKHO 3apatb
nepeyncieHVem Yepes 3anAaTyl0 WM yKasaTb HayasbHOe U
KOHeYyHoe 3Ha4yeHus guanasoHa yepes geduc "-".

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanaet ananasoH VLAN u3 cnucka 3awmueHHbix VLAN.
- vlan_list — cnucok VLAN ansa yaanexums.

port {west | east}{
tengigabitethernet te_port
| hundredgigabitethernet
hu_port | port-channel

te_port: (1..8/0/1..24);
hu_port: (1/0/1..6);

Bbibop west (east)-nopTa KOmmyTaTOpa, BKIOYEHHOTO B
KONbLLO.

group} group: (1..32)
no port {west | east} YaoaneHune west (east)-nopTa KommyTaTopa, BKAOYEHHOrO B
KO/bLLO.
rpl {west | east} {owner | Bbi6bop RPL-nopTa KOMMyTaTOpa 1 €ro ponu.
neighbor} - west — RPL-nopTom byaeT HazHayeH west-nopr;
- east — RPL-nopTom 6yaeTt HazHayeH west-noprt;
-/no rpl - owner — KOMmyTaTop byaer ABnsTbcA Bnagenouem RPL-
nopta;
- neighbor — KommyTaTop ByZeT ABNATLCA COCEA0M BNaLeNb-
ua RPL-noprTa.
no rpl YpaneHune RPL-nopTa KommyTaTopa.
level level HacTpoiika ypoBHsi coobueHuii R-APS. Heobxogumo ans
npoxoxaeHua coobweHunit yepes CFM MEP.
level: (0..7)/1 - Iive/—eposeHb co;:iu.l,eHMﬁ FFJ{-APS.
no level YCcTaHOBKa 3Ha4YeHUsA Mo YMOIYaHMIO.
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ring enable

no ring enable

-/BbIK/IIOYEHO

Bk/toyeHne GyHKUMOHNPOBAHUA KObLA.

BbikntoueHMe GYHKUMOHNPOBAHUA KObLA.

version version

no version

version: (1..2)/2

Bbibop peuma COBMECTMMOCTM C APYrMMK Bepcuamu
npoTokona G.8032.
- version — BepcuaA npoTtokona G.8032.

YCTaHOBKA 3HAY€HUA NO YMOAYAHUIO.

revertive

no revertive

-/revertive

Bbibop perkrma paboTbl KObLa.

YCTaHOBKA 3HAY€HWUA NO YMOJIYAHUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKasaHuWe nofKosbLa ANA AAaHHOTO KoAbla.
- vlan_id —Homep VLAN.

YpaneHne noakonbLa.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BKAounTb OTNpaBKy curHana oumctkm MAC-Tabaunubl B
OCHOBHOE KOJIbLLO NPU NepecTpoeHn NoAKoAbLA.

OTKNOYNUTL OTNPaBKY CUTHana o4ynucTkm MAC-Tabavubl B
OCHOBHOE KOJIbLLO NPU NepPeCcTPOEeHMM NOAKObLA.

timer guard value

no timer guard

value:(10..2000) mc,
KpaTHoe 10/500 mc

YcTaHOBKa Talimepa, 6nokupylowero ycTapeswue R-APS
cooblueHus.

YCTaHOBKA 3HAY€HUA NO YMOIYAHUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTHoe 100 ¢ TOYHOCTbIO
5 mc/0 mc

YcTaHOBKa Talimepa 3a4ep’KKM peakuuMnm KommyTatopa Ha
M3MEeHeHWe B COCTOAHWU. BmecTo peakuum Ha cobbiTve
BK/IOYAETCA TaliMep, MO WUCTEYEHUU KOTOPOro KOMMyTaTop
MHGOPMUPYET O CBOEM COCTOAHUKU. [lpeAHasHayeH Ans
yMeHblueHUsa Gayaa NakeTos npu ¢aannmHre NopTos.

YCTaHOBKA 3HAY€HUA NO YMOIYAHUIO.

timer wtr value

no timer wtr

value:(1..12) MUH/5 MuH

YcTaHOBKa Talimepa, KoTopblid 3anyckaetcs Ha RPL Owner
KOMMyTaTope B revertive-pexume. Wcnonbsyetrca ana
npeaoTBPALLEHNA YaCTbIX 3aLUMTHBIX MepeKatoYeHu K3-3a
CUTHa/I0B O HEUCNPABHOCTAX.

YCTaHOBKA 3HAY€HUA NO YMOIYAHUIO.

switch forced {west | east}

CDopcmpyeT 3anyCK 3alUTHOrNoO nepeknryeHnAa Konbua, npu

-/no 3TOM B10KMpPYeTCA yKa3aHHbIV NopT.
no switch forced OTmeHa GOopPCUMpPOBAHMNA NEPEKIIOYEHMA KOJbLLA.
switch manual {west | PyyHoe 610KMpOBaHME yKasaHHOro west (east)-nopta u
east} -/no pa3bnokupoBaHue east (west).
no switch manual OTMeHa py4yHON 61O0KMPOBKU.
abort OTKaTUTb U3MEHEHWS, BHECEHHbIE C MOMEHTa BXOa B PEXKUM

KOHUrypaLmm KosbLa.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxnma EXEC:

console#

Tabnnuya 112 — KomaHzabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue

no ymon4aHuro

Aeiicmeue

show erps [vlan vian_id]

vlan_id: (1..4094)

3anpoc wuHdopmaumm 06 obwem coctoaHun ERPS wmam
COCTOAHMM YKa3aHHOTO KoJbLa.

5.15.7 Hacmpoiika npomokona LLDP

OcHoBHOW ¢yHKuMel npoToKona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexay

CeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOSAHUK M XapaKTepucTMKax. MHpopmauma, cobpaHHaa nocpeacTeom

npoTokona LLDP, HakannuBaeTca B yCTPOMCTBAX M MOKET 6bITb 3anpoLleHa ynpasaaiowmm KOMMNbIoTEPOM
no npotokony SNMP. Takmm 06pa3som, Ha OCHOBaHMW cobpaHHOW MHbOPMAUMM, Ha YNPaBAAOLWEM

KOMMbIOTEPE MOXKET 6bITb cMmoaenimpoBaHa TonosaornAa CeTul.
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KommyTaTopbl NOAAEpKMBAIOT nepedady Kak CTaHAapTHbIX
TaKMX Kak:

napameTposB, Tak U ONUUOHAJ/IbHbIX,

—  WMSA YCTPOMCTBA M ero onuncaHue;
—  UMA MopTa U ero onuncaHue;

—  uHbopmauusa o MAC/PHY;

- utA.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasnbHoM KOHPUIypaLmm:

console (confiqg) #

Tabanuya 113 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3HaveHue/3HavyeHue ”
KomaHda / Aelicmeue
no ymon4aHuro
lidp run /paspelero PaspelwaeT KommyTaTopy UCNob30BaHMe npoTokona LLDP.
no lidp run pasp 3anpeLaeT KOMMYTATOPY UCNOAb30BaHWe NpPoToKoaa LLDP.

lldp timer seconds

no lidp timer

seconds: (5..32768)/30
ceK

OnpepaenseT, Kak 4acTo yCTPONCTBO ByeT 0TNpaBaATb 06HOBNEHUE
nHpopmauum LLDP.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

lidp hold-Multiplier number

no lidp hold-Multiplier

number: (2..10)/4

3apaeT BeNIMUMHY BpPEMEHWU ANA MPUHUMAIOLLEro YCTPOWCTBA, B
TeYeHne KOTOPOro HYXKHO YyAepMBaTb MPUHMMaemMble MaKeTbl
LLDP nepep, nx cbpocom.

[aHHaa BenMunHa NepefaeTca Ha NPUHMMAEMyo CTOPOHY B LLDP
update nakeTax (nakeTax 06HOBNEHWA), ABNAETCA KPAaTHOCTbIO A/1A
Tarimepa LLDP (lldp timer). Takum obpasom, Bpems xusHu LLDP
nakeToB paccuuTbiBaetcAa no ¢opmyne TTL = min (65535, LLDP-
Timer * LLDP-HoldMultiplier).

YcTaHaBAMBaEeT 3HAYeHUe no YMO4YaHUIO.

lidp reinit seconds

no lldp reinit

seconds: (1..10)/2 cek

MuHUManbHoe Bpems, KoTopoe LLDP-nopT 6yaeT oxuaatb nepes
NoBTOPHOM MHULManu3aumei LLDP.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

lidp tx-delay seconds

no lldp tx-delay

seconds: (1..8192)/2
ceK

YcTaHaBAMBaAET 3afepXKKy Mexay nocnegyrolmmu nepegadvamm
naketos LLDP, MHULMUPOBAHHBIMM U3MEHEHUAMW 3HAYEHUN UK
CTaTyca B /IOKaNbHbIX 6a3ax AaHHbIx MIB LLDP.

V PekomeHayeTca, utobbl AaHHaA 3ajaepiKKa 6bina

MeHbLue, yem 3HaueHue 0.25* LLDP-Timer.
YcTaHaBAMBaeT 3HAYEHNE MO YMOYAHUIO.

lidp lldpdu {filtering | flooding}

no lidp lidpdu

-/filtering

OnpepenseTt pexum ob6paboTkm naketosB LLDP, Koraa npoTokon
LLDP BbIK/OYEH HAa KOMMYTaTOpE:

- filtering — ykasbiBaeT, uto LLDP-naketbl ¢unbTpytoTca, ecau
npoTokon LLDP BbIkAtOYEH HA KOMMYyTaTOpeE;

- flooding — ykasbiBaeT, yto LLDP-nakeTbl nepegatoTcs, ecniv
NpoTOKOA LLDP BbIKAOYEH Ha KOMMYTaTOpe.

YcTaHaBAnBaeT 3HaYeHWe No YMOJAYaHUIO.

lidp med fast-start
repeat-count number

no lidp med fast-start
repeat-count

number: (1..10)/3

YcTaHaBauBaeT uyucno nostopeHnit PDU LLDP pgna 6bicTporo
3anycka, onpegensaemoro nocpeacrsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.
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lldp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged |
untagged}] [up priority] [dscp
value]

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);

Onpegenser npasuno Ansa napametpa network-policy (cetesas
NoNNTUKA yCTpoMcTBa). JaHHbIN napametp ABnaeTca
OMUMOHANbHbIM ANA paclwmpeHnsa npotokona LLDP MED.

- number — nopaaKoBbIi HOMep npasuaa network policy;

- application — rnasHaa ¢yHKUMA, onpeaeneHHas ANA AAHHOTO
npaswuaa network policy.

- vlan_id — vwpentndukatop VLAN ana gaHHoro npasuna;

- tagged/untagged - onpegensetT  TerMpoBaHHOM UK
HeTernpoBaHHol byget VLAN, ucnonb3syemas gaHHbIM NPaBUIoM.
- priority — npuopuTeT AaHHOro Npasuaa (Mcnoab3yeTca Ha BTOPOM
yposHe mogenu OSl);

- value — 3HauyeHne DSCP, ucnonbdyemoe faHHbIM NPaBUIOM.

no lidp med network-policy
number

value: (0..63)

Ypanset cosgaHHoe npasuio 4nsa napametpa network-policy.

lidp notifications interval
seconds

seconds: (5..3600)/5
ceK

YcTaHaB/MBaeT MaKCMMa/bHYO CKOPOCTb Nepeaayn yBeaoMNeHni
LLDP.

- seconds — nepuoA BpemeHu, B TeYeHUe KOTOPOro YCTPOMCTBO
MOMKET OTNPaBUTL He 60/1ee 0AHOIO YBELOMIIEHUS.

no lldp notifications interval

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypaumm nHtepdeicos Ethernet:

console (config-if) #

Tabnunua 114 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet

3HayeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
lidp transmit Pa3spewaetr nepepayy naketoB Mo npoTtokony LLDP Ha
n MHTepodeiice.
- 0 YMOJIYaHUIO paspeLleHo
no lldp transmit y pasp 3anpewaer nepegayy Maketos Mo npotokoay LLDP Ha
MNCNonb3oBaHWe B 060mx o
MHTepodeiice.

lidp receive

no lidp receive

HanpasaeHUAX.

PaspelwaeT npvem nakeTtos no npoTtokonay LLDP Ha uHTepdelice.

3anpeLiaeT npyem nakeTos No npotokony LLDP Ha nHtepdeiice.

lidp optional-tlv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/Mo
YMONYaHNIO
onumoHanbHble TLV He
BK/IIOYEHbI B NaKeT.

OnpepensieT, Kakve onuuoHanbHble TLV-nons (Type, Length,
Value) 6yayT BKAtOYEHbI YCTPOMCTBOM B nNepesaBaemblit LLDP-
naker.

B KOMaHAy MOKHO BKNHOUYUTb OT OAHOTO A0 NATU OMNLMOHANbHbIX
TLV.

TLV 802.3-power-via-mdi pgocrynHa
yCTpOiCTBax ¢ noaaep:xkoii PoE.

TO/IbKO Ha

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

lidp optional-tlv 802.1 {pvid
[enable | disable] | ppvid
{add | remove} ppv_id |
vlan-name {add | remove}
vlan_id}

lidp optional-tlv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymonyaHuio
onuuoHasnbHble TLV He
BK/IOYEHDI.

Onpegenset, Kakne onuuoHanbHble TLV-nona 6yayT BKAOYEHDI
YCTPOMCTBOM B NepegaBaembliii LLDP-nakerT:

- pvid — PVID uHtepoeiica;

- ppvid — go6asutb/yaanuTs PPVID;

- vlan-name — go6asutb/yaanutb Homep VLAN;

- protocol — n06aBuTb/yaanuTb onpeaeneHHbIN NPOTOKO.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.
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lldp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel
group | vlan vian_id]}

no lldp management-address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094).
Mo ymon4yaHuio
ynpasasowmin agpec
onpegensaerca
ABTOMATUYECKMU.

Onpegensetr  ynpaeAsaOLWUN 0b6bABNEHHbIM  Ha
UHTepodeiice.

- ip_address —3apaetca ctaTnyeckuii IP-agpec;

- none — yKa3bIBaeT, YTO afpec He 06bAB/EH;

- automatic — yKasblBaeT, 4TO cMCTEMa aBTOMATUYECKM BbIbUpaeT
ynpasastoLwmii agpec n3 scex IP-agpecos kKommyTaTopa;

- automatic — ykasblBaeT, 4TO cMcCTeMa aBTOMaTMYECKM BbibBUpaeT
ynpaBAsloWNin  agpec, M3 CKOHPUIypUPOBAHHbBIX aApecos
3a4aHHoro nHTepodeiica.

Ecnn wuHtepdelic ethernet wnam wuHTepdeiic rpynnbl noptos
npuHaanexat VLAN, To gaHHbil agpec VLAN He 6yaeT BKAOYEH
B CMMCOK BO3MOHbIX YNPABAAOLWMX a4 pecos.

B cnyyae Hannuua HeckonbKux IP-agpecos cucrema

ajgpec,

Bbl6MpaeT HauyanbHbih IP-agpec M3 pAuanasoHa
V AnHamuyeckux IP-agpecos. Ecnu puHamuyeckue
agpeca OTCYTCTBYIOT, TO cuUcTema Bbl6upaer

HayanbHbIii IP-agpec U3 AuanasoHa BO3MOMKHbIX
cTatuyeckux IP-agpecos.

Ypanset ynpasnsatowuii IP-agpec.

lidp notification {enable |
disable}

no lldp notifications

Mo ymonyaHuio oTnpasKa
yBefomaeHunn LLDP
3anpelueHa.

Paspelwaet/3anpelwaer oTnpasBKy ysegomneHuit LLDP Ha
nHTepoelice.
- enable — paspewaer;

- disable — 3anpewyaer.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lidp med enable [tlv_list]

tvl_list: (network-policy,

PaspelwaeT ncnonb3oBaHUe pacwimpeHuna npotokona LLDP MED.

location, B KOMaHAY MOXHO BK/IKOYMTb OT OAHOMO A0 TPEexX cneumanbHbIX
inventory)/3anpetueHo TLV.
MCNO/Ib30BaHMe
pacwmpeHns NpoToKkona
LLDP MED.
lidp med network-policy HasHavaet npasuno network-policy gaHHomy nHtepdelicy.
{add | remove} number - add — Ha3HayvaeT npasuno;
number: (1-32) - remove — ygandaeT npasuo;

no lldp med network-policy

- number — HOMep npasuna.

Ypansaer npasuno network-policy c sgaHHOro uHTepodeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-elin

coordinate: 16 6aliT;
civic_address_data: (6..160)

3afaeT MecTOMONOKEHME YCTPOWCTBA Aas npoTokona LLDP
(3HaueHue napameTpa location npotokona LLDP MED).

- coordinate — appec B cMCTEME KOOPAWHAT;

- civic_address_data — apMMHUCTPATUBHbBIN aApec yCTPOMCTBa;

ecs_elin_data} 6auT; - ecs-elin_data — agpec B dopmate, onpeaeneHHom ANSI/TIA
ecs_elin_data: (10..25) 1057.

no lidp med location 6anr. Ypanser HaCTPOMKM NapameTpa MecTononoxKeHusa location.

{coordinate | civic-address |

ecs-elin}

lidp med notification PaspeluaeT/3anpeliaer oTnpaeky ysegomneHunit LLDP MED o6

topology-change {enable | N3MEHEHWUW TOMONOTUN.

disable} /3anpelieHo - enable — paspeluaeT oTNPaBKy yBeAOMNEHWN;

no lidp med notifications
topology-change

- disable — 3anpewaeT oTNpaBKy yBeAOMAEHUA.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

v
v

nopT rpynnbl.

Maketbl LLDP, npuHATble Yyepe3 rpynny NOPTOB, 3aNOMMHAIOTCA MHAMBUAYAJIbHO NOPTaMu
rpynnbl, NPUHABWIMMM coobieHuA. LLDP oTnpaBasAeT pasanuHble cooblieHUAa Ha KaxKablii

Pabota npotokona LLDP He 3aBUCUT OT COCTOAAHMA NpoToKona STP Ha nopty, naketbl LLDP
OTNPaBAAIOTCA U NPUHMUMAIOTCA Ha 3a6/10KMPOBAHHbIX NPOTOKONAOM STP-noprax.

Ecnu nopt KoHTpoaupyetca no 802.1X, To LLDP pa6oTaeT c nOpTom TO/IbKO B C/lyyae, eciv OH

dBTOPU30BaH.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 115 — KomaHab! perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

clear lidp table
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..
te_port: (1..8/0/1..
hu_port: (1/0/1..

24);
32);
6)

OunwaeT Tabamuy agpecos 06HAPYKEHHbIX COCeAHUX YCTPOMCTB U
HauYMHaeT HOBbIM LMK 06MmeHa nakeTamu no npotokoay LLDP MED.

show lldp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..
te_port: (1..8/0/1..
hu_port: (1/0/1..

24);
32);
6)

MNokasbiBaeT LLDP-KoHdUrypauumn Bcex GU3MYECKMX UHTepdeiicos
ycTpoicTBa IMbo 3agaHHbIX MHTepdencoB.

show lldp med configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..
te_port: (1..8/0/1..
hu_port: (1/0/1..

24);
32);

MoKasbiBaeT KOHOUIypaunmn paclmpeHma npotokona LLDP — MED
ONA Bcex GU3nYeCcKnx nHTepdpencos NMbo 3aaaHHbIX MHTepdelicos.

show lldp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..
te_port: (1..8/0/1..
hu_port: (1/0/1..

24);
32);
6)

MNokasbiBaeT LLDP-uHbOpmaLmio, KOTOPYO aHOHCUPYET AaHHbIN
nopr.

show lldp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..
te_port: (1..8/0/1..
hu_port: (1/0/1..

24);
32);
6)

MNoKasbiBaeT cTaTyc nepesarpysku TLVs LLDP.

show lidp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..
te_port: (1..8/0/1..
hu_port: (1/0/1..

24);
32);

MoKasbiBaeT MHPOPMALMIO O COCeAHUX YCTPOMCTBAX, HAa KOTOPbIX
paboTaet npoTtoKoa LLDP.

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..
te_port: (1..8/0/1..
hu_port: (1/0/1..

24);
32);

MNoKasbiBaeT cTaTUCTUKY LLDP.

[Mpumepbl 8bINOAHEHUA KOMAHO

=  YcrtaHoBuTb ans noprta tel/0/10 cneaytowme tlv-nons: port-description, system-name, system-
description. [ns gaHHoro uHTepdelica obasuTb ynpasaawowmin agpec 10.10.10.70.

console (config)# configure
console (config) # interface tengigabitethernet 1/0/10

console (config-if)# 1lldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1ldp management-address 10.10.10.70

= [locmoTpeTb KoHUurypaumio LLDP:

console# show 1lldp configuration

LLDP state: Enabled
Timer: 30 Seconds
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Hold Multiplier: 4

Reinit delay: 4 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled

Tabnunuya 116 — OnucaHune pesynbTaToB

lMone OnucaHue

Timer OnpeaenseT, Kak 4acTo ycTpolicTBo wneT LLDP-o6HOBNEHMA.

Onpepenset BenMumHy Bpemenu (TTL, Time-To-Live) gns npuHMMaloLWero ycTpoicTea, B
Hold Multiplier TEeYEHWE KOTOPOTO HYXKHO YAEpPKUBaTb NPUHMMaeMble nakeTbl LLDP nepepa nx copocom:
TTL = Timer * Hold Multiplier.

OnpegenAaet MMHUMANbHOE BPEMSA, B TEHEHME KOTOPOro NopT 6y,D,ET OXHMOaTb nepen

Reinit delay nocbinkol cneaytouero LLDP-coobueHus.

Tx delay OnpegendaeT 3a4epXKKy mexxay nocnep,yrou.ul,mmm nepegayvyamu LLDP-kagpos,
MHULMUPOBAHHbBIX U3MEHEHUAMM 3HAYEHUI NMbo cTaTyca.

Port Homep nopTa.

State Pexum paboTbl nopTa gns npotokona LLDP.

TLV-onuuu, KoTopble nepeaatotca
BO3MOKHble 3HaYeHUA:

PD — OnuncaHue nopta;

SN — CuctemHoe nms;

SD — OnucaHune cuctemsl;

SC — BO3MOKHOCTU CUCTEMDI.

Optional TLVs

Address AZpec ycTponcTBa, KoTopbli nepesaetcs B LLDP-coobweHusx.

Notifications YKa3blBaeT, pa3peLleHbl UK 3anpeLLeHbl ysegomaenma LLDP.

= [loKasaTb MHGOPMALMIO O COCEQHUX YCTPOCTBAX

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
Tel/0/1 0060.704C.73FE 1 ts-7800-2 B
Tel/0/2 0060.704C.73FD 1 ts-7800-2 B
Tel/0/3 0060.704C.73FC 9 ts-7900-1 B, R
Tel/0/4 0060.704C.73FB 1 ts-7900-2 W

Tabnnua 117 — OnucaHune pesynbTaTos

Mone OnucaHue
Port Homep nopra.
Device ID Nma nnn MAC-agpec cocegHero ycTpomncrsa.
Port ID NaeHTndumKaTop nopTa cocegHero ycTpoicTaa.
System name CucTemMHoe UMA yCTPOMCTBA.
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Capabilities

[aHHoe none onucbiBaeT TMN yCTPOMCTBa:

B — MocrT (Bridge);

R —MapuwpyTtusaTop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeteBoe ycTpolicto (Host);

r — NosTopuTens (Repeater);

O — Tun HeunssecrteH (Other).

System description

OnucaHune cocegHero ycTpomncTaa.

Port description

OnucaHWe NopTa coceaHEero ycTpoicTaa.

Management address

Afpec ynpasaeHus ycTpoWCTBOM.

Auto-negotiation
support

OnpegendaeT, NoAAepKMBAETCA /I aBTOMATUYECKOE onpeaeneHne pexnma nopra.

Auto-negotiation status | OnpegaenseT, BK/AOYEHA AW NOAAEPIKKA aBTOMATUYECKOTO ONPeaeieHUn pexmma

nopTa.

Auto-negotiation OnpepenseT pexunmbl, nogaepKnsaemole GyHKLMEN aBTOMAaTUYECKOrO onpeseneHus
Advertised Capabilities nopra.

Operational MAU type Pabouunint MAU-TUN ycTpoWcTBa.

5.15.8 Hacmpoliika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — ¢yHKLUMN YypOBHSA
KaHana nepefayy AaHHbIX NPeacTaBAAloT cobol NPOTOKOA MOHUTOPWMHIA COCTOAHWMA KaHana. B atom
NpPoTOKO/Ie ANA Nepeaayun MHGOPMaLMN O COCTOSHUM KaHana Mexay HenocpenCcTBEHHO NOAKAOYEHHbIMM
ycTpoictBammu Ethernet mcnonb3yioTca 610KM faHHbIX npoTokona OAM (OAMPDU). O6a ycTtpoiictsa
OO/KHbI NoAAepKMBaTb cTaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHguypayuu uHmepagelicos Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepoericos Ethernet:
console (config-if) #

Tabnnua 118 — KomaHgbl pexxuma koHdurypaumm nutepdeiica Ethernet

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda Aeiicmeue

ethernet oam BkatounTb nopaep:kky Ethernet OAM Ha noprty.

—/oTKnoYeHo
no ethernet oam / OTkntounTb Ethernet OAM Ha KOHdUrypupyemom nopry.
ethernet oam link-monitor BKntounTb noageprKKy «link-monitor».
supported
pp —/oTKAOYEHO

no ethernet oam link-
monitor supported

BoccTtaHOBUTL 3HaYeHWE N0 YMONYAHMUIO.

ethernet oam link-monitor
frame threshold count

no ethernet oam
link-monitor frame
threshold

count: (1..65535)/1

YCTaHOBWUTb MOPOr KO/AMYecTBa OWMBOK 3a yKasaHHbIM nepuosg
(nepnopg, yctaHaBanBaetca komaHaon ethernet oam link-monitor
frame window).

BoccTtaHOBUTL 3HaYeHWE N0 YMONYAHMUIO.

ethernet oam link-monitor
frame window window

window: (10..600)/100

no ethernet oam
link-monitor frame window

MmcC

YCTaHOBUTb BPEMEHHOW MPOMEXKYTOK A1 MoACYeTa KOJMYecTsa
owmn6bOoK.

BoccTtaHOBUTL 3HaYeHWE N0 YMONYAHMUIO.

ethernet oam link-monitor
frame-period threshold
count

count: (1..65535)/1

YctaHoBUTL nopor pgna  cobbitna  «frame-period» (nepuog
ycTaHaBnuBaeTca KomaHgol ethernet oam link-monitor frame-
period window).
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no ethernet oam
link-monitor frame-period
threshold

BoccTtaHOBUTL 3HaYEHWE NO YMONYAHMUIO.

ethernet oam link-monitor
frame-period window
window

no ethernet oam
link-monitor frame-period
window

window:
(1..65535)/10000

YCTaHOBUTb BpPEMEHHOM MPOMEXKYTOK ansa cobbitna «frame-
period» (B Kagpax).

BoccTtaHOBUTb 3HAYEHWE NO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam
link-monitor frame-
seconds threshold

count: (1..900)/1

YcTaHoBUTL nopor ana cobbitua  «frame-period» (nepuog,
yCcTaHaBAuBaeTca KomaHgol ethernet oam link-monitor frame-
seconds window), B cekyHaax.

BoccTaHOBUTL 3HAYeHME No YMON4YaHUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam
link-monitor frame-
seconds window

window:
(100..9000)/100 mc

YCTaHOBUTb BPEMEHHOM NPOMEXKYTOK ana cobbitmua «frame-
period».

BocctaHOBUTL 3HaYeHue nNo YMO4YaHUIO.

ethernet oam mode {active
| passive}

YcTaHOBUTb pexxkum paboTbl npoTtokona OAM:
- active — KommyTaTop nocToAHHo oTnpasnser OAMPDU;

—/active - passive — KOMMyTaTOp HaunHaeT oTnpasaaTe OAMPDU TosbKO
npu Haanumum OAMPDU co BCTpeYHOM CTOPOHBI.
no ethernet oam mode BoccTaHOBWTL 3HaYEHWE MO YMOYAHUIO.
ethernet-oam remote- BKAounTb NoaaepKKy M 06paboTky cobbiTnin «remote-failure».
failure
—/BKAOYEHO
no ethernet oam BoccTaHOBUTL 3HAYEHME NO YMONYAHUIO.
remote-failure
ethernet oam BKAtounTb NopaepKy GyHKLMM 3aBopoTa TpaduKa.
remote-loopback
supported —/OTKNO4EHO
no ethernet oam BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.
remote-loopback
supported
ethernet oam uni- BKkAtounTb PyHKLUMIO OBHApYKeHUs OAHOHANpPaBAEHHbIX CBA3eN
directional detection Ha 6a3e npoTokosa Ethernet OAM.
no ethernet oam —/oTwnionero BoccTtaHOBUTL 3HaYeHWe N0 YMOAYAHMUIO.
uni-directional detection
ethernet oam uni- OnpenenvTb peakuuMilo KOMMyTaTopa Ha OAHOHAMNpPaBAEHHYO
directional detection action CBA3b:
{log | error-disable} - log — otnpaska SNMP trap 1 3anucb B XKypHas;
| - error-disable — nepesog nopta B coctosiHue «error-disable»,
—/log 3anucb B XXypHan n otnpaska SNMP trap.
no ethernet oam BocCCTaHOBUTL 3HAYEHME MO YMOYAHMIO.
uni-directional detection
action
ethernet oam uni- BkntounTtb arpeccuBHbIN pexum onpeaeneHus
directional detection OfiHOHanpaB/ieHHoW cBaA3n. EcnM oT cocegHero ycTpowcTea
agressive nepecratoT npuxoauts Ethernet OAM-coobuwieHus — NMHK
—/OTKAOYEHO nomeyvaeTcs Kak 04HOHANPaBAEHHbIN.

no ethernet oam
uni-directional detection
aggressive

BoccTtaHOBUTL 3Ha4YeHMe no YMON4YaHUIO.

ethernet oam uni-
directional detection
discovery-time time

no ethernet oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YCTaHOBWUTb BPeMeHHOW UHTepBan AN onpeaeseHuns TUna ceasu
Ha nopry.

BoccTtaHOBUTL 3HaYeHWE N0 YMONYAHMUIO.
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KomaHOb1 pexcuma privileged EXEC

Bce KOMaHAbl AOCTYMNHbI N8 NPUBWUAEIMPOBAHHOIO Nosb3oBaTensa. Bua 3anpoca KOMaHOHOM
CTPOKM pexkmma privileged EXEC:

console#

Tabanua 119 — KomaHgbl pexkuma privileged EXEC

3HayeHue/3Ha4yeHue

KomaHda Aeiicmeue
no yMmoa4YaHuro
clear ethernet oam Ouunctutb  ctatuctuky  Ethernet OAM  pgns  ykasaHHoro
statistics [interface nHTepodelica.

{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
hu_port:(1..8/0/1..6)

show ethernet oam
discovery [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
hu_port:(1..8/0/1..6)

OTob6pasnTb cocToAHMe npoTokona Ethernet OAM  ana

yKa3aHHOro uHtepdeliica.

show ethernet oam
statistics [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
hu_port:(1..8/0/1..6)

OTO6pa3snTb CTaTUCTMKY 06MEHA MPOTOKO/bHLIMU COOBLLLEHUAMM
ONA yKasaHHOro uHtepdelica.

show ethernet oam status
[interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
hu_port:(1..8/0/1..6)

OTobpasnTtb HacTpoiku Ethernet OAM agna  ykasaHHOro
nHTepoelica.

show ethernet oam
uni-directional detection
[interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
hu_port:(1..8/0/1..6)

OT06pasuTb COCTOfIHWE MexaHun3ma onpeaeneHus
0AHOHaNPaBAeHHbIX CBA3ei AN yKa3aHHoro uHtepderica.

ethernet oam remote-
loopback {start | stop}
{interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port |
hundredgigabitethernet
hu_port}}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
hu_port:(1..8/0/1..6)

3anyck/ocTaHoBKa
MHTepodeiica.

y,qaneHHoﬁ netnu ana YKa3aHHOro
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[pumepbl 8b1M0AHEHUS KOMAHO

=  OTo6pas3uTb cocTosHME NPOTOKONA ANA NopTa tengigabitethernet 1/0/3:

console# show ethernet oam discovery interface TenGigabitEthernet 1/0/3

tengigabitethernet 1/0/3
Local client

Administrative configurations:

Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported

MIB retrieval: not supported
Mtu size: 1500
Operational status:

Port status: operational
Loopback status: no loopback
PDU revision: 3

Remote client

MAC address: a8:£f9:4b:0c:00:03
Vendor (oui) : a8 £9 4b
Administrative configurations:

PDU revision: 3
Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported
MIB retrieval: not supported
Mtu size: 1500

console#

5.15.9 Hacmpolika ¢pyHKyuu Flex-link

Flex-link — ¢yHKLMA pe3epBMpOBaHMA, NpegHa3HAYeHHaa ana obecneyeHna HafLeXHOCTU KaHana
nepefaun gaHHbix. B ceaske flex-link moryt HaxoguTbcs uHTepdelicol Ethernet u Port-channel. OguH u3
3TUX UHTepdencoB HaxoamuTca B 3ab6JOKMPOBAHHOM COCTOSSHUM M HAYMHAET NPOnycKkaTb TpaduK TONbKO B
C/lyvae aBapun Ha BTOPOM MHTepdelice.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet, uHmepgelica 2pynmnel Nopmos

Bua 3anpoca KOMaHAHOW CTPOKM B pPexXMMe KOHOUrypupoBaHua WHTepodelrica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabanua 120 — KomaHabl pexunma KoHdurypuposaHua nHtepdeliica Ethernet, rpynnsi noptos

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o yMoOAYAaHUIO

flex-link backup Bkntouaert flex-link Ha nHTepdelice n HazHayaeT BbIBpaHHOMY
{gigabitethernet gi_port | nHTepoeincy ponb backup-uHtepodeiica B flex-link nape.
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel gi_port: (1..8/0/1..24);
port_channel} te_port: (1..8/0/1..4);
no flex-link backup hu_port: (1/0/1..6); Boikntoyaer flex-link Ha nHTepdelice n yaanaeT BbIbpaHHbIN
{gigabitethernet gi_port | port_channel (1..48)/- | unTepdeiic us flex-link napsl.
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}
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flex-link preemption mode
[forced | bandwidth| off]

3agaeT AencTeue Npu NoAHATMM UHTepdelica, yyacteytowero Bo flex-
link:

- forced — ecnv nogHaswwuiica MHTepdeiic HaCTPOeH Kak master, To
OH CTaHEeT aKTUBHbIM UHTepdelricom;

- bandwidth — npu nogHATUKM MHTepdeiica aKTUBHBIM CTaHET
MHTepdenc c 6onblielt NPoNycKHOW CNocobHOCTbIO;

- off — noagHABWMitcA nHTepdelic ocTaHeTcsA B 3a610KMPOBAHHOM
COCTOAHMU.

-/off

no flex-link preemption mode

Bo3Bpallaer 3HaYeHMe No YMOIYaHHIo.

flex-link preemption delay
delay

no flex-link preemption delay

3apaeT BpemA OT nepexosa OTKNOYEHHOIo NopTa B COCTOAHME «UpPY,
No NPOLIECTBMU KOTOPOTO BbINONHAETCA AeNCTBME, YCTAHOB/IEHHOE
delay: (1..300)/35 komaHgov flex-link preemption mode.

- delay — nepwuopa BpemeHu, B CEKYHAAX.

Bo3Bpallaer 3HaYeHMe N0 YMOIYaHMUIO.

flex-link backup
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}

Bkntouaert flex-link Ha nHTepdelice n HazHavaeT BbIBpaHHOMY

i_port: (1..8/0/1..24); . . .
ep (1.8/0/ ) nHTepoeincy ponb backup-uHtepodeiica B flex-link nape.

te_port: (1..8/0/1..4);
hu_port: (1/0/1..6);
port_channel (1..48)/-

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOW CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 121 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue

Aelicmeue
10 yMOAYaHUIO

show interfaces flex-link
[detailed] {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel port-
channel}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
hu_port: (1/0/1..6);

port_channel: (1..48)

MokasbiBaeT KoHdUrypaumio dyHKuum flex-link.
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5.15.10 Hacmpoiika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKumAa Layer 2 Protocol Tunneling (L2PT) nossonseT nponyckaTb ciayXebHble MaKeTbl
pa3nunuHbix L2-npoTokonos (PDU) uepes ceTb npoBaiigepa, UYTO NO3BOJIAET MPO3pPavyHO CBA3aTb
K/IMEHTCKNE CErMEHTbI CETMU.

L2PT uHkancynupyet PDU Ha nHTepdeiice KOMMyTaTopa, rPaHNYalLero ¢ 06opyaoBaHMem, Kagpbl
KOTOPOro HeObX0AMMO MHKAMNCY/IMPOBaTb, U NepenaeT Ux Ha APYroi TakoM Ke KOMMYTaTop, KOTOPbIi
OXXMAAEeT UHKAMCY/IMPOBaHHbIE Kagpbl, a 3aTem AeKancyaupyeTr ux. 3TO NO3BOAAET MOAb30BaTeNAM
nepefasaTb MHPOPMaUMIO 2-TO YPOBHA Yepe3 ceTb nposangepa. KommyTtatopbl npeaocTaBnatoT
BO3MOXHOCTb MHKaMNCYIMPOBaTb CAyXKebHble nakeTbl npoToKoaos STP, LACP, LLDP, IS-IS.

[lpumep

Ecnu BkAoumTb L2PT ana npotokona STP, To KommyTaTopsl A, B, C 1 D 6yayT 06beanHEHbI B 04HO
cBA3yloLLee AepeBO, HECMOTPA Ha TO, YTO KOMMYTATOpP A He COeZiMHEH HanpAMYyo C KOMMmyTaTopamu B,
C n D (PucyHok 35 — Mpumep paboTbl dyHKUMKM L2PT). UHPopmaLuma 06 M3MEHEHNM TOMNONOTMU CETU
MOMeET ObITb NepeaaHa CKBO3b CETb NpoBangepa.

CeTb
npopamngepa

LIl ] switen2

PucyHok 35 — Mpumep paboTbl dyHKUUM L2PT
Anroputm paboTbl pyHKUMOHANA CAeayOWmiA:
MHKancynauma:

1. Bce L2 PDU nepexsatbiBatoTca Ha CPU.

2. Nopacuctema L2PT onpegensaeTt L2-npOTOKO/, KOTOPOMY COOTBETCTBYET NpuHATbIN PDU, 1
npoBsepsAeT, BK/AOYEHA /1M Ha NOPTY, C KOTOPOro NpuHAT 3T0T PDU, HacTpolika I2protocol-
tunnel gns gaHHoro L2-npoToKona.

Ecnv HacTpoiika BK/toYeHa, To:

— Bo Bce noptbl VLAN, Ha KOTOpPbIX BK/OYEHO TYHHeAnpoBaHue, oTnpasndetca PDU-kaap;

— BO Bce noptbl VLAN, Ha KOTOpPbIX BbIK/JKOYEHO TYHHE/NNPOBAHME, OTNPaBAAeTCA
WMHKancyanpoBaHHbiii  PDU-kagp (ucxoaHbii Kagp ¢ Destination MAC-aapecom,
N3MEHEHHbIM HA TYHHE/IbHbIN).
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Ecnan HaCTpOﬁKa BbIK/1lOY€Ha, TO

— PDU-kagp nepeaaetca B 06paboTynK COOTBETCTBYIOLLErO MPOTOKOA.

Jekancynauua:

3. PeanusosaH nepexsaT Ha CPU Ethernet-kagpos ¢ MAC-agpecom HasHayeHud, 3a4aHHbIM
npu nomouwm KomaHabl |2protocol-tunnel address xx-xx-xx-xx-xx-xx. [epexsaT BKAlOYaEeTCA
TO/IbKO TOrda, Korga xoTts 6bl Ha oAHOM MOPTY BK/AKOYEHa HacTpoMka I2protocol-tunnel
(He3aBMCMMO OT NpoTOKONA).

4. TMpw nepexsate naketa c MAC-agpecom Ha3HaAYEHUA XX-XX-XX-XX-XX-XX, OH CHaya/a nonagaet
B nogcuctemy L2PT, koTopasa onpegenset L2-npoTokon ana gaHHoro PDU no ero 3arosoBsky,
W NpoBepsAeT, BK/AOYEHA NAM Ha MOPTY, C KOTOPOro MPWHAT WMHKanNcyaupoBaHHbIi PDU,
HacTpomKa |2protocol-tunnel gna gaHHoro L2-npoTokona.

Ecnin HacTpolika BK/lOYEHa, TO:

—  MOPT, C KOTOPOro bbl/1 NONYYEH MHKANCYMpPOoBaHHbINM PDU-kagp, 6/10KMpyeTcsa ¢ NpUYnHoOm

[2pt-guard.
Ec/in HacTpolika BbIK/HOYEHa:
— BO BCe MOpTH

— BO BCe nNOPTh
MHKancy/MpoBaH

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

VLAN, Ha KOTOpbIX BK/HOYEHO TYHHE/NNPOBAHME, OTNpPaBAAETCA
AeKkancynmposaHHbIi PDU-Kagp;
VLAN, Ha KOTOpbIX BbIKAOYEHO TYHHe/NIUpOBaHWe, OTNpaBaAeTcA

HbIi PDU-Kagp.

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnnuya 122 — KomaHab! perknma rnobanbHo KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

12protocol-tunnel address
{mac_address}

no I2protocol-tunnel
address

mac_address:
(01:00:ee:ee:00:00,
01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

3asatb MAC-aspec HasHaYeHUsa AN TYHHeMpyeMbiX KaZpos..

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Ha uHTepdeiice, rpaHnuaLLEM C OKOHEYHbIM YCTPOUCTBOM, He nogaeprKusatowmm STP,
V BO0MKeH bbITb OTKNOUYEH NpoToKon STP (spanning-tree disable) u BknoueHa ¢punbTpauma
BPDU (spanning-tree bpdu filtering).

Bupa 3anpoca KoMaHAHOW CTPOKU B pexknme KoHodurypaumm nHtepoeiica Ethernet, nHrepdeliica

rpynnbl NOPTOB:

console (config-if) #
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Tabnunua 123 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet

3HayeHue/3Ha4yeHue
no ymon4YaHuro

KomaHda

Aeiicmeue

12protocol-tunnel {stp |
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vip |
pagp | udid}

no I2protocol-tunnel {stp |
lacp | lidp]| isis-I1 | isis-12 |
pvst | cdp | dtp | vip |
pagp | udid}

-/BbIKNOYEHO

BkatoueHme pexkmma nHkancynaummn naketos STP BPDU.

BbIkntoyeHume pexxmma nHKancynauum naketros STP BPDU.

12protocol-tunnel cos cos
no I2protocol-tunnel cos

cos: (0..7)/5

3aaatb 3Ha4YeHune CoS ana 3anakoBaHHbIX PDU-Kagpos.

YcTtaHoBKa CoS B 3HayYeHMe N0 YMOAYAHUIO.

12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-11 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}
threshold

no I2protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-11 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}

treshold: (1..4096)/
BbIK/IOYEHO

HacTpolika moporoBoro 3HayeHuAa CKOPOCTU Bxoasawmx PDU-
KagpoB (B MakeTax B CEKyHAY), MOJYYEHHbIX U MOANEXaLUX
MHKancynaumu. NMpu npesbiweHun nopora PDU otbpacsiBatoTca.

OTKNOYAET peXXMM KOHTPONA CKOpPOCTU BXxoaawmx PDU-Kagpos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vtp |
pagp | udld} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vtp |
pagp | udid}

treshold: (1..4096)/
BbIK/IOYEHO

HacTpoiika moporoBoro 3HayeHuA CKOpOCTU Bxoaawmx PDU-
KagpoB (B MakeTax B CEKyHAY), MONYYEHHbIX U MOAJENKALLUX
WHKancynaumu. [Mpu  npesbiweHun nopora nopt bHyaer
nepeseseH B cocTosiHue Errdisable (oTkntoueH).

OTKNOYAET peXXMM KOHTPONA CKOPOCTU BxoaAawwmx PDU-Kagpos.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnuua 124 — KomaHabl pexxkunma Privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aeiicmeue

show I2protocol-tunnel
[gigabitethernet gi_port |
tengigabitethernet te_port

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..24);

| hundredgigabitethernet hu_port: (1/0/1..6);
hu_port | port-channel group: (1..48)
group]

Otobparkaet nHbopmaumio L2PT ans ykasaHHoro mHTepdeica
Uan pna Bcex MHTepdeicos, Ha KOTOPbIX BKAloYeH L2PT, ecam
MHTepdeNC He yKasaH.

clear I2protocol-tunnel

statistics [gigabitethernet gi_ port: (1..8/0/1..24);

gi_port | ) )

tengigabitethernet te_port te_port: (1..8/0/1..24);
L hu_port: (1/0/1..6);

| hundredgigabitethernet roup: (1..48)

hu_port | port-channel group:L..

group]

OuuncTKa cTaTUCTUKK L2PT AN yKasaHHOro nHTepdelica uav aas
BCEX MHTepdencoB, Ha KOTOpbIX BKAtoYeH L2PT, ecam uHtepodeiic
He yKasaH.
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[pumepbl 8b1M0AHEHUS KOMAHO

= YcTaHOBUTb TyHHesbHbIN MAC-aagpec B 3HaYeHume 01:00:0c:cd:cd:d0, BktounTb otnpaBky SNMP
traps o1 Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHune drop-threshold u shutdown-
threshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:do0
console (config) #snmp-server enable traps l2protocol-tunnel

= BKAOUUTb pemm TyHHennposaHuAa STP Ha uHTepdeiice, ycTaHOBUTL 3HavyeHMe CoS-nakeToB
BPDU paBHbIm 4, BKNOYNTb KOHTPO/Ib CKOPOCTU BXOAALLMX NnakeTos BPDU.

console (config) # interface tengigabitEthernet 1/0/1

console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer

console (config-if) # switchport customer vlian 100

console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

~— e e

console#show l1l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

tel/0/1 4 stp 100 40 650 0 450

Mpumepbl coobLeHuid 0 cpabaTbiBaHUKM TpUITepa:

12-Nov-2015 14:32:35 %$-I-DROP: Tunnel drop threshold 40 exceeded for interface
tel/0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface tel/0/1

5.16 Voice VLAN

Voice VLAN ucnonb3yetca ana BbligeneHusa VolP-obopynosaHus B otaenvHyto VLAN. Ona VolP-
Kaapos MoryT 6biTb HasHauyeHbl QOS-aTpnbyTbl Ans npuopuTUsaummn Tpaduka. Knaccudumkauma Kagpos,
OTHOCALMXCA K Kagpam VolP-obopypoBaHua, 6asmpyetca Ha OUI (Organizationally Unique Identifier —
nepsble 24 6uta MAC-agpeca) oTnpasutens. HasHayeHue Voice VLAN pgna nopTta npoucxoaut
aBTOMaTMYECKM — Korga Ha nopT nocTynaet Kagp ¢ OUl ns tabanybl Voice VLAN. Korga nopt onpegensetcs,
Kak npuHagnexxawmit Voice VLAN — aaHHbIM nopT gobasnsaetca Bo VLAN Kak tagged. Voice VLAN npumeHum
ONA CNefyroWnX CXem:

— VolP-obopyaoBaHMe HacTpamBaeTcs, YTObbl paccblnaTh TErMpoBaHHble NakeTbl, ¢ ID Voice
VLAN, HacTpOeHHbIM Ha KOMMYTATopE;

— VolP-obopypoBaHue paccblnaer HetermpoBaHHble DHCP-3anpocbl. B oTtBete ot DHCP-
cepBepa npucytcteyet onuma 132 (VLAN D), ¢ nomolibio KOTOPON YCTPOMCTBO
aBTOMaTMYecKun HasHavaeT cebe VLAN ana mapkupoBku Tpaduka (Voice VLAN).

/ Ona HasHaueHusa Voice VLAN Ha cTopoHe OKOHeuHoro o6opyaoBaHua Heo6xoaumo
ucnonb3osartb lldp-med noantuku nnm DHCP.
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Cnuncok OUl-npoussoauteneit VolP-o60pyaoBaHMA, AOMUHUPYIOWMX HA PbIHKE:

Ooul dupma-npounssoautennb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

V Voice VLAN moxkeT 6biTb aKTUBUPOBAH Ha NopTax, pabortawowmx B pexxume trunk u general.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHOM KOHGUIypauum:
console (config) #

Tabnunua 125 — KomaHabl perkuma rnobanbHoM KoHGUrypauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4YaHuro
voice vlan aging-timeout YcTaHaBAMBaAET TamayT Aas NOpTa, NPUHALEKALWErNO K Voice-
timeout timeout: vlan. Echn ¢ nopta B TeuyeHue 3ap,aHHor9 BpeMeHu He b6biio
(1..43200)/1440 Kagpos ¢ OUI VolP-obopygosaHus, To voice vlan yaansaerca c
AaHHOro nopra.
no voice vlan aging-timeout BoccTaHaBAMBaET 3HAYEHME MO YMOYAHUIO.
voice vlan cos cos [remark] YcTaHaB/MBAET BbIXOAHYIO ovepeab Ans Tpaduka B Voice VLAN B
COOTBETCTBMM C HAacTpoeHHbIM gns Voice VLAN CoS 6e3 cmeHbl
cos: (0-7)/6 CoS. o
- remark — Bk/toYaeT nepeHasHayeHne COS Ha yKasaHHbIW Ann
Tpaduka B Voice VLAN.
no voice vlan cos BoccTaHaBAMBaET 3HAYEHME MO YMOYAHUIO.
voice vlan id vian_id YctaHasausaeT ugeHtnoumkatop VLAN ana Voice VLAN
no voice vlan id Ypanset ugentuourkatop VLAN ans Voice VLAN
vlan_id: (1..4094) Ana ypaneHna wupeHtMdukatopa VLAN Tpebyetca
npeAaBapuUTeNbHO OTKAUYMTL PyHKUuMIo voice vlan Ha
BCeX NopTax.
voice vlan oui-table {add oui | MNo3BonseT pegakTMposatb Tabanuy OUL.
remove oui} [word] word: (1.32) cmsonos - oui — nepsble 3 6a|71Te_1 MAC-agpeca;
- word — onucaHue oui.
no voice vlan oui-table Ypansaert Bce nonb3oBatesibckue nameHenuna OUI-Tabanupl.
voice vlan state {oui-enabled | BK/I10OUNTb/OTKAOUMTL Voice VLAN.
disabled} -/BbIK/IOYEHO
no voice vlan state BepHyTb 3HaYeHWe N0 YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm mnHtepdenca Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console (config-if) #
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Tabnuua 126 — KomaHap! pexxmuma KoHourypauum nHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

voice vlan enable

Bkntouaet Voice VLAN ana nopra.

no voice vlan cos mode

- -/OTKNO4EHO -
no voice vlan enable Otkntovaet Voice VLAN gna nopra.
voice vlan cos mode {src | all} Bk/ito4aeT mapKkupoBKy TpaduKa Ans BCeX Kagpos, Mb60 TONbKO
-/src ONA UCTOYHMKA.

BoccTaHaBnmBaeT 3HavYeHMe No YMOYAHMUIO.

5.17 IpynnoBas agpecauus

5.17.1 ®yHKYyusa nocpedHuka npomokona IGMP (IGMP Snooping)

®yHKuMA IGMP Snooping ncnonb3yeTca B CETAX rPynnoBoi paccblikM. OcHOBHOM 3agadveit IGMP
Snooping sBnseTcA nNpefoCTaBleHME MHOroagpecHoro TpaduKa TONbKO AN Tex MOPTOB, KOTOpble

3anpocuau ero.

V’- IGMP Snooping MoOXeT WUCNONAb30BaTbCA TO/MbKO B cTaTudecKkoit rpynne VLAN.
NoapeprkusBaloTca Bepcuun npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.

’ ' Y1060b1 IGMP Snooping 6bin akTMBHbIM, PYHKUMA rpynnoBoii dunbTpauyum “bridge multicast

- filtering” ponykHa 6bITb BKAlOUeHa (cm. pasgen 5.17.2 Mpasuna rpynnoBoi agpecauum

(multicast addressing)).

PacnosHaBaHWe NOPTOB, K KOTOPbIM NOAKNHOYEHbI MHOFOaAPECHbIE MAPLUPYTU3ATOPbI, OCHOBAHO Ha

cnefyoumx cobbITUAX:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;

— nmakeTbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NoOpTY;

— MaKeTbl NPOTOKO/la MHOroaapecHoi mapwpyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTy;

— naketbl npoTokona MRDISC npnHATbI Ha NopTy;

— nakKeTbl npoTokona Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NOpTy.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUrypaumm:

console (config) #

Tabnunua 127 — KomaHabl pexknma rnobanbHoM KoHGUrypauum

vlan_id

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
ip igmp snooping Paspewaetr wucnonb3oBaHue  ¢yHKuuM  IGMP  Snooping
Mo ymonyanuio KOMMYTaTOPOM.
no ip igmp snooping byHKUMA BbIKNIOYEHA 3anpewaer wucnosnb3oBaHne  GyHKUmMm  IGMP  Snooping
KOMMYTaTOPOM.
ip igmp snooping vlan vian_id Paspewaetr wucnonb3oBaHue  ¢yHKuuM  IGMP  Snooping
vlan_id: (1..4094) KOMMYTaTOpoM Ana aaHHoro nHtepderica VLAN.
Mo ymonyaHuio -vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN.
no ip igmp snooping vlan ®YHKUMA BbIKNIOYEHA 3anpewaet  wucnonb3oBaHue  ¢yHKUumm  IGMP  Snooping

KOMMYTaTOpPOM A/1a AaHHoro nHtepgeica VLAN.
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ip igmp snooping vlan vian_id
static ip_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

no ip igmp snooping vlan
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);

hu_port: (1/0/1..6);
group: (1..32)

Pernctpupyer rpynnosoii IP-agpec B Tabauue rpynnosow
afpecaunu un ctatudeckn gobasnaet nHtepdelicsl U3 rpynnsl Ana
TekyLel VLAN.

- vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN;

- ip_multicast_address — rpynnosow IP-agpec.

MepeuncneHve MHTepdeicoB OCYLLLECTBNACTCA YEPES3 «—» U «,».

Yaansaet rpynnosoi IP-agpec n3 Tabauubl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymonyanuio
paspeleHo

Paspewaetr pana  pgaHHon rpynnbl VLAN  aBTOMaTtuyeckoe
pacnosHaBaHue nopTos, K KOTOPbIM NOAK/IOYEHDI
MHOroaZpecHble MapLIpyTU3aTopsbl.

-vlan_id — naeHTUOUKaUMOHHBIA Homep VLAN.

3anpewaet ana pgadHon rpynnbl VLAN aBTOmaTuueckoe
pacnosHaBaHue nopTos, K KOTOPbIM NOAK/IOYEHDI

MHOroaZpecHble MapLIpyTU3aTopbl.

ip igmp snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vian
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);

hu_port: (1/0/1..6);
group: (1..32)

Onpepensaetr MOpT, K KOTOPOMY MOAK/OYEH MapLUpyTM3aTop
MHOroaZpecHoOm paccblikn Ansa 3agaHHoin VLAN.
-vlan_id — naeHTUOUKaUMOHHBIA Homep VLAN.

YKasbiBaeT, 4TO K MOPTYy He MNOAKAKYEH MapLpyTusaTop
MHOr0aZpecHOM PacCblIKM.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);

hu_port: (1/0/1..6);
group: (1..32)

YcTaHaBAMBaeT 3anpeT Ha onpegesneHue nopTta (CTaTUYecKw,
OMHAMMYECKM) KaK  nopta, K  KOTOPOMY  MOAK/IOYEH
MapLUpPYTU3aTOP MHOTOAAPECHOMN PACChINKMU.

- vlan_id — naeHTMPMKaumoHHbIN Homep VLAN.

CHMMaeT 3anpert Ha onpegeneHne NopTa Kak NnopTa, K KOTopomy
NOAKNKYEH MapLWpyTN3aTop MHOFOBApeCHOﬁ PacCblNKKn.

te_port |
hundredgigabitethernet
hu_port | port-channel group}
ip igmp snooping vlan vian_id . BkntoyaeT  nopneprKKy  BblgauM  3amMpocoB  igmp-query
. vlan_id: (1..4094); o

querier KOMMYyTaTopom B gaHHoNn VLAN.

— - -/BblAaya 3anpocos -
no ip igmp snooping vlan OTKIOYEHE OTKNOYaeT  NOAAEP)KKY  BblAauM  3anpocosB  igmp-query
vlan_id querier KOMMYTaToOpoMm B AaHHoM VLAN.
ip igmp snooping vlan vian_id YctaHaBauBaet Bepcuto IGMP-npoToKona, Ha OCHOBAHWU
querier version {2 | 3} /IGMPV3 KoTopou byayT dopmuposaTbca IGMP-query 3anpochi.

- v

no ip igmp snooping vlan YcTaHaBAMBaeT 3HaueHMe No YMONYAHUIO.
vlan_id querier version
ip igmp snooping vlan vian_id Onpegenset NCXOAHbIN IP-agpec, KOTOPbI bypet
querier address ip_address ncnonb3oBatbca IGMP querier-om. Querier — YyCTPOWCTBO,

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

KoTopoe otnpasnseT IGMP-3anpochl.

YcTaHaBAMBaeT 3HavyeHre No ymosdaHuio. Mo ymonyaHuio ecnu
IP-agpec HactpoeH ana VLAN, oH mucnonb3yeTcA B KayecTse
agpeca uctoyHmka IGMP Snooping Querier.
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ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vian
vlan_id replace source-ip

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

BKntoyaeT 3ameHy IP-agpeca MCTOYHMKA Ha yKasaHHbIN |IP-
appec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN;
- A.B.C.D — IP-agpec, Ha KOTopblit bygeT nponsseseHa 3ameHa
SRC IP.

3HaueHue no ymonyaHuio 0.0.0.0 roBoput 0 TOM, YTO
V 3ameHa SRC IP IGMP report npoussoauTbca He byaer.

OTkntovaet 3ameHy IP-agpeca nctouHmka B naketax IGMP report
B 3a4aHHoM VLAN.

ip igmp snooping vlan vian_id
immediate-leave [host-based]

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIKNOYEHO

BkatounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywei
VLAN. O3HauaeT, 4To NopT A0/1KEH BbITb HeMeaIeHHO yaaneH u3
rpynnsl IGMP nocne nonyyeHus coobuieHma IGMP leave.

- host-based — mexaHn3m fast-leave cpabaTbiBaeT TONbKO B TOM
cnyyae, Korga Bce MOAK/AKOYEHHble K AaHHOMY  MOpTy
nosb3oBaTeNn OTAMUCANANCh OT rpynmnbl (CYHETYMK MOSb30BaTeNnemn
BeAeTcAa Ha ocHoBaHuM Source MAC-aapecos B 3arosioBkax IGMP-
report’os);

OTKNOYUTL  Npouecc Immediate-Leave Ha

Tekyuen VLAN.

IGMP Snooping

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BKatounTtb dyHKUMIO proxy report B onpegeneHHom VLAN. Mpwn
BK/IOYEHMM 3TOW YHKUMM KOMMyTaTop Ha npuweawune IGMP
query byaeT oTBeyaTb OT cBOero MmeHu. Knmentckme IGMP report
npu 3Tom oTbpacbiBatoTCA.

- version — yctaHaBauBaeT Bepcuto IGMP ana oTnpaBKyM NaKeToB.
Mo ymonyaHuio Bepcua onpegensetca No npuweawemy Ha
KommyTaTop nakety IGMP query.

BbikntounTb Proxy report 8 onpeageneHHom VLAN.

ip igmp snooping vlan vian_id
€OS COs

no ip igmp snooping vlian
vlan_id cos cos

vlan_id: (1..4094);
cos: (0..7)/0

YctaHaBauBaet 3HayeHne CoS ana ncxogAwmx B nopt
mrouter IGMP-coobweHuii B ykazaHHo! VLAN.
-vlan_id — naeHTMdUKaLMOHHbINM Homep VLAN;

- €0Ss — Knacc obcnyKmnsaHums.

YcTaHaBMBaeT 3HadeHne CoS Ana UCXoaaLmx B MOpPT mrouter
IGMP-coobLeHnit B ykasaHHoW VLAN paBHbIM HytO.

KomaHObI pexcuma KoHguaypayuu uHmepgpetica VLAN

BuAa 3anpoca KoMaHAHOM CTPOKM pexunma KoHdurypaumm VLAN:

console (config-if) #

Tabnnua 128 — KomaHabl pexkuma KoHourypaumm nHtepderica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aeiicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBAET 3Ha4YeHue yctonumsoctu gns IGMP.
Echv Ha KaHane Habnogaetca notepA AaHHbIX, 3HayYeHue
YCTOMYMBOCTM A0/XKHO ObITb YBE/UYEHO.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

ip igmp query-interval seconds

no ip igmp query-interval

seconds:
(30..18000)/125 ¢

YctaHaBauBsaet TaﬁmayT, no KOTOpPOMY CUCTEMa OTnpasadAeTr
OCHOBHbI€ 3anpoCbl BCEM YYaCTHUKam rpynnbl MHOI'OBp,peCHOI\/'I
nepegadun gna npoBepkn NX akTUBHOCTU.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

ip igmp
query-max-response-time
seconds

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MakCMManbHoe BpemA OTBeTa Ha 3anpoc.

no ip igmp YcTaHaB/IMBaET 3HaYEHWE N0 YMOMYAHUIO.
query-max-response-time
ip igmp count: (1..7)/3HayeHune | YcTaHaBAMBaET KONIMYECTBO 3aNPOCOB, NOC/E PACCHIIKM KOTOPbIX,

last-member-query-count
count

nepemeHHomn
robustness

KOMMYTATOp onpeaenAaeT, YTo Ha AaHHOM NOPTY HEeT XKenakwnx
y4acCTBOBaTb B MHOFOB,CI,pECHOVI PaccbliKe.

Ethernet-kommymamopeol ceputli MES3300, MES53xxA, MES5400-xx

131




HELTEX

no ip igmp YcTaHaB/MBaeT 3HaYeHWe NO YMOYAHUIO.
last-member-query-count

ip igmp YcTaHaBAMBaeT MHTepPBaA 3anpoca AN NOC/AeAHEro y4acTHUKaA.
last-member-query-interval .
. milliseconds:

milliseconds

— (100..25500)/1000 mc
no ip igmp YcTaHaBAMBaeT 3HaYeHMe NO YMOIYAHUIO.
last-member-query-interval
ip igmp version version (1.3)/ YcTaHOBUTb Bepcuto npoTtokona IGMP.

. " version: (1-3)/2
no ip igmp version YCTaHOBWTb 3HaYeHMeE N0 YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bua, 3anpoca KOMaHAHOW CTPOKM peXxnma KoHurypaumm nHtepdeiica:
console (config-if) #

Tabnuua 129 — KomaHap! pexxmuma KoHopurypaumnm nHtepoeliica Ethernet

Komanda 3HavyeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
switchport access BkntoyaeT nepeHanpasneHne IGMP-3anpocoB C KANMEHTCKUX
multicast-tv vlan vian_id VLAN B Multicast VLAN gna nHtepdeiica B pexunme «access».
’ Ona pa6otbl AaHHOW ¢YHKUuM TpebyeTtca
. - BK/IlOYEHME ip igmp snooping He TOAbKO
vlan_id: (1..4094) rno6anbHo u B Multicast VLAN, HO U B KAMEHTCKUX
VLAN.
no switchport access BbikntoyaeT nepeHanpasneHne IGMP-3anpocoB ¢ KNMEHTCKUX
multicast-tv vlan Vlan B Multicast Vlan gna nHitepdeiica B pexknme «access».
switchport trunk multicast- BkatovaeT nepeHanpasneHune |IGMP-3anpocos u3 VLAN,
tv vlan vian_id [tagged] YYaCTHMKOM KOTOpbIX ABAAeTca nopt, 8 Multicast VLAN ans
nHTepdeiica B pexume  «trunk».  Multicast-tpaduk
nepepaeTca Ha NOPT HETErMPOBAHHLIM UM TETMPOBAHHbIM B
3aBUCMMOCTM OT napameTpa tagged. Mapametp tagged
vlan_id: (1..4094) yKasbiBaeT Ha TO, u4To Multicast-Tpaduk  ponkeH
OTNPaBAATLCA B MOPT TermpoBaHHbIM B Multicast VLAN.
no switchport trunk BbikntoyaeT nepeHanpasneHne IGMP-3anpocos B Multicast
multicast-tv vlan VLAN. T[lopT wucKkAo4aeTcs W3  rpynn  MHOroagpecHok
paccobinkm B Multicast VLAN.
switchport general Bkntouyaetr nepeHanpasneHve IGMP-3anpocos u3 VLAN,
multicast-tv vlan vian_id YYaCTHMKOM KOTOpbIX ABAfeTca nopt, B Multicast VLAN ans
[tagged] MHTepdeiica B pexume «general». Multicast-Tpaduk
nepenaeTca Ha NOPT HETErMPOBAHHLIM WM TETMPOBAHHbIM B
vian_ id: (1..4094) 3aBUCMMOCTM OT MapameTpa tagggd. Mapametp tagged
yKasbiBaeT Ha 71O, u4To Multicast-tpaduk  ponkeH
OTNPaBAATLCA B MOPT TeruposBaHHbIM B Multicast VLAN.
no switchport general BbikntoyaeT nepeHanpasneHve IGMP-3anpocos B Multicast
multicast-tv vlan VLAN. T[lopT WCKAoYaeTcs W3  Tpynn  MHOroagpecHom
paccobinkm B Multicast VLAN.

KomaHOwbl pexcuma EXEC

Bce KOmaHAb! AOCTYMHbI TOALKO 41A NPUBUAETMPOBAHHOIO NO/Ib30BaTENA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnmua 130 — KomaHap! pexkmuma EXEC
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KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeiicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MoKasbiBaeT WHbOpMaLMIO 06 W3YYEHHBIX MHOrOaAPECHbIX
MapLUpyTU3aTopax B yKasaHHo rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

lMokasbiBaeT
MHTepodeiica.

nHoopmaumuio IGMP-snooping Aana  gaHHoro

show ip igmp snooping groups
[vlan vian_id]

MoKasbiBaeT WHOOpMaLMIO 06 WM3YYEHHbIX MHOrOaLPECHbIX
rpynnax, y4acTBytoLLMX B FPYNMnOBOM paccbliKe.

[ip-multicast-address vlan_id: (1..4094)
ib_multicast_address]
[ip-address IP_address]
show ip igmp snooping cpe
vlans [vlan vian_id]

MNoka3sbiBaeT Tabanuy COOTBETCTBUM mexay VLAN
060py0BaHNA, YCTaHOB/JEHHOrO Yy nonb3oBaTensa, u VLAN ana
TeneseLlaHnA.

vlan_id: (1..4094)

[pumepbl 8b1N0AHEHUS KOMAHO

Brknountb ¢yHKUMo IGMP snooping Ha KommyTaTope. Ona VLAN 6 paspewuntb aBTOMaTU4ecKoe
pacno3HaBaHWe MopPTOB, K KOTOPbIM MOAKAOYEHbI MHOTOaApecHble MapLIpyTM3aTopbl. YBEANYNUTD
3HaYeHMe ycTonuYnBoCTM A0 4. YCTaHOBUTb MaKCMMa/IbHOE BpeMsA OTBEeTA Ha 3anpoc — 15 cekyHA.

console# configure

console (config)# ip igmp snooping

console (config-if)# ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

console (config-if)# ip igmp robustness 4

console (config-if)# ip igmp query-max-response-time 15

5.17.2 lMpaesuna 2pynnoeoii adpecayuu (multicast addressing)

[aHHbIM Knacc KomaHA npefHasHayeH ANA 3afaHWA NPaBuA FPynnoBoi agpecaumun B CETU Ha
KaHa/IbHOM U ceTeBOM YypoBHAX moaenn OSI.

KomaHObI pexcuma KoHguaypauyuu uHmepgpetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKM B perxnume KoHdurypaumm nutepdeinca VLAN:
console (config-if) #

Tabnnua 131 — KomaHabl perkuma KoHourypaumm nHtepderica VLAN

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHda OnucaHue

3a4aeT peruMm rpynnoson nepesayn AaHHbIX.

- mac-group — MHOroagpecHasa nepeaaya, ocHoBaHHaa Ha VLAN un
MAC-agpecax;

- ipv4-group — MHoroazpecHasa nepegada ¢ TMNOM ¢uabTPaLuu,
OCHOBaHHbIM Ha VLAN u agpece npuemHuKa B popmarte IPv4;

- ip-src-group — MHoOroazpecHaa nepegaya ¢ TMNOM GuabTpauum,
0OCHOBaHHbIM Ha VLAN u agpece oTnpasuTens B popmare |Pv4,

bridge multicast mode
{mac-group | ipv4-group |
ipv4-src-group}

-/mac-group

no bridge multicast mode YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.
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bridge multicast address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast address
{mac_multicast_address |
ib_multicast_address }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Oobasnaetr rpynnosoit MAC-agpec B Tabauuy rpynnosoi
afapecaumnn u ctatudecku gobasnseT v yganaet uHtepdencol ns
rpynnol.

- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — IP-agpec MHOroaapecHoO’ pacchinku;

- add — pobasnAeT cTtaTMyecKylo Noanucky K rpynnosomy MAC-
appecy avanasoHa Ethernet-noptos nau rpynn nopTos.

- remove — yganseT cTaTUYecKylo noAnucky K rpynnosomy MAC-
agpecy.

MepeuncneHve MHTePdEcoB OCYLLECTBNAETCA YEPEes «—» U «,»

Ypansaet rpynnoeoit MAC-agpec 13 Tabanupi.

bridge multicast forbidden
address
{mac_multicast_address |
ib_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

3anpelaeT NOAKNOYEHWE HacTpauMBaemMoro nopTta/mopTos K
rpynnosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — |IP-agpec MHOroaapecHO’ paccbinku;

- add — go6asneHune nopTa/NOPTOB B CMNCOK 3aMpPeLLEHHbIX;

- remove — yfaneHue nopta/nopToB M3 CMMCKA 3anpeLleHHbIX.
MepeuncieHne MHTEPdENCOB OCYLLLECTBAAETCA YEPES «—» U «,»

Ypanset 3anpeuatoee npasuio ana rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forward-all

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Mo ymonyanuio
nepegava Bcex
MHOrOaApecHbIX
MaKeToB 3anpeLLeHa.

PaspelwaeT nepesayy Bcex MHOToagpecHbIX NakeToB Ha NopTy.

- add — nob6asnAeT NopTbl/06begUHEHHbIE MOPTbI B CMIUCOK NOPTOB,
O/17 KOTOPbIX paspelleHa nepeaaya BCcex rpynnoBbiX NakeTos;

- remove — y6upaet rpynny noprtos/o6beanHEHHbIX MOPTOB U3
paspeLluatolLero npasuna.

MepeuncneHve nHTepdEcoB OCYLLECTBASETCS YEPES «—» U &, ».

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
forward-all

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1/0/1..6);
group: (1..32)

Mo ymonuyaHuto noptam
He 3anpeLleHo
AVHaMUYeCcKu

npucoeamnHATLCA K
MHOroazpecHowm
rpynne.

3anpeLyaeTt NopTy AMHaMMUYECKM 006aBAATLCA K MHOTOaApecHoM
rpynne.

- add — no6asnAeT NopTbl/06beANHEHHbIE MOPTbI B CMIUCOK MOPTOB,
AN KOTOPbIX 3anpeLyeHa nepegaya Bcex rpynmoBbIX NaKeTos;

- remove — ybupaeT rpynny noptos/o6beaMHEHHbIX MOPTOB U3
3anpelLuatouero npasuia.

MepeuncneHve nHTepdENCcoB OCYLLECTBASETCS YEPES K—» U &, ».

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

bridge multicast ip-address
ib_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ip-address
ib_multicast_address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

PerucTtpupyet |P-agpec B Tabsnuue rpynnosoi ajpecauuun u
cTaTuyeckun gobasnaet/yaanser uHtepdeicsl U3 rpynnol.

- ip_multicast_address — rpynnosoii IP-agpec;

- add — gobasnseT nopTbl K rpynne;

- remove — yAanseT nopTbl U3 rpynnbl.

MepeuncneHme MHTEPHENCOB OCYLLECTBAAETCA YEPES «—» U «,».

YaansaeT rpynnosoi IP-agpec us Tabauubl.

bridge multicast forbidden
ip-address
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
ip-address
ib_multicast_address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

3anpeLyaeTt NopTy AMHaMMUYECKM A06aBAATLCA K MHOroaapecHom

rpynne.

- ip_multicast_address — rpynnosoii IP-aapec;

- add — go6asneHune NopTa/NMOPTOB K CUCKY 3aMNpeLLeHHbIX;

- remove — yaaneHune nopTta/nopToB U3 CIUCKA 3anpeLLeHHbIX.

MepeuncneHve MHTEPdENCOB OCYLLLECTBAAETCA YEPes «—» U «,»
Mpexpae uyem onpeaenuTb 3anpelleHHble NopThl,
rpynnbl  MHOroagpecHol pPaccbiIKM AO0MKHbI  6biTb
3aperucTpupoBaHbl.

BoccTaHaBnvBaeT 3HaveHMe No YMOYaHUIO.
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bridge multicast source
ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast source
ip_address group
ip_multicast_address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

YcTaHaB/MBaeT COOTBETCTBME Mexay IP-agpecom nonb3osaTens u
rpynnosBbiMm agpecom B Tabauue rpynnoBon agpecauuu, WU
cTaTMyeckun fobasnaet/yganaet MHTepdencobl U3 rpynnboi.

- ip_address — vucxopHbii IP-appec;

- ip_multicast_address — rpynnosoii IP-agpec;

- add — go6aBuTb NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — yaanuTb NOpTbl U3 rpynnbl ucxogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast forbidden
source ip_address group
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);

YcTaHaBAuBaeT 3anpeT Ha gobasneHune/yaaneHne CooTBETCTBUA
mexay IP-agpecom nonb3oBatensa v rpynnosbiM agpecom B
TabauLe rpynnoBor agpecaLumn Ans onpeseseHHoro nopTa.

- ip_address — ncxoaHbil IP-agpec;

- ip_multicast_address — rpynnosoii IP-agpec;

te_port | o hu_port: (1/0/1..6); - add — 3anpet Ha gobasneHue nopTta B rpynny ucxogHoro IP-
hundredgigabitethernet agapeca;
group: (1..32)
hu_port | port-channel group} - remove — 3anpeT Ha yAaseHne nopTa M3 rpynnbl ucxogHoro IP-
agpeca.
no bridge multicast forbidden BoccTaHaBnvBaeT 3HaYeHMe Mo YMOYaHUIO.
source ip_address group
ip_multicast_address
bridge multicast ipv6 mode 3afaeT pexum rpynnoBoi nepepayunm gaHHbix gnsa IPv6-nakeTtos
{mac-group | ip-group | MHOroaapecHom PaccbliKu.
ip-src-group} - mac-group — MHOroagpecHasa nepegaya, ocHoBaHHas Ha VLAN u
MAC-agpecax;
-/mac-group - ip-group — MHoroagpecHas nepegaya € TMNom ¢GuabTPaLum,

no bridge multicast ipv6 mode

ocHOBaHHbIM Ha VLAN u agpece npuemHuKa B popmarte IPv6;
- ip-src-group — MHoroaapecHaa nepegaya ¢ TMNOM GUAbTPaLUM,
ocHoBaHHbIM Ha VLAN u agpece otnpasutens 8 dopmare IPv6.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

bridge multicast ipv6
ip-address
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Peructpupyet rpynnosoi IPv6-agpec B Tabauue rpynnosoi
afpecauun, u cratmyeckn pobasnset/ypansetr uHTepdeiicbl U3
rpynnbi.

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — pobasnaeT nopTbl K rpynne;

- remove — yaanseT nopTbl U3 rpynnbl.

MepeuncneHne nHTepdENCOB OCYLLECTBAAETCA Yepes «—» U «,».

Ypanaet rpynnosoi IP-agpec 13 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ipbv6_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden ip-address
ipbv6_multicast_address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

3anpelaeT MNOAKAOYEHWE HacTpaMBaemMoro nopTta/nopToe K
rpynnosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — go6aBneHne NopTa/NMoOPTOB B CMIMCOK 3aMpPELLEHHbIX;

- remove — yaaneHune nopTta/nopToB U3 CAUCKA 3anpeLLeHHbIX.
MepeuncneHne NHTePHENCcoB OCYLLECTBAAETCA YEPEe3 «—» U «,»

BoccTaHaBnvBaeT 3HaueHMe No YMOJTHaHWIO.

bridge multicast ipv6 source
ipv6_address group
ibv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

YcTaHaBAWBaeT cooTBeTCTBME Mexay IPvb-aapecom nosnb3osatens
M rpynnoBbIM agpecom B Tabavue rpynnoson ajpecauuu, u
cTaTuueckun gobasnaet/yaanser uHtepdeicsl U3 rpynnol.

- ipv6_address — vcxoaHbi IP-agpec;

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — go6aBuTL NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — y4anunTtb NOpTbl U3 rpynnbl UcxogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HaYeHue no YMON4YaHUIO.
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bridge multicast ipvé YcTaHaBnvBaeT 3anpeT Ha pobasneHue/yaaneHve COOTBETCTBUA
forbidden source ipv6_address mexay IPvb-agpecom nonb3oBaTensa M rpynnoBbiIM afpecom B
group ipv6_multicast_address Tabauue rpynnoBoi agpecaummn Ans onpeaeneHHoro nopra.

- ipv6_address — vcxopHbin IPv6-apapec;
- ipv6_multicast_address — rpynnosoii IPv6-agpec;
- add — 3anpet Ha fobaeneHve nopTta B rpynny ucxogHoro IPv6-

{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);

hundredgigabitethernet agpeca;

hu_port | port-channel group} group: (1..32) - remove — 3anperT Ha yaseHne nopTa u3 rpynnel ucxogHoro IPve-
agpeca.

no bridge multicast ipve BoccTaHaBnMBaeT 3HaYeHMe NO YMOIYaHUIO.

forbidden source ipv6_address
group ipv6_multicast_address
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KOMGHdeV pexcuma  KoHguaypayuu uHmepgetlica (duanasoHa uHmepgelicos) Ethernet,
UHmMepgelica 2pynnbl MOpmMos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | hundredgigabitethernet hu port | port-channel group | range {..}}
console (config-if) #

Tabnnua 132 — KomaHabl perknuma KoHourypaumm nHtepdeiica Ethernet, VLAN, rpynnbl uHTepdelicos

Komanda 3HaveHue/3HavyeHue Onucanue
o ymMmoa4aHuro
bridge multicast unregistered YcTaHasauBaeT npasuio nepegauu nakeTos c
{forwarding | filtering} He3aperncTpUpPoBaHHbIX TPYNNOBbIX a4PECOB.
- forwarding - nepepmaBaTb  He3aperncTpuposaHHble
Jforwarding MHOI'Cfap,p.eCHble naketbl;
- filtering - dunbTpoBaTH He3aperucTpupoBaHHbIe
MHOroaZipecHble NakeTbl.
no bridge multicast YcTaHaBAMBaeT 3HaYeHMEe N0 YMOYAHUIO.
unregistered

KomaHObI pexcuma 2a06ana6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMma rnobanbHoOM KOHGUIypauum:
console (config) #

Tabnunua 133 — KomaHabl perkunma rnobanbHoM KoOHGUrypauum

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda OnucaHue

BkatoyaeT GuabTPaLmio rpynnoBbIX afpecos.
OTKAtOYaeT GUNBTPALMIO TPYNNOBbIX a4 PECOB.
3apaeT Bpema xpaHeHua MAC-aapeca B Tabauvue rnobanbHo.

bridge multicast filtering
no bridge multicast filtering
mac address-table aging-time

-/OTKNIOYEHO

seconds seconds: (10..400)/300

no mac address-table CEKYHA, YcTaHaB/MBAET 3HAYEHME MO YMOIYAHMIO.
aging-time

mac address-table learning BKkntounTb nsyyerne MAC-agpecos B gaHHOM VLAN.
vlan vian_id vlan_id: (1..4094, all)/

no mac address-table learning BK/1IOYEHO OTKNOYUTL M3yyeHne MAC-aapecos B gaHHOM VLAN.
vlan vian_id

mac address-table static [ob6asnaetr ucxogHbin MAC-agpec B Tabsvuy rpynnosoi

mac_address vlan vian_id
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}
[permanent |

delete-on-reset |
delete-on-timeout | secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);

hu_port: (1/0/1..6);
group: (1..32)

ajpecauuu.
- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;

- permanent — aaHHbIi MAC-afipec MOXHO yAanuTb TObKO C
nomoLblo KoMaHAbl no bridge address;

- delete-on-reset — pgaHHbIM agpec
nepesarpysku ycTpoicTBa;

- delete-on-timeout — gaHHbI agpec yaanuTca no Takim-ayTy;
- secure — [aHHbIi aApec YAANUTCA TONbKO C MOMOLLbIO
KomaHzbl no bridge address nan nocne Bo3BpalleHus nopta B
pexunm obyyeHus (no port security).

yAanutca nocne

Yaoanaer MAC-agpec 13 Tabauubl rpynnosBoi agpecaumu.
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bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | llc sap |
lic-snap pid ] {discard | bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic sap |
lic-snap pid]

ethtype:
(0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0xFFFFFFFFFF)

OnpepaenseT gelicTeue A1A NaKeTOB MHOTOaAPECHOM Paccbikm
C 3ape3epBMPOBAHHOIO aapeca.

- mac_multicast_address — rpynnosoit MAC-agpec;

- ethtype — Tvn nakeTta Ethernet v2;

- sap —Tnn naketa LLC;

- pid — ™vin naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTbl nepepatotca B pexxmme bridge.

YcTaHaBAMBAET 3HAYeHUE No YMON4YaHUIO.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOW CTPOKK pexxunma Privileged EXEC:

console#

Tabanua 134 — KomaHgabl perkmma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

OnucaHue

clear mac address-table
{dynamic | secure} [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Ypanaer cratMyeckve/avMHamuyeckMe 3anucu M3 Tabauubl
rpynnoso agpecauuu.

- dynamic — yaaneHve guHamMUYecKunx 3anucen;

- secure — yJaneHue CTaTU4eCKMX 3anucei.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 135 — KomaHabl pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}
] [address mac_address]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)

Moka3sbliBaeT Tabanuy MAC-afpecoB Ans yKasaHHOro uHTepdelica
nmbo Bcex MHTepdencos.

- dynamic — npocMoTp TO/IbKO AUHAMUYECKUX 3anucen;

- static — NpocMOTp TONIbKO CTaTUYECKUX 3anuceit;

- secure — MPOCMOTP TONbKO 6e30onacHbIX 3anucei;

-vlan_id — vaeHTUdUKaumoHHbI Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table count
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)

MoKasbiBaeT KoanyecTBo 3anuceit B Tabavue MAC-agpecos ans
YKa3aHHOro nHTepderica nmbo ana scex MHTepdencos.
- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.
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show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipbv4_multicast_address |
ipv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

vlan_id: (1..4094)

MoKasbiBaeT Tabauuy rpynnoBbIX aApecoB ANA YKa3aHHOro
nHTepdeica nMbo scex nHTepdeicos VLAN (KomaHaa gocTynHa
TO/NIbKO A1 NPUBUIETMPOBAHHOIO NO/b30BaTENA).

- vlan_id — vaeHTUdUKaLMoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoii IPv4-agpec;

- ipv6_multicast_address — rpynnosoii IPv6-aapec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-agpec UCTOYHUKaA;

- ipv6_source_address — IPv6-agpec UCTOYHUKA.

show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address]
[source ipv4 _source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MoKasblBaeT TabsvLy CTaTUYECKMX TPYNMoOBbIX aApecoB Aana
YKa3aHHoro nHTepdeiica nmbo scex nHtepdelicos VLAN.
- vlan_id — vaeHTUdUKaumoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoti IPv4-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- ipv4_source_address — IPv4-agpec UCTOYHUKA;

- ipv6_source_address — IPv6-agpec UCTOYHUKA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHoM Tabanupl.

show bridge multicast filtering
vlan_id

vlan_id: (1..4094)

MokasbiBaeT KoHoUrypaumo ¢uabTpa rpynmnosbIX aapecosB gas
yKasaHHoro VLAN.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

show bridge multicast
unregistered [gigabitethernet
gi_port | tengigabitethernet
te port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)

MokasbiBaeT KOHUrypaumio dunbTpa ans
He3aperncTpMpoBaHHbIX rPynnoBbiX agpPecos.

show bridge multicast mode
[vlan vian_id]

vlan_id: (1..4094)

MoKasbiBAaET peXMM T[PYnnoBOA ajpecaumnm AAA yKasaHHOro
nHTepdeica nmbo scex nHTepdeicos VLAN.
- vlan_id — wpeHTndnKaumnoHHbIi Homep VLAN.

show bridge multicast
reserved-addresses

OTo6pa>KaeT npasuna, YCTaHOB/NEHHbIE ana
3ape3epBnpOBaHHbIX agpecos.

rpynnosbiX

[pumepbl 8b1M0AHEHUS KOMAHO

= Bkatountb GUAbTPALMIO FPYNMOBLIX aLPECOB KOMMYTAaTOpPOM. 3a4aTb Bpems xpaHeHua MAC-
agpeca 400 cekyHa, pa3spewunTb Nepesadyy He3aperncTpupoBaHHbIX MHOrOaApecHbIX NakeToB Ha
11 nopTty KOmmyTaTopa.

console # configure

# mac address-table aging-time 400

# bridge multicast filtering

# interface tengigabitethernet 1/0/11

console (confiqg)

console (confiqg)

console (config)
(

console (config-if)

# bridge multicast unregistered forwarding

console# show bridge multicast address-table format ip

Vlan IP/MAC Address

Vlan IP/MAC Address

1 224-239.13012.2.3
19 224-239.13012.2.8
19 224-239.13012.2.8

1 224-239.13012.2.3
19 224-239.13012.2.8

te0/8
te0/8

type Ports
dynamic te0/1, tel/2
static te0/1-8
dynamic te0/9-11

Forbidden ports for multicast addresses:
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5.17.3 MLD Snooping — npomoKos KOHMpOoAa MHO20a0pecHo20 mpaduKa e IPve

MLD Snooping — MexaHM3M MHOroagpecHom CoO6LEHNN, NO3BONAOWMMI

MWHUMMU3NPOBATb MHOTOAAPECHbIN TpaduK B IPv6-ceTax.

paccbiIKn

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 136 — KomaHabl rnobanbHOro pexxnma KoHurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ipv6 mld snooping [vlan
vlan_id]

no ipvé mld snooping [vlan
vlan_id]

vlan_id: (1..4094)
-/BbIK/IOYEHO

Bkntouyaet MLD snooping.

OTtkntovaet MLD snooping.

ipvé mld snooping vlan vian_id
static ipv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te port |
hundredgigabitethernet
hu_port | port-channel group}]

no ipvé mld snooping vlan
vlan_id static
ibv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Peructpupyer rpynnosoi |Pv6-agpec B Tabauue

rpynnoeoi

agpecaumm u ctatudecku pobasnset/yoanset uHtepdeiicsl u3

rpynnol ana Tekywein VLAN.
- ipv6_multicast_address — rpynnosoi IPv6-agpec;

MepeuncneHvie MHTEPGENCOB OCYLLLECTBAAETCA YEPES «—» U «,».

Ypanset rpynnosou IP-agpec 13 Tabanupl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipvé mld snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

[obasnAaeT npasBuio, 3anpeljaloliee nopTam M3 CMMUCKa
pernctpmposaTtbca Kak MLD-mrouter.
Ypandaer npasuio, 3anpewjalollee  noptam M3 CMUCKa

pernctpmposaTtbca Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mld snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
-/BKAIOYEHO

M3yyaTb nopTbl,
nakeTam.

nogknyeHHble K mrouter no MLD-query-

He wu3yyaTb nopTbl, NogKkAtoYeHHble K mrouter no MLD-query-

nakeTam.

ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

[obaBnseT cnucok mrouter-nopTos.
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no ipvé mld snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

YpanseT mrouter-nopTbl.

ipvé mld snooping vlan vian_id
immediate-leave

no ipvé mld snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)
-/BbIKOYEHO

Bkntountb npouecc MLD Snooping Immediate-Leave Ha Tekyluel
VLAN.

OTKkAtounTb Npouecc MLD Snooping Immediate-Leave Ha TeKkywei
VLAN.

ipvé mld snooping querier

no ipvé mld snooping querier

-/BbIKNOYEHO

BK/itoYaeT NnoaaepiKKy Bblgaum 3anpocos igmp-query.

OTKAtoYaeT Noaaep KKy Bbl4auum 3anpocoB igmp-query.

KomaHOwbI

pexcuma KoHguaypayuu uHmepgetlica (duanasoHa uHmepgelicog) Ethernet,

UHmMepgelica epynnsl nopmos, UHmepgetica VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOpToB 1 MHTepdenca VLAN:

console (config-if) #

Tabnnua 137 — KomaHabl pesxknuma KoHdurypaumm uHTepdelica (amanasoHa uHTepdeiicos) Ethernet,
nHTepdelica rpynnbl nopTos, MHTEpdeiica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

ipvé mid

3a4aeT MaKCMMasbHYI0 33fePXKKy OTBETa MOC/IEAHEro ujieHa

last-member-query-count
count

no ipvé mid
last-member-query-count

last-member-query-interval interval: rpynnbl, KOTOpas MCMNOAb3yeTcA [A/s  BblUMCAEHMA KoZa
interval (100..25500)/1000 MaKCUMManbHoOW 3aaepKu oteeTa (Max Response Code).

no ipvé mid MWNNCEKYHA, BoccraHaBnuBaeT 3HaYeHMe N0 YMONYAHMUIO.
last-member-query-interval

ipvé mid YcTaHaBAMBaET KOIMYECTBO 3aMPOCOB, NOC/E PACCHIIKM KOTOPbIX,

(1..7)/3HayeHne
nepemMeHHoMn
robustness

KOMMYTaTOp OMNpefesifeT, YTo Ha AaHHOM MOPTY HET KeNaroLwmx
y4acTBOBATb B MHOTrOaAPECHOM paccbliKe.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ipvé mld query-interval value

no ipvé mld query-interval

value: (30..18000)/125
CeKyHA,

3afaeT MHTepBaa PaccbliKM OCHOBHbIX MLD-3anpocos.

BoccTtaHaBnAuBaeT 3HaYeHMe Mo YMONYAHUIO.

ipvé mid
query-max-response-time
value

value: (5..20)/10

3afaeT MakcMMasibHYIO 3a4epPXKKy OTBETa, KOTopas MCMo/b3yeTca
ONA BblYUC/IEHUI KOL4A MaKCUMalbHOM 3a4ePKKM OTBETa.

no ipv6 mid robustness

no ipvé mid ceRyRA BoccTaHaBnMBaeT 3HauYeHWe No YMONYaHuIO.
query-max-response-time
ipvé mid robustness value YcTaHaBAMBaeT 3HayeHue KoahPpUuUMeHTa OTKA30yCTOMYMBOCTM.
Ecnn Ha KaHane HabniogaeTca noteps AaHHbIX, KOapduumeHT
value: (1..7)/2

OTKa3OYCTOI7ILII/IBOCTVI AO/TKeH 6bITb YBENUYEH.

BocctaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ipvé mld version version

no ipvé mld version

version: (1..2)/2

YcTaHaB/MBaeT BEPCU0 NPOTOKONA, AEWCTBYIOWYIO HA AaHHOM
UHTepodeiice.

BoccTaHaBnvBaeT 3HavyeHMe No YMOTHAHWUIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 138 — KomaHap! pexkmuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show ipv6 mld snooping
groups [vlan vian_id] [address
ipv6_multicast_address]
[source ipv6 _address]

vlan_id: (1..4094)

OtobparkaeT MHPOpPMALMIO O 3aPErncTPMpPOBAHHbLIX rPynnax B
COOTBETCTBMM C  334aHHbIMM B KOMaHAe napameTpamwu
dunbTpaymm.

- ipv6_multicast_address — rpynnoBoit agpec IPv6;

- ipv6_address — IPv6-aapec NCTOYHUKA.

show ipv6 mld snooping
interface vian_id

vlan_id: (1..4094)

OTob6parkaeT MHPopmaumio o KoHdurypaumm MLD-snooping ans
paHHou VLAN.

show ipv6 mild snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OTo6paskaeT MHPopMaLMio 0 mrouter-noprax.

5.17.4 ®yHKyua oeparuyeHua multicast-mpaduka

®YHKUMKM orpaHnyeHmsa multicast-Tpaduka ncnonbsytotca gna yaobHOM HACTPOMKM OrpaHUYeHus
NPOCMOTpPA ONpeAeneHHbIX FPynn MHOr0aAPEeCHOM PAcCbINKM.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoM KOHOUrypaumm:

console (config) #

Tabnunua 139 — KomaHabl perknma rnobanbHoM KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

multicast snooping profile
profile_name

no multicast snooping
profile profile_name

profile_name: (1..32)
CYMBO/I0B

Mepexon, B pexxum KoHdurypaumm multicast-npodunsa.

YaanuTb yKasaHHbIi multicast-npodpunb.
Multicast-npodunb moxket 6biTb yaaneH TONbKO
. nocne Toro, Kak byaeT oTBA3aH OT BCeX MOPTOB
KoMMyTaTopa.

KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

BuAa 3anpoca KoMaHAHOM CTPOKM pexmnma KoHdurypaumm multicast-npodunsa:

console (config-mc-profile) #

Tabnnua 140 — KomaHabl pexkuma KoHourypauum multicast-npoduns

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

match ip low_ip [high_ip]

no match ip low_ip

low_ip: BanngHbIn
multicast-agpec;
high_ip: BannaHbIi

3apaeT cooTBeTcTBME NpoduNA yKazaHHOMY AuanasoHy |Pv4
multicast-agpecos.

Ypanaetr cooTBeTcTBME Npoduns yKasaHHOMY AmanasoHy |IPv4

no match ipv6 low_ipv6
[high_ipv6]

high_ipv6: BanngHbiii IPv6
multicast-agpec

[high_ip] multicast-agpec multicast-agpecos.
match ipv6 low_ipv6 low_ipv6: BanuaHbIi IPv6 | 3asaeT cooTseTcTBMe NpOduUAA yKasaHHOMY awanasoHy IPv6
[high_ipvé] multicast-agpec; multicast-agpecos.

YpanseT cooTBetcTBue npoduas ykasaHHOMY AmanasoHy IPv6
multicast-agpecos.

permit B cnyyae HecooTBETCTBUA OAHOMY U3 33faHHbIX AMANa3oHOB,
. IGMP-report 6yayT nponyckaTbcs.
- -/no permit
no permit B cnyyae HecooTBETCTBUA OAHOMY U3 33faHHbIX AMANa30OHOB,
IGMP-report 6yayTt oTbpacbiBaTbCA.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU perknuma KoHpUrypaumnm nHtepdeiica:
console (config-if) #

Tabnunua 141 — KomaHabl perkuma KoHourypaumm nHtepdelica (amanasoHa nHtepodeicos) Ethernet

3HayeHue/3Ha4yeHue "
Komanoda / Aelicmesue
no ymon4aHuro
multicast snooping max- OrpaHuumBaeT KO/IMYECTBO 04HOBPEMEHHO
roups number npocmaTtpuBaemblx multicast-rpynn ans uHtepoeiica.
group - - number (1..1000)/- P P pynn A pé
no multicast snooping CHUMaeT OrpaHMYeHue Ha KOJIMYeCTBO OAHOBPEMEHHO
maxgroups NpocmaTpMBaeMblxX rpynn ans uHtepderica.
multicast snooping add MpuBA3bIBaET yKazaHHbIN multicast-npodunb kK MHTepdeicy.
profille_name profile name: (1..32)
multicast snooping remove CMMBO/IOB Ypaanaet cootsetcTBue multicast-npopuna (scex multicast-
{profille_name | all} npodunein) untepoericy.
KomaHob! pexcuma EXEC
Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#
Tabnnua 142 — KomaHabl pexkmma EXEC
3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymMmon4aHuro
show multicast snooping OTobpaxkaeT MHGOPMALMIO ANA BCEX NOPTOB O TEKyllem
groups count - KO/MYECTBE  3aperucTpUpoBaHHbIX  TPynn, a  TaKke
MaKCMMa/ibHOE BO3MOXHOE KOIMYeCcTBO.
show multicast snooping profile name: (1..32) OtobparkaeT MHPopmaumio o multicast-npodunsax, KoTopble
profile [profille_name] CMMBONOB 6bINN CKOHOUIYPUPOBAHDI.

5.17.5 RADIUS-aemopu3ayus 3anpocoe IGMP

[aHHbI MexaHW3M No3BOIAET NPOM3BOAUTL aBTOPM3aLMIO 3anpocoB NpoTokona IGMP ¢ nomolubto
RADIUS-cepBepa. [na obecneyeHns HaZeXHOCTU U pacrnpefeneHus Harpyskm MOMKeT MCNoJ/ib30BaTbCA
HeckonibKo RADIUS-cepsepoB. Bbibop cepBepa 418 OTNPaBKM o4yepenHOro 3anpoca aBTopu3auum
NPOUCXOAMUT CnyvaiHbIM obpasom. Ecam cepsep He 0TBETMA, OH NOMEYaeTcA Kak BpeMeHHOo Hepabounit, u
nepectaeT y4yacTBOBaTb B MeXaHM3Me Ofnpoca Ha onpefesieHHbI nepuoj, a 3anpoc OTCbINAeTCA Ha
cnepytowmnii cepsep.

MonyyeHHble aBTOPM3ALMOHHbIE AaHHbIE XPAHATCA B K3W-NaMATM KOMMYyTaTopa B TeuyeHue
3aZlaHHOrO nepuoaa BpemeHW. ITO TMO3BOASET YCKOPUTb MNOBTOPHYH 06paboTky IGMP-3anpocos.
MapameTpbl aBTOpM3aLMK BKIOYAIOT B CebS:

=  MAC-agpec KAIMeHTCKOro yCTPOICTBa;
=  NpeHTUdUKaTop NopTa KOMMYTATOPA;
= |P-agpec rpynnbl;

= PeweHue o goctyne — deny/permit.
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KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

BuAa 3anpoca KoOMaHAHOM CTPOKM pexmnma rnobanbHOro KOHPUrypmposaHma:
console (confiqg) #

Tabnunua 143 — KomaHab! perkuma rnobanbHoro KoHGUrypupoBaHums

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOYAHUIO
ip igmp snooping YcTaHaBAMBAET Bpema XU3HW B Kawe. Ecam 3HayeHue
authorization cache-timeout PaBHO HY/t0 — OTCYET BPEMEHM KMU3HM OTK/IIOYEH (3anuch

timeout: (0..10000)

timeout He yAanaeTcs co BpeEMEHeM).

— - MnH/0
no ip igmp snooping

- . YCTaHOBKaA 3HaY€HUs N0 YMOYaHUIO.
authorization cache-timeout

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (Ouana3oHa uHmepgelicos) Ethernet

BuAa 3anpoca KOMaHAHOWM CTPOKM pexmnma KOHOUIYpPUpPoBaHUA MHTepdeica:
console (config-if)#

Tabnunua 144 — KomaHabl pexkMma KoHourypmuposaHus nHtepdelica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
multicast snooping Bkntouaet astopusaumto yepes RADIUS-cepsep. Ecam
authorization radius YKasaH napameTp required, To B cnyvyae HegOCTYMHOCTH
[required] Bcex RADIUS-cepsepos IGMP-3anpocbl MTHOPUPYHOTCA.
-/OTKNIOYEHO B npotnsHom cnyyae |IGMP-3anpoc 6yaetr obpaboTaH

JaX<e Npu OTCYTCTBMM OTBETA CepBepa.

no multicast snooping OTK/ItoYEeHMe aBTOpU3aLUM.
authorization

BkntoyaeT npeasaputenbHyto 06paboTky IGMP-3anpocos
Ha nopty ao oteeta RADIUS-cepsepa. Mo noayvyeHuun
OTBETa OT CepBepa B C/yyae MOJIOXKUTENIbHOTO OTBeTa
nognucKka ocTaeTca, B C/ly4yae OTPULATENbHOMO —

multicast snooping
authorization forwarding-first

-/oTKNI04EHO YAanAeTcs, ecnv AOMNONHUTENbHO HacTpoeHa GpyHKLMA ip
igmp snooping immediate-leave.
no multicast snooping
authorization forwarding-first BoccTaHaBAMBaeT 3HaueHMe N0 YyMOIYaHUIO.

KomaHOwbl pexcuma EXEC

Bce KOMaHAb! AOCTYMNHbI TOABKO 418 NPUBUAETMPOBAHHOIO NO/Ib30BaTENA.

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:
console#

Tabnnua 145 — KomaHabl pexkuma EXEC

KomaHda 3Ha4yeHue/3HayeHue Aeiicmeue
no ymoa4YaHuro
show ip igmp snooping OTobparkaeT coaepXumoe Kalla asTopusaummn IGMP.
authorization-cache gi_port: (1..8/0/1..24); Ecan B KOMaHAe yKasaH uHTepdeic — To oTobpakatoTca
[interface gigabitethernet te_port: (1..8/0/1..4); TOMIbKO Te rpynmnbl, KOTOpPble 3aperMcTpupoBaHbl Ha
gi_port | tengigabitethernet hu_port: (1/0/1..6) yKasaHHOM mHTepdeiice.
te_port |
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hundredgigabitethernet
hu_port ]

clear ip igmp snooping
authorization-cache
[interface gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
hu_port: (1/0/1..6)

OuunLLaeT KoL aBTopU3aLLUu.

Ecav B KOMaHAe YyKasaH wHTepdelc — Kaw-3anucu
OUMLLAIOTCA ANA YKa3aHHOro HTepdeiica.

Ecnm uHTepdelic He yKasaH — K3l OYMLLAETCs NOSIHOCTbLHO.

5.18 MapuwpyTtnsauma mHoroagpecHoro tpadpuka

5.18.1 NMpomokon PIM

PIM — NpoTOKON MHOTOa4PECHOWM MapLpyTMU3aLmMmn ans IP-ceTeld, CO34aHHbIN Ana peweHus npobaem
rpynnoBoin mapwpytmsauun. PIM 6asmpyeTtca Ha TPaAMLMOHHbLIX MapLPYTHbIX NPOTOKoAax (Hanpumep,
Border Gateway Protocol), Bmecto Toro, utobbl co3gaBaTb COBCTBEHHYIO ceTeBylo Tonosnoruio. PIM

ncrnonbsyet unicast-tabnavuy MmapwpyTusauum  ana  nposepku RPF.

JTa nposepKa BbINONHAETCA

MapLpyTnsatopamu, 4tobbl ybeamTbca, 4To nepegadya MHOroaApecHoro Tpaduka BbIMOAHAETCA NO NyTH

6e3 netensb.

RP (rendezvous point) — Touka paHAaeBy,

Ha KoTopoi 6yayT pernctpupoBaTbCA MCTOYHUKM

MHOTroaApecHbIX MOTOKOB 1 CO34aBaTb MapLUPYT OT UCTOYHMKA S (cebs) ao rpynnbl G: (S, G).

BSR (bootsrtap router) — mexaHnsm cbopa nHpopmaumm o RP KaHanaaTax, GopMMPOBaHMM CNIUCKA
RP pns Kagol MHOroagpecHoi rpynnbl M OTMPaBKa CNMCKA B npegenax gomeHa. KoHdurypauwms

MHOroaapecHon mapLupyTnsaumm Ha 6ase IPv4.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHoM KOHOUrypaumm:

console (config) #

Tabnunua 146 — KomaHabl perknuma rnobanbHoM KoHGUrypauum

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aeiicmeue

ip multicast-routing pim
-/To ymon4aHuio

bYHKUMA BbIKNIOYEHA

no ip multicast-routing pim

BKAOYUMTb MHOrOaZpecHyo maplpytmsauunto, npotokon PIM Ha
BCeX uHTepdeiicax.

OTKNHOUYUTE MHOTOAAPECHYHO MapLLPYTU3aLMIO U NPOTOKOA PIM.

ipvé multicast-routing pim
-/To ymonuaHuio
dYHKUMA BbIKAIOYEHA

no ipv6é multicast-routing pim

Bkatountb gna IPvé MHOroaapecHyto mapLupyTusauuto, NpoToKo
PIM Ha Bcex nHTepdeiicax.

OTKMtoYNTE  ans  IPv6 MHOroaZpecHylo MaplipyTMsauuio U

npoTtokon PIM.

ip pim bsr-candidate
ip_address [mask] [priority
priority_num]

mask: (8..32)/30;
priority_num:
(0..192)/0

no ip pim bsr-candidate

YKasaTb yCTPOWCTBO KaK KaHamaaTa B BSR (bootstrap router).
- ip_address — BanngHbin IP-agpec KommyTaTopa;

- mask — macka noacetu;

- priority_num — npuopuTer.

OTKNtOYeHMe AaHHOro napameTtpa.

ipv6 pim bsr-candidate
ipv6_address [mask] [priority
priority_num]

mask: (8..128)/126;
priority_num:
(0..192)/0

no ipv6 pim bsr-candidate

YKasaTb YCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ipv6_address — BanngHbli IPv6-agpec KommyTaTopa;

- mask — macka noacetu;

- priority_num — npuopuTer.

OTKNtOYEHMEe JaHHOro NapameTpa.
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ip pim dm {range
multicast _subnet | default}

no ip pim dm {range
multicast _subnet | default}

Bkntountb MapLpyTusaumio 3aaHHoOro
MYAbTUKACTHbIX rpynn 8 pexxume PIM-DM.
- multicast_subnet — mHoroaapecHas noacetb;
- default — onpegenser ananasoH 8 224.0.1.0/24.
KomaHay MOXHO BBecTM HeCKO/NbKO pas, 3ajas
V HECKO/IbKO Mana3oHoB.

AnanasoHa

OTKNOYUTL AaHHbIN NapameTp.

ip pim rp-address
unicast_address
[multicast_subnet]

no ip pim rp-address
unicast_address
[multicast_subnet]

Co3pgaHue ctatuyeckoit Rendezvous Point (RP), sonosnHuTensHo
MOHO YKa3aTb MHOroaZpecHyto noaceTb oA AaHHoM RP.

- unicast_addr — IP-appec;

- multicast_subnet — MHOroagpecHas noaceTb.

YpaneHune ctatnyecko RP unu yaaneHue RP gnsa ykasaHHow
noaceTu.

ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

no ipv6 pim rp-address
ibv6_unicast_address
[ipv6_multicast_subnet]

Co3pgaHue ctatuyeckoit Rendezvous Point (RP), aonosnHuTensHo
MOHO YKa3aTb MHOroagpecHyto NoaceTb s aaHHoM RP.

- ipv6_unicast_addr — IPv6-agpec;

- ipv6_multicast_subnet — mHoroagpecHasa noaceTb.

YpaneHue crtatuyeckon RP wnu ypanenne RP ana ykasaHHol
noacetu.

ip pim rp-candidate
unicast_address [group-list
acc_list] [priority priority]
[interval secs]

acc_list: (0..32)
cvMBONIA
priority: (0..192)/192;
secs: (1..16383)/60

Co3paHune KaHguaata ansa Rendezvous Point (RP)

- unicast_addr — IP-agpec;

- acc_list — cnMcoK MHoroafpecHbix NpeduKcoB, 3a4aBaemblil C
nomoubto ctaHgaptHoro ACL;

- priority — NPUOPUTETHOCTb KAHANAATA;

- Secs — nepuog oTnpaBKM COOBLWEHUN.

no ip pim rp-candidate ceryRA OTKAlOYEeHMe JaHHOro NnapameTpa.

unicast_address

ipv6 pim rp-candidate CospaHue KaHaupaTa ans Rendezvous Point (RP)
ibv6_unicast_address . - ipv6_unicast_addr —IPv6-agpec;

[group-list acc_list] [priority accc_::;\tl;(()i.:z) - acc_list — cnMcoK MHoOroagpecHbix npeduKcoB, 3a4aBaemblii C

priority] [interval secs]

priority: (0..192)/192;
secs: (1..16383)/60

NoMOLLbIO cTaHAapTHoro ACL;
- priority — NpUOPUTETHOCTb KaHAMAATa;
- secs — nepuog, oTNpPaBKK COOBLLEHUN.

: : N CeKyHz,
no ipv6 pim rp-candidate OTKNloYeHWe AaHHOro napameTpa.
ipv6_unicast_address
ip pim ssm {range YKasaTb MHOroagpecHyto noaceTb
multicast_subnet | default} - range — yKa3aTb MHOr0aApecHyto NoaceTb;
- multicast_subnet — MHOroagpecHas noaceTsb;
) - default — ykasatb ananason B 232.0.0.0/8.
no ip pim ssm [range OTKAlOYEHME JAHHOTO NapameTpa.
multicast_subnet | default]
ipv6 pim ssm {range YKasaTb MHOroaapecHyto noacetb
ipv6_multicast_subnet | - range — yKa3aTb MHOrOaZpecHy NoAceTb;
default} ) - ipv6_multicast_subnet — mHOroazpecHas NoaceTb;
- default — ykasatb ananasoH 8 FF3E::/32.
no ipv6 pim ssm [range OTKAlOYEHME JAHHOrO NapameTpa.
ipbv6_multicast_subnet | -
default]
ipv6 pim rp-embedded BKAOUNTL paclumpeHHbIi dyHKumMoHan rendezvous point (RP).
-/BKNOYEHO

no ipv6 pim rp-embedded

OTKNOYUTL paclUMpeHHblt yHKUMOHan rendezvous point (RP).
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BKkntoyaeT 6anaHcupoBKy naketoB PIM Join B CTOpOHY
[ocCTynHbIX RP.

- group-paths-num — meTtos 6anaHCMPOBKK, NPU KOTOPOM
xew ¢yHKUMA, NOACYMTAHHAA Ha OCHOBE ajgpeca rpynnbl,
penntca no moaynio Ha N, rae N — KoanyecTso JOCTYMNHbIX RP.

ip multicast multipath {group-
paths-num | group-next-hop}

BbllWweyKa3aHHbI meToa Heo6XxoaUM AN KOPPEKTHOM
' pa6oTbl 6anaHCcUpOBKMU npu CMNONb30BaHUU
- EVPN/VXLAN. Ha npakTMke OH npuBOAUT K

«cuMHXpoHusauun» VTEP n Bbibopy ogHoro u Toro e RP
-/BbIKAOYEHO ANA OTNPABKMU TPadUKa KOHKPETHOM rpynnbl.
- group-next-hop — metog 6anaHCMpPOBKKM, NpPU KOTOPOM
noacyet xew ¢yHKUMM 6asupyeTca Ha agpece rpynnbl K
appece next-hop.

Mo ymonuaHuio B ciAyyae HaamuuAa B Tabauue

! MapLpyTTMsauumn 6onee ogHoro mappyta go RP, PIM
Join otnpaBnserca B cTopoHy PIM cocega ¢
Haub6onbwum IP.

no ip multicast multipath YcTaHaBAMBaeT 3HaYeHMe N0 YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica Ethernet, VLAN, epynnel nopmos

Bug, 3anpoca KOMaHAHOW CTPOKMK:
console (config-if) #

Tabnnua 147 — KomaHabl pexkmuma KoHourypaumm nHtepdericos Ethernet, VLAN, rpynnbl nopTos

3HavyeHue/ 3HayeHue "
KomaHoa / Aelicmeue
o ymMmon4aHuro

ip (ipv6) pim BkntoyeHune PIM Ha uHTepodelice.

- - -/BKAOYEHO -
no ip (ipv6) pim BbikntoueHue PIM Ha nHtepdelice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepesady BSR-coobueHuii c MHTepdeiica.

— -/OTKAOYEHO
no ip pim bsr-border OTKAKOYeHWe 4aHHOro napameTpa.
ip (ipv6) pim dr-priority priority YKasaHwue npuopuTeta gaa Bbibopa DR-poyTepa.

L - priority — npuoputer DR-poyTepa onpeaenstowmin, Kro u3
priority:

no ip (ipv6) pim dr-priority

(0..4294967294)/1

KOMMYTaToOpOB CTaHeT DR-poyTepom. KommyTtaTop C
HanbobWKM 3HayeHnem ctaHeT DR-poyTepom.

Bo3BpalyaeTt 3Ha4yeHne No yMmoI4aHUIo.

ip ip (ipv6) pim hello-interval
secs

no ip (ipv6) pim hello-interval

secs: (1..18000)/30 cek

YKasaHue nepuogaa otnpasku hello-naketos.
- sec — nepwog, otnpasku hello-naketos.

Bosspau.l,aeT 3Ha4YeHue No ymon4aHuio.

ip (ipv6) pim
join-prune-interval interval

interval: (1..18000)/60

YKa3aTb MHTepBas, B Te4EHNE KOTOPOro KOMMYTAToOp OTCblnaeT
join unm prune-coobueHuns.
- interval — nepvog, BpemMeHn oTNpPaBKM join, prune coobLieHUA.

. : CeKyHA,
no ip (ipv6) pim Bo3BpalyaeT 3Ha4yeHne No yMOIYaHUIO.
join-prune-interval
ip (ipv6) pim neighbor-filter dunbtpauma exoaawmx PIM-coobLueHnit.
acc_list acc_list: (0..32) - acc_list — cnucoK aapecoB, Ha OCHOBE KOTOPbIX MPOU3BOAUTCA
cMMBONa dunbTpayms.

no ip (ipv6) pim neighbor-filter

OTKNtOYeHMe JAaHHOTo napameTtpa.

ip igmp static-group group-
address [ sourse sourse_addr ]

no ip igmp static-group group-
address [ sourse sourse_addr ]

BKAtOUMTL  CTaTUYEeCKUn  3anpoc
MHTepodeiice.
- group_address — IP-agpec rpynnbi;

- source_addr — |P-agpec UCTOYHMKA rpynmbl.

multicast-rpynnsl  Ha

’ Ha untepdeiice aonkeH 6biTb BKAOUeH PIM.
.

BbIK/NOYMTL CTaTUYECKMM 3anpoc multicast-rpynnbl.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 148 — KomaHabl pexkmma EXEC

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymosn4aHuro
show ip (ipv6) pim rp mapping OTobparkaeT aKkTMBHble RP, CBA3aHHble C MapLpPYTHOM
[RP_addr] - nHbopmavumen
- RP_addr — IP-apgpec.
show ip (ipv6) pim neighbor OTobparkaeT MHdopmaumio o PIM-coceanx.
[detail] [gigabitethernet gi_port: (1..8/0/1..24);
gi_port | tengigabitethernet te_port: (1..8/0/1..32);
te_port | hu_port: (1/0/1..6);
hundredgigabitethernet group: (1..32);
hu_port | port-channel group| vlan_id: (1..4094).
vlan vian_id]
show ip (ipv6) pim interface OTobparkaeT MHPopmaumto no PIM-uHTepdeicam:
[gigabitethernet gi_port | gi_port: (1..8/0/1..24); | - state-on — oTobpaskaeT Bce nHTepdeicl, rae BkaoUeH PIM;
tengigabitethernet te_port | te_port: (1..8/0/1..32); | - state-off — oTo6paskaeT Bce nHTEPPENCHI, rae BbiKAoYeH PIM.
port-channel group| hu_port: (1/0/1..6);
hundredgigabitethernet group: (1..32);
hu_port | vlan vian_id |state- vlan_id: (1..4094).
on | state-off]
show ip (ipv6) pim group-map OTobparkaeT Tabanuy NPUBA3KM MHOTOAAPECHbIX rpymnm.
[group_address] ) - group-address —appec rpynnsi.
show ip (ipv6) pim counters - OTobparkaeT cogepxumoe PIM-c4eTUMKOB.
show ip (ipv6) pim bsr election - OtobparkaeT nHdopmaumio o BSR.
show ip (ipv6) pim bsr rp-cache - OtobparkaeT MHGOPMaLMIO O M3yYEHHbIX KaHAnAaTax B RP.
show ip (ipv6) pim bsr OTobparkaeT cocTosHUe KaHaMaaTos B RP.
candidate-rp )
clear ip (ipv6) pim counters - O6HynseT PIM-cyeTumku.

[pumep UCN0a16308aHUA KOMAHO

= bBasoBasd HacTpoiKa PIM SM c ctatuyeckum RP (1.1.1.1). NpenBapuTenbHO A0KeH BbiTb HAaCTpOEeH
NPOTOKO/ MapLIpyTU3aL K.

console# configure
console (config)# ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.18.2 ®dyHkyusa PIM Snooping

®dyHKuuMa PIM Snooping ncnonb3yeTca B CeTAX, IAe KOMMYTAaTOp UCMOHAET posb L2-ycTpoicTea
mexay PIM-maplpyTtusatopamu.

OcHoBHoOWM 3aga4veit PIM Snooping asnaeTca npeaocTtaBieHne MHOroaapecHoro TpadmKka ToNbKo
015 TeX NOPTOB, C KOTopbIx bblnK noayyeH PIM Join, PIM Register.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKK B pexume rn1ob6anbHOMN KoHdUrypaumm:

console (config) #
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Tabnmua 149 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

3HaveHue/3HauveHue "
KomaHoda / Aelicmsue
no ymosan4aHuro
ip pim snooping PaspewnTb  ucnonb3oBaHWe  GyHKUUM PIM Snooping
—/BbIKAOYEHO KOMMYTaTOPOM.
no ip pim snooping 3anpeTnTb UCNOb30BaHME GYHKLMUK
ip pim snooping vlan PaspewnTs  UcCnonb3oBaHWe  GyHKUUK PIM  Snooping
vlan_id KOMMYTaTOpPOM A/1a AaHHoro nHTepdeinca VLAN.
vlan_id: (1..4094) vlan_id — naeHTMPUKaUMOHHBbI Homep VLAN.
no ip pim snooping vlan 3anpetutb MCNonb3oBaHne  GyHKUUK PIM Snooping
vlan_id KOMMYTaTOpPOM A/1a AaHHoro nHTepdeica VLAN.
KomaHOb! pexcuma EXEC
Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#
Tabanuya 150 — KomaHgb! pexkmuma EXEC
3HavyeHue/3HayeHue .«
KomaHoa / Helicmesue
no ymosi4aHuro
show ip pim snooping — MokaszaTtb 06y MHGOPMALMIO O HACTPOMKaX.

show ip pim snooping vlan MoKasaTb CTaTUCTUKY KOHTPOIA MHOroagpecHoro Tpaduka B

vlan_id: (1..4094)

vlan_id OaHHoM vian.
show ip pim snooping groups — MoKa3aTb CNMCOK 3aperncTpMpPOBaHHbIX rpynm.
sh ip pim snooping neighbors — MoKasaTb CMMUCOK 3aperncTPMPOBaHHbIX Y4acTHUKOB PIM.

5.18.3 NMpomokon MSDP

MpoToKoN O6Hapy*KEeHUA WMCTOUYHMKOB MHOroagpecHol paccbiikn (MSDP) ucnonbsyetca ans
obmeHa MHopmaument 06 nctoyHmkax Multicast-tpaduka mexgy pasHoimu PIM-gomeHamm. MSDP-
coeauHeHue 06bIYHO yCTaHaBnBaeTca mexay RP Kaxaoro gomeHa.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOM CTPOKU B peXKMUME r106anbHON KOHPUrypaLmm:
console (config) #

Tabnnuya 151 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue leiicmeue
no ymosn4aHuro
router msdp Bkntountb npotokon MSDP u nepeiitu B pexum ero
KOHObUIrypayum.
no router msdp h OcTtaHoBUTb npoTokon MSDP wn ypanutb BCHO ero
KOHPUrypaumio.
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KomaHObI pexcuma KoHgu2ypayuu npomokosaa MSDP

BuAa 3anpoca KoMaHAHON CTPOKM B pexxnume KOHPUrypaumnm npotokona MSDP:

console (config-msdp) #

Tabnnua 152 — KomaHab! pexkuma KoHpurypauum npotokosa MSDP

KomaHoa

3HayeHue/3HayeHue
Mo yMoAYaHuo

HAelicmesue

connect-source ip_address

no connect-source

-/IP-agpec He Ha3HauyeH

HasHauutb IP-agpec, KoTopbliii ByaeT Mcnoib3oBaH B KayecTse
nexogAauwero npu coeguHeHmnmn ¢ MSDP-nupom.

YCTaHOBWTb 3HaYEHUE MO YMOYAHMIO.

cache-sa-holdtime secs

no cache-sa-holdtime

secs: (150..3600)/150
cek

YCTaHOBUTb Bpemsa xum3Hu SA-3anucu B KaLe.

YCTaHOBUTb 3HaYeHMe No YMO/THaHUIO.

holdtime secs

no holdtime

secs: (3..150)/75 cek

YctaHoBUTL Tamep holdtime. EcaM B TeyeHue 3TOro
BpeMeHn He b6yaeT npuHAaTo keepalive-coobuieHne, To
coefMHeHue c cocegom cbpacbiBaeTcs.

YCTaHOBUTb 3HaYeHue No YMO/THaHUIO.

keepalive secs

no keepalive

secs: (1..60)/30 cek

YCTaHOBUTL WHTEpPBan Mexay oTtnpasBkoi keepalive-
coobueHnn.

YCTaHOBUTb 3HaYeHWe No YMO/THaHUIO.

originator-ip ip_address

no originator-ip

-/IP-agpec He Ha3HaueH

HasHaunTtb IP-agpec, ncnonbayemolt B KauecTse agpeca RP
B McxogAawmx coobueHmnax SA.

YCTaHOBWUTb 3HAYEHNE NO YMONYAHMIO.

peer ip_address

no peer ip_address

[o6aButb B KOHOUrypaumo MSDP-nMp 1 BONTK B peXum
ero KoHdurypaumm.

Yaanute MSDP-nnp.

KomaHObI pexcuma KoHgu2ypayuu MSDP-nupa

Bupg 3anpoca KOMaHAHOM CTPOKK B pexume KoHpurypaumm MSDP-nupa:

console (config-msdp) #

Tabnunua 153 — KomaHap! pexkuma KoHdurypaumm MSDP-nupa

KomaHoa

3HayeHue/3HayeHue
Mo yMon4YaHUIo

Aelicmeue

connect-source ip_address

no connect-source

—/IP-aapec He
Ha3HaueH

HasHauutb IP-agpec, KoTopbiit ByaeT Mcnoib3oBaH B KayecTse
ncxoaALLero npu coeguHeHnn ¢ MSDP-nnpom.

YCTaHOBWUTb 3HauYeHue no YMO/THaHUIO.

description text

no description

text: (1..160) cumBona

3apatb onucaHne MSDP-nmpa.

Ypanutb onucaHume.

mesh-group name

no mesh-group

name: (1..31) cumeona

LOob6asutb cocepa K MESH-rpynne.

Ypanutb cocepa.

sa-filter { in | out }
sec_num { permit | deny }
[ rp-address ip_addr_rp |
group-address ip_addr_gr
| source-address

sec_num:
(0..4294967294)

Co3patb Npasuio GpuabTpaumm SA-coobLLEeHNI:

- permit — paspelatoLee NpaBuao GUNbTPaLMK;
- deny — 3anpeuiatouiee npasmno GuabTpaLmu;

- Ssec_num — HoMep CeKLUn Npasuna;

- ip_addr_rp — ¢éunbTpauua no agpecy RP;

ip_addr_src]
- ip_addr_gr — ¢unbTpayma no agpecy rpynnoi;
- ip_addr_src — ¢unbTpauma no agpecy uUctodHuka Multicast-
TpaduKa.
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no sa-filter { in | out } YaanaeT co3gaHHyo ceKkumio npasuna.

sec_num

shutdown AOMUHUCTPATUBHO BbIKAOYMTL ceccnto ¢ MSDP-nmpom, He
—/BbIKNOYEHO YAANAA ero KoHPUrypaumm.

no shutdown YCTaHOBUTb 3Ha4YeHUe No YMOAYAHUIO.

KomaHOb1 pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console#

Tabnnuya 154 — KomaHab! pexkuma EXEC

3HayeHue/3HavyeH .
KomaHoa / Aelicmesue
ue no ymosiMaHuro
show ip msdp peers [ ip_addr] MokasaTb MHbOpPMaLMIO O HACTPOEHHbIX MWUpax, CcTaTyce
. COegMHEHWA, HAcTPOMKax MUPOB, a TaKXKe CTAaTUCTMKY obmeHa
coobuieHmamm npotokona MSDP
- ip_addr — IP-agpec nupa.
show ip msdp source-active - MoKasaTb cogepKMmoe Kawwa SA.
show ip msdp summary — MoKa3aTb cymmapHy MHbopmaumio npotokona MSDP.
clear ip msdp counters — OBHYANTb CHETYMKM.
clear ip msdp peers [ ip_addr] MepeycTaHOBUTb coeamHeHus ¢ MSDP-nupamm
- ip_addr — IP-agpec nupa.

5.18.4 ®dyHkyusa IGMP Proxy

®PyHKUMA MHOroagpecHon mapuwpytusaumm IGMP Proxy npefHasHauyeHa AnA  peannsauuu
YNPOLLEHHOW MapLIpyTU3aLMM MHOTOAZAPECHbIX AAHHbIX MEXAY CeTAMMW, ynpaBAfeMOM Ha OCHOBAHWMU
npotokona IGMP. C nomouwpto IGMP Proxy ycTpoicTBa, He Haxogslwmeca B O4HOW CETU C CepBEPOM
MHOT0aApPeCHON PacChi/IKN, UMEIOT BO3MOKHOCTb MOAKA0YATECA K MHOTOQAPECHbIM Fpynnam.

MapLwpyTmM3aLmsa OCYLEeCcTBAAETCA Mexay uHTepdelicom BblwectosAwen cetm  (uplink) wu
nHTepdelricamm Hukectoawmx ceteit (downlink). Mpu atom Ha uplink-uHTEpdEitice KommyTaTop BeaeT cebs
Kak 06blYHbIA MnoJsiydaTesb MHoroagpecHoro Tpaduka (multicast client) n dopmupyeT cobcTBeHHble
coobueHns npotokona IGMP. Ha uHTtepdelicax downlink KommyTaTop BbICTynaeT B KayecTBe cepBepa
MHOTrOa4pecHOM paccbinkn U 0bpabaTtbiBaeT coobuieHma npoTokona IGMP OT yCcTpoIACTB, NOAKNOUEHHbIX K
3TMM MHTepdeicam.

V‘ KonuuectBo noaaepKMBaembix rpynn MHOroaapecHoi paccbiiku npotokonom IGMP Proxy
yKasaHo B Tabauue 9.

V IGMP Proxy nogaep»usaet ao 512 downlink-unrepdeiicos.

V‘ OrpaHuyeHus peanusaumm ¢pyHKumumn IGMP Proxy:

- IGMP Proxy He noaaepKuMBaeTca Ha rpynnax arperauum LAG;

- MOXKeT 6bITb onpeaeneH ToNbKO 0AUH MHTepdelic BbillecToALLel ceTu;

- Npu ucnonb3oBaHumn Bepcumn V3 npotokona IGMP Ha uHtepdeiicax K HUKeCcToALLEeN ceTu,
ob6pabaTbiBaloTca ToNbKO 3anpocbl TUNa exclude (*,G) u include (*,G).
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnunuya 155 — KomaHab! perknma riobanbHoM KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip multicast-routing
igmp-proxy

no ip multicast-routing

-/To ymon4aHuio
DYHKLMA BbIKAIOYEHA

PaspeluaeT paboTy MapLIpyTU3aL MM MHOTOaAPECHbIX AaHHbIX HA
CKOHOUIYpPMpPOBaHHbIX HTepdelicax.

3anpewaeT paboTy MapLpyTU3aLMM MHOFOAAPECHbIX AaHHbIX Ha
CKOHOUIYPMpPOBaHHbIX HTepdeNicax.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet, VLAN, uHmepdgelica 2pynnsl nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypauuu uHTepdericos Ethernet, VLAN,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 156 — KomaHabl pexkmma KoHourypaumm nHtepdericos Ethernet, VLAN, rpynnbl nopTos

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

ip igmp-proxy {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)

KoHdurypupyembin  nHTepdeiic  asnaetca  wuHTepdeincom K
HuKecToAwen cetu. KomaHaa HasHayaeT cBA3aHHbI uplink-
MHTepdENc, y4acTByOLWMI B MapLIPyTMU3aLMK.

ip igmp-proxy downstream
protected interface { enable |
disable}

no ip igmp-proxy downstream
protected interface

BKAOUNUTL 3aWMTY NO HUCXOAALWeMY MHTepdeiicy. IPv4 multicast-
Tpaduk, nocTynatowmnii Ha uHTepdelic, He ByaeT NnepeHanpaseH.

OTKNOUUTB 3aLLMUTY NO HUCXOAALLEMY UHTepdelicy.

ip igmp static-group group-
address [ sourse source_addr ]

no ip igmp static-group group-
address [ sourse source_addr ]

BK/OUMTL  cTaTUYecKuit
MHTepodeiice.
- group_address — |P-agpec rpynnbl;

- source_addr — |P-agpec UCTOYHMKA rpynmbl.

3anpoc  multicast-rpynnbl  Ha

’ Ha untepdeiice aonxkeH 6biTb BKAOUeH IGMP Proxy.
.

BbIKNIOUUTL CTaTUYeCKUiA 3anpoc multicast-rpynnbi.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 157 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
Mo yMoA4YaHuio

Aeiicmeue

show ip mroute
[ip_multicast_address
[ip_address]] [summary]

KomaHaa npesHasHayeHa AN NPOCMOTPA CUCKOB
MHOTOaZpPecHbIX rpynmn. Bo3amoxkeH BbI6Op rpynn no agpecy
rPynmnbl AKX NO agpecy UCTOYHMKA MHOFOaAPECHbIX AaHHbIX.
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- ip_multicast_address — |IP-agpec rpynnbi;
- ip_address — IP-appec UCTOYHWMKa;

- summary — KpaTKoe CcoAepsKaHMe KaxaoW 3anucu B
MHOroagpecHoi Tabanue mapLupyTMsaumm.

show ip igmp-proxy interface gi_port: (1..8/0/1..24); | UHdopmaumsa o ctatyce IGMP-proxy NpUMeHUTENbHO K

[vlan vian_id | gigabitethernet te_port: (1..8/0/1..32); | uHTepdeitcam.

gi_port | tengigabitethernet hu_port: (1/0/1..6);

te_port | group: (1..32);

hundredgigabitethernet vlan_id: (1..4094)

hu_port | port-channel group]

[pumepbl 8b1M0AHEHUS KOMAHO

console#show ip igmp-proxy interface

* — the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
v1lan30 downstream default - -

5.19 ®yHKUMM ynpaBaeHUsa

5.19.1 MexaHu3m AAA

Ona obecneyeHns 6e30MACHOCTU CUCTEMbI MCMOAb3yeTcs MexaHusm AAA (ayTeHTUdUKaLms,
aBTOpPU3aLMA, yYeT).

— Authentication (ayteHTUdMKaUMA) — conocTaBieHWe 3anpoca CyLECcTBYOWEN YYETHOM
3anucu B cucteme 6€30nNacHoOCTHU.

— Authorization (aBTopu3auus, NpoBepKa ypoBHS AOCTYNa) — COMNOCTaB/eHNE YYETHOM 3anucu
B cucTeme (npoluegluei ayTeHTUMdMKaLMIO) M onpeaeiEéHHbIX NOHOMOYMIA.

— Accounting (y4éT) — cnexeHue 3a noTpebeHMeM pecypcoB No/ib30BaTENEM.

Ons wudpoBaHUA AaHHbIX UCNOMb3YeTcA MexaHn3m SSH.

KomaHObI pexcuma 210b6aab6Hol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rinobanbHon KoHdurypauuu:
console (config) #

Tabnnuya 158 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3Ha4yeHue/3HayeHue no .
KomaHda Aeiicmeue
YMOAYAHUIO

aaa authentication login list_name: (1..12) YcTaHaBaAMBaeT cnocob ayTeHTUOUKALMKM AN BXOAA B CUCTEMY.
{authorization | default | CMMBO/IOB; - guthorization - paspellaeT NPOXOXKAEHWE aBTOPU3aALLUM MO
list_name} method_list method_list: (enable, line, | onucaHHbIM HUKE MeToAaMm;

local, none, tacacs, radius); | - default — ucnonb3oBatb gna ayteHTUPUKaAUUM ONUCAHHbIE

-/To ymon4aHuio HUXe MeToAbl;
OCYLLECTBAAETCA MPoBepKa | - list_name — WUMA CNUCKa ayTeHTUPMKALMOHHbIX METOAOB,
no fIoKanbHoOM 6ase aKTUBM3UPYHOLLErocs, Koraa noab3oBaTelb BXOOUT B CUCTEMY.
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no aaa authentication login
{default | list_ name}

OaHHbIX (aaa
authentication login
authorization default local)

OnucaHune metogos (method_list):

- enable — ncnonb3oBaTb NApoOb A5 ayTEHTUGUKALMMY;

- line —ucnonb3oBaTb Naponb TEPMUHANA ANA ayTEHTUDUKALMK;
- local — vcnonb3oBaTb NOKanbHYytO 6a3y MMeH NoJsib3oBaTenei
Ana ayteHTUdMKaumu;

- none — He UCMOAb30BaTb ayTEHTUPUKALMIO;

- radius — wucnonb3oBaTb cnucok RADIUS-cepsepos pna
ayTeHTUOMKaumm;
- tacacs — wucnonb3osatb cnucok TACACS cepsepoB AanAa
ayTeHTUOUKALMM.
V Echn metog ayteHTMdUKauumn He onpepeneH, To
[OCTYN K KOHCONM BCerga ycnewHbli.
V Co3paHue CMUCKA OCYLLEeCTBNAETCA KOMaHA0M:
aaa authentication login list_name method._list.
Ucnonb3oBaHue cnucka:
aaa authentication login list-name
Bo u3bexkaHue notepu Aocryna cnegyer BBOAUTb
e Heobxoaumblii MWHUMYM HacTpoek  Ana

YyKa3blBaemMoro MeToaa ayTeHTUGUKauuum.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

aaa authentication enable
authorization {default |
list_name} method_list

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);
-/MNo ymon4aHuio
OCYLLECTBAAETCA NPOBEPKa
no /IoKanbHoM 6ase
OaHHbIX (aaa
authentication enable
authorization default

YcTaHaBAMBaeT cnocob ayTeHTUPMKauuM npu  NOBbILEHUU
YPOBHA NPUBUAErUIA NS BXOAA B CUCTEMY.

- authorization - pa3pellaeT NPOXOXKAEHME aBTOPU3aLLUM MO
OMNWUCAHHbBIM HUXE MeToLaM;

- default — ucnonbsoBaTb ANA ayTeHTUOMKALMM OMNUCaHHbIE
HUXe MeToAbl;

- list_name — nmA cnucKka ayTeHTUOUKALMOHHBIX METOZOB,
aKTUBU3UPYIOLLLErocs, Koraa No/ib3oBaTeslb BXOAMUT B CUCTEMY.
OnucaHune metogos (method_list):

- enable — ucnonb3oBaTb NAPO/b A5 ayTEHTUPUKALUW;

no enable password [level
level]

enable) - line — ucnonb3oBaTb NAPOb TEPMUHANA ANA ayTEHTUDUKALUM;
- local — vcnonb3oBaTtb NI0KaNbHYO 633y MMeH Nonb3oBaTeNen
ANA ayTeHTUdUKaLmu;
- none — He UCMNO/Ib30BATb AayTEHTUDUKALMIO;
- radius — wucnonb3oBaTb cnncok RADIUS-cepsepoB Aana
ayTeHTudUKaumm;
- tacacs — wcnonb3osBatb cnucok TACACS-cepsepoB AnA
ayTeHTUOUKALMM.
V Ecnu meTton ayTeHTUPMKALUKU He onpeaeneH, To
AOCTYN K KOHCO/IN BCeraa ycnewHbin.
V Co3paHue CNUCKA OCYLLecTBAAETCA KOMaHA0M:
aaa authentication login list-name method_list.
Ucnonb3osBaHue cnucka:
aaa authentication login list-name
Bo u3bexkaHue notepu foCTyna cneayer BBOAUTb
! Heo6X0a4UMbIA  MUHMMYM  HacTpoek  Ana
YKa3biBaeMoro metoga ayreHTupuKaumum.
no aaa authentication YcTaHaBAMBaET 3Ha4YeHWe No YMONYAHMUIO.
enable authorization
{default | list_ name}
enable password password level: (1..15)/1; YcTaHaBAMBaET Naposib AN1A KOHTPONSA U3MEHEHUA NPUBUNETUIA
[encrypted] [level level] password: (0..159) A0CTyna nonb3osaTenen.
CMMBO/IOB - level — ypoBeHb npuBMnerui;

- password — naponb;

- encrypted — 3afaTtb 3alWMpPOBaHHbLIA Napoab (Hanpumep,
naposib B 3aWnppOBaHHOM BUIE, CKOMWPOBAHHBIA C A4pPYroro
yCTpoicTBa).

YpanseT naposib AN COOTBETCTBYIOLLErO YPOBHSA NPUBUAETUIA.

username name
{nopassword | password
password | password

name: (1..20) cumBo10B;
password: (1..64)
CUMBOJIOB;

[ob6asnseT nosb3oBaTeNs B JI0KaAbHYO 633y AaHHbIX.
- level — ypoBeHb npuBunerui;
- password — napons;
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encrypted
encrypted_password}
[priveliged /evel]

no username name

encrypted_password:
(1..64) cumsonos;
level: (1..15)

- name — UMA Nosb3oBaTens;
- encrypted_password — 3awmndpoBaHHbIA Napoab (Hanpumep,
naponb B 3aWKWPpPOBaHHOM BUAE, CKOMWPOBAHHbBIN C APYroro
yCTpOICTBa).

Ypanaet nonb3oBarena ns JIOKaNbHOW 6a3bl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

-/To ymonyaHuio BegeHune
yyeTa 3anpeLLeHo

PaspewaeT BegeHWe yyeTa (aKKayHTa) A1A Ceccuin ynpasaeHus.
BepeHue yyeTa paspelueHo TONbKO anAa
V nosnb3oBaTesiei, BOWEALWMNX B CUCTEMY MO UMEHU U
naponto, ANA Noib30BaTeNei, BOWeALWMX No Naposto
TepMUHaNa, BeieHUe yyeTa 3anpeLLeHo.
BepeHue yueta aKTUBUPYETCA U NPeKpaLllaeTca, Korga
V nonb3oBaTe/lb BXOAUT U OTK/IIOYAETCA OT CUCTEMbI, YTO
COOTBETCTBYET 3HaYeHuam start u stop B coobuieHunsx
npotokona RADIUS (napameTpbl, cogepauimeca B
coobweHuax nportokona RADIUS, npusegeHbl B
Tabnuye 159).

3anpewaeT BeAeHUe yyeTa (aKKkayHTa) A1A BBeAeHHbIX B CLI
KOMaHA.

aaa accounting dotlx
start-stop group radius

no aaa accounting dotlx
start-stop group radius

-/To ymonyaHuio BegeHune
yyeTa 3anpeLieHo

PaspelaeT BegeHue yyeTa (akkayHTa) gaa ceccuin 802.1x.
BepeHue yueTa aKTUBMpPYeTCA M NpeKpaliaercsa, Koraa
nonb3oBaTe/lb BXOAUT U OTKAIOYAETCA OT CUCTEMDbI, YTO
V COOTBETCTBYEeT 3HaueHuAMm start u stop B coobLieHunsax
npotokona RADIUS (napameTtpbl, coaeprKawmeca B

coobuweHuax npotokona RADIUS npuBegeHbl B
Tabauye 159).

B pexkume Multiple sessions coobweHusa stat/stop
NocbINAOTCA ANA KAXKAO0ro Nonb3oBatens, B pexume
Multiple hosts - Tonbko pna nonb3oBarens,
npoweawero ayteHTuduKauuio (cm. pasgen no
802.1x).

YcTaHaBAMBaeT 3HaAYeHue no YMOYaHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https]
method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpepenset metos ayTeHTUOUKauumM npu goctyne K HTTP-
cepsepy. Mpu ycTaHOBKE CNMCKA METOAO0B AOMNONHUTENbHbIN
MeToZ byaeT NPUMEHATLCA TONbKO B TOM C/lyyae, Korga no
OCHOBHOMY MEeTOAY ayTEHTUPUKALLMM BO3BPaLLEHA OLIMOKa.
- method_list — metopg ayteHTUdUMKaumm:

local — no MeHU 13 noKanbHOW H6asbl AaHHBbIX;

none — He Ucnosb3yeTcs;

tacacs — ucnonb3oBaHUe cnmMckos Bcex cepeepoB TACACS+;
radius — vncnonb3oBaHuWe cnuckos Bcex RADIUS-cepBepos.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

aaa authentication mode
{chain | break}

-/chain

YcTaHaBavBaet anroputm onpoca MeToA0B
ayTeHTUdUKaLMH.

- chain — nocne HeyaayHoOM NONBITKM ayTeHTUOMKALUUKU MO
nepsoMy  MeTogy B CNWCKe  caedyeT  MOMbITKa

ayTeHTUdUKaLMK NO CAeaytolemMy MeToay B LLeNOYKe;
- break — nocne HeypauHoW ayTeHTUdMKaALMM No nepsomy
MeTOAY NPOLECC ayTeHTUPMKALMM OCTaHABINBAETCA.

aaa accounting commands
stop-only group tacacs+

no aaa accounting
commands stop-only group

-/To ymonyaHuio BegeHune
yyeTa KOMaHA, BbIKAOYEHO

BKkatoyaeT BegeHue ydyeTa BBeAeHHbix B CLI KomaHa no
npoTokony Tacacs+.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIKO.

DOnsa Toro utobbl KAMEHT NOAyYMn AOCTYN K YCTPOMCTBY, Aaxke €C/iM BCe MeToAbl
e ayTeHTUOUKAUUM BepHyAn oOWU6KYy, UCNONb3yiiTe 3HAueHUe MnocnegHero MeToaa B
KOmaHpge — none.
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Tabnunua 159 — ATpmnbyThl cooblieHunit BeaeHUn yyeTa npoTtokona RADIUS ana ceccuit ynpasneHums

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pusy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTndumKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOPbIN UCNONb3YyeTCA
NAS-IP-Address (4) EcTb Ectb AP o y- P P y
ana ceccuin ¢ Radius-cepsepom.
Mpon3BONbHOE 3HAYeHWe, BK/OYEHHOE BO Bce
Class (25) EcTb EcTb P L
coobLeHnA yyeTa ceccum.
. IP-agpec KommyTaTopa, MCMOJib3yeMbli nA
Called-Station-ID (30) EcTb Ectb ,u,pv Y P y A
ceccuii ynpassieHus.
Calling-Station-ID (31) Ectb Ectb IP-appec nonb3oBatens.
Acct-Session-ID (44) Ectb Ectb YHWKaNbHbIA MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KJMEHT AO/IKEH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUPUUMPOBAH.
. . MoKkasbiBaeT, Kak A[oAro nonb3osatenb 6bin
Acct-Session-Time (46) Het EcTb A
NOAK/IOYEH K CUCTEME.
Acct-Terminate-Cause (49) | Hert Ectb MpuymMHa 3aKpbITUA ceccun.

Tabnumua 160 — ATpnbyTbl coobLLeHn BeaeHMA yyeTa npoTokoaa RADIUS gnsa ceccuin 802.1x

Haau4ue Hanu4ue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTndumKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOPbIA UCMOAb3yeTcA
NAS-IP-Address (4) EcTb EcTb AP . y. P P Y
ana ceccunin ¢ Radius-cepsepom.
MopT KOMmyTaTOpa, Ha KOTOPOM NOAKAOYMUACA
NAS-Port (5) Ectb Ectb P Y P P A
nosab3oBaTesnb.
Mpon3BonbHOE 3HayeHWe, BKAKOYEHHOE BO BcCe
Class (25) EcTb EcTb P .
coobLeHnA yyeTa ceccui.
Called-Station-ID (30) Ectb Ectb IP-agpec kKommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-appec nonb3oBaTens.
Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbI MAEHTUPUKATOP yUeTa.
. YKa3blBaeT MeToa, N0 KOTOPOMY KAUEHT AOJIXKeEH
Acct-Authentic (45) Ectb Ectb A pomy A
ObITb ayTEHTUDULMPOBAH.
. . MoKasblBaeT, Kak AoAro nonb3osaTenb 6Hbin
Acct-Session-Time (46) Het EcTb A
NOAK/IOYEH K CcUcTeMme.
Acct-Terminate-Cause (49) | Hert EcTb MpuUYmMHa 3aKpbITUA Ceccuu.
Nas-Port-Type (61) EcTb Ectb [MoKa3bIiBaeT TN NOPTA KANEHTA.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXXUMeE KOHPUrypaLmm TepMUHaNa:

console (config-line) #
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Tabnmua 161 — KomaHap! pexxmma KOHGUrypaunum TepMUHaNbHbIX CECCUI

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

login authentication {default |
list_name}

no login authentication

list_name: (1..12)
CUMBOJI0B

3apaeT meTog ayTeHTUdMKaLMM Npu Bxoae Ansa KoHconu, Telnet,
SSH.

- default — ncnonb30BaTb CNMCOK «MO YMONYAHMIOY, CO3A4aHHbIN
KOMaHZoM aaa authentication login default

- list_name — ncnonb30BaTb CNUCOK, CO34aHHbIN KOMaHAON aaa
authentication login /ist_name.

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

enable authentication
{default | /ist_ name}

no enable authentication

list_name: (1..12)
CUMBO/IOB

3apaeT metog, ayTeHTMOUKALMM NOb30BATENA NPU NOBbILWEHWN
YPOBHSA NpuBUAernin ana KoHconu, Telnet, SSH.

- default — ncnonb30BaTb CNMCOK «MO YMONYAHMIO®, CO3A4aHHbIN
KoMaHaol aaa authentication login default

- list_name — ncnonb30BaTb CNUCOK, CO34aHHbIN KOMaHAOM aaa
authentication login /ist_name.

YcTaHaBAMBaEeT 3Ha4YeHue no YMONYaHUIO.

password password
[encrypted]

no password

password: (0..159)
CUMBO/I0B

3afaeTt naponb ANA TepMmuHana.

- encrypted — 3aaaTb 3aWMdpoBaHHbLIA Naponb (Hanpumep,
naponb B 3aWwMppoBaHHOM BMAE, CKOMMPOBAHHbLIN C APYroro
yCTpoiicTBa).

YpanseT naponb 4N8 TEpMUHana.

KomaHOwbI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 162 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

show authentication methods

MokasbiBaeT MHPOPMaUUIo 06 ayTEHTUPUKALMOHHbBIX METoZax
Ha KomMmyTaTope.

show users accounts

MokasbiBaeT IOKanbHyl0 6asy [aHHbIX Nonb3oBaTesnel U WX
npuBunervii.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>

Bce KomaHAb! AaHHOrO pa3gena oCTynHbl TONIbKO ANA NPUBUNETMPOBAHHDBIX nosb3oBaTtesnem.

Tabnnua 163 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show accounting

Moka3biBaeT MHPOPMALMIO O HACTPOEHHbIX METOAAX BefeHun
yyeTta (aKkKkayHTa).
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5.19.2 Mpomokon RADIUS

MpoTtokon RADIUS ucnonb3yetca gns ayteHTMOUKaumm, aBTtopusaumm u ydeta. Cepsep RADIUS
ncnonbdyetr 6asy AaHHbIX NONb30BaTeNEN, KOTOPaA COLEPKUT AaHHbIe NPOBEPKU MOANMHHOCTM ANA
KaXaoro nonb3oBatend. TakMm ob6pasom, wucnosb3oBaHMe npoTtokona RADIUS obecneunsaer
AONONHUTENbHYIO 3alLMTY NPU AOCTYMe K pecypcam ceTH, a TakXkKe Npu JOoCTyne K CamoMy KOMMYTaTopy.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKuUme r106anbHOM KOHPUrypaumm:

console (config) #

Tabanua 164 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type]

encrypted radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type]

hostname: (1..158)
CUMBOJIOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

secret_key: (0..128)
CUMBO/IOB;

priority: (0..65535)/0;
type: (login, dotl.x,

[JobaBnaeT yKasaHHbIA cepBep B CNMUCOK Mcnosibdyembix RADIUS-
cepsepos.

- ip_address — IPv4 nnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nma RADIUS-cepBepa;

- auth_port — Homep nopTa AN nepegayn ayTeHTUPUKALMOHHbIX
OAHHbIX;

- acct_port — Homep nopTa A/1A nepefayn AaHHbIX y4eTa;

- timeout — VHTepBan 0XXNOaHWUA OTBETA OT CepPBepa;

- retries — KONMYECTBO NONbITOK Noncka RADIUS-cepsepa;

- time — Bpema B MWHYyTax, B TeYeHME KOTOPOro HeAoCTyMnHble
cepBepa He 6yayT onpawmnsaTbca RADIUS-KAMEHTOM KOMMYTATOPA;
- secret_key — Knou Ana ayTeHTMOUKALMU M WwndpoBaHUA Bcero
obmeHa aaHHbiMmK RADIUS;

- priority — npuopwuTeT ncnonb3osaHus RADIUS-cepsepa (Yem HuKe
3HayeHue, TeM NPUopPUTETHEE CEpBeEp);

- type — TMn ncnonb3osaHua RADIUS-cepsepa;

- encrypted — 3a4aTb KAtoY B 3alUMPPOBAHHOM BUE.

B cnyyae oTcyTcTBMA B KOMaHAEe NnapameTpoB timeout, retries, time,

all)/all secret_key nna paHHoro RADIUS-cepBepa UCNO/b3YOTCA 3HaYEeHUS,
HaCTPOEHHbIE C MOMOLLI0 KOMaHA, YKa3aHHbIX HUKeE.
no radius-server host Ypanaer yKasaHHbl cepBep M3 CNUcKa mcnosibdyembix RADIUS-
{ipv4-address | ipv6-address | cepBepoB.
hostname}
[encrypted] radius-server key YCTaHaBAMBaEeT K/OY, UCMOAb3yeMbIt MO  YMOAYaHUIO, AAA
[key] key: (0..128) ayTeHTUdMKaumm U wndpoBaHMA Bcero obmeHa gaHHbimu RADIUS
CMMBON0B/NO

no radius-server key

YMOTYGHUIO KANtoY —
nycras cTpoKa

MeXay YCTPOWCTBOM U OKpyKeHnem RADIUS.
- encrypted — 334aTb K/toY B 3aWwMbpOBaHHOM BUA,

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

radius-server timeout timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcraHaBAuBsaet WUHTEpPBan OXuWAaHUA
VICI'IOHbByeMbIVI No YMO/THaHUIO.

oTBeTa OT cepsBepa,

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

radius-server retransmit retries

no radius-server retransmit

retries: (1..15)/3

OnpegenaeT KOIMYeCTBO NOMbITOK, UCMOJ/Ib3yeMOe N0 YMOJTYAHUIO,
noucka RADIUS-cepBepa w3 cnucka cepsepoB. [lpu oTKase
OCYLLECTBAAETCA MOUCK CNeAyloLero no NpMopuTeTy cepeepa U3
cnucka.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MMWH

MNo3Bonaetr ontmmmnsnposaTb Bpemsa onpoca RADIUS-cepsepos,
KOrga HeKkoTopble cepBepa HeAOoCTyNHbI. YCTaHaBNMBAET BpeMA B
MWHYTaX, UCMNo/sb3yemoe MO YMOAYaHMWIO, B TeYyeHue KOTOPOoro
HefoCTyNHble cepBepa He byayT onpawwmneatbca RADIUS-kaMeHTOM
KoMmyTaTopa.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

158

Ethernet-kommymamopel cepuli MES3300, MES53xxA, MES5400-xx




HELTEX

radius-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no radius-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);

hu_port: (1/0/1..6);

loopback_id: (1...64);
group: (1..32)

3agaeT uMHTepdenc ycTpoictea, IP-agpec KoToporo 6yaget
MUCNONb30BaTbCA MO YMOJIMAHWUIO B KayecTBe afpeca MCTOYHMKA
nepegasaemoro B coobuieHunsx npotokona RADIUS.

Ypanaer uHtepderic yctpoicraa.

radius-server host
source-interface-ipv6
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no radius-server host
source-interface-ipv6

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);

hu_port: (1/0/1..6);

loopback_id: (1...64);
group: (1..32)

3apaet wuHTepdeiic ycTpoicTea, |Pvb-agpec KoToporo 6yaet
MCNO/Ib30BaTbCA MO YMOJ/IMAHUIO B KayecTBe agpeca WMCTOYHMKA
nepegasaemoro B coobueHnsax npotokona RADIUS.

Ypanaet uHtepderic yctpoincraa.

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnunua 165 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

show radius-servers [key]

OtobparkaeT napameTpbl HacTponkn RADIUS-cepsepoB (KomaHaa
[AOCTyMHa TONbKO A/1A NPUBUAETMPOBaHHbIX NOAb30BaTeNei).

show radius server {statistics |
group | accounting |
configuration | nas | rejected
| secret | user}

OTobparkaeT CTaTUCTMKY npoToKona Radius, uHbopmauumio o
nonb3osatensax, KoHourypaumto RADIUS-cepsepa.

[Mpumepbl UCM016308AHUS KOMAHO

=  YCcTaHOBUTb rnobanbHble 3HaYEeHUA ANA NapamMeTPOB: MHTEPBAN OXUAAHUA OTBETA OT cepsepa — 5
CeKyHA, Ko/auyecTBO nonbITOK noucka RADIUS-cepsepa — 5, BpemsaA, B TeyeHMe KOTOPOro
HefoCTyMNHble cepBepa He byayT onpawmsatbca RADIUS-kaneHTomM KommyTtaTtopa — 10 MUHYT,
CEKpeTHbIN Katou — secret. [lob6aButb B cnncok RADIUS-cepBep, pacnonoxKeHHbIn Ha y3e ceTu ¢ IP-
agpecom 192.168.16.3, nopT cepBepa AN ayTeHTMdMKaunmM — 1645, KoAMYecTBO NOMbITOK A0CTYNa

K cepsepy — 2.
console# configure
console (config)#
console (config) #
console (config)#
console (config)#
console (config)#

retransmit 2

radius-server
radius-server
radius-server
radius-server
radius-server

timeout 5

retransmit 5

deadtime 10

key secret

host 196.168.16.3 auth-port 1645

= [lokasaTb NapameTpbl HacTpoikn RADIUS-cepBepoB

console# show radius-servers

IP address

Port port
Auth Acct

Time-
Out

Ret-
rans

Dead- Prio.

Time

Usage
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192.168.16.3

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

1645

1813 Global

Source IPv4 interface
Source IPv6 interface

Global 0 all

5.19.3 Mpomokon TACACS+

MpoTtokon TACACS+ obecneumBaeT UEHTPA/IM30BAHHYID CUCTEMy 6€30MacHOCTU A1Aa MPOBEPKMU
Nno/sib3oBaTe/iel, NoayyatoWmMx A0CTYN K YCTPOMCTBY, NPU 3TOM noagepumeas coemectumoctb ¢ RADIUS u

ApYrMmMmu npoleccamu nposepkn nogamHHoctn. TACACS+ npeaoctasineT caeaytouimne ciy»Kobi:

— Authentication (nposepka nodauHHocmu). ObecneymBaeTca BO Bpems BXoda B CUCTEMY MO
MMeHaM NoNb30BaTeIei U onpeaeneHHbIM NOb30BaTENAMU NAPONAM;
— Authorization (aemopusayus). ObecneumsaetrcA BO Bpems Bxoda B cuctemy. Mocne

3aBepuwieHnA CceaHcCa

NPOBEpPKM

NOONNHHOCTU 3aNyCKaeTcA CeaHC aBTopusauunnm C

MCNOoNb30BaHMEM MPOBEPEHHOIN0O MMEHU NOJIb30BaATE/IA, TAKXKe CepBepoOM MNPOBEPAIOTCA
npueunernn nonb3oeatena.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaumu:

console (config) #

Tabnunua 166 — KomaHabl perkunma rnobanbHoM KoHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority]

encrypted tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority]

no tacacs-server host
{ip_address | hostname}

hostname: (1..158)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CUMBO/IOB;
priority: (0..65535)/0;

[ob6aBnaeT ykasaHHbIN cepBep B CNMUCOK ucnonbdyembix TACACS
cepBepos.

- ip_address — IP-appec TACACS-cepBepa;

- hostname — ceteBoe uma TACACS-cepsepa;

- single-connection — B Ka)XAbll MOMEHT BPEMEHW UMETb He
6onblle ofHOTO coeAuHeHua anAa obmeHa AaHHbimM ¢ TACACS-
cepBepom;

- port — Homep nopTa Ana obmeHa gaHHbImKU ¢ TACACS-cepBepom;
- timeout — HTepBaN OXUAaHNA OTBETA OT CepBepa;

- secret_key — knto4 ana ayteHTMOUKALMU M WwndpoBaHUA BCero
obmeHa aaHHbIMK TACACS;

- priority — npuopuTeT ncnonb3osaHus TACACS-cepBepa (4em HuKe
3HauyeHue, TeM NpUopUTETHEE Cepaep);

- encrypted — 3HaueHwue secret_key B 3alunMdppoBaHHOM BUAE.

B cnyyae oTcyTcTBMA B KOMaHAe napameTpos timeout, secret_key
ona  paHHoro  TACACS-cepBepa  MCNOANbL3YIOTCA  3HAYyeHus,
HACTPOEHHbIe C MOMOLLbIO KOMaHS, YKa3aHHbIX HUMXKe.

Ypoanaer yKasaHHbI cepBep M3 cnucka ucnonbdyembix TACACS-
cepBepos.

tacacs-server key key

encrypted tacacs-server key
key

no tacacs-server key

key: (0..128)
CMMBOM0B/MNO
YMOYAHUIO KoY —
rnycTas CTpoKa

YcTaHaBAMBaeT K/IOY, MWCMO/Ab3yeMbld MO YMOAYaHUIO, AAA
ayTeHTMdUKaumm n wmdposaHms Bcero obmeHa gaHHbiMmmn TACACS
MeXAY YCTPOMUCTBOM U OKpyKeHnem TACACS;

- encrypted — 3HaueHue secret_key B 3awmdpoBaHHOM BUIE.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

tacacs-server timeout timeout

timeout: (1..30)/5 cek

YcTaHaBAnBaeT WHTEPBan  OXXUOAHUA
l/ICI'|O}1b3yeMbIl‘;I No YMOJIHaHUIO.

OoTBE€Ta OT CcepBepa,
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no tacacs-server timeout YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
tacacs-server host 3agaeT wuHTepdenc ycTpoictea, IP-agpec Kotoporo 6yget
source-interface MCMNONb30BaTLCA MO YMOYAHMIO B KAYecTBe a4peca UCTOYHMKA Ans

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);

hu_port: (1/0/1..6);

loopback_id (1..64);
tunnel (1-16);

{gigabitethernet gi_port | obmeHa coobueHnamu ¢ TACACS-cepBepom.
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | tunnel

tunnel | vlan vian id}

roup: (1..32
no tacacs-server host group: ( )

source-interface

Ypanser uHtepdeiic ycTpoicTsa.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KomaHAHON CTPOKM B pexxume EXEC:
console#

Tabnnua 167 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

OTobparkaeT HaCTPOMKY M CTaTUCTUKY ans cepsepa TACACS+.
- ip_address — IP-agpec TACACS+ cepBepa;
- hostname — umsa cepsepa.

show tacacs [ip_address |

hostname] host_name: (1..158)

CMMBOJI0B

5.19.4 NMpomokon ynpaeneHusa cemoio (SNMP)

SNMP — TexHonorus, npusBaHHaa obecrneynTb ynpasBAeHWE W KOHTPONb Hagh YCTPOMCTBAMWU U
NPUIOKEHUAMW B CETU CBA3M NYyTEM obOMeHa ynpasasalowen WHOPMaUMEN Mexay areHTamm,
pacnonoXeHHbIMM Ha CeTeBbIX YCTPOMCTBAX, U MeHeAKepamMM, HaXOAALUMMMCA HA CTAHLUMAX yNpaBaeHus.
SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOWMX CTaHLMIA U 3N1eMeHTOB ceTU (rnaBHble
MalLUMHbI, WA3bl U MapLLpPYyTU3ATOPbI, TEPMMUHA/IbHBIE CEPBEpPDLI), KOTOPblE COBMECTHO obecneymBatoT
aAMUHUCTPATUBHbIE CBA3M MEXAY CeTeBbIMM YNPABAAOWUMUN CTAHLMAMMU U CETEBLIMWU areHTamu.

KommyTaTopbl NO3BOAAOT HAacTpouTb paboTy npotokona SNMP gns yaaneHHOro MOHUTOPUHIA U
ynpaB/ieHNs YCTPOIMCTBOM. YCTPOIMCTBO NoaaepKMBaeT npoTokonbl Bepcuiit SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 2a06anab6HolU KoOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUrypaumm:
console (config) #

Tabnunua 168 — KomaHabl pexkurma rnobanbHOM KOHGUrypauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMmoa4YaHuro
snmp-server server Mo ymonyaHuio BkAounTb noaaeprKky npotokona SNMP.
no snmp-server server noAAep:KKa NPOTOKO/MA | OTkatovaeT noamepKy npotokona SNMP.
SNMP oTkntoyeHa
snmp-server community YcTaHaBAMBaeT 3HayeHWe CTPOKM cooblectBa Ana  obmeHa
community [ro | rw | su] community: (1..20) AaHHbIMM Mo npoTokoay SNMP.
[ipv4_address | ipv6_address | CMMBOJ10B; - community — cTpoKa coobuwectBa (naponb) Ans [octyna no
ipv6z_address] [mask mask | encrypted_community: | npotokony SNMP;
prefix prefix_length]] [view (1..20) cumBonos; - encrypted — 3a4aTb CTPOKY coobluecTsa B 3aWMdPOBAHHOM BUAE;
view_name] - 0 — AOCTYN TONIbKO A1 YTEHUSA;
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snmp-server community-group
community group_name
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]

dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX Xo XX

dopmart ipv6z_address:

X:X:X:X::X%<ID>;
mask: -
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBOJIOB;
group_name: (1..30)
CUMBOJIOB

- rW — JOCTYN A/1A YTEHUA U 3anucuy;

- SU — 40CTYyN afMUHUCTPATOPA;

- view_name — onpegenaeT uma gns npasmnaa obospeHua SNMP,
KOTOPOE A0/IXKHO 6bITb NpeABapuUTENbHO ONpeaesieHo C MOMOLLbIO
KOMaHAbl snmp-server view. OnpegenseT 06beKTbl, AOCTYMHble
coobuiecTsy;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec ycTpolicTBa;
- mask — macka agpeca |IPv4, KoTopas onpegensert, Kakve 6GuThl
apeca UCTOYHMKA NaKeTa CpaBHMBAOTCA € 3agaHHbIM IP-agpecom;

- prefix_length — yincno 6uT, KoTopble cocTaBasAlT npedukc IPva-
agapeca;

- group_name — onpeaenseT UMA rpynrbl, KOTOPOE AOMKHO ObITb
npegBapuTenIbHO onpeaesieHo C NOMOLLbIO KOMaHAbl snmp-server
group. OnpeaenseT 06bEKTbI, AOCTYNHbIE COObLLECTBY.

snmp-server view view_name
OID {included | excluded}

no snmp-server view
viewname [0OID]

view_name: (1..30)
CMMBOJI0B

Co3gmaeT wauM pedaktupyeT npasuno obospeHuna pgas SNMP —
paspelwatolee npaBuao, AMbO OrpaHUYMBAlOLLEE  CepBepy-
obo3spesatento goctyn K OID.

- OID — npeHTudUKaTop obbekTa MIB, npeacTaBneHHbI B BUAE
nepeBa ASN.1 (cTpoka Buaa 1.3.6.2.4, moXKeT BKA4aTb B cebn
3ape3epBUpOBaHHbIE C10Ba, Hanpumep: system, dod). C nomowpto
CUMBO/IA * MOXHO 0603HaYnTL cemMeicTBO noaaepesbes: 1.3.*%.2);

- include — OID BKntoueHa B NnpaBusio gas o6o3peBaHns;

- exclude — OID uckntouyeHa n3 npasuia ana obospesaHus.

Ypanaet npasuio ob6o3peHus ans SNMP.

encrypted snmp-server user
username groupname {v3 |
remote host v3 [encrypted]
[auth {md5 | sha} auth-
password] }

no snmp-server user username
[remote engineid-string]

username: (1..20)
CMMBO/IOB
groupname: (1..30)
CMMBO/OB
engineid-string: (5..32)
CMMBO/IOB
password: (1..32)
cMmBoONna
md5:

16 nnn 32 6ant
sha:

20 nnn 36
6anT
dopmat
IPv4: A.B.C.D
IPv6:  X:X:X:X::X
IPv6z:
X:X:X:X::X%<I1D>

Co3paet SNMPv3- nonb3osarens.

- username — UM NONb30BaTeNS;

- groupname — UMs rpynnbl;

- engineid-string — vaeHTudukaTop yaaneHHoro SNMP-ycTpoiicTsa,
KOTOPOMY MO/1b30BaTe/lb MPUHAAEKUT;

- auth-password — naposnb ANA ayTeHTUOUKaAUMM U TFeHepauuu
K/toYa;

- md5 — kntoy md5;

- sha — Kntod sha;

- host — IP-agpec/ nms xocTa.

Ypanaetr SNMP-v3-nonb3osartens.

snmp-server group
group_name {v1 | v2 | v3
{noauth | auth | priv} [notify
notify_view]} [read read_view]
[write write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CUMBOJIOB;
notify_view: (1..32)
CMMBO/IOB;
read_view: (1..32)
CMMBOIOB; Write_view:
(1..32) cumBonoB

Cosgaet SNMP-rpynny wam  Tabnauuy cootsetctBuii  SNMP-
nosb3osatenei n npasua 06o3peHnin SNMP.

-vl,v2,v3-SNMP vl, v2, v3 mogens 6e3onacHoCTH;

- noauth, auth, priv — TMn ayTteHTUduKaumm, wncnonbayembin
npotokonom SNMP v3 (noauth — 6e3 ayteHTMduKaumu, auth —
ayTeHTMOMKauma 6e3 wudposaHua, priv — ayTeHTUPUKAUMA C
WwndposaHuem);

- notify_view — nma npasuia ob603peHns, KOTOPOMY paspeLlleHo
onpepenatb coobweHns SNMP-areHTa — inform wu trap;

- read_view — vmsa npasuna o0b603peHns, KOTOPOMY paspelleHo
TONbKO YTeHue cogepkmmoro SNMP-areHTa KommyTaTopa;

- write_view — vma npasuna o603peHus, KOTOpoMy paspelleHo
BBOAWTbL AaHHble M KOHOUTrypupoBaTtb cogeprkumoe SNMP-areHTa

KOMMyTaTopa.

Yaanaet SNMP-rpynny.

snmp-server user user_name
group_name {vl | v2c | v3
[remote {ip_address | host}]}

user_name: (1..20)
CMMBOJI0B;

Cospgaet SNMPv3-nonb3oBatens.
- user_name — MA NoNb30BaTeNs;
- group_name — M rpynnbi.
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no snmp-server user
user_name {v1 | v2c | v3
[remote {ip_address | host}]}

group_name: (1..30)
CMMBOJIOB

Ypanser SNMPv3-nonb3oBartens.

snmp-server filter filter_name
OID {included | excluded}

no snmp-server filter
filter_name [0OID]

filter_name: (1..30)
CUMBOJI0B

Co3gaeTr wau pegaktupyeT npasuno SNMP-dunbTpa, KoTopoe
nossonset puabTpoBaTh inform u trap-coobuieHns, nepesasaemble
SNMP-cepsepy.

- filter_name — uma SNMP-ounbTpa;

- OID — npeHTMduKaTop obbekTa MIB, npeacTaB/ieHHbIM B BUAE
nepeBa ASN.1 (cTpoka Buaa 1.3.6.2.4, moKeT BKA4aTb B cebn
3ape3epBUpOBaHHbIE CN10Ba, Hanpumep: system, dod. C nomoLbto
cMmBoa * MOXKHO 0603HaUUTL cemeicTBo noaaepesbes: 1.3.%.2);

- include — OID BKkatoyeHa B NpaBuio GpunbTpaLmm;

- exclude — OID uckntouyeHa 13 npasuaa GuUAbTPaLMUM.

Ypnansaet npasuao SNMP-¢unbtpa.

snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[version {1 | 2c | 3 {noauth |
auth | priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]

hostname: (1..158)
CMMBOJIOB;
community: (1..20)
CMMBOJIOB;
username: (1..20)
CUMBOJI0B
port: (1..65535)/162;
filter_name: (1..30)
CUMBOJIOB;
seconds: (1..300)/15;
retries: (0..255)/3

OnpeaenseT HacTPOWKK ONA nepesayn coobLLeHnn yBeaoMaeHNA
inform v trap SNMP-cepBepy.

- community — ctpoka coobuectsa SNMPv1/2c ana nepepgaum
coobLieHunl yBeAOMNEHMS;

- username — nms nonb3osaTtens SNMPv3 gns ayTeHTUdUKaumm;

- version — onpegenat TmMn coobuieHnit trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKka3blBaeT NOANMHHOCTb NakeTa 6e3 wndposaHus;

- noauth — He yKa3blBaeT NOA/IMHHOCTb NAKeTa;

- priv — yKa3sblBaeT NO4/IMHHOCTb NaKeTa ¢ WwudpoBaHUem;

- port — UDP-nopt SNMP-cepsepa;

- seconds — nepuog, oXKuUAaHUA NOATBEPKAEHUIN Nepes, NOBTOPHOM
nepegayeit coobuieHnit inform;

- retries — KONMYECTBO NONbLITOK Nepegayn coobueHuii inform, npu
OTCYTCTBUW UX NOATBEPKAEHMA.

Yaanaer HacTpoOWMKM Ana nepegadn CooblieHuit yBeaoMIeHMA
inform u trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid local

engineid_string: (5..32)
CMMBO/IOB

Co3paeT naeHTMPMKaTop nokanbHoro SNMP-ycTpolictea — enginelD.
- engineid_string — uma SNMP-ycTpoiicTBa;

- default — npu ncnonb3oBaHUKM faHHOM HacTpoliku engine ID byaeT
aBTOMATMYECKM co3aaH Ha ocHose MAC-aspeca ycTponcTsa.

YaanaeT nugeHtnéoukatop nokanbHoro SNMP-ycTpoiictea — engine ID

snmp-server source-interface
{traps | informs} {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /loopback_id | vlan
vilan id}

no snmp-server
source-interface [traps |
informs]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
loopback_id: (1..64)
group: (1..32)

3agaetr uHTepdeic ycTpoictea, |IP-agpec Kotoporo byaer
MCNoNb30BaTbCA MO YMOAYAHUIO B Ka4YecTBe afipeca UCTOYHWKA ANs
obmeHa coobueHnamn ¢ SNMP-cepsepom.

Ypanaer untepderic yctponcraa.

snmp-server
source-interface-ipv6 {traps |
informs} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vilan id}

no snmp-server
source-interface-ipv6 [traps |
informs]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
loopback_id: (1..64)
group: (1..32)

AHanormyHo gnsa IPv6.

Ypanaer untepderic yctpoincraa.

snmp-server engineid remote
{ipv4_address | ipv6_address |
hostname} engineid_string

no snmp-server enginelD
remote {ipv4_address |
ipv6_address | hostname}

hostname: (1..158)
CMMBO/IOB;
engineid_string: (5..32)
CMMBO/IOB

Cospaet naeHtndukatop yaaneHHoro SNMP-ycTpolictBa — engine
ID.
- engineid_string — waeHtudukatop SNMP-ycTpolicTea.

Ypanaer vaeHTudukaTop yaaneHHoro SNMP-ycTpolictBa — engine
ID.
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snmp-server enable traps

BkntouyaeT nogaepkky SNMP trap-coobuieHui.

no snmp-server trap
authentication

-/BKNOYEHO —
no snmp-server enable traps OTkntovaeT noagepky SNMP trap-coobLueHuii.
snmp-server enable traps ospf BkntouaeT otnpaBky SNMP trap-coobuweHuii npotokona OSPF.
no snmp-server enable traps -/BKNIOYEHO OTkntoyaeT otnpasky SNMP trap-coobLueHui.
ospf
snmp-server enable traps ipvé BkntouaeT oTnpaeky SNMP trap-coobuweHunit npoTokona OSPF (IPv6).
ospf
-/BKIOYEHO -
no snmp-server enable traps OTKAtoyaeT otnpasky SNMP trap-coobLieHuit.
ipv6 ospf
snmp-server enable traps erps BkntouyaeT oTnpaeKy SNMP trap-coobuweHunin npoTokona ERPS.
no snmp-server enable traps -/BKNIOYEHO OTkntoyaeT otnpasky SNMP trap-coobuueHunit npoTokona ERPS.
erps
snmp-server trap PaspewaeT nepepaBaTb coobuieHUA trap-cepBepy, KOTOPbIM He
authentication npowen ayTeHTudUKaumio.
-/pa3spelueHo

3anpelyaeT nepefasatb cooblieHMA trap-cepBepy, KOTOpbIA He
npowen ayTeHTMdUKaumio.

snmp-server contact text

no snmp-server contact

text: (1..160) cumsonos

OnpeaenaeT KOHTAKTHYIO MHPOPMALMIO YCTPOMNCTBA.

YanaeT KOHTaKTHYO MHPOPMALMIO YCTPOMCTBA.

snmp-server location text

no snmp-server location

text: (1..160) cumsonos

OnpegenseT MHGOPMaLLMIO O MECTOMNONOKEHUN YCTPOMCTBA.

YaanaeT UHPOpMaLMIO O MECTOMONOMKEHUN YCTPOMCTBA.

snmp-server set variable_name
namel valuel [name2 value2

(1]

variable_name, name,
value goKHbI
3afaBaTbCA B
COOTBETCTBUM CO
cneundukaumen

Mo3BONAET YCTaHOBUTb 3HAYEHMA NepemMeHHbIX B 6a3e gaHHbIx MIB
KomMyTaTopa.

- variable_name — uma nepemeHHoO;

- name, value — napbl COOTBETCTBUI UMSA — 3HAYEHUe.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OQuanasoHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdeliica Ethernet:

console (config-if) #

Tabnnua 169 — KomaHab! perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

snmp trap link-status

no snmp trap link-status

-/BKNOYEHO

BkntouaeT otnpasky SNMP trap-coobuweHnin npu M3MeHeHUU
COCTOAHMA HACTPaMBaAEMOro MopTa.

Bbikntovaet otnpaBky SNMP trap-coobuwieHuii npu M3meHeHuu
COCTOAHMA HAaCTPaMBaemoro nopra.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console (confiqg) #

Tabnunua 170 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show snmp

MokasbiBaeT cTatyc SNMP-coeanHeHUNA.

show snmp enginelD

MokasbiBaeT maeHTUOUKaTop nokanbHoro SNMP-ycTpoictBa —
enginelD.

show snmp views [view_name]

view_name: (1..30)
CMMBOJIOB

MokasbiBaeT npasuia 0603peHna SNMP.

show snmp groups

group_name: (1..30)

Moka3sbiBaetr SNMP-rpynnbl.

[group_name] CMMBONOB
show snmp filters [filter_name] filter_name: (1..30) Moka3sbiBaeT SNMP-puabTpbI.
CMMBO/IOB
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show snmp users [user_name]

user_name: (1..30)
CMMBOJIOB

MokasbiBaeT SNMP-nonb3oBarenei.

5.19.5 NMpomokKon yoanéHHo20 moHumopuHaa cemu (RMON)

MpoTokon MoHuTopuHra cetn (RMON) sBnsetca pacwmpeHnem npotokona SNMP, nosBosss
npenocTaBuTb 6onee WMPOKME BO3MOXKHOCTU KOHTpona ceteBoro Tpadumka. Otanmume RMON ot SNMP
COCTOUT B XapaKTepe cobupaemoi MHbOpMauum — paHHble cobupaemble RMON B nepsyto odepespb

XapaKTepusyloT TpaduK MeXKay Yy3namum ceTu.

NPUNONKEHWNE YNPaBAEHNA CETbIO.

NHopmauua, cobpaHHaa areHTom, nepegaerca B

KomaHOb! pexcuma 2106aabHOU KOHGU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 171 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

rmon event index type
[community com_text]
[description desc_text]
[owner name]

no rmon event index

index: (1..65535);
type: (none, log, trap, log-
trap);
com_text: (0..127)
CMMBO/I0B;
desc_text: (0..127)
CUMBOJIOB;
name: cCTpoOKa

HactpauBaeT cobbiTna, MUcnonb3yemble B cuUCTEME YAANEHHOro
MOHUTOPUHTA.

- index — NHOEKC cobbITUsA;

- type —TUN yBEAOMNEHUA, FEHEPUPYEMOTO YCTPOMCTBOM MO 3TOMY
cobbITuiO:

none — He reHepMpoBaTb YyBeAOM/IEHUA,

log — reHepupoBaTb 3anuck B Tabaunue,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTh 3anucb B Tabaunue n otcbinate SNMP trap;
- com_text — cTpoka coobuwectsa SNMP ana nepecbinku trap;

- desc_text — onncaHue cobbiTus;

- name — maA co3aaTena cobbiTus.

Ypanaetr cobbiTe, ucnonablyemoe B
MOHWUTOPUHTa.

cucteme ypganeHHoro

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent [type type] [startup
direction] [owner name]

index: (1..65535);
mib_object_id:
KoppekTHbIn OID;
interval: (1..2147483647)
ceK;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: cTpoKa

HactpaunBaeT ycnosus BblAaum aBapUiHbIX CUTHANOB.

- index — NHAEKC aBapuUMHOro cobbITus;

- mib_object_id — vaeHTUPUKaTop nepemeHHOM 4YacTu obbeKTa
OID;

- interval — nHTepBan, B Te4EHNE KOTOPOTo AaHHble OTOMpatoTCA U
CPaBHUBAOTCA C BOCXOAALEN U HUCXOAALLEN FPpaHULaMK;

- rthreshold — BocxogAwas rpaHmLa;

- fthreshold — HucxoaAwWas rpaHnLa;

-revent — WHOEKC COb6bLITMA, KOTOpPOE WCMo/b3yeTca npwu
nepeceyeHnn BOCXOAALLEN rpaHmULbI;
-fevent — wHpEeKc cobbiTMA, KOTOpoe MChnosb3yetca npu

nepeceyeHn HUCXOAALLEN rPaHULbI;

-type — meTos oT6Opa YyKasaHHbIX NepemeHHbIX W MnoAacyeTa
3HaYeHUA AN CPAaBHEHUA C FPAHULLAMU:

MeTton absolute — abconoTHoe 3HayeHue  BblGpaHHOMN
nepemMeHHol ByaeT cpaBHEHO C rpaHULLEN Ha KOHLLe UCCaelyeMoro
WHTEpBana;

MeTtog delta — 3HaueHue BbibGpaHHOW NepemeHHOW npwm
nocnegHem otbope 6yAeT BblMTEHO M3 TEKyLLEro 3HayeHus u
pasHuMua OydeT cpaBHeHa C rpaHuMuamu (pasHuua Mmexay
3HAYEHUAMM MEPEMEHHON B KOHLE W B Hayase KOHTPOJIbHOro
WHTEpBana);

- startup — MHCTPYKUMA ANA reHepauuu cobbiTUiA Ha MNepBOMm
KOHTPO/JILHOM UWHTepBane. Onpefenser npasuia reHepauuu
aBapuiiHbIX CO6LITUI ANA NEepBOro KOHTPONBHOTO WHTepBasa
nyTem CpaBHEHMA OTOOpaHHOW nepemMeHHOlM C ogHoW, nnbo
06enMmu rpaHuLamm:
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no rmon alarm index

-rising — reHepupoBaTb eAMHWYHOE aBapuiiHoe cobbiTve Mo
BOCXOAALEN rpaHuLe, ecn 3HaYeHue oTobpaHHOW nepemeHHow
Ha NepBOM KOHTPO/JIbHOM WHTepBase 6osblie AMbO paBHO 3TOM
rpaHuue;

- falling — reHepupoBaTb eaMHWYHOE aBapuitHOe cobbiThe no
HUCXO4ALLEN TPaHULE, eC/IM 3HaYeHne oTobpaHHOW NepemMeHHoM
Ha NepBOM KOHTPOJIbHOM MHTepBase MeHblue NMBOo paBHO 3TOM
rpaHuue;

- rising-falling — reHepupoBaTb egMHMYHOE aBapuiiHoe cobbiTME NO
BOCXOAAWEN W/MAM  HUCXOAALLeA rpaHULe, eciu  3HayeHue
0TO6paHHOW NepemeHHOM Ha NepBOM KOHTPOJ/IbHOM MHTepBase
6oblue 60 paBHO BOCXoAALLEN rpaHuue u/uam meHbwe nnb6o
pPaBHO HUCXOAALLEN FPAHULLE;

- owner — UMA co3aTeNs aBapuiHoOro cobbiTus.

Ypanser yc/ioBue BblAaun aBapuUnHbIX COBbITUIA.

rmon table-size {history
hist_entries | log
log_entries}

no rmon table-size {history
| log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3agaeT MakcMMmanbHbl pasmep RMON-Tabanu,.
- history — makcumanbHoe Konn4ecTso CTPOK B Tabaunue nctopuu;
- log — maKkcMmanbHOe KOIMYECTBO CTPOK B Tabauue 3anucein.
3HaueHMe BCTYNUT B CM/Y TOJIbKO MOCAe nepesarpysku
. yCTpONcCTBa.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHOwbI

pexuma KoHguaypayuu uHmepgetlica (duana3oHa uHmepgelicog) Ethernet,

UHmMepgelica 2pynnel NopmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 172 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi nHTepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval interval]

no rmon collection stats index

index: (1..65535);
name: (0..160)
CMMBO/I0B;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 cex

BkatoyaeT dopmMpoBaHME UCTOPUM MO rPynnam CTaTUCTUKKU ANA
6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

- index — nHaekc Tpebyemoli rpynnbl CTaTUCTUKK;

- name — BNageneL, rpynnbl CTaTUCTUKMK;

- bucket_num — 3Ha4yeHMe, accoLMMpPyemMoe C KONNYECTBOM AYeeK
ana cbopa UCTopmmM No rpynne CTaTUCTUKK;

- interval — nepuog onpoca a4ns $popMUPOBaAHUA UCTOPUU.

BbIk/to4aeT GopmMMpoBaHMe UCTOPUK MO FPYNNam CTaTUCTUKK 4nA
6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHrA.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console>

Tabnnua 173 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymoa4YaHuro

Aelicmeue

show rmon statistics {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MNoKasbiBaeT CcTaTUCTUKY MWHTepdeica Ethernet nubo rpynnbi

NoOpTOB, UCNO/Ib3yeMYIO ANA YAANEHHOTO MOHUTOPUHSA.
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show rmon collection stats OTobparkaeT WHPopmauuMio NO  3anpalmBaeMbiM  rpynnam
[gigabitethernet gi_port | CTaTUCTUKM.

tengigabitethernet te_port |

hundredgigabitethernet

hu_port | port-channel group]

show rmon history index MNokasbiBaeT uctoputo Ethernet crtatuctnkn RMON.

{throughput | errors | other} - index — 3anpoLueHHan rpynna cTaTUCTUKK;

[period period] - throughput — nokasbiBaeT CcYETYMKM NPOU3BOAUTENBHOCTU

index: (1..65535);
period:
(1..2147483647) cek

(nponyckHol cnocobHocTK);

- errors — NoKa3bIBaeT CYETYNKM OLUINOOK;

- other — NnoKasblBaeT cyeT4MKM 06PLIBOB U KONU3UN;

- period — nNOKasblBaeT MWCTOPUIO 3a 3anNpOLUEHHbIN nepuos
BpEMEHM.

show rmon alarm-table

- MoKa3blBaeT CBOAHYIO TabanLy aBapuiiHbIX COBbITUNA.

show rmon alarm index

MoKa3sblBaeT KOHOUIypaLMIO HACTPOMKM aBapPUMHbIX COBBLITUIA.

index: (1..65535 . o
index: ( ) -index — nHaeKc aBapuitHoro cobbitTus.

show rmon events

- MokasbiBaeT Tabanuy cobbITUiM yaaneHHoro MoHuTopuHra RMON.

show rmon log [index]

MokasbiBaeT Tabanuy 3anmceit yaaneHHoro moHutopmHra RMON.

index: (0..65535) - index — nHpeKkc cobbiTuAa.

[lpumepsl 8bINOAHEHUA

KOMQOHO

MokasaTb cTaTUCTMKY 10 nHTepdelica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10

Dropped: 8
Octets: 878128 Packets: 978
Broadcast: 7 Multicast: 1
CRC Align Errors: 0 Collisions: 0
Undersize Pkts: 0 Oversize Pkts: 0
Fragments: 0 Jabbers: 0
64 Octets: 98 65 to 127 Octets: O
128 to 255 Octets: 0 256 to 511 Octets: 0
512 to 1023 Octets: 491 1024 to 1518 Octets: 389
Tabanuya 174 — OnucaHune pesynbTaToB
Mapamemp OnucaHue
Dropped Konnuyectso 3aeTEKTUPOBAHHbIX COBbITUI, KOrAa nakeTbl 6blIM OTOPOLIEHbI.
Octets Konnuectso 6ailT AaHHbIX (BKAo4Yaa 6aiTbl MIOXMX MNAKeETOB), MNPUHATbIX M3 CeTU
(ncknouan dpelimoBsble 6UTbI, HO BKAKOYAsA BUTbI KOHTPONILHOW CyMMbI).
Packets KonnuectBo NpuHATbIX NAKeToB  (BK/AWOYas  MNJOXMe, LIMPOKOBELATENbHblE U
MHOroaZpecHble NakeThbl).
Broadcast Konnuectso NpUHATLIX LWMPOKOBELLATEIbHbIX NAaKETOB (TO/IbKO KOPPEKTHbIE NaKeTbl).
Multicast Konnuyectso NpUHATBLIX MHOrOaApecHbIX NakeToB (TONbKO KOPPEKTHbIE MaKeThbl).

CRC Align Errors

Konnuyectso NpUHATbIX NAaKeToB ANMHOW OT 64 Ao 1518 6aiT BKAOUYMTENBHO, UMEIOLWMX
HEeBEPHYIO KOHTPOJIbHYIO CymMmMy avMbo C uenbim yuciom 6aiT (OWMOKM npoBepKu
KOHTPOJIbHOW cymmbl — FCS), 160 ¢ Heuenbim Ynuciom 6anT (OWMBKKN BbipaBHUBAHUA —
Alignment).

Collisions

OueHKa KonnyecTsa KONAN3KUii Ha gaHHoM Ethernet-cermenTe.

Undersize Pkts

Konnuectso NpuMHATLIX MaKeTOB AANHOM MeHblle 64 6alnT (McKatoyas ¢ppelimoBble BUTbI,
HO BKtOYas BUTbI KOHTPOIbHOW CYMMbl), HO B OCTa/IbHOM MPaBU/ibHO CHOPMUPOBAHHbIX.

Oversize Pkts

KonnuecTBo NpuHATLIX NaKeToB A/nHOMN 6onbwe 1518 6aliT (Mckatoyan dppeimoBble 6UTbI,
HO BK/OYan 6BUTbl KOHTPOIbHOM CYMMbI), HO B OCTa/IbHOM NMPaBUAbHO CHOPMUPOBAHHDIX.
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KonnuecTBo NpuMHATLIX NAaKeTOB AANHOM MeHble 64 6ainT (McKatoyas dppelrimoBble BUTHI,
HO BK/OYAA BUTbI KOHTPONLHOM CyMMbl), UMEIOLLMX HEBEPHYHO KOHTPObHYIO CyMMYy 60

Fragments . N
C Le/IbIM YUCIoM 6alT (OWMBKM NPOBEPKU KOHTPOJIbHOM cymmbl — FCS), 1MbO ¢ HeLenbim
yncnom 6anT (owmnbKKM BbipaBHMBaHKMA — Alignment).
KonnuecTso NpuHATLIX NaKeToB A/nHOMN 6onbwe 1518 6aliT (Mcknoyan dppeimoBble b6UTbI,
Jabbers HO BKtOYasA BUTbI KOHTPONBHOM CYMMbl), UMEIOLLUX HEBEPHYHO KOHTPOIbHYIO CyMMY IN60
C Le/IbIM YnCIoM 6alT (OWMBKM NPOBEPKU KOHTPOJIbHOM cymmbl — FCS), 1MbO ¢ HeLenbim
yncnom 6anT (owmnbKKM BbipaBHMBaHWUA — Alignment).
64 Octet KonnuectBo NpuHATLIX NaKeToB (BK/tOYasA NAOXME NaKeTbl) gnnHol 64 6aiiTa (Mckntovas

dpelimoBble 6UTbI, HO BK/OYasA BUTbI KOHTPO/IbHOM CYMMbl).

65 to 127 Octets

Ko/iMyecTBo NPUHATLIX MaKeToB (BK/AtOYaA MAOXWME NaKeTbl) ANMHOMN OT 65 o 127 6Gant
BKJ/IIOUUTE/IbHO (MCKNtoYas dperimoBble BUTbI, HO BKItOUYAs BUTbI KOHTPO/IbHON CYMMbl).

128 to 255 Octets

KonnuyectBo NpUHATbLIX NAKETOB (BKAKOYAn NIOXME NaKeTbl) AnvHol ot 128 ao 255 6ait
BK/IOYUTENIbHO (MCKNtoYas pperimoBble BUTbI, HO BKAOYAsA BUTbl KOHTPONLHOW CYMMbl).

256 to 511 Octets

Ko/iMyecTBo NpMHATLIX NMaKeToB (BKAtOYan NaoXMe MakeTbl) AAnHOW oT 256 Ao 511 6ait
BKNHOUMTENIbHO (MCKNtoUYan dperimoBble 6UTbI, HO BKNOYAA BUTblI KOHTPOLHOM CYMMbI).

512 to 1023 Octets

Konnuyectso NpuHATbIX NAaKeToB (BK/tOYas MioXMe nakeTbl) AnvMHoin ot 512 ao 1023 6ant
BKNHOUMTE/IbHO (MCKNtoYan dperimoBble BUTLI, HO BKNHOYAA BUTbI KOHTPOILHON CYMMblI).

1024 to 1518 Octets

Ko/iMyecTBo NpMHATLIX MaKeToB (BKAOYAA NAOXMe NakeTbl) ganHoi ot 1024 go 1518 6ant
BKNHOUMTE/IbHO (MCKNtoUYan dpeiimoBble 6UTbI, HO BKAtOYasA BUTbI KOHTPOJIbHOM CYyMMbI).

MNMoKasaTb MHPOPMALMIO MO FPYNNAM CTAaTUCTUKM 414 nopTa 8:

console# show rmon collection stats tengigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples Owner

Tabnunua 175 — OnucaHune pesynbTaToB

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO NAEHTUOULMPYIOLLNIA 3aMNUCh.
Interface Ethernet-uHtepdeiic, Ha KOTopom 3anyLieH onpoc.
Interval MHTepBan B CEKyHAAX Mexay onpocamm.
Requested Samples 3anpolueHHOoe KOIMYEeCTBO OTCYETOB, KOTOPOE MOMKET ObiTb COXPaHEHO.
Granted Samples PaspelleHHoe (oCcTaBLIeeca) KONMYECTBO OTCYETOB, KOTOPOE MOMKET BbiTb COXpaHEeHo.
Owner Bnageneu AaHHOM 3anucu.

lMoKa3aTb cHeTUMKH ﬂpOHYCKHOﬁ CHOCO6HOCTM,QHHprnanCTaTMCTMKM 1

console# show rmon history 1 throughput

Sample set: 1 Owner: MES
Interface: tel/0/1 Interval: 1800
Requested samples: 50 Granted samples: 50

Maximum table size: 100
Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
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Tabnuua 176 — OnucaHue pesynbLTaTos

Mapamemp OnucaHue

Time [aTta u Bpema co3gaHma 3anmcu.

Octets Konnyectso 6aiT faHHbIX (BKAOYAn 6aliTbl NIOXMX NAaKETOB) NPUHATLIX U3 CETU (MCKAtoYasn
dpelimoBble 6UTbI, HO BK/OYasA BUTbI KOHTPO/IbHOM CYMMbl).

Packets KoiMyectBo nNpMHATLIX MaKeToB (BKAKOYAA MNJOXMe MakeTbl) B TeyeHMe nepuoa
dopmmMpoBaHMA 3anmcu.

Broadcast Ko/iMyecTBO NpUHATLIX XOPOLIMX MAKeToB B TeuyeHWe nepuoga GopmMMpOBaHUA 3anucu
HanpaBAeHHbIX HAa LWUMPOKOBELLATe/IbHble aapeca.

Multicast Ko/iMyecTBo MPUHATLIX XOPOLIMX MAKETOB B TeuyeHWe nepmona GopmMMpoBaHMA 3anucu
HanpaBAeHHbIX Ha MHOToaApecHble agpeca.
OueHKa cpeaHel NponyCcKHOM cnocobHOCTU GU3NYECKOTO YPOBHA Ha AaHHOM UHTepdeice

Utilization B TeyeHne nepuoga GopmmupoBaHMA 3anucu. MponyckHas CNocobHOCTb OLEeHWBAeTCA
BE/IMYMHOM A0 ThICAYHOMN NpOoLEHTa.
Ko/imyecTBo NpUHATBIX B TeYeHWe nepunoaa GopmMmmMpoBaHMA 3anNncy NakeTos AJANHOM oT 64

CRC Align 00 1518 6alAT BKNHOUYUTENbHO, MMEIOLLNX HEBEPHYIO KOHTPO/IbHYIO CYMMY IMBO C Lenbim
yncnom 6aiT (OWMBKM NPOBEPKU KOHTPOIbHOM cymmbl — FCS), iMb0 ¢ Heuenbim Ynciom
6aiT (owmnbKM BbipaBHUBaHUA — Alignment).

Collisions OueHKa KosiMyecTBa KOANM3MIM Ha AaHHOm Ethernet cermeHTe B TeuyeHue nepuopaa

bopmmnpoBaHMA 3aMNUCH.

Undersize Pkts

Ko/nMyecTBo MpUHATLIX B TeyeHue nepuoda GpopmMUMpPOBaHMA 3anncu MaKeToB ANUHOWM
MeHblle 64 6aiT (UcKkAoYan dpelimoBble BUTbI, HO BKAOYAn BUTbI KOHTPO/IbHOWM CyMMbl),
HO B OCTa/IbHOM MPaBUIbHO CHOPMMUPOBAHHBIX.

Oversize Pkts

Konnyectso NpuHATLIX B TedeHue nepuoga GOpPMMPOBAHMA 3anuCK MaKeToB ANMHOMN
6onbwe 1518 6aiT (Mckaovaa dpeirmoBble 6UTbI, HO BKAKOYAA GUTbl KOHTPOAbHOM
CYMMbI), HO B OCTa/lbHOM NPaBUAbHO CHOPMMUPOBAHHbIX.

Fragments

Ko/nMyecTBo MPUHATbIX B TedeHue nepuoda GopmUMpoBaHMA 3anncu MaKeToB ANMHOWM
MeHblle 64 6aiT (UcKkAoYan pelimoBble BUTbI, HO BKAtOYAA 6UTbI KOHTPOIbHOM CYMMbl),
MMEIOLWMX HEBEPHYIO KOHTPOJIbHYID CyMMy M60 C Uenbim uYnciom 6anT (owmnbku
NPOBEPKU KOHTPO/AbHOM cymmbl — FCS), nMbo c Heuenbim uymciom 6alT (OWKMBKMK
BblpaBHMBaHKUA — Alignment).

Jabbers

Ko/nMyecTBo MpUHATLIX B TedeHue nepuoda GopmUMpoBaHMA 3anncu MaKeToB ANMHOWM
6onbwe 1518 6aiT (McKkAoyan ¢peimoBble BUTbl, HO BKAOYAA OUTbI KOHTPOJbHOW
CYMMbl), UMEIOLLNX HEBEPHYHO KOHTPOJIbHYIO CYyMMY IGO0 C LLe1bIM Ynciom 6anT (owmbKrm
NPOBEPKM KOHTPO/bHOM cymmbl — FCS), nMbo c Heuenbim ymciom 6anT (OWMOKMK
BblpaBHMBaHMA — Alignment).

Dropped

KonnyecTso 3a4eTeKTMPOBaHHbIX COBbITMIA, KOrga naketbl bl OTOPOLLIEHbI B TeYeHue
nepuoaa GopmMrMpoBaHnA 3anuncu.

- nOKaBaTbCBOAHyK)Ta6ﬂMuyCMFHaHOBTPEBOFMZ

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager
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Tabnunua 177 — OnucaHune pesynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO MAEHTUOULMPYIOLLMIA 3annch.
(0]]D] OID KOHTPONMPYEMOI NepeMeHHON.
Owner Monb3oBaTtenb, CO34aBLINIM 3aMUCh.

= [lokasaTb KOHPUIYpPaLMIO aBaPUNHbBIX COOLITMI C MHAEKCOM 1:

console# show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI

Tabnunua 178 — OnucaHune pesynbTaToB

Mapamemp

OnucaHue

OoIb

OID KOHTpOMpPYEMOI NepeMeHHON.

Last Sample Value

3HayeHWe NepemMeHHol Ha nocredHemM KOHTPO/IbHOM WMHTepBane. Ecim meTtogd oTbopa
nepemeHHbIx absolute — To 310 abcontoTHoe 3HayeHMe nepemeHHo, ecan delta — To
pasHMLA MeXAY 3HAYEHUAMM NEPEMEHHOW B KOHLLE U B HaYasie KOHTPOJIbHOTO MHTepPBana.

Interval

MHTepBan B CEKyHAAxX, B TeYEHWE KOTOPOro AaHHble OTOMPAOTCA M CPaBHUBAOTCA C
BEPXHEN U HUKHEN FPaHNLAMM.

Sample Type

MeTog, oTbopa YyKasaHHbIX MEePeMEeHHbIX WM MoAcYeTa 3HayeHua AN CPaBHEHUA C
rpaHuuamn. Metog absolute — abcontoTHoe 3HayeHWe BbIGpaHHOM NnepemeHHON byaeT
CPaBHEHO C rpaHULE Ha KOHUEe uccneayemoro uHtepsana. MeTog delta — sHauyeHue
BbI6GpaHHOI NepemeHHOM Npu nocieaHem oTbope 6yAeT BbIUTEHO M3 TEKYLLETO 3HaYeHus,
M pasHuua ByaeT CpaBHEHa C rpaHMLaMuK (pasHMLa MeXay 3HaYeHUAMM nepemeHHONn B
KOHLLE M B Hayane KOHTPO/IbHOrO MHTEPBana).

Startup Alarm

WHCTPYKUMA ona reHepaumm cobbiTUiA Ha NepBOM KOHTPOAbHOM MHTepBane. Onpeaenset
npasuaa reHepauuun aBapunHbIX COBbITUIN AN NEPBOrO KOHTPOJILHOTO MHTEPBAiA NyTEM
CpaBHeHWA 0TOHBpPaHHOM NepeMeHHoM ¢ ogHon, NMbo obenmu rpaHuLaMm.

rising — reHepuMpoBaTb eANHUYHOE aBapuiiHOe CobbITUE MO BOCXOAALLEN rpaHuLe, eciu
3HayeHue oTobpaHHOM NepeMeHHOM Ha MePBOM KOHTPOJIbHOM MHTepBane bonbwem Anbo
paBHOM 3TOI rpaHuLe.

falling — reHepupoBaTb eanHMYHOE aBapuUitHoe cobbITUE MO HUCXOAALLEN rpaHnLe, ecu
3HayeHWe oTobpaHHON NepemMeHHOM Ha NePBOM KOHTPO/IbHOM MHTepBaie MmeHblle nbo
paBHO 3TOW rpaHuLe.

rising-falling — reHepupoBaTtb egMHUYHOE aBapuitHoe cobbiTe Mo BocxoAsallen u/wmam
HUCXOAALWEN TpaHULUE, ecan 3HayeHue OTOobpaHHOW NepeMeHHOW Ha nepBom
KOHTPO/IbHOM MHTepBase 60o/blie AM6O paBHO BOCXOAALLEN rpaHuue, U/UAn MeHblue
NMb0 paBHO HUCXOAALLEN rpaHumLe.

Rising Threshold

3HauyeHMe BocxogAllelr rpaHuubl. Korga 3HayeHuMe OTOB6paHHON nepemMeHHOM Ha
npeablaywem KOHTPONbHOM UHTepBasie 6bl10 MeHbLUe AAHHOM rpaHuLbl, @ HA TEKYLLEM
KOHTPOJ/IbHOM MHTepBasie 6onbluem 1M60 PaBHOM 3HAYEHUIO FPAHULLbI, TOTAA EANHUYHOE
cobbiThe reHepupyeTcs.
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Falling Threshold

3HaueHWe HUcxopAlel rpaHuubl. Korga 3HayeHue oOTOBpaHHOW MepemeHHOM Ha
npeablaywem KOHTPONbHOM MHTepBane bblio 6oblue AaHHOW MPaHMLbl, @ Ha TEKYLLEM
KOHTPOJ/IbHOM MHTepBane meHblue M60 PaBHO 3HAYEHUIO TPAHWUUBI, TOr4a eAnHUYHOe
cobbiTMe reHepupyeTcs.

Rising Event NHAEeKC cobbITUA NCMONb3YIOWErocs, KOrAa BOCX04ALLAA FPaHNLLA NepeceyeHa.
Falling Event NHAeKc cobbITUA NCNOb3YIOLWLEroca, Korga HUCXo4ALWan rpaHuL,a nepeceyeHa.
Owner Monb3oBaTtenb, CO34aBLINIA 3aMNUCh.

= [lokasaTb Tabauuy cobbITMN yaaneHHOro MoHnTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48
Tabnvua 179 — OnucaHue pesynbLTaTos
Mapamemp OnucaHue
Index NHAEKC, YHUKaNbHO MaeHTUbMLMpPYIOLWmMiA cobbiThe.
Description KommeHTapuit, onucbiBaloWwmin cobbiTue.
Tun yBeLOM/IEHNUA, FEHEPUPYEMOTO YCTPOUCTBOM MO 3TOMY COBbITUIO:
- hone — He reHepupoBaTb YBeAOMEHUSA;
Type - log — reHepupoBaTb 3anucb B Tabanue;
- trap — otcbinatb SNMP trap;
- log-trap — reHepupoBaTb 3anncb B Tabaunue n otcbinatb SNMP trap.
Community Ctpoka coobuiectea SNMP ana nepecbinku trap.
Owner Monb3oBaTtenb, cO34aBLWINIA COObITHE.
Last time sent Bpema M pgata reHepupoBaHua nocnegHero cobbitma. Ecam He 6bi0 creHepupoBaHo
CObbITUI, TO 3TO 3HaYeHue ByaeT PaBHO Hy/O.

MokasaTb Tabanuy 3anucen yaaneHHoro MoHMTopuHra RMON:

console# show rmon log

Maximum table size: 100
Event Description Time

1 Errors

Nov 10 2009 18:48:33

Tabnnua 180 — OnucaHne pesynbTaTos

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO NAEHTUOULMPYIOLNIA 3aMNUCh.
Description KommeHTapuii, onucbiBaoLWmin cobbiTue.
Time Bpema co3gaHuAa 3anucu.

5.19.6 Cnucku docmyna ACL dns ynpaeneHus ycmpolilicmeom

MporpammHoe obecneyeHne KOMMYTAaTOPOB MO3BO/AET paspelwnTb AMB0 OrpaHUuYUTb AOCTYN K

YNpaB/EHNIO YCTPOMCTBOM Yepe3 onpeaeneHHble nopTtbl nam rpynnbl VLAN. Ons aToi uenmn cospgarorca
cnuckm goctyna (Access Control List, ACL) ana ynpasneHus.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunA 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHoOM KOHOUIypaLmm:

console (confiqg) #

Tabnunua 181 — KomaHab! perknma rinobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

management access-list name

no management access-list
name

name: (1..32) cumBona

Co3faeT CMUCOK AocTyna Ana ynpaeneHusa. Bxog B pexum
KOHOUTYypaLMK CnMcKa focTyna ans ynpasaeHus.

YaansaeT cnMcok AocTyna ANs YyNpasieHus.

management access-class
{console-only | name}

no management access-class

name: (1..32) cumBona

OrpaHuyMBaeT ynpas/ieHNe YCTPOMCTBOM MO oOnpeseneHHOMY
cnucky goctyna (access list). AKTUBMpPYET yKasaHHbIA CAMCOK
Aoctyna.
- console-only — ynpasneHve ycTpoMCTBOM AOCTYMHO TO/MBKO C
KOHCO/N.

OTMeHseT orpaHuWyeHMe Ha YynpasAeHMe YCTPOMCTBOM Mo
onpeaeneHHoMy cnNMcky aocTtyna (access list).

KomaHObI pexcuma KoHgu2ypayuu crnucka docmyna 014 ynpassaeHus

BuAa 3anpoca KOMaHAHOM CTPOKM B peXxnume KOHPUrypaumm cnncka goctyna gnsa ynpaBaeHus:

console (config) # management access-list eltex manag
console (config-macl)#

Tabnunua 182 — KomaHabl pexxknma KoHbUrypaumm cnucka goctyna ans ynpasaeHma

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

permit [gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh)

3afaeT paspewaloliee yca0BME A8 YNPABAAIOWEro CrnucKa
gocryna.
- service — TMn gocTyna.

deny [gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service] [ace-priority index]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094);

3agaer 3anpelialoliee ycaoBMe ANS YNPABAAOLWEro Crvcka
Aocrtyna.
- service — Tvn gocTyna,
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deny ip-source {ipv4_address |
ibv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet

oob | vlan vian_id] [service
service]

hu_port | port-channel group |

service: (telnet, snmp,
http, https, ssh)

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOW CTPOKK pexxunma Privileged EXEC:

console#

Tabanua 183 — KomaHzabl p

exuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show management access-list
[name]

name: (1..32) cumBona

MoKasbiBaeT CNMcKM gocTyna (access list) ans ynpasnexus.

show management
access-class

MoKkasbiBaeT MHPOPMaUMIO 06 aKTUBHbLIX CMMCKax AocTyna
(access list) ana ynpasneHus.

5.19.7 Hacmpolika docmyna

5.19.7.1

JaHHble KomaHapl

Telnet, SSH

npeaHasHayeHbl

AN HACTPOMKM cepBepoB AOCTyna AaA YnpaBaeHus

KommyTaTopom. Moanepkka cepsepos Telnet n SSH KommyTaTopom NO3BOAAET YAANEHHO NOAKNHOYATLCA
K HEMY 419 MOHUTOPUHIA U KOHPUrypaLmu.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 184 — KomaHab! perknma rinobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue no

KomaHda Aelicmeue
yMOAYaHUIo
ip telnet server Paspelwaet yAaneHHoe KOHOUrypupoBaHue
Mo ymonuaHuto Telnet cepsep ycTpoiicTsa Yyepes Telnet.
no ip telnet server BK/tOYEH 3anpelyaet yaaneHHoe KoHOUrypupoBaHue
ycTpoiicTea Yepes Telnet.
ip ssh server Paspewaet yAaneHHoe KoHOUrypupoBaHue

no ip ssh server

Mo ymonuaHuto SSH cepsep oTkAOUEH

ycTpoiicTea yepes SSH.
[o Tex nop, NOKa Kato4 AnA WndpoBaHUA He
V CreHepupoBaH, SSH-cepBep 6yper
HaxoAuTbcA B pe3sepse. Mocne reHepauum
KAtoua (Mcnonb3yemble KomaHAabl crypto key
generate rsa u crypto key generate dsa)
cepBep nepeiiaer B pabouyee cocTosHue.

3anpeuaer yfaneHHoe KOHdUrypupoBsaHue

ycTpoicTea Yyepes SSH.

ip ssh port port_number

no ip ssh port

port_number: (1..65535)/22

TCP-nopT, ucnonb3yemsiit SSH-cepsepom.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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ip ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan_id}

no ip ssh-client
source-interface

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
loopback_id: (1..64)
group: (1..32);
vlan_id: (1..4094)

3agaet nHtepoeiic ana SSH-ceccuii.

Ypanaet nHtepoeic.

ipv6 ssh-client
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan_id}

no ipv6 ssh-client
source-interface

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
loopback_id: (1..64)
group: (1..32);
vlan_id: (1..4094)

3apaet nHtepoeic ana IPvé SSH-ceccui.

YaanaeT untepoeiic.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymonyaHuto ncnonb3osaHune
ny6M4HOro Kntoya 3anpeLLeHo

PaspewaeT ucnosnb3oBaHue MNybAMYHOrO Kaoua Ans
Bxoasawmx SSH-ceccuit.

3anpelaet ncnosnb3oBaHue ny6AMYHOrO Kakoda Ann
Bxoasawmx SSH-ceccuit.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,
aes192, aes256, arcfour, aes128-ctr,
aes192-ctr, aes256-ctr, aes128-
gcm@openssh.com aes256-
gcm@opensshOwun6Ka!l
HepgonycTumbliii 06beKT
rMnepccbinKu.)/paspeLueHbl Bce
aNropuUTMbl, KpOMeE none

3apaet CMMCOK paspeLLeHHbIX
wndpoBaHMa 4nA cepsepa.

a/iropuTmos

BoccTaHasnvBaeT cnucok pa3pelweHHbIX aJIropuTMmoB
obmeHa Kivammn no YMOANYaHUIO.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupl-shal, curve25519-
sha256@libssh.org, diffie-hellman-

group-exchange-sha256, diffie-
hellman-group16-sha512, diffie-
hellman-group18-sha512, diffie-
hellman-group14-sha256, diffie-

hellman-group14-shal)/

paspelueHbl Bce MeToabl

3ajaeT CAMCOK paspelweHHbIX meToaoB obmeHa

KNK4amu gna cepsepa.

BoccTaHaBnmBaeT cnucok pa3spelweHHbIX aJropuTmos
obmeHa Kitoyamm no YMOANYaHUIO.

ip ssh password-auth

no ip ssh password-auth

Mo ymonyaHuio BKAOYEHO

BktoyaeT pexunm ayteHTUdMKaumm no naposto.

OTKAto4aeT pexmm ayTeHTVICbMKaLI,MM no naponto.

crypto key pubkey-chain ssh

Mo ymonyaHuio KoY He co3faH

BXO4UT B peMM KOHOUrypaLuum ny6aMYHOro Katoya.

crypto key generate dsa

leHepupyeT napy Katoyeit DSA —4acTHbIN U Ny6ANYHbIN
ona SSH-cepsuca.
] Ecnu xota 6bl ogMH M3 napbl Kaoyen yxKe
V CO3AaH, TO cucrema npeanoKur
nepesanucaTtb K/tou.

crypto key generate rsa

leHepupyeT napy Katoyen RSA —yacTHbI U Ny6ANYHbIN
ona SSH-cepsuca.
V Ecan xota 6bl OA4MH M3 Mapbl KAOYENH yKe

CO3paH, TO cuctema npeanoXnT
nepesanucatb Ktou.

crypto key import dsa MmnopTtupyet napy Katoyei DSA.

encrypted crypto key import - - encrypted — B 3aWwWmnppoBaHHOM BUAE.

dsa

crypto key import rsa MmnopTtupyeT napy Kntoueit RSA.

encrypted crypto key import - - encrypted — B 3awndpoBaHHOM BUAe.

rsa

ip http server no ymonyanuto HTTP-cepsep Paspewaer yAaneHHoe KOHbUrypupoBaHue

BK/OYeH

ycTpoiicTBa yepes web.
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no ip http server 3anpewaet yAaneHHoe KOHPUrypupoBaHue
ycTpoicTBa yepes web.

ip http port port 1..59999/80 3apaet nopt HTTP-cepBepa.

no ip http port BoccTaHaBMBaeT 3HaYeHME N0 YMOYAHUIO.

ip http secure-server no ymonuyaHuio HTTPS-cepsep Brntouaet HTTPS-cepsep.

no ip http secure-server BbIKNtOYeH Bbikntoyaet HTTPS-cepsep.

ip http timeout-policy seconds 3agaet TarimayTt HTTP-ceccum.

[http-only | https-only] seconds: (0..86400)/600

no ip http timeout-policy BoccTraHaBanBaeT 3Ha4YeHMe NO YMOAYAHWUIO.

crypto certificate {1 | 2} leHepupyeT SSL-cepTudmKar.

generate

crypto certificate {1 | 2} ) MmnopTupyeT SSL-cepTUdMKAT, Ha3HAYEHHbIY LLeHTPOM

import cepTudUKaumm.

no crypto certificate {1 | 2} BoccraHasnmBaeT SSL-ceptudumKat no ymonyaHuio ans
YKasaHHoro ceptuduKarta.

V’- Knioum, creHepupoBaHHble KOMaHgamu crypto key generate rsa u crypto key generate dsa,
COXPaHAIOTCA B 3aKPbITOM AN nonb3osartena ¢aiine KOHUrypauum.

KomaHObI pexcuma KoHgu2ypayuu nybau4Ho20 Kaoyd

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUrypaummn nybanyHoro Katoua:

console# configure
console (config)# crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabanua 185 — KomaHabl pexnma KoHpurypaumm nybanyHoro Katoua

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymMmon4aHuro
user-key username {rsa | dsa} BXog, B PeKMM CO34aHMA MHAWBUAYANbHOIO NYBANYHOTO KAto-
) ya.
username: (1..48) - rsa — co3aatb RSA-Kkntoy;
cMMBO/NIOB - dsa — co3gatb DSA-Kntou.
no user-key username Yaanaet ny6AnyHbIi KNtod Ans onpeaeneHHoro noab3osarens.

Bug, 3anpoca KOM3H,£I,HO[/JI CTPOKU B peXXnume co3gaHna uHansmnayaabHoOro I'Iy6f|M"IHOFO KNko4a:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnnuya 186 — KomaHabl perkMma co3gaHua MHAMBUAYANbHOMO NYy6/IMYHOTO Kato4a

3HayeHue/3Ha4yeHue ”
KomaHda / Aeilicmeue
o ymon4aHuio
key-string - Co3pgaeT Ny6MYHbIN KAoY aNA onpeseeHHOro Noab3oBaTens.
key-string row key_string Co3gaeT ny6AnYHbIN KoY gns onpeaeneHHoro nosb3oBaTens.

BBOZ K/1H0Ya OCYLLECTBAAETCA MOCTPOYHO.

- key_string —4acTb Kntouva.
DOna Toro utobbl cUCTEeMa NOHANA, YTO K/OY BBEAEH
NONIHOCTbIO, He06X0AMMO BBECTU KOMAHAY key-string
row 6e3 cMMBONOB.
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KomaHObi pexcuma EXEC

KomaHabl gaHHOTo pa3aena AOCTynHbl TONIbKO ANA NpUuBUNErMpoBaHHbIX nonb3oBaTesiei.

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 187 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

show ip ssh

MokasbiBaeT KoHdurypauuto SSH-cepBepa, a TaKke aKTUBHble
Bxoaalwme SSH-ceccum.

show crypto key pubkey-chain
ssh [username username]
[fingerprint {bubble-babble |
hex}]

username: (1..48)
cumBonos.lo
YMOIYAHULIO OTNeYaToK
K/lOYa B WWeCTHagua-
TepuyHoOM dopmare.

Moka3sbiBaeT
KoMmyTaTope.
- username — UMA YAANEHHOTO K/NEHTa;

- bubble-babble — oTneuaTtok kntoua B Koge Bubble Babble;
- hex — oTneyaTtok Knto4a B WeCTHaALAaTEPUIHOM Koe.

ny6anyHble  SSH-KkAtOUM, COXpaHeHHble Ha

show crypto key mypubkey

MokasbiBaeT Nyb6anYHbIe KAoun SSH-KommyTaTopa.

[rsa | dsa]
show crypto certificate [1 | 2] -

OTobparkaeT SSL-cepTudmkaTbl ana HTTPS-cesepa.

[pumepbl 8b1M0MAHEHUS KOMAHO

BKntounTb cepBep SSH Ha KommyTaTope. PaspewnTb UCnonb3oBaHWe NybanyHbIX Katodeir. Co3aaTtb
RSA-Kknto4 ana nonb3osartens eltex:

console# configure

console (config) # ip ssh server

console (config)# ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRWPWI1Al4kpgIw9GBRoONZQZxJHKCcgKL6rM1Q+ZNX
ZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GREpSwoQUvV35LgJJk67I0U/zfwOl1gkTwml75Q
RI9gHUJS6KWGN2QWXgh3ub8gDjTSaqmuSn/Wd05iDX2TIExQWu081licglk02LYciz+Z24TrEU/9FJIx
wPiVQOjc+KBXuR0OjuNg5nFYsY0ZCkON/W9a/tnkmlshRE7Di71+w3fNiOA6w9044t6+AINEICB
CCA4YcF6zMzaTlwefWwX6f+Rmt5nhhqdAtN/40Jfcel 66DgVX1gWmNzNR4DYDvSzg01DnwCACS
QOh Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

5.19.7.2 KomaHObI KOH(uU2ypayuu mepmuHana

KomaHZbl KOHOUTYpauumn TepMUHANA CAYKAT AN HACTPOWMKM NapaMeTPOoB JIOKA/bHOM U yAaeHHOW
KOHCON.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rnobanbHon KoHdurypauuu:
console (confiqg) #

Tabnnua 188 — KomaHab! perknma riobanbHOM KoHGUrypaumm

3HayeHue/3HayeHue

Aelicmeue
o ymMmon4aHuro

KomaHda

BXoZ B peXum COOTBETCTBYIOWEro TepMWHana (NoKanbHan
- KOHCONb, YyAaneHHasa KoHconb — Telnet wauM ypaneHHas
3aLMLEHHAsA KOHCOb — SSH).

line {console | telnet | ssh}

176 Ethernet-kommymamopsi cepuli MES3300, MES53xxA, MES5400-xx



HELTEX

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bua 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm tTepmumHana

console# configure

console (config)# line {console|telnet|ssh}

console (config-line) #

Tabanuya 189 — KomaHzabl pexkMma KoOHoUrypaumm TepmuHana

3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymoa4YaHuro
speed bps YcTaHaBAMBAET CKOPOCTb [AOCTyNa MO JIOKA/JIbHOW KOHCOAM
P P bps: (4800, 9600, (komaHpa ,D,OCTynHF; ToanoTy B pexume KoHoUrypauum
19200, 38400, 57600, o
JIOKaNbHOM KOHCO/M).
115200)/115200 604,
no speed YcTaHaB/MBaeT 3Ha4YeHMe NO YMONYAHMIO.
autobaud Bk/toYaeT aBTomaTMYecKoe onpegeneHre CKopocTu A40CTyna no
JIOKaNbHOM KOHCOMM (KOMaHZa AOCTYMHA TONbKO B perkume
-/BKAKOYEHO KOHOUrypaLmm N0KaNbHOM KOHCOMK).

no autobaud

BbIKntoyaeT aBTomaTMyecKkoe onpeaesieHne CKoOpocTn A0CTyna
No NI0KaNIbHOM KOHCONN.

exec-timeout minutes

[seconds] minutes: (0..65535)/10

MUH;
seconds: (0..59)/0 cek

3agaeT MHTepBas, B TeYeHWe KOTOPOro CMCTeMa OXKnaaeT BBOAa
nonb3osaTenAa. Ecan B TeyeHune AaHHOro MHTepBasa
nonb3oBaTe/lb HUYEro He BBOAUT, TO KOHCO/Ib OTK/IIO4aeTCA.

no exec-timeout

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

KomaHOobl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 190 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show line [console | telnet |
ssh]

MNoka3sbiBaeT napameTpbl TepMUHanNa.

5.20 XypHan aBapwuii, npotokon SYSLOG

CuctemHsble KYpPHa/ibl NO3BOIAOT BECTU UCTOPUIO CO6b|TMﬁ, npounsouweaumnx Ha YCTDOﬁCTBe, a TaKXe
KOHTPO/IMPOBATb npousowegiine cobbIiTMA B peasbHOM BpeMEHMU. B KypPHan 3aHOCATCA cobbITnA cemu
TUNOB: ‘-IDEBBbI‘-Ia[/JIHbIe, CUrHanbl TpeBOrn, KpUtTn4eCkne n He Kputndyeckme OLIJVI6KM, npeagynpexaeHua,
yBeaomMneHwumA, VIHd)OpMaLI,I/IOHHbIe N oTnagouvHble.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHduUrypaumm:

console (config) #
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Tabnunua 191 — KomaHabl pexkrma rnobanbHOM KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

logging on

no logging on

-/perncrpauna BKaoYeHa

BK/lOYaeT perncTpaLmio OTN1af04HbIX COOBLWEHMUI U COOBLLEHNI
06 oLwmnbKax.

BblK/lOYaeT  perucTpauumio coobleHnin  u
coobuieHunit 06 owmnbKax.

7 Mpu BbIKNIOYEHHOW perucTpaunmu oTNafouHbIe

OT/1a404HbIX

logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text]

no logging host {ip_address |
host}

host: (1..158) cumBon08B;
port: (1..65535)/514;
level: (cm.
Tabnauua 192);
facility: (local0..7)/local7;
text: (1..64) cumBonos

coobuweHna u coobueHna o6 owunbkax 6yayT
nepeaaBaTbCA Ha KOHCO/b.
Bk/toYaeT nepenayy aBapuUiMHbIX U OTAAL04HbIX COOBLLEHUI Ha
yoaneHHobii SYSLOG-cepsep.

- ip_address— IPv4 unu IPv6-agpec SYSLOG-cepBepa;

- host — ceteBoe nmsa SYSLOG-cepsepa;

- port — HoMep nopTa ANA Nepesayn CoobLEeHUN No NPOTOKOY
SYSLOG;

- level — ypoBeHb BaXKHOCTU coobuieHWin, NepesaBaemMbiX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegasaemas B coobWeHMAX;

- text — onncaHue SYSLOG-cepsepa.

Ypansaet BblbpaHHbI cepBep M3 CNMcKa ucnosibayembix SYSLOG-
cepsepos.

logging console [/evel]

no logging console

level: (
Tabnuua
192)/informational

BK/toYaeT nepegady aBapuiMHbIX UM OTAALO0UHbIX COOBLLEHUM
BbI6PAHHOIO YPOBHA BaXKHOCTU Ha KOHCO/b.

BbIKk/loYaeT nepesady aBapuiiHbIX MM OTA3A04HbIX COOBLLEHNI
Ha KOHCO/b.

logging buffered
[severity_level]

no logging buffered

severity_level: (
Tabanua
192)/informational

BKkntoyaeT nepenavy aBapuiHbIX UM OTNIAA0YHbIX COOBLEHNN
BbIGPAHHOIO YPOBHA BaXKHOCTM BO BHYTpeHHMI Bydep.

BbIKk/ItoYaeT nepesiavy aBapuiiHbIX MW OTN3A04HbIX COOBLLEHNM
BO BHYTPeHHU bydep.

logging cli-commands

no logging cli-commands

-/OTKAOYEHO

BkntouvaeT nornposaHue BeegeHHbIX B CLI KomaHA.

OTKAKOYaeT NorupoBaHne BeeaeHHbIX B CLI KomaHa,

logging buffered size size

no logging buffered size

size: (20..1000)/200

M3MeHAeT KO/AMYecTBO COOBLLEHMI, 3anoMMHAemMbiXx BO
BHyTpeHHem b6ydepe. HoBoe 3HayeHne pasmepa 6ydepa
NPUMEHWTCA NOC/e NepesarpysKn yCTponcTBa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

logging file [level]

no logging file

level: (
Tabanua 192) /errors

BktouaeT nepepayy aBapuitHbIX MW OTAAA0UHbIX COOBLLEHWI
BbIBPAHHOIO YPOBHSA BaXXHOCTM B dalin ypHana.

BbIKk/ItOYaeT nepesiady aBapuiiHbIX MW OTN3A04HbIX COOBLLEHNM
B daiin KypHana.

aaa logging login

no aaa logging login

-/BKNIOYEHO

3aHOCUTD B 3KYpHasbl COBLITUA ayTeHTUGMKALMM, aBTOPU3ALMUM
n yyeta (AAA).

He 3aHocuTb B KypHanbl cobbiTMA  ayTeHTUdMKaLMK,

aBTopu3aumn n yyeta (AAA).

file-system logging {copy |
delete-rename}

no file-system logging {copy |
delete-rename}

Mo ymonyaHutio
perncrpauma BraYeHa

BkAtoyaeT pernctpaunio cobbiTnin hbannosomn cuctemsl.

- COpy — perucrpauma coobLueHU, CBA3aHHbIX C onepaumMamm
KOMupoBaHus ¢alinos;

- delete-rename — perucTpauma coobLEHNI, CBA3AHHbLIX C
yaaneHmem Gpainnoe 1 nepeMmeHoBaHMEM OnepaLuii.

BbIK/IlOYaeT perncrpaumio cobbitnii GpainosBol cuctemol.

logging aggregation on

no logging aggregation on

-/OTKNIOYEHO

BK/tOYaeT KOHTPONb arperaumn syslog-coobLueHui.

OTKAtoYaeT arperaumto syslog-coobLieHuni.

logging aggregation aging-
time sec

no logging aggregation
aging-time

sec: (15..3600)/300 cekyHa,

YcTaHaBAMBaeT BPemMA XpaHeHWa CrpynnupoBaHHbIX syslog-
coobLeHuA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

logging service cpu-rate-limits

traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-

BK/tOYAET KOHTPO/Ib OrPaHNYEHMA CKOPOCTU BXOAALLMX KAApoB
AnA onpegeneHHoro Tuna Tpaduka.
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no logging service
cpu-rate-limits traffic

switch-mode, arp-
inspection, stp-bpdu,
other-bpdu, dhcp-
snooping, dhcpvé6-
snooping, igmp-snooping,
mld-snooping, sflow, log-
deny-aces, vrrp)/-

OTKNloYaeT noru poBaHue.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

-/Het

3agaer napameTp, KOTopblid 6yAeT MCMoNb30BaTbCA B KadecTse
naeHTnduKaTopa xocTa B syslog-coobLueHusx.

Mcnonb3oBaTb 3HaYeHUeE No YMONYaHUIO.

logging source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback id | vlan
vian_id}

no logging source-interface

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
loopback_id: (1..64)
group: (1..32);
vlan_id: (1..4094)

Mcnonb3osaTtb IP-agpec yKkasaHHOro mHTepdeica B Kayectse
MUCTOYHMKA B IP-nakeTax npoTokona SYSLOG.

Mcnonb3osaTb IP-agpec ucxogauwero nHtepdeiica.

logging source-interface-ipv6
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vlan
vian_id}

no logging source-interface-
ipv6

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
loopback_id: (1..64)
group: (1..32);
vlan_id: (1..4094)

Mcnonb3oBaTb IPv6-agpec yKasaHHOro uHTepdelica B Kayectse
MCTOYHMKa B IP-nakeTax npoTtokona SYSLOG.

Mcnonb3oBaThb IPVv6-agpec ncxogsauwero nHtepdeica.

Kaxkpoe cooblieHre umeeT CBOM YpOBeHb BaXKHOCTK; B Tabanue 192 npmeeaeHbl TUMNbl COOBLLEHNIA
B nopAaaKe ybbiBaHNA X BaXKHOCTU.

Tabanua 192 — Tunbl Ba*KHOCTN COOBLLEHNT

Tun eaxxHocmu coobujeruli

OnucaHue

YpesBblualiHble (emergencies)

B cucteme npowusoluna Kputuyeckas owmnbKa, cuctema moxKeT paboTaTb
HenpaswuIbHoO.

CurHansbl Tpesoru (alerts)

H606XO,CI,MMO HemegneHHOe BMeLWaTeN1IbCTBO B CUCTEMY.

Kputnueckme (critical)

B cucteme npounsowna Kputnyeckan owmnbKa.

OwunbouHble (errors)

B cucteme npounsowna owunbKa.

MpeaynpexaeHus (warnings)

MpeaynpexaeHne, HeaBapuinHoe coobLuLeHue.

YBegomneHnus (notifications)

YBegomseHne cuctemMbl, HeaBapuitHoe coobLieHue.

NHpopmaumoHHble (informational)

MHPopMaLMOHHbIE COOBLLEHUA CUCTEMBI.

OthagouHble (debugging)

OTnagouHble coobLEeHUs, NPefoCTaBAAIOT NOAb30BaTENO MHPOPMALIMIO
AN KOPPEKTHOM HAaCTPOMKM CUCTEMDI.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#

Tabnnua 193 — KomaHgaa pexkmuma Privileged EXEC gns npocmoTpa daina KypHana

KomaHoa

3HayeHue/3Ha4yeHue
10 yMOoA4YaHuo

Aelicmeue

clear logging

- Ypansaert Bce coobueHns us BHyTpeHHero bydepa.

clear logging file

- YaansaeT Bce coobuieHma us daina xypHana.

show logging file

OTobparkaeT COCTOAHWE »KypHana, aBapuiHble W OTNafLOYHble
coobueHus, 3anmcaHHble B paiine )ypHana.
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HELTEX

show logging OTobparkaeT COCTOAHWE »KypHana, aBapuiiHble W OTNAA0YHbIe

coobLLeHms, 3anncaHHble BO BHYTpeHHem bydepe.

show syslog-servers - OTobparkaeT HaCTPOMKN ANA yaanéHHbIX syslog-cepBepos.

[pumepbl UC016308AHUA KOMAHO

- Bkntountb perncrpauyuio OLINBOYHbIX COO6LLI,€HVI171 Ha KOHCOU:

console# configure
console (config)# logging on
console (config)# logging console errors

= QuuCTUTb dalin XKypHana:

console# clear logging file
Clear Logging File [y/nly

5.21 3epKkanupoBaHue (MOHUTOPUHT) NOPTOB

CDyHKLI,MFI 3EPKaMpoBaHMA MOPTOB nNpeaHasHa4YeHa AN1A KOHTPO/A CeTeBOro Tpad)MKa nytem

NepecbINKM KOMUI BXOAAWMX U/UNN UCXOOALMX MAKETOB C OAHOMO WM HECKO/IbKUX KOHTPOJIMPYEMbIX
NOPTOB Ha OAMH KOHTPOIMPYIOLWMI NOpPT.

K KOHTpoaupyoLemy NOpTy NPUMEHAIOTCA Caeaytolme orpaHMYeHns:

— MopT He MOXKeT BbITb KOHTPONMPYHOLLUM U KOHTPOANPYEMbIM NOPTOM O4HOBPEMEHHO;
— MopT He MoXKeT BbITb YN1EHOM FPYNMbl NOPTOB;

— IP-uHTepdelic gonxKeH oTCyTCTBOBaTL 4151 3TOrO NOPTa;

— NpoTtokon GVRP gonkeH 6bITb BbIKAOYEH Ha 3TOM MOPTY.

K KOHTpO/AIMpyeMbiM NOPTam NPUMEHAIOTCA CAeaytowme orpaHUYeHuUsA:

MopT He MOXKET ObITb KOHTPOINPYHOLLMM U KOHTPOJIMPYEMbIM NOPTOM OL4HOBPEMEHHO.

KomaHObI pexcuma 2a0b6anab6Hol KoOHguU2ypayuu

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxume rnobasbHon KoHdUrypaumm:

console (config) #

Tabnunua 194 — KomaHabl pexkunma rnobanbHoM KoHGUrypaumm

3HaveHue/3Ha4yeHue »
KomaHoa / Aelicmeue
no ymon4yaHuro
monitor session session_id YKa3blBaeT 3epKa/vpylowmii nopt pas  BblbpaHHOM ceccum
destination interface MOHMUTOPUHTa.
gigabitethernet gi_port | . - network — no3BonseT BecTM 06MeH AaHHbIMMU.
. session_id: (1..7);
tengigabitethernet te_port . t (1..8/0/1..24);
hundredgigabitethernet gi_port: (1. ~24);
te_port: (1..8/0/1..32);
hu_port [network]
- - — hu_port: (1/0/1..6)
no monitor session session_id BblkntouaeT  GYHKUMIO  MOHMTOPMHFA  Ha  HacTpavBaemom
destination nHTepdeiice.
monitor session session_id YKasblBaetca cayxebHbii vlan ana 3epkanvpoBaHuA TpaduKa ¢
destination remote vlan vlan_id: (1..4094); 3afaHHOro pedneKkTop-nopTa Ana BbibpaHHOW ceccum.
vlan_id reflector-port session_id: (1..7); - remote vlan — cnyxe6bHbili vian ana 3epkannpoBaHns TpaduKa;
gigabitethernet gi_port | gi_port: (1..8/0/1..24); | - reflector-port — dn3nyeckuit nopt Ana nepeaadn 3epKanmpyemoro
tengigabitethernet te_port te_port: (1..8/0/1..32); | Tpaduka, Ha 3TOM UHTepdeiice He JoMKeH Bbla nponucaH remote
hundredgigabitethernet hu_port: (1/0/1..6) vlan.
hu_port network
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no monitor session session_id
destination

BbikntoyaeT
MHTepoeice.

OYHKUMIO  MOHUTOPMHIA  Ha  HacTpanmBaemom

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port
hundredgigabitethernet
hu_port [rx | tx | both]

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port
hundredgigabitethernet
hu_port

session_id: (1..7);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);

hu_port: (1/0/1..6)

[obaBnaeT yKasaHHbIA 3epKaanpyemblit MopT Aana BblbpaHHOM
CeCCMN MOHUTOPUHTA.

- X — KOMMPOBaTb NaKeTbl, MPUHATbIE KOHTPOANPYEMbIM NOPTOM;

- tX — KONMpoBaTb NaKeTbl, NepesaHHble KOHTPOANPYEMbIM NOPTOM;
- both — kKonnpoBaTb Bce NakeTbl ¢ KOHTPOIMPYEMOTO NOPTA.

BbikntoyaeT
MHTepodeice.

OYHKUMIO  MOHUTOPMHIA  Ha  HacTpaMBaemom

monitor session session_id
source vlan vian_id

no monitor session session_id
source vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[JobaBnaeT yKasaHHbIM 3epKanupyemblt vlan pgns BbibpaHHOM
CECCMU MOHUTOPUHTa.

Bbikntoyaet
nHTepoelice.

OYHKLMIO  MOHWTOPWMHFA  Ha  HacTpavBaemom

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[ob6aBnaeT B KauecTBe UCTOYHMKA Vlan ¢ yxKe paHee 3epKannmpyembim
TpadMKOM Ans BbIBPAHHOM CECCUN MOHUTOPUHTA.

Bbikntoyaet
MHTepodeice.

OYHKLMIO  MOHMTOPWMHFA  Ha  HacTpavBaemom

5.22 ®yHKuua sFlow

SF|OW—TEXHO!’IOI'VIFI, NO3B0OIAOWAA OCYLWECTB/IATb MOHMTOpVIHI'Tpa(I)MKa B MaKeTHbIX CeETAX Nepeaayun
AadHHbIX NyTem YacTUYHOM Bbl60pKM Tpad)MKa ana I'IOCI'Ie,Cl,yPOLLI,Eﬁ WHKancynauynm B cneuunasibHblie
COO6U.I,EHMF|, nepegasaemble Ha CepBeEpP c6opa CTaTUCTUKMN.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHOM KOHPUrypaumm:

console (config) #

Tabnnuya 195 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

3Ha4yeHue/3HayeHue ”
KomaHoa / Aeilicmeue
o ymon4aHuo
sflow receiver id id: (1..8); 3apaeT agpec cepsepa cbopa ctatucTmkm sflow.

{ipv4_address | ipv6_address |
ipv6z_address | url} [port port]
[max-datagram-size byte]

no sflow receiver id

port: (1.. 65535)/6343;
byte: nonoxuTtenbHoe
uenoe uncno/1400;
¢dopmar ipv4_address:
A.B.C.D;
¢dopmart ipv6_address:
XX XXX
dopmar ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumosios

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec;

- url — pomeHHOE UMA XOCTa;

- port — Homep MopTa;

- byte — MaKCMManbHOE KOAMYecTBO 6aiT, KOTopoe MOXKeT 6biTb
OTNPaBAEHO B OAMH MaKeT AaHHbIX.

Ypansaet agpec cepsepa cbopa ctatuctuku sflow.

sflow receiver {sourceinterface
| sourceinterface-ipv6} {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel | group
| loopback loopback_id | vlan
vlan_id | oob}

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);

hu_port: (1/0/1..6);

loopback_id: (1..64)
group: (1..32)

3apaeT wuHTepdeiic ycTpoictBa, IP-agpec Kotoporo 6yaer
MCNO/1b30BaTbCA NO YMOIYaHMIO B Ka4ecTBe agpeca UCTOYHMKA cbopa
CTaTUCTUKK.
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no sflow receiver
source-interface

Ypoanaer ABHoe 3agaHue uHTepdelica, ¢ agpeca Kotoporo byaer
OTNPaBAATLCA CTaTUCTUKA sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console# configure

console (config) # interface { tengigabitethernet te port | }
console (config-if) #

Tabanua 196 — KomaHab! perkmma KoHourypaumm nHtepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
10 yMoA4aHuio

Aelicmeue

sflow flow-sampling rate id
[max-header-size bytes]

no sflow flow-sampling

rate:
(1024..107374823);
id: (1..8);
bytes: (20..256)/128
6ant

3afaeT cpesHIo CKOPOCTb BbIGOPKM NaKeToB. MTOroBas CKOPOCTb
BbIGOPKM cumTaetca Kak 1/rate*current_speed (current_speed —
TEKyLLasA CpeaHas CKOPOCTb).

- rate — cpegHAn CKOPOCTb BbIGOPKM NAKETOB;

- id — Homep sflow-cepBepa;

- bytes — MaKkcumanbHoe KosmyecTBo 6aiT, KoTopoe b6yager
cKonupoBaHo u3 o6pasua nakera.

OTKAKOYAET CYETUMKM BbIBOPKM Ha NOPTY.

sflow counters-sampling sec id

no sflow counters-sampling

sec: (15..86400)
CeKyHA;
id: (0..8)

Onpepenser MaKCMManbHbIA  WMHTEPBAN MeXAy YyCnewHbIMU
BbI6OPKaMM MaKeToB.

- 5eC — MaKCMManbHbI MHTEPBAN MeXay BbIBOpKaMM B CEKYHAAX;
- id — Homep sflow-cepBepa (3agaetca komaHgol sflow receiver B
rno6anbHOM pexxume KoHdUrypaLmm).

OTK/AIOYaET CHETUUKMU BbI60pKM Ha NopTy.

KomaHOwb! pexcuma EXEC

3anpoc KomaHAHOM CTPOKK B pexkume EXEC umeet cneayrowwimii Bua;

console>

Tabnunua 197 — KomaHabl, A40CTYNHbIe B pexkume EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

show sflow configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port]

clear sflow statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port]

show sflow statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

BbiBOAMT HacTpoku sflow.

Ounwaet crTatuctuky sFlow. Ecam  uHTepdeic He yKasaH,
KOMaHAa O4YMLLAeT BCe CHETUMKM CTaTUCTUKM SFlow.

OTobparkaeT cTaTUCTMKY sFlow.

182 Ethernet-kommymamopsi cepuli MES3300, MES53xxA, MES5400-xx




HELTEX

[pumepbl 8b1M0AHEHUS KOMAHO

=  YcraHosuTb IP-agpec 10.0.80.1 cepepa 1 pgna cbopa cratuctukm sflow. Ons ethernet-
nHTepodericos tel/0/1-tel/0/24 ycTaHOBUTL CPEAHIO CKOPOCTL BbI6OPKM NakeTos — 10240 K6uT/c
N MaKCMMAJIbHbIA MHTEPBAN MeEXAY YCnelwHbiMM BbibopKamu nakeTtos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range) # sflow flowing-sample 1 10240
console (config-if)# sflow counters-sampling 240 1

5.23 ®yHKuMM AnArHocTMKN pmusnyecKkoro ypoBHA

CeTeBble KOMMYyTaTOpbl COAEpP’KaT annapaTHbie M MpPOrpamMMHble CpeacTBa ANs AMArHOCTUKM
dusmnyeckmx nHTepdencoB U IMHUIM CBA3KU. B NnepeyeHb TeCTMPYyEMbIX NAapPaMeTPOB BXOAAT C/ieaytoume:

OnAa anekTpnyecknx nHtepdencos:

— [AJ/IMHa Kabens;
— paccTosiHMe A0 MecTa HeucnpaBHOCTU — 06pbiBa NN 3aMblKaHUA.

Ona ontnyeckmx nutepdencos 1G n 10G:

— NapamMeTpbl NNTAaHNA — HaNpAXeHNe U TOK;
— BbIXOAHaA oNTU4YeCKaA MOLWHOCTb,
— ONTU4YeCKaAa MOLWHOCTb Ha npuneme.

5.23.1 fluaezHocmuKka onmu4yecKko2o mpaHcuesepa

OYHKUMA AMArHOCTMKM NO3BOASAET OLEHWUTb TEeKyllee COCTOAHME OMTMYECKOro TpaHcuBepa M
OMNTUYECKOMN NMHUN CBA3MN.

BO3MOKEH aBTOMATUUYECKMI KOHTPO/Ab COCTOAHMA JAMHWIA CBA3W. [Aa 3TOro  KommyTaTop
nepuoamMyeckn onpawmusaeT MnapameTpbl ONTUYECKUX MHTepdeincoB M CpaBHMBAET MX C NOPOroBbIMU
3HaYeHUAMM, 334aHHbLIMW NPOU3BOAUTENAMM TpaHCMBEPOB. NpKU BbIXo4e NapamMeTpoB 3a AONYCTUMble
npegenbl KOMMyTaTop GOpMUpPYeET NpeaynpexaaloLlme 1 aBapuiiHble coobLLEHMS.

KomaHOobl pexcuma EXEC

3anpoc KomaHAHoOM CTPoKM B pexkxnume EXEC nmeet cneaytowmn sua;
console>

Tabnnuya 198 — KomaHaa AMAarHOCTMKM ONTUYECKOro TPpaHCuBepa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show fiber-ports OTobparkaeT pe3ynbTaTbl ANATHOCTMKM ONTUYECKOTO TPaHCMBepa.
optical-transceiver [interface
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | t]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)
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[pumep 8b1M10AHEHUS KOMAHObI:

swl# show fiber-ports optical-transceiver interface
TengigabitEthernetl/0/5

Port Temp Voltage Current Output Input LOS Transceiver
[C] [Volt] [mA] Power Power Type
[mW / dBm] [mW / dBm]

tel/0/5 33 3.28 11.45 0.28 / -5.52 0.24 / -6.11 No Fiber
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts/dBm
Input Power - Measured RX received power in milliWatts/dBm
LOS - Loss of signal

N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Transceiver information:
Vendor name: OEM
Serial number: S1C53253701833
Connector type: SC
Type: SFP/SFP+
Compliance code: BaseBX10
Laser wavelength: 1550 nm
Transfer distance: 20000 m
Diagnostic: supported

Tabnvua 199 — MapameTpbl AMAarHOCTUKN ONTUYECKOTO TPaHCMBEpPa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcmBepa.
Voltage HanpsaxeHue nuTaHMA TpaHCcMBepa.
Current OTK/NI0HEeHWe TOKa Ha nepegaye.
Output Power BbixogHaA MOLWHOCTb Ha nepegaye (MBT).
Input Power BxoAHas MOLLHOCTb Ha npueme (MBT).
LOS MoTtepa curHana.

3Ha4yeHuA Pe3ynbTaTtoB ANArHOCTUKN:

— N/A - HegocTynHoO;
— N/S—He nogaepxusaetcs.

5.24 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHus o6 ypoBHe o6cnyuBaHua B IP-ceTax) — TeXHONOMMA aKTUBHOTO MOHUTOPWUHTa,
MCNONb3YIOWAACA ANA MU3MEpPEeHUA MnapameTpoB ObICTPOAENCTBMA KOMMBIOTEPHbBIX CeTel WM KadvecTsa
nepenayn AaHHbIX. AKTUBHbIA MOHUTOPUHI NpeactaBaseTr cobol NPOAOKUTENbHYI LUKAUYECKYHO
reHepaumio Tpaduka, cbop MHPOPMALMM O ero NPOXOKAEHUN NO CETU U BEAEHMUE CTAaTUCTUKM.

Ha [aHHbI MOMEHT M3MepeHMe MapamMeTPOB CEeTU MOXKET OCYLLECTBAATLCA C MCMNOJIb30BAHUEM
npotokona ICMP.

Mpu Kaxgom BbinoaHeHUM onepauum ICMP Echo ycTpoiictBo otnpaBnset ICMP Echo request
coobLLeHMEe Ha afpec Ha3HauYeHUs, OXXMAaEeT nosyyeHus coobueHma ICMP Echo reply B Te4ueHUn 3agaHHOrO
WHTepBana BpeMeHMU.

C oaHol IP SLA onepaumeit MOXKHO cBA3aTb HeCKobKo 06bekToB TRACK. CoctosiHue ob6bekTa TRACK
N3MEHAETCA B MOMEHT M3MeHeHUA cocToAHKA IP SLA onepaumm, iMbo ¢ 3a4aHHON 3a4ePKKON.

Mpyu U3MEHEeHMN COCTOAHUA TPeKa BO3MOMKHO BbINOAHEHME MaKpPOKOMaHA. MaKpOKoMaHAbI
BbINOJIHAIOTCA B peXXunme rnob6anbHOro KoHPUrypmnpoBaHua. Jaa BbINOJHEHUS KOMaHA pexuma privileged
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EXEC KomaHabl Heobxoaumo AononHuTb npedukcom do. KomaHabl co3gaHua Habopa MaKpPOKOMaHA,

npueeaeHsbl B Tabanue 25.

Ona ncnonb3osaHua pyHKUMK IP SLA Heob6xoAMMO BbINOAHUTL Caeaytoline AencTBumA:

— Cosgatb onepaumio icmp-echo 1 cKoHbUrypmMpoBsaThb eé.
— 3anycTuTb BbIMOJIHEHUE ONepaLum.
— CosgaTtb TRACK 06bEKT, CBA3aHHbIN C KOHKpeTHoM IP SLA onepaumeit U CKOHPUrypmpoBsaTb

ero.

- an HEO6XO,D,MMOCTM, CO34aTb MaKpOChbl, BbinosiHAEMbIE NPU USMEHEHUUN COCTOAHUA obbeKkTa

TRACK.

— MpocmoTpeTb CTaTUCTUKY, NPU HEOBX0AMMOCTU, OUNCTUTL €e.
— [pn HeobxoANMMOCTU, MPEKPATUTDL BbINONHEHUE OMNEpaLUN.

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUTypaLmm:

console (config) #

Tabanuya 200 — KomaHgb! pexknuma rnobanbHoi KoHduUrypaumm

KomaHOoa

3HayeHue/3HayeHue
no yMmon4YaHuio

Aelicmeue

ip sla operation

no ip sla operation

operation: (1..64)

MNepexoguT B pexkMm KoHpurypmuposaHusa IP SLA onepaumu.
- operation — HOmep onepauuu.

Ypansert IP SLA onepauuio.

ip sla schedule operation
life life start-time start-time

no ip sla schedule operation

operation: (1..64);
life: (forever);
start-time: (now)

3anyckaeT Ha BbinosHeHue |IP SLA onepauuto.

- operation — Homep onepauuu.

- life — Bpems, B TeyeHWe KOTOporo onepauusa 6yaert
BbIMNO/HATbLCA.

- start-time — Bpems 3anycka.

MpekKpalaeT BbinonHeHme IP SLA onepauuu.
- operation — Homep onepauuu.

track object ip sla operation
state

no track object ip sla

object: (1..64); operation:
(1..64)

Cospaet TRACK o06beKkT, KoTopbid byaeT oTc/iexusatb
coctosHue IP SLA onepauwun.

- object — Homep TRACK o6bekTa.

- operation — Homep IP SLA onepaumu.

Ypnansaetr TRACK ob6bekT.
- object — Homep TRACK ob6beKTa.

Tabnnuya 201 — KomaHgbl pexxuma cosgaHus onepaumit IP SLA

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeilicmesue

icmp-echo {A.B.C.D | host }
[source-ip A.B.C.D]

host: (1..158) cumsonos

Mepexogut B pexum KoHourypmposaHua ICMP ECHO
onepauuu.

-A.B.C.D — IPv4-agpec y3na cetu;

- host — pomeHHOe MMsA y3na ceTu.

KomaHObI pexcuma KoHgu2ypuposaHusa IP SLA ICMP ECHO onepauuu

Bua 3anpoca KOMaHAHOM CTPOKU B perxume KoHdurypmposaHuma IP SLA ICMP ECHO:

console (config-ip-sla-icmp-echo) #
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Tabnnua 202 — KomaHabl pexuma KoHpurypuposaHua onepaumm ICMP Echo

3HayeHue/3HayeHue -
KomaHoa / Aelicmeue
no ymon4YaHuro

YcTaHaBauBaeT YyacTtoTy nosTopeHma ICMP ECHO onepauun.

frequency secs
- Secs — 4acToTa, B CeKyHAax.

secs: (10..500)/10 cek

YcTraHaBauBaeT 3HayeHune 4aCTOTbl I'IOBTOpEHVIl‘;I no

no frequency YMOAYaHWIO

YcTaHaBAMBaeT AMHY TalimayTa, MO UCTEYEHUM KOTOPOro,
ecin He npuwen ICMP-oTBeT, onepauus byaer cumTaTbeA
HeyAa4YHoW.

- msecs — TaliMmayT, B MUJIINCEKYHAAX.

timeout msecs
msecs: (50..5000)/2000 mc

no timeout YcTaHaBAMBaeT 3HavYeHVe TalmayTa No YMOJIYAHUIO.

YCTaHOBUTb KOIMYECTBO 6aiiT, nepegasaembix B ICMP-nakete
request-data-size bytes B KayecTBe AaHHbIX (payload).
bytes: (28..1472)/28 6aitt | bytes — KOAMYECTBO BaiiT.

no request-data-size YCTaHOBWTb 3HaYeHMe KoAnYecTsa 6alT No yMONYaHUIO.

Ona HopmanbHOro BbinoaHeHuAa onepauun ICMP Echo pekomeHayeTca ycTaHaB/AMBaTb
e 3HaueHMe YacToTbl BbINOJIHEHUA onepauun 601blIMM, YEM 3HAYEHUE TaliMayTa onepauuu.

KomaHObI pexcuma KOHu2ypupos8aHua mpeKa

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma KoOHGUryprupoBaHUa Tpeka:

console (config-track) #

Tabnnua 203 — KomaHabl pexkuma KoHPUrypauum Tpeka

3HayeHue/3Ha4yeHue -
KomaHda / Aelicmeue
Mo ymon4YaHuro

YcTaHaBAMBaeT 3afeprKKy Ana cMmeHbl coctoaHuAa TRACK
06beKTa, Npu nsmeHeHumn coctoanus IP SLA onepauymm.

- secs — 3aep:KKa, B CEKYHAaxX.

- up — 33aj4epXKa MW3MEeHEeHWA COCTOAHMA, Npu npu
secs: (1..180)/0 n3meHeHun onepauumn B coctoaHue OK;

- down — 3azep’KKa U3MEHEHUA COCTOAHMA, MPU USMEHEHUM
onepauuu B coctoaHue Error.

delay {up secs down secs | up
secs | down secs}

delay {up secs down secs | up

Ypanaet 3a4eprKy.
secs | down secs} A ACPIKY

KomaHOb! pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkuma privileged EXEC:
console#

Tabnnua 204 — KomaHgb! pexkuma privileged EXEC

KomaHoa 3HayeHue Aelicmeue

show ip'sla operation operation: (1..64) OTo6pa>f<aeT MHbOPMaLMIO 0 HacTpoeHHbIx IP SLA onepauusx.
[operation] - operation — Homep onepauuu.

show track [object] OtobparkaeT nHGopmaLmio 0 HacTpoeHHbIX TRACK ob6bekTax.
- object — Homep 0bbekTa.

clear ip.sla counters operation: (1..64) O6Hyﬂﬂ(:2'T cyetumkm IP SLA onepaumm.

[operation] - operation — Homep onepauuu.

object: (1..64)
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Mpumep HacTPOIKKM, NpeaHa3HaYeHHOM ANA KOHTPOAA y3n1a ceTh c agpecom 10.9.2.65 c oTnpasKoi
icmp 3anpoca Kaxkable 20 cekyHA, BpeMeHeM OTBETa Ha icmp 3anpoc He npesbiwarowmm 500 mc un
pasmepom JAaHHbIXx 92 6aiTa; 3aaeprkka cmeHbl coctoAaHMa TRACK obbekTa — 3 cekyHAabl; npwu
nameHeHun coctonaHuA TRACK obbekTa BbinosHAKTCA Makpocbl TEST_DOWN w TEST_UP:

console# configure
console (config) # interface vlan I

console (config-if)# ip address 10.

console (config-if) # exit

9.2.80 255.255.255.192

console (config)# macro name TEST DOWN track 1 state down

Enter macro commands one per line.

int gil/0/11
no shutdown
@

console (config) #

End with the character '@Q'.

console (config) # macro name TEST UP track 1 state up

Enter macro commands one per line.

int gil/0/11

shutdown

@

console (config) #

console (config)# ip sla !

console (config-ip-sla)# icmp-echo
console (config-ip-sla-icmp-echo) #
console (config-ip-sla-icmp-echo

End with the character '@Q'.

10.9.2.65

timeout 500
frequency 20
request-data-size 92

(

(

(

(

( ) #
console (config-ip-sla-icmp-echo) #
console (config-ip-sla-icmp-echo)# exit
console (config-ip-sla)# exit
console (config)# ip sla schedule 1 life forever start-time now
console (config)# track 1 ip sla 1 state
console (config-track) # delay up 3 down 3
console (config-track)# exit
console (config) # exit

console#

Mpumep BbIBOAA CTaTUCTMKK aas onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo

Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254

ICMP Error counter: 0O

roe

— Operation state — TeKyL,ee COCTOAHME Onepaumu:
= scheduled — onepauua BbINOHAETCS;
= pending — BbINOJHEHME ONEepaLMM OCTaHOBNEHO.
— Operation return code — Kop, 3aBeplUeHUs NocneaHel BbINOJHEHHON onepaLmm:
=  OK — ycnewHoe 3aBeplUeHNEe NpeablayLen onepauuu;
= Error — HeyAa4yHoOe 3aBepLUeHWEe NocAeaHel NONbITKU U3MEPEHMUA.
— Operation Success counter — KOAWMYECTBO YCMELIHO 3aKOHYEHHbIX ONepauyui.
— Operation Failure counter — KONMYeCTBO HEYAAYHO 3aKOHUYEHHbIX ONepaLLUit.
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— ICMP Echo Request counter — KONM4ecTBO NPOBEAEHHbIX 3aMyCKOB onepauymu.
— ICMP Echo Request counter — KoM4eCcTBO NOsy4eHHbIX oTBeToB Ha ICMP 3anpoc.

ICMP Error counter — CY4ETYMK, OTOOpPaAXKAIOLWNIA KONMYECTBO M3MEPUTE/IbHbBIX ONepauunii, 3aKOHYUBLUMXCA
C COOTBETCTBYHOLLMM KOA0M OLUMOKMN.

5.24 ®yHKuumu obecneyeHna 6e3onacHocTU

5.24.1 ®yHKyuu obecnevyeHus 3auwjumeol NOopmoe

C uenbto nosbiweHUsa 6e30NacHOCTU B KOMMYTAaTOpPe CYLLEeCTBYeT BO3MOXHOCTb HAaCTPOUTb KaKOM-
MBO NopT TaK, YTobbl AOCTYN K KOMMYTATOpy 4Yepe3 3TOT MOPT NpeaocTaBfAaNCs TONbKO 3aAaHHbIM
ycTponcTeam. PyHKLMSA 3alMTbl NOPTOB OCHOBaHa Ha onpeaeneHmn MAC-agpecoB, KOTOPbIM pa3peLlaeTca
poctyn. MAC-agpeca moryT 6biTb HaCTPOEHbl BPYUYHYIO MM M3Yy4eHbl KOMMyTaTopoMm. [ocne msydeHusn
HeobXo4MMbIX afApecoB MNOPT cnepyeT 3a6/0KMPOBaTb, 3alUMTMB €ro OT MOCTYNNEeHUA MaKeToB C
HeunsyyeHHbIMmM MAC-aapecamu. Takum obpasom, Koraa 3ab610KMPOBaHHbIN NOPT NoJsiydaeT naket, n MAC-
aZpec UCTOYHUKA NaKeTa He CBA3aH C 3STUM NOPTOM, aKTUBU3NPYETCA MEXAHMU3M 3aLLNUTbI, B 3aBUCUMOCTM OT
KOTOPOro MoryT 6bITb MPUHATLI CAeayloWme Mepbl: HECAaHKUMOHMPOBAHHbIE MaKeTbl, MOCTynatowme Ha
326/10KMPOBAHHbIV MOPT, MEPECbINAOTCA, OTOPACLIBAIOTCA, MO0 e NOPT, NPUHABLLMA NAKET, OTKAKYAETCS.
®dyHKuusa 6esonacHoctn Locked Port nosBonsieT coxpaHUTb CMMUCOK M3ydeHHbix MAC-agpecos B danne
KOHdUrypaummn, Takmm o6pasom, sTOT CNMCOK MOXKHO BOCCTaHOBUTb NOC/E Nepes3arpysku yCTpomncTsa.

/ CywiecTByeT orpaHuyeHue Ha KoamdectBo MAC-agpecoB, KOTOpOe MOXKeT U3YyuuTb NoprT,
MCNOb3YOLWNIT GYHKLUUIO 3aLMUTDI.

KomaHObI  pexcuma  KoHgu2ypayuu uHmepgetlica (duanasoHa uHmepgelicos) Ethernet,
uUHmMepagelica 2pyrnmnsl MOpMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 205 — KomaHabl pexkuma KoHoburypaumm nHtepoeica Ethernet, rpynnel nHTepdeiicos

3HaveHue/3Ha4eHue "
KomaHoa / Aeilicmeue
no ymoa4YaHuro
port security BkatoyaeT ¢yHKUMIO 3awmTbl Ha UMHTepdeiice. Bnokupyet
DYHKLMIO U3y4yeHna HOBbIX aApecoB Ana uHtepdelica. MakeTbl ¢
-/BbIK/NIOYEHO HensyyeHHbIMM MAC-agpecamu UCTOYHWMKA OTOpacbIBAOTCA.
KomaHga aHanornyHa komaHge port security discard.
no port security OTKAoYaeT GYHKLUMIO 3alLMTbl HA UHTepdelice.
port security max num 3apaeT MaKcMMmasibHOe KO/IMYeCcTBO afpecoB, KOTOPOE MOXKeT
num: (0..32768)/1 M3y4nTb NOPT.
no port security max YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.
port security routed YcTaHaBAuBaeT 3awmeHHbIi MAC-agpec.
secure-address mac_address ®opmat MAC-appeca:
- H.H.H, H:H:H:H:H:H, -
no port security routed H-H-H-H-H-H Ypanset 3awmuweHHbln MAC-aapec.
secure-address mac_address
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port security {forward |
discard | discard-shutdown}

[trap freq]

freq: (1..1000000) cek

BkntoyaeT ¢yHKUMIO 3awuTbl Ha WHTepdelice.
dYHKUMIO N3y4eHnA HOBbIX a4 pecoB ANnA uHTepdeica.
- forward — nakeTbl ¢ HeusyuyeHHbIMM MAC-agpecamun UCTOYHMKA
nepecblnarTcs;

- discard — nakeTbl ¢ HensyyeHHbIMM MAC-agpecammn UCTOYHUKA
oTbpacbiBatoTcs;

- discard-shutdown — nakeTbl ¢ HensydyeHHbIMM MAC-agpecamu
MUCTOYHWMKA OTOPACHIBAIOTCA, NOPT OTKAKOYAETCA;

- freq — yacToTa reHepupyembix coobuweHnin npotokona SNMP
trap npu NOCTyN/ieHNN HeCaHKLMOHNPOBAHHbIX NAKeTOB.

bnokupyet

port security trap freq

freq: (1..1000000) cek

3apaeT 4acToTy reHepupyembix cooblieHuii npotokona SNMP
trap npu NOCTyN/NeHNN HECAHKLMOHNPOBAHHbIX MaKeTOB.

port security mode {secure
{permanent | delete-on-reset}
| max-addresses | lock}

no port security mode

-/lock

3agaeT pexum orpaHuyeHua wusydeHua MAC-agpecoB Aans
HacTpanBaemoro nHtepdeica.

- secure — HacTpauBaeT CTAaTUYECKOEe OrpaHUyYeHue MU3yyYeHus
MAC-agpecoB Ha noprty;

- permanent — gaHHbIi MAC-afpec coxpaHuUTcs B Tabanue aaxe
nocne nepesarpysKku ycTpomcTBa;

- delete-on-reset — faHHbIM agpec yaannTca Noc/e nepesarpysku
YCTPOKCTBA;

- max-addresses — yfanfeT Tekylwme AUHAMUYECKU U3yYeHHble
agpeca, CBA3aHHble c nHTepdericom. PaspeweHo
M3y4yeHMe MAKCMMa/NbHOTO KOJMyecTBa afpecoB Ha nopTy.
MoBTOPHOE MU3yYeHME U CTapeHne paspeLLeHbl;

- lock — coxpaHaeT B KOHdUrypauuio Tekywme AUMHAMUYECKU
M3y4yeHHble agpeca, CBA3aHHble C WHTepdelicom M 3anpelwaert
obyyeHne HOBbIM agpecam 1 CTapeHue yKe U3y4YeHHbIX apecos.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 206 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ports security
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)
group: (1..32)

MNoka3sbiBaeT HaCTpOVIKM 6e3onacHoOCTK Ha

BblbpaHHOM MHTepdeiice.

dYHKLMMU

show ports security addresses
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)
group: (1..32)

MNoka3biBaeT Tekyuwune
3a6J'IOKMpoBaHHbIX nopToB..

ANHamunyeckme ajpeca AanAa

set interface active
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)
group: (1..32)

AKTUBU3MPYET UHTEPPENC, OTKNHOYEHHbIW GYHKUMEN 3alUnTbI
nopta (KomMaHAa AOCTyNHa TONbKO ANA NPUBUAErMPOBAHHOMO
nonb3osarens).

Ethernet-kommymamopeol ceputli MES3300, MES53xxA, MES5400-xx

189




HELTEX
Hpumepb/ 8blMNo/IHEeHUA KOMGHO

= Bkatountb GyHKLMIO 3aWmTbl Ha 15 nHTepdeiice Ethernet. YcTaHOBUTL OrpaHMyeHne Ha N3yYeHme
agpecoB — 1 agpec. Mocne m3ydyeHna MAC-agpeca 3ab10KkMpoBaTb GYHKLUMIO M3YyYEHUA HOBbIX
agpecoB ana uHTepdenca C uUenbld OTOPOCUTb MNaKeTbl C HeusydyeHHbimM MAC-agpecamu
NCTOYHUKA. COXpaHUTb B $pann U3ydYeHHbIM agpec.

console# configure

console (config)# interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
console (config-if) # port security max 1

console (config-if) # port security

= [loaKntounTb KAneHTa K nopTty n usyuntb MAC-agpec.

console (config-if) # port security discard
console (config-if) # port security mode lock

5.24.2 lNposepka NnodaAUHHOCMU KAUeHma Ha ocHoee nopma (cmaHoapm 802.1x)

5.24.2.1 baszosas nposepka nodauHHocMu

AyTeHTMdMKAumMs Ha ocHoBe cTaHgapta 802.1x obecneymMBaeT MPOBEPKY NOAJMHHOCTU
nosib30BaTeen KOMMYTaTOpa Yepes BHELLHUWI cepBep Ha OCHOBE NMOpPTa, K KOTOPOMY MOAKAOYEH KAUEHT.
Tonbko ayTeHTMOUUMPOBAHHbIE M aBTOPM3OBaHHbIE MO/b30BaTE/IM CMOTYT NepefaBatb M NPUHUMATb
AaHHble. poBepKa NOAAMHHOCTM NOJ/b30BaTele NOPTOB BbiNoHAETCA cepBepom RADIUS nocpeacrsom
npoTokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexRmMma rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnuua 207 — KomaHabl pexknma rnobanbHoN KoOHPUrypawumm

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no yMOAYaHUIo
dotlx system-auth-control BkntouyaeT perkmum ayteHTUdumKaumm 802.1X Ha KommyTaTope.
-/BbIK/IOYEHO
no dotlx system-auth-control BbikntouaeT pexum ayteHTUdUKauum 802.1X Ha KommyTaTope.
aaa authentication dotlx 3ajaeT OAMH WAM  ABa  MeTo4a NpPOBEpKM  MOAJIMHHOCTM,
default {none | radius} [none | asTopusaumu 1 yyeta (AAA), 4na UCnonb3oBaHMA Ha HTepdecax
radius] IEEE 802.1X.
- none — He BbINOJIHATb ayTEHTUPUKALMIO;
-radius — wucnonb3oBaTb cnucok RADIUS-cepsepoB  ans
-/radius ayTeHTUdMKaLmm nonb3osaTens.
BTopoii meToa ayTeHTUPUKALUM UCNONIb3YETCA TONIbKO B
V cayyae, eciM No nepBomy ayTeHTUdMKauua 6bina
HeycnewHou.
no aaa authentication dot1x YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.
default

KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm nHtepoderica Ethernet:

console (config-if) #
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Mpotokon EAP

v/

(Extensible

Authentication
ayTeHTUPUKALMM YAANEHHOTO K/IMEHTA, NPU 3TOM onpeaenaa MeXxaHU3m ayTeHTUPUKaLuu.

Protocol) BbinonHAeT 3agaun AnA

Tabnnuya 208 — KomaHab! pexkuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

-/force-authorized;

HacTpamBaeT ayteHTudumkaumio 802.1X Ha wuHTepdelice.
PaspelwaeT py4yHOM KOHTPOAb 3a COCTOAHMEM aBTOPWU3aALUMK
nopTa.

-auto — ucnonb3osatb 802.1X ANA U3MEHEHMA COCTOAHUA
KAMEHTA MeX Ay aBTOPU30BAHHbIM U HEABTOPU30BaHHbIM;

- force-authorized — BbiknoyaeT ayTeHTUdUKaumo 802.1X Ha
nHTepdeiice. MopT nepexoaAnT B aBTOPM30BaHHOE COCTOAHME
6e3 ayTeHTUGUKauuu;

time: (1..32) X
- force-unauthorized — nepesoaAUT NOPT B HEABTOPM30BAHHOE
cocToaHne. UrHOpUpyloTcA BCe MOMbITKM ayTeHTUdUKaumm
KAWEHTa,  KOMMYyTaTop  He  NpefocTaBiAeT  CepBUC
ayTeHTUdUKaLMM Ana 3Toro nopTa;
-time — wWHTepBan BpemeHW. Ecnv AaHHbIM NapameTp He
onpegeneH, To NOPT He aBTOPM30BaH.
no dotlx port-control YcTaHaBMBaeT 3Ha4YeHMe N0 YMONYAHMIO.
dotlx reauthentication -/nepuoauueckme Bkntovaet nepuoauyeckme NMOBTOPHbIE npoBepKn
NOBTOPHbIE NPOBEPKM | MOAJIMHHOCTU (NepeayTeHTUPUKALMIO) KAMEHTa.
no dotlx reauthentication NoAJ/IMHHOCTH BbikntovaeT nepuogunyeckume NOBTOPHbIEe npoBepKn
BbIK/IOYEHbI noA/IMHHOCTY (NepeayTeHTUPMKALMIO) KNMEHTa.

dotlx timeout eap-timeout
period

no dotlx timeout eap-timeout

period: (1..65535) /30

3apaeT MHTepBaN BPEMEHWU B CEKYHAaX, B TeYEeHMEe KOTOPOro
cepsep EAP oxupgaet oteeTa oT KaneHTa EAP o nosTopHOM
nepezayu 3anpoca.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

dotlx timeout supplicant-held-
period period

no dotlx timeout supplicat-
held-period

period: (1..65535) /60

3ajaeT  nepuvos  BPEeMEHW, B TeYEeHWe  KOTOoporo
3anpalinBaloWLMiA KAET [0 nepesanycka ayTeHTUdUKauum
nocne nony4yeHus oreseta FAIL oT cepsepa Radius.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

dotlx timeout reauth-period
period

no dotlx timeout
reauth-period

period:
(300..4294967295)/
3600 cek

YCTaHaBNMBAET Nepuos MexAy MNOBTOPHbIMU NpPOBepKamu
NoAJ/IMHHOCTY.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (10..65535)/60
cek

YcraHaBAuBsaet nepnoa, B Te4YeHMEe KOTOPOro KOMMYTaTop
OCTaeTCA B COCTOAHUU MONYaHUA nocne Hey,qathoﬁ npoBepKku
NOONMHHOCTU.

B TeyeHne nepmoga mMoNYaHMA KOMMYTATOP He NPUHUMAET U
HE UHNUMNPYET HUKaKUX ayTeHTI/Id)VIKaU,VIOHHbIX COO6LLI,eHI/Il71.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO

dotlx timeout tx-period period

no dotlx timeout tx-period

period: (30..65535)/30
cek

YcTaHaBAWBaeT Mepuos, B TeyeHMe KOTOPOro KOMMyTaTop
OoXuAaeT OTBeT Ha 3anpoc /AuMbo uaeHTMOMKauMo Mo
npotokony EAP OT KAueHTa, nepes NOBTOPHOW OTNpaBKoM
3anpoca.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YcTaHaBAMBaeT MaKCMMa/lbHOE YMCNO MOMbITOK Mepegayn
3anpocoB npoTtokona EAP-kaneHTy nepen, HOBbIM 3anyCKOM
npouecca NPoBepPKM NOAJMHHOCTH.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

dotlx timeout supp-timeout
period

period: (1..65535)/30
CeKyHA,

YcTaHaBAMBaeT nepuvos MeXAy MOBTOPHbIMU nepesadyamm
3anpocos NpoToKona EAP-knueHTy.
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HELTEX

no dotlx timeout
supp-timeout

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

dotlx timeout server-timeout
period

no dotlx timeout
server-timeout

period: (1..65535)/30

CEeKYHA,

YcTaHaBAWBaeT Mepuog, B TeYEeHMEe KOTOPOro KOMMYTaTop
OXKMIAeT OTBETA OT cepBepa ayTeHTUdUKaLUn.

YcTaHaBAMBaET 3Ha4YeHWe nNo YMONYaHUIO.

dotlx timeout silence-period
period

no dotlx timeout
silence-period

period: (60..65535)

ceKk/He 3a4aHo

YcTaHaBAMBaeT nepmos, BpeMeHW HeaKTUBHOCTU KAMEHTa, No
ncrtevyeHme KOToporo KIMeHT CTaHOBUTCA HEAaBTOPM30BaHHbIM.

YcTaHaBAMBaeT 3HaYeHue Mo YMONYaHUIO

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 209 — KomaHabl perkuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue

no ymon4aHuro

Aeiicmeue

dotlx re-authenticate

Bpy4yHyto ocylecTBAseT MOBTOPHYH MNPOBEPKY MNOAJIMHHOCTU

T 3 gi_port: (1..8/0/1..24);
[gigabitethernet gi_port | YKasaHHOro nopta B KomaHae, /vMbo BCex MOPTOB,
.. te_port: (1..8/0/1..24);
tengigabitethernet te_port | hu_port: (1/0/1..6) nogaepxusarowmx 802.1X.
hundredgigabitethernet hu_port —port: -
| oob]
d-otlx'unlock cller'!t gi_port: (1..8/0/1..24); 3ab10KMpPOBaTb KAMEHTA C YKa3aHHbIM MAC-agpecom Ha nopTy
gigabitethernet gi_port | te_port: (1..8/0/1..32); npu AOCTUXKEHUU NOopora MakCMMasibHO BO3MOXHbIX MOMbITOK
tengigabitethernet te_port _port: {L.. "7 | ayteHTMdOMKaumK.
hu_port: (1/0/1..6)
mac_address
show dotlx interface MokasbiBaeT coctosaHne 802.1X ana KommyTtaTopa amnbo pns
{gigabitethernet gi_port | gi_port: (1..8/0/1..24); | ykasaHHoro uHtepdeiica.
tengigabitethernet te_port | te_port: (1..8/0/1..32);
hundredgigabitethernet hu_port hu_port: (1/0/1..6)

| oob}

show dotlx users [username
username]

username: (1..160)

CMMBO/1I0B

MoKasbiBaeT aKTUBHbIX ayTeHTUOULMPOBAHHBIX NONb30oBaTeNen
802.1X KommyTaTtopa.

show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet hu_port
| oob}

gi_port: (1..8/0/1.
te_port: (1..8/0/1.
hu_port: (1/0/1.

.24);
.32);
.6)

MokasbiBaeT
MHTepdeiica.

ctatuctuky  no  802.1X ana  BblbpaHHOro

[pumepsi 8biM0AHEHUS KOMAHO

= BKAuUUTb pexum ayteHTudmKaumm 802.1x Ha KommyTaTope. McnonbsosaTb RADIUS-cepBep ans
NpPOBEPKM MOAJIMHHOCTU KAMEHTOB Ha MHTepdeincax IEEE 802.1X. Onsa 8 uHTepdeiica Ethernet
NCNO/1b30BaTb PEXUM ayTeHTudMKaumm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

= [lokasaTb cocTonaHue 802.1x ana KommyTaTopa, Ana 8 nHtepdeica Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

Authentication is enabled
Authenticating Servers:
Unauthenticated VLANs:

Radius
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tel/0/8

Open access:

Max reqg: 2

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

Host mode: multi-host

Port Administrated Status: auto
Guest VLAN: disabled
disabled

Server timeout:
Port Operational Status: unauthorized*
* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
Silence period:
Quiet period:
Interfaces 802.1X-Based Parameters
Tx period: 30 sec

Supplicant timeout: 30 sec

60 sec

Authentication success: 0
Authentication fails: 0

30 sec

0 sec

Tabnmua 210 — OnucaHue pesynbTaToB BbINOJIHEHUSA KOMaHA,

Mapamemp

OnucaHue

Port

Homep noprTa.

Admin mode

Pexum ayteHTuduKaumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepaumoHHbIA  peMm  NopTa:  aBTOPM30BaHHbIN, nmbo

BbIKNOYeHHbIN (Authorized, Unauthorized, Down).

HeaBTOpM3OBaHHbIVI,

Reauth Control

KoHTponb nepeayteHTUdMKALUN.

Reauth Period

Mepuoa mexay NOBTOPHbIMM NPOBEPKaMMU NOAUHHOCTH.

Mma nonb3oBatenda npu wucnonb3osaHmu 802.1X. Ecam nopt aBTOpM30BaH, TO

Username oTobparkaeTca MMA TeKylero nonb3oBaTens. EcAM noOpT He aBTOPM30BaH, TO
oTOBpParKaeTca MMA NocaegHEro ycnewHo aBTopM30BaHHOrO NOb30BaTeNA HA NOPTY.
Quiet period Mepuod, B TeYeHWe KOTOPOro KOMMYTATOP OCTaeTcA B COCTOSIHUM MOYaHMA nocne
p HeyAa4yHoW NPOBepPKM NOANMHHOCTHU.
Tx period Mepuoa, B TeyeHWe KOTOPOro KOMMYTAaTOp OXWAaeT oTeeT Ha 3anpoc aubo
P naeHTMdMKaumo no npotokony EAP oT KnneHTa, Nnepes NOBTOPHOW OTNPABKOM 3anpoca.
Max req MaKcumanbHOe 4MCA0 MOMbITOK nepefayv 3anpocos npoTokosna EAP kaveHTy nepep,

HOBbIM 3aNyCKOM npouecca npoBepKn NOATMHHOCTHU.

Supplicant timeout

Mepuoa mexKay NOBTOPHBIMU NepeAadaMm 3anpocoB NpoTokona EAP KnuneHTy.

Server timeout

Mepuoa, B TeYeHNE KOTOPOro KOMMYTATOP OXKMAAET OTBETA OT Cepeepa ayTeHTUGUKaLNN.

Session Time

Bpema noakntoveHna nonb3oBatena K YCTpOﬁCTBy.

Mac address

MAC-agpec nonb3oarens.

Authentication Method

MeTog ayTeHTUUKALMM YCTAHOBNEHHOM CecCum.

Termination Cause

MpuynHa 3aKkpbITUA ceccuu.

State

TeKyllee 3HayeHMe aBTOMaTa COCTOSHUA onpeaenuTens NOASIMHHOCTA U BbIXOAHOIO
aBTOMaTa COCTOAHUN.

Authentication success

KoanyectBo nosy4yeHHbIX coobLeHnii 06 ycnewHom ayTeHTMdMKaLmMm OT cepBepa.

Authentication fails KonnyecTBo nosly4eHHbIX COOBLEHNI O HeyCnewWwHON ayTeHTUPUKALMKN OT cepBepa.
VLAN pynna VLAN Ha3Ha4yeHHaA nosnb3oBaTento.
Filter ID NaeHTudukatop rpynnbl duabTpauun.

= [lokasaTtb cTaTUCTUKY no 802.1x ans uHTepdelica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8
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HELTEX

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: 0O
EaplengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabanuya 211 — OnucaHne pesyanbTaToB BbINOAHEHUA KOMaHS,

Mapamemp OnucaHue
KonnuectBo KOPPEKTHbIX NakeToB nwboro Tuna npotokona EAPOL (Extensible
EapolFramesRx Authentication Protocol over LAN), npuHATbIX AaHHbIM ONpeaeIuTeNem
NoA/IMHHOCTMU.
Konnyectso KOppeKTHbIX MakeToB awboro Tuna npoTtokosna EAPOL, nepepaHHbIx
EapolFramesTx

AaHHbIM onpeaenntenem noaAIMHHOCTU.

Konnuyectso naketos Start npotokona EAPOL, NpMHATbIX AaHHbIM onpeaenntenem

EapolStartFramesRx
NOA/IMHHOCTHU.
Konunuyectso naketos Logoff npotokona EAPOL, NpuHATLIX AaHHbIM onpeaennTesiem
EapolLogoffFramesRx g P P A PeA
NoAJIMHHOCTW.
Konnyectso naketoB Resp/ld npoTtokona EAPOL, npuUHATbIX AHHbIM
EapolRespldFramesRx o/ P P A
onpeaenntenem nogIMHHOCTW.
EapolRespFramesRx Konuuectso naketos otsetoB (Kpome Resp/ld) npotokona EAPOL, npuHATbIX
LAHHbIM onpeaenntTenem NogJAMHHOCTU.
Konnyectso naketoB Resp/ld npotokona EAPOL, nepepaHHbIx AHHbIM
EapolReqldFramesTx b/ P ! pea A
onpeaenntenem nogIMHHOCTW.
EapolReqFramesTx Konunuectso naketos 3anpocos (Kpome Resp/ld) npotokona EAPOL, nepefsaHHbIX

AaHHbIM onpeaenntenem NnoAIMHHOCTU.

Konuuectso naketos npotokona EAPOL ¢ HepacrnosHaHHbIM TMUMOM, MNPUHATbIX

InvalidEapolFramesRx
JaHHbIM onpegenutenem NoAMHHOCTY.

Konunyectso naketoB npoTokosa EAPOL ¢ HEKOPPEKTHOM AJIMHOM, NPUHATBIX AaHHbIM

EaplLengthErrorFramesRx
onpeaenntenem NOAJANHHOCTU.

Bepcusa npotokona EAPOL, npuHATaa B camom nocnegHem Ha OaHHbIA MOMEHT

LastEapolFrameVersion
nakere.

LastEapolFrameSource MAC-agpec UCTOYHUKA, NPUHATLIA B CAMOM NOC/Ie4HEM Ha JaHHbI MOMEHT NaKeTe.

5.24.2.2 PacwupeHHasa nposepKa nodauHHOCMuU

PacwupeHHble HacTpoiku dotlx No3Bo/AOT NPOBOAMTL MPOBEPKY MOAJAMHHOCTM A5l HECKObKUX
K/MEHTOB, NOAK/OYEHHbIX K NOPTy. CyLiecTByeT ABa BapMaHTa ayTeHTUPMKaLMK: NePBbIN, KOr4a NPOBEPKA
NOAJIMHHOCTM Ha OCHOBe MopTa TpebyeT ayTeHTUPMKaALMKM TONbKO OLHOrO KAMEHTa, 4Tobbl JOCTyn K
cucTeme UMenu Bce KaueHTbl (pexum Multiple hosts), BTopoit, Korga nposepKa NoOg/ANMHHOCTU TpebyeT
ayTeHTMOUKALMM BCEX MOAKNOYEHHbIX K MOPTY KAMeHTOoB (pexum Multiple sessions). Eciv nopt B pexnme
Multiple hosts He npoxoanT ayTeHTUOMKALMIO, TO BCEM MOAK/IOUYEHHbIM XOCTam byAeT 0TKa3aHo B foCTyne
K pecypcam ceTu.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexXkume rnobanbHoi KoHGUrypaumu:
console (confiqg) #

Tabnunua 212 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

dotlx traps authentication
success [802.1x | mac | web]

no dotlx traps authentication
success

-/BbIKNOYEHO

PaspelwaeT oTnpaBKy trap-coobLeHUI, KOrga KAMEHT ycrnewHo
NPOXOAMUT ayTEHTUUKALMIO.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

dotlx traps authentication
failure [802.1x | mac | web]

no dotlx traps authentication
failure

-/BbIK/IIOYEHO

PaspelsaeT oTnpaBKy trap-coobLieHni, Korga KAMEHT He npoLen
ayTeHTUdMKaLMIO.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

dotlx traps authentication
quiet

no dotlx traps authentication
quiet

-/BbIKNOYEHO

BkAtoyaeT oTnpaBKy  trap-coobuweHnit  npu
Nnonb3oBaTeieM  MaKCMManbHO  4OMYCTUMOro
6e3ycneLHbIX MOMNbITOK ayTEHTUGUKALMMK.

npesblWeHnn
KO/In4ecTBa

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabanua 213 — KomaHabl pexnma KoHdurypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuo

Aelicmeue

dotlx host-mode {multi-host |
single-host | multi-sessions}

PaspewaeT HanuuMe  OAHOro/HECKO/bKMX
aBTopu3oBaHHOM nopty 802.1X.

KNNeHTOoB Ha

-/multi-host - multi-host — HeCKO/IbKO KNMEHTOB;
- single-host — oguH KAneHT;
- multi-sessions — HecKobKO ceccuit.
dotlx violation-mode 3apaeT [feictBue, KOTOpoe HeobXoAMMO BbIMOAHWUTL, KOrga
{restrict | protect | shutdown} ycTpoiicteo, MAC-agpec KoToporo oTauuaetrca oT MAC-agpeca
[trap freq] KAWEHTA, OCyLLLeCTBAAET NOMbITKY A0CTYNa K MHTepdeicy.
- restrict — naketbl ¢ MAC-agpecom, oTanyHbim oT MAC-agpeca
KAWEHTA, MNepecbinaloTca, NpuM  3TOM  ajpec MUCTOYHWMKA He
n3yyaetcs;
-/protect; - protect — naketbl ¢ MAC-agpecom, oTanyHbim ot MAC-agpeca
freq: (1..1000000)/1 KAWEHTa, OTOpacbIBatoTCA;
ceK - shutdown — nopt BbikAloyaeTcs, naketbl ¢ MAC-agpecom,

no dot1x single-host-violation

OT/NMYHbIM OT MAC-agpeca KaneHTa, oTbpacbiBaloTcs;
- freq —4acToTa reHepupyembix coobweHnin npotokona SNMP trap
npu NOCTYNJEHUN HECAHKLUNMOHMPOBAHHbIX MNAKeTOB.

V KomaHpaa urHopupyetca B pexxume Multiple hosts.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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dotlx authentication [mac |
802.1x | web]

no dotlx authentication

-/BblKNIOYEHA

BkntoyaeT ayTeHTUPMKaLMIO
-mac — BK/OYaeT ayTeHTUPMKauMio, OCHOBaHHylO Ha MAC-
agpecax;
- 802.1x — BKAtOYAET ayTeHTUOUKALMIO, OCHOBaHHYIO Ha 802.1x;
- web -BkntoyaeT mexaHnam Web-based ayteHtTndumrkaumm.
- He ponkHo 6bITb cTaTUueckux npueasok MAC-aapecos.
e - ®yHKUMA NOBTOPHOI ayTeHTUPMKAUUKU AOMKHA 6biTb
BK/lOYEHa.

BbIk/loyaeT ayTeHTUOMKauMo, OCHOBaHHyto Ha MAC-agpecax
nosb3osaTesen.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3agaeT MaKcMmasibHoe
ayTeHTUdMKaumIO.

Koan4ectso XOCTOB, npoweawunx

Bo3Bpaluaer 3HaYeHMe No YMOI4aHUIO.

dotlx max-login-attempts num

no dotlx max-login-attempts

num: (0, 3..10)/0

3a4aeT KOAMYECTBO HeyAauyHblX MNOMbITOK BBOAa /0rMHa, nocne
KOTOPbIX KNMEHT BI0KMpyeTCcA.
- 0 — 6eCKOHEeYHOE YMCNO NOMbITOK.

Bo3BpallaeT 3HayeHMe No YMOIYaHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

-/BbIK/IlOYEHa

BkntoyaeT dpyHKumto rocteBoit VLAN Ha Tekyuiem nHtepdeiice.

BbikntouaeT pyHKUMIo rocteBoit VLAN Ha Tekyluem nHTepdeiice.

KomaHObI pexcuma KoHguaypayuu uHmepagetica VLAN

BuAa 3anpoca KoOMaHAHON CTPOKM B pexxunume KoHPurypaumnm nHtepoeiica VLAN:

console# configure

console

(config)# interface vlan vlian id

Tabanua 214 — KomaHabl perknma KoHourypaumm nHtepdeiica VLAN

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

dotlx guest-vlan

no dotlx guest-vlan

no ymonyanuto VLAN
He onpepaeneHa Kak
roctesas

Onpegenutb roctesyto VLAN.

OTKpbIBaeT HeaBTOPM30BAHHbIM NOJb30BaTeNAM WHTepdelica
npoctyn K roctesoit VLAN. Ecam rocteBasa VLAN onpepeneHa wu
paspelleHa, NopT byaeT aBTOMATUYECKU MPUCOEOUHATLCA K HeM,
KOrga He aBTOPM30BaH, M NOKMAATb, KOrAa NPoMaeT aBTopu3aLmio.
Y1061 NICNONB30BATL AAHHbIN GYHKLMOHA, NOPT HE JO/IKEH ObITb
CTaTUYeCKMM YneHom roctesoi VLAN.

YCTaHOBUTb 3HAYEeHME N0 YMOHYAHWUIO.

KomaHOwb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 215 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show dot1x interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

HacTpoliku npoTtokona 802.1x Ha uHTepdelice (KomaHaa AOCTyMNHa
TONbKO A/1A NPUBU/IETMPOBAHHOTO NO/b30BaTeNA).

show dotlx detailed

MoKa3blBaeT paclUMpeHHble HAacTPOMKM NpoTokona 802.1x.

show dot1x credentials

CTpyKTypa yyeTa OaHHbIX oTobparkaer

ABTOPU30OBAHHbIX K/INEHTOB.

napameTpbl

show dot1x users [username]

username: CTpoKa

loKa3biBaeT aBTOPM30BAHHbIX K/IMEHTOB.

show dot1x locked clients

MoKa3blBaeT HEaBTOPM30BaHHbIX K/IMEHTOB, 3a6/10KMPOBaHHbIX MO
Tanm-ayTy.
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A ELTEX

show dot1x statistics interface MokasbiBaeT cTaTUcTUKy 802.1X Ha uHTepdericax.
{gigabitethernet gi_port | gi_port: (1..8/0/1..24);

tengigabitethernet te_port | te_port: (1..8/0/1..32);

hundredgigabitethernet hu_port: (1/0/1..6)

hu_port | oob}

5.24.3 KoHmpone npomokona DHCP u onyua 82

DHCP (Dynamic Host Configuration Protocol) — ceTteBo NpPOTOKOA, MO3BO/AKOWMUIA KAMEHTY MO
3anpocy nony4atb IP-aapec 1 agpyrue Tpebyemble NnapameTpbl, Heobxoaumblie ana pabotbl B cetn TCP/IP.

MpoTokon DHCP moeT MCcnonb30BaTbCA 3/10YMbILAEHHUKAMM A1 COBEPLUEHWUA aTaK Ha YCTPOMCTBO,
KaK CO CTOpPOHbl KAMeHTa, 3actanaa DHCP-cepsep BblgaTbh Bce AOCTYMHblE agapeca, TaK U CO CTOPOHbI
cepsepa nyTem ero nogmeHbl. MporpammHoe obecneyeHne KOMMyTaTopa No3BoaseT obecneynTs 3aLmTy
YCTPOMCTBA OT aTak C UCNosb3oBaHMeM npoTokosa DHCP, ana yero npumeHseTca GyHKUMA KOHTpoAA
npotokona DHCP — DHCP snooping.

YcTpoinctBo cnocobHo oTcaexkmBatb noasneHne DHCP-cepBepoB B ceTu, paspewas ux
MCMOJIb30BaHME TO/IbKO Ha «A0BEPEHHbIX» UHTEpdeNcax, a TaKKe KOHTPO/IMPOBaTb AOCTYN KJAWMEHTOB K
DHCP-cepBepam no Tabaumue CoOoTBETCTBUN.

Onuus 82 npotokona DHCP (option 82) ucnonbayetca ana Toro, 4tobbl NnponHpopmmuposats DHCP-
cepBsep 0 TOM, OT Kakoro DHCP-peTtpaHcnatopa (Relay Agent) n yepes Kakoli ero nopt 6bi/1 NOAyYeH 3anpoc.
MpumeHseTca g YyCTaHOBAEHUA COOTBETCTBMIA IP-agpecoB M NOPTOB KOMMYTATOPA, @ TaKKe ANA 3aLnUThbI
OT aTak C ucnosib3oBaHMem npoTokosa DHCP. Onuus 82 npeactaBnaseTr coboit AONONHUTENbHYIO
MHbOPMaUMIO (MMA yCTPOKMCTBa, HOMepP MnopTa), AobaBnseMylo KOMMYTAaTOPOM, KOTopblii paboTaeT B
pexkume DHCP relay areHTa (6e3 pobasneHun IP-agpeca Ha KAMEHTCKUI MHTepdeiic) nam dyHkummn DHCP
Snooping (npu ycnosum BKAoYeHUA KoMaHAb! ip dhcp information option). Ha ocHoBaHWMK AaHHOM onumu,
DHCP-cepBep Bblaenset IP-agpec (guanasoH IP-agpecoB) u apyrve napameTpbl MOPTY KommyTaTopa.
Monyuns Heobxogumble gaHHble oT cepBepa, DHCP Relay areHT BbiaenseT IP-agpec KAMEHTY, a TaKxkKe
nepenaer emy apyrue HeobxoamMmble NnapameTpbl.

Tabnnuya 216 — Popmat nonen onumm 82

Mone lepedasaemas uHgpopmayusa

MmaA xocTa ycTponicTsa.

Crpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnepnHuii 6aliT — HOMep NopTa, K KOTOPOMY MOAK/OYEHO YCTPOICTBO, OTNpaBAAoLWEee
dhcp-3anpoc.

Circuit ID

Enterprise number —0089c1

R t tID
emote agen MAC-aapec ycTpoiicTBa.

’ ' AnAa ucnonb3oBaHuA onuumn 82 Ha YCTPOUCTBE A0JXKHA 6bITb BKAloUeHa pyHKuua DHCP relay
N areHTa (6e3 po6asneHus IP-agpeca Ha KNMEHTCKUA nHTepdeiic) nnm pyHkuma DHCP Snooping
(npm ycnosumn BknoueHna KomaHabl ip dhcp information option).

Dna KoppeKTHoii pabotbl ¢yHKuunm DHCP Snooping Bce ucnonbdyembie DHCP-cepBepbl
BONXHbI 6biTb MOAK/NIOUEHbI K «40BepeHHbIM» MopTam KommyTatopa. Ona po6asneHus
nopTa B CMUCOK «AO0BEPEHHbIX» uUcnonb3yetca KomaHga IP dhcp snooping trust B pexkume
KoHdurypauum wuHtepdeiica. Ona obecneyeHusa 6e30nNacHOCTM Bce OCTa/jibHble MOPTbI
KOMMYTaTOpa A0/KHbI 6bITb «HeA0BEePEHHbIMUY.,

.‘
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnunua 217 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

-/BbIKNOYEHO

BkatoyaeT KOHTpoAb npoTtokona DHCP nytem BegeHua
Tabamubl DHCP snooping 1 0TNPaBKM KIMEHTCKUX
wupokoseLatenbHbix DHCP-3anpocoB Ha «40BepeHHble»
nopTbl.

BbIkntoyaeT KOHTPOAbL NpoTokona DHCP.

ip dhcp snooping vlan vian_id

no ip dhcp snooping vlan
vlan_id

vlan_id:
(1..4094)/BbIKNOYEHO

PaspelwaeTt KoHTponb npotokona DHCP B npeaenax ykasaHHOM
VLAN.

3anpewaeT KOHTPOsb npoTtokosna DHCP B npeaenax yKasaHHoOM
VLAN.

ip dhcp snooping information
option allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Mo ymonyaHuto npuem
DHCP-nakeToB ¢
onuueti 82 ot
«HEHAAEXHbIX» NOPTOB
3anpeLteH

Paspewaetr npuHumatb DHCP-naketbl ¢ onuuein 82 oT

«HEeHaaeXHbIX» NOPTOB.

3anpewaetr npuHumaTb DHCP-naketbl ¢ onumeir 82 ot

«HeHaAeXHbIX» NOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

Mo ymonyanuio
BepudUKaums
BK/IlOYEHA

BkntouaeT Bepudukaumo MAC-agpeca knameHTa u MAC-agpeca
UCTOYHMKA, npuHAToro B DHCP-nakete Ha «HepoOBepeHHbIX»
noprax.

BobikntovaeT Bepudmkaumio MAC-agpeca knveHta 1 MAC-agpeca
UCTOYHWKA, npuHAToro B DHCP-nakete Ha «HepoOBepeHHbIX»
noprax.

ip dhcp snooping database

no ip dhcp snooping database

PesepsHbIli paitn He
ncnonb3yercs

PaspelwaeT ucnonb3oBaHue pesepsHoro daina (6asbl) KOHTpoNA
npoTtokona DHCP.

3anpeLaeT Ucnonb3oBaHMe pesepsBHoro ¢aina (6asbl) KOHTpoNA
npoTtokona DHCP.

ip dhcp information option

no ip dhcp information option

-/BbIK/IIOYEHO

Paspewaet yctpoiictBy pobasneHne onummn 82 npu pabote
npoTtokona DHCP.

3anpewaer ycTpolictey pobasneHue onuum 82 npu pabote
npoTtokosa DHCP.

ip dhcp information option
format-type access-node-
id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..48)
CMMBO/I0B/system
description

YcTaHaBAunBaeT naeHtupunkaTop Access Node ID onumm 82.

YcTaHaBAMBaeT 3HaYeHue no yMOAn4aHUto
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ip dhcp information option
format-type circuit-id format
[delimiter delimiter]

format: (sp, sv, pv, spv,
bin,user-defined);
delimiter: (.,;#)/npo6en

no ip dhcp information option
format-type circuit-id

HactpaunsaeT ¢popmat DHCP onuum 82.
dopmar:

- Sp — HOMep C/10Ta U NOPTa;

- sv — Homep cnoTa u VLAN;

- pv — Homep nopta u VLAN;

- Spv — HOMmep cnoTa, nopta u VLAN;

- bin — 6uHapHbIN popmat: VLAN, cnoT, noprt;
- user-defined — dopmar onpeaensetca
BO3MOKHO HacTpouTb WabnoHbl B ASCII n HEX.
Mpu onpeaeneHnn UCNONb3YIOTCA Caeaytolme WabAoHbI:

%h: hostname B ASCII;

%p: KOPOTKOE UMA NopTa, Hanpumep, gil/0/1 8 ASCII;

%P: onvHHOe MmA nopTa, Hanpumep, gigabitethernet 1/0/1 B
ASCII;

%t: TN nopTa (3HayeHue nons ifTable::ifType B
wecTHaauaTepuyHom suae) B ASCII;

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H B ASCII;

%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H B ASCII;

%u: Homep toHMTa B ASCII;

%s: Homep cnoTa B ASCII;

%n: Homep nopTa (Kak Ha anuesol naHenun) B ASCII;

%i: ifindex nopta B ASCII;

%v: ngeHtuédukatop VLAN B ASCII;

%V: umsa VLAN B ASCII;

%cC: MaK-aapec KnmeHTta B popmate H-H-H-H-H-H B ASCII;

%a: IP agpec cuctembl B popmate A.B.C.D B ASCII. (%al0 —aapecc
interface vlan 10);

%%: 0AMHOYHbIN cumBon % B ASCII.

SS: 0aMHOYHbIN cumBon S B ASCII

St: Tun nopra (3HaveHue nons ifTable::ifType 8
wecTHaauaTepuyHom smae) 8 HEX;

Sm: mak-agpec nopta B popmate H-H-H-H-H-H-H B HEX;

SM: mak-agpec cuctembl B popmare H-H-H-H-H-H-H B HEX;

Su: Homep toHuTa B HEX;

Ss: Homep cnoTa B HEX;

Sn: Homep nopTa (Kak Ha nuesoit naHenwn) B HEX;

Si: ifindex nopta 8 HEX;

Sv: uaeHtudpukatop VLAN B HEX;

Sc: mak-agapec knneHTa B popmate H-H-H-H-H-H B HEX;

Sb[XY]: nobasnatoTca npounssosibHble 6aiTbl XY B HEX (Sb13)

nonb3oBaTenem.

3anpewaeTt ycTpoictey pobasneHne onuum 82 npu pabote
npoTtokosa DHCP.

ip dhcp information option
format-type remote-id
remote-id

remote_id:

no ip dhcp information option
format-type remote-id
remote-id

(1..128)/mac address B
hex

YcTaHaBAnBaeT naeHTMdunkaTop Remote agentlD onunm 82.
[nA HacTPOMKM BO3MOMKHO MCMOb30BaThb WABMOHbI, onpeaeneH-
Hble B circuit-id user-defined.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

ip dhcp information option
suboption-type

-/BbIKNOYEHO

no ip dhcp information option
suboption-type

[o6asnaeT B Hayano circuit id/remote id gononHuTenbHble 2
6aliTa (Type u length).

YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYaHUIO.

Tabnunua 218 — dopmat nonent onumm 82 cornacHo pekomeHgaumam TR-101

lMone

Mepedaesaemas uHghopmayus

Circuit ID

Mms xocTa ycTpoiicTBa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>
MocnegHnin 6aiiT — HOMep NopPTa, K KOTOPOMY NOAKAKYEHO YCTPOICTBO, OTNpaBaaoLLee

3anpoc DHCP.

Remote agent ID

Enterprise number —0089c1

MAC-agpec ycTponcTsa.
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Tabnuua 219 — dopmat noneit onunm 82 perknma custom

Mone Mepedaeaemas uHghopmayus

Onvna (1 6aiT)

Tun Circuit ID

OnvHa (1 6anT)

VLAN (2 6atiTa)

Homep moayns (1 6awiT)
Homep nopta (1 6aiiT)

Circuit ID

Onvna (1 6aiT)

Tun Remote ID (1 6aiiT)
Onvna (1 6anT)
MAC-agpec kKommyTaTopa

Remote agent ID

KomaHObI  pexcuma  KoHgu2ypayuu uHmepgetlica (duanasoHa uHmepgelicos) Ethernet,
UHmMepagelica 2pynmnbl MOpPMos

CyLLecTByeT BO3MOXHOCTb BK/OUUTb f06aBAEHME onumn 82 ANA OTAENbHbIX MHTEPDENCOB U NOPTOB.
MpYopUTET NPUMEHEHUA KOMaHAbI OT HU3KOTO YPOBHSA K BbICOKOMY: r/106a/1bHasA HAaCTPOMKa, HAacTpOMKa Ha
nHTepdelice, HACTPOMKA Ha NOPTY.

¢opmaT onumn 82 npuv 3TOM onpeaenAaeTca To/1bKo B rnob6anbHOM pexunme.

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 220 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsl nHTepdelicos

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
Mo ymon4aHuio

ip dhcp snooping trust [obasnaer wHTepdeic B CNUCOK  «O0BEPEHHbIX»  Npwu
MUCNONb30BaHUN KOHTpona npoTtokona DHCP. DHCP-tpadwuk
«A0BepeHHoro» uHTepdeiica cumtaerca 6e3onacHbIM WU He
KOHTpO/IMpyeTcA.

Mo ymonyanumio
UHTepdeic He aBnaeTca

- - [OBEPEHHbIM -
no ip dhcp snooping trust Yaanaetr uHTepdelNc M3 CMUCKa  «AOBEPEHHbIX»  Mpu

MCMOJIb30BAHUM KOHTPOAA NpoTokona DHCP.

ip dhcp information option PaspewaeT fobasnexHue onuumn 82 Ha BbibpaHHOM MHTepdeice

[global] -/global npwv pabote npotokona DHCP.

global — rnobanbHasa HacTpoKa gns NpUMeHeHus onumm 82.
V Mpuoputer pabotbl KomaHgbl ip dhcp information

optional - noprt, interface vlan, rno6anbHas
KOH$uUrypauyus.
no ip dhcp information option 3anpewaet gobasneHue onumm 82 Ha BbiIbpaHHOM UHTepdelice

npwv pabote npotokona DHCP.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 221 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip dhcp snooping binding
mac_address vian_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}
expiry {seconds | infinite}

no ip dhcp snooping binding
mac_address vian_id

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
seconds:
(10..4294967295) cek

Oob6asnaetr B d¢alin (6asy) KoHTpona npoTtokona DHCP
cooTBeTcTBMe MAC-agpeca kKaneHTa, rpynne VLAN wm IP-agpecy
019 YKa3aHHOro uHTepdelica.

[aHHasn 3anucb byaeT AencTBUTENbHA B TEYEHUE YKA3aHHOTO B
KOMaHZAEe BPEMEHU XKU3HWU 3aMuCK, €C/IU KJIMEHT HE OTNPaBUT
3anpoc Ha DHCP-cepsep Ha obHoBNeHMe. Tallmep 0bHyNseTca
B C/ly4ae NOJlyYeHUs OT KAMEeHTa 3anpoca Ha obHoBneHue
(KomaHoa [oCTynHAa TONMbKO A4/ MPUBWUIENMPOBAHHOMO
nonb3osaTens).

- seconds — Bpems }KU3HWU 3anuncu;

- infinity — Bpems *K13HM 3anucKn He orpaHnYeHo.

Ypanaer w3 daina (6as3bl) KoHTpons npotokona DHCP
cooTBeTcTBMe MAC-agpeca KameHTa u rpynnsl VLAN.

clear ip dhcp snooping
database

OunwaeTt daiin (6asy) KoHTpona npoTokona DHCP.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 222 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip dhcp information
option

MoKa3sbiBaeT WHPopmauuto 06 KUcnonb3oBaHuM onuuu 82
npoTtokosa DHCP.

show ip dhcp information
option vlan vlan_id interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..24)
te_port: (1..8/0/1..48);
hu_port: (1/0/1..6);
group: (1..48);
vlan:(1..4094)

Moka3sbiBaeT MUHGOPMALMIO NO ONLLMM 82 Ha KOHKPETHOM NOPTY.

show ip dhcp information
option tokens [brief]

MokasbiBaeT WHPOPMaLMIO O
HACTPOWMKM WwabnoHoB B onummn 82.

BO3MOXHbIX BapuaHTax

show ip dhcp snooping
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MoKasbiBaeT KoHdUrypaumio GyHKLMM KOHTPOAA NPOTOKOAA
DHCP.

show ip dhcp snooping binding
[macaddress mac_address] [ip-
address ip_address ] [vlan
vian_id]

[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)

MoKasblBaeT COOTBETCTBUA U3
npoTtokona DHCP.

darina (6asbl) KoOHTponA
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[pumepbl 8b1MNOAHEHUS KOMAHO

Paspewwntb ncnonbzosaHmne DHCP onunm 82 8 10 VLAN:

console# configure
console (config) # ip dhcp snooping

console (confiqg)
console (config)
console (config)
console (config)

#

#
#
#

ip dhcp snooping vlan 10

ip dhcp information option
interface tengigabitethernet 1/0/24
ip dhcp snooping trust

= [loKa3aTb BCE COOTBETCTBMA U3 TabauLbl KOHTPOIA NpoToKona DHCP:

console# show ip dhcp snooping binding

5.24.4 3awyuma IP-adpeca knueuma (IP source Guard)

dyHKUMA 3awmThl IP-agpeca (IP Source Guard) npeaHasHauyeHa ana puabTpaumm TpadpuKa, NPUHATONO
¢ uHTepdelica, Ha ocHoBaHWKU Tabauubl cooTseTcTBMii DHCP snooping 1 ctatMyeckux cooTsetctauii IP
Source Guard. Takum obpasom, IP Source Guard nossonsaeT 6opoTbca ¢ nogmeHon IP-aapecoB B NakeTax.

Y
Y

uHTepdeiica.

DHCP snooping,

Mockonbky (YHKUMA KOHTponAa 3awutbl IP-agpeca mucnosnb3yer Tabauubl COOTBETCTBUM
MMeeT CMbIC/1 UCNONb30BaTb AAHHYIO (QYHKLMUIO,
HacTpous u BkAtouns DHCP snooping.

npeaBapuTenbHO

dyHKumio 3awuThbl IP-agpeca (IP Source Guard) Heo6x0a4MMO BKAOUYUTL rNO06anbHO U Ana

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnuua 223 — KomaHabl pexknma rnobanbHon KoHPUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aelicmeue

ip source-guard

no ip source-guard

Mo ymonyaHuio
bYHKLMA BbIKNIOYEHA

Bk/toyaeT QyHKLMIO 3aWuTbI
KOMMyTaTOpa.

IP-agpeca KAneHTa A[nAa Bcero

BblkilouaeT ¢yHKUMIO 3awmTbl IP-agpeca KaveHTa AN BCero
KOMMyTaTOpa.

ip source-guard binding
mac_address vlan_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip source-guard binding
mac_address vlan_id

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094);

Co3paHue cTaTU4ecko 3anucuy B Tabavue cooTBETCTBUA Mexay |IP-
aapecom KnueHTa, ero MAC-agpecom u rpynnoit VLAN pgns
YKa3aHHOro B KomaHze uHtepderica.

YpaneHue CTAaTUYECKOW 3anuncu B Ta6nmu,e COOTBETCTBMUA.

ip source-guard tcam
retries-freq {seconds | never}

no ip source-guard tcam
retries-freq

seconds: (10..600)/60
ceK

3apaeT YacToTy 06paLLeHMA YCTPOMCTBA K BHYTPEHHUM pecypcam €
LLe/1bio 3aMMCcK B NaMATb HEAKTUBHbIX 3alUmLLeHHbIX |P-aapecos.

- never — 3anpeLaeT 3an1cb B NaMATb HEAKTUBHbIX 3aLLULLEHHbIX
IP-agpecos.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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KomaHOwbI

pexcuma  KoHguaypayuu uHmepgetlica (duanasoHa uHmepgelicos) Ethernet,

UHmMepgpelca 2pynnel N0OpmMo8s

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 224 — KomaHabl pexkmma KoHourypaumm nHtepdelica Ethernet, rpynnoel uHTepdelicos

KomaHda 3HayeHue/3HayeHue Aelicmeue
o ymMmon4YaHuio
ip source-guard BkntoyaeT PyHKUMIO 3awmTbl  IP-agpeca KaueHTa  And
Mo ymonyaHuio HacTpanBaemoro nHtepdeica.
no ip source-guard GYHKUMA BbIKNIOYEHA. BbikitoyaeT QyHKUMIO 3awmTbl  IP-agpeca KaveHTa Aand
HacTpanBaemoro nHTepoeiica.
KomaHOdbi pexcuma Privileged EXEC
BunAa 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:
console#
Tabnunua 225 — KomaHabl perkmuma Privileged EXEC
3HaveHue/3HayeHue .
KomaHda / Aelicmeue

no ymosn4aHurw

ip source-guard tcam locate

BpydHylo 3anmyckaeT npouecc obpalieHus ycTponcTea K
BHYTPEHHMM pecypcam C Liebio 3anncu B NaMATb HEaKTUBHbIX
3alMLWEeHHbIX IP-agpecoB. KomaHaa AOCTymHa TOAbKO 444
NPUBMAETMPOBAHHOTO MNO/b30BATENA.

KomaHObI pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 226 — KomaHabl pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show ip source-guard
configuration [gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | ort-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);

KomaHga oTobparkaeT HacTpoliky dyHKUmMK 3awmTbl IP-agpeca
Ha 3ag4aHHOM IMbO Ha Bcex MHTepdeicax ycTpoicTBa.

show ip source-guard statistics

[vian vian_id] vlan_id: (1..4094);

KomaHza oTobpakaeT cTaTUCTURY QyHKLMM 3awmnThl IP-agpeca
Ha 3agaHHOM Anbo Ha Bcex VLAN.

show ip source-guard status
[mac-address mac_address]
[ip-address ip_address ]

[vlan vian_id] [gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094);

KomaHza otobparkaeT ctaTyc oyHKUMM 3awmTsl IP-aapeca ana
YyKaszaHHoro nHtepdelica, IP-agpeca, MAC-aapeca nauv rpynnol
VLAN.

show ip source-guard inactive -

KomaHgaa otobpaskaeT He akTUBHbIe IP-afpeca oTnpasuTens.
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[pumepbl 8b1MNOAHEHUS KOMAHO

MNMoKasaTb HAacTPOMKy GYHKLMK 3aWwmTbl IP-agpeca ans Bcex MHTepdencos:

console# show ip source-guard configuration

IP source guard is globally enabled.

Interface State
te0/4 Enabled
te0/21 Enabled
te0/22 Enabled

BrktounTtb yHKUMIO 3awmTbl IP-agpeca ana ounbTpauum TpaduKa Ha OCHOBaHMM Tabauubl
cooTBeTcTBUIt DHCP snooping u ctatnyecknx cooTseTtctBuii IP Source Guard. Co3aaTtb CTaTUYECKYIO
3anucb B Tabanue cooTBeTcTBUA ANnA MHTepdeiica Ethernet 12: IP-agpec kaneHTa — 192.168.16.14,
ero MAC-agpec — 00:60:70:4A:AB:AF. UnTepdeiic B 3-i rpynne VLAN:

console# configure

console (config)# ip dhcp snooping

console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
1/0/12

5.24.5 KoHmponb npomokKona ARP (ARP Inspection)

®dyHKUMA KoHTpona npotokona ARP (ARP Inspection) npegHasHayeHa Ans 3alMTbl OT aTak C

ncnosnb3oBaHMem npoTtokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-TpaduKa). KoHTponb
npoTtoKona ARP ocyliecTBaseTca Ha OCHOBe CTaTUYecKnx cooTseTcTeuit IP- u MAC-agpecos, 3aaaHHbIX Ans
rpynnol VLAN.

]

NopT, CKoHUrypupPoBaHHbINA «HegoBepeHHbIM» ana GyHKuMM ARP Inspection, AonKeH Tak}Ke

e 6bITb «HepoBepeHHbIM» ana ¢pyHKuum DHCP snooping nam cooreercteue MAC-agpeca u IP-
appeca ANA 3TOro NOpTa A0MKHO 6bITb CKOHPUrypupoBaHO cTaTUUecKU. MHaue AaHHbI nopT
He byaeT oTBeuaTb Ha 3anpocbl ARP.

V Ona HeHagEXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKU cooTBeTcTBMIA IP- 1 MAC-agpecos.

KomaHObI pexcuma 2a06asab6Hol KOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUrypaumm:

console (config) #

Tabnunua 227 — KomaHabl pexkuma rnobanbHoM KoOHGUrypauum

Komanda 3HayeHue/3HayeHue Leiicmeue
no yMmoa4YaHUro
ip arp inspection Mo ymonuyaHuio BkntoyaeT KOHTpoIb NnpoTokona ARP (dyHKumio ARP Inspection).
no ip arp inspection bYHKLMA BbIKNIOYEHA BbIKNtOYaeT KOHTPOIb NpoTokona ARP (dyHKumio ARP Inspection).
ip arp inspection vlan vian_id PaspewaeTt npoBepKy npoTtokona ARP, ocHoBaHHyl0 Ha 6ase

vian_id: (1..4094); cooTseTcTBuit DHCP snooping, B BbibpaHHOW rpynne VLAN.

no ip arp inspection vlan
vlan_id

Mo ymonyaHuio

3anpeuwiaetr npoBepky npoTokosna ARP, OcCHOBaHHyl0 Ha b6ase
bYHKUMA BbIKAOYEHA pel POBEPKY NP ! M

cooTseTcTBuit DHCP snooping, B BbibpaHHOM rpynne VLAN.
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ip arp inspection validate

no ip arp inspection validate

MNpepocTtaBnset cneunduryHble NMPOBEPKM AN KOHTPOAA NPOTOKOAA
ARP.

MAC-agpec nctouHmka: na ARP-3anpocoB n oTBeTOB NposepAaeTca
cootBetctBue MAC-agpeca B 3arosnoske Ethernet MAC-agpecy
MCTOYHMKA B COAEPKMMOM nNpoTokona ARP.

MAC-agpec  HasHadeHuAa: [na  ARP-oTBeTOoB nposepsaeTca
cootBetctBMe MAC-agpeca B 3aronoBke Ethernet MAC-agpecy
Ha3HayeHWA B coOAepPXMMOM npoTokoaa ARP.

IP-appec: [lpoBepsetca cogepxknumoe ARP-naketa Ha Haauuue
HEKOoppeKTHbIX IP-agpecos.

3anpeuaeT cneunduyHbie NPOBEPKM 411 KOHTPOAsA NpoToKoa ARP.

ip arp inspection list create
name

no ip arp inspection list create
name

name: (1..32) cumBona

1. Co3gaHue cnvcKa cTaTuyeckux ARP-cooTBETCTBUN.
2. Bxog B pexkum KoHdurypaumm ARP-cnncKos.

YpaneHue cnucka ctatuyecknx ARP-cooTBeTCTBUIA.

ip arp inspection list assign
vlan_id

no ip arp inspection list assign
vlan_id

vlan_id: (1..4094)

HasHauaeT cnucok ctatnyeckux ARP-cOOTBETCTBMIA AR YKa3aHHOM
VLAN.

OTMeHAET Ha3zHaYeHMe CNucKa ctaTuyecknx ARP-coOOTBeTCTBUIA Ann
yKasaHHowu VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection logging
interval

seconds: (0..86400)/5
ceK

3afaeT  MWHMMANbHbLIK  MHTEPBaN  MeXa4y CoobLieHuaMM,
cofepXawmmmn nHdopmaumio npotokona ARP, nepegasaembiMu B
JKYpHan.

-3HayeHne O vyKasbiBaeT Ha TO, uTO
reHepupoBaTbCA HE3aMEANUTENIbHO;

- infinite — He reHepMpoBaTb COOBLLEHMIA B XKypHan.

coobleHuns  byayt

YcTaHaBAMBaEeT 3Ha4YeHue no YMO4YaHUIO.

KomaHOwbI

pexcuma  KoHguaypayuu uHmepgelica (duanasoHa uHmepgelicos) Ethernet,

UHmMepgelca 2pynnbl NoOpmMos

Bua 3anpoca KOMaHAHOW CTPOKU B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 228 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi nHTepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuo

ip arp inspection trust

no ip arp inspection trust

Mo ymon4yaHuio
uHTepdeic He aBnAeTcA
[0BEepeHHbIM

Aelicmeue
[obaBnaeT  uHTepdeMC B  CAWCOK  «OOBEPEHHBLIX»  MpU
MCNONb30BaHMM  KOHTpona  npotokona  ARP.  ARP-tpadmk
«0BepeHHOro» WHTepdelica cumtaeTca 6e3omacHbIM U He
KOHTpO/IMpYyeTcA.

Ypanaer uHtepdeic ns cnncka «40BepeHHbIX» Npu MCNoAb30BaHUN
KOHTponA npotokona ARP.

KomaHObI pexcuma KoHgu2ypayuu ARP-criuckos

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxnume KoHpurypaumm ARP-cnuckos:

console# configure
console (config)# ip arp inspection list create spisok
console (config-arp-list) #

Tabnnua 229 — KomaHabl perkmuma KoHourypaumm ARP-cnvckos

KomaHoa

3HayeHue/3Ha4yeHue
10 yMon4YaHuo

Aelicmeue

ip ip_address mac-address
mac_address

[obasnsaeT ctatnyeckoe coorseTcTeue IP- 1 MAC-agpecos.

Ethernet-kommymamopeol ceputli MES3300, MES53xxA, MES5400-xx

205




HELTEX

no ip ip_address mac-address
mac_address

Ypanset ctatnyeckoe cootsetcteme IP- 1 MAC-agpecos.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnumua 230 — KomaHap! pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show ip arp inspection
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MokasbiBaeT KOHOUrypaumo ¢GyHKLMKU KOHTpOAs npoTokona ARP
Inspection Ha BbIGpaHHOM nHTepdelice/Bcex MHTepdeincax.

show ip arp inspection list

MoKasblBaeT CNUCKKN CTaTUYECKUX cooTBeTcTBUI IP- 1 MAC-agpecos
(KomaHga  pgocTtynHa  TONbKO — 4NA  NPUBMAETMPOBAHHOIO
nonb3oBaTens).

show ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

MOKa3bIBaeT CTaTUCTUKY ANA CAEAYIOLWMX TUMOB NAaKeTOB, KOTopble
6111 06paboTaHbl Npu NomoLm GyHKLMM ARP:

- nepeaaHHble naketsl (forwarded);

- noTepsAHHbIe NakeTbl (dropped);

- owmnbKM B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

OuunwaeT CTaTUCTUKY KOHTpOAA npoTokona ARP Inspection.

[pumepbl 8b1M0MHEHUS KOMAHO

= BKAOUYNTb KOHTPOJIb NPOTOKONA ARP 1 106aBUTL B CNMCOK spisok cTaTuyeckoe cooTeeTcTBune: MAC-
agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HaszHaunTb cnncok spisok ctatnyeckux ARP-
cootBeTcTBMi Aana VLAN 11:

console# configure
console (config)# ip arp inspection list create spisok
console (config-ARP-1list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD
console (config-ARP-1list) # exit

console (config)# ip arp inspection list assign 11 spisok

= [lokasaTb CMMCKU CTaTUYECKMX cooTBeTcTBUM IP- 1 MAC-agpecos:

console# show ip arp inspection list

List name:

IP

192.168.16.98

servers
Assigned to VLANs:

11
ARP

0060.70AB.CCCD

5.25 ®dyHkumum DHCP Relay nocpegHuka

KommyTatopbl nogaepxusatot ¢pyHkumm DHCP Relay areHTa. 3agadveir DHCP Relay areHTa siBnsietca
nepeaava DHCP-nakeToB OT KAMeHTa K cepBepy U 0bpaTHO B cnydae, ecnm DHCP-cepBep HaxoauTcs B 0AHOM
CeTn, a KAWeHT B apyroi. [pyron ¢yHKuMen asnsetrca gobasneHMe A0NOAHUTENbHbIX onumin B DHCP-
3anpocbl KAneHTa (Hanpumep, onumm 82).
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MpuHumn pabotbl DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTaTOpP NPUHUMAET OT KameHTa DHCP-
3anpochbl, NepenaeT 3TU 3anpockl CEPBEPY OT UMEHU KMeHTa (0CTaBnAsA B 3anpoce onuun ¢ TpedbyembiMmu
KMEHTOM MapameTpamMm W, B 3aBUCUMOCTM OT KOHUrypaumm, aobasnsasa ceoun onuuu). Monyyms oTeeT OT
cepBepa, KOMMYTaTOp nepeaaeT ero KANEHTY.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:
console (config) #

Tabnunua 231 — KomaHabl perkuma rinobanbHoM KoHpUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro

ip dhcp relay enable Mo ymonuyaHuio BrkntoueHune ¢pyHKumin DHCP Relay areHTa Ha KommyTaTope.
no ip dhcp relay enable areHT BbIKNtOYeH BoikntoueHue pyHkumii DHCP Relay areHTa Ha KommyTaTtope.
ip dhcp relay address vlan_id: (1..4094) 3agaét IP-agpec goctynHoro DHCP-cepsepa gns DHCP Relay
ip_address [vlan vian_id] MosxeT 6bITb areHTa.
no ip dhcp relay address V 3ajaHo Ao Ypansaet |IP-agpec u3 cnucka DHCP-cepsepos ana DHCP Relay
[ip_address] BOCbMMU areHTa.

cepBepoB B BUAe

AnanasoHa uau

nepeuncneHmem.

KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnme KoHpurypaumm nHtepoeiica VLAN:

console# configure
console (config)# interface vlan vlan id
console (config-if) #

Tabnuua 232 — KomaHabl pexxknuma KoHourypaumm nHtepoeinca VLAN, nHtepdeiica Ethernet

Komanda 3Ha4yeHue/3HayeHue leiicmeue
no ymon4aHuro
ip dhcp relay enable BkntoyeHune ¢yHKumii DHCP Relay areHTa Ha HacTpaMBaemom
Mo ymonuaHuio areHT | MHTepdeiice.
no ip dhcp relay enable BbIK/ItOYEH BbikntoueHue pyHKumit DHCP Relay areHTa Ha HacTpaMBaemom
nHtepderice.
ip dhcp relay gateway-address Mo3BONAET HACTPOUTb KOHKPETHbIN aapec WUCTOYHMKA AnA

Mo ymonuaHuto agpec

ip_addr dhcp naketoB 13 kaneHTckoro Vian.

- He BblbpaH
no ip dhcp relay gateway-address Bo3Bpalaer B pexkmMm paboTbl N0 yMOAYAHUIO.

KomaHObl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console#

Tabnnuya 233 — KomaHzabl pexkmma EXEC

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmon4aHuo

show ip dhcp relay OTtobparkaeT KoHoUrypaumo HactpoeHHol ¢yHKumm DHCP Relay
- areHTa Ana KOMMyTaTopa U OTAE/NbHO A/ UHTepPdEIiCcoB, a TaKKe
CMUCOK AOCTYMHbIX CEPBEPOB.
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= [lokasaTtb cocToaHue pyHKumMmn DHCP Relay areHTa:

console# show ip dhcp relay

Servers:

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
192.168.16.38
Relay agent Information option is Enabled

5.26 KoHdurypauma DHCP-cepsepa

DHCP-cepsep

ocywiecrsnaeTr

UEeHTpPaIn3oBaHHOE

ynpassieHue ceTeBbiMmun agpecamu

COOTBETCTBYHOLMMM KOHPUTYPaLMOHHbIMM NapameTpamu, aBTOMaTUYECKM MPeaoCTaBaAs UX KAMEHTaM.
3710 no3BonsieT n3bexkaTb PYYHOM HACTPOMKN YCTPOMCTB CETU U YMEHbLLAET KOJINYECTBO OLUNOOK.

Ethernet-kommyTaTopbl MmoryT pabotatb Kak DHCP-kaneHT (nonyyeHune cobcteeHHoro IP-agpeca ot
cepsepa DHCP), Tak n Kak DHCP-cepBep. B cnyyae ecnn DHCP-cepBep OTKAOYEH, TO KOMMYTATOP MOMKET

pabotatb c DHCP Relay.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnuua 234 — KomaHabl pexxknma rnobanbHoN KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip dhcp server

no ip dhcp server

-/BbIK/IIOYEHO

BkntoyeHune pyHKumMmn DHCP-cepBepa Ha KommyTaTope.

Mepegp, BK/IIOYEHUEM DHCP-cepBepa
' npeaBapUTeNbHO AO0JIXKHbI 6bITb OTKAOYeHbl DHCP-
e KaneHTbl Bo Bcex VLAN. B Tom uuncnie BKAIOYEHHbDIM

no ymonyaHuio DHCP-knuneHT B VLAN 1.

BbikntoyeHue pyHKummM DHCP-cepBepa Ha KOMmMyTaTope.

ip dhcp pool host name

no ip dhcp pool host name

name: (1..32)
CUMBOIOB

Bxog B pexum KoHdurypauum cratuyeckux agpecos DHCP-
cepsepa.

Ypnansaet koHourypaunto DHCP-kaneHTa ¢ 3aaHHbIM UMEHEM.

ip dhcp pool network name

no ip dhcp pool network name

name: (1..32) cumBonos

Bxog B peum KoHourypaumm DHCP-nyna agpecos DHCP-
cepsepa.
- name — uma DHCP-nyna agpecos.
MaKcumanbHo gonyctumoe KoaumdectBo DHCP pool
N YyKasaHo B Tabnuue 9.

Ypanaet DHCP-nyn ¢ 3a4aHHbIM UMEHEM.

ip dhcp excluded-address
low_address [high_address]

no ip dhcp excluded-address
low_address [high_address]

YkasbiBaeT |P-agpeca, Kotopble DHCP-cepsep He 6ypger
Ha3Ha4vaTb ana DHCP-KknneHTOB.

- low-address — HavanbHbIN IP-aapec aManasoHa;

- high-address — KoHeuHbIV |IP-agpec grManasoHa.

Ynanenue IP-agpeca 13 CnMCKa UCKAOYEHUIA AR Ha3HAYeHuA
ero DHCP-knueHTam.
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KomaHObI pexcuma KoHgu2ypayuu cmamuyeckux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KOHPUrypaumm ctatuyeckmx agpecos DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool host name

console (config-dhcp) #

Tabanua 235 — KomaHabl perkmMma KoHourypaumm

3HayeHue/3HayeHue
no yMmoA4aHuio

KomaHda

Aelicmeue

address ip_address {mask |
prefix_length} {client-identifier
id | hardware-address
mac_address} -

no address

PyyHoe pesepsupoBaHue IP-agpecos ana DHCP-knumeHTa.
-ip_address — |P-agpec, KoTopblii 6yaeT conoctaBneH ¢
dU3nMYECKMM a4pecoM KNNEHT];

- mask/prefix_length — macka noacetn/gnvnHa npedukca;

- id — du3myeckunin agpec (MAEHTUPUKATOP) CETEBOW KapTbl;

- mac_address — MAC-agpec.

Ypanaet 3apesepBupoBaHHble IP-agpeca.

client-name name

name: (1..32) cumsonos

no client-name

Onpegenset uma DHCP-knuneHTa.

Ypanaet uma DHCP-knueHTa.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHdurypauumu nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool network name

console (config-dhcp) #

Tabnuua 236 — KomaHabl pexxnuma KoHburypaumum

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

address {network_number |
low low_address high
high_address} {mask |
prefix_length} -

YcTaHaBAMBaeT HOMep MOACETU M MACKy MoACeTU Ana nyna
agpecos DHCP-cepsepa.

- network_number — |P-agpec Homepa noaceTu;

- low_address — HayanbHbIl IP-agpec Anana3oHa aApecos;

- high_address — koHeuHbIV IP-agpec Anana3oHa aapecos.

- mask/prefix_length — macka noacetn/anuHa npedukca.

no address Ypansaet koHourypaunio DHCP - nyna agpecos
lease {days [hours [minutes]] | Bpemsa apeHab! IP-aapeca, KOTOpbIi HazHayeH oT DHCP.
infinite} - infinite — Bpems apeHAgbl He OrpaHNYeHo;

- days — KONMYecTBo gHel;

-/1 neHb .

- hours — KOnNYecTBo 4acos;

- minutes — KOIMYECTBO MUHYT.
no lease YCTaHOBWTb 3HAYEHME NO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu nyana DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp) #
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Tabnunua 237 — KomaHabl pexkuma KoHourypaumm

3HayeHue/3HayeHue
no yMmoA4YaHuio

KomaHda

Aelicmeue

default-router ip_address_list

Mo ymonuyaHuio cnmucok
MapLLPYTU3aTOPOB He
onpegeneH.

no default-router

OnpeaenseT CNMCOK MapLpyTM3aTOpPOB MO YMOAYaHUIO ANns

DHCP-knueHTa:

- ip_address_list — cnucok |P-agpecoB MaplupyTU3aToOpOB,

MOMKET coaepKaTb 0 8 3anuceit, pasaeneHHbix npobenom.
IP-agpec mapLpyTusatopa AO/MKEH 6biTb B TOW e

e NOACETH, YTO U K/INEHT.

YcTaHaBAWBaeT 3HaYeHne No YMONYAHUIO.

dns-server ip_address_list
Mo ymonuyaHuto cnmucok
DNS-cepsepos He

Onpegenset cnncok DNS-cepBepoB, AOCTYMHbIX A4 KIVEHTOB
DHCP.
- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT

onpeaeneH. cogepxaTtb 4o 8 3anwce17|, pa3aeneHHbIX npo6en0M.
no dns-server YcTaHaBAMBAET 3HAYEHME MO YMONYAHMIO.
domain-name domain domain: (1..32) Onpegenset sgomeHHoe ums gns DHCP-KknuneHToB.
no domain-name CMMBO/I0B YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.

netbios-name-server
ip_address_list Mo ymon4YaHuMIo CNncok
WINS-cepsepos He

onpeaenex.

no netbios-name-server

Onpegenser  CNUCOK
knuneHtos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepBepoB, MOXKeT
copepKaTb 40 8 3anuceit, pasgeneHHblx npobenom.

WINS-cepBepoB, [OCTYnHbIX Ana

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

netbios-node-type {b-node |

p-node | m-node | h-node}
Mo ymonyaHuto TMn

y3na NetBIOS He
onpegenex.

no netbios-node-type

Onpegenset tmn y3na NetBIOS Microsoft ana kaneHtos DHCP:
- b-node — lWMpOKoBELATENbHbIN;

- p-node — TOYKa-TOUKA;

- m-node — KOMBUHMPOBAHHbIN;

- h-node — rnbpuaHbIiA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

next-server ip_address

no next-server

Ucnonb3yetca ana ykasaHua DHCP-knneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro AO/KeH ObiTb
noJly4yeH 3arpy3oyHblii dpain.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

next-server-name name
name: (1..64) cumBonos

no next-server-name

Mcnonb3yetca ana ykasaHua DHCP-knneHTy umsa cepsepa, €
KOTOPOro A0/IXKeH BbITb NoNyYeH 3arpy304HbIi daiin.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

bootfile fil
ootfile filename filename: (1..128)

CMMBOJ1I0B

no bootfile

YKasbiBaeT umA ¢a17|na, ncnonbsyemoro gna HayanbHoOM

3arpy3ku DHCP-knneHTa.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

time-server ip_address_list

Mo ymonyaHumio cnmucok
cepBepoB He
onpegenex.

no time-server

Onpepenser CNUCOK CEPBEPOB BPEMEHW, OOCTYMHbIX ANA
knmneHtos DHCP.

- ip_address_list — cnucok |P-agpecoB cepBepoB BpemeHM,
MOeT cofep:KaTb A0 8 3anucel, passeneHHbIx Npobesom.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}}

code: (0..255);
bool_val: (true, false);
int_val:
(0..4294967295);
ascii_string: (1..160)

[description desc] CUMBOOB;
desc: (1..160)
no option code CMMBO/IOB

Hactpansaet onuum DHCP-cepBepa.

- code — kop, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- integer — uenoe NONOXUTENbHOE YNCAO;
- ascii_string — ctpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoKa B 16-om ¢popmare.

Ypanaet onumn gna DHCP-cepsepa.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexunma Privileged EXEC:

console#
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Tabnuua 238 — KomaHap! pexkuma Privileged EXEC

3HayeHue/3Ha4yeHue »
KomaHoa / Aelicmesue
no ymoa4YaHuro
clear ip dhcp binding YaaneHue 3anuceit u3 Tabauubl COOTBETCTBMA (U3NYECKUX
{ip_address | *} apecoB M agpecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, HazHa4yeHHbI DHCP-cepsepom;
- * —y#anuTb Bce 3anucu.

show ip dhcp - MpocmoTp KoHbUrypauumn DHCP-cepBepa.

show ip dhcp ) MpocmoTp IP-agpecosB, kKotopble DHCP-cepsep He 6yger
excluded-addresses Ha3HavaTb ana DHCP-kauneHTOB.

show ip dhcp pool host MpocmoTp KoHoUrypaumumM Ans craTudeckmx agpecos DHCP-

[lip_address | name]

cepsepa:
- ip_address — IP-appec KnueHTa;
- name — vma DHCP-nyna agpecos.

name: (1..32) cumBonos

show ip dhcp pool network

name: (1..32) cumsonos MpocmoTp KoHourypaumm DHCP-nyna agpecos DHCP-cepsepa:

[name] - name — uma DHCP-nyna agpecos.

show ip dhcp binding MpocmoTp IP-aapecos, KOTopble CONOCTaBAEHbI C PUINYECKUMM

[ip_address] - agpecamy KAMEHTOB, a TaKXKe BpemsA apeHgbl, cnocob
Ha3HayeHuA un coctoaHue IP-agpecos.

show ip dhcp server statistics - MpocmoTp ctatnctmkm DHCP-cepsepa.

show ip dhcp allocated - MpocmoTp akTMBHbIX IP-agpecos, BblgaHHbIx DHCP-cepsepom.

[pumepbl 8b1N0AHEHUS KOMAHO

Hactpoutb DHCP-nyn ¢ nmeHem test n ykasatb gna DHCP-KnneHToB: Mma gomeHa — test.ru, Wwnios
no ymon4yaHuto — 192.168.45.1 n DNS-cepsep —192.168.45.112.

console#

console# configure

console (config) # ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp) # dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

—_ — — —

5.27 KoHdwurypauua ACL (cnuckn KOHTpona aocrtyna)

ACL (Access Control List — cnucok KoHTponsa goctyna) — Tabauua, KoTopas onpegenseT npasuna

bunbTpaLmMmM BXoaALLEro N ucxoaauero TpadrMKa Ha OCHOBAHWUW MepefaBaemblX B MaKeTax MNPOTOKOJIOB,
TCP/UDP noprtos, IP-agpecos nan MAC-aapecos.

V ACL-cnucku Ha 6ase IPv6, IPv4 n MAC-agpecoB He 40/1KHbl UMEeTb OAWHAKOBble Ha3BaHUA.
V IPv6- n IPv4-cnucku moryT pabotatb BmecTe Ha ogHom ¢usnueckom uHrepdeiice. CNnUcok
ACL Ha 6a3e MAC-agpecauum He MOXKeT COBMeLLaTbCA co cnuckamu gna IPv4 unum IPv6. iBa

CNUCKa 04MHAKOBOro TUMNa He MoryT paboTtaTb BMecTe Ha UHTepdelice.
KomaHabl Ans co3gaHus M pedaktMpoBaHua cnmckos ACL gocTynHbl B pexkume rnobanbHoM

KOHUrypauum.

KomaHObI pexcuma 2a06asab6Hol KoOHuU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHUrypauumn nmeet Bua;

console (config) #

Ethernet-kommymamopeol ceputli MES3300, MES53xxA, MES5400-xx 211



HELTEX

Tabnuua 239 — KomaHap! Ans co3gaHns U KoHourypauum cnmckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip access-list access_list
{deny | permit} {any |

ip_address [ip_address_mask]}

no ip access-list access_list

ip access-list extended
access_list

no ip access-list extended
access_list

ipv6 access-list access_list
{deny | permit} {any |
ipv6_address
[ipv6_address_prefix]}

no ipv6 access-list access_list

ipv6 access-list extended
access_list

no ipv6 access-list extended
access_list

mac access-list extended
access_list

no mac access-list extended
access_list

access_list: (0..32)
cumBona

Co3pgaHune ctaHaapTHoro cnmcka ACL.

-deny — 3anpeTuTb NPOXOXAEHME MAKETOB C YKa3aHHbIMU
napameTtpamu;

- permit — paspewnTb NPOXOXKAEHME MAKeTOB C YKa3aHHbIMU
napameTtpamu.

YaanuTb CTaHZapTHbIN cnncok ACL.

Co3pgaHune HoBOro pacwmpeHHoro cnucka ACL ana agpecauum IPv4
N BXOL B PEXUM ero KoHdpurypauum (ecam CnmMcok C AaHHbIM
MMeHeM elLe He co3aH) MMbo BXoA, B PEXUM KOHOUTYpaLMK paHee
CO343aHHOrO0 CMMCKa.

YpaneHue pacwmpeHHoro cnucka ACL ana agpecauun IPv4.

Co3paHune HoBoro ctaHgapTHoro cnucka ACL ana agpecauum IPv6.
-deny — 3anpeTuTb NPOXOXAEHME MAKETOB C YKAa3aHHbIMU
napameTtpamu;
- permit — pa3spewnTb NPOXOXKAEHME MAKETOB C YKa3aHHbIMU
napameTpamu.

YpaneHue ctaHgapTHoro cnucka ACL ana agpecaumu IPv6.

Co3paHne HOBOro pacwmpeHHoro cnucka ACL ana agpecauum IPve
W BXOA B PEXUM €ro KoHdUrypauum (ecnm Cnucok C AaHHbIM
MMeHeM elLe He co34aH) b0 BXOA, B PEXUM KOHOUTYpaLMK paHee
CO343HHOrO0 CMMCKa.

YpaneHue pacwupeHHoro cnucka ACL ana agpecauum IPv6.

Co3paHue HoBoro crnvcka ACL Ha 6asze MAC-agpecaunn v Bxog B
PEXUM ero KoOHGUrypaumm (ecam CNUCoK C AaHHbIM UMEHEM elue
He co34aH) MMbo BXOA B PeXUM KOHOUTYpaLnUn paHee CO34aHHOMo
CrucKa.

Yaanenue cnucka ACL Ha 6aze MAC-agpecaumm.

time-range time_name

no time-range time_name

time_name: (0..32)
cumBoNa

Bxoa B pexum KoHbuUrypauum time-range u onpeaesneHue
BPEMEHHbIX MHTEPBANOB A/ CNWCKa A0CTYNa.
- time_name — umsa npoduna HacTpoek time-range.

YaaneHve 3agaHHoOM KoHOUrypauum time-range.

Ona Toro u4tobbl aKkTMBM3MpOBaATb cnmncok ACL, Heobxogumo cBA3aTb ero c MHTepdeincom.
NHTepdeiicom, MCNob3YIOLLMM CNIMCOK, MOKeT BbiTb 60 nHTepdeiic Ethernet, nnbo rpynna nopTos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN, epynnsl nopmos

KomaHgHan cTpoKa B pexume KoHourypaumm mHtepderica Ethernet, VLAN, rpynnbl nopToB nmeet

BUA:

console (config-if)#

Tabnunua 240 — KomaHaa HasHauyeHus cnucka ACL-nHTepdeicy

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuro

Aelicmeue

service-acl input access_list

no service-acl input

access_list: (0..32)
CcMMBONIA

B HacTpoiikax onpeagenéHHoro ¢pusmyeckoro nHTepdenca KomaHaa
NpuUBA3bIBAET YKa3aHHbIV CMUCOK K JaHHOMY UHTepdelicy.
—rnobanbHaa HacTpoMKa AnAa npUMeHeHUs onuum 82.
Nop pevictBue ACL, HasHavyaemoro Ha interface vlan,
V nonagaet He TO/IbKO MapLIpyTU3Upyembiii Tpadpuk, HO U
Tpad UK BHYTPU CETU.

YaaneHue cnvcKka ¢ nHtepdelica.
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KomaHOwbi pexcuma Privileged EXEC

KomaHgHan cTpoka B pexkume Privileged EXEC nmeert Bua;

console#

Tabnunuya 241 — KomaHabl gns npocMmoTpa cnuckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show access-lists [access_list]

show access-lists
time-range-active [access_list]

access_list: (0..32)
cMMBOIA

MokasbiBaeT cnunckn ACL, co3gaHHble Ha KommyTaTope.

MNMoka3sbiBaeT cnuckm ACL, co3gaHHble Ha KOMMyTaTope, KOTopble B
HacToALlee BpeMa ABNAIOTCA aKTUBHbIMU.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094);

MokasbiBaeT cnuckun ACL, HazHaYeHHble HTepdericam.

clear access-lists counters
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094);

O6HYNANTbL BCe cYeTYMKM cnuckoB ACL Inbo cyeTUMKM AN1a CNUCKOB
ACL 3apaHHoOro nHtepdelica.

show interfaces access-lists
trapped packets
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094);

MoKa3blBaeT CYETYMKM CMIUCKOB AocTtyna.

KomaHOowbl pexcuma EXEC

KomaHgaHan cTpoka B pexkume EXEC numeet sua;

console#

Tabnunua 242 — KomaHabl 4ns npocMmoTpa cnuckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show time-range [time_name]

Moka3biBaeT KOHdUrypauuto time-range.

5.27.1 KoHdpueypayusa ACL Ha 6a3e IPv4

B gaHHOM pasaene npuBeneHbl 3HAYEHUA U OMNMCAaHMA OCHOBHbIX NMAPaMeTPOB, UCMO/b3yeMbIX B
COCTaBe KOMaHJA, HacTpoiikm cnmckosB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3paHne 1 BXOA B perKUM
pefakTuposaHnA cnuckos ACL, ocHOBaHHbIX Ha agpecauuun IPv4, ocywectBnAaetTca nNo KomaHae: ip
access-list extended access-1ist.Hanpumep, gnsa cosganus cnucka ACL nog HasBaHuem EltexAL
HeobXxo04MMO BbINOJHUTL CAeAytoWwme KOMaHAbI:

console#

console# configure
console (config)# ip access-list extended EltexAL
console (config-ip-al) #
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Tabnnua 243 — OCHOBHbIe MapamMeTpbl, UICNOJIb3yeMble B KOMaHaax

Mapamemp 3HayeHue Aelicmeue
permit [JeicTBure ‘paspewnts’ Co3paet paspelatouiee npasuno ¢uabtpaumm B cnucke ACL.
deny [ewncTteue ‘3anpetuTs’ Co3pgaet 3anpewatowee npasmno puabTpaumm B cnucke ACL.
protocol Mone npepHasHayeHO [ANA yKasaHMA NPOTOKoNa (MM  Bcex
NPOTOKONOB), Ha OCHOBe KoToporo OyaeT ocywecTBaseTca
dunbTpauma. MNpu BbibOpe NPOTOKO/MA BO3MOXKHbI Cnegylolimne
NbOTOKON BapuaHTbl: icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6,
P ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf,
ipinip, pim, 12tp, isis, ipip, "M60 UncnoBoe 3HayeHMe NPOTOKONa, B
AvnanasoHe (0 — 255).
[na cooTBeTCTBMA NIOBOMY NPOTOKONY UCMO/Ib3YeTCA 3HaveHme IP.
source Aapec UCTOYHMKA Onpegensert IP-agpec UCTOYHMKA NaKeTa.

source_wildcard

Wildcard-macka agpeca
MUCTOYHMKA

ButoBasa macka, npumeHsemas K IP-agpecy MCTOYHWMKa nakeTa.
Macka onpegpensetr 6utbl IP-agpeca, KoTopble Heobxoaumo
UrHopupoBaTb. B 3HaueHMA UrHopupyembix OUTOB A0MKHbI ObITb
3anucaHbl eguHUUbBl. Hanpumep, MCNoib3ys MAcKy, MOMKHO
onpegennTb AnA npasuna euabtpaumm IP-cetb. Y1o6bl AO06aBUTL
B npasuno ¢uabTpaymm IP-cetb 195.165.0.0, Heobxoanmo 3a4atb
3HayeHMe mackm 0.0.255.255, To ecTb cornacHo AaHHOW Macke
nocnegHue 16 6ut IP-agpeca 6yayT UrHopUpoBaThCA.

destination

Appec HazHayeHun

Onpepensaet IP-aapec HazHayeHMA nakeTa.

destination_wildcard

Wildcard-macka agpeca
HasHayeHus

butoBaA macka, npumeHsemas K IP-agpecy HasHayeHWAa nakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble Heobxoanmo
UrHOpMpoBaTb. B 3HaYeHMA UrHopupyembix BUTOB LOMKHbI ObITb
3anucaHbl eguHMubl. Macka Mcnoab3yeTca aHa/lorMyHO Macke
source_wildcard.

vlan

NpeHtndukatop Vian

Onpegensert Vlan, gna Kotoporo byaeT NpMMeHATLCA NPaBuIo.

dscp

MNone DSCP B 3aronoske L3

Onpepensiet 3HayeHne DSCP-nonsa diffserv. Bo3amoxkHblie Kogpl
coobuieHnit nona dscp: (0 — 63).

precedence

Mpuopwutet IP

Onpegenset npuoputeTt IP-Tpaduka: (0-7).

time_name

Mma npoduna
KoHbUrypaumm time-range

OnpegensieT KOHOUIYpPaLMIO BPEMEHHbBIX MHTEPBA/OB.

icmp_type

Tun  coobuweHuin npotokona ICMP, wucnonbsyemblin anAa
dunbtpaymm ICMP-nakeToB. Bo3aMoKHble TUMbl COOOLLEHMI NoNsA
icmp_type: echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-
advertisement, router-solicitation, time-exceeded, parameter-
problem, timestamp, timestamp-reply, information-request,
information-reply, address-mask-request, address-mask-reply,
traceroute, datagram-conversion-error, mobile-host-redirect,
mobile-registration-request, mobile-registration-reply,
domain_name-request, domain_name-reply, skip, photuris, nn6o
4YUCNOBOE 3HaYeHWe TUna coobueHuns, B gnanasoxe (0 — 255).

icmp_code

Koa coobuieHnsa npoTokona
ICMP

Kog, coobuweHnit npotokona ICMP, wucnonb3yembli  ans
dunbTpaymm ICMP-nakeToB. Bo3moKHble Koabl cO0bLLEHMI Nons
icmp_code: (0 — 255).

igmp_type

Tun cooblweHna npoTokona
IGMP

Tun  coobuweHuin npoTtokona IGMP, wucnonb3yembli  gna
dunbTpaummn naketos IGMP. BO3MOKHbIe TUMNbl COOBLLEHWNI NonA
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nMbo 4yncnoBoe 3HayeHue
Tvna coobuieHuns, B ananasoHe (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4YeHusA
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source_port

UDP/TCP-nopT MCTOYHMKaA

Bo3moskHble 3HaueHusa nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), lpd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(223), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HayeHue (0 —65535).

list_of flags

dnarn npotokona TCP

Ecnu ans ycnosua dunbtpauuun dnar AonKeH ObiTb YCTaHOBAEH,
TO nepes HUM CTaBMTCA 3HAK «+», €CNM He fAo/KeH 6biTb
YCTaHOB/EH, TO «-». BO3MOXHble BapuaHTbl ¢naros: +urg, +ack,
+psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn n -fin. Mpwn
MCMNONb30BaHUN HECKONbKUX GnaroB B ycnoBuu GuabTpauum,
bnarn obveamHATCA B 04HY CTPOKy 6e3 npobenos, Hanpumep:
+fin-ack.

OTnpaBKa coobLieHni

disable_port BblkNto4aeT MNOPT, C  KOTOporo 6bll  MPUHAT  MakerT,
OTKNtoYeHMe nopTa YO0BNETBOPAOWMI yci0BUAM 060 U3 KomaHz 3anpeTa deny, B

COCTaBe KOTOpOW 6bl10 onMcaHo none.
log_input BKtoyaeT oTnpaBKy MHGOPMaLMOHHbIX COOBLLEHNI B CUCTEMHbIN

YKYPHaa Npv NoNy4yeHUM NakeTa, KOTOPbIA COOTBETCTBYET 3aNuUcHu.

offset_list_name

HanmeHoBaHue cnucka
wabnoHoB Nonb3osaTens

3apaeT MCNonb3oBaHWE cnUcKa WabnoHoB Monb3oBaTens A
pacnosHaBaHWA nakeTos. [N Kaxaoro cnucka ACL moKeT 6biTb
onpeaeneH CBOM CNMUCOK WabnoHoB.

ace-priority

MpuopuTeT 3anucu

MHAeKc 3aZiaeT NONOXKEHWE NPaBUIA B CIUCKE W €ro NPUOpPUTET.
Yem meHblle MHAEKC — TeM npuopuTeTHee npasuo. [uanasoH
A0NYyCTUMbIX 3HauYeHui (1..2147483647).

Y

v
v
Y

DOna Bblbopa Bcero guanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3syerca

napameTp «any».

Ecnu nakeTt nonagaet nog Kputepui npasmuna 8 ACL, To Hag, HUM BbINOAHAETCA AelcTBUe
aToro npasuna (permit/deny). anbHeliwan nposepKa He NPOU3BOLUTCA.

Ecnn Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHa4asibHO NakKeT byaeT npoBepeH Ha
cooTtBeTcTBUE NpaBuaam IP ACL, notom MAC ACL (B cnyuyae, ecam He nonaaér noa peiictemne

HU ogHoro u3 npasun IP ACL).

Ecnu nocne npoBepKu Ha cootBeTcTBue npasunam IP uam MAC ACL (koraa 1 ACL HasHaueH
Ha uHtepdodeiic) uam IP u MAC ACL (Koraa 2 ACL HasHaueHbl Ha MHTepdeic) nakeT He nonan
nopa, AeiAcTBMe HU OAHOro U3 NPaBUA, TO HaA AaHHbIM NakeTom 6yaeT npumeHeHo aeiictBue

"deny any any".

Tabnunua 244 — KomaHAabl, UCnosib3yemble a1a HacTpoliku ACL-cnnuckoB Ha ocHoBe IP-aapecauuu

KomaHoa

Aelicmeue

[ace-priority

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]

index]

[ob6aBnser paspeluatoLlyto 3anncb GUAbTPALMM AA NPOTOKOAA.
lMaKeTbl, OTBEYatOLLME YCAOBMAM 3anucu, byayT obpabaTbiBaTbcs
KOMMYTaToOpPOM.

no permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]

YpanseT co3faHHy paHee 3anuch.
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permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[ace priority index]

[obasnsaeT paspeLluatoLLyto 3anmcb GUAbBTPALUKN ANA NPOTOKONA
IP. MakeTbl, OTBevalOWwme ycAOBMAM  3anucu,  byayT
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

YanseT co3gaHHyH paHee 3anuch.

permit icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [ace-priority index]
[offset-list offset_list_name] [vlan vian_id]

[obasnaeT paspellatoLLyto 3anmcb GUAbTPALUKN ANA NPOTOKONA
ICMP. MakeTbl, oOTBevalowme ycAOBMAM  3anucu, byayt
o6pabaTbiBaTbCA KOMMYTATOPOM.

no permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [offset-list
offset_list_name] [vlan vian_id]

YaanaeT co3gaHHyo paHee 3anuch.

permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index]

[obasnaeT paspellatoLLyto 3anmcb GUAbTPALUN A41A NPOTOKONA
IGMP. MakeTbl, OTBeYalolWMe YyCNOBMAM 3anucu, byayt
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

YanseT co3gaHHyH paHee 3anuch.

permit tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[obasnseT paspelsatoLLyto 3anmcb GUAbTPALUN A4NA NPOTOKONA
TCP. MMakKeTbl, OTBevalOWMe YyCAOBUMAM  3anuck, byayt
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

Ypanaer co3gaHHyo paHee 3anuce.

permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[JobaBnaeT paspeluatoLlyto 3anncb GuAbTPaLUKU ANA NPOTOKOAA
UDP. MMakeTbl, oOTBeYawowWwMe YycAoBUAM  3anucu, Oyayt
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

Ypanaet CO34aHHYIO paHee 3anuncob.

deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[obasnaer 3anpeLatolyio 3anucb GuUAbTPaLMM 417 NMPOTOKOA.
MaKeTbl, oTBEYalOLWMeE YCNOBUAM 3anucy, ByayT 6aoKuMpoBaTbes
KommyTaTopom. Npu ncnonb3osBaHuK Kntouesoro ciosa disable-
port du3snyeckuii MHTepdenc, NPUHABLIMIA TaKoW nakeT, byaeT
BbiK/toYeH. Mpu ucnonb3oBaHuM Katodesoro cnosa log-input
6yfeT OTNPaBAeHO COObLLEHNE B CUCTEMHbIN KypHaI.

no deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

Ypanaet CO34aHHYIO paHee 3anunchb.

deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

[disable-port | log-input] [ace-priority index]

[obasnaeT 3anpeLLatowyio 3anMcb GUAbTPALUKN gNa NPOTOKONA
IP. [MakeTbl, oTBevalolwme  yCNoOBMAM  3anucw, oyayT
6710KMPOBATLCA KOMMYTAaTOPOM. MpPU UCNONB30BAHWUM KNHOYEBOTO
cnosa disable-port ¢usmnueckunit nHTepdeic, NPUHABLWINIA TaKkolh
nakert, 6yaeT BblKAtoYeH. Mpu UCNoNb30BaHMKM KIOYEBOrO COBA
log-input 6ygeT oTnpaBieHo coobLLEHME B CUCTEMHDIN KYpPHa.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[disable-port | log-input]

Ypanaet CO34aHHYIO paHee 3anunchb.
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deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[obasnsaeT 3anpeLLatoLyio 3anmucb GUAbTPALUKU 4NA NPOTOKONA
ICMP. MakeTbl, oOTBevalowme ycAOBMAM  3anucu, byayt
6710KMPOBATLCA KOMMYTATOPOM. [P MCNO Ib30BAHUM KNHOYEBOTO
cnosa disable-port ¢usnuecknin nHTepdeiic, NPUHABLINIA TaKkon
nakert, 6yaeT BblKAoYeH. Mpu MCNONb30BaHMKM KOYEBOTO C/0BA
log-input 6ygeT oTnpaBieHo coobLLEHME B CUCTEMHDIN KYpPHa.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Yaanaer co3gaHHyo paHee 3anuch.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[obasnaeT 3anpeLLatowyio 3anMcb GUAbTPaUUKN gna NPoOToKoNa
IGMP. MakeTbl, OTBeYalOlWMe YyCNOBMAM 3anucu, byayt
6710KMPOBATLCA KOMMYTaTOPOM. MpPU UCNONB30BAHWUM KNHOYEBOTO
cnosa disable-port dusnuecknin nHTepdeiic, NPUHABLINIA TaKkomh
nakert, 6ygeT BblKAOYeH. Mpn MCNONb30BaHUKN KIOYEBOTrO C/NOBa
log-input 6ygeT oTnpaBieHO coobLLEHME B CUCTEMHDIN KYPHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

Yaanser co3gaHHylo paHee 3anmch.

deny tcp {any | source source_wildcard}{any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index] [disable-port | log-input]

[JobasnsaeT 3anpelyatollyto 3anuce GUAbTPaALMM A4 NPOTOKO/A
TCP. MMakeTbl, OTBevalOWMe YyCAOBUMAM  3anuck, byayt
6710KMPOBATLCA KOMMYTAaTOPOM. MpPU UCNONB30BAHWUU KNHOYEBOTO
cnosa disable-port dpusnyecknin nHTepdeinc, NPUHABLLNI TaKoW
nakert, 6yaeT BblkAoYeH. Npn MCNONb30BaHMKM KNOYEBOTO COBA
log-input 6yaeT oTnpasneHo coobLieHNe B CUCTEMHBIN KypHa.

no deny tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

YanseT co3gaHHyH paHee 3anuch.

deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[JobasnsaeT 3anpeLuatoLlyio 3anmucb GUAbTPALUKN ANA NPOTOKONA
UDP. MMakeTbl, oOTBeYawlWMe YyCcAoBUAM  3anucu, 6yayt
6/10KMPOBATLCA KOMMYTAaTOPOM. MPU UCNONB30BAHUWN KNHOYEBOTO
cnosa disable-port dusnuecknint nHTepdeiic, NPUHABLINIA TaKkon
nakert, 6yaeT BbikAOYeH. Mpn MCNONb30BaHUK KHOYEBOTrO CNOBA
log-input 6yaeT oTnpasaeHo coobLLeHNE B CUCTEMHBII KYPHa.

no deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

Ypanfer co3gaHHyo paHee 3anuce.

offset-list offset_list_name {offset_base offset mask
value} ...

Co34aéT cnucok WwabsoHoB nonb3oBaTens ¢ meHem name. Nma
MOKeT BK/toYaTb oT 1 A0 32 cumBooB. B 0gHO KOMaHAe MOoXKeT
cofepKaTbca A0 TpuUHaguatM wWabnoHOB B 3aBUCMMOCTM OT
BbIBPAHHOIO peXxmnma HacTPOMKM CNMUCKOB AocTyna (KomaHaa set
system mode), BKAto4aloLWmMX caeaytolime napameTpbl:
- offset_base — 6a3oBoe cmelLeHne. BOo3MOoXKHble 3HaYeHUs:

13 — Hayano cmeweHmA ¢ Havyana IP-3aronoBKa;

14 — Hayano cmelleHUs ¢ KoHuUa IP-3aronosKa.
- offset — cmelLeHne GaliTa faHHbIX B Npegenax naketa. basosoe
CcMeLLeHMe NPUHMMAETCA 33 Ha4ao OTCYeTa;
- mask — macKka. B aHanM3e nakeTa NPUHMMALOT y4acTue TONIbKO Te
paspaabl 6aliTa, ANA KOTOPbIX B COOTBETCTBYHOLMX paspsamax
Macku 3aaaHa ‘0’;
- value — ICKOMOe 3HayeHue.

no offset-list offset_list_ name

Ypanaet CO3A3HHbII7I paHee CNUCOK.
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5.27.2 Konepuzypayusa ACL Ha 6a3e IPv6

B gaHHOM pasgene npusegeHbl 3HAaYEHUA U ONMCAHUA OCHOBHbIX MAPAMETPOB, UCMOAb3YEMbIX B
coCTaBe KOMaHA HacTponku cnmckos ACL, ocHOBaHHbIX Ha aapecaummn IPve.

CosgaHue n BXo4, B peXum penaktmposaHma cnuckoB ACL, OCHOBaHHbIX Ha aapecauun [Pv6,
OCYLLECTBNAETCA NO KOMaHAe: ipvé access-list access-1ist. Hanpumep, 4na co3gaHma cnmcka
ACL nog, HazBaHMem MESipv6 HeobxoaMMO BbINOHUTL CAeaylowmne KoMaHabl:

console#

console# configure

console (config)# ipv6 access-list MESipvé
console (config-ipve-al) #

Tabnuua 245 — OcHOBHbIE NapameTpbl, UCNOAb3yEMbIE B KOMaHAAX

Mapamemp 3HavyeHue Aelicmeue
permit [ewcteue paspewmnTb Co3paet paspelwatouiee npasuno ¢puabtpaumm B cnucke ACL.
deny [JelicTBMe 3anpeTuTb Co3paeT 3anpelyatoliee npasuao GunbTpaumm B cnucke ACL.
protocol Mone npeaHasHayeHO ANA YKa3aHMA NpoToKona (uMaM  Bcex
NPOTOKONOB), HAa OCHOBE KOTOpOro OyaeT ocyuiecTsaseTcs
dunbTpayma. Mpu BbIGOpPE NMPOTOKONA BO3MOXHbI cheayouime
MpoTtokon BapuaHTbl: icmp, tcp, udp b0 YncnoBoe 3Ha4YeHMe NPOTOKOIA —
icmp (58), tcp (6), udp (17).
Ona cootseTcTBUA NOOOMY NPOTOKOAY UCMONb3YeTCA 3HaYeHue
IPv6.
source_prefix/length Azpec oTnpasuTens n ero Onpegenser IPvb-agpec n annHy npedwukca cetn (0-128)
ANVMHa (KonnuecTBO cTapwmx BUT agpeca) UCTOYHMKA NaKeTa.
destination_prefix/length Aapec HazHaYeHUA u ero Onpegenser IPvb-agpec n anuHy npedwukca cetn (0-128)
ONVHa (konnuecTBo cTapwmnx 6BUT agpeca) HasHAYEeHUA NaKeTa.
dscp None DSCP & saronoske L3 Onpe,u,enﬂevT 3HayeHune DSCP-nons diffserv. Bo3amoskHble Kogpbl
coobueHuii nons dscp: (0 — 63).
precedence Mpuoputert IP Onpegenset npuoputeT IP-Tpadmka:(0-7).
time_name Ums npoduna OnpeaenseTt KOHPUIypaL MO BPEMEHHbIX MHTEPBA/IOB.
KOHdUrypaumm time-range
icmp_type Ucnonbsyetca ana punbrpaumm ICMP-nakeToB. Bo3MoXKHbIe TUMbI
M YNCNOBblE 3HaYeHUs cooblueHunl nons icmp_type: destination-
Tun coobliieHmA npoToKona unreachable (1), packet-too-big (2), time-exceeded (3),
ICMP parameter-problem (4), echo-request (128), echo-reply (129),
mld-query (130), mld-report (131), mldv2-report (143), mld-done
(132), router-solicitation (133), router-advertisement (134), nd-ns
(135), nd-na (136).
icmp_code Kog, coobuieHui Ucnonbsyetca pna  oéunbrpaummn ICMP-nakeToB. Bo3moOKHble
npoTtokona ICMP 3HayeHwua nona (0 — 255).
destination_port UDP/TCP-nopt Ha3HayeHna | BoamorkHble 3HaYeHua nona TCP-noprta: bgp (179), chargen (19),
source_port daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), lpd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
UDP/TCP-nopt ucTouHuKa dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).
JIn6o uncnosoe 3HaveHune (0 — 65535).
list_of flags Ecnu gna ycnosua ¢unbTpaumm dnar fonxeH 6biTb YCTAaHOB/EH,
®nar npotokona TCP TO nepef, HUM CTaBMTCA 3HaAK «+», €CNU He A0/KeH 6biTb
YCTaHOB/IEH, TO «-». BO3MOMHble BapuaHTbl ¢pnaros: +urg, +ack,
+psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u fin.
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disable-port BbikntoyaeT MoOpT, C  KOTOporo 6bll  MPUHAT  MakerT,
OTKNtoYeHne nopTa YO,0BNETBOPAOLWMI yCI0BUAM Nt060M U3 KoMmaHz 3anpeTa deny, B
cOCTaBe KOTOpOoW, 6bIN0 onMcaHo nose.
log-input N BKAtoyaeT oTnpaBKy MHGOPMALMOHHbIX COOBLEHNI B CUCTEMHDIN
g-inp OTnpaBKa coobLeHni pasky urbopmay, N W
KYPHaN Npu Noay4eHUn NakeTa, KOTOPbI COOTBETCTBYET 3aMuUCH.
ace-priorit WUHaekc npasuna B Tabauue, Yem MeHblle WHAEKC — Tem
P v NHaekc npasuia . P He A
npuopwuteTHee npasuno: (1..2147483647).

4
Y

napamerp «any».

pob6asnaloTca 3anucu
permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

DOna Bblbopa Bcero gnanasoHa napameTtpos, Kpome dscp u IP-precedence ucnonb3syetca

Mocne Toro, Kak xota 6bl ogHa 3anucb aobasneHa B cnucok ACL, nocnegHMMKM B CNUCOK

[Be nepBble M3 HUX paspeLUaloT NOUCK cocegHUX IPV6-yCTPOMCTB C NOMOLLbIO NPOTOKOANA
ICMPV6, a nocnegHsa O3HayaeT UrHOPUPOBAHUE BCEX MAKETOB, He YA0BAETBOPAIOLMUX

ycnosuam ACL.

Tabnunua 246 — KomaHabl, Ucnosibayemble ana HacTpoiku ACL cnuckoB Ha ocHoBe IPv6-aapecauum

KomaHoa

Aelicmeue

permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[ob6asnaeT paspeLlatoLyro 3anmcb GuUabTpauumn 4na NpoToKoNa.
MakeTbl, OTBEYalOLLME YCAOBMAM 3anucK, 6yayT obpabaTbiBaTbeA
KOMMYTaTOpPOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

Yaanser cosgaHHylo paHee 3anmce.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

Job6asnaeT paspelatoLlyto 3anmMcb GUabTPaLUN ANA NPOTOKOAA
ICMP. MMakeTbl, OTBevaloWMe ycnoBusM 3anucu, byayT
06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

Ypanser cosgaHHyo paHee 3amnuch.

permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]
[ace-priority index]

[ob6asnaeT paspelatoLyto 3anmcb GUAbTPaALUN ANA NPOTOKOAA
TCP. MakeTbl, oOTBeEYalOWMe ycAOBMAM  3anucu, byayt
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

YpanaeTt co3gaHHyo paHee 3anuchb.

permit udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[obaBnaeT paspeLuatoLyto 3anncb GuabTpauum Ana NpoTokona
UDP. [MakeTbl, oOTBeYalwWwMe YycnoBMAM 3anucu, byayT
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

Ypanaet CO34aHHYIO paHee 3anucb.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[JobasnaeT 3anpeLyatoLLyto 3anncb GUabTPaL MM 418 NPOTOKoNA.
MakeTbl, oTBEYatoLWMe ycaoBMAM 3anucu, byayT 6aokmMpoBaTtbea
KommyTaTopom. Mpu ncnonb3osaHum Katovesoro cnosa disable-
port dpusmyecknit nHTepdeic, NPUHABLLMIA TakoW nakeTt, bypeT
BblKtoYeH. Mpu nMcnonb3oBaHUM Katovesoro cnosa log-input
6yaeT oTnpasieHO coobLLeHNe B CUCTEMHDIN KypHan.

Ethernet-kommymamopeol ceputli MES3300, MES53xxA, MES5400-xx

219




HELTEX

no deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

YpanseT cosfaHHyo paHee 3anuch.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[obaBnseT 3anpeLLatoLLyto 3anucb GuabTpauumn Ana NpoToKoaa

ICMP. [akeTbl, oOTBevalWMe YCAOBUAM 3anucu, byayT
610KMpPOBaTHLCA KOMMYTaTOpOM. Mpwn MCMo/Ib30BaHUK
kntoyesoro cnosa disable-port ¢du3snyeckuin  nHTepodelic,

NPUHABLUNIA TaKoM NakeT, ByaeT BbikAtoYeH. Mpyu cnonb3oBaHUM
kntoyeBoro cnosa log-input 6yaeTt oTnpasneHo cooblieHne B
CUCTEMHbI KypHa.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

YpanseT cosfaHHyo paHee 3anuch.

deny tcp {any | source prefix/length} {any | source _port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[ob6asnseT 3anpeLLatoLLyto 3anucb GuabTpauumn Ans NpoToKoaa

TCP. MakeTbl, oOTBeYalOWMe ycaoBUAM  3anucu, byayt
610KMpOBaTHCA KOMMYTaTOpPOM. Mpwn MCMNONb30BaHNU
Kntoyesoro cnoea disable-port dusmuecknini  nHTepdelic,

NPUHABLUNIA TaKoM nakeT, ByaeT BbikAtoYeH. Mpu CNonb3oBaHUK
kntoyesoro cnosa log-input 6yaeTt otnpasneHo cooblieHne B
CUCTEMHBIN XypHan.

no deny tcp {any | source prefix/length}{any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YpanseT cosfaHHyo paHee 3anuch.

deny udp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[ob6asnaet 3anpeLatoLLyto 3anuce GuUnbTpauumn gns NpoToKona

UDP. MMaKeTbl, oOTBevyalowme ycnoBusm 3anucu, byayT
610KMpPOBaTHLCA KOMMYTaTOPOM. Mpwn NCMNoNb30BaHUU
Kntoyesoro cnosa disable-port ¢usnyecknin  nHTEpdelic,

NPUHABLUNIA TaKoM NakeT, byaeT BbikAtoueH. Mpu MCcnoab3oBaHUK
Kntoyesoro cnosa log-input 6yaer otnpasneHo coobuieHue B
CUCTEMHDIN XKypHan.

no deny udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Ypanser co3gaHHyo paHee 3anmchb.

offset-list offset_list_name {offset_base offset mask value}

Co34aéT CNUCOK WabNoHOB NOAb30BaTENA C UMEeHeM name. Uma
MOKeT BKAo4aTb 0T 1 40 32 cMmB0OJ10B. B 0gHOIM KOMaHae moxKeT
cogepKaTbCs A0 TPUMHAALATU LWAbAOHOB B 3aBUMCMMOCTU OT
BblI6PaHHOrO peXxmnma HacTPOMKM CMMCKOB A0CTyna (KomaHaa set
system mode), BKAto4aloLWmMX caeaytolimMe napameTpbl:
- offset_base — 6a3oBoe cmelLeHne. Bo3MOXKHble 3HaYeHUs:

I3 — Hayano cmelleHMA ¢ Hayana IPv6-3aroioBKa;

14 — Hayano cmelleHUs ¢ KoHUa IPv6-3aronoska.
- offset — cmeleHWe 6anTa JaHHbIX B Npeaenax nakera. basosoe
CMelLleHMe NPUHMMAETCA 3a Ha4yaNo OTCYeTa;
- mask — macKka. B aHanun3e nakeTa NPMHMMAIOT y4acTue TONbKO
Te paspaapbl 6aliTa, 419 KOTOPbIX B COOTBETCTBYHOLLMX pa3psaLax
Macku 3agaHa ‘0’;
- value — CKOMoe 3Ha4yeHue.

no offset-list offset_list_ name

Ypanaet CO3,CI,aHHbIl71 paHee CNUCOK.

5.27.3 KoHndpueypayusa ACL Ha 6a3e MAC

B paHHOM pasgene npuBedeHbl 3HAYEHUA U OMUCAHUA OCHOBHbIX MAPAMETPOB, MCMOJIb3yEMbIX B
cocTaBe KoMaHA, HacTpoliku cnmckoB ACL, ocHoBaHHbIx Ha MAC-agpecaunu.

CospgaHune n BXo4, B pexum pefaktnposaHma cnuckoB ACL, ocHoBaHHbIXx Ha MAC-agpecauun,
OCYLLEeCTBNAETCA NO KOMaHAe: mac access-list extended access-1ist.
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Hanpumep, gna cosgaHma cnmucka ACL noa HasBaHMem MESmac HeobxoaMMoO BbIMOAHUTL

cnefytolme KomaHapi:

console#

console# configure
console (config) # mac access-list extended MESmac
console (config-mac-al) #

Tabnuua 247 — OCHOBHblE NapamMeTpbl, UCNOb3yeMble B KOMaHAaX

Mapamemp 3HavyeHue Aelicmeue
permit [eWncTBre paspewmnTb Co3pgaeT paspelatouiee npasuno ¢uabtpaumm B cnmcke ACL.
deny [OevicTBue 3anpeTuTb Co3pgaet 3anpewatowee npasmno puabtTpaumm B cnncke ACL.
source Appec oTnpasutens Onpegenser MAC-agpec UCTOYHMKA NaKeTa.

source_wildcard

wildcard-macka agpeca
WUCTOYHUKA

Macka onpegensetr 6utbl MAC-agpeca, KoTopble HeobxoamMmo
UrHopMpoBaTb. B 3HaYeHMA UrHopupyembix BUTOB LOMKHbI ObITb
3anucaHbl eauMHuubl. Hanpumep, MCMNO/b3ys MACKY, MOXHO
onpeaennTb gas npasuna ¢unbtpaumm gnanasoHa MAC-agpecos.
Y1o6bl g06baBuTb B npaBuao ¢unbTpaumm Bce MAC-agpeca,
HaunHatowmeca Ha 00:00:02:AA.xx.xx, Heobxoaumo 3agaTb
3HayeHue macku 0.0.0.0.FF.FF, To ecTb, cOrnacHo A4aHHOW Macke,
nocnegHue 32 6uta MAC-agpeca 6yayT He BaXKHbI A1 aHaAu3a.

destination

Appec HazHayeHun

Onpepgenaetr MAC-agpec Ha3HaYeHMA nakeTa.

destination_wildcard

wildcard-macka agpeca
HasHayeHus

Macka onpegensetr 6utel MAC-agpeca, KoTopble HeobxoaMmo
WUrHOPMPOBaTb. B 3HaYeHWUA UTHOPUPYEMbIX BUTOB AOMKHbI 6bITb
3anucaHbl eguHuLbl. Macka MCno/b3yeTca aHa/sorMyYHO Macke
source_wildcard.

vian_id

vlan_id: (0..4095)

NoaceTtb VLAN ¢opunbTpyembix NakeTos.

cos

cos: (0..7)

Knacc obcnyxusanmsa (CoS) punbTpyembix NakeTos.

cos_wildcard

wildcard-macka agpeca
o6cnyxnsanus (CoS)
bUNbTPyEMbIX MAKeTOB

Macka onpegenser 6utbl  CoS, KoTopble HeobxoaMmo
WUrHopMpoBaTb. B 3HaYeHMA UrHopupyembix BUTOB LOMKHbI ObITb
3anucaHbl eauHuLbl. Hanpumep, 4Tobbl NCNONBL30BATL B Npasuie
¢dunbtpaymm CoS 6 1 7, Heobxogmmo B nose CoS yKasaTb 3HaYeHue
6, nMbo 7, a B none Mackum 3HayeHuve 1 (7 B ABOMYHOM
npeacrasnedmm — 111, 1 — 001, nonyyaetca, 4To NOcneaHUNA BUT
6yaeT urHopupoBaTtbes, To ecTb CoS moxeT bbiTb Mbo 110 (6),
mbo 111 (7)).

KoHbUrypauum time-range

eth_type Ethernet-Tun ¢uALTPyEeMbIX MaKeTOB B LUECTHAALATEPUYHOM
-typ eth_type: (0..0xFFFF) puneTRY Auarep
B 3anucu.
disable-port Bblkno4aeT MNoOpPT, C KOTOporo 6bll1 MPUHAT  MakerT,
YL 0BNETBOPAIOLLMIA YCAOBMAM KOMaHAbl 3anpeTa deny.
log-input . BkAtoyaeT oTnpaBKy MHGOPMALMOHHBIX COODLLLEHNI B CUCTEMHbIN
g-inp OTnpaBKa coobLLeHui pasky ubop .
JKYPHaN Npy NOAy4YeHUMN NaKeTa, KOTOPbIN COOTBETCTBYET 3aMMCH.
time_name Mmsa npoduns OnpeaensieT KOHPUIypaLMIO BPEMEHHbIX UHTEPBaOoB.

offset_list_name

Mob6aiiToBOE CMellleHne OT
KNHOYEBOM TOYKM

3agaeT MCNonb3oBaHWe cnucka WwabnoHos nonb3osaTens AnA
pacrno3HaBaHMA NakeToB. [na Kaxaoro cnucka ACL moxeT 6biTb
onpeaeneH CBOM CNUCOK LWabaoHOoB.

ace-priority WNHIeKC NpaBuAa MHAEKC npasuia B Ta6/w1u,e, 4yem MeHblle HUHAEKC — Tem
A P npuoputeTHee npasuno 1-2147483647.
/‘ Ona Bbibopa Bcero gunanasoHa napametpos, Kpome dscp u IP-precedence, ucnonbsyertca
napametp «any».
/ Ecnu naket nonagaet nog Kputepuit npasuna B ACL, To Hag HUM BbINOAHAEGTCA AelcTBue
aToro npasuaa (permit/deny). lanbHelilwana npoeepKa He NPOU3BOAUTCA.

Ecnu Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHa4asibHO NakKeT 6yaeT npoBepeH Ha
cooTtBeTcTBUe npasuaam IP ACL, notom MAC ACL (B cnyuae, ecnam He nonagér nog aeiicreme
Hu ogHoro 13 npasun IP ACL).
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Ecnm nocne npoBepKu Ha cootBetcTBue npasmunam IP uan MAC ACL (korga 1 ACL Ha3sHaueH
Ha uHtepdodeiic) uam IP u MAC ACL (Korga 2 ACL HasHaueHbl Ha MHTepdeiic) nakeT He nonan
nopa, AeicTBMe HU OAHOro U3 NPaBUJ, TO HaA AaHHbIM NakeTom 6yaeT NnpuMeHeHo aelicTeue

"deny any any".

Tabnunuya 248 — KomaHabl, Ucnosibsyemble ana HacTpoku ACL-cnnckoB Ha ocHoBe MAC-agpecaumm

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [ace-priority index]
[offset-list offset_list_name]

[obaenaeT paspewarowyto 3anucb o¢uabTpauuu. MakeTbl,
oTBevalowme ycnoBmam 3anucu, 6yayt obpabaTbiBaTbCA
KOMMYTaTOPOM.

no permit {any | source source-wildcard} {any |
destination destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [offset-
list offset_list_name]

Yaanaer co3gaHHyo paHee 3anuch.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [ace-priorityindex] [offset-list offset_list_name]

[obasnaer 3anpewatowyto 3anucb ounbTpaumu. [lakeTsl,
oTBevaloWwme ycnosuam 3anucu, 6byayT 610KupoBaTbeA
KOMMyTaTopom. [puM  MCMNO/Mb30BAaHMM  KOYEBOrO  C/10Ba
disable-port, ¢wusnyeckuin unHTepdeic, NpPUHABWIKIKA TaKoM
naKeT, 6yAeT BbIKOYEH.

Mpu wncnonb3oBaHUM KakoueBoro cnosa log-input 6ynet
0TNpaB/IEHO COOBLLEHNE B CUCTEMHDIV XKYpHa.

no deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [offset-list offset_list_name]

YanseT co3gaHHy paHee 3anuch.

offset-list offset_list_name {offset_base offset mask value}

Co34aéT CcnMCcoK WabnoHOB Monb3oBaTeNs C UMEHEM name.
Mms moxkeT BKtoYaTb oT 1 g0 32 cumBON0B. B ogHOM KomaHae
MOXKET coaepKaTbca 40 TPMHAALATH WabIoHOB B 3aBUCMMOCTH
OT BbIOPAHHOTO peXKMMa HACTPOMKM CMUCKOB  AOCTyna
(komaHga set system mode), BKAOYalOWMX Ccheayoume
napametpbl:
- offset_base — 6a30Boe cmelleHne. BO3MOXKHble 3HaYeHun:

12 — Havano cmeweHun ot EtherType;

outer-tag — Hayano cmeweHuns ot STAG;

inner-tag — Hayano cmeueHus ot CTAG;

src-mac — Ha4dasno cmelleHma ¢ MAC-agpeca UCTOYHUKA;

dst-mac — Hauyano cmeweHns ¢ MAC-agpeca HasHayeHus.
- offset — cmelweHne 6ailTa AaHHbIX B Npeaenax nNakeTta.
Ba3oBoe cmelleHMe NPUHUMAETCA 3@ HaYvaslo OTCHeTa;
- mask —macKa. B aHann3e naketa NPMHMMAIOT y4acTUe TONbKO
Te paspaabl 6aliTa, 417 KOTOPbIX B COOTBETCTBYIOLLMX pa3psaaax
Macku 3aaaHa ‘0’;
- value — nckomoe 3HayeHwe.

no offset-list offset_list_ name

Ypanaet CO3A3HHbII7I paHee CNUCOK.
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5.28 KoHdurypauma 3awurtbl ot DoS-atak

[aHHbIN KNnacc KomaHg no3soaseT 610KMPOBaTb HEKOTOPbIE PacnpoCcTpaHeHHble Knaccbl DoS-aTak.

KomaHObl pexcuma 2106aabHOU KOHGU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHUIypauumn nmeet Bug;

console

(config) #

Tabnuua 249 — KomaHap! Ans HacTponKky 3awwmTbl oT DoS-atak

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

security-suite deny martian-
addresses [reserved] {add |
remove} ip_address

ip_address: ip-appec

3anpelaeT  MNPOXOXAEHWe  KagpoB C  HeAonyCTUMbIMU
(«mapcmaHckumm») IP-agpecamm uctoyHuka (loopback, broadcast,
multicast).

security-suite deny syn-fin

no security-suite deny syn-fin

-/BKNIOYEHO

OtbpacbiBaeT naketbl TCP ¢ O4HOBPEMEHHO YCTAaHOB/IEHHbIMU
SYN- u FIN- pnaramu.

BbIktouaeT pyHKUMIO oTbpacbiBaHMA nakeToB TCP ¢
oAHOBpeMeEHHO ycTaHoBaeHHbIMU SYN- 1 FIN- dnaramm.

security-suite dos protect
{add | remove} {stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpelaet/paspellaeT NPOXOXAEHUE OMpedesieHHbIX TUMNOB
TpaduKa, XxapaKTepHbIX ANA BPEAOHOCHbIX NPOrpamm:

- stacheldraht — otbpacbiBaer TCP-nakeTbl ¢ NOPTOM WMCTOYHMKA
paBHbIM 16660;

- invasor-trojan — ot6pacbiBaeT TCP-nakeTbl C NOPTOM Ha3HaYeHUA
paBHbiM 2140 1 nopToM UCTOYHMKA 1024;

- back-orifice-trojan — oT6pacbiBaet UDP-nakeTbl
HasHayeHuA 31337 n NOpPTOM UCTOYHUKA paBHbIM 1024.

C nopTom

security-suite enable [global-
rules-only]

no security-suite enable

-/BbIK/OYEHO

BK/toYaeT Knacc KomaHp security-suite.
- global-rules-only — oTtkntouyaeT knacc kKomaHg, security-suite Ha
nHTepdencax.
V He Bauset Ha paboTy KomaHAb! security-suite deny syn-
fin.

OTKAIOYaEeT KNacC KOMaHA, security-suite.

security-suite syn protection
mode {block | report |
disabled}

no security-suite syn
protection mode

—/block

Hactpansaet pexkmm 3awmTbl oT SYN-aTak:
- block — otb6pacbiBaeT npegHasHayeHHble ycTpoicTey TCP-

naketol C ycTaHoBneHHbIM ¢narom SYN wu  dopmupyer
npegynpexaatouwee coobuieHune;
- report — dopmupyeT npeaynpexpatoliee cooblieHne npu

npuxoge  npeAHasHayeHHoro TCP-naketa ¢
YCTaHOB/IEHHbIM pnarom SYN;

- disable — oTk/touaeT 3awmTy.

yCTpOncCTBY

HacTpanBaeT pexxmm no yMoa4aHuio.

security-suite syn protection
recovery sec

no security-suite syn
protection recovery

sec: (10..600) / 60

Onpepenser WHTepBasa, MO WCTeYEHWM KoToporo  byaet
pa3ba0KMpoBaH paHee 3ab6N1OKMPOBaHHbIM UCTOYHMK SYN-aTaku.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

security-suite syn protection
threshold rate

no security-suite syn
protection threshold

rate: (20..200) / 80

Onpegenser CKOPOCTb (KONMYECTBO MaKeToB B CeKyHAy) oOT
KOHKPETHOIO MCTOYHMKA, MPU KOTOPOM 3TOT WCTOYHMK 6yaert
MAEHTUPUUMPOBAH KaK aTaKYHOLWMNA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

security-suite syn protection
statistics

no security-suite syn
protection statistics

— /BbIK/OYEHO

BKkatoyaeT BegeHue ctatuctnkm SYN-aTak.

BbikntoyaeT BeaeHune cTaTMcTMKkM SYN-aTak.
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KomaHObI pexcuma KoHgu2ypauyuu uHmepapelica Ethernet, epynnsl nopmos

KomaHaHan cTpoka B pexknume KoHourypaumm nutepdeica Ethernet, rpynnbl noptos umeet Bua;:

console

(config-if) #

Tabnnuya 250 — KomaHaa KoHoUrypaumm 3awmTel oT DoS-atak ans nHtepdeicos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

security-suite deny
{fragmented | icmp | syn}
{add | remove} {any |
ip_address [mask]}

no security-suite deny
{fragmented | icmp | syn}

ip_address: IP-agpec;
mask: macka B
dopmarte IP-agpeca nam
npedukca

CospaeT npaBu/o, 3anpelyalouiee nNpoxoxaeHuve Tpaduka,
COOTBETCTBYIOLLLErO KPUTEPUAM.

- fragmented — ¢parmeHTMpPOBaHHbIE NaKeTbI;

- icmp — ICMP-Tpaduk;

- Syn — syn-nakertbl.

Ypanset 3anpeuatolLee npasusio.

security-suite dos syn-attack
rate {any | ip_address [mask]}

no security-suite dos
syn-attack {any | ip_address
[mask]}

rate: (199..2000)
NaKeToB B CEKYHAY;
ip_address: — |P-agpec;
mask: macka B
dopmare IP-agpeca nau
npeduKca

3agaeT nopor syn-3anpocoB Ha onpeaeneHHbii IP-agpec/ceTs,
npyv  NpPeBbilEeHUN  KOTOPOro  JMWHWE  Kagpbl  ByayT
oTbpacbiBaTbCA.

BoccTaHasnvBaeT 3HauYeHMe No YMOYaHUIO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 251 — KomaHgaa pexxkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show security-suite
configuration

OTob6parkaeT HacTPOMKK 3aWwmnTbl oT DoS-aTak.

show security-suite syn
protection {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..24);
hu_port: (1/0/1..6);
group: (1..48)

OTobparkaeT HacTPOlKKM 3awmTbl oT SYN-aTak 1 onepaTMBHoe
COCTOAHWE UHTEepdEeCcoB.

show security-suite syn
protection statistics [detailed]
[source-ip ip_address |
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..24);
hu_port: (1/0/1..6);
group: (1..48)

OTobparkaeT HAaCTPOMKM CTaTUCTUKK 3aLLmTbl OT SYN-aTak 1
MHOOPMaLMIO 06 UCTOUHUKAX aTaKW.

- detailed — oTobparkaeT AONONHUTENBHYIO MHDOPMaUULO 06
WUCTOYHUKE aTaKu;

- source-ip — oTobpakaeT MHPOPMaLMIO ANA YKa3aHHOrO ip-
aapeca UCTOYHUKA;

- interface — oTo6pakaeT MHPOpPMaLMIO ANA YKA3aHHOTO
MHTepoeica.

V B ctaTtucTtuke coxpaHaetca MHpopmauums o 512
nocnefHNUX UCTOYHUKAX aTak.

clear security-suite syn
protection statistics

OunwaeT cTaTUCTUKY 06 MCTOYHMKax SYN-aTak.
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5.29 KauecTtBo 06cnyuBaHusa — QoS

Mo ymon4YaHWIO Ha BCEX MOPTAaX KOMMyTaTopa MCMNONb3YETCA OpraHM3auua oyYepeam MakeTos No
meToay FIFO: nepsbiii npuwen — nepsbiit ywén (First In — First Out). Bo Bpema MHTEHCMBHOW Mepeaayn
TpaduKa NpM UCNONb30BAHUM JAHHOTO METOAA MOFYT BO3HUKHYTb NpPobaembl, MOCKONbKY YCTPOMCTBOM
UTHOPUPYIOTCA BCE MNaKkeTbl, He Bolwegwne B bydep ouvepean FIFO, M COOTBETCTBEHHO TepAlOTCA
6e3B03BpaTHO. Pelwaet gaHHyio npobnemy meTon, OpraHUsylOWMIA odepean no npuopuTeTy TpaduKa.
MexaHuam QoS (Quality of service — KauyecTBo 06CAnyXKMBaHMA), peann3oBaHHbI B KOMMyTaTopax,
No3BO/IAET OPraHN30BaTb BOCEMb OYepeaen NpMopuTeTa NAaKETOB B 3aBUCMMOCTM OT TUMa NepeaaBaeMbix
OaHHbIX.

5.29.1 Hacmpoiika QoS

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHOM KOHGUIypauum:
console (config) #

Tabnunua 252 — KomaHabl perkrma rnobanbHoM KoHPUrypaumm

3HaveHue/3HayeHue no ”
KomaHoa / Aelicmeue
YMOAYAHUIO

YcTaHOBUTL 3HayeHne nona DSCP gns IP-nakeToB, dopmupyembix

ip tx-dscp value
value: (0..63)/56 LLeHTpaIbHbIM NPOL,ECCOPOM.

no ip tx-dscp YCTaHOBUTb 3HaYEHWE MO YMOIYAHUIO.

YcTaHOBWTb 3HaveHue nona DSCP gna naketos, dopmupyembix

ipv6 tx-user-priority val
Ipvo tx-user-priority value value: (0..7)/7 LeHTPaIbHbIM MPOLLECCOPOM.

no ipv6 tx-user-priority YCTaHOBWUTb 3HAYEHME MO YMONYAHMIO.

. . YcTaHOBUTbL 3HaueHue noaa CoS anA TerMpoBaHHbIX MAKETOB,
ip tx-user-priority value

value: (0..7)/7 dopmUpyemMbIX LLeHTPaIbHbIM MPOLECCOPOM.
no ip tx-user-priority YCTaHOBWTb 3HaYE€HNE NO YMONYAHUIO.
gos [basic | advanced PaspelwaeT KommyTaTopy Mcnonb3osaTb QoS.
[ports-trusted | - basic — 6a308BbIit pexxum QoS;
ports-not-trusted]] -advanced - pacluMpeHHbI pexum  KoHourypaumm QOS,

BK/IIOYAIOLLMI MOJTHBIN NepeyeHb KOMaHZ HacTpolikn QoS;

- ports-trusted — B faHHOM nogpexnme NakeTbl HaNpPaBAAOTCA B
BbIXOZHYIO 04Yepesb Ha OCHOBaHUM MO/el B 3TUX NaKeTax;

-/basic - ports-not-trusted — B pJaHHOM nogpexkMme Bce MaKeTbl
Hanpae/AAlTCA B o4yepenb, KOTOpoW cooTBeTcTByeT €os=0
(cooTBeTCcTBME MOMKHO MOCMOTPETL KOMaHAoM «show qos interface
queuing»), 4NA OTNPaBKK B Apyrne oyepesmn TpebyeTcs HasHaYTbL
Ha BXOAHOM WHTepdelc cTpaTernto Knaccuoumkaumn Tpaduka
(policy-map). 3HayeHua dscp He yuuTbIBaKOTCA NpU Bblibope
BbIXO4HOM o4Yepeam B 3STOM NOAPERNME.

gos advanced-mode trust YCTaHOBWUTL MeTOg, J0BepuA Ha MopTax npu pabote B pexunme
{cos | dscp | cos-dscp} pacwmpeHHoro KoHourypauumn QoS n nogpexunme ports-trusted.
- €os — nNopT AosepsAeT 3HavyeHuto 802.1p User priority;
-/oTKAIOuEH - dscp — nopT gosepaet 3HaveHno DSCP 8 IPv4/IPv6-nakeTax;

- cos-dscp — nopT foBepsaeT 060MM ypoBHAM, ogHaKko DSCP umeet
npuopwuTeT Hag 802.1p.

no qos advanced-mode trust YcTaHaBAMBaEeT MeToA, N0 YMONYAHMIO.
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HELTEX

class-map class_map_name
[match-all | match-any]

no class-map
class_map_name

class_map_name: (1..32)
CUMBOOB;
Mo ymon4yaHuo
MCMONb3YeTca onumn
match-all

1. Co3faeT CNUCOK KpuTepues Knaccudurkaumm Tpaduka.

2.BxoguT B pexum pepakTMpOBAaHMA  CMUCKA  KpuTepues
KnaccuduKkaumm TpaduKa.
- match-all — Bce KpuTepuMM [AHHOrO CMAMCKA AOMKHbI 6biTb

BbIMO/IHEHDI;
- match-any — oauH, nto6oli KpUTepUin aHHOTO CMUCKA O0/KEH
6bITb BbINONHEH.
B cnucKe KpuTepueB MOXKeT 6biTb OAHO wAM pABa
V npasuna. Ecnu npasuna asa, 1 06a OHM YKa3bIBalOT Ha
pa3Hblie Tunbl ACL (IP, MAC), To Knaccudukauma byget
OCYLLECTBNATLCA NO NEepBOMYy B CMUCKe BepHOMY
npasuay.

V JeiicTByeT TONbKO AnA pexxuma gos advanced.

Ypanaet cnucoK Kputepues Knaccudukaumm Tpadpuka.

policy-map policy_map_name

no policy-map
policy_map_name

policy_map_name: (1..32)
CUMBO/I0B

1. Co3paert cTpaternio KnaccudumKkaumm Tpaduka.
2. BXoAWT B peXum pefakTMpPOBaHMA CTpaTernmn Kaaccupukaumm
Tpaduka.
B ogHOM HanpaBaAeHWU NOAAEPIKUBAETCA TONbKO OAHA
V cTpaTterua Knaccudukauum tpadumka.
Mo ymonuanuio policy-map ycranasnusaet DSCP = 0 gna
IP-nakeToB 1 CoS = 0 anA TerMpoBaHHbIX NAKETOB.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YaanseT npasuao Knaccuounkaumm Tpaduka.

qos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32) cumeona;
committed_rate_kbps:
(3..57982058) kbUT/C;
excess_burst_byte:
(3000..19173960) 6aiiT;
peak_rate_kbps:
(3..57982058) kbuT/c;
peak_burst_byte:
(3000..19173960) 6aiit

Onpegenset WabnoH HaCTPOEK, KOTOPbIM NMO3BOIAET OrPaHUYUTD
NnosIocy NPONyCcKaHWA KaHana.

Mpu paboTe C NONOCOM NPOMYCKaHUA WCMNO/b3YeTcA anropuTm
MapKMPOBaHHOW «KOP3WHbI». 3ajayeil anroputma ABAAETCA
NPUHATUE  peleHus: nepedatb NakeT MAWM  OTOPOCUTL.
MapameTpamu anropuTma ABAAOTCA CKOPOCTb noctynaeHusn (CIR)
MapKepoB B «KOP3UHY» N 06bEM (CBS) «KOP3UHbI».

- committed-rate-kbps — cpepHee 3HauyeHWe CKOpOCTM TpaduKa.
[aHHas cKopocTb rapaHTUpyeTca Npu nepeaade nHGopmauuu;

- committed-burst-byte — pasmep cAepKuBatoWwero nopora B
baiTax;

- drop — naket byzeTt oTOpoOLLEH, KOr4a «KOp3uHa» nepenosiHUTCS;
- policed-dscp-transmit — npu nepenosHeHMU «KOP3UHbI»
3HayeHue DSCP byzert nepeonpeseneHo;

- peak — yCTaHOBWUTb MOPOroBOe 3HaYeHWe CKOpPOCTU TpaduKa ¢
nepeonpeaeneHHbIMU 3HaYeHnamu DSCP;

- violate-action — ycTaHOBMTb fgelCTBME HAA NakeTom nocne
npeBblWeHNA NOPOroBOro 3Ha4YeHUA.

Henb3a ypanutb wWabnoH HacTpoek, ecam OH

V ucnonb3ayeTca B cTpaterum policy map, nepeg yaaneHnem
cnegyet yAanuTb HasHaueHue wabnoHa cTpaTerum: no
police aggregate aggregate-policer-name.

V [DeicTByeT TONIbKO ANA pexuma qos advanced.

Mapametp policed-dscp-transmit  nossonser npu
npeBbilleHUU 3HaYeHnA committed_rate uam peak_rate

V nepeAatb nNakeT gajnblue, M3MEHUB B Hem MeTKy dscp,
KOTOpasA HacTpamBaeTca KomaHgoh qos map policed-
dscp ¢ gononHUTeNbHbIM aprymeHTOM violation B cnyyae
¢ peak_rate. Mpu 3TOM npuM  npeBbilieHUU
committed_rate u peak_rate MOXKHO HacTpauBaTb
pa3sHble 3HaueHua dscp.

YaanseT wabnoH HacTPOeK PeryMpoBaHMA CKOPOCTU KaHana.
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HELTEX

qos aggregate-policer
aggregate_policer_name pps
committed_rate_pps
committed_burst_packet
[exceedaction {drop |
policed-dscp-transmit [peak
peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-dscp-
transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_pps:
(125..19531250) pps;

committed_burst_packet:

(1..19531250) nakeTos;
aggregate_policer_name:
(1..32) cumBonos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) naketoB

OnpegaenseT WabnoH HACTPOEK, KOTOPbI NO3BOAAET OrPAHNYUTD
NONOCY NPOMYCKaHMA KaHajlla U B TO e BpemdA rapaHTMposaTb
onpeaenieHHY CKOpPoCTb Nepefayn AaHHbIX.

Mpu paboTe C NONOCOM NPOMYCKaHUA WMCMNO/b3YeTca anropuTm
MApPKMPOBAHHOW «KOP3WHbI». 3ajaveit anroputma sABAseTcA
NPUHATUE  pelleHua: nepejatb NakeT WMAWM  OTOPOCUTL.
MapameTpamu anropmutma aBaAATcA ckopocTb noctynnenusn (CIR)
MapKepoB B «KOP3MHY» U 06bEM (CBS) «KOP3MHbI».

- committed-rate-pps — cpepgHee 3Ha4YeHMe CKOPOCTU TpaduKa B
pps;

- excess_burst_packet — pasmep CcAepsKMBalOLWeEro nopora B

naketax;
- drop — naket byzeT oTOpOLLEH, KOr4a «KOpP3uHa» NepenosiHUTCS;
- policed-dscp-transmit — npu nepenonHeHUM  «KOP3UHbBI

3HauyeHue DSCP byaer nepeonpeseneHo.

Henb3a ypganutb wabnoH HacTpoeK, ecan OH

V ncnosb3yeTca B cTpatermm policy map, nepea yaaneHvem
cnegyet yaanuTb HasHaueHue wabnoHa cTpaTerum: no
police aggregate aggregate-policer-name.

V [DeicTByeT TONIbKO ANA pexxuma gos advanced.

Napametp policed-dscp-transmit nossonser npu
npesblleHUM 3HaYeHna committed_rate unm peak_rate

V nepefatb NakeT gajnblue, U3MeHUB B Hem MeTKy dscp,
KOTOpasA HacTpauBaeTcA KOmaHgoh gos map policed-
dscp c gononHUTEeNbHBIM aprymeHTom violation B cnyyae
¢ peak_rate. Mpu 3TOM nNpuM  npeBbilieHUU
committed_rate u peak_rate MOXKHO HacTpameaTb
pasHble 3HaYeHusa dscp.

Ypanaet wabnoH HaACTpOeK peryamposaHnA CKOPOCTU KaHana.

qos map policed-dscp
[dscp_list]

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabanua
NMOBTOPHOM MAPKMUPOBKU
ABAAETCA NYCTOM, TO eCTb
3HayeHuna DSCP gna scex

BXOZALLMX NAaKETOB
OCTaloTCA HEM3MEHHbIMM

3anonHsetr Tabauuy nepemapkupoBku DSCP. [na BXoAawmx
NakKeToB C YKa3aHHbIMW 3HaYeHnamm DSCP 3agaeT HOBoe 3HayeHne
DSCP.

-dscp_list — onpepenser po 8 3HauyeHwuint DSCP,
pasgenstoTca 3Hakom npobena;

- dscp_mark_down — onpegfenseT HoBoe 3Ha4yeHue dscp;
-violation — 3apgatb HoBoe 3HauyeHne DSCP B nakete npwu
npesblleHMM 3HauyeHuns peak_rate.

3HayeHunA

V DeiicTByeT TONbKO AnA pexxnuma qos advanced.

YcTaHaBAMBaeT 3HaYeHUA N0 YMOHAHMUIO.

wrr-queue cos-map queue_id
cosl1...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayeHus CoS no
YMONYaHUIo Ana
oyepegnen:
CoS=1-ouepegp 1
CoS =2 — ouepepp 2
CoS =0 —ouepegp 3
CoS =3 —ouepegb 4
CoS =4 —ouepegb 5
CoS =5—-ouepeab 6
CoS =6 —ouepeab 7
CoS =7 —ouepeab 8

OnpeaenseT 3HadeHma CoS ans oyepeaei ucxoasawero Tpaduka.

YcTaHaBAMBaeT 3HaYeHuA no YMOANYaHUIO.

wrr-queue bandwidth
weightl..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymonuaHmio Bec
KasKaol ouepeam paseH 1

MpucBanBaeT Bec WCXOJAWMM  OYepensM,  WCMONb3yeMbli
mexaHusmom WRR (Weighted Round Robin — BecoBoi mexaHu3m
pacnpeaeneHua Harpysku).

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.
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HELTEX

priority-queue out
num-of-queues
number_of queues

no priority-queue out
num-of-queues

number_of_queues: (0..8)
Mo ymonuaHuto Bce
oyepean obpabaTbiBalOTCA
no anropuTmy «strict
priority».

3a4aeT KONMYECTBO NPUOPUTETHBIX OYepeael.
V Ona npuoputeTHOW ouepeau Bec

WrHOPUPOBATbCA.
Ecnu 3apaetca otanuHoe ot «0» 3HauyeHue N, To cTaplumne
N ouepepein 6yaytr npuoputeTHbimu (He 6yayT
yuacteoBatb B WRR).
Mpumep:
0: Bce ouepeau paBHONPaBHbI;
1: cemb mnagwmnx ovepegei yyactsytotr B WRR, 8-aa He
y4yacrByer;
2: wecTb Maagwmx oyepeaen yyacrsytor 8 WRR, 7, 8 He
y4acrBylorT.

WRR 6yaer

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

gos map enable {cos-dscp |
dscp-cos}

no gos map enable
{cos-dscp | dscp-cos}

-/BbIK/OYEHO

Mcnonb3osatb 3agaHHylo  Tabauuy
[OBepeHHbIX NOPTOB KOMMYTaTOpaA.

nepemapKkMpoBKU  Ans

He ncnonb3osath TabnLy NepeMapKUPOBKM.

qos map dscp-cos dscp_list to
cos

no qos map dscp-cos [
dscp_list ]

dscp_list: (0..63);
cos: (0..7)

3anonHuTb Tabamuy nepemapknpoBku DSCP. 3ameHsaeT 3HayeHue
DSCP Ha CoS.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

gos map cos-dscp cos to
dscp_list

no gos map cos-dscp [ cos ]

dscp_list: (0..63);
cos: (0..7)

3anonHUTbL Tabanuy nepemapkupoBku CoS. 3ameHAET 3HaYeHue
CoS Ha DSCP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

qos map policed-dscp
dscp_list to dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabanua
NMOBTOPHOM MAaPKMUPOBKU
ABAAETCA NYCTOM, TO eCTb
3HayeHunAa DSCP gna scex

BXOOALLMX MNAKETOB
OCTalOTCA HEM3MEHHbIMM

3anonHsetr Tabauuy nepemapkuMpoBkn DSCP. [Ana Bxogawmx
NakKeToB C YKa3aHHbIMW 3HaYeHnamm DSCP 3agaeT HoBOe 3HavyeHune
DSCP.

-dscp_list — onpepenser po 8 3HauyeHuin DSCP,
pasgenstoTcs 3Hakom npobena;

- dscp_mark_down — onpefenset HoBoe 3HavyeHwue dscp.

3HayeHunA

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

to queue_id

gos map dscp-queue dscp_list

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3HaYeHUA NO YMONYAHUIO:
DSCP: (0-7), ouepegp 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepeab 3
DSCP: (24-31), ouepeap 4
DSCP: (32-39), ouepeap 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

YcTaHaBAMBaeT COOTBETCTBME  MeXay 3HavyeHnamm  DSCP
BXOAALLMX NAKETOB N 0Yepesamu.
-dscp_list — onpepenser go 8 3HayeHuit DSCP, 3HayeHun

Pa3fenArTca 3Hakom n po6ena .

YcTaHaBAMBaeT 3HAYeHUA No YMONYaHUIO.

qos trust {cos | dscp |
cos-dscp}

no qos trust

-/cos

YcTaHaBAMBAET PeXMM J0BEPMA KOMMYTaTopa B 6a30BOM pexnme
QoS (CoS nan DSCP).

- COS — YCTAHaBAMBAET KAacCUPMKALMIO BXOAALMX MAKETOB MO
3HayeHnam CoS. [nA HeTerMpoBaHHbIX MAaKeTOB MCMNO/b3yeTca
3HaveHue CoS No ymonyaHuio;

- dscp — ycTaHaBAMBAET KAacCUPUKALMIO BXOAALWMX NAKETOB MO
3HayeHmam DSCP.

- cos-dscp — ycTaHaB/MBAET KNAaCCUOUKALMIO BXOAALLMX MAKETOB
no 3HayeHuam DSCP ans IP-naketoB n no 3HayeHuam CoS ana He
IP-nakeTos..

V [eiicTByeT TONbKO ANA peXxuma qos basic.

YcTaHaBAMBaeT 3HaYeHuA no YMONYaHUIO.
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HELTEX

qos dscp-mutation

no qos dscp-mutation

Mo3BonAaeT NPUMeHUTb TabanLy M3MeHeHUI dscp K COBOKYNHOCTH
dscp-aoBepeHHbIX NOpToB. Mcnonb3oBaHne Tabanubl USMeHeHWM
no3sosiAeT nepesanucaTb 3HaYeHua dscp B IP-nakeTax Ha HoBble
3HayeHus.
V MNpumeHutb TabAULy wu3MmeHeHnit DSCP BO3MOXHO
TO/IbKO ANA BXoAALlLero Tpadpuka A0BepeHHbIX NOPTOB.

V [eicTByeT TONIbKO ANA pexuma qos basic.

OTmeHsAeT Ucnonb3oBaHue KapTbl N3MEHEeHNUM dscp.

qos map dscp-mutation
in_dscp to out_dscp

no qos map dscp-mutation
[in_dscp]

in_dscp: (0..63),
out_dscp: (0..63)

Mo ymonyaHuio KapTa
N3MEHeHW sBnsaeTcA
NycTOM, TO eCTb 3Ha4YeHUA
DSCP ansa Bcex BxogAwmx
NMaKkeToB OCTatoTCA
HEU3MEHHbIMMU

3anonHsetr Tabnauuy nepemapkupoBku DSCP. [Ons BXoAAaLwmx
NakeToB C YKasaHHbIMM 3HayveHnamu DSCP 3apaetr HoBble
3Ha4veHua DSCP.

- in-dscp — onpepenser ao 8 3HavyeHuit DSCP, 3HauyeHwus
pasgenstoTcs 3Hakom npobena;

- out-dscp — onpegenseT go 8 HOBbIX 3HayeHuit DSCP, 3HauyeHuA
pasgenstoTcs 3Hakom npobena.

YcTaHaBAMBaeT 3HAYeHUA no YMONYaHUIO.

rate-limit vlan vian_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..57982058) K6uT/c;
burst: (3000..19173960)
6anT/128 KbanT

YcTaHaBAMBAET OrpaHUYEeHUE CKOPOCTM ANna Bxoasawero Tpaduka
onsA 3agaHHon VLAN.

-vlan_id — Homep VLAN:

- rate — cpeaHAs ckopocTb TpaduKa (CIR);
-burst — pasmep caeprKMBaloLWEro
CKOpOCTKM) B HaiTax.

nopora (orpaHuyeHue

CHUMaET orpaHnYeHne CKOPOCTM BXoaaLero TpaduKa.

rate-limit vlan vian_id
pps rate_pps burst_packet

vlan_id: (1..4094);
rate_pps: (125.. 19531250)

YCTaHOBWUTbL OTPaHUYEHNE CKOPOCTM AN BXoAAwero TpaduKka ans
3agaHHoM VLAN.
-vlan_id — Homep VLAN:

pps - rate_pps — KONNYECTBO MaKeTOB B CEKYHAY.
burst_pps: (1..19531250) - burst_packet — pasmep caepxuBatolLero nopora (orpaHuyeHune
nakeTos CKOPOCTHW) B MaKeTax.
no rate-limit vlan vian_id CHATb OrpaHUYEeHMe CKOPOCTU BXOAALLEro TpaduKa.
traffic-limiter mode {kbps | YCTaHOBUTb peXKMM paboTbl orpaHMyeHnsa TpaduKa.
pps} - kbps — orpaHuueHune BXOAALLMX KUIOBUT B CEKYHAY;
- pps — orpaHuyeHue BXOAALLMX NAKETOB B CEKYHAY;
V [aHHaa KomMaHAa UW3MeHsieT peXxum pabotbl anA
cnepyouwero gyHKUMOHana: storm-control, rate-limit,
/kbps rate-limit vlfm, police, qos aggregate-policer.

Bbl6paHHbIAA  peXMM  [OMKEH  COOTBETCTBOBAaTb
V HacTpoiiKam orpaHuyeHus TpaduKa MHaue

orpaHuyeHusa Tpaduka He npousoiipger. Hanpumep:
KomaHaa storm-control unicast kbps He 6yger
orpaHuMumnBaTtb TpaduK, ecnu BBeaeHa KomaHga traffic-
limiter mode pps.

KomaHObI pexcuma pedakmuposaHUA CIUCKA Kpumepues Kaaccugpukauuu mpaguka

Bua 3anpoca KOMBH,CI,HOI?I CTPOKU pexXunma penakTtmposaHnA CnNUCKa Kputepues KﬂaCCMd)VIKaLI,MM

TpaduKa:

console# configure

console (config)# class-map class-map-name [match-all

console (config-cmap) #

| match-any]
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HELTEX

Tabanua 253 — KomaHAabl pexxnma peaakTmpoBaHUA CrIMCKa KpuTepues Kaaccudukaumm Tpadmka

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

match access-group acl_name

no match access-group
acl_name

acl_name: (1..32)
CUMBOJI0B

LobasnaeT Kputepuin Knaccuomkaumm Tpaduka. Onpeaenser
npasuna  ¢unbTpaumm  Tpaduka no cnmcky ACL  ans
KnaccubuKkaumu.

V JeiicTBYyeT TONbKO ANA pexxmma gos advanced.

Ypanaer Kputepuii kKnaccudmrkaumm Tpaduka.

KomaHObI pexcuma pedakmuposaHUsa cmpameauu Kaaccugukayuu mpaguka

Bug 3anpoca KOMaHAHOM CTPOKU PeXKUMaA PeaKTUPOBaHMA cTpaTerMm knaccupmkaumm Tpaduka:

console# configure
console (config)# policy-map policy-map-name
console (config-pmap) #

Tabanua 254 — KomaHabl perkMma pefakTMpoBaHuA cTpaTernm KnaccudpuKkaumm Tpadmka

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

class class_map_name
[access-group acl_name]

no class class_map_name

class_map_name:

(1..32) cumBonos;

acl_name: (1..32)
CMMBO/IOB

OnpegaenaeT NpaBuao KnaccuburKkaumm TpadurKka u BXOANUT B PEXUM
KOHOUrypaumm npasuia knaccudbukaumm — policy-map class.

-acl_name — onpegensaeT npasuna ¢unbTPauuM Tpaduka no
cnucky ACL gna knaccuoukaumu. Mpu co3gaHnm HOBOro Npasuna
KnaccuduKaumMmM  ONUMOHANbHbLIA  MapameTp  access-group

obAsaTeneH.

DOna Toro utobbl MCNONbL30BaTb HACTPOWMKM CTpaTernmn
policy-map ana wuHTepdeilica, ucnonb3yte KomaHAy
service-policy B pe;kume KoHpurypauum nHrepoeiica.

Y

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Ypanaer
cTpaTeruu policy-map.

npaBuao KnaccuduKkauum Tpaduka class-map U3

KomaHObI pexcuma KoHgu2ypayuu npasuand Kaaccugukayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdUrypaLmm npasmnia Knaccuobmurkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabnunua 255 — KomaHabl pexkMma KoHouUrypaumm npaesuna Knaccupurkaumm

3Ha4yeHue/3HayeHue no

KomaHoa Aeilicmeue
YMOAYAHUIO
trust OnpeaenseT pekum AoBepua K onpeaeneHHoMy TUny Tpaduka

M0 YMONYAHUIO PEXUM

COrNacHo rnobasbHOMY PeXMUMY 40BepUs.
AoBepua He yCTaHOBNEH

no trust YcTaHaBAMBaeT 3Ha4YeHUe no YMOIYaHUIO.
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HELTEX

set {dscp new_dscp | queue
queue_id | cos new_cos | vlan
vlan_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YcTaHaBAMBaeT HOBble 3HaYyeHuA ana IP-nakera.
KomaHaa set sBnAetcA B3aMMOMUCK/OYalOWeEn C
V KOMaHAoi trust gna ogHOW M TOW Ke cTpaTerum
policy-map.

Crparterum policy-map, ucnonb3yiowme KomaHapl set,
V trust wam  umewowmii  Knaccupukaumw  ACL,

Ha3Ha4aloTCA TOJ/IbKO ANA UcXxoaawmx MH'repcbeﬁcos.

V DeiicTByeT TONbKO ANA pexxnuma qos advanced.

Ypanaet HoBble 3HaYeHUA gnsa IP-nakeTa.

redirect {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no redirect

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Hanpasnaet nakertbl, yZoBaeTBopAtoLLMe
KnaccuduKaumm TpaduKa, B yKasaHHbIN NOpT.

npasuay

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

police committed_rate_kbps
committed_burst_byte
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

police aggregate
aggregate_policer_name

no police

committed_rate_kbps:
(3..12582912) kbut/c;

committed_burst_byte:

(3000..19173960) 6aiiT;
peak_rate_kbps:
(3..57982058) K6UT/C;
peak_burst_byte:
(3000..19173960) 6auT

Mo3BoNsET OrpaHNYUTL NONOCY NPOMNYCKAHWA KaHana.

Mpu paboTe ¢ NONOCOM NPONYCKaHUA UCMOJIb3YETCA aNropUTM
MApPKUPOBAHHOM «KOP3WHbI». 3afavyeirt anroputma sBAAETCA
NPUHATUE peLleHua: nepefatb NakeT WAM  OTOpPOCUTD.
MapameTpamu anroputma ABAAIOTCA CKOPOCTb MOCTYMN/EHUA
(CIR) mapKepoB B «KOp3unHY» 1 06bEM (CBS) «KOP3UHbI».

- committed_rate_kbps — cpepgHee 3Ha4YeHME CKOPOCTU
Tpaduka;

- committed_burst_byte — pa3mep caeprKMBatloLLero nopora B
baiiTax;

-drop — naket
nepenosiHUTCS;

- policed-dscp-transmit — npu nepenosHEeHUU «KOP3UHbIY,
3HauyeHue DSCP 6ygeT nepeonpeseneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHne CKOpocTH TpaduKa
nepeonpeaenieHHbIMU 3HaYeHnamm DSCP;

- volate-action — ycTaHOBUTb AeNCTBME HAA NaKeTom nocse
npeBsblLeHNA NOPOroBOro 3HaYeHUs.

byneTr oOTOpoweH, Koraa «KOp3WHa»

V [eiicTByeT TONbKO AnA pexxuma gos advanced.

Napametp policed-dscp-transmit nossonser npu
npesbllleHUM 3HauYeHuAa committed-rate wuam

V peak_rate nepeaaTb NakeT ganblue, UI3MEHUB B HEM
MeTKy dscp, KoTopas HacTpanBaeTca KOMAaHAOM qos
map policed-dscp ¢ gononHUTENbHbIM aprymeHTOM
violation B cnyuae c peak_rate. Mpu atom npum
npesbllweHMn committed_rate n peak_rate moxkHO
HacTpauBaTb pa3Hble 3HayeHus dscp.

wabnoH
nonocy

HasHauyaeT npasuny knaccudukaumm Tpaduka
HacTpoeK,  KOTOpblii  MO3BOMIAET  OrpaHUuYUTbL
NponycKaHWA KaHana.

V [eicTByeT TONIbKO ANA pexuma qos advanced.

Ypanser wabnoH HacTPOeK peryiMpoBaHMA CKOPOCTU KaHana
13 npaBuna Knaccudurkaumm Tpaduka.
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police pps committed_rate_pps
committed_burst_packet}
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-dscp-
transmit}]]}]

no police

committed_rate_pps:
(125.. 19531250) pps;

committed_burst_packet:

(1.. 19531250) nakeTosB;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) makeros

Mo3BoNsAEeT OrpaHNYUTb NOAOCY MPONYCKAHMA KaHana.

Mpw paboTte ¢ NONOCOIN NPONYCKaHUA UCNOJb3YETCA aNrOPUTM
MapKUMPOBAHHOW «KOP3WHbI». 3ajayeit anroputma sBAAETCA
NPUHATUE pelleHua: nepegatb NakeT WAM  OTOPOCUTL.
MapameTpamn anroputma ABAAIOTCA CKOPOCTb MOCTyMN/eHUsA
(CIR) mapKepoB B «KOP3MHY» 1 06BEM (CBS) «KOp3MHbBI».

- committed_rate_pps — cpepHee 3HaYeHNe CKOpOCTU Tpaduka
B pps;

- committed_burst_packet — pasamep caepXuBatoLLero nopora
B balTax;

-drop — naket
nepenosiHUTCS;

- policed-dscp-transmit — npu nepenonHeHUM «KOP3UHbBIY,
3HauyeHue DSCP 6ygeT nepeonpeseneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHWe CKopocTH TpaduKa ¢
nepeonpegeneHHbiMn 3HavyeHnammn DSCP;

- volate-action — ycTaHOBUTb AeNCTBME HAA NAKeTom nocne
npeBsblLEeHNA NOPOroBOro 3HaYeHUA.

byneT oTOpolweH, Korga «KOp3uHa»

V [eilicTBYyeT TONbKO ANA pexuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npeBbilEHUM 3HAYeHuA committed-rate wam
peak_rate nepepatb NaKeT Aanblue, USMEHUB B HEM

V MeTKy dscp, KoTopas HacTpanBaeTca KOMaHAO qos
map policed-dscp ¢ gononHUTeNbHbIM aprymeHTOM
violation B cnyyae c¢ peak rate. Mpu 3atom npu
npesblweHun committed_rate n peak_rate MOXKHO
HacTpamBaTb pa3Hble 3HaYeHus dscp.

Ypansaet wabnoH HaCTPOeK PeryinpoBaHMa CKOPOCTU KaHasia
13 Npasuia Knaccudukaumm tpaduka.

mirror {monitor_session}

no mirror {monitor_session}

monitor_session: 1

YKaszaTb
TpadukKa.

HOoMep monitor-ceccn  ANs  3epKannpoBaHMA

OTMeHUTb 3epKannposaHue.

KomaHObI pexcuma KoHgu2ypayuu npogund qos tail-drop

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma KoHpurypaumm npoduna qos tail-drop:

console# configure
console (config)# gos tail-drop profile profile id
console (config-tdprofile) #

Tabnnuya 256 — KomaHab! perknma KoHourypaumm npoduns qos tail-drop

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aeiicmeue

port-limit /imit

no port-limit

limit: (0..7576)/25

3apgatb pa3mep NakeTHoro pasgenAaemoro nyna gna nopta.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

queue queue_id [limit
limit] [without-sharing |
withsharing]

no queue queue_id

limit: (0..7576)/12;
queue_id: (1..8)

M3MeHUTb MapameTpbl ouepeau:

- queue_id — Homep oyepeau;

- limit — KonnyecTBO NakeToB B oYepeau;

- without-sharing — 3anpeTuTtb focTyn K 06Wemy nyny;
- with-sharing — paspewwnTb goctyn K obwemy nyny.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma KoHgu2ypauyuu uHmepapelica Ethernet, epynnsl nopmos

Bupa 3anpoca KOMaHAHOM CTPOKU pernma KoHourypauum nutepdeinca Ethernet, rpynnel nopTtos:

console (config-if) #
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Tabnuua 257 — KomaHap! pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsl noptos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

service-policy {input | output}
policy_map_name [default-
action {deny-any | permit-
any}]

no service-policy {input |
output}

policy_map_name:
(1..32) cumBonos

HasHauaeT nHtepdeliicy ctpaternio knaccuduraumm Tpadumka.

- deny-any — ot6pocuTb TpaduK, He NonagatoLmii noa Aenctane
NONUTUKM;

- permit-any — paspelunTb NpoxoxaeHune Tpaduka, He
nonazgatoLero nog AencTamne NOANTUKM.

Ypanaet cTpaTtervio KnaccupuKkaumm tpaduKa c nHtepdelica.

traffic-shape committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(64..100000000)
Kéut/c;
committed_burst:
(4096..12578880) bainT

YcTaHaBAMBaET OrpaHMYeHne CKOpoCTn A ncxoaaiero Tpaduka
yepes uHTepodeic.

- committed_rate — cpeaHAn CKOPOCTb TpaduKa, KBUT/C;
- committed_burst — pasmep  cAepXKuBatOLWEro
(orpaHuueHue ckopocTu) B HaiTax.

nopora

CHMMaeT orpaHuWYeHWe CKOpocTM ucxogsulero Tpaduka yepes
nHTepdenc.

traffic-shape queue queue_id
committed_rate
[committed_burst]

no traffic-shape queue

queue_id: (0..8);
committed_rate:
(64..100000000)
K6KnT/C;
committed_burst:
(4096..12578880) 6aitT

YcTaHaBAMBaET OrpaHUYeHne CKOPOCTM TpadumKa yepes nHTepdeic
ONA ucxoasLel ovepeam.

- committed_rate — cpefHAsa CKOPOCTb TpaduKa, KBUT/C;
-committed_burst — pasmep  CcAEpPXKMBAOLWErO
(orpaHuuyeHune ckopocTtu) B HaliTax.

nopora

CHMMAET orpaHMyeHne CKopocTu TpadurKa Yepes nHTepdenc ana

no qos trust

-/BKNIOYEHO

queue_id ncxogALWEen oyepean.
qos trust [cos | dscp | BkntoyaeT 6a30Bbili MexaHU3M (OS ANA MHTepdeiica.
cos-dscp] - €os — NopT AosepsAeT 3HaveHuto 802.1p User priority;

- dscp — nopT gosepsaeT 3HaveHno DSCP 8 IPv4/IPv6-nakeTax;
- cos-dscp — nopT fosepsaeT 060Mm ypoBHAM, ogHaKko DSCP nmeet
npuopwuTteT Hag 802.1p.

BbIkntoyaeT 6a30BbI MEXaHU3M qOs A/1A uHTepdeica.

rate-limit rate [burst burst]

no rate-limit

rate: (64..100000000)
KébuT/C;
burst:
(3000..19173960)
6aiT/128 Kbant

YcraHaBauBsaet orpaHu4yeHmne CKopoctn AnAa exoaauiero Tpad)MKa.

CHUMaeT orpaHuYeHne CKOpoCTH BxogsalLero Tpaduka.

rate-limit pps rate_pps
[burst burst_packet]

rate_pps: (125..

19531250) pps

burst_pps: (1..
19531250) nakeTtoBs

YCTaHOB/IMBAET OrpaHMYeHne CKOPOCTH A1 BXoAdALLero Tpaduka B
pps.

no rate-limit

CHMUMaeT orpaHuYeHne CKOpoCTU BxogsaLLero Tpaduka.

qos cos default_cos

YcTaHaBAuBaeT 3HadeHne CoS no ymonyaHuio gna nopta (CoS,

I'IpVIMeHFIeMbIl;I ana BCero HEeTermpoBaHHOIo TpachKa,
default_cos: (0..7)/0 .
npoxoasLLero yepes nHTepoeic).
Nno qos cos YcTaHaBinBaeT 3HaYeHue no YMONYaHUIO.
qos tail-drop profile profile_id L MpnBA3aTb yKa3aHHbIN Npodunb K MHTEepdElicy.
" " profile_id: (1..8)
no qos tail-drop profile Y6paTb NnpuBA3KYy.
KomaHObI pexcuma KoHguaypayuu uHmepgelica VLAN
BunAa 3anpoca KoMaHAHOM CTPOKM pexxmnma KoHourypaumm nHtepdeica VLAN:
console (config-if)#
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Tabnunua 258 — KomaHabl pexknuma KoHourypaumm nHtepdelica VLAN

KomaHoa

3Ha4yeHue/3HavyeHue
o ymon4YaHuro

Aelicmeue

oS cos egress cos

No (qOs Cos egress

cos: (0..7)

YcTaHaBAMBaeT 3HadYeHWe napameTpa noaa npuopwuteta 802.1p
0N UCXOAALWEero TerMpoBaHHOro Tpaduka, dopmupyemoro
LeHTPa/IbHbIM NPOLLECCOPOM.

V Mpu oTcytcTBMM KOMaHAbI 3HayeHue cos byper

unm ipv6 tx-user-priority value.

NoNy4YeHO U3 HAaCTPOEeK KOMaHg, ip tx-user-priority value
YCTaHOBWTb 3HAYEHWE MO YMONYAHUIO.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 259 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
0 yMon4YaHuo

Aelicmeue

show qos

MokasbiBaeT pexum QOS, HacTPOeHHbIM Ha ycTpoictee. B
6a30BOM peKMMe MOKasblBaeT «A0BEepPeHHbIN» pexum (trust
mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cumBona

MoKa3blBaeT CNUCKK KpuTepmes KnaccuduKkaumm Tpaduka.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name:
(1..32) cumBona

Moka3sbiBaeT Npasuna Knaccuduraumm Tpaduka.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:
(1..32) cumBona

MoKa3blBaeT HACTPOMKU CpeaHer CKOpPOCTM U OrpaHu4YeHus
No/I0Cbl MPONYCKAaHMA ANA NPaBuA KnaccuduKaumm tpaduka.

V DeiicTByeT TONbKO ANA pexxnuma qos advanced.

show qgos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)

MokasbiaeT QoS-napameTpbl AnA MHTepdeica.

- vlan_id — Homep VLAN;

- te_port — Homep nHTepdeiicos Ethernet XG1-XG12;

- group — Homep rpynnbl NOPTOB;

- buffers — HacTpoliku bydepa ana ouepeneit MHTepdeiica;

- queueing — anroputm 06paboTku ouvepeaei (WRR mnam EF), Bec
ona WRR-ouepegel, Knaccbl 0bCnyXuBaHusa Ana odepenen u
npuopwutet ana EF;

- policers — ckoHdUrypupoBaHHble cTpaTerMm KnaccuduKaumm
TpaduKa gns nHtepdelica;

- shapers — orpaHu1yeHune ckopocTn Ans ncxogalero Tpaduka.

show gos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation | dscp-cos |
cos-dscp]

MokasbiBaeT MHPOpmaLUMIoO O 3ameHe ronen
ncnosbsyembix QOS.

- dscp-queue — Tabnmua cootseTcTBUA DSCP 1 ouepeneit;

- dscp-dp — Tabanua cootsetcTBua metok DSCP u npuopuTeta
cbpoca (DP);

- policed-dscp — Tabnmua nepemapknposkm DSCP;

- dscp-mutation — Tabanua nsmeHeHmsa DSCP-to-DSCP;

- dscp-cos — Tabavua M3meHeHUn dscp-cos;

- cos-dscp — TabamLa M3meHeHu cos-dscp.

B MaKeTax,

show qos tail-drop

MpocmoTp napameTpos tail-drop.
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show qos tail-drop
gigabitethernet gi_port |
tengigabitethernet te_port
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);

Mpocmortp tail-drop nHpopmaymm no KoHKpeTHOMY NopTy (BCem
noprtam).

show qos tail-drop unit unit_id

unit_id: (1..8)

MpocmoTp tail-drop MHGOpPMauUK NO KOHKPETHOMY YCTPOMCTBY B
cTeKe.

[pumepbl 8b1M0AHEHUA KOMAHO

= Bkawountb pexkmm QoS advanced. PacnpegennTb TpaduK no ouvepegAam, naketbl ¢ DSCP 12 B
nepsyo oyepeb, naketol ¢ DSCP 16 Bo BTOpYylD. Bocbmasa ovepeab — npuoputetHasa. Cos3aatb
cTpaTernto Knaccuoumkaumm tpadpuka no cnucky ACL, paspewatowemy nepegavy TCP-naketoB ¢
DSCP 12 1 16 1 orpaHMuMBaloOLLYHO CKOPOCTb — CpeaHAsA ckopocTb 1000 K6uT/c, nopor orpaHnyeHma
200000 6aiiT. Ucnonb3oBaTb AaHHYO CTpaTeruto Ha uHTepdencax Ethernet 14 n 16.

console#

console# configure
console (config)# ip access-list tcp ena

console (config-ip-al) # permit tcp any any any any dscp 12
console (config-ip-al)# permit tcp any any any any dscp 16
console (config-ip-al)# exit
console (config)# gos advanced

)
console (config)# gos map dscp-queue
console (config)# gos map dscp-queue
)
)

console

config)# priority-queue out

12 to 1
16 to 2
num-of-queues I

console (config)# policy-map traffic

console (config-pmap) # class classl access-group tcp ena

console (config-pmap-c) # exit
console (config-pmap) # exit
console (config) # interface tengigabitethernet 1/0/14
console (config-if) # service-policy input traffic
console (config-if) # exit
console (config) # interface tengigabitethernet 1/0/16
console (config-if) # service-policy input traffic
console (config-if) # exit

console (confiqg) #

(
(
(
(
(
(
(c
(
(
console (config-pmap-c) # police 1000 200000 exceed-action drop
(
(
(
(
(
(
(
(
(

5.29.2 Cmamucmuka QoS

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnuya 260 — KomaHab! perknma robanbHoM KoHGUrypaumm

Komanda 3HayeHue/3HayeHue eiicmeue
no ymon4aHuro

gos statistics aggregate-policer BkntoyaeT  QOS-CTaTUCTMKY MO OrPaHWYEeHUto  mnonoc
aggregate_policer_name aggregate_policer_name: | NponycKaHus.
no qos statistics (1..32) OTkntovaer  QOS-CTaTUCTMKY MO OFpaHMYEHUI0  Mos0C
aggregate-policer CMMBO/10B/BbIK/IIO4EHO nponycKkaHusa.
aggregate_policer_name
qos statistics interface BkntoyaeT c6op QOS-CTaTUCTUKM Ha Bcex MHTepdeicax.

— -/BbIK/IlOYEHO —
no qos statistics interface BbikntouyaeT c6op QOS-CTaTUCTMKM Ha BCcex MHTepdeicax.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 261 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/ 3HayeHue
no ymon4yaHuro

Aelicmeue

clear qos statistics

OyuLLaeT cTaTUCTUKY QOS No Bcem MHTepdeicam.

clear gos statistics interface
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

OumuiaeT ctaTucTMKy QOS yKasaHHOro nHTepodeiica.

show qos statistics

MokasbiBaeT cTaTUCTMKY QOS no Bcem MHTepdelicam.

show qos statistics interface
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

MoKa3blBaeT cTaTUCTUKY QOS yKasaHHOro nHTepodelica.

5.30 KoHdurypauma npoToKoN0B MapLUpyTU3aLUn

5.30.1 KoHjpuz2ypayua cmamuyeckoli mapwpymu3ayuu

CTaTMyeckasa MapLupyTM3aumMa — BMA, MapLUpyTU3aLMK, NPU KOTOPOM MapLUpPyTbl yKasblBaloTcA B
ABHOM BUAE NPW KOHOUrypaL MM MmapLipyTn3aTopa. Bca maplupytnsaums npu sTom npomncxoamt 6e3 yyactus
KaKnx-1mbo NpoToKON0B MapLUPYTU3aLIUN.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOW CTPOKM pexxnma rnobanbHOM KoHbUrypaumm:
console (config) #

Tabnuua 262 — KomaHabl pexknma rnobanbHoN KoOHPUrypaumm

3HayeHue/ 3HayeHue
no ymon4aHuro

KomaHoa Aelicmeue

ip route prefix prefix_length
{reject-route | gateway
[metric metric] [track track
number]}

Co3pgaeT cTaTMyecKoe NpaBuio MapLupyTU3aLun.
- prefix — IP-apgpec ceTM HazHauyeHus;
- prefix_length — macka npeduKca HazHayeHUa UK eé AnHa;
- reject-route — 3anpeLaeT MaplpPyTU3aLMIO K CETU Ha3HaYeHun
yepes BCe L/O3bI;
nnm /n); - gateway — IP-agpec wno3a Ana focTyna K CeTU Ha3HayveHus;
gateway: (A.B.C.D) - metric — MeTpuKa ANA LAHHOTO MapLUpyTa;
metric (1..255)/1; - track_number — Homep track o6bekTa,
track_number: (1..64) coCToAHWe mapLupyTa (up nam down).

prefix: (A.B.C.D);
prefix_length: (A.B.C.D

onpegenakouwero

no ip route prefix prefix_length
{reject-route | gateway}

Yaanaet npasuno us Tabamubl CTaTUYECKO MapLLIpyTU3aLmUK.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 263 — KomaHabl pexkmma EXEC

Komanoa 3HavyeHue/ 3HayeHue Leiicmeue
no ymoa4aHuro
show ip route [connected | MokasbiBaeT Tabnuuy  MapwpyTvM3auuu,  yAOBIETBOPAIOLLYIO
static | address ip_address 334aHHbIM KpUTEPUAM.
[mask | prefix_length] —connected — NOAK/IOYEHHbIN MapLPYT, TO CTb MapLLPYT, B3ATbIN
[longer-prefixes]] - C HenocpeacTBEHHO MOAK/JYEHHOr0O U GYHKUMOHMPYHOLWEro
MHTepdeica;
—static — cTaTMYeckMit MapwpyT, NPOMUCaHHbIA B Tabauue
MapLIpyTU3aLmUn.

[pumep 8b1M10AHEHUS KOMAHObI

= [lokasaTb Tabavuy mapLipyTusaumm:

console# show ip route

Maximum Parallel Paths: 2 (4 after reset)

Codes: C - connected, S - static

C 10.0.1.0/24 is directly connected, Vlan 1

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12

Tabnnuya 264 — OnucaHune pesysibTaTa BbINOJHEHMA KOMaHAbI

Mone OnucaHue
MoKa3biBaeT NPOMCXOXKAEHNE MapLIpyTa:
C C - Connected (mapwpyT B3AT W3 HEMNOCPEACTBEHHO MOAKNOYEHHOIO W
dYHKUMOHMpYlowero nHTepdelica),
S — Static (cTaTuyecKuMit MapLwpyT, NPONMCaHHbIM B Tabanue mappytnsaumm).
10.9.1.0/24 Agpec cetu.
MepBoe 3HauyeHuWe B CKOOKax — agMUHUCTPATMBHAA AOMUCTAHUMA (CTeneHb A0Bepus
[5/2] MapLIpYyTU3aTOPY, YEM YMC/IO BbiLLE, TEM MEHbLUE AOBEPUE K UCTOYHUKY), BTOPOE YUCIO —
MeTPUKA MapLIpyTa.
via 10.0.1.2 Onpepenset IP-agpec cneayloowWwero MaplupyTMsaTopa, 4epes3 KOTOpbIA NpoxoauT
o MapLupyT 40 CEeTU.
00:39:08 Onpeaenset Bpema nocnegHero o6HOBAEHMA MapLipyTa (4acbl, MUHYTbI, CEKYHAbI).
Vlan 1 OnpepaenseT nHTepoeiic, Yepes KOTOPbIM NPOXOAUT MapLUPYT A0 CETU.

KomaHObI pexcuma KoHguaypayuu VRF

Bupg 3anpoca KOMaHAHOM CTPOKK pernma KoHourypaumm VRF:

console (config-vrf) #
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Tabnuua 265 — KomaHabl pexkuma KoHourypaumm VRF

KomaHOoa

3HayeHue/
3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

ip route prefix {mask |
prefix_length} {gateway
[metric distance]

no ip route prefix {mask |
prefix_length} {gateway}

prefix_length: (0..32);
distance (1..255)/1

Co3paTb CTaTUYECKOe NPaBuIo MapLIPyTU3aLUK.
- prefix — ceTb HazHayeHun (Hanpumep, 172.7.0.0);

-mask — Macka cetn (B ¢dopmaTe [AECATUYHON CUCTEMBI
ucumucneHnsn);

- prefix_length — npeduKkc mackm cetm (KOAMYecTBO eauHWL, B
macke);

- gateway — W03 ANA AOCTYNA K CETU HAa3HAYeHUs;
- distance — Bec maplpyTa.

YAanuTtb NpaBmo 13 Tabaunubl CTaTUYECKOM MapLUpyTU3aLnm.

ip default-gateway
{gateway}

no ip default-gateway
{gateway}

—/wno3 no
YMONYAHUIO He
3agaH

3a4aTb 4N1A KOMMYyTaTOpa aapec Wa3a no ymondaHuio yepes VRF.

Yaanutb Ha3HaYeHHbIN ajpec Wwn3sa no ymon4yaHuto.

KomaHObI pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 266 — KomaHzabl pexknuma EXEC

KomaHOoa

3HayeHue/
3HayeHue no
YMOAYAHUIO

Aeilicmeue

show ip route [connected |
vrf vrf_name | static |
address ip_address [mask |
prefix_length] [longer-
prefixes]]

MokasaTb Tabnuuy MapLpyTU3aLmMK, yA0BIETBOPAIOLLYIO 334aHHbIM
KpUTEpUAM.

- connected — NoAKAOYEHHbIM MAPLLIPYT, TO €CTb MapLpyT, B3ATbIN C
HenocpeacTBEHHO  MOAKMOYEHHOTO UM dYHKLMOHUpYIOLWEro
nHTepoenca;

-static — cTatmueckuii  mapupyrT,
MapLLpyTU3aLuK;

- vrif — obnactb BMPTyanbHOW MapLpyTM3aumMM, B KOTOPOM
HaxoAWTCA MapLUpyT.

NponucaHHbli B Tabauue

5.30.2 Hacmpoliika npomokona RIP

MpoTtokon RIP (aHrn. Routing Information Protocol) — BHYTpeHHWI1 NPOTOKOA, KOTOPbIM No3BOASET
MapLpyT13aTopam AWHAMMYECKM OOHOBAATbL MApPLUPYTHYH MHOOPMALMIO, MoJlyyas ee OT COCeLHMX
MapLpyT13aTOPOB. ITO OYEHb NPOCTOM NPOTOKO/, OCHOBAHHbIW Ha NPUMEHEHWUM ANCTAHLMOHHOIO BEKTOPA
MapwpyTnsaumm. Kak AUCTaHLMOHHO-BEKTOPHLIM MpoToKo/, RIP nepuoamyeckun nocbiiaer ob6HOBNEHMUSA
Mexay coceasamM, CTposi, TakMm o6pasom, Tomosorvto cetn. B Kakaom O6HOBAEeHUM nepenaercs
MHPOpMaLMA O AUCTaHUMKM [0 BCEX CeTell Ha coceaHuin mapupyTtusatop. KommyTtaTtop noggeprusaert

npotokon RIP Bepcum 2.

KomaHObI pexcuma 2a06asb6Hol KoOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKK B pexume rn1ob6anbHOMN KoHdUrypaumm:

console (config) #
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Tabnuua 267 — KomaHap! pexxmma rnobanbHon KOHGUrypaumm

3HayeHue/3HayeHue
no yMmoA4YaHuio

KomaHda Aeiicmeue

router rip Bxog, B pexxum KoHourypaumm npotokona RIP.

no router rip YaaneHue rnobanbHon KoHdUrypauum npotokona RIP.

KomaHObI pexcuma KoHgu2ypayuu npomokosad RIP

BuAa 3anpoca KOMaHAHOWM CTPOKMU:
console (config-rip)#

Tabanuya 268 — KomaHabl pexkmuma KoHourypaumm npotokona RIP

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
default-metric [metric] YcTaHaB/MBaeT 3HayYeHWe METPUKM, C  KOTopoil  byayT
aHOHCMPOBATLCA MapLUpyTbI, nosyyeHHble  APYrMMuU
metric: (1..15)/1 NpPOTOKONaMM MapLupyTU3aLnm. bes napametpa
YCTaHaBAWBAET 3HAYEHWE MO YMONYAHMIO.
no default-metric YcTaHaBMBaET 3HaYEHWE N0 YMOMYAHMIO.
network A.B.C.D YctaHasnmBaeT IP-agpec wHTepdeiica, KoTopbid byaet

A.B.C.D: IP-appec

y4acTBOBaTb B NMPOLLECCE MaPLLPYTU3aLUK.

no network A.B.C.D uHTepdenca Ypanset IP-agpec nHtepdelica, Kotopbli byaeT yyacTBoBaTh B
npouecce MapLpyTM3aLmu.

redistribute {static | PaspelwaeT aHOHcMpoBaHMe mappyTtos Yyepes RIP.

connected } [metric - 6e3 napameTpoB — O3HayaeT, Yto byaeT MCnonb3oBaTbCA

transparent] default-metric npy aHOHCMPOBaHMM MapLLpPYTOB;
- metric transparent — o3HavaeT, YTo HyAET UCNONBL30BATLCA

- MEeTPUKA U3 TabAnLbl MapLLPYTU3aLUu.

no redistribute {static | 3anpelaeT aHOHCMPOBaAHUE CTaTUYECKUMX MapLUpPyTOB yepes

connected} [metric RIP.

transparent] - metric transparent — 3anpeLaeT UCNO/Jb30BaTb METPUKY M3
TabAnLbl MapLLpyTU3aLUK.

redistribute ospf [metric metric: (1..15, Paspelwaet aHoHcupoBaHne OSPF-mapwpyTos yepes RIP.

metric | match type |
route-map route_map_namel

transparent)/1;
match: (internal,
external-1, external-2);
route_map_name:
(1..32) cumBona

- type — Npon3BOANTb aHOHCUPOBAHME TOIbKO A/1A YKa3aHHbIX
TMnos OSPF-mapLupyTos;

- route-map_name - npou3BoaUTb aHOHCMpOBaHue
MapLpyToB nocne ux GbuabTpauumn Yepes yKasaHHylo route-
map;

redistribute bgp metric [metric
| transparent]

no redistribute bgp metric
[metric | transparent]

metric: (1..15,
transparent)/1

Pa3spewaet aHoHcupoBaHue BGP-mapwpyTos yepes RIP.

- metric — 3HayeHMe MEeTPUKU ANA UMNOPTUPYEeMbIX
MapLIpyTOB;

- metric transparent — o3Ha4aeT, 4To byAeT UCNONb30BaTbCA
MeTpMKa U3 TabnLbl MapLLIpyTU3aL UK.

be3 napameTpos 3anpelyaet aHOHCMpPOBaHMe maplupyTos BGP
yepes RIP. B cnyyae yKkasaHuAa napameTpa BO3BpallaeT ero
aedonTHoe 3HaveHue.

redistribute isis [/eve/] [match
match] [metric metric]
[transparent]

no redistribute isis [/evel]
[match match] [metric metric]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

Pa3pewaet aHOHcUpoBaHue IS-IS mapwpyTtos yepes RIP.

- level — ycTaHOBWTb, M3 KaKoro ypoBHs IS-IS 6yayTt
QHOHCMPOBATHLCA MApPLUPYTbI;

- match —npon3BOAUTb AHOHCUPOBAHME TO/IbKO A1 YKA3aHHbIX
TMnos IS-IS mapwpyTos.

be3 napameTpoBs 3anpeLLaeT aHOHCMPOBaHUE mappyTos IS-IS
yepe3 RIP. B cnyyae yKasaHuAa napameTtpa BO3BpallaeT ero

[transparent] aedonTHoe 3HayeHue.

shutdown BbikntoyatoT npouecc mapLpytusauum no npotokony RIP.
no shutdown /Briovero BkAatoyatoT npouecc mapwpyTtusaumm no npotokony RIP.
passive-interface JaKnioueHo OTKNOYNTL OBHOBNEHMA MAPLLIPYTU3ALMU.

no passive-interface

BKIOUUTL O6HOBNEHWA MapLLPYTU3aLUK.
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default-information originate

-/MapLpyT He
reHepupyercs

no default-information
originate

[eHeprpoBaTb MapLLPYT MO YMOYAHUIO.

BocctaHOBUTL 3HaYeHMe no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

Bug, 3anpoca KOMaHAHOM CTPOKMU:

console (config-ip) #

Tabanuya 269 — KomaHab! perkmuma KoHourypaumm nHtepdelica IP

3HayeHue/ 3Ha4yeHue
no ymon4aHuio

KomaHda

Aelicmeue

ip rip shutdown

BbIkntoYalOT npouecc maplpytmsauum no npotokony RIP Ha
AaHHOM nHTepdeiice.

no ip rip shutdown /Brni0deHo BkatoyaloT npouecc mapuwpytusaunm no npoTtokony RIP Ha
AaHHOM uHTepdeiice.
ip rip passive-interface Mo ymonyaxuio BbikntoyaeT oTnpaBKy 0bHOBAEHWI Ha nHTepdeiice.
no ip rip passive-interface oTnpasKka 06HOBNEHUA | YcranaBaMBaeT 3HaYeHUE MO YMOIYaHUIO.
BKJIOYEHA

ip rip offset offset
no ip rip offset

offset: (1..15)/1

[ob6aBnaet cmeLLeHMeE K METPUKE.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ip rip default-information
originate metric

no ip rip default-information

metric: (1..15)/1;
Mo ymon4yaHuo
dYHKLMA OTKAOYEHA

YcTaHaBAMBaeT METPUKY A4  Mapwpyta Mo  YMOJYaHUIO
TpaHcanpyemoro vyepes RIP.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

— — CUMBOJI0B
no ip rip authentication-key

originate
ip rip authentication mode BkntouaeT ayteHTMdMKaumio B RIP M onpepenset ee Tvn:
Mo ymon4yaHuio .
{text | md5} - text — ayTeHTUOMKaLMA OTKPbITHIM TEKCTOM;
ayTeHTAGUKaLIMA - md5 — ayTeHTMdUKaumm MD5.
. . OTK/tOYEHa.
no ip rip authentication mode YcTaHaBAMBaeT 3HaYeHWe MO YMONYAHWIO.
ip rip authentication key-chain OnpegensieT Habop KNtoyen, KOTOPbIM MOMKET MCNOo/b30BaThHCA
key_chain key_chain: (1..32) ANA ayTeHTUdMKaLMK,
no ip rip authentication CMMBON0B YcTaHaBAMBaeT 3HaYeHMeE N0 YMONYAHUIO.
key-chain
ip rip authentication-key OnpegaenseT KoY Ana ayTeHTUGUKALUM OTKPLITbIM TEKCTOM.
clear text clear_text: (1..16)

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip rip distribute-list access
acl_name
no ip rip distribute-list

acl_name: (1..32)
CMMBOOB

YcTaHaBnAuBaeT cTaHgapTHbit  IP ACL  ans  dunbTpaumm
QHOHCMpPYEMbIX MapLUPYTOB.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KomMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#

Tabnnua 270 — KomaHzabl perkuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show ip rip [database |
statistics | peers]

MpocmoTp MHbopmauum o RIP-mappytusanmm:
- database — nHdopmaLma o HacTpoiiKkax RIP;

- statistics — ctaTucTnueckme gaHHole;

- peers — MHGOPMaLMA y4aCTHUKA CETU.
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[pumepbl UC016308AHUS KOMAHO

BkatounTb npotokon RIP ana noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) u
ayTeHTUduKaumto MD5 yepes Habop Kntoden mykeys:

console#

console# configure

console (config) # router rip

console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5

console (config-if)# ip rip authentication key-chain mykeys

5.30.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — nNpoTOKOA AWHAMWUYECKOM MapLlpyTM3auMM, OCHOBAaHHbIMA Ha
TEXHO/IOMMKU OTC/IeXMBaHMA cocTOAHUA KaHana (link-state technology) n ucnone3yowmii gnsa HaxoxaeHus
KpaTyavwero nytm anaroputm [eikctpbl. Mpotokon OSPF npepacrasnset coboit NpoOTOKOA BHYTPEHHErO
wnto3a (IGP). Mpotokon OSPF pacnpocTtpaHaeT WMHPOPMAUMIO O AOCTYMHbIX MapLipyTax Mexay
MapLLPyTU3aTOPaMmn 04HON aBTOHOMHOM CUCTEMbI.

YCTpoiiCTBO NOAAEPKMBAET OLHOBPEMEHHYID PaboTy HECKOJIbKUX HE3aBUCMMbIX 3K3eMNAApoB
npoueccos OSPF. Hactpolika napametpoB 3k3emnaapa OSPF npous3BoguTca NyTemM YyKasaHus
naeHTUdMKaTopa aksemnnsapa (process_id).

KomaHObI pexcuma 2a06anab6HoU KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:
console (config) #

Tabnunua 271 — KomaHabl perkuma rnobanbHoM KoHGUrypauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
router ospf [process_id] process_id: BKntouaeT maplupyTtusaymio no npotokony OSPF.
[vrf vrf_name] (1..65535)/1 3apaeT naeHTMdMKaTop npouecca.
no router ospf [process_id] vrf_name: (1..32) BbIK/I04YaeT MapLIpyTM3aLumio no npotokony OSPF.
[vrf vrf_name] cumBona
ipv6 router ospf [process_id] BkAtoyaeT mapwpyTusaumto no npotokony OSPFv3.
process_id: 3apaet naeHTndUKaTop npotiecca.
no ipvé router ospf (1..65535)/1 BbIKkNtouaeT mapLupyTM3aLmio no npotokony OSPFv3.
[process_id]
ipv6 distance ospf {inter-as | 3afaeT agMWHUCTPATUBHYIO AUCTaHUMIO ana mapwpytos OSPF,
intra-as} distance OSPFv3.
. - inter-as — AN BHELWHWX aBTOHOMHbIX CUCTEM;
distance: (1..255) . o
- intra-as — BHyTp1 aBTOHOMHOM CUCTEMBbI.
no ipv6 distance ospf Bo3BpallaeT 3HaYeHUs N0 YMONYaHHIO.
{inter-as | intra-as}

KomaHOb! pexcuma npouecca OSPF

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxknume KoHdurypaumm npouecca OSPF:

console(router_ospf_process)#
console (ipvé router ospf process)#
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Tabnunua 272 — KomaHabl pexkmuma KoHourypaumm npouecca OSPF

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

redistribute connected [metric
metric] [route-map name]
[filter-list acl_name]
[subnets]

no redistribute connected
[metric metric] [route-map
name] [filter-list acl_name]
[subnets]

metric: (1..65535);
name: (1..255)
CMMBO/I0B

PaspeluaeT aHOHCHpoBaHKe connected mapLpyTos:

- metric — 3HaYeHWEe METPUKM AN UMMNOPTUPYEMbIX MapLLPYTOB;
- name —NMA NOANTUKM MMNOPTA, NO3BONAIOLWEN GUABTPOBATL U
BHOCUTb U3MEHEHUA B UMMOPTUPYEMbIE MaPLLPYTbI;

- acl_name — vma cTaHgapTtHoro IP ACL, KoTopbiit 6yaet
MCNob30BaH AN GUAbTPaLUN UMMOPTUPYEMBIX MapPLLIPYTOB;

- subnets — no3BonAET UMNOPTMPOBATL NOACETH.

3anpeLaeT yKasaHHY GyHKLMIO.

redistribute static [metric

MmnopT ctatnuyeckmnx mappyTtos B OSPF.

metric] [route-map name] -metric —  yCTaHaB/AMBAeT  3Ha4YeHMe  MEeTPUKU  Ann
[filter-list ac/_name] [subnets] MMMNOPTUPYEMbIX MapLLPYTOB;
-name — nNpPUMEHAET MOAUTUKY WMMOPTA, MNO3BONAIOLLYIO
. duUNbTpOBaTb M  BHOCUTb M3MEHEHWA B MMMOPTUPYyEMble
metric: (1..65535); MapLIpyThi;
name: (1..255) o
- acl_name — wma crangaptHoro IP ACL, KoTopblit Byaet
cMMBONOB MCMNONb30BaH ANA GUABTPALUM MNOPTUPYEMBIX MAPLLPYTOB;
- subnets — nosBonAeT UMNOPTUPOBATL NOACETH.
no redistribute static [metric 3anpeLaeT yKasaHHy GyHKUMIO.
metric ] [route-map name]
[filter-list acl_name] [subnets]
redistribute ospf id [nssa-only] MmnopT mapwpyTtos u3 npouecca OSPF B npouecc OSPF:
[metric metric] [metric-type - nssa-only — ycTtaHaBnMBaeT 3HayeHWe nssa-only ans Bcex
{type-1 | type-2}] [route-map MMMNOPTUPYEMbIX MapLUPYTOB;
name] [match {internal | - metric-type type-1 — umnoptupyeTr c nomeTtkon Kak OSPF
external-1 | external-2}] external 1;
[subnets] - metric-type type-2 — uMmnopTupyeTr c nomeTkon Kak OSPF
external 2;
- match internal — umnopT1pyeT mapLpyTbl B Npesenax area;
- match external-1 — umnopTupyeT MapwpyTbl Tuna OSPF
external 1;
id: (1..65535); - match e.zxternal-z — umnopTtupyer MmapuwpyTbl Tvuna OSPF
external 2;

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-2}]
[route-map name] [match
{internal | external-1 |
external-2}] [subnets]

metric: (1..65535);
name: (0..32) cumBona.

- subnets — no3sonAeT UMNopTMpPOBaTL NOACETH;

-name — NPUMEHAET YKa3aHHYI0 MOJIMTMKY MMMOPTa, MNO3BO-
naowyo GUALTPOBATb U BHOCUTbL M3MEHEHMUSA B UMMNOPTUPYEMble
MapLUpyTbl;

-metric —  ycTaHaBaAuBaeT
MMMNOPTUPYEMbIX MapLUPYTOB.

3Ha4vyeHune MEeTPUKHU AanAa

3anpeLaeT ykasaHHyo GyHKLMIO.

redistribute rip [metric metric]
[route-map name] [filter-list
acl_name] [subnets]

no redistribute rip [metric
metric] [route-map name]
[filter-list ac/_name] [subnets]

metric: (1..65535);
name: (1..255) cumsona

MmnopT mapwpyTtos n3 RIP B OSPF.

- metric — 3HaYeHMe METPUKM A7 UMMOPTUPYEMbIX MAPLLIPYTOB;
- name — UMA NOAUTUKU MMNOPTA, No3BoNAOWEN GUNLTPOBATL U
BHOCWTb U3MEHEHUA B UMMNOPTUPYEMbIE MAPLLPYTbI;

- acl_name — wuma ctangapTtHoro IP ACL, KoTopbin byget
MCMONb30BaH ANA GUALTPALUN UMNOPTUPYEMbIX MAPLLPYTOB;

- subnets — nosBonAeT UMNOPTUPOBATL NOACETH.

3anpeLyaeT yKasaHHY GYHKLMIO.
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redistribute isis [/evel] [match
match] [metric metric] [filter-
list acl_name] [subnets]

no redistribute isis [/evel]
[match match] [metric metric]
[filter-list acl_name] [subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cumBona

MmnopT mapwpyTtos 13 IS-IS 8 OSPF.

- level — yCTaHOBUTb W3 KaKOro YpOBHA
QHOHCMPOBATLCA MapPLLPYTbI;

- match — Npon3BOAUTbL aHOHCUMPOBAHWE TONIbKO ANA YKA3aHHbIX
TMnos IS-IS mapwpyTos;

- metric — 3Ha4YeHMEe METPUKM ANA UMMOPTUPYEMBIX MAPLLIPYTOB;
- acl_name — wuma crtaHgaptHoro IP ACL, KoTopbiit byget
MCMNONb30BaH Ana GUNLTPALLMM UMNOPTUPYEMbIX MAPLLPYTOB;

- subnets — no3BonAeT UMNOPTUPOBATL NOACETH.

IS-IS  6yayT

be3 napameTpos 3anpeLiaetT UMNOPT mapwpyTos 13 IS-IS 8 OSPF.
B cnyyae yKasaHMA napameTpa BO3BpALLAET ero 3HayeHue o
YMONYAHMIO.

redistribute bgp [metric
metric] [route-map name]
[filter-list acl_name] [subnets]

metric: (1-65535);

MmnopT mapwpyTtos u3 BGP 8 OSPF.

- metric — 3Ha4YeHe MEeTPUKM A1 UMMOPTUPYEMBIX MAPLLIPYTOB;
- name — UMA NOANTUKN UMMNOPTA, NO3BONAOWEN GUNLTPOBATb U
BHOCWTb M3MEHEHUA B UMMNOPTUPYEMble MAPLLPYTbI;

name: (1..255) - acl_name — wuma crtaHgaptHoro IP ACL, KoTopbiit byaget
cMMBONa; MCMNoNb30BaH Ana GUNLTPALLUM MMNOPTUPYEMbIX MAPLLPYTOB;
acl_name: (1..32)
- subnets — no3sonAeT UMNopTMPOBaTL NOACETH.
no redistribute bgp [metric cnmsona be3 napameTpos 3anpeLwiaet uMnNopT mapwpytos n3 BGP 8 OSPF.
metric] [route-map name] B cnyyae yKasaHuA mapameTpa BO3BpalLaeT ero 3HavyeHue no
[filter-list acl_name] [subnets] YMOYaHMIO.
router-id A.B.C.D A.B.C.D: YcTaHaBAMBaeT uAeHTMOUKATOP MapLlupyTM3aTopa, KOTOpbi
naeHTudUKaTop YHUKaNbHO uaeHTUdMLMpPYET MapuwpyTusatop B npegenax

no router-id A.B.C.D

MapLipyTU3aTopa B
dopmarte ipvd-agpeca

0AHOM aBTOHOMHOWM CUCTEMbI.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

network ip_addr area A.B.C.D
[shutdown]

no network ip addr

ip_addr: A.B.C.D

BKAtOUNTL (OTKNHOUMTL) aK3emnaap OSPF Ha IP-uHTepdelice (ans
IPv4).

Ypanset IP-agpec nHtepdeica.

default-metric metric

no default-metric

metric: (1..65535)

YcraHaBaunsaet meTpuKy OSPF-mapuipyTa.

OTKNtoYeHne GyHKUMK.

area A.B.C.D stub
[no-summary]

no area A.B.C.D stub

A.B.C.D:
naeHTuduKkaTop
MaplupyTU3aTopa B
dopmarte IPvd-agpeca

YcTaHaBnAMBaeT Ans  yKasaHHoM 30Hbl TMn  stub. 3oHa -
COBOKYMHOCTb CeTei U MapLLpyTU3aTOPOB, UMEIOLLMX OAUH U TOT
e ngeHTuduKartop.

- no-summary — He OTNPaBAATb UHPOPMALUIO O CYMMUPOBAHHbIX
BHELHMX MapLUpyTax.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

area A.B.C.D nssa
[no-summary]
[translator-stability-interval
interval] [translator-role
{always | candidate}]

no area A.B.C.D nssa

A.B.C.D:
naeHTudumkaTop
MapLlupyTusaTopa B
dopmarte IPvi-agpeca;
interval: uenoe
NONIOXKUTENbHOE YNC/IO

YcTaHaBAMBaEeT ANA yKa3zaHHOM 30HbI TMM NSSA.

- no-summary — He NPUHNUMaTb MHPOPMALMIO O CYMMUPOBAHHbIX
BHELUHMX MappyTax BHYTPb NSSA-30HbI;

- interval — onpepenseT NPOMeXKYTOK BpemeHu (B cekyHAax), B
TeYeHne KOTOPOoro TPaHCcAATop ByaeT BbINONHATL CBOU GYHKLMMU
rnocne TOro, Kak OBHapYKMUT, YTO TPAHCAATOPOM CTan Apyrow
rPaHWYHBIN MapLIpyTU3aTOP;

- translator-role - onpeaenser, KakMm obpasom  Ha
MapLpyTnsatope byaet pyHKLMOHMPOBATb PEXUM TPAHCAATOPA
(TpaHcnauun Type-7 LSA B Type-5 LSA);

- always — B NpMHyAMUTEIbHOM NOCTOAHHOM pPeXUMe;

- candidate — B pexxrme y4acTua B BbiIbopax TpaHcasATopa.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D:
naeHTuduKaTop
MapLIpyTU3aTopa B
dopmarte IPv4-agpeca;
secs: (1..65535) cekyHz;
word: (1..256)
CMMBONOB

Co3paHue BUPTYaNbHOrO COEAMHEHWUA MeXAy OCHOBHOW W
APYrMMW  yAaneHHbIMU 061acTAMM, KOTOpble MMET MeXAay
HUMM obnacTu.

- hello-interval — yka3satb hello-uHTepsan;

- retransmit-interval — ykasatb MHTepBan megy MOBTOPHbIMM
nepegadamu;

- transmit-delay — yka3aTb Bpema 3a4epKKu;

- dead-interval — ykasatb dead-uHTepBan;

- null — 6e3 ayTeHTUPUKauuu;

- message-digest — ayTeHTUdMKaumMA ¢ wndposaHmem;

- word — naponb ANA ayTeHTUdUKaumm.
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no area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

YpanseT BupTyanbHoe coeanHeHue.

area A.B.C.D default-cost cost

no area A.B.C.D default-cost

A.B.C.D:
naeHTuduKaTop
MapLipyTU3aTopa B
dopmarte IPv4-agpeca;

YcTaHaB/IMBaeT 3HaYeHMe CTOMMOCTM CYMMApHOro MapLipyTa,
mcnonbsyemoro ans stub- u NSSA-30H (gns IPv4).

YcTaHaBAMBAET 3HAYeHUE No YMO4YaHUIO.

cost: uenoe
NONOXKUTENbHOE YNCIO
area A.B.C.D authentication A.B.C.D: BkntoyaeT ayTeHTMOUKAUMIO ANA BCex WHTepdelncosB AaHHOM
[message-digest] naeHtTuduUKaTop 30HbI (ana IPv4):

no area A.B.C.D authentication
[message-digest]

MaplupyTusaTopa B
dopmare IPv4-appeca;
-/BbIK/IIOYEHO

- message-digest — c wnpposaHnem MD5.

OTKNtOYaeT ayTeHTUdUKaLMIO.

area A.B.C.D range
network_address mask
[advertise | not-advertise]

no area A.B.C.D range
network_address mask

A.B.C.D:
naeHtTnduKatop
MapLIpyTU3aTopa B
dopmarte IPvd-agpeca;
network_address:

Co3gaeT cyMMapHbIii MapLipyT Ha rpaHuLe 30Hbl (ana IPv4).
- advertise — aHOHCMPOBATbL CO3AAHHBIN MapLUPYT;
- not-advertise — He aHOHCMPOBaTb CO34aHHbIM MAPLIPYT.

YpansaeTr cyMMapHbIi MapLupyT.

A.B.C.D;
mask: E.F.G.H
area A.B.C.D filter-list prefix A.B.C.D: YcTaHaBAMBaeT ¢GUALTP Ha MapLlpyTbl, aHOHCMpyemMble B
prefix_list in naeHTudukaTop YKa3aHHY0 30HY U3 Apyrux 30H (ana IPv4).

no area A.B.C.D filter-list prefix
prefix_list in

MapLIpyTU3aTopa B
dopmarte IPvi-agpeca;
prefix_list: (1..32)

YpanseT GUAbTP Ha MapLIPyTbl, aHOHCUMPYEMbIE B YKa3aHHYHO
30HY U3 ApYruX 30H (ana IPv4).

cumBona
area A.B.C.D filter-list prefix A.B.C.D: YcTaHaBAMBaeT ¢GUABTP Ha MapLpyTbl, aHOHCUpyemble U3
prefix_list out naeHTuduKkaTop YKa3aHHOM 30Hbl B Apyrue 30Hbl (ana IPv4).

no area A.B.C.D filter-list prefix
prefix_list out

MapLipyTU3aTopa B
dopmarte IPvi-agpeca;
prefix_list: (1..32)

YpansaeTr GUAbTP Ha MapLpyTbl, aHOHCUPYEMbIe U3 YKa3aHHOM
30HbI B Apyrue 30Hbl (g0 IPv4).

cumBona
area A.B.C.D shutdown A.B.C.D: OTtkntovaet npouecc OSPF ana 30HbI.
no area A.B.C.D shutdown naeHTuduKaTop BkatoyaeT npouecc OSPF gna 30HbI.

MapLipyTU3aTopa B
dopmare IPv4-agpeca;
-/BKIOYEHO

passive-interface

no passive-interface

-/BbIKOYEHO

3anpeuwaeT Bcem IP-uHTepdelicam, y4acTsyroLmMm B npoLecce
OSPF, 06meHMBaTbCA NPOTOKONAbHBLIMW COODLLEHMAMMU C
cocefAaMuM (BKKOYAET NACCUBHLIN PEXMUM).
Mpu npMMmeHeHUN JAHHOM KOMaHAbl HaCTPOMKa ip
V ospf passive-interface ypanserca co Bcex ip
MHTep¢eiicoB U CTAHOBUTCA A4/1A HUX 3HAYEHUEM NO
yMon4aHuio.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

shutdown

no shutdown

-/BKNOYEHO

OTkntovaeT npouecc OSPF.

Bkntouaet npouecc OSPF.

KomaHObI pexcuma KoHgu2ypayuu uHmepaetica IP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #
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Tabnunua 273 — KomaHabl pexkuma KoHourypaumm nHtepdelica IP

3HayeHue/3HayeHue

KomaHda Aeiicmeue
no ymoa4YaHuro

ip ospf shutdown BbikntovaeT mapuwpytmusaumio no npotokony OSPF  Ha

UHTepodeiice.
- -/BKAOYEHO

no ip ospf shutdown BKkatoyaeT mapwpytvsauuio  no  npotokony OSPF  Ha
UHTepodeiice.

ip ospf network {broadcast | BbibpaTtb TMN ceTun:

point-to-point} - broadcast — wupokoBeLLaTenbHan ceTb ¢ MHOXKECTBEHHbIM

-/broadcast A0CTYNom;

no ip ospf network

- point-to-point — ceTb «TOYKa-TOUYKa».

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip ospf authentication
[message-digest]

no ip ospf authentication

-/BbIK/IIOYEHO

BKkntoyaeT ayteHTUoMKaumto B OSPF ¢ umcnonb3oBaHWeM
3aZ@aHHOro Naposs B HelWMbpoBaHHOM BUAE.

- message-digest — BkawouaeT ayteHTMdMKaumio B OSPF c
MCNONb30BaHWEM 3afaHHOro Habopa Kiawuen u anroputma
MDS5.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip ospf authentication-key key

no ip ospf authenticationkey

key: (1..8)
CMMBO/10B/Naponb He
3a4aH

HasHauaeT naposb Ans ayTeHTUdUKaumMm cocenen, AOCTYNHbIX
yepes  TeKywmit  uHTepdelic. Maponb  3apaetca B
HewundpoBaHHOM BUAE.

Maponb, yKasaHHbIA Takum obpa3om, bOyaeT BHeapeH B
3aro/I0BOK Ka)X[oro yxogawero B 3Ty ceTb naketa OSPF B
KauecTse K/toya ayTeHTUDUKaUUK.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

encrypted ip ospf
authentication-key
EncryptedWord

no encrypted ip ospf
authentication-key

EncryptedWord: (1..8)
6aitT/naposib He 3a4aH

HasHauaeT naposb Ans ayTeHTUdUKaumMm cocenen, AOCTYNHbIX
yepes TekylWnit MHTepdeic. Maponb 3a4aeTca B WWMPOBaHHOM
Buae.

Maponb, YyKasaHHbIA TakMm obpa3om, OyaeTr BHeapeH B
3ar0/I0OBOK Ka)K[oro yxopgAuiero B 3Ty ceTb naketa OSPF B
KayecTse K/toya ayTeHTUDUKaLUK.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

ip ospf authentication key-
chain key_chain

no ip ospf authentication key-
chain

key_chain: (1..32)
CMMBOJI0B/He 3a4aHO

3agaeT uma Habopa Katoyer, KoTopblii ByaeT Mcnoab3oBaTbeA
npv ayTeHTUdunKaumu.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip ospf authentication null

-/He ncnonbsyeTca

OTKNKOYaeT WCMoAb30BaHME ayTeHTUOUKALUMM Ha TeKyliem
MHTepodeiice.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YcTaHaB/IMBaeT METPUKY COCTOAHMA KaHaia, KoTopan ABAseTcA
YCNOBHbIM NoOKasaTesniem "CToMmMocTn" nepecbiNKK AaHHbIX No
KaHasny.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ip ospf dead-interval {interval |
minimal}

no ip ospf dead-interval

interval: (1..65535)
CeKYHA;
minimal — 1 ceK

YCTaHaBAVBAET MHTEPBA BPEMEHU B CEKYHAAX, MO UCTEYEHUM
KoToporo coceg, byAeT cunuTaTbCA HEAaKTUBHbBIM. ITOT MHTEpPBan
A0NKeH b6bITb KpaTHbIM 3HaYeHuto hello-interval. Kak npasuno,
dead-interval paseH 4 nHTepanam otnpasku hello-naketos.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

ip ospf hello-interval interval

interval: (1..65535)/10

YcTaHaB/IMBaeT UHTepBas BPpeMeHU B CEKyHAaX, MO UCTeYeHnn
KOTOpPOro MmapuwpytusaTop oTtnpasaseT caegytowuii hello-

CeKyHA, nakKerT c uHTepdeiica.
no ip ospf hello-interval YcTaHaBAMBaeT 3HaYeHMe NO YMOIYAHUIO.
ip ospf mtu-ignore OTkAntoveHme nposepkn MTU.
-/BKIOYEHO

no ip ospf mtu-ignore

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

ip ospf passive-interface

-/BbIK/IIOYEHO

3anpewaeT IP-uHTepdelicy obMeHWBaTbCA MPOTOKOJ/IbHLIMM
CO0BLWEeHNAMM C coceaamM (BKNHOYAET NACCUBHBIN PEXKUM).
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no ip ospf passive-interface

YcTaHaBAMBaET 3HaYEHME NO YMOIYAHUIO.
Ecnu npumeHeHa HacTpoiKa passive-interface B
V pexxume KoHdpurypaumm npouecca OSPF, To gaHHan

no ip ospf priority

KOMaHAA BbIBOAUT fAaHHbI  IP-uHTepdeiic u3
NacCMBHOrO peXuma.
ip ospf priority priority YcTaHaBAMBaeT NPUOPUTET  MapLpyTM3aTopa, KOTOpbIl

priority: (0..255)/1

ncnonb3yertca ans sbibopa DR v BDR.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepapelica Ethernet, VLAN:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnunua 274 — KomaHabl pexkuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

-/BKNIOYEHO

BbikntoyaeT mapwpytusauumio  no
MHTepodeiice.

npotokony OSPFv3 Ha

Bkntoyaetr mapuwpytusaumio  no
uHTepodelice.

npotokony OSPFv3  Ha

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: naeHTMouKaTop
MapLIpyTU3aTopa B
dopmarte IPvi-agpeca

BKAtounTb (oTKAOUMTL) OSPF npouecc ans onpeaeneHHOM 30HbI.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YcTaHaB/IMBaeT METPUKY COCTOSIHUA KaHana, KoTopas fBnseTca
YC/IOBHbIM MOKasaTesiem "cToMmocTn" nepecbisIKM AaHHbIX Mo
KaHasny.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

ipv6 ospf dead-interval interval

no ipv6 ospf dead-interval

interval: (1..65535)
CEeKYHA

YcTaHaBAMBaeT MHTEPBaN BPEMEHU B CEKYHAAX, NO UCTEYEHUU
KOTOpOro cocen, 6yaeT cHMTATbCA HEAKTUBHLIM. DTOT MHTepBan
DOMKeH bbITb KpaTHbIM 3HaveHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTepsanam otnpasku hello-nakeTos.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ipv6 ospf hello-interval interval

interval: (1..65535)/10

YcTaHaB/MBaeT MHTEPBANA BPEMEHM B CEKYHAAX, MO WUCTEYEHMUU
KOTOPOro MapLupyT13aTop oTnpasnseT cnegyowmii hello-naker ¢

no ipv6 ospf mtu-ignore

CeKYHZ, nHTepderica.
no ipv6 ospf hello-interval YcTaHaBAMBaeT 3HaYeHUE MO YMOHAHUIO.
ipv6 ospf mtu-ignore . OTkAtoveHne nposepkn MTU.
-/disabled

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

no ipv6 ospf priority

priority: (0..255)/1

ipv6 ospf neighbor 3apaet IPv6 agpec cocepa.

{ipv6_address}

ipv6 ospf neighbor i Ypanset IPv6 agpec coceaa.

{ipv6_address}

ipv6 ospf priority priority YcTaHaBAMBaeT — MpPUOPUTET  MaplupyTM3aTopa,  KOTOPbIM

ncnonbsyertca ansa sbibopa DR v BDR.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

ipv6 ospf retransmit-interval
interval

no ipv6 ospf
retransmit-interval

interval: (1..65535)/5
CeKyH[,

YCTaHaBAMBAET MHTEPBAN BPEMEHWU B CEKYHAAX, MO UCTEYEeHUU
KOTOPOro MapLIpyTU3aTop MOBTOPHO OTMNPaBUT MaKeT, Ha
KOTOPbIV HE MOY4UN NOATBEPKAEHUA O MONYYeHUM (Hanpumep,
Database Description naket uau Link State Request nakeTbl).

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

ipv6 ospf transmit-delay delay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyHA,

YcTaHaB/MBaeT NpuMMepHoe Bpema B CEeKyHAaX, Heobxogumoe
4NA Nepefaym naketa COCTOAHWUA KaHana.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnunua 275 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

show {ip | ipv6} ospf
[process_id] [vrf vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

OTtobparkaeT KoHdUrypaumm OSPF.

show {ip | ipv6} ospf
[process_id] neighbor [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBoONna

OTtobparkaeT MHdopmaumm 06 OSPF-coceasx.

show ip ospf [process_id]
neighbor A.B.C.D [vrf
vrf_name]

process_id: (1..65536);
A.B.C.D: IP-agpec
cocepna
vrf_name: (1..32)
cumBona

OTobpaxkaeT WHoopmauum o6 OSPF-cocege C  yKasaHHbIM
afpecom.

show {ip | ipv6} ospf
[process_id] interface [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cvmBONIA

OTobparkaeT KoHbUrypauum scex OSPF-nnHTepdelicos.

show {ip | ipv6} ospf
[process_id] interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
HundredGigabitEthernet
hu_port | port-channel group |
vlan vian_id | tunnel tunnel_id
| A.B.C.D [vrf vrf_name]
[brief]}

process_id: (1..65535);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..24);
hu_port: (1/0/1..6);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16)
A.B.C.D: IP-agpec
vrf_name: (1..32)
cumBona

OTobparkaeT KoHOUrypauumn KoHkpeTHoro OSPF-uHTepdeiica.

show {ip | ipv6} ospf
[process_id] database [vrf
vrf_name] [router [vrf
vrf_name] | summary [vrf
vrf_name] | as-summary [vrf
vrf_name] ]

process_id: (1..65535)
vrf_name: (1..32)
cMmBONa

OTobparkaeT coctoaHMe 6asbl faHHbIX NpoTokoia OSPF.

show {ip | ipv6} ospf
virtual-links [process_id] | [vrf
vrf_name]

process_id: (1..65535)
vrf_name: (1..32)
cvmBoNa

OTo6pa)KaeT napameTpbl U Tekyulee COCTOAHUE BUPTYa/NIbHbIX
JINHKOB.

clear ip ospf {process_id | vrf
vrf_name process}

process_id: (1..65535)
vrf_name: (1..32)
cumBoNa

Pa3prBaeT coceacTtBa U yganAaeTt COOTBETCTBYHOLWME MapLWIpPYThbl.

[Tpumepbl UCNoAb308aHUS KOMAHO

e T[okasaTb OSPF-coceneit ans onpeneneHHoro VRF (vrfl):

console# show ip ospf neighbor vrf vrfl

e [lepesanyctutb OSPF-cocepeit ansa onpeaeneHHoro VRF (vrfl):

console# clear ip ospf vrf vrfl process

5.30.4 Hacmpolika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npOTOKO/N rpaHUMYHOro LW/03a) ABASETCA MNPOTOKO/IOM

MapLpyTU3aLUmMmM Mexay aBTOHOMHbIMMK cucTemamm (AS). OcHoBHoOM dyHKUMel BGP-cuctemsl faBaseTca
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obmeH MHpopmaumrelt o AOCTYNHOCTU ceTen ¢ agpyrumu cuctemamm BGP. MHdopmaumna o 4ocTynHOCTH
ceTel BK/IIOYAET CMUCOK aBTOHOMHbIX cucTem (AS), yepes KoTopble NPOXOAUT 3Ta MHpopmaumsa.

BGP ABnAeTcA NPOTOKO/IOM MPUKAAAHOIO YPOBHA W (YHKLMOHMPYET MOBEPX MNPOTOKO/A
TpaHcnopTHoro ypoBHa TCP (nopt 179). MNocne ycTaHOBKU coeaAnHeHUs nepeaaérca nHpopmauma obo
BCEX MApLUPYTaX, NpeAHa3HauYeHHbIX 414 9KCnopTa. B AanbHeliwem nepenaérca ToNbko MHGoOpMauus ob

N3MEHEHUNAX B Ta6J'IVILI,aX MapwpyTmnsaunn.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

Moapep:KKa npoTtoKona BGP npepocraBaseTca no MueH3uun.

Bug 3anpoca KOMaHAHOM CTPOKU B pexume r1ob6asbHOM KoHbUrypaumm:

console (config) #

Tabnunua 276 — KomaHabl perknma rnobanbHOM KoOHGUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

router bgp [as_plain_id |
as_dot_id]

as_plain_id:
(1..4294967295)/1

as_dot_id:
(1.0..65535.65535)

no router bgp
[as_plain_id_| as_dot_id]

BKatoyaeT mapLipyTmsaumio no npotokony BGP.

3agaeT ugeHTMdMKaTop AS M nepexoguT B peXUM eé
KOHOUryprpoBaHua.

- as_plain_id - waeHTMdMKATOP aBTOHOMHOM CUCTEMBI,
MUCMONb3YEMbIN  MapLIpyTU3aTOPOM  NpPWU  YCTAHOBNEHUMU
coceactsa M obmeHe mapLupyTHOW MHbOpMaLmel;

- as_dot_id — npeHTMPMKATOp aBTOHOMHOM cUCTEMbl B 32-
6uUTHOM popmare.

OcTaHaBnuBaeT BGP-mapuwpyTnsaTop, BClO

KOHUrypaumio npotokona BGP.

yaanset

KomaHObI pexcuma KoHguypayuu AS

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxnume KoHpurypaumm AS:

console (router-bgp) #

Tabnuua 277 — KomaHabl pexkuma KoHburypaumm AS

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

bgp router-id ip_add
no bgp router-id

3agatb naeHTudumkaTop BGP-mapwpyTtusaTopa.

Ypanutb naeHtnourkatop BGP-mapwpytusaTtopa.

bgp asnotation dot

3apeiicTByeT cuctemy obo3HayeHue HomepoB AS B dpopmaTe

-/asplain asdot.
no bgp asnotation YcTaHaBAWBAET 3HAaYeHME MO YMOMYAHMIO.
bgp client-to-client BKAtOYaeT nepecbiIky MaplupyToB, Mosy4YyeHHbIx oT reflector-
reflection KNneHTa, gpyrum reflector-knnextam.
- - -/BKNIOYEHO
no bgp client-to-client BbIK/IlOYaeT nepechl/IKy MapLpyToB, NoayYeHHbIx oT reflector-
reflection KNueHTa, gpyrum reflector-knventam.

bgp cluser-id ip_add

3afaéT naeHTUPUKaTop Knactepa BGP-mapwpytusaTopa.
» B cnyvae, ecnm wupeHTMdUMKaTOpP Knactepa He

MCNoNb30BaTbCA rnobanbHblii naeHTMPUKaTop BGP-
mapLupyTusaTopa.

no bgp cluser-id -

HacTpoeH, B KayectBe wuaeHTUPMKatopa byaer
Yoanute naeHTMomnKaTop Knactepa BGP-mapwpyTusartopa.
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HELTEX

shutdown

no shutdown

-/no shutdown

ALMWHUCTPATUBHO BbIKOYaeT NpoTokon BGP, He yaanasa ero
KoHbUrypauuio.
JT0 AeiicTBUE BNIEYET 3a c060I4 pa3pbiB BCEX CECCUM C
V BGP-cocegammu n oUUCTKY Tabauubl MapLipyTUsaumum
npoTokona BGP.

BKkntoumTb paboTy AS.

neighbor ip_add

no neighbor ip_add

3agatb |IP-agpec ana BGP-cocega wau nepentn B pexum
KOHOrypMpoBaHUsA CyLLECTBYHOLLEro coceaa.

Ypanute KoHdurypaumio ana BGP-cocena ¢ ykasaHHbiMm |Pv4
nnn IPve-agpecom.

peer-group name

Cospaet Peer-rpynny.

name: (0..32) - name — uma rpynneol.
cumsona
no peer-group name YpanaeT cosgaHHyto Peer-rpynny.
address-family ipv4 {unicast YKasbiBaet Tvn IPv4 Address Family u nepesoaut kommyTtaTtop
| multicast} Junicast B peXxunm KoHburypauum cootsetcTeytoweit Address Family.
-/unicas

no address-family ipv4
{unicast | multicast}

Bbik/toyaeT cooTBeTcTBYOWYO Address-Family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/IIOYEHO

YKasbiBaeT Tmn 12vpn Address Family n nepeBoaut KommyTaTtop
B PEXMM KOHPUrypaumm cootsetcTBytowent address-family.

BbIk/toyaeT cooTBeTcTBYOWYO address-family.

KomaHObI pexcuma KoHguaypauuu Address-Family

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypaumnm Address-Family:

console (router-bgp-af) #

Tabnunua 278 — KomaHabl perknuma KoHourypaumm Address-Family

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

network ip_add [mask
mask]

no network ip_add [mask
mask]

3apaeT noaceTb, KOTOpasa aHOHcMpyeTca BGP-cocepgam.

- ip-add — appec noaceTw;

- mask — macka noacetu.
Echm macka He yKasaHa, NO YMOJIYaHUIO OHa
33/4aeTCA KNacCoBbIM METOA0M aApecaLum.
mask — macka IP-noacetu unu gnvHa npedukKca.

YpanseT aHOHC AaHHOM noaceTy.
- ip-add — appec noacetu;
- mask — macka nogceTu.

redistribute connected
[metric metric | filter-list
name]

no redistribute connected

metric: (1-
4294967295);
name: (0..32) cumBona

Pa3pelaeT aHOHCUpOBaHMe connected-mapLupyTos.

- metric — 3HayeHue aTtpmbyta MED, KoTopoe Oyaer
NPUCBOEHO MMMOPTUPOBAHHBIM MapLLpPyTam;

- hame — Ha3BaHwue access-list, KOTopbI ByaeT NpUMeHeH K
mapLupyTam.

3anpeLyaeT aHOHCUpPOBaHWe connected-mapLLpyToB.

redistribute rip [metric
metric | filter-list name]

no redistribute rip

metric: (1-
4294967295);
name: (0..32) cumBona

MmnopTtupyet mapwpyTtbl RIP 8 BGP.

- metric — 3HayeHue aTpubyta MED, KoTopoe 6yaer
NPUCBOEHO NMMNOPTUPOBAHHBIM MapLUPyTam;

- name — Ha3BaHwue access-list, KoTopblil ByaeT NpuMeHeH K
MapLupyTam.

3anpewaeT MMNOPT MapLLpPyTOB U3 NpoTokona RIP.

redistribute static [metric
metric | filter-list name]

no redistribute static

metric: (1-
4294967295);
name: (0..32) cumBona

PaspeluaeT aHOHCMpPOBaHME CTaTUYECKMX MAPLLPYTOB.

- metric — 3HayeHue aTtpmbyta MED, KoTopoe O6yget
NPUCBOEHO MMMOPTUPOBAHHBIM MapLLpyTam;

- name — Ha3BaHue access-list, KOTopbIl ByaeT NpUMeHeH K
mapLupyTam.

3anpeLyaeT aHOHCUMPOBAHWE CTaTUYECKMX MapPLUPYTOB.
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HELTEX

redistribute ospf id [metric id: (1..65535);
metric | match type | metric: (1-
metric-type mtype | nssa- 4294967295);

only | filter-list name] type: (internal,
external-1, external-2);
name: (1..32)
CUMBO/IOB;
mtype: (type-1, type-
no redistribute ospf 2);
name: (0..32) cumBona

MmnopTtupyet mapwpyTbl OSPF 8 BGP.

- id —vuaeHTndukaTop npouecca OSPF;

- metric — 3HayeHue aTpmbyta MED,
NPUCBOEHO MMMOPTUPOBAHHBIM MapLLpyTam;
- type — Tmn OSPF-mapLipyToB, aHOHCcMpyembix B BGP;

- name — Ha3BaHwWe access-list, KOTopbIl ByaeT NpUMEHEH K
MapLupyTam;

- mtype — T1n meTpukmn Ex1 nnm Ex2.

KoTopoe byaer

3anpeLaeT MMNOPT MapLLpPYyTOB M3 NpoTokona OSPF.

redistribute isis [/evel]
[match match] [metric
metric] [filter-list
acl_name]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cumBona

no redistribute isis

MmnopTtupyet mappyTtbl n3 IS-IS B BGP.

- level — ycTaHOBWUTL M3 KAKOro YypoBHA
QHOHCMPOBATHLCA MAPLIPYTbI;

- match — npou3BOAUTL aAHOHCMPOBAHWE TONbKO ANs
YKa3aHHbIX TUNOB IS-IS mappyTos;

- metric — 3HayeHMe METPMKU [AN9 UMMNOPTUPYEMBbIX
MapLUpyTOB;

- acl_name — vmsa cTtaHgapTtHoro IP ACL, KoTopbiit byaet
MCNoNb30BaH Ana GUNbTPaALUU MMMNOPTUPYEMBIX MApPLLPYTOB.

IS-IS  6yayT

3anpeLwaeT MUMNOPT MapLIPYTOB M3 NpoToKoAa IS-IS.

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm BGP-coceaa:

console (router-bgp-nbr) #

Tabnnuya 279 — KomaHabl perkmuma KoHourypaumm BGP-coceaa

second: (30-86400);
type: (restart,
warning-only)

no maximum-prefix

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
no ymoa4aHuro
maximum-prefix value BK/lOYaeT  orpaHMYeHWe  Koamyectsa  MPUHMMaEMbIX
[threshold percent | hold- mapLpyTos oT BGP-coceaa.
timer second | action type] - value — MaKcMManbHOE KOJIMYECTBO MNPUHUMAEMBbIX
MapLUpyTOB;
- percent — MpPOUEHT OT MAaKCMMaAbHOIO KO/MYecTBa
value: (0- MapLIpyToB, NO AOCTUXEHUW KOTOPOro OTnpasBaaeTca
4294967295); percent: npeaynpexgeHue;
(0-100); - second — BpPEMEHHON NPOMENKYTOK (B CeKyHaax), no

MCTEYEHUIO KOTOPOrO MPOUCXOAUT NepenosKatoueHune, ecam
ceccua 6bina pasopBaHa M3-3a MpPEeBbIWEHMA KOAUYecTBa
MapLIpyTOB;

- type — HasHayaeT [eicTBUe, BbIMONHAEMOE NpU
OOCTUKEHUM MAKCMMaNbHOTO 3HayeHus (paspbiB ceccun
<restart> unu oTnNpaBKa NpegynpexaeHus <warning-only>).

BbikntoyaeT  orpaHuyeHue KO/InyecTtea

mapuwpyTtos oT BGP-cocepa.

NPUHUMaEMbIX
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A ELTEX

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CEKYHA,

3a8a€T BpemMeHHble MHTepBasbl.

- adv-sec — MWHMMA/bHbIN WHTEPBaNn MeXKay OTMNpPaBKOW
UPDATE coobLeHnin 04HOro M TOTO XKe MapLupyTa;

- with-sec —  MWHUManNbHbIA  WHTEPBAN  MeXAay
QHOHCMPOBaAHWEM MapLIpPyTa W ero nociaegywowmum ge-
QHOHCUPOBaHWEM.

V —  Advertisement-interval gonkeH 6biTb 60nblue
unu paseH withdraw-interval;

—  MapuwpyTtbl, KOTOpble  AONAXHbI  6biTb
QHOHCUPOBaHbI cocegHUM BGP-
MapLwpyTM3aTopam, pacnpegensorca  no
HecKonbkum UPDATE-coobueHuam. Mexay
OoTnpaBKoM 3TUX UPDATE-coo6uieHunii
BblAEPXKMUBAETCA  C/y4YalHbI  BpPeMeHHOWM
WHTEepBaN TaKum obpasom, uTOob6bI O06LLEE
Bpema mexay O6HOBNEHMEM MapLlUpyTOB B
NoKanbHoW Tabnuue BGP u ortnpaBkoii
nocnegHero UPDATE-coobwweHus He
npesblwano advertisement-interval nam as-
origination-interval B cnyyae oTnpaBKu
NIOKaNbHbIX (MapwpyTbl M3 NOKanbHOWU AS)
mapwpytos B eBGP-coeauHeHuu. Takum
06pa3om, KaKAbli M3 MaplIpyTOB MOXKeT
MMeTb CAYYAUHYIO BEUUYMHY  3aAEepPKKU
AHOHCUMPOBaHUA;

—  TouHocTb paboTbl Talimepos advertisement-
interval, withdraw-interval u as-origination-
interval 3aBUCUT OT MaKCMManbHOro 3Ha4YeHusA
N060ro 13 aTUX TPEX TalMepPoB, HACTPOEHHbIX
Ha  BGP-mapuwpytusatope (yuuTbiBaloTCA
Talimepbl, HacTpoeHHble Aans Bcex BGP-
cocegem). Bce 3HaueHus Talimepos
QHOHCUPOBaHUA 7] Ae-aHOHCMPOBAHUA
MapLIpPyTOB, CKOHUryprMpoBaHHbIX Ha
YCTPOMCTBE, AUCKPETU3IUPYIOTCA MHTEPBAIOM
B 1/255 ot Haubonbwero HacTPOEHHOro
3HaYeHUsa. YBe/MYEeHMe  MAKCMMaNbHOro
3HayeHUsa 6yaeT NPUBOAUTL K YBEJIUYEHUIO
4acToTbl  AUCKpPeTU3auuMuM TalimepoB W,
COOTBETCTBEHHO, K MOHMMXXEHUI0O TOYHOCTU MUX
pabortbl.

YcTaHaBAMBaEeT 3HaAYeHue no YMOYaHUIO.

as-origination-interval
seconds

seconds: (0-65535)/15

3a0a6T BpemMeHHOU WHTepBan mexay otnpaskon UPDATE
coobLeHNi 0AHOTO U TOTO e MapLUpyTa, UCMOob3yeTca ANA
QHOHCA JIOKa/bHbIX  (MapwpyTel W3  nOKanbHOW  AS)

CEeKyH
yHa mapLwpyTtoB eBGP cocegam.
no as-origination-interval YcTaHaBAMBaeT 3HAYEHNE MO YMOIYAHUIO.
connect-retry-interval ds: (1 3a0a6T BpeMeHHOM WHTEepBan, MO WCTEYEHUIO KOTOPOro
seconds: (1-

seconds

no connect-retry-interval

65535)/120 cekyHA,

BO306HOBAAETCA NOMbITKA co3patb BGP-ceccuto ¢ cocegom.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

next-hop-self

no next-hop-self

-/BbIK/IOYEHO

BKkntoyaeT noameHy 3HayeHusa atpubyta NEXT_HOP Ha
NIOKa/IbHbIN afpec MapLipyT1saTopa.

OTKAtounTb NogMmeHy aTpmbyta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3a4aéT HoMep aBTOHOMHOM CUCTEMbI, B KOTOPOW HaxoamTcs
BGP-cocen. YcTaHOB/ieHWe cOCeACTBa HEBO3MOMHO, MOKa
coceay He Ha3zHayeH Homep AS.
370 peiicTBMe BNEUYET pas3pbiB CECCUMM C COCEA0M U
V OUUCTKY BCEX NPUHATLIX OT HEFrO MapLLPYTOB.

Yaanutb uaeHTUGUKaTOp coceHen aBTOHOMHOM cUCTEMBI.
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timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-
21845)/30 cekyHpa,

3a8aéT BpemeHHble MHTepBasbl.
- holdtime — ecnn B TeyeHue 3TOro BpeMeHU He byger
npuHaTto keepalive-coobuwieHune, To coeguHeHne ¢ cocesom
cbpacbiBaeTcs;
- keepalive — wHTepBan mexay otnpaBkoin keepalive-
COO0bLLEHNN.
3HaueHua holdtime u keepalive pomkHbl 6biTb
V nmb6o o6a paBHbl HyAto, AM60 06a 6onbLue HynA.
holdtime ponkeH 6biTb 6o0nblie waAn paseH
keepalive.

— Ecnm 6bin Bbi6paH Takimep hold, KoTopbii
HACTPOEH HAa IOKA/IbHOM MapLipyTU3aTope, TO
MCMoNb3yeTcs NIOKaZbHOE 3HayeHue Tailmepa
keepalive;

— Ecnm 6bin Bbi6paH Takimep hold, kotopbiit
HaCcTPOEH Ha cocegHeM MapLupyTU3aTope WU
3HauyeHWe /IOKaNIbHO HACTPOEHHOro Taiimepa
keepalive MmeHbwe uem 1/3 BbIGpaHHOroO
Taiimepa hold, To ucnonb3yerca nokKanbHoe
3HaueHue Taiimepa keepalive;

— Ecnm 6bin Bbi6paH Takimep hold, koTopbiit
HacCTpoeH Ha cocegHem MapLipyTU3aTope U
3HauyeHWe /IOKaNIbHO HACTPOEHHOro Taiimepa
keepalive 6onbwe uem 1/3 BbIGpaHHOrO
Taiimepa hold, To ucnonb3syetca uenoe uncno,
KoTopoe meHbwe uYem 1/3 BbiGpaHHOro
Taimepa hold.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a4aéT BpPEMEHHOM WHTepBan yAepXKaHua cocefja B
coctosHun |dle nocne Toro, Kak oH 6bin cbpoweH B 3TO
COCTOAIHME. 3a 3TOT MHTEPBaA/ BCE MOMbITKM NMepeycTaHoBUTbL
coeamHeHue ¢ cocegom 6yayT OTKNOHEHbI.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CEeKYHA,

3a4aéT BpPEeMEHHOW MWHTepBan Mexay YycTaHoBkoh TCP-
coeanHeHus n otnpasKkol nepsoro OPEN-coobLeHus.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

shutdown

no shutdown

-/no shutdown

AZMUWHUCTPATMBHO BbIKAOYaeT ceccuto ¢ BGP-cocegom wm
ouMliaeT MNPUHATbIE OT HEero MapLipyTbl, He yAanAa ero
KOHdUrypaLmu.

AAMUWHUCTPATUBHO BKJItOYaeT ceccuto ¢ BGP-cocepom.

update-source
[gigabitethernet gi_port |
tengigabitethernet te_port
| hundredgigabitethernet
hu_port | Port-Channel
group | Loopback loopback
| Vlan vian_id]

no update-source

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..24);
hu_port: (1/0/1..6);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauaeT WHTepdelic, KoTopblit bByaeT MCNoNb30BaH B
KauyecTBe UCXOAALLEro NpY COeMHEHUN C COCEOM.

OTMeHsEeT PY4YHYIO HaCTpPOMKy wucxopsawero uHTepdeiica,
BKNOYAET aBTOMATUYECKMI BbIbOp MHTEpdelica.

route-reflector-client
[meshed]

no route-reflector-client

-/disabled

HasHaunTb BGP-cocesa Route-Reflector knneHTom.
- meshed — napameTp BbiCTaBnseTcA €cAn UCNOMb3yeTcA
mesh-tononorva. Mpu Noay4yeHUn oT Takoro KaveHta BGP-
MapLUPYTOB OHU He ByayT NepecblNaTbCsa APYIMM KNMEHTAM.
BGP-mapwpyTtusatop asnsetca route-reflector'om,
V ecnn xota 6bl oAMH ero cocep, CKOHPUrypupoBaH
KaK route-reflector KnueHT.
Ana npumeHeHMA AAHHOW KOMaHAbl Heobxogum
V nepesanyck BGP-ceccum c cocegom.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.
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HELTEX

soft-reconfiguration
inbound

no soft-reconfiguration
inbound

-/disabled

KomaHAa coxpaHseT nonydYeHHble OT coceda MapupyTbl B
oTaenbHon obnactv namati. Metoa nNo3BoaAeT NPUMEHUTL
BXOAALLYIO MOANTUKY «route-map in» ansa coceaa 6e3 cbpoca
COCeACTBa M 3aMpoca MapLLpPyTOB.
Mo ymonuaHuio pabotaetr mexaHusm Route
V Refresh.

OTKNHOUYUTb MEXAHU3M COXPaHEHWUA MapLLPYTOB.

prefix-list name {in | out}

no prefix-list name {in |
out}

name: (0..32) cumBona

- name — Ha3BaHue IP prefix-list, KoTopbIlt ByAeT NpUMeHeH K
AQHOHCMPYEMbIM AN MPUHUMAEMbIM MapLUPYTaMm.

OtBasaThb IP prefix-list.

peer-group name

no peer-group

name: (0..32) cumBona

- name — vmsa Peer-rpynnbl, KoTopas 6yaeT npumeHeHa K
coceay.
Hactpoiiku Ha Peer-rpynne umetot 60n1ee BbICOKMUIt
V NPUOPUTET, Yem HACTPOMKM Ha caMoMm cocege.

Ypanute cocega us rpynnbi.

address-family ipv4 {
unicast | multicast}

no address-family ipv4
{unicast | multicast}

-/unicast

YKkasbiBaeT Tun IPv4 address family n nepesoant kommyTtatop
B peXum KoHourypauum cootseTcTBytowen address family
ona atoro BGP-cocepa.

BbIkntounTb cooTBeTcTBYOWYO IPVv4 address-family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/IIOYEHO

YKasbiBaeT Tun [2vpn address family u nepesoaut
KOMMYTaTOp B peXumM KOHOUrypauum CcooTBeTcTByloLWEeln
Address Family gns storo BGP-coceaa.

BbikntoyaeTt cootBeTcTByHOLWYO Address-Family.

fall-over bfd

no fall-over bfd

-/BbIK/OYEHO

Bkntountb npoTtokon BFD Ha cocepe.

BbikntounTb NnpoTtokon BFD Ha cocepge.

KomaHObI pexcuma KoHgu2ypayuu Address Family BGP-coceda

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxume KoHdurypaumnm Address Family BGP-coceza:

console (router-bgp-nbr-af) #

Tabnnua 280 — KomaHabl pexkuma KoHourypauum Address Family BGP-coceaa

Komanda 3HayeHue/3HayeHue eiicmeue
o ymon4aHuio
maximum-prefix value BkAlouaeT  orpaHuuyeHuWe  Ko/AMuYectsa  MPUHUMAEMbIX
[threshold percent | hold- MmapLpyTos oT BGP-cocega.
timer second | action type] - value — MaKCMManbHOE KONMYECTBO MPUHMMAEMbIX
MapLIpyTOB;
- percent — nNPOLEHT OT MaKCUMaNbHOTO KOAMYecTsa

no maximum-prefix

value: (0-
4294967295);
percent: (0-100);
second: (30-86400);
type: (restart,
warning-only)

MapLlIpyToB, MO AOCTUMKEHMM KOTOPOro OTnpaBAseTcs
npesynpexaeHue;

- second — BpPEMEHHON NPOMEXKYTOK (B CeKkyHAax), no
MCTEYEHUIO KOTOPOTrO NPOUCXOAUT NepenofKaoueHne, ecnm
ceccus 6blna pasopsBaHa M3-3a NPEBbIWEHUA KO/MYecTsa
MapLUpyTOB;

- type — HasHayaeT pelicTBuMe, BbINOAHAEMOE Npu
OOCTMIKEHUMM MAKCMMasbHOTO 3HauyeHua (paspbiB ceccuu
<restart> M oTnpaBKa npeaynpeskaeHms <warning-only>).

BbikntoyaeT  orpaHuyeHue Ko/imyecTtea

mapLwpyTtoB oT BGP-coceaa.

NPUHUMaEMbIX
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advertisement-interval

adv_sec withdraw with_sec

adv-sec: (0-65535)/30
CEeKYHZ;
with-sec: (0-
65535)/30 ceKkyHa,

no advertisement-interval

3a8a€T BpemMeHHble MHTepBasbl.

- adv-sec — MWHMMA/bHbIN WHTEPBaNn MeXKay OTMNpPaBKOW
UPDATE coobLeHnit 04HOro U TOTO XKe MapLupyTa;

- with-sec —  MWHUManNbHbIA  WHTEPBAN  MeXAay
aHOHCMPOBaAHWEM MapLIpPyTa W ero nociaeaylowmm ae-
QHOHCUPOBaHWEM.

V —  Advertisement-interval gonxeH 6b1Tb 60nbLIe
unu paseH withdraw-interval;

—  MapuwpyTtbl, KOTOpble  AONAXHbI  6biTb
QHOHCUPOBaHbI cocegHUM BGP-
MapLwpyTM3aTopam, pacnpegensorca  no
HecKonbkum UPDATE-coobueHuam. Mexay
OoTnpaBKoM 3TUX UPDATE-coo6uieHunii
BblAEPXKMUBAETCA  C/Ay4YalHbI  BpeMeHHOo
WHTEepBaN TaKum obpasom, uTOob6bI O06LLEE
Bpema mexay O6HOBNEHMEM MapLlUpyTOB B
NoKanbHoW Tabnuue BGP u ortnpaBkoii
nocnegHero UPDATE-coobwweHus He
npesblwano advertisement-interval nam as-
origination-interval B cnyyae oTnpaBKu
NIOKaNbHbIX (MapwpyTbl M3 NOKanbHOWU AS)
mapwpytos B eBGP-coeauHeHuu. Takum
06pa3om, KaKAbli M3 MaplIpyTOB MOXKeT
MMeTb CAYYAUHYIO BEeAUUYMHY  3aAEepPiKKu
AHOHCUPOBAHMA;

—  TouHocTb paboTbl Talimepos advertisement-
interval, withdraw-interval u as-origination-
interval 3aBUCUT OT MaKCMManbHOro 3Ha4YeHusA
N060ro 13 aTUX TPEX TalMepoB, HACTPOEHHbIX
Ha  BGP-mapuwpytusatope (yuuTbiBaloTCA
Talimepbl, HacTpoeHHble Aans Bcex BGP-
cocegem). Bce 3HaueHus Talimepos
QHOHCUPOBaHUA 7] Ae-aHOHCMPOBAHUA
MapLIpPyTOB, CKOHUryprMpoBaHHbIX Ha
YCTPOMCTBE, AUCKPETU3IUPYIOTCA MHTEPBAIOM
B 1/255 ot Haumbonblwero HacTPOEHHOro
3HaYeHUsa. YBe/MYEeHMe  MAKCMMaNbHOro
3HayeHUsa 6yaeT NPUBOAUTL K YBEJIUYEHUIO
4acToTbl  AUCKpPeTU3auuMuM TalimepoB W,
COOTBETCTBEHHO, K MOHMMXXEHUI0O TOYHOCTU MUX
pabortbl.

YcTaHaBAMBaEeT 3HaAYeHue no YMOYaHUIO.

as-origination-interval
seconds

seconds: (0-65535)/15
CeKyHA,

no as-origination-interval

3a0a6T BpemMeHHOU WHTepBan mexay otnpaskon UPDATE
coobLeHNi 0AHOTO U TOTO e MapLUpyTa, UCMOob3yeTca ANA
QHOHCA JIOKa/lbHbIX  (MapwpyTel W3  NOKanbHOW  AS)
mapwpyTtoB eBGP-cocegam.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.
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default-originate [route-map
name]

no default-originate

name: (0..32) cumBona/-

AHOHcupyeT BGP-cocegy MapwpyT nNoO  YMOAYaAHUIO BHe
3aBUCMMOCTM OT €ero  HaAuuua B JIOKa/NbHOW Tabauue
MapLipyT1saumu. B KauectBe nexthop B Takom maplipyte 6yaet
yKa3aH MHTepodeiic, c KOToporo yctaHoBeHa BGP-ceccus.
- route-map — napameTp No3BoasAET aHOHCMPOBATb MapLWpPyT No
YMO/YAHWMIO, TO/MIBKO €C/M OH MPUCYTCTBYET B JIOKa/sbHOM
Tabnuue MaplpyTM3auMM U ero WUCTOYHUKOM He ABAAeTCA
npoTokon BGP.
- name — UMA NOJIMTUKM route-map, KoTopas byaeT npymeHeHa
K onepaLmy aHOHCMPOBAHUA MAPLLPYTA MO YMOAYAHUIO.
Route-map pAoMKHa cogepxkatb B cebe TONbKO
V cekumto match ip address ¢ ykazaHuem Ha prefix-list,
noA KOTOPbIii NonagaeT MaplipyT Mo YMOIYaHUIO.
Npumep HacTpoiikn Takou route-map u prefix-list
npuBepeH nop Tabauueit.

Ecnu B prefix-list HaxoauTca ykasaHue Ha Kako-1M6o

V MapLIPYT, OT/IMYHBIN OT Ae(PONTHOrO, TO UMEHHO 3TOT
MapLUpYT AOMKEH NPUCYTCTBOBaTb B JIOKa/IbHOM
Tabnauue mapwpytMsauum, utobbl aHOHcupoBanca
MaplpyT fo ymonuaHuio. OrpaHuuecHuit Ha
MCTOYHMK 3TOrO MapLUpyTa HeT.

OTmeHsAeT HacTpoiiky default-originate.

route-map name {in | out}

- name — WMA TNOMMTMKM route-map, KoTopas b6yaer
npuMeHeHa K coceay B aaHHol Address Family. NosBonser

no route-reflector-client

name: (0..32) dUNbTPOBaTb U BHOCWUTb M3MEHEHWA B aHOHCUMpyemble W
cMmBoNa NpUHUMaeMble MapLPYTbI.
no route-map name {in | YpaneHve NofUTUKKM ¢ gaHHon Address Family.
out}
next-hop-self BkntoyaeT noameHy 3HayeHua atpubyta NEXT_HOP Ha
-/BKAKOYEHO NIOKaNbHbIM agpec mapLipytTusartopa.
no next-hop-self OTKAOYMTD NnogmeHy aTpubyta NEXT_HOP.
route-reflector-client HasHauutb BGP-cocega Route-Reflector knneHtom.
[meshed] - meshed — napameTp BbiCTaBnseTca ecan Mcnosblyetca
mesh-Tononorua. Mpu noay4yeHUn OT TaKoro KaneHta BGP-
MapLUpPYTOB OHM He ByAyT NepecbiNaTbeca APYrMM KAUEHTaM.
-/disabled

BGP-maplpyTtusarop asnserca route-reflector'om,
V ecnmn xota 6bl OAMH ero coceg, CKOHPUrypuposaH
KaK route-reflector KnueHT.
V Ana npumeHeHMA AAHHOW KOMaHAbl Heobxogum
nepesanyck BGP-ceccum ¢ cocegom.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

[Mpumep HacmpoliKu route-map, ucnosasv3yemoli 8 KomaHoe default-originate

console#configure

console (config) #route-map RM DEFAULT ROUTE 10 permit
console (config-route-map) #match ip address prefix-list PL_ DEFAULT ROUTE
console (config-route-map) #exit

console (config) #ip prefix-list PL DEFAULT ROUTE seq 5 permit 0.0.0.0/0

KomaHObI pexcuma KoHguaypayuu Peer-2pynn

Bupg, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypaumm Peer-rpynn:

console (router-bgp-nbrgrp) #

Ethernet-kommymamopeol ceputli MES3300, MES53xxA, MES5400-xx 255




HELTEX

Tabnuua 281 — KomaHap! pexknuma KoHourypauum Peer-rpynn

KomaHoa

3HayeHue/3Ha4yeHue
Mo ymon4aHuro

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value: (0-
4294967295);
percent: (0-100);
second: (30-86400);
type: (restart,
warning-only)

BknloyaeT  orpaHuuyeHve  Ko/auMyecTBa  MPUHUMAEMbIX
mapuwpyTos oT BGP-coceaa.

- value — MaKcMManbHOe KOAMYECTBO NPUMHUMAEMBbIX
MapLUpYyTOB;
- percent — TMpPOLEHT OT MAaKCMMasbHOTO KOJ/IMYecTBa

MapwpyToB, MO A[OCTUXKEHWMM KOTOPOro OTnpaBaseTca
npeaynpexaeHue;

- second — BpPEMEHHOM NPOMEKYTOK (B CeKyHAax), no
UCTEYEHMIO KOTOPOTrO NPOUCXOAUT NepenoakatoueHne, ecnm
ceccun 6blna pasopBaHa M3-3a NPEBbIWEHWA KOJMYecTBa
MapLIpyTOB;

- type — Ha3HayaeT [felNcTBME, BbINONHAEMOE MpU
OOCTUMKEHUM MAKCMMaANbHOTO 3HayeHua (paspbiB ceccumn
<restart> unu oTNpaBKa NpeaynpexaeHusa <warning-only>).

BbikntoyaeT  orpaHuMYeHMe  KOAMYecTBa  MPUHMMAEMBbIX
mapuwpyTtos oT BGP-coceaa.

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKyHa;
with-sec: (0-
65535)/30 ceKkyHa,

3a4a€T BpemMeHHble MHTepBabl.

- adv-sec — MWHWMaNbHbIA WHTEPBAN MeXA4y OTNpPaBKOWM
UPDATE coobueHnin 04HOr0 1 TOTO e MapLupyTa;

- with-sec —  MWHUManbHbIK  WHTEpBan  Mexay
QHOHCMPOBaAHMEM MaplpyTa M ero nocaeaylowmm ae-
AHOHCUPOBaAHUEM.

V —  Advertisement-interval gonxeH 6biTb 60nblUE
unu paseH withdraw-interval;

— Mapuwpytbl, KOTOpble  AO/IKHbl  6bITb
AHOHCUPOBaHbI cocegHUM BGP-
MapupyTu3aTopam, pacnpegenstorca  no
HecKonbkum UPDATE-coobweHuam. Mexay
oTnpaBKoOW 3TUX UPDATE-coobweHunii
BblAEpXXMBAEeTCA  CAyvyalHbli  BpeMeHHOW
MHTEpBaN TakKum o6pasom, uTobbl O06LEe
BpemMs MmeKay O6HOBNEHMEM MapLIpyTOB B
NoKanbHoOi Tabnuue BGP u ornpaBKoii
nocnegHero UPDATE-coo6weHusn He
npesbiwano advertisement-interval wam as-
origination-interval B cnayyae oTnpaBKu
NOKanbHbIX (MapwpyTbl M3 NOKanbHoWU AS)
mapwpytoB B eBGP-coeguHeHuu. Takum
06pa3som, KaXKAblii M3 MapLIpyTOB MOXKeT
MMeTb C/AYYaWHYIO BeAUUYUMHY  3aAEepPKKU
AHOHCUMPOBAHMUSA;

—  TouHocTb pabotbl TaiimepoB advertisement-
interval, withdraw-interval u as-origination-
interval 3aBUCUT OT MaKCUMaNbHOrO 3HaYEHUsA
no60oro us aTUX TPEX TakmepoB, HACTPOEHHbIX
Ha BGP-mapuwpytusatope  (yuuTbiBaloTCA
Talimepbl, HACcTpoeHHble pAnA Bcex BGP-
coceaen). Bce 3HaueHusa Talimepos
QHOHCMPOBAHUA 7] Ae-aHOHCUpoBaHUA
MapLIpyTOoB, CKOHPUIYypPUPOBaHHbBIX Ha
YCTPOIACTBE, AUCKPETU3UPYIOTCA UHTEPBAIOM B
1/255 or Haubonbwero HaCTPOEHHOro
3HaueHUA. YBenuveHMe  MaKCMMaNAbHOro
3HaueHusa 6yaeT NpUBOAUTL K YBENUYEHUIO
4yacToTbl  AUCKpPeTM3auMM  TailimeposB U,
COOTBETCTBEHHO, K MOHUMKEHUIO TOYHOCTU UX
pa6oTbl.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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as-origination-interval
seconds

seconds: (0-65535)/15

3a4aéT BpeMeHHOW MHTepBan mexay oTtnpaskoi UPDATE
CO0DbLWEHNI OAHOIO M TOTO e MapLIpyTa, UCNONb3YeTCa AA
aHOHCa /IOKaNbHbIX  (MapwpyTbl M3  JOKanbHoi  AS)

CeKyH,
yHA mapwpyTtos eBGP coceaam.
no as-origination-interval YcTaHaBAMBaET 3HAYEHUE MO YMOAYAHUIO.
connect-retry-interval ds: (1 3a436T BpeMeHHOW WHTepBas, MO WCTEYEHUIO KOTOPOro
seconds: (1-

seconds

no connect-retry-interval

65535)/120 cekyHg,

BO306HOBAAETCA NOMNbITKA co3faTtb BGP-ceccutio ¢ coceaom.

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

next-hop-self

no next-hop-self

-/BbIKNOYEHO

BKkntoyaeT nogmeHy 3HayeHuAa atpubyta NEXT_HOP Ha
NIOKaNbHbIV aapec mapLupyT1usaTopa.

OTKAOYUTL NogmeHy aTpubyTta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1

as_dot_id:
(1.0..65535.65535)

3a43ET HoMep aBTOHOMHOM CUCTEMbI, B KOTOPOM HaxoauTcs
BGP-cocesn. YcTtaHOoBneHuMe cocenctBa HEBO3MOXKHO, MOKa
coceay He HasHayeH Homep AS.
970 AeicTBME BNEYET paspbiB CECCUU C COCEA0M U
V OUMCTKY BCEX MPUHATHIX OT HEr0 MapLIPYTOB.

Ypanute naeHTMGUKATOP coceHel aBTOHOMHOM CUCTEMbI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-
21845)/30 ceKkyHa,

334aET BpeMeHHble MHTepBabl.

- holdtime — ecnu B TeyeHue 3TOro BpemeHW He byaer
npuHaTo keepalive-coobuieHre, To coeanHeHne ¢ cocegom
cbpacbiBaeTcs;

- keepalive — wHTepBan mexay otnpaBkoi keepalive-
coobuieHnn.

V 3HaueHua holdtime u keepalive pomkHblI 6bITb
nmbo o6a paBHbl HYAO, IMb60 06a 6onblue HynA.
holdtime ponkeH 6biITb 60nblie WAM  paBeH
keepalive.

— Ecam 6bin Bbi6paH Talimep hold, KoTopbiii
HacTPOeH Ha /JIOKa/IbHOM MapLipyTU3aTope, To
MCNoNb3yeTcA NOKanbHOE 3HayeHue Tailmepa
keepalive;

— Ecam 6bin Bbi6paH Talimep hold, KoTopblii

HacTpoeH Ha coceAHeM MapLipyTusatope U
3HaueHUe /NIOKaNbHO HACTPOEHHOro Taiimepa
keepalive meHbwe uem 1/3 BblGpaHHOro
Taiimepa hold, To ucnonb3yerca nokanbHoe
3HauyeHue Taiimepa keepalive;
Echu 6bin Bbi6paH Takimep hold, KoTopbiit
HacTpoeH Ha coceAHeM MapLipyTusatope U
3HaueHUe JIOKa/IbHO HACTPOEHHOro Taiimepa
keepalive 6onbwe uem 1/3 BbIGpaHHOrO
Taimepa hold, To ucnonbsyerca yenoe uucno,
KoTopoe mMmeHbwe uYem 1/3 BbliGpaHHOrO
Taiimepa hold.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

timers idle-hold seconds

no timers idle-hold

seconds:
(1..32747)/15

3a4a6T BpemMeHHOM UHTepBan YyAepskaHua coceda B
coctoaHun Idle nocne Toro, Kak OH 6bln cHpoweH B 3TO
COCTOAHMeE. 3a 3TOT MHTEPBa/ BCE MOMbITKU NepeycTaHOBUTb
coeguHeHue ¢ cocegom byayT OTKIOHEHDI.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CeKyHA,

3ap36T BpPEMEHHON WHTepBaN Mexagy YycTaHoBkon TCP-
coeguHeHus n otnpasKoi nepsoro OPEN-coobuweHus.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

shutdown

no shutdown

-/no shutdown

AOMMHUCTPATUBHO BbIK/AOYAeT ceccum co Bcemu BGP-
cocefAaMM, BXOOAWMMM B COCTaB peer-rpynnbl, U ovuLLaeT
NPUHATbIE OT HUX MApPLLPYTbI, HE yAANAA UX KOHbUrypauuu.
B KOHdUrypauumio KaxKaoro cocena, BXOAdALWEro B peer-
rpynny, B KOHTEKCT (router-bgp-nbr) gob6asnsertca KomaHaa
shutdown.

AOMWHUCTPATUBHO BKAlOYaeT ceccun co  Bcemu BGP-
cocegaMM, BXOAALLMMWM B COCTaB peer-rpynnbl. Ypanaert
KomaHay shutdown w3 KoHdUrypauum Kaxgoro cocepa,
BXOZALLEro B peer-rpynny.
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update-source
[gigabitethernet gi_port |
tengigabitethernet te_port
| hundredgigabitethernet
hu_port | Port-Channel

gi_port: (1..8/0/1..24);

te_port:
(1..8/0/1..24);
hu_port: (1/0/1..6);

HasHayaeT uHTepdeiic, KoTopblin OyaeT WCNoNb30BaH B
KauyecTBe UCXOAALLEro NPy COeAMHEHUN C COCEA0M.

group | Loopback loopback group: (1..48);
| Vlan vlan_id] loopback: (1-64);
no update-source vlan-id: (1-4094) OTMeHSIeT PYYHYIO HaCTPOMKY WCXOAAWEro WHTepodeiica,
BK/IOYAET aBTOMATUYeCKuit Bbibop nHTepdelica.
route-reflector-client HasHauntb BGP-cocena Route-Reflector knneHTom.
[meshed] - meshed — napameTp BbICTaBASETCA €CNU UCMOJb3yeTcA
mesh-Tononorus. Mpu Nosy4yeHUM oT Takoro KameHTta BGP-
MapLIPYTOB OHWU He ByAyT NepecbiNaTbCs APYrUM KNNEHTAM.
BGP-mapuwpyTtusartop asnsnerca route-reflector'om,
-/disabled V ecnmn xota 6bl 0OAUH ero coces CKOHGUrypUpoBaH
KaK route-reflector knueHT.
DOnsa npumeHeHUA AAHHOW KOMaHAbl Heobxoaum
V nepesanyck BGP-ceccum c cocegom.
no route-reflector-client YcTaHaBAMBaET 3HaYeHME N0 YMONYAHUIO
soft-reconfiguration KomaHza coxpaHaeT monyyeHHble OT coceda MapLlipyTbl B
inbound oTgenbHoM obnactn namatTu. MeTtoz No3BOASET NPUMEHUTH
BXOAALLYIO MOAUTUKY «route-map in» ans cocepa 6e3 cbpoca
. COCeACTBa M 3aNpoca MapLIpPyTOB.
-/disabled Mo ymonuyaHuio paboraer mexaHusm Route
V Refresh.
no soft-reconfiguration OTK/OYUTD MEXAHU3M COXPAHEHWUA MapLLPYTOB.
inbound
prefix-list name {in | out} - name — Ha3BaHwue IP prefix-list, KoTopbIN ByaeT npumeHeH K
name: (0..32) AHOHCUPYEMBIM UM MPUHUMAEMbIM MAPLLPYTAM.
no prefix-list name {in | cumBona OtBa3aThb IP prefix-list.
out}
fall-over bfd BkatounTb NpoTokon BFD Ha peer-rpynne.

no fall-over bfd

-/BbIKNIOYEHO

Bbikntountb npotokon BFD Ha peer-rpynne.

KomaHObi pexcuma Privileged EXEC

Bce KomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJb30BaTEeNA.

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 282 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

clear ip bgp [ip_add]

MNepeycTtaHaBanBaeT coegunHeHuna ¢ BGP-coceaamm, ounwias
NPUHATbIE OT HUX MApPLIPYTbI;

- ip_add — apgpec cocegHero BGP-cnuKepa, ¢ KoTopbim byaer
nepeycrtaHOB/IEHA CECCUA.

show ip bgp dfi safi

afi: (all, ipv4, [2vpn);
safi (all,
unicast,multicast,
evpn)

Otobpasuntb Tabanuy BGP-mapwpyTtoB (Loc-RIB) yKasaHHbIX
AFI/SAFI.

- afi — naeHTudukatop Address Family;

- safi — naeHTnpukatop Sub-Address Family.

show ip bgp [ip_add]

Oto6pasuntb Tabaunuy BGP-mapwpyTos (Loc-RIB).
- ip_add — npeduKc noaceTv HasHayeHuUs, No KoTopomy byaer
oTobpaxeHa noapobHas nHbopmaLMsa 0 MapLpyTax 40 Heé.
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show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]

OT06pasnTb MHPOPMaLMIO O HACTPOEHHbIX BGP-coceasax.

- ip_add —appec cocegHero BGP-cnukepa, no Kotopomy byaet

oTduUNbTpOBaHa HDOPMALUA;

- detail — oTo6pasnTb NoAPO6HYI MHbOPMaLMIO;

- advertised-routes — o0T06pa3uTb Tabauuy MapLIPyTOB,

aHOHCMPOBAHHbIX coceay;

- received-routes — 0TO6pasuTb Tabauuy nNPUHMMAEMbIX

MapLUPYTOB A0 NPUMEHEHUS K HUM BXOAALLEN NOAUTUKM.

Ana otobpa)keHna NPUHMUMAEMbIX MapLUPYTOB C

V Kntoyom received-routes B KOHTEKCTE HACTPOMKM

COOTBETCTBYHOLLEro cocega AOMKHA 6bITb
3apeicTBOBaHa KomaHga  soft-reconfiguration
inbound.

show ip bgp peer-group
name

OT06pa3sunTb co3aHHble Peer-rpynnbl U UX HACTPOMKMK.
- name — 0T06pasnTb HAaCTPOMKM rPynMbl C MMEHEM hame.

show ip bgp peer-group
name neighbors

OTO6pasunTb COCTOALLMX B peer-rpynne coceaen.

5.30.5 Hacmpoiika npomokona IS-1S

IS-IS (Intermediate System to Intermediate System) — NPOTOKON AWHAMWYECKOM MapLupyTM3auuuy,
OCHOBaHHbI Ha TEXHOJIOTMWN OTCNEXKMUBAHUA COCTOAHKUA KaHana (link state technology) n ncnonbsytowmii
ONA HAXOXKAEHUA KpaTyanwero Nyt anroputm Aenkcrpbl. MpoTokon IS-IS npeacrtasnset coboi npoTokon
BHyTpeHHero wto3a (IGP). MpoToKon IS-IS pacnpocTpaHsaeT MHPopMaLmMio 0 AOCTYMHbIX MapLpyTax Mexay

MapLpyT13aTopammn o4HON aBTOHOMHOM CUCTEMBI.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUME r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnuua 283 — KomaHabl pexxknma rnobanbHoN KoOHPUrypaumm

Aelicmeue

3HayeHue/3HayeHue
KomaHda
no ymoa4aHuro
router isis
-/ISIS mapuwipyTusatop
no router isis OTK/tOYEH

npoTokona IS-IS.

3anyckaert IS-IS mapwpyTn3aTtop. Bxogut B pexmm KoHourypaumm

npotokona IS-IS.

KomaHObI pexcuma KoHgu2ypayuu npomokoaa I1S-1S

BunAa 3anpoca KoOMaHAHOWM CTPOKM B pexxnme KOHPUrypaumm npotokona IS-IS:

console (router-isis) #

Tabnnua 284 — KomaHabl pexkMma KoHoUrypauum npotokona IS-IS

3HayeHue/3Ha4yeHue

KomaHda no ymoan4YaHuro

Aelicmeue

address-family ipv4 unicast -

MepexoamT B pexxum KoHdurypaumm Address-Family.

authentication key word

[level] word: (1..20)

CUMBO/IOB;
level: (level-1, level-
2)/level-1-2

3apatb KAY ayTeHTMOMKaumm B BuAe Tekcta. Mcnonb3lyetca
ons ayTeHTudukaumm LSP, CSNP, PSNP PDU. [laHHaA HacTpoika
UrHOPUpYyeTCA, ecan ANA ayTeHTUdUKaLmMK yKasaHa key-chain.

- word — KNtoY B TEKCTOBOM BUAE;

- level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HacTPOMKa.

no authentication key

Yaanaer Kaod ayTeHTubuKaumu.
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HELTEX

authentication key encrypted
encryptedword [level]

encryptedword:
(1..128) cumsonos;
level: (level-1, level-

3ajaeT KoY ayTeHTUPMKaummM B 3aWMPpPOBaHHOM BuAe
(Hanpumep, Naposb B 3aWMPPOBAHHOM BUAE, CKOMMPOBAHHbLIN
C Apyroro ycTpoicTea). Mcnonb3yertca ans ayreHTUdUKaLmm LSP,
CSNP, PSNP PDU. [laHHaA HacTpoiKa UrHOpupyeTcs, ecan gns
ayTeHTMdMKaLMM yKasaHa key-chain.

2)/level-1-2 - encryptedword — knto4 B 3aWMdpOBaHHOM BUAE;
- level — ypoBeHb IS-IS, A1 KOTOPOro NPUMEHUTCA HAaCTPOMKA.
no authentication key YAanaet Knod ayTeHTuduKaumm.
authentication key-chain 3a4aTb MMA CBA3KKM KAtouen, KoTopas byaeT Mcnonb3oBaTbeA
word [level] word: (1..32) ana ayteHTuoukaumm LSP, CSNP, PSNP PDU.
CUMBONA; - word — UMs CBA3KU KNKOYEN;

level: (level-1, level- - level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HaCTPOMKa.

no authentication key-chain 2)/level-1-2 OTKNIOYaEeT pPEXUM WCMONb30BAHUA CBA3KW KAlouen ana

ayTeHTUdUKaLMK.

authentication mode {text |

level: (level-1, level-

BkntouyaeT ayTeHTUOMKaumto B IS-IS n onpeaenseT ee Tmn:

md5} [level] 2)/level-1-2; - text — ayTeHTUPMKaALMA OTKPbITbIM TEKCTOM;
Mo ymonYaHuio - md5 — ayteHTUdMKaumna MD5;
ayTeHTUPUKaLMA - level — ypoBeHb IS-IS, 4N KOTOPOro NPMMEHUTCA HaCTPOMKa.
no authentication mode OTK/IOUEeHa. YcTaHaBAMBaET 3HaYeHMe NO YMONYAHMIO.
hostname dynamic BKAouMTb NoafepKKy AMHammnyeckmx hostname.
-/BKAKOYEHO

no hostname dynamic BbIKNIOUNTL NOAAEPKKY AMHamMYecknx hostname.
is-type {level-1 | level-2-only 3agaeT TMN maplupyTtusartopa B IS-IS pomene:
| level-1-2} - level-1 - Bce B3anmogencTena ¢ Apyrumu mapLupyTMsatopamm

npoucxoaat Ha 1 yposHe;

- level-2-only — Bce B3aumoaeincTaus c gpyrumm

-/level-1-2

no is-type

MapLLIpyTU3aTopamMmn NPOUCXOAAT Ha 2 YPOBHE;
- level-1-2 — ycTpolicTBO NogaepKunBaeT B3aumoaenctama 06o-
X YPOBHEN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

Isp-buff-size size

size (512-9000)/1500

YcTaHaBAuBaeT MaKCUMManbHO BO3MOMHbIW pasmep
oTtnpasnsembix LSP n SNP. 3HaueHue Isp buffer size He gonkHO

6aT npesbiwatb 3Ha4eHne pdu buffer size.
no Isp-buff-size YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
Isp-gen-interval second [level] 3a4aéT MWHWMA/NbHBIM MHTEPBAN B MC, MEXAYy reHepauumen
second: (1- O/ZLHOM 1 ToM e LSP.
65535000)/30000 - second — 3HayeHWe WHTepBana B MWIAUCEKYHAAX, MO
MUTUCERYHE; McTeYeHUn KoToporo LSP MoeT 6bITb 3aHOBO CreHepupoBaHo;
level: (level-1, level- - level — ypoBeHb A1 KOTOPOTO NPUMEHUM AAHHBbIN MHTEPBA.
2)/level-1-2 Ecnu He yKa3biBaTb, MHTEPBa MPUMEHMUTCA K 060MM YPOBHAM.

no Isp-gen-interval

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

Isp-refresh-interval second

second: (1-65235)/900

3a4aéT MaKcMMmasbHbIN
reHepaumen LSP.
- second — 3HayeHMe WHTEpBasa B CEKYHAAX, MO UCTEYEHUU

WUHTEpPBan B CeKyHAaX, mexay

CeKyHA, KoToporo LSP 6yzeT 3aHOBO creHepupoBaHoO.
no Isp-refresh-interval YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
max-Isp-lifetime second 3agaeT Bpemsa Ku3HU LSP. 3HauyeHMe J0KHO ObiTb XOTA Obl Ha
second: (350- 300 cekyHg 6onblue, yem Isp-refresh-interval.
65535)/1200 cekyHA, - second — 3Ha4YeHWe B CEKyHAAX.

no max-Isp-lifetime

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

metric-style style [level]

no metric-style

style: (narrow, wide,
both)/both

level: (level-1, level-
2)/level-1-2

3a4aeT UCNob3yeMblit CTUAb METPUKK.

-narrow — nNOAAEPXMBATb TONbKO CTaHAAPTHYH (Yy3Kyo)
METPUKY;

-wide — NnopaepKMBaTb TONbKO PaCLUMPEHHYIO METPUKY;

-both — noapep*kmMBaTb 06a CTUIA METPUKY;

- level — ypoBeHb, ANA KOTOPOro NPUMEHMM YKasaHHbIN CTUb
MeTPUKU. ECIM He yKa3biBaTb, METPMKa NPUMEHUTCA K 06oum
YPOBHAM.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

net XX XXXXXXXX.XX

YcTaHaBAnBaeT Tak HasbiBaembld NET (Network Entity Title)
agpec — YHUKanbHbIN MAEHTUPUKATOP MaplupyTM3aTopa B
npegenax IS-IS pomena. Mpu 3anucu NET wucnonb3yetca
LWeCTHAaALATUPUYHAA CUCTEMA CUUCTIEHUA.
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HELTEX

no net YpanaeT naeHTMdMKaTop maplupytmusaTopa.
shutdown OTtkntovaet npouecc ISIS.
-/BKAKOYEHO
no shutdown Bknatouaet npouecc ISIS.
spf interval maximum-wait YcTaHaBAMBaeT UHTEPBAN MeXAy ABYMA nocaefoBaTeslbHbIMU
second second: (O- nepecyetamu aaroputma SPF B munancekyHaax.
no spf interval maximum- 4294967295)/5000 YcTaHaBAnBaeT 3HaYeHMe M0 YMONYAHMUIO.
wait
spf threshold restart-limit YcTaHaBAMBaeT CKOMbKO pa3 anroputm SPF moxeT 6biTb
number number: (1- npepsaH obHoBNeHnem LSDB.
4294967295)/10
no spf threshold restart-limit YcTaHaBAMBaeT 3HaYeHUeE Mo YMONYAHUIO.
spf threshold updates-restart 3apaet KonmyecTBo obHOBNEHMI LSDB, Npu KOTOPbIX anroputm
number number: (1- SPF ocTaHaBAMBaeTCA M NepesanycKaeTcs.
4294967295)/4294967
no spf threshold updates- 295 YcTaHaBAMBaET 3HaYeHMeE MO YMONYAHMUIO.
restart
spf threshold updates-start Konunuyectso obHoBNEHUI LSDB, Heobxoanumoe  AnA
number number: (1- HemeaneHHOoro 3anycka aaroputma SPF (spf interval maximum-
4294967295)/4294967 wait npu 3Tom UrHopupyercs).
no spf threshold updates- 295 YcTaHaBAMBaET 3HaYeHMe N0 YMONYAHMIO.

start

KomaHObI pexcuma KoHguaypayuu Address-Family

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaummn Address-Family:

console (router—-isis-af) #

Tabnuua 285 — KomaHabl pexxnma koHourypaummn Address-Family

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric]
[filter-list name]

level: (level-1, level-2);
type: (internal,
external);
metric: (1-16777215);
name: (1-32) cumBona

no redistribute connected
[level level] [metric-type
type] [metric metric]
[filter-list name]

PaspewaeT umnopT connected mapLpyToBs:

- level — ypoBeHb IS-IS, B KOTOpbI OyAeT BbINOJHATLCA
nepepacnpegeneHve MapLpyTos;

- type — yCTaHOBUTb WMMMOPTUPYEMbIM MapLUpyTam Tun
METPUKM;

- metric -
MapLUpyTOB;
- name — wuma craHgapTtHoro [P ACL, KoTopbiii byaeT
MCMNo/b30BaH ona dunbTpaumm MMMOPTUPYEMBbIX
MapLLpPyTOB.

Ecnn rnobanbHO BKAKOYEH CTaHAAPTHbIA (narrow) cTuAb
METPUKM, BCE 3HAYEHUA MeTPUKM bosblie 63 ByayT yKasaHbl
B TLV Kak 63.

3HaYeHWe METPUKU ANA  UMNOPTUPYEMbIX

Be3 napameTpos 3anpelaet mnopt connected maplupyTos
B IS-IS. B cnyyae ykasaHuA napameTpa BO3BpallaeT ero
aedonTHoe 3HaveHwue.

redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal,
external);
metric: (1-16777215);
name: (1-32) cumBona

Pa3speluaetT uMnopT cTaTUYecKMx mapLipyTos B IS-IS.

- level — ypoBeHb IS-IS, B KoTOpbii ByAeT BbINOAHATLCA
nepepacnpezeseHve MapLpyTos;

- type — yCTaHOBWUTb WMMMOPTUPYEMbIM MapLUpyTaM TuM
METPUKY;

- metric -
MapLLpyTOB;
- name — wvmsa cTaHgapTtHoro IP ACL, KoTopbit byget
MCMNoJIb30BaH ona dunbTpaymm MMMOPTUPYEMbIX
MapLLpyTOB.

Ecan rnobanbHO BKAKOYEH CTAHAAPTHbLIM (narrow) cTuAb
METPUKM, BCE 3HAYEHUA MeTPUKK 6osble 63 ByayT yKasaHbl
B TLV Kak 63.

3HauYeHMe MEeTPUKM AN  UMNOPTUPYEMbIX
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HELTEX

no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

bes nmapameTpoB  3anpewaer  UMMOPT  CTAaTUYECKUX
mapwpytoB B IS-IS. B cnyyae yKasaHuA napameTpa
BO3BpaLLaeT ero fedponTHoe 3HaYeHue.

redistribute rip [level /evel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal,
external);
metric: (1-16777215);
name: (1-32) cumBona

Paspewaet umnopt mapwpyTtos u3 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIA OyAeT BbINOJHATLCA
nepepacnpegeneHve MapLpyTos;

- type — YCTaHOBWUTb MMMOPTUPYEMbIM MapLpyTam Tun
MEeTPUKHU;

- metric — 3HauYeHWe METPUKU ANA MMMNOPTUPYEMBIX
MapLIpyTOB;

- name — wuma ctaHgapTtHoro IP ACL, KoTopbii 6yaeT
MCMOo/b30BaH ana dunbTpauun UMNOPTUPYEMbIX
MapLIpyTOB.

Echn rnobanbHO BKAKOYEH CTaHZApPTHbIWM (narrow) cTuab
METPUKM, BCE 3HAYEHUA METPUKK bosblie 63 ByayT yKasaHbl
B TLV Kak 63.

be3 napameTpos 3anpewaet UMnopT mapwpytos u3 RIP B IS-
IS. B cnyyae ykKasaHuMA napameTpa BO3BpallaeT ero
nedonTHoe 3HaueHue.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal,
external);
metric: (1-16777215);
name: (1-32) cumBona

Paspewaet nmnopt mapwpyTtos 13 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbI OyneT BbINOAHATHCA
nepepacnpegeseHve MapLpyToB;

- type — yCTaHOBWUTb WMMMOPTUPYEMbIM MapLUpyTam Tun
METPUKM;

- metric — 3HauyeHWe METPUKM AN MMMIOPTUPYEMbIX
MapLLpyTOB;

- name — wma cTaHgapTHoro IP ACL, KoTopbliit byaget
MCMNo/b30BaH ona dunbTpauun MMMOPTUPYEMBbIX
MapLIpyTOB.

Ecav rnobanbHO BKAKOYEH CTaHAAPTHbLIM (narrow) cTuab
METPUKM, BCE 3HAYEHUA METPUKM bosblie 63 ByayT yKasaHbl
B TLV Kak 63.

be3 napameTpoB 3anpeLLaeT UMNOpPT MapLpyTos 13 BGP B IS-
IS. B cnyyae yKasaHuMA napameTpa BO3BpallaeT ero
AedonTHoe 3HaYeHue.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

no redistribute ospf [id]
[level level] [metric-type
type] [match match]
[metric metric] [filter-list
name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal,
external);
match:(internal,
external-1, external-2);
metric: (1-16777215);
name: (1-32) cumBona

Paspelwaet umnopt mapwpytos n3 OSPF B IS-IS.

- id —npeHTnduKaTop npouecca OSPF;

- level — ypoBeHb IS-IS, B KOTOpbI OyAeT BbINOJHATLCA
nepepacnpeseneHe MmapLipyTos;

- type — YCTaHOBWUTb MMMOPTUPYEMbIM MapLpyTam Tun

METPUKMY;
- match — Tvn mapwpyTa OSPF, nognexawmin umnopry.

- metric — 3HauyeHME METPUKM [ANA  UMNOPTUPYEMbIX
MapLUpyTOB;

- name — wuma ctaHgapTtHoro [P ACL, KoTopbii 6yaeT
NCnoab3oBaH ana dunbTpaumum MMNOPTUPYEMBIX
MapLUPyTOB.
Ecnn rnobanbHO BKAKOYEH CTaHAAPTHLIM (narrow) cTuib
MEeTPUKU, BCE 3HAYEHUA MeTPUKKM Bosblie 63 ByayT yKasaHbl
8 TLV Kak 63.

be3 napameTpos 3anpellaer uMnopTt mapLpyTtos n3 OSPF B
IS-IS. B cnyvae ykasaHuA napameTpa BO3BpallaeT ero
AedonTHoe 3HaveHwue.

KomaHObI pexcuma KoHgu2ypauyuu uHmepaelica Ethernet, VLAN:

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-if)#
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HELTEX

Tabnunua 286 — KomaHabl pexkuma KoHourypaumm nHtepdeiica Ethernet, VLAN

3HayeHue/3Ha4yeHue
KomaHnoa 10 yMmon4YaHuro Aeticmsue
ip router isis BKkntoyaeT npoTtokon  mapuwpytusauum  IS-IS  Ha  Tekywem
nHTepdelice.
-/BbIK/IIOYEHO po
no ip router isis BbikntoyaeT nNpoToKOoN  mapuwpyTtusaumm IS-IS  Ha Tekywem
nHTepodeiice.

isis authentication key word

3apaTb Ktod ayTeHTUdUKauMK B BMAE TeKcTa. Mcnonb3ytotca ans

[level]

(1..128) cumBonos;
level: (level-1, level-

[level] word: (1..20) ayTeHTUOMKauum HELLO PDU. [JaHHas HacTpolka UrHopupyeTtcs,
CMMBOJIOB; ec/i1 AnA ayTeHTUdUKaumm ykasan key-chain.
level: (level-1, level- - word — KNtoY B TEKCTOBOM BUAE;
2)/level-1-2 - level — ypoBeHb IS-IS.
Ypanaet KAy ayTeHTUdUKaLmu.
no isis authentication key
3apaeT KAy ayTeHTUOUMKaumm B 3awndpoBaHHOM BUAe
isis authentication key (Hanpumep, Nnaposib B 3aWNPPOBAHHOM BUAE, CKONMPOBAHHbIN
encrypted encryptedword C Apyroro ycTpolicTea). Mcnonb3ytoTca Ana ayTeHTUdMKaumm
encryptedword:

HELLO PDU. [aHHaA HacTpoiKa WrHOpUpyeTca, eciu Aana
ayTeHTMdUKaumm yKkasaH key-chain.
- encryptedword — kntoy B 3aliMPpoBaHHOM BULE;

no isis authentication key-
chain

2)/level-1-2 - level — ypoBeHb IS-IS.
YpanseT ka4 ayTeHTUdUKaLumn.
no isis authentication key
3a4aTb MMA CBA3KM K/ouel, KoTopas ByaeT MCnonb3oBaTbCcA
isis authentication key-chain ana ayteHTudumkaumm HELLO PDU.
word: (1..32) o
word [level] - word — UMA CBA3KU KAoYel;
CUMBONA;
- level — ypoBeHb IS-IS.
level: (level-1, level- OTKNIOYAEeT pPEeXUM  WCMONb30BaHUA CBA3KM  K/touei A
2)/level-1-2 P an

ayTeHTUdUKaLMN.

isis authentication mode {text

level: (level-1, level-

Bkntouaet ayteHTMOMKaumio B HELLO PDU Ha Tekywem
nHTepderice U onpeaensaer ee Tmn:

no isis metric

| md5} [level] 2)/level-1-2; - text — ayTeHTUPUKALMA OTKPbLITbIM TEKCTOM;
Mo ymon4yaHuio - md5 — ayteHTUdUKauma MD5;
ayTeHTUdUKaumA - level — ypoBeHb IS-IS.
OTK/oYeHa YcTaHaB/MBaET 3HAaYEHUE MO YMOYAHUIO.
no isis authentication mode
YKa3bIBaeT, COCeACTBA KaKOro YPOBHA MOXHO GOpMUPOBaTL Ha
isis circuit-type {level-1 | level- AaHHOM nHTepdeliice.
2-only | level-1-2} -/level-1-2
YcTaHaBAMBaeT 3HaYeHMe No YMOAYAHUIO.
no isis circuit-type
YcTaHaBAMBaeT METPUKY AN1A AaHHOTo UHTepdelica.
isis metric metric [level] - metric — 3HayeHne MeTpuKU. Ecam rnobanbHO BKAKOUEH
metric: (1- CTaHAAPTHbIW (NArrow) CTUb METPUKM, BCE 3HAUYEHUNA METPUKM
16777215)/10; 6onblue 63 6yayT yKasaHbl B TLV Kak 63;
level: (level-1, level- - level — ypoBeHb IS-IS, ana KoToporo 6yaeT MpUMeHATbCA
2)/level-1-2 MeTpUKa.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

isis passive-interface

no isis passive-interface

-/NaccuBHbBIN peXxnum
OTK/IlOYeH

MepeBoanUT NHTEPdENC B MACCUBHbLIN pexum. B aTom pexnme
MHTepdeic He OTNPaBAAET U He NpuHMMmaeT HELLO PDU.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

isis network point-to-point

no isis network point-to-point

-/broadcast

YcTaHaBauBaeT TMn UHTepdelica point-to-point.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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HELTEX

isis hello-padding value

no isis hello-padding

value: (disable, enable,
adaptive)/enable

YcTaHaBAMBAET pexkum paboTbl nagaunHra hello-coobuweHni.
- disable — oTKNOUMTB NagAaMHE BO BCex coobueHuax hello;

- enable — BKNOUYNTb NaaANHT BO Bcex coobuieHusx hello;

- adaptive — BKNOYUTb NAAAMHT A0 YCTAHOBNEHMA COCeacTBa.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

isis pdu-buff-size size

no isis pdu-buff-size

size (512-9000)/1500
6anT

YcTaHaBAMBAET MaKCMMasbHbIM pasmep PDU, oTnpaBasembix 1
nosly4aembix Ha 3TOM WHTepdelice. 3HauyeHue pdu-buff-size
AOJ/IXKHO 6bITb 6obLIE 3HaYeHus isp-buff-size.

YcTaHaBAMBAET 3HAYeHUE No YMONYaHUIO.

KomaHObI pexcuma KoHguaypayuu uHmepgetica Loopback:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnnuya 287 — KomaHabl perkmuma KoHourypaumm nHtepdelica Loopback

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

ip router isis

no ip router isis

-/BbIK/OYEHO

BkntoyaeT npotokon mapuwpytmsaumm IS-IS Ha TeKkywem

nHTepoerice.

BblkntoyaeT npoToKkon mapwpytusauum IS-IS Ha Tekywem

UHTepodeiice.

isis circuit-type {level-1 | level-

YKa3bIBaeT, COCeACTBA KAKOro YPOBHA MOXHO GOpMMPOBaTL Ha

no isis metric

2-only |level-1-2} -/level-1-2 AaHHOM nHTepdeiice.
no isis circuit-type YcTaHaB/AMBAET 3HAYEHUE MO YMOIYAHUIO.
isis metric metric [level] YcTaHaBAMBAET METPUKY A/1A faHHOro HTepdeica.
metric: (1 - metric — 3HayeHue MeTpUKWU. Ecan rnobanbHO BKKOYEH
‘ CTaHAAPTHbIN (NArrow) CTUb METPUKM, BCE 3HAUYEHUA METPUKM
16777215)/10; AAPTHBIT ( ) P P
6onblie 63 6yayT yKasaHbl B TLV KaK 63;
level: (level-1, level- - level — ypoBeHb IS-IS, ana KoToporo 6yaetr NpUMeHATbCA
2)/level-1-2 yp , 0 p yaeT np

MeTPUKa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

isis passive-interface

no isis passive-interface

-/NaccuBHbIN pexum
OTK/IIOUEeH

MepeBoanT MHTEPdENC B MACCMBHbLIN pexum. B aTom pexume
NHTepoelic He oTNpaBnseT U He npuHUMaeT HELLO PDU.

YcTaHaBAMBaeT 3HAYeHue no YMOYaHUIO.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KoOMaHAHOW CTPOKM UMEET BUA,:

console#

Tabnunua 288 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

show isis database [level]

level: (level-1, level-2)

Otobparkaet 6a3y gaHHbIX TONOAOrMM NPoTOKoAA IS-IS.
- level — yka3biBaeT ypoBeHb npoTokona IS-IS, 6a3y AaHHbIX
KOTOPOro Heob6xoAMMo 0TobpasuTb.

show isis hostname

OT06parkaeT n3BecTHble cooTBeTCTBMA SystemID u Hostname.

show isis interfaces
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback| vlan
vlan_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..24);
hu_port: (1/0/1..6);
group: (1..48);
loopback: (1-64); vlan-
id: (1-4094)

OtobparkaeT nHdopmaumio ob nHTepdelicax, y4acTytowmx B IS-
IS.
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show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..24);
hu_port: (1/0/1..6);

OTobparkaeT MHGoOpMaLMIo O coceasnx.
- detail — ucnonb3osaHue gaHHoro napameTpa nNo3sonseT
0TO06pPa3nTb AeTasibHY0 MHGOPMALMIO O coceasX.

group: (1..48);
hu_port | port-channel group loopback: (1-64); vian-
| loopback loopback | vlan )
. id: (1-4094)
vlan_id]
clear isis CHpocuTb BCE COCEACTBA M OYUCTUTL TabANULLY MapLipyTM3aumm IS-

IS.

5.30.6 Hacmpolika Route-Map

anMEHEHME route-map no3BONAET U3MEHATb anM6YTbI Y aHOHCUPYEMDLIX U NPUHUNMaAEMDbIX

mapuwpyTtos BGP.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B PeXKMUME r106anbHON KOHPUTYpaLLMK:

console (config) #

Tabanuya 289 — KomaHab! perknma rnobanbHo KoHGUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aeiicmeue

route-map name
[section_id ] [ permit |
deny]

name: (0..32) cumBona;
section_id:
(1..4294967295).

no route-map name
[section_id ] [ permit |
deny ]

Cospgaet 3anucb route-map.
MNepeBOANT KOMAHAHYHO CTPOKY B PEXKUM KOHOUTYPUPOBAHUA
route-map.
- name — Ha3BaHue route-map;
- section_id — Homep 3anucu B 3Toi route-map;
- permit — npMmMeHUTb set KoMaHZbl K MapLpyTam;
- deny — 0oT6pOCUTbL MapLIPYTbI.
V MakcumanbHoe Konudyectso route-map = 32

(Bkntouas cekumm ogHoro route-map).
YaanuTb route-map.

- name — Ha3BaHwue route-map;
- section_id — ypanaeT 3anucb ¢ Homepom section_id.

KomaHObI pexcuma KoHgu2ypayuu cekyuu route-map

Bug, 3anpoca KOMaHAHOW CTPOKM B peXume KoHdUrypaLmm cekumm route-map:

console (config-route-map) #
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Tabnnua 290 — KomaHabl pexkMma KoOHGUrypauum cekuum route-map

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aeiicmeue

continue section_id [and]

no continue

section_id:
(1..4294967295).

3agaTb HOMep cneaylowen cekuum route-map, KoTopas
bygeT npuMmeHeHa K MaplipyTam, nociae npumeHeHus
TeKyLLeMn.
- section_id — Homep 3anucu B 3TOM route-map;
- and — yka3blBaeT, 4To match yctaHoOBKM B 3TOI route-map
OO/MKHbI BbITb nornyeckn obbveamHeHbl (AND) ¢ match
YyCTaHOBKaMM B route-map, 0603HAYEeHHbIX NapameTpom
section_id.
CospaHue yenouek route-map (6e3 napamertpa and)
V BO3MOXHO, €can Tun route-map BbICTaBAeH B
permit.
Echm  npu  co3paHuMM  LLenoYKkn npumeHseTca
V napametrp and, To Bce set YCTAaHOBKU AOKHbI
HaXo4UTbCA B NOC/Ne4HEN CEKLUMN ITOM LLeNOoUKHK.

CHpacbiBaeT yCTaHOBKY.

match ip [address | next-
hop | route-source ]
prefix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (0..32) cumBona

3apaet cootBetcTBue prefix-list v appeca mapwpyTa.
- address — cooTtBeTcTBMeE prefix-list u ip-agpeca mapwpyTa;
- next-hop — cootsetctBue prefix-list u next-hop ip-agpeca
MapLupyTa;
- route-source — cootBetctBue prefix-list n ip-agpeca
MCTOYHMKa MapLipyTa;
- name — Ha3BaHuWe route-map;
Y106bl HEe OT6pPacbiBa/IUCb OCTaNibHble MapLIPYTbI,
V He yKasaHHble B prefix-list, Heo6xoaumo co3partb
nycroii route-map M NpPuUBA3aTb €ro K TeKywemy
yepes continue.

C6paCbIBaeT cooTBeTcTBUE.

match local-preference
value

no match local-preference

value:
(1..4294967295).

3apaeT cooTBETCTBME MapLpyTa ¢ aTpmnbyTtom local-
preference.

C6paCbIBaeT cooTBeTcTBUE.

match metric value

no match metric

value:
(1..4294967295).

3aZaeT cOOTBETCTBME MApPLUPYTA C aTpnbyTOM metric.

C6paCbIBaeT cooTBeTcTBUNE.

match origin [igp |egp |
incomplete]

no match origin

3apaeT cooTBETCTBME MapLLpyTa ¢ aTpmubyTom origin.

- igp — mapwpyT 6bln1 NoNyYeH U3 NPOTOKONA BHYTPEHHEN
MapLpyTn3aumm (Hanpumep, KomaHgon network);

- egp — MapLpyT 6bin BblyyeH No npoTokony EGP;

- incomplete — mapwpyt 6bln BblydEH KaKMM-TO WHbIM
obpasom (Hanpumep, KomaHgow redistribute).

C6paCbIBaeT cooTBeTcTBUE.

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[o6asutb K mapwpyTy atpmubyT AS_PATHLIMIT.

Hynesoe 3HayeHWe orpaHUYMBaAET aHOHCUPOBAHME NOKANbHO
CreHepupoBaHHbIX  MapLpyToB, TOAbKO Mmexay iBGP
cocegamu (He byayT BuaHblI ana eBGP).

3HayeHue 6onbluie 0 o3HavaeT, yto ecnm AS_PATH atpubyt
nmeet 6onblwe AS-Homepos, yem 3HayeHue AS_PATHLIMIT,
TO HY)XHO ero oTbpocuTb Npwu Bbixoae B eBGP.

CbpacbiBaet path-limit.

set as-path prepend
as_number

as_number: (1-

[Oob6asuTb K aTpnbyTy AS-Path BBeaeHHble AS Homepa.

4294967295)
no set as-path prepend CbpacbiBaeT gobasneHue K AS-Path.
set as-path prepend local- [ob6asutb K aTpubyty AS-Path value Homepos Local AS (Ha
as value Bbixo4 eBGP-cocepny).

value: (0-10) A AY)

no set as-path prepend
local-as

CbpacbiBaeT gobasneHue K AS-Path.

set as-path remove
as_number

as_number: (0..127)
cMMBONIA

Yaanutb 13 atpnbyTa AS-Path ykasaHHyto AS.
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no set as-path remove

CbpacbliBaeT yaaneHue.

set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTL next-hop aTpmbyT mapLipyTa.
- ip_address — IP-appec next-hop.

CbpacbiBaeT ycTaHOBKY aTpmnbyTa next-hop.

set local-preference value

value: (1-4294967295)
no set local-preference

YcTaHOBWTL 3HayeHue aTpubyTa local-preference.

CbpacbiBaeT ycTaHOBKY aTpmbyTa local-preference.

set metric value

- value: (1-4294967295)
no set metric

YCTaHOBWUTL 3HaYeHue aTpubyTa metric.

CbpacbliBaeT ycTaHOBKY aTpmbyTa metric.

set next-hop-peer
no set next-hop-peer

ATpUbYT He
yCTaHoB/IEeH

YcTaHOBUTL 3HauYeHue aTpubyTa next-hop, Kak agpec coceaa.

CbpacbliBaeT ycTaHOBKy aTpubyTa.

set origin [igp |egp |
incomplete]

no set origin

YcTaHOBUTb 3HaYeHue aTpubyTa origin.

- igp — mapuwpyT 6bin NoNy4yeH U3 NPOTOKONA BHYTPEHHeN
MapLupyTU3aLmm (Hanpumep, KomaHgowu network);

- egp — mapuwpyT 6bin BblyyeH no npoTokony EGP;

- incomplete — mapwpyT 6bl1 BblydeH KaKMM-TO WHbIM
obpasom (Hanpumep, kKomaHgoli redistribute).

CbpacbiBaeT ycTaHOBKY aTpmbyTa origin.

set weight value
no set weight

value: (1-4294967295)

YcTaHOBWTL 3HaYeHue aTpnbyTa weight.

CbpacbiBaeT ycTaHOBKY aTpmbyTa weight.

KomaHObl pexcuma Privileged EXEC

Bce kKomaHAb! AOCTYNHbI 419 NPUBUIETMPOBAHHOIO NOJIb30BaTeNA.

BunAa 3anpoca KomaHAHOWM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 291 — KomaHabl pexxkunma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aeiicmeue

show route-map [name] name: (0..32) cumsona

MpocmoTp MHbOPMaLMKM O CO3AaHHbIX route-map.
- name — uma route-map.
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5.30.7 Hacmpoiika Prefix-List

Prefix-nuctel nossonatoT ¢unbTpoBaTb NPUHUMAEMble M AHOHCMPYyEMble MApLIPYTbl MPOTOKONOB
ONHAMMUYECKOM MapLpyTM3aLumm.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHom KoHbUrypaumm:
console (config) #

Tabnunua 292 — KomaHab! perkuma rnobanbHo KoHGUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymMmoa4YaHuro
ip prefix-list list-name [seq Coszparb Prefix-list.
seq_value] [description - list-name — uma cosgasaemoro prefix-nucTa;
text] {deny | permit} - seq_value — Homep 3anncuK B CNUCKe NPeduKCoB;
ip_address [mask] [ge - text — onucaHMe cnucka NpedpuKcos;
ge_value] [le le_value] - deny — 3anpeuatouiee gencTene NS MapLIpyTa;
list-name: (1..32); - permit — paspeluatoLLee JeiicTBUe ANA MapLIpyTa;
seq_value: (1.. - ge_value — cooTBeTCTBME ANMHe npeduKca, PaBHOM Wau
4294967294); b6onbluen, Yem HacTpoeHHas g/IMHa npeduKca;
text: (0..80) cumeona; - le_value — cooTBeTcTBMe AnMHe npeduKca, KOTOpas paBHa
ge_value: (1..32); WM MeHbLUEe HaCTPOEHHO AIMHbI NpeduKca.
le_value: (1..32) EC/IM He HaLINOCb HY OZHOTO COOTBETCTBMUSA, TO ByaeT
V npumeHeHa HeABHaA NONIMTMKA No ymondaHuio deny
any.
no ip prefix-list list-name Ypanutb co3gaHHbii Prefix-List.
[seq seq_value]

KomaHObi pexcuma Privileged EXEC

Bce KomaHAb! AOCTYNHbI 419 NPUBUIETMPOBAHHOIO NOJb30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:
console#

Tabnunua 293 — KomaHabl perkuma Privileged EXEC

3Ha4yeHue/3HayeHue ”
KomaHoa / Aeilicmeue
o yMmoA4YaHuo
show ip prefix-list [name] name: (0..32) MpocmoTp nHbopmaLmm o co3paHHbix prefix-list.
cMMBONA - name — uma prefix-list.

5.30.8 Hacmpolika cesasKu Knroveli

CBA3Ka K/alouei nossonseT co3gaTb Habop naponeit (Kawuel) ¢ nocneayowein BO3MOMNKHOCTbIO
HACTPOMKM BpeMeEHM AeMCTBMA Kaxaoro naposs. Co3aaHHble Napoiv MOryT MCMOJIb30BaTbCA NPOTOKOAaMMU
RIP, OSPF, IS-IS ana ayteHTUdMKaLmu.

KomaHObI pexcuma 2a06asabHol KoHgu2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKU B pexume rnobanbHo KoHoUrypaumm:

console (config) #
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Tabnmua 294 — KomaHap! pexkmma rnobanbHon KoHGUrypaumm

3HayeHue/3Ha4yeHue
Mo ymoa4YaHuro

KomaHoa

Aeiicmeue

key chain word

word: (1..32) cumsona/-

no key chain word

Co3gaeT CBA3KY Kaouven ¢ umeHem word M BXOOUT B pPeEXUM

KOHOUIypaumm CBA3KU KOYEN.

Ypansaet cBA3Ky Katoven ¢ umeHem word.

KomaHObI pexcuma KoHgu2ypayuu c83KU Karoyel

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXUme KOHPUIrypaLmm CBA3KK KtoYeln:

console (config-keychain) #

Tabanuya 295 — KomaHabl perkMma KOHOUTypaLumm CBA3KKU Katove

3HayeHue/3Ha4eHue "
Komanda / Aelicmeue
o yMoA4YaHuto

Co3pgaeT Kntou ¢ naeHtudurkatopom key_id n BxoguT B pexunm
key key_id . KOHOUrypaumm Katova.
ey fey key_id: (1..255)/- durypau :

YaansaeT Katod ¢ naeHTudunkaTopom key_id.
no key key id

KomaHObI pexcuma KoHgu2ypauuu Kaw4a

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMMe KOHPUrypaLmm Katoua:

console (config-keychain-key) #

[aHHbIV peXXnum S0CTyNeH M3 perknma KOHGUIypaumm CBA3KKM Katovein 1 npegHasHayeH AnA 3a4aHus

CaMoOr0 K/1lo4a U ero napameTpos.

Tabnnua 296 — KomaHabl pexkMma KoHbUrypauum Kntoda

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

key-string word
no key-string

word: (1..16) cumonos/-

3agaeT 3HaYeHume Karva.

YpanaeT 3HayeHue Karova.

encrypted key-string
encryptedword
encryptedword/-

no encrypted key-string

3afaeT 3HaueHMe Ktoya B 3andpoBaHHOM BUE.

- encryptedword — 3awundpoBaHHbIA Napoab (Hanpumep,
napo/ib B 3alMPPOBAHHOM BUAE, CKOMMPOBAHHBIN C 4PYroro
YCTPOICTBA).

YpanaeT 3HayeHune Kawova.

accept-lifetime
time_to_start
{time_to_stop | duration |
infinite}

-/BCcerga gencreuteneH

no accept-lifetime

3aaeT BpPeMA KWU3HW K/4Ya, B TeYEHMEe KOTOPOro Kitou
6yaeT AeNcTBUTENIEH ANA CBEPKM C K/IOYOM B MPUHUMAEMBbIX
coobleHunAx.

- time_to_start — Bpems W AaTa Havana AeNCcTBUA KAtoYa.
3apaetca B popmate hh:mm:ss month day year;

- time_to_stop — BpeMA W JaTa NpeKpaleHusa AelcTBuA
Kntoya. 3agetca B popmate hh:mm:ss month day year;

- duration — 3apaeT NPOAONKUTENBHOCTD AEACTBUA KAOYa B
CeKyHAaXx;

- infinite — ycTaHaBNMBaeT HecKoHeYHoe Bpema AeUCTBUA
K/tova.

Yaanutb Bpema XXU3HU KNto4a.
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send-lifetime 3ajaeT BpPeMA KM3HM K/OYa, B TeYeHMe KOTOpOro K/tou
time_to_start byaeT AencTBuTeNeH ANa OTNPaBKMU COODLLEHWA.
{time_to_stop [duration | - time_to_start — Bpema v JaTa Hayana AEUCTBUA KtoYa.
infinite} 3apaetca B popmaTe hh:mm:ss month day year.
- time_to_stop — Bpemsa W pata NpeKkpaleHua AencTBus
-/BCeraa pencreuteneH Kntoua. 3agetca B popmate hh:mm:ss month day year.
- duration — 3apaeT NPOAONKNUTENBHOCTD AEACTBMA KAOYa B
CeKyHAOax.
- infinite — ycTaHaBNMBaeT HecKoHeYHoe BpPems AEeUCTBUSA
K/tova.
no send-lifetime YAanuTb BpemaA XU3HU KAtova.
VA Echm B KaKoO-TO MOMEHT BpemeHUn Cpasy HEeCKOJ/IbKO Kntouei GYAYT ABNATbCA
AeﬁCTBMTe.ﬂbeIMM, TO ¢oa|<'mqecuu NCNO/1b30BaTbCA 6YAET KN4 C€ HaMeHblUMm
npaeHTupuKaTopom.

KomaHObl pexcuma Privileged EXEC

Bug, 3anpoca KOMaHAHOW CTPOKU UMEET BUA,:
console#

Tabnunuya 297 — KomaHabl perkmma Privileged EXEC

3HaveHue/3HayeHue .
KomaHoa / Aeiicmeue
no yMmon4aHuio

show key chain word word: (1..32) cumsona/- OTobparkaeT MHGOPMaLMIO O CBA3KE KkoUen ¢ umeHem word.

[pumepbl 8b1M0AHEHUS KOMAHO

Co34aTb CBA3KY K/oYel ¢ uMeHem namel n nomectuTb B Heé ABa Kato4a. Ha kntoye key 2 HacTpouTb
BPEMEHHOWN UHTEPBAJ, B TEYEHME KOTOPOrO 3TOT K/OY MOXKET ObITb MCNOb30BaH A1 CBEPKM C K/HOHOM B
NPUHATBIX NaKeTax.

console (config) #key chain namel

console (config-keychain) #key 1

console (config-keychain-key) #key-string testkeyl

console (config-keychain-key) #exit

console (config-keychain) #key 2

console (config-keychain-key) #key-string testkey?2

console (config-keychain-key) #accept-lifetime 12:00:00 feb 20 2020
12:00:00 mar 20 2020

Moka3aTb MHGOPMaLMIO O CO34aHHON CBA3KE KtOYEN:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted) "y9nRggddPOa7W304gfrNBeGhigRuwwpbmWCy69nLuQk=""
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text (Encrypted) "G7sTS+v50GIwHBL6UXZYyWVPzbqZ/6fI0OF3h3NB6wYMM=""
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]
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5.30.9 banaHcuposka Hazpy3Kku Equal-Cost Multi-Path (ECMP)

banaHcmpoBka Harpy3kum ECMP nossonseT nepegaBaTb MNakeTbl OAHOMY MojayyaTento Mo
HECKOZIbKMM  «Iy4ylWMM  MapupyTam». [aHHbl PyHKUMOHAN npegHasHayeH AnAA pacnpepeneHua
Harpy3Kkun n onNnTMMmn3auum NponyckHomn cnocobHocth cetn. ECMP moxKeT paboTaTb KaK CO CTaTUYECKUMM
MapLpyTaMu, TaKk U C NPOTOKONAMM AMHAMUYECKOM MapLUPYyTU3aLMN.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobasbHon KoHduUrypaumm:
console (confiqg) #

Tabnunua 298 — KomaHabl perknma rnobanbHOM KoOHGUrypaumm

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymoa4YaHuro
ip maximum-paths 3apaTb MAKCMMabHOE KONMYECTBO NyTeW, KoTopble moryT
maximum_paths 6bITb ycTaHOBNEHDI B FIB Ana Kaxaoro maplupyra.
maximum_paths: HacTtpoiika BCTyNnMT B Cuay TOAbKO nocne
(1..64)/1 V COXpPAaHEeHUA KoHpurypauum u  nepesarpysku
ycTpoiicTBa.
no ip maximum-paths YCTaHOBUTb 3HAYEHME N0 YMOJIYaHUIO.

5.30.10 Hacmpolika Virtual Router Redundancy Protocol (VRRP)

MpoTtokon VRRP npeaHasHayeH AnA pe3epBMPOBAHUA MapLUPYTU3AaTOPOB, BbINOAHAKOLWMX POb
LUtO3a N0 YMOIYAHUIO. ITO AocTUraeTca nyTém obbeanHeHus IP-nHTepdencos rpynnbl MapLlpyTM3aTopoB
B OZIMH BMPTYa/ibHbllA, KOTOPbIN ByAeT MCNONb30BaATLCA KaK LUAKO3 MO YMONYAHUIO A1 KOMMNBbIOTEPOB B CETY.
Ha KaHanbHOM ypoBHe pesepsupyemble MHTepdeicbl umetoT MAC-agpec 00:00:5E:00:01:XX, roe XX —
Homep rpynnbl VRRP (VRID).

Tonbko oaMH U3 PUINYECKMX MAPLUPYTU3ATOPOB MOMKET BbINOIHATL MapLIpyTM3aumio TpaduKa Ha
BMpTyanbHoM |IP-nHTepdeiice (VRRP master), ocTanbHble MapLUpyTM3aTOpPbI B rpynne npegHasHayeHbl a4
pesepsupoBaHua (VRRP backup). Beibop VRRP master npoucxoaut B cootsetctBum ¢ RFC 5798. Ecam
TEeKyLWNii master CTaHOBUTCA HeAOCTYNHbIM — BbIOOpP noBTOpsAeTcA. HauBbiCWMA NpUOPUTET UMeET
MapLpyTM3aTop ¢ cobcTBeHHbIM IP-aapecom, coBnagatowmm ¢ BUpPTyanbHbiM. B cnyyae gocTynHOCTM OH
Bcerga ctaHosuTca VRRP master. MakcumansHoe konnvectso VRRP-npoueccos — 50.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet, VLAN, uHmepdgelica epynnel nopmos

Bua 3anpoca KOMAHOHOM CTPOKM B pexume KoHourypauum uHtepdencos Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnua 299 — KomaHabl pexuma KoHdurypaumm muHtepdeiica Ethernet, VLAN, uHTepdelica rpynnbl
nopToB

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHoa Aelicmeue

vrrp vrid description text vrid: (1..255); [JobasneHne onucaHua uean UAM wucnonb3oBaHua ana VRRP

apLlipyTmsaTopa ¢ uaeHtudmKaTopom vrid.
text: (1..160 cumBo10B) MapLipyTMsatop ACHTUGUKITOPOM

no vrrp vrid description YnaneHnue onucaHua VRRP-mappyTtusatopa.

vrrp vrid ip ip_address vrid: (1..255) Onpegenenue IP-agpeca VRRP-mapLpytusaTtopa
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no vrrp vrid ip [ip_address]

YpaneHune IP-agpeca VRRP ¢ mapuwpyTtusaTtopa. Ecam B Kadectse
napameTtpa He ykasaH IP-agpec, 1o yganatca Bce IP-agpeca
BMPTYa/IbHOTO MapLIpyTU3aTopa, BCAeACTBUE Yero yaannuTca u cam
BUPTYa/IbHbIN MapLipyTU3aTop vrid Ha JaHHOM yCTpoWcTBe.

vrrp vrid preempt

BKAtoYeHWe pexkuma, npu Kotopom backup-mapwpytusatop c
6onee BbICOKMM MpuopuTeTom ByaeT NbiTaTbCA NepexBaTUTb Ha
cebs ponb master y Tekyuiero master-maplpytusaTtopa c 6osee

no vrrp vrid priority

priority: (1..254);
Mo ymonyanumio: 255
ana snagenoua IP-

agpeca, 100 ana

vrid: (1..255); HU3KUM MPUOPUTETOM.
Mo ymon4yaHuio MapLlipyTusaTtop, KoTopblii ABnsetca Baagenbuem IP-
BK/IIOYEHO V aApeca mapupyTtusaTtopa, 6yaer nepexsaTtbiBaTb Ha ceba
ponb master He3aBUCMMO OT HACTPOeK [AaHHOM
KOMaHpAbl.
no vrrp vrid preempt YCTaHOBKa 3HaYeHWA N0 YMOIYaAHWIO.
vrrp vrid priority priority vrid: (1..255); HasHayeHue npuoputeta VRRP-mapLipytusaTopa.

YCcTaHOBKa 3HAYeHUA N0 YMOAYAHUIO.

no vrrp vrid source-ip

OCTaNbHbIX
vrrp vrid shutdown vrid: (1..255); BbikntoueHne VRRP-NpoToKoNa Ha AaHHOM MHTepdeiice.
no vrrp vrid shutdown Mo ymonyaHuio: BkntoueHne VRRP-npoToKona Ha gaHHOM nHTepdelice.
BbIK/IOYEH
vrrp vrid source-ip ip_address OnpegeneHve peanbHoro  VRRP-agpeca, KoTopbit  byaer
vrid: (1..255); ncnonb3oBaTbcA B Kayectse IP-agpeca otnpasutena ana VRRP-
Mo ymonyanuio: 0.0.0.0 | coobuieHni.

YCTaHOBKA 3HAY€HUA N0 YMOAYAHUIO.

vrrp vrid track track_number
[decrement
decrement_priority]

vrid: (1..255);
track_number: (1..64);
decrement: (1..253)

N3meHsaeT npuoputeTr VRRP-mapupytusatopa npu M3MeHeHWUn
coctoAHMM Tpeka. lMpu nepexode Tpeka B cocToAHuve down
npuoputer VRRP-mapupyTM3aTtopa NOHUXKAETCA Ha 3HayeHue
decrement_priority nnav Ha 10, ecnv 3HayeHune decrement_priority

{seconds | msec milliseconds}

no vrrp vrid timers advertise
[msec]

seconds: (1..40);
milliseconds:
(50..40950);

Mo ymonuanuto: 1 cek

He yKasaHo.
no vrrp vrid track OTmeHAeT nsmeHeHue npuoputeta VRRP-mappyTmnsaTopa.
vrrp vrid timers advertise OnpeneneHune MHTEepBana mexay aHOHCaMM master-

mapLlpytusatopa. Ecam vHTepBan 3agaH B MUANMCEKYHAAX, TO
NPOUCXOANT OKPYrAeHne BHU3 A0 bankanwein cekyHapbl ana VRRP
Version 2 1 [0 6AWKaWWKMX CcOTbIX Aoner cekyHapl (10
munamcekyHa) ana VRRP Version 3.

YCTaHOBKA 3HAYeHUA No YMO/THaHUIO.

vrrp vrid version {2 | 3 | 2&3}

no vrrp vrid version

OnpeaeneHune nogaep:kmsaemoin sepcum VRRP npoTtokona.

-2 — noapepxusaetca VRRPv2, onpegeneHHblit B8 RFC3768.
Monyyaemsble VRRPv3-coobuieHun oTbpacbiBatoTCA
mapuwpyTtusatopom. OtnpasnaoTca TonbKko VRRPvV2-aHOHCbI;

-3 — noppepkmeaetca VRRPv3, onpeneneHHbin B8 RFC5798, 6e3
cosmectumoctn ¢ VRRPv2 (8.4, RFC5798). Monyyaemble VRRPv2-
coobuieHns oTbpacbiBatoTcA maplipytTusatopom. OTnpasastoTca
ToNbKo VRRPV3-aHOHCbI;

- 2&3 — nopaepkmeaetca VRRPv3, onpegeneHHbit 8 RFC5798 ¢
obpaTHoOI coBmecTumocTbio ¢ VRRPv2. Monyyaemble VRRPv2-
coobuieHmns obpabatbiBaloTca maplupyTusaTopom. OTnpasaatoTca
VRRPv2- 1 VRRPvV3-aHOHCbI.

YCTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.

vrrp vrid accept mode [accept |
drop]

no vrrp vrid accept mode

-/drop;
vrid: (1..255)

YcTaHaBMBaeT pexxum paboTbl 06paboTKM NakeToB, afpecoBaHHbIX
Ha BUPTyasibHbIM agpec:

-accept — VRRP-maplpytmsatop B coctoaHun Master 6byaet
NPUHUMaTb NaKeTbl, afPeCoBaHHbIe Ha BUPTYa/IbHbIV agpec, Aaxe
€C/IM OH He ABAAETCA BNAaAeNbLEeMm 3TOro agpeca;

-drop — VRRP-mapwpyTtnsatop B coctosHuM Master 6yger
oTbpacbiBaTh MaKeTbl, afpecoBaHHble Ha BUPTyasbHbI ajpec,
€C/IM OH He ABAAETCA BNAaje/bLem 3Toro agpeca.

YCcTaHOBKa 3HaYeHUA N0 YMONYAHUIO.
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KomaHOwbi pexcuma Privileged EXEC

Bce komaHabl OOCTYyNnHbI ANA NPUBUNETNMPOBAHHOIO NOJ1b30BaTeNA.

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:
console#

Tabnnua 300 — KomaHab! perkuma Privileged EXEC

Komanoa 3HavyeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro

show vrrp [all | brief | MpocMoTp KpaTKoOM UK AeTanbHOM MHPOPMaLMKN ANA BCEX MW
counters interface gi_port: (1..8/0/1..24); | ogHOro HaCTPOEHHOrO BMPTYyasbHOro MapLipyTmatopa VRRP.
{gigabitethernet gi _port | te_port: (1..8/0/1..32); | -all — npocmotp wHPOpMaUMM O BCEX BUPTYaNbHbIX
tengigabitethernet te_port | hu_port: (1/0/1..6); MapLLpyTU3aTopax, BKAOYasA OTKAKOYEHHbIE;
hundredgigabitethernet group: (1..32); - brief — npocmoTp KpaTKo MHGOpPMaLMK O BCeX BUPTYaNbHbIX
hu_port | port-channel group | vlan_id: (1..4094) MapwpyTusaTopax;
vlan vian_id}] - counters - oTobparkaeT cuetumkn ana VRRP.

[pumepbl 8b1M0AHEHUS KOMAHO

= Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ucnonb3oBaTb 3TOT agpec B KayecTse ajgpeca
BUPTYa/IbHOrO MapLupyTmM3aTopa. Bkatounte VRRP-npoTokon Ha nHTepdelice VLAN.

console (config-vlan)# interface vlan 10
console (config-if)# ip address 10.10.10.1 /24
console (config-if)# vrrp 1 ip 10.10.10.1
console (config-if) # no vrrp 1 shutdown

=  [locmoTpeTb KoHPUrypaumio VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.30.11 Hacmpoiika npomokona Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sosneT 6bicTpo 0O6HapyKUTb HEUCNPABHOCTU IMHKOB. BFD moxeT paboTaTb Kak
CO CTaTUYECKMMM MapLUPYTaMM, TaK U C NPOTOKONaMM gMHaMUYecKo mapupytmsauum RIP, OSPF, BGP.
B Tekywen Bepcun MO peannsosBaHa paboTa ToNbKO € NpoToKonom BGP.
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KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHon KoHbUrypaumm:

console (confiqg) #

Tabnnua 301 — KomaHab! pexuma rnobanbHoin KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

bfd neighbor ip_addr
[interval int ] [min-rx min]
[multiplier mult_num]

int: (150..1000)/150
min: (150..1000)/150
mult_num: (1..255)/3

no bfd neighbor ip_addr

3apatb BFD-cocepa.

- int — MMHMManNbHBLIN MHTEpBan nepedayn Ana obHapyKeHuA
oWwnbKY;

- Min — MUHUMaNbHbIA MHTEpPBan NpuUéma ANA ObHapyKeHuA
owmnbKuY;

- mult_num — Konn4yectBo MNOTePAHHbIX NaKeTOB A0 Pa3pbiBa
ceccum.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

KomaHObl pexcuma Privileged EXEC

Bce kKomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJIb30BaTENA.

Bug 3anpoca KomaHAHOM CTpoKM pexkmma Privileged EXEC:

console#

Tabnunua 302 — KomaHgb! pexxuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip bfd neighbors
[ip_addr] [detail]

MpocmoTp nHbopmaumm ob akTMBHbIX BFD-coceasx.

5.30.12 KoHdpuzypayua supmyansvHoli o6aacmu mapwpymusayuu (VRF)

VRF (Virtual Routing and Forwarding) — 3To TexHo/Orus, KOTOpas MO3BONAET HECKOJbKUM
3K3emnaspam TabaunLbl MapLUpPyTU3aLLMKN COCYLLECTBOBATL B O4HOM MapLIpyTM3aTope 04HOBPEMEHHO.
CnucoK noagepKaHHbix B VRF dyHKLMI gocTyneH B Tabanue 306.

Tabnnua 303 — KomaHgb! pexuma rnobanbHoin KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHU
€ 10 yMonYaHuK

Aelicmeue

ip vrf [vrf_name]
no ip vrf [vrf_name]

vrf_name: (1..32)

Co3paHue BUPTYanbHOM 061aCT MapLUpyTU3aLMN.

cumBosia

YpaneHue BUpTyanbHOW 061aCT MapLUpyTU3aLmK.

Tabnnua 304 — KomaHgb! pexkuma KoHpurypaumm nHtepoeiica

KomaHoa

3HayeHue/3HayeHu
e 1o yMoA4aHUIo

Aeilicmeue

ip vrf [vrf_name]

vrf_name: (1..32)

MpwuBaska nHTepdeiica K 061acTv BUPTyanbHOM
mapLlipyTtusaumu. lNocne BBoaa KOMaHAbI BCe CO34aHHbIE B
AanbHenwem IP-agpeca 6yayT accoummpoBaTtbes ¢ VRF, K

cMMBOIA .
KoTopomy 6bi/1 MpuBsA3aH MHTepdeiic.

no ip vrf OTBA3Ka UHTepdelica oT 061acTM BUPTYasibHOM MapLIpyTM3aLUu.
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Tabnuua 305 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHU »
KomaHda / Aelicmeue
e 1o yMOA4YaHUo
show ip vrf [all [vrf_name] vrf_name: (1..32) BbiBOA MHPOPMALMM O CO3AAHHBIX BUPTYaNbHbIX 061acTAX
cumBONa MapLipyT13aumm n 06 L3-uHtepdeiicax, KoTopble B HUX HAXOLATCA.
Tabnunuya 306 — PyHKUMM, NoaaeprKaHHble ansa paboTtbl B VRF
DyHKYUU Hasuzayusa

KomaHabl ynpaBneHuns 5.4 KomaHzabl ynpaBnaeHusa cuctemom

cuctemonm

CraTuyecKkasa mapLipyTtusaums 5.30 KoHdurypaLma npoToKoN08 MapLipyTM3aumnm

OSFP 5.30.3 HacTpowka npotokona OSPF, OSPFv3

BGP 5.30.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

5.31 KoHdwurypauua VXLAN

VXLAN — 3To BMpTyanbHasa paclimpeHHaa yactHasa ceTb (Virtual eXtensible Local Area Network).
[aHHasA TexHo/1I0rMA No3BONAET ynakosbiBaTb Ethernet-kaapbl B UDP-cermeHTbl 1 TpaHCNOPTUPOBaTh UX NO
IP-ceTn.

VTEP — Virtual Tunnel End Point, ycTpoiicTBO, Ha KOTOPOM HauMHaeTcA UK 3akaHumBaeTcsa VXLAN-
TOHHenb. Mogenun, onucbiBaemble B 4aHHOM PYKOBOACTBE, MOTMyT AelcTBOBaTb B Kauectse VTEP.

B kauyectBe control plane gna VXLAN wucnonbsyetcs EVPN. 3To pacwupeHue npoTtokona BGP,
KOTOpoe No3BO/IAET CeTU nepeaaBatb MHOOPMALMIO O AOCTYMHOCTM KOHEYHOrO YCTPOMCTBA, TaKyl Kak
MAC-agpeca ypoBHA 2 1 IP-agpeca ypoBHA 3. 3Ta TEXHONOMMA MNJIOCKOCTU ynpasaeHua ncnonbsyetr MP-BGP
ans pacnpegenerdma MAC-agpecos v IP-agpecoB KOHeYHbIX ycTpolicTs, rae MAC-agpeca paccmaTpuBaroTca
Kak mapwpyTtbl. EVPN nossonseT ycTpoiicTBam AencTBoBaTtb B KayectBe VTEP gns obmeHa nHdopmaumei
MmeKay coboi 0 LOCTYNHOCTU CBOMX KOHEYHbIX YCTPOMCTB.

V Noapeprxka VXLAN npeaoctaBaserca no AULEH3UN.
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KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHon KoHbuUrypaumm:
console (config) #

Tabnunua 307 — KomaHab! pexuma rnobanbHom KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

vxlan word

no vxlan word

word: (1..64) cumBona

Co3gatb VXLAN-MHCTAHC ¢ uMeHeM word U NepenTy B pexum
ero KoHdurypaumm.

Ecnn VXLAN-MHCTaHC C TaKUM UMEHEM Y3Ke CO34,aH, TO NepeinTn
B PEeXMM ero KoHUrypaumu.

Ypanute VXLAN c umeHem word.

KomaHObl pexcuma KoHgu2ypayuu VXLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexume pexkmme KoHourypaumm VXLAN:

console (config-vxlan) #

Tabnnuya 308 — KomaHab! pexuma KoHdpurypaumm VXLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

shutdown

no shutdown

-/no shutdown

YCTaHaBUTb agMUHUCTPaTMBHbIA ctaTyc DOWN pana VXLAN-
MHCTaHCa.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

vlan vian-id

no vian

vlan-id: (1-4094)

3agathb vian id, koTopsbiii 6yaet cesazaH ¢ VXLAN-uHcTaHCOM.

Ypanutb ceasky vlan id ¢ VXLAN-uHcTaHCcOM

vni vni-id [ip-routing]

no vni

vni-id: (1-16777214)

3apgatb Virtual Network Identifier (VNI), koTopbiit 6yaert
MCMO/Ib30BaTbCA B pamKax gaHHoro VXLAN.

- ip-routing — yKkasbiBaer, 41O OaHHbIN VNI bypet
UCNonb30BaTbCA Ana uHKancynaumm B VXLAN IP-nakeTos,
mapuwpyTtusnpyemoix 8 VRF.

Ypanutb 3agaHHbIn VNI,

route-target { export |
import | both } community

no route-target { export |
import | both } community

community: (ASN2:NN,
IPV4:NN, ASN4:NN)

Co3paeT cnuckmM nmnopTa 1 akcnopTa Route Target Community:
- export — no6aBuTL Route Target Community K
3KCNOPTUPYEMOI MapLpyTHOM MHGOpMaLMK;

- import — umnopTMpoBaTb MapLPYTHYO MHPOPMaLMIO C
yKa3aHHbIM Route Target;

- both — ykasatb umnopT 1 akcnoprt.

Ypaanaet cnuckn umnopTa u akcnopTa Route Target
Community.
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mcast-group
ip_multicast_address

-/BbIKNOYEHO

no mcast-group

Bkntouaet B Tekyweln VXLAN pexxum penankauym BUM
Tpaduka c nomouibio PIM Multicast n npusasbiBaeT rpynnosoi
aapec K gaHHon VXLAN. 3ToT agpec byaer ncnonb3oBaThea
KaK agpec Ha3HayeHuA B VXLAN nakeTax.
- ip_multicast_address — rpynnosou IP-agpec.
Ans nonyyeHus TpadmKa yKasaHHOI B KOMaHae
BbllLe rpynnbl HE06X0AUMO BKAKOYEHUE
V npotokona PIM Ha untepdeiice loopback ¢
YyKa3zaHMem JaHHOMW rpynnbl KaK CTaTU4eCKOid.
OnucaHue cOOTBETCTBYIOLMX KOMaHA, B
cnepyouweii Tabnuue.

Bce VTEP B ogHom VNI gonXKHbI UCNONb30BaTb
OAMH U TOT XXe MmeTop, penaukauuu. B cnyyae
multicast Ha Bcex VTEP B ogHom VNI gonkeH
MCNO/b30BaTbCA OAMH U TOT XKe aapec rpynnbl.

Y

~ MakcumanbHOoe KOIMUEeCTBO YHUKabHbIX
multicast VXLAN TyHHene# (multicast rpynn) 256.
« OpHa multicast rpynna moxeT 6bITb Ha3HAYeHa Ha
Heckonbko VXLAN TyHHenen.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

¥

Ona KoppekTHoM pabotbl VXLAN Heobxogumo yctaHoBneHue ceccumn BGP mexay loopback-
nHTepdeicamm ycTpoicTB ¢ yKasaHuem agpeca loopback B kauecrse bgp router-id.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica loopback

Bua 3anpoca KoMaHAHOM CTPOKM B pexxume KoHpurypaumnm nHtepdeiica loopback nmeet sma;

Console (config-if) #

Tabanua 309 — KomaHgb! pexkuma KoHpurypaumm nHtepdetica loopback

ip igmp static-group
ip_multicast_address

no ip igmp static-group
ip_multicast_address

3HayeHue/3HayeHue .
KomaHoa Aelicmsue
no ymoa4YaHuro
ip pim -/BbIKNIOYEHO BkntounTb npotokon PIM Ha nHTtepdeiice.
no ip pim YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

Cospzaet 3anuch (*, G) ¢ yKasaHHOM MyNbTUKACTOBOM rpynnoi
n pobasnaet uHtepodelic loopback 8 OIL. OTnpasnseTt Ha RP
PIM Join ¢ yKa3aHHbIM agpecom My/bTUKACTOBOM rpynmbl.

- ip_multicast_address — rpynnosoi IP-agpec.

Ypanset 3anuch (*, G) ¢ ykazaHHON MyNbTUKAcTOBOW rpynnoi.
OTnpasnsaet Ha RP PIM Prune c yka3aHHbIM apecom
MY/IbTUKACTOBOW rpynnbl.

KomaHObI pexcuma KoHgu2ypayuu VRF

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHdurypaumnm VRF:

Console (config-vrf) #

Tabnunua 310 — KomaHabl pexkuma KoHpurypauum VRF

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmesue
no ymoa4aHuro
vni vni-id 3agatb Virtual network Identifier (VNI), KoTtopbliii 6yaer
vni-id: (1-16777214) UCNonb3oBaTbCA ANA MHKancynaunmm 8 VXLAN IP naketos,
mapwpyTtusmpyembix B VRF.
no vni Yaanutb 3agaHHbii VNI
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route-target {import |
export | both}

no route-target {import |
export | both}

ASN2:NN or IPV4:NN or
ASN4:NN/-

3a4aTb 3HAYEHUe pacwmpeHHoro BGP-KoMbloHUTHM route-
target.

- import — uMnopTUPOBaTb KOMbIOHUTH;

- export — 3KCNopTUPOBATb KOMBIOHUTY;

- both — 3KkcnopTMpoBaTb U UMNOPTMPOBATL KOMbBIOHUTH.
dopmaT 3annCcn KOMbIOHUTY:

ASN2 — 16-6uTHOe 3HauyeHue AS;

ASN4 — 32-6uTHOe 3HauyeHune AS;

IPv4 — IPv4-apgpec;

NN —yuncnosoe 3HayeHue route target.

Yaanutb 3HaYeHMe KOMbIOHUTH.

KomaHOwb! pexcuma Priveleged EXEC

Bua, 3anpoca KOMaHAHON CTPOKU UMeeT BUA,:
console#

Tabnnua 311 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue
no ymoa4aHuro
show evpn Ethernet- group: (1..48); OTobparkaeT nHdopmaumio 06 Ethernet Segment Identifier.
segment {port-channel es_number:

group | es_number mac-
address | esi} [detailed]

(1..16777214);
mac_address: H.H.H nau

H:H:H:H:H:H nan H-H-H-
H-H-H;
esi: H:H:H:H:H:H:H:H:H:H

show evpn inclusive-

multicast [word] word: (1..64) cumsona

OTobparkaeT MHGOpMaLMIO O MapLIpyTax TUNa 3, KoTopble
MCMO/b3YIOTCA ANA Nepesaym WHPOKOBELLATENBHOTO,
HEeM3BeCTHOro 04HOAAPECHOro U MHoroagpecHoro (BUM)
Tpaduka.

show evpn mac-ip [word]
word: (1..64) cumsona

OTobparkaeT MHPOPMaLMIO O MapLpyTax TMNa 2, KoTopble
MCnonb3ytoTesa ans nepesaym nidopmauum o MAC-/IP-
agpecax.

show vxlan runnels [word]

word: (1..64) cumBona

OTobparkaeT nHdopmaumio 060 Bcex yctaHoBAeHHbIX VXLAN-
TYHHenAx:

- word — ums VXLAN. OTobpakaeT MHpopmaumio 06
YCTAHOB/IEHHbIX TYHHeNAX ykasaHHou VXLAN.

show vxlan/word]

word: (1..64) cumBona

OTobparkaeT KpaTKyto MHGOPMaLMIO MO BCEM CO34aHHbIM
VXLAN-TyHHenax:

- word — umsa VXLAN. OTobpakaeT geTanbHyto MHbopmaLmto
no ykasaHHon VXLAN.

[Mpumep KoHGDU2ypayuu 018 08yx ycmpolicms

Mexay asyma yctpoicteamun R1 n R2 yctaHoBneHa BGP-ceccuna mexay loopback-uHtepdeiicamum.

BkntoueHa AF 12vpn evpn pns obecneyeHnus yctaHoBneHus VXLAN-TyHHenel u nepegauyu

nHbopmaumm o6 nsyyeHHbix MAC-agpecax.

Co3pgaH VXLAN-unHcTaHc ¢ umeHem test_vxlan. K Hemy npussaHa VLAN 1000, 3agaH VNI 1000.
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KoHourypaums 1:

no spanning-tree

|

vlan database

vlan 1000

exit

|

vxlan test vxlan

vni 1000

vlan 1000

exit

|

hostname R1

|

interface TenGigabitEthernetl/0/1
description To R2

ip address 172.16.1.1 255.255.255.252
exit

|

interface TenGigabitEthernetl1/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.1 255.255.255.255
exit

|

!

ip route 10.0.0.2 /32 172.16.1.2
|

router bgp 65500

bgp router-id 10.0.0.1
address-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

|

neighbor 10.0.0.2

remote-as 65500

update-source loopback 1
address-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

exit

exit

|

|

end
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KoHdwurypauma 2:

no spanning-tree

|

vlan database

vlian 1000

exit

|

vxlan test vxlan

vni 1000

vlian 1000

exit

|

hostname R2

|

interface TenGigabitEthernetl/0/1
description To R1

ip address 172.16.1.2 255.255.255.252
exit

|

interface TenGigabitEthernetl1/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.2 255.255.255.255
exit

|

!

ip route 10.0.0.1 /32 172.16.1.1
|

router bgp 65500

bgp router-id 10.0.0.2
address—-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

|

neighbor 10.0.0.1

remote-as 65500

update-source loopback 1
address-family ipv4 unicast

exit

|

address-family 1l2vpn evpn

exit

exit

exit

|

|

end
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Ecam um3yuntb MAC-agpec Ha uHTepdeice TenGigabitEthernet1/0/3 Ha R1, TO MOMHO
NPOKOHTPOAMPOBATb ero Hannuune B Tabamue MAC-agpecos Ha R2.

MNocmoTpetb MAC-aapeca, nsydyeHHble 8 VXLAN, MOXKHO B BbiBOAE KOMaHAbl show mac address-
table. Tun gaHHbIX agpecos yKasblBaeTcA Kak evpn-vxlan. Mpumep BbiBOAA:

Flags: I - Internal usage VLAN
Aging time is 300 sec
Vlan Mac Address Interface Type
1 e0:d9:e3:26:d6:00 0 self
1000 00:00:00:00:00:10 10.0.0.1 evpn-vxlan
1000 0c:9d:92:61:9f:c4 10.0.0.1 evpn-vxlan
tel/0/1(I) e0:d9:e3:17:6b:40 tel/0/1 dynamic
tel/0/1(1I) e0:d9:e3:17:6b:41 tel/0/1 dynamic

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Port-Channel

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma KoHOUrypaumm nHtepoeica:
console (config-if) #

Tabnunua 312 — KomaHgbl pexkuma KoHdurypaumm nntepdetiica Port-Channel

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o yMmoA4YaHuo
ethernet-segment esi Co3patb Ethernet Segment Identifier (ESI) ¢ Homepom esi u
esi: (1-16777214) nepenTn B PeXMUM KOHOUTYPUPOBAHUA.
no ethernet-segment esi Ypanutb Ethernet Segment Identifier c Homepom esi.

KomaHObI pexcuma KoHguaypuposaHusa ESI

BuAa 3anpoca KOMaHAHOWM CTPOKM pexnma KoHoburypaumm ESI:
console (config-es) #

Tabnnua 313 — KomaHgbl pexkuma KoHdurypaumm ESI

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMmoa4YaHuro
system-mac system_mac mac_address: H.H.H unn | 3apgate MAC-agpec, ucrnonb3yembli B Kauyectse System D
H:H:H:H:H:H nan H-H-H- | npoTokona LACP.
no system-mac H-H-H Ypannte MAC-agpec.
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6 CEPBUCHOE MEHIO, CMEHA NMPOTrPAMMHOIO OBECNEYEHUA

6.1 MaeHio Startup

MeHto Startup vcnonb3yeTtcs AN8 BbINOJAHEHUA CNeLManbHbIX NPoLLeayp, TAKUX Kak BOCCTaHOBAEHME
3aBOACKMX HaCTPOEK U BOCCTAHOB/IEHWNE Napons.

[nsa Bxoga B meHto Startup HeobxoaMMo NpepBaThb 3arpy3Ky HaxkaTMem Knasuwm <Esc> unu <Enter>
B TEYEHME NEPBbIX ABYX CEKYHA NOc/e NoABNEeHUA COOBLWEHMS aBTO3arpy3KkM (Mo OKOHYaHUM BbINOHEHUA
npoueaypbl POST).

[ -

[1
[2
[3
[4
[5]

Startup Menu
Image menu

Restore Factory Defaults

Boot password

Password Recovery Procedure

Back

Enter your choice or press

'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuUTe Knasuwy <5>, 1nbo <Esc>.

Ecnu B TeueHue 15 ceKyHp, (3HaueHMe No yMONYaHUIO) He BblGpaH HU O4UH U3 NYHKTOB MEHIO,
TO 3arpysKa yCTPOICTBa NPOAO/IKUTCA. Bpema 0XXMAaHMA MOXKHO YBENMUYUTb C MOMOLLbIO

KOMaHJ, KOHCO/N.

Tabnuua 314 — OnucaHue meHto Startup

Ne HaseaHue OnucaHue
[aHHas npoueaypa ucnonbsyetcs A4/ Bblbopa akTUBHOro daitna cucremuoro MO.
Ecnv He BbIbpaH HOBbIM 3arpyeHHbIh ¢ann cuctemHoro MO aKTUBHLIM, TO
Image menu YCTPOMCTBO BbINOMIHUT 3arpy3Ky C MCMNO/b30BAHMEM TEKYLLEero aktmeHoro obpasa
<1> Bbibop akTMBHOrO dalina Image menu.
cuctemHoro MO [1] Show current image — npocmoTp gaHHbIX 0 Bepcuax MO Ha ycTpolicTse;
[2] Set current image — BbI6op akTMBHOrO daitna cuctemHoro MNO;
[3] Back.
Restore Factory Defaults [JaHHas npoueaypa WCMNoNb3yeTca Ana yAaneHus KOHoUrypauuu yCTpOMCTBa.
<2> BoccTaHoBNEHNE 3aBOACKUX BoccTaHoBAEHWE KOHGUTYpaL MU NO YMONYAHUIO.
HacTpoek
Boot password [aHHas npoueaypa MCnonb3yeTcs ANs YCTaHOBKU/yAaNeHWs Napois Ha HavyanbHbIM
<3> YcTaHoBKa/yganeHve napons 3arpysumk.
Ha Haya bHbIN 3arpy3yunk
[aHHas npoueaypa Ucnonb3yeTtca ANsA BOCCTAHOBNEHUA YTPAYEHHOro Naposis, oHa
No3BOIAET NOAKIOUYUTBLCA K YCTPOWCTBY 6€3 napons.
/1A BOCCTAHOBNEHMA MApONA HaXaTb KNaBuwy <2>, nNpu  Nocneaytouem
Password Recovery Procedure A . P v P AyIol
<4> NOAKNOYEHUN K YCTPOMCTBY Napoab byaeT NpourHopmposaH.
BoccTaHoBneHMe napons . .
Current password will be ignored!
[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====
<5> Back [na BbIXo4a M3 MEHIO M 3arpysku yCcTpoincTBa Haxkmute Knasuwy <Enter> nnbo
Bbixog, U3 meHto <Esc>.
282 Ethernet-kommymamopsi cepuli MES3300, MES53xxA, MES5400-xx




A ELTEX

.‘

.‘

6.2 O6HoBneHMe nporpammHoOro obecneyeHus c cepsepa TFTP

CepBep TFTP pgomkeH 6biTb 3anyuieH UM HAcTPOeH HAa KOMMblOoTepe, C KOToporo byaer
3arpy»artbca nporpammHoe obecneyeHune. Cepsep A0KEH UMETb pa3pelleHne Ha YTeHue
daiinos HauanbHOro 3arpysumka u/mnm cuctemuoro NO. KomnbloTep ¢ 3anyweHHbIm TFTP-
cepBepom AO/KeH ObiTb AO0CTyneH A8 KOMMYTAaTopa (MOXKHO NPOKOHTPO/IMPOBATb,
BbINOJIHMB HA KOMMYyTaTope KomaHay ping A.B.C.D, rae A.B.C.D - IP-agpec KomnbioTepa).

O6HoBNeHue nporpamMmmHoOro obecneyeHus MOXKeT TO/NIbKO

npuBuiaerMpoBaHHbIM NoJsib3oBaTesiemM.

OCYLLEeCTBAATLCA

6.2.1 O6HoBnEHUEe cucCMeMHO20 NPo2PamMmMHO20 obecneyeHus

3arpysKa ycTpoicTBa ocywiecTBaseTcs U3 ¢dalina cCUCTEMHOTO nporpammHoro obecneyenus (M0),

KOTOpbIA XpaHutca Bo Flash-namatu. Mpu obHOBNAEHWM HOBbIM dann cucTtemHoro MO coxpaHseTca B
cneumnanbHO BblAeNeHHOW obnact namaTu. lMpu 3arpyske YCTPOMCTBO 3anycKaeT aKTUBHbIN dalin
cuctemHoro MO.

I

.‘

Mpoueaypa 06HOBNEHMA CTEKA KOMMYTAaTOPOB He OT/IMYAeTCA OT Npoueaypbl 06HOBAEHUA
OAMHOYHOro KommyTtatopa. CHauana 6yger obHoBnéH Master toHuT, 3atem MO 6yaer
3arpy»<eHo Ha OCTa/ibHble IOHUTbI CTEKa.

Echn tekywasa sepcua MO 5.5.x.x, To npu nepexope Ha aKtyanbHyio Bepcuto MO 6.x.x
peKomeHAyeTcA BOCMNOJ/Ib30BaTbCA MHCTPYKUMeid no obHoBnaeHuto Bepcun MO B ceTeBbix
KommyTtaTtopax MES5312 u MES53xxA npu nepexoae ¢ Bepcun 5.5.x.x Ha 6.0.2 u 6onee
nosgHue, KOTopaa HaxoauTca B pasaene "LleHTp 3arpysku”.

[Ons npocmoTpa TeKyliei Bepcum CUCTEMHOrO MnporpammHoro obecneyeHus, paboTatowero Ha

ycTpolicTse, BBeauTe KomaHay show version:

console# show version

Active-image:

MD5 Digest:

MD5 Digest:

flash://system/images/imagel.ros

Version: 5.5.4
Commit: 25503143

6£3757fab5b6ae3d20418e4d20a68c4c

Date: 03-Jun-2016
Time: 19:54:26
Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4

Commit: 16738956

d907£3b075e88e6a512cf730e2ad22£7

Date: 10-Jun-2016
Time: 11:05:50

Mpoueaypa ob6HoBneHMA MO:

CKonunpoBaTb HOBbIN $alin NpPorpammHoOro obecrnevyeHma Ha yCTPOMCTBO B BblaeseHHyo obnacTb

namatn. Popmat KOMaHAbI:
boot system tftp://tftp_ip_address/[directory/]filename

Mpumep BbINOAHEHNA KOMAHAbI:

console# boot system tftp://10.10.10.1/imagel.ros
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26-Fepb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/image.ros destination URL flash://
system/images/mes5324-401.ros

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas BepcnAa NnporpaMmmHoOro obecneyeHuns CTaHeT akTUBHOW nocne nepes3arpyskmn Kommyrtartopa.

Ana NPOCMOTpPAa AaHHbIX O BEPCUAX NPOrpaMmMHOro obecneyeHms 1 X akTMBHOCTU BBeAUTE KOMaHOY

show bootvar:

console#show bootvar

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
MD5 Digest: 0534f43d80d£f854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
MD5 Digest: b66fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe Nepesarpysky BBOLOM Y.
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NPUNOMEHUE A. MPUMEPbI MIPUMEHEHUA U KOHOUTYPALUU YCTPOMUCTBA

HacTpoiiKa npoToKo/a MHOXeCTBa CBA3yOWMX aepeBbeB (MSTP)

MNpoTtokon MSTP no3BoaseT CTpOUTb MHOXKECTBO CBA3YIOLWUX AepeBbeB AN oTaenbHbIx rpynn VLAN
Ha KOMMYTATOpPaXx JIOKA/IbHOM CeTH, YTO No3BoasAeT BanaHCMPOBATb HArpy3Ky. [NA NPOCTOTbl PaCCMOTPUM
CNy4ait c Tpems KOMMyTaTopamMmn, 06 beAUHEHHBIMM B KO/bLEBYIO TOMOOMUIO.

Myctb VLAN 10, 20, 30 06begmHatoTca B nepBom aksemnnsape MSTP, VLAN 40, 50, 60 o6beaunHatoTca
BO BTOpPOM 3K3emnaape. Heobxoanmo, utobbl Tpaduk VLAN-os 10, 20, 30 mexagy nepsbiMm M BTOPbIM
KOMMYyTaToOpaMn nepegasanca Hanpamyto, a Tpadmk VLAN-os 40, 50, 60 nepepasanca TpaH3UTOM Yepes
KommyTaTop 3. KommyTatop 2 HasHauyMm KOPHEBbIM /1A BHYTPeHHero ceasytollero aepesa (IST — Internal
Spanning Tree) B KOTOpPOM nepegaercs ciy*ebHaa nHbopmaumsa. KommyTaTopbl 06beAUHAIOTCA B KOJbLLO,
ncnosb3ys noptol tel u te2. Huxke npusegeHa cxema, M306parkatoLas JIOrmMYecKyto TOMoI0ruIo CeTu.

VLAN 10,20,30 HaaHayeHb! Ha axzemnap 1
VLAN 40,50,60 HazHaveHb! Ha aKkseMnnap 2

xommyTarop 1 KoMmmyrarop 3

3T0T NOPT nepeckbinaeT Tpadmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ansa akzemnnapa 1

JT10T NOPT NepeckinaeT Tpaduk
Ann akaemnnapa 1 u Gnokupyer
Tpacduk Ann akzemnnapa 2

KoMmmyTarop 2

PucyHok A.1 — HacTpoiika NpOoTOKOMa MHOXECTBA CBA3YIOLLNX AepeBbEB

Koraa oanH 13 KOMMYTAaTOPOB BbIXOAUT U3 CTPOA MO0 0OPLIBAETCA KaHa/l, MHOXECTBO AepeBbeB
MSTP nepectpanBaeTca, YTO NO3BOAAET MUMHUMU3NPOBATL NOCEACTBNA aBapumn. Huxe npmsegeH npouecc
KoHdUrypaumm KommyTtatopoBs. s 6onee GbICTPON HACTPOMKM co3aaeTca obwmii KoHPUIypPaLMOHHbIN
WwabnoH, KoTopblid 3arpyaeTtcA Ha TFTP-cepBep M MCMonb3yeTcA BMNOCAEACTBUWM ANA HACTPOMKKM Bcex
KOMMYTaTOpPOB.

1. CosgaHve wabnoHa v KOHPUrypaLMsa NePBOro KOMMYTaTOPa

console# configure

console (config)# wvlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan) # exit

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if) # exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) # exit
console (config) # spanning-tree mst configuration
console (config-mst) # name sandbox
console (config-mst)# instance 1 vlan 10,20,30
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console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config)# spanning-tree mst I priority 0

console (config) # exit

consolef#copy running-config tftp://10.10.10.1/mstp.conf

HacTpoiika selective-qing
Hobasnerue SVLAN

MpuBeaeHHbIV 34eCb NPUMEP KOHOUTYPaL MM KOMMYTATOPA AEMOHCTPUPYET KaK J006aBAATb METKY
SVLAN 20 ko Bcemy Bxogawemy Tpaduky 3a uckntodeHmem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTax nepegayn AaHHbIX 40BOJIbHO YacTO BO3HMKAKOT 3a4a4u, CBA3aHHble ¢ nogmeHon VLAN
(Hanpumep, ANA  KOMMYTaTOPOB YPOBHSA AOCTyMa CylecTByeT TuWnoBas KoHdUrypaums, Ho
nosib3oBaTenbcknin Tpaduk, VOIP u Tpaduk ana ynpasneHuns Tpebyetca nepegasaTb B pasHbix VLAN Ha
pa3/INYHbIX HanpasBaeHuax). B aTom cinyyae 6bi10 6bl YAO0OHO BOCMO/Ib30BaTbCA GYHKLMEN NOAMEHbI
CVLAN pgnsa 3ameHbl TnuanpoBaHHbix VLAN Ha VLAN gna Tpebyemoro HanpasneHus. Huxke npueegeHa
KOHUrypaums KoMmmyTaTopa, B KOTOpom ocyuiecteasetca nogmeHa VLAN 100, 101 n 102 Ha 200, 201 u
202. ObpaTHaa nogMeHa A0/1XKHA OCYLLECTBAATLCA HA 3TOM Ke UHTepdelice:

console# show running-config

vlan database

vlan 100-102,200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit!end
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NPUNOXEHUE B. KOHCONbHbIN KABE/b

D12 Q | W G

6) (1) () (9

RJ-45 DB-9

PucyHok B.1 — MNoaKkntoueHne KoHCoNbHOro Kabens
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NMPUNOXEHUE B. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabanua B.1 — NoaaepkmBaemble 3HaveHus EtherType

0x22DF 0x8145 0x889e 0x88ch 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0Ox881le 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
Ox22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 Ox883A 0x884F
Ox22EE 0x885c 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 Ox882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B Ox883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C Ox883F 0x9c40
0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

Ox22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 Ox882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a Ox882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOXKEHUE . ONUCAHUE NPOLIECCOB KOMMYTATOPA

Tabnuua .1 — OnucaHMe NpoLLeccoB KOMMYTATOpPA

Uma
OnucaHue npouecca

npouecca

3SMA Aging ana IP-multicast

3SWF MNepepayva nakeToB meXay YPOBHEM 2 1 CETEBbIM YPOBHEM

3SWQ MporpammHan obpaboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n obpaboTtka metosos AAA

AATT CumynaTtop AAA ana nposepku metoaos AAA

ARPG Peanunsauna npotokona ARP

B_RS YnpaBneHue nepe3arpy3Koi yCTPOUCTB B CTEKE

BFD Peannsauna npotokona BFD

BOXM JononHuTenbHble AeACTBUA B CTEKe (NosydyeHue CBeAEHMM O CTeKe, UHAMKauus, obmeH
coobueHunsmu, cmeHa Unit ID)

BOXS O6paboTKa KOMaHA, COCTofHMA CcTeka: gobasneHve Master/Slave, M3yyeHme Tononoruu,
obHoBneHue Bepcum MO Begomoro ycTpoiicTea (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard
Bridge Management: STP, onepauuu c¢ FDB (mobaBneHve, ypaneHue 3anucen),

BRMN 3epKanuposaHue, KoHdurypauus noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP
multicast

BSNC ABTOMAT CUHXPOHU3aALMN BEAYLLETO U BEAOMOIO YCTPOWCTB B CTEKE

BTPC KnueHt BOOTP

CDB_ KonnpoBaHune KoHOUrypauMoHHbIX painnos

CNLD 3arpyska/sbirpy3sKka KoHburypaumm

COPY YnpasneHue KonnpoeaHuem ¢pannos

CPUT Ytnnusauma CPU

D_LM Link Manager — oTcneXnBaHue cOCTOSHUA CTEK-/IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c dalinoBoi cuctemon

DFST PacnpepeneHHas dainosas cuctema (DFS). Ucnonb3yeTtcs B paboTe cTeka

DH6C DHCPv6-knuneHT

DHCP Cepsep u Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nonyyeHne nHdopmaLmm € yaaneHHblx OHUTOB (Bepcua MO, uptime,
yCTaHOBKa aKTUBHOro obpasa MN0)

DNSC KnueHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — obpaboTka cobbITM OT yAaneHHbIX HHUTOB 00 W3MEHEHUU COCTOAHMA

DSPT BEHTUNATOPOB, WMCTOMHMKOB MWUTAHWUA, TepmogaTymkos, SFP-TpaHcmsepos. [lonyveHue
CO06LLEHNI OT yaaneHHbIX HUTOB 06 nx Bepcumn MO, cepuiitHom Homepe, MD5 cymme MNO.

DSYN Stack application

DTSA Stack application

ECHO Mpotokon ECHO

EPOE PoE (B3aMmogelicTBMe c Nonb3oBaTeiem)

ESTC JNlornposaHue cobbiTnin 0 NpeBbiweHMM noporos Tpadumka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBToMaTU4yecKas HacTponKa napameTtpos SERDES

EVAU O6paboTKa cobbiTin Address Update, HUKHUIN ypoBEHb, Nepeaaya Bbile

EVFB Onpoc coctoAaHuAa SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOSIHWUA NOPTA, HUXKHUI YPOBEHDb, Nepeaaya Bbilwe
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EVRT RX Training

EVRX ObpaboTKa cobbiTUit NpMéEma nakeTa ns KommytaTopa B CPU, HUKHUI YpOBEHb, Nepeaaya
nakeTa Ha ypoBeHb 2

EVTX O6paboTKa cobbITUN OKOHYaHUA OTNpPaBKK naketa ns CPU B KommyTaTop, HUKHUIN YPOBEHb

exRX O6paboTKa BbIxOAa NAKETOB C HUXKHETO YPOBHA 2

FFTT YnpasneHue Tabanueit mapwpytTmsaumm n MapLupyTusanma naketos

FHSF IPv6 First Hop Security (O6paboTka Taimepos)

GOAH Peannsauns web-cepsepa GoAhead

GRN_ Peanusaumna Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMAHA, HACTPOMKM YCTPOMCTBA HUMKHETO YPOBHSA

HCPT PoE (B3anmoaeicTBme c KOHTPOAEPOM)

HLTX OTnpaska naketos n3 CPU B KommyTatop

HOST OcHOBHOW host-NOTOK, X0N10CTOM X0z,

HSCS Stack Config — HacTpolika pyHKUMIM KOMMyTaToOpa Ha YAa/IeHHOM HOHUTE

HSES Stack Events — 06paboTka cobbiTuit link changed, address update ¢ yaaneHHbIX HOHUTOB Ha
macTepe

HSEU O6paboTKa cobbITUiM CTEKa

ICMP Peanunsauna npotokona ICMP

I0TG YnpasneHune TepMmHanamu BBoAa-BbiBoaa

IOTM YnpasneHne TepMmHanamu BBoAa-BbiBoaa

IOUR YnpasneHne TepMnMHanamu BBoAa-BbiBoaa

IP6C Cyétunkmn IPv4 u IPV6

IP6M MapuwpyTtnsauua IPv4 n IPv6

IPAT YnpaBneHue 6a3oii gaHHbIX IP-aapecos

IPG O6paboTKa nepexBayeHHbIX GparMeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHasa 3agadva ana ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpyTtrsaumen n IGMP Proxy

IT60

IT6l
3apaun ana paboTobl C NpepbiBaHUAMMU

IT64

IT99

V11 3apaya gna paboTbl C BUPTYAbHbIMWU NPEpPbIBAHUAMM

L2HU MNepepayva nakeToB Ha ypoBeHb 3

L2PS O6paboTka cobbITUii CMEHbI COCTOAHUA/HACTPoeK UHTepdencos 1 nepeagaya coobLieHNi
3aperncTPUpPoBaHHbIM CayKb6am

L2UT YTunusaumsa noptos (show interfaces utilization)

LBDR Peanunsaums ¢pyHKumnmn Loopback Detection

LBDT OtnpasKa naketoB Loopback Detection

LTMR O6wan 3agaya gns BCex TakmMepos

MACT O6paboTKa cobbiTna 06 okoHYaHWUK aeiictena B FDB (aging MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABToTeCTbI

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBunpoBaHue KoHOUrypauoHHoro ¢aina B sSHeproHe3aBUCMMON NaMATH

MSCm MeHegaep gnsa paboTbl C TEPMUHANBHBIMU CECCUAMM

MSRP Mepenaya cobbITNIM B CTEKE NO/Ib30BATE/NILCKMM 334a4am

MSSS MpocnywmnsaHue IP-cokeTos

MUXT OTCnenBaHne U3MEHEHWUIM CTPYKTYPbl CTEKa

NACT BupTyanbHoe TecTupoBaHue Kabens (VCT)

NBBT N-Base

NINP PaboTta c Kombo-nopTamm
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HacTpoiika orpaHu4yeHMsa CKOpOCTM nepexsBaTa naketoB Ha CPU, BeaeHue CTaTUCTUKKM NO

NSCT
nepexsavyeHHbIM NakeTam

NSFP OTcnexumBaHue cobbITUiM, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypoBHe

NSTM Storm Control

NTPL Mepuroamyeckas reHepauma curHana ansa onpoca t1abamy MAC, VLAN, nopToB, My/ibTUKAcCTa,
MapLpyTU3aLmm, NPUOpPMUTU3aLUM

NTST JobaBneHune u yaaneHume IOHUTOB B CTeKe, cOpoc Ha AedONT COCTOAHMA IOHUTA, HA CETEBOM
YPOBHe

NVCT BcnomoratenbHaa 3agava gna VCT. 3anyck Tecta n oTCcAeXmnBaHMe U3MeHEeHUA COCTOAHUA
nopTa.

OBSR 3afaya gns oTCNeXMBaHMA U yBELOMAEHUA 006 U3MEHEHMAX crneunduIeckmx napameTpos
nHTepdelicos, Heobxoanmbix gns LLDP, CDP n apyrmx npoTOKO10B.

PLCR O6paboTKa cobbITUIN CMEHbI COCTOAHMA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUIN CMEHbI COCTOAHUA NOPTOB

PNGA Peanuszaums ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnneHt Remote CLI

RCLA

RCLB Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT PoauTenbckuii Tack ana Bcex 3aaad

RPTS Routing protocol

SCLC OT1cnexumsaHue coctoaHma OOB-nopTa

SCPT ABTOOBHOBNEHWNE M aBTOKOHOUIYpaLma

SCRX MonyyeHune Tpadpuka c OOB-nopTa

SEAU MonyyeHue cobbiTnit Address Update, HUXKHWUIT ypoBEHb

SELC MonyyeHne cobbITUIA O CMEHE COCTOSIHMA NOPTA, HUKHUIA YPOBEHb

SERT OTcnerknBaHue cobbITUiA Ha NOPTY ANA Havana npoueaypbl RX Training

SERX MonyyeHue cobbiTNIM NpUEma NakeTa N3 KommytaTopa B CPU, HUKHWI ypOBEHb

SETX MonyyeHune cobbITUIN OKOHYAHMA OTNPaBKM NakeTa U3 CPU B KoOMMyTaTop, HUXKHUI YPOBEHDb

SEMG sFIf)w Manager — obpaboTka cobbiTuit nameHeHua IP-agpeca, CLI/SNMP 3anpocos,
Tanmepos

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNAD ba3a gaHHbIX SNA

SNAE O6paboTKa cobbITMin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIX SNA B MN3Y

SNMP Peanusauna npotokona SNMP

SNTP Peanunsauna npotokona SNTP

SOCK YnpasneHue paboToii COKkeToB

SQIN HacTpoiika Selective QinQ

SSIM Slave To Master — nepegava coobuieHuii ¢ Begomoro yctpoictea (slave) Ha Begyuiee
(master)

SSHP Cepsep SSH — HacTpolika, 06paboTKa KomaHA, Tanmep

SSHU Cepsep SSH — npoTokon

SSLP Peannsauna SSL

SSTC JNlornposaHue cobbiTnin 0 NpeBbiweHMM noporos Tpadumka Ha CPU (cpu input-rate detailed)

STMB O6paboTtka SNMP-3anpocoB o cTaTyce cTeka

STSA CLI-ceccnsa yepes COM-nopt

STSB CLI-ceccma yepes VLAN

STSC CLI-ceccma yepes VLAN
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STSD CLI-ceccmsa yepes VLAN

STSE CLI-ceccusa yepes VLAN

SW2M ObpaboTka cobbiTnin Address Update ot FDB, 610KMpoBKa nopta nNpu BO3HUMKHOBEHWUMU
ownbOK Ha NopTy

SYLG BbiBOA, co0bLIEHMI B syslog

TBI_ Tabanua BpemeHHbIX NpomeKyTkos aas ACL

TCPP Peanusauna npotokona TCP

TFTP Peanusauna npotokona TFTP

TMNG YnpasneHne npuoputeTamm 3agay

TNSL KnuneHnt Telnet

TNSR Cepsep Telnet

TRCE Peanusauusa traceroute

TRIG 3anyck geicteua B FDB (aging MAC-aapecos)

TRMT YnpaBneHue tOHUTaMM B CTEKE C NOALEPHKKOM TpaH3aKuui

TRNS File Transfer — konupoBaHue daiinos mexay oHUTamm cteka (MNO)

UDPR UDP Relay

URGN O6paboTKa KPUTUUYECKNX COBBLITUI (HanpUmep, NepesarpysKn)

VRRP Peanunsauna npotokona VRRP

WBAM Web-based Autentification

WBSO B3anmopaencreme c web-KnmeHTamm, HUKHUI YpOBEHb

WBSR YnpaBneHue n Tanmepbl web-cepeepa

WNTT Mopaepkka NAT gna WBA

XMOD Peanusaums npotokona X-modem
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TEXHUYECKAA NOAOAEPXKKA

Ona  nonyyeHWs TEXHUYECKOM KOHCyNbTauMM MO BOMPOCaM 3KchayaTauum obopynoBaHuA
000 «MpeanpusaTtne «3INNTEKC» Bbl MoxKeTe 06paTnTbes B CepBUCHbIN LEeHTP KOMNaHUK:
dopma obpaTHOI cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha opunumanbHOM caitiTe KOMMAAHUM Bbl MOXKETE HAUTU TEXHUYECKYHO OKYMEHTALMIO M MPOrpaMMHOe
obecneyeHune ana npoaykumm 00O «Mpegnpuatme «I/ITEKC», obpaTuTbca K 6ase 3HaHWMA, OCTaBUTb
WHTEPaKTUBHYIO 33aABKY WUAM MPOKOHCYNbTUPOBATLCA Y UHXKeHepoB CepBUCHOMO LEeHTPa Ha TeXHUYECKOM

dopyme:

OduumanbHbIn cat KomnaHuu: https://eltex-co.ru/

TexHuueckuit popym: https://eltex-co.ru/forum

ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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