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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

1 BBepeHue

* AHHOTauusa

* LleneBas aygutopus

* YCcnoBHble 0603HaYeHMs

+ [puMeyaHns n npegynpexaeHns

1.1 AHHOTauus

B HacToslLee Bpemsi 0CyLLEeCTBASKOTCA MaclUTabHble NPOEKTbI MO NOCTPOEHUIO ceTell cBa3n. OaHol 13
OCHOBHbIX 3a/ia4 Npy peanu3auuy KpynHbIX My/IbTUCEPBUCHBIX CETEN SBNAETCA CO34aHNEe HAaAEXHbIX U
BbICOKOMPOW3BOAMUTE/bHbIX TPAHCMOPTHBIX CETEN, KOTOPbIE SIBMISTCA ONOPHBLIMU B MHOFOC/10MHOW
apXUTEKTYpE CeTell CrefyroLero nokoneHus.

CepBucHble MapLUpyTU3aTopbl cepun ESR MOryT ncnosib3oBaTbCA Ha CETAX KPYMHbIX NPeanpusaTuin u
npeanpusaTUsiX Masioro u cpeaHero 6usHeca (SMB), B onepaTopckmx CETSX. YCTpoiicTBa o6ecrneunsarot
BbICOKYO NPOV3BOANTENBHOCTb, BLICOKYHO NPOMYCKHYI0 CMOCOGHOCTb 1 NOAAEPXKMBAIOT (DYHKLMN 3aLUNTbI
nepefaBaemMbliX JaHHbIX.

B AaHHOM pyKOBOACTBE MO 3KChlyaTauuy 13fokeHbl HazHaueHne, TEXHUYECKNE XapakTePUCTUKN,
KOHCTPYKTVBHOE MCMOJIHEHWE, MOPSIA0K YCTAHOBKM, pEKOMEHAALMN N0 HaYa/lbHOV HACTPOIKE U OGHOB/IEHUIO
nporpaMMHOro o6ecneyeHunsi CEpBUCHOIO MapLupyTusartopa cepum ESR (ganee mapLupytusartop uim
YCTPOIACTBO).

1.2 UeneBas aygutopus

[laHHoe pyKoBOACTBO Nosb30BaTeNs NpegHasHaveHo A1 TEXHUYECKOro NepCcoHasa, BbIMOHSAOLWEro
YCTaHOBKY, HACTPOIKY 1 MOHWUTOPUHT YCTPOCTB NOCPeACTBOM MHTepdeiica komaHaHoi cTpokm (CLI), a Takke
npoueaypbl N0 06CNYXUBaAHNIO CUCTEMbI U 06HOBNEHNIO 0. KBanimdmkauusi TEXHUYECKOro nepcoHana
npegnonaraet 3HaHMe OCHOB paboTbl CTekoB NpoTokonos TCP/IP, npuHuunoB noctpoeHus Ethernet-ceteii.

1.3 YcnoBHble 0603HauYeHus

O6Go3HaueHne OnucaHue

[1 B KBafpaTHbIX CKOGKax B KOMAHAHOW CTPOKE YKa3bIBaTCS
Heobs3aTesbHble NapaMeTpbl, HO UX BBOA, NPeA0CTaBNAET onpeaeseHHble
[OMNOSTHUTE/bHbIE OMNLMN.

{} B churypHbIx cKobKax B KOMaHAHOM CTPOKE YKa3bIBalOTCSt BO3MOXHbIE
o6s3aTe/bHble NapamMeTpbl. Heo6XoAMMOo BbIGPaTh OAVH U3 NapamMeTpoB.

«» [aHHble 3HaKM B ONUCaHNM KOMaH bl UCMOSb3YHTCS NS YKa3aHus
[ManasoHoB.

«=»

«|» [aHHbI1 3HaK B onvcaHuy KoMaHabl 0603HAYAET <N,

MonyXupHbI Kypcue MonyXX1pHbIM WPUTOM BblAeNEHbI MPUMEYaHNs, NpeaynpexaeHnst uim

MHdhopMaums.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

O6Go3HaueHne OnucaHue

<MonyxupHslli Kypcus> MoNyXUPHbLIM KYPCUBOM B YIN0BbIX CKOBKAX YKa3blBaOTCS Ha3BaHWs
KnaBuLW Ha KnaBmarype.

B pPaMKax C TEKCTOM yKa3aHbl MPpUMeEpPbI U pe3y/ibTaTbl BbINMO/IHEHUA

KomaHz,
TeKCT B pamke

1.4 MpumeyaHua n npegynpexaeHns

& MpumeuaHus cogepxart BaXHYI UH(hopmaLuio, COBETbI WU PEKOMeHAaLun no
MCNO/Ib30BaHUIO N HACTPOIiKe YyCTpOACTBA.

© nNpepynpexaeHns NHGHOPMUPYIOT NONbL30BATENA O CUTYaLUAX, KOTOPbIe MOTYT HAHECTU Bpes
YCTPOWCTBY WU YeslIoBeKY, MPUBECTU K HEKOPPEKTHOW pa6oTe yCTpoiicTBa MU NoTepe AaHHbIX.

® WHopmMaumsa cogepuTt cnpaBoyHble faHHble 06 UCMOMb30BaHUN YCTPOICTBA.

13



2 OnucaHve nsaenuii

* HasHaueHune
* OYHKUUK

®YHKLMN nHTepdIelicoB

®yHKumn npu pabote ¢ MAC-agpecamun

®YHKL MM BTOPOro ypoBHSA ceTeBoli mogenu OSlI
®YHKLMN TpeTbero ypoBHs ceteBoli mogesnn OSI
®PYHKUMW TYHHENUPOBaHUA Tpadmka

®YHKUMW ynpaBneHns N KOHPUIrypnpoBaHns
®YHKLMN CETEBOW 3aLUNTDI

* OCHOBHbIE TEXHUYECKME XapaKTEPUCTUKM
* KOHCTPYKTMBHOE UCMOJHEeHMe

KoHcTpykTMBHOE ucnosiHeHne ESR-3100
KoHCTpykTMBHOE ucnosiHeHne ESR-1700
KoHcTpykTrBHOE ucnosiHeHe ESR-1511, ESR-1500
KoHcTpykTrBHOE ucnosHeHne ESR-1200, ESR-1000
KoHcTpykTrBHOE ucnosiHeHne ESR-200, ESR-100
KoHCTpyKkTMBHOE UcnosHeHne ESR-21
KoHcTpykTMBHOE UcnosiHeHne ESR-20
KoHcTpykTBHOE UcnosHeHne ESR-14VF, ESR-12VF
KoHCTpykTMBHOE UcnosHeHne ESR-12V
KoHcTpykTBHOE ucnosiHeHne ESR-10

CeToBasi MHAMKaLUns

* KomnaekT nocrtaBku

2.1 Ha3HaueHue

ESR-Series. PyKOBOACTBO MO 3KCnayarauum

YcTpoiictea cepum ESR ABNSOTCA BbICOKONPOM3BOAUTENNBHBIMU MHOMOLENIEBLIMU CETEBbLIMU
MapLupyTM3aTopamMu. YCTPOCTBO 06beanHSIET B cebe TpaanUMOHHbIE CeTeBbIe DYHKLMM N KOMMNIEKCHbI
MHOTOYPOBHEBbIA MOAX0A, K 6€30MacHOCTM MapLipyTnsaumm, 4To No3BoNAsSeT 06ecnevnTb HaAEeXHYH0 3alnTy
018 KOpNopaTuBHOI cpefbl.

YCTpPOIACTBO NoaAepX1BaeT OYHKLMM MEXCETEBOIO 3KpaHa A/1a 3aliyUTbl CETU OpraHM3aumm n CBOe CeTeBOA
NHPpacTPYKTYpbl, & TaKKe CoYeTaeT B cebe HoBellne cpeacTea obecneveHnss 6e30nacHOCTM AaHHbIX,
LUMCPPOBaHUS, ayTEHTUGIMKALMMN 1 3aLLNTLI OT BTOPXKEHWIA.

YCTpONCTBO COAepXUT B cebe cpeacTBa 4/19 NporpaMMHOM 1 annapaTtHoi 06paboTkn AaHHbIX. 3a cueT
ONTUMaJIbHOTO pacnpegeneHvs PyHKLUmii 06paboTKn faHHbIX MeXay YacTaMu 4OCTUraeTcss MakcuMasibHas
NpPOV3BOANTENBHOCTb.
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2.2 ®PYHKUMU

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

2.2.1 ®dyHKuumn nutepdeiicos

B Tabnuue 1 npuBeaeH CNMCoK dOyHKUUI MHTEPMENCOB YCTPOCTBA.

Tabnmua 1 — ®yHKUMM MHTEepdIENCOB yCTPONCTBa

OnpepgeneHve
NOJIIPHOCTU
NoAK/MIoUEeHUs
Kabens

(Auto MDI/MDIX)

Mopaepxka
oGpartHoro
[aBneHus
(Back pressure)

YnpaBsneHune
NOTOKOM
(IEEE 802.3X)

ArpernposaHue
KaHanoB

(LAG, Link
aggregation)

ABTOMaTM4YECKOe onpeaeneHune Tuna kabens — nepekpecTHblli Kabenb Uan Kabenb NPSMoro
NOAK/THOYEHMS.

+ MDI (Medium Dependent Interface — npsimoiA) — cTaHAapT kabenei A5 NoAKIHUYEHNs
OKOHEYHbIX YCTPOIACTB;

+ MDIX (Medium Dependent Interface with Crossover — nepekpecTHblii) — cTaHaapT
kabenein Ans NoAKIYEHNS KOHLEHTPATOPOB 1 KOMMYTaTOPOB.

MeTos 06paTHOro AaBMEHNS UCNOMb3YETCA HAa NOJYAYNIEKCHBIX COEAVHEHUSIX A/Is
perynnpoBaHusi OTOKa AaHHbIX OT BCTPEYHOTO YCTPOCTBA NyTEM CO3AaHUst KONNU3niA. MeToz
no3Bo/IfeT n3bexaTb NnepenosiHeHust GydpepHoit NamMsTV YCTPOCTBA U NOTEPU AAHHbIX.

YnpaBneHne NoToKOM NO3BOMSIET COEAUHSATL HU3KOCKOPOCTHOE YCTPOICTBO C
BbICOKOCKOPOCTHbIM. [I/151 NpeoTBpalleHnst NnepenosiHeHmns 6ydoepa HU3KOCKOPOCTHOE
YCTPOIACTBO MMEET BO3MOXHOCTb OTNPaBsATh nakeT PAUSE, TeM cambIM MHchopMupys
BbICOKOCKOPOCTHOE YCTPOIACTBO 0 HEOGX0AMMOCTM cAenaTb naysy npu nepegaqe nakeTos.

ArperupoBaHue (06beayHEHNE) KAHA/IOB NO3BO/ISIET YBE/IMUUTL NPOMYCKHYH0 CNOCO6HOCTbL
KaHasia CBSI3V 1 NOBbICUTb €r0 HAAEXHOCTb.

MapLupyTursaTop nogaepXxmnsaer ctatuyeckoe U JuHaMuyeckoe arpernposaHvie kaHasnos. Mpu
OVHaMMYeCcKoM arpernpoBaHmmn ncnonb3yetcs npotokon LACP ansa ynpasnieHus rpynnoi
KaHasos.

2.2.2 dyHKuum npu padorte ¢ MAC-agpecamu

B Tabnuue 2 npmuBeaeHbl yHKLMM yCTpoiicTBa npu pabote ¢ MAC-agpecamu.

Tabnmua 2 — ®dyHkumm pabotbl ¢ MAC-agpecamu

Ta6nuua MAC-
agpecoB

Tabnuua MAC-agpecoB ycTaHaBnnBaeT cooTBeTCcTBME Mexay MAC-agpecamu u nitepceincamm
YCTPOICTBA U MCNOMb3YeTCH A1 MapLUpyTU3aumumn NakeToB gaHHbIX. MapLupyTnsaTopbl UMeLoT
Tabnuuy emkocTblo oo 128k MAC-aapecoB 1 pe3epBupytoT onpeaeneHHble MAC-agpeca ans
NCMNOMb30BaHUSA CUCTEMOIA.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Pexxum o6yueHuss  MAC-Tabnumua MOXeT cofepxatb M60 cTaTuyeckme agpeca, mbo agpeca, M3ydeHHble npu
MPOXOXAEHUM NAKETOB AaHHbIX Yepes3 YCTPONCTRO.

M3yuyeHne npomcxoamT 3a cyeT pernctpauun MAC-agpecoB oTnpaBuTeneil NakeToB C NPUBA3KON
nx k noptam 1 VLAN. Brnocnegcteum aTn gaHHble UCMo/b3YTCA /15 MapLupyTusaumm BCTPeUHbIX
nakeToB. Bpems xpaHeHusi 3apernctpmpoBaHHbix MAC-agpecoB orpaHnyeHo, ero
NPOLAO/IHKUTENBHOCTL MOXET HacTpamBaTbCa aAMUHUCTPATOPOM.

Ecnu MAC-agpec nosnydarensi, ykasaHHblii B NPUHATOM YCTPOWCTBOM nakeTe, OTCYTCTBYET B
TabnuLe, TO TaKoil NakeT OTNPaBAAETCs Aasiee Kak WMPOKOBeLLaTeNbHbI B npegenax L2-
CerMeHTa ceTu.

2.2.3 ®DyHKUUU BTOPOro ypoBHA ceTeBoil moaenu OSI
B Tabnuue 3 npmBeaeHbl PYHKLUM 1 0COBEHHOCTU BTOPOro ypoBHS (ypoBeHs 2 OSlI).
Tabnuua 3 — OnucaHne yHKUMIA BTOporo ypoBHS (ypoBeHb 2 OSI)

Nopgaepxka VLAN  VLAN (Virtual Local Area Network) — 3To cpeacTBo pasfaenieHnsi CETU Ha M30/IMPOBaHHbIe
cermeHTbl Ha ypoBHe L2. Micnonb3oBaHue VLAN nN0o3BONSET NOBLICUTbL YCTOWUMBOCTL PaboThl
KPYMHbIX CeTell 3a cUeT AeneHns nx Ha bosnee MeskMe CeTH, M30NMPoBaTb Pa3HOPOAHbIA Tpadmk
JaHHbIX Mexay cob0i 1 pelnTb MHOTMe Apyrue 3ajaun.

MapLupyTr3aTtopbl NOAAEPXKMBAIOT pPas3/iMyHblie cnocobbl opraHm3auumn VLAN:
+ VLAN Ha 6a3e MeTOK NakeToB AaHHbIX, B cooTBeTCTBMU C IEEE 802.1Q;

+ VLAN Ha 6a3e nopToB ycTpoiicTBa (port-based);
+ VLAN Ha 6a3e 1cnosib3oBaHnsa npasun knaccudukaumm gaHHbix (policy-based).

Mpotokon 3apgadeii npoTokona Spanning Tree ABASETCA UCK/IOUYEHNE N3ObITOYHbIX CETEBbIX COEAVHEHWUI U
CBA3yloLWero Np1BEAEHNE TOMOMOTNM CETU K APEBOBUAHOI. OCHOBHbIE MPMMEHEHMS MPOTOKO/1a CBSA3aHbI C
hepeBa npefoTBpaLLeHNeM 3aLMKIMBaHNA CETEBOO Tpadinka 1 ¢ opraHm3almeii pe3epBHbIX KaHa/10B
(Spanning Tree CBA3MN.

Protocol) !

1 B TekyLeli Bepcum MO AaHHbIA (YHKUMOHAN NoAAepKMBaeTCs TOMbLKO Ha MapLupyTusarope ESR-1000

2.2.4 ®PYHKUMU TPETbEro ypoBHA ceTeBon mogenu OSI
B Tabnuue 4 npmBeaeHbl PYHKLUM TpeTbero ypoBHs (ypoBeHb 3 OSI).

Ta6nuua 4 — OnucaHne dyHKUMIA TpeTbero ypoBHsi (Layer 3)

CraTtuueckue IP- ALMWHMCTPATOP MapLIpyT13aTopa UMeeT BO3MOXHOCTb f06aBNATb U yaansaTb cTaTudeckne

MapLwpyTbl 3anucy B TabsmLy mMapLupyTmusaumn.

AnHamunueckasn MpOTOKO/bI AMHAMMYECKOW MapLUpyTM3aLumn NO3BOSHOT YCTPONCTBY 0OMEHNBATLCSA MapLUPYTHOWA

MapLpyTUu3auus nHhopmaumeil ¢ cocegHMMN MapLUpyTM3aTopamm U aBTOMaTUYeCKM COCTaB/IATb TabnnLy
MapLLpyTOB.

MapLipyTusarop nogaepxusaert cnegyowme npotokosbl: RIPv2, RIPng, OSPFv2, OSPFv3, IS-IS,
BGP.
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Tao6nuua ARP

KnneHt DHCP

CepBep DHCP

DHCP Relay

TpaHcnAuuA
ceTeBbIX apecoB
(NAT, Network
Address
Translation)

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

ARP (Address Resolution Protocol) — npoTokon A/1a BbISCHEHUSI COOTBETCTBUSA afPECOB CETEBOIO
1 KaHasbHOro ypoBHel. Tabnuua ARP cogepXuT nHdpopmaumio 06 n3yyeHHOM COOTBETCTBUM.

CoO0TBEeTCTBME YCTaHAB/IMBAETCS HA OCHOBE aHa/i3a OTBETOB OT CETEBbIX YCTPOICTB, aapeca
YCTPOIACTB 3anpallnBaloTCs C NOMOLLbIO LUIMPOKOBELLATE bHbIX MAKETOB.

MpoTtokon DHCP (Dynamic Host Configuration Protocol) AaéT BO3MOXHOCTb aBTOMATU3POBAThL
ynpaB/ieHne CeTEBbIMY YCTPONCTBAMMU.

KnnenTt DHCP nosBonsieT mapLipyTusatopy nosyyarb CETEBOWN aApec U AOMNOHUTENIbHbIE
napameTpbl 0T BHewwHero DHCP-cepeepa. Kak npaBuno, 3ToT cnoco6 ucnosb3yeTcs ans
MOJTyYEHNS CETEBBIX HACTPOeK onepartopa ny6nuuHoii cetn (WAN).

Cepep DHCP npegHasHadeH ansa aBtomarm3aumm u LeHTpamsaumm KoHhUrypmpoBaHus
CeTeBbIX YCTPOMCTB.

PaswmelyeHrne DHCP-cepBepa Ha MapLUpyTM3aTOPE NO3BOJISET NOYYUTb 3aKOHUEHHOE PEeLLEHE
NS NOAAEPXKKN NIOKASIBHON CETU.

DHCP-cepBep, BXoAsLWii B COCTAB MapLUpyTU3aTopa, N03Bo/IsSET Ha3HavaTk IP-agpeca ceTeBbiM
yCTpoiAicTBaM 1 NepeaaBaTh A0NoSHATESbHbIE CETEBbIE NapaMeTpbl — aipeca cepBepoB, aapeca
LLI/I030B CETU U Apyrne HeobxoayMble NapameTpsbl.

®yHkumnoHan DHCP Relay npegHasHaueH ans nepeHanpas/ieHuns LWimpokoselatesibHbix DHCP
Discover-nakeToB 13 O4HOIO LUMPOKOBELLATE/IbHOTO JOMEHA B 0fiHOaapecHble (unicast) DHCP
Discover-nakeTbl B 4pyromMm LWMPOKOBeLaTe/IbHOM [JOMEHE.

TpaHcNAuMA ceTeBbIX afpecoB — 3TO MeXaHN3M, KOTOPbIV NO3BO/ISET Npeo6pasosbiBaTh IP-
afipeca v HoMepa NopToB TPAH3UTHbIX MAKETOB.

®yHKunA NAT no3BoNseT NCNoNb30BaTb MeHbLLEe Kon4ecTBo IP-agpecos, TpaHcanpys
Heckosbko IP-agpecoB BHYTPEHHER ceT B OAUH BHELUHWIA Ny6nnyHblii IP-agpec. Micnonb3oBaHne
NAT no3BonseT yBennunTb 3ayULLEHHOCTb JTIOKa/TbHOM CETU 3a CHET CKPbITMSA €€ BHYTPEHHER

CTPYKTYpBbI.

MapLupyTr3aTopbl NOAAEPXKUBAIOT crieaytolume BapuaHTsl NAT:

+ Source NAT (SNAT) - BbINo/IHSAETCS 3aMeHa afpeca, a Takke HoMepa nopTa UCTOUHKKA
npy NPOXOXAEHNW NakeTa B O4HY CTOPOHY 1 06paTHOW 3aMeHe aZpeca HasHauyeHus B
OTBETHOM MNakeTe;

+ Destination NAT (DNAT) — koraa o6pallieHnsi U3BHe TPaHC/IMPYTCS MapLIpyTU3aTopoM
Ha KOMMNbIOTEP NO/b30BaTe 1A B /IOKANIbHOW CETU, UMELLMIA BHYTPEHHWI agpec 1 NoToMy
HEZOCTYMHbIV U3BHE CETU HenocpeAcTBeHHO (6e3 NAT).
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

2.2.5 ®PyHKUMM TYHHeNupoBaHus Tpacuka

Tabnmua 5 — ®yHKLMU TYHHENNpoBaHua Tpadnka

MpoTtokonsbl
TYHHenpoBaHusi

TyHHeNnMpoBaHne — 3To CNoco6 NPeo6pasoBaHns NAKeToB AaHHbIX NPU Nepeaade ux no cetu, npu
KOTOPOM MPOUCXOAUT 3amMeHa, MoaudvKaums uimn fobaefeHne HOBOTO CETEBOTNO 3aro/loBKa
nakeTa. Takoli cnoco6 MOXET GblTb MCMO/b30BaAH [/1 COTfIaCOBaHWsS TPAHCMOPTHBIX NPOTOKO/I0B
MNPV NPOXOXAEHUN AaHHbIX Yepe3 TPaH3UTHYIO CETb, 1 CO3aHuUs 3allULLEHHbLIX COeANHEHWIA,
NPV KOTOPbIX TYHHE/IMPOBAaHHbIE laHHbLIE NOABEPraloTCA LNGIPOBAHMIO.

MapLupyTr3aTopbl NOAAEPXKMBAIOT Criedytolume BUabl TYHHENeN:

+ GRE - nHkancynsaums IP-naketa/Ethernet-kagpa B gpyroi IP-nakeT ¢ go6asneHvem GRE
(General Routing Encapsulation)-3aronoBka;

+ IPv4-IPv4 — TyHHe b, UCMONb3YIOLNI MHKANCYNALUMI0 UCcXoaHbIX IP-nakeToB B IP-nakeTsl ¢
OpYyrMMun ceTeBbIMU NapameTpamu;

+ L2TPv3 - TyHHenb ansa nepepaum L2-tpadmka ¢ nomollbto IP-nakeTos;

* IPsec — TyHHenb C WngpoBaHnem nepegaBaemMbiX faHHbIX;

+ L2TP, PPTP, PPPoE, OpenVPN - TyHHenu, ucnonb3ytowmecs 418 opraHusaLmm
yA&J/IEHHOro A0CTyna KNneHT-cepaep.

2.2.6 PYHKUMU ynpaB/ieHNA U KOHQUrypupoBaHus

Ta6nuua 6 — OCHOBHbIE (OYHKLIMW YNPAB/IEHUS Y KOHPUIYPMPOBaHNSA

3arpyska u
BbIrpy3ka paiina
HaCTPOWKN

NHTepdeiic
KOMaHAHOM
ctpoku (CLI)

Syslog

CeTeBble
YTUIUTBI
ping, traceroute

YnpasneHue
KOHTpPONUpyemMbIM
[OCTyrnom —
YPOBHU
npuBuIerni

MapameTpbl YCTPONCTBA COXPAHAIOTCA B paiisie HacTPOIKW, KOTOPbIA COAEPXMUT AaHHble
KOHdhurypaumm Kak Bceii CUCTEMbI B LEE/IOM, TaK U ONpeAeneHHoro nopra yctpoicTea. Ans
nepegayv goainsioB MoryT ncnonb3oBarbcs npotokosnbl TFTP, FTP, SCP.

YnpaBneHue nocpeacteoM CLI ocyllecTBAsieTcs /IoKasibHO Yepes noc/iefoBaTe/lbHblii nopT
RS-232 nn6o yaaneHHo yepes Telnet, SSH. VHTepgeiic komaHaHoli cTpoku koHconm (CLI)
ABNAETCS NPOMbILLNEHHbIM cTaHaapToM. VHTepnpeTaTop CLI npegocTaBnsieT CnucoK KoMaHa, u
K/THOUEBbIX C/I0B f1/11 MOMOLLIM NOMb30BaTE N0 U COKPALLEHNI0 06beMa BBOANMbIX JaHHbIX.

MpoTokon Syslog o6ecneunBaeT nepegady MHPOPMaLMOHHBIX COOBLLEHNIA O MPOMNCXOASLLMX B
cUcTeME COOBbITUSIX N BEAEHNE XypHana COObITUNA.

YTuUnuThl ping 1 traceroute — npeAHasHaueHbl 4151 NPOBEPKM AOCTYNHOCTY CETEBbIX YCTPOIACTB U
[Ns onpeaeneHnst MapLUpyToB nepegayn aaHHbIx B IP-ceTsix.

MapLupyTr3aTopbl NOAAEPKMBAIOT yNpaBeHne YpOBHEM AOCTYyNa Nosib3oBaTeneii K cucteme.
YpoBHM fOCTyna No3BossAT ynpasisaTe 30HaMU OTBETCTBEHHOCTU aAMUHUCTPATOPOB YCTPOWUCTB.
YpoBHM goctyna Hymepytotcs oT 1 4o 15, ypoBeHb 15 cOOTBETCTBYET MO/IHOMY AOCTYNY K
yNpaB/IEHNIO YCTPOINCTBOM.
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AyTeHTudukaums

CepBep SSH/
cepsep Telnet

ABTOMaTHyeckoe
BOCCTaHOB/IEHUe
KOHdpurypaumm

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

AyTeHTUhUKauus — 310 npoleaypa NPoBePKU NOASIMHHOCTM NoMb30BaTens. MapLipyT3aTopsi
NOALEPXMBAIOT CefyloLiMe METOAbI ayTEHTUMKALMN:

* NoKasibHasA — /19 ayTeHTU(UKaL M NCnosb3yeTcs fiokasibHas 6asa faHHbIX
nonb3oBaTesel, XpaHsiLasicsl Ha caMOM YCTPOWCTBE;

+ rpynnoBas — 6a3a JaHHbIX Nosib30BaTesell XxpaHNTCA Ha cepBepe ayTeHTugukaumun. Ans
B3aMMOZENCTBUSA C CEPBEPOM MCMONb3yoTcs npoTokonbl RADIUS n TACACS.

®yHKUMKM cepBepa SSH 1 Telnet no3BonsOT ycTaHOBUTL COEAUHEHUNE C YCTPOICTBOM A5
yNpaB/eHUs M.

YCTpoiicTBO NoAepXnBaeT aBTOMATUYECKYH0 CUCTEMY BOCCTAHOB/IEHUSI KOHpUTypaLImi, KoTopast
npefoTBpalllaeT cuUTyauun noTepuw yaaneHHoro AocTyna K YyCTPOCTBY NOC/e CMEHbI
KoHdourypaumu. Ecnv B TeueHue 3alaHHOIo BpeMeHn Noc/ie U3MeHeHNsl KOHQMrypawmm He 6b110
BBE/lEHO NOATBEPXAEHNE — NPOM30iiaeT aBTOMATUUYECKUiA OTKAT KOHAUIypauum 10 Npe/blayLero
CMOJIb30BABLLETOCS COCTOSHUSI.

2.2.7 ®DyHKUUM ceTeBOI 3aWUThbI

B Tabnuue 7 npuBeaeHbl (OYHKLMN CETEBOIA 3aLLUTbI, BbINO/IHAEMbIE YCTPOCTBOM.

Tabnmua 7 — ®yHKUMM CETEBOW 3aLLMUThI

30HbI
6e3onacHoOCTHU

dunbTpaumua
[aHHbIX

Bce nHTepdheiicbl MapLipyTusaTopa pacnpeaenstorcs no 3oHam 6e30nacHoOCTH.

[ns1 Kaxxaoli napbl 30H HACTpavBatoTCs NpPaBua, onpeaensiowmne BO3MOXHOCTb UK
HEBO3MOXXHOCTb MPOXOXAEHUSI AAHHbIX MEXIY 30HaMW, MpaBuia PUILTPaUuM Tpadmka gaHHbIX.

[nsa Kaxaon napbl 30H 6€30MacHOCTY COCTaBAsieTCA Habop npaBw/l, KOTOPbIE NO3BOSAOT
ynpaBnsTh unbTpaumein JaHHbIX, NPOXOAALLMX Yepe3 MapLUpyTm3aTop.

KomaHaHbIi HTepdieiic ycTpoicTea NnpegocTaBnsAeT CpeacTsa aAns AeTaslbHON HaCTPONKM

npasw/ Knaccudukauum Tpaurka v ansa HasHavyeHus pesynsTUPYIOLLEro peLleHns o nponycke
Tpaduka.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

2.3 OCHOBHbIe TEXHUYECKUue XapaKTepnuctuku
OCHOBHblE TEXHMYECKME NapaMeTpbl MapLIpyTM3aTopa NpuBeAeHsb! B Tabnuue 8.

Tabnmua 8 — OCHOBHblE TEXHUYECKNE XapaKTepPUCTUKN

O6wue napaveTpbl

VHTepgoeiichl ESR-3100 8 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
8 x T0GBASE-R/1000BASE-X (SFP+/SFP)
1 x Console RS-232 (RJ-45)
2xUSB 3.0

1 x Cnot ana SD-kapTbl

ESR-1700 4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
8 x T0GBASE-R/1000BASE-X (SFP+/SFP)
2 x Pa3beM /151 yCTaHOBKM XXECTKOro Ancka
1 x Console RS-232 (RJ-45)
1 x MopT OOB

2xUSB 2.0

ESR-1511 4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
4 x Ethernet 10/100/1000BASE-T (RJ-45)
4 x 10GBASE-R/1000BASE-X (SFP+/SFP)
2 x 40GBASE-X (QSFP+)
1 x Console RS-232 (RJ-45)
1 x MNopt OOB
2xUSB 2.0

1 x Cnot ans SD-kapThl
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ESR-1500

ESR-1200

ESR-1000

ESR-200

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
4 x Ethernet 10/100/1000BASE-T (RJ-45)

4 x T0GBASE-R/1000BASE-X (SFP+/SFP)

1 x Console RS-232 (RJ-45)

1 x MopT OOB

2xUSB 2.0

1 x Cnot ansa SD-kapThbl

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
12 x Ethernet 10/100/1000BASE-T (RJ-45)

8 x T0GBASE-R/1000BASE-X (SFP+/SFP)

1 x Console RS-232 (RJ-45)

2xUSB 2.0

1 x Cnot ana SD-kapTbl

24 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x T0GBASE-R/1000BASE-X (SFP+/SFP)
1 x Console RS-232 (RJ-45)

2xUSB 2.0

1 x Cnot ans SD-kapThl

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
4 x Ethernet 10/100/1000BASE-T (RJ-45)

1 x Console RS-232 (RJ-45)

1xUSB 3.0

1xUSB 2.0

1 x Cnot ans SD-kapThl
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ESR-100

ESR-21

ESR-20

ESR-14VF

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
1 x Console RS-232 (RJ-45)

1xUSB3.0

1xUSB2.0

1 x Cnot ana SD-kapThbl

8 x Ethernet 10/100/1000BASE-T (RJ-45)
4 x T000BASE-X (SFP)

3 x MocnepoBartenbHblii nopT RS-232

1 x Console RS-232 (RJ-45)

1xUSB 3.0

1xUSB 2.0

1 x Cnot gna SD-kapTol

2 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
2 x Ethernet 10/100/1000BASE-T (RJ-45)

1 x Console RS-232 (RJ-45)

1xUSB 3.0

1xUSB2.0

1 x Cnot ans SD-kapThl

8 x Ethernet 10/100/1000BASE-T (RJ-45)
1 x T000BASE-X (SFP)

1 x Console RS-232 (RJ-45)

4 x FXS

2xUSB 2.0
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

ESR-12VF 8 x Ethernet 10/100/1000BASE-T (RJ-45)
1 x 1000BASE-X (SFP)
1 x Console RS-232 (RJ-45)
3 x FXS
1 x FXO

2xUSB 2.0

ESR-12V 8 x Ethernet 10/100/1000BASE-T (RJ-45)
1 x Console RS-232 (RJ-45)
3 xFXS
1 x FXO0

2xUSB 2.0

ESR-10 4 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x T000BASE-X (SFP)
1 x Console RS-232 (RJ-45)

2xUSB 2.0

Tunbl ONTUYECKNX ESR-1511 1000BASE-X SFP
TpaHcMBEPOB
10GBASE-R SFP+

40GBASE-X QSFP+
ESR-3100 TO00BASE-X SFP
ESR-1700 TOGBASE-R SFP+
ESR-1500
ESR-1200

ESR-1000
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ESR-200

ESR-100

ESR-21

ESR-20

ESR-14VF

ESR-12VF

ESR-10

LynnekcHbI 1 NoAyayn/IeKCHbIA PeXUMbI

nHTepdeicos

MakcumasnbHas
MpomnyckHasi cCnoco6HOCTb
mMapLupyTusaTtopa B
L2-pexume (npu
annapartHoli KOMMyTaLWn)

CkopocTb nepegaun
OaHHbIX

ESR-1700
ESR-1511
ESR-1500

ESR-1200

ESR-1000

ESR-1511

ESR-3100
ESR-1700
ESR-1500
ESR-1200

ESR-1000

ESR-200
ESR-100
ESR-21
ESR-20
ESR-14VF
ESR-12V(F)

ESR-10

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

TO00BASE-X SFP

* LYNJIEKCHbIA U NONYLYNSIEKCHBIA PEXUM 4711 3NEKTPUYECKNX
nopToB
* OYNJIEKCHbIA PEXUM A5 ONTUYECKKX MOPTOB

160 remnt/c

88 Ireut/c

+ anekTpuyeckme nHtepdeiicsl 10/100/1000 M6uTt/c
+ onTuyeckme nHtepdeicol 1/10/40 réut/c

*+ anekTpuyeckue nHTepgeiicsl 10/100/1000 M6uT/C
+ onTuyeckme uHtepdencol 1/10 Fomt/c

*+ anekTpuyeckme nHtepdeiicsl 10/100/1000 M6uT/c
+ onTuyeckue nHTepdericsl 1 Fomt/c

24



KonuuectBo VPN-TyHHenein ESR-3100

KonnyectBo cTatuvecknx
MapLUpyTOB

ESR-1700
ESR-1511
ESR-1500
ESR-1200

ESR-1000

ESR-200
ESR-100
ESR-21

ESR-20

ESR-14VF
ESR-12V(F)

ESR-10

ESR-3100
ESR-1700
ESR-1511
ESR-1500
ESR-1200
ESR-1000
ESR-200
ESR-100
ESR-21

ESR-20

ESR-14VF
ESR-12V(F)

ESR-10

500

250

10

11k

Tk

ESR-Series. PyKoBOACTBO MO aKcniyaraunm
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KonnyectBo KOHKYpeHTHbIX  ESR-3100 512k
ceccuit

ESR-1700

ESR-1511

ESR-1500

ESR-1200

ESR-1000

ESR-200 256k
ESR-100
ESR-21

ESR-20

ESR-14VF 4k
ESR-12V(F)

ESR-10

Mopnepxka VLAN 0o 4k aktmBHbIx VLAN B cootBeTcTBUM ¢ 802.1Q

KonuuectBo mMapLupyToB ESR-3100 5M
BGPv4/BGPv6
ESR-1700
ESR-1511
ESR-1500
ESR-1200

ESR-1000

ESR-200 2,5M
ESR-100
ESR-21

ESR-20
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Konunuectso MapLpyToB
OSPFv2/0SPFv3/IS-IS

ESR-14VF ™
ESR-12V(F)

ESR-10

ESR-3100 500k
ESR-1700
ESR-1511
ESR-1500
ESR-1200

ESR-1000

ESR-200 300k
ESR-100
ESR-21

ESR-20

ESR-14VF 30k
ESR-12V(F)

ESR-10

KonnuectBo mapuipytos RIP/RIPng 10k

Ta6nvua MAC-agpecos

ESR-1700 128k 3anuceii

ESR-1511

ESR-1500

ESR-1200

ESR-1000 16k 3anucen

ESR-Series. PyKoBOACTBO MO aKcniyaraunm
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Pa3mep 6a3bl FIB

VRF Lite

ESR-3100
ESR-200
ESR-100
ESR-21
ESR-20
ESR-14VF
ESR-12V(F)

ESR-10

ESR-1700

ESR-3100
ESR-1511
ESR-1500
ESR-1200

ESR-1000

ESR-200
ESR-100
ESR-21

ESR-20

ESR-14VF
ESR-12V(F)

ESR-10

2k 3anucei Ha 6proX

3,0M

1,7M

1,4M

™
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Konuuyectso L3-
nHTepdeiicos

CooTBeTcTBUE CTaHAapTam

ESR-3100
ESR-1700
ESR-1500
ESR-1511
ESR-1200
ESR-1000
ESR-200
ESR-100
ESR-21

ESR-20

ESR-14VF
ESR-12V(F)

ESR-10

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

4000

200

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u T00BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet
IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3ba 40GBASE-SR4, 40GBASE-LR4
ANSI/IEEE 802.3 aBTOONpeneneHne ckopoctu
IEEE 802.3x KOHTPO/1b MOTOKOB AaHHbIX

IEEE 802.3ad o6beanHeHne kaHanos LACP
IEEE 802.1Q BupTyasibHble nokasibHble cetn VLAN
IEEE 802.1v

IEEE 802.3ac

IEEE 802.3ae

IEEE 802.1D

IEEE 802.1w

IEEE 802.1s
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

YnpaBneHue
JlokanbHoe ynpasneHune CLI
YaaneHHoe ynpasneHue TELNET, SSH

dusnyeckne xapakTepUCTUKMN 1 YC/IOBUS OKpY)XXatoLleil cpeabl
VICTOYHMKM NUTaHUA ESR-1700 CeTb nepemMeHHoro Toka: 176—-264 B, 50-60 'y
CeTb nocTosiHHOro Toka: 36—-72 B
BapuaHTbl NUTaHus:
* OAMH UCTOYHUK MUTaAHUSA NOCTOSHHOIO UM NEPEMEHHOrO TOKa,;

* ABa UCTOYHMKa NNTaHnA NOCTOAHHOIO UM NepemMeHHOro Toka, C
BO3MO>XXHOCTbIO FOpFILIeVI 3aMeHbl.

ESR-3100 CeTb nepemeHHoro Toka: 100—240 B, 50-60 I'y,

ESR-1511 CeTb NOCTOAHHOTO ToKa: 36—72 B

ESR-1500 BapuaHTbl nuTaHus:

ESR-1200 * OAWMH NUCTOYHUK NMUTAHMA NOCTOSIHHOIO U/ MEPEMEHHOTIO TOKa;

+ [Ba UCTOYHUKA MUTAHUSI NOCTOSHHOTO WM NEPEMEHHOIO TOKa, C

ESR-1000 BO3MOXHOCTbIO rOpsiveil 3aMeHbl.

ESR-200 CeTb nepemeHHoro Toka: 100—-264 B, 50-60 I'y,

ESR-100

ESR-21

ESR-20

ESR-14VF

ESR-12V(F)

ESR-10 AfanTep nuTaHns NOCTOSHHOTO Toka 220 B/12B, 1,5 A
MakcuMasibHas ESR-3100 123 Bt
noTpebnsiemasi MOLWHOCTb ESR-1700 250 BT

ESR-1511 128 BT

ESR-1500 125 Bt

ESR-1200 85BT

ESR-1000 75 BT

ESR-200 25 BT
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Macca

FabapuTHble pamepsl
(LIxBxT)

ESR-100
ESR-21

ESR-20

ESR-14VF

ESR-12V(F)

ESR-10
ESR-3100
ESR-1700

ESR-1511

ESR-1500

ESR-1200
ESR-1000

ESR-200

ESR-100

ESR-21
ESR-20

ESR-14VF
ESR-12V(F)

ESR-10

ESR-1700

ESR-3100
ESR-1511

ESR-1500

ESR-1200

ESR-1000

ESR-200

ESR-100

20 BT
32BT

25 BT

22 Bt

9 BT
He 6onee 5 kr
He 6onee 12 kr

He 6onee 7 Kr

He 6onee 5,5 kr
He 6onee 3,6 Kr

He 6onee 2,5 kr

He 6onee 3,15 kr
He 6onee 2 Kr

He 6onee 1 kr

440x88x490 mm

430%44x425 mm

430%44x352 mm

310x44x240 mm

ESR-Series. PyKoBOACTBO MO aKcniyaraunm
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MHTepBan pabounx
Temnepatyp

ESR-21
ESR-20

ESR-14VF

ESR-12V(F)

ESR-10

ESR-3100
ESR-1700
ESR-1511
ESR-1500
ESR-1200
ESR-1000
ESR-200
ESR-100
ESR-21

ESR-20

ESR-14VF
ESR-12V(F)

ESR-10

MHTepBan TeMnepartypbl XpaHeHUs

OTHOCUTENbHAsA BNAXHOCTb Npw
akcnyatauun (6e3 o6pasoBaHus

KOHeHcaTa)

OTHOCUTENbHAA BNaXHOCTb npn XpaHeHun

(6e3 o6pazoBaHusi KOHAeHcaTa)

Cpok cnyx6bl

430%x44%225 MM
267x44%x212 Mm

267x%43,6x160,5 mm

185x32x118 mm

or-10 go +45 °C

ot 0 go +40 °C

ot -40 go +70 °C

He 6onee 80 %

o110 % 10 95 %

He meHee 15 net

ESR-Series. PyKoBOACTBO MO aKcniyaraunm
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

2.4 KOHCTPYKTUBHOE UCMNOJZIHEHNE

B gaHHOM pasgene onucaHo KOHCTPYKTMBHOE UCMOMTHEHME yCTpolicTBa. MNpeacTaBieHbl N306pakeHns
nepegHen, 3aHei n 60KOBbIX NaHenen yctpoinctea. OnncaHbl pa3beMbl, CBETOANOAHLIE MHANKATOPbI U
opraHbl ynpasfeHusl.

YCTPOIACTBO BbIMO/IHEHO B META/I/TMYECKOM KOPMYCE C BO3MOXHOCTbH YCTAHOBKM B 19” KOHCTPYKTUB, BbiCOTA

kopnyca TU.

2.4.1 KoHcTpyKTMBHOE ucnonHeHne ESR-3100

MepeaHsasn naHenb yctpoiictea ESR-3100

BHewwHWiA BUA NnepeaHeit naHenn nokasaH Ha pucyHke 1.
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PucyHok 1 — NepepHaa naHens ESR-3100

B Tabnuue 9 npuBeaeH nepeyeHb pasbeMOB, CBETOANOAHBIX UHAMKATOPOB 1 OPraHoB ynpaB/ieHus,
pacnofioXeHHbIX Ha nepeaHer naHenu yctporictea ESR-3100.

Tabnuua 9 — OnucaHve pa3beMOB, MHAMKATOPOB M OpraHoB ynpasieHns nepegHeri naHenn ESR-3100

Ne 3OnemeHT
nepepHewu
naHenu

1 Status

Alarm

VPN

Flash

Power

Master

Fan

RPS

OnucaHue

MNHAVKaTOp TEKYLLEro COCTOSIHUS YCTPOWCTBA.

WNHAMKATOP Ha/IMuunsi 1 YPOBHS aBapuu yCTPoIACTBa.

MHamkartop pexuma pabotbl B pexume VPN-wno3a.

ViHAmKaTop akTMBHOCTK 06MEHa ¢ Hakonutenem AaHHbix — SD-kaptoit nnn USB Flash.

MHAMKaTop NUTaHKs ycTpoiicTea.

MHauvkaTop paboTbl ycTpoiicTBa B failover-pexxuvmax (He MCnonb3yeTcs B TEKYLLEN Bepcun).

MHAMKaTop aBapun BEHTU/ISTOPOB.

MHAnKaTop pe3epBHOro NCTOYHUKA SNEKTPONUTAHUSA.
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Ne 3OnemeHT
nepegHeii
naHenm

3 Console

4 SD

5 USB1

6 USB2

7 1.8

8  XG1-XG8

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

OonucaHue

®YHKUMOHaIbHAs KHOMKa A5 nepe3arpy3ku yCTPoicTBa 1 c6poca K 3aBOACKUM HacTpoKam:

* MW yaepxaHum KHomkyn MeHee 10 cekyHf NpoucxoauT nepesarpyska yCTpPoicTBa;
* Npu yaep>xxaHuy KHomnkn 6onee 10 cekyHA NpoMCXoanT nepesarpyska yCTpoiicTBa 1 cbpoc K
3aBOACKUM HacTpOiKam.

KOHCOo/bHBbI NopT RS-232 (RJ-45) ANna NoKasibHOTo ynpaB/ieHusi yCTPONCTBOM.

PasbeM an1a yctaHoBKM SD-kapT namaTu.

Mopt USB 3.0 ansa nogkntoueHns USB-ycTpoicTs.
Mopt USB 3.0 gnsa nogxntoueHms USB-ycTpoiicTs.

8 noptoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

Cnotbl ana yctaHosku TpaHcmeepos 10G SFP+/1G SFP.

3apHaa naHenb yctpoiictea ESR-3100

BHewHwuiA Bug, 3agHein naHenu yctpoiicte ESR-3100 nprBeAeH Ha pUCyHKe HUXe.

~220 VAC
50 Hz =

max 1A =

PucyHok 2 — 3agHsasa naHens ESR-3100

B Ta6nuue 10 npuBefeH nepeyeHb pa3bemMoB, PAcnoNOXEHHbIX HA 3a[Hel NnaHenn MapLupyTi3aTopa.

Tabnuua 10 — OnucaHme pasbemoB 3aaHen naHenu ESR-3100

Ne OnucaHune

1 OCHOBHO# UCTOUYHUK NUTAHUSA.

2 Knemma 55 3a3eM/1eHuUs yCTpoiicTBa.

3 CbemMHble BEHTUMALMOHHBbIE MOAY/IM C BO3SMOXHOCTbLIO FOpFI‘-IeVI 3aMeHbl.

5 MecTo ans YCTaHOBKM pe3epBHOIN0 UCTOYHUKA NNTaHNA.
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ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

BokoBble naHenu ycTtpoiictea ESR-3100
BHewHunin Bug, 60koBbIX NaHenei ycrporictea ESR-3100 npuBefeH Ha pucyHkax 3 u 4.

® ° ® ® ° @

o o o

PucyHok 3 - MNpaBasa 6okoBas naHesis ESR-3100
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PucyHok 4 - JleBas 6okoBas naHens ESR-3100

Ha 60KOBbIX MaHensax YCTPOMNCTBA PacrnofioKeHbl BEHTUMSALMOHHbLIE PELLETKMN, KOTOpPbIE CNyXaT A/ 0TBoAa
Tenna. He 3akpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUSI MOCTOPOHHUMM NpeaMeTaMu. ATO MOXET NPUBECTU K
neperpeBy KOMMNOHEHTOB YCTPOWCTBA M BbI3BaTb HapyLLEHNs B ero paboTe. PekomeHaaLuy no ycTaHoBKe
YCTPOIACTBA Pacno/ioXeHbl B pasaene YcTaHoBKa U NOAKIOYEHNE.,

2.4.2 KoHcTpyKTUBHOE ncnonHexHue ESR-1700

MepepHAa naHenb yctpoiictBa ESR-1700

BHeLLHWiA BUA NepefiHeit naHenv nokasaH Ha pucyHkKe 5.
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0

PucyHok 5 — MepepaHaa naHens ESR-1700

B tabnuue 11 npuBefeH nepeyeHb pa3beMoB, CBETOANOAHBIX MHAMKATOPOB Y OpraHoB ynpas/ieHus,
pacnonoXeHHbIX Ha nepeaHel naHenu yctpoiictea ESR-1700.

Tabnuua 11 — OnucaHme pasbemMoB, MHANKATOPOB M OpraHoB ynpasneHnsa nepeaHeli naHenn ESR-1700

Ne JnemeHT OonucaHuve

nepegHei

naHenu
1 HDD1 Pa3beM 419 yCTaHOBKM XXECTKOro Aucka namaTu.
2 HDD2 Pasbem a9 yCTaHOBKM XECTKOro AncKa namsaTu.
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10

dnemMeHT
nepegHeii
naHenu

USB1

USB2

Combo
Ports [1 .. 4]

XG1 - XG8

Status

Alarm

VPN

Flash

Power

Master

Fan

RPS

Console

00B

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

OonucaHve

MopT ana nogknioveHns USB-ycTpoiicTB.

MopT ansa nogknoyeHms USB-ycTpoiicTB.

4 nopra Gigabit Ethernet 10/100/1000BASE-X (SFP).

Cnotbl ansa yctaHoBku TpaHcmeepoB 10G SFP+/1G SFP.

NHAMKaTOp TEKYLLEro COCTOSIHUS YCTPOMCTBA.

NHAMKaTOp HaM4MA 1 yPOBHSI aBapumn yCTPOCTBA.

NHaykaTop pexuma pa6oTbl B pexumMe VPN-LL03a (He UConb3yeTcsi B TEKYLLE Bepcun).

WHpukaTop akTMBHOCTM 06MeHa ¢ HakonuTenem gaHHbix — SD-kapTtoi nnm USB Flash.

NHAMKaTop NMTaHus yCcTpoicTea.

NHpykaTop pa6oThl ycTpoiicTea B failover-pexumax (He ucnonb3yeTcs B TeKyLeW BEpCUM).

VHaykaTop aBapvu BEHTUMSITOPOB.

MHOMKaTop pe3epBHOro NCTOYHUKAE 3/1EKTPONUTaHNA.

®yHKUMOHaIbHAs KHOTKA AJ1s nepe3arpysky ycTpoicTBa 1 copoca K 3aBOACKMM HACTPOiKaM:

* Mpwv yaepXXaHun KHomku meHee 10 cekyH/ NPoMCXoAunT nepesarpyska yCTPOiCTBa;
* Npwv yaepXaHun kHomnku 6onee 10 cekyHa NPOMCXoAMT Nepe3arpyska ycTpolicTea u copoc K
3aBOACKNM HaCTPoOMKam.

KoHconbHbIi nopT RS-232 (RJ-45) Ans nokasbHOro ynpaeieHust yCTpoiCcTBOM.

Ethernet-nopt gnsa ynpasneHnss MapLipyTusaTtopom.

36



ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

3apHaa naHenb yctpoinctea ESR-1700
BHewHuiA BuA, 3agHein naHenu yctporictea ESR-1700 npmBeaeH Ha pUCyHKe HUXe.

PucyHok 6 — 3agHaa naHens ESR-1700

B Tabnuue 12 npvBeaeH nepeyeHb pasbeMoB, PACMONIOKEHHbIX HA 3a[IHel NaHeNIn MapLupyTu3aTopa.

Tabnuua 12 — OnucaHne pasbemoB 3agHei naHenn ESR-1700

Ne OnwucaHue

1 Knemma gns 3asemneHns ycTponcTea.

2  CbeMHble BEeHTUNSLUMOHHbIE MOAY N C BO3MOXHOCTbIO Topsyeit 3aMeHsbl.
3 OCHOBHOI1 UICTOYHMK MUTaHKS.

4 MecTo A4/ YCTaHOBKM PE3EPBHOTO UCTOYHMKA NUTAHWS.

BokoBble naHenu yctpoiictea ESR-1700

BHewHuiA BnA, 60KoBbIX NaHenei yctpoictea ESR-1700 npuBefeH Ha pucyHkax 7 u 8.
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PucyHok 7 — MNpaBas 6okoBas naHenb ESR-1700
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PucyHok 8 — JleBas 6okoBas naHens ESR-1700

Ha 60KOBbIX MaHeNsax YCTPONCTBA PacnofioKeHbl BEHTUMSALMOHHbLIE PELLETKMN, KOTOpPbIE CNyXaT A1 0TBoAa
Tenna. He 3akpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUSI MOCTOPOHHUMY NpeaMeTaMu. ATO MOXET NPUBECTU K
neperpeBy KOMMNOHEHTOB YCTPOWCTBA 1 BbI3BaTb HapyLLEHNs B ero paboTe. PekomeHaaLuy no ycTaHoBKe
YCTPOIACTBA Pacno/ioXeHbl B pasaene YcTaHoBKa U NOAKIOYEHNE.,
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

2.4.3 KoHcTpykTUBHOE ncnonHenue ESR-1511, ESR-1500

MepepgHAa naHenb yctpoiictea ESR-1511

BHeLLHWiA BMA NepefiHeit naHenn ycTpoiicTBa nokasaH Ha pucyHke 9.

Alarm Q) Q) Master
VNQ OFan
Flash Q) QRPS
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PucyHok 9 - MNepeaHaa naHens ESR-1511

B Tabnvue 13 npuBeaeH nepeyeHb pasbeMoB, CBETOAMOAHbIX NHAMKATOPOB U OPraHoB yrpas/eHus,
pacnonoXeHHbIX Ha nepeaHen naHenun yctporictea ESR-1511.

Tabnuua 13 - OnncaHne pasbemMoB, UHAMKATOPOB U OPraHoB ynpasneHus nepegHen naHenm ESR-1511

Ne JnemeHT OonucaHuve

nepegHeii
naHenu

1 Status VHAMKaTOp TeKyLLero COCTOAHMS YCTPOICTBa.
Alarm ViHAMKaTop Ha/mMums 1 ypoBHS aBapuv YCTPONCTBA.
VPN NHavkaTop pexuma paboTtbl B pexume VPN-Lt03a (He ncnosnb3yeTcst B TeKyLLEin Bepcun).
Flash VHOukaTop akTMBHOCTM 06MeHa ¢ HakonuTenem AaHHbix — SD-kapTtoii nnn USB Flash.
Power ViHamkaTop nuTaHms ycTpoiicTsa.
Master MHaukaTop paboTkl ycTpoiicTBa B failover-pexmmax (He cnonb3yeTcs B TEKYLLEN Bepcun).
Fan VHAmKaTop aBapumn BEHTUIATOPOB.
RPS VHOMKaTop pe3epBHOr0 UCTOYHMKA SNEKTPONUTAHUSA.

2 Console KoHCOosbHbI nopT RS-232 (RJ-45) Ana NOKasibHOTO YNpaB/ieHusi yCTPOWCTBOM.

3 00B Ethernet-nopT g9 ynpaBneHus mapLupyTm3aTtopom.

4 SD Pa3zbem g5 yctaHoBkM SD-kapT namsaTu.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Ne JnemeHT OonucaHue

nepegHeii
naHenu
5 USB1 MopT ans noakntoyeHnst USB-ycTpoiicTs.
6 F dYHKUMOHANIbHAA KHOMKA A1 nepesarpy3ku yCTpoicTBa 1 copoca K 3aBOACKMM HACTpOiKaMm:
* MpW yaepxaHum kHomky MeHee 10 cekyH NpoucxXoauT nepesarpyska yCTpoicTBa;
* MpW yaepxaHum kHomnku 6osee 10 cekyH, NponCXoauT nepesarpyska yCcTpoicTBa 1 copoc K
3aBO/ICKUM HaCTpOMKaM.
7 USB2 MopT ons nogxnoveHna USB-ycTpoiicTs.

8 Ethernet 4 nopra Ethernet 10/100/1000BASE-T.

9  Combo 4 nopra Gigabit Ethernet 10/100/1000BASE-X (SFP).
Ports [1 .. 4]

10 XG1-XG4 Cnotbl ansa yctaHosku TpaHcueepoB 10G SFP+/1G SFP.

11 XLG1 - Cnotbl ansa yctaHosku TpaHcrsepoB 40G QSFP+.
XLG2

MepepgHAa naHenb yctpoiictea ESR-1500

BHeLUHWiA B NepeaHeit naHeny ycTpoiicTBa nokasaH Ha pucyHke 10.

O Thedex mnam o SO IR0 ;. ——— "~ O
OO o s T i
OO iy . o oI
=6 I = [ 7 Bt L
onn usAl UsEd T {
D L ‘ 1 ‘ [ ‘ I -T T T | ‘ I ] [ ] :)
123 4 567 8 9 10

PucyHok 10 - MNepeaHaa naHens ESR-1500

B tabnuue 14 npvBefeH nepeyeHb pa3beMOB, CBETOANOAHBIX MHAMKATOPOB 1 OPraHoB yrnpas/ieHuns,
pacnonoXeHHbIX Ha nepeaHei naHenun yctporictea ESR-1500.

Tabnuua 14 — OnucaHme pa3bemMoB, MHANKATOPOB M OpPraHoB ynpasneHnsa nepegHeli naHenn ESR-1500

Ne JnemeHT OonucaHue
nepegHeii
naHenu

1 Status VHAMKaTOp TEKyLLEro CoCTosAAHMSA YCTpoiicTBa.
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10

dnemMeHT
nepegHeii
naHenu

Alarm

VPN

Flash

Power

Master

Fan

RPS

Console

00B

SD

USB1

USB2

Ethernet

Combo
Ports [1 .. 4]

XG1 - XG4

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

OonucaHue

NHAuKaTop Hannuusi 1 ypoBHS aBapum yCTpoIiCcTBa.

NHaukaTop pexrma pabotsl B pexume VPN-Lto3a (He Ncnosib3yeTcs B TEKYLLEN BEPCUN).

VHaMKaTop akTMBHOCTM 06MEHa C Hakonutenem AaHHbIX — SD-kapTtoit nnn USB Flash.

NHaukaTop NuTaHust ycTpoiicTBa.

MHavkaTop pa6oThbl ycTpolicTea B failover-pexumax (He Mcnonb3yeTcs B TEKyLLEn Bepcum).

MHavKaTop aBapun BEHTUNIATOPOB.

|/|H,CI|I/IKaTOp Pe3epBHOro NCTOYHUKa I/TEKTPONMNTAaHNA.

KoHconbHbI nopT RS-232 (RJ-45) Ans nokasibHOro ynpaeieHns yCTPONCTBOM.

Ethernet-nopT Ans ynpaBneHns MapLipyTU3aTOpPOM.

PasbeM ans yctaHoBkU SD-kapT namsitu.

MopT ana noaknoyeHns USB-ycTpoiicTs.

®YHKUMOHasTbHAS KHOMKA A/151 Nepe3arpy3ku ycTpoicTBa U c6poca K 3aBOACKUM HACTPOKaMm:

* Npu yaepXaHum KHomkn MeHee 10 cekyHA NpoucxoauT nepesarpyska yCTpoicTsa;
* Npu yaepxaHum kHonku 6onee 10 cekyHA NpOMCXoanT nepesarpyska yCTpoicTea 1 copoc K
3aBO/ICKMM HACTpOKam.

MopT ans nogkntoyeHus USB-ycTpolicTB.

4 nopta Ethernet 10/100/1000BASE-T.

4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).

Cnotbl ans yctaHoBkn TpaHcueepoB 10G SFP+/1G SFP.
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

3apHaa naHenb yctpoiictB ESR-1511, ESR-1500
BHewHwin BuA 3aaHei naHenu yctporicte ESR-1511, ESR-1500 npuBefeH Ha pucyHke 11.
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PucyHok 11 — 3agHsaa naHens ESR-1511, ESR-1500

B Tabnuue 15 nprBeAeH nepeyeHb pasbemMoB, PACMONIOKEHHbIX HA 3a[iHel NaHeIn MapLLpPyTU3aTOPOB.

Tabnuua 15 — OnucaHne pasbemoB 3agHen naHenn ESR-1511, ESR-1500

Ne OnucaHune

1 OCHOBHO UCTOUYHUK NUTaHUA.

2 Knemma gnis 3a3eMJieHnsi yCTpoicTea.

3 CbeMmHble BEHTU/SILMOHHbIE MOAY/IM C BO3MOXHOCTbIO ropsiueii 3aMeHbl.

4 MecTo ANt yCTaHOBKM Pe3ePBHOM0 MCTOYHMKA NUTaHWSI.

BokoBble naHenu yctpoiicte ESR-1511, ESR-1500

BHelwHWIA BMA 60KOBbIX NaHenen yctponcts ESR-1511, ESR-1500 npuBeaeH Ha pucyHkax 12 n 13.
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PucyHok 13 — JleBas 60koBasi naHenb ESR-1511, ESR-1500

Ha 60KO0BbIX NaHeNsiX yCTPOCTBA PACMO/IOKEHbI BEHTUNALMOHHbIE PELLETKM, KOTOPbIE CNyXaT ANna 0TBoja
Tenna. He 3akpblBaiiTe BEHTUNSALUMOHHbIE OTBEPCTUSI MOCTOPOHHUMM NpeaMeTami. STO MOXET NPUBECTU K
neperpesy KOMMNOHEHTOB YCTPOICTBA M BbI3BaTb HapylleHUs B ero paboTte. PekomeHaaLum no ycTaHoBKe
YCTPOIACTBA PACNOOXeHbl B pazfesne YCTaHoBKa U NOK/HYEHVE.
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ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

2.4.4 KoHcTpyKkTUBHOE ncnonHexHune ESR-1200, ESR-1000

MepepgHAa naHenb yctpoiictea ESR-1200

BHeLLHWiA BMA NepeHeit naHeny nokasaH Ha pucyHke 14.
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PucyHok 14 — MNepepaHss naHens ESR-1200

B Tabnvue 16 npuBeaeH nepeyeHb pa3beMoB, CBETOAMOAHbLIX UHAMKATOPOB U OPraHoB ynpaB/eHus,
pacnofioXeHHbIX Ha nepeaHei naHenn yctporictea ESR-1200.

Tabnmua 16 — OnucaHne pa3beMOB, MHANKATOPOB 1 OpraHoB ynpas/eHns nepeaHel naHenn ESR-1200

Ne OJOnemeHT OnucaHue

nepegHem
naHenu
1 SD Pasbem a/1a yctaHoBkM SD-KapT namaTu.
2 USB1 MopT ans nogkntoveHns USB-ycTpoiicTs.
3 USB2 MopT ans nogxnoveHus USB-ycTpoiicTs.
4 [1.12] 12 noptoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
5 Combo 4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).
Ports

6 XG1-XG8 Cnotbl gnsa ycraHoBku TpaHcusepos 10G SFP+/ 1G SFP.

7 Status VIHAMKaTop TEeKyLEero COCTOSAHMS YCTPOICTBA.
Alarm VHOMKaTOp Ha/Mumsa 1 YPOBHSA aBapun YCTPOICTBA.
HA MHaukaTop pexunma paboTsl B pexvme HA.
Flash VIHAMKATOp akTMBHOCTM 06MEHAa C Hakonutenem AaHHbIXx — SD-kapToli unu USB Flash.
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

Ne JnemeHT OonucaHue

nepegHeii
naHenv
Power ViHOykaTop nuTaHus ycTpolicTaa.
Master NHavkaTop paboTsl ycTpolicTea B failover-pexuvmax.
Fan VHavkaTop aBapyv BEHTUISATOPOB.
RPS VHOuKaTop pe3epBHOro UCTOYHUKA 3N1EKTPONUTaHUS.
8 F dyHKUMOHa/IbHAA KHOMKa 415 nepesarpy3ky YCTPonCcTBa 1 cobpoca K 3aBOACKUM HaCTPOKam:
* MpW yaepxaHum kHomky meHee 10 cekyH NpoucXoauT nepesarpyska yCTpoiCcTBa;
* MpW yaepxaHum kHomnky 6os1ee 10 cekyH, NponCXoauT nepesarpyska yCcTpoicTBa u copoc K
3aBOACKUM HaCTpOKam.
9 Console KoHcosbHbI nopT RS-232 (RJ-45) AN NOKasIbHOTO YNpaB/ieHUsi YCTPOWCTBOM.

MepepHAa naHenb yctpoiictea ESR-1000

BHeLLHWiA BMA NepeHeit naHeny nokasaH Ha pucyHke 15.
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PucyHok 15 — MNepeaHaa naHens ESR-1000

B Tabnvue 17 npuBeeH nepeyeHb pasbeMoB, CBETOAMOAHbIX NHAMKATOPOB U OPraHoB yrpas/ieHus,
pacnonoXeHHbIX Ha nepeaHei naHenun yctporictea ESR-1000.

Ta6nuua 17 - OnncaHve pasbemMoB, UHAMKATOPOB U OpraHoB ynpas/ieHus nepegHei naHenv ESR-1000

Ne JnemeHT OonucaHue

nepegHei

naHenu
1 SD Pa3sbem gnsa ycraHoBku SD-kapT namaTu.
2 USB1 MopT ansa nogknioyeHms USB-ycTpoiicTB.
3 USB2 MopT ans nogknioyeHus USB-ycTpoiicTB.

4 XG1, XG2 Cnotbl ana yctaHoskun TpaHcsepos 10G SFP+/1G SFP.
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

Ne JnemeHT OonucaHue

nepegHeii
naHenv
5 [1..24] 24 nopta Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
6  Status WHavkaTop TekyLuero coCTosHMA yCTpolicTBa.
Alarm NHavkaTop Haimums 1 ypoBHA aBapuy yCTponcTea.
VPN NHavkaTop Hanmumsa aktmeHbIX VPN-ceccuii.
Flash VHpukaTop akTMBHOCTM 06MeHa ¢ HakonuTenem AaHHblx — SD-kaptoi nnn USB Flash.
Power NHavkaTop nutaHus ycTpoicTea.
Master WHamkaTop paboThl ycTpolicTea B failover-pexumax.
Fan NHavkaTop aBapun BEHTUNSATOPOB.
RPS NHavkaTop pe3epBHOr0 UCTOYHMKA 31EKTPONUTaHNS.
7 F ®YHKUMOHANbHAA KHOMKa 415 nepe3arpy3ku yCTponcTBa 1 copoca K 3aBOACKMM HACTPOKaM:
* Mpu yaepxaHum kHomkyu MeHee 10 cekyH NpoucxoamT nepesarpyska yCTpoicTBa;
* Mpu yaepxaHum kHonky 6onee 10 cekyH NpoOUCXOAUT nepesarpyska yCcTpoicTBa 1 copoc K
3aBO/CKMM HaCTpPOWNKaMm.
8 Console KoHconbHbIi nopT RS-232 (RJ-45) Ans nokasibHOTO ynpaeieHust yCTPOWCTBOM.

3agHAA naHenb yctpovictB ESR-1200, 1000

BHelwHWI BUA 3aaHein naHenu yctpoiictea ESR-1000 npvBeaeH Ha PUCYHKE HUXKeE.

& Ha PUCYHKEe nokasaHa KoMnieKrauyna Mmapuwpyrtunsaropa ¢ ogHUM MCTOYHHUKOM NMUTaHuA
nepeMeHHOro Toka.
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PucyHok 16 — 3agHsasa naHens ESR-1000
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

B Tabnuue 18 npuBeaeH nepeyeHb pa3beMoB, PACNOOXEHHbIX Ha 3aHEl NaHenn mapLupyTusaropa.

Tabnuua 18 — OnucaHne pasbemoB 3agHen naHenu ESR-1000

Ne OnucaHune

1 OCHOBHO UCTOUYHUK NUTaHUA.

2 MecTo ans YCTaHOBKM pe3epBHOIN0 NCTOYHUKA NNTaHNA.

3 CbeMHble BEHTU/SILMOHHbIE MOAY/M C BO3MOXHOCTbIO ropsiueii 3aMeHsbl.

4 Knemma A5l 3a3eM/ieHUs yCTpoiicTBa.

BokoBble naHenu yctpovicte ESR-1200, ESR-1000

BHeluHWIA BMA 60KOBbIX NaHenein yctponcts ESR-1200, ESR-1000 npuBeaeH Ha pucyHkax 17 n 18.
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PucyHok 17 — MNMpaBasa 60koBas naHenb MapLupyTtusatopos ESR-1200, 1000
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PucyHok 18 — JleBas 60koBasi naHesnb MaplpyTtusatopos ESR-1200, 1000

Ha 60KOBbIX NaHensix yCTPOCTBA PacrnoioXeHbl BEHTUISILMOHHbIE PELLETKM, KOTOPbIE C/yXaT As1a 0TBoja
Tenna. He 3akpbiBaliTe BEHTUSALMOHHbIE OTBEPCTUSI MOCTOPOHHMMU NpeaMeTamu. OTO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA M Bbl3BaTb HapyLLEHWs1 B ero pabote. PekomeHaauum no ycTaHoBKe
YCTpOIiCTBa pacnosioXeHbl B pasaesne YCTaHoBKa 1 NOAK/IHYEHNE.

2.4.5 KoHcTpykTUBHOE ucnonHeHme ESR-200, ESR-100

MNepeaHssn naHenb ycTpoiicte ESR-200, ESR-100

BHewHwuin Bug, nepeaHein naHenn ESR-200 nokasaH Ha pucyHke 19.
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PucyHok 19 - MNepegHaa naHens ESR-200

BHewHwuin Bug, nepeaHein naHenn ESR-100 nokasaH Ha pucyHke 20.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

LeT=TTo 2

== Ea =
] i [] [] 4 ’Eu’ﬂ —
— e ]
4 5 6 7 8

PucyHok 20 - MNepeaHaa naHens ESR-100

B tabnvue 19 npusBeeH nepeyeHb pasbeMoB, CBETOAMOAHbIX NHAMKATOPOB U OPraHoB yrpas/ieHus,
pacnonoXeHHbIX Ha nepeaHei naHenun yctporicts ESR-200, ESR-100.

Ta6nuua 19 - OnncaHne pasbemMoB, UHAMKATOPOB U OPraHoB yrpas/eHus nepesHein naHeny ESR-200,

ESR-100

Ne JnemeHT
nepegHe
naHenu

1 SD

2 USBT1,
USB2

3 [1..4]

4 Combo
Ports

5 Power
Status
Alarm
Fan

6 F

7 Console

8 110-250
VAC

60/50 Hz

max TA

OonucaHue

Pa3sbem gnsa yctaHoBku SD-kapT namaTu.

2 nopta gna nogkntoyeHns USB-ycTpoiicTs.

4 nopta Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

4 nopra Gigabit Ethernet 10/100/1000BASE-X (SFP).

WHapkaTop nuTaHus ycTpoiicTBa.

NHAMKaTOp TeKYLLEro COCTOSIHWS YCTPOCTBa.

NHAyKaTop HanMums 1 ypoBHSI aBapuu yCTPoCTBa.

WHaykaTop aBapv BEHTUISITOPOB.

®YHKLMOHANBHAs KHOMKa 4151 nepe3arpy3ku ycTpoicTBa U c6poca K 3aBOACK/M HACTpOoiikaM:
* TNpU yaepXaHum KHonkn MeHee 10 cekyH, NponcxoauT nepesarpyska yCcTpoiicTBa;

* Npuv ygepxaHun kHonku 6onee 10 cekyHz NPOMCXO4MT nepesarpyska yCcTporicTsa u copoc K
3aBOACKUM HaCTpoOikam.

KoHconbHbIi nopT RS-232 (RJ-45) Ansi NoKasibHOTo ynpaeieHust yCTPOWCTBOM.

VICTOYHUK NUTaHUA.
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ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

3apHaa naHenb yctpoincte ESR-200, ESR-100
BHewHunin BuA 3aaHein naHenun yctporicte ESR-200, ESR-100 npuBeseH Ha pucyHke 21.
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PucyHok 21 — 3agHaa naHens ESR-200, ESR-100
B tabnuue 20 npuBeaeH nepeveHb pasbeMoB, PACMONOXEHHbIX HA 3a[Hel NaHes M mapLupyTmM3aropa.

Tabnuua 20 — OnucaHne pasbemoB 3agHen naHenn ESR-200, ESR-100

Ne OnucaHune

1 Knemma ans 3a3emsieHus ycTpoicTea.

2  BeHTMNSIUMOHHLIN MoAy b.

BokoBble naHenu yctpoiicts ESR-200, ESR-100
BHewHwuiA Bug, 60koBbIX NaHenei yctpoiicts ESR-200, ESR-100 npuBeaeH Ha pycyHkax 22 n 23.

@.
[@.
®
PucyHok 22 — MNpaBas 60koBasi naHeNnb MmaplupyTunsaropa ESR-200, ESR-100
®
®
@

PucyHok 23 — JleBas 60koBas naHesnb MmapwpyTtusatopa ESR-200, ESR-100
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2.4.6 KOHCTpPYKT

ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

nBHoe ncnonHeHune ESR-21

YCTPOIACTBO BbIMO/IHEHO B META/I/TMYECKOM KOPMYCE C BO3MOXHOCTbH YCTAHOBKM B 19” KOHCTPYKTUB, BbiCOTA

kopnyca 1U.

MepegHaa naHen

b ycTpoiictBa ESR-21

BHelwwHWIA BuA nepeaHeli naHenn ESR-21 nokasaH Ha pucyHke 24.

110-250 VAC 60/50 Hz max 1A

2 4 6 8

B tabnuue 21 npu

?ﬁ:——ﬁ«ﬁ-ﬁ:.—..—.
I I
23 4 5 8 7 8 9 10

PucyHok 24 - MNepeaHaa naHens ESR-21

BedeH rnepevyeHb pasbemMoB, CBETOANOAHbBIX NHOANKATOPOB N OpPraHoB YylpaB/iEHUS,

pacnonoXeHHbIX Ha nepeaHen naHenun yctporictea ESR-21.

Ta6nuua 21 — OnucaHve pasbeMoB, UHAVKATOPOB U OpraHoB ynpas/ieHns nepegHei naHeny ESR-21

Ne 3neme|-|Tv
nepegHeii
naHenu
1 220V AC
2 Power
Status
Alarm
HA

3 F

4 SD

5 USB1

6 USB2

7 Console

OonucaHuve

VICTOYHUK nnuTaHuA.

NHaykaTop nuTaHus ycTpoiicTea.

NHAMKaTOp TeKYLLEro COCTOSIHWS YCTPOoCTBa.

VHAMKaTOP Ha/IMumns 1 YPOBHS aBapvn yCTPoicTBa.

NHpykaTop pa6oTbl B pexxkume HA (He ucnonb3yeTcs B TEKyLLEN Bepcun).

dYHKLUMOHaNbHAA KHOMKa 415 nepe3arpy3ku yCTPOoNCcTBa 1 copoca K 3aBOACKMM HaCTpOKam: npu
yaepXaHum kHomnkn meHee 10 cekyHA, MPOUCXOANT nepesarpyska YCTPOoCTBa; Npu yaepxaHum
KHOMKKM 6o51ee 10 cekyHA NPoONCXoauT nepesarpyska yCTpoicTea 1 cOpoc K 3aBOACKUM HACTPOMKam.

Pa3beM /715 ycTaHoBKM SD-kapT namsaTi.

Pasbem USB 2.0 gns nogxnoueHus BHewHux USB-ycTpolicTs.

Pasbem USB 3.0 ans nogxntoveHus BHewHnx USB-ycTpolicTs.

KoHconbHbI nopT RS-232 (RJ-45) Ans nokasbHOro ynpaeieHust yCTpoiicTBOM.
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ESR-Series. PyKOBOACTBO MO 3KCnayarauum

OonucaHuve

AnemeHT

Ne

~

nepegHeii
naHenu

3 nocnepoBaTenbHbIX NopTa.

RS-232

8

8 noptoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

8]

[1..

9

4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).

10 Optical

Port

3apHAa naHenb ycTpocte ESR-21

ESR-21 nokasaH Ha pucyHke 25.

(v

 BUA 3a/Hei naHesnn ycTpolicTea
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PucyHok 25 — 3aaHaa naHens ESR-21

, PACNONOXEHHbIX HA 3aJHe NaHen MapLupyT3aTopa.

B Tabnuue 22 npuBefeH nepeyeHb pa3bemMoB

Tabnuua 22 — OnucaHve pa3bemoB 3a4Hei naHenn ESR-21

OnucaHue

Ne

Knemma ans 3a3eMneHnsi yCTpoiicTBa.

1

BokoBble naHenu yctpoiictBa ESR-21

ESR-21 npuBefeH Ha pucyHkax 26 n 27.

i ycTpoiicTBa

(V)

BHeLUHWiA B GOKOBbIX NaHesne

PucyHok 26 — Jlesas naHesnb ESR-21

PucyHok 27 — lNpaBas naHenb ESR-21
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Ha 60KOBbIX NaHeNsixX yCTPOCTBA PacronoXeHbl BEHTUNSLMOHHbIE PELLETKYM, KOTOPbIE CNYXaT A/1s 0TBoja
Tenna. He 3akpbiBaliTe BEHTUSLMOHHbIE OTBEPCTUS NOCTOPOHHMMU NpeaMeTamMu. ITO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLEHMs! B ero pabote. PekomeHaauum no ycTaHoBKe
YCTpOIiCTBA PacnosiOXeHbl B pasaesne YCTaHoBKa 1 NOAK/IHYEHNE.

2.4.7 KoHCTpyKTUBHOE ncnonHeHuve ESR-20

YCTPOWCTBO BbINO/IHEHO B META/IIMYECKOM KOPIYCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbiCOTA
kopnyca 1U.

MepepgHAa naHenb ycTtpoiictea ESR-20

1 23 4 5 6 7 8 9

PucyHok 28 - MNepeaHaa naHens ESR-20

B Tabnuue 23 npvBefeH nepeyeHb pa3beMoB, CBETOANOAHBIX MHAMKATOPOB 1 OPraHoB ynpas/ieHuns,
pacnonoXeHHbIX Ha nepeaHen naHenun yctporictea ESR-20.

Tabnuua 23 - OnncaHne pasbemMoB, UHAMKATOPOB 1 OPraHoB ynpasneHus nepegHen naHenm ESR-20

Ne JnemeHT OnucaHue

nepegHeii
naHenu
1 110-250 VICTOYHMK NUTaHUSA.
VAC
2 Power WHavkaTop nuTaHus ycTpolicTBa.
Status VHArKaTop TeKyLWero CoCTosIHMA YCTpOiicTBa.
Alarm VHavkaTop Ha/mums 1 ypoBHSA aBapun YCTPOICTBa.
HA NHamkaTop pa6oThbl B pexumMe HA (He ncnonb3yeTtcsl B TEKYLLUEN BEpCUn).
3 F dyHKUMOHaNIbHas KHOMKa AJ/1s nepesarpysky YCTpoicTBa U copoca K 3aBOACKMM HacTpoikam: npu
yaepxaHum kHonku meHee 10 cekyH, NpoucxoanT nepesarpyska yCTponcTsa; Npy yaepxaHum
KHOMKK 6051ee 10 cekyHA MPONCXoanT nepesarpyska yCTpoincTBa 1 cOpoc K 3aBOACKMM HACTPOMKaM.
4 Console KoHconbHbIi nopT RS-232 (RJ-45) Ansi NOKasibHOTo ynpaBieHust yCTPOWCTBOM.
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ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

Ne JnemeHT OonucaHue

nepegHeii
naHenu
5 SD Pasbem gn1a yctaHoBKM SD-kapT namaTu.
6 USB1 Pasbem USB 2.0 gns nogkntoueHns BHewHux USB-ycTpolicTs.
7 usB2 Pasbem USB 3.0 ans nogkntoveHmns BHewHnx USB-ycTpolicTB.
8 1,2 2 nopta Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
9 [1..4] 2 Combo-nopta Ethernet 10/100/1000BASE-X/10/100/1000BASE-T.

3apHAa naHenb ycTpoiictBa ESR-20
BHewHwnin Bug 3aaHen naHenun yctporictea ESR-20 nokasaH Ha pucyHke 29.
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PucyHok 29 — 3agHasa naHens ESR-20
B Tabnvue 24 npuBeeH nepeyeHb pasbeMoB, PACMONOXEHHbIX HA 3aHEel NaHe M mapLupyTmM3aropa.

Tabnuua 24 — OnucaHve pa3bemoB 3aaHein naHenn ESR-20

Ne OnucaHue

1 Knemma g/ 3a3em/ieHus ycTpoiicTea.

BokoBble naHenu yctpoiictea ESR-20
BHeluHWIA BMA 60KOBbIX NaHenen yctponctea ESR-20 npueeaeH Ha pucyHkax 30 n 31.
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PucyHok 30 — Jleeas naHesnb ESR-20
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn
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PucyHok 31 - MNpasasa naHens ESR-20

Ha 60KOBbIX NaHensix yCTPOCTBA PacrooXeHbl BEHTUNSILMOHHbIE PELLETKM, KOTOPbIE CNYyXaT A/1s 0TBoja
Tenna. He 3akpbiBaliTe BEHTUSALMOHHbIE OTBEPCTUS NOCTOPOHHMMU NpeaMeTamMu. OTO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLEHWs1 B ero pabote. PekomeHaauum no ycTaHoBKe
yCTpOIiCcTBa pacnosioXeHbl B pa3aesne YCTaHoBKa 1 NOAK/IHYEHNE,

2.4.8 KoHcTpyKTMBHOE ucnonHeHne ESR-14VF, ESR-12VF

YcTpoiicTBa BbINOHEHbI B META/I/IMYECKOM KOPMNyCe C BO3MOXHOCTbIO YCTAHOBKM B 19" KOHCTPYKTUB, BbiCcOTa
Kopnyca 1U.

MepepHAa naHenb yctponicte ESR-14VF, ESR-12VF

BHeLUHWiA BMA NepeHeit naHeny nokasaH Ha pucyHke 32.

110-250 VAC 60/50 Hz max 14 0000 A€LTex  EsR12vF (J)ODIER DBDBDCDAVED oy DSBS
‘ O

PWSOQO%%OOOQQ@%QO rﬁﬂ]ﬂﬂ DJLTME’UMTMDEWTID OG0
gl ] ) mlislivliele] =
] ‘ | | [
| .
1 2 3 4 7 8 9 10 11

PucyHok 32 — MepeaHasa naHens ESR-14VF, ESR-12VF

B Tabnvue 25 npuBeaeH nepeyeHb pasbeMoB, CBETOAMOAHbIX NHAMKATOPOB U OPraHoB yrpas/eHus,
pacnonoXeHHbIX Ha nepeaHen naHenun yctpolicte ESR-14VF, ESR-12VF.

Tabnuua 25 - OnncaHme pasbemMoB, UHAMKATOPOB U OpraHoB yrpasneHus nepegHein naHenu ESR-14VF,
ESR-12VF

Ne JnemeHT OnucaHue

nepegHeii
naHenu
1 220V AC VcTouHUK nuTaHms.
2  Power NHAavkaTop NUTaHns yCcTpoiicTaa.
3 Console KoHconbHbI nopt RS-232 (RJ-45) Ans nokasibHOroO ynpaeeHns yCTPONCTBOM.
4 F ®YHKUMOHasIbHAs KHOMKa /18 nepe3arpysky ycTpoiicTBa 1 cbpoca K 3aBOACKAM HacTpoiikaMm: npu

yaepXaHun KHomku MeHee 10 cekyH NpoucXoauT nepesarpyska yCTPOCTBa; NPy YaepXaHum
KHOMKK 60nee 10 cekyHA nponcxoauT nepesarpyska yCTponcTBa U cOpoc K 3aBOACKMM HaCcTpolikam.
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11

ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

AnemeHT OonucaHue
nepegHeii
naHenm

USB1,USB2 2 pasbema USB ans nogkntoueHus BHewHnx USB-ycTpoiicTB.

FXO WHavkaTop BHeLwwHeli aBOHEHTCKOM nMHUK oT TOrl.

1,2,3 MHavkaTop AN BHYTPEHHUX aBOHEHTCKMUX TEPMUHAIOB.

FXO 1 pasbeM FXO anst nogxnioueHust BHelHeli aGoHeHTckoli vHum oT TgpOIM (Tonbko ana ESR-12VF).
FXS1,FXS 3 pasbema ansi BHyTpEHHMUX aboHEeHTCKUX TepMuHasnos (ans ESR-12VF).

2,FXS3

FXS1,FXS 4 pasbema ansi BHyTPEHHNX aboHEHTCKUX TepMuHasnoBs (gns ESR-14VF).

2,FXS3

[1..8] 8 nopTtoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

Optical Port 1 nopt Gigabit Ethernet-100/1000BASE-X (SFP).

1,2

VHAavkaTopbl paboTbl ONTUYECKMX MHTepdhelicoB.

3apHaa naHenb yctpoiictB ESR-14VF, ESR-12VF

BHewHwuiA Bug, 3agHen naHenn yctpoiicts ESR-14VF, ESR-12VF nokasaH Ha pucyHke 33.

PucyHok 33 — 3agHsas naHenb ESR-14VF, ESR-12VF
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ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

B Tabnuue 26 npuBeaeH nepeyeHb pa3beMoB, PACNONOXEHHbIX Ha 3aHEl NaHenn yCTPoicTB.

Tabnuua 26 — OnucaHne pasbemoB 3agHei naHenn ESR-14VF, ESR-12VF

Ne OnucaHue

1 Knemma gna 3asemneHusa yCTpOﬁCTBa.

BokoBble naHenu yctpovictB ESR-14VF, ESR-12VF
BHeluHwWiA BMA 60K0oBbIX NaHenei yctponctes ESR-14VF, ESR-12VF npuBeaeH Ha pucyHkax 34 n 35.
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PucyHok 35 — MNpaBas naHenb ESR-14VF, ESR-12VF

Ha 60KOBbIX NaHensix yCTPOCTBA PacrnoioXeHbl BEHTUISILMOHHbIE PELLETKM, KOTOPbIE C/yXaT As1a 0TBoja
Tenna. He 3akpbiBaliTe BEHTUSALMOHHbIE OTBEPCTUS MOCTOPOHHUMU NpeaMeTamMu. OTO MOXET NPUBECTM K
neperpeBy KOMMOHEHTOB YCTPOICTBA M Bbl3BaTb HapyLLEHWs1 B ero pabote. PekomeHaauum no ycTaHoBKe

YCTpOIiCTBa pacnosioXeHbl B pasaesne YCTaHoBKa 1 NOAK/IHYEHNE.
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

2.4.9 KoHCcTpyKTUBHOE ncnonHexHuve ESR-12V

YCTPOWCTBO BbINO/IHEHO B META/IIMYECKOM KOPIYCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbIiCOTA
kopnyca 1U.

MepepgHAa naHenb ycTtpoiictBa ESR-12V

BHeLLHWiA BMA NepeaHeit naHeny nokasaH Ha pucyHke 36.
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PucyHok 36 — lNepeaHas naHenb ESR-12V

B Tabnuue 27 npuBeseH nepeyeHb pa3bemMoB, CBETOANOAHBIX MHAMKATOPOB Y OpraHoB ynpas/ieHus,
pacrnofioXeHHbIX Ha nepeaHelt naHenu yctpoctea ESR-12V.

Tabnuua 27 — OnucaHne pasbeMOB, MHANKATOPOB M OpraHoB ynpasfeHust nepegHein naHenn ESR-12V

Ne

anemMeHT
nepegHe
naHenu

220V AC

Power

Console

USB1, USB2

FXO

1,23

FXO

OonucaHue

MCTOYHUK NUTaHnS.

NHAykaTop NuTaHust ycTpoiicTBa.

KoHconbHbI nopT RS-232 (RJ-45) Ans nokasbHOro yrnpaesieHns yCTPONCTBOM.

dyHKUMOHaNbHas KHOMNKa 4J/1s nepesarpysky yCTpoiicTBa U copoca K 3aBOACKUM HAcTponKam: npu
yaepXaHun KHomku meHee 10 cekyHf, NpouCcXoauT nepesarpy3ka yCTpPoCTBa; Npy yaepXKaHum
KHOMKK 6051ee 10 cekyHA MponCcXoanT nepesarpyska yCTpoincTea n copoc K 3aBOACKMM HACTPOMKaMm.

2 pasbema USB ans nogknioveHus BHewwHux USB-ycTpolicTs.

WHavkaTop BHelHeli aBOHEHTCKON nuHMK oT ThOrl.

NHamkaTop Anst BHYTPEHHMX a6OHEHTCKUX TEPMUHASIOB.

1 pasbem FXO gns nogxnoueHns BHeLHen aboHeHTCKon nnHum ot TgoOr.
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ESR-Series. PyKOBOACTBO MO 3KCnayarauum

Ne JnemeHT OnucaHue
nepegHeii
naHenu

8 FXS 1,FXS 3 pasbema Ans BHYTPEHHUX aOOHEHTCKUX TEPMUHA/IOB.
2,FXS 3

9 [1.8] 8 noptoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

3agHAA naHenb yctpoucts ESR-12V
BHewHuin BUA, 3aaHein naHenn yctpoictea ESR-12V nokasaH Ha pucyHke 37.
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PucyHok 37 — 3agHaa naHens ESR-12V
B Tabnvue 28 npuBeaeH nepeyeHb pasbeMoB, PACMONOXEHHbIX HA 3a[Hel naHes M mapLupyTmM3aropa.

Tabnuua 28 — OnucaHne pasbemoB 3agHen naHenn ESR-12V

Ne OnucaHune

1 Knemma gns 3a3emsieHnst ycTpoiicTsa.

BokoBble naHenu yctpoiictea ESR-12V
BHelwHWIA BMA 60KOBLIX NaHenen yctponctea ESR-12V npuBeaeH Ha pucyHkax 38 n 39.
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PucyHok 38 — JleBasi naHenb ESR-12V
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn
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PucyHok 39 — lNpaBas naHenb ESR-12V

Ha 60KOBbIX NaHensix yCTPOCTBA pPacrnosioXeHbl BEHTUSILMOHHbIE PELLETKM, KOTOPbIE C/yXaT As1a oTBoja
Tenna. He 3akpbiBaliTe BEHTUSALMOHHbIE OTBEPCTUS MOCTOPOHHMMU NpeaMeTamMu. ITO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA M Bbl3BaTb HapyLLEHWsl B ero pabote. PekomeHaauum no ycTaHoBKe
YCTPOIiCTBa pacnosioXeHbl B pasaene YcTaHoBKa 1 MOAKI0HYEHNE.

2.4.10 KoOHCTpyKTUBHOE ucnonHeHue ESR-10

3apHaa naHenb ycTponcTea ESR-10

BHeLWwHWIA BUA, 3agHen naHenn yCcTPocTBa nokasaH Ha pucyHke 40.

PucyHok 40 — 3agHaa naHens ESR-10

B tabnvue 29 npusBeeH nepeyeHb pasbeMoB, CBETOAMOAHbIX NHAMKATOPOB U OPraHoB yrpas/ieHus,
pacnonoXeHHbIX Ha 3aAHeil naHenn yctpoictea ESR-10.

Tabnuua 29 - OnncaHve pasbeMoB, UHAVKATOPOB U OpraHoB yrpas/ieHns 3aaHen naHenm ESR-10

Ne JnemeHT OnucaHue

nepegHei
naHenu
1 ON/OFF KHoMKa BKNHOYEHWUSA/BbIK/IIOYEHNS NUTAHUS.
2 12V DC PazbeMm g5 nogknyeHms agantepa nuraHus.
3 Console KoHconbHbI nopT RS-232 (RJ-45) Anst NOKasibHOTO YNpaB/ieHUst yCTPOWCTBOM.
4 USB1, 2 pasbema 415 noakaveHns BHewHnx USB-ycTpoiicTs.
USB2
5 [1.4] 4 nopta Gigabit Ethernet — 10/100/1000BASE-T (RJ-45)
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Ne 3OnemeHT OnucaHue
nepegHeii
naHenu

6  Optical 2 nopta Gigabit Ethernet —100/1000BASE-X (SFP)
Ports

BokoBble naHenu yctpoiictea ESR-10
BHewHuin Bug, 60koBoi naHenu yctpoiictea ESR-10 nokasaH Ha pucyHke 41.

1

PucyHok 41 — BokoBas naHenb ESR-10

B Ta6nuue 30 nprBeaeH nepeyeHb OpraHoB yNpaB/ieHus), PacnooXeHHbIX Ha NPaBoit naHenw
mapLipyTusartopa.

Tabnuua 30 — OnucaHve pasbemoB 60koBol naHen ESR-10

Ne JnemeHT OonucaHue
60KOBOW
naHenu

1 F dyHKUMOHaNIbHas KHOMKa A/1s1 nepesarpysky yCTpoicTBa U copoca K 3aBOACKMM HacTpoiikam:

* NPV 4MTENbHOCTM HaXkaTusl Ha KHOMKY MeHee 10 cekyHz, MPoMCXoauT nepesarpyska

YCTPOICTBa;
* MNPV ASIMTENBHOCTM HaXXaTusi Ha KHomnky 6onee 10 cekyHA MpoucxoanT cOpoc YCTpolicTBa K

3aBO/CKOW KOHGhMrypauuu.
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ESR-Series. PyKOBOACTBO MO 3KCnayarauum

BepxHsas naHenb yctpoiictBa ESR-10

BHewwHunin Bug, BepxHeli naHenu yctpoiictBa ESR-10 nokasaH Ha pucyHke 42.

1 2 3 4 5
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PucyHok 42 — BepxHAas naHenb mapLupytmusatopa ESR-10

B Tabnuue 31 npuBeaeH nepeyeHb CBETOANOAHBLIX MHANKATOPOB, PACNOIOXKEHHbIX HA BEPXHEN naHenn
ycTpoiictea ESR-10.

Ta6nuua 31 — OnucaHve NHAMKaToOpoB BepxHeli naHeny ESR-10

Ne 3nemeHT OnucaHue

BepXxHeii
naHenu
1 Power ViHAMKaTop NUTaHus 1 cTatyca paboTbl yCTpoiicTBa.
2 - VHAmKaTop He UCnosb3yeTcs.
3 USB1, VHamkaTopbl paboTbl BHeLWHMX USB-ycTpoicTB.
USB2
4 [1.4] NHaukaTopbl paboTbl Ethernet-nopTos.
5 [5.6] NHAauKaTopbl paboTbl ONTUYECKUX UHTEPXECOB.
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2.4.11 CgeTtoBasa nHauKauus

ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

CseTtoBasa uiaukauusa ESR-1700, ESR-3100, ESR-1511, ESR-1500, ESR-1200, ESR-1000

CocTtosiHne meaHbIX nHTepgeiicoB Gigabit Ethernet oto6paxaeTtcsi 4ByMsi CBETOAMOAHBIMU UHAMKATOPaMU —
LINK/ACT 3eneHoro useta n SPEED aHTapHOro uBeTta. PacnonoxeHve MHAMKaTOpoB MeAHbIX MHTepdencos

nokasaHo Ha pucyHke 43. CoctosiHue SFP-uHTepdhelicoB oTtobpaxaetcs AByma nHankaropamu RX/ACT n TX/
ACT n yka3aHo Ha pucyHke 44. 3Ha4yeHns CBETOBOI MHAMKaLMM onucaHbl B Tabnuuax 32 n 33 COOTBETCTBEHHO.

LINK/ACT

SPEED

i

(LU

PucyHok 43 — PacnonoxeHne MHANKaTopoB pasbema RJ-45

4

nnnnnnnnn

HRREHISE
TITTVUUEY

VAVA

e d

T

RX/ACT

TX/ACT

PucyHok 44 — PacnonioxeHne UHAVMKATOPOB ONTUYECKUX MHTepdpeiicoB

Ta6nuua 32 — CBeToBasi MHAUKALMA COCTOSIHWS MeAHbIX UHTEpdelicoB

CeeueHue nHgukaropa SPEED

BbikntoveH

BbikntoveH

['opuUT NOCTOAHHO

CBeueHue nHgmkartopa LINK/ACT CocTtosiHue nHtepdeiica Ethernet

BbikntoveH

[opnUT NOCTOAHHO

['opnUT NOCTOAHHO

Mwuranue

|-|0pT BbIK/1HOYEH WK coegnHeHne He
YCTaHOBJIEHO.

YCTaHOB/EHO coeanHeHne Ha ckopocTun 10
nnn 100 Méut/c.

YcTaHOBNEHO COEAUHEHNE Ha CKOPOCTM
1000 Mo6wuTt/c.

NaeT nepegaya faHHbIX.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Tabnuua 33 — CeeToBas nHankaumsa coctosHns SFP/SFP+/QSFP+-uHTtepdeiicos

CBeueHne nHamn Katopa

RX/ACT

BbikntoueH

rOpI/IT NOCTOAHHO

Mwuranue

ACT

BbikntoueH

rOpI/IT NOCTOAHHO

MwuraHue

CBeueHue nHaukatopa TX/

CocTosiHne nHtepdeiica Ethernet

IMopT BLIK/OYEH N COeANHEHME He YCTaHOB/1EHO.

CoeguHeHne YCTaHOBJ/IEHO.

VaeT npyem gaHHbIX.

NaeT nepegaya AaHHbIX.

B cnepytowleii Tabnuue npuBeeHo onMcaHne COCTOSAHNIA CUCTEMHbIX MHAMKATOPOB YCTPONCTBA U UX

3HAUYEHUI.

Tabnuua 34 — COCTOAHMA CUCTEMHbIX UHANKATOPOB

HasBaHue
MHAOUKaTopa

Status

Alarm

VPN

Flash

Power

PYHKUNSA NHOUKaTopa

VHOMKATOP TEKYLLLETO COCTOAHMS
yCTpolicTBa.

VHOMKaTop HaMums 1 ypoBHS
aBapuu yCTpolicTBa.

VHAMKATOp HaNN4ms akTUBHbIX
VPN-ceccuin.

VHOMKaTop aKTMBHOCTM 06MeHa
C HakonuTeneMm AaHHbIx: SD-
kapToii unu USB Flash.

VHaykaTop nuTaHus
yCTpolicTBa.

CocTosiHue
MHAOMKaTopa

3eneHbii

OpaHxeBblii

OpaHxeBblii

3eneHbii

OpaHxeBblii

BbiktoueH

CocTtosiHue ycTpoiicTBa

YCTpoIicTBO paboTaeT HopMaslbHO.

YCTpOIACTBO HaxoaAnTCA B
cocToaHum 3arpysku MO.

BbinonHeHve onepauuii YteHns/
3anncum no KoOMaHae «copy».

MuTaHWe ycTpoiicTBa B HOPME.
OCHOBHOI# UCTOYHMK NMUTAHWS, ECIN
OH yCTaHOB/EH, paboTaeTt
HOPMaJIbHO.

HepaboToCcnoCco6HOCTbL OCHOBHOMO
NCTOYHMKA NMUTaHWs, aBapusl am
OTCYTCTBME NEPBUYHOIN CETH.

OTKa3 BHYTPEHHNX NCTOYHUKOB
nUTaHUs YCTPOICTBA.
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

Ha3saHue PYHKLUA MHAKKaTOpa CocTtosiHne CocTosiHue ycTpoiictBa
MHAMKaTopa MHAMKaTopa
Master VHamkaTop paboThl ycTpoiicTBa - -

B failover-pexumax.

Fan CocTosiHMe BeHTUNATOpa BblIK/lO4eH Bce BEHTUMATOPbI UCMPAaBHbI.
OXNAKAEHWS.

KpacHblii OTtkas ogHoro nnn 6onee
BEHTUNATOPOB. MNpUUMHOIA
BO3HUKHOBEHMS aBapyin MOXET
ObITb HEPabOTOCMOCOOHOCTL XOTS
Obl OAHOIO N3 BEHTUNSTOPOB —
OCTaHOBKa U NOHWKEHHAs
yactoTta 060pOTOB.

RPS Pexum paboTbl pe3epBHOro 3eneHblii Pe3epBHblil ICTOUHUK YCTAHOB/EH
MCTOYHMKA NUTaHNS. 1 UCTIPABEH.

BbikntoyeH Pe3epBHbII7I NCTOYHUK HE
YCTaHOBJ/IEH.

KpacHblii OTCyTCTBUE NEPBUYHOIO NMUTAHUSA
pe3epPBHOIO NCTOYHUKA U/IN €0
HeuCcnpaBHOCTb.

CeeTtoBas nHgukauyusa ESR-200/ESR-100

CocTosiHne mefaHbIX nHTepdelicoB Gigabit Ethernet n SFP-uHtepdeiicoB oTobpaxaercs AByMs
ceeToanoaHbiMu nHamkatopamm — LINK/ACT 3eneHoro useta n SPEED aHTapHoro LBeTta. PacnonoxeHue
WHAMKATOPOB MeAHbIX MHTEPMENCOB NoKasaHo Ha pucyHke 43. CocTosHne SFP-nHTepgeicoB ykasaHo Ha
pucyHke 45. 3HaueHns1 CBETOBOW MHAMKALMKX OnncaHbl B Tabnuue 35.

LINK/ACT LINK/ACT

PucyHok 45 — PacnonoxeHne MHAMKaTOPOB ONTUYECKUX MHTEPIENCOB
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Tabnuua 35 — CBeToBast MHAMKaLWSA COCTOSIHUSI MeAHbIX MHTepdeiicoB n SFP-nHTepdeiicos

CBeueHune nHgukaropa SPEED CBeueHue nHgukaropa LINK/ACT CocTtosiHune nHtepdeiica Ethernet

BbikntoueH BbIkntoueH IopT BbIK/THOYEH UM COEQMHEHME He
YCTaHOB/IEHO.

BbikntoueH [opuT NOCTOSAHHO YcTaHOBMEHO coefHeHne Ha ckopocTn 10

mnn 100 MéwuT/c.

FopuT NOCTOSIHHO FopWT NOCTOSIHHO YCTaHOB/MEHO COEAMHEHME HA CKOPOCTHU
1000 M6uT/cC.

X MwuraHune MpeT nepepaya AaHHbIX.

B cneaytouleli Tabnuue npyBeaeHo onucaHne COCTOSIHUIA CUCTEMHbIX MHANKATOPOB YCTPOMCTBA U X
3HaYEeHu.

Ta6nuua 36 — COCTOSIHVSI CUCTEMHBIX MHAMKATOPOB

HasBaHue DYHKUUA MHOMKaTopa CocTtosiHue CocTosiHue ycTpoiicTBa
MHOMKaTopa MHOMKaTopa
Status VHAvKaTop TekyLwero 3eneHblit YcTpolicTBO paboTaeTr HopMaslbHO.

COCTOSIHMS YCTPOICTBA.

OpaHXeBblii YCTpONCTBO HAXOAUTCS B COCTOSAHUN
3arpysku MO.

Alarm NHAavkaTop Hanmums u - -
YPOBHS aBapum yctpoiictea '

Power MHankaTop nutaHua 3eneHblit MuTaHWe ycTpoiicTBa B HOpPME.
yCTpOIicTBa. OCHOBHOW NCTOYHMK NMUTAHUSA, €C/N
OH yCTaHOB/IEH, paboTaeT
HOPMaJsIbHO.
OpaHxeBblii HepaboTocnoco6HOCTb OCHOBHOTO

NCTOYHMKa NUTaHnA, aBapus nnm
OTCcyTCTBME HepBMHHOVI ceTn.

BbikntoyeH OT1Ka3 BHYTPEHHUX UCTOYHNKOB
nUTaHWs yCTPOICTBA.

Fan CocTosiHMe BeHTUAATOpa BbikntoyeH Bce BEHTMNATOPLI UCNpPaBHbI.
oxXnaxkgeHus.
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HasBaHue
nHauKaropa

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

PYHKUNSA nHAUKaTopa CocTtosiHne CocTosiHMe ycTpoicTBa
MHAMKaTopa
KpacHbiit OTkas ogHoro uau 6onee

BEHTUNATOPOB. MNpUYMHOIA
BO3HUKHOBEHUSI aBapun MOXET ObIT
HepaboToCNOCOGHOCTL XOTA Obl
OfHOr0 U3 BEHTU/IATOPOB —
OCTaHOBKa MM NOHMKEHHAsA
yacToTa 060poTOB.

T He nogaepxwviBaetca B Tekywieii Bepcun MO

CeeToBas uHgukauus ESR-21/ESR-20

CocTosiHne megHbIX nHTepdericoB Gigabit Ethernet oto6paxaeTcs AByMSA CBETOANOAHLIMU UHAMKATOPAMW —
LINK/ACT 3eneHoro yseta n SPEED saHTapHOro useta.

Tabnuua 37 — CBeToBas MHAUKALMA COCTOSAHNUA MeAHbIX NHTepdeiicoB n SFP-nHTepdelicos

CBeueHune nHaukaropa SPEED CseueHue uHgukaropa LINK/ACT CoctosiHue nHtepdeiica Ethernet

BblIkoueH BblIknoueH IMopT BbIK/IHOYEH WU COEAVHEHNE He
yCTaHOB/IEHO.

BbikntoueH [opuT NOCTOSAHHO YcTaHoBMeHO coefHeHne Ha ckopocTn 10

['opuT NOCTOSAHHO

nnun 100 MéwuT/c.

['opuT NoCcTosiHHO YCTaHOBNEHO COeANHEHNE HA CKOPOCTY
1000 Mé6uT/c.

MwuraHue MoeT nepepaya faHHbIX.

() LNK
() SPD

PurcyHoK 46 — PacnonoxeHve nHanukaTopos pasbema SFP
LINK/ACT SPEED

=t
1=

PucyHok 47 — PacnonoxeHne MHAMKaTopoB pasbema RJ-45

b
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

B cnepytouleli Tabnvue npvBeAeHo OnmncaHne CoOCTOSIHWI CUCTEMHbIX MHAMKATOPOB YCTPOCTBA U UX

3HaYEeHUN.

Tabnuua 38 — COCTOAHMA CUCTEMHbIX UHONKATOPOB

Ha3saHue DYHKUUA HAMKaTopa

MHAMKaTopa

Power VHavkaTop nutaHus
YCTpOWCTBA.

Status WHaukaTop TekyLuero

COCTOSIHWSA YCTPOWCTBA.

Alarm MHAMKaTOp Ha/IMUMs U YPOBHS
aBapuu ycTpoiicTaa.

HA WHaukaTop paboTbl B pexumMe
HA (He ncnonb3ayetcs B
TekylLeli Bepcun)

CBeToBas uHgukauusi ESR-12V(F)

CocTosiHue
MHAOUKaTopa

3eneHbin

KpacHsblii

BblkntoveH

3eneHbli

OpaHxeBblii

CocTosiHue ycTpoiicTBa

MuTaHne ycTpoiicTBa B HOpMe.
VcToYHUK nuTaHns paboTtaeT
HOpMaU1bHO, OCHOBHOe 10
NpPOrpyXxeHo.

He nporpyxeHo ocHoBHoe [MO.

OTKa3 BHYTPEHHUX UCTOYHWKOB
NMMTaHns yCTPOICTBa.

YcTpoiicTBO paGoTaeT HOPMaJIbHO.

YCTpOICcTBO HaxoAuTCH B
cocTosAHuu 3arpy3ku MO.

CocTosiHne MefgHbIX nHTepdelicoB Gigabit Ethernet oto6paxaeTcs AByMSA CBETOANOLAHLIMU UHAMKATOPAMN —

LINK/ACT 3eneHoro ygseta n SPEED aHTapHoro useta.

Tabnuua 39 — CBeToBas NHAMKaLMA COCTOSAHUSA MefHbIX MHTepdieincos 1 SFP-nHTepdelicos

CBeueHune CBeueHue nHaukatopa LINK/ CocTtosiHne uHtepcpeiica Ethernet

nHAanKaTopa ACT

SPEED

BbIktoueH BbikntoueH MopT BLIKMKYEH WM COEANHEHNE HE YCTAHOB/IEHO.
BbIkntoueH fopuT NOCTOSAHHO YcTtaHoBNEHO coeanHeHme Ha ckopocTn 10 unm 100 MéuTt/c.
Foput FopuT NOCTOAHHO YcTtaHoBNeHO coeanHeHne Ha ckopocTn 1000 MouT/c.
NOCTOSAHHO
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

CBeueHue CBeueHue nHaukaropa LINK/ CoctosiHne nHtepdcpeiica Ethernet
MHAOUKaTopa ACT

SPEED

X MwuraHue VaeT nepepaya AaHHbLIX.

———

1 Ok
] | Ospo

PucyHok 48 — PacnonoxeHue nHamkatopoB pazbema SFP (Tonbko anst ESR-12VF, ESR-14VF)
LINK/ACT SPEED

:
1=

PucyHok 49 — PacnonoxeHue nHgmMkaTopos pasbema RJ-45

B tabnuue 40 npuBeAeHO onvcaHne COCTOSHUI CUCTEMHbIX MHAMKATOPOB YCTPOMNCTBA U UX 3HAYEHUIA.

Tabnmua 40 — COCTOAHNSA CUCTEMHbBIX NHANKATOPOB

HasBaHue DYHKUMA CocTosiHne CocTosiHMe ycTpoucTBa
MHAUKaTopa MHAUKaTOpa WHAMKaTopa

Power VHankaTop 3eneHblii MutaHye ycTpoicTBa B HOpMe. VICTOUHWK NuTaHna paboTtaert
nuTaHns HOpMasibHO, OCHOBHOE O MporpyxeHo.
yCTpolicTBa.
KpacHblii He nporpyxeHo ocHosHoe [10.
BbikntoueH OTKa3 BHYTPEHHUX UCTOYHMKOB NUTaHWUA YCTPOIiCTBa.

CBetoBas nHgukauyus ESR-10

CocTosiHne megHbIx nHTepelicoB Gigabit Ethernet otobpaxaetcsa ceetoanoaHbiM MHAnKatopom SPEED
AHTaPHOrO LiBeTa.

Tabnuua 41 — CeeToBas NHAMKaLMA COCTOAHUS MefHbIX NHTepdeiicoB

CBeueHune nHgukaropa SPEED CocTtosiHne uHtepdpeiica Ethernet
BbIktoueH MopT BLIKMKYEH WV COEANHEHNE HE YCTAHOB/IEHO.

opuT NOCTOSIHHO YcTaHOBNEHO coeanHeHne Ha ckopocTn 1000 MéuT/c.



CBeueHue nHaukatopa SPEED

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

CocTosiHue uHtepdpeiica Ethernet

MwuraHue VoeT nepepaya AaHHbLIX.

2.5 KomMnneKkT nocTtaBKuU

B 6a30BbIii KoMniekT noctaBkn ESR-10 BxoasaT:

MapLupyTtusatop ESR-10;

agantep nutaHns 220 B nepeMeHHOro Toka/12 B nocTosiHHOro Toka, 1,5 A,
cepTnudonkaT CoOOTBETCTBUS,

nacnopr;

AoKyMeHTauus (onumMoHasbHO);

namsaTKa 0 OKyMeHTaLuW.

B 6a30BbIii KOMNIeKT nocTtaBkn ESR-12V BxoaaT:

MapLupyTtusatop ESR-12V;

Kabenb NUTaHuS;

KOHCO/IbHbI Kabersb;

KOMNEKT AN5 KPenseHus ycTpoicTea B CToliky 197
cepTndonkaT COOTBETCTBUS,

nacnopr;

AoKyMeHTauus (onumMoHasibHO);

namsaTKa O AOKYMEeHTaLuMn.

B 6a30BbIii KOMNIekT noctaBkn ESR-12VF BxoaAT:

MapLupyTtusartop ESR-12VF;

Kabenb NUTaHuS;

KOHCO/IbHbI Kabersb;

KOMNEKT AN15 KPenseHus ycTpoicTea B CToliky 197
cepTndonkaT COOTBETCTBUS,

nacnopr;

AoKyMeHTauus (onumMoHasbHO);

namsaTKa O AOKYMeHTaLuMn.

B 6a30BblIii kKoMniekT noctaBkn ESR-14VF BxoaAT:

MapLupyTtusatop ESR-14VF;

Kabenb NUTaHuS;

KOMNEKT ANs KPenseHus ycTpoicTea B CToliky 197
cepTnudonkaT COOTBETCTBUS,

nacnopr;

AoKyMeHTauus (onumMoHasbHO);

namsaTKa O AOKYMEeHTaLuMn.

B 6a30BbIii KoMNekT noctaBkn ESR-20 BxoasaT:

MapLupyTtusatop ESR-20;

Kabenb NUTaHuS;

KOHCO/IbHbI Kabersb;

KOMNEKT ANs KPenseHus ycTpoicTea B CToliky 197
cepTnudonkaT CoOOTBETCTBUS,

nacnopr;

AoKyMeHTauus (onumMoHasbHO);

namsaTKa 0 AOKYMeHTaLun.
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B 6a30BbIi KOMNIEKT nocTtaBkn ESR-21 BxoasT:
* MapupyTtusaTop ESR-21,
* Kabesnb NuTaHus;
* KOHCO/bHbI Kabenb;

* KOMMJIEKT A1 KPenieHns ycTpoicTea B CTOMKy 197

* cepTudpmkart cCooTBETCTBUS,

* nacnopr;

* JoKyMeHTauums (onumoHasnbHo);
* namMaTka 0 AOKyMeHTaLun.

B 6a3oBbIii kKomnnekT noctaBkn ESR-100 BxogAT:

+ mapuwpyTtusarop ESR-100;
* Kabesnb NuTaHus;
* KOHCO/bHbI Kabenb;

* KOMMJIEKT AN151 KPenieHns ycTponcTea B CTOMKy 197

* cepTudpukart CooTBETCTBUS,

* nacnopr;

* JoKyMeHTauums (onumoHasnbHo);
* namMaTka 0 AOoKyMeHTaLun.

B 6a3oBbIii kKomnnekT noctaBkun ESR-200 BxogAT:

+ mapuwpyTtusarop ESR-200;
* Kabesnb NuTaHus;
* KOHCO/bHbI Kabesnb;

* KOMMJIEKT A1 KPEenieHns yCcTpocTea B CTOMKy 197

* cepTudpmkart cCooTBETCTBUS,

* nacnopr;

* JoKyMeHTauums (onumoHasnbHo);
* namMaTka 0 AOKyMeHTaLun.

B 6a3oBbIii komnnekT noctaskn ESR-1000 BxogAT:

+ mapwpyTtusarop ESR-1000;
* KOHCO/bHbI Kabesnb;

* KOMMJIEKT A1 KPenieHns ycTpoicTea B CTOMKy 197

* cepTudpmkart cCooTBETCTBUS,

* nacnopr;

* JoKyMeHTauums (onumoHasnbHo);
* namMaTka 0 AOoKyMeHTaLun.

B 6a3oBbIii kKomnnekT noctaBkn ESR-1200 BxogAT:

+ mapwpyTtusarop ESR-1200;
* KOHCO/bHbI Kabesnb;

* KOMMJIEKT A1 KPenieHns ycTpoicTea B CTOMKy 197

* cepTudpukart CooTBETCTBUS,

* nacnopr;

* JoKyMeHTauums (onumuoHasnbHo);
* namMaTka 0 AOKyMeHTaLuun.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm
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B 6a30BbIi KoMnaekT noctaBkn ESR-1500 BxoasrT:

mMapLupyTtusarop ESR-1500;

KOHCO/1bHbI Kabesb;

KOMMN/EKT [/17 KpensieHUss yCTpoincTea B CTolky 19
cepTudomkaT COOTBETCTBUS;

nacnopr;

[loKyMeHTauus (onyuoHasibHo);

namaTka 0 JOKYMeHTaLun.

B 6a30BbIin KomnaekT noctaBkn ESR-1511 BxogAr:

MapLupyTtumsaTop ESR-1511;

KOHCO/1bHbI Kabesb;

KOMMN/EKT [/1A KpensieHUss yCTpoincTea B CTolKy 19
ceptudomkaT COOTBETCTBUS;

nacnopr;

[loKyMeHTauus (onuuoHasibHo);

namaTKa 0 JOKYMeHTaLuu.

B 6a3oBbIii kKomnnekT noctaBkn ESR-1700 BxogAT:

mapLupyTtusarop ESR-1700;

KOHCO/1bHbI Kabesb;

KOMMN/EKT [/1A KpensieHUss yCTpoincTea B CTolKy 19
cepTudomkaT COOTBETCTBUS;

nacnopr;

[loKyMeHTauus (onuuoHasibHo);

namaTKa 0 JOKYMeHTaLun.

B 6a3oBbIin kKomnnekT noctaBkn ESR-3100 BxogAT:

mMapLupyTtumsaTop ESR-3100;

KOHCO/1bHbI Kabesb;

KOMMN/EKT [/1A KpensieHUss yCTpoincTea B CTolKy 19
ceptudomkaT COOTBETCTBUS;

nacnopr;

[loKyMeHTauus (onuuoHasibHo);

namaTKa 0 JOKYMeHTaLun.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Mo 3aka3y nokynarens ana ESR-1000, ESR-1200 B KOMNEKT NOCTaBKU MOXET ObITb BK/1HOYEH

Moaynb nutaHusa (PM160-220/12 unn PM100-48/12).

Mo 3akasy nokynatens gns ESR-1500, ESR-1511, ESR-3100 B KOMNIEKT NOCTaBKN MOXET ObITb

BK/IIOUEH Moy b nuTaHua (PM160-220/12).

Mo 3akasy nokynatens gns ESR-1700 B KOMN/EKT NOCTaBKU MOXET ObITb BK/1IOYEH MOAY/1b

nutanusa (PM350-220/12 unu PM350-48/12).

Mo 3aka3y nokynartesisi B KOMIMJIEKT MOCTaBKU MOTYT 6bITb BKMtoueHbl SFP/SFP+-TpaHcuBepbl.
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

3 YcTaHOoBKa 1 NogkyeHue

+ KpenseHue KpoHLITENHOB
* YcTaHOBKa yCTPOWCTBa B CTOMKY
+ YctaHoBka mogynein nutadus ESR-1000, ESR-1200, ESR-1500, ESR-1511, ESR-1700, ESR-3100
+ MopxnioyeHne nuTatoLLein cetu
* YcTaHoBKa 1 yaasieHne SFP-TpaHCcuBepoB
* YcTaHOBKa TpaHcusepa
* YpaneHve TpaHcusepa

B gaHHOM pasgene onucaHbl Npoueaypbl yCTaHOBKM YCTPOACTBA B CTOMKY U NOAK/THOYEHNSA K MUTAIOLLLEN CEeTu.

3.1 KpenneHune KpOHLWTENHOB

B kOMNEeKT NocTaBKuM YCTPONCTBA BXOAAT KPOHLUTENHbI 4151 YCTAHOBKM B CTOMKY Y BUHTbI AN151 KPEneHus
KPOHLUTEHOB K Koprycy ycTpoicTsa. 15 yCTaHOBKN KPOHLUTEHOB:

PucyHok 50 — KpenneHve KpoHLWTeNHOB

1. CoBMeCTWTE YeTbIpe OTBEPCTUSA 47151 BUHTOB Ha KPOHLUTEHE C TaKUMM Xe OTBEPCTUSIMM Ha GOKOBOW
naHenu ycTpoiicTsea.

2. C nomoLLbi0 OTBEPTKN MPUKPENNTE KPOHLLTENH BUHTaMM K KOpMycCy.

3. MoeTopuTe gelicTemA 1, 2 ANs BTOPOro KPOHLUTENHA.

3.2 YcTtaHOBKa yCTPOMUCTBa B CTOMKY
[lns yCTaHOBKM YCTPOICTBA B CTOMKY:

1. MNpunoxute yCTPOCTBO K BEPTUKA/IbHBIM HANPaBAAOLLMM CTOMKMN.

2. CoBmecTuTe OTBEPCTUS KPOHLITEHOB C OTBEPCTUSIMU HA HanpaBNALWMX CTOMKN. Vicnonb3yinte
OTBEPCTUSA B HaNpaBASALMX HA O4HOM YPOBHE C 06enX CTOPOH CTOMKN A/18 TOro, YTOOb! YCTPOACTBO
pacrnonarasnocb ropu3oHTasIbHO.

3. C nomMoLbo OTBEPTKM NPUKPENUTE MapLUpyTU3aTop K CTONKE BUHTaMW.
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PucyHok 51 — YcTaHOBKa yCTPOIACTBA B CTOVKY

© BeHTUnAUMA ycTpoiicTBa opraHM3oBaHa no cxeme (ppoHT-TbiN. Ha nepegHeli 1 60KOBbIX
naHensix ycTpoiicTBa pacnosioXXeHbl BEHTUISAALMOHHbIE OTBEPCTUS, C 3afHel CTOPOHbI
YCTpOiicTBa pacnosioXeHbl BEHTUMSALMOHHbIE MoAyuU. He 3aKkpbiBaiiTe BXOAHble U BbIXOAHbIe
BEHTU/ISILMOHHbIE OTBEPCTUS NOCTOPOHHUMM NpegMeTaMu Bo u3bexaHue neperpesa
KOMMOHEHTOB YCTPOICTBA 1 HapyLUeHUs ero paGoTbl.

3.3 YctaHoBka moaynei nutaiusa ESR-1000, ESR-1200, ESR-1500, ESR-1511, ESR-1700,
ESR-3100

MapuwpyTnsatopbl ESR-1000/1200/1500/1511/1700/3100 moryT paboTars C O4HUM U ABYMS MOAYSAMU
nUTaHus. YCTaHOBKa BTOPOro MOAY/ S MMTaHMsA Heo6xoaMma B C/lydae UCnosib30BaHMs YCTPOMCTBA B YC/10BUSIX,
TPEeOYHLMX MNOBbILLEHHON HAAEXHOCTU.

MecTa /191 YCTaHOBKU MOAy/ el NMMTaHNS C 3NEKTPUYECKON TOUYKN 3PEHNS PaBHOLLEHHbI. C TOUKM 3peHunst
MCNOMb30BaHMSA YCTPOCTBA, MOAY/ b MUTAHUS MOXET HAXOAUTLCA B OCHOBHOM U PE3EPBHOM pa3beMe,
MHhopMaLmMs 0 NPUOPUTETHOCTY HaxoamMTCsA B Tabnuue "OnucaHne pasbemMoB 3aHel naHenm
mMapLupyTusartopa”. Mogy/im NUTaHns MOryT yCTaHaB/IMBATLCS U U3B/eKaTbCS 6e3 BbIK/TUYEHNS YCTPOCTBA.
Mpwn ycTaHOBKE U/ U3BMIEYEHUW AONOSTHATENBHOIO MOAYS NMUTAHUSE MApLLPYTU3aTOp NPOAO/IKAET paboTy 6e3
nepesanycka.
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PucyHok 53 — YcTtaHoBKa 3arfyLuKku

© WVHaukaumsa aBapun MOAYNSA MUTAHUA MOXET ObITh BbI3BaHa HE TOMILKO OTKA30M MOAY/S, HO 1

OTCYTCTBUEM NEPBUYHOIO NUTaAHUA.

CocTosiHVMe Moaynel NUTaHUs MOXEeT ObITb NPOBEPEHO MO MHAMKALMMK Ha NepeaHeli NaHeNn MapLupyTmsaTopa
(cMm. paspen CeeToBas VHAMKALMSA) UK MO ANArHOCTVKE, AOCTYMHOI Yepes nHTepdeinchl ynpasieHus
MapLLpyTU3aTOPOM.

3.4 MopknioueHne NUTaKOLLEN ceTn

1.

Mpexgae Yem K yCTpoicTBy ByaeT NOAKNIOYEHA NUTAKOLWANA CETb, HEOOXOAMMO 3a3EeMINTb KOPMYC
yCTpoicTBa. 3a3eMsieHne He06X0AMMO BbINOMHATL N30/IMPOBAHHBLIM MHOTOXW/TbHBIM MPOBOAOM.
YCTPOICTBO 3a3eM/IEHNSI U CEYEHME 3a3eM/ISIOLLLEr0 NPOBOAA AO/MKHbI COOTBETCTBOBATL TPE6OBaHNSMM
MpaBuN yCcTpoICTBa 3/1eKTPOyCcTaHoBOK (MYJ).

Ecnu npegnonaraetca nogxnoveHne KoMnbotepa namn MHoro 06opyaoBaHns K KOHCO/IbHOMY NopTy
MapLupyTM3aTopa, 3To 060opyaoBaHMe Takke AO/MKHO ObITb HAAEXHO 3a3eM/1eHO.

MoaknumTe K yCTPOCTBY Kabenb NuTaHus. B 3aBUCMMOCTM OT KOMMIEKTaLMmn yCTponcTea, nuTaHme
MOXET OCYLLLEeCTBNATLCA OT CETU NEePEMEHHOI0 Toka B0 OT CeTU MOCTOAHHOIO ToKa. Npn NOAKNYEHUN

CEeTV NepeMeHHOro Toka crieAyeT UCNosb3oBaTh Kabesb, BXOASALLMIA B KOMMMEKT ycTpoiicTa. s

noaKNryYeHnd K Cetu NOCTOAHHOIO TOKa MCﬂOﬂbByVITe NnpoBOfg, CeYeHNEM He MeHee 1 MM2.

BkntoumTe nuTaHne ycTpoincTea 1 ybegutecb B OTCYTCTBUM aBapuii MO COCTOSIHUIO MHAMKATOPOB Ha
nepegHein naHenw.
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3.5 YctaHoBKa n yganeHune SFP-tpaHcuBepoB

& YctaHOBKa ONTUYECKUX MOAYIIE MOXET NPOU3BOAUTBLCA KaK NPU BbIK/IIOYEHHOM, TaK U npu
BKJ/1IOMEHHOM YCTpPOICTBE.

3.5.1 YcTaHOBKa TpaHcuBepa

1. BcTaBbTe BepxHUin SFP-moaynb B CNOT OTKPLITOM YacTbio pasbemMa BHU3, a HWXXHWI SFP-MoAynb — OTKPbITOW
4acTbl0 pasbema BBEpX.
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PucyHok 54 — YctaHoBka SFP-TpaHcuBepoB

2. HapaBnTe Ha Moy b MO HaNpPaB/eHWo BHYTPb KOpMyca yCTPOCTBA A0 NOSIB/IEHNS XapaKTepHOro LWenyka
chukcauum moayns.

PucyHok 55 — YctaHoBneHHble SFP-TpaHcuBepsbl

3.5.2 YpaneHue TpaHcuBepa

1. OTKMHbTE PYKOATKY MOZY/ISA, 3TO NpMBeAET K pa3b/oKMpoBaHMI0 yAepXMBatoLLEN 3aLlesku.

PucyHok 56 — OTKpbITHe 3awenkn SFP-TpaHcnBepos

2. 3BneknTe Moaynb 13 crioTa.

PucyHok 57 — 3BneveHne SFP-TpaHcuBepos
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4 WHTepdrencol ynpaBieHns

* VHTepdeiic komaHaHoli cTpoku (CLI)
* Tvnbl 1 NOPAA0K MMEHOBaHNSA MHTEPIEICOB MapLLpyTM3aTopa
« Tunbl ¥ NOPAA0K UMEHOBaHWA TYHHENEe MapLLpyTu3aTopa

HaCTpOVIKa N MOHUTOPUHI yCTpOVICTBa MOTYT OCYLLEeCTBNATbLCA Yepes pa3/inyHble MHTep(*)eﬁCbl ynpaseHus.

[nsa goctyna K yCTpoicTBY MOXET MCMO/Ib30BaTLCSA CETEBOE MOAK/UEHME No npoTokonam Telnet n SSH nnn
NpsIMOe MNOAK/YEHVE Yepe3 KOHCO/TbHBbIV MOPT, COOTBETCTBYOLLMIA cneumdnkauum RS-232. Mpu gocTyne no

npoTtokonam Telnet, SSH 1 npy noAkNOYEHNN Yepe3 KOHCO/bHbI NOPT A5 yNpaBieHns YyCTPONCTBOM
NCNonb3yeTcsa NHTepAeiic KOMaH4HOM CTPOKN.

& 3aBopckaa KOHUrypauus cogepxuT onucaHue foBepeHHol 30HbI trusted u IP-agpec gns
[ocTyna K ynpasneHuio ycTpoiictBom — 192.168.1.1/24.
B ,qOBepeHHym 30HY BXOAAT MHTepdielichbl:
+ ana ESR-10: GigabitEthernet 1/0/2-6;
+ pna ESR-12V(F), ESR-14VF: GigabitEthernet 1/0/2-8;
« ansa ESR-20: GigabitEthernet 1/0/2-4;
+ ana ESR-21: GigabitEthernet 1/0/2-12;
« ansa ESR-100: GigabitEthernet 1/0/2-4;
« ansa ESR-200: GigabitEthernet 1/0/2-8;
« ansa ESR-1000: GigabitEthernet 1/0/2-24;
+ ana ESR-1200: GigabitEthernet 1/0/2-16, TengigabitEthernet 1/0/3-8;
+ ana ESR-1500: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/2-4;
+ ana ESR-1511: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/1-4;
+ ana ESR-1700: GigabitEthernet 1/0/2-4, TengigabitEthernet 1/0/3-12;
+ ana ESR-3100: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-8.

B 3aBoACKOII KOHhMrypauum Nno ymon4aHuio co3gaH nosib3osartesib «<admin» ¢ naponem
«password».

Mpu Mcronb3oBaHUM MHOGOT0 M3 NMepeUnceHHbIX MHTEPKECOB yNpaBneHus AeCTBYIOT eAuHbIe NPUHLMMbI
paboTbl C KOHhUrypauueit. lomkHa cobnogaTbcs onpeaeneHHas, onucaHHas 34ech, Nocnef0BaTe/lbHOCTb
N3MEHEHUs 1 MPUMEHEHNS KOH(UTypaLuK, NO3BO/AOLLAS 3alUTATL YCTPOWCTBO OT HEKOPPEKTHOTO
KOHCpUryprpoBaHus.

4.1 Wutepcpeiic komaHgHoli cTpoku (CLI)

NHTepdelic komaHaHoi ctpokn (Command Line Interface, CLI) — uHtepdeiic, npeaHasHaueHHbIl Ans
ynpaBs/ieHus, MPOCMOTPAa COCTOSAHUSA 1 MOHUTOPUHIa YCTpoicTBa. AnsA paboTbl noTpebyeTca nobas
ycTaHoBneHHas Ha MK nporpamma, nogaepxusatowas paboty no npotokonam Telnet, SSH nnn npsamoe
noAK/ItYeHne Yyepes KOHCO/bHbI nopT (Hanpumep, HyperTerminal).

WNHTepcheiic komaHQHOW CTPOKM 06ecneynBaeT aBTopu3aLnio Nonb3oBarteneil u orpaHnunMBaeT nux JoCTyn K
KOMaHJaM Ha OCHOBaHWM YPOBHSA AOCTYNa, 3aaHHOr0 aMUHUCTPATOPOM.

B cuctemMe MOXeT 6biTb CO34aH0 HEO6X0AMMOE KOIMYEeCTBO Mosib3oBaTesield, npaBa AoCcTyna 3a4atTcs
NHANBNAYANIbHO O/151 KAXA0r0 U3 HUX.

[na obecneyeHnss 6e30MacHOCTN KOMaHAHOIO MHTepdielica, Bce KOMaHAbl pa3fesieHbl Ha Be KaTeropum —
NPUBUNETMPOBaHHbIE N HEMPUBMNETMPOBaHHbIE. K NpMBUIerMpoBaHHbIM B OCHOBHOM OTHOCATCS KOMaH/b!
KOHUrypupoBaHus. K HenpmBmaerMpoBaHHbIM — KOMaHAbl MOHUTOPUHTA.

CvcTema No3BOJISET HECKONLKUM MOJb30BaTENAM OAHOBPEMEHHO NMoaKNt4YaTbCA K yCTpOﬁCTBy.
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4.2 Tunbl M NOPALOK UMEHOBaHUSA UHTepheiicoB MapLipyTHU3aTopa

Mpu paboTe MapLIpyT13aTopa UCMO/b3YHTCS CETEBbIE UHTEPMECHI PA3/IMYHOIO TNa U Ha3HAYEHUS.
Cucrtema UMeHOBaHMs NO3BOJISIET OHO3HAYHO aApecoBaTh UHTEPENCHI N0 UX PYHKLMOHAIbHOMY
Ha3HAYeHWI0 U MECTOMNOMOXEHUIO B cucTeMe. [lanee B Tabnvue NpuBeAEH NepeyeHs TUNOB NHTePdElicoB.

Tabnuua 42 — Tvnbl 1 NOPSAOK UMEHOBaHUA NHTepPelicoB MapLupyTmusaTopa

Tun nutepdeiica

dursnueckne nHTepeiick

MopTbl 1 F6ut/C

MopTbl 10 F6KT/C

MopTbl 40 F6uT/C

O6o03HaueHne

0O603Ha4eHne u3nyecKoro nHTepgeiica BKIOHAET B Ce6S1 ero Tun
N ngeHTudmkarop.

NpeHTudukatop dmsmuecknx nHtepdgeiicos nmeet sug <UNIT>/
<SLOT>/<PORT>, rae:

+ <UNIT> - HOMep yCcTpoiicTBa B rpynne yCTPOIiCTB,
+ <SLOT> — HOomep Moy B cocTase ycTpoictea nnv 0 npu

OTCYTCTBUW fefieHns yCTPOCTBa Ha Moy u,
+ <PORT> - nopsakoBbIii HOMep nopTa.

gigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o603HaveHus: gigabitethernet 1/0/12

& [bonyckaetcs ucnonb3oBaTb COKpauleHHOe
HauMeHoBaHue, Hanpumep gi1/0/12.

tengigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep ob6o3HaueHus: tengigabitethernet 1/0/2

& [bonyckaetcs Ucnonb3oBaTb COKpauleHHOe
HauMeHoBaHue, Hanpumep te1/0/2.

fortygigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o6o3HaueHus: fortygigabitethernet 1/0/2

& [onyckaetcs Ucnonb3oBaTh COKpauleHHOe
HaumeHoBaHue, Hanpumep fo1/0/2.
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Tun vHTepdeiica

Mpynnbl arperaummn kKaHanos

Cab-nHTepdelichl

Q-in-Q nHTepdeics!

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

OGo3HaueHne

O603HaYeHne rpynnbl arperaumm KaHanoB BK/IOYAET B cebsi ero Tum
1 NOpsiAKOBbI HOMep MHTepdelica:

port-channel <CHANNEL_ID>

Mpumep o603HaveHus: port-channel 6

& [onyckaeTcs ucnonb3oBaTb COKpalleHHOe
HaumeHoBaHue, Hanpumep, pol.

O603HaveHne cab-nHTepdeiica obpasyeTcst U3 0603Ha4YeHUs!
6a3oBoro nHTepdeiica n ngeHTudukatopa (VLAN) cab-
NHTepdeica, pasaeneHHbIX TOUKOM.

Mpumepbl 0603HaYEHNIA:

+ gigabitethernet 1/0/12.100

+ tengigabitethernet 1/0/2.123

« fortygigabitethernet 1/0/2.1024
+ port-channel 1.6

A Wpentudpukatop cy6uHTepdeiica MoXeT NnpUHUMaTh
3HauyeHus [1..4094].

O603Ha4veHmne Q-in-Q nHTepdcpelica obpasyeTcs U3 0603HAYEHNS
6a30Boro nHTepdelica, naeHTudgmkatopa cepsmcHoro VLAN 1
ngeHTndkaropa nonb3osarenbckoro VLAN, pasgeneHHbIX TOUKON.

Mpumepbl 0603HAYEHNIA:

+ gigabitethernet 1/0/12.100.10

+ tengigabitethernet 1/0/2.45.12

+ fortygigabitethernet 1/0/2.408.507
+ port-channel 1.6.34

A WpenTtudpukaTop cepBUCHOrO U NOMbL30BaTE/ILCKOro
VLAN MOXeT npuHUMaThb 3HaueHus [1..4094].
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Tun vHTepdeiica

E1-uHTepdoelichbl

Mpynnbl arperaunu E1-kaHanos

Nornyeckue nHTepdelicol

MocnepoBaTtesbHblEe MHTEPEChI

USB-mogembl

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

OGo3HaueHne

0O603HayeHune E1-nHTepdeiica BkNKOYaEeT B Ce6S €ro Tun u
naeHTudurkaTop.

WaeHtndgukartop E1-nHtepdeiicos nveet sng <UNIT>/<SLOT>/
<STREAM>, rge

+ <UNIT> - HOomep ycTpoiicTBa B rpynne yCTPOCTB,

+ <SLOT> - Homep E1-moayns B cocTaBe yCTPOMCTBA,

+ <STREAM> — nopsagkoBblii Homep E1-noToka.
Mpumep o6o3HaveHus: e1 1/0/1

O603Ha4eHue rpynnbl arperaummn E1-kaHanos BkovaeT B cebs ero
TUM 1 NOPAAKOBLIA HOMEpP UHTepdeiica:
multilink <CHANNEL_ID>

Mpumep o0603HayeHust: multilink <CHANNEL_ID>

O603Ha4YeHne NorMyeckoro nHTepdeiica ABASETCA NOPSAKOBbIM
HOMepoM MHTepdelica:

MprMepbl 0603HAYEHWIA:

+ loopback 4
+ bridge 60
+ service-port 1

O603HayeHmne nocnegoBarTesibHOro MHTepdelica BKIYaeT B Cebs
€ro TMn 1 naeHTUgUKaTop.

WpeHntudoukatop E1-nHtepdpeiicos nmeet sug <UNIT>/<SLOT>/
<STREAM>, rge

+ <UNIT> - Homep ycTpoiicTea B rpynne yctpoicTts [1..1],
+ <SLOT> — HoMep Moayns B cocTaBe ycTpoiictea nnun 0 npu
OTCYTCTBUW AeNeHNs YCTPOCTBa Ha Moaynu,
+ <PORT> — nopsiAKOBbI HOMEp nopTa.
Mpumep o6o3HayeHus: serial 1/0/1

0O603HaveHne USB-mogema BKk/IoUaeT B Cebsi ero Tumn 1 NopsiAkoBbIl
HoMep:

modem <MODEM-NUM>

Mpumep o603HayeHnsi: modem 1
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Tun nHtepdpeiica O6o3Ha4yeHue

FXS/FXO-nopThl O603HaveHne FXS/FX0O-nopToB BK/IOYaET B cebs ero Tum u
NopsiAKOBbIV HOMEP:

interface voice-port <NUM>

Mpumep 0603Ha4eHus: voice-port 1

A 1. KonuuectBo MHTepdhelicOB KaXA0ro Tuna 3aBUCUT OT MOZE/NM MapLIpyTu3aTopa.
2. Tekywasn Bepcus NO He nogaepXxuBaeT CTEKMPOBaHUeE YCTPOIiCTB. HoMmep ycTpoiicTBa B
rpynmne ycTpoicTs unit MOXeT NPUHUMATb TO/ILKO 3HaueHue 1.
3. Hekotopble KOMaHAbI NOAAEPKUBAIOT O4HOBPEMEHHYIO Pa6oTy C rpynnoii uHTepdeiicos.
[Nna ykasaHus rpynnbi MHTepelicOB MOXET GbITb UCNO/b30BaHO NepeuncsieHne yepes
3anaTylo UM yKa3aHue guanasoHa ugeHTUMKaTtopoB uepes geduc «-».
Mpumepbl yKazaHuA rpynn nHTepgeiicos:

interface gigabitethernet 1/0/1, gigabitethernet 1/0/5
interface tengigabitethernet 1/0/1-2

interface fortygigabitethernet 1/0/1-2

interface gil/0/1-3,gil/0/7,tel/0/1,fol/0/1

4.3 Tunbl M NOPAAOK MMEHOBAaHUA TYHHENEe MapLpyTusaTopa

Mpu paboTe MapLIpyTU3aTOpa UCMO/b3YIOTCA CETEBbIE TYHHENN PA3/IMYHOIO TuMNa 1 HasHadeHus. Cuctema
MIMEHOBaHWS NO3BO/ISIET OAHO3HAYHO aAPECOBaTh TYHHENN MO KX DYHKLUMOHANIbHOMY HasHaueHuo. [Janee B
Tabnuue NpuBeaeH nepeyeHb TUNoB TyHHenNel.

Ta6nuua 43 — Tunbl ¥ NOPSA0K MMEHOBAHUSA TYHHENE MapLUpyT/3aTopa

Tun TyHHens O60o3HaueHue

L2TPv3-TyHHenNb O603HayeHune L2TPv3-TyHHeNs cocToMT U3 0603HaYeHMs TUna 1 NopsaKoBOro HoMepa TyYHHenNs:
12tpv3 <L2TPV3_ID>

Mprmvep o0603HaveHus: 12tpv3 1

GRE-TyHHenNb 0O603Ha4veHne GRE-TyHHEN cocToMT n3 0603Ha4YeHMs Trna 1 NopsiIKOBOro HoMmepa TyHHenNs:
gre <GRE_ID>

Mpumep ob6o3HaveHns: gre 1

78



Tun TyHHens

SoftGRE-TyHHeNb

IPv4-over-1Pv4-
TYHHE/b

IPsec-TyHHenNb

Jlornuecknii TyHHesb
(TyHHENB MEXOY
VRF)

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

O6Go3Ha4YeHne

0O603Ha4eHne SoftGRE-TyHHeNst cocTomT 13 0603HaYeHMs TUNa, NOpPsiAKOBOr0 HoMepa TyHHEeNs
n, onumoHasnbHo, VLAN ID BupTyanbHoro nHrepgeica:

softgre <GRE_ID>[.<VLAN>]

Mpumepbl 0603HaveHus: softgre 1, softgre 1.10

0O603Ha4veHune IPv4-over-IPv4-TyHHeNs coctouT 13 0603HavYeHns Tmna 1 nopsiikoBoro Homepa
TYHHENs:

ip4ip4 <IPIP_ID>

Mpumep o603HaveHus: ipdip4 1

O603Ha4YeHne BUPTYyasibHOro IPsec-TyHHeNss COCTOUT 13 0603HAYeHUs TUMNa 1 NopsiAKOBOro
HoMepa TyHHess:

vti <VTI_ID>

Mprvmep o603HaveHus: vti 1

O603Ha4YeHne NI0rMYeckoro TYHHeNst COCTOUT 13 0603HAYEHNUS TUMa 1 NOPSIAKOBOro HoMepa
TYHHENS:

It <LT_ID>

Mpymep o603HaveHus: It 1

& KonunuecTBo TyHHeneil KaX[oro Tuna saBucUT ot mogenu u MO MapipyTusaTopa.
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5 HauanbHasi HacTpoiika MapLupyTM3aTopa

+ 3aBopgckas KoHJurypauma maplupytmsatopa ESR
+ OnuvcaHve 3aBOACKOIN KOHUrypauum
+ [ogxnoyeHne 1 KOHpUrypmposaHme MmapLupytmsaropa
+ MNopxnoyeHne K MapLipyTnsaTopy
+ [NogknoveHve nNo nokansbHow cetn Ethernet
*+ lMoakntoyeHme Yyepes KOHCOSbHbI NopT RS-232
+ [NpuMeHeHVe N3MeHeHNs KOHUrypaumm
+ basoBas HacTpolika MapLupyTmM3aTopa
* M3meHeHve napons nonb3osarens «adminy»
+ Co3fgaHvie HOBbIX Monb3oBarenei
* Ha3sHayeHve vMeHu ycTpoicTea
* HacTtpoiika napameTpoB ny6/mM4Hon cetu
* HacTpoiika ygaaneHHoro gocTyna Kk MapLpyTusatopy

5.1 3aBopgckas KoHurypauua mapwpyrtusatopa ESR

Mpw OTrpy3Ke yCTpoincTBa NOTPEOUTENI0 Ha MapLLPYTU3aTop 3arpyeHa 3aBofckas KoHdurypauus, kotopas
BK/1HOYAET MUHMM&a/IbHO HEOBX0AVMble 6a30Bble HACTPONKKM. 3aBoAcKas KOHhUrypaumsa no3sonser
MCNonb30BaTh MapLUPYTM3aTop B KayecTse Wwito3a ¢ pyHkumnerr SNAT 6e3 Heo6X0AMMOCTU NMPUMEHATD
[0nonHuTe NbHbIE HACTPOIKN. KpoMe Toro, 3aBocKast KOH(Urypauust CoAepXnUT HACTPOMKK, MO3BONSOLLNE
NOyYnTb CETEBOW AOCTYN K YCTPONCTBY AJ19 BbINO/IHEHUS PACLLUMPEHHOTO KOH(IUTYPUPOBaHUS.

5.1.1 OnucaHue 3aBOACKOIT KOHhurypauymm

[nsa noaknoYeHns K cetsMm B KOHdMrypauum onmcaHbl 2 30Hbl 6€30NacHOCTU C HAMMEHOoBaHUSIMU «Trusted»
ANns nokanbHoi cetn n «Untrusted» ans ny6nuuHoii cetn. Bce nHTepdiencol padgeneHbl MeXxay ABYX 30H
©e30nacHoOCTU:

1. 3oHa «Untrusted» npegHasHaueHa ans nogaknoueHus K nyénunuHoii cet (WAN). B 3Toli 30He OTKPbITbI
noptel DHCP-npoTokona ans nonyyeHus guHammyeckoro IP-agpeca ot npoBaiigepa. Bce Bxoasiume
COeANHEHNst N3 AaHHON 30Hbl Ha MapLUPYTU3aTOpP 3anpeLyeHbI.

B naHHy0 30HY 6€30MacHOCTN BXOAAT UHTEphelichl:
« ans ESR-10/12V: GigabitEthernet 1/0/1;
« ansa ESR-12VF/ESR-14VF: GigabitEthernet 1/0/1; GigabitEthernet 1/0/9;
« ansa ESR-20: GigabitEthernet 1/0/1;
« ansa ESR-21: GigabitEthernet 1/0/1;
« ans ESR-100/200: GigabitEthernet 1/0/1;
« ansa ESR-1000/1500/3100: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1-2;
« ans ESR-1200/1700: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1, TengigabitEthernet 1/0/2;
+ ansa ESR-1511: GigabitEthernet 1/0/1, FortygigabitEthernet 1/0/1-2;

VHTepdeiicbl 30HbI 06beANHEHBI B 0AMH L2-cermeHT yepes ceTeBoii MocT Bridge 2.

2. 3oHa «Trusted» npegHasHayeHa Ansi noaknoueHus K nokansHoi cetn (LAN). B 3Toli 30He OTKpPbITbI
nopTbl npoTtokonos Telnet u SSH ans ynaneHHoro goctyna, ICMP-npoTokona Anst npoBepKu
poctynHocTu mapuwpytmsaropa, DHCP-npoTtokona ansa nonyvyeHna knueHtamu IP-agpecos ot
MapLupyTumsatopa. Vicxogsawme coeamHeHnsa 3 4aHHOM 30Hbl B 30HY «Untrusted» paspeLueHsi.
B naHHy0 30HY 6€30MacHOCTN BXOAAT UHTepdhelichl:

ansa ESR-10: GigabitEthernet 1/0/2-6;

anst ESR-12V(F)/ESR-14VF: GigabitEthernet 1/0/2-8;

ansa ESR-20: GigabitEthernet 1/0/2-4,

ansa ESR-21: GigabitEthernet 1/0/2-12;

ansa ESR-100: GigabitEthernet 1/0/2-4,
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« ansa ESR-200: GigabitEthernet 1/0/2-8;

« ansa ESR-1000: GigabitEthernet 1/0/2-24;

+ ans ESR-1200: GigabitEthernet 1/0/2-16, TengigabitEthernet 1/0/3-8;
+ ana ESR-1500: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-4;
+ ana ESR-1511: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/1-4;
+ ans ESR-1700: GigabitEthernet 1/0/2-4, TengigabitEthernet 1/0/3-12;
+ ana ESR-3100: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-8.

NHTepdelicbl 30HbI 06beAVHEHbI B OANH L2-cermeHT Yepes ceTeBol MocCT Bridge 1.

Ha nHTepgeiice Bridge 2 skntoueH DHCP-knneHT ansa nonyyeHns guHammyeckoro IP-agpeca ot npoBaiigepa.
Ha nHTepdoeiice Bridge 1 ckoHdpuryprpoBaH ctatnyeckuin IP-agpec 192.168.1.1/24. Co3gaHHbIii IP-uHTepgeic
BbICTYMaeT B KA4eCcTBe LU/03a A1 KIMEHTOB /I0Ka/IbHOW CeTu. [INS KIMEHTOB /I0KasIbHOM CETU HAaCTPOEH
DHCP-nyn agpecoB 192.168.1.2-192.168.1.254 ¢ mackoit 255.255.255.0. na nony4eHns KmeHTamm
NoKasibHOW ceTu gocTtyna K Internet Ha mapLupyTm3aTtope BkAoYeH cepBuc Source NAT.

MoNNTUKM 30H 6E30MACHOCTU HACTPOEHBI C/IeyHLLIMM 06pasoM:

Ta6nuua 44 — OnucaHve NoNnUTYK 30H 6e30MacHOCTY

30Ha, u3 kotopoii nget Tpachmk  30Ha, B KOTOpPYHO UAaeT Tpadmk  Tun Tpaduka AeiictBne
Trusted Untrusted TCP, UDP, ICMP paspelLueH
Trusted Trusted TCP, UDP, ICMP paspeLueH
Trusted self TCP/22 (SSH), ICMP, UDP/67 paspeLueH

(DHCP Server), UDP/123 (NTP)

Untrusted self UDP/68 (DHCP Client) paspeLleH

© JAns o6ecneueHnss BOSMOXHOCTU KOH(OUIYPUPOBaHUA YCTPOICTBA NPU NEPBOM BK/IHOYEHUN B
KOHMrypaumm mapLupyT1MsaTopa co3paHa yuéTtHas 3anucb agMuHucTparopa ‘admin’ c naponem
n n
password".
MNonb3oBartento GyaeT npeasioXXeHo N3MEeHUTb Napo/ib agMUHUCTPaTopa NPU Ha4Ya/ibHOM
KOHPMIypupoBaHuM MapLupyTusartopa.

© [nsa ceteBoro goctyna K ynpasneHUio MapLipyTU3aTopoM Npy NepBoM BK/TIOUEHUN B
KOHdMrypauum 3agaH ctatuuyeckuii IP-agpec Ha uitepdoeiice Bridge 1 — 192.168.1.1/24.

81




ESR-Series. PyKoBOACTBO MO aKcniyaraunm

5.2 MopxnioueHne U KOH(UTypUMpoBaHMe MapLipyTu3aTopa

MapuwpyTunsaTtopbl cepumn ESR npegHasHaueHb! 4151 BbINOAHEHUS PYHKLMIA NOFPaHNYHOrO LW/I3a U
obecreyeHns 6e30MacHOCTV CeTV Nosb30BaTeNs NPV NOAKMIOYEHUN ee K MYB/IMYHBIM CeTAM nepesayn
[aHHbIX.

BasoBasi HacTpoiika MapLUpyTM3aTopa A0/MKHA BKoYaTh:

* HasHaueHve IP-agpecoB (CTaTMUYECKMX UK AMHAMUYECKUX) MHTepdeiicam, yuyacTByoLLMM B
MapLUpyTU3aLUmmn AaHHbIX;

* co3faHvie 30H 6e30MacHOCTU 1 pacnpefeneHne nHTepgencos nNo 3o0Hawm;

* cO3faHvie NONUTUK, PeryMpyoLwmnx NPOXoXAeHNe AaHHbIX MEXy 30Hamu;

* HacTpolika cepBMCOB, COMYTCTBYOLMX MapLpyTrsauum gaHHblx (NAT, Firewall n npoune).

PaclumpeHHble HACTPOIKN 3aBUCAT OT TPEOOBAaHWNIA KOHKPETHOW CXeMbl MPUMEHEHNS YCTPOCTBA U NIETKO MOTyT
6bITb AO6GABNEHbI UM N3MEHEHbI C MOMOLLIbIO UMEIOLLMXCA MHTephencoB ynpaBneHus.

5.2.1 MoaxniovyeHue K MapLpyTusaTtopy

MpeaycMoTpeHbI crieaytoLime cnoco6bl NOAKIHUYEHUS K YCTPOCTBY:

MopxnoueHne No nokanbHoii cetn Ethernet

& Tpu nepBoHaYaNbLHOM cTapTe MapLUPYTM3aTOP 3arpy)aeTcs ¢ 3aBOACKOl KOHurypauueil.
OnucaHue 3aBOACKOW KOHMUrypauum npuBeaeHo B pasgene 3aBo/ckas KoHurypaums
mMaplipyTtnsatopa ESR gaHHOro pykosoacrea.

MopaxntounTe ceTeBO kabenb Nnepegayn aaHHbIX (NaTy-kopa) K Nto6omMy NopTy, BXoAsaweMy B 30Hy «Trusted», n
K KOMMNbIOTEPY, NPegHa3HaYeHHOMY A/151 yNpaB/eHus.

B 3aBoACKOl KOH(MIypaumm MapLlipyTusaTopa aktueruposaH DHCP-cepsep ¢ nynom IP-agpecoB B noaceT
192.168.1.0/24.

Mpwn NoAKYEHUN CETEBOTO MHTEPdIelica ynpaBnstoLWEero KOMNboTepa OH A0/HKEH NOMYyYnTb CETEBOI agpec
OT cepBepa.

Ecnwu IP-agpec He nosyyeH no kakor-mbo NpuynHe, TO CneayeT Ha3HauuTb agpec nHTepderica BpyUHyto,
ncnonb3ysa nboi agpec, kpome 192.168.1.1, B noacetn 192.168.1.0/24.

MopkntoueHue yepes KOHCOJIbHbIW NOPT RS-232

Mpu nomolum kabens RJ-45/DBF9, KoTopblil BXOAUT B KOMMIEKT NOCTaBKU YCTPONCTBA, COeANHUTE NOpT
«Console» MapLipyT3aTopa ¢ noptom RS-232 komnbloTepa.

3anycTuTe TepMUHa/bHY0 nporpammy (Hanpumep, HyperTerminal nnn Minicom) 1 co3aaiite HoBoe
noaktodeHve. JomkeH 6biTb MCMNONb30BaH pexum amynauum tepmmHana VT100.

BbinonHute cnegytouime HacTponikn nHTepgeinca RS-232:

CkopocTb: 115200 6UT/C
BuTbl AaHHbIX: 8 GUT
YeTHOCTb: HET

CtonoBble 6UThI: 1
YnpasneHue NOTOKOM: HeT
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5.2.2 MpumeHeHne U3MeHeHUs1 KoHdurypauum

Nio6ble N3MEHEHUS], BHECEHHbIE B KOH(DUTYPaLWIO, BCTYNAT B AeCTBME TOMBbKO NOC/e NPUMEHEHNS KOMaH/bI:

esr# commit
Configuration has been successfully committed

Mocne NnpuMeHeHUs AaHHON KOMaHAbl 3anyckaetcs Tarimep "oTkara” KoHpurypaummn. [1ns octaHoOBKM Talmepa
N MmexaHu3Ma "oTkara' Mcnonb3yeTcsa kKoMaHaa:

esr# confirm
Configuration has been successfully confirmed

3HaueHve Taiimepa "oTkaTa" no ymonuanuio — 600 cekyHz,. [Ana n3MeHeHUs JaHHOro Talimepa MUCrnosb3yeTcst
KOMaHga:

esr(config)# system config-confirm timeout <TIME>

+ <TIME> — vHTepBan BpeMeHU OXunaaHus NoLATBEPXKAEHUA KOHpUrypauun, NpuHUMaeT 3HayeHne B
cekyHaax [120..86400].

5.2.3 Bba3oBas HacTpoiika MapLipyTusaropa
Mpoueaypa HacTPOKKN MapLupyTu3aropa npv NepBoM BK/IHOYEHUM COCTOUT U3 C/IeAYOLLMX 3Tanos:

* M3meHeHue napons nonb3oBatens «admin.

+ Co3gaHune HOBbIX Mo/b30BaTeNeil.

- HasHaueHue umeHm ycTpoiictea (Hostname).

* YcTaHOBKa NapameTpoB NOAK/UYEHMS K Ny6IMUYHOI CETV B COOTBETCTBUM C TPe6oBaHUAMM NpoBaiigepa.
+ HacTpoiika yganeHHoro AocTyna K MapLipyT13artopy.

+ MNpumeHeHne 6a30BbIX HACTPOEK.

MN3meHeHue napona nonb3oBarens «adminx»

[ns 3aumiieHHoro Bxoga B CUCTEMY HEOOGXOAMMO CMEHWUTb Naposib NPUBMIENMPOBAHHOIO MNOb30BaTeNs
«admin».

& YueTHas 3anucb techsupport Heo6xoauMa ANA yAaNeHHOTo 0GCTY)XMBaHUA CEPBUCHBIM
LeHTPOM;
YyeTHas 3anucb remote — ayteHTudnkauma RADIUS, TACACS+, LDAP;
Ypanutb nonb3oBarteneii admin, techsupport, remote HeNnb351. MOXXHO TO/IbKO CMEHUTb Naposib U
YpPOBEHb NpUBUIIETNIA.

Nmsa nonb3oBatens 1 naposib BBOAUTCSA NPU BXOAE B CUCTEMY BO BPEMS CEAQHCOB alMMHUCTPUPOBAHNS
yCTpOWCTBA.
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[N n3meHeHns1 napons nonb3osaresis «adminy» UCNONb3YTCA Crieayolumne KoMaHabl:

esr# configure

esr(config)# username admin
esr(config-user)# password <new-password>
esr(config-user)# exit

Co3pgaHune HOBbIX nonb3oBareneii

[nAa co3gaHna HOBOro Nosib3oBaTensa CUCTeMbl U HaCTDOI\/‘IKI/I nwboro n3 napameTpoB: UMEHW MOJ/1b30BaTes1s,
Haponﬂ,ypOBHﬂﬂpMBMﬂeFMMp—MCHOﬂb3waCﬂKOMaHAbH

esr(config)# username <name>
esr(config-user)# password <password>
esr(config-user)# privilege <privilege>
esr(config-user)# exit

& YposHu npuBuneruii 1-9 paspeLwaroT JOCTYN K YCTPOWCTBY U MPOCMOTP €ro onepaTuBHOro
COCTOSIHUA, HO 3anpeLatoT HaCTPoIiKy. YpoBHU npuBunerunii 10-14 paspeLuatoT Kak AOCTyn, Tak
M HACTPOWKY Gonbluel yacTu pyHKUUIA yCTPOMCTBA. YPOBeHb NpuBuneruii 15 paspeLuaer Kak
[OCTYN, TaK U HACTPOIKY BCceX (hyHKUUIA yCTPOMCTBA.

Mpumep KomaHa, ans cozaaHmsa nonb3oBatens «fedor» ¢ naponem «12345678» 1 ypoBHeM npuBuaernin 15 un
c034aHus nosib3oBarens «ivan» ¢ naponem «password» 1 ypoBHem npusuniernii 1:

esr# configure

esr(config)# username fedor
esr(config-user)# password 12345678
esr(config-user)# privilege 15
esr(config-user)# exit

esr(config)# username ivan
esr(config-user)# password password
esr(config-user)# privilege 1
esr(config-user)# exit

& YpoBHU npuBuneruii 1-9 paspeLaroT 4OCTYN K yCTPOWCTBY M NPOCMOTP €ro onepaTMuBHOro
COCTOSIHMSA, HO 3anpeLaloT HaCTPOWKY. YPoBHU npuBunernii 10-14 paspellatot Kak 4OCTyn, Tak
M HaCTPOWKY Gonblueii yacTu hbyHKUUA yCTPOUCTBA. YPOBEHb NpuBunernii 15 paspeluaer Kak
[OCTYN, TaK U HACTPOWKY BCeX (PYHKLUUIA yCTPOUCTBA.
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Mpumep KomaHa Ana cosgaHuns nonb3osatens «fedor» ¢ naponem «12345678» 1 yposHeM npuBunernin 15 n
co34aHus nosb3oBarens «ivan» ¢ naponem «password» 1 ypoBHem npusunervii 1:

esr# configure

esr(config)# username fedor
esr(config-user)# password 12345678
esr(config-user)# privilege 15
esr(config-user)# exit

esr(config)# username ivan
esr(config-user)# password password
esr(config-user)# privilege 1
esr(config-user)# exit

Ha3HaueHue umeHu ycTpoiicTBa

[N Ha3HAYEHUs1 UIMEHM YCTPOICTBA UCNOMb3YTCA CeaytoLime KOMaHbl:

esr# configure
esr(config)# hostname <new-name>

Mocne NpYMEHEHNS KOHQUIypaLun NpurialieHne KOMaHHON CTPOKU M3MEHWUTCS HA 3HAUYeHWe, 3alaHHoe
napamMeTpom <new-name>.

HacTpoiika napameTpoB ny6/n4HoIi ceTu

[N HaCTPOIiKM ceTeBOro MHTepdpelica MapLipyTu3aTopa B Ny6AnyYHOM CETU HEOBXOAMMO Ha3HaUYUTb
yCTPOICTBY NapaMeTpbl, onpeaenéHHble npoBaiiaepomM cetv — IP-agpec, Macka NoAceTy 1 afpec LW3a no
YMO/TYaHWIO.

Mpumep KomaHA, HacTpolikn ctatudeckoro IP-agpeca gna cab-uHtepgeiica Gigabit Ethernet 1/0/2.150 gns
[ocTyna K Mapwpytusartopy yepes VLAN 150.

MapameTpbl UHTEPAIEiCa:

+ IP-agpec — 192.168.16.144;
+ Macka nogcetn — 255.255.255.0;
* IP-agpec wno3a no ymonyaHuio — 192.168.16.1.

esr# configure

esr(config)# interface gigabitethernet 1/0/2.150
esr(config-subif)# ip address 192.168.16.144/24
esr(config-subif)# exit

esr(config)# ip route 0.0.0.0/0 192.168.16.1

[nsa Toro 4to6bl Y6eanTbCs, UTO aApec Obls1 Ha3HavYeH MHTEpPJIecy, Nocne NPUMEHEHNS KOHUrypaumm
BBEAMTE C/IeAYHOLLYH0 KOMaHAy:

esr# show ip interfaces
IP address Interface Type

192.168.16.144/24 gigabitethernet 1/0/2.150 static
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MpoBaiaep MOXET NCNONBb30BaTb ANHAMUYECKN Ha3HavYaeMble agpeca B cBoei cetu. Ansa nonyyvenus IP-
azpeca MOXeT ucnosib3osarbcs npotokos1 DHCP, ecnn B cetn npucytcTeyeTt cepsep DHCP.

MpviMep HaCTPOIiKK, NpeAHa3HaYeHHON ANs nosyyYeHns anHamunyeckoro IP-agpeca ot DHCP-cepsepa Ha
nHtepdcpeiice Gigabit Ethernet 1/0/10:

esr# configure

esr(config)# interface gigabitethernet 1/0/10
esr(config-if)# ip address dhcp
esr(config-if)# exit

[nsi Toro UTo6bLI Y6EAUTHLCS, UTO aApec OblN Ha3HauYeH UHTepdielicy, BBeauTe CeyHoLlyo KOMaHay nocrne
MPYMEHEHNS KOHQMIypaLn:

esr# show ip interfaces
IP address Interface Type

192.168.11.5/25 gigabitethernet 1/0/10 DHCP

HacTtpoiika yganeHHoro goctyna K mapLipyTusaTopy

B 3aB0o/CKOIi KOHGOMIypaLymn paspeLleH yaaneHHbli 4oCTyn K MapLipyTM3aTopy no npotokonam Telnet nnu
SSH 13 30HbI «trusted». 11 TOro 4To6bI PA3PELLINTL YAANEHHbIA AOCTYN K MapLIpyTM3aTopy M3 APYriX 30H,
Hanpumep, U3 Ny6/INYHOI CeTn, He06X0AMMO CO3/aTh COOTBETCTBYOLLME npaBuna B firewall.

Mpu KOHUIYpUpPOBaHUK AOCTYNa K MapLUpPyTU3aTopy NpaBuia co34atoTcs A8 Napbl 30H:

* source-zone — 30Ha, U3 KOTOPOIi BYAET OCYLLECTBNSATLCS YAa/IEHHbI AOCTY;
- self - 30Ha, B KOTOPOI1 HAXOAUTCS UHTEPEIC YyNpaBNeHNss MapLIPyTM3aTOPOM.

[nsi co3maHns paspeLuaroLlero npasuaa Ucnosb3yTcs CeaytolMe KOMaH bl

esr# configure

esr(config)# security zone-pair <source-zone> self
esr(config-zone-pair)# rule <number>

esr(config-zone-rule)# action permit

esr(config-zone-rule)# match protocol tcp

esr(config-zone-rule)# match source-address <network object-group>
esr(config-zone-rule)# match destination-address <network object-group>
esr(config-zone-rule)# match destination-port <service object-group>
esr(config-zone-rule)# enable

esr(config-zone-rule)# exit

esr(config-zone-pair)# exit
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Mpumep KomaHa ANsa paspeLueHuns nosb3oBaTensm ns 30Hbl «untrusted» ¢ IP-agpecamu
132.16.0.5-132.16.0.10 nogxntovatbCca K mapipyTtusatopy ¢ IP-agpecom 40.13.1.22 no npotokony SSH:

esr# configure

esr(config)# object-group network clients
esr(config-addr-set)# ip address-range 132.16.0.5-132.16.0.10
esr(config-addr-set)# exit

esr(config)# object-group network gateway
esr(config-addr-set)# ip address-range 40.13.1.22
esr(config-addr-set)# exit

esr(config)# object-group service ssh
esr(config-port-set)# port-range 22
esr(config-port-set)# exit

esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 10

esr(config-zone-rule)# action permit
esr(config-zone-rule)# match protocol tcp
esr(config-zone-rule)# match source-address clients
esr(config-zone-rule)# match destination-address gateway
esr(config-zone-rule)# match destination-port ssh
esr(config-zone-rule)# enable

esr(config-zone-rule)# exit

esr(config-zone-pair)# exit
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6 OG6HOB/IEHME NpPOrpaMMHOro obecneyeHns
+ O6GHOBNEHME nporpamMmmHoro obecnevyeHus cpeacreamMmm CUCTEMbI

+ OGHOB/EHVE NPOrPaMMHOr0 06ecrneyeHns U3 HavaslbHOrO 3arpy3ynka
+ O6HOB/MEHME BTOPUYHOrO 3arpysumka (U-Boot)

6.1 OGHOB/IEHUe NPOrpaMMHOro o6ecrneyeHus cpeacTBaMyu CUCTEMbI

© JAns o6HOBNEHUSA NPOrPaAMMHOr0O oGecrneyeHunsi NOHaA06GMTCA OAUH U3 CNIEAYIOLUX CEPBEPOB:
TFTP, FTP, SCP. Ha cepBep A0/MKHbI 6bITb NOMeLeHbl haiiibl NporpaMmMHOro oéecrneyeHus
MapLupyTM3aTropa, nony4yeHHble OT NPOU3BOAUTENSA.
Ha mapLupyTusarope xpaHuTcs AiBe KONnuu nporpamMMHoOro o6ecnedveHus. [ins oéecneyeHus
HafleXXHOCTU npoueaypbl OGHOB/IEHUSA NPOrpaMMHOro o6ecnevyeHus 4OoCTynHa Ans
OGHOB/IEHMUA TO/ILKO KOMUA, KOTOpasi He Gblfla UCNONb30BaHa A/ NOC/NIefHEero crapra
ycTpoiicTBa.

© nNpu o6HOBNEHUN NPOrPaMMHOro o6ecneyeHns KOHPUrypauus mappyTusaTopa
KOHBEPTUpPYeTCs B COOTBETCTBUU C HOBOW Bepcueil.
Mpwu 3arpy3ke MmappyTrsaropa c 60s1ee cTapoii Bepcueit NporpaMMHOro oGecrneyeHus, Yem
3arpyxeHHasi paHee, KOH(hUrypauus He KOHBEPTUPYETCS U BNOCNEACTBUMN yaansieTcs.

& OGHoBneHue MO ¢ 6onee paHHUX BepPcuii MOXXHO NMPOU3BECTU, BOCMNO/Ib30BaBLLUCH
MHCTPYKLUUeii, npuBeaeHHON B pasaene OOHOB/IEHNE MPOrpaMMHOro obecrneyeHns N3 HavaslbHoro
3arpysuvka.

O6HOoBNEHME NPOrpaMMHOro obecneyeHns Ha yCTPOCTBe, paboTatoLLeM nog ynpasieHnem onepawMoHHON
CUCTEMbI, BbIMOSIHAETCS B C/IeAyoLLEeM Nopsike.

1. MNopgroToBbTe AN paboTbl BbIbpaHHbI cepaep. [Lo/mkeH 6bITb U3BECTEH aApec cepBepa, Ha cepeepe
[O/MKEH ObITb pa3MeLLeH AUCTPUBYTUBHDINA haiin NporpaMMHOro obecneyeHus.

2. MapLupyTnsaTop fO/DKEeH 6bITb NOArOTOB/IEH K paboTe B COOTBETCTBUU C TPEOOBaAHUAMUN AOKYMEHTaLMN.
KoHchurypauusa mapLupytusaropa Ao/hkHa No3BoNATbE 06MeHNBaTLCS AaHHbIMK Mo npoTtokonam TFTP/
FTP/SCP n ICMP ¢ cepsepom. [Npy 3TOM A0/KHA ObITb YYTEHa NPUHALIEXHOCTb CepBepa K 30HaM
6e3onacHoCTV MapLupyTnsaTopa.

3. MogknioumTech K MapLLpyTU3aTopy /I0KasIbHO Yepes KOHCO/bHbIM nopT Console nnu yaaneHHo,
ncnonb3ysa npokosnbl Telnet unn SSH.

MpoBepbTe AOCTYMHOCTb CepBepa A/ MapLupyTM3aTtopa, UCNosb3ys KOMaHA4y ping Ha MapLupyTusatope.
Ecnu cepsep He fOCTyneH — NpoBepbTe NPaBUIbHOCTb HACTPOEK MapLLpyTU3aTopa 1 COCTOsAHME
ceTeBbIX MHTEP(helicoB cepBepa.

4. [1na 06HOBNEHMA NPOrpaMMHOro obecneyeHs MmapLupyTM3aTopa BBeauTe criefyoLLyo KomaHay. B
KayecTBe napamertpa <server> fLO/keH ObITb yka3aH IP-agpec ncnonb3yemoro cepsepa. Ans
o6HoBneHust ¢ FTP nnm SCP-cepBepa noTpebyeTcs BBECTU UMS NO/Ib30BaTeNs (NapaMeTp <user>) u
naposnb (napameTp <password>). B kauecTBe napametpa <file_name> ykaxute nms caina
nporpammHoro o6ecneyeHus, NOMeLLLeHHOro Ha cepeep (Npu ncnosb3oBaHUM SCP HYXHO yKka3aTb
NonHbIiA NyTb — NapameTp <folder>). Mocne BBOAA KOMaHAbl MapLLpYTMU3aTOp cKonupyeT dhaiin Bo
BHYTPEHHIOIO NamMATb, NPOBEPUT LE/IOCTHOCTb AaHHbIX Y COXPaHWUT ero B 3HeproHe3aBrcMy0 NamsAThb
YCTpPOWCTBA.

TFTP:

esr# copy tftp://<server>:/<file_name> system:firmware
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FTP:

esr# copy ftp://[<user>[:<password>]@]<server>:/<file_name> system:firmware

SCP:

esr# copy scp://[<user>[:<password>]@]<server>://<folder>/<file_name>system:firmware

SFTP:

esr# copy sftp://[<user>[:<password>]@]<server>:/<file_name> system:firmware

[na npumepa o6HoBMTE 0cHOBHOE MO yepes SCP:

esr# copy scp://adm:passwordl123@192.168.16.168://home/tftp/firmware system:firmware

. [Ansa Toro 4To6bl YCTPOICTBO paboTasno nof ynpas/eHnem HOBOV BEpCUM NPOrpaMMHOr0 o6ecneyeHus,
HEeo6X0IMMO NPOU3BECTU NEepPeK/ioUeHne akTMBHOro o6pasa. C NoMoLLb0 KoMaHabl show bootvar
cnepyert BbISICHATL HOMEpP 06pasa, coaepxallero o6HosneHHoe MO.

esr# show bootvar

Image Version Date Status After reboot
1 1.0.7 build 141[f812808] date 18/02/2015 time Active *

16:12:54
2 1.0.7 build 141[f812808] date 18/02/2015 time Not Active

16:12:54

[ns Bbibopa o6pasza Ncnonb3yinTe KomaHay:

esr# boot system image-[1]2]

. [Ana 06HOBNEHUs BTopuUyHoro 3arpysunka (U-Boot) BBeauTe cneayoLyto KomaHay. B kauecTse
napameTpa <server> [ofxeH 6bITb yKkasaH IP-agpec ncnonb3yemoro cepeepa. [1s o6HoBneHus ¢ FTP
nnn SCP-cepBepa notTpebyeTcst BBECTY UMS NoMb3oBaTesis (napameTp <user>) 1 naposb (napameTp
<password>). B kauecTBe napameTpa <file_name> ykaxute ums paiinia BTOPUYHOTO 3arpy3uika,
MoOMeLLEeHHOro Ha cepBep (Npu ucnosnb3oBaHnn SCP HyXHO ykasaTb NO/HbIA NyTb — napameTp <folder>).
Mocne BBOZA KOMaHAbl MapLLpPyTA3aTOP CKOMMPYET dhaiisl BO BHYTPEHHIOK NamsiTb, NPOBEPUT
LIe/TOCTHOCTb [@HHbIX U COXPAHWUT €50 B SHEPrOHE3ABUCKMYHO NaMsiTb YCTPOICTBA.

TFTP:

esr# copy tftp://<server>:/<file_name> system:boot-2

FTP:

esr# copy ftp://<server>:/<file_name> system:boot-2

SCP:

esr# copy scp://[<user>[:<password>]@]<server>://<folder>/<file_name>system:boot-2
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SFTP:

esr# copy sftp://<server>:/<file_name> system:boot-2

6.2 O6HOBNEHWE NPOrpaMMHOro o6ecrnevyeHnsa U3 Ha4yasIbHOro 3arpy3Jmka

MporpammHoe obecneyeHme MapLLpyTM3aTopa MOXHO OOHOBUTbL M3 HAYa/IbHOIO 3arpy3yvka crieayowmm
obpasom:

1. OcTaHoBUTE 3arpy3Ky yCTPONCTBA NOC/I€ OKOHYaHWS MHULMann3aumMm MapLipytmsaTopa 3arpy3unkom U-
Boot, HaxxaB knaBuwy <Esc>.

Configuring PoE...
distribution 1 dest_threshold 0Oxa drop_timer 0x0
Configuring POE 1in bypass mode
NAE configuration done!
initializing port 0, type 2.
initializing port 1, type 2.
SMC Endian Test:b81fb81f
nae-0, nae-1
=======Skip: Load SYS UCORE for old 8xxB1/3xxB0® revision on default.
Hit any key to stop autoboot: 2

2. Yxkaxute IP-agpec TFTP-cepBepa:

BRCM.XLP316L1ite Rev BO.u-boot# serverip 10.100.100.1

[na sBepcumn 1.5 v BblWwe:

BRCM.XLP316Lite Rev BO.u-boot# serverip 10.100.100.1

3. YkaxuTte IP-agpec mapLipyTtusatopa:

BRCM.XLP316L1ite Rev BO.u-boot# ipaddr 10.100.100.2

Ons sepcumn 1.5 n Bblle:

BRCM.XLP316L1ite Rev BO.u-boot# +ipaddr 10.100.100.2

4. YkaxuTe umsa paiina nporpaMMHOro obecreveHus Ha TFTP-cepsepe:

BRCM.XLP316L1ite Rev BO.u-boot# firmware_file firmware

[na sepcumn 1.5 v BbILWE:

BRCM.XLP316Lite Rev BO.u-boot# firmware_file firmware

5. MOXHO COXpaHUTb OKPYXXEeHNE KOMaH/10ii «saveenv» Ans 6yayLimx 06HOBEHUIA.
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6. 3anycTtuTe npouenypy 06HOBMEHMA NPOrpaMMHOro obecneyeHuns:

BRCM.XLP316Lite Rev BO.u-boot# run tftp_update_imagel

Using nae-0-3 device

TFTP from server 10.100.100.1; our IP address 1is 10.100.100.2
Filename 'esrl1000/firmware'.

Load address: 0xa800000060000000

Loading: TftpStart:TftpTimeoutMsecs = 10000, TftpTimeoutCountMax = 6
HAAHHAAHHAAHHAAHHAAHHAAHHAAHHAAH B AH B AR HH AR B HH AR H AR AR R
HAAHHAAHHAAHHAAHHAAHHAAHHAAHHAAH B AH B AR HH AR B HH AR H AR AR R
HAAHHAAHHAAHHAAHHAAHHAAHHAAHHAAH B H B HH AR H AR AR AR R
HAEAHHAAHHARHH AR HH AR HHAHHH

HAAHHAAHHAAHHAAHHAAHHAAHBAAHBAAHHBHRH

done
Bytes transferred = 64453909 (3d77d15 hex)
Device 0: MT29F8GO8ABBCAH4 ... 1is now current device

NAND erase: device 0 offset 0x1440000, size Ox6400000
Bad block table found at page 262080, version 0x01
Bad block table found at page 262016, version 0x01
Erasing at Ox7800000 —-- 1895825408% complete..

OK

NAND write: device 0 offset 0x1440000, size Ox6400000
104857600 bytes written: OK

7. YcTaHoBuUTeE 3arpy>xeHHoe nporpammHoe obecneyeHne B KayecTse o6pa3a Ana 3anycka CUCTeEMbI A
nepesarpysurte poyTep:
BRCM.XLP316L1ite Rev BO.u-boot# run set_bootpart_1

[na sBepcumn 1.5 v BblWwe:

BRCM.XLP316Lite Rev BO.u-boot# boot_system -imagel
BRCM.XLP316Lite Rev BO.u-boot# reset

6.3 OGHoBNeHue BTOpu4Horo 3arpy3sumka (U-Boot)

BTopuuHbIii 3arpy3umnk 3aHumaetcs ninynanusaumeii NAND n mapwpyTunsatopa. NMpy 06HOBIEHUN HOBbIA
chaiin BTopmnyHOro 3arpysuvka coxpaHsietcs Ha flash Ha mecTe cTtaporo.

[na npocmoTpa TekyLen Bepcum 3arpy30o4Horo haiina, paboTaroLlero Ha yCTpocTBe, BBeAUTE KOMaHAy
«version» B CLI U-Boot, Takke Bepcua oTobpaxkaeTcsi B npoLecce 3arpy3kvi MmaplpyTtmsaropa:

BRCM.XLP316L1ite Rev BO.u-boot# version
BRCM.XLP.U-Boot:1.1.0.47 (29/11/2016 - 19:00:24)

91



ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Mpoueaypa o6HoBNeHUS MO:
1. OcTaHoBUTE 3arpy3Ky yCTPOMNCTBA NOC/Ie OKOHYaHWS MHULMann3aumMm MapLipytmsaTopa 3arpy3dnkom U-

o

Boot, HaxxaB knasuLy <Esc>.

Configuring PoE...

distribution 1 dest_threshold 0xa drop_timer 0x0
Configuring POE 1in bypass mode

NAE configuration done!

initializing port 0, type 2.

initializing port 1, type 2.

SMC Endian Test:b81fb81f

nae-0, nae-1

=======Skip: Load SYS UCORE for old 8xxB1/3xxBO revision on default.

Hit any key to stop autoboot: 2

Ykaxute IP-agpec TFTP-cepsepa:

BRCM.XLP316L1ite Rev BO.u-boot# setenv serverip 10.100.100.1

Ons sepcumn 1.5 n Bblle:

BRCM.XLP316L1ite Rev BO.u-boot# serveripl0.100.100.2

YkaxuTe |IP-agpec mapLupytusaropa:

BRCM.XLP316Lite Rev BO.u-boot# setenv ipaddr 10.100.100.2

[na sepcumn 1.5 v BblILeE:

BRCM.XLP316L1ite Rev BO.u-boot# ipaddr 10.100.100.2

Ykaxnte nmsa ainna sarpysdmka Ha TFTP-cepsepe:

BRCM.XLP316L1ite Rev BO.u-boot# uboot_file u-boot.bin

[na sepcun 1.5 v BblLwe:

BRCM.XLP316L1ite Rev BO.u-boot# uboot_file u-boot.bin

MOXHO COXpaHUTbL OKPYXXEHME KOMaH/0ii «saveenv» s 6yayLimx 06HOB/IEHUIA.

3anyctuTte npoueaypy 06HOB/IEHUS MPOrPaMMHOr0 06ecneyeHus:

BRCM.XLP316L1ite Rev BO.u-boot# run upd_uboot
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[na sepcumn 1.5 v BblILwE:

BRCM.XLP316L1iteRevBO.u-boot# run tftp_update_uboot

Using nae-1 device

TFTP from server 10.100.100.1; our IP address 1is 10.100.100.2
Filename 'esrl000/u-boot.bin'.

Load address: 0xa800000078020000

Loading: ######H##H#HHHHARHHAHHHHHAHSHAAHHAHHHAHHHAHHHHHAHHHAHHHAHHAHH
done

Bytes transferred = 852648 (d02a8 hex)

SF: Detected MX25L12805D with page size 256, total 16777216 bytes
16384 KiB MX25L12805D at 0:0 1is now current device

7. Mepe3arpy3ute MapLLpyTU3aTOp:

BRCM.XLP316L1ite Rev BO.u-boot# reset
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7 PekomeHpauuun rno 6e3onacHoin HacTpouke

+ Obwme pekoMmeHZaLMN
* HacTpoiika cucTembl OrMpoBaHnsa CoobITUI
* PekomeHgauunu
+ lNpepynpexaeHns
* Mprmep HacTPONiKK
* HacTpoiika nonnTnkn ncnosb3oBaHnsa naposnen
* PekomeHpaunu
* Mprmep HacTPONiKK
+ HacTtpoiika nonnutunkm AAA
+ PekomeHpaumnu
+ lpepynpexaeHns
* Mprmep HacTPONiKK
* HacTtpoiika yganéHHoro yrnpaeneHus
+ PekomeHpaumnu
* Mprmep HacTpPOiKK
* HacTpoiika MexaHM3MOB 3al1Tbl OT CETEBbLIX aTak
+ PekomeHpaunu
* Mprmep HacTPONiKK

PekomeHgaumm no 6e3onacHoit HacTpolike HOCSAT O6LLMIA XapakTep 1 NOAXOAAT AN GO/MbLUMHCTBA
MHCTaNNsuMiA. HacTosilme pekoMeH4aummn B 3HaUMTEIbHOW CTEMNeHV NoBbIWAT 6€30MacHOCTb 3KCn/lyaTauum
YCTPOICTBA, HO He SIBNAIOTCS 1CUepnbIBaOLLMMU. B 3aBUCMMOCTI OT CXEMbI NMPUMEHEHNSA YCTPOICTBa
HeobXoAMMOo HacTpavBaTb M Apyrve napameTpbl 6e30MacHOCTW. B HEKOTOPbIX CNeumugnMUecKknx cnyyasx
BbINO/IHEHME [aHHbIX PEKOMEHAALMIA MOXET NPUBECTM K HEPa6GoTOCNOCOGHOCTM CeTu. Mpn HaCTpoiike
YCTPOIiCTBa CTOUT B NEPBYIO o4epeab C/efoBaTb TEXHUYECKMM TPEGOBAHNAM W perlameHTam ceTel, B
KOTOpbIX BYAET 3KCNyaTMpoBaTbCsA AaHHOE YCTPOCTBO.

7.1 OOwume pekomMmeHaaLnu

+ PekomeHayeTcs Bcerga oTkoyaTb HEUCNOb3yeMble oU3nyeckne nHTepaericbl ¢ NOMOLLbI KOMaH4b! S
hutdown. KomaHga nogpo6Ho onvcaHa B pasgene KoHthuryprposaHe n MOHUTOPUHE MHTepeincos
crnpaso4yHuKa komaHg CLI.

+ PekomeHayeTcs Bcerga HacTpamBaTb CUHXPOHU3ALUMI0 CUCTEMHbIX YAcOB C AOBEPEHHbIMWN UCTOUYHUKaMU
ceteBoro BpeMeHun (NTP). Anroputm HacTpoliku NTP npuBeaéH B pasaene Hactpoiika NTP HacTosiLero
pykoBogcTsa. lNMogpobHas nHpopmaumns o kKomaHgax ans Hactpoiiku NTP npuseneHa B pasgene
YnpasrieHne cucTtemMHbIMY Yacamy cnpaBoyHnka komaHg, CLI.

+ PekomeHpayetcs oTkntodatb NTP broadcast client, BK/1OUEHHbIV NO yMOMYaHUIO B 3aBOACKOM
KOHUrypaumm.

+ He pekomeHayeTcs ucnonb3osaTb komaHay ip firewall disable, oTkntouatowyto mexcereBoe
3KpaHupoBaHue. CnefyeT Bcerga HazHayartb MHTepdielicaM COOTBETCTBYIOLLME 30HbI 6e30MacHOCTU U1
HacTpamBaTb KOPPEKTHbIE MpaBu/ia MeXCceTeBoro aKpaHa. ANropuTM HaCTPOMKN MEXCETEBOIo aKpaHa
npueeaéH B pasgene KoHdurypnposanne Firewall HacTosiwero pykosogcTtea. NogpobHas nHopmayms
0 KOMaHAax 4/ HaCTPOMKN MEXCETEBOr0 aKpaHa npuBeaeHa B pasgene Ynpas/ieHne
Firewall cnpaBoyHuka komaHz CLI.
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7.2 HacTtpoiika cucteMbl 10rMpoBaHnNsA COObITUIA

ANTOPUTMbI HACTPOIKM CUCTEMbI JTIOFMPOBaHUSt COBbLITUI NpUBEAEHLI B noapasaene «HacTtpoiika Syslog»
pasgena MOoHUTOPVHT HACTOSILLEro PYKOBOACTBA.

MogpobHas MHopmaums 0 KomaHgax A/ HACTPOVKM CUCTEMbI TOTMPOBaHNSA COObITUI NprBeAeHa B pasgene
YnpasneHne SYSLOG cnpaso4yHuka komaHpg CLI.

7.2.1 PekomeHpaauuu

+ PekomeHAOyeTCcsl HAaCTPOUTb XpaHeHMe CoobLLEeHN 0 cobbITMAX B thaiin syslog Ha ycTpolicTBe u
nepepavy aTux cobbITUIA Ha BHeLWHWI syslog-cepsep.

+ PekomeHAyeTcs orpaHuymBath pasmep syslog-thaina Ha ycTpoiicTse.

+ PekomeHAyeTcsa HacTpavBatb potauuto syslog-thaiinos Ha ycTpoiicTse.

+ PekomeHAyeTcs BK/OUATb HyMepaumo coobLeHuii syslog.

+ PekomeHAyeTcs BKoUaTh fo6aBneHne MeTok timestamp msec K syslog-coobLieHsamM Ha yCTponcTBax
ESR-1500 n ESR-1511.

7.2.2 MpepynpexaeHns

+ [laHHble xpaHsLmecs B (palinoBoii cucteMe tmpsys:syslog He coxpaHsitOTCS Npu Nnepesarpyske
yCTpoiicTBa. ITOT TUN halinoBoli CUCTEMbI PEKOMEHAYETCSI UCMNO/b30BAThb [/181 XPAHEHWUSI ONepaTBHbIX
NOroB.

+ He pekomeHayeTcsl ucnonb3osath dhaiinosyto cuctemy flash:syslog ans xpaHeHust 10roB, Tak kak 310
MOXET NPUBECTM K NPEXAEBPEMEHHOMY BbIXOAY 13 CTPOs ycTpoiicTBa ESR.

7.2.3 Mpumep HaCTpPOWKN

3apava:

HacTpouTb XxpaHeHne coobLeHnin 0 cobbITUAX YpoBHS info 1 Bbilwe B ¢haiin syslog Ha ycTpoiicTee 1
HacCTpoOWTb Nepefavy aTUX CoObITUI Ha BHeLWHWI syslog-cepsep. OrpaHnunts dain pasmepom 512 KéainT.
Bknountb potaumio 3-x haiinios. BkounTb Hymepauumo coobLyeHnin syslog.

PelleHue:

HacTpanBaem xpaHeHue syslog-coobLueHunin B chaiine:

esr(config)# syslog file tmpsys:syslog/default info

HacTpaviBaem orpaHuyeHue pasMepa 1 poTaumio gaiinos:

esr(config)# syslog max-files 3
esr(config)# syslog file-size 512

HacTpaviBaem nepegavy cooblieHunii Ha BHELLHWIA cepBep:

esr(config)# syslog host mylog 192.168.1.2 info udp 514

Bkioyaem Hymepaumio coobLieHunin syslog:

esr(config)# syslog sequence-numbers
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7.3 HacTpoiika NoONIMTUKM UCNOJIb30BaHUA Naponei

ANropuTMbI HACTPOWKN MONMNTUKMA UCNOJb30BaHMA Naposiein npusefeHsl B pasgene Hacrpoiika
AAA HacTosLLero pykosoacTtsa.

MogpobHas MHpopmaums 0 KomaHgax 419 HACTPOVKX NOIUTUKM UCNOMb30BaHNsS Nnaponel npusegeHa B
pasgene Hactpoiika AAA cnpaBoyHuMKa komaHg, CLI.

7.3.1 PekomeHpgauuu

- PekomeHAyeTcsi Bcera BK/oYaTh TPE60BAHUS HA CMEHY Naposis Mo ymMovyaHuio nosb3osatens admin.

+ PekoMeHAyeTcsi orpaHMuBaTh BPEMS XM3HU Naposieii 1 3anpeLiatb NOBTOPHO KCMO/b30BaTh, Kak
MUHVUMYM, NPeablayLLmnii Naposb.

- PekomMeHAyeTcs BbICTaBNsATb TPe60BaHNS MUHUMAsIbHOM A/INHbI NAapons 60/blie 8 CUMBOJIOB.

+ PekoMeHAyeTcs BbICTaBNSATb TPe6OBaHMsS Ha CNO/b30BaHNE CTPOUHbIX M MPOMMUCHbIX BYKB, LMdp 1
CNeLICMMBO/10B.

7.3.2 Mpumep HACTPOWKMN

3apgava:

* HacTtpouTb naposibHyto NOAUTUKY C 06A3aTeNibHbIM TpeboBaHeM CMeHbI Naposis No YMOMYaHUIO,
BpeMeHeM feincTBusA napons 1 Mecsl, 1 3anpeTom Ha Mcnosib3oBaHue 12 nocnegHux naponei.

+ 3agartb MUHUMaNbHYI0 ANHY napons 16 CMMBO/I0B, MakCUMasibHY0 — 64 cCMMBO/A.

*+ Maponb J0/MKeH cofepXartb He MeHee 3 NPOoNUCHbIX BYKB, HE MeHee 5 CTPOUHbIX BYKB, He MeHee 4 undp
1 He MeHee 2 cneLcrMBO/IOB. [aponb B 06A3aTeNbHOM NopsiAKe AO/MKEH coAepxaTb Bce 4 Tuna
CMMBOJI10B.

PeuleHue:

BkntoyaeM 3anpoc Ha CMeHy naposs no ymosiyaHuio Ans nonb3osaTens admin:

esr(config)# security passwords default-expered

YcTaHaBMBaeM BpeMsi Xu3Hu napons 30 AHei 1 3anpeT Ha Ucnonb3oBaHue npeabiaylimnx 12 naponeii:

esr(config)# security passwords lifetime 30
esr(config)# security passwords history 12

YcTaHaBnMBaeM OrpaHUYeHUs Ha ASIMHY Napons:

esr(config)# security passwords min-length 16
esr(config)# security passwords max-length 64

YcTtaHaBnmBaeMm orpaHnyeHnda no MMHNMMaJiIbHOMY KOJZIM4eCTBY CMMBOJ10B COOTBETCTBYHOLLINX TUMOB!:

esr(config)# security passwords upper-case 3
esr(config)# security passwords lower-case 5
esr(config)# security passwords special-case 2
esr(config)# security passwords numeric-count 4
esr(config)# security passwords symbol-types 4
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7.4 Hactpoiika nonutuku AAA

ANropuTMbl HACTPOKKK nonnTukn AAA npusefeHsl B pasgene Hactpoiika AAA HacToALWLEro pykoBOACTBa.

MogpobHas MHopmaumst 0 KomaHgax A1 HacTporiku nonnTukn AAA npusegeHa B pasgene Hacrporika
AAA cnpaBoyHuka komaHg CLI.

7.4.1

743

PekomeHpgauumn

PekomeHAayeTca NCnoNb30BaTh POSIEBYHD MOAE/b AOCTYNa Ha YCTPONCTBO.

PekomeHAayeTca NCNoNb30BaTh NEPCOHASIbHbLIE YYETHbIE 3anucy 418 ayTeHTU(UKaLMn Ha yCTPOCTBeE.
PekomeHAayeTcs BKAKYATb /IOrMpoBaHe BBOAMMbIX NO/Ib30BaTENEM KOMaHL,

PekomeHAayeTca NCNoNb30BaTbh HECKO/IbKO METOA0B ayTeHTUmKaumm 418 BXo4a Ha yCTPOCTBa Yepes
KOHCO/b, YAA/IEHHOIO BXO4a Ha YCTPOMCTBA M NOBbIWEHMS npuBunernii. ONTMMasibHOl cunTaeTcs
KOMOMHaUuMs U3 ayTeHTudukaumm no ogHoMy u3 npotokosios RADIUS/TACACS/LDAP n nokanbHoiA
ayTeHTudukaymn.

PekomeHAyeTcs NOHU3UTbL YPOBEHb NPUBWUIETNIA BCTPOEHHON YYETHOW 3anmcy admin go 1.
PekomeHayeTca HaCTPOUTb SIOrMPOBaHNe U3MEHEHWI NTOKasIbHbIX YYETHbIX 3anuce.

PekomeHAyeTcs HaCTPOUTb SIOrMpPOBaHe U3MEHEHUI NONTUKN AAA.

MpeaynpexaeHus

BCTpoeHHyto Y4ETHYIO0 3anuck admin yaanutb Heb3s.

KomaHga no username admin He yaanset nonb3osatesisa admin, copacbiBaeT ero KOHuUrypawmio B
3Ha4YeHns Mo ymonyaHuio. Nocne npyMeHeHns 3Tol KOMaHAbl nosnb3osartesib admin He ByaeT
0oTO6paXKaTbCA B KOHGUTypaLmn.

KomaHga no password ans nonb3osatesis admin Takke He yaanseTt naponb nosb3osaresnis admin, a
cbpacbiBaeT ero B 3Ha4eHne no ymonyaHuio. lNocne npyMeHeHus 310 KOMaH4bl Naposib Nosb30BaTens
admin nepecTaét oTobpaxaTbCsl B KOHUrypaumm n ctaHosutcs ‘password'.

Mepep ycTaHOBKOM Nosib3oBaTesnito admin NOHWKEHHbIX NPUBUNETWIA Y BAC AO/MKEH ObITb HACTPOEH
nonb3oBaTeNb ¢ ypoBHeM npusuniernii 15 nnmn 3agaH ENABLE-napone.

Mpumep HACTPOIIKK

3agava:
HacTtpoutb nonutuky AAA:

[na ynanéHHoro Bxoga no npotokony SSH ncnonb3osatb ayteHTudmkaumm yepes RADIUS.

[na Bxoga yepes nokanbHYH KOHCO/b UCMOJ/b30BaTh ayTeHTUprkaunm yepes RADIUS, B cnyvae
oTcyTcTBuUA ¢BA3n ¢ RADIUS-cepBepamMu nCNOMb30BaTh JIOKaSIbHY0 ayTEHTUUKALNIO.
Wcnonb3oBatb ENABLE-naposnb 3agaHHblin yepe3 RADIUS, B cnyyae otcytcTBus ceasu ¢ RADIUS-
cepBepamMu UCnosib30oBaTh NokasibHbIn ENABLE-naposb.

YcTaHOBUTb NOMb3oBaTento admin NOHWKEHHbIN YPOBEHb NPUBUAETIA.

HacTpouTb /lormpoBaHne N3MeHeHUN NoKasTbHbIX YYETHbIX 3anucei.

HacTpouTb normposaHne nameHeHuin nonutmuk AAA.

HacTpouTb /lormpoBaHne BBOAUMbIX KOMaHA.
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PelwleHue:

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Co3gaem nokanbHoro nosb3osartesis local-operator ¢ yposBHem npusuniernii 8:

esr(config)# username local-operator
esr(config-user)# password Pas$swordl
esr(config-user)# privilege 8
esr(config-user)# exit

3agaém nokasbHbln ENABLE-napons:

esr(config)# enable password $6e5c4r3e2t!

lMoHWxXaem npmusuaerum nosib3oBaress admin:

esr(config)# username admin
esr(config-user)# privilege 1
esr(config-user)# exit

HacTtpausaem cBa3b ¢ AByms RADIUS-cepsepamu, ocHoBHbIM 192.168.1.11 1 pe3epsBHbiM 192.168.2.12:

esr(config)# radius-server host 192.168.1.11

esr(config-radius-server)# key ascii-text encrypted 8CB5107EA7OO5AFF
esr(config-radius-server)# priority 100 esr(config-radius-server)# exit
esr(config)# radius-server host 192.168.2.12

esr(config-radius-server)# key ascii-text encrypted 8CB5107EA7OO5AFF
esr(config-radius-server)# priority 150

esr(config-radius-server)# exit

HacTtpanBaem nonutnky AAA:

esr(config)# aaa
esr(config)# aaa
esr(config)# aaa
esr(config)# aaa

authentication login CONSOLE radius local
authentication login SSH radius
authentication enable default radius enable
authentication mode break

esr(config)# line console

esr(config-line-console)# login authentication CONSOLE
esr(config-line-console)# exit esr(config)# line ssh
esr(config-line-ssh)# login authentication SSH
esr(config-line-ssh)# exit

HacTtpavBaem nornposaHue:

esr(config)# logging userinfo
esr(config)# logging aaa
esr(config)# syslog cli-commands

98



ESR-Series. PyKoBOACTBO MO aKcniyaraunm

7.5 Hactpoiika yganéHHoOro ynpasneHus

MogpobHas MHhopmaums 0 KomaHgax HaCTPOVKK yaaneéHHOro AocTyna npueBefeHa B pasgene Hacrtpoiika
poctyna SSH, Telnet cnpaBoyHuka komaHz CLI.

7.5.1 PekomeHpgauuu

+ PekomMeHAyeTCs OTKIYUTL YAanEéHHOE ynpas/ieHne no npotokosny telnet.

+ PekomMeHAayeTCs NCNo/b30BaTb KPUNTOCTOMKME aNropuTMbl ayTeHTUugunkaummn sha2-512 n oTkIoumnTh BCE
oCcTa/lbHblE.

+ PekomeHAyeTcs UCnonb30BaTb KPUNTOCTOMKNE a/TTOPUTMbI LUMGPPOBaHKS aes256Ctr 1 OTKII0UNTL BCe
oCTa/lbHblE.

+ PekomMeHAyeTcs NCMnonb30BaTb KPUNTOCTOMKNIA anroputm obmMeHa knrovamu wndposanus dh-group-
exchange-sha256 1 oTkNYMTbL BCE OCTallbHbIE.

+ PekomeHAyeTcs MCnonb30BaTb KPUNTOCTONKMIA anropntm Bepudrkaumm Host-Key ana SSH rsa n
OTK/IIOUYNTb BCE OCTaJIbHbIE.

+ PekomeHayeTcs paspeLwunTb 4OCTYnN K yAaNiEHHOMY YrpaB/IeHNI0 YCTPONCTBOM TOJTbKO C OnpeaenéHHbIX
ip-agpecos.

*+ MNepepn Hayanom akcnsyaraunm pekoMeHAyeTcs nepereHepupoBaTh KNumM LWNpoBaHus.

7.5.2 TMpumep HACTPOWKMN

3apava:

OTkntounTb NpoTokon telnet. CreHeprnpoBaTb HOBbIE KNOUM WPOBaHUSA. Vcnonb3oBaTb KpUNTOCTONKNE
aIropUTMbI.

PeuleHue:

OTK/lo4YaeM yasieHHoe ynpaeneHue no npoTtokony telnet:

esr(config)# no ip telnet server
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OTko4YaeM yctapesLune n He KpVII'ITOCTOVIKVIG aJITOPUTMbI:

esr(config)# ip ssh server

esr(config)# ip ssh authentication algorithm md5 disable

esr(config)# ip ssh authentication algorithm md5-96 disable
esr(config)# ip ssh authentication algorithm ripemdl160 disable
esr(config)# ip ssh authentication algorithm shal disable
esr(config)# ip ssh authentication algorithm shal-96 disable
esr(config)# ip ssh authentication algorithm sha2-256 disable
esr(config)# ip ssh encryption algorithm 3des disable

esr(config)# ip ssh encryption algorithm aes128 disable

esr(config)# ip ssh encryption algorithm aesl28ctr disable
esr(config)# ip ssh encryption algorithm aes192 disable

esr(config)# ip ssh encryption algorithm aesl92ctr disable
esr(config)# ip ssh encryption algorithm aes256 disable

esr(config)# ip ssh encryption algorithm arcfour disable

esr(config)# ip ssh encryption algorithm arcfourl28 disable
esr(config)# ip ssh encryption algorithm arcfour256 disable
esr(config)# ip ssh encryption algorithm blowfish disable
esr(config)# ip ssh encryption algorithm castl128 disable

esr(config)# ip ssh key-exchange algorithm dh-group-exchange-shal disable
esr(config)# ip ssh key-exchange algorithm dh-groupl-shal disable
esr(config)# ip ssh key-exchange algorithm dh-groupl4-shal disable
esr(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp256 disable
esr(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp384 disable
esr(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp521 disable
esr(config)# ip ssh host-key algorithm dsa disable

esr(config)# ip ssh host-key algorithm ecdsa256 disable

esr(config)# ip ssh host-key algorithm ecdsa384 disable

esr(config)# ip ssh host-key algorithm ecdsa521 disable

esr(config)# ip ssh host-key algorithm ed25519 disable

FeHeprpyeM HOBbIE KoUMW LWUNGPOBAHUS:

esr# update ssh-host-key rsa
esr# update ssh-host-key rsa 2048

7.6 HacTpoiika MexaHU3MOB 3aWuThbl OT CETEBbIX aTak

AI'IFOpI/ITMbI HaCTDOVIKM MeXaHM3MOB 3allTbl OT CETEBbLIX aTaK NpMBEAEHbI B pa3aene HaCTpOMKa
ornposaHnsa 1 3allThl OT CETEBLIX HACTOALLEro pykoBoacTBa.

Moapo6bHas MHGOPMAaLIMA 0 KOMaHAaxX A/1s1 HACTPOWKN NONMTUKN UCTONb30BaHUS Naposieil npueeaeHa B
pasfene YrnpagsneHune 0ripoBaHuem 1 3alliyToli 0T CETEBLIX aTak cnpaBoYHMKa komaHg CLI.

7.6.1 PekomeHpauum

+ PekomeHAayeTcs Bcerga BKKUaTh 3alumTy oT ip spoofing.

+ PekomeHpyeTca Bcerga BkawoyaTh 3awmty ot TCP-nakeToB ¢ HeNnpaBW/ibHO BbICTaB/IEHHbIMU dofiaramMu.

+ PexkomeHpyeTcs Bcerga BkoyaTh 3awmTy oT pparmMeHTMpoBaHHbIX TCP-NakeToB C BbICTaBNEHHbIM
donarom SYN.

+ PekomeHpyeTca Bcerga BkawyaTh 3amTy ot goparMeHTupoBaHHbIX ICMP-nakeToB.

+ PekomeHpyeTcs Bcerga Bkntoyarb 3awmTty ICMP-naketoB 60/1bLWOro pasmepa.

+ PekomeHpyeTcs Bcerga Bkawyarh 3aluTy OT He3aperncTpupoBaHHbIX ip-NPOTOKOJIOB.

+ PekomeHpayeTca BKNOUATbL NOrMpPoBaHNe MexaHu3mMa 3aLnTbl OT CETEBbIX aTak.
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7.6.2 Mpumep HaCTPOWKN

3agava:

HacTpouTb MexaHn3M 3aluTbl OT CETEBbLIX aTak B COOTBETCTBMU C PEKOMEHAALMAMN.
PeweHune:

Bkntoyaem 3awmTy ot ip spoofing 1 nornpoBaHne MexaHusma 3allnThl:

esr(config)# ip firewall screen spy-blocking spoofing
esr(config)# logging firewall screen spy-blocking spoofing

Bkntouaem 3awmTy ot TCP-nakeToB ¢ HenpaBu/IbHO BbICTAB/IEHHbIMI h/laraMun 1 /IOrMpoBaHne MexaHusma
3aLnTbI:

esr(config)# ip firewall screen spy-blocking syn-fin
esr(config)# logging firewall screen spy-blocking syn-fin
esr(config)# ip firewall screen spy-blocking fin-no-ack
esr(config)# logging firewall screen spy-blocking fin-no-ack
esr(config)# ip firewall screen spy-blocking tcp-no-flag
esr(config)# logging firewall screen spy-blocking tcp-no-flag
esr(config)# ip firewall screen spy-blocking tcp-all-flags
esr(config)# logging firewall screen spy-blocking tcp-all-flags

Bk/touaem 3aluTy oT goparMeHTUpoBaHHbIx ICMP-NakeToB 1 NOrMpoBaHMe MexaHu3Ma 3auTbl:

esr(config)# ip firewall screen suspicious-packets icmp-fragment
esr(config)# logging firewall screen suspicious-packets icmp-fragment

Bkntovaem 3awmty ot ICMP-nakeToB 601bLI0r0 pasmepa v 10rmpoBaHme MexaHusma 3almubl:

esr(config)# ip firewall screen suspicious-packets large-icmp
esr(config)# logging firewall screen suspicious-packets large-icmp

Bkntoyaem 3allnTy OT HE3aperncTpnpoBaHHbIX ip-I'IpOTOKOI'IOB n normpoBaHne MexaHnima 3alljTbl:

esr(config)# ip firewall screen suspicious-packets unknown-protocols
esr(config)# logging firewall screen suspicious-packets unknown-protocols
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8 YnpasneHue nHTepdericamm

+ Hactpoiika VLAN
* AJITOPUTM HaCTPOWKM
* MNpumep HacTpoitkn 1. YaoaneHne VLAN c nHtepcpeica
+ MNpumep HacTpoitkn 2. PaspelleHne o6paboTki VLAN B TerMpoBaHHOM pexnmMe
* MNpumep HacTpoiikn 3. PaspelleHne o6paboTkm VLAN B TErMpoBaHHOM U He TErMPOBaHHOM
pexvve
+ Hactpoiika LLDP
* AJITOPUTM HaCTPOWKM
* [prMep HaCTPOKM
* HacTtpoiika LLDP MED
* AJITOPUTM HaCTPOWKM
* Mpumep HacTpoiikm Voice VLAN
+ HacTpoiika TepMmmHauumn Ha cab-nHtepdelice
* AJITOPUTM HaCTPOWKM
* [Mpumep HaCTPOVikK cab-uHTepdgeinca
+ HacTtpoiika TepmyHaumm Ha Q-in-Q nHTepdpeiice
* AJITOPUTM HaCTPOWKM
+ MNpumep HacTpoitkn Q-in-Q nHTepdeliica
+ Hactpoiika USB-mogemoB
+ AnropuTtm Hactpoiikm USB-mogemos
* [prMep HacTPOKM
* Hactpoiika STP/RSTP
+ AJITOpUTM HacTpoiikn Spanning Tree
* [pyMep HaCcTPOKM
* HacTtpoiika PPP yepes E1
* AJITOPUTM HaCTPOWKM
* Mprmep KoHUrypauum
+ PacnuHoBka nHTepgeicos E1 mexay o6opygoBaHnem ESR-ESR, ESR-Cisco, ESR-Huawei
+ Hactpoiika MLPPP
* AJITOPUTM HaCTPOWKM
* [prMep HacTPOKM
* HacTtpoiika Bridge
* AJITOPUTM HaCTPOWKM
+ Mpumep HacTpoiikm bridge ana VLAN n L2TPv3-TyHHens
+ [pumep HacTpoiiku bridge ana VLAN
* [NpumMep HacTpoitkn gobaeneHus/yaaneHus stoporo VLAN-Tera
+ Hactpoiika Dual-Homing
* AJITOPUTM HaCTPOWKM
* [prMep HacTPOKM
*+ Hacrtpolika 3epkanvpoBaHus (SPAN/RSPAN)
* AJITOPUTM HaCTPOWKM
* [prMep HacTPOKM
+ HacTtpoiika LACP
* AJITOPUTM HaCTPOWKM
* [pyMep HaCTPOKM
+ HacTtpoiika AUX
* AJITOPUTM HaCTPOWKM
* [NpuMepbl HacTPoekK
+ CxeMmbl pacnaiikv nepexoaHuKoB
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8.1 Hacrtpouka VLAN

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

VLAN (aHrn. Virtual Local Area Network) — normueckas («BUpTyasibHasi») /lokasibHasi CeTb, NPeACTaBNsSeT
cob6oli rpynny yCTPONCTB, KOTOPble B3aMMOAENCTBYIOT MeXAy COo60l Ha KaHa/IlbHOM YPOBHE HE3aBUCUMMO OT UX
hmnsnyeckoro mectoHaxoxaeHuns. Pabota VLAN ocHoBaHa Ha MCMNoNb30BaHUM AONOMHUTENbHbIX Nonei
Ethernet-3aronoska cornacHo ctaHgapty 802.1q. Mo cytu, VLAN n3onupyeT LWwmpokoBeLaTenbHblii JOMEH
nyTem orpaHuyeHmsa kommyTtauun Ethernet-copeiimos Tonbko ¢ ogmnHakoBbiM VLAN-ID B Ethernet-3aronoske.

8.1.1 AnroputM HacTpPOIiKu

LWar OnucaHue

1 Cospatb VLAN.
2 3apaatb ums vlan (He o6s3aTensHo).
3 OTK/HUNTb OTC/IEXMBAHNE COCTOSIHUS

MHTepdelicoB, Ha KOTOPLIX paspeLleHa
obpaboTka Ethernet-chpeiimoB gaHHOro
VLAN (He 06s13aTenbHO).

4 OTKAUNTE 06PabOTKY BXOAALLNX HE
TernpoBaHHbIx Ethernet-copeimoB Ha
ocHoBe Tabnuubl kommyTaumm VLAN'a
no ymonyanmio (VLAN-ID - 1) (He
06513aTe/bHO).

5 YCTaHOBUTb pexum paboTbl

dhmsnyeckoro uHtepdelica B L2-pexum.

6 YCTaHOBUTb KOMOMHNPOBAHHbIV PEXUM
paboTbl PN3MHECKOro MHTepdielica.

KomaHpa

esr(config)# vlan <VID>

esr(config-vlan)# name <vlan-
name>

esr(config-vlan)# force-up

esr(config-if-gi)# switchport
forbidden default-vlan

esr(config-if-gi)# mode switchport

esr(config-if-gi)# mode hybrid

Knrouun

<VID> - ngeHtndpmkarop VLAN,
3a4aéT1cA B AnanasoHe
[2..4094].

Takxe eCTb BO3MOXHOCTb
€03aaHna Heckonbkux vlan
(uepes 3ansATyto), AManasoHa
vlan (uepes gedmc) nnu
KOMOGUHMPOBAaHHAA 3anuchb
cogepxallas 3anstble n

deducel.

<vlan-name> — o 255
C/MBO/IOB.

Jonyctnmo TosbKo Ang
ESR-1000/1200/1500/1511
/1700.
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LWar

7

8

9

OonucaHue

3aaartb pexvm pabotbl L2-
nHTepdeiica.

Hactpoutb cnmucok VLAN Ha

VHTepdelice B TEMNMPOBAHHOM PEXMME.

Hactpoutb VLAN Ha nHTepcpeiice B

HETEerMpoBaHHOM pexume (He
06513aTe/bHO).

KomaHpa

esr(config-if-gi)# switchport
access

esr(config-if-gi)# switchport trunk

esr(config-gi)# switchport general

esr(config-if-gi)# switchport trunk

allowed vlan add <VID>

esr(config-if-gi)# switchport
general allowed vlan add <VID>
tagged

esr(config-if-gi)# switchport trunk

native-vlan <VID>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

Tonbko anst ESR-10/12V(F)/
14VF/20/21/100/200/3100.

JaHHbli pexum sBnsetcs
PEXUMOM MO YMONYAHUIO U He
oTOOpaXaeTcs B
KoHMrypauumn.

Tonbko ana ESR-10/12V(F)/
14VF/20/21/100/200/3100.

Tonbko gnd
ESR-1000/1200/1500/1511
/1700.

[aHHblli pexum sBnsieTcs
PEXMMOM MO YMO/TYaHMUIO N HE
oTOoOpaxaeTcs B
KOHdpurypaumm.

Ans ESR-10/12V(F)/14VF/
20/21/100/200/3100.

<VID> — ngeHtudpmkartop VLAN,
3a4aéT1cA B AnanasoHe
[2..4094].

Takxe eCTb BO3MOXHOCTb
co3aaHnsa Heckonbkux vlan
(uepes 3ansATyi0) UK
AnanasoHa vlan (4epes geduc).

Ana
ESR-1000/1200/1500/1511
/1700.

<VID> - ngeHtndpmkarop VLAN,
3a4aéT1cA B AnanasoHe
[2..4094].

Takxe eCTb BO3MOXHOCTb
c03aaHna Heckonbkux vlan
(uepes 3ansATyi0) UK
AvanasoHa vlan (uepes gednc).

[nsi ESR-10/12V(F)/14VF/
20/21/100/200/3100.

<VID> - ngentudpmkartop VLAN,

3a4aéT1cA B AnanasoHe
[2..4094].
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War OnucaHwue KomaHpa Kntoun
esr(config-if-gi)# switchport Ans
general allowed vlan add <VID> ESR-1000/1200/1500/1511
untagged /1700.

<VID> - ngeHtudpumkartop VLAN,
3afiaéTcsa B guanasoHe
[2..4094].

10 Paspeluntb Ha uHTepdpelice o6paboTky  esr(config-if-gi)# switchport trunk  Tonbko gns ESR-10/12V(F)/

Ethernet-cppeiimoB Bcex co3gaHHbix Ha  allowed vlan auto-all 14VF/20/21/100/200/3100.
mapuwpyTtusatope VLAN (He
06513aTe/bHO). o .
esr(config-if-gi)# switchport Tonbko ans
general allowed vlan auto-all ESR-1000/1200/1500/1511
/1700.

8.1.2 Mpumep HacTpolikn 1. YganeHune VLAN c nutepdeiica

3apgaua:
Ha ocHoBe 3aBogckol koHdurypauun yaoanute n3 VLAN 2 nopt gi1/0/1.

ESR-1000 .
gil/0/1
........................................ Internet
VLAN 2

PelweHne:
Ypanuwm VLAN 2 ¢ nopta gi1/0/1:

esr(config)# interface gi 1/0/1
esr(config-if-gi)# switchport general allowed vlan remove 2 untagged
esr(config-if-gi)# no switchport general pvid

8.1.3 Mpumep HacTpolikn 2. PaspewweHne o6pa6oTkm VLAN B TerupoBaHHOM pexume

3apgava:
HacTtpoutb noptsl gi1/0/1 1 gi1/0/2 pns nepegaun n npuema naketos B VLAN 2, VLAN 64, VLAN 2000.
Switch
gi1/0/2
e R
ESR-1000 | swi
Switch
................ BIL/O/L o

VLAN 2, 64, 2000
SW2
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PelwweHue:
Cospgagum VLAN 2, VLAN 64, VLAN 2000 Ha ESR-1000:

esr-1000(config)# vlan 2,64,2000

Mponuwem VLAN 2, VLAN 64, VLAN 2000 Ha nopt gi1/0/1-2:

esr-1000(config)# interface gil/0/1

esr-1000(config-if-gi)# mode switchport

esr-1000(config-if-gi)# switchport forbidden default-vlan
esr-1000(config-if-gi)# switchport general allowed vlan add 2,64,2000 tagged

8.1.4 Mpumep HacTpolikn 3. PaspeweHne o6pa6oTkn VLAN B TerupoBaHHOM 1 He TErMPOBaHHOM
pexume

3apgaua:

HactpouTb noptel gi1/0/1 ana nepepaun n npuema naketos B VLAN 2, VLAN 64, VLAN 2000 B pexume trunk,
HacTpouTtb nopTt gi1/0/2 B pexume access gn1a VLAN 2 Ha ESR-100/ESR-200.

Switch
gi1/0/2 Wi
ESR-100, ............... VLANZ .............................
ESR-200 |
—— 8
gi1/0/1

VLAN 2, 64, 2000

PeweHue:
Cosgaamm VLAN 2, VLAN 64, VLAN 2000 Ha ESR-100/ESR-200:

esr(config)# vlan 2,64,2000

Mponuwem VLAN 2, VLAN 64, VLAN 2000 Ha nopt gi1/0/1:

esr(config)# dinterface gil/0/1

esr(config-if-gi)# mode switchport

esr(config-if-gi)# switchport forbidden default-vlan
esr(config-if-gi)# switchport mode trunk

esr(config-if-gi)# switchport trunk allowed vlan add 2,64,2000
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Mponuwem VLAN 2 Ha nopt gi1/0/2:

esr(config)# interface gil/0/2
esr(config-if-gi)# mode switchport
esr(config-if-gi)# switchport access vlan 2

8.2 Hacrtpolika LLDP

Link Layer Discovery Protocol (LLDP) — npoTokon KaHa/lbHOro YpPOBHS1, NO3BONSIIOWNI CETEBOMY
060pya0BaHMio onoBseLaTb 060pyaoBaHue, paboTatoLLee B /IOKasIbHOM CEeTH, O CBOEM CyLLLECTBOBAHUN U
nepefaBsarb eMy CBOW XapaKTepPUCTUKM, & TaKKe Moy4yaTb OT HEr0 aHas1I0TMYHbIe CBEAEHUA.

8.2.1 AnroputM HacTpOIiKu

War OnucaHue KomaHpa Knoun
1 AkTnBmpoBatb LLDP Ha esr(config)# lidp enable

MapLipyTu13aTtope.
2 Bkntountb npuem n o6pabotky LLDPDU  esr(config-if-gi)# lldp receive

Ha dousnyeckom nHTepdelice.

3 BkntounTtb otnpasky LLDPDU Ha esr(config-if-gi)# lldp transmit
dhm3nyeckoM nHTepdelice.

8 YctaHoBuUTb nepuog otnpasku LLDPDU  esr(config)# lldp timer <SEC> <SEC> — nepvopg BpeMeHN B
(He o6si3aTeNbHO). ceKyHAax, npuHuMaeT
3HaueHve [1..32768].

3HaueHue no ymonyaruio: 30.

4 YcTaHOBUTb Nepuof, B Te4eHne esr(config)# lidp hold-multiplier <SEC> - nepuvopa BpemeHu B
KOTOPOro MapLUpyTM3aTop XpaHuT <SEC> cekyHgax, npuHumMaet
MHhopMaLMio, MOJTyYeHHyo no LLDP 3HadeHue [1..10].

(He o6si3aTENBHO).
3HauyeHune no ymosnyaxuio: 4.

5 YctaHoBuTh IP-apec, KoTopblil 6yaet esr(config)# lldp management- <ADDR> - IP-agpec, 3agaetcs
nepepasatbcs B LLDP TLV B kavyectBe  address <ADDR> B Buage AAA.BBB.CCC.DDD, rge
management-address (He Kaxgas yacTb NPUHUMaAET
0653aTe/bHO). 3HaueHus [0..255].

Mo yMonuaHuio 3aaaeTcs oauH
13 CYLLECTBYIOLLX.
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LWar OnucaHue

6 YcTaHoBUTBL Nnose system-description,
KoTopoe 6yaeT nepenaBatbesi B LLDP
TLV B kauecTBe system-description (He
0653aTe/bHO).

7 YcTaHOBWTb Nosie system-name,
KoTopoe 6yget nepefasatbcs B LLDP
TLV B kauecTBe system-name (He
06513aTe/bHO).

8.2.2 Mpumep HACTPOIKU

3apgava:

KomaHnpa

esr(config)# lidp system-
description <DESCRIPTION>

esr(config)# lidp system-name
<NAME>

ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

Knoun

<DESCRIPION> - onuncaxune
CUCTEMbI, 3aaETCSA CTPOKOW A0
255 cumBonos.

Mo ymonyaHuio cogepxur
WHhbopMaLMio 0 MOAENN U
Bepcuu MO mapLipyTmsaTopa.

<NAME> - nms cuctemsl,
3aaeTcs CTPOKoW Jo 255
CUMBOJIOB.

Mo ymMonuaHuio coBnagaeT ¢
3alaHHbIM hostname.

OpraHmnzosatb 06MeH 1 06paboTky LLDPDU mexay maplipytnsatopamm ESR-1 n ESR-2.

ESR

R1

PelweHune:

1. KoHdurypuposaHue R1

R2

Bknounm LLDP rno6anbHO Ha mapLupyTtusarope:

esr(config)# 1ldp enable

Bkntounm npmem n otnpasky LLDPDU Ha uHtepdpeiice gi 1/0/1.

esr(config)# interface gigabitethernet 1/0/1

esr(config-if-gi)# 1lldp receive

esr(config-if-gi)# 1ldp transmit

2. KoHdhurypupoBaHue R2

Bkntounm LLDP rno6anbHO Ha mapLupyTusartope:

esr(config)# 1ldp enable
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Bkntounm npuem n otnpasky LLDPDU Ha uHTtepdpeiice gi 1/0/1.

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# 1ldp receive
esr(config-if-gi)# 1ldp transmit

O6Luyto nHgopmaumto no LLDP coceasim MOXHO NOCMOTPETb KOMaHA0iA:

esr# show 1ldp neighbors

Moapo6Hy0 NHhbopMaL Mo No coceny KOHKPETHOro nHtTepdeica MoOXHO NOCMOTPETbL KOMaHOoM:

esr# show 1ldp neighbors gigabitethernet 1/0/1

O6Lwyto ctatncTrky no LLDP MOXHO NOCMOTPETb KOMaHOA:

esr# show 1lldp statistics

8.3 Hacrtpoiika LLDP MED

LLDP MED — pacwupeHue ctaHgapta LLDP, koTopoe no3sonset nepegasartb cetesble nonmtukun: VLAN ID,
DSCP, priority.

8.3.1 AnroputM HacTpOIiKu

War OnucaHue KomaHpa Knoun
1 AkTnBmpoBartb LLDP Ha esr(config)# lidp enable

MapLipyTu3aTtope.
2 Bkntountb otnpasky LLDPDU Ha esr(config-if-gi)# lldp transmit

dm3nyeckoM nHTepdelice.

3 AkTuBUMpoBaTh paclumperne MED LLDP  esr(config)# lldp med fast-start
Ha MapLupyTm3arope. enable
4 Co3pgatb CETEBYHO NOMUTHUKY. esr(config)# network-policy <NAME> - nmsa network-policy,
<NAME> 3ajaertcs cTpokoii go 31

cnMmBona.
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War OnucaHue KomaHpa Knoun
5 YKazaTb TUM NPUIOXEHNS. esr(config-net-policy)# application <APP-TYPE> - Tun
<APP_TYPE> NPUIOXEHNS, ANA KOTOPOro
6yaeT cpabaTbiBaTb network-
policy.

anIHVIMaeT 3Ha4YEeHUA:

* Voice;

+ voice-signaling;

* guest-voice;

+ guest-voice-signaling;
+ softphone-voice;

+ video-conferencing;
+ streaming-video;

+ video-signaling.

6 YcTtaHoBuUTb 3HaveHue DSCP (He esr(config-net-policy)# dscp <DSCP> - 3HaueHue Koga
0653aTe/bHO). <DSCP> DSCP, npuHnumaeT 3HavyeHns B
Amnanasone [0..63].

7 YcTaHoBuUTb 3HaveHue COS (He esr(config-net-policy)# <COS> - 3HaueHune
0653aTe/bLHO). priority <PRIORITY> npuopuTeTa, NPUHUMaeT
3HaYeHus:

+ best-effort — COSO;

+ background - COST;

+ excellent-effort — COS2;

+ critical-applications -
C0S3;

+ video — COS4;

+ voice — COS5;

* internetwork-control -
COSE¢;

+ network-control — COS7.

8 YctaHoBUTb 3HaveHne VLAN ID. esr(config-net-policy)# vlan <VID>  <VID> — naeHTUUKaLMOHHbI
[tagged] Homep VLAN, nprHumaet
3HayeHus [1..4094];

+ tagged - k/1to4, npu
yCTaHOBKEe KOTOPOro
aboHeHTCKoe
YCTPOWNCTBO Byaet
oTnpaenaTb Ethernet-
opeiimbl yKazaHHOro
NpUIoXeHns B
TernpoBaHHOM BUjeE.

9 YCTaHOBUTL CETEBYHO NMOIUTUKY HA esr(config-if-gi)# lldp network- <NAME> - nms network-policy,
nHTEpdeiic. policy <NAME> 3ajaetcs cTpokoi fo 31
cMMBONa.
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8.3.2 Mpumep HacTpoiikm Voice VLAN

Voice VLAN — VLAN ID, npu nony4eHumn kotoporo IP-tenecoH nepexogut B pexum trunk ¢ 3agaHHbim VLAN 1D
ana npuema u otnpasku VolP-tpadvka. MNMepegaya VLAN ID ocyuwectenseTcsa nocpefcTtsom paciumpeHus MED
npotokosna LLDP.

3apgava:

Heob6xoanmo pasgenntb Tpadmk TenedoHnn 1 gaHHblx no pasHbiM VLAN, vid 10 ans gaHHbIx 1 vid 20 gns
TeneoHun n HactpouTb oTnpasky Voice VLAN c nopta gi 1/0/1 ESR. Npwn atom Ha IP-TenecoHe gomkeH
nogaepxuearbcs 1 6bITb BKAOYEH Voice VLAN.

ESR
Gi 1/0/1

PelwweHune:

MpeaBapuTenbHo Heobxoanmo co3gatb VLAN 10 u 20 n HacTpouTb uHTepdpeiic gi 1/0/1 B pexwume trunk:

esr(config)# vlan 10,20

esr(config-vlan)# exit

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# mode switchport

esr(config-if-gi)# switchport mode trunk
esr(config-if-gi)# switchport trunk allowed vlan add 10,20
esr(config-if-gi)# exit

Bkntounm LLDP v nogaepxky MED B LLDP rno6asibHO Ha MapLupyTusaTope:

esr(config)# 1ldp enable
esr(config)# 1ldp med fast-start enable

Co3gaaym 1 HacTPOUM CETEBYHO MOSIMTUKY TakUM 06pa3oM, UTO6bI A/18 NPUIoXKeHUs voice ykasbiBancs VLAN
ID 20:

esr(config)# network-policy VOICE_VLAN
esr(config-net-policy)# application voice
esr(config-net-policy)# vlan 20 tagged
esr(config-net-policy)# exit

HacTtpoum LLDP Ha nHTepdelice n ycTaHOBMM Ha HEro CETEBYHO MOSIUTUKY:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# lldp transmit
esr(config-if-gi)# lldp receive
esr(config-if-gi)# 1ldp network-policy VOICE_VLAN
esr(config-if-gi)# exit
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8.4 Hactpoiika TepMuHauum Ha cab-uHTepdeiice

[na TepmuHupoBaHus Ethernet-copeiimos koHkpeTHoro VLAN Ha onpegeneHHoM onsnyeckom nHTepdeice
Heobxo4MMo co3gaTh cab-uHTepdeic ¢ ykasaHnem Homepa VLAN, copeiimbl koToporo 6yayT
TepMuHUpoBaTtbcs. MNpu co3gaHnm AByx cab-uHTepdeiicos ¢ oguHakoBbiMy VLAN, HO Ha pasHbIX IN3nYecKnx/
arperMpoBaHHbIX UHTepgoeicax, kommyTtauus Ethernet-copeiimoB mexay gaHHbIMK cab-uHTepelicamn byaet
HEeBO3MOXHa, T.K. CEerMeHTbI 3a npegenamvu cab-uHrepdeincos 6yayT ABNATLCA OTAE/IbHbIMU
LUMPOKOBeLLaTe/TbHbIMU AOMeHaMU. /19 o6MeHa AaHHbIMU Mexay aboHeHTaMun pasHbix cab-uHTepencos
(naxe c ognHakoBbiM VLAN-ID) 6yaeT ucnonb3oBaTbCs MapLLpyTU3aLms, T.e. 06MEH AaHHbIMU 6yaeT
NPONCXOANTb Ha TpeTbeM ypoBHe mogenu OSI.

8.4.1 AnNroputM HacCTpPOIiKK

LWar OnucaHue

1 Cospgarb cab-uHTepdeinc unsnyeckoro
nHTepdelica (BO3MOXHO TO/TbKO EC/IN
dhmsnueckunin nHTepdeiic B pexrnmve
routeport nnu hybrid).

2 3apgatb onvcaHue cab-uHtepdelica (He
0653aTe/bHO).
3 Ykasatb ak3emnniap VRF, B kotopom

6yneT paboTaTb AaHHbI cab-
nHTepdelic (He 06s3aTeNbHO).

4 Ykasatb IPv4/IPv6-agpec n macky
noaceTy Ans KOHUrypmpyemoro
nHTEpdeica namn BKIYNTb NOyYeHne
IP-agpeca anHamunyecku.

KomaHpa

esr(config)# interface

gigabitethernet <PORT>.<S-VLAN>

nnn

interface tengigabitethernet
<PORT>.<S-VLAN>

nnn

interface port-channel <CH>.<S-
VLAN>

esr(config-subif)# description
<DESCRIPTION>

esr(config-subif)# ip vrf
forwarding <VRF>

esr(config-subif)# ip address
<ADDR/LEN>

Knrouun

<PORT> - HOMmep om3mnyeckoro
nHTepdeiica.

<CH> - Homep
arpernpoBaHHoro nHTepdeiica.

<S-VLAN> — ngeHTtuncmkarop
cosgaBaemoro S-VLAN.

Ecnn donsnueckunii nHtepdeic
BK/IHOUEH B bridge-group,
co3pgatb cab-uHTepgoeiic bygert
HEBO3MOXHO.

<DESCRIPTION> - onucaHune
NHTepdeiica, 3aaaétcs
CTpOKOIi A0 255 CMMBONOB.

<VRF> - nms VRF, 3agaetca
cTpokoii go 31 cumsona.

<ADDR/LEN> - IP-agpec n
ANMHa Macky NoACeTH,
3apaéTca B Buae
AAA.BBB.CCC.DDD/EE, roe
Kaxgasa yacts AAA - DDD
npuHUMaeT 3HaveHus [0..255] n
EE npuHumaeT 3HayeHuns
[1..32].

JononHutesnbHble yHKUUK

IPv4-agpecaunn cm. B pasgene
HacTtpolika IP-agpecauun.
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LWar

OonucaHue

OTKNIOUNTL Ha MHTEepdelice yHKLUUN
Firewall nnu Bkntounte nHTEpcheiic B
30Hy 6e3onacHocT (CM. pasaen
KoHdpurypuripoBaHue Firewall).

YCTaHOBUTb UHTEPBAST BPEMEHM, B
TeueHve KOTOpPoro cobupaeTcs
cTaTucTVKa O Harpyske Ha cab-
nHTepdelic (He 06s3aTesbHO).

YcTaHOBUTL Bpemsi Xu3Hu IPv4/IPve
3anuceii B ARP-Tabnuue, nsy4yeHHbIX Ha
[aHHOM uHTepdpeiice (He
06513aTe/bHO).
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KomaHpa

esr(config-subif)# ipv6 address
<IPV6-ADDR/LEN>

esr(config-subif)# ip address dhcp

esr(config-subif)# ip firewall
disable

esr(config-subif)# security-zone

<NAME>

esr(config-subif)# load-average
<TIME>

esr(config-subif)# ip arp
reachable-time <TIME>

nnn

esr(config-subif)# ipv6 nd
reachable-time <TIME>

Knoun

<IPV6-ADDR/LEN> — IP-agpec
1 npedmkc noaceTu, 3agaéTcs
B Buae X:X:X:X::X/EE, rae
Kaxaasa yactb X NpuHUMaeT
3Ha4YeHus B
LUecTHaauaTepmyHoM dpopmare
[0..FFFF] v EE npuHumaet
3HaveHus [1..128].
JononHutensHble yHKUnn
IPv6-appecaunn cm. B pasgene
HacTtpoiika IPv6-agpecauuu.

MOoXHO yKa3aTb HeCKO/IbKO
UIPv4/IPv6-agpecoB
nepeyncreHnem yepes
3anATyr0. MoxeT 6bITb
HasHaueHo Ao 8 IPv4/IPv6-
aapecoB Ha nHTepdeiic.

JononHutensHble yHKUMN
npu pabote DHCP-knveHTa cm.
B pasgene YrnpaenexHve DHCP-
KIIMEHTOM.

<NAME> - M5 30HbI
6e3onacHocCTu, 3agaértcs
cTpokoii go 31 cumsona.

<TIME> — nHTepBan B
CeKyHax, NpuHUMaeT
3HaueHus [5..150].

<TIME> — Bpems Xn3HK
AnHamunyecknx MAC-agpecos,
B MW/I/IUCEKYHAAX.

Jonyctumble 3HayeHus ot 5000
A0 100000000 munnaucekyHa,
PeanbHoe BpeMsi 0GHOBNEHMS
3anucu BapbupyeTcst ot
[0,5;1,5]*<TIME>.
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War OnucaHue KomaHnpa

8 N3menutb pasmep MTU esr(config-subif)# mtu <MTU>
(MaximumTransmitionUnit). MTU
6onee 1500 6yaeT akTUBHO TO/IbKO
€C/IM NpMMeHeHa KomaHga "system
jumbo-frames" (He o06si3aTenkLHO).

9 BKOUMTb 3anncb CTaTUCTUKK esr(config-subif)# history
NCMNO/Ib30BaHuA TeKyLero nHtepgoeiica  statistics
(He o6si3aTENLHO).

10 Mepeonpenenntb 3HaueHune nonst MSS  esr(config-subif)# ip tcp adjust-
(Maximum segment size) Bo Bxogawmx mss <MSS>
TCP-naketax (He 06s3aTe/bHO).
esr(config-subif)# ipv6 tcp adjust-
mss <MSS>

Takke ona cab-mHTepdenca BOSMOXHO HACTPOUTb:

* QoS B 6a30BOM W/ pacLLMPEHHOM pexuMax (CM. pasgen YnpasneHre QoS);
« proxy (cm. pasgen lNpokcruposarne HTTP/HTTPS-Tpadinka);

* MOHUTOPUHT Tpadpdomnka (cM. pasgensl Hactpoiika Netflow n Hactpoiika sFlow);

Knoun

<MTU> - 3HayeHne MTU B
baiTax.

3HayeHue no ymosiyaHuio:
1500.

<MSS> - 3HaueHne MSS,
NPUHUMAET 3HAYEHUS B
avanasoHe [500..1460].

3Ha4yeHne no yMonyaHuto:
1460.

* (PYHKLMOHA/ NPOTOKOMI0B MapLupyTusauuy (CM. pasaen YrnpasrieHue MapLipyTusaLyei);

+ npotokon VRRF (cm. pazgen YnpaeneHne pesepBupoBaHnem);

* oyHKumoHan BRAS (cm. pasgen Yrnpaenenve BRAS (Broadband Remote Access Server));

* doyHkumoHan IDS/IPS (cm. pasgen Hactpoiika IPS/IDS).

8.4.2 Mpumep HacTpoiikn cab-uHTepceiica

3apgaua:

HacTtpouTb TepmuHaumio nogcetn 192.168.3.1/24 B VLAN: 828 Ha dmsnueckom nHtepdpeiice gigabitethernet

1/0/1.

PelwweHune:

Cosgaaum cab-uHtepdeic ana VLAN: 828

esr(config)# interface gigabitethernet 1/0/1.828

HacTtpoum IP-agpec 13 Heobxoammolii noaceTu:

esr(config)# interface gigabitethernet 1/0/1.828
esr(config-subif)# ip address 192.168.3.1/24
esr(config-subif)# exit
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& Tomumo HasHaueHus IP-agpeca, Ha ca6-uHTepdeiice Heo6xoaMMO NM60 oTKMUUTL firewall,
JINGO HACTPOUTbL COOTBETCTBYIOLLYIO 30HY 6€30MacHOCTMU.

8.5 Hacrtpoiika TepmuHaymmu Ha Q-in-Q nHrepdeiice

Q-in-Q — TexHonorusa nepegayn naketos ¢ Asyma 802.1g-Teramu. JaHHas TEXHONOMMA UCNONb3YyeTcH AN
pacluMpeHmnst KonuyecTsa ucnonb3yembix VLAN B ceTv nepefayumn AaHHbIX. BHyTpeHHUM Terom (InnerTag)
HasbiBaeTcs 802.1g-3aro/10BoK 6nmxe K payload. Tak e BHyTpPeHHWIA Ter HasbiBatoT C-VLAN (Customer VLAN).
BHewHwuii Ter (OuterTag) — aTto 802.10-3aroN10BOK, A06ABNEHHBIN K M3HaYasibHOMy 802.1g-NakeToMm, Tak xe
HasbiBaeTcs S-VLAN (Service VLAN). Micnonb3oBaHue ABoiiHbIX MeTok B Ethernet-copeiimax onvcbiBaeTcs
npoTtokosom 802.71ad.

8.5.1 Anroputm HacTpoWkKu
War OnucaHue KomaHpa Knoun
1 Co3zpatb cab-uHTepdieiic dusndeckoro  esr(config)# interface <PORT> — Homep ¢hn3nyeckoro

nHTepdelica (BO3MOXHO TOMbKO ec/u gigabitethernet <PORT>.<S-VLAN> uHTepgeiica.
oU3NYECKNini NHTEPIENC B pexnve

routeport nnu hybrid).

2 Cospatb Q-in-Q nHTEpdelic.

3 3agaTb onucaHue Q-in-Q uHTepdeiic

(He 06s13aTeNbLHO).

nnn

interface tengigabitethernet
<PORT>.<S-VLAN>

nnn

interface port-channel <CH>.<S-
VLAN>

esr(config)# interface
gigabitethernet <PORT>.<S-
VLAN>.<C-VLAN>

nnm

esr(config)# interface
tengigabitethernet <PORT>.<S-
VLAN>.<C-VLAN>

nnn

esr(config)# interface port-channel

<CH>.<S-VLAN>.<C-VLAN>

esr(config-qing-if)# description
<DESCRIPTION>

<CH> - Homep
arpermpoBaHHOro nHTepdelica.

<S-VLAN> - ngeHtuncmkarop
coszgasaemoro S-VLAN.

Ecnu cmsnuecknii uHTepdeiic
BK/1HOYEH B bridge-group,
cosgarb cab-uHtepdoeinc byaet
HEBO3MOXHO.

<PORT> — HOomep chn3nyeckoro
NHTEpgeinca.

<CH> - Homep
arpermpoBaHHOro nHTepdelica.

<S-VLAN> — ngeHtuncumkarop
cosgasaemoro S-VLAN.

<C-VLAN> - ngeHtudukatTop
cosgaBaemoro C-VLAN.

Ecnun domsnueckuin nnmn cao-
nHTepdeiic BkoyeH B bridge-
group, co3gaTtb cab-uHTepgeiic
6yneT HEBO3MOXHO.

<DESCRIPTION> - onucaHune
NHTepdeiica, 3aaaétcs
CTpOKOIi A0 255 cMMBONOB.
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LWar

OonucaHue

Ykasatb ak3emnniap VRF, B koTopom

6ynet paboTatb gaHHbIl Q-in-Q
nHTepdelic (He 06si3aTenbHO).

Ykasatb IPv4/IPv6-agpec n macky

noAceTn Ans KoH(Urypupyemoro

nHTepdienca uim BKIOUUTbL NONyyYeHne

IP-agpeca gnHamunuecku.

OTKI0UUTL Ha NHTepdpeiice cyHKUMM
Firewall nnun Bkntountb nHTEpcheiic B

30Hy 6e3onacHocT (CcM. pasaen
KoHdpuryprpoBaHme Firewall).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-qing-if) # ip vrf
forwarding <VRF>

esr(config-qing-if)# ip address
<ADDR/LEN>

esr(config-qing-if)# ipv6 address
<IPV6-ADDR/LEN>

esr(config-qing-if)# ip address
dhcp

esr(config-qing-if)# ip firewall
disable

esr(config-qing-if)# security-zone

<NAME>

Knoun

<VRF> - nmsa VRF, 3agaetcsa
cTpokoin go 31 cumBona.

<ADDR/LEN> - IP-agpec un
ONvHa Macky nofceTy,
3apaéTtcAa B BuAe
AAA.BBB.CCC.DDD/EE, rge
Kaxgasa yacte AAA - DDD
npuHUMmaeT 3HadeHuns [0..255] n
EE npvHumaet 3HaueHun
[1..32].

JononHutensHble yHKUMN
IPv4-appecaunn cm. B pasgene
HacTpolika IP-agpecauunn.

<IPV6-ADDR/LEN> — IP-agpec
1 npednkc noaceTu, 3aaéTcA
B Buae X:X:X:X::X/EE, rne
Kaxgas yacTb X NpMHUMaeT
3HaYeHus B
LecTHaguaTepryHoM chopmare
[0..FFFF] v EE npuHumaet
3HayeHus [1..128].

JononHuTtenbHble qyHKLMK
IPvb-agpecaumnmn cM. B pasgene
HacTtpoiika IPv6-agpecavuun.

MOXHO yKa3aTb HECKOSIbKO
UIPv4/IPv6-appecoB
nepeyncrieHnem Yepes
3anaTyto. MoXeT 6bITb
HasHauyeHo ao 8 IPv4/IPv6-
apecoB Ha UHTepdeiic.

JononHutensHble yHKUMN
npu paéote DHCP-knueHTa cm.
B pasgene YnpasnerHne DHCP-
KIIMEHTOM.

<NAME> - nms 30HbI
6Ge3onacHoCTu, 3agaéTtcs
cTpokoii go 31 cumsona.
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LWar

10

11

OonucaHue

YCTaHOBUTb MHTEPBAS1 BPEMEHW, B
TeyeHne KOTOporo cobmpaeTtcs
cTaTUCTUKa O Harpyske Ha cab-
nHTepdelic (He 06s3aTenbHO).

YcTtaHoBUTb BpeMs XnsHu IPv4/1Pv6
3anuceii B ARP-Tabnuue, n3y4eHHbIx Ha
[laHHOM uHTepdelice (He
0653aTe/bHO).

N3meHunTL pasmep MTU
(MaximumTransmitionUnit).

MTU 6onee 1500 6yaeTt akTUBHO
TO/MbKO €C/M MPYMEHEeHa kKoMaHaa
"system jumbo-frames"

(He 06s13aTeNBLHO).

BK/OUNTL 3aNUCh CTATUCTUKU
CNO/Mb30BaHUA TEKYLLLETO MHTepdelica
(He 06s13aTeNbLHO).

Mepeonpenenntb 3HaveHne nonsa MSS
(Maximum segment size) Bo BXoAALMX
TCP-nakeTtax (He 06513aT€/LHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-subif)# load-average
<TIME>

esr(config-subif)# ip arp
reachable-time <TIME>

nnn

esr(config-subif)# ipv6 nd
reachable-time <TIME>

esr(config-subif)# mtu <MTU>

esr(config-subif)# history
statistics

esr(config-subif)# ip tcp adjust-
mss <MSS>

esr(config-subif)# ipv6 tcp adjust-

mss <MSS>

Takke ana Q-in-Q nHTepdelica BO3MOXHO HAaCTPOUT:

QoS B 6a30BOM U/ pacLUMPEHHOM pexnmax (cM. pasgen Ynpaenexue QoS);

proxy (cM. pasgen Mpokcuposanve HTTP/HTTPS-Tpadika);

MOHUTOPUHT Tpadochrka (cM. pazaensl Hactpolika Netflow n Hactpolika sFlow);

Knoun

<TIME> — uHTepBan B
CekyHpax, MpuHumaeT
3HayeHus [5..150].

<TIME> — BpeMs Xu13Hn
AOnHamnyecknx MAC-agpecos,
B MW/I/INCEKYHOAX.

Jonyctumble 3HadeHns ot 5000
£0 100000000 MunmcekyHa,
PeanbHoe Bpems 06HOBNEHUSA
3anucu BapbupyeTcs ot
[0,5;1,5]*<TIME>.

<MTU> - 3HayeHne MTU B
baiTax.

3HayeHue no ymosiyaHuio:
1500.

<MSS> - 3HaueHne MSS,
NPUHUMAET 3HAYEHUS B
avanasoHe [500..1460].

3HaueHve No ymon4aHuio:
1460.

thyHKLMOHAN NPOTOKONOB MapLUpyTM3aumy (CM. pasgen YnpasreHne MmapLupyTusamei);
npoTokon VRRF (cm. pasgen YrnpaeneHve pe3epBupoBaHuem);
doyHkumoHan BRAS (cm. pasgen Ynpasnenne BRAS (Broadband Remote Access Server));
thyHkumoHan IDS/IPS (cm. pasgen Hactpoiika IPS/IDS).

8.5.2 Mpumep HacTpoiikm Q-in-Q nHTepdpeiica

3apava:

HacTtpoutb TepmmnHaunio nogcetn 192.168.1.1/24 komouHauum C-VLAN: 741, S-VLAN: 828 Ha dmsnyeckom
nHTepdpeiice gigabitethernet 1/0/1.
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PelwweHue:

Cosgaaum cab-nHtepdelic ana S-VLAN: 828:

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

esr(config)# interface gigabitethernet 1/0/1.828

esr(config-subif)# exit

Cosgaamm Q-in-Q-nHtepdperic ana S-VLAN: 741 n HacTpoum IP-agpec n3 Heobxoanmon noaceTu:

esr(config)# interface gigabitethernet 1/0/1.828.741

esr(config-qing-if)# ip address 192.168.

esr(config-qing-if)# exit

1.1/24

& Tomumo HasHaueHus IP-agpeca, Ha Q-in-Q ca6-uHTepelice HE0O6XO0AUMO NMNGO OTKIOUUTL
firewall, n"n60 HacTpouTb COOTBETCTBYIOLLYIO 30HY 6€30MacCHOCTW.

8.6 Hacrtpoiika USB-mogemoB

Mcnonb3oBaHne USB-MoaeMOB NO3BOMSIET OpraHn30BaTh AOMOSTHATENbHBIA KaHan cBA3KW ANa paboThbl
mMapLupyTtusatopa. MNpw nogkntoueHmn USB-MogeMoB BO3MOXHO Mcrnosib3oBaTb USB-KOHLEHTpATOpbI.
O[IHOBPEMEHHO B CUCTEME MOXET GbITb CKOHCUrypuposaHo Ao 10-tn USB-mMoaemos.

8.6.1 Anroputm HacTtpoiiku USB-mogemoB

War OnucaHue

1 Mocne nogktodeHus USB-mogema
AoxaaTbes, Korga cmctema o6HapyxuTt
NOAK/TOYEHHOE YCTPOICTBO.

2 OnpegenuTtb, KaKo HOMep YCTPONCTBa
Ha3HayeH Ha NOAK/MOHYEHHbI
USB-mopem.

3 Co3pgarb npodusb HacTpoek AJ1s
USB-mogema 1 nepeiiti B pexum
KOHhUrypmpoBaHus Nnponns.

4 3apartb onvcaHve npogunsa HacTpoek
(He o6s13aTenbHO).

5 3agaTb TOUKY 4OCTyna MO6UbHOM

cetn

KomaHpa

esr# show cellulars status modem

esr(config)# cellular profile <ID>

esr(config-cellular-profile)#
description <DESCRIPTION>

esr(config-cellular-profile)# apn
<NAME>

Knoun

B none "USB port" 6yget
yKasaH naeHTudmkarop
MOAK/OYEHHOI0 YCTPOWCTBA.

<ID> - ngeHTudumkarop
npodonaa HacTpoek Ans
USB-moaema B cucteme [1..10].

<DESCRIPTION> — onucaHne
npodonns, 3a4aéTcs CTPOKO
00 255 cMMBO/OB.

<NAME> - Touka goctyna
MOOW/IbHOW ceTu, 3a0aéTcs
cTpokoii go 31 cumsona.
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13

OonucaHue

3afaTb MMS NoNb3oBaTesis MO6UbHON

cetu (ecnu Mo6uNbHBI onepartop

TpebyeT ayTeHTUdMKaL KN MO NOrnHy/

naporsiio).

YCcTaHOBUTL Napona Ans nonb3osarens

MOGUSIbHOW ceTu (ecn MOBUNbHBIN

oneparop TpebyeT ayTeHTUdMKaLmMm no

JIOTVMHY/Naporto).

AKTVBMPOBATL NoMb3oBaTens (ecnm
MOOW/bHbIV onepartop TpebyeT

ayTeHTU(MKaLMM NO NI0TVHY/Naposnto).

YcTaHOBUTb HOMEP [03BOHA A4/151
NOAK/IOUYEHNST K MOOW/TbHOW CETU.

3afaTb MeTof ayTeHTUdMKaLum

nosib3oBatensi B Mo6ubHoOIM cetu (He

06513aTe/bHO).

OFpaHI/I‘-II/ITb BO3MOXXHOCTb

1cnosnb3oBaHusl cemeiicTs IP-aapecos

B MOGUbLHOW ceTu.

Cospgatb USB-Moaem B KoHurypauuu
MapLUpyT13aTopa 1 NepenTn B pexmm

KOH(pMryp1poBaHusi Mogema.

3apgartb onvicaHve mogema (He
06513aT€e/LHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-cellular-profile)# user
<NAME>

esr(config-user)# password ascii-
text

{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT>}

esr(config-user)# enable

esr(config-cellular-profile)#
number <WORD>

esr(config-cellular-profile)#
allowed-auth <TYPE>

esr(config-cellular-profile)# ip-
version
{ipv4 | ipv6}

esr(config)# cellular modem <ID>

esr(config-cellular-modem)#
description <DESCRIPTION>

Knioun

<NAME> - ums nonb3oBarens,
3agaétca cTpokoi ao 31
cumMmBoONa.

<CLEAR-TEXT> — naponb B

OTKpbITON hopme, 3agaéTcs
CTpokoii [1 .. 64] cumsonos,
MOXET BK/H0YATb CUMBO/IbI

[0-9a-fA-F];

<ENCRYPTED-TEXT> - naponb
B 3aluncppoBaHHoli hopme,
3a/]aéTcs CTPOKOWA [2..128]
C/MBO/IOB.

<WORD> — Homep [03BOHa A/15
NOAKAYEHNST K MOBUITbHO
ceTu, 3aaaéTcs CTPoKoin ao 15
C/MBO/IOB.

<TYPE> - meTop,
ayTeHTUmKaumm
nonb3oBaTens B MOOW/IbHOM
cetu [none, PAP, CHAP,
MSCHAP, MSCHAPV2, EAP].

3Ha4veHne no ymonyaHuio: PAP.

+ ipv4 — cemeiicTeo IPv4;
+ ipv6 — cemelicTso IPV6;

<ID> - ngeHTudumkarop
USB-moaema B cucteme [1..10].

<DESCRIPTION> - onucanune
MOZEeMa, 3a4aETcs CTPOKOW 40
255 cMmBONOB.
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17

18

19

20

21

22

OonucaHue

Ykasartb ak3emnniap VRF, B kotopom
6yneT paboTaTtb AaHHbIi MogeMm (He
06513aTe/bHO).

3apatb ngeHtncmkatop USB-mogema,
HasHauYeHHOro cuctemoli (onpeaeneH B
NyHKTE 2).

HasHaunTb paHee co3gaHHbliA npodunb
HacTpoek ansa USB-mopema.

3apatb Koa pa3dnokmposku SIM-kapTbl
(B cnyyae HeOBX0AMMOCTH).

PaspelwnTb ncnonb3oBaHne Toro Wamn
NHoro pexuma padotsl USB-mogema
(He o6si3aTeNbHO).

3afarb pasMmep MakCMMasibHOro
npuHUMaemoro naketa (He
06513aTe/NbHO).

3MEeHNTb MaKCUMasIbHbI pasMep
obpabaTtbiBaeMbIx naketos MTU
(MaximumTransmitionUnit).

MTU 6onee 1500 6yaeT akTMBHO
TOMBKO €c/ NPUMeHeHa KoMaH4a
"system jumbo-frames" (He
06513aTe/NbHO).

3agartb NpeanoyTUTEbHbIA PEXUM
pa6oTbl USB-mogema B MOGU/bHOIA
cetu (He 0653aTe/bHO).

OTKAUNTb Ha MHTepdience hyHKLMN
Firewall unun Bkniountb nHTEpheiic B
30Hy 6e30nacHoCTy (CM. pasaen
KoHdourypurposanue Firewall).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-cellular-modem)# ip vrf
forwarding <VRF>

esr(config-cellular-modem)#
device <WORD>

esr(config-cellular-modem)#
profile <ID>

esr(config-cellular-modem)# pin
<WORD>

esr(config-cellular-modem)#
allowed-mode <MODE>

esr(config-cellular-modem)# mru
{<MRU>}

esr(config-cellular-modem)# mtu
<MTU>

esr(config-cellular-modem)#
preferred-mode { <MODE> }

esr(config-subif)# ip firewall
disable

Knioun

<VRF> - nmsa VRF, 3agaetcsa
cTpokoit go 31 cumBona.

<WORD> — ngeHTtudpmkarop
USB-nopTa NoAKMto4YeHHOoro
mogema [1..12].

<ID> — ngeHtudpmkarop
npodunnsa HacTpoek A4A
USB-mogema B cucteme [1..10].

<WORD> — kopf, pa36/i10kupoBKu
SIM-kapThl [4..8]. BO3MOXHO
1Cnosib3oBaHye TONbKO Ludp.

<MODE> - gonyCTUMBIA pexmm
pa6oTbl USB-mogema [2g, 3g,
4q].

Mo ymonyaHuio: paspeLleHbl
BCE PEXUMbI,
nogaepxvsaemble MOLEMOM.

<MRU> - 3HaueHne MRU,
NPUHUMAET 3HAYEHUS B
JAnanasoHe [128..16383].

3Ha4eHne no ymon4aHuio:
1500.

<MTU> - 3HauyeHne MTU B
baliTax.

3HayeHne No yMoMYaHuIo:
1500.

<MODE> — npegnoyTUTeNbHbIi
pexum pabotbl USB-mogema
[2g, 39, 4g].
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

War OnucaHue KomaHpa Knoun

esr(config-subif)# security-zone <NAME>-1Ms1 30HbI
<NAME> 6e3onacHocCTu, 3agaétcs
cTpokoit go 31 cumBona.

23 AkTUBMpoBaTb USB-moaem. esr(config-cellular-modem)#
enable

Takxe AN MOeMa COTOBOI CETW BO3MOXHO HACTPOUTD:

* QoS B 6a30BOM WM pacLUMPEeHHOM pexumMax (cMm. pasgen Ynpaenenve QoS);

* proxy (cm. pasgen Npokcuposarne HTTP/HTTPS-Tpaduka);

* MOHMTOPUHT Tpadcpuka (cm. pasgensl Hactpoiika Netflow n Hactpoiika sFlow);

* (PYHKLMOHA/ NPOTOKO/I0B MapLupyTusauun (cM. pasgessl Policy-based routing u MultiwAN).

& [NnA NnonHOUEHHOro (PyHKLMOHMPOBaHUA MogeMa MOGUIbHOI ceTu, He06Xo0A4UMO
[AONOJ/IHUTE/IbHO HAaCTPOUTb MapLupyTusauno n pyHkumoHan NAT.

8.6.2 Mpumep HACTPOIKMK

3apgaua:

HacTtpouTb nogkntoyeHve Kk cetn NHTepHeT, ncnonsb3ya USB-mogem.

PeweHune:
[na npumepa pas6epém noakyeHne K cotToBoMy onepatopy MTC.

Mocne nogxntyYeHns Mogema Heo6Xo04MMO A0XKAATLCSA, KOrga cucTemMa 06HapyXUT yCTPOIcTBO. Onpeaenum
NopT YCTPOICTBA, KOTOPbIA Gbl/T HA3HAYEH Ha NOAK/YEHHBLI USB-Moaem:

esr# show cellular status modem

Number
device USB port Manufacturer Model Current state Interface Link state
1 1-2 huawei E3372 Disabled -= Down

Coszgagum npodunb HacTpoek ana USB-mogema:

esr(config)# cellular profile 1

3agagum APN, koTopblili TpebyeT nposaiigep, Wiy NHo HeobXxoanMbIn agpec. Huke nokasaH npuvep
nogknoyeHna k APN MTC:

esr(config-cellular-profile)# apn internet.mts.ru
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Mpy HEOGXOAMMOCTU 3a4aEM UMSI NONb30BATESNS, NapP0/ib, HOMEP [103BOHA Y METO/, ayTeHTUMKALMM:

esr(config-cellular-profile)# user mts

esr(config-ppp-user)# password ascii-text mts
esr(config-cellular-profile)# number *99#
esr(config-cellular-profile)# allowed-auth PAP

Mepeligém K koHdurypmpoaHunio USB-mogema v 3agaamm ngeHTudmkaTop, COOTBETCTBYOLMIA NOPTY
YCTPOWCTBAa, KOTOPbIA 6bl/1 ONpeaenéH B Havane:

esr(config)# cellular modem 1

esr(config-cellular-modem)# device 1-2

HasHaunm cOOTBETCTBYHOLLMIA NPOGIU/Ib HACTPOEK U aKTUBMPYEM MOAEM:

esr(config-cellular-modem)# profile 1
esr(config-cellular-modem)# enable

8.7 Hacrtpoiika STP/RSTP

Spanning Tree Protocol — ceTeBoii NpOTOKO/, OCHOBHOI 3aa4eii KOTOPOro ABASETCA NpuBeAeHne cetu
Ethernet ¢ n36bITOYHLIMY COEAMHEHNSAMU K APEBOBWAHON TONOMOMAK, CKoYaoLweli netim. Cetesble
yCcTpoiicTBa 0OMEHMBAKOTCA KOH(UTYPALMOHHBIMU COOBLLEHNAMN, NCMOSb3YS Kaapbl CneuuasbHoro hopmara,
1 BbIGOPOYHO BK/IHOHAKOT M OTK/IHOYAIOT nepejady Ha nopTbl.

Rapid (6bicTpbiit) STP (RSTP) — aBnsieTcst ycoBepLleHCTBOBaHMEM NpoTokosia STP, xapakTepusyeTcs
MeHbLUVMM BPEMEHEM MNPUBEAEHUsI CETU K APEBOBULHOI TOMOOTMN U UMeEeT 60/1e€ BbICOKYHO YCTOUMBOCTb.

8.7.1 Anroputm HacTpoiiku Spanning Tree

Llar

OonucaHue

BKntounTb Spanning-tree B pexvime

vlan-aware.

YCTaHOBUTbL NHTEPBaU1 BPEMEHMH,

3aTpaynBaemsblil Ha NpocsyLMBaHME 1

n3yyeHne

COCTOSIHWIA nepej nepeksirnyeHnem B

COCTOsiHME Nnepejaun.

YCcTaHOBWTb MHTEPBa/T BPEMEHU MEXAY

otnpaskoii BPDU-nakeToB.

KomaHpga

esr(config)# spanning-tree

esr(config)# spanning-tree
forward-time <TIME>

esr(config)# spanning-tree hello-
time <TIME>

Knroun

<TIME> — Bpems B cekyHAax,
npuHUMaEeT 3HaueHus [4..30].

3HayeHue no ymonyaHuio: 15

CEKYHA,

<TIME> — Bpems B cekyHAax,
npuHUMAaET 3HadeHus [1..10].

3HayeHue no ymonyaHumio: 2
CeKyHAbl.
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OonucaHue

YCTaHOBUTb BPEMS XXMN3HU CBA3YIOLLLErO
nepesa STP.

BbiGpaTb noaaepXMBaeMblii MPOTOKO/
n3 cemeiictea STP.

YCTaHOBUTb METO/, onpeaeneHuns
LIeHHOCTM NyTu.

HacTponTb NpUOPUTET CBA3YHOLLIETO
pepesa STP.

MepeliTn B peXnM KOHUIypMpoBaHusi

nHTepdeiica/TyHHeNs/ceTeBoro Mocra.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config)# spanning-tree max-
age <TIME>

esr(config)# spanning-tree mode
<MODE>

esr(config)# spanning-tree
pathcost method <short | long>

esr(config)# spanning-tree priority
<PRIORITY>

esr(config)# interface <IF-
TYPE><IF-NUM>

esr(config)# tunnel <TUN-
TYPE><TUN-NUM>

esr(config)# bridge <BR-NUM>

Knoun

<TIME> — Bpems B cekyHAax,
NpUHUMAET 3HaueHus [6..40].

3Ha4eHue no ymosnyanuto: 20
CEKYHA,

<MODE> — npoTtokon
cemeicTtea STP:

+ STP - IEEE 802.1D
Spanning Tree Protocol;
+ RSTP - IEEE 802.1W
Rapid Spanning Tree
Protocol;
+ MSTP - IEEE 802.1s
Multiple Spanning Trees.
3HayeHne no yMonyaHmio:
RSTP.

long — 3HauYeHne LeHHOCTHM B
AvanasoHe [1..200000000];

short — 3HaueHne LeHHOCTU B
fAnanasoHe [1..65535].

3Ha4yeHue no
ymonyaHuio: short.

<PRIORITY> -

NPUOPUTET, YKa3blBaeTCs B
AunanasoHe c warom 4096
[0..61440].

3HaueHuve no
ymosnyaHuio: 32768.

<IF-TYPE> T1n nHTepdelica;

<IF-NUM> - F/S/P - F-thpeiim
(1), S = cnot (0), P — nopr.

<TUN-TYPE> Tvn TyHHenNs;

<TUN-NUM> HOoMep TyHHens.

<BR-NUM> - Homep bridge.
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16

OonucaHue

BkiounTb spanning-tree.

YCTaHOBWTb UHTEPBA/T BPEMEHM,
3aTpaunBaemslii Ha NPOC/yLLUNBaHME 1
n3yyeHue

COCTOSIHMWIA Nepeq NepexksIYeHneM B
COCTOsiHME Nnepeaaun.

YCTaHOBUTbL UHTEPBAT BPEMEHU MeXay
oTnpaskoi BPDU-nakeToB.

YCTaHOBUTb BPEMS XXMU3HWN CBA3YIOLLENO
nepesa STP.

BbibpaTb nogaepXxmBaemblii NPOTOKON
n3 cemelictea STP.

HacTpouTb NpUopuTET CBA3YIOLLETO
nepesa STP.

3anpetutb paboty npotokona STP Ha
KOHchurypmpyemom nHTepdpeiice.

YCTaHOBUTb METO/, onpeaeneHuns
LIeHHOCTM NyTW.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-bridge)# spanning-tree

esr(config-bridge)# spanning-tree
forward-time <TIME>

esr(config-bridge)# spanning-tree
hello-time <TIME>

esr(config-bridge)# spanning-tree
max-age <TIME>

esr(config-bridge)# spanning-tree
mode <MODE>

esr(config-bridge)# spanning-tree
priority <PRIORITY>

esr(config-if-gi)# spanning-tree
disable

esr(config-if-gi)# spanning-tree
cost

Knoun

<TIME> — Bpems B cekyHAax,
npuHUMAaET 3HadveHus [4..30].

3Ha4yeHuve Nno ymonyaHuio: 15
CeKyHA,

<TIME> — Bpems B CekyHAax,
npuHUMaEeT 3HaueHus [1..10].

3Ha4veHue Mo ymosiHaHuio: 2
CeKyHOpbl.

<TIME> — Bpems B cekyHAax,
NpUHUMAET 3HaueHus [6..40].

3HaveHue rno ymosnyaHuto: 20
CEKYHA,

<MODE> - npotokon
cemeiictea STP:

« STP - IEEE 802.1D
Spanning Tree Protocol;
+ RSTP - IEEE 802.1W
Rapid Spanning Tree
Protocol;
3HayeHune No yMosiyaHuio:
RSTP.

<PRIORITY> -
NPUOPWTET, yKa3blBaeTcs B

AunanasoHe c warom 4096
[0..61440].

3HayeHue no
ymosnyaHuio: 32768.

<COST> — cTonmocCTb nyTN,
yCTaHaB/IMBaETCS B AnanasoHe
[1..20000000].

3HaueHue No yMonyaHmio: 4.
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War OnucaHue KomaHpa Knoun

17 PaspelunTb yCTaHOBUTL 3TOT NOPT B esr(config-if-gi)# spanning-tree
kayecTse root. guard root

18 YctaHoBUTb NpoTokon RSTP B esr(config-if-gi)# spanning-tree point-to-point — komaHga
nepeparolee coctosHue n onpefenutb  link-type {point-to-point|shared} onpeaensiet MHTepgeiic Kak
TUM CBA3W A/19 BbIGPAaHHOro nopra — «TOYKa-TOUKa;

«TOYKA-TOUKA», «PaA3BETB/IEHHbIN».
shared — komaHga onpenenset

nHTEepdeiic Kak
«pa3BETB/IEHHBbIN».

3HayeHuve no
ymon4yaHuio: point-to-point.

19 YcTaHoOBUTb NpuopuTeT nHTepdoeiica B esr(config-if-gi)# spanning-tree <PRIORITY> — npuopwuTer,

cBA3ylolem aepese STP. port-priority <PRIORITY> yKasblBaeTca B
JmnanasoHe ¢ warom 16 [0..240].

20 Bkntouaetcsa pexum, B KOTOPOM MOpT, esr(config-if-gi)# spanning-tree
npu NOAHATUN Ha HEM NUHKA, cpasy portfast
NepexoauT B COCTOsIHME Nepefayu, He
LOXUJAsCh UCTeUYeHns Talimepa.

& Mpotokon MSTP Ha JaHHbI MOMEHT nogaepaH Tonbko Ha ESR-1000, cOOTBETCTBEHHO KOMaHbI A1
HacTpolikn MSTP ecTb TO/IbKO Ha HEM.

8.7.2 Mpumep HACTPOWIKU

3apgava:

HacTponTb Ha MapLipyTu3atope npoTtokon STP ana npefoTBpaLleHns NeTN C MHTEPBA/IOM NPOC/TYLLNBAHUS 1
n3ydeHust cetv 10 cekyHA, 1 BpeMEHEM XU3HW CBA3YHOLLEro AepeBa 15 cekyHa,

gilionl gilinil Switch
vian 50 vian 50

1

ESR-20

gilioz2 giLis2
vian 50 vian 50

PelweHune:
[na npumepa pasdepém cxeMy ¢ MapLLIpyTU3aToOpoOM 1 KOMMYTaTOPOM COeAMHEHHbIX ABYMS JIMHKaMMU.

Mo ymonuaHuio Ha ESR BkntoveH npotokon RSTP.
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Mepeligém B peXxunm KOHOUryprpoBaHus:

esr-20# configure

3agagum NpoToKos No ymondaHuto STP:

esr-20(config)# spanning-tree mode stp

YcTaHOBVM BPEMS XU3HW CBA3YHOLLEro AepeBa — 15 cekyH U UHTepBas NPoc/yLUMBaHUA Y U3yYeHUs ceTu —
10 cekyHA:

esr-20(config)# spanning-tree max-age 15
esr-20(config)# spanning-tree forward-time 10

BbiBOg, KOMaHabl show spanning-tree active:

esr-20# show spanning-tree active
Protocol version: STP
Root ID: [32768] a8:f9:4b:ad:5a:00
Root port: [128] gil/0/1
Pathcost 32768
Message Age 300
Hello time: 2 Max age time: 20 Forward delay: 15
Bridge ID: [32768] a8:f9:4b:ad:8e:5d
Hello time: 2 Max age time: 15 Forward delay: 10
Transmit hold count: 6 Topology change: 0
Time since topology change: 16 Topology change count: 2

Name State Prio.Num Cost Status Role PortFast Type
gil/o/1 en 128.2 32768 FRW Root No STP
gil/0/2 en 128.3 32768 BLK Altr No STP
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8.8 Hacrtpoiika PPP uepes E1

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

PPP (aHrn. Point-to-Point Protocol) — ABYXTOUYeYHbIli NPOTOKO/ KaHa/IbHOTO YPOBHS, UCMO/Ib3YyeTcs Ass
YCTaHOB/IEHUA NPAMON CBA3M Mexay ABYMS y3namu ceTh. MoxeT o6ecneuntb ayTeHTUINKaLUI0 COeMHEHMS,

LUINCPPOBAHUNE U CXATUE AAHHBIX.

[na yctaHosneHunss PPP-coeguHeHus yepes noTok E1 Heobxoanmo Hannune megnakoHseptepa TOPGATE-

WAN-E1 B mapupyTtusatope ESR.

8.8.1 Anroputm HacTpPOKuK

LWar OnucaHue

MpeaBapuTenbHaA HaACTPONKa:

1 Heob6xoammo BK/IOYMTL nogaepxky Jumbo-
thpeinmos.

[nsa BCTyNNeHns UI3MEHEHWIA B cuny TpebyeTcs
nepesarpyska ycTpoiicTsa.

HacTpoiika chuanueckoro nHtepdeiica:

2 Heobxoammo BbiGpaTth UHTEpENic, B KOTOPOM
yctaHoBsieH TOPGATE-WAN-ET.

3 MepeBecTu hursnyecknii MHTEpPMEc B pexum
KOMMyTauum.

4 3agatb pexum paboTtbl MHTepdeiica E1.

5 3a/1aTb UCTOYHMK CUHXPOHK3aLMK (He
0653aTe/IbHO).

6 Ykazatb pasmep MTU (Maximum Transmition

Unit) ons domanyeckmx nHTepgeiicos.

KomaHpa Knroun

esr(config)# system
jumbo-frames

esr(config)# interface
gigabitethernet 1/0/3

esr(config-if-gi)# mode
switchport

esr(config-if-gi)#
switchport mode e1

esr(config-if-gi)# <SOURCE> — NCTOYHMK
switchport e1 clock CUHXPOHM3ALNN:
source <SOURCE>
« internal (no ymonuaHuio)
— CYHXPOHW3NPOBATLCS
C BHYTPEHHUM
NCTOYHMKOM,;
+ line -
CMHXPOHU3NPOBATLCS C
NINHEAHbIM CUTHA/IOM.

esr(config-if-gi)# mtu <MTU> - 3HaueHne MTU, ans

<MTU> ET1 n Multilink nHTepdelicos
HeobXoAUMO yKasaTb 3HaUeHUs
B Ananasoxe [1510..9600].
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War OnucaHue KomaHpa Knroun
7 3ajath X3lW-aJropuTM NpoBepku kagpa (He esr(config-if-gi)# <FCS> — nocnepoBatenbHOCTb
06A3aTe/IbHO). switchport e1 crc <FCS>  npoBepku kaapa:

*+ 16 (N0 ymonyaHuto) -

FCS16;
+ 32 - FCS32.
8 3agaTb NPOBEPKY HA HaNMumne own6oK Npu esr(config-if-gi)# <CRC> - npoBepka
nepepave (He 0653aTe/LHO). switchport e1 framing UUK/IMYECKO N3BbITOYHOCTHU:
<CRC>
+ crc-4 - ncnonb3oBaTtb
anroputm CRC-4;
* no-crc4 (No ymonyaHuio)
— He 1CMNoMb30BaTh
NPOBEpKY.
9 3ajaTtb VHBEPTUPOBaHWE nepefaBaemMbix 6UT (He —esr(config-if-gi)#
06s13aTe/bHO). switchport e1 invert data
10 3ajatb TUM SIMHeHOro KogupoBaHust (He esr(config-if-gi)# <CODE> — T1n nuHeiiHoro
06s13aTesbHO). switchport e1 linecode KOAUPOBaHWS;
<CODE>
+ ami — yepegytowelics
NOMAPHOCTLIO
MMMy bCOB;
+ hdb3 (no ymonuaHuio) -
[BYXNONSAPHBIA Kof,
BbICOKOW NAOTHOCTK
nopsigka 3.
11 3aaatb KO/IM4eCTBO TaliM-C/10TOB. esr(config-if-gi)# <RANGE> - konmyecTBO Tanwv-
switchport e1 timeslots C/I0TOB.
<RANGE>
12 VMcnonb3oBaTb E1 Kak eMHYI0 CYLHOCTb, 6e3 esr(config-if-gi)#
TalimcnoToB (He 06s13aTe/bHO). switchport e1 unframed
HacTtpoiika nHtepdeiica E1:
13 Heobxoammo BbibpaTb nHTepdielic E1. esr(config)# interface e1  <SLOT> — Homep crioTa.
1/<SLOT>/1
14 Ykazartb IPv4 n macky nogcetu ons esr(config-e1)# ip <ADDR/LEN> - IP-agpec n
KOHhurypmpyemoro nHtepdeiica. address <ADDR/LEN> ANTMHA Macku NoaceTy,

3ajaéTtcAa B BUAeE
AAA.BBB.CCC.DDD/EE, roe
Kaxgasa yacte AAA - DDD
npuHuMaeT 3HaueHus [0..255] n
EE npuHumaeT 3HaveHus
[1..32].
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Lar

15

OnucaHue

OTKIUNTL Ha MHTepdheiice dyHKumm Firewall
NN BKAOUNTb MHTEpdeiic B 30Hy 6e30nacHOCTK
(cm. pasgen KoHdpurypuposanue Firewall).

[ononHutenbHble HacTpoiiku PPP gnsa E1:

16

17

18

19

20

21

22

23

24

Bkntountb CHAP-ayTeHTUgMKauuto anst PPP (He
0653aTe/IbHO).

3agartb MMSA MapLUpyTM3aTopa, KoTopoe
OTnpaBsnseTcs yaaseHHol CTopoHe A1
npoxoxaeHusi CHAP-ayteHTudpukaumm (He
0653aTesbHO).

3agarb naponb st ayteHTUdmkauum (He
0653aTe/IbHO).

BK/IOUMTL MTHOPUpPOBaHUe ayTeHTudukaumm (He
0653aTesbHO).

3agarb UMsi NoNb30BaTeNst 1S
ayTeHTUgMKauum (He 06s3aTenbHO).

PaspeluaeTcsa npyHMMaTb OT coceaa noboi
HeHyneBoii IP-agpec B kKayecTBe N0KanbHOro IP-
agpeca (He 065s3aTe/bHO).

3apatb IP-agpec, KoTopbIil oTNpaBnsieTcs
yA&/IEHHOI CTOPOHE 419 NOC/efyoLWero ero
npucBoeHusi (He 06s3aTenbHO).

3aaTb KO/IMYeCTBO MOMbITOK OTNPaBKU
Configure-Request nakeToB, npexae yem
yA&IEHHbI NUp 6yAEeT NPM3HaH HECMOCOGHBIM
OTBETUTb (HE 06A3aTEe/IbHO).

3afaTb KO/IM4YeCcTBO MOMbITOK OTNPaBKY
Configure-NAK nakeToB, npexae yem 6yayT
NnoATBEPXAEHbI BCe onuun (He 06513aTe/NbHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-e1)# ip
firewall disable

esr(config-e1)# security-
zone <NAME>

esr(config-e1)# ppp
authentication chap

esr(config-e1)# ppp chap
hostname <NAME>

esr(config-e1)# ppp chap
password ascii-text
<CLEAR-TEXT>

esr(config-e1)# ppp chap
refuse

esr(config-e1)# ppp chap
username <NAME>

esr(config-e1)# ppp ipcp
accept-address

esr(config-e1)# ppp ipcp
remote-address <ADDR>

esr(config-e1)# ppp max-
configure <VALUE>

esr(config-e1)# ppp max-
failure <VALUE>

Knoun

<NAME>-UMSA 30HbI
6e3onacHoCTH, 3aaéTcs
cTpokoit go 31 cumBona.

<NAME> - nwms
MapLipyTmnsaTopa.

<CLEAR-TEXT> - naponb B

OTKpbITON chopme, 3a4aéTCs
CTpoKoii [1 .. 64] cumBosoB,
MOXET BK/1H04YaTb CUMBO/TbI

[0-9a-fA-F].

<NAME> - nmsi nonb3oBarens.

<ADDR> - IP-agpec
YATEHHOrO LUNK03a.

<VALUE> — KonnyecTtBo
NonbITOK.

<VALUE> - KonnyecTtBo
NOnMbITOK.
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War OnucaHue KomaHpa Knroun
25 3aaartb KOMMYecTBO MONbITOK OTMNPaBKX esr(config-e1)# ppp max- <VALUE> — KofimyecTBo
Terminate-Request naketos., npexae yem ceccust  terminate <VALUE> NOMbITOK.

6yaeT npepsaHa (He 06s13aTe/bHO).

26 3agatb pasmep MRU (Maximum Receive Unit) esr(config-e1)# ppp mru  <MRU> — 3HaueHne MRU.

Ans uHTepdeiica (He 06s3aTeNbHO). <MRU>

27 3afaeTcs MHTepBaUl BPEMEHN B CEKYHAaXx, Mo esr(config-e1)# ppp <TIME> - BpeMsA B cekyHOax.
NUCTEeYeHNN KOTOPOro MapLIpyTU3aTop timeout keepalive <TIME>
otnpasnsieT keepalive-cooblueHue (He
0653aTe/IbHO).

28 3ajaeTcsa MHTepBaJsl, N0 UCTEYEHNN KOTOPOro esr(config-e1)# ppp <TIME> - Bpems B cekyHOax.
MapLUpyTM3aTop NOBTOPSET 3anpoc Ha timeout retry <TIME>

ycTaHoBfeHne ceccun (He 06a3aTensHO).

BkntoueHue untepdeiica E1 B Multilink PPP:

29 [o6aBnTb B MLPPP-rpynny (He o6si3aTesfibHO). esr(config-e1)# ppp <GROUP-ID> — Homep rpynnbl.
multilink-group <GROUP-
ID>

30 Bkntouerne pexuma MLPPP (He o6sizatenbHo).  esr(config-e1)# ppp
multilink

8.8.2 Mpumep KoHcUrypauumn

3apgaua:

HacTtpoutb PPP-coeguHeHne co BCTpPeUHoW cTopoHoi ¢ IP-agpecom 192.0.2.2/24 yepe3 TOPGATE-WAN-ET,
ncnonb3ys 1-8 kKaHaslbHbIE MHTEPBaSIbI ANS Nepeaayn AaHHbIX; NICTOYHUK CUHXPOCUTHaNa — BCTpeYHas
CTOpOHa.

ESR-200 ESR-200

el 1701 el 101
ip 192.0.2.1/24 PPP ip 192.0.2.2/24
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PelwweHue:

MpenBapuTenbHO HEOGXOAUMO HACTPOUTb System jumbo-frames, coxpaHuTb UMEHEHWSI B KOHCOMIYpaLmmn 1
nepesarpy3vTb MapLUpyT13aTop:

esr(config)# system jumbo-frames

esr(config)# exit

esr# commit

esr# confirm

esr# reload system

Do you really want to reload system ? (y/N): y

HacTtpoum chmnsmyeckuii nHTepdelic gigabitethernet 1/0/3, B kotopom yctaHoBneH TOPGATE-WAN-ET:

* Ykaxkem mtu He meHee 1510.

+ MNepeBegem MHTepgec B pexmum padboTsl el.
* Ykaxem kaHan e1 - 0.

* Ykaxem nHtepsasl kaHanos el — 1-8.

* YKaKeM UCTOYHMK CUHXPOCUTHasa — JIMHUS.

esr# configure

esr(config)# interface gigabitethernet 1/0/3
esr(config-if-gi)# mode switchport
esr(config-if-gi)# mtu 1510

esr(config-if-gi)# switchport mode el
esr(config-if-gi)# switchport el slot 0
esr(config-if-gi)# switchport el timeslots 1-8
esr(config-if-gi)# switchport el clock source line
esr(config-if-gi)# exit

HacTtpoum nHtepdieiic etl:
esr(config)# interface el 1/0/1
esr(config-el)# ip address 192.0.2.1/24

esr(config-el)# security-zone trusted
esr(config-el)# exit
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NHdpopmaumio o o3nueckoM COCTOSIHUM €1 MOXHO y3HaTb C MOMOLLbIO CleaytoLeil KoMaHapb!:

esr# show controllers el gigabitethernet 1/0/3
Interface 'gil/0/3"':

SFP present:
SFP Vendor name:
is te: No
SFP Vendor PN:
SFP SW Version:
Line code:
Clock source:
Timeslot:
Invert Data:
Framing CRC4:
Loopback:

CRC algorithm:
E1l Link:

E1l Synced:

E1 RX AIS:

E1 RX RAI:

E1 TX AIS:

Yes

LPOS 1.0.9.4SR42 (20.12.2017)
HDB3
Internal
1-8

No

No

FCS16

Up

Yes

No

No

No

NHdopmaLmio 0 cocTosiHUM e1-uHTepddelica MOXHO Y3HaTb C MOMOLLbIO CNeayoLLeit KOMaHbl:

esr# show interfaces status el 1/0/1
Interface 'el 1/0/1' status information:

Description:

Operational state: Up

Administrative state: Up

Track ID: 0

Supports broadcast: No

Supports multicast: Yes

MTU: 1492

MAC address: none

Last change: 1 minute and 3 seconds
Mode: routerport

Mpumep KoHdurypauum Cisco-2811:

card type el 0 1
|

controller E1 0/1/0

framing NO-CRC4

channel-group 0 timeslots 1-8

interface Serial0/1/0:0
ip address 192.0.2.1 255.255.255.0

encapsulation ppp
|
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Mpumep KoHdurypauumn Huawei NE8S80OO:

controller E1 0/7/2
channel-set 0 timeslot-list 1-8
undo shutdown

interface Serial@/7/2:0
link-protocol ppp

ip address 192.0.2.1 255.255.255.0

crc 16

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

8.8.3 PacnuHoBka untepdeiicos E1 mexay o6opyaosaHmem ESR-ESR, ESR-Cisco, ESR-Huawei

Pimout ESR - Cisco

Pinout ESR - Huawei

Rj-45 Finout ESK - ESR

Tuf+) 1 B0 ~— e 1 Tul+)

™) 21 - =3 N 2 Tx(-)

Rx{+) 3 =S S 3 Rx(+)
4 . [ F
5N N5

Rx(-) & B {0 6 Rul-)
BN N7
| | F

TOPGATE-WAN-E1 TOPGATE-WAN-E1
(ESR) (ESR)

Tx(+) 1 B9 1 Rx(+)

(-} 2 I——————={l 2 Rx{-)

Ro+) 3 Biem 3
smm T 4 Tx(+)

. L‘__’r“___pﬁ"_“’_'_ 5 Tx()
Rx(-) 6 N ENo

7N N7

& . L]
TOPGATE-WAN-E1 CTRLR T1/E1 0

(ESR) (Cisco)

Tx(+) 1 S B 1 Tl +)
T} 2 M S 12 Tx(-)
Rx(+) 3 B " 3
4 TS 4 Ru(+)
5N TS 5 Rx()
Rx(-) & [ [N 5
=N N7
5. L F
TOPGATE-WAN-E1 Card E1fT1
(ESR) (Huawei)

8.9 Hacrtpoiika MLPPP

Multilink PPP (MLPPP) npenocTaBnsieT co60i1 arperMpoBaHHblii KaHasl, BK/OYatoLLMiA B cebs MeTo/ibl AN
pacnpocTpaHeHusi Tpadhrka Yepe3 HECKO/IbKO (DU3NYECKMX KaHa/10B, UMest OfIHO JIOTUYecKoe coeAnHeHMe.
STOT BapMaHT NO3BO/ISIET pacLUMPUTbL NPOMYCKHYH CNOCOGHOCTL U 06ecneynBaeT 6aslaHCUPOBKY Harpysku.

8.9.1 AnroputM HacTpOIiKu

1 HacTpouTb rpynny arperaumu.

2 YkaszaTb onvcaHue KOHUrypupyemMoi
rpynnbl arperaumn (He 06s13aTenbHO).

3 3afaTtb UHTEPBAUT BPEMEHMW, 33
KOTOPbIN yCpeAHSIeTCA CTaTUCTMKA O
Harpyske Ha rpynne arperauum (He
06513aTe/bHO).

4 Ykazatb pasmep MTU (Maximum
Transmition Unit) ansi rpynnbl
arperaumu (He o6sizarenibHo). MTU
6o0nee 1500 6ygeT akTMBHO TOMBKO B
cnyyae NpuMeHeHWs KoMmaHapl "system
jumbo-frames”.

esr(config)# interface multilink
<IF>

esr(config-multilink)# description
<DESCRIPTION>

esr(config-multilink)# load-
average <TIME>

esr(config-multilink)# mtu <MTU>

<|F> — HaumeHoBaHue
NHTEepgeiica.

<DESCRIPTION> — onucaHue
rpynnbl arperaynu, 3aaétcs
CTPOKOI A0 255 cnmBOoOoB.

<TIME> — uHTepBan B
cekyHpax, npuHumaeT
3HayeHus [5..150].

3Ha4yeHune Mo yMOo/lHaHuio: 5.

<MTU> - 3Ha4yeHne MTU,
NPUHUMAaET 3Ha4YeHNA B
JAnanasoHe [1280..1500].

3Ha4yeHVe No yMon4aHuio:
1500.
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11

12

13

Bkntountb CHAP-ayTeHTUhmKaumio.

BkniounTb UrHopupoBaHme
ayTeHTUgmKaLun (He 0653aTenbHO).

Ykas3atb UMA MapLupyTusaTopa,
KOTOpOe 0Tnpas/isieTcs yaa1eHHO
CTOpOHe ansa npoxoxaeHus CHAP-
ayTeHTudmKaumn.

YkazaTb naposib, KOTOpbIii
OTNpaBnseTcs yaasieHHON CTOpoHe
BMeCTe C MMeHeM MapLipyTu3aTopa
Ans npoxoxaeHma CHAP-
ayTeHTUmKaumm.

PaspelunTb NPYHUMATL OT coceaa
no6oii HeHyneBoli IP-agpec B kKayecTBe
nokanbHoro IP-agpeca (He
06s13aTe/bHO).

YctaHoBuThb IP-agpec, KoTopblii
OTnpasNseTcs yaaneHHON CTOpoHe A5
nocneaytoLLero ero nNpUCBOEHUS.

Yka3zaTb nosib3oBatens Ans
ayTeHTUgUKALUN YAATEHHON CTOPOHbI
1 NepeinTn B pexmm
KOHJIMIyprpOoBaHNS YKa3aHHOIo
nonb3oBatens.

YcTaHOBUTL Naposib B OTKPLITON NAn
3alumcbpoBaHHoI dhopme
onpeaeneHHoOMy Nnosib3oBaTento ans
ayTeHTUdMKaLMmN yaaneHHoW CTOPOHbI.

YCTaHOBUTb KOIMYECTBO MOMbITOK
otnpasku Configure-Request nakeTos,
npexpae Yem yaaneHHbli nup éyaet
MpuU3HaH HeCNoCO6HbLIM OTBETUTL (He
0653aTe/IbHO).

esr(config-multilink)# ppp
authentication chap

esr(config-multilink)# ppp chap
refuse

esr(config-multilink)# ppp chap
hostname <NAME>

esr(config-multilink)# ppp chap
password ascii-text

{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT>}

esr(config-multilink)# ppp ipcp
accept-address

esr(config-multilink)# ppp iccp
remote-address <ADDR>

esr(config-multilink)# chap
username <NAME>

esr(config-ppp-user)# password

ascii-text
{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT>}

esr(config-multilink)# ppp max-
configure <VALUE>
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<NAME> - nmsa
MapLupyTM3aTopa, 3agaétcs
cTpokoii go 31 cumsona

<CLEAR-TEXT> — naposb B

OTKpbITOI chopme, 3aaaéTcs
CTpokKoii [8 .. 64] cumsonos,
MOXeT BK/I0UYaTb CUMBO/IbI

[0-9a-fA-F].

<ENCRYPTED-TEXT> — napornb
B 3alLMpOoBaHHO hopme,
3a7aéTcs CTPOKOi [16..128]
CVMMBO/IOB.

<ADDR> - IP-agpec
yA&/TEHHOTO LUNH03a.

<NAME> - ums nonb3oBarens,
3agaétca cTpokoit ao 31
cumBona.

<CLEAR-TEXT> - naponb B

OTKpbITON (hopme, 3agaéTcs
CTPOKoOiA [8 .. 64] cumBoNoB,
MOXET BK/IKOHYaTb CUMBO/IbI

[0-9a-fA-F].

<ENCRYPTED-TEXT> - naponb
B 3aLUMdpOBaHHON dhopMme,

3a/laéTcs CTPOKOWA [16..128]
CMMBOJIOB.

<VALUE> — Bpems B cekyHaax,
NpUHUMaET 3HaueHus [1..255].

3Ha4veHune no ymonyanuio: 10.
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14

15

16

17

18

19

20

21

22

23

YCTaHOBUTb KOIMYECTBO MOMbITOK
Bbicniatb Configure-NAK nakeTb,
npexge vyem 6yayT NoATBEPXAEHbLI BCE
onuumn (He 06s13aTeNbHO).

YCTaHOBUTb KO/IMYECTBO NOMbITOK
BbicnaTtb Terminate-Request nakeTbl,
npexage 4yem ceccus byaet npepsaHa
(He 06sa3aTe/NBLHO).

Ykaszatb pasmep MRU (Maximum
Receive Unit) anst nHtepdelica.

YKasaTb MHTEpBaU1 BPpeMEHU B
CeKyHpax, Mo UCTEYEHUN KOTOPOTO
MapLupyTu3atop otnpasnseT keepalive-
cooblieHne (He 06a3aTe/bHO).

YCTaHOBUTb UHTEPBA/T BPEMEHU B
CeKyHAax, Mo NCTEeYEHMN KOTOPOro
MapLUpyTM3aTop NOBTOPSIET 3anpoc Ha
yCTaHOB/EHME ceccum (He
06s13aTe/bHO).

Onpefenntb MakcMasibHbll pasmep
naketa gns MLPP-uHtepdeiica.

MpuBA3aTtb NopT e1 K pnsnyeckomy
NHTEepdieicy.

MepeBecTu n3nyecknii NOPT B PEXUM
paboTtbl ¢ SFPe1-moaynem.

Brounts pexxum MLPPP Ha E1-
nHTepdeiice.

Bkntountb E1-nHTEpheiic B rpynny
arperauuu.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

esr(config-multilink)# ppp max-
failure <VALUE>

esr(config-multilink)# ppp max-
terminate <VALUE>

esr(config-multilink)# ppp mru
<MRU>

esr(config-multilink)# ppp timeout
keepalive <TIME>

esr(config-multilink)# ppp timeout
retry <TIME>

esr(config-multilink)# mrru
<MRRU>

esr(config-if-gi)# switchport e1
<SLOT>

esr(config-if-gi)# switchport mode
el

esr(config-e1)# ppp multilink

esr(config-e1)# ppp multilink-
group <GROUP-ID>

<VALUE> — Bpems B cekyHaax,
NpUHUMaET 3HaueHus [1..255].

<VALUE> — Bpems B cekyHaax,
NPUHUMaET 3HaueHus [1..255].

3Ha4yeHune Mo yMOo/lHaHuio: 2.

<MRU> - 3HaueHne MRU,
NPUHUMAaET 3Ha4YeHNA B
AvanasoHe [128..1485].

3Ha4yeHVe No yMon4aHuio:
1500.

<TIME> — Bpems B CekyHAax,
NMPUHUMAET 3HAYEHNS
[1..32767].

3HaueHue no ymonyaruio: 10.

<TIME> — BpemMs B CeKyHAax,
NPUHUMAaET 3HadeHuns [1..255].

3HayeHue no ymonyaHuio: 3.

<MRRU> — makcumasbHblii
pasmMep NpMHUMAaEMOro nakeTta
ansa MLPP-nHTepdeiica,
NPUHMMAET 3Ha4YeHNe B
JAvanasoHe [1500..10000].

<SLOT> - ngeHtudmkaTop
C/10Ta, NPUHUMAET 3HaYeHVe B
ananasone [0..3].

<GROUP-ID> - ngeHTtudprkatop
rpynnbl, NPUHUMAET 3HaYeHne
[1..4].

135



8.9.2 Mpumep HACTPOIKU

3apgava:

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

HacTtpontb MLPPP-coeamHeHmne ¢ BCTPEUHO CTOPOHOI ¢ IP-agpecom 192.0.2.2/24 yepes nHtepdelicol 1
1/0/1 v el 1/1/1. Ons nocTpoeHus arpermpoBaHHoro kaHana PPP ucnonb3sytotca untepdeice gi 1/0/3 n gi
1/0/4, B KoTOpbIe BCcTaBNneHbl TOPGATE-WAN-E1.

ESR-200

PelweHune:

192.0.2.0024

el 1/

ESR-200

el 101

el 1/1/1 [

-

et 1111

\/
Multilink PPP

MpeaBapuTenbHO HEOBX0AMMO HAacTPOUTL system jumbo-frames, coxpaHuTb M3MeHeHWs1 B KOHdurypauum u
nepesarpy3vTb MapLIpyTU3aTop:

esr# configure

esr(config)# system jumbo-frames

esr(config)# exit
esr# commit
esr# confirm

esr# reload system

Do you really want to reload system ? (y/N): vy

HacTtpoum dmsnyeckue nHtepdelicel gigabitethernet 1/0/3-4, B koTopbix ycTaHoBneHbl TOPGATE-WAN-E1.
Mpwn HacTpolike mnsnyecknx nHTepdelricos ykaxxem mtu He meHee 1510, nepesegem nHTepeiic B pexmv
pab6oTbl €1, ykaxxem kaHan el:

esr# configure

esr(config)# interface gigabitethernet 1/0/3

esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#

mode switchport

mtu 1510

switchport mode el
switchport el slot 0
switchport el timeslots 1-31
exit

esr(config)# interface gigabitethernet 1/0/4

esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#

mode switchport

mtu 1510

switchport mode el
switchport el slot 1
switchport el timeslots 1-31
exit
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HacTtpoum nHtepdeic multilink:

esr(config)# interface
esr(config-multilink)#
esr(config-multilink)#
esr(config-multilink)#

multilink 3

ip address 192.0.2.1/24
security-zone trusted

exit

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Mpusshxem nHTepdelicbl E1 k Multilink PPP. MNpwy HacTpolike e1-uHTepdeiica Heobxoammo ykasate multilink-

group 1 BkItounTb multilink:

esr(config)# dinterface el 1/0/1

esr(config-el)# ppp multilink-group 3

esr(config-el)# ppp multilink

esr(config-el)# exit

esr(config)# interface el 1/1/1

esr(config-el)# ppp multilink-group 3

esr(config-el)# ppp multilink

esr(config-el)# exit

NHdpopmauumto o cocTosiHum multilink nHTepdpeiica ecTb BO3MOXHOCTb Y3HAThb C NOMOLLLIO C/efytoLleit

KOMaHAbl:

esr# show 1interfaces status multilink 3
status information:

Interface

"mul'’

Description:

Operational state:
Administrative state:

Track ID:

Supports broadcast:
Supports multicast:

MTU:
MAC address:
Last change:
Mode:

Up
Up

0

No

Yes

1492

none

6 seconds
routerport
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

Mpumep KoHdurypauum Cisco-2811:

|
card type el 0 1
|
controller E1 0/1/0
framing NO-CRC4
clock source internal
channel-group 0 timeslots 1-31
|
controller E1 0/1/1
framing NO-CRC4
clock source internal
channel-group 0 timeslots 1-31
|
!
interface Multilinkl
ip address 192.0.2.1 255.255.255.0
ppp multilink
ppp multilink group 1
|
|
interface Serial@/1/0:0
no ip address
encapsulation ppp
ppp multilink
ppp multilink group 1
|
|
interface Serial®/1/1:0
no ip address
encapsulation ppp
ppp multilink

ppp multilink group 1
|

Mpumep KoHdurypauumn Huawei NES800O npu ncnonb3oBaHmmn ogHoro el-nHrepdeiica:

controller E1 0/7/2
channel-set 0 timeslot-list 1-31
undo shutdown
interface Mp-group0/7/3
ip address 192.0.2.1 255.255.255.0
interface Serial®/7/2:0
link-protocol ppp
ppp mp Mp-group®/7/3
crc 16

& PacnuHoBka nHTepdeiicos E1 mexay o6opyaosaHnem ESR-ESR, ESR-Cisco, ESR-Huawei ykazaHa B
nyHkTe 8.8.3.
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8.10 Hacrtpolika Bridge

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Bridge (mocT) — aT0 cnoco6 coeanHeHus AByx cermeHToB Ethernet Ha kaHa/IbHOM ypoBHe 6€3 UCMOb30BaHUS
NPOTOKO/10B 60/1Ee€ BbICOKOrO YPOBHS, Takux Kak IP. MakeTbl nepegatotca Ha ocHoBe Ethernet-agpecos, a He IP-
aapecoB. MNockobKy nepeaaqa BbiMO/HAETCS Ha KaHa/lbHOM ypoBHe (ypoBeHb 2 Mogenu 0Sl), Tpadmk

NPOTOKO/10B 60/1ee BbICOKOIO YPOBHS MPO3pavyHO NPOXOAMT Yepes MOCT.

8.10.1 AnropuTM HacCTpPOIiKK

Lar

1

OonucaHue

[o6aBuTb ceteBoii mocT (bridge) B
CUCTEMY M NEPENTN B PEXUM
HaCTpOVikv ero napaMeTpoB.

AKTVBMPOBATb CETEBOW MOCT.

Ykasatb ak3emnniap VRF, B kotopom
6yneT paboTaTb AaHHbIN NHTepgeiic
(He 06s3aTeNbLHO).

HasHaunTb onucaHue
KOHhUrypmpyeMomy CETEBOMY MOCTY
(He 06s13aTeNBLHO).

Ces3atb cab-uHTepdelic, qing-
nHtepceiic, L2ZGRE-TyHHENb nn
L2TPv3-TyHHEeNb C CeTeBbIM MOCTOM.
CBsi3aHHble nHTepdencbl/TyHHeNN 1
ceTeBble MOCTbl aBTOMATUYECKU
CTaHOBSATCS yYacTHUKamu obulero L2-
flomeHa (He 06s13aTe/bHO).

KomaHpa

esr(config)# bridge <BRIDGE-ID>

esr(config-bridge)# enable

esr(config-bridge)# ip vrf
forwarding <VRF>

esr(config-bridge)# description
<DESCRIPTION>

esr(config-if-gi)# bridge-group
<BRIDGE-ID>

esr(config-if-12tpv3)# bridge-
group <BRIDGE-ID>

Knrouun

<BRIDGE-ID> -
NAEHTUDNKALMOHHBI HOMEp
MOCTa, MPYHUMAET 3HAYEHNS B
[nanasoHe:

* ansi ESR-10/12V(F)/
14VF - [1..50];

+ ana ESR-20/21/100/200
-[1..250];

- ana
ESR-1000/1200/1500
/1511/1700/3100 -
[1..500].

<VRF> - nms VRF, 3agaetca
cTpokoii go 31 cumsona.

<DESCRIPTION> - onucaHune
CeTeBOro MocTa, 3agaéTcs
CTpOKOIi A0 255 cMMBONOB.

<BRIDGE-ID> -
NAEHTUDNKALMOHHBI HOMep
MOCTa, MPYHUMAET 3HAYEHNS B
[nanasoHe:

* ansi ESR-10/12V(F)/
14VF - [1..50];

+ ana ESR-20/21/100/200
-[1..250];

- ana
ESR-1000/1200/1500
/1511/1700/3100 -
[1..500].
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LWar

OonucaHue

CBs3aTb TEKYLMIA CETEBOIN MOCT C
VLAN. Bce nHTepdeiicbl n L2-TyHHenu,
ABNAOLLMECS YSIeHaMN Ha3Ha4aeMoro
VLAN, aBTOMaTU4YE€CKM BK/IIOYAIOTCS B
CETEBOI MOCT U CTaHOBATCSA
yyacTHMKamu obuiero L2-gomeHa (He
06513aTe/bHO).

YkazaTb pasmep MTU (Maximum
Transmition Unit) nakeTo., koTopble
MOXET MpornycKaTb AaHHbI bridge (He
0653aTenbLHO; BO3MOXHO, ecnn B bridge
BK/ItoueH Tosibko VLAN).

MTU 6onee 1500 6yaeT akTUBHO

TOJIbKO B C/1ydae npumMmeHeHnsa KoMmaHabl

"system jumbo-frames”

Ykasatb IPv4/IPv6-agpec n macky
noaceTu Ans KOHUrypmpyemoro
UHTepeiica nnm BKIIOUYNTL NONyYeHne
IP-agpeca gnHammyecku.

KomaHpa

esr(config-bridge)# vlan <VID>

esr(config-bridge)# mtu <MTU>

esr(config-bridge)# ip address
<ADDR/LEN>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<VID> — ngeHtudomkartop VLAN,
3a4aéTtcAa B AnanasoHe
[1..4094].

<MTU> - 3HaueHne MTU,
NPUHUMAET 3Ha4YeHUs B
AnanasoHe:

+ ana ESR-10/12V(F)/
14VF - [552..9600];

« ansa ESR-20/21 -
[552..9500];

« ans
ESR-100/200/1000/120
0/1500/1511/1700 -
[552..10000]

« ans
ESR-1500/1511/1700
/3100 - [552..9190].

3HaueHne No yMonyaHuto:
1500.

<ADDR/LEN> — IP-agpec u
ONMHa Macky nofceTw,
3apaéTtca B Buae
AAA.BBB.CCC.DDD/EE, roe
Kaxgasa yacte AAA - DDD
npuUHUMaEeT 3HadeHuns [0..255] n
EE npvHumaeT 3HaueHus
[1..32].

[ononHnTENbHbIE YHKLMN

IPv4-agpecaumm cMm. B pasgene
HacTpoiika IP-agpecauunn.
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LWar

OonucaHue

OTKNIOUNTL Ha MHTEepdelice yHKLUUN
Firewall nnu Bkntounte nHTEpcheiic B

30Hy 6e3onacHocT (CM. pasaen
KoHdpurypuripoBaHue Firewall).

BKMHOUYNTL 3anncb CTAaTUCTUKK

MCNO/Ib30BaHNs TEKYLLEro MHTepdelica

(He o6si3aTenbHO).

3afaTth UHTEPBA/T BPEMEHW, 33 KOTOPbIi
yCpeaHsIeTCs CTATUCTVKA O Harpyske Ha

bridge (He o6si3aTenbHO).

3apaTtb MAC-agpec ceTeBOro MocTa,

OT/INYHBIIi OT CUCTEMHOTO (He
0653aTe/bHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-bridge)# ipv6 address
<IPV6-ADDR/LEN>

esr(config-bridge)# ip address
dhcp

esr(config-bridge)# ip firewall
disable

esr(config-bridge)# security-zone
<NAME>

esr(config-bridge)# history
statistics

esr(config-bridge)# load-average
<TIME>

esr(config-bridge)# mac-address
<ADDR>

Knoun

<IPV6-ADDR/LEN> — IP-agpec
1 npedmkc noaceTu, 3agaéTcs
B Buae X:X:X:X::X/EE, rae
Kaxaasa yactb X NpuHUMaeT
3Ha4YeHus B
LUecTHaauaTepmyHoM dpopmare
[0..FFFF] v EE npuHumaet
3HaveHus [1..128].

JononHutensHble yHKUnn
IPv6-appecaunn cm. B pasgene
HacTtpoiika IPv6-agpecauuu.

MOoXHO yKa3aTb HeCKO/IbKO
UIPv4/IPv6-agpecoB
nepeyncreHnem yepes
3anATyr0. MoxeT 6bITb
HasHaueHo Ao 8 IPv4/IPv6-
aapecoB Ha nHTepdeiic.

JononHutensHble yHKUMN
npu pabote DHCP-knveHTa cm.
B pasgene YrnpaenexHve DHCP-
KIIMEHTOM.

<NAME>-nMs 30HbI
6e3onacHocCTu, 3agaértcs
cTpokoii go 31 cumsona.

<TIME> — nHTepBan B
cekyHpax, npuHumaet
3HayeHus [5..150].

3HayeHve no YMO/THaHUIO: 5.

<ADDR> - MAC-agpec
CeTeBOro MocTa, 3a4aéT1cA B
Bnge XX:XX:XX:XX:XX:XX, rae
Kaaas 4yacTb NpyHUMaeT
3HaueHus [00..FF].
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LWar OnucaHue

10 BknounTb Ha bridge-pexxuvm nsonsauum
UHTepdheiicos.
B paHHOM pexume o6MeH Tpadikom
MeXAy YSieHaMun CeTeBoro Mocra
3anpeLyeH. (He 06s3aTeNbHO;
NMPUMEHUMO TOJIbKO Ha
ESR-1000/1200/1500/1511/1700
/3100).

11 3anpetutb KOMMYyTaUMIO Tpadnka
unknown-unicast (korga MAC-aapec
Ha3HauYeHus1 He coepPXnTCsa B Tabnuue
KoMMyTaLummn) B AaHHom bridge. (He
06513aTe/1bHO; NPUMEHVMO TO/MbKO Ha
ESR-1000/1200/1500/1511/1700
/3100).

12 YcTaHOBUTb Bpems Xn3Hu IPv4/IPv6-
3anuceii B ARP-Tabnuue, nsy4yeHHbIX Ha
JaHHoM bridge (He o6s13aTeNbHO).

KomaHpa

esr(config-bridge)# protected-
ports [ exclude vlan]

esr(config-bridge)# unknown-
unicast-forwarding disable

esr(config-bridge)# ip arp
reachable-time <TIME>

nnn

esr(config-bridge)# ipv6 nd
reachable-time <TIME>

Takke ans bridge-nHTepgeiica BO3MOXHO HACTPOUTb:

* QoS B 6a30BOM W/IM paclUMpPEHHOM pexnmax (CM. pasgen YnpasneHve QoS);

+ proxy (cm. pasgen Npokcuposanne HTTP/HTTPS-Tpaduka);

* MOHUTOPUWHT Tpadpdomnka (cM. pasgensl Hactpoiika Netflow n Hactpoiika sFlow);

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

exclude vlan — npu ykazaHun
JaHHoro knto4a, VLAN
(cBsizaHHbIl ¢ bridge)
MCK/TIOUYAETCA U3 crmcka
N30/IMPYEMbIX MHTEPECOoB.

<TIME> — Bpems Xn3HK
AnHamundeckmx MAC-agpecos,
B MUINCEKYHAAX.
Jonyctumble 3HaveHus ot 5000
A0 100000000 munnaucekyHa,
PeanbHoe BpeMsi 06HOBEHMSA
3anvcu BapbupyeTcs ot
[0,5;1,5]*<TIME>.

* (PYHKLMOHA/ NMPOTOKO/IOB MapLupyTusauun (CM. pasaen YrnpasnieHue MapLipyTusaLyei);
- npotokon VRRF (cM. pasaen Ynpas/eHre pe3epBrupoBaHiem);
+ dpyHKumoHan BRAS (cMm. pasgen YnpasneHnve BRAS (Broadband Remote Access Server));
* oyHKumoHan IDS/IPS (cm. pasgen Hactpoiika IPS/IDS).
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

8.10.2 Npumep HacTpoiiku bridge ansa VLAN u L2TPv3-TyHHens

3apgava:

O6beanHUTb B eanHbI L2-goMeH nHTepdiencsl MapLupyTmM3aTopa, OTHOCALMECS K IOKalbHOW ceTu, n L2TPv3-
TYHHEe b, NPOXOAALLNIA N0 Ny6NnYHON ceTn. Ansa o6beanHeHus ncnonb3osaTtb VLAN 333.

VLAN 333

gil/of11
TynHens L2TPv3 333

VLAN 333 |
gil/o/12 |

PeweHue:
Cosgagmm VLAN 333:

esr(config)# vlan 333
esr(config-vlan)# exit

Cos3naamm 30Hy 6e3onacHocTu «trusted»:

esr(config)# security-zone trusted
esr(config-zone)# exit

[o6asunm nHtepdericel gi1/0/11, gi1/0/12 B VLAN 333:

esr(config)# interface gigabitethernet 1/0/11-12
esr(config-if)# mode switchport
esr(config-if)# switchport general allowed vlan add 333 tagged

Cosgaaum bridge 333, npussikem kK Hemy VLAN 333 1 ykaxxeM YNeHCTBO B 30He «trusted»:

esr(config)# bridge 333
esr(config-bridge)# vlan 333
esr(config-bridge)# security-zone trusted
esr(config-bridge)# enable

YCTaHOBUM NpUHAANEXHOCTb L2TPV3-TyHHENs K MOCTY, KOTOPbI CBA3aH C /TIOKasIbHOW ceTblo (HacTpolika
L2TPv3-TyHHeNsi paccmaTtpuBaeTcs B pasaene Hactporika L2TPv3-tyHHenel). B obuiem cnyvae
naeHTUdankaTopbl MOCTa U TYHHENS He A0/MKHbI coBnagaTth ¢ VID kak B gaHHOM npumepe.

esr(config)# tunnel 12tpv3 333
esr(config-12tpv3)# bridge-group 333
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ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

8.10.3 Mpumep HacTpoiiku bridge gna VLAN

3apgava:

Hactpoutb MapLupytusauuto mexay VLAN 50 (10.0.50.0/24) n VLAN 60 (10.0.60.0/24). VLAN 50 gonxeH
OTHOCUTbCA K 30HE «LANT», VLAN 60 — Kk 30He «LAN2», paspelumnTb CBOOOAHYIO nepeaavy Tpaduka mexay
30HamMu.

gilfo/12
ESR

bridge 50
10.0.50.1/24

bridge 50
10.0.60.1/24

Eil/0/11 Eil/0/14

PelueHwe:
Cospgagum VLAN 50, 60:

esr(config)# vlan 50,60
esr(config-vlan)# exit

Coszgaaunm 30Hbl 6e3onacHOCTM «LANT» 1 «LAN2»:

esr(config)# security-zone LAN1
esr(config-zone)# exit
esr(config)# security-zone LAN2
esr(config-zone)# exit

HasHaunm uHtepdoeincam gi1/0/11, gi1/0/12 VLAN 50:

esr(config)# interface gigabitethernet 1/0/11-12
esr(config-if-gi)# switchport general allowed vlan add 50 tagged

HasHaunm nHtepdoeiicy gi1/0/14 VLAN 60:

esr(config)# interface gigabitethernet 1/0/14
esr(config-if-gi)# switchport general allowed vlan add 60 tagged

Cospgaaum bridge 50, npmsshkem VLAN 50, ykaxxem IP-agpec 10.0.50.1/24 v uneHcTBO B 30HE «LANT»:

esr(config)# bridge 50

esr(config-bridge)# vlan 50
esr(config-bridge)# ip address 10.0.50.1/24
esr(config-bridge)# security-zone LAN1
esr(config-bridge)# enable

144



ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Cosgaaum bridge 60, npusshkem VLAN 60, ykaxxem IP-agpec 10.0.60.1/24 1 uneHcTBO B 30HE «LAN2»:

esr(config)# bridge 60

esr(config-bridge)# vlan 60
esr(config-bridge)# ip address 10.0.60.1/24
esr(config-bridge)# security-zone LAN2
esr(config-bridge)# enable

Co3paavm npasuna B Firewall, paspeluatolime cBo604HOE NPOXOXAEHME TpadvKa Mexy 30HaMMu:

esr(config)# security zone-pair LAN1 LAN2
esr(config-zone-pair)# rule 1
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# exit

esr(config)# security zone-pair LAN2 LAN1
esr(config-zone-pair)# rule 1
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# exit

esr(config)# exit

MocMOTpeTb Y1IEHCTBO NHTEPENCOB B MOCTE MOXHO KOMaHZOM:

esr# show interfaces bridge

8.10.4 NMpumep HacTpoiiku go6asneHus/ypaneHnsa stoporo VLAN-Tera

3apgava:

Ha nHtepdeiic gigabitethernet 1/0/1 noctynatot Ethernet-kagpbl ¢ paznmydbimn VLAN-Teramu. Heobxoanmo
nepeHanpasuTb Nx B UHTepcpeiic gigabitethernet 1/0/2, no6asus sTopoii VLAN-ID 828. Mpun noctynnieHnm Ha
nHtepdoeiic gigabitethernet 1/0/2 Ethernet-kagpos ¢ VLAN-ID 828, gaHHbI Ter Ao/KeH ObiTb yaaneH 1
oTnpasneH B uHTepdoeiic gigabitethernet 1/0/1.

PewieHune:

Cosgaamm Ha maplupytmsatope bridge 6e3 VLAN n 6e3 IP-agpeca:

esr(config)# bridge 1
esr(config-bridge)# enable
esr(config-bridge)# exit
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Bkntounm nHtepdpeiic gigabitethernet 1/0/1 B bridge 1:

esr(config)# interface gigabitethernet 1/0/1

esr(config-if-gi)# bridge-group 1
esr(config-if-gi)# exit

Bkntounm cab-uHtepgoeiic gigabitethernet 1/0/2.828 B bridge 1:

esr(config)# interface gigabitethernet 1/0/2.828

esr(config-subif)# bridge-group 1
esr(config-subif)# exit

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

& TMpu go6aeneHun sToporo VLAN-Tera B Ethernet-kaap, ero pasmep yBenuumsaetcs Ha 4 6aiita.
Ha uHTepdelice maplipytusatopa gigabitethernet 1/0/2 u Ha Bcem 060pyaoBaHMN nepegaroLlem

Q-in-Q Kagpbl HeoGxoaumo yBennuutb MTU Ha 4 6aiiTa unu 6onee.

8.11 HacrTpoiika Dual-Homing

& B 1ekyuweii Bepcuu MO gaHHbIN (hyHKUMOHAN NoAAepPKUBAETCS TONIbKO Ha MapLupyTusarope

ESR-1000.

Dual-Homing — TexHonorus pesepBMpoBaHns CoOeauHeHN, N03BONSIET OpraHM30BaTh HAAEXHOE COeIMHEHNE
K/HOYEBbIX PECYPCOB CETU HA OCHOBE HA/IMUMS PE3EPBHbIX IMHKOB.

8.11.1 AnropuTm HacTpPOIKU

LWar OnucaHue

1 YKaszaTb pe3epBHbIil MHTepeiic, Ha
KOTOpbIii 6yAeT NPONCXOAUTb
nepeksItyeHre Npy notepe CBA3N Ha
OCHOBHOM.

2 YKazaTb KOM4ECTBO KOMW MakeToB C
ogHUM 1 Tem xe MAC-agpecowm,
KoTopble 6yayT oTnpaBeHbl B
aKTUBHbIN MHTEpdIenc npu
nepektoyeHnmn (He o6si3aTesibHO).

KomaHpa

esr(config-if-gi)# backup
interface<IF> vlan <VID>

esr(config)# backup-interface
mac-duplicate <COUNT>

Knoun

<IF> — nHTepdeiic, Ha KOTOPbIi
6yneT npoucxoamuTb
nepeksoyeHue.

<VID> — ngeHTUnKaLOHHbIN
Homep VLAN, 3apaétcsa B
AnanasoHe [2..4094].

MOXHO Takxe 3agarb
Jnana3oHoM yepes «-» Un
nepeyvncrieHnemM 4yepes «,».

<COUNT> — KkonmyecTBO KOMuiA
NakeToB, NPUHMMAET 3HaYeHne
[1..4].
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War OnucaHne KomaHpa Knroun

3 YKa3aTb KONMYeCTBO NaKkeToB B esr(config)# backup-interfacemac- <COUNT> - konnuectBo MAC-
cekyHAy, KoTopoe 6yaeT oTnpaBneHo B per-second<COUNT> ajpecos B CekyHAy, NpUHUMaeT
aKTUBHbI MHTepddelic npu 3HaueHwue [50..400].

nepeksoyeHnmn (He o6si3aTesibHO).

4 YkasaTb, UTo Heobxoammo ocywecTuTb — esr(config)# backup-interface
NnepeksIyYeHne Ha OCHOBHOIA preemption
NHTepeic Npn BOCCTaHOB/IEHNMN CBA3M
(He o6s13aTENBLHO).

8.11.2 Mpumep HACTPOIKMK

3apgaua:

OpraHn3oBarb pe3sepaupoBaHue L2-coeguHernii mapwpytusatopa ESR ans VLAN 50-55 vepes ycTpolictBa
SW1n SW2.

Switch

Switch
|.- 1/0/10 Passive link 3

PelweHune:
MpenBapuTeNbHO HY)XHO BbINO/THUTL CReaylowme AeicTBus:
Cospgagum VLAN 50-55:

esr(config)# vlan 50-55

Heobxoanmo otkntounTtb STP Ha nHTepdelicax gigabitethernet 1/0/9 u gigabitethernet 1/0/10, Tak kak
coBMecTHas paboTa AaHHbIX NPOTOKO/I0B HEBO3MOXHA:

esr(config)# interface gigabitethernet 1/0/9-10
esr(config-if-gi)# spanning-tree disable

NHTepdelickl gigabitethernet 1/0/9 n gigabitethernet 1/0/10 go6asum B VLAN 50-55 B pexume general:

esr(config-if-gi)# switchport general allowed vlan add 50-55
esr(config-if-gi)# exit
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OCHOBHOI1 3Tan KOHpMrypMpoBaHus:
Caenaem nHTepgeiic gigabitethernet 1/0/10 pe3sepsHbiM a1 gigabitethernet 1/0/9:

esr(config)# interface gigabitethernet 1/0/9
esr(config-if-gi)# backup interface gigabitethernet 1/0/10 vlan 50-55

MpOoCMOTPETb UHOPMALMIO O Pe3ePBHbIX MHTepEeicax MOXHO KOMaHOi:

esr# show interfaces backup

8.12 HacTtpoiika 3epkanupoBaHusi (SPAN/RSPAN)

& B Texyuweii Bepcuu MO chyHKUMOHAN yaaneHHoro 3epkanimposaHus (RSPAN) nogaepxusaetcs
TONIbKO Ha MapwpyTusaropax ESR-1000/1200/1500/1511/1700

3epkanmpoBaHue Tpadmka — yHKUMA MapLipyTu3aTopa, npegHasHadeHHas a/1s nepeHanpasneHus Tpaduka

C 0f]HOrO MopTa MapLUpyTU3aTopa Ha Apyroi NopT 3TOro Xe MaplupyTusaTopa (flokasibHoe 3epKanipoBaHue)
W Ha yaaneHHoe yCTpoiicTBO (yaasieHHoe 3epKa/IupoBaHue).

8.12.1 AnropuTm HacCTpPOIKU

War OnucaHne KomaHpa Knoun

1 Onpeaenutb VLAN, no kotopomy 6yaet  esr(config)# port monitor remote <VID> — ngeHTUPUKaLMOHHbIN
nepeAaBaTbCs 0T3epKa/IMPOBaHHbIl vlan <VID> <DIRECTION> Homep VLAN, 3apaétcsa B
Tpadmk (B criyyae UCrnosib30BaHus JAnanasoHe [2...4094];

yAa/IeHHOrO 3epKannpoBaHus).
<DIRECTION> — HanpaBneHue

Tpaduka:

+ tx — 3epkasiMpoBaHue B
ykasaHHbIn VLAN TonbKo
ucxogsuiero Tpaduka,;

* IX — 3epKkanimpoBaHuve B
ykasaHHbIn VLAN TONbKO
BXoAsLWero Tpadumka.

2 BKIOUNTBL peXxnm yaaneHHoro esr(config)# port monitor remote
3epkanunpoBaHus (B cnydyae
NCNO/Mb30BaHUA YAa/IEHHOIO
3epKannpoBaHuns).
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War OnucaHwne KomaHpa Kntoun

3 OnpefennTb pexum nopta esr(config)# port monitor mode <MODE> - pexwum:
nepefarLero 0T3epKka/IMpoBaHHbIi <MODE>
Tpadvik (He 06s13aTe/NbHO). + network -

COBMELLEHHbI PEXUM
nepefayun AaHHbIX U
3epkanupoBaHue (no

YMOJTYaHWI);
+ monitor-only — TonbKO
3epKanupoBaHue.
4 B pexume koHurypaumm nHtepdpeiica  esr(config-if-gi)# port monitor <IF> — nHTepdeiic c koToporo
BK/TIOUNTL 3epKasipoBaHue. interface <IF> [ <DIRECTION> ] 6yayT 3epkanimpoBaTbeA

Kazipbl;

<DIRECTION> — HanpaBneHue
Tpadumka:

* X — 3epkasinpoBaHue
TOJIbKO UCXOAALEero
Tpaduka;

* IX — 3epkannposaHune
TOMIbKO BXOASLLErO
Tpadumka.

8.12.2 Mpumep HaACTPOIAKU

3apgaua:

OpraHu3oBartb yaaneHHoe 3epkasimposaHve Tpaduka no VLAN 50 ¢ uHtepdpeiica gi1/0/11 gna nepegaum Ha
cepsep AN 06paboTku.
Server

=

VLAN 50

Switch

=1

SW1
VLAN 50
ESR-1000| gi 1/0/5

gi1/0/11
‘ m Internet

gi 1/0/10

Switch

Sw2

PewieHune:
MpenBapuTeNbHO HY)XHO BbINO/THUTL CReayolme AeicTBus:

+ Cospatb VLAN 50;
+ Ha untepgoeiice gi 1/0/5 pobasutb VLAN 50 B pexxmme general.
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OCHOBHOW 3Tan KOHOUIYpUpPOBaHUS:

Ykaxxem VLAN, no koTopoli 6ygeT nepefaBarbCs 3epKa/IMpoBaHHbI Tpaduk:

esrloeo(config)# port monitor remote vlan 50

Ha nHtepdoeiice gi 1/0/5 ykaxem nNopT 419 3epKa/iMpoBaHus:

esrloo0(config)# interface gigabitethernet 1/0/5
esrloe0(config-if-gi)# port monitor interface gigabitethernet 1/0/11

YKaxeMm Ha nHtepdpeiice gi 1/0/5 pexum yaaneHHOro 3epkasivpoBaHus:

esr1000(config-if-gi)# port monitor remote
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8.13 Hacrtpoviika LACP

LACP — npoTtokon gns arpermpoBaHns KaHanoB, N03BONSAET 06beAUHNTL HECKO/TbKO (PM3NYECKMX KaHa10B B
OAVH nornyeckmii. Takoe o6beanHeHVe NO3BONAET yBENMUMBATL MPOMYCKHYH CNOCOBHOCTb U HAAEXHOCTb
KaHana.

8.13.1 AnroputM HacCTpPOIiKu

War OnucaHue KomaHpa Knoun
1 YcTaHOBUTb NPUOPUTET CUCTEMBI NS esr(config)# lacp system-priority <PRIORITY> — npuopwuTerT,
npotokona LACP. <PRIORITY> yKasblBaeTcs B AnanasoHe
[1..65535].

3HaueHue no ymonyaHuio: 1.

2 YcTaHoOBUTb MexaHu3m 6anaHcmpoBku  esr(config)# port-channel load- + src-dst-mac-ip -
Harpysku 4nas rpynn arperaymm balance { src-dst-mac-ip | MeXaHN3M
KaHaJ10B. src-dst-mac | src-dst-ip | src-dst- 6aniaHCMpPOBKK
mac-ip-port } ocHoBbIBaeTcst Ha MAC-

agpece u IP-agpece
oTnpaBuTens u

nosnyyarens;

+ src-dst-mac -
MeXaHU3Mm
H6anaHcMpoBKU
OCHoBbIBaeTcs Ha MAC-
azpece oTnpaBuTens u
nonyyarens;

+ src - dst - ip — mexaHn3m
6anaHcMpoBKN
OCHOBbIBaeTcs Ha IP-
azipece oTnpaBuTens u
nonyyatens;

+ src - dst - mac - ip - port
— MexaHu3Mm
6anaHcMpoBKN
OCHoBbIBaeTca Ha MAC-

agpece, IP-agpece n
nopTe oTnpaBuTensa un

nonydarens.
3 YCTaHOBUTb aAMUHUCTPATUBHbII esr(config)# lacp timeout {short | + long — gnntensHoe
TaiimayT npotokona LACP. long } BpeMs TaiimayTa;
+ short — kopoTKOe Bpems
TanmayTa.

3HaueHve no ymonuaHuio: long.

4 Co3pnatb 1 nepeiitn B pexmm esr(config)# interface port-channel <ID> — nopsakoBbIi HOMep
KOHQUIyprpoBaHus arpermposaHHoro  <ID> rpynnbl arperauym KaHanos,
uHTepdelica. NPUHUMaET 3HadeHus [1..12].

151



LWar

10

OonucaHue

HacTponTb Heob6xoAVMblE NapameTpbl
arperMpoBaHHOroO KaHana.

MepeiTn B peXXmm KOHDUIypupoBaHus
dom3nyeckoro nHTepdielica.

BkntounTb domanyeckunii MHTepdeiic B
rpynny arperauyy KaHaaoB C
yKasaHnem pexuma chopMupoBaHus
rpynnbl arperaymn KaHasoB.

YctaHoButb LACP-npuoputet
nHTepdpeliica Ethernet.

YCTaHOBUTb UHTEPBAST BPEMEHM, B
TeueHve KOTOpPoro cobupaeTcs
cTaTucTVKa O Harpyske Ha cab-
nHTepdelic (He 06s3aTesbHO).

YcTaHOBUTL Bpemsi Xu3Hu IPv4/IPve
3anuceii B ARP-Tabnuue, nsy4yeHHbIX Ha
[aHHOM uHTepdpeiice (He
06513aTe/bHO).

KomaHpa

esr(config)# interface <IF-
TYPE><IF-NUM>

esr(config-if-gi)# channel-group

<ID> mode <MODE>

esr(config-if-gi)# lacp port-priority

<PRIORITY>

esr(config-subif)# load-average
<TIME>

esr(config-subif)# ip arp
reachable-time <TIME>

nnn

esr(config-subif)# ipv6 nd
reachable-time <TIME>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<IF-TYPE> Tin nHTepdeiica
(gigabitethernet nnu
tengigabitethernet).

<IF-NUM> - F/S/P — F-chpeiim
(1), S - cnot (0), P — nopr.

<ID> — nopsaKoBbIA HOMeEpP
rpynnbl arperaumm KaHasos,
NPUHUMAaET 3HadeHuns [1..12].

<MODE> - pexum
dhopmupoBaHue rpynmnol
arperaumy kaHasoB:

+ auto — go6aBuTbL
NHTEpgeiic B
AVHaMnYeckyto rpynny
arperauum ¢
NoAAepPXKO MpoTokona
LACP;

* on — 0o6aBuTb
NHTEpgeiic B
cTaTuyeckyto rpynny
arperayuu.

<PRIORITY> — npuopuTer,
yKasblBaeTCcs B guanasoHe
[1..65535].

3HauyeHune no ymonyaxuio: 1.

<TIME> — nHTepBan B
CeKyHax, NpuHUMaeT
3HaueHus [5..150].

<TIME> — Bpems Xn3HK
AnHamunyecknx MAC-agpecos,
B MW/I/IUCEKYHAAX.

Jonyctumble 3HayeHus ot 5000
A0 100000000 munnaucekyHa,
PeanbHoe BpeMsi 0GHOBNEHMS
3anncu BapbupyeTcst oT
[0,5;1,5]*<TIME>.
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LWar OnucaHue

11 M3meHuTL pasmep MTU
(MaximumTransmitionUnit). MTU
6onee 1500 6yaeT akTUBHO TO/IbKO
€C/IM NpMMeHeHa KomaHga "system
jumbo-frames" (He o06si3aTenkLHO).

12 BkntounTb 3anncb CTaTUCTUKN
NCMO/Ib30BaHnsA TeKyLLEero nHTepderica
(He o6si3aTENLHO).

13 Mepeonpenenntb 3HaveHne nonsa MSS
(Maximum segment size) Bo BXOAALMX
TCP-naketax (He 06s3aTe/bHO).

ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

KomaHpa

esr(config-subif)# mtu <MTU>

esr(config-subif)# history
statistics

esr(config-subif)# ip tcp adjust-
mss <MSS>

esr(config-subif)# ipv6 tcp adjust-

mss <MSS>

Takxke [151 arpermpoBaHHOIO UHTepdelica BO3MOXHO HACTPOUTD:

Knoun

<MTU> - 3HayeHne MTU B
baiTax.

3HayeHue no ymosiyaHuio:
1500.

<MSS> - 3HaueHne MSS,
NPUHUMAET 3HAYEHUS B
avanasoHe [500..1460].

3Ha4yeHne no yMonyaHuto:
1460.

- IPv4/IPv6-agpecauuio (cMm. B pasfenax HacTpoiika IP-agpecaun, Hactpolika IPv6e-agpecalymn n Ynpasnesne

DHCP-knimeHTOM);

- Firewall (cm. pazgen KoHdouryprposaHve Firewall);

+ QoS B 6a30BOM MM pacLUMPeHHOM pexumMax (CM. pasaen YnpasneHve QoS);

+ proxy (cm. pasgen Npokcuposarne HTTP/HTTPS-Tpaduka);

* MOHMTOPUHT Tpadicpuka (cm. pasgensl Hactpoiika Netflow n Hactpoiika sFlow);

* (hyHKUMOHaT NPOTOKO/I0B MapLUpyTM3aumm (CM. pasgen Ynpas/eHre MaplupyTisalmeil);
+ npotokon VRRF (cM. paszgen YnpasneHve pe3epBrpoBaHiem)
+ doyHKumoHan BRAS (cMm. pasgen YnpasneHnue BRAS (Broadband Remote Access Server));
- doyHKumoHan IDS/IPS (cm. pazgen Hactpoiika IPS/IDS).
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

8.13.2 Mpumep HaACTPOIKU

3apgava:

HacTpouTb arpernpoBaHHbIii KaHan Mexay MapLupyTuzaTopom ESR 1 komMyTaTopom.

ESR Switch
gil/o/f2

port-channel 2

PelleHue:

MpeaBapuTe/IbHO HEOBXOAMMO BbINO/HUTL CreAyoLme HacTPOKK:

Ha nHtepdoeitcax gi1/0/1, gi1/0/2 oTkN0uNTbL 30HY 6€30MacCHOCTM KOMaHAOM «no security-zone».

OCHOBHO 3Tan KOHOUIYpUpPOBaHUS:

Cosgaaum nHtepdelic port-channel 2:

esr(config)# interface port-channel 2

Bkntounm dpmnsunyeckne nHtepdeiicol gi1/0/1, gi1/0/2 B co3gaHHyto rpynny arperaymm KaHasos:

esr(config)# interface gigabitethernet 1/0/1-2
esr(config-if-gi)# channel-group 2 mode auto

JdanbHeiwan koHdurypauus port-channel npoBoanTcsa Kak Ha 06bIMHOM (hr3MYECKOM NHTepdelice.

8.14 Hacrtpoiika AUX

& [nsa mogeneii ESR-21.

HacTpoiika AUX ncnonb3yetcst Ans ykasaHus napameTpoB B3aMMOAENCTBUSI C BHELLHVMU YCTPORCTBaMMK,
NOAK/HUYEHHbIMY Yepe3 nocneaoBatesbHble MHTepdeiick! kK ESR.

8.14.1 AnropuTm HacTpPOIAKU

War OnucaHue KomaHpga Knroun
1 MepeliTn B pexum KoHdurypruposaHus  esr(config)# line aux <NUM> <NUM> — Homep
nocnefoBaTeNibHOro HTepdeiica. nocnefosaresibHoOro

UHTepdoeiica, 3aaeTcs B
JAnanasoHe [1..3].
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3

OonucaHve

YcTaHOBUTb HEOOXOAMMbIE NapameTpbl
nocnegoBarefnibHOro nHTepdenca ais
B3aVMMOAENCTBUS C NOAK/OUYEHHBIM

yCTpOIiCTBOM (He 06s13aTenbHo).

[aHHble napamMmeTpsbl, Kak npaswuio,

yKasaHbl B MIHCTPYKLMM NOAK/0UYAEMOro

yCTpolicTBa.

Mo ymonyaHmio GyayT UCNoNb30BaTh

CTaHAapTHble 3HAYEHWs.

3apaTb onvcaHue nocnefosaresibHoro

nHTepdelica (He 06s3aTensHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpga

esr(config-line-aux) databits
<BITS>

esr(config-line-aux) flowcontrol
<FMODE>

esr(config-line-aux) parity
<PMODE>

esr(config-line-aux) speed
<SPEED>

esr(config-line-aux) stopbits
<STOP-BITS>

esr(config-line-aux)# description
<DESCRIPTION>

Knoun

<BITS> - konnuecTBO GUT
[laHHbIX B nocbinke [7..8];

3HauyeHue no ymosnyaHmio "8",

<FMODE> - pexum
yrpas/IeHNS NOTOKOM.
MpUHYMaEeT 3HaYeHus:

+ software -
nporpammHoe
ynpassieHne NnoTokom;

+ hardware — annapartHoe
ynpasfieHne noTokom;

+ disabled - ynpaBnenue
NMOTOKOM OTK/1HOUEHO;

3Ha4yeHue Mo yMOos1HaHUio
"disabled",

<PMODE> — pexum ycTaHOBKM
6uta yeTHOCTU. MNpUHUMaeT
3HaYeHus:

+ odd - npoBepka Ha
HEYETHOCTb;
+ even — npoBepka Ha
YETHOCTDb;
* none — GUT YETHOCTN He
BbICTaB/ISIETCS;
3Ha4yeHve No yMOo/14aHUio
"none’,

<SPEED> - ckopocTb paboThbl
nocnefoBaTesibHOro
nHTepdeiica B but/C.

MpuH1maeT 3HayveHus: 300;
1200; 2400; 4800; 9600; 19200;
38400; 57600; 115200;

3HayeHue no ymosiyaHuio
"115200",

<STOP-BITS> - konnyecTtBo
CTOMOBbIX OUTOB B MOCbLIIKE

[1..2];

3HaueHue no ymonyaxmio "1".

<DESCRIPTION> — onucaHue
nHTepdeiica, 3a4aETCs1 CTPOKOIA
00 255 cMMBOSOB.
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OonucaHve

Mpu ncnonb3oBaHMKU NOAKNIOHAEMOro
YCTPOICTBA B Ka4ecTBe MoAema,
nepesecTtu

nocnegoBaTesibHbIA NHTEpPgIENiC B
pexum paboTbl ¢ Mogemom (He
06513aT€e/LHO).

MpumeyaHve: HEBO3MOXHO
MCNosib30BaTb COBMECTHO C KOMaH/AO
"transport telnet port".

Mpun ncnonb3osaHun ESR B kayecTBe
TepMUHaUTLHOIO cepeepa A/1A
yrnpas/ieHUst NOAK/THOYEHHbIM
YCTPOWCTBOM K NOC/1Ief0BaTe/IbHOMY
nHTepcpeiicy yctaHoBuTe Homep TCP-
nopTa, KOTopbI/ ByAeT NCNOMb30BaTbCA
B KayecTBe Homepa TCP-nopta Ans
noakntoyeHns K ESR no npotokony
telnet (He 06sa3aTE/NBLHO).

MpumeyaHvne: HeBO3MOXHO
MCMosb30BaTb COBMECTHO C KOMaHA0W
"modem inout".

KomaHpga

esr(config-line-aux)# modem inout

esr(config-line-aux)# transport
telnet port <PORT>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<PORT> - Homep TCP-nopTa
ONA pexrMa KOHCO/IbHOTro
cepsepa. NpnHUMaeT 3Ha4YeHnA
[1..65535].

8.14.2 Mpumepbl HACTPOEK

3apaua 1:

HacTtpouTb IP-cBA3HOCTL Mexay aAByMsi ESR Ha Serial-nopTy, ucnonb3ys mogembl B pexume Leased line
(aBTOMATUYECKMIN PEXUM MOZEMOB), COEAMHEHHbIX MEXAY CO6OI TenedoHHbIM Kabenem.

Serial 2 Serial 2
1.1.1.1/24 1.1.1.2/24
R_}! RS-232 RS-232 R-7|
XXxm Nnkna ’—m
"4 N N N "4 N
ESR-21 (1) ESR-21 (2)

Mogem

Moagem

a Mopgembl JOMKHbI ObITb npepgBaputTesibHO BBeAEHbI B PeXXUM aBTOMaTUUecKoi YCTaHOBKMU

CoeAVHeHus.

& TpoBepeHa COBMECTUMOCTb C MOAgeMaMu

Modem Zyxel U-336E Plus.
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PelleHue:
CkoHurypmpoBartb nepBbiii ESR-21

HacTpoum napaMeTpbl COrNacoBaHUS:

esr-21-1(config)# line aux 2
esr-21-1(config-line-aux)# flowcontrol hardware
esr-21-1(config-line-aux)# exit
esr-21-1(config)#

CKoHpurypupyem Heobxoanmble RS-232 nHTepeics!:

esr-21-1(config)# interface serial 1/0/2
esr-21-1(config-serial)# ip address 1.1.1.1/24
esr-21-1(config-serial)# exit
esr-21-1(config)#

CkoHcpurypupyem firewall gns 3oH 6e3onacHoOCTU:

esr-21-1(config)# security zone xx
esr-21-1(config-zone)# exit

esr-21-1(config)# security zone-pair xx self
esr-21-1(config-zone-pair)# rule 1
esr-21-1(config-zone-pair-rule)# action permit
esr-21-1(config-zone-pair-rule)# enable
esr-21-1(config-zone-pair-rule)# exit
esr-21-1(config-zone-pair)# exit
esr-21-1(config)#

N ykakem npuHagIeXHOCTb MHTepdeicoB K 30He 6e30MacHOCTH:

esr-21-1(config)# interface serial 1/0/2
esr-21-1(config-serial)# security-zone xx
esr-21-1(config-serial)# exit
esr-21-1(config)#

CkoHdurypupoBaTtb BTopoii ESR-21

Hactpoum napameTpbl cornacoBaHus:

esr-21-2(config)# line aux 2
esr-21-2(config-line-aux)# flowcontrol hardware
esr-21-2(config-line-aux)# exit
esr-21-2(config)#

CkoHpurypvpyem Heobxoaumble RS-232 nHtepdeiichi:
esr-21-2(config)# interface serial 1/0/2
esr-21-2(config-serial)# ip address 1.1.1.2/24

esr-21-2(config-serial)# exit
esr-21-2(config)#
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CkoHdcpurypupyem firewall gns 3oH 6e3onacHocTu:

esr-21-2(config)# security zone xx
esr-21-2(config-zone)# exit

esr-21-2(config)# security zone-pair xx self
esr-21-2(config-zone-pair)# rule 1
esr-21-2(config-zone-pair-rule)# action permit
esr-21-2(config-zone-pair-rule)# enable
esr-21-2(config-zone-pair-rule)# exit
esr-21-2(config-zone-pair)# exit
esr-21-2(config)#

N ykaxeM NprHaafexHoCTb MHTEPHENCOB K 30He 6e30NacHOCTM:

esr-21-2(config)# interface serial 1/0/2
esr-21-2(config-serial)# security-zone xx
esr-21-2(config-serial)# exit
esr-21-2(config)#

3apava 2:

HacTtpouTb IP-cBsi3HOCTb Mexay aABymsa ESR Ha Serial-nopTty, ncnons3ysa mogemsl B pexxume Dial-Up n
TenedgoHHy ceTb 06Lero nosb3oBaxus (TchOIM).

Serial 2 Serial 2
N o 11.1.1/24 1.1.1.2124 N
sz RS-232 w;q’ ‘:q’ RS-232 sz
ESR-21 (1) Mogem 00N Mogewm ESR-21 (2)
ESR-12vf
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B kauecTtBe amynauum TpOI ncnonesyetca ESR-12VF ¢ HuxenpuseaeHHOW HACTPOIKOM:

dialplan pattern factory_test
description "dialplan for factory test"
pattern "S5, L5 (00[1-3]@{local} | [xABCD*#].S)"
enable
exit
sip profile 1
dialplan pattern "factory_test"
enable
proxy primary
enable
ip address proxy-server 192.0.2.5
registration
ip address registration-server 192.0.2.5
exit
exit
interface voice-port 1
sip user phone 001
profile sip 1
exit
interface voice-port 2
sip user phone 002
profile sip 1
caller-id mode fsk-bell
exit

& TMpoBepeHa COBMECTUMOCTb C MogeMamMu
* Modem ZyXEL OMNI 56K (MINI)
* Modem Acorp-M56SCD

PeweHune:
CkoHdmrypupoBaTtb nepBbiii ESR-21

Hactpoum napameTpsbl coriacoBaHms ¢ MOAEMOM:

esr-21-1(config)# line aux 2
esr-21-1(config-line-aux)# flowcontrol hardware
esr-21-1(config-line-aux)# modem 1inout
esr-21-1(config-line-aux)# exit
esr-21-1(config)#

CkoHpurypvpyem Heobxoaumble RS-232 nHtepdoeiichi:

esr-21-1(config)# interface serial 1/0/2
esr-21-1(config-serial)# ip address 1.1.1.1/24
esr-21-1(config-serial)# exit
esr-21-1(config)#
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CkoHdcpurypupyem firewall gns 3oH 6e3onacHocTu:

esr-21-1(config)# security zone xx
esr-21-1(config-zone)# exit

esr-21-1(config)# security zone-pair xx self
esr-21-1(config-zone-pair)# rule 1
esr-21-1(config-zone-pair-rule)# action permit
esr-21-1(config-zone-pair-rule)# enable
esr-21-1(config-zone-pair-rule)# exit
esr-21-1(config-zone-pair)# exit
esr-21-1(config)#

N ykaxeM NprHaafexHoCTb MHTEPHENCOB K 30He 6e30NacHOCTM:

esr-21-1(config)# interface serial 1/0/2
esr-21-1(config-serial)# security-zone xx
esr-21-1(config-serial)# exit
esr-21-1(config)#

Bkntoym [03BOH MO HOMeEpY:

esr-21-1(config)# interface serial 1/0/2
esr-21-1(config-serial)# dialer string 002
esr-21-1(config-serial)# dialer
esr-21-1(config-serial)# exit
esr-21-1(config)#

CkoHdurypupoBartb BTopoii ESR-21

HacTpoum napaMeTpbl COrMacoBaHUS:

esr-21-2(config)# line aux 2
esr-21-2(config-line-aux)# flowcontrol hardware
esr-21-2(config-line-aux)# modem inout
esr-21-2(config-line-aux)# exit
esr-21-2(config)#

CKoHpurypupyem Heobxoanmble RS-232 nHTepeics!:
esr-21-2(config)# interface serial 1/0/2
esr-21-2(config-serial)# ip address 1.1.1.2/24

esr-21-2(config-serial)# exit
esr-21-2(config)#
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CkoHdcpurypupyem firewall gns 3oH 6e3onacHocTu:

esr-21-2(config)# security zone xx
esr-21-2(config-zone)# exit

esr-21-2(config)# security zone-pair xx self
esr-21-2(config-zone-pair)# rule 1
esr-21-2(config-zone-pair-rule)# action permit
esr-21-2(config-zone-pair-rule)# enable
esr-21-2(config-zone-pair-rule)# exit
esr-21-2(config-zone-pair)# exit
esr-21-2(config)#

N ykaxeM NprHaafexHoCTb MHTEPHENCOB K 30He 6e30NacHOCTM:

esr-21-2(config)# interface serial 1/0/2
esr-21-2(config-serial)# security-zone xx
esr-21-2(config-serial)# exit
esr-21-2(config)#

3apaua 3:
cnonb3oBartb AONO/THUTE bHBIE NapamMeTpbl HACTPOVKN MOAEMOB A5 3aja4n 2:

« Ans mogema 1 BkioueHne npoTtokona V.22bis,
* OTK/IIOYEHNE ANHAMMKOB Ha 060MX MofeMax.

PeweHue
Co3gagum CTPOKY C AONOSTHATENbHLIMW NapameTpamMu nHuymManusaumm mogema ais nepsoro ESR-21, rae:

« AT&NT - BkntoueHne pexunma V.22bis Ha mogeme,
+ ATMOLO - oTk/to4eHME AgnHaMnKa mogema.

esr-21-1(config)# chat-script dial_test "ABORT 'BUSY' ABORT 'NO CARRIER' ABORT ERROR '' AT OK
AT&F OK AT&N14 OK ATMOLO® OK ATD\\T CONNECT ''"
esr-21-1(config)#

Bkntounm ncnosib3oBaHme CTPOKM nHmnynanmnsaunun mogema:
esr-21-1(config)# interface serial 1/0/2
esr-21-1(config-serial)# dialer string 001 modem-script dial_test

esr-21-1(config-serial)# exit
esr-21-1(config)#
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Co3pgaaym CTPOKY C 0MO/THATEbHLIMY NapaMeTpamy VHULpanm3aumMm mogemMa ansi Btoporo ESR-21:

esr-21-2(config)# chat-script answer_test "ABORT 'BUSY' ABORT 'NO CARRIER' '' AT OK AT&F OK
ATMOLO® RING ATAr CONNECT ''"
esr-21-2(config)#

Bk1OUMM 1UCNob30BaHWe CTPOKN MHUUManmMsaumm mogema:

esr-21-2(config)# interface serial 1/0/2

esr-21-2(config-serial)# dialer string 000 modem-script answer_test
esr-21-2(config-serial)# exit

esr-21-2(config)#

8.14.3 Cxembl pacnaikm nepexogHNKoB

RJ-45 <--> DB-25 pinout
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RJ-45 <--> RJ-45 pinout (rolled over cable)
12 7 8 12 7 8

RJ45:

Stright Through Cable Rolled over Cable
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9 ¥YnpaBneHue TyHHeNMpPoBaHNEM

+ Hactpoiika GRE-TyHHenei
* AJITOPUTM HaCTPOIKM
* Mpumep HacTpolikn IP-GRE-TyHHeNs
+ Hactpoiika DMVPN
* AJITOPUTM HaCTPOIKM
* [prmMep HacTpokm 1
* [pymMep HacTpoikm 2
+ Hactpoiika L2TPv3-TyHHenel
* AJITOPUTM HaCTPOIKM
* Mpumep HacTpolikn L2TPv3-TyHHeNA
+ Hactpoiika IPsec VPN
« AnropuTtm HacTpoiikn Route-based IPsec VPN
* Mpumep HacTpolikn Route-based IPsec VPN
« AnropuTtm HacTpoiiku Policy-based IPsec VPN
* Mpumep HacTpolikn Policy-based IPsec VPN
* AJITOPUTM HACTPOIKM
* [prMep HacTPOKM
* Hactpoiika LT-TyHHene
* AJITOPUTM HaCTPOIKM
* [prMep HacTPOKM

9.1 Hactpovika GRE-TyHHeneun

GRE (aHrn. Generic Routing Encapsulation — o6Lasi UHKancynaumsi MapLipyToB) — NPOTOKO/ TYHHENPOBaHUS
ceTeBbIX NakeToB. Ero 0CHOBHOE Ha3zHayeHue — MHKanNcynsaums naketoB CETEBOro YpoBHS ceTeBoil mogenu OSI

B IP-nakeTbl. GRE moxeT ucnons3osarsca ang opradmsauun VPN Ha 3-m yposHe mogesniv OSI. B

MapLupyTtumsaTope ESR peannsoBaHbl cTatnyeckme Heyrnpaensemble GRE-TyHHeNu, To eCTb TyYHHeN co3garTcs
BPYYHYHO NyTEM KOH(UIYPUPOBaHWS Ha NTIOKaNIbHOM U YAasIeHHOM y3/1ax. MapamMeTpbl TYHHeNs ANns Kaxaom us

CTOPOH A0J/DKHbI ObITb B3aMMOCOINIaCOBaHHbIMMK NN nepeHocnmble JaHHbIE HE 6y,£l,yT AekancynmpoBaTtbCA

napTHepoM.

9.1.1 ANropuTM HacCTpPOIIKK

War OnucaHue KomaHpga Knoun

1 CkoHdchurypupoBsatb L3-uHTepgoeiic, ot
koToporo 6yget ctpontbes GRE-
TYHHEb.

2 Cosgarb GRE-TyHHENb 1 Nnepentn B esr(config)# tunnel gre <INDEX> <INDEX> — ngeHtundmkarop
PEXMM €ro KOHPUTYPUPOBaHUS. TYHHENS B AnanasoHe:

+ ana ESR-10/12V(F)/
14VF - [1..10];

+ ana ESR-20/21/100/200
-[1..250];

- ans
ESR-1000/1200/1500
/1511/1700/3100 -
[1..500].
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3 Ykasatb ak3emnniap VRF, B koTopom
6ynet paboTatb gaHHbI GRE-TyHHENb
(He 06s13aTe/NbHO).

4 YKa3aTb onvcaHune KoHuUrypupyemoro
TYHHeNs (He 06a3aTe/bHO).

5 YcTaHoBUTBL foKasibHbIN IP-agpec gns
YCTaHOBKWN TYHHENS.

6 YcTtaHoBUTL yaaneHHsblli IP-agpec gns
YCTaHOBKWN TYHHENS.

7 YkazaTb pexuM MHKancynsauumn ans
GRE-TyHHens.

8 YctaHoBUTh IP-agpec nokanbHown
CTOPOHbI TYHHeNst (TOMbKO B pexvume
ip).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-gre )# ip vrf forwarding
<VRF>

esr(config-gre)# description
<DESCRIPTION>

esr(config-gre)# local address
<ADDR>

esr(config-gre)# local interface
<IF>

esr(config-gre)# remote address
<ADDR>

esr(config-gre)# mode <MODE>

esr(config-gre)# ip address
<ADDR/LEN>

Knoun

<VRF> - nmsa VRF, 3agaetcsa
cTpokoin go 31 cumBona.

<DESCRIPTION> — onucanune
TYHHenNs, 3a4aéTcsa CTPOKOI A0
255 cumBonos.

<ADDR> - IP-agpec
JIOKa/TbHOrO LWt03a, 3aJaéTcs
B Buae AAA.BBB.CCC.DDD, rae
Kakaasi 4yacTb MpUHMMaEeT
3HayeHus [0..255].

<IF> - nHTepdelic, ot IP-
ajgpeca KoToporo
yCTaHaB/IMBAETCS TYHHE/Ib.

<ADDR> - IP-agpec
NIOKa/1bHOTO LU/H03a, 3a4aéTcA
B Buae AAA.BBB.CCC.DDD, rae
Kaxaas 4yacTb NpyHUMaeT
3HaueHus [0..255].

<MODE> - pexum
nHkancynsauum ana GRE-
TYHHenNs:

* ip — vHkancynaums IP-
naketos B GRE;

+ ethernet -
nukancynsaums Ethernet-
opeiimos B GRE.

3HayeHune no ymonyaHuio: ip

<ADDR/LEN> - IP-agpec un
npedmkc nogceTn 3agaétcs B
Buae AAA.BBB.CCC.DDD/EE,
rae kaxgas yacte AAA — DDD
npuHUMaeT 3HaveHus [0..255] n
EE npuHumaeT 3HayeHuns
[1..32].

MoxHo ykasaTb A0 8 IP-
afipecos nepeyncreHnemM
yepes 3anaTyto.

[ononHnTeNbHbIE YHKLMN

IPv4-agpecaumm cMm. B pasgene
HacTpoiika IP-agpecauunn.
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10

11

12

13

OonucaHue

HasHaunTb LUMpOKoBeLLATE bHbIl
AomeH ansa nHkancynauum B GRE-
nakeTbl AaHHOTO TyHHenNs (TONbKO B
pexume ethernet).

Bkntounte GRE-TyHHe b B 30HY
6e30nacHOCTV M HACTPOUTb Npasuna
B3aVMOAENCTBMSA MeXay 30HaMU Un
oTkoumnTh firewall (cm. pasgen
KoHdpurypupoBaHue Firewall).

Ykaszatb pasmep MTU (Maximum
Transmition Unit) gnst TyHHens (He
06513aTe/bHO).

MTU 6onee 1500 6yaeT akTUBHO
TOMBKO €C/IM NpMMeHeHa KoMaHaa
"system jumbo-frames".

YKasaTb 3HauYeHue BpeMeHu Xun3Hu TTL
L5t TYHHE bHBIX NakeToB (He
06513aTe/bHO).

Ykazatb DSCP ans ncnonb3oBaHus B
IP-3arosioBke MHKancympyoLero
naketa (He 06s13aTesIbHO).

KomaHpa

esr(config-gre)# bridge-group
<BRIDGE-ID>

esr(config-gre)# security-
zone<NAME>

esr(config-gre)# ip firewall disable

esr(config-gre)# mtu <MTU>

esr(config-gre)# ttl <TTL>

esr(config-gre)# dscp <DSCP>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<BRIDGE-ID> -
NOEHTUMKALNOHHBI HOMEp
MOCTa, NPYHUMAET 3HaYeHUs B
AnanasoHe:

+ ana ESR-10/12V(F)/
14VF - [1..50];

+ ana ESR-20/21/100/200
- [1..250];

- ans
ESR-1000/1200/1500
/1511/1700/3100 -
[1..500].

<NAME> — nms 30HbI
6e30nacHOCTK, 3aaéTcs
CTpOKOIi A0 12 CUMBONOB.

<MTU> - 3Ha4eHne MTU,
NPUHUMAaET 3Ha4YeHNA B
JunanasoHe:

+ onsi ESR-10/12V(F)/
14VF - [1280..9600];

« ansa ESR-20/21 -
[1280..9500];

« ans
ESR-100/200/1000/120
0/1500/1511/1700/310
0 - [1280..10000].

3HaueHne No yMoyaHuio:
1500.

<TTL> - 3HaueHue TTL,
NPUHUMAET 3HAYEHUS B
[AnanasoHe [1..255].

3HayeHve No yMon4yaHuio:
Hacnepyetcs ot
WHKancynmpyemoro nakera.

<DSCP> - 3HauyeHue koga
DSCP, npuHMMaeT 3Ha4yeHus B
Avanasone [0..63].

3Ha4yeHVe No yMon4aHuio:

Hacnegyetcs ot
VHKancy/IMpyeMoro nakeTa.
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14

15

16

17

18

19

20

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

OnucaHue KomaHpa

PaspewnTb nepegady kntoua (Key) B esr(config-gre)# key <KEY>
TYHHesNbHOM 3aronoBke GRE (B

cooTBeTcTBUM ¢ RFC 2890) 1

YCTAHOBUTL 3HAUYEHMe K/ova.

HacTtpaviBaeTtcs TONbKo ¢ 06eMx CTOPOH

TYHHenNs.

(He o6s13aTENbHO).

BK/1HOUNTB BbIYNCNIEHNE KOHTPOJTLHOA esr(config-gre)# local checksum
CyMMbI U 3aHeceHue eé B GRE-

3aro/I0BOK OTMPaB/ASEMbIX NaKeTOB.

Mpv 3TOM Ha yAasieHHON CTOPOoHe

Heo6X04MMO BKHOUNTL NPOBEPKY

KOHTPOJIbHOI CYMMbI.

(He o06si3aTe/nbHO)

BK/1OUMTL NPOBEPKY HANNUUA 1 esr(config-gre)# remote checksum
COOTBETCTBUS 3HAYEHWNI KOHTPOJTILHOA

CYMMbI B 3arofloBKax NpMHUMaeMbIxX

GRE-nakeToB. MNpy 3TOM Ha yaaneHHol

CTOpPOHE HEeO6X0AMMO BKHOUNTL

BbIYMC/IEHNE KOHTPO/BHON CYMMbl

(He o6s13aTeNbHO).

BknounTb NpoBEpPKY AOCTYMHOCTM esr(config-gre)# keepalive enable
yAa/IeHHOrO LW/to3a TyHHens (He

06513aTe/bHO).

3meHuTb Bpemsi oxmaaHus keepalive
MakeToB OT BCTPEUYHOI CTOPOHbI (He
0653aTe/bHO).

esr(config-gre)# keepalive timeout
<TIME>

3MEHWTb KOMIMUYECTBO MOMbITOK
NPOBEPKM AOCTYNHOCTY YAAIEHHOTO
LuNto3a TyHHeNs (He 06s13aTesbHO).

esr(config-gre)# keepalive retries
<VALUE>

esr(config-gre)# keepalive dst-
address <ADDR>

Ykazatb IP-agpec ans pabotbl
mexaHusMa keepalive (06si3aTenbHO B
pexume ethernet).

Knoun

<KEY> — 3HaueHune KEY,
NPUHUMAaET 3Ha4YEeHNA B
JAvanasoHe [1..2000000].

3HavyeHne No yMosIHaHuI: KoY
He nepepaércs.

<TIME> — BpemsA B CEKyHAax,
NPUHUMAET 3HaYEeHNs B
JAvanasoHe [1..32767].

3Ha4veHue no ymonyanuio: 10.

<VALUE> — KonnyecTBO
NonbITOK, NPUHUMAET 3HAYEHNSA
B AvanasoHe [1..255].

3HayeHue no yMosyaHuio: 5.

<ADDR> - IP-agpec gns
NpOBEPKM paboTOCNOCOBHOCTH
GRE-TyHHens.
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21

22

23

24

25

26

27

OonucaHue

N3MeHNUTb MHTEPBA/ BPEMEHM, 3a
KOTOPbI yCpeaHseTcs CTaTUCTMKA O
Harpyske Ha TyHHese (He
0653aTe/bHO).

BKNOUNTL OTMPaBKy snmp-trap o
BK/IIOUEHNI/OTK/OUEHNN TYHHENS.

BknounTb MmexaHu3m nepesanpoca IP-
agpecoB no npotokony DHCP Ha
yKasaHHbIX UHTepdeincax npu
oTktoveHnn GRE-TyHHens no keepalive
(He o06s13aTeNBLHO).

3afaTb MHTEpBa BPEMEHN MEXY
oTKtodeHnem GRE-TyHHena n
nepesanpocom IP-agpeca Ha
nHTepdeiice/nHTepgencax, ykasaHHbIX
komaHgoi keepalive dhcp dependent-
interface (He o6s13aTeNbLHO).

Mepeonpenenutb 3HadyeHue nonsa MSS
(Maximum segment size) Bo BXOAALMX
TCP-naketax (He 06s13aTENLHO).

BK/lOUNTb 3annchb CTATUCTUKM
MCNONb30BaHUS TEKYLLETO TYHHENs (He
06513aTe/bHO).

AKTVBMPOBATL TYHHE/b.

Takxe a1 GRE-TyHHe 19 BO3MOXHO HACTPOUTb:

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-gre)# load-average
<TIME>

esr(config-gre)# snmp init-trap

esr(config-gre)# keepalive dhcp
dependent-interface <IF>

esr(config-gre)# keepalive dhcp
link-timeout <SEC>

esr(config-gre)# ip tcp adjust-mss
<MSS>

esr(config-gre)# history statistics

esr(config-gre)# enable

* QoS B 6a30BOM W/ pacLLMPEHHOM pexuMax (CM. pasgen YnpasneHre QoS);
« proxy (cm. pasgen lNpokcrposarne HTTP/HTTPS-Tpadinka);

* MOHUTOPUHT Tpadpdomnka (cM. pasgensl Hactpoiika Netflow n Hactpoiika sFlow);

Knoun

<TIME> — uHTepBan B
CekyHpax, MpuHumaeT
3HayeHus [5..150].

3HayeHue no yMoyaHuio: 5.

<IF> - dhmanueckuii/
NOrnyeckunin nHTepgeinc, Ha
KOTOPOM BK/IHOYEHO NOSyYeHne
IP-appeca no DHCP.

<SEC> — nHtepsan mexay
oTk/o4eHnem GRE-TyHHens un
nepesanpocom IP-agpeca no
DHCP Ha nHTepdelicax.

<MSS> - 3HaueHne MSS,
NpUHMMAET 3HAaUYeHUs B
AvanasoHe [500..1460].

3Ha4veHne No yMO/IHaHuio:
1460.

* (pyHKLIMOHaN NPOTOKOM0B MapLUpyTH3aLmm (CM. pasaen YnpasneHve MaplupyTusatmeii);
* oyHKumoHan BRAS (cm. paspen Yrnpaenenve BRAS (Broadband Remote Access Server));
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9.1.2 Mpumep HacTpoiiku IP-GRE-TyHHeNs

3apgava:

Opranmnzosatb L3-VPN mexay odmcamm komnaHmm yepes IP-ceTb, CNosb3yst AN TYHHENNMPOBaHUs Tpadimka
npotokon GRE.

* B KayecTBe /I0Ka/IbHOro Wwi3a ana TyHHena ucnone3yetca IP-agpec 115.0.0.1;
* B KayecTBe yAa/lIeHHOro W/ito3a ansa TyHHensa ucnonbsyetcs IP-agpec 114.0.0.10;
+ IP-agpec TyHHenNs Ha nokanbHol ctopoHe 25.0.0.1/24.

TyHHens GRE

PelleHue:

MpeaBapuTeNIbHO Ha MapLUpyTU3aTopax AO/MKHbI ObITb HACTPOEHbI MHTepdeickl Ans cBsa3un ¢ cetbio WAN
paspeLueHo nosyyeHve naketos npoTokona GRE n3 30HbI 6e30MacHOCTY, B KOTOPOW paboTatoT UHTepdeicsl,
nogknoyeHHble k cetn WAN.

Coszgagum TyHHenb GRE 10:

esr(config)# tunnel gre 10

YKaxxeM nokasibHblli 1 yaaneHHblii w3 (IP-agpeca nHTepdeiicos, rpaHnyawmx ¢ WAN):

esr(config-gre)# local address 115.0.0.1
esr(config-gre)# remote address 114.0.0.10

Ykaxkem IP-agpec TyHHens 25.0.0.1/24:

esr(config-gre)# ip address 25.0.0.1/24

Takke TyHHeNb J0/MKEH NPUHAAIEXaTb K 30He 6€30NacHOCTK, AN1s1 TOro YTO6bl MOXHO ObI/1I0 CO3AaTb NPaBUNa,
paspeLuatome npoxoxaeHune Tpadguka B firewall. MpruHaanNeXHoCTb TYHHENS K 30HE 3a[aeTCA CNneayLeit
KOMaH/0M:

esr(config-gre)# security-zone untrusted

BKNOUMM TYHHENb:

esr(config-gre)# enable
esr(config-gre)# exit
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Ha mapLupyTum3aTope [0/MKEH 6bITb CO3A4aH MapLLUPYT [0 NTOKa/bHO ceTh napTHepa. B kauecTBe uHtepdeiica
Ha3HayeHusl ykasblBaeM paHee Co3faHHbIii TyHHeb GRE:

esr(config)# ip route 172.16.0.0/16 tunnel gre 10

Mocne NpYMEHEHNs HACTPOeK Tpadvk BYAET UHKANCYNMPOBATLCS B TYHHE b U OTNPABNSATLCS NapTHEpY,
HE3aBNCUMO OT Hannumsi GRE-TYHHENs 1 NPaBu/IbHOCTU HACTPOEK C €r0 CTOPOHBI.

OnuyoHanbHo ana GRE-TyHHeNs MOXHO ykasaTb Criefytolime napameTpbi:

* BK/OUNTL BbIUNC/IEHWNE W BK/THOYEHME B MAKET KOHTPO/bHOV CyMMbI 3arosioBka GRE u
MHKarcy/IMpoBaHHOIO NakeTa A5 UCXOASLLEr0 TpadvKa:

esr(config-gre)# local checksum

* BKIOUNTbL NPOBEPKY HA/IMUUA Y KOPPEKTHOCTU KOHTPOIbHOM cyMMbl GRE ans Bxogsulero Tpaguka:

esr(config-gre)# remote checksum

* YKasaTb YHUKasIbHbI naeHTUgMKaTop:

esr(config-gre)# key 15808

* YKasaTb 3HaueHune DSCP, MTU, TTL:

esr(config-gre)# dscp 44
esr(config-gre)# mtu 1426
esr(config-gre)# ttl 18

* Bkaountb 1 HacTpouTb MexaHn3m keepalive:

esr(config-gre)# keepalive enable
esr(config-gre)# keepalive timeout <TIME>
esr(config-gre)# keepalive retries <VALUE>

CocTtosiHne TYHHENA MOXXHO NOCMOTPETb KOM&HAOVII

esr# show tunnels status gre 10

CyeTunkM BXOAALLNX N OTNPaBNEHHbIX NaKeTOB MOXHO NOCMOTPETb KOMaHAOI‘/’II

esr# show tunnels counters gre 10

KoHdurypauumo TyHHeNst MoXHO NOCMOTPETb KOMaHAOIA:

esr# show tunnels configuration gre 10

HacTpolika TyHHens IPv4-over-IPv4 npon3BoauTCS aHa/10rMyHbIM 06pa3oMm.

& Mpu co3paHum TyHHens Heobxoaumo B firewall paspewntb nporokon GRE (47).
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9.2 Hactpovika DMVPN

DMVPN (Dynamic Multipoint Virtual Private Network) — TexHonorua ansi cosgaHusi BUPTyasibHbIX YaCTHbIX
ceTeil, C BO3MOXHOCTbIO AVMHAMUYECKOro CO34aHuns TYHHeein mexay y3namu. NpemmMyLecTtsom gaHHOro
peLleHns ABNSAETCA BbICOKas MacluTabypyeMoCTb U NIErKOCTb HACTPOMKM NPY NOAKNHOYEHUN PUIMANoB K
roniloBHomy ocpucy. DMVPN uncnonb3yetcsa B Tononorum Hub-and-Spoke, 1 nossonset ctpontb npsimbie VPN-
TyHHenu Spoke-to-Spoke B gonosnHeHne K 06bl4HbIM Spoke-to-Hub TyHHeNnam. 310 o3HavaeT, 4to dunmnansi
CMOryT 06watbes Apyr ¢ ApYroM Hanpsimyto, 6e3 Heo6xo4MMOCTM NPOXoXAeHusa Tpadumka yepes Hub.

UTo6bl yCTAHOBUTL Takoe coeanHeHne, knneHTbl (NHC) no wrdpoBaHHoMy IPsec-TyHHeNo oTnpaBnsoT
COOTBETCTBME CBOEr0 BHYTPEHHErO (TyHHEeNbHOro) agpeca u BHeluHero (NBMA) agpeca Ha NHRP-cepBep
(NHS). Korga knmeHT 3axo4eT coeauHuTbes ¢ aApyrum NHC, oH nocbiniaeT Ha cepBep 3anpoc, YTobbl y3HaTb ero
BHeLLHWIA agpec. [onyyunB OTBET OT cepBepa, KNIMEHT Tenepb CaMOCTOATE/IbHO MOXET yCTaHaBNNBaTb
coeAnHeHue ¢ yaanéHHbIM (onInasiom.

9.2.1 ANropuTM HaCTpPOIIKK

War OnucaHue KomaHpa Knoun

1 MpoBepuTb AOCTYNHOCTb “BHELLHUX" |P-
a[pecoB, HAXOAALMXCA Ha PU3NYECKNX
nHTEpdeicax.

2 MoprotoBuTts IPsec-TyHHenn ans Cwm. pasgen Hactpoiika Policy-
paboTbl COBMECTHO C AMHAMNYECKAMU based IPsec VPN.
GRE-TyHHENnsaMu.

2 Cosgarb GRE-TyHHENb 1 Nnepentn B esr(config)# tunnel gre <INDEX> <INDEX> — ngeHtundmkarop

PeX1M ero KOH(UIyprpoBaHusi.

MepeBecT GRE-TYHHENb B PEXUM
multipoint.

YCTaHOBWTb OTKPbITbIV Naposib As
NHRP nakeTtoB (He 06513aT€/LHO).

YKaszaTb BpeMsi, B TEHEHUN KOTOPOro Ha
NHS 6yaeT cyulecTBoBaTb 3anuchb o
[laHHOM K/imeHTe (He 06s3aTenbHo).

esr(config-gre )# multipoint

esr(config-gre)# ip nhrp
authentication <WORD>

esr(config-gre)# ip nhrp holding-
time <TIME>

TYHHens.

<WORD> — naponb B OTKpPbITOi
doopMe, 3a4aeTCsl CTPOKOIA
[1..8] cumBonoB, MoXeT
BK/ItoUaTb cumBonbl [0-9a-fA-F].

<TIME> — Bpems B cekyHAax, B
TeYeHun KOToporo Ha cepsepe
6yferT cyliectsoBaTb 3an1cb 0
[LaHHOM K/IMeHTe, MpUHUMaeT
3HayeHus [1..65535].

3HaueHne no ymon4aHuio:
7200.
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War OnucaHue KomaHpa Knoun
6 3afath «10rMUYEeCKUiA(TYHHETbHbIN)» esr(config-gre)# ip nhrp nhs <ADDR/LEN> - agpec,
agpec NHRP-cepsepa. <ADDR> [ no-registration ] 3aaaéTca B BUae

AAA.BBB.CCC.DDD/EE, rge
Kaxgasa yacte AAA - DDD
npuHUMaeT 3HadeHuns [0..255] n

EE nprvHumaet 3HayeHun
[1..32];

* no-registration — He
perncTpmpoBaTbCs Ha

NHRP cepsepe.
7 3agaTb COOTBETCTBME «BHYTPEHHETO» esr(config-gre)# ip nhrp map <ADDR> - IP-agpec 3apaétcsa B
TYHHENbLHOro agpeca C «BHELLUHUM» <ADDR> <ADDR> Bnge AAA.BBB.CCC.DDD, rge
NBMA-agpecom. Kaxaas 4yacTb NpuHUMaeT

3HayeHus [0..255].

8 Onpeaenutb agpecarta MyssTukacTHoro — esr(config-gre)# ip nhrp multicast + dynamic — oTnpaBnsTb
Tpadgmka. { dynamic | nhs | <ADDR> } Ha BCEe N1pbl, C
KOTOPbIMY €CTb
COEZIMHEHMVE;

+ nhs — oTnpaBnaTh Ha

BCe cTaTtunyeckume

CKOHOUIypupoBaHHble

cepBepa;
<ADDR> - otnpaBnstb Ha
cneuudpryeckm
CKOHCQUTYpUpPOBaHHbIN agpec,
3apaéTtca B Buae
AAA.BBB.CCC.DDD, rae kaxxgas
YyacTb MPUHMMAET 3HAYEHNS
[0..255].

9 BK/1OUNTb BO3MOXHOCTb OTMNPaBKM esr(config-gre)# ip nhrp redirect
NHRP Traffic Indication nakeTos.
BbinonHsietcst Ha NHS (He
06513aTe/LHO).

10 BK/11OUNTb BO3MOXHOCTb CO3/1aHUS esr(config-gre)# ip nhrp shortcut
KpaTuaiilumx MapLipyToB. BbinonHseTcs
Ha NHC (He o6s13aTeNbHO).
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War OnucaHue KomaHpa Knoun
11 Mpueasatb IPsec-VPN k mGRE-TyHHento  esr(config-gre)# ip nhrp ipsec <WORD> — nmsa VPN, 3agaétcs
(He o6si3aTeNbHO). <WORD> { static | dynamic } CTpokoii fo 31 cumBong;

+ static — ctaruueckoe
coefViHeHue,
NMPUMEHSATCS AN CBA3M
¢ NHS;

+ dynamic — gnHammyecku
ycTaHaB/MBarLeecs
coefliHeHve,
KOHchurypupyetca ans
cBAsu mexay NHC.

12 BknounTb Nnepegavy rpynnoBoro esr(config-gre)# ip nhrp attribute =~ <WORD> - nms nhrp-rpynnbi,
aTpubyTa (He 06s13aTesIbHO). group <WORD> 3a7aéT1cs CTPoKoii [1..40]
CMMBOJIOB, HE NMPUHMMAET
cumBosbl [M].

13 BkntounTb paboty npotokona NHRP. esr(config-gre)# ip nhrp enable

14 OpraHnzoBaTtb |IP-cBA3HOCTb
nocpeacTBOM NPOTOKOMA
AVHaMUYeCcKon MapLipyTm3aumm.

OcTasibHble HACTPOIKM — aHa/IorMYHbI HacTpolikam cTatuuHoro GRE-TyHHens (cm. pasgen HacTtpoiika GRE-TyHHenei)
9.2.2 Mpumep HacTpoliku 1

3apaua:

OpraHuzoBaTb DMVPN mexay odpmcamm komnaHuu, ncnonsaysa mGRE-TyHHenn, NHRP (Next Hop Resolution
Protocol), npotokon gnHamuueckoii mapLupytusaumm (BGP), Ipsec. B Hawem npumepe y Hac 6yaet HUB
mapLupyTtusatop v gsa gounmnana. HUB — ato DMVPN-cepgep (NHS), a domnunansi — DMPVN-knveHTbl (NHC).

Hub

10.10.0.5

150.115.0.5

urael B 180. 10000. 10 140.114.0.4 -
10.10.0.8 ESWH'-I n Eﬂpnke-z n 10.10.0.4
Hub BHewHwit IP-agpec — 150.115.0.5;
Spoke-1 BHewHwii IP-agpec — 180.100.0.10;

Spoke-2 BHewHuit IP-agpec — 140.114.0.4.
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Mapametpsbl IPsec VPN:
IKE:

* rpynna Andpdomn-Xannmaxa: 2;
* anroputm wudpposaHuna: AES128;
* asIroputm ayteHtudmnkaumm: SHA1.

IPsec:

* anroputm wudpposaHuna: AES128;
* asroputm ayteHtTudmnkaumm: SHA1.

PelweHune:

1. KoHdourypupoaHue Hub.
Cospgagum TyHHenb GRE:

esr# configure
esr(config)# tunnel gre 5

Ykaxem IP-agpec nHtepdpeiica, rpaHmyaiyero c ISP:

esr(config-gre)# local address 150.115.0.5

3agagum 3HavyeHne MTU:

esr(config-gre)# mtu 1416

YcTaHOBMM 3HauyeHue ttl:

esr(config-gre)# ttl 16

3apaaum IP-agpec GRE-TyHHens:

esr(config-gre)# ip address 10.10.0.5/24

MepeBeaémM GRE-TyHHeNb B mutipoint pexum 45151 BO3MOXXHOCTW COEANHEHNSI C HECKOMBKUMU TOUKaMU:

esr(config-gre)# multipoint

Mepeiaém k HacTpolike NHRP. HacTpoum oTnpaBKy My/bTUKACTOBbIX PaCChIIOK B AVHAMUYECKU
y3HaBaeMble agpeca:

esr(config-gre)# ip nhrp multicast dynamic
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Mpoun3Beaém HACTPOKY NPOTOKOMA AUHAMUYECKO MapLupyTmu3aumumn ana Hub. B Hawem npumepe 310
6ynet BGP:

esr(config)# router bgp 65005
esr(config-bgp)# address-family 1ipv4
esr(config-bgp-af)# neighbor 10.10.0.8
esr(config-bgp-neighbor)# remote-as 65008
esr(config-bgp-neighbor)# enable
esr(config-bgp-neighbor)# exit
esr(config-bgp-af)# neighbor 10.10.0.4
esr(config-bgp-neighbor)# remote-as 65004
esr(config-bgp-neighbor)# enable
esr(config-bgp-neighbor)# exit
esr(config-bgp-af)# enable

MpousBeaém HacTpoiiky IPsec ana Hub:

esr(config)# security ike proposal IKEPROP
esr(config-ike-proposal)# encryption algorithm aes128
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# exit

esr(config)# security ike policy IKEPOLICY

esr(config-ike-policy)# pre-shared-key ascii-text encrypted 8CB5107EA7T005AFF
esr(config-ike-policy)# proposal IKEPROP

esr(config-ike-policy)# exit

esr(config)# security ike gateway IKEGW

esr(config-ike-gw)# ike-policy IKEPOLICY

esr(config-ike-gw)# local address 150.115.0.5
esr(config-ike-gw)# local network 150.115.0.5/32 protocol gre
esr(config-ike-gw)# remote address any

esr(config-ike-gw)# remote network any

esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security 1ipsec proposal IPSECPROP
esr(config-ipsec-proposal)# encryption algorithm aesl128
esr(config-ipsec-proposal)# exit

esr(config)# security ipsec policy IPSECPOLICY
esr(config-ipsec-policy)# proposal IPSECPROP
esr(config-ipsec-policy)# exit
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esr(config)# security ipsec vpn IPSECVPN
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway IKEGW
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable

MpussikeM IPsec kK GRE-TyHHes10, YTO6bI KMEHTbI MOM/IM YyCTaHaBNMBaTh LWNGPOBaHHOE COeANHEHME:

esr(config-gre)# ip nhrp ipsec IPSECVPN dynamic

Brnounm paboty NHRP n cam TyHHenb:
esr(config-gre)# 1ip nhrp enable
esr(config-gre)# enable

KoHdomrypuposaHue Spoke
Mpoeeném ctaHgapTHyHo HacTpoliky DMVPN Ha TyHHene:

esr# configure

esr(config-gre)# tunnel gre 8
esr(config-gre)# mtu 1416

esr(config-gre)# ttl 16

esr(config-gre)# multipoint
esr(config-gre)# local address 180.100.0.10
esr(config-gre)# ip address 10.10.0.8/24

YKa3blBaeM CKOJ/IbKO BPEMEHW BOY[ET XPaHUTLCS 3amnnch O K/IMEHTE Ha CEpBEepE:

esr(config-gre)# ip nhrp holding-time 300

Yka3blBaeM TyHHesbHbI agpec NHS:

esr(config-gre)# ip nhrp nhs 10.10.0.5/24

3aaaMm COOTBETCTBUE TYHHENbHOMY afipecy — peasbHblii:

esr(config-gre)# ip nhrp map 10.10.0.5 150.115.0.5

HacTtpoum mynsTukactoByto pacceinky Ha NHRP-cepsep:

esr(config)# ip nhrp multicast nhs

MpounsBeném HacTpoitky BGP ans spoke:

esr(config)# router bgp 65008
esr(config-bgp)# address-family ipv4
esr(config-bgp-af)# neighbor 10.10.0.5
esr(config-bgp-neighbor)# remote-as 65005
esr(config-bgp-neighbor)# enable
esr(config-bgp-neighbor)# exit
esr(config-bgp-af)# enable
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MpounsBeném HacTpoiiky IPsec. Mpu co3gaHunm wrto3a npotokona IKE gna NHS, ykakem KOHKPETHbIe
agpeca HasHadyeHus. A npu cosganmm winto3a IKE gna NHC — agpec HasHayveHus 6yaet any:

esr(config)# security ike proposal IKEPROP
esr(config-ike-proposal)# encryption algorithm aes128
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# exit

esr(config)# security ike policy IKEPOLICY

esr(config-ike-policy)# pre-shared-key ascii-text encrypted 8CB5107EA7005AFF
esr(config-ike-policy)# proposal IKEPROP

esr(config-ike-policy)# exit

esr(config)# security ike gateway IKEGW_HUB
esr(config-ike-gw)# ike-policy IKEPOLICY

esr(config-ike-gw)# local address 180.100.0.10
esr(config-ike-gw)# local network 180.100.0.10/32 protocol gre
esr(config-ike-gw)# remote address 150.115.0.5
esr(config-ike-gw)# remote network 150.115.0.5/32 protocol gre
esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security ike gateway IKEGW_SPOKE
esr(config-ike-gw)# ike-policy IKEPOLICY

esr(config-ike-gw)# local address 180.100.0.10
esr(config-ike-gw)# local network 180.100.0.10/32 protocol gre
esr(config-ike-gw)# remote address any

esr(config-ike-gw)# remote network any

esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security ipsec proposal IPSECPROP
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

esr(config)# security ipsec policy IPSECPOLICY
esr(config-ipsec-policy)# proposal IPSECPROP
esr(config-ipsec-policy)# exit

esr(config)# security ipsec vpn IPSECVPN_HUB
esr(config-ipsec-vpn)# mode ike
esr(config-ipsec-vpn)# ke establish-tunnel route
esr(config-ipsec-vpn)# ke gateway IKEGW_HUB
esr(config-ipsec-vpn)# ke ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable
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esr(config)# security ipsec vpn IPSECVPN_SPOKE
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway IKEGW_SPOKE
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable

Mpueskem IPsec kK GRE-TyHHes0, A9 BO3MOXHOCTW YCTAHOBNEHUSA WNGPOBAHHOIO COeAVMHEHUS C
cepBepoM 1 C APYTMMW K/IMEHTAMU CETU:

esr(config-gre)# ip nhrp ipsec IPSECVPN_HUB static
esr(config-gre)# ip nhrp dipsec IPSECVPN_SPOKE dynamic

Brnounm paboty NHRP n cam TyHHenb:

esr(config-gre)# 1ip nhrp enable
esr(config-gre)# enable

CoctosiHne NHRP-3anuceii MOXXHO NOCMOTPETb KOMaHA0iA:

esr# show ip nhrp

Oumnctntb NHRP-3anmcn MoXHO KoMaHaoi:

esr# clear ip nhrp
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3apgava:

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

OpraHmnzosate DMVPN mexay ogmucammn KomnaHuu ¢ cootTBeTcTeyowmnmm nogcetsamm LANT n LAN2,
ncnonb3yss mGRE-TyHHenn, NHRP (Next Hop Resolution Protocol), npoTokon gnHamuuyeckoii MapLupyTusaumm
(OSPF), IPsec. B Hawwem npumepe y Hac 6yaeT HUB-mapwpyTuzaTtop 1 gga dmnmnana. HUB — ato DMVPN-

cepsep (NHS), a punuansi — DMPVN-knneHTbl (NHC).

HUB

tunnel ip
10.10.0.1/28
(area 10.10.0.0)

ip 150.115.0.5/30

ip 150.115.0.6/30

ip 180.100.0.8/30 ip 140.114.0.6/30

tunnel ip
10.10.0.2/28
(area 10.10.0.0)

LAN 1 192.168.1.0/24

ip 180.100.0.10/30

SPOKE 1

LAN 2 192.168.2.0/24

ip 140.114.0.5/30

Mpwn ncnonb3oBaHun cxemobl DMVPN Heobxoaumo, utobsl HUB siBnsanca DR-maplupyTtnsatopom. Takum
06pas3om, MapLUpyTbl /I0KasIbHbIX noaceTel spoke 1 1 spoke 2 6yayT peTpaHcanposBaTbes vyepes hub.

HUB BHewHuin IP-agpec — 150.115.0.5;
SPOKE-1 BHewwHuit IP-agpec — 180.100.0.10;
SPOKE-2 BHewwHuit IP-agpec — 140.114.0.4.

MapameTpsbl IPsec VPN:
IKE:

« rpynna Auddomn-Xannmaua: 2;
« anroput™m WwndpoBanms: AES128;
* anropuTtm ayteHtudgumkaumm: MDS.

IPsec:

+ rpynna Auddmn-Xannmana: 2;
« anroput™m WwndpoBanms: AES128;
* anropuTtm ayteHtudgmkaumm: MDS.

PewieHune:

1. KoHdourypuposaHune HUB:
MpeaBapuTensHO HacTpoum npotokost OSPF:
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esr(config)# router ospf log-adjacency-changes
esr(config)# router ospf 1

esr(config-ospf)# router-id 77.77.77.77
esr(config-ospf)# area 10.10.0.0
esr(config-ospf-area)# enable
esr(config-ospf-area)# exit

esr(config-ospf)# enable

esr(config-ospf)# exit

HacTpoum nHTepdeiic 1 onpefenmm NpUHaANEXHOCTb K 30He 6e30MacHOCTM:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# ip address 150.115.0.5/30
esr(config-if-gi)# exit

HacTtponm GRE-TyHHesb, onpeaenm npuHanIeXxHocTb K 30He 6e3onacHocTn, HacTpoum OSPF Ha GRE-

TyHHene, HacTpouM NHRP u Bkitoumm TyHHenb 1 NHRP komaHgoii enable. YUTo6bl HUB cTau DR,
Heo6X0AMMO BbICTaBUTb MaKCUMaJTbHbIA NPUOPUTET:

esr(config)# tunnel gre 1

esr(config-gre)# ttl 16

esr(config-gre)# mtu 1416

esr(config-gre)# multipoint
esr(config-gre)# security-zone untrusted
esr(config-gre)# local address 150.115.0.5
esr(config-gre)# ip address 10.10.0.1/28
esr(config-gre)# ip ospf instance 1
esr(config-gre)# ip ospf area 10.10.0.0
esr(config-gre)# ip ospf priority 255
esr(config-gre)# 1ip ospf

esr(config-gre)# ip nhrp multicast dynamic
esr(config-gre)# ip nhrp enable
esr(config-gre)# enable

esr(config-gre)# exit

Cosgaamm ctatuyeckme MapLUpyTbl 4118 nogaceten nHtepdericos spoke 180.100.0.8/30 n
140.114.0.4/30:

esr(config)# ip route 180.100.0.8/30 150.115.0.6
esr(config)# ip route 140.114.0.4/30 150.115.0.6

MpousBeném HacTpoiiky IPsec gnis HUB:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# exit
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esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key ascii-text password
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit

esr(config)# security ike gateway ike_spoke
esr(config-ike-gw)# ike-policy ike_poll

esr(config-ike-gw)# local address 150.115.0.5
esr(config-ike-gw)# local network 150.115.0.5/32 protocol gre
esr(config-ike-gw)# remote address any

esr(config-ike-gw)# remote network any

esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security ipsec proposal ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# pfs dh-group 2
esr(config-ipsec-proposal)# exit

esr(config)# security ipsec policy ipsec_poll
esr(config-ipsec-policy)# proposal ipsec_propl
esr(config-ipsec-policy)# exit

esr(config)# security ipsec vpn ipsec_spoke
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_spoke
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

MpuBshkem IPsec kK GRE-TYHHenN0, YTo6bI KIMEHTLI MOIIN YCTaHAB/IMBATb LUMPOBAHHOE COeAVHEHME:

esr(config)# tunnel gre 1
esr(config-gre)# ip nhrp ipsec 1ipsec_spoke dynamic
esr(config-gre)# exit

2. KoHdurypupoBaHue SPOKE:
MpepsapuTtensHo HacTpoum npoTtokon OSPF ¢ aHoHcupoBaHuem nogcet LANT:

esr(config)# router ospf log-adjacency-changes
esr(config)# router ospf 1

esr(config-ospf)# router-id 1.1.1.1
esr(config-ospf)# area 10.10.0.0
esr(config-ospf-area)# network 192.168.1.0/24
esr(config-ospf-area)# enable
esr(config-ospf-area)# exit

esr(config-ospf)# enable

esr(config-ospf)# exit
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HacTpoum nHTepdeiic 1 onpeaenm NPUHaANEXHOCTb K 30He 6e30MacHOCTM:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# ip address 180.100.0.10/30
esr(config-if-gi)# exit

HacTtpoum GRE-TyHHENb, onpeaenm NnpuHaaiexHoCcTb K 30He 6e3onacHocTn, HacTpoum OSPF Ha GRE-
TyHHene, Hactpoum NHRP n Bkntoumm TyHHenb n NHRP komaHgoli enable. Yto6bl HUB ctan DR,
Heo6X0AMMO BbICTaBUTb MUHMMaJ/TbHBIA NPUOPUTET Ha spoke:

esr(config)# tunnel gre 1

esr(config-gre)# ttl 16

esr(config-gre)# mtu 1416

esr(config-gre)# multipoint
esr(config-gre)# ip firewall disable
esr(config-gre)# local address 180.100.0.10
esr(config-gre)# ip address 10.10.0.2/28
esr(config-gre)# ip ospf instance 1
esr(config-gre)# ip ospf area 10.10.0.0
esr(config-gre)# ip ospf priority 0
esr(config-gre)# ip ospf

esr(config-gre)# ip nhrp holding-time 300
esr(config-gre)# ip nhrp map 10.10.0.1 150.115.0.5
esr(config-gre)# ip nhrp nhs 10.10.0.1/28
esr(config-gre)# ip nhrp multicast nhs
esr(config-gre)# ip nhrp enable
esr(config-gre)# enable

esr(config-gre)# exit

Cos3gaaum ctatnyeckme MapLupyTbl 418 nogcetein nHtepdericos spoke 180.100.0.8/30 n
140.114.0.4/30:

esr(config)# ip route 150.115.0.4/30 180.100.0.9
esr(config)# ip route 140.114.0.4/30 180.100.0.9

MpounsBeném HacTpoiiky IPsec gna HUB:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aes128
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# exit

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key ascii-text password
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit
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esr(config)# security ike gateway ike_spoke
esr(config-ike-gw)# ike-policy ike_poll

esr(config-ike-gw)# local address 180.100.0.10
esr(config-ike-gw)# local network 180.100.0.10/32 protocol gre
esr(config-ike-gw)# remote address any

esr(config-ike-gw)# remote network any

esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security ike gateway -ike_hub

esr(config-ike-gw)# ike-policy ike_poll

esr(config-ike-gw)# local address 180.100.0.10
esr(config-ike-gw)# local network 180.100.0.10/32 protocol gre
esr(config-ike-gw)# remote address 150.115.0.5
esr(config-ike-gw)# remote network 150.115.0.5/32 protocol gre
esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security ipsec proposal ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# pfs dh-group 2
esr(config-ipsec-proposal)# exit

esr(config)# security ipsec policy ipsec_poll
esr(config-ipsec-policy)# proposal ipsec_propl
esr(config-ipsec-policy)# exit

esr(config)# security 1ipsec vpn ipsec_spoke
esr(config-ipsec-vpn)# mode ike
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_spoke
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# security 1ipsec vpn ipsec_hub
esr(config-ipsec-vpn)# mode ike
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_hub
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

Mpueskem IPsec kK GRE-TyHHes0, A9 BO3MOXHOCTW YCTAHOBNEHUSA WNPOBAHHOIO COeAVMHEHUS C
cepBepoM 1 C APYTMMN K/IMEHTaMU CETU:

esr(config)# tunnel gre 1

esr(config-gre)# ip nhrp ipsec ipsec_hub static
esr(config-gre)# ip nhrp dipsec ipsec_spoke dynamic
esr(config-gre)# exit

182



ESR-Series. PyKoBOACTBO MO aKcniyaraunm

3. CocTtosHne NHRP-3anuncei MoXHO NOCMOTPETb KOMaHAO0M:

esr# show 1ip nhrp

4. [ononHuTenbHO B security zone-pair untrusted self Heo6xoanmo paspelunTb NpoTokonbl Ansa GRE over
IPSec-TyHHENSA:

esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 10
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol gre
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# rule 11
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol esp
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# rule 12
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol ah
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# exit

9.3 Hacrtpoiika L2TPv3-TyHHenemn

L2TPv3 (Layer 2 Tunneling Protocol Version 3) — npoTtokon Ansi TYHHENMPOBAHNS NaKeTOB 2-r0 YPOBHS
mogenu OSI mexay asyms IP-y3namn. B kayecTse UHKanNcynvpyrowero npotokosna ncnonbdyetca IP nnn UDP.
L2TPv3 MOXeT ncnosib3oBaThes Kak anstepHatmea MPLS P2P L2VPN (VLL) anst opraHnsaummn VPN ypoBHS L2.
B mapuipyTtusarope ESR peanv3oBaHbl cTatndeckue Heynpasnsemble L2TPv3-TyHHeNn, TO eCTb TYHHeNu
CO34al0TCH BPYYHYIO MyTEM KOH(PUIypMpoBaHUA Ha JI0OKa/IbHOM 1 yaaieHHOM y3nax. MapameTpbl TYHHeNs Ha
KaxKJ0M N3 CTOPOH A0/DKHbI 6bITb B3aMMOCOI/1aCOBaHHbIMY /1M NEPEHOCKMbIE laHHble He ByayT
[ekancympoBarbCs NapTHEPOM.

9.3.1 ANroputm HacTpPOWKMU

War OnucaHue KomaHpa Knoun
1 CkoHgourypupoBartb L3-uHtepdelic, ot

KoToporo 6yaet ctpoutbest L2TPv3-

TYHHE/b.
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LWar OnucaHue

2 Co3pgatb L2TPv3-TyHHesNb 1 nepeiitn B
pexvM ero KOHUryprpoBaHusl.

3 YKasaTb onvcaHue KOHUrypmpyemoro
TYHHens (He 06a3aTe/bHO).

4 YcTtaHoBUTL NIoKasibHbIN IP-agpec ans
YCTaHOBKWN TYHHENS.

5 YcTtaHOBUTL yaaneHHsblii IP-agpec ans
YCTaHOBKU TYHHENS.

6 Bbibpartb MeTo4 MHKancyauum ans
TyHHens L2TPv3.

7 YCTaHOBUTb IOKaS1bHbINA
naeHTndrkaTop ceccum.

8 YCTaHOBUTb YAasieHHbIN
naeHTnrkaTop ceccum.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

Knoun

esr(config)# tunnel 12tpv3 <INDEX> <INDEX> - ngeHTtuchmkarop

esr(config-12tpv3)# description
<DESCRIPTION>

esr(config-12tpv3)# local address
<ADDR>

esr(config-12tpv3)# remote
address <ADDR>

esr(config-12tpv3)# protocol
<TYPE>

esr(config-12tpv3)# local session-
id <SESSION-ID>

esr(config-12tpv3)# remote
session-id <SESSION-ID>

TYHHENs B AnanasoHe:

+ ansi ESR-10/12V(F)/
14VF - [1..10];

+ ana ESR-20/21/100/200
- [1..250];

« ons
ESR-1000/1200/1500/
1511/1700/3100 —
[1..500].

<DESCRIPTION> — onucaHue
TYHHeNs, 3a4aéTcs CTPOKOI Ao
255 cumBonos.

<ADDR> - IP-agpec
NOKas1bHOrO LW/H03a, 3a4aéTcA
B Buae AAA.BBB.CCC.DDD, rae
Kaxaas 4yacTb NpYHUMaeT
3HaueHus [0..255].

<ADDR> - IP-agpec
JIOKaUTbHOTO L0333, 3aJaéTcs
B Buae AAA.BBB.CCC.DDD, rge
KakAast 4yacTb MPUHMMAET
3HaveHus [0..255].

<TYPE> — T1n nHkancynsauumu,
BO3MOXHbl€ 3HAYEHUS:

* ip - nHkancynsaumsa B IP-
naker;

+ udp - nHkancynsaums B
UDP-gevitarpaMmmsl.

<SESSION-ID> -
naeHTnmkaTop ceccum,

NPYHUMAET 3HaYeHNS
[1..200000].

<SESSION-ID> -
noeHTnrkaTop ceccum,

MPYHMMAaET 3HaYeHUs
[1..200000].
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LWar

10

11

12

13

14

OonucaHue

Onpeaenutb NokanbHbiii UDP-nopT
(ecnu B kKauecTBe MeToAa
MHKancynsauum 6bin BbibpaH UDP
npoToKon).

Onpepenntb yaaneHHblin UDP-nopT
(ecnu B kauecTBe meToAa
WHKancynsauum 6uin BoibpaH UDP
npoToKon).

HasHaunTb LWMpoKoBeLLaTe NbHbI
JoMeH ansa nHkancynsaumm B L2TPV3-
nakeTbl AAHHOTO TYHHEess.

AKTVBMPOBATb TYHHESb.

Ykaszartb pasmep MTU
(MaximumTransmitionUnit) gns
TyHHenel (He 06s13aTe/bHO).
MTU 6onee 1500 6yaeT akTUBHO

TOJIbKO B C/1iyvae npumMmeHeHnsa KomaHabl

"system jumbo-frames".

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-12tpv3)# local port
<UDP>

esr(config-12tpv3)# remote port
<UDP>

esr(config-12tpv3)# bridge-group
<BRIDGE-ID>

esr(config-12tpv3)# enable

esr(config-12tpv3)# mtu <MTU>

OnpeaennTb NlokasibHoe 3HaYeHne

cookie Ansi AONONMHUTENBHOV NPOBEPKY
COOTBETCTBMSI MEeXAY NepeaaBaemMbIMu
[laHHbIMU 1 ceccueit (He 06s13aTesibHO).

esr(config-12tpv3)# local cookie
<COOKIE>

Knoun

<UDP> — Homep UDP-nopta B
JAnanasoHe [1..65535].

<UDP> — Homep UDP-nopTa B
JAnanasoHe [1..65535].

<BRIDGE-ID> -
NAEHTUDVKALNOHHBI HOMEp
MOCTa, NPUHUMAET 3HAYEHNS B
[nanasoHe:

+ ansi ESR-10/12V(F)/
14VF - [1..50];

+ ansa ESR-20/21/100/200
- [1..250];

.« ana
ESR-1000/1200/1500 -
/1511/1700/3100 -
[1..500].

<MTU> - 3HauyeHne MTU,
NPUHUMAET 3HAYEHUS B
AunanasoHe:

* ana ESR-10/12V(F)/
14VF - [1280..9600];

+ ansa ESR-20/21 -
[1280..9500];

« ans
ESR-100/200/1000/120
0/1500/1511/1700/310
0 - [1280..10000].

3Ha4veHne No yMO/IHaHuio:
1500.

<COOKIE> - 3HaueHune COOKIE,
napameTp NpuHUMaeT
3Ha4YeHus ANNHOI BOCeMb UK
LLecTHaLUaTb CUMBO/IOB B
LlecTHaAUaTepU4HOM BUAE.
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War OnucaHue KomaHnpa

15 Onpepenntb yaaseHHoe 3HadeHne esr(config-12tpv3)# remote cookie
cookie ans gononHuTensHoi nposepkn  <COOKIE>
COOTBETCTBUSA MeXAy nepeaBaemMbIMiu
[laHHbIMU 1 ceccueit (He 06si3aTesibHO).

16 3afaaTb MHTEpBan BpeMeHH, 3a kotopblli  esr(config-12tpv3)# load-average
ycpeaHsieTca cTatucTvka o Harpyske Ha  <TIME>
TyHHese (He 0653aTesibHO).

17 BKOUMTb 3anNncb CTATUCTUKN esr(config-subif)# history
CNONb30BaHUS TEKYLLLETO TYHHeNs (He  statistics
0653aTe/bLHO).

Takke gns L2TPv3-TyHHeNs BO3MOXHO HaCTpOUTb:

*+ QoS B 6a30BOM W/IM paclUMpPEHHOM pexnmax (CM. pasaen YrnpaeneHne QoS);

Knoun

<COOKIE> — 3HaueHune COOKIE,
napameTp NpuMHUMaeT
3Ha4YeHus ANNHOI BOCeMb UK
LecTHaLUaTb CUMBO/IOB B
LUeCTHaAUaTePMYHOM BUAE.

<TIME> — nHTepBan B
CeKyHax, NpMHUMaeT
3HayeHus [5..150].

3HaueHve No yMoiyaHuio: 5.

* dpyHKumoHan BRAS (cMm. pasgen Yrnpaenenvie BRAS (Broadband Remote Access Server)).

9.3.2 Mpumep HacTpoiikm L2TPv3-TyHHens

3apgaua:

OpraHuzosarb L2 VPN mexay odoucamu KomnaHum yepes IP-ceTb, ncnosnb3ysa N8 TyHHeIMpoBaHua Tpadonka

npotokon L2TPv3.

* B Ka4YecTBe VHKancy/iMpytoLLero npotokona ncnosb3yercs UDP, Homep nopTta Ha /lokasibHOVi CTOPOHE 1

HOMep MopTa Ha CTopoHe napTHepa 519;

* B Ka4yecTBe NIOKaUIbHOrO LW/It3a 418 TyHHens ucnoneayetcs IP-agpec 21.0.0.1;

* B KauyecTBe y[as/ieHHOro Wwink3a s TyHHens ncnonedyetcs IP-agpec 183.0.0.10;

* NAEHTMANKATOP TYHHENS Ha NTOKasIbHON CTOPOHE paBeH 2, Ha CTOPOHE napTHepa 3;
* ngeHTudmkaTop ceccum BHyTpu TyHHensa paseH 100, Ha ctopoHe napTHepa 200;

* B TyHHe/Nb Hanpasum Tpaduk u3 bridge c ngexntuncukaropom 333.

Rl

TyuHens L2TPv3
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PelwweHue:

Cozgagum TyHHenb L2TPv3 333:

esr# configure
esr(config)# tunnel 12tpv3 333

YKaxeM nokasibHbIli 1 yaaneHHblii w3 (IP-agpeca nHTepdeiicos, rpaHnyamx ¢ WAN):

esr(config-12tpv3)# local address 21.0.0.1
esr(config-12tpv3)# remote address 183.0.0.10

YKaxkem TuN MHKancympyoLLero npotokona n Homepa UDP-nopToB.:

esr(config-12tpv3)# protocol udp
esr(config-12tpv3)# local port 519
esr(config-12tpv3)# remote port 519

YKaxxeM naeHTUunKaTopbl CECCUN BHYTPU TYHHENS AN IOKa/IbHOM U YAA/IEHHON CTOPOH:

esr(config-12tpv3)# local session-id 100
esr(config-12tpv3)# remote session-id 200

YcTaHOBUM NpuHaanexHocTb L2TPv3-TyHHeNA K MOCTY, KOTOPbIN AO/MKEH ObITb CBA3aH C CETbIO YAa/IEHHOIo
odnca (HacTpoiika MocTa paccMaTpuBaeTcst B NyHkTe [puviep HacTpoliku bridge anst VLAN v L2TPv3-
TyHHens):

esr(config-12tpv3)# bridge-group 333

BK/loUMM paHee co3AaHHbIii TYHHENb 1 BbligeMm:

esr(config-12tpv3)# enable
esr(config-12tpv3)# exit

Co3pafmm cab-uHTepdenc ans KoMMmyTaumum Tpadvka, NOCTYNaLWEro U3 TYHHENS, B JIOKa/IbHYH CETb C TETOM
VLAN id 333:

esr(config)# interface gi 1/0/2.333

YcTaHOB/M NPUHALIEXHOCTb cab-nHTepdeica K MOCTY, KOTOPbIA A0/MKEH ObITb CBA3AH C JIOKa/IbHOW CETbIO
(HacTpoiika MocTa paccmaTpuBaeTcs B NyHKTe HacTpoiika PPP uepes E1):

esr(config-subif)# bridge-group 333
esr(config-subif)# exit

Mocne npuMeHeHWst HacTPoeK Tpadink ByAeT MHKANCyNMpoBaTbCsl B TYHHE b U OTNPaBMATLCSA NapTHEPY,
He3aBUCUMO OT Hannuunsa L2TPv3-TyHHeNa n npaBuU/IbHOCTU HACTPOEK C ero CTOPOHbI.
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HacTpolikv TyHHens B yaaneHHOM odumce [O/KHbI ObiTh 3epKasibHbIMU STOKasIbHbIM. B KayecTBe N0KasibHOro
LI03a fomkeH ncnonb3osatecs IP-agpec 183.0.0.10. B kavecTBe yAaneHHOro LWio3a AO/KEH
ncnonb3osatbcs IP-agpec 21.0.0.7. Homep nopTa UHKarncy/mpyoLLero NnpoToKona Ha /1I0KasIbHON CTOPOHE 1
CTOpOHe naptHepa 519. iaeHTudmkaTop ceccum BHYTpY TYHHENA Ao/MKeH 6biTb paBHbiM 200, Ha cTopoHe
naptHepa 100. Takxe TyHHENb AO/DKEH NPUHAA/IeXaTb MOCTY, KOTOPbIi HEOBX0AMMO COeANHUTL C CEThIO
napTHepa.

CocTtosiHne TYHHENA MOXXHO NOCMOTPETb KOM&HAOVII

esr# show tunnels status 12tpv3 333

CyeTunkm BXOAALLNX N OTNPaBNEHHbIX MaKeTOB MOXHO NOCMOTPETb KOMaHﬂ,OI‘/’IZ

esr# show tunnels counters 12tpv3 333

KoHmrypauumo TyHHeNst MoXHO NOCMOTPETb KOMaHAOIA:

esr# show tunnels configuration 12tpv3 333

& Tomumo co3pgaHus TyHHens Heo6xoaumo B firewall paspewnts BXxogawmii Tpacduk no
npoTtokosly UDP ¢ nopTtom oTtnpaButens 519 n noptom HasHaueHusa 519.

9.4 Hacrtpoiika IPsec VPN

IPsec — 310 HabOp NPOTOKONOB, KOTOPble 06ecneumBatoT 3almTy nepegasaemMbiX ¢ NOMOLLbLO IP-npoTokona
[aHHbIX. [laHHbI HAbop NPOTOKO/I0B MO3BOJISAET OCYLLECTBNATL NOATBEPXKAEHNE NOAIMHHOCTY
(ayTeHTUgMKALMIO), MPOBEPKY LIENOCTHOCTY U WiMdhpoBaHue |P-NakeToB, a Takke BK/OYAET B Ce6s MPOTOKO/bI
AN 3aWmnILEHHOro obMeHa Knryammn B ceTu VIHTepHer.

9.4.1 Anroputm HacTpoliku Route-based IPsec VPN

War OnucaHue KomaHpa Knoun
1 Cospgarb VTI-TyHHENb 1 nepentn B esr(config)# tunnel vti <TUN> <TUN> - nms TyHHens
PEXUM ero KOHUIryprpoBaHmsl. ycTpoiicTea.
2 YkazaTb fiokanbHblii IP-agpec VTI- esr(config-vti)#local address <ADDR> - IP-agpec
TYHHens. <ADDR> NIOKa/1bHOro Wto3a.
3 YkazaTtb yaaneHHsiii IP-agpec VTI- esr(config-vti)#remote address <ADDR> — IP-agpec
TYHHens. <ADDR> yOA/TIEHHOIO LWJIo3a.
4 YctaHoBuUTb IP-agpec nokanbHow esr(config-vti)# ip address <ADDR/ <ADDR/LEN> — IP-agpec u
CTOPOHbI VTI-TyHHENA. LEN> npedmkc noacetn 3a4aéTca B

Bnae AAA.BBB.CCC.DDD/EE,
roe kaxxgas yacte AAA — DDD
npuHUMaeT 3HauveHus [0..255] n
EE npvHumaeT 3HaveHus
[1..32].
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OonucaHue

Bxknwountb VTI-TYHHENb B 30HY

6e30nacHOCTV N HACTPOUTL Npasuna
B3aVMOAENCTBUSA MeXy 30HamMu Uin
oTkntounTs firewall ana VTI-TyHHens.

BKMOUNTb TYHHEND.

Cospatb IKE-npochunb 1 nepeintn B
PeXnM ero KOHOUryprpoBaHus.

YKaszarb onvcaHue KOHUryprupyemoro
IKE-npochuns (He o6s13aTeNbHO).

OnpepennTb anroputm
ayTeHTudukaumu ans IKE (He
06513aTe/bHO).

OnpeaennTb anropuT™ WMpPoBaHUs
ans IKE (He o6a3aTesnbHO).

Onpepnenutb HoMep rpynnbl Auddu-
XannmaHa (He 06s3aTesibHO).

KomaHpa

esr(config-vti)# security-
zone<NAME>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<NAME> — nM4 30HbI
6e3onacHoCTu, 3agaértcs
CTPOKOI A0 12 CMMBO/IOB.

esr(config-vti)# ip firewall disable

esr(config-vti)#enable

esr(config)# security ike proposal

<NAME>

esr(config-ike-proposal)#
description<DESCRIPTION>

esr(config-ike-proposal)#
authentication algorithm
<ALGORITHM>

esr(config-ike-proposal)#
encryption algorithm
<ALGORITHM>

esr(config-ike-proposal)# dh-
group <DH-GROUP>

<NAME> - nms npodmns
npotokona IKE, 3agaértca
cTpokoit go 31 cumBona.

<DESCRIPTION> — onucanue
TYHHenNs, 3a4aéTcs CTPOKOi Ao
255 cumBonos.

<ALGORITHM> — anroputm
ayTeHTuuKaumm, npuHMMaeT
3HaveHus: md>5, shal,
sha2-256, sha2_384, sha2-512.

3HaueHue No yMoMYaHuio:
shal.

<ALGORITHM> - npotokon
LUMcbpoBaHUs, NpUHMMaET
3HauveHust: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256c¢tr, camellia128,
camellia192, camellia256.

3Ha4YeHne No yMoN4YaHuto:
3des.

<DH-GROUP> — Homep rpynnbl

Onddom-XannmaHa, npuHumaeT
3HaueHus [1, 2, 5,14, 15,16, 17,
18].

3Ha4veHue Mo ymonyaHuio: 1.
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16

17

18

OonucaHue

Onpefenntb pexum ayTeHTudukaumm
IKE (He 06s13aTe/bHO).

Co3sgatb ike-nonnTrky n nepeitu B
pexvM eé KOHUIrypMpoBaHus.

3aaatb Bpems XW3HY CoeayHeHNs
npotokona IKE (He o6s3aTensHo).

Mpueasatb IKE-npodunb K IKE-
NOMUTUKE.

Ykasarb K4 ayTeHTUMKaLMm
(o6s3aTENBHO, EC/IM B KAYecTBe
pexuma ayTeHTU(MKaLUM BblbpaH pre-
shared-key)

Cosgarb IKE-L03 1 NepenTn B pexnm
ero KoOHUrypupoBaHus.

MpuesasaTb IKE-nonntuky K IKE-wno3sy.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ike-proposal)#

authentication method <METHOD>

esr(config)# security ike policy
<NAME>

esr(config-ike-proposal)# lifetime
seconds <SEC>

esr(config-ike-policy)# proposal

<NAME>

esr(config-ike-policy)# pre-
shared-key ascii-text<TEXT>

esr(config)# security ike gateway
<NAME>

esr(config-ike-gw)# ike-policy
<NAME>

Knoun

<METHOD> - meToz
ayTeHTUdMKaLMm Kova.
MOXeT NPUHUMATL 3HaYEHWS:

+ pre - shared - key -
MeToA, ayTeHTuhukauuy,
NCMOSb3YIOLLNIA
npeaBapuTensHo
MOyYeHHbIE KUK
WwnppoBaHus;

+ public - key — meToz
ayTeHTudmkauun,
NCMOSb3YIOLLNIA
cepTmdmkar.

3Ha4veHVe No yMO4aHuio: pre-
shared-key.

<NAME> - umsa nonutuku IKE,
3afaétca cTpokoi ao 31
cuMBONA.

<SEC> — nepuop BpemeHu,
NPUHUMAET 3Ha4eHus [4 ..
86400] cekyHa.

3Ha4yeHVe No yMo4aHuio:
3600.

<NAME> - nms npodmns
npotokona IKE, 3agaértca
cTpokoii go 31 cumsona.

<TEXT> - cTpoka [1..64] ASCII
CMMBOJIOB.

<NAME> - nms wnio3a
npotokona IKE, 3apaétca
cTpokoii go 31 cumsona.

<NAME> - 1ms nonuTunkm
npotokona IKE, 3apaétca
cTpokoii go 31 cumsona.
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22

23

24

25

OonucaHue

Ykaszatb Bepcuto IKE (He o6s13aTensHO).

YCTaHOBUTb PEXUM NepeHanpasieHus
Tpacdprka B TyHHernb — route-based.

Ykazarth fgeiicteue anst DPD (He
0653aTe/LHO).

YkasaTb UHTEPBa/ MEX/Y OTNPaBKOi
c006LeHni mexaHnsmom DPD (He
06513aTe/bHO).

YkasaTb nepuog, BpEMeHV A5t oTBeTa
Ha coobLueHns mexaHusma DPD (He
0653aTe/bHO).

Mpuesasatb VTI-TyHHenb K IKE-to3y.

Cospgartb B IPsec-npocunnb.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ike-gw)# version
<VERSION>

esr(config-ike-gw)# mode route-
based

esr(config-ike-gw)# dead-peer-
detection action <MODE>

esr(config-ike-gw)# dead-peer-
detection interval <SEC>

esr(config-ike-gw)# dead-peer-
detection timeout <SEC>

esr(config-ike-gw)# bind-interface
vti <VTI>

esr(config)# security ipsec
proposal <NAME>

Knoun

<version> — Bepcus IKE-
npotokona: v1-only unu v2-only.

3HaueHve no ymonyaxuo: v1-
only.

<MODE> - pexum pa6otbl DPD:

+ restart — coegnHeHune
nepeycTaHaB/IMBaeTCS;

+ clear - coeanHeHue
ocTaHaBNMBaeTCs;

+ hold - coegnHeHmne
noaaepxvnBaeTcs;

* none — MexaHusMm
BbIK/THOUEH, HUKaKNX
OencTBuii He
npeanpvHUMaeTcs.

3HayeHne No ymosiHaHuio:
none.

<SEC> — nHTepBan mexay
OTMpPaBKOW CO0BLEHW
mexaHn3mom DPD, npuHumaet
3HaueHus [1..180] cekyHa.

3Ha4veHune Mo yMOolHaHuio: 2.

<SEC> — nepuop BpemeHun o
OTBETa Ha Co06LLeHNs
mexaHn3ma DPD, npnHnmaet
3HaueHus [1..180] cekyHa.

3HaueHue no ymonyaxuio: 30
CeKyHA,

<VTI> — naeHTMPUKaLNOHHbI
Homep uHTepdeiica VTI.

<NAME> - nms npodmns
npotokona IPsec, 3agaértca
cTpokoii go 31 cumsona.
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28

29

30

OonucaHue

OnpepennTb anroputm
ayTeHTudmkaumm ans IPsec (He
06513aTe/bHO).

OnpeaennTb anropuT™ WMPOBaHUSA
ans IPsec (He 06a3aTe/bHO).

YKasaTb NpoTOKO/1 MHKaNCyNauum anis
IPsec (He 0653aTe/NbLHO).

CosgaTtb IPsec-nonuTunky n nepeintu B
pexum eé KOHPUrypupoBaHus.

Mpusa3satk IPsec-npodusb k IPsec-
NONUTUKeE.

KomaHpa

esr(config-ipsec-proposal)#
authentication algorithm
<ALGORITHM>

esr(config-ipsec-proposal)#
encryption algorithm
<ALGORITHM>

esr(config-ipsec-proposal)#
protocol <PROTOCOL>

esr(config)# security ipsec policy

<NAME>

esr(config-ipsec-policy)# proposal

<NAME>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<ALGORITHM> — anroputm
ayTeHTuuKaumm, npuHMMaeT
3HaveHus: md>5, shal,
sha2-256, sha2_384, sha2-512.

3Ha4YeHne No YyMoN4YaHuo:
sha1.

<ALGORITHM> - npoTtokon
LUncbpoBaHus, NpUHMMaeT
3HauyeHwust: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256c¢tr, camellia128,
camellia192, camellia256.

3Ha4YeHWe No yMoN4YaHuto:
3des.

<PROTOCOL> -
VHKaNCy/IMpyoLLMiA MPOTOKOS,
MPVHMMAET 3HAYEHNS]

3Ha4veHVe No yMO/HaHuio: esp.

<NAME> — nms nonuTuKn
IPsec, 3agaétca cTpokoii ao 31
cuMBONA.

<NAME> - nmsa npodpunsa
npotokona IPsec, 3agaértca
cTpokoii go 31 cumsona.
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35

OonucaHue

3agatb Bpems xu3Hu IPsec-TyHHens

(He o6si3aTeNbHO).

Cosgatb IPsec VPN v nepeitun B pexum

KOHCOMIyprpoBaHus.

Orlpe,u,enMTb PeXunm cornacoBaHuA
OaHHbIX, HEO6XO,CI|I/IMI:IX Ona aktmeauunn

VPN.

Mpueasatk IPsec-nonutuky K IPsec-

VPN.

3apatb 3HaveHne DSCP ans
ncnosib3oBaHus B IP-3aronoBske

ncxogswmx naketos IKE-npotokona (He

06513aTe/bHO).

KomaHpa

esr(config-ipsec- policy)# lifetime

{ seconds <SEC> |
packets <PACKETS> | kilobytes
<KB> }

esr(config)# security ipsec vpn
<NAME>

esr(config-ipsec-vpn)# mode
<MODE>

esr(config-ipsec-vpn)# ike ipsec-

policy <NAME>

esr(config-ipsec-vpn)# ike dscp
<DSCP>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<SEC> — nepuof BpemeHu
XWU3HU IPsec-TyHHens, no
NCTEYEHUN NPONCXOANT
nepecoriiacoBaHue.
MpuHUMaeT 3Ha4eHus
[1140..86400] cekyHa,

<PACKETS> - KonmyecTBo
nakeTos, Nnocsie nepegayn
KOTOPOro npoucxoaut
nepecornacosaHue IPsec-
TyHHens. MNpuHUMaeT 3HaveHus
[4..86400].

<KB> — o6bem Tpaduka, nocne
nepegayv KoToporo
npoucxoguTt
nepecornacosaHue IPsec-
TyHHens. MNprHUMaeT 3Ha4eHns
[4..86400] cekyHa.

3HayeHune no ymosyaHuio:
28800 cekyHA.

<NAME> - nmsa VPN, 3agaétca
cTpokoii go 31 cumsona.

<MODE> - pexum paboTbl
VPN.

<NAME> - nms IPsec-
NosIUTUKN, 3ala€TCcA CTpOKa A0
31 cumBona.

DSCP> - 3HaueHue koga DSCP,
NpUHMMAaET 3HaYeHUs B
AmnanasoHe [0..63].

3HaueHWe No ymonyaHuio: 63.
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OonucaHue

YctaHoBUTb pexunm aktusaunmn VPN.

Ocywecteutb npmeasky IKE-wnto3a K
IPsec-VPN.

YCTaHOBUTb 3HAYEeHUe BPEeMEHHOTO
VHTepBaa B CEKYHAAX, MO UCTEYEHUIO
KOTOPOro COeAVHEHME 3aKpbIBaEeTCS,
€C/N He 6b1/10 MPUHSTO UMK NepeaaHo
HW OfiHOTO MakeTa Yepes SA (He
06513aTe/bHO).

OTKII0UNTE NepecoracoBaHve Kyei
[0 paspbiBa IKE-coeanHeHus no
NCTEYEHUIO BPEMEHM, KONTMYECTBY
nepefaHHbIX NakeToB UK GaiT (He
06513aTe/bHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ipsec-vpn)# ike
establish-tunnel <MODE>

esr(config-ipsec-vpn)# ike
gateway <NAME>

esr(config-ipsec-vpn)# ike idle-
time <TIME>

esr(config-ipsec-vpn)# ike rekey
disable

Knoun

<MODE> - pexum akTusaLmm
VPN:

+ by - request -
coeguHeHne
aKTmBmpyeTcs
BCTPEYHOIi CTOPOHOIA;

*+ route — coeguHeHne
aKTuBupyeTcs npu
nosiBeHnn Tpaduka,
MapLUpPyTU3MPYyEMOrO B
TYHHenb;

+ immediate — TyHHeNb
aKTMBMpyeTcs
aBTOMaTMyeckun nocne
NPUMEHeHNs
KOHcpurypaumu.

<NAME> - nms IKE-Linto3a,
3agaétca cTpokoi ao 31
cumBona.

<TIME> - nHTepBan B
cekyHpax, npuHumaet
3HaveHus [4..86400].
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OonucaHue

HacTtpouTb Hayasio nepecoriacoBaHns
kntoueii IKE-coeanHeHns oo ncteveHns
BPEMEHM XMN3HU (He 06513aTe/bHO).

YCTaHOBUTb YPOBEHb C/TyHYaiHOTO
pasbpoca 3Ha4yeHuii napaMeTpoB
margin seconds, margin packets,
margin kilobytes (He o6s3aTenbHo).

YkazaTb onvcanue ans IPsec-VPN (He
0653aTe/bLHO).

AktuBuposath IPsec VPN.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ipsec-vpn)# ike rekey
margin { seconds <SEC> |
packets <PACKETS> | kilobytes
<KB> }

esr(config-ipsec-vpn)# ike rekey
randomization <VALUE>

esr(config-ipsec-vpn)# description

<DESCRIPTION>

esr(config-ipsec-vpn)# enable

Knoun

<SEC> — nHTepBan BpemeH” B
CeKyHAax, ocTaBLUNACS A0
3aKpbITUSI COEANHEHNS
(3apaeTcst komaHAoi
lifetimeseconds, cm. 22.2.13).
MprHYMaeT 3HaYeHUs
[4..86400].

<PACKETS> - konuyectso
NakeToB, OCTaBLUMXCA A0
3aKpbITUS COEANHEHNS
(3apaeTcst komaHAao
lifetimepackets). MpuHmaeT
3HauyeHus [4..86400]

<KB> — 06bem Tpadka B
KnnobawnTax, 0OCTaBLUMIACS A0
3aKpbITUS COEANHEHNS
(3apaeTcst komaHAao
lifetimekilobytes). MpuHumaeT
3HauyeHus [4..86400]

3Ha4veHne No yMO/IHaHuio:

* lepecornacosaHne
KNto4eii 4o ncteveHus
BpemeHu — 3a 540
CeKyHa.

+ lMepecornacoBaHne
KNto4eli 4o ncteveHus
obbema Tpadmka n
KO/IM4ecTBa NakeToB —
OTK/IHOHEHO.

<VALUE> — makcumanbHblIii
MPOLEHT pasbpoca 3Ha4YeHwi,
NpUHUMaEeT 3HadeHuns [1..100].

3HaueHne no ymon4aHuio:
100%

<DESCRIPTION> — onucaHue
npodonns, 3a4aéTcsa CTPOKOIA
00 255 cMMBO/IOB.
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9.4.2 Mpumep HacTpolikn Route-based IPsec VPN

ESR ESR
10.0.0.0/16 m 180.100.0.1 WAN 120.11.5.13 192.0.2.0/24
LAN : oy : LAN
R1 | | R2
E IPsec Tunnel :

3apgava:
HacTtpoutb IPsec-TyHHenb mexay R1 1 R2.

* R1 IP-agpec — 120.11.5.1;
* R2 IP-agpec — 180.100.0.1;

IKE:

« rpynna Auddn-Xannmaua: 2;
« anroputm wudgposaHus: AES 128 bit;
* anropuTtm ayteHtudgumkaumm: MDS.

IP sec:

« anroputm wndpposaHus: AES 128 bit;
* anropuTtm ayteHtudumkaumm: MDS.

PewieHue:

1. KoHdourypuposaHuve R1
HacTpoum BHELLHWIA ceTEBOI MHTepdeinc 1 onpeaenum NPUHaANEXHoOCTb K 30He 6e30NacHOCTY:

esr# configure

esr(config)# dinterface gi 1/0/1
esr(config-if-gi)# ip address 180.100.0.1/24
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# exit

Cosgaaum TyHHenb VTI. Tpaduk 6yaet nepeHanpaBnsatecs yepes VTI B IPsec-TyHHeNb. B kauecTse
NIOKasIbHOTO M yAasIeHHOro LWto3a ykasbiBaloTcs IP-agpeca nHtepdpelicos, rpaHmyaiymx ¢ WAN:

esr(config)# tunnel vti 1

esr(config-vti)# local address 180.100.0.1
esr(config-vti)# remote address 120.11.5.1
esr(config-vti)# enable

esr(config-vti)# exit

[na HacTpoiikmn npasua 30H 6e30nacHOCTU NOTpPebyeTcs co3patb Npodusib nopta npotokona ISAKMP:

esr(config)# object-group service ISAKMP
esr(config-object-group-service)# port-range 500
esr(config-object-group-service)# exit
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Co3gaamm cTaTuyecknin MapLupyT Ao yaaneHHo LAN-cetu. Ins Kaxaoi NnoaceTun, KoTopasi HaxoamuTcs
3a |IPsec-TyHHesiem, HY)KHO yka3aTb mapupyT vyepes VTI-TyHHenb:

esr(config)# ip route 192.0.2.0/24 tunnel vti 1

Cosgaavm npochusib npotokona IKE. B npodmne ykakem rpynny Andodmn-Xansimana 2, asiroputm
lwmndopoBaHus AES 128 bit, anroputm ayteHTudpmkauum MDS. JaHHble napameTpbl 6e30nacHOCTH
ncnonb3yrTes ansa 3awmTtbl IKE-coegnHeHNS:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# exit

Cosgaaum nonutuky npotokona IKE. B nonutuke ykasbiBaeTcs cnucok npodunein npotokona IKE, no
KOTOPbIM MOTYT COIMacoBbIBATLCA Y3/1bl U K/HOY ayTEHTUNKALMN:

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit

Coszgagum w3 npotokona IKE. B gaHHOM npodhune ykasbiBaetcsa VTI-TyHHeNnb, NonmMTrka, Bepcus
NPOTOKO/IAa U PEXMUM NepeHarnpaBneHuns Tpaguka B TyYHHe b:

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# ike-policy ike_poll
esr(config-ike-gw)# mode route-based
esr(config-ike-gw)# bind-interface vti 1
esr(config-ike-gw)# version v2-only
esr(config-ike-gw)# exit

Cosgaavm npodunb napameTpos 6e3onacHocTy Ans IPsec-TyHHens. B npodune ykaxem anroputm
lwndopoBaHus AES 128 bit, anroputm ayteHTudpmkauum MDS. [JaHHble napameTpbl 6e30nacHOCTH
ncnonb3yrTca Ana 3awutol IPsec-TyHHens:

esr(config)# security ipsec proposal +ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Cosgaamm nonutuky ans IPsec-tyHHens. B nonutuke ykasblBaeTcsa CNMCoK npoduneii IPsec-TyHHens, no

KOTOPbIM MOTYT cOornacoBbiBaTbCA Y3/1bl.

esr(config)# security ipsec policy 1ipsec_poll
esr(config-ipsec-policy)# proposal ipsec_propl
esr(config-ipsec-policy)# exit
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Cospgagum IPsec VPN. B VPN ykasbiBaetcs w3 IKE-npoTokona, nonutuka IP sec-TyHHens, pexum
obMmeHa K/1ryammn 1 cnocob yCcTaHOBEHNSA coeAnHeHusA. Iocne BBoAa BCEX NapamMeTpPoB BKHOYMM
TYHHeslb KOMaHAol enable.

esr(config)# security ipsec vpn ipsecl
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_gwl
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# exit

2. KoHthurypmpoBaHue R2
HacTpoum BHeLLHWIA ceTeBOW MHTepdenc n onpeaenum NpUHaanNeXxHocTb K 30He 6e30MacHOCTY:

esr# configure

esr(config)# interface gi 1/0/1
esr(config-if)# ip address 120.11.5.1/24
esr(config-if)# security-zone untrusted
esr(config-if)# exit

Cosgaaum TyHHenb VTI. Tpadmk 6yaet nepeHanpaBnsatbesa yepes VTI B IPsec-TyHHenb. B kavecTBe
NIOKa/IbHOTO M yAa/IeHHOro LWto3a ykasbiBaloTcs IP-agpeca nHtepdelicos, rpaHmyaiymx ¢ WAN:

esr(config)# tunnel vti 1

esr(config-vti)# remote address 180.100.0.1
esr(config-vti)# local address 120.11.5.1
esr(config-vti)# enable

esr(config-vti)# exit

[nsa HacTpoiikn npaBmnn 30H 6e30nacHOCTX NOTpPebyeTcs co3natb Npodusib nopta npotokona ISAKMP:

esr(config)# object-group service ISAKMP
esr(config-object-group-service)# port-range 500
esr(config-object-group-service)# exit

Co3gaamm ctatuyecknin MapLupyT Ao yaasieHHoi LAN-ceTu. ns Kaxaon nofceTun, KoTopas HaxoamuTcs
3a IPsec-TyHHernem, HY)XHO ykazaTb mapupyT vyepes VTI-TyHHenb:

esr(config)# ip route 10.0.0.0/16 tunnel vti 1

Coszganum npodunb npotokona IKE. B npodunie ykaxem rpynny Andpdpu-XannmaHa 2, anroputm
wudopoaHusa AES 128 bit, anroputm ayteHTudpmkauumn MDS. [JaHHble napameTpbl 6e30nacHOCTU
ncnonb3yroTca ang 3awuntsl IKE-coegnHeHns:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# exit

esr(config)#
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Cosgaamm nonutuky npotokona IKE. B nonutuke ykasbiBaeTcs cnucok npodunein npotokona IKE, no
KOTOPbLIM MOTYT COI/1acoBbIBATLCA Y3/1bl U KNHOY ayTEHTUOUKaL NN

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit

Cosgaaum wno3 npotokona IKE. B gaHHOM npodhnne ykasbiBaetcs VTI-TyHHeNb, NonmMTrKa, Bepcus
NPOTOKO/1a 1 pexnm nepeHanpasneHns Tpagurika B TyHHe/b:

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# ike-policy ike_poll
esr(config-ike-gw)# mode route-based
esr(config-ike-gw)# bind-interface vti 1
esr(config-ike-gw)# version v2-only
esr(config-ike-gw)# exit

Cosgaavm npodunb napameTpos 6e3onacHocTy ans IPsec-TyHHens. B npodune ykaxem anroputm
wudopoaHusa AES 128 bit, anroputm ayteHTudpmkauumn MDS. [JaHHble napameTpbl 6e30nacHOCTH
NCcnosib3yrTca AN 3awmTbl IPsec-TyHHens:

esr(config)# security ipsec proposal ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Coszgagum nonuTuky anst IPsec-TyHHensl. B nonuTrke ykasbiBaeTcsi CNMcok npodhuneit IPsec-TyHHens, no
KOTOPbIM MOTYT COF/1TaCOBbIBATLCS Y3/1bl.

esr(config)# security ipsec policy 1ipsec_poll
esr(config-ipsec-policy)# proposal 1ipsec_propl
esr(config-ipsec-policy)# exit

Cospgagum IPsec VPN. B VPN ykasbiBaetcs w3 IKE-npoTokona, nonutuka IP sec-TyHHens, pexnm
o6MmeHa K/lyamm 1 cnocob ycTaHOBEHNS coeanHeHus. Mocne BBoAa BCeX NapameTpoB BKIHOUMM
TYHHENb KOMaHAo enable.

esr(config)# security ipsec vpn ipsecl
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_gwl
esr(config-ipsec-vpn)# ike ipsec-policy tipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# exit

COoCTOsIHME TYHHENs1 MOXHO NOCMOTPETb KOMaHZOIA:

esr# show security +ipsec vpn status ipsecl
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KoHurypaumto TyHHens MoXHO NOCMOTPETbL KOMaH/AOiA:

esr# show security 1ipsec vpn configuration ipsecl

& B firewall Heo6xogumo paspewntb Nnpotokon ESP n ISAKMP (UDP-nopT 500).

9.4.3 Anroputm HacTtpoiiku Policy-based IPsec VPN

LWar

1

OnucaHune
Co3zgartb IKE-3k3eMmnnsip v nepeitun B

pPeXuM ero KOHUryprpoBaHusl.

YKa3aTb onvcaHune KoHuUrypupyemoro
TYHHeNs (He 06a3aTe/bHO).

OnpepennTb anroputm
ayTeHTudmkaumm ans IKE.

Onpefenntb anropnt™ WNgpoBaHns
ans IKE.

Onpegenutb HoMep rpynnbl Anddoun-
XannmaHa.

Onpenenutb pexmm ayTeHTUuuKaumnn.

Cozpgarb nonutuky ana npocouns IKE n
nepeiTn B pexum eé
KOHQUrypmpoBaHus.

KomaHpa

esr(config)# security ike proposal
<NAME>

esr(config-ike-proposal)#
description<DESCRIPTION>

esr(config-ike-proposal)#
authentication algorithm
<ALGORITHM>

esr(config-ike-proposal)#
encryption algorithm
<ALGORITHM>

esr(config-ike-proposal)# dh-

group <DH-GROUP>

esr(config-ike-proposal)#
authentication method <METHOD>

esr(config)# security ike policy
<NAME>

Knioun

<NAME> - ums npoduns
npotokona IKE, 3agaértca
cTpokoit go 31 cumBona.

<DESCRIPTION> — onucanune
TYHHenNs, 3a4aéTcs CTPOKOI A0
255 cumBonos.

<ALGORITHM> — anroputm
ayTeHTUuukaumm, npuHMMaeT
3HauveHus: md>5, shal,
sha2-256, sha2_384, sha2-512.

<ALGORITHM> — npoTtokon
LWIMdPOBaHUS, MPUHUMAET
3HaueHus: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256¢tr, camellia128,
camellia192, camellia256.

<DH-GROUP> - Homep rpynnbl

Anddm-XannmaHna, npuHumaeT
3HaueHws [1,2,5,14,15,16,17,
18].

<METHOD> - meToz
ayTeHTUdVKaLMM K/Tova.
MOXeT NPUHUMATL 3HaYEHWUS:

+ pre - shared - key -
MeToA, ayTeHTuukauuy,
NCMOSb3YIOLLNIA
npeaBaputesnibHo
MOyYeHHbIE K/THUN
LMdpoBaHms;

+ public - key — meTozg
ayTeHTMdmKaumu,
NCMOSb3YIOLLNIA
cepTmdmkar.

<NAME> - umsa nonmtuku IKE,
3agaéTca cTpokoit Ao 31
cumBona.
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10

11

12

13

14

15

OonucaHue

3aaarb BPeMms XW3HU CoeayHeHns
npotokona IKE (He o6s3aTensHo).

MpuBsi3aTb NOMMTUKY K NPOCOUIHO.

YkazaTb KU ayTeHTUgUKaLK.

Cospgatb w3 ansa IKE n nepeiitn B

PEXUM €ro KOH(UIYpPUPOBaHUSI.

Mpussasatb nonutuky IKE.

YkazaTb Bepcuto IKE (He 06s13aTenbHo).

YCTaHOBUTb PEXUM NepeHanpasieHus
Tpadmka B TYHHENb.

YkazaTb geiicteue ans DPD (He
06513aT€e/LHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ike-proposal)# lifetime
seconds <SEC>

esr(config-ike-policy)# proposal
<NAME>

esr(config-ike-policy)#pre-shared-
key ascii-text<TEXT>

esr(config)# security ike gateway
<NAME>

esr(config-ike-gw)# ike-policy
<NAME>

esr(config-ike-gw)# version
<VERSION>

esr(config-ike-gw)#mode<MODE>

esr(config-ike-gw)# dead-peer-
detection action <MODE>

Knoun

<SEC> — nepuof BpemeHu,
NPUHUMAET 3HaueHus [4 ..
86400] cekyHa.

<NAME> - umsa npoduns
npotokona IKE, 3agaértca
cTpokoit go 31 cumBona.

<TEXT> - cTpoka [1..64] ASCII
CUMBOJI0B.

<NAME> - nms wnio3a
npotokona IKE, 3agaértca
cTpokoii go 31 cumBona.

<NAME> - nms nonuTnKn
npotokona IKE, 3agaértca
cTpokoii go 31 cumsona.

<version> — Bepcus IKE-
npotokona: vi-only nnn v2-
only.

<MODE> - pexum
nepeHanpasneHus Tpaguka B
TYHHESb, MPUHUMAET 3HAYEHUS:

+ policy - based - Tpadmk
nepeHanpaenseTcs Ha
OCHoBe
MPUHAANIEXHOCTU K
yKa3aHHbIM B NOMUTUKAX
noaceTtsam;

+ route - based - Tpadumk
nepeHanpaenseTcs Ha
OCHOBE MapLUpyTOB,
LL/TI030M Y KOTOPbIX
ABNSAETCS TYHHENbHbI
nHTepdeiic.

<MODE> - pexum pabotbl DPD:

+ restart - coeguHeHve
nepeycraHaB/NBaeTCS;

+ clear — coegunHeHne
oCTaHaB/MBaeTCs;

+ hold - coegnHeHune
noAJepPXX1BaeTcs;

* none — MexaHusM
BbIK/THOUEH, HUKAKNX
OelcTBuiA He
npeanpuHUMaeTcs.
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16

17

18

19

20

21

OonucaHue

YKasaTb UHTEPBa/ MEX/Y OTNPaBKOi
c0o006LLIeHN mexaHnamom DPD (He
06513aTe/bHO).

YkasaTb nNepuog, BpEMEHU /st OTBETA
Ha coobLeHns mexaHnsma DPD (He
06513aTe/bHO).

YkazaTb Bepcuto IKE (He 06s13aTenbHo).

YctaHoBuTb IP nogcetn otnpasutens.

YctaHoBuTb IP-agpec nokasibHOro
wnto3a IPsec-tyHHens.

YctaHoBuTh IP-agpec yaaneHHoro
wno3a IPsec-tyHHens.

KomaHpa

esr(config-ike-gw)#dead-peer-
detection interval <SEC>

esr(config-ike-gw)# dead-peer-
detection timeout <SEC>

esr(config-ike-gw)# version
<VERSION>

esr(config-ike-gw)# local network

<ADDR/LEN>

[ protocol { <TYPE> | <ID> } [ port

<PORT>]]

esr(config-ike-gw)#local address

<ADDR>

esr(config-ike-gw)#remote
address <ADDR>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<SEC> — uHTepBan mexay
OTNpaBKoi COObLLEHNI
mMexaHnsmom DPD, npuHumaet
3HadeHus [1..180] cekyHa.

<SEC> — nepvopg BpemeHn ans
oTBETa Ha coobLeHus
mexaHu3ma DPD, npyHumaet
3HaueHuns [1..180] cekyHa.

<version> — Bepcus IKE-
npotokona: vi-only nnu v2-
only.

<ADDR/LEN> - IP-agpec n
Macka nofceTtu oTnpasuTens.
MapameTp 3a4aéTtcA B BuAe
AAA.BBB.CCC.DDD/EE, rge
Kaxxpgaa yactb AAA - DDD
npuHUMaeT 3HaveHus [0..255] n
EE npuHumaeT 3HaueHuns
[1..32];

<TYPE> — T1n npoTokona,
NMPUHUMAET 3HAYEHNS: esp,
icmp, ah, eigrp, ospf, igmp, ipip,
tcp, pim, udp, vrrp, rdp, 12tp, gre;

<ID> — naeHTMNKaLNOHHbI
Homep IP-npoTokona,
NPUHMMAET 3HaYEeHNS
[0x00-0xFF];

<PORT> - TCP/UDP nopr,

NPYHUMAET 3HaYeHNs
[1..65535].

<ADDR> - IP-agpec
NOKaNIbHOrOo LW3a.

<ADDR> - IP-agpec
yAa1EHHOTO LW/I03a.
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23

24

26

26

27

OonucaHue

YctaHoBuTh IP-agpec nogcetu
nonyyarens, a Takxe |IP-npotokon n
nopT.

Cospgartb B npochusb IPsec.

Onpegenutb anroputM
ayTeHTudumkauun ans IPsec.

Onpefenntb anropnt™ WndpoBaHna
ans IPsec.

YkazaTb NpPoToKos (He 0683aTe/bHO).

Cozpgarb nonuTuky a8 npocpuns IPsec
N NepenTn B pexumm eé
KOHOUrypmpoBaHus.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ike-gw)# remote
network <ADDR/LEN>

[ protocol { <TYPE> | <ID> } [ port
<PORT>]]

esr(config)# security ipsec
proposal <NAME>

esr(config-ipsec-proposal)#
authentication algorithm
<ALGORITHM>

esr(config-ipsec-proposal)#
encryption algorithm
<ALGORITHM>

esr(config-ipsec-
proposal)#protocol <PROTOCOL>

esr(config)# security ipsec policy
<NAME>

Knoun

<ADDR/LEN> - IP-agpec un
Macka nofceTtu oTnpasuTens.
MapameTp 3apaétcA B Buge
AAA.BBB.CCC.DDD/EE, rge
Kaxgasa yactb AAA - DDD
npuHUMmaeT 3HadeHus [0..255] n
EE nprvHumaet 3HaueHun
[1..32];

<TYPE> - T1n npotokona,
NpUHMMAaET 3HaYEHNS: esp,
icmp, ah, eigrp, ospf, igmp, ipip,
tep, pim, udp, vrrp, rdp, 12tp, gre;

<ID> - naeHTUMKaLMOHHbI
Homep IP-npoTokona,
NPUHUMAET 3HaYeHns
[0x00-0xFF];

<PORT> - TCP/UDP nopr,
NpUHMMAET 3HaYEeHNS
[1..65535].

<NAME> - nmsa npoduns
npotokona IPsec, 3agaétca
cTpokoii go 31 cumsona.

<ALGORITHM> - anroputm
ayTeHTMdmKauum, NpuHMMaeT
3HauveHus: md>5, shal,
sha2-256, sha2.384, sha2-512.

<ALGORITHM> - npotokon
LUMchpoBaHUS, NPUHUMAET
3HaueHust: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256c¢tr, camellia128,
camellia192, camellia256.

<PROTOCOL> -
VHKaNCy/IMpyoLLmMiA NPOTOKOS,
MPVHUMAET 3HAYEHNS

<NAME> - nms nonuTukn
IPsec, 3agaétca cTpokoii go 31
cumBosna.
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28

29

30

31

32

33

OonucaHue

MpwvBA3aTh NONAUTUKY K NPOUIO.

3agatb Bpems xun3Hu IPsec TyHHens
(He o6si3aTenbHO).

Cozpatb IPsec VPN u nepeiiti B pexum

KOHCMIyprpoBaHus.

OnpeaennTb pexmuM CcoriacoBaHus

[laHHbIX, HE0GX0AVMMbIX AJ151 aKTUBALIN

VPN.

MpuesasaTb IPsec nonntuky k VPN.

3apgatb 3HaveHne DSCP ansa
ncnonb3oBaHus B IP-3aronoBske

ncxopgsawmx naketos IKE-npotokona (He

0653aTe/bHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ipsec-policy)# proposal
<NAME>

esr(config-ipsec-policy)# lifetime
{ seconds <SEC> |

packets <PACKETS> | kilobytes
<KB> }

esr(config)# security ipsecvpn
<NAME>

esr(config-ipsec-vpn)# mode
<MODE>

esr(config-ipsec-vpn)#ike ipsec-
policy <NAME>

esr(config-ipsec-vpn)#ike dscp
<DSCP>

Knoun

<NAME> - umsa npoduns
npotokona IPsec, 3agaértca
cTpokoit go 31 cumBona.

<SEC> — nepuof BpemeHu
XWU3HU IPsec-TyHHens, no
NCTEYEHUN KOTOPOro
npoucxoguT
nepecoriiacoBaHue.
MpUHMMaET 3HaYeHNs
[1140..86400] cekyHa,

<PACKETS> — konuyecTtBo
nakeToB, Nocne nepegayn
KOTOpPbIX MPONCXOAUT
nepecornacosaHue IPsec-
TYHHens. MNpuHUMaeT 3HavYeHus
[4..86400].

<KB> — o6bem Tpadmka, nocrne
nepegayn KOToporo
npoucxoguT
nepecornacosaHue IPsec-
TyHHens. MpUHMMaeT 3HaYeHns
[4..86400] cekyHa.

<NAME> - nmsa VPN, 3agaétcs
cTpokoii go 31 cumsona.

<MODE> — pexum paboTbl
VPN.

<NAME> - nms IPsec-
NOMUTUKK, 334aETCS CTPOKA A0
31 cumBona.

DSCP> - 3HaueHue koga DSCP,
NPUHUMAET 3HAYEHUS B
avanasone [0..63].
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34

35

36

37

OonucaHue

YctaHoBUTb pexunm aktusaunmn VPN.

Ocywecteutb npueaska IKE-Lw03a K
VPN.

YCTaHOBUTb 3HAYEeHUe BPEeMEHHOTO
VHTepBaa B CEKYHAAX, MO UCTEYEHUIO
KOTOPOro COeAVHEHME 3aKpbIBaEeTCS,
€C/N He 6b1/10 MPUHSTO UMK NepeaaHo
HW OfiHOTO MakeTa Yepes SA (He
06513aTe/bHO).

OTKII0UNTE NepecoracoBaHve Kyei
[0 paspbiBa IKE-coeanHeHus no
NCTEYEHUIO BPEMEHM, KONTMYECTBY
nepefaHHbIX NakeToB UK GaiT (He
06513aTe/bHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ipsec-vpn)#ike
establish-tunnel <MODE>

esr(config-ipsec-vpn)# ike
gateway <NAME>

esr(config-ipsec-vpn)# ike idle-
time <TIME>

esr(config-ipsec-vpn)#ike rekey
disable

Knoun

<MODE> - pexum akTusaLmm
VPN:

+ by - request -
coeguHeHne
aKTmBmpyeTcs
BCTPEYHOIi CTOPOHOIA;

*+ route — coeguHeHne
aKTuBupyeTcs npu
nosiBeHnn Tpaduka,
MapLUpPyTU3MPYyEMOrO B
TYHHenb;

+ immediate — TyHHeNb
aKTMBMpyeTcs
aBTOMaTMyeckun nocne
NPUMEHeHNs
KOHcpurypaumu.

<NAME> - nms IKE-Linto3a,
3agaétca cTpokoi ao 31
cumBona.

<TIME> - nHTepBan B
cekyHpax, npuHumaet
3HaveHus [4..86400].
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War OnucaHue KomaHpa Knoun
38 HactpouTtb Hauano nepecornacosaHusi  esr(config-ipsec-vpn)# lke rekey <SEC> — nHTepBas BpEMEHM B
kntouei IKE-coegmHeHns Ao ucteueHnss  margin { seconds <SEC> | CeKyHAax, ocTaBLUNACS A0
BPEMEHM XMN3HU (He 06513aTe/bHO). packets <PACKETS> | kilobytes 3aKpbITUA COeMHEHNS
<KB>} (3apaeTcst komaHAoi

lifetimeseconds) . NpuH1MaeTt
3HaueHus [4..86400].

<PACKETS> — konuuectBo
MakeToB, OCTaBLUMXCA A0
3aKpbITUSI COEANHEHNS
(3apaeTcst komaHAo
lifetimepackets). NpuHUMaeTt
3HaueHus [4..86400].

<KB> - 06bem Tpaduka B
KnnobawnTax, 0OCTaBLUMIACS A0
3aKpbITUSA COeAMHEHNSA
(3apaeTcst komaHAo
lifetimekilobytes). MpuHumaeT
3HaueHus [4..86400]

39 YCTaHOBUTb YPOBEHb Cy4aliHOro esr(config-ipsec-vpn)# ike rekey <VALUE> — makcumasbHbliii
pasbpoca 3HauyeHuii napameTpoB randomization <VALUE> MPOLIEHT pa3bpoca 3HaYeHWiA,
marginseconds, marginpackets, npuUHUMaeT 3HadeHus [1..100].

marginkilobytes (He o6s3aTensLHO).

40 Onucatb VPN (He 06s13aTe/bHO). esr(config-ipsec-vpn)# description <DESCRIPTION> - onucaHve
<DESCRIPTION> npodonns, 3a4aéTcs CTPOKOIA
00 255 cMMBO/IOB.

41 AkTnBupoBarth IPsec VPN. esr(config-ipsec-vpn)# enable

9.4.4 Mpumep HacTpoliku Policy-based IPsec VPN

3apgaua:
ESR ESR
T == __J ;
R1 | R2
IPsec Tunnel :

HacTtpouTtb IPsec-TyHHenb mexay R1 n R2.
R1 IP-appec — 198.51.100.1,
R2 IP-appec — 203.0.113.1;
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IKE:
* rpynna Andpdomn-Xannmaxa: 2;
+ anropuTm wudpposaHus: AES 128 bit;
* anroputm ayteHtTudomkaumm: MDS.

IPsec:

+ anropuTm wudposaHus: AES 128 bit;
* anroputm ayteHtudomkaumm: MDS5.

PelweHune:

1. KoHdurypuposaHue R1
HacTpoum BHeLUHWIA ceTeBOW MHTepdeinc 1 onpeaenum NpUHaanNexHocTb K 30He 6e30MacHOCTY:

esr# configure

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# ip address 198.51.100.1/24
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# exit

[ns HacTpoikm npaBun 30H 6e30nacHOCTM NoTpebyeTca co3aaTtb Npodusb nopta npotokona ISAKMP:

esr(config)# object-group service ISAKMP
esr(config-object-group-service)# port-range 500
esr(config-object-group-service)# exit

Cosgaavm npochusib npoTokona IKE. B npodmne ykaxkem rpynny Audodomn-Xansimana 2, asiroputm
wudpposaHus AES 128 bit, anroputm ayteHTncukaumm MDS5. [laHHble napameTpbl 6€30nMacHOCTH
ncnonb3ytoTca ang 3awuntsl IKE-coegnHeHus:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# exit

Cosgagmm nonutuky npotokona IKE. B nonuTtuke ykasblBaeTcs cnmcok npodomneii npotokona IKE, no
KOTOPbLIM MOTYT COM1acoBbIBATLCA Y3/1bl U KHOY ayTEHTUIUKALNN:

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit
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Coszgagum w3 npotokona IKE. B gaHHOM npodhune ykasbiBaetcsa VTI-TyHHeNb, NoNmMTrKa, Bepcus
NPOTOKO/IAa U PEXMUM NepeHarnpaBneHuns Tpaguka B TyYHHe b:

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# ike-policy ike_poll
esr(config-ike-gw)# local address 198.51.100.1
esr(config-ike-gw)# local network 10.0.0.0/16
esr(config-ike-gw)# remote address 203.0.113.1
esr(config-ike-gw)# remote network 192.0.2.0/24
esr(config-ike-gw)# mode policy-based
esr(config-ike-gw)# exit

Cosgaavm npodunb napameTpos 6e3onacHocTy Ans IPsec-TyHHens. B npodune ykaxem anroputm
lwndopoBaHus AES 128 bit, anroputm ayteHTudpmkauum MDS. [JaHHble napameTpbl 6e30nacHOCTH
ncnonb3yrTca Ana 3awutsl IPsec-TyHHens:

esr(config)# security ipsec proposal +ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Cosgaamm nonutuky ans IPsec-tyHHens. B nonutuke ykasblBaeTcsa CNMCcokK npoduneii IPsec-TyHHens, no
KOTOPbIM MOTYT COINacoBbIBaTbCA Y3/bl.

esr(config)# security ipsec policy 1ipsec_poll
esr(config-ipsec-policy)# proposal ipsec_propl
esr(config-ipsec-policy)# exit

Cospgagum IPsec VPN. B VPN ykasbiBaetcs w3 IKE-npoTokona, nonutuka IP sec-TyHHens, pexnm
obMmeHa K/1rioyammn 1 cnocob yCcTaHOBEHNA coeAnHeHusA. Iocne BBoAa BCEX NapamMeTpoB BKHOUMM
TYHHeslb KOMaHAol enable.

esr(config)# security ipsec vpn ipsecl
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_gwl
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# exit

2. KoHthurypmpoBaHue R2
HacTpoum BHeLLHWIA ceTeBOW MHTepdeinc n onpeaenum NpUHaaNexHocTb K 30He 6e30MacHOCTY:

esr# configure

esr(config)# interface gi 1/0/1
esr(config-if)# ip address 203.0.113.1/24
esr(config-if)# security-zone untrusted
esr(config-if)# exit
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[nsa HacTpoiikn npaBmn 30H 6e30nacHOCTX NOTpPebyeTcs co3natb Npodusib nopta npotokona ISAKMP:

esr(config)# object-group service ISAKMP
esr(config-addr-set)# port-range 500
esr(config-addr-set)# exit

Cosgaavm npochunb npotokona IKE. B npodhnne ykaxem rpynny Audpdpu-XannmaHa 2, anroputm
lwndopoBaHus AES 128 bit, anroputm ayteHTudpmkaumum MDS. [JaHHble napameTpbl 6e30nacHOCTH
ncnonb3yrTcs ansa 3awmTtbl IKE-coegnHeHNs:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# exit

esr(config)#

Cosgaaum nonutuky npotokona IKE. B nonutuke ykasbiBaeTcs cnucok npodunei npotokona IKE, no
KOTOPbIM MOTYT COIMacoBbIBATLCA Y3/1bl Y K/HOY ayTEHTUNKALMN:

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit

Coszgagum w3 npotokona IKE. B gaHHOM npodhune ykasbiBaetcsa VTI-TyHHeNb, NoNmMTrKa, Bepcus
NPOTOKO/Ia U PEXMUM NepeHanpaBneHus Tpaguka B TyYHHe b:

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# ike-policy ike_poll
esr(config-ike-gw)# remote address 198.51.100.1
esr(config-ike-gw)# remote network 10.0.0.0/16
esr(config-ike-gw)# local address 203.0.113.1
esr(config-ike-gw)# local network 192.0.2.0/24
esr(config-ike-gw)# mode policy-based
esr(config-ike-gw)# exit

Cosgaavm npodunb napameTpos 6e3onacHocTy Ans IPsec-TyHHens. B npodune ykaxem anroputm
lwndopoBaHus AES 128 bit, anroputm ayteHTudpmkauum MDS. [JaHHble napameTpbl 6e30nacHOCTH
ncnonb3yrTca Ana 3awutsl IPsec-TyHHens:

esr(config)# security ipsec proposal +ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Cosgaamm nonutuky ans IPsec-tyHHens. B nonutuke ykasbiBaeTcsa CNMCoK npoduneii IPsec-TyHHens, no

KOTOPbIM MOTYT CcOorniacoBbiBaTbCA Y3/1bl.

esr(config)# security ipsec policy 1ipsec_poll
esr(config-ipsec-policy)# proposal ipsec_propl
esr(config-ipsec-policy)# exit
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Cospgagum IPsec VPN. B VPN ykasbiBaetcs w3 IKE-npoTokona, nonutuka IP sec-TyHHens, pexum
obMmeHa K/1ryammn 1 cnocob yCcTaHOBEHNSA coeAnHeHusA. Iocne BBoAa BCEX NapamMeTpPoB BKHOYMM

TYHHeslb KOMaHAol enable.

esr(config)# security ipsec vpn ipsecl

esr(config-ipsec-vpn)# mode ke

esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_gwl
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll

esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit
esr(config)# exit

CocTosHMe TyHHena MoXHO NOCMOTPETb KOMaH,D,OVIZ

esr# show security +ipsec vpn status ipsecl

KoHdmrypauumo TyHHeNst MoXHO NOCMOTPETbL KOMaHAOIA:

esr# show security 1ipsec vpn configuration ipsecl

& B firewall Heo6xoaumo paspewntb npotokon ESP n ISAKMP (UDP-nopt 500).

9.4.5 ANroputM HacTpPOWKK

Remote Access IPsec VPN - cueHapuii opraHmsaunm BpemeHHbix VPN-nogkaoyeHnii, B KOTOpoMm cepsep IPsec
VPN HaxoauTcs B pexvMe 0XuaaHus BXOAALLNUX NOAK/THUYEHWUIA, a K/TMEHTbI OCYLLLECTB/IAIT BPEMEHHbIE
NOAK/IOYEHNA K cepBepy AN151 NOSTyYeHUsA OOCTYyNna K CETEBbIM pecypcam.

JononHuTensHoi ocobeHHOCTb0 RA IPsec VPN sBnsieTca BO3MOXHOCTb MCNO/Ib30BaHMA BTOPOro dpakropa
ayTeHTudmkauum IPsec — Extended Authentication (XAUTH), BTopbiM thakTOpoM ayTeHTUPUKALMN SBNSETCS

napa noruH-naponb ansa knueHta IPsec VPN.

War OnwucaHue

1 Cosgatb IKE-ak3emnnsp n nepeitu B
pPeXum ero KoHUryprpoBaHmsi.

2 Yka3aTb onvicaHue KoHUrypupyemoro
TYHHeNs (He 06a3aTe/bHO).

3 Onpefenutb anropuTm
ayTeHTudukaumu gnst IKE (He
06513aTe/bHO).

KomaHpa

esr(config)# security ike proposal
<NAME>

esr(config-ike-proposal)#
description <DESCRIPTION>

esr(config-ike-proposal)#
authentication algorithm
<ALGORITHM>

Knoun

<NAME> - nmsa npodpunsa
npotokona IKE, 3agaértca
cTpokoii go 31 cumsona.

<DESCRIPTION> - onucanune
TYHHenNs, 3aJaéTcs CTPOKoW 40
255 cumBonOB.

<ALGORITHM> - anroputm
ayTeHTMdmKauum, NpuHMMaeT
3HaueHus: md5, shal,
sha2-256, sha2.384, sha2-512.
3HayeHue no ymosiyaHuio:
shal.
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OonucaHue

YctaHoBuUTb IP-agpec nokasnbHow
CTOPOHbI VTI-TyHHENs (He
06513aTe/bHO).

Onpepnenutb HoMep rpynnbl Auddu-
XannmaHa (He 06s3aTesnbHO).

Co3patb nonutuky ana npodouns IKE n

nepeiTn B pexunm eé
KOHhMIrypmpoBaHusi.

Onpenenutb pexmMm ayTeHTuukaumnm.

3apatb pexuM knveHTa (Tonbko ans
K/IMEHTA).

3aaatb BPems XW3H1 CoeayHeHus
npotokona IKE (He o6s3aTensHo).

MpwvBsA3aTh NOAUTUKY K NPOUIO.

YkazaTb Koy ayTeHTUmKaLuu.

Co3zgatb Npochunb gocTyna.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-vti)# ip address <ADDR/
LEN>

esr(config-ike-proposal)# dh-
group <DH-GROUP>

esr(config)# security ike policy
<NAME>

esr(config-ike- policy)#
authentication method <METHOD>

esr(config-ike- policy)#
authentication mode client

esr(config-ike- policy)# lifetime
seconds <SEC>

esr(config-ike-policy)# proposal
<NAME>

esr(config-ike-policy)#pre-shared-
key ascii-text <TEXT>

esr(config)# access profile
<NAME>

Knoun

<ADDR/LEN> - IP-agpec un
npedimkc noacetTn 3agaéTcs B
Buae AAA.BBB.CCC.DDD/EE,
roe kaxxgasi yacte AAA — DDD
npuHUMaeT 3HadeHuns [0..255] n
EE nprvHumaet 3HayeHun
[1..31].

<DH-GROUP> — Homep rpynnbl

Onddom-XannmaHa, npuHumaeT
3HaueHus [1,2, 5,14, 15,16, 17,
18].

3Ha4veHune Mo ymonyaHuio: 1.

<NAME> - umsa nonmtuku IKE,
3afaétca cTpokoi ao 31
cuMBONA.

<METHOD> - meToz
ayTeHTUdVKaLMK K/Tova.
MOoXeT NPUHUMATL 3HaYeHUs:

+ xauth - psk - key -
METOA, ABYX(DAKTOPHOIA
ayTeHTudmKauun,
NCMNONb3yLWNIA napy
JIOTVH-Naposb U
npeasaputesnibHo
MOyYeHHbIe KUK
LWMdopoBaHUSA.

<SEC> — nepuof BpemeHu,
NPUHUMAET 3Ha4eHus [4 ..
86400] cekyHa.

3Ha4yeHVe No yMo4aHuio:
3600.

<NAME> - nms npodmns
npotokona IKE, 3apaétca
cTpokoii go 31 cumsona.

<TEXT> - cTpoka [1..64] ASCII
CMMBOJIOB.

<NAME> - umsa npoduns
[0CTyna, 3a4aéTcsi CTPOKO Ao
31 cumBona.
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20

OonucaHue

Co3paTb nmA nonb3oBaTens.

3agatb naposb Nosb3oBaTensi.

Cosgatb Nyn afpecoB HazHauyeHus
(Tonbko ans cepsepa).

3agaTb NoACEeTh, U3 KOTOPOIA ByayT
BblaaBatbesl IP knmeHTam (Tonbko Ans
cepBepa).

Cospgatb wimo3 ansa IKE n nepeiitn B
PEXMM €ero KOHPUIryprpoBaHus.

MpuBasatb nonuTtuky IKE.

YCTaHOBUTb PEXUM NepeHanpasieHus
Tpadmka B TYHHENb.

YkazaTb geiicteue ans DPD (He
06513aT€e/LHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-access-profile)# user
<LOGIN>

esr(config-profile)# password
ascii-text <TEXT>

esr(config)# address-assignment
pool <NAME>

esr(config-pool)# ip prefix <ADDR/
LEN>

esr(config)# security ike gateway
<NAME>

esr(config-ike-gw)# ike-policy
<NAME>

esr(config-ike-gw)# mode <MODE>

esr(config-ike-gw)# dead-peer-
detection action <MODE>

Knoun

<LOGIN> — f10rvH KnneHTa,
3agaétca cTpokoi ao 31
cumMmBoONa.

<TEXT> - cTpoka [8..32] ASCII
CUMBOJI0B.

<NAME> - nmsa nyna agpecos
HasHa4yeHus, 3a4aETCS CTPOKOIA
0o 31 cumona.

<ADDR/LEN> — agpec noacetu
1 npecdmkc.

<NAME> - nms wnio3a
npotokona IKE, 3agaértca
cTpokoii go 31 cumsona.

<NAME> - nms nonuTukn
npotokona IKE, 3agaértca
cTpokoii go 31 cumsona.

<MODE> - pexum
nepeHanpasneHus Tpaguka B
TYHHESb, MPUHUMAET 3HAYEHUS:

+ policy - based - Tpadmk
nepeHanpaenseTcs Ha
OCHoBe
MPUHAANIEXHOCTU K
yKa3aHHbIM B NOMUTUKAX
noaceTsaMm.

<MODE> - pexum pabotbl DPD:

* restart — coegnHeHue
nepeycraHaB/NBaeTCS;

+ clear - coegnHeHune
ocTaHaBNMBaeTCs;

+ hold - coegnHeHune
noaAepXxunBaercs;

* none — MexaHusMm
BbIK/THOUEH, HUKAKNX
OelcTBuiA He
npeanpvHUMaeTcs.

3HayeHue no ymosiyaHuio:
none.
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25

OonucaHue

YKasaTb UHTEPBa/ MEX/Y OTNPaBKOi
c0o006LLIeHN mexaHnamom DPD (He
06513aTe/bHO).

YkasaTb nNepuog, BpeMeHW /15t OTBETA
Ha coobLeHns mexaHnsma DPD (He
0653aTe/bHO).

YkazaTb Bepcuto IKE (He 06s13aTenbHo).

YctaHoBuTh IP noacetu otnpasutens
(Tonbko ansi cepeepa).

YctaHoBuTh IP-agpec nokasnsHoro
wnto3a IPsec-TyHHens.

KomaHpa

esr(config-ike-gw)#dead-peer-
detection interval <SEC>

esr(config-ike-gw)# dead-peer-
detection timeout <SEC>

esr(config-ike-gw)# version
<VERSION>

esr(config-ike-gw)# local network

<ADDR/LEN>

[ protocol { <TYPE> | <ID> } [ port

<PORT>]]

esr(config-ike-gw)#local address

<ADDR>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<SEC> — uHTepBan mexay
OTNpaBKoi COObLLEHNI
mMexaHnsmom DPD, npuHumaet
3HadeHus [1..180] cekyHa.

3HayeHune no ymosnyaHuio: 2.

<SEC> - nepuog BpemeHun ans
OoTBETa Ha coobLeHus
mMexaHu3ma DPD, npyHumaet
3HaueHws [1..180] cekyHa,

3HauyeHue no ymonyaxutio: 30.

<VERSION> - Bepcus IKE-
npotokona: vi-only nnn v2-
only.

3Ha4veHne No yMoyaHuio: v1-
only

<ADDR/LEN> - IP-agpec un
Macka nofgceTun oTnpaBnTens.
MapameTp 3agaétcA B BuAe
AAA.BBB.CCC.DDD/EE, roe
Kaxgasa yacte AAA - DDD
npuHUMaeT 3HadeHuns [0..255] n
EE nprvHumaet 3HayeHuA
[1..32];

<TYPE> - T1n npotokona,
NPUHUMAET 3HAYeHUs: esp,
icmp, ah, eigrp, ospf, igmp, ipip,
tcp, pim, udp, vrrp, rdp, 12tp, gre;

<ID> - ngeHTUKaLMOHHbII
Homep IP-npoTokona,
NPUHUMAET 3HaYeHns
[0x00-0xFF];

<PORT> - TCP/UDP nopr,

NPYHUMAET 3HaYeHNS
[1..65535].

<ADDR> - IP-agpec
JIOKa/1IbHOTO LLU/03a.
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28

29

30

31

32

33

OonucaHue

YctaHosuTh IP-agpec yaaneHHoro
wnto3a IPsec-TyHHens.

3agaTb nyn AMHaMM4yeckoro
BblaeneHua |IP-agpecos
knueHTam (TonbKo AN cepBepa).

3asaTb pexuM AMHAMUYECKOro
YCTaHOB/IEHUS Yia/IEHHOV NOACETM
(TonbKo AN KNMEHTA).

3apartb npodhunb goctyna ansa XAUTH-
napameTpoB (TOMbKO /18 cepBepa).

3agatb npodub JOCTyNa v NIOTUH 1S
XAUTH-napameTpoB (TonbKo A/1si
KNMeHTA).

3agaTb UHTEpdheiic TepMrUHaLn
BblaeneHHoro IP gns noctpoeHus IPsec
VPN (TonbKo Ans KNneHTa).

Cosgartb npodmns IPsec.

OnpepennTb anropuTm
ayTeHTudmkaumm ans IPsec (He
06513aTe/bHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ike-gw)#remote
address [any | <ADDR/LEN>

[ protocol { <TYPE> | <ID> } [ port
<PORT>]]

esr(config-ike-gw)# remote
network dynamic pool <NAME>

esr(config-ike-gw)# remote
network dynamic client

esr(config-ike-gw)# xauth access-
profile <NAME>

esr(config-ike-gw)# xauth access-
profile <NAME> client <LOGIN>

esr(config-ike-gw)# assign-
interface loopback <INDEX>

esr(config)# security ipsec
proposal <NAME>

esr(config-ipsec-proposal)#
authentication algorithm
<ALGORITHM>

Knoun

Any — yCTaHOBUTb B KauyecTBe
yAa/IeEHHOro agpeca — nbomn
aZipec KneHTa, B
KOHcpurypaumm cepeepa;

<ADDR/LEN> — IP-agpec u
macka nogceTu cepsepa, B
KOHoUrypaumm KnveHTa.

<NAME> - ums nyna agpecoB
HasHa4yeHus, 3a4aETCS1 CTPOKOIA
0o 31 cumona.

<NAME> - nmsa npoduns
[0cTyna, 3a4aéTcA CTPOKOW A0
31 cumBona.

<NAME> - nmsa npoduns
[0cTyna, 3a4aéTcA CTPOKOW A0
31nmBona;

<LOGIN> — f10ruH KNneHTa,
3agaétca cTpokoi ao 31
cumMmBoOna.

<INDEX> — nHgekc
NHTEepdeica, NnpuHMMaeT
3HayeHus [1..65535].

<NAME> - nms npodpuns
npotokona IPsec, 3agaértcsa
cTpokoit go 31 cumBona.

<ALGORITHM> — anroputm
ayTeHTMdmKauum, NpuHMMaeT
3HaveHus: md>5, shal,
sha2-256, sha2.384, sha2-512.

3HaueHue No yMoMyaHuio:
shal.
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35

36

37

OonucaHue

Onpefenntb anropnt™ WNgpoBaHns
ans IPsec (He 06a3aTe/bHO).

YkazaTtb NpoTokos (He 06si3aTesnibHO).

config-ipsec-proposal
KOHGMryprpoBaHus

MpUBSHKEM NONUTUKY K NPOCHUII0

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ipsec-proposal)#
encryption algorithm
<ALGORITHM>

esr(config-ipsec-
proposal)#protocol <PROTOCOL>

esr(config)# security ipsec policy
<NAME>

esr(config-ipsec-policy)# proposal
<NAME>

Knoun

<ALGORITHM> — npoTtokon
LWUMgPOBaHUS, MPUHUMAET
3HauveHust: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256c¢tr, camellia128,
camellia192, camellia256.

3HayeHue no ymosiyaHuio:
3des.

<PROTOCOL> -
VHKancyimpyoLwuii NpoToKon,
MPVHUMAET 3HAYEHUS:

+ ah — gaHHbIli NpoToKON
OCYLLLECTB/ISIET TO/IbKO
ayTeHTMdMKaLMIO
Tpadgmka, WndpoBaHne
OaHHbIX He
BbINOJTHAETCS;

* eSp — AaHHbIi NPOTOKON
ocyliecTsnseT
ayTeHTUdMKaLMIO U
LndgopoBaHme Tpacdumka.

3HayeHue No ymos4aHuio: esp.

<NAME> — nma nonuTukm
IPsec, 3agaéTtcs cTpokoin ao 31
cuMBONa.

<NAME> - nmsa npodpunsa
npotokona IPsec, 3agaértcs
cTpokoit go 31 cumBona.
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War OnucaHue KomaHpa Knoun
38 3afartb BpeMs Xu3Hu IPsec-TyHHens esr(config-ipsec-policy)# lifetime  <SEC> — nepuop BpemeHu
(He o6si3aTeNbHO). { seconds <SEC> | XWU3HW IPsec-TyHHens, no
packets <PACKETS> | kilobytes NCTEYEHUN KOTOPOro
<KB> } npoucxoguT
nepecornacoBaHue.

MpUHMMaET 3HauYeHus
[1140..86400] cekyHa,

3Ha4veHune no ymonyaHuio: 540

<PACKETS> — KonnyecTtBo
nakeToB, Noc/e nepegayn
KOTOpPbIX NPONCXOAUT
nepecornacosaHue IPsec-
TYHHenNs.

MpuHMMaeT 3HavYeHunA
[4..86400].

3Ha4yeHVe No yMo4aHuio:
OTK/THO4EHO.

<KB> — o6bem Tpaduka, nocrne
nepegayv KoToporo
npoucxoouTt
nepecornacosaHue IPsec-
TyHHens. MNpuHMMaeT 3HaYeHns
[4..86400] cekyHa.

3Ha4veHVe No yMOo/14aHuio:

OTKJ/THOYEHO.
39 Cospgatb IPsec VPN u nepelitn B pexxum  esr(config)# security ipsec vpn <NAME> - umsa VPN, 3apaétcsa
KOHOUrypmpoBaHus. <NAME> cTpokoii go 31 cumBona.
40 Onpefenntb peXxum cornacoBaHns esr(config-ipsec-vpn)# mode <MODE> - pexum pabotbl VPN,
[AaHHbIX, HeobxoanMbIX ansa aktneaumn  <MODE> NPUHUMAET 3HaveHus: ike,
VPN. manual.
41 Mpueasatk IPsec nonntuky kK VPN. esr(config-ipsec-vpn)#ike ipsec- <NAME> - nwms IPsec-
policy <NAME> NOMUTUKK, 3a4aETCS CTPOKA A0
31 cumBona.
42 3agaTb 3HadYeHne DSCP ans esr(config-ipsec-vpn)#ike dscp DSCP> - 3HaueHue koga DSCP,
ncnonb3oBaHusa B |IP-3aronoske <DSCP> NPUHUMAaET 3HaYeHUs B
ncxopgsawmx naketos IKE-npotokona (He Amnanasone [0..63].

06513aTe/bHO).
3HaueHWe No ymonyaHuio: 63.
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43

44

45

46

OonucaHue

YcTaHaBNMBAETCA PEXUM aKTUBaLum
VPN.

OcyuwecTtBuTtb npussaska IKE-wo3a Kk
VPN.

YCTaHOBUTb 3HAUEHNE BPEMEHHOIO
VHTEpBa/1a B CEKYHAAX, MO UCTEYEHMIO
KOTOPOro CoeAHEeHNEe 3aKpbiBaeTCs,
€C/I He Bb1/10 NPUHSITO UM NepefaHo
HW OflHOTO NakeTa 4Yepes SA (He
06513aTe/bHO).

OTKNOUMTb NepecoraacoBaHne Kyei
00 paspbiBa IKE-coegnHeHnsa no
NCTEYEHWI0 BPEMEHW, KONTMYECTBY
nepeAaHHbIX NakeToB Un 6aiT (He
06513aT€e/LHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ipsec-vpn)#ike
establish-tunnel <MODE>

esr(config-ipsec-vpn)# ike
gateway <NAME>

esr(config-ipsec-vpn)# ike idle-
time <TIME>

esr(config-ipsec-vpn)#ike rekey
disable

Knoun

<MODE> - pexum akTusaLmm
VPN:

+ by - request -
coefViHeHne
aKTmBmpyeTcs
BCTPEUYHOIi CTOPOHOWA,
[OCTYNHO AN151 cepBepa;

* route — coegnHeHue
aKTMBMpyeTcs npu
nosiBNeHnn Tpaguka,
MapLUpyTU3VpyemMoro B
TYHHe b, AOCTYNHO A5
cepsepa;

+ immediate — TyHHENb
aKTmBumpyeTcs
aBToMaTMyeckv nocne
npUMeHeHus
KOHMrypauun,
[OCTYMNHO A1 K/IMEeHTa.

<NAME> - nms IKE-wmto3a,
3agaétca cTpokoit o 31
cumBona.

<TIME> — uHTepBan B
cekyHpax, MpuHumMmaeT
3HaueHus [4..86400].

3HaueHue no ymonyaxuio: 0.

3Ha4veHne No yMOHaHuio:
BK/1IO4EHO.
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47

48

49

50

OonucaHue

HacTtpouTb Hayasio nepecoriacoBaHns
kntoueii IKE-coeanHeHns oo ncteveHns
BPEMEHM XMN3HU (He 06513aTe/bHO).

YCTaHOBUTb YPOBEHb C/TyHYaiHOrO
pasbpoca 3Ha4yeHwuii napaMeTpoB
marginseconds, marginpackets,
marginkilobytes (He 06s13aTeNbHO).

Onucatb VPN (He 06s13aTe/bHO).

AktnsupoBaTtb IPsec VPN.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ipsec-vpn)# ike rekey
margin { seconds <SEC> |
packets <PACKETS> | kilobytes
<KB> }

esr(config-ipsec-vpn)# ike rekey
randomization <VALUE>

esr(config-ipsec-vpn)# description

<DESCRIPTION>

esr(config-ipsec-vpn)# enable

Knoun

<SEC> — nHTepBan BpemeH” B
CeKyHAax, ocTaBLUNACS A0
3aKpbITUSI COEANHEHNS
(3apaeTcst komaHAoi
lifetimeseconds) . NpuH1MaeTt
3HaueHus [4..86400].
3HaueHue no ymonyaHuio: 540

<PACKETS> - konuyectso
NakeToB, OCTaBLUMXCA A0
3aKpbITUS COEANHEHNS
(3apaeTcst komaHAao
lifetimepackets). MpuHmaeT
3HaueHus [4..86400].
3Ha4veHne No yMO/IHaHuio:
OTK/IKOHEHO.

<KB> - o6bem Tpaduka B
KnnobaimTax, oCTaBLUMIACS [0
3aKpbITUSI COEANHEHUS
(3apaetcs komaHol
lifetimekilobytes). MpuHumaeT
3HayeHus [4..86400]
3Ha4yeHVe No yMo4aHuio:
OTK/THOYEHO.

<VALUE> — makcumanbHblii
MPOLEHT pasbpoca 3Ha4YeHwi,
NpUHUMaEeT 3HadeHuns [1..100].

3HaveHue no ymonyaxuio: 100.

<DESCRIPTION> - onucanune
npodonns, 3a4aéTcs CTPOKOI
00 255 cMMBO/OB.
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51

OonucaHue

BKMIOUNTL PEXUM NepenoakIoUeHns
knneHtoB XAUTH ¢ ogHUM noruHom/
naponem (TonbKo Ans cepeepa) (He
0653aTe/bHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa Knoun

esr(config-ipsec-vpn)# security ike <MODE> — pexum
session uniqueids <MODE> nepenoaxKnveHuns, npuHUMaeT
cnepyowme 3Ha4YeHus:

* NO — YcTaHoB/IEHHOE
nogknoyeHne XAUTH
6yaeT yaaneHo, ecnm
[ONs1 HOBOTO
nogkntodeHna XAUTH
NHULMATOPOM
coeguHeHns byget
OTMpaB/IEHO
yBeAoM/eHne
"INITIAL_CONTACT",
OyaeT HazHayeH paHee
NCNOMb30BaHHbIN IP-
agpec. B npotnsHom
C/lyyae, yCTaHOB/EHHOE
coeanHeHne XAUTH
6yaeT yaepxaHo. s
HOBOIO NOAKNIOYEHNSA
XAUTH 6yaeT HasHaueH
HoBbIli IP-agpec.

* never — YCTaHOB/IEHHOe
nogknoyeHne XAUTH
6yaeT yaepxaHo. s
HOBOIO NOAKNIOYEHNSA
XAUTH 6yaeT HasHaueH
HoBbIli IP-agpec.
YBepomneHne
"INITIAL_.CONTACT"
6yaet B /1t060M criyyae
NPOUTHOPUPOBAHO.

+ replace -
YcTaHoBNneHHoe
nogknoyeHne XAUTH
oynet yaaneHo. Ana
HOBOI0O NMOAKNKYEHNS
XAUTH 6yget
MCNOMb30BaH paHee
NCMNOMb30BaHHbIN IP-
ajgpec.

+ keep — YctaHoBneHHoe
nogkntodyeHne XAUTH
6yaet yaepxaHo. Hoeoe
nogkntodyeHne XAUTH
OyneT OTKNOHEHO.
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9.4.6 Mpumep HACTPOIKU

3apgava:

ESR ESR

R1 ' R2

IPsec Tunnel

10.0.0.0/16

LAN

180.100.0.1

HacTtpoutb Remote Access IPsec VPN mexay R1 1 R2 ¢ ncnonb3osaHnem BTOporo dpakropa ayteHTugumkaumm
IPsec - XAUTH. B kauecTtBe cepBepa IPsec VPN HacTponTe MapLupytusaTtop R1, a mapipyTtumsaTop R2 B
kayecTse KnueHTta IPsec VPN.

R2 IP-apgpec — 120.11.5.1,
R1 IP-agpec — 180.100.0.1;
Knuentam IPsec VPN:

* BblgaBaTb agpeca 13 nyna nogcetn 192.0.2.0/24
* npepgocTasnaTk goctyn Ao LAN nogcetn 10.0.0.0/16

IKE:

+ rpynna Qudpdpmn-Xannmana: 2;
+ anroputm wndpposanus: 3DES;
* anroputm ayteHTudomkaumm: SHAT.

IPsec:

+ anroputm wndpposanus: 3DES;
* anroputm ayteHTudomkaumm: SHAT.

XAUTH:

« nlorvH: client1;
* naponb: password123.

PelweHune:

1. KoHdurypuposaHue R1
HacTpoum BHeLLHWIA ceTeBOW MHTepdheinc n onpeaenum NpUHaanexHocTb K 30He 6e30MacHOCTY:

esr# configure

esr(config)# security zone untrusted
esr(config-zone)# exit

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# ip address 180.100.0.1/24
esr(config-if-gi)# exit

[na HacTpoiikm npasua 30H 6e30nacHOCTU NOTpPebyeTca co3gatb Npodusib nopta npotokona ISAKMP:

esr(config)# object-group service ISAKMP
esr(config-object-group-service)# port-range 500,4500
esr(config-object-group-service)# exit

220



ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Cosgaavm npochusb npoTtokona IKE. B npodmne ykaxkem rpynny Andodmn-Xansimana 2, asiroputm
wudoposaHua 3 DES, anroputm ayteHtudmkaumm SHAT. JaHHble napameTpbl 6e30nacHoOCTU
ncnosnb3ytoTca ang 3awuntsl IKE-coegnHeHus:

esr(config)# security ike proposal IKEPROP
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm shal
esr(config-ike-proposal)# encryption algorithm 3des
esr(config-ike-proposal)# exit

Cosgaamm nonutuky npotokona IKE. B nonuTtuke ykasblBaeTcs cnmcok npodomneii npotokona IKE, no
KOTOPbIM MOTYT COIN1acoBbIBATLCA Y3/1bl, KNHOY ayTeHTUdMKaumm n metog ayteHtudpumkanmm XAUTH no
K/touy:

esr(config)# security ike policy IKEPOLICY
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# authentication method xauth-psk-key
esr(config-ike-policy)# proposal IKEPROP
esr(config-ike-policy)# exit

Coszganum npodnab AOCTyna 1 3aBefemM B HeM napy JI0rMH 1 naposib Ansd kaveHta IPsec VPN:

esr(config)# access profile XAUTH
esr(config-access-profile)# user clientl
esr(config-profile)# password ascii-text passwordl23
esr(config-profile)# exit
esr(config-access-profile)# exit

Coszgagum nyn agpecoB HazHavyeHus, U3 KoToporo 6yayT Bolgasatbes IP knneHtam IPsec VPN:

esr-1000(config)# address-assignment pool CLIENT_POOL
esr-1000(config-pool)# ip prefix 192.0.2.0/24
esr-1000(config-pool)# exit

Cosgaaum w3 npotokona IKE. B gaHHOM npodimne Heobxoanmo ykasaTb nonmTuky npotokona IKE,
yKasaTtb JI0Ka/IbHYt0 MOACETh, B Ka4eCcTBe yaanleHHOW NoACceTH ykasaTb Ny afpecosB HasHaYeHus,
3a/iaTb peXxum nepeHanpasneHns Tpaduka B TyHHe b MO NOSIMTUKE U UCNOIb30BaHNe BTOPOro dpakropa
ayteHTudukaumm XAUTH:

esr(config)# security ike gateway IKEGW

esr(config-ike-gw)# ike-policy IKEPOLICY
esr(config-ike-gw)# local address 180.100.0.1
esr(config-ike-gw)# local network 10.0.0.0/16
esr(config-ike-gw)# remote address any

esr(config-ike-gw)# remote network dynamic pool CLIENT_POOL
esr(config-ike-gw)# dead-peer-detection action clear
esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# xauth access-profile XAUTH
esr(config-ike-gw)# exit
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Coszgagum npodunab napameTpos 6e3onacHoCcT A1 IPsec-TyHHenA. B npodiusie ykaxkem asiroputm
wudoposaHusa 3DES, anroputm ayteHTudpmkauun SHA1. laHHble napameTpbl 6e30nacHOCTH
ncnosnb3yroTca Ang 3awmTel IPsec-TyHHens:

esr(config)# security ipsec proposal IPSECPROP
esr(config-ipsec-proposal)# authentication algorithm shal
esr(config-ipsec-proposal)# encryption algorithm 3des
esr(config-ipsec-proposal)# exit

Co3pgaaym nonutuky ans IPsec-TyHHens. B nonuTrke ykasbiBaeTcsl CNMcok npoduneii IPsec-TyHHens, no
KOTOPbIM MOTYT COMMIAaCoBbIBATLCS Y3/lbl.

esr(config)# security ipsec policy IPSECPOLICY
esr(config-ipsec-policy)# proposal IPSECPROP
esr(config-ipsec-policy)# exit

Coszpganum IPsec VPN. B VPN yka3biBaetcs w03 IKE-npoTokona, nonntuka IP sec-TyHHenNs, pexmm
o6MeHa K/1lo4YaMu 1 pexunum oXxuaaHns Bxoasulero coeguHenus IPsec — by-request. MNocne BBoga Bcex
napameTpoB BK/TOYMM TYHHe b KOMaHaoM enable.

esr(config)# security ipsec IPSECVPN
esr(config-ipsec-vpn)# mode ke

esr(config-ipsec-vpn)# ike establish-tunnel by-request
esr(config-ipsec-vpn)# ike gateway IKEGW
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable

esr(config-ipsec-vpn)# exit

Paspelumm npotokon esp v udp noptsbl 500, 4500 B KoHurypauwmm firewall gns yctaHoBneHus IPsec
VPN:

esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 1
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol udp
esr(config-zone-pair-rule)# match destination-port ISAKMP
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# rule 2
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol esp
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# end

2. KoHthurypmpoBaHue R2
HacTpoum BHeLLHWIA ceTeBOW MHTepdeinc n onpeaenum NpUHaaNexHocTb K 30He 6e30MacHOCTY:

esr# configure

esr(config)# interface gi 1/0/1
esr(config-if)# ip address 120.11.5.1/24
esr(config-if)# security-zone untrusted
esr(config-if)# exit
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[nsa HacTpoiikn npaBmn 30H 6e30nacHOCTX NOTpPebyeTcs co3natb Npodusib nopta npotokona ISAKMP:

esr(config)# object-group service ISAKMP
esr(config-addr-set)# port-range 500,4500
esr(config-addr-set)# exit

Cosgaavm npochunb npotokona IKE. B npodhnne ykaxem rpynny Audpdpu-XannmaHa 2, anroputm
wndpposaHus 3 DES, anroputm ayteHTudmkauumn SHAT. laHHble napaMeTpbl 6€30MacHOCTH
ncnonb3yrTcs ansa 3awmTtbl IKE-coegnHeHNs:

esr(config)# security ike proposal IKEPROP
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm shal
esr(config-ike-proposal)# encryption algorithm 3des
esr(config-ike-proposal)# exit

Cosgaaum nonutuky npotokona IKE. B nonutuke ykasbiBaeTcs cnucok npodunei npotokona IKE, no
KOTOPbIM MOTYT COr/1acoBbIBATLCA Y3/1bl, KNHOY ayTeHTUdMKaLmm, Metog, ayteHTudgukaumm XAUTH no
K/KOYY U pexuM ayTeHTUdUKaunm — KINEHT:

esr(config)# security ike policy IKEPOLICY
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# authentication method xauth-psk-key
esr(config-ike-policy)# authentication mode client
esr(config-ike-policy)# proposal IKEPROP
esr(config-ike-policy)# exit

Co3gagym npodusib AOCTyNa 1 3aBefileM B HEM Napy JIOTMH U Naposib:

esr(config)# access profile XAUTH
esr(config-access-profile)# user clientl
esr(config-profile)# password ascii-text passwordl23
esr(config-profile)# exit
esr(config-access-profile)# exit

Cosgaanm nHtepdelic loopback ana tepmuHaymm IP-agpeca, nonyyeHHoro ot IPsec VPN cepsepa:

esr(config)# interface loopback 8
esr(config-loopback)# exit

Cosgaaum w3 npotokona IKE. B gaHHOM npodhvie ykasbiBaeTcs NoNnTUKa, MHTepdieinc TepMmmHanmm,
pPeXnm AUHaMNYeCcKoro yCTaHOBNEHWS YaasleHHOW noaceTw, Bbibop npoduns goctyna ans XAUTH n
pexuMm nepeHanpasneHus Tpagurka B TYHHe b N0 NONTUKE:

esr(config)# security ike gateway IKEGW

esr(config-ike-gw)# ike-policy IKEPOLICY

esr(config-ike-gw)# assign-interface loopback 8
esr(config-ike-gw)# local address 120.11.5.1
esr(config-ike-gw)# remote address 180.100.0.1
esr(config-ike-gw)# remote network dynamic client
esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# xauth access-profile xauth client clientl
esr(config-ike-gw)# exit
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Coszgagum npodunab napameTpos 6e3onacHoCcT A1 IPsec-TyHHenA. B npodiusie ykaxkem asiroputm
wudoposaHusa 3DES, anroputm ayteHTudpmkauun SHA1. laHHble napameTpbl 6e30nacHOCTH
ncnosnb3yroTca Ang 3awmTel IPsec-TyHHens:

esr(config)# security ipsec proposal IPSECPROP
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Co3pgaaym nonutuky ans IPsec-TyHHens. B nonuTrke ykasbiBaeTcsl CNMcok npoduneii IPsec-TyHHens, no
KOTOPbIM MOTYT COMMAaCoBbIBATLCS Y3/lbl:

esr(config)# security ipsec policy IPSECPOLICY
esr(config-ipsec-policy)# proposal IPSECPROP
esr(config-ipsec-policy)# exit

Coszpganum IPsec VPN. B VPN yka3biBaetcs w03 IKE-npoTokona, nonntuka IP sec-TyHHenNs, pexmm
o6MeHa k/1o4aMuy 1 cnocob yctaHoBNeHUsA coeguHeHus. Mocne BBoga BCex napaMeTpoB BK/IOUMM
TYHHesb KOMaHAou enable:

esr(config)# security ipsec vpn IPSECVPN
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway IKEGW
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

Paspewmm npotokos esp 1 udp noptsbl 500,4500 B KoHdpurypauum firewall gnsa yctaHosnenus IPsec VPN:

esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 1
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol udp
esr(config-zone-pair-rule)# match destination-port ISAKMP
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# rule 2
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol esp
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# end

CocTosiHMe TyHHena MoXHO NOCMOTPETb KOMaH,D,OI‘/'IZ

esr# show security ipsec vpn status IPSECVPN

KoHdurypauumo TyHHeNst MoXHO NOCMOTPETb KOMaHAOIA:

esr# show security 1ipsec vpn configuration IPSECVPN

& B firewall Heo6xogumo paspewnTb Nnpotokon ESP n ISAKMP (UDP-nopTt 500, 4500).
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

LT (aHrn. Logical Tunnel — normyeckunii TyHHenb) — TUN TyHHeNel, NpegHa3Ha4YeHHbIl Ans nepeaaym
MapLUPYTHOIN MHGpOpPMaLUUK 1 Tpaduka Mexay pasnnuHbIMU BUPTYasibHbIMU MaplipyTusatopamu (VRF Lite),
CKOH(OUIYpMpOBaHHbLIMW HA OAHOM annapaTtHOM MapLupyTtusartope. LT-TyHHeNb MOXET UCNoMb30BaTbCsa A5
opraHuM3auun B3aMmMogencTeust Mexay Asymsi unun 6onee VRF ¢ npumeHeHnem orpaHnyennii firewall.

9.5.1 ANroputM HacTpPOIiKK

War OnucaHue

1 Coszpgatb LT-TyHHENnn ansa kaxaoro m3
cywectytowmnx VRF.

2 YkasaTb onvcaHme KoH(Urypupyembix

TyHHenel (He 06s13aTe/bHO).

3 BkntounTb Kaxablit LT-TyHHe b B
cootBeTcTByOWMIA VFR.

4 BknounTb Kakablii LT-TyHHeNb B 30HY
6e30nacHOCTV 1 HACTPOUTL Npasuna
B3aVMOZAENCTBUSA MeXy 30HamMun Uin
oTkntounTh firewall ana LT-TyHHens.

5 [na kaxporo LT-TyHHens 3agaTtb HOMep
NPOTUBOMNONOXHBIV LT TyHHenb (B
apyrom VRF).

6 [na kaxporo LT-TyHHens ykasatb IP-

agpec onsd MapLipyTu3aummn nakeTos.
[nsa B3aumogencTeyowmx LT-
TyHHenel, IP-agpeca fo/mkHbI 6bITb 13
opaHoit IP-noacetn.

7 BKMOUNTb TYHHENN.

8 [nsa kaxgoro VRF HacTponTtb
Heobxo4VMble MPOTOKObI
MapLipyTusaumm yepes LT-TyHHenb.

KomaHpa

esr(config)# tunnel It <ID>

esr(config-1t)# description
<DESCRIPTION>

esr(config-1t)# ip vrf forwarding
<VRF>

esr(config-1t)# security-
zone<NAME>

esr(config-It)# ip firewall disable

esr(config-It)# peer It <ID>

esr(config-It)# ip address <ADDR/
LEN>

esr(config-1t)# enable

Knrouun

<ID> - ngeHTnpmkarop
TyHHens B AnanasoHe [1..128].

<DESCRIPTION> - onucaHue
TYHHeNs, 3a4aéTcs CTPOKOI A0
255 cumBonos.

<VRF> - nmsa VRF, 3agaetcsa
cTpokoit go 31 cumBona.

<NAME> — nms 30HblI
6e30nacHocCTu, 3agaétca
CTpOKO A0 12 CMMBO/IOB.

<ID> - ngeHTudmkarop
TyHHens B AvanasoHe [1..128].

<ADDR/LEN> - IP-agpec un
npedmkc nogceTu, 3afaéTcs B
Buae AAA.BBB.CCC.DDD/EE,
rae kaxgas yacte AAA — DDD
npuHUMaeT 3HaveHus [0..255] n
EE npuHumaeT 3HaueHuns
[1..32].
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War OnucaHue KomaHpa Knoun

9 3afaTb MHTEpPBa BPeMeHH, 3a koTopblli - esr(config-It)# load-average <TIME> - uHTepsas B
yCpeaHAEeTCa cTaTucTika o Harpyske Ha <TIME> ceKkyHAax, npuHuMaeT
TyHHene (He 06s13aTeslbHO). 3HayeHus [5..150].

3HayeHue no yMoyaHuio: 5.

10 Yka3zatb pasmep MTU (Maximum esr(config-1t)# mtu <MTU> <MTU> - 3Hau4eHne MTU,
Transmition Unit) nakeTos, koTopbie NPUHUMAET 3HAYEHNA B
MOXET NnponyckaTh AaHHbli bridge (He AvanasoHe:
06513aTeNbHO; BO3MOXHO, ec/n B bridge
BK/ItoUEH Tosbko VLAN). « ana ESR-10/12V(F)/
MTU 6onee 1500 6yaeT akTUBHO 14VF - [1280..9600];
TOMbKO B Crlyvyae NpuMeHEHNst KOMaHAbl + ansa ESR-20/21 -
"system jumbo-frames". [1280..9500];
s ans
ESR-100/200/1000/120
0/1500/1511/1700/310

0 - [1280..10000].
3HaueHve No yMouaHuio:
1500.

9.5.2 Mpumep HacCTPOKMU

3apgava:
OpraHu3oBaTb B3auMoAelicTBre Mexay XoctaMmu, TepMUHUpPoBaHHbIMU B AByX VRF vrf_1 n vrf_2.

McxomHas KoHdurypauus:

hostname esr

ip vrf vrf_1

exit

ip vrf vrf_2

exit

interface gigabitethernet 1/0/1
ip vrf forwarding vrf_1
ip firewall disable
ip address 10.0.0.1/24

exit

interface gigabitethernet 1/0/2
ip vrf forwarding vrf_2
ip firewall disable
ip address 10.0.1.1/24

exit
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PelwweHue:

Cosgaaum LT-TyHHenn ansa kaxgoro VRF ¢ ykasaHuem IP-agpecoB 13 ogHON nogceTu:

esr(config)# tunnel 1t 1

esr(config-1t)# ip vrf forwarding vrf_1
esr(config-1t)# ip firewall disable
esr(config-1t)# ip address 192.168.0.1/30
esr(config-lt)# exit

esr(config)# tunnel 1t 2

esr(config-1t)# ip vrf forwarding vrf_2
esr(config-1t)# ip firewall disable
esr(config-1t)# ip address 192.168.0.2/30
esr(config-lt)# exit

YkaxxeM ans kaxpaoro LT-tyHHens LT-TyHHenb u3 VRF, ¢ KoTopbiM HEO6XOAMMO YCTaHOBUTL CBA3b, U
aKTUBMpPyem ux:

esr(config)# tunnel 1t 1
esr(config-1t)# peer 1t 2
esr(config-1t)# enable
esr(config-lt)# exit
esr(config)# tunnel 1t 2
esr(config-1t)# peer 1t 1
esr(config-1t)# enable
esr(config-lt)# exit

& Ecnu B VRF He CKOH(pUIypuUpoBaH HN OAUH U3 NPOTOKO/IOB AUHAMUUYECKOI MapLupyTU3auum, To
Heo6X04MMO yKasaTb CTaTUUeCKMe MapLpyThbl Ansa kaxaoro VRF:

esr(config)# ip route vrf vrf_1 0.0.0.0/0 192.168.0.2
esr(config)# ip route vrf vrf_2 0.0.0.0/0 192.168.0.1
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10 YnpasneHue QoS

+ Bazosbin QoS

« AITOPUTM HacTPOViKK
* TMpuMep HaCTPOIAKK

+ PacwmpeHHbIii QoS

« AITOPUTM HacTPOViKK
* TMpuMep HaCTPOIAKK

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

QoS (Quality of Service) — TexHoNnorusi NpeocTaBeHNa pasNnyHbLIM KlaccaMm Tpadimka pasnnyHbIX
NPUOPUTETOB B 06CYXMBaHWK. Vicnonb3oBaHne cnyxobl QOS No3BoNseT ceTeBbIM NPUIOXKEHNUAM
COCyLLEeCTBOBaTb B OAHO CETW, HE YMeHbLUas Npu 3TOM NPOMYCKHYI0 CMOCOBHOCTb APYTUX NPUIOXEHNIA.

10.1 BaszoBbliit QoS

B 6a30BOM pexume Ha mapLupyTtusatopax ESR knaccudmkaums (HanpasneHune Tpaguvka B o4epesp) 1
nepemMapkmMpoBka paboTaeT To/IbKo Ha Bxoge (Ha uHTepdieiice Yepes KOTopblii NOCTynaeT Tpadmk AO/HKEH
6bITb BK/tOUYEH QOS).

10.1.1 ANropuTm HaCTPOIKKN

Llar

OnucaHue KomaHpa

Bkntountb cepBuc QoS Ha nHtepgpeiice  esr(config-if-gi)# qos enable
/TyHHene/ceTeBOM MOCTY.

Ecnn Ha nHTepdelice He HasHaueHa
nonuTuka QosS, To nHTepdpeiic pabotaet
B pexxume BasicQoS.

YCTaHOBUTb PEXNM AOBEPUS K esr(config)# qos trust <MODE>
3HayeHuam kogos 802.1p n DSCP Bo
BXOAALLMX NakeTax (He 06s3aTenbHO).

Knoun

<MODE> — pexum foBepus K
3HayeHuaAm kogos 802.1p u
DSCP, npuH1maeT ofHo 13
crnefyoLmx 3HaYeHNI:

+ dscp - pexum goeepus
3Ha4yeHuam kogos DSCP
B IP-3aronoske. He IP-
nakeTtbl 6yayT
Hanpas/ieHbl B o4epeab
Nno yMO4aHuio.

* COS — PEXUM [0BEpPUS
3HauyeHuam kogos 802.1p
B Tere 802.1q.
HeTternpoBaHHble NakeThbl
6yayT HanpasneHbl B
ouyepefb N0 YMOMYaHIo.

+ cos - dscp — pexum
[OBEPVS 3HAYEHNSAM
kogos DSCP gns IP-
MakeToB 1 3HAYEHNSAM
kogos 802.1p ansA
OCTaJ1bHbIX NaKeToB.
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OonucaHve

YcTaHOBUTL COOTBETCTBME MEXAY
3HayeHuamu kogos DSCP Bxogawmx
NakeToB M UCXOAALUMN OdYepeasMu.

[aHHoe cooTBeTCTBME paGoTaeT Ha
BXOAsALLME NaKeTbl MHTepdielica/
TYHHEs5/MOCTa, Ha KOTOPOM BK/TOUYEH
QOS (He o6si3aTENBHO).

YCTaHOBUTbL COOTBETCTBUE MEXAY
3HayeHuamMu kogos 802.1p BXogALLMX
MakeToB M UCXOAALUMN OHepeasiMu.

[JlaHHoe cooTBeTCTBME paboTaeT Ha
BXOAsLLMe nakeTbl nHTepdeica/
TYHHes/MoCTa, Ha KOTOPOM BKJIOYEH
QOS (He o6s13aTENBHO).

YCTaHOBUTbL COOTBETCTBUE MEXAY
3HauyeHuamu kogos DSCP Bxogawmx
naketos 1 kogoe DSCP Ha BbIxoge 13
yCTpoiicTBa (B C/lyyae HEOGXOAMMOCTM
nepeMapkMpoBKK).

[JaHHoe cooTBeTCcTBUE paboTaeT Ha
BXoAsLMe nakeTbl HTepdelica/
TYHHENsi/MOCTa, Ha KOTOPOM BK/IOYEH
QoS.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config)# qos map dscp-queue
<DSCP> to <QUEUE>

esr(config)# qos map cos-queue
<COS> to <QUEUE>

esr(config)# qos map dscp-queue
<DSCP> to <DSCP>

Knioun

<DSCP> - knaccudukatop
o6cnyxmBaHus B IP-3aronoBke
naketa, MPUHNMAaET 3Ha4YeHNs
[0..63];

<QUEUE> - ngeHtndmkarop
ouvepeau, NpUHNUMAaeT 3HaYeHNs
[1..8].

3HayeHus Nno ymosiyaHuto:

+ DSCP: (0-7), ouepegp 1

+ DSCP: (8-15), ouepesab 2

+ DSCP: (16-23), ouepeap 3
+ DSCP: (24-31), ouepeap 4
+ DSCP: (32-39), ouepeap 5
- DSCP: (40-47), ouepeap 6
+ DSCP: (48-55), ouepeap 7
+ DSCP: (56-63), ouepeap 8

<COS> - knaccudmkatop
obcnyxmBaHus B Tere 802.1q
nakeTa, NPUHMMaET 3HaYEHNS
[0..7];

<QUEUE> - ngeHtudukarop
ouepeam, NpUHMMaeT 3HauYeHus

[1..8].

3HayeHns no yMmonyaHuio:

+ CoS: (6), ouepepnb 7
+ CoS: (7), ouepepnb 8

+ CoS: (0), ouepeab 1
+ CoS: (1), ouepeab 2
+ CoS: (2), ouepepp 3
+ CoS: (3), ouepenb 4
+ CoS: (4), ouepeab 5
+ CoS: (5), ouepeab 6

(6),

(7)

<DSCP> - knaccudmkatop
o06cnyxnBaHms B IP-3aronoske
nakeTa, NpUHMMaeT 3Ha4YeHNs
[0..63].
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9

OonucaHve

BknounTtb nsmeHeHus kogos DSCP B
cooTBeTcTBUM ¢ Tabnumuein DSCP-
Mutation (B cniyyae Heo6xoAMMOCTH
nepemapKMpoBKN).

YcTaHOBUTb HOMeEpP ouvepean no
YMO/YaHWI0, B KOTOPYHO NonajaeT BeCb
Tpaduk kpome IP B pexmume gosepus
DSCP-npuoputeTtam.

3apaTtb KOIMYECTBO NPUOPUTETHBIX
ouepepeii. OcTaBLuMecs ouepeam
SIBMISIOTCS B3BELLUEHHBIMU (HE
o6si3aTesIbHO).

OnpegenuTb Bec A5
COOTBETCTBYHLLMX B3BELUEHHbIX
ouepepeil.

KomaHpa

esr(config)# qos dscp mutation

esr(config)# qos queue default
<QUEUE>

esr(config)# priority-queue out
num-of-queues <VALUE>

esr(config)# qos wrr-queue
<QUEUE> bandwidth <WEIGHT>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knioun

<QUEUE> - naeHtndgukarop
ouyepeay, NPUHMMaET 3HaYEHNS
[1..8].

<VALUE> - konnyecTtBo
ouvepegeit, npuHvaeT
3HaueHwue [0..8], rae:

+ 0 — Bce ovepeam
yyactBytoT B WRR (WRR
— MexaHn3M 06paboTKu
ouyepepei Ha 0OCHoBe
Beca);

+ 8 — Bce oyepeam
06CNYXMBAKTCA Kak
«strictpriority» (strictprior
ity — npnopuTeTHas
ouepeab obcnyxmnBaeTcs
cpasy, Kak TOJIbKO
NOSIB/ISIIOTCA NaKEThI).

MpuopunTETHLIE OYEPEAM
BbIAENSIOTCS, HauMHas ¢ 8-i, B
CTOPOHY YMEHbLLEHMSA HoMepa
ouepean.

3HaueHve no ymonyaHuio: 8.

<QUEUE> - ngeHtndukarop
ouyepeay, NPUHMMAET 3HaYeHne
[1..8];

<WEIGHT> - 3HaueHune Beca,
NpVYHUMAaET 3HadeHue [1..255].

3HaueHue no ymonyaHuto: sec 1
[N BCEX ouepeneil.
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10

OnucaHue KomaHpa

YCTaHOBUTb OrpaHnyeHne CKopocTu esr(config-if-gi)# traffic-shape
ncxogsLLero Tpadvka as { <BANDWIDTH> [BURST] |
onpeaeneHHon ouepean nnm queue <QUEUE><BANDWIDTH>

VHTepdelica B Lenom. [BURST] }

KomaHAa akTyanbHa To/IbKo AN
BasicQoS-pexvma nHTepdeiica.

Enn Tpadmk Ha Bxoae 6bin
knaccudmumposaH Npyi NOMOLLM
paclwmpeHHoro QoS, orpaHu4eHne He
cpa6oTaeT (B c/iyyae Heo6XxoaumMocTu
OrpaHVyeHnsi CKOpoCTW BXOASALLErO
noToKa).

11 YCTaHOBUTb OrpaHnMyeHne CKopoCTH esr(config-if-gi)# rate-limit
<BANDWIDTH> [BURST]

BXOAsLLero Tpadka (B cnydae
HEO06X0ANMOCTU OrPaHNYEHNs CKOPOCTH
NCXOASILLIErO NOTOKA).

10.1.2 Mpumep HACTPOIIKK

3apava:

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knioun

<QUEUE> - ngeHtndmkarop
ouepeay, NPUHUMAET 3HaYeHne
[1..8];

<BANDWIDTH> - cpegHss
ckopocTb Tpadmka B Kbut/c,
NPUHMMAET 3HaYeHne
[3000..10000000] anst
TengigabitEthernet
nHTepdeiicos 1 [64..1000000]
A5 NPOYNX MHTEPIENCOB U
TYHHenel;

<BURST> — pa3smep
CLEepX1BaloLLEero nopora B
KbanTtax, NnpUHUMaET 3Ha4YeHne
[4..16000]. Mo ymonuaHwuio 128
K6aliT.

3HayeHve Mo ymMos14aHuio:
OTKMIOYEHO.

<BANDWIDTH> - cpegHss
CKOpoCTb Tpadmka B Kéut/c,
NPUHMMAET 3HaYeHne
[3000..10000000] gns
TengigabitEthernet
nHTepdelicos 1 [64..1000000]
A5 NPOYNX MHTEPIENCOB 1
TYHHenel;

<BURST> — pa3mep
cOepXxvBaroLero nopora B
KbainTax, NpUHUMaET 3Ha4YeHne
[4..16000]. Mo ymonuaHwuio 128
K6aliT.

3HayeHne No yMo/I4aHuHo:
OTKIOYEHO.

HacTpouTb cnegytouime orpaHnyeHnst Ha nHtepdperice gigabitethernet 1/0/8: nepegasath Tpadmk ¢ DSCP 22 B
BOCbMYH MPUOPUTETHYI0 odepeab, Tpadurk ¢ DSCP 14 B ceibMyto B3BELLEHHYH O4Yepeab, yCTaHOBUTb

orpaHuyeHue no ckopoct B 60 MGUT/c ansi cefbMoii odepeau.
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ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

ESR
i1/0/8

gi 1/0/5
Switch

1

PewieHune:

[nsi Toro 4To6bLI BOCbMasi o4epeAb ocTaniach NPMOPUTETHOM, a o4epeay C NEPBOi MO ceabMyto CTasmn
B3BELLUEHHbIMU, OrPaHNYMM KONIMYECTBO NPUOPUTETHLIX ouepeaeli Ao 1:

esr(config)# priority-queue out num-of-queues 1

MepeHanpaBum Tpadmk ¢ DSCP 22 B nepByto NPUOPUTETHYIO ovepeab:

esr(config)# qos map dscp-queue 22 to 8

MepeHanpasum Tpadnk ¢ DSCP 14 B cefbMy0 B3BELLEHHYIO oYepep:

esr(config)# qos map dscp-queue 14 to 7

Bkntounm QoS Ha BxogsiLemM nHTepdpeiice Anst KOPPEKTHON Knaccudumkaumm Tpadrka n HanpasneHms B
COOTBETCTBYHOLLYIO 04epenb CO CTOPOHbI LAN:

esr(config)# interface gigabitethernet 1/0/5
esr(config-if-gi)# qos enable
esr(config-if-gi)# exit

Bkntounm QoS Ha nHTepdieice co ctopoHbl WAN and npaBuibHON 06paboTkn ovepeaeii u orpaHnyeHns
NOMOCbI NPOMYCKaHUS:

esr(config)# interface gigabitethernet 1/0/8
esr(config-if-gi)# qos enable

YcTaHOBMM OrpaHuyeHune rno ckopoctn B 60 M6uT/c ansa ceabMoli ovepeau:

esr(config-if)# traffic-shape queue 7 60000
esr(config-if)# exit

MpoCMOTPETbL CTATUCTMKY N0 QOS MOXHO KOMaH0iA:

esr# show qos statistics gigabitethernet 1/0/8
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10.2 PacwupeHHbIv QoS

10.2.1 ANropuTm HaCTPOIKKN

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

B pacluvMpeHHOM pexumMe Ha MapLupyTmsaTopax ESR knaccudmkalys nocTynaroLero Tpauka Bo3MoxHa Kak
Ha BXOAALLEM, TakK 1 HA UCXOsILLEM MHTepdeiicax.

Llar

1

OonucaHue

Co3aaTb Cnvucky gocTyna ans
onpeaeneHuns Tpagurka, K KOTopomy
[O/MKEH 6bITb MPUMEHEH PaCLUMPEHHBIi
QoS.

Cospgatb knacc QoS 1 nepenTn B pexum
HacTpolikM NapamMeTpoB Knacca.

3apgatb onvcaHue knacca QoS (He
0653aTe/bHO).

Onpepenntb TpaguK, OTHOCALMACA K
KOHhUrypmpyemMomy Knaccy no Crnucky
KoHTpons goctyna (ACL).

3apgatb 3Ha4veHune koga DSCP, koTopoe
6yaeT ycTaHoBNeHo B IP-nakeTax,
COOTBETCTBYOLLMX KOHIUTYPMPYEMOMY
Knaccy

(HEBO3MOXHO HazHauaTb
OfHOBpPEeMeHHOo ¢ nonsamu IP
Precedence n CoS) (npu
HeobXoAUMOCTY NepemMapKNpPOBKN).

3agaTb 3HadeHue koga IP Precedence,
KoTopoe 6yAeT ycTaHOBMEHO B IP-
nakeTtax, COOTBETCTBYHOLLMX
KOHQUIypMpyemMomy Knaccy
(HEBO3MOXHO Ha3HauaTb
ofHoBpeMeHHO ¢ nosnsimm DSCP 1 CoS)
(npu HeobxoAMMOCTH
nepemMapKkMpoBKM).

3apatb 3HadyeHue 802.1p npuopuTeTa,
KOTOpOoe GyfEeT yCTaHOB/EHO B NakeTax,
COOTBETCTBYIOLLMX KOH(PUTYpUpyeMomy
knaccy (HeBO3MOXHO HasHauaTb
ofHoBpemeHHo ¢ nonsamu DSCP u IP
Precedence) (npv Heo6xoanmMocTu
nepemMapKkMpoBKM).

KomaHpa

esr(config)# class-map <NAME>

esr(config-class-map)#
description <description>

esr(config-class-map)# match
access-group <NAME>

esr(config-class-map)# set dscp
<DSCP>

esr(config-class-map)# set ip-
precedence <IPP>

esr(config-class-map)# set cos
<CO0S>

Knrouun

Cwm. Pasgen HacTpoiika
cnvckoB goctyna (ACL).

<NAME> - nmsa cosgaBaemoro
Knacca, 3afaeTcsa CTPOKOW A0
31 cumBona.

<description> — go 255
C/MBO/IOB.

<NAME> - nmsga cnucka
KOHTPONA A0CTyna, 3afaéTcA
cTpokoii go 31 cumsona.

<DSCP> - 3HauyeHue Koga
DSCP, npuHumaeT 3Ha4eHns
[0..63].

<IPP> - 3HaueHuve kopa IP
Precedence, npuHumaet
3HayeHus [0..7].

<COS> - 3HaueHune 802.1p
npuopuTeTa, NPUHNUMaeT
3HayeHusn [0..7].
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10

11

OonucaHue

Co3patb nonutrky QoS u ocyLLecTBUTb
Nnepexos B PeXnm HacTPONKM
napameTpoB NOSIUTUKN.

3ajatb onvcaHve nonuTukn QoS (He
0653aTe/LHO).

YCTaHOBWTb rapaHTUPOBaHHYHO NO0CY
nponyckaHusl ucxogsiiero Tpaguka
LNS NOSIUTUKA B LIESTOM.

Bk/ounTb aBTOMaTU4ecKoe
pacnpefeneHne nosockl NPonyckaHus
MeX/ly Knaccamu, B KOTOPbIX HET
HaCTPOIKM NOIOCHI NPOMYyCKaHUs,
BK/Il0Uas K/iacc no ymonyaHuio (B
cny4yae Heo6xoAuMocCTw).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config)# policy-map <NAME>

esr(config-policy-map)#

esr(config-policy-map)#
description <description>

esr(config-policy-map)# shape

average { <BANDWIDTH> | percent

<BANDWIDTH_PERCENT> }
[BURST]

esr(config-policy-map)# shape
auto-distribution

Knoun

<NAME> - nmsa co3zgaBaemoli
NOANTKKK, 3a4aeTCs CTPOKOM
0o 31 cumBorna.

<description> — go 255
CMMBOJIOB.

<BANDWIDTH> -
rapaHTMpoBaHHas nosioca
Tpadumka B K6uT/C, npuHUmaeT
3HayeHuve [64..10000000];

<BANDWIDTH_PERCENT> -
rapaHTupoBaHHasi nosoca
Tpadmka B %, paccunTbiBaeTCA
ot (B nopsiake oT 6osee
MPUOPUTETHOIO K MEHEE
NPUOPUTETHOMY 3HAUEHUIO):

+ 3HaueHusi shape average
KOPHEBO NONNTHKY;

+ 3HaueHus traffic-shape
Ha ceTeBoM
nHTepdeiice, bridge,
TYHHene;

* 3HauyeHus speed
ceTeBoro uHTepdelica.

MpuHuMaet 3HadeHme [1..100].

<BURST> - pa3mep
CLepXnBaroLLEero nopora B
BanTax, npUHUMaET 3Ha4YeHne
[128..16000]. Mo ymonyaHuio
128 KobaliT.
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12

13

14

OonucaHue

BkntounTb ykasaHHbIi QoS-knacc B
NOMNTKKY W OCYLLLECTBUTL Nepexoy, B
pexvM HacTpoWiki NapaMeTpoB Kacca
B pamMKax nofuTuKN.

BkntounTb nonutunky QoS B knacc QoS
AN co3gaHns nepapxmyeckoro QoS.

YCTaHOBWTb rapaHTUPOBAHHYIO MOM0CY
MpOMycKaHusi cxoasLiero Tpadurka
A5 Knacca B paMkax nonmTuky (npm
HEeo6X0AMMOCTMW).

KomaHpa

esr(config-policy-map)# class
<NAME>

esr(config-class-policy-map)#

esr(config-class-policy-map)#
service-policy <NAME>

esr(config-class-policy-
map)# shape

average { <BANDWIDTH> | percent
<BANDWIDTH_PERCENT> } [BURS

Tl

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<NAME> - nwms
NPMBSA3bIBAEMOro Kiacca,
3agaeTtcs cTpokoii go 31
cumsona. MNMpu ykazaHuu
3HaueHus «class-default» B
JaHHbI Knacc nonagaet
Tpaduk, He
KnaccnmumpoBaHHbIi Ha
BXoge.

<NAME> — umsa nonmtukuy,
3ajaetcs cTpokoii go 31
cumBona. Bknagbisaemas
NOMMTUKA JO/DKHA ObITb yKe
cosfaHa.

<BANDWIDTH> -
rapaHTMpoBaHHas nosnoca
Tpadmka B K6uT/C, npuHMMaeT
3HaueHue [64..10000000];

<BANDWIDTH_PERCENT> -
rapaHTupoBaHHas nosioca
Tpadmka B %, paccumTbiBaeTcs
ot (B nopsigke ot 6onee
NMPUOPUTETHOIO K MEHEE
MPVOPUTETHOMY 3HAUEHWIO):

= 3HauyeHus shape average
KOPHEBOI MOANTUKK;

= 3HaueHus traffic-shape
Ha CETEBOM
nHTepdeiice, bridge,
TYHHENE;

= 3HauyeHus speed
CeTeBOro nHTepgeiica.

MpuHUMaeT 3HadveHue [1..100].

<BURST> - pa3mep
CAepX1BaoLLEro nopora B
BaiiTax, npUHUMaEeT 3HaueHue
[4..16000]. Mo ymonuaHuio 128
K6aiiT.
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15

16

OonucaHue

YCTaHOBWTb pasgaesnsieMyto nosocy
NpomnyckaHusi cxoasiero Tpaduka
A5 onpefeneHHoro knacca. JaHHyto
MoJI0CY Kacc MOXET 3aHsATb, C/N
MeHee NPUOPUTETHLIN KNacc He 3aHAN
CBOIO rapaHTUMpoBaHHyto nosnocy (npu
Heo6XoAMMOCTHW).

KomaHpa

esr(config-class-policy-map)#
shape peak { <BANDWIDTH> |
percent
<BANDWIDTH_PERCENT> }
[BURST]

Onpegenutb pexum pa6oTsl kacca (He esr(config-class-policy-map)#

0653aTe/bHO).

mode <MODE>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<BANDWIDTH> - obwasn ans
priority class nonoca Tpadmka
B KGUT/C, KOHKypeHLMS
MPOUCXOANT HA OCHOBaHWK
npuopwuTeTa Knacca,
NPUHUMAET 3Ha4YeHne
[64..10000000];

<BANDWIDTH_PERCENT> -
o6Las gnsa priority class
nonoca tpaduka B %,
KOHKYpPEeHLMS NpoMcxXoanT Ha
OCHOBaHWUW nNpuopuTeTa
Kracca, paccunTbiBaeTcs oT (B
nopsigke ot 6onee
NMPUOPUTETHOIO K MEHEE
MPUOPUTETHOMY 3HAYEHUIO):

+ 3HadeHus shape average
KOpPHEBOI NONNTUKK;

+ 3HauveHus traffic-shape
Ha CETEBOM
nHTepdeiice, bridge,
TYHHene;

* 3HadeHus speed
CeTeBoro nHTepdeiica.

MpuHUMaeT 3HadeHue [1..100].

<BURST> - pa3mep
caepxunBarLLero nopora B
Balitax, npuHMMaeT 3HayeHne
[4..16000]. Mo ymonuaHuio 128
Ko6air.

<MODE> - pexum Knacca:

« fifo — pexxum FIFO (First
In, First Out);

+ gred — pexum GRED
(Generalized RED);

+ red - pexum RED
(Random Early
Detection);

+ sfq — pexum SFQ
(ouepenb SFQ
pacnpegenseT nepegady
nakeToB Ha 6ase
MOTOKOB).

3HaueHne Nno yMoyaHuio:
FIFO.

236



LWar

17

18

19

20

OonucaHue

3apatb npuopuTet knacca B WRR-

npouecce (Npy Heo6XoANMOCTN).

MepeBecTn knacc B pexum StrictPriority

1 3afaTb NpuopuTeT Knacca (npu
HEeo6X0AMMOCTMW).

On peaenntb npenesibHoe Kom4ecTteso

BUPTYa/IbHbIX ouepeaeit (He
06513aTe/bHO).

OnpeaenuTb NpeaensHoe KoIMYecTBo
NakeToB A/19 BUPTyasibHOW ouepeam (He

06513aTe/1bHO).

KomaHpa

esr(config-class-policy-map)#
priority class <PRIORITY>

esr(config-class-policy-map)#
priority level <PRIORITY>

esr(config-class-policy-map)#
fair-queue <QUEUE-LIMIT>

esr(config-class-policy-map)#
queue-limit <QUEUE-LIMIT>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<PRIORITY> — npuoputet
knacca B WRR-npouecce,
NnpUHUMaET 3HaueHus [1..8].

Knaccbl ¢ HanbosbLLIMM
npuopuTeToM obpabaTbiBaloTCA
B NepByto oyepesb.

<PRIORITY> - ypoBeHb
npuoputeta B StrictPriority-
npouecce, NpUHUMaeT
3HaueHus [1..8].

Knaccbl ¢ HanbonbLWmmM
npuopMTeETOM 0bpabaTbiBalOTCA
B NepByto oyepeb. 3HayeHne
MO YMOJTYaHUIO: KN1acc
paboTtaet B pexume WRR,
NPUOPUTET He 3ajaH.

<QUEUE-LIMIT> - npegensHoe
KONNYEeCTBO BUPTYasTbHbIX
ouepepei, npuHMmaeT
3HaueHusa B gnanasoHe
[16..4096].

3HaueHue no ymonyaHuio: 16.

<QUEUE-LIMIT> — npegenbsHoe
KOMIMYEeCTBO NaKeTOB B
BMPTYa/1bHOW ouepean,
NPUHMMAaET 3HAaYEeHUs B
JvanasoHe [2..4096].

3HayeHue no ymonyaxuio: 127.
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21

22

OonucaHue

KomaHpa

Onpeaenutb napametpbl RED (Random  esr(config-class-policy-map)#

Early Detection) (npu Heo6xoaMmocTh).

Onpegenutb napametpbl GRED

(Generalized Random Early Detection)

(npu HeobxoauMMoOCTH).

random-detect <LIMIT>
<MAX> <MIN> <PROBABILITY>

esr(config-class-policy-map)#
random-detect precedence

<PRECEDENCE><LIMIT><MAX><MI

N><PROBABILITY>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<LIMIT> — npegenbHbIii pasmep
oyepeam B baritax, nPUHNMaET
3HaueHus B gnanasoHe
[1..1000000];

<MAX> — makcumasbHbIii
pasmep oyepeam B bainTtax,
NPUHUMAET 3HAYEHUS B
JAnanasoHe [1..1000000];

<MIN> — MUHUMaNbHbI
pasmep oyepegm B banTtax,
NpUHMMAaET 3HAaYeHUs B
JAmana3soHe [1..1000000];

<PROBABILITY> — BEpOATHOCTb
oTbpacbiBaHUS MaKeToB,
npuHuMaeT 3HauveHus [0..100].

Mpw ykazaHnn 3Ha4eHnl
JOMKHBI BbINO/THATHLCA
cnegylolwme npasuna:

o <MAX>> 2 * <MIN>
* <LIMIT>> 3 * <MAX>

<PRECEDENCE> - 3HaueHue IP
Precendence [0..7];

<LIMIT> — npegenbHbIin pasmep
oyepeau B baritax, npUHNMaET
3Ha4YeHWs B gmanasoHe
[1..1000000];

<MAX> — makcumasbHbIii
pasmep oyepeam B baiTax,
NPUHUMAaET 3Ha4YeHNA B
JAvanasoHe [1..1000000];

<MIN> — MUHUMaNbHbIN
pasmep o4yepeaun B baiitax,
NpUHMMAaET 3HaYeHUs B
JAmnana3soHe [1..1000000];

<PROBABILITY> — BeposAATHOCTb
oTbpacbiBaHUs! MaKeToB,
npuHMMmaeT 3HadeHuns [0..100].

Mpu yKkazaHU 3HaueHui
[O/MKHbI BbINO/THATHLCS
cnepytolme npasuia;

+ <MAX>> 2 * <MIN>
* <LIMIT>> 3 * <MAX>
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ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

War OnucaHwue KomaHpa Kntoun

23 BkOUMTb NPOTOKO/ KOMMNpeccuu tep- esr(config-class-policy-map)#
3arof1I0BKOB A/111 Tpadhmka oTAeNbHOro compression header ip tcp
knacca (npu Heo6XoAMMOCTH).

24 BkniounTb cepsuc QoS Ha uHtepdpeiice  esr(config-if-gi)# qos enable
/TyHHene/ceTeBOM MOCTY.

25 HasHauuTb nonutuky QoS Ha esr(config-if-gi)# service-policy <NAME> - nma QoS-nonutuku,
CKOHchurypnpyemMom uHtepdeliice/ {input | output } <NAME> 3agaétcsa cTpokoit o 31
TYHHene/ceTeBoM MOCTY AJ15 cMmBoOna.

knaccudmkauum Bxogailero (input) nnm
npuopuTnsaumm ucxogsiero (output)
Tpaduka.

10.2.2 Mpumep HACTPOIIKK

3apgaua:

Knaccudmuympoats npuxogaawmii Tpadomk no nogcetsm (10.0.11.0/24, 10.0.12.0/24), npor3BECTU MapKUPOBKY
no DSCP (38 1 42) n nponsBecTn pasrpaHuyeHue no nogcetsim (40 Méut/c n 60 M6uUT/C), OrpaHNUnTb 06LLYH
nonocy ao 250 M6éut/c, octanbHoi Tpaduk obpabaTbiBatb Yepes mexaHnam SFQ.

ESR
i1/0/20
gi 1/0/ WAN

gi 1/0/19
Switch

1B
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PelwweHue:

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

HacTtpoum cnucku goctyna ans ounstpanum no noAceTsM, BbIXOAMM B 106as1bHbIV PeXMM KOHUIypaumu:

esr(config)# ip access
esr(config-acl)# rule
esr(config-acl-rule)#
esr(config-acl-rule)#
esr(config-acl-rule)#
esr(config-acl-rule)#
esr(config-acl-rule)#
esr(config-acl-rule)#
esr(config-acl)# exit
esr(config)# ip access
esr(config-acl)# rule
esr(config-acl-rule)#
esr(config-acl-rule)#
esr(config-acl-rule)#
esr(config-acl-rule)#
esr(config-acl-rule)#
esr(config-acl-rule)#
esr(config-acl)# exit

-list extended fl1

1

action permit

match protocol any

match source-address 10.0.11.0 255.255.255.0
match destination-address any

enable

exit

-list extended f12

1

action permit

match protocol any

match source-address 10.0.12.0 255.255.255.0
match destination-address any

enable

exit

Cospaem knacchl fl1 u fl2, ykasbiBaeM COOTBETCTBYHOLLME CIUCKN JOCTYNa, HAacTpavBaeM MapKMpPOBKY:

esr(config)# class-map
esr(config-class-map)#
esr(config-class-map)#
esr(config-class-map)#
esr(config)# class-map
esr(config-class-map)#
esr(config-class-map)#
esr(config-class-map)#

fl1

set dscp 38

match access-group fl1
exit

f12

set dscp 42

match access-group f12
exit

Co3pnaém NnosmMTuKy 1 onpeaesnsiemM orpaHuyeHmne o6LLelt Nonockl NPonyckaHus:

esr(config)# policy-ma
esr(config-policy-map)

p fl
# shape average 250000

OcyLI.I,eCTBfIFIeM NPMUBA3KY K/1acca K NoNINTUKE, HacTpanBaemM orpaHnvyeHme nosioCbl nponyckaHmna n BbiIXoanm:

esr(config-policy-map)
esr(config-class-polic
esr(config-class-polic
esr(config-policy-map)
esr(config-class-polic
esr(config-class-polic

# class fl1

y-map)# shape average 40000
y-map)# exit

# class fl2

y-map)# shape average 60000
y-map)# exit

Ana HaCTpOI7IKI/I orpaHmnyeHmnsa noJsioChbl NponyckaHna B npoueHTax H606XO,EI|I/IMO ncnosib3oBartb KOoMmaHAy Shape

average percent.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

[ns apyroro Tpadvka HacTpamBaeMm Kiacc ¢ pexumom SFQ:

esr(config-policy-map)# class class-default
esr(config-class-policy-map)# mode sfq
esr(config-class-policy-map)# fair-queue 800
esr(config-class-policy-map)# exit
esr(config-policy-map)# exit

Bkntoyaem QoS Ha nHTepdielicax, NoMTUKY Ha Bxoge nHTepdperica gi 1/0/19 gnsa knaccudukauum n Ha
BbIxoge gi1/0/20 ans npyuMeHeHus orpaHuyeHunin n pexvma SFQ ans knacca no ymonyaHuio:

esr(config)# interface gigabitethernet 1/0/19
esr(config-if-gi)# qos enable
esr(config-if-gi)# service-policy input fl
esr(config-if-gi)# exit

esr(config)# interface gigabitethernet 1/0/20
esr(config-if-gi)# qos enable
esr(config-if-gi)# service-policy output fl
esr(config-if-gi)# exit

[nAa npocmoTpa CTaTUCTUKN UCNOob3yeTcsa KomaHaa:

esr# do show qos policy statistics gigabitethernet 1/0/20
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ESR-Series. PyKOBOACTBO MO 3KCnayarauum

11 YnpaBneHvue MapLupyTusaumei

* [lonMTUKa aHOHCMPOBaHMA MapLUPYTHOWN MHopMauum
* [potokon RIP
* Mpotokon OSPF
* Mpotokon IS-IS
* lMpotokon iBGP
* lMpotokon eBGP
+ KoHhurypupoBaHue ctaTmyeckmx MapLupyToB
* AJITOPUTM HaCTPOWKM
* [pyMep HaCTPOWNKN CTaTUYECKNX MapLIPyTOB
+ Hactpoiika RIP
* AJITOPUTM HaCTPOWKM
* Mpumep HacTpoiikm RIP
+ HacTtpoiika OSPF
* AJITOPUTM HaCTPOWKM
* MNpumep HacTpoiikn OSPF
* MNpumep HacTpoitkn OSPF stub area
* MNpumep HacTpoiikm Virtual link
+ HacTtpoiika BGP
* AJITOPUTM HaCTPOWKM
* [prMep HacTPOKM
* Monuntrka BbibOpa Nyyllero mapwpyTa B npotokosne BGP
+ Hactpoiika BFD
+ HacTtpoiika Taimepos
* AJITOPUTM HaCTPOWKM
* Mpumep HacTpoiikn BFD ¢ BGP
+ HacTtpoiika nonutukm mapupytusauum PBR
+ AnropuTm HacTpoiikn Route-map ans BGP
* Mpumep HacTpolikn 1. Route-map ans BGP
* Mpumep HacTpolikn 2. Route-map ans BGP
« AnroputMm HacTpoliku Route-map Ha ocHoBe cnnckoB gocTyna (Policy-based routing)
+ lMpumep HacTpoiikn Route-map Ha ocHoBe cnuckoB gocTyna (Policy-based routing)
+ Hactpoiika VRF Lite
* AJITOPUTM HaCTPOWKM
* [prMep HacTPOKM
* HacTtpoiika MultiwAN
* AJITOPUTM HaCTPOWKM
* [pyMep HaCTPOKM
* HacTtpoiika IS-IS
* AJITOPUTM HaCTPOWKM
* [pyMep HaCTPOKM
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

11.1 NMonuTtuUKa aHOHCUPOBAHUA MapLUPYTHOI MH(hopMaLUn

11.1.1 NpoTtokon RIP

in/ Monutuka No ymosiyaHuio
out

Import TMonyyeHne mapLipyTHON
WMHhopmMaLy He orpaHNyYeHo

Export bBe3 oTAe/bHbIX KOMaH[,
aHOHCHpOoBaHWsA
MapLLpyTU3aTop He
0TNpaB/iseT MapLUPYTHYHO
nHdopmaumio

11.1.2 Mportokon OSPF

in/ MonuTtuka No ymonyaHuio
out

Import TMonyyeHve mapLipyTHO
WMHhopMaumn He orpaHNyYeHo

Cnoco6bl
AHOHCUpOBaHuA

Network,
Redistribute

Cnoco6bl
AHOHCupoBaHuA

Network,
Redistribute

CnocoGbl hunbTpaymm YpoBHHU
npUMeHeHus
NosNTUK
cunerpauumn

Route-map — nocnegHee Mpouecc RIP

(HesBHOE) NpaBwIo 3anpeLlaer

BCE, YUTO SBHO He pa3peLleHo

npeaslayLwmmy npasuiamu.

Prefix-list — nocnegHee (HesiBHOE)

npaBw/Io 3anpelaeT BCE, YTO

SIBHO He paspeLleHo

npeasliayLmmy npaBuiamu.

Prefix-list — nocnegHee (HesiBHOE)

npaBw/I0 paspeluaer BCe, 4TO

SIBHO He 3anpeLleHo

npeablayLmmy npaBuiamu.

Prefix-list — nocnegHee (HesiBHOE)

npaBuo paspeLlaet Bce, YTOo

AIBHO He 3anpeLyeHo

npeaplayLmmy npaBuiamu.

Cnoco6bl hunbTpaymmn YpoBHU
NpUMeHeHUs
NosINTUK
chunsTpauun

Route-map — nocnegHee Mpouecc OSPF

(HesiBHOE) NpaBwno 3anpelLaer
BCE, YTO SIBHO HE pas3peLLeHo
npeabIayLwmMMmn npasuiamu.

Prefix-list — nocnegHee (HesiBHOE)
npaswo 3anpeLuaet BCe, HTO
SIBHO He paspeLueHo
npeablayLmmy npaBuiamu.
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in/ MonuTtnka no ymonyaHuio Cnoco6bl
out AHOHCUpOBaHUA
Export AHOHCKpyeTcst MHchopmaLus o
NHTEepgencax, Ha KOTopbIX
BkNtoveH npotokon OSPF
11.1.3 TMpotokon IS-IS
in/ Monutunka No ymonyaHuio Cnoco6bl
out AHOHCUpoOBaHuA
Import TMonyyeHne mapLipyTHO Network,

nHgopmaumm He orpaHmdeHo  Redistribute

Export AHOHCHpyeTcs uHcopmauns o
NHTEepdencax, Ha KOTOpPbIX
BKJ/IOUEH npoTokon IS-IS

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Cnoco6bI hunbTpaymm YpoBHU
npUMeHeHus
NOJINTUK
chunsTpauun

Route-map — nocnegHee

(HesiBHOE) NpaBu/Io paspellaeT

BCE, YTO SIBHO He 3anpeLleHo

npeablayLwmmMy npaBuiamu.

Prefix-list — nocnegHee (HesiBHOE)

npaBu/0 paspeLlaeT BCE, YTO

SIBHO He 3arnpeLleHo

npeablayLwmmy npaBuiamu.

dunbmpayusi aHoHcupyemol

mapwpymHoUl uHghopmayuu

BO3MOXKHa 0/151 C/1IEAYHOUWUX MUos

OSPF-mapwpymos: E2, ET.

CnocoGbl hunbTpaymm YpoBHHU
npuMeHeHus
NoONTUK
cdunbTpayun

Route-map — nocnegHee Mpouecc IS-IS

(HesBHOE) NpaBWIo 3anpeLlaer
BCe, YTO SIBHO He pa3peLLeHo
npeablayLmMmy npaBuiamu.

Prefix-list — nocnegHee (HesiBHOE)
npaBW/I0 3anpeLaeT Bee, YTo
SIBHO He paspeLleHo
NpeabIayLWMMI NpaBuIaMu.

Route-map — nocnegHee
(HesBHOE) NpaBWIoO paspellaet
BCE, UTO SIBHO He 3anpeLLeHo
npeablayLMmy npasuiamu.

Prefix-list — nocnegHee (HesiBHOE)
NpaBwI0 paspeLlaeT BCE, YTO
SIBHO He 3anpeLleHo
npe/blAyLmMMm npasmiamm.
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11.1.4 MNpotokon iBGP

in/ Monutuka Nno ymosiyaHuio
out

Import MonyyeHve mapLupyTHOIA
MHGOpMaLMK HE OrPaHNYEHO

Export AHOHCUpylOTCS BCe
MapLUpyThl, nonaswwue B RIB
no npotokosny BGP

11.1.5 MNportokon eBGP

in/ Monutuka Nno ymosiyaHuio
out

Import TMonyyeHne mapLipyTHO
MHd)opMaUnn He orpaHNYeHo

Cnoco6bl
AHOHCUpOBaHUA

Network,
Redistribute

Cnoco6bl
AHOHCUpOBaHuA

Network,
Redistribute

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

CnocoGbl hunbTpaymm

Route-map — nocnegHee
(HesiBHOE) NpaBwno 3anpeluaer
BCe, YTO SIBHO HE paspeLLeHo
npeabIayLW1MMmn npasuiamu.

Prefix-list — nocnegHee (HesiBHOE)
npaBw/Io 3anpeLLaeT BCe, YTO
SIBHO He paspeLueHo
npeablayLmmy npasuiamu.

Route-map — nocnegHee
(HesBHOE) NpaBWIo 3anpeLllaer
BCE, UTO SIBHO HE paspeLLeHO
npeablayLmMmy npaBuiamu.

Prefix-list — nocnegHee (HesiBHOE)
npasunsio 3anpeLlaeT BCe, YTO
SIBHO He paspeLLeHo
npeablayLLmMMy npasuiamu.

Cnoco6bl chunsTpauum

Route-map — nocnegHee
(HesBHOE) NpaBWIo 3anpellaet
BCE, UTO SIBHO He paspeLLeHo
npeablayLmMmy npasuiamu.

Prefix-list — nocnegHee (HesiBHOE)
NpaBwIo 3anpeLLaeT BCe, YTO
SIBHO HE paspeLleHo
npe/blAyLmMMm npasmiamm.

YpoBHU
npUMeHeHus
NOINTUK
chuneTpayun

address-family,
peer-group,
neighbor

YpoBHU
npuMeHeHus
NoONTUK
cunerpauun

address-family,
peer-group,
neighbor
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

in/ Monutuka Nno ymosyaHuio Cnoco06bl Cnoco6bI hunbTpaymm YpoBHuU
out AHOHCUpOBaHUA npuMeHeHus
NoSINTUK
chunsTpauun
Export AHOHCUpOBaHMe MapLIpyTOB Route-map — nocnegHee
3anpeLeHo 0 NPUMEHEHUS (HesiBHOE) NpaBusIo 3anpeLlaeT
paspeLuatoLLero route-map BCE, YTO SIBHO HE paspeLleHo
nnu prefix-list npeablayLwmMy npasmuiamu.

Prefix-list — nocnegHee (HesiBHOE)
MpaBwIo 3anpeLLaeT BCe, YTo
SIBHO HE paspeLleHo
npefblAyLWmMMm npasmiamm.

11.2 KoHdurypmnpoBaHume ctaTuueCKUxX MapLUpyToB

CraTnyeckas MapLipyTM3aumus — B MapLUpyTU3aLmm, Npu KOTOPOM MapLUpYThl YKa3blBalOTCS B IBHOM BUAe
npy KoHUrypauum mapLupytusaropa 6e3 ncnonb3oBaHus NPOTOKO/I0B AVHAMUYECKOW MapLUpyTU3aLmn.

11.2.1 ANroput™M HacTpOIiKu

[06aBnNTb CTaTMYECKNA MapLUPyT BO3MOXHO KOMaH/0l B peXume rn1o6anbHO KoHGurypauuu:

esr(config)# ip route [ vrf <VRF>] <SUBNET> { <NEXTHOP> | interface <IF> | tunnel <TUN> | wan load-
balance rule <RULE> [<METRIC>] | blackhole | unreachable | prohibit } [ <METRIC>] [ track <TRACK-ID> ]
[bfd]

+ <VRF> - nms ak3emnnspa VRF, 3agaetcs ctpokoit Ao 31 cumsona;

+ <SUBNET> - agpec Ha3HauyeHus, MOXET ObITb 3a4aH B criefyoLwemM dpopmare:

« AAA.BBB.CCC.DDD - IP-agpec x0cCTa, rae kaxaas 4acTb NpuHUMaeT 3HaueHus [0..255];
+ AAA.BBB.CCC.DDD/NN - IP-agpec nogceTtu ¢ Mackoi B Buge npecmkca, rae AAA-DDD
npuHUMatoT 3HaueHus [0..255] u NN npuHumaeT 3Hauexms [1..32].

+ <NEXTHOP> - IP-agpec wnto3a 3agaétca B suae AAA.BBB.CCC.DDD, rae kaxpas yacTb npuHMMaeT
3HaueHus [0..255];

+ <IF> - ums IP-uHTepdheiica, 3apaétcsa B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsfok MMeHoBaHns
NHTEPIECOB MapLLPYTU3aTOPa;

+ <TUN> - nms TyHHens, 3agaéTcs B BUAe, ONUCaHHOM B pasgene Turbi 1 Nopsaok MMEeHOBaHUs TYHHeNel
MapLupyTM3arTopa;

+ <RULE> — Homep npaBuna wan, 3aaaétcs B gnanasoHe [1..50];

+ blackhole — npu ykazaHun komaHAbl NakeTbl 40 AaHHOW NoAceTn 6yayT yaansATbCa yCTPoOMNCTBOM 6e3
OTNpaBky YBEAOM/IEHWUIA OTMPAaBUTESIO;

+ unreachable — npu ykazaHum KomaHpbl NakeTbl 40 AAaHHOM NoAceTV ByayT yAaNaTbCA YCTPOCTBOM,
oTnpasuTens nonyunt B oTBeT ICMP Destination unreachable (Host unreachable, code 1);

+ prohibit — npn ykasaHum komaHapl NakeTbl 40 AaHHOW noaceTn ByayT yoansiTbCs YCTPOMNCTBOM,
oTnpasuTens nonyunt B oTBeT ICMP Destination unreachable (Communication administratively
prohibited, code 13);

*+ bfd — npu ykazaHum gaHHOro koya aKTMBMPYETCS yAasleHe CTaTMyeckoro MapLupyTa B ciy4vae
HegocTynHocTh next-hop.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

[ns no6aBneHns ctatuyeckoro IPv6-mapLipyTa K ykaszaHHol NoACeTH NCNob3yeTcsl KoMaHaa:

ipv6 route [ vrf <VRF>] <SUBNET> { <NEXTHOP> [ resolve ] | interface <IF> | wan load-balance rule <RULE>
| blackhole | unreachable | prohibit } [ <METRIC>] [ bfd ]

+ <VRF> - nwms aksemnnspa VRF, 3agaetcs ctpokoit Ao 31 cumona;
+ <SUBNET> - agpec Ha3zHauyeHus, MOXET ObITb 3aaH B C/iefyoLmx Bugax:
¢ XXXiX:X — IPvb-agpec XocTa, rae Kaxgas yactb NpUHUMAaEeT 3HaYeHWs B LecTHauarepuyHom
dopmare [0..FFFF];
« X:X:X:X::X/EE — IPv6-agpec noaceTu ¢ Mmackoi B Buae npedukca, rae kaxaas yactb X npuHMmaet
3HauYeHus B LecTHaguaTepuuyHom dpopmarte [0..FFFF] n EE npuHumMaeT 3HaueHus [1..128].

+ <NEXTHOP> — IPv6-agpec wnto3a, 3agaétca B Buae X:X:X:X::X, rae kaxgasa yactb NpUHUMaET 3Ha4YeHus
B LWecTHaguaTepuyHom doopmarte [0..FFFF];

* resolve — npu ykasaHum gaHHoro napametpa IPv6-agpec wo3a 6yaet pekypCcrMBHO BbIYMC/IEH Yepes
Tabmuy MapLupyTusauun. Ecnv npn pekypcrBHOM BbIYUCNIEHWUN HE YAACTCA HANTU LW/KO3 U3 HANpPAMYHO
NOAKMOYEHHOW NOACETU, TO AAHHbIV MapLUPYT He ByAeT YCTaHOB/IEH B CUCTEMY;

+ <IF> - nms IP-uHTepdeiica, 3agaétca B BUAE, ONUCAHHOM B pasgene Turbl 1 Nopsai0K MeHoBaH A
NHTepelicoB MapLLpyTU3aTopa,;

+ blackhole — npu ykasaHum komaHapbl NakeTbl 4O AaHHOW noaceTun ByayT yaansaTbCs yCTPocTBOM 6e3
OTNpaBKy YBEAOM/IEHWUI OTNPaBUTENIO;

+ unreachable — npu ykazaHuvn komaHabl NakeTbl 40 AAHHON NoaceTn 6yayT yaanAaTbCA YCTPONCTBOM,
oTnpasuTenb nonyunt B oTBeT ICMP Destination unreachable (Host unreachable, code 1);

+ prohibit — npn ykasaHum komaHapl NakeTbl 4O AaHHOW noAceTn 6yayT yaansiTbCsa YCTPOMNCTBOM,
oTnpasuTenb nonyunt B oTBeT ICMP Destination unreachable (Communication administratively
prohibited, code 13);

+ [METRIC] — meTpuka MapLupyTa, npuHuMaeT 3HadeHust [0..255].

*+ bfd — npu ykazaHum gaHHOro ktoya aKTMBMPYETCS yaasleHe cTaTMyeckoro MapLupyTa B ciy4yae
HefoCTynHOCTK next-hop.

11.2.2 Mpumep HACTPOWKN CTAaTUHECKMX MapLLUPYyTOB

3apgava:

HacTtpoutb goctyn k cetu Internet ansa nonb3oBarenen nokasnbHbix ceteii 192.168.1.0/24 n 10.0.0.0/8,
NCNosb3ysa cTatnyeckyto mapLupytusaumio. Ha yctporictee R1 co3gath W3 gn1a goctyna kK cetu Internet.
Tpadvk BHYTpY I0Ka/TIbHOW CETU LO/MKEH MapLUpyTU3npoBaTbcs BHYTPU 30HbI LAN, Tpadink 13 cetu Internet
[O/MKEH OTHOCUTbLCA K 30He WAN.

R1 R2
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

PelwweHue:

3agagym nms ycTpoicTea 419 maplipytmsartopa R1:

esr# hostname R1

Onsa naTtepdpeiica gi1/0/1 ykaxem agpec 192.168.1.1/24 v 30Hy «LAN». Yepes gaHHbIli nHTepdeiic R1 6yaet
noaktoyeH K cetn 192.168.1.0/24:

esr(config)# interface gil/0/1
esr(config-if-gi)# security-zone LAN
esr(config-if-gi)# ip address 192.168.1.1/24
esr(config-if-gi)# exit

[na nHtepdperica gi1/0/2 ykaxem agpec 192.168.100.1/30 n 30Hy «LAN». Uepes gaHHbI nHTepdenc R1
6yaeT NoAKIYEH K YCTPOCTBY R2 Ans nocnegyoLleli MapLupyTusauum Tpaduka:

esr(config)# interface gil/0/2
esr(config-if-gi)# security-zone LAN
esr(config-if-gi)# ip address 192.168.100.1/30
esr(config-if-gi)# exit

[ns nHtepdpeiica gi1/0/3 ykaxxem agpec 128.107.1.2/30 n 30Hy «WAN». Uepe3 aaHHbIl UHTepdpeiic R1 6yaet
noak4eH K cetn Internet:

esr(config)# interface gil/0/3
esr(config-if-gi)# security-zone WAN
esr(config-if-gi)# ip address 128.107.1.2/30
esr(config-if-gi)# exit

Cosgaamm mapupyT ansa Blanmogeinctaums ¢ cetbto 10.0.0.0/8, ncnonb3ys B Ka4ecTBe LW/K03a yCTPoncTeo R2
(192.168.100.2):

esr(config)# ip route 10.0.0.0/8 192.168.100.2

Co3gaaym MapLupyT A5s B3aMMOAeicTBus ¢ ceTbio Internet, ncnonb3ys B kauecTse nexthop wnio3
nposaiigepa (128.107.1.1):

esr(config)# ip route 0.0.0.0/0 128.107.1.1

3agagym nms ycTpoicTea 419 mapLlipytmsartopa R2:

esr# hostname R2

248



ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Onsa naTtepdpeiica gi1/0/1 ykaxem agpec 10.0.0.1/8 n 30Hy «LAN». YUepe3 aaHHbIi nHTepdelic R2 6yaert
nogkntoyeH K cetn 10.0.0.0/8:

esr(config)# interface gil/0/1
esr(config-if-gi)# security-zone LAN
esr(config-if-gi)# ip address 10.0.0.1/8
esr(config-if-gi)# exit

[na nHtepdpetica gi1/0/2 ykaxem agpec 192.168.100.2/30 n 30Hy «LAN». Yepe3 gaHHbIn uHTEepgeinc R2
6yaeT NoAKIYEH K ycTpoiicTBy R1 ans nocnegyoLleli MmapLupyTusauum Tpaduka:

esr(config)# interface gil/0/2
esr(config-if-gi)# security-zone LAN
esr(config-if-gi)# ip address 192.168.100.2/30
esr(config-if-gi)# exit

Cos3gaavm MapLupyT nNo yMoyaHuio, ykasas B kadecTse nexthop IP-agpec nHtepdeiica gi1/0/2
mapLupytusatopa R1 (192.168.100.1):

esr(config)# ip route 0.0.0.0/0 192.168.100.1

MpoBepuTb TabnMLy MapLpyTOB MOXHO KOMaHAO:

esr# show 1ip route

11.3 Hacrtpoiika RIP

RIP — AncTaHUMOHHO-BEKTOPHbIV NPOTOKO AHAMUYECKOW MapLUpyTu3aLlmnmn, KOTOPbIA NCNONb3yeT KOSIMYEeCTBO
TPaH3UTHBIX YH4ACTKOB B KaUeCcTBe MeTPUKN MapLupyTa. MakcuMasibHOe KOMIMYECTBO TPaH3UTHbIX Y4acTKOB
(hop), paspelueHnHoe B RIP, paBHo 15. Kaxablii RIP-mapLupyT3atop no yMon4aHuio BeLaeT B CETb CBOK
nosHyo Tabnuuy Mmaplpytusauun oguH pas B 30 cekyHa. RIP pab6oTaet Ha 3-M ypoBHe cteka TCP/IP,
ncnonb3dya UDP-nopt 520.

11.3.1 ANropuTm HaCTPOIKMN

War OnucaHue KomaHpga Knoun

1 HacTponTb npuoputeTHOCTbL NpoTokona — esr(config)# ip protocols rip <VALUE> - npnopuTeTHOCTb
RIP-mapLipyT1saumm gisi OCHOBHOWA preference <VALUE> NnpoToKona, NpuHUMaeT
TabMULbI MapLpyTusauum (He 3HaueHus B AvanasoHe [1..255].
0653aTe/bHO).

3Ha4veHune no ymosnyaHuio: RIP
(100).
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LWar

5

OonucaHue

HacTtpouTb emkocTb Tabnuy,
MapLupyTusaumm npotokona RIP (He
06513aTe/bHO).

Cospgatb cnucku IP-noaceTei, kKoTopble
B Aa/ibHElLLEM GyayT UCMO/Ib30BaThCS

ANnsa hmnsTpauumn aHoHCUpPYEMBbIX U
nonyyaemsbix |P-mapLipyTos.

PaspelunTb (permit) unm sanpetuTb
(deny) cnncku npedukcos.

MepeiTn B peXnm HaCTPOKM
napametpos RIP-npouecca.

Bkntountb RIP-npoTokon.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config)# ip protocols rip max-
routes <VALUE>

esr(config)# ip prefix-list <NAME>

esr(config-pl)# permit {object-
group <OBJ-GROUP-NETWORK-
NAME > <ADDR/LEN> | <IPV6-
ADDR/LEN> } [{ eq <LEN> | le
<LEN> | ge <LEN> [ le <LEN>]}]

esr(config-pl)# deny {object-group
<0BJ-GROUP-NETWORK-NAME>
<ADDR/LEN> | <IPV6-ADDR/LEN> }
[{ eq <LEN> | le <LEN> | ge <LEN>
[le <LEN>]}

esr(config)# router rip

esr(config-rip)#

esr(config-rip)# enable

Knoun

<VALUE> - konunyectso
MapLupyTos npoTtokona RIP B
MapLLpYyTHOIT Tabnuue,
NPUHUMAET 3HAYEHUS B
JvanasoHe [1..10000];
3HayeHve no yMosi4aHuio:

10000.

<NAME> - nwms
KOHQIUIYpMPYEMOrO Crincka
noAceTeit, 3aaéTcsl CTPOKOIA
0o 31 cumBona.

<OBJ-GROUP-NETWORK-
NAME> - umsa npocomns IP
-ajpecos, 3aaéTcA CTPOKOM
0o 31 cumBona;

<LEN> - nnvHa npedoukca,
NpUHUMaET 3HadeHuns [1..32] B
IP-cnuckax npedukcos;

* eq — Nnpu yKkasaHuu
KOMaHAbl AMHa
npedmkca AomKHa
COOTBETCTBOBATb
yKasaHHOI%;

+ le — npu ykazaHum
KOMaHabl ANnHa
npedmkca AomKHa 6bITb
MeHbLUe NIM60
COOTBETCTBOBATb
yKasaHHOI%;

* ge — Mpu yKasaHuu
KOMaHabl ANnHa
npedmkca AomKHa 6bITb
60/bLUe 60
COOTBETCTBOBATb
yKasaHHOi%;

+ default - route -
gnnsTpaums mapLupyTa
Mo YMOJTYaHNI0.
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10

11

12

OonucaHue

OnpepennTb anroputm
ayTeHTucmkauum npotokona RIP (He
06513aTe/bHO).

YcTtaHoBWUTL Naposib Ans
ayTeHTUdMKaLmm ¢ coceom (He
0653aTe/bHO).

Onpefenutb CNUCOK Naponei ans
ayTeHTUchMKaLuM Yepes airoputm
xewmpoBaHus md5 (He 06513aTesnbLHO).

BbIKNOUMTbL aHOHCKPOBaHWE
MapLUPyTOB Ha nHTepdeicax/
TyHHensx/bridge, rae aTo He HyXHo (He
06513aTe/bHO).

YCTaHOBWTb BPEMEHHOI UHTEPBAUI, MO
CTEYEHUN KOTOPOTo NPOM3BOANTCS
aHoHcupoBaHue (He 065a3aTeflbHO).

YCTaHOBWTb BPEMEHHOW UHTEPBAS
KOPPEKTHOCTU MapLLpPyTHOI 3anucu 6e3
06HOBMEeHMs (He 06513aTe/bHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-rip)# authentication
algorithm { cleartext | md5 }

esr(config-rip)# authentication key

ascii-text { <CLEAR-TEXT> |
encrypted <ENCRYPTED-TEXT> }

esr(config-rip)# authentication
key-chain <KEYCHAIN>

esr(config-rip)# passive-interface

{<IF>| <TUN>}

esr(config-rip)# timers update
<TIME>

esr(config-rip)# timers invalid
<TIME>

Knoun

+ cleartext — naposns,
nepesaeTcs OTKPbITbIM
TEKCTOM;

+ md5 - naponb
Xewpyercs no
anroputmy md>.

<CLEAR-TEXT> — naporsb,
3agaéTcsa cTpokoi oT 8 o 16
CUMBOJIOB;

<ENCRYPTED-TEXT> -
3aluntbpoBaHHbIi Naposb
pasmepowm oT 8 6anT o 16
6ainT (ot 16 g0 32 CMBOJIOB) B
LecTHaauaTepuyHoM dpopmare
(OXYYYY...) nm (YYYY...).

<KEYCHAIN> -
NAeHTUgMKaTOp cnucka
Knouen, 3afaétca CTPoKoi Ao
16 cmBo/IOB.

<IF> — nHTepgoeiic n
naeHTudmkaTop;

<TUN> — umsa 1 Homep
TYHHEnNs.

<TIME> - BpeMsa B cekyHpax,
NPUHUMAET 3HaYeHNs
[12..65535].

3Ha4veHune no ymonyaHuto: 180
CeKyHA,

<TIME> — BpemsA B CEKyHAax,
NPUHUMAET 3HaYeHus
[12..65535].

3HaueHue no ymonyaHuio: 180
CeKyHa.
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13

14

15

16

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

OnucaHue KomaHpa

esr(config-rip)# timers flush
<TIME>

YCTaHOBUTb BPEMEHHOW MHTepBarl, No
NCTEYEHIM KOTOPOro NPOV3BOANTLCS
yaaneHve maplipyta (He 06s13aTesibHO).

esr(config-rip)# network <ADDR/
LEN>

Bknountb aHOHCMnpoBaHne I'IO,EI,CETGVI.

esr(config-rip)# prefix-list
<PREFIX-LIST-NAME> {in | out }

[ob6aBuTb hnnbTpaumo noaceteli BO
BXOAALLMX NN UCXOASALLMX
06HOBNEHUSIX (He 06s3aTeNbHO).

esr(config-rip)# redistribute static
[ route-map <NAME> ]

BKOUNTb aHOHCMPOBaHMe MapLUIpPYTOB,
Moy4YeHHbIX aNbTepHaTUBHbLIM
Cnoco6oM (He 06s13aTeslbHO).

esr(config-rip)# redistribute
connected [ route-map <NAME> |

Knoun

<TIME> — BpemsA B CEKyHAaXx,
NPUHUMAET 3HaYeHNs
[12..65535].

Mpn ycTaHOBKe 3Ha4YeHNs
HY)XHO y4uTbIBaTb CnegytoLiee
npasuno: «timersinvalid + 60»

3HaueHue no ymonyaHuio: 240
CeKyHA,

<ADDR/LEN> — afpec noacetu,
yKasblBaeTCs B criefytoLemM
thopmarte:

AAA.BBB.CCC.DDD/EE - IP-
aZpec NoACceTy ¢ Mackoii B
thopme npecpukca, rae AAA-
DDD npuHumatoT 3HayeHus
[0..255] v EE npuHumaeT
3HayeHus [1..32].

<PREFIX-LIST-NAME> — nwms
CKOHChMIypmypoBaHHOIo Crnncka
noaceTei, 3a4aéTcsl CTPOKOIA
0o 31 cumBorna.

* in — counbrpayus
BXOAALLUMX MapLUPYTOB;

+ out — mnsTpauma
aHOHCUpyeMbIX
MapLUpyTOB.

<NAME> — umsi MapLupyTHOI
KapTbl, KOTOpasa byaet
1Cnonb30BaTbCs 4/
dunbTpaumnn n mogmndmkaummn
AHOHCHpPYEMbIX CTaTUYeCKNX
MapLUPYyTOB, 3a4aETCS CTPOKOIA
0o 31 cumBona.

<NAME> - nmsi MmapLupyTHoOW
KapTbl, KOTOpas byget
1cnosib30BaThCA A5
dmnnsTpaunm n mogudunkalmm
aHOHCUpYEeMbIX HanpPsiMyLo
MOAK/THOYEHHbIX NOACETEN,
3agaétcsa cTpokoi ao 31
cumBONa.
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17

OonucaHue

MNepeliT B peXNM KOH(UTYPUpPOBaHs
nHTepcpeiica/TyHHens/ceTeBoro mocTa.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-rip)# redistribute ospf
<ID><ROUTE-TYPE> [ route-map
<NAME> ]

esr(config-rip)# redistribute bgp
<AS> [ route-map <NAME> ]

esr(config)# interface <IF-
TYPE><IF-NUM>

Knoun

<ID> — HOMep npouecca, MOXeT
NPUHMMAaTb 3Ha4YeHne
[1..65535];

<ROUTE-TYPE> - T1n
MapLupyTa:

+ intra - area -
aHOHCUpoBaHNe
mappytos OSPF-
npouecca B npegenax
30HbI;

+ inter - area -
aHOHCcUpoBaHVe
mMapLpytoB OSPF-
npouecca mexay
30HamMu;

+ external 1 -
aHOHCUpoBaHVe
BHELLIHUX MapLUpPYTOB
OSPF-chopmata 1;

+ external 2 -
aHOHCKpOBaHue
BHELLHUX MapLUpPyTOB
OSPF-chopmata 2;

<NAME> — umsi MapLupyTHOI
KapTbl, KOTOpas byaet
MCNonb30BaTbCs 4/1A
domneTpaunmn n mogndmkaumnn
aHoHcupyeMbix OSPF-
MapLUPYyTOB, 3a4aETCS CTPOKOIA
no 31 cumona.

<AS> — HOMEp aBTOHOMHOIA
CUCTEMbI, MOXET MPUHUMATb
3HaueHun [1..4294967295];

<NAME> — umsi MapLupyTHOI
KapTbl, kKoTopas byaet
1cnosb3oBaTbCcs A1
duneTpauun n mogundukauum
aHoHcupyeMbix BGP-
MapLUpPYTOB, 3a4aETCS CTPOKOIA
0o 31 cumona.

<IF-TYPE> T”n nHTepdelica;

<IF-NUM> — F/S/P - F-thpelim
(1), S - cnort (0), P - noprt.
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20

21

OonucaHue

YcTtaHoBUTb BENMUNHY MeTpuku RIP-
MapLIpyTOB Ha UHTepdelice (He
0653aTe/bLHO).

YCTaHOBUTb PEXMM aHOHCUPOBAaHWS
MapLipyToB no npotokony RIP (He
06513aTe/bHO).

3apatb IP-agpec cocena ans
YCTaHOB/IEHMSA OTHOLLEHMS B unicast-
pexume aHOHCUPOBaHMA MapLLpPyTOB
(He o6si3aTeNbHO).

BK/OUMTL CyMMapu3aLmio nogcereit
(He o6s13aTENbHO).

KomaHpa

esr(config)# tunnel <TUN-
TYPE><TUN-NUM>

esr(config)# bridge <BR-NUM>

esr(config-if-gi)# ip rip metric
<VALUE>

esr(config-if-gi)# ip rip mode
<MODE>

esr(config-if-gi)# ip rip neighbor

<ADDR>

esr(config-if-gi)# ip rip summary-

address <ADDR/LEN>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<TUN-TYPE> Tn TyHHens;

<TUN-NUM> Homep TyHHens.

<BR-NUM> — Homep bridge.

<VALUE> — BenimunHa MeTpuky,
3a4aéTcsa B pasmepe
[0..32767].

3HaueHne Nno yMonyaHuio: 5.

<MODE> - pexum
aHOHCHPOBaHUA MapLUPYTOB:

+ multicast — mapwpyThbl
aHOHCMPYIOTCSA B
MHOroaZpecHoM
pexvime;

+ broadcast — mapLpyThbI
aHOHCUpYLOTCA B
LUIMPOKOBELLATENbHOM
pexvime;

* unicast — mapLUpyThl
aHOHCMPYHOTCSA B
unicast-pexumve
cocesam.

3HayeHne No yMon4YaHuio:
multicast.

<ADDR> - IP-agpec, 3agaéTtcs
B Buae AAA.BBB.CCC.DDD, rge
Kaxgas 4acTb NPUHUMaET
3HayeHus [0..255].

<ADDR/LEN> - IP-agpec un
Macka noaceTy, 3afaétcsa B
Bnae AAA.BBB.CCC.DDD/EE,
roe kaxxgasi yacte AAA — DDD
NpUHUMaEeT 3HadeHuns [0..255] n
EE npvHumaeT 3HaueHus
[1..32].
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11.3.2 Mpumep HacTpoiiku RIP

3apgava:

HacTpouTb Ha maplipyTusarope npoTtokon RIP ans obmeHa mapLupyTHOR nHdopMauueii ¢ cocegHumm
MapLupyTmsaTtopamu. MapLupyTusaTop A0/DKEH aHOHCMPOBATb CTaTUYeCKMe MapLIpyThbl 1 NOACETU
115.0.0.0/24,14.0.0.0/24, 10.0.0.0/24. AHOHCMpOBaHNe MapLUPYTOB AO/HKHO NPOUCXOANTL Kaxable 25 cekyHA,

Router T

Router

R2

PelweHune:

MpeaBapuTenbHO HY)KHO HAacTpouTb IP-agpeca Ha MHTepdieiicax Cor/lacHO CXeEMe CETY, MPUBEAEHHON Ha
PUCYHKeE.

Mepengém B pexmm KoHUrypmposaHmsa npoTtokona RIP:

esr(config)# router rip

YKakem noAceTu, KoTopble 6yayT aHoHcupoBaTtbes npoTtokosiom: 115.0.0.0/24, 14.0.0.0/24 1 10.0.0.0/24:

esr(config-rip)# network 115.0.0.0/24
esr(config-rip)# network 14.0.0.0/24
esr(config-rip)# network 10.0.0.0/24

[na aHOHCMPOBaHNA NPOTOKOJ/IOM CTATUYECKUX MapLUPYTOB BbIMO/IHUM KOMaHA4y:

esr(config-rip)# redistribute static

HacTpownm Taiimep, oTBevaloLii 3a 0TNPaBKy MapLUPYyTHO MHAOPMaLMK:

esr(config-rip)# timers update 25

Mocne ycTaHOBKM BCeX TpebyeMbix HACTPOEK BK/ToYaeM NPOTOKO:

esr(config-rip)# enable
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[lna Toro 4To6bl NPOCMOTPETL TabNMLYy MapwpyToB RIP, Bocnosib3yemcsi KOMaHa0iA:

esr# show ip rip

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

& TMomumo HacTpoliku npotokona RIP, Heo6xoaumo B firewall paspewnts UDP-nopt 520.

11.4 Hactpoiika OSPF

OSPF — NpoTOKON AMHAMWYECKOI MapLLPYTU3aL, OCHOBaHHbIV Ha TEXHOMOTN OTCNIEXMBAHUS COCTOSIHUS
kaHana (link-state technology) 1 ucnonb3yoLWA AN HAXOXAEHUSA KpaTyaiiLLero Nyt anroputM AeikcTpsi.

11.4.1 ANropuTM HacTpOIiKn

LWar OnucaHue

1 HacTpouTb NPUOPMTETHOCTL NPOTOKONA
OSPF-mapuwpyT1saumm ans 0CHOBHOW
TabnMupbl MapLpyTusaumn (He
0653aTe/bHO).

2 HacTpouTb eMKOCTb Tabnu,
MapLupyTusaumu npotokona OSPF (He
0653aTe/bHO).

Komanpga
esr(config)# ip protocols ospf

preference <VALUE>

esr(config-vrf)# ip protocols ospf
preference <VALUE>

esr(config)# ip protocols ospf max-
routes <VALUE>

esr(config)# ipv6 protocols ospf
max-routes <VALUE>

Knoun

<VALUE> - npnopuTteTHOCTb
npoTokona, NpuHMMaeT
3Ha4YeHWs B guanasoHe
[1..255].

3HaueHve no ymonyaxuto: 150.

<VALUE> - konuuyecTtso
MapLipyTos npotokona OSPF B
MapLUpyTHOI Tabnuue,
NPUHMMAET 3HAYEHUS B
AnanasoHe:

< ans

ESR-1000/1200/1500
/1511/1700/3100 -
[1..500000];

+ ana ESR-20/21/100/200

- [1..300000];

 ana ESR-10/12V(F)/

14VF - [1..30000]

3HaueHve nNo ymonyaHuo s
rnobasbHOro pexnma:

.« ans

ESR-1000/1200/1500
/1511/1700/3100 -
(500000);

+ ana ESR-20/21/100/200

~ (300000);

« ansi ESR-10/12V(F)/

14VF - (30000).

3HaueHne no ymonyaHuto ass
VRF: 0.
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OonucaHue

BkntounTb BbIBOA, UHhOpMaLn O
COCTOSIHMM OTHOLLEHWI € coceaamun ans
npoTokona MapLpytusauum OSPF (He
0653aTe/bHO).

Cospatb cnvcku IP-noaceTeit, koTopble
B JanbHeliluem 6yayT Ncnonb30BaTbCcs
ANnsa hyunsTpauumn aHoOHCUpPYEMbIX U
nonyyaemsbix IP-mapLupyToB (He
0653aTe/bHO).

PaspewnTb (permit) nav 3anpetutb
(deny) cnucku npedukcos (He
06513aTe/bHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpga

esr(config)# router ospf log-
adjacency-changes

esr(config)# ipv6 router ospf log-
adjacency-changes

esr(config)# ip prefix-list <NAME>

esr(config)# ipv6 prefix-list
<NAME>

esr(config-pl)# permit [ { object-
group <OBJ-GROUP-NETWORK-
NAME> | <ADDR/LEN> | <IPV6-
ADDR/LEN>}][{ eq <LEN> | le
<LEN> | ge <LEN> [ le <LEN>]}]

esr(config-pl)# deny [ { object-
group <OBJ-GROUP-NETWORK-
NAME> | <ADDR/LEN > | <IPV6-
ADDR/LEN> } | [{ eq <LEN> | le
<LEN> | ge <LEN> [ le <LEN>] }]

Knoun

<NAME> - nwms
KOHQIUIYpMpYyEMOro Crnncka
nogceTeli, 3agaéTcs CTPoKoi
0o 31 cumBona.

<OBJ-GROUP-NETWORK-
NAME> — nwvs npodmns IPv4/
IPv6 -agpecos, 3agaértca
cTpokoit go 31 cnmBona;

<ADDR> - IP-agpec, 3agaéTtcs
B Buae AAA.BBB.CCC.DDD, rae
Kaxkaasi yacTb NMpUHMMaET
3HaueHus [0..255];

<LEN> - gnvHa npedwmkca,
npuHUMaeT 3HaueHus [1..32] B
IP-cnivckax npedukcos;

* eq — Mpu ykasaHum
KOMaHabl AMHa
npedikca fomkKHa
COOTBETCTBOBATb
yKa3aHHoi;

+ le — npn ykazaHum
KOMaHAbl AMHa
npedukca AomkHa 6bITb
MeHbLUe /6o
COOTBETCTBOBATb
yKa3aHHoi;

*+ ge — Npu yKazaHuu
KOMaHAbl AMHa
npedukca Ao/mkHa 6bITb
60/bLUe SIM60
COOTBETCTBOBATb
yKa3aHHOMA.
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10

11

OonucaHue

[o6aeuTtb OSPF-npouecc B cuctemy u
OCYLLLECTBUTb NMEPEXOL B PEXNM
HacTpoiiku napameTpoB OSPF-
npouecca.

YcTaHoBUTb naeHTudmkaTop
MapLupyTusaTopa gnsa gaHHoro OSPF-
npovecca.

OnpenenuTb NPUOPUTETHOCTb
mapLipyToB npotecca OSPF (He
06513aTe/bHO).

OnpeaennTb MakcuMasibHoe
KO/IMYECTBO PaBHO3HAYHbIX MapLUPYTOB
[0 uenu (He 06sa3aTesbHO).

Bkntountb coBmectumocTb ¢ RFC 1583
(He o6si3aTeNbHO).

[o6aBnTb hunsTpauuo noaceTein Bo
BXOZALLMX NN UCXOAALLMX
06HOBNEHNSAX (HE 06s13aTesIbHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpga
esr(config)# router ospf <ID> [vrf

<VRF>]

esr(config)# ipv6 router ospf <ID>
[vrf <VRF>]

esr(config-ospf)# router-id <ID>

esr(config-ipv6-ospf)# router-id
<ID>

esr(config-ospf)# preference
<VALUE>

esr(config-ipv6-ospf)# preference
<VALUE>

esr(config-ospf)# maximum-path
<PATHS>

esr(config-ipv6-ospf)# maximum-
path <PATHS>

esr(config-ospf)# compatible
rfc1583

esr(config-ipv6-ospf)# compatible
rfc1583

esr(config-ospf)# prefix-list
<PREFIX-LIST-NAME> {in | out }

esr(config-ipv6-ospf)# prefix-list
<PREFIX-LIST-NAME> { in | out }

Knoun

<ID> - HOMep aBTOHOMHOIA
CuUCTEMbI npoLiecca, NpUHMMaeT
3HaueHus [1..65535]

<VRF> - nwmsa akzemnnspa VRF,
3a4aeTcs CTpoKoi ao 31
CMMBO/1a, B paMKax KOToporo
6ynet paboTarb NPOTOKON
MapLupyTU3aLun.

<ID> - ngeHTudpmkarop
MapLupyTnsaTopa, 3aaéTca B
Bnae AAA.BBB.CCC.DDD, rge
Kaxkfas 4yacTb NpUHUMaeT
3HayeHus [0..255].

<VALUE> - npnopuTteTHOCTb
MapLupyToB npouecca OSPF,
NPVHUMAET 3HAYEHNS B
ananasoHe [1..255].

<PATHS> - konn4yecTBO
pPaBHOLIEHHbIX MapLLpPyTOB A0
uenu, NpUHUMAaET 3HavYeHus B
AnanasoHe [1..32].

3HayeHue Mo ymonyaHuio: 16.

<PREFIX-LIST-NAME> — nms
CKOH(pMrypmrpoBaHHOIo cnncka
nopceTel, 3a4aéTca CTPOKONA
no 31 cumBona.

* in — uneTpaums
BXOSALLMX MapLUpyTOB;

+ out — duneTpayma
aHOHCUpyeMbIX
MapLUpPYTOB.
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12

13

14

OonucaHue

BK/10UNTb aHOHCUPOBaHME MapLLpPYTOB,

MOJyYeHHbIX a/lbTEePHATUBHbIM
cnoco6om (He 06s13aTeNnbHO).

Aktnsmposatb OSPF-npouecc.

Cospgatb OSPF-06nacTb 1 nepeintn B
pexvM KoOH(UrypmpoBaHusi ob6nacTu.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpga

esr(config-ospf)# redistribute
static [ route-map <NAME> ]

esr(config-ipv6-ospf)# redistribute

static [ route-map <NAME> ]

esr(config-ospf)# redistribute
connected [ route-map <NAME> |

esr(config-ipv6-ospf)# redistribute
connected [ route-map <NAME> ]

esr(config-ospf)# redistribute rip
[ route-map <NAME> ]

esr(config-ospf)# redistribute bgp
<AS> [ route-map <NAME> ]

esr(config-ipv6-ospf)# redistribute
bgp <AS> [ route-map <NAME> |

esr(config-ospf)# enable

esr(config-ipv6-ospf)# enable

esr(config-ospf)# area <AREA_ID>

esr(config-ipv6-ospf)# area
<AREA_ID>

Knoun

<NAME> — umsi MapLUpyTHOIA
KapThbl, KOTOpas byaet
NCMoMb30BaThCA AN
douneTpaunn nu moamndukauum
aHOHCUPYEeMbIX CTaTUYECKNX
MapLUpPYTOB, 3a4aETCS1 CTPOKOA
[0 31 cumona.

<NAME> - nms mapLupyTHOii
KapTbl, KOTOpas byaet
MCMnonb30BaThbCA AN
GouneTpaumn n mogndmkauun
aHOHCHpYEeMbIX HanpsiMyto
NOAK/HOUEHHbIX MOACETEN,
3apaéTca cTpokoit o 31
cMmBONa.

<NAME> - nms mapLupyTHOii
KapTbl, KOTOpas byaet
MCnonb30BaTbCs AN
dmnsTpaunm n mogudukaumm
aHoHcupyembix RIP-
MapLUpyTOB, 3a4aETCS CTPOKOIA
0o 31 cumBona.

<AS> — HOMep aBTOHOMHOIA
CUCTEMbI, MOXET NMPUHUMATH
3HaueHusa [1..4294967295];

<NAME> - nms mapLupyTHOii
KapThbl, KOTOpasa éyaet
MCcnonb3oBaTbCsa AN
GounbsTpaumn n mogudmkaumnn
aHoHcupyeMbix BGP-
MapLUpyTOB, 3a4aETCS CTPOKOIA
0o 31 cumBona.

<AREA_ID> - ngeHtudmkarop
obnacTty, 3a4aéTcA B BuAe
AAA.BBB.CCC.DDD, rge
Kaxgast 4acTb NpUHMMaeT
3HaueHus [0..255].
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16

17

OonucaHue

BKMOUMTb aHOHCMPOBaHWeE NoaceTeit

(He o6si3aTENbHO).

Onpeaenutb TMN o6nacTu (He
06513aTe/bHO).

BKOUMTb reHepaumio MapLupyTa no

ymosiHanunio anst NSSA-obnactu un

aHoHcupoBaHue ero B Kadectse NSSA-

LSA (He o6sa3aTenbHo).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpga

esr(config-ospf-area)# network
<ADDR/LEN>

esr(config-ipv6-ospf-area)#
network <IPV6-ADDR/LEN>

esr(config-ospf-area)# area-type
<TYPE> [ no-summary ]

esr(config-ipv6-ospf-area)# area-
type <TYPE> [ no-summary |

esr(config-ospf-area)# default-
information-originate

Knoun

<ADDR/LEN> — agpec noacetu,
yKa3blBaeTCs B CrieyoLemM
dopmare:

AAA BBB.CCC.DDD/EE - IP-
agpec NoAceTy ¢ Mackoi B
hopme npedukca, rae AAA-
DDD npuHumatoT 3Ha4yeHus
[0..255] n EE npuHumaeT
3HaveHus [1..32].

<IPV6-ADDR/LEN> — IPv6-
afipec 1 macka noaceTu,
3agaétca B Buge X:X:X:X::X/EE,
rae Kaxgas 4acTb X npuHuMaet
3HaueHus B
LecTHaauaTep1uyHoOM dhopmare
[0..FFFF] n EE npuHumaet
3HaueHus [1..128].

<TYPE> - Tnn obnactu:

+ stub - yctaHaBnmBaet
3HaueHue stub
(TynukoBasi 061acThb);
no-summary — KomaHaa
B CBSI3KE C MapameTpoMm
«stub» o6pasyet
obnactb
«totallystubby» (gns
nepegayn nHgopmaumm
3a npegenbl obnactu
MCMO/b3YETCS TOMbKO
MapLUpyT Mo
YMO/THAHWIO).

* nssa — yCcTaHaB/MBaeT
3HaueHune nssa (o6nacTb
NSSA);
no-summary — B CBA3Ke
C NapamMeTpoM nssa
obpasyeT 0b6nacTb
totallynssa
(aBTOMaTUYECKN
reHepvpyeT MapLLpyT Mo
YMO/TYaHMIO KaK
MeX06/1aCTHOI).
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OonucaHue

BKIOUNTb CyMMapr3aLmio Uv ckpbiTne
nogceTei (He 06s13aTeNbHO).

AkTneupoBatb OSPF-061acThb.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpga
esr(config-ipv6-ospf-area)#

default-information-originate

esr(config-ospf-area)# summary-
address <ADDR/LEN> { advertise |
not-advertise }

esr(config-ipv6-ospf-area)#
summary-address <IPV6-ADDR/
LEN> { advertise | not-advertise }

esr(config-ospf-area)# enable

esr(config-ipv6-ospf-area)# enable

Knoun

<ADDR/LEN> - IP-agpec u
Macka noaceTn, 3afaétcs B
snae AAA.BBB.CCC.DDD/EE,
rae kaxgas yacte AAA — DDD
npuHUMaEeT 3HadeHus [0..255] u
EE npuHumaeT 3HaueHus
[1..32];

+ advertise — npu
yKazaHn1 KOMaHzbl
BMECTO YKa3aHHbIX
nogcetei 6yaet
aHoHcUpoBaTbCs
CyMMapHasi NoACEeT;

*+ not - advertise — npu
yKazaHu1 KOMaHzbl
nopaceTH, BXoAsLWwme B
yKa3aHHY0 NoACETb,
aHOHcUpoBaTbCS He

oyAyT.

<IPV6-ADDR/LEN> - IPv6-
afpec 1 macka noacetu,
3apaétca B Buge X:X:X:X::X/EE,
rae Kaxaas yactb X npuHUMaeT
3HauUeHus B
LecTHaguarepuyHom copmare
[0..FFFF] n EE npuHumaet
3HaueHus [1..128];

+ advertise — npu
yKazaHu1 KOMaHgbl
BMECTO NoAceTei,
BXOASLLUMX B YKa3aHHY0
nogcets, byger
aHOHcUpoBaTbCs
CyMMapHas NoAceTb;

+ not-advertise — nogcetu
BXOASLLME B YKa3aHHYH
noaceTb
aHOHCUpoBaTbCS He

oyayT.
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22

23

24

25

OonucaHue

YcTaHOBUTL BUPTYaslbHOE coeAnNHeHne

MeXay OCHOBHOW U yaaneHHbIMU

06/1aCTIMW, UMEOLLVMU MEXAY HUMM
HecKonbKo o6nacTteil (He 0653aTesbHO).

YCTaHOBWTb UHTEPBA/T BPEMEHW B
CEKYyHAAX, MO UCTEUEHUN KOTOPOTO
MapLIpyTM3aTop NOBTOPHO OTNPAaBUT
MakeT, KOTOpbI HE NOyYNN
NOATBEPXAEHVS O MoyyYeHun (He
0653aTe/bHO).

YCcTaHoBUTb MHTEPBAS BPEMEHN B
CEeKyHAax, Mo UCTeYEHNN KOTOPOTo
MapLLpyTU3aTop oTrnpasnser
cnenytowmii hello-naket (He
0653aTe/bHO).

YCTaHOBUTb UHTEPBA/T BPEMEHU B
CeKyHAax, o NCTeYeHUn KOTOPOro
cocep, 6yaeT cunTaTbCsl HEaKTUBHbBIM
(He o6si3aTENBHO).

ATOT MHTEpBas A0/MKEH BbITb KPATHLIM

3HaueHuo «hello-interval».

Onpepensercs MHTepBa BPEMEHU B
CEeKyHAax, Mo UCTEUEHUN KOTOPOTO

mapLupyTusatop BbibepeT DR B ceTu (He

06513aTe/1bHO).

OnpegennTb anroputm
ayTeHTUdgvKauum (He 0653aTenbHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpga

esr(config-ospf-area)# virtual-link
<ID>

esr(config-ipv6-ospf-area)#
virtual-link <ID>

esr(config-ospf- vlink)#
restransmit-interval <TIME>

esr(config-ipv6-ospf- vlink)#
restransmit-interval <TIME>

esr(config-ospf- vlink)# hello-
interval <TIME>

esr(config-ipv6-ospf- vlink)# hello-
interval <TIME>

esr(config-ospf- vlink)# dead-
interval <TIME>

esr(config-ipv6-ospf- vlink)# dead-
interval <TIME>

esr(config-ospf- vlink)# wait-
interval <TIME>

esr(config-ipv6-ospf- vlink)# wait-
interval <TIME>

esr(config-ospf- vlink)#
authentication algorithm
<ALGORITHM>

Knoun

<ID> — ngeHTucpmkarop
MapLIpyTU3aTopa, C KOTOPbIM
yCTaHaBnmMBaeTCcsa BUPTyasibHOE
coefinHeHue, 3a8aéTce B BUAe
AAA.BBB.CCC.DDD, rge
Kaxkas 4yacTb NpuHMMaeT
3HaueHus [0..255].

<TIME> — Bpems B cekyHax,
NPUHUMAET 3HaYeHNs
[1..65535].

3HayeHue Mo ymosiyaHuo: 5
CEKyHA.

<TIME> — Bpems B cekyHAax,
NPVHUMAET 3HaYEeHUS
[1..65535].

3HaueHue no ymonyaxuio: 10
CEKyHA,

<TIME> — Bpemsi B cekyHAax,
NPVHUMAET 3HAYEHUS
[1..65535].

3HauyeHue no ymonyaxutio: 40
CeKyH.

<TIME> — Bpems B cekyHaax,
NPUHUMAET 3HaYEeHUS
[1..65535].

3Ha4eHue no ymonyaHuto: 40
CeKyH[,

<ALGORITHM> - anroputm
ayTeHTUdmKaLmu:

+ cleartext — naposb,
nepefaeTcs OTKPbITbIM
TEKCTOM (LOCTYMNHO
Tonbko ana RIP n OSPF-
VLINK);

+ md 5 - naposnb
Xelumpyetcs no
anroputmy md>5.
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28

29

30

31

32

OonucaHue

YcTaHOBWTb Naposb A/1s
ayTeHTMdmKaumm ¢ cocefoM (He
06513aTe/1bHO).

OnpepennTb CNUCOK Naponeii ans
ayTeHTUMKaLMK Yepes alropuTMm
xelumpoBaHus md5 (He 06s3aTe/bHO).

AKTMBMPOBATb BUPTYaslbHOE
coeauHeHmne (He 065s3aTe/bHO).

MepeiTn B peXxxmm KoHUIrypupoBaHus

nHTepdeiica/TyHHeNns/ceTeBoro mocTa.

Onpegenutb NPUHAAIEXHOCTb
nHTeppeiica/TyHHens/ceTeBoro mocTa
K onpeneneHHomy OSPF-npoueccy.

Onpegenutb NPUHaAIEXHOCTb
uHTepdelica k onpeaeneHHon o6nactu
OSPF-npouecca.

BkniounTb MapLupyTu3aumo no
npotokony OSPF Ha nHTepdelice.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpga

esr(config-ospf- vlink)#
authentication key ascii-text
{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT>}

esr(config-ospf- vlink)#
authentication key chain
<KEYCHAIN>

esr(config-ospf- vlink)# enable

esr(config)# interface <IF-
TYPE><IF-NUM>

esr(config)# tunnel <TUN-
TYPE><TUN-NUM>

esr(config)# bridge <BR-NUM>

esr(config-if-gi)# ip ospf instance
<ID>

esr(config-if-gi)# ipv6 ospf
instance <ID>

esr(config-if-gi)# ip ospf area
<AREA_ID>

esr(config-if-gi)# ipvé6 ospf area
<AREA_ID>

esr(config-if-gi)# ip ospf

esr(config-if-gi)# ipv6 ospf

Knoun

<CLEAR-TEXT> — naporsb,
3afaéTcsa CTpoKow oT 8 Ao 16
C/MBOJIOB.

<ENCRYPTED-TEXT> -
3aWmMgIpoBaHHbIi Naposnb
pasmepom oT 8 6aiT go 16
6aiiT (0T 16 oo 32 cMMBO/OB) B
LecTHaguarepuyHom copmare
(OXYYYY...) v (YYYY...).

<KEYCHAIN> -
naeHTudurkaTop cnmncka
KNroYeid, 3a0aétcsa CTPOoKoi Ao
16 cnmBosIOB.

<IF-TYPE> Tvin nHtepdeiica;
<IF-NUM> - F/S/P — F-chpeiim
(1), S - cnot (0), P — nopr.
<TUN-TYPE> tun TyHHens;

<TUN-NUM> HoMep TyHHens.

<BR-NUM> - Homep bridge.

<ID> - Homep npouecca,
NPVHUMAET 3HAYEHUS
[1..65535].

<AREA_ID> — ngeHtudgukarop
obnactu, 3a4aéTca B BUAE
AAA.BBB.CCC.DDD, rae
Kaokas yacTb NpuHMMaeT
3HayeHus [0..255].
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35

36

37

38

OonucaHue

BknounTb pexum, B koTopom OSPF-
npouecc byaeT UrHopnposaTtb 3HaYeHne

MTU nHTepdeiica Bo BXOAALNX

Database Description-naketax (He

0653aTe/bHO).

Onpenenutb anropuT™

ayTeHTUdukauum npotokona OSPF (He

0653aTe/bHO).

YCcTaHOBUTL Naposib ANs

ayTeHTupmkaumm ¢ OSPF-cocepom npu
nepegaye naposis OTKPbITbIM TEKCTOM

(He o6si3aTENBHO).

OnpeaenuTb CNUCOK Naponeii ans

ayTeHTUMKaLMKM MO asiropuTMy

xewmpoBaHus md5 ¢ cocegom (He

0653aTe/bHO).

OnpenenuTb UHTEpBasl BPEMEHU B
CEKyHAAX, M0 UCTEUYEHUN KOTOPOTO
MapupyTusatop BbibepeT DR B ceTu (He

06513aTe/bHO).

YCTaHOBUTb MHTEpBaJ1 BpEMEHN B

ceKyHfax, No UCTEUEHUN KOTOPOro
MapLLpyTM3aTop NMOBTOPHO OTNPAaBUT

MakeT, Ha KOTOpPbIA He NoAyYnn
NOATBEPXAEHVS O MosyYeHun (He
0653aTe/bHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpga

esr(config-if-gi)# ip ospf mtu-
ignore

esr(config-if-gi)# ipv6 ospf mtu-
ignore

esr(config-if-gi)# ip ospf
authentication algorithm
<ALGORITHM>

esr(config-if-gi)# ip ospf
authentication key ascii-text
{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT> }

esr(config-if-gi)# ip ospf
authentication key-chain
<KEYCHAIN>

esr(config-if-gi)# ip ospf wait-
interval <TIME>

esr(config-if-gi)# ipv6 ospf wait-
interval <TIME>

esr(config-if-gi)# ip ospf
restransmit-interval <TIME>

esr(config-if-gi)# ipv6 ospf
restransmit-interval <TIME>

Knoun

<ALGORITHM> — anroputm
ayTeHTudmkaunm:

+ cleartext — naposb,
nepeAaeTcs OTKPbITbIM
TEKCTOM;

+ md 5 - naponb
XeLmpyeTcs no
anroputmy md>.

<CLEAR-TEXT> — napornb,
3apaéTcsa cTpokoi oT 8 o 16
CMMBOJIOB;

<ENCRYPTED-TEXT> -
3alLMPOBaHHBIA Naposb
pasmepom oT 8 6aiiT 4o 16
6aiT (o1 16 A0 32 cMBOSIOB) B
LecTHaALaTepUYHOM hopmate
(OXYYYY...) v (YYYY..).

<KEYCHAIN> -
naeHTurkaTop cnucka
KNtoyeld, 3agaéTcs CTPoKoW 40
16 cumBOsIOB.

<TIME> — Bpems B cekyHax,
NPUHMMAET 3HaYEHUS
[1..65535].

3HaueHue no ymonuaxuto: 40
CEKYHI.

<TIME> — BpeMm#A B cekyHAax,
NPUHUMAET 3HaYeHUs
[1..65535].

3HayeHue rno ymonyaHuo: 5
CEKYHA,
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39

40

41

42

OonucaHue

YCTaHOBUTb MHTEPBA/T BPEMEHM B
ceKkyH/ax, Mo UCTeYeHUN KOTOPOro
MapLLpyTM3aTop OTNpaB/sieT
cnenytowmii hello-naket (He
0653aTe/bHO).

YCTaHOBWTb MHTEPBA/ BPEMEHW B
CeKyH/1ax, o UCTeYeHUN KOTOPOro
coceq, 6yaeT CUATATLCS HEAKTUBHbIM
(He 06sa3aTe/NLHO).

JTOT UHTEpBaN A0MKEH GbITh KPaTHbIM
3HayeHuto hello-interval.

YcTaHOBUTb UHTEPBA BPEMEHN, B
TeyeHune kotoporo NBMA-nHTepdeiic
XAET, npexae yem otnpasutb HELLO-
nakeT cocefy, faxe B criyyae, ecsiv
cocef, HeakTuBeH (He 06513aTe/bHO).

3agaTb cTatmyeckuin IP-agpec cocepa
Ana yctaHoBneHnsa otHoweHna B NMBA
n P2MP (Point-to-MultiPoint) ceTsix (He
06513aTe/bHO).

KomaHpga

esr(config-if-gi)# ip ospf hello-
interval <TIME>

esr(config-if-gi)# ipv6 ospf hello-
interval <TIME>

esr(config-if-gi)# ip dead-interval

<TIME>

esr(config-if-gi)# ipv6 dead-
interval <TIME>

esr(config-if-gi)# ip poll-interval

<TIME>

esr(config-if-gi)# ipv6 poll-interval

<TIME>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<TIME> — Bpems B cekyHaax,
NPUHUMAET 3Ha4YeHNs
[1..65535].

3HaueHuve no ymonyaxuio: 10
CEKyHA,

<TIME> — Bpems B cekyHAax,
NPVHUMAET 3HAYEHUS
[1..65535].

3HadyeHue no ymonyaxuio: 40
CeKyH.

<TIME> — BpeMm#A B cekyHAax,
NPMHUMAET 3HadeHus [1 ..
65535].

3Ha4eHue no ymonyaHuto: 120
CEKYHA,

esr(config-if-gi)# ip ospf neighbor  <IP> — IP-agpec coceaa,

<IP> [ eligible ]

3a4aéT1cAa B BUAeE
AAA.BBB.CCC.DDD, rae
Kakaas 4yacTb NpuHUMaeT
3HaueHus [0..255].

eligible — onumoHanbHbIl
napameTp, N03BONSET
YCTPOICTBY y4acTBOBaTh B
npouecce Bbi6opa DR B NBMA-
ceTsx. MpuoputeT nHTepdeiica
[OMmKeH 6bITb 60o/bLUE HYNA.

esr(config-if-gi)# ip ospf neighbor  <IPV6-ADDR> - IPv6-agpec

<IP> [ eligible ]

cocepa, 3a4aétcA B Buae

XXX XX, rge kaxaas yacTb
NPUHUMAET 3HAYEHNS B
LwecTHaguarepuyHom chopmare
[0..FFFF];

eligible — onunoHanbHbI
napametp, No3Bo/seT
YCTPOICTBY y4acTBOBaTb B
npouecce Bbi6opa DR B NBMA-
ceTsx. MpuopuTeT nHTEpdelica
[OO/DKEH ObITb 60/1bLUE HYNS.
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43

44

45

46

OonucaHue

OnpeaennTb TN ceTu Ans
ycTaHoBneHusi OSPF-coceacTtsa (He
06513aTe/1bHO).

YcTaHOBUTL NMpUoOpUTET
MapLUpyT13aTopa, KOTOPbIi

ucnonblyetcsa a5 Bol6opa DR 1 BDR

(He 06s3aTENbHO).

YCTaHOBUTb BE/IMUNHY METPUKU Ha
uHTepdeiice Unmn TyHHene (He
06513aTe/bHO).

BkntounTb npotokon BFD ania
npoTtokona OSPF (He 06a3aTe/bHO).

11.4.2 Mpumep HacTpoiiku OSPF

3apgaua:

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpga
esr(config-if-gi)# ip ospf network

<TYPE>

esr(config-if-gi)# ipv6 ospf
network <TYPE>

esr(config-if-gi)# ip ospf priority
<VALUE>

esr(config-if-gi)# ipvé6 ospf priority
<VALUE>

esr(config-if-gi)# ip ospf cost
<VALUE>

esr(config-if-gi)# ipv6 ospf cost
<VALUE>

esr(config-if-gi)# ip ospf bfd-
enable

esr(config-if-gi)# ipv6 ospf bfd-
enable

Knoun

<TYPE> - Tun cetu:

+ broadcast — Tun
coeVHeHUs!
LUMPOKOBELLATE/bHBbI;

* non - broadcast — Tvn
coeguHeHna NBMA;

+ point - to - multipoint -
TUN COEAMHEHUS TOUKa-
MHOIOTOUME;

+ point-to-multipoint non-
broadcast — Tvn
coeguHeHna NBMA
TOYKa-MHOrOTOUUE;

+ point - to - point — Tun
COoeVHEHMNS TOUKa-
TOuYKa.

3Ha4yeHune No ymMosIHaHmio:
broadcast.

<VALUE> - npuopuTtet
UHTepdeiica, npuHUMaeT
3HaueHus [1..65535].

3HauyeHne no ymonyaxuio: 120.

<VALUE> - BennunHa meTpuku,
3a4aétcAa B pasmepe
[0..32767].

3HaueHue no ymonyaruio: 10.

HacTtpoutb npotokon OSPF Ha mapLupyTtusatope aa1a obMmeHa MapLipyTHOM MHhopMaumeli ¢ cocegHnmm
MapLupyTusaropamu. MapLipyTnsaTop AO/HKEH HAX0AUTLCA B 06/1aCTu € uaeHTudmkatopom 1.1.1.1 n
aHOHCMPOBAaTb MapLLPYThLI, MOSTyYeHHble Mo npoTokony RIP.
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OSPF |

Pt Area 1.1.1.1

Rl

R2

PelweHune:
MpenBapuTeNbHO HY)XXHO HacTpouTb IP-aapeca Ha HTepdieiicax cornacHo CXeme, NPUBEAEHHON Ha PUICYHKE.

Cozgaanm OSPF-npouecc ¢ naeHtndmnkatopom 10 n nepeiiiéM B peXxunm KoHpUrypnpoBaHusi npoTokona
OSPF:

esr(config)# router ospf 10

Co3gaanm v BKIKOUNUM Tpebyemyto 06n1acThb:

esr(config-ospf)# area 1.1.1.1
esr(config-ospf-area)# enable
esr(config-ospf-area)# exit

Bk/1touMm aHOHCMpOBaHWe MapLUpyTHON nHdopMaLuun 13 npotokona RIP:

esr(config-ospf)# redistribute rip

Bkntounm OSPF-npouecc:

esr(config-ospf)# enable
esr(config-ospf)# exit

CocefHve mapLlpyTunsaTopbl NoAKIYEHbI K HTepdericam gi1/0/5 n gi1/0/15. Ana ycTaHOBNEHUs coceacTsa
C Apyrumu maplupytusartopamm npmssbkem nx Kk OSPF-npoueccy n obnactu. Janee BKNHOYMM Ha UHTepdelice
MapLupyTusaunto no nportokony OSPF:

esr(config)# interface gigabitethernet 1/0/5
esr(config-if-gi)# ip ospf instance 10
esr(config-if-gi)# ip ospf area 1.1.1.1
esr(config-if-gi)# ip ospf
esr(config-if-gi)# exit

267



ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

esr(config)# interface gigabitethernet 1/0/15
esr(config-if-gi)# ip ospf instance 10
esr(config-if-gi)# ip ospf area 1.1.1.1
esr(config-if-gi)# ip ospf

esr(config-if-gi)# exit

esr(config)# exit

11.4.3 Mpumep HacTpoiiku OSPF stub area

3apava:

N3meHnTb TUN 06nacTtn 1.1.1.1, 06n1acTb f0/MKHA ObITb TYNMKOBOA. TYNMKOBbI/ MapLUpyTU3aTOp A0/MKEH
aHOHCMPOBATb MapLLPYTbI, MOSTy4YeHHbIe No npoTokony RIP.

AREA 0.0.0.0 AREA1.1.1.1
Router Router ESR
r—— N .1 115.0.0.0/24 2 1 14.0.0.0/24 2 m
——— gi1/0/10 gi1/0/11 gi1/0/12 gi1/0/5

R1 R2 R3

PewieHune:

MpenBapuTenbHO HYXXHO HacTpouTb npoTtokon OSPF n IP-agpeca Ha nHTepdelicax cornacHo cxeme,
NPUBEAEHHOI Ha pUCyHKe.

N3meHUM Tun 06/1acTy Ha TYMNMKOBBIA. Ha Kaxaom MapLupyTusaTtope 13 obnacti 1.1.1.1 B pexumve
KOHDUIypUpoBaHna 061acT BbINO/THUM KOMaHAY:

esr(config-ospf-area)# area-type stub

Ha TynukoBom mapLupyTusatope R3 BK/IHOUMM aHOHCUMPOBaHME MapLUPYTHOI MHd)opMaLmi U3 npotokona RIP:

esr(config-ospf)# redistribute rip

11.4.4 Mpumep HacTpoiikm Virtual link

3apava:

O6beanHUTb Be MarucTpasibHble 061acTv B O4HY € nomouplto virtual link.

AREA O AREA 1 AREA O
ESR Router ESR
Router ID: 0.0.0.1 .2 10.0.0.0/24 .1@ .1 10.0.1.0/24 > Router ID: 0.0.0.3
lo 1: 192.168.10.0/24 gi1/0/12 gi1/0/10 gi1/0/11 gi1/0/2 lo 1: 192.168.20.0/24,
R1 R2 R3
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PelwweHue:

Virtual link — aTo cneunanbHoe coeayHeHne, KOTOPOE NO3BOMSIET COEANHSATL PA30PBAHHYIO HA YaCTV 30HY UK

NPUCOEANHUTb 30HY K MarucTpasibHol Yepes Apyryto 30Hy. HacTpamBaetca Mexay ABYMSi NOrpaHNYHbIMY

mapLupyTu3aTtopamu 3oHbl (Area Border Router, ABR).

MpengapuTenbHO HYXXHO HacTpouTb npoTtokon OSPF n IP-agpeca Ha nHTepdelicax cornacHo cxeme,
NPUBELEHHON Ha PrCYHKE.

Ha mapuwpyTtnsaTtope R1 nepeiigem B pexunm KoHgurypuposaHus oénactu 1.1.1.1:

esr(config-ospf)# area 1.1.1.1

Cosgaaum virtual link ¢ ngeHtngukaropom 0.0.0.3 v BKAOUUM €TO:

esr(config-ospf-area)# virtual-link 0.0.0.3
esr(config-ospf-vlink)# enable

Ha maplupytunsatope R3 nepeiigem B pexnm KoHpurypuposaHust obnactmn 1.1.1.1:

esr(config-ospf)# area 1.1.1.1

Cospgaaum virtual link ¢ ngeHtudgukaropom 0.0.0.1 v BKIOUUM €rO:

esr(config-ospf-area)# virtual-link 0.0.0.1
esr(config-ospf-vlink)# enable

PaccmoTpymM Tabnuuy MapLipytusauum Ha mapupyTtusatope R1:

esr# show ip route

C * 10.0.0.0/24 [6/0] dev gil/0/12, [direct 00:49:34]
0 x 10.0.1.0/24 [150/20] via 10.0.0.1 on gil/0/12, [ospfl 00:49:53] (0.0.0.3)
0 *x 192.168.20.0/24 [150/30] via 10.0.0.1 on gil/0/12, [ospfl 00:50:15] (0.0.0.3)
C * 192.168.10.0/24 [6/0] dev lol, [direct 21:32:01]

PaccMmoTpumM Tabnuly MapLupyTi3aumum Ha mapLupyTmsatope R3:

esr# show ip route

0 x 10.0.0.0/24 [150/20] via 10.0.1.1 on gil/0/12, [ospfl 14:38:35] (0.0.0.2)
C x 10.0.1.0/24 [0/0] dev gil/0/12, [direct 14:35:34]
C x 192.168.20.0/24 [0/0] dev lol, [direct 14:32:58]
0 x 192.168.10.0/24 [150/30] via 10.0.1.1 on gil/0/12, [ospfl 14:39:54] (0.0.0.1)

Tak kak OSPF cunTaeT BUpTYyasibHbI KaHa YacTbio 06n1acTu, B Tabnvue mapwpytmnsaumm R1 mapLipyThl,

noslyYeHHble OT R3, 0OTMEeYeHbI Kak BHYTPU30HOBbLIE N HA06OPOT.

[na npocmoTpa cocefeil MOXHO BOCMONb30BaTbCA CreaytoLleli KoMaHAoiA:

esr# show ip ospf neighbors 10
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Tabnuuy mappyToB npoTokosia OSPF MOXHO NpOCMOTPETb KOMaHAOIA:

esr# show ip ospf 10

& B firewall Heo6xogumo paspewnTb npotokosn OSPF (89).

11.5 Hactpoiika BGP

MpoTtokon BGP npegHasHaueH gnsi obMeHa MHopMaumein 0 OCTUXXUMOCTY NOACETEN MeXAy aBTOHOMHbIMU
cuctemamu (ganee AC), To ecTb rpynnaMm MapLupyT13aTopoB Nog, eANHLIM TEXHUYECKUM YNpaBieHNeM,
MCNOMb3YOLLMMI NPOTOKO/ BHYTPUAOMEHHOIN MapLIpyTM3aUmn ANa onpeaeneHns MapLupyToB BHYTPY cebsl 1
MPOTOKON MEXAOMEHHOI MapLipyTHU3auum s onpeaeneHns MapLipyToB AOCTaBKM NakeToB B gpyrue AC.
MepegaBaemas vHopmaLms BKtoYaeT B cebs cnncok AC, K KOTOPbIM MMEETCSA AOCTYN Yepes3 AaHHYHo
cuctemy. Bbibop HamnyuLwnx MapLLIpyTOB OCYLLECTB/ISIETCS UCXOAA U3 NPaBWI, NPUHATbIX B CETU.

11.5.1 ANropuTm HaCTpPOMKKN

& [Ans ycranoBneHun BGP-ceccumn Heo6xoaumo B firewall paspewnts TCP-nopt 179.

War OnucaHue KomaHpa Knoun

1 HacTpouTb NpuoputeTHOCTL NpoTokosa  esr(config)# ip protocols bgp <VALUE> — npnopuTeTHOCTb
BGP-mapLupyTusauum A8 OCHOBHO preference <VALUE> NnpoToKona, NpuHUMaeT
TabMULbI MapLpyTusauum (He 3HaueHus B AvanasoHe [1..255].
06513aTe/bHO).

3Ha4veHne No yMO/IHaHuio:
BGP (170).
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OonucaHue

HacTpouTb eMKOCTb TabnuLy
MapLipyTusauum npotokona BGP (He
06513aTeNbHO NPU UCMNO/b30BaHUN
rno6anbHoi Tabnnubl
MapLUpyTU3aLmn).

Bk/tounTb BbiBOA MHYOpPMaLUK O

COCTOSIHWUM OTHOLLIEHWIA C coceaoamum ans

npoTokona MapLupyTmsaumn BGP (He
06513aTe/bHO).

Bkntounte ECMP 1 onpegensietcs
MaKCUMasIbHOE KO/IMHYECTBO
paBHOLEHHbIX MapLLPYTOB A0 Lesu.

Bbi6paTtb MeToa hunbTpauum ans
nepenaBaemMoi MHOpMaLun Mexay
poyTepamu (06s3aTefIbHO Npwu
KoHhurypuposaHuv eBGP ans
aHOHCMPOBaHUs NoAceTel).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config)# ip protocols bgp max-
routes <VALUE>

esr(config)# ipv6 protocols bgp
max-routes <VALUE>

esr(config-vrf)# ip protocols bgp
max-routes <VALUE>

esr(config-vrf)# ipv6 protocols bgp
max-routes <VALUE>

esr(config)# router bgp log-
neighbor-changes

esr(config)# ipv6 router bgp log-
neighbor-changes

esr(config)# router bgp maximum-
paths <VALUE>

Knoun

<VALUE> - konunyectso
MapLupyToB npoTtokona BGP B
MapLLpYyTHOIT Tabnuue,
NPUHUMAET 3HAYEHUS B
AnanasoHe:

+ ons
ESR-1000/1200/1500
/1511/1700/3100 -
[1..5000000];

+ ana ESR-20/21/100/200
- [1..2500000];

* ana ESR-10/12V(F)/
14VF - [1..1000000].

3HayeHne No ymonyaHuo s

rnob6asnbHon Tabnmubl

MapLUpyTU3aLmm;

* anAa
ESR-1000/1200/1500
/1511/1700/3100 -
[5000000];

+ nnsa ESR-20/21/100/200
- [2500000];
+ onsa ESR-10/12V/12VE/
14VF - [1000000].
3HayeHue no ymonyaHuo ans
VRF: 0.

<VALUE> - konnuecTtBo
JIONYCTUMbIX PABHOLIEHHbIX
MapLUPYTOB A0 LIENH,
NPUHUMaET 3HadeHus [1..16].
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OonucaHue

Mpu BbIGOpPE MeToAa hunsTpauun Ha
OCHOBe route-map cosfarb Cn1cok
npaBwu/i, KOTOPbIA B AanbHenweM byaeT
NCMNo/b30BaTbCs A1 huibTpaymun
aHOHCUpYyeMbIX 1 nosyvyaembix IP-
MapLUpyTOB.

Co3pgaTb npaswuo.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config)# route-map <NAME>

(config-route-map)# rule <ORDER>

Knoun

<NAME> - nwms
KOHUIypMpyeMbIX Npasu
MapLupyTmsaumn, 3agaércs
cTpokoii go 31 cumsona.

<ORDER> — Homep npaBuna,
npUHUMaET 3HaueHus [1 ..
10000].
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War OnucaHue KomaHpa Knoun
5.1.3 Onpenenutb CNUCOK NOACETEN, esr(config-route-map-rule)#match <ADDR/LEN> - IP-aapec u
KOTOpble 3aTparMBaroTCsi NpaBUIoM. ip address { <ADDR/LEN> | object- Macka nogcetu, 3agaercs B
group <OBJ-GRP-NETNAME> } BUE:
[{ eq <LEN> | le <LEN> | ge <LEN 1>
[le<LEN 2>]}1 + AAA.BBB.CCC.DDD/EE -

IP-appec noacetu ¢
mMackoii B chopme
npedwmkca, rae AAA-
DDD npuHumatot
3HayeHus [0..255] n
EE npvHumaeT 3HaueHus
[1..32];
<IPV6-ADDR/LEN> — IPv6-
aZipec 1 macka nofcetu,
3a/aeTca B BUAe:

* XIXIXXEX/EE, roe
Kaxgasa yactb X
NPUHUMAET 3Ha4YeHUs B
LecTHaauaTepnyHoMm
chopmare [0..FFFF] u EE
NPUHUMAET 3HaYeHNs
[1..128];

<OBJ-GRP-NETNAME> - nms
npocouns IP -agpecos,
3agaétca cTpokoit ao 31
cumBonax;

<LEN>, <LEN 1>, <LEN 2> -
J/IMHA NpedmKca, NpuHUMaeT
3HaueHus [1..32] B IP-cnnckax
npedpukcos ans IPv4 un [1..128]
onsa IPv6;

eq — Npu ykasaHu1 KomaHzbl
ONMHa npednkca AomMKHa
COOTBETCTBOBATH YKa3aHHOM;

le — npu ykazaHum KomaHgbl
ONuvHa npedmkca fomKHa 6bITh
MeHbLUEe 60
COOTBETCTBOBATb YKa3aHHOIA;

ge — npu yKasaHun KoMaHgbl
ANVHa npedomkca fosmkHa 6bITb
60/1bLUE IMB60 COOTBETCTBOBATH
yKasaHHOiA;
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5.2.1

OonucaHue

PaspelunTtb (permit) unm sanpetuTb
(deny) peiictBue ANsi yKazaHHbIX
noaceTeli B npasune.

Mpwv BbIGOPE MeToAa hnnbTpaUmm Ha
OCHOBe MnpegmKc-IMCTOB CO34aTb
cnucku IP-noacetei, KoTopble B
JanbHeliweM 6yayT Ucnonb3oBaTbes
4na unsTpauum aHoHCUpyembIxX 1
nonyyaemsbix |P-mapLipyTos.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-route-map-rule)#match
ipv6 address { <IPV6-ADDR/LEN> |
object-group <OBJ-GRP-
NETNAME>} [{eq <LEN> | le
<LEN> | ge <LEN 1> [le <LEN 2>] }]

esr(config-route-map-rule)# action
{deny | permit}

esr(config)# ip prefix-list <NAME>

esr(config)# ipv6 prefix-list
<NAME>

Knoun

ge <LEN 1> le <LEN 2> - lNpu
yKasaHu1 KomaHabl onHa
npedmkca Ao/mKHa 6bITb
6onbLe nMbo COOTBETCTBOBATL
<LEN> HO mMeHbLUe nnn

paBHa <LEN1>,

* Mpun ncnonb3oBaHnn
dounsTpaumm no object-group,
X Heo6XoAMMO Co34aTb
3apaHee.

<NAME> - nwms
KOHQIUIYPMPYEMOIO CrncKa
noAceTeit, 3a4aéTcsl CTPOKOIA
0o 31 cumona.
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5.2.2 PaspewuTb (permit) nnu 3anpetutb
(deny) cnnckn npedukcos.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa Knoun

esr(config-pl)# permit { <ADDR/ <ADDR/LEN> — IP-agpec u
LEN> | object-group <OBJ-GRP- Macka nofcetu, 3afaeTcs B
NETNAME>} [{eq <LEN> | le BUjE:
<LEN> | ge <LEN 1> [le <LEN 2>] } ]
+ AAA.BBB.CCC.DDD/EE -
IP-appec noacetu ¢
mMackoii B chopme
npedwmkca, rae AAA-
DDD npuHumatot
3HayeHus [0..255] n
EE npvHumaeT 3HaueHus
[1..32];
<IPV6-ADDR/LEN> - IPv6-
agpec 1 macka noaceTy,
3apaéTtcAa B BMAe:

* XIXIXXEX/EE, roe
Kaxgasa yactb X
NPUHUMAET 3Ha4YeHUs B
LecTHaauaTepnyHoMm
chopmare [0..FFFF] u EE
NPUHUMAET 3HaYeHNs
[1..128];

<OBJ-GRP-NETNAME> - nms
npocouns IP -agpecos,
3agaétca cTpokoit ao 31
cumBonax;

<LEN>, <LEN 1>, <LEN 2> -
J/IMHA NpedmKca, NpuHUMaeT
3HaueHus [1..32] B IP-cnnckax
npedpukcos ans IPv4 un [1..128]
onsa IPv6;

eq — Npu ykasaHu1 KomaHzbl
ONMHa npednkca AomMKHa
COOTBETCTBOBATH YKa3aHHOM;

le — npu ykazaHum KomaHgbl
ONuvHa npedmkca fomKHa 6bITh
MeHbLUEe 60
COOTBETCTBOBATb YKa3aHHOIA;

ge — npu yKasaHun KoMaHgbl
ANVHa npedomkca fosmkHa 6bITb
60/1bLUE IMB60 COOTBETCTBOBATH
yKasaHHOiA;
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10

OonucaHue

[o6asuTtb BGP-npouecc B cucremy u
OCYLLECTBUTb NEPEXOL, B PEXUM

HacTpoiikn napameTpoB BGP-npouecca.

YcTaHOBUTb MAEHTUMKATOP
MapLipyTusartopa.

YctaHoBUTb ngeHTudrkaTop Route-
Reflector knacTtepa, koTopomy
npuHagnexnt BGP-npouecc
mapLupyTtusartopa (npm
Heo6XxoaumMocTw).

BkniounTb reHepaumio n oTnpasky
MapLipyTa no yMosi4aHuto, ecnuv
MapLUpyT MO YMONYaHWIO eCTb B
Tabnuue maplupytusauum FIB (He
0653aTe/bLHO).

YCTaHOBUTb BPEMEHHOW UHTEpBa, No
MCTEYEHMN KOTOPOro MAET NpoBepka
COefIMHEHUSI CO BCTPEYHOI CTOPOHOWA
(He 06s3aTENbHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-pl)# deny {<ADDR/LEN>
| object-group <OBJ-GRP-
NETNAME>} [{eq <LEN> | le
<LEN> | ge <LEN 1> [le <LEN 2>] } ]

esr(config-ipv6-pl)# permit

{ <IPV6-ADDR/LEN> | object-group
<OBJ-GRP-NETNAME>} [{ eq
<LEN> | le <LEN> | ge <LEN 1> [ le
<LEN 2>]}]

esr(config-ipv6-pl)# deny {<IPV6-
ADDR/LEN> | object-group <OBJ-

GRP-NETNAME> } [{ eq <LEN> | le
<LEN> | ge <LEN 1> [le <LEN 2>]}]

esr(config)# router bgp <AS>

esr(config-bgp)# router-id <ID>

esr(config-bgp)# cluster-id <ID>

esr(config-bgp)# default-
information-originate

esr(config-bgp-af)# timers
keeaplive <TIME>

Knoun

ge <LEN 1> le <LEN 2> - lNpu
yKasaHu1 KomaHabl onHa
npedmkca Ao/mKHa 6bITb
6onbLe nMbo COOTBETCTBOBATL
<LEN> HO mMeHbLUe nnn

paBHa <LEN1>,

* Mpun ncnonb3oBaHnn
dounsTpaumm no object-group,
X Heo6XoAMMO Co34aTb
3apaHee.

<AS> — HOMEp aBTOHOMHOIA
cucTeMbl npouecca, NpUuHMMaeT
3HaueHus [1..4294967295).

<ID> - ngeHTudmkarop
MapLupyTusaTopa, 3a4aétcs B
Buae AAA.BBB.CCC.DDD, rge
Kaxkaas 4yacTb NpuHUMaeT
3HayeHus [0..255].

<ID> - ngenTtucpmkarop Route-
Reflector knacTepa, 3agaétcs B
Bnae AAA.BBB.CCC.DDD, rge
Kaxgas 4yacTb NPUHMMaET
3HayeHus [0..255].

<TIME> — BpemMs B CeKyHAax,
NMPUHUMAET 3HAYEHNS
[1..65535].

3HaueHue no ymonyaxuio: 60
CEKYH{I.
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13
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16

OonucaHue

YCTaHOBWTb BPEMEHHOW UHTEPBAJI, MO
MCTEYEHUN KOTOPOTro BCTPEYHas
CTOPOHA CUMTaeTCs HefoCTYNHON (He
0653aTe/bHO).

YCTaHOBUTb BPEMSI MUHMASIbHO 1
MaKCMMasibHOM 3a/1ePXKKK, B TeUEHWe
KOTOPOTO 3arnpeLLeHo ycTaHaB1BaTb
COefiMHeHe, B LieNIsIX 3alnTbl OT
YacTbIX Pa3pbIBOB COEANHEHMS (HE
0653aTe/LHO).

Onpepenntb rnobanbHbIR anroputTm
ayTeHTuchmkauum ¢ coceasimm (npm
Heo6XxoaumMocTw).

YCTaHoBWTb 1M106as1bHbIN Naponb ans
ayTeHTUdMKaLmMm ¢ coceasamu
(Mcnonb3yeTcst COBMECTHO C
"authentication algorithm").

AkTnBuposatb BGP-npouecc.

OnpeaenuTb TUN KOHUIyprpyeMoii

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-bgp-af)# timers
holdtime <TIME>

esr(config-bgp-af)# timers error-
wait <TIME1> <TIME2>

esr(config-bgp)# authentication
algorithm <ALGORITHM>

esr(config-bgp)# authentication
key ascii-text { <CLEAR-TEXT> |
encrypted <ENCRYPTED-TEXT> }

esr(config-bgp)# enable

esr(config-bgp)# address-family

MapLUpPyTHOI nHdpopmaumm 1 nepelitn B { ipv4 | ipvé6 } unicast

JaHHbIi peXUM HACTPOMKN.

Knoun

<TIME> — BpemsA B CEKyHAaXx,
NPUHUMAET 3HaYeHNs
[1..65535].

3HaueHue no ymonyaHuio: 180
CeKyHA,

<TIME1> - Bpems
MUHVMaJ/TbHOM 3aJEePXKN B
cekyHpax, MpUHMaeT
3HayeHus [1..65535];

<TIME2> - Bpems
MaKCUMasIbHON 3aEPXKM B
cekyHzax, npuHumaet
3HayeHus [1..65535].

<ALGORITHM> — anroputm
LUMdopOBaHUS:

+ md5 - naponb
LwndopyeTca no
anroputmy md>.

3HayeHne No yMon4YaHuio:
LUMgopoBaHMe He
NCMosb3yeTcs.

<CLEAR-TEXT> — naposb,
3agaéTcsa cTpokoi oT 8 o 16
C/MBOJI0B;

<ENCRYPTED-TEXT> -
3alngPOBaHHbIA Naposb
pasmepom oT 8 6anT go 16
6aiiT (oT 16 g0 32 cMMBO/IOB) B
LecTHaguaTepuyHoM dhopmare
(OXYYYY..) vnm (YYYY...).

ipv 4 — cemeiicTBo IPv4;

ipv 6 — cemelicTBo IPV6;
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17

OonucaHue

Bk/lounTb aHOHCUPOBaHME MapLLIPYTOB

npoueccomMm BGP nonyyYeHHbIX
asisTepHaTUBHBIM 06pasom (npw
Heo6XxoaumMocTw).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-bgp-af)# redistribute
static [ route-map <NAME> ]

esr(config-bgp-af)# redistribute
connected [ route-map <NAME> ]

esr(config-bgp-af)# redistribute rip

[ route-map <NAME> ]

Knoun

<NAME> — umsi MapLupyTHOI
KapTbl, KOTOpas byaet
MCNob30BaTbCs 415
duneTpaumun n mogudmkauum
aHOHCUpYeMbIX CTaTUYECKNX
MapLUpPYyTOB, 3aAaETCS CTPOKOIA
0o 31 cumona.

<NAME> — nms mapLupyTHOI
KapTbl, KOTOpasa byaet
1cnosib30BaTbCcs 415
dunsTpaunn n mogmndmkaummn
aHOHCKPYEeMbIX HanpsMyto
NOAK/IOYEHHbIX MOACETER,
3agaéTcsa cTpokoit o 31
cMMBONa.

<NAME> — nms mapLupyTHOI
KapTbl, KOTOpas byget
1cnosib30BaThbCA 415
dmnsTpaunm n mogudukaLmm
aHoHcupyemblx RIP-
MapLLPYTOB, 3a4aETCS CTPOKOIA
[o 31 cumBona.
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OonucaHue

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-bgp-af)# redistribute
ospf <ID> <ROUTE-TYPE 1>

[<ROUTE-TYPE 25] [<ROUTE-TYPE
3>] [<ROUTE-TYPE 4>] [ route-map

<NAME> ]

esr(config-bgp-af)# redistribute
bgp <AS> [ route-map <NAME> ]

Knoun

<ID> — HOMep npouecca, MOXeT
NPUHMMAaTb 3Ha4YeHne
{1..65535};

<ROUTE-TYPE> - T1n
MapLupyTa:

+ intra - area -
aHOHCUpoBaHNe
mappytos OSPF-
npouecca B npegenax
30HbI;

+ inter - area -
aHOHCcUpoBaHVe
mMapLpytoB OSPF-
npouecca mexay
30HamMu;

+ external 1 -
aHOHCUpoBaHVe
BHELLIHUX MapLUpPYTOB
OSPF-chopmata 1;

+ external 2 -
aHOHCKpOBaHue
BHELLHUX MapLUpPyTOB
OSPF-chopmata 2;

<NAME> — umsi MapLupyTHOI
KapTbl, KOTOpas byaet
MCNonb30BaTbCs 4/1A
domneTpaunmn n mogndmkaumnn
aHoHcupyeMbix OSPF-
MapLUpPYyTOB, 3a4aETCS CTPOKOIA
no 31 cumona.

<AS> — HOMEp aBTOHOMHOIA
CUCTEMbI, MOXET MPUHUMATb
3HaueHun [1..4294967295];

<NAME> — umsi MapLupyTHOI
KapThbl, kKoTopas byaet
1cnosb3oBaTbCcs A1
duneTpauun n mogundukauum
aHoHcupyeMbix BGP-
MapLUpPYTOB, 3a4aETCS CTPOKOIA
0o 31 cumona.
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OonucaHue

Bk/1lounTb aHOHCUPOBaHME MOACETENA.

OcyLlecTBUTb BbIXOA U3 pexmma
rno6asibHOro KOHUIryprpoBaHUs
aHOHCOB MapLUPYTHOM nHdopMaLlmm
npouecca BGP

Jo6asuTtb BGP-cocena u ocyuwectsntb

nepexof B PeX1UM HaCTPOIK/
napameTtposB BGP-cocepaa.

3apatb onvcaHue cocega (He
06513aTe/bHO).

YcTaHOBUTb BPEMEHHOW MHTEpBaJ, No
NCTEYEHMN KOTOPOro UAET NPOoBepKa
COeIHEHUS CO BCTPEUHOI CTOPOHOIA
(He o6si3aTenbHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-bgp-af)# network
<ADDR/LEN>

esr(config-bgp-af)# exit

esr(config-bgp)# neighbor
<ADDR>|<IPV6-ADDR>

esr(config-bgp-neighbor)#
description <DESCRIPTION>

esr(config-bgp-neighbor)# timers
keepalive <TIME>

Knoun

<ADDR/LEN> — afpec noacetu,
yKa3blBaeTCHA B O4HOM U3
cnepywwmx gopmare:

+ AAA.BBB.CCC.DDD/EE -
IP-appec noacetu ¢
mMackoii B chopme
npedwmkca, rae AAA-
DDD npuHumatot
3HayeHus [0..255] n
EE npvHumaeT 3HaueHus
[1..32];

+ XIXIXXEX/EE — IPv6-
aZipec 1 macka nofcetu,
rae kakgasi yactb X
NPUHUMAET 3HAYEHNS B
LecTHaaUaTepMIHOM
cpopmare [0..FFFF] n EE
NPUHUMAET 3HaYeHNs
[1..128].

<ADDR> - IP-agpec cocega,
3apaéTtca B Buae
AAA.BBB.CCC.DDD, rge kaxpgas
YyacTb MPUHMMAET 3HAYEHNUSA
[0..255];

<IPV6-ADDR> - IPv6-anpec
KNneHTa, 3a8aéTtca B BUAe
XXX:XiX, rge kaxkgas yacTb
NPUHUMAET 3HAYEHNS B
LuecTHaauarepuyHom doopmaTte
[0..FFFF].

<DESCRIPTION> - onucaHue
cocefa, 3aaéTcsi CTPOKOW Ao
255 cumBonos.

<TIME> — BpemsA B CEKyHAaXx,
NPUHUMAET 3HaYeHNs
[1..65535].

3HaueHue no ymonyaxuio: 60
CeKyHA,
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25
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28

OonucaHue

YCTaHOBWTb BPEMEHHOW UHTEPBAJI, MO
MCTEYEHUN KOTOPOTro BCTPEYHas
CTOPOHA CUMTaeTCs HefoCTYNHON (He
0653aTe/bHO).

YCTaHOBUTb BPEMSI MUHMASIbHO 1
MaKCMMasibHOM 3a/1ePXKKK, B TeUEHWe
KOTOPOTO 3arnpeLLeHo ycTaHaB1BaTb
COefiMHeHe, B LieNIsIX 3alnTbl OT
YacTbIX Pa3pbIBOB COEANHEHMS (HE
0653aTe/LHO).

YcTaHOBUTbL HOMEpP aBTOHOMHOW
cuctembl BGP-cocepa.

PaspeLunTb NOAK/UYEHNE K COCeasM,
KOTOpPble HAXOASATCS HE B HAMPSIMYIO
MOAK/OYEHHBIX NOACETAX (He
06513aTe/bHO).

Ykasartb, UTo BGP-cocep siBnsetca
Route-Reflector knneHTom (He
06513aTe/bHO).

3apartb IP/IPv6-agpec
MapLupyT13aTopa, KOTopblii 6yaeT
ncrnosb3oBarbcA B kadecTtse |P/IPv6-
ajpeca NCTOYHUKA B OTMNpPaBAsSeMbIX
0BGHOBMEHMAX MapLUPYTHOW
nHcpopmMaummn BGP (He 06s3aTesibHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-bgp- neighbor)# timers
holdtime <TIME>

esr(config-bgp-af)# timers error-
wait <TIME1> <TIME2>

esr(config-bgp-neighbor)# remote-
as <AS>

esr(config-bgp-neighbor)# ebgp-
multihop <NUM>

esr(config-bgp-neighbor)# route-
reflector-client

esr(config-bgp-neighbor)# update-
source { <ADDR> | <IPV6-ADDR> }

Knoun

<TIME> — BpemsA B CEKyHAaXx,
NPUHUMAET 3HaYeHNs
[1..65535].

3HaueHue no ymonyaHuio: 180
CeKyHA,

<TIME1> - Bpems
MUHVMaJ/TbHOM 3aJEePXKN B
cekyHpax, MpUHMaeT
3HayeHus [1..65535];

<TIME2> - Bpems
MaKCUMasIbHON 3aEPXKM B
cekyHzax, npuHumaet
3HayeHus [1..65535].

3HaueHue no ymonyaHuio: 60 un
300 cekyHa,

<AS> — HOMEp aBTOHOMHOIA
CUCTEMbI, NPUHUMAET 3HaYEeHNS
[1..4294967295].

<NUM> — MakcumasibHoe
KO/IMYECTBO XOMOB Npu
yCTaHOBKe

EBGP (ucnonb3ayetca gnst TTL).

<ADDR> - IP-agpec nctouHuka,
3apaétcAa B Buae
AAA.BBB.CCC.DDD, rge kaxpgas
4yacTb MPUHUMAET 3HaYeHNA
[0..255];

<IPV6-ADDR> - IPv6-agpec
NCTOYHMKA, 3alaéTCH B BUe
XX XXX, roe kaxgasa yacTb
NPUHUMAET 3Ha4YeHUs B
LecTHaauarepnuyHom goopmate
[0..FFFF].
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30

31

32

33

34

35

OonucaHue

BKNOUNTBL peXMM, B KOTOPOM paspeLleH
npuém mapLipytoB B BGP-atpnbyte, AS

Path koTopbIX cofepxunT HoMepa

aBTOHOMHOIA cucTeMbl npouecca (He

06513aTe/bHO).

BkntounTb BFD-npoTokon Ha

KoHdpuryprpyemom BGP-cocepe (He
06a3aTe/NbHO, UCMOMNb3YeTCsA COBMECTHO

c napameTpom update-source).

OnpepennTb anropuTm
ayTeHTUdmKaLmm ¢ coceom (He
0653aTe/LHO).

YcTaHOBWTb Naposib s
ayTeHTMdmKaumm ¢ coceom (He
06513aTe/bHO).

Cpaenatb COCefICTBO aKTVBHbIM.

Onpefenutb TMN KOHMIypupyemoii
MapLUpPYTHOI MHopMaLun coceaa u
nepeiTn B AaHHbIA PEXUM HaCTPOIKM.

Mpwv BbIGOPE pexrmMa hunsTpauumn Ha
OCHOBe npeduKc-NUCToB A06aBUTL
dnnbTpaumio noaceTeli BO BXOAALLMX

nnn ncxogAamnx 06HOB/IEHUSAX

(o6s13aTeNIbHO NpY KOHIUIYPVPOBAHM
eBGP ansi aHoHCcKpoBaHUsa noaceteid).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-bgp-neighbor)# allow-

local-as <NUMBER>

esr(config-bgp-neighbor)# bfd-
enable

esr(config-bgp-neighbor)#
authentication algorithm
<ALGORITHM>

esr(config-bgp-neighbor)#
authentication key ascii-text
{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT> }

esr(config-bgp-neighbor)# enable

esr(config-bgp-neighbor)#
address-family { ipv4 | ipv6 |
vpnv4 } unicast

esr(config-bgp-neighbor-af)#
prefix-list <PREFIX-LIST-NAME>
{in| out}

Knoun

<NUMBER> — noporosoe yucno
BXOXAEHWI HOMepa
aBTOHOMHO CUCTEMBI
npouecca B atpmbyTe AS Path,
npu KOTOPbIX MapLpyT byaeT
MPUWHAT, guanasoH AoNyCTUMbIX
3HayeHuit [1..10].

<ALGORITHM> — anroputm
LWINpOBaHUS:

md5 — napornb WwudpyeTcs no
anroputmy md>5.

<CLEAR-TEXT> — naposb,
3agaéTcsa CTpokoi oT 8 o 16
C/MBOJI0B;

<ENCRYPTED-TEXT> -
3alngIPOBaHHbIA Naposb
pasmepom ot 8 6anT go 16
6aiiT (oT 16 A0 32 CMMBO/IOB) B
LecTHaguaTepuyHoM dhopmare
(OXYYYY..) unm (YYYY...).

ipv 4 — cemeiicTBo IPv4;
ipv 6 — cemelicTBo IPV6;

vpnv4 — cemeiictBo VPNv4;

<PREFIX-LIST-NAME> — nms
CKOHCPUTYPUPOBAHHOTO Crnmcka
nogceTeli, 3a8aéTcA CTPOKOWA
0o 31 cumona.

in — dmneTpayms BxoasaLwmx
MapLLpyTOB;

out — unsTpaums
aHOHCUpyeMbIX MapLUpyTOB.
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36

OonucaHue

3aaatb pexum, B kKoTopom BGP-cocepy
B 06HOB/IEHMM Ha pAdYy C ApYrUMuy
MapLipyTamu Bcerga oTnpasnsiercs
MapLUpyT Mo YyMO/YaHuio. (He
06s13aTe/bHO, OTCYTCTBYET A1 vpnv4).

KomaHpa

esr(config-bgp-neighbor-af)#
default-originate

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

37 3aaaTb PEXUM, B KOTOPOM BCe esr(config-bgp-neighbor-af)#
06HOBNEHMA oTnpasnsatTca BGP- next-hop-self
cocefly C ykasaHneM B kKayecTBe next-
hop IP-agpeca ncxogsuwero
nHTepdeiica NokasbHOro
MapLipyTusaropa
(He o6si3aTesnibHO, OTCYTCTBYET A/1s1
vpnv4).
38 OnpepennTb NPUOPUTETHOCTL esr(config-bgp-neighbor-af)# <VALUE> — npnopunTeTHOCTb
MapLUpyTOB, Nosly4aemMblx OT cocefa preference <VALUE> MapLUpyTOB cocefa,
(He 06s13aTeNbHO). MPYHUMAET 3HAYEHUS B
JAvanasoHe [1..255].
3HaueHue no ymonyaxuio: 170.
39 3a/aTb PEXMM, B KOTOPOM nepef, esr(config-bgp-neighbor-af)# all - ynanutb BCce YacTHble
oTnpaB/fieHneM 06HOBMEHNS n3 BGP- remove-private-as [{all | nearest| Homepa AS 3 AS-path;
atpubyTa AS Path maplupyToB replace } |
yAansTCa npuBaTHble HoMepa nearest - 3aMeHUTb
ABTOHOMHbIX cucTeM (B COOTBETCTBUM C Gnvkaiiwme yacTHble AS B AS-
RFC 6996) (He o6sa3aTenbHO, path Ha psagom cTosLLyH
OTCYTCTBYET AN vpnv4). ny6nunyHyto AS;
replace - 3ameHnTb BCe
YyacTHble HoMmepa AS HOMepoMm
Tekywiero npouecca BGP.
3HauyeHune no ymonyaxmtio: all.
40 BknounTb 06MEH MapLLpPYTHOIA esr(config-bgp-neighbor-af)#

nHhopmaumei. enable

YacTo 6biBaeT, 0C06eHHO Npu KOHUrypruposaHum iBGP, uto B ogHOM bgp-npoLiecce Heo6xoaMMO HACTPOUTb
Heckonbko bgp neighbor ¢ oguHakoBbIMK NapameTpamun. Bo nsbexaHme n3bbITOUHOCTM KOHQIUIypauum
pekomMeHayeTcs Mcnosb3oBaTb bgp peer-group, B KOTOPOI BO3MOXHO onucaTtb 06Liue napameTpsl, a B
KoHdourypaumm bgp neighbor npocTo ykasaTb npuyacTHOCTb K bgp peer-group.
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ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

11.5.2 Mpumep HACTPOWKK

3apgaya:
HacTtpoutb BGP-npoTokon Ha maplupyTtusartope R3 co cregyowmmm napameTpamu:
' AS2500
" AS20
Routar Router
| L —— - oy

R1

" .

+ cobcTBeHHble nogceTn: 80.66.0.0/24, 80.66.16.0/24;

* @HOHCMpOBaHWe NoAceTel, NOAKNOUYEHHbIX HANPAMYHO;

+ cobcTBeHHada AS 2500;

* nepsoe coceacTso — nogcetb 219.0.0.0/30, cob6ecTBeHHbIN IP-agpec 219.0.0.1, IP-agpec cocena
219.0.0.2, AS2500;

+ BTOpoe coceacTso — nogcetb 185.0.0.0/30, co6ecTBeHHbIV IP-agpec 185.0.0.1, IP-agpec cocena
185.0.0.2, AS20

PeuleHue:

CKOHchUryprpyem Heobxoaumble ceTeBble UHTePENCHI:

esr-R3(config)# 1interface gigabitethernet 1/0/1
esr-R3(config-if-gi)# ip address 185.0.0.1/30
esr-R3(config-if-gi)# exit

esr-R3(config)# interface gigabitethernet 1/0/2
esr-R3(config-if-gi)# ip address 219.0.0.1/30
esr-R3(config-if-gi)# exit

esr-R3(config)# interface gigabitethernet 1/0/3
esr-R3(config-if-gi)# ip address 80.66.0.1/24
esr-R3(config-if-gi)# exit

esr-R3(config)# 1interface gigabitethernet 1/0/4
esr-R3(config-if-gi)# ip address 80.66.16.1/24
esr-R3(config-if-gi)# exit
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

CkoHdourypupyem firewall ans npuema mapipytunsatopom BGP-Tpadmka n3 30Hb1 6e3onacHocti WAN:

esr-R3(config)# object-group service og_bgp
esr-R3(config-object-group-service)# port-range 179
esr-R3(config-object-group-service)# exit
esr-R3(config)# security zone wan
esr-R3(config-zone)# exit

esr-R3(config)# security zone-pair wan self
esr-R3(config-zone-pair)# rule 100
esr-R3(config-zone-pair-rule)# match protocol tcp
esr-R3(config-zone-pair-rule)# match destination-port og_bgp
esr-R3(config-zone-pair-rule)# action permit
esr-R3(config-zone-pair-rule)# enable
esr-R3(config-zone-pair-rule)# exit
esr-R3(config-zone-pair)# exit

N ykaxkeM NpUHaANexXHOCTb MHTEPENCOB K 30He 6e30MacHOCTMU:

esr-R3(config)# interface gigabitethernet 1/0/1
esr-R3(config-if-gi)# security-zone wan
esr-R3(config-if-gi)# exit

esr-R3(config)# interface gigabitethernet 1/0/2
esr-R3(config-if-gi)# security-zone wan
esr-R3(config-if-gi)# exit

Cosgaaumm route-map, KOTopbIi 6yAeT UCNo/Ib30BaThCA B AaJ/IbHENLEM MPU HACTPOVKe paspeLuatoLLmx
aHOHCOB poyTepam u3 apyroi AS:

esr-R3(config)# route-map bgp-general
esr-R3(config-route-map)# rule 1
esr-R3(config-route-map-rule)# match ip address 80.66.0.0/24
esr-R3(config-route-map-rule)# match ip address 80.66.16.0/24
esr-R3(config-route-map-rule)# action permit
esr-R3(config-route-map-rule)# exit

esr-R3(config-route-map)# exit

Cosgaavm BGP npouecc ansa AS 2500 v Boigem B pexmmM KOH(OUIYprMpoBaHUa napameTpoB npoLecca:

esr(config)# router bgp 2500

CKOHhUryprpyeM aHOHCUMpOBaHWE NOACETEN, NOAKMOUEHHbBIX HANPSIMY!HO:

esr-R3(config-bgp)# address-family ipv4 unicast
esr-R3(config-bgp-af)# redistribute connected
esr-R3(config-bgp-af)# exit

Cospgagum cocenctso ¢ poytepom R2 no iBGP:

esr-R3(config-bgp)# neighbor 219.0.0.2
esr-R3(config-bgp-neighbor)# remote-as 2500
esr-R3(config-bgp-neighbor)# enable

285



ESR-Series. PyKoBOACTBO MO aKcniyaraunm

W Bktounm 06MeH IPv4-mapLupytamu:

esr-R3(config-bgp-neighbor)# address-family ipv4 unicast
esr-R3(config-bgp-neighbor-af)# enable
esr-R3(config-bgp-neighbor-af)# exit
esr-R3(config-bgp-neighbor)# exit

Coszgagum coceacTso ¢ poytepom R1 no eBGP:

esr-R3(config-bgp)# neighbor 185.0.0.2
esr-R3(config-bgp-neighbor)# remote-as 20
esr-R3(config-bgp-neighbor)# enable

 BkNtouMM 06MeH IPv4-MaplLupyTaMu, paspeLLmns Heo6xoayMble MapLLPYThI /1 aHOHCA NPV NMOMOLLY 3apaHee
Mo/iroToB/IeHHOTo route-map:

esr-R3(config-bgp-neighbor)# address-family ipv4 unicast
esr-R3(config-bgp-neighbor-af)# route-map bgp-general out
esr-R3(config-bgp-neighbor-af)# enable
esr-R3(config-bgp-neighbor-af)# exit
esr-R3(config-bgp-neighbor)# exit

Bktounm paboTy npotokona:

esr-R3(config-bgp)# enable
esr-R3(config-bgp)# exit

NHchopmaupmto o BGP-nupax MoXHO NOCMOTPETbL KOMaH/0iA:

esr# show bgp neighbors

Tabnuiy mapLipyToB NpoTokona BGP MOXHO NPOCMOTPETh C NOMOLLbIO KOMaHbI:

esr# show bgp ipv4 unicast

11.5.3 Monutuka BbIGOpaA Ny4ylwero MmapLipyTta B nporokone BGP

B npouecce pa6oTbl BGP, 06bI4HO, BbIUMCISIET OAMH NyYLLnii MapLIpYT A0 Kakaol nonydeHHol noacet. Ecnm
HeT 60/1ee NPYOPUTETHOTO MapLLpPYTa, NO/TlyYeHHOro NPW NOMOLLY APYroro NPOTOKoa MapLUpyTU3aLumn [0 3Toi
noAceTy, TO MapLUPYT yCTaHAB/IMBAETCS B TA6/MLY MapLUPyTU3aLWN.

& Ecnu BkntoueH mexaHnsam ECMP ( router bgp maximum-paths .. ), To B Ta6nuuy mapipyTtusagum MoryT
nonactb A0 16 aKTUBHbIX MapLIPyTOB A0 O4HOW NOACETN.
Mpun aHoHcMpoBaHuy BGP nupam 6yayT ncnosb3oBarbea atpubyThl ydllero MapLupyTa.

Hwxe npvBefieH anropuTM BbiGopa Nyudllero MaplupyTa B npoTtokosne BGP:

® Anroputm npumeHsieTcsa ansa cneayowmx address family: unicast IPv4, unicast IPv6, VPNv4 unicast,
VPLS.
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® [ns VPNv4 mMapLupyTOB BbIGOP /lyHLIEro MapLupyTa NPoUCXoauT CeAyoLnMM 06pasom:

CHavana BbI6Op Nyyllero mapLupyTta nponcxoanTt B paMmkax ceoero RD. [lanee, B pamkax VRF, kyga oH
nonageT B COOTBETCTBUN cBoero RT.

CE

IPv4 192.168.0.2/24

Local Preference 100
g
VPNv4 route table
B pamrax VPNv4 npropuTeTHRIM ByaeT exbpad MaplupyT "
oT PE2, koTopsii W GydeT y4acTeoRaTs & BeGope nydwers > 65500:100 192.168.0.2/24 from PE2
MapLpyTa B pamkax cooreeTcTeylowero VRE.
65500:100 192.168.0.2/24 from PE3
b A
s ™
IPv4 (VRF) route table
B pamkax VRF Gynet ewiGpad mapwpyT ot PE2, KoTopeid n
nonageT e Tabnuuy MappyTH3aLm COOTEETCTRYIOLLEND L B5500-466-192.168.0.2/24 from PE2
VRF. 5
192.168.0.2/24 from CE
b A

Mpexae Bcero, NpoBepsieTcs AOCTYNHOCTL next-hop'a y MapuupyTa. Next-hop cunTtaeTcs 4OCTyNHbIM, CNN A0
HEro MoXHo onpeaenvTb connected-mapLupyT.

1.

2.

o s

10.

MapLupyT, NOMEYEHHbIN Kak "stale", ABnseTca meHee NPUOPUTETHLIM, YeM MapLUPYT 6e3 TaKoBOW METKM.
MapLupyT nomeyaeTcs kak "stale" B npouecce pa6otbl TexHonorum LLGR ([Moapo6Hee);

CpaBHuBaeTcs 3Ha4eHne atpmbyta Weight — nyyiimm ctaHOBUTCA MapLIpyT, UMetoLWwnii 6onbluee
3HayeHue;

CpaBHuBaeTcs 3HaueHne aTpubyTa Local preferences — nyywim cTaHOBUTCS MapLUpyT, UMEHLLWiA
6o/bllee 3HaYeHue;

CpaBHuBaetcs gaimHa AS-path — MapLIpyT C MEHbLUMM KO/IMYECTBOM "XOMOB" CTAHOBUTCS /TyULLNM;
CpaBHuBaeTcs 3HaveHme aTpubyTa Origin — IGP siBnaeTcs cambiM npuopuTteTHbIM. EGP npnoputeTHee,
yeMm Incomplete;

. CpaBHuBaeTcs 3HaueHune atpmubyta multiple exit discriminator (MED) — HaMmeHblLee 3HaYeHne

aTpuéyTa UMeeT 60/bLLIWIA MPUOPUTET,

MapLpyT, nonyyeHHblin oT EBGP-nupa, nmeet 60/1bLWKIA NPUOPUTET NO CPABHEHUIO C MapLUPYTOM,
nony4veHHbIm oT IBGP nnpa;

7.1 Ecnu BkntoueH ECMP, To ganbHelilumx cpaBHeHuit He npoussoanTcs 1 maplupyT (multipath) nonaget
B TabnuLy MapLupyTmMsauuu;

. CpaBHuBaeTcsa napameTp Router-ld — mapwpyT, nonyyeHHsblin ot BGP-cocena ¢ HavmeHbLumM Router-1d,

ABNSAETCA MPUOPUTETHBIM,
CpaBHuBaeTcs KonmuecTBo agpecos B Cluster list — mapLupyT, MeoLWmin HauMeHbLLee

KO/INYECTBO aZpecoB CTaHOBUTCA NyULLNM;

CpasHuBatotcs agpec BGP-nmpoB — mapLupyT, Nony4YeHHbIin oT BGP-nupa ¢ HaMMeHbLIUM 13 afipecos
ABNSAETCA MPUOPUTETHBIM.

B BbiBOAE MapLIPYTHOW MHpopMaLUK ANs onpeaeneHHoro npeduukca yyllnii MmaplipyT 6yaeT oTMedeH
Kak "Best":
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ESR# show bgp ipv4 unicast 192.0.2.0/24
192.0.2.0/24 via 100.64.28.1 on gil/0/1.2800  [bgp65514 2022-05-22] (650411)
Administrative Distance: 170

Type: unicast

Origin: IGP

AS PATH: 65054 65055 65056 65077 65098 65059

Next Hop: 100.64.28.1

Local Preference: 100

Community: (3356:2) (3356:22) (3356:86) (3356:501) (3356:666) (3356:903)

(3356:2065)
(12389:6) (65000:64990)
Weight: 0
Valid
192.0.2.0/24 via 101.7.0.1 on gil/0/1.2800  [bgp65514 2022-05-22] (650411)
Administrative Distance: 170

Type: unicast

Origin: IGP

AS PATH: 65020 65030

Next Hop: 101.7.0.1

Local Preference: 200

Community: (3356:2) (3356:22) (3356:86) (3356:501) (3356:666) (3356:903)

(3356:2065)
(12389:6) (65000:64990)
Weight: 0
Valid,Best

11.6 Hacrtpoiika BFD

BFD (Bidirectional Forwarding Detection) — 310 npoTokon, paGoTaroLuii NoBepxX ApPYrnx NPOTOKO/IO0B,
NO3BO/IAOLLNIA COKPaTUTL BpeMsi 06HapyxeHus npobnemsl o 50 mc. BFD aBnseTca ABYCTOPOHHUM
MPOTOKO/OM, T.€. TPpe6yeT HACTPOIKM 060MX MapLIpPyTU3aTopoB (06a MapLupyTusatopa reHepupytot BFD-
nakeTbl U OTBeYatoT Apyr Apyry).

Mo ymonyaHuio, ceccus yctaHaB/IMBAETCA B ClieyolWeM pexnme:

MpoTtokon Pexum

iBGP multi-hop
eBGP single-hop
eBGP multi-hop multi-hop
OSPF single-hop
Static route single-hop

[N n3MeHeHns noeeaeHus(pexrMa) Heo6XoANMO B PyUHyto NepeonpeaennTs napaMeTpbl CECCUM, YKa3as
HeobXoAuMbI peXxuM. PaccMoTpum Ha NpuMepe:
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JonycTtum, mbl ycTaHoBunn iBGP-cocenctBo v Bknounnm ansa Hero BFD:

ESR# show running-config routing bgp
router bgp 65516
neighbor 10.100.0.2
remote-as 65515
update-source 10.100.0.1
bfd-enable
enable
exit
enable
exit

ESR# show bfd neighbors 10.100.0.2

Neighbor address: 10.100.0.2
Local address: 10.100.0.1
Interface: -
Remote discriminator: 3751534121
Local discriminator: 1670865501
State: Up
Session type: Control
Session mode: Single-hop
Local diagnostic code: No Diagnostic
Remote diagnostic code: No Diagnostic
Minimal Tx Interval: 300 ms
Minimal Rx Interval: 300 ms
Multiplier: 5
Actual Tx Interval: 300 ms
Actual Detection Interval: 1500 ms
Number of transmitted packets: 1149
Number of received packets: 1153
Uptime: 2m
Client: BGP
Last received packet:
Desired Min Tx Interval: 300 ms
Required Min Rx Interval: 300 ms
Multiplier: 5

Kak BuaHo, no ymonuyaxuto BFD yctaHoBuics B pexume single-hop. Mepeknounm pexum B multi-hop:

ESR(config)# ip bfd neighbor 10.100.0.2 local-address 10.100.0.1 multihop
ESR(config)# do commit
ESR(config)# do confirm
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KoHdpurypaumo Heobxoaymo Nnpon3BoAnTb HA 060KMX YCTpoicTBax. Mocne nepeycTaHOBKM CECCUM €€ PEXUM
cMeHuTcsa Ha multi-hop:

esr-200# sh bfd neighbors 10.100.0.2

Neighbor address: 10.100.0.2
Local address: 10.100.0.1
Interface: -=

Remote discriminator: 3751534121
Local discriminator: 1670865501
State: Up

Session type: Control
Session mode: Multi-hop

Local diagnostic code:
Remote diagnostic code:
Minimal Tx Interval:

No Diagnostic
No Diagnostic
300 ms

Minimal Rx Interval: 300 ms
Multiplier: 5
Actual Tx Interval: 300 ms
Actual Detection Interval: 1500 ms
Number of transmitted packets: 9
Number of received packets: 11
Uptime: 2m
Client: BGP
Last received packet:

Desired Min Tx Interval: 300 ms

Required Min Rx Interval: 300 ms

Multiplier: 5

11.6.1 Hacrtpoiika TaimepoB

© PekomeHgaums
3HaueHue TaliMepoB MHAMBUAYAbHO /151 K&XA0M CETU U BO MHOTOM 3aBUCUT OT ee napameTpos. B
cnyyae yacToro cpnanuHra BFD, pekoMeHayeM yBennuuThb 3HaueHne TaiiMepos.

Talimepbl, BHe 3aBUCUMOCTM OT pexuma paboTbl npoTokona (single nunm multi-hop mode), MoryT 6bITb
HACTPOEHbI B KOHTEKCTE M106a/1bHOM KOHUrypaumm nam Ha onpeaeneHHbix nitepdieincax. Hactpoiika Ha
NHTepencax MMeeT HambobLUNIA NPUOPUTET.

ESR(config)# ip bfd min-tx-interval 1000
ESR(config)# ip bfd min-rx-interval 1000
ESR(config)# do commmit

ESR# sh ip bfd
Minimum RX dinterval: 1000 ms
Minimum TX dinterval: 1000 ms

Idle TX dinterval: 1000 ms
Multiplier: 5 packets
Passive: No

Mocne Toro, kKak BFD-ceccusa yctaHOBNEHa, Kaxaas CTOpoHa MHANBUAYa/IbHO BbluMCNAEeT cBon Tx Interval

n Detection Interval. Tx Interval BbiGrpaeTca HanbosnblUee 3HavYeHre U3 nokanbHoro Tx Interval n yaaneHHoro
RX Interval. Detection Interval Bbluncnsietcs no cnegytowein popmyne: Detection Interval = remoteMultiplier *
MAX( RxLocal || TxRemote), rae remoteMultiplier — 3HaueHne Multiplier yganeHHoi ctopoHsbl, RxLocal -
nokasnbHbIi Tx Interval, TxXRemote — Tx Interval yaaneHHOR CTOPOHbI.
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ﬂOKaﬂbHOHaCTpoeHHHeTaﬁMeprTaﬁMepblManEHHOMCTOpOHH,aTaDKeBbNMCﬂeHHHeTaﬁMepblMOXHO

MOCMOTPETL C/iefyoLWwyM 06pasoM:

esr-200# sh bfd neighbors 10.100.0.2

Neighbor address: 10.100.0.2
Local address: 10.100.0.1
Interface: -

Remote discriminator: 3751534121
Local discriminator: 1670865501
State: Up

Session type: Control
Session mode: Multi-hop

Local diagnostic code:
Remote diagnostic code:

Minimal Tx Interval: 300 ms <--—--JloKanbHbI
Minimal Rx Interval: 300 ms <--—--JloKanbHbI
Multiplier: 5 <-—-- JloKanbHbl

No Diagnostic
No Diagnostic

Tx Interval
Rx Interval
Multiplier

Actual Tx Interval: 300 ms <---- BblyucneHHoli Tx Interval
Actual Detection Interval: 1500 ms <----  BblyMCNeHHblli Detection Interval
Number of transmitted packets: 21781
Number of received packets: 21804
Uptime: 1d21h54m
Client: BGP
Last received packet:
Desired Min Tx Interval: 300 ms <———-
Required Min Rx Interval: 300 ms <———- Talimepsbl yAaneHHOW CTOPOHbI
Multiplier: 5 <———-
11.6.2 ANropuTM HacTpOIKN
War OnucaHue KomaHnpa Kniouu
1 AkTuBMpoBaTtb BFD ana npotokona esr(config-if-gi)# ip ospf bfd-
OSPF Ha nHTepgeliice. enable
2 AkTnBupoBatb BFD ans npotokona BGP  esr(config-bgp-neighbor)# bfd-
neighbor Ha nHTepdeiice. enable
3 3agaTb UHTEpPBaUT, MO UCTEYEHUN esr(config)# ip bfd idle-tx-interval <TIMEOUT> - nHtepBas, no

KOTOpOro npoucxoaut otnpaska BFD-
coobueHus coceqy. MobasbHO
(He o6si3aTenbHO).

<TIMEOUT>

NCTEeYEeHNN KOTOPOro
npovcxoaut otnpaska BFD-
naketa, NPUHUMaET 3Ha4eHve B
MUNNNCEKYHAAX B AnanasoHe
[200..65535] gns
ESR-1000/1200/1500/1511
/1700/3100 v [300..65535] ans
ESR-10/12V(F)/14VF/
20/21/100/200

Mo ymonyaHuio 1 cekyHaa.
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OonucaHue

BKMOUNTb NTOTVPOBAHME U3MEHEHWI
cocTosiHua BFD-npoTokona (He
06513aTe/bHO).

3agatb MUHUMabHbIA MHTepBa, Mo
NCTEYEHMN KOTOPOro coces AO/HKEH
creHepupoBaTb BFD-coobuieHue.
Fno6asibHO

(He 06s13aTeNBLHO).

3agaTb MUHUMasIbHBI UHTEpPBa, MO
NCTEYEHUN KOTOPOTO NPONCXOUT
oTnpaska BFD-coobLieHus coceny.
Fno6asibHO

(He o6si3aTenbHO).

KomaHpa

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

esr(config)# ip bfd log-adjacency-

changes

esr(config)# ip bfd min-rx-interval <TIMEOUT> - nHTepBan, no

<TIMEOUT>

NCTEYEHUN KOTOPOTo A0/MKHA
nponcxoantb otnpaska BFD-
Co06LLEeHNs coceaom,
NMPUHUMAET 3HAYEHNE B
MUNNINCEKYHAAX B guanasoHe
[200..65535] anst
ESR-1000/1200/1500/1511
/1700/3100 v [300..65535] anst
ESR-10/12V(F)/14VF/
20/21/100/200

Mo ymonuaHuio:

+ 300 MuUnMcekyHa Ha
ESR-10/12V(F)/14VF/
20/21/100/200,

+ 200 MunnavcekyHp Ha
ESR-1000/1200/1500
/1511/1700/3100.

esr(config)# ip bfd min-tx-interval <TIMEOUT> - nHtepBas, no

<TIMEOUT>

NCTEYEHUN KOTOPOTO A0/DKHA
npoucxoanTb oTnpaska BFD-
co006LLeHnA cocenom,
NMPUHUMAET 3HAYEeHNE B
MWIMCEKYHAAX B AnanasoHe
[200..65535] pns
ESR-1000/1200/1500/1511
/1700/3100 v [300..65535] ans
ESR-10/12V(F)/14VF/
20/21/100/200

Mo ymonyaHuio:

+ 300 MunnucekyHpg Ha
ESR-10/12V(F)/14VF/
20/21/100/200,

+ 200 MuUnMcekyHa Ha
ESR-1000/1200/1500
/1511/1700/3100.
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10

OonucaHue

3aaartb YMCcNo NPonyLeHHbIX NakeToB.,
nocse foCTmxeHus kotoporo BFD-
cocef, cUnTaeTca HefOCTYMNHbLIM.
rno6anbHo.

3anyctutb paboty mexaHusma BFD c
onpegeneHHsim IP-agpecom.

MepeBecTn BFD-ceccuto B MaccuBHbIN
pexumM, To ecTb BFD-coobLueHus He
6yayT OTNpPaBAATLCA A0 TeX Nop, Noka
He 6yayT Nosy4YyeHbl COOBLLEHNS OT
BFD-cocena. rnobasnbHO

(He 06s13aTeNbHO).

3agartb MHTEpPBaJI, MO UCTEYEHUN
KOTOpOro npoucxoaut otnpaska BFD-
coobLleHuns coceny.

Ha nHTepceiice

(He 06s13aTeNbLHO).

KomaHpa

esr(config)# ip bfd multiplier
<COUNT>

esr(config)# ip bfd neighbor

<ADDR> [ { interface <IF> | tunnel

<TUN>}]

[local-address <ADDR> [multihopl]]

[vrf <VRF>]

esr(config)# ip bfd passive

esr(config-if-gi)# ip bfd idle-tx-
interval <TIMEOUT>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<COUNT> - yucno
NpOoNyLLEHHbIX NaKeToB, Nocne
[OCTUMXEHNSI KOTOPOTro cocef
cunTaeTcst HegOCTYMHbIM,
NPUHMMAaET 3Ha4YeHne B
JAnanasone [1..100].

Mo ymonuaHuio: 5.

<ADDR> - IP-agpec wno3a,
3apaéTtca B Buae
AAA.BBB.CCC.DDD, rge kaxpgas
YyacTb MPUHUMAET 3HAYEHNSA
[0..255];

<IF> — nHTepdeic nnm rpynnol
NHTEphecos;

<TUN> — T1Mn n HomMep TyHHens;

<VRF> - nmsa ak3emnnsapa VRF,
3ajaetcs cTpokoii go 31
CYMBON3;

multihop — kntoy ans
ycTaHoBku TTL=255, ana
paboTbl MexaHu3ma BFD vepes
MapLUpPYTU3MPYEMYIO CETb.

<TIMEQOUT> - nHtepsarn, no
NCTEYEHUN KOTOPOro
npouncxoant otnpaska BFD-
nakeTa, NPUHMMAaET 3HAYEHNE B
MUNNINCEKYHAAX B guanasoHe
[200..65535] anst
ESR-1000/1200/1500/1511
/1700/3100 v [300..65535] anst
ESR-10/12V(F)/14VF/
20/21/100/200.

Mo ymonuaHuio: 1 cekyHaa.
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11

12

13

OonucaHue

3agaTb MUHUMa/IbHBI UHTEPBA, MO
NCTEYEHMN KOTOPOTrO coces AO/HKEH
creHepupoBaTb BFD-coobuieHue.

Ha nHTepceiice

(He 06s13aTeNBLHO).

3agatb MUHUMaIbHbIA MHTEpBa, No
NCTEYEHMUN KOTOPOTO NPOUCXoaNT
oTnpaska BFD-coobLieHus coceny.
Ha nHTepdeiice

(He o6si3aTenbHO).

3afaTb YMC0 NPONYLLEHHbIX NaKEeTOB,
nocse focTmxeHus kotoporo BFD-
cocef, cunTaeTca HeOCTYNHbLIM.

Ha nHTepceiice

(He o06s13aTeNBLHO).

KomaHpa

esr(config-if-gi)# ip bfd min-rx-
interval <TIMEOUT>

esr(config-if-gi)# ip bfd min-tx-
interval <TIMEOUT>

esr(config-if-gi)# ip bfd multiplier
<COUNT>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<TIMEOUT> — nHTepsarn, no
NCTEYEHUN KOTOPOTO A0/HKHA
nponcxoantb otnpaska BFD-
COo06LLEeHNS coceaom,
NMPUHUMAET 3HAYEHNE B
MUNNNCEKYHAAX B AuanasoHe
[200..65535] ansa
ESR-1000/1200/1500/1511
/1700/3100 v [300..65535] ans
ESR-10/12V(F)/14VF/
20/21/100/200

Mo ymonyaHuio:

+ 300 MunncekyHg, Ha
ESR-10/12V(F)/14VF/
20/21/100/200,

+ 200 MunnucekyHp Ha
ESR-1000/1200/1500
/1511/1700/3100.

<TIMEOUT> - nHtepsarn, no
NCTEYEHUN KOTOPOTO A0/HKHA
npoucxoants otrnpaska BFD-
coo6LeHnsa coceom,
NPUHUMAET 3HaYeHve B
MUNNNCEKYHAAX B AuanasoHe
[200..65535] pns
ESR-1000/1200/1500/1511
/1700/3100 v [300..65535] ans
ESR-10/12V(F)/14VF/
20/21/100/200

Mo ymonyaHuio:

+ 300 MunnaucekyHg Ha
ESR-10/12V(F)/14VF/
20/21/100/200,

+ 200 MUIIMCeKyHA, Ha
ESR-1000/1200/1500
/1511/1700/3100.

<COUNT> - yucno
MPOMNyLIEHHBIX NAKeToB, Nocne
[JOCTUXEHNS KOTOPOro cocef,
cuMTaeTCsl HefoCTYMHbIM,
MPYHUMAET 3HaYeHne B
[AmnanasoHe [1..100].

Mo ymonuaHuio: 5.
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War OnucaHwue KomaHpa Kntoun

14 MepesecTn BFD-ceccrio B NacCUBHbIi esr(config-if-gi)# ip bfd passive
pexum, To ectb BFD-coobueHns He
6yayT oTNpaBNsATLCSA A0 TEX Nop, Noka
He ByayT NosyYeHbl COOBLLEHNS OT
BFD-cocena. Ha nHtepdeiice
(He 06s3aTENbHO).

11.6.3 Mpumep HacTpoiikn BFD ¢ BGP

3apava:
Heobxoanmo HactpouTb eBGP mexay ESR R1 v R2 n Bkitounts BFD.

R1 7o

PeweHune:

1. KoHdurypuposaHue R1
MpensapuTenbHO HEOBX0AMMO HACTpPouUTb MHTepdieinc Gil/0/1:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# ip firewall disable
esr(config-if-gi)# ip address 10.0.0.1/24

HacTtpoum eBGP ¢ BFD:

esr(config)# router bgp 100

esr(config-bgp)# neighbor 10.0.0.2
esr(config-bgp-neighbor)# remote-as 200
esr(config-bgp-neighbor)# update-source 10.0.0.1
esr(config-bgp-neighbor)# bfd-enable
esr(config-bgp-neighbor)# enable
esr(config-bgp-neighbor)# exit

esr(conf