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CoaeprKaHue U3MEHEeHMi

Bepcua 1.42 18.08.2022 M3meHeHUA B pasgenax:
- 5.2 ®dunbTpauma coobLieHnin KOMaHLHOM CTPOKM
- 5.4 KomaHapl ynpaB/ieHUs cuctemon
- 5.12 Hactpoiika IPv4-agpecaumm
- 5.17.2 ®yHKums nocpegHuKa npoTtokona IGMP (IGMP Snooping)
- 5.30.1 KoHdurypuposaHue ACL Ha base IPv4
- 5.30.2 KoHdwurypmposarue ACL Ha 6ase IPv6
- 5.30.3 KoHdurypmposarue ACL Ha 6ase MAC
- 5.32.1 Hactpoliika QoS
Bepcua 1.41 10.11.2021 M3meHeHUA B pasgenax:
- 2.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKN
- 5.20 3epkannposaHune (MOHUTOPUHT) NOPTOB
- 5.30.3 KoHdurypuposarue ACL Ha 6ase MAC
- 5.32.1 Hactpoiika QoS
Bepcua 1.40 26.07.2021 M3meHeHue B pa3genax:
- 2.2.6 dyHKUMKM obecneyeHna 6e3onacHOCTU
- 5.4 KomaHapl ynpaB/ieHUs cuctemon
- 5.5 KomaHZabl Ana HAacTPOMKKM NapameTpoB A1 3a4aHuA naponei
- 5.8.2 HacTpoiika VLAN 1 pexxnmoB KoMmMyTaumn nHTepodencos
- 5.15.5 CemeliictBo npoTtokonos STP (STP, RSTP, MSTP)
- 5.29 KoHourypuposaHne DHCP-cepsepa
Bepcusa 1.39 12.02.2021 M3meHeHue B pasgenax:
- 2.3 OCHOBHble TeXHUYECKNE XapaKTepUCTUKM
- 5.4 KomaHapbl ynpaB/ieHUs CUCTEMOM
-4.5.1.3 Hactpoi#iKka ctatudeckoro |IP-agpeca, Mackv NOACETU U WAO3a
no YMO4aHUIo
-4.5.2 HacTpo#ka napameTpoB cMCTeMbl 6€@30MacHOCTH
Bepcusa 1.38 28.08.2020 M3meHeHue B pasgenax:
- 2.3 OCHOBHbl€e TeXHUYECKNE XapaKTepUCTUKM
- 2.5 KomnnekT nocTaBku
-4.5.2 HacTpo#ka napameTpoB cucTembl 6@30nacHoCTH
- 5.17.1 Npasunna rpynnosoi agpecauumm (multicast addressing)
- 5.25.1 ®yHKuumM obecneyeHms 3aLmTbl NOPTOB
Bepcua 1.37 05.06.2020 [o6asneHbl pasgensi:
- 5.21 Cepsuc watchdog
MN3meHeHue B pasgenax:
- 2.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN
- 2.4.4 CeeToBasa MHAMKaLMA
-4.5.1.2 PaclumpeHHas HacTpoMKa ypoBHA A0CTyna
- 5.9 Selective Q-in-Q
- 5.17.5 ®yHKUMA MHOTOaApecHOM mapLupyTrauumn IGMP Proxy
-5.18.7.1 Telnet, SSH, HTTP u FTP
- 5.25.3 KoHTtponb npotokona DHCP n onumn 82
- 5.30 KoHourypmposaHue ACL (cnMcKu KOHTpoAsA AocTyna)
Bepcua 1.36 22.11.2019 M3meHeHusA B pasgenax:
- 5.24.3 KoHTponb npotokona DHCP v onuuun 82
Bepcusa 1.35 19.07.2019 [o6asneHbl pasgensi:
- 5.29.4 HacTpolika BpemeHHbIX MHTepBanoB «time-range» ans
CNUCKOB AoCTyna
MN3meHeHue B pasgenax:
- 2.3 OCHOBHbIe TEXHUYECKME XapaKTEPUCTUKHN
- 5.15.4 MexaHu3am obHapyxeHus netenb (loopback-detection)
- 5.15.5.1 HacTtpoka npotokona STP, RSTP
- 5.18.7.2 KomaHAbl KOHPUTYPUPOBAHUA TEPMUHANA
- 5.24.3 KoHTponb npotokona DHCP v onuumn 82
Bepcua 1.34 26.12.2018 M3meHeHusA B pasgenax:
- 5.7 HacTpolika cucTeMHOro BpemeHu
- 5.15.12 Hactpoiika ¢pyHKumm Layer 2 Protocol Tunneling (L2PT)
Bepcua 1.33 29.05.2018 [obasneH pasgen:
-4.5.1.2 PacwmpeHHan HacTPoMKa ypoBHA A0CTyna
MN3meHeHusa B pasgenax
- 5.6.2 KomaHabl ans pabotbl ¢ pannamm
- 5.8.1 HacTpolika napameTtpos Ethernet-untepdelticos, Port-Channel
n Loopback-uHtepdelicos
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- 5.12 Hactpoiika IPv4-agpecaumm

- 5.14.1 NpoTtokon IPv6

- 5.15.3 Hactpoliika npotokona GVRP
-5.18.7.1 Telnet, SSH, HTTP n FTP

- 5.23.2 Onepauus UDP lJitter

- 5.28 KoHowurypauus DHCP-cepBepa

- 5.29.1 KoHdurypuposaHue ACL Ha 6ase IPv4
- 5.31.1 Hactpoiika QoS

- 5.32.3 Hactpoiika npoTtokona OSPF

Bepcusa 1.32

18.09.2017

M3meHeHUsA B pasgenax:

- 5.1 ba3zoBble KOMaHAbI

- 5.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 5.10 Wtopm-KOHTpOAb

- 5.15.5.1 Hactpowka npotokona STP, RSTP

- 5.29 KoHowurypuposaHue ACL (cnncku KOHTpoas gocTtyna)
- 5.31 KauecTBo obcnykusanma - Q0OS

Bepcusa 1.31

18.09.2017

[ob6asneHbl pasaens:

- 5.8.3 ®yHKuMA Private vlan

- 5.26 dyHKumu Lightweight DHCPv6 Relay Agent (LDRA)
N3meHeHuA B pasgenax:

- 5.6.2 KomaHab! ana pabotbl ¢ painnamm

- 5.8 KoHdurypuposaHue nHtepoeicos n VLAN

- 5.11 Mpynnbl arperauuu kaHanos — Link Agregation Group (LAG)
- 5.15.8 Hactpolika npoTtokona G.8032v2 (ERPS)

- 5.15.5.1 HacTtpowka npoTtokona STP, RSTP

- 5.15.12 HacTpoiika ¢yHKumm Layer 2 Protocol Tunneling (L2PT)
- 5.17.1 MNpasunna rpynnosoi agpecauumm (multicast addressing)

- 5.17.2 ®yHKUMA nocpeaHMKa npoTokona IGMP (IGMP Snooping)
- 5.19 }ypHan aBapwit, npoTokon SYSLOG

- 5.24.3 KoHTtponb npotokona DHCP v onuun 82

- 5.25 dyHkuumn DHCP Relay nocpegHuka

- 5.27 KoHourypuposaHue PPPoE Intermediate Agent

- 5.29 KoHowurypuposaHue ACL (cnucKkM KOHTpoAs gocTtyna)

- 5.31.1 Hactpoliika QoS

Bepcua 1.30

23.06.2016

MN3meHeHus B pasgenax:

- 5.4 KomaHapl ynpaB/ieHUs CUCTEMOM

- 5.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLmu nHTepdelicos
- 5.8.3 HacTpolika nHtepdelica IP

- 5.14.1 MNpoTokon ipv6

- 5.15.5 CemeitctBo npotokonos STP (STP, RSTP, MSTP)

- 5.19 }KypHan aBapwuit, npotokon SYSLOG

- 5.27 KoHourypuposaHme DHCP-cepsepa

- 5.28.1 KoHourypuposaHue ACL Ha 6ase IPv4

- 5.30 KavectBo obcnyxusaHma QoS

Bepcua 1.29

10.02.2016

M3meHeHusA B pasgenax:

- 5.8 KoHurypuposaHue nHtepdeincos

- 5.10 KoHTpOAb WKPOKOBELATEIbHOIO «LITOPMa»

- 5.17 T'pynnosasa agpecaums

- 5.18.4 MpoToKkon ynpasneHus cetbto (SNMP)

- 5.24.2 MpoBepKa NoA/JMHHOCTU K/MEHTa Ha OCHOBE nopTa (cTaHaapT
802.1x)

- 5.24.3 KoHTponb npotokona DHCP v onuua 82

- 5.24.4 3awuTa IP-agpeca KaneHTa (IP-source Guard)

-5.24.5 KoHTponb npotokona ARP (ARP Inspection)

- 5.24.6 Hactpolika ¢pyHKummn MAC Address Notification

- 5.28.1 KoHourypmposaHue ACL (CnMcKM KOHTpoAA AocTtyna)

- 6.2 O6HOBNEHME NPOrpamMHOro obecneyexus c cepsepa TFTP
[obasneHo:

- 2.2.3 ®dyHKuma Layer 2 Protocol Tunneling (L2PT)

Bepcua 1.28

15.10.2015

N3meHeHuA B pasgenax:
- 5.17.5 ®yHKLMA MHOroaapecHol mapLupytusauum IGMP Proxy
- 5.31.3 HacTpolika npotokona OSPF

Bepcua 1.27

1.09.2015

N3meHeHuA B pasgenax:

- 2.2.8 [lononHutenbHble GYHKUUK

- 5.4 KomaHzabl ynpasaeHus cuctemon
- 5.8 KoHdurypuposaHue nHtepdeicos
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- 5.10 KoHTpOAb WKpPOKOBELATENbHOrO «LLITOPMa»

-5.11 Mpynnbl arperaumm KaHanos — Link Agregation Group (LAG)
- 5.15.2 Hactpolika npoTtokona ARP

- 5.15.6 HacTpoliika ¢yHKumm flex-link

- 5.17.5 ®yHKUMA MHOroagpecHoi mapwpytusaumm IGMP Proxy
-5.18.1 MexaHusm AAA

- 5.20 3epKanvpoBaHue (MOHUTOPUHT) NOPTOB

- 5.30.5 Hactpolika Virtual Router Redundancy Protocol (VRRP)
- 5.30.1 Hactpoiika QoS

Job6asneH pasgen:

- 5.23 IP Service Level Agreements (IP SLA)

Bepcua 1.26

03.06.2015

MN3meHeHuA B pasgenax:

- 5.15.4 MexaHu3am obHapyxeHus netenb (loopback-detection)

- 5.15.5 CemelictBo npoTokosios STP

- 5.18.2 Npotokon RADIUS

- 5.23.2. MNpoBepKa NOA/IMHHOCTU KNNEHTA Ha OCHOBE MopTa (CTaHaapT
802.1x)

- 5.23.3 KoHTponb npotokona DHCP 1 onuua 82

- 5.24 dyHKummn DHCP Relay nocpegHuKa

Bepcua 1.25

11.03.2015

N3meHeHuA B pasgenax:

- 5.8.2 HacTpoliika nHtepdelica VLAN

- 5.10 KOHTpOAb WMPOKOBELATENbHOIO KLWTOPMa»

- 5.17.2 ®yHKUMA nocpesHMKa npoTokona IGMP (IGMP Snooping)
- 5.18.4 MNpoTokon ynpasneHua cetbto (SNMP)

- 5.23.2.2 PacwupeHHasa nposepka NOAJANHHOCTH

Bepcua 1.24

26.01.2015

MN3meHeHuA B pasgenax:

-5.6.3 KomaHgbl gna pe3epBrpoBaHUA KOHOUTypaLmm
-5.24 ®yHKumm DHCP Relay nocpesHuka

[obaBneHbl pasaensbl:

-5.15.6 Hactpowka ¢pyHKumm flex-link

Bepcua 1.23

25.11.2014

MN3meHeHusa B pasgenax:

- 5.18.1 MexaHusm AAA

- 5.30.5 Hactpowka npotokona Virtual Router Redundancy Protocol
(VRRP)

[obaBneHbl pasaensbl:

- 5.14.3 Hactpolika ¢yHKumm IPv6 RA guard

- 5.14.4 Hactpolika ¢yHKummn DHCPv6 guard

Bepcua 1.22

21.10.2014

N3meHeHuA B pasgenax:
- 5.8.2 Hactpoiika nHtepdeiica Vlan
- 5.10 KoHTpO/b WMPOKOBELATENbHOIO «LLITOPMa»

Bepcua 1.21

13.10.2014

M3meHeHusA B pasgenax:
-5.11 'pynnbl arperauumn KaHanos
- 5.15.6 NpoTtokon EAPS

Bepcua 1.20

26.08.2014

MN3meHeHus B pasgenax:

- 5.4 KomaHapl ynpaB/iieHUs cucTemom

- 5.15.6 Npotokon EAPS

- 5.24 dyHkummn DHCP Relay nocpegHuka
- 5.30.3 HacTpolika npotokona OSPF

- MpwunoxeHue A: HacTpoiika Multicast-tv

Bepcua 1.19

28.07.2014

M3meHeHusA B pasgenax:

- 5.12HacTpoiika IPv4-agpecaunn
-5.18.7.1 Telnet, SSH, HTTP n FTP
[ob6asneHbl pasgensi:

- 5.8.3 Hactpoiika IP-uHTepdeiica

Bepcua 1.18

29.05.2014

N3meHeHuA B pasgenax:

- 5.8.2 HacTpoiika nHtepdeliica VLAN
- 5.9 Selective Q-in-Q

- 5.30.3 HacTpolika npotokona OSPF
[ob6asneHbl pasgensi:

- 5.30.4 Hactpolika npoTtokona BFD

Bepcua 1.17

29.04.2014

M3meHeHue pasgena:
- 5.8.1 Mapametpbl Ethernet-uHtepdeiicos n uHTepdeiicos Port-
Channel

Bepcua 1.16

01.04.2014

N3meHeHus B pasgene:
-5.22.1 InarHocTMka megHoro Kabens
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Bepcusa 1.15

29.01.2014

N3meHeHun B pasgenax:
-5.17.2 ®yHKumMA nocpeaHMKa npoTtokona IGMP (IGMP Snooping)

Bepcua 1.14

05.12.2013

N3meHeHuA B pasgenax:

- 2.2 dyHKUUKM KOMMYyTaTOpa

Job6asneHbl pasaensi:

- 5.30.4 Hactpolika Virtual Router Redundancy Protocol (VRRP)

Bepcusa 1.13

22.11.2013

N3meHeHuA B pasgenax:

- 5.15.5 CemeliictBo npoTtokonos STP (STP, RSTP, MSTP)

- 5.8.1 Mapametpbl Ethernet-uHTepdeiticos u wuHTepdelicos Port-
Channel

- 5.18.2 Npotokon RADIUS

- 5.20 3epKanmpoBaHue (MOHUTOPUHT) NOPTOB

[ob6asneHbl pasgensi:

- 5.2 ®dunbTpauma coobLieHnin KOMaHAHOM CTPOKM

Bepcua 1.12

02.10.2013

M3meHeHUsA B pasgenax:

-4.4.2 PaboTa KOMMYTaTOpa B PEXXUME CTEKMPOBaAHMA

- 5.6 HacTpoiKM cUCTEMHOIO BpeMEHMU

- 5.16.2 ®yHKuMA NnocpegHMKa npoTokona IGMP (IGMP Snooping)
- 5.29.3 Hactpoiika npotokona OSPF

Bepcua 1.11

15.08.2013

MN3meHeHun B pasgenax:

- 5.26.1 KoHdurypmuposaHue ACL Ha base IPv4
- 5.26.2 KoHdurypuposaHue ACL Ha base IPv6
- 5.26.3 KoHdurypuposaHue ACL Ha 6aze MAC

Bepcua 1.10

18.06.2013

[ob6asneHbl pasaensi:

- 5.5.3 KomaHzbl A41a pesepBMpoBaHMA KoHOUTypauum
- 5.14.7 Hactpolika npoTtokona G.8032v2 (ERPS)

- 5.14.9 Hactpolika npotokona OAM

- 5.14.10 HacTtpoiika npoTtokona CFM

MN3meHeHus B pasgenax:

- 4.1 HacTpoiiKa TepMmuHana

- 5.9 KoHTpo/b WnpoKoBeLwaTebHOro «LWTopma»
-5.17.2 Npotokon RADIUS

-5.17.3 NpoTtokon TACACS+

- 5.17.4 MNpoTokon ynpasneHua cetbto (SNMP)
-5.17.1 MexaHusm AAA

-5.17.7.1Telnet, SSH, HTTP n FTP

-5.17.7.2 KomaHabl KOHOUTYpMpPOBaAHUA TEPMUHANA
- 5.21.2 InarHoCTMKa ONTUYECKOro TpaHcMBepa

Bepcua 1.9

20.03.2013

[ob6asneHbl pasgensi:

- 5.17.4 ®yHKuMM orpaHuyeHma multicast-Tpaduka

M3meHeHusA B pasgenax:

- 5.17.2 ®yHKUMA nocpesHMKa npoTokona IGMP (IGMP Snooping)
- 5.18.1 MexaHu3sm AAA

- 5.18.7 Hactpolika goctyna

- 5.23.3 KoHTponb npotokona DHCP u onuma 82

- 5.25 KoHourypuposaHue PPPoE Intermediate Agent

Bepcua 1.8

06.03.2013

M3meHeHusA B pasgenax:

- 5.3. lobasneHo onncaHue KOHPUrypupoBaHus GpyHKLMIM
MOHUTOpPUHIa 1 3awmTbl CPU.

-5.7.1. Job6aBneHo onucaHne KOHOGUTYpUpoBaHUA GYHKLNIA
MOHUTOPUHIa Harpy3kun Ha uHTepdercax.

-5.7.2. Jo6aBneHo onucaHune KoHourypmposarHua MAC-based vlan,
EtherType gna ncxoaalmx NakeTos.

-5.16.1. lo6aBneHo onucaHue KOHPUrypmposaHma nsyyeHms MAC-
aapecos 8o VLAN.

- 5.16.2 ®yHKuMA nocpeaHMKa npoTokona IGMP (IGMP Snooping).
-5.17.4. lobasneHo onucaHue KoHdurypuposaHua SNMP trap-
COODBLLEHWNI Ha NopTax.

-5.19. lo6asneHo onncaHne KOHGUIrypmMpoBaHUA yaaNEeHHOrO
3epKannpoBsaHums.

-5.22.3. lobaBneHo onucaHue KoHduUrypuposaHua ¢opmata DHCP
onumn 82.

[JobasneHbl pasaensbl:

- 5.24 KoHourypuposaHue PPPoE Intermediate Agent.

- 5.28.3 Hactpoiika npotokona OSPF.
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- MpunoxeHue b TUNoBble cxembl NOCTPOEHUSA ceTel Ha base
npoTokona EAPS
-MpunoxeHne B OnncaHne npoL,eccos KOMMyTaTopa

Bepcua 1.7 27.11.2012 M3meHeHus B pasgene:
- 2.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKM
-4.4.2 PaboTa KOMMYTaTOpa B PEXUME CTEKMPOBaAHMA
- 5.10 F'pynnbl arperauunn kaHanos — Link Agregation Group (LAG)
Bepcua 1.6 10.09.2012 M3meHeHus B pasgene:
- 5.21 ®dyHKUMM AMArHOCTUKM GUINYECKOTO YPOBHA
Bepcua 1.5 24.08.2012 [ob6asneHo onucanue ¢yHKumMn MAC Address Notification.
MN3meHeHus B pasgenax:
- 5.5.2 KomaHab! ana pabotsl ¢ pannamm
-7.2.1 JobasneHune SVLAN
-7.2.2 NogmeHa CVLAN
Bepcua 1.4 04.07.2012 MoapepKa paboTbl YCTPOWMCTB B PEKMME CTEKMPOBAHMA.
[ob6aeneHo onncaHne MES3224, MES3224F.
Bepcua 1.3 20.12.2011 M3meHeHUsA B pasgenax:
- 5.8 Selective Q-in-Q
- 7.2 HacTpoitka selective-ging
Bepcua 1.2 01.12.2011 [ob6asneHo onncaHne KOHGUTYpUpoBaHUs NpoTokoaa EAPS.
MopaepKa NPOTOKONA — HaunHaA ¢ Bepcun 2.1.12
Bepcna 1.1 30.08.2011 [o6asneHo onncaHune pyHKUMK IGMP Proxy.
PyHKUMA nopaepxaHa B MO HaumHana ¢ Bepcum 2.1.8
Bepcua 1.0 10.06.2011 Mepsasa nybavkaums.
Bepcua nporpammHoro 2.5.48.15
obecneuyeHus
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HELTEX

YCNOBHbIE OBO3HAYEHUA

0O603HauyeHue OnucaHue

B KBa4paTHbIX CKOBKax B I-(OMaH,CI,HOﬁ CTpOKe YKa3blBakOTCA
[] Heobs3aTesbHble napameTpbl, HO UX BBOA, NpegoCTaB/IAET onpegeneHHble
AONOJIHUTENTIbHbIE OMNMUUN.

B ¢urypHbix cKobKax B KOMaHAHOM CTPOKe YKa3blBalOTCA BO3MOXHble

i oba3aTenibHble NapameTpbl. Heobxoanmo BbIGPaTb OANH M3 NapameTpos.
«,» [aHHble 3HaKM B OMMCAHMM KOMaHAbl WMCMO/b3YIOTCA ANA YKasaHuA
«-» AManasoHoB.

«|» [aHHbIN 3HaK B ONUCAaHMM KOMaHAbl 0603HaYaeT KUAN».

«/» [aHHbIA 3HAK B OMUCaHME KOMaHAbl YKasblBaeT Ha 3HadeHue no

YMOYaHMIO.

Kypcusom Calibri ykasbiBaloTcA nepemeHHble UAM MapameTpbl, KOTopble

Kypcue Calibri M
HeobxoAMMO 3aMEHNTb COOTBETCTBYHOLLMM C/IOBOM MJIN CTPOKOIA.

MonyxcupHoili Kypcue | MoNyKMPHbIM WPUOGTOM BblAeNEHbI NPUMEYAHUA U NPeaynpeXaeHUS.

<MonyxcupHeoiii MoNy>KMPHbIM KYpPCUBOM B Yr/OBbIX CKOOKax YyKa3blBalOTCA Ha3BaHWA
Kypcue> KNaBWLW Ha KnasuaType.
Courier New MNonyxunpHbim LWpundTom Courier New 3anuncaHbl NpUMepbl BBOAA KOMaHA,

Wpnptom Courier New B pamke C TeHblO YKasaHbl Pe3ynbTaTbl
BbIMNO/IHEHNA KOMaHA,

Courier New

MpumeyaHua 1 npegynpexaeHus

*  MpumeuaHusa copepaT BarKHyl0 MHPOPMALMIO, COBETbI MU PeKoMeHgauuu no
MCNO/Ib30BaHUIO U HAaCTPOIiKe YCTPOACTBA.

| MNpepynpexpgeHna MHGOPMUPYIOT MOb30BATENA O CUTyaLMUsAX, KOTOpble MOryT
’ HaHeCTU Bpea YCTPOWCTBY WMAM 4YeNOBEKY, MPUBECTU K HEKOppeKTHoi pabore
YCTPOWCTBA MU NOTepe AAHHbIX.
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HELTEX

1 BBEAEHUE

B nocnegHue roabl Habnlogaetrca TEHAEHUMA K OCYLLECTBAEHWIO MacliTabHbIX MPOEKTOB NO
NMOCTPOEHUIO ceTel CBsA3M B COOTBETCTBMMU C KoHuenuuen NGN. OaHOM M3 OCHOBHbIX 3agay npwu
peanusaumm  KPYMnHbIX  MY/IbTUCEPBUCHbIX  CeTe  ABASIETCA  CO34aHMe  HaAeXHbIX W
BbICOKOMPOM3BOAUTENbHbBIX TPAHCMOPTHbLIX CETEeM, KOTOopble ABASIOTCA OMOPHbIMWM B MHOFOC/I0MHOM
apPXUTEKTYpeE CeTen caeayowero NoKoAeHus.

ONna  [JOCTUNKEHWA BbICOKMX CKOPOCTEM LIMPOKO NPUMEHAIOTCA TEeXHOA0TMWM  Mnepeaayn
nHbopmaumm Gigabit Ethernet (GE) n 10Gigabit Ethernet (10GE). Nepegaya nHpopmaumm Ha 6onbLINX
CKOpOCTAIX, 0COBEHHO B CeTAX KpynHoro macwrtaba, nogpasymeBaeT BbI6Op TaKOW TOMOMOMMU CeTH,
KOTopas no3BoAsieT rMbKo OCyLLeCTBAATL pacnpesesieHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTtatopbl cepun MES3000 mMoryT UCnosb3oBaTbCA Ha CETAX KPYMHbIX Npeanpuatui u
npeanpuATUIA manoro n cpegHero 6usHeca (SMB), B onepatopckux cetax. OHM o6ecneyunBatoT BbICOKYHO
NpPoOn3BOAUTENbHOCTb, TMOKOCTb, 6HE30NACHOCTb, MHOFOYPOBHEBOE KayecTBo obcnyxuBaHua (QoS) B
COYEeTaHMM C BbICOKOM HALEKHOCTbIO 33 CYET pe3epBMPOBAHMA  Y310B, ONpeaenarLmnx
6ecnepeboMHOCTb GYHKLMOHUPOBAHMA — MOAY/EeN NUTAHMA U MOAYIeN BEHTUAALMMN.

BapuaHTbl uIcnofHeHMA KommyTaTopos cepmun MES3000:

— MES3124: 24 noprta 10/100/1000BASE-T (RJ-45), 4 nopta 10GBASE-R (SFP+) nan 1000BASE-X
(SFP);

— MES3124F: 20 noptos 1000BASE-R (SFP), 4 KombuHMpoBaHHbIX nopta 10/100/1000BASE-T/
1000BASE-X (SFP), 4 nopta 10GBASE-R (SFP+) nnu 1000BASE-X (SFP);

— MES3116: 16 noptos 10/100/1000BASE-T (RJ-45), 2 nopta 10GBASE-R (SFP+) nnn 1000BASE-X
(SFP);

— MES3116F: 12 noptos 1000BASE-X (SFP), 4 KombuHMpoBaHHbIX nopta 10/100/1000BASE-T/
1000BASE-X(SFP), 2 nopta 10GBASE-R (SFP+) nav1 1000BASE-X(SFP);

— MES3108: 8 noptos 10/100/1000BASE-T (RJ-45), 2 nopta 10GBASE-R (SFP+) mau 1000BASE-
X(SFP);

— MES3108F: 4 nopra 1000BASE-X(SFP), 4 Kom61HUpOBaHbIx nopTa 10/100/1000BASE-T/1000BASE-
X (SFP), 2 nopra 10GBASE-R (SFP+) unnt 1000BASE-X (SFP);

— MES3224: 24 nopta 10/100/1000BASE-T (RJ-45), 2 nopta 10GBASE-R (SFP+) nan 1000BASE-X
(SFP), 2 nopta 10GBASE-LR/ER/ZR (XFP);

— MES3224F: 20 noptos 1000BASE-X (SFP), 4 KombuHMpoBaHHbIX nopta 10/100/1000BASE-T/
1000BASE-X (SFP), 2 nopta 10GBASE-R (SFP+) nan 1000BASE-X (SFP), 2 nopta 10GBASE-LR/ER/ZR
(XFP).

B HacToAwem PyKoOBOACTBE  U3NOXKEHbI Ha3Ha4YeHUe, TEeXHUYECKME  XaPaKTEPUCTUKMW,
pekomeHaauunm no Haya/ibHOWM HaCTpOﬁKe, CUHTAKCUC KOMaHA ONnA KOHd)VIprMpOBaHMFI, MOHUTOPUHIa n
obHoBNEHUA nporpammHoOro obecneveHus KOMMYTaTOpa.
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HELTEX

2

ONMUCAHUE U3OENUA

2.1 Ha3HaueHue

YcTtpoiictBa cepum MES3000 aBAAKOTCA MOLWHbBIMW MHOTOLLENIEBLIMW CETEBLIMM KOMMYTaTOpPamM,
BbINONHAOWMMMU CBOM KOMMYTAUMOHHble QYHKLMN Ha KaHa/JIbHOM U CceTeBOM YpoBHAX mogenn OSI.
KommyTaTopbl cepun MES3000 obecneuynBaloT BbICOKYIO MJAOTHOCTb 3/1EKTPUYECKUX/ONTUYECKUX
rMrabuTHbIX MNOPTOB, MO3BO/AIOT COBMELLATb HA OA4HOM YCTPOMCTBE OMTUYECKME U INIEKTPUUECKME
COeAMHEHMA 33 CYET HANUMA KOMOBMHUPOBAHHbIX MHTEPdENCOB, UMEIOT BbICOKOCKOPOCTHbIE NOPTHI,
cnocobHble pabotatb Ha ckopoctax 1 Iéut/c n 10 Iéut/c, yTo NO3BONAET MOCTENEHHO HapaliuBaTb
NpPou3BOAUTENIbHOCTL CETM Mnepexoas oT ckopocter 1 6ut/c K ckopoctam 10 T6ut/c no mepe
HeobxoaMmocTw.

2.2 ®DyYHKUMKM KOMMYTaATOpaA

2.2.1 basosble hyHKyuU

B Tabanue 2.1 npmuBeaeH cnucok 6a3oBbix PyHKUMIA ycTpoiicTB cepmmn MES3000, AocTynHbIX AnA
aAMUHUCTPUPOBAHUA.

Tabnuua 2.1 — BbasoBsbie PyHKLUMU YCTPONCTBA

3awjuma om
6710KUPOBKU oYepedu

BNIOKMPOBKa BO3HMKAET B CAy4Yasx MNeperpysku BbIXOAHbLIX MOPTOB YCTPOMCTBa
TPadMKOM OT HECKONIbKMX BXOAHbIX NOPTOB. ITO NPUBOAUT K 3a4epKKam nepesayn

(HOL) AaHHbIX 1 NOTepe NakeTos.
Moddepscxa MeTog, 0bpaTHOro AaBAEHMA UCNO/b3YeTCa Ha NOAYAYNAEKCHbIX COeAUHEHUAX ANA
ery/MpoBaHMA MOTOKa AaHHbIX OT BCTPEYHOro YCTPOMCTBA NyTem CO3A4aHusA
obpamHoeo dasneHus Peryampo A P yerp yTem o3
Konnusun. MeTon nossosAeT usbexkaTb nepenosHeHusa 6ydepHon namaTu
(Back pressure) YCTPOICTBA U NOTEPU AAHHbIX.
ABTOMaTMUYeCKOe onpeaeneHue Tuna Kabens — nepekpecTHblit Kabenb nam kabenb
NPAMOro NOAKAOHYEHUA.
—  MDI (Media-Dependent Interface — npsmoii) — crtaHgapT Kabenen ana
Moddepscxa MDI/MDIX ( P e — npAmoit) Aap A
MOAK/OYEHNS OKOHEYHbIX YCTPOMCTB;
— MDIX (Media-Dependent Interface with Crossover — nepekpecTHbIli) —
CTaHAapPT Kabenen ANA NOAKNOYEHMA KOHLEHTPATOPOB M KOMMYTaTOPOB.
Moddepika CnocobHoCTb Moaaep»uBaTbh nepegavy CBEPXAJMHHbLIX KaApoB, YTO MO3BONAET
c8epx0aUHHbIX KOOPO8 | nepeaasaTb AaHHbIE MEHBLIMM YACNOM NAKeTOB. ITO CHUXKaeT 06bem cnyxebHoM
(Jumbo frames) nHdopmaLmm, Bpema 06paboTKu 1 NepepbiBbl.

YnpaseneHue nomokom
(IEEE 802.3X)

YnpaBneHne NOTOKOM MO3BOASAET COEAMHATb HU3KOCKOPOCTHOE YCTPOWCTBO C
BbICOKOCKOPOCTHbIM. A NnpefoTBpalLeHna nepenonHeHua bydepa HU3KOCKOPOCT-
HOe YCTPOMCTBO MMeeT BO3MOXKHOCTb OTNpaBaAaTb naket PAUSE, Tem cambim
MHPOPMMPYA BbICOKOCKOPOCTHOE YCTPOWMCTBO O HEOBXOAMMOCTM cAenaTb naysy
npu nepegaye NakeTos.

Paboma 8 cmeke
ycmpoticme

KommyTaTtop noaaepskmsaer o6begmHeHEe HECKObKMX YCTPOICTB B CTEK. B aTom
c/lyyae KOMMYyTaTOpbl PACCMaTPUBAOTCA KaK eAMHOe YCTPOWCTBO C 06LWMMM
HacTpoiKamu. BO3MOKHbI IBe TONONOTMM NOCTPOEHUSA CTeKa — KOJIbLO U LLemnoYKa.
Mpy 3TOM NapameTpbl MOPTOB BCEX YCTPOWMCTB, BKAKOUYEHHbIX B CTEK MOXKHO 334aTb
C KomMmyTaTopa, paboTalolero B peume «mactep». CTeKMpoBaHWe YCTPOMNCTB
NO3BO/IAET CHU3UTb TPYA0EMKOCTb YNPaBAeHNA CeTbIO.
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2.2.2 ®yHkyuu npu pabome c MAC-adpecamu

B Tabanue 2.2 npusegeHbl GyHKUMM ycTponcts cepum MES3000 npu pabote ¢ MAC-agpecamu.

Tabnnua 2.2 — PyHKumMm paboTtbl ¢ MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTop cocTaBaseT B namATM Tabauuy, B KOTOPOW YCTaHaB/AMBaeTCs
cooTBeTcTBME Mexay MAC-agpecamu 1 y3namu NnopToB KOMMyTaTopa.

Pexcum oby4eHus

B oTcyTcTBUME 06YYEHMA, AaHHbIE, NOCTYNAOLWME Ha KaKon-nMbo nopT, nepeaatoTcs
Ha BCe OCTaJibHble MNOPTbl KOMMyTaTopa. B pexume obyyeHMA KommyTaTop
aHanu3upyeT Kagpbl u, onpeaenns MAC-agpec oTnpaBuTens, 3aHOCUMT ero B
Tabnuuy Kommytauuu. Brnocneacteum Kagp Ethernet, npepHasHayeHHbI Ans
xocta, MAC-afpec KOTOporo yxe ecTb B Tabnuue, nepepaercs TONbKO 4epes
yKasaHHbI B Tabanue nopr.

Moddepxcka nepedayu
HQ HEeCKO/bKO
MAC-adpecos

(MAC Multicast Support)

[aHHaa ¢yHKLMA NO3BONAET YCTaHAB/AMBATb COEAMHEHUA «OAMH KO MHOTMM» U
«MHOTME KO MHOrMm». Takmm obpa3om Kaap, afApecoBaHHbI MHOroaapecHowm
rpynne, nepefaeTcs Ha Kaxabli NOPT, BXOAALLMI B rpynny.

Asmomamuyeckoe
spemsa xpaHeHua MAC-
adpecos
(Automatic Aging for MAC
Addresses)

Ecnm ot ycTpolicta ¢ onpeaeneHHbiM MAC-agpecom 3a onpeaeneHHblii nepuog,
BPEMEHW He MOCTynaltT MaKeTbl, TO 3anNucb N4 AAaHHOIO aApeca ycTapeBaeT U
yaanaerca. ITo No3BoAAET NOAAEPNKMBATb TabMLy KOMMYTaLMKM B aKTyaNbHOM
COCTOSHUM.

CmamuyecKue 3anucu
MAC
(Static MAC Entries)

CeTeBOW KOMMYTaTOp NO3BO/IAET NO/b30BATENIO ONPeAe/UTb CTaTUYECKNe 3anmcK
cooTeeTcTBMIt MAC-afpecos, KOTOPble COXPAHAIOTCA B TabiMLe KOMMYTaUNN.

®yHkuyua MAC Address
Notification

®dyHKkuma MAC Address Notification nossonsetr oTciexuBaTb MNOABMEHUE U
MCcYE3HOBEHME AKTUBHOIO OBOPYAOBAaHWMA Ha CETWU, MyTEM COXPaHEHUA UCTOpUU
nsydennsa MAC-agpecoB. MNpn 0BHaAPYKEHUN U3MEHEHWI B COCTaBe WM3YYEHHbIX
MAC-afpecoB KOMMYTaTOp COXpaHAeT MHbopmaumio B Tabanue u mssewaer ob
3TOM C MOMOLLbIO cO0bLeHNI npoTokona SNMP.

2.2.3 ®yHKyuu emopo2o yposHa cemesoli modenu OSI

B Tabsvue 2.3 npuseaeHbl GyHKLUN U 0COBEHHOCTU 8MOpo2o yposHs (yposeHs 2 OSl)

Tabnuvua 2.3 — OnucaHue GyHKUMI BTOPOro ypoBHsA (ypoBeHb 2 OSI)

Peanusaums npoTtokona IGMP nosgonset Ha ocHoBe MHGOPMALMKM, NOAYYEHHOM

®yHKyua npu aHaause cogepkmmoro IGMP nakeTos, onpeaenvTb, KaKMe YyCTPOMCTBA B CETU
IGMP Snooping Y4acTBYIOT B rpynnax MHOrOaZpecHOW paccbikM, W agpecoBaTb TpaduK Ha
COOTBETCTBYIOLLME NOPThI.
. Peannsauma npotokona MLD nossonser CTpOMNCTB MWHMMWU3NPOBATL
®dyHKyua MLD Snooping 4 vp yerp y P

MHOroaZpecHbli IPv6 Tpaduk.

®YHKUMA, NO3BONAIOLLAA NEPEHANPaBAATb MHOrOaApecHbIM Tpaduk ns ogHoi VLAN

®dyHKyua MVR B PYryto Ha ocHoBaHMM IGMP-coobLueHniA, YTO NO3BONAET YMEHbLUNTD HArPy3Ky Ha

uplink-nopty. MpumeHseTca B peweHusx Triple Play.

3awjuma om
«wmopma»

(Broadcast, multicast,
unknown unicast Storm
Control)

«LUTopm» — 310 pasmHoxkeHue broadcast-, multicast-, unknown unicast-naketos B
KaXXgomM y3fe, KOTopoe NpuMBOAMT K /faBMHOOB6pasHOMY poOCTy WX 4ucia U
napanusyet paboTy ceTu. KommyTaTopbl MMeT GYHKUMIO, MO3BONAIOLLYIO
OrPaHUYUTb CKOPOCTb Nepeaayn MHOrOaApPECHbIX U LIMPOKOBeLLATeIbHbIX Kaapos,
NPUHATLIX U NepeaaHHbIX KOMMYTaTOPOM.
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3epkanuposaHue
nopmos
(Port Mirroring)

3epKannpoBaHMe NOPTOB No3BosAeT Ayb6anposaTtb TpaduK Habatogaembix NOPTOB,
nepecbiian BXoaawme u/Mam UcxogsalmMe nakeTbl Ha KOHTPOAMPYOWMIA nopT. Y
MoNb30BaTeNss KOMMYTaTOpa €CTb BO3MOXHOCTb 33ZaTb KOHTPOJMPYHOLWMA W
KOHTPO/IMpyemble NopThl U BbiGpaTh TMN TpaduKa (BXOAALLMI U/ UAK UCXOAALLMIA),
KoTOpbIli ByaeT nepefaH Ha KOHTPOAUPYIOLWMIA NOPT.

U3sonayusa nopmos
(Protected ports)

[daHHaa oyHKLUMA no3BosAeT Ha3HauuTb nopTy ero uplink-nopT, Ha KoTopbin
6e3ycnoBHO byaeT nepeHanpaBnAaTbcs Becb Tpaduk, obecneymsBas Tem Cambim
M30oNfALMI0  C  ApyrMMKM  nopTamu (B npegenax OAHOroO  KOMMyTaTopa),
Haxo4ALWMMMCA B 3TOM Ke LuMpoKoBelwatenbHom gomeHe (VLAN) B npegenax
O4HOro KOMMyTaTopa.

Private VLAN Edge

[aHHaa dyHKUMA NO3BONSET U30/MPOBATb rpynny MopTos (B npegenax O4HOro
KOMMYTaTopa), Haxo4ALWMXCA B OAHOM LUMPOKOBELLATE/IbHOM AOMEHE MeXay
co60i1, N03BOAA NPU 3TOM 06MeH TPadUKOM C APYrMMM NOPTAMM, HAXOSALLMMMUCA
B 3TOM }K€e LUIMPOKOBELLATENIbHOM LJOMEHE, HO He MPUHAAJIENKALLMMM K 3TOW rpynne.

Private VLAN

ObecneunBaeT M30AALMI0O MENXKAY YCTPOMCTBAMM, HAXOAAWMMWUCA B OAHOM
LUIMPOKOBELLaTeNIbHOM AOMeEHe, B Npeaenax Bcel L2-ceTn. PeannsoBaHbl pexunmbl
paboTbl nopTa: Promiscious, Isolated (Isolated-nopTbl He MmoryT obmeHMBaTLCA APYT
c apyrom) 1 Community (nopTbl moryT o6MmeHMBaTbCA mexay coboit n Promiscious-
nopTom)

Moddepxcka
npomokona STP
(Spanning Tree Protocol)

Spanning Tree Protocol — ceTeBoOW NPOTOKO/, OCHOBHOW 3aAayell KOTOpPOro
AsBnaeTcA npusegeHve cetu Ethernet ¢ UM3BbITOYHBIMM  COEAUHEHUAMM K
APEeBOBUAHOW TOMONOIMKU, WUCKAtoYatowen netan. Kommytatopbl obmeHuBatoTcs
KOHOUIYPaUMOHHbIMM COOBLLEHUAMM, MUCNONb3YA Kaapbl cneunanbHoro popmara,
1 BbIGOPOYHO BKIHOYAIOT M OTKNKOYAIOT Nepesady Ha nopTbl.

lModdepxKa
npomokona RSTP
(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbIii) STP (RSTP) — ABnseTcA ycoBeplueHCTBOBaHMEM NpoTokona STP,
XapaKTepusyeTca MeHbLUMM BpemMeHeM MpuUBeAeHna CeTU K OpeBOBUAHOMN
TONOMIOTUK U MMeeT 6osiee BbICOKYIO YCTOMUYMBOCTb.

Moddepxcka
¢yHKyuoHana Layer 2
Protocol Tunneling

Layer 2 Protocol Tunneling (L2PT) no3BoaseT nponycKaTb cay»kebHble nakeTbl (PDU)
L2-npoTOKO/10B Yepes ceTb NpoBaiaepa, 4To obecneynsaeTt «NPoO3payHyo» CBA3b
K/IMEHTCKMX CErMEHTOB CETHU.

(L2PT)

EAPS (Ethernet Automatic Protection Switching) — npoTokon, obecneunBatoLnii
UCKNIOYEHWE 3aUMKIMBAHUA TpaduKa B CETAX C KOJIbLEBOM TOMO/OTMMEN, @ TaKkKe
lpomokon EAPS npegHasHayeHHbl ANA 6bICTPOro BOCCTAHOBAEHUA MPOXOMKAEeHUA Tpaduka B
CNyyae aBapuM Ha OTAeNbHOM Yy4yacTKe ceTu. EAPS obecneuvBaeT Bpems

BOCCTAaHOB/IEHMSA CYLL,ECTBEHHO MEHbLLE, YeM MPOTOKO/bI Spanning Tree.
MpoToKoAN npeAHasHayeH ANA MNOBbIWEHMA YCTOWYMBOCTM M HALEKHOCTU CeTu
lpomokon ERPS nepesayun AaHHbIX, UMEIOLLLEN KOJIbLLEBYHO TOMONOMMIO, 32 CHET CHUMKEHUS BPEMEHU
(Ethernet Ring Protection | BOCCTaHOBNEHWA CETU B C/yyae aBapuu. Bpema BoccTaHOBAEHMA He npeBbiwaeT 1
Switching) CEeKYHAbl, YTO CYLWECTBEHHO MeHblle BPEMEHU NEepPecTpoirikM Ccetn npu

MCNOJ/Ib30BaHUN NPOTOKO/10B cemeincTea spanning tree.

lModdepicka VLAN

VLAN —3T0 rpynna nopToB KOMMYyTaTopa, 06pa3yomx o4HY LUMPOKOBELLLATE/IbHYO
obnacte  (gomeH). KommyTaTtop  MNoAAepKMBAeT  pas3/iMuHble  CPeAacTBa
KnaccuburKaLmm NakeToB A onpeseneHnsa Ux NPUHagNeXKHoOCTU K onpeaeneHHom
VLAN.

Moddepxcka GVRP
(GARP VLAN)

MpoTokon perucrpauum GARP  VLAN obecneynmBaetr  AMHaMUYecKoe
nobasnenve/yaanenne rpynn VLAN Ha noptax KommyTaTtopa. Eciv BKAwoueH
npotokon GVRP, KommyTaTop onpegenseTt, a 3aTem pacnpocTpaHAeT AaHHble O
npuHagnexHocty K VLAN Ha Bce nopTbl, ABNAIOWMECS YacTbl0 aAKTUBHOM
TOnonornu.
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Moddepxcka VLAN Ha
b6aze nopmos
(Port-Based VLAN)

Pacnpepnenenne no rpynnam VLAN BbInonHAETCA NO BXOAAWMM nopTam. JaHHoe
pelleHne no3BosAEeT UCNOb30BaTbh HA KaXXA0M NOpTy TONbKO oaHy rpynny VLAN.

lModdepxka 802.1Q

IEEE 802.1Q — OTKpbITbII CTaHAAPT, KOTOPbIM ONUCLIBAET NpOLLeAypPY TErMPOBaHMUSA
Tpaduka gns nepegaun MHPopmaumm o npuHagaexkHoctn K VLAN. Mossonser
ncnonb3oBaTb Heckonbko rpynn VLAN Ha ogHom nopTy.

ObveduHeHuUe KaHA108
c ucrnoss3osaHuem LACP

MpoToKkon LACP obecneynBaeTt aBTomaTuyeckoe ob6beAMHEHNE OTAE/bHbIX CBA3EN
MeXAy ABYMA YCTPOMCTBAMU (KOMMYTAaTOP—KOMMYTaTOp WM KOMMyTaTop—
cepBep) B eAMHbIN KaHan nepeaayn LaHHbIX.

B npoToKo/ie NoCTOSIHHO onpeAenneTcs BO3MOMKHOCTb 06beAUHEHUSA KaHaNoB, U B
CNnyvyae OTKasa COeAMHEHUs, BXOAALWEro B 0b6beAMHEHHbIW KaHan, ero Tpaduk
aBTOMATUYECKM MepepacnpesenseTcd Mo He OTKas3aBWMM  KOMMOHEHTaM
0b6beaMHEHHOrO KaHana.

Co30aHue epynn LAG

B yctpoicteax MES3000 noapeprkmBaetca GyHKUMA CO34aHMA FPynn KaHanos.
Arperauus KaHanos (Link aggregation, trunking) wamn IEEE 802.3ad — TexHonorua
06beANHEHUA HECKONbKMX (U3MYECKUX KaAHA/NOB B OAMH JIOTMYECKUI. ITO
CNocobCTBYET He TONbKO YBE/IMYEHMIO NPOMYCKHON CMOCOBHOCTM MarncTpanbHbIX
KaHas10B KOMMYTaTOP—KOMMYTATOP UM KOMMYTaTOp—CepBep, HO 1 NMOBbILLEHMIO UX
HaZeXHOCTU. BO3MOXKHbI Tpy TMNa 6afaHCUMPOBKU: Ha OCHOBaHUM MAC-aapecos,
Ha ocHoBaHMM IP-agpecoB M Ha ocHoBaHMM NopTa (socket) HasHaueHwus.

fpynna LAG cocToMT M3 NOPTOB C OAMHAKOBOM CKOPOCTbiO, paboTatowmx B
OYyNAEKCHOM peKume.

Moddepxka Auto Voice
VLAN

MpepoctaBnAeT BO3MOXHOCTb  MAEHTUOULMPOBATL FO0COBOM TpaduK Ha
ocHoBaHuM OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-
agpeca). Echrm B MAC-Tabnnue kommyTtaTopa npucytcteyetr MAC-agpec ¢ OUI
roNocoBoro wnt3a unm xe IP-tenedoHa, TO p[aHHbIA NOPT aBTOMATUYECKM
pobasnsetca B voice vlan (naeHTuduKauma no npotokony SIP uam xe no MAC-
afpecy nosyyatensa He NoaLepKMBaeTcA)

Selective Q-in-Q

Mo3BonseT HasHauaTb BHewHKUi VLAN SPVLAN (Service Provider's VLAN) Ha ocHoBe
CKOHOUIYPUPOBaHHbIX Npasua GuAbTpauMM No Homepam BHYTpeHHux VLAN
(Customer VLAN). MpumeHeHune Selective Q-in-Q no3sosseT pa3obpatb Tpadwmk
aboHeHTa Ha Heckosibko VLAN, nameHuUTb meTKy SPVLAN y nakeTta B oTAeAbHOM
yyacTKe cetu

2.2.4 ®yHKyuu mpemoe2o ypoeHa cemesoii modenu OSI|

B Tabnnue 2.4 npuBeneHbl GyHKUMU TPeTbero ypoBHs (yposeHb 3 OSI)

Tabnnua 2.4 — OnucaHne yHKUMIA TpeTbero ypoBHs (Layer 3)

Knuenmei BootP u DHCP

(Dynamic Host
Configuration Protocol)

Yctpoictea MES3000 cnocobHbl aBTOMATHMYeCKM noay4yatb IP-agpec no npotokony
BootP/DHCP.

Cmamuvyeckue IP-

AOMUHUCTPATOP KOMMYyTatopa WMMeeT BO3MOXHOCTb 406aBAATb M yaanatb
cTaTMYecKue 3anmncu B TabanLy mapLipyTM3aumu.

mapuwpymel
lpomokon ARP ARP-npoTokon conocTaBneHua |P-agpeca M ¢u3nMyeckoro agapeca yCTpowncTsa.
(Address Resolution CooTBeTcTBME YyCTaHaB/MBaAeTCA Ha OCHOBE aHa/auM3a OTBeTa OT y3/a ceTu, agpec
Protocol) y3/1a 3anpallnBaeTca B LULMPOKOBELLATENIbHOM NaKeTe.

lpomokon RIP

(Routing Information
Protocol)

MpoTokon AVHaMUYecKom MapLIpyTM3aLLmm, KOTOpPbIN nossosseT
MapLpyTM3aTopam OOHOBAATb MapLIPYTHYO wHbOPMaLMio, Mojaydyas ee OT
coceAHMX MapLIpyTM3aTOpoB. B 3agauM npoToKona BXOAMT onpegeseHue
ONTUMANbHOrO MapLIpyTa Ha OCHOBAHUM JAHHbLIX O KOAMYECTBE MPOMENKYTOUHbIX
y3/108.
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®dyHkyua IGMP Proxy

IGMP Proxy — ¢yYHKLMA YNPOLLEHHON MapLIpyTU3aLUMM MHOFOaApPecHbIX AaHHbIX
mexay cetamu. na ynpaBaeHns mappyTusaumnen ncnonbsyerca npotokon IGMP.

lpomokon OSPF

MpPOTOKOA AMHAMMYECKON  MapLUpyTU3aLMM, OCHOBAHHbLIA HA TEXHO0TUK
oTC/eXXnBaHUA coctosHmns KaHana (link-state technology) u ucnonbsyowmin ana
HaxoXAeHusa KpaTtyahwero nytM anroputm  [eikctpbl. Mpotokon OSPF
pacnpocTpaHseT MHbOpMaLmto o AOCTYMHbIX MapLupyTax Mexay
MapLIpyTM3aTOpPaMn OAHOM aBTOHOMHOM CUCTEMBI.

lpomokon VRRP

Mpotokon VRRP npegHasHayeH 41 pe3epBUMPOBaHMA MapLIPYTM3aTOpPOB,
BbIMOIHAIOLLMX POJIb LUAKO33 MO YMONYAHUIO. ITO JOCTUFAETCA NYTEM 06bEANHEHUSA
IP-uHTEpdENCoB rpynnbl MapLWpPyTU3aTOPOB B OAUH BUPTYANbHbIW, KOTOPbI byaeTt
MCMONb30BaTbCA KaK W03 NO YMOAYAHUIO ANA KOMMbIOTEPOB B CETU.

2.2.5 ®yHKyuu QoS

B Tabnuue 2.5 npuBeaeHbl OCHOBHbIE GYHKLMK KadecTBa obcnykmeaHua (Quality of Service)

Tabnuua 2.5 — OcHoBHble QYHKLMM KayecTBa 0OCYyKMBAHMUA

lModdepxKa
npuopumemHsbIx
oyepedeli

YCTPOICTBO NOAAEPKMBAET NMPUOPUTU3ALMIO UCXOAALLEro TpaduKa No oyepessm
Ha Kaxk4om nopTy. PacnpeaeneHune NakeToB Mo o4Yepesam MOMKET NMPOU3BOAMTLCS
B pesynbTaTe KnaccMduMKauMM MaKeTOB MO Pas/AMyHbIM MOJAAM B 3aro/s0BKax
NaKeTos.

lModoepxKa Knacca
obcnymusaHusa 802.1p

CraHgapT 802.1p cneunduumpyeT MmeTos yKasaHMa NpUopuTeTa Kagpa v anroputm
MCNO/Ib30BaHWA NPUOPUTETA B LeNIAX CBOEBPEMEHHOW AOCTaBKU YyBCTBUTENBHOTO
K BPeMeHHbIM 3agepxKam Tpaduka. CraHgapt 802.1p onpegensetr BOCEMb
ypoBHen npuoputetoB. Kommytatopbl MES3000 moryT uMcnonb3oBaTb 3Ha4YeHUe
npuopwuteta 802.1p gna pacnpegeneHna Kagpos No NPUOPUTETHLIM O4epesAMm.

2.2.6 ®yHKyuu obecneyeHus 6ezonacHocmu

Tabnunua 2.6 —PyHKUMKM obecneyeHma 6esonacHOCTH

DHCP snooping

®PyHKUMA KOMMYTaTOpPA, NpeAHa3Ha4YeHHas ANA 3almUTbl OT aTaK C UICMONb30BaHNEM
npotokona DHCP. O6ecneunBaeT punbrpaumnto DHCP-coobLLeHni, NOCTyNMUBLLKX C
HeHaAeXHbIX NOPTOB MyTEM MOCTPOEHMA U NOALEPKAHNA Ha3bl AAHHbIX MPUBA3KU
DHCP (DHCP snooping binding database). DHCP snooping BbiNnoAHSAET AencTBus
6paHaMayapa MexKay HeHaaeKHbIMKU nopTamu 1 cepsepamun DHCP.

Onuyusa 82 npomokKona

Onuwus, KoTopas nossonsetr npouHbopmuposatb DHCP-cepBep 0 Tom, C KaKoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi NopT npuLien 3anpoc.

Mo ymonuaHMIO KOMMyTaTop, wucnonbsylowmii odyHKkumio DHCP  snooping,

DHCP obHapyxuBaeT n otbpacbiBaet nwboit DHCP-3anpoc, coaep:kawmii onumio 82,
KOTOpPbIV OH MONYYUN Yepe3 HeHaAEXKHbI (untrusted) nopr.
UDP relay MNepeHanpasneHue wWnpokoselLaTesbHoro UDP-TpadumKa Ha yKasaHHbIn IP-agpec.

®dyHkyuu DHCP-cepsepa

DHCP-cepBep ocyLLecTBASET LEeHTPAAN30BaHHOE YNPaBieHWe CETEBbIMU agpecamm
M COOTBETCTBYIOWMMM KOHOUIYPALMOHHbIMM NapameTpamu, aBTOMaTUUYECKM
NPefoCTaBAAA UX KAVEHTaM.

IP Source address guard

®PyHKUMA KOMMyTaTopa, KOTopasa orpaHuuymsaeT IP-Tpaduk, dunbTpya ero Ha
OCHOBaHUM TabMLbl COOTBETCTBUIN 6a3bl AaHHbIX NpuBA3Kkn DHCP — DHCP snooping
M CTaTUYECKU CKOHOUIYpUpoBaHHbIX IP-agpecoB. ®PyHKLMA ucnonb3yeTcA ANA
60pbbbI c NnogmeHow IP-agpecos.
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Dynamic ARP Inspection
(Protection)

PyHKLMA KOMMYTATOpPA, NpeAHa3HavYeHHasa A4 3aLWMTbl OT aTak C UCMOJIb30BaHMEM
npotokona ARP. CoobuieHune, KoTopoe MOCTynaeT C HEeHaAeXKHOro mnopTa,
noagepraeTcA nposepke — cooTBeTcTByeT An IP-agpec B Tene npuHAToro ARP-
naketa |IP-agpecy otnpasutens.

Ecnv appeca He coBnafatoT, TO KOMMyTaTop oTbpacbiBaeT Nakert.

L2—-L3—-14 ACL (Access
Control List)

Ha ocHoBe WHbOpmaLmu, comepiKallenca B 3aronoBKax ypoBHel 2, 3 u 4, y
aAMMUHUCTPATOPA €CTb BO3MOXHOCTb HACTPOUTb MPAaBKUIA, COTNACHO KOTOPbIM NaKeT
6yaet obpaboTaH NMbo oTOpOLLEH.

Time-Based ACL

Mo3BonsfeT CKOHOUIrypupoBaTb BpeMeHHble PaMKWU, B TEYEHME KOTOPbIX AaHHbIN
ACL byaeT aeiictsoBaThb.

lModdepxKa OcHoBHasA GYHKUMA BNOKMPOBKM — MOBbLICUTL HE30MACHOCTL CETU, NPEAOCTaBAAA

3G6ﬂOKUpOBGHHbIX AOCTYyNn K MOPTY KOMMYTATOpPa TO/ZIbKO ANA yCTpOVICTB, nmerowmnx MAC-a,u,peca,
rnopmos 3aKpenaeHHble 32 3TUM NOPTOM.

lposepka MpoBepKka noannHHoctn IEEE 802.1x npeactaBnseT coboli MexaHU3M KOHTPOS

nooAUHHOCMU Ha
ocHoee ropma (802.1x)

[0CTyna K pecypcam Yepes BHeLWHUIA cepeep. Mpolwealmne npoBepKy NoAANMHHOCTM
no/ab30BaTe M NOAYHAOT AOCTYN K pecypcam BbiBpaHHOM ceTw.

2.2.7 ®yHKYuu ynpasseHuUs KOMmMymamopom

Tabnnuya 2.7 — OcHoBHble GYHKLMN YNPaBAEHMA KOMMYTaTOpPamM

3aepy3Ka u eblepy3Ka
¢alina Hacmpoliku

MapameTpbl YCTPOMCTB COXpaHATCA B daline HaCTPOMKKU, KOTOPbIN COOEPHKUT
[AaHHble KOHUIrypaumn Kak Bcell CMCTeMbI B LLEeIOM, TaK U OnpeaeneHHoro nopra
yCTpOMKCTBa.

lpomokon TFTP
(Trivial File Transfer

MpoTtokon TFTP ncnonb3yeTtca gna onepaunii 3anucu 1 YteHuns ¢arnnos. MpoTokon
OCHOBAH Ha TpaHCcNopTHOM npoToKosae UDP.
YcrpoiictBa MES3000 noafep:kvBaloT 3arpy3ky M nepegadyy Mo AaHHOMY

Protocol) o N
npoTokoy $baiinos HacTpolikM 1 06pasos NporpamMmHoro obecneveHus.
Mpotokon SCP ncnonb3yeTca Ana onepauuin 3anucu u yteHua dalinos. MpoTokon
lpomokon SCP OCHOBaH Ha ceTeBOM NpoToKose SSH.

(Secure Copy) YCTpoiicTBa NOALEPKMBALOT 3arpy3Ky U nepegady no AaHHOMY NpoTokoay dalinos
HaCTPOMKKN 1 06pa3oB NporpammHoro obecneyeHus.
YpaneHHbii moHWTOpUHr (RMON) — cpeAcTBO MOHWMTOPMHIA KOMMbIOTEPHbIX
ceTei, pacwupeHne SNMP. CoBmecTumble YCTpOICTBa MO3BONAKT cobupaTb

YoaneHHoili AVMarHoCTUYeCKMe faHHble C MOMOLLbIO CTaHUMK ynpasaeHus cetbto. RMON — 3To

MOHUMOpUH2 (RMON)

CTaHZapTHaa 6asa MIB, B KoTopol onpegesneHbl TeKywasa W npeablaylias
cTatMcTUKa ypoBHA MAC 1 06beKTbl ynpaBaeHua, NpefocTaBaaoWme aaHHble B
peasbHOM BpeMEHW.

Mpotokon SNMP wucnonb3yetca AnA MOHUTOPUHIA W ynNpaBAeHUA CceTeBbiM

pomokon SNMP ycTpoictBom. [nsa ynpaBieHMA [OCTYNOM K CUCTEME Onpefensercd Crucok
3anucelt coobLLecTBa, KaXaan U3 KOTOPbIX COAEPHKMUT NPUBUAETUN AOCTYNA.
YnpasneHne kKommyTtatopammn MES3000 nocpegctsom CLI  ocyuwecTtBaserca
UHmepdgpelic NIOKaNbHO Yepes nocsenoBaTenbHbln NopT RS-232, nnbo yaganeHHo yepes telnet,
KOMaHOHOU cmpoKu ssh. UHTepdeiic KomaHAHOW CTPOKM KoHconu (CLI) aBnsetcs npombilIEHHbIM
(CLI) cTaHgapTom. UHTepnpetatop CLI npenocTaBafaeT CNMCOK KOMaHA, U KNHOYEBbIX CN0B
A1 NOMOLLM NO/Ib30BATE/O U COKPALLLEHUIO 06beMA BBOAUMbIX AAHHbIX.
Svslo Syslog — npoTokon, obecneumBatowmii nepeaaydy coobLLeHUin 0 NPOUCXOAALNX B
ysiog cucteme cobbITUAX, a TaKXKe yBeJOMNEHU 06 OLWMBKaxX yaaneHHbIM cepBepam.
SNTP Mpotokon SNTP — npOTOKOA CUHXPOHU3AUUKW BPEeMEHW CeTu, rapaHTupyet
(Simple Network Time TOYHOCTb CMHXPOHMW3aLMW BPEMEHW CETEBOrO YCTPOMCTBA C CEpBEPOM A0
Protocol) MWAIUCEKYHABI.
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Traceroute — cnyxebHasn HKUMA, npefHasHayeHHaa pAna onpeaeneHus
Traceroute v yHkuAA, - MPeA A pea
MapLpyTOB Nepeaayn faHHbIX B IP-ceTax.
YnpaeneHue ALMMHUCTPATOP MOXKET OnpeaennTb YPOBHU NPUBMAEIMA  AocTyna AnA
KOHMPOAUPYEMbIM nosnb3oBaTesien yCTpOM;TBa 7 XapaKTepMCuTMKVI ana KT;p,oro YPOBHA NpuBUAerni
TONbKO AN1A YTEHUS — 0BeHb, NOMHbIA AOCTyN — OBEHb).
docmynom — yposHU ( A yp AOCTY yp )
npusuneauti
KommyTaTop cnocobeH ycTaHaB/aMBaTb 3anpeT AOCTyna K Kaxgomy uHtepdency
npasneHuna (SNMP, CLI). 3anpeT MoXeT ObiTb YCTaHOBNEH OTAE/NbHO A5 KaXKA0ro
BRokuposka ynp ( ). 3anp y A A A
N TMNa goctyna:
UHmMepgeuca .
pe Telnet (CLI over Telnet Session)
m HuAa
ynpasnexu Secure Shell (CLI over SSH)
SNMP
JlokanbHaAa [ns noKanbHOM ayTeHTMOUKALLMKN NOAAEPKUBAETCA XpaHeEHWe naponei B base
aymeHmMuguKayus [aHHbIX KOMMYyTaTopa.

Gdunempayus IP
adpecos 019 SNMP

Joctyn no SNMP paspeluaetca ansa onpegeneHHbix IP-agpecos, ABnatoWmxca
yneHamu SNMP-coobuecTsa.

Knuesm RADIUS

Mpotokon RADIUS wucnonb3yeTca AnA ayTeHTUPUKALUKM, aBTOPM3AUMM U yYeTa.
Cepeep RADIUS ucnonb3yet 6a3y AaHHbIX NOAb30BaTesnel, KOTOpas COAEPIKUT
JaHHble NMPOBEPKU MNOAJAMHHOCTM ANA Ka)KAOro nosnb3oBaTend. Kommyrtatopbl
MES3000 coaep»aT KAMEHTCKYIo YacTb npoTtokona RADIUS.

YCTpONCTBO NpefocTaBnAeT MNOAAEPNKKY NPOBEPKU MNOAJIMHHOCTM  K/IMEHTOB
TACACS+ nocpeacteom npoTtokona TACACS+. T[potokon TACACS+ o6becneunBaer
(Terminal Access LEeHTpanM30BaHHyl0 cuctemy 6e30nacHOCTM ANA MPOBEPKM MOSb30BaTeNEN,
Controller Access Control | nonyyatowWwmMx [OCTYN K YCTPOMCTBY, a TaKXe LEHTPaNU30BaHHYO CUCTEMY
System) ynpaBaeHua npu cobnogeHmm coemectumoct ¢ RADIUS n apyrumun npoueccamm
NPOBEPKMN MOANNHHOCTH.
Cepeep SSH dyHKuma cepsepa SSH nossonsetr KaneHTy SSH ycTaHOBUTb C YCTPOMCTBOM
3aWMLLeHHOe CoeAMHEHWEe aNA yNpPaBaeHUA M.
Moddepska [aHHaa ¢yHKUMA npenocTaBafseT BO3MOMHOCTb CO343BaTb MaKPOKOMaHApbI,
npeactasaawolwme cobon Habop KomaHg, M NMPUMEHATb UX AAA KOHUrypaumm
MOKPOKOMAHO

YCTPOMCTBA.

2.2.8 /[lonosHumersnbHoble hyHKYUU

B Tabnmue 2.8 npuBegeHbl 40NONHUTENbHbIE GYHKLMM YCTPOICTBA.

Tabnnuya 2.8 — JononHutenbHble GYHKLMM YCTPOMCTBA

BupmyaneHoe
mecmuposaHue Kabens
(VCT)

Cetesble kKommyTaTopbl MES3000 umeloT B CBOEM cCOCTaBe MPOrpammHble M
annapaTHble cpesCcTBa, NO3BOAIOLLME BbIMOAHATL GYHKLMM BUPTYasIbHOTO TecTepa
kabena VCT. TecTep no3BoaseT onpenenvTb COCTOAHME MeAHOro Kabena ceasu
(ucnpaseH/obpbiB/3amblkaHWe) M U3MepUTb AAMHY WcnpaBHoro Kabens. Mo
pe3ynbTaTaM TeCTMPOBaHMA GOPMUPYETCA OTYET.

Hduaz2HocmuKka
onmuyecKoz20
mpaHcusepa

YCTPOMCTBO NO3BOAAET TECTMPOBATb ONTUYECKMI TpaHcmeep. MNpu TecTMpoBaHMM
OTC/IEXKMBAIOTCA TaKMe NapaMeTpbl, Kak TOK U HanpsKeHue NuTaHusa, TemnepaTtypa
TpaHcusepa. [ins peanvsauum TpebyeTca noaaeprkKa asTux GyHKUMIA B TpaHCUBEPE.

Green Ethernet

,U,aHHblﬁ MeXaHU3M No3BoNAET KOMMYTATOPY CHU3UTb 3Hepron0Tpe6neHme 3a cyet
OTKNHOYEHNA HEAKTUBHbIX 3N1EKTPUYECKUX NOPTOB.

IP SLA

TexHONorMA aKTMBHOTO MOHUTOPUHTA, UCMONb3yeMas ANA U3MePEeHUA NapamMmeTpoB
6bICTPOAENCTBMA  KOMMbIOTEPHBIX CeTell W KayecTBa nepefayn  AaHHbIX.
MNoapepxunsaemble onepaymm — ICMP Echo, UDP lJitter.
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2.3 OCHOBHble TEXHUYECKME XapaKTEePUCTUKM

OCHOBHble TeXHU4YecKume napamMeTpbl KOMMYTATOpPa NpueeaeHbl B Ta6ﬂMLI,e 2.9.

Tabnnuya 2.9 — OCHOBHbIE TEXHUYECKME XapaKTEPUCTUKM

O6wue napameTpbl

MaKeTHbIM Npoueccop Marvell 98DX4122

8 x 10/100/1000BASE-T (RJ-45)
MES3108 | 2 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (DB-9)

4 x 100/1000BASE-X (SFP)

4 x Combo (10/100/1000BASE-T/1000BASE-X/100BASE-FX)
3 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbIM nopT RS-232 (DB-9)

MES3108F

16 x 10/100/1000BASE-T (RJ-45)
MES3116 2 x 10GBASE-X(SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (DB-9)

12 x 100/1000BASE-X (SFP)

4 x Combo (10/100/1000BASE-T/1000BASE-X/100BASE-FX)
2 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbIM nopT RS-232 (DB-9)

MES3116F

UnTepdelics 24 x 10/100/1000BASE-T (RJ-45)
MES3124 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (DB-9)

20 x 100/1000BASE-X (SFP)
4 x Combo (10/100/1000BASE-T/1000BASE-X/100BASE-FX)

MES3124F 3 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (DB-9)
24 x 10/100/1000BASE-T (RJ-45)
MES3224 2 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

2 x 10GBASE-LR/ER/ZR (XFP)
1 x KoHconbHbIM nopT RS-232 (DB-9)

20 x 1000BASE-X (SFP)

3 x Combo 10/100/1000BASE-T/1000BASE-X
MES3224F | 2 x 10GBASE-R (SFP+)/1000BASE-X (SFP),

2 x 10GBASE-LR/ER/ZR (XFP)

1 x KoHconbHbIM nopT RS-232 (DB-9)

anekTpuyeckne nHTepdeiicsl 10/100/1000 M6éut/c

CKopocCTb Nepeaaym faHHbIX
P peAatn A onTuuyeckune uHtepdeiicol 1/10 rémt/c

MES3108
MEs3108F | 20 0T/
MponyckHas MES3116
cnocobHoCTb MES3116F 72T6ut/c
MES3124
MES3124F 128 réut/c
MES3108
Mponssoautenb- MES3108F 41 MPPS
HOCTb Ha nakKeTtax
[IMHOW 64 Baiital MES3116
MES3116F | 5 MPPS

1 3HaueHna yKasaHbl A8 0AHOCTOPOHHEN Nepeaaym

Ethernet-kommymamopesi cepuu MES3000
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I\,>I/IEESS331122;l F 94 MPPS
O6bem bydepHoi namaTu 1.5 M6ait
O6bem O3Y (DDR2) 256 M6b6aiT
O6bem MM3Y (SPI Flash) 16 Mb6ant

Tabnanua MAC-agpecos

16384 3anuceli (yactb MAC-agpecoB pesepBMpYyeTCA AN UCNO/Ib30BaHMUA
cucTemon)

Konunuectso ARP-3anuceir!

4K

MNoapep»ka VLAN cornacHo 802.1Q go 4094 aktusHbix VLAN
Konnuectso . roynn L2 Multicast 1024
(IGMP snooping)
. Ingress: 980
Konnyectso npasun SQinQ Egress: 140
Konunyectso npasun ACL 2048
Konunuyectso ACL 1024

O6bem TCAM

ONA MapwpyTtmnsauum: 3272x24B

Konnuectso L3-uHTepdeiicos

512

Arperaumsa KaHanos (LAG)

12 rpynn, g0 8 NopTOB B KaxAa0M

Konnuyectso aksemnaapos MSTP

64

Konnuectso DHCP pool

64

KauecTBo ob6cnyxuBaHma QoS

npvopuTnsauma Tpaduka, 8 yposHei
8 BbIXOAHbIX o4epenel C pasHbIMU NPUOPUTETAMM /1A KaXKA0ro nopTa

Ceepxa/IMHHbIE Kaapbl
(jumbo frames)

MaKCMMasibHbIM pasmep naketos 10240 6ant

CreknpoBaHue

00 8 ycTpoicTB

CooTBeTcTBME CTaHAA pTam

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

ANSI/IEEE 802.3 aBTOONpEAeneHMe CKOPoCTH
IEEE 802.3x KOHTPONb MOTOKOB AaHHbIX

IEEE 802.3ad o6beauHeHue KaHanos LACP

IEEE 802.1p npuopuTtmn3aumna tpaduka

IEEE 802.1g BupTyanbHble NOoKanbHble ceTn VLAN
IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d cBasytowiee aepeBo STP

IEEE 802.1w 6bicTpoe cBAsyolee aepeso RSTP
IEEE 802.1s mHoOecTBO cBA3yOWMX aepesbeB MSTP
IEEE 802.1x ayTeHTMdMKaLMA NONb30BaTENEN

OnTuyeckue MES3100

SPF, SPF+

TpaHCUBEPbLI MES3200

SPF, SPF+, XFP

! ina kaxpgoro xocta B ARP-Tabnuue cosgaerca 3anuch 8 Tabanue mapLipyTmsauum
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AynnekcHblii/nonyaynaeKcHbli OYNNEKCHbIN/NONYAYNNEKCHbIN  PEXUM  ANA  3NEeKTPUYECKUX MOPTOB,
pexunum AYNNEKCHBIN PEXUM A7 ONTUYECKUX NOPTOB

YnpasneHue

JlokanbHoe ynpaBnieHne Console

YpaneHHoe ynpasneHue SNMP, Telnet, SSH, web

dusnuyeckme XxapakTepucTUKU U yCN0BUA OKpYKaloLeit cpeabl

ceTb nepemeHHoro Toka: 100—240 B, 50-60 Iy,

CeTb NOCTOAHHOTIO TOKa: 36—72 B

BapWaHTbl NUTAHUA:

- OQVH UCTOYHUK NUTaHMA NOCTOAHHOTO AN MEePEeMEHHOro TOKa;

- ABa WCTOYHUKA MUTAHMA MNOCTOAHHOrO WAM MNEepemMeHHOro TOKa, C
BO3MOKHOCTbO ropsiyelt 3ameHbl

MCTOYHMKM NUTaHNA

MoTpebnsemas MOLWHOCTb He 6onee 50 BT
MES3108F 3,00 Kkr
MES3116F 3,10 kr

Macca
MES3124 3,70 kr
MES3124F 3,90 Kkr

abapuTHble pasmepbl (LU x B x T)

430 x 44 x 265 mm

NHTepBan pabounx Temnepatyp

oT-10 go +45 °C

MHTepBan TemnepaTypbl XpaHeHuUA

oT-40 po +70°C

OTHOCUTe/IbHas  B/IA’KHOCTb  Npw
aKcnayataummn (6e3 obpasoBaHus

He 6onee 80 %

KOHJZeHcaTa)

OTHOCUTEeNbHasA BAAXKHOCTb MpM
XpaHeHun  (6es  obpasosaHusa | oT 10 % 8o 95 %
KOHZeHcaTa)

CpoK cny»6bl He meHee 15 net

V : Tun nuTaHuA ycTpoiicTBa onpepenaeTca npu 3aKase.

2.4 KOHCTPYKTUBHOE UCNONHEHUe

B pgaHHOM pasgene OMNUCAaHO KOHCTPYKTUBHOE WCMNOJIHEHUE YCTpOVICTB. MNpeacrtasneHbl
M306pa)+(eHMﬂ nepep,Heﬁ, 3aAHEl71 1 BOKOBbIX NaHesnel yCTpOﬁCTBa, OMNnCaHbl pa3beMbl, CBETOANOAHbIE
MHOWNKATOPbI U OpPraHbl ynpaBaeHUA.

Ethernet-kommyTtaTtopbl cepun  MES3000 BbINONHEHbI B  METa/l/IMYECKOM  Kopnyce ¢
BO3MOXHOCTbIO YCTAHOBKM B 19” Kapkac, BbicoTa Kopnyca 1U.

/ B KOM6MHUPOBAHHbIX NOPTAX MOMKET 6bITb aKTUBHbLIM TOJIbKO OAUH U3 UHTepdeiicoB. Mpu
oAHOBpeMeHHOM NogKAueHun byaet aktuseH uHtepdeiic c SFP-rpaHcusepom.
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MES3108, MES3108F, MES3116, MES3116F, MES3124,

)

n BuUA nepegHen naHenum

V)

BHewHn
MES3124F, MES3224, MES3224F noka3aH Ha pucyHKax 1-8.

2.4.1 [lepedHAan naHenb ycmpolicmea

HELTEX

PucyHok 5 — MEES3124, nepedHsas naHens
Ethernet-kommymamopesi cepuu MES3000
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PucyHok 8 — MES3224F, nepedHsAsA naHess

B Tabnvue 2.10 npuBendeH nepeyeHb Pa3beMOB, CBETOAMOAHbIX WHAMKATOPOB M OPraHoB
yNpaB/ieHWs, PacrnoOKeHHbIX Ha NepeaHei NaHean KoMMmyTaTopa.

Tabnnua 2.100 — OnuncaHMe pasbemMoB, MHAMKATOPOB U OPraHOB yNpaB/ieHMA nepeaHel NaHenu

dnemeHT naHenn

Ne “ OnucaHue
nepegHen
1 XG1, XG2 CnoTbl ANA YCTAaHOBKU TPAHCUBEPOB.
XG3, XG4 [Ona yctpoircts cepun MES3100 TpaHcusepbl SFP+/SFP.

[Ona yctpoiicte cepum MES3224:
- cnotbl XG1, XG2 ana yctaHoBKKU TpaHcusepos 10G XFP;
- cnoTbl XG3, XG4 ans yctaHoBKM TpaHcusepos 10G SFP+/ 1G SFP.

2 XG1, XG2 NHaMKaTopbl paboTbl ONTUYECKUX UHTepdeicoB XG.
XG3, XG4
3 [1..8/16/24] 8/16/24 nopra Gigabit Ethernet.

[Ona yctpoircte MES3108, MES3116, MES3124, MES3224: 10/100/1000
BASE-T (RJ-45).

[lns yctpoiicts MES3108F, MES3116F, MES3124F, MES3224F:
1000 BASE-X (SFP).

4 MES3108F | 3,4,7,8 KombuHuposaHHble nopTbl 10/100/1000BASE-T (RJ-45).
MES3116F | 7,8, 15, 16
MES3124F | 11,12, 23,24

MES3224F
5 Unit ID MNHAMKaTopbl HOMEpa YCTPOMCTBA B CTEKE.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
Master MHauKaTop pexnma paboTbl ycTpoiicTBa (Beaywuit/Beaombiit).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS NHOMKaTOp pe3epBHOro 3/1eKTPONUTAHUA.
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DyHKUMOHANbHAA KHOMKa A5 nepesarpysku ycTpomncTea u cbpoca K

3aBOACKMM HaCTpOVIKaMZ
- MPUY HAXaTUKM Ha KHONKY AnnTenbHocTbio meHee 10 ¢ npoucxoant

nepesarpyska ycTpoWcTBa.
- NPY HaXKaTUW Ha KHOMKY aanTenbHOCTbio 6onee 10 c. npoucxoaut cbpoc

YCTPOWCTBA A0 3aBOACKON KOHUIypaLmu.
KoHconbHbI nopT RS-232 ans NOKanbHOro ynpaBaeHUA yCTPOUCTBOM.

7 Console

2.4.2 3a0dHaa naHenb ycmpoiicmea

BHeLwWHWI BUA 3aaHein naHean KommyTatopos cepun MES3000 npuseaeH Ha pucyHKe 92,

PucyHok 9 — MES3000 3a0HAs naHesb
B Tabnuue 2.11 npuBeseH nepeyeHb pPA3bEMOB, PACMOIOMKEHHbIX HA 3agHen naHenu
KommyTaTtopa.

Tabnumua 2.11 — OnucaHue pasbemMoB 3a4Hel NaHean KommyTaTopa

No dnemeHT 3agHeun Onucanue
naHenm
1 Pasbem AnAa NoAKNHYEeHNA K UCTOYHUKY I1EKTPOMUTAaHNA NOCTOAHHOTIO TOKa.
2 Pa3sbem ANnAa NoAKNKYEeHUA K NCTOYHUKY SNEKTPONMUTaHNA NepemeHHOro Toka.
3 CbeMHble BEHTUNATOPDI CbemMHble BEHTUNALUNOHHbIE MOAY/TN C BO3SMOXXHOCTbHO ropﬂqeﬁ 3aMeEHbI.
4 Knemma 3azemneHus Knemma ANA 3a3emneHunAa yCTpOVICTBa.
[ .

2.4.3 bokoevble naHenu ycmpolicmea

.
|
-y
@®

N | p=

7 ‘I_“‘:

=
®
@©

Ta) PO
) (

AT

PucyHok 11 — J/lesasa 60Kosas naHenv Ethernet-kommymamopoe cepuu MES3000

! Ha pucyHKe nokasaHa KOmMnaeKTauma KommyTtaTopa ¢ 1 NCTOYHNKOM NMUTAHUA NOCTOAHHOIO TOKA U C 1 NCTOYHUKOM MUTAHMUA

nepemeHHOro TokKa.
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Ha 60KOBbIX NaHenAx ycTPoCTBa PacrnosioXeHbl BEHTUAALUMOHHbIE PeLleTKU, KOTopble Cay»KaT
ANA oTBOAa Tenna. He 3aKkpbiBaiiTe BEHTUMAALMOHHbIE OTBEPCTUA MOCTOPOHHMMM MpeameTamu. ITo
MOXET MPUBECTU K MeperpeBy KOMMOHEHTOB YCTPOWCTBA W Bbi3BaTb HapylleHus B ero paboTe.
PekomeHAaL MK MO YCTaHOBKe YCTPOMCTBA PACMONOKeEHbI B pasgene «YCTaHOBKa U MOAKNOYEHME Y.,

2.4.4 Csemosasa uHOUKayusa
CoctosaHue uHTepdencos Ethernet mHamumpyetrca aByma CBETOAMOAHLIMW MHAMKATOPAMM,

LINK/ACT 3eneHoro useta u SPEED aHTapHOro useta. PacnonoskeHume CBeTOAMOA0B MOKa3aHO Ha
pucyHkax 12, 13.

LINK/ACT SPEED

CA000A0A0 T

PucyHok 12 — BHewHuli 8ud pasvema RJ-45

" THHHHHHHE i
|u HAHAA

H AR K

LINK/ACT SPEED

PucyHok 13 — BHewHuli 8ud pasvema ¢ SFP-mpaHcusepamu

Tabnunua 2.12 — CeeToBasA MHAMKALUMA COCTOAHUA MHTepdeincos Ethernet

CsequuSePuE:guKa-ropa CBequLT;; /Zpg:lrxa-ropa CoctosHue untepdeiica Ethernet

BbikntoyeH BbikntoueH MopT BbIKAOYEH UAN cCOeANHEHUNE He
YCTaHOB/NEHO

BbikntoueH lopuT nocTofAHHO YcTaHoB/EHO coeamHeHue Ha ckopoctu 10
mnun 100 M6wuTt/c

FopnUT NOCTOAHHO lFopnT nocToAHHO YcTaHOBNEHO coeanHeHne Ha ckopocTn 1000
M6éwut/c

X Mwuranue MaoeT nepepaya faHHbIX

CoctoAHMne wHTepdelicoB XG oTobparkaeTca WMHAMKATOPaMM, PacMO/IOKEHHbIMU PAAOM C
pasbeMammn uHTepdeiicos, pucyHok 14. C KaxKabim uHTepdericom XG cBaA3aHa napa WMHAWMKATOPOB.
BepxHUIM AHTAPHbIN MHAMKATOP OTOOPAXKAET aKTUBHOCTb NepesatoLLelt YacTu NOPTa, HUKHUIA 3e/1eHbIN
— aKTMBHOCTb MPUMEMHOM YacTu nopTa. Mepefaya AaHHbIX OTOOpa)KaeTcA mepuaHMem MHAMKATopa
COOTBETCTBYIOLLErO HAMNPaBAEHWA.
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XG2 XG3

XGl XG4

9000
. 10X J©)

PucyHok 14 — BHewHul sud uHoukamopos uHmepgelicoe XG

NHankatopbl Unit ID (1-8) cny»kaT ana o603HauyeHMa HoOMepa YCTPOMCTBaA B CTEKe.

CuctemHble MHAMKaTopbl (Power, Master, Fan, RPS) cayxKaT ana onpegeneHns cocToaHmsA paboTsl

y310B KOommyTaTtopos cepumn MES3000.

Tabnuua 2.13 — CeeToBana MHANKALMSA CUCTEMHbIX MHAMKATOPOB M MHAMKATOPOB XG NOpTOB

HaszeaHue PyHKYuA »
CocmosaHue uudunamopa CocmosaHue ycmpoucmea
UHOUKamopa UHOUKamopa
AKTUBHbI (MepuatoT) oba nHAMKaTopa
N N . CKopocTb paboTbl nopTa 1000
(HMXHUI — 3eneHbli, BEPXHUI — M6wT/c
Pexkum paboTbl AHTAPHbIN
XG1-XG4 P L)
nopta AKTMBHbI (MepuatoT) 0b6a nHAMKaTopa
N N . Mepepaya gaHHbIX Ha
(HMXHUI — 3eneHbli, BEPXHUI —
. ckopoctu 10 Méut/c
AHTAPHbIN)
BbikntoyeH MuTaHne BbIKAOYEHO
MutaHne BKAKOYEHO,
3eneHbli, ropuUT NOCTOAHHO HOopMmanbHas paboTa
yCcTpoKcTBa
o CamoTecTMpoBaHue
3eneHbin, mepuaet .
CocToaHue ycTpoicTtsa npu ctapte (POST)
Power NCTOYHUKOB OTcyTCcTBME NEPBUYHOIO
nUTaHUA NUTaHMA OCHOBHOIO
WCTOYHMKA (NpW NUTaHUU
OpaH»KeBbliA, FOPUT NOCTOAHHO YCTPOWCTBA OT pe3epBHOIO
WCTOYHMKA) UK aBapus
OCHOBHOIO MCTOYHMKA
nUTaHuA
. YcTpolicTBO siBNAeTCA
Mpu3sHak 3eneHbliA, FOPUT NOCTOAHHO
«MacTepom» CTeKa
BeayLero -
Master y N YCTPOICTBO He ABnseTcA
ycTpolicTBa npu
BbIKAtoUeH «MacTepom» B CTEKE UK He
paboTe B cTeke
33/iaH PEXMUM CTEeKMPOBaHUA
CocTtofHue BbIkntoyeH Bce BeHTUNATOPbI NCMPaBHbI
Fan BEHTUNIATOPA KbacHbi OTKas ogHoro unun 6onee
oxXNaxaeHua P BEHTUNATOPOB
Pe3epBHbIN UCTOYHMK
3eneHbli, FOPUT NOCTOAHHO NoAKAOYEH 1 paboTaeT
HOPManbHO
Pexkum paboTbl >
Pe3epBHbIN UCTOYHMK He
pesepBHOro BbIKntoueH
RPS noAKNtoueH
MCTOYHMKA
OTcyTCcTBME NEPBUYHOIO
nUTaHUA
. NUTaHUA pe3epBHOro
KpacHbin
WCTOYHWMKA UK ero
HeMcnpaBHOCTb

B TomM cnyyae, Korga KOMMmyTaTop paboTaeT B aBTOHOMHOM pexKMme 6e3 CTeKMpoBaHMA,
nHamnkaTtopbl Master n Unit ID BbIKNtOYEHDI.
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2.5 KomnaeKTt noctraBku

B 6a30BbIlii KOMMNAEKT NOCTAaBKM BXO4AT:

Ethernet-kommyTaTtop;
KomMnneKkT Kpenerka B CTOMKY;
MamAaTKa 0 AOKYMeHTauuu;
CepTtnduKaT COOTBETCTBUA;
MNacnoprt.

Mo 3aMpocCy B KOMNNEKT NOCTaBKN ONMNUNOHA/IbHO MOTYT 6bITb BKNOYEHDI:

PykoBoacTso no akcnayataumm Ha CD-gucke;

KoHconbHbIN Kabenb;

Mogaynb nutaHna PM160-220/12;

WHyp nuTaHua EBpoBunka-Cl3, 1.8m (B cnyyae KOMMIEKTaUMM MOAYNEM MUTaHUA
PM160-220/12);

Mogaynb nutaHna PM100-48/12;

WHyp nutanma MNBC 2x1.5, 2m (B c/Ayyae KOMMAEKTAUMKM  MOAYNEM NUTAHUA
PM100-48/12);

SFP/SFP+ TpaHcuBepbl.

Ethernet-kommymamopesi cepuu MES3000
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3

YCTAHOBKA U NOAKNIOYEHUE

B gaHHOM pasgene onncCaHbl Nnpoueanypbl YCTaHOBKU 060pyp,OBaHVIFI B CTOﬁKy M NOAKNHYEHNA K

nUTatoLWEeN CeTu.

3.1 KpenneHue KpOHLWTEAHOB

B KOMMNAEKT NocTaBKu YCTPOVICTBa BXO4AT KpOHLLITGﬁHbI AnAa yCTaHOBKU B CTOI\;IKy N BUHTbI ONA

KpenieHus KPOHLUTEMHOB K KOpMycy YCTPOMCTBA.

'S

[N ~.

& 5 Taae
>

-

PucyHok 15 — KpenneHue KpoHWmMmMeliHO8

[ns yCTaHOBKW KPOHLITENHOB:

1. CoBmecTuTe YeTbipe OTBEPCTUA A1 BUHTOB Ha KPOHLITEMNHE C TAaKUMM Ke OTBEpPCTUAMMU
Ha 6OKOBOI NaHenun ycTpoicTaa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMYyCY.

3. [MMosTopuTte Aeiicteua 1, 2 AnA BTOPOro KPOHLUTEMHa.

3.2 YcTaHOBKa YCTPOMCTBA B CTOMKY

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. TpunoxKnTe yCTPOMCTBO K BEPTUKAIbHBIM HaNpPaBAAIOLWMM CTONKMN.
2. CoBmMecTUTE OTBEPCTMA KPOHIUTEMHOB C OTBEPCTUAMM HA HaMPaBAAOWMX CTOMKW.

MCI'IOJ]b3y1‘;1Te OTBEPCTUA B HANPaBAAKLWNMX Ha O4HOM ypOBHE C obeux CTOpPOH CTO[;IKVI, anAa
TOro YTobbI yCTpOVICTBO pacnonaranoCb ropu3oHTA/IbHO.

3. C nomoLLbio OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMMU.

28
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PucyHok 16 — YcmaHosKa ycmpoticmea 8 cmoliky

Ha pucyHke 17 npuBeaeH npumep pasmelLeHns kommytatopos MES3000 B cToitKe.

o MES-3000 N1 o
o KabenbHhbIvi opraHaisep o
o  MES-3000 N2 )
o KabenbHbIi opraHansep o
o] MES-3000 N3 )
o KabenbHbln opraHaaep o
o] MES-3000 N4 o
o KabenbHbIi opraHaisep o
o _ MES-3000 N5 o
o KabenbHbi opraHanaep o

PucyHok 17 — PasmeuweHue kKommymamopos MES3000 e cmolike

YcTrpoiictBO umeeT GpoOHTaNbHYIO BeHTUAAUMIO. Ha nepepHeid naHenu ycTpoucTea
PacnonoKeHbl BEeHTUNIALMOHHbIE OTBepCTUA. He 3aKpbiBaTe BEHTUNALMOHHbIE OTBEpPCTUS,
a TaK)Ke BEHTU/IATOPbI, Pacno/ioXKeHHble Ha 3aAHel NaHeaun, NOCTOPOHHUMU NpeaMeTaMm
B0 u3berxkaHue neperpesa KOMMNOHEHTOB KOMMYTaTOPa M HapyLUueHUA ero paboTbl.
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3.3 YcraHOoBKa mopgynei NnUTaHUA

KommyTtaTtop moxkeT paboTtaTb € OAHUM WAN ABYMA MOAYNSIMU NUTaHMA. YCTaHOBKAa BTOPOTO
MOAyNA MUTAHWSA HeobxoaMma B C/yYyae MCMNOAb30BaHWUA YCTPOWCTBA B YCNOBUAX, Tpebytowmx
NOBbILIEHHOW HAafEeXKHOCTH.

MecTa gnsa yCTaHOBKM MoAy/iel MUTaHMA C S1IEKTPUYECKOM TOUKM 3pEHUS PaBHOLEHHbI. C TOUYKMK
3pEHUA MCMO/Ib30BAaHUA YCTPOMCTBA, MOAYAb MUTAHUA, HaxogAwMinca b6aumKe K Kpaw, cyuTaeTcs
OCHOBHbIM, B/1MKE K LLEeHTPY — pe3epBHbIM. Moayan NUTaHMA MOTyT YCTaHaB/AMBATLCA U M3B/IEKaTbCA
6e3 BbIK/IOYEHUA YyCTpoMcTBa. pn yCTaHOBKE UM U3BAEYEHUU AOMNONHUTENBHOMO MOAY/A NUTaHUSA
KOMMYyTaTOp npoao/ixkaet paboTy 6e3 nepesanycka.

PucyHok 18 — YcmaHoeKa Mmoodyneli numaHus

CocToAHWe moAayAnel NUTaHUs MOXKET BbiTb MPOBEPEHO MO MHAMKALMM Ha nepeaHeir naHenu
KommyTaTopa (cm. pasgen 2.4.4) unv no AnarHoCTMKe, AOCTYMHOM Yepes uHTepdelickl ynpasaeHus
KOMMYTaTOPOM.

MHauKaumna aBapum Moaynsa NUTaHUA MOXKET ObiTb Bbi3BaHa He TO/IbKO OTKa3om Mmoayns,
| HO M OTCYTCTBMEM NEPBUYHOrO NUTAHUA.

3.4 TopKnouyeHMe NUTaloLLein cetn

1. Mpexae 4yem K ycTpoihcTBy OyaeT NOAKAOMEHA NUTaloWas ceTb, HeobxoaMmo
33a3eMNTb  KOpMNyc  YCTPOMCTBa.  3asemsieHMe  HeobXxoAMMO  BbINONHATL
N30/IMPOBAHHBIM MHOTOXWbHbIM MPOBOAOM. YCTPOWMCTBO 33a3eMJ/IEHMA U CeYeHue
3a3eMAAoLWEero NpoBoAa A0/1KHbl COOTBETCTBOBATL TpeboBaHuam MY3.

’_ nOAKI’IIO‘-IEHMe AO/TKHO OCyWecCTBNATbCA KBaI'IMdJMU,MpOBaHHbIM cneunasaincTtom.
BN

2. Ecam npeanonaraeTtca noagkaw4vyeHMe KomnbkoTeEPa WUAN UHOTO o6opyp,OBava K
KOHCOJIbHOMY NOPTY KOMMYTATOpPa, 3TO O60pyAOBaHMe TaKXe JONXKHO 6bITb HagexXHo
3a3eM/1eHo.

3. MNogKknwouute K yCTpOVICTBy Kabenb nutaHuA. B 3aBMCMMOCTM OT KOMnNaeKTaunmn
yCTpOVICTBa, NMNTaHNE MOXET OCYLLECTBNATLCA OT CETU NEPEMEHHOIO TOKa nmbo oT ceTn
NOCTOAHHOrO TOKa. [1pn NnogKNOYeHNM cCeTU NepemMeHHOro ToKa c/iegyeT UCno/sib30BaTh
Ka6e}'lb, BXO,CI,HLLI,MVI B KOMNNEKT yCTpOﬁCTBa. Mpn NOAKNIOYEHUM K CETU NOCTOAHHOIO
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TOKa VICI'IO.I'Ib3y17ITe nposoa ce4yeHnem He MmeHee 1 mm2u CO6IHO,CI,al\/1Te NONAPHOCTb,
YKa3aHHYIO Ha 610Ke NuTaHuA.

Bo u3berkaHne BO3HUKHOBEHUA KOPOTKOro 3amMmbiKaHuA Npu NOAK/NIO4YEHUN K CeTUn
NMOCTOAHHOIO TOKa peKomeHAYyeTCA NPpon3BecTtu 3a41UCTKY NpoBoaad Ha A/IUHY 9 mm.

e

’ ‘ Llenb nUTaHMA NOCTOAHHbIM TOKOM A0J/1)KHa COAEPKaTb YCTPOMUCTBO OTKAOUEHUA NUTAHUA C
vl dU3MUeCcKMM pasbeguHeHNEeM coeauHeHus (BbiKalouaTe b, pa3bem, KOHTaKTop,

ABTOMaTUYECKUI BbIK/AKOYaTENb U T.N.).
4. BKAOYMTE NUTaHWe ycTpolcTBa U ybeauTecb B OTCYTCTBMM aBapuii MO COCTOSAHMIO
MHAMKaATOPOB Ha NepeaHelt naHenun.

3.5 YcraHoBKa u yaaneHue SFP-TpaHcuBepos

/":;‘ YcTaHOBKa ONTUYECKUX MoAy1eli MOXET NPOM3BOAUTLCA KaK NPU BbIKAIOYEHHOM, TaK U
v NPy BKNIOYEHHOM YCTPOUCTBE.

1. BcrasbTe BepxHuit SFP-moaynb B C/IOT OTKPbITOM YacTbio pasbema BHU3, @ HUXKHUI SFP-
MOZY/Ib OTKPbITOM YacTbio pa3bema BBEpPX.

PucyHok 19 — YcmaHoeKa SFP-mpaHcusepos

2. Hapasute Ha moaynb. Korga oH BCTaHeT Ha MeCTO, Bbl YC/bIWwWnTe xapaKTepru‘/'l LLENYOK.

PucyHok 20 — YcmaHoeneHHble SFP-mpaHcusepbl

Ona ypaneHua TpaHcusepa:

1. OTKpoiiTe 3alLe/Ky MoayAs.

PucyHok 21 — Omkpeimue 3aujenku SFP-mpaHcugepos
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2. WU3Bnekute moaynb U3 cnoTa.

PucyHok 22 — N3sneyeHue SFP-mpaHcusepos
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4 HAYANbHAA HACTPOMKA KOMMYTATOPA

4.1 HacrtpoWKka TepmuHana

Ha KomnbloTepe 3anycTuTb nporpammy 3smynaauum TepmuHana (HyperTerminal, TeraTerm,
Minicom) 1 npousBecTn cneaytowme HaCTPOMKM:

1. BblbpaTb COOTBETCTBYHOLLMIA NOCAEA0BATE/IbHbIN NOPT.

2. YcTaHOBWUTb CKOPOCTb Nepeaayn aaHHbix — 115200 6oga.

3. 3agatb dopmaT AaHHbIX: 8 BUT AaHHbIX, 1 cTONOBbLIN 6UT, 6€3 KOHTPOAA YETHOCTY.

4. OTKNO4YNTb annapaTHoe KU NPorpaMmmHoe ynpasaeHMe NOTOKOM AaHHbIX.

5. 3apatb pexum 3smynsaumMm TepmuHana VT100 (mMHOrve TepMuHanbHble NPOrPaMmbl
NCMOb3YIOT AaHHbIA PEXKMM IMYNALMM TEPMMHAA B KAYECTBE PEXKMMA MO YMOYaHMIO).

4.2 BKAOYEHMe YCTPOUCTBA

YCTaHOBUTb  COEAMHEHME  KOHCONM  KOoMMmyTaTopa (nopT «console») ¢ pasbemom
noc/aea0BaTeNbHOro UHTepdelrica KoMnbloTepa, Ha KOTOPOM YCTaHOB/IEHO NporpaMmmHoe obecnedyeHune
3MYNALUM TEPMUHANA.

BKAounTb ycTpoicTtBo. [Mpy Kaxaom BK/AOYEHMM KOMMYyTaTopa 3amnyckaerca npoueaypa
«TeCTUPOBAHUA  cUCTeMbl Mpu  BKAoYeHuM»  (POST), KoTopaa no3BoJAET  onpeaenunTb
paboTocnocobHOCTb YCTPOICTBa Nepeq, 3arpy3Kkoi NCNoIHAEMOM NPOorpaMmmMbl B ONEPaTUBHYIO NamaATb
(0O3Y).

OTtobparkeHune xoaa BbinosiHeHUA npoueaypbl POST Ha KommyTaTopax cepmumn MES3000:

Bootl Checksum Test ...ttt iin et eeeennneeenns PASS
Boot2 Checksum Test ...t iin et eeeennneeenns PASS
Flash Image Validation Test......iiiiiiiinneennnnn PASS

BOOT Software Version 0.0.0.3 Built 17-Aug-2010 23:18:59

Networking device with CPU based on arm926ejs core. 256 MByte SDRAM.
I-Cache 16 KB. D-Cache 16 KB. L2 Cache 256 KB. Cache Enabled.

MAC Address : a8:f9:4b:a3:a4:a6.
Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Cnycta pABe ceKkyHAbl nocie 3aBepweHusa npoueaypbl POST HauuMHaeTcs aBTo3arpyska
nporpammHoro obecneyeHna KommyTtaTopa. [ BbINOAHEHMA CNeuManbHbIX NpoUeayp UCNoab3yeTcs
MeHIo Startup, BOMTU B KOTOPOE MOXKHO MpepBaB 3arpy3Ky Haxkatmem Knasuwwu <Esc> unu <Enter> B
TEYEHWEe 3TOro BPEMEHMU.

Mpumep AanbHenLWwen 3arpy3Kkun yCTpPoicTea:

Preparing to decompress...
100%

Decompressing SW from image-1
100%

OK
Running from RAM...

KA A AR A AR AR A A A A AR AR A A A A I A AR AR A A I A AN A AR A A I A A AR A A A A hA kA kA Ak Ak k kK ok

*** Running SW Ver. 2.1.6 Date 05-Jun-2011 Time 16:14:03 ***

KA A AR A R AR A A A A AR AR AR AA A A AR A R A A I A AR A A A A A I A A AR A A A hA kA kA Ak Ak ko kK x

HW version is V01
Base Mac address is: a8:f£f9:4b:80:b0:80
Dram size is : 256M bytes
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Tapi Version: v
Core Version: v

Dram first block size is : 229376K bytes Dram first PTR is : 0x1C00000 Dram
second block size is : 4096K bytes Dram second PTR is : 0xFCO00000 Flash size
is: 16M

05-Jun-2011 16:14:09 %CDB-I-LOADCONFIG: Loading running configuration.
05-Jun-2011 16:14:09 $CDB-I-LOADCONFIG: Loading startup configuration.
Device configuration:

Slot 1 - 28 ports

Device 0: GT 98DX4122 (BobCat)

1.9.3.2
1.9.3.2

Mocne ycnewHoM 3arpysknM KommyTaTopa MOABUTCA CUCTEMHOE MpurialeHne WHTepdenca

KOMaHAHoM cTpoku CLI.

console>

/"_;;’ [Ona 6bICTPOro BbI30Ba CNPABKM O AOCTYMHbIX KOMAaHAAX UCNO/b3yiiTe KOMBUHALUIO

Knasuwl «SHIFT» n «?».

4.3 3arpy3oyHoe MmeHIo

[Ona BxoAa B 3arpy304HOE MEHI0 CieayeT NOAKAOUUTBLCA K YCTPOMCTBY Yepes nHtepdenc RS-232,
nepesarpysuTb YCTPONCTBO W B TeYEHWE ABYX CEKYHA nocne 3aBepleHua npoueaypbl POST HaxaTb

“ESC” unu “ENTER”:

I-Cache 16 KB.

MAC Address

Bootl Checksum Test. ..ot tin et eeeneeeeenns PASS
Boot2 Checksum Test ...t iin e teeenneeeenns PASS
Flash Image Validation Test......iiiiiiiinneeennnn PASS

BOOT Software Version 0.0.0.3 Built 17-Aug-2010 23:18:59

Networking device with CPU based on arm926ejs core. 256 MByte SDRAM.
D-Cache 16 KB. L2 Cache 256 KB. Cache Enabled.

a8:f9:4b:a3:a4:a6.
Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupa 3arpy3o4HOro meHio:

5] Stack menu
6] Back

Startup Menu

[1] Download Software

[2] Erase Flash File

[31] Password Recovery Procedure
[4] Set Terminal Baud-Rate
[
[

Enter your choice or press 'ESC' to exit:

Tabnnuya 4.1 — DyHKLMK MHTepdeca 3arpy304HOro MeH0

DyHKYUA

OnucaHue

Download Software

3arpysuTb HOBYHO BEPCUIO NPOrpaMMHOro obecrneyeHns KOMMyTaTopa, UCNo/b3ys
XMODEM

Erase Flash File

Crepetb MHPopmaumtio ¢ Flash

Password Recovery
Procedure

C6poCUTb HAaCTPOIKM ayTeHTUUKaLNK
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Set Terminal Baud-Rate YCTaHOBWUTbL CKOPOCTb PaboTbl TEPMUHA/IBHOTO peXXnma

Stack Menu Bxog, B MeHI0 ynpaBaeHna CTEKOM

Back MpoAoMKNTL 3arpy3Ky

4.4 Pexunmbl paboTbl KOMMyTaTOpa

YcTpoiicTBO MoXKeT paboTaTb B ABYX peXMmax — aBTOHOMHOM M PEXUME CTEKMpOBaHMA. B
peXXume CTEKMPOBAHMA HECKO/IbKO KOMMYTATOPOB OZHOM U TOM e Moaen MoryT 6biTb 06beANHEHbI B
CTeK 1 QYHKLMOHMPOBATb KaK eAgnHoe ycTpoicTBo. 1o ymonyaHuto kommyTtatopbl MES3000 paboTatoT B
peXXnume aBTOHOMHOTIO YCTPOMCTBA.

’ CTeKupoBaHUe MOXKeT NPOU3BOAUTLCA TO/IbKO C nomoLwbio SFP+ mogynei.
vadBl

4.4.1 Bbibop pexcuma pabomsl Kommymamopa

Bbibop perkmMma paboTbl KOMMyTaTopa AOCTyNeH B MEHIO YMpaBieHua CTeKom (NyHKT [5]
3arpy3o4HOro MeHio):

Startup Menu

Download Software

Erase Flash File

Password Recovery Procedure
Set Terminal Baud-Rate
Stack menu

Back

o U b W DN

Enter your choice or press 'ESC' to exit:

MyHKT [3] — BbIOOP perkMma paboTbl KommyTaTopa ([1] — aBTOHOMHBIN pexum, [2] — perrum
CTEKMpPOBaHMA):

Stack menu

Show unit stack id
Set unit stack id
Set unit working mode

[1
[2
[3
[4 Back

[

Enter your choice or press 'ESC' to exit:

4.4.2 Paboma Kommymamopa 6 pexcume CMmeKUupoeaHus

Ctek MES3000 ¢pyHKUMOHMPYET KaK eaMHOEe YCTPOMCTBO M MOXKET COCTOATb M3 8 YCTPOWCTB,
UMeEIoLUX CeaytoLme posm, onpeaensemblie UX NopaaKkosbiMu Homepamm (UID):

= Master (UID ycTpoictea 1 uam 2), ¢ HEro NpomncxoauT ynpasaeHne BCemm yCTpoicTBamum
B CTEKe.

= Backup (UID ycTpoiictBa 1 unm 2) — ycTpoICTBO, NogumHalolLleeca master. Jybaupyet
BCE HACTPOWKM, 1, B C/ly4ae BbIXOZa YNPaBAAIOLLErO YCTPOWCTBA U3 CTpos, bepeT Ha cebs
bYHKLMM yNpaBAeHUA CTEKOM.

=  Slave (UID yctpolicte oT 3 go 8) — ycTpoiicTea, nogunHaowmeca master. He moxer
paboTaTb B aBTOHOMHOM pekunme (ecam oTcyTcTByeT master).
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nopTbl

B pexume cTekuposaHusa MES3124/MES3124F n MES3224/MES3224F ncnonb3yioT XG3- n XG4-

ana CUHXPOHU3aAUUKN, NPU I3TOM YKa3aHHblie MOpPThbl

He Yy4yacCTByHOT B nepepadye AaHHbIX.

MES3108/MES3108F 1 MES3116/MES3116F MCnonb3ytoT AN CUHXPOHMU3ALUMMU TONbKO OAUH MOPT —
XG2, KoTOpble He yyacTByeT B nepegayvye AaHHbIX. BO3MOXHbI ABe TOMNOAOMMU CUHXPOHU3UPYIOLLNXCA
YCTPOMCTB — KO/bLLEBAA M JIMHENHaAa. PeKomeHayeTca MCNo/ib30BaTb KOJIbLEBYHD TOMOOMMIO ANA
NOBbILLIEHMA OTKA30YCTOMUYNBOCTU CTEKA.

KomaHOb1 pexcuma privileged EXEC

3anpoc KoOMaHAHOM CTPOKU MMeeT ceayowmii BUa;

console#

Tabnunua 4.2 — ba3oBble KOMaHAbI, AOCTYMNHble B pexxnme privileged EXEC

KomaHoa

3HayeHue/
3Ha4YeHue no
YMOAYAHUIO

Aeilicmeue

unit mode {standalone |
stackable}

-/standalone

OnpegaennaeT pexunm paboTbl KOMMyTaTOpa:

- standalone — KommyTaTop MOXeT paboTaTb KaK
CaMOCTOATE/IbHOE YCTPOICTBO;

- stackable — kommyTaTop mosKeT paboTaTb B pexkmme cTeka.
CMmeHa peXknma NponcxXoamT Nocsie nepesarpysku
KOomMmyTaTopa.

unit renumber local
after-reset unit_id

unit_id: (1..8)/1

HasHayaeT Homep ycTpolictBa  «unit-id»  NoKanbHOMY
yCcTpoicTBy (Ha KOTOpOM BbiNOAHEHa KomaHga). KomaHga
MOXeT bblTb MCNO/b30BaHA B pexume «standalone» wau B
pexunme «stackable» Ha Begywem ycTpoicTae.

CmeHa HOomepa yCTpoicTBa NPoOM3oNAET nocsie nepesarpysku
KommyTaTopa.

unit renumber current_id
after-reset new_id

current_id: (1..8);

HasHayaeT HOBbIM HOMep yCcTpoicTBa new_id KommyTaTopy C
Homepom current_id. KomaHaa morkeT 6bITb Mcnonb3oBaHa
TO/IbKO Ha BeAyLeM yCTPOMCTBe CTeka.

new_id: (1..8) o . .
- CmeHa Homepa YCTPOWCTBa NPOU3OMAET Moc/ie nepesarpysku
3TOro YCTPOMCTBaA.
show unit [unit_id] OTobparkaeT HGopMauuto 06 yCTPOMCTBAX, BXOAALLNX B CTEK.
Mpu BBOAE KOMaHAbl 6e3 napameTpa oTobparkaeTca KpaTkas
unit_id: (1..8) nHpopmauma 060 Bcex ycTpoICTBAX CTeKa.

Mpu  yKasaHuM  «unit-id»  oTobparkaetca  nogpobHan
MHbOpPMaums o BbIGBPaHHOM yCTPOMCTBE.

= [IpMmep MCNob30BaHMA KOMaHAbl show unit:

console# show unit 1

Unit:

MAC address:
Master:
Product:
Software:
Uplink unit:
Downlink unit:
Status:

Active image:

1

aB8:f9:4b:80:bf:40

Enabled.

MES-3124F 28-port Fiber 1G/10G Stackable Managed Switch.

2.5.14
2

0
master
image-2

Selected for next boot: image-2

Topology is Chain

Stack image auto synchronization is enabled
Unit Mode After Reset: stacking

Unit Num After Reset: 1
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Tabnnuya 4.3 — OnucaHme pesynbTaToB BbIMNOJHEHMA KOMaHAbl «show unit»

Mone OnucaHue
Unit: NpeHTUdMKaTOp BbIBPAHHOIO YCTPOMCTBA
MAC address: MAC-agpec kKommyTaTopa
Master: PaspeleHune cTaTb BeAyLLMM YCTPOUCTBOM B CTEKE
Product: OnucaHne mogenm KommyTtaTopa

NpeHTndukaTop KommyTtaTopa, nogxatodeHHoro K nopty Uplink (ans MES3124 —

Uplink unit:
XG3, ansa MES3116,3108 — XG1)

NpeHTndukaTop KommyTaTopa, nogxatodeHHoro K nopty Downlink (gnsa MES3124 —

Downlink unit:
XG4, pha MES3116,3108 — XG2)

Status: TeKkywasa posb KOMMYTaToOpa B CTEKe
Active image: AKTUBHbIN 06pa3 NO
Selected for next boot: O6pas MO, KoTopbl ByAeT aKTUBHBIM NOC/IE NepesarpysKku
Topology is Tekylan Tononorus cteka — chain (Lenoyka) nnm ring (Konbuo)
Unit Mode After Reset: Pexvm paboTbl KOMMyTaTOpa nocse nepesarpyskn — standalone/stacking
Unit Num After Reset: NaeHTUdPMKaTop KOMMYTaTopa, KOTOPbIV NPUMEHUTCA NOoC/e Nepesarpysku
’ ' YcTpoiicTBa ¢ oguHakoBbimu ngeHtupukatropamm «Unit ID» He moryT paboTtaTb B ogHOM
radk cTeke.

4.5 HacTtpoitKa pyHKUMIA KOMMYTaTOpa

®DYHKUMM NO HaYaNbHOMY KOHPUIYPUPOBAHMIO YCTPOMCTBA MOMKHO pPa3aenTb Ha AB8a TUna:

1. bBas3oBafA HacTPOWKa — BK/OYAET onpegeneHmne 6a3oBbix GYHKUMIA KOHOUTYPALMN U HACTPOMKY
AVHammyeckux IP-agpecos.

2. Hactpoiika napameTpoB cuctembl 6€30NMacHOCTM — BK/OYAET YMpaB/ieHUEe CUCTEMOM
6e30nacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

y Mpu nepesarpy3ske ycTpoiAcTBa BCe HeCOXpaHEeHHble AaHHble 6yayT yrepaHbl. OnA
V coXpaHeHUA N6bix BHECEHHbIX U3MEHEHUA B HAaCTPOMKY KOMMYTaToOpa MCNO/Ab3yeTcA
' ' cnepyowan KomaHaa:

console# write

4.5.1 bas3osasa Hacmpolika Kommymamopa

Ona Hayana KOHQUrypupoBaHMA YCTPOWCTBA HEOBXOAMMO MOAKNIOYMTb YCTPOMCTBO K
KOMMNblOTEpY 4Yepe3 Moc/ieAoBaTesbHbIM NOPT. 3anycTUTb Ha KOMMbIOTEpe Nporpammy 3myaaumuu
TepMUHaNa cornacHo nNyHKTy 4.1 «Hactpoiika TepmmnHana».

Bo Bpemsa HayanbHOW HACTPOMKM MOMHO ONpeaennTb WHTepdeic, KoTopbih 6yaet
MCNONb30BaTbCA ANA NOAKAOYEHUS K YCTPOWCTBY YAANEHHO.

basosas HaCTpOVIKa BK/IIOYaEeT cheayrouiee:

3afaHue napons Ana nonb3osatena «adminy (c yposHem npusuneruini — 15).
Co3paHue HOBbIX NOJ/Ib30BaTeNEMN.

HacTtpolika cTaTuyeckoro IP-agpeca, Macku NOACETM U LWAO33 NO YMONYAHUIO.
MonyyeHune IP-agpeca ot cepsepa DHCP.

pwnN e
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5. Hactpoitka napameTtpoB npoTokona SNMP.

4.5.1.1 3adaHue napona 0na nonezosamena «admin» U CO030aHUE HOBbIX
nons3osameneli

[Ona o6ecneueHns 3alMLLEHHOrO BXOAA B CMCTeMy He06X0AMMO Ha3HAUYUTb Naposb
e npUBUAErUPOBaHHOMY NONb30BaTeNo «adminy.

MmA nonb3oBaTena M Napo/ib BBOAMTCA MpPM BXOAe B CUCTEMYy BO BpemMa CeaHCoB
aAMWUHUCTPUPOBAHMA YCTpoicTBa. [aA cO34aHMA HOBOrO MO/b30BaTeNs CMCTEMbl MAM HACTPOMKM
noboro M3 napameTpoB — WMEHM MNO/b30BaTens, Naposd, YPOBHA MPUBWMAErUIA, WMCMO/b3YIOTCA
KOMaHAb!:

console# configure
console (config) # username name password password privilege {I1I-15}

V YpoBeHb npusuneruii 1 paspewaeTt AOCTYN K YCTPOWUCTBY, HO 3anpeLuaeT HacTPOMKY.
YpoBeHb npuBuaernii 15 paspeluaer Kak 40CTyn, TaK M HACTPOIKY YCTPOMCTBA.

Mpumep KomaHA AAs 3afaHus nonb3osatento «admin» napons «eltex» u co3pgaHuA
Nno/ib30BaTesIA «operator» ¢ NaposieM «pass» U ypoBHeM npusuneruii 1:

console# configure

console (config)# username admin password eltex

console (config) # username operator password pass privilege 1
console (config) # exit

console#

4.5.1.2 PacwupeHHaa HacmpolKa yposHA docmyna

Ha ycTpoiicTBe cylecTByeT BO3MOXKHOCTb pacnpeaeieHus nNpaB nosib30BaTeNiei B 3aBUCUMOCTU
OT YPOBHSA NPUBUAEINA, HAa KOTOPOM KaXKAbl U3 nosib3oBaTenen bbin co3gaH. KOHKpeTHOMY YpPOBHIO
NpUBWUIErMIA NPUCBANBAETCA HAbOP KOMaHA, KOTOpPblE MOTYT BbINOHATCA NO/b30BATENSAMU C YPOBHEM
He HW)Ke 3aZaHHOTO.

] KommyTaTop noaaepKmMBaeT cucteMy HacneaoBaHUA Habopa KOMaHA, oT 6onee HU3KUX
- YPOBHeli npuBMUneruii.

' Mpusnnernn BbICTPaMBAIOTCA TONLKO A8 KOHKPETHO 3a4aHHOro y3na. Kaxayio
- KomaHAay Heo6X04MMO NPOonNUCbIBaTb ABHO, HE UCNOJIb3YA COKpaLleHHble Gpopmbil.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobasibHOro KOHGUIypUpoBaHus:

console (config) #
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Tabnunuya 4.4 — KomaHabl 415 HAaCTPOMKM paclUMpPEHHOro 4ocTyna

3HayeHue/3HaveHue .
KomaHoa Aelicmeue
no ymon4aHuro
privilege context level MpuceansaeT yKazaHHOMY YPOBHIO NPUBUErUI 3a4aHHYIO
command level: (1..15); KOMaHay
/ypoBeHb npusuaernii | - CoNtext — pexum paboTbl KOMaHHOW CTPOKY;
KOMaHZ pexunma - level — ypoBeHb npuBMAernii, Ha Kotopom byaet AocTynHa
EXEC-1, HacTpavBaemasa KOMaHAQ;
BCEX OCTa/IbHbIX - command — KomaHaa.
o KomaHga — 15
no privilege context level YpanaeT 4ocTyn K KOMaHAe C YPOBHA, Ha KOTOPOM KOMaHAa
command 6bl1a paspelleHa.

Mpumep HacTpolikM Habopa KomaHZ ana nosb3osaTtens «admin» c 4 ypoBHEM NpUBUAETUN
n Habopa KomaHa, A1 nosb3osaTtens «user» ¢ 10 ypoBHEM NPUBKAETNIA:

console#configure

console (config) fusername admin password passl privilege 4
console (config) #fusername user password pass’Z privilege 10
console (config) #privilege exec 4 configure terminal

console (config) #privilege config 10 vlan database

( )
( )
console (config) #privilege exec 4 show running-config
( )
( )

console (confiqg) #privilege config-vlian 10 vlan

Tenepb ANA NOKaNbHbIX NOJb30BaTeel, Yeil YypoBeHb NPUBUAETUIA Bbille WAM paBeH 4, CTaHeT
AoCTyneH BbiBo4 KomaHabl show running-config, Ho He b6ygeT gocTynHa HacTpoika vlan. [ns
no/Nb3oBaTesiei, ypoBeHb NPUBMAETNI KOTOPbIX cooTBeTcTByeT 10 1 Bbiwe, byaeT A4OCTYNHA HACTPOKa
n vlan, 1 BbiBog KomaHabl show running-config.

4.5.1.3 Hacmpolika cmamuyeckoeo IP-adpeca, macku mnodcemu U WA03ad 10

YMOAYAHUIO

[na BO3MOMKHOCTM YyNpaBaeHUA KOMMYTaTOPOM M3 CETU HEOOXOAMMO Ha3HauUTb YCTPOMCTBY IP-
ajpec, MacKy NoAceTu 1, B Cyvae ynpasBaeHUA U3 APYroi CeTu, W3 No ymoavaHuio. IP-agpec moxHo
HasHauuTb nobomy uHTepdelicy — VLAN, dusmnyeckomy nopty, rpynne noprtos. IP-agpec wnio3a
OO/MKEH NPUHAANEXKATb K TOM e NOACETH, YTO N 0auH un3 IP-nHTepdeiicos ycTponcTaa.

Y

< X

Mo ymonuaHuio HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0 Ha uHTepdeiice
VLAN 1.

IP-agpec 192.168.1.239 cywecTByeT A0 TeXx MNOPT, NOKa Ha nwbom uHTepdeiice
cratnyecku unm no DHCP He co3gaH gpyrou IP-agpec.

Mpu ypaneHun scex IP-agpecos KommyTaTopa A0CTYN K Hemy ByaeT ocyLecTBAATbCA MO
IP-agpecy 192.168.1.239/24.

B cnyuyae ecnm IP-agpec HacTpauBaetrca Ans uHtepdeiica ¢pusnmyeckoro nopra mam
rpynnbl  NoptoB, 3TOT WUHTepdeiic ypanaerca wm3 rpynnbl VLAN, KoTtopoii OH
npuHagnexan.

o [lpumep KoMaHA HacTpoliku IP-agpeca ana nntepdeiica VLAN 1:

MapameTpbl MHTEpPdeElica:

IP-adpec, HazHayaemblli 0na uHmepgpelica VLAN 1 — 192.168.16.144
Macka nodcemu — 255.255.255.0
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IP-adpec wnto3a no ymonyaHuro — 192.168.16.1

console#configure

console (confiqg) #interface vlan I

console (config-if) #ip address 192.168.16.144 /24
console (config-if) fexit

console (config) #ip default-gateway 192.168.16.1
console (config) #fexit

console#

Ona Toro 4tobbl yoeanTbes, YTo agpec bbi1 HazHavyeH nHTepdelicy, BBeaMTe KOMaHAay:

console#show ip interface vlan 1

Gateway IP Address Activity status Type
192.168.16.1 Active static
IP Address Type

192.168.16.144 /24 Static

4.5.1.4 Tony4yeHue IP-adpeca om cepsepa DHCP

Ona nonyyeHua IP-agpeca moKeT mcnosb3oBatbcA npotokon DHCP, B cnyvae ecam B cetu
npucytcteyeT cepep DHCP. IP-agpec ot cepsepa DHCP moxKHO nony4yatb Yepes noboi nHTepdeiic —
VLAN, ¢usnyeckuit nopt, rpynny nopTos.

Vr Mo ymonuaHuio DHCP-KAneHT BKAOUYEeH Ha uHTepdeice VLAN 1.

Mpumep HaACTPOMKKU, NpeaHasHauYeHHOW AasA MNojyd4eHus AuHamudeckoro IP-agpeca ot DHCP-
cepBepa Ha uHTepodeiice vlan 1:

consolet#configure

console (config) #interface vlan I
console (config-if) #ip address dhcp
console (config-if) #exit

console#

[na Toro utobbl ybeanTbea, UTo agpec H6bin HazHavyeH MHTepdelicy, BBeAMTE KOMaHAY:

consolefshow ip interface vlan 1

Gateway IP Address Activity status Type
192.168.16.1 Active I DHCP
IP Address Type

192.168.16.149 /24 DHCP

4.5.1.5 Hacmpolika napamempos npomokxona SNMP 0asa docmyna K ycmpolicmesy

YCTPONCTBO COAEPKUT BCTPOEHHbIN areHT SNMP 1 noaaepunsaet sepcum npotokona vl/v2c/v3.
AreHT SNMP nogaepkmaeT Habop cTaHAAPTHbIX nepemeHHbix MIB.
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Ons  BO3MOXKHOCTM  aAMWMHUCTPUPOBAHUA YCTPOMCTBA MOCPEACTBOM npoToKosa SNMP
HeobxoaMmo co3aaTtb XoTA 6bl 04HY CTPOKY coobuiectBa. KommyTtaTopbl MES3000 nogaeprkusatoT Tpm
TMNa CTPOK coobuiecTea:

— ro — onpegensaeT AOCTYN TONbKO Ha YTEHUE;
— rw — onpegenaeT JOCTYN Ha YTEHWE W 3anuch;
— su — onpeaenaet goctyn SNMP-agmunHuctpaTopa.

Hanbonee pacnpocTtpaHeHo MCNOAb30BaHME CTPOK cooblecTBa public — ¢ AOCTyNom TONbKO AN
yTeHusa obbekToB MIB u private — c 4OCTYNom Ha YTeHMe U usmeHeHne obvektoB MIB. [na Kaxaoro
coobuiectBa MOXHO 3a4aTb |IP-agpec cTaHUUKM ynpaBaeHus.

Mpumep cospaHua coobuiecTsa private ¢ AOCTYNOM Ha YTeHWe u 3anuck 1 IP-agpecom cTaHumm
ynpasnexHna 192.168.16.44;

console#configure

console (config) #snmp-server server

console (config) #snmp-server community private rw 192.168.16.44
console (config) #fexit

console#

[Ona npocmoTpa co3gaHHbIX CTPOK coobulecTsa U HacTpoek SNMP ncnonb3yeTtcs KomaHaa:

console#show snmp

SNMP is enabled.

Community-String Community-Access View name IP address
private read write Default 192.168.16.44
Community-String Group name IP address Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2 Hacmpoliika napamempos cucmemol 6e3onacHocmu

Ona obecneyeHns 6e30NacHOCTM CUCTEMbI MCMONb3yeTcs MexaHusm AAA (ayTeHTUdMKaLms,
aBTopu3aums, yyeT). Ans wndpoBaHMA AaHHbIX UCMOb3YeTca mexaHu3m SSH.

— Authentication (ayTeHTUdUKALMA) — CONOCTaB/AEHNE 3aNpOCa CYLLECTBYIOLEN YYETHOM
3anucu B cucteme 6e30nacHOCTM.

— Authorization (aBTopv3aums, NPOBEPKA YPOBHA AOCTyNa) — COMOCTaBAEHME YYETHON
3anucu B cucTeme (Npowealiei ayTeHTUOUKALMIO) M ONpeaenEHHbIX MOJHOMOYNNA.

— Accounting (y4€T) — cnexkeHue 3a noTpebieHreM pecypcoB MoJib30BaTe/IeM.
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MpK NCNONb30BaHMM HACTPOEK YCTPOMCTBA MO YMONYAHUIO MMS NoAb3oBaTens — admin, naponb
— admin. Maponb Ha3HayaeTca Nosb3osaTenem. B cayyae eciv naposib yTpadeH, MOXKHO nepesarpysmTb
YCTPOWCTBO M Yepes CepUiMHbIA NOPT NPepBaTb 3arpy3Ky, HaxKaB Kaasuwy <Esc> unu <Enter> B TeueHue
nepBbIX ABYX CEKYH/A Noc/e NnoasaeHns coobueHuns aBTo3arpysku. OTKpoeTtca meHto Startup, B KOTOPOM
HY»KHO 3anyCcTuUTb Npoueaypy BoccTaHoBAeHUs naponsa ([3] Password Recovery Procedure).

; Monb3oBatenb no ymonuauuio (admin/admin) cyuwecteyer Ao Tex nop, Noka He co3gaH
V noboii gpyroit nosb3oBaTtesb C YpoBHEM npusuaeruii 15.

Mpu yganeHun Bcex co3a4aHHbIX NO/b30oBaTene ¢ 15 ypoBHem npusuneruii 4octyn K
V KOoMMyTaTopy 6yAeT ocyLecTBAATbCA NOA NO/Ib30BaTe/IeM MO YMOJIYaHUIO
(admin/admin).
Ona obecneyeHna nepBoHa4asbHOM 6€30MacHOCTM Mapo/ib B CUCTEME MOMKHO 3aaaTb AN
CepBUCOB:

— KoHconb (noaknoueHme Yyepes cepunHbIN NOpT);
— Telnet;
— SSH.

4.5.2.1 YcmaHosKa napons 048 KOHCoAU

config) #aaa authentication login default line
config) faaa authentication enable default line
config) #line console

config-line) #login authentication default
config-line) #fenable authentication default
config-line) #password console

console
console
console
console
console
console

—~ o~ o~~~

B oTBeT Ha npurnaweHne BBeCTU NapoJ/ib BO BpemAa perncrpaumm B yCTpOﬁCTBe yepe3 CceaHcC
KOHCO/11 BBEAUTE NAapPOib — console.

4.5.2.2 YcmaHoska napons 0na Telnet

console (config) faaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #ip telnet server

console (config) #line telnet

console (config-line) #login authentication default
console (config-line) #enable authentication default
console (config-line) #password telnet

B oTBET Ha NpuUraaLleHne BBECTM Napo/ib BO BPEMA PErMCTPALMK B YCTPOWCTBE Yepes ceaHc Telnet
BBeguTe naponb — telnet.

4.5.2.3 YcmaHoska napons 0na SSH

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #ip ssh server

console (config) #line ssh

console (config-line) #login authentication default
console (config-line) #fenable authentication default
console (config-line) #password ssh

B oTBET Ha NpuraaleH1e BBECTU NApPOJ/ib BO BPEMA PETUCTPaLUN B YCTPOICTBE Yepes ceaHc SSH
BBegMUTE Naposb — ssh.
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4.5.3 Hacmpoiika 6aHHepa

[ns ypobcTBa aKcnyaTaLMm yCTPOMCTBA MOXKHO 3a4aTb baHHep — coobleHune, KoTopoe byaeT
BbIBOAWUTLCA NPU NOMbITKE NOJYYEHUA AOCTYNA K YCTPOMCTBY.

console (config) #banner motd ;

Role: Core switch
Location: Objedineniya 9, str.
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5  YNPABJIEHUE YCTPOMCTBOM. MHTEPDENC KOMAHAHOW CTPOKU

Ona KoHPUrypupoBaHUA HACTPOEK KOMMYTaTOpa MCMOJIb3yeTcA YeTbipe OCHOBHbIX pekuma. B
Ka*KZOM pexkMme A0CTyrneH onpeaeneHHbll CIMCOK KOMaH4,. BBoa CMMBO/IA «?» CAYKUT ANA MPOCMOTPa
Habopa KOMaHA, AOCTYMNHbIX B KaXKAOM M3 PEXMMOB.

Ana nepexona “3 oa4HOro pexmma B ,u,pyroﬁ MCNONb3YyOTCA CneunasibHble KOMaH4bl. I'Iepequb
CyWecCTBYHOLWNX PEXMMOB U KOMaHA BXO4a B PeXnm:

KomaHOHbili pexcum (EXEC), paHHbIM perum [OCTyneH cpasy Mocse YCrnewHoM 3arpysku
KOMMYyTaTOpa M BBOAA MMEHM NoJib3oBaTens. MpurnaweHme cMcTeMbl B 3TOM PEXKMME COCTOUT U3 UMEHW
ycTpolictea (host name) u cumsona “>”.

console>

Ecaiv ms ycTpoiicTBa He Ha3HAYeHO, TO BMECTO HEro MCMo/b3yeTcs c10Bo “console”.

MpueunezauposaHHbiii KomaHOHbIl pexcum (privileged EXEC), naHHbIA pexum AOCTYMNeH npwu
BXOZE NPWUBMNErMPOBAHHOIO MoJb30BaTeNs. Bxoa B permm fonkeH OblTb 06A3aTeNbHO 3alMLeH
naponem. ToNbKO B MPUBWUIETMPOBAHHOM PEXMME AOCTYMHbI KOMaHAbl WU3MEHEHWUA CUCTEMHbIX
napameTpoB KOMMyTaTopa. B nNpuBWUIErMpoOBaHHOM peXMMe B CTPOKe MpUrIaleHns CUCTEMBI
ncnosbayetca cumeon «#». [lna nepexona ns perkmma EXEC B npuBUAErMPOBAHHDIV PEXKUM MOXKET BbiTb
ncnosib3oBaHa KoMaHz4a enable.

console> enable
enter password:
console#

Pexctum 2n06anbHo20 KoHgpuypuposaHua (global configuration), paHHbLIA  peXxum
npegHasHavyeH pgna 3agaHua obwMx HacTpoek KomMmyTatopa. KomaHgbl pexuma rnobanbHom
KOHUrypaumm AOCTyMNHbl U3 N060ro noapexkmMma KoHourypaumm. Bxon B pexum ocyliecTBaseTca
KOMaHZol configure.

console#configure
console (confiqg) #

Pexcum KoHgpu2ypupoeaHus uHmepdeiica (interface configuration), paHHbLIA pPeXUM
npegHasHayeH Ana KOHPUrypupoBaHua uHTepdencos (nopT, rpynna noptos, uMHTepdeic VLAN)
KOMMyTaTopa. Bxoa B pexMm OCyLLecTBAAETCA M3 pexkuma rnobanbHoro KoHUrypuposaHusa, ans
KaXKaoro WHTepdelica cBoel KomMaHaoW (B nNpumepe HUXKE KOMaHZa A/ BXOAa B PEXUM
KoHduUrypupoaHua nHtepdenca VLAN c VID=1).

console (config) # interface vlan 1
console (config-if)#

Pexcum KoHdpu2ypuposaHua mepmuHana (line configuration), naHHbIN peXxnm npegHasHaveH
ANA KOHOUIypUpOBaHMWA, CBA3aHHOTO ¢ paboTol TepmuHana. Bxon B peXum ocywecTBaserca w3
pexXunma rnobanbHoro KOHGUrypupoBaHus.

console (config) #line {console | telnet | ssh}
console (config-line) #
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5.1 ba3oBble KOMaHAbI

KomaHOowbl pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnunua 5.1 — basoBble KOMaHAbl, AOCTYyMHbIE B pexume EXEC

KomaHda

3HayeHue/
3HaYeHue no
YMOAYAHUIO

Aelicmesue

enable [priv]

priv: (1..15)/15

MepeknounTbca B MNPUBUAETMPOBAHHLIA  pexum  (ecau

3HayYeHue He yKazaHO — TO ypoBeEHb NpuBUaernii 15).

login — 3aBepLueHue TEKYLLEW CECCUM U CMeHa NO/Ib30BaTeNs.
exit - 3aKpbITb aKTUBHYIO TEPMUHAJIbHYIO CECCUIO.
help 3anpoc cnpasoyHoli uMHbopmauum o pabote wuHTepdeiica

KOMaHZHOM CTPOKM

show history

MoKasatb ucTopwmio TeKylLuen

TEPMUHANbHOW ceccum.

KOMaHZ, BBEAEHHbIX B

show privilege

MokasaTb ypoBeHb NPUBUAETUIA TEKYLLETO NOJ/b30BaTeNs.

show privilege configuration

[MoKasaTb CNMCOK KOMaHA, 415 KOTOpbiX Oblna BbINOJHEHA
HaCTPOMKa YPOBHSA NPUBUAETUNA.

terminal history

no terminal history

-/dyHKUMA BKAKOYEHa

BKA0UYNTb PYHKLMIO COXPAaHEHMSA UCTOPUM BBEAEHHbIX KOMaHA,
ON1A TeKyLel TepMUHANbHOM ceccuu.

BbikntounTb  PYHKUMIO COXpPaHEHUA UCTOpUK
KOMaHZ, ANA TEKyLLeNn TEPMUHANbHOW CeCccuu.

BBEAEHHbIX

terminal history size size

no terminal history size

size: (10..216)/10

N3meHUTb pasmep Bydepa UCTOpUM BBEAEHHbLIX KOMaHZL ANA
TeKyLLel TEPMUHANIbHOW Ceccuu.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

terminal datadump

no terminal datadump

-/BblBOA, KOMaHA,
pasgensetca no
CTpaHMLam

OT06pa3uTb BbIBOA KOMaHg 6e3 pasgeseHua Ha CTpaHuWLbl
(pasgeneHve BbiBOAA CNPaBKU MO CTPAHULLAM OCYLLECTBAAETCA
cTpokoit: More: <space>, Quit: g, One line: <return>).

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

show banner [motd | login |
exec]

OTobparkaeT KoHOUrypaumto baHHepos..

KomaHObl pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKM UMEET C/ieayoWwmin BUA,:

console#

Tabnuua 5.2 — ba3oBble KOMaHAbI, AOCTYMNHble B pexxume privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

disable [priv]

priv: (1..15)/1

BepHyTbCA B KOMaHZAHbIN pexum (EXEC) u3
NPUBUIErMPOBAHHOIO KOMaHAHOro pexxuma (privileged EXEC).
(ecnvn 3HaueHWe He yKa3aHO — TO ypoBeHb NpuBuaernii 1).

configure[terminal]

MepeiTn B peXXMM KOHPUTYpUPOBaHUA.

debug-mode

MepeiT B pexXMM OTNALKM (KOMaHAA AOCTYyMHa TONbKO ANA
NPUBUAErMPOBaHHOrO MN0/b30BaTeNA).
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set system mode {acl-sqinq |
acl-sqing-udb}

-/acl-sging

YCTaHOBUTb pPeXUM HACTPONKKN PuabTpaLmm Tpaduka.
- acl-sqing — peXunm No ymonyaHuio;
- acl-sging-udb — po6aBneHa BO3MOXKHOCTb ¢UNbTPALUM MO
TPUHAALUATM NONb30BaTeNbCKMM oddceTam (B pexkume no
YMONYaHUIO — NATb); BCe npasBuia SQINQ ans BxodAaliero
TpaduKa UCNob3yloT B ABa pa3a H60/bLie pecypcos.
Mpu cmeHe pexkMma HauanbHaa KoHoUrypauus yaer
H cTepTa, Nocne Yero ycTpoiictBo 6yaer nepesarpyeHo.

KomaHObI, docmynHbie 80 8CEX PEXUMAX KOHGDU2YPUPOBAHUSA

3anpoc KOMaHAHOM CTPOKU MMEET OANH M3 CaeayioLLmMX BUAOB:

console#
console (confiqg) #

console (config-line) #

Tabnnua 5.3 — basoBble KOMaHAbI, AOCTYMHbIE BO BCEX peXMMax KOHOUTYPUPOBAHUSA

KomaHoa 3HayeHue Aelicmesue

exit _ Bbiitn 13 noboro pexxuma KOHGUrypuMpoBaHMA Ha YpPOBEHb
Bbllle B Mepapxmmn komaHg, CLI.

end _ BbIiiTK 13 Ntoboro pexknma KoHOUIyprMpoBaHUA B KOMaHAOHbIN
pekum (Privileged EXEC).

do BbINONHUTL KOMaHAy KoMaHgHoro ypoBHA (EXEC) us nwboro

- pexXnma KoHPUrypupoBaHus.
help — BbiBOAMT cnpaBKy MO MCMO/Ib3yeMbIM KOMaHAaM.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUSA

3anpoc KOMaHAHOM CTPOKU MMeeT caeayowmii BUa;:

console (config) #

Tabnuua 5.4 — basoBble KOMaHAbl, AOCTYMHbIE B PEXMME KOHOUIYPUPOBAHMSA

KomaHoa

3HavyeHue

Aelicmeue

banner motd
d message-text d
no banner motd

3apaTh TEKCT coobuieHunna motd (coobuieHms Tekywero gHs), U
BKNIOUYMUTD BbIBOJ, HA IKPaH.

- d — pasgenutens;

- message-text — TeKcT coobuweHus (B cTpoke go 510
cumBo10B, 06uee 2000 cMMBOIOB).

banner exec
d message-text d
no banner exec

3ajaTb TeKCT coobuweHna exec (nNpumep: nonb3osaTeNb
YCMEeLWHOo BOLIEN B CUCTEMY), U BKNHOUUTb BbIBOA Ha SKPaH.

-d - pasgenutens;

- message-text — TekcT coobuieHms (B cTpoke 4o 510 cumBooB,
obuee 2000 cumBonos).

banner login
d message-text d
no banner login

3agatb  TeKcT  coobuweHus  login  (MHbOpmaLMOHHOE
coobuieHne, KoTopoe oTobparkaetca nepes BBOAOM WMMEHM
Nonb3oBaTeNA U NAPOAA), U BKAOYUTL BbIBOL HA IKPaH.

-d — pasgenutens;

- message-text — TeKCT coobleHus (B cTpoke po 510
cMmB0108, 06Lee 2000 cMMBO/I0B).

KomaHObI pexcuma KoHgu2ypuposaHUsa mepmMuHana

3anpoc KOMaHAHOW CTPOKM B PeXMME KOHPUTYPUPOBAHUS TEPMMUHANA UMEET Ceay oMl BUA;

console (config-line) #
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Tabnnua 5.5 — BasoBble KOMaHAbl, AOCTYMHbIE B peXKMMe KOHOUTYPUPOBAHUA TePMUHANA

3HavyeHue/
KomaHoa 3HauyeHue no Aeilicmeue
YyMOAMYAHUO
history BKAOUNTB GYHKLMIO COXPAHEHUA UCTOPUN BBEAEHHbIX KOMaHA,
-/yHKUMA BKtOYeHa BbIKAOUYNTb HKUMIO COXPaHEHWA WCTOPUU  BBEAEHHbIX
no history GyHiu P P A

KOMaHA.

history size {size}

no history sie

size: (0..216)/10

N3meHUTb pazmep Bydepa MCTOPUM BBEAEHHBIX KOMaHA,

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

motd-banner

BK/IOUNTL BbIBOA, NPUBETCTBEHHbIX COOBLLIEHMI TMNa «motd»
(coobuweHuna Tekywero gHsa).

no exec-banner

-/BKAOYEH "
BbIKMOUMTL  BbIBOA, MHPOPMALMOHHLIX COObBLLEHMI TuNa
no motd-banner
«motd».
login-banner BKNHOUMTL BbIBOA, NPUBETCTBEHHbIX co0beHnit login.
- -/BKAOYEH —
no login-banner BbIK/IIOUMTL BbIBOA NPUBETCTBEHHbIX COOBLLEHNI login.
exec-banner BK/OYNTL BbIBOA, NPUBETCTBEHHbIX COOBLLEHMIA exec.
-/BKAOYEH

BbIKNOUNTb BbIBOA MPUBETCTBEHHbIX COOﬁLLI,eHVIVI exec.

5.2 ®unbTpauma coobuweHnit KomaHgHOM CTPOKU

CDMJ'IpraLI,Mﬂ COO6LLI,EHMV1 No3BO/IAET YMEHbLWUTb obbem OTO6pa)+(GEMbIX AaHHbIX B OTBET Ha

3anpochl

nosnb3oBaTenss U 06aerdynTb MNOUCK HEOGXOAMMOﬁ MH(I)OpMaLI,MM.

Ona  dunbtpaymm

nHbopmauum Tpebyetca 106aBUTb B KOHEL, KOMaHAHOW CTPOKN CMMBOA “|” 1 MCNONb30BaTb OAHY U3

onumn GuabTpaumMm, nepedncieHHbIx B Tabanue 5.6.

Tabnnuya 5.6 — KomaHabl pexkmma rnobanbHOro KOHGUrypmpoBaHus

Memood

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

begin pattern

include pattern

exclude pattern

NuweT nepeoe coBnageHue c WabsoHOM B Hayase CTPOKM,
BbIBOAUT BCE CTPOKU 33 HEW.

BblBOAUT BCE CTPOKM, coaeprKalume wabaoH

BbIBOAUT BCE CTPOKM, HE COAepsKallme WabnoH

5.3 HacTpoiika MaKpoKOMaHg,

[aHHaa ¢yHKUMA no3BoNseT co3AaBaTb YHUOUUMPOBaHHble Habopbl KOMaHZ4 — MaKpoChl,
KOTOpble MOXHO BNOCNEACTBUN NPUMEHATL B NPOLLECCE KOHOUTypaunu.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOro KOHGUIrypnpoBaHmsa:

console (config) #

Tabnnua 5.7 — KomaHgbl pexkmma rnobanbHOro KoHGUrypmpoBaHus

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeilicmeue

macro name [word]

no macro name word

word: (1..32) cumBosios

Co3aaeT HoBbI HAbop KOMaHA, ecnn Habop C TaKUM UMEHEM

cyliectByeT — nepesanucbiBaeT ero. Habop KomaHpg,
BBOAMTCA NOCTPOUHO. 3aKOHUYMUTb MaKPOC MOXKHO C MOMOLLbIO
cumBona “@”. MakcumanbHas gavHa Makpoca — 510
CYMBOJIOB.

YpansaeT ykasaHHbI MaKpoc.

macro global apply word

word: (1..32) cumBosioB

MpuMeHsAEeT yKasaHHbI MaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI1 MAaKpPOC Ha BaNUAHOCTb.
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macro global description
word

no macro global description

word: (1..160) cumsonos

Co3aaert CTPOKy-AecKpunTop rnobasbHOro makpoca.

YpanseT cTpoKy-4ecKpmnTop.

KomaHObi pexcuma EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 5.8 — KomaHapl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

macro apply word

macro trace word

word: (1..32) cumBonos

MpuMeHAEeT yKaszaHHbI MaKpoc.

MpoBepaeT yKaszaHHbIM MaKpOoC Ha BaANAHOCTb.

show parser macro
[description [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}] | name
macro_name]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
macro_name: (1..32)
CMMBO/IOB

OTobparkaet
yCTpoWcTBe.

napameTpbl  HAaCTPOEHHbIX MaKpOCOB  Ha

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bupg, 3anpoca KOMaHAHOM CTPOKU perknmMa KOHOUrypauum nHtepodeica:

console (config-if) #

Tabanuya 5.9 — KomaHabl pexkmma KoHpurypauum nHtepdeiica

KomaHoa

Aelicmeue

macro apply word

word: (1..32) cumBonos

MpymeHAeT yKa3aHHbI MaKpoc.

macro trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaIMAHOCTb.

macro description word

no macro description

word: (1..160) cumBonos

YCTaHaBAMBAET CTPOKY-AECKPUNTOP MaKpoca.

YpanseT CTPOKy-4eCcKpmnTop.

5.4 KomaHabl ynpaBaeHUA CMCTEMOM

KomaHOwbI pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnuya 5.10 — KomaHgbl ynpasaeHua cuctemoli B pexkume EXEC

KomaHda

3HayeHue/ 3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D| host} [size
size)

[count count] [timeout
timeout]

host: (1..158) cumBonOB;
size: (64..1518)/64 6aiiT;
count: (0..65535)/4;
timeout: (50..65535) /2000
Mmc

KomaHgza cnyxut ans nepegaum sanpocos (ICMP Echo-Request)
npotokona ICMP yka3aHHOMY y3/ly CETH, a TaK*Ke A8 KOHTPOAA
noctynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D — IPv4-apgpec y3na cetu;

- host — nomeHHOe MMA y3na ceTu;

- Size — pa3smep NakeTa AN OTNPABKW, KOAMYecTBO 6alT B
nakete;

- count — KONIMYeCTBO NaKeToB AN Nepesayu;

- timeout — Bpems OXWAaHWA OTBETa Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F| host}
[size size]

[count count] [timeout
timeout]

host: (1..158) cumBonOB;
size: (68..1518)/68 BaiiT;
count: (0..65535)/4;

KomaHgza cnyxut ans nepegaum sanpocos (ICMP Echo-Request)
npotokona ICMP ykasaHHOMY y3/ly CETH, @ TaK}Ke A8 KOHTPOAA
noctynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D.E.F — IPv6-agpec y3na ceTu;
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timeout: (50..65535) /2000
MC

- host — nomeHHOe MMA y3na ceTu;

- Size — pasmep nakeTa ANA OTNPABKW, KOMYECTBO HalT B
nakere;

- count — KONMYeCTBO NAaKeToB A/1A nepejayu;

- timeout — BpemsA OXKMAAHUA OTBETA Ha 3anpoc.

traceroute ip {A.B.C.D [host}
[size size]

[ttl ¢t

[count count] [timeout
timeout] [source ip_address]
[tos tos]

host: (1..158) cumsonos;
size: (64..1518)/64 bairr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;
tos: (0..255)/0

OnpefeneHne mapwpyta Tpaduka [0 y3na HasHAYeHus.
- A.B.C.D — IPv4-apgpec y3na cetu;

- host — [OMeHHOoe UMA y3n1a CeT;

- size — pa3mep nakeTa AN OTNPABKWU, KosmyecTBOo 6alT B
nakerte;

- tt/ — MaKcMManbHOe KONMYECTBO YHaCTKOB B MapLUpyTe;

- count — KO/JIMYEeCTBO MOMbITOK Nepefayn naketa Ha KarKaom

y4acTke;
- timeout — BpemsA OXKMAAHUA OTBETA Ha 3anpoc;
- ip_address — |P-agpec  uMHTepdeiica KommyTaTopa,

MCNoNb3yemblil A4Na Nnepesayn nakeTos;
- tos — Tvn cepBeuca, NepeaaBaemblil B 3aroloBke npoTokona IP.
7 OnucaHue OWMGOK NpU BbIMOAHEHUM KOMAHA U

traceroute ipv6
{A.B.C.D.E.F| host} [size size]
[ttl tt/]

[count count]

[timeout timeout]

[source ip_address]
[tos tos]

host: (1..158) cumBonos;
size: (66..1518)/66 6aiiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 c;
tos: (0..255)/0

pe3ynbTaToB NpuBegeHo B Tabaunuax 5.12, 5.13.
OnpefeneHne mapLupyTta TpaduKa 40 y31a HazHaYeHus.
-A.B.C.D.E.F — IPv6-apapec y3na ceTu;

- host — [OMeHHOEe UM3A y311a CeTH;

- size — pa3mep nakeTa ANA OTNPABKWU, Ko/ivyecTBO 6alT B

nakere;

- ttl — MakcMManbHOE KOIMYECTBO Y4aCTKOB B MapLUpYTE;

- count — KOJINYECTBO MOMbITOK Nepefayun naketa Ha KarKaom

y4yacTKe;

- timeout — Bpemsa 0XXnAaHWA OTBETa Ha 3anpoc;

- ip_address — IP-agpec uHTepdeiica

MCMNoJIb3yemMblli A1 nepeaaym NakeTos;

- tos — TMN cepBuMca, NepesaBaeMblli B 3arosioBke npoTokoa IP.
V OnucaHue oOWKU60K NpPU BbINOJHEHUM KOMAHA, WU

KOoMMyTaTopa,

telnet
{A.B.C.D| host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

pe3ynbTaToB NpuBeAeHo B Tabauuax 5.12, 5.13.
OTkpbiTe TELNET-ceccun gna ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — BOMeHHOoe UMA y3na ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT cny:kba Telnet;

- keyword — Kknio4yeBoe CNoBO.
7 OnucaHue cneumanbHbix KomaHg Telnet U KnroueBbIx

ssh {A.B.C.D | host} [port
port] [username username]

host: (1..158) cumBonos;
port: (1..65535)/22;
username: (1..70)

cnoB npuseaeHo B Tabnaunuyax 5.14, 5.15
OTKpbiTHE SSH-ceccun ansa ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — nomeHHoe Ums y3na cetu;

- port — TCP-nopT, no KoTopomy paboTaeT cny»6a SSH;
- username — WMA NONb30BaTeNA, NoA KOTOPbIM HeobxoaANMO

[cipher cipher] CMMBO/10B BbINO/IHUTb BXOS;
- cipher — Bblbop MeTona WwudpoBaHua. MoaaepKusaroTca
cnepytowme metoabl: 3des, aes128, aes192, aes256, arcfour.
Mo ymon4yaHuio npeanaraloTcs Bce MeToabl.
connection:

resume [connection]

(1..4)/nocnegHss
YCTaHOBJ/IEHHanA ceccus

MNepekntovyeHue Ha apyryto yctaHoBneHHyto TELNET-ceccuto.
- connection — Homep ycTaHOB/IeHHOM telnet-ceccuu.

show unit [number]

number: (1 .. 8)

OTto6parkaeT MHPOPMALMIO O COCTOAHUM CTEKa.
- number — Homep cTeKa.

show cpu counters

npOCMOTp CYETYMKOB NaKeTOoB LLeHTPabHOIo npoueccopa.

show users

OTO6parkeHne MHPOPMaLMM O MO/Ib30BATENAX, UCMONb3YHOLLNX
pecypcbl yCTpoicTBa.

show sessions

OTobpaxeHne MHPopmaumm 06 oTKpbITbix TELNET-ceccusax K
yAaNeHHbIM YCTPOMCTBAM.

show system
[unit unit]

unit: (1..8)/-

OTo6paskeHne CUCTEMHOM MHPOPMaLLMK KOMMYTaTopa.

- unit — HoOMep YCTpPOMCTBa B CTeKe (4nA KommyTaTopa,
paboTaloWwero B aBTOHOMHOM  PEXMME, Mapametp He
ncnonb3yerca).
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’ I'Iapame'rp unit npu BbiNO/IHEHNUU KOMaHAbl A0CTyneH
o TOJ/IbKO B peXXmme CTeKMpoBaHUA.

show version

OTob6paXkeHne TeKylwel BepcMM CUCTEMHOrO MPOrPamMmMHOro
obecneyeHus, paboTatoLLero Ha ycTpoicTee.

show system tcam utilization

OTobpaxkeHue 3arpy3kmn pecypcos namatm TCAM (onpeaeneHHo
agpecyemasn namsaTb).
- unit — HOMep YyCTpoMCTBAa B CTeKe (AnA KommyTaTopa,

[unit unit] unit: (1..8)/- paboTalolwero B aBTOHOMHOM  peXxume, MapameTp He
ncnosb3syercs).
MapameTp unit Npn BbINONHEHUU KOMaHAbI AOCTYNeH
. TONbKO B peXKUme CTEKMPOBAHUA.
show system id [unit unit] OTobpaxkeHne WHPOPMALUM CUCTEMHOM  MAEHTUDUKauUK
yCTpOMCTBa.
-unit — HOMmep YCTpoOWMCTBa B CcTeke (4NA KOMMYyTaTOpa,
unit: (1..8)/- paboTalolwero B aBTOHOMHOM  peXxume, MapameTp He
ncnosb3syercs).
MapameTp unit npu BbINONHEHUU KOMAHAbI A0CTYNEH
H TONbKO B peXXUme CTEKMPOBAHUA.
’ ‘ KomaHp,a «show sessions» 0106pa)KaeT BCe yAaJieHHble COegUuHEHUA TOJIbKO U3 TEKVI.I.I,Eﬁ
radR ceccuun. p,aHHaFI KOMaHAga ucnojsibyerca caegyrowmm 06pa30M:
1. BbINOAHUTD NOgKAlOUEeHUEe K YAANEHHOMY YCTPOMCTBY C KOMMYTaTopa C NOMOLLbIO

TELNET nnun SSH;
2. BepHyTbcA B pOAUTENbCKYIO ceccuio (Ha KommyTaTop). AnA 3Toro HaXkaTb KOM6MHaLUU
Knaeuw <Ctrl+Shift+6>, oTnyctute M HaxaTb <x> (uKc). Mpousoiiaér nepexon B
POAUTENBCKYIO CECCUID;
3. BbinonHuTb KomaHay «show sessions». B Tabnuue A0NXKHbI NPUCYTCTBOBaTb BCe
ucxopgsduime coeauHeHUn B TeKyL el ceccum;
4. Bna T0ro YTobbl BEpPHYTLCA K CECCUMU YAANEHHOIO YCTPOIiCTBA, HEO6XO0AUMMO BbINOAHUTD
KomaHay «resume N», rae N — Homep coeauMHeHUAs U3 BbiBOAA KOMaHAbl «show

sessions».

KomaHObl pexcuma privileged EXEC

3anpoc KomaHAHOM CTPOKK B pexume privileged EXEC umeeT cneaytowmii Bua;

console#

Tabnunua 5.11 — KomaHgbl ynpasneHua cuctemolit B pexknme privileged EXEC

KomaHda

3Ha4yeHue/ 3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

reload [unit unit_id]

unit_id: (1..8)

KomaHaa cnykuT Ans nepesanycka ycTpoincTsa.
- unit_id — Homep yCTPOWCTBa B CTEKE.

reload in [minutes | hh:mm]

minutes: (1..999);
hh (0..23), mm (0..59)

YCcTaHOBKa NPOMEXKYTKA BPEMEHU, Yepes KOTOpbIN nponsonaeT
OT/IO}KEHHaA nepesarpy3Ka ycTpPoucTBa.

reload cancel

OTmeHa OT/I0XKeHHOro nepesanycka.

show cpu utilization

OTobpakeHne CTaTUCTUKM MO YPOBHIO 3arpy3kuM pecypcos
LleHTpaibHOro npoLeccopa.

show cpu input-rate

OTobparkeHne CTaTUCTUKU MO CKOPOCTU BXOAALIMX Kagpos,
obpabaTbiBaeMbIX MPOLECCOPOM.

show cpu input-rate
detailed

OTOb6parkeHne CTaTUCTUKM MO CKOPOCTU BXOAALLMX KaZpos,
obpabaTbiBaeMbIX NPOLLECCOPOM MO TUMY TpadumKa.

show cpu rate-limits

OTobpakeHne OrpaHUYeHUI MO CKOPOCTU ANA  BXOAALLMX
Kagpos, o6pabaTbiBaeMbiX NPOLECCOPOM.

clear cpu counters

O6Hyl]eHVIe CYETYMKOB NAKEeTOB UEeHTPabHOrO npoueccopa.

show system defaults
[{management|ipv6|802.1x
| port|fdb| multicast|
port-mirroring|

OTOb6parkeHne 3aBOACKMX HACTPOEK YCTPOWCTBA.
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spanning-tree|vlan|
voice-vlan|
network-security |
dos-attacks |
ip-addressing| qos-acl }]

show system resources
routing

OTobpaxeHve WHPopmauum 06 UCNONb30BAHUN pPecypcoB
TabAuLbl MapLIpyTU3aLUK.

show system resources tcam —

OTobpaxeHne nogpobHoit nHpopmaumm 06 MCNoNb30BaHMU
pecypcoB TCAM (Ternary Content Addressable Memory).

show system mode

OTobpaxeHne WHPopmauum o
TpaduKa.

napametpax ¢uabTpauun

" I'Ipmmep MCMO/Ib30BaHMA KOMaHAbI traceroute:

console#traceroute eltex.com

2 eltexsrv
3 * *x  *

Type Esc to abort.
Tracing the route to eltex.com

1 gateway.eltex
(192.168.0.1)

(148.21.11.69)
(192.168.1.101) 0 msec 0 msec 0 msec
0 msec 0 msec 0 msec

Tabnuua 5.12 — OnucaHne pe3ynbTaToB BbINOJHEHWUA KOMaHAb! traceroute

lMone

OnucaHue

1

MopagKoBbI HOMEP MapLLIPYTM3aTopa B NYTU K YKa3aHHOMY Y371y CEeTU.

gateway.eltex

CeTeBoe UMsA 3TOr0 MapLupyTU3aTopa.

192.168.1.101

IP-agpec aToro maplpyTtusatopa.

0 msec 0 msec 0 msec

Bpems, 3a KoTopoe NakeT 6bln NepesaH U BePHYICA OT MapLupyTM3aTopa.
YKasbIBaeTCA 4NA KaxA0W NOMNbITKM Nepeaayu nakera.

I'IpM BbIMO/IHEHUN KOMaHAbI

traceroute Moryt npousonTM OWWOKM, onucaHue oLwwmnbokK

npuseaeHo B Tabnumue 5.13.

Tabanuya 5.13 — OwKnbKM Npu BbINONHEHMM KOMAHAbI traceroute

Cumeon owubku OnucaHue
* TalimayT npu NonbITKe Nepesayn nakeTa.
? HewnsBecTHbI TUN NaKeTa.
A AZLMUHUCTPATMBHO HegocTyneH. O6bIYHO NponcxoamT npu 610KMPOBaHMMU
ncxogawero TpaduKa no npasuaam B Tabnuue goctyna ACL.
F TpebyeTca dpparmeHTauma 1 ycTaHoBKa 6utoB DF.
H Y3en cetn HeJoOCTyneH.
N CeTb HegoCTYyMHA.
P MpoToKon HepoCTyNeH.
Q MNcTovyHMK noaasieH.
R NcTekno Bpema NnoBTopHoOM cbopKu pparmeHTa.
S OwunbKa ncxoaalero mapLupyTa.
U MopT HepocTyneH.

MporpammHoe obecnedyeHne Telnet KommyTtaTopoB MES3000 noaaepkvMBaeT cneumasbHble
KOMaHAbl — QYHKUMKM KOHTPONA TepMMHana. [lnA BxoAa B PeXMM CneuumanbHbIX KOMaHA, BO Bpems
aKkTMBHOM Telnet-ceccum UcnonblyeTcs KOMOUMHAUMS KNaBuLw <Ctrl-shift-6>.
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Tabnuua 5.14 — CneumanbHble KomaHabl Telnet

CneyuanbHasA KOMAHOA Ha3HayeHue
AN b Mepeaatb no telnet paspbiB coegmMHeHuUA.
A MepepaTb no telnet npepbisaHue npouecca (IP).
AN K Mepeaatb no telnet yaaneHve cumsona (EC).
AN o Mepeaatb no telnet npeKkpaueHue sbisoga (AO).
ARt MepeaaTtb no telnet coobuweHne «Are You There?» (AYT) 4na KoHTpona
NOAK/IOYEHUS.
ANy Mepeaatb no telnet ctupaHue ctpokm (EL).
AN X Bo3BpaT B peXMM KOMaHAHOM CTPOKMW.

Tak»e BO3MOKHO MCNOb30BaHME AONOAHUTEbHbBIX ONUMIA NPU OTKPbITUKM Telnet-ceccum.

Tabnunua 5.15 — KntoyeBble cn0Ba, MCNONb3yemble Npu oTKpbITUK Telnet-ceccuu

Onyus OnucaHue
/echo NokanbHo BKAOYaeT GyHKLMIO echo (nofasieHWe BbIBOAA HA KOHCO/b).
/quiet He ponycKkaeT BbIBOA, BCex COObLEHMIM NporpaMmHoro obecneyeHus Telnet.
/source-interface OnpegaenseT nHTepdEnC-UCTOYHUK.

BkntoyaeT 06paboTKy NOTOKA, KOTOPbLINM pa3pellaeT HesalwmueHHoe TCP-
coefmHeHne 6e3 KoHTpoA NnocnegosaTenbHocTel Telnet. MoToKoBoe coeanHeHMe
/stream He obpabaTbiBaeT Telnet-onumm n MoXKeT NCNONb30BaTLCA ANA NOAKAOYEHUA K
MopTam, Ha KOTOPbIX 3anyLieHbl Nporpammsl KonuposaHusa UNIX-to-UNIX (UUCP)
nmbo apyrve NpoToKobl, He AasAowmeca Telnet-npoTokonamum.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUSA

3anpoc KOMaHAHOM CTPOKM B pexkmMme rnobasbHOro KOHGUrypMpoBaHUS UMEET CAeAYIOLLNI BUA,:

console (confiqg) #

Tabnuua 5.16 — KomaHabl ynpaBaeHUsA CUCTEMON B pexkume rnobanbHOro KOHGUrypMpoBaHus

3HayeHue/ 3HayeHue no

KomaHoa Aelicmeue
YMOMYAHUIO
hostname name KomaHza cayxuT 4ns 3aaHus CeTeBOro MMEHU YCTPOMCTBa.
name: (1..160) cumsonos/-
no hostname BepHyTb ceTeBoe MMA YCTPOIMCTBA B 3HAYEHME MO YMONYAHMIO.
Lo HasHaueHue Be ero ycTpoicTBa B CTeKe.
stack master unit unit Ayluero yerp
name: (1..2)/ Het [aHHaa KoMaHAa AOCTYMNHa TO/IbKO B PEXKMME CTEKMPOBAHUA.
i BeZyLLLEero ycTponcTea
no stack master unit YCTaHOBUTb 3HAYEHNE MO YMOTHAHUIO.
service PaspewnTs YCTPOMCTBY NPOrPamMHO M3MEPATb YPOBEHb
cpu-utilization 3arpy3Ku Pecypcos LLeHTPanbHOro Npoueccopa KOMMyTaTopa.
-/BKNIOYEHO
no service 3anpeTuTb YCTPOMCTBY MNPOrPammMHO  UM3MepATb YPOBEHb
cpu-utilization 3arpy3Ku PecypcoB LLeHTPaNbHOro NpoLeccopa KOMMyTaTopa.

PaspelwnTb YCTPOWCTBY NPOrpammHO M3MEpPATb CKOPOCTb
service cpu-input-rate BXOAAWMX  KagpoB,  ob6pabaTtbiBaemblXx  LEHTPasAbHbIM
NpoLeccopom KommyTaTopa.

-/BbIK/IIOYEHO —
3anpeTuTb YCTPOMCTBY NPOrPaMMHO M3MepsATb CKOPOCTb

no service cpu-input-rate BXOAAWMX  KagpoB,  obpabaTbiBaemblXx  LEHTPasAbHbIM
NpoL,eccopom KommyTaTopa.

traffic: (http, telnet, ssh, YctaHoBKa Ha CPU orpaHu4YeHuit CKopocT BXOAALMX KagpoBs
service cpu-rate-limits snmp, ip, link-local, arp- ONA onpegeneHHoro Tuna Tpaduka.
traffic limit pps switch-mode, arp- - pps — NaKeToB B CEKyHAY.

inspection, stp-bpdu, other-
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bpdu, dhcp-snooping,
dhcpv6-snooping, igmp-
snooping, mld-snooping,
sflow, log-deny-aces, ptp,
other);
pps: (8..1024)

V‘ Peanusyet ¢pyHKumio CoPP (Control Plane Protection).

service tasks-utilization

no service tasks-utilization

-/BbIK/IIOYEHO

PaspewnTb YCTPOMCTBY NPOrPamMMHO U3MepPATb YPOBEHb
3arpy3KkM pecypcos LieHTPasIbHOro Mpoueccopa KomMmyTatopa
O/ KaXKA0ro CMCTEMHOrO npouecca.

3anpeTuTb YCTPOWCTBY MNPOrPamMMHO  UM3MepATb YPOBEHb
3arpy3kM pecypcos LeHTPasIbHOro MpoLueccopa KomMmyTatopa
O/ KaXKA0ro CMCTEMHOrO npouecca.

show tech-support [config
| memory]

OTobparxkeHne nHbopmauumn ob ycTpoiicTee, HeobxoaMMoWn
[O/1A HAYaIbHOM ANArHOCTMKM Npobiem.
BblBOZ KOMaHZAbI NpeacTaBaaeT coboin KombMHaumo
BbIBOAOB NEePevYnNCNeHHbIX HUXKe KOMaHA:
- show clock

- show system

- show version

- show ip interface

- show ipv6 interface

- show stack

- show running-config

- show interfaces configuration

- show interfaces status

- show vlan

- show interfaces switchport

- show spanning-tree info

- show bridge multicast address-table

- show ip igmp snooping groups

- show ipv6 mld snooping groups

- show dotlx

- show dotlx users

- show interfaces counters

- show users

- show sessions

- show logging file

- show logging

- flash info

- show bootvar

- buffers info

- memory info

- proc info

- show cpu utilization

- components versions

system resources routing
routes hosts interfaces

routes: (20..11136);
hosts:(20..2800);
interfaces: (2..1024)

YcTaHoBKa pasmepa TabaunLbl MapLLpyTU3aumu.

- routes — MaKCMManbHOE KONIMYECTBO YAaNEeHHbIX CEeTel;

- hosts —maKcMmanbHOe KONMYECTBO NOAK/IOUYEHHbIX XOCTOB;
- interfaces — makcmanbHoe KonunyecTso IP-uHTepdeicos.

reset-button {enable |
disable| reset-only}

-/BKNIOYEHO

HacTpolika peakuumn KommyTaTopa Ha HaxkaTve KHonkwu F.

- enable — npu Ha)KaTUM Ha KHOMKY AUTENbHOCTbIO MeHee 10
C NPOMCXOANT NepesarpysKa yCTPOUCTBa; NMPU HaxaTuM Ha
KHOMKY AsMTenbHocTbio 6onee 10 ¢ nponcxoauT copoc
YCTPOWCTBA A0 3aBOACKOM KOHdUrypaLmy;

- disable — He pearnpoBaTb (OTKAKOYEHA);

- reset-only — To/1bKO Nepesarpyska.

5.5 KomaHAbl 4N1A HAaCTPOMKKM NapamMeTPoB ANA 3agaHUA naponei

ﬂ,aHHblﬁ KOMNNAeKC KoOmMmaHA npeaHasHayeH AnA 3a4aHunA MMUHUMAIbHOMN CNOXHOCTU naponA, a
TaKXe ANnAa 3a4aHnA BpeMEHU ,CI,EViCTBVIFl napona.
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KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUA

3anpoc KOMaHAHOM CTPOKM B pexknme rno6anbHoro KoHOUryprupoBaHna MMeeT CeayroLmii BUa,;

console (confiqg) #

Tabnunuya 5.17 — KomaHgbl ynpaBieHMA CUCTEMOM B pernMme rnobanbHOro KOHPUrypmpoBaHums

KomaHoa

3HayeHue/ 3Ha4yeHue no
YMOMYAHUIO

Aelicmesue

passwords aging age

no password aging

age: (0..365)/0 aHen

3ajaeT BpemMA XM3HW naponei. Mo McTeYeHWo 33aAaHHOTO
CpoKa byaeT npepsioXKeHO CMeHUTb naposb. 3HayeHue 0O
rOBOPWT O TOM, YTO BPEMSA XKM3HWU Naposieit He 3a4aHo.

BoccTaHaBnmMBaeT 3HavYeHMe No YMOYaHUIO.

passwords complexity
enable

no passwords complexity
enable

-/BbIKIOYEHO

BrtouaeT orpaHuyeHme Ha GopmaT napons.

BbIK/lOYaeT orpaHnYeHne Ha Gopmat napons.

passwords complexity min-
classes value

no passwords complexity
min-classes

value: (0..4)/3

Bkntoyaet orpaHuyeHue, 3ajatolee MWHUMaNbHOe
KO/IMYECTBO K/IAaCCOB CMMBOJIOB (CTPOYHblE DYKBbI, 3ariaBHble
6YKBbI, UMPPbI, CUMBObI).

BoccTaHasnmBaeT 3HavYeHMe No YMOYaHUIO.

passwords complexity min-
length value

no passwords complexity
min-length

value: (0..64)/8

Bkntouaer orpaHn4yeHne Ha MMHUMaA/IbHYHO AJIMHY NapoaA.

BoccraHaBanBaeT 3Ha4YeHME NO YMONYAHWUIO.

passwords complexity no-
repeat number

no password complexity
no-repeat

number: (0..16)/3

Bk/ito4aeT  orpaHuueHue, 3agatouee MaKcMmasnbHoe
KO/IMYECTBO MOC/NEA0BaTE/IbHO MOBTOPAIOLMXCA CMMBOJIOB B
HOBOM Maporie.

BoccTaHaBanBaeT 3Ha4YeHME NO YMONYAHWUIO.

passwords complexity not-
current

3anpewaeT NpuM CMeHe MNapons MWCMoNAb30BaTb B KayecTse
HOBOTO CTapbli.

- -/BKNIOYEHO —
no passwords complexity PaspeluaeT MCNONb30BaTb CTapblii Mapoib NP CMEHE.
not-current
passwords complexity not- 3anpewaer WCMONAb30BaTb B  KayecTBe Mapons  ums
username nosb3osaTens.

- -/BKNOYEHO
no passwords complexity PaspewaeT ucnosib3oBaTb B  KayecTBe Mapons  uma
not-username nonb3osaTens.

_‘

abnvua 5.18 — KomaHapl ynpasneHus cuctemon B pexkmume Privileged EXEC

KomaHda

Aeiicmeue

show passwords configuration

OTobparkaeT MHGopMaLMo 06 OrpaHUYEHMAX HA NAPOAU.

5.6 Pabora c panamm

5.6.1 OnucaHue apaymeHmoe KOMAaHO

Mpu ocyuwiecTBNeHUN onepauuit Hag ¢anamu, B KayecTBe apryMeHTOB KOMaHpg, BbICTynawT
agpeca URL — onpeaenntenn mectoHaxoxaeHuma pecypca. OnmMcaHue Kar4deBbiX C/10B, UCMONb3YEMBbIX
B onepaumax, npuseaeHo B Tabauue 5.19.
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Tabnuua 5.19 — CnMcok KNYeBbIX C/10B U UX ONUCaHWe

Knrouesoe cnoeo

OnucaHue

flash://

McxoaHbIi agpec uAM appec MecTa HasHaYeHWs A/ SHeproHe3aBUCMMOM NamATH.
JHeproHesaBncHMasn NaMATb UCMONL3YETCA MO YMoNYaHuio, ecin agpec URL onpepeneH
6e3 npedukca (npedukcamum asastotcs: flash:, tftp:, scp:...).

running-config

daiin TekyLLet KoHOUrypaumm.

startup-config

®aiin nepBoHaYabHOM KOHOUTypauuu.

Ecnv ucxogHbi dpatn — AaHHbIN 06pa3 aKTUBHBIN.

image o . N .
Ecnv ypaneHHbI daitn — AaHHbIN 06pa3 He aKTUBHBIN.
boot 3arpy3ouHblii pann.
UcxogHblM  agpec  waM  agpec  MecTa HasHayeHna  ana  TFTP-cepBepa.
Cuntakcuc: tftp://host/[directory/] filename.
tftp:// - host — IPv4-agpec unmn ceTeBoe MMs YCTPOMCTBA;
- directory — katanor;
- filename — vims ¢alina.
UcxogHbI agpec unn agpec mecta HasHayeHua ana SSH-cepsepa.
CuHTakcmc: scp://[username[:password]@]host/[directory/] filename
- username — WMA NONb30BATENS;
scp:// - password — napob No/ib30BaTeNs;
- host — IPv4-agpec nnm ceteBoe MMA YCTPOWCTBA;
- directory — katanor;
- filename — nma daina.
xmodem: UcxopgHbl  agpec  ¢dailna  npu UCNOAb30BAaHWWM  npoTokona  X-modem  no

nocnenosaTte/ibHOMY CoegUHEHUH0.

unit://member/ startup-config

KoHdurypaumoHHbIn daiin, cnonb3yembli Npy 3anycke yCTpoucTBa.
member — MmoeT bbITb IP-afpecom uam ceTeBbiM MMEHEM YCTPOMCTBA B CTEKE.

unit://member/ image

®aiin cuctemHoro MO Ha ycTpolcTBE UM HAa OAHOM M3 YCTPOWCTB CTeKa. 1A KonnpoBaHuA
C BeAylero YCTPOWCTBa Ha BCe OCTa/ibHble MOAY/NW MOMHO B 371eMeHTe member
MCMoab30BaTb «*».

member — moxeT 6bITb IP-agpecom nnun ceTeBbIM UMEHeM YCTPOMCTBA B CTEKe.

3arpy3ouHblii ¢ai Ha YyCTPOMCTBE UM Ha OAHOM M3 YCTPOMCTB CTeKa. [ KonMpoBaHuA C
BeAylWero YyCTpoOMCTBA Ha BCE OCTajibHble MOAY/NM MOXHO B 3nemeHTe member

unit:;//member/ boot
// / MNCMONb30BaTb «*»,
member — moxeT 6bITb IP-aapecom Uam ceTeBbiIM UMEHEM YCTPOMCTBA B CTEKE.
null: MycToe mecTo HazHa4YeHWA ansa Konun unm dannos. MoxKHO KONUPOBATL YAaneHHbI daiin
’ K MyCTOMYy yKa3aTesto, YTobbl onpeaennTb ero pasmep.
logging daiin c uctopmeit KomaHga,

unit://member/ backup-config

Pe3sepBHbIv $pann KOHOUIypaLuum Ha YCTPOMUCTBE MAM Ha OAHOM U3 YCTPOMCTB CTEKa.
member — moeT 6bITb IP-agpecom nam ceTeBbIM MMEHeM YCTPOICTBA B CTEKe.

5.6.2 KomaHObI 0na pabomei ¢ palinamu

KomaHabl gna pa6OTbI C d)aﬁnarv\m AOCTYNHbI TOZIbKO NPUBUNETMPOBAHHOMY NOJ1Ib30BATENIO.

3anpoc KomaHAHOM cTpoKu B pexume Privileged EXEC nmeeT cneayrowmii BuAa;

console#

Tabnnua 5.20 — KomaHgb! ana paboTsl ¢ datnamm B pexknme Privileged EXEC

(1..160) cumBonos;

KomaHoa 3HayeHue Aelicmeue
copy source-url KonupoBaHne ¢aiina M3 MECTOMOMOMKEHUA WCTOYHUKA B
destination-url [snmp] source-url: MEeCTOMONOMEHNE HAa3HAYEHNA.
' - snmp — WCNONb3yeTcA TONbKO KOrga KonupoBsaHue
(1..160) cumsonos; oc EC'T'JBJ'IHGTCFI M3/By startup-confi A Cne mbz npyet
destination-url: Y P & HUMGULIPY
MCNONb30BaHME MCXOAHOrO ajpeca WAM ajapeca MecTa

Ha3HayeHus B popmaTte SNMP;
- source-url — mectononoXxeHue Konupyemoro daina;
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copy source-url image

copy source-ur/ boot

copy source-url!
running-config

copy source-url
startup-config

copy running-config
destination-url

copy startup-config
destination-ur!

- destination-url — appec mecTa HasHayeHun, Kyaa daiin byget
CKOMMPOBaAH.

KonupoBaHue ¢aitna cuctemHoro MNO ¢
SHEeproHe3aBUCMMYIO NAMATb.

cepsepa B

KonupoBaHue  3arpy3ouHoro
3HEepProHe3aBUCUMYIO NaMATb.

danna c cepsepa B

KonupoBaHue daina KoHbUrypauum C cepBepa B TEKyLLyHO
KOHbUrypaumio.

KonupoBaHne  daitna  KoHourypaumm ¢
nepBOHaYaNbHYO KOHGUIypaumio.

cepsepa B

CoxpaHeHue TekyLlel KoHbUIypauumn Ha cepeepe.

CoxpaHeHwue NnepBoHaYaNbHOM KOHGUIypauum Ha cepsepe.

copy running-config
startup-config

CoxpaHeHune TeKylwen KoHdUrypauum B

KOHbUrypaumio.

nepBoHa4YaNbHYHO

copy running-config file

CoxpaHeHWe TeKylen KoHOUrypaumm B 3afaHHbIA pe3epBHbIN
dain KoHdurypauuu.
MNopaepxuBaeTca Aga ¢alina KoHoUrypauum.

copy startup-config file

CoxpaHeHuWe nepBOHaYasbHOM KOHOUIypauumM B 3a4aHHbIN
pe3epBHbI dain KoHdUrypauuu.

copy running-config
backup-config

CoxpaHeHWe TeKyllel KoHouUrypaumm B pe3epBHbIR  ¢dain
KOHdUrypaumu.

copy startup-config
backup-config

CoxpaHeHuWe nepBOHaYa/sibHOW KOHdUrypaumMnm B pe3epBHbIi
dain KoHdurypauuu.

dir

OTobparkaeT cnncok ¢annos Bo GA3W-NAMATH.

more {flash://<file> |
startup-config |
running-config |
mirror-config | <file>}

<file> - (1..160) cumBosoB

OTobparkaeT cogeprkmumoe daiina.
- startup-config — oTobpaxaeT
nepBoHaYaibHOW KOHUrypauuuy;
- running-config — oTobpaxaeT coaepxumoe daina TekyLLen
KOHdUrypaumu;
- flash:// — oto6paskaet daiinbl ¢ USB flash-Hakonuteneis;
- mirror-config — oTobparkaeT coaepkumoe odaitna TekyLiewn
KOHPUrypaLmm c 3epkana;
- <file> — nma danna.
’ | ®daiinbl  otobpakatotca B ¢opmare ASCIl, 3a
e UCK/NloueHMemM image, KoTopble oTobpakaloTca B
WwecTHaguaTepuyHom popmare.
* prv daiinbl He oTo6parkatoTca.

copepkumoe  daiina

delete url

YpaneHnue daina c Gn3w-namaT ycTponcTsa.
daiinbl *.prv, image-1 1 image-2 He MoryT 6bITb yAaneHbl.

delete startup-config

YnaneHua dalina nepBoHavanbHON KOHPUIYpaLmK.

boot system
[unit unit] {image-1|
image-2}

unit: (1..8)

Onpegaenset ¢paiin cuctemHoro MO, KOTopbIv ByaeT 3arpyKeH
npu 3anycke.

- Unit — HoMep YCTPOICTBA B CTEKe (417 KOMMYTATOPa,
paboTatoLLero B aBTOHOMHOM PEXUME, MapamMeTp He
ncnonb3syerca).

boot system
inactive-image [unit
unit | all]

3arpysKa c HeakTuBHoro ¢aina cuctemHoro MNO. MoBTOPHbIN
BBOJ, KOMaHAbl BbIOUpPAeT akTUBHbIM TekyLwmin dainn NO.

show { startup-config

| running-config}

[aaa] acl| dhcp| eaps|
ip-address| channel-
group| multicast|
management|
selective-ginqg| qos|
routing| snmp| sntp|
syslog| spanning-tree|

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id (1..4094)

Otobparkaert cogepxunmoe darina nepBoHaYaNbHOM
KOHdUrypaumm (startup-config) unm Tekywein KoHourypaumm
(running-config).

[na ymeHblweHna obbema oTobparkaeMbiX AaHHbIX BO3MOKEH
BbI6OP OAHOrO U3 Pa3fenos KoHbUrypaLmu.

MepeyeHb CyLLecTBYIOLWMX Pa3AenoB KOHUrypaumm:

- @aa — HacTPOIKM NapameTpoB aBTOPMU3aLLMK, ayTeHTUDMKaLMK
n yyeta (AAA);

- acl — KoHdUrypaLma cnUCKoB JOCTYNa;
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vlan| interfaces
[gigabitethernet gi_port
| tengigabitethernet
te_port | port-channel
group| vlan vian_id]]

- dhcp — KoHoUrypauma DHCP-cepsepa, dyHKumm DHCP relay;

- eaps — KoHdurypauma npotokona EAPS;

- ip-address — KoHoUrypauumsa IP-nHTepdeiicos;

- channel-group — koHdwurypauma rpynn noptos (port-channel);
- multicast — KoHdUMrypauma MHOroagpecHo MapLpyTM3aLmm -
IGMP-proxy, IGMP snooping;

- management — KoHoUrypauma ynpasneHua M AoCTyna K
ycTpoucTay cepBucoB web, ssh, telnet;

- selective-gqinq — KoHurypauma pyHkumm Selective Q-in-Q;

- gqos — KoHOWrypauua napameTpoB KavecTBa 0b6NyKMBaHUA
Qos;
- routing — KOHOUIrypaums CTaTUYECKOW MapLipyTU3aLmm,

npotokonos RIP, OSPF;

- snmp — KoHourypauma npotokona SNMP;

- sntp — KoHdurypauus npotokona SNTP;

- syslog — KoHurypauus syslog;

- spanning-tree — KOHQWUrypauMa NPOTOKONOB CeMENCTBA
Spanning Tree;

- vlan — koHourypauua VLAN;

- interfaces — KoHduUrypauus uHTepdericoB KommyTatopa -
dusnyecknx nHtepdelicos, rpynn nHtepdeicos (port-channel),
VLAN-uHTepdeiicos.

show bootvar [unit unit]

MoKa3sbiBaeT aKTMBHbIK ¢ann  cuctemHoro O, KoTopbil
YCTPOWCTBO 3arpysKaeT npw 3anycke.

- unit — HoOMep YCTpoOWCTBa B CTeKe (N4 KOMMYyTaTopa,
unit: (1..8) paboTalolwero B aBTOHOMHOM  peXume, MapameTp He
ucnosb3syercs).
Napametp [unit unit] npu BbINOAHEHUU KOMaHAbI
. B[OCTYNEH TO/IbKO B PeXXUMe CTEKUPOBAHUA
write [memory |terminal] _ CoxpaHeHue Tekylein KoHouUrypauumn B ¢paiin nepBoHayvasibHOM
KOHdUrypaumm.
rename url new_url N3meHeHWe nmenu daina.
url: (1..160) - url — Terywee nma daina;

- new-url — HoBoe ums daiina.

CyLLecTBYIOT HEKOTOPbIE HEAONYCTUMbIE KOMBUHALMM MECTONONOXKEHMA U MECTa
e Ha3HauyeHusA. Henb3a KONMPoBaTb B C/1e4YIOWMNX CayUanX:

€C/IM UCXOAHbIN ¢aiin u pailn HasHaYeHUA — OAUH U TOT XKe Ppain;
xmodem He moKeT 6biTb agpecom HasHadeHus. Mo X-modem c agpeca
UCTOUYHMKA Paiin moxKeT 6bITb CKONUPOBaH ToAbKO B ¢aiin cuctemHoro MO, B
3arpy3ouHbiii paiin nam B null;

cepsep TFTP He moXKeT 6bITb 34PECOM UCTOYHUKOM U aApPeCcOM Ha3HAYeHusa
BANA OAHOI KOMaHAblI KONMUPOBAHUA;

*_prv ¢dainnbl He MoryT 6bITb CKONUPOBaHbI;

KonupoBaHue K/OT YCTPOWCTB cTeKa, paboTalowumx B BEAOMOM pexume,
BO3MOKHO TONbKO Ana ¢paiina cuctemuoro MO u 3arpysouHoro ¢aina.

Tabnnuya 5.21 — OnucaHMe NPU3HAKOB KOMMPOBAHMSA

lpusHak

OnucaHue

BocknMuaTeNbHbIV 3HaK 03HAYaEeT, YTO NPOLLECC KOMMPOBAHUA UAET YCMEeLHO.
KasKablil BOCKAMLATENbHbIN 3HAK YKa3blBaeT Ha yCMeLwHyo nepegayy 4ecatu
nakeToB (512 6aTOB KaxKapli).

TouKa 03HavaeT, YTo NpoLLecc KONMPOBaHUA NpepBaH. HECKObKO ToYeK noapas,
O3Ha4aeT, YTo B nNpouecce KoONMpoBaHMA BO3HUKNA owmnbKa.

[pumepbl UCI016308AHUS KOMAHO

= Ypanutb ¢ainn test s sHeproHe3aBUCUMOMN NaMATH:

consolef#delete flash: test
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Delete flash:test? [confirm]

Pe3yanaT BbIMOJIHEHNA KOMaHAbI: NocCne nogrBepXaAeHnAa ¢a17|n 6y,D,ET yAaneH.

5.6.3 KomaHObI 0na pe3epsuposaHus KOHgu2ypayuu

B AaHHOM pasgenie onucaHbl KOMaHAbl, NpeaHa3HayeHHble A HACTPOMKM pe3epBMpPOBaHUSA
KOH}UrypaLmm no TaiMepy UAn Npu COXpaHeHUn TekyLen KoHpurypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

3anpoc KOMaHAHOM CTPOKM B pexkume rn1o6anbHoro KoHGUrypupoBaHUa MMeET Cieayrowmii BUA,;

console (config) #

Tabnnuya 5.22 — KomaHgbl ynpaBieHMA CUCTEMOI B perknme rnobanbHOro KOHPUrypmposaHma

3HaveHue/ 3HayeHue no .
KomaHoa / Aelicmeue
YMOMYAHUIO

backup server server YKasaHue TFTP-cepBepa, Ha KOTOpbIV ByaeT NpoM3BOAMTLCA
pesepsupoBaHue KoHdurypaumun. Ctpoka B dopmate

server: (1..22) CAMBONOB |10 /XXX XXX XXX XXX».

no backup server Yaanexve cepsepa AN pe3epBUpoOBaHUS.

backup path path YKasaHue nyTu pacnonoxeHua daina Ha cepeepe u npedukca
daiina. Mpu coxpaHeHnn K npeduKkcy byaeT gobasnaTbea

path: (1..128) cumBosios
TeKyLan gata u Bpems B popmate rrrrmmand4ymmcc.

no backup path YpaneHuve nytv gns pesepBupoBaHus.
backup history enable BKAOUNTB COXpaHEHWE NCTOPUUN pe3epPBHbIX KOMUNA.
no backup history enable /BbiknIOdEHO OTKNHOYUTb COXPaHEHUE UCTOPUU Pe3ePBHbIX KOMUIA.
backup time-period timer YKasaHne NpomMeKyTKa BpemMeHM, N0 UCTEYEHUM KOTOPOro
timer: (1..35791394)/720 byAeT OCyLWecTBAATLCA aBTOMATUYECKOE pe3epBUpOBaHme
MWH KOHdUrypaumm.
no backup time-period BoccTaHaBAMBaAET 3HAYEHME MO YMONYAHUIO
backup auto BK/tOYeHWe aBTOMATUYECKOro pe3epBupoBaHua
-/BbIKAOYEHO KoHbUrypauum.
no backup auto YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
backup write-memory BkatoyeHne pesepBuMpoBaHUA KOHOUTYPALUKM NPU COXPaHEHUMU
-/BbIKNIOYEHO nosb3oBaTenem KoHpurypaumm Ha flash-Hakonutens.
no backup write-memory YCcTaHOBKA 3HaY€HUs N0 YMOHYaHUIO.

Tabnunua 5.23 — KomaHgbl ynpasneHua cuctemolit B pexknme Privileged EXEC
KomaHoa Aelicmeue
show backup OTobparkaeT MHGOPMALMIO O HACTPOMKAX pe3epBMPOBaHNA KOHUTypaL K
show backup history OTobparkaeT UCTOPUIO YCMELLIHO COXPaHEHHbIX Ha cepBep KOHGUrypaumi

5.6.4 KomaHObI 019 aemomamu4vecko20 06Ho8neHUA U KOHGU2YypupoeaHus

Hpoqecc asmomamuyecko20 06Ho8s1eHUsA

KommyTaTop 3anycKaeT npouecc aBTomaTudeckoro obHosneHus, 6asmupyrowmiica Ha DHCP (go
npoLecca aBTOMaTUYECKOM KOHUIypauun), ecivm oH BKAKOYEH M UMs TeKkcToBoro daiina (DHCP-onuma
125), copepxKaulero nma obpasa MNO, 66110 npegoctasneHo cepsepom DHCP.

I'Ipou,ecc aBTOMATMYECKOro 06HOBNEHUSA COCTOUT U3 cneayrouinx aTanos:

1. KommyTaTtop 3arpyKaeT TeKcToBbIl ¢hain n untaet us Hero ums ¢daina obpasa MO Ha TFTP-
cepsepe;
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2. KommyTaTop ckaumBaet nepsbliit 610K (512 6aiiT) obpasa MO ¢ TFTP-cepsepa, B KOTOPOM

coaepxutca Bepcumsa MO;

3. KommyTtaTop cpaBHMBaeT Bepcuto ¢daiina obpasa 0O, nonyyeHHoro ¢ TFTP-cepBepa, C
Bepcuen aktmBHoro obpasa MO kommyTaTtopa. EcAn OHM OTAMYAlOTCA, KOMMyTaTop
3arpyrkaet obpas MO ¢ TFTP-cepBepa BMeCTO HeaKTMBHOro obpasa MO KommyTaTopa u

Aenaet AaHHbl 06pa3 aKTUBHbIM;

4. Ecnu o6pa3s MO 6bln 3arpyKeH, TO KOMMYyTaTop Nepe3arpyrkaercs.

Mpouyecc asmomamu4ecko20 KOHpU2ypUpPOBAHUSA

KommyTaTop 3anyckaeT NpoLecc aBTOMaTUYEeCKOro KOoHOUIypupoBaHwuA, 6asupytowminca Ha

DHCP, npw BbINOJIHEHWUW CNeAYOWMX YCNOBUNA:

— B KOHOUrypaumm paspeLieHo aBToMaTmyeckoe KoHGUrypuposaHue;

— otBeT DHCP-cepBepa cogeput IP-agpec TFTP-cepsepa (DHCP-onuua 66) n ums daiina
KoHdurypaumum (DHCP-onuma 67) B dopmate ASCIL.

Y
v

KoHdurypauumio (startup).

MNonyuyeHHbIN pain KoHPUrypaumumu gobasnseTca K Tekywei (running) kKoHpurypaumm.

Ecam nonb3oBaTtesb BKAOYWU aBTOMATUUYECKOe coxpaHeHue (KomaHga boot host auto-
save), To TeKywas (running) KoHouUrypauua 6yaer ckonuposaHa B NepBOHAYaNIbHYIO

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

3anpoc KOMaHAHOW CTPOKU B pexknme rnobanbHoro KoHGUryprMpoBaHUa UMeET ClesyoLmnin BUA,

console (config) #

Tabnuua 5.24 — KomaHzabl ynpaBAeHUsA CUCTEMO B pexkume rnobasbHOro KOHGUrypmMpoBaHus

3HayeHue/ 3HayeHue no

no boot host auto-config

KomaHoa Aelicmeue
yMOAYaHUIO
boot host auto-config BKAtoueHMe aBTOMATUYECKOTO KOHGUTYypUpoBaHus,
-/BKNOYEHO 6a3supytoweroca Ha DHCP.

YCcTaHOBKA 3HAaYeHUA No YMONYaHUIO.

boot host auto-save

-/BbIKNIOYEHO

no boot host auto-save

BK/lOUEHWe aBTOMATUYECKOro COXPaHeHUA TeKyLLei
KOHbUrypaLumm B NepBoHa4abHyHO NOC/IE NOYYEHUA ee NO
TFTP.

YCcTaHOBKa 3HAYeHUA N0 YMOAYAHUIO.

boot host auto-update
-/BKOYEHO

no boot host auto-update

BkntoyeHne aBTomaTmyeckoro obHosneHua MO,
6asupytoweroca Ha DHCP.

YCcTaHOBKA 3HAYeHUA no YMONYaHUIO.

boot host dhcp
-/BbIKNIOYEHO

no boot host dhcp

BKAtOYEHME NPUHYAUTENBHOM 3arpy3Kku KoHOUTypaLuum npu
cneayioLLem BKIYEHUN KOMMYTaTopa.

YcTaHOBKa 3Ha4YeHus no YMONYaHUIO.

KomaHObl pexcuma privileged EXEC

3anpoc KomaHAHOM CTPoKK B pexume privileged EXEC umeeT cneaytowmii Bua;

console#

Tabnnuya 5.25 — KomaHabl ynpasaeHns cuctemon B pexkume privileged EXEC

3HayeHue/ 3HayeHue no

KomaHoa Aelicmeue
yMOAYaHUI0
show boot _ npOCMOTp HacTpoekK aBTOMaTHU4eCKOoro obHoBEHMUA 7]
KOHOUTYpUpPOBaHMS.
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=  [pumep KoHpurypaumm ISC DHCP Server:

option image-filename code 125 = {
unsigned integer 32, #enterprise-number. JMumeHTudpMKaTop NPOMBBOIMTEJIS, BCerIa
paBeH

35265 (Eltex)
unsigned integer 8, #data-len. [nmMHa BCeX HAHHHX ONUMM. PaBHa IJIMHE CTPOKM sub-—
option-data + 2.

unsigned integer 8, f{#sub-option-code. Konm nmomomnuwuu, BCerma paBeH 1

unsigned integer 8, #sub-option-len. [nuuHa crTpoku sub-option-data

text #sub-option-data. MmMsa TexcTOBOTO Oaiia, coImepxamero WMs
obpaza IO

}i

host mes3124-test {
hardware ethernet a8:£9:4b:85:a2:00; #mac-agpec xoMMyTaTopa

filename "mes3124-test.cfg"; #1MS KOHOUTYpaLUVM KOMMYyTaTopa
option image-filename 35265 18 1 16 "mes3000-2544.ros"; #rms
TEKCTOBOTO
banna, conmepxamero mMsa obpasza
1o
next-server 192.168.1.3; #IP-ampec TFTP cepsepa
fixed-address 192.168.1.36; #IP-ampec KoMMyTaTopa

5.7 Hactpoiika cuctemHOro BpemeHu

/":;" Mo ymonuyaHuio aBTOMATUUYECKUIA Nepexos Ha NeTHee BPemMs OCYLLEeCTBAAETCA B
- COOTBETCTBUM cO cTaHAapTamu CLUA u EBponbl. B KOHpUrypauum moryTt 6biTb 3a4aHbl
nobble aaTta U Bpema N5 Nepexoaa Ha ieTHee Bpems U o6paTHo.

KomaHOwb1 pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpPoku B pexxunme Privileged EXEC nmeet cnegyownin Bua;:
console#

Tabnunua 5.26 — KomaHAbl HaCTPONKKM CUCTEMHOTO BpeMeHu B pexkume Privileged EXEC

KomaHoa 3HaveHue HAelicmeue
clock set hh:mm:ss day hh: (0..23), mm: (0..59) Py4yHan ycTaHOBKa CUCTEMHOro BpemeHu (KOmaHAa [oCTynHa
month year ss: (0..59), day: (1..31); TONIbKO A8 NPUBUIETMPOBAHHOTO NO/b30BaTENSA).
clock set hh:mm:ss month month: (Jan..Dec); - hh — yacel, mm — MUAHYTb), 55 — cekyHAb!;
day year year: (2000 — 2037) - day — peHb; month — mecau; year — rog,
show sntp configuration — Moka3biBaeT KOHGUrypaumio npotokona SNTP.
show sntp status — MokasbiBaeT cTaTyc npoTtokona SNTP.

KomaHOobl pexcuma EXEC

3anpoc KoMaHAHOM CTPOKK B pexkume EXEC umeeT cnepytowmii Bua;
console>

Tabnunua 5.27 — KomaHAabl HaCTPOMKN CUCTEMHOIO BpeMeHU B pexkume « EXEC»

KomaHoa 3HayeHue HAelicmeue

show clock MoKa3blBaeT CUCTEMHOE Bpemsa 1 AaTy.

- [JononHntenbHo 0T06pa)KaeT napameTpbl 4aCcoBOro nosAca wu
nepexoja Ha netHee Bpema.

show clock detail
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KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUA

3anpoc KOMaHAHOM CTPOKM B pexknme rno6anbHoro KoHGUryprupoBaHna MMeeT CeayroLwmii BUa,;

console (confiqg) #

Tabnnua 5.28 — CnMcoK KOMaHA, ANA HAacTPOMKM CUCTEMHOTO BPEMEHM B pexume rnobanbHoro

KOHUrypupoBaHua

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

clock source {sntp|ntp}

no clock source

-/BHELHNI UCTOYHUK He
ncnonb3yerca

Mcnonb3oBaHne BHeLWHero
CUCTEMHOTO BPEMEHM:
- no npotokony SNTP;
- no npotokonay NTP.

UCTOYHUKa ONnA  YCTAaHOBKMU

3anpewaeTr MCMO/b30BaHME BHELIHero
YCTAHOBKU CUCTEMHOTO BPEMEHMN.

UCTOYHUKa ANnAa

clock timezone zone
hours-offset
[minutes minutes-offset]

no clock timezone

zone: (1..4) cumsona /
HeT ONNCaHUA 30HbI
hours-offset: (-
12..+13)/0;
minutes-offset: (0..59)/0

YcTaHaBAMBaET 3Ha4YeHMe YacoBOro nosca.

- zone — cnoso, cboOpMMpPOBAHHOE U3 MepBbIX OYKB
C/I0BOCOYETAHMUSA, KOTOPOE OHO 3aMeHSAET (onucaHue
30HbI);

- hours-offset — 4acoBoe cmelleHNE OTHOCUTE/NbHO
Hynesoro mepmnanana UTC;

- minutes-offset — MMHYTHOE CMeLLeHNE OTHOCUTENIbHO
Hynesoro mepuamaxa UTC.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

clock summer-time zone
date date month year hh:mm
date month year hh:mm

[offset]

clock summer-time zone
date month date year hh:mm
month date year hh:mm

[offset]

clock summer-time zone
recurring {usa|eul|
{week day month hh:mm

zone: (1..4) cumsona/
HET ONMUCaHMA 30HbI

week: (1..4, first, last);
day: (mon..sun);
date: ( 1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23), mm: (0..59);
offset: (1..1440)/60 muH;

Mo ymon4yaHuio nepexos,
Ha feTHee Bpems

3afaeT [aty M Bpems A1A aBTOMATMYECKOro nepexoga Ha
NleTHee BpemMsa 1 Bo3BpaTa 06paTHoO (410 onpeaeneHHoro roaa).
MepBbiM B KOMaHAE YKa3blBaeTcA ONWCaHWe 30Hbl, BTOPbIM
BpPEMA A1A Nepexona Ha NeTHee BPeMA M TPeTbMM Bpema anA
BO3BpaTa.

- zone — cnoBo, cHOpPMUpPOBAHHOE U3 MNepBbix OYKB
C/I0BOCOYETaHUSA, KOTOPOE OHO 3aMeHSAET (ONMcaHue 30HbI);

- date —uncno;

- month — mecsu;

- year — ropg;

- hh — Yyacbl, mm — MUHYTbI;

- offset — KONNYEeCTBO MUHYT, A06aBAAEMbIX NPU Nepexone Ha
NieTHee Bpems.

3apaeT paty Mo BpemAa AiA aBTOMATMYeCcKoro nepexoga Ha
NeTHee BpeMs U BO3BpaTa 06paTHO B peMMe eXerosHo.

- zone — cnoBo, cHOPMUPOBAHHOE U3 MepBbiXx OyKB
C/I0BOCOYETaHUSA, KOTOPOE OHO 3aMeHSAET (ONMcaHue 30HbI);

- UsSa Vv YCTAHOBMTb MpaBuMna Nepexona Ha NeTHee Bpems,
ucnonbsyemble B CLUA (nepexos BO BTOpOe BOCKpPeCEHbe
MmapTa, 06paTHO B NepBOe BOCKpPeceHbe HOABPS, B 2 yaca yTpa
No MECTHOMY BPeMEeHM);

- eu — YCTAHOBWTb MpaBWNa Nepexopa Ha neTHee Bpems,
ucnonbsyemble  EBpocoto3om  (nepexos B nocnegHee

number
md5 value

no sntp authentication-key
number

(1..4294967295);
value: (1..8) cumsonos/
BbIK/IOYEHO

week day month hh:mm}} BbIK/TIO4EH BOCKpeceHbe MapTa, OBpaTHO B MOC/AEAHEEe BOCKPECEHbe
[offset] OoKTABpPA, B 1 yac yTpa no MpuHBKYY);
- hh — yacbl, mm v MUHYTbI;
- week — Hepena mecAua (MOMeT NPUHMMaTL 3HauyeHus: 1-4,
nepsas, NocaeaHss);
- day — peHb Hepenv;
- month — mecau;
- offset — KonnuecTBo Ao6aBAAEMbIX MUHYT NPK Nepexoae Ha
NneTHee Bpems.
no clock summer-time OTK/Il04aeT aBTOMATMYECKMIA Mepexos, Ha IeTHee Bpems.
sntp authentication-key YCTaHaBAMBAET KHOY MPOBEPKM NOAIMHHOCTM /1A NPOTOKO/A
number: SNTP.

- number — HOMEpP K/to4a;
- value — 3HayeHuWe Kntova.

Ypanaet KAy npoBepKu NOAJIMHHOCTM Ana NnpoTokoaa SNTP.
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sntp authenticate -/nposepka TpebyeT NpoBepKy NOANMHHOCTU A8 NOAyYeHUA MHGopmaLmMm
NOA/IMHHOCTU He ot NTP-cepBepos.
no sntp authenticate TpebyeTca YcTaHaBAMBaeT 3Ha4YeHne No yMOIYaHUIo.
OcyuiecTBnseT NpPoBepKy NOAJAMHHOCTU CUCTEMbI, OT KOTOPOW
sntp trusted-key key-number key-number CUHXPOHU3UpyeTca ¢ nomoLbio SNTP no 3agaHHOMY Ktody.

no sntp trusted-key key-
number

(1..4294967295)/
npoBepKa NoA/IMHHOCTH
OTK/IloUeHa

- key-number — Homep KAtoua.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

sntp client poll timer seconds

seconds: (60 .. 86400)

YcTaHaBnusaet Bpemsa onpoca ana SNTP-knmeHTa.

no sntp client po|| timer /1024 YcTaHaB/iMBaeT 3HaYEHME MO YMONYaHUIO.
sntp broadcast client enable PaspelaeT paboTy WwmpoKoselaTenbHbix SNTP-KAMeHTOB.
no sntp broadcast client -/3anpeuiero
enable YcTaHaB/iMBaeT 3HAYEeHME MO YMONYaHUIO.
PaspewaeTr paboty SNTP-knueHTam, nNoAAEPHKUBAIOLLUM
sntp anycast client enable MeTO/, PacCbl/IKW NaKeToB, MO3BO/IAIOLWMI NOCbINATL AaHHblE
-/3anpelueHo

no sntp anycast client enable

6aunKaliemy ycTpocTBy M3 rpynnbl nosyyatenen

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

sntp client enable

{ gigabitethernet gi port |
tengigabitethernet te_port |
port-channel group|

vlan vian_id}

no sntp client enable

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id (1..4094)

Paspewaetr paboty SNTP-kaveHTam, nNoAAepPKMBAOLWMM
MeTO/, PacCbiIKU NAaKeToB, MO3BOMAIOLWMIA NOCbINATL AAHHbIE
6aunKalilemy yCTPOMCTBY M3 Fpynnbl MosyyaTenei, a TakxKe
WwupoKoBelwaTenbHbiMm  SNTP-KAneHTam Aansa  BblbpaHHOro
nHTepodelica.

MNogpobHoe onucaHue MHTEpPPENCOB M3NOMKEHO B pasgene
«KoHoUrypupoBaHune nHtepdeiicos».

{ gigabitethernet gi port | /3anpewieno

tengigabitethernet te_port | YcTaHaBAMBAET 3HAYEHME MO YMOJIYAHUIO.

port-channel group|

vlan vian_id}

sntp unicast client enable PaspelwaeT paboTy ogHoaapecHbix SNTP-KANEHTOB.

no sntp unicast client enable -/3anpeuseHo YCcTaHaBAMBAET 3HAYEHME MO YMONYAHMIO.

sntp unicast client poll Paspewaet nocnesoBaTe/bHbIi onpoc 3a4aHHbIX
-/3anpelyeHo opHoaapecHbix SNTP-cepsepos.

no sntp unicast client poll

YcTaHaBAMBaET 3HAYEHWe Nno YMONYaHULO.

sntp server

{ipv4_address | ipv6_address
| { ipv6-link-local-address}
%{vlan {integer} | ch {in-
teger} | isatap {integer} |
{physical-port-name}}|
hostname}

[poll]
[key keyid]

no sntp server {ipv4_address
| ipv6_address |

{ ipv6-link-local-address}%
{vlan {integer} | ch {integer} |
isatap {integer} |
{physical-port-name} }|
hostname}

hostname: (1..158)
CMMBO/IOB;

keyid: (1..4294967295)

3apaet agpec SNTP-cepsepa.
- ipv4_address — Ipv4-aapec y3na cetu;
- ipv6_address — Ipv6-aapec y3na cetu;
- ipv6z-address — lpvbz-agpec y3na cetv gns ping.
dopmart agpeca {ipv6-link-local-address}%{interface-name};
ipv6-link-local-address — nokanbHbIV IPv6 agpec KaHana;
interface-name — ums ncxogsawero nHTepdeiica sagaerca 8
cneayrowem popmare:
vlan {integer} | ch {integer} | isatap {integer} | {physical-
port-name}
- hostname — pomeHHOe UMSA y3na ceTH;
- poll — Bkatouaet onpoc;
- keyid — npeHTuduKaTop Katova.

YpaneHune cepsepa u3 cnucka NTP-cepsepos.

sntp port
port-number

no sntp port

port-number:
(1..65535)/123

Onpegenaet UDP-nopt SNTP cepsepa.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

clock dhcp timezone

no clock dhcp timezone

-/3anpeLyeHo

PaspelwaeT nosnyyeHne TaKWUX OaHHbIX KaK 4acoBOW MOAC U
netHee Bpema ot DHCP-cepsepa.

3anpellaeT NoONyYeHUA TaKWMX [aHHbIX KaK 4YacoBOW MosAc u
netHee spema ot DHCP-cepsepa.
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KomaHObI pexcuma KoHgu2ypuposaHuUa uHmepgeltica

3anpoc KOMaHAHOM CTPOKM B peXKMMe KOHOUTYPUPOBaHMA MHTepdeica MMeeT creayowmin BuAa;

console (config-if) #

Tabanuya 5.29 — CNUCOK KOMaHA, ANA HAaCTPOMKM CUCTEMHOTO BPEMEHMN B peXXUME KOHPUTYpMUPOBaHMA

nHTepdelica
3HavyeHue/3HayeHue no o
KomaHoa / Aelicmesue
YMOAYAHUIO
PaspewaeT paboTy SNTP-KAMeHTy, KOTopbili noanepuBaeT
MEeTO/, PacCbl/IKM MaKeToB, MO3BOJIAIOWMIKA NOCbINATL AaHHble
sntp client enable YCTPOWCTBY BAMKallleMy M3 rpynnbl NOAy4YaTenel, a Takwxe
-/3anpelyeHo
wnpokosewatensHomy SNTP-KAMeHTY Ha HacTpanBaemom
nHTepdelice (ethernet, port-channel, VLAN)
no sntp client enable YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYAHUIO.

[pumepbl 8b1N0AHEHUS KOMAHO

- OTO6pa3VITb CNCTEeMHOE BpeMA, A4aTy U AaHHbIe NOo 4acoBOM 30He:

console#show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CraTyc npouecca CMHXPOHM3aLUn BpemeH oTobpakaeTca C NOMOLLbIO AOMOAHUTENbHO CUMBOAA

nepeg sHavyeHnem BpemMmeHu.

lpumep:

*15:29:08 PDT (UTC-7) Jun 17 2009

Mcnonb3ytoTca cheaytowme o0b03HauyeHuA:

— TOuKa (.) 03HauyaeT, YTo Bpems SOCTOBEPHO, HO HET CUHXPOHU3aLMK ¢ cepBepom SNTP;
— OTCyTCBME CMMBO/1a O3HAYaeT, YTO BPeMA AOCTOBEPHO U CUHXPOHM3ALMA eCcTb;
— 3Be3fou4Ka (*) o3HavaerT, YTo Bpemsa HeZloCTOBEPHO.

= 334aTb ATy M Bpema Ha CUCTeMHbIX Yacax: 7 mapTa 2009 roaa, 13:32:
console# clock set 13:32:00 7 Mar 2009

=  OT06pa3unTb cTaTyc NnpoToKosa SNTP:

consolef#show sntp status

Clock is synchronized, stratum 0, reference is 192.168.16.1, unicast
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Reference time is cec866d5.8a20cccb 05:47:01.0 UTC Dec 8 2009
Unicast servers:

Server Status Last Response Offset Delay
[mSec] [mSec]
192.168.16.1 up 05:47:01.0 UTC Dec 7230 -1000
8 2009
Anycast server:
Server Interface Status Last Response Offset Delay
[mSec] [mSe
Broadcast:
Interface IP address Last Response

B npumepe Bbille CUCTEMHOE BPEMSA CUMHXPOHU3NPOBAHO OT cepBepa 192.168.16.1, nocnegHui
oTteeT noaydeH B 05:47:01, HecoBnageHne CUCTEMHOIO BPpeMeHU C BpeMeHeM Ha cepBepe COCTaBuIO
7.23c.

5.8 KoHdurypuposaHue untepdeiicos n VLAN

V B 3aBUCMMOCTM OT TOFO, B KAKOM peKume paboTaeT KOMMYTaTOp — AaBTOHOMHO WU B
CcOoCTaBe CTeKa, U3MeHsieTca BuA, 3anucu ana uHtepdeiica Ethernet. Mpu aBTOHOMHOM
pa6ote 3anucb ana nutepdeiica umeer sug: 1/0/N, rae N — Homep mnHTepdeiica; npu
paboTe B cocTaBe cTeKa 3anucb AnAa uHTepdeiica umeet eng: K/0/N, rae K — Homep
ycTpoiictBa B cteke, N — Homep uHTepdeiica. Bbibop pexkuma paborbl KommyTaTopa

onucaH B nyHKTe 4.4 Pexxnmbl paboTbl KOMMyTaTOpa.

3HaueHne macku moxert bbiTb 3anucaHo anbo B popmare X.X.X.X, nnbo 8 popmarte /N,
rae N — KonmnyecTBo eguHUL, B 4BOUYHOM NpeacTaBeHUU MacKu.

<

C6poc HacTpoeKk uHTepdeiica Ha 3Ha4YeHUA N0 YMOHAHUIO BbINO/IHAGTCA C/eayloLLen
KOMaHAoiA:

%

console (config) #default interface {gigabitethernet gi port |
tengigabitethernet te port | port-channel group | ip ip | vlan
vlan id | tunnel tunnel id | range {..} | loopback Ioopback id }

5.8.1 Hacmpoiika napamempos Ethernet-uimepdelicos, Port-Channel u
Loopback-unmepdpelicos

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (OuanasoHa uHmepgelicos)

console#configure

console (config) #interface { gigabitethernet gi port | tengigabitethernet
te port | port-channel group | loopback lIoopback id | range {..}}

console (config-if) #

[aHHbIN pexum JoCTyneH M3 pexuma KOHOUIYPUPOBaHWA W MNpefHasHayeH ANA 33a4aHuA
napameTpoB KoHoUrypaumm uHtepdeiica (nopta KommyTatopa MAW Tpynnbl NOpPTOB, paboTalowmx B
pexunme pasgeneHua Harpysku), inbo gnanasoHa MHTepdeicos.

Bbi6op uHmepdelica ocyecTBAAETCA NPU NOMOLLY KOMaHA,

— interface gigabitethernet gi_port — ana HacTpolikun nHtepdeincos Ethernet gl-g24;
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— interface tengigabitethernet te_port — pns Hactpolikn untepdeiicos Ethernet XG1-
XG4;

— interface port-channel group — gns HacTpoliku rpynnbl KAHaNoB;

— interface loopback loopback id — pns HacTpolku BUPTYanbHbIX MHTEpdencos 1-64,

roe

— group — NopAAKOBbII HOMEp rPynMbl KAHaN0B, MPUHUMAET 3HaYeHus (1..24);
— loopback_id — nopsakoBbliii HOmep BUPTYyanbHOro nHtepdeica loopback, npuHumaet
3HayeHus (1..64);
— gi_port — nopsakoBsbii Homep nHTepdelica Ethernet gl-g24,
3agaetca s suge: 1..8/0/1..24;
— te_port — nopaakoBsbli Homep nHTepdeinca Ethernet XG1-XG4,
3agaetca s suge: 1..8/0/1..4.

3anucb uHTepdeica

1..8/0/1..N

HOMEep YCTPOICTBA B CTEKE HOMep cNoTa HoMmep UHTepdelica

KomaHgbl, BBEAEHHbIE B pEXUME KOHOUTYPUPOBAHUA MHTEpENCa, NPUMEHAIOTCA K BbIBpaHHOMY
nHTepoecy.

Hu)Ke npuBeaeHbl KOMaHAbl AN BXOZa B PEXMM HacTpolKku gecatoro Ethernet-uHtepdelica
NepBOro yCTPOMCTBA B CTEKE M BXOAA B PEXKMM HACTPOWMKM rpynnbl KaHanos 1.

consolef#configure

console (config) #interface gigabitethernet 1/0/10
console (config-if) #

console#configure

console (config) #interface port-channel I

console (config-if) #

Bbi6op duanazoHa uHmepdgeiicoe ocyLecTBASETCA NPU MOMOLLM KOMaHA,:

— interface range gigabitethernet portlist — gns HacTpoiKM ananasoHa nHTepdencos;
— interface range port-channel grouplist — ana HacTpoWKKW gManasoHa rpynn NopToB..

KomaHgbl, BBeAEHHble B [aHHOM pexMMe, MPUMEHAIOTCA K BblOpaHHOMY AManasoHy
MHTepoelicos.

Huxke npuBeaeHbl KOMaHAbl 418 BXOA4A B PEKMM HAcTpOMKKM amanasoHa Ethernet-nHtepodeicos
c 1 no 10 u ans BXoAa B PEXKMM HAaCTPOMKK BCeX rpynn NOpToB.

console#configure
console (config) #interface range gigabitethernet 1/0/1-10
console (config-if) #

console# configure
console (config) #interface range port-channel 1-8
console (config-if)#
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Tabnnua 5.30 — KomaHgb! pexknma KoHpurypmpoBaHua nHtepoeica Ethernet, Port-Channel n Loopback

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmesue

shutdown

no shutdown

-/BKAIOYEH

BbIKNOUNTL KOHOUTYpupyembln uHTepdelic (Ethernet, port-
channel, loopback).

BKNHOUUTL KOHPUTYPUPYEMbBIA MHTEPDEIAC.

description descr

no description

descr: (1..64) cumsonos/
HeT onucaHus

Oob6asutb onucaHue uHTepdeinca (Ethernet, port-channel,
loopback).

YpanuTe onucaHune uHtepdelica.

speed mode

no speed

mode : (10, 100, 1000,
10000)

3apaTb CKOPOCTb Nepepaun gaHHbix (Ethernet, port-channel).
V Ana noptoB XG1-XG4 BO3MOXKHO nepekntoveHue
ckopocTtu (1000-10000)

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

media-type {force-fiber |
force-copper |
prefer-fiber |
prefer-copper}

no media-type

-/prefer-fiber

- force-fiber — paspelueHa akKTUBHOCTb TO/ILKO ONTUYECKOW
YyacTu Kombo-nopTa;

- force-copper — paspelueHa aKTUBHOCTb TO/IbKO MeAHOW
YyactTn Kombo-nopTa;

- prefer-fiber — npenmyLLecTBO ONTUYECKOTO INHKA;

- prefer-copper — npenMmyLLECTBO MEAHOTO IMHKA.

V TonbKo ana Kom60o-nopToB..

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

duplex mode

no duplex

mode: (full, half)/full

3ajaTb pexum Aaynnekca uHTepdeica (nonHoaynnekcHoe
coefvHeHue, noNyayniaekcHoe coegmHerune, Ethernet).
V [OaHHaa KomaHaa HeaoCTynHa ana noptoB XG1-XG4

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

negotiation
[capl [cap2... cap5]]

no negotiation

cap: (10f, 10h, 100f, 100h,
1000f)

BK/loYaeT aBTOCOr/iacoBaHWe A1A CKOPOCTM M AynjeKkca Ha
HacTpanBaemom uHTepderice. MoXKHO yKasaTb onpeaeneHHble
COBMECTMMOCTM  MapamMeTpa  aBTOCOIM/IAaCOBaHWUA,  €ciu
napameTpbl He  3afaHbl, TO MOAAEPMKMBAOTCA  BCE
coBmectumocTn (Ethernet, port-channel).

V [OaHHasa KomaHAa HeaoCTynHA ana noptoB XG1-XG4

BbIKNlOUaeT aBTOCOr/IAacoBaHWe ANA CKOPOCTU M AynieKca Ha
HacTpanBaeMom UHTepoelice.

flowcontrol mode

no flowcontrol

mode: (on, off, auto)/off

3apath pexum ynpasneHusa notokom flowcontrol (BKAOUUTL,
OTKMIOYMTb  WAM  aBTOCOr/AacoBaHue). ABTOCOrnacosaHue
flowcontrol paboTaeT TOAbKO B CAyyae, €CAU  PEXUM
aBTOCOrNacoBaHMA negotiation BKAOYEH Ha HacTpauBaemMom
nHtepodetice (Ethernet, port-channel).

OTKAOUUTD PeXnm ynpasaeHUA NOTOKOM.

mdix mode

no mdix

mode: (on, auto)/auto

Mo3BonseT MCMNoNb30BaHME «MNepeKpelieHHoro» Kabens Ha
HacTpanBaemom UHTepoelice (Ethernet).

V JAaHHaa KomaHaa HeaocTynHa ana noptos XG1-XG4

3anpelwaeT MUCNoNb30BaHUE «MepeKpeLLeHHoro» Kabens Ha
HacTpanBaeMom uHTepdelice.

back-pressure Bkntouaet byHKLMIO «obpaTHoro OaBNeHUs» Ha
HacTpanBaemom uHTepdeiice (Ethernet).
-/BbIK/IOYEHO
no back-pressure BbikntoyaeT  dyHKUMIO  «0bpaTHOro  AaBieHus»  Ha
HacTpanBaemom uHTepdeiice.
load-average period YCTaHOBWUTL Mepuoj, B TedyeHMe KoToporo cobupaetca

no load-average

period: (5..300)/15

CTaTUCTUKA O Harpyske Ha MHTepodeiice.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHWUIO.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKume r106anbHOro KOHGUrypuposaHus:

console (config) #
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Tabnnua 5.31 — KomaHgbl pexxnma oblumx Hactpoek uHtepdelica Ethernet n Port-Channel

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAMYAHUIO
port jumbo-frame Paspewaet KommyTatopy pabotatb € Kagpamu 60/sbLIOro
pasmepa.
V 3HaueHne maximum transmission unit (MTU) no
ymonyaHuio 1500 6aiiT.
Jaanpeweno V Hactpoiika BCTyIWII B CWNY TO/NbKO nocne
nepesarpysku ycTpoucTBa.
V 3HaueHne maximum transmission unit (MTU) npu
HacTpoiike port jumbo-frame 10200 6aiiT.
no port jumbo-frame 3anpewaetr Kommytatopy paboTatb € Kagpamu 60ablworo
pasmepa.
no errdisable recovery YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
cause {loopack-detection |
port-security |
dotlx-src-address | -/3anpeuyeHo
acl-deny |
stp-bpdu-guard |
stp-loopback-guard}
errdisable recovery cause BK/IOUMNTL aBTOMATUUECKYIO aKTUBaLUMIO HTepdelica nocne ero
{loopack-detection | OTK/IOYEHUA B CNEAYIOWMNX CYYanX:
port-security | - loopback-detection — o6HapyxeHune netensb;
dotlx-src-address | - port-security — HapyweHue 6e3onacHocTn ana port security;
acl-deny | - dotlx-src-address — HenpoxoxaeHue ayTeHTUdUKaALUK,
stp-bpdu-guard | -/3anpeweHo OCHOBaHHOW Ha MAC-agpecax nosib3oBaTenei;

stp-loopback-guard}

- acl-deny — HecooTBeTcTBME cnnckam gocTyna (ACL);

- stp-bpdu-guard — akTtuBauma 3awmTtel BPDU Guard (npuém
HecaHKUMOHMpoBaHHOro naketa BPDU Ha uHTepdelice);

- stp-loopback-guard — o6Hapy)eHue neTenb NPOTOKOAOM
STP.

errdisable recovery
interval seconds

no errdisable recovery
interval

seconds: (30..86400}/300
CeKyHA,

YCTaHOBWUTb BPEMEHHOM WHTEpBan A4 aBTOMaTMUYECKOro
NOBTOPHOTO BK/OYEHUA MHTEpdeica.

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

default interface [range] {
gigabitethernet gi_port |
tengigabitethernet
te_port | port-channel
group | loopback
loopback_id}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
loopback_id: (1..64)

Cbpoc HacTpoek WHTepdelica uam rpynnbl MHTepdencos Ha
3HAYEHUA NO YMOYAHUIO.

KomaHOwb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabnunua 5.32 — KomaHab! pexkuma EXEC

KomaHoa

3HauyeHue

Aelicmeue

clear counters

C6poc CTaTUCTUKM ANA BCex MHTepdeincos.

clear counters

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

Cépoc cTtatncTukm ana Ethernet-nopTta, rpynnbi NOpTOB.

set interface active

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

AKTMBMpPYeET nopT BbIK/TIOYEHHbIX

KomaHaol shutdown.

WAKM  Tpynny nopTos,

show interfaces
configuration

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

MokasaTb KoHbUrypaumio nHTepdeiicos.
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{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

group: (1..24)

show interfaces status

MoKasaTb COCTOAHUE BCEX MHTEPdENCOoB.

show interfaces status

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MokasaTb cocTosiHUe Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MokaszaTb cBoAHYO MHOPMALMIO O COCTOAHUKN, HACTPOMKe U
cTaTucTuke Ethernet-nopta, rpynnbsi nopTos.

show interfaces advertise

MoKasaTb MapameTpbl aBTOCOrNacoBaHWA, 0b6bAB/EHHbIE ANA
BCEX UHTepdelicoB.

show interfaces advertise

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MoKasaTb MapameTpbl aBTOCOrNacoBaHWA, 06bABAEHHbIE ANA
Ethernet-nopTa, rpynnbl nopTos.

show interfaces description

MoKa3aTb onMcaHnA Bcex HTepdelicos.

show interfaces description
{ gigabitethernet gi port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MokasaTb onucaHue Ethernet-nopra, rpynnbl NopTos.

show interfaces counters

MoKasaTb CTaTUCTUKY 414 BCeX UHTepdeiicos.

show interfaces counters

{ gigabitethernet gi port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MokasaTtb ctaTucTuky gns Ethernet-nopra.

show interfaces utilization

MoKasaTb CTaTUCTUKY NO HarpysKe A1 Bcex MHTepdencos.

show interfaces utilization
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MoKasaTb CTaTUCTUKY MO Harpyske ans Ethernet-untepdeiica.

show interfaces mtu
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MoKa3aTb HacTpoliku MTU Ha nHTtepdeiice.

show ports jumbo-frame

MokasaTtb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MokasaTb HACTPOWKM aBTOMaTUYeCKOM

aKTMBauuun nopTa.

ona NOBTOPHOM

show errdisable interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MoKasaTb NPUUYMHY OTKAIOYEHMA NOpTa, rPynnbl MOPTOB U
COCTOAHWE aBTOMATUYECKON aKTUBaLUK.

[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTb COCTOAHME MHTEPDENCOB:

console#show interfaces status

Link Up Time Back Mdix

State (d,h:m:s) Pressure Mode Port Mode
Up 01,00:54:25 Disabled Off Trunk
Down - -= - Access
Down - -= - Access
Down - -= - Access
Down - -= - Access
Down - -= - Access
Down - -= - Access
Down - -= - Access
Down - - - Access
Down - - - Access
Down - - - Access
Down —-= —-= - Access

Flow
Port Type Duplex Speed Neg ctrl
gil/0/1 1G-Copper Full 1000 Enabled Off
gil/0/2 1G-Copper - - - ——
gil/0/3 1G-Copper - - - ——
gil/0/4 1G-Copper - - - ——
gil/0/5 1G-Copper - - - ——
gil/0/6 1G-Copper - - - ——
gil/0/7 1G-Copper - - - ——
gil/0/8 1G-Copper - - - ——
gil/0/9 1G-Copper - - - ——
gil/0/10 1G-Copper - - - ——
gil/0/11 1G-Copper - - - ——
gil/0/12 1G-Copper - - - _
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gil/0/13 1G-Copper - - - -- Down - - - Access

gil/0/14 1G-Copper -- -- -- -- Down -- -- -- Access

gil/0/15 1G-Copper -- -- -- -- Down -- -- -- Access

gil/0/16 1G-Copper - -- -- -- Down -- -- -- Access

gil/0/17 1G-Copper -- -- -- -- Down -- -- -- Access

gil/0/18 1G-Copper - -- -- -- Down -- -- -- Access

gil/0/19 1G-Copper - -- -- -- Down -- -- -- Access

gil/0/20 1G-Copper - -- -- -- Down -- -- -- Access

gil/0/21 1G-Copper -- -- -- -- Down -- -- -- Access

gil/0/22 1G-Copper -- -- -- -- Down -- -- -- Access

gil/0/23 1G-Copper - -- -- -- Down -- -- -- Access

gil/0/24 1G-Copper -- -- -- -- Down -- -- -- General

gil/0/25 1G-Combo-C -- -- -- -- Down -- -- -- Access

gil/0/26 1G-Combo-C Full 1000 Enabled Off Up 01,00:25:56 Disabled Off Access

gil/0/27 1G-Combo-C -- -- -- -- Down -- -- -- Trunk

gil/0/28 1G-Combo-C Full 1000 Enabled Off Up 01,00:54:25 Disabled On General
Flow Link

Ch Duplex BW Neg control State Port Mode

Pol Full 1000 Enabled Off Up Trunk

Po2 -- -- -- - Not Present Access

Po3 - - - -- Not Present Access

Po4 -- -- -- - Not Present Access

Po5 - - - -- Not Present Access

Po6 - - - -- Not Present Access

Po7 -- -- -- - Not Present Access

Po8 -= -= -= -- Not Present Access

BbiBecT MHPopmauuto 0b nHTepdelicax:

console# show interfaces GigabitEthernet 1/0/11

gigabitethernet 1/0/11 is up (connected)
Interface index is 59
Hardware is gigabitethernet, MAC address is a8:f£f9:4b:£f1:1d:0b
Interface MTU is 1500
Full-duplex, 100Mbps, link type is auto, media type is 1G-Combo-C
Link is up for 0 days, 22 hours, 12 minutes and 35 seconds
Advertised link modes: 1000baseT/Full 100baseT/Full
100baseT/Half 10baseT/Full
10baseT/Half
Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
111594 packets input, 7142016 bytes received
3 broadcasts, 42367 multicasts
0 input errors, 0 FCS, 0 alignment
0 oversize, 0 internal MAC
0 pause frames received
9652 packets output, 2456440 bytes sent
6665 broadcasts, 2987 multicasts
0 output errors, 0 collisions
0 excessive collisions, 0 late collisions
0 pause frames transmitted
0 symbol errors, 0 carrier, 0 SQE test error

- [MoKa3aTb NnapameTpbl aBTO-COr/1IaCOBaHMUA:

consolef#show interfaces advertise

Port Type Neg Operational Link Advertisement
gi0/1 1G-Fiber Disabled --
gi0/2 1G-Fiber Disabled --
gi0/3 1G-Fiber Disabled --
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gi0/22 1G-Fiber Disabled -

gi0/23 1G-Combo-C Enabled -

gi0/24 1G-Combo-C Enabled 1000f, 100f, 100h, 10f, 10h
te0/1 10G-Fiber Disabled -

te0/2 10G-Fiber Disabled -

te0/3 10G-Fiber Disabled -

te0/4 10G-Fiber Disabled -

Ch Type Neg Operational Link Advertisement
Pol -= Enabled -=

Po7 -- Enabled -=

Po8 -- Enabled -=

=  [lokasaTb CTAaTUCTMKY MO UHTepdeicam:

console#show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
gi0/1 0 0 0 0
gi0/2 0 0 0 0
gi0/3 0 0 0 0
gi0/4 0 0 0 0
gi0/5 0 0 0 0
gi0/6 0 0 0 0
gi0n/7 0 0 0 0
gi0/8 0 0 0 0
gi0/9 0 0 0 0
gi0/10 0 0 0 0
gi0/11 0 0 0 0
gi0/12 0 0 0 0
gi0/13 0 0 0 0
gi0/14 0 0 0 0
gi0/15 0 0 0 0
gi0/16 0 0 0 0
gi0/17 0 0 0 0
gi0/18 0 0 0 0
gi0/19 0 0 0 0
gi0/20 0 0 0 0

More: <space>, Quit: g, One line: <return>

" [MoKa3aTb CTaTUCTUKY MO rpynne KaHaios 1

console#show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets
LT LT T ST T

Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
______ Pl o & 3 ez

Alignment Errors: 0

FCS Errors: O

Single Collision Frames: 0
Multiple Collision Frames: O
SQE Test Errors: 0
Deferred Transmissions: O
Late Collisions: 0
Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets: O
Internal MAC Rx Errors: 0
Symbol Errors: 0
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Received Pause Frames: 0
Transmitted Pause Frames: 0

= [lokasaTb HacTpPOMKy jumbo-frames B KOMMmyTaTOpE:

consolef#show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnunua 5.33 — OnucaHne cyeTYNKOB

Cuemyuk OnucaHue
InOctets Konnyectso NpuHATLIX 6alTOB.
InUcastPkts Konunyectso NpUHATLIX 04HOAAPECHbIX NAKETOB.
InMcastPkts Konunyectso NpUHATLIX MHOFOa4peCcHbIX MaKeToB.
InBcastPkts Konnyectso NPMHATBIX LWWMPOKOBELLLATENbHbIX NAKETOB.
OutOctets Konnuectso nepesaHHbix 6anTos.
OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAaKeToB.
OutMcastPkts Konnyectso nepefaHHbIX MHOTOa4pPEeCHbIX MAaKeToB.
OutBcastPkts Konnyectso nepefaHHbIX LWMPOKOBELLLATE/IbHbIX MAaKeTOB.

Alignment Errors

Konnyectso NpUHATLIX KaAPOB C HAPYLUEHHOM LeIOCTHOCTLIO (C KOIMYecTBOM HanT
He COOTBETCTBYIOLLMM AJINHE) U HEe MpOoLeLnX NPOBEPKY KOHTPOJIbHOM CyMMbl
(FCS).

FCS Errors

Konunyectso NpUHATLIX KaAPOB C KONMYECTBOM HalT, COOTBETCTBYIOLWMM AJIMHE, HO
He NpoLeALnX NPOBEPKY KOHTPObHOMI cymmbl (FCS).

Single Collision Frames

Konnyectso KagpoB, BOB/IEYEHHbIX B € AMHUYHYIO KONZIM3UIO, HO BNOC/1eACTBUN
nepeaaHHbIX ycnewHo.

Multiple Collision Frames

Konnuectso KagpoBs, BoBAeYEHHbIX 6onee Yem B 04HY KONNU3UIO, HO BIOCAEACTBUM
nepesaHHbIX yCneLwHo.

Deferred Transmissions

Konnyectso Kagpos, ANA KOTOPbIX NepBas NOMbITKa nepegayvm oT/a0KeHa nu3-3a
3aHATOCTU Cpeabl nepeaadun.

Late Collisions

Konunuectso cnydyaes, Koraa Konnmnsma sadmMKcMpoBaHa Nocsie Toro, Kak B KaHan
CBA3M yKe bblM nepeaaHbl nepsble 64 6anT (slotTime) nakeTa.

Excessive Collisions

Konnuectso Kagpos, KOTopble He bbin nepenaHbl N3-3a M36bITOYHOrO KOANYECTBa
KONNU3UNA.

Carrier Sense Errors

Konunuectso cnyyaes, Koraa cOCTOSHME KOHTPOASA Hecylwen 6bl1o noTepsaHo, AnMbo
He YTBEPKAEHO NpU NonbITKe Nepesayu Kagpa.

Oversize Packets

Konnyectso NpuMHATLIX NAaKeTOB, Pa3mep KOTOPbIX NPEBbILLAET MaKCUMabHbIN
paspeLeHHbI pasmep Kaapa.

Internal MAC Rx Errors

Konnuectso KagpoBs, KOTOpPble He bW NPUHATLI YCAELWHO M3-3a BHYTPEHHEMN
owmnbKKM npuema Ha yposHe MAC.

Symbol Errors

[na vHTepodeiica, paboTatouiero B pexkmume 100 MBUT/c — KOAMYECTBO CyYaes,
KOrga UMesics HefoNyCTUMBbI CUMBOA A@HHBIX, B TO BPEMA KaK NpaBu/bHas
Hecywwan bbl1a npeacTaBneHa.

[na vHTepdelica, paboTatoliero B noayaynaekcHom pexkume 1000 M6éut/c —
KOJIMYECTBO C/ly4YaeB, KOrAa CpeacTBa NPUema 3aHATbl B TeYEHME BPEMEHU, PaBHOMY
nnn 6onblemy Yem pasmep cnota (slotTime), u B Te4eHME KOTOPOro MMENOCH XOTA
6bl 04HO CcObbITME, KOTOpOoE 3acTasnAaeT PHY BblgaBaTh OWMOKY NpUema SaHHbIX
(Data reception error) unu owmnbKy Hecyuweit (Carrier extend error) Ha GMII.

[na vHTtepdeiica, paboTatoLLero B NoJHOM AynaeKcHOM pexkume 1000 M6ut/c —
KOZIMYECTBO C/ly4YaeB, KOT4a CPeacTBa NPUEMA 3aHATbI B TeYEHWE BPEMEHM, PAaBHOMY
A 6onbliEMY YEM MUHUMANbHBIW pa3smep Kagpa (minFrameSize), u B TeyeHune
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KOTOPOro MMenocb XoTa bl 04HO cobbITUE, KOTOpoe 3acTaBaseT PHY BbigaBaTb
owmnbKy npuema AaHHbix (Data reception error) Ha GMII.

Received Pause Frames | KonuyecTBo NpuHATbIX ynpasasatowmx MAC-Kaapos ¢ Kogom onepaumm PAUSE.

Transmitted Pause
Frames

Konunuectso nepepaHHbix ynpasaaowmx MAC-kagpos ¢ kogom onepaumn PAUSE.

5.8.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepgeiicoe

KomaHObI pexcuma KoHguaypuposaHusa VLAN

BuAa 3anpoca KOMaHAHOM CTPOKU B pexume KoHpurypuposaHma VLAN:

console#configure
console (config) #vlan database
console (config-vlan) #

[aHHbIN peXum AO0CTYNeH U3 pexkMma rnobasbHOro KOHPUrypupoBaHMA U NpegHasHayveH Ans
3aZ.aHMA NapameTpoB KoHourypaumm VLAN.

Tabnunua 5.34 — KomaHgbl pexkuma KoHpurypuposaHuma VLAN

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

vlan vian_range

no vlan vlan_range

vlan_range: (2 .. 4094)

[Oo6asutb VLAN, nnun Heckonbko VLAN.

Yapanute VLAN, nam Heckonbko VLAN.

map protocol protocol
[encaps] protocols-group

group

no map protocol protocol
[encaps]

protocol:

(ip, ipx, ipv6, arp,
(0600-ffff (hex)}*);
encaps: (ethernet, rfc1042,
licOther);
ethernet group:
(1..2147483647)

MpuBA3aTb MPOTOKO/ K rpymnmne NPoTOKO/I0B aCCOLMMPOBaHHbIX
BMecTe.

YpanuTb npuBAsKy.
* - Homep npoTokona (16 6uT).

map mac mac_address
{host | mask} macs-group

Mpueasatb MAC-agpec nnu ananasoH MAC-agpecos no macke
K rpynne MAC-agpecos.

group mask: (9..48)

no map mac mac_address YaanuTtb NpuBA3KY.

{host | mask}

map subnet ip_address Mpueasatb IP-agpec unnm guanasoH IP-agpecoB no macke K
mask subnets-group group mask: (1..32); rpynne IP-agpecos.

no map subnet ip_address
mask

group: (1..2147483647)

Y4anuTb NpuBA3KY.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (OuanasoHa uHmepgelicos) VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHPurypmposaHus nHtepoerica VLAN:

console#configure
console (config) #interface {vlan vlan id | range vlan vlan range}
console (config-if) #

[aHHbIN peXum JoCTyneH M3 pexuma KOHOUIYPUPOBaHWA W MNpefHasHayeH ANA 33a4aHuA

napameTpoB KoHdUrypaumm nutepoeica VLAN nnbo gruanasoHa nHTepdencos.

Bbibop MHTepdeica ocyWwecTBAAETCA NPU NOMOLLM KOMaHAbI:

interface vlan vian id
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Bbi6op AMana3oHa MHTepdencoB OCyLLeCTBAAETCA MPU MOMOLLM KOMaHAbI:

interface range vlan vlan range

Huke npuBeneHbl KOMaHAbl AR BXOo4a B PeXUM HacTpolku uHtepdeiica VLAN 1 u Bxoga B

pernm HacTpoiiku rpynnbl VLAN 1, 3, 7.

console#configure
console (config) #interface vlan 1
console (config-if) #

consolef#configure
console (config) #interface range vlan 1,3,7
console (config-if) #

Tabnnuya 5.35 — KomaHgb! pexkuma KoHdUrypupoBaHua nHtepdeica VLAN

KomaHoa 3HayeHue/3HayeHue no Aeilicmeue
YMOAYAHUIO
name name name: (1..64) cumBoNI0B/ | [o6aguTb Uma VLAN.
MMA COOTBETCTBYET
no name Homepy VLAN YCTaHOBUTb 3HaYEeHUE N0 YMONYAHUIO.
KomaHObI pexuma KoHguaypuposaHua UHmepagelica (duana3oHa uHmepgelicos)

Ethernet, uHmepaedlica epynnbl MOPMO8

Bua 3anpoca KOMaHAHON CTPOKM B peXMme KOHPUTrypupoBaHus WHTepdeica Ethernet,

nHTepdelica rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port | gigabitethernet
gi port | port-channel group | range {..}}

console (config-if) #

[aHHbIA penum [OCTyNneH U3 penuma KOHOUIypupoBaHWA W NpefHasHayeH AnA 3ajaHuA

napameTpoB KOHPUrypauuun nHtepdeiica (nopta KommyTaTopa MAKW FPyMnbl NOPTOB, paboTalowmx B
pexume pasgenieHus Harpysku), inbo amanasoHa nHTepdeiicos.

MopT moxKeT paboTaTh B CAeAYIOWMX PEKMMAX:

= gccess — HTepdenc AoCcTyna — HeTErMPOBaHHbIN MHTepdenc ana ogHol VLAN;

= trunk — uHTepdelic, NPUHMMAIOLWMA TONbKO TErMPOBaHHbIN TpadKK, 32 UCKIOYEHNEM
ofHoro VLAN, KOTOpbI MOXeT b6biTb f06aBAEH C MOMOLLBIO KOMaHAbl switchport trunk
native vlan;

= general — nHTepdeic ¢ nonHon noaaep:Kkoi 802.1q, NPUHUMAET Kak TErMPOBAHHbIN,
TaK WU HETerMpoBaHHbIN TPaAPUK;

= customer — 802.1 Q-in-Q uHTepdodelic;

= promiscuous — NPUHMMaIOLWMIN 1 Nepeaatowmin Tpaduk private vlan

= host — uHTepdenc npMHaanexKawmi K isolated nanm community vlan

Tabnnua 5.36 — KomaHgbl pexxnuma KoHOUrypupoBaHua nHtepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

switchport mode mode

mode: (access, trunk,

no switchport mode

general, customer)/access

3afaTtb pexkmm paboTtbl nopta B VLAN.
- mode — pexxum paboTbl nopta B VLAN.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

switchport access vlan
vlan_id

vlan_id: (1..4094)/1

no switchport access vlan

Oo6asutb VLAN ansa nHtepdeiica goctyna.
- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.
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switchport general
acceptable-frame-type

{ untagged-only | tagged-
only | all}

-/NpUHUMaTL BCE TUMbI
KaapoB

MpuHMMaTbL Ha WHTepdelice TONbKO Kaapbl OnpeseneHHoro
™na:

- untagged-only — To/IbKO HETErMPOBaHHbIE;

- tagged-only — ToNbKO TerMpoBaHHbIe;

- all — Bce kaapebl.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

LOo6asutb cnuncok VLAN ansa nHtepoeiica.

- vlan_list — cnucok VLAN ID. inanasoH HomepoB VLAN MOKHO
334aTb NepeynmcineHMem 4epes 3anATylO WAM  yKas3aTb
Haya/ZibHOE W KOHEYHOe 3HayeHuWa AmanasoHa 4vepes3 pedwc

nn

Ypanutb cnucok VLAN gns untepdeliica.

switchport trunk native
vlan vian_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

LOob6asnaet Homep VLAN B kauectBe Default VLAN ana aaHHoro
uHTepdelica. Becb HeTernpoBaHHbIN TpadurK, NOCTyNaOLWMA Ha
OaHHbIN NopT, onpeaenseTtcs B faHHyo VLAN.

- vlan_id —vaeHTUdUKaLMOHHBI Homep VLAN.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

switchport general allowed
vlan add vian_list
[tagged | untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

LOo6asutb cnuncok VLAN ana nHtepoeiica.

- tagged — nopt byaeT nepenaBaTb TErMPOBaHHbIE NAKeTbl A5
VLAN;

- untagged — nopT 6yZeT nepesaBaTb HETErMPOBAHHbIE NAKETbI
ana VLAN.

- vlan_list — cnucok VLAN ID. uanasoH VLAN MoXKHO 3aaaTb
nepeyncieHnem 4yepes 3anATyi0 WM yKa3aTb HayasbHoOe W

non

KOHe4Hoe 3HaueHus guanasoHa yepes geduc "-".

Yaanutb cnucok VLAN ans nHtepodelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/
1 —ecnu yctaHosneH VLAN
Nno YMONYaHMIO

Oo6asutb naeHtnomkatop VLAN nopta (PVID) ana ocHoBHOro
nHTepdelica.
- vlan_id —wpeHTndnKaumnoHHbIi Homep VLAN nopra.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

-/

bunbTpauua BKAOYEHA

BbIKNOUNTL AN OCHOBHOTO  UMHTepdenca oduabTpaumio
BXO4AWMX NAKeTOB Ha OCHOBE MPUCBOEHHOro UM 3Ha4yeHuAa
VLAN ID.

BKAOUUTL 419 OCHOBHOTO MHTEpdeiica duabTpaLmio BXOAALLMX
NakeToB Ha OCHOBE NPUCBOEHHOTO UM 3HadyeHus VLAN ID.

Ecnv dunbTpauma BkAOYEHa, M NakeT He BxoauT B rpynny VLAN
C NpUCBOEHHbIM nakeTy 3HayeHnem VLAN ID, TO naker
oTbpacbiBaeTcA.

switchport general
acceptable-frame-type
{tagged-only |
untagged-only | all}

no switchport general
acceptable-frame-type

-/NpUHUMaTL BCE TUMbI
Kaapos

MpUHMMaTb Ha OCHOBHOM WHTepdelice TONbKO
onpeseneHHoro TMna:

- tagged-only — T0/IbKO TErMpPOBaHHbIE;

- untagged-only — TONbKO He TerMpoBaHHbIe;

- all — Bce Kagpbl.

Kagpbl

MpUHMMaTL Ha OCHOBHOM MHTepdeiice BCe TUMbl KagpoB.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)

group: (1.. 2147483647)

YcTaHOBUTL NpaBuio Knaccudukaumm VLAN ana nHtepodeiica,
OCHOBaHHOE Ha NPMBA3KE K NPOTOKOAY.

- group — aeHTUGUKALMOHHbBIM HOMep rpynnbl;

- vlan_id — vaeHTUdUKaumoHHbI Homep VLAN.

YanuTb NPaBuao KnaccubuKaLumm.

switchport general map
macs-group group vlan
vlan_id

no switchport general map
macs-group group

vlan_id: (1..4094)

group: (1.. 2147483647)

YcTaHOBUTbL NpaBuio Knaccudoukaumm VLAN ana nHtepodeiica,
OCHOBaHHOe Ha npusaske K MAC-agpecy.

- group — uaeHTUGUKALMOHHBI HOMep rpynnbl;

- vlan_id — vaeHTudUKaumoHHbI Homep VLAN.

YanuTb NPaBuao KnaccubuKaLumm.

switchport general map
subnets-group group vlan
vlan_id

vlan_id: (1..4094)

group: (1.. 2147483647)

YcTaHOBUTL NpaBuio Knaccudukaumm VLAN gns nHTepodeiica,
OCHOBaHHOEe Ha npueAsKe K IP-agpecy.
- group — aeHTUGUKALMOHHBIM HOMep rpynnbl;
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no switchport general map
subnets-group group

- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

Yoanutb NpaBuao KnaccuduKkaumu.

switchport dotlq
ethertype egress stag
ethertype

no switchport dotlq
ethertype egress stag

ethertype: (0..ffff)
(hex)/8100

3ameHuTb EtherType B ucxopawmx ¢ pgaHHoro uHTepdeiica
nakeTax.
3HaueHue Ethertype He pomkHO coBnapatb ¢
! 3ape3epBUPOBAHHbIMM HOMEPAMU MPOTOKOJIOB MU
6bITb MeHbLUe MaKCUMaIbHOro pasmepa. OCHOBHble
3ape3epBUpOBaHHbIE HOMmepa NPOTOKON0B
npuBepeHbl B Tabauue 5.37.

3ameHuTb EtherType ucxopsawero c mHTepdeica naketa Ha
3HayYeHMe No YMOHAHMUIO.

switchport dotlq
ethertype ingress stag add
ethertype

switchport dotlq
ethertype ingress stag
remove ethertype

ethertype: (0..ffff) (hex)

Lob6asutb EtherType B Tabanuy nageHtndumkatopos VLAN.
3HaueHue Ethertype He ponkHO coBnagatb ¢

! 3ape3epBUPOBaHHbIMU HOMEpPamMu MPOTOKO/I0B
MAn 6biTb MeHblle MAKCMMaNbHOIO pasmepa.
OcHOBHble 3ape3epBUpOBaHHbIE HOoMmepa
NPOTOKON0B NpuBeAeHbl B Tabnuue 5.37.

Ypanute EtherType us Tabanupl nugeHTMdmratopos VLAN.

switchport customer vilan
vlan_id

no switchport customer
vilan

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb3oBaTeIbCKOro MHTepdeica.
- vlan_id — wpeHTndnKaumnoHHbIi Homep VLAN.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

switchport customer
multicast-tv vlan vian_id

no switchport customer
multicast-tv vlan

vlan_id: (1..4094)

PaspelwaeT npyHMMaTh MHOroOagpecHbIn TpaduK U3 yKasaHHOM
VLAN (He aBnstowelica VLAN nonb3oBaTenbckoro nHtepdeliica)
Ha HacTpavBaemom nHTepdevice, COBMECTHO c
nonb3oBaTeNIAMM  APYFMX  MO/Jb30BATENbCKMX  MOPTOB,
NPUHUMAIOLWMX MHOTOAAPeCHbIM TpaduK M3 aaHHol VLAN.

- vlan_id — wpeHTndnKaunoHHbIi Homep VLAN.

3anpewaer  MNPUMHMMATb  MHOrOaApPECHbIM
HacTpanBaeMom uHTepoelice.

Tpaduk  Ha

switchport forbidden vian
add vian_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094, all)/
Bce VLAN paspelueHbl
nopTty

3anpetutb fobasneHne ykasaHHbix VLAN nopry.

- vlan_list — cnnucok VLAN ID. Ouana3oH VLAN MoXKHO 3afaTb
nepeyncieHMemM 4Yepes 3anATY0 WM YKasaTb HayajbHOE U
KOHeyHoe 3HayeHus guanasoHa yepes geduc "-".

PaspewwnTb fobaBneHne ykazaHHbix VLAN noprty.

switchport forbidden
default-vlan

no switchport forbidden
default-vlan

M0 yMOANYaHMIO YNEHCTBO B
nedontHon VLAN
paspeLleHo

3anpetutb gobasneHune gedontHoi VLAN noprty.

YCTaHOBUTb 3HaYeHMe NO YMOYAHMUIO.

switchport protected-port

no switchport-protected-
port

MepeBoAnT MOPT B PEKUM U30AALMMU BHYTPU FPYNMbl MOPTOB.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

switchport community
community

no switchport community

community: (1..30)

Lob6asnaeT NnopT B cO06LWECTBO (rpynna U3onaumm nopTos).
MopTbl BHYTPM coobuiectBa MOryT obmeHuBaTbca Tpadukom
TONBKO Mexay coboi, a TaKKe C APYrUMU He3alMLLEHHbIMM
nopTamu (Ha KOTOpbIX HET HacTpoiku switchport protected-
port)

- community — uma coobLecTsa.

BoccTaHaBnMBaeT 3HayeHWe MO ymMOAYaHuio. B atom cnyuyae
3alUMLLEHHBIV MOPT ABAAETCA WM30/AMPOBAHHBIM MOPTOM (He
COCTOAILLMM HWU B OAHOM COOOLLECTBE), M OH MOXeT
06MeHMBaTbCA TPAPUKOM TOJIBKO C He3aLLMLLLEHHBIMU MOPTaMK
(Ha KOTOpbIX HET HAacTpoiKK switchport protected-port).

switchport protected
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);

MepeBoanT nopT B pexum Private VLAN Edge. OTtmeHser
MapwpyTusaumio no 6ase AaHHbIX M3ydeHHbIx MAC-agpecos
(FDB) 1 HanpaBnseT BeCb OA4HOAAPECHbIN, MHOrOaAPECHbIN U
LUMpPOKOoBeLLaTesbHbIi TpaduK Ha uplink-nopT.
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no switchport protected

MapLpyT1sauma no 6ase
OAHHbIX n3y4yeHHbix MAC-

Mo ymonyaHuio

ncnonb3lyetca

OTK/Mlo4aeT OTMeHy MaplpyTusaumm no 6ase  AaHHbIX

nsyyeHHbix MAC-agpecos (FDB).
aapecos (FDB)

ip internal-usage-vlan
vlan_id

no ip internal-usage-vlan

3apesepsuposatb VLAN gna BHyTpPeHHEro Mcnonb3oBaHMA Ha
nHTepdelice.

vlan_id: (1..4094)/
- vlan_id — vaeHTUdUKaLMOHHBI Homep VLAN.

HeT pe3sepsa

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

switchport default-vlan
tagged

no switchport default-vlan
tagged

YcTaHOBUTb NOPT Kak Ternpytowmii 8 gedpontHom VLAN.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

Tabnunua 5.37 — OcHOBHble 3ape3epBMpPOBaHHbIE HOMEpPa NPOTOKOI0B

Homep npomokona OnucaHue
0x0800 Internet Protocol Version 4 (IPv4)
0x0806 Address Resolution Protocol (ARP)
0x86DD Internet Protocol Version 6 (IPv6)
0x8808 Ethernet flow control
0x8809 Slow Protocols (IEEE 802.3)
0x8847 MPLS unicast
0x8848 MPLS multicast
0x8863 PPPoE Discovery stage
0x8864 PPPoE Session Stage
0x8870 Jumbo Frames
0x888E EAP over LAN (IEEE 802.1X)
0x88CC LLDP
0x8902 IEEE 802.1ag CFM / Y.1731 OAM

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BunAa 3anpoca KoMaHAHOM CTPOKM peXxmnma rinob6anbHoro KoOHPUrypmpoBaHumsa:

console# configure
console (confiqg) #

Tabnuua 5.38 — KomaHabl pexknuma rnobanbHoro KoHGUrypmMpoBaHus

vlan_id | range vlan
vlan_list }

KomaHoa 3HayeHue/3HayeHue no HAelicmeue
yMOAYaAHUIO
vlan database - Bxog, B pexxmnm KoHourypmposaHmsa VLAN.
vlan mode {basic | tr101} BKAOUNTL  BO3MOXKHOCTb  gobaBneHus Ha  GpusMyeckom
—/basic nHTepdelice B pemume customer cpasy OBYX
naeHtndmrkatopos VLAN.
default interface {vlan Cbpoc Hactpoek wuHTepderica VLAN wam  pgmanasoHa

nHtepdericos VLAN Ha HacTPOMKM MO YMOIYaHUIO.

- vlan_id — vaeHTudUKaumoHHbIi Homep VLAN;

-vlan_list — cnucok VLAN ID. Ouana3soH VLAN MOXHO 334aTtb
nepeymcieHnem 4Yepes 3anATyI0 WAM yKasaTb HayasnbHoe WU
KOHEYHOoe 3HayeHus gManasoHa Yepes gedpuc "-".

vlan_id: (1..4094);
vlan_list: (1..4094)

vlan statistics ingress low

BkntoueHune cuétumkos Bxogawero Tpadumka ana VLAN 1..2047

no vlan statistics ingress -/BbIKNIOYEHO OTKNtoYyeHne CYETYMKOB Bxogsawero Tpaduka ana VLAN
low 1..2047.
vlan statistics ingress high BkntoueHne cuyétumkoB BxogAwero Tpaduka pns  VLAN
2048..4094.
P -/BbIK/IO4EHO -
no vlan statistics ingress OTKkNtoveHne CcYETYMKOB BxogAalwero Tpaduka ana VLAN
high 2048..4094.

vlan statistics egress low

BkntoueHune cuétumKkoB ucxogauero tpaduka ana VLAN 1..2047

-/BbIK/IIOYEHO
(Tonbko ana pexkuma standalone).
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no vlan statistics egress OTKNtoYeHUe CcYETYMKOB ucxoasawero Tpadmka ana VLAN
low 1..2047 (TonbKo Ans pexxmma standalone).
vlan statistics egress high BKntouyeHMe CUYETYMKOB ucxogsAwero Tpaduka ana  VLAN

2048..4094 (TonbKo ans pexkmma standalone).

— -/BbIK/IIOYEHO —
no vlan statistics egress OTKNlOYEeHMEe CYETYMKOB ucxogawero Tpaduka ana VLAN

high 2048..4094 (TonbKO AN pexunma standalone).

V CUyéTuMKm pas3buTtbl Ha 4 6n10Ka:
Ingress 1..2047
Ingress 2048..4094
Egress 1..2047
Egress 2048..4094

OaHOBpPEMEHHO MOXKHO BK/OYUTL He 6onee AByx 610KoB. Ecnm BKAoYeH pexknm qos statistics
(gos statistics interface), To TonbKo 0ANH.

/ Ha Kaxaplii VLAN B 0ogHOM HanpaBaeHuu (rx uam tx) TonbKo 2 c4ETUMKA: Kagpbl U
nakertbl, 6e3 pasgeneHns Ha My/IbTUKACTHble/IOHMKAcTHble/6poaKacTHble.

Mpumep Mcnoab30BaHUA KOMAHAbI:
console#configure
console (config) #vlan database

console (config-vlan) #

KomaHObl pexcuma Privileged EXEC

Bug 3anpoca KomaHAHOM CTpoKM pexkuma Privileged EXEC:

console#

Tabnunuya 5.39 — KomaHab! pexkuma Privileged EXEC

KomaHoa 3HaueHue Aeiicmeue
show vilan - MokasaTb nHpopmaumto no scem VLAN.
show vlan name name name: (1..32) cumBonos | MokasaTb MHPopMauuto no VLAN, MOMCK NO UMEHM.
show vlan tag vian_id vlan_id: (1..4094) MNokaszatb uHopmauuto no VLAN, nouck no naeHtndmkatopy.

. Mokasatb cnuncok VLAN panAa BHYTPEHHEro WCrnoJsib3oBaHuWA
show vlan internal usage —

KOMMYTaTOPOM.

show default-vlan-

membership gi_port: (1..8/0/1..24);

[gigabitethernet gi_port | te_port: (1..8/0/1..4); MokasaTb coctas rpynnbl VLAN no ymonyaHuio.
tengigabitethernet te_port | group: (1..24)

port-channel group ]

KomaHOb1 pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabanuya 5.40 — KomaHab! pexkmma EXEC

KomaHoa 3HaueHue Aelicmeue
show vlan multicast-tv vlan MoKasaTb NOPTbI-UCTOUYHUKM U MPUEMHMKU MHOTOaLPECHOro
vlan_id vlan_id: (1..4094) Tpadumka B gaHHOM VLAN. MopTbl UICTOYHUKM MOTYT, KaK
nepefasaTtb, TaK U NPUHUMATb MHOFOAAPECHbIN TPadUK.
show vlan protocols-groups — MoKasaTb MHbOPMALMIO O rpynmnax MPOTOKO/I0B.
show vlan macs-groups — MokaszaTtb uHPopmauuto o rpynnax MAC-aapecos.
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show interfaces counters
vlan vian_id

vlan_id: (1..4094)

Mokasatb cTatuctuky ana VLAN.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MoKasaTb KOHGWIypaLMIO NOPTa, rPYNMbl NOPTOB.

show interfaces
protected-ports
[gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MokasaTtb cocToAHWe NopToB: B pexkume Private VLAN Edge, B
private-vlan-edge-coobuectse.

port-channel group]

[pumepbl 8b1M0AHEHUS KOMAHO

= [lokaszaTb MHPopmauuto o Bcex VLAN:

console#show vlan

Vlan mode: Basic

Vlan Name Tagged ports Untagged ports Type Authorization
1 - gil/0/4-24,te1/0/1-4,P01-12 Default Required

5 testl gil/0/16-18 gi1/0/1-3 permanent Required

6 test2 gil/0/16-18 - permanent Required

7 - gil/0/16-18 - permanent Required

= [lokasaTb NOPTbl UICTOYHMKM U NPUEMHUKM MHOTroagpecHoro Tpaduka s VLAN 4:

console#show vlan multicast-tv vlan 4

Source ports gi0/1
Receiver ports: gi0/2,gi0/4,9i0/8

= [lokasaTb MHGOPMaLMIO O rPyNnax NPOTOKO/OB:

consolef#show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
Ox86dd (IPv6) Ethernet 3

= [lokasaTb MHGOPMALMIO O rpynnax NnoAceTen:

console# show vlan subnets-groups

Ip Subnet Address Mask Group Id
192.168.16.44 255.255.255.0 1
192.168.16.44 255.255.255.0 2

= [lokasaTb cnncok VLAN ana BHYTpEeHHEero Mcnosib30BaHMA KOMMYTAaTOPOM:

console# show vlan internal usage

Usage VLAN Reserved IP address
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gi0/22 9 Yes Inactive

= [lokasaTb ctatucTmky no VLAN 103:

console>show interfaces counters wvlan 103

Vlan InPkts InOctets OutPkts OutOctets

= [loKasaTb CTAaTUCTUKY NO UHTepdeicam NPU BKAOYEHHbIX cyeTYnKax Tpadmka gnsa VLAN:

console>show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets

gil/0/1 0 0 0
gil/0/2 0 0 0

gil/o0/12 16 14 636 213840

gil/0/23
gil/0/24
tel/0/1
tel/0/2
tel/0/3
tel/0/4

O OO oo

o
(@]
o

Ch InUcastPkts InMcastPkts InBcastPkts InOctets

eNeoNeololoNoNoNoloNoNoNel
cNoNoRoNoNoNoNolNoNoNolNo
eNeoNoBoloNoNoNoloNoNoNoe

Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

eNeoNeoRoloNoNoNoNoloNoNol

Vlan InPkts InOctets OutPkts OutOctets

1 - - 1102 362938

101 - -
102 - -
103 - -
104 - -
105 - -
106 - -

S
O OOk OO O OoOo

168

[eNeoNeo Y oNoNoNeoNo}

57884

cNoNoRoNoNoNolNolNoNoNolNoe]

[cNeoNoNoNoNoNoloNoNoNolNoe)
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107 - - 0 0
108 - - 0 0
122 - - 0 0

= [lokasaTb KOHUrypauuto nopta GigabitEthernet 22:

console# show interfaces switchport gigabitethernet 1/0/22

Port : gi0/22
Port Mode: Access
Gvrp Status: disabled
Ingress Filtering: true
Acceptable Frame Type: admitAll
Ingress UnTagged VLAN ( NATIVE ): 1
Protected: Disabled
Port is member in:

Vlan Name Egress rule Port Membership Type

Vlan Name

Classification rules:
Protocol based VLANs:
Group ID Vlan ID
Subnet based VLANs:
Group ID Vlan ID

5.8.3 Hacmpolika Private VLAN

TexHonorus Private VLAN (PVLAN) no3sonsieT Npom3BoAuTb pasrpaHmuyeHme TpadmKa Ha BTOPOM
ypoBHe mogenn OSlI  mexgy noptamu  KOMMYyTaTopa, KOTopble HaxoAAaTcA B  OAHOM
LWMPOKOBELLLATE/IbHOM JOMEHE.

Ha KommyTaTopax MOKeT 6bITb CKOHPUryprposaHo Tpu Tuna PVLAN-nopTos:

— promiscuous — NopT, KOTOPbI cnocobeH 06MeHNBATLCA JAaHHBIMU MeXKAY 06bIMM
nHTepdelicamum, Bkntoyas isolated 1 community noptel PVLAN;

— isolated — nopT, KOTOPbI NONHOCTLIO M30/IMPOBAH OT APYrMX NOPTOB BHYTPWU OGHOTO 1 TOrO
e PVLAN, Ho He oT promiscuous-noptoB. PVLANbI 610KMpYOT BECb TPAadUK, MAYLLNA B
CTOpoHYy isolated-nopToB, Kpome TpaduKa Co CTOPOHbI promiscuous NOPTOB; NAKETbl CO
CTOpPOHbI isolated-nopToB MoryT nepeaaBaTbCA TO/BKO B CTOPOHY Promiscuous-nopTos;

— community — rpynna nopToB, KOTOPble MOryT 06MeHMBaTLCA AaHHbIMU MeXay cobol
promiscuous-nopTamu, 3sTn uHTepdencbl oTAeNeHbl Ha BTOPOM ypoBHe mozaenn OSI oT Bcex
oCTasibHbIX community-uHTepdelicoB., a TakKe isolated-nopTos BHyTpK PVLAN.

Mpouecc BbINOAHEHUA GYHKLUWN AONONHUTENBHOTO pa3geneHunsa NopTos C NOMOLLBIO TEXHONOTUK
Private VLAN npepcTaBneH Ha pucyHke 23.
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Promiscuous ports

=X

VLAN 100

Switch A

Trunk ports

VLAN 100

Switch B

—

-

VLAN 201

VLAN 100 =
VLAN 201 = Secondary isolated VLAN

DO

VLAN 202

-

J

=l

VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

Primary VLAN

VLAN 202 = Secondary community VLAN

PucyHok 23 — lpumep pabomsi mexHonozuu Private VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypupoBaHus wuHTepdeiica Ethernet,

nHtepoeiica VLAN, nHtepdeiica rpynnbl NOPTOB:

consolef#configure
console (config) #interface {tengigabitethernet te port | gigabitethernet

gi port

|port-channel group |

console (config-if) #

range {..}| vlan vlan id}

Tabnnua 5.41 — KomaHabl perknma KoHourypupoBaHus nHtepdeiica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

mode: (promiscuous, host)

3agaTtb perkmm paboTbl nopTta B VLAN.
- mode — pexxvum paboTbl nopta B VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOHAHUIO.

switchport private-vlan
mapping primary_vlan
[add | remove
secondary_vilan]

no switchport private-vlan
mapping

primary_vlan: (1..4094);
secondary_vlan: (1..4094)

[o6aButb (yAanuTb) OCHOBHYO M BTOpocTeneHHble VLAN Ha
promiscuous nHTepdeiic .
ﬁ Ha oguH promiscuous uHTepdeiic Henb3a A06aBUTbL

6onbLie ogHoit primary vian.

YpanuTb oCHOBHYO 1 BTOpOocTeneHHble VLAN.

switchport private-vlan
host-association
primary_vilan
secondary_vilan

no switchport private-vlan
host-association

primary_vlan: (1..4094)
secondary_vlan (1..4094)

[Oob6asuTtb primary u secondary vlan Ha host nHtepdeiic .
ﬂ Ha oauH host nHtepdeiic Henb3a f06aBUTb 60nbLUIE

oaHoro secondary vian.
Yaanutb OCHOBHYIO 1 BTopocTeneHHble VLAN.
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Tabnnuya 5.42 — KomaHpgbl pexxnuma KoHduUrypupoBaHua nHtepdeica VLAN

KomaHoa

3HayeHue/3HavyeHue no

elicmeue
YMOAYAHUIO A

private-vlan {primary |
isolated | community}

no private-vlan

BKAtounTb mexaHm3m Private VLAN v 3agaTb TMN MHTepdeiica.

OTKNOYNTb MexaHn3m Private VLAN.

private-vlan association
[add | remove]

no private-vlan association

[o6aBuTb (yaanuTe) npmessKy BTopocteneHHon VLAN K
OCHOBHOMW. HacTpolika npMmeHMma TonbKo ans primary VLAN.

secondary_vlan (1..4094)
Yaanutb npusAasky sTopocteneHHoi VLAN K OCHOBHOW.

V; MaKcumanbHoe KonnmyecTBo BTopocteneHHbix VLAN — 256
' MaKcumanbHoe Konudectso community VLAN, KoTopbie moryT 6biTb
accouMmupoBaHbl c ogHo ocHoBHOM VLAN — 8.

Mpumep HacTpolkn nHTepdeincos Kommytatopa SW1 (puc.23)

promiscuous-nopt — interface gigabitethernet 1/0/4
isolated-nopt — gigabitethernet 1/0/1
community-nopt — gigabitethernet 1/0/2, 1/0/3

interface gigabitethernet 1/0/1

switchport mode host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

|

interface gigabitethernet 1/0/2

switchport mode host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/3

switchport mode host

description Community-2

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/4

switchport mode promiscuous

description to Router

switchport forbidden default-vlan

switchport private-vlan mapping 100 add 201-202
exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

|

interface vlan 201

name isolate

private-vlan isolated

82

Ethernet-kommymamopesi cepuu MES3000




HELTEX

exit
1

name community

exit

interface vlan 202

private-vlan community

5.8.4 Hacmpolika uimepdpelica IP

IP-uHTepdenc cospaérca npu HasHavyeHun IP-agpeca Ha nobolt U3 UHTepdencoB yCcTponcTea
gigabitethernet, tengigabitethernet, port-channel uau vlan.

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHPUrypupoBaHus nHtepdelica IP.

console#configure
console (config) #interface ip A.B.C.D
console (config-ip) #

[aHHbIN peXkMm [OoCTyneH U3 pexkMma KOHPUIypupoBaHMA W npefHasHayeH Ans 33a4aHus
napameTpoB KOHGUrypaumm nutepdenca IP.

Tabnunua 5.43 — KomaHgbl pexxnuma KoHOUrypupoBaHua nHtepdeica IP

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
YyMOAYAHUIO
broadcast-address HasHauaeT WupoBeLLaTebHbIM agpec Ans uHTepdeiica
{255.255.255.255 [ 0.0.0.0} -/255.255.255.255 ]
no broadcast-address BoccTaHaBnvBaeT 3HaYeHMe NO YMOYAHUIO.
directed-broadcast BkntouaeT dpyHKuMo nepesBoga IP directed-broadcast naketa B
CTAHAAPTHBIA  LUIMPOKOBELLATENbHBIN MNaKeT W paspeluaeT
-/BbIK/IIOYEH . .
nepegadvy yepes BblbpaHHbIV MHTEepbeENC.
no directed-broadcast 3anpeuwaet TpaHcaaumio IP directed-broadcast naketos.
source-precedence HasHauaeT Tekywwit IP-uHTepdeinc npeanoduTUTENbHbIM ANA
ucnonb3oBaHua ero ¢yHkumenr DHCP Relay. IP-agpec
nHTepdeiica byaeT MCNob30BaH B Ka4ecTBe agpeca UCTOYHMKA
coobuieHmit DHCP Relay.
-/BbIK/OYEH Ecnn Ha wHTepdelice KommyTaTopa CO34aHO HECKoibKo |P-
uHTepoericos, To ana pabotbl DHCP Relay 6ygeTt Bbl6paH
WHTepdEeNc ¢ NPM3HAKOM NpeanoYTeHuns (ecam Takon umeeTcs)
W HaumeHbLKm IP-agpecom.
no source-precedence OTMeHsAEeT HaCTPOMKY NpeanoYTeHus.
ip irdp PaspelaeT paccbiiiky aHoHcoB npoTokona IRDP (ICMP Router
-/BbIKAOYEH Discovery Protocol)
no ip irdp OTKAtOYaeT PacChbl/IKy aHOHCOB.

[pumepbl 8bIM0AHEHUS KOMAHO

= Brnatountb dyHKUMIO directed-broadcast:

console#configure

console (config) #interface PortChannel 1
console (config-if) #ip address 100.0.0.1 /24
console (config-if) #fexit

console (config) #interface ip 100.0.0.1
console (config-ip) #directed-broadcast

— o~ o~ —~
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5.9 Selective Q-in-Q

[aHHasa GyHKLUMA NO3BOAIAET HAa OCHOBE CKOHOUIYPUPOBAHHbIX NpaBua GuabTpaLmm No Homepam
BHyTpeHHMXx VLAN (Customer VLAN) npounsBoguTb aobasneHune BHewHero SPVLAN (Service Provider’s
VLAN), nogmensTb Customer VLAN, a Tak»Ke 3anpeluatb NpoxoxKaeHne TpaduKa.

[na ycTpoicTBa co34aeTcA CNMCOK MPaBWJ, HA OCHOBAHWW KoToporo ByaeT obpabaTbiBaTbCA
Tpaduk.

V Hanuuue xota 6bl ogHoro npasuna Selective Q-in-Q Ha uHTepdeiice sanpewaet
BKAOYeHMe GYHKL MU NOrMpoOBaHUNA «LUTOPMa» Ha 3TOM UHTepddelice.

KomaHOb!I pexuma KoHguaypuposaHua UHmepgelica (duana3oHa uHmepgelicos)
Ethernet u Port-Channel

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma KOHPUrypupoBaHMA nHTepdeinca KOHGUIypUpoBaHUA:

console#configure

console (config) #interface { gigabitethernet gi port | tengigabitethernet
te port | port-channel group | range {..}}

console (config-if) #

Tabnnua 5.44 — KomaHAapl pexknma KOHPUrypuposaHus WHTepdeica (amManasoHa uHTepdeincos)
Ethernet

KomaHoa

3HayeHue

Aelicmeue

selective-qinq list ingress
add_vlan vian_id [ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id:
(1..4094)

Co3paeT npaBWaO, Ha OCHOBAaHMM KOTOPOrO K BXOAALeMy
naKeTy C BHEWHel meTKow ingress_vlan_id 6ypet pobasnatbca
BTOpas meTka vlan_id. Ecnv ingress_vilan_id He yKa3sbiBaTb —
npasuao ByseT NPUMEHATLCA KO BCEM BXOAALLMM MakeTam, K
KOTOpPbIM He 6blIv NPUMEHEHbI ApYyrve npasuaa («npasuao no
YMONYAHUION).

selective-ginq list ingress deny
[ingress_vlan ingress_vlan_id]

ingress_vlan_id:
(1..4094)

CosfaeT 3anpeuiatouiee NpPaBuIo, Ha OCHOBAaHUM KOTOPOro
BXOAALME MaKeTbl C BHELWHeN meTKoW Tera ingress_vlan_id
b6yayT otbpacbiBaTbea. Ecnun ingress_vlan_id He yka3biBaeTcs —
6yayT oTOpacbiBaTLCA BCE BXOAALME NAKETHI.

selective-qinq list ingress
permit [ingress_vlan
ingress_vlan_id]

ingress_vlan_id:
(1..4094)

Co3paeT paspeluatollee MpPaBMAO, Ha OCHOBAaHWUM KOTOPOro
BXOAALLME NaKeTbl C BHeLWHeW meTkon Tera ingress_vlan_id
6yayT nepenasatbea 6e3 nsmeHeHui. Ecau ingress_vian_id He
yKasblBaeTcA — byayT nepenaBaTtbcA BCe BXoAALMe nakeTbl 6e3
U3MEHEHWN.

selective-qinq list ingress
override_vlan vian_id
[ingress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id:
(1..4094)

Co3faeTt NpaBWao, Ha OCHOBAaHUWM KOTOPOTO BHELUHAA MEeTKa
ingress_vlan_id Bxopawero naketa 6yaeT 3ameHATbCA Ha
vlan_id. Ecau ingress_vlan_id He yka3biBaTb — npasuno byaet
MPUMEHATBCA KO BCEM BXOAALLMM MaKeTaMm.

no selective-qing list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094)

Ypanaet ykasaHHoe npasusio selective ging ana Bxogsawmx
naketoB. KomaHga 6e3 napameTtpa «ingress vlan» yaanset
NpaBuO MO YMOYAHMIO.

selective-qinq list egress
override_vlan vian_id
[ingress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id:
(1..4094)

Co3paeT nNpaBu/io, Ha OCHOBAaHWM KOTOPOrO BHELWHAA MeTKa
ingress_vlan_id wvcxopswero naketa 6yaeT 3ameHATbCA Ha
vlan_id. Ecnv ingress_vlan_id He yKka3biBaTb — NnpaBuio byaer
NPUMEHATLCA KaK NMPaBM/Io Mo YMOAYaHMIO.

no selective-qinq list egress
ingress-vlan vian_id

vlan_id: (1..4094)

YpanaeT cnucok npasun selective qging ana  ucxopawmx
nakeToB.
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KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunuya 5.45 — KomaHgb! pexkuma EXEC

KomaHoa 3HaueHue Aelicmeue
show selective-ginq — OTobparkaeT cnucok npasun selective qing.
show selective-ging
interf. igabiteth t i t: (1..8/0/1..24);
'9 erace{ggéble. erne gi_port: (1..8/0/ ) OTobparkaeT cnucok npasun selective ging Ans ykasaHHoro
gi_port | tengigabitethernet te_port: (1..8/0/1..4);

nopra.

te_port | port-channel group:(1..12)
group}

[pumepbl 8b1M0AHEHUS KOMAHO

= Cos3pgaTb NpaBMAO, HA OCHOBAaHMM KOTOPOrO BHELWHAA MeTKa BxoAswero naketa 11 6yaer
3ameHATbeA Ha 10.

consolef#configure

console (config) #interface gigabitethernet 1/0/1

console (config-if) #selective-qing list ingress override vlan 10 ingress-
vlan 11

console (config-if) #end

= OT06pasnTb CNNCOK CO3AaHHbIX Npasua selective ging:

consolef#show selective-gqing

Direction Interface Rule type Vlan ID Classification by Parameter

ingress gi0/1 override vlan 10 ingress_vlan 11

5.10

Storm Control pgna pasnaunuHoro Tpaduka (broadcast, multicast, unknown,
unicast)

«LTtopm» BO3HMKaeT Bc/ieACTBME Ype3aMepHOro Kosmyectsa broadcast-, multicast-, unknown

unicast-coobLieHunii, 0A4HOBPEMEHHO NepeaaBaeMblX MO CeTM Yepe3 OAMH MOPT, YTO MPUBOAUT K
neperpyske pecypcoB CeTM WM NOABAEHUIO 3adepXKeK. «LLUTopm» MOMKeT BO3HWKHYTb MpuU Haanduu
«3aKO0/1bLLOBAHHbIX» cermeHToB B ceTu Ethernet.

KommyTaTop M3mepsieT CKOpOCTb MPUHMMAEMOTO LUMPOKOBELLATENIbHOTO, MHOrOaApPECHOro U

Hen3BeCTHOro ogHoaApPecHoOro Tpad)VIKa ANA NoOpPTOB C BKIKOYEHHBbIM KOHTPOJIEM LLUMPOKOBELLATE/IBHOIO
«wTopma» un OT6paCbIBBET NaKeTbl, €C/IN CKOPOCTb NpeBbIWAET 3a4aHHOE MAaKCMMa/IbHOE 3Ha4YeHNE

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexMme KOHIUTrypupoBaHus WHTepdeica Ethernet,

nHTepdelica rpynnbl NOPTOB:

console (config-if)#
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Tabnunua 5.46 — KomaHgb! pexxnuma KoHdUrypupoBaHua nHtepdeica Ethernet

KomaHda

3HayeHue/3HavyeHue no
YMOAYAHUIO

Aelicmeue

storm-control multicast
enable

no storm-control multicast
enable

-/dYHKLMA BbIKNOYEHA

BK/ItO4aeT KOHTPO/Ib MHOrOa4pPecHoro Tpaduka.

BbIK/NHOYAET KOHTPO/Ib MHOFOA4PEecHOro TpaduKa.

storm-control multicast
level kbps rate

no port storm-control
multicast level

rate: (1..1000000)/3500
Kéut/c

3afaeT MaKCMManbHY CKOPOCTb MHOTOaAPECcHOro Tpaduka.

YcTaHaBAMBAET 3HA4YeHUe No YMOYaHUIO.

storm-control
unknown-unicast enable

no storm-control
unknown-unicast enable

-/dYHKLMA BbIKNOYEHA

BK/1IO4AET KOHTPOJIb HEM3BECTHOTO 0AHOAAPecHoro Tpaduka.

BbIK/HOYAET KOHTPOJIb HEU3BECTHOMO O4HOAAPECHOTO TpaduKa.

storm-control
unknown-unicast level
kbps rate

no port storm-control
unknown-unicast level

rate: (1..1000000)/3500
Kéut/c

3agaet MaKCMMabHYo
opHoagpecHoro TpadmKa.

CKOPOCTb HEN3BeCTHOro

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

storm-control broadcast
enable

no storm-control broadcast
enable

-/dYHKLMA BbIKNOYEHA

BK/IlO4aEeT KOHTPO/Ib WMPOKOBELATeIbHOTO TpaduKa.

BbIKNtOYAET KOHTPO/Ib LMPOKOBELLATENIbHOTO TpaduKa.

storm-control broadcast
logging

no storm-control broadcast
logging

-/byHKUMA BbIKNOYEHA

BkntouaeT nornposaHue «wropma». JlormposaHue mHoroag-
pecHoro n ogHoagpecHoro Tpaduka He oCcyLecTBAAETCA.
V BKAloYeHUe NOrMpoBaHUA «LITOpPMa» 3anpeLaer
KOoHUrypuposaHue npasua SQinQ Ha 3TOM MHTep-
deiice.

BbIKntoYaeT norMpoBaHue WUPOKOBELLATEIbHOTO «LITOPMa».

storm-control broadcast
shutdown

no storm-control
broadcast shutdown

-/dYHKLMA BbIKNOYEH]

OTKAtOYaeT uHTepdenc Npu 06HaPYKEHUN KLUITOPMAY».

®DYHKLUMA BbIKAIOYEHUA UHTepdeiica Nnpu obHapy:Ke-
V HUM «LWITOPMa» 3anpeLtaeT KOHGUrypupoBaHue npa-
Bun SQinQ Ha 3Tom UHTepddeiice.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

storm-control broadcast
level kbps rate

no port storm-control
broadcast level

rate: (1..1000000)/3500
Kéut/c

3a/laeT MaKCMMaNbHYO CKOPOCTb A/1A LUMPOKOBELLATE/IbHOMO
Tpaduka.

YcTaHaBAMBaeT 3HAYEHNE MO YMOIYAHUIO.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 5.47 — KomaHgb! pexkuma EXEC

KomaHoa 3HayeHue Aelicmeue
sh_ow :f,torm-contrt?l gi_port: (1..8/0/1..24); MokasbiBaeT KoHoUrypaumio oyHKUMKM storm-control ana
[gigabitethernet gi_port | te_port: (1..8/0/1..4) YKa3aHHoro nopta, 1Mbo Bcex NopToB.
tengigabitethernet te_port] —Port:L.. "
’ ] Storm-control He orpaHnunBaetr DHCP-, ARP-, IGMP-Tpa¢duk Bo VLAN, B KOTOPbIX BK/AIOUEH

e DHCP Snooping, ARP Inspection, IGMP Snooping.
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[pumepbl 8b1MOAHEHUS KOMAHO

= BKAOUYATb KOHTPO/Ab LIMPOKOBELWATENbHOrO, MHOr0aApPecHoro W Heu3BeCTHOro
oaHoaapecHoro Tpaduka Ha 15 uHTepdelice Ethernet. YcTaHOBUTb MaKCUMaNbHYHO
CKOPOCTb A/18 WnpoKoBseLlatenbHoro tpadumka - 5000K6/c:

console#configure

console (config) #interface gigabitethernet 1/0/15

console (config-if) #storm-control broadcast enable

console (config-if) #storm-control multicast enable

console (config-if) #storm-control unknown-unicast enable
console (config-if) #storm-control broadcast level kbps 5000

5.11 Fpynnbl arperauum KaHanos — Link Agregation Group (LAG)

KommyTtatopbl MES3000 obecneunBaeT noadeprkky A0 ABaguaTn 4eTblpex WHTepdeiicos
Ethernet B ogHol rpynne noptos LAG n go socbmu rpynn LAG Ha yCTPOMCTBE WUN CTEKE YCTPOMCTB.
Kaxkgaa rpynna nopToB [O/XKHa COCTOATb M3 WMHTepdeicoB Ethernet ¢ oAMHAKoBOWM CKOPOCTLIO,
paboTatlowmx B AynnekcHom pexume. ObbeaMHeEHME MNOPTOB B TPynmny YyBEAMUYMBAET MPOMYCKHYIO
CNOCOBHOCTb KaHana MeXay B3anMoaenCTBYOWUMIN YCTPOMCTBAMM U NOBbILLAET OTKA30yCTOMUYNBOCTD.
pynna nopTtoB ABAAETCA AN1A KOMMYTATOPa OAHUM NOrMYECKMM MOPTOM.

YCTpoWcTBO NoAfepKMBAET ABa pexkuma paboTbl rpynnbl NOPTOB — CTaTMYecKasa rpynna u
rpynna, pabotatowas no npotokony LACP. PaboTta no npotokony LACP onuncaHa B COOTBETCTBYIOLLEM
pa3sgene KoHGUrypaymm.

/ Ecan gna uHtepdeiica nponsseaeHbl HACTPOIKK, TO ana aobasneHus ero B rpynny
cnepyet BePHYTb HACTPOMKMU NO YMOHAHMIO.

[obaBneHne uHTepdeicoB B rpynny arperaumMyM KaHaAOB AOCTYNMHO TO/bKO B peume
KoHoUrypuposaHma nHtepoeica Ethernet.

Buza 3anpoca KoMaHAHOM CTPOKM B pexume KOHPUrypuposaHma nntepoeiica Ethernet:

console (config-if) #

Tabnnua 5.48 — KomaHgb! pexxnuma KoHOUrypuposaHua nHtepdeica Ethernet

KomaHoa 3HayeHue Aelicmeue
channel-group group mode [Oob6asutb ethernet-nHtepdeiic B rpynny nopTos.
mode - on — n,o6aBUTb NOPT B KaHan 6e3 LACP;
group: (1..24); - passive - n,o6aBuTbL NOPT B KaHan ¢ LACP B pexknume «passive;
mode: (on, passive, auto) | - auto — no6asuTb NOpT B KaHan ¢ LACP B pexunme «active».
no channel-group Yaanutb Ethernet-untepdeiic 13 rpynnbl nopTos.

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoro KoHGUrypnuposaHusa:

console#configure
console (config) #
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Tabnnua 5.49 — KomaHpgb! pexknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HaveHue

Aelicmesue

port-channel load-balance
{src-dst-mac-ip |
src-dst-mac | src-dst-ip |
src-dst-mac-ip-port |
dst-mac | dst-ip |

src-mac | src-ip}
[mpls-aware]

-/src-dst-mac

3apaeT mexaHusm 6anaHCMPOBKM HArpysku Ana  rpynnbl
arperMpoBaHHbIX MOPTOB.
- src-dst-mac-ip — mexaHu3m 6anaHCMpPOBKM OCHOBbLIBAETCA HA
MAC-agpece u IP-agpece;
- src-dst-mac — mexaHu3m 6anaHCMpPOBKM OCHOBbLIBAETCA Ha

MAC-agpece;

- src-dst-ip — mexaHn3m HanaHcMpoBKM OCHOBbIBAETCA Ha IP-
agpece;

- src-dst-mac-ip-port -  mexaHu3m H6anaHCMpPOBKM

ocHoBbiBaeTcA Ha MAC-agpece, IP-agpece wn nopte
Ha3HayeHus;

- dst-mac — mexaHu3m 6anaHCUMPOBKM OCHOBbIBaeTcA Ha MAC-
agpece nony4yatens;

- dst-ip — mexaHuM3m 6anaHcMpoBKM OCHOBbIBaeTcA Ha IP-
agpece nony4yartens;

- src-mac — MexaHn3m 6anaHCMPOBKM OCHOBbIBaeTcA Ha MAC-
agpece oTnpasuTens;

- src-ip —mexaHun3m 6anaHCcMpPoBKKM OCHOBbIBaeTcA Ha IP-agpece
OoTnpaBuTens;

- mpls-aware — BKAoYeHue napcuHra L3/L4-3aronoskos
naketoB ¢ MPLS-meTkammM  ana  BCcero  yCTPOWCTBa.
OnuMoHaNbHbIN NapameTp, aKTyaneH TOJ/IbKO C pexumamwu
H6anaHcnpoBKu no L3/L4-3aronosKam nakera.

Bupg 3anpoca KOMaHAHOM CTPOKK perxnma EXEC:

console>

Tabanuya 5.50 — KomaHgb! pexkuma EXEC

KomaHoa

3HaveHue

Aelicmesue

show interfaces
channel-group [group]

group: (1..24)

MoKasbiBaeT MHbOPMaLMIO NO rpynne KaHanos.

5.11.1 CmamuuyecKue 2pynnel azpe2ayuu KaHA108

®yHKuMel ctatnyeckmx rpynn LAG aBnseTtca o6begmMHeHWe HECKONbKUX GU3UYECKUX KaHANOoB B

OAuWH, 4YTO NO3BONAET

YBE/INYNTD

NPONyCKHYO CNOCOBHOCTb KaHana W MOBLICUTbL €ro

OTKa3OYCTOV1‘4MBOCTb. Ana ctatnyeckux rpynn npuopuTeT UCNOJIb30BaHMA KaHao0B B 06'be,EI,VIHEHHOM

ny4yke He 3a4aeTcA.

/' ) [na BkaoueHns pabotbl HTepdeiica B cocTaBe CTaTUUECKOM rPynnbl UCNONb3YiiTe
KomaHay channel-group {group} mode on B pexkume KoHoUrypmuposaHus

cooTBeTCTBYIOWeEro nHrepdeiica.

5.11.2 NMpomokon azpezayuu KaHanoe LACP

dyHKuMelt npoTokona Link Aggregation Control Protocol (LACP) sBnseTcA obbeguHeHue
HECKO/IbKNX PU3MUECKUX KaHa/IoB B OAMH. ArpermpoBaHue KaHanoB MCMOJb3yeTcA A/1A YBeNYEHUS
NPONYCKHOM CNOCOBHOCTM KaHana M NOBbILEHWUA ero oTKasoyctonunsoct. LACP nossonseT nepesasaTb
TpaduK No 06beMHEHHbIM KaHaNaM B COOTBETCTBUM C 3aZ,aHHbIMU MPUOPUTETAMM.

V DOna BknoueHns pabotbl nHTepdeiica no npotokony LACP ucnonb3yiite KomaHay
channel-group {group} mode auto B pe:xume KOHGPUrypUPOBaAHUA COOTBETCTBYIOLLLETO

uHTepdeiica.
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KomaHObI pexcuma 2106a16H020 KOHGU2YpUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIrypupoBaHus:

console (config) #

Tabnnuya 5.51 — KomaHgb! pexxnuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmesue

lacp system-priority value

value: (1..65535)/1

no lacp system-priority

YcTaHaBAWBaeT NPUOPUTET CUCTEMBI.

YcTaHaBAMBaET 3HauYeHWe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgetica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B peume KoHdUrypuposaHua nHtepdelica Ethernet:

console (config-if)#

Tabnunua 5.52 — KomaHgb! pexknuma KoHdUrypupoBaHua nHtepdeica Ethernet

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aeiicmeue

lacp timeout {long | short}
Mo ymonyaHuio

MCNO/Ib3YeTCs 3HaYeHue
long

no lacp timeout

YcTaHaBAMBaeT aAMUHUCTPATUBHDBIN TalimayT npoTokona LACP:
- long — anuTenbHoe Bpema TalimayTa;
- short — manoe Bpems TaiimayTa.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

lacp port-priority value
no lacp port-priority

value: (1..65535/1)

YcTaHaBAnBaeT npuoputeT nHtepdelica Ethernet.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.53 — KomaHgb! pexkuma EXEC

3HayeHue/3HayeHue no

Aelicmeue

Komanxda
YMOMYAHUIO
show lacp {gigabitethernet
gi_port |
tengigabitethernet gi_port: (1..8/0/1..24);

te_port} [parameters | te_port: (1..8/0/1..4)

statistics | protocol-state]

MoKa3sblBaeT MHbopmaLuio o npoTokone LACP ans nHtepdeica
Ethernet. Ecnun AOMONHUTENbHbIE napameTpbl He
ncnonb3ytoTcs, To byaeT nokasaHa BcA MHPopmaumsa.

- parameters — noka3biBaeT NapameTpbl HACTPOMKM NPOTOKONA;
- statistics — noKasblBaeT CTaTUCTUKY paboTbl NPOTOKONA;

- protocol-state — nokasbiBaeT cocTosHMe paboTbl NPOTOKONA.

show lacp port-channel

roup: (1..24
[group] group: (1-24)

Moka3sbiBaeT UHPopmaumo o npoTtokone LACP ansa rpynnbl
nopToB.

[Mpumepbl 8bINOAHEHUA KOMAHO

= Co3patb nepsyto rpynny noptos, paboTatouyto no npoTtokosy LACP 1 BKAlOYaloLWyto ABa
uHTepodeiica Ethernet — 3 n 4. CkopocTtb paboTbl rpynnbl — 1000 M6ut/c. YcTaHOBUTb
npuopuTeT cuctembl — 6, npuopuTeTbl 12 1 13 ana noptos 3 1 4 COOTBETCTBEHHO.

console#configure

console (config) #lacp system-priority 6
console (config) #interface port-channel 1

console (config-if) #speed 1000
console (config-if) #exit

console (config-if) #speed 1000

(
(
(
console (config) #interface gigabitethernet 1/0/3
(
(

console (config-if) #channel-group 1 mode auto

Ethernet-kommymamopesi cepuu MES3000 89




HELTEX

console (config-if) #lacp port-priority 12
console (config-if) #fexit

console (config) #interface gigabitethernet 1/0/4
console (config-if) #speed 1000

console (config-if) #channel-group 1 mode auto
console (config-if) #lacp port-priority 13
console (config-if) #fexit

5.12 Hactpoiika IPv4-agpecauumn

B naHHOM pasaene onmMcaHbl KOMaHAbl A1 HAaCTPOMKM CTaTUYECKMX napameTpoB IP-agpecaumn,
TaKKX KakK IP-agpec, macKa NoAceTy, Wto3 no ymondaHuto. Hactpoika npotokonos DNS n ARP onuvcaHa
B COOTBETCTBYIOLLMX pa3aenax AOKYMeHTauum.

KomaHObI pexcuma KoHguaypuposaHud uHmepgelica Ethernet, uHmepagelica epynnoi
nopmos, VLAN, uHmepgetica Loopback

Bua 3anpoca KOMaHAHOM CTPOKM B peXume KOHOUrypupoBaHusa wHTepdeica Ethernet,
nHTepoelica rpynnbl nopTos, MHTepdelicos VLAN:

console (config-if) #

Tabnunua 5.54 — KomaHgb! pexxnuma KoHdUrypupoBaHua nHtepdeica Ethernet

KomaHoa 3HayeHue Aelicmesue
ip address ip_address mask HasHayeHue 3agmaHHOMy WuHTepdelicy |IP-agpeca, Mmacku
[gateway | prefix_length] prefix_length: (8 .. 30) noaceT! 1 apeca LWk3a Mo YyMOYaHUIo.
no ip address [ip_address ] Ypnanenue IP-agpeca nHtepdelica.
ip address dhcp MonyyeHne IP-agpeca gns HacTpaMBaemoro uHTepdeica oT
DHCP-cepsepa.
— V He ucnonb3syerca gna loopback-unrepdeiica.
no ip address dhcp 3anpeT ucnonb3oBaHua npotokona DHCP ana nonyyeHus IP-
aapeca BbIbpaHHbIM UHTEPdENCOM.
ip unnumbered vlan PaspelaeT KoHdUryprpyemomy nHtepdelicy 3ammcrsosatb IP-
vlan_id appeca nHtepoeica VLAN vian_id.
- vian_id: (1..4094) AP pé — .
®yHKUMA NpumeHnma Tonbko gna VLAN nHtepoericos.
no ip unnumbered vian OTKAtoYaeT GYHKLMIO 3aMMCTBOBaHMA agpeca.
ip icmp unreachables BblkntoyeHue oTnpasku icmp unreachable.
disable
— -/BKNIOYEHO -
no ip icmp unreachables BkntoyeHune otnpasku icmp unreachable.
disable

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BuAa 3anpoca KOMaHAHOWM CTPOKM B peXume rnobasibHoro KOHGUrypmpoBaHUs:
console (config) #

Tabnnuya 5.55 — KomaHgbl pexknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa 3HayeHue HAelicmeue
ip default-gateway 3ajaer 4N18 KOMMYTaToOpa agpec LW/3a No YMOAYaHUIO.
, -/WAto3 Mo YMONYaAHMIO He
ip_address sanan
no ip default-gateway YpanaeT HazHa4YeHHbIM agpec W/o3a No YMOIYAHUIO.
ip helper-address BKkntoyaeT nepeagpecaumto  WMpoKosewaTtenbHbix  UDP-
{ip_interface | all} -/BbIKOYEHO NMaKeToB Ha onpeaeneHHbIl agpec.
ip_address [udp_port_list]
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no ip helper-address
{ip_interface | all}
ip_address

- ip_interface — IP-agpec
BbINOJIHAETCA HACTPOIKa;

- all — nosBonset BbIOpaTh Bce |IP-nHTepdechl yCTPOICTBa;

- ip_address — IP-agpec Ha3HauyeHWs, Ha KOTopbiM byayT
nepeHanpasnATbcA naketbl. 3HayeHue 0.0.0.0 oTkawovaer
nepeagpecauuio;

- udp_port_list — cnucok noptos UDP. LUnpokoBelLaTenbHbll
TpaduK, HanpaB/ieHHbI Ha NepevnciaeHHble B CMUCKe NOpPTh,
nopBepraeTcA  nepeagpecaumu. MakcumanbHoe  oblee
KO/IMYeCcTBO NMOPTOB U afpPECOB HA yCTpoiicTBo — 128.

uHTepdelica, ANA KOTOpPOro

OTMeHseT nepeaspecaumio Ha 3afaHHbIX nHTepdelicax.

ip unnumbered proxy-arp

no ip unnumbered proxy-
arp

-/BbIKNOYEHO

BKntoyaeT peTpaHcaaymio coobueHuii npotokona ARP mexay
UHTEpdelricamn, KoTopble  WMCNO/b3YIT  TEXHONOMMK  ip
unnumbered.

OTkntoyaeT dpyHKuUmto ARP proxy.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexxume Privileged EXEC:

console#

Tabanuya 5.56 - KomaHgb! pexkmma Privileged EXEC

KomaHoa

3HavyeHue

Aelicmeue

clear host dhcp {name | *}

name: (1..158) cumsonos

YpanaeT U3 namAtu nosyvyeHHble no npotokony DHCP 3anucm
COOTBETCTBUI MMeH nHTepdeiicos n nx IP-agpecos.
* — yAanuTb BCe COOTBETCTBUA.

renew dhcp
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group|
vlan vian_id}
[force-autoconfig]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1..4094)

Otnpasnsaer 3anpoc K DHCP-cepsepy Ha o6HoBneHue IP-
agpeca.

- force-autoconfig — npu o6HoBNEHMHK IP-appeca 3arpyxkaeTcs
KoHdurypaums c TFTP-cepsepa.

show ip helper-address
[ip_interface ]

OTobpakaeT Tabauuy nepeagpecalmn LIMPOKOBELLATENbHbIX
UDP-nakeToB.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console>

KomaHgpl pexknma EXEC npeactasneHbl B Tabaunue 5.57.

Tabnnuya 5.57 — KomaHgb! pexkuma EXEC

KomaHoa

3HavyeHue

Aelicmeue

show ip interface
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group|
vlan vian_id | loopback
loopback_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1..4094);
loopback_id: (1..64)

MoKasbiBaeT KoHourypaumio IP-agpecaumv AN yKasaHHOTO
nHTepdelica.
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[pumepbl 8b1M0AHEHUS KOMAHO

= YcraHoBUTb IP-agpec wnto3a no ymonyaHuo — 192.168.16.2:

console

"  lcnonb3oBaTb

TexHonormo IP

nucnonbsyembix |P-aapecos)

console
console
console
console
console
console

config
config
config
config
config
config

—~ o~~~ —~

5.13

~— o~

#interface vlan 100

#ip address 100.0.0.1 /24
#interface vlan 1001

#ip unnumbered vlan 100
#interface vlan 1002

#ip unnumbered vlan 100

Hactpouka Green Ethernet

unnumbered

(config) # ip default-gateway 192.168.16.2

(nosBonsieT COKpaTUTb  KOIMYECTBO

Green Ethernet — TEXHO/10MNA, N03BONIAOWAA CHU3NTb 3HepFOI'IOTp86I'IEHME yCTpOﬁCTBa 3a cyeT
OTKNIKOYEHUA NNTAHNA ONA HEAKTUBHbIX I/TEKTPUHECKUX NOPTOB U USMEHEHUA YPOBHA nNepeaaBaemMmoro
CUrHana B 3aBUCUMOCTU OT AJINHDbI Kabens.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKUME r106anbHOro KOHGUrypupoBaHus:

console (config) #

Tabanuya 5.58 — KomaHgb! pexknuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue no

no green-ethernet short-
reach

KomaHoa HAelicmeue
YMOAYAHUIO
green-ethernet energy- BkntoyaeT 3Heprocbeperalowmnini  pexxmm ANA  HEAKTUBHbIX
detect nopToB.
-/BKOYEHO —
no green-ethernet energy- OTKAtoYaeT 3HeprocbeperaloWmii pexnMm [ANA HEaKTUBHbIX
detect nopToB.
green-ethernet short-reach BkntoyaeT aHeprocbeperalowmii  pexmm gna  nopTos, K
KOTOpbIM MOAK/OYAIOTCA YCTPOWCTBA C ANMHOM Kabena
NoAKOYEHUA MeHbLue noporosoro 3HaYeHus,
-/BKAKOYEHO YCTaHaB/IMBAEMOIO C TMOMOLLBIO KOMaHAbl green-ethernet

short-reach threshold.

OTKAtoYaeT sHeprocbeperatoLmin perKMm Ha OCHOBaHWUU ANWNHDI
Kabens.

green-ethernet short-reach
threshold value

no green-ethernet short-
reach threshold

value: (0..70)/40 meTpos

YcraHaBAusaeT noporoeoe 3HavyeHue
sHeprocbeperatoLero pexxuma short-reach.

ana

Bo3BpalyaeT HaCTPOWMKM MO YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdUrypmposaHma nHtepoeliica Ethernet:

console (config-if)#

Tabnnuya 5.59 — KomaHpgbl pexxnuma KoHOUrypupoBaHma nHtepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

green-ethernet energy-
detect

-/BKNIOYEHO

BktouaeT aHeprocbeperatowumii pexum ana uHtepdeiica.
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no green-ethernet energy-
detect

OTK/lOYaeT aHeprocbeperaowmin pexxum gna nHTepdeica.

green-ethernet short-reach

no green-ethernet short-
reach

-/BbIKNOYEHO

BK/loYaeT aHeprocbeperaolmii PpesKMm Ha OCHOBaHUW AJ/IUHbI
Kabens.

OTKAoYaeT sHeprocbeperatoLLmii peXxMm Ha OCHOBaHMM ANINHbI
Kabens.

green-ethernet short-reach
force

no green-ethernet short-
reach force

-/BbIKIOYEHO

MepmaHeHTHO BK/lOYaeT 3Heprocbeperalolmnii pexum ans
nopra.

MepmaHeHTHO BK/lOYaeT 3Heprocbeperalowmnii pexum ans
nopra.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:
console#

Tabnunuya 5.60 — KomaHab! pexkuma Privileged EXEC

KomaHoa 3HauveHue Aelicmeue

show green-ethernet OTobparkaeT cTaTUCTUKY green-ethernet.
[gigabitethernet gi_port |

tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

green-ethernet power-meter C6paCbIBaeT CYHETHUK U3MepUTENA MOLLLHOCTU.

reset

[pumepbl 8b1M0AHEHUS KOMAHO

=  OT06pasuTb CTaTUCTUKY green-ethernet:

console#show green-ethernet

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Power Consumption: 83% (5.57W out of maximum 6.69W)

Cumulative Energy Saved: 0 [Watt*Hour]

Short-Reach cable length threshold: 10m

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

gi0/1 on off LU on off off LL < 50

gi0/2 on off LU on off off LL < 50

gi0n/3 on off LU on off on < 50

gi0/4 on on on off off LD

gi0/22 on off LU on off on < 50

gi0/23 on off LU on off off LL 50 - 80

gi0/24 on off LU on off off LL 50 - 80

tel/1 on off LT on off off LT

tel/2 on off LT on off off LT

te0/3 on off LT on off off LT

te0/4 on off LT on off off LT

— LU — uHTepdeiic HaxoguTca B coctosiHum UP;

— LD — nHTepdoelic Haxoantca B coctoaHnn DOWN;

— LL — pnvHa kabens, nogKNtO4YeHHOTo K MHTepdelicy NpeBblLaeT NOPOroBoe 3Ha4YeHUE;
— LT — nHTepdeinc ABnseTca ONTUYECKUM.
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5.14 Hactpoiika IPv6-agpecauumn

5.14.1 Npomokon IPv6

KommyTtatopbl MES3000 noaaeprmnsatoT paboTy no npotokoay IPv6. Moaaepka IPv6 asnaetcs
BaXXHbIM [OCTOMHCTBOM, MOCKOAbKY NpoTOoKoAn IPv6 npu3BaH, B mepcnekTMBe, MOJIHOCTbIO 3aMEHUTb
agpecaumto npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtokon IPv6 nmeeT paclinmpeHHoe aapecHoe
npoctpaHctBo — 128 6ut Bmecto 32. Agpec IPv6 npeactaBnser coboit 8 6/10K0B, pasaenieHHbIX
ABOETOUMEM, B KaxKaoMm 610Ke 16 6UT, 3aNMCaHHbIX B BUAE YETbIPEX LWECTHAALATEPUYHbIX YnCen.

MomMmnmo yBenmyeHna afpecHOro NPOCTPAHCTBA NMPOTOKOA IPV6 nmeeT nepapxmyeckyro cxemy
agpecaumm, obecneymBaeT arperaunio MapLipyToB, YNpoLliaeT Tabauuy maplpytvusaumm, npu 3tom
3pPeKTMBHOCTL PaboTbl MapLLPYTM3aTOpPa NOBbLIWAETCSA 33 CYET MexaHM3Ma ObHapy»KeHua coceaHnX
y3/108B.

JNlokanbHble agpeca IPv6 (IPv6Z) B KommyTaTope HasHayaloTcA WMHTepdeicam, nosTomy npwu
Ncnoab3oBaHuK IPv6Z-aapecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTca caeayowmii opmar:

<ipv6-link-local-address>%<interface-name>

roe:
interface-name — nmsa nHtepdeiica:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>

integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1]2|3|4|5|6|7|8]9

physical-port-name = gigabitethernet (1..8/0/1..24)| tengigabitethernet (1..8/0/1..4)

V Ecnu 3HaueHue rpynnbl UM HECKOZIBKUX TPyNn Noapas B agpece npotokona IPv6 paBHO
Hyao — 0000, To gaHHble rpynnbl MoryT 6biTb onyweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moeT 6bITb COKpaLLEH A0
FE40::AD21:FE43. CoKpalLeHUI0 He MOoryT 6bITb NOABEPrHYTbl 2 pasaeneHHble HyieBble
rpynnbl n3-3a BOSHWUKHOBEHUA HEOAHO3HAYHOCTM.

EUI-64 — 310 ungeHtudukatop, co3gaHHbIii Ha 6a3e MAC-agpeca wuHtepdeiica,

V asnawowmiica 64 maagwumm 6utamm IPv6-agpeca. MAC-agpec pasbusaerca Ha gBe
' yactu no 24 6uTa, mexay Kotopbimu aobasnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

BunAa 3anpoca KoMaHAHOM CTPOKM peXxmnma rinob6anbHoro KoOHPUrypmpoBaHumsa:
console (config) #

Tabnunua 5.61 — KomaHabl pexnma rnobanbHOro KoHGUrypmposaHua

3HayeHue/3HayeHue no

KomaHda Aelicmeue
yMon4YaHuio

ipv6 default-gateway 3agaeT 3HayeHWe noKanbHoro agpeca IPv6-wno3a no
ipv6_address — YMONYaHUIO.
no ipv6 default-gateway YaanaeT HacTpoWKku IPV6-wnt03a No yMoa4YaHuio.
ipv6 host name
ipv6_address1 Co3paeT CTaTMYeCKyl0 3anucb, CTaBALLYIO B COOTBETCTBUE
[ipv6_address2... name: ceTeBOMYy MMeHM ycTpoicTea IPv6-aapec.

ipbv6_address4]

no ipv6 host name

(1..158) cumsonos

Ypanaer cTaTUYeCKyl0 3anucb COOTBETCTBUA IPv6—ap,peca n
CeTeBoro MMeHun yCTpOVICTBa.

ipv6 neighbor
ipv6_address {
gigabitethernet gi_port |

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);

Co3paeT cTaTMyeckoe cooTeeTcTBMe Mexay MAC-agpecom
cocefiHero ycTpoiictaa u ero IPv6-agpecom.
- ipv6_address — IPv6-agpec;
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tengigabitethernet te_port
| port-channel group|
vlan vian_id}
mac_address

vlan_id: (1..4094)

no ipv6 neighbor

- mac_address — MAC-agpec.

Ypanaetr cTtaTuyeckoe cootBeTcTBue mexagy MAC-agpecom
coceaHero ycTpoicTea u ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

milliseconds:
(0..2147483647)/100

no ipv6 icmp error-interval

bucketsize: (1..200)/10

3apaet orpaHuyeHune ckopoctn ans ICMPv6 coobuweHuii 06
olwmbKax.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

KomaHOblI pexcuma kKoHguaypuposaHua uHmepgelica (VLAN, Ethernet, Port-Channel,

Loopback)

Bug, 3anpoca KOMaHAHOW CTPOKM peXxnma KoHPUrypupoBaHua nHtepdelica:

console (config-if)#

Tabnunua 5.62 — KomaHabl pexuma KoHpurypmupoBaHua uHtepdelica (Ethernet, VLAN, Port-channel,

Loopback)
3HavyeHue/3Ha4yeHue no .
KomaHoa / Aelicmeue
YMOAYAHUIO
ipv6 enable BkntouaeT nopaepky IPv6 Ha nHtepdelice.

[no-autoconfig]

no ipvé enable

OTkAtovaeT noaaepky IPv6 Ha nHtepdetice.

ipv6 address
ipv6_address/prefix_length
[eui-64] [anycast]

prefix-length:
(3..128)
(64 ecnm ncnonbsyetca
napametp eui-64)

no ipv6 address
lipv6_address/
prefix_length] [eui-64]

3agaet IPv6-agpec Ha uHTepdelice.

- ipv6_address — |Pvb-ceTb, Ha3HauyeHHana uHTepdeicy (8
6/10KOB pasfeneHHbIX ABOETOYMEM, B Kaxaom b61oke 16 6uT,
3aMMCcaHHbIX B BUAE YeTbipex WeCTHaALaTeEPUYHbIX Yncen);

- prefix_length — paviHa npedukca IPv6 — gecaTnyHoe uncio —
KO/IMYECTBO CTapLmMX BUT agpeca coCTaBAAOLWMX NpedUKe;

- eui-64 — naeHTMPUKaTOp, co34aHHbIA Ha 6ase MAC-aapeca
nHTepdelica, 3anucoiBaeTcs B 64 mnaawwux buta IPv6 agpeca;

- anycast — yKa3blBaeT, YTO 3a4aHHbli agpec anycast-agpec
(8o 64 nHtepdeiicos IPv6) .

Ypanset IPv6-agpec ¢ untepdelica.

ipv6 address autoconfig

Mo ymonyaHuio
aBToOmaTtuyeckas
KOHOUTypaLma BKAKOYEHa,

no ipv6 address autoconfig

afpeca He Ha3Ha4YeHbl.

BKkntouyeHWe aBTomaTUyecKon KoHourypauum IPv6-agpecos Ha
uHTepoelice. Aapeca HacTpauMBalOTCA B 3aBUCMMOCTU OT
npeduKcoB, KoTopble MoayyeHbl B coobuweHusax «Router
Advertisement».

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ipv6 address ipv6_address/
prefix_length link-local

Mo YMON4aHUIO 3Ha4YeHune

3afaeT nokanbHbl IPv6-agpec nHTepdeiica. Crapwme 6uTbl
NokKanbHbIX IP-appecos B IPv6 — FE8O::

no ipv6 address JIOKasibHOro agpeca: YaanaeT noKanbHbI IPv6-agpec.

[ipv6_address/prefix-length (FE80::EU164)

link-local]

ipv6 nd dad attempts 3apaeT KOMYeCTBO CoobLeHU-TpeboBaHMN, NepesaBaemblix

attempts_number

attempts_number:

uHTepdeiicom B3aMMOAENCTBYIOLLEMY YCTPOWCTBY B Caydyae

0..600)/1

( / ob6HapyKeHusa gybaunkaumm (Konnusum) IPve-agpeca.

ipv6 unreachables BkntoyeHne ICMPV6 coobLyeHuii 0 HeAOCTUNKMMOCTM agpecaTa
-/BKAOYEHO npv nepegaye NakeToB Ha onpeaeneHHbln nHTepdeic.

no ipv6 unreachables

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ipvé mld version version

no ipvé mid version

version: (1,2)/2

OnpegeneHune Bepcum npotokona MLD ana nHtepdelica.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ipvé mld join-group

3agaeT MLD-coobueHus gns onpeneneHHon rpynnbl.

group_address - group-address — |Pv6-agpec rpynnbl MHOroagpecHom
— PaccbiNKu.
no ipvée mid join-group OTMeHsAeT OT4yeTHOCTb W ypanseT IP-agpec M3  rpynnbi
group_address MHOT0aZpecHOM PaccblIKuU.
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KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma PrivilegedEXEC:

console#

Tabnunuya 5.63 — KomaHab! pexkuma Privileged EXEC

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

{ bytes | default}

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmesue

no ymona4aHuro
ipvé set mtu gi_port: (1..8/0/1..24); 3apaet 3HavyeHme MTU ansa IPV6 nakeTos.

te_port: (1..8/0/1..4);
group: (1..24)
bytes: (1280 .. 65535)
/1500

show ipv6 neighbors

{static | dynamic}
[ipv6-address ipv6_address]
[mac-address mac_address]
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group|

vlan vian_id]

MokasbiBaeT WHbOpMauuio o cocegHux IPv6 ycTpoicTsax,
coAepiKallytoca B Kalue.

- static — nokasbiBaeT cTaTMYeckune 3anucu;

- dynamic — nokasbiBaeT AMHaMMYECKME 3anuci.

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1..4094)

clear ipv6 neighbors

OumlaeT Kaw, coAaepXawmin uHPopmaumio O coceaHux
— ycTpoicTBax, paboTatowmx no npotokony IPv6. UHpopmaums o
CTaTUYECKMX 3anNnCAX COXpaHAeTcA.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.64 — KomaHgb! pexkuma EXEC

KomaHoa

3HavyeHue Aelicmeue

show ipv6 interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group|

vlan vian_id | loopback
loopback_id]

MoKasbiBaeT HACTPOMKM npoToKona IPv6 ans yKasaHHOro

gi_port: (1..8/0/1..24); WHTepdeiica.

te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1..4094);
loopback_id: (1..64)

show ipv6 route

MokasbiBaeT Tabanuy IPv6-mapLupyTos.

show ipv6 icmp error-
interval

MoKa3sbliBaeT HacTpolikn ICMPV6 coobLieHunin 06 owmbKax.

[pumepbl 8b1M0AHEHUS KOMAHO

= [loKasaTb AMHaMMYeckMe 3anucu B Tabauue MaplpyTM3aumm o coceaHux IPve

YCTpOMCTBAXx.

console#show ipv6é neighbors dynamic

Interface

VLAN 1

IPv6 address

5629:78:13::6782:B588:1AB5

HW address State

00:00:03:08:D8:98 REACH
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BO3MOXHble COCTOAHUA:

INCMP (Incomplete) — MNpoueaypa paspeLlieHnn agpeca BbiNoHAETCS Ha BXO4e. ITO O3HAYaeT, uTo
3anpoc o coceacTse Obl1 OTNPABAEH HA FPYNNOBOM aApeC, HO COOTBETCTBYIOLEE NOATBEPKAEHNE
0 coceacTae elle He 6b110 NoAyYeHo.

REACH (Reachable) — NonoxuTenbHoe NnoaTBEpPKAEHUE O TOM, YTO NYTb [0 COCEAHEr0 YCTPOMUCTBA
dYHKUMOHUPYET BEpPHO, ObINO MOMYyYEHO B TeYeHMe nepuoda «AocTmKumoctu» (ReachableTime,
mc). Toka coceaHee YCTPOMCTBO AOCTUMKMMO, MU OBMEH MakeTamu MAET HOPMAJIbHO, HUKaAKMX
cneumasibHbIX AeMCTBUN He NpeanpUHUMAETCS.

STALE — TonoxutenbHoe noATBEP)KAEHME O TOM, 4YTO NyTb A0 COCeAHero YCTpoMCcTBa
JYHKUMOHUPYET BepHO, 6blN0 MOMyYeHO B TeyeHMe BpemeHuM bOosbliero, 4Yem nepuos
«pocTumRumoctn» (ReachableTime, mc). Moka coceaHee yCTPOWCTBO AOCTUMKMMO, U OBMeEH
nakeTamm UAET HOPMAJIbHO, HUKAKUX CeLManbHbIX 4eNCTBUN He NpeanpUHUMAETCS.

DELAY — T[lonoxutenbHoe MNOATBEPXKAEHME O TOM, 4YTO NyTb [0 COCEAHEro YcTpohcTBa
bYHKUMOHMPYET BepHO, OblN10 MNOAYy4eHO B TeyeHMe BpemeHW Oosbliero, 4Yem nepuos
«pgocTuknumoctm» (ReachableTime, mc) M NOBTOPHbLIN 3anpoc 6bl1 NepedaH B Te4eHMe MHTepBaia
BpeMeHU 0TBeAeHHOTro Ha nonbITKy (DELAY_FIRST_PROBE_TIME, cekK). Ecnm nonoxutesnbHbI oTBeT
He NpUAaeT B TeYEeHWe UHTepPBaa BpeMeHU, oTBeaeHHOro Ha nonbiTKy (DELAY_FIRST_PROBE_TIME,
CeK), TO COCTOAAHWE NYyTU A0 COCeAHEro ycTpocTea nsameHuTca Ha PROBE.

PROBE — 3anpocbl 0 coceactse nepuogmyeckym nepesarTca € MHTEPBANOM «peTpaHCaAALUM»

(RetransTimer, mc) 4o Tex nop, NoKa He 6yAeT NoNy4eHO NONOKUTENbHOE NOATBEPKAEHME.

5.14.2 TyHHenupoeaHue npomokKona IPv6 (ISATAP)

PyHKUMA TYHHeNMpoBaHus TpaduKa IPv6 Ha base npoToKona ISATAP (Intra-Site Automatic Tunnel
Addressing Protocol) no3BonsieT ocywecTsnATb nepegady Tpadpuka IPve yepes cetu c agpecaumeit IPv4.
Takum obpasom, y3nbl c agpecaumenn IPv6, nopgaeprkuBatowme TyHHenunposaHue ISATAP, moryt
coobLwaTtbcs, MHKaNcyanpya TpaduK B NakeTbl C 3aronosKkom IPv4,

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOro KOHGUIrypnpoBaHmsa:

console (config) #

Tabnunua 5.65 — KomaHAb! pexknuma rnobanbHOro KOHPUrypmupoBaHus

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

interface tunnel number

1. Co3paet uHTepdeinc TyHHeNMPOoBaHMA.

seconds
seconds: (10..3600)/10 cek

no tunnel isatap query-
interval

number: (1)/- 2. OcywecTBnseTr BX04, B PEXUM KOHOUrypUpoBaHUsA
MHTepdeica TYHHeIMPOBaHUA.
tunnel isatap query-interval YctaHasauBaeT  nepuog  mexagy DNS  3anpocamu,

OTNpaBAAEMbIMX A8 aBTOMaTUYecKoro onpegeneHua |P-
agpeca mapuwpyTtunsaTtopa ISATAP.

YcTaHaBAMBaeT 3HaYeHUe No yMOIYaHUIO.

tunnel isatap solicitation-
interval seconds

seconds: (10..3600)/10 cek

no tunnel isatap solicitation-
interval

YcTaHaBAMBaeT nepuog nepegadn 3anpocos, TPebyrowmx
noaTBepXAeHMA OT MmaplipyTtusatopa ISATAP (B caydae
OTCYTCTBUSA aKTMBHOIO MapLUpyTMU3aTopa).

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

tunnel
isatap robustness number

number: (1..20)/3

3apaer KonudvectBo DNS-query 3anpocoB WM KOAMYeECTBO
3anpocoB, MepegaBaemblx MapwpyTusatopy ISATAP B
TeYeHne BPeMEHM XMN3HWN YCTaHOBIEHHOrO COeANHEHMA.
Mepuopbl 3anpocos onpepenseTca Gopmynamm:

- ona DNS: (Bpems »KM3HW, NPUHATOE B OTBETE OT cepsepa
DNS)/(number+1);
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no tunnel isatap robustness

- ANA 3anpocoB K mapwpyTtunsatopy ISATAP: (MUHUManbHoe
BpeMA  KU3HM npuHATOe B oTBeTe oOT  ISATAP
mapupyTtusatopa)/(number+1).

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

KomaHObI pextuma myHHenupo8aHus

Bug, 3anpoca KOMaHAHOW CTPOKM PEXMMA TYHHENNPOBAHUA:

consolef#configure
console (config) #interface tunnel 1
console (config-tunnel)#

Tabnunua 5.66 — KomaHAbl pexxnuma TYHHeIMpoBaHMA

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHoa

Aeilicmeue

tunnel mode ipv6ip isatap

-/BbIK/OYEHO

no tunnel mode ipv6ip
isatap

BkatoyaeT noaneprKKy TYHHeNMpoBaHUA NpoToKona IPve yepes
IPv4 npn nomowm ISATAP.

Dna opHoro m Toro e wuHTepdeiica (Hanpumep,
V Ethernet/VLAN) nogaepxka IPv6-agpecaumm u
TYHHE/IMPOBAHUA MOryT COCYLLEeCTBOBaTb BMecTe.
Bbi6op wucnonb3oBaHuAa  IPv6-agpecauum  wam
TYHHeNUpoBaHuUA 6yaeT ocywecTBNeH Ha OCHOBAaHUU
nHdopmaumm 06 IP-agpece HasHaueHUA.

BbIkntoyaeT noanepKKy TYHHeNNMpPOBaHMA NpoToKona IPv6.

tunnel isatap router
router_name

-/ BOMEHHBIM MEHeM
ABNAETCA CTPOKa ‘isatap

’

no tunnel isatap router

334aET AomeHHoe mma ana TyHHenAa IPv6. Monb3osatenun ¢
agpecaumeli IPv4 6yoyT MMeTb BO3MOXHOCTb AOCTyna K
yCTpOMCTBY (YCTPOMCTBO TYHHENMPOBAHWA) MPU BbINOJHEHUMU
CTaHAapTHOW npoueaypbl DNS.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

tunnel source
{auto |
ip-address ipv4_address }

-/IP-agpec He Ha3HaueH

no tunnel source

KomaHgza HasHavaeT noKanbHbIN IP-agpec TyHHeNo, KOTopbIn
6yAeT MCno/ib30BaTbCA, B KayecTBe afgpeca MCTOYHMKA, Npu
OTnpaBKe NaKeToB.

- auto — IP-agpec 6yaeT aBTOMATUYECKM HAa3HAYeH CUCTEMOMN.

Ypanaet nokanbHbIn IP-agpec TyHHens.

KomaHOwb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.67 — KomaHgb! pexkuma EXEC

KomaHoa

Aeiicmeue

show ipv6 tunnel

Moka3biBaeT UHOOPMALLMIO O HACTPOMKax TYHHeNA.

[Mpumepbl 8bINOAHEHUA KOMAHO

BKAOUATL UHTepdenc TYHHENMpPOBaHMS,

Ha3Ha4YnTb [JOMEeHHOE WMMA TyHHena —

ABCD,

YCTAaHOBUTb IOKa/bHbIN IP-agpec — 192.168.16.88.

console#configure
console (config) #interface tunnel 1

console (config-tunnel) #tunnel mode ipvé6ip isatap
console (config-tunnel) #tunnel isatap router ABCD
console (config-tunnel) #tunnel source ip-address 192.168.16.88
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5.14.3 Hacmpolika ¢pyHkyuu IPv6 RA guard

®dyHKums IPv6 RA guard npeaocTaBaser 3alMTy OT aTak, OCHOBAHHbIX Ha Paccblike NoaaebHbIX
naketos Router Advertisement, paspeLuas oTCbI/IKY COOOLEHU TONbKO C AOBEPEHHbIX MOPTOB.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOW CTPOKM pexmnma rnobaibHOro KoHGUrypnposaHus:
console (confiqg) #

Tabnnua 5.68 — KomaHgbl pexknma rnobanbHOro KOHPUrypmpoBaHus

3HaveHue/3Ha4yeHue no "

KomaHoa / Aelicmeue
YMOAYAHUIO

ipv6 nd raguard PaspelwaeT KommyTaTopy KOHTpoaupoBaHue ¢yHKuun IPv6
-/BbIKNOYEHO RA guard.

no ipv6 nd raguard BbikntoueHne dpyHKumm IPv6 RA guard.

ipv6 nd raguard vian ' Paspewaet KOHTpOI:I‘MpOBaHMe dyHKUuMKM IPv6 RA guard B

. vlan_id: (1..4094) npegenax ykasaHHow VLAN.
vlan_id
- - vlan —Homep VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM pexmnma KoHOUIypUpoBaHUA nHTepdelica:

console (config-if) #

Tabnuua 5.69 — KomaHabl pexkmma KoHpurypmposaHus nHtepoeiica Ethernet

Komanda 3HayeHue/3HayeHue no Neiicmeue
yMoAn4YaHuro
ipv6 nd raguard device-role Bbibop pexkmma paboTbl nopTa.
{ host | router } _Jhost - host — 6n0KkMpoBKa Bcex Bxoaawmx RA-coobLeHuit;
- router — ¢unbTpauua RA-coOOLLEHMI B COOTBETCTBUM C
HaCTPOEHHbIMW NpPaBUAaAMM.
ipv6 nd raguard match BkntoyeHne ACL gna ounbTpauum RA-coobuieHui B pexxume
access-list ac/ acl: (1..32) cumBona router.
- acl —vma ACL.
ipv6 nd raguard match BkntoueHune prefix-list ana ¢éunbtpaumm RA-coobuweHuin B
prefix-list prefix_list prefix_list: (1..32) cumBona | pexkume router.
- prefix_list — vuma prefix-list.
ipv6 nd raguard trusted- -/BCe NopTbl ABAAIOTCA [ob6aBnser nopT B CNNCOK 40BEPEHHbIX.
port untrusted
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5.14.4 Hacmpoliika ¢pyHKyuu DHCPv6 guard

DHCPv6 guard — ¢yHKUMA, NO3BOAAIOWAA NpeaoTBpalaTh nossaeHne cTopoHHux DHCPv6-
CepBepoB B CETU, pa3peLlasn UX NCNOob30BaHME TOJIbKO Ha A0BEPEHHbIX MHTepdencax.

KomaHObI pexcuma 2106a0716H020 KOHU2YpUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHOro KOHGUIypupoBaHus:

console (confiqg) #

Tabnnua 5.70 — KomaHgb! pexknuma rnobanbHOro KOHPUrypmpoBaHus

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

KomaHoa

Aelicmeue

ipv6 dhcp guard
-/BbIKNOYEHO

no ipv6 dhcp guard

PaspewaeTr KommyTaTopy bYHKLMM

DHCPv6 guard.

KOHTPO/MpOBaHUe

BobikntoueHue ¢yHKkummn DHCPV6 guard.

ipv6 dhcp guard vlan vian_id
vlan_id: (1..4094)

Pa3spewaeT KoHTponuposaHue ¢yHKuunm DHCPv6 guard B
npegenax ykasaHHon VLAN.
- vlan — Homep VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM pexnma KoHOUIypnpoBaHUA MHTepdeica:

console (config-if) #

Tabnuua 5.71 — KomaHgbl perknuma KoHdurypupoBaHua nHtepodeiica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMoOAYaHuro
ipv6 dhcp guard device- Bbibop pexkmma paboTbl nopTa:
role { client | server } - client — coobueHus Tuna «advertise» u «relpy»
-/client oTbpacbiBatoTCs;

- server — coobLueHusa Tuna «advertise» n «reply» punbTpytoTca
MO YCTaHOBJ/IEHHbIM MPaBUIaAM.

ipvé dhcp guard match

X acl: (1..32) cumBona
server accsess-list ac/

BkntoueHune ACL gna dunbtpaumm DHCPV6-coobuieHuit.
- acl — uma ACL.

ipvé dhcp guard match

reply prefix-list prefix-list prefix-list: (1..32) cumBona

BkntoueHwue prefix-list ans punbrpaumm DHCPv6-coobLLeHui.
- prefix-list — nma prefix-list.

ipv6 dhcp guard trusted-
port

no ipv6 dhcp guard
trusted-port

-/BCE NOPTbI ABAAOTCA
untrusted

Job6asnsaeT nopt B CNWCOK [0BEPEHHbIX. N8 [0BEPEHHbIX
NOPTOB pa3peLleHbl BCE TUMbl COOBLLEHWN.

Ypansaet nopT U3 CNUCKa JOBEPEHHbIX.

5.15 HacTtpoiika npoToKonoB

5.15.1 Hacmpoiika npomokona DNS — cucmembl 0OMeHHbIX UMeH

OcHoBHoOW 3agaueli npotokona DNS ansetca onpegeneHve IP-agpeca y3na cetu (xocta) no
3anpocy, coaeprKallemy ero omeHHoe umsa. basa AaHHbIX COOTBETCTBUIN JOMEHHbIX UMEH Y3/10B CETU
n cooTeeTcTBytoWwMxX UM IP-agpecos Beaetca Ha DNS-cepsepax.

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHOro KoHGUrypnposaHusa:

console (config) #
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Tabnnuya 5.72 — KomaHpgbl pexknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa Aelicmeue
ip domain lookup PaspewaeT ncnonb3oBaHune npotokona DNS.
no ip domain lookup 3anpewaeT Mcnonb3oBaHue npoTokona DNS.

ip name-server

{serverl_ipv4_address|
Onpegensert IPv4/IPv6-agpeca gns goctynHbix DNS-cepsepos. MoxHo onpegenunts IP-agpeca

serverl_ipv6_address}
[NA BOCbMW CEpPBEPOB.

[server-address?2 ...
..server-address8]

no ip name-server
[server-address1 ... Ypansaert IP-agpec DNS-cepBepa 13 cnucka AOCTYMHbIX.
.... server-address8]

OnpegensieT 4OMEHHOE MMA MO YMOYaHUIO, KOTopoe ByAeT MCNob30BaTbCA NPOrpPaMmmon,
ANA  [0NOJSIHEHWUA HENpPaBW/IbHbIX AOMEHHbIX UMEH (4OMeHHbIX MmeH 6e3 Touku). [Ons
AOMEHHbIX UMeH 6€e3 TOUKM B KOHeL, MMeHM byaeT 106aBAATLCA TOYKA U YKa3aHHOE B KOMaHAae
[oMeHHoe uma. Uma aonkHo cogepkatb 1 Ao 158 cumsonos.

ip domain name name

no ip domain name Yaansetr fOMeHHOE UMSA MO0 YMOYaHUIO.

Onpepensetr CcTaTUYECKMe COOTBETCTBMA WMMeH y310B cetn |IP-agpecam, pobasnser
YCTaHOBJ/IEHHOE COOTBETCTBME B KaW. DyHKUUA nokanbHoro DNS. Mma AoKHO copeprkaTb OT
1 po 158 cumBonoB. MOXKHO onpeaenntb A0 YeTbipex IP-agpecos.

ip host name address1
[address2 ... address4]

Ypanaet ctaTudecKkne COOTBETCTBUA MMEH Y3108 ceTun IP-agpecam. Uma gonxkHO cogepKaTb OT

no ip host name
P 1 po 158 cumsonos.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKM B pexxume EXEC:
console#

Tabnuua 5.73 — KomaHapl pexkuma EXEC

KomaHoa Aeiicmeue

YpanseT 3anmcb COOTBETCTBUA MMeHM y3na ceTu IP-agpecy Kawa anbo Bce 3anuck (*). Uma

clear host {name | *
{ I} [OMKHO copepxaTtb oT 1 o 158 cumBosios.

OTtobparkaeT AOMEHHOe MMA Mo ymoaYaHuto, cnucok DNS-cepsepoB, cTaTuyeckue u
K3LIMPOBaHHbIE COOTBETCTBUA MMEH Y3/10B CeTU U IP-aapecos.

Mpy ncnonb30BaHMM B KOMaHAEe MMEHU y3/1a CeTH, 0TObpaXKaeTcs COOTBETCTBYOWMMN emy IP-
agpec. ma ponxHo copepxatb oT 1 o 158 cumsonos.

show hosts [name]

[pumepbl UC016308AHUA KOMAHO

Mcnonb3osatb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, ycTaHOBUTb AOMEHHOE
MUMA MO YMOJIYaHMIO — mes:

console#configure
console (config) #ip name-server 192.168.16.35 192.168.16.38
console (config) #ip domain name mes

YCTaHOBUTbL CTaTUYeCcKoe COOTBETCTBME: Yy3e/a ceTu € MmeHem eltex.mes umeet IP-agpec
192.168.16.39:

console#configure
console (config) #ip host eltex.mes 192.168.16.39
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5.15.2 Hacmpolika npomoKona ARP

ARP (Address Resolution Protocol — npoToKon paspelleHus aapecoB) — NPOTOKO KaHa/bHOIo
YPOBHSA, BbINOAHAWWMI GyHKUMIO onpeaeneHns MAC-agpeca, Ha OCHOBAaHWM COAEpPrKallerocs B

3anpoce IP-agpeca.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexnume rnobanbHOro KOHGUrypmpoBaHUs:

console (confiqg) #

Tabnnua 5.74 — KomaHpgbl pexxnuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

arp

ip_address mac_ address
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group|

vlan vian_id]

no arp
ip_address
[gigabitethernet gi_port [
tengigabitethernet te_port
| port-channel group |

vlan vlan_id]

ip_addr: (A.B.C.D);
mac_address: (H.H.H
H:H:H:H:H:H
H-H-H-H-H-H);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1..4094)

[JobasnaeT cratuyeckyt 3anucb cootseTctBuA IP n MAC-
agpecos B Tabnauuy ARP pgns yKasaHHOrO B KOMaHAe
nHTepodelica.

- ip_address —IP-aapec;

- mac_address — MAC-agpec.

Ypanaet ctaTuyeckyto 3anucb cootsetctama IP n MAC-agpecos
n3 Tabanubl ARP gns yKazaHHOro B KomaHzae nHtepdelica.

arp timeout sec

no arp timeout

sec: (1-40000000)/
60000 cek

HacTpansaeT Bpemsa KMU3HM AUHAMUYECKUX 3anucent B Tabanye
ARP (cek).

YcTaHaBAMBaeT 3HaYeHUe No YMONAYAHUIO.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnunua 5.75 — KomaHgb! pexxkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

clear arp-cache

Ypanaer Bce AMHamuyeckue 3anucu m3 ARP  Tabauubl.
(KomaHga p[ocTynHa TOMbKO  gaa  NPUBUAETMPOBAHHOMO
nonb3osaTens).

show arp

[ip-address ip_address |
mac-address mac_addres |
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group ]

ip_address: (A.B.C.D);
dopmat mac_address:
(H.H.H uan H:H:H:H:H:H
unn H-H-H-H-H-H);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

Moka3sbliBaeT 3anncu ARP-Tabaunubl: Bce 3anucu, dunbTp no IP-
agpecy; ounbtp Nno MAC-agpecy; dunbTp no nHTEpdelicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec;

- gi_port —Homep uHTepodelica Ethernet gl-g4;

- te_port — Homep nHTepdeiica Ethernet XG1-XG4;

- group — rpynna KaHanos.

show arp configuration

Moka3sbiBaeT rnobanbHyto KoHbUrypaumo ARP "

KoHdurypaumto ARP gns nHtepdeiicos.

ip arp proxy disable

no ip arp proxy disable

-/BbIK/AOYEHO

OTKNto4aeT perMm npokcupoBaHmsa ARP-3anpocoB  pgns
KoMMmyTaTopa.
Bkntouyaetr pexum npokcmposaHuAa  ARP-3anpocos  gnA
KOoMMmyTaTopa.
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KomaHObI pexcuma KoHgu2ypuposaHue uHmepgeltica

Bua 3anpoca KomaHAHOW CTPOKM B pexkume interface configuration:
console (config-if) #

Tabnuua 5.76 — KomaHabl pexuma interface configuration

3HavyeHue/3Ha4yeHue no .
KomaHoa / Aelicmeue
YMOAYAHUIO

ip proxy-arp Bkatoyaetr  pexum  npokcmposaHuA  ARP-3anpocoB  Ha
HacTpanBaemMom uHTepdelice.

-/BbIK/IIOYEHO
OTKNto4aeT pexum npokcupoBaHua ARP-3anpocoB  Ha

no ip proxy-ar .
P proxy-arp HacTpanBaeMom uHTepdelice.

HacTpanBaeT BpeMs }KU3HM AMHAMUYECKUX 3anuceit B Tabauue

arp timeout sec .
P ARP (ceK) ana HacTpamBaemoro uHtepdeiica.

sec: (1-40000000) cekyHa,
YcTaHaBAMBaeT 3HauyeHMe Mo YMOYaHuio (ycTaHaBaMBaeTca

no arp timeout
P rnobanbHo).

[pumepbl UC016308AHUA KOMAHO

= [Jlo6aBuTb cTaTU4ecKyto 3anucb B ARP-Tabnuuy: IP-agpec 192.168.16.32, MAC-aapec
0:0:C:40:F:BC, ycTaHOBUTb BPeMSA XU3HM gMHaMU4YecKMx 3anuceit B8 ARP-Tabaunue — 12000
CeKyHA:

console#configure

console (config)#arp 192.168.16.32 00-00-0c-40-0f-bc gigabitethernet
1/0/2

console (config) #exit

consolef#arp timeout 12000

= [lokasaTtb cogepkmmoe ARP-Tabnmupbl:

console#show arp

VLAN Interface IP address HW address status

vlian 1 gi0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.15.3 Hacmpolika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaumu. MpoToKkon nossosseTr
pacnpocTpaHnTb No cetn naeHtndukatopbl VLAN. OcHoBHOM ¢yHKuMel npoTtokona GVRP asnaetca
obHapyKeHne uHbopmauMmM 06 oOTcyTCcTBYHOWMX B Hase AaHHbIX KommyTtatopa VLAN-ceTax npwu
nosnyyeHmm coobuweHuit GVRP. MonyunB uHpopmaumio o6 oTcytcTytowmx VLAN, KommyTaTop
nobasnseT ee B cBO 6a3y AaHHbIX.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOWM CTPOKM pexknma ri1o6anbHoro KoOHPUrypmposaHuma:
console (config) #

Tabnunua 5.77 — KomaHgb! pexxnuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHoa Aelicmeue

gvrp enable BkntoyaeT ncnonbsosaHme npotokona GVRP kommyTtaTtopom.

-/BbIK/IIOYEHO

no gvrp enable BbikntouvaeT ncnonbsosaHue npotokona GVRP kommyTtatopom.
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Ethernet, uHmepageulca 2pynnbl MOpPMo8s

KomaHObI pexuma KoHgua2ypuposaHua uHmepgelica (duana3zoHa uHmepgelicos)

Bua 3anpoca KOMaHOHON CTPOKM B peXMme KOHPUTrypupoBaHusa WHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console#configure

console (config) #interface {gigabitethernet gi port| tengigabitethernet

te port|port-channel group}

console (config-if)#

Tabnnuya 5.78 — KomaHgbl pexxuma KoHPUrypuposaHua nHtepoeica Ethernet, rpynnel nHtepdeicos

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

gvrp enable

no gvrp enable

-/BbIK/IIOYEHO

Bkatouaer MCNO/Ib30BaHUe
HacTpanBaemom uHTepdelice.

npoToKona GVRP Ha

Bbikntouvaet MCNONb30BaHUe
HacTpanBaemom uHTepdelice.

npoToKona GVRP Ha

garp timer
{join | leave | leaveall}
timer_value

no garp timer

timer_value: (10-
2147483640) mc
3Ha4YeHMA N0 YMONYaAHUIO:
join: 200 mc;
leave: 600 mc;
leaveall: 10000 mc

YcTaHaBAMBaeT 3HayeHWa TalimepoB npoTokona GARP
(onucaHue Talimepos npuseaeHo B Tabaumue 5.80).
- timer_value — 3Ha4YeHwve Talimepa (L0KHO 6bITb KpaTHO 10).

YCTaHOBUTb 3HAYEHUA Mo YMONYaHUIO.

gvrp vlan-creation-forbid

no gvrp vlan-creation-
forbid

-/paspelueHo

3anpewaeT gMHamMMyeckoe uUameHeHue wuam cosgaHue VLAN
018 HacTpanBaemMoro uHTepdelrica.

Paspewaetr gMHamuuyeckoe mameHeHue mam cosgaHue VLAN
[OJ19 HacTpamBaemMoro uHTepderica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonyaHuto cosgaHmne
n peructpauma VLAN Ha
nHTepdeiice paspelleHa

BbinonHsaeTr cHATMe peructpauum pgna Bcex VLAN un He
LO0NyCKaeT co3aaHna unm pernctpaumm Hoebix VLAN Ha 4aHHOM
nHTepdelice.

YcTaHaBAMBaeT 3HaAYeHue no YMONYaHULO.

KomaHObI pexcuma KoHguaypuposaHusa VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypmposaHms VLAN:

console#configure
console (config) #interface vlan vlan id
console (config-if) #

Tabnuua 5.79 — KomaHabl pexuma kKoHdurypmposanusa VLAN

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

HAelicmeue

gvrp advertisement-forbid

no gvrp advertisement-forbid

3anpewaet aHoHcuposaHue VLAN no npotokony GVRP

OTmeHseT 3anpeT Ha aHoHcupoBaHue VLAN no npotokony
GVRP

Tabnunua 5.80 — OnucaHue Taimepos GARP

Talimep GARP

3HaveHue

Join Timer

OnpegenAet MHTepBan nepegaym 3anpocoB Ha npucoeguHenue B rpynny VLAN
(ananasoH 3HaueHuii oT 10 ao 2147483640 MUNNUCEKYHA, 3HAYEHME NO YMOAYAHUIO

— 200 munnmcekyHa).

Leave Timer

OnpeaenseT UHTepPBan, KOTopbii UHTepdelic byaeT ouaatb nepes BbIXO4OM M3
rpynnbl VLAN (guanasoH 3HayeHnt oT 10 go 2147483640 MUANUCEKYHA, 3HaYeHMe
no ymon4yaHuwo — 600 MUAIUCEKYHA).

3HauyeHuam Join Taiimepa.
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LeaveAll Timer

Leave Taiimepa.

OnpegenseT WHTepPBas, KOTOpbl WMHTepdelc byaeT oxupatb nepen oTnpaBKoM
3anpoca LeaveAll Ha nonHoe oTkaodeHue ot rpynnbl VLAN (guManasoH 3HauyeHuit oT
10 no 2147483640 MUNANCEKYHA, 3HaYeHWE NO yMmonYaHuio — 10000 MUAAKUCEKYHA).

/! 3Hauenue LeaveAll Taiimepa po/mKHO 6biTb HamHOro 6onblue 3HaueHUs

v/
v/

nopry.

3HaueHua GARP TalimepoB [,0/13KHO 6biTb OAMHAKOBbBIM A/ BCEX B3aUMOAEMCTBYIOLLUX
yctpoiicts. Ecan 3HaueHus TaiimepoBs 6yayT OTIMUATLCA, TO KOMMYTaTOp MOXKeT
HeKOoppeKTHO paboTaTb no npotoKoay GVRP.

B3aumopgeiicTBue HeTerMpoBaHHOro NOPTa C TErMPOBaHHbIM MOMKET 6bITb
aAMUHUCTPATUBHO onpegesieHO NyTem yCTaHOBKM 3HaueHua PVID Ha HeTermpoBaHHOM

’ | MHTepdeiic, HacTPOEeHHbDIN B pexkume nopta gocryna (Access port), He moxKeT paboTtaTtb no
. npotokoay GVRP, nOCKO/IbKY OH BCerga ABNAETCA YIeHOM TOJIbKO ogHoi rpynnbl VLAN.

KomaHObI pexcuma privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#

Tabnunua 5.81 — KomaHgb! pexxkuma privileged EXEC

KomaHoa 3HaueHue

Aeiicmeue

clear gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

OunaeT HaKONNEHHYIO CTaTUCTUKY NpoTokona GVRP.

KomaHObI pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 5.82 — KomaHgb! pexkuma EXEC

KomaHoa 3HaueHue

Aeiicmeue

show gvrp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

show gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

show gvrp error-statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

MokasbiBaeT KoHourypaumto npotokona GVRP  pgna
yKasaHHoro uHtepdeiica, inmbo gna Bcex nHTepdelicos.

MoKa3blBaeT HAKOMNNEHHY CTaTUCTUKY MO npoTokoay GVRP
ANA YKa3aHHOro uHTepodelica, Mmbo gna Bcex UHTEPENCoB.

MoKasbIBaeT CTaTUCTUKY Mo owmnbKam npu paboTe npoToKona
GVRP pns ykasaHHoro wuHTepdeica, nmbo ana Bcex
MHTepdencos.
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5.15.4 MexaHu3m obHapyxceHusa nemens (loopback-detection)

[aHHbI MexaHW3M NO3BONAET YCTPOWCTBY OTCNEMKMBATb 3aKO/bLOBaHHble MopTbl. MeTns Ha
nopTy 06Hapy»KMBAETCA NYTEM OTCbI/IKM KOMMYTAaTOPOM KaZpa C afipecoM Ha3HauyeHuMs, CoBNaaatoLLmMm

¢ ogHUm n3 MAC-agpecos ycTpoincTaa.

KomaHObI pexcuma 2106a0716H020 KOHU2YpPUPOBAHUS

BuAa 3anpoca KOMaHAHOM CTPOKM B peXxnume rnobasbHOro KOHGUrypupoBaHuma:

console (confiqg) #

Tabnnuya 5.83 - KomaHgb! pexnuma rnobanbHOro KOHGUrypmpoBaHUsA

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aeilicmeue

loopback-detection enable
no loopback-detection
enable

-/BbIK/IIOYEHO

BK/ItOYaeT MexaHU3M 0BHapyKeHUA NeTeNb A4/18 KOMMyTaTopa.

BoccTaHaBanBaeT 3HaYeHME NO YMONYAHWUIO.

loopback-detection
interval seconds

no loopback-detection
interval

seconds: (1..60)/30 cekyHz,

YcTaHaBAuBaeT MHTepBan mexay loopback-kagpamu.
- seconds — WHTepBan BpemeHn mexxay LBD-kagpamu.

BoccTaHasnmBaeT 3HavYeHMe No YMOYaHUIO.

loopback-detection mode
{src-mac-addr |
base-mac-addr | multicast-

mac-addr} -/src-mac-addr

YcTaHaBAMBaeT peXMm obHapyKeHUA neTenb:

- src-mac-addr — onpegenset, yuto MAC-aapec HasHauyeHus —
MAC-agpec nHtepdelica;

- BASE-mac-addr — onpegensert, uto MAC-agpec HasHayeHus
— MAC-aagpec ycTponcTsa;

- multicast-mac-addr — B KauecTBe agpeca HasHayeHus
MCMO/b3YeTcA rpynnoBoi agpec.

loopback-detection
vilan-based
- /BbIK/IIOYEHO

no loopback-detection
vlan-based

BkntoyaeT pexunm obHapyxeHus netam Bo VLAN. Mpu Hannunm
netnv Bo VLAN paHHasa VLAN byaeT 3a6/10KnpoBaHa Ha nopry,
Ha KoTopom Bbina o6HapyKeHa nNeTna.

OTKAOYaeT pexnm obHapyKeHua netam 8o VLAN.

loopback-detection
vlan-based recovery-time
sec

no loopback-detection
vlan-based recovery-time

sec: (30..1000000) /
BbIK/IKOYEHO

3apaeT Bpems B CEKYHAaAX, B TedyeHne kotoporo VLAN Ha nopty
6yaeT HaxoaUTbCA B 3a610KMPOBAHHOM COCTOAHMUM.

VLAN Ha nopTy, B KOTOpoM bblna 06HapyKeHa neTns, He byaet
pa3ba0KMpoBaHa aBTOMATUYECKM.

KomaHOwbI

pexcuma KoHgu2ypuposaHuUa uHmepgelica (duana3oHa uHmepgelicos)

Ethernet, uHmepdgbelica 2pynmnsl NOPMos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypupoBaHus wuHTepdeiica Ethernet,

nHTepdelica rpynnbl NOPTOB:

consolet#configure

console (config) #interface {gigabitethernet gi port|

te port|port-channel group}
console (config-if)#

tengigabitethernet

Tabnunua 5.84 — KomaHgbl pexxuma KoHPUrypuposaHua nHTepoeiica Ethernet, rpynnbl nuHtepdeiicos

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

loopback-detection enable

no loopback-detection
enable

-/BbIKNIOYEHO

BkatovaeT mexaHU3m o6Hapy>KeHm| neTesib Ha NOpPTY.

BoccTaHaBnvBaeT 3HaueHMe No YMOTYaHUIO.
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KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunuya 5.85 — KomaHab! pexkuma EXEC

KomaHda 3HauyeHue Aeiicmeue

show loopback-detection OTobparkaeT cocTosaHMe mexaHnsma loopback-detection.
[gigabitethernet gi_port | - gi_port — Homep uHTepdelica Ethernet gl-g24;

.. te_port: (1..8/0/1..4); .
tengigabitethernet te_port | group: (1..24) - te_port — Homep nHTepdeiica Ethernet XG1-XG4;

port-channel group] - group — rpynna KaHa/nos.

gi_port: (1..8/0/1..24);

5.15.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP)

OcHoBHoW 3agayelt npoTokona STP (Spanning Tree Protocol) asnaetca npueeaeHue cetn Ethernet
C MHOXECTBEHHbIMW CBA3AMM K ApPEBOBUAHON TOMONOTMM, WCKAIOYAIOWEN UMKAbI MaKeToB.
KommyTaTopbl 06MeHMBaOTCA KOHPUIYPALNMOHHBIMU COOBLLEHMAMM, UCNOb3YA Kagpbl CNELMANbHOTO
¢dbopmaTa, 1 BbIBOPOYHO BKAKOYAIOT M OTKAOYAIOT Nepeaady Ha NopTbl.

Rapid (6bicTpbiii) STP (RSTP) ABnsieTca ycoBeplUeHCTBOBaHMEM NpoToKona STP, xapaKrepusyercs
MEHbLWWM BPEMEHEM NPUBEAEHUA CETU K LPEBOBMAHOW TOMOAOMMM U UMeeT 6onee BbICOKYHO
YCTONYMBOCTD.

MpoTtokon Multiple STP (MSTP) naBnaetca Haubonee coBpeMeHHOM peanusauuent STP,
noageprkmeatowein mcnonbzosaHme VLAN. MSTP npegnonaraetT KOHOUIrypupoBaHue HeobxoaMmoro
KO/IMYeCTBa 3K3eMNAAPOB CBA3YIOLLEro Aepesa (spanning tree) BHe 3aBUCMMOCTK OT Ymcaa rpynn VLAN
Ha KommyTaTope. Kaxkapl aK3eMnaap MOXKeT coaep:KaTb Heckonbko rpynn VLAN. HegoctaTkom
npotokona MSTP ABnaeTca TO, YTO HA BCEX KOMMYTaTOpaX, B3aumogencteyowmx no MSTP, fonxHbl
6bITb 0ANHAKOBO CKOHOUTYpUpoBaHbl rpynnbl VLAN.

MexaHusm Multiprocess STP npegHasHayeH [A4Aa CO34aHUA  HE3aBUCMMbIX [epeBbeB
STP/RSTP/MSTP Ha nopTax ycTpoicTea. M3meHeHUA COCTOAHMA OTAE/IbHOrO AepeBa He OKasbliBaloT
B/IMAHUA Ha COCTOAHME APYrUX OEepPeBbeB, YTO MO3BO/AET MOBLICUTb YCTOMYMBOCTb CETU U COKPATUTb
BPeMs MepecTpoeHus nepeBa B C/y4yae OTKA30B. [1pyM KOHOUIypMpoBaHUM cneayeT WCKAUUTb
BO3MOXHOCTb BO3HMKHOBEHMA KOJeL, MeXay NopTaMmu-4aeHamm pasHblx gepesbes. [aa o6cnyxKumBaHumaA
M30/IMPOBAHHbIX A4EPEBbLEB B CUCTEME CO34aETCA OTAENbHbIM NPOLLeCC Ha Kaxaoe aepeso. C npoueccom
COMOCTaBAAOTCA NOPTbl YCTPOMCTBA, NMPUHAANEKALLNE AEPEBY.

5.15.5.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bupg, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHOro KoOHGUrypnpoBaHmsa:

console (config) #

Tabanua 5.86 — KomaHabl pexknma rnobanbHoro KoHGUrypmMpoBaHus

KomaHnoa 3HaveHue/3HavyeHue Aelicmesue
no yMmoA4aHuio
spanning-tree Pa3peluaeT ncnosb3oBaHNe KOMMYTAaTOPOM NpPoToKona STP.
no spanning-tree B 3anpeLaeT Ncnob30BaHNe KOMMYTAaTOPOM NpoToKona STP.
spanning-tree mode {stp | rstp YcTaHaBAMBaET pexkum paboTbl npoTokona STP:
| mstp} - stp — IEEE 802.1D Spanning Tree Protocol;
-/RSTP - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
- mstp — |[EEE 802.1S Multiple Spanning Tree Protocol.
no spanning-tree mode YCTaHaBAVBAET 3HAYEHWE MO YMOIYAHMUIO.
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spanning-tree forward-time YcTaHaBAMBaEeT MHTEpBas BPEMEHM, 3aTpayMBaemblil Ha
seconds npocnywmBsaHue " n3yyeHue COCTOAHMM nepeg
seconds: (4..30)/15 cek | nepekntoYeHUEM B COCTOSIHWE Nepesayu.

no spanning-tree

. YcTaHaBAMBAET 3HAYEHME MO YMOYAHMIO.
forward-time

spanning-tree hello-time YcTaHaBAMBaeT WHTepBan BPeMeHM Mexay nepegadamu
seconds seconds: (1..10)/2 cex LIJVIpOKOBe‘I:LI,aTeanbIX coobLeHNn «Hello» K

B3aMMOZENCTBYIOLMM KOMMYTaTOPaM.
no spanning-tree hello-time YcTaHaBAMBaeT 3Ha4YeHMe Mo YMONYAHUIO.
spanning-tree PaspelsaeT 3aluTy, BblK/AOYatoWyo Nob6oi uHTepdeic npu
loopback-guard npveme naketos BPDU.
no spanning-tree o 3anpeLaeT 3awWmMTy, BbIKAOYAOLWYO UHTepdeic npu npuéme
loopback-guard naketos BPDU.
zz:::;:g-tree max-age seconds: (6..40)/20 cek YcTaHaBAMBaeT Bpemsa XU3HW cBasylowwero aepesa STP.
no spanning-tree max-age YcTaHaBAMBAET 3HAYEHME MO YMOIYAHUIO.
spanning-tree prioritypriority Hactpansaet npuoputeT ceasytowero aepesa STP.

priority: V 3HaueHue NpuopuUTeTa JONKHO 6bITb KPaTHO 4096.
(0..61440)/32768
no spanning-tree priority YcTaHaBAUBaeT 3HaYeHMe Mo YMONYAHUIO.
spanning-tree pathcost YcTaHaBAuBaeT MeTog, onpeaesieHUs LLeHHOCTU NyTHn.
method {long | short} - long — 3HayeHune ueHHocTH B granasoHe 1..200000000;
-/long - short — 3HauyeHue UeHHOCTU B AMana3oHe 1..65535.

no spanning-tree pathcost

YcTaHaBAMBaeT 3HaYeHMe MO0 YMOYAHUIO.
method
spanning-tree restricted-tcn 3anpewgaet npuem BPDU c ¢narom TCN.

-/BbIKNOYEHO

no spanning-tree restricted-tcn PaspewaeT npuem BPDU c ¢narom TCN.

spanning-tree bpdu {filtering | OnpegensaeT pexum ob6paboTkm naketos BPDU mnHTepdeiicom,
flooding | bridging} Ha KOTOPOM BbIKNtOYEH NPOTOKoA STP.
- filtering — Ha nHTepdeice ¢ BbIKNOYEHHBIM NPOTOKO/IOM STP
BPDU nakeTbl dunbTpytoTCs;
- flooding — Ha uHTepdelice ¢ BbIKNHOYEHHBIM NPOTOKOIOM STP
HeTernmposaHHble BPDU nakeTbl nepeaatoTca, TermMpoBaHHble —
-/flooding bunbTpytoTcs;
- bridging — Ha uHTepdelice ¢ BbIKNHOYEHHBIM NPOTOKOIOM STP
BPDU nakeTbl nepegatoTca.
,  [laHHaA KomaHga obpabartbiBaeT TonbKo STP bpdu u
' He ¢unbtpyer PVST bpdu ¢ DST MAC
01:00:0c:cc:cc:cd

no spanning-tree bpdu YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.

spanning-tree process id KomaHAa co3gaeT oOT4eNbHbl mpouecc M nepesogut
process_id: (1..31)/0 KOMAHZAHbIN MHTEpEC B PEKMUM ero KOHOUTYPUPOBaHWUA.

no spanning-tree process id YanseT ykasaHHbIN npouecc.

Mpu 3agaHum STP napametpos forward-time, hello-time, max-age Heo6xogumo
BbINO/IHEHUE YC/I0BUA:
2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

Sy

KomaHObI pexcuma KoHguaypuposaHud uHmepgelica Ethernet, uHmepagelica 2pynnoi
rnopmos

Bug 3anpoca KomMaHAHOW CTPOKU B pexumme KoHurypmpoBaHua uHTepdeirica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 5.87 — KomaHgbl pexxuma KoHPuUrypuposaHua nHtepoeica Ethernet, rpynnbl noptos

Komanda 3HayeHue/3HayeHue no Neiicmeue
yMOAYaHUIo
spanning-tree disable 3anpewgaet paboty npoTtokosa STP Ha KoHdUrypupyemom
nHTEepdelice.
no spanning-tree disable -/paspeweno Paspewaet paboty npotokosna STP Ha KoHpUrypupyemom
nHTepodelice.
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spanning-tree cost cost

no spanning-tree cost

cost: (1..200000000)/ cm.
Tabnmuy 5.88

YcTaHaBAUBAET LLeHHOCTb NyTU Yepes AaHHbIN nHTepdeic.
- COSt — LLleHHOCTb NyTW.

YcTaHaBAMBaeT 3HayeHue, onpeaensemMoe Ha OCHOBaHUM
CKOpPOCTM MNopTa M MeTo4a OnpeaeneHus LEeHHOCTU nyTu,
Tabamua 5.88.

spanning-tree port-priority
priority

no spanning-tree port-
priority

priority: (0..240)/128

YcTaHaBAWBaEeT NpUOPUTET MHTepdeiica B CBA3YIOLLEM Aepese
STP.

V 3HaueHue NpuopuTeTa A,0/MKHO 6bITb KpaTHO 16.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

spanning-tree portfast
[auto]

no spanning-tree portfast

BK/OYaeT peuMm, B KOTOPOM MOPT NPU MOAHATUM HA Hem
JIMHKA Cpa3y CTaHOBUTCA B COCTOSHWUE Nepesiaym, He A0XKUAAACh
ucTeyeHuns Talmepa.

- auto — gobaBnseT 3a4epKKy 3 CEKyHAbI Nepes, Nepexoaom B
COCTOAHWE Nepesayn.

Bbikntoyaet PeXMM MOMEHTA/IbHOTO nepexoaa B COCTOAHUE
nepenavyn no NOAHATUIO K TUMHKa».

spanning-tree guard root

no spanning-tree guard
root

-/3almTa BbIK/IOYEHa

BKAtoyaeT 3aWmnTy «KOPHA» ANA BCEX CBA3YOLWMX aepeBbeB STP
BblbpaHHOro nopta. [aHHaa 3awmTa 3anpelaer nHTepdency
6bITb KOPHEBBIM MOPTOM KOMMYTATOPA.

YcTaHaBAUBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree bpduguard

no spanning-tree
bpduguard

-/33 LWWNTa BblK/IKOYEHA

PaspeluaeT 3awWwmTy, BbIK/IOYaOLWYO MHTEpdenc npu npuéme
nakeTtos BPDU.

3anpelaeTt 3aWwuTy, BbIKAOYaOLWY MHTepdeic npu npuéme
naketos BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/BnA AynaekcHoro nopta
«TOYKa-TOUKa», ANA
nonyaynaekcHoro —

«pa3BeTB/NEHHbIN»

YctaHaBnmBaeT npotokon RSTP B nepepatowiee COCTOAHME U
onpeaenseT TMN CBA3WN ANA BbiI6paHHOro nopTa:

- point-to-point — To4Ka-TOuKa;

- shared — pasBeTBNEHHbIN.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

OnpegenseT pexum ob6paboTkm naketos BPDU uHTepdencom,
Ha KOTOPOM BbIK/tOYEH NpoTokon STP.
- filtering — Ha uHTepdelice ¢ BbIKNOYEHHbIM NPOTOKOIOM STP
BPDU nakeTbl GunbTpytoTCs;
- flooding m Ha uHTepodelice c BbIKNOYEHHBIM NpOTOKO/IOM STP
HeTermpoBaHHble BPDU-nakeTbl nepepatotca, TermpoBaHHble
— dunbTpytoTea.

' | [aHHasa KkomaHAa obpabaTbiBaeT Tonbko STP bpdu n

i He ¢punbTpyet PVST bpdu ¢ DST MAC 01:00:0c:cc:cc:cd

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree binding-
process id

no spanning-tree
binding-process

id: (1..31)/0

MpuBA3bIBAET NOPT K yKazaHHOMY npoueccy. Mo ymonyaHutio,
BCE MOPTbl YNPABAAOTCA HYNEBbIM MPOLLECCOM.
- id — Homep npouecca.

BoccTaHaB/MBaeT NPMBA3KY NOPTa MO YMOYAHUIO.

_‘

abnvua 5.88 — LleHHOCTb NyTH, yCTaHOB/IEHHAsA NO YMO4YaHUIO (spanning-tree cost)

Memoo onpedeneHus yeHHocmu nymu

Unmepdpelic
Long Short
Port-channel 20000 4
TenGigabit Ethernet (10000 Mbps) 2000 2
Gigabit Ethernet (1000 Mbps) 20000 4

KomaHObI pexcuma KoHgu2ypuposaHus npoyecca

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KOHPUIypupoBaHUa npouecca:

console (config-mstp-process) #
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Tabnnua 5.89 — KomaHpgb! pexxkuma privileged EXEC

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHoa

Aeilicmeue

spanning-tree forward-
time seconds

seconds: (4..30)/15 cekyHa

no spanning-tree forward-

YcTaHaBAMBaeT ANa KOHGUrypuMpyemoro npouecca MHTepsan
BpemeHun (seconds), 3aTpauMBaemblii Ha NPOCAyWMBAHWE WU
M3yyeHMe COCTOAHWIA nepes NepekIoyeHnem B COCTOSHME
KOMMYTaLUH.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYAHUIO.

seconds: (1..10)/2 cekyHg,

no spanning-tree hello-

time
spanning-tree hello-time YcTaHaBAMBaeT WHTepBan BpemeHn (seconds) mexay
seconds nepegayamu LUMPOKOBELLATENbHbIX coobleHnii «Hello» K

B3aMMOZENCTBYIOLLMM KOMMYTaToOpam.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

no spanning-tree max-age

time
spanning-tree max-age YcTaHaBAMBaET BPemMsA KU3HU (seconds) ceasytolero aepesa
seconds seconds: (6..40)/20 cekyHg | STP.

YcTaHaBAMBaAET 3HaUYeHWe No YMONYaHUIO.

spanning-tree mst
instance_id priority priority

instance_id: (1..4094);
priority: (0..61440)/32768

no spanning-tree mst
instance_id priority

YcTaHaBAMBaeT 3HauyeHue
BblbpaHHOM 3K3emnnsape MST.
- instance_id — ak3emnnap MST;
- priority — npnopuTeT KOMMyTaTopa.

V 3HaueHue NnpuopuTeTa A0MKHO 6bITb KpaTHO 4096.

npuopuTeTa KOMMyTaTopa B

YcTaHaBAMBaeT 3HaYeHue npuopuTeTa No YMOAYaHUIO.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 5.90 — KomaHgb! pexxkuma privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

HAelicmeue

show spanning-tree [process
process_id]

[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..4);
group: (1..24).

process_id: (1..31)/0

Moka3sbiBaeT KoHdUrypaumio npotokona STP gna BbIbpaHHOrO
npouecca.
- process_id — Homep npouecca.

show spanning-tree [detail] MokasbiBaeT noApobHy0 WHPOPMAUMIO O  HaCTpoMKax
[active | blockedports] process_id: (1..31)/0 npotokona STP, wuHdopmaumio 06  aKTUBHbLIX  MAU
[process process_id] 33a6/10KMPOBAHHbBIX NMOPTaX.
- process_id — Homep npouecca.

clear spanning-tree MepesanyckaeT MnpoLecc MUrpauMu MpOTOKOMA. 3aHOBO
detected-protocols gi_port: (1..8/0/1..24); npoucxoamT nepecyéT aepesa STP.
[gigabitethernet gi_port | te_port: (1..8/0/1..4);
tengigabitethernet te_port | group: (1..24).
port-channel group]

KomaHObl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 5.91 — KomaHab! pexkuma EXEC
KomaHda 3HaueHue HAelicmeue

show spanning-tree bpdu lMokasbiBaeT pexum 06paboTkm naketoB BPDU Ha

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24).

[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

nHTepdericax.
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5.15.5.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2106a0716H020 KOHU2YPUPOBAHUS

BuAa 3anpoca KoMaHAHOM CTPOKM pexmnma rnobanbHOro KoOHPUrypmposaHma:

console (confiqg) #

Tabnnuya 5.92 — KomaHgbl pexxknuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue no

no spanning-tree pathcost
method

Komanda Aeticmsue
YMOAYAHUIO
spanning-tree PaspelsaeT ncnonb3oBaHne KOMMYTaTopomM npoTokona STP.
no spanning-tree o 3anpewaeT UCNO/Ib30BaHME KOMMYTAaTOPOM NpoTokona STP.
spanning-tree mode YcTaHaBAMBaET pexkum paboTbl NpoTokona STP.
{stp | rstp | mstp} -/RSTP
no spanning-tree mode YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
spanning-tree pathcost YcTaHaBAuBaeT MeTog, onpeaesieHUs LeHHOCTU NyTH.
method {long | short} - long — 3HayeHMe LeHHOCTM B granasoHe 1..200000000;
-/long - short — 3HaueHWe ueHHocTM B ananasoHe 1..65535.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

spanning-tree mst
instance_id priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..4094);
priority: (0..61440)/32768

YcTaHaBAnBaeT NpMopuTET ANA AaHHOTO KOMMyTaTtopa nepeg,
0OCTaNbHbIMM, UCMONb3YIOWNMM 06WMIA aK3emnaap MSTP.
- instance_id — 3k3emnnsap MST;
- priority — npuopuTeT KOMMyTaTOpa.
V 3HauyeHue NnpuopuTeTa A0MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree mst max-
hops hop_count

no spanning-tree mst max-
hops

hop_count: (1..40)/20

YCTaHaBAMBaeT MaKCMMaNbHOE  KOJIMYECTBO  TPaH3UTHbIX
y4acTKoB Ana naketa BPDU, Heo6xoammbix ana GopmmpoBaHus
AepeBa W yaepaHua uHoopmaumm o ero cTpoeHun. Ecam
NakeT y)Ke Mpolen MaKCMMasbHOe KOJIMYEeCTBO TPAH3UTHbIX
YYacCTKOB, TO Ha CneAylolLemM y4acTke OH oTbpacbiBaeTcs.

- hop_count — MaKCMManbHOE KOAMYECTBO TPAH3UTHbIX
y4acTKoB 454 naketa BPDU.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

spanning-tree mst
configuration

Bxoz, B peXMm KoHOUrypmpoBaHusa npoTokoaa MSTP.

KomaHObI pexcuma KoHgu2ypuposaHUsa npomokosaa MSTP

Bua 3anpoca KoOMaHAHOM CTPOKM B pexume KOHPUrypmuposaHma npotokona MSTP:

consolet#configure
console (config) #spanning-tree mst configuration
console (config-mst) #

Tabnunua 5.93 — KomaHab! pexxnuma KoHGUrypupoBaHua npotokona MSTP

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

instance instance_id
vlan vlan_range

no instance instance_id
vlan vlan_range

instance_id:(1..4094);
vlan_range: (1..4094)

Co3paeT COOTBETCTBME MEXAY IK3eMnaapom npoTtokona MSTP
u rpynnamm VLAN.

- instance-id — naeHTMdUKaTOpP 3K3emnaspa npoTokosna MSTP;
- vlan-range — Homep rpynnbl VLAN.

Ypansaet cCOOTBETCTBME MEXKAY IK3eMNAAPOM NpoToKkoaa MSTP
n rpynnamm VLAN.

name string

Nno hame

string: (1..32) cumBona

3agaeT umsa KoHourypaumm MST.
- string — uma KoHdurypaumm MST.

Ynanaet uma KoHpurypaumm MST.
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revision value

no revision

value: (0..65535)/0

3afaeT Homep peBusnn KoHdurypauum MST.
- value — Homep peBu3nmn KoHurypaumm MST.

YcTaHaBAWBaeT 3HaYeHWe No ymonyauuio (value).

show {current | pending}

MokasbiBaeT Tekywyo (current) nnbo oxugarowyto (pending)
KoHoUrypaumio MST.

Exit _ Bbixos, M3 pexuma KoHourypauum npotokona MSTP ¢
COXpaHeHWeM KOHUrypaumu.
abort Bbixo4 M3 pexuma KoHourypaumm npoTokosa MSTP 6es

COXpaHeHusa KoHOUrypauuu.

KomaHObI pexcuma KoHgpuaypuposaHus uHmepgelica Ethernet, uHmepdgpelica 2pynnsi

nopmoe

Bua 3anpoca KOMaHOHON CTPOKM B pexume KOHOUrypupoBaHua wHTepdeica Ethernet,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnuua 5.94 — KomaHabl pexknma KoHPUrypmposaHus nHtepoelica Ethernet, rpynnsi noprtos

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

spanning-tree guard root

no spanning-tree guard root

-/33 LWWNTa BblK/IKOYEHA

BKAtoYaeT 3aWmnTy «KOPHA» ANA BCEX CBA3YIOWMX AepeBbeB STP
BblbpaHHOro nopta. [aHHan 3awuTa 3anpeLaet nHTepdeicy
6bITb KOPHEBLIM MOPTOM KOMMYTATOPA.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

spanning-tree mst
instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..4094);

priority:( 0..240)/128

YcTaHaBauBaeT npuopuTet nHtepdeiica B sksemnnape MSTP.
- instance-id — vaeHTUdUKaTOP 3K3emnaapa npoTokosa MSTP;
- priority — npnoputeTa KOMMyTaTOpa.

V 3HaueHuMe NpuopuTeTa A,0/MKHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

spanning-tree mst
instance_id cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..4094);
cost: (1..200000000)

YcTaHaBAMBAET LEHHOCTb NyTU Yepes BblbpaHHbI MHTepdec,
ONA onpefeneHHoro aksemnasapa npotokoaa MSTP.

- instance-id — naeHTMdUKaTOpP 3K3emnaspa NnpoTokona MSTP.
- €OSt — UEHHOCTb NyTH.

YcTaHaBAMBaeT 3HAYyeHue, OnpedenseMoe Ha OCHOBaHUU
CKOpPOCTM MNOpTa M MeTO4A OMpeAeneHus LEeHHOCTU nyTH,
Tabamua 5.88.

spanning-tree port-priority
priority

no spanning-tree port-
priority

priority: (0..240)/128

YcTaHaBAuBaeT  npuopuTeT
cBasyoLlem gepese MSTP.

WUHTepdelrica B  KOPHEBOM

V 3HauyeHue NpuopuTeTa A0MKHO BbITb KpaTHO 16.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

KomaHOwbI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnunua 5.95 — KomaHab! pexkuma EXEC

KomaHoa

3HaveHue

HAelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]
[instance instance_id ]
[process process_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
instance_id: (1..64);
process_id: (0..31)/0

MoKa3sbiBaeT KoOHGUrypaumio npoTokosa STP.
- instance_id — naeHTMduKaTop aK3emnasapa npotokona MSTP.
- process_id — Homep npouecca.
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show spanning-tree
[detail] [active
blockedports]
[instance instance_id ]
[process process_id]

instance_id: (1..4094) ;
process_id: (0..31)/0

MoKasblBaeT NoApobHy0 MHOOPMALMIO O  HacTpoiKe
npotokona STP, wuHdopmaumio 06  aKTUBHbIX  MAK
33a6/10KMPOBAHHbBIX NMOPTaXx.

- detail — npocmoTp noapobHoOI MHPOopMmaLmu;

- active — npocmoTp nHbopmaLmm 06 aKTUBHbBIX NOPTax;

- blockedports — npocmoTp MHGOpPMaL MK 0 3a610KMPOBAHHbIX
noprax;

- instance_id — naeHTUPUKATOP 3K3emnaspa npotokona MSTP.
- process_id — Homep npouecca.

show spanning-tree mst-
configuration

MokasbiBaeT nHbopmaLmio o
3K3emnnapax MSTP

CKOHOUIYPUPOBaHHbIX

clear spanning-tree
detected-protocols
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24).

MepesanyckaeT MpoLecc MUrpaLmu 3aHoBO

NpoOmnCXoauT NPOCcYET aepesa STP.

NpPOTOKOANa.

[pumepebl 8b1M0AHEHUA KOMAHO

= BkAouuMTb noanepXKy nportokona STP, yCTaHOBUTb 3HayYeHWE NpuopuTeTa CBA3YHOLLEro
nepesa RSTP — 12288, nHtepsan forward-time — 20 cekyHA, UHTEpPBaN BpeMEHU MeEXIY
nepefayamu LIMPOKOBELATENbHbIX coobuweHnin «Hello» — 5 ceKyHO, Bpems KU3HU
csAsylouLero gepesa — 38 ceKyHa. MNokasaTb KOHOUrypaumio npotokona STP:

console (config
console (config
console (config

console (config
console (config
console (config

( ) #
( ) #
( ) #
console (config) #
( ) #
( ) #
( ) #

spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
exit

console#show spanning-tree

mode rstp
priority 12288
forward-time 20
hello-time 5
max-age 38

Loopback guard:

Root ID

Priority
Address

Times: hold 1,
hello 5,
Interfaces
Name State
gil/0/1 enabled
gil/0o/2 enabled
gil/0/3 enabled
gil/0/4 enabled
gil/0/5 enabled
gil/0/6 enabled
gil/0/7 enabled
gil/0/8 enabled
gil/0/9 enabled

Spanning tree enabled mode RSTP
Default port cost method:
Disabled

long

12288

5 sec

Number of topology changes 3 last change occurred 00:00:10
from gil/0/11

topology change 58,

max age 38,

Prio.Nbr Cost
128.49 2000000
128.50 2000000
128.51 2000000
128.52 2000000
128.53 2000000
128.54 2000000
128.55 2000000
128.56 2000000
128.57 2000000

a8:f9:4b:£f1:1d:00
This switch is the root

Hello Time Max Age 38 sec

forward delay 20

Forward Delay 20 sec

ago
notification 5

Sts Role PortFast Type
Dsbl Dsbl No -
Frw Desg No P2P (RSTP
Dsbl Dsbl No -
Dsbl Dsbl No -
Dsbl Dsbl No -
Dsbl Dsbl No -
Dsbl Dsbl No -
Dsbl Dsbl No -
Dsbl Dsbl No -

y

B MSTP uHdopmauma o nocnegHein CMeHe TOMOI0rMU BbIBOAUTCA TONIbKO C NOMOLLbIO
KomaHpgbl show spanning-tree detail.

Ethernet-kommymamopesi cepuu MES3000

113




HELTEX

5.15.6 Hacmpolika ¢pyHkyuu flex-link

Flex-link — dyHKLMA pe3epBUpoBaHMA, NpegHa3HaYeHHan aAna obecnevyeHns HageKHOCTM KaHana
nepefaun gaHHbix. B ceaske flex-link moryt Haxoautbca ethernet- u port-channel- nHtepdeincol. OanH
N3 3TUX MHTepdencoB HaxoaMTCA B 3aDNOKMPOBAHHOM COCTOAHMM M HAYMHAET NPONYCcKaTb TpaduK

TONbKO B C/lydae aBapumM Ha BTOPOM MHTepdeice.

KomaHObI_pexcuma _KoHgpuaypuposaHus uHmepgelica Ethernet, uHmepdgpelica 2pynnsi

nopmoe

Bua 3anpoca KOMaHAHOM CTPOKM B peXume KOHOUrypupoBaHua wHTepdeica Ethernet,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.96 — KomaHabl perknma KoHourypmpoBaHus uHtepdelica Ethernet, rpynnsi noptos

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmesue

flex-link backup {
tengigabitethernet te_port

| gigabitethernet gi_port |
port-channel port_channel}

no flex-link backup {

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24);
port_channel (1..12)/-

Bkntouaert flex-link Ha nHTepdeiice 1 HazHavyaeT BbiIbpaHHOMY
nHTepdelicy ponb backup-untepdelrica s flex-link nape.

tengigabitethernet te_port
| gigabitethernet gi_port |
port-channel port_channel}

Boikntouaet flex-link Ha uHTepdelice n yaanaer BbIbpaHHbIN
nHtepderic us flex-link napsi.

flex-link preemption mode
[forced | bandwidth| off]

-/off

no flex-link preemption

3apaeT pevicTBue Npu NOAHATUM MHTepdeica, yyacTByroLWero
8o flex-link:

- forced — ecan nogHABWMICA MHTepdENC HACTPOeH Kak
master, To OH CTaHEeT aKTUBHbIM UHTepdercom;

- bandwidth — npu nogHATUM MHTepdeica aKTUBHbIM CTaHeT
nHTepoeric c 6onbluer NPONYCcKHOM CNOCOBHOCTbLIO;

- off — nogHaBwwuiicA  uHTepdeMc  ocTaHeTca B
336/10KMPOBAHHOM COCTOAHMM.

BoaBpau.l,aeT 3Ha4YeHne No YMOTHaHUIO.

delay: (1..300)/35

no flex-link preemption
delay

mode
flex-link preemption delay 3afaeT Bpemsa OT nepexoa OTK/IIOYEHHOro NopTa B COCTOAHME
delay «up», NO MNPOLWECTBUM KOTOPOro BbINONHAETCA AENCTBUE,

ycTaHoBneHHoe komaHaoli flex-link preemption mode.
- delay — nepuog BpemeHu, B CEKYHAAX.

Bo3Bpalyaer 3HaYeHMe No YMOIYaHUIO.

KomaHOwbi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxunma privileged EXEC:

console#

Tabnnuya 5.97 — KomaHgb! pexkuma EXEC

KomaHoa 3HayeHue

HAelicmeue

show interfaces flex-link
[detailed] {
tengigabitethernet te_port
| gigabitethernet gi_port |
port-channel port-channel }

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24);
port_channel: (1..12)

MokasbiBaeT KoHoUrypaumio dyHKumm flex-link.
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5.15.7 lpomokon EAPS

MpoTtokon EAPS (Ethernet Automatic Protection Switching) npegHasHayeH gns noBblWeHUs
YCTOMYMBOCTM U HAAEKHOCTU CETU Mepedayu AaHHbIX, UMeloWer KO/bLeBYyH TOMOJ/IOrNUIo, 3a cYeT
CHUXXEHUA BPEMEHM BOCCTAHOB/IEHMA CETU B Cy4ae aBapuun. Bpema BoccTaHOBAEHMA He NpeBblwaeT 1
CEeKYHAbl, YTO CYLLECTBEHHO MEHbLUe BPEeMEHU NepecTPoMKM CeTU MPU UCNOIb30BaHMU MPOTOKO0B
ceMencTBa spanning tree.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHOro KOHPUrypmpoBaHma:
console (confiqg) #

Tabnunua 5.98 — KomaHabl perknma rnobanbHoro KoHGUrypruposaHumn

KomaHoa 3HayeHue/3HayeHue no Aeilicmeue
YMOAYAHUIO
Eaps PaspewaeT paboTy npoTokona EAPS.
no eaps i 3anpeuwaet paboTy npoTtokona EAPS.
eaps fail-timer seconds 3afaeT BpemsA OTCYTCTBMA TECTOBbIX MAKeTOB, MO UCTEYEHWUU

KoToporo byaet 3adMKcMpoBaHa aBapua KosbLa.

:(1..1
seconds: (1..10)/3 cexynpel | seconds —nepuoj, BpeMeHMU, B CeKyHAAX.

no eaps fail-timer YcTaHaBAWBAET 3HaYeHMe Talmepa No YMOYAHUIO.
eaps hello-timer seconds Talmep nepuoguuHocTy otnpasku hello-nakeTtos.
seconds: (1..10)/1 cekyHaa - seconds — nepwuopn BpemeHu oTnpaBku hello-naketos, B
CEeKyHaax.
no eaps hello-timer YcTaHaBAMBaET 3Ha4YeHWe Talimepa No YMOYAHUIO.
eaps domain domain_id Co3paHune EAPS-pervoHa c ugeHTudmkatopom domain-id wn
domain_id: (0..63) nepexon, B peXXum KOHGUrypupoBaHUA perMoHa.
no eaps domain domain_id YpaneHune EAPS-pernoHa c naeHtmdukatopom domain_id.

KomaHObI pexcuma KoHgu2ypuposaHUsa 0oMeHd

Bupg 3anpoca KOMaHAHOM CTPOKU B penume KOHOUIrypMpoBaHMA AOMEHaA:
console (config-eaps-domain) #

Tabnnua 5.99 — KomaHpgb! pexknuma koHdurypuposaHma EAPS gomeHa

3HayeHue/3Ha4yeHue "
Komanda / Aelicmeue
o ymMoa4aHuro
control-vlan vian_id NpoeHTudumkatop VLAN, ucnonblyemol ana ynpasneHua EAPS.
Kpome Toro, ana paboTbl NpPOTOKONA [JO/KHA CyLLecTBOBaTb
cnepyowana nocne ynpasaatoweit VLAN (control-vlan + 1),
ncnosab3yemas A NpaBJeHNA  BTOPUYHBIMM  KOJIbLLAMMU.
vlan_id: (1..4093) ¥ AARALY P 4
Ynpasnawowasa VLAN EAPS He pomKHa wucnonb3oBaTtbCA ANA
nepegauv ntoboro MHoro Tpadmka.
- vlan_id — Homep VLAN, ynpasnsatoweit EAPS.
no control-vlan OTmeHa HasHayeHua VLAN.
ring ring_id Co3faHue Konbla C aAeHTUOUKATOPOM ring_id v nepexos B pexunm
ring_id: (0..15) KOH$UIrypnMpoBaHUA KonbLa.
no ring ring_id YpaneHue KonbLa ¢ UAEHTUPUKATOPOM ring_id.
set ring ring_id L PaspeweHue uan 3anpet paboTbl KoMbua € UAeHTUMKATOpPOM
. ring_id: (0..15) o
{enable | disable} ring_id.

KomaHObI pexcuma KOHgU2ypupo8aHusa Koasbua

Bug, 3anpoca KOMaHAHOW CTPOKM B peXkMme KOHUryprpoBaHma:

console (config-eaps-domain-ring) #
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Tabnnuya 5.100 — KomaHapl pexxknuma KoHdurypuposaHua EAPS KonbLua

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeilicmeue

primary-port {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

Bbl6Op NEepBUYHOTO NOPTa KOMMYTaTOPA, BKAKOYEHHOTO B
KONbLO.

secondary-port
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

BbI60p BTOPMYHOIO NOPTAa KOMMYTATOPa, BK/IHOUYEHHOTO B
KO/IbLLO.

role {master | transit} level
level-id

level-id: (0..1)

role {edge | sub-edge}

BblbOp ponM KOMMyTaTopa B KOHOUIypMpyemom [AOMEHe U
KosbLe.

Bo3morKHble ponu:

- master — yCTpoWcTBO ABNAETCA BeAyL MM Y3/10M;

- transit — ycTpoWcTBO ABNAETCA TPAH3UTHLIM Y3/10M;

- edge — cmexHbI y3en, NpUHag/aexKawuini OCHOBHOMY U
BTOPUYHOMY KONbL,AM;

- sub-edge — BcnomoraTenbHbIN CMEXKHbIN y3en,
NPUHAANEXKALLMIA OCHOBHOMY W BTOPUYHOMY KO/IbLLAM.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxnma EXEC:

console#

Tabanuya 5.101 — KomaHapl pexxkuma EXEC

KomaHoa

3HaveHue

Aelicmesue

show eaps [domain
domain_id [ring ring_id 1]

domain_id: (0..63);
ring_id: (1..15)

3anpoc nHpopmaL MM 0 COCTOAHUM AOMEHOB M Konel, EAPS.
- domain_id — naeHtTudukatop gomeHa EAPS;
- ring_id — naeHTudukaTop Konbua EAPS.

5.15.8 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTtokon ERPS (Ethernet Ring Protection Switching)

npeagHasHayeH ANnA4 NOoBblWEHUA

yCTOﬁLIMBOCTM N HaadeXHOCTU CeTun nepeaadn OaHHbIX, MMEPOLLI,EVI KO/bUEeBYO TOMOIOINNKO, 3a CYeT
CHUXXeHWA BpeMeHM BOCCTAaHOBNEHUA CeTU B Clyvae aBapumn. Bpema BOCCTaHOB/IEHMA He npeBblaeT 1
CeKyHAbl, YTO CyWweCTBEHHO MeHbllue BpeMEHU ﬂepECTpOﬁKM CeTn nNpum MUcNoab3oBaHMM NPOTOKO/10B

cemelicTBa spanning tree.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUS

BuAa 3anpoca KoMaHAHOWN CTPOKM pexxmnma ri1ob6anbHoro KOHPUrypmpoBaHmsa:

console (confiqg) #

Tabnnuya 5.102 — KomaHzabl pexkrMma rnobanbHOro KoHGUrypmposBaHus

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
YMOMYAHUIO
Erps PaspewaeT paboTy npoTokona ERPS.
no erps o 3anpewaet paboty npotokona ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3paHune ERPS-Konbua ¢ naeHtndurkatopom R-APS VLAN, no
KoTopol byaeT nepeaaBatbcA CAyxebHasa wHbopmauma wu
nepexon, B peXXUM KOHGUIypupoBaHUA KonbLa.

-vlan_id — Homep R-APS VLAN.

YpaneHune ERPS-Konbua ¢ ngeHtMdukatopom vian_id.
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KomaHObI pexcuma KOHgU2ypupo8aHusa Koabua

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUme KOHGUryprupoBaHUa KoabLa:

console (config-erps) #

Tabnnuya 5.103 — KomaHapl pexxnma koHourypmposaHua ERPS-konbLa

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

protected vlan add vian_list

vlan_list: (2..4094, all)

LobaenaeTt ananasoH VLAN B cNMCOK 3awmiLeHHbIX VLAN.

- vlan_list — cnucok VLAN. AuanasoH VLAN mMOXHO 3agaTb
nepeyncieHMeM 4Yepes 3anATyl0 WAW yKas3aTb HayalbHoEe W
KOHeyHoe 3Ha4YeHus guanasoHa yepes geduc "-".

protected vlan remove
vlan_list

vlan_list: (2..4094, all)

Ypanaet ananasoH VLAN 3 cnucka 3awmweHHbix VLAN.
- vlan_list — cnucok VLAN ans yaaneHus.

port {west | east}
{gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

Bbibop west(east)-nopta KommyTaTOpa,
KONbLO.

BK/IIOYEHHOIo B

no ring enable

port-channel group } group: (1..24)
no port {west | east} YpaneHune west(east)-nopTa KommyTaTopa, BK/AOYEHHOrO B
B KONbLO.
rpl {west | east} {owner | Bbi6bop RPL-nopTa KOMMyTaTOpa v €ro poau.
neighbor} - west — RPL-nopTtom ByaeT HazHayeH west nopT;
- east — RPL-nopTom 6yaeT HasHauyeH west noprT;
/norpl - owner — KommyTaTop byaeT ABnATbcA Bnagenbuem RPL-
nopTa;
- neighbor — kommyTaTop ByzeT ABAATbCA cOce0M BlaaenbLa
RPL-nopra.
no rpl YpaneHune RPL-nopTa KommyTaTopa.
level level HacTpoiika ypoBHA coobuieHnit R-APS. Heobxoaumo pana
NPOXoXKAeHUA coobueHnin yepes CFM MEP.
level: (0..7)/1 - level — ypoBeHb coobuieHnii R-APS.
no level YCcTaHOBKa 3HaY€HMA NO YMONYAHUIO.
ring enable BKkntoueHMe GyHKUMOHNPOBAHMA KOJbLLa.

BbiKkAtoueHMe GYHKUMOHMPOBAHUA KOAbLA.

version version

no version

version: (1..2)/2

BbibOp pexmma COBMECTMMOCTM C  ApYrMmMM
npotokona G.8032.
- version — BepcuA npoTokosia G.8032.

Bepcnamu

YcTaHOBKa 3Ha4YeHns no YMOI4aHUIO.

revertive

no revertive

-/revertive

Bbi6bop pexkuma paboTbl KosbLa.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

sub-ring vlan vian_id
[tc-propogation]

vlan_id: (1..4094)

YKasaHWe NoAKoAbLa ANA 4aHHOTO KONbLA.
- tc-propogation — Bk/iO4YaeT pacnpocTtpaHeHne TC B

no timer guard

KpaTHoe 10/500 mc

noAkosnbLe.
no sub-ring vlan YpaneHne noakonbLa.
timer guard value YcTaHOBKa Talimepa 6nokupylowero ycrapeswwue R-APS
value: (10..2000) mc,
cooblueHus.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

timer holdoff value

no timer holdoff

value: (0..10000) mc,
KpaTHoe 100 ¢ TOYHOCTbIO 5
mc/0 mc

YcTaHOBKa TaliMepa 3aJlepKKM peakuuyu KommyTatopa Ha
M3MEHEHWe B COCTOSHUM. BmecTo peakuumm Ha cobbiTve
BK/IIOYaeTCA TaliMep, MO WCTEYeHWM KOTOPOro KOMMYyTaTop
uHbopmupyer o cBoem cocTosaHuW. [lpeagHasHadeH Ans
ymeHblueHus dayaa naketos npu GaanuHre nopTos.

YcTaHOBKa 3Ha4YeHna no YMO4aHUIO.

timer wtr value

no timer wtr

value: (1..12) MUH/5 MUH.

YcTaHOBKa Talimepa, KOTopbii 3anyckaetcsa Ha RPL Owner
KomMMyTaTope B revertive-pexkume. MWcnonb3yetca AnAa
NnpesoTBPALLEHNA YacTblX 3aLLMTHBLIX MNEepeKNtoYeHuii Kns-3a
CMTHA/I0B O HEMCNPABHOCTAX.

YcTaHOBKa 3HAY€HUA NO YMONYAHUIO.

switch forced {west | east}

no switch forced

-/no

dopcupyeT 3anycKk 3alMTHOrO NepekYeHus Kosbla, npu
3TOM B10KMpPYeTCA yKa3aHHbIM NopT.

OTmeHa GopCMpPOBaHNA NepPeKIYeHUs KobLa.
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switch manual {west | east}

no switch manual

-/no

Py4yHoe 6/10KMpoOBaHMe YyKasaHHoro west(east)-nopta m
pas3bnokuposaHue east(west).

OTMmeHa py4yHoW 610KMPOBKY.

abort

OTKaTUTb U3MEHEHWA, BHECEHHbIE C MOMEHTA BXOAa B PEXUM
KOHUrypauum KonbLa.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 5.104 — KomaHabl pexkmma EXEC

KomaHoa

3HavyeHue

Aelicmeue

show erps [vlan vian_id]

vlan_id: (1..4094)

3anpoc uMHpopmauum 06 obuwem coctosiHuM ERPS wam

COCTOAHUN YKA3aHHOro Ko/abla.

5.15.9 Hacmpolika npomokKona LLDP

OcHoBHOW ¢yHKUMel npoTtokona Link Layer Discovery Protocol (LLDP) sBnsetca obmeH
MHbOPMaUMEN MeXAaY CETEBBIMUN YCTPOMUCTBAMM O CBOEM COCTOAHUM U XapaKTepuctTukax. MHpopmaums,
cobpaHHaa nocpeacTsom npotokona LLDP, HaKan/iMBaeTcsa B YCTPOMCTBAX U MOXKET ObiTb 3anpoLleHa
ynpaBAaloWUM KoMNbloTepom Mo npotokony SNMP. Takum obpasom, Ha OCHOBaHWM COBpPaHHOM
MHbOPMaLMK, HA YNPABAAIOLLEM KOMMbIOTEPE MOXKET BbITb CMOAENNPOBAHA TOMOJIOTUA CETU.

KommyTtatopbl MES3000 nopgep»mBatoT nepegadvy KakK CTaHAAPTHbIX MAapamMeTpoB, TaK MU

OMUMOHA/bHbIX, TAKUX KaK:

—  WMSA YCTPOMCTBA M €ro onuncaHue;
—  WUMA MOpTa U ero onuncaHue;
—  uHoopmaumsa o MAC/PHY;

- uT.A.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOro KOHGUIrypnpoBaHmsa:

console (confiqg) #

Tabnunua 5.105 — KomaHapl pexknuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
lidp run /BKlouEHO Paspelaet KOMMyTaTOpPY MCNOAb30BaHMe NpoToKkona LLDP.
no lidp run 3anpelaeT KOMMYTaTOPY UCNOAb30BaHWe NpoToKona LLDP.

lidp timer seconds

no lidp timer

seconds: (5..32768)/30 cek

Onpeaenset, Kak 4acto YycTpoicTBo 6yaeT OTNpaBnATb
obHoBneHune nHdopmaumm LLDP.

YcTaHaBAnBaeT 3HaYeHUe No YMOAYAHUIO.

lidp hold-multiplier number

no lidp hold-multiplier

number: (2..10)/4

3apaeT Be/IYNHY BpEMEHMN AN1A NPUHUMAIOLLErO YCTPOMICTBA, B
TeYeHMe KOTOPOTO HYXKHO yAepKMBaTb MPUHMMaEMbIe NaKeTbl
LLDP nepeg ux copocom.

[aHHasa BennuYMHa nepepaeTcA Ha MPUHMMAEMYHO CTOPOHY B
LLDP update naketax (nakeTax o06HOB/AEHUA), ABAAETCA
KpaTHOCTbIO Ana Taimepa LLDP (lldp timer). Takum obpasom,
Bpemsa Xu3Hu LLDP nakeToB paccumTbiBaeTca no ¢opmyne TTL
=min(65535, LLDP-Timer * LLDP-HoldMultiplier)

YcTaHaBAWBaeT 3HaYeHue no YMOYaHUIO.

lldp reinit seconds

no lldp reinit

seconds: (1..10)/2 cek

MuHUManbHoe Bpems, Kotopoe LLDP-nopt 6yaeTt oxupatb
nepeg, NnoBTOPHOM UHULUManm3aumen LLDP.

YcTaHaBAMBaeT 3HaYeHWe No YMOJIYAHUIO.
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lidp tx-delay seconds

no lidp tx-delay

seconds: (1..8192)/2 cek

YcTaHasaunBaet 334EPKKY mexay nocnenyoLWUMm
nepegayamun nakeTtos LLDP, MHULMMPOBAHHBIMUN
M3MEHEHUAMM 3HAYEHUM WM CTATyca B JIOKa/bHbIX 6Hasax
AaHHbIXx MIB LLDP.

V PekomeHgyeTca, uTobbl AaHHaAA 3agep)KKa 6bina

MeHblue, Yem 3HayeHue 0.25* LLDP-Timer.
YcTaHaB/MBAET 3HAYEHME MO YMONYAHMUIO.

lidp lidpdu
{filtering | flooding}

no lidp lidpdu

-/filtering

Onpeaensnet pexxum 06paboTkun naketos LLDP, Korga npoTokon
LLDP BbiKAtOYEH HA KOMMYTaTOpeE:

- filtering — yka3biBaeT, 4To LLDP-nakeTbl puabTpytoTCs, ecnm
npoTokon LLDP BbikAtOYEH HA KOMMYyTaTOpeE;

- flooding — ykasbiBaeT, yTo LLDP-nakeTbl nepepatoTcs, ecim
npoTokon LLDP BbIKAOYEH Ha KOMMYTaTOpe.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

lldp med fast-start repeat-
count number

no lldp med fast-start
repeat-count

number: (1..10)/3

YcTtaHaBauMBaeT yucno nostopeHnit PDU LLDP ans 6bicTporo
3anycka, onpeaensaemoro nocpeacrsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp med network-policy
number application

[vlan vian_id]

[vlan-type {tagged |
untagged}]

[up priority] [dscp value]

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);

OnpegaenseT npasuao gaa napamerpa network-policy (ceTeBan
NOAWTUKA  yCTpoicTBa). [aHHbIi  napameTp  sABAseTcA
ONUMOHaNbHbIM AN1A pacwmpeHuna npotokona LLDP MED.

- number — nopsaKoBbIi HoMmep npasuna network policy;

- application — rnasHas GyHKLMA, onpeseneHHan Ans A4aHHOrO
npasuna network policy. Ucnonb3yemble nmeHa: voice, voice-
signaling, guest-voice, guest-voice-signaling, softphone-voice,
video-conferencing, streaming-video, video-signaling.

-vlan_id — npeHtndukatop VLAN ans gaHHoOro npasuna;

- tagged/ untagged — onpeaenser TerMpoBaHHON WAM
HeTerMposaHHoM b6yaetr VLAN, wucnonb3yemas [aHHbIM
npaBuIOM.

- priority — npuvopuTeT AaHHOro nNpaBuaa (Mcnonb3yeTca Ha

priority: (0..7); BTOpOM ypoBHe mogenu OSI);
value: (0..63).

- value — 3Ha4yeHue DSCP, ncnonbyemoe AaHHbIM NPaBUIOM.
no lidp med network-policy Ypanaet co3gaHHoe npaBuio ana napametpa network-policy.
number
lidp med network-policy MepepasaTb B coobueHnax LLDP-MED napameTpsl voice-vlan
voice auto

-/BKAOYEHO

no lldp med network-policy
voice auto

3anpewaeT nepegayy napameTtpos voice-vlan 8 LLDP-MED

lldp notifications interval
seconds

no lldp notifications interval

seconds: (5..3600)/5

YCTaHaBAMBAET  MaKCMMa/IbHYHO
yBefomneHuii LLDP.

- seconds — nepuog, BpemMeHu, B TeYEHNe KOTOPOro yCTPOMCTBO
MOKET OTNPaBUTbL He 6os1ee 0AHOT0 YBELOMIEHUS.

CKOpPOCTb  Mepesaun

YcTaHaBAMBaeT 3HAYEHUE MO YMOSYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelicos Ethernet:

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypuposaHma nHtepoeiicos Ethernet:

console (config-if)#

Tabnunua 5.106 — KomaHapl pexknuma KoHduUrypuposaHua nHtepdeica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
lidp transmit Paspewaetr nepepgayy naketoB Mo npoTokony LLDP Ha
/ nHTEpdelice.
- -/paspelueHo
no lidp transmit pasp 3anpewaer nepegayy nakeTtos Mo npotokoay LLDP Ha
Mcnonb3oBaHMe B 060MX o
MHTepodeiice.
HanpasaeHnAX

lidp receive

no lldp receive

PaspelwaeT npvem nakeTos no npoTokony LLDP Ha uHTepdelice.

3anpeLiaeTt npMem NakeTos Mo npotokony LLDP Ha nHTepdeiice.

lidp optional-tiv
tiv_list

tlv_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,

OnpegenseT, Kakue onuuoHanbHble TLV-nons (Type, Length,
Value) byayT BKAtOYEHbI YCTPOMCTBOM B nepesaBaemblit LLDP-
naker.
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no lldp optional-tlv

802.3-max-frame-size)/
onumoHanbHoble TLV He
BKJIIOYEHbI B NaKeT

B KOMaHAY MOMHO BK/IKOYMTb OT O4HOTO 40 MNATU OMUMOHA/bHbIX
TLV: port-desc, sys-name, sys-desc, sys-cap, 802.3-mac-phy,
802.3-lag, 802.3-max-frame-size.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

lidp optional-tlv 802.1 {pvid
[enable|disable] | ppvid
{add|remove} ppv_id | vlan-
name {add|remove} vian_id}

lidp optional-tilv 802.1
protocol {add | remove} {stp
| rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (0-4094);
vlan_id: (1-4094)/
onuMoHanbHble TLV He
BK/IIOYEHDI

OnpegaenseT, Kakue onuuoHanbHble TLV-nons 6yayT BKAOYEHbI
YCTPOMCTBOM B Nepesasaemblii LLDP-nakeT:

- pvid — PVID uHTepodeiica;

- ppvid — ao6asutb/yaanuts PPVID;

- vlan-name — po6asuTb/yaanuts Homep VLAN;

- protocol — n06aBuTb/yAanUTL ONpeaesieHHbI NPOTOKO.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

lldp management-address
{ip_address | none |
automatic
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group |

vlan vian_id] }

no lldp management-address

ip-address: (A.B.C.D);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1 .. 4094)/
ynpasasaoLwmii agpec
onpegensetca
aBTOMaTUYeCKn

Onpepensetr  ynpasasaoLUM 06bABNEHHbIA  HA

MHTepodeiice.

- ip_address — 3apgaeTca cTatuyeckuii IP-agpec;

- none — yKa3bIBaeT, YTo agpec He 06bABNEH;

- automatic — ykasbiBaeT, 4TO cMCTemMa aBTOMATUYECKU

BblbMpaeT ynpasnaowmii agpec u3 Bcex IP-aapecos

KOMMYTaTopa;

- automatic {gigabitethernet|tengigabitethernet|port-

channel[vlan} — yKa3sblBaeT, 4TO cMCTEMa aBTOMaTUYECKM

BblOMpaeT ynpaBnstowWwmii agpec, U3 CKOHGUIypUPOBaHHbIX

af\pecoB 3af,aHHOro UHTepdelica.

Ecnan wuHtepdelic ethernet wnnm wunHTepdelic rpynnbl nNoptos

npuHaanexkat VLAN, To aaHHbin agpec VLAN He byaeT BKAOYEH

B CMIMCOK BO3MOHbIX YNPABAAOLNX a4 pecos.

V B cnyyae Hannuua Heckonbkux IP-agpecoB cucrema
Bbl6bMpaeT HauyanbHbli  IP-agpec 43 AuManasoHa

AuHamuyeckux IP-apgpecoB. Ecnum  auHamuyeckue apgpeca

OTCYTCTBYIOT, TO cMCTeMA Bbl6UpaeT HayanbHbi IP-agpec us

AuanasoHa BO3MOXHbIX cTatuyeckux IP-agpecos.

appec,

Ypanset ynpasnatowuii IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

-/oTnpaBKa yBegomaeHuM
LLDP 3anpeueHa

PaspeluaeT/3anpelwaer oTnpaBKky yBedomneHuin LLDP Ha
MHTepodeiice.
- enable — paspewaer;

- disable — 3anpeuaer.

YcTaHaBAMBaeT 3HAYEHUE MO YMOJIYAHUIO.

lidp med enable [t/v_list]

no lidp med enable

tlv_list: (network-policy,
location, poe-pse,
inventory)/
3anpeLLeHo
1cnonb3oBaHne
paclwmvpeHns NpoToKoNa
LLDP MED

Pa3pelaet ucnonb3osBaHue pacwmpeHma npotokona LLDP MED.
B KOMaHAy MOXHO BKIOYMTb OT OAHOMO [0 YeTblipéx
cneunanbHbix TLV: network-policy, location, poe-pse, inventory.

YcTaHaBAMBaeT 3HaYeHUe No YMOIHAHUIO.

lidp med network-policy
{add|remove} number

no lidp med network-policy
number

number: (1..32)

HasHavaet npasuno network-policy gaHHomy nHtepdelicy.
- add — HasHavaeT npasuo;

- remove — yganseT Npasuno;

- number — Homep npasuna.

Ypanset npasuao network-policy ¢ faHHoOro nHTepdeiica.

lidp med location
{coordinate coordinate|
civic-address
civic_address_data |
ecs-elin ecs_elin_data}

no lidp med location

coordinate: 16 6anT;

civic_address_data:
(6..160) 6air;
ecs_elin_data:
(10 - 25) 6aut

3afaeT MecTOMO/IOXKeHMEe YCTPOWCTBA Aas npoTokona LLDP
(3HaueHue napameTpa location npotokona LLDP MED).

- coordinate — afpec B cMCTEME KOOPAMHAT;

- civic_address_data — agMUHUCTPATUBHbIN agpec YyCTPOMCTBa;
- ecs-elin_data — appec B ¢popmate, onpegeneHHom ANSI/TIA
1057.

Ypanaer HacTPOMKM NapameTtpa mectononoxkeHus location.
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lidp med notification Paspeluaet/3anpeliaer oTnpasky ysegomneHunit LLDP MED o6
topology-change M3MEHEHUWN TOMOJIOTUMN.
{enable | disable} - enable — pa3pelwaet oTnpaBKy yBegoMAeHUI;
- - disable — 3anpewaeTt oTnpaBKy yBeOMAEHUA.
no lldp med notifications YcTaHaBAMBaET 3HaYeHMe NO YMOAYAHWIO.
topology-change

V Maketbl LLDP, npuHATble Yyepe3 rpynny NOPTOB, 3aNOMMHAIOTCA MHAMBUAYA/IbHO NOPTaMu
rpynnbl, NPUHABLWIMMM coobwieHuA. LLDP oTnpaBasAeT pasanuHble coobLieHNa Ha KaxKablit
nopT rpynnbl.

/ Pabota npoTtokona LLDP He 3aBUCUT OT cOCTOAHUA NpoTOKona STP Ha nopTy, nakeTbl LLDP
OTNPABAAIOTCA U NPUHUMAIOTCA HA 3a6/10KMPOBaHHbIX NPOTOKo0M STP-nopTax.

Ecnu nopt KoHTpoaupyetca no 802.1X, To LLDP paboTtaeT c NopTOM TONbKO B C/ly4yae, eciun oH
aBTOpPU30BaH.

KomaHOwbi pexcuma privileged EXEC

Bce kKomaHAb! AOCTYNHbI 419 NPUBUIETMPOBAHHOIO NOJIb30BaTENA.

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:
console#

Tabnunua 5.107 — KomaHapl pexxkuma privileged EXEC
3HavyeHue/3Ha4yeHue
o ymMona4aHuio
clear lidp table Ounwaet Tabnuuy aapecoB OOHAPYXEHHbIX COCeAHUX
— YCTPOMCTB M HAYMHAET HOBbIM LMKA OobMeHa nakeTamu Mo

npotokony LLDP MED.

sh'ow I_Idp configur?tion gi_port: (1..8/0/1..24); I'IOKa3b|szeT LLDPU KOHOUrypaumm  Bcex ¢1v43w4ecr<wx
[gigabitethernet gi_port | te_port: (1..8/0/1..4) NHTepdencoB yCTPoICTBa, 60 3a4aHHbIX UHTEPECOB.
tengigabitethernet te_port] - e "
show lldp med configuration

KomaHoa Aelicmeue

MoKa3blBaeT KOHOUIypauum pacwmpeHua npoTokona LLDP -
[gigabitethernet gi_port | MED ans Bcex ¢u3nyeckux uHTepdeiicos, NMb60 3aAaHHbIX
tengigabitethernet te_port] NHTEpdelicos.

sh.ow I-Idplocal » gi_port: (1..8/0/1..24); ﬂoxasblsaeT LLDP-nHpopmaumto, KOTOpYyD  aHOHCUpyeT
{gigabitethernet gi_port | te_port: (1..8/0/1..4) JaHHbIN NOpT.

tengigabitethernet te_port} - e "

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

show lidp local tlvs- MoKa3sblBaeT cTaTyc nepesarpysku TLVs LLDP.
overloading gi_port: (1..8/0/1..24);
[gigabitethernet gi_port | te_port: (1..8/0/1..4)

tengigabitethernet te_port]
show lidp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port]
show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port]

MokasbiBaeT WMHGOPMALMIO O COCEAHMX YCTPOMCTBAX, Ha

gi_port: (1..8/0/1..24); KoTopbIx paboTaeT npotokon LLDP.

te_port: (1..8/0/1..4)

gi__port: (1..8/0/1..24); MoKa3biBaeT cTaTUCTMKY LLDP.

te_port: (1..8/0/1..4)

[Mpumepbl 8bINOAHEHUA KOMAHO

=  YcTaHoBUTb ana nopta gl cneaywowme tlv-nons: port-description, sytem-name, system-
description. ins aaHHoro uHTepdelica 4ob6aBuTh ynpasaawomni agpec 192.168.17.55

console (config)# configure
console (config-if)# 11ldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1lldp management-address 192.168.17.55
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= [locmoTpeTb KoHpUrypaumto lldp:

console#show 1lldp configuration

LLDP state: Enabled
Timer: 30 Seconds

Hold multiplier: 4
Reinit delay: 2 Seconds
Tx delay: 2 Seconds

Port State Optional TLVs
gi0/1 Rx and Tx PD, SN, SD
gi0/2 Rx and Tx
gi0/22 Rx and Tx

More: <space>, Quit: g, One line: <return>

Address

192.168.16.55

Tabnuua 5.108 — OnucaHue pesybTaToB

lMone OnucaHue

Timer

OnpeaenseT, Kak 4acTo ycTpolicTBo wneT LLDP-o6HOBNEHMA.

Hold multiplier

OnpegenseT BennumHy Bpemenun (TTL, Time-To-Live) gns npuHumatowero
YCTPOWCTBA, B TEYEHME KOTOPOTO HYXKHO YAEPXKNBATb NPUHMMaeMble nakeTbl LLDP
nepeg ux cbpocom: TTL = Timer * Hold multiplier.

OnpegenaeT MMHUMaNbHOE BPEMSA, B TeHEeHWe KOTOPOro nopT 6y,EI,ET oXungatb

Reinit delay nepez nocbinkoi cneaytoutero LLDP-coobuieHus.

Tx delay OnpegenAaeT 3a4epXKKY MexXay nocnep,yloufMMM nepegadyamu LLDP-Kaapos,
WUHWULMNPOBAHHbIX U3MEHEHUAMM 3HA4YeHU Mbo cTaTyca.

Port Homep nopTa.

State Pexum paboTbl nopTa gns npotokona LLDP.

Optional TLVs

TLV-onuuun, KoTopble nepeaatoTca.
BO3MOKHble 3HaYeHUA:

PD — OnuncaHue nopta;

SN — CuctemHoe nms;

SD — OnucaHume cuctemol;

SC — BO3MOKHOCTU CUCTEMDI.

Address

Appec ycTpoiicTea, KOTopbii nepeaaetcs B LLDP-coobLyeHusnX.

Notifications

YKa3blBaeT, pa3peLleHbl UK 3anpeLleHbl ysegomaeHuma LLDP.

= [lokasaTb MHGOPMaALMIO O COCeAHUX YCTPOMCTBAX:

console#show 1lldp neighbors

1
1

0060.704C.73FC 9 ts-7900-1
1

Device ID Port ID System Name Capabilities

ts-7800-2 B
ts-7800-2 B
B

ts-7900-2

show 1lldp neighbors gigabitethernet 1/0/20

Device ID: 02:10:11:12:13:00
Port ID: gi0/23
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System Name:

Time To Live:

Capabilities: B

System description:
Port description:
112

sandbox2

24-port 10/100/1000 Ethernet Switch
Ethernet Interface

802.3 MAC/PHY Configuration/Status
Auto-negotiation support:
Auto-negotiation status:
Auto-negotiation Advertised Capabilities:

Supported
Enabled

1000BASE-T full duplex, 100BASE-TX

full duplex mode, 100BASE-TX half duplex mode, 10BASE-T full duplex mode,
10BASE-T half duplex mode
Operational MAU type: Unknown
Tabnnuya 5.109 — OnucaHuMe pe3ynbLTaToB
Mone OnucaHue
Port Homep nopTa.
Device ID Nma nnn MAC-agpec cocegHero ycTpomncrsa.
Port ID NaeHTMdMKaTop NopTa coceaHero ycTpoicTea.

System name

CuctemHoe MMA yCTPOMCTBA.

Capabilities

[aHHOe nose onucbIBaeT TMN yCTPOICTBa:

B — Mocr (Bridge);

R — MapuwpyTtusatop (Router);

W — TouKa goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticto (DOCSIS cable device);
H — CeTeBoe ycTpolicTBo (Host);

r — NosToputens (Repeater);

O — Tun HeunssecTteH (Other).

System description

OnucaHue coceaHero ycTpoicTea.

Port description

OnwucaHue nopTta cocefHero ycTpoicTaa.

Management address

Appec ynpasneHus ycTponcTeom.

Auto-negotiation
support

OnpegendeT, nogaep»1MBaeTca M aBTOMaTUYECKOe onpeaeneHne pexuma nopra.

Auto-negotiation status

OnpegenseT, BKAOYEHA M NOALEPKKA aBTOMATUYECKOrO oNpeaeneHns pexnma
nopra.

Auto-negotiation
Advertised Capabilities

OnpegaenseT pexumbl, Nogaepxvsaemolie GyHKLMEH aBTOMATUYECKOTO
onpeaeneHuns nopra.

Operational MAU type

Pabouunit MAU-T1N ycTpoicTea.

5.15.10 Hacmpoiika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3 ah — ¢yHKUUM ypOBHA
KaHafa nepefayv AaHHbIX NPeacTaBAAOT cO6ON NPOTOKOA MOHUTOPUHIA COCTOAHMA KaHana. B stom
NpoToKkose pgaa nepefaym  MHPoOpMaLMM O COCTOAHWUWM KaHana Mexay HenocpeacTBeHHO
NoAKNUYEeHHbIMK ycTpolricTBamu Ethernet ncnonb3yotca 610KkM AaHHbIX npoTokona OAM (OAMPDU).
Ob6a ycTpoiicTBa A0/IKHbI NoAAep*KMBaTb cTaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelicos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypmposaHus nHtepoelicos Ethernet:

console (config-if) #
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Tabnnuya 5.110 — KomaHapl pexkuma KoHdurypupoBaHua nHtepdeica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeilicmeue

ethernet oam

no ethernet oam

-/BbIK/IIOYEHO

BkntounTb noanepKKy Ethernet OAM Ha nopTy.

OTkntounTb Ethernet OAM Ha KoHUryprMpyemom nopTy.

ethernet oam link-monitor
frame threshold count

no ethernet oam link-
monitor frame threshold

count: (1..65535)/1

YcTaHaBAMBaeT MOPOr KoauyecTBa OWMBOK 33 YKa3aHHbIN
nepuog (nepuog yctaHaBiMBaeTcs KomaHzol ethernet oam
link-monitor frame window).

BoccTaHaBvMBaeT 3HavYeHMe No YMOYaHUIO.

ethernet oam link-monitor
frame window window

no ethernet oam link-
monitor frame window

window: (10..600)/100
MC

YcTaHaBAMBaeT BpPeMeHHOoM
KoamuyecTsa olWmn6OoK.

NPOMEXKYTOK ANA  noAcyeTa

BoccTaHaBnvBaeT 3HaveHue no YMONYaHUIO.

ethernet oam link-monitor
frame-period threshold
count

no ethernet oam link-
monitor frame-period
threshold

count: (1..65535)/1

YcTaHaBAuBaeT nopor gns cobbitusa «frame-period» (nepuog,
yCTaHaBAMBaeTcA KomaHgol ethernet oam link-monitor
frame-period window).

BoccTaHaBnvBaeT 3HayeHue no YMONYaHUIO.

ethernet oam link-monitor
frame-period window
window

no ethernet oam link-
monitor frame-period
window

window:
(1..65535)/10000

YcTaHaBNMBaEeT BpEMeHHON NPOMEKYTOK ANA cobbiTua «frame-
period» (B Kagpax).

BoccTaHaBanBaeT 3Ha4YeHME NO YMONYAHWUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam link-
monitor frame-seconds
threshold

count: (1..900)/1

YctaHaBauBaeT nopor gns cobbitua «frame-period» (nepuog,
yCTaHaBAuBaeTca KomaHzol ethernet oam link-monitor
frame-seconds window), B cekyHaax.

BoccTaHaBnvBaeT 3HavYeHMe No YMOYaHUIO.

ethernet oam link-monitor
frame-seconds window
window

window: (100..9000)/100

YcTaHaBAMBaeT BpEMEHHOW NPOMENXKYTOK AN cobbiTua «frame-
period».

no ethernet oam link- Mmc BoccTaHaBauBaeT 3Ha4YeHMe N0 YMONYAHMIO.

monitor frame-seconds

window

ethernet oam mode YcTaHaBAMBaeT pexMm paboTbl npoTokona OAM:

{active|passive} - active — KommyTaTop noctoAHHO oTnpasnsetr OAMPDU;
-/active - passive — KOMMyTaTop HauymHaeT oTnpasnate OAMPDU

TONbKO Npu Hannunm OAMPDU co BCTPeYHOW CTOPOHDI.

no ethernet oam mode BoccTaHaBAMBaAET 3HAYEHME MO YMONYAHMIO.

ethernet-oam remote-failure BkntoyaeT noaneprKky n 06paboTky cobbiTuii «remote-failure».

no ethernet oam remote- -/BK/IIOYEHO BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

failure

ethernet oam remote-
loopback supported

no ethernet oam remote-
loopback supported

-/BbIK/IOYEHO

BkAtovyaeT noaaepikKy GyHKUMM 3aBopoTa TpaduKa.

BoccTtaHaBanBaeT 3HaYeHMe NO YMONYAHUIO.

ethernet oam uni-directional
detection

no ethernet oam uni-
directional detection

-/BbIK/IIOYEHO

BkatouaeT  dyHKUMIO  OBHapyxeHus
cBA3e Ha 6ase npoTokona Ethernet OAM.

OA4HOHaNnpaB/1€HHbIX

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

ethernet oam uni-directional
detection action {log|error-
disable}

no ethernet oam uni-
directional detection action

-/log

Onpegender peakuuMio KOMMyTaTopa Ha OAHOHANpPaBAEHHYIO
CBA3b:

- log — otnpaska SNMP trap v 3anucb B KypHan;

- error-disable — nepesog nopta B coctosHue «error-disable»,
3anucb B XKypHan u otnpaska SNMP trap.

BoccTaHaBnvBaeT 3HaueHMe No YMOIYaHUIO.
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ethernet oam uni-directional
detection agressive

no ethernet oam uni-
directional detection
aggressive

-/BbIKIOYEHO

Bkntouaet arpeccuBHbIN pexum onpeaeneHua
OfiHOHanpaBneHHOW cBA3W. Ecnm OoT cocepHero ycTpoictsa
nepecrtatoT npuxogutb Ethernet OAM-cooblieHUs — AWMHK
NoMeYaeTcA Kak OAHOHaNpPaB/EHHbIN.

BoccTaHaBnvBaeT 3HaveHuMe no YMO4aHUIO.

ethernet oam uni-directional
detection discovery time
time

no ethernet oam uni-
directional detection
discovery-time

time: (5..300)/5 cek

YcTaHaBNMBaeT BPEMEHHOW UHTepBan AN onpeaeneHus Tuna
CBA3M Ha NopTy.

BoccTaHaBnvBaeT 3HaveHue no YMONYaHUIO.

KomaHObI pexcuma privileged EXEC

Bce KOMaHAbl AOCTYNHblI ANA NPpUBUNETMPOBAHHOIO NoJib3oBaTeNnA. Bug 3anpoca KOMaHAHOﬁ

console#

CTPOKK pexkmma privileged EXEC:

Tabnunua 5.111 — KomaHapl pexxkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

clear ethernet oam statistics
[interface

{gigabitethernet gi _port |
tengigabitethernet te_port} ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

Oumnwwaer cratuctuky Ethernet OAM  pna

nHTepdelica.

yKasaHHoro

show ethernet oam discovery
[interface

{gigabitethernet gi _port |
tengigabitethernet te_port} ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

OTtobpaxkaeT coctosiHMe npoTokona Ethernet OAM ana
YKa3aHHOro nHTepodeiica.

show ethernet oam statistics
[interface

{gigabitethernet gi_port |
tengigabitethernet te_port} ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

OTtobpaxkaer CTaTUCTURY obmeHa
CcOoO0bLLEHMAMM A8 YKAa3aHHOTo UHTepdelica.

NPOTOKO/IbHbIMU

show ethernet oam status
[interface

{gigabitethernet gi_port |
tengigabitethernet te_port} ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

OTobpaxkaeT HacTpolikm Ethernet OAM pgna  ykasaHHoro
nHTepodelica.

show ethernet oam uni-

directional detection [interface

{gigabitethernet gi_port |
tengigabitethernet te_port} ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

OTobpaxaeT cocTosHue MexaHM3ma onpeaeneHus
04HOHaNpPaBAEHHbIX CBA3EN A4 YKa3aHHOro MHTepdeiica.

[pumepbl 8b1M0AHEHUS KOMAHO

=  OT0o6pa3nTb COCTOAHWE NPOTOKONA AN1A nopTa gigabitethernet 1/0/3:

consolef#show ethernet oam discovery interface GigabitEthernet 0/3

Local client

Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:

Port status:

Operational status:

gigabitethernet 1/0/3

Administrative configurations:

active

not supported
supported
supported

not supported
1500

operational
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Loopback status:

PDU revision:
Remote client

MAC address: a8:

Vendor (oui) : a8

PDU revision:
Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:
console#

no loopback
3

£9:4b:0c:00:03
f9 4b

Administrative configurations:

3

active

not supported
supported
supported

not supported
1500

5.15.11 Hacmpoliika npomokona CFM (Connectivity Fault Management)

Ethernet CFM (Connectivity Fault Management), |IEEE 802.1ag — npegocTaBnaet ¢GyHKUUK
HabloAeHNs, NOUCKA M YCTPaHeHUs HeucnpaBHocTen B ceTax Ethernet, nossonss KoHTponuposaTb
coeauHeHue, N30AMPoBaTb NPOBAEMHbIE YHACTKM CETU U UOEHTUOULMPOBATb KAMEHTOB, K KOTOPbLIM
NPUMEHANNCH OFPAHNYEHUSA B CETU.

MpoToKoA onepupyeT cieayrowmumMm NOHATUAMM:

=  Maintenance Domain (MD) — y4acTOK ceTu, NpMHaaNeXalmnini U ynpaBasemblii 0gHUM

onepaTopom;

= Maintenance Association (MA) — cOBOKYMNHOCTb KOHe4Hbix Touyek (MEP), kaxpas w3
KOTOPbIX WMMeeT oAuHaKoBbiM wuaeHTUPUKatop MAID (Maintenance Association
Identifier), onpegenawmin Tn cepeuca;

= Maintenance association End Point (MEP) — KoHeuyHas To4YKa cepBMca, PacnonoKeHHas
Ha ero rpaHuLe;

= Maintenance domain Intermediate Point (MIP) — npomeKyTouyHan To4Ka AOMeHa.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

BuAa 3anpoca KoMaHAHOM CTPOKM pexxmnma ri1o6anbHOro KoOHPUrypmpoBaHmsa:

console (confiqg) #

Tabnuua 5.112 — KomaHap! pexxunma rnobanbHoro KoHGUrypnuposaHua

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ethernet cfm domain name
[level level]

no ethernet cfm domain
name

name: (1..32) cumBonos
level: (0..7)/0

CosfaHue (Mnmn cmeHa yposHsa) CFM gomeHa (MD) ¢ umeHem
«name» 1 NepPexos B peXnm KOHOUTypMpoBaHMA AOMeHa.
- level — yposeHb CFM gomeHa.

Yaanenune CFM gomeHa (MD) ¢ umeHem «name».

KomaHObI pexcuma KoHgu2ypuposaHUa 0omMeHd

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUIypupoBaHUa AOMeHa:

console (config-cfm-md) #
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Tabnnuya 5.113 — KomaHapl pexknuma koHourypmposaHua CFM gomeHa (MD)

null } dns: (1..43) cumBonos;
mac_address: (H.H.H
mnn H:H:H:H:H:H nan
H-H-H-H-H-H);
number: (0-65535);/
id name cootseTcTBYET

MUMEHN AOMEHa

no id

3HaveHue/3Ha4yeHue "
KomaHda / Aeiicmeue
no ymoa4YaHuro
id { dns dns | name name | id name: (1..43) YKazaHue uaeHTudpukatopa CFM gomeHa (MD). UmeHem
mac mac_address number | id CMMBO/IOB; OOMEHA MOMKET bbITb:

- dns — dns-ums;

- name — TEKCTOBas CTPOKA;

- mac_address number — MAC-agpec 1 YncnoBom
naeHTMdUKaTop JOMeHa;

- null — NULL-ugeHtndukatop.

YcTaHOBKa 3Ha4YeHUA No YMOI4aHUIO.

service port { vlan-id vian_id |
name name | number number }
no service port

service vlan vian { vlan-id vian_id vlan: (1..4094);

| name name | number number vlan_id: (1..4094);
name: (1..45)
CMMBOJIOB;

number: (0..65535)

no service vlan vian_id }

Co3spgaHne CFM-cepsuca (MA) 6e3 npuesaskm K VLAN u
nepexoz, B PemMm KOHOUTYpUpOBaHUA cepauca.

Ypanenne CFM-cepsuca (MA).

CospaHne CFM-cepsuca (MA) npusasaHHoro K VLAN c
HoMepoMm «vlan» N Nepexos B PeXuMm KOHPUrypuposaHuA
cepsuca. MmeHem cepBrca MOXKET ObITb:

- vlan_id — Homep VLAN;

- name — TEKCTOBas CTPOKA;

- number — yncnoBol aeHTUPMKaTop.

YpaneHne CFM-cepsuca (MA) npwussasaHHoro K VLAN ¢
Homepom «vian».

mip auto-create [lower-mep-
only]

-/aBTOMaTUYeCcKoe
CO3/1aHUNE BbIK/IOYEHO

no mip auto-create

BK/iloYEHME aBTOMAaTUYECKOTO CO34aHUA MPOMENKYTOUHbIX
Touyek cepsuca (MIP). MpomexkyTouHble ToUKKM cepBuca (MIP)
€034al0TCA Ha BCeX MopTax, Ha KoTopbix nponucaH VLAN
cepBsuca.

HeobsAsaTenbHblt napameTp «lower-mep-only» uckaouvaer
M3 CMMCKa MNOPTbI, HAa KOTOPbIX Y}Ke CO34aHa KOHeYHasa TouKa
cepBsuca.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

KomaHObI pexcuma KoHu2ypuposaHus cepsuca

BuAa 3anpoca KOMaHAHOWN CTPOKM B peXxnume KOHPUIypnupoBaHMA JOMEHa:

console (config-cfm-ma) #

Tabnunua 5.114 — KomaHapl pexknuma KoHdurypuposaHua CFM cepsuca (MA)

3HayeHue/3HayeHue rno
YMOAYAHUIO

KomaHoa

Aelicmeue

continuty-check interval

. interval: (1, 10, 100, 600)
interval

YcTaHoBKa MHTepBana oTnpasku Continuty Check coobuweHnit.

cekyHa/1 cekyHaa
no continuty-check interval yra/ YHA

YcTaHOBKa 3Ha4YeHUA no YMOA4YaHUIO

direction down

YcTaHaBAMBaeT HanpaBAeHMe KOHeYHOM ToukKn cepsuca (MEP)
B HUCXOAALLEE.

no direction down

YcTaHaBAMBaET HanpaBAeHMe KOHeYHOM ToukKu cepsuca (MEP)
B BOCXOAsALLee.

mep id

id: (1..8191)

[JobasneHne  KoHeyHoM  Toukm cepsuca (MEP) c
naeHTMdMKaTopom «id» K AaHHOMY cepBucy.
fAaHHoM KOMaHAOM  OCYLLEeCTBASIETCA  TOJIbKO

npusaska MEP k cepsucy. MEP co3paerca B pexxume
KoH$UrypuposaHua uHtepdeiica.

no mep id

YaaneHne KoHe4yHoM Touku cepsuca (MEP).

mip auto-create [ { lower-
mep-only | none }]

-/Mcnonb3yeTca pexum,
CKOHGUIyprpoBaHHbIi 4N
[OMEHa, B KOTOPOM
HaxoAWTCA CepBMUC

BkntoyeHMe aBTOMATMYECKOro CO34aHMA MPOMENKYTOYHbIX
To4ek cepsuca (MIP). MpomerkyTouHble TOUYKKM cepsuca (MIP)
CO34al0TCA Ha BCeX MopTax, Ha KoTopbix nponucaH VLAN
cepsuca. HeobasatenbHble NapameTpbl:

- lower-mep-only — 1ckiouaeT 13 cnmcka NopTbl, Ha KOTOPbIX
yKe co3faHa KoHeYHas Toyka cepsuca (MEP);

- none — He co3/aBaTb aBTOMATUYECKN NMPOMENKYTOYHbIE TOUKMN
cepsuca (MIP).

no mip auto-create

YcTaHOBKA 3Ha4YeHuUs no YMONYaHUIO.
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Buag 3anpoca KomaHAHOW CTPOKU B pexumme KoHurypmpoBaHua wuHTepdeiica Ethernet,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 5.115 — KomaHapl pexxuma KoHPurypuposaHua nHtepoeica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aeilicmeue
YMOAYAHUIO
ethernet cfm mep id Co3paHune Ha mHTepdeice KoHeuyHoW Touku cepsuca (MEP) c
domain domain_name naeHTUMKATOPOM «id» ANA YyKa3aHHOro cepBMUCa B YKa3aHHOM
service { vlan-id vian_id | id: (1..8191); OOMeHe 1 nepexos, B pexxunm koHdurypmposaHua MEP.
name name | domain_name: (0..32)
number number } CMMBO/OB;

no ethernet cfm mep id
domain domain_name
service { vlan-id vian_id |
name name | number
number }

vlan_id: (1..4094);
name: (0..45) cumBo10B;
number: (0..65535)

YpaneHue KoHe4yHol Toukm cepsuca (MEP) c untepdelica.

KomaHObI pexcuma KoHgU2ypuposaHUAa KOHeYHol moYKu cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHPUIyprpoBaHUa AOMeHa:

console (config-if-cfm-mep) #

Tabnuua 5.116 — KomaHabl pexknma KoHourypmposaHus CFM KoHeuHol Touku (MEP)

3HayeHue/3HayeHue no

KomaHoa Aelicmesue
YMOMYAHUIO
active BK/ItOYEHME KOHEYHOW TOYKM cepBuca (MEP).
- -/BbIKNIOYEHA
no active YCTaHOBKA 3HAYEHWA MO YMOIYAHUIO.

continuty-check enable

no continuty-check enable

-/BbIKNIOYEHa

BkntoueHue otnpaskm Continuty Check-coobuieHnin.

YCTaHOBKa 3HAYeHUA N0 YMOAYAHUIO.

COSs cos

Nno Cos

cos: (0..7)/7

YcTaHoBKa 3HauyeHus npuoputeta CoS, C KoTopbim 6yayT
oTtnpasnaTbea Continuty Check-coobuweHus.

YCTaHOBKA 3HA4YeHUA No YMONYaHUIO.

alarm delay delay

no alarm delay

delay: (2500..10000) mc/
2500 mc

YKaszaHue nHTepBana 3aiepiKKu, No UCTEUYEHUM KOTOPOro ByaeT
reHepupoBaTbCA aBapus.

YCTaHOBKA 3HAY€HUA N0 YMOAYAHUIO.

alarm reset interval

no alarm reset

interval: (2500..10000) mc/
10000 mc

YKasaHue MpoMesKyTKa BpemeHu, MO WCTEYEHUM KOTOPOro
npousonger cbpoc aBapuu.

YCTaHOBKA 3HAYeHUA no YMONYaHUIO.

alarm notification { all |
error-xcon | remote-error-
xcon | mac-remote-error-
xcon | xcon | none }

no alarm notification

-/mac-remote-erro r-xcon

BK/AlOYeHWe yBeOOMIEHMI ANA  ONpefesieHHbIX TUMNOB
cobbITUI.

Tunbl cOBbLITUI:

- all — Bce cobbitna DefRDI, DefMACStatus, DefRemote,

DefError, DefXcon;

- error-xcon — To/1bKo cobbitua DefError u DefXcon;

- remote-error-xcon — T0/1bKo cobbiTua DefRemote, DefError n
DefXcon;

- mac-remote-error-xcon — T0/IbKO cobbiTa DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — ToNbKo cobbiTue DefXcon;

- none — yBeAOM/EHUA OTKNIOYEHDI.

YcTaHOBKa 3Ha4YeHUs no YMONYaHUIO.

KomaHObI pexcuma privileged EXEC

Bunpa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabnnuya 5.117 — KomaHapl pexxkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

[name]

show ethernet cfm domain

name: (1..32) cumBonoB

OTobparkaeT HPopmauuto 06 ykasaHHOM ZomeHe nam 060
BCEX.

show ethernet cfm errors

OTobpaxkaeT mHbopmauuio 06 owwnbkax Continuity Check-
npoToKona.

show ethernet cfm
maintenance-points { local
| remote }

OTo6parkaeT MHGOPMALIMIO O IOKA/IbHBIX MW YAANEHHbIX
KOHEYHbIX ToYKax cepsuca (MEP).

show ethernet cfm mpdb
[domain-id { dns name |
name | name name|

null}]

mac mac_address number |

name: (1..43) cumBonos
mac_address: (H.H.H nan
H:H:H:H:H:H nnaun H-H-H-H-
H-H);
number: (0..65535)

OTo6parkaeT MHGOPMALMIO O MPOMENKYTOUHbIX TOYKaAX CepBuca
(MIP) ans yKasaHHOro AOMEHA UK AN1A BCEX.

show ethernet cfm
statistics

OtobparkaeT CFM-CTaTUCTUKY 1A BCEX JOMEHOB.

show ethernet cfm
statistics domain
domain_name service {
vlan-id vian_id |

name name |

number number }

domain_name: (0..32)
CMMBOJIOB;
vlan_id: (1..4094);
name: (0..45) cMMBONOB;
number: (0..65535)

OTtobpakaeT CFM-CTaTUCTUKY ANs YKa3aHHOMO AOMEHa.

show ethernet cfm
statistics mpid id

id: (1..8191)

OtobpaxkaeT CFM-CTaTUCTMKY AN YKa3aHHOM KOHEYHOW TOUKM
cepsuca (MEP).

5.15.12 Hacmpoliika ¢pyHKyuu Layer 2 Protocol Tunneling (L2PT)

®yHKuMA Layer 2 Protocol Tunneling (L2PT) nossonseT nponyckaTb CAy»KebHble MaKeTbl

pasnuuHbIX L2-npoTtokonos (PDU) yepes ceTb npoBaigepa, YTO MO3BOAAET «MNPO3payvyHO» CBA3aTb
K/MEHTCKME CEerMeHTbI CETH.

L2PT mnHKkancynmpyetr PDU Ha rpaHMYHOM KOMMyTaTope, nepenaeT MX Ha APYyron rpaHU4YHbIN
KOMMYTaTOpP, KOTOPbIM OXKMAAET cneumasibHble MHKancyMpoBaHHble Kaapbl, @ 3aTemM AeKancyampyet
WX, YTO NO3BONIAET NO/Ib30BaTeNIAM NepeaaBaTb MHGOPMALMIO 2-TO YPOBHA Yepes ceTb NposBanaepa.

KommyTtatopbl MES3000 npeAocTaBAsOT BO3MOMKHOCTb MHKaMNCyMPoBaTb CAyXebHble NaKeTbl
npotokonos STP, LACP, LLDP, IS-IS, PVST.

lpumep:

Ecnum BkAounTb L2PT ans npotokona STP, To kKommyTaTopbl A, B, C u D 6yayT o6beamHeHbl B
OAHO cBA3ylOWlEe AepeBO, HEeCMOTPA Ha TO 4YTO KOMMyTatop A He coeguHeH Hanpamyl C
KommyTaTopamu B, C u D (pucyHok 24). UHPopmaumsa 06 M3MEHEHWUU TOMOJIOMMU CETU MOXKET ObITb
nepenaHa CKBO3b CeTb NpoOBaiiaepa.
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Switch 1 Service Provides’s

PucyHok 24 — lNpumep
Anroputm paboTbl GyHKUMOHANA C/ieay oW mit:
UHKkancynayua:
1. Bce L2 PDU nepexsatbiBatotca Ha CPU;

2. Noacucrema L2PT onpeaenser L2-npoTOKO/, KOTOPOMY COOTBETCTBYET NpuHATbIN PDU, 1
npoBepseT, BKAOYEHA /M Ha NOPTY, C KOTOPOro NpuHAT 3ToT PDU, HacTpoiika I2protocol-tunnel ana
AaHHoro L2-npoTtoKkona.

Ecnu HacTpoiiKa BKOYEH], TO:
= Bo Bce noptbl VLAN, Ha KOTOpPbIX BKAOYEHO TYHHEeNnpoBaHue, oTnpasasetca PDU-kagp;
= Bo Bce noptbl VLAN, Ha KOTOpPbIX BbIKAOYEHO TYyHHE/MpPOBaHWE, OTMpaBaAAeTCA
WMHKancynupoBaHHbii PDU-Kkagp (McxogHbii Kagp ¢ Destination MAC-agpecom,
WN3MEHEHHbIM Ha TYHHE/IbHbIN);

Ecnv HacTpoiKa BbIKAOYEHa, TO:
= PDU-kagp nepegaetca B 06paboTUMK COOTBETCTBYHOLLEFO MPOTOKOA.

JeKkancynayus:

1. PeanusosaH nepexsaT Ha CPU Ethernet-kagpos c Destination MAC-agpecom, 3agaHHbIM Npu
nomoLum KoMaHabl |2protocol-tunnel address xx-xx-xx-xx-xx-xx. [epexsaT BKAOYAETCA TONbKO TOrAa,
Korga xoTs 6bl Ha O4HOM MOPTY BKAOYEHA HACTpoWKa I2protocol-tunnel (HesaBMCMMO OT NPOTOKONA).

2. Npu nepexsaTe naketa c Destination MAC agpecom Xx-XX-XX-XX-XX-XX OH CHayasa nonagaet B
nogcucrtemy L2PT, koTopasa onpegensaet L2-npotokon gna gaHHoro PDU no ero 3aronoBKy 1 npoBepserT,
BK/IFOYEHA /N Ha NOPTY, C KOTOPOTO NPUHAT MHKanNcyanpoBaHHbIi PDU, HacTpolika I2protocol-tunnel ana
JaHHoro L2-npoTokona.
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Ecau HaCTpOf/‘IKa BK/IlO4YEHa, TO!

= MOPT, C KOTOpPOro 6biN NoAyYeH MHKANCYMPOBaHHbIM PDU-Kagp, 610KMpyeTca ¢ NPUYMHOM

[2pt-guard.

Ecnum HacTpoiKa BbIKAOYEHA:

= Bo Bce nopTbl VLAN, Ha KOTOpPbIX BKAIOYEHO TYHHEIMPOBaHWe, OTNpaBAAeTCcA
AeKancynmposaHHbIi PDU-Kagp;
= Bo Bce nopTbl VLAN, Ha KOTOpPbIX BbIKAKOYEHO TYHHEIMPOBaHWe, OTNPaBaAeTCA
WMHKancyanposaHHbI PDU-kaap.

KomaHObI pexcuma 2106as16H020 KOHU2YpUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHOUIypupoBaHus:

console (config) #

Tabnnuya 5.118 — KomaHzabl pexkmma rnobanbHOro KoOHGUrypmposaHus

KomaHda

3Ha4yeHue/3HayeHue no

ymon4yaHuro

Aelicmeue

12protocol-tunnel
address {mac-address}

no I2protocol-tunnel
address

mac-address: (01:00:ee:ee:00:00,

01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

3apatb MAC-agpec HasHaYeHNA aNAa TYHHeANnpyembIx
Kaapos.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Y

Ha rpaHuyHoMm nHTepdeiice fonKeH 6bITb OTKOUEH NPOoTOKoA STP (spanning-tree disable).
FpaHUuHbIN MHTepdeiic foMKeH 6bITb HACTPOEH B peXXMMe access Unm customer.

Bua 3anpoca KOMaHAHON CTPOKM B pexMme KOHIUTIypupoBaHus WHTepdeica Ethernet,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnuua 5.119 — KomaHabl pexxknuma KoHburypuposBaHus nHtepdeltica Ethernet

KomaHda

3HayeHue/3HayeHU
e 10 yMoA4aHUIo

Aelicmeue

12protocol-tunnel {stp | lacp |
lidp | isis-I1 | isis-12 | eth-fc |
pvst}

lidp| isis-I1 | isis-12 | eth-fc |
pvst}

no I2protocol-tunnel {stp | lacp |

-/BbIK/IIOYEHO

Bk/tloYeHWE perkmma MHKancynaumMm nakeTos 414 NpoTOKO/I0B
STP, LACP, LLDP, IS-IS, PVST.

BbIK/NlOYEHWE pexmnma MHKaNCynaLuMn nakeTos ANA NPOTOKO-
nos STP, LACP, LLDP, IS-IS, PVST.

12protocol-tunnel cos cos

3agatb 3HaYeHue CoS ana 3anakoBaHHbIX PDU-Kagpos.

cos: (0..7)/5
no I2protocol-tunnel cos (0.7)/ YcraHoBKa CoS B 3Ha4yeHMe No YMONYAHMUIO.
12protocol-tunnel drop-threshold HacTpoiika noporoBoro 3HayeHWs CKOPOCTM BxogAalwmx PDU-
{stp | lacp | lidp | isis-I1 | KaZpoB (B MaKkeTax B CEKyHAY), MOAYYEHHbIX U NOAENKaLMX
isis-12 | eth-fc| pvst } threshold treshold: WNHKaNcynsaumu. Mpun npeBsblWeHnn nopora PDU
) oTbpacbiBatoTCA.
(1..4096)/BbIKNIOYEHO P
no I2protocol-tunnel OTK/IOYAeT  PeXMMM  KOHTPONA  CKOPOCTU  BXOAALLMX
drop-threshold {stp | lacp | lidp PDU-Kagpos.
| isis-11 | isis-12 | eth-fc | pvst}
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12protocol-tunnel shutdown- HacTpoiika noporoBoro 3HayYeHWA CKOPOCTU  BXOAALIMX
threshold {stp | lacp | lldp | isis- PDU-kagpoB (B MakeTax B CeKyHAy), MOAYYEHHbIX W
11 | isis-12 | eth-fc | pvst} treshold: noanexawmx uHKancynaumm. Mpu npesbilweHnn nopora nopT
threshold (1..4096)/BblKn.IO‘-IEHO byaeT nepeseaeH B coctosHue Errdisable (oTkntoueH).

no I12protocol-tunnel shutdown- OTKNIOYaeT  peXxMm  KOHTPONA  CKOPOCTU  BXOAALLMX
threshold {stp | lacp | lldp | isis- PDU-kagpos.

11 | isis-12 | eth-fc| pvst}

KomaHOwbI pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabanuya 5.120 — KomaHapl pexuma privileged EXEC

3HavyeHue/3Ha4yeHue no .
KomaHoa / Aelicmeue
YyMOMYAHUO

show I2protocol-tunnel . o

L. P ) gi_port: (1..8/0/1..24); OTobparkaeT nHpopmaumio L2PT ans ykasaHHoro uHtepdeiica
[gigabitethernet gi_port | o

.. te_port: (1..8/0/1..4); WM ana Bcex MHTepdeincos, Ha KOTOpbIX BKAOYeH L2PT, ecimn

tengigabitethernet te_port roup: ( 1..12) UHTEpGEIIC He yKasaH

| port-channel group] group:{ .. P ¥ ’
clear I2protocol-tunnel
statistics [gigabitethernet gi_port: (1..8/0/1..24); OuncTKa cTaTUCTMKKM L2PT ans ykasaHHoro uHTepdeica vam
gi_port | te_port: (1..8/0/1..4); ons Bcex WHTepdelicoB, Ha KOTopbIX BKAtoveH L2PT, ecawm
tengigabitethernet te_port group: (1..12) MHTepdelic He yKasaH.

| port-channel group]

[pumepbl 8b1M0AHEHUS KOMAHO

=  YCTaHOBUTb TyHHenbHbit MAC-agpec B 3HayeHue 01:00:0c:cd:cd:d0, BKAOUYUTL
oTnpaBky SNMP traps oT Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHue drop-
treshold u shutdown-treshold):

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel

= BKAOUYUTb peXKMM TyHHenuposaHus STP Ha uHTepdeice, ycTaHOBUTb 3HavyeHue CoS
naketos BPDU paBHbIM 4, BKAOYUTb KOHTPOJIb CKOPOCTU BXOAALLMX NakeToB BPDU:

config) # interface gigabitEthernet 1/0/1
config-if) # spanning-tree disable

config-if) # switchport mode customer

config-if) # switchport customer vlan 100

config-if) # 12protocol-tunnel stp

config-if) # 12protocol-tunnel cos 4

config-if) # 12protocol-tunnel drop-threshold stp 40
config-if) # 12protocol-tunnel shutdown-threshold stp 100

console
console
console
console
console
console
console
console

~ o~~~ o~~~
—_— — — — ~— —

console#show l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

gil/o/1 4 stp 100 40 650 0 450
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= [lpumepbl coobLEHNI 0 cpabaTbiBaHUKN TPUITEPa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
gil/o/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface gil/0/1

5.16 Voice VLAN

Voice VLAN ucnono3yetca ana sbigenernna VolP-obopyaosaHus B otaenbHyto VLAN. Ona VolP-
Kagpos mMoryT 6bITb HazHauYeHbl QOS-aTpmnbyThbl A8 NpUopUTU3aLMKM Tpaduka. Knaccndpmkauma Kagpos,
OTHOcALMXCA K Kagpam VolP-ob6opyaosaHua, 6asmnpyetca Ha OUI (Organizationally Unique Identifier —
nepsble 24 6uta MAC-agpeca) otnpasButena. HasHadeHue Voice VLAN ana nopta npoucxoaut
aBTOMaTMYeCKM — Korga Ha nopT noctynaeT Kagp ¢ OUl u3 tabauupl Voice VLAN. Koraga nopt
onpeaensercs, Kak npuHagnexawmii Voice VLAN — paHHbI nopt gobasnsetca Bo VLAN Kak tagged.
Voice VLAN npymeHuMm ana cnegytowmx CXem:

— VolP-0bopynoBaHMe HacTpamBaeTcs, YTobbl paccbinaTb TerMpoBaHHble NakeTbl ¢ Voice
VLAN ID, HaCcTpOEHHbIM Ha KOMMYyTaTOpE;

— VolP-obopygoBaHue paccbinaer HeTerMpoBaHHble DHCP-3anpocbl. B otBete ot DHCP-
cepBepa npucytcteyeT onuma 132, copepxkawas VLAN ID, kotopbih VolP-ycTpolicTBo
aBTOMaTMYeCcKM HasHavaeT cebe B kadyecTBe VLAN ans mapkuposku VolP-Tpaduka (Voice
VLAN ID);

— VolP obopynosaHue nosyyaet Voice VLAN ID B lldp-med coobuieHusx.

Cnucok OUl npoussoautenei VolP-o60pyaoBaHMA, LOMUHUPYOLWMX HA PbIHKE:

oul dupma-npoussogutenb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO0:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

V Voice VLAN moKeT 6bITb aKTUBUPOBAH Ha NopTax, paboTatowumx B pexkume trunk u general.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobasnbHOro KoOHOUIrypmpoBaHusa:

console (config) #

Tabnnuya 5.121 — KomaHapl pexxnuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
voice vlan aging-timeout YcTaHaBAMBaAET TaliMayT ANs NopTa, NPUHALEXKALEro K voice-
timeout vlan. Ecan ¢ nopTa B TeyeHue 3afl@HHOTO BpeMeHU He 6bino

Kagpos ¢ OUl VolP-obopyaosaHua, To voice vlan yaansetca ¢

timeout: (1..43200)/1440
AAHHOTOo nopTa.

no voice vlan aging- BoccTaHaB/MBaET 3HaUYeHMeE MO YMONYAHUIO.
timeout
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voice vlan cos cos [remark]

no voice vlan cos

cos: (0..7)/6

YcTaHaBAUBAET BbIXOAHYO odepeb ans Tpadumka B Voice VLAN
B COOTBETCTBMM C HacTpoeHHbim ana Voice VLAN CoS 6es
cmeHbl CoS.

- remark — BkatoyaeT nepeHasHavyeHue CoS Ha yKa3aHHbIM Ans
Tpaduka B Voice VLAN.

BoccTaHaBnvBaeT 3HaveHue no YMONYaHUIO.

voice vlan id vian_id

no voice vlan id

vlan_id:(2 .. 4094)

YcraHasnausaeT ugeHtndumratop VLAN ana Voice VLAN

Ypansaet ngeHtudukatop VLAN ana Voice VLAN
DOna ypaneHua upgeHtudukatopa VLAN Tpebyetca
npeaBapuTeNbHO OTKAOUUTL PyHKLMUIO voice vian Ha
BCeX noprax.

voice vlan oui-table
{add oui|remove oui}
[word]

no voice vlan oui-table

word: (1..32) cumBonoB

Mo3BonseT pegakTMposaTb Tabaunuy OUI.
- oui — neps.ble 3 baitTa MAC-agpeca;
- word — onucaHue oui.

Ypansaert Bce nonb3oBaTe/ibckne nameHeHna OUl-Tabaunubl.

voice vlan state
{oui-enabled | disabled}

no voice vlan state

-/BbIK/IIOYEHO

Bkatountb/oTKNO4MTL Voice VLAN.

BepHyTb 3HaYeHMe N0 YMONYAHMIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bug 3anpoca KOMaHAHOW CTPOKU B pexume KoHdurypupoBaHusa wuHTepdeiica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnuua 5.122 — KomaHabl pexxuma KoHpurypmposaHus uHtepoeliica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

voice vlan enable

no voice vlan enable

-/BbIK/OYEHO

Bkatoyaet Voice VLAN ana nopra.

Otkntoyvaet Voice VLAN ana noprta.

voice vlan cos mode
{src|all}

no voice vlan cos mode

BK/lO4aeT MapKMpPOBKY TpaduKa ANs BCEX KaAPOB, IMBO TONbKO
AN UCTOYHMKA.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

voice vlan secure

no voice vlan secure

-/BbIK/OYEHO

BkntouyaeT 6esonacHbii  pexkum  ana  VLAN.  KomaHgza
NPUMEHSETCS TONIbKO K NMopTam, KoTopble 6bliv fo06aBneHbl K
Voice VLAN aBTOMaTUYECKM.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 5.123 — KomaHapl pexknma KoHourypmposaHua EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show voice vlan type oui
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

OTobpakaet coctosHue Voice VLAN.
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5.17 Ipynnosasa agpecauus

5.17.1 Mpasuna 2pynnosoli adpecayuu (multicast addressing)

l£|,aHHI:Il\;1 K/NaCC KOMaHA npegHasHayvyeH anAa 3agaHuA npasun rpynnosoﬁ agpecaunn B CETU Ha

KaHa/IbHOM M ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KOHPUrypuposaHua nHtepoeica VLAN:

console (config-if)#

Tabnnuya 5.124 — KomaHapl pexxuma KoHPurypuposaHua nHtepoeica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipv4-src-group}

no bridge multicast mode

-/mac-group

3a4aeT peXxum rpynnosoi nepesayn AaHHbIX.

- mac-group — MHOroaApecHan nepeaaya, ocHosaHHaa Ha VLAN
n MAC-agpecax;

- ipv4-group — MHOroagpecHas nepegaya Cc TUMOm
dunbTpaumm, ocHoBaHHbIM Ha VLAN u agpece npuemHuKa B
dopmarte IPv4;

- ip-src-group — MHOroagpecHaa nepegaya C TUNOM
dunbTpaumm, ocHoBaHHbIM Ha VLAN 1 agpece oTnpasutens B
dopmarte IPv4.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

bridge multicast address
[mac_multicast_address|
ib_multicast_address]
[[add | remove]

{ gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast address
[mac_multicast_address|
ib_multicast_address]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

[Oo6aenaetr rpynnoson MAC-agpec B Tabauuy rpynnosou
afpecaunn u ctaTmyeckn gobasnaeT unu yaanaet uHtepdeiicsl
M3 rpynnbl.

- mac_multicast_address — rpynnosoit MAC-agpec;

- ip_multicast_address — |P-agpec MHOroaapecHom PaccbiNKku;
- add — pobasnaeT CTaTUYECKYl0 NOANWUCKY K rPynnosomy
MAC-agpecy ananasoH Ethernet-noptos uam rpynn nopTtos.

- remove — YyAanseT CTaTMYeCKylo MOAMUCKY K rpynnoBomy
MAC-agpecy.

MNepeyncneHne NHTephEcoB OCyLLECTBAAECTCA YEPEes «—» U «,»

Ypanset rpynnosoit MAC-agpec 13 Tabauupbl.

bridge multicast forbidden
address
[mac_multicast_address |
ib_multicast_address]
{add | remove} {
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast forbidden
address
[mac_multicast_address |
ib_multicast_address]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

3anpelwaeT NOAK/AOYEHME HACTpamBaemoro mopTta/mopTos K
rpynnosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoit MAC-agpec;

- ip_multicast_address — |P-agpec MHOroaZpecHom PaccbiNku;
- add — nobasneHne NopTa/NOPTOB B CNMCOK 3anpeLLeHHbIX;

- remove — yjasnieHve NopTa/NopToB U3 CMMCKA 3anpeLLeHHbIX.
MepeuncneHne MHTEPPENCOB OCYLLECTBAAETCA YEPEs «—» U «,»

Ypanaet 3anpelatolee npasmao ana rpynnosoro MAC-
appeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast forward-all

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)/
nepegada Bcex
MHOroaApecHbIX
MaKeToB 3anpeLyeHa

PaspeluaeT nepeaady Bcex MHOroaApecHbIX NakeToB Ha NOpTy.
- mac_multicast_address — rpynnosoit MAC-agpec;

- add — pobasnAer nopTbl/06beAUHEHHbIE NMOPTbI B CMMUCOK
MopTOB, 4R KOTOPbIX pa3pelleHa nepegadya BCex rpynnosbixX
naKeTos;

- remove — ybupaert rpynny noptos/o6begMHEHHbIX NOPTOB U3
paspeLluatoLLero npasuna.

MepeuncneHne nHTepdENCoB OCYLLECTBAACTCA YEPE3 «—» U &, .

BocctaHaBnmBaeT 3HayeHue no YMONYaHUIO.
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bridge multicast forbidden
forward-all

{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast forbidden
forward-all

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)/
nopTam He 3anpeLueHo
AVHaMUYecku
nNpUCcoeaMHATLCA K
MHOroaapecHom
rpynne.

3anpeuaer nopty [o6aBnATbeA K
MHOroaZpecHoi rpynne.

- interface-list m cnucok uHtepdericos Ethernet;

- port-channel-number-list — cnncok rpynn nopTos;

-add m pobaenser noptbl/06beAMHEHHbIE MOPTbI B CMWUCOK
nopToOB, ANA KOTOPbLIX 3anpelleHa nepegadya BCex rpynnosbix
naKeToB;

- remove — ybupaet rpynny nopTos/o6beanHEHHbIX TOPTOB U3
3anpeLyatoLLero npasuna.

MepeuncneHve nHTepdENcoB OCYLLECTBAAETCA YEPES K—» U &,»

ANHaMUYeCKn

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast ip-address
ip_multicast_address

[[add | remove]
{gigabitethernet gi port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast ip-address
ip_multicast_address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

Peructpupyet IP-agpec B Tabavue rpynnoBoi agpecaumu, u
cTaTMyeckun fobasnaet/yganaer MHTepdencobl U3 rpynnoi.

- ip_multicast_address — rpynnoso# IP-agpec;

- add — pobaBnser nopTobl K rpynne;

- remove — yaanfeT nopTbl U3 rpynnbl;

MepeuncneHme MHTEPHENCOB OCYLLLECTBNAETCA YEPES «—» U «,».

Ypanaet rpynnosoit IP-agpec 13 Tabanupl.

bridge multicast forbidden ip-
address {ip_multicast_address}
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}

no bridge multicast forbidden
ip-address
{ip_multicast_address}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

3anpewaet NopTy AMHAMUYECKU A06aBAATLCA K

MHOroaZpecHowm rpynne.

- ip_multicast_address — rpynnoso# IP-agpec;

- add — no6asneHve NopTa/NOPTOB K CNUCKY 3aNpeLLEHHbIX;

- remove — yfaneHue NopTa/nopToB U3 CNUCKa

3anpeLeHHbIX.

MepeuncneHne nHTepHEcoB OCyLLECTBAACTCA YEpes «—» U «,»
Mpexpae yem onpeaennTb 3anpeLLeHHbIe NOpPThI,

V rpynnbl MHOrOaAPeCHOW PacCbiIKU AOMKHbI 6bITb

3aperucTpupoBaHbl.

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWIO.

bridge multicast source
ip-address group
ip_multicast_address

[[add | remove]
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}]

no bridge multicast source
ip_address group
ip_multicast_address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

YcTaHaBamBaeTt cooTBeTCcTBUe mexay IP-appecom
nonb3oBaTeNA U rpynnoBbiM agpecom B Tabnuue rpynnosow
afpecauuu, u ctatudeckn pgobasnset/yaanset nHtepdeicol s
rpynneoi.

- ip_address — ncxoaHbin IP-agpec;

- ip_multicast_address — rpynnosoi#t IP-agpec;

- add — po6aBuTb NopThI B rpynny ucxogHoro IP-agpeca;

- remove — yAanuTb NopTbl U3 rpynnbl UcxogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast forbidden
source ip_address

group ip_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast forbidden
source ip_address
group ip_multicast_address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

YcTaHaBAuBaeT 3anpert Ha nobasneHune/yganeHve
cooTBeTCcTBMA Mexay IP-agpecom nonb3osaTens U rpynnosbim
agpecom B Tabnvue  rpynnosol  agpecauun  ans
onpeaeneHHoro nopra.

- ip_address — vncxogHbiv IP-agpec;

- ip_multicast_address — rpynnosoit IP-agpec;

- add — 3anpet Ha gobaBneHne nopTa B rpynny ncxogHoro IP-
agpeca;

- remove — 3anpeT Ha yZasieHue NopTa U3 rpynnbl UCXOAHOTO
IP-agpeca.

BoccTaHaBnvBaeT 3HaueHMe No YMOTYaHWIO.
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bridge multicast ipvé mode
{mac-group | ip-group |
ip-src-group}

no bridge multicast ipv6 mode

-/mac-group

3afaeT pexkum rpynnosoi nepenayun gaHHbix ans IPv6-naketos
MHOF0aZPEeCHOM PaCCbIIKM.

- mac-group — MHOroaZpecHas nepefava, OCHOBaHHaA Ha
VLAN n MAC-agpecax;

- ip-group — mMHoroagapecHasa nepegaya ¢ Tunom epuabTpaumm,
0OCHOBaHHbIM Ha VLAN u agpece npuemHuKa B popmare IPv6;

- ip-src-group — MHoOroagpecHas nepegaya Cc TuUMom
dunbTpaumm, ocHoBaHHbIM Ha VLAN 1 agpece oTnpasutens B
dopmare IPv6.

YcTaHaBAMBAET 3HAYeHUeE No YMOY4aHUIO.

bridge multicast ipv6 ip-
address
ipv6_multicast_address [[add |
remove] {gigabitethernet
gi_port |

tengigabitethernet te_port

| port-channel group}]

no bridge multicast ipv6 ip-
address
ip_multicast_address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

Pernctpupyet rpynnosoi IPv6-agpec B Tabsuvue rpynnosoit
ajpecaumu, U ctatTudeckn pobasnset/yaanser nHtepdeicol ns
rpynnol.

- ip_multicast_address — rpynnosow IP-agpec;

- add — pobasnsAeT nopTbl K rpynne;

- remove — yJanaeT NnopTbl U3 rpynnbl;

MepeuncneHne MHTEPPeNCcoB OCYLLLECTBAAETCA YEPE3 «—» U «,»

Ypanset rpynnosow IP-agpec 13 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address
{add | remove}

{ gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

3anpelwaeT NOAK/AOYEHME HAcTpanmBaemoro mnopta/nopTos K
rpynnosomy IPv6-aapecy.

- ipv6_multicast_address — rpynnosow IP-agpec;

- add — pob6asneHne NopTa/NOPTOB B CMMUCOK 3anNpPELLEHHbIX;

- remove — yaasieHue nopta/nopTos 13 CNNCKa 3anpeLLeHHbIX.
MepeuncneHne HTepdENCcoB OCYLLECTBAAECTCA YEPE3 «—» U «,»

BoccraHaBnnBaeT 3HaYeHME NO YMONYAHMUIO.

bridge multicast ipv6 source
ipv6_address group
ipbv6_multicast_address [[add |
remove]

{ gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}]

no bridge multicast ipv6
source ipv6_address group
ibv6_multicast_address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

YcTaHaBauBaer cooTBeTCcTBUE mexay IPv6-agpecom
nosb3oBaTensa M rpynnoBbiM agpecom B Tabnuue rpynnosow
afpecaumu, u ctatudecku gobasnset/yaanaet uHtepdeicol us
rpynnbl.

- ipv6_address — ncxoaHsbiii IP-agpec;

- ipv6_multicast_address — rpynnosoii IP-agpec;

- add — go6asuTb NOPTHI B rpynny ucxogHoro IP-aapeca;

- remove — yAanuTb NOPTbl U3 rpynnbl ucxogHoro IP-agpeca.

BoccTaHaBnAuBaeT 3HaYeHMe Mo YMONYAHUIO.

bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address
{add | remove}

{ gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}

no bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

YcTaHaBaAuBaeT 3anpet Ha nobasneHune/ypaneHvne
cooTBeTcTBMA  Mexay IPvb-agpecom nonb3oBaTena u
rpynnosbim agpecom B Tabsvue rpynnoBon agpecauuu Ans
onpegeneHHoro nopra.

- ipv6_address — ncxogHbliit IPv6-agpec;

- ipv6_multicast_address — rpynnosoii IPv6-aapec;

- add — 3anpet Ha pobasneHue nopta B rpynny UCXOAHOrO
IPv6-appeca;

- remove — 3anpeT Ha yZAa/neHne nopTa U3 rpynnbl UCXO4HOTO
IPv6-agpeca.

BoccTaHaBimMBaeT 3HavYeHMe NO YMOTHAHUIO.

bridge multicast unregistered
{forwarding | filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHaBAMBaeT NpaBuIo Nepesaym NakeTos C
He3aperucTpMpoBaHHbIX FPYNNOBbIX aA4pPecos.

- forwarding — nepepaBaTtb He3aperncTpupoBaHHble
MHOroaJpecHble nakeTbl;

- filtering — ¢punbTPOBaTL HE3APErMCTPUPOBAHHBIE
MHOroafpecHble NakeTbl.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.
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KomaHOb!

pexcuma KoHgu2ypuposaHuUa uHmepgelica (duanasoHa uHmepagelicos)

Ethernet, uHmepageulca 2pynnbl MOpMos

Bua 3anpoca KOMaHOHON CTPOKM B peXMme KOHPUTrypupoBaHusa WHTepdeica Ethernet,

WHTepdeiica rpynnbl NOPTOB:

console#configure

console (config) #interface {tengigabitethernet te port | gigabitethernet

gi port |port-channel group |
console (config-if) #

Tabnunua 5.125 — KomaHapl pexknuma KoHdurypupoBaHua nHtepdenca Ethernet, rpynnbl nHTepoeicos

range {..}}

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

OnucaHue

bridge multicast
unregistered
{forwarding | filtering}

-/forwarding

no bridge multicast
unregistered

YcTraHaBAusaet npasuio nepegauu nakeTos
He3aperncTpMpOoBaHHbIX FPYNMNOBbIX aAPECoB.

- forwarding — nepepaBaTb He3aperncTpmMpoBaHHble
MHOroaZipecHble NakeTbl;

- filtering — ¢dunbTPOBaTL HE3apPErNCTPUPOBAHHBIE

MHOroagpecHble NakeTbl.

c

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOro KOHGUIrypupoBaHusa:

console (config) #

Tabnunua 5.126 — KomaHapl pexxknuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHda

OnucaHue

bridge multicast filtering
no bridge multicast
filtering

-/BbIKNIOYEHO

BkatoyaeT puabTpaLmio rpynnosbix agpecos.

OTK/Io4aeT GUNLTPALMIO FPYNNOBbLIX a4PECOB.

mac address-table aging-
time seconds

seconds: (10..86400)/300
CEeKYHA,

no mac address-table
aging-time

3agaer Bpema MAC-agpeca B Tabauue
rno6anbHo.

Bpema xpaHeHuna MAC-agpeca, HaumMHaa ¢ 600 ceKkyHpg,
MOXeT BbITb 33aHO TONbKO € UHTepBanom B 300 cekyHA.
(900, 1200, 1500 n T.4)

Mpu Mmanbix 3HayeHuax aging-time (go 600 ceKkyHA)
[,0NyCTMMa NOTPELIHOCTb, COM3MepPMMas C ero 3Ha4yeHnem. C
yBenmyeHnem 3HayeHuA aging-time norpeLHocTb

HUBENpyeTca.

XpaHeHuAa

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

mac address-table aging-

time seconds vlan vian_id

no mac address-table
aging-time seconds vlan
vlan_id

seconds: (10..86400)/300
CeKyHA;
vlan_id: (1..4094)

3agaeT Bpems xpaHeHua MAC-aapeca B Tabnvue ana VLAN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094)/No
YMONYAHUIO BKAOUEHO

Bkatountb nsyyerne MAC-agpecos B gaHHom VLAN.

OTKAtoUMTbL M3ydeHne MAC-agpecos B gaHHOM VLAN.
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mac address-table static
mac_address vlan vian_id
interface

{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}
[permanent | delete-on-
reset | delete-on-timeout
| secure]

no mac address-table
static [mac_address] vlan
vlan_id

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

LobasnaeT ucxogHbvli MAC-agpec B Tabavuy rpynnosow
afjpecaumu.

- mac-address — MAC-agpec;

-vlan_id — Homep VLAN;

- permanent — aaHHbI MAC-agpec MOXHO yAanUTb TO/IbKO
C NOMOLLbI0 KOMaHAbl no mac address;

- delete-on-reset — pgaHHbLIM agpec yAanuTca nocne
nepesarpysku yCTpoicTBa;

- delete-on-timeout — paHHbIV agpec yaanutca no Tamm-
ayTy;

- secure — fAaHHbIW agpec yAasuTCA TONbKO C MOMOLLbIO
KomaHzAbl no mac address 11 nocse BO3BpaLLeHMA NopTa B
pexkum obyyeHus (no port security).

Yaanaer MAC-agpec 13 Tabavubl rpynnosoit agpecaumu.

bridge multicast reserved-
address
mac_multicast_address
[ethernet-v2 ethtype |
licsap |

lic-snap pid ]

{discard | bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype |
lic sap | lic-snap pid ]

ethtype: (0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

Onpepenser pencteMe p[aa  NAKeTOB  MHOrOapecHom
PacCbl/IKM C 3ape3epBupoBaHHOro agpeca.

- mac_multicast_address — rpynnosoit MAC-aapec;

- ethtype m TMn naketa Ethernet v2;

- sap — Tvn naketa LLC;

- pid — Tvn naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTtbl nepepatotca B pexunme bridge.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYaHUIO.

mac address-table lookup-
length length

length: (1..8)/3

3agaetr pasmep ob6bnactv MAC-agpecoB B anroputme
XewnpoBaHua. M3meHeHuAa BCTynaloT B AelcTBMe nocne
pecTapta KOMMyTaTOpa.

no mac address-table
lookup-length

mac address-table
notification flapping

-/BKOYEHO

YCcTaHaBAMBAET 3HauyeHWe Mo yMoNYaHuio. M3meHeHus
BCTYMaloT B AeICTBME NOC/Ie pectapTa KOMMYTaTopa.

BKnounTb  PyHKUMIO 06HapyxeHus dnannuHra MAC-
agpecos. ®nannuHr obHapyKMBaAETCA, €CNn BbINOAHAETCA
cnegytollee ycnosue: AuHamuyeckaa 3anucb B MAC-
Tab/vMLe MeHsieT MopT YeTblpe pasa, Npu 3TOM MeXAay
KaXgoM CMeHOM npoxoauT He 6osiee 2 cekyHa, (TOYHOCTb
U3MepeHua - 0gHa CeKyHaa).

no mac address-table
notification flapping

mac address-table learning
relearn-cached

-/BbIK/IIOYEHO

BbIKnounTb  PyHKUMIO 0bOHapyxeHua dnannmHra MAC-
afpecos.

Mo3Bonaer ycTpaHUTb NOCNEACTBUA PACCUHXPOHU3ALMMN
annapatHoli u  nporpammHor  MAC-Tabauy,  nyTem
paspeweHus nepeobyyatb MAC-agpeca B annapaTHoW
Tabnnue npu HaAnuMKM agpeca B NporpammHoi Tabauue.
MosKeT NpnBOAUTL K NMOBbILEHUIO Harpy3kn Ha CPU.

KomaHOwbl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnuya 5.127 — KomaHapl pexkuma Privileged EXEC

KomaHoa

3HavyeHue

OnucaHue

clear mac address-table
{dynamic| secure}
[interface

{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group} ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

Ypanser craTuyeckue/guHamuyeckue 3anucu u3 Tabauubl
rpynnoBoii agpecaumn.

- dynamic — yaaneHve AMHaMUYECKUX 3anuceit;
- secure — yaaneHune CTaTUYeCKUX 3anucen.
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KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>

Tabnuua 5.128 — KomaHab! pexmma EXEC

KomaHda

3HayeHue

OnucaHue

show mac address-table
[dynamic | static| secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group] [address
mac_address)

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1..4094)

MokasbiBaeT Tabnuyy MAC-agpecoB ana
nHTepderica NMbo Bcex HTepdelicos.

- dynamic — npocMoTp TONIbKO AMHAMUYECKUX 3anucen;
- static — npocMOTp TONIbKO CTaTUYECKUX 3anucew;

- secure — MPOCMOTP TONIbKO 6e30MnacHbIX 3anucew;
-vlan_id — vaeHTUdUKaumnoHHbI Homep VLAN;

- mac-address — MAC-agpec.

YKa3aHHOro

show mac address-table count
[vlan vlan_id | interface
{gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group} ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1..4094)

MoKa3blBaeT KoMYecTBo 3anucer B Tabanue MAC-agpecos gna
YKa3aHHOro nHTepderica nmbo ana scex MHTepdencos.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

show bridge multicast address-
table [vlan vian_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address }]
[format {ip | mac}]

[source

{ipv4_source_address|
ipv6_source_address }]

vlan_id: (1..4094)

MoKka3sbiBaeT TabaumLy rpynnoBbiX afpecoB ANA YKa3aHHOTO
uHTepderica nmbo Bcex uHTepdericos VLAN (KomaHaa
O0CTYMHA TONIbKO A1A NPUBUAETMPOBAHHOIO NOb30BaTENA).
- vlan_id — vaeHTUdUKaumoHHbIi Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-agpec;

- ipv4_multicast_address — rpynnosoit IPv4-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- ip —npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-agpec UCTOYHMKA;

- ipv6_source_address — IPv6-agpec UCTOYHMKA.

show bridge multicast address-
table static

[vlan vian_id] [address
mac_multicast_address |
ipv4_multicast_address |
ibv6_multicast_address ]
[source ipv4_source_address |
ipv6_source_address ] [all |
mac | ip]

vlan_id: (1..4094)

MoKa3blBaeT Tabauuy CTAaTUYECKMX TPYMNOBbIX afpecos AN
YKa3aHHoro nHtepodeiica nmbo scex nHtepdericos VLAN.
- vlan_id — wpeHTndnKaunoHHbIi Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;

- ipv4_multicast_address — rpynnosoit IPv4-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- ipv4_source_address — IPv4-agpec UCTOYHMKA;

- ipv6_source_address — IPv6-agpec UCTOUYHMKS;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nosHOM Tabanupl.

show bridge multicast filtering
vlan_id

vlan_id: (1..4094)

MokasbiBaeT KoOHdUrypaumio GuabTpa rpynnosbIX afpecos AnA
yKasaHHoro VLAN.
- vlan_id — wpeHTndnKaumnoHHbIi Homep VLAN.

show bridge multicast
unregistered

[gigabitethernet gi_port |

tengigabitethernet te_port
| port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

Moka3sbiBaeT KOHOUTIypauuto bunbTpa ans
He3aperucTpupoBaHHbIX FPYNMNoBbIX a4PECOB.

show bridge multicast mode
[vlan vian_id]

vlan_id: [1..4094]

MOKa3biBaeT peXxnm rpynnoeoi agpecaumm AN yKasaHHOro
nHTepoderica Nmbo Bcex MHTepdeicos VLAN.
- vlan_id — vaeHTUdUKaumoHHbI Homep VLAN.

show bridge multicast
reserved-addresses

OTo6parkaeT NpaBuAa, yCTaHOB/IEHHbIE A1 FPYNNOBbIX
3ape3epBMpPOBaHHbIX 3 pPecos.

show mac address-table mode

MoKa3bIBaET TeKYL M pexrum paboTbl Tabauubl MAC-agpecos
M pexum, KoTopblii 6yaeT npumeHeH nocne pecrapTa
KoMMmyTaTopa.
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[pumepbl 8b1MOAHEHUS KOMAHO

= Bkaountb GuabTpauMio rpynnoBbIX aApecoB KOMMyTaTOpom. 3adaTb BpemA XpaHeHusA
MAC-agpeca 450 cekyHa, paspewunTb nepegady He3aperncTpupoBaHHbIX MHOMOAAPECHbIX
nakeTos Ha 11 nopTy KOMMyTaTOpa.

console#configure

console (config) #bridge aging-time 450

console (config) #bridge multicast filtering

console (config) #interface gigabitethernet 1/0/11

console (config-if) #bridge multicast unregistered forwarding
console#show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.130(2.2.3 dynamic gi0/1, gi0/2
19 224-239.13012.2.8 static gi0/1-8

19 224-239.130(2.2.8 dynamic gi0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 gi0/8
19 224-239.130(2.2.8 gi0/8

5.17.2 ®yHKYyus nocpedHuKka npomokona IGMP (IGMP Snooping)

®dyHKUMA IGMP Snooping ncnonb3yeTca B CETAX rPYNMNOBOM paccbinkn. OcHoBHOM 3agadver IGMP
Snooping ABnsfeTcA npefoCTaBfeHME MHOroaZpecHoro Tpaduka TONbKO OAA TeX MOPTOB, KOTOpble
3anpocuau ero.

7 IGMP Snooping MOXKeT MUCNOAb30BaTbCA TONbKO B cTatudeckou rpynne VLAN.
V Noapeprkusalotca sBepcuu npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.

Y1o6bl IGMP Snooping 6bin aKTUBHbIM, GyHKLUMA rpynnoBoit dunbTpaumum “bridge
multicast filtering” gonxHa 6bITb BKAOUeHa (cm. pasaen «lMpasuna rpynnosoi
agpecauumn»).

.‘

PacnosHaBaHWe NOPTOB, K KOTOPbIM NOAKAOYEHbI MHOrOaApPECHbIE MapLLPYTM3aTOPbl, OCHOBAHO
Ha cneayrowmnx cobbITUAX:

— IGMP-3anpocbl NPUHATbLI HA NOPTY;

— nmakeTbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NOpPTY;

— MaKeTbl MPOTOKO/A MHOroagapecHo Mmapuwpytmsaumm Distance Vector Multicast Routing
Protocol (DVMRP) npuHATbI Ha NopTy;

— naketbl npoTokona MRDISC npuHATbI Ha NOPTY;

—  nakeTbl npoTokosa Multicast Open Shortest Path First (MOSPF) npuHaTbI Ha NOpTY.

KomaHObI pexcuma 271060s16H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #
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Tabnunua 5.129 — KomaHapl pexknuma rnobanbHOro KoHPUrypmposaHms

KomaHoa 3HayeHue Aelicmesue

ip igmp snooping PaspewaeT wucnonb3oBaHne ¢yHKUMM IGMP  Snooping

KOMMYTaTOPOM.
— - -/BbIK/IlOYEHO -

no ip igmp snooping 3anpewaetr ucnonb3oBaHue ¢yHKUMM IGMP  Snooping
KOMMYTaTOPOM.

ip igmp snooping vlan vian_id Paspewaer wucnonb3osaHue ¢yHKUMM IGMP  Snooping
KOMMYTaTOpPOM A/1A AaHHOro uHTepdeinca VLAN.

-/BbIK/IIOYEHO - vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.
no ip igmp snooping vian 3anpewaetr wucnonb3oBaHue ¢yHKUMM IGMP  Snooping

vlan_id

KOMMYTaTOpPOM A/1A AaHHOro uHTepdeinca VLAN.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface

{ gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}]

no ip igmp snooping vlan
vlan_id static ip_address
[interface

{ gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

group: (1..24)

Peructpupyet rpynnosoii IP-agpec B Tabauue rpynnosow
agpecaumn, n ctatmyeckn aobasnset MHTepdeincobl U3 rpynnobl
ona Tekywen VLAN.

-vlan_id — vaeHTUdUKaumnoHHbI Homep VLAN;

- ip_multicast_address — rpynnosoii IP-agpec.

MepeuncneHme MHTEpPHENCOB OCYLLLECTBNAETCA YEPES «—» U «,».

Ypansaet rpynnosoit IP-agpec 13 Tabanupl.

ip igmp snooping vlan vian_id
€OS COos

no ip igmp snooping vlian
vlan_id cos cos

vlan_id: (1..4094);
cos: (0..7)/0

YctaHaBauBaeT 3HaveHne CoS ana ucxoaawmx B nopt mrouter
IGMP-coobueHunit B ykazaHHoM VLAN.

- vlan_id — vaeHTUdUKaumoHHbIi Homep VLAN;

- €OS — Knacc obcnyKunsaHums.

YctaHaBauBaeT 3HavyeHne CoS ana ucxoaawmx B nopt mrouter
IGMP-coobuieHunit B ykazaHHOM VLAN paBHbIM HyAt0.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlian
vlan_id mrouter learn pim-
dvmrp

vlan_id: (1..4094)/
paspelueHo

VLAN aBTOmaTunyeckoe
KOTOpPbIM nogKAt4YeHbl

PaspewaeTr pna pgaHHOM rpynnbl
pacnosHaBaHMe  MOPTOB, K

MHOroaZpecHble MapLLpyT13aTopbl.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

VLAN aBTOMaTmMyecKkoe
KOTOpbIM NOAKAIOYEHDbI

3anpewaer Aaa AaHHOM Tpynnbl
pacrno3sHaBaHMe  MopToB, K
MHOroaZpecHble MapLpyT13aTopbl.

ip igmp snooping vlan vian_id
mrouter interface {
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

group: (1..24)

OnpegenseT NopT, K KOTOPOMY MOAKAHOYEH MapLLpyTU3aTOp
MHOr0aZpecHOM paccblku ana 3agaHHol VLAN.
- vlan_id — wpeHTndnKaumnoHHbIi Homep VLAN.

YKasblBaeT, YTO K MOPTYy He MOAK/OYEH MapLupyTM3aTop
MHOr0aZpPEeCcHOM PacChbiNKu.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter
interface{gigabitethernet
gi_port |tengigabitethernet
te_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

group: (1..24)

YcTaHaBAMBaeT 3anpeT Ha onpeaeseHue Nopra (CTaTMyeckw,
OAMHAMMYECKM) Kak nopTa, K KOTOPOMY MOAKAOYEH
MapLLpPYyTU3aTOP MHOTOAAPECHOMN PACChINKM.

- vlan_id — vaeHTudUKaumoHHbI Homep VLAN.

CHMMaeT 3anpeT Ha onpejeneHne nopTa Kak nopTta, K
KOTOPOMY MOAK/OYEH  MApLIPYTM3aTOp MHOrOaZpPecHoM
PacCbUIKK.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094)

BkntoyaeT 3ameHy IP-agpeca WMCTOYHMKA Ha yKasaHHbIA IP-
apapec Bo Bcex naketax IGMP report 8 3agaHHol VLAN.
- vlan_id — npeHTndMKaunoHHbI Homep VLAN.

OTkntoyaet 3ameHy IP-agpeca wcTtoyHuka B naketax IGMP
report 8 3agaHHol VLAN.

ip igmp snooping map cpe vlan
vlan_id

vlan_id:( 1..4094)

Hob6asnaet coorsercteue mexay VLAN nonb3osatens (CPE-
VLAN) n VLAN TeneBewanua (multicast-tv-vlan).
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multicast-tv vlan vian_id

no ip igmp snooping map cpe
vlan vian_id

Ecamn IGMP-coobuieHne NpuxoguT Ha nopt ¢ Terom CPE-vlan u
cywecTyer cootBetctBMe CPE-vlan — multicast-tv-vlan, To
IGMP-coobuweHne 6ypetr accouumpoBaHo ¢ VLAN ans
TeneseLlaHna.

Ypanaet cootsetcteue mexay VLAN nonb3osatens u VLAN
TeneseLlaHNA

ip igmp snooping vlan vian_id
querier

no ip igmp snooping
vlan vian_id querier

vlan_id:
(1..4094)/Bblgaua
3aMnpocoB BbIK/IOYEHA

BkntouaeT noadepKy  Bbl4auuM  3anpocoB  igmp-query
KOMMYyTaTopom B AaHHoM VLAN.
OTkNloYaeT MOALEepXKKY Bblgauu  3anpocos  igmp-query

KOMMyTaTopom B aaHHoM VLAN.

ip igmp snooping vlan vian_id
querier version {2 | 3}

no ip igmp snooping vian
vlan_id querier version

-/IGMPv3

YcTaHaBnauBaetr Bepcuto |IGMP-npoToKona, Ha OCHOBaHWMU
KoTopol byayT dopmuposatbes IGMP-query 3anpocbl.

YcTaHaBAMBAET 3HAYeHUeE No YMONYaHUIO

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vian
vlan_id querier address

vlan_id: (1-4094)

Onpepenser  UCXOAHbIN IP-agpec, KOTOpbIN bynet
ncnonbsosaTbca IGMP querier-om. Querier — ycTPOWCTBO,
KoTopoe oTnpasnaet IGMP-3anpocsl.

YcTaHaBAMBaeT 3HavyeHme No ymonyaHuto. Mo ymonyaHuio ecam
IP-appec HacTpoeH ana VLAN, oH ucnonb3yeTca B KayecTse
agpeca uctoyHmka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
immediate-leave

vlan_id: (1..4094)/

Bkntounts npouecc IGMP Snooping Immediate-Leave Ha
TekyLwer VLAN. O3HayaerT, 4To NopT JO/IKEH ObITb HEeMeAIEHHO
yaaneH u3 rpynnbl IGMP nocne nonyyeHua coobuieHusa IGMP
leave.

Npu pobasneHnn onummn host-based — mexaHnsm fast-leave
cpabaTbiBaeT TO/IbKO B TOM C/ly4ae, KOr4a BCe NOJib30BaTeNM,

BbIK/IOYEHO NOAK/NOYEHHblE K OaHHOMY MOPTYy OTNMCANUCL OT Fpynnbl
(cueTumk nonb3oBaTenert BedeTcA Ha OCHoBaHMWM src-MAC-
afpecos B 3arosioskax IGMP-report’os).

no ip igmp snooping vlan OTkntountb npouecc IGMP Snooping Immediate-Leave Ha

vlan_id immediate-leave [host- Tekyuier VLAN.

based]

ip igmp snooping vlan vian_id Bkatountb npouecc IGMP Snooping Immediate-Leave Ha

immediate-leave host-based Tekyuwer VLAN. O3HavaerT, 4To NopT A0/IKEH bbITb HEeMeANEeHHO

vlan id: yaaneH us rpynnbl IGMP nocne nonyyeHus coobuieHusa IGMP

no ip igmp snooping vlan
vlan_id immediate-leave

(1..4094)/BbIKNtO4EHO

leave, ecnm Gosblie HET KAMEHTOB, KOTOPbIM Heobxoauma
AaHHasA rpynna.

Otkntounte npouecc IGMP Snooping Immediate-Leave Ha
Tekyuer VLAN.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BK/ItOYaET peXMM, MPU KOTOPOM KOMMYTATOpP OTNPaBAAeT
report Ha query 3anpocbl CTaTUYECKMX TPYNM, HACTPOEHHbIX Ha
Hem. Mpwu aTomy coobuieHns IGMP-report/leave Ha 3Tu
rpynnbl UTHOPUPYIOTCA.

- version — puKcupyeT Bepcuio report-/leave-coobuieHnit,
OTNPaBAAEMBIX pProxy-report'epom.

Mo ymonyaHuto Bce IGMP-coobuieHunsa, cos3aaHHble pProxy-
report'epom — IGMPv3, a oTBeTbl Ha query-cooblieHus byayT B
TOW Bepcum, B KOTOpo 6bin npucnaH IGMP-query.

BoccraHaBnvBaer HaCTpOI\/'IKM No YMONIHaHUIO.

ip igmp snooping vlan vian_id YcTaHaBAMBaeT 3HayeHMe MapameTpa nNonA npuopuTeTa
€os cos 802.1p.
— - cos: (0..7) —

no ip igmp snooping vlan BoccTaHaBnMBaeT HACTPOMKM NO YMOYAHMUIO.
vlan_id cos

KomaHObI pexcuma KoHppueypuposaHus uHmepgetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU pernma KoHourypuposaHma VLAN:

console (config-if) #
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Tabnnuya 5.130 — KomaHapl pexknuma KoHdurypmposaHua nHtepdeinca VLAN

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmesue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBAET 3HaYeHMe ycTonumsocTm ansa IGMP.
Ecav Ha KaHane HabnwpgaetcA notepsA AaHHbIX, 3HaYeHue
YCTOMYMBOCTM 0MKHO BbITb YBEUYEHO.

YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYAHUIO.

ip igmp query-interval
seconds

no ip igmp query-interval

seconds: (30..18000)/125 ¢

YcTaHaBAMBaeT TalimMayT, Mo KOTOPOMY cucTema OTnpasnser
OCHOBHbI€ 3aMpPOChl BCEM Y4aCTHMKAM rpynnbl MHOroaApecHom
nepesaun gna NPOBEPKMN UX aKTUBHOCTMU.

YcTaHaBAMBaET 3HauYeHWe No YMOANYaHUIO.

ip igmp query-max-
response-time seconds

no ip igmp query-max-
response-time

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MaKCMManbHOE BpeMs OTBETa Ha 3anpoc.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

ip igmp last-member-
query-count count

no ip igmp last-member-
query-count

count: (1..7)/3HaueHune
nepemeHHol robustness

YcTaHaBAMBaEeT KO/JIMYECTBO 3amnpocoB, MOC/Ae  PacCbiIKu
KOTOpPbIX, KOMMYTaTOp ONpeaenseT, YTo Ha AaHHOM MOPTY HeT
KeNaloLmMx y4acTBOBaTb B MHOTOAAPECHOM paccblaKe.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

ip igmp last-member-
query-interval milliseconds

no ip igmp last-member-
query-interval

milliseconds:
(100..25500)/1000 mc

YcTaHaBAMBaeT UHTEPBas 3anpoca 4/18 NOC/eAHEro y4acTHUKa.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

KomaHOwbI

pexcuma KoHgu2ypuposaHua uHmepgelica (duana3oHa uHmepgelicos)

Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM pexxmnma KoHOUIYpMpoBaHUA nHTepdelica:

console (config-if) #

Tabnunua 5.131 — KomaHgpl pexknuma KoHduUrypupoBaHua nHtTepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

switchport access
multicast-tv vlan vian_id

no switchport access
multicast-tv vlan

vlan_id: (1..4094)

BkntouvaeT nepeHanpasneHune IGMP-3anpocoB € KAMEHTCKUX
Vlan B Multicast Vlan » mynbTMKactoBoro Tpaduka B
KnneHTckue Vlan gna nHtepdeica B pexxmme «access».

BbikntoyaeT nepeHanpasneHne IGMP-3anpocoB € KAMEHTCKUX
Vlan B Multicast Vlan »n mynbTuKactoBoro Tpaduka B
KnneHTtckue Vlan gns uHtepderica B perkmme «access».

switchport trunk multicast-
tv vlan vian_id [tagged]

no switchport trunk
multicast-tv vian

vlan_id: (1..4094)

Bknatovaetr nepeHanpasneHuve IGMP-3anpocos 13 VLAN,
YYacTHUKOM KOTOpbIX ABaseTca nopt, B Multicast VLAN ans
nHTepdelica B pexxkmme «trunk».

MybTUKACTOBbIN Tpaduk nepepaerca Ha nopt
HETerMpoBaHHbIM WAU TErMpoBaHHbIM B 3aBUCMMOCTU OT
napameTpa tagged.

MapameTp tagged yKa3biBaeT Ha TO, YTO MY/IbTUKACTOBbIV
TpaduK [ONMKEH OTNPaBAATLCA B NOPT ME2UPOBAHHLIM B
KnmneHTckom VLAN.

BbikntoyaeT nepeHanpasneHve IGMP-3anpocos B Multicast
Vlan, nopT UCKAtoYaeTca U3 rpynn MHOroaApecHom paccbiikv B
Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id
[tagged]

vlan_id: (1..4094)

Bkatoyaetr nepeHanpasneHve IGMP-3anpocos u3  VLAN,
YYACTHUKOM KOTOpbIX ABnsetcs nopt, B Multicast VLAN ans
uHTepdelica B pexxume «general». MynbTuKacToBbIl Tpaduk
nepenaeTca Ha NOPT HETErMpoBaHHLIM MAN TErMPOBAHHLIM B
33aBMCMMOCTM OT NapameTpa «tagged».

MapameTtp «tagged» yKasbiBaeT Ha TO, YTO MY/IbTUKACTOBbIN
TpaduK [OMKEH OTNPaBAATLCA B NOPT ME2UPOBAHHLIM B
KnmneHTckom VLAN.
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no switchport general BblkntovaeT nepeHanpasneHme IGMP-3anpocos Multicast Vian
multicast-tv vlan M MyNbTUKACTOBOTrO TpadumKa B NopT.

KomaHOowbl pexcuma EXEC

Bce komaHabl AOCTYNHbI TOIbKO AN1A NPpUBUNErMpPoBaHHOIO NoJib3oBaTenA.

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 5.132 — KomaHabl pexkmma EXEC

KomaHoa Aeiicmeue

show ip igmp snooping | MokasbiBaeT MHPOPMALMIO 06 M3yYEHHBIX MHOTOAAPECHbIX MapLIPYTU3aTOpax B yKa3aHHOM
mrouter [interface vian_id] | rpynne VLAN.

show ip igmp snooping MNokasbiBaeT MHdopmaymto IGMP-snooping gns gaHHOro HTepdeiica.

interface vian_id

show ip igmp snooping MokasbiBaeT uHPopmaumMto 06 UM3yYeHHbIX MHOFOAZPECHbIX rpPynnax, y4yacTBYOWMX B
groups [vlan vian_id] rpynnoBoW paccbiike.

[ip-multicast-address
ib_multicast_address]
[ip-address ip_address]

show ip igmp snooping cpe | MokasbiBaeT Tabnuuy cootsetcTBuit mexay VLAN 060pyaoBaHWUA, YCTAHOBNEHHOTO Yy
vlans nonb3oBatens, n VLAN ana tenesellaHms.
[vlan vian_id]

[pumepbl 8b1M0MHEHUS KOMAHO

Bkntountb oyHKumMo IGMP snooping Ha kommyTaTope. na VLAN 6 paspelnTs aBTOMaTUYecKoe
pacno3HaBaHMe TMOPTOB, K KOTOPbIM MNOAKAKOYEHbl MHOrOaZpecHble MapLLIPYTU3aTOPbI.
YctaHoBUTL MHTepBan mexay |GMP-3anpocammn — 100 ceKyHA. YBennuuTb 3HayeHue
ycToMuYMBOCTU A0 4. YCTAaHOBUTb MaKCMMaJibHOE BPeMA OTBETa Ha 3anpoc — 15 cekyHA.

console# configure

console (config) #ip igmp snooping

console (config-if) #ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config) #interface vlan 6

console (config-if) #ip igmp snooping query-interval 100

console (config-if) #ip igmp robustness 4

console (config-if) #ip igmp query-max-response-time 15

5.17.3 MLD snooping — npomoKon KOoHMpoaa MHo2oadpecHo20 mpaguKa e IPve

MLD snooping — MeXaHM3M MHOrOaApPecHOn pPacCbiIKM COOBLLEHNI, MNO3BONAIOLWMIMA
MWHMMM3MPOBATL MHOFOAAPECHbIN TpaduK B IPv6-ceTax.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KoHGUrypupoBaHus:

console (config) #

Tabnunua 5.133 — KomaHapl rnobanbHOro pexkmuma KoOHPUrypmuposaHus

KomaHda 3HaueHue Aeilicmeue
ipvé mid snooping vlan_id: (1..4094)/ BkatoyaeTt MLD snooipng.
[vlan vian_id] BbIK/HOYEHO
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no ipv6 mid snooping
[vlan vian_id]

Otkntovaet MLD snooping.

ipvé mld snooping vlan vian_id
static ipv6_multicast_address
[interface

{ gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}]

no ipv6 mld snooping vlan
vlan_id static
ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

group: (1..24)

Pernctpupyet rpynnosoii IPv6-agpec B Tabnuue rpynnosoi
afapecauun, u ctatudeckun gobasnset/yaanser uHtepdeicol s
rpynnbl ana Tekywen VLAN.

- ipv6_multicast_address — rpynnosoli IPv6-agpec;
MepeuncneHve nHTepdelicoB OCYLLECTBAAETCA YePes «—» U «,».

Ypansaet rpynnosoit IP-agpec 13 Tabanupl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port|
tengigabitethernet te_port

| port-channel group}

no ipvé mld snooping vlan
vlan_id forbidden mrouter
interface

{gigabitethernet gi_port|
tengigabitethernet te_port

| port-channel group}

vlan_id: (1..4094),;
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

group: (1..24)

[JobaBnser npasuo, 3anpeLuatoLee NopTam 13 Cnucka
pernctpmposaTtbca Kak MLD-mrouter.

Ypanaet npaBuio, 3anpeLuatoLee NnopTam U3 Cnncka
pernctpmpoBatbca Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mid snooping vlan
vlan_id mrouter learn pim-
dvmrp

-/BKAKOYEHO

M3yuyaTb nopTbl, NOAKAOYEHHbIE K mrouter'y no MLD-query-
naketTam.

He n3yyaTtb nopTbl, NogKAOYEHHbIE K mrouter'y no MLD-
query-naketam.

ipvé mld snooping vlan vian_id
mrouter interface {
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}

no ipv6 mid snooping vlan
vlan_id mrouter interface {
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}

vlan_id: (1 .. 4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

group: (1..24)

[Jo6asnset cnucok mrouter-nopTos.

Ygpanset mrouter-nopTbl.

Ipv6 mid snooping vlan vian_id
immediate-leave

no ipv6 mid snooping vlan
vlan_id immediate-leave

vlan_id:
(1..4094)/BbiKNtO4EHO

Bkntountb npouecc MLD Snooping Immediate-Leave

Tekywen VLAN.

Ha

OtkAtounTth npouecc MLD Snooping Immediate-Leave Ha
Tekywen VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgetica VLAN

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoro KoHGUrypnuposaHusa:

console (config-if) #

Tabnunua 5.134 — KomaHapl pexknma KoHdurypmposaHua nHtepdeinca VLAN

KomaHda

3HayeHue/3HayeHue no

YMOAYAHUIO

Aelicmeue

ipvé mld join-group
ibv6_multicast_address

no ipv6 mid join-group
ibv6_multicast_address

CosfaeT cTaTUYecKyto rpynny mHoroaapecHo IPv6-
PacCbINKK.
- multicast_ipv6_address — rpynnosoit agpec IPv6.

YaanaeT ctaTMyeckyto rpynny MHoroagpecHom IPve-
paccbINKu
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ipvé mid last-member-
query-count count

count: (1..7)

no pv6 mid last-member-
query-count

YcraHaBauBaeT Koamyectso MLD-3anpocoB, nocae paccbl/iku
KOTOPbIX KOMMYTATOpP onpeaenseT, YTO HAa AaHHOM NOPTY HeT
KenatLmx y4acTBoBaTb B MHOroagpecHol IPv6-paccbinke

BoccTaHaBnvBaeT 3HayeHue no YMON4YaHUIO

ipvé mid last-member-
query-interval interval

interval: (100..25500)/1000

no ipv6 mld last-member-
query-interval

MUWNNNCEKYHL,

3aaeT MaKCMMasbHYI0 33lePXKKy OTBETa NOC/eAHEro YaeHa
rpynmnbl, KOTOPas UCMO/b3YeTcA A1 BbIYMCNEHUA KO4a
MaKCMManbHoW 3aaepKu oTeeTa (Max Response Code)

BoccTaHaBnvBaeT 3HaYeHMe No yMONYaHUI0

ipvé mld query-interval
value

value: (30..18000)/125

no ipvé mid query-interval

CEeKYHA,

3apaeT MHTepBan pPaccbliKM OCHOBHbIX MLD-3anpocos.

BoccTaHaBnmBaeT 3HaveHue no YMON4YaHUIO

ipvé mld query-max-
response-time value

value: (5..20)/10 cekyHg,

no ipvé mld query-max-
response-time

3a4aeT MaKCMMasbHYIO 3aZlePKKY OTBETA, KOTopas
MCNo/Ib3yeTcA ANA BbIYMCIEHUI KOAA MAKCUMAIbHOM
33/lepKKM OTBETa

BoccTaHaBnvBaeT 3HaveHue no YMON4YaHUIO

ipvé mld robustness value

value: (1..7)

no ipv6 mid robustness

YcTaHaBAMBaEeT 3HaueHne KoadouumneHTa
OTKa3oycTonumsocTu. Ecnm Ha KaHane Habaogaetcsa notepsa
LAaHHbIX, KO3GPULMEHT OTKA30yCTOMYMBOCTU AOJIKEH ObITb
YBE/INYEH.

BoccTaHaBnvBaeT 3HaYeHMe Mo YMOYaHUIO

KomaHOwbI

pexcuma KoHgu2ypuposaHUa uHmepgelica (duanaszoHa uHmepgelicos)

Ethernet, uHmepdgelica 2pynnsl nopmos, uHmepgetica VLAN

Bua 3anpoca KOMaHAHOW CTPOKM B perkume KoHdurypmposaHusa uHTepdeica Ethernet,
nHTepdelica rpynnbl NopToB U UHTepderica VLAN:

console (config-

if)#

Tabnuua 5.135—KomaHabl pexkuma koHburypuposaHua nHtepdeiica Ethernet, rpynnol nHtepdeiicos

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

OnucaHue

ipvé mld join-group
ibv6_multicast_address

no ipv6 mid join-group
ibv6_multicast_address

[aetr yKkasaHue paccbinate MLD-report coobuieHus
npucoeauHeHue K ipv6_address rpynnbl ¢ AaHHOTO NopTa.
- ipv6_multicast_address — rpynnosoii agpec IPv6.

Ha

YpanaeT ykasaHue paccbinatb MLD-report coobuieHua Ha
npucoeauHeHue K ipv6_multicast_address rpynnbl ¢ AaHHOrO
nopra.

ipvé mld version version

version: (1..2)/2

no ipvé mld version

YcTaHaBAMBaET BEPCUIO MPOTOKOA, AEWUCTBYIOLLYIO HA AaHHOM
nHTepodelice.

BoccTaHaBnvBaeT 3HaYeHue no YMOAN4YaHUIO

_|

abnunua 5.136 — KomaHnp,

bl pexxmma EXEC

KomaHoa

3HaveHue

HAelicmeue

show ipv6 mid snooping
groups [vlan vian_id]
[address
ipbv6_multicast_address]
[source ipv6 _address]

vlan_id: (1..4094)

OTo6parkaeT MHGOPMaLMIO O 3aPErncCTPMPOBaHHbIX rpynnax 8
COOTBETCTBMM C 3afdaHHbIMM B KOMaHge napameTpamu
dunbTpaumm.

- ipv6_multicast_address — rpynnosoii agpec IPv6;

- ipv6_address — |Pv6-agpec UCTOYHMKA.

show ipv6 mld snooping
interface vian_id

vlan_id: (1..4094)

Otobpakaer MHPopmaumto o KoHdurypaumm MLD-snooping
ansa aaHHoi VLAN.

show ipv6 mid snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OTto6parkaeT nHpopmaLmio 0 mrouter-nopTax.
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5.17.4 ®yHkyuu ozpaHuveHusa multicast-mpaguka

®YHKUMM orpaHmnyeHuns multicast-TpadurKa ncnonbsytotca ans yaobHoOM HaCTPOMKKM orpaHNYeHmns
NPOCMOTpPA onpeaeneHHbIX FPynn MHOroaapecHoOn PaccbIKu.

KomaHObI pexcuma 2106a0716H020 KOHU2YpUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHOro KOHGUIypupoBaHus:

console (confiqg) #

Tabnnuya 5.137 — KomaHapl pexknuma rnobanbHoro KoHpurypmposaHumsa

KomaHoa

3HayeHue

Hleilicmesue

multicast snooping profile
name

no multicast snooping
profile name

name: (1..32) cumBonos

Mepexopa, B pexkum KoHoUrypuposaHua multicast-npoduns.

YaanuTb yKasaHHbI multicast-npodpuneb.
Multicast-npodunb moxKetr 6bITb yAaneH ToOJ/bKO
H nocne Toro, Kak 6yaeT oTBA3aH OT BCeX NOPTOB
KoMMmyTaTopa.

KomaHObI pexcuma KoHgu2ypuposaHusa multicast-npogung

BuAa 3anpoca KoOMaHAHOM CTPOKM pexnma KoHduUrypuposaHuma multicast-npodpuns:

console (config-mc-profile) #

Tabnnuya 5.138 — KomaHapl pexxnuma koHourypmposaHua multicast-npodpuns

KomaHoa

3HayeHue

Helicmesue

match ip low_ip [high_ip]

no match ip low_ip [high_ip]

3agaeT cooTBeTCTBME NPOGUAA yKazaHHOMY guanasoHy IPv4
multicast-agpecos.

- low_ip — BanuaHbIn multicast-agpec;

- high_ip — BanugHbliit multicast-agpec.

Ypanaer cooTBeTCTBUE NPOPUAA YKazaHHOMY AnanasoHy IPv4
multicast-agpecos.

match ipv6 low_ipv6
[high_ipv6]

3apaet cooTBeTcTBME NPODUAA YKa3aHHOMY guanasoHy IPve
multicast-agpecos.

- low_ip — BanuaHbIn IPv6 multicast-agpec;

- high_ip — BanugHsoiit IPv6 multicast-agpec.

no match ipv6 low_ipv6
[high_ipv6]

Ypanaer cooTBeTcTBUE NPOPUAA YKazaHHOMY Ananas3oHy IPve
multicast-agpecos.

permit B Cny4yae HeCoOoTBEeTCTBMA OAHOMY U3 3aldaHHbIX ANANAa30HOB,
IGMP-report 6yayT nponyckaTbca.
- -/BbIK/IIOYEHO
no permlt B Cny4yae HeCoOoTBEeTCTBMA OAHOMY U3 3adaHHbIX ANANAa30HOB,
IGMP-report 6yayT oTbpacbiBaTbeA.
KomaHObI pexwuma KoHguaypuposaHua UHmepgelica (duana3oHa uHmepgelicos)
Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKU pexnma KoHPUrypuposaHua nHtepdelica:

console (config-if) #

Tabnuua 5.139 — KomaHapl pexuma KoHPUrypupoBaHuAa WHTepdeica (aAnanasoHa uHTepdelicos)

Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

multicast snooping max-
groups number

number: (1..1000)/-

OrpaHu14MBaeT KONIMYECTBO O4HOBPEMEHHO MPOCMATPUBAEMbIX
multicast-rpynn gnsa nopra.
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no multicast snooping
max-groups

CHUMaeT oOrpaHuWYeHMe Ha KO/NMYECTBO OLHOBPEMEHHO
npocmaTtpuBaemMblix rpynn ans nopra.

multicast snooping profile
name

no multicast snooping
profile

MpuBA3bIBaeT yKasaHHbIN multicast-npoduab K nopry.

name: (1..32) cumBonos -
Ypanset cootBeTcTBMe multicast-npoduns c noptom.

KomaHObl pexcuma EXEC

Bce KomaHAap! AOCTYNHbI TO/IbKO ANA NPUBUNETMPOBAHHOIO NOJ1b30BaTeNA.

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunuya 5.140 — KomaHapl pexkuma EXEC

KomaHoa

Aeiicmeue

show multicast snooping
groups count

OTo6parkaeT nHbopMaumio 4A BCEX MOPTOB O TEKYLLEM KOAMYECTBE 3aperncTprpoBaHHbIX
rpynm, a TakKe MakCMMaibHOe BO3MOXKHOE KOIMYeCcTBO.

show multicast snooping
profile [name]

OTobparkaeT HGOPMaLUIO O CKOHGUTYPUPOBaHHbIX multicast-npodunsx.

5.17.5 ®yHKyua mHozoadpecHoli mapwpymu3sayuu IGMP Proxy

®PyHKUMA MHOroagpecHol mapwpytusaumm IGMP Proxy npegHasHayeHa AAa peanvsauum
YNPOLLEHHOW MapLIpyTM3aLMM MHOFOAAPECHbIX AAHHbIX MEXAY CETAMM, yNpPaBaaeMon Ha OCHOBaHMMU
npoTtokona IGMP. C nomoubto IGMP Proxy ycTpoicTBa, He HaxodAalmnecs B O4HOM CETU C CepBEPOM
MHOT0a4pPECHON PAaCCbIIKN, UMEIOT BO3MOHOCTb NOAKN0YATLCA K MHOTOAAPECHBIM Fpynnam.

MapLpyTmsauma OCyecTBAsSeTCa MexXay WHTepdencom BbiwecToAwen cetn (uplink) w
nHTepdericammn Huxkectoawmx ceteit (downlink). Mpu aTom Ha uplink-uHTepdeiice KommyTaTop BeaeT
ceba Kak 0b6bIYHbIN NoNyYaTeNb MHOTOagpecHoro Tpaduka (multicast client) u dopmmpyeT cobcTBEHHbIE
coobueHns npotokona IGMP. Ha nHtepdeicax downlink KommyTaTop BbICTynaeT B KA4ecTBe cepsepa
MHOroaApecHon paccblikM UM obpabatbiBaeT coobweHns npotokona IGMP oOT ycTpoMcTs,
NOAK/MIOYEHHbIX K 3TUM MHTepdelicam.

V IGMP Proxy nogaep:usaet go 1024 rpynn MmHOroaapecHoii paccbijiku.

V IGMP Proxy nogaep:usaet ao 512 downlink-untepdeiicos.

V OrpaHuyeHus peanusaumm ¢pyHkummn IGMP Proxy:

- IGMP Proxy He noaaepKMBaeTca Ha rpynnax arperauum LAG;

- MOXKeT 6bITb onpeaeneH ToNbKO OAUH UHTepdeEIC BbILLECTOALLEN CETH;

- npu ucnonb3oBaHuu Bepcun V3 npotokona IGMP Ha uHtepdeiicax K HuxKecrosaLein
ceTu, o6pabaTtbiBaloTca ToNbKO 3anpocbkl TMNa exclude (*,G) u include (*,G).

V IGMP Proxy gnsa QinQ tpadumka:
— [Ona KoppeKTHOM paboTbl pyHKUMOHANA Heob6Xoaumo BKAOUUTb Proxy B SVLAN u CVLAN,
a TaK )Xe HaCTPOUTb ip-agpeca Ha AaHHbIX UHTepdeicax.

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KoOHGUrypnpoBaHmsa:

console (config) #
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Tabnunua 5.141 — KomaHapl pexknuma rnobanbHOro KOHPUrypmposaHms

3HayeHue/3HayeHue no

KomaHoa Aelicmesue
YyMOAYAHUIO
ip multicast-routing Mo ymonyaHuo GpyHKUmA PaspelwaeT paboTy mapwpyTnsaumMmM MHOTOagpecHbIX AaHHbIX
igmp-proxy BbIK/IHOYEHa Ha CKOHPUIYpUpPOBaHHbIX MHTEpdencax.

ip igmp-proxy version
version

version: (1..3)/2

YcraHaBauBaeT Bepcuto npoTokona IGMP ana ncnonb3oBaHua
KOoMMyTaTopoMm Ha uplink-uHtepdelice.
- version — Bepcua IGMP-npoTokona.

ip igmp-proxy cos cos

cos: (0..7)/0

YcraHaBauBaeT 3HayeHue 802.1p AnA nakeTtoB nNpOTOKO/A
IGMP, KoTopoe 6yaeT WCnosb30BaTbCA KOMMYTAaTOPOM Ha
uplink-nntepdeiice.

ip igmp-proxy dscp dscp

dscp: (0..63)/0

YctaHaBnmBaeT 3HayeHMe DSCP B IP-3aronoBKke gna nakeTos
NpoTOKONA IGMP, KoTopoe  bygeT  McCnonb3oBaTbCA
KOMMyTaTopoMm Ha uplink-uHtepdelice.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgetica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdurypuposaHua VLAN:

console (config-if) #

Tabnunua 5.142 — KomaHapl pexknuma KoHdurypmposaHusa nHtepdeinca VLAN

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmesue

ip igmp-proxy vlan vian_id
[version version] [cos cos]
[dscp dscp]

vlan_id: (1..4094);
version: (1..3)/2;
cos: (0..7)/0;
dscp: (0..63)/0

KoHourypupyemaa VLAN  saBndetca  wuHTepdelicom K
HUKecTosAwWwen ceTn. KomaHaa HasHavaeT cBA3aHHbIM uplink-
UHTepdeNc, y4acTBYHOLLMIA B MapLLpyTU3aLUM.

- version — Bepcua npoTtokona IGMP, kKoTopasa 6yget
MCMO/1b30BaTbCA KOMMYTAaTOPOM Ha 3TOM UHTepdeiice;

- cos — 3HayeHune 802.1p AnAa naketoB npoTtokona IGMP,
KoTopoe 6yaeT MCno/ib30BaTbCA KOMMYTAaTOPOM Ha 3TOM
nHTepdelice;

- dscp - 3Ha4yeHune DSCP B IP-3aronoBke A5 NAKeTOB NPOTOKONA
IGMP, KoTopoe byaeT UcnoNb30BaTbCA KOMMYTAaTOPOM Ha 3TOM
nHTepodelice.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 5.143 — KomaHab! pexkunma EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show ip mroute-next-hop

[group group |
source source]

KomaHga npegHasHayeHa  Ana  MpoOCMOTPa  CMMCKOB
MHOroaZpecHbIx rpynn. BosmoxeH Bbibop rpynn no agpecy
rpynnbl UAK Mo agpecy UCTOYHUKA MHOTOaAPeCHbIX AaHHbIX.

- group — IP-agpec rpynnbi;

- source — IP-agpec UCTOYHMKA MHOTOAAPECHbIX AAHHbIX.

show ip igmp-proxy

OTobpaxkeHne nHPopmaumm ob nHTepderice K BbILLECTOALMM
ceTam.

show ip igmp-proxy
interface

OTobpaxkeHne nHbpopmauumn o6 MHTepdencax K HUKECTOALLUM
ceTam.
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console#show ip igmp-proxy interface

Interface Version No of Groups CoS DSCP

vlian 1 2 0 2 37
vlan 30 2 0 5 12

[pumep UCnNoa6308aHUA KOMAHO

Hactpoutb Ha ycTpoictee paboty ¢pyHKumMmM IGMP Proxy, ncnonbsosatb VLAN 100 B Kauectse
nHTepdelica K BbiwecTonAwel cetn 10.1.0.0, a VLAN 101 1 102 B KauecTBe MHTEPHENCOB K HUKECTOSLLUM
cetam 10.2.0.0 n 10.3.0.0 cooTBeTcTBEHHO. Ha uplink-nHtepdeiice ncnonb3osaTb BEpCHIo v2 NPOTOKOAA
IGMP.

console#configure

console (config) #vlan database

console (config) #vlan 100-102

console (config) #fexit

console (config) #ip multicast-routing igmp-proxy
console (config) #ip igmp-proxy version 2

console (config) #interface vlan 100

console (config-if) #ip address 10.1.0.1 /24

console (config-if) #fexit

console (config) #interface vlan 101

console (config-if) #ip igmp-proxy vlan 100
console (config-if) #ip address 10.2.0.1 /24

console
console
console
console
console
console

config-if) #fexit

config) #interface vlan 102
config-if) #ip igmp-proxy wvlan 100
config-if) #ip address 10.3.0.1 /24
config-if) #fexit

config) #

o

5.18 ®yHKuMM ynpaBaeHus

5.18.1 MexaHu3zm AAA

Ona obecneyeHnsa 6e30NacHOCTM CUCTEMbI MCMOMb3yeTca MexaHusm AAA (ayTeHTUdMKaumsa,
aBTOpPU3aLMA, yYeT).

— Authentication (ayTeHTUdMKaumMA) — conocTaBneHUE 3aNpoca CYLLECTBYIOLLEN YYETHOM
3anucu B cucteme 6€30MacHOCTM.

— Authorization (aBTopu3aums, NpoBeEpPKa YPOBHA A4OCTyna) — comnocTaBieHue y4YETHOM
3anucu B cucteme (Npowealiein ayTeHTUOMKaLMIO) M onpeaenéHHbIX MOAHOMOUYNNA.

— Accounting (y4éT) — cnexeHue 3a notpebaeHmem pecypcos Nnoab3oBaTesiem.

Ons wndpoBaHUA AaHHbIX UCMONb3YeTcA mMexaHu3m SSH.

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #
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Tabnunuya 5.144 — KomaHapl pexxnuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa 3HayeHue/3HayeHue Aelicmeue
no ymon4aHurw
aaa authentication login YcTaHaBavBaeT cnocob ayteHTUdUKaLmMm ana BXoaa B CUCTEMY.
{default | list_name} - default —ncnonb3oBaTh A8 ayTEHTUPMKALLMM OMUCAHHDIE HUKE
method_list MeToApbl;

- list_ name - vmAa cnUcka ayTEHTUOUKAUMOHHbLIX MeToA08,
AKTUBU3UPYIOLLLErocs, Koraa nosib3oBaTeslb BXOAUT B CUCTEMY.
OnucaHue metogos (method_list):

- enable — ncnonb30BaTb Naposib ANA ayTeHTUdUKaLMK;

- line — ucnonb3oBaTb Napo/ib TEPMUHANA ANA ayTeHTUGUKaLNK;
- local — ncnonb3oBaTh NOKanbHyO 633y MMeH Moab3oBaTenem
ANA ayTeHTUdUKaLmu;

-/ocywecTennerca - none — He UCMNOJIb30BaTb AyTEHTUDUKALMIO;
npoBepKa no NoKanbHoW | - radius — wucnonb3osatb cnucok RADIUS cepsepos ana
6ase gaHHbIX ayTeHTUOMKaumm;
(aaa authentication login | - tacacs — wucnonb3osatb cnmncok TACACS cepsepoB Ana
default local); ayTeHTUdUKaLMK.
list_name: (1..12) V Echu metop ayTteHTUPUKaLuUU He onpepeneH, To
CMMBO0OB AOCTYN K KOHCO/IN BCerAa ycnewHbli.

V Co3faHue CNUCKA OCYLLECTBAAETCA KOMaHA0M:
aaa authentication login list-name method_list.
Ucnonb3oBaHue cnucka:
aaa authentication login list-name
’ | Bo usberkaHue notepu Aoctyna cnepyeTt BBOAMUTb
. Heob6xoaumbIiA MUHUMYM HacTpoek  AnA
yKa3blBaemoro metoaa ayreHTupmnKaumm.

no aaa authentication login YcTaHaBAMBAET 3HAYEHME N0 YMOAYAHMIO.
{default | list_name}

aaa authentication mode YcTaHaBAMBAET a/ITOPUTM OMpPOCa METOL0B ayTeHTUdUKaL UK.
{chain | break} - chain — nocne Heyga4yHoOW NOMbITKM ayTeHTUPUKAUUKU NO
_Jchain nepBoMy MeToAY B CMINCKE C/eAyeT NOMbITKa ayTeHTUOUKaLMM No
cnepyolemy meToay B Lenodke.
- break — nocne HeypauyHoW ayTeHTUdMKaALMM MO MepBoOMYy
MeToAy npoLecc ayTeHTUdMKaLmumM ocTaHaBAMBaETCA.
aaa authentication enable YcTaHaBauBaeT cnocob ayTeHTUdUKaLuMM Npu  MNOBbILEHUN
{default | list_name} YPOBHSA NPUBUAETUIA ANA BXOAA B CUCTEMY.
method_list - default — ucnonbsoBaTb AnA ayTeHTUDMKALMM ONMUCAHHbIE HUXKE

MeToAbl;
- list_name- wumAa cnucka ayTeHTUOUKALMOHHBIX MeTOoLO0B
aKTUBU3MPYIOLLMIACA, KOTAA NOb30BaTeNb BXOAMUT B CUCTEMY.
OnucaHune meTtogos (method_list):

- enable — ncnonb30BaTh NAPO/b ANA ayTeHTUDUKALUK;

- line - ucnonb3oBaTb Napo/b TEPMUHANA 41 AYTEHTUOUKALMK;

- none — He UCNo/b30BaTb ayTEHTUDUKALMIO;
Mo ymonyanumo

- radius — wucnonb3oBatb cnucok RADIUS cepsepoB ans
ocyliecTeaseTca .
(aaa ayTeHTUdUKaLmK;
npoBepKa naponsa
P p. 'p - tacacs — wucnonb3oBaTb cnucok TACACS cepsepoB paAa
authentication enable
ayTeHTUdUKaLmK.

default enable);
)i 7 Ecnn gna KOHCONM naponb He onpepeneH, To A0CTyn K

KOHCO/1M BCerga ycnewwHblii (aaa authentication enable

list_name: (1..12) default enable none).

cMMBO/NI0B Co3paHue CNUCKA OCYLLeCcTBAAETCA KOMaHA0M

V aaa authentication enable list_name method_list.
Ucnonb3oBaHue cnucka: aaa authentication enable
list_name

V Bce 3anpocbl, nepeaaBaemble K Radius u TACACS
cepsepam, BK/IIOYAIOT MMA nosb3osatena "Senabx$",
rae X — ypoBeHb NpUBUNETUNA.

no aaa authentication YcTaHaBAMBaeT 3HauYeHMe NO YMOAYAHUIO.

enable
{default | /ist_name}
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enable password
[level level] password
[encrypted]

YcTaHaBAMBaET Napo/b ANA KOHTPOA M3MEHEHMA MPUBUAETUI
[0CTyna nonb3oBaTesen.
- level — ypoBeHb NpuBUAEruii;

level: (1..15); - password — naponb;
password: (1..159) - encrypted — 3apaTtb 3awudpPOBaAHHLIM Napoab (Hanpumep,
CMMBONOB naponb B 3aWIMPPOBAHHOM BUAE, CKOMUPOBAHHbIA C APYroro
yCTpOICTBa).
no enable password [level Ypanaet naponb A8 COOTBETCTBYIOLLLErO YPOBHA NPUBUIETUI.
level]
username name { [obasnaeT Nnonb3oBaTeNA B JIOKAbHYIO 6a3y AaHHBbIX.
nopassword | password level: (1..15); - level — ypoBeHb npusunerni;
password | password - password — naposb;
encrypted password: - hame — UMA Nonb3oBaTens;

encrypted_password}
[priveliged /evel]

no username name

(1..159) cumsonos;

name: (1..20) cumBosioB

- encrypted password —3awndpoBaHHbIM Maposb (Hanpumep,
naposib B 3awndpoBaHHOM BUAE, CKOMUPOBAHHbLIM C APYroro
yCTpOICTBa).

Ypanaet nonb3osartena us NIOKaNnbHoM 6a3bl AaHHbIX

aaa accounting login start-
stop group radius

no aaa accounting login
start-stop group radius

-/BeaeHue yyeTa
3anpeLeHo

Pa3pelaeT BegeHue yyeTa (aKKayHTa) ANs CecCuin ynpaBaeHus.
BepeHue yyeta paspelweHo TONbKO ana
V nonb3oBaTteneil, BOWeEAWMUX B CUCTEMY MO MMEHU U
naponto, ANA Nonb3oBaTteneii, BOwWeAWMUX NO Naponio
TepMUHaNa, BeAeHMWe yyeTa 3anpeLueHo.
V BepeHue yyeTa aKTMBUpPYeETCA U NpeKpaliaeTcs, Koraa
nonb30oBaTe/lb BXOAUT U OTKAIOYAETCA OT CMCTEMDbI, YTO
COOTBETCTBYEeT 3HauyeHuam start M stop B coobleHuax
npotokona RADIUS (napameTtpbl, coaepawmeca B
coobuweHunax nporokona RADIUS, npusegeHbl B Tabnuue 5.145).

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

aaa accounting dotlx start-
stop group radius

no aaa accounting dotlx
start-stop group radius

-/BeneHune yyeta
3anpeLeHo

PaspewaeT BeaeHue yyeTa (akKayHTa) ana ceccuii 802.1x.

V BepeHue yyeta akKTUBMPYETCA U NpeKpallaeTca, Koraa

nonb3oBaTe/ib BXOAUT U OTK/IIOYAETCA OT CUCTEMbI, YTO
COOTBETCTBYEeT 3HaueHuam start M stop B coobleHuax
npoToKona RADIUS (mapameTpbl, coaeprKalwmeca B
coobweHunax nporokona RADIUS, npusegeHbl B Tabnuue 5.145).

V B pexxume multiple sessions coobuieHusa stat/stop

NOCbINAIOTCA ANIA KaXKA0ro Nonb3oBaTens, B pexume
multiple hosts - Tonbko AnA nonb3oBaTens, npollejLliero
aytreHTuduUKaumio (cm. pasgen no 802.1x).

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip http authentication aaa
login-authentication
method_list

no ip http authentication
aaa login-authentication

method_list:
(local, none, tacacs,
radius)/local

OnpepenseTt metog ayTeHTUPUKaLUMmM npu goctyne K HTTP-
cepsepy. Mpu ycTaHOBKE CMMUCKA METOAOB, AONONHUTENbHbIM
MeToZ byaeT NPUMEHATLCA, TONIbKO KOraa No OCHOBHOMY
MeToay ayTeHTUdMKaLuumn Bo3BpalLeHa owmnbKa.

- method_list — meTop, ayTeHTUPUKaLMK:

local —no umeHU 13 NoKanbHOM 6a3bl AaHHbIX;

none — He UCMNoNb3yeTcs;

tacacs — ncnonb3oBaHUe cnuckos Bcex cepeepoB TACACS+;
radius —vcnonb3oBaHue cnvckos Bcex RADIUS-cepsepos.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

ip ftp authentication aaa
login-authentication
method_list

method_list:
(local, none, tacacs,
radius)/local

Onpepenaet meTtog, ayTeHTUdGUKaLmMmM npu gocryne K FTP-
cepsepy. Mpu ycTaHOBKE CMMCKa METOAOB, AONONHUTENbHbIN
MeToZ 6yaeT NPUMEHATLCA, TOIbKO KOraa No OCHOBHOMY
MeTo4y ayTeHTUdMKaLuumn Bo3BpalLeHa oLmnbKa.

- method_list — meTog, ayTeHTUdUKaLMM:

local —no umeHU 13 NoKanbHOM 6a3bl AaHHbIX;

none — He UCMNoONb3yeTcs;

tacacs — ncnonb3oBaHue cnmMckos Bcex cepepoB TACACS+;
radius —vcnonb3oBaHue cnvckos Bcex RADIUS-cepsepos.
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no ip ftp authentication
aaa login-authentication

YcTaHaBAMBaeT 3HaYeHue no YMON4aHUKO

aaa accounting commands
stop-only default tacacs

-/BeaeHune yyeta
3anpeLyeHo

PaspeluaeT BefeHMe yyeTa (aKKayHTa) o BBeAeHHbIX B CLI
KOMaHa,

no aaa accounting
commands stop-only
default tacacs

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

DA Toro uto6bl KAMEHT NOAYYUA AOCTYN K YCTPOUCTBY, AaXKe eCan BCe METOAbl ayTeHTH-

duKauum BepHyIM OWINGKY, UCNONb3YiiTe 3HAUEHUE NOCNeSHEro MeTo4a B KOMaHae —

none.

Tabnnuya 5.145 — ATpubyThl cO0bLLEHNI BegeHUs yyeTa npoTokona RADIUS gns ceccuii ynpaBaeHus

Haau4ue Hanauyue
Ampu6ym ampubyma e ampubyma e OnucarHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTMduKauma nonb3osaTtens.
IP-appec KommyTaTOpa, KOTOPbBIN UCMOb3yeTcA
NAS-IP-Address (4) EcTb EcTb AP o y . P P y
ans ceccuin ¢ Radius-cepsepom.
Mpon3BonbHOE 3HaYeHMEe, BKAKOUYEHHOE BO BCE
Class (25) EcTb EcTb P N
COOOLLEHMUA yYeTa Ceccum.
. IP-agpec KommyTaTopa, UCNOAb3yeMbl ANA
Called-Station-ID (30) EcTb Ectb ,a,pv y P Y A
ceccum ynpasneHus.
Calling-Station-ID (31) EcTb EcTb IP-agpec nosnb3oBatens.
Acct-Session-ID (44) Ectb EcTb YHUKanbHbIN NaeHTUOMKATOP yyeTa.
. YKa3bIiBaeT MeTo, MO KOTOPOMY KANEHT
Acct-Authentic (45) EcTb EcTb A pomy
[O/KEH ObITb ayTEHTUOULMPOBAH.
. . MoKa3sbIBaeT, KaK A0Aro No/ib3oBaTesNb Hbin
Acct-Session-Time (46) Het EcTb A
NOAKNIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpuynHa 3aKkpbITUA ceccuu.

Tabnunua 5.146 — ATpubyTbl cO0bLIEHNI BeaeHUA yyeTa npoTokona RADIUS ans ceccuii 802.1x

Ampubym Haau4ue Hanauyue OnucaHue
ampubyma e | ampubyma e
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTMduKauma nonb3osaTtens.
IP-aapec KommyTaTopa, KOTOPbIN
NAS-IP-Address (4) EcTb EcTb AP v P . P .
ncnonbsyetca gna ceccuii ¢ Radius-cepsepom.
MopT KOMMyTaTopa, Ha KOTOPOM MOAKAUNACA
NAS-Port (5) Ectb Ectb P Y P P A
nonb3oBaTeb.
Mpon3BoNbHOE 3HAaYEHWE, BKIOYEHHOE BO BCE
Class (25) EcTb EcTb P N
COOBOLLEHMNA yyeTa Ceccuml.
Called-Station-ID (30) EcTb EcTb IP-aapec KommyTaTopa.
Calling-Station-ID (31) Ectb Ectb IP-agpec nosnb3oBatens.
Acct-Session-ID (44) EcTb EcTb YHWKaNbHbIA MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeToA, Mo KOTOPOMY KANEHT
Acct-Authentic (45) Ectb Ectb A pomy
A0/IKeH bbITb ayTeHTUPULMPOBAH.
. . MoKa3blBaeT, KaK A0Aro Noib30oBaTeNb Hbin
Acct-Session-Time (46) Het EcTb A
NMOAK/OYEH K cUCTEME.

154

Ethernet-kommymamopsi cepuu MES3000




HELTEX

Acct-Terminate-Cause (49)

Het Ectb

MpuymMHa 3aKpbITUA ceccuu.

Nas-Port-Type (61)

EcTtb Ectb

MNoKasbiBaeT TMN NOpTa KAMEHTa.

KomaHObI pexuma KOHguU2ypupo8aHus mepmuHana

Bug, 3anpoca KOMaHAHOW CTPOKM B peXMme KOHPUIypupoBaHUa TepMMHaANa:

console (config-line) #

Tabnunua 5.147 — KomaHapl pexknmma KoHOUrypmrpoBaHUA TEPMUHANbHBIX CECCU

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeilicmeue

login authentication
{default | /ist_ name}

no login authentication

list_name: (1..12)
CUMBOJI0B

3agaeT meTton ayTeHTUdMKauMM NpU BXoAe ANA KOHCOAM,
telnet, ssh.

- default —ncnonb3oBaTb CNMCOK «NO YMONYAHUIO», CO34AHHbIN
KomMaHZol aaa authentication login default

- list_name —ncnonb3oBaTb CNMCOK, CO34aHHbIA KOMaHAO0M aaa
authentication login list_name.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

enable authentication
{default | /ist nhame}

no enable authentication

list_name: (1..12)
CMMBO/I0B

3ajaer  meToa  ayTEHTMOMKauMM  Noab3oBaTens
NOBbILEHMIN YPOBHA NPUBUAETUI ANA KOHCOAM, telnet, ssh.
- default —uncnonb3oBaTh CNMCOK «NO YMONYAHUIO», CO3AAHHbIM
KOMaHZoM aaa authentication login default

- list_name —v“cnonb3oBaTb CMMCOK, CO34aHHbIN KOMaHAOM aaa
authentication login list_name.

npu

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

password password
[encrypted]

password: (1..159)
CMMBO/I0B

3agaeT naposib 4N TepMUHana.

- encrypted — 33apaTb 3awndpoBaHHbLIA Naponb (Hanpumep,
napoAnb B 3aWwMdpoBaHHOM BMAE, CKONUPOBAHHbIN C APYroro
yCTpoWcTBa).

no password

Ypanaet naponb onsa TepMmuHana.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnuya 5.148 — KomaHgpl pexuma Privileged EXEC

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
yMOAYaHUIo
show authentication MokasbiBaeT MHOpMaLMO 06 ayTeHTUPUKALMOHHBIX MEeToAaX
methods - Ha KoMmyTaTope.
show users accounts . MoKasbiBaeT oKanbHylo 6a3y AaHHbIX MOAb3oBaTenel U WX
npusBunernn.
clear line line line: (0..8) 3akpbiBaet ceccuio yAaneHHoro ynpasneHus.

- line — Homep ceccuu yaaneHHOro ynpasneHus.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>

Bce KomaHAb! AaHHOrO pa3gena goCTynHbl TONIbKO ANA NPUBUNETMPOBAHHbBIX nosib3oBaTenew.

Ethernet-kommymamopesi cepuu MES3000

155




HELTEX

Tabnnuya 5.149 — KomaHapl pexkuma EXEC

KomaHoa Aelicmsue

show accounting MoKasbiBaeT MHPOPMALMIO O HACTPOEHHbIX METOAAX BELEHMA YYeTa (aKKayHTa).

5.18.2 Mpomokon RADIUS

MpoTtokon RADIUS ucnonb3yetca gna ayTeHTUPMKaUMM, asTopmsaumm 1 yyeta. Cepsep RADIUS
ncnonb3yet 6a3y AaHHbIX NOb30BaTENEN, KOTOPAA COAEPKUT AAHHbIE MPOBEPKU MOAJAMHHOCTM ANA
KaXaoro nosb3oBatens. Takmm o6pasom, ucrnonb3oBaHue npoTokosna RADIUS obecneumBaet
[OMONHUTEIbHYIO 3aLLNUTY NPU A0CTYNE K pecypcam CeTu, a TaKXkKe Npu AOCTyne K CaMmoMy KOMMYTaTopy.

KomaHObI pexcuma 2106a0716H020 KOHU2YpUPOBAHUS

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume rnobanbHOro KOHGUrypmpoBaHUs:
console (config) #

Tabanua 5.150 — KomaHap! pexxnma rnobanbHoro KoHGUrypnuposaHun

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmesue

radius-server host
{ip_address | hostname}
[auth-port auth_port]
[acct-port acct_port]
[timeout timeout]
[retransmit retries]
[deadtime time] [key
secret_key] [encrypted key
encrypted_key] [source
source_ip_address]
[priority priority] [usage
type]

no radius-server host
{ip_address| hostname}

hostname: (1..158)
CMMBOJIOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..10);
time (0..2000) muH;

secret_key: (0..128)
CUMBOJIOB;

encrypted key: (0..128)
CMMBOJIOB;
priority: (0..65535)/0;
type: (login, 802.1x, all)/ all

[obaBnaeT yKasaHHbI cepBep B CMNWCOK MCMO/b3yeMbIX
RADIUS cepsepos.

- ip_address — IPv4 nnu IPv6-agpec RADIUS-cepBepa;

- hostname — cetesoe nma RADIUS-cepsepa;
- auth_port - Homep nopra
AYTEHTUUKALMOHHbIX AAHHBbIX;

- acct_port — Homep nopTa 471 nepeaayn faHHbIX y4eTa;

- timeout - HTepBaN OXNAaHWA OTBETA OT CEPBEPa;

- retries - KONNMYeCTBO NOMNbITOK Noncka RADIUS-cepBepa;

- time - BpemA B MUHYyTax, B Te4eHUEe KOTOPOro HeAoCTyrMHble
cepepa He byayt onpawwusatbcs  RADIUS-knneHTOm
KOMMyTaTOpa;

- secret_key — Knod gns ayTeHTUOUKaumm U WndppoBaHma BCETO
obmeHa aaHHbiMK RADIUS;

- encrypted key — Knto4 gna ayteHTUdMKaumMmM u wnudposBaHus
Bcero obmeHa gaHHoimu RADIUS;

- source ip-addr - IPv4 unun IPv6-agpec, Mcnonbsyembii B
KayecTBe agpeca MCTOYHMKA, NepesaBaemoro B COObLLeHNAX
npotokona RADIUS;

- priority — npuopuTeT nucnonbsosaHua RADIUS-cepsepa (yem
HU}Ke 3HaYeHue, TemM NpUopUTETHEE CepBep);

- type — TMn ncnonbzosaHua RADIUS-cepsepa.

B cnyuyae oTcyTcTBMA B KOMaHAe napameTpos timeout, retries,
time, secret_key, source_ip_address ana gaHHoro RADIUS-
cepBsepa, UCMNONb3YHTCA 3HAYeHUA, HACTPOEHHbIE C MOMOLLbIO
COOTBETCTBYHOLLMX FN106aNBbHBIX KOMAHA,

ana nepeaauu

YaanaeT yKasaHHbIM cepBep U3 cnucka ncnonbsyembix RADIUS-
cepBsepos.

radius-server key [key]

no radius-server key

key: (0..128) cumsonos/
N0 YMOAYaHMIO KAtoM -
nycTas CTpoKa

YCTaHaBAMBAET KAKOY, MCMNONb3yeMblt MO YMONYaHUIO, ANA
ayTeHTUOMKauMM U WKNdpPoBaHMA Bcero obmeHa AaHHbIMMU
RADIUS mexay ycTpoiicTBom 1 oKpyxKeHnem RADIUS.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

radius-server timeout
timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcTaHaBAMBaeT MHTepBan OXUAAHWA OTBeTa OT cepsepa,
VICI'IOﬂb3yeMbIV1 NO YMO/THaHUIO.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

radius-server retransmit
retries

no radius-server retransmit

retries: (1..10)/3

Onpegender KOAMYECTBO MOMbITOK, MCNOAb3yemoe Mo
ymonyaHuto, noucka RADIUS-cepBepa M3 cnvcka cepBepos.
Mpu oOTKase oOCywecTBAAETCA MNOWUCK chedytowero no
NpUOpUTETY CepBepa 13 CNMCKa.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO
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radius-server deadtime

deadtime .
deadtime: (0..2000)/0 muH.

no radius-server deadtime
deadtime

Mo3sBonaet onTummanposaTtb Bpemsa onpoca RADIUS-cepBepos,
KOrAa HeKoTopble cepBepa HeAoCTYMHbI. YCTaHaBAUBAET BpemsA
B MUHYTaX, UCMOJIb3yeMOoe MO YMOJ/IHaHUIO, B TEYEHNE KOTOPOro
HeJOCTyNHble cepBepa He 6yayT onpawwusatbcs RADIUS-
KIMEHTOM KOMMYTaTOpa.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYAHUIO.

radius-server source-ip
ip_address

no radius-server source-ip
[ip_address]

3ajaeT onpeaeneHHbln  IPv4-agpec, uvcnonb3yemblit  no
YMO/IYaHMIO B KayecTBe agpeca UCTOYHMKA nepeaaBaemoro B
coobuieHmsax npotokona RADIUS.

Ypanaer onpegeneHHbln IPv4-agpec, ucnonbsyembli  nNo
YMO/IYaHMIO B KayecTBe agpeca UCTOYHMKA nepefaBaemoro B
coobuieHmax npoTokona RADIUS. YctaHasnuBaet IPv4-agpec
UHTepdelrica KOMMyTaTopa B KauyecTBe aZpeca UCTOYHUKA ANA
MCMNoab30BaHMA B cO0bLEeHMAX npoTokona RADIUS.

radius-server source-ipvé
ip_address

no radius-server source-
ipv6 [ip_address]

3ajaeT onpegeneHHbln IPv6-agpec, uMcnonb3yemblit  no
YMOJIYQHUIO B KayecTBe aZpeca UCTOYHMKa nepesaBaemoro B
coobuieHmnnax npotokona RADIUS

Ypanaer onpeaeneHHblin IPvb-agpec, Mcnonb3yemblid Mo
YMOYAHUIO B KayecTBe afpeca UCTOYHMKA nepenaBaemoro B
coobuieHmax npoTtokona RADIUS. YctaHasnusaet IPv6-agpec
WHTepdelrica KOMMyTaTopa B KauyecTBe agpeca UCTOYHUKA AN1A
MCNo/ib30BaHUA B coobuieHnax npoTokona RADIUS.

radius-server attributes
nas-id include-in-access-
req format nas_id

no radius-server attributes
nas-id include-in-access-
req format

nas_id: (1..32)/ atpnbyt 32
OTCYTCTBYET B 3anpocax

Lob6asneHne atpubyTta 32 (NAS-ID) B naketbl Radius-request.
- nas_id — popmat onuumn, makpoc %h noactasaseT UMa XocTa
KomMmyTaTopa.

Bo3BpallaeT 3HaueHMe N0 YMOYaHMIO.

KomaHOwbI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexxume Privileged EXEC:

console#

Tabnunua 5.151 — KomaHapl pexuma Privileged EXEC

KomaHoa

Aeiicmeue

show radius-servers

OtobparkaeT napameTtpbl HacTpoikn RADIUS cepsepoB (KomaHaa AOCTynHa TOAbKO ANS
NPUBUNErMPOBAHHbIX NONb30BaTENEN).

show radius statistics

OTobparkaeT cTaTUCTMKY NpoTokona Radius.

[pumepbl UC016308AHUA KOMAHO

=  YcTaHOBUTH rN06anbHble 3HAYEHUA ANA MapaMeTpPoB: WHTEPBAsa OXUAAHWA OTBeTa OT
cepsepa — 5 cekyHA, KonnyecTso nonbiToK noncka RADIUS-cepsepa — 5, Bpems, B TeyeHune
KOTOPOro HeAoCTynHble cepBepa He byayT onpawmneatbca RADIUS-KAnMeHTOM KommyTaTopa

— 10 MuHyT,
PacnoNoXKeHHbIN Ha Yy3le Ccetu ¢

CEeKpeTHbIN KAy —
IP-appecom 192.168.16.3,

secret. [ob6asutb B cnucok RADIUS-cepsep,
nopt cepsepa AnA

ayTeHTudKnKaumm — 1645, KonnmyecTBo NONbITOK AOCTYNa K cepsepy — 2.

console# configure

console (config) #radius-server
console (config) #radius-server
console (config) #radius-server
console (config) #radius-server
console (config) #radius-server
retransmit 2

—_— — ~— ~—

timeout 5

retransmit 5

deadtime 10

key secret

host 196.168.16.3 auth-port 1645
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= [lokasaTb NapameTpbl HacTponku RADIUS-cepBepos.

console#show radius-servers

start
IP address Port port Tim Ret- Dead- source IP Prio Usage
Auth Acct Oout rans Time

192.168.16.3 1645 1813 Global Global Global 0 all
196.168.16.3 1645 1813 Global Global Global 0 all
Global values

TimeOut : 5

Retransmit : 5

Deadtime 10

Source IP 0.0.0.0

Source IPv6

5.18.3 Npomokon TACACS+

MpoTokon TACACS+ obecneynBaeT LeHTPaM30BaHHYO cucTeMy 6e30MacHOCTU A1a NPOBEPKM
No/b30BaTesN1ei, NONyYaoWMX 4OCTYN K YCTPOMCTBY, MPU 3TOM NogAepKuBas coBmecTMmocTb ¢ RADIUS
W APYrMMM npoueccamm nNpoBepkun noganHHoctu. TACACS+ npeaocTaBnseT caeaytolme CayKbbl:

— Authentication (nposepka nodsnuHHocmu). ObecneynBaeTcs BO BPeMs BXOAa B CUCTEMY
Nno MMeHaM MoJib3oBaTesIel U onpene/ieHHbIM M0/1b30BaTeNAMM NapPoAM.

— Authorization (asmopusayus). Obecneunmsaetca BO Bpems Bxoda B cucTemy. locne
3aBeplleHnsa ceaHCa MPOBEPKM MOAJIMHHOCTM 3anyCcKaeTca CceaHC aBTopu3auuu C
MCNONb30BaHNEM MPOBEPEHHOr0 MMEHW NO/b30BaTeNs, TakKe CepBepoM NPoBeEPAOTCA
npuBMAErMM NoNb30BaTENS.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKM B pexkume rno6anbHOro KOHGUIYpUPOBaHUA:

console (confiqg) #

Tabnnuya 5.152 — KomaHapl pexxnuma rnobanbHoro KoHpurypmposaHumsa

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4aHuo

Aelicmeue

tacacs-server host
{ip_address | hostname}

[single-connection]

[port port]

[timeout timeout]

[key secret_key]
[encrypted key
encrypted_key]

[source source_ip_address]

hostname: (1..158)
CUMBOJIOB;
port: (0..65535)/49;
timeout: (1..30) cek;
retries: (1..10);

[lobaBnaeT yKasaHHbIA cepBep B CMUCOK WCMNOJb3yeMblX
TACACS cepsepos.

- ip_address — IP appec TACACS-cepBepa;

- hostname — ceteBoe uma TACACS-cepsepa;

- single connection — B Ka)KAblil MOMEHT BPEMEHWN UMETb He
6oblUe 0aHOro coeAnHeHna ana obmeHa gaHHbimu ¢ TACACS-
cepBepom;

- port — Homep nopTta Ana obmeHa paHHbiMM ¢ TACACS-
cepBepom;

[priority priority] time (0..2000) muH; - timeout - UHTEPBaN 0XWAAaHUA OTBETA OT CepBepa;
key: (0..128) cumBonos; | - key — KAy ana ayteHTUOMKaumm u WwWndpoBaHMA BCero
encrypted_key: [0..128] | obmeHa gaHHbimu TACACS;

CMMBOJIOB; - encrypted_key — ka4 B wWudpoBaHHOM BUAE ANA
priority: (0..65535)/0 ayTeHTUdMKaumMm 1M wudpoBaHMA BCero obmeHa [AaHHbIMMK

TACACS;
- source ip_address — IP-agpec, McCnonb3yemblii B KadyecTse
afpeca UCTOYHMKa, NepesaBaeMoro B coobLeHmax NPoToKoNa

TACACS;

158 Ethernet-kommymamopsi cepuu MES3000




HELTEX

no tacacs-server host
{ip_address | hostname}

- priority — npuoputeT ncnosnb3osaHma TACACS-cepsepa (4em
HU¥Ke 3HaYeHWe, TemM NpUopUTETHEE CEPBEP).

B cnyyae oTcyTcTBMA B KOMaHAe napameTpoBs timeout, key,
source_ip_address ons AaHHOro TACACS-cepBepa
MCMNO/b3YIOTCA 3HAaYeHWA, HAaCTPOEHHbIE C MOMOLLbIO KOMaHA,
YKa3aHHbIX HUXKe.

YpanaerT yKkasaHHbIN cepBep U3 cnmcka ucnosbdyembix TACACS-
cepBepoB.

tacacs-server key [key]

no tacacs-server key

key: (0..128) cumsonos/
N0 YMOUAHUIO KoY -
nycras CTpoKa

YcTaHaBAMBaEeT K/KOY, MCNOAb3yeMbli MO YMOAYaHUIO, ANA
ayTeHTUOMKauMM U WKndpoBaHMA Bcero obmeHa AaHHbIMMK
TACACS mexay yctpoicTeom un okpyeHnem TACACS.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

tacacs-server timeout
timeout

no tacacs-server timeout

timeout: (1..30)/5 cek

YcTaHaBAMBaeT MHTepBan OXUAAHWA OTBeTa OT CepBepa,
VICI'IOJ1b3yeMbI17I Nno YMOJIHaHUIO.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

tacacs-server source-ip
source_ip_address

no tacacs-server source-ip
source_ip_address

3apaeT IP-agpec KommyTaToOpa, UCNOJIb3YEMbIN MO YMOIYaHUIO
4na obmeHa coobueHnamm ¢ TACACS-cepsepom

YcTaHaBAMBaeT  ucnonb3oBaHve IP-agpeca  uHTepodelica
KOMMyTaTopa 10 obmeHa coobuieHnammu ¢ TACACS-cepsepom.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabnnua 5.153 — KomaHapl pexknuma EXEC

KomaHoa 3HayeHue Aelicmeue

OTob6parkaeT HaCTPOMKY M CTaTUCTUKY ana cepBepa TACACS+.
- ip_address — IP-appec TACACS+ cepsepa, 1mMbo ums cepsepa.

show tacacs
[ip_address]

show tacacs statistics —

OTobparkaeT cTaTUCTUKY npoTokona TACACS+.

[pumepbl UC016308AHUA KOMAHO

[Job6asuTtb B cnmncok cepsepoB TACACS-cepBep, pacrnosioKeHHbIM Ha y3ne cetn ¢ IP-agpecom
192.168.16.34, TaiMmayT OWOAHWA OTBETA OT cepBepa — 4 CEKYHAbl, CEKPETHbIA KoY ana
obmeHa gaHHbIMU ¢ cepBepom — secret, IP-agpec KommyTaTopa, UCNonb3yemblii g obmeHa ¢
3Tum cepsepom — 192.168.16.38, npmnoputeT cepsepa — 8.

consolet#configure
console (config) #tacacs-server host 192.168.16.34 timeout 4 key secret
source 192.168.16.38 priority 8

5.18.4 NMpomokon ynpaeneHusa cemoio (SNMP)

SNMP — TexHos0Orna, npusBaHHaa obecneunTb ynpasieHUe M KOHTPO/b Hag, YCTPOWCTBaMM U
NPUNONKEHNAMM B CETU CBA3M NyTEM obmeHa ynpasasalowen MHbopmauvein MeKay areHTamm,
PacnoNOKEHHbIMMU Ha CeTeBbIX YCTPOMCTBAX, M MeHeAepamu, HaXOAAWMMMUCA Ha CTaHUMAX
ynpasneHua. SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOLWMNX CTAHUMI U 31eMEeHTOB
ceTu (rnaBHble MaWWHbI, WA03bl U MApPLLPYTU3aTOPbl, TEPMUHA/IbHbIE CEPBEpPbI), KOTOPbIE COBMECTHO
obecneymBaloT aAMUHUCTPATUBHbIE CBA3KU MEXAY CETEBbIMM YNPABAAIOWMMM CTAHLMAMMN N CETEBLIMM
areHTamu.

KommyTaTtopbl cepmum MES3000 nossonsieT HacTpouTb paboTy npotokona SNMP ans yaaneHHoro
MOHMUTOPWUHTIA M yNpaBAeHUA YCTPOMUCTBOM. YCTPOMUCTBO NOALEPKUBAET NPOTOKOAbI Bepcuii SNMPv1,
SNMPv2, SNMPv3.
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KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoro KoHGUrypnposaHusa:

console (confiqg) #

Tabnunuya 5.154 — KomaHapl pexxnuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmesue

system iftypes {default |
iana-new}

M3meHseT oTobparkeHne Tunoe uHTepdeiicoB LAG u VLAN,
XpaHawmxca B none ifType Tabnaunypl ifTable.

Mpw BBOZE "system iftypes iana-new":

- 3HayeHue nonsa ifType ana Port-Channel'os B Tabauue ifTable
oTobpaxkaeTca Kak ieee8023adlag;

- 3HauyeHune nona ifType ana Vlan'os B Tabnuue ifTable
oTobpaxkaeTcs Kak |2vlan.

-/default Mpu BBOAe "system iftypes default":
- 3HavyeHue nons ifType ana Port-Channel'os B Tabaunyge ifTable
oTobpakaeTcs Kak ethernetCsmacd;
- 3HauveHue nona ifType pgna Vian'os B Tabauue ifTable
oTobpaxaeTca Kak propVirtual.
[na BCTyNNeHUn B cuy M3MEHeHWUI nocne BBOAA KOMaHAb!
TpebyeTcA coxpaHeHMe KOHOUrypaumm n nepesarpyska.
snmp-server server BkntounTb noagepkky npotokona SNMP.
-/BKNKOYEHO
no snmp-server server OTkntovaeT nogaepky npotokona SNMP.
snmp-server community YcTaHaBAMBaeT 3HayYeHMe CTPOKM coobuiecTBa gna obmeHa
community [view viewname] LaHHbIMK No npoTokony SNMP.
[ro | rw | su] [ipv4_address | - community — cTpoKa coobuiectsa (naponb) gna goctyna no
ipbv6_address | ipv6z_address] . npotokony SNMP;
community:

[mask | prefix_length] [use-acl
ip_acl_name] snmp-server
community-group community
groupname [ipv4_address |
ipv6_address] [mask |
prefix_length]

no snmp-server community
community [ipv4_address |
ipbv6_address | ipv6z_address]

(1..20)cumBonos;
viewname: (1..30)
CUMBO/IOB;
groupname: (1..30)
cumeonos/
mask rno ymon4aruro
255.255.255.255
prefix_length
No YMONYaHUIO
32
ip-acl-name:
(1..32)cumBonios

dopmart
IPv4: A.B.C.D
IPV6: X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

- ro — AOCTYN TOJ/IbKO A/1A YTeHUs;
- rW — JOCTYN 418 YTEHUA U 3anucu;

- SU — 40CTyNn afiMUHUCTPATOPA;

- viewname — onpegenset uma gna npasuna obospeHuns SNMP,
KOTOpoe QAO0/KHO 6biTb NpeABapuTeNbHO OnpeAeneHo ¢
NMOMOLLbIO KOMaHAbI snmp-server view. Onpegenser 06bekTbl,
[OCTyrHble coobLiecTy;

- ipv4_address, ipv6_address,
YCTPOMCTBa;

- mask —macka agpeca IPv4, KoTopas onpegenset, Kakue 6uTbl
agpeca WCTOYHMKA NaKeTa CPaBHMBAKOTCA C 3afaHHbIM |P-
agpecom;

- prefix-length —uncno 6uT, KoTopble cocTaBnAT NpeduKc IPv4-
ajpeca;

- ip-acl-name — nms cywectaytowero ACL-cnucka;

- groupname — onpegenaeT UMA TPynnbl, KOTOPOe AOMKHO
6bITb NpeaBapuTENbHO OMNpeAeneHo € MOMOLLbI KOMaHAbI
snmp-server group. OnpegenseT 06bEKTbl, A[OCTYNHbIE
coobuiecrtsy.

ipv6z_address — [IP-agpec

Ypanaet napameTpbl 418 CTPOKK coo6m,ecnaa.

snmp-server view view_name
OID {included | excluded}

view_name: (1..30)
CUMBOJI0B

Co3spaeT wan pefaktupyeT npasuno obospeHuna ana SNMP —
paspellalollee npasuao, AnMbo orpaHMuMBalolee cepBepy-
obo3pesaTento goctyn K OID.

OID-naeHTMPMKaTop ob6beKkTa MIB, npeactaBneHHbIM B BUAE
nepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXKeT BKAtOYaTb B cebs
3ape3epBMpPOBaHHble C/0Ba, Hanpumep: system, dod). C
MOMOLLbIO CMMBO/IA * MOXHO 0603HauUTb CEMEeCTBO
nogaepesbes: 1.3.%.2);

- include — OID BKAtoYeHa B NpaBuIo Ana 0603peBaHns;

- exclude — OID uckntoueHa ns npasuaa aia o6o3pesaHus.
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no snmp-server view
view_name [0OID]

Yaanaer npasuno obospeHuns ans SNMP.

snmp-server group groupname
{vl | v2 | v3 {noauth | auth |
priv} [notify notifyview]} [read
readview] [write writeview]

no snmp-server group
groupname {vl | v2 | v3
[noauth | auth | priv]}

groupname: (1..30)
CUMBO/IOB;
notifyview: (1..30)
CUMBO/IOB;
readview: (1..30)
CUMBO/IOB;
writeview: (1..30)
CMMBO/I0B

Coszgaetr SNMP-rpynny wam Tabauuy cootsetcTBuit SNMP-
nonb3osaTenen u npasua ob6ospeHnin SNMP.

-v1,v2,v3 —SNMP v1, v2, v3 moaenb 6e3onacHocTy;

- noauth,auth,priv — TMn ayteHTUdUKaumMmM, ncnonbyembii
npotokonom SNMP v3 (noauth — 6e3 ayteHTUduMKaumm, auth —
ayTeHTMdUKauma 6e3 WndpoBaHua, priv — ayTeHTudUKauma ¢
WwndppoBaHuem);

- notifyview — uma npasuna o603peHns, KOTOPOMyY paspeLleHo
onpeaensatb coobuweHna SNMP-areHTa — inform u trap;

- readview — uma npasuna 0603peHnsA, KOTOPOMY paspeLleHo
TOJIbKO UTeHune coaepkmmoro SNMP-areHTa KOMMyTaTOpPQa;

- writeview — ums npaBuna 0603peHus, KOTOPOMY paspeLleHo
BBOAMTb OaHHble M KOHPUrypupoBaTb cogep:kumoe SNMP-
areHTa KommyTaTopa.

Yaanaet SNMP-rpynny.

snmp-server user username
groupname {v1 | v2c | remote
host v3 | v3 [encrypted] [auth
{md5 | sha} auth_password]}

no snmp-server user username
[remote engineid_string]

username: (1..20)
CUMBOOB;
groupname: (1..30)
CUMBOJIOB;
engineid_string: (5..32)
CUMBO/IOB;
auth_password: (1..32)
CUMBONA;
md5: 16 unu 32 6aiT;
sha: 20 unm 36 6ant

dopmar:
IPv4: A.B.C.D
IPv6:  X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

Cospaet SNMPv3-nonb3osartens.

- username — UM NoONb30BaTeNs;

- groupname — UMA TPynnbl;

- engineid_string — waeHTuduKaTOop yapaneHHoro SNMP-
YCTPOICTBA, KOTOPOMY MO/1b30BaTE /b MPUHALNENKUT;

- auth_password — naponb Ans ayTeHTMdUKaLMm U reHepauum
K/toYa;

- md>5 — kntou md5;

- sha — kmou sha;

- host — IP-aapec/ nma xocTa.

Ypanaetr SNMPv3-nonb3osartens.

snmp-server filter filter_name
OID {included | excluded}

filter_name: (1..30)
CUMBOJI0B

Co3gaet uam pegaktupyet npasuno SNMP-ounbTpa, KoTopoe
nossonsetr ¢uabtpoBatb inform- un  trap-coobuweHus,
nepegasaemble SNMP-cepsepy.

- filter_name — vuma SNMP-dunbTpa;

- 0oid — npeHtTndnKaTop ob6bekTa MIB, NnpeacTaBneHHbIN B BUAE
aepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOKeT BKtOYaTb B cebs
3ape3epBUpOBaHHble c/ioBa, Hanpumep: system, dod. C

NMoMOLWbID CUMBOMA * MOXKHO 0603HAUUTL CEeMeMncTBo
noaaepesbes: 1.3.%.2);
- include — OID BKntoyeHa B NpaBuiIo GpUbTpaLuu;
- exclude — OID uckntoyeHa 13 npasuna GunbTpaLmm.
snmp-server filter filter_name Ypansaet npasuno SNMP-ounbtpa.
[0iD]
snmp-server host OnpefenseT  HacTPOMKM  ANA  nepefayv  coobLieHui
{ipv4_address | ipv6_address | hostname: ysegomneHus inform u trap SNMPv1/v2-cepsepy.

hostname} [traps | informs]
[version {1 | 2c| 3 [auth |
noauth | priv]}] community
[udp-port port] [filter
filtername] [timeout seconds]
[retries retries]

no snmp-server host
{ipv4_address [ ipv6_address |
hostname} [traps | informs]

(1..158) cumeonos;

community:
(1..20) cumBonos;

port: (1..65535)/162

filtername:
(1..30) cumBonos;

seconds: (1..300)/15;

retries: (0..255)/3

- community — cTpoKa coobLuecTsa 15 nepesayn coobuieHni
yBe4OM/IeHUS;

- version — onpeaenat Tun coobueHnin trap — trap SNMPv1,
trap SNMPv2, trap SNMPv3;

- auth — yKasblBaeT NOA/MHHOCTbL NakeTa 6e3 wndposBaHus;

- noauth — He yKa3biBaeT NOA/IMHHOCTb NAKeTa;

- priv — yKa3blBaeT NOA/JMHHOCTb NAKeTa C WndpoBaHUEM;

- port — UDP-nopt SNMP-cepBepa;

- seconds — nepuoj OXWAAHUA NOATBEPKAEHUN nepes
NoBTOPHOM Nepegayent coobuweHnin inform;

- retries — KOMYECTBO NOMNBITOK Nepeaayn coobueHuii inform,
Npw OTCYTCTBUM UX NOATBEPKAEHUA.

Yaanser HacTPOMKM Ana nepefadn coobuieHnit yBeaoMAEHNA
inform v trap SNMPv1/v2/v3-cepsepy.
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snmp-server v3-host
{ipv4_address | ipv6_address |
hostname} username [traps |
informs] {noauth | auth | priv}
[udp-port port] [filter
filtername] [timeout seconds]
[retries retries]

no snmp-server v3-host
{ipv4_address | ipv6_address |
hostname} username [traps |
informs]

hostname:
(1..158) cumsonos;

username:
(1..24) cumBonos;

port: (1..65535)/162

filtername:
(1..30) cumBonos;

seconds: (1..300)/15;

retries: (0..255)/3

Onpegensaer  HAcTpOMKM  ANA  nepejaynm  coobuieHui
yBegomneHus inform u trap SNMPv3-cepsepy.

- noauth,auth,priv — TMn ayteHTUdUKaumm, ucnosbyembii
npotokonom SNMP v3 (noauth — 6e3 ayTeHTMdUMKaLmm, auth —
ayTeHTUdMKauma 6e3 wundpoBaHua, priv — ayTeHTUdMKauma ¢
WwndpoBaHnem);

- port — UDP-nopt SNMP-cepBepa;

- seconds — nepuos OXWAAHUA MNOATBEPXKAEHUIN nepep,
NoBTOPHOM Nepepayeli coobuweHuit inform;

- retries — KONMYECTBO NOMbITOK Nepegayn coobuennit inform,
Npv OTCYTCTBUM UX NOATBEPKAEHUA.

YpanaeT HacTPOMKK ANa nepesayn cooblieHnin yBegOMAEHNA
inform u trap SNMPv3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid local

engineid_string: (5..32)
C“MBO/I0B

Co3paeT mnaeHtTuouKatop nokanbHoro SNMP ycTpolictBa —
enginelD.

- engineid_string — uma SNMP-ycTpoicTBa;

- default — npu ncnonb3oBaHUKM AaHHOW HACTPOIKK engine ID
byneT aBTOMaTMYecKM co3fgaH Ha ocHose MAC-agpeca
yCTpOMCTBa.

Ypanaer uaeHTudukatop nokanbHoro SNMP ycTpoiictBa —
engine ID

snmp-server engineid remote
{ipv4_address | ipv6_address}
engineid_string

engineid_string: (5..32)

CospaeT uaeHTudukatop yaaneHHoro SNMP ycTpolictBa —
engine ID.
- engineid_string — uma SNMP-ycTpoicTsa.

no snmp-server enginelD CMMBOJ/10B Ypanaer vaeHtudukatop yaaneHHoro SNMP ycTpolictBa —
remote {ipv4_address | engine ID.
ipbv6_address}
snmp-server enable traps BkntouaeT nogaepky SNMP trap-coobuieHuit.
-/BKNKOYEHO

no snmp-server enable traps

OTkntovaeT nogaepky SNMP trap-coobuieHui.

snmp-server enable traps
errdisable

no snmp-server enable traps
errdisable

-/BbIKNOYEHO

BkntouaeT otnpaBky SNMP trap-coobuweHnit npu nepesoge
nopta B coctoaHue Errdisable.

Bbikntoyaet otnpasky SNMP trap-coobuweHnin npu nepesoge
nopta B coctosiHue Errdisable.

snmp-server enable traps erps

BkntouaeT otnpasky SNMP trap-cooblueHunit npu nsmeHeHUn
coctoaHuAa ERPS-konbLa.

-/BKAKOYEHO =
no snmp-server enable traps Otkntovaet otnpaBky SNMP trap-coobLieHnit Nnpy M3meHeHun
erps coctosaHua ERPS-konbua.
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobuieHuii npu MameHeHUn
flex-link coctoaHua napsl flex-link nHtepdeiicos.

-/BKAKOYEHO —
no snmp-server enable traps OtkAtoyaet otnpaBky SNMP trap coobLieHnii Nnpu U3MeHeHUn
flex-link coctoaHua napsl flex-link-uHTepdeicos.
snmp-server enable traps BkntoyaeT otnpasky SNMP trap coobuieHuii npu usmeHeHun
link-status COCTOAHUA NopTa.

-/BKAKOYEHO

no snmp-server enable traps
link-status

OTkntoyaeT otnpasky SNMP trap coobuweHuii Npu M3MEHEHUN
COCTOAHUA NopTa.

snmp-server enable traps
mac-notification change

no snmp-server enable traps
mac-notification change

-/BbIK/IOYEHO

BkntoyaeT otnpasky SNMP trap coobueHunit npu usmeHeHuu B
Tabnvue nsyyeHHbix MAC-agpecos.

OTkAtoyaet otnpaBky SNMP trap coobLlieHnii Nnpu U3meHeHun
B Tabauue nsyyeHHbix MAC-agpecos.

snmp-server enable traps
mac-notification flapping

-/BKAKOYEHO

BkntoyaeT otnpasky SNMP trap coobLieHuin npu obHapyKeHUn
dnannmHra MAC-agpecos.

no snmp-server enable traps OTtkntoyaer oTtnpaBky SNMP  trap coobuieHuii  npwm
mac-notification flapping obHapykeHun dnannmHra MAC-agpecos.
snmp-server enable traps BkntouyaeTr otnpaBky SNMP  trap  coobweHuit  npwm

12protocol-tunnel

no snmp-server enable traps
12protocol-tunnel

-/BbIK/IOYEHO

cpabatbiBaHum drop-treshold n shutdown-treshold 8 L2PT.

OTkAtoyaet otnpasky SNMP trap coobuieHunii B L2PT.

snmp-server enable traps
storm-control

-/BKAtOYEHO

BkntoyaeT otnpasky SNMP trap coobLieHnin npm obHapyKeHnn
«ITOpMar.
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no snmp-server enable traps
storm-control

Bbikntoyaetr otnpasky SNMP coobuieHnn  npu

06HapPYKEHUN KLUTOPMAY.

trap

snmp-server trap
authentication

no snmp-server trap
authentication

PaspeluaeT nepesaaBaTb coobleHuns trap cepeepy, KOTOPbIN He
npowen ayTeHTUGUKaumio.

3anpelaeT nepeasaTtb Co0bLLEHUA trap cepBepy, KOTOPbIN He
npowen ayTeHTUdUKaLmIo.

snmp-server contact text

no snmp-server contact

text: (1..160) cumsonos

OnpeaenseTt KOHTAKTHYO MHOPMaLMIO YCTPOMCTBA.

Ypaansaet KOHTaKTHY MHbOpPMaLMIO YCTPOICTBA.

snmp-server location text

no snmp-server location

text: (1..160) cumsonos

Onpegenset MHGOPMALLMIO O MECTOMNOIOKEHUN YCTPOWCTBA.

Yaanaetr uHGOPMaLUUIo 0O MECTOMNOOMKEHMM YCTPOMCTBA.

snmp-server set variable_name

namel valuel [name2 value2

..

variable_name, name,
value foMKHbI
3a/aBaTbCA B
COOTBETCTBUM CO

Mo3BoNAET YyCTaHOBUTL 3HAYEHUA NepeMeHHbIX B 6a3e AaHHbIX
MIB KommyTaTopa.

- variable_name — ums nepemeHHow;

- name, value — napbl COOTBETCTBUMN MMA — 3HAYEHME.

cneundukaumen

KomaHOblI pexuma KoHguaypuposaHua UHmepgelica (duana3oHa uHmepgelicos)

Ethernet

Buna 3anpoca KOMaHAHOM CTPOKM B pexume KoHPUrypuposaHma nHtepoeiica Ethernet:
console (config-if) #

Tabnuua 5.155 — KomaHabl pexxuma KoHpurypmposaHus uHtepoeliica Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aeiicmeue

BkntouaeTr otnpaBky SNMP trap-coobuieHunit npwu
COCTOAHMA HacTpaMBaemMoro nopTa.

snmp trap link-status M3MEHEHUU

-/BKIOYEHO

link- BbikntoyaeT otnpaBky SNMP trap-coobluieHuii npu  M3MEHEHUU

COCTOAHMA HAaCTpanBaemoro nopTa.

no snmp trap
status

bandwidth rate N3meHsAeT 3HaveHne nonen ifSpeedu ifHighSpeed ans otobparkeHua
peanbHOM NPONYCKHOM cCNOCOBHOCTM KaHana B cMCTeMe MOHUTOPUHTA.
He BauseT Ha cKopocTb Nepefauu uHTepdeiica. McnonbayeTtca B
c/lydae, Korga peasibHas CKOPOCTb MepeAayn [aHHbIX B KaHane

OorpaHn4ymBaeTcA AONONHUTEIbHbIM O60py,£l,OBaHVIEM.

rate: (1 — 4294967295)/
BbIK/TKOYEHO

no bandwidth OTkAtoyaeT usmeHeHue noneli ifSpeed u ifHighSpeed.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 5.156 — KomaHapl pexuma Privileged EXEC

KomaHda Aelicmeue

show snmp MokasbiBaeT cTatyc SNMP-coeanHeHni.

show snmp enginelD MokasbiBaeT naeHTMdmKaTop NokanbHoro SNMP-ycTpoiicTea — enginelD.

show snmp views [viewname] Moka3sblBaeT npasuaa ob6ospeHns SNMP.

show snmp groups

MNoka3bieaeT SNMP-rpynnbl.
[groupname]

show snmp filters [filtername] Moka3sbiBaeT SNMP-ouUnbTpSI.

show snmp users [username] MNokasbiBaeT SNMP-nonb3oBartenei.
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[pumepbl 8b1M0AHEHUS KOMAHO

= YCTaHOBWUTb 3HAYEHMA g5 NapameTpos contact, location. YcTaHOBUTL A4OCTYN Ha YTeHWe AnA
CTPOKKM coobuwectBa public. YcTaHOBUTL AocTyn Ha uyTeHue M 3anucb SNMP-cepsepy ¢
agpecom 192.168.16.3 B coobuiecTse private.

console#configure

console (config) #snmp-server
console (config) #snmp-server
console (config) #snmp-server
console (config

console (config) #snmp-server

#snmp-server

enable
contact support@eltex.nsk.ru
location ”“Okruzhnaya 29v”

community public ro
community private rw 192.168.16.3

5.18.5 MpomokKon yoanéHHo20 moHumopuHaa cemu (RMON)

MpoTokon MmoHuTopuHra cetm (RMON) saBnsetca pacwmpeHnem npotokona SNMP, nossoss
npenocTaBuTb 60see WNPOKME BO3SMOMKHOCTU KOHTpOAA ceTeBoro Tpaduka. Otanume RMON ot SNMP
COCTOUT B XapaKTepe cobupaemoit nHPopmaunm — AaHHble cobnpaemble RMON B nepsyto oyepesb
XapaKTepusyoT Tpaduk mexagy ysnamu cetn. UHPopmauma, cobpaHHaa areHTom, nepepaeTca B
NPUNOXKEHNE YNPaBIeHUA CeTbio.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobanbHOro KOHPUrypmpoBaHus:

console (config) #

Tabnunua 5.157 — KomaHapl pexknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

rmon event index type
[community text]
[description text]
[owner name]

no rmon event index

index: (1..65535);

community text:
(0..127) cumBonos;

description text:
(0..127) cumsonos;

owner name: CTPOKa

HactpaunsaeT cobbiTus, UCNONb3yemble B CUCTEME YAANEHHOTO
MOHWUTOPUHrA.

- index — nHApEKC cobbITUSA;

- type — TMN yBeAOMNEHUA, TeHePUpPyemMoro yCTpomncTBom Mo
3TOMY CObbITUIO:

none — He reHepUpPoBaTb yBEAOM/IEHUA,

log — reHepupoBaTb 3anucb B Tabauue,

trap — otcbinate SNMP trap,

log-trap — reHep1poBaTb 3anucb B Tabanue n otcbliatb SNMP
trap;

- community - cTpoka coobuectsa SNMP gna nepecbiiku trap;
- description — onvcaHue cobbiTus;

- owner — uMA co3gartens cobbiTus.

Ypanaet CO6bITMe, ncnonblyemoe B CUCTeme yaaneHHOoro
MOHUTOPUHra.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent

[type type] [startup
direction)

[owner name]

index: (1..65535)

mib_object_id:
KoppekTHbIn OID;

interval:
(1..4294967295) cek;

rthreshold:
(0..4294967295);

fthreshold:
(0..4294967295);

HacTpaunBaeT ycnosua Bbl4auM aBapuiiHbIX CUrHAO0B.

- index — nHAEKC aBapuiiHOro cobbITus;

- mib_object_id — naeHTMdMKaTOP NepemeHHOMN YacT ob6beKTa
OID;

- interval — uHTepBan, B TeYeHMe KOTOPOro AaHHble oTbMpatoTca
M CPaBHMBAIOTCA C BOCXOAALLEN M HUCXOAALLEN FpaHULLaMu;

- rthreshold — BocxopAwan rpaHMLa;

- fthreshold — HUcxoaawWwan rpaHnLa;

- revent — UWHAOEKC cobBbITUA, KOTOpOe WCnoab3yeTcs npu
nepeceyeHnn BOCXOAALLEN rpaHuULLbI;

- fevent — uHAgekc cobbiTMA, KOTOpOEe WCMOAb3yeTca npu
nepecevyeHUn HUCXOLALLEN rPaHLLbI;

- type — meTog, 0T6Opa YKasaHHbIX NepeMeHHbIX W noacyeTa
3HaYeHUA ANa CPaBHEHMSA C rPpaHNLLaMu:
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no rmon alarm index

revent: (0..65535);

fevent: (0..65535);
owner name: CTPOKa

type: (absolute,
delta)/absolute;

startup: (rising, falling,
rising-falling)/rising-falling

Metoa absolute — abconoTHoe 3HayeHue
nepemeHHon 6yger CcpaBHEHO C
nccnesyemoro MHTepBana;

MeTog delta — 3HaueHue BbIOpPaHHOM NepemeHHOW npwu
nocnegHem otbope 6yAeT BbIMTEHO M3 TEKYLLETO 3HAYEeHUA U
pasHuMUua 6yaeT cpaBHeHa C rpaHMuUamMKM (pasHuua Mexay
3HaYeHUAMM NepemMeHHOM B KOHLE M B Hayane KOHTPO/IbHOro
MHTepBana);

- startup — MHCTPYKLMA ANA reHepauun cobbiTuii Ha nNepBom
KOHTPO/IbHOM WHTepBase. Onpeaenser npasuaa reHepauum
aBapUHbIX COBbITUIN ANA NepBOro KOHTPOJbHOrO MHTepBana
nyTem cpaBHeHWa OTOb6paHHOW NepeMeHHOW C OA4HOMU, Nnbo
obenmu rpaHnLamu:

- rising — reHepupoBaTb eANHUYHOE aBapuitHoe cobbITheE No
BOCXOAAWEN  rpaHuLe, eciM  3HayeHue  oTobpaHHoW
nepemMeHHOM Ha NEepBOM KOHTPO/JbHOM WHTepBane 6Hosblie
NMb0o paBHO 3TOW rpaHuULE;

- falling — reHepupoBaTb eanHUYHOE aBapuitHoe cobbiTe no
HUCXOAALWEN  TpaHUUe, ecan  3HadeHue  oTobpaHHoWM
NnepemeHHON Ha MepPBOM KOHTPOJIbHOM WHTEepBaje MeHblle
NMb0o paBHO 3TOW rpaHuULE;

- rising-falling — reHepupoBaTb eauMHWYHOE aBapuitHoe
cobbiTve MO BOCXOAAWLEN U/UAN HUCXOAALLEN rpaHuLe, ecan
3HayeHue oTobpaHHOM NepemMeHHOM Ha NepPBOM KOHTPOIbHOM
nHTepBase 6osblie 60 PaBHO BOCXOAALLEN rpaHuLe, u/uam
MeHblLUe MO0 PaBHO HUCXOAALLEN FPaHULE;

- owner — UMA co34aTens aBapmMmMHoro cobobiTuA.

BblbpaHHOM
rpaHuLeil Ha KoHue

Ypanser ycioBue Bblaaun aBapunHbIX COObITUIA.

rmon table-size
{history entries |
log entries}

no rmon table-size
{history | log}

history (20..32767)/270
log (20..32767)/100

3apaeT MakcMmanbHbli pasamep RMON-Tabaumu,.
- history — makcumanbHoe KosiMyecTBO CTPOK B Tabauue
ncropuu;
- log — makcMmanbHoe KoaM4ecTBO CTPOK B Tabauue 3anucei.
3HaueHuWe BCTYNUT B CU/Y TOIbKO NOC/e Nepesarpysku
H yCTpoOiACTBa.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

KomaHOwbI

pexcuma KoHgu2ypuposaHuUa uHmepgelica (duana3oHa uHmepgelicos)

Ethernet, uHmepdgbelica 2pynnsl NOpPMos

Bua 3anpoca KOMaHAHOW CTPOKM B perkume KoHdurypmposaHusa uHTepdeica Ethernet,
nMHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.158— KomaHabl pexkmma KoHbUrypmposaHus nHtepdelica Ethernet, rpynnsl nHTepdelicos

KomaHda

3HauyeHue

Aelicmeue

rmon collection stats index
[owner name |

buckets bucket_num]
[interval interval]

no rmon collection stats
index

index: (1..65535);

name:
KOPPEKTHan CTPOKa;

bucket_num: (1..50)/50;

interval:
(1..3600)/1800 cek

BkstoyaeT GopmUpOBaHME UCTOPUM MO TPYNNam CTaTUCTMKK
Ana 6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

- index — nHaekc Tpebyemolit rpynnbl CTaTUCTUKK;

- name — BNageneL, rpynnbl CTaTUCTUKMY;

- bucket_num — 3HaueHMWe, accoumMpyemoe C KO/JMYeCTBOM
AYeeK ANa cbopa UCTOPUM MO Tpynne CTaTUCTUKK;

- interval — nepvog, onpoca ana GopMMpPoBaHMA UCTOPUM.

BbikntovaeT GopmmpoBaHMe UCTOPUN MO TPYNMam CTaTUCTUKM
ANnA 6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

KomaHObl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>
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Tabnunuya 5.159 — KomaHap! pexkuma EXEC

KomaHoa

3HayeHue

Aeiicmeue

show rmon statistics

{ gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group }

show rmon collection stats
[ gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MoKasbiBaeT CTaTUCTUMKY MHTepdeiica Ethernet, ambo rpynnbl
NOPTOB, UCNONb3YEMYIO /1A YAANEHHOTO MOHUTOPUHTA.

OTob6parkaeT uHOOPMALMIO MO 3anpawuBaeMbiM rpynnam
CTaTUCTUKM.

show rmon history index
{throughput | errors |
other} [period period]

index: (1..65535)

period:
(1..2147483647) cex

MNokasbiBaeT uctopuio Ethernet ctatuctnkn RMON.

- index — 3anpolweHHas rpynna cTaTUCTUKK;

- throughput — nokasbiBaeT cyeTyMKM NPOM3BOAMTENBHOCTU
(nponyckHoW cnocobHoCTK);

- errors — NoKa3sbIBaeT CYETYMKM OWNBOK;

- other — nokasbIBaeT cHETYMKM OOPBLIBOB U KONU3UIA;

- period — nOKa3blBaeT UCTOPUIO 33 3anpoOLUEHHbI Mnepuog,
BpEMEHM.

show rmon alarm-table

MoKasbiBaeT cBOAHY Tabanuy aBapuinHbIX COBbITUIA.

show rmon alarm number

number: (1..65535)

MNoKasbiBaeT KOHPUIypaLMIO HACTPONKM aBapPUNHbBIX CODbITUN.
- number — NHAEKC aBapUIMHOTo cobbITUA.

show rmon events

MokasbiBaeT Tabsvuy cobbITMIA yAaNEeHHOrO0 MOHUTOPMHIA
RMON.

show rmon log [event]

number: (0..65535)

MoKasbiBaeT Tabauuy 3anuceit yaaneHHOro MOHUTOPMHra
RMON.
- event — UHAEKC cObbITUA.

[pumepbl 8b1M0MHEHUS KOMAHO

= [loKasaTb cTaTUCTUKY 10 nHTepodeiica Ethernet:

consolef#show rmon statistics gigabitethernet 1/0/10

Port gi0/10
Dropped: 8

Broadcast:

Fragments:
64 Octets:

Undersize Pkts:

128 to 255 Octets:
512 to 1023 Octets:

Octets: 878128 Packets: 978
7 Multicast: 1
CRC Align Errors: 0 Collisions: 0
0 Oversize Pkts: 0
0 Jabbers: 0

98 65 to 127 Octets: 0
0 256 to 511 Octets: O

491 1024 to 1518 Octets: 389

Tabanuya 5.160 — OnucaHuMe pe3ynbLTaToB

MNapamemp OnucaHue

Dropped KonnuectBo 3aaeTeKTUPOBaHHbIX COBbITUIM, KOraa nakeTbl 6b1AM OTOPOLLEHDI.

Octets Konnyectso 6aiT gaHHbIX (BKAOYas 6aiTbl NIOXMX NAKETOB), MPUHATLIX U3 CETH
(ncknouan dpelimoBsble 6UTbI, HO BKAKOYAsA BUTbI KOHTPONILHOW CyMMbI).

Packets KonnyecTBo NpMHATLIX MAaKeToB (BKAOYAA NJOXMeE, LUMPOKOBELLATEeIbHbIE U
MHOroazipecHble NakeTbl).

Broadcast Ko/IMyecTBO NPMHATLIX LWMPOKOBELLATE/IbHBIX NAKETOB (TONIbKO KOPPEKTHbIE NAKEeTbI).

Multicast KonnMyecTBo NPMHATLIX MHOFOAAPECHbIX MAaKeTOB (TO/IbKO KOPPEKTHbIE NaKeTbl).

CRC Align Errors

KonnuecTBo NpUHATLIX NAaKeTOB A/IMHOM OT 64 A0 1518 6aNT BKAOUYNTENLHO,
MMEIOLLNX HEBEPHYIO KOHTPO/IbHYIO CyMMY B0 C LenbiMm Ynciom 6ainT (owmbkn
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NPOBEPKMU KOHTPOJIbHOW cymMbl — FCS), n1Mbo ¢ Heuenbim Ynciaom 6aiT (owmnbKm
BblpaBHMBaHUA — Alignment).

Collisions

OueHKa KonnyecTsa KoimM3min Ha AaHHom Ethernet-cermeHTe.

Undersize Pkts

Ko/iMyecTBo NpMHATLIX MAKETOB ANMHON MmeHble 64 6anT (UcKkAoYas dpperimoBble
6UTbl, HO BK/ItOYas BUTbI KOHTPOJ/IbBHOM CYMMbI), HO B OCTa/IbHOM MPaBU/IbHO
cHOPMMPOBAHHDIX.

Oversize Pkts

Ko/iMyecTBo NpMHATLIX MAKeTOB ANMHON 6onblue 1518 6aiT (McKtovan dpeirnmoBble
6UTbl, HO BK/ItOYas BUTbI KOHTPOJIbHOV CYMMbI), HO B OCTa/IbHOM MPaBU/IbHO
cbOpPMMPOBAHHbIX.

KonnuyecTso NpUHATLIX NAaKETOB AJ/IMHON MeHblle 64 6alT (MCKNtouasa dpernmoBble
6UTbI, HO BKNHOYASA BUTbI KOHTPOILHOW CYMMbI), UMEIOLLUX HEBEPHYH KOHTPObHYIO

Fragments . o
CyMMy IM60 C LeNbIM YUCNOM HANT (OLMBKM NPOBEPKM KOHTPOIbHOM cymMmbl — FCS),
6o ¢ HeuenbiMm ynciom 6anT (owmnbKK BbipasHMBaHUA — Alignment).
KonnuecTso NpUHATLIX NaKeToB AnHoMN 6osblue 1518 6aliT (UcKntovan GppeimoBbie
Jabbers 6U1Tbl, HO BK/ItOYas BUTbI KOHTPO/IbHOM CYMMbI), UMEOLLMX HEBEPHYIO KOHTPObHYHO
cymMmMy 60 C Lenbim Ynciom 6anT (oWmMBKN NPOBEPKN KOHTPOIbHOM cymmbl — FCS),
MBO C HeuenbiM ynuciom 6anT (owmMbKKM BbipaBHMBaHKUA — Alignment).
64 Octet Ko/imyecTBo NpMHATLIX MAaKeTOB (BKAOYAA NJOXMeE NaKeTbl) A1MHOM 64 baiiTa

(ncknouan dpelrimoBble 6UTbI, HO BKAKOYAs BUTbI KOHTPOILHOW CyMMbI).

65 to 127 Octets

KonnuyecTso NpUHATLIX NAaKETOB (BK/OYan NAOXME NaKeTbl) ANNHOM OT 65 a0 127 6aunT
BK/IIOYUTE/IbHO (MCKNtoYas GpperimoBble BUTbI, HO BKAKOYas OUTbI KOHTPOIbHOW
CYyMMbl).

128 to 255 Octets

KonnuyecTso NpUHATLIX NAaKETOB (BKO4Yan Naoxue nakeTbl) aanHol ot 128 o 255
6aliT BKAOUMTENBHO (MCKAtoYas GperiMmoBble 6UTbI, HO BKAOYaA BUTbI KOHTPOIbHOM
CYMMbl).

256 to 511 Octets

Ko/iMyecTBo NpMHATLIX MaKeToB (BKAKOYAA NJOXMe NakeTbl) AAMHOM oT 256 go 511
6aliT BKNOUMTENBLHO (MCKAtoYas GpperimoBble BUTbI, HO BK/OYasa BUTbI KOHTPO/IbHOM
CYMMbl).

512 to 1023 Octets

Konnuyectso NpUHATLIX NAaKeTOB (BK/ko4Yan Naoxme nakeTbl) ganHoi ot 512 ao 1023
6anT BKAOUNTENIBHO (MCKNtOYasA dpeirmoBble 6UTbI, HO BKtOYAA BUTbl KOHTPOJIbHOM
CYyMMBbI).

1024 to 1518 Octets

Konnuyectso NpUHATLIX NAaKeTOB (BKAKOYana Naoxue nakeTbl) aanHoin ot 1024 ao 1518
6aliT BKAOUMTENBHO (MCKAtOYas dpeiimoBble BUTbI, HO BKAOYaA BUTbI KOHTPOIbHOM
CYMMbl).

= [lokasaTb MHGOPMALMIO NO rpynnam CTaTUCTUKK gAa nopTa 8:

consolef#show rmon collection stats gigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples Owner

Tabnunua 5.161 — OnucaHuMe pe3ynbLTaToB

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO MAEHTUOULMPYIOLNIA 3aMnCh.
Interface Ethernet-uHtepdeiic, Ha KOTOpPOM 3anyLLeH onpoc.
Interval MHTepBan B CEKyHAAX MeXAay onpocamu.

Requested Samples

3anpoLeHHoe KOIMYeCTBO OTCYHETOB, KOTOPOE MOMKET 6bITb COXpaHeHo.

Granted Samples

PaspeweHHoe (ocTaBlueeca) KOMYECTBO OTCHETOB, KOTOPOE MOMKET BbITb COXPaHeHO.

Owner

Bnageneu AaHHOM 3anucu.
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- lMoKasaTb cHeTUMKMU ﬂpOﬂyCKHOﬁ CﬂOCO6HOCTM,ﬂﬂHprﬂﬂbICTaTMCTMKM 1:

console#show rmon history 1 throughput

Sample set: 1
Interface: giO/1

Time

S

°

Requested samples: 50 Granted samples: 50

Maximum table size: 100

Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%

Owner: MES
Interval: 1800

Octets Packets Broadcast Multicast

Tabnnuya 5.162 — OnucaHuMe pesynbTaToB

Mapamemp OnucaHue

Time [Jata v Bpema co3gaHuA 3anucu.

Octets Konmuectso 6aiT gaHHbIX (BKAOYas 6aiTbl NAOXMX NAKETOB) MPUHATLIX U3 CETU
(ncknrouan pperimosble 6UTLI, HO BKAOYAn BUTbI KOHTPOJIbHOM CYMMbI).

Packets Ko/iMyecTBo NpMHATLIX MaKeToB (BKAKOYAA NJOXME NaKeTbl) B TeYeHne nepmoaa
dopmMpoBaHMA 3anmcK.

Broadcast Ko/IMyecTBO NPMHATLIX XOPOLLMX NAKETOB B TedeHMe nepmnoaa GopMmUpoBaHUA 3anmcK
HanpaBAeHHbIX HAa LWUMPOKOBELLATe/IbHblE aapeca.

Multicast Ko/IMyecTBO NpMHATLIX XOPOLLMX MaKeToB B TeyeHue nepnoaa GopmmnpoBaHus sanmncu
HanpaB/eHHbIX HA MHOTOapecHble aapeca.
OueHKa cpegHei NPonycKHOM cnocobHOCTU GU3MYECKOro YPOBHS Ha AaHHOM

Utilization nHTepdeice B TeueHne neproaa GopmmposaHma 3anucu. NponyckHas cnocobHoOCTb
OLEeHMBAETCA BEIMYMHOMN A0 ThICAYHOM NPOLLEHTA.
Ko/iMyecTBo NpuHATLIX B TeYeHue nepmoaa ¢opmmMpoBaHMaA 3aMMCK NAKeTOB AANHON

CRC Align 0T 64 f0 1518 6alT BKAOYMTENIbHO, UMEOLWMX HEBEPHYIO KOHTPOIbHYIO CymMy nMbo
C uenbiM yncnom 6anT (oWMBKM NPOBEPKM KOHTPONbHOM cymmbl — FCS), nnbo ¢
HeuenbiM Yucnom 6anT (owmnbku BbipaBHMBaHUA — Alignment).

Collisions OLeHKa KOIMYecTBa KONN3KI Ha gaHHOM Ethernet cermeHTe B TeueHue nepuoaa

dopmMpoBaHMA 3anmcK.

Undersize Pkts

KonnyecTBo NpuHATLIX B Te4eHne nepmoaa GopmM1MpoBaHMa 3anmncu NaketTos A4JNHOMN
MeHbLe 64 6aiT (Mcktodan GperimoBble 6UTbI, HO BKAOYAA BUTbI KOHTPOALHOM
CYMMbI), HO B OCTa/lbHOM NPaBUAbHO CHOPMUPOBAHHbIX.

Oversize Pkts

KonunyecTso NpuHATLIX B Te4eHne nepmosa GopmMrpoBaHma 3anmncu NaketTos 4ANHOM
60nblwe 1518 6aiT (McKNtoUana dpelimoBblie 6UTbI, HO BKAOYAA 6UTbl KOHTPONLHOM
CYMMbI), HO B OCTa/lbHOM NpPaBUIbHO CHOPMUPOBAHHDIX.

Fragments

Ko/iMyecTBo NpuHATLIX B TeYeHue neprmosa GpopmmpoBaHMA 3anncy NakeTos AJANHOM
MeHbLle 64 6ainT (Mckaoyana dpelrimoBble 6UTbl, HO BKAOYanA BUTbI KOHTPObHOM
CYMMbl), UMEIOLLIUX HEBEPHYIO KOHTPOJIbHYIO CyMMY IMBO C LeibiM YnMcaom 6anT
(ownBKM NpoBepKM KOHTPOAbHOM cymmbl — FCS), 1Mbo ¢ Heuenbim Ynciom 6ant
(owmnbKM BbipaBHUBaHUA — Alignment).

Jabbers

KonnuecTso NpuHATLIX B Te4eHWe neprmosa GopmmpoBaHUA 3anncy NakeToB AJANMHOWM
6onblie 1518 6anT (Mckaovan dpelimoBble 6UTbI, HO BKAOYAA GBUTbI KOHTPOAbHOM
CYMMbl), UMEIOLLIUX HEBEPHYIO KOHTPOJIbHYIO CYyMMY INBO C LeibiM Yncaom 6anT
(ownBbKM NpoBepKM KOHTPOAbHOMN cymmbl — FCS), 1Mbo ¢ Heuenbim Ynciom 6amt
(ownbKM BbipaBHUBaHKUA — Alignment).

Dropped

KonunyecTBo 3a4eTeKTUPOBaHHbIX COBLITUI, KOoraa nakeTbl 6blan 0T6POLLEHbI B
TeyeHue nepuosa GopmMUPOBaHUA 3aMUCHU.
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- nOKa3aTbCBOAHyK)Ta6ﬂMuyCMFHaﬂOBTpeBOFMI

console#show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabanuya 5.163 — OnucaHuMe pe3ynbLTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO MAEHTUOULMPYIOLWMIA 3aMKCh
(0]]»] OID KOHTpO/IMpyeEMOi NepeMeHHOM
Owner Monb3oBaTtenb, CO34aBLUMI 3aMUCh.

= [loka3aTb KOHPUIYPaLMIO aBaPUNHbBIX COBLITMIA C MHAEKCOM 1:

console#show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI

Tabnunua 5.164 — OnucaHuMe pe3ynbLTaToB

Mapamemp OnucaHue

OoID

OID KOHTpOAMpyemoi nepeMeHHON.

Last Sample Value

MHTEepBana.

3HayeHWe NepeMeHHON Ha NocieHeM KOHTPOIbHOM MHTepBane. Ecin meton otbopa
nepemeHHbIx absolute — To 370 abcontoTHOE 3HaUYeHWe nepemeHHoM, ecam delta — To
pasHMLA MeXY 3HaYEHUAMU NePEMEHHON B KOHLLE U B Ha4asie KOHTPO/IbHOTO

Interval

BEPXHEN U HUKHEW rpaHnLamMu.

MHTepBan B ceKyHAax, B Te4eHMe KOTOPOro AaHHble 0T6MpalOTCﬂ M CPaBHMBAKOTCA C

Sample Type

MeTog, oT60opa YKa3aHHbIX NepeMeHHbIX M NoAcyHeTa 3HAYEHUA 1A CPABHEHUS C
rpaHmuamu. Metopg absolute — abcontoTHoe 3HaYeHne BbibpaHHOM NnepemeHHol byaeT
CpaBHEHO C rpaHuMLLEeN Ha KOHLEe uccneayemoro uHtepsana. Metog, delta — 3HaueHue
BblbpaHHOM NepemeHHON Npu nociegHem oTbope 6yaeT BbIUTEHO U3 TEKYLLLErO
3HayeHwun, 1 pasHULa ByaeT cpaBHEHa C rpaHMLaMKM (pasHULA MeXAay 3HaYeHUAMMU

I'IeF)EMeHHOﬁ B KOHUE U B Ha4Ya/z1ie KOHTPOJIbHOTO VIHTepBafIa).

Startup Alarm

MHCTpYKUMS ana reHepaLlmm cobbiTUil Ha NeEPBOM KOHTPOJIbHOM MHTepBane. Onpeaenser
npasuaa reHepaLMm aBapunHbIX COBLITUI AN NEePBOro KOHTPOILHOTO MHTEpPBana NyTem
CpaBHeHWA 0TOHBpPaHHOM NepeMeHHoM ¢ ogHon, NMbo obenmu rpaHuLaMm.

rising — reHepMpoBaTb eAMHMYHOE aBapuiiHoe cobblTME NO BOCXOAALLEN FPaHULLE, ecaun
3HayeHWe oTobpaHHON NepeMeHHON Ha NePBOM KOHTPOIbHOM UHTepBae 6onblem
B0 paBHOM 3TOM rpaHULEe.
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falling — reHepupoBaTb eanHMYHOE aBapuiiHOe CObbITUE NO HUCXOAALLEN rPaHMULE, eCn
3HayeHWe oTobpaHHON NepeMeHHOMN Ha NePBOM KOHTPOJIbHOM UHTEPBasie MeHblue nbo
paBHO 3TOW rpaHuLe.

rising-falling — reHepupoBaTh eagMHMYHOE aBapuitHoe cobbiTie No BocxoaAallen u/mam
HUCXOAALLEN TPAHULLE, EC/TM 3HAYEHME OTODBPAHHOW NepemMeHHON Ha NepBoMm
KOHTPOJ/IbHOM MHTEpBase 6onblue M0 PaBHO BOCXOAALLEN rpaHuLLe, U/uUan meHbLie
nMb0o paBHO HUCXOAALLEN FpaHULE.

Rising Threshold

3HayeHue BocxoAALLel rpaHuLbl. Koraa sHayeHue oTobpaHHOM NnepeMeHHOoM Ha
npeablaywem KOHTPONbHOM MHTepBasie 6bi10 MeHblle AaHHOM rPaHULLbl, @ Ha TEKYLLEM
KOHTPOJIbHOM MHTepBasie 6obluem IM60 PpaBHOM 3HAYEHUIO TPaHULbI, TOTAa eAMHUYHOE
cobbiTMe reHepupyeTcs.

Falling Threshold

3HaueHue HUCXoaALLeN rpaHuLbl. Koraa sHayeHne oTobpaHHOM nepemeHHoM Ha
npeablaywem KOHTPONbHOM MHTepBase 6bin0 6oblie JaHHOW rPaHMLbl, @ HA TEKYLLEM
KOHTPO/IbHOM MHTEPBae MeHbLLe MO0 PaBHO 3HAYEHUIO FPaHMULbI, TOrAa e4UHUYHOE
cobbiTMe reHepupyeTcs.

Rising Event NHAeKc cobbITMA NCMOb3YIOLWEerocs, Koraa BOCXo4AWan rpaHnL,a nepeceyeHa.
Falling Event NHaeKc cobbiTUA NCMNO/Ib3YIOLLErocsa, Koraa HUCXo4AWan rpaHuL,a nepeceyeHa.
Owner Monb3oBaTe b, CO343aBLUMI 3aMKUCh.

= [lokasaTtb Tabsmuy cobbITUi yaaneHHoro MoHuTopuHra RMON:

console#show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLINov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabnuua 5.165 — OnucaHune pesyibTaToB

Mapamemp OnucaHue

Index NHAEKC, YHUKANIbHO MAEHTUOMLMPYIOWMIA CObbITHE.

Description KommeHTapuii, onucbiBaowWwmin cobbiTue.
Tun yBeLOMAEHNUA, FEHEePUPYEMOTO YCTPONCTBOM MO 3TOMY CObbITUIO:
none — He reHepMpoOBaTb YBEAOMIEHNS,

Type log — reHepupoBaTb 3anuck B Tabauue,
trap — otcbinatb SNMP trap,
log-trap — reHepupoBaTb 3anuck B Tabaumue u otcbinatb SNMP trap.

Community CTpoka coobuwectsa SNMP ana nepecbiiku trap.

Owner Monb3oBaTtenb, cO34aBLLINIA COObITHE.

Last time sent Bpemsa 1 gaTta reHepupoBaHua nocnegHero cobbitna. Ecamn He 6bl10 creHepMpoBaHo
CObbITUI, TO 3TO 3HaYeHWe ByaeT PaBHO HyO.

= [lokasaTtb Tabauuy 3anuceit yaaneHHoro MoHuTopmHra RMON:

console#show rmon log

Maximum table size: 100
Event Description Time

1 Errors Nov 10 2009 18:48:33
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Tabnnuya 5.166 — OnucaHuMe pesynbLTaToB

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO MAEHTUOMULMPYIOLWLMIA 3aNnCh.
Description KommeHTapuit, onucbiBaoWwmn cobbiTue.
Time Bpema cosgaHuAa 3anucu.

5.18.6 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom

MporpammHoe obecneyeHne KommyTatopoB cepum MES3000 nossosAeT paspewntb ambo
OrPaHMNYMTbL AOCTYN K YNPaBAEHUIO YCTPOMCTBOM Yepes onpeaesieHHble nopTbl naun rpynnel VLAN. Ona
3TOW Lenn cosgatoTtca cnucku goctyna (ACL) ansa ynpasneHus.

KomaHObI pexcuma 21060716H020 KOHU2YPUPOBAHUS

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:

console (config) #

Tabnuua 5.167 — KomaHap! pexxnma rnobanbHoro KoHGUrypnuposaHua

KomaHoa

3HayeHue

Aelicmeue

management access-list
name

no management access-list
name

name: (1..32) cumBona

Co3paeT CNWUCOK AocCTyna Ans ynpasneHus. Bxod B pexum
KOHOUIYpMpPOBaHUA CNMCKa AOCTyNa ANA YNPaBAeHUSA.

YpanaeT cnnMcok focTyna ANA ynpasaeHus.

management access-class
{console-only | name}

no management access-

name: (1..32) cumBona

OrpaHWYMBaeT ynpas/ieHne yCTPOMCTBOM MO onpeaeseHHOMY
cnucky goctyna (access list). AKTMBMpPYET yKa3aHHbIN CMUCOK
goctyna.
- console-only — ynpaBneHue ycTpoOMCTBOM AOCTYMHO TOJ/IbKO C
KOHCON.

OTmeHsAeT orpaHu4yeHne Ha ynpasneHue yCTpOﬁCTBOM no

class onpeaeneHHOMy CnMCKy gocTyna (access list).

KomaHOb! pexcuma KOHd)UZVDUpOBGHUFI CruckKa C)OCI’TWI'IG 014 yrnpassneHuAa

Bug, 3anpoca KOMaHOHOW CTPOKM B peume KOHPUIypMpoBaHMA CNMUCKa [ocTyna Ans
ynpasneHus:

console (config) #management access-list eltex manag
console (config-macl) #

Tabnnua 5.168 — KomaHapl pexxnuma KoHOUIypmrpoBaHUA CNMCKa AOCTYNa A1A ynpaBaeHua

KomaHoa

3HauyeHue

Aelicmeue

permit [gigabitethernet gi_port
| tengigabitethernet te_port |
port-channel group | vlan
vlan_id] [service service]

permit ip-source {ipv4_address
| ipv6_address/prefix_length}
[mask {mask| prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group|vlan
vlan_id]

[service service]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id (1..4094)

3agaeT paspelualollee ycnoBue Ana ynpasasloLWEro Crnucka
aocTyna.

- service —Tvn goctyna — Telnet, SSH, SNMP, HTTP, HTTPS.
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deny [gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group|vlan
vlan_id] [service service]

deny ip-source {ipv4_address |
ipv6_address/prefix_length}
[mask {mask| prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group |

vlan vian_id]

[service service]

gi_port: (1..8/0/1..24};
te_port: (1..8/0/1..4};
group: (1..24);
vlan_id: (1..4094)

3apaeT 3anpelatouiee ycioBuMe AN YNPaBAAIOLWLEro Crnucka
pocTyna.
- service — Tmn goctyna — Telnet, SSH, SNMP, HTTP, HTTPS.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 5.169 — KomaHgpl pexuma Privileged EXEC

KomaHda

Aelicmeue

show management access-list [name]

MoKasbiBaeT cnmcku goctyna (access list) ana ynpasaeHus.

show management access-class

ynpasieHus.

MokasbiBaeT uHbOpMauMio 06 aKTMBHbIX cnuckax poctyna (access list) ans

5.18.7 Hacmpolika docmyna

5.18.7.1 Telnet, SSH, HTTP u FTP

[JaHHble KOMaHAbl NpeAHa3Ha4yeHbl A1A HACTPOMKM CepBepoB AOCTyna ANA ynpas/ieHuA
KommyTatopom. [lopgpeprkka cepsepoB TELNET u SSH KommyTaTopom nO3BOAAET yAad/IeHHO
NOAKAOYATLCA K HEMY A1 MOHUTOPUHIA N KOHOUTYPUPOBAHMUA.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOro KoHGUryprupoBaHua:

console (config) #

Tabnunua 5.170 — KomaHapl pexknuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOMYAHUIO
ip telnet server PaspeluaeT yaaneHHoe KOHPUIypupoBaHMe yCTpoiiCTBa Yyepes
Telnet.
- -/BKNtOYEH —
no ip telnet server 3anpeLaeT yaaneHHoe KOHGUIyprposaHue ycTpoicTBa Yepes
Telnet.
ip ssh server Pa3peluaeT yaaneHHoe KOHPUIypupoBaHMe yCTpoiicTBa yepes
SSH.
7/l Do Tex nop, noka K4 Ana WudpoBaHUA He
creHepupoBaH, SSH-cepBep 6yper HaxoauTbcA B
-/BbIK/IOYEH pesepse. Mocne reHepauum Katoua (McNonb3yemblie KOMaHAbI

no ip ssh server

crypto key generate rsa u crypto key generate dsa) cepsep
nepeiiger B pabouee cocrosiHue.

3anpelyaeT yaaneHHoe KOHOUTYpMpOBaHME YCTPOCTBA Yepes
SSH.

ip ssh port
port_number

port_number:
(1..65535)/22

TCP-nopT, ucnonb3yemsbii SSH-cepsepom.
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no ip ssh port YcTaHaBAMBaET 3HaYEHME N0 YMONYAHMIO.
ip ssh pubkey-auth PaspelaeT ncnonb3oBaHue Ny6ANYHOTO KAtoYa ANA BXOAALLMX
-/Mcnonb3oBaHue SSH-ceccuil.
- ny6/MYHOrO Knto4a
no ip ssh pubkey-auth sanpeleHo 3anpewaeT Ucnosib3oBaHMe Ny6AMYHOTO KAkoYa A8 BXOAALLMX
SSH-ceccuit.
ip ssh password-auth BkntoueHue pexrma ayTeHTUdMKauum no naponto
- -/BbIK/IOYEHO
no ip ssh password-auth OTK/IlO4EeHMe perrMma ayTeHTUdMKaLUm No Naponto
ip ssh cipher algorithms algorithms: (3des, aes128, 3apaeT CNUCOK pa3spelleHHbIX aAropuMTMOB LWMGPOBaHUA Ana
aes192, aes256, arcfour, Cépsepa
no ip ssh cipher none)/paspelleHbl Bce BocctaHaBanBaeT  CMMCOK  paspelleHHbIX  afropuTmos
aNropuTMbl KPOME none WndpOBaHUA NO YMONYAHUIO
ip ssh kex methods methods: 3a4aeT CNUCOK paspeLleHHbIX MeTog40B 0bMeHa KaloYamu ans
(dh-group-exchange-shal, | cepsepa
no ip ssh kex dh-groupl-shal)/ BoccTaHaB/AMBaEeT CNUCOK paspeLleHHbIX aaroputmos obmeHa
pa3peLleHbl BCE MeToAbl KNlOYaMM N0 YMONYAHUIO

crypto key pubkey-chain Bxog, B pexxnum KoHourypaumm nybamyHoro Kawya.

-/KNtoY He co3gaH

ssh
crypto key generate dsa leHepupyeT napy Kntouver DSA — yacTHbIM M Ny6AMYHBIA AnA
_ SSH-cepswuca.
V Ecam xoTA 6bl 0AMH U3 Napbl KAlOYel yXKe co3AaH, To
cucTema NpeasioXKUT nepesanucatb KoY.
crypto key generate rsa leHepupyeT napy Kawodein RSA — yacTHbI U Ny6AMYHBIN anA
_ SSH-cepsuca.
V Ecnu xota 6bl 0AMH U3 Napbl Katoveil yxe co3gaH, To
cucTema NpeasioKUT nepesanucatb KaKou.
ip ftp server Bkntouaet FTP-cepsep.
- -/FTP-cepBep BK/OYEH
no ip ftp server OTkntovaet FTP-cepsep.
ip http port port 3apaet nopt HTTP-cepsepa.
P - pportp port: (1..65535)/80 A P peep
no ip http port BoccTaHaBMBaeT 3HaYEHME N0 YMOYAHUIO.
ip http secure-port port 3apaet nopt HTTPS-cepsepa.
P - P portp port: (1..65535)/443 A P peep
no ip http secure-port BoccTaHaBMBaeT 3HaYEHME MO YMOYAHUIO.
ip http secure-server BkntouaeT HTTPS-cepsep.
- -/HTTPS-cepBep BbIK/IOYEH
no ip http secure-server Bbikntoyaet HTTPS-cepsep.
ip http server Bkntouaet HTTP-cepsep.
-/HTTP-cepBep BK/IOYEH V OTK/IIOYEH B peXXUme cTeka.

no ip http server Bbikntoyaet HTTP-cepsep.
ip http timeout-policy 3apaet TarimayTt HTTP-ceccum.
seconds seconds: (0..86400)/600
no ip http timeout-policy BoccTaHaBMBaeT 3HaYEHME N0 YMOYAHUIO.

Onpegenset akTUBHbIN HTTPS-cepTudukar.
- number — Homep HTTPS-ceptTudmkaTta

ip https certificate number number: (1, 2)/1

crypto certificate number leHepupyeT SSL-cepTudmkart.

number: (1, 2)

generate - number — Homep HTTPS-ceptudmkaTta
crypto certificate number MmnoptupyeTr  SSL-cepTUdMKAT, HasHauYeHHbIN  LEeHTpOM
import number: (1, 2) cepTudUKaumm.

- number — Homep HTTPS-cepTudmKaTa

/ Knioumn, creHepupoBaHHble KOmaHAamu crypto key generate rsa u crypto key generate dsa,
COXPaHAIOTCA B 3aKPbITOM ANA NO/b30BaTena ¢aitne KoHUrypauum.

KomaHObI pexcuma KoHgu2ypupo8aHua nyb6au4HO20 KaAHo4a

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUme KOHGUryprpoBaHua ny6anYHOro Katoua:

console#configure
console (config) #crypto key pubkey-chain ssh
console (config-pubkey-chain) #
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Tabnunuya 5.171 — KomaHapl pexknuma KoHGUrypnpoBaHua nyb6anMYHOro Katoya

KomaHoa

3HayeHue

Aeiicmeue

user-key username {rsa|dsa}

no user-key username

username: (1..48)
CMMBO/I0B

Bxog, B peXum CO34aHUA MHAMBUAYANbHOTO MNy6AMYHOTO
KNtoya.

- rsa — co3aatb RSA-kntou;

- dsa — co3aaTb DSA-KntOu.

YpanaeT ny6AMUHbIN KAOY 414 onpeaesieHHOro No/ib3oBaTtens.

Bua 3anpoca KOMaHAHOM CTPOKU B peXnMme Co34aHusa MHANBMAYANbHOTO Ny6ANYHOTO Katoua:

console#configure
console (config) #crypto key pubkey-chain ssh

console (config-pubkey-chain) #user-key eltex rsa
console (config-pubkey-key) #

Tabnunua 5.172 — KomaHapl pexknuma cos3gaHns MHANBMAYaAbHOro Ny6anMYHOro Kntoua

KomaHoa

Aelicmeue

key-string

CoszfaeT Ny6ANYHDBIN KAOY ANA onpeseieHHOro No/ib3oBaTens.

key-string row key_string

Co3pgaet nyb6AnYHbIN KOY 419 ONpeseNeHHOro nosib3osatens. Beog, Katoya ocylectensercs

NOCTPOYHO.

- key_string —4acTb Kntoyva.

[ins Toro uto6bl CMCTEMA NOHAA, YTO KAIOY BBEAEH NOIHOCTbIO, HE06X0AUMO BBECTU
KomaHpay key-string row 6e3 cumeonos.

KomaHObl pexcuma EXEC

KomaHabl AaHHOro pasaena AOCTYMHbl TONbKO A5 NPUBUAETMPOBAHHbIX NMOb30BaTeNei.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 5.173 — KomaHabl pexknma EXEC

KomaHoa 3HavyeHue Aelicmeue
show ip ssh v MNokasbiBaeT KoHduUrypauuto SSH-cepsepa, a TakKe aKTUBHbIE
Bxoaswme SSH-ceccum.
show crypto key pubkey- username: (1..48) Moka3biBaeT nybauyHble SSH-KNKOUM, COXpaHeHHble Ha

chain ssh [username
username] [fingerprint
{bubble-babble | hex}]

cumBonos/
OTMeYaToK K/toya B
WwecTHagLaTepUUHOM
dopmarte

KoMmyTaTope.

- username — UMl YAANEHHOTO KAMEHTa;

- bubble-babble — oTneuaTok kntoua B Koge Bubble Babble;
- hex — oTnevaToK Katoua B WeCTHAALAaTePUYHOM Koge.

show crypto key mypubkey
[rsa | dsa]

MokasbiBaeT nybanyHble Ktoun SSH-kommyTaTopa.

show crypto certificate
mycertificate [1]2]

OTtobparkaet SSL-ceptudmKaTtbl ana HTTPS-cesepa

show ip http

OTobparkaet coctosHue HTTP-cepBepa

show ip https

Otobparkaet coctoaHune HTTPS-cepsepa

[pumepsbi 8biM0AHEHUS KOMAHO

Bkntountb cepsep SSH Ha KommyTaTtope.
Cospgatb RSA-ktoy ans nonb3osaTtena eltex:

console#configure
console (config) #ip ssh server
console (config) #ip ssh pubkey-auth

Pa3p6LUI/ITb ncnoab3oBaHne FIY6I'IVI‘-IHbIX KNtOYen.
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console (config) #crypto key pubkey-chain ssh

console (config-pubkey-chain) #user-key eltex rsa

console (config-pubkey-key) tkey-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRWPWIAl4kpgIwI9GBRoONZQZxJHKCKL6TrM1Q+2ZN
XfZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GREpSwoQUvV35LgJJk67I0U/zfwOl1gkTwm
175QR9gHUj S6KWGN2QWXgh3ub8gDITSgmuSn/WA05iDX2IExQWu081icglk02LYciz+Z4TrE
U/9FJIxwPiVQOjc+KBXuR0OjuNg5nFYsY0ZCkON/W9a/tnkmlshRE7Di71+w3fNiOA6w9044t6
+AINEICBCCA4YcF6zMzaTlwefWwX6f+Rmt5nhhqdAtN/40Jfcel 66DgVX1gWmNzZNRADYDvSzZ

g01DnwCAC8Qh
Fingerprint:

a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:b9:33:e9

5.18.7.2 KomaHObI KOHu2ypuposaHUa mepmuHana

KomaHZabl KOHOUIYpUPOBaHUA TEPMUHANA CAYKAT ANA HACTPOMKM MapameTpoB NOKaJbHOW M

YAaneHHOW KOHCOo/N.

KomaHObI pexcuma 2106a0716H020 KOHU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOro KOHGUIrypupoBaHmsa:

console (config) #

Tabnnuya 5.174 — KomaHapl pexxnuma rnobanbHOro KOHPUrypmposaHus

KomaHoa

Aelicmeue

line {console |telnet|ssh}

BXOZ B peXuMm COOTBETCTBYIOLLErNO TepMMUHANA (/I0KaNbHAA KOHCO/b, YAANEeHHas KOHCONb —
Telnet naun yaaneHHan 3aWwmweHHas KOHcoab — SSH).

KomaHObI pexcuma KoHguU2ypupos8aHua mepmuHand

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHOUTIYyprpoBaHNa TepMUHaNa

consolet#configure
console (config) #line {console|telnet|ssh}
console (config-line) #

Tabnuua 5.175 — KomaHabl pexxnma KoHOUrypupoBaHUA TepMUHaANa

KomaHoa 3HayeHue/3HaveHue no Aelicmeue
YMOAYAHUIO
speed bps YcTaHaB/AMBAET CKOPOCTb [0CTyNa MO JIOKAJIbHOW KOHCO/IM
bps: (2400, 9600, 19200, (komaHAa [OCTyNHa TONBKO B peXMMeE KOHQUrypupoBaHuUs
38400, 57600, JIOKaNbHOM KOHCOAM).
115200)/115200 604,
no speed YcTaHaBAMBAET 3HAYEHUE MO YMOYAHUIO.
autobaud Bk/toyaeT aBTOMaTMUYeCKoe onpejesneHne CKOpOCTU A0CTyna

-/BbIK/IOYEHO

no autobaud

MO SIOKaZIbHOM KOHCO/IM (KOMaHA4a AOCTYMNHA TONbKO B pexunme
KOHOUTYPUPOBAHUA NOKANbHOW KOHCONM).

BbikntoyaeT aBTomaTuyeckoe onpeaeneHne CKOpPoOCTMn Aoctyna
Mo NI0KaNbHOM KOHCONN.

exec-timeout minutes
[seconds]

minutes: (0..65535) muH
seconds: (0..59) cex/

no exec-timeout

10 muHyT

3apaet WUHTEpBan, B TedYeHMe KOTOPOro cucrtema OXuaaet
BBOAa nosb3oBatena. Ecanm B TeyeHue paHHOro WUHTEepBana
NnoNb30BaTE/Ib HNYEro He BBOAUT, TO KOHCO/1b OTK/IIO4aeTCA.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnnua 5.176 — KomaHapl pexkuma EXEC

KomaHoa

Aelicmeue

show line
[console|telnet|ssh]

lNoKa3blBaeT NnapameTpbl TepMUHANA.

5.19 XypHan aBapun, npotokon SYSLOG

CUCTeMHble KypHasbl NO3BOAIOT BECTU UCTOPUIO COBbITMIA, MPOU3OLLEAMX HA YCTPOICTBe, a
TaK)Ke KOHTPO/IMPOBaTb Npousoweawne cobbiTuA B peasibHOM BpemMeHU. B KypHan 3aHocaTcA cobbiTua

ceMmn TUNOB:

ypesBblyaliHble,

CUrHasbl

Tpesoru,

Kputnyeckne wmu He KpuUtn4yeckue OUJVI6KVI,

npeaynpexaeHuns, yse4oMAeHnaA, MHGOPMaLMOHHbIE M OTNAA0UHbIE.

KomaHObI pexcuma 2a06an6HolU KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUME r106anbHOM KOHPUTypaLmK:

console (config) #

Tabnunua 5.177 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmesue

logging on

no logging on

-/ permctpaumsa BKAOHYEHA

Bk/loyaeT  perucrpauuio
coobuieHnin 06 ownbKax.

OT/NIaf0YHbIX  COOBWEHUA 1

BbIKNIOYAET perucTpaumio OTNaA0uHbIX COOBLEHWI U
V coobleHunit 06 owmnbKax.

MpM  BLIKNIOYEHHOM  perucTpauum  OTNa[0YHbIE
coobeHus U coobuieHns o6 owmnbKkax 6yayT nepeaaBaTbea
Ha KOHCO/b.

logging host
{ip_address| host}

[port port] [severity level]
[facility facility]
[description text]

no logging host
{ip_address| host}

host: (1..158) cumBoN0B;
port: (1..65535)/514;
level: (cm. Tabn. 6.101);
facility: (local0..7)/ local7;

text: (1..64) cumsonos

BkntoyaeT nepesayy aBapuUmnHbIX M OTIAA0YHbIX COODOLWEHNN Ha
yaoaneHHoi SYSLOG cepsep.

- ip_address— IPv4 unu IPv6-agpec SYSLOG-cepBepa;

- host — ceTeBoe nmsa SYSLOG-cepBsepa;

- port — Homep NopTa A4/1A Nepesayn coobLeHni Mo NPOTOKoNY
SYSLOG;

- level — ypoBeHb BaXHOCTM coObLEHM, NepesaBaeMbiX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepepasaemas B cCOObLEHMAX;

- text — onncaHue SYSLOG-cepsepa.

YpanaeT BblOpaHHbIA cepBep M3 CNWCKA WUCMOb3yeMbIX
SYSLOG-cepBepos.

logging console level

no logging console

level: (cm. Tabn. Tabnuua
5.178 — Tunbl BaXKHOCTK
coobuieHuin)

3HayYeHne No YMOJIHYaHUIO -
informational

BKtouaeT nepesayy aBapuitHbIX UM OTAAL0UHbIX COOBLLEHMIA
BbIGPAHHOTO YPOBHA BAaXKHOCTU Ha KOHCO/b.

Bbikntoyaetr  nepepavy
COObLLEHNI HA KOHCO/Tb.

ABAPUMHBIX  WAM  OTNAAOYHbIX

logging buffered
[severity_level]

no logging buffered

severity_level: (cm. Tabn.
Tabnuua 5.178 — Tunbi
Ba)KHOCTU COOBLLEHNI)

3HayeHune No yMONYaHUIo —
informational

BK/toYaeT nepesavy aBapuiiHbIX UAW OTNAL0UYHbIX COOBLLEHMI
BbIOPaHHOTO YPOBHS BaXKHOCTM BO BHYTPEHHUI Bydep.

Bblk/loYaeT  nepegady  aBapuidHbIX  WMAK
co0bLLeHMI BO BHYTPEHHUI bydep.

OTNaA04HbIX

logging buffered size size

no logging buffered size

size: (20..400)/200

M3MeHAeT KO/NIMYeCTBO COOBLLEHWI, 3anMoOMMHAEMbIX BO
BHyTpeHHem 6Oydepe. HoBoe 3HauyeHue pasmepa bydepa
NPUMEHUTCA NOC/e NepesarpysKu yCcTpoicTaa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

logging file level

Bk/touaeT nepesayvy aBapuiitHbIX UM OTNAA04HbIX COOBLLEHWI
BbIBPaHHOrO YPOBHA BayKHOCTU B daiin KypHana.
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level: (cm. Tabn. Tabanua
5.178 — Tunbl Ba*kHOCTN

Bblk/lovaeT  nepegavy  aBapuiAHbIX UK
coobuieHunit B paiin xypHana.

OT/N1aA04HbIX

no logging file coobuieHmnin)
3HayeHMe No YMONYAHUIO —
errors
. . 3aHOCUTb B KYpHanbl cObbITUA ayTeHTUDUKALMM, aBTOPU3ALLUM
aaa logging login P v buraunm, pusay
n yyeta (AAA).
-/BKIOYEHO
. . He 3aHOCUTb B XKypHaibl cOBbITUA  ayTeHTUUKaLUK,
no aaa logging login
aBTopu3aumm 1 yyeta (AAA).
logging events BktoyaeT perucrpauuio MameHeHua cratyca uHTepdeicos B
spanning-tree STP.
port-state-change
-/BKAOYEHO

no logging events
spanning-tree
port-state-change

OTKNIOYaeT perncTpaLmo U3IMeHeHUs CTaTyca MHTepdencos B
STP.

logging events
spanning-tree
topology-change

no logging events
spanning-tree
topology-change

-/BbIK/IIOYEHO

BKkntoyaeT perncrpaumo usmeHeHun Tonosormum 8 STP.

OTKNIOYaET perncTpaLmo MsMmeHeHnn Tonosorum 8 STP.

file-system logging {copy |
delete-rename}

no file-system logging
{copy | delete-rename}

-/perncrpauma BKaoYeHa

BkntoyaeT pernctpaymto cobbitnii Gpansiosomn cMcTemsl.

- COpY — perncrpauma coobLLEeHNI, CBA3AHHbIX C Onepaumsmm
KonupoBaHua ¢paiinos;

- delete-rename — perucTtpauma coobLLEHUN, CBA3AHHbIX C
yoaneHnem gpaiinos u nepeMmeHoBaHMEM Onepauuii.

BbIK/IlOYaeT perncrpaunio cobbiTuii GpalinoBol cuctemol.

management logging deny

no management logging
deny

-/perncrpauma BKaoYeHa

BkntoyaeT pernctpaymto cobbiTuin 4OCTyNa ynpasaeHus.

BbIK/IlOYaET perncTpaumio cobbiTuii 4OCTyNa ynpasaeHus.

logging aggregation on

no logging aggregation on

BKntoyaeT KOHTpOb arperaymm syslog-coobuieHni.

OTkAtoYaeT arperaymio syslog-coobuieHnin.

logging aggregation aging-
time sec

no logging aggregation
aging-time

sec: (15..3600)

YcTaHaBAMBaeT BPeMS XpaHeHWa CrpynnupoBaHHbIX syslog-
coobuieHni.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

logging cli-commands

no logging cli-commands

Mo ymonyaHuio segeHne
y4yeTa 3anpeLueHo

PaspelwaeT BegeHue yyeTa (aKKkayHTa) Ana BBeAeHHbix B CLI
KOMaHz,

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

logging service cpu-rate-
limits traffic

no logging service cpu-
rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu, other-

bpdu, dhcp-snooping,

dhcpv6-snooping, igmp-

snooping, mld-snooping,
sflow, log-deny-aces,

vrrp)/-

BK/tOYaET KOHTPOIb OFPAHUYEHWNA CKOPOCTM BXOAALMX KaapoB
AN onpeaeneHHOro Tuna TpadmKa.

OTKkntouaer noru poBaHue.

logging service watchdog

no logging service
watchdog

-/BKAIOYEHO

BkntoyaeT normposaHue cobbiTmii oT watchdog.

OTK/tOYaeT ormposaHue cobbiTii oT watchdog.

Kaxxpoe cooblieHMe MMeeT CBOM ypoBeHb BaKHOCTW, B Tabauue 5.178 npusedeHbl TUMb

COO6LLI,EHMV1 B nopAaake Y6bIBaHMFI MX BaXXHOCTWU.
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Tabnuua 5.178 — Tunbl Ba*KHOCTU COOBLLLEHWNI

Tun eaxcHocmu coobuwjeruli OnucaHue

B cucteme npounsowna KpUtnyeckasa OLIJVI6Ka, CUCTEMA MOXKET

YpesBblyaliHble (emergencies)
paboTaTb HENPaBU/IbHO.

CurHanbl Tpesorw (alerts) Heobxoanmo HemeaNeHHOe BMeLIATeNbCTBO B CUCTEMY.
Kputnueckue (critical) B cucTeme npousoluna Kputuyeckas owmnbKa.
OwmnbouHble (errors) B cucteme npousowwsia owmnbka.

MpeaynpexaeHus (warnings) MpeaynpexaeHune, HeaBapuitHoe cooblueHme.
YBegomnenus (notifications) YBegoMIeHne CMCTeMbI, HeEaBapuiiHoe coobLieHue.
NHdopmaLmoHHble (informational) NHbopMaLMOoHHbIE COOBLLLEHNA CUCTEMDI.

OTnago4Hble COO6LLI,EHMF|, npeaocTaBNAKOT NO/1b30BaATENTIO

Otnapouneie (debugging) MHPOPMaLMIO 417 KOPPEKTHOM HACTPOMKKU CUCTEMDI.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexxume Privileged EXEC:

console#

Tabnunua 5.179 — KomaHaa perxknma Privileged EXEC gns npocmoTpa daiina xypHana

KomaHoa Aelicmeue
clear logging Ypansaet Bce coobuieHna us BHyTpeHHero bydepa.
clear logging file Ypanset Bce coobuweHns ns daina xypHana.
show logging file OTobparkaeT COCTosAHME KypHajia, aBapuitHble U OTNago4YHble COObLEeHNA, 3anMcaHHble B

daine KypHana.

show logging OTObpaKaeT COCTOAHME KypHana, aBapuiiHble U OT/Iaf04YHble COODOLLEHWNS, 3aMMCaHHbIe BO
BHYTpPeHHeM bydepe.

show syslog-servers OTobparkaeT HaCTPONKKM ANA yaanéHHbIX syslog-cepsepos.

[pumepbl UC016308AHUA KOMAHO

= BK/IOUYUTb PErUCTPaLmio OWMBOYHbIX COOBLLEHMIA HA KOHCOU:

consolet#configure
console (config) #logging on
console (config) #logging console errors

= OuunctuTb daiin KypHana:

consolef#clear logging file
Clear Logging File [y/nly

5.20 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

®YHKUMA 3epKaIMPOBaHUA MOPTOB NpeAHasHayYeHa A7 KOHTPOJA CeTeBOoro Tpaduka nytem
NepecblIKM KOMUI1 BXOAALLMX /UM UCXOZALMX NAKETOB C OAHOIO UAN HECKOIbKUX KOHTPOMPYEMbIX
NOPTOB Ha OAMH KOHTPOIMPYIOLWMIA NOPT.

K KOHTpo/MpyloLemMy NopTy NPUMEHSAIOTCA Cieaylowme orpaHuyYeHus:

— TopT He MoxKeT BbITb KOHTPOIMPYHOLLUM U KOHTPOIMPYEMbIM MOPTOM OAHOBPEMEHHO;
— TNopT He moKeT BbITb YIeHOM rpynnbl NOPTOB;

— IP-uHTepdenc fonKeH OTCyTCTBOBATL A/1A 3TOrO NOPTa;

— NpoTtokon GVRP gonkeH 6bITb BbIKAOYEH Ha 3TOM MOPTY.
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K KOHTPO/INpyEMbIM NOPTAM NPUMEHAIOTCA cheayrowmne orpaHn4YeHnaA:

— TMopT He MOXKeT BbITb KOHTPONMPYHOLLUM U KOHTPOANPYEMbBIM NOPTOM O4HOBPEMEHHO.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxume rnobanbHon KoHdUrypaumm:

console (confiqg) #

Tabnnua 5.180 — KomaHabl pexknuma rnobanbHom KoHbUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

port monitor mode
{monitor-only | network}

-/monitor-only

3agaet pexkum paboTbl nopTa

- monitor-only — Kagpbl, nocTynatoLwue Ha NopT,
oTbpacbiBatoTCA;

- network — no3sonseT Bectn ob6meH AaHHbIMU.

port monitor remote vlan
vlan_id [cos priority]
[tx]|rx]

vlan_id: (1..4094);

no port monitor remote
vlan vian_id[tx|rx]

priority: (0..7)

Onpeaenexuve VLAN ons yaaneHHOro MOHUTOPWUHTA, B KOTOPbIM
6yayTr  oTobpaxaTbca naketbl € KOHTPOAMPYEMbIX
nHTepdeicos.

YpaneHne VLAN gna yaaneHHoOro MOHUTOPUHSa.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXume KoHdUrypuposaHua nHTepdeliica Ethernet:

console (config-if) #

' | [laHHble KOMaHAbI HeNb3A BbINOJIHATL B peXKUme KOHPUIrypupoBaHUA AuanasoHa
- uHtepdeiicos Ethernet.

Tabnnuya 5.181 — KomaHabl 4OCTyNHble B pexxnme KOHOUrypupoBaHma nHTepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

port monitor
{gigabitethernet gi_port |
tengigabitethernet
te_port} [rx|tx]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

no port monitor

{ gigabitethernet gi_port
I

tengigabitethernet
te_port}

BkntoyaeT YyHKUMIO MOHUTOPWMHFA HA HACTpaMBaemMom
nHTepoerice. [aHHbI MHTepdelic ByaeT KOHTPOAMPYIOLLMM
NopTOM ANA YKa3aHHOro B KOMaHAe KOHTPOIMPYemoro nopTa.
- gi_port/te_port— KOHTpPONMpPYyEMbII NOPT;
- X — KONWPOBATb MaKeTbl, MPUHATbIE KOHTPO/AMPYEMbIM
nopTom;
- tx — KonupoBaTb MakeTbl, NepeaaHHble KOHTPOAUPYEMbIM
nopTom;
Mpyn OTCyTCTBMM MapameTpa rx/tx ¢ KOHTpoAMpyemoro nopra
KOMMPYIOTCA BCE MaKeTbl.
DYHKLUMA MOHUTOPUHIa MOXKeT bbiTb HacTpoeHa Ha
ABYX NOpTax 04HOBPEMEHHO

BblkNtouaeT OYHKUWMIO MOHUTOPWMHTA Ha HacTpavBaeMoOM
nHTepdeince. [aHHbIi UHTepdelc bGonblie He byaer
KOHTPO/IMPYIOWMM MNOPTOM [ANA YKa3aHHOrO B KOMaHAe
KOHTPO/IMpYyemoro nopra.

port monitor vlan vian_id

vlan_id: (1..4096)

BkntoyaeT  OYHKUMIO  MOHMTOPUHIA Ha  HacTpauBaem

nHTepoerice. [aHHbIM UHTEpdelc ByaeT KOHTPOAMPYIOLLMM

nopTom Ans ykasaHHowu VLAN.

V MopT MOHUTOPUHIa He [AO0/MKEH NpUHaANexaTb K
HacTpauBaemoit VLAN.
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no port monitor vian
vlan_id

MoHUTOPUHT VLAN MO3KeT 6biTb BK/IHOYEH /IMLLb B TOM C/ly4ae,
ecM B CUCTeMe  HacTpoeHo He  bonee  ofHoro
KOHTPO/IMPYIOLL,Ero nopra.
EcnM KOHTPOAMPYIOWMIA NOPT HACTPOeH paHee, TO
V TO/IbKO 3TOT NOPT MOKeT 6biTb UCNONb30BaH ANA
moHutopuHra VLAN.

Ypanaet ykazaHHyo VLAN 13 MOHUTOpPUHTA.

port monitor remote

no port monitor remote

BkitoyaeT  YHKUMIO  YOANEHHOrO  MOHWTOPWHrA  Ha
HacTpanBaemom MHTepodeiice.

BblkitouaeT  GYHKUMIO  YAA/eHHOTO  MOHMTOPWHIa  Ha
HacTpanBaemom MHTepodeiice.

KomaHOowbl pexcuma EXEC

3anpoc KomMaHAHOM CTPoKM B pexkxume EXEC nmeet cneaytowmin Bua;

console>

Tabnnuya 5.182 — KomaHgabl, ocTynHble B pexknme EXEC

KomaHoa

Aelicmeue

show ports monitor

BblBOANUT MHGOPMALMIO MO KOHTPOIMPYIOLLMM U KOHTPOIMPYEMbIM MOPTaM.

[pumepbl 8b1M0AHEHUS KOMAHO

= YcrtaHoBuTb 13 Ethernet nntepdeic koHTponmpytowmm ans 18 nntepdeica Ethernet. Becb
Tpaduk c 18 nHtepdeiica nepegasartb Ha 13.

console# configure
console (config) # interface gigabitethernet 1/0/13
console (config-if)# port monitor gigabitethernet 1,/0/18

=  BbIBECTU MHOOPMALMIO MO KOHTPOANPYIOWMM Y KOHTROIMPYEMbIM NOPTaM.

console# show ports monitor

Source Port Destination Port Type

Status

RX, TX notReady

5.21 CepsBuc watchdog

[aHHbI cepBUC NO3BOAAET NOAYYaTb MHGOPMALMIO O 3aBMCAHUM CUCTEMHBIX MPOLECCOB
KOMMYyTaTopa n/uav aBTomaTUYECKM NepesarpykaTb YCTPOWCTBO B TaKMX CUTYaLUAX.

KomaHObI pexcuma 2n06asab6Hol KoOHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnnuya 5.183 — KomaHabl pexxkuma rnobanbHom KoHbUrypaumm

KomaHoa

3HayeHue/3HayeHue
YMO/YQHUIO

no

Aelicmeue

service watchdog

no service watchdog

-/BbIK/OYEHO

BkntouyaeT cepsuc watchdog.

Bbikntoyaet cepsuc watchdog.
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service watchdog hw-timer

no service watchdog hw-timer

-/BKAIOYEHO

Bk/toyaeT annapatHbii pexum paboTbl cepsuca. B gaHHOM
pexkume cepsuc watchdog pearnpyeT ToNbKO Ha NOAHOE 3aBUCaHWe
Aapa OC KommyTaTopa U NepesarpysKaeT yCTPOMCTBO.

V Wcnonb3oBaHMe fAaHHOrO  pexuma pabotbl  He

pekomeHgyetcsa 6e3 npeABapUTENbHON KOHCYAbTauuu ¢
BbIK/tOYaeT annapaTHblii pexxum paboTbl cepsuca.

service watchdog sw-timer
{reload | logging-only }

no service watchdog sw-timer
{reload | logging-only}

-/reload

TEXHUYECKOI NOAAEPIKKON.
Bk/toYaeT nporpaMmMHbIv pexkum paboTbl cepsuca.
- reload — B cnyyae ob6HapyXKeHWA 3aBUCaHMA KaKoro-nnbo
CUCTEMHOrO MpoLiecca KOMMYTaTOpa NepesarpyaeT ycTPoncTBo ¢
KPaTKMM BbIBOAOM MHbOPMALMK O 3aBUCLLEM MNpOLLECCE.
WcnonbsoBaHue napametpa reload He pekomeHayeTca
V 6e3 npeaBapuTENbHON KOHCY/NbTaLUMM C TEXHUYECKOW
noAaAepXKKoun.
- logging-only — B cnyyae obHapy»KeHUA 3aBUCaHWA Kakoro-nnbo
CUCTEMHOrO npouecca KomMmyTaTopa coxpaHsaeT B

5HeproHe3aBUCHMYIO NamATb CBEJEHMA O 3aBWCLIEM MNpoLecce.
KommyTaTop He nepesarpysaeTcs.

OTKAtOYaeT NPorpaMmHbIN pexum cepeuca watchdog.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KOMaHAHOW CTPOKM MMeeT BUA:

console#

Tabnuua 5.184 — KomaHpabl pexkuma privileged EXEC

Komaroa

3HayeHue/3HayeHue no
YyMOAYAHUIO

Aelicmeue

show watchdog

OTobparkaeT coctosiHMe cepsuca watchdog.

5.22 ®yHKuma sFlow

sFlow — TexHosiormMa, No3BOAAOWAA MOHUTOPUTL TPAPUK B MAKETHbIX CETAX Nepenayn AaHHbIX
nyTeM YacTUYHOM BbIOOPKM TpaduMKa ANA nocnenyowein NHKancyaaumMm B cneumanbHble coobLwenus,
nepenaBaemMble Ha cepBep cbHopa CTaTUCTUKM.

KomaHObI pexcuma 2a06anab6Hol KoOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKuUme rn106anbHON KoHGUrypaumm:

console (confiqg) #

Tabnunua 5.185 — KomaHgb! pexknma rnobanbHoin KoHdurypaumm

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

sflow receiver id
{ipv4_address|ipv6_address|
ipv6z_address|url}

[port port]
[max-datagram-size byte]

no sflow receiver id

id: (1.. 8);
port: (1 .. 65535) / 6343;
byte: nonoxutenoHoe
uenoe uucno /1400
dopmat
IPv4: A.B.C.D
IPV6: X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

3agaeT agpec cepsepa cbopa cratucTmkrm sflow.

- id — Homep sflow-cepBepa;

- IPv4, IPv6, IPv6z — IP-agpec;

- url — BOMeHHOE UMA XOCTa;

- port — Homep NopTa;

- byte — makcMManbHOe KONMYecTBo HaiT, KOTopoe MoXKeT
6bITb OTMNPaB/AEHO B OAMH NaKeT AaHHbIX.

Ypanset agpec cepsepa cbopa ctatuctukm sflow

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHPUrypuposaHua nHtepoeiica Ethernet:
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console# configure

console (config) # interface {gigabitethernet gi port|

te port}

console (config-if) #

tengigabitethernet

Tabnunuya 5.186 — KomaHapl pexxnuma KoHdurypupoBaHua nHtepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmesue

sflow flow-sampling [max-
header-size bytes]rate id

no sflow flow-sampling

bytes:(20 .. 256)/128
rate: (0, 1024..107374823)
id: (0..8)

3afaeT cpeaHIOld CKOPOCTb BbIGOPKM NakeToB. WTOrosas
CKOpoCTb BbIGOPKM cuuTaetca Kak 1/rate*current_spped
(current_speed — Tekyw,an cpegHAA CKOPOCTb).

- rate — cpeAHAA CKOPOCTb BbIBOPKK NaKeTos;

- id — Homep sflow-cepBepa;

- bytes — MaKcMmanbHOe Ko/M4ecTBo 6aiT, KoTopoe byapet
CKOMMPOBaHO M3 06pasLia Nakera.

OTKNKOYAET CYETUYMKM BbIBOPKM Ha NOpPTY.

sflow counters-sampling
secid

no sflow counters-
sampling

sec: (0, 15 .. 86400)
id: (0.. 8)

OnpepensaeTr MaKCMMasibHbI UHTEPBAZ MeXAy YCneLwHbIMK
BbIOOPKaMK NaKeToB.

- SeC - MaKCMManbHbI MHTEPBAN MeXAY BbIGOPKaMKU, CEKYHADbI.
3HauyeHune «0» OTKNtOYaEeT BbIOOPKY;

- id - Homep sflow-cepBepa (3agaetca komaHaol sflow receiver
B rnobanbHOM pexkume KoHoUrypaumm).

OTK/IlOYaeT cYEeTYMKM BbIBOPKKM HA NOPTY.

KomaHOb1 pexcuma EXEC

3anpoc KOMaHAHOM CTPoKKM B pexkume EXEC umeet chegytowmii Bua;

console>

Tabnnuya 5.187 — KomaHabl, AoCTynHble B pexmme EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show sflow configuration
[gigabitethernet gi_port |
tengigabitethernet te_port]

clear sflow statistics
[gigabitethernet gi_port |
tengigabitethernet te_port]

show sflow statistics
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

BbiBOAMT HacTpoiku sflow.

Ounwaet ctatucTuky sFlow. Ecam uHTepdeiic He yKasaH,
KOMaHZa OYMLLAET BCE CYETYMKM CTAaTUCTUKM sFlow.

OTobparkaeT cTatUcTUKy sFlow.

[pumepbl 8b1M0AHEHUS KOMAHO

= YcraHosuTb IP-agpec 10.0.80.1 cepsepa 1 ana cbopa ctatuctukm sflow. Onsa ethernet-
nHTepdeiicos gl-g24 ycTaHOBUTbL CPEAHIO CKOPOCTb BbI6OPKM naketos - 10240 K6uUT/c 1
MaKCMMasbHbI MHTEPBaA MeXAay ycrnelwHbiMM BbiIbopkamu nakeTos — 240 c.

console#configure
console (config) #sflow receiver 1 10.0.80.1

console (config) #finterface range gigabitethernet 1/0/1-24
console (config-if-range) #sflow flow-sampling 10240 1
console (config-if) #sflow counters-sampling 240 1
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5.23 ®OYHKUMM AUArHOCTUKU GU3NYECKOro YPOBHSA

CeTteBble KommyTaTopsbl cepumn MES3000 coaepKaT annapaTHble M NporpammHble cpeacTsa 4nA
ONArHOCTUKN GU3NYECKUX MHTEPDENCOB M INHUIA CBA3M. B nepeyeHb TeCTUPYEMbIX NapameTpoB BXOAAT
cnepywowme:

[ns aneKkTpuyecknx nHTepdencos:

—  AJIMHa Kabens;
—  paccTosiHMe A0 MecCTa HeUCMNPaBHOCTM — 06pbiBa N 3aMbIKaHUSA.

[ns ontnyeckux nHtepodeicos 1G n 10G:

— nNapameTpbl NTNTAHNA — HAaNpPAXeHNeE U TOK;
— BbIXOAHaA oNTU4YeCKaAa MOLWLHOCTb,
— ONTUn4eCKaAa MOLWHOCTb Ha npuneme.

5.23.1 AuazHocmuka medHo20 Kabens

v

OueHKa agnunHbl Kabena npu ncnonb3oBaHUM KOMaHAb! 'show cable-diagnostics cable-length'
BbINOJIHAEGTCA NO  Be/JMYMHE  3aTyXaHua  curHana. OPyHKuua  green-ethernet,
noaaep)XMBaemas KOMMYTaTOPOM, YMEHbLUAET YypOBEHb MepenaBaemMoro CUrHana npu
OTCYTCTBUM AKTMBHOCTU Ha JIMHUM U MO3TOMY KOPPEKTHOE U3MepeHue pAJIMHbl Kabens
CTAaHOBUTCA HEBO3MOXHbIM Ha YCTPOICTBE, NPUHMMAatOLWeM ocnabneHHblii curHan. B ceasm ¢
3TMM Heo6Xo0A4MMO Ha Bpems U3mepeHuit 4AnHbl Kabens oTkaoYaTb pexkum green-ethernet
Ha yAa/NeHHOM YCTpOUCTBe.

Mo ymonuaHuio Ha KommyTtatopax cepum MES3000 pexkum green-ethernet BKaloueH.
[onyctumas norpewHocTb U3MepeHua onpeaensercs pasbpocom napameTpoB JIMHUWN U
coctasnseT 6 m.

KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnuua 5.188 — KomaHabl ANarHOCTUKM MeaHOro Kabens

KomaHoa 3HavyeHue Aelicmeue

test cable-diagnostics tdr

interface {gigabitethernet gi_port: (1..8/0/1..24); | BbinonHAeT BuUpTyanbHOe TecTupoBaHuWe Kabena AanA
gi_port | tengigabitethernet te_port: (1..8/0/1..4). | ykasaHHOro nHTepdeiica.
te_port}

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOM CTpoKKM B pexkume EXEC umeet cnegytowmii Bua;

console>
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Tabnuua 5.189 — KomaHabl ANarHOCTUKM MeaHOro Kabens

KomaHda

3HayeHue

Aeiicmeue

te_port]

show cable-diagnostics tdr
interface [gigabitethernet
gi_port | tengigabitethernet

show cable-diagnostics
cable-length interface

[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4).

OTob6parkaeT pesynbTaTbl nocnesHero BMPTYaNbHOro
TecTMpoBaHus Kabens Ana ykasaHHOro uHTepdeiica (ecim Homep
ropTa He 3aaH, TO KOMaHAa BbIMOHAETCA AR BCeX NOPTOB).

Otobparkaet npesnoNoKUTENbHYIO ANVHY Kabens,

NOAK/OYEHHOrOo K YKasaHHOMY MHTepdelicy (ecan Homep nopTa

He 3aaH, TO KOMaHAa BbINONHAETCA A/1A BCEX MOPTOB).

V UHTepdeiic pomkeH 6biTb aKTUBHbIM M pabotatb B
pexume 100 M6uT/c nam 1000 M6ut/c.

7 MakcumanbHaa AnuHa Kabensa npu TeCTUPOBAHMM He AONKHA COCTaBAATb Gonee 120

MeTpOoB.

[pumepebl 8b1M0AHEHUA KOMAHO

= [lpoTectnpoBaTb NopT 24:

consolef#test cable-diagnostics tdr interface gigabitethernet 1/0/24

console#test cable-diagnostics tdr interface GigabitEthernet(0/24

Port Pair Result

gil/0/24 1-2 Open
3-6 Open
4-5 Open
7-8 Open

Length [m] Date

10 14-Mar-2014 13:41:43
10
10
10

Huxe npuBeaeHbl BO3MOXKHbIe 3Ha4YeHMA pe3y/IbTaToB Tecta No napam:

e Test failed — ¢usmyeckan HemcnpaBHOCTb;
e OK — napa B nopagke;

e Open — pa3spbiB;

e Short — KOHTaKTbl Napbl 3aMKHYTbI;
¢ Impedance-mismatch — pasHuUa B CONPOTUBAEHMM (CNMLWIKOM BO/bLIOE 3aTyXxaHWe B

NINHUK);

e Short-with-pair — 3ambikaHVe mexay napamu;
e Not tested — TecTMpoBaHuMe He NPOBOANNOCh.

- lMoKa3aTb pe3ynbTaTbl NOCNeAHero TeCTMpoBaHUA:

consolef#show cable-diagnostics tdr

gil/0/1
gil/0/2
gil/0/3
gil/0/4
gil/0/5
gil/0/6
gil/0/7
gil/0/8
gil/0/9
gil/0/10

Result Length [meters] Date

Not
Not

console#show cable-diagnostics tdr

OK -
tested
tested

Short cable 4

Not
Not
Not
Not
Not
Not

tested
tested
tested
tested
tested
tested

14-Mar-2014 13:48:12

14-Mar-2014 13:51:08
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gil/0/11 Not tested
gil/0/12 Not tested
gil/0/13 Not tested
gil/0/14 Not tested
gil/0/15 Not tested
gil/0/16 Not tested
gil/0/17 Not tested
gil/0/18 Not tested
gil/0/19 Not tested
gil/0/20 Not tested
gil/0/21 Not tested
gil/0/22 Not tested
gil/0/23 Not tested
gil/0/24 Open cable
tel/0/1 Fiber

tel/0/2 Fiber

tel/0/3 Fiber

tel/0/4 Fiber

10 14-Mar-2014 13:41:43

5.23.2 luaezHocmuka onmu4yecKko2o0 mpaHcueepa

CDyHKLI,Mﬂ ANArHOCTUKN MO3BONAET OUEHUTb TeEKyullee COCToOAHME ONTUYECKOro TpaHCUBEPaA U

ONTUYECKOM NUHUM CBA3MK.

Bo3MOKeH aBTOMATUYECKUI KOHTPONb COCTOAHMA NNHWUIA CBA3W. [NsA 3TOro KOMMYTaTop
nepuoaMyeckn onpallinMBaeT napameTpbl ONTUYECKUX MHTepdelcoB U CpaBHMBAET UX C MOPOroBbIMU
3HaYeHUAMM, 3aaHHbIMU NPON3BOAUTENAMMN TPAHCUBEPOB. MpU BbiIXxode NapaMeTpoB 3a AOMNYCTUMble

npeagensbl

KommyTaTop dopmupyeT npeaynpexaalowme U aBapuiiHble coobLeHus.

B cny4yae

HEO6XO[1,MMOCTM noporosble 3HAYEHNA MOTyT 6bITb nepeonpeaeneHbl agMUMHUCTPATOPOM.

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbuUrypaumm:

console (config) #

Tabnunua 5.190 — KomaHabl pexxknma rnobanbHomn KoHdurypaumm

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHoa

Aelicmeue

optical-transceiver
threshold notify-interval

interval interval: (30..3600)/600 cek

no optical-transceiver
threshold notify-interval

YcTaHaBAMBaeT MUHMMA/IbHBIN MHTEPBaN BPEMEHU MEXKIY
bopmMmupoBaHEeM MHPOPMALMOHHBIX COOBLLEHMI syslog/snmp.
CoobuieHunsa GopMUpYIOTCA B C/IyYae BbIXO4a NapameTpos
ONTMYECKOM NMHUK 33 AONYCTUMbIE Npeaenbl.

YcTaHaBAMBaeT 3HaYeHue MHTEepBasaa No YMO/IHaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoOHPUrypuposaHma nHtepoeiica Ethernet:

console#configure

console (config) #interface {gigabitethernet gi port|

te port}
console (config-if)#

tengigabitethernet

Tabnnuya 5.191 — KomaHapl pexxuma KoHPurypupoBaHua nHtepdeica Ethernet

3HayeHue/3HayeHue no
YMONYAHUIO

KomaHoa

HAelicmeue

optical-transceiver
threshold action

{ parameter | all } { none |
syslog | snmp-trap }

parameter: (current, input-
power, output-power,
temperature, voltage)

HasHauaeT gelicTeue (He BbINONHATL AeMCTBUM, reHepauun
syslog-coobuieHus, reHepaLmsa snmp-Tpana), KOTOpoe LOKHO
6bITb BbINOJIHEHO NPU BbIXOAE NapameTpa «parameter» 3a
AonycTUMble npeaenbl.

[eiicTBre No ymoNUyaHuIo «nonex.
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Bo3MoOXHble TMNbl NapameTpos

- current —TOK NUTaHWA TPaHCMBeEpPa;

- voltage — HanpsaxeHWe NUTaHUA.

- input-power — MOLLHOCTb ONTUYECKOrO CUrHaNa Ha Npuéme;
- output-power — MOLLHOCTb NepesaBaemMoro onNTUYecKoro
CUTHana;

- temperature — Temneparypa.

optical-transceiver
threshold values
parameter high-alarm
high-warning low-warning
low-alarm

parameter: (current, input-
power, output-power,
temperature, voltage)

no optical-transceiver

YKa3blBaeT NOPOroBble 3HaYeHuA, NP NPEBbILEHNN KOTOPbIX
6yAeT NpoMcxXoauTb reHepauma syslog/snmp coobuieHns aas
YKa3aHHOro napamerpa:

- current — cuna TOKa;

- input-power — MOLLHOCTb BXOAALLEro CUrHana;

- output-power — MOLWHOCTb NUCXOAALLLEro CUTHaNa;

- temperature — TemnepaTypa;

- voltage — HanpAXeHue;

- high-warning, low-warning — BEpXHUIN 1 HUXHUIA Npeaenbl
41A GOpMUPOBaHUA NpeaynpexaatoLmx CoobLWeHNI;

- high-alarm, low-alarm - BepxHuiA U HUKHWI Npeaensl gns
dopmUpoBaHNA aBapUNHbBIX COOBLLEHMN.

JonycTumblli AMana3oH 3HAYEeHUIM o5 NapameTpoB:
current: 0...131000 mKA

input-power: -40000...8200 mdBm

output-power: -40000-8200 mdBm

temperature: -127...127 °C

voltage: 0...6550 000 mkB

MoporoBble 3HaYeHMA 334a0TCA B YKa3aHHbIX eAUHULAX.

Ypanaet 3agaHHble Nosib30BaTeNieM Noporosble 3HavyeHua ana

threshold values YKa3aHHOro  napameTpa. 3HayeHWa Mo YMOJYaHMIO
parameter CYMTbIBAKOTCA U3 TPAHCUBEPA NPU YCTaHOBKeE.
3anpoc KoMaHAHOM cTpoKK B pexkume EXEC nmeet cneayrowmin sua;
console>
Tabnnuya 5.192 — KomaHaa AMarHoCTMKKM ONTUYECKOTO TPaHCMBEPa
KomaHoa 3HavyeHue Aelicmeue
show fiber-ports
- - - OtobpakaeT  pe3ynbTaTbl  AMArHOCTMKM  OMTUYECKOro
optical-transceiver [interface .
L . gi_port: (1..8/0/1..24); | TpaHcuBepa.
{gigabitethernet gi_port | .
L. te_port: (1..8/0/1..4). | - detailed — noagpobHaa guarHocTUKa, eeprom-napameTpsbl
tengigabitethernet te_port}] ToaHCHBEDa
[detailed] P pa.
show fiber-ports
o.ptlcal-trans'cew.er theshold gi_port: (1..8/0/1..24); | OtobpaxaeT  TeKywme HaCTPOMKM aBTOMaTUYECKOro
linterface {gigabitethernet te_port: (1..8/0/1..4) MOHWUTOPUHTA BbIDPaHHOIo NopTa UM BCEX MOPTOB CUCTEMDbI
gi_port | tengigabitethernet —port: {L.. o P P P P ’
te_port}]

[pumep 8binosHEHUS KOMAHObI:

swl#show fiber-ports optical-transceiver interface gil/0/24 detailed

Port Temp Voltage Current Output Input LOS Transceiver
[C] [V] [mA] Power Power Type
[mW / dBm] [mW / dBm]
gil/0/24 58 3.25 20.09 0.58 / -2.30 0.00 / -40.00 Yes Fiber

186

Ethernet-kommymamopesi cepuu MES3000




HELTEX

Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current

Output Power - Measured TX output power in milliWatts

Input Power - Measured RX received power in milliWatts

LOS - Loss of signal

N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Transceiver information:
Vendor name: OEM
Serial number: SX31221300026
Connector type: LC
Type: SFP/SFP+
Compliance code: 10GBASE-LR
Laser wavelength: 1310 nm
Transfer distance: 10000
Diagnostic: supported

Tabnuua 5.193 — MNapameTpbl ANArHOCTUKMU ONTUYECKOTO TPaHCUBEpPa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpsaxeHune nuTaHmA TpaHcMBepa.
Current OTKNOHEeHWe TOKa Ha nepejave.
Output Power BbIxoAHaA MOLLHOCTb Ha nepegaye (MBT).
Input Power BxoAHas MOLLHOCTb Ha npueme (MBT).
LOS MNoTepsa curHana.

Mpu noapobHoW AguarHoctuke ana napamerpos Temp, Voltage, Current, Power usmepeHHble

3HaueHna BbIBOAATCA Ha gucnnei. MNpu 06bIYHON AMArHOCTUKE M3MEPEHHble 3HAYeHUA ANA 3TUX
napamMeTpPOB CPaBHMBAIOTCA C AONYCTUMbIMWU, U Ha AUCMNEN BbIBOAUTCA Pe3ynbTaT cpaBHeHus (W, E,

OK).

3HayeHuA pPe3yNbTaToB ANATHOCTUKM U CPAaBHEHUA NapameTpoB:

— N/A — HepocTynHo,

— N/S — He noaaepskmBaeTcs,
— W — npeaynpexaeHue,

— E — owwubkKa,

— OK — 3HayeHue B nopAasake.

5.24 |IP Service Level Agreements (IP SLA)

IP SLA (cornaweHus 06 ypoBHe 06Cy»KMBaHUA B IP-ceTAx) — TEXHONOTNS aKTUBHOTO MOHUTOPUHTA,

ncnonb3ywuwaaca ona namepeHmAa napamMmeTpos 6mepOAEﬁCTBMH KOMMNbKOTEPHbIX ceTeil U KayecTBa
nepegadun AaHHHX.AKTMBHHﬁ MOHUTOPUHT ﬂp&ﬁﬂ?BﬂﬂEfCO60ﬁ NPOAONTHKUTENBHYIO UWNKNNYECKYHO
reHepauuio TpachKa, c6op VIHd)OpMaLI,VIM O €ro NPoxoxaeHunn no Cetn n BegeHne CTatTuCTuKn.

M3mepeHne NapameTpoB CETU MOXKET OCYLLLECTB/IATLCA MPU NOMOLLU PA3ANYHBIX TUMOB onepau,m7|

IP SLA. Tunbl onepaunii pasnnyaloTca NPOTOKOAAaMU reHepupyemoro TpaduKa, a TaKKe meToaamu
NpoBeAeHUA N3MEPEHUI U U3MepAeMbIMU NapameTpamu. TUnbl NOLAEPKNBAEMbIX HA AaHHbIA MOMEHT
onepaumi IP SLA:

— ICMP Echo;
— UDP lJitter.
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[ns ucnonbsoBaHumaA onepaunii IP SLA HeobxoanMMo BbINOAHUTL Caeaytowmue AencTBuA:

— Co3paTb ONepaLmIo HY»KHOTO TMMNa U CKOHOUTYPUPOBaTL e&.

—  3anycTuTb UMKAMYECKOE BbIMO/IHEHME Onepauuu, M MO3BOAUTb €l BbINOJHATLCA B
TeYeHne HeKOTOPOro BPeMEHHM.

— [pocmoTpeTb CTaTUCTUKY, COBPAHHYIO 33 BPEMSA KU3HW onepaLun.

— [pK HEOBXOAMMOCTHU, MPEKPATUTb LMKANYECKOE BbINOHEHWE Onepaumu.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHon KoHduUrypaumm:

console (config) #

Tabanuya 5.194 — KomaHgpl pexxnuma rnobanbHom KoHPUrypaumm

KomaHoa 3HayeHue Aelicmesue
ip sla operation index index: (1..20) MepeiTn B KOHTEKCT KOHOUIYPMPOBAHUA ONepaLmu.
no ip sla operation index T Yaanutb cywectaytoLyto onepaumto IP SLA.

KomaHObl pexcuma privileged EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnuya 5.195 — KomaHapl pexuma privileged EXEC

KomaHoa 3HayeHue Aelicmesue
set ip sla start index index: (1..20) 3anyCcTuTb UMKANYECKOE BbIMOJIHEHME OMNepauum.
set ip sla stop index T OCTaHOBUTb LMK/IMHECKOE BbIMOIHEHWE Onepaumm
show ip sla statistics index index: (1..20) OT106pasunTb CTaTUCTMKY AA onepaumu IP SLA.

CtaTucTMKa onepaumii IP SLA umeeT obwmii ana Bcex TMNOB onepauuii 3aro0BOK:

IP SLA Statistics for Index 8
Operational state of entry: Active
Type of operation: udp-jitter

roe

— IP SLA Statistics for Index — Homep onepaumn, A1A KOTOpPO oTobparkaeTca CTaTUCTUKa;
— Operational state of entry — cTaTyc BbINOJIHEHWNA ONEPaLMK:

= Active — onepauma akTUBHA U B J@HHbI MOMEHT Haxo4MTCA B MPOLLECCE LMKANYECKOTO
BbINO/IHEHUS;
= |nactive — onepaunsa He aKTUBHA, HAXOAUTCA B PEXMME OXMAAHMA U AOCTYNHa ANA
KOHOUIypupoBaHums.
— Type of operation — tvun onepauun IP SLA. MpuMHMMaeT oAHO 3HayeHue M3 CrucKa
noaaeprKMBaeMbIx onepauui.

an nepesoae onepaunn B COCToAHNE «Active» cTtatnctuka onepauumn o4nuaeTca. Cratuctmka
HaKan/inBaeTCA 3a TO BPEMA, NMOKa onepaumna Haxogutca B 3STOM COCTOAHUN. Cratuctuka COXpaHAEeTCA
nocne npexkpaweHna ULMKAN4YeCcKoro BbinosiHEHNA onepaunn n nepexoga B COCtoaHne «Inactive» go Tex
nop, NOKa onepauna CHoBa He 6y/:|,eT nepesegeHa B akTUBHOE COCTOAHME.

bonee noapobHaa uHPopmauMA O copepKaHMW CTAaTUCTUKM NpeacTaB/iieHa B pasgenax,
OMMCbIBAKOLLMX TUNbI onepaumit IP SLA.
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5.24.1 Onepayus ICMP Echo

Mpu Kaxkgom BbinonHeHMM onepaummn ICMP Echo yctpolictBo otnpasnseTr ICMP Echo request
cooblleHne Ha aapec Ha3HavyeHWs, oXuaaeT nosayvyeHus coobuweHuns ICMP Echo reply w namepset
Bpems [ABYCTOpPOHHero npoxoxaeHuma |ICMP-naketa. Onepauua ICMP Echo Takxe npepoctasnset
MHOOPMALMIO O MUHUMANIBHOM, CPEAHEM U MAKCMMA/NIbHOM BPEMEHHbIX 3HAYEHUAX U KOAMYecTBe
N3MepeHuin, 3aBEPLUMBLLMXCA HEYAAYHO NO TOM AN UHOW NPUYNHE.

KomaHObI pexcuma co30aHus onepayuli IP SLA

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexume co3gaHus onepaumi IP SLA:

console (config-ip-sla)#

Tabnuua 5.196 — KomaHabl pexkmma cos3gaHua onepaunii IP SLA

KomaHda 3HayeHue

Aelicmesue

icmp-echo target-address
[source-address source-
address] [source-
interface source-
interface]

source-interface:
gi_port(1..8/0/1..24);
te_port(1..8/0/1..4)

Cozpatb onepaumto ICMP Echo.

- target-address — |IPv4-agpec, Ha KoTopbiv byayT
otnpasnsatees ICMP Echo request coobuweHus;

- source-address — |Pv4-agpec, noacTaBAstoWMnCa B
3arosioBok ICMP-naKkeTa, onuMoHanbHbIN NapamMeTp;

- source-interface — NopT, C KOTOPOro OCYLLECTBAAETCA
OTMNpPaBKa NAaKeTOB, ONLUMOHA/IbHLIV NapameTp.

!

MapameTpb! target-address, source-address u source-interface moryT 6biTb
onpepaeneHbl TONbKO NPU CO34aHUM ONepaLmMm U HeAOCTYNHbI ANA AalbHEALWEro

peAaKkTMpoBaHuA. QA 3agaHuA A4pyrux napameTpoB Heo6XoAMMO yaanuTb
CYLLECTBYIOLLYIO ONEPALUIO U CO3A4aTb HOBYIO.

KomaHObI pexcuma KoHgu2ypuposaHusa onepayuu ICMP Echo

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypuposaHua onepauymm ICMP Echo:

console (config-ip-sla-icmp-echo) #

Tabnunua 5.197 — KomaHapl pexkuma KoHdurypmuposaHua onepauum ICMP Echo

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHda

Aelicmeue

f
requency sec sec: (1..128)/60 ¢

no frequency

YcTaHOBUTL YacToTy BbinonHeHus ICMP Echo onepauuu B
CeKyHAaax.
- sec — y4acTtota BbinonHeHua ICMP Echo onepauuit B
CeKyHAax.

YCTaHOBUTb 3HAYEHME YAaCTOTbl MO YMOMYAHMUIO.

timeout msec msec: (1..3600000)/1000

mcC

no timeout

YCTaHOBUTbL  TalmayT  onepauuu ICMP Echo B
MWAINCEKYHAAX.
- msec — 4actoTa BbinonHeHus ICMP Echo onepauuit B

MUWNNNCEKYHOAX.

YCTaHOBUTb 3HaYeHue TaVlmayTa no YMON4YaHUIO.

t-data-size byt
request-cata-size bytes bytes: (1..1432)/56 6aiit

no request-data-size

YcTaHOBUTb KoaiyecTBo 6aiiT, nepegasaembix B ICMP-nakeTe
B KauecTBe AaHHbIX (payload).
- bytes — KonmyecTBo 6alT.

YCTaHOBWTL 3HaYeHWe KonunyecTsa 6anT no YMO4aHUIO.

tos byte byte: (1..255)/0

no tos

YCTaHOBUTbL  3HayeHWe  baliTa Type of Service,
nepegatolLLeroca B 3aronoBKe |P-naketa B none Differentiated
Services Field.
- byte — 3Ha4eHwue baiita Type of Service B none Differentiated
Services Field.

YCcTaHOBWTL 3HaueHue baiiTa Type of Service No ymon4aHuio.

Ethernet-kommymamopesi cepuu MES3000

189



HELTEX

tag string 3a/aTb TEKCTOBbIN Ter ANA onepauuu.

no tag Y6paTb TEKCTOBLIN Ter.

string: (1..63) cumBosioB

!

[Ona HopmanbHoOro BbinonHeHus onepauun ICMP Echo pekomeHayeTca ycTaHaBAUBATD
3HauYeHMe YacToTbl BbINONIHEHUA onepauumn 601blIMM, Yem 3HaUEHUE TalmayTa
onepauuu.

= [lpumep BbIBOAA CTAaTUCTUKM Ana onepauum ICMP Echo:

IP SLA Statistics for Index 12
Operational state of entry: Active
Type of operation: icmp-echo
Latest operation return code: OK
Latest latency value: 7 ms
Latency values:
Number of operations: 2182
Latency Min/Avg/Max: 1/6/18 ms
Number of successes: 2178
Number of failures: 4
Failed operations due to TimeOut/Unable Send/Bad Reply: 4/0/0
Failed operations due to Unreachable Net/Host/Protocol: 0/0/0
Failed operations due to Exceeded TTL/Time of reassembly: 0/0

roe:

— Latest operation return code — Kopg, 3aBeplieHna nocaegHel BbINONHEHHOM onepaLmu:
= OK — ycnewHoe 3aBepLueHMe npeablayLien onepauum;
*  Failed — Heyga4yHoe 3aBepLUeHMEe NocaeaHeN NOMNbITKU USMEPEHUS.
— Latest latency value — 3HayeHMe NocnegHEero ycrnewHo MU3MepeHHOro nepnoaa BpemeHm
npoxoxgeHuna ICMP-nakeTa.
—  Number of operations — Konn4ecTBO NPOBEeAEHHbIX 3aMyCKOB ONepauum.
— Latency Min/Avg/Max — MUHUMAa/IbHOE, CPeAHEee U MaKCMMasibHOE 3HaYeHMsA BpeMeHU
NPOXOXKAEHMA NaKeTa, MOACYNTAHHbIE 33 BPEMSA XKU3HM OnepaLmu.
—  Number of successes — KONMYECTBO YCMNELIHO 3aKOHYEHHbIX ONepauuii.
—  Number of failures — KonnyecTBo HeyAauYHO 3aKOHUYEHHbIX ONepaLuuid.
—  Failed operations — c4éTunKM, oTobparkalowme KONMYECTBO U3MEPUTE/bHbIX Onepauuii,
3aKOHUMBLUMXCA C COOTBETCTBYHOLLMM KOZOM OLINOKM.

5.24.2 Onepayus UDP litter

Kaxpgasa onepauma UDP Jitter nHMUMmMpyeT oTnpaBKy Nocnef0BaTeIbHOCTU U3 HEeCKobKux UDP-

naketos. MocnenoBaTeNbHOCTb XapaKTepuU3yeTca TaKMMKM NapameTpamu, Kak KOJAMYECTBO MaKeToB B
NocNefoBaTe/IbHOCTU M BPEMEHHOM MPOMEXKYTOK Mexay oTnpaBiaeHuamu. OCHOBHOMN uM3mepsaemoi
XapaKTEPUCTUKON ABNAETCA AKUTTEP — U3MEHEHME MEKMNAKETHOIO BPeMeHHOro MHTepBana. Onepayus

UDPJ

itter Tak)Ke nossonsAet N3MepPATb ABYCTOPOHHEE N OAHOCTOPOHHEE BPpEMA NPOXOXKAEHNA NAKETOB

OT OTNpaBuTeNsa K nonyyaTento n obpaTHo. Jaa nsmepeHus BpemeHn npoxoxkaeHnsa UDP-nakeToB B

o4HY
ycTpo

!

© oy,

CTOPOHY HeobxoAMma TOYHAA CMHXPOHM3aAUMA 4YacoB Ha OTNPABAAOWEM M MPUHUMAIOLLEM
ncTBax.

Onepauua UDP litter TpebyeT nogaepKku Ha yaanéHHom yctpoiictee pyHKUMOHana IP
SLA 1 He coBMeCTUMa C YCTPOMCTBAMM A pYrux npousBoguteneid.

Ona nsmepeHua spemeHu npoxoxaeHna UDP-nakeToB B 04HY CTOPOHY Heobxoguma
TOYHAA CUHXPOHM3ALMUA YACOB HA OTNPABAAIOLLEM U NPUHMMAIOLLLEM YCTPOMCTBAX.
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MNepepn cospaHmem onepaunmn UDP Jitter Heo6x0aMMO BbINONAHUTL HacTponky UDP-nopTtos ansa IP
SLA Responder Ha yaanéHHOM yCTPOMCTBE, C KOTOPbIM npoucxoaut obmeH naketamu. 3tot UDP-nopt
cnepyeT yKasaTb Npu co3gaHum onepaunm UDP Jitter B KauecTBe nopTa Ha3HayeHUA.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHom KOHOUrypaLmm:

console (confiqg) #

Tabanuya 5.198 — KomaHapl pexxnuma rnobanbHom KoHPUrypaumm

KomaHoa 3HayeHue Aelicmeue

Bkatountsb IP SLA Resonder n ycTaHOBMTb NPOCAYLINBAEMbIN
nopt ana onepaumn UDP litter.
port: (1..65535) - port —HOMep nopTa.

ip sla responder udp_jitter
port

no ip sla responder

. OtkntounTs IP SLA Responder.
udp_jitter

KomaHObI pexcuma co30aHus onepayuli IP SLA

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume co3gaHus onepaumi [P SLA:

console (config-ip-sla)#

Tabanuya 5.199 — KomaHapl pexxknuma cosganHus onepaumii IP SLA

3HayeHue/3Ha4yeHue no .
KomaHda / Aeiicmeue
YMOAYAHUIO

Cospatb onepauuto UDP lJitter.
- target-address — |IPv4 appec, Ha KoTopbii 6yayT
otnpasnatbca UDP-nakeTbl;

udp-jitter target-address target-port: (1..65535);
- target-port — UDP-nopT Ha3HayeHMA, A0MKEeH COBNagaTh C
target-port [source- source-port: UDP-nopToMm, HAaCTPOEHHbIM Ha pecnoHaepe;
address source-address] (1..65535)/61040; prom, P P AEPE; N
- source-address — IPv4 agpec, nogcTaBnstoWwmnines 8
[source-port source-port] num-packets: (1-1000)/10
3aronosok UDP-nakerTa;
[num-packets num- Naketoe; - num-packets — konnyectso UDP-nakeToB B KaxaoM
packets] [interval interval] interval: (1-60000)/20 mc p A
nocnenoBaTeNbHOCTY;
- interval — BpeMeHHOM NPOMEKYTOK MeKay NakeTamu B
nocnenoBaTe/IbHOCTU.

MapameTpbl KomaHabl «udp-jitter» moryT 6bITb onpegeneHbl TONbKO NPU CO34aHUM
onepauuu M HeAOCTYNMHbl ANA Aa/NbHENWero PeAakTMPOBaHUA. ONA 3ajaHuA Apyrux
napameTpoB He06X0AMMO YAANUTb CYLLECTBYIOLLYIO ONepaLUio U CO34aTb HOBYIO.

KomaHObI pexcuma KoHgu2ypuposaHusa onepayuu UDP Jitter

BunAa 3anpoca KoMaHAHOM CTPOKM B pexxnume KoHPurypuposaHua onepaumm UDP lJitter:

console (config-ip-sla-udp-jitter) #

Tabnnuya 5.200 — KomaHapl pexknuma KoHurypuposaHua onepaumnmn UDP litter

3HayeHue/3HayeHue no

KomaHda Aelicmeue
YMOAYAHUIO

YCTaHOBUTb 4acToOTy BbiNOAHEeHMA onepauun UDP litter B

frequency sec cexyRaax. .
sec: (1..128)/60 cek - Sec —4acToTa BbINoAHeHus onepaunn UDP Jitter B
CEeKyHIaXx.
no frequency YCTaHOBWTb 3HaYEHME YacTOTbl MO YMOYAHMIO.
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timeout msec msec: (1..3600000)/1000

McC

no timeout

YcTaHOBUTb TalimayT onepaumu UDP Jitter B MunnucekyHaax.
- msecs —4acToTa BbINoAHeHMA onepauum UDP litter B
MW/IUCEKYHAX.

YCTaHOBWUTb 3HAYEeHWe TaliMayTa No YMOYAHUIO.

t-data-size byt
request-data-size bytes bytes: (20..1432)/30 Gaiit

no request-data-size

YcTaHOBUTL KoAMYecTBo H6alT, nepeaasaemblix 8 UDP-nakerte
B KauecTBe AaHHbIX (payload).
- bytes — KonnyecTBo 6anT.

YCTaHOBWUTb 3HaYeHWe KoaunyecTsa 6anT no YMO4aHUIO.

YcTaHOBUTL  3HayeHune  banta Type of  Service,
nepeaatouieroca B 3aronoske |P naketa B none Differentiated

tos byte Services Field.
y byte: (1..255)/0 . .
- byte — 3HaueHue baite Type of Service B none
Differentiated Services Field.
no tos YcTaHOBWUTL 3HaYeHwue baiita Type of Service no ymonyaHuio.
. 3a/aTb TEKCTOBbINM Ter A8 onepauuu.
tag string . 'u', . A pay
string: (1..63) cumBonoB - String — TEKCTOBbIW Ter.
no tag Y6paTb TEKCTOBbIN Ter.

Mpumep BbIBOAA CTAaTUCTMKM anAa onepaummn UDP Jitter:

IP SLA Statistics for Index 2
Operational state of entry: Active
Type of operation: udp-jitter
Latest operation return code:
Latest latency value: 7 ms
Latency two-way values:
Number of Latency two-way samp
Latency Min/Avg/Max: 5/7/24 ms
Latency one-way values:
Number of SD Latency samples:
Number of DS Latency samples:
Source to Destination Latency
Source to Destination Latency
Destination to Source Latency
Destination to Source Latency
Jitter values:
Source to
Source to

Destination
Destination
Source to Destination
Source to Destination
Destination to Source
Destination to Source
Destination to Source
Destination to Source
Packet Loss values:
Out Of Sequence:
Number of successes: 91
Number of failures: 0

positive
positive
negative
negative
positive
positive
negative
negative

0

Operations failed due to Unreachable
Operations failed due to Exceeded TT

Operations failed due to TimeOut/Unable Send/Bad Reply:

OK

les: 455
0
0
one way Min/Avg/Max: 0/0/0 ms
one way Sum: 0 ms
one way Min/Avg/Max: 0/0/0 ms
one way Sum: 0 ms
jitter Min/Avg/Max: 1/2/20 ms
jitter Num/Sum: 272/706 ms
jitter Min/Avg/Max: 2/3/6 ms
jitter Num/Sum: 91/311 ms
jitter Min/Avg/Max: 1/2/17 ms
jitter Num/Sum: 96/241 ms
jitter Min/Avg/Max: 1/1/6 ms
jitter Num/Sum: 29/46 ms
0/0/0
Net/Host/Port/Prot: 0/0/0/0
L/Time of reassembly: 0/0

CTaTUCTUKA OAHOCTOPOHHEro TMPOXOXAEHUA MaKeTOB MOMKeT 6biTb nycrta u3-3a
OTCYTCTBMA CUHXPOHU3ALMM BPEMEHMW Ha YCTPOMCTBAX U BO3HMKHOBEHUA HEKOPPEKTHbIX

. 3HauYeHUi.
roe:
— Latest operation return code — Kop, 3aBepLUEeHNA NOCAeAHEeN BbINOJHEHHON onepaLuu:
=  OK — ycnelHee 3aBepLleHMe Npeablaylueit onepaumm;
= Failed — HeypayHoe 3aBepLIeHME NOCAeAHEN MONbITKU USMEPEHUA.
— Latest latency value — 3HayeHMe nocnegHen ycnewHoO WM3MEPEHHOM ABYCTOPOHHEM
334EPXKKMU.
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— Latency two-way values —
NPOXOXAEeHUA NaKeToB.

— Latency one-way values —
NPOXOXAEHWUS NaKeTOB:

= SD — oT oTnpaBuTens K nony4vatento (source-to-destination);
= DS — oT nosyyaTtensa K otTnpasutento (destination-to-source).

— Jitter values — cTaTUCTMKa WUW3MepeHUA OAHOCTOPOHHero Axutrepa. OTaenbHO
YUYUTBIBAIOTCA MOJONKUTEJIbHbIE U OTPULATE/IbHbIE 3HAYEHUS OXKUTTEPa B KarKAOM M3
HanpaBAEeHUN.

— Out Of Sequence — KONMYECTBO NaKeTOB, BEPHYBLUMUXCA BHE o4yepeaum.

— Number of successes — KONNMYECTBO YCMELIHO 3aKOHYEHHbIX onepauuin.

—  Number of failures — KonnyecTBo HeyAauYHO 3aKOHUYEHHbIX ONepayuii.

— Failed operations — c4éTunKn, oTobparkatoLmMe KOINYECTBO N3MEPUTESIbHBIX onepauumn,
3aBEPLUMBLLMXCA HEYAAYHO C COOTBETCTBYHOLLMM KOAOM OLUNBKM.

CTaTUCTUKa WU3MepeHnAa ABYCTOPOHHEro BpemMeHUu

CTaTUCTUKa U3MepeHna OAHOCTOPOHHEro BpemMeHUu

5.25 ®yHKuuKM obecneyeHnn 6esonacHoOCTU

5.25.1 ®yHKkyuu obecneyeHun 3auumsi NOPMos

C uenblo NoBbIWeHUs 6e30MacHOCTM B KOMMYTATOPE CYLLECTBYET BO3MOXKHOCTb HACTPOUTb KaKoM-
NnMbo NopT TaK, YTobbl AOCTYN K KOMMYTaTOpy Yepes 3TOT MOPT NPeAoCcTaBAANCA TONbKO 3a4aHHbIM
ycTpoiictBam. ®DyHKUMA 3aWuTbl MOPTOB OCHOBaHa Ha onpegeneHun MAC-agpecoB, KOTOPbIM
paspewaetca goctyn. MAC-agpeca MoryT 6biTb HAaCTPOEHbI BPYYHYHO UAU MU3YYeHbl KOMMYTAaTOPOM.
Mocne nM3yyeHMa HeOHXOAMMbBIX aApPecoB NOpT cieayeT 3abN0KMPOBaTh, 3aLLMTUB €ro OT NOCTYNAEHUSA
nakeToB C HeusyyeHHbIMM MAC-agpecamn. Takum obpa3om, Korga 3a610KMPOBAHHbIM MOPT NoyYaeT
naket, n MAC-agpec UCTOYHMKA NaKeTa He CBA3aH C 3TMM MOPTOM, aKTUBMU3UPYETCA MEXAHW3M 3aLLMTbI,
B 3aBMCMMOCTM OT KOTOPOFO MOTYT 6bITb NPUHATLI CAeAYIOLME MePbl: HECAHKLIMOHMPOBAHHbIE NAKETbI,
noctynatoLime Ha 3ab6JOKMPOBaHHbIV NOPT, NepecbliatoTca, oTbpackiBatoTcA, IM60 Ke NOPT, NPUHABLINIA
nakeT, oTkAloYaeTca. PyHKumMA 6esonacHocT Locked Port no3BonseT coxXpaHUTb CMUCOK M3YYeHHbIX
MAC-agpecoB B ¢daiine KoHoUrypaumm, Takmm obpasom, 3TOT CMMCOK MOXKHO BOCCTAHOBMTb nocie
nepesarpysku ycTpoicTea.

v

KomaHObI pexwuma KoHguaypuposaHusa UHmepagelica (duana3oHa uHmepgelicos)
Ethernet, uHmepgelica 2pynnbl MOPMos

CyuwiecTtByeTt orpaHMyeHue Ha Konmvectso MAC-agpecoB, KOTOpoe MOXKEeT U3YUUTb NOopT,
MUCNoNb3yLWMIN YHKLUMIO 3awuTbl. Ana KommyTtatopoB MES3000 31O orpaHuyeHue
paBHoO 128 agpecam Ha nopr.

Bua 3anpoca KOMaHAHOW CTPOKM B perkume KoHdurypmposaHusa uHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.201 — KomaHapl pexknuma KoHduUrypuposaHua nHTepdeica Ethernet, rpynnbl uHTepoeiicos

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa Aelicmeue

port security max num 3afaeT MaKcMManbHoOe KONYecTBo afpecos, KOTOPOE MOXKeT

(1..128)/1 N3y4nTb MOPT.

no port security max YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

port security routed secure-
address
mac_address

dopmat MAC-agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

YcTaHaBAmBaeT 3alwmieHHbli MAC-agpec.

Ethernet-kommymamopesi cepuu MES3000

193




HELTEX

no port security routed
secure-address
[mac_address]

Ypanser 3awmweHHbli MAC-agpec.

port security

port security forward
[trap trapl}

port security discard
[trap trap]

port security discard-
shutdown [trap trap]

port security trap trap

no port security

trap: (1..1000000) cek

Bk/toyaeT OyHKUMIO 3aWmMTbl Ha WHTepdelice. Baokupyet
bYHKLMIO M3yYeHUn HOBbIX aapecoB Ans uHTepdeiica. MakeTbl
C HeusyyeHHbIMM MAC-agpecammn UCTOYHMKA oTBpacbiBatoTCA.
KomaHga aHanornyHa komaHge port security discard.

BkntoyaeT OyHKUMIO 3aWwmMTbl Ha uHTepdeiice. bnokupyet
bYHKUMIO U3y4yeHnA HOBbIX aapecoB Ansa uHTepdeiica. MakeTbl
€ Hensy4yeHHbiMM MAC-agpecamum UCTOYHMKA NepecbiNatoTCA.

BkntoyaeT OyHKUMIO 3aWwmMTbl Ha uHTepdeiice. bnokupyet
bYHKUMIO U3yyeHUA HOBbIX aapecoB AN uHTepderica. MakeTbl
C HensyyeHHbIMM MAC-agpecamm UCTOYHUKA OTOpacbIBalOTCA.

BkntouaeT GyHKUMIO 3aLmMTbl Ha MHTepdeiice. BbikatoyaeT nopT
npu NOCTyN/IeHNN NakeToB € HensydyeHHbIMM MAC-agpecamu.
Maketbl ¢ HeusyyeHHbIMM MAC-agpecamn  UCTOYHMKA
oTbpacbiBatoTCA.

3afaeT YacToTy reHepupyemblx coobuieHnit npotokosa SNMP
trap npu NOCTYyNN€HNUM HECAHKLMOHNPOBAHHbIX MAaKeTOB.

BbIkNtoYaeT GpyHKLMIO 3aWnTbl Ha MHTepdelice.

port security mode {secure
{permanent | delete-on-
reset} |

max-addresses | lock}

no port security mode

-/lock

3apaeT pexxumm orpaHuyeHua wusydeHma MAC-agpecoB ans
HacTpanBaemoro nHTepdeica.

- max-addresses — yaansaer TekyLine AUHAMUYECKM U3YYEHHblE
agpeca, CBA3aHHble c nHTEepdericom. PaspeweHo
M3y4yeHMe MaKCMMaNbHOro KOAMYecTBa afpecoB Ha MOpTy.
MoBTOPHOE M3yyeHMe 1 CTapeHUe pa3peLleHbl.

-lock — coxpaHaeT B KOHOUrypauuio TekylumMe AMHAMUYECKU
M3y4YeHHble afpeca, CBA3aHHble C MHTepdencom U 3anpeltaeT
obyyeHMe HOBbIM agpecam M CTApPEHME YXKe W3YYeHHbIX
agpecos.

-secure — HacTpauBaeT CTaTUYECKOe OrpaHuUYeHWe U3yyeHus
MAC-agpecoB Ha nopTy.

- permanent — gaHHbIin MAC-agpec coxpaHuTcAa B Tabauue
JAayKe nocsie nepesarpysku ycTponcTaa.

- delete-on-reset — paHHbIA  agpec
rnepesarpysKku ycTponcTBa.

yAanntca nocne

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 5.202 — KomaHapl pexknuma EXEC

KomaHda

3HauyeHue

Aelicmeue

show ports security
{gigabitethernet gi_port |

tengigabitethernet te_port |

port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

6e3onacHoCcTH Ha

MNoKasblBaeT  HACTPOMKM  PYHKLMMU

Bbl6paHHOM UHTepdelice.

show ports security addresses

{gigabitethernet gi_port |

tengigabitethernet te_port |

port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MNokasbiBaet Tekyuwune
3a610KM POBaHHbLIX NOPTOB.

ANHamMmun4veckume agpeca AanAa

set interface active
{gigabitethernet gi_port |

tengigabitethernet te_port |

port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

AKTUBM3MPYET UHTEPdEIC, OTKIHOUYEHHbIN GYHKUMEN 3alimnThl
nopTa (KomaHZAa 4OCTYMHA TOMbKO ANA NPUBUIETMPOBAHHOIO
nonb3osaTens).
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[pumepbl 8b1M0AHEHUS KOMAHO

= Bkatountb GyHKUMIO 3awmTbl Ha 15 nHTepdeice Ethernet. YctaHoBUTbL orpaHuyeHne Ha
nsyyeHme noptoe — 1 nopt. Mocne msyyeHna MAC-agpeca 3a610KMpoBaTh PYHKUMIO
M3y4YeHMA HOBbIX agpecoB Ans uHTepdelica ¢ Lesblo 0TOPOCUTL NaKeTbl C HEU3YYEHHbIMU
MAC-agpecamm nctoyHmnka. CoxpaHutb B paiin nsyvyeHHbIn agpec.

console#configure

console (config) #interface gigabitethernet 1/0/15
console (config-if) #port security mode secure permanent
console (config-if) #port security max 1

console (config-if) #port security

= [loaKnounTb KAneHTa K nopTty n usyuntb MAC-agpec.

console (config-if) #port security discard
console (config-if) #port security mode lock

5.25.2 poeepka NodaUHHOCMU KAUueHma Ha ocHoee nopma (cmaHoapm 802.1x)
5.25.2.1 ba3zosas nposepka nodauHHoOCMuU

AyTeHTUdUKauMa Ha ocHoBe cTaHgapta 802.1x obecneuymBaeT NPOBEPKY MNOAJANHHOCTMU
noJsib3oBaTesieli KOMMyTaTopa Yepes BHELHWI cepBep Ha OCHOBE MOPTa, K KOTOPOMY MOAKAHOYEH
KAneHT. TONbKO ayTeHTUPUUMPOBAHHbIE M aBTOPM30BaHHbIE MOJIb30BATE/IM CMOTYT NepenasaTb U
NPMHMMaTb gaHHble. MpoBepKa NoA/MHHOCTU NO/b30BaTeNel NOPTOB BbiNoHAeTcA cepBepom RADIUS
nocpeacTsom npotokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOro KOHGUIrypnpoBaHms:

console (config) #

Tabnuua 5.203 — KomaHab! pexxknma rnobanbHoro KoOHGUrypupoBaHus

KomaHoa 3HayeHue/3HavyeHue Aelicmeue
no yMmon4YaHuto

dotlx system-auth-control BkntoyaeT pexkum ayteHTudumrkaummn 802.1X Ha KommyTaTope.
no dotlx -/force-authorized BbIKntoyaeT pexkum ayTeHTMouKaumm 802.1X Ha KommyTaTope.
system-auth-control
aaa authentication dotlx 3agaeT oAMH WAM OBa METOAA MNPOBEPKM MOAJMHHOCTH,
default {none | radius} [none | asTopusaumMnm M ydeta (AAA), 4NA  UCNONb30BaHWMA HA
radius] nHTepodeincax IEEE 802.1X.

- none — He BbINO/IHATb ayTeHTUdUKALMIO;

-radius — wucnonb3osaTb cnucok RADIUS-cepsepoB Aana

-/radius ayTeHTUdUKALMM NoNb3oBaTENSA.

Bropoii meTog ayTeHTUHMKALMM  MCNONb3yeTca
V TO/IbKO B C/ly4ae, ec/iv no nepBomy ayTeHTUpuKauuma
6bin1a HeycneLwHow.

no aaa authentication dotlx YcTaHaBAMBaeT 3HaYeHUe N0 YMOMYaHMIO.
default

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B perxnume KoHdUrypmposaHma nHtepoeliica Ethernet:

console (config-if) #
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v/

Mpotokon EAP (Extensible Authentication Protocol)

BbINOZIHAET 3apgayn Aana

ayTeHTUUKAUMN  YAANEHHOTO K/AMEeHTa, npu 3TOM onpegenaa MexXaHU3Mm
ayTeHTUPUKauUK.
Tabanuya 5.204 — KomaHapl pexxuma KoHPurypuposaHua nHtepoeica Ethernet
3HaveHue/3HavyeHue “
KomaHoa / Aelicmeue
10 yMon4aHuio
dotlx port-control {auto | HactpauBaet ayTeHTudukaumio 802.1X Ha wuHTepdelice.

force-authorized |
force-unauthorized}
[time-range time]

no dotlx port-control

-/force-authorized
time: (1..32)

Pa3spelaeT pyyHOl KOHTPO/Ib 3@ COCTOAHMEM aBTOpM3aLUK
nopra.

- auto — ucnonb3osatb 802.1X ONA M3MEHEeHMA COCTOAHMA
KNMEHTa MeXAy aBTOPU30BaHHbIM U HEAaBTOPU30BAHHbIM;

- force-authorized — sbiktovaeT ayteHTUdMKaumo 802.1X Ha
MHTepodeice. NMopT NnepexoanT B aBTOPM30BAaHHOE COCTOAHMUE
6e3 ayTeHTUOUKauum;

- force-unauthorized - nepesoauT NopT B HEaBTOPU3OBaHHOE
coctosHue. UrHopupytoTca Bce MOMbITKU ayTeHTUdUKaL MK
KANeHTa, KOMMyTaTop He npesfocTasnfAeTr  cepsBuc
ayTeHTMdUKaLMmM gna 3TOro nopTa;

- time — wHTepBan BpemeHW. Ecan paHHLIM MapameTp He
onpeaeneH, To NOpT He aBTOPU30BaH.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

dotlx reauthentication

-/ nepuoguyeckme Bkntovaet nepvogunyeckune NOBTOPHblE npoBepKM
NMOBTOPHbIE NPOBEPKM NoA/IMHHOCTY (NepeayTeHTUUKALMIO) KNKEHTa.
no dotlx reauthentication NOAMHHOCTN BbikntovaeT nepvoguyeckune NOBTOPHblE npoBepKn
BbIK/IOYEHbI NoAJ/IMHHOCTY (NepeayTeHTUUKALMIO) KNMEHTA.
dot1x timeout reauth-period iod YcTaHaBAMBAEeT Nepuos, MeXAy MOBTOPHbIMKM NPOBEPKaMM
; eriod:
period P NOAJ/IMHHOCTU.
- (300..4294967295)/
no dotlx timeout reauth- 3600 cek YcTaHaBAMBaEeT 3HaYeHMEe N0 YMOIYAHUIO.

period

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (0..65535)/60
ceK

YcTaHaBAMBAET Mepuod, B TEYEHWE KOTOPOro KOMMYyTaTop
OCTaeTCcA B COCTOAHWMM MOJIMAHUA MOC/e HEeyAauyHON NPOBEpPKU
NOA/IMHHOCTH.

B TeyeHWe nepuoaa MOAYAHWMA KOMMYTATOP HE MPUHUMAET U
He MHULMMPYET HUKAKUX ayTEHTUOUKALMOHHBIX COOBLLEHMA.

YcTaHaBAMBaeT 3HaYeHne N0 YMONAYAHUIO

dotlx timeout tx-period period

no dotlx timeout tx-period

period: (30..65535)/30
ceK

YcTaHaBAMBAET Mepuod, B TEYEHME KOTOPOro KOMMYyTaTop
oMAaeT oTBeT Ha 3anpoc AMb0o  uAeHTUOMKauMio Mo
npotokony EAP OT KnaueHTa, nepes MOBTOPHOM OTNPaBKOM
3anpoca.

YcTaHaBAMBaEeT 3HAYEHUE MO YMOYAHUIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YcTaHaBAMBaeT MaKCMManbHOE 4YMC/O MOMbITOK Mepesayn
3anpocoB npoTokona EAP-knneHTy nepen HOBbIM 3anyCKOM
npouecca NPoBEPKN NOASIMHHOCTH.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout supp-
timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAMBaeT nepuoj, Mexay NOBTOPHbIMKM nepegayamu
3anpocos nNpoTokona EAP-knueHTy.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx timeout server-timeout
period

no dotlx timeout server-
timeout

period: (1..65535)/30
CeKyHA,

YctaHaBauBaeT nepuon, B TeyYeHMe KOTOPOro KOMMyTaTop
OXXMOaeT OTBETa OT cepBepa ayTeHTI/I(bVIKaU,VIVI.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#
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Tabnnuya 5.205 — KomaHapl pexuma Privileged EXEC

KomaHoa

3HaveHue

Aeiicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

Bpy4yHylo ocyuiecTBaseT NOBTOPHYIO MPOBEPKY MOAJMHHOCTU
YyKa3aHHOro nopta B KomaHze, savubo Bcex MOpPTOB,
noagepxusatowmx 802.1X.

show dot1x interface
{gigabitethernet gi_port |
tengigabitethernet te_port}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

MokasbiBaeT cocToAHne 802.1X ana KommyTaTopa aMbo and
YKa3aHHOro uHtepdelrica.

show dotlx users [username
username]

(1..160) cumBonos

MokasbiBaeT AKTUBHbIX
nonb3osatenen 802.1X KommyTtaTopa.

ayTeHTUOULMPOBAHHDBIX

show dot1x statistics interface

{gigabitethernet gi_port |
tengigabitethernet te_port}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

MokasbiBaeT
MHTepodeiica.

ctatuctuky  no  802.1X ans  BblbpaHHOroO

[pumepbl 8b1M0AHEHUS KOMAHO

= BKAKOUUTD pexum ayteHTudukaumm 802.1X Ha KommyTatope. Mcnonb3oBatb RADIUS-
cepBep ANA MPOBEPKU MNOASMHHOCTM KAMEHTOB Ha WHTepdercax IEEE 802.1X. Ona 18
nHTepdelica Ethernet ncnonbsosatb pexxnum ayteHTUdUKaumm 802.1x.

console#configure
console (config) #dotlx system-auth-control

console (config) #aaa authentication dotlx default radius
console (config) #interface gigabitethernet 1/0/18
console (config-if) #dotlx port-control auto

= [lokasaTtb cocToaHue 802.1X ana kKommyTtatopa, ana 12 nHtepoeica Ethernet.

console#show dotlx

802.1x is disabled

Admin Oper Reauth Reauth Username
Port Mode Mode Control Period
gi0/1 Force Authorized Authorized* Disabled 3600 n/a
gi0/2 Force Authorized Authorized* Disabled 3600 n/a
gi0/3 Force Authorized Authorized* Disabled 3600 n/a
gi0/4 Force Authorized Authorized* Enabled 3600 n/a
gi0/5 Force Authorized Authorized* Disabled 3600 n/a
gi0/10 Force Authorized Authorized* Disabled 3600 n/a
gi0/11 Force Authorized Authorized Disabled 3600 n/a
gi0/12 Force Authorized Authorized* Disabled 3600 n/a
gi0/13 Force Authorized Authorized* Disabled 3600 n/a
gi0/14 Force Authorized Authorized* Disabled 3600 n/a
gi0/15 Force Authorized Authorized* Disabled 3600 n/a
gi0/16 Force Authorized Authorized* Disabled 3600 n/a
More: <space>, Quit: g, One line: <return>
consolef#show dotlx interface gigabitethernet 1/0/12
802.1x is disabled

Admin Oper Reauth Reauth Username
Port Mode Mode Control Period
gi0/12 Force Authorized Authorized* Disabled 3600 n/a
* Port is down or not present

Ethernet-kommymamopesi cepuu MES3000

197




HELTEX

Termination Cause:
Authenticator State Machine

Quiet period: 60 Seconds
Tx period: 30 Seconds
Max req: 2
Supplicant timeout: 30 Seconds
Server timeout: 30 Seconds
Session Time (HH:MM:SS): 00:00:00
MAC Address:

Authentication Method: Remote

Port re-initialize

State: INITIALIZE
Backend State Machine

State: INITIALIZE
Authentication success: 0
Authentication fails: 0

Tabnunuya 5.206 — OnucaHMe pe3ynbTaToB BbIMNONHEHUA KOMaH/,

Mapamemp

OnucaHue

Port

Homep noprTa.

Admin mode

Pexxum ayteHTudmraumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepaumnoHHbBIN pPeXXMm NopTa: aBTOPU30BAHHbIM, HEaBTOPWU30BaHHbIN, 160
BbIKNtOYeHHbIN (Authorized, Unauthorized, Down).

Reauth Control

KoHTponb nepeayteHTUdMKALUN.

Reauth Period

I'Iepmo,u, mexay NOBTOPHbIMU NpoBepKamMu NOA/TIMHHOCTU.

Mma nonb3osatena npu ncnonb3osaHnm 802.1X. Ecnm nopT aBTOpM30BaH, TO

Username oTObparkaeTcs MmA TeKyLlero nosb3osartensa. Ecavm nopt He aBTopM30BaH, TO
oTobpakaeTca MMA NocneAHero ycnewHo aBTopM30BaHHOIO N0J1b30BaTeNA Ha NOPTY.

Quiet period Mepunon, B Te4eHMe KOTOPOro KOMMYTATOP OCTaeTCA B COCTOAHUN MOIMaHUA nocne

P HeyAa4YHOM NPOBEPKMN NOAJIMHHOCTY.

Mepunog, B TeUEHNE KOTOPOro KOMMYTATOP OXKMAAET OTBET HA 3anpoc AMbo

Tx period naeHTMdmKaumo no npotokony EAP oT KaneHTa, nepes NOBTOPHOW OTNPaBKOM
3anpoca.

Max reg MaKkcnumanbHoe YMCNo NOMNbITOK Nepeaayn 3anpocos NpoTtokona EAP knvneHTy nepes,

HOBbIM 3aMNyCKOM npouecca npoBepKkn NOAITNHHOCTHU.

Supplicant timeout

Mepuoa mexay NOBTOPHbIMKU NepeaayamMu 3anpocoB NPoToKoaa EAP KnneHTy.

Server timeout

Mepuog, B Te4EHNE KOTOPOro KOMMYTATOP OXKKUAAEeT OTBETA OT cepBepa
ayTeHTUdMKaLumm.

Session Time

Bpems NoaKoueHns Nonb3oBaTeNs K yCTPOMCTBY.

Mac address

MAC-agpec nonb3oBartens.

Authentication Method

MeTog ayTeHTUdMKALMM YCTaHOBAEHHOM ceccum.

Termination Cause

MpuynHa 3akpbITUA ceccuu.

State

TeKyliee 3HaYeHUe aBToMaTa COCTOSSHUI onpeaennTens NoaANHHOCTM U BbIXOAHOTO
aBTOMaTa COCTOAHUN.

Authentication success

KonnyecTso nosyyYyeHHbIX coobLeHnit 06 ycnewHoln ayTeHTMdMKaLmMm OT cepBepa.

Authentication fails

KonnyecTso nosiyyeHHbIX COOBLLEHNI O HeycnewHoW ayTeHTUdMKaLumm oT cepeepa.

VLAN

pynna VLAN Ha3HayeHHaa nonb3osaTento.

Filter ID

NaeHTudmKaTop rpynnsl GUAbTPALUN.

= [lokasaTtb cTaTUCTUKY no 802.1X ana nHtepoeiica Ethernet 13.

consolef#show dotlx statistics interface gigabitethernet 1/0/13
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EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: O
EaplengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnunuya 5.207— OnucaHWe pesyibTaToB BbIMNOJHEHMUA KOMaHA

Mapamemp OnucaHue

Konnuectso KoppeKTHbIX NakeToB ntoboro Tuna npoTtokona EAPOL (Extensible

EapolFramesRx Authentication Protocol over LAN), NpMHATbIX AaHHbIM onpeaenmTenem

NoAJIMHHOCTW.

Konnuyectso KOppeKTHbIX MakeToB /itoboro Tvna npoTtokoaa EAPOL, nepeaaHHbIX
EapolFramesTx

[OaHHbIM onpeaennTenem NoAAMHHOCTH.

Konunyectso nakeTos Start npotokona EAPOL, NpMHATBLIX AaHHbIM onpeaennTtenem
EapolStartFramesRx P » NP A PEA

NoAJIMHHOCTW.

Konunyectso naketoB Logoff npotokona EAPOL, NpUHATbLIX AaHHbIM
EapolLogoffFramesRx & P » P

onpeaenntTenem nNoaJAMHHOCTU.

Konunuectso naketos Resp/ld npotokona EAPOL, NpUHATLIX AaHHbIM
EapolRespldFramesRx P P » NP A

onpeaenutenem NoOAJANHHOCTU.

Konunyectso nakeTos oTeeToB (kpome Resp/ld) npotokona EAPOL, NpuHATbLIX
EapolRespFramesRx (kp p/id) np » 1P

OaHHbIM onpeaennTenem NogAMHHOCTU.

Konunuectso naketos Resp/Id npotokona EAPOL, nepefaHHbIX AaHHbIM
EapolReqldFramesTx P P » NEPeA A

onpeaenutenem NoAJAMHHOCTU.

Konunyectso nakeToB 3anpocos (Kpome Resp/ld) npoTokona EAPOL, nepegaHHbIX
EapolReqFramesTx P (kp p/id) np » NEPEA

[OaHHbIM onpeaenntTenem NOAJAUHHOCTU.

. Konunyectso nakeTtos npoTokona EAPOL ¢ Hepacno3HaHHbIM TUMOM, NPUHATbLIX

InvalidEapolFramesRx

AaHHbIM onpeaenntenem NnoANTMHHOCTU.

Konunyectso naketos npotokona EAPOL ¢ HEKOPPEKTHOM A/IMHOW, MPUHATLIX

EapLengthErrorFramesRx
OaHHbIM onpegenntenem NoAJMHHOCTHU.

Bepcua npoTokona EAPOL, npuHATas B camom nocnegHem Ha AaHHbIN MOMEHT

LastEapolFrameVersion
nakere.

MAC-afpec UCTOYHUKA, NPUHATbLIA B CAMOM NOCAeAHEM HA AaHHbIA MOMEHT

LastEapolFrameSource
nakere.

5.25.2.2 PacwupeHHasA npoeepKa nodauHHocmu

PacwupeHHble HacTpoiku dotlx No3BoAAOT NPOBOANTL NPOBEPKY NOAJAMHHOCTU ANA HECKOIbKNX
KAMEHTOB, MOAKAOYEHHbIX K nopTy. CyuwiecTByeT ABa BapuaHTa ayTeHTUdMKaumMu: Mepsbli, Koraa
npoBepKa NOANMHHOCTM Ha OCHOBe MopTa TpebyeT ayTeHTUPMKALUMM TONbKO OAHOrO K/AMEHTa, YTOObI
AOCTYN K CUCTEME MMENM BCe KaneHTbl (pexkum multiple hosts), BTopoit, Korga nposepka NOAANHHOCTM
TpebyeT ayTeHTUGMKaLMM BCEX NOAKAIOUYEHHbIX K NOPTY KAUEHTOB (pexkmm multiple sessions). Ecamn nopt
B pexume multiple hosts He npoxoauT ayTeHTUOMKALMIO, TO BCEM MNOAK/AIOYEHHbIM XOCTam 6yaeT
OTKasaHoO B [JOCTyne K pecypcam ceTW. TaKKe K pPacClUMPEeHHbIM HacTpolKam OTHOCUTCA
aAMUHKUCTPUpOBaHMe rocteBbiXx VLAN, K KOTOPbIM MMEIT AOCTYN He npolwejline ayTeHTUGUKALMIo
NoNb3oBaTeNu.
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MopT poctyna (Access) He MoKeT 6bITb UeHOM HeayTeHTUGULUMpoBaHHoM VLAN. Native
VLAN nopta B pexkume Trunk He moKeT 6biTb HeayTeHTUdULUpoBaHHOI VLAN. Ho ans

nopta B pexxume General PVID moxet 6biTb HeayTeHTUGMUMpoBaHHOU VLAN (B aTom
C/lyyae TONbKO TerMpoBaHHble NAKeTbl MOryT 6biTb MPUHATbI B HEaBTOPM3OBAaHHOM

COCTOAHUM).

KomaHObI pexcuma 2106as16H020 KOHU2YpUPOBAHUS

Bug, 3anpoca KOMaHAHOW CTPOKM B peXkume r106anbHOro KoHGUrypuposaHus:

console (config) #

Tabanuya 5.208 — KomaHap! pexxknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

dotlx bpdu {filtering |
bridging}

no dotlx bpdu

-/filtering

3agaeT 06paboTKy 3awmTbl noptos 802.1x BPDU, Koraa 802.1x
rno6anbHO BbIK/IOYEH.

- filtering — dpunbTpoBaTH NAKeThl 802.1x BPDU;
- bridging — nepepasatb naketbl 802.1x BPDU Kak 06bl4Hble
naKeTbl AaHHbIX.

dyHKuMA  paboTaeT  TO/MIBKO  KOrga  pexum
V ayteHTUdUKaymum 802.1X Ha KOMMYyTaTOpe BbIK/IOYEH.
Ona BbikaouyeHua ayteHTMGUMKauum 802.1x umcnonb3lyerca
KomaHpaa: no dotlx system-auth-control.

YcTaHaBAUBaeT 3HaYeHUe No YMONAYAHUIO.

dotlx guest-vlan timeout
timeout

no dotlx guest-vlan timeout

timeout: (30 .. 180) /

YcTaHaBAMBaeT BpemsA 3a[epPXKU  Mexay BK/IOYEHMEM
pexunma ayteHTudmKaummn 802.1x (Mam BKAOYEHMEM NOpTa) U
pobasneHmem nopta B guest VLAN.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

dotlx traps mac-
authentication success

no dotlx traps mac-
authentication success

-/ BbIKAOYEHO

PaspelwaeT oTnpasKy trap-coobLeHNI, KOTrAa KAMEHT yCnewwHo
npoxoauTt ayTeHTUdukaumo no MAC-agpecy, OCHOBAHHYO Ha
cTtaHpapTe 802.1x.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

dotlx traps mac-
authentication failure

PaspewaeT oTnNpaBKy trap-coObLIeHWIA, KOrda KAMEHT He
npowen ayteHTUdUKaumo no MAC-agpecy, OCHOBAHHYK Ha

-/BKAtOYEHO cTtaHpapTe 802.1x.
no dotlx traps mac-
L . YcTaHaBAMBAET 3HAaYEHME N0 YMONYAHUIO.
authentication failure
dotlx radius-attributes errors YcTaHaBauBaeT 06paboTky owmnbok ana atpuobytos RADIUS:
filter-id resource {accept | - accept — nonb3osaTeNb NPUHAT, ecan GunbTpauma no ID He
reject} MOXeT OblTb Mpou3BeseHa MO MPUYMHAM pacnpeaeneHus
pecypcoB. Ecnm  unbtpauma no ID He moxkeT ObiTb
. npousBefleHa NO APYyrMM MNpUYMHAM, Nonb3oBaTenb byaer
/reject OTK/IOHEH;
- reject — Ecnm dunbTpauma no ID He moxKeT bbITb 3afaHa, TO
nonb3oBaTesib 6yaeT OTKNOHEH.
no dot1x radius-attributes
X . YcTaHaBAMBaET 3HaYEHME N0 YMONYAHMIO.
errors filter-id resources
dotlx radius-attributes nas- YcTaHaBAnBaeT popmat Hymepaumm noptos B aTpnbyTe NAS-
port format-type {default | Port npu ayteHTMdUKaumm no 802.1x:
human} - deafult - 3HaueHWe No ymonuaHuto, Hymepaums COOTBETCTBYET
/default BHYTpeHHUM ifIndex'am;

no dotlx radius-attributes nas-
port format-type

- human - Hymepaums nopTos HaumHaetcs ¢ 1 (KaKk Ha nepeaHen
naHenu).

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdUrypmposaHma nHtepoeliica Ethernet:

console (config-if) #

Tabanuya 5.209 — KomaHapl pexxuma KoHPurypuposaHua nHtepoeica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

dotlx host-mode
{multi-host | single-host |
multi-sessions}

-/ multi-host

PaspelaeT HanuMumMe OLHOrO/HECKONbKMX KAMEHTOB Ha
aBTopu3oBaHHOM nopTy 802.1X.

multi-host — HeCKONbKO KNNEHTOB;

single-host — oguH KAKneHT;

multi-sessions — HECKOIbKO ceccuit.

dotlx violation-mode
{restrict | protect | shutdown}

no dotlx
single-host-violation

-/protect

3apaeT feictBue, KOTopoe HeobXxoAMMO BbIMOAHWUTL, KOraa
ycTpoicteo, MAC-agpec KoToporo oTimyaetca oT MAC-agpeca
K/IMEHTA, OCYLLLEeCTBAAET NOMbITKY AOCTyNa K UHTepdeicy.

- restrict - nakeTbl c MAC-agpecom, oTanyHbim oT MAC-agpeca
K/IMeHTa, NepecbinatoTcA, Npu 3TOM aapec MUCTOYHMKA He
n3y4yaercs;

- protect — naketbl c MAC-agpecom, oTandHbim oT MAC-agpeca
KNMEHTa, oTbpacbiBatoTCS;

- shutdown — nopTt BbIkAtoYaeTcsa, naketol ¢ MAC-agpecom,
oT/IMYHbIM oT MAC-aapeca KaneHTa, oTbpacbiBatoTcs;

YacToTa reHepupyembix coobuieHmnii npotokona SNMP trap npu
NOCTyN/JIEHUU HECAHKLUMOHUPOBAHHbIX NAKeToB cocTasnseT 1
CEKyHAy.

V KomaHpaa urHopmpyertca B pexxume multiple hosts.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

-/pocTyn 3anpeteH

PaspewaeT HeaBTOPM30BAHHbIM MONb30BaTENAM [AAHHOIO
nHTepderica goctyn K rocteBoi VLAN.
Ha ycTpoiictBe gonxeH 6biTb HacTpoeH XoTa 6bl 0AUH
. rocteBon VLAN (KomaHpa dotlx guest-vlan B
HacTpoiiKax uHtepdeiica VLAN).

3anpelwaeT HeaBTOPU30BAHHbIM MOJ/Ib30BATENAM  [AAHHOMO
MHTepdeiica aoctyn K roctesoit VLAN.

dotlx mac-authentication
{mac-only |
mac-and-802.1x}

no dotlx mac-authentication

-/BbIK/IIOYEHO

BKntoyaeT ayTeHTUPUKAUMIO, OCHOBaHHyl0 Ha MAC-agpecax
nonb3osaTenen.

- mac-only — BKtOYaET ayTEHTUDUKALMIO, OCHOBAHHYHO TONbKO
Ha MAC-agpecax, naketbl 802.1x UrHOpUpYOTCA;

- mac-and-802.1x — BK/IOYaeT ayTeHTUMKALMIO, OCHOBAHHYO
Ha 802.1x u MAC-apgpecax.

l - TocteBaa VLAN pomkHa 6biTb BK/AKOYEHa, Korga

. ucnonbdyerca ayteHtudukauma no MAC-agpecy.
- He pomKHO 6bITb cTaTMYecKux npuBA3ok MAC-
appecos.

- ®YHKUMA NOBTOPHOWU ayTeHTUPUKALMM [OMKHA
6bITb BKAIOYEHA.

BbIKkNtoYaeT ayTeHTUGMKaLMIO, OCHOBaHHYO Ha MAC-agpecax
nosnb3oBaTeneu.

dotlx mac-authentication
format username { lowercase |
uppercase } [ separator{- | : |
.}1[groupsize{1|2]4}]

-/ lowercase 6e3
pasgenutenei n
AeNeHnn Ha rpynnbl
(alb2c3d4e5eb)

KomaHga 3agaét dopmat ctpokn ¢ MAC agpecom KAWMEHTa,
nepegasaemoni B atpnbyte User-Name.

- lowercase, uppercase - onpeaenaloT pernctp OyKBEHHbIX
CMMBOJIOB;

- separator - 3a43€T pasgenvTens Mexay rpynnamm CMMBO/OB;
- groupsize - KOIMYECTBO CMMBOJIOB B KaXK0M rpynne. 3afaHve
napameTpoB separator n groupsize He obs3aTenbHO (T.€., ecan
TpebyeTcA, MOMHO YKasaTb TOJIbKO PErucTp), Ho Ans Toro,
yTto6bl MAC agpec oTobparkanca pasgenéHHbIM Ha rpynnbl,
HeobxoAnMo 3aaaTtb 06a 3TUX NapameTpa.
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Mpumep KoHPUrypaumm:
dotlx mac-authentication format username uppercase
separator : groupsize 4

dopmaT CTPOKK B aTpubyTe:
A1B2:C3D4:E5F6

YcTaHaBAMBaeT 3HaYeHue Mo YMONYAHUIO

no dotlx mac-authentication
format username

dotlx mac-authentication CTpoka password_string nepegaérca 8 RADIUS aTtpubyte User-
format password Password. Mo ymonyaHuio B aTpmbyTe nepegaérca MAC agpec
{password_string} -/User-Name KnveHTa B QopmaTe, 3aJaHHOM KomaHgoi dotlx mac-

authentication format username. MaKcumanbHas AnuHa
nepenaBaemoi CTPOKM - 128 cMMBO/IOB.

no dotlx mac-authentication YcTaHaBAMBaeT 3HaYeHUeE Mo YMOAYAHUIO.
format password

dotlx radius-attributes filter-id BKAOYATL MPOBEPKY MOAJIMHHOCTM, OCHOBaHHyl Ha ACL/
Ha3Hauntb QOS-Policy.
- - -/BbIK/IOYEH
no dotlx radius-attributes YcTaHaBAMBaeT 3Ha4YeHMe N0 YMONYAHUIO.
filter-id
dotlx radius-attributes vlan BkntoyaeT 06paboTky onumu Tunnel-Private-Group-ID (81) B
coobuweHmnax RADIUS-cepsepa.
- - -/BbIK/tOYEH .
no dotlx radius-attributes vian BbiktovaeT 06paboTky onuum Tunnel-Private-Group-ID (81) B

coobuweHmnax RADIUS-cepsepa.

KomaHObI pexcuma KoHgu2ypuposaHusa VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KoHUrypnposaHua nHtepdeiica VLAN:

console (config-if)#

Tabnunua 5.210 — KomaHgb! pexxknma KoHoburypuposaHua nHtepderica VLAN

KomaHoa 3HavyeHue Aelicmeue
dotlx auth-not-req -/poctyn Paspewaetr poctyn K pgaHHol VLAN HeaBTOPU30BAHHbLIM
HEeaBTOPU30BaAHHbIM no/ib30BaTeNAM.
no dotlx auth-not-req nonb3osartenam 3anpewgaet Aoctyn K fAaHHoi VLAN HeaBTOpM30BaHHbIM
3anpeuyeH nosib3oBaTenam.
dotlx guest-vian Onpegenset roctesyto VLAN.

OTKpbIBAaeT HEAaBTOPM30BaHHbIM MOJIb30BaTENAM MHTepdeica
poctyn Kk rocteBo VLAN. Ecnm roctesas VLAN onpegeneHa u
paspelleHa, nopt byaeT aBTOMAaTUYECKUM NPUCOEAMHATbCA K
Hell, Korga He aBTOPM30BaH, M MOKMAATb, Korga nponaer
aBTopusaumto. Y1obbl MCNoNb30BaTb AaHHbIN YHKLMOHAN,
NnopT He A0/IKeH BbITb cTaTUYeckum YyneHom rocteson VLAN.

-/VLAN He onpegeneHa
KaK roctesas

no dotlx guest-vlan YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxkunma Privileged EXEC:

console#
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Tabnnuya 5.211 — KomaHgpl pexxkuma Privileged EXEX

KomaHoa 3HaveHue Aelicmeue

show dotlx advance OKasblBaeT [JOMOJIHUTENbHbIE CBeAEHWA O HACTPOMKax
how dotlx ad d ) n 7
gigabitethernet gi_port - s <70 | npoTokona .Ix (KkomaHga pocTynHa ToAbKO  AnA
[gigabiteth . | gi_port: (1..8/0/1..24) 802.1 (

tengigabitethernet te_port] te_port: (1..8/0/1..4) NPUBUAETMPOBAHHOIO NOJ/b30BaTeN ).

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanuya 5.212 — KomaHapl pexkuma Privileged EXEC

KomaHoa 3HavyeHue Aelicmeue

show dot1x bpdu Moka3sbiBaeT 06paboTKy 3awmTbl NnoptoB 802.1x BPDU Korpa
802.1x rno6anbHO BbIKNIOYEH.

5.25.3 KoHmponb npomokonaa DHCP u onyuu 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoi NpoTOKO/, NO3BONAOWMNIA KAUEHTY NO
3anpocy nosy4ats IP-agpec u gpyrue Tpebyembie napameTpbl, Heobxoammsble ans pabotbl B cetn TCP/IP.

Mpotokon DHCP moxeT Mcnonb3oBaTbCA 3/10YMbIWNEHHUKAMU A1A COBepleHUA aTak Ha
YCTPOMCTBO, KaK CO CTOPOHbI KNMeHTa, 3actasnaa DHCP-cepsep BblgaTh BCe AOCTYMNHbIE afpeca, Tak U co
CTOPOHbI cepBepa, NyTem ero nogMeHbl. lMporpammHoe obecrnevyeHMe KOMMyTaTopa MO3BOASET
obecneunTb 3alLMTy YCTPOMCTBA OT aTak C UCMoAb3oBaHMeM npoTokosia DHCP, ana yero npumeHsetcs
$YHKUMA KoHTponA npoTokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexunBaTe nossnaeHne DHCP-cepsepoB B ceTu, paspewas  ux
NCNO/Ib30BaHMeE TONbKO Ha «40BEPEHHbIX» MHTepdencax, a TaKKe KOHTPOIMPOBATb AOCTYN KANEHTOB K
DHCP-cepBepam no Tabaunue cooTBETCTBUNA.

Onuma 82 npotokona DHCP (option 82) ucnonb3yercs ans Toro, 4tobbl NpouHpOpmMUpoBaTbL
DHCP-cepsep o Tom, oT Kakoro DHCP-peTtpaHcnaTtopa (Relay Agent) u yepes Kakoi ero nopt 6bin
nosyyeH 3anpoc. MpumeHaeTca 414 YCTaHOBAEHUA COOTBETCTBUI IP-aapecos 1 NopToB KOMMYTATOPa, a
TaKXKe A1a 3aWwuTbl OT aTaK C Mcnosb3oBaHWem npoTokona DHCP. Onuma 82 npeacrtasnset coboit
AOMONHUTENbHYI0O MHPOpMaUMO (MMSA yCTpoiCTBa, HOMep MnopTa), A0DaBAfEeMYD KOMMYTAaTOpPOM,
KOoTopbIi paboTtaeT B pexknme DHCP Relay areHTa, B Buae DHCP-3anpoca, npuMHATOro oT KaAneHTa. Ha
OCHOBaHMM pAaHHon onuuu, DHCP-cepsep Bbiaenser |P-agpec (gmanasoH IP-agpecoB) n agpyrue
napameTpbl NOPTY KommyTaTopa. Mosayyns Heobxoammble AaHHble oT cepsepa, DHCP Relay areHT
BblaensaeT IP-agpec KANEHTY, a TaKKe nepesaeT emy Apyrne HeobxoaMmble NapameTpbl.

Onuusa dopmupyeTca ¢ yueTom npuoputeTa (B NopsaKe YMeHbLUEHUs): HaCTPOMKK uHTepdeiica
Ethernet -> HacTpoikn nHTepdeinca VLAN -> HaCTPOMKKN perknma rnobasbHOro KoOHGUrypupoBaHMUA.

Tabnnuya 5.213 — ®opmat nonen onumnm 82

Mone Mepedasaemasn uHgopmayusn

Mms xocTa ycTpoiicTsa.

< id/i id>:< >
Circuit ID CTpoka BuAaa eth <stacked/slotid/interfaceid>:<vlan

MocnegHuii 6anT — HOMep NopTa, K KOTOPOMY NOAK/OUYEHO YCTPOMCTBO,
oTtnpasnsowee dhcp-3anpoc.
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Remote agent ID

Enterprise number —0089c1
MAC-agpec ycTporicTea.

’ | na ucnonb3osaHuA onuum 82 Ha YCTPOUCTBE A0/MKHA ObITb BKAOUeHa ¢yHKuma DHCP

e relay areHTta. Ana BkaoueHna DHCP relay areHTa ncnonb3yertca komaHaa ip dhcp relay
enable B pexxume rnobanbHoro KoHpurypuposaHusa (cm. pasgen 5.26 PyHkumumn DHCP
Relay nocpegHuKa).

Ll

[Ona KoppekTHOM paboTbl pyHKUMK DHCP Snooping Bce ucnonb3yemblie DHCP-cepBepbl
BONXKHbI 6bITb MOAK/IOUEHDI K «40BEepPeHHbIM» NopTam KommyTaTopa. Ana aobaBneHuns

nopTa B CMUCOK «A0BEPEHHbIX» UCMONb3yeTcss KomaHAa ip dhcp snooping trust B
pexkume KoHdUrypauum nHtepdeiica. Ana obecneueHnsa 6e3o0nacHOCTU BCe OCTa/IbHblEe
NopTbl KOMMYTaTOpPa AOKHbI 6bITb «HEA0BEPEHHbIMUY.

KomaHObI pexcuma 2106a0716H020 KOHU2YpUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KOHGUIryprupoBaHua:

console (config) #

Tabnuua 5.214 — KomaHapl pexkmma rnob6anbHOro KoHGUrypmposaHus

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmesue

ip dhcp snooping

no ip dhcp snooping

-/BbIK/IIOYEHO

BkntoyaeT KoOHTpob NpoTokona DHCP nytem BeaeHMA Tabamubl
DHCP snooping 1 0TNpaBKM KIMEHTCKUX LLMPOKOBELLATENbHbIX
DHCP-3anpocoB Ha «40BepeHHble» NOpPThbI.

BbikntoyaeT KOHTpPOIb npoToKoia DHCP.

ip dhcp snooping vlan vian_id

no ip dhcp snooping vlan
vlan_id

vlan_id: (1..4094)/
BbIK/IOYEHO

Paspewaet KoHTpoauposaHue npotokona DHCP B npepgenax
yKasaHHoro VLAN.

3anpewaeT KOHTpoanpoBaHue npoTokona DHCP B npeaenax
yKasaHHoro VLAN.

ip dhcp snooping information
option allowed-untrusted

no ip dhcp snooping
information option allowed-

-/npuem DHCP-naketos
conuuen 82 ot
«HEeHaAEeKHbIX» NOPTOB

Paspewaetr npuHumate DHCP-naketol ¢ onuuekr 82 ot

«HEeHaaeXHbIX» NOPTOB.

3anpewgaet npuHUmatb DHCP-nakeTbl ¢ onuuelr 82 ot

«HeHaaeXHbIX» NOPTOB.

untrusted sanpetien
ip dhcp snooping verify BkntoyaeT Bepudukaumo MAC-agpeca knveHTa n MAC-agpeca
UCTOYHMKA, npuHAatoro B DHCP-nakeTe Ha «Hepo0BepEeHHbIX»
-/BepudurKaums noprax.
no ip dhcp snooping verify BKJIOYEHA Bbikntovaetr Bepudpukaumio MAC-agpeca kaneHTa M MAC-

agpeca  MUCTOYHMKA, npuHAToro B DHCP-nakete Ha

«HEeA0BEePEHHbIX» MopTax.

ip dhcp snooping database PaspewaeT wucnosnb3oBaHMe pesepBHOro ¢akna (6asbl)
-/pe3epBHblit haitn He | KOHTpona npoTokona DHCP.
no ip dhcp snooping database ncnosb3yeTca 3anpewaetr wucnonb3oBaHue pesepBHoro daina  (6asbl)
KOHTpOoAA npoTokona DHCP.
ip dhcp snooping database 3apgaetr uyactoty o6HoBneHua daina  (6asbl) KOHTpons
update-freq seconds seconds: npoTtokona DHCP.

no ip dhcp snooping database
update-freq seconds

(600..86400)/1200

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

ip dhcp snooping port-down
action clear

no ip dhcp snooping port-
down action

-/BbIK/IOYEHO

Mo3BonseT ounctutb Tabanuy DCHP snooping npu nageHunn
nHTepdelica .

3anpewaet o4ncTky Tabauubl DCHP snooping npu nagexHuu
nHTepdelica.

ip dhcp information option

no ip dhcp information option

-/BbIK/IOYEHO

PaspelwaeT ycTpoiicTey AobaBneHwe onuuu 82 npu paboTte
npotokona DHCP.

3anpelyaeT ycTpoicTey AobasneHune onuun 82 npu pabote
npotokona DHCP.
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ip dhcp information option
format-type access-node-id
node_id

no ip dhcp information option
format-type access-node-id

node_id: (1..32)
CUMBO/I0B

YctaHoBKa naeHtuoukatopa Access Node_ID onuum 82.

YcTaHOBKa 3Ha4YeHUA No YMO/I4aHUIO.

ip dhcp information option
format-type remote-id
remote_id

no ip dhcp information option
format-type remote-id

remote_id: (1..32)
CMMBONOB/-

YcTaHoBKa ngeHtuoukatopa Remote agentlID onuumn 82.

YCTaHOBKa 3HAY€HUA NO YMOYAHUIO.

ip dhcp information option
format-type option format
[delimiter delimiter]

no ip dhcp information option
format-type option

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npoben

HacTpoiika popmata DHCP onuum 82.
dopmar:
- Sp — HOMep C/10Ta U NopTa;
- sV —Homep cnota un VLAN;
- pv—Homep nopta un VLAN;
- Spv — HOoMmep cnoTa, nopta n VLAN;
- bin — 6uHapHbI dopmat: VLAN, cnoT, nopt;
- user-defined — dopmat onpegenserca nonbsosatenem. Mpu
onpeaeneHnm NCNob3yoTca cneaytowme WwWabnoHol:
%h: hostname;
%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;
%P: pavHHOE MMmsA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMN nopta (3HauyeHue nona ifTable:ifType B
WeCcTHaALATEPUYHOM BUAE);
%m: mac-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mac-agpec cuctemol B popmate H-H-H-H-H-H-H;
%U: HOMep KHUTA;
%S: HOMep CNoTa;
%n: HoMmep nopTa (Kak Ha MLeBol NaHenun);
%i: ifindex nopTa;
%v: ngeHtnoukatop VLAN.;
%cC: mac-agpec knneHTa B popmate H-H-H-H-H-H;
%a: IP-agpec cuctembl B popmate A.B.C.D.

YcTaHOBKa 3HaY€HMA N0 YMOJTYAHUIO.

ip dhcp information option
suboption type
{tr101| custom}

no ip dhcp information option
suboption type

-/tr101

YcTaHoBKa popmata onumm 82.

- trl01 - vycraHaBnvBaeT ¢opmaT onuuu 82 COrnacHo
CMHTAKCUCy, MNPUHATOMY B pekomeHgaumax TR-101 8
coOTBETCTBUM C HGOPMATOM, NpMUBEAEHHbIM B Tabauue 5.215;

- custom — yctaHaBnmBaeT dopmat onuum 82 B COOTBETCTBUM C
dopmaTom, NpmBeseHHbIM B Tabnmue 5.216.

Bo3BpalaeT 3HayeHue no YMOANYaHULO.

_‘

abanua 5.215 — dopmat noneit onuum 82 cornacHo pekomeHgaumam TR-101
Mone Mepedasaemas uHghopmayus
Mms xocTa ycTpoincTea.
Circuit ID CTpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnepHuii 6aT — HOMep NOPTa, K KOTOPOMY NOAKNHOUYEHO YCTPOWCTBO, OTMPaBAsAtoLLee
3anpoc DHCP.

Remote agent ID

_|

Enterprise number —0089c1
MAC-agpec ycTpoicTsa.

VLAN (2 6aiiTa)
Homep moayna (1 6aiT)

abnnua 5.216 — dopmat noneit onymm 82 pexuma custom
Mone Mepedaesaemas uHghopmayus
OnvHa (1 6anT)
Twun Circuit ID
Circuit ID Onnna (1 6aiT)
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Homep nopta (1 6aiiT)

Remote agent ID

Onnna (1 6aiT)
Tun Remote ID (1 6aitT)
Onvna (1 6aiT)

MAC-agpec KommyTaTopa

KomaHObI pexuma KoHguaypuposaHua UHmepgelica (duana3oHa uHmepgelicos)

Ethernet, uHmepageuca 2pynnbl MOPMO8

Bua 3anpoca KOMaHOHON CTPOKM B peXMme KOHPUTIypupoBaHusa WHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-

if) #

Tabnnuya 5.217 — KomaHapl pexxuma KoHdurypuposaHua nHtepdeica Ethernet, rpynnel nHtepoeicos

KomaHda

3HayeHue/3HayeHue

Aeiicmeue
1o ymon4aHuio

ip dhcp snooping

Bkntoyaetr KoHTponb npoTtokona DHCP B npepenax
nHTepoerica.

no ip dhcp snooping

-/BbIK/IIOYEHO
BbikntoyaeT KoHTponb npoTokona DHCP B npepgenax

nHTepoerica.

ip dhcp snooping trust

[Oobasnaetr uHTepderc B CNUCOK  «AOBEPEHHbIX» MNpu
MCNONb30BaHMM KOHTpoAa npoTokona DHCP. DHCP-Tpadmk

-/nHTepdenc He «[0BEPEHHOro» MHTepdeinica cuntaeTca 6esonacHbiM U He
ABNAETCA OBEPEHHbIM | KOHTpOAMpyeTcs.

no ip dhcp snooping trust

Ypanaer uHTepderc M3  CAMCKA  «A0BEPEHHbIX»  Mpu
MCNO/Ib30BAaHUM KOHTPOANA NpoTokona DHCP.

ip dhcp snooping limit rate
rate

YcTaHaB/AMBAEeT OrpaHWYeHWe AAA  [aHHOro  nopTa  Ha

rate: (1..2048) KOnn4yecTso NpuHMMaembix DHCP-nakeToB B cekyHAy .

no ip dhcp snooping limit rate

pps/BeIKNIOYEHO CHMMaeT orpaHuyeHne Ha npuém DHCP-nakeToB ¢ AaHHOro

nopra.

ip dhcp information option
[global]

Pa3pewaeT ycTpoictay gobasneHune onunm 82 Ha MHTepdeiice
npwv pabote npotokona DHCP.
- global — po6aBneHune onuun 82 onpegenseTca HacTpoikamm

/global Ha nHTepdeiice VLAN.
no ip dhcp information option 3anpewaeT ycTpoictey AobasneHve onuuu 82 ana AaHHOMO
MHTepdeiica npu pabote npoTokosa DHCP.
ip dhcp information option YcTaHoBKa upeHTUdMKatopa access-node_id onuum 82 Ha
format-type access-node-id . MHTepodeiice.
node id node_id: (1..32)
= CMMBO/I0B/-

no ip dhcp information option
format-type access-node-id

YcTaHOBKa 3Ha4YeHnAa no YMO4aHUIO.

ip dhcp information option
format-type circuit-id circuit_id

YctaHasaueaeT cneumoduydHbii Circuit-id Ha nHtepdeice.
circuit-id: (1..63)

no ip dhcp information option
format-type circuit-id

CMMBO/I0B/- YcTaHaBAMBaEeT 3HAYEHNE MO YMOYAHUIO.

ip dhcp information option
format-type remote-id
remote_id

YcTaHaBAuBaeT cneunduyHblit Remote-id Ha nHTepdeiice.

remote-id: (1..63)

no ip dhcp information option
format-type remote-id

CMMBONOB/-
YcTaHaBAMBaET 3HaYeHMe N0 YMOAYaHMIO.

ip dhcp information option
format-type option format
[delimiter delimiter]

HacTtpoiika ¢opmata DHCP onumm 82 Ha uHTepodelice.
dopmar:

- Sp — HOMep C/10Ta U NopTa;

- sv—Homep cnota u VLAN;

- pv — Homep nopta u VLAN;

- SpV — HoMep cnoTa, nopta u VLAN;

- bin — 6uHapHbIN dopmaT: VLAN, cnoT, nopT;

- user-defined — dopmart onpegenaerca nonbsosatenem. Mpu
onpeaeneHnm NCNonb3yoTca cneaytowme WabnoHbl:

%h: hostname;

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npoben
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no ip dhcp information option
format-type option

%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;

%P: oiMHHOE UMA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopta (3HayeHue nons ifTable::ifType B
LWeCTHaALATEPUYHOM BUAE);

%m: mac-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mac-agpec cuctembl B opmate H-H-H-H-H-H-H;
%u: HOMep IHUTA;

%S: HOMep CNoTa;

%n: HOMep nopTa (Kak Ha nLEeBoI NaHenu);

%i: ifindex nopTa;

%v: naeHtnoukatop VLAN;

%c: mac-agpec KaneHta B popmate H-H-H-H-H-H;
%a: IP-agpec cuctembl B popmate A.B.C.D.

YcTaHOBKA 3Ha4YeHUA No YMO/I4aHUIO.

ip dhcp information option
suboption-type {global | tr101
| custom}

-/global

no ip dhcp information option
suboption-type

HacTpolika popmata onumm 82 Ha uHTepodelice.

- global — popmaT onumm onpepenseTca HaCTPOMKammM onuun
Ha uHTepoderice VLAN;

- tr101 — yctaHaBnuBaeT popmat onuymm 82 cornacHo
CMHTaKCUCY, NPUHATOMY B pekomeHaaumax TR-101 s
COOTBETCTBMM C HGOpMaTOM, NpuBeseHHbIM B Tabaunue 5.215;
- custom — ycTaHaB/iMBaeT popmat onumm 82 B COOTBETCTBUMU
¢ popmaTtom, npueeaeHHbIM B Tabanue 5.216.

Bo3BpawaeT 3Ha4yeHMe No YMOHaHUIO.

KomaHObI pexcuma KoHguaypuposaHua uHmepgetica VLAN

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXMme KoHdUrypnposaHua nHtepdeiica VLAN:

console (config-if) #

Tabnnuya 5.218 — KomaHapl pexxnuma KoHouUrypuposaHua nHtepdeinca VLAN

3HayeHue/3HayeHue o

no ip dhcp information
option

KomaHoa Aelicmeue
YMOAYAHUIO
ip dhcp information PaspewaeT ycTponctey gobasneHue onumm 82 ans JaHHOTO
option [global] VLAN npwu paboTe npotokona DHCP.
- global — pobasneHune onumm 82 onpenenserca rnobanbHbIMU
-/global

HacTpoMKkamu.

3anpeuwaeT ycTpoicTay AobasneHue onuun 82 gna AaHHOTO
VLAN npwu paboTe npotokona DHCP.

ip dhcp information
option format-type
access-node-id node_id
no ip dhcp information
option format-type
access-node-id

node_id: (1..32)
CUMBO/IOB/-

YcTaHOBKa ngeHtTuounKatopa access-node_id onumm 82 ana
paHHoro VLAN.

YcTaHOBKa 3Ha4YeHns no YMOI4aHUIO.

ip dhcp information
option format-type
remote-id

no ip dhcp information
option format-type
remote-id

remote_id: (1..32)
CMMBONOB/-

YcTaHOBKa ngeHtuoukatopa remote_id onuum 82 gns
aaHHoro VLAN.

YcTaHOBKa 3HAY€HUA NO YMOYAHUIO.

ip dhcp information
option format-type
option format [delimiter
delimiter]

format: (sp, sv, pv, spv, bin,
user-defined);
delimiter: (.,;#)/npo6en

HacTpoiika popmata DHCP onuun 82 ana aaHHoro VLAN.
dopmar:

- Sp — HOMep C/10Ta U NopTa;

- SV —Homep cnota un VLAN;

- pv — Homep nopta u VLAN;

- Spv — HoMmep cnoTa, nopta n VLAN;

- bin — 6uHapHbIN dopmaT: VLAN, cnoT, nopT;

- user-defined — dpopmat onpegenserca nonbsosatesnem. Mpu
onpeaeneHnm UCNoNb3yoTca cneaytolme WabnoHbl:
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no ip dhcp information
option format-type
option

%h: hostname;

%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;

%P: ANMHHOE MMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN  nopta (3HayeHue nona ifTable:ifType B
WecTHaALATEPUYHOM BUAE);

%m: mac-agpec nopta B popmate H-H-H-H-H-H-H;

%M: mac-agpec cuctembl B popmate H-H-H-H-H-H-H;

%U: HOMep KHUTA;

%S: HOMep CNOoTa;

%n: HoMmep nopTa (KaK Ha ML,EeBOI NaHenwn);

%i: ifindex nopTa;

%V: uaeHtTnduratop VLAN;

%c: mac-agpec KaneHTta B popmate H-H-H-H-H-H;

%a: IP-appec cuctemsl B dopmate A.B.C.D.

YCTaHOBKa 3HAY€HUA NO YMOIYAHUIO.

ip dhcp information
option suboption-type
{global | tr101 | custom}

no ip dhcp information
option suboption-type

-/global

HacTpoiika popmata onumm 82 ansa agaHHoro VLAN.

- global — dopmat onuum onpepensetca rnobanbHbIMM
HacTpovKamu;

- tr101 — ycraHaBnuBaeT popmat onumm 82 cornacHo
CMHTaKCUCY, NPUHATOMY B peKkomeHaaumax TR-101 s
COOTBETCTBMM C GOpMaToOM, NpuBeaeHHbIM B Tabaunue 5.215;

- custom — yctaHaBnuBaeT popmat onuumn 82 B COOTBETCTBUU C
dopmaTom, NpmBeseHHbIM B Tabnmue 5.216.

Bo3BpalaeT 3Ha4yeHne No YyMOIYAHMUIO.

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 5.219 — KomaHapl pexxuma Privileged EXEC

KomaHda

3HayeHue

Aeiicmeue

ip dhcp snooping binding
mac_address

vlan_id ip_address
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group} expiry
{seconds|infinity}

no ip dhcp snooping binding
mac_address
vlan_id

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
vlan_id: (1 .. 4094);
group:(1..12);
seconds:
(10..4294967295)

[o6asnaetr B dain (6asy) KoHTpons npotokona DHCP
cootBeTcTBMe MAC-agpeca kaneHTa, rpynne VLAN u IP-agpecy
ANA yKa3aHHOro uHTepodelica.

[aHHan 3anucb byaeT AencTBMTENbHA B TEYEHME YKA3aHHOTO B
KOMaHZe BPeMEHU XKU3HWU 3anncu, eciiv KAUEHT He OTNpaBuT
3anpoc Ha DHCP-cepBep Ha obHoBNeHMe. Tallmep 0bHyNseTcA
B C/ly4ae NO/NyYEeHUA OT KAMEeHTa 3anpoca Ha obHoBneHue
(komaHgaa [OCTyMHa TOAbKO AN MPUBWUIErMPOBAHHOMO
nonb3osaTens).

- seconds — BpeMA KM3HW 3anucu;

- infinity — Bpema »KM3HW 3anncK He orpaHnYeHo.

Ypanaer w3 d¢aina (6a3bl) KoHTpons npotokona DHCP
cootBeTcTBMe MAC-agpeca KnveHTa 1 rpynnbl VLAN.

clear ip dhcp snooping
database

OunwaeT ¢daiin (6asy) KoHTpona npotokona DHCP.

KomaHObl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnua 5.220 — KomaHab! pexmma EXEC

KomaHoa

3HayeHue Aelicmsue

show ip dhcp information

option

MokasbiBaeT MHPopmaumio 06 ucnonb3oBaHWuM onuun 82
npotokona DHCP.

show ip dhcp snooping

MoKasbiBaeT KoHUrypaumio ¢yHKUUU KOHTPOASA MPOTOKo/A

gi_port: (1..8/0/1..24);

igabi ] DHCP.
[gigabitethernet gi_port | te_port: (1..8/0/1..4);
tengigabitethernet te_port |
group: (1..24)
port-channel group]
show ip dhcp snooping binding MokasbiBaeT cooTBeTCcTBMA U3  daiina KOHTpOASA
[mac-address mac_address] npotokona DHCP.

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)
vlan_id: (1..4094)

[ip-address ip_address ] [vlan
vlan_id] [gigabitethernet
gi_port |

tengigabitethernet te_port |
port-channel group]

[pumepbl 8b1M0AHEHUS KOMAHO

= Paspewuntb ncnonbzosaHne DHCP onuun 82 8 10 VLAN:

console#configure

console (config) #ip dhcp snooping

console (config) #ip dhcp snooping vlan 10

console (config) #ip dhcp information option
console (config) #interface gigabitethernet 1/0/24
console (config) #ip dhcp snooping trust

= [lokasaTb BCe COOTBETCTBUSA M3 Tabanupbl KOHTPOAsA NpoTokona DHCP:

console#show ip dhcp snooping binding

5.25.4 3awuma IP-adpeca knueuma (IP Source Guard)

®yHKuMA 3awuTbl IP-agpeca (IP Source Guard) npegHasHadyeHa ana GuabTpaumm TpaduKa,
NPUHATOrO ¢ MHTepdelica, Ha OCHoBaHUM Tabnuubl cooTBeTcTBM DHCP snooping un cratMyeckux
cooTBeTcTBUI IP Source Guard. Takum obpasom, IP Source Guard no3sosseT 6opoTbea ¢ nogmeHown IP-

alpecos B NaKkeTax.

V MocKkonbky GyHKUMA KOHTpoAnA 3awmTthbl IP-aapeca ucnonb3lyeTt 1abnauuy cooTBeTcTBUMA
DHCP snooping, umeer CMbIC MUCNONb30BaTb AaHHYK (YHKLUMUIO, NpeaBapuUTesibHO

HacTpous u Bkatouns DHCP snooping.

V' dyHKuumio 3awmTbl IP-agpeca (IP Source Guard) Heo6xogMMo BKAOUUTL rNo6anbHO U gna

uHTepdeiica.

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KOHOUrypnpoBaHmsa:

console (config) #

Tabnunua 5.221 — KomaHapl pexknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa 3HayeHue Aelicmeue
ip source-guard BkntoyaeT ¢yHKUMio 3awmTbl IP-agpeca KaveHTa Ans Bcero
KOMMyTaTopa.
- -/BbIK/OYEHO
no ip source-guard BbikntovaeT ¢yHKUMIo 3awuTbl IP-agpeca KanMeHTa gna Bcero
KOMMyTaTopa.
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ip source-guard binding
mac_address vlan_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}

no ip source-guard binding
mac_address vian_id

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
vlan_id: (1..4094);
group: (1..24)

Co3gaHue cTaTUYecKon 3anucK B TabmLe COOTBETCTBUA MEXAY
IP-appecom knueHTa, ero MAC-agpecom u rpynnoit VLAN gns
YKa3aHHOro B KomaHze uHtepderica.

YpaneHwe CTAaTUYECKOW 3anuncu B Ta61w|u,e COOTBETCTBUA.

ip source-guard tcam retries-
freq {seconds | never}

no ip source-guard tcam
retries-freq

seconds: (10..600,
never)/60 cek

3apaeT yYactoTy oO6palleHna YCTPOMCTBA K  BHYTPEHHUM
pecypcam C LieNblo 3aNncK B NaMATb HEAKTUBHBbIX 3aLUMLLEHHbIX
IP-agpecos.

-never — 3anpewaet
3awmueHHbIx IP-agpecos.

3anMnMcb B MNaMATb  HEaKTUBHbIX

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObI _pexcuma KoHguaypuposaHua uHmepagelica (duanaszoHa uHmepgelicos)

Ethernet, uHmepdgelica 2pynnsl NOPMos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexKume KoHduUrypupoBaHus wuHTepdeiica Ethernet,

nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnuua 5.222 — KomaHabl pexxuma KoHpurypmposaHus nHtepdeiica Ethernet, rpynnbl nHTepdeiicos

KomaHda

3HayeHue

Aelicmeue

ip source-guard

-/BbIK/IIOYEHO

BkntoyaeT  dyHKUMIO  3alLMThI
HacTpanBaemoro nHTepdeica.

IP-agpeca kKaveHTa AnA

no ip source-guard BblkntoyaeT ¢yHKUMIO 3awmTbl  IP-agpeca  KauveHTa ana
HacTpanBaemoro nHTepdeica.
KomaHOb! pexcuma Privileged EXEC
Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:
console#
Tabnunua 5.223 — KomaHapl pexxuma Privileged EXEC
KomaHoa 3HavyeHue Aelicmeue

ip source-guard tcam locate

Bpy4Hylo 3anyckaetT npouecc obpalieHus ycTponcTBa K
BHYTPEHHUM PECYPCam C Lie/ibio 3anmncy B NamaTb HEAKTUBHbIX
3aWmueHHbIX IP-agpecos. KomaHga AocTynHa TOMbKO Ans
NPUBUAETMPOBAHHOIO NO/b30BaTeNSA.

KomaHOwb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 5.224 — KomaHgapl pexkuma EXEC

KomaHoa

3HaveHue

Aelicmeue

show ip source-guard
configuration [gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

KomaHaa oTobparkaeT HacTpoiky dyHKuMM 3awmThl IP-agpeca
Ha 3aZ.@aHHOM, IM60 Ha BCcex MHTepdencax yCTPOoUCTBa.

show ip source-guard status
[mac-address mac_address]
[ip-address ip_address ] [vlan

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
vlan_id: (1..4094);

KomaHgaa otobpaxkaet ctatyc dyHKUMKM 3awnTel IP-agpeca ans
yKa3aHHoro uHtepdeiica, IP-agpeca, MAC-agpeca nau rpynnbl
VLAN.
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vlan_id] [gigabitethernet group: (1..24)
gi_port | tengigabitethernet
te_port | port-channel group]

show ip source-guard inactive - KomaHza oTobparkaeT He akTMBHbIe |IP-aapeca oTnpaBuTens.

[pumepbl 8bINM0AHEHUS KOMAHO

= [lokasaTb HAcTPOMKY GyHKUMM 3awwmTbl IP-agpeca ana Bcex MHTepdencos:

console#show ip source-guard configuration

IP source guard is globally enabled.
Interface State
gi0/4 Enabled
gi0/21 Enabled
gi0/22 Enabled

= BKAOUAUTL OYHKUMIO 3awmTbl IP-agpeca ana duabTpaumm TpaduKa Ha OCHOBAHMUWM Tabauupl
cooTBeTcTBuit DHCP snooping u cratuyeckux cootsBetcTBuid IP Source Guard. Cosgatb
CTaTUYeCKylo 3anuch B Tabanue cooTBeTcTBmA Ana uHtepdeiica Ethernet 12: IP-agpec kaneHTa —
192.168.16.14, ero MAC-agpec — 00:60:70:4A:AB:AF. UnTepdeltic B 3-i4 rpynne VLAN:

console#configure

console (config) #ip dhcp snooping

console (config) #ip source-guard

console (config) #ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
gigabitethernet 1/0/12

5.25.5 KoHmponb npomokona ARP (ARP Inspection)

®yHKUMA KoHTponsa npotokona ARP (ARP Inspection) npeaHasHayeHa Ana 3aWwuTbl OT aTak C
ncnosb3oBaHWem npoTtokona ARP (Hanpumep, ARP-spoofing — nepexsaT ARP-Tpadwmka). KoHTposb
npotokosaa ARP ocyluecTBAsieTcA Ha OCHOBE CTAaTMYECKMX cooTBeTcTBUIM IP- 1 MAC-aapecos, 3aaHHbIX
ana rpynnel VLAN.

’ ‘ MNopT, ckoHPUrypMUpoBaHHbIN «HepzoBepeHHbIM» ana pyHKuMm ARP Inspection, gonkeH
e TaK}Ke b6bITb «Hea0BepeHHbIM» AnA pyHKuunM DHCP snooping nnam coorsercreme MAC-
appeca u IP-agpeca anA 3Toro nopra A0MKHO 6bITb CKOHPUIYPUPOBAHO CTAaTUUECKM.

MHaue aaHHbIM NopT He 6ypeT oTBeyaTb Ha 3anpocbl ARP.

V OnAa HeHagEXXHbIX NOPTOB BbINOJ/HAIOTCA NpoBepKu coorsetrcTeuit IP- u MAC-agpecos.

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnunua 5.225 — KomaHapl pexknuma rnobanbHOro KOHPUrypmposaHus

KomaHoa 3HayeHue/3Ha4yeHue Aeilicmeue
no yMo/a4YaHUro
ip arp inspection BKkntoyaeT KOHTposib npoTokona ARP  (pyHkumto  ARP
Inspection).
- - - -/BbIKNIOYEHO
no ip arp inspection BbIKntoyaeT KOHTponb npoTtokona ARP  (dyHKuuio ARP
Inspection).
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ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id:
(1..4094)/BbIKNtOYEHO

PaspewaeT npoBepKy npoTtokona ARP, ocHoBaHHylo Ha 6ase
cooTseTcTBuit DHCP snooping, B BbibpaHHOW rpynne VLAN.

3anpewaeT npoBepky npotokona ARP, ocHOBaHHylo Ha 6ase
cooTseTcTBuit DHCP snooping, B BbibpaHHoW rpynne VLAN.

ip arp inspection validate

no ip arp inspection validate

MNpepoctaBnaeTr cneunduyHble
npotokona ARP.

MAC-agpec wuctouHuka: pgna ARP-zanpocoB wn oTBeTOB
nposepseTca cooTBeTcTBMe MAC-agpeca B 3arosnioske Ethernet
MAC-agpecy UCTOYHMKA B cogepXKmmom npotokona ARP.
MAC-agpec Ha3HayeHua: ana ARP-oTBeTOoB npoBepAeTcA
cooTsetcTtBMe MAC-agpeca B 3arosioske Ethernet MAC-aapecy
Ha3HayYeHWA B coAepXKMmom npotokona ARP.

IP-apgpec: MNpoBepsetca cogepxumoe ARP-naketa Ha Hannume
HEKOppeKTHbIX IP-agpecos.

NPOBEPKM AO/1A KOHTpOAA

3anpelaeT cneynduyHbie NPOBEPKM A1 KOHTPOAA NPOTOKONA
ARP.

ip arp inspection list create
name

no ip arp inspection list create
name

name:
(1..32) cumBona

1. Co3gaHue cnucka ctatuydecknx ARP cooTBeTCTBUN.
2. Bxop, B perum KoHpurypuposaHua ARP-cnmcKos.

YpaneHue cnvcka ctatudeckux ARP cOOTBETCTBUN.

ip arp inspection list assign
vlan_id name

no ip arp inspection list assign
vlan_id

vlan_id: (1..4094)

HasHauyaeT  cnucok ctatuyeckux ARP cooTtsetcTBuit anA
yKasaHHou VLAN.

OTMeHSAET Ha3HayeHMe cnncka ctatudecknx ARP cooTseTcTBUIA
AnA ykasaHHou VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection logging
interval

seconds: (0..86400,
infinite)/5 cek

3aaeT MWHUMaNbHbIN WHTEPBANA MEXKAY COObLEeHMAMMY,
cogeprammm MHbopMauuio npoTokona ARP,
nepegaBaeMbiMu B XKypHar.

- 3HayeHne 0 yKasbiBaeT Ha TO, 4YTO coobleHna OyayT
reHepMpoBaTbCA He3aMeaINTEe/IbHO;
infinite — He reHep1poBaTb COOBLLEHNI B }KypHan.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

KomaHOwbI

pexcuma KoHgu2ypuposaHua uHmepgelica (duanaszoHa uHmepgelicos)

Ethernet, uHmepaelica 2pynnbl MOpMos

Bua 3anpoca KOMaHAHON CTPOKM B pexXMme KOHPUTypupoBaHus WHTepdeica Ethernet,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.226 — KomaHapl pexknma KoHduUrypupoBaHua nHTepdeinca Ethernet, rpynnbl uHTepoeicos

KomaHda

3Ha4yeHue no
YMOMYAHUIO

ip arp inspection trust

no ip arp inspection trust

-/mHTepdeic He
ABNAETCA AOBEPEHHbIM

Aeiicmeue
[OobasnaeTr uHTepderc B CNUCOK  «AOBEPEHHbIX» MNpu
MCMONb30BaHUM  KOHTpons npotokosna ARP. ARP-Tpaduk

«A0BepeHHoro» MuHTepdeiica cumtaetcs 6e30mnacHbiIM U He
KOHTpO/IMpyeTCA.

Ypanaer uHTepderc M3  CIMCKA  «A0BEPEHHbIX»  Mnpu
MCNONb30BaHUU KOHTPONA NpoToKona ARP.

KomaHObI pexcuma KoHgu2ypuposaHusa ARP-criuckos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexkume KoHdurypnposaHua ARP-cNMCKOB:

console#configure

console (config) #ip arp inspection list spisok
console (config-ARP-1list) #
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Tabnunua 5.227 — KomaHapl pexknuma koHdurypmuposaHuma ARP cnnckos

KomaHda

Aelicmeue

ip ip_address
mac mac_address

[ob6asnaeT cTaTnyeckoe cootsetcTeume IP- 1 MAC-agpecos.

no ip ip_address mac
mac_address

Ypansaet ctatnyeckoe cootsetctaume IP- 1 MAC-agpecos.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 5.228 — KomaHabl pexkmma EXEC

KomaHoa

3HavyeHue

Aeiicmeue

show ip arp inspection
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
group: (1..24)

MoKa3blBaeT KOHPUrypaumo ¢GyHKUUM KOHTPOAA MPOTOKONA
ARP Inspection Ha BblbpaHHOM nHTepdeiice/scex
nHTepdencax.

show ip arp inspection list

MoKasbiBaeT CNUCKM cTaTUYeckux cooTeeTcTBuid IP- n MAC-
agpecos (komaHga [OCTyNHa TOJIbKO ona
NpUBUIETMPOBAHHOIO NOJIb30BaTeNA).

show ip arp inspection
statistics [gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]
[vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
group: (1..24)
vlan_id:(1 .. 4094)

MOoKasbiBaeT CTaTUCTMKY ANA CAeAylowmX TUMNOB MAKeToB,
KOTOpble 6bli 06paboTaHbl Npu nomowm GyHKuMm ARP:

- nepefaHHble naketbl (forwarded);

- noTepsiHHble NakeTbl (dropped);

- ownbku B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]
[vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
group: (1..24)
vlan_id:(1 .. 4094)

OuunLaeT CTaTUCTUKY KOHTpOAA npoTokona ARP Inspection.

[pumepbl 8b1M0MHEHUS KOMAHO

=  BKAOUYATb KOHTPO/Ib NpoTokosa ARP u pobaBuTb B CNMCOK spisok cTaTuyeckoe

COOTBETCTBMUE!

MAC-agpec:

00:60:70:AB:CC:CD,

IP-apgpec: 192.168.16.98. HasHauutb

cnucok spisok ctatnueckmx ARP cooTseTcTBuiA ana VLAN 11:

consolet#configure
console (config) #ip arp inspection list spisok
console (config-ARP-1list)#ip 192.168.16.98 mac 0060.70AB.CCCD
console (config-ARP-1list) #exit

console (config) #ip arp inspection list assign 11 spisok

= [lokasaTb CNMCKM CTaTUYecKux cooteeTcTeui IP- 1 MAC-agpecos:

consolef#show ip arp inspection list

List name:

IP

192.168.16.98

servers
Assigned to VLANs:

11
ARP

0060.70AB.CCCD
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5.25.6 Hacmpolika ¢pyHkyuu MAC Address Notification

®dyHkuma MAC Address Notification nossonsier oTcnexuBaTb MNOSIBAEHWE M MCYE3HOBEHUE
aKTMBHOro obopyaoBaHMA Ha CeTM, NyTEM COXpaHeHuA wuctopum unlydenma MAC-agpecos. [lpwu
o6HapyXeHUM U3MeHEHN B cocTaBe n3yvyeHHbIx MAC-aapecoB KOMMYTATOP COXPaHAET MHPOPMALUIO
B Tabnunue u um3Bewaer o6 3Tom C Nomolblo coobuieHnit npoTtokosa SNMP.  ®yHKuMs umeet
HacTpaMBaemble NapamMeTpbl — rybuHa UCTOpPUM O COBBLITUAX U MUHUMANbHbLIA MHTEPBAA OTMPABKM
coobueHnin. Cepenc MAC Address Notification oTKAtO4EeH MO YMONYaAHUIO M MOXKET BbiTb HAacTPOEH
BbIOOPOYHO A1A OTAENbHbBIX MOPTOB KOMMYTATOPA.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOro KoHGUIyprupoBaHusa:

console (config) #

Tabnnuya 5.229 — KomaHap! pexxnuma rnobanbHOro KOHPUrypmposaHus

KomaHoa 3HauyeHue/ 3HayeHue Aelicmesue
110 yMOAYAHUIO

[no] mac address-table KomaHaa npegHasHauyeHa pgns r106anbHOrO  ynpaB/ieHus
notification change ¢dyHkumen  MAC  notification.  KomaHpga  paspewaet
pernctpaumto cobbiTnit sobasnenna n yaganenma MAC-agpecos
B/M3 Tabauy KommyTaTopa M OTNPaBKy YyBeAOM/EHMS O

cobbITUSAX.
-/BbIKNtOYEHa OTtpuuatenbHas ¢opma KomaHgpl (c npedukcom no)
BbIK/lOYaeT byHKUMIO rnobanbHo " oTMeHseT

COOTBETCTBYIOLLME HACTPOMKM Ha BCex MHTepdeiicax.

Ona  paboTbl  GyHKUMM  HeobXoAMMO  LOMNONHUTENIbHO
paspelwaTtb reHepauuio yBegoMneHui Ha uHTepdericax (cm.
HUXeE).

MaKcMManbHbIM NPOMEXKYTOK BPEMEHW MeXKAy OTrnpaBKamu
SNMP-yBegomneHnn. Ecnv 3HaueHue WHTepBana BpPeMeEHM
paBHo O, TO reHepaLmsa yBeLOMIEHUIN U COXpaHeHUe cobbITui
B MUCTOpUIO OyaeT OCyWwecTBAATbCA HemMea/IeHHO Mo mepe
mac address-table notification value: BO3HUKHOBEHMA COBLITUI 06 U3MEHEHUN COCTOSHMA Tabanupl
change interval value (0..4294967295)/1 MAC-agpecos. Ecnv 3HauyeHWe MHTepBana spemenn 6onbuie O,
TO YCTpOWCTBO OyAeT HaKaniveaTb CO6bITUA 06 M3MeHeHuU
cocToaHuA Tabanusl MAC-afpecoB B TeHeHWe 3TOr0 BPeMeHHU,
a 3artem OTNpaBaATb yBegomaeHwa npotokosa SNMP u
COXPaHATb COOLITUA B UCTOPUMN.

KomaHaa 3a4aeT MaKCMManbHOe KOAM4yecTBo CobbiTuit 06
M3MeHeHUn coctoaHua Tabauubl MAC appecoB, KoTopoe
mac address-table notification coxpaHsaeTcs B uctopuun. Ecam yctaHoBneH pasmep uctopum
change history value value: (0..500)/1 paBHbIit 0, TO cobbITUA He coxpaHawTca. Mpy nepenonHeHUn
bydepa wuctopum HoBoe CObGbLITME MNMOMELLAETCA Ha MEecTo
camoro cTaporo.

KomaHpa npepHasHavyeHa A1 BK/IOYEHMA WKW OTK/IOYEHUA
otnpaBkn SNMP-yBegomneHuini 06 WM3MEHEHMU COCTOAHUSA
Tabnnubl MAC-agpecoB. [na OTK/AOYEHWUA UCMONb3yeTcs
oTpuuaTtenbHaa popma KomaHAabl.

-/BbIKNOYEHO Ecnv oTnpaBKa yBegoOMNEHUI BKAKOYEHA, TO YCTPOMCTBO byaeT
MHPopMMpoBaTb O COBbITMAX cOobLEHMAMMU NpoToKoNa SNMP
M COXpaHATb COOTBeTCTByloWME CcobbiTUA B UCTOpUW. Ecam
oTnpaBka SNMP-yBeAOMNEHUI BbIKNHOYEHA, TO YCTPOMCTBO
6yAeT TONbKO COXPAHATL COOLITUA B UCTOPUM.

[no] snmp-server enable traps
mac-notification change

BKAOUNTL/BbIKNOYMTL OTNPaBKy Tpanos o dnannuHre MAC-
appecos (eltMnFlappingNotification).

[no] snmp-server enable traps

e . -/BKAtOYEHO
mac-notification flapping
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KomaHObI pexcuma KoHgu2ypuposaHue uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-if) #

Tabanuya 5.230 — KomaHapl pexxuma KoHPurypuposaHua nHtepoeica Ethernet

KomaHda

3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

snmp trap mac-notification
change [added | removed]

-/BbIK/IIOYEHO

BKAtoyeHWe reHepaLmm yBefOMAEHUI HA KaXa0oMm MHTepdeice
0 cobbITUAX U3meHeHuna coctosaHua MAC-aapecoB. OTAeNbHO
MOHO paspewnTb reHepauuio yBeAOMIEHUI TOAbKO 06
nsyyeHun MAC agpecos, 1M60 ToNbKO 06 ux yaaneHuu.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnuya 5.231 — KomaHabl pexkuma privileged EXEC

KomaHda

3Ha4yeHue

Aelicmeue

show mac address-table
notification change history
[interfaces]

OTobparkeHne Bcex yBeAOMJIeHU 06 M3meHeHun coctosHuMAa MAC-
apecoB, COXPaHEHHbIX B UCTOPUWN. BO3MOXKHA duabTpaumna cobbiTuii
no noptam, rpynnam noptos (LAG) n VLAN.

show mac address-table
notification change statistics

OTobparkeHne CTaTUCTUKM cepBuca: obliee KoAn4ecTBo cobbiTuii 06
n3yyeHun MAC-agpecos, obuiee Konmyectso cobbiTuii 06 yganeHum
MAC-agpecos, obLee KonnmyecTso oTnpassieHHbIXx SNMP-coobLeHuni.

[pumepbl UCI016308AHUS KOMAHO

= [lpymep NOKasbiBaeT, Kak HacTpouTb nepegady coobuweHmnin SNMP MAC Notification Ha
cepBep ¢ agpecom 172.16.1.5. MNpun HacTpoliKe 3agaeTca obliee paspelieHne paboThbl
cepBuca, HaCTPaMBAETCA MUHMMANbHbIN MHTEPBAJ OTNPABKM COOBLLLEHWI, 3a4aeTca pasmep
NCTOPUKN COBBITUI N HAcTpanBaeTCA CePBUC HA BbIGPAHHOM MOPTY.

console (config) #snmp-server host 172.16.1.5 traps private
console (config) #snmp-server enable traps mac-notification change

console (config) #fmac address-table notification change interval 60

)
)
console (config) #fmac address-table notification change
)
)

console (config) #interface gigabitethernet 0/7
console (config-if) #snmp trap mac-notification change
console (config-if) #exit

console (confiqg) #

(
(
(
(
console (config) #fmac address-table notification change history 100
(
(
(
(

5.26 PyHKumun DHCP Relay nocpegHuka

KommyTtatopbl MES3000 nopgaeprkuaet ¢yHkumm DHCP Relay areHTta. 3agadveit DHCP Relay
areHTa sBnaetca nepenadya DHCP-nakeToB OT K/AMEHTa K cepBepy M obpaTHo, B cnyyae ecnm DHCP-
cepBep HaxoAuTcA B OAHOW CeTWU, a KAMEHT B aApyroi. [pyron ¢yHKumel aBnsetca agobasneHue
A0NoSIHUTEeNbHbIX onuuit B8 DHCP-3anpochkl KaveHTa (Hanpumep, onuyn 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KOmMmyTaTope: KOMMYyTaToOp MPUHUMAET OT K/MEHTa
DHCP-3anpocbl, nepesaeT 3TM 3anpocbl CepBepy OT MMEHU K/MeHTa (OCTaBass B 3anpoce Onuuu C
TpebyembiMW KIMEHTOM NapaMmeTpamu U, B 3aBUCUMOCTU OT KOHdUrypaumm, 8o6aBass cBou onuuu).
MNonyynBs oTBET OT cCepBepa, KOMMYTATOP NepeaaeT ero KANEHTY.
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KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHOro KoHOUrypnpoBaHmsa:

console (confiqg) #

Tabnunua 5.232 — KomaHapl pexxnuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda

3HayeHue

Aelicmeue

ip dhcp relay enable

no ip dhcp relay enable

-/BblKIOYEH

BkntoueHune ¢pyHKunin DHCP Relay areHTa Ha KommyTaTope.

BbikntoueHne dpyHKumii DHCP Relay areHTa Ha KommyTaTope.

ip dhcp relay address ip_addr

no ip dhcp relay address
lip_addr]

Mo»keT 6bITb 3a4aHO
[0 8-mu cepBepoB

3apaét IP-agpec pgoctynHoro DHCP-cepsepa gns DHCP Relay
areHTa.

Ypanset IP-appec 13 cnucka DHCP-cepsepos ana DHCP Relay
areHTa.

ip dhcp relay broadcast enable

no ip dhcp relay broadcast
enable

-/BbIK/IOYEHO

BKAtOYaeT pexuMm LIMPOKOBELLATENbHON PaCcCblIKM OTBETOB
DHCP-cepsepa.

YcTaHaBANBaET PEXUM MO YMONYAHUIO

ip dhcp relay information
policy {keep | replace | drop}

no ip dhcp relay information
policy

-/keep

OnpeaensneT pexxnm obpaboTkn DHCP-nakeToB c onuueit 82:
- keep — nponycKkaeT nakeTbl 6€3 U3MeHeHWU;

- replace — 3ameLLaeT cogepRnumoe onumm 82;

- drop — oTbpacbiBaeT nakeTbl ¢ onuuel 82.

YcTaHaBAUBAET PeXXMM MO YMOAYAHUIO.

ip dhcp relay information
option format-type option
format [delimiter delimiter]

no ip dhcp relay information
option format-type option

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npoben

HacTpoiika popmata DHCP onuum 82.
dopmar:
- Sp — HOMep cnoTa ¥ NopTa;
- sV — Homep cnota n VLAN;
- pv—Homep nopta n VLAN;
- Spv —HoMmep cnoTa, nopta n VLAN;
- bin — 6unHapHbIN dopmaT: VLAN, cnoT, nopT;
- user-defined — popmart onpegenaetca nonbsosatenem. Mpu
onpeaeneHnm NCNob3yoTcA cneaytome WabnoHbl:
%h: hostname;
%p: KOPOTKOE MMA MopTa, Hanpumep gil/0/1;
%P: pvHHOE MMmA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMn  nopta (3HayeHune nona ifTable:ifType B
WeCcTHaALATEPUYHOM BUAE);
%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctemol B popmate H-H-H-H-H-H-H;
%U: HOMep HUTA;
%S: HOMep CNoTa;
%n: HoMmep nopTa (KaKk Ha N1MLEeBON NaHenwn);
%i: ifiIndex nopta;
%v: naentnoukatop VLAN.

YcTaHOBKa 3Ha4YeHnA no YMOA4aHUIO

ip dhcp relay information
option suboption-type {tr101 |
custom}

no ip dhcp relay information
option suboption-type

-/tr101

HacTpolika popmata onumm 82.

- trl01 - vycraHaBnuBaeT ¢opmaT onumn 82 cornacHo
CUHTaKCUCY, nNpUHATOMY B pekomeHgauuax TR-101 B8
cooTBeTCTBUM C GOpPMaTOM, NpMBeaeHHbIM B Tabauue 5.215;

- custom — ycTaHaBAuBaeT Gopmart onumm 82 B COOTBETCTBUM C
dopmaTtom, npuseseHHbIM B Tabamue 5.216.

Bo3BpalaeT 3HaueHne No YyMONYaHUIO
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHurypmposaHus nHtepoerica VLAN:

console#configure
console (config) #interface vlan {vlan id}
console (config-if)#

Tabnunua 5.233 — KomaHapl pexkuma KoHpurypupoBaHusa nHtepdeica VLAN

KomaHoa 3HavyeHue Aelicmeue
ip dhcp relay enable BkntoyeHune ¢yHkumit DHCP Relay areHTa Ha HacTpanBaemom
MHTepodeiice.
- -/BbIK/IOYEHO —
no ip dhcp relay enable BoikntoueHune ¢yHKumii DHCP Relay areHTa Ha HacTpaMBaemom
MHTepodeiice.

KomaHObI pexcuma KoHguaypuposaHue uHmepgpelica Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU:
console (config-if)#

Tabnunua 5.234 — KomaHgpl pexknuma KoHduUrypupoBaHua nHtTepdeica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmesue
yMOAYaHUIO
OnpegensaeT pexxnm ob6paboTkn DHCP-nakeToB c onuueit 82.
ip dhcp relay information - keep — nponyckaeT nakeTbl 6€3 U3MeHeHUi;
policy {keep | replace | -/global - replace — 3amellaeT cogepxumoe onuum 82;

- drop — oTbpacbiBaeT NakeTbl ¢ onunen 82.
3HayeHMe Ha nopTax umeeT 60siee BbICOKUI MPUOPUTET, Yem
rnobanbHas HacTpoliKa.

drop | global}

KomaHOb1 pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.235 — KomaHapl pexknuma EXEC

KomaHoa Aelicmeue

show ip dhcp relay OTob6parkaeT KOHOUrypaLmto HacTpoeHHoN dyHKumMmM DHCP Relay areHTa gns KommyTaTtopa u
OTAEeNbHO A48 MHTepdENCoB, a TaKXKe CNUCOK AOCTYMHbIX CEPBEPOB.

[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTtb cocToaHue pyHKumMmn DHCP Relay areHTa:

console#show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled
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5.27 ®yHkuuum Lightweight DHCPv6 Relay Agent (LDRA)

HapasHe ¢ DHCP ana npoTokona IPv4 KommyTaTop MOXKeT BbINOAHATb QYHKUUM MOCpeaHUKaA
(relay agent) ana DHCPv6. [laHHbI dyHKUMOHaN peannsosaH B Buae Lightweight DHCPv6 Relay Agent
cornacHo RFC6221.

B pamkax BbInonHeHMA YHKLMM NOCpenHMKa KOMMYTATOp BCTaBAAET B KaneHTckue DHCPv6-
nakeTbl onumn 18 n 37. [ina sBkAtoveHUA GyHKUUKN TpebyeTca BbINONHUTL CAeAyHoLMe NpeaBapuTesbHble
LIarK No HaCTpoitKe:

e  Bkaouutb PpyHKUMOHan DHCP snooping (ana IPv4) — rnobanbHo u Ha uenesom VLAN;

e  Bkaouutb PpyHKUMOHan DHCPv6 guard — rnobanbHo 1 Ha uenesom VLAN;

e Ha «aoBepeHHbIX» UHTepdencax KommyTaTopa («trusted» no TepmuHonormn RFC3046)
BbINOAHUTL DHCPv4-HacTpoliky «ip dhcp snooping trust»;

e Ha «aoBepeHHbIXx» MHTepdelicax KoOMMyTaTopa BbIMNOAHUTL HAcTponKy «ipve dhcp guard
trusted-port»

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma ri1o6anbHoro KOHPUrypmpoBaHumsa:
console (config) #

Tabnunua 5.236 — KomaHapl pexxknuma rnobanbHOro KOHPUrypupoBaHus

KomaHoa 3HauyeHue/ Aelicmeue
3Ha4veHue no
yMoAYaHuro
ipv6 dhcp-ldra enable /BbIKIONEHO BksitouaeT dpyHKumio Lightweight DHCPv6 Relay Agent (LDRA).
no ipv6 dhcp-Idra enable OTkntovaeT dpyHKumio LDRA.
ipv6 dhcp-Ildra information 3agaeT naeHTuduKaTop remote-id (onuus 37).
option format-type remote-id
word word: (1..63) cumsonos
no ipv6 dhcp-ldra information Ypansaet ugeHtndukatop remote-id.
option format-type remote-id

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagetica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:
console (config-if)#

Tabnnuya 5.237 — KomaHapl pexxuma KoHPurypuposaHua nHtepoeica Ethernet

KomaHda 3HayeHue/ 3HayeHue HAelicmeue
o ymon4aHuwo

ipvé dhcp-ldra information 3agaet naeHTuounKaTop nopra (onuma 18).
option format-type

interface-id word
" . - word: (1..63) cumsonoB
no ipv6 dhcp-ldra information BoccTaHaBAMBaeT 3Ha4YeHMe MO YMOIYAHMUIO.

option format-type
interface-id

ipv6 dhcp-ldra information 3apaet naeHtuoukaTop remote-id (onuma 37).
option format-type remote-id
word word: (1..63) cumsonos

no ipv6 dhcp-ldra information BoccTaHaBAMBaeT 3Ha4YEeHMeE MO YMOIYAHMIO.
option format-type remote-id
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5.28 KoHourypuposaHue PPPOE Intermediate Agent

®yHKuusa PPPoE IA peanvsoBaHa B cCOOTBETCTBMU € TpeboBaHUAMM gokymeHTa DSL Forum TR-101
M NpegHasHayYeHa 411 UCNOJIb30BaHMA HA KOMMYyTaTOpax, paboTatowmx Ha YPOBHe JOCTyNa.

®PyHKUMA no3BonseT AononHATb nakeTbl PPPoE Discovery uHdopmaumen, xapaKrepusytoLien
uHTepdelic aoctyna. 3T0 HeobXoaMMO ANAa UAEHTUPUMKALMM NOSb30BATENbCKOTO WMHTepdelica Ha
cepsepe goctyna (BRAS, Broadband Remote Access Server). YnpaBneHue nepexsatom n o6paboTKoi
naketoB PPPoE Active Discovery ocyuwectsineTtcs rnobanbHO A1s BCEro yCTPoMCcTBa U BbIBOPOYHO AnA
KarKaoro nHtepdelrica.

Peanunsauma ¢yHKUunmM PPPOE |IA npepoctaBnaeTr AOMNOAHUTE/IbHbIE BO3MOMKHOCTU KOHTPOAA
COO0bLWEHNN NPOTOKONA NyTEM HAa3HAYEHMUA AOBEPEHHbIX MHTEPdECOB.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM peXknma rnobanbHoro KoHGUrypnupoBaHus:

console (config) #

Tabnnuya 5.238 — KomaHapl pexxnuma rnobanbHOro KOHPUrypmposaHus

KomaHda

3HayeHue/3HayeHue
Mo yMmoM4YaHuo

Aelicmeue

[no] pppoe
intermediate-agent

-/BbIK/IIOYEHO

Pa3spelueHune/3anpet pabotbl PPPOE Intermediate Agent.

[no] pppoe

word: (1 go 32)

YCcTaHOBKa CTPOKM MAEHTUOMKALMM YCTPOMCTBA AOCTYNa.

intermediate-agent format- cumsosnios/ OTtpuuatenbHaa ¢opma KomaHapl (no) BoccTaHaBAMBaEeT
type access-node-id word naeHTudumKaTop HACTPOMKK MO YMOSYAHMIO.
YCTPOWCTBA He
HasHayeH.
[no] pppoe intermediate-agent word: (1..128) YcTaHOBKa TeKcTa coobuweHns o6 owunbke npesblleHus
format-type cumBosios/ pa3mepa naketa (MTU), otnpasnsemoro PPPoE IA 8 PADO unu

generic-error-message word

Ha3HayeHo coobuyeHne
«PPPoE Discover packet
is too large to
process.».

PADS nakeTax. OTtpuuartenbHan dopma KOMaHAbl
BOCCTaQHaB/IMBAET 3HAYEHME NapameTpa N0 YMOYAHUIO.
MpumeyaHue: ecnm coobLeHMe COAepPKUT CMMBObI Npobena,
ero Heo6XoAMMO 3aKNHOUUTb B KaBbIYKU.

[no] pppoe intermediate-agent
format-type option {sp | sv |
pv | spv | user-defined}
delimeter [.,:#/ ]

-/ycTaHoBneH popmart B
cooTseTcTBum ¢ TR-101:
slot / port : vlan;

HacTpolika Habopa napameTpoB U pa3aennTensa mexay HUMH,
KOTOpble MCNONb3yTCA ANA GopMMPOBaHMA NOAOMNLMM Circuit
-id.

B KOMaHge
0603HaYeHus:

- sp—slot + port
-sv—slot +vlan
- pv—port + vlan
- spv —slot + port + vlan

- user-defined — dpopmart onpeagenaerca nonbsosatenem. Mpu
onpeaeneHnm NCNob3yTCA cneaytolme WabnoHbl:

%h: hostname;

%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;

%P: oaiMHHOE UMA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMn  nopTta (3Hauenue nona ifTable:ifType B
LWecTHaALaTePUYHOM BUAE);

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;

%M: mak-agpec cuctembl 8 popmate H-H-H-H-H-H-H;

%Uu: HOMep HHUTA;

%S: HOMep CNoTa;

%n: Homep nNopTa (KaK Ha AMLUEBOM NaHenw);

%i: ifindex nopTa;

%v: naeHtnduratop VLAN.

MUCMONb3YIOTCA  cneaylowpe  yCNoBHble
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KomaHObI pexcuma KoHgu2ypuposaHuUa UHmepagelica

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHUrypmposaHma nHtepdeiica:

console (config-if) #

Tabnumua 5.239 — KomaHabl pexxuma KoHdpurypmposaHus uHtepdeiica Ethernet, rpynnbl noptos

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
[no] pppoe PaspeuweHue/3anpet pabotbl PPPOE Intermediate Agent Ha
intermediate-agent B nHTepdelice.
[no] pppoe HasHaueHne waeHTUdUKaTOpa circuit-id, pobasnsemoro

intermediate-agent format-
type circuit-id circuit_id

circuit_id: (1.. 63)
CUMBOJI0B

KOMMyTaTopom. WaeHTUdUKATOP, 3ahaHHbIA B KOMaHAe,
NOMIHOCTbIO NepeonpeaenaeT UAeHTUGUKATOP, BbIYUCAAEMbIN
Ha ocHoBe rnobanbHbIX napameTpoB access-node-id 1
option/delimeter. OTpuuatenbHas dopma KOMaHAbl
BOCCTAHaB/IMBAeT  HACTPOWMKY Ha OCHOBE  106afbHbIX
napametpos access-node-id u option/delimeter.

[no] pppoe
intermediate-agent format-
type remote-id remote_id

remote_id: (1..63)
CMMBO/I0B/B KayecTee
remote-id
ncnonb3yetca MAC-
af\pec KommyTaTopa.

HasHaueHne wgeHTUduMKaTopa remote-id, pobasnaemoro
KOMMYTaTOpPOM. NaeHtndukaTop [OMKEH 6bITb
CKOHOUrypMpoBaH Ha Bcex MHTepdeicax KommyTaTopa, rae
paboTtaet PPPoE IA. OTtpuuaTenbHasa ¢opma KoMaHAbl
BOCCTaHaB/IMBAET HACTPOMKY MO YMOYAHUIO.

[no] pppoe intermediate-agent
timeout [timeout]

timeout : (0..600)/
600 cek

3afiaHne BPEMEHWM KU3HWU KAMEHTCKOM ceccuu. lMpu BBOAE
napameTtpa timeout paBHbIM HyAtO, TaliMayT HOBbIX CECCUit
byneT paBeH HECKOHEYHOCTH.

OTpuuaTtenbHas ¢opma KOMaHAbl BOCCTaHABAMBAET HACTPOMKY
No YMOAYaHMIO.

[no] pppoe
intermediate-agent trust

-/nHTepdeiic He
ABNAETCA J0BEPEHHbIM

YnpasneHune pexMMom AoBsepua K nHtepoelicy. KomaHga
pobasnaeT unun yaanaet uHtepoeiic us cnncka A0BepPeHHbIX.
NHTepdelicbl, K KoTOopbiM nogkatoveHbl PPPoE-cepsepbl,
HacTpamnBaloTCA KaK AoBepeHHble. MHTepdeicbl, K KOTOPbIM
NOAK/OYEHbI nonb3oBaTenu, HacTpauBatoTcA Kak
HedoBepeHHble. OTtpuuatenbHaa  ¢dopma  KOmaHAbl
BOCCTaHaB/IMBAET 3HAYEHNE NO YMONYAHMIO.

[no] pppoe
intermediate-agent vendor-tag
strip

-/pexXum yaaneHus

PaspelweHune nau 3anpet yganenus vendor-specific onuumn us
naketos PADO, PADS, PADT nepepn OTMpPaBKOM UX B CTOPOHY
nonb3osatena. PyHKLMA yaaneHna MoxeT 6bITb MCNOb30BaHA
TO/IbKO Ha MHTepdeiice, Ha KOTOPOM paspelleHa paboTa PPPoE
IA 1 KoTOpbIV ABAAETCA AO0BEPEHHbIM UHTepdericom. O6bIYHO

intermediate-agent info
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
group: (1..24)

BbIK/1HOYEH .
dYHKUMA  ydaneHuWAa  HacTpamBaeTca  Ha  WHTepodelice,
obpalyeHHom B cTopoHy PPPoE-cepsepa.

OTpmu,aTeanaﬂ d)opN\a KOMaHAbl BblK/O4YaeT pexnm
yAaneHua.

KomaHOosi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 5.240 — KomaHapl pexknuma EXEC
3HavyeHue/3Ha4yeHue .
KomaHda / Aelicmeue
1o ymon4aHuio
show pppoe

OTtobpaxkeHne HacTpoek PPPoE Intermediate Agent. Eciu B
KOMaHZe ABHO He 3a/aH uHTepdeic, To KomaHAa BbINOAHAETCA
Ona Bcex MHTepdencos, rae paspelweHa pabota PPPoE IA u
BCEX J0BEPEHHbIX MOPTOB.

show pppoe
intermediate-agent statistics
[interface {gigabitethernet

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
group: (1..24)

OTobparkeHne cTaTUCTUKM paboTbl PPPOE Intermediate Agent.
Ecnm B KOmaHAe He 3afaH ABHO WHTepdelc, To KomaHAa
BbINONHAETCA ANA BCeX MHTepdecoB ¢ pa3pewweHHbiM PPPOE IA
1 BCEX JOBEPEHHbIX NOPTOB.
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gi_port | tengigabitethernet
te_port | port-channel group}]

clear pppoe
intermediate-agent statistics
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
group: (1..24)

OumnCTKa CcTaTUCTMKM paboTbl PPPOE Intermediate Agent. Eciv B
KOMaH/e He 3a/iaH ABHO MHTepdelic, TO KOMaHAa BbINOHAETCA
ana Bcex WHTepdelicoB ¢ paspelleHHbim PPPoE IA un Bcex
[0BEepeHHbIX NOPTOB.

show pppoe
intermediate-agent sessions
{interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
group: (1..24)

OTOobparkeHne BCeX 3aPErncTPMPOBaHHbIX KIUEHTCKUX CECCUN.
Ecnv B KOmaHAe He 3a4aH ABHO MHTepdeNc, To oTobpakatoTca
BCE CECCUM C COPTUPOBKOWM NO nHTepdencam.

mac_address:(H.H.H
vnan H:H:H:H:H:H nan
H-H-H-H-H-H)

clear pppoe
intermediate-agent sessions
[mac_address]

YpaneHue KAveHTCKoW ceccun. Ecav mac_address He 3apaH,
yAaNATCA BCE CECCUM.

5.29 KoHdurypuposaHue DHCP-cepBepa

DHCP-cepBep ocyllecTBAAeT LEHTPaAN30BaHHOE YynpaB/ieHue

ceTeBbimn  agpecamn  u“

COOTBETCTBYIOWMMM KOHOUIYPALMOHHBIMM NapaMeTpaMn, aBTOMaTUYECKM NPEAO0CTaBAAA UX KIMEHTaM.
370 nosBonAeT nsbekaTb PyYHOM HACTPOMKM YCTPOMCTB CETU M YMEHbLUAET KONNYECTBO OLWNBOK.

Ethernet-kommyTaTopbl MES3000 moryT paboTtatb Kak DHCP-knneHT (nonyyeHme cobctBeHHOro
IP-agpeca oT cepsepa DHCP), Tak u Kak DHCP-cepsep. BosmorkHa ogHoBpemeHHas pabota DHCP-

cepsepa u DHCP-relay.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXnma rnobasibHOro KOHPUrypnpoBaHus:

console (config) #

Tabnnuya 5.241 — KomaHgpl pexxnuma rnobanbHOro KOHPUrypmposaHus

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

ip dhcp server

-/BbIKNOYEHa

BkntoyeHune dpyHKumnn DHCP-cepBepa Ha KommyTaTope.
V Mepep, BKJ/IlOYEHUEM DHCP-cepBepa
npeABapuUTesNbHO AO0MKHbI 6biTb OTKAIOYeHbl DHCP-
KnveHTbl Bo Bcex VLAN. B Tom uucne BK/OYEHHbI no
ymondanuto DHCP-knueHT B VLAN 1.

no ip dhcp server

BbikntoueHne PpyHKumMmM DHCP-cepBepa Ha KommyTaTope.

ip dhcp pool host name
P PP name: (1..32)

Bxos B pexum KOHUIypuMpOBaHUA CTaTUUECKUX afpecos
DHCP-cepsepa.

CUMBOJI0B
no ip dhcp pool host name

Ypanset koHourypaumio DHCP-knmeHTa ¢ 3a4aHHbIM UMEHEM.

ip dhcp pool network name

name: (1..32) cumBonos

Bxopg, B pexkum KoHourypmposaHua DHCP-nyna agpecos DHCP-
cepsepa.
- name — uma DHCP-nyna agpecos (8o 64 dhcp pool network).

no ip dhcp pool network name

Ypanaetr DHCP-nyn ¢ 3agaHHbIM UMEHEM.

ip dhcp excluded-address
low_address [high_address]

YKasbiBaeT |P-agpeca, Kotopble DHCP-cepsep He 6yget
Ha3Ha4yaTb ans DHCP-knuneHTOB.

- low-address — HayanbHbIN IP-agpec AMana3oHa;

- high-address — koHeuHbIl IP-agpec AnanasoHa.

no ip dhcp excluded-address
low_address [high_address]

YpaneHue IP-agpeca n3 cnucKa UCKIOYEHUN O/ Ha3HayeHus
ero DHCP-knueHTam.

ip dhcp ping enable

-/BblK/IlOYEHA

Bkntountb nepegady ICMP-3anpocoB Ha HaszHavyaemMblit agpec
AnA nposepku, yto IP-agpec asnaetca cBoboaHbIM, nNpexae
yem OH byaeT HazHayeH DHCP-KnveHTy.

no ip dhcp ping enable

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

ip dhcp ping count number number: (1..10)/2

OnpepensieT KoanyecTso oTnpasasembix ICMP-3anpocos.
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no ip dhcp ping count YCTaHOBUTb 3HAYEHME MO YMOHAHUIO.
ip dhcp ping timeout time Onpepenser TahmayT, B TedyeHue Kotoporo DHCP-cepse
P Pping time: (300 .. 1000)/500 pea Y o P pBep
OXKMAaeT OTBET C afpeca, Ha KoTopbli oTnpasnaeH ICMP-3anpoc.
mc
no ip dhcp ping timeout YCTaHOBUTb 3HaYEHNE MO YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHuUa cmamuyeckux adpecos DHCP-cepsepa

Bua 3anpoca KOMaHAHOW CTPOKU B pexnume KOHOUIYpUpOBaHMA cTaTudeckux agpecos DHCP-
cepsepa:

console#configure

console (config) #ip dhcp pool host name
console (config-dhcp) #

Tabnnuya 5.242 — KomaHapl pexxuma KoHOUrypupoBaHus

KomaHda 3HayeHue/3HayeHue Aeiicmeue
1o yMmon4aHuio

address ip_address {mask | PyyHoe pesepBupoBaHue IP-agpecos ans DHCP-knuneHTa.
prefix_length} {client-identifier - ip_address — IP-appec, KoTopbli Oyaer conocTaBfieH c
id | hardware-address dU3MYECKMM afpECOM KIIUEHTA;

mac_address} — - mask/ prefix_length — macka noacetn/ aavHa npedukca;

- id — du3nyeckunit agpec (naeHTMdMKaTOP) CETEBOMN KapThbl;
- mac_address — MAC-agpec.

no address Ypanaet 3ape3sepsupoBaHHble IP-agpeca.
client-name name OnpegenseT uma DHCP-knneHTa.

- name: (1..32) cumBonos
no client-name Ypanaet uma DHCP-knueHTa.

KomaHObI pexcuma KoHgu2ypuposaHusa nyna DHCP-cepsepa

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypmposaHus nysna DHCP-cepsepa:
consolet#configure

console (config) #ip dhcp pool network name
console (config-dhcp) #

Tabnunua 5.243 — KomaHgbl pexxmma KoHOUryprupoBaHua

KomaHoa 3HayeHue/3HayeHue Aelicmeue
110 yMOAYAHUIO

address {network_number | YcTaHaBAMBaeT HOMep MOACETM M MacKy mnoacetn gas nyna
low low_address aapecos DHCP-cepsepa.

high high_address} - network_number — |P-agpec Homepa noaceTy;

{mask | prefix_length} —_ - low_address — HavanbHbIN IP-agpec grManasoHa agpecos;

- high_address — koHeuHbIV IP-agpec AManasoHa agpecos.
- mask/ prefix_length — macka noacetu/ anavHa npedukca.

no address Ypansaet koHdurypauuto DHCP - nyna agpecos
lease {days [{hours} [minutes]] Bpemsa apeHabl IP-agpeca, KOTopbIit HazHa4YeH oT DHCP.
| infinite} - infinite — Bpema apeHAbl He OrPaHNYEHO;

- days — KonnyecTBo AHel;

/1 Aere - hours — KonnyecTBO 4acos;

- minutes — KONNYECTBO MUHYT.
no lease YCTaHOBWTb 3HaYeHMEe N0 YMOYAHMIO.
ping enable Bkatountb nepegadvy ICMP-3anpocoB ana nposepku, yto IP-

agpec AapnAaetca CBO60,CI|HbIM, npexae 4yem OH 6\/,CI,ET Ha3Ha4eH

-/BbIKAOYEHO DHCP-KAneHTY.

no ping enable YCTaHOBWTb 3HaYeHME MO YMOIYAHMUIO.
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KomaHOb!I pexcuma KoHgu2ypuposaHusa nyna DHCP-cepgepa u cmamuyeckux adpecos

DHCP-cepsepa

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-dhcp) #

Tabnunuya 5.244 — KomaHapl pexxnuma KoHOUrypupoBaHus

KomaHoa 3HaveHue Aeiicmeue
default-router ip_address_list OnpeaenseT CNMCOK MapLUPYyTU3aTOPOB NO YMOJYAHUIO ANA
DHCP-knueHTa:
-/cnucok - ip_address_list — cnucok IP-agpecoB MapLupyTM3aTOPOB,
MapLLpyTU3aTOPOB He MOMKET COAEPMKaTb A0 8 3anucei, pasaeneHHbix npobesom.
onpeaeneH. IP-apgpec mapLupyTU3aTopa A0MKEH BbITb B TOM XKe

no default-router

. noaceTun, YTo U K/INEHT.

YcTaHaBAMBAET 3HA4YeHUeE No YMOYaHUIO.

dns-server ip_address_list

no dns-server

-/cnucok DNS-cepsepos
He onpeaeneH.

Onpegenaetr cnucok DNS-cepBepoB, [JOCTYMHbIX ANA
knueHTos DHCP.

- ip_address_list —cnucok IP-appecos DNS-cepsepoB, moeT
copepKaTtb 40 8 3anucei, pasgeneHHbix npobenom.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

domain-name domain

no domain-name

domain: (1..32)
CMMBO/IOB

Onpegensaet gomeHHoe uma gna DHCP-knneHTOB.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

netbios-name-server
ib_address _list

no netbios-name-server

-/cnucok WINS-
CepBepoB He
onpegesneH.

Onpegenaetr cnucok WINS-cepBepoB, AOCTYNHbIX ANA
knueHTos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepBepos,
MOMKET cofeprKaTb A0 8 3anucel, pasgefieHHbIx npobesnom.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

netbios-node-type

{b-node | p-node | m-node | h-

node}

no netbios-node-type

-/tun y3na NetBIOS He
onpegaeneH.

Onpeaenset Tvn y3na NetBIOS Microsoft ana Kaventos
DHCP:

- b-node — wWMpoKoBeLWATENbHbIN;

- p-node — TO4Ka-TOUKa;

- m-node — KOMBUHNPOBAHHbIN;

- h-node — rnbpuaHbIA.

YcTaHaBAMBaeT 3HAYEHUE MO YMOYAHUIO.

next-server ip_address

no next-server

Mcnonb3yetca ana ykasaHua DHCP-knuneHTy agpeca cepsepa
(kak npasuno, TFTP-cepBepa), C KOTOPOro AO/KEH ObiTb
NoJsly4eH 3arpy3oyHbiit hann.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

next-server-name name

no next-server-name

name: (1..64) cumBonos

Mcnonb3yetca ana ykasaHma DHCP-kaneHTy nma cepsepa, €
KOTOPOro A0J/IXKEH BbITb MOYYEH 3arpy304HbIi dalin.

YcTaHaBAMBaeT 3HAYEHUE MO YMOYAHUIO.

bootfile filename

no bootfile

name: (1..128)
CMMBO/IOB

YKasbiBaeT uma ¢aina, UCNONb3YemMOro A/A HayasibHOWM
3arpy3ku DHCP-knueHTa.

YcTaHaBAMBaeT 3HAYEHUE MO YMOYAHUIO.

time-server ip_address_list

no time-server

-/CNUCOK cepBepoB He
onpegneneH

OnpeaenseT CNUCOK CepBEPOB BPemeHM, AOCTYMHbIX AAA
KknueHTos DHCP.

- ip_address_list — cnucok IP-agpecoB cepBepoB BPeEMEHH,
MOMKET COAEPMKaTb A0 8 3anucei, pasaeneHHbix npobesom.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

option code

{ascii ascii_string |
hex hex_string |
ip ip_address }
option ip-list code
ip_address_list

no option code

Hactpausaet onumn DHCP-cepsepa.

- code — Kog, onumn DHCP-cepBepa;

- ascii_string — cTpoKa B ¢popmarte ASCII;

- hex_string — cTpoka B 16-om ¢popmare;

- ip_address — IP-agpec;

- ip-list — yKasblBaeT, 4TO 3a Kogom cneayer cnucok IP-
afpecos.

Ypanaet onumn gna DHCP-cepsepa.

tftp-server ip_address_list

-/CNUCOK cepsepoB He
onpegeneH.

HacTpoiika onumn 150 — agpeca TFTP-cepsepa:
-ip_address_list —cnucok IP-agpecos TFTP-cepBepoB, MOXKeT
cofep:KaTtb A0 8 3anuceld, pasfeneHHbix Npobesom.
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no tftp-server

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

option code {boolean bool_val |
integer int_val | ascii
ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}} [description
desc]

code: (0..255);
bool_val: (true, false);
int_val:
(0..4294967295);
ascii_string: (1..160)
CUMBOJIOB;

no option code

desc: (1..160) cumBosios

Hactpansaet onuum DHCP-cepBepa.

- code — kog, onuun DHCP-cepBepa;

- bool_int — nornyeckoe 3Ha4yeHue;

- integer — ugnoe NONOXKUTENBbHOE YNCIIO;

- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoKa B LWecTHaAUaTepnuyHom bopmarTe.

Ypanaet onuuto ana DHCP-cepsepa.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnnuya 5.245 — KomaHapl pexuma Privileged EXEC

KomaHda

3HayeHue

Aelicmeue

clear ip dhcp binding
{ip_address | *}

YaaneHue 3anuceli M3 Tabavubl COOTBETCTBUA PU3UUECKUX
aApecoB 1 aapecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-apgpec, HazHa4YeHHbI DHCP-cepsepom;

* — yAanuTb BCe 3anucu.

show ip dhcp

MpocmoTp KoHourypaumm DHCP-cepeepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-agpecos, Kotopble DHCP-cepsep He 6yaer
Ha3sHa4vaTb Ana DHCP-knneHTOB.

show ip dhcp pool host
lip_address | name]

name: (1..32) cumBonos

MpocmoTp KoHdUrypauumn pas cratmyeckmx agpecos DHCP-
cepsepa:

- ip_address — IP-agpec KnueHTa;

- name — nma DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBonos

MpocmoTp KoHoUrypaumm DHCP-nyna agpecos DHCP-cepsepa:
- name — nma DHCP-nyna agpecos.

show ip dhcp binding
[ip_address ]

MpocmoTp IP-agpecos, KOTOpble conocTaB/eHbl c
dU3MYECKMMUN apecaMm KIMEHTOB, a TaK Ke BpemMsa apeHabl,
cnocob HaszHavyeHuna u coctosHue IP-agpecos.

show ip dhcp server statistics

MpocmoTp cTatncTukmn DHCP-cepsepa.

[pumepbl 8b1M0MHEHUS KOMAHO

= Hactpoutb DHCP-nyn ¢ umeHem test n ykasatb ana DHCP-KAnMeHTOB: nmAa gomeHa - test.ru,
LWAK3 N0 YMonYaHuo — 192.168.45.1 n DNS-cepsep —192.168.45.112.

console#

console#configure

console (config) #ip dhcp pool network test
console (config-dhcp) #address 192.168.45.0 255.255.255.0

console (config-dhcp) #dns-server 192.168.45.112

(

console (config-dhcp) #domain-name test.ru
(
(

console (config-dhcp) #default-router 192.168.45.1

5.30

KoHdurypuposaHue ACL (cnucku KOHTponsa aoctyna)

ACL (Access Control List — cnucok KoHTpoAA gocTyna) — Tabauua, Kotopas onpeaenseT npasuna
dunbTpaumm Bxodallero Tpapuka Ha OCHOBaHWM MepedaBaemMblx B MakeTax npotokosnos, TCP/UDP
noptos, IP-agpecos nam MAC-agpecos.

v/

Ha3BaHUA.

ACL-cnu1cKku Ha 6ase IPv6, IPv4 n MAC-appecoB He A0/1KHbl UMEeTb OAUHAKOBble
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v/

IPv6 1 IPv4-cnuckun moryT paboTtaTb BMmecTe Ha ogHom pusmyeckom nHtepdeiice.
Cnucok ACL Ha 6a3e MAC-aapecauum He MOXKeT COBMELL,ATbCA CO cnuckamu ana IPv6.

[Ba cnucka oaMHaKOBOro TMNa He MoryT paboTaTtb BMmecTe Ha uHTepdeiice.

KomaHapl ans co3gaHus M peaaktmpoBaHus cnmuckoB ACL aocTynHbl B pexume rnobanbHoro

KOH}UrypupoBaHus.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUS

KomaHZHas cTpoka B perkume rnobanbHOro KOHGUrypupoBaHUa MMeeT BUA,:

console (config) #

Tabnunuya 5.246 — KomaHapl Ana co3gaHua U KoHPurypuposaHma cnnckos ACL

KomaHoa

3HauyeHue

Aelicmeue

ip access-list extended
access_list

no ip access-list extended
access_list

ipv6 access-list access_list

access_list: (1..32)
cumBona

no ipv6 access-list
access_list

mac access-list extended
access_list

no mac access-list extended
access_list

Co3gaHune HoBoro pacwmpeHHoro cnucka ACL ana agpecauum
IPv4 1 BXoA, B peXunm ero KOHPUrypupoBaHua (ecam Cnmcok c
AAHHBIM MMEHEM elle He co3A4aH) Anbo BXOL B pPexuMm
KOHPUIypMpPOBaHUA paHee CO34aHHOro CrNucka.

YpaneHne cnucka ACL ana agpecauum IPv4.,

Co3pgaHune HoBoOro pacwmpeHHoro cnucka ACL ana agpecauumm
IPv6 1 BX0A, B peXunm ero KOHPUrypupoBaHua (ecam Cnmcok c
AaHHBIM MMEHEM elle He co34aH) Anbo BXOL B pPeXuMm
KOHPUIypMpPOBaHUA paHee CO34aHHOro CNucka.

YpaneHne cnucka ACL ana agpecaumm IPv6.

Co3paHune HoBoro crnvcka ACL Ha 6a3e MAC-aapecaumm 1 BXoA,
B PeXMm ero KoHOUTrypupoBaHuA (eCcn CMMUCOK C AAHHbIM
MMeHeM ele He co34aH) /Mbo BXO4 B peXUM
KOHPUIypMpPOBaHUA paHee CO34aHHOro CNucka.

Ypnanenue cnucka ACL Ha 6a3ze MAC-aapecauunm.

time-range time_name

time_name: (1..32)
cumBona

no time-range time_name

Bxog, B pexkum KOHUTypupoBaHus time-range n onpegeneHne
BPEeMeHHbIX MHTEPBAIOB A4/ CNUCKa 40CTyna.
- time_name - vma npoduna HacTpoek time-range.

YpaneHve 3agaHHoN KoHdUrypauum time-range.

Ons Toro utobbl akTMBM3MpPOBATb cnmncok ACL, Heobxogumo cBA3aTb ero c MHTepdencom.
NHTepdelicom, MCNOb3YHOLLMM CMUCOK, MOXKeT bbiTb b0 nHTepdeic Ethernet, anbo rpynna nopros.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaelica Ethernet, VLAN, epynnsl nopmos

KomaHZHas CTpoKa B perkume KoHOUTypmnpoBaHua nHtepdeiica Ethernet-rpynnbsl nopTos:

console(config-if)#

Tabnunua 5.247 — KomaHaa HasHaveHuMA cnucka ACL untepdelicy.

KomaHoa

3HaveHue

Aeiicmeue

service-acl input access_list
[access_list]

access_list: (1..32)
CUMBONA;
profile_id: (0..2)

no service-acl input

B HacTpoikax onpegenéHHoro ¢usmMyeckoro uHTepderica
KOMaHAa MpPUBA3bIBAET YKasaHHbIM CMWCOK K  AaHHOMY
UHTepoeicy.

V Bo3morKHO npuBA3aTb mac access-list n ip access-list.

/| Npn oaHoBpemeHoW npusaske ACL K ¢pusuueckomy

nHTepdeiicy u interface vlan npuopurter orpaérca
HacTpoiike Ha pusnueckom uHTepdeiice.

YpaneHue cnvcka ¢ nHtepdelica.
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KomaHOb! pexcuma Privileged EXEC

KomaHaHas cTpoka B pexkume Privileged EXEC nmeet Bua:

console#

Tabnnuya 5.248 — KomaHapl ana npocmoTpa cnmckos ACL

KomaHda

3HayeHue

Aeiicmeue

show access-lists
[access_list]

show access-lists
time-range-active
[access_list]

access_list: (1..32)
cumBona

MokasbiaeT cnuckn ACL, co3gaHHble Ha KommyTaTope.

MokasbiBaeT cnuckn ACL, co3gaHHble Ha KommyTtaTope,
KOTOpble B HAaCToALLee BpemMA ABNAIOTCA aKTUBHbIMM.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group|

vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
vlan_id: (1..4094);
group: (1..24)

MokasbiBaeT cnuckn ACL HazHauyeHHble UHTepdericam.

clear access-lists counters
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

O6HYNUTb BCce cuyeTymKkn cnmckoB ACL, nmbo cyeTymku pgns
cnuckos ACL 3agaHHoro nHtepdelica.

show interfaces access-lists
counters

[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MNoKa3blBaeT CYETUMKM CNINCKOB AocTtyna.

KomaHOb1 pexcuma EXEC

KomaHaHasa cTpoka B pexkmme EXEC nmeert sua;

console#

Tabnunua 5.249 — KomaHapl ana npocmoTpa cnmckos ACL

KomaHoa 3HayeHue Aelicmeue
show time-range time_name: (1..32) MokasbiBaeT KoHdUrypaumio time-range
time_name cMmBOa

5.30.1 KoHngpuzypuposaHue ACL Ha 6a3e IPv4

B naHHOM pa3gene npuseaeHbl 3HaYEHWUA U ONUCAHUA OCHOBHbIX MAPaMeTpPOoB, UCMOJIb3yeMbIX B
COCTaBe KOMaHJ, HacTpoMKu cnnckoB ACL, oCHOBaHHbIX Ha agpecaumn IPv4. Co3gaHune 1 BXOL B PEXUM
pefakTuposaHunA cnmuckos ACL, ocHOBaHHbIX Ha agpecauuun IPv4, ocylwecTBnaeTca NOo KOMaHAe: ip
access-list extended access-1ist. Hanpumep, ana cosgaHma cnmcka ACL noa Ha3BaHuem
EltexAL HeEOBX0AMMO BbINOJHUTL CAeAyoWMe KOMaHAbI:

console#

console#configure

console (config) #ip access-list extended EltexAL
console (config-ip-al)#
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Tabnnuya 5.250 — OcHOBHble NapaMeTpbl, UCNOJIb3yeMble B KOMaHAaX

Mapamemp 3HavyeHue Aelicmeue
permit [Jetictne Cospaet paspeluatollee npasuao ¢unbTpaumm B cnncke ACL.
“paspewnTb”

deny Oevicteue «3anpetuts” | CospgaeT 3anpewatowee npasuno ¢puabtpaymm B cnmcke ACL.

protocol Mone npefHasHayeHo ANA yKasaHUA NpoTokosa (Mau Bcex
NPOTOKO/IOB), Ha OCHOBE KOTOpPOro OyAeT ocyllecTBaseTcA
dunbTpauma. Mpu Boibope NPOTOKOAA BO3MOMXKHbI Ceaytolme
BapuaHTbl: arp, icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr,

MpoTokon ipv6, ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp,

eigrp, ospf, ipinip, pim, I12tp, isis, ipip, "MMb0 Yncnosoe 3HaueHne
npoTokona, B gnanasoHe (0 — 255).
[na cooTBeTcTBUA NIO6OMY NPOTOKONY UCNONB3YETCA 3HaYEHNEe
ip.

source Aapec NCTOYHMKA Onpegenset IP-agpec UCTOYHMKA NaKeTa.

source_wildcard

Wildcard-macka
agpeca UCTOYHUKA

ButoBaa macka, npumeHsemas K IP-aapecy UCTOYHMKA NakeTa.
Macka onpegensetr 6utbl IP-agpeca, KoTopble Heobxogumo
UrHopMpoBaTb. B 3HaueHWA WUrHopuMpyembix OUTOB [OMKHbI
6bITb 3anucaHbl eguHUUbl. Hanpumep, ucnonb3ys Macky,
MOHO onpeaenuTb gaa npasuaa ¢punbTpauum IP-cetb. YTobbI
[ob6asutb B npasuao  ¢unbTpauum IP-cetb  195.165.0.0,
HeobxoAMMO 3aAaTb 3HaveHne mackm 0.0.255.255, To ecTb
COrnacHoO JaHHOW Macke nocnegHue 16 6ut IP-agpeca byayt
WUIHOPMPOBATLCA.

destination

Apapec HasHayeHuA

Onpepgenset IP-agpec HazHavyeHMA NakeTa.

destination_wildcard

Wildcard-macka
afpeca HasHayeHusA

ButoBas Macka, npumeHsemasa K IP-agpecy HasHayeHus
naketa. Macka onpegensetr 6utbl IP-agpeca, KoTopble
HEeobXxoAMMO UTHOPUPOBATb. B 3HaYEHUA UTHOPUpPYEeMbIX BUTOB
JO/KHbI  6bITb 3anucaHbl eguHuLbl. Macka wucnonbsyetcs
aHanorn4Ho macke source_wildcard.

vlan Wpentuduratop Vlan | Onpeaenset Vlan, ana koToporo 6yaeT npumMeHATLCA NpaBuo.
dscp MNone DSCP 8 Onpepenset 3HayeHne DSCP-nons diffserv. BoamokHble Koabl
3aronoske L3 coobuieHunit nona dscp: (0 — 63).
precedence Mpuoputer IP Onpegenset npuoputeTt IP-Tpaduka: (0-7).
time_name Wms npoduna OnpeaensieT KOHPUIypaLMIO BPEMEHHbIX UHTEPBA/OB.
KOHOUrypaumm time-
range
icmp_type Tun coobuweHunit npotokona ICMP, wcnonb3yemblint pns
dunbtpaumm ICMP-nakeToB. Bo3mOXKHble TUMbl COOBLLEHMI
nons icmp_type: echo-reply, destination-unreachable, source-
quench, redirect, alternate-host-address, echo-request, router-
advertisement, router-solicitation, time-exceeded, parameter-
problem, timestamp, timestamp-reply, information-request,
- information-reply, address-mask-request, address-mask-reply,
traceroute, datagram-conversion-error, mobile-host-redirect,
mobile-registration-request, mobile-registration-reply,
domain_name-request, domain_name-reply, skip, photuris,
b0 uncnosoe 3HayeHMe Tvna coobuieHus, B guanasoHe (0 —
255).
icmp_code Koa, coobuieHuii npotokona ICMP, wucnonb3yemblit a1
P- Kog, coobuieHnn A W P Y ,a,n“
dunbTpaymmn ICMP-naketoB. Bo3moxKHble Koabl coobuieHui
npoTtokona ICMP .
nons icmp_code: (0 — 255).
igmp_type Tun coobuweHnin npoTtokona IGMP, wucnonb3yembit ans

Tun coobuieHnn
npoTtokona IGMP

dunbTpaumm naketo IGMP. BO3MOMKHble TUMbl COOOLLEHWI
nons igmp_type: host-query, host-report, dvmrp, pim, cisco-
trace, host-report-v2, host-leave-v2, host-report-v3, nubo
yncnosoe 3HayeHue Tuna coobuieHus, B gmanasoHe (0 — 255).
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destination_port Bo3moxHble 3HaYeHuA nons TCP-nopTa: bgp (179),
chargen (19), daytime (13), discard (9), domain (53), drip
UDP/TCP-nopt (3949), echo (7), finger (79), ftp (21), ftp-data (20), gopher (70),
Ha3HaueHus hostname (42), irc (194), klogin (543), kshell (544), Ipd (515),

nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc (1110,
syslog (514), tacacs-ds (49), talk (517), telnet (23), time (37),
uucp (117), whois (43), www (80);

source_port ans UDP-nopra biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7 ), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp
(4500), ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc

UDP/TCP-nopt

MCTOYHMKA
(111), syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37),
who (513), xdmcp (177).
JInéo uncnosoe 3Ha4eHue (0 — 65535).

list_of_flags Echm  pna  ycnosua oduabTpaumm  dnar  goKeH  6biTb

YCTaHOB/IEH, TO Nepes, HUM CTaBUTCA 3HAK «+», eC/IN He JOKEH
6bITb YCTAHOB/EH, TO «-». BO3MOMHble BapuaHTbl Garos: +urg,
dnarv npotokona TCP | +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpwn
MCNO/Ib30BaHUM HECKO/bKMX $Naros B yCN0BUU GUABTPALLUN,
dnarn obveauHAlOTCA B OAHY CTpoKy 6e3 npobenos,
Hanpumep: +fin-ack.

disable_port BbIk/floYaeT MoOpPT, C KOTOpPOro 6bl1  MPUHAT  NakerT,
OTK/toYeHMe nopTa YO,0B/ETBOPAIOWMIA ycioBUAM 06O M3 KOMaHg, 3anpeTa
deny, B cocTaBe KOTOpOI ObISI0 ONUCAHO MnoJie.

log_input Bkntouaer OTNpPaBKYy WHOOPMALMOHHbLIX coobuweHnin B
OTnpaeka COOBLLEHNI | CUCTEMHbLIIM KypHan NpW  MOJYyYEeHMM nNaKeTa, KOTOpbIN
COOTBETCTBYET 3aNNUCK.

offset_list_name HanumeHoBaHMe cnucka | 3ajaeT Mcnosib3oBaHMe CNMCKa WabnoHOB Nosb3oBaTensa gna
wabnoHos pacnosHaBaHMA naketoB. [na Kaxpgoro cnucka ACL moxket

nosnb3oBartens 6bITb ONpeaeneH cBOM CNUCOK WabNoHOB.
index MHaeKkc 3apaeT nosno)KeHWe npaBwWia B CMUCKE U ero
NHaekc npasuna npuoputeT. Yem MeHblle WMHAEKC — Tem npuopuTeTHee

npasuio. inanasoH AONyCTUMbIX 3HaYeHnin 1-2147483647.

/  Ana Bbibopa Bcero AManasoHa napameTpos, Kpome dscp u ip-precedence ucnonbsyerca
napamerp «any».

/ Mocne Toro Kak xoTb oAHa 3anucb gobasneHa B cnucok ACL, nocnegHel No ymoay4aHuio
Aobasnsetca 3anucb deny any any any, KOTopas 0O3Ha4aeT UrHOpUPOBaHUE BCEeX NAKeTOB He
yaosnersopsaowmnx ycnosuam ACL.

Tabnnuya 5.251 — KomaHabl, ucnonbsyemble gns Hactpoikm ACL cnmcKkos Ha ocHoBe IP-agpecaumm

KomaHoa Aelicmeue
permit protocol [ob6asnaeT paspeLuatoLlyto 3anuce puabTpaLmMm Ana NpoToKona. MNakeTsl,
{any|source source_wildcard} oTBEYatoLLMe yCAoBUAM 3anmcu, byayT 06pabaTbiBaTbCA KOMMYTAaTOPOM.

{any|destination destination_wildcard}
[dscp dscp | precedence precedence]
[time-range time_name] [index index]
[offset-list offset_list_name]

permit arp [obaBnaeT paspellatollyto 3anucb ¢unbTpauum ana npotokona ARP.
{any/source-mac source-mac-wildcard } MaKkeTbl, OTBevalolwme YCAOBMAM 3anucu, 6yayT obpabaTbiBaTbes
{any/ destination mac destination mac KOMMYTaTOPOM.

wildcard}

{any/sender-ip sender-ip-wildcard }
{any/target-ip target-ip-wildcard}
[vlan vian_id] [index index]
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permit ip

{any|source_mac source-mac-wildcard}
{any|destination_mac
destination_mac_wildcard}

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnaeT paspelatowyo 3anucb ¢GuabTpaumm pnaa npoTtokona |IP.
MakeTbl, oTBevyawlWMe ycnosuam 3anucy, 6OyayT obpabaTbiBaTbCA
KOMMYTaTOpOM.

permit icmp

{any|source source_wildcard}
{any|destination destination_wildcard}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | ip-precedence precedence]
[time-range time_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[JobasnaeT paspeluatolyto 3anmucb GuUAbTpauMM Ana npoTtokosa ICMP.
MakeTbl, OTBevalolMe YCNOBMAM 3anuck, 6yayT obpabaTbiBaTbea
KOMMYTaTOpPOM.

permit igmp

{any|source source_wildcard }
{any|destination destination_wildcard}
[igmp_type]

[dscp dscp | precedence precedence]
[time-range time_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[OobasnaeT paspellatowyto 3anucb puabTpaumm ana npoTtokona IGMP.
MakeTbl, oOTBevawolwMe ycnosuaM 3anucn, 6Oyayt obpabaTtbiBaTbeA
KOMMYTaTOpOM.

permit tcp

{any|source source_wildcard }
{any|source_port}

{any|destination destination_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range time_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[OobasnaeT paspelwarolyo 3anucb GuabTpaumm gns npotokona TCP.
MakeTbl, OTBevalolMe YCNOBMAM 3anucu, 6yayT obpabaTtbiBaTbea
KOMMYTaTOPOM.

permit udp

{any| source source_wildcard}

{any| source_port}

{any|destination destination_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[time-range time_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obaenaeT paspelwarowyto 3anuce ¢uabTpaummn ans npotokona UDP.
MaKeTbl, oOTBeYatowMe ycnoBuaMm 3anucu, byayt obpabaTbiBaTbCs
KOMMYTaTOpPOM.

deny protocol

{any|source source_wildcard}
{any|destination destination_wildcard}
[dscp dscp | precedence precedence]
[time-range time_name]
[disable-port|log-input]

[index index] [offset-list offset_list_name]
[vlan vian_id]

[obaenser 3anpewatoLLyto 3anuce GUAbTPaLMK ANa NPOTOKoAa. MaKeTbl,
oTBeYaloWme yCNoBMAM 3anucu, byayT 6710KMPOBaTLCA KOMMYTATOPOM.

MpyM Ucnonb3oBaHWUM  KaloueBoro cnosa disable-port  dusmyeckuii
UHTepdenc, nNpUHABWKIA TakoW naket, OyaeTr BblkAloveH. [pwu
MCMNO/MIb30BaHMM  KAlouyeBOro cnosa log-input 6yaeTr oTnpasneHo

coobLLEHME B CUCTEMHDIM KYpPHa.

deny arp {any/source-mac source-mac-
wildcard }
{any/ destination mac destination mac
wildcard }

[JobasnaeT 3anpelLarowyo 3anuce GuabTpaumMm Ana npoTokosna ARP.
MakeTbl, oOTBevyalolWwme ycnoBuaAm 3anucu, 6yayt 6OnokuposaTtbea
KommyTatopom. lMpu uMcnonb3oBaHWM Kiatouesoro cnosa disable-port
du3nYecKnit nHTepdeinc, NPUHABLLNI TaKoM NaKkeT, byaeT BbiktoueH. Mpu

{any/sender-ip sender-ip-wildcard } MCNONb30BaHMM  KAOYeBOro cnoBa log-input 6yper  oTnpaBieHo
{any/target-ip target-ip-wildcard } coobLLEHME B CUCTEMHDIN KYpPHa.
[{log-input} {disable-port}] [vlan vian_id]

Ethernet-kommymamopesi cepuu MES3000 229




HELTEX

deny ip

{any|source_mac source-mac-wildcard}
{any|destination_mac
destination_mac_wildcard}

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name] [disable-port|log-
input] [index index] [offset-list
offset_list_name] [vlan vian_id]

Job6asnseT 3anpelwatrowyto 3anucb GuabTpaumm pnaa npoTtokona |IP.
MaKkeTbl, OTBevalowme ycnoBMAM 3anucu, byayT 6Ha0KMpoBaTbCA
KommyTaTopom. [pu KMcnonb3oBaHMM Katoyesoro cnosa disable-port
dur3MYecKkuii HTepdeic, NPUHABLUMIM TaKoK NakeT, byaeT BbiKAtoueH. Mpu
MCMONb30BaHUM  KnkouveBoro cnosa log-input 6yaer oTnpasneHo
CO0bLEHNE B CUCTEMHBII XKypHa.

deny icmp {any|source source_wildcard}
{any|destination destination_wildcard}
{any|icmp_type} {any|icmp_code}

[dscp dscp | precedence precedence]
[time-range time_name]
[disable-port|log-input]

[index index] [offset-list offset_list_name]
[vlan vian_id]

[ob6aBnaeT 3anpellarolLyto 3anuce puabTpaumm ana npotokona ICMP.
MakeTbl, OTBevawlwme ycnoBuMAM 3anucu, byayT 6Ha0KMpoBaTbCA
KommyTaTtopom. [pu wmcnonb3oBaHWW KnoueBoro cnosa disable-port
dusnyecknin HTepdenc, NPUHABLLIMIA TaKOM NaKeT, ByAeT BbIKNOYEH.
Mpy uncnonb3oBaHWKM KnkouyeBoro cnosa log-input GyaeT oTnpasieHo
CcoO0bLLEHME B CUCTEMHDIN KYpHa.

deny igmp {any|source source_wildcard}
{any|destination destination_wildcard}
[igmp_typel

[dscp dscp | precedence precedence]
[time-range time_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[ob6aBnaeT 3anpelLaoLyo 3anMcb GuabTpauumn gas npotokona IGMP.
MakeTbl, oOTBevawwme ycnosuAm 3anucu, byayT 6HnokupoBaTbca
KommyTaTopom. [pu uncnonb3oBaHuW KatoueBoro cnosa disable-port
du3myecKkuit HTepdeic, NPUHABLUMIN TaKOM NaKeT, byaeT BbiKAtoveH. Mpu
MCMONb30BaHUWM  KntoyeBoro cnosa log-input 6yaer oTnpasneHo
cooblLEeHME B CUCTEMHDIN KypHa.

deny tcp {any| source source_wildcard}
{any|source_port}

{any|destination destination_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range time_name]

[disable-port | log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[ob6aBnaeT 3anpeuiatollyo 3anucb ¢uabTpauun ana npoTtokona TCP.
MakeTbl, oOTBevawwme ycnosuAm 3anucu, byayT 6HnoKupoBaTbca
KommyTaTopom. [pu uncnonb3oBaHMM KatoyeBoro cnosa disable-port
dur3MyecKkuit nHTepdeic, NPUHABLUMNIN TaKoK NakeT, byaeT BbiKAtoueH. Mpu
MCMONb30BaHUWM  KntoyeBoro cnosa log-input 6yaeT oTnpasneHo
coobLeHne B CUCTEMHBIN XKypHa.

deny udp {any| source source_wildcard}
{any| source_port}

{any|destination destination_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[time-range time_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

Job6asnaeT 3anpewatolyto 3anuce duabTpaumm ana npotokona UDP.
MaKkeTbl, OTBevalolwme ycnoBMAM 3anucu, byayT 6Ha0KMpoBaTbCA
KoMmyTaTopom. lNpu Mcnonb3oBaHMM Katoyesoro cnosa disable-port
dusnuecknin HTepdenc, NPUHABLLIMIA TaKoM NakeT, byaeT BbIKNOYEH.

offset-list  offset_list_ name
offset mask value} ...

{offset_base

Co343éT CNUCOK WabNoHOB NoNb30BaTENS C UMEHEM name. ms MmoxKeT
BK/tOYaTb OT 1 A0 32 CMMBOJIOB.
B oAHON KOMaHAE MOMeT cofepiKaTbCA A0 TPUHAALATM LWabioHOB,
COCTOALUMX U3 CIeAyIOLLIMX NapamMeTpOB:
offset_base — 6a3oBoe cmelleHMe. BO3MOXKHbIe 3HaYeHusA:

L3 — Hayano 3aronoska IPv4;

L4 — KoHeu, 3aronoskKa IPv4.
offset — cmeweHme 6aliTa AaHHbIX B Npeaenax naketa. basosoe
CMeLLleHMe NPUHUMAETCA 33 Ha4YaNo oTcyeTa.
mask — macka. B aHanun3se naketa NPMHMMALOT y4acTue TO/IbKO Te
pa3pagpl 6aliTa, AN1A KOTOPbIX B COOTBETCBYIOLLMX Pa3pAfax Macku 3agaH
‘0.
value — uckomoe 3HaueHue.

no offset-list offset_list_ name

Ypanaet CO3,CI,aHHbIl71 paHee CNUCOK.

remove index index

YpansaeT co3gaHHyo paHee 3anuchb.
- index — nHpeKc npasuna.
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5.30.2 KondpueypupoeaHue ACL Ha 6a3e IPv6

B naHHOM pasgene npmBegeHbl 3HAYEHUA U ONUCAHMA OCHOBHbIX NAPAMETPOB, UCMOb3YEMbIX B
coCTaBe KOMaHA HacTponKu cnmckos ACL, ocHOBaHHbIX Ha aapecaummn IPvé.

CospgaHune 1 BXo4, B pexmm penaktuposaHma cnmckoB ACL, ocHOBaHHbIX Ha agpecaumun IPv6,
OCYLLECTBNAETCA MO KOMaHAe: ipvé access-list access-11ist. Hanpumep, ona cosgaHma cnmcka
ACL nog, HazBaHMem MESipv6 HeobxoaMMO BbINOHUTL CAeayowmne KoMaHabl:

console#

console#configure
console (confiqg) #ipv6 access-list MESipvé
console (config-ipvé6-al) #

Tabanuya 5.252 — OcHOBHble NapaMeTpbl, UCNO/Ib3YEMbIE B KOMaHAAX

MpoTokon

Mapamemp 3HavyeHue Aelicmeue
permit [Jevicteme paspewnTb Co3pgaet paspelwatouee npasuno ¢uabtpaumm B cnncke ACL.
deny [eWncTteue 3anpeTnTb Co3pgaet 3anpewatolee npasuno puabtTpaumm B cnucke ACL.
protocol Mone npefHasHayeHO ANA YKasaHUA MpoToKosna (Man Bcex

NPOTOKO/MOB), Ha OCHOBE KOTOpOro 6yAeT ocyLiecTBaseTcs
dunbTpauma. Mpu BbiIbOpe NMPOTOKOAA BO3MOXHbI Caegylolme
BapuaHTbI: icmp, tcp, udp, AMbo YMCNoBOE 3HAYEHWE NPOTOKOA
—icmp (58), tep (6), udp (17).

[na cootBetcTBMA 060MY NPOTOKOJY UCMOJb3YETCA 3HaYeHue
ipv6.

source_prefix/
length

Agpec oTnpasuTens n ero
ANMHa

Onpegensier IPv6-agpec u anvHy npedukca cetn (0-128)
(konnuecTBO CTapwmx BUT agpeca) UCTOYHMKA NaKeTa.

destination_prefix/
length

Afpec HazHaYeHusn 1 ero
ANviHa

Onpeaenset |Pv6-agpec u anvHy npeédukca cetn (0-128)
(KonnuecTBO cTapwnx BUT agpeca) HasHAYEHUA NaKeTa.

npoTtokona ICMP

dscp None DSCP & saronosKe L3 Onpe,u,enﬂevT 3HayeHne DSCP-nona diffserv. BoamoKHble Koabl
coobuweHnit nona dscp: (0 — 63).
precedence Mpuoputer IP Onpegenset npuoputeTt IP-Tpadmka:(0-7).
time_name Nma npoduna OnpepenseT KOHPUrypaL MO BPEMEHHbIX MUHTEPBAsIOB.
KOoHUrypauum time-range
icmp_type Ucnonbsyetca ans ¢éunbtpauumn ICMP-naketoB. Bo3moxkHble
TUMbl M YUC/IOBble 3HAYeHUsA coobuweHuii nona icmp_type:
destination-unreachable (1), packet-too-big (2), time-exceeded
Twun coobuieHnn
npoTokona ICMP (3), parameter-problem (4), echo-request (128), echo-reply
(129), mid-query (130), mld-report (131), mldv2-report (143),
mld-done (132), router-solicitation (133), router-advertisement
(134), nd-ns (135), nd-na (136).
icmp_code Kopg, coobuieHnit Ucnonbsyetca ans ounbtpauumn ICMP-naketoB. Bo3moxkHble

3HayeHuma nona 0 — 255.

destination_port

UDP/TCP-nopT Ha3HayeHus

source_port

UDP/TCP-NopT MCTOYHMKA

Bo3morKHble 3HaueHua nonas TCP-nopTa: bgp (179),

chargen (19), daytime (13), discard (9), domain (53), drip
(3949), echo (7), finger (79), ftp (21), ftp-data (20), gopher (70),
hostname (42), irc (194), klogin (543), kshell (544), Ipd (515),
nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc (1110,
syslog (514), tacacs-ds (49), talk (517), telnet (23), time (37),
uucp (117), whois (43), www (80);

ana UDP-noprta biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7 ), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
(513), xdmcp (177).

JIn6o uncnosoe 3HaveHue (0 — 65535).

list_of flags

®dnarn npotokona TCP

Ecan ans ycnosus punbTpaumm dnar f0aKeH 6biTb YCTaHOBEH,
TO Mepef, HUM CTaBUTCA 3HAK «+», €CNN He [0/MeH ObiTb
YCTaHOBJ/IEH, TO «-». BO3MOXHble BapuaHTbl ¢pnaros: +urg, +ack,
+psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u fin.
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disable-port BbikntoyaeT nopT, C€ KOTOpPoro 6bin  MPUHAT  MaKeT,
OTK/IIOYEHUE NOopTa YZ0BNETBOPAIOLLMI YC/I0BUAM 060 U3 KOMaHA 3anpeTa deny,

B COCTaBe KOTOPOM 6bia0 onncaHo none.
log-input Bkntouaer OTNpaBKy WHPOPMAUMOHHBIX COObBLLEeHNA B
OTnpaBKa coobLeHuni CUCTEMHbIM  KYpHan nNpu  NOJAYYEHUM NAKeTa, KOTOpPbIN

COOTBETCTBYET 3anuncu.

offset_list_name 3apaeT UCNoNb30BaHME CMMcKa WabnoHoB Mnonb3oBaTena Anasa
pacno3sHaBaHuA nakeToB. [ns Kaxporo cnmcka ACL mokeT 6bITb

onpeaeneH CBOM CNUCOK LWabaoHOoB.

Mms cnvcka 6UTOBbIX
nonew

index VHACKCE NDaBUAa MHpeKkc npasuna B Tabauue, 4em MeHblle MHAEKC — Tem
Agkcnp npuopuTeTHEe Npasuno 1-2147483647

/| DOna Bbibopa Bcero puanasoHa napameTpos, kpome dscp u ip-precedence ucnonbsyetcs
napameTp «any».

/. Mocne Toro, Kak xota 6bI oaHa 3anucb fobasneHa B cnucok ACL, nocneaHUMM B CUCOK
pob6asnaloTca 3anucu

permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

[Be nepBble U3 HUX pa3peLlaloT NOUCK cocegHUx IPv6 yCTPOMCTB C NOMOLLbIO NPOTOKOAA
ICMPv6, a nocnegHsaa O3HayaeT UrHOPUPOBAHME BCEX MAKETOB, He YA0B/ETBOPAIOLLMX
ycnosuam ACL.

Tabnnua 5.253 — KomaHapl, ucnonb3yemble ans HacTponkm ACL-cnucKoB Ha ocHoBe IPv6-aapecauum

KomaHda Aeiicmeue
permit protocol [obasnaer paspeLatollyto 3anmucb GuabTPaLMUK ANA npoTokona. MakeTsbl,
{any|source_prefix/length} oTBevaloLMe yCIoBUAM 3anucu, byayT obpabaTtbiBaTbCA KOMMYTaTOPOM.

{ any|destination_prefix/length}
[dscp dscp | precedence precedence]
[time-range time_name]

[offset-list offset_list_name]

permit icmp [obasnaer paspelatolyto 3anucb GuabTpaumn ana npotokona ICMP.
{any|source_prefix/length} MaKeTbl, oOTBevYalOlWMe ycioBUAM 3anucu, byayt obpabaTbiBaTbes
{ any|destination_prefix/length} KOMMYTaTopom.

{any|icmp_type}

{any|icmp_code}

[dscp dscp | precedence precedence]
[time-range time_name]

[offset-list offset_list_name]

permit tcp [JobaBnaer paspellatoulyo 3anucb ¢GunbTpauumM ana npotokona TCP.
{any|source_prefix/length} MakeTbl, oTBevalowme ycnosuam 3anucu, 6Oyayt obpabaTbiBaTbea
{any | source_port} KOMMYTaTOpPOM.

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[time-range time_name]

[match-all list_of flags]

[offset-list offset_list_name]

permit udp [obasnaeT paspelwarolwyo 3anucb GuabTpaumm ana npotokona UDP.
{any|source_prefix/length} MakeTbl, oOTBevalolMe ycnosusam 3anucu, byayt obpabaTtbiBaTbeA
{any | source_port} KOMMYTaTOpPOM.

{ any|destination_prefix/length}
{any| destination_port}
[dscp dscp | precedence precedence]

[time-range time_name]
[offset-list offset_list_name]
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deny protocol
{any|source_prefix/length}

{ any|destination_prefix/length}
[dscp dscp | precedence precedence]
[time-range time_name]
[disable-port|log-input]

[offset-list offset_list_name]

[obasnser 3anpeLaoLLyto 3anuce GuAbTpaUuM A4as8 NpoToKona. MakeTsbl,
oTBevalolme ycA0BMAM 3anucu, 6yayT 610KMPOBATLCA KOMMYTaTOPOM.
Mpn wncnonb3oBaHuM KawyeBoro cnoea disable-port  ¢usnueckni
MHTEpdEeNc, NPUHABLIMIA  TaKoM nNaKkeT, 6yaeT BbikAoyeH. [pwu
MCMNO/b30BaHMM  KOYeBOro cnosa log-input 6yaer  OTNpaBAeHO
coobLeHME B CUCTEMHDI KypHan.

deny icmp
{any|source_prefix/length}

{ any|destination_prefix/length}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | precedence precedence]
[time-range time_name]
[disable-port|log-input]

[offset-list offset_list_name]

[obasnaeT 3anpewatolyo 3anucb GpuabTpaumm gaa npotokona ICMP.
MakeTbl, OTBevalolWMe YyC/NOBUMAM 3anucu, b6yayT 610KMpoBaTbCA
KommyTatopom. [pu ucnonbsosBaHuM KatouesBoro cnosa disable-port
dusnYecknii nHTepdeic, NPUHABLLMIA TaKoM NakeT, byaeT BbikAoYeH. Mpu
MCMNO/MIb30BaHMM  KaloyeBoro cnosa log-input 6yaeT  oTnpaBneHo
COO0bLLEHNE B CUCTEMHDIV KypHa.

deny tcp

{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range time_name]
[disable-port|log-input]

[offset-list offset_list_name]

[obaenaeT 3anpewjalolyo 3anucb GuabTpauum ans npoTtokona TCP.
MakeTbl, oOTBevyawlWMe ycnoBMAM 3anucu, OyayT 6nokuposaTbea
KommyTatopom. [pu ucnonbsoBaHMK Katovesoro cnosa disable-port
du3nyecknin nHTepdeic, NPUHABLLMI TaKoM NakeT, ByaeT BbikAoYeH. Mpu
MCNOMb30BaHMM  KAloyeBoro cnosa log-input 6yper  oTnpasneHo
coobuieHne B CUCTEMHBbIN KypHa.

deny udp
{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range time_name]
[disable-port|log-input]

[offset-list offset_list_name]

[JobasnaeT 3anpewalowyo 3anucb ¢unbTpauumn ana npotokona UDP.
MakeTbl, oOTBevawlwme ycnoBuAm 3anucu, byayT 6Ha0KMpoBaTbCA
KommyTatopom. [pu wmcnonb3oBaHMM KntoveBoro cnosa disable-port
dusnyecknii HTepdeic, NPUMHABLLMIA TaKol NakeT, byaeT BbikAoYeH. Mpu
MUCNONb30BaHUKM  KatoyeBoro cnosa log-input  6yaeT  oTnpasneHo
coobuieHne B CUCTEMHbIN KypHa.

offset-list offset_list_name { offset_base offset

mask value} ...

Co34aéT CNUCOK WabsoHOB Nob30BaTeNA C UMEHEM name. UMa moxKeT
BKAOYaTb OT 1 A0 32 cMumBONOB.
B 04HOM KOMaHAEe MOXKET CoAepKaTbCA 40 NATU LWABNOHOB, COCTOALLMX U3
CcneayroLWmx NapameTpos:
offset_base — 6a30Boe cmelLeHWe. BO3MOXKHbIe 3HaYeHuUA:
L3 — Hayano 3aronoskKa IPv4;
L4 — KoHeL, 3aronosKa IPv4.
offset — cmelleHMe 6aitTa faHHbIX B Npegenax naketa. basosoe
CMeLLEeHMeEe NPMHMMAETCA 33 HaYyaNo oTcyeTa
mask — macka. B aHanuse naketTa NPMHUMALIOT y4acTUe TONIbKO Te
pa3paabl 6aiTa, ANA KOTOPbIX B COOTBETCBYHOLLMX PA3pALAX MACKK
3agaH ‘0.
value — uckomoe 3HayeHue.

no offset-list offset_list_name

Ypanaet CO3,D,aHHbIl\/‘I paHee CNUCOK.

remove index index

YpanaeT co3faHHyo paHee 3amnuch.
- index — uHaeKc npasuna.
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5.30.3 KoHndpueypupoeaHue ACL Ha 6a3ze MAC

B naHHOM pasaene npmBegeHbl 3HAYEHUA U ONUCAHMA OCHOBHbLIX NAPAMETPOB, UCMOb3YEMbIX B
cocTaBe KoMaHA HacTponkm cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauuu.

CospgaHune U BXo4 B pexum pepaktmuposaHma cnmckos ACL, ocHoBaHHbIX Ha MAC-agpecauuu,
OCYLLECTBNAETCA NO KOMAHAE: mac access-list extended access-list. Hanpumep, ona co3gaHua
cnucka ACL nog HasBaHMem MESmac Heob6xoAMMO BbIMOAHUTL CAeayoLne KoMaHabl:

console#

console#configure
console (config) #mac access-list extended MESmac
console (config-mac-al) #

Tabnumua 5.254 — OcHOBHbIe NapameTpbl, UCMOJb3yeMble B KOMaHAaX

Mapamemp 3HavyeHue Aelicmeue
permit [Jevicteme paspewnTb Co3pgaet paspelwatouee npasuno ¢uabtpaumm B cnucke ACL.
deny [eWncTtBue 3anpeTnTb Co3pgaet 3anpewyatoee npasuno puabtTpaumm B cnucke ACL.
source Aapec oTnpasutens Onpegenser MAC-agpec NCTOYHMKA NaKeTa.

source_wildcard

Wildcard-macka agpeca
MUCTOYHMKA

Macka onpegensaeT 6utbl MAC-aapeca, KoTopblie HeobxoaMmo
WUrHopMpoBaTb. B 3HauyeHWAa UrHopupyembix BUTOB AO0/IXKHbI
ObITb 3anucaHbl eauHWUbl. Hanpumep, MCnonb3ys Macky,
MOXHO onpefenntb gas npasuna GuabTpauMn AuanasoHa
MAC-agpecos. YTobbl A06aBUTL B NpaBuio GuabTpaunn Bce
MAC-agpeca, HaynHatowmeca Ha 00:00:02:AA.XX.XX,
Heobxoanmo 3aaaTb 3HavyeHne macku 0.0.0.0.FF.FF, To ecTs,
COrNacHO AaHHOM Macke, nocnegHue 32 6uta MAC-agpeca
6yAyT He BaXKHbl A4/1A aHaNu3a.

destination

Apapec HasHayeHuA

Onpegenser MAC-agpec HazHauyeHuUA nakeTa.

destination_wildcard

Wildcard-macka agpeca
Ha3Ha4yeHuA

Macka onpegensaeT 6utbl MAC-agpeca, KoTopblie Heobxoanmo
UrHOpMpoBaTb. B 3HauyeHWA WrHOpPUPyembIXx BUTOB [AONMKHbI
6bITb 3anucaHbl eauHULBI. MacKka MCNonb3yeTca aHaNOrMYHO
macke source_wildcard.

KoHbUrypauum time-range

vlan_id [unanasoH 3HayeHui MNoacetb VLAN ¢dunbTpyembix NAKETOB.
0-4095
cos [ranasoH 3HauYeHul Knacc obcnyxkusanusa (CoS) puabTpyembix NAKeToB.
0-7
cos_wildcard Macka onpegensetr 6utel CoS, KoTopble Heobxogumo
UrHopMpoBaTb. B 3HauyeHWAa WrHOpPUpyembix BUTOB AONMKHbI
ButoBas macka, 6bITb 3anNUCcaHbl eauHULBI. Hanpumep, 4Tobbl MCNONbL30BaTb B
npumeHAeMasn K Knaccy npasune ¢punbtpaumum CoS 6 n 7, Heobxogumo B none CoS
o6cnyxnsanua (CoS) yKasaTb 3HayeHue 6, 1Mbo 7, a B Nosie Macku 3HaveHve 1 (7 B
dUNBbTPYyEMbIX NAKETOB ABouyHOM npeactasneHun — 111, 1 — 001, nonyyaetca, 4To
nocnegHuin 6ut, byaer UrHopuposatbea, To ectb CoS moxeT
6bITb 60 110 (6), MM60 111 (7)).
eth_type [ranasoH 3HauYeHul Ethernet TMn ¢uNbTPyeMbIX NAKETOB B LIECTHAALATEPUYHOM
0 — OXFFFF 3anucu.
disable-port BbikntoyaeT MopT, C€ KOTOpOro OblA  MPUHAT  NakKerT,
B YA0BNETBOPAIOLMI YCIOBUAM KOMaHAbI 3anpeTa deny.
log-input Bkntouaer OTNPaBKy WHPOPMALMOHHbLIX coobweHnin B
OTnpaBka coobLeHuni CUCTEMHDBIN  KYPHaA npuM  NOAYYEHMU NaKeTa, KOTOPbIi
COOTBETCTBYET 3aMnCH.
time_name Nmsa npoduna OnpepenseT KOHPUrypaLMIO BPEMEHHbIX MHTEPBAJ/IOB.

offset_list_name

MNobaiiToBoOE CcMmellleHne OT
KNHOYEBOM TOYKM

3agaeT ncnosib3oBaHMe cnucka wabnoHOB Noab3osaTensa Ans
pacno3sHaBaHMA naketoB. s Kakgoro cnucka ACL moxker
6bITb ONpeseneH CBOM CNUCOK WaboHOoB.

index MHLeKe NbaBuAa MHaeKkc npasuna B Tabauue, YemM MeEHbLIE MHAEKC — Tem
A P npuoputeTHee npasuno 1-2147483647
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Ona Bbibopa Bcero guanasoHa napameTpos, Kpome dscp u ip-precedence ucnonb3yerca
napameTp «any».

Ecan naker nonagaer nopg, Kputepuii npasuna B ACL, TO Hag, HAM BbINOJIHAETCA AelcTBue
aToro npasuna (permit/deny). lanbHeliwan nposepKa He NPOU3BOAUTCA.

Ecnu Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHa4asibHO NaKeT 6yaeT npoBepeH Ha
cooTtBeTcTBUE NpaBuaam IP ACL, notrom MAC ACL (B cnyyae, ecam He nonagaér noa peiictemne
HU ogHoro u3 npasun IP ACL).

Ecnn nocne npoBepKu Ha coorBetrcTtBue npasunam IP unn MAC ACL (korga 1 ACL Ha3sHaueH
Ha uHtepdodeiic) uam IP u MAC ACL (Korga 2 ACL HasHaueHbl Ha MHTepdeiic) nakeT He nonan
noa AeicTBMe HU OAHOro U3 NPaBUJ, TO HaZ AaHHbIM NaKeToM ByAeT NpUMeHeHo aeicTBue

< XX X

"deny any any".

Tabnuua 5.255 — KomaHabl, ucnosibayemole ans Hactpokm ACL-cnnckos Ha ocHose MAC-aapecaunu

KomaHoa

Aelicmeue

permit

{any|{source source-wildcard}
{any|destination destination_wildcard}
[vlan vian_id]

[cos cos cos_wildcard] [eth_type]
[time-range time_name] [index index]
[offset-list offset_list_name]

[ob6aBnser paspelwarowyo 3anucb o¢uabTpauun. [lakeTbl, oTBevalowme
ycioBusaM 3anucu, byayT o6pabaTtbiBaTbCA KOMMYTAaTOPOM.

deny

{any|{source source-wildcard}

{any|{ destination destination_wildcard}}
[vlan vian_id]

[cos cos cos_wildcard] [eth_type]
[time-range time_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name]

[obasnaeT 3anpelatowyto 3anucb ¢uabTpaumu. [lakeTbl, oTBevarowme
YyCNoBuAM 3anucu, byayT 610KMpPoBaTbCA KOMMYTAaTOPOM. MPK NCNONB30BAHNK
kntoyeBoro cnosa disable-port, dusnuecknin nHTepdeic, NPUHABLLNIN TaKon
naKeT, byAeT BbIK/OYEH.

MpM  MCNONb30BAHMM  KAOYEBOTO
coobLIEHME B CUCTEMHDIN KYpHa.

cnoBa log-input 6ypetr oTnpaBAeHo

offset-list offset_list_name { offset_base
offset mask value} ...

Co34aéT cnucok WabnoHOB No/b30BaTeNa C MMeHeM name. ma mokeT
BK/ItOYaTb OT 1 A0 32 cMMBONOB.

B opHOM KOMaHZe MOXKEeT cofepsKaTbca [0 TpuMHaguaty wabnoHos, B
33aBMCMMOCTM OT BbIBPaHHOTO pexmnma system mode, WwabaoHoB, cocToALMX U3
cneayroLmMX NapameTpos:

offset_base — 6a30Boe cmelleHWe. BO3MOXKHble 3HaYeHuA:

L2 — cmelleHme OT Havyana nNakeTa;

outer-tag — Hayano cmeweHns ot STAG;

inner-tag — Hayano cmeweHuns ot CTAG;

src-mac — Havano cmeweHna ¢ MAC-agpeca NCTOYHUKA;

dst-mac — Hayano cmeleHunsa ¢ MAC-afpeca HasHa4YeHus.

offset.offset — cmeweHune 6aitTa faHHbIX B Npeaenax naketa. basosoe
CMeLLeHVe NPUHUMAETCA 33 Havyano OTCYeTa;

mask — macka. B aHanu3e naketa NPMHUMMAIOT y4acTUe TO/IbKO Te paspaabl
6aiTa, g5 KOTOPbIX B COOTBETCTBYIOWMX pPa3pagax Macku 3agaH ‘0;
value — uckomoe 3HayeHue

no offset-list offset_list_ name

Ypanaet CO3A3HHbII7I paHee CNUCOK.

remove index index

YpanaeT co3faHHyo paHee 3anuco.
- index — uHaeKc npasuna.

5.30.4 Hacmpoiika spemeHHbIx uHMepaeanoe «time-range» 0aa cnuckos docmyna

B AaHHOM pa3saene npnBogATCA KOMaHAbl HaCTpOﬁKM BPEMEHHbIX UHTEPBANOB 42174 CNNCKOB ACL.
Co3faHue 1 BXOZ B PEXMM pesakTUpoBaHusa npoduns KoHdUrypaumm «time-range», ocyLecTeaseTcs
Nno KOMaHAe: time-range range name.
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Hanpumep, ana cosgaHma npoduna BpeMeHHbIX MHTepBasioB nog HasBaHuem http-allowed
Heo6X0AMMO BbINOAHUTbL CAeaytowmne KOMaHabl:

console#
console#configure

console (config) #time-range http-allowed

console (config-time-range) #

Tabnunuya 5.256 — KomaHabl perknma KoHOUIYpUpoBaHUS BPEMEHHbIX MHTEPBAOB

Mapamemp

3HaveHue

Aelicmeue

absolute start hh:mm day month year

no absolute start

absolute end hh:mm day month year

no absolute end

hh:mm: (0..23):(0..5);
day: (1..31);
month: (Jan .. Dec);
year: (2000..2097)

YcTaHaBAnBaeT abcotoTHbIE BPeMA U AaTy, KOr4a CUCoK
[AOCTyna BCTyNaeT B CUAY.

Ypanaet orpaHuyeHne No BpeMeHm

YcTaHaBAnBaeT abcoNtoTHbIE BPEMA U AaTy 3aBepLUeHnn
LEencTBMA CNUcKa JocTyna.

YaanaeT orpaHuyeHune no sBpemeHu. Ecam spems n gata
3aBepLIEHUs SeACTBUA CNUCKA JOCTYNA He YCTaHOB/IEHDI,
TO CNWUCOK AOCTYNa byaeT AencTBoBaTb HeonpeaeneHHbIM
CPOK.

periodic day_of the_week hh:mm to
day_of the_week hh:mm

periodic list hh:mm to hh:mm
day_of the week1
[day_of the week2...day_of the week7]

periodic list hh:mm to hh:mm all

no periodic day_of the_week hh:mm to
day_of the week hh:mm

no periodic list hh:mm to hh:mm
day_of the_week1

[day_of the week2...day_of the week7]

no periodic list all hh:mm to hh:mm all

day_of_the_week:
(Monday,
Tuesday, Wednesday,
Thursday, Friday,
Saturday, Sunday);
hh:mm: (0..23):(0..5)

YcTaHaBAMBAET BPeMA U AeHb HeAenn, Koraa Cnmcok
AocTyna 6yaeT akTuBeH.

Ypansaet orpaHu4yeHne no BpemMeHw.

5.31 KoHdurypuposaHue 3awurtbl ot DoS-atak

,ﬂ,aHHblﬁ K/NaCC KOMaHA4, no3BONAET 6!10KMpOBaTb HEKOTOpPblE PACNPOCTPaHEHHbIE KNaACChbl DoS-

aTak.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

KomaHaHan CcTpoka B perkume rnobanbHOro KoOHGUrypupoBaHUa UMeeT BUA,:

console (config) #

Tabnunua 5.257 — KomaHapl Ana HacTpoMKK 3awwmTbl oT DoS-aTak

ip_address |remove ip_address }

Mapamemp 3HayeHue Aelicmeue
security-suite deny martian- 3anpewaer NPOXOXAEHWe KaApoB C  HejonyCTUMbIMU
addresses {reserved|add — («mapcmaHckummy»)  IP-agpecammn  ucTouHuka  (loopback,

broadcast, multicast).

security-suite dos protect
{add|remove} {stacheldraht|
invasor-trojan|
back-orifice-trojan}

3anpewiaeT/paspellaeT NpoXoxKAeHUe onpeseneHHbIX TUMoB
TpaduKa, XapaKTePHbIX AN BPEAOHOCHbIX NPOrPamm:

- stacheldraht — ot6pacbiBaeT TCP-NakeTbl C NTOPTOM UCTOYHUKA
paBHbIM 16660;

- invasor-trojan — otvbpacbiBaeT TCP-nakeTbl C nopTOM
Ha3HayeHMA paBHbIM 2140 1 NOPTOM UCTOYHMKA 1024;

- back-orifice-trojan — otbpacbiBaer UDP-nakeTbl ¢ nopTom
Ha3HavyeHnA 31337 1 NOPTOM UCTOYHUKA paBHbim 1024.

security-suite enable

— /BbIK/OYEHO

BK/IlOYaEeT KNacc KomaHg, security-suite.
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[global-rules-only]

no security-suite enable

- global-rules-only — oTk/touaer Knacc KomaHg, security-suite
Ha UHTepodencax.

OTKAIOYaEeT KNacc KOMaHA security-suite.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet, epynnsl mopmos.

KomaHZHas CTpoKa B pexume KoHoUrypuposaHusa uHTepdeica Ethernet, rpynnbl noptos nmeet

BUA:

console (config-if)#

Tabnunua 5.258 — KomaHaa KoHUrypuposaHua 3awwmTbl oT DoS-aTak gns uHtepdelicos

KomaHoa 3HaveHue

Aeiicmeue

security-suite deny
{fragmented|icmp|syn}
{add|remove} {any|
ip_address [mask]}

no security-suite deny
{fragmented|icmp|syn}
{add|remove} {any|
ip_address [mask]}

Co3pgaet/ypaaner npasusio, 3anpeliatollee
TpadurKa, COOTBETCTBYIOLLLETO KPUTEPUAM.

- fragmented — dparmeHTMpOBaHHbIE NAKETHI;
- icmp — ICMP-Tpaduk;

- Syn — syn-nakeTbl;

- ip_address — BanngHbin IP-agpec;

- mask —macka B dopmarte IP-agpeca nam npedukca.

NpoXoxaeHue

BoccTaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

security-suite dos

syn-attack rate {any|

ip_address [mask]}

rate: 5..1000 nakeTtos
B CEKYHAY

no security-suite dos
syn-attack {any| ip_address
[mask]}

3afaeT nopor syn-3anpocoB Ha onpeaeneHHbI IP-agpec/ceTb,
npyv NPeBbIWEHNUN KOTOPOro  /iMWHME  Kaapbl  6yayT
oTbpacbiBaTbCA.

- ip_address — BanugHbliit IP-agpec;

- mask — macka B popmare IP-agpeca nnm npedukca.

BoccraHaBnunBaeT 3HaYeHME NO YMONYAHUIO.

5.32 KauectBo 0b6cnyuBaHma — QOS

Mo ymon4aHuMIO Ha BCEX NOPTax KOMMyTaTopa MCMO/Ib3yeTCcA OpraHM3auna ovepeamn NakeTos no
meToay FIFO: nepBbIit npuwen — nepsbiii ywén (First In — First Out). Bo Bpemsa MHTEHCUBHOM Nepeaaym
TpadmrKa NpM UCNONb30BAHUN AAHHOTO METOAA MOTYT BO3HUKHYTb NPOo6/1emMbl, NOCKO/IbKY YCTPONCTBOM
WUrHOPMPYIOTCA BCe MaKeTbl, He Bowepwmne B bydep ouvepegm FIFO, M cooTBETCTBEHHO TepAtoTcA
6e3B03BpaTHO. PellaeT aaHHyo npobnemy meToz, OpraHM3yOLWKNIA ovyepean No NpuopuTeTy Tpadpuka.
MexaHnsam QOS (Quality of service — KauyecTBO 06C/Ny)KMBaHUSA), pPeann3oBaHHbIN B KOMMyTaTopax
MES3000, nossonseT opraHM30BaTb BOCEMb OYepeselt NpuopuTeTa NaketTos B 3aBUCUMOCTM OT TMMA

nepegaBaemblx AaHHbIX.

O6cnyKuBaHue ouepeaem

ANropuTMbl 06CNYKMBAHUA ouepesei NO3BONAIOT NPEfOCTaBAATL PAa3HbIV ypoBeHb QoS Tpaduky
pasHbIX KnaccoB. Kaxkaasn oyepeab 3aHMMAETCA NaKeTaMu ¢ onpeaeseHHbIM npuopuTeTom. TpebyeTcs,
yTOObI BbICOKONPUOPUTETHBIN TpaduMK 0bpabaTbiBancAa ¢ MUHMMAIbHOW 3a4€PXKKOM, HO NPU 3TOM He
3aHMMa/ BCIO MOJI0CY NPOMYCKaHUSA, U YTObbl TPAadUK KaXKAO0ro U3 OCTasIbHbIX TMNOB 0b6pabaTbiBascs B
COOTBETCTBUM C €70 MPUOPUTETOM. ITO PEANIN3YETCA NPU MOMOLLM MEXaHM3Ma «OTceyeHMs XBocTax (tail-
drop), UICNoNb30BaHWA BUPTYasIbHbIX NaKeTHbIX OydhepoB U HACTPOIMKM pasMepoB ouepesei.

B KOoMmyTaTope MMeeTcs HacTPOMKa Mo YMOJIMaHUIO 1S PasMepoB ouyepesent M napamMeTpos
BMPTYaNbHbIX NakeTHbIX bydepos. MNpyn HEOBXOLMMOCTU LAHHYIO HACTPOWKY MOMHO M3MEHWUTb Mpu

nomoLm mexaHn3ma «qos tail-drop profile».
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5.32.1 Hacmpoiika QoS

KomaHObI pexcuma 2106016H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHOro KOHGUIypupoBaHus:

console (confiqg) #

Tabnunuya 5.259 — KomaHapl pexxnuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue no

KomaHoa Aeilicmeue
YyMOMYAHUO

qos [basic | advanced PaspelsaeT KommyTaTopy ncnonb3osatb QoS.

[ports-trusted | - basic — 6a30BbIi pexxum QoS;

ports-not-trusted]] - advanced — paclwunpeHHbIi pexXum KoHourypuposaHusa QosS,
BKJIOYAIOLLMIA NONHbIN NepevyeHb KOMaHA, HacTpoikm QoS;
- ports-trusted — B faHHOM noapeXkume nNakeTbl HANPaBAAOTCA
B BbIXOAHYO OYepeb Ha OCHOBAHUM NONEN B 3TUX NaKeTax:

Jbasic - ports-not-trusted — B pgaHHOM noape)kMme Bce NaKeTbl

no qos

HanNpPaBAAOTCA B HY/IEBYHO BbIXOAHYIO OYepeb No YMOAYaHUIO,
ONA OTNpaBKM B Apyrue odepeau Tpebyerca HasHayaTb Ha
BXOAHOW WHTepdenc cTpaTerMio Kaaccupukaumm Tpaduka
(policy-map).

YCTaHOBUTb MexaHM3M nepeaayn gaHHbix FIFO.

V Hactpoiiku QOS npu atom 6yayT yaaneHbl.

gos advanced-mode trust
{cos | dscp |cos-dscp}

no qos advanced-mode
trust

-/BbIK/OYEHO

YCTaHOBUTL MeTOA, A0BepUA Ha NopTax Npu paboTe B pexmme
pacwupeHHoro KoHourypuposarua QoS n nogpexmme ports-
trusted.

- €os — nNopT AosepsAeT 3HavyeHuto 802.1p User priority;

- dscp — nopt aosepset 3HaveHuto DSCP B IPv4/IPv6-nakeTax;

- cos-dscp — nopT aosepaeT oboum ypoBHAM, ogHako DSCP
nmeert npuoputeT Hag 802.1p.

YcTtaHaBAnBaeT meToz no YMOAN4YaHUIO.

gos statistics interface

no qos statistics interface

-/BbIK/OYEHO

BK/IIOYNTD PEXKMM CTaTUCTUKM KnaccuduKaumm Tpaduka Ha
du3nyeckmx nHTepdeicax.

OTKNOUUTD PeXMUn CTaTUCTUKHU.

gos tail-drop profile
profile_id

no qos tail-drop profile
profile_id

profile_id: (1..4)

Cospatb npodunb gos tail-drop.

Yaanute npodunb qos tail-drop.

class-map
class_map_name
[match-all| match-any]

no class-map
class_map_name

class_map_name: (1..32)
cumsonos/match-all

1. Co3paeT cnucoK Kputepues KnaccuduKkaumm Tpaduka.

2. BxoAuT B peXMM peaaKTMPOBaHMA CMUCKa Kputepues

Knaccuomkaummn Tpaduka.

- match-all — Bce KpuTepun gaHHOro cnNMcKa AONXKHbI ObiTb

BbINOJIHEHbI;

- match-any — oauH, Nt060M KpUTEPUIA AAHHOTO CNUCKA A0/IKEH

6bITb BbINOJIHEH.

V B cnucke KputepueB MoKeT 6biTb 0A4HO MAM ABa
npasuna. Ecan npasuna aBa, n 06a oHM yKasbiBalOT Ha

pasHble TMnbl ACL (IP, MAC), To Knaccudumkauua 6yaer

OCYLLeCTBAATLCA MO NEPBOMY B CMMCKE BEPHOMY NpaBuay.

V [eiicTByeT TONbKO AN pexxuma qos advanced

YanseT cnMcoK Kputepues KnaccuduKaLmm Tpaduka.
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policy-map
policy_map_name

no policy-map
policy_map_name

policy_map_name: (1..32)
CUMBOJI0B

1. Co3paert cTpaTeruio Knaccupukaumm Tpadpuka.
2. Bxogut B pexunm penakTMpoBaHma
Knaccupukaumm Tpaduka.
B opaHOm HanpaBneHuu noAafepKUBAETCA TOJIbKO
V o/ Ha cTpaTerusa Knaccupukauum tpadmka.
Mo ymonuaHuio policy-map ycraHasnusaetr DSCP=0
ana IP-nakeros n CoS=0 gna TerMpoBaHHbIX NAKETOB.

cTpareruu

V [eiicTByeT TONbKO ANA pexxuma qos advanced.

Ypanaet npaBuao Knaccupurkaumm Tpaduka.

qos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32) cumBona;

committed_rate_kbps:
(3..57982058);

committed_burst_byte:
(3000..19173960)

Onpepenset wabnoH  HACTPOeK, KOTOpbIM  No3BO/AET
OrPaHWYUTb MOJOCY MPOMYCKAHMA KaHala M B TO e Bpems
rapaHTMpPOBaTb ONpPeAEeNEHHYI0 CKOPOCTb Nepeaaym AaHHbIX.

Mpun paboTe ¢ NONOCOW NPOMYCKAHMA UCMO/b3YETCA ANTOPUTM
MapKMPOBaHHOM «KOP3WHbI». 3afavyeit anroputma sABAAETCA
NPUHATUE pelleHWsa: nepegaTb MNaKeT WM OTOPOCUTD.
MapameTpamu anropuTma ABNAIOTCA — CKOPOCTb MOCTYMN/IeHnA
(CIR) MmapKepoB B «KOP3UHY» 1 06bEM (CBS) «KOP3UHBI».

- committed-rate-kbps — cpegHee 3Ha4YeHMe CKOPOCTU TpaduKa,
KbuT/Cc. [aHHas CKOpPOCTb rapaHTUpyeTcsa npu nepejave
UHbOpPMauum;

- committed-burst-byte — pasmep caeprKMBaloLWEro nopora B
baiTax;

- drop — naker OypeT oOTOpOLEH,
nepenosiHnTCA;

- policed-dscp-transmit — npu nepenosiHEHUM «KOP3UHbIN
3HavyeHue DSCP byaet nepeonpeseneHo.

Korga «Kop3uHa»

V Henb3a ypanutb wWa6noH HACTpoeK, ecan OH
ucnonb3yerca B cTpaterun policy map, nepep
yAaneHnem cnepyet yaanuTb HasHauyeHue WabnoHa
ctpaterun: no police aggregate aggregate-policer-

name

V [DeiicTByeT TONbKO AnA pexxuma qos advanced.

Ypansaet wabaoH HaCTPOEK PeryinmpoBaHma CKOPOCTY KaHaa.

wrr-queue cos-map
queue_id cos1...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayeHus CoS no

YMOAYaHUIO ANS oYepeseit:

CoS =0 —o4epegb 3
CoS=1-ouepepgp 1
CoS =2 — ouepepp 2
CoS =3 —ouyepeab 4
CoS =4 —o4yepegb 5
CoS =5—ouepegb 6
CoS =6 —ouepeab 7
CoS =7 —ouepeab 8

Onpepensetr 3HayeHua CoS pans ouepenelrt mUcxoaallero
Tpaduka.

YcTaHaBAMBaeT 3HaYeHuA no YMONYaHULO.

wrr-queue bandwidth
weightl weight2 weight3
weight4

no wrr-queue bandwidth

weightl, weight2, weight3,
weight4: (0..255)/1

MpucBanBaeT BeC WCXOAALWMM oOYepeasm, MCMOo/b3yembiit
mexaHnsmom WRR (Weighted Round Robin — Becosoi
MexXaHU3M pacnpeseneHuns Harpysku).

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

priority-queue out
num-of-queues
number_of _queues

number_of_queues: (0..8)

Mo ymonyaHuio, Bce
oyepeau obpabaTbiBatoTCA
no anroputmy «strict
priority».

3a/aeT KONNYECTBO NPUOPUTETHBIX OYepeaen.
DOna npuoputetHoii ouepeaun Bec WRR 6yper
V WUrHOPMPOBATbLCA.
Ecnn 3apaerca otamyHoe ot «0» 3HaueHue N, TO
crapwme N ouepegeit 6yayr npuoputeTHbimu (He
6yayT yuacrBosatb B WRR).
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no priority-queue out
num-of-queues

Mpumep:

0: Bce ouepeaun paBHOMNPABHbI;

1: cemb mnagwunx ovepegein ydacrsyor B WRR, 8-asa He
y4yacrByer;

2: wecTb mMnaawux odvepegen yuacrsyior 8 WRR, 7,8 He
Yy4acTByIOT.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

gos wrr-queue threshold
gigabitethernet
queue_id
threshold_percentage

no qos wrr-queue
threshold gigabitethernet
queue_id

queue_id: (1..8);

threshold_percentage:
(0..100)/3HayeHune
NnoporosbIX HACTPOEK Ans
oTbpacbiBaHUA
M36bITOYHOTO TpadpuKa
pasHo 80%

YcTaHaBAMBaEeT MOPOroBble 3HAYeHUA ANA oT6pacbiBaHUA

M36bITOYHOrO TpaduKa oyepeau.

V 06bem TpaduKa B 3aBUCMMOCTU OT €ro npuopuTeTta
CpaBHMBAETCA C COOTBETCTBYHOLWMM noporom. Ecam
nopor npeBbllleH, MNaKeTbl C COOTBETCTBYIOWMUM
npuoputeTtom cbpoca 6yayr oTbpacbiBaTbcA B
TeueHue BCero BpemMmeHM, NOKa Nopor NpesbILWEH.
[eicTByeT TONIbKO ANA pexuma qos advanced.

YcTaHaBAMBaeT 3HaYeHUA NOPOroB Mo YMOYaHUIO

gos wrr-queue wrtd

no qos wrr-queue wrtd

-/BbIK/IOYEHO

Bkntouaer WRTD (Weighted Random Tail Drop) BecoBow
Me3aHU3M yAaneHnA NaKeToB 13 odepesei.

N3meHeHUs BCTynAT B CUAy nocne nepesarpysku
V yCTpoOiACTBa.

Mocne nepesarpysku ycTpoiicTBa  yaansaloTca

V HaCTPOIiKM ouepegeii, B KOTOPbIX 6blIM HACTPOMKM Y-
sharing, a Tak)ke Bce Hactpoiiku port-limit. Takke
3anpewatotTca HacTpoitkn Y-sharing M HacTpoiiku
port-limit.

Bbikntoyaetr WRTD.

gos map enable {cos-dscp
| dscp-cos}

no qos map enable {cos-
dscp | dscp-cos}

Mcnonb3oBatb 3afaHHyl0 Tabauuy nepemapKMpoBKM Ans
[0BepeHHbIX NOPTOB KOMMYyTaTOpPa.

He ncnonb3osaTtb TabanLy nepemapKMpoBKu.

gos map policed-dscp
dscp_list to
dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63);
dscp_mark_down: (0..63)/
Tabanua NOBTOPHOWM
MapKMPOBKM ABASETCA
MYCTOM, TO eCTb 3HaYeHun
DSCP pna Bcex BxogAwmx
NaKeToB OCTalTCA
HeMsMeHHbIMU

3anonHseT Tabauuy nepemapkmpoBku DSCP. Ons Bxoasawwmx
NakeToB C YKasaHHbIMM 3HavyeHuAamn DSCP 3apaeT HoBoe
3HayeHune DSCP.

- dscp_list — onpepenser go 8 3HayeHuit DSCP, 3HauyeHus
pasaenaTca 3Hakom npobena.

- dscp_mark_down — onpefenseT HoBoe 3Ha4YeHue dscp.

V [elicTByeT TONbKO ANA pexuma gos advanced.

YcTaHaBAMBaeT 3HAYeHWe no YMOANYaHULO.

gos map dscp-queue
dscp_list to queue_id

no gos map dscp-queue
[dscp_list]

dscp_list: (0..63);
queue_id: (1..8)
3HAYeHUA NO YMONYAHUIO:
DSCP: (0-7), ouepegp 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepeab 3
DSCP: (24-31), ouepeab 4
DSCP: (32-39), ouepeap 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

YcTaHaBAMBaeT COOTBETCTBME MeXAay 3HadveHmamm DSCP
BXOAALLMX NAKETOB M o4epesaMu.
- dscp_list — onpepenser go 8 3HayeHuit DSCP, 3HauyeHus

Pa3nenAarTca 3HaKoOmM npo6ena.

YcTaHaBAMBaeT 3HAYEHUA Mo YMON4YaHUIO

gos map dscp-dp dscp_list
to dp

dscp_list: (0..63);
dp: (0..2)/ BCe nakeTbl
UMmetoT npuopuTeT cbpoca
dp=0

CraBuT B cooTBeTcTBMEe 3HayeHuto DSCP npuoputeT oTbpoca
(4em BbllWe 4KUCNOBOE 3HAYEHME MNPUOPUTETA, TEM HUXKe
BEPOATHOCTb TOrO, YTO MakeT ByaeT oTbpolleH; B nepsyto
ouyepeab OTOPacLIBAOTCA MakeTbl ¢ npuoputetom cbpoca 0,
3atem 1, 3atem 2)

- dscp_list — onpepenseT o 8 3HayeHuit DSCP, 3HauyeHus
pasgenatoTca 3Hakom npobena.

V [eiicTByeT TONbKO AN pexuma qos advanced.
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no qos map dscp-dp
[dscp_list]

YcTaHaBAMBaeT 3HaYeHuA no YMONYaHUIO.

gos map dscp-cos dscp_list 3anonHsetr Tabnauuy nepemapkupoBkM DSCP. 3amensier
to cos dscp_list: (0..63); 3HayeHune DSCP Ha CoS.

no qos map dscp-cos cos: (0..7) BepHyTbCA K 3HAUYEHUAM N0 YMOYAHMIO.

[dscp_list]

gos map cos-dscp cos to 3anonHseTr Tabnuuy nepemapkupoBku  CoS. 3ameHser

dscp_list

no qos map cos-dscp [cos]

dscp_list: (0..63);
cos: (0..7)

3HayeHune CoS Ha DSCP.

BepHyTbCA K 3HAYEHUAM N0 YMOYAHUIO.

qos trust {cos | dscp}

no qos trust

-/cos

YCTaHaBAMBAET pPeXMM [0Bepus KommyTatopa B 6a3oBom
pexunme QoS (CoS nnn DSCP).

- €COS — YCTaHaB/IMBaET KnaccudUKaLmio BXOAALLMX NAaKETOB Mo
3HavyeHmaAm CoS. [1na HeTermpoBaHHbIX NAKETOB MCMO/b3yeTca
3HaveHue CoS No ymonyaHuio;

- dscp — ycTaHaBamBaeT KnaccubUKaLMIO BXOAALLMX MAKETOB No
3HayeHmnam DSCP.

V [eicTByeT TONIbKO ANA pexuma qos basic.

YcTaHaBAMBaeT 3HAYeHUA no YMONYaHULO.

gos dscp-mutation

no qos dscp-mutation

Mo3sonsetr npuMeHUTb Tabauuy wm3meHeHur dscp K
COBOKYMHOCTU dscp-goBepeHHbIX MopToB. Mcnonb3oBaHue
Tab/IMLbl U3MEHEHUI NO3BONAET NepesanncaTb 3HaYeHMa dscp
B IP-nakeTax Ha HOBble 3HaYeHuA.
] NpumeHnTb Tabnuuyy unameHeHut DSCP BO3MOXKHO
V TONbKO ANA  BXOJAWEro TpapuKa AOBEPEHHbIX
nopTos.

V [elicTBYeT TONbKO ANA peXuma qos basic.

OTmeHseT UCNo/b30BaHMeE KapThbl N3MEHeHUN dscp.

gos map dscp-mutation
in_dscp to out_dscp

in_dscp: (0..63);
out_dscp: (0..63)/kapTa
M3MEHEHUI ABNsAeTCA
nycTol, TO eCTb 3Ha4YeHUs
DSCP gna scex BXoAAaLMX
naKeToB OCTatoTCA
HEN3MEHHbIMMU

3anonHseT Tabanuy nepemapkuposku DSCP. [Ona Bxomawwmx
NakeToB C YKasaHHbIMM 3HavyeHnamm DSCP 3apaet HoBble
3HayeHua DSCP.

- in-dscp — onpegensetr go 8 3HauyeHuir DSCP, 3HauyeHus
pasgenarTca 3Hakom npobena.

- out-dscp —onpegaensier 4o 8 HoBbIX 3HaYeHWU DSCP, 3HaueHUs
pasaenaTca 3Hakom npobena.

V [DeiicTByeT TONbKO ANA peXuma qos basic.

no qos map dscp-mutation
[in_dscp]

YcTaHaBAMBaEeT 3HAYEHUA No YMONYaHULO.

rate-limit vian_id rate
burst

no rate-limit

vlan_id: (1 .. 4094);
rate: (3 .. 57982058)
K6buT/C;
burst: (3000 .. 19173960)
6anT /128 kbauT

YcTaHaBAMBaeT oOrpaHuyeHue
Tpaduka gns 3agaHHon VLAN.
- vlan_id — Homep VLAN:

- rate — cpeaHAA ckopocTb Tpaduka (CIR), K6UT/c;

- burst — pasmep caepkuBatowero nopora (orpaHuyeHue
CKOpOCTKM) B BaiTax.

CKopoctn ana Bxogauero

CHumaet orpaHu4yeHmne CKopocTn exoaaliero Tpad)MKa.

KomaHObI pexcuma pedaxrmupo8aHUs CNUCKa Kpumepues Kaaccugpukauuu mpaguKka

Bua 3anpoca KOMaHAHOVI CTPOKU peEXUMMa pedakTnpoBaHMA CNUCKa Kputepues Kl'IaCCVId)MKaLI,VIM

TpaduKa:

console#configure

console (config) #class-map class-map-name

console (config-cmap) #

[match-all |[match-any]
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Tabnnuya 5.260 — KomaHabl pexknuma pegakTMpoBaHma ClMCcKa KpuTepues Knaccudmkaumm tpaduka

KomaHda

3HayeHue

Aeilicmeue

match access-group
acl_name

no match access-group
acl_name

acl_name: (1..32)
CUMBOJI0B

[JobasnaeT Kputepuii Knaccudpukaumm Tpadpuka. Onpeaenser
npasuna ¢unbtpaumm Tpadmka no cnucky ACL ana
Knaccuopukaumm.

V JeiicTByeT TONbKO ANA pexxmuma gos advanced.

Ypanaet Kputepuit kKnaccuduraumm Tpaduka.

KomaHObI pexcuma pedaxkmuposaHUsa cmpameauu Kaaccugukayuu mpaguka

Bug, 3anpoca KOMaHZAHOM CTPOKM peXkMMa PesaKkTMPOBaHUA cTpaTernmn KnaccuduKaumm Tpapuka:

console#configure

console (config) #policy-map policy-map-name
console (config-pmap) #

Tabnnuya 5.261 — KomaHabl perknma pefaktmpoBaHuaA cTpaTernm Knaccnudpukaumm Tpadmka

KomaHda

3HayeHue

Aelicmeue

class class_map_name
[access-group acl_name]

no class class_map_name

class_map_name:
(1..32) cumBonos

OnpegenseTt npaBuao Knaccudukaumm Tpaduka u BXOAUT B
pexXunm KoHUIrypupoBaHua npasmna Knaccuoukaumm — policy-
map class.
- acl_name — onpegenseT npasuaa GunbTpaumm TpaduKa no
cnmcky ACL ana knaccudumkaumu. Mpu cosgaHuMM HOBOrO
npasuna Kaaccupukauum, ONUMOHANbHBIN MapameTp access-
group obasateneH.
DOna Toro 4to6bl UCNONBb30BaTb HACTPOIKK CTpaTerum
policy-map gna uHtepdeiica, ucnonblyiite KOmaHAay
service-policy B pexxume KoHdurypauum nHrepoeica.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YpanaeT npasuno Knaccubukaumm Ttpaduka class-map w3
cTpaTeruu policy-map.

KomaHObI pexcuma KoHgu2ypuposaHus npasuaad Kaaccugukayuu

Bug, 3anpoca KOMaHAHOMW CTPOKM pexXmnma KOHPUIypupoBaHUA NpaBmnaa KnaccuouKkaumm:

consolet#configure

console (config) #policy-map policy-map-name
console (config-pmap) #class class-map-name [access-group acl- name]
console (config-pmap-c) #

Tabnnua 5.262 — KomaHap! pexknma KoOHGUryprpoBaHUa NpaBuaa Knaccuoukaumm

KomaHda

3HaveHue

Aelicmeue

trust [cos | dscp | cos-dscp]

no trust

-/pexum foBepus He
yCTaHOB/IEH

Onpenensetr pexXum [0BepUs K OnpeaeneHHomy Tuny
Tpaduka. [laHHOM KOMaHZoM BbIbMpPaeTca 3HauYeHne, KoTopoe
QoS byaeT ucnoab3oBaTh B Kayectse BHyTpeHHero DSCP.

- €OS — B KauecTBe BHyTpeHHero DSCP ncnonb3yetca CoS;

- dscp — B KayectBe BHyTpeHHero DSCP wucnonb3yetca DSCP
BXOAALLMX NAKETOB (3HaYeHMe No YMONYAHUIO);

- cos-dscp — B KayecTBe BHyTpeHHero DSCP ucnonb3yetcs DSCP
BXOAALLMX NaKeToB, ecnu 310 IP-nakeTbl, nHaye CoS.

V JeicTByeT TONbKO ANA pexxmuma gos advanced.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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set
{dscp new_dscp |
queue queue_id |

cos new_cos | vlan vian_id} new_dscp: (0..63);

queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

no set

YcTaHaBAnBaeT HOBble 3Ha4YeHua ana IP-nakeTa.

V KomaHaa set aABnsetcA B3aMMOMCKAIOYAKOLWEN C
KOMaHAouh trust gna ofgHOM M TOW e cTpaTerum
policy-map.

Crpaterum policy-map, ucnonb3syiouime KomaHabl set,

V trust wam  umerowmin  KnaccudpuKkauuio  ACL,
HA3HAYalTCA TO/IbKO ANA UCXOAALMNX UHTepdelicoB.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Ypanaet HoBble 3HaYeHUA gnsa IP-nakeTa.

police
committed_rate_kbps
committed_burst_byte
[exceed-action {drop |
policed-dscp-transmit }]

committed_rate:
(3..12582912) k6ut/c;

committed_burst:
(3000..19173960) 6anT

no police

Mo3BoNsAET OrpaHNUYUTL NOOCY NPOMYCKAHUA KaHANa U B TO e
BpEMA rapaHTMpOBaTb ONpeAesieHHY CKOPOCTb nepeaayu
OaHHbIX.

Mpw paboTe ¢ N0N0CON NPONYCKaHWA UCNONbL3YETCA aITOPUTM
MapKUMPOBAHHOW «KOP3WHbI». 3afayelt aaroputma asasetca
NPUHATUE pelleHuA: nepesaTb MaKeT WAM  OTOPOCUTD.
MapameTpamu anropuTma ABAAKOTCA — CKOPOCTb NOCTYNAEHUSA
(CIR) mapKepoB B «KOP3UHY» 1 06bEM (CBS) «KOP3MHbI».

- committed_rate_kbps — cpefHee 3HayeHWE CKOpPOCTU
TpaduKa, K6WUT/c. [aHHaAs CKOPOCTb rapaHTUpyeTcs npu
nepegaye nHdopmauuu;

- committed_burst_byte — pasamep caeprKMBatoLWEero nopora B
6anTax;

- drop — naker 6yaetr oTbpolieH, Koraa «Kop3uHa»
nepenosiHUTCS;

- policed-dscp-transmit — npu nepenosHeHUU «KOP3UHbBIY,
3Ha4yeHue DSCP byaeTt nepeonpeseneHo.

V JeiicTByeT TONbKO ANA pexxmuma gos advanced.

OTKAtOYaeT peryimpoBaHmMe CKOPOCTU KaHana.

police agregate
aggregate_policer_name

(1..32) cumBonos

no police agregate
aggregate_policer_name

aggregate_policer_name:

HasHauvaeT npasuny Knaccuduikaumm Tpaduka  wabsioH
HacTpoeK,  KOTOpblli  MO3BO/IAET  OrpPaHWYUTbL  MOJIOCY
NPOMyCKaHWA KaHana M B TO e Bpemsa rapaHTMpOBaTb
onpefeneHHyo CKOPOCTb Nepesayn AaHHbIX.

V [eiicTByeT TONbKO ANA pexuma qos advanced.

Ypansaet wabnoH HaCTPOeK peryanpoBaHuA CKOPOCTM KaHana
13 Npasuia Knaccudurkaumm tpaduka.

KomaHObI pexcuma KoHgu2ypuposaHusa npogung qos tail-drop

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdUrypuposaHua npoduns qos tail-drop:

consolet#configure
console (config) #qos tail-drop profile profile id
console (config-tdprofile) #

Tabnunua 5.263 — KomaHapl pexknuma KoHdurypmposaHua npoduna qos tail-drop

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4YaHuo

Aeilicmeue

port-limit /imit

no port-limit

limit: (0..5902)/88

3apatb pa3mep NakeTHOro pasgenAemoro nyna gna nopta.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

[without-sharing |
with-sharing]

queue queue_id [limit limit]

limit: (0..5902)/88;
queue_id: (1..8)

no queue queue_id

MN3meHnUTb Napamepbl ouepesm:

- queue_id — Homep ouepeaum;

- limit — KonnYecTBO NaKeToB B OYepeam;

- without-sharing —3anpetutb goctyn K 0bwemy nyny;
- with-sharing — paspewuTb goctyn K obwemy nyny
(ncnonb3yeTca No ymonyaHuio).

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.
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KomaHObI pexcuma KoHguaypuposaHua uHmepgelica Ethernet, 2pynnsl nopmos

Bupa 3anpoca KOMaHAHOW CTPOKU pexKMMa KOHUrypupoBaHua nHtepdenca Ethernet, rpynnbl
nopToB:

console (config-if) #

Tabnuua 5.264 — KomaHabl pexxuma KoHdurypmposaHus uHtepoeiica Ethernet, rpynnbl noptos

KomaHda

3HayeHue

Aelicmeue

service-policy input
policy_map_name

no service-policy input

policy_map_name:
(1..32) cumBonos

HasHauaeT nHtepdelicy ctpaternio knaccudukaumm Tpadmka.

V B ogHOM HanpaBneHuu uHtepdeiicom
noAAepKMBAeTCca TONbKO OAHa cTpaTerus
Knaccupukaumm TpadpuKa.

V [eiicTBYyeT TONbKO AN pexxuma qos advanced.

Ypansaet ctpaTteruto KnaccupuKkaumnm tpaduka ¢ nHtepdeliica.

traffic-shape
committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(36..1000000) k6UT/C

committed_burst:
(4096..16769020) 6aiit

YcTaHaBAMBaAeT OrpaHWYEHUE CKOPOCTU AN UCXOAALLEro
Tpaduka yepes nHTepdeic.

- committed_rate — cpeaHasa CKOPOCTb TpaduKa, KBUT/c;

- committed_burst — pa3smep cAepKuBaloWero nopora
(orpaHuuyeHmne ckopocTtu) B balTax.

CHMMaeT orpaHuMyeHne CKOpOCTU ncxoasaLero Tpaduka yepes
nHTepodelic.

traffic-shape queue
queue_id committed_rate
[committed_burst]

no traffic-shape queue
queue_id

committed_rate:
(36..1000000) k6MT/C

committed_burst:
(4096..16769020) 6aiT

queue_id: (0-8)

YcTaHaBAMBAET OrpaHWYEHWE CKOpocTU TpaduKa uyepes
nHTepdelc gns ncxoaallen ovepegm.

- committed_rate — cpeaHasa CKOPOCTb TpaduKa, KBUT/c;

- committed_burst — pa3smep caepXuBatowero nopora
(orpaHuuyeHne ckopocTtu) B HalTax.

CHMMaeT orpaHuMYeHMe CKOpOCTU TpaduKa yepes MHTepdeic
ANA NCXo4AaLLen oyepeau.

qos trust [cos | dscp | cos-
dscp]

no qos trust

-/BKAOYEHO

BkntoyaeT 6a30BbIli MexaHM3M (OS AN MHTepdeica.

- COS — nopT posepsAeT 3HaveHuto 802.1p User priority;

- dscp — nopt aosepseT 3HadeHuto DSCP B IPv4/IPv6-nakeTax;

- cos-dscp — nopT gosepaeT ob6omMm ypoBHAM, ogHako DSCP
nmeert npuoputeT Hag 802.1p.

V [elicTByeT TONbKO ANA pexkuma qos basic.

BblKkntoyaeT 6a30BbIi MeXaHW3M qos ANs UHTepdelica.

rate-limit rate [burst]

no rate-limit

rate: (3 .. 10000000)
KbuT/C
burst: (3000 ..
19173960) 6aiT
/128Kk6ant

YcTaHaBAMBaeT OrpaHWYeHuMe CKOpPOCTM [ANA  BXOAALLEro

Tpaduka.

V [laHHaA KomaHAa AOoCTYNHA TONbKO B pexume
KoHUrypuposaHua uitepdeiica Ethernet.

CHMMaeT orpaH1MYeHme CKOPOCTM BXOAALLEro Tpaduka.

qos tail-drop profile profile_id

no qos tail-drop profile

profile_id: (1..4)/-

Mcnonb3oBaTtb 3aaaHHbIN npodunb Ha MHTepdeiice.

3HayeHne No YMOJIYaHMIo.

gos cos
default_cos

Nno qos cos

default_cos: (0..7)/0

YcTtaHaBauBaeT 3HayeHne CoS no ymonuaHumio gns nopra (CoS,

NPUMeHsAemMbIi  ANA  BCEro  HeTerMpoBaHHOro  Tpadwka,

npoxoaallero Yyepes nHtepdeic)

V [aHHas KomaHAa [OCTYNHA TONMbKO B pexume
KoHdurypupoBaHus nHtepoeiica Ethernet.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Vian

BunAa 3anpoca KoMaHAHOWM CTPOKM pexxmnma KoHdUrypmpoBaHus nHtepderica Vian:

console (config-if)#
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Tabnnua 5.265 — KomaHapl pexknuma KoHdUrypuposBaHua nHtepdeinca Vlan

KomaHoa 3HaveHue Aelicmeue
0OS COS egress cos YcTaHaBAMBaeT 3HaYeHMe napameTpa nona npunoputeta 802.1p
cos: (0..7)/0 ONA UCXOAALLEro TerMpoBaHHOro Tpaduka.
no qos cos egress YcTaHaBAMBAET 3HAYEHUE MO YMONYAHMIO.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.266 — KomaHapl pexknuma EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show qos

MokasbiBaeT pexnm QOS HacTPOEeHHbIM Ha ycTpolicTee. B
63a30BOM peXkMMe MOKa3blBaeT «A0BEPEHHbINY pexum (trust
mode).

show class-map
[class_map_name]

class_map_name: (1..32)
CMMBOJI0B

MOoKa3bIBaET CMMCKM KpUTEepUEB Knaccuoukaumm Tpaduka.
/! DeiicteyeT ToNbKO ANA pexkuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name: (1..32)
CMMBOJI0B

MoKa3biBaeT NpaBuaa KnaccupuKkaumm Tpaduka.
/| DeiictByet ToNbKO ANA pexuma qos advanced.

show gos aggregate-
policer
[aggregate_policer_name]

aggregate_policer_name:
(1..32) cumBonos

MoKa3blBAaeT HACTPOMKWU CpedHel CKOPOCTU, U OrpaHUYeHUs
No0Chl NPONYCKaHUA ANA NPaBWUA KnaccuduKaummn Tpaduka.
/| [eiictByeT TONbKO ANA pexxnma qos advanced.

show qos interface [buffers
| queueing | policers |
shapers | rate-limit]
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group (1..24);
vlan_id: (1..4094)

MokasbiBaeT QoS-napameTpbl ANA MHTepdeica.

- vlan_id —Homep VLAN;

- gi_port — Homep uHTepdelicos Gigabit Ethernet;

- fa_port — Homep nHTepdelicos Fast Ethernet;

- group — Homep rpynnbl NOPTOB;

- buffers — HacTpoikun bydepa gna ouepeneit HTepodelica;

- queueing — anroputm obpaboTkn oyepegenn (WRR uan EF),
Bec g WRR oyepegneit, kKnaccbl 06cnyRkuBaHus ansa oyepenen
n npuopwutet gna EF;

- policers — ckoHbUIrypupoBaHHble cTpaTerMm KnaccuduKkaumm
TpaduKa gns nntepdelica;

- shapers — orpaHunyeHune ckopoctu Ans ncxogsaiuero Tpaduka;
- rate-limit — orpaHuyeHue ckopocTK anA BxogaLLero Tpaduka.

show gos map
[dscp-queue | dscp-dp |
policed-dscp |
dscp-mutation | dscp-cos]

MokasbiBaeT MHPOpPMaLMIO O 3ameHe MNojel B NaKeTax,
ncnonb3yembix QOS.

- dscp-queue — Tabanua cootsetcTens DSCP 1 ouepeseir;

- dscp-dp — Tabanua cootsetcTena metok DSCP u npuoputeta
cbpoca (DP);

- policed-dscp — Tabnmua nepemapkunposkm DSCP;

- dscp-mutation — Tabanua nsmeHeHmsa DSCP-to-DSCP;

- dscp-cos — Tabanua cootseTcTBuA mMeTok DSCP u 3HayYeHus
CoS.

show qos tail-drop

MpocmoTp napameTpos tail-drop.

show qos tail-drop
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

MpocmoTp tail-drop MHPOpPMaLMKM MO KOHKPETHOMY MOPTY
(Bcem noptam)

show qos tail-drop unit
unit_id

unit_id: (1..8)

MpocmorTp tail-drop nHboOpmaLmm NO KOHKPETHOMY YCTPOCTBY
B cTeke ([LoCTynHO TONbKO B pexunme CTeka).
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[lpumepbl 8bINOAHEHUS KOMAHO.

Bkntountb pexkum QoS advanced. Pacnpeaenvts TpaduK no oyepeasm, naketbl ¢ DSCP 12 8
nepsyt oyepenb, naketol ¢ DSCP 16 Bo BTOpyto. Bocbmasa odepeab — NpUMOpPUTETHAA.
Co3pgatb cTpaternio Knaccudpurkaumm tpaduka no cnucky ACL, paspelwatowiemy nepenady
TCP-naketoB ¢ DSCP 12 u 16 n orpaHM4nBalOWLYO CKOPOCTb — cpegHAa ckopoctb 1000

Kéut/c,

nopor orpaHudeHna 200000 6Gawnr.

nHTepdeiicax Ethernet 14 u 16.

console#

console#configure
console (config) #ip access-list extended tcp ena
console (config-ip-al) #permit tcp any any dscp 12
console (config-ip-al) #permit tcp any any dscp 16
console (config-ip-al) #fexit
console (config) #qos advanced

console (config) #gos map dscp-queue
console (config) #qos map dscp-queue

12 to 1
16 to 2

console (config) #priority-queue out num-of-queues I

console (config) #policy-map traffic

console (config-pmap) #class classl access-group tcp ena

console (config-pmap-c) #exit
console (config-pmap) #exit
console (config) #interface gigabitethernet 1/0/14
console (config-if) #service-policy input traffic
console (config-if) #exit
console (config) #interface gigabitethernet 1/0/1
console (config-if) #service-policy input traffic
console (config-if) #exit
console (config) #

(
(
(
(
(
(
(
(
(
console (config-pmap-c) #police 1000 200000 exceed-action drop
(
(
(
(
(
(
(
(
(

5.32.2 Cmamucmuka QoS

KomaHObI pexcuma 2106as16H020 KOHU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOro KOHGUrypnpoBaHmsa:

console (config) #

Tabnunua 5.267 — KomaHab! pexxknma rnobanbHoro KOHGUrypupoBaHus

Mcnonb3oBaTb AaHHYO CcTpaTernio Ha

aggregate_policer_name

KomaHoa 3HayeHue/3HavyeHue no Aeiicmeue
YMOAYAHUIO

gos statistics BkitoyaeT  QOS-CTaTUCTUKY MO OFPaHMYEHUI0  MOJ0C
aggregate-policer . NponycKaHuA.

) aggregate_policer_name:
aggregate_policer_name (1.32)
no qos statistics p OTkntodaeT  QOS-CTaTUCTMKY MO OrpaHMYeHUlo  nosoc

. CMMBOJI0B/BbIK/IOYEHO
aggregate-policer nponycKaHus.

{queue | all}{ dp | all}

tengigabitethernet
te_port | all}

no qos statistics queues
set

gi_port: (1..8/0/1..24);
te_port:(1..8/0/1..4);
3HayeHune No yMONYaHMIO:
set 1: Bce NnpMopuTETHI, BCE
o4epeam, BbICOKMIM
npuopwuTet cbpoca.
set 2: Bce NpMOpPUTETHI, BCE
oyepeam, HU3KUM
npuopuTet cbpoca.

qos statistics queues set set: (1..2); BKkntoyaeT QOS -CTaTUCTMKY ANA BbIXOAHbIX oYepesei
queue: (1..8);
{ gigabitethernet gi_port dp: (high, low); - set — onpeaenseT Habop CYETYNKOB;

- dp — onpeaenseT npuopuTeT cbpoca.

OTKAto4YaeT QOS-CTaTUCTMKY ANA BbIXOAHbIX ouepeaei.
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KomaHObI pexcuma KoHguaypuposaHua uHmepgelica Ethernet, 2pynnsl nopmos

Bupa 3anpoca KOMaHOHOM CTPOKU pexkMmMma KOHUrypupoBaHua nHtepdenca Ethernet, rpynnbl

MopTOB:

console (config-if) #

Tabanua 5.268 — KomaHzabl pexkMma KoHourypmposaHus uHtepderica Ethernet.

KomaHoa

3HayeHue

Aeiicmeue

gos statistics policer
policy_map_name
class_map_name

no qos statistics policer
policy_map_name

policy_map_name:
(1..32) cumsonos;
class_map_name:
(1..32) cumBonos/cbop
QOS-CTaTUCTUKM BbIKNOYEH

BKntouaeT cbop QoS-cTaTUCTUKM Ha UHTepdeiice.

- policy-map_name — cTpaTerusa KnaccupuKkaunm tpaduKa;

- class_map_name — cnUCoK KpuTepueB KnaccuduKaumm
TpadwukKa.

OTkAtoyaeT cbop QOS-CTaTUCTMKM Ha MHTepdeiice.

class_map_name

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.269 — KomaHabl pexkmma EXEC.

KomaHoa Aeiicmeue

clear qos statistics Oumnwaet ctatucTnKy QOS.

show qos statistics lMokasbiBaeT cTaTUCTUKY QOS.

[pumepbl 8b1M0AHEHUS KOMAHO

= [loKas3aTb CBOAHYI0O MHGOPMALMIO O COCTOAHMM, HACTPOWKe M cTaTucTMKe Ethernet-noprta
(pexkum oTobparkeHMUa CTaTUCTUKM KnaccuduKaLmm Tpadmka)

consolet#show interfaces GigabitEthernet 1/0/1

gigabitethernet 1/0/1 is down
Interface index is 49

(not connected)
Hardware is gigabitethernet, MAC address is a8:£9:4b:85:42:cl
Interface MTU is 1500

Port is down

MDIX mode is off

15 second input rate is 0 Kbit/s

Flow control is off,

15 second output rate is 0 Kbit/s
0 packets input,
broadcasts,

0 bytes received
0 multicasts

input errors, 0 FCS, 0 alignment
0 internal MAC

pause frames received

packets output, 0 bytes sent
broadcasts, 0 multicasts

oversize,

output errors, 0 collisions

excessive collisions, 0 late collisions

O O O O O O O O o

pause frames transmitted

0 symbol errors, 0 carrier, 0 SQE test error
Output queues: (queue #: passed/dropped)

1: 14/20

2: 0/20
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0/20
0/20
0/20
0/20
0/20
0/20

O J o U b W

— passed — cYETYMK NepedaHHbIX NaKeTos;

— dropped — KonmnyectBo OTOPOLLEHHbIX NAKETOB.

5.33 KoHdurypauma npoToOKONOB MapLUPyTU3aLLUK

y4dactumAa KaKuxX-1mbo NPOTOKOJZ1I0B MapLlpyTusaunn.

5.33.1 KoHghuecypayus cmamuyeckoii mapwpymusayuu

CTaTMyeckas mapwpyTusaums — BUG MapLupyTM3aLmMm, NP KOTOPOM MapLIPYTbl YKa3blBalOTCA B
ABHOM BMAe Npu KOHOUIypauunm mapuwpyTusatopa. Bca mapwpytusauma npy aTom npoucxoaut 6es

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM peXkmnma rnobanbHOro KOHGUIrypnpoBaHms:

console (config) #

Tabanua 5.270 — KomaHap! pexxunma rnobanbHoro KoHGUrypnuposaHua

KomaHda

3Ha4yeHue

Aeiicmeue

ip
prefix_length} gateway [metric
distance] [reject]

route prefix {mask |

no ip route prefix {mask |
prefix_length} [gateway]

distance: (1..255)/1

Co3faeT CTaTUYEeCKUn MapLIpyT.

- prefix — ceTb Ha3HayeHus (Hanpumep 172.16.0.0);

- mask — macka cetu (B dopmarte AecATUYHOM
ucuucneHus);

- prefix_length — npeduKc macku ceTu (KOAMYecTBO eauHuUL, B
macke — 0..32);

- gateway — W03 ANA JOCTYNA K CETU HazHayeHus;

- distance — Bec mapLwpyTa;

- reject — 3anpeLLaeT MapLpyTM3aLMIO K CETU Ha3HaYyeHus Yepes
BCE LW/IO3bl.

CUCTEMDI

YaanaeT ctaTU4ecknii MapLipyT.

ipv6 route ipv6_prefix/len
gateway [metric distance]

no ipv6 route ipv6_prefix/len
[gateway]

distance: (1..65535)/1

Co3paet ctatuyeckuit IPv6-mapipyT.

- ipv6_prefix/len — npeduKc ceT HasHaYeHus;

- gateway — W03 ANA AOCTYNa K CETU Ha3HaYeHus;

- distance — Bec mapLupyTa.
NopaepiKnMBaeTca TO/IbKO MapLUPYTU3ALMA NAKeTOB,
$popmupyembix cammm KommyTaTopom (Tpaduka c
CPU).

YaanaeT ctatuyeckuit IPv6 mapipyt

ip proxy-arp

no ip proxy-arp

-/BbIK/IIOYEHO

BkatouaeT pexkum npokcmposaHua ARP-3anpocos

OTKAtoYaeT pexkmm npokcmposaHua ARP-3anpocos

KomaHOobl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnuya 5.271 — KomaHapl pexkuma EXEC

KomaHda

Aeilicmeue

show ip route

[connected | static | {address
ip_address

[mask | prefix_length]

MokasbiBaeT TabanLy MapLIpyTU3aL MK, YA0BNETBOPAIOLLYIO 33aHHBIM KPUTEPUAM.

— connected — NOAK/OYEHHbIA MapLUPYT, TO €CTb MapLUPYT, B3ATbIN C HENOCPEACTBEHHO
NOAKNOYEHHOTO U GYHKLIMOHUPYIOLWEro HTepdelica;

— static — cTaTUYecKuMit MmapLLpyT, NPONUCaHHbIM B TabauLe MapLpyTM3aLmm.

[longer-prefixes]}]

sh ipv6 route MoKasaTb Tabanuy maplupyTtmsaumm IPve.

[pumep 8b1M10AHEHUS KOMAHObI

= [loKas3aTb Tabanuy MapwpyTU3aLmm:

consolef#show ip route

Maximum Parallel Paths: 2 (4 after reset)
Codes: C - connected, S - static

C 10.0.1.0/24 is directly connected, Vlan 1

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12
Tabnuua 5.272 — OnucaHune pesyabTaTa BbIMOJHEHMA KOMaHAbI
Mone OnucaHue
MoKa3blBaeT NPOUCXOXKAEHME MapLUpyTa:
c C — Connected (MapLupyT B3AT U3 HENOCPEACTBEHHO MNOAK/OYEHHOTO U
dYHKUMOHMpYlowero nHTepdelica),
S — Static (cTaTMyecknit MapLUpyT, MPONMUCaHHbIN B TabanLe MapLLpyTM3aLmm).
10.9.1.0/24 Appec ceTu.
MepBoe 3HaYeHWe B CKOBKaxX — afMUHUCTPATMBHAN AUCTaHLMA (CTeneHb gosepun
[5/2] MapLIpyTU3aTOPY, YEM YUC/O BbllE, TEM MEHbLUE AOBEPUE K UCTOYHUKY), BTOpOE
YUCNo — MeTpUKa MapLupyTa.
via 10.0.1.2 Onpegpensert IP-agpec cneaytolLero mapLpyT1M3aTopa, Yepes KoTopbli NpoxoanT
o MapLIpyT A0 CeTH.
00:39:08 OnpepenseT Bpema nocnesHero 0b6HOBMEHUA MapLLPYTa (Yacbl, MUHYTbI, CEKYHAbI)
Vlan 1 Onpenenset uHTepdeic, yepes KOTOPbI NPOXOAUT MApLUPYT A0 CETU.

5.33.2 Hacmpolika npomokKona RIP

MpoTtokon RIP (aHrn. Routing Information Protocol) — BHYyTPeHHWII MPOTOKO/A, KOTOPbI
No3BO/IAET MApLIPYTU3aTOpPam AMHAMUYECKM OOHOBAATL MapLIPYTHYO MHPOPMaLMIO, Noayyasn ee OT
COCEAHMX MapLIpPyTM3aTOPOB. 3TO OYEeHb MPOCTOM MNPOTOKOJ/, OCHOBAHHbIA HA NPUMEHEHWUU
OVCTAaHUMOHHOIO BEKTOpa Maplpytusaummn. Kak AMCTaHUMOHHO-BEKTOPHbLIM  npoTokosa, RIP
NnepuoamYeckn NocbliaeT 06HOBAEHNA MEXKAY COCeanaMM, CTPOA, TaKMM obpasom, Tononoruto cetu. B
KarKaom OOHOB/eHUM nependaetcs WMHPopmaumMa O AUCTAHUMW [0 BCEX CeTel Ha coceaHwui
mapuwpyTtmsatop. Kommytatop noageprknsaet npotokon RIP Bepcum 2.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106a1bHOro KOHOUIypUpoBaHua:

console (config) #
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Tabnnuya 5.273 — KomaHapl pexxknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda

3Ha4yeHue no
YMOAYAHUIO

Aelicmesue

router rip

no router rip

Bxog, B pexxum KoHourypaumm npotokona RIP.

Yaanenue rnobanbHoi KoHdUrypauum npotokona RIP.

KomaHObI pexcuma KoHgu2ypuposaHusa npomokosa RIP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-rip) #

Tabnunua 5.274 — KomaHapl pexknuma KoHdurypmposaHua npotokona RIP

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

default-metric [ metric ]

no default-metric

metric: (1..15)/1

YcTaHaBAMBaeT 3HayeHWe MEeTPUKM, C KoTopol  6yayT
aHOHCMPOBATLCA MapLLpyTbI, nonyyeHHble  APYrvmMu
NpoOTOKOAaMM MapLipyTU3aLmm. bes napamerpa
YCTaHaB/MBAET 3HAYEHME MO YMONYAHMIO.

YcTaHaBAWBaeT 3HaYeHUe No YMONAYAHUIO.

network ip_add

no network ip_add

ip_add: (A.B.C.D)

YctaHasnusaeT |IP-agpec wuHTepdelica, KoTopblh  byaer
y4acTBOBATb B NPOLECCE MAPLUPYTU3ALUN.

Ypanset IP-agpec uHtepdelica, KoTopblit byaeT y4acTBoBaTh B
npoLecce mapLpyT1usaumm.

redistribute static
[ metric transparent ]

no redistribute static
[ metric transparent ]

PaspellaeT aHOHCMPOBaHME CTAaTUMYECKMX MapLIPYTOB yepes
RIP.

- 6e3 napameTpoB — O3HayaeT, 4YTo OyAeT MCNoAb30BaATbLCA
default-metric npu aHoHCMpOBaHMM MapLLPYTOB;

- metric transparent — o3HavaeT, YTo 6y4eT MCNONb30BaTbCA
MEeTpUKa U3 Tabanubl MapLLpyTU3aLnN.

3anpewaeT aHOHCMpPOBaHME CTaTUYECKUX MapLIPYTOB 4epes
RIP.

- metric transparent — 3anpeLaeT NCNo0Nb30BaTb METPUKY U3
TabAnLbl MapLIpyTU3aLUK.

shutdown

no shutdown

-/enabled

BbikntoyatloT npouecc mapLpytusaunmn no npotokony RIP.

BKkatouatoT npouecc mappytmsauum no npotokoay RIP.

clear statistics

OuuncTKa cyetumkoB RIP cTaTUCTUKKM gna Bcex MHTepdelicos U
cocepen.

KomaHObI pexcuma KoHgu2ypuposaHusa UHmepgelca ip

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 5.275 - KomaHagb! pexkuma KoHPUrypuposaHua nHtepdeliica ip

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no yMmon4aHuio

HAelicmeue

ip rip shutdown

BkatouatoT npouecc mapuwpyTtusaumn no npotokony RIP Ha
OaHHOM MHTepdelice.

no ip rip passive-interface

— -/BKNIOYEHO
no ip rip shutdown BbikntoyatloT npouecc mapuwpyTtusaunm no npotokony RIP Ha
baHHOM nHTepdelice.
ip rip passive-interface BbIKkntoYaeT oTnpaBKy 06HOBNEHUIA Ha MHTepdelice.
-/BKNOYEHO

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ip rip offset offset

no ip rip offset

offset: (1.. 15)/1

[obaBnser cmeLLeHUe K MeTpUKe.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ip rip default-route originate
metric

no ip rip default-route
originate

metric: (1..15)/
BbIK/IOYEHO

YcTaHaBAnBaeT  METPUKY A MaplpyTa Mno YMOAYaHMUIO
TpaHcanpyemoro yepes RIP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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ip rip authentication mode

{text | md5 }
-/BbIK/IIOYEHO

no ip rip authentication mode

Bkntouaet ayteHTMdMKaumio B RIP U onpepenset ee n:
- text — ayTeHTUPMKaLMA OTKPbITbIM TEKCTOM;
- md5 — ayTeHTUdPUKauun MD5.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

ip rip authentication key-chain

key_chain key_chain: (1..32)
no ip rip authentication key- CYMBOJ10B
chain

Onpegenset Habop KAtoYel, KOTOPbIN MOXKET MCNONb30BaTbCA
ANA ayTeHTUdMKauun.,

YcTaHaBAMBAET 3Ha4YeHUe no YMOYaHUIO.

ip rip authentication-key
clear_text
no ip rip authentication-key

clear_text: (1..16)
CMMBO/I0B

Onpegenset KNty AnA ayTeHTUOUKALMM OTKPbITbIM TEKCTOM.

YcTaHaBAMBAET 3HA4YeHUeE No YMOYaHUIO.

ip rip distribute-list ac/_name
acl_name: (1..32)

CMMBOJIOB

no ip rip distribute-list

YcTaHaBAMBaeT cTaHZapTHbin P ACL onsa - GunbTpauun

QHOHCMPYEMbIX MapLLPYTOB.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnnua 5.276- KomaHzabl pexkmuma privileged EXEC

KomaHoa 3HayeHue Aelicmeue
i MpocmoTp nHpopmaumm o RIP mappytmsaumm:
show ip rip gatabasz - vﬁudfo NL\j'a ns o Hacrpoﬁpx\;x RIPU:
[database | statistics | — L. pmay P !
cers] - statistics — cTaTucTUUeCKMe AaHHble;
P - peers — MHHOPMaLMA YHaCTHUKA CETU.

[pumepbl UC016308AHUS KOMAHO

= Bknatountb npoTtokon RIP ans noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1),
n ayTeHTMdMKaumio MD5 yepes Habop Kntouet mykeys:

console#
console#configure
console (config) #router rip

console (config-rip) #network 172.16.23.1

console (config-if) #ip rip authentication mode md5

(

console (config-rip) #interface ip 172.16.23.1
(
(

console (config-if) #ip rip authentication key-chain mykeys

5.33.3 Hacmpolika npomokona OSPF

OSPF (Open Shortest Path First) — NpOTOKO/ AMHAMMYECKOM MapLIpPyTM3aLMM, OCHOBAHHbIN Ha

TEXHO/IOTUN  OTCNEXMBAHMA COCTOAHMA KaHana (link-state technology)

M Ucnonb3ywwmmn ana

HaxXOXAEeHWUs KpaTyanwero nytn anroputm elkctpol. NMpoTokon OSPF npepcTtasnaeTt coboit npoTokon
BHyTpeHHero wto3a (IGP). Mpotokon OSPF pacnpocTpaHseT MHGOPMaLMIO O AOCTYMHbIX MapLupyTax
MeXAY MapLIpyTM3aTOpamm O4HON aBTOHOMHOM CUCTEMBI.

! OSPF He noaaepX1BaeTca B peXXxume CTEKUPOBaAHUA.

KomaHObI pexcuma 27106as16H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106aabHOro KoHGUrypnuposaHusa:

console (config) #
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Tabnnua 5.277 - KomaHgb! pexknuma rnobanbHOro KOHPUrypmpoBaHus

3Ha4yeHue no

rfc1583

KomaHoa Aelicmesue
YMOAYAHUIO
router ospf enable BKatoyaeT mapLpytrlaumio no npotokony OSPF.
no router ospf enable - BbikntovaeT mapupyTtursaumio no npotokony OSPF.
router ospf redistribute Paspewaet aHOHCHpoBaHMe mapwpyTos Yepes OSPF:
{ connected, rip, static } - connected — ceTel, 06bABAEHHbIX HA KOMMYTATOpPE;
- rip — MapLpyToB, NOJYy4YeHHbIX Yepe3 npotokon RIP;
- - static — cTaTMyeckmx mapwpyTos.
no router ospf redistribute
{ connected, rip, static } YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
router ospf compatible rfc1583 BkntouaeT coBmecTumocTtb ¢ RFC 1583.
no router ospf compatible -/BRNOYEHO

BbikntoyaeT coBmectumocTb ¢ RFC 1583.

router ospf router-id A.B.C.D

no router ospf router-id

YcTaHaBAuBaeT MAeHTUPUKATOP MapLLpyTU3aTopa, KOTOPbIN
YHUKA/NbHO UMAEHTUPUUMPYET MapLipyTU3aTop B nNpegenax
O/ZHO aBTOHOMHOWM CUCTEMBI.

- A.B.C.D — ngeHTudmKkaTOop MapLupyTmsatopa B popmate |Pv4-
agpeca.

YcTaHaBAWBaeT 3HaYeHUe No YMONYAHUIO.

router ospf area A.B.C.D

no router ospf area

YcTaHaBAMBaeT MAEHTUOUKATOP 30HbI MO YMOYaHMUIO. 30Ha -
COBOKYMHOCTb CETEN U MapLIPyTU3aTOPOB, UMEKLUX OOUH U
TOT }Ke naeHTuduKaTop.

- A.B.C.D — ngeHTudmkaTop MapLupyTmsatopa B popmare |Pv4-
agpeca.

YcTaHaBAUBaeT 3HaYeHUe No YMOAYAHUIO.

router ospf area A.B.C.D
default-cost cost

no router ospf area A.B.C.D
default-cost

cost: (0..16777215)

YctaHaBAnBaeT CTOMMOCTb  CYMMapHOro
YMOYaHUIO ANA 30HbI TUNa stub.

- A.B.C.D — ngeHTudmKkaTop MapLupyTmsatopa B popmate |Pv4-
agpeca.

mMapwpyta no

YcTaHaBAWBaeT 3HaYeHUe No YMONYAHUIO.

router ospf area A.B.C.D nssa

no router ospf area A.B.C.D
nssa

YcTaHaBAMBAET AN1A YKa3aHHOM 30HbI TMM NSSA.
- A.B.C.D — nageHTnduKaTop maplupytnusatopa B popmaTte IPv4-
agpeca.

YcTaHaBAMBAET A1 YKa3aHHOW 30Hbl CTAHAAPTHbIN TUN.

router ospf area A.B.C.D stub

no router ospf area A.B.C.D
stub

YcTaHaBAMBaeT AN YKa3aHHOWM 30HbI TMN stub.
- A.B.C.D — nageHTnduKaTop maplupytnusatopa B popmaTte IPv4-
afpeca.

YcTaHaBAMBAET A1 YKa3aHHOW 30Hbl CTAHAAPTHbIN TUN.

router ospf area A.B.C.D
virtual-link E.F.G.H

router ospf area A.B.C.D
virtual-link

YcTaHaBAMBaeT BUPTYanbHbIM AMHK Ana 30Hbl A.B.C.D K
mapLupyTtusatopy E.F.G.H.

- A.B.C.D — npeHTudumKaTOop Mappytmsatopa 8 popmate [Pv4-
agpeca.

- E.F.G.H — naeHTUdMKaTOp MapLipytnsatopa B popmarte [Pv4-
agpeca.

YcTaHaBauBaeT s 30Hbl A.B.C.D cTaHZapTHbIV TMN.

router ospf area A.B.C.D range
network_address mask
[advertise | not-advertise]
[cost cost]

no router ospf area A.B.C.D
range network_address mask

A.B.C.D:
naeHTudumkaTop
MaplupyTu3aTopa B
dopmarte IPv4-agpeca;
network_address:
A.B.C.D;
mask: E.F.G.H;
cost: uenoe
NONOXKUTENIbHOE YNC0

Co3aaeT CyMMapHbIii MapLUPyYT Ha rpaHuLLe 30HbI (ana IPv4).
-advertise — aHOHCMPOBaTb CO3AAHHbIN MapLUPYT;
-not-advertise — He aHOHCMPOBaTb CO3AAHHbIN MapLLPYT.

Ypanaer cyMMapHbIiAi MapLupyT.
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KomaHObI pexcuma KoHgu2ypuposaHuUa UHmepgelica ip

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-ip) #

Tabnunua 5.278 — KomaHapl pexknma KoHOUrypupoBaHua MHTepdeinca ip

KomaHoa 3Ha4yeHue/ 3HayeHue Aelicmeue
no ymon4aHuro
ospf PaspewaeT KoHpurypuposatb OSPF Ha nHTepdelice.
-/BbIK/IIOYEHO —
no ospf 3anpewaeT KoHOUrypmposatb OSPF Ha nHTepdeiice.
ospf enable BKAtoyaeT mappytmsauymio no npotokony OSPF Ha

no ospf enable

-/BKIOYEHO

MHTepodeiice.

BbIKAtOYaeT mapLpytusaumto no npotokoay OSPF Ha
MHTepodeiice.

ospf cost cost

no ospf cost

cost: (1..65535)/10

YcTaHaBMBaeT METPUKY COCTOAHMA KaHana, KoTopas ABaseTca
YC/IOBHbIM NMOKa3aTesieM ""cTOMMOCTU" NepecbIKM AaHHbIX NO
KaHany.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ospf priority priority

no ospf priority

priority: (0..255)/1

YcTaHaBAMBaET NPUOPUTET MapLUPYTM3aTopa, KOTOPbIN
ncnonbsyetca ansa sbibopa DR v BDR.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ospf area A.B.C.D

no ospf area

A.B.C.D:
naeHTMUKaTop 30HbI B
dopmate IPv4-agpeca

YcTaHaBaAMBaeT MAeHTUPUKATOP 30HbI NO YMONYAHUIO.

YcTaHaBAMBaeT 3HaYeHUe No YMOIHAHUIO.

ospf authentication {text text |
md5 key_chain}

no ospf authentication

text: (1..8) cumBo10B;
key_chain: (1..32)
CMMBO/I0B/BbIKNHOYEHO

Bkntouaet ayteHTMdMKaymio B OSPF 1 onpegenset ee Tvn:
- text — ayTeHTUPMKaLMA OTKPbITbIM TEKCTOM;

- key_chain — nmsa Habopa Kntouei, co34aHHOro KoMaHaoM
key chain.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ospf dead-interval interval

no ospf dead-interval

interval:
(1..2147483647)/40

YcTaHaBAMBaET MHTePBa BPEMEHM B CEKYHAAX, MO UCTEYEHUMU
KOToporo cocep, byaeT cuntatbea "MepTBbiM". ITOT MHTEpBaAN
[O/KeH ObITb KpaTHbIM 3HayveHuto hello-interval. Kak
npasuno, dead-interval paseH 4 nHtepsanam otnpasku hello-
nakeTtos, To ecTb 40 cekyHAaMm.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

ospf hello-interval interval

no ospf hello-interval

interval: (1..65535)/10

YcTaHaBAMBaET MHTEPBaAN BPEMEHW B CEKYHAAX, MO UCTEYEHUN
KOTOPOro MapLipyTM3aTop oTnpasaseT cneayrowmin hello-
nakerT ¢ uHTepdeiica.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ospf retransmit-interval
interval

no ospf retransmit-interval

interval: (1..3600)/5

YcTaHaBAVMBAET UHTEPBa BPEMEHU B CEKYHAAX, MO UCTEYEHUN
KOTOPOro MapLUpyTU3aTop NOBTOPHO OTMPABUT NaKeT, Ha
KOTOPbI/ HE NONYYUN NOATBEPKAEHUA O NOAYYEHUN
(Hanpumep, Database Description naket unu Link State
Request nakeTbl).

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ospf transmit-delay delay

no ospf transmit-delay

delay: (1..3600)/1

YcTraHaBauBaeTt npumepHoe Bpema B CEKyHOaAX, HEO6XOLIMMO€
Ana nepegadn naketa COCTOAHUA KaHana.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

ospf mtu mtu

no ospf mtu

mtu: (128..10218)

YcTaHaBanBaeT 3HayeHMe MTU (maximum transmission unit)
ona IP-untepdelica. Ecnm Tpebyetca 3agatb MTU 6onee 1500
6aiT, TOo HEOBX0AMMO Pa3peLLnTb NoALEPKKY «jumbo frame»
KoMaHaol: port jumbo-frame.

YcTaHaBAMBaeT 3Ha4YeHUe NO YMOHAHMIO.
MTU no ymonyaHuio:

- Npu BKAOYEeHHOM «jumbo frame» —10218;
- NpY OTKAOYEHHOM «jumbo frame» — 1500.

ospf passive-interface
{default | gigabitethernet

gi_port: (1..8/0/1..24)
te_port:(1..8/0/1..4)
/BbIKNOYEHO

3anpelwaeT IP-uHTepdeiicy 06MeHUBaATLCA MPOTOKO/IbHBIMM
CO0bLLEHNAMM C coceaamm Yepes YKasaHHbIN GpUnueckuin
HTepoeic.
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gi_port| tengigabitethernet Mpu ncnonb3osaHunu napametpa default HacTpolika
te_port} NPUMeHAEeTCA KO BceM GU3NYECKUM UHTepdencam.

no ospf passive-interface PaspewaeT IP-nHTepdelicy obmeHnBaTbCA NPOTOKONbHbIMM
{default | gigabitethernet COOBLLEHNAMM C COCEAAMM.

gi_port | tengigabitethernet

te_port}

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 5.279 - KomaHgb! pexxkuma privileged EXEC

KomaHoa 3HavyeHue Aelicmesue

show ip ospf — OTobparkaeT kKoHbUrypauum OSPF.

show ip ospf neighbor — OtobpaxkaeT uHoopmauymm o OSPF-coceanx.

show ip ospf neighborip_add Otobpaxkaer mHpopmaumm o OSPF-cocepsx Ha paHHom IP-

— nHTepdelice.

- ip_add — IP-agpec nHTepodeiica

show ip ospf interface — OTobpakaeT KoHOUrypauum scex OSPF uHtepdericos.

show ip ospf interface ip_add i OTobparkaeT KoHOUTypaunm KoHKpeTHoro OSPF-uHTepdeiica.
- ip_add — IP-agpec nHTepodeiica

show ip ospf database [router] OTobparkaeT cocTonaHne 6a3bl AaHHbIX NpoTokona OSPF.

[network] [summary] [asbr- - ip_add — IP-agpec nHTepodeiica.

summary] [external] [ip_add]
[adv-router]
[self-originate]

[dataBASE-summary] E.F.G.H:
show ip ospf E.F.G.H database naeHTMdUKaTop 30HbI | OTob6paxkaeT coctoaHue 6asbl AaHHbIX npoTokona OSPF ans
[router] [network] [summary] YKa3aHHOW 30Hbl.

[asbr-summary] [external]
[ip_add] [adv-router]
[self-originate]
[dataBASE-summary]

show ip ospf virtual-links OTobparkaeT MapameTpbl U TeKyLlee COCTOAHWE BUPTYabHbIX
[ router ip_add] E.EG.H: JINHKOB:
[area E.F.G.H] e - ANA YKa3aHHOro mapLupyTusaTopa (onuuoHanbHo);
naeHTUGUKATOpP 30HbI. .
- ANA YKa3aHHOW 30HbI (ONUMOHANbHO);
- ip_add — IP-agpec nHtepdeiica.

5.33.4 Hacmpolika npomokona BFD

Bidirectional Forwarding Detection (BFD) — ceTeBOW NpPOTOKOJ, WCMNONb3yeMblt Ann
onpeaeneHns HEMCNPaBHOCTM JIMHKA MeXAY ABYMS MapLUpyTM3aTOpPamMM, B3aMMOLENCTBYIOLLMMU Apyr
c Apyrom. BFD ycTaHaBAMBaEeT Ceccuio Mexay ABYMA KOHEYHbIMU TOYKaMM Yepes onpeseneHHbIN INHK.
Ecnu cywectByeT 6onee YemM OOUH IMHK MeX Ay OBYMA CUCTEMaMM, BO3MOXKHA HAaCTPOMKA HECKOIbKMX
BFD-ceccuii gns MOHUTOPUHIA Kaxgoro 13 Hux. Ceccma BFD ycTaHaBAnBaeTcs HA OCHOBaHMM anropuTma
""TpoitHoro pyKkonoKatma" 1 paspbiBaeTcA aHaNOrMYHbIM CNocobom.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B PeXKMUME r106a1bHOro KOHOUIypUpoBaHUa:

console (config) #
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Tabnnuya 5.280 — KomaHapl pexxnuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HavyeHue no
yMOAYAHUIO

Aelicmeue

router ospf bfd
all-interfaces

no router ospf bfd

all-interfaces

Bkatouaet nogaepxky BFD gnsa OSPF.

Bbikntouwaet noanepkky BFD ana OSPF.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgetica IP

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-ip) #

Tabnuua 5.281 — KomaHabl pexxuma KoHpurypmposaHus nHtepoelica IP

KomaHoa

3HayeHue/ 3Ha4yeHue no
YMOMYAHUIO

Aeilicmeue

bfd interval send_interval
min_rx recv_interval

no bfd interval

send_interval: (50..1000)/-
recv_interval: (50..1000)/-

BkntoyaeT BFD Ha nHTepdelice n ycTaHaBaMBaeT MHTepPBabl
oTnpaBkun U npuema BFD-aHOHCOB. UHTepBan oTnpaBku
perynupyet napameTp send_interval. MUHUMaNbHbIN
OO0NYCTUMBbIN MHTEepPBa NpYemMa aHOHCOB peryanpyet
napameTp recv_interval.

BoccTaHaBnvMBaeT 3HavYeHMe No YMOHAHMUIO.

ospf bfd [disable]

-/BKNOYEHO

BrntovaeT/oTkntouaeT BFD ana gaHHoro nHtepdeiica.

_|

abnunua 5.282 - KomaHabl

perknma privileged EXEC

KomaHoa

3HayeHue

Aelicmeue

show bfd neighbors OTobparkaeT nHbopmaumio o BFD-coceanx.

5.33.5 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

MpoTtokon VRRP npegHasHavyeH AN1A pe3epBMPOBAHNA MapLUPYTU3aTOPOB, BbIMOJIHAOWMUX PO/b
Wwao3a Mo  YyMOAYaHMIO. ITO pocturaetcs nytém  obbeauHeHua  IP-uHTepdelicoB  rpynnbl
MapLLpyTU3aTOPOB B OAMH BMPTYasibHbIA, KOTOPbIN ByAeT MCNOAb30BaTbCA KaK LU/O3 MO YMOAYaHUIO
AN KOmnNbloTepoB B ceTU. Ha KaHanbHOM ypoBHe pesepsupyemble HTepdeincol umetor MAC-agpec
00:00:5E:00:01:XX, roe XX — Homep rpynnbl VRRP (VRID).

TonbKo 0AMH N3 PU3MYECKMX MapPLLIPYTU3ATOPOB MOXKET BbIMONHATL MapLUPyTU3aLuio TpaduKa Ha
BMpTyanbHOM IP-uHTepderice (VRRP master), ocTanbHble MapLpyTU3aTopbl B rpynne npegHasHayeHbl
ana pesepsuposaHua (VRRP backup). Bbibop VRRP master nponcxoguT B cootBeTcTBmm ¢ RFC 5798. Ecam
TEKyLWMii master cTaHOBUTCA HeJOCTYyNHbIM — Bblbop master-a nosTopAeTca. Hausbicwnin nproputet
MMeeT MapLlIpyTM3aTop C COBCTBEHHbIM |P-agpecom, COBMAZaloWMM C BUMPTyasibHbIM. B cnyyae
[OCTYNHOCTU OH Bceraa ctaHoButca VRRP master. MakcumanbHoe Konmnyectso VRRP npoueccos — 50.

KomaHObI pexcuma KoHguaypuposaHusa uHmepagelicos Ethernet, VLAN, uHmepdgelica
2pynnsl Iopmos

Bupa, 3anpoca KOMaHAHOM CTPOKM B pexmme KoHPurypmposaHua nHtepdeiicos Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #
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Tabnuua 5.283 — KomaHabl pexnma KoHdurypmposaHusa uHTepoderica Ethernet, VLAN, nHTepodeiica
rpynnbl NOPTOB
Komanda 3HaveHue/3HaveHue Neiicmeue
o yMoA4YaHUIo
vrrp vrid description text vrid: (1..255); JobasneHne onucanus uenm uam ucnonb3osanua ana VRRP
text: (1..160) MapLipyT13aTopa ¢ naeHTudunkaTopom vrid.
no vrrp vrid description CMMBOJIOB. Ypanernue onncanus VRRP maplipyTtusaTopa.
vrrp vrid ip ip_address Onpepenenue IP-agpeca VRRP mappyTtusatopa.
no vrrp vrid ip [ip_address ] Ypanenue IP-agpeca VRRP ¢ maplipyTtusatopa. Ecnv B KavecTse
vrid: (1..255) napameTtpa He ykasaH IP-agpec, T0 yganatca sce IP-agpeca
BMPTYa/IbHOrO MapLUpyTM3aToOpa, BCAEACTBME YEro yAaAUTCA 1
CamM  BUPTYyasbHbl  MapwpytusaTop vrid Ha paHHoOm
ycTpoWcTae.
vrrp vrid preempt BkntoyeHue pexunma, npu kotopom backup-mapLupytusatop ¢
60n1ee BbICOKUM NpropuTeTOM ByaeT NbITaTbCA NepexsaTUTb Ha
ceba posnb master y TeKkyllero master-mapwpyTusatopa c
vrid: (1..255)/ 601ee HU3KUM NPUOPUTETOM. )
MapLupyTusaTtop, KOTOpblii ABAAETCA BaagenbLem
BAIOHEHO V IP-agpeca mapuwpyTtusatopa, 6yaer nepexsatbiBaTh
Ha ceba ponb master He3aBUCMMO OT HacTpoek
AAHHOW KOMaHAblI.
no vrrp vrid preempt YCcTaHOBKa 3HaY€HMA NO YMOJTYAHUIO.
vrrp vrid priority priority vrid: (1..255); HasHauyeHune npuoputeta VRRP mappyTtusaTopa.

no vrrp vrid priority

priority: (1..254)/255
AnAa snagensua IP-

YcTaHOBKa 3HaY€HMA N0 YMOJTYAHUIO.

agpeca,
100 gnAa ocTanbHbIX

vrrp vrid shutdown vrid: (1..255)/ BbikntoueHne VRRP npoTokoaa Ha AaHHOM MHTepdeiice.

no vrrp vrid shutdown BbIK/IHOYEH BkntouyeHune VRRP npoToKo/a Ha AaHHOM UHTepdelice.

vrrp vrid source-ip ip_address

no vrrp vrid source-ip

vrid: (1..255)/0.0.0.0

OnpepeneHve peanbHoro VRRP-agpeca, KoTopbit byaet
MCcNonb30oBaTbCA B KavecTse IP-agpeca otnpasutena gna VRRP-
coobLeHunn.

YCcTaHOBKa 3HaY€HMA NO YMOYAHUIO.

vrrp vrid timers advertise {
seconds | msec milliseconds }

no vrrp vrid timers advertise
[msec]

seconds: (1-40)/1 cek;
milliseconds: (50-
40950)

OnpefeneHne  UMHTepBasa  MeXAy aHoOHcamu  master-
mapLlupyTtusaTopa. Ecav nHTepsan 3agaH B MUAIMCEKYHAAX, TO
NPOUCXOANUT OKpYr/ieHne BHU3 A0 GAvKalluel cekyHAObl A
VRRP Version 2 n o 6amKailumx coTbix gonen cekyHabl (10
munaucekyHa) ana VRRP Version 3.

YcTaHOBKa 3Ha4YeHuns no YMOI4aHUIO.

vrrp vrid version version

no vrrp vrid version

version: (1, 2, 2&3)

OnpeaeneHue nogaep:kmaemon sepcum VRRP npoTokona.

- 2 — noppepxumeaetca VRRPv2, onpeneneHHbit 8 RFC3768.
MNonyyaemble VRRPv3 coobuieHun oTbpacbiBatoTCA
mapuwpyTtusatopom. Otnpasnatotca T0/1bko VRRPV2 aHOHChI.

- 3—nopaepxnsaetca VRRPv3, onpeaeneHHbii B RFC5798, 6e3
coBmectumocTu c VRRPv2 (8.4, RFC5798). Monyyaembie VRRPv2
coobuieHuns oTbpacbiBatoTcA MapLIpyTU3aTOPOM.
OTtnpasnsatoTca Tonbko VRRPV2 aHOHCbI.

- 2&3 — noapepxumeaetca VRRPv3, onpeaeneHHbin B RFC5798 ¢
obpaTHoi coBmecTumocTbio ¢ VRRPv2. Monyyaemble VRRPv2
coobuieHuns obpabatbiBatoTca MapLLPyTU3aTOPOM.
OTtnpasasatoTtca VRRPv2- n VRRPv3-aHOHCbI.

Noppepxusaerca Tonbko VRRP Bepcuun 3. Pexkumbl 2 n 2&3
byayT noaaep:Kmeatbea B byaylimx sepcuax Mo.

YcTaHOBKa 3Ha4YeHna no YMON4aHUIO

KomaHOb! pexcuma privileged EXEC

Bce KOomaHAb! AOCTYNHbI 418 NPUBUIEMMPOBAHHOIO NOJIb30BaTeNA.

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabnunua 5.284 — KomaHabl pexkmma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeilicmeue

show vrrp [all | brief |
interface {gigabitethernet
gi_port | tengigabitethernet

te_port | port-channel group }]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MpocMOoTp KpaTKoW Mamn feTanbHON MHPopMaumUn ana BCcex am
OAHOr0 HACTPOEHHOro BUPTyaabHOro mappyTtusatopa VRRP.
-all — npocmoTp uWHbOpmauMum O BCcex BMPTYyaNbHbIX
MapLLpyTU3aTOpaXx, BKIOYAsA OTKIHOYEHHbIE;

- brief — npocmoTp KpaTKOM MHOPMaL MM O BCEX
BMPTYaZibHbIX MapLUpyTMU3aTOpaXx.

[pumepbl 8b1M0AHEHUS KOMAHO

=  HacTtpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3oBaTtb 3TOT agpec B KayecTse agpeca
BUPTYa/IbHOro MapLupyTmnsaTopa. Bkatounts VRRP-npoTokon Ha nHtepdelice VLAN.

console (config-vlan) #interface vlan 10

console (config-if) #vrrp 1 ip 10.10.10.1
console (config-if) #no vrrp 1 shutdown

(

console (config-if) #ip address 10.10.10.1 /24
(
(

= [locmoTpeTb KoHUrypaumio VRRP:

console#show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0(default)
Virtual MAC address is 00:00:5e:00:01:01

Priority is 255

Advertisement interval is 1.000 sec
Preemption enabled
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6 CEPBUCHOE MEHIO, CMEHA NPOrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHto Startup MCNoNb3yeTcAa AnAa BbiINONTHEHUA CNeUNaIbHbIX MPOoLeayp, TaKNX Kak: obHoBNEHNE
nporpammHoro 06eCﬂe‘-IeHVIFI, yganeHune cogepxmmoro F|aSh-ﬂaMﬂTM, BOCCTaHOB/IEHME NaApPOaA,
ANArHoCTuKa, 3agaHne CKopoctu pa60TbI TePMUHANA, pa60Ta C NapaMeTpamMmm CTeKa YCTpOﬁCTBa.

Ona Bxoaa B MeHto Startup HeobxoAMMO NMpepBaTb 3arpysKy HakaTvem Knasuwun <Esc> mnn
<Enter> B Te4eHWe NePBbIX ABYX CEKYHA, NOCNEe NOABNEHUA COOBLLEHMA aBTO3arpy3KM (N0 OKOHYaHUK
BbINONHEHUA npoueaypbl POST).

Startup Menu

Stack menu
Back

o U w N

O S VA —}

Download Software

Erase Flash File

Password Recovery Procedure
Set Terminal Baud-Rate

Enter your choice or press 'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKMUTE KnaBuwy <6>, 1nbo <Esc>.

Ecnm B TeueHue 15 cekyHA (3HaueHne No YMOAYaHUIO) He BbIGpaH HU O4UH U3 NYHKTOB
e MEHI0, TO 3arpy3Ka yCTpoiicTBa NPoA0/IXKUTCA. Bpema 0XKngaHua MOXKHO YBENNUUTD C
NOMOLLbIO KOMaHA, KOHCONN.

Tabnuua 6.1 — OnucaHune meHto Startup

Ne HaseaHue OnucaHue
[lns 3arpy3ku NporpammHoro obecneyeHus UCNoib3yeTca NpoTokon X-Modem. Mpu HaxkaTum
Download Software KNaBuLM <1> Ha KoHcoNb ByAeT BbiBeAeHO cneaytollee cooblieHune:
O6HoBnEeHMWe . .
<1> Downloading code using XMODEM.
nporpaMmmHoro
obecneyeHus Tenepb, KOrga ycTPoMcTBO roTOBO K Npuemy ¢alina, HeobxoaMmo nepesaTtb ero NPU NOMOoLLM
npoTtokona X-Modem. Mocne npuema daina ycTporncTBo nepesarpysmTca aBTOMATUYECKM.
[aHHas npoueaypa ucnonbayetca ANa yaaneHns KoHdurypauum yctpoictea. aa yaaneHma
daiina HaxkaTb KNaBuLLy <2>, NOABUTCA NpeaynpexaeHue (NoATBEPAUTE HaXKaTUeM KNaBuLwmn
<y>):
Erase Flash File BBectv uma daitna KoHourypaumm:
<2> | YAanewve Werite Flash file name (Up to 8 characters, Enter for none.):CDB
COAEPXKUMOTO G- File CDB (if present) will be erased after system initialization.
namaAT
==== Press Enter To Continue ====
[nna Bo3BpaTa B MeHto Startup HaxKaTb KNasuwy <enter>.
==== Press Enter To Continue ====
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Bbixog, M3 meHto

[aHHas npoueaypa UCNonb3yeTca /19 BOCCTAHOBNEHMA YTPAYEHHOTO Napo/ia, OHA NO3BoAAET
NOAKNYUTLCA K YCTpOIcTBY Be3 napons.
Password Recovery
Procedure [na BOCCTAaHOB/NEHWMA MAPONA HaxaTb KAaBuWy <3>, Npu nociaeaylowem MOAKNIOHEHUU K
<3> CTPOMCTBY NAapo/b byaeT NPOUrHOPUPOBAH.
3 BoccTaHoBneHMe yere y nap vA P pup
napona Current password will be ignored!
[nna Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====
Mpoueaypa Ucnonb3yetca A1A YCTaHOBKM CKOPOCTM paboTbl TepmMHana (Mo ymonyYaHuio
Set Terminal Baud- 115200 Boa).
Rate [nA 3aaHNA HOBOW CKOPOCTM PaboTbl TEPMUHANA HAXKaTb KNaBuULLY <5> 1 BBeAUTE 3HaYeHMe:
<4> 3aaHKe CKOPOCTH Set new device Baud rate: 115200
paboTbl TepmuHana [na Bo3BpaTa B MeHIo Startup HaaTb Knasuwy <enter>.
==== Press Enter To Continue ====
[nA yBennyeHna KonnyecTsa NOpToB KOMMYTATOPa CYLLECTBYET BO3MOMXKHOCTb 06beAMHEHUA
YCTPOMCTB B CTeK. YCTPOWMCTBO C uAeHTMdUMKaTopom 1 b6yaeT Bedywum, ocTasbHble -
BefoMbiMU. KommyTaTopbl MES3000 moryT paboTaTb Kak aBTOHOMHO, TaK M B COCTaBe cTekal.
OnA naeHTMoUKaLMKM 1 YCTAHOBKM pemnma paboTbl yCTPOMCTBA B CTEKE UCMONb3YETCA MEHI0
cTeka (Stack menu).
Stack menu
PaboTa c [na Bxofa B MeHIO CTeKa HaXaTb Knasuuwy <5>:
<5> napameTpamu cTeka Stack menu
CTp oﬁCTF;a [1] Show unit stack id
yere [2] Set unit stack id
[3] Set unit working mode
[4] Back
Enter your choice or press 'ESC' to exit:
OnwucaHue Stack menu ykasaHo B Tabnuue 4.3
<6> Back [nA BbIXOAa U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKMUTE KnasuLly <6>, inbo <esc>.
Bbixog, 13 meHto
Tabnunua 6.2 — OnucaHne meHio Stack menu, paboTa c napameTpamm CTeKa YCTPOMCTBa
Ne HaseaHue meHo OnucaHue
Show unit stack id [na npocmoTpa MAaeHTUPUKATOPa YCTPOMCTBA B CTEKE HAXKMUTE KNaBuLy <1>:
Mpocmotp Current working mode is stacking.
<1> WneHTMMKaTOpa Unit stack id set to 1.
YCTPOICTBA B CTeKe
[nA HasHayeHuA MaeHTUPUKATOPaA YCTPOMCTBA B CTEKE HAKMUTE KNABULLY <2>:
Enter unit stack id [0-8]: 1
Set unit stack id Unit stack id updated to 1.
<2> HasHaueHwne rae
naeHtTndumKatopa 3HayeHue OT «1» f0 «8» — HOMep YCTPOICTBA B CTEKe,
YCTPOWCTBA B CTEKE 3HauyeHue «0» - aBTOHOMHbIN peXxum paboTbl KOMMyTaTopa.
[na Bo3BpaTa B MEHIO CTEKA HAXKMUTe Knasuwy <enter>.
==== Press Enter To Continue ====
[NnA yCcTaHOBKM pexxmnma paboTbl YCTPOMCTBA HAXKMUTE KNaBULLY <3>:
Enter unit working mode [1- standalone, 2- stacking]:1
Set unit working mode Unit working mode changed to standalone.
roe
<3> | YcraHoBKa pexuma o
- 3HayeHue 1 — aBTOHOMHbIN pexnm,
paboTbl ycTpoiicTBa
3HayeHue 2 — peXXMM CTEKMPOBAHMUA.
[nA Bo3BpaTa B MEHIO CTEKA HAXKMUTE KNasuwwy <enter>.
==== Press Enter To Continue ====
Back [nA BbIXOAa U3 MEHIO HaXKMUTE Knasuwy <4>
<4>
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6.2 O6HoBNeHMe nporpammHoro obecneveHus c cepsepa TFTP

Cepsep TFTP goskeH 6bITb 3anyLLEeH U HaCTPOEH Ha KOMNbIOTepe, C KoToporo 6yaer
3arpy»artbca nporpammHoe obecneyeHune. Cepsep A0NKEH MMETb paspeLleHune Ha
yteHue ¢aiNoB HayaNbHOro 3arpy3umka u/mam cucremuoro NO. KomnbloTtep ¢
3anyweHHbIM TFTP-cepBepom AoKeH 6biTb AOCTYNEH A1 KOMMYTaTOpa (MOXKHO
NPOKOHTPO/IMPOBATb, BbINOJIHUB HA KOMMYyTaTope KomaHay ping {A.B.C.D}, rae A.B.C.D
— IP-agpec KomnbloTepa).

.‘

' ‘ O6HoBANEHME NPOrpamMmmMHOro o6ecneyeHns MOXKeT OCYLLLECTBAATLCA TO/IbKO
N NPUBUIEIMPOBAHHbBIM NO/Ib30BaTeNEM.

6.2.1 O6HosnEHUEe cucmeMHO20 NPo2PaMmmHo20 obecnevyeHus

3arpysKa ycTpoWcTBa ocyluectsaseTcsa 13 ¢aina cucteMHoro nporpammHoro obecnedenus (Mo),
KoTopbIi xpaHuTca Bo Flash-namatu. Mpu obHoBNEHMM HOBbLIM dain cuctemHoro MO coxpaHAeTcs B
cneumanbHO BblAeNeHHON o6nacT namAtu. lNpu 3arpyske YCTPOWCTBO 3anyCKaeT aKTUMBHbIA ¢aiin
cuctemHoro MO. Bbibop akTMBHOrO daina 3afaeTcs KOMaHLO0M:

boot system {image-1 | image-2} [unit unit_id]

rae unit_id — Homep ycTpoMCTBa B cTeKe (A5 YyCTPOICTBa, paboTaloLLero B aBTOHOMHOM peXxume,
HOMep YCTPOMNCTBA He 3aaaeTca), image-1, image-2 — daitn cuctemuoro MNO.

Ecnamn Homep ycTpoiicTBa Npu paboTe B CTEKe He 3a4aH, AaHHaA KOMaH4a NpUMeHseTcs
e K BegyLiemy yCTPOMCTBY.

[ns npocmoTpa TeKyllei BepCMM CUCTEMHOFO NporpamMmmMmHoro obecneyeHus, paboTaroLero Ha
ycTpolicTse, BBeauTe KomaHay show version:

console#show version

SW version 2.5.44[0b70e656] ( date 24-Nov-2015 time 17:28:25 )
Boot version 0.0.1.2 ( date 12-Dec-2012 time 19:10:41 )

HW version 02.07

CPLD version 03

Mpoueaypa ob6HoBNeHMA MO:

KomaHaol copy ckonupoBaTb HOBbIM ¢dann nporpammHoro obecrneyeHms Ha YCTPOWMCTBO B
BblaeNleHHyto 0b61acTb namatu (image2). Popmat KomaHApl:

copy tftp://tftp_ip_address/[directory/]filename image
Mpumep BbINOAHEHUA KOMaHAbI:

consolef#copy tftp://192.168.16.34/filel image

Accessing file “filel’ on 192.168.16.34
Loading filel from 192.168.16.34:

Copy took 00:01:11 [hh:mm:ss]

260 Ethernet-kommymamopsi cepuu MES3000




HELTEX

BocKaMuaTeNbHbI 3HAK yKa3biBaeT Ha TO, YTO UAET npouecc KonuposaHua. Kaxaplii
BOCK/IMLaTe/IbHbI 3HAK COOTBETCTBYET ycnewHoi nepegayve 10 nakeros no 512 6aitr
MHPOpMaLMKN KaxAabiiA. TouKa yKasbiBaeT Ha TO, YTO B MpoLecce KONMpOBaHUA
npowusoLwen TaiimayTt oxXugaHua naketoB ot TFTP-cepBepa. HeCKONbKO TOUYEK B CTPOKe
MOXeT 03HAUaTb, YTO BO3HMK/A OWMOKA B NpoL,ecce KONMUMPOBaHUA.

.‘

KomaHgoit boot Bbibepute akTUBHbIN dain cuctemHoro NO ana nocneaytowen sarpysKku:

consolei#boot system image-2

Ecnu He Bbi6GpaH HOBbI 3arpy»KeHHbli ¢aiin cuctemHoro MO aKTMBHLIM, TO YCTPOMUCTBO
e BbIMO/IHMT 3arpy3Ky C MCNO/Ib30BaHMEM TEKYLL,Eero akTMBHOro obpasa.

Y6eautech, 4To NPaBUIbHO BblIbpaH akTUBHbINA dalin cuctemHoro MNO. s NpocMoTpa AaHHbIX O
BEPCUAX NPOrpamMmMHOro obecneyeHnn 1 X akTMBHOCTM BBeauTe KomaHay show bootvar:

console#show bootvar

Image Filename Version Date Status
1 image-1 2.5.44[0b70e656] 24-Nov-2015 17:28:25 Active*
2 image-2 2.5.44[1537¢c93f] 12-Nov-2015 15:45:10 Not active

CumBonom «*» oTmeuaerca ¢ain nporpammHoro obecneueHusa, KoTopblii 6yger
e MUCMONIHATLCA NPU NOCNeAyIoLEeNn 3arpyske.

Mepesarpysnte KommyTaTop KomaHgoM reload.

consolef#reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe Nepesarpysky BBOAOM ‘y.

6.2.2 O6HoeneHue 3az2py304HO020 (palina ycmpolicmea (HaA4aabHO20 3a2py34uKa)

HavanbHbI 3arpy3ymK 3anycKaeTca cpasy noc/ie BKAKYEHUA NUTaHUA YCTPoCTBa. MocpeacTeom
3arpy3o4Horo ¢aina ocyLecTBaseTca npoueaypa «TeCTUPOBaHNA CUCTEMbI MPU BKAOYeHUn» (POST),
pacnakoBKa v 3anyck ¢aina cuctemHoro MNO. Mpu 06HOBAEHNN HOBbLIN Galta HAaYaNbHOTO 3arpy3ymKa
coxpaHsetca Ha flash Ha mecTe cTaporo.

[na npocMmoTpa TekyLel Bepcum 3arpy3oyHoro daitia, paboTatollero Ha ycTpolicTBe, BBeaMTe
KomaHgy show version:

console#show version

SW version 2.5.44[0b70e656] ( date 24-Nov-2015 time 17:28:25 )
Boot version 0.0.1.2 ( date 12-Dec-2012 time 19:10:41 )

HW version 02.07

CPLD version 03
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Mpoueaypa obHoBAeHMA MO:

KomaHaoi copy ckonmMpoBaTb HOBbIM 3arpy304Hbiii dann Ha ycTponcTBo. PopmaTt KomaHabl:
copy tftp://tftp_ip_address/[directory/]filename boot
Mprmep BbINOJHEHNA KOMaHAbI:

consolefcopy tftp://192.168.16.34/332448-10018.rfb boot

Erasing file..done.

Copy: 2739187 bytes copied in 00:01:18 [hh:mm:ss]

3HaK BOCK/AMUAHMA YKasbiBaeT Ha TO, YTO MAeT npouecc KonupoBaHuA. Kaxabin
BOCK/IMLATE/bHbINM 3HAaK COOTBETCTBYeT ycnewHoW nepegaye 10 naketoB no 512 6air
MHPOpMaUMM KaxKAblii. TOUKa YKasbliBaeT Ha TO, YTO B Npouecce KonuposBaHuA
npousowen TakmayT oXXugaHusa naketos oT TFTP-cepBepa. HeCKONbKO TOUEK B CTPOKe
MOKeT 03HauaTb, YTO BO3HUKNA OWMGKa B npouecce KONMPOBaHUA.

.‘

2. Nepesarpysute KommytaTop KomaHaown reload.

console#reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe NepesarpysKky BBOAOM ‘y'.
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NPUNOXEHUE A. NIPUMEPbI NPUMEHEHUA U KOHOUTYPUPOBAHUA YCTPOUCTBA

HacTpoiika npoToKo/1a MHOXeCTBa cBA3ylowmx gepesbes (MSTP)

MpoTokon MSTP no3BoNsAeT CTPOUTb MHOKECTBO CBA3YIOLLMX AEPEBLEB A8 OTAE/bHbIX rpynn
VLAN Ha KOomMyTaTopax JIOKa/bHOM CeT, YTo No3BOAAeT HbanaHCMPOBaTb HarpysKy. aa npocToThl
pPaccMOTPUM C/ly4ait C Tpems KOMMYyTaTopamu, 06begMHEHHbIMU B KONIbLEBYIO TOMOJIOTUIO.

Myctb vlan 10, 20, 30 obbeauHsAloTcA B nepBom 3k3emnasape MSTP, vlan 40, 50, 60
0b6beAnHAIOTCS BO BTOPOM 3K3emnaspe. Heobxoammo, utobbl Tpaduk VLAN-os 10, 20, 30 mexay
nepBbiM M BTOPbIM KOMMYTaTOpamu MepeaaBanca Hanpsamyto, a Tpaduk VLAN-os 40, 50, 60
nepeaasasnca TpaH3UTOM Yepe3 KommyTaTop 3. KommyTaTop 2 Ha3Ha4YMMm KOPHEBbLIM AJ1A BHYTPEHHEro
ceasywoulero aepesa (IST — Internal Spanning Tree) B KoTopom nepeaaeTca cnyxebHaa nHbopmauus.
KommyTaTopbl 06beguHATCA B KOAbLO, Mcnonb3ya noptel gl M g2. Huke npuBegeHa cxema,
M306parkatoLLan SIOrMYECKYHO TOMOOMMIO CETH.

VLAN 10,20,30 HasanaveHb! Ha axzemnap 1
VLAN 40,50,60 HazHaveHb! Ha akseMnnsap 2

xommyTarop 1 Kommyrarop 3

3707 NOPT NepeckbInaeT Tpadmk
AnA akaemnnsapa 2 u Gnokupyer
Tpacuk ansA akzemnnapa 1

JT0T NOPT nepeckinaeT Tpahnk
Ans akaemnnsapa 1 u Gnokupyer
Tpaduk ana akzemnnapa 2

KommyTarTop 2

PucyHok 25 — Hacmpolika npomoKona MHOXecmea ceA3youux oepessbes

Koroa oAuMH M3 KOMMYTaTOpOB BbIXOAUT M3 CTPOA, MO0 06pbIBAETCA KaHa/i, MHOMKECTBO
aepesbeB MSTP nepecTpamBaeTca, YTO NO3BOASET MUHMMM3NPOBATb MOCAEACTBMA aBapuu. Huke
npvBeaeH npouecc KoHOUrypauum KommytaTopos. na 6onee 6bICTPON HACTPOMKK co3aaeTca 0bLwmi
KOHQUrypaLMOHHbI WabaoH, KOTopbIi 3arpyrkaetca Ha TFTP-cepBep M MCNOAb3yeTca BNOCAEACTBUU
ONA HACTPOMKM BCEX KOMMYTaTOPOB.

1. CosgaHve wabnoHa 1 KOHPUrypaLmMa NePBOro KOMMyTaTopa

console#configure

console (config) #vlan database

console (config-vlan) #vlan 10,20,30,40,50,60

console (config-vlan) #exit

console (config) #interface vlan 1

console (config-if) #ip address 192.168.16.1 /24

console (config-if) #exit

console (config) #spanning-tree mode mstp

console (config) #interface range gigabitethernet 1/0/1-2
console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) #exit

console (config) #spanning-tree mst configuration

console (config-mst) #name sandbox
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console (config-mst) #instance 1 add vlan 10,20,30
console (config-mst) #instance 2 add vlan 40,50, 60
console (config-mst) #fexit

console (config) #do copy running-config startup-config

01-0Oct-2006 01:09:34 SCOPY-I-FILECPY: Files Copy - source URL running-config
destination URL flash://startup-config

01-0Oct-2006 01:09:44 SCOPY-N-TRAP: The copy operation was completed successfully
Copy succeeded

console (config)# do copy startup-config tftp://192.168.16.2/mstp.conf
01-0ct-2006 01:10:44 $COPY-I-FILECPY: Files Copy - source URL flash://startup-
config destination URL tftp://192.168.16.2/mstp.conf

01-0Oct-2006 01:10:44 SCOPY-N-TRAP: The copy operation was completed successfully

Copy: 726 bytes copied in 00:00:01 [hh:mm:ss]

console (config) #spanning-tree mst 1 priority O
console (config) #end

KoHdurypaLmsa BTOporo KommyTaTtopa

console#configure

console (config) #interface vlan 1

console (config-if) #ip address 192.168.16.1 /24

console (config-if) #do copy tftp://192.168.16.2/mstp.conf startup-config

01-0Oct-2006 02:17:14 SCOPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0ct-2006 02:17:27 %$COPY-N-TRAP: The copy operation was completed
successfully

|

726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if) #do reload

You haven't saved your changes. Are you sure you want to continue ? (Y/N) [N] Y
This command will reset the whole system and disconnect your current session. Do
you want to continue ? (Y/N) [N] Y

Shutting down

console#configure

console (config) #interface vlan 1

console (config-if) #no ip address

console (config-if) #ip address 192.168.16.100 /24
console (config-if) #exit

console (config) #spanning-tree priority O

console (config) #end

KoHdurypaums TpeTbero Kommytatopa

console#configure

console (config) #interface vlan 1

console (config-if) #ip address 192.168.16.1 /24

console (config-if) #do copy tftp://192.168.16.2/mstp.conf startup-config

01-0ct-2006 02:17:14 SCOPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0ct-2006 02:17:27 %COPY-N-TRAP: The copy operation was completed
successfully

|

726 bytes copied in 00:00:13 [hh:mm:ss]
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console (config-if) #do reload

you want to continue ? (Y/N) [N] Y
Shutting down

You haven't saved your changes. Are you sure you want to continue ?

(Y/N) [N] Y
This command will reset the whole system and disconnect your current session. Do

console#configure

console (config) #interface vlan 1

console (config-if) #no ip address

console (config-if) #ip address 192.168.16.101 /24
console (config-if) #fexit

console (config) #spanning-tree mst 2 priority O
console (config) #end

HacTpoiika selective-ging

Hobasnerue SVLAN

MpuBeaeHHbIN 34eCb NMPUMEP KOHPUIypaumMmM KOMMyTaTopa AeMOHCTPMpYeT, Kak [o6aBnaTtb

meTKy SVLAN 20 ko Bcem VLAN 3a ncknodyeHnem VLAN 27.

consolef#show running-config

vlan database

vlan 20,27

exit

!

interface gigabitethernet 1/0/1

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

|

MoomeHa CVLAN

B ceTAx nepeaayun AaHHbIX A0BOJIbHO YacTO BO3HMKAIOT 3afayu, cBA3aHHble ¢ nogmeHol VLAN

(Hanpumep, AN KOMMYTAaTOPOB YPOBHA [AOCTyNa CyliecTByeT TunoBas

KOHdUrypaumsa, Ho

nosib3oBaTeNbCKU Tpaduk, VOIP n Tpaduk ana ynpasneHusa TpebyeTtcs nepenasatb B pasHblx VLAN Ha
pa3/iNyHbIX HanpasaeHusax). B atom cnyyae 6b110 6bl YA0H6HO BOCNOAb30BaTLCA GYHKLUMEN NOSMEHDI
CVLAN pns 3ameHbl TnusnposaHHbix VLAN Ha VLAN gns Tpebyemoro HanpasneHus. Huxke npuseaeHa
KOHUrypaums KoOMMyTaTopa, B KOTOPOM ocyLuecTeasetca nogmeHa VLAN 100, 101 n 102 Ha 200, 201 m

202:

console#show running-config

vlan database

vlan 100-102,200-202

exit

!

interface tengigabitethernet 1/0/1
switchport mode trunk

switchport trunk allowed vlan add 100-102
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selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102
selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202

exit

Hactpowka ¢pyHKummn IGMP Proxy

PyHKUMA  MaplpyTU3auMmM MHoroagapecHoro Tpaduka IGMP Proxy [aeT BO3MOMKHOCTb
KommyTaTtopy cepmmn MES3000, ncnonbsya nHdopmauuto, nosydyaemyro npm obpabotke coobuieHmin
npotokona IGMP, pacno3HaBaTb CBeAEHWA O MNPUHAANEKHOCTU MHTepdEeNcoB K MHOroaapecHbIm
rpynnam m ocyLLecTBAATb Ha OCHOBE 3TUX AaHHbIX NepPecbiIKy MHOrOagpeCcHbIX AaHHbIX MeXAY CETAMM.

[JaHHbIV Nnpumep onucbiBaeT HacTPomKy dyHKumm IGMP Proxy Ha KommyTaTope.

— B KauvecTBe MHTepdelica K BbiwecToAwen cetn 10.1.0.0 ucnonbsosatb VLAN 100;

— B KayecTBe MHTepdencos K HMKecToAwwmm cetam 10.2.0.0 1 10.3.0.0 ncnonwvsosatb VLAN
101 v 102 cooTBETCTBEHHO;

— Ha uplink-nHtepdeince ncnonbsosatb Bepcuto v2 npotokona IGMP.

console#configure

console (config) #vlan database 100-102
console (config) #ip multicast-routing igmp-proxy
console (config) #ip igmp-proxy version 2
console (config) #interface vlan 100

console (config-if) #ip address 10.1.0.1 /24
console (config-if) #exit

console (config) #interface vlan 101

console (config-if) #ip igmp-proxy vlan 100
console (config-if) #ip address 10.2.0.1 /24
console (config-if) #exit

console (config) #interface vlan 102

console (config-if) #ip igmp-proxy vlan 100
console (config-if) #ip address 10.3.0.1 /24
console (config-if) #exit

Hactpoitka multicast-TV VLAN

dyHkuua  «Multicast-TV  VLAN»  paeT BO3MOXHOCTb  MCNOAb30BaTb AN  nNepegayu
MHoroagpecHoro Tpaduka ogHy VLAN B ceTu onepaTtopa M AOCTaBAATb 3TOT TpadMK NoNb30BaTENAM
[axke B TOM Cyyae, ec/iv OHU He aBaatoTca yneHamm aton VLAN. 3a cueT pyHKumm «Multicast-TV VLAN»
MOXeT  OblTb COKpalLeHa Harpyska Ha ceTb OnepaTtopa 3a CYeT OTcyTcTBMA Ayb6anpoBaHusA
MHOroaZpecHbIX AaHHbIX, HAaNnpumep, Npu npegocTtasaeHnmn ycayrum IPTV.

Cxema npumeHeHus GyHKUUKM NpeanonaraeT, YTo NopTbl NOAb30BaTeNel PaboTaloT B pexume
«access» UAM «customer» u npuHagnexkat K nwboit VLAN 3a ucknoyeHmem multicast-tv VLAN.
Monb3oBaTenn UMeOT BO3MOXKHOCTb TO/IbKO NOAy4YaTb MHOTOaApecHbIn Tpaduk ns multicast-tv VLAN m
He MOryT nepeaasaTb AaHHble B 3Toi VLAN. Kpome Toro, B KOMMyTaTope A0/XKeH ObITb HACTPOEH NOpPT-
MCTOYHMK Mmulticast-TpadurKa, KOTOpbIN A0MKEH BbITb y4acTHMKOM multicast-tv VLAN.
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Mpumep HacTpoOIiKK ANa NnopTa B peXkume paboTbl access

1. BkAOUYUTb GUNLTPALMIO MHOTOAAPECHbIX AaHHbIX:

console (config) #bridge multicast filtering

2. Hactpoutb VLAN nonb3osatenei (VID 100-124), multicast-tv VLAN (VID 1000), VLAN
ynpasneHusa (VID 1200):

console (config) #vlan database
console (config-vlan) #vlan 100-124,1000,1200
console (config-vlan) #exit

3. HacTpowuTb NopTbl Nonb3oBaTeNei:

console (config) #interface range fal/0/1-24

console (config-if) #switchport mode access

console (config-if) #switchport access vlan 100

console (config-if) #switchport access multicast-tv vlan 1000
console (config-if) #bridge multicast unregistered filtering
console (config-if) #exit

~ o~ ~—

4. Hactpoutb uplink-nopt, paspewrs nepegadyy MHoroagpecHoro TpaduKa, TpaduKa
no/sib3oBaTesneit U ynpasaeHue:

console (config) #interface gil/0/1

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 100-124,1000,1200
console (config-if) #exit

5. Hactpoutb IGMP snooping rnobanbHo 1 Ha nHTepdelicax, 406aBUTb NPUBA3KY rpynn:

console (config) #ip igmp snooping

console (config) #ip igmp snooping vlan 1000
console (config) #ip igmp snooping wvlan 100
console (config) #ip igmp snooping vlan 101
console (config) #ip igmp snooping vlan 102
console (config) #ip igmp snooping vlan 103

console (config) #ip igmp snooping vlan 124
6. HactpouTb MHTepdeic ynpaBaeHua:

console (config) #interface vlan 1200
console (config-if) #ip address 192.168.33.100 255.255.255.0
console (config-if) #exit

[Mpumep HaCMpoUKu 0214 nopma 8 pexcume customer

LaHHbIA  TUN  MOAKNIOMEHMA MOXKET OblTb WCNOAb30BaH A/AA TOro, 4YTobbl nNomeYaTb
nosb3oBatenbckne IGMP-report’sl onpegeneHHbix VLAN (CVLAN) oTAaenbHbIMU BHELWHMMU METKaMu
(SVLAN).

1. BKAOYMTb GUALTPALMIO MHOFOAAPECHbIX AAHHbIX:

console (config) #bridge multicast filtering
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2. Hactpoutb VLAN nonbsosatene (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN

ynpasneHusa (VID 1200):

console (config) #vlan database
console (config-vlan) #vlan 100,1000-1001,1200
console (config-vlan) #exit

HaCTDOMTb NOpT NO/b30BaATENA:

console (config) #interface fal/0/1

console (config-if) #switchport mode customer

console (config-if) #switchport customer vlan 100

console (config-if) #switchport customer multicast-tv vlan add 1000,1001
console (config-if) #fexit

Hactpoutb uplink-nopT, paspewns nepesadyy MHoroagpecHoro Tpaduka, TpaduKa
nonb3oBaTeNeNn N yNpaBieHue:

console (config) #interface gil/0/1

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 100,1000-1001,1200
console (config-if) #exit

Hactpoutb IGMP snooping rnobanbHo u Ha WHTepdelicax, 406aBUTb NpaBuIa MapKUPOBKU
nonb3oBaTenbcknx IGMP-report’oB:

console (config) #ip igmp snooping

console (config) #ip igmp snooping vlan 100

console (config) #ip igmp snooping map cpe vlan 5 multicast-tv vlan 1000
console (config) #ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001

HactpouTb nHTepdeic ynpasneHus:

console (config) #interface vlan 1200
console (config-if) #ip address 192.168.33.100 255.255.255.0
console (config-if) #exit

268
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NPUNOMKEHUE B. TUNOBbIE CXEMbl MOCTPOEHUA CETEN HA BA3E MPOTOKOJIA EAPS

1. Tononorna npocroe «KonbLo»

SWITCH 1

SWITCH2
e

B TOMonorMm cetu ToNbKO OAHO KOAbLO. B 3TOM c/iydyae Heobxoammo onpeaenvtb Ans Hero
TonbKo EAPS domain.

2. Tononorua oauH AOMEH C HECKOJIbKUMU «KOJIbLLaMM»

B Tononoruun cetu 3 Konbla (MoxKeT 6biTb 2 1 6osiee) 1 2 06LIMX y31a MeXay HUMKU. B 3TomM ciiyyae
Heobxoanmo onpeaennTb EAPS-domain 1 ycTaHOBUTL 04HO KO/bLO B KayecTBe OCHOBHOTO, a Apyrue
KaK BTOPUYHbIE.
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3. Tononorua HECKONbKO AOMEHOB CO CMEMXKHbIMU «KOJIbLLaMn»

=3

SWITCH 3

P
(&)
<>

<

B Tononoruu cetu 2 Konbla (MoxeT bbITb 6bonee ABYX) ¢ 0 AHUM 06WMM y3/10M. B 3TOM Cnyyae
Heobxoaumo onpegennTb EAPS-domain ana Kaxaoro KoabLa.
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NMPUNOXKEHUE B. ONMUCAHUE NMPOLIECCOB KOMMYTATOPA

Tabnanua — OnucaHWe NpoLeccoB KOMMyTaTopa

Uma OnucaHue npouecca

npouecca

3SMA Ageing ana ip-multicast

3SWF Mepepayva nakeToB MeXAy YPOBHEM 2 1 CETEBbLIM YPOBHEM

3SWQ MporpammHasn obpaboTtka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n ob6paboTtka metozos AAA

AATT Cumynatop AAA ana nposepkn metonos AAA

ARPG Peanunsaumna npotokona ARP

B_RS YnpaBneHue nepesarpysKon yCTPOMUCTB B CTEKE

BFD Peanusauna npotokona BFD

BOXM JononHuTenbHble AeCTBMA B CTEKe (NosydyeHMe CBeAEHWNN O CTEKE, MHAMKAUKA, 0bmeH
Co0bLEHNAMU, CMeHa unit id)

BOXS O6paboTKa KOMaHZA COCTOSHMA CTeka: [nobasneHuWe MacTepa/cneliBa, WM3yyeHue
Tonosoruu, obHosneHue Bepcun MO cnelisa

BRGS Brige security - arp inspection, dhcp snooping, dhcp relay agent, ip source guard,
pppoe intermediate agent

BRMN Bridge Management: EAPS, STP, onepauuu ¢ FDB (gobaBneHue, yaaneHue sanucem),
3epKanuposaHue, KoHdurypuposaHue noptos/VLAN, GVRP, GARP, LLDP, IGMP
snooping, IP multicast, OAM

BSNC ABTOMAT CMHXPOHU3ALLMKN MAcTepa U C/ieliBa B CTEKE

BTPC KnueHt BOOTP

CcDB KonnposaHune KoHOUrypaLuMoHHbIX $pannos

CFM Peanusaums Ethernet CFM

CNLD 3arpyska/sbirpy3sKka KoHburypaumm

COPY YnpasneHue KonnpoeaHuem ¢pannos

D_LM Link Manager — noToK, KOTOPbIV C1IeguT 3a COCTOAHUE CTEK-/IMHKOB

D_SP Stacking Protocol

DACT Diacnostic ACTive tests. oToK, B KOTOpom BbinoaHAtoTca VCT-TecTbl

DDFG PaboTa c daiinoBoi cuctemoi

DHCP Cepsep 1 Relay Agent DHCP

DMNG Dinstant Manager — nonyyeHune uHGopmauum C yaaneHHbIx oHUToB (Bepcusa MO,
uptime, ycTaHOBKa akTMBHOro obpasa M0)

DNSC KnneHt DNS

DSND Data Set Delays Report

DSPT Dispatcher — 06paboTKa cobbITUIA OT yAANEHHbIX OHUTOB 06 M3MEHEHUWN COCTOAHMUA
BEHTUNATOPOB, NCTOYHMKOB NUTAHUA, TepMmoaaTymkos, SFP-TpaHcueepos. [onyyeHne
coobLEeHN OT yaaneHHbIX OHUTOB 06 nx Bepcuu MO, cepnintHom Homepe, MD5 cymme
no

DSYN Stack application

DTSA Stack application

ESTC JNlornpoBaHue cobbITHid 0 NpeBbileHnn noporos TpaduKa Ha CPU (cpu input-rate
detailed)

EVAU O6paboTKa cobbiTMin Address Update, HUKHUIN ypoBEHb, Nepeaaya Bbile

EVLC O6paboTKa cobbITUIN O CMEHEe COCTOSIHMUA NOPTA, HUXKHUI YPOBEHDb, Nepeaaya Bbllwe

EVRX O6paboTtka cobbITMI Npuéma naketa U3 KommyTtaTopa B CPU, HUXKHMIA ypOBEHb,
nepefaya naketa Ha ypoBEHb 2

EVTX O6paboTKa cobbITUIA OKOHYaHWS OTNpPaBKM MNakeTa u3 CPU B KOMMYTATOp, HWNKHWUM

YPOBEHb
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exRX O6paboTKa BbIX04a NAKETOB C HUMKHEro YPOBHSA 2

FFTT YnpasneHue Tabanuen mapwpyTmsaumm U MapLipyTmM3auma NakeTos

FLNK ®yHKumMA FlexLink

FTPD Peanunsauma npoTtokona FTP

FTPM Ynpasnenue FTP-cepsepom (06paboTKa KoHUrypaLmMoHHbIX 3anpocos u3 CLI/SNMP)

GOAH Peanunsauma web-cepsepa GoAhead

GRN_ Peanusaumnsn Green Ethernet

HCLT MonyyeHne n 06paboTka KOMaHA HaCTPOMKM YCTPOMCTBA HUXKHETO YPOBHSA

HDEB Cbop cTaTUCTUKK paboTbl 33434 CUCTEMDBI

HLTX OTnpaskKa naketos n3 CPU B KommyTaTop

HOST OcHoBHoOWM host-noToK, X010CTOM X0z,

HSCS Stack Config — HacTpoiika dyHKUMI1 CBMYA Ha YAANEHHOM OHUTE

HSES Stack Events — o6paboTKa cobbituin link changed, address update c yganeHHbIx
IOHUTOB Ha MacTepe

ICMP Peanusaumna npotokona ICMP

IDLE BesaelictBne cucrtemsl

IGMP Peanunsauma npotokona IGMP (xocToBoit yactu)

IOD |0 Debug task

I0TG YnpasaeHne TepMmmHanaMmn BBOAA-BbIBOAA

I0TM YnpasaeHne TepMmmHanaMn BBOAA-BbIBOAA

IOUR YnpasaeHne TepMmmHanaMmn BBO4A-BbIBOAA

IP6C CyéTunkm ipvd u ipve

IP6M MapuwpyTtrsaumsa ipv4 n ipve

IPAT YnpasneHue 6330 gaHHbIX ip-agpecos

IPG O6paboTKa nepexBavyeHHbIX GparmeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoraTtenbHana 3agaya ana ARP, RIP, OSPF

IPMT YnpasneHue ip multicast maplpyTusaumen n igmp proxy

IPSL Peanunsaumnsa IP SLA

KEYM YnpasneHue KAr4Yamm ayTeHTUPUKaLNK

L2HU MNepenaya nakeToB Ha ypoBeHb 3

L2PS O6paboTka COBbLITMI CMeHbl COCTOAHMA/HAcTpoeK WHTepdeicoB M nepegada
COODBLLEHNI 3apErMCTPUPOBAHHBIM CYKOam

L2SC NornposaHue storm-control

L2UT Ytunusauus noptos (show interfaces utilization)

LACP Peanunsauma npotokona LACP (IEEE 802.1AX)

LBDR Peanunsauma ¢yHKummn Loopback Detection

MACT O6paboTKa cobbiTna 06 okoHYaHUKM geicteus B FDB (ageing MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR Pe3sepBnpoBaHue KOHPUTypaunMoHHOro dpanaa B IHEProHe3aBUCMMOM NAMATU

MSCm MeHegKep ana paboTbl C TEPMUHANBHBIMU CECCUAMM

NSCT HacTpoiKa orpaHnyeHnA ckopocTn nepexsaTa NakeTos Ha CPU, BegeHWe CTaTUCTUKM MO
nepexBayeHHbIM NakeTam

NTPL Mepuoamyeckas reHepaums curHana ana onpoca Tabauuy MAC, VLAN, noptos,
MYNbTUKACTA, MapLpyTM3aLumm, NPUopUTU3aLUN

NTST [JobaBneHne M yganeHne OHUTOB B CTeKe, COPOC Ha AedOoNT COCTOAHMA OHWTA, Ha
CeTeBOM ypOBHe

OAM Peanusauus Ethernet OAM

OUls O6paboTka KomaHabl Ha BoccTaHoBneHMe OUI ana Voice VLAN

PLCR O6paboTKa coOLITUIN CMEHbI COCTOSHWA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUIN CMEHbI COCTOAHUSA NOPTOB

PNGA Peanusaumns ping
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POLI Policy Management

PTPT Precise Time Protocol

ROOT Poantenbckmin Tack gns Bcex 3aJay

RPTS Routing protocol

SCPT ABTOOOHOBNEHWNE M ABTOKOHDUTYPUPOBAHUE

SEAU MonyyeHue cobbiTnit Address Update, HUXKHWUIT ypoBEHb

SELC MonyyeHune cobbITUIN O CMEHe COCTOAHUA NOPTA, HUKHWUIM YPOBEHb

SERX MonyyeHune cobbiTnIM NpUEma NakeTa U3 KommyTtaTtopa B CPU, HUXKHWUI ypOBEHDb

SETX MonyyeHne cobBbLITUI OKOHYAHWA OTNPaBKM NaketTa ns CPU B KOMMyTaToOp, HUMKHWIA
YPOBEHb

SFMG sFlow Manager — o6paboTka cobbITuii n3meHeHua IP agpeca, CLI/SNMP 3anpocos,
Tamepos

SFSM sFlow Sampler

SFTR MpoTtokon Sflow

SNMP Peanunsauna npotokona SNMP

SNPR 3afaua, KoTopas pa3bueaeT 6onbwie SNMP 3anpockl Ha 6onee meskue (Npokcupyer)

SNTP Peannsauna npotokona SNTP

SOCK YnpasneHne paboToli COKeToB

SQIN HacTpoiika selective ging

SS2M Slave To Master — nepepgaya coobLieHUI CO cneiiBa Ha macTep

SSHP Cepsep ssh — HacTpoiika, o6paboTka KomaHa, Takmep

SSHU Cepsep ssh — npoTokon

SSLP Peanusauma SSL

SSTC JNlornpoBaHue cobbiTit O NpeBbiWeHUN noporoB Tpaduka Ha CPU (cpu input-rate
detailed)

STSA CLI-ceccusa yepes COM-nopT

STSB CLI-ceccma yepes VLAN

STSC CLI-ceccma yepes VLAN

STSD CLI-ceccma yepes VLAN

STSE CLI-ceccna yepes VLAN

STSF CLI-ceccma uepes VLAN

STSG CLI-ceccma yepes VLAN

STSH CLI-ceccma uepes VLAN

STSI CLI-ceccna yepes VLAN

SW2M ObpaboTKa cobbiTnin Adress update ot FDB, 610KnMpoBKa nopta nNpu BO3HUKHOBEHMUU
OWMBOK Ha NopTy

SWTR Pa3pelweHune npoxoxageHua TpadPpuKa Yepes KackagHble MHTepdencobl

SYLG BbiBOA, coO0bLWEHNI B syslog

TBI_ Tabnunua BpemeHHbIX NpomeKyTkos ans ACL

TCPP Peanunsauna npotokona TCP

TFTP Peannsauna npotokona TFTP

TMNG YnpasneHue npuoputeTamm 3agay

TMON Monitor Task — oTcnexxmnBaeT cocToAHNE 3aK0NbLOBKKN Bydepos u, B cnyyae
ObHapyKeHUs, Nepes3arpyKaeT HUT (apyroro cnocoba peleHus Nnpobiembl HalgeHO
He 6bln0)

TNSL KnuneHr telnet

TNSR Cepsep telnet

TRCE Peannsauus trace route

TRIG 3anyck gelicteus B FDB (ageing MAC-aapecos)

TRMT YnpaB/iieHne IOHUTaMM B CTEKE C NOAAEPHKKON TPaH3aKLLUN

TRNS File Transfer — konuposaHue daitnos mexkay toHuTamm creka (MO)

TUNT Peanunsaums TyHHenen: koHouUrypuposaHue, o6paboTKa NakeTos
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UDPR UDP relay

VRRP Peanusauma npotokona VRRP

WBSR YnpasneHue u Tanmepbl web-cepsepa

WDHI He ncnonb3yeTtca (paHblue 6bina cBasaHa c watchdog Taimepom)

WwDLO Cbpoc watchdog Tanmepa. Mpu cpabaTbiBaHUM Takimepa (3TO NpoOUCXOAUT MNpwu
3aBMCaHUKN) KOMMYTaATOP NepesarpyrKaetca

XMOD Peanunsauma npotokosia X-modem
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TEXHUYECKAA NOAAEPXKA

Ona nonyyeHUs TEXHUYECKOW KOHCyNbTalMM MO BOMPOCAM 3KCMayaTauum obopyaosaHma
000 «Mpeanpuatne «3IJITEKC» Bbl MoXKeTe 06paTUTbCA B CEpPBUCHbIN LLEHTP KOMNAHUMK:

dopma obpaTtHoOM cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha oduumanbHOM caiiTe KOMMAHMW Bbl MOXKETE HAUTU TEXHUYECKYHD [AOKYMEeHTauuw wu
nporpammHoe obecneyeHne pnsa npoaykumm 00O «Mpeanpusatne «3JITEKC», obpatntbca K Hase
3HAHWIA, OCTaBWUTb MHTEPAKTMBHYIO 33ABKY WM MPOKOHCY/IbTUPOBATLCA Y MHXKeHepoB CepBUCHOIO
LEeHTPa Ha TEXHUYECKOM dopyMme.

OduumanbHbIn caiT KomnaHuu: https://eltex-co.ru/

TexHunyecknit popym: https://eltex-co.ru/forum

ba3a 3HaHui1: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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