SHELTEX

‘ A
i
Y™ 0 irineKCHble pellieHtA 1A MOCTPORHMA CeTeli

BecnpoBofHasn Touka AocTyna
WEP-2L

PyKoBOACTBO MO 3KCh/1yaTauum

Bepcua MO 1.2.5

IP-agpec: 192.168.1.10
Username: admin

Password: password

I www.eltex-co.ru



CopepxaHue

1

11
1.2

2.1
2.2
2.3
2.4
2.5

2.6
2.7
2.8

3.1
3.2
3.3
3.4

4.1
4.2
4.3

5.1
5.2
5.3
54

2.5.1

5.4.1
5.4.2
5.4.3
5.4.4
5.4.5
5.4.6
5.4.7
5.4.8

PykoBoacTBo no skcnyatauun WEP-2L

BBEOECHUE ...ttt ettt e e e aae e s e ta e e e st aa e e s s taaeees et aeeesbaeeesenstaeeensraeeeennraaeann 5
AHHOTALMA. ..cccveeeecciiee ettt e e eerte e e estee e s seteeeesaaeeessbaeessssseeessssaeeasssaeesssssesssssseeessssasssssseesannns 5
YCNOBHBIE OOOZHAUEHMUS ......euvenvinrereieieniesientensestessessessessessessessessessessessessessessessessessessessessessens 5
OMUCAHME MBOCTIUS .....coneeeieeeiiieeeteeeeete e s eetre e e s s aaeeessaaaeeesataee e s ssaeessassaesssssaeessssaessnssenes 6
HABHAUEHUIE ...ttt ettt s e st e e s sbe e s sab e e s sbe e s abeesbaessabeesasaessnsaesasaessssaens 6
XapPaKTEPUCTUKA YCTPOMCTBA . c..eveveereeresreerestestestessessessessessessessessessessessessessessessessessessessessensens 6
TeXHNYECKNE NMAPAMETPbI YCTPOMCTBA. ...veuvererererrerressessessessessessessessessessessessessessessessessessenses 7
AnarpammMbl HAMPABITEHHOCTU ....c.cevererirrerirrerieessentesessessesessessssessessssessesessessesessensesessessesessenes 9
KOHCTPYKTUBHOE UCTIOSTHEHUE .....c.venveivenieeietenietestentesesseessessesessessesessessssensessssensesessensesensenes 10

OCHOBHAS! MAHE T YCTPOMCTBA ...veuvevereresressesressessessessessessessessessessessessessessessessessassassens 10
CBETOBAA NMHAMKALMS ...c..eveeeereeeiieeereeeireeeeteeeiseesssseessssesssssesssessssssssssessssssesssessssssssssessssesensees 11
COpPOC K 3aBOACKAM HACTPOMKAM .....occveverereresiensensessessessessessessessessessessessessessessessessessensenns 11
KOMITEKT MOCTABKM ...ceeeuvieeireieiieenieeeisteenteesssteesseesssseesssaessssesssseesssesssseessssesssssesssseessssesssses 11
MpaBuna u pekomeHAaLMUN MO YCTAHOBKE YCTPOMCTBA........c.cceeveeveereereereeieereereeeennes 12
VHCTPYKLMN MO TEXHNKE BE30MACHOCTM ....eeveeerereeerenieerienreesesseesessessessesssessesssessesssessessees 12
PEKOMEHAALIMM MO YCTAHOBKE ....eveveeerieteiestenietestetesesseessessesessessesessessssensessssensesessessesensenes 12
PacyeT HEOBXOANMOTO YNCTIA TOUEK JLOCTYIIA ..coveurrrerrenerreierenienterensenessensesessensesessessesensenes 13
BbIOGOP KAHA/TOB COCELCTBYIOLLMX TOUEK ...eoveurererrenrererrenesseeesessestesessesessensenessensesessessesensenes 13
YCTAHOBKA WEP-2L ........cooiiiiiiiiiteeieceteete et esre st e s st e st e s be e s e e s s be e saaessasaessnneesanaess 15
MMOPALOK KPEMITEHMSA HA CTEHY ..uevirreiirieieiinieietesietesesseessessesessessesessessssensessssensesessessesensenes 15
MopaaoK KPEnIEHMS HA PANTBLUMOTOSIOK ...vecveeverrerrerresressessessessessessessessessessessessessessessessenses 16
MopAAoK CHATUA YCTPONCTBA C KPOHLUTEMHA. ...c.veevereererreereerertesreeressessessessessessessessessessenss 16
YnpaBneHue yCTPOMCTBOM Uepe3 Web-MHTEPMIENC ...........cccceeveeeeeeeeecececeeeeee 17
HAUAUTO PABOTDBI...cc.veeueeiieeieieeiesieseestestesteetesteestes e sssasseesaessesssesseessessesssessesssansesssensesssessesnses 17
MprMeHeHE KOHPUTYPALMN N OTMEHA NUSMEHEHUN ......ccveeveereerecreeresreereereereereereereeseeseenas 18
OCHOBHbIE 3N1EMEHTbI WED-UHTEPIIEMCA ....cevvevenieiieirieieeeieieesteseeesaes s e ese e e ssenans 19
MEHIO CIMOHUTOPUIHT ..cnevveeiieieiieenieeeitteesiteeesiteessseesssaeessseessssesssseessssesssseessssesssssesssseesssaesssses 19

[TOAMEHIO «Wi-Fi KITUBHTBI veeieuuvreeieeiieeeeeiieeeeeireeeesreeesestaeesssssseessssssessssssaesssssseessnssssesns 19

TTOAMEHED €WD S5 ceiiiiiiieeeiiieececitee e ettt e e sere e e s eare e e s staee e s sbaeessasaeeesssaeesnnssaeesssssaessnssnenan 21

MoaMeH0 «CTATUCTUKA MO TPAGINKYS c.vevvverrererreriererrenieresseniesessensesessesessessesesessensssenses 22

[MOAMEHIO «CKAHUPOBAHME IAINMPAS....uecrerreereerrerieerrenieseessessessessesseessessesssessesssessasees 24

MOAMEHIO «XKYPHAUT COOBITUIMY ..vuvenrenreieteienientesiestestessestessessessessessessessessessessessessessenns 25

[MoAMEHI0 «CeTEBASA MHIOPMALMTY ....eeveereereerrerierrentessessesaessessesseessessesssessesssessasees 26

MoaMeHo «MHopMaumna 0 PAANONHTEPAIEIACAXN ....ccveereereererreererrenreereeeereereesesseesenns 27

MoaMeHI0 «MH(POPMALMNA 00 YCTPOMCTBED.....cvererrererresreerestesresressessessessessessessessessenns 28



5.5

5.6

5.7

5.8

5.9

5.5.1
5.5.2
5.5.3

5.6.1
5.6.2

5.7.1

5.8.1
5.8.2

5.9.1

5.10

6.1
6.2

6.3

6.4

6.5

5.10.1
5.10.2
5.10.3
5.10.4
5.10.5
5.10.6

6.2.1

6.2.2

6.3.1
6.3.2
6.3.3
6.3.4
6.3.5

6.4.1

PykoBoacTBo no skcnyatauun WEP-2L

MEHIO CRAION weviiriiciieciecieeete ettt ettt e e s r e e be e te e e raeesbe s be e baessbesnsaesaessaesnsaenseesseesssanns 29
[TOAMEHIO «RAAIO 2.4 TTLIM .euveiiiiinieeienieetenieeriesee e st e ste st estestesaesssesaessesaeessessaessassaensas 29
[TOAMEHIO «RAAIO 5 TTLLY cuviiiiieiienieeienieestese et esie st estess st st e saesaesae et e saasaesaaesaassaeneas 33
[TOAMEHIO «[LOMOTTHUTEIIBHOD .....eeuvieiieeuieeieeieeniteeteesreesitesaresseesseesasesseesseesssesasassseenees 37

IMEHEO QVAPS «.evteicieeieiteeeciteeeteeesteeesteeestaeesteesstaeessbaesssaeasssaeessteeassaeanssaeansaeanssesssaesssseessaeensses 37
[TOAMEHIO KCYMMAPHO ...uviiiieeieeieenitenteeteesitesteetessseesstessesseesstesssessessseesssesssessessses 37
TTOLMEHID QVAPY ...ttt ettt ettt ettt st s b e st e st e st e sat e st e sbe e bt e ssaesasassseennees 38

IMEHEO €W DS uuieiiiieiiieeeite et eteeesteeestaeesteeestaeesbee s saeessbaeessteeasbaeeassaeassaeansseesnsaesnsseessaeensses 42
TTOOMEHIO €WD S5 ...ttt ettt ettt s e sbe e st e st e s b e e sbe e s st e sabe e bt esaaesasasseennees 42

MEHI0 «CETEBBIE HACTPOMKM ...veevvenreerrereerrenreerenseesesseessesseesesseessessesssessesssessessessesssessesnses 43
MoAMEHI0 «CUCTEMHAA KOHIIUTYPALMS ...ccuvveeereereeereeerreereeiseesseeessessseesseesssessesssesssees 43
[TOAMEHIO «LLOCTYIIN ettt ettt et st e et st e st e st e s b e e bt e st e sabeesbeesaeesasassseannees 44

MEHIO «BHELLIHUE CEPBUCDIN....c.ueeeeeeiieeiieeteerieeniteeteeiseesiteseessseesstesstesseesseesssessessseesseessenns 46
[MoAMEHI0 «[1OPTANIbHAA ABTOPUSALMAD ....eeuveeuieenrerreenieenresreesseesaeesseesseesseessessseessees 46

MEHHIO CCUCTEIMAN ...envirenieiieniieieniteteeit ettt sttt st b e st sbe st sb e st e sbesabesbe s b esbeesnesaeennes 47
MoaMeH0 «OOHOBIEHNE 1O YCTPOMCTBA .....cveruerrerrerienieniesiensesressessessessessessessessessenns 47
[MOAMEHIO «KKOHMIUTYPALATD c..eeviiieieniieieniteientesiestestessesiessesaesssessesssessesssessesssassaenees 48
[TOAMEHIO «T1EPEBATPYSKAN ...eerureereeieerieeieerttesteetessreestessessseesstesssessessseesseesssesssesnsees 49
[TOAMEHIO «TTAPOIIBY ..ttt ettt et e st e st e s te s beesat e st e sbeesbeesatesasasseenees 49
[TOAMEHIO «HKYPHAII ..ttt ettt ettt e s sbe et e sate st e e st e s st e sbeesbeessaesasasssesnnees 50
[TOAMEHIO «1ATA U BPEMEID ...ceuvieiiieiieeieeieesitesteeiessreesatestesseesseesssessessseesseesasesssesnsees 50

YnpaBsieHne yCTPOMNCTBOM C MOMOLLbIO KOMAHAHOM CTPOKM ..........ccveeevereerenenen, 52

MMOOKITIOUEHNE K YCTPOMCTBY ...cuveueveneeuirueteuiesenteressentesessesessessesessetesessenessensenessensesessensesensenes 52

HacCTpPONKa CETEBBIX MAPAMETPOB ......coerteuerreriererietrrentenessestesessetesesseessessenessessesessessesessenes 53
HacTtpolika ceTeBbIX NapaMeTpoB C NOMOLLBIO YTUNTbI set-management-vlan-
NIOA @ ittt ettt ettt ettt et s bt et e st et e st e et e st e et e s at et e s a s e besa b e be s s s et e e st e nbe et e sbe e benaaetenraents 54
HacTporika CeTEBbIX MAPAMETPOB IPVG .....cc.ccvevierieriiieiesiesesiesiesreseesie e evene 55

HacTtpoiika BupTyasibHbIX TOYEK AOCTYNA Wi-Fi (VAP) ..ocviieieiesietesiestesieseseesese e 56
HacTporiKa VAP 6€3 LUMMIPOBAHMIS .......ecvevererererieniessesiessessessessessessessessessessessessessessenns 56
HacTtpolika VAP ¢ pexnmom 6e30MnacHOCTN WPA-Personal .........coeeeeerereeereneeneeenenn. 57
HacTtporika VAP C Enterprise-aBTOPUBALMEN ...c..ccvevverrerrerienrenienienreneessessesessessessessessens 58
HacTtporika VAP C NOPTAIbHOM ABTOPUBALMEM .....cvererrerreererienienresiesresresiessessessessessenns 59
LONOMTHUTENBHBIE HACTPOMKIN VAP ....cetiieieteieeieetestesieete e ste et sve e sve e s e ssessessesseenas 59

HACTPOMKM RAAIO ..ottt et ste st st ste st st ste st e stestasbesbestesbesbassasbessessassessensas 65
LONOMHUTENBHBIE HACTPOMKN RAIO c.veuviiiiiveieeieeiesiecieeteeese e 66

HACTPOMKA WDS ....ocuviieieieieiesiestesiesteste e stestestesaestestessessessessessassessassessessessassessassessessessessenses 68



6.6

6.7
6.8

6.6.1
6.6.2
6.6.3
6.6.4
6.6.5

6.8.1
6.8.2
6.8.3
6.8.4
6.8.5
6.8.6
6.8.7
6.8.8

PykoBoacTBo no skcnyatauun WEP-2L

CUCTEMHDBIE HACTPOMKM ...cveeeveveenreereereeseeseeeesseesessessessesssesseessesseessessessessesssesssessesssessesseenns 69
OOHOBNEHNE TTO YCTPOMCTBA .veuvenrerrereienienieniesiessessessessessessessessessessessessessessessessassansens 69
YnpaBneHne KOHPUIYPALMEN YCTPOMCTBA.......ccveereerreereerreereenreeeesseesesseessessesssesseeaens 70
[1ePE3arPY3KA YCTPOMCTBA. .c.veuveuerreniererientererientsiestesessestesessestesessetesessentssessenessensenessenses 70
HAaCTPOMNKA [ATbI Y BPEMEHWM .......coveieuirienieienietrieneeeesesteseesestesessetesessetssessenessensenessenses 71
[ONOTHUTENBHBIE HACTPOMKN CUCTEMDL.....vcueveiinirieneierenenieresessesesesseseessesessssesensesenenes 71

HaCTPOMKA CEPBUCA APB......c..ccieieieieieriestesiesie e stestesteste s e stestestessessestesaessessessassessessessassenss 72

IMOHUITOPUIHT <.ttt ettt ettt s e st e st e st e s bt e st e ssbesase e st esstesaseesaesseesasaessaanseenasans 72
Wi-FTKTTABHTBL ..ttt sttt ettt sttt et st b e st s st sbe st e sbesabesbesanesneennens 72
VDS ettt s a e s s e e s e a e e s e bt e e s e rba e et e abaeesenns 79
NHPOPMALMA 00 YCTPOMCTBE .....eoveuireienirieienirieneeitesentesessestesessetesesseeesessenessessenessenees 85
CeTEBAA VHIIOPMALMS ....eceveerreeireereenreesieeeteesseesseesssessessseesseesssessseesssesssesssesssesssssssaesnns 86
BECMPOBOAHBIE MHTEPMIEMCDL......coveueeriienirieieirienteiterestenesteste e stet et se st e ssessesesaenees 87
HKYPHAUT COOBITUNM ...cuviniiteretisiestestesiestestestesiestestestestestessessessessessessessessessassessessessessessenss 87
CKAHNPOBAHUE UIMPA ...veeereerreeereeieenieeseeeteesseesseessaesseesseesseesssesssessssssssesssesssesssssssaesnns 88
CEKTPOBHAIINSATOP. c.veevenreniereteuerieteaessetesessestesessesessesesessestesessentesessenessensesessensesessenes 88

CIVICOK MBMEHEHMI ........couvenveiieienieiesiesiestestetestessessessessessessessassassessessessessessassessessessassansenes 90



PykoBozacTBO no akcnyataunm WEP-2L

1 BBeaeHwue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OcHoBHoEe npegHasHavyeHne WEP-2L — ycTaHOBKa BHYTpU 34aHWI B KQYeCTBE TOUKM A0CTYNa K pas/iniHbIM
pecypcam ¢ co3gaHmemM 6ecLloBHO 6eCcnpoBOAHON CETU U3 HECKO/TbKMX MAEHTUYHBIX TOYEK AocTyna
(«PoyMUHT»), ecnv TeppUTOPUSt MOKPbITUSI JOCTATOYHO BEVKA.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

© MpumedaHus cogepxart BakHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOMCTBA.

MNpumeuaHns n npegynpexaeHus

© nNpepynpexaeHns MHOPMUPYIOT MOb30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBA UK NOTEPE AAHHbIX.
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2 OnucaHue nsgenus

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTaHa 6ecnpoBogHas Touka goctyna WEP-2L.

OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CTbike ¢ npoBogHol ceTbio. WEP-2L nogkntoyaetcs k nposogHoin cetn yepes 10/100/1000M Ethernet-
NHTEpAIENC 1 C NOMOLLbIO CBOMX paanonHTepdencos co3gaeT 6ecnpoBOLHON BbICOKOCKOPOCTHOM AOCTYN ANs
YCTPOWCTB, nogaepxmsatowmx texHonornto Wi-Fi B gnanasore 2.4 n 51w,

YCTPONCTBO COAEPXUT 2 pagmonHTepdienca a/1a opraHnsaumm aByx onmsnyeckmnx 6ecnpoBofHbIX ceTeil.

WEP-2L noggepxunsaet coBpeMeHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB U NO3BO/SET NepefasaTb Hanbonee
BaXXHbI Tpadvk B 6011€ee NPUOPUTETHBIX 0Yepesax No CPaBHEHMUIO C 0ObIYHbIM. MpuopuTnsaLmns
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTkn B none IP-naketa). dyHkuMoHan co3gaHus npasun ACL 1 nogaepxka weinmHra Tpadmnka Ha Kaxaom
VAP no3BonsieT B NO/IHOW Mepe ynpas/ifaTb AOCTYNOM, KQ4eCTBOM CEPBUCOB M OrpaHUYEHUSMN Kak A/15 BCeX
abOHEHTOB, TaK U A1 KaXA0ro B YaCTHOCTW.

YCTpOIAiCTBO OPMEHTMPOBAHO Ha YCTAHOBKY B 0chuchl (rocyupexaeHus, KOHPepeHL-3asbl, naboparopuu,
FOCTUHMLBI 1 Ap.). BO3MOXHOCTbL CO34aHNsA BUPTYaUlbHbIX TOUEK AOCTYNa C Pa3/IMYHbIMK TUNamu LIMPOBaHMS
nossonset yctaHasnusaTb WEP-2L B opraHusauusix, rae TpebyeTtcs pasrpaHmyeHme npas focTyna Mexay
06bIYHBIMU MONBb30BATENSAMU U BbIAE/IEHHBIMUY TPynnaMu nosib3oBaresein.

2.2 XapaKkTepucTuKa yCTponicTBa
Nnmepabelicnbi:

+ 1 noprt Ethernet 10/100/1000BASE-T(RJ-45) c nogaepxkoii PoE;
« Wi-Fi2.4T1Ty IEEE 802.11b/g/n;
* Wi-Fi 51Ty IEEE 802.11a/n/ac.

PyHKYyUUu:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

* arperauus AaHHblx, Bkitoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETHLI U NIaHNPOBaHME NakeToB Ha ocHoe WMM,;
* nopaepxka 6ecnpoBogHbix MocToB (WDS);

* AMHamMuueckuii BbiI6op yactoTbl (DFS);

* noggepxka ckpoitoro SSID;

*+ 8 BMpPTYyasIbHbIX TOYEK AOCTYNa,;

+ 06HapyXeHne CTOPOHHUX TOYEK A0CTYNa;

* CMNeKTpoaHamM3arop;

* aBTOBbLIOOP KaHana.

Cemesbie (hyHKYUU:

* aBTOMarnyeckoe corsiacoBaHne CKOPOCTK, OYN/IEKCHOTO pexumMa 1 NepekiiovyeHns Mexay pexnmamm
MDI n MDI-X;

* nogaepxka IPve6;

* nogaepxka VLAN;

* noggepxka ayteHtudgukaumm 802.1X;

* DHCP-knueHT;

* nogaepxka ACL;
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* nogaepxka NTP;

* nogaepxka Syslog;

* nogpepxka GRE;

+ nogpepxka GRE over IPsec;

* BO3MOXHOCTb Nnepefayn aboOHEeHTCKOro Tpadinka BHe TyHHeNe.

®dyHkyuu QoS:

* NpUOpUTET 1 NNaHMPOBaHNE NAKeTOB HA OCHOBE Npodunnel;

* OrpaHu4eHue NpPonyckHOW cNOoCO6HOCTM Ans kaxaoro VAP,

* OrpaHnyeHne NPoryckHOM CNOCOBGHOCTN A1 KaXKA0T0 KIINEHT],;
* n3MeHeHue napametpos WMM.

Ee3onacHocms:

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (WPA Enterprise);
* WwundpoBaHue gaHHbIXx WPA/WPA2;
+ nopaepxka Captive Portal.

Ha pucyHke 1 npuBegeHa cxema npumeHeHus obopyaosaHna WEP-2L.

A
LWnto3 ¢ — T g— R AN
0 ) «Q
OneAppa\lrlopa MNK/HoyT6yk

MES2124P

\ __'
P []
A PoE E - - MnaHwer
T : \ v —L
Cepsep i

DHCP, RADIUS

PucyHok 1 — ®yHKLMOHaIbHas cxema ucrnosib3oBaHmsa WEP-2L

2.3 TexHun4yeckme napameTpbl yCTpPOMCTBa

Ta6nuua 1 — OCHOBHbIE TEXHMYECKIE NapaMeTpbl

MNapameTpbl WAN-uHTepdeiica Ethernet

Konuuectso noptos 1
DNEeKTPUYECKUin pasbem RJ-45
CkopocTb nepegauun, Méut/c 10/100/1000, aBTOONpEeneHne

Mopnepxka ctaHAapTOB BASE-T
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MapameTpbl GecnpoBOAHOro NHTEpPhenca

CraHpapThbl
YacToTHbIn agnanasoH, MIy,
Moaynaumusa

Paboune kaHasbl

CKopocCTb nepegayn gaHHblx, Mout/c

MakcrMaibHas MOLLHOCTb nepeaarymka

KoahhULMEHT yCMNeHnst BCTPOEHHbIX
aHTEHH

quCTBMTeﬂbHOCTb npuemMHunkKa

BezonacHocCTb

Mogaepxka 2x2 MIMO
YnpaBneHue

YpaaneHHoe ynpaeneHue

OrpaHuyeHune goctyna

O6Lue napameTpbl
Flash-namstb

RAM

MutaHne

MoTpebnaemas MOLLHOCTb
Pabounii gmana3oH Temneparyp

OTHOCUTENbHAsA BNaXXHOCTb Npu
Temnepartype 25 °C

FabapuThbl (UameTp X BbicOTa)
Macca

CpokK cryxobl

802.11a/b/g/n/ac

2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MIy
BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11b/g/n: 1-13 (2402-2482 MI'u)

802.11a/n/ac:

- 36-64 (5170-5330 ML)
- 100-144 (5490-5730 M)
- 149-165 (5735-5835 MI'Ly)

802.11a: no 54 M6uTt/c
802.11b: no 11 Méut/c
802.11g: no 54 Méut/c
802.11n: go 300 MéwuTt/c
802.11ac: po 867 Mout/c

2.4T1Tu: go 20 gbm
51Tu; no 20 gbm

2.4T1Tu: ~5 pbun
5TTy: ~5 pbu

2.4TTu: po -94 nbm
51Ty go-94 nbm

LieHTpann3oBaHHasi aBTopusaums yepes RADIUS-cepsep (WPA
Enterprise)

LWvdoposaHune gaHHbix WPA/WPA2

Moppepxka Captive Portal

Web-untepdgeiic, Telnet, SSH, CLI, SNMP, NETCONF, cuctema
ynpasneHus SoftWLC

no napos

32 MB NAND Flash

128 MB RAM DDR3

PoE 48 B/56 B (IEEE 802.3af-2003)
He 6onee 10 Bt

oT +5 go +40°C

£0 80 %

200 x 40 mm
0,4 kr

He meHee 15 net



PykoBoacTso no akcnayatauum WEP-2L

2.4 [OuarpamMmbl HanpasneHHOCTU
Ha pricyHkax HvXe npeacTas/ieHbl guarpammbl HanpaBieHHOCTU YCTPOCTBa.
NMono)xeHune npu namepeHnun

AZIMUTH (XY) ELEVATION (XZ)

_ AN
HELTEX ! o 11
ceton T aeom
'
/",
7
GE (PoE)
AnanaszoH2.4T1Ty,
105 %0 75 105 o0 75
120 Y 60 10 &0
135 45 135 45
150 k] 150 30
165 15 165 15
X
180 X 180 0
Z, -1 15 -0 -5 Jo 5 40 <35 -; -15 =10 -4 0 3
195 345 195 345
10 330 a0 330
pre] 225
240 240 z 300
55 70 15 255 70 285
JduanasoH 51Ty,
% o
105 75 105 73
Y
120 &0 120 60
135 45 135 45
150 0 150 3
165 15 165 15
X X
120 L] 180
=J0 =25 -3 -15 -10 -5 0 5 - = - o
195 195
210 210
25 225
240 0
255 0 55 B

255



2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

PykoBozacTBO no akcnyataunm WEP-2L

Yctpoiicteo WEP-2L BbINONHEHO B N1aCTUKOBOM KoOpriyce.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHelwHWIA BUA naHenu ycTpoictea WEP-2L npmBegeH Ha pUcyHke 2.

1
|
GE (PoE] =N l\i = N\
\ 24G6( N =<
WWWWWWWW FO 5G( | ~
2 3 4

PucyHok 2 — BHeLwHWiA Bug, ocHOBHOM naHenn WEP-2L

Ha ocHoBHoli naHenun yctpoiictea WEP-2L pacnonoxeHbl cneaytouie CBETOBbIE UHANKATOPLI, pa3beMbl U
opraHbl ynpaenenus (Tabnuua 2).

Tabnuua 2 — OnncaHve VHAMKATOPOoB, NOPTOB 1 OPraHoB ynpas/ieHnA

AneMeHT naHenu

1 LAN

2 GE (PoE)
3 F

4 WiFi

OnucaHue

CseToBas nHavKauus coctosHus nopta GE (PoE)

Mopt GE gna nogknoyeHnsa nutaHms PoE

KHonka cbpoca K 3aBOACKNM HaCTpOikam

MHankaTopbl akTMBHOCTU cooTBeTcTBYOWMX Wi-Fi Mmoaynei
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2.6 CpetoBas nHgukauus

PykoBozacTBO no akcnyataunm WEP-2L

Tekyllee coCcTosiHMe ycTpoicTBa oTobpaxaetca npu nomowum niamkatopos Wi-Fi, LAN, Power. NepeyeHb
COCTOSIHUIA MHAMKATOPOB NpuBeaeH B Tabnumue 3.

Tabnuua 3 — CBeToBasi UHAUKALMSA COCTOSIHUA YCTPOCTBA

WHpukaTop CocTosiHue uHgukaropa

Wi-Fi

3eneHbli, ropuUT NOCTOAHHO

3eneHbli, muraet

LAN FopwuT 3eneHblii ceeToamop (10, 100 Mbps)/
ropuT opaHxeBblit ceeToanos (1000 Mbps)
MwuraeT 3eneHblil CBETOAMOA,

Power 3eneHbliA, ropuT NOCTOAHHO

(Ha BepxHeli

naHenu .

yCTpoiicTBa) OpaHXeBblii, TOPUT NOCTOSAHHO

KpacHblii, ropUT NOCTOSIHHO

2.7 C6poc K 3aBOACKMM HacTpoiikam

CocTtosiHue ycTpoiicTBa
Cetb Wi-Fi-aktBHa

Mpouecc nepefayn faHHbIX Mo
6ecnpoBoAHON ceTn

YCTaHOB/IEHO COEANHEHME C
NOAK/TOUYEHHbIM CETEBbIM
YCTPOIACTBOM

Mpouecc nakeTHON nepegayvn faHHbIX
no LAN-nntepdeliicy

Bk/1l04eHO NuTaHne ycTponcTBa,
HopMasibHasa paboTa

YCTPONCTBO 3arpyXeHo, HO He
nosnyuyeH IP-agpec no DHCP

3arpyska ycTpoicTtea

[nsa cépoca K 3aBOACKMM HAcTpoikam HEOBX0AMMO B 3arpy)XEHHOM COCTOSIHUWN YCTPONCTBA HaXKaTb U
yAepXuBaTtb KHOMKY «F», noka nHamkatop «Power» He HauHeT muratb. Mpon3onaeT aBToMaTnyeckas
nepesarpyska ycTporicTsa. MNpun 3aBOACKNX yCTaHoBKax byaeT 3anyweH DHCP-knveHT. B cnyyae, ecnu agpec
He 6yaeT nonyyeH no DHCP, 1o y ycTpolicTBa 6yaet 3aBoackoit IP-agpec — 192.768.1.70, macka noacetn —
255.255.255.0.

2.8 KomnnekT nocTaBKu

B KoMMnekT noctaBkn BXOAAT:

o6opypoBaHune pagunogoctyna WEP-2L;
KOMINEKT Kpenexa;

PYKOBOZCTBO MO 3KcnayaTaummn Ha CD-ancke (onuuoHansHo);

ceptudomkaT COOTBETCTBUS;
namaTka o0 JOKyMeHTaLuu;
nacnopr.
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PykoBozacTBO no akcnyataunm WEP-2L

3 MpaBuna n pekoMmeHgaumm No ycTaHOBKe YCTPOCTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He yctaHaBnmBalite yCTPOMNCTBO PALAOM C UCTOYHMKAMK TeMn1a U B MOMELLEHUSX C TEMMepaTypoi Huxe
5 °C wnn Bbiwe 40 °C.

2. He vcnonb3yiiTe yCTPONCTBO B NOMELLLEHMAX C BbICOKOM BNaXXKHOCTLIO. He nogsepraiite yCTPOMCTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

3. He BckpbiBaiiTe Kopnyc ycTpoicTea. BHYTpM yCTPOICTBa HET 3/1EMEHTOB, NpeAHa3HauYeHHbIX A1
06CNyXNBaHUA NONb30BaTENEM.

© Bo unsbexaHune neperpesa KOMMNOHEHTOB YCTPOWCTBA 1 HAPYLLIEHUS €r0 paboThbl 3arnpeLLaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumu rno ycTaHOBKe

1. YCTpOWCTBO pekOMeHAYyeTCA yCcTaHaBNMBaTb Ha CTO/1E€ B TOPU30HTA/IbHOM MOSIOXKEHUN.

2. Mepep ycTaHOBKOWN N BK/IOYEHMEM YCTPOICTBA HEOOXOANMO NPOBEPUTL Er0 Ha Ha/IMYne BUAUMbIX
MeXaHN4YeCcKnx noBpexaeHnin. B cnyyae obHapyXeHus NoBpexaeHuin cnegyeT npekpaTtuTb YCTaHOBKY
YCTPOWCTBa, COCTaBUTb COOTBETCTBYIOLLMIA aKT 1 06paTUTLCA K MOCTaBLLMKY.

3. Ecnun ycTpoiicTBO ANmnTesibHOE BPeEMS Haxo4M10Ch NPY HU3KOW TeMneparype, nepes Had4asiom paboTbl
cnefyeT BblAepXxaTb ero B TedeHue [ByX YacoB Npu KOMHATHOWN Temnepartype. lNMocne ganTesibHoro
npebbiBaHNA YCTPONCTBA B YC/TIOBUAX MOBbILLEHHOW BNaXKHOCTW Nepes, BK/IIYEeHEM BblAepXaTb B
HOPM&J1bHbIX YC/I0BUAX HE MeHee 12 yacosB.

4. Tpn pa3meLleHnmn ycTpoicTBa ans obecrnedeHuns 30Hbl NokpbiTa cetn Wi-Fi ¢ Hannyywmnmm
XapakTepucTvkamMu yuntbiBanTe cneaytolme npasunia:

+ YcTaHaBnuBalTe YCTPOWCTBO B LIEHTPEe 6eCnpPOoBOAHON CETU.

* MUHUMK3UPYIiTE unciio nperpag (CTeHbI, NOTOMKK, Mebesnb 1 Ap.) Mexay TOYKol AocTyna u
ApyrMMy 6ecrnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMM.

*+ He ycTaHaBnvBaiiTe yCcTpoiicTBO B6NM3N (Nopsigka 2 M) a/1eKTPUYECKUX U PaanoyCcTpOIACTB.

* He pekomeHayeTcsa ucnonb3oBaTb pagmotesiedoHbl U gpyroe obopyaosaHve, paboTatoLliee Ha
yacTtote 2.4 'y nnn 5 I'ru, B pagnyce genctensa 6ecnposogHoii cetn Wi-Fi.

* MNpensaTcTBus B BUAE CTEK/IAHHbLIX/METaUI/INYECKNX KOHCTPYKLMIA, KUPNNYHBIX/OETOHHbIX CTEH, a
TakKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauuMTeNIbHO YMeHbLUNTb paguyc gerictena Wi-Fi ceTtn.
He pekomeHayeTcsa pa3melLeHne co BHYTPEHHEN CTOPOHbI (PasibLUNOTO/IKa, TakK Kak
MeTau1/INYeCKNiA KapKac BbI3blBAET MHOIMo/ly4eBOe pacnpoCcTpaHeHne curHasia u ero 3aTyxaHue
Nnpv NPOXOXAEHNUM Yepes peLLeTKy Kapkaca dpasibLUnoTosKa.

5. TMpu pasmeLLeHnn HECKO/TbKMX TOYEK paanyc COTbl AO/HKEH NepecekaTbCsa C COCefHen COTOM Ha ypoBHE
0T -65 0 -70 abMm. lonyckaeTca yMeHbLUEHNEe YPOBHSA curHana fo -75 Abm Ha rpaHuuax cot, ec/in He
npegnonaraetcs ucnosib3osaHve VolP, N0TOKOBOro BUAeoBeLLaHs U OPYroro YyBCTBUTETbHOIO K
notepsam Tpadmka B 6eCcrnpoBOAHON CETH.
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PykoBozacTBO no akcnyataunm WEP-2L

3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHuns. MpubnuanTenbHbIN pagnyc oxeata yBepeHHoro npuema toukm goctyna WEP-2L npy MoHTaxe Ha
NoTOJIKE B TUMOBbIX OPUCHBIX NomeweHnax: 2.4 'y, — 40-50 m, 5 Ty, — 20-30 M. Mpy NO/IHOM OTCYTCTBUK
npenaTcTBuiA paguyc oxeata: 2.4 'y, — 8o 100 m, STy — go 60 m.

B Tabnvue 4 npuBeneHbl Npu6/IM3nTeNIbHbIe 3HAYEHUS 3aTyXaHus.

Tabnuua 4 — 3HayeHus 3artyxaHus

Matepuan N3meHeHue ypoBHSA curHana, gb
24T1Ty, 50Ty
OprcTekno -0,3 -0,9
Kupnny -4,5 -14,6
Crtekno -0,5 -1,7
fmncokapToH -0,5 -0,8
acn 1,6 -1,9
daHepa -1,9 -1,8
LLUTykaTypka ¢ MeTanIN4YeCcKom CETKOM -14,8 -13,2
LLlnako6nok -7 -11
MeTas. pewieTtka (auelika 13*6mm, meTann -21 -13

2MMm)

3.4 BbI6b0Op KaHa10B COCEACTBYHOLNX TOYEK

Bo nsbexaHve mexkaHasibHO MHTepdepeHLmn MexXay COCeACTBYOLMMM TOYKaMM AOCTyNna peKkoMeHayeTcs
YCTaHOBUTb HENEPEKpbIBAOLLMECS KaHasIbl.

KaHansi

2,402 Ty |<7 22 My, 4% 2,483 My,

PucyHok 3 — O6Lwasn guarpamma nepekpbITUa YacTOTHbIX KaHanoB B 2.4 Ty,
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PykoBOACTBO No akcniyatauum WEP-2L

Mpumep cxeMbl pacnpeaeneHnsa KaHaioB Mexay coceHMM ToukaMu B AvanasoHe 2.4 Ty, npu wuprHe
kaHana B 20 MI'y, npuBeaeH Ha pucyHke 4.

PucyHok 4 — CxeMa pacnpefesieHnsa KaHasioB Mexay CoceHVMN ToukaMu AoCcTyna B guanasoHe 2.4 Ty, npu
luMpuHe kaHana B 20 MIy,

AHaOINM4YHO PeKOMEeHyeTCs COXpaHATh AaHHbIli MeXaHU3M pacnpeaeneHnsi KaHasioB Npy PacrosioXeHUN
TOUeK Mexay aTaxamu (PUCYHOK 5).

{15
~ =
ED eSS

S 1 XA
PucyHok 5 — Cxema pacnpefeneHusi KaHa/loB Mexay COCeAHUMMN TOUKaMU AOCTYNa, PacrosIOKEHHbIMU MeXay

ATaKamMun

Mpwn ncnonb3oBaHUK WMPUHbLI KaHana 40 MMy, B gnanasoHe 2.4 Ty, HET HenepeKpbIBAKOLLMXCA KaHaoB. B
TaKux criyyasix CTOUT BblGMpaTb MakCYMasIbHO OTAA/IEHHbIE APYr OT ApYyra KaHasbl.

5170 5330 5490 Weather 5730 5735 5835
MHz MHz MHz Radar MHz MHz MHz
IEEEChannel# |8 S IFDBES D] S-SR RE R IT2228
| I I

ZUMHZIHZU\IUVVV‘J VVVVVVVVVVVY SV VY
sovmizof VN VY Y
B{JMHz:J \/ \ ' \/ \ !

=
]

\
160 Mhz [ A i
Examples of [T [
non-contiguous
VHTB0+80 MHz L\ [

setup
R EEEEE

PucyHok 6 — KaHasbl, ucnonb3yemble B gnanasoHe 5 'y npu wupuHe kaHana 20, 40, 80 MI'y,
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PykoBozacTBO no akcnyataunm WEP-2L

4 YctaHoBka WEP-2L

YCTPOICTBO MOXET ObITb YCTAHOB/IEHO HA M/IOCKOI NOBEPXHOCTM (CTEHA, NOTO0K) NpU cobBN0AEHUN
WHCTPYKLMIA NO TEXHUKE 6E30MaCHOCTU U PeKOMEHAALMN, NPUBEAEHHbIX BbILLE.
B KOMNNIEKT NOCTaBKM BXOAUT KPENEX A/15 YCTAHOBKM YCTPOICTBA Ha M/I0CKYH NOBEPXHOCTb.

4.1 TopAafoK KpenseHnsa Ha CTeHY

1. 3akpenuTe NI1acTUKOBbIV KPOHLITEH (BXOAUT B KOMIM/IEKT NOCTaBKM) HA CTeHe. Mpumep pacrnosiokeHus
M1aCTUKOBOIO KPOHLUTEiHA NOKa3aH Ha PUCYHKe 7.

CTeHa

NNacTUKOBbI KPOHLITENH

PucyHok 7 — KpenneHue KpoHLWTeNHa Ha CTeHe

* MNpw ycTaHOBKe KPOHLUTEHA NPONyCcTUTE NPOBOAA B COOTBETCTBYIOLLME Ma3bl HA KPOHLUTEHe
(pucyHoK 7).

+ CoBMecCTUTE TpU OTBEPCTMS AJ1s1 BUHTOB HA KPOHLUTEHE C TaKMMK e OTBEepPCTUSIMU Ha
MoBepPXHOCTH. C NMOMOLLbI0 OTBEPTKM MPUKPENUTE KPOHLLTENH BUHTAMM K MOBEPXHOCTMW.

2. YcTaHoBWTE YCTPOICTBO. Cxema npmBefeHa Ha puCyHke 8.

KPOHLUTENH

YCTPOWCTBO

PucyHok 8 — YcTaHoBKa ycTpoiicTea (BUf cnepean)

* MopxnounTe Kabenun K COOTBETCTBYIOLLMM pasbeMam ycTpoicTea. OnvcaHve pa3bemMoB
npueeneHo B pasgene 2.4 KOHCTPYKTMBHOE UCTIOMHEHNE.,

+ COBMeCTUTE YCTPOMCTBO C KPOHLUTEMHOM 1 3athuKCupyiiTe NosioxeHne, noBopaymsasi No 4acoBoW
CTpeske.
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PykoBoacTso no akcnayatauum WEP-2L

4.2 TopAagok kpensieHna Ha oanbLlUnoToNokK

© He pekomeHyeTcsi pasMellieHne CO BHYTPEHHEH CTOPOHbI (hasibLUMNOTO/KA, TaK Kak MeTas/Iueckuii
Kapkac Bbl3blBaeT MHOI0/ly4eBOE PacnpOCTPaHEHME CUTHasIa U ero 3aTyxaHue npu NPoXoXAeHUM
uepes peLLEeTKY Kapkaca habLUNoTo KA.

1 — MeTa/IIMYecKunii KPOHLITENH; 2 — naHenb APMCTPOHT; 3 — N/IACTUKOBBIV KPOHLITEIH; 4 — YCTPOIACTBO.
PucyHok 9 — MoHTaXx yCTpoiicTBa Ha (pasibLUMOTOMOK

1. 3akpenute MeTasl/IMYeckuii U NNacTUKOBBIA KPOHLLTERHbI HA NOTOsIKE (PUCYHOK 9).
+ CoeauHUTe NNACTUKOBLIN KPOHLWTENH (3) Ha thanblunoTosike ¢ meTanauyeckum (1) B cneayouem
nopsiake: MeTaul/IMYeCKniA KPOHLUTENH -> NaHeslb APMCTPOHT -> N1aCTUKOBbIV KPOHLUTENH.
* B naHenun ApMCTPOHT NpopexesTe OTBEPCTHE pa3smMepoM C OTBEPCTUE METa/I/INYECKOrO
KpoHLTeliHa. Yepes AaHHOe 0TBepCTME 3aBOAATCSA NpoBoAa.
+ CoBMecCTUTe OTBEPCTUSA HA META/IIMYECKOM KPOHLUTENHE, NnaHenn APpMCTPOHT 1 N/1aCTUKOBOM
KpoHLUITeliHe. [lanee COBMeECTUTE TPU OTBEPCTUS 4711 BUHTOB Ha NAACTUKOBOM KPOHLUTENHE C
TaKMMU XXe OTBEPCTUAMU Ha METa/I/IMYECKOM KpoHLUTeliHe. C NOMOLLbI0 OTBEPTKM coeanHuTe
KPOHLUTEiHbI BUHTaMW.
2. YcTaHOBUTE YCTPOWCTBO.
* MNogknounte Kabenu Kk COOTBETCTBYHOLLMM pa3bemam ycTpoincTea. OnucaHne pasbLeMoB
npueeneHo B pasgene 2.4 KOHCTPYKTMBHOE UCTIOMHEHNE.
+ CoBMeCTUTe YCTPOIMCTBO C NIACTUKOBLIM KPOHLUTEHOM ¥ 3adhMKCUPYATE NOMOXEHME,
noBopaymBas yCTPONCTBO NO YaCOBOW CTpeSiKe.

4.3 TopsiioK CHATUA YCTPOMCTBA C KPOHLUTEHA
[ns cHATWA yCTpOICTBA C KPOHLUTEHA:

1. MNoBepHUTE YCTPOINCTBO NPOTUB YaCOBOW CTPESKM (PUCYHOK 7).
2. CHuMUTE YyCTPOICTBO.
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PykoBoacTso no akcnayatauum WEP-2L

S5 YnpaBreHune yCTpOMCTBOM Yepe3 web-uHtepdpeiic

5.1 Hauano pa6otsbl
[nsa Hayana paboTbl HY)XHO NOAKIOUNTLCS K YCTPOUCTBY no uHtepdgeincy WAN yepes web-6paysep:
1. OTkpoliTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BeeauTte B agpecHoli cTpoke bpaysepa IP-agpec ycTpoiicTea.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka nogcetut: 255.255.255.0. Mo ymonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeHnn yCTPOoCTBa B OKHE Gpay3epa 0To6pasuTCsi CTpaHuLa ¢ 3anpocoM VMEHN
nonb3oBaTesnsi U Napons.

WEP-2L

3. BeeanTe umsi nonb3oBaresisi B CTpoke «BBeauTe NOrvH» U Naposib B CTPOKe «BBeanTe naposiby.

© 3aBopckue ycTaHOBKU: NOTMH — admin, naposnb — password.

4. HaxxmuTe KHOMKy «BoinTn». B OkHe Gpay3epa OTKPOETCSH MEHIO MOHUTOPUHIA COCTOSIHMSA YCTPOMCTBA.

gbe (TEX WEP-2L

MoHuTOpUHE Radio VAP WDS CeteBble HacTpoWiku BHeluHWe cepBuchl Cucrema ru (BBbIXOL)
Wi-Fi knueHTb Wspenuwe  WEP-2L
AnnapaTHas Bepcus 2v2
WDS

3aBoackon MAC-agpec E8:28:C1:F7:80:70
Cratuctuka no Tpaduky
CepuiiHbIi Homep WP23002569

CkaHupoBsaHue acupa Bepewa M0

HKypHan cobbiTun PesepsHas sepcus MO

Bepcusa sarpysunka
CeTeBasi UHchopmaumns P Py

CvictemMHoe Bpems 24.11.2021 13:03:34
WHdcpopmaums o
paaviouHTepdeiicax Bpema paboTbl 0 aH, 00:26:35

< OGHoBUTL
VHdopmaums ob yeTponctee >
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PykoBoacTso no akcnayatauum WEP-2L

5. Mpun HEOGXOAMMOCTN MOXHO NEPEK/TUNTL A3bIK 0TOGpakeHMsa nHdopmMauun. Ans WEP-2L noctynHa
pycckas n aHrnuinckasa sepcusa web-nHtepdeiica.

ELTEX  WEP-2L

MOHUTOPUHE Radio VAP WDS CeTeBble HaCcTPOViKM BHelUHWe cepBuchl Cucrema -~ (BbIXOA)
Wi-Fi kneHTbl Wapenve  WEP-2L
AnnapaTHasa Bepcusa 2v2
WDS

3asogckon MAC-agpec E8:28:C1:F7:80:70

CratucTuka no Tpadmky
CepuiiHbIi HoMep WP23002569

CkaHupoBsaHue acupa Bepcua MO

AKypHan cobbiTun PesepsHasi Bepcus M0

Bepcua 3arpys4nka
CeTeBas UHchopmau s P Py

CvicTeMHoe Bpems 24,11.2021 13:03:34
WHcpopmaums o
paanouHTepencax Bpems paboTbl 0 aH, 00:26:35

< O6HoBUTbL
WMHdbopmaums ob ycTpoictee >

5.2 MpuMeHeHue KoHurypauum n oTMeHa U3MeHeHui

1. MpUMeEHeHNe KOHUrypawumm

' [IpMMEHHTE

Mpn HaXKaTUM KHOMKMN 3arnyckaeTcs Npouecc coxpaHeHns koHdurypauum Bo flash-namatb
YCTPOICTBA N NPUMEHEHNE HOBbIX HACTPOEK. BCce HACTPOIKM BCTynaloT B cuy 6e3 nepesarpysku
yCTpOIicTBa.

B web-uHTepdpeiice Toukn AocTyna peannsoBaHa BrlyasibHasi MHAMKALMS TEKYLLLErO COCTOSIHUSA npoLiecca
nprMeHeHnst HacTpoek (Tabnuua 7).

Tabnuua 7 — BuayasibHasi MHAMKaLMS TEKYLLEro COCTOSIHMA npouecca NpUMEHEHUS HaCTPoekK
BHellHWiA BUA OnucaHne coCcToAHUSA

Mocne HaxaTnsa Ha KHOMNKY «[MpUMeHUTb» NPOMCXOANUT NpoLecc
NMPUMEHEHUS 1 3an1cu HacTPoeK B NamATb ycTpoincTea. O6 aTom

MHDOPMUPYET 3HAYOK [ B HA3BAHWM BK/IAMKM W Ha KHOMKE
«[MpUMEHNTL>.
O6 ycneLHOM COXpaHeHU 1 NPUMEHEHUM HACTPOEK MHADOPMUPYET

3Ha4yo0K v B HasBaHUW BK1aKW.

2. OTMeHa U3MeHeHum

. . X OTmeHa
KHOMKa 0TMeHbI U3SMEeHEHWn UMeeT crefyoLnii BUA;:
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PykoBozacTBO no akcnyataunm WEP-2L

© OtmMeHa n3MeHeHW NPON3BOANTCSA TOMBKO 10 HAXKATUA Ha KHOMKY «[IPUMEHNTL». Mpu HaxkaTum Ha
KHOMKY «[TPUMEHNTBL» N3MEHEHHbIE Ha CTPaHULLEe NapamMeTpbl OyayT 06HOBNEHbI HA TEKYLLME 3HAYEHNS,
3anuncaHHble B NaMAaTh yCTPONCTBa. MNocse HaxaTus Ha KHOMNKY «MpuMeHnTb» BO3BpaT K NpeablayLimm
HacTpoiikam 6yaeT HEBO3MOXEH.

5.3 OcHoBHble an1eMeHTbl web-nHTepdelica

Ha pucyHKe HUXe npeacTaBneHbl 31EMEHTbI HaBurauuy web-nHtepdeiica.

LTEX  WEP-2L

MoHUTOPUHT Radio VAP WD$S CeTeBble HAaCTROKM BHeluHue cepBuchbl Cucrema -

Wi-Fi knineHTsi Wanenve WEP-2L

AnnapaTHas Bepcus 2v2
WDS

3asopckoit MAC-agpec E8:28:C1:F7:80:70
CratucTviKa no Tpaduky
CepWuiHbIi HoMep WP23002569

CkaHupoBaHu1e acrpa Bepcusa MO

YXypHan cobbiTuit PeaepeHas Bepeus MO

- Bepcwa sarpysunka
CerteBas uHpopmaLus p 24

CucTtemHoe BpemMs 25.11.2021 06:42:47
VHdopmaums o

pagvonHTepdelicax Bpewms paBoTbl 0 oH, 18:05:47

Z O6HoBUTE
WHdopmauus ob yctpolictse >

© 000 "Mpednpusimue "Samekc", 2019 — 2021 Bepcus MO Bepcus WEB

OKHO No/b30BaTeNIbCKOTO HTepdielica pasaesieHo Ha NsATb 06/1acTeld:

1. Bknagku MeHo — Ans rpynnupoBKX NoAMeHt0 no kateropusim: MoHutopuHr, Radio, VAP, WDS,
CeTeBble HacTpoWiku, BHelwHue cepBucel, Cuctema.

2. Bbl6op A3blka UHTEPEeiica 1 KHomka «(BbIXxo)», NpeAHa3HaveHHas A5l 3aBepLUeHns ceaHca paboThbl B

web-nHTepdelice nog aHHbIM NoNb30BaTENEM.

Bknaaku nogmeHo — 4715 ynpas/ieHNA MOJIEM HACTPOeK.

Mone HacTpoek ycTpoincTBa — A4/ NPOCMOTPa AaHHbIX 1 KOHUrypaumu.

NHdopmauvoHHoe norse, otobpaxatoLlee sepcuio MO, yCTaHOB/IEHHYIO Ha YCTPOWCTBE.

arw

5.4 MeHI0 «MOHUTOPUHI»

B MeH0 «MOHUTOPUHI» OTOGPaXaeTCsl TeKyLLee COCTOSIHNE CUCTEMbI.

5.4.1 MoameHto «Wi-Fi KMMeHTbI»
B noameHto «Wi-Fi KnueHTbI» 0TOGpaXxaeTcsa nHopmMaunsi 0 COCTOSHUM NoAaktoveHHbIX Wi-Fi kineHToB.

NHdpopmaumsa No NoAaKAUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 171l TOro YTo6bl
06HOBUTb UHCOPMALMIO HA CTPAHULE, HEOBXOAUMO HAXaTb HA KHOMKY «O6HOBUTb».
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MonuTopuHr Radio Al WDS CeTesble HACTPOiKkN BreuwHke cepancol Cncrema - BbIXON]

VIHEOpMaLUA 0B yeTpoiicTee Mogynauus MepepaHo nakeTor TIPUHSATO NakeToR

LTEX  WEP-2L

Wi-Fi KIMEHTBI > £ OGHOBUTH

WDS
Link Link Link Quality RSSI, SNR, TXBW, RX BW, Bpema
CrateTHKa no TRadbHRy Ne  Mmsa xocTa IP-agpec  MAC-appec MHTepcperic  Capacity Quality Common ABM .13 TxRate RxRate Mry Mry paGoTE!l

~ 1 HUAWEI_P40_Pro- 10248039 682a7ed4ff7d14 wani-vad 67 98 a7 -35/-47 12/13  VHT NSS2-MCS8 WHT NS52-MCS8 20 20 00:00:15

CKaHupoBaHHe 3pupa 81afe9casa 1733 156

KypHan cobeiTnit -
f Mepeaano / npiHATo Bcero, airT 60 080 / 36 756 Mepenaro ¢ ownGkanm, naketos 0

CeTesan HHpOPMALA Mepenaro / NPUHATO Bcero, NakeTos 211/ 242 TOBTOpS! NepeaUy 3a nocneHMii Nephoz, NakeTos 6
[T — Mepenaro / NPUHATO AaHHbix, 02T 54 438 / 30 368 OBlliee YHCNO NOBTOPOB Nepeaayh, nakeTos 10

pasnonHTepdeiicax Mepenaro / MpHATO AaHHbix, nakeTos 206 /203 CropocTb nepenati [ pvema, Kout/c 3820

OFDME 8 4% 24 10%
OFDM24 0 0% 20 &
NS$2-MCS4 27 13% 0 o
NS$2-MCS5 32 15% 0 0%
NS52-MCS6 28 13% 0 0
N$52-MCS7 17 8% 3 1
NS$2-MCS8 87 41% 194 80%

NS52-MCS9 12 6% 0 0%

Neo — HOMep NOAKIYEHHOrO YCTPOICTBA B CMMCKE.

Vimsi xocma — ceTeBoe MMs yCTpolicTBa.

IP-adpec — IP-agpec nogxknto4eHHOro yCcTponcTaa.

MAC-adpec — MAC-agpec nogxn4eHHOro ycTponcTaa.

ViHmepabelic — nHTepdelic Bzanmoaeictema WEP-2L ¢ noakitoYeHHbIM YCTPONCTBOM.

Link Capacity — napameTp, KOTopblii oTo6paxaeT athhekTUBHOCTb MCMO/b30BaHMs TOUKOW AocTyna
MOoAynsauMn Ha nepegady. PaccumTbiBaeTcst UICX04S U3 KONMYECTBA NAKETOB, NepefaHHbIX Ha KaXXaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hhmLUmeHToB. MakcumasibHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepeaatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 41 MakCMMa/ibHOTO Tuna nss,
noaZepXX1MBaemMoro KfmeHToM). MuHuManbHoe 3HaueHne — 2% (B cnyyae, Koraa naketbl nepegatorcsa Ha
moaynaumm nssTmes0 ans knveHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHMe napameTpa paccUnTbIBAETCS
3a nocnegHue 10 c.

Link Quality — napameTp, KOTOPbI OTOOPaXaeT COCTOSAHME JINHKA A0 KNNEHTA, pacCymTaHHbIl Ha
OCHOBaHMKN KO/IMYeCcTBa PETPaHCMUTOB MNakeToB, OTNPaB/eHHbIX K/IMEHTY. MakCcMMasibHOe 3HavYeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NONbITKK), MUHUMasIbHOE 3HadYeHre — 0% (Hu
OfIMH NakeT A0 KAMEeHTa He 6blN YCNeLIHO OTnpaB/ieH). 3HaueHe napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 c.

Link Quality Common — napameTp, KOTOPbI/i 0TO6paxaeT COCTOSAHME NINHKA A0 KIMEHTA, pacCyUTaHHbI
Ha OCHOBaHWM KONNYeCcTBa peTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KNNEHTY. MakcumanbHoe 3HayeHe
— 100% (Bce nepeaaHHble NakeTbl OTNPABUINCL C NEPBOIA NONbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN yCneLHo oTnpaB/ieH). 3HaueHe napaMeTpa paccunTbiBaeTcs 3a Bce
BPEMS NOAK/OUYEHUS KITMEeHTa.

RSSI — ypoBeHb NpvHMMaeMoro curHana, Abm.

SNR — oTHoLWeHue curHan/wym, ab.

TxRate — kaHanbHasa CKOpOCTb nepegayu, Méut/c.

RxRate — kaHasibHasA CKOpOCTb nNpuema, Méut/c.

Tx BW — nonoca nponyckaHus Ha nepegade, My,

Rx BW — nonoca nponyckaHus Ha npueme, My,

Bpewmsi pabomsbi — Bpems coeanHeHns ¢ Wi-Fi knneHTom.

[ns BbiBoZA 60/1€€ pa3BepHyToil MHd)opMaLMK MO OnpeaesieHHOMY KIIMEeHTY BbiGepuTe ero B Crmcke.
Moapo6Hoe onucaHue BKOYAET B cebsl crneaytoLme napaMmeTpbl:

lMepedaHo/npuHsIMo Bce2o, 6alim — KONMYECTBO NepeaHHbIX/NPUHATLIX Ha NOAK/IHYEHHOE YCTPOCTBO
6alT;

lNepedaHo/npuHsIMOo BCE20, Nakemos — KONMMYEeCTBO NnepefaHHbIX/NPUHATLIX HA NOAK/IYEHHoe
YCTPOWCTBO MakKeToB.;
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* [NepedaHo/npuHIMOo 0aHHbIX, 6alim — KOMIMYECTBO NepefaHHbIX/MPUHATBLIX Ha NMOAK/TIYEHHOe

YCTPOWCTBO 6alT AaHHbIX;

+ [NepedaHo/npuHsIMOo 0aHHbIX, Makemos — KOIMYECTBO NepeAaHHbIX/NPUHATLIX Ha NOAK/THYEHHOE

YCTPOCTBO NaKETOB [IaHHbIX;

* lepedaHo ¢ owubkamu, Takemos — KONIMYECTBO NaKeTOB, NepeaHHbIX C OLIMGKaMK Ha NOAK/THUYEHHOE

YCTPOWCTBO;

+ [Mosmopbl nepedayu 3a nocsiedHuli Nepuod, nakemos — KONIMYeCTBO NOBTOPOB Nepeaayun Ha
noAK/t4YeHHoe ycTpoiicTBo 3a nocneatue 10 c;
+ Obwee yuc/10 NOBMOPOB nepedaydu, Nnakemos — KOIMYECTBO NOBTOPOB NEPeAayn Ha nofk/IHeHHoe

YCTPOIACTBO 3a BCE BpeMsi MoAK/Ioye

HUS;

+ Ckopocmb niepedadu/npuema, Kbum/c — akTyasnibHasi CKOpOCTb Nepegayun Tpadumka B HACTOALLMIA

MOMEHT BPpEMEHMN.

5.4.2 TMogmeHto «WDS»

B nogmeHto «WDS» BbiBOAUTCA MHbOPMALUA O COCTOSAHMM nogksitodeHHbIx no WDS Touek goctyna WEP-2L.

LTEX  WEP-2L

MoHUTOpHHT ~ Radic VAP~ WDS  CeTeBble HacTpOWKM  BHElIHWe CepBuCcel  CcTeMa

WI-FI KNHEHTBI i OBHoBMTL
wDs >

Ne MmmxocTa IP-agpec  MAC-agpec

CraTueTiKa no Tpagiky v 1 WEP2L 10.24.80.81 eB:28:c1:dach05 wian1

Craniposatine supa .
Mepenano / NpHHATO Bero, Gait

KypHan coObiTuit Mepenano / NPHHATO BCETO, NakeTos
CeTesan MHMOPMALMA TMepenano / NPHHATO A@HHbIX, GalHT
MepenaHo / PUHATO AaHHGIX, NaKETOB
Uncpapuauys o
panuouHTeppeiicax
. - . DSss2
VIHGOpMALKS 08 yCTRoiicTBE
OFDMé
OFDM24
OFDM36
OFDM4

OFDM54

WHTepcpeiic  Link Capacity

Mogynsus

90 (not changed) 100

53934 606 / 4 938 701
158090 /21 433

48384 767/ 2 366 142

150 161/ 13 564

Mepenako naketos
2

7929

5

114

3311

146710

99

I

Link Quality ~ Link Quality Common  RSSI, ABM SNR,AB TxRate

53/-61 19/19

Mepenato ¢ ownBkanm, nakeTos

MoBTopbI Nepeaah 3a NocneaHmii nepmo, nakeTos

OBLijee 4HCNO NOBTOPOB NEPEAaHH, NaKeTos

CKOOCTS Niepefiadn / npiena, Koutic

MpUHATO NakeToR

0
7936

0%
37%

RxRate

OFDM 54 VHT NSS2-MCS6 117 20 20

TXBW, MMy RXBW, MMy Bpems pagorsl

11:03:15

)
)
2681

3/0

NSS1-MCS4
NSS1-MCS7
NS§52-MCS0
NSS2-MCS1
NSS$2-MCS2

NSS52-MCS3

[
[}
0
[
15 0%
0
[
1
1
0
1

© o o © o o
S 83 8 3 8 8 8
r
=

NSS52-MCS4

Ne — HOMep NOAK/TIOYEHHOIO YCTPOICTBA B CMUCKE.

Vimsi xocma — ceTeBoOe UMS yCTpoincTBa.

IP-adpec — IP-agpec nogknto4eHHOro ycTponcTaa.

MAC-adpec — MAC-agpec nogxIt4eHHOro ycTponcTaa.

Viumepgpelic — nHtepdpeiic B3anmogeiictema WEP-2L ¢ nogknto4eHHbIM YyCTPONCTBOM.

Link Capacity — napameTp, KOTOpbIi OTO6paxaeT a(pPeKTUBHOCTL UCMO/Ib30BaHUS TOUYKOM [OCTYNa
MOAyNALMN Ha nepegady. PaccumTbiBaeTcs UCXO4S U3 KONNMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOAY/SILUMKN [0 KMEHTA, N NMOHMKatoLWMX KoaddmumeHToB. MakcMansHoe 3HadeHme — 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 K/IMEHTa Ha MakCUMasibHOM MOAYNALMN 019 MakCMMa/lbHOTO Tuna nss,
NoALEPXXMBAEMOTO KIMEHTOM). MUHUMaNIbHOE 3HaueHne — 2% (B cnyyae, Korga naketbl NepefatoTcs Ha
moaynsiummn nss1mes0 ans knveHTa ¢ nogaepxkoii MIMO 3x3). 3HaueHne napameTpa paccymTbiBaeTcs
3a nocnegHue 10 c.

Link Quality — napameTp, KOTOpbIA 0OTOGpaXKaeT COCTOSHNE JIMHKA A0 K/IMEeHTa, pacCUMTaHHbIN Ha
OCHOBaHWM KO/IM4yecTBa PETPAHCMUTOB NaKeToB, OTNPAaB/IEHHbIX K/IMEHTY. MakcuMa/ibHOoe 3HaveHve —
100% (Bce nepepaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbLITKK), MUHUMasIbHOE 3HadYeHre — 0% (Hu
OfVH NakeT A0 KMEHTA He Obl YCNELIHO OTnpaB/ieH). 3Ha4YeHWe NapaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 c.
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Link Quality Common — napameTp, KOTOPbIi 0TO6paxaeT COCTOAHME NINHKA A0 K/IMEHTa, pacCyYUTaHHbI
Ha OCHOBaHWW KOINYECTBa PETPaHCMUTOB NakKeToB, OTMNPAaBNEHHbIX KNWEHTY. MakcMManbHOe 3HayeHne
— 100% (Bce nepefaHHble NaKeTbl OTNPABUINCH C NEPBOIA NOMbITKM), MUHUMaIbHOE 3HaveHne — 0% (Hu
OfMH NakeT A0 KNMEeHTa He 6blN YCNeLHO oTnpaB/ieH). 3Ha4YeHe napaMeTpa paccunTbiBaeTcs 3a BCe
BPeMS MOAKNIOYEHUS KITUEHTA.

RSSI — ypoBeHb NpvHMMaeMoro curHana, Abm.

SNR — oTHOLLEeHWe curHan/wym, ab.

TxRate — kaHa/IbHasa CKOPOCTL nepegayu, Méout/c.

RxRate — kaHanbHasi CKOPOCTb Npuema, Méut/c.

TX BW — nonoca nponyckaHusa Ha nepegade, My,

RX BW — nonoca nponyckaHus Ha npueme, My,

Bpems pabombl — BpeMs COeANHEHUSA.

[Ons BbiBOAa 6onee pasBepHyTO MHChOPMALMK MO OnpeseneHHOMY NOAK/IUYEHUIO BbIGEPUTE €0 B CINCKE.
Mofpo6HOe onucaHve BKKYAET B cebsl criefytoLlime napameTpsbl:

5.4.3

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX HA NOAK/IHYEHHOe
YCTPOWCTBO NaKeToB;

lNepedaHo/npuHAMo 0aHHbIX, 6alim — KONMYEeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWCTBO 6alT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO nepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KO/IMYECTBO NakeToB, NepefaHHbIX C OLMOKaMu Ha NoAK/IYEHHOe
YCTPOWCTB;

lMosmopsbi nepedayu 3a rnocsaedHull Nepuoo, nakemos — KONNYeCTBO NOBTOPOB Nepefayn Ha
NOAKMOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KOMYeCTBO NOBTOPOB Nepesayn Ha NoAK/IYEeHHoe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb nepedadu/npuema, Kbum/c — akTyasibHasi CKOPOCTb Nepegayun Tpadurka B HACTOALLMWIA
MOMEHT BPEMEHW.

MoameHto «CTaTnucTrka no Tpagouky»

B pasgene «CTtaTtucTuka no Tpacmky» otoGpaxkatoTcs rpaduky CKOpoCcTU nepefaHHoro/noy4YeHHoro
Tpadmka 3a nocregHe 3 MUHYTbI, & TaKKe CTaTMCTUKA O KO/IMYecTBe NepeaaHHoro/nony4eHHoro Tpaguka ¢
MOMEHTA BK/IOUEHNS TOUKM JOCTYynNa.

padmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHve 3 MUHyThl. [padvk aBToMaTnyeckn 06HOBNSETCA Kakable 6 CEKYHA,

Mpacomkn WLANO n WLANT Tx/Rx nokasbiBaloT CKOPOCTb NepefaHHOoro/nonyyeHHoro tpaguka yepes Radio 2.4
'y, 1 Radio 5 'y, uHTEpdIeincbl TOUKM AOCTyna 3a nocnegHue 3 MUHyThbl. Fpaduk aBToMaTnyeckm
00HOBNAETCA Kaxable 6 CekyHU,
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Mosuropu

Urchopua.

ELTEX  WEP-2L

28
22
It
1
08

o

165414 165626 165436

Mepeaatio v

MputaTo

OnucaHue Tabnuupl «lepedaHo»:

* MiHmepgpelic — nmsa nHTepdeinca;
* Bceao nakemos — KO/IMYeCTBO YCNELUHO OTMNPaB/IEHHbIX NaKeTOB.;
+ Bcezo 6alim — KOM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

+ OmbpOoWeEHO nakemos — KONMYEeCTBO NakeToB, OTOPOLLUEHHbLIX NPY OTNPAaBKeE,;
* OWUubKU — KONNYECTBO OLLUNOOK.

MepenaHo v
WHTepdpeiic
LAN
WLANO
WLAN1
sit0
wian0-va0
wian0-val
wian0-va2
wian0-va3
wian0-wdso
wilan0-wds1

wian0-wds2

Bcero naketoB

536802

166440

1526773

9590

0

9533

9590

526878

162326

3542

572

Bcero Gaiir

76273371

75459723

1919981084

7833340

0

7506858

7871700

38498935

74288324

1013363

158036

OT16poleHo nakeToB
0
342218

360214

51546
147387

142992

Owwnbkn

140

390

57

136

123

OnucaHune Tabnuupl «[IpUHIMO»:

* ViIHmepdpelic — nmsa nHtepdelica;
* Bcez2o nakemos — KONM4ecTBO YCNELHO NPUHATLIX NaKeTOoB;

+ Bceeo 6alim — KONMYecTBO YCMNELHO NPUHATBLIX 6aliT;
* Om6pOoWEHO Nakemos — KOIMYECTBO NakeToB, OTOPOLLEHHbLIX NPV NOAYYEHUK;
* OWU6KU — KO/IMYECTBO OLLMOOK.
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[MpuHaATO v
WHTepherc
LAN
WLANO
WLAN1
sit0
wlan0-va0
wlan0-val
wlan0-va2
wlan0-va3
wlan0-wds0

wlan0-wds1

wlan0-wds2

Bcero nakeTos

1511794

28126

503232

15792

0

15863

15863

1494826

25767

1825

534

Bcero Gaiit

2008292333

4047853

61512505

997504

0

1065710

1002258

1928533222

3471328

477328

89197

OT6poLUeHO NaKkeToB

341

Owwnbkn

5.4.4 TMoameHto «CkaHnpoBaHune acpupa»

B nogmeHo «CkaHupoBaHue 3cupa» OCyLLECTB/ISAETCS CKAHMPOBaHME OKPYXXarLero paganoadgupa u
06HapyXeHne coceHNX TOYEeK AocTyna.

elrex

MoHWTOpUHT  Radio VAP

Wi-Fi KnMeHTb!

WDsS

CratucTika no Tpadiky
CkaHunpoBaHue acupa >
ypHan coBbITuit
Cetesas uHcopmaLus

WHcpopmaLns o
panvouHTepdhercax

VHcbopMaLIvs 06 YCTPOHACTBE

WEP-2L

WDS  CeTeBble HaCTpoKN

BHELLH1E GEPBUCDI Cucrema

MocnenHee CkaHNpoBaHKe ObIno 24.11.2021 13:14:28

OvanasoH
24Ty
24Ty
24Ty
24Ty
24Ty
24Ty
24Ty
24Ty
24Ty
24Ty
24Ty
24Ty
24Ty
24Ty
24Ty
24Ty

241TTy

ssiD

EltexWiFi

ci_cd_data10

Test LR2
Karandashev_Enterprise

test_001

_Test_FBT

Eltex VAP

WOP-2L_2.4GHz
eltex_ksiu_nosh

VK _portal
ESRAP1_of30_smart
Open_VK_switch
test_of30_enter

testnet
Shkaruba_opt82_vlan2408

Shkaruba_of30_enterprise

Pexim GesonacHocTu
Open

Open

WPAWPA2
WPA2_1X

Open

WPA2

Open

Open

Open

Open

Open

Open

Open
WPA_1X/WPA2_1X
Open

Open

WPA_1X/WPA2_1X

MAC-agpec
E0:D9:E3:49:D5:00
E4:5A:D4:F6:CD:B1
E8:28:C1:DA:EG:21
A8:F3:4B:B7:BC:DO
E0:D9:E3:4B:FB:30
A8:F3:4B:B7:BC:D1
E0:D9:E3:73:06:F0
A8:F9:4B:17:02:20
E4:5A:D4:E2:AT:F1
E0:D9:E3:70:94:11
E8:28:C1:DA:CE:81
A8:F3:4B:B0:2C:C7
E8:28:C1:DA:CE:83
A8:F3:4B:B0:2C:C5
A8:F9:4B:B0:2C:C8
A8:F3:4B:B0:2C:C3

A8:F9:4B:B0:2C:C4

Kawnan / Wupuxa
1/20
6/20
1/20
1/20
11/20
1/20
1/40L
11/20
11/20
1/20
6/20
11/20
6/20
11/20
11/20
11/20

11/20

-

RSSI, ABM
20
27
32
34
35
35
37
38
46
48
62
65
65
65
65
66

-66

(BbIXOM)

Mocne HaxaTusi Ha KHoMKy «CKaHMpoBaTb» npoLecc 6yaeT 3anyLleH. MNocne 3aBepLUEHNs CKaHUPOBaHUS

MOSIBUTCS CMMCOK 06HAPYXXEHHbIX TOUEK JOCTyNa M MHDOPMALIMS O HUX:

« [uana3oH — ykasblBaeTcsl AnanasoH 2.4 [Ty unm 5 [T, B KOTOPOM 6bl/ia 06HApYXeHa Touka A0CTyna;

+ SSID — SSID o6Hapy>XeHHOW TOUKMN AOCTYNa;

* Pexum 6e3onacHocmu — pexunm 6e30nacHOCTV 06HapPYXXEHHOM TOUKN AOCTYNa;
+ MAC-adpec — MAC-agpec 06Hapy>XeHHOIR TOYKN A0CTYNa;
* Kanasi/lLupuHa — pajuokaHa, Ha KOTopoM paboTaeT obHapyXeHHas Touka 40CTyna,;
* RSSI — ypoBEeHb, C KOTOPbIM YCTPOWCTBO NPUHUMAET CUTHaT 0GHAPY)XXEHHOM TOUKM A0CTYyna, ABM.

© O6parute BHUMaHME: BO BPEMSs OCYLLECTB/IEHUSA CKaHUPOBaHUA adivpa paamonHTepdeiic ycTpoiicTea

OyAeT OTK/OUYEH, UTO NPUBEET K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KnneHToB BO BpeMst

CKaHnpoBaHUA.




5.4.5 MoameHto «KypHan cobbITU»

PykoBozacTBO no akcnyataunm WEP-2L

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,
cofepxaluii cneaytoLLyo MHOPMaLH:

=LTEX

MoHUTOpUHT ~ Radio VAP

Wi-Fi knnenTsl

WDS

CraTucTuka no Tpachuky
CkaHvnpoBaHie achupa
HypHan cobbITui >
CeTeBan MHGopmMaumsa

Wrchopmauus o
pagvionHTepchencax

MHcbopmaLms of ycTporicTee

WEP-2L

WDS  CeTeBble HACTPOWKH

& O6HOBUTL i OumcTuts

Oata v BpemA

Nov 24
12:53:10

Nov 24
12:561:08

Nov 24
12:561:06

Jan 1 03:00:43
Jan 1 03:00:18
Jan 1 03:00:16
Jan 1 00:00:06
Jan 1 00:00:05

Jan 1 00:00:01

Tvn

daemon.info

daemon.info

daemon.info

daemon.info

daemon.info

daemon.info

daemon.info

daemon.info

daemon.info

BHeLUHWE CepBHCHI

Mpouecc

monitord[1184]

configd[1039]

configd[1039]

networkd[1092]
networkd[1092]
syslogd[1365]
init
configd[1039]

syslogd[1008]

Cucrema - (BbIxoa)

CoobuweHne

event: 'authenticated' mac: 82:A7:E4:FF:7D:14 ssid: 'WEP-2L_5GHZ' interface: wian1-va0 channel: 40 rssi-1: -41 rssi-2: -35 location: 'root' reason:
0 description: 'Successful'

The AP startup configuration was updated successfully by admin

The AP running configuration was updated successfully by admin

DHCP-client: Interface br0 obtained lease on 10.24.80.91
Networkd started

started: BusyBox v1.21.1

starting pid 1100, tty ": -/bin/login -t

The AP startup configuration was loaded successfully.

started: BusyBox v1.21.1

+ [ama u spemsi — Bpems, Korga cobbiTue 6b110 CreHepMpPOoBaHo;
+ Tun — KaTeropusi 1 ypoBeHb BaXKHOCTN COObLITUS;

* [poyecc — nms nNpougecca, CreHepMpoBaBLIEero CoobLeHne;

+ CoobuwjeHue — onucaHne coobITus.

Ta6nuua 7 — OnvcaHne KaTeropuii BaXKHOCTW COGbITWIA

YpoBeHb
0

a b WO N

o

Tvn BaXXHOCTM COOOLLEHNI OnucaHue

UpesBblyaiiHble (emergency)
CurHanbl Tpesoru (alert)

Kputunueckue (critical)

Own6ouHble (error)

Mpeaynpexaexust (warning)

YeegomneHus (notice)

B cucteme npowusoLuna Kputnyeckas oLmnobKa,
cuctemMma Moxet pa6OTaTb Henpasw/ibHO

Heo6xoayMo Hemea/ieHHoe BMeLlaTe/lbCTBO B
cuctemy

B cucteme npousolina Kputmyeckas owmoka
B cucteme nponsoLuna owwmbka
MpeaynpexaeHve, HeaBapuiiHoe CO06LLEeHne

YBefoM/IeH/e CUCTEMbI, HeaBapuiiHoe
coobLeHne

NHgopmaumoHHble (informational)  MHchopMaLMOHHbIE COOBLLEHNSI CUCTEMBI

OTtnagouHble (debug)

OTnafo4Hble COO6LLEHUSI NPEaOCTaBNSAIOT
nosib30BaTenNto MHOPMaLMIO AN KOPPEKTHOIA
HaCTPOVik1 CUCTEMBI

[ns nonyyYyeHns HOBbIX COOOLLEHUI B XXypHae COObITUIN HEOBXOAUMO HaxXaTb Ha KHOMKY «OBGHOBUTbLY.

Mpu Heo6XOANMOCTU BCE CTapble COOBLLEHUS 3 XYypPHAIA MOXHO YAA/IUTb, HAXaB Ha KHOMKY «OUNCTUTb.

25



5.4.6 lMogmeHto «CeTeBas MHGopMaLns»

PykoBozacTBO no akcnyataunm WEP-2L

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

(TEX

MornnTopuHr Radia VAP

Wi-Fi knueHTs!

wDS

CratucTika no Tpaduky
Ckauposame sbupa
MypHan cobbiuit
CeTesan nHgopMalHa >

Undpopmanyms o
panvonTepdeiicax

Whbopmauua ob ycTporcTee

WEP-2L

WDS  Ceresbie HacTpoiikm

Craryc WAN

Ethernet

ARP ~

MapupyTsl v

Ne

0

1

Brewnne cepencel Cucrema

VkTepapeiic
Mporokon
IP-agpec
Mputsto

Mepeaaro

Cocrosue nopra
Cropocts

Aynnexc

IP-anpec
10.24.80.40

1024801

Wntepdeiic

br0

br0

br0

DHCP

10.24.80 91

2257 MbawiT (236 671 502 baiiT)

1241 MBanT (130 152 270 6GaiT)

MAC-aapec
2CFDA15CEESE

EO:D9:E3ES8E140

Hasnavenme Wrios Macka
0000 10.24.80 1 0000

10.24.80.0 0000 2552552550

©naru

uG

(Bbix0n)

Cratyc WAN:

* MIhmepdpelic — nms bridge-nHtepdeliica;

* [Mpomoko/1 — NPOTOKO/, NCNosb3yemblid ansa goctyna k cetn WAN;
+ IP-adpec — IP-agpec ycTpoiicTBa BO BHELLHEN CETY;

+ [NpuHsIMOo — KoNN4ecTBO NpUHATLIX HAa WAN 6aiT;

+ lNepedaHo — KONMYEeCTBO NepeaaHHbIXx ¢ WAN 6alir.

Ethernet:

+ CocmosiHue nopma — cocTosiHue Ethernet-nopta;
+ CKopoCcmb — CKOpPOCTb MoAK/It4eHUs no nopty Ethernet;
« dynnekc — pexvum nepegayn faHHbIX:
* Full — nonHbIi aynnekxc;
+ Half — nonyaynnekc.

ARP

B ARP-Tabnuue cogepxntca nipopmaums o cootrsetctemm IP- 1 MAC-agpecoB coceiHNX CETEBbIX YCTPOWCTB:

+ IP-adpec — IP-agpec yCTpoOWcTBa;
+ MAC-adpec — MAC-agpec ycTpoiicTBa.

MapLipyThbl:

* MlHmepgpelic — nms bridge-nHtepdeiica.
+ HasHavyeHue — |P-agpec xocTa nnv NoAceT! Ha3HaYeHUs,, A0 KOTOPbIX YCTAHOBMEH MapLUPYT.

* Lmo3 — IP-aApec L33, Yepes KOTOpbIi OCYLLECTBNSETCS BbIXOA HA aapecara.

+ Macka — macka nofceTu.
* ®nazu — onpefeneHHble XapakTepPUCTVKM AaHHOTo MapLipyTa. CyLIecTBYHOT C/iefytoLime 3HaueHns

donaros:

+ U — yKasbIBaeT, YTO MapLLPyT CO3AaH 1 SIBNSIETCA NPOXOANMBIM.
+ H — ykasblBaeT Ha MapLUpyT K OnpeAeieHHOM Yy3ny.
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PykoBozacTBO no akcnyataunm WEP-2L

+ G — yKasbIBaeT, YTO MapLUpyT nposeraeT yepes BHeLHWI Wwo3. CeTeBON nHTepgelic cucTemMsl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre mapLupyTbl NPOXOAAT
yepes BHeLWHWe Wwo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C
NPAMbIM NOAK/THOYEHNEM.

* R — yka3blBaeT, 4To MapLupyT, CKopee Bcero, 6bl/1 co34aH AMHAMUYECKMM NPOTOKO/I0M
MapLupyTM3aumm, paboTaloLymM Ha NIOKasTbHOM cucTeme, nocpeacTBOM napameTpa reinstate.

+ D — yka3blBaeT, YTo MapLipyT 6b11 Ao6aB/eH B pe3ynbrare nosyyeHms coobeHms
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHns ICMP Redirect, mapLupyT BKkIo4aeTca B Tabnuuy MapLupyTm3auun, YTobbl UCKITHYNTD
nepeHanpasneHne a5 nocnefyowmnx NakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

+ M — yka3blBaeT, YTO MapLIpyT NoABePrcs N3MEeHEHU0, BEPOSATHO, B pe3y/ibTare paboThbl
AVHaMNYeCKOro NpoToKo/1a MapLUpyTM3aLnm Ha I0KaslbHON cucteMe 1 NpUMeHeHUs napamMerpa
mod.

+ A — yKasblBaeT Ha Oydpepr30BaHHbI MapLLpyT, KOTOPOMY COOTBETCTBYET 3anuchb B Tabnuue ARP.

+ C — yKasbIBaeT, YTO MCTOYHNKOM MapLUpyTa aBnseTca bydep MapLupyTusauum aapa.

* L — yka3blBaeT, YTO MyHKTOM Ha3HaYeHus mapLupyTa ABNSeTCa O4MH U3 afpecoB AaHHOro
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMmapLupyTusaumm.

* B — yKa3bIBaeT, YTO KOHEYHbIM MYHKTOM MapLupyTa AB/SETCA LWMPOKoBeLLaTe bHbIA agpec. Takve
«LLUMpPOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYHOT TONIbKO B Bydhepe MapLupyTM3auuun.

+ | — ykasbIBa€eT, YTO MapLpyT cBA3aH ¢ KonbLesbiM (loopback) nHtepdpelicom ¢ Lenbio MHONA,
HeXxenun obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe mapLupyTmU3aLmn.

+ I — yka3bIBaerT, UTo gelitarpaMMbl, Hanpasasemble No 3ToOMy agpecy, byayT oTBepraTbes
CUCTEMOM.

5.4.7 TMoameHto «MHGopmauusa o pagmonHTepgencax»

B nogmeHto «MHhopMaums o paguouHTepdeiicax» 0TOOpaXKEHO TeKyLee COCTOSHNE paavonHTepdencos
WEP-2L.

LTEX  WEP-2L

MOoHUTOPUHT Radio VAP WDS CeTeBble HaCTPOWNKU BHelwHve cepBuChl Cuctema ru - (BbIXOA)
Wi-Fi knvneHTbI Radio 2.4 TTy
WDS Crartyc BblkntodeHo

CratvicTika no Tpagbuky MAC-agpec E8:28:C1:F7:80:70

Pexunm |EEE 802.11b/g/n
CkaHupoBaHue achupa
Radio 5Ty
XKypHan cobbitui
Cratyc BkntoyeHo

CeTeBan UHdopMaumsa
MAC-agpec E8:28:C1:F7:80:75

MHdopmauwma o Pexum |IEEE 802.11a/nfac
paguouHTepdencax >
Kanan 40 (5200 MI'y)

n 6 n
Hebopmauya 0B yeTpoiicTae LUnpuHa kaHana, My, 20

PagnounHTepdenchbl TOUKM 4OCTYNa MOryT HAaXOAUTLCS B ABYX COCTOSAHUAX: «BKIOUEHO» N «BbIKNHOUYEHO.
CraTtyc Kaxaoro 13 pagmonHtepgencos oTpaxkaeTcs B O4AHOMMEHHOM napameTpe «CTtaTyc».

Cratyc Radio 3aBUCUT OT TOrO, €CTb /I HA JaHHOM pagnonHTepderice BKNHOYEHHbIE BUPTYasibHbIE TOYKU
poctyna (VAP) unn WDS. B cnyyae, ecnv Ha pagunonHTepdpelice nmeetcs xoTs 6bl ogHa akTueHast VAP, Radio
6yaeT HaxoguTbCA B cTatyce «BK/IOUEHO», MHayYe — «BbIK/1to4eHO».
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PykoBozacTBO no akcnyataunm WEP-2L

B 3aBucmmMocTu oT cTatyca Radio Ans MOHUTOpUHra 4OCTynHa cneayouas nHpopmaums:
«BbIKNHOYEHOY:

+ Cmamyc — cOCTOsiHue pagunovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexum — pexuM paboTbl paguovHTepderica cornacHo ctaHgaptam IEEE 802.11.

«BKAHOYEHO»:

+ Cmamyc — cOCTOsiHUe pagunovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;

* Pexxum — pexxunm paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — HoMep 6ecrnpoBOAHOrO KaHasna, Ha KOTOPOM paboTaeT paavonHTepdec;

* LlupuHa kaHa/1a — WMpUHa No0Ckl YacToT KaHasa, Ha KOTOPOM paboTaeT paavouHTepdeiic.

5.4.8 MoameHto «MHGopmauusa 06 ycTporicTee»

B nogmeHto «MHhopMaums 06 ycTpoiicTBe» 0TOOPaXeHbl OCHOBHbIE XapakTtepucTunkm WEP-2L.

=LTEX  WEP-2L

MoHUTOpUHT Radio VAP WDS CeTeBble HAaCTPOMNKN BHeluHWe cepBuchl Cucrtema ru -~ (BbIxopa)

Wi-Fi knvneHTbi Wspnenve WEP-2L
AnnapaTHas Bepcus 2v2
WDS

3asopckont MAC-agpec E8:28:C1:F7:80:70
CratvcTuka no Tpagpmky
CepuiiHbIin Homep WP23002569

CkaHupoBaHve aduvpa Bepcua MO

XKypHan cobbitnin PesepsHas Bepcus MO

Bepcwusa sarpysquka
CeteBas uHchopmaums P Py

CurcTemHoe Bpemsi 24.11.2021 13:03:34
WHdopmaums o
paavonHTepdeiicax Bpems paboTbi 0 aH, 00:26:35

< OBHOBKTL
WHdhopmauus o6 ycTporicTee >

* M130e/iue — HaMMeHoBaHne MoLeNn YyCTPOUCTBa;

+ Annapammsasi sBepcusi — Bepcus annaparHoro obecneyeHnsi yCTponcTea,

+ 3asodckoli MAC-adpec — MAC-agpec WAN-uHTepdhelica ycTpoiCTBa, YCTaHOB/IEHHbIN 3aBOA0OM-
N3roToBUTENEM,

+ CepuliHbili HOMep — CEPUNHbBIA HOMEP YCTPOMUCTBA, YCTAHOB/EHHbI 3aBOA0OM-U3rOTOBUTENEM;

* Bepcusi O — Bepcus nporpammMHOro oéecrnevyeHns yCTpoucTea;

* PesepsHas sepcus 10O — npeapblayuias yctaHoBsieHHasa sepcus MO;

* Bepcusi 3a2py3quka — Bepcus nporpaMMHOro obecrneyeHuns 3arpysyvka ycTponcTsa;

+ CucmeMHoe BpeMs — TeKyLlue Bpems 1 Aara, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombl — BpeMs pab0oTbl C MOMEHTa NOCNeAHEro BK/IOYEHMSA NN Nepe3arpy3ku ycTponcTaa.
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PykoBozacTBO no akcnyataunm WEP-2L

5.5 MeHw «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

_LTEX  WEP-2L

MOHWUTOPUHI Radio VAP WDS CeTeBb

€ HAaCTPOHKK BHeLUHWE CEpBUCHI CucTema - (BbIX0M)

Radio 2.4 Ty > OBLwme
Radio 5 Ty PesuM IEEE 802.11b/g/n \

JonNonHUTENEHO ABTOMaTHYSCKMIA i
BbIOOp KaHana

CrpaHn4nTe CNUCOK Ld
KaHanos

LlinpuHa KaHana, My 20 v

MoOLHOCTE CMrHana, 16 v
aobm

KaHansHaa cKopocTs Auto v
nepenadu

[ononHnTensHo v

+ [IpUMEHHTL X OTmeHa

* Pexxum — pexum paboTbl nHTepdelica cornacHo cneayrowmm ctaHaaptam:
+ |IEEE 802.11b/g
+ IEEE 802.11b/g/n
+ |IEEE 802.11n

+ Asmomamudyeckuli BbI60p KaHasia — Npu yCTaHOB/IEHHOM doniare Touka 6yaeT aBToMaTrnyecku
BblOMpaTh HaMMeHee 3arpyXXeHHblin pagvokaHan onsa paéotbl Wi-Fi-uHtepdpeiica. Mpu cHaTom cnare
OTKpPbIBAETCH AOCTYN A1 YCTAHOBKM CTaTM4eckoro paboyero kaHana.

* KaHas — BblOOp KaHasa nepefayun faHHbIX.

+ O2paHuyumsb CrnucoK KaHasa08 — Npu yCTaHOB/IEHHOM chniare Toyka focTyna 6yaeTt Ucnosb3oBaTb
OrpaHnYeHHbI Nosb3oBarTesieM CUCOK KaHas10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnn donar HanpoTtne «OrpaHnYnTL CNMCOK KAHaU10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO To4ka focTtyna 6yaeTt Bblouparb pabounii KaHasl U3 BCeX AOCTYMHbIX KaHa10B JaHHOro
AnanasoHa 4YacToT. KaHasnbl gnanasoHa 2.4 'u; 1-13.

+ lupuHa kaHana, My — wmnpmnHa noaockl 4acToT KaHasla, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuvHuMaet 3HaveHunsa 20 n 40 MIu,.

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TOJIbKO NPY NPOMYCKHOM CNOCOBGHOCTU CTaTUYeCKn
3aZlaHHOro KaHana, pasHori 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOALLMM U3 ABYX KaHanos no 20
Mr U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tu ABa KaHana 20 MI'y, HasbiBatoT NePBUYHBIM U
BTOPWYHbIM KaHanamu. MNepBuYHbIA KaHas MCNO/b3YeTCs KNMeHTamu, KOTopble NoAAEPXMBAKOT TO/bKO
nonocy nponyckaHusa kaHana 20 My,
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PykoBozacTBO no akcnyataunm WEP-2L

+ Upper — nepBuYHbIM KaHasioM 6yaeT BepxHuii kaHau 20 My, B nonoce 40 MIy;
+ Lower — nepBuMYHbLIM KaHas1oM 6yAeT HWXHWUIA kaHan 20 MMy B nonoce 40 My,
* MowHocmb cueHasia, 0bM — perynmpoBka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet
3HayeHve ot 11 go 16 gbm.
+ KaHasibHasi ckopocmb repedaqu — OUKCPOBaHHas CKOPOCTb 6eCnpoBOAHON Nepefayn AaHHbIX,
onpegensiemas cneundukaumamu ctaHgaptos IEEE 802.11b/g/n.

© B cnyuae, ecnn B cnivicke «OrpaHnunTL CMIMCOK KaHAMOB» YKasaH HeJoCTYNHbIN A5 Bbi6opa KaHasl, OH

Oy4eT oTMeyeH cepbiM LBETOM. [11A Toro, 4To6bl HoBas KoHdurypauus obisia npMeHeHa Ha TOUKY
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHasTbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CNMCOK KaHaU10B» yKa3aHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NapameTp «LuprHa kaHanax, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxogauT cneayoLlee:

« ONS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAatOLLMIA 3HAYeHne Nno

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb «cepble» KaHasbl U3 CINCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMOKa «BBefeHHbIe AaHHble cogepxar
OLWNGKN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(PUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOMCXOANT MO NPUYMHE TOrO, YTO KaHasTbl, BblAENEHHbIE CEPLIM LIBETOM B
cnmcke «OrpaHMunTb CNMCOK KaHaI0B» He NOAX0AST Nog, onpeaeneHe «OCHOBHO kaHas» = Lower.

B pasgene «[,OoNo/IHUTENBHO» OCYLLECTBSETCS HACTPOMKA A0NO/THUTENbHbIX NapamMeTPoB paanouHTepdeiica
yCTpOWCTBa.

JONoONHUTENBHO v

KOpPOTKMIA 3aLUWTHLINA v
MHTEpEAN
STBC
Mepuon oTNpasku 100

cny#edHbIX
COODLUEHHUA, MC

[Mopor gparmeHTaLun 2348

Mopor RTS 2347

Arperaums r
KopoTkas npeamdyna r
Wernep v

Broadcast/Multicast,
nak/c

=]

Wi-Fi Multimedia Ld
(WIMM)

BKNtounTe QOS
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OBSS Coexistence — pexvuM aBTOMAaTMYEeCKOro yMeHbLUEHNS LWMPUHBI KaHauta Npu 3arpyXeHHoMm
paanoadgupe. MNpu ycTaHOBNEHHOM (hriare pexuM BK/IHOYEH.

Kopomkul 3awjumHbili uHmMepsas — NogAePXKKa YKOPOUEHHOTro 3alMTHOro nHTepeasia. Touka goctyna
nepeAaeT AaHHble, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
KNIMeHTaMu, KOTopble Takke NoALepXKMBatoT KOPOTKUI 3alMTHBIA NHTepBaU.

STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAaHNS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTU nepegayn AaHHbIX. MNose JOCTYNHO, TO/IbKO eCNN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica BknoyaeT B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKO/bKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO HE NepefaeT O4vH U
TOT )€ MOTOK AaHHbIX Yepe3 HECKOSIbKO aHTEHH.

lMepuod omnpasku c/yxebHbiX coobweHUl — Nnepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B acpupe. MNapameTp npuHumaet 3HadeHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc.

lNopoz chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHuMaeT 3HadeHus 256-2346, no
yMo4aHuio — 2346.

lMopoe RTS — ykasblBaeT 4y1C/0 GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET Y/YULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IM4ecTBe NOAKMHUYEHHbIX K/IMEHTOB, O4HAKO 3TO YMEHbLUaEeT 06LLYH0 NPOMYCKHYI0 CNOCOBHOCTb
6ecnpoBogHoli cetu. MNpuHMmaeT 3HadeHns 0—2347, no ymonyaHuo — 2347.

Aepezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU.

Kopomkasi npeambysia — ncnonb3oBaHWe KOPOTKOM npeambysibl nakeTa.

Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINO/HAETCS OrpaHnyeHne
nepegayv LMpoKoBeLWaTe/IbHOro/MynNbTUKACTOBOro Tpadimka no 6ecnpoBoAHON ceTu. JIuMnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhrka MOXHO yKa3aTb B NOSABMBLLEMCS OKHe (nak/c).

Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkn WMM (Wi-Fi Multimedia).

Bksroyums QoS — npu yCTaHOB/IEHHOM dh/iare AOCTyMHa HacTpolika yHKUMIA 06ecneyveHnst kKayectTsa
o6cnyxusanua (Quality of Service).
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Oyepeae AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) - - 1023 v 0

Data 2 (Best Effort)

()
&
-
o
(]
4
(=]

Data 1 (Buaeo) i 7 v 5 v 94

Data 0 (Fonoc) 1

()
-
|
A

47

Station EDCA Parameters
O4epeab AIFS cwMin cwMax TXOP Limit

Data 3 (QoH) 7 E 1023 v 0

Data 2 (Best Effort)

3 15 v 1023 v 0
Data 1 (Buaeo) 2 7 v 15 v 94
Data 0 (Fonoc) 9 3 v 7 v 47

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku AocTyna (Tpaduk nepefaeTcs oT TOUKM
A0CTYNa K KNMeHTy):

+ Ouepedb — npeponpeseneHHble ovepean 418 passiMyHoro poga Tpaduka:

+ Data 3 (PoH) — HU3KONpPUOPUTETHASA OYepe/b, BbiCOKasi NPOMyCckHasi CNOCO6HOCTb
(npnoputeTbl 802.1p: cs1, cs2).

« Data 2 (Best Effort) — cpeiHeNpropuTETHas oYepe/b, CPeAHsA NPornyckHas Croco6HOCTb U
3aZiepxka. B faHHyto ovepeb oTnpaBnseTca 60/1bLUNHCTBO TPaAULMOHHbIX IP-gaHHbIX
(npuoputeTbl 802.1p: cs0, cs3).

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS oYepefb, MUHMMasIbHbIE 3a4epXKn. B AaHHo
ouyepean aBTomaTnyeckn obpabarbiBalTCA BUAEOLAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npnoputeTbl 802.1p: cs4, cs5).

« Data 0 (l'osoc) — BbICOKONPUOPUTETHANA oYepeb, MUHUMa/IbHbIE 3aePXKn. B faHHOl
ouyepean aBTomMaTMyeckn obpabarbiBalTCA AaHHbIe, HyBCTBUTE/IbHbIE K BDEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (npuoputetbl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpemsa oxugaHusi Kagpos (dppeliMoB)
OaHHbIX, U3MepSeTcs B cnoTtax, NpUHUMaeT 3HavyeHns 1-255.

* cwMin — Hayas/IbHOE 3HaYeHne BpeMEHN OXnaaHus nepes noBTOPHOW OTNpaBKoW Kaapa,
3a4aeTcs B MUIINCEKYHAax, NpUHMMaeT 3Havenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTb 3HavyeHne cwMax.

* cwMax — MakcMMasibHOe 3HavYeHne BpeMeHN OXngaHus nepes noBTOPHOW OTNPaBKon kaapa,
3ajaeTcs B MUIINCEKYHAax, NpUHMMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMax AO/MKHO ObITb 60/bLUE 3Ha4YeHUst cwMin.
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+ TXOP Limit — napameTp UCNosb3yeTCsA TONbKO ANS AaHHbIX, epefaBaeMbIX OT CTaHLMN KIMeHTa
[10 TOYKM ocTyna. Bo3MOXHOCTb Nepefayn — MHTepBasl BDEMEHM, B MUIIMCEKYHAAX, Koraa
knueHTckas WME-cTaHums umeeT npasa UHMLMUPOBATL Nepegady AaHHbIX N0 6eCnpoBOAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnncekyHa,
« Station EDCA parameters — Tabnumua HacTpOeK NapamMeTpoB CTaHUMKW KnneHTa (Tpadmk nepegaercs ot
CTaHUMW KNIMeHTa Ao Touku gocTtyna). OnucaHve noneli Tabnuubl NPUBELEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapameTpoB pagnovHTepdelica
YCTPOWCTBa, paboTatoLlero B gnanasoHe 5 'y,

L TEX  WEP-2L

MOHHUTOPHHT Radio VAP WDS CeTeBble HACTPORKK BHeLHWe cepBuckl Cuctema - BBIXO[)

Radioc 2.4 Ty QObwme
Radio 5 'y Pexnm IEEE 802.11a/nfac v
DOononHuTensHO ABTOMaTHYECKWI BbIGOp s

KaHana

OrpaHW4MTE CIIMCOK |

KaHanos

LUMprHa kaHana, My 20 v
IMOLLHOCTE CUrHana, AbEm 19 v

KaHanbHas CKopocTb Auto v
nepefayn

OononHuTensHo v

* Pexxum — pexum paboTbl nHTepdelica cornacHo ctaHgapTam:
+ IEEE 802.11a
+ IEEE 802.11a/n
+ IEEE 802.11a/n/ac

« ABmomamu4eckull BbI60P KaHasia - Npy YyCTaHOBIEHHOM doiare Touka 6yaeT aBToMaTUYeckn
BblGMpaTb HaVIMeHee 3arpy>KeHHblii pagnokaHan ans pabotbl Wi-Fi nutepdpelica. Mpu cHAaTom thnare
OTKpbIBaAETCA AOCTYN A/19 YCTaHOBKMU CTaTUYeCcKoro paéoyero kaHana.

* KaHas — BblOOp KaHasa nepefayun faHHbIX.

+ Oz2paHuyums CrucoK KaHas108 — Mnpu yCTaHOB/IEHHOM dpiare Touka gocTtyna 6yaet ncnonb3oBatb
OrpaHMYeHHbIN Nosb30BaTeIeM CNUCOK KaHaoB 4715 paboTbl B aBTOMATM4eckoM pexunme Bbibopa
kaHana. Ecnv donar HanpoTtns «OrpaHnynTb CNIMCOK KAHaUT0B» He YCTaHOB/IEH UM B CMIMCKE OTCYTCTBYIOT
KaHasibl, TO ToYKa gocTyna 6yaeT BblbvpaTb paboumnii KaHan 13 BCcex AOCTYMHbIX KAHa/I0B AaHHOro
AnanasoHa 4yacTtoT. KaHanbl gnanasoHa 5 I'u; 36-64, 132-144, 149-165.

+ WupuHa kaHana, MMy — wmnpmnHa noaockl 4acToT KaHasla, Ha KOTOPOM paboTaeT Touka AoCTyna,
npuHumaeT 3HaveHus 20, 40 n 80 MIu.
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+ OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOOGHOCTU CTaTUYeCKn
3aflaHHOro kaHana, pasHoii 40 MI'y,. KaHan 40 MI'y, MOXHO cuMTaTb COCTOSLLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NEePBUYHBIM U
BTOPMYHbIM KaHanamu. MNMepBuYHbI KaHasl MCNOb3YeTCs KNMeHTamu, KOTopble NOoAAEPXKMBAIOT TO/IbKO
nosaocy nponyckaHnsa kaHana 20 M,

+ Upper — nepBuYHbIM KaHasioM 6yaeT BepxHuii kaHau 20 MITy, B nonoce 40 MIy;
+ Lower — nepBuMYHbLIM KaHas1oM 6yAeT HWXHUIA kaHan 20 MMy B nonoce 40 My,

* MowHocmb cueHasia, 0bM — perynmpoBka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet
3HayeHune ot 11 go 19 gbm.

* KaHasibHasi ckopocmb nepedaqu — OUKCpPOBaHHas CKOPOCTb 6eCnpoBOAHOM Nepefayn AaHHbIX,
onpegensemas cneundukaunsamm ctaHgapTos IEEE 802.11a/n/ac.

© B cnyuae, ecn B cnivicke «OrpaHnunTL CMIMCOK KaHAMOB» YKasaH HefoCTYNHbIN A5 Bbi6opa KaHaul, OH

Oy4eT oTMeyeH cepbiM LBETOM. [118 Toro, 4To6bl HoBas KoHdurypauus obisia npMeHeHa Ha TOUKY
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHM LIBETOM) KaHaslbl.
Mpumep. Ha Touke focTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, No yMmonvaHuio Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnyYmTb CNMCOK KaHaU10B» yKasaHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3meHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoauT cneayoLlee:

« ONS pefakTnpoBaHus OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAatOLLMIA 3HAYeHne no

ymonuaHuto «Upper»,
* KaHasbl 36 1 44 B cnvcke «OrpaHMYnTb CMUCOK KAHA/1I0B» MEHSAIOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb Napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb «cepble» KaHasbl U3 CNCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOMCXOANT MO NPUYMHE TOrO, YTO KaHasTbl, BbIAENEHHbIE CEPLIM LIBETOM B
cnmcke «OrpaHMunTb CNMCOK KaHaI0B» He NOAXOAAT Nog, onpeaeneHne «OCHOBHO kaHan» = Upper.

B pasgene «[LoNo/IHUTENBHO» OCYLLECTBSETCS HACTPOIKA A0NO/THUTENbHbIX NapamMeTPoOB paanonHTepdeiica
yCTpOWCTBa.

OononHWTeneHo v
Nonaep#xka DFS BrnioyeHo v
KOpOTKUiA 33LLMTHBIMA v
MHTepBan
STBC
Mepuon, oTNpaskk 100
cry#e0Hbix COoBLLEHNRA,
MC
Mopor gparMeHTaLmMm 2346
ropor RTS 2347
Arperauma v
KopoTkaa npeambyna v
LWenep
Broadcast/Multicast, nak/c
Wi-Fi Multimedia (WMM) v
Brno4uTe QOS
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OBSS Coexistence — pexvuM aBTOMAaTMYEeCKOro yMeHbLUEHNS LWMPUHBI KaHauta Npu 3arpyXeHHoMm
paanoadmpe. MNMpu ycTaHOB/IEHHOM do/iare peXxvm BK/THOYEH.
lModdepxxka DFS — mexaHn3M AMHaMM4YecKoro Bbibopa YacToTbl. TpebyeT oT 6ecnpoBOAHbIX YCTPONCTB
CKaHMpoBaTb paavoadmp 1 nsberaTb UCNOb30BaHUSA KaHas10B, COBNaZaoLLMX C KaHaslaMu, Ha KOTOPbIX
paboTalT paavonoKaumoHHble cuctemsl B 5 Ty, gnanasoHe:

* BbIK/1l04EHO — MexaHu3M Bblk/ItoveH. DFS-kaHasbl He f4OCTynNHbI 418 Bbibopa.

* BK/1O4EHO — MeXaHW3M BKJ/THOYEH.

* [MpuHyoumesibHO — MexaHu3M Bblk/toveH. DFS-kaHanbl 4OCTyNHbI 415 Bbl6opa.
Kopomkul 3awyumHbIli uHmMepsas1 — NOAAEPXKKA YKOPOYEHHOIO 3allMTHOIO HTepBasia. Touka gocTyna
nepeAaeT AaHHble, UICNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KNMeHTamu, KOTopble Takke NoALEPXKNBAOT KOPOTKNIA 3aLLMTHbIA MHTepBaJ.
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBAaHUS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTM nepegayn AaHHbIX. MNosie JOCTYNHO, TO/IbKO eCN BbIGPaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO HE NepefaeT O4vH U
TOT )€ MOTOK AaHHbIX Yepe3 HECKOSIbKO aHTEHH.
lMepuod omnpasku c/y»xebHbiXx coobweHUl — Nnepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaloTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumMaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc.
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256—2346, no
yMoO/4aHuio — 2346.
MMopoe RTS — ykasblBaeT 4y1C/0 GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaBboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli cetu. NpuHumaeT 3HadeHns 0—2347, no ymonyaHuo — 2347.
Aepezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU.
Kopomkasi npeambysia — ncnonb3oBaHWe KOPOTKOM npeambysibl nakeTa.
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hniare BbINOHAETCS OrpaHnyeHne
nepefayv LWMpPOKoBeLLaTeIbHOro/My/IbTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaknTe NMMAUT
AN LUMPOKOBELLATENBHOMO Tpadgvka B NOSIBUBLLEMCS OKHe (nak/c).
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia).
Bksroyums QoS — npun yCTaHOB/IEHHOM dh/iare AOCTyMHa HacTpolika yHKUMIA 06ecneyeHnst kKayectTsa
o6cnyxusaHua (Quality of Service).
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Oyepeae AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) 7 -

Data 2 (Best Effort)

[}
o
-
[+3]
[
-
o

Data 1 (Buaeo) ’ 7 5 94

Data 0 (Tonoc) 1

[
-
=
-

47

Station EDCA Parameters
Ovepeae AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) 7 -

Data 2 (Best Effort)

[}
[S1]
-
=1
=]
oo
-
o

Data 1 (Buaeo) 9 -

Data 0 (Tonoc) 2 3 v 7 v 47

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpadmk nepefaeTcs oT TOUKM
A0CTYNa K KNMEeHTY):

+ Oyepedb — npefonpefeneHHble ovepean AN pasMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KONpPUOPUTETHASA OYepe/b, BbiCOKas NPOMyckHasi CNOCO6HOCTb
(npnoputeTbl 802.1p: cs1, cs2).

« Data 2 (Best Effort) — cpeiHeNpropuTETHAs oYepe/b, CPeAHsA NPoMnyckHas Croco6HOCTb U
3a4epxka. B gaHHy0 ovepeb O0TnpaBiseTcs 60/bUNHCTBO TPAANLUMOHHBIX IP-aaHHbIX
(npnoputeTbl 802.1p: cs0, cs3).

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS oYepeb, MUHUMasIbHbIE 3aAePXKW. B AaHHO
ouyepeamn aBTOMaTnyeckm obpabatbiBalOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHM
(npnoputeTbl 802.1p: cs4, cs5).

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHAA ouepeb, MUHUMa/IbHbIE 3aePXKN. B faHHOl
ouyepeamn aBTOMaTnYeckn o6pabatbiBalOTCA AaHHbIe, YyBCTBUTE/bHbIE K BPEMEHW, Takne Kak
VolIP, notokoBoe Buaeo (npnoputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpema oxugaHusi Kagpos (ppeliMoB)
[aHHbIX, N3MepseTcs B cnotax, NpuH1UMaeT 3HaveHmsa 1-255.

* cwMin — HayaNbHOE 3HaYeHVe BPEMEHM OXMUAAHUA nepes NOBTOPHON OTNPaBKoOl Kaapa,
3afaeTcs B MUINUCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHre cwMin He MOXET npeBbilaTh 3Ha4YeHne cwMax.

+ cwMax — MaKkCMMasibHOe 3HaYeHne BpeMEHN OXnaaHUa nepes NoBTOPHON OTNPaBKOW kagpa,
3afaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax Ao/MKHO ObITb 60/bLUEe 3Ha4YeHUst cwMin.

+ TXOP Limit — napameTp MCNosb3yeTCA TONLKO ANS AaHHbIX, NepefaBaeMbIX OT CTaHLMN KIMeHTa
[0 TOYKKM gocTyna. Bo3MoXHOCTb Nnepegayn — UHTepBas BPEMEHW, B MUIJIMCEKYHAAX, Korga
knueHTckas WME-cTaHums umeeT npaBa UHMLMNPOBATL Nepegady AaHHbIX N0 6eCnpoBOAHON
cpefe K Touke A0CTyna, MakcuMasibHoe 3HavyeHne 65535 MunnncekyHa,

« Station EDCA parameters — Tabnumua HacTpoek napaMmeTpoB CTaHUMM KnneHTa (Tpadmk nepeaaercs ot
CTaHUMW KNMeHTa Ao Touku aocTtyna). OnucaHve noneli Tabnuubl NPUBEAEHO BbiLLE.
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,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpI/IMeHI/ITb». .U,I'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.5.3 MoameHto «JonoNHUTENBHO»

B nogmeH10 «LoNOMHUTENbHO» OCYLLECTBNAETCA HACTPOIKa AONOHUTE/bHBIX NapamMmeTpoB
paavonHTepencos ycTpocTea.

cLTEX WEP-2L

MOHHTOPHHT Radio VAP WDS CeTeBble HAaCTPOMKK BHELWHWE CEPBHCEI Cuctema - (BbiX0M)
Radio 2.4 TTy LOononH1TensLHO
Radio 5Ty MmoGansHas W30NAUWA

[ONONHUTENLHO >
° + MpumenuTs [ oy Ioe)

* [obasibHast u30/1s14usi — NPU YCTAHOB/IEHHOM dpniare BKOYAETCS U30/1LMS Tpadinka Mexay
KneHTamu pasHbix VAP 1 pasHbIx pagnovHTepdeiicos.

,ﬂ.flﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpI/IMeHI/ITb». .U,I'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.6 MeHo «VAP»

B paszene «VAP» BbINOHSAETCA HACTPOiika BUPTyasibHbIx Todek goctyna Wi-Fi (VAP).

5.6.1 MNMoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTo6paatoTcst HacTpoiikm Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5 Ty. MOXXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTYyanibHOW ToUkM B pasgenax VAPO-VAP3.

e\ TE WEP-2L
= -
MoHnTopuHr  Radie VAP WDS  CeTeBbie HAcTPOiliM  BHelhie cepevcel  CrcTema o !
CymmapHo > 24rTy
VAP BkniodeHo  Pexwm GesonacHocTH VLAN ID ssip Tpancnnposate $$ID Pexwm Band Steer  VLAN Trunk  GeneralMode  General VLANID  Msonaunn aGomeHTos
24rTy>
VAPO @ BriKniosEH0 @ 1184 WEP-2L_24GHz
5Ty

VAP BLIKIHO4EHO WEP-2L_2 4GHz-1

VAPO

VAP VAPZ BriKniosEH0 WEP-2L_24GHz-2

VAPZ -
VAP3 BIKTiouEHo WEP-2L_24GHz-3

VAP3
sy
VAP BKMiOYeHO  PeXWM Ge3sonacHocTH VLAN ID ssiD TpaHcrmMposaTe SSID  Pexwm Band Steer  VLAN Trunk  GeneralMode  General VLANID  M3ONAUMA aGOKEHTOB
VAPO @ Blkntodero ¥ 1164 WEP-2L_5GHz
VAP Buikniosero WEP-2L_5GHz-1
VAPZ BEIKNHHEHO WEP-2L_5GHz-2
VAP3 BriknioseHo WEP-2L_5GHz-3
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VAPO-VAP3 — nopsiAKOBbI HOMep BUPTYasIbHOM TOUKM AOCTyna.

Bk/1ro4eHO — npy yCTaHOB/IEHHOM ch/iare BUPTYyasibHasA TOUKa A0CTYyna BK/IIYEHa, MHavye — BbIK/II0YeHa.
Pexxum 6e3onacHocmu — TN WNGPOBaHKA AaHHbIX, ICNOb3YEeMbIl Ha BUPTYyasibHOM TOUKe AoCcTyna.
VLAN ID — Homep VLAN, c koToporo 6yaeTt cHuMaTbcs MeTka npu nepegade tpaduka Wi-Fi knvenTtam,
NOAKMOYEHHBIM K faHHoin VAP. MNpu npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbIN
Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npw oTkntodeHHOM pexume VLAN Trunk).
SSID — ums BUpTYyasibHON 6eCcnpoBOAHON CETU.

TpaHcuposams SSID — npun ycTaHOBNEHHOM thriare BKOYEHO BelaHune B adonp SSID, uHave —
BbIK/TIOYEHO.

Pexxum Band Steer — npu ycTaHOB/IEHHOM ch/iare akTBHO NPUOPUTETHOE NOAKOYEHME KveHTa K 5 Ty
cetn. Ans paboTbl hyHKUUN HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kKaxaoM pagnonHTepderice un
aKTMBMpOBaTb Ha HUX napameTp «Pexum Band Steer».

VLAN Trunk — npu yctaHOBNEHHOM chriare aboHeHTy nepeaaeTcs TermpoBaHHbIl Tpaduk.

General Mode — npu ycTaHOBNeHHOM chnare paspeLuaeTcs nepefada HeTermpoBaHHOro Tpadgmka
COBMECTHO C TErMpOoBaHHbIM (AOCTYNHO Npu BKAtoYeHHOM pexume VLAN Trunk).

General VLAN ID — c yka3aHHoro VLAN ID 6yaeT cHumatbcs MeTka 1 Tpadovk atoro VLAN npoiiget Ha
KnvneHTa 6e3 Tera. [MNpu npoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBelwwmBaTbcA MeTka General VLAN ID.

W3onayusi aboHeHmMos — Npy yCTaHOBMIEHHOM chiare BKKYeHa N301Auusa Tpadinka Mexay KnmeHtamm
B npefenax ogHoi VAP.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb

HaXKMUTE KHOMKY «[TpUMEHUTL». [INs OTMEHbI M3MEHEHWI HAXKMUTE KHOMKY «OTMeHay.

5.6.2 lMoameHto «VAP»

(TEX

MoHWTOPUHD Radio VAP

CymmapHo

24Ty~
VAPO >
VAP
VAP2

VAP3

5Ty ~
VAPO
VAP1
VAP2

VAP3

WEP-2L

WDS CeTeBble HACTPOWKK

OBLKMe HAaCTPOMKK

BrnioyeHo

VLAN ID

SSID
TpaHcnupoeats SSID
Pexunm Band Steer
VLAN Trunk

General Mode

General VLAN 1D

M3onAuua aboHeHTOR
Monaoepxka 802.11k/v
MpuoputeT

MaxkcumaneHoe
KONUYECTBO KIMEHTOB

MUHMMANEHBIA
YPOBEHE CUrHana

Pexwm Ge3onacHocTi

BHellIHWe cepBuch Cucrema

WEP-2L_2 4GHz

DSCP

-100

WPA/WPA2-Enterprise

v

- (BbIXO/)
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O6ume HaCcTpPOliKK

* Bk/1t0o4eHO — Mpu yCTaHOB/IEHHOM dofiare BUPTyaUibHasA TouKa AOCTyna BK/IKOYEH], MHAaYe — BbIK/TOYeHa.

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHumMaTbes MeTka npu nepegadve tpaduka Wi-Fi knventam,
NOAKMOYEHHBIM K faHHoin VAP. MNpu npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbI
Tpaduk oT kNneHToB ByaeT HaeelwmaTbes MeTka VLAN ID (npw oTkntoueHHOM pexume VLAN Trunk).

+ SSID — umsA BUPTYasibHON 6eCcnpoBOAHON CETU.

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chiare BKOYEHO BellaHune B adomp SSID, nHave —
BbIK/THOYEHO.

* Pexum Band Steer — npu ycTaHOB/IEHHOM ¢h1lare akTMBHO MPUOPUTETHOE NOAK/IOYEHMEe KnneHTa K 5 Ty,
cetn. Ans paboTbl hyHKUUN HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaoM pagvonHTepderice un
aKTMBMpOBaTb Ha HUX napameTp «Pexum Band Steer».

* VLAN Trunk — npv ycTaHoBNeHHOM chriare aboHeHTy nepegaercs TermpoBaHHbIli Tpaduk.

+ General Mode — npu ycTaHOBNeHHOM chniare paspeluaeTcs nepefada HeTerMpoBaHHOro Tpadmka
COBMECTHO C TErMpoBaHHbIM (AOCTYNHO Npu BkAtoYeHHOM pexume VLAN Trunk).

+ General VLAN ID — c ykazaHHoro VLAN ID 6ygeT cHumaTbea meTtka 1 Tpadmk atoro VLAN npoiiget Ha
KnveHTa 6e3 Tera. [Npu npoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBelwwmBaTbcA MeTka General VLAN ID.

* U3on1syus aboHEHMOB — NPV YyCTaHOBNEHHOM ch/iare BK/IIOYEHA N301AuuMA Tpadouka Mexay KnneHtamu
B npefenax ogHoi VAP.

* [Moddepxka 802.17k/v — BKNOUNTb NoaaepXky ctaHgapToB 802.11k/v Ha BUpTYyasibHOI TOYke gocTyna.

* [Mpuopumem - BbIGOP crnocoba npuopuTusaumnn. Onpeaenser nose, Ha 0CHOBaHUN KOTOPOro Tpaduk,
nepeparowmiica B pagunonHtepdelic, byaet pacnpegensatbcsa no oyepegam WMM:

+ DSCP — 6ypet aHanusnposatbcsa npuoputeT 13 nona DSCP 3aronoska IP-nakeTa;
+ 802.1p — 6yaeTt aHanu3unpoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
NnaxkeTos.

* MakcumasibHoe Ko/lu4ecmso K/IUeHMOos8 — MaKCMMasibHO A0MYyCTMMOE YMC0 NOAKNHYaeMbIX K
BMPTYas1bHOW CEeTU KIIMEHTOB;

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaU1a B ABM, H/XE KOTOPOro MPOUCXOAMUT OTK/TOYEeHMe
K/INEHTCKOro 060pyi0BaHNS OT BUPTYaslbHOMN CET.
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RADIUS

Homen

IP-agpec RADIUS
cepeepa

MopTt RADIUS cepeepa

Mapons RADIUS
cepeepa
Mcnons3oBare
AKKayHTUHI Yepea
RADIUS
Mcnons3ceats apyrue
HacTpoliku ang
aKKayHTWHIa

IP-agpec RADIUS
cepeepa ana
aKKayHTWHIa

Mopt RADIUS cepeepa
NNA akKayHTUHra
Mapons RADIUS
cepeepa anAa
AKKaYHTUHIa
Mepuoaudeckan
OTNPaEKa aKKayHTWHra

MHTepean oTnpaBku
AKKAYHTUHIa

root

192.168.0.1

1812

192.168.0.1

1813

600

* Pexum 6e3ornacHocmu — pexum 6e3onacHocTy gocTyna Kk 6ecnpoBogHOl ceTu:
* BbIK/THO4EHO — He UCNosb30BaTh WMdpoBaHne 418 nepefaydm gaHHblx. Touka gocTynHa ans
MOAK/THOYEHMA NHOOOT0 K/IMeHTa.
« WPA, WPA2, WPA/WPAZ2 — cnocobbl WwnpoBaHus, Npy Bbibope o4HOro n3 cnocobos 6yaet
[OCTyNHa cneayloLLan HacTponka:
* Koy WPA — kntoy/naporsib, HE06X0AMMbIA 418 NOAKIYEHUSA K BUPTYaslbHOWN TOUKe

JocTyna. [nvHa KoYva coctaBnsaeT ot 8 0o 63 cuMBONOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise — pexxum Wwn1dpoBaHUA kaHasia
6ecrnpoBOAHOl CBA3N, NPY KOTOPOM K/IMEHT aBTOPU3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [1151 HACTPOVKM faHHOTo pexrmMa 6e30nacHoCTy TpebyeTcs ykasarb napameTpbl
RADIUS-cepBepa. Takxe Tpebyetca ykasaTb Koy ansa RADIUS-cepsepa. MNpu BbiGOpe 04HOro 13

cnoco6oB 6yaeT AOCTyMHa cneayowas HacTpoka:
+ /lomeH — JOMeH nonb3oBarens;
IP-adpec RADIUS cepsepa — agpec RADIUS-cepBepa;
NMopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTOpbIil MICNOAb3yeTcs AN
ayTeHTudmkKaumm 1 aBTopmsaunm,
Maposib RADIUS cepsepa — naponb gns RADIUS-cepBepa, ncnonb3yemoro g/is
ayTeHTudmkKaumm 1 aBTopmsaunu,
Wcnonb3osamb akkayHmuHe 4epe3 RADIUS — npw yctaHOB/IEHHOM donare 6yayT
oTnpaBnAaATbLCA coobuieHnsa «Accounting» Ha RADIUS-cepsep;
Vicnonb3osamb opyaue HacmpoUKu 0/151 akkayHmMuHaa:
+ IP-adpec RADIUS cepsepa ds151 akkayHmuHz2a — agpec RADIUS-cepsepa,
NCMNOJb3yeMOro A1 aKKayHTUHTa;
+ laposb RADIUS cepsepa 0151 akkayHmuHza — naponb ana RADIUS-cepsepa,
NCMNOJb3yeMOro A1 aKKayHTUHTa;
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* Mopm RADIUS cepsepa 07151 akkayHmuHaa — NnopT, KOTOpPbIA 6yaeT ncnosb3oBaH A1 céopa
akkayHTuHra Ha RADIUS-cepsepe;
* [Nepuoduyeckasi omrnpaska akkayHmuHaa — BK/IIOUNTb NEPUOLAMNYECKYIO OTNPaBKy
coobueHnii «<Accounting» Ha RADIUS-cepBep. 3agatb nHTEpBas OTNPaBKu
COO0O6LLEHN MOXHO B Nnone «/IHTepBas OTNPaBKN akKayHTUHa.

MopTanbHas aBTopu3aums
BrNIO4NTL i
HaseaHwe BMpTyansHOro noprana default
Adpec Ana nepeHanpasneHna http://192.168.0.1:8080/eltex_portal/
RADIUS
Kcnons3oBatk akkayHTMHT Yepes RADIUS i
[omeH root
|P-appec RADIUS cepeepa AnA akkayHTWHA 192.168.0.1
MopT RADIUS cepsepa ANA aKKaYHTHHIA 1813
Mapons RADIUS cepsepa ANA KKAYHTUHIA | sseees @
Meproauyeckan oTNPaska aKKaYHTUHI
OrpaHu4eHus CKOpocTK
BrniounTh "
VAP Limit Down 0 KouT/C
VAP Limit Up 0 KOuTiC
STA Limit Down 0 KOuT/C

STA Limit Up 0 KOuT/C

[MNopTanbHaa aBTopu3aLIns

Mpu pexnmax 6eszonacHocTn: BoikiodeHo, WPA, WPA2, WPA/WPA2 Ha VAP focTtynHa HacTpoiika nopTasibHOM
aBTopM3auun.

BkntounTb — Npu ycTaHOBMIEHHOM dh/iare aBTopr3aums Nosb3oBartesnei B ceTU ByaeT Npon3BoANTLCA
nocpeacTBOM BMPTyaslbHOTO nopTana;

HasBaHue BMpTYyanbHOro nopTasia — UMsi BUPTYaslbHOro NopTasia, Ha KOTopblii ByAeT nepeHanpasieH
nosnb3oBaTesib NPU NOAKIKYEHUN K CETY;

AZpec Ana nepeHanpaBieHns — afpec BHELLHEro BUPTYaslbHOro nopTasia, Ha KoTopblid 6yaeTt
nepeHanpassieH Nosib3oBaTeslb NPU NOAKNOUYEHUN K CETH.

RADIUS

Ucnonb3osame akkayHmuHa 4epes RADIUS — npu ycTaHOBNEHHOM donare 6yayT OTnpaBnATbLCs
cooblueHns «Accounting» Ha RADIUS cepsep;

JomeH — AOMeH nosnb3oBartens;

IP-adpec RADIUS cepsepa 071 akkayHmuHzaa — agpec RADIUS-cepBepa, NCnosib3yemMoro ans
aKKayHTUHra,;

Mopm RADIUS cepsepa 07151 akkayHmuHaa — NopT, KOTOpbI 6yAeT MCNo/b30BaH A/1s1 cbopa akkayHTuHra
Ha RADIUS-cepsepe;

lMaposnb RADIUS cepsepa 07151 akkayHmuH2a — naposnb ana RADIUS-cepBepa, ucnosnb3yemoro asisi
aKKayHTUHra,;

lMepuoduyeckas omnpaska akkayHmuHa2a — BK/TOUYNUTb NepUoaNYecKyo OTNpaBky cO0OLLEeHUI
«Accounting» Ha RADIUS-cepBep. 3agaTb MHTEpPBasT OTNPaBKM COOBLLIEHNIA MOXHO B nose «HTepBan
OTMPaBKM akKayHTUHIa».
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OrpaHunyeHve cKkopocTu

*+ lNokaszame — aKTMBUPOBATL MOJie HACTPOEK,;

+ VAP Limit Down — orpaHuyeHne NponyckHOM CnoCcOBHOCTM B HaNpaB/IeHUN OT TOYKM A0CTyna Ao
K/TMEHTOB (B CYMME), NOAK/THUEHHbIX K faHHoli VAP, K6nT/c;

+ VAP Limit Up — orpaHuyeHve NponyckHOW CNoCOBHOCTM B HAnpaB/IEHUN OT K/IMEHTOB (B CyMME),
NOAK/MOYEHHbIX K gaHHon VAP, 0o Toukn goctyna, Kut/c;

+ STA Limit Down — orpaHuyeHune nponyckHoOW CNoCO6HOCTM B Hanpas/eHn OT TOUKM AocTyna Ao
K/TMEHTOB (KaXXA0ro B OTAE/bHOCTM), NOAKMOUEHHbIX K AaHHON VAP, Kout/c;

+ STA Limit Up — orpaHuyeHune nponyckHoi cnoco6HOCTM B HanpaBieHUN OT KIMEHTOB (KaXaoro B
OTAE/NbHOCTM), NOAKMOYEHHbIX K AaHHO VAP, no Toukn goctyna, K6ut/c.

,ﬂ.flﬂ BCTYMJ/ieHna B cuny HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.7 MeHw «<WDS»

B meHo «WDS» BbINoNHAETCA HacTpoiika 6ecnpoBoHbIXx MocToB Mexay WEP-2L.

© Mpu koHduryprposaHu WDS-coeuHeHNsi HeO6X0AMMO, UTOBbI Ha YCTPOMCTBAXx, KOTopble GyayT
coeanHATbCA No WDS, B HacTpoiikax paanonHTepdeiica 6b1/1M BblopaHbl OAUHAKOBbIA KaHas 1
LUIMPpUHA KaHana.

5.7.1 NoameHto «WDS»

=TEX WEP-2L

MoHutopHr  Radio VAP~ WDS  CeTeBble HacTpO#Ku BHeLLUHWE CEpBUCD Cuctema - BbIXO/)

WDS > 2.4T1Ty 51Ty
BrnoyeHo
Pexum Be3onacHoCTH WRAZ
Knrod WA e @

WHTepdeicel WDS

WMHTepdeiic MAC KaHaneHaA cKOPOCTE Nepedayun
wlan0-wds0 O Auto 27
wlan0-wds1 [ Auto v
wianQ-wds2 (] Auto ~
wianQ-wds3 O Auto v

+ [pUMEHHTL ® OTMeHa
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Bo Bknagkax «2.4 I'Tu» n «5 I'u» BbIGMpaeTcs pagmonHTepdgIenc ycTponcTea, Ha KOTOPOM HEOBX0AMMO
nocTpouTb 6ecnpoBOAHON MOCT.

* BK/104EHO — Npy YCTaHOB/IEHHOM (hiare pexxvMm 6ecnpoBOAHOI0 MOCTa BK/IOUEH, HAYe — BbIK/IHOUEH.
* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTtyna K 6ecnpoBogHOl ceTu:
* BbIk/1t04UMb — HE UCNONb30BaTh LWN(POBaHNE ANs nepesayn AaHHbIX;
+ WPA, WPA2 — cnocob wundpoBaHus, Npu Bbi6ope KOTOPOro byaet AoCTynHa cneaytoLas
HacTpoiika:
* Koy WPA — knio4/naponb, HE06X0AMMbI 47151 NOAKIYEHMS K BCTPEYHOW ToUKe AocTyna.
[nunHa kmoya coctasnset oT 8 0o 63 CMMBO/IOB.

* MlHmepdpetic — BbIGOP 1 BKNtoueHNe WDS-nHTepdpelica, Ha KOTOpom 6yAeT NOCTPOEH 6ECNPOBOAHOWA
MOCT.

* MAC — MAC-agpec pagnonHtepdieiica BCTPEYHOro YCTPOICTBA, A0 KOTOPOro HacTpamBaeTcs
6ecnposogHoii mocT. MAC-agpec pagnonHTepderica MOXHO NOCMOTPETL B web-nHTepdeiice
BCTPEYHOro YCTPOMCTBA BO BKNagke «MoHUTOPUHM»/«/IHthopmaums o paavonHTepdeincaxy. Ans
HacTpolikn WDS Ha Radio 2.4 'y, HyHO yka3biBaTb MAC-agpec Radio 2.4 T, BCTPEYHOro yCTponcTBa.
Hactpoiika WDS-nHTepdelica Ha Radio 5 'L, BbINONHAETCA aHa/10rMyHbIM 06pa3om —
ykasbiBaeTca MAC-agpec Radio 5 'L, BCTpeYHOro ycTpoicTea.

* KaHasibHasi ckopocmb repedaqu — OUKCPOBaHHas CKOPOCTb 6eCnpoBOAHOM Nepefayn AaHHbIX,
onpegensiemas cneundukauymamm ctaHgaptos IEEE 802.11. Ana kaxaoro nHtepdpeica Bbibrpaetcs
NHANBMAYANbHO.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.8 MeHo «CeTeBble HACTPOMNKN»

5.8.1 MoameHo «CnucTemMHas KoHduUrypaums»

L TEX  WEP-2L

IMOHUTOPHHT Radio VAP wDs CeTeBble HaCTPOHKN BHELLHWE CEpPBUCDHI Cuctema n- (BbIX00)

CUCTEMHAEA KOHMIypaLuus » MmA xocTa WEP-2L
Noctyn Feorpacuyeckuil AoMeH root
VLAN ynpasneHus Forwarding v
VLAN ID
MpoTokon Static v
Crarnyeckun IP 192.168.1.10
Ceteean Macka 255.2565.255.0
LLnto3
MepBryHBId DNS

BTopH4HbIA DNS

+ [pUMEHHTE X Otmena

* VIMs1 xocma — ceTeBOe MMS YCTPOWCTBa, 3a4aeTcs cTpoka 1-63 CMMBO/IOB: /TaTUHCKNE 3ar/1aBHble U
CTPOUHble BYKBbI, LMPbI, 3HAK Aedurc «-» (Aednc He MOXET ObiTb NOC/IEAHUM CUMBOJIOM B UMEHN);

+ leocpachuyeckuli 0oMeH — [OMEH y3na AepeBa yCTPONCTB cucTembl ynpasneHus EMS, B koTopom
pacnonaraetcs Toyka fOCTyna,

43



PykoBozacTBO no akcnyataunm WEP-2L

* VLAN ynpasneHus:.

* BebikoyeHo — VLAN ynpaBneHus He Ncnonb3yeTcs,;

+ Terminating — pexwum, npu koTopoM VLAN ynpaBneHns TepMUHMPYETCS Ha Touke aocTyna (B 3Tom
C/y4yae y K/IMeHTOB, MOAK/THYEHHbIX Yepes3 paanonHTepdeinc, HeT goctyna Ao gaHHoro VLAN. Mpu
HacTpoeHHOM Ha Touke goctyna WDS, gaHHbIi pexxum VLAN ynpasneHus He focTyneH a/is
BblGOpa.);

+ Forwarding — pexwuwm, npun kotopom VLAN ynpasneHus nepefaercs Takke B pagnonHTepdeinc
(npun cooTBeTcTBYtOLLEN HacTpoiike VAP).

* VLAN ID — vpgeHTudmkatop VLAN, ncnonb3dyemsblil on1s AocTyna K yCTPOUCTBY, NPUHUMAET 3HaYeHus 1-
4094;

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogknodeHune no Ethernet-
NHTepdpeicy yCTPOICTBa K CETU NpeaoCcTaB/eHns ycayr nposargepa:

+ DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w03 no
YMOJI4aHWUIO 1 Apyre napameTpbl, Heobxoanmble Ansa paboTtbl B ceTu, 6yayT nosny4veHsl ot DHCP-
cepBepa aBTOMaTUYECKY;

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxognMble napameTpbl Ha WAN-
nHTepdeinc HazHavarTcsa ctatmyecku. Mpu Beibope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
OOCTYMHLI cnegyrowme napamMmeTpsbl:

« Cmamuyeckul IP — IP-agpec WAN-uHTepgoeiica ycTpoicTea B ceTu npoBaiigepa;
+ Cemesasi Macka — Macka BHeLLHel noaceTy;
* Lmo3 — afpec, Ha KOTOpbI OTNpaBseTca NakeT, ec/v /19 Hero He HalijleH MapLupyT B
Tabnvue mapwpyTtnsaumy;
* lepsuyHbIli DNS, Bmopu4Hbili DNS — |IP-agpeca DNS-cepsepos. Ecnv agpeca DNS-cepBepoB He
HasHavaloTca aBTomartmyecku no npotokony DHCP, 3agalite nx Bpy4Hyo.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.8.2 TMoameHto «JocTyn»

B nogmeHto «40CcTyn» NPpon3BoOAUTCA HaCTpoiika focTyna K ycTpoicTBy nocpeactsom Web-uHtepdeiica,
Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTporcTBy Yepes web-uHtepdelic no npotokony HTTP yctaHoBuTe chnar
HanpoTue «WEB». B NosiBMBLUEMCS] OKHE eCTb BO3MOXHOCTb NOMeHsiTb HTTP-nopT (no ymonyaxuio 80).
[nanas3oH 4onycTUMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTaHOB/IEHHOIO NoO ymonyaHuto, ¢ 1025 no 65535
BK/THOUUTESBHO.

+ [nAa BKNOYeHUA aocTyna K ycTpoiicTBy vyepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMosnyaHuto 443). inanasoH AonyCTUMbIX 3HAUYEHUIA MOPTOB, MOMVMO YCTAHOB/IEHHOTO MO YMOJTYaHWIo, C
1025 no 65535 BKNHOUMTENBHO.

© O6parute BHUMaHWe, NOPThI 418 NPOToKo10B HTTP 1 HTTPS He A0/MKHbI UMETL OMHAKOBOE
3Ha4yeHue.

+ [na BkNoYeHUsA goctyna K yctpoiictey vepes Telnet yctaHoBuTe donar HanpoTtus «Telnet».

+ [nAa BKNOYEHUA AocTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe ¢hnar HanpoTtus «SSH».
+ [Ona BknoveHusa goctyna K yctporictsy Yepe3 NETCONF yctaHosute donar Hanpotme «NETCONF».
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WEP-2L

Radio VAP WDS

CHCTEMHEA KOHDMWMYpaLmWA WEB

Ooctyn > HTTP-nopt

WEB-HTTPS
HTTPS-nopt
Telnet

S5H

NETCONF

SNMP

[Napons Ha uTexus
lNaponk Ha 3anuck

Anpec AnA npwéma
Tpanoe v1

Agpec anA npyéma
Tpanoe v2

ALpec ANA NpWeEMa
coodwweHi Inform
CHUCTEMHOE MMA
yCTpoACTBa
KoHTaKTHaA
MHDOpMaLms
NPOW3B0WTENA
MecTononomexne
yCTPOWCTER

Mapork & Tpanax

CeTestle HacTpomkw

BHewHwe cepevch

WEP-2L

Contact

Russia

trap

Cucrem

MporpammHoe o6ecnedeHne WEP-2L no3BoAsSET M3MEHSATb KOHUIypaLuio yCTPoiCcTBa, NPOBOANTb
MOHUTOPUHI COCTOSAAHWS 6a30BOW CTaHLMM U €€ AATUNKOB, a Takke ynpaBisATb YCTPONCTBOM, UCMOSb3YA
npotokos SNMP.

® KoHdhurypuposaHue ycTpoiicTea no npotokony SNMP 40CTYNHO HaumMHas ¢ BEpCUm NPorpaMMHOro

obecneuenus 1.2.5.

Ons nameHeHna Hactpoek SNMP yctaHoBuTe doniar Hanpotnue «<SNMP», nocrie vero ans pegakrnpoBaHus
CTaHyT AOCTYNHbI cneayowme napametpbl SNMP-areHTa:

Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSTLI: public);
Maposib Ha 3anuck — Naposb Ha 3anuch napameTpoB (06LLENPUHSTLIN: private);
Adpec ons npuéma mparnos vl — IP-agpec nnn ooMeHHoe UMs NnpueMHuka coobuleHmii SNMPv1-trap B

tpopmare HOST [COMMUNITY [PORT]];

Adpec 0715 npuéma mparnos v2 — IP-agpec nnn AOMeHHoe nMs NpuemMHuka coobuleHmii SNMPv2-trap B

tpopmare HOST [COMMUNITY [PORT]];

Aodpec 015 npuéma coobweHuli Inform — IP-agpec nnm goOMeHHoe NMS NpueMHuKa cooblieHunin Inform B

tpopmare HOST [COMMUNITY [PORT]];

CucmemHoe umsi yempolicmsa — UMSA YCTPOICTBa;
KoHmakmmuas uHghopmayusi mpou3sooumesisi — KOHTaKTHast MHopmaums Npon3BoAnNTENS YCTPOIACTBA,;
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+ MecmononoxeHue ycmpolicmga — NH(OPMaLMsi O MECTOMOJIOKEHUN YCTPOICTBa;
* lMaposib 8 mpanax — naposib, cogepxalyuiics B Tpanax (Mo ymonyaHuio: trap).

Hwxe npuBegeH CNMCoK 06bLEKTOB, NOAAEPXMBAEMbIX A/19 UTEHUSA U KOH(PUTYPMPOBaHMA NOCPeACTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWUHI NapamMeTPOB TOYKM AOCTYyNa MU NOAKIOYEHHbIX KNIMEHTCKMX YCTPOICTB;
+ eltexLtd.1.127.3 — ynpaBneHne TO4KO AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4Ykn gocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtndmkarop npegnpusatnsa «NTTEKC».
Moapo6Hoe onucaHne OID WEP-2L gocTynHo no cnegytollein ceoinke: Onvcadne OID Ha WOP/ WEP-xL.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.9 MeHto «BHellHMe cepBUCHI»

5.9.1 NMoameHto «[opTasibHas aBTopm3auuns»

MoameHto «MopTanbHasA aBTOpU3aUUs» NpeaHasHaueHo /1 BK/KUYEHMS! U HAaCTpolikn ceperca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHns NopTasibHOro poyMUHTa KNMEHTOB MeX/y TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMI K CEPBUCY.

L TEX  WEP-2L

VAP WDS CeTeBble HAaCTPORKH BHELHWE CEpBUCHI Cuctema - (BbIXOO)

=
=

MoOHUTOPMHT Radi

MopTanbHas asTopusauma > BRMOHMTE

Apnpec cepeuca APB ws:/192.168.1.1:8090/apb/broadcast

* Bksmo4umb — Npu yCcTaHOBNEHHOM chriare Touka Oyaet nogxnioyarscs K cepsucy APB, agpec KoToporo
ykasaH B none «Agpec cepsuca APB», o1a o6ecneyeHns noptasibHOro pOyMmnHra K/imeHToB.

+ Adpec cepsuca APB — appec cepBuca APB ons nogaepXxkun poymuHra B pexvmme noptasibHoM
aBTopu3auuun. 3agaertcsa B oopmare: «ws://<host>:<port>/apb/broadcast».

[Nsi BCTYN/IeHUSI B CU/Ty HOBOW KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHa».
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5.10 MeHto «Cucrtema»

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.10.1 MoameHo «O6HOBNEHME MO ycTpolicTBar

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

elTEX  WEP-2L

MOHHMTOPHHT Radio VAP WDS CeTeBble HACTPOHKN BHelwHWe cepBrChl Cucrema - (BbIXOZ)

O6Hosnexue MO ycTpoicTea AKTHBHAA BepcuA NO
Peseparan sepcia 110
KoHgurypauna
AxmyansHas sepcus MO docmynxa no adpecy: hitp-Aeltex-co.ru/support/ddownloads/
Mepesarpyska
@ain obxosneHua MO Buibepute (pain | dain He BbiDpaH
Maponb

KypHan

Oara u Bpema

+ AkKmusHasi sepcusi 10 — Bepcus NporpaMmmMHoOro obecneyeHus, yctaHOB/IEHHOTO Ha YCTPOMNCTBE,
paboTaloLias B aHHbI MOMEHT;
* Pe3epsHas sepcusi 10 — Bepcusa NporpaMMHOro obecneyeHuns,, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYO MOXHO NnepekniounTbes 6e3 3arpy3ku taina Mo,
+ Cdeslamb akmusHoU — KHOIMKa, N03BO/IAIOLWLANA caenaTh pe3epBHyto Bepcuto MO akTUBHOW, ANA
3TOro noTpebyeTtcsa nepesarpyska ycTporcTea. AKTMBHas Bepcus MO B 3TOM Criyyae cTaHeT
pe3epBHOIA.

O6HOoBNEHME NPOrpaMMHOro obecneyeHus

3arpysute chaitn MO c cainta htip://eltex-co.ru/support/downloads/ n coxpaHuTe ero Ha komnbloTepe. MNocne
3TOr0 HaXMUTE KHOMKY «BblbepuTe haiin» B none ®ads 06HosneHus MO n ykaxuTe nyTb K chainny MO B
dopmare .tar.gz.

[ns 3anycka npouecca 06HOB/IEHNS HEOOXOAMMO HaxkaTb KHOMKY «3anycTntb 06HOB/EHMEe. [pouecc
06HOBNEHMS 3aliMET HECKO/IbKO MUHYT (0 ero TekyLleM crtatyce 6yAeT ykazaHo Ha CTpaHuLLEe), NOC/e Yero
YCTPOMCTBO aBTOMaTUYeCKM nepesarpy3nTcs.

© He otkntovaiite nuTaHMe YCTPOIICTBA M He BLINOMHSANTE ero nepesarpy3ky B npoLecce 06HOBNEHMS
Nno.
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5.10.2 MopgmeHto «KoHdurypaumus»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

_LTEX  WEP-2L

MOHUTOPUHT Radio VAP WDS CeTeBble HACTPOHEN BHeLH1E CEPBHCHI Cucrema - (BbIXOA)

OBHoBNeHue MO ycTpoicTea Mony4uTs apXMB * CravaTs
KOHMIYpaLUnK C
KoHDUrypauuma » YCTpOWCTBA

MNepesarpyska 3arpy3uTb apxuB BoibepuTe dann | Dain He BoidpaH

Maponk

KypHan - ¥ Coxpa a foctyna
yP CBpoc Ka sasoackue COXpaHuTL NapameTpel JOCTYNA

HACTPOWKK
Narta W speMa P

[Nony4yeHne KkOHJMrypauum

YT0O6bI COXpaHUTb TEKYLLYIO KOH(PUTYpaLMIO YCTPOCTBA Ha TOKasIbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKauaTb».

O6HoBMeHME KOHdMIYpaLmn

[ns 3arpy3ky cOXxpaHeHHOro Ha JIoKaJlbHOM KOMMbloTepe dhainia KoHUrypauum Ncnonb3yeTcsa NyHKT
«3azgpy3ums apxus KOHgu2ypayuu Ha ycmpolicmso». Jns 06HOBNEHNST KOHhMIypaLummn ycTpoincTea HaxXMmTe
KHOMKY «BblGepuTe thaiin», ykaxkute caiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHas KOH(UrypaLmusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc ycTpoitcTBa Ha 3aBOACKNE HACTPOWKM

UT06bI cAenaTb C6pOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HAXKMUTE KHOMKY
«C6poc». Ecnn aktBupoBaH dnar «CoxpaHuTb napameTpbl 40CTynay, To 6yAyT COXpaHeHb! Te napamMeTpsbl
KOHpUrypaLumm, KOTopble 0TBEYAtOT 3a A0CTYN K YCTPOCTBY (HacTpolika IP-agpeca, HacTpoiikv AocTyna no
Telnet/SSH/SNMP/Netconf/Web).
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5.10.3 MopgmeHto «MMepe3arpyska»

PykoBoacTso no akcnayatauum WEP-2L

[na nepesarpyskn yCTpocTBa HaXKMUTE Ha KHOMKY «lMepe3arpy3skar. MNpouecc nepesanycka ycTpoinctea

3aHUMaEeT NPUMEPHO 1 MUHYTY.

ELTEX

MOHMTOPHHT Radio VAP

OBHoenexue MO ycTpoiicTea
KoHdurypauma
Mepesarpyaka »

Mapons
AKypHan

MNata 1 Bpema

WEP-2L

wWDS CeTeBble HACTPOMUKW

Mepe3arpy3ka ycTpoiicTea

BHELLHME CEPBHCHI

< Mepesarpyaka

CucTtema

- (BbIXOM)

5.10.4 TMogmeHto «Maponb»

Mpu Bxofe Yepes web-nHTepdeiic agMmHucTpaTop (Naposib No yMosiyaHuto: password) MMEeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHbIA MOHUTOPUHT COCTOSAHMSA YCTPOCTBA.
[nsa cmeHbl napons BBeAuMTe HOBbI Naposib cHavana B nose «Maponb», 3atemM B none «roaresepxaexHve

napossi» N HAKMUTE KHOMKY «MPUMEHUTbY AN1S1 COXPAHEHWS1 HOBOTO Naponsi.

»e|lrex

MoHUTOpHHT Radio VAP

OGHOBNEeHuWe MO ycTpoicTea
KoHHrypaums
Mepe3arpy3ka

Maporns »

JKypHan

[arta 1 Bpema

WEP-2L

WDS CeTeBble HACTPOHKK

MNapone

MoaTeepiaeHKe Napons

BHeLIHHE CEPBUCEHI

Cuctema

- (BbiXOO)
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5.10.5 TlogmeHo «KypHan»

MoameHo «KypHan» npefHa3HavyeHo A1 HACTPOMKM BbIBOAA Pa3HOro poga OTn1af0uHbIX COOOLEeHW

PykoBoacTso no akcnayatauum WEP-2L

CUCTEMbI B LIeNsIX 06HapyXeHus npuynH npobnem B paboTe yCTponcTaa.

KoHdmrypauus

Anpec Syslog-cepeepa

syslog server

MOHUTOPWUHI Radio VAP WDS CeTeBble HAaCTPOHKU BHeluHWe cepBUCH Cuctema ru (BeIXOO
O6Hoenewue MO ycTpoiicTea Pesim Cepsep v dhann v

Mepesarpy3ka [opT Syslog-cepeepa 514
Maponk Pasmep daina, kb 1000
HKyphan »

[ara v BpeMa

+ Pexum — pexum paboTbl Syslog-areHTa:
« Jloka/ibHbIl ¢halin — HhopMaUUs XXypHasia COXpaHaeTcsl B IOKa/IbHOM doaiinie n AocTynHa B
web-nHTepdelice yctpoiictBa Ha Bknagke «MoHNUTOpuHI/XKypHan cobbITuiiy;
+ Cepsep u ¢halizn — nHhopMaL s XypHana oTnpasBaseTca Ha yaaneHHblli Syslog-cepsep n
COXpaHsieTcs B JIOKalbHOM chaiine.
+ Adpec Syslog-cepsepa — IP-agpec nnu gomeHHoe nms Syslog-cepsepa;
* Mopm Syslog-cepsepa — NopT aNns BXoAsAwmx coobueHmnii Syslog-cepeepa (no ymonuanuto 514,
AonycTMble 3Ha4yeHns1 1-65535);
*+ Pasmep ¢palina, kb — MmakcuMasbHbIi pasmep goaiina xypHana (aonyctumMble 3HadeHus 1-1000 kB).

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHECEHNsS1 HACTPOEK B 93HEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «[pUMEHNTb». 151 OTMEHbI U3MEHEHMI HaXKMUTE KHOMKY «OTMEHa».

5.10.6 MogmeHio «[lata u Bpems»

B noameHto «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYHO U/IM C MOMOLLLH NPOTOKO/1A CUHXPOHM3aLMN
BpemMeHun (NTP).

Bpy4Hyto
MOHHTOPMHE Radio VAP WDS CETeBble HACTPOIiKK BHELLHWE CEPBHCHI CucTema n - (BBIXO)
OBHoBNEHUE 1O yCTpoCTEA Pexum ® BpydHyto NTP cepsep
Kostburypauua [ata W BpeMnA ycTpoiicTea 24.01.2020 15:22:40

# PefakTiposats

Mepesarpyska

Maponb

HKypHan

Nata W Bpema

Yacosoil noAc

BKNOYKMTE nepexoq Ha
NeTHee Bpema

Mepexoa Ha NETHeE BpeMA

MNepexon Ha 3MMHes BpeMa

CABHI BpEMEHN (MHH.)

HOBOCHGMPCK v
(He 8nibpako) || (He enidpaHo)
(+e 8516pak0)

(He 8510paHo)

60

(He ebifpaHo) |B| --

(4e esifpaso) B -
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+ [Jama u spemsi ycmpolicmsa — farta u BpeMsi Ha yCTPONCTBE B AaHHbI MOMEHT. Ecnn TpebyeTcs
KOpPEKLUS, HOKMUTE KHOMKY «PefakTnpoBaTby.
+ [ama, spemsi — 3afiainTe TeKyLLY0 AaTy U BPEMS U HAXXMUTE KHOMKY «Tekyllas gata u Bpems»
[ANs ycTaHOBKM BpemeHu MK Ha ycTpolicTBo.
+ Yacosol rosic — No3BONSET YCTAaHOBUTb YaCOBOM NOAC B COOTBETCTBUM C GvKaiLLMM ropogom B
Bawlem pervioHe 13 3aaHHoro cnvcka.
* Bksiro4ums repexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dhfiare nepexop Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHblIli Nepuos BpEMEHMU:
+ [Nepexod Ha iemHee BpeMsi — AeHb U BpeMs, Korga 6yaeT BbINOHATLCA Nepexos, Ha eTHee
BpeMS.
* [Mepexod Ha 3uMHee BpeMsi — LeHb U BpeMs, Korga OyaeT BbINO/HATLCA Nepexos Ha 3uMHee
BpeMs.
+ CoBue BpemeHu (MUH.) — Nepuog, BPEMEHN B MUHYTAX, HA KOTOPbIN BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHumMaTh 3HaveHune ot 0 o 720 MuH.

NTP-cepsep

MOHHMTOPUHT Radio VAP WDS CeTeBble HACTPORKK BHeluHue cepBucsl Cucrema - BbIXOA)

0ObnoBnexue MO ycTpoiAcTea Pexmm Bpydryio @® NTP cepeep
. Narta u BpeMA yCTpoiicTea 24.01.2020 15:23:09
KoHepurypams H ceplenarios

NTP cepsep pool.ntp.org -
Mepesarpyska

“4acosoi noAc HosocBUpCK v

aponk

BENOYKTL Nepexoq Ha i
NeTHee BpemMA

HKyphan
" EXOf pem (He 8si0paHo) (He 8516paH0) (He 8bI0paHo) -
[1aTa v Bpems Mepexoa Ha NeTHee BpemaA (He 8510paHo (He 8516paH0) (He esifiparo) B

MEPEX0/l KA 3MMHEE BPEMA (He esi0paro) (He 8516paH0) (4e esifipaqo) B —

CABMI BPEMEHM (MKH ) 60

+ TIpUMEHWTD X OTMmeHa

« [lama u spemsi ycmpolicmsa — fata u BpeMsi Ha yCTPONCTBE B AaHHbIA MOMEHT.
* NTP cepsep — IP-agpec/[OMeHHOE MMA cepBepa CMHXPOoHM3auun BpeMmeHn. Bo3MOXHO 3agartb agpec
NNK BblGpaTb U3 CYLLECTBYHOLLENO CrncKa.
+ Yacosol nosic — no3BOMSET YCTAHOBUTb YaCOBOW MOSIC B COOTBETCTBUMN C GAMKAALLMM rOpPOAOM B
Bawem pervioHe 13 3afaHHoro cnvcka.
* Bksiro4ums repexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dof1are nepexop Ha fieTHee/31MHee
BpeMsi OyAeT BbINOSHATLCS aBTOMAaTUYECKN B 3af,aHHbIV Nepuof BPEMEHN:
+ [Nepexod Ha nemHee BpeMsi — AeHb 1 BpeMSs, koraa 6yaeT BbINOMHATLCSA Nepexos Ha fietHee
Bpemsi.
+ [Nepexod Ha 3uMHee BpeMsi — [eHb U BPEMS, Korga OyAeT BbINO/HATLCS NEPEXOA, Ha 3MHee
Bpemsi.
+ COBU2 BpeMeHU (MUH.) — Nepuof, BpeMeHn B MUHYTaX, Ha KOTOPbI BbINOMHAETCSA CABUTM BPEMEHW.
MoxeT npuHumathb 3HavyeHume oT 0 4o 720 MuH.

Ansa BCTYMJ/ieHna B CUny HOBOW KOHCbI/IpraLl.I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I'IpumeHumb». [na oTMeHbl N3MEHEHWUIT HAXMUTE KHOMKY «OmmeHanr.
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6 YnpaB/ieHne YyCTPOMNCTBOM C NOMOLLIO KOMaHAHO CTPOKM

© [ns 0TO6paKEHUS MEIOLLIMXCS HACTPOEK OMNpPeaeNeHHOTo pasAena KOH(UIypaumm BBeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLumm ycTpoiicTBa, HaxkMiTe codeTaHve knasuil (B aHrnniickoin packnagke) — [Shift + 2.
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLUnii pasgen KoHurypaummn BeegmTe kKomaHay — exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

6.1 MoakntoyeHne K yCTpomncTey

Mo ymonyaHuto yctpoiicteo WEP-2L HacTpoeHo Ha nony4veHune agpeca no DHCP. Ecnv 3Toro He npov3oLunio,
NOAKMIOUNTLCA K YCTPOMCTBY MOXHO MO 3aBofckomy IP-agpecy.

© 3asopckoii IP-agpec yctpoiictea WEP-2L: 192.168.1.10, macka noaceTu: 255.255.255.0.

MogxnYeHne K yCTpocTBYy ocylecTBasieTcs ¢ nomowbio SSH/Telnet:

ssh admin@<IP-agpec ycTtpolicTBa>, Aasiee BBOAMM Naposib

telnet <IP-agpec ycTpoiicTBa>, BBOAUM NOTUH 1 Naposib
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6.2 HacTpolika ceTeBbIX NapamMeTpoB

HaCTPOﬁKa CTaTudeCKMX ceTeBbIX NapaMeTpoB TOYKM AoCcTyna

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# br0

WEP-2L(config):/interface/brO# common

WEP-2L(config):/interface/br0/common# static-ip X.X.X.X (rae X. X.X.X — |P-agpec WEP-2L)
WEP-2L(config):/interface/br0/common# netmask X.X.X.X (rae X.X.X.X — Macka nogcetu)
WEP-2L(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa
Ne1)

WEP-2L(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa
Ne?2)

WEP-2L(config):/interface/br0/common# protocol static-ip (/13veHeHne pexviva paboTsl ¢ DHCP Ha
Static-IP)

WEP-2L(config):/interface/br0/common# save (CoxpaHeHne HacTpoek)

Jo6aBneHne ctTaTnyecKkoro MapuipyTta

WEP-2L(config):/interface/br0/common# exit

WEP-2L(config):/interface/br0# exit

WEP-2L(config):/interface# exit

WEP-2L(config):/# route

WEP-2L(config):/route# add default (rae default — HaseaHnue maplipyTa)
WEP-2L(config):/route# default

WEP-2L(config):/route/default# destination X.X.X.X (rae X.X.X.X — |P-agpec cetn uin y3na HazHa4yeHus,
ans nedgontHoro mapiupyta — 0.0.0.0)

WEP-2L(config):/route/default# netmask X.X.X.X (rae X.X.X.X — Macka ceTtn HazHa4eHus, 4715
aedpontHoro mapiupyta — 0.0.0.0)

WEP-2L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — |IP-agpec wno3a)
WEP-2L(config):/route/default# save (CoxpaHeHne HacTpoek)

HacTpoiika nonyyeHus ceTeBbIX NnapaMmeTpos no DHCP

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# interface

config):/interface# br0

config):/interface/br0# common
config):/interface/br0/common# protocol dhcp
config):/interface/br0/common# save (CoxpaHeH/e HacTpoek)

P S
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6.2.1 HacTpolika ceTeBbIX NapameTpoB C NOMOLLbIO YTUINUTLI Set-management-vlan-mode

HeTerupoBaHHbIli gocTyn

MonyyeHne ceteBbix HacTpoek no DHCP:
WEP-2L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckue HaCTQOVIKMZ

WEP-2L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — ctatnyeckuii IP-agpec, Y.Y.Y.Y — macka noacetu, Z.Z.Z.Z — W/o3)

DocTtyn yepes VLAN ynpaBneHus B pexume Terminating

Mony4yeHne ceteBbiX HAacTpoek no DHCP:

WEP-2L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rae X — VLAN ID,
MCNo/b3yeMblil ANs AOCTyna K yCTpoicTBY. Bo3MoXHble 3HaueHus: 1-4094)

Cratunyeckue HaCTQOVIKl/IZ

WEP-2L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr

X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ucnonb3yemblii Ana gocTyna K yCTPOICTBY,
BO3MOXHbIe 3HaueHus: 1-4094; X.X.X.X — ctatndeckuii IP-agpec; Y.Y.Y.Y — macka nogcetun; Z.Z.Z.Z —
LLI/HO3)

AocTtyn yepes VLAN ynpaBneHus B pexume Forwarding

MNonyyeHne ceteBbix HacTpoek no DHCP:

WEP-2L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rne X — VLAN ID,
MCnonb3yemblii 418 AOCTYNa K YCTPOMCTBY. BO3MOXHble 3HaueHus: 1-4094)

Cratnyeckme HacTpOWKK:

WEP-2L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr

X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rae X — VLAN ID, ucnonb3yemblii Ana AocTyna K yCTPOICTBy,
BO3MOXHbIe 3HaueHust: 1-4094; X.X.X.X — ctatndeckuii IP-agpec; Y.Y.Y.Y — macka noacetun; Z.Z.Z.Z —
LLI/HO3)

3aBeplueHne U coOXpaHeHNe HaCTPoeK

WEP-2L(root):/# save (CoxpaHeHne HacTpoek)
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6.2.2 HacTtpolika ceTeBbIx napameTpos IPv6

© Mo ymonuaHuio AOCTYN K YCTPOWCTBY MO NPOTOKOY IPV6 Ha TOUke AOCTYna OTK/IHOUEH.
JocTyn K yCcTpoincTBy No npoTokosy IPv6 BO3MOXHO HACTPOUTL TO/IbKO B TOM C/lyyae, eCin Ha ToUke
pocrtyna He ucnons3yetca VLAN-ynpasnieHus.

Bk/oueHue JocTyna K ycTpolicTBy no npotokony IPvé6

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
DHCP)
WEP-2L(config):/interface/br0/common/ipv6# enabled true (Bk/itoueHvie gocTyna K yCTPOCTBY Mo
npoTokony IPv6. [ins BbikntoueHus BeauTe false.)

WEP-2L(config):/interface/br0/common/ipv6# save (CoxpaHeHve HacTpoek)

root):/# configure

config):/# interface

config):/interface# br0

config):/interface/br0# common

config):/interface/br0/common# ipv6

config):/interface/br0/common/ipv6# protocol dhcp (Monyuerre ceteBbix IPv6 napameTpos no

P -

HacTtpoiika cTaTMyeckux ceTeBbIX NapaMeTpoB IPv6 TOUKM gocTyna

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# br0

WEP-2L(config):/interface/br0# common

WEP-2L(config):/interface/br0/common# ipv6

WEP-2L(config):/interface/br0/common/ipv6# address

XOO0K X0 XK XK XXX XXX XXX X XXXX (roe

XXX XXX XXX XXX XXX XXX XXX X XXX X — cTatuueckuin IPve-agpec yctpolictea WEP-2L)
WEP-2L(config):/interface/br0/common/ipv6# address-prefix-length X (rae X — npechvike cratnyeckoro
IPv6-agpeca. MpuHumaeT 3HadyeHne ot 0 go 128. Mo ymonyaHuo — 64.)
WEP-2L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (YkazbiBaeTcs
IPv6-npedomkc, Hanpumep 3211:0:0:1234::/64)

WEP-2L(config):/interface/br0/common/ipv6# dns-server-1

00K XK XK XXX XXX EXXXXEXXXX Y

(rae XXXXXXXXXXXXXXXEXXXXEX XXX XXX X XXXX/Y — IPvb-agpec dns-cepBepa Nel ¢ npedomkcom)
WEP-2L(config):/interface/br0/common/ipv6# dns-server-2

OO0 XK XK XXX XXX EXXXXEXXXX Y

(rme XXXX:XXXXXXXXXXXXEXXXXEX XXX XXX X XXXX/Y — IPv6-agpec dns-cepBepa Ne2 ¢ npedrkcom)
WEP-2L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/itoueHvie ncrnons3osaHns
crtarnyeckux ceteBblx IPv6 napameTtpoB. nsa nonyvyeHnsa cetesbix IPv6 napametrpos no DHCP Beeaute
dhcp.)

WEP-2L(config):/interface/br0/common/ipv6# enabled true (Bk/itoueHrie gocTyna K ycTPOMCTBY Mo
npotokony IPv6. [ins BbikntoueHus eeanTe false.)

WEP-2L(config):/interface/br0/common/ipv6# save (CoxpaHeHve HacTpoek)
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6.3 HacTpolika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 8 — KomaHgp! 4N HACTPoikn pexmnma 6e3onacHoctn Ha VAP

Pexunm 6e3onacHoOCTy KomaHaa ans HacTpoiiku pexvmva 6e30nacHoCTm
Be3 napons security-mode off

WPA security-mode WPA

WPA2 security-mode WPA2

WPA/WPA2 security-mode WPA_WPA2

WPA-Enterprise security-mode WPA_1X

WPAZ2-Enterprise security-mode WPA2_1X

WPA/WPA2-Enterprise security-mode WPA_WPA2_1X

Hwxe npeactaBneHbl npumepbl HAacTpoiikn VAP ¢ pasnnyHbiMn pexnMamu 6esonacHocty anst Radio 51Ty,
(wlan1).

6.3.1 HacTtpolika VAP 6e3 wngposaHus

CospaHue VAP 6e3 wnudpoBaHus

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0# vap

config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-2L_open' (/13veHeHne nveHn SSID)

WEP-2L(config):/interface/wlan1-va0/vap# security-mode off (Pexuv lincposanms off — Bes napons)
WEP-2L(config):/interface/wlan1-va0/vap# exit

WEP-2L(config):/interface/wlan1-va0# common

WEP-2L(config):/interface/wlan1-va0/common# enabled true (Bk/ntoueHrie BupTyasnbHOM TOUKM AOCTYNA)

PN AN N AN N AN AN N AN N

WEP-2L(config):/interface/wlan1-va0/common# save (CoxpaHeHne HacTpoek)
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6.3.2 HacTtpoliika VAP ¢ pexumom 6e3onacHoctn WPA-Personal

CospaHue VAP c pexumom 6e3onacHocTu WPA-Personal

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WPA2)
WEP-2L(config):/interface/wlan1-va0/vap# key-wpa password123 (K/itou/naposis, Heo6xoauMbIi A5
MOAK/THOYEHUS K BUPTYasIbHOI Touke AocTyna. [/ivHa Ktouya Ao/mKHA COCTaB/IsAThL OT 8 A0 63 CYMBOJIOB.)
WEP-2L(config):/interface/wlan1-va0/vap# exit

WEP-2L(config):/interface/wlan1-va0# common

WEP-2L(config):/interface/wlan1-va0/common# enabled true (BkntoueHve BupTyansHO TOUKM AOCTYNA)
WEP-2L(config):/interface/wlan1-va0/common# save (CoxpaHeHne HacTpoekK)

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0# vap

config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-2L_Wpa2' (/13meHeHne nvieHn SSID)
config):/interface/wlan1-va0/vap# security-mode WPA_WPA2 (Pexuim wvchpoanns — WPA/

P S
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6.3.3 HacTtpoiika VAP c Enterprise-aBTopunsauueli

Co3zgaHue VAP c pexxumom 6esonacHocTy WPA2-Enterprise c nepnoguyeckoii oTnpaBKOW akKKayHTUHIa Ha
Radius-cepBep

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan1-va0

WEP-2L(config):/interface/wlan1-va0# vap

WEP-2L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-2L_enterprise' (/13veHeHne nmenn SSID)
WEP-2L(config):/interface/wlan1-va0/vap# security-mode WPA_WPA2_1X (Pexim uncpoBaHmns —
WPA/WPA2-Enterprise)

WEP-2L(config):/interface/wlan1-va0/vap# radius

WEP-2L(config):/interface/wlan1-va0/vap/radius# domain root (rze root — [lomeH nosnb3oBaress)
WEP-2L(config):/interface/wlan1-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS
cepBepa)

WEP-2L(config):/interface/wlan1-va0/vap/radius# auth-port X (rae X — Mopt RADIUS cepeepa, koTopblii
MCnonb3yeTcsa AN ayTeHTUMKaLMM 1 aBTopmu3aLmi. No ymonyaxuo: 1812.)
WEP-2L(config):/interface/wlan1-va0/vap/radius# auth-password secret (r/e secret — lNaposns ans
RADIUS cepBepa, UCMonb3yeMoro Ass ayTeHTUdmKaLumm 1 aBTopusatim)
WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/itoueHvie oTnpasky coobLLEHNI
«Accounting» Ha RADIUS cepsep. Mo ymonuaxutio: false.)
WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rae X X.X.X - IP-agpec RADIUS
cepBepa, UCMOosb3yeMOr0 AJ1si akKayHTUHTa)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-password secret (r1¢e secret - [Napons a71a
RADIUS cepBepa, Cnosb3yemoro A/1s1 akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/toueHne neprioanyeckoii
OTNpaBKK coobLeHnit «Accounting» Ha RADIUS cepeep. no ymonyanuto: false.)
WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (I/lHTepBan oTNpaBky COOBLLEHNI
«Accounting» Ha RADIUS cepsep)

WEP-2L(config):/interface/wlan1-va0/vap# exit

WEP-2L(config):/interface/wlan1-va0# common

WEP-2L(config):/interface/wlan1-va0/common# enabled true (BkntoueHve BupTyanbHOM TOUKM AOCTYNA)
WEP-2L(config):/interface/wlan1-va0/common# save (CoxpaHeHne HacTpoek)
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6.3.4 HacTtpoiika VAP c nopTasibHOI aBTOpM3aLmei

KomaHgb! A1 HACTPOIIKM NOPTa/IbHOW aBTOpU3aLUN C OTNPABKOI akkayHTUHra Ha Radius-cepeep

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0# vap

config):/interface/wlan1-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlan1-va0/vap# security-mode off (Pexum wndposanns off — Bes napons)
config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-2L' (/13veHeHne nmenn SSID)
config):/interface/wlan1-va0/vap# captive-portal
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (Ykazats URL BupTyansHoro noprana)
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-
name default (YkasaTtb ums noprtana. Mo ymonuyaxuto: default.)
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# exit
(
(

PN N N N AN N AN N AN A~

WEP-2L(config):/interface/wlan1-va0/vap# radius

WEP-2L(config):/interface/wlan1-va0/vap/radius# domain root (rze root — [lomeH nosnb3oBaress)
WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/itoueHvie oTnpasky coobLLEeHNI
«Accounting» Ha RADIUS cepsep. Mo ymonuaxuio: false.)
WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec
RADIUS-cepBepa, Cnosib3yemoro [/1s1 akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-password secret (r1e secret — [Napons a71a
RADIUS-cepBepa, Cnosib3yemMoro [/1s1 akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/toueHne neprioanyeckoii
OTnpaBKK coobLeHnit «Accounting» Ha RADIUS-cepBep. Mo ymonuanuto: false.)
WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (I/lHTepBan O0TNpaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-2L(config):/interface/wlan1-va0/vap# exit

WEP-2L(config):/interface/wlan1-va0# common

WEP-2L(config):/interface/wlan1-va0/common# enabled true(Bx/1toueHne BUpTyasibHOM TOYKM 40OCTYNA)
WEP-2L(config):/interface/wlan1-va0/common# save (CoxpaHeHne HacTpoek)

6.3.5 [lononHuTtenbHble HacTpolikn VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-2L(config):/interface/wlan1-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)
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BkntoyeHue pexuma Band Steer

WEP-2L(config):/interface/wlan1-va0/vap# band-steer-mode true (Bx/iioueHne pexumva Band Steer. [1515
oTkNtoueHnsn seegute false.)

BkntoueHue VLAN trunk Ha VAP

WEP-2L(config):/interface/wlan1-va0/vap# vlan-trunk true (BisitoueHne VLAN Trunk Ha VAP. s
oTK/toueHns BeeauTe false.)

BknroueHue General VLAN Ha VAP

WEP-2L(config):/interface/wlan1-va0/vap# general-vlan-mode true (Bxntouervie General VLAN Ha SSID.
Ons oTkntoueHns seeauTe false.)
WEP-2L(config):/interface/wlan1-va0/vap# general-vlan-id X (rae X — Homep General VLAN)

Bbi6op cnocoGa npuoputusaumm

WEP-2L(config):/interface/wlan1-va0/vap# priority-by-dscp false (AHanus npnoputera ns nons CoS
(Class of Service) TernpoBaHHbIX NAKETOB. 3HAYEHWNE MO YMO/IYaHuo: true. B aTom criyyae aHannsmpyercs
npuopuTeT u3 nonst DSCP 3aronoeka IP-nakeTta.)

Bk/loueHue UCNO/Ib30BaHus TLS npu aBTOopU3auuu

WEP-2L(config):/interface/wlan1-va0/vap/radius# tls-enable true (Vicronszosatk TLS npu asTopusatmn.
Ans otknioueHus BeeguTe false.)

BknioyeHune ckpbiToro SSID

WEP-2L(config):/interface/wlan1-va0/vap# hidden true (Bisitouerne ckpbitoro SSID. [171s 0TKOUEHNS
BBeauTe false.)

BkntoueHue n3onaunum KnneHtToB Ha VAP

WEP-2L(config):/interface/wlan1-va0/vap# station-isolation true (Bx/itoueHre nzonsuus Tpacuka Mexay
KnveHTamu B npedenax ogHoli VAP. Ans oTknodeHust seegute false.)
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OrpaHuyeHue KonmyecTBa KIMeHTOB Ha VAP

WEP-2L (config):/interface/wlan1-va0/vap# sta-limit X (rze X — makcumasnibHo fonycTuMoe Yncio
NOAKNOYAEMbIX K BUPTYasIbHOW CETU KNNEHTOB)

BknioueHune Minimal Signal

WEP-2L(config):/interface/wlan1-va0/vap# minimal-signal -X (rae X — noporosoe 3HaueHune RSSI, npu
OOCTKEHMM KOTOPOro, ToYKa ByaeT oTk/tovatb kaneHTa oT VAP. MNMapameTp MOXeT NpuHUMaTthb 3Ha4eHus
oT-100 go 0.)

BknroueHue nepegayn a6oHeHcKoro Tpacmka BHe GRE-TyHHens

WEP-2L(config):/interface/wlan1-va0/vap# local-switching true (Bkiiouerne nepegaqun aboHeHTCKoro
Tpacuka BHe GRE-TyHHens. [ns oTknodeHns seeauTe false. Mo ymonyaHuio BbIKIOYEHO.)
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HacTpoiika orpaHMYeHuns1 CKOpPOCTU

HacTpoiika wevinepa B HanpaBJ€HUN OT K/INEHTOB (KaXAO0ro B OTAEe/IbHOCTU), NOAK/IHOYEHHbIX K
AaHHoii VAP, oo Touku gocrtyna:

WEP-2L(config):/interface/wlan1-va0/vap# shaper-per-sta-rx
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# value X (rae X — makcumasibHasi CKOpoCThb
B KbuTt/C)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (BkntoueHue weiinepa. 115
oTkntoueHns seegute off.)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# exit
WEP-2L(config):/interface/wlan1-va0/vap# save (CoxpaHeH/e HacTpoek)

HacTtpoiika wWelinepa B HanpaBAeHUU OT TOYKU AOCTYNa A0 KAUEHTOB (K Oro B OTAE/IbHOCTU
NOAKNOYEHHbIX K aaHHo VAP:

WEP-2L(config):/interface/wlan1-va0/vap# shaper-per-sta-tx
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# value X (rae X — mMakcumasibHas ckopocTb
B KbuTt/C)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bkntouenve weiinepa. [Ans
oTkntoueHns seegute off.)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# exit
WEP-2L(config):/interface/wlan1-va0/vap# save (CoxpaHeHve HacTpoek)

HacTpoiika weiinepa B HanpaBaeHUU OT K/IMEHTOB (B CyMMe), NOAK/IIUYEHHbIX K gaHHoW VAP, o
TOYKM gocTyna:

WEP-2L(config):/interface/wlan1-va0/vap# shaper-per-vap-rx
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# value X (rae X — makcumaribHasi CKOpocTb
B KbuTt/C)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (BkioueHne weiinepa. s
oTkntoueHns seegute off.)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# exit
WEP-2L(config):/interface/wlan1-va0/vap# save (CoxpaHeHve HacTpoek)

HacTpoliika weiinepa B HanpaBJeHUN OT TOYKN AOCTYNa A0 KJINEHTOB (B CyMMe), NOAK/TIKUYEHHbIX K
paHHoin VAP:

WEP-2L(config):/interface/wlan1-va0/vap# shaper-per-vap-tx
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# value X (rae X — makcumaribHasi CKopocTh
B KbuTt/C)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (BkioueHve weiinepa. 1
oTkntoueHns seegute off.)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# exit
WEP-2L(config):/interface/wlan1-va0/vap# save (CoxpaHeHve HacTpoek)
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PykoBoacTso no akcnayatauum WEP-2L

HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYNEH TOMNbKO ANs1 TEX KNIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3mMoxeH Tonbko mexay VAP ¢ pexunmom 6e3onacHocTn WPA2-Personal n WPA2-
Enterprise.

C nHcTpyKumen no HacTpoiike VAP ¢ pexumom 6e3onacHoctn WPA2-Personal n apyrumm

MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYanbHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) - TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTtpoiika 802.11r Ha TA1

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WEP-2L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-aspec
VAP. Mo)XHO nocMoTpeTb B BbiBoAe koMaHab! ifconfig.)
WEP-2L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (YHukanbHbIi koY ans
AaHHol VAP)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 ([loveH fo/mkeH coenagark Ha
BCTpeuHbIX VAP)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# mac
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-aapec VAP
MHTepdoelica BCTPeYHo Toukn goctyna — TA2)
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456
(YHvKanbHbI kntoy BcTpeuHoi VAP Toukun goctyna TA2 — r0-key-holder-id)

WEP-2L (config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-

id E4:5A:D4:E2:C4:B0 (MAC-aapec BcTpeuHoit VAP Ha T/2)
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key
0102030405060708 (CnyualiHblii kntoy. He gomkeH coBnagath ¢ r1-kh-key TA1, HO 06513aTeNbHO AO/MKEH
coBnagatb c r1-kh-key BcTpeuHoit TA2)
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key
0001020304050607 (CnyualiHblii kntod. He gomkeH coBnagath ¢ r0-kh-key TA1, HO 06513aTeNbHO AO/MKEH
coBnagatb c r0-kh-key BcTpeuHoit TA2)
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-2L(config):/interface/wlan1-va0/vap/ft-config# enabled true (BkntoueHvie paboTsl ToUkM AOCTYNA M0
npotokony 802.11r)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# save (CoxpaHeHne HacTpoek)
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PykoBoacTtso no akcnnyataumi WEP-

HacTpoiika 802.11r Ha T2

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WEP-2L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec
VAP. MOXHO NocMOTpeTb B BbiBoAe komaHApl ifconfig.)
WEP-2L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (YHukasibHbIA K4 415
faHHoro VAP)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 ([loveH gomkeH coBnaaark Ha
BCTpeuHbIx VAP)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# mac
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-anpec VAP-
MHTepcheiica BCTPeUHOW Toukm goctyna — TA1)
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-id 12345
(YHukanbHbIii kntou BcTpeuHoli VAP Toukm goctyna TA1 — r0-key-holder-id)
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-id E8:28:C1:FC:D6:80
(MAC-agpec BcTpeuHoro VAP Ha TA1)
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key
0001020304050607 (CnyuaiiHblli kntoy. He gomkeH coBnagath ¢ r1-kh-key T[12, HO 06s13aTenibHO AO/MKEH
coBnagathb c r1-kh-key BctpeuHoii TA1)
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key
0102030405060708 (CnyuaiiHblli kntoy. He gomkeH conagath ¢ r0-kh-key T[12, HO 06s13aTeNbHO AO/MKEH
coBnagatb c r0-kh-key BcTpeuHoit TA41)
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# exit
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-2L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bkiiiouerne paboThbl ToOUk fOCTYNA MO
npotokony 802.11r)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# save (CoxpaHeHune HacTpoek)

HacTpoiika 802.11k

PoyMuHr no npotokosny 802.11k MOXeT 6bITb OpraHn3oBaH Mexay Nto6biIMu ceTsaimu (OTKpbITble/
LIMgopOBaHHbIE). EC/IM Ha TouKe AocTyna HacTpoeHa pa6oTa no npotokosny 802.11k, To npu NoakNueHnN
KNMEeHTa Touka AoCTyna nepefaeTt emMy CnMCOK «APYXXECTBEHHbIX» TOYEK A0CTYNa, HA KOTOPbIE KIIMEHT MOXET
nepeknYUTLCA B Npouecce poymuHra. Cnncok cogepxut nHgpopmauunio o MAC-agpecax Todek goctyna v
KaHanax, Ha KOTopbIX OHM paboTatoT.

Mcnonb3oBaHue 802.11k N03BONSET COKPATUTL BPEMS HA NOUCK APYroii CETU NPU POYMUHTE, TaK KakK KIUEHTY
He HY>XHO NMPOU3BOAUTbL CKaHMPOBaHUE KaHaU10B, Ha KOTOPbIX HET AOCTYMHbIX A/15 NEPEK/TYEHNS LeneBbIX
To4ek gocTyna.

[aHHbIN BUA poyMyHra AOCTYNEH TOMbKO ANSt TeX KIMEHTCKUX YCTPOICTB, KoTopble noaaepxumeatoTt 802.11k.

2L

Hwxe npeactaBneH npumep HacTpoiikm 802.11k Ha TOUKe A0CTyna — COCTaB/IEHME CMUCKA «APY>XXECTBEHHbIX»

ToYek AocTyna.
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PykoBoacTso no akcnayatauum WEP-2L

HacTtpoiika 802.11k

WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled false
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (rze
E8:28:C1:FC:D6:90 — MAC-agpec «apy>XeCTBEHHO» TOUKM 40CTyNa)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (r1e
132 — kaHas, Ha KoTopoM pa6oTaeT Touka gocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:904# exit
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (rze
E8:28:C1:FC:D6:70 — MAC-agpec «Apy>XeCTBEHHO» TOUKM 40CTyNa)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rze
36 — kaHas, Ha KOTOpoM paboTaeT Touka goctyna ¢ MAC-aagpecom E8:28:C1:FC:D6:70)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:704# exit
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# exit
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/itoueHne paboThbl TOUKN
focTyna no npotokosy 802.11k)

WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# save (CoxpaHeHne HacTpoek)

A~ A~

6.4 Hactpoliku Radio

Ha Radio no ymonuaHuio ucnosnb3yeTcsi aBToMaTUYeckuii BbIGop paboyero kaHana. 1 Toro 4tobbl
YCTaHOBUTb KaHas1 BPYUHYI UM CMEHUTbL MOLLIHOCTb, UCMNO/b3YiTe cneaytolue KoMaHap:

CMeHa paboyero KaHasia 1 MOLWHOCTU paguonHTepdeiica

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan0

WEP-2L(config):/interface/wlan0# wlan

WEP-2L(config):/interface/wlan0/wlan# radio-2g (1715 wlan1 pasgen HasbiBaeTcs radio-5g)
WEP-2L(config):/interface/wlan0/wlan/radio-2g# channel X (r1e X — Homep cTaTnyeckoro kaHana, Ha
KOTOpOM 6yAeT paboTaTb TOUKa)

WEP-2L(config):/interface/wlan0/wlan/radio-2g# auto-channel false (OTk/toueHne aBToBbIGOpa KaHana.
[ns BKOYeHNs BeeauTe true.)

WEP-2L(config):/interface/wlan0/wlan/radio-2g# use-limit-channels false (OTknoueHne ncnons3oBaqns
orpaHuW4yeHHOro crnvcka kaHanoB. [/18 BKIYeHus BBeauTe true.)
WEP-2L(config):/interface/wlan0/wlan/radio-2g# bandwidth X (rne X — wwpuHa kaHana. Mapamerp
MOXET NpuHMmaTh 3HaveHue: ans Radio 1: 20, 40; Radio 2: 20, 40, 80.)
WEP-2L(config):/interface/wlan0/wlan/radio-2g# tx-power X (r1e X — YpoBeHb MOLHOCTY B AEM.
MapameTp MOXeT NpMHUMaTh 3HaveHune: ana Radio 1: 11-16 abm; gns Radio 2: 11-19 gbm.)
WEP-2L(config):/interface/wlan0/wlan/radio-2g# save (CoxpaHeHve HacTpoek)
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PykoBoacTso no akcnayatauum WEP-2L

© Cnucku fOCTYMNHLIX KAHAIOB
Ana Radio 2.4 [Ty ansa BbIGOpa AOCTYMHbI C/ieAYIOLWNe KaHaJbl:
* Npwv WwupuHe KaHana20Mru: 1,2,3,4,5,6,7,8,9,10,11,12,13.
* Npwv wupuHe kaHana 40 MIru;
- ecnu «control-sideband» = lower: 1, 2, 3,4, 5, 6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 Ty ansa BbiGopa AOCTYNHbI caeAylolne KaHabl:
* npu wnpuHe kadana 20 Mlu; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Npwv wupuHe kaHana 40 Mlru;
- ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npu wrpuHe kaHana 80 MrI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

6.4.1 [ononHutenbHble HacTpoiikn Radio

HacTpoiika orpaHMYeHHOro CMUCKa KaHa10B

WEP-2L(config):/interface/wlan0/wlan/radio-2g# use-limit-channels true (BkntoueHvie ncrnons3oBaHus
OrpaHMYeHHOro crnucka kaHasoB B paboTe aBToBbIGOpa kaHanoB. [ns BbikoueHusi BBeauTe false.)
WEP-2L(config):/interface/wlan0/wlan/radio-2g# limit-channels "1 6 11' (rae 1,6, 11 — kaHanbl
AmanasoHa, B KOTOPOM MOXET paboTaTb HacTpanMBaeMbIii paavonHTepdeiic)

3meHeHUne OCHOBHOrO KaHana

WEP-2L(config):/interface/wlan0/wlan/radio-2g# control-sideband lower (Mapavietp moxet npuHymMats
3HaueHue: lower, upper. Mo ymonyaHuio: ansa Radio 1: lower; ans Radio 2: upper.)

BkitoueHne ucnosib3oBaHuA KOPOTKOro 3alunTHOro nHTtepsajia

WEP-2L(config):/interface/wlan0/wlan/radio-2g# sgi true (BktoueHrie ncnonsb30BaHns YKOPOUEHHOTO
3alUMTHOro MHTEpBaa Ansi nepeaaun gaHHbix — 400 He, BMecTo 800 He. Ans oTkioyeHus BeeauTe false.)

BkntoueHue STBC

WEP-2L(config):/interface/wlan0/wlan/radio-2g# sthc true (BkntoueHvie MeToga npocTpaHCcTBEHHO-
BPEMEHHOro 6/104HOro KoampoBaHusi (STBC), HanpaBMeHHOTo Ha NOBbILLEHVE HAAEXHOCTM nepeaaqn
[aHHbIX. Ins oTknoueHus seeauTe false.)
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PykoBoacTso no akcnayatauum WEP-2L

BkntoueHue arperayuun

WEP-2L(config):/interface/wlan0/wlan/radio-2g# aggregation true (BxntoueHne arperauuy Ha Radio —
nogaepxkn AMPDU/AMSDU. ins oTkntoueHns Beeaute false.)

BK/oueHne UCMO/Ib30BaHUsA KOPOTKOW nNpeamGynbl

WEP-2L(config):/interface/wlan0/wlan/radio-2g# short-preamble true (Bi/itoueHne ncnonb3oBaHus
KOpOTKOli npeamby bl nakeTa. s oTknoueHus seeanTe false.)

BkntoueHune Wi-Fi Multimedia (WMM)

WEP-2L(config):/interface/wlan0/wlan/radio-2g# wmm true (Bx/itoueHvie nogaepmxkn WMM (Wi-Fi
Multimedia) Ansa oTkntoueHuns eeeanTe false.)

HacTpoiika mexaHusma DFS

HacTpoiika npon3BoanTca Toabko Ha Radio 5 Ty (wlan1)

WEP-2L(config):/interface/wlan1/wlan/radio-5g# dfs X (rae X — pexum pabotsl MexaHuava DFS. Moxet
npvHMMaTh 3HavyeHus: forced — mexaHn3m BbikNtoveH, DFS-kaHanbl A4OCTyNHbI ANns BbiI6opa; auto —
mexaHu3Mm BktoueH; disabled — mexaHu3m BbiktoueH, DFS-kaHanbl He AOCTYNHbI AN BbIGOpa.)

BktoueHue pexnma aBTOMAaTU4YeCKOI CMEeHbI LUMPUHbI KaHaa

WEP-2L(config):/interface/wlan0/wlan/radio-2g# obss-coex true (Bk/itoueHne pexviva aBToMaTnyeckoi
CMeHbI WpWHbI KaHasa ¢ 40 MI'y, Ha 20 MI'y, npu 3arpy>xeHHom paanoadupe. 1 oTKIHYeHNA BBeAnTe
false.)

BknoueHue welinepa Broadcast/Multicast

WEP-2L(config):/interface/wlan0/wlan/radio-2g# tx-broadcast-limit X (rze X — OrpaHnueHve nepegayun
LUMPOKOBELLATE/TbHOTO/MY/IbTUKACTOBOTO Tpaduka no 6ecnpoBOAHO CETH, yKasblBaeTCsl IMMUT A5
LLUMPOKOBeLLLATEeNbHOrO Tpadnka B nak/c)
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BknioueHne QoS U nsmMeHeHne napameTpoB

WEP-2L(config):/interface/wlan0/wlan/radio-2g# qos
WEP-2L(config):/interface/wlan0/wlan/radio-2g/qos# enable true (Bk/itoueHrie ncrnonb3oBaHns yHKLN,
obecneumBaroLmMX kavyecTBo o6cnyxmBaHus (Quality of Service). nsa oTkntoueHus BeeauTe false.)
WEP-2L(config):/interface/wlan0/wlan/radio-2g/qos# edca-ap (HacTpoiika napameTpos QoS ToukY
[0CTYynNa, Tpadvk NepeaeTcs OT TOUKM AOCTYNa K K/TMEHTY)
WEP-2L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap# bk (HacTtpoiika napamertpos QoS ans
HM3KOMPUOPUTETHO oYepeayn C BbICOKOI NPONYCKHOW CNoCcOBGHOCTLIO, nproputeThl 802.1p: cs1, cs2)
WEP-2L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# aifs X (rne X — Bpems oxugaHus
kaapoB (chpeliMoB) AlaHHbIX, M3MepsieMoe B c/ioTax. MpuHUMaeT 3HadeHust 1-255.)
WEP-2L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# cwmin X (X — HauasnbHoe 3HaueHne
BPEMEHM OXWAAHUSI Nepes NOBTOPHOI OTNPaBKOI Kaapa, 3aaeTcs B MUNNCeKyHAax. MpuHumaeT
3HaveHus: 1, 3,7,15,31, 63,127, 255, 511, 1023. 3HaueHne cwMin He MOXET MpeBbIWaTb 3Ha4YeHNe
cwMax.)

WEP-2L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# cwmax X (rze X — MakcyumansHoe
3HaUYeHNe BPEMEHUN OXMAAHUS Nepes NOBTOPHOI OTNPaBKol Kaapa, 3aaeTcs B MUMINCEKYHAAX.
MpuHumaet 3HaveHnsa: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HaveHne cwMax Ao/mMKHO ObITb 60/IbLIE
3HauyeHus cwMin.)

WEP-2L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# txop X (rae X — VIHTepBas BpeMeHu B
MWUNCEKyHAAX, koraa knveHtckas WME-cTaHUums MMeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX Mo
6ecnpoBoAHOI cpeae K Touke gocTyna. MakcumasibHoe 3HavyeHne 65535 munnuncekyHa,.)
WEP-2L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# exit
WEP-2L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap# exit
WEP-2L(config):/interface/wlan0/wlan/radio-2g/qos# edca-sta (HacTpoiika napameTpos QoS cTaHLmy
KMeHTa: Tpadvk NnepeaaeTcs OT CTaHLUMKN KNeHTa 0 TOUKM A0CTyna)

MeToavka HacTpoiiku edca-sta aHanorMyHa MeToamke HacTpolikv edca-ap.
HacTpoiika napameTpoB a1 ovepeneii be, vi, vo aHanornyHa HacTpoiike napameTpoB anst ouepean bk.

6.5 Hactpoiika WDS

© nNpu koHGUrypuposaHu WDS-coeuHeHUs HE06X0AMMO, UTOObI HA YCTPOICTBax, KOTopble ByayT
coeanHATbCA No WDS, B HacTpoiikax pagnonHTepderica 6bia BbiopaH O4NHAKOBbIV KaHaul U LWnMprHa
kaHana. bonee nogpo6Hy0 MHhopMaLMIO O HACTPOlike pagmonHTepdenca Yepes KOMaHAHY CTPOKY
MOXHO y3HaTb B pasaene Hactpoiiku Radio.

Huxe npeactaeneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan1).
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HacTpoiika WDS

WEP-2L (root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan1-wds0 (Bbi6op nnHka WDS. Bo3moxHble 3HaueHus ans Radio 2.4 ITu;
wlan0-wds0 — wlan0-wds3; ansa Radio 5 I'u; wlan1-wds0 — wlan1-wds3.)
WEP-2L(config):/interface/wlan1-wds0# wds-5 (INpu HacTpoiike WDS Ha Radio 2.4 [T, BBeanTe wds-2)
WEP-2L(config):/interface/wlan1-wds0/wds-5# mac-addr XX:XX:XX:XX:XX:XX (MAC-agpec Radio-
NHTepelica BCTPEYHOM TOYKM A0CTYNa, KOTOPbIA MOXHO Y3HaTb, €C/IM BBECTM HA BCTPEYHON TOUKE
foctyna komany monitoring radio-2 11711 monitoring radio-5, B 3aBucumocTy OT TOr0, B Kakom
AmanasoHe 6yaet pabotatb HacTpavBaemoe WDS-coeanHeHue)
WEP-2L(config):/interface/wlan1-wds0/wds-5# exit

WEP-2L(config):/interface/wlan1-wds0# common

WEP-2L(config):/interface/wlan1-wds0/common# enabled true (BksitoueHve nuHka WDS. 115
oTkno4eHns seeauTe false.)

WEP-2L(config):/interface/wlan1-wds0/common# exit

WEP-2L(config):/interface/wlan1-wds0# exit

WEP-2L(config):/interface# wlan1 (IMpu HacTtpoiike WDS Ha Radio 2.4 [T, Beeaute wlan0)
WEP-2L(config):/interface/wlan1# wlan

WEP-2L(config):/interface/wlan1/wlan# wds

WEP-2L(config):/interface/wlan1/wlan/wds# security-mode WPA2 (BbiGop pexvma 6e30nacHocTy
WPAZ2. Bo3MoxHble 3HaueHusi: WPA, off — 6e3 naponsi.)

WEP-2L(config):/interface/wlan1/wlan/wds# key-wpa password123 (K/tou/naposis, Heo6xoauMbIi A5
MOAK/IOYEHMNS K BCTPEYHOI Touke focTyna. [/inHa Knova Ao/HKHA CoCTaBsATh OT 8 0 63 CMMBO/IOB.)
WEP-2L(config):/interface/wlan1/wlan/wds# enabled true (BkntoueHne WDS. /1151 OTK/IOYEHNSA BBEANTE
false.)

WEP-2L(config):/interface/wlan1/wlan/wds# save

A~ N A~ A~

HacTpoiika BCTPeUYHOI TOYKU AoCTyna BbINOMHAETCA aHA/IOTMYHO.

6.6 CucTeMHble HacCTPOIiKK

6.6.1 O6HoBNEeHMe MO ycTpoiicTBa

Oo6HoBneHune MO Toukn goctyna no tftp

WEP-2L(root):/# firmware upload tftp <ip-agpec tftp-cepsepa> <HasBaHue cpaiina MO> ([Mpumvep: firmware upload
tftp 192.168.1.15 WEP-2L-1.2.5_build_X.tar.gz)
WEP-2L(root):/# firmware upgrade

O6HoBneHune MO Toukn goctyna no http

WEP-2L(root):/# firmware upload http <URL gnsa ckaumBaHua dpavina MNO> (Mpumep: firmware upload http http://
192.168.1.100:8080/files/WEP-2L-1.2.5_build_X.tar.gz)
WEP-2L(root):/# firmware upgrade
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MepeknioueHue Ha pe3epBHYI0 Bepcuto MO Touku gocTtyna

WEP-2L(root):/# firmware switch

6.6.2 YnpaBneHue KoHdurypaumei yctpoiictea

C6poc KoHthurypaumm yctTpoiictBa B Aed)onTHOe COCTOsiHME 6e3 coXxpaHeHUs napaMeTpoB gocTyna

WEP-2L(root):/# manage-config reset-to-default

C6pocC KOH(purypaumm ycTpoiicteBa B Aed)O/ITHOE COCTOsIHME C COXPAHEHEM NapaMeTpoB AocTyna

WEP-2L(root):/# manage-config reset-to-default-without-management

Cka4yaTb KOHhurypaymoHHbIVi daiin yctpoiicTBa Ha tftp cepsep

WEP-2L(root):/# manage-config download tftp <ip-agpec tftp-cepBepa> ([pumep: manage-config download tftp
192.168.1.15)

3arpy3unTtb KOHhUrypaunoHHbIii chaiin Ha ycTpoiicTBO c tftp cepBepa

WEP-2L(root):/# manage-config upload tftp <ip-agpec tftp-cepBepa> <HasBaHue cpaiina
KoHdurypauuu> (Mpumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-2L(root):/# manage-config apply (IprmeHeHe KOHUTypaLyn Ha ToUKy [A0CTyna)

6.6.3 Tlepesarpyska ycTpolicTea

KomaHAa Ans nepesarpysku ycTpoiicTBa

WEP-2L(root):/# reboot
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6.6.4 HacTpoiika gaTbl U BpeMeEHU

KomaHgb! ans HaCTp0I7IKI/I CUXpOoHU3aLuu BpemeHun c cepsepom NTP

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
30Hbl)

WEP-2L(config):/date-time/common# save (CoxpaHeHue HacTpoek)

root):/# configure

config):/# date-time

config):/date-time# mode ntp (BkntoueHre pexuma pabotsl ¢ NTP)

config):/date-time# ntp

config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (YctaHoska NTP-cepsepa)
config):/date-time/ntp# exit

config):/date-time# common

config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (YcTaHoBka BpemeHHOIA

PN N N N N AN A A~

6.6.5 [lonosiHMTENbHbIE HACTPOWKM CUCTEMBI

BkiloueHue rno6anbHoi n3onsauum

WEP-2L(root):/# configure

WEP-2L(config):/# system

WEP-2L(config):/system# global-station-isolation true (Bk/toueHune rnobansHoi nzonsauus tpaduka
Mexay knveHTamu pasHbix VAP 1 pasHbix pagmonHTepdeiicos. [ oTknoueHust BeeauTe false.)
WEP-2Lconfig):/system# save (CoxpaHeHue HacTpoek)

MN3meHeHne MMeHM yCcTpoiicTBa

WEP-2L(root):/# configure

WEP-2L(config):/# system

WEP-2L(config):/system# hostname WEP-2L_room2 (rne WEP-2L._room?2 — HOBOe VMs yCTPOICTBA.
MapameTp MOXEeT cofepxaTb oT 1 40 63 CUMBOMOB: NaTUHCKNE 3ar/1aBHble U CTPOUHbIE GYKBbI, LI,
3HaK geduc «-» (aednc He MOXET BbITb MOCNEAHNM CUMBOIOM B UMeHW). Mo ymonyaHuio: WEP-2L.)
WEP-2L(config):/system# save (CoxpaHeHne HacTpoek)

N3meHeHue reorpaduueckoro goMeHa

WEP-2L (root):/# configure

WEP-2L (config):/# system

WEP-2L(config):/system# ap-location ap.test.root (r1e ap.test.root — foveH y3na fgepesa ycTponCcTB
cucTeMbl ynpasneHus EMS, B KOTopoM pacnoniaraetcs Touka goctyna. Mo ymosyaHumio: root.)
WEP-2L(config):/system# save (CoxpaHeHre HacTpoek)
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N3meHeHne naponsa

WEP-2L (root):/# configure

WEP-2L(config):/# authentication

WEP-2L(config):/authentication# admin-password newpassword (r7e newpassword — HOBbI Naposib
LIS BXOZla B cMCTeMy TOUKM gocTyna. Mo ymonyaHuto: password.)

WEP-2L(config):/authentication# save (CoxpaHeHne HacTpoek)

6.7 Hactpolika cepsuca APB

Cepsuc APB ucnonb3ayetcs A5 o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/THOUYEHHbIMU K CEPBUCY.

KomMaHgbl anst HacTpoiiku cepBuca APB

WEP-2L(root):/# configure

WEP-2L(config):/# captive-portal

WEP-2L(config):/captive-portal# apbd

WEP-2L(config):/captive-portal/apbd# roam_service_url <Agpec cepBuca APB>

(Mpumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)
WEP-2L(config):/captive-portal/apbd# enabled true (BkoueHne cepsrica APB. 11151 OTK/IOUEHNS BBEAUTE
false.)

WEP-2L(config):captive-portal/apbd# save (CoxpaHeHne HacTpoek)

6.8 MOHUTOPUHT

6.8.1 Wi-Fi knueHTbI

[nsa BbiBOAAa MOHUTOPUHIa nogkntoveHHbIX Wi-Fi KIMEeHTOB UCMO/b3yeTca KomaHaa:

monitoring associated-clients <mac-agpec knveHnTa 1> ... <mac-agpec knnenta N> filter <napametp 1> ...
<napametp N>,

rae <mac-afipec KmeHTa 1> ... <mac-agpec knveHTta N> — mac-agpeca K/IMeHTCKUX YCTPOICTB,
MOAK/THOUYEHHBIX K TOUKe AocTyna. 15 TOro YTo6bl BLIBECTY MHADOPMALIMIO MO BCEM KNMEHTaM, BBEAUTE
BMeCTO <mac-agpeca knveHnTta> all;

filter — cneynansHoe cnoBo, NOC/1e KOTOPOro YKa3blBAKTCS NapaMeTpbl MOHUTOPVHIA, HE06X0AUMbIe
[N BbIBOZA NO K/TMEHTY/KITMEHTaM;

<napametp 1> ... <napameTp N> — napameTp/napaMeTpbl MOHUTOPUHIA, HEOBXOANMbIE AN BbIBOAA
Mo KAIMEHTY/KIMEHTAM.

[nsi BbIBOAA CNMCKa NOAKMIOYEHHbIX K TOUKE AOCTYNa KNIMEHTOB HAXXMUTE Mocsie monitoring associated-
clients knaBuiy Tab.
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WEP-2L(root):/# monitoring associated-clients <Tab>

32:5b:60:62:e0:a4
bc:2e:f6:cc:85:46
all

[Nsi nonyyeHus cnincka napameTpoB MoHUTopuHra nocre filter HaxmuTe knasuuy Tab.

WEP-2L (root):/# monitoring associated-clients all filter <Tab>

index
interface

ssid

hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
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BbiBOA, UH(hOPMALUUN MO BCEM NOAK/TIOUEHHBIM K/IMEHTaM

WEP-2L(root):/# monitoring associated-clients (11711 monitoring associated-clients all)

index | ©

interface | wlanl-va0@

state | ASSOC SLEEP AUTH_SUCCESS

hw-addr | 32:5b:60:62:€0:a4

ssid | 2ac-open

ip-addr | 160.24.80.58

authorized | true

captive-portal-vap | false

enterprise-vap | false

rx-retry-count | 161

tx-fails | ©

tx-period-retry | 3

tx-retry-count | 626

rssi-1 | -20

rssi-2 | -20

snr-1 | 14

snr-2 | 14

tx-rate | MCS15 NO SGI 270

rx-rate | MCS15 NO SGI 130

rx—bw | 26M

rx—bw-all | 26M

tx—bw | 406M

uptime | 00:01:32

multicast-groups-count | 1

wireless-mode | n

perftest-capable | false

snr-rssi-capable | false

link-capacity | 100

link-quality | 99

link-quality-common | 96

actual-tx-rate | 449

actual-rx-rate | 30

shaped-rx-rate | 32

actual-tx-pps | 49

actual-rx-pps | 29

shaped-rx-pps | 29

name | ©

Rate Transmitted Received

Total Packets: | 8165 | 6387 |
TX success: | 100 | |
Total Bytes: | 8446088 | 1125301 |
Data Packets: | 8158 | 6008 |
Data Bytes: | 8233649 | 959850 |
Mgmt Packets: | 7 | 379 |
Mgmt Bytes: | 331 | 291 |
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Rate Transmitted Received

ofdmé | 9 | 0% 378 | 5%
mcs7 | 2 | 0% 0 | 0%
mcs1l | © | 0% 3] 0%
mcs12 | 28 | 0% 66 | 1%
mcs14 | 1183 | 14% 0| 0%
mcs15 | 6943 | 85% 5939 | 93%

MAC IP

index

interface

state

hw-addr

ssid

ip-addr

hostname
username

domain
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

snr-1

snr-2

tx-rate

rx-rate

rx—bw

rx—bw-all

tx-bw

uptime
multicast-groups-count
wireless-mode
perftest-capable
snr-rssi-capable
link-capacity
link-quality
link-quality-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

wlanl-va2

ASSOC AUTH_SUCCESS
bc:2e:f6:cc:85:46
2ac-enter
10.24.80.90
HUAWEI_P40_Pro-8lafe9c34a
tester
enterprise.service.root
true

false

true

7

0

1

1

-37

-54

11

10

MCS15 NO SGI 130
MCS15 NO SGI 130
20M

20M

20M

00:00:13

0

ac

false

false

76

99

99

49

24

23

17

20

19
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Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

ofdmé
ofdm24
mcs7
mcsl12
mcs13
mcs1l4
mcs15

Multicast groups: none

Transmitted

11%
0%
8%

23%

24%
0%

32%

Received

PykoBoacTso no akcnayatauum WEP-2L
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BbIBOg, MH(hOPMALUK MO KOHKPETHOMY/KOHKPETHBLIM K/IMEHTY/KNIMEHTaM

WEP-2L(root):/# monitoring associated-clients bc:2e:f6:cc:85:46 (ccThb BO3MOXHOCTL YKa3aTb HECKO/LKO
mac-azpecos, Hanpuvep, monitoring associated-clients bc:2e:f6:cc:85:46 32:5b:60:62:e0:a4)

index
interface
state

hw-addr

ssid

ip-addr
hostname
username
domain
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

snr-1

snr-2

tx-rate
rx-rate

rx—bw
rx-bw-all
tx-bw

uptime

multicast-groups-count

wireless-mode
perftest-capable
snr-rssi-capable
link-capacity
link-quality
link-quality-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

1

tutu

true
false
true
9

0

0

1

-39
-57
14

13
MCS15
MCS15
20M
20M
20M

0

ac
false
false
100
100

P & O r 0 o

Transmitted

100
112678
308
104438
4

232

wlanl-
ASSOC SLEEP AUTH_SUCCESS
bc:2e:
2ac-enter
10.24.
HUAWEI_P40_Pro-8lafe9c34a

00:01:

vaz2

f6:cc:85:46

80.90

NO SGI 130
NO SGI 130

12

enterprise.service.root

Received

55795
295
43445
188
240

PykoBoacTso no akcnayatauum WEP-2L
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Rate Transmitted Received

ofdmé | 21 | 6% 103 | 21%
ofdm24 | © | 0% 105 | 21%
mcs7 | 15 | 4% 0| 0%
mcs12 | 41 | 13% 0| 0%
mcs13 | 43 | 13% 0| 0%
mcs14 | © | 0% 4 0%
mcs15 | 192 | 61% 270 | 56%

Multicast groups: none

CDI/IﬂpraLWISl napameTpoB MOHUTOPUHIa

WEP-2L(root):/# monitoring associated-clients 32:5b:60:62:e0:a4 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOZ, OrpaHNyYeHHOro KosIM4yecTBa NapamMmeTpoB MOHUTOPMHIA MO ONPeAENEHHOMY K/TIMEHTY, ECTb
BO3MOXHOCTb yKa3aTb HECKO/IbKO mac-aApecoB)

hw-addr | 32:5b:60:62:e0:a4
ip-addr | 10.24.80.58
tx-rate | MCS15 NO SGI 270
rx-rate | MCS14 NO SGI 117
uptime | 00:07:57

WEP-2L (root):/# monitoring associated-clients all filter hw-addr rssi-1 rssi-2 wireless-mode interface
(BbIBOZ, OrpaHMYeHHOro KONIMYecTBa napaMeTpoB MOHUTOPUHIA MO BCEM K/IMEHTaM)

hw-addr | 32:5b:60:62:€0:a4
rssi-1 | -24

rssi-2 | -24

wireless-mode | n

interface | wlanl-va0@

hw-addr | bc:2e:f6:cc:85:46
rssi-1 | -38

rssi-2 | -53

wireless-mode | ac

interface | wlanl-va2
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6.8.2 WDS

[na moHutopuHra WDS-coeamMHeHnin ncnosnb3yeTcs cneayowan KomaHaa:

monitoring wds-entries <mac-agpec BCTpe4Hol Toukn gocTtyna 1> ... <mac-afpec BCTPEUYHON TOUKM
poctyna N> filter <napameTp 1> ... <napameTp N>, rqe <mac-agpec BCTPeYHol Toukn gocTtyna 1> ... <mac-
apec BCTpeyHoli Toukn gocTtyna N> — mac-agpeca BCTPEUHbIX TOYEK AOCTYNa, C KOTOPbIMU NOCTPOEHbI
WDS-mocTbl. [1ns1 TOoro 4tobbl BbIBECTU MHhOPMAaLU0 N0 BCEM BCTPEYHbLIM TOYKaM, BBEAMTE BMECTO <mac-
agpeca BCTPeYHOI Toukn goctyna> all;

filter — cneynansHoe cnoBo, MOC/Ie KOTOPOro YKa3blBAKTCS NapaMeTpbl MOHUTOPVHIE, HE0O6XOAUMbIE
[UNS1 BbIBOZA MO OAHOW UM HECKOMBbKUM BCTPEYHLIM TOUKaM [0CTyna;

<napameTp 1> ... <napameTp N> — napameTp/napaMeTpbl MOHUTOPUHIA, HEOBXOANMbIE AN BbIBOAA
Mo OZIHOI MM HECKO/TbKMM BCTPEUHbIM TOUKaM 0CTyna.

[ns BbIBOAA CNMCKa TOYEK A0CTYNa, C KOTOpbIMK NocTpoeHbl WDS-MoCTbI, HaxxMuTe nocne monitoring wds-
entries knasuwy Tab.

WEP-2L(root):/# monitoring wds-entries <Tab>

e8:28:c1:d1:43:15
e8:28:cl:da:cbh:80
all

[N nonyyeHusi cnucka napameTpoB MoHuTopuHra noche filter Haxmute knasumwy Tab.

WEP-2L(root):/# monitoring wds-entries all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
noise-2

rssi-1

rssi-2
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BbIBOg, MH(hOpMaLUK MO BCEM BCTPEUHbIM TOUKaM AOCTyna

WEP-2L(root):/# monitoring wds-entries (111 monitoring wds-entries all)

link-capacity
link-quality

90 (not changed)
100 (not changed)

index | ©
interface | wlanl
state | WIFI_WDS
hw-addr | e8:28:c1:d1:43:15
ip-addr | 16.24.80.35
hostname | WEP-2L
authorized | false
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 10
tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©
rssi-1 | -25
rssi-2 | -20
snr-1 | 40
snr-2 | 39
wds-interface | wlanl-wdsl
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx—bw | 26M
rx—bw-all | 26M
tx—bw | 20M
uptime | 00:02:44
multicast-groups-count | ©
wireless-mode | ac
eltex-firmware-version | 1.2.5 build X
eltex-board-type | WEP-2L
perftest-capable | false
snr-rssi-capable | false
I
I
link-quality-common | 100
actual-tx-rate | ©
actual-rx-rate | 5
shaped-rx-rate | ©
actual-tx-pps | ©
actual-rx-pps | 8
shaped-rx-pps | ©
name | ©
Rate Transmitted Received
Total Packets: | 53 | 2125 |
TX success: | 100 | |
Total Bytes: | 4300 | 261666 |
Data Packets: | 48 | 2120 |
Data Bytes: | 2496 | 193382 |
Mgmt Packets: | 5 | 5 |
Mgmt Bytes: | 268 | 444 |
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nss2-mcso
nss2-mcsl
nss2-mcs2
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8

Multicast groups: none

index
interface
state

hw-addr
ip-addr
hostname
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

snr-1

snr-2
wds-interface
tx-rate
rx-rate

rx—bw
rx-bw-all
tx-bw

uptime

multicast-groups-count

wireless—-mode

eltex-firmware-version

eltex-board-type
perftest-capable
snr-rssi-capable
link-capacity
link-quality
link-quality-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

Transmitted

Received

7%

7%

1

wlanl

WIFI_WDS
e8:28:cl:da:cbh:80
10.24.80.40
WEP-2L

false

false

false

10

0

0

0

=75

=70

40

39

wlanl-wds2

VHT NSS2-MCS8 SGI 173.3
VHT NSS2-MCS8 NO SGI 156
20M

20M

20M

00:07:15

0

ac

1.2.5 build X
WEP-2L

false

false

90 (not changed)
100 (not changed)
100

© © 0o o U o

12

~N DDA N0 O 0O O
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Rate Transmitted Received

Total Packets: | 53 | 2125 |
TX success: | 100 | |
Total Bytes: | 4300 | 261666 |
Data Packets: | 48 | 2120 |
Data Bytes: | 2496 | 193382 |
Mgmt Packets: | 5 | 5 |
Mgmt Bytes: | 268 | 444 |
Rate Transmitted Received

ofdmé | 7 | 13% 12 | 0%
ofdms4 | 1 | 1% 0| 0%
nss2-mcso | 4 | 7% 6 | 0%
nss2-mcsl | 4 | 7% 8 | 0%
nss2-mcs2 | 4 | 7% 6 | 0%
nss2-mcs3 | 4 | 7% 6 | 0%
nss2-mcs4 | 4 | 7% 7| 0%
nss2-mcs5 | 4 | 7% 4 | 0%
nss2-mcsé6 | 4 | 7% 7| 0%
nss2-mcs7 | 9 |  16% 24 | 1%
nss2-mcs8 | 8 | 15% 2044 | 96%

Multicast groups: none
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BbIBOg, MH(hOPMALUK MO OAHO UMM HECKOIbKMM BCTPEUHbLIM TOYKam AocTyna

WEP-2L(root):/# monitoring wds-entries €8:28:¢1:d1:43:15 (ecTb BO3MOXHOCTb YKa3aTb HECKO/ILKO mac-
anpecos, Hanpumep, monitoring wds-entries €8:28:¢1:d1:43:15 e8:28:c1:da:ch:80)

index

interface

state

hw-addr

ip-addr

hostname
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

snr-1

snr-2
wds-interface
tx-rate

rx-rate

rx—bw

rx-bw-all

tx-bw

uptime
multicast-groups-count
wireless-mode
eltex-firmware-version
eltex-board-type
perftest-capable
snr-rssi-capable
link-capacity
link-quality
link-quality-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps

name

Total Packets: |
TX success: |
Total Bytes: |
Data Packets: |
Data Bytes: |
Mgmt Packets: |
Mgmt Bytes: |

Trans

100
4300
48
2496

268

0

wlanl

WIFI_WDS
e8:28:c1:d1:43:15
10.24.80.35
WEP-2L

false

false

false

10

0

0

0

-25

=20

40

39

wlanl-wdsl

VHT NSS2-MCS8 SGI 173.3
VHT NSS2-MCS8 NO SGI 156
20M

20M

20M

00:02:44

0

ac

1.2.5 build X
WEP-2L

false

false

90 (not changed)
100 (not changed)

100

0

5

0

0

8

0

0

mitted Received
| 2125
I
| 261666
| 2120
| 193382
| 5
| 444
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ofdmé | 12
ofdm54 |
nss2-mcso |
nss2-mcsl |
nss2-mcs2 |
nss2-mcs3 |
I
I
I
I
I

7%

nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8

~N DDA N0 O 0O O

| 7%

Multicast groups: none

CDI/IﬂpraLWISl napameTpoB MOHUTOPUHIa

WEP-2L(root):/# monitoring wds-entries €8:28:¢1:d1:43:15 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOZ, OrpaH14YeHHOro KosIM4ecTBa NapamMeTpoB MOHUTOPMHIA NO ONPEAENEHHOIN TOUKE A0CTYNa,
€CTb BO3MOXHOCTb YKa3aTb HECKO/IbKO mac-aApecoB)

hw-addr | e8:28:c1:d1:43:15
ip-addr | 10.24.80.35

tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS1-MCS4 NO SGI 39
uptime | 00:06:32

WEP-2L (root):/# monitoring wds-entries all filter hw-addr rssi-1 rssi-2 wireless-mode wds-interface
eltex-firmware-version (BbIBOZ OrpaHWYeHHOro KonMyecTsa NnapaMeTpoB MOHUTOPKHIA MO BCEM TOUKaM
flocTyna)

wds-interface wlanl-wdsl

hw-addr | e8:28:c1:d1:43:15
rssi-1 | -25
rssi-2 | -20
wireless-mode | ac
I

hw-addr | e8:28:cl:da:ch:80
rssi-1 | -75
rssi-2 | -70
wireless-mode | ac
I

wds-interface wlanl-wdsl

84



PykoBoacTso no akcnayatauum WEP-2L

6.8.3 WHdopmauus 06 ycTpoiictee

WEP-2L (root):/# monitoring information

system-time: 09:15:16 28.10.2021
uptime: 15:45:10

software-version: 1.2.5 build X
secondary-software-version: 1.2.5 build X
boot-version: 1.2.5 build X
memory-usage: 67

memory-free: 34

memory-used: 71

memory-total: 105

cpu: 0.28

is-default-config: true

board-type: WEP-2L

hw-platform: WEP-2L
factory-wan-mac: E8:28:C1l:xXx:XX:XX
factory-lan-mac: E8:28:C1l:xXx:XX:XX
factory-serial-number: WP39000059
hw-revision: 1vl
session-password-initialized: false
ott-mode: false

last-reboot-reason: firmware update
test-changes-mode: false
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6.8.4 CeteBas UHpopmaums

WEP-2L (root):/# monitoring wan-status

interface: bro
protocol: dhcp
ip-address: 192.168.1.15
mac: e8:28:Cl:xX:iXX:iXX
mask: 255.255.255.0
gateway: 192.168.1.1
DNS-1: 192.168.1.100
DNS-2:

rx-bytes: 4864149
rx-packets: 13751
tx-bytes: 2462399
tx-packets: 20753

WEP-2L(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-2L(root):/# monitoring arp

# ip mac
0] 192.168.1.1 02:00:48:XX XX 1XX
1 192.168.1.151 2c:fd:ial:ixx:xx:xx

WEP-2L (root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 UG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro
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6.8.5 BbecnposogHble nHTepdelchl

WEP-2L (root):/# monitoring radio-2

hwaddr: E8:28:C1l:xX:XX:XX
status: on

noise-1: -100

noise-2: -100
utilization: 21

channel: 11

thermal: 30

bandwidth: 20

frequency: 2462

WEP-2L(root):/# monitoring radio-5

hwaddr: E8:28:C1l:xX:XX:XX
status: on

noise-1: -100

noise-2: -100
utilization: 0

channel: 132

thermal: 31

bandwidth: 20

frequency: 5660

6.8.6 XXypHan cobbITuit

WEP-2L (root):/# monitoring events

Jan 23 00:00:07 WEP-2L daemon.info syslogd[925]:

Jan 23 00:00:09 WEP-2L daemon.info configd[955]:

successfully.

Jan 1 03:00:14 WEP-2L daemon.info networkd[987]:

Jan 1 03:01:17 WEP-2L daemon.info networkd[987]:

on 192.168.1.15.

PykoBoacTso no akcnayatauum WEP-2L

started: BusyBox v1.21.1

The AP startup configuration was loaded

Networkd started

DHCP-client: Interface br® obtained lease

Jan 23 07:17:14 WEP-2L daemon.info monitord[1055]: event: 'associated' mac: E4:0E:EE:BD:AE:

6B ssid: 'WEP-2L_2.4GHz' 1intoO

87



PykoBoacTso no akcnayatauum WEP-2L

6.8.7 CkaHupoBaHuve adhmpa

© O6parute BHMMaHME: BO BpeMsi OCYLLIECTB/IEHUS CKaHMPOBaHUs adivpa paamonHTepdeiic ycTpoiicTea
OyAeT OTK/IOYEH, UTO NPUBEAET K HEBO3MOXHOCTY Nepefadn gaHHbix Ao Wi-Fi knneHToB BO Bpems
CKaHMpOBaHWS.

WEP-2L (root):/# monitoring scan-wifi

SSID |Mode |Security]|MAC |Channel|RSSI, dBm|
Bandwidth, MHz

ESRAP1_of30_smart |AP  |off |A8:F9:4B:B0:2C:C7 |6 |-65 |20
litv_hots_2 |AP  |off |EQ:D9:E3:8A:38:52 |1 |-65 |20
test_001 | AP |off |EO:D9:E3:4B:FB:30 |11 |-67 |20
2G-COVID_TOWER |AP  |off |E®:D9:E3:98:12:72 |11 [-71 |20
Tam2.46 |[AP |wpa |[E@:D9:E3:98:1F:7A |1 |-73 |20
litv_hots_1 |AP  |off |EQ:D9:E3:8A:38:51 |1 |-77 |20
WEP-2L_ZN_Personal | AP |wpa |EO:D9:E3:49:79:06 |44 |-16 |20
WEP-2L_ZN_Open |AP  |off |EQ:D9:E3:49:79:07 |44 [-17 |20
Eltex-Guest |AP  |off |CC:9D:A2:C7:D9:21 |36 |-38 |20
Eltex-Local | AP |wpa |CC:9D:A2:C7:D9:22 |36 |-38 |20
BRAS-Guest |AP  |off |CC:9D:A2:C7:D9:20 |36 |-38 |20
2L_301_nsk | AP |off |E8:28:C1:DA:C8:16 |56 [-41 |20
chudo_waffly | AP |wpa |EO:D9:E3:70:94:00 |60 | -44 |20
Eltex VAP |AP |off |A8:F9:4B:B0:40:70 |48 |-46 |20
VK_enterprise | AP |wpa |E8:28:C1:DA:C8:99 |56 | -47 |20
VK_portal |AP  |off |E8:28:C1:DA:C8:98 |56 |-49 |20
WOP-2ac |AP  |off |E8:28:C1:00:FC:Al |36 |-50 |80
Open_VK_switch |AP  |off |E8:28:C1:DA:C8:96 |56 |-50 |20
testSSID10 [AP |off |A8:F9:4B:B0O:05:54 |40 |-51 |20

6.8.8 CnektpoaHanusarop

CnekTpoaHanusarop npefoctasnser MHopMauuio 0 3arpyXeHHOCTU KaHaoB B AnanasoHax 2.4 mn STy,
PesynbTaT BbIBOAUTCA B MPOLIEHTaX.

© O6parute BHMMaHMWe, YTO BO BPeMsl pab0Thl CrieKTpoaHaim3aTopa NpoMCXOANT OTK/THOUEHNE BCEX
K/IMEHTOB OT TOYKM gocTyna. KnneHTbl NoAKN0YaTCS CHOBA TO/bKO TOTAQA, Koraa crekTpoaHann3arop
3aKOHYMT CBOKO paboTy.
Bpemsi aHanunsa Bcex pagnokaHaioB AByX AMana3oHOB COCTaBASET MPUMEPHO 5 MUHYT.
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© CnektpoaHanusartop paboTaeT TOMLKO Ha Tex KaHasax, KoTopble ykasaHbl B napametpe limit-channels
B HacTpoikax pagnovnHTepdelicoB. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasnbl '1 6
11', a Ha wlan1 yka3aHbl kaHanbl '36 40 44 48', To aHanM3 cnekTpa 6yaeT nponsBeAeH TONbKO A4S
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[nsa Toro 4To6b! 6611 NPOU3BEAEH aHa/IN3 BCEX KaHANOB AMana3oHa, Ha KOTOpPoM paboTaeT
pagnovHTepdelic, 1aMeHnTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax Kaxaoro
pagnounHTepcpeiica Ha false. Mocne nonyyeHns pesynbTaTtoB paboTbl CNEKTpOaHaM3aTopa BepHUTe
3Ha4yeHune use-limit-channels o6paTHO K UCXoQHOMY 3HaYEHMO true.
C 6o0nee noapo6HOI MHdhopMaLmeil 0 HacTpoike pagnonHTepdeiica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «Hactpolikn Radio».

WEP-2L(root):/# monitoring spectrum-analyzer

Channel| CCA

1] 81%

2| 40%

3] 14%

4] 10%

5| 36%

6] 60%

7| 40%

8| 8%

9| 14%
10| 38%
11|  75%
12| 37%
13| 18%
36| 14%
40| 12%
44| 10%
48| 18%
52| 3%
56| 5%
60| 8%
64| 6%
132 0%
136 0%
140| 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165 1%

89



7 CnncoK nameHeHun

Bepcusa gokymeHTa Jdata
BbiNyckKa
Bepcua 1.3 22.06.2022
Bepcusa 1.2 24.01.2022
Bepcusa 1.1 30.06.2020
Bepcusa 1.0 16.03.2020

Bepcusa nporpammHoro obecneyenunsa 1.2.5

PykoBozacTBO no akcnyataunm WEP-2L

CopepxaHue n3MeHeHwui

CurHxpoHu3auus ¢ sepcuein MO 1.2.5
VicnpasneHo:

* 2.3 TexHn4eckme napameTpbl yCTPONCTBA
+ 5.8.2 NMogmeHto «JocTyn»

CuHXpoHu3auus ¢ sepcueid MO 1.2.2
Job6asneHo:

+ 5.4.2 NogmeHto «WDS»
+ 5.7 MeHto «<WDS»

* 6.2.1 HacTpolika ceTeBbIX NapamMeTpPOB C
noMoLLbio yTUANTLI Set-management-vlan-mode

* 6.2.2 HacTpolika ceTeBbIX napameTpos IPv6
+ 6.5 Hactpoiika WDS

* 6.6.5 loNO/IHUTE/IbHbIE HACTPOWNKM CUCTEMBI

* 6.8.2 WDS

* 6.8.7 CkaHupoBaHue acpmpa
KoppekTupoBka:

+ 2.2 XapakTepucTuka ycTpoiicTBa

+ 5.6.1 NogmeH0 «CyMmmMapHO»

+ 5.6.2 NogMeHo «VAP»

+ 6.3.5 [lononHuTenbHble HacTpoikn VAP

* 6.8.1 Wi-Fi knneHTbl

* 6.8.3 NHdpopmaumsi 06 ycTpoiicTee

CuHxpoHu3auus c sepcueid MO 1.1.0

MepBasa nyonukaums
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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