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Bepcua AOKYMeHTa
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CogeprKaHne U3MEHEHMA

Bepcusa 6.8

07.2023

CuHxpoHM3auma c sepcueti M0 10.3.3.1

[ob6asneHa nHdopmauma 06 yctponcrteax MES3400-24, MES3400-24F,

MES3400-48, MES2420-48P.

Bepcua 6.7

06.2023

CuHXpoHM3aumsa ¢ Bepcuelt MO 10.3.3

[ob6asneHa nHdopmauma o6 yctporicteax MES2424FB, MES3710P.

MN3meHeHun B pa3genax:
- 1.3 OCHOBHble TEXHUYECKME XapaKTePUCTUKN

- 4.28.2 Hactpolika Virtual Router Redundancy Protocol (VRRP)

[ob6asneHbl pasgensi:
- 4.28.3 Hactpolika npoTtokona OSPFv2
- 4.28.4 Hactpolika npoTtokona OSPFv3

Bepcusa 6.6

12.2022

CuHxpoHM3auma ¢ sepcumeit MO 10.3.1

M3meHeHusA B pa3genax:
- 1.2.4 ®yHKLMYM TpeTbero ypoBHsA ceTeBolt mogenu OSI
- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKN

[ob6asneHbl pasaenoi:
- 4.28 KoHourypaums npoToKoI0B MapLupyTusaumm

Bepcua 6.5

11.2022

CuHXxpoHM3aumsa ¢ sepcumeit MO 10.2.10
[ob6asneHa nHdopmauma o6 yctporictee MES2448P

N3meHeHwuA B pasgenax:

- 1.2.6 ®yHKLMYM 0becneyeHnn 6esonacHOCTH
- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHM
- 4.22 ®dyHkuun DHCP Relay nocpegHuka

[obaBneHbl pasaensbl:
- 4.23 KoHourypauma DHCP-cepBepa

Bepcusa 6.4

10.2022

CuHXpoHM3aumsa ¢ sepcueit M0 10.2.9.4

Bepcua 6.3

08.2022

CuHxpoHM3aumsa ¢ sepcumeit MO 10.2.9

N3meHeHwuA B pasgenax:

- 4.4 KomaHabl ynpasaeHus cuctemon

- 4.14.6 Hactpoiika npotokona G.8032v2 (ERPS)
-4.17.5.1 Telnet, SSH

-4.21.3 DSLAM Controller Solution (DCS)

Bepcusa 6.2

06.2022

CuHXpoHM3auma c sepcueli MO 10.2.8.2
[ob6asneHa nHpopmauma o6 yctporictee MES2424P.

N3meHeHwuA B pasgenax:

- 1.2.8 lononHUTenbHble GyHKLUK

- 1.3 OCHOBHble TEXHMYECKME XapaKTEPUCTUKN

-4.17.1 MexaHusm AAA

-4.21.6 Hactpolika ¢oyHKummn MAC Address Notification

[obaBneHbl pasgensl:
- 4.14.6 HacTtpoiika npoTtokona G.8032v2 (ERPS)
-4.16.5 KoHdurypaumsa IGMP proxy

Bepcusa 6.1

11.2021

CuHxpoHu3auua ¢ sepcueit MO 10.2.7.2

N3meHeHwuA B pasgenax:

- 4.13 HacTpoiika IPv6-agpecaumm

- 4.18 }ypHan aBapwuit, npotokon SYSLOG

- 4.21.8 Hactpoiika ¢yHKumm IPv6 RA Guard

- 4.21.9 Hactpotiika ¢yHKumm IPve ND Inspection
-4.21.3 DSLAM Controller Solution (DCS)

Bepcua 6.0

10.2021

[ob6asneHa nHpopmauma 06 yctponictee MES2411X

Bepcua 5.9

10.2021

CuHXpoHM3aumsa ¢ Bepcueli M0 10.2.7

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES34xx, MES37xx
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MN3meHeHus B pasgenax:

- 4.3 HacTpoiKa MaKpoKOMaHz,

- 4.4 KomaHapl ynpaB/ieHUs cucTemon

- 4.16.1dPyHKUMA nocpeaHnKa npotokona IGMP (IGMP Snooping)
-4.21.3 DSLAM Controller Solution (DCS)

- 4.26 KoHowurypaums 3awmTsbl oT DOS-atak- 4.30 Pexkum oTnagKkm

Job6asneHbl pasgensi:
-4.21.7 NpoBepKa NOA/IMHHOCTM KAMEHTA Ha OCHOBe nopTa (cTaHgapT 802.1x)

Bepcna 5.8

07.2021

CuHXpoHM3auma c sepcueli MO 10.2.6.3

Bepcua 5.7

05.2021

CuHxpoHM3aumsa c sepcumeit MO 10.2.6

M3meHeHusA B pasgenax:

- 4.11 F'pynnbl arperaumnn kaHanos — Link Aggregation Group (LAG)
- 4.12 HacTpoWika IPv4-agpecaumm

-4.21.8 Hactpoiika ¢yHKumn IPv6 RA Guard

-4.17.4 Cnucku poctyna ACL gna ynpaBneHus yCTpOMCTBOM
-4.21.6 Hactpolika ¢yHKkummn MAC Address Notification

- 4.14.2 MexaHu3m obHapyKeHus netenb (loopback-detection)

- 4.25 KoHourypaumsa ACL (cnucKM KOoHTpoas focTtyna)

-4.27.1 Hactpoiika QoS

[ob6aBneHbl pasgensbl:
-4.21.9 Hactpoliika ¢yHKumm IPv6 ND Inspection

Bepcua 5.6

03.2021

CuHXpoHM3aumsa ¢ sepcueit MO 10.2.5.2

Bepcua 5.5

11.2020

CuHXxpoHM3aumsa ¢ sepcumeit MO 10.2.5
[ob6asneHa nHpopmauma o6 yctporicteax MES2448 DC, MES2448B.

MN3meHeHus B pasgenax:

- 1.1 HasHauyeHue

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN

- 1.4.1 BHewWwHuWI’ BUA, 1 onvcaHne nepegHein naHeamn ycTpomncTs
-1.4.2 334HAA 1 BePXHAA NaHeNn yCTpomncTs

- 1.5 KomnnekT noctaBku

- 4.4 KomaHabl ynpasaeHUsa cuctemon

- 4.8.1 Napametpbl Ethernet-untepdeiicos, Port-Channel n Loopback-uxTep-
deiicos

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLmMu MHTepdelicos
-4.21.8 Hactpoiika ¢yHKumn IPv6 RA Guard

- 4.14.4 HacTpoiika dyHKuuu Layer 2 Protocol Tunneling (L2PT)

- 4.15 Hactpoiika npotokosna OAM

-4.16.1 dyHKLMA NnocpesHMKa npoTokona IGMP (IGMP Snooping)
-4.21.5 KoHTponb npotokona ARP (ARP Inspection)

-4.27.1 Hactpoiika QoS

- MpwnoxeHue B. Ouepeaun ans npuHumaemoro Ha CPU Tpaduka

Bepcua 5.4

10.2020

N3meHeHun B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKM

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.8.1 Napametpbl Ethernet-nntepdeiicos, Port-Channel n Loopback-uxTep-
deiicos

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLMK MHTepdelicos
-4.11 Fpynnbl arperauumm KaHanos — Link Aggregation Group (LAG)
-4.21.8 Hactpoliika ¢pyHKumm IPv6 RA Guard

-4.14.3.1 HacTtpowka npoTtokona STP, RSTP

- 4.14.4 HacTpolika ¢oyHKumm Layer 2 Protocol Tunneling (L2PT)

- 4.15 Hactpoiika npotokosna OAM

-4.16.1 ®yHKuMA NnocpeaHMKa npoTtokona IGMP (IGMP Snooping)
- 4.18 }ypHan aBapwuit, npoTokon SYSLOG

-4.21.6 Hactpolika ¢yHKummn MAC Address Notification

-4.27.1 Hactpoiika QoS

Bepcua 5.3

08.2020

[ob6asneHa nHdopmauma o6 yctponctee MES3708P.

M3meHeHusa B pasaenax:
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- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKM

- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa agoctyna K ycTpoincrey
- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.8.1 NapameTpbl Ethernet-nntepdeliicos, Port-Channel n Loopback-uHTep-
deiicos

- 4.8.2 Hactpotika VLAN 1 pexxumos KommyTaummn nHtepdeicos Hactpoika
dyHKumm Layer 2 Protocol Tunneling (L2PT)

-4.17.1 MexaHusm AAA

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npotokona DHCP v onuua 82

-4.21.4 3awmTa IP-agpeca kaneHTa (IP Source Guard)

[obaneHbl pasgensbl:
- 4.3 HacTpoiKa MaKpOKOMaHA,

Bepcua 5.2

07.2020

M3meHeHusA B pasgenax:

- 3.5.2.2 HacTtpoiika ctatuyeckoro IP-agpeca, Macku NOACETM U W03 NO YMO-
YaHu1Io

- 3.5.2.3 HacTtpotika napameTtpoBs npotokona SNMP ansa goctyna K ycTpoicTey
- 4.6.2 KomaHab! ana pabortol ¢ pannamm

- 4.8.2 Hactpoika VLAN 1 pexMmoB KoMmyTaLmu nHTepdelicos

-4.21.8 Hactpoliika ¢yHKumm IPv6 RA Guard

- 4.15 HacTpoiika npoTokosa OAM

- 4.16.1 ®yHKUMA NocpeaHMKa npoTokona IGMP (IGMP Snooping)

- 4.18 KypHan aBapuii, npotokon SYSLOG

-4.20.2 dneKkTponuTaHue no anHuam Ethernet (PoE)

-4.21.3 DSLAM Controller Solution (DCS)

-4.21.4 3awumTa IP-agpeca KnueHTa (IP Source Guard)

- 4.21.5 KoHTponb npoTokosia ARP (ARP Inspection)

-4.27.1 Hactpoiika QoS

[o6asneHbl pasgensi:
- MpwunoxeHue . PaclwmdpoBKa cnmcka npoLeccos

Bepcua 5.1

06.2020

[ob6asneHa nHdopmauma 06 yctponcteax MES2424, MES2424B.

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNe XapaKTepUCTUKM

- 1.4.1 BHEWHW BUA M ONMCaHWE NepesHel NaHenm ycTpoicTs
- 4.6.3 KomaHapl ANns pesepBrMpoBaHusa KoHOUrypauum

Bepcua 5.0

03.2020

M3meHeHusA B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTepUCTUKM

-3.5.2.1 3apaHue napons gaa nonb3osatena «admin» U cosgaHne HoBbIX NOJb-
3oBaTenen

- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ana gocrtyna K ycTpoicTey
- 4.4 KomaHabl ynpasaeHus cuctemon

- 4.6.2 KomaHabl ans pabotsl ¢ pannamm

- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMYyTaumMn nHTepdencos

-4.17.1 MexaHusm AAA

-4.21.3 DSLAM Controller Solution (DCS)

- 4.30.4 KypHannpoBaHWe 0TN1aA04HbIX COOBLLEHNI

[obasneHbl pasgensi:
- 3.4 3arpy304Hoe mMmeHto
- MpwunoxeHne B. Ouepeaun ans npuHumaemoro Ha CPU Tpaduka

Bepcusa 4.5

12.2019

N3meHeHun B pasgenax:

- 3.5.2 ba3oBas HacTpoiika KommyTaTopa

- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMYyTaumMn nHTepdencos
- 4.9 Selective Q-in-Q

-4.20.1 AnarHocTMka megHoro Kabens

-4.21.2 KoHTponb npoTtokona DHCP u onuua 82

Bepcua 4.4

11.2019

MN3meHeHus B pasgenax:
-4.17.5.2 HacTtpowka napameTpoB npoTokona SNMP gns goctyna K yCTpomncTay
- 4.20.2 dnekTponuTaHue no MHuam Ethernet (PoE)

Bepcua 4.3

10.2019

MN3meHeHuA B pasaenax:
- 1.3 OCcHOBHble TEXHUYECKME XaPaKTEPUCTUKU

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES34xx, MES37xx
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- 4.4 KomaHapbl ynpaB/ieHUss CUCTEMOM
-4.20.2 dneKkTponuTaHue no anHuam Ethernet (PoE)
-4.21.3 DSLAM Controller Solution (DCS)

[ob6asneHbl pasgensi:

- 4.2 dunbTpaumsa coobLEeHN KOMaHAHON CTPOKM

- 4.5 KomaHapl s HaCTPOMKM NapameTpoB 418 3a43aHWA Naposien
- 4.6.3 KomaHAab! ANnA pe3epBMpoOBaHMA KOHOUIypaumm

- 4.30 Pexxnm oTnagku

Bepcusa 4.2 08.2019

MN3meHeHus B pasgenax:

- 3.5.2.3 HacTtpoiika napameTtpoBs npotokona SNMP ansa gocTyna K ycTpoicTBy
- 4.8.2 HacTpolika VLAN 1 pexxnmoB KOMMyTaumn nHTepdencos

-4.16.1 ®yHKuMA NnocpegHMKa npoTokona IGMP (IGMP Snooping)

-4.17.3 MNpotokon TACACS+

-4.21.2 KoHTponb npoTtokona DHCP 1 onuma 82

[ob6asneHbl pasaensi:
- 4.26 KoHourypauma 3awmTbl ot DOS-aTak

Bepcua 4.1 06.2019

M3meHeHuA B pa3genax:
— Storm Control gns pasnnuHoro TpaduKa (broadcast, multicast, unknown
unicast)

Bepcua 4.0 06.2019

MN3meHeHusa B pasgenax:

— HauanbHas HacTpolika KommyTaTopa

— HacTtpoliika napameTtpoB npoTtokona SNMP ana goctyna K ycTponcTBy
— DneKkTponuTaHue no anHuam Ethernet (PoE)

Bepcua 3.0 03.2019

[ob6asneHa nHbopmauma 06 yctponcteax cepmum MES2408x n MES2428P

[ob6asneHbl pasaensi:

— ABTOMaTMYeCKan HAaCTpPOliKa NapaMeTpoB KOMMYTaTopa
(zero Touch Provisioning)

— Selective Q-in-Q

— Hactpolika IPv6-agpecauun

— HacTpolika ¢oyHKumn Layer 2 Protocol Tunneling (L2PT)
— HacTpolika npotokona OAM

—MpoTtokon TACACS+

— dneKkTponuTaHue no anHuam Ethernet (PoE)
—MNpotokon UDLD

— 3awwmTa IP-agpeca KnuneHTa (IP Source Guard)

Bepcua 2.0 01.2019

Bropasa ny6auKauus.

Bepcua 1.0 12.2018

Mepsan ny6ankaums.

Bepcusa nporpammHoro o6ecneyenus 10.3.3.1

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES34xx, MES37xx
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D ELTEX

YC/TOBHbIE OBO3HAYEHUA

O603HauyeHue

OnucaHue

[]

B KBaapaTHbIX CKOBKax B KOMaHAHOWN CTPOKe yKa3blBaloTCA Heoba3aTe bHble
nmapameTpbl, HO MX BBOJ, NpeAoCTaBaAeT onpeaeneHHble A0MNOHUTENbHbIE
onumu.

B purypHbix ckobKax B KOMaHAHOM CTPOKE YKa3blBalOTCA BO3MOKHble 0653a-

{ TeNlbHble napameTpbl. Heobxoanmo BbIbpaTb 0ANH U3 NapaMeTPoB.

«,» [aHHble 3HAaKM B ONUCAHUM KOMaHAbl UCMOb3YIOTCA A/1A YKa3aHWA auanaso-
«-» HOB.

«|» [aHHbI 3HAK B ONUCAHUM KOMaHAbI 0603HAYAET KUANY.

«/» [aHHbI 3HAK B ONMCaHMe KOMaHAbl YKa3blBaeT Ha 3HaYEHME MO YMOYAHUIO.
kypcue Calibri Kypcusom Calibri ykasbiBatoTca nepemeHHble UM napameTpbl, KOTopble HEO6-

XO04ANMMO 3aMEeHUTb COOTBETCTBYHOLWMM CIOBOM UNIN CTpOKOVI.

Mony»XupHbI Kypcus

MonyXnpHbIM WPUDTOM BblgeNeHbI NPUMEYAHUA U NPeaYNPEKIEHNS.

<lMonyxcupHoiii
Kypcue>

MoNyXMPHbIM KYPCUBOM B YI/I0BbIX CKOBKaX yKa3blBalOTCA Ha3BaHUA KAaBuLL
Ha KnaBuarype.

Courier New

MonyxupHbim Wpndtom Courier New 3anuncaHbl Npumepbl BBOAA KOMaHA,

Courier New|

Wpuoptom Courier New B pamKe C TEHbHO yKa3aHbl pe3y/ibTaTbl BbIMOAHEHUA
KOMaHz,

NMPUMEYAHUA U NPEOYNPEXRAEHUA

" [pumeyaHusa cogeprKaT BaXKHYI0 MHGOpMaL U0, COBETbI /I PEKOMEeHAaLMu No UCNOJIb-
30BaHMIO U HACTPOiiKe YCTPOMUCTBA.

1 MpepynpexaeHna nHGOPMUPYIOT NOb30BATENA O CUTYALUAX, KOTOPble MOTYT HaHeCTU
’ Bpeps, YCTPOMCTBY AU YeNoBeKy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uamn no-
Tepe AaHHbIX.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES34xx, MES37xx 9



HELTEX

BBEAEHUE

B nocnegHue rogbl HabnogaeTca TeHAEHUMA K OCYLLECTB/IEHUIO MacCLUTabHbIX MPOEKTOB Mo
NOCTPOEHMIO ceTei CBA3M B COOTBETCTBUM ¢ KoHuUenumeir NGN. OaHOoM U3 OCHOBHbIX 3a4a4 NpU peannsauum
KPYNHbIX MY/IbTUCEPBUCHBIX CETEN ABNAETCA CO34aHMe HaAeXKHbIX U  BbICOKOMPOM3BOAUTE/bHbIX
TPAHCNOPTHbIX CeTel, KOTopble ABAAIOTCA ONOPHLIMU B MHOTFOC/IOMHOW apXUTEKType ceTeit cieaylowero
MOKONEHMA.

ONna fOCTUKEHMA BbICOKMX CKOPOCTEN LUIMPOKO NPUMEHSIIOTCA TEXHOIOTUKN Nepesadn MHbopmaumnm
Gigabit Ethernet (GE). MNepegaya uHPoOpMaUMKM Ha BbICOKMX CKOPOCTAX, OCOBEHHO B CETAX KPYMHOro
macwTaba, nogpasymesBaeT BbIOOP TaKOW TOMONOIMMU CETU, KOTOpas MO3BOJIAET TMOKO OCyLWecTBAATb
pacnpegeneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopb! cepuit MES14xx, MES24xx, MES34xx n MES37xxP moryT ucnonb3oBaTbCA Ha CeTAX
KPYMHbIX NPeAnpUATUI U NPeanpUATUIA Manoro u cpegHero 6usHeca (SMB), B onepaTopckux cetax. OHK
obecneymBaloT BbICOKYHO MNPOU3BOAUTENBHOCTb, MMOKOCTb, 6€30MacHOCTb, MHOIOYPOBHEBOE KayecTBo
obcnykmnaHua (QoS).

MpomblwneHHble KommyTaTopbl MES3708P, MES3710P npeaHa3HayeHbl ANA OpraHM3auMm 3alum-
LLLEHHbIX OTKA30yCTOMYMBBIX CETeN nepenayn AaHHbIX Ha o6bekTax, rae HeobxoaAnMO BbinosiHeHWe Tpebo-
BaHMI Mo obecrnevyeHMto YCTOMYMBOCTU K BO3LENCTBMAM Pas/IMYHOMO BUAA: TEMNEPATYPHbIM, MeXaHW-
YECKUM U ApYTrUMm.

B HacToAWweM pyKOBOACTBE M3/0XKEHbI HAa3HAYEHNE, TEXHUYECKNE XapPaKTePUCTUKN, peKOMeH4auMUn
No HayanbHOW HACTPOMKE, CUHTAKCUC KOMaHA AN KOHOUrypauuw, MOHUTOPUHra M 06HOBAEHUSA
nporpammHoro obecrneyeHns KOMMyTaTopa.
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HELTEX

1 OMNUCAHUE U3OENUA

1.1 HasHayeHue
YctpoiictBa cepuit MES14xx n MES24xx ABNAOTCA ynpaBAAeMbIMM KOMMYTaTOpPamu, BbINOAHAO-
LLMMM CBOM KOMMYTALMOHHbIE GYHKLUUM HA KaHa/IbHOM M ceTeBOM YPOBHAX mozenu OSI.

CeteBble kKommyTaTopbl MES1428 nmetoT B cBOEM cocTase 24 aneKkTpuyeckmx nopta Fast Ethernet u
4 ontnyeckux nopta Gigabit Ethernet ana yctaHoBku SFP-TpaHcuBepos (Combo-nopThbl).

CeteBble KOMmMyTaTopbl MES2408x MMetoT B CBOEM COCTaBe 8 aneKTpmnyecknx noptos Gigabit Ethernet
n 2 ontuyeckmx nopta Gigabit Ethernet gns yctaHoBKK SFP-TpaHcuBepOB.

CeteBble KommyTaTOopbl MES2411X mMmeloT B CBOEM COCTaBe 8 3neKkTpuyeckux noptos Gigabit
Ethernet 1 11 onTnyeckunx noptos TenGigabit Ethernet gns yctaHoBKU SFP+-TpaHCcMBEPOB.

CeteBble KOMmMyTaTOpbl MES2428% nMmetoT B cBOEM cocTaBe 24 afieKTpuyecknx nopta Gigabit Ethernet
1 4 onTnyeckux nopta Gigabit Ethernet ana yctaHoBku SFP-TpaHcueepos (Combo-nopTsi).

CeTteBble KommyTaTopbl MES2424x, MES3400-24 nmetloT B CBOEM cocTaBe 24 sneKTpuUYecKnx nopta
Gigabit Ethernet 1 4 ontuyeckmx nopta TenGigabit Ethernet ana yctaHoBKu SFP+-TpaHcuBepos.

CeTeBble KommyTaTopbl MES2420-48P, MES2448 DC, MES2448B, MES2448P nmetoT B CBOEM COCTaBe
48 anekTpuyeckux nopTos Gigabit Ethernet n 4 ontuyeckmx nopta TenGigabit Ethernet ansa yctaHoBku SFP+-
TPaHCMBEPOB.

CeTteBble KOMmMyTaTOpbl MES3400-24F nmetoT B CBOEM cocTaBe 24 onTuyeckux nopta Gigabit Ethernet
Ans yctaHoBku SFP-TpaHcuBepoB M 4 onTuyeckux nopTta TenGigabit Ethernet gna yctaHoBku SFP+-
TpaHCMBEPOB.

CeteBble KommyTaTopbl MES3400-48 umetloT B CBOEM cocTaBe 48 aneKkTpuuyeckux noptos Gigabit
Ethernet 1 4 ontuyeckmx nopta TenGigabit Ethernet ana yctaHoBKkM SFP+-TpaHcnBeposB.

CeteBble KommyTaTopbl MES3708P mmetloT B cBOEM cocTaBe 8 3/feKTpuUyeckux noptoB Gigabit
Ethernet 1 2 onTuyeckmx nopta Gigabit Ethernet gns ycraHoBku SFP-TpaHcuBeposB.

CeteBble KommyTaTopbl MES3710P mmetloT B cBOEM cocTaBe 8 3/1eKTpUYecKUx noptoB Gigabit
Ethernet 1 4 ontuyeckmx nopta Gigabit Ethernet gns ycraHoBku SFP-TpaHcnBepos.

1.2 ®PyHKUMM KOMMYyTaTOpA

1.2.1 ba3oebie pyHKYuU

B Tabsnvue 1 npuBeaeH cnUcoK 6a3oBbix QYHKLMI YCTPOMCTB, AOCTYNHbIX A8 aAMUHUCTPUPOBAHUS.

Tabnnua 1 — basoBble GyHKUUM YCTPOMCTBA

3awuma om BAOKMpPOBKa BO3HUKAET B C/ly4anx Neperpy3ku BbIXOAHbIX MOPTOB yCTPOMCTBA Tpadu-
6510KUpOoBKU o4Yepedu KOM OT HECKOJIbKMX BXOAHbIX MOPTOB. 9TO NPMBOAMT K 334ePKKam nepesaym AaHHbIX
(HOL) M noTepe nakeTos.

Moddepicka CnocobHocTb NoaaepK1BaTb Nepenady CBepXA/IMHHbIX KagpoB, YTo MO3BOJIAET Me-
c8epXx0/IUHHbIX KAOPO8 | peaasaTb AaHHbIE MEHbLUMM YMC/IOM NaKeTOB. ITO CHUMKAET 06bem CysKeB6HOMN UH-
(Jumbo frames) dopmaumu, Bpemsa 06paboTKM 1 NepepbIBbI.
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YnpaeneHue nomokom
(IEEE 802.3X)

YnpasseHne NOTOKOM NO3BO/IAET COEANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [nA npepoTBpalleHMA nepenonHeHua bydepa HU3KOCKOPOCTHOe
YCTPOICTBO MMEET BO3MOXKHOCTb OTNPaBAATb NakeT PAUSE, Tem cambim MHbOpMUpPYA
BbICOKOCKOPOCTHOE YCTPOICTBO O HEOHX0AMMOCTU caenaTb naysy npu nepegave na-
KeToB.

1.2.2 ®yHKyuu npu pabome ¢ MAC-adpecamu

B Tabnnue 2 npuseaeHbl GyHKLUUN YCTPOMCTB Npun paboTe ¢ MAC-agpecamu.

Tabnunuya 2 — PyHKunKM pabotbl ¢ MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTop coctaBaseT B NamaTh Tabauuy, B KOTOPOW yCTaHaBAMBAETCA COOTBET-
cTBMe mexay MAC-agpecamu 1 y3namu NopToB KOMMyTaTopa.

Pexcum obyyeHus

B oTtcyTcTBME 06YYEHMA, AaHHble, MOCTynatoWwmMe Ha Kakon-nmbo nopT, nepeaatoTcs
Ha BCe OCTa/IbHble NOPTbl KOMMYyTaTopa. B pexume obydyeHMAa KOMMyTaTop aHaAN3U-
pyeT Kagpbl n, onpeaenns MAC-agpec oTnpaBuTens, 3aHOCUT ero B Tabanuy mapiu-
pyTv3auunun. Bnocneactsum Kagp Ethernet, npegHasHaveHHbIN ansa xocta, MAC-agpec
KOTOPOrO y*Ke ecTb B Tabsmue, NnepenaeTcs TO/IbKO Yepes yKasaHHbIN B Tabaunue nopr.

IModdepxcka nepedayu
Ha HecKonbKo MAC-
adpecos (MAC

JdaHHaa ¢yHKUMA No3BONAET YCTaHaB/AMBATb COEAMHEHWUA KOAWH KO MHOTMM» U
«MHOTME KO MHOTMM». Takum 06pa3om, Kagp, aApecoBaHHbI MHOroaZpecHow
rpynne, nepefaeTcs Ha Kaxkabli NOpT, BXOAALLMI B rpynny.

Multicast Support)

AsmomamuyecKkoe

epemsa xpaHeHua MAC- | Ecnu ot ycTpoiicTsa c onpeaenerHsim MAC-aapecom 3a onpeaenerHbiii nepuog spe-

adpecos MEHW He NOCTyNatoT NaKeTbl, TO 3aNncb 414 JaHHOTO apeca ycTapeBaeT U yaanaeTca.

(Automatic Aging for 370 NO3BONAET NOAAEPHKMBATL TabBAULY KOMMYTaLUK B aKTYa/lbHOM COCTOAHUM.

MAC Addresses)

CmamuyecKue 3anucu .

MAC CeTeBOlM KOMMYTaTOp MO3BOAAET NO/Ib30BATE/NO ONpeAeNuTb CTaTUYeckme 3anucu
) . cooTBeTcTBMI MAC-afpecoB, KOTOPbIE COXPAHAIOTCA B TabavLe MapLLpyTU3aLmm.

(Static MAC Entries)

1.2.3 ®yHKYyuu emopozo yposHa cemeeoii modenu OSI

B Tabanue 3 npmeeaeHbl GyHKLMM U 0COBEHHOCTU BTOPOro ypoBHA (yposeHb 2 OSI).

Tabnunua 3 — OnucaHue GyHKUMIM BTOporo ypoBsHs (yposeHb 2 OSI)

Peanusauua npotokona IGMP nossonaet Ha ocHoBe MHPOPMALMKM, NONYYEHHOM
npu aHanuse cogepxunmoro IGMP-nakeTos, onpeaennTb, Kakue ycTpomncTea B cetm

@yukyua IGMP Snooping o

Y4acTBYIOT B Fpynmnax MHOroaApecHoM PaccblsikK, M aApecoBaTb TPaduMK Ha COOTBET-

CTBYtOLIME NOPTHI.

. Peannsauusa npotokona MLD no3sosseT yCTPOACTBY MUHUMU3NPOBATb MHOTOas-

®yHkyua MLD Snooping sal P yerp y P A

pecHbIn IPv6-TpadumK.

dyHKLMA, NO3BONAOWANA NepeHanpaBaaTb MHOroagpecHoli TpaduK M3 oaHOro
®yHkyua MVR VLAN B pgpyryto Ha ocHoBaHuu IGMP-coobuieHunii, 4To NO3BOAAET YMEHbLWUTb

Harpysky Ha uplink-nopty. MpumeHsaeTca B peweHusx lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LlTopm» — 370 pasmHorKeHue broadcast-, multicast-, unknown unicast-naketos B
KaX[0M y3/e, KOTopoe MPMBOAUT K 1aBUHOOBPa3HOMY POCTY MX YMCia U napanu-
3yeT paboTy ceTn. KoMMyTaToOpbl UMEIOT GYHKLMIO, MO3BONAIOLLYIO OFPaHUUYNTb CKO-
POCTb Nepeaaym MHOroaZPEecHbIX U LLIMPOKOBELLATENbHbIX KaZpOoB, MPUHATbIX M ne-
peAaHHbIX KOMMYTaTOPOM.
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HELTEX

3epKkanuposaHue
nopmoes
(Port Mirroring)

3epKasMpoBaHMe NOPTOB No3BoaAeT Ayb6anpoBaTb TpaduK HabaoAaeMbIX MOPTOB,
nepecbiiana BXogawme n/Mam ncxogdawme nNakeTbl Ha KOHTPOAMPYIOWMI nopT. Y
Nno/ib30BaTeNA KOMMYTAaTOpPa €CTb BO3MOXHOCTb 334aTb KOHTPO/IUPYIOLLMIA U KOH-
TpoaMpyemble NopTbl U BbIBpaTb TMN TpadMKa (BXOAAWMA N/UAN NCXOAALLNNI), KO-
TOpbIN ByaeT nepesaH Ha KOHTPOIMPYIOLLMIA NOPT.

U3onayua nopmos
(Protected ports)

JaHHasa GyHKUMA no3BONAET HasHaunTb NopTy ero uplink-nopT, Ha KoTopbli 6es-
ycnoBHo ByaeT nepeHanpaBaAaTbCsa Becb TpadumK, obecneumnsan Tem camMbiM U30AA-
LU0 C APYTMMK MOpTamu (B Npesenax o4HOro KOMMYTaTopa), HAXOLALLMXCA B STOM
e WwupokosewaTesbHom gomeHe (VLAN) B npeaenax o4HOro KomMmyTaTopa.

Moddepxcka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoi1 NPOTOKON, OCHOBHOW 3aZa4yeil KOTOPOro ABAA-
eTca npueeneHune cetn Ethernet ¢ M36bITOYHBIMU COEANHEHUAMU K APEBOBUAHOM
TONOMOMNK, UCKAtoYatowen netan. KommyTaTopbl 06meHnBarOTCA KOHOUTYpPaLMOH-
HbIMM COOBLEHNAMM, UCMONb3YA Kagpbl cneunanbHoro popmarta, U BbIBOPOUHO
BK/IIOYAIOT M OTK/IIOYAIOT Nepeaady Ha NopTbl.

Moddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — AaBnsieTcA ycoBepLUeHCTBOBaHMEM NpoToKona STP, xa-
paKTEPM3YeTCa MEeHbLIMM BpeMeHEM NPUBEAEHWNA CETU K APEBOBUAHOMN TONOAOTMN
M UMeeT 6o/iee BbICOKYH YCTOMYMBOCTb.

Moddepxcka npomokKona
ERPS (Ethernet Ring
Protection Switch)

MNpoTokon npegHasHavyeH 4NA NOBbIWEHUA yCTOl‘;NMBOCTM M HaAeXHOCTU ceTu ne-
penayvyn AaHHbIX, VIMetOLLI,eVI KO/ibLUEBYHO TOMNO/IOTMIO, 3a CHET CHUXKEHUA BPEMEHN

BOCCTaHOBJ/IEHUA CETU B C/ly4ae aBapuun. Bpema BoccTaHOBAEHMA He npeBbiwaeT 1
CEeKyHAbl, 4YTO CyLWeCTBEHHO MeéHbLUE BpPEMEHU I'IepeCTpOVIKVI ceTn npn Ncnonb3o-

BaHUU NPOTOKO/10B cemeincrea spanning tree.

Moddepxcka VLAN

VLAN —3T0 rpynna nopToB KOMMYTaTopa, 06pasyoLmx O4HY LMPOKOBELATENbHYIO
obnacTb (aomeH). KommyTaTop nogaepnBaeT pasanyHblie CPeacTBa Kaaccuduka-
UMM NaKeToB 4717 ONpeae/IeHns UX NPUHaA/IesKHOCTU K onpeaeneHHoro VLAN.

Moddepxcka npomoKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢pyHk-
LMW YPOBHA KaHafa nepefayn AaHHbIX, NpeacTasastowme coboit NpoToKoa MOHU-
TOPWMHra COCTOAHMA KaHana. B aTom npoTokone ansa nepefayun MHGopmaLlmm o co-
CTOSIHMM KaHaNa MexXay HenocpeacTBeHHO MNOAKAIOYEHHbIMU YCTPOMCTBAMM
Ethernet ncnonb3ytotca 610KM gaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoi-
CTBa A0/1KHbl NogAepKMBaTb cTaHAapT IEEE 802.3ah.

Moddepxcka VLAN Ha
6ase nopmoes
(Port-Based VLAN)

Pacnpepenenue no rpynnam VLAN BbinonHAeTcA No BxodAaAwmMm noptam. [laHHoe
peleHne NO3BOAET MCNOJIb30BaTb Ha KaX40M NOpPTy TONbKO ogHy rpynny VLAN.

Mododeprcka 802.1Q

IEEE 802.1Q — OTKpbITbIA CTaHAAPT, KOTOPbLIN ONUCbIBAET NpoLeAypPY TErMPOBaAHUA
Tpaduka gna nepepaum nHbopmaumm o npuHagnexkHoctmn K VLAN. Mossonset umc-
no/sb30BaTb HecKosibKo rpynn VLAN Ha ogHOM nopTy.

O6veduHeHUe KaHAn08 ¢
ucnonv3zosaHuem LACP

MpoTokon LACP obecneynBaeT aBTomaTMyeckoe o6beanHeHe OTAE/bHbIX CBA3EN
MeXay [ABYMA YCTPOWCTBAMM (KOMMYTaTOpP—KOMMYTATOp WMAM KOMMyTaTop—cep-
Bep) B e4MHbIM KaHa nepesaym AaHHbIX.

B npoToKone NOoCTOAHHO onpenenaeTca BO3MOXHOCTb 06beANHEHNA KAaHaANoB, U B
C/ly4ae O0TKa3a coegUHEHUA, BXOAALLEro B 06beaMHEHHbIN KaHan, ero TpaduK aBTo-
MaTUYeCKU nepepacnpeaensieTca Nno He OTKa3aBLUMM KOMMNOHEHTaM 06beauHeH-
HOro KaHana.

Co3daHue epynn LAG

B ycTpovicTBax nogaepxusaetca yHKLMA CO34aHMA rpynn KaHano.. Arperauns Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHosorMa ob6beanHeHus
HECKOIbKMX GU3NYECKMX KAHAIOB B OANH JIOFMYECKUI. ITO CNOCOBCTBYET HE TO/IBKO
YBENMYEHMIO NPOMYCKHOM CMOCOBHOCTM MarMcTpasbHbIX KaHasoB KOMMyTaTop—
KOMMYTaToOp WM KOMMyTaTOp—cCepBep, HO M NOBbIWEHUIO UX HageXHoCcTU. Bos-
MOXHbI TPW TMNa 6anaHCMPOBKKU — Ha ocHoBaHUK MAC-agpecoB, Ha ocCHOBaHWUK |IP-
aApecoB M Ha OCHoBaHUKM nopTa (socket) HazHaueHuA.

lpynna LAG cocToUT M3 NOPTOB C OANHAKOBOM CKOPOCTbIO, paboTatowwmx B AynaeKc-
HOM pexunme.
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HELTEX

Selective Q-in-Q

Mo3BonseT Ha3Ha4aTb BHewHu VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHOUTYPUPOBAHHbBIX NpasBua GUAbTPaALMM NO HOMepamM BHYTpeHHuX VLAN
(Customer VLAN). MpumeHeHue Selective Q-in-Q no3sonseT pa3obpatb Tpadwmk
aboHeHTa Ha Heckonbko VLAN, nsmeHuntb meTky SPVLAN y naketa B oTAe/IbHOM
yyacTke ceTu.

1.2.4 ®yHKyuu mpemoe20o yposHa cemesoli moodenu OSI/

B Tabanue 4 npmseaeHbl GyHKUMM TPETbero ypoBHs (ypoBeHb 3 OSI).

Tabnunuya 4 — OnncaHue GyHKUNI TpeTbero ypoBHs (Layer 3)

CmamuyecKue IP-

AOMUHUCTPATOP KOMMYTaTOpa UMeeT BO3MOXKHOCTb ,CI,06aBIIFITb N yOanAatb Ctatuyde-

(Address Resolution
Protocol)

mapwpymei CKMe 3anucu B TabanLy MapLipyTU3aumm.
KnueHmeoi BootP u v . 6 P

. CTpOMCTBA CNOCOBHbLI  AaBTOMATMYECKM MOJSyYaTb -afjpec no MpOTOKOAN
DHCP (Dynamic Host BoochP /DHCP 4 AP P y
Configuration Protocol) '
lIpomokona ARP ARP — npoTokon conoctaBneHua IP-agpeca n pusmnyeckoro agpeca ycrpovicrsaa. Coot-

BeTCTBME YCTaHaB/IMBAETCA Ha OCHOBE aHa/In3a OTBETA OT y3/1a CETU, aApeC y31a 3a-
npalwnBaeTCA B LULMPOKOBELWATE/IbHOM NaKeTe.

®yHkyusa IGMP proxy

IGMP Proxy — ¢yHKLMA YNPOLLEHHOM MapLpyTM3auMM MHOFOaApecHbIX AaHHbIX
MeXAy ceTamM. s ynpasaeHua mapLpyTmsauneit ncnonbayertcs npotokon IGMP.

lpomokon VRRP

Mpotokon VRRP npegHasHayeH Ana pes3epsnpoBaHMA MapLLPYTU3aTOPOB, BbINOAHA-
OLLMX POAb LWIKO3A NO YMONYAHULIO. ITO AOCTUrAeTcA NyTém obbeanHeHun IP-uHTep-
bericoB rpynnbl MapLIpyTM3aTopoB B OAMH BUPTYabHbIN, KOTOPbIA 6yaeT Mcnosib3o-
BaTbCA KaK LU/KO3 MO YMOHAHMIO A/19 KOMMbIOTEPOB B CETH.

1.2.5 ®yHKyuu QoS

B Tabnnue 5 npuBeaeHbl 0CHOBHble GyHKUUM KadecTBa obcnymnsaHus (Quality of Service).

Tabnunuya 5 — OcHoBHble GYHKLUMM KauecTBa 06CaYKMBAHUSA

Mooddepxcka
npuopumemHoix
oyepedeii

YCTpOWCTBO NoaaepK1BaeT npuopmTesaLmio ncxoaawero Tpaduka no oyepeaam Ha
KaX4om nopTy. PacnpegeneHne nakeTos No o4epeasm MOXKeT NPoM3BOANTLCA B pe-
3y/NbTaTe KAaccudrKaLmMm NaKeToB NO Pas/iMYHbIM NOASM B 3ar0/I0BKax NaKkeTos.

lModdepxKa Knacca
obcnyncueaHua 802.1p

CraHgapt 802.1p cneumdpuumnpyeT meTos yKa3aHUA npuopuTeTa Kaapa v anroputm
MCMNO/Ib30BaHMNA NPUOpPUTETA B LieNAX CBOEBPEMEHHOWN LOCTaBKU YyBCTBUTE/IBHOTO K
BPeMEeHHbIM 3aaepyKKam Tpaduka. CraHgapT 802.1p onpeaensetr BoceMb YPOBHeEMN
npuvoputeToB. KoMmmyTaTopbl MOryT MCNONb30BaTb 3Ha4YeHue npuoputeta 802.1p anAa
pacnpegeneHnsa KagpoB No NPUOPUTETHLIM o4epesam.

1.2.6 ®yHKYuu obecnevyeHus 6ezonacHocmu

Tabnnuya 6 — PyHKUMKM obecneyeHma 6e3onacHoOCTU

DHCP snooping

PyHKUMA KOMMYTATOpPa, NpeAHa3Ha4YeHHaa A41A 3alnTbl OT aTak C UCNOb30BaHNEM
npotokona DHCP. Ob6ecneumsaer ¢punbTpaumto DHCP-coobuieHnin, NOCTYNUBLLUX C
HEHaAeXHbIX NOPTOB MyTEM MOCTPOEHUA U NOALEPKAHUA 6a3bl AAHHbLIX MPUBA3KU
DHCP (DHCP snooping binding database). DHCP snooping BbinonHAeT AencTeus
bpaHaMayapa MeKay HEHaAEKHbIMU MopTamn 1 cepeepamu DHCP.

Onyus 82 npomokKona
DHCP

Onuwus, KoTopas nossonseT npovHdopmupoBatb DHCP-cepBep O TOM, C Kakoro
DHCP-peTpaHcasaTopa 1 Yepes Kakon NopT npuLlesn 3anpoc.

Mo ymonyaHMio KoMmyTaTop, Ucnosbayowmin dpyHkumio DHCP snooping, o6HapyXu-
BaeT u otbpacbiBaeT ntoboit DHCP-3anpoc coaeprKalmin onumio 82, KOTOPbIM OH No-
Nlyuun yepes HeHagéxKHbil (untrusted) nopr.
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HELTEX

Dynamic ARP
Inspection (Protection)

PyHKUMA KOMMYTATOpPa, NPeHa3Ha4YeHHAA A/1A 3alUnUTbl OT aTak C UCMO/b30BaHNEM
npoTokona ARP. CoobuieHune, KOTOpOe NOCTYNaeT C HEHAAEXKHOTO NOpPTa, NoAasepra-
eTcA NpoBepKe — cooTBeTCcTBYET N IP-aapec B Tene npuHatoro ARP-naketa IP-agpecy
oTnpasuTens.

Ecnun agpeca He coBNaAaoT, TO KOMMYyTaTop OTOpackIBaeT nakKer.

L2 -13-1L4 ACL (Access
Control List)

Ha ocHose MHpopmauum, coaeprrallenca B 3arosioBKkax ypoBsHen 2, 3 u 4, y agMUHU-
CTPaTOpa eCcTb BO3MOXKHOCTb HacTpouTb 40 100 npasua, cOrnacHo KOTOpbIM NaKeT by-
net obpaboTtaH, N1Mbo oTbpoLlEeH.

IP Source address
Guard

PyHKUMA KOMMYTaTOpa, KOTopas orpaHmMumneaeT IP-TpaduK, dunbTpya ero Ha OCHoBa-
HUK TabmLbl cooTBETCTBUIM 6asbl faHHbIX NpueA3ku DHCP — DHCP snooping u ctaTtu-
Yyecku CKoHPUryprpoBaHHbIX IP-agpecos. PyHKLMA ncnonb3yeTcsa Aaa 60pbbbl € Noa-
meHoMl IP-agpecos.

1.2.7 ®yHKYuu ynpasaeHuUa KOMMymamopom

Tabnnua 7 — OcHOBHble GYHKLMM YPaBAEHNA KOMMYTaTOPaMM

3azpy3Ka u ebi2py3ka
¢gaiina Hacmpoliiku

MapameTpbl YCTPONCTB COXpaHALOTCA B daiiie HaCTPOIMKKN, KOTOPbLIA COAEPKUT AaH-
Hble KOHPUTIYpPaLLMK KaK BCEN CUCTEMBI B LLeJIOM, TaK U onpeaeieHHOro nopTa yCcTpoi-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtokon TFTP ncnonb3yetca Ana onepauuii 3anmcu u uteHma ¢ainos. NpoTokon oc-
HOBAH Ha TpaHCNOPTHOM npoToKosae UDP.

YCcTpoincTBa NoaaepK1BatoT 3arpysKy U nepegady no AaHHOMY nNpoToKony dannos
HaCTPOMKKN 1 06pa3oB NporpammHoro obecneyexus.

MpoTtokon SNMP ncnonb3yetca ANs MOHUTOPUHIA M yNpaBJeHUA CeTeBbIM YCTPOW-

lNpomokon SNMP cTBOM. [1a ynNpasaeHUA AOCTYNOM K CUCTEME ONpPeAENsaeTca CNMCOK 3anucei coob-
LEeCTBA, KaXK4an M3 KOTOPbIX COAEPKUT NPUBUAETMM AOCTYNa.
YnpasneHne kommyTaTopamu nocpeactsom CLI ocylecTBaseTcA NOKaNbHO Yyepes no-
Uumepgpelic cnepoBaTtenbHbl nopT RS-232, nMbo yaaneHHo yepes Telnet. UHTepdelic KomaHAa-

KOMaHOHOL cmpoKu
(CLI)

HOW CTPOKM KoHconu (CLI) ABnfeTca NpomMbIWAEHHbIM CTaHAapToOM. MHTepnpeTaTop
CLI npefocTaBNAET CNMCOK KOMaHZ M KNHOYEBbIX CI0B A1 NOMOLLM NOAb30BaATENO U
COKpaleHnto obbema BBOAUMbIX AaHHbIX.

Syslog — npoTokon, obecneynBatoLLMin Nnepesady coobLEeHNI O MPOUCXOAALLMX B CU-

Syslog o

cTeMe cobbITUAX, a TaKKe yBeAOM/IeHUI 06 oWMBKax yaaNeHHbIM CEpBEPAM.
SNTP MpoTtokon SNTP — NpOTOKO/I CUHXPOHU3ALUM BPEMEHM CETU, rapaHTUPYeT TOYHOCTb
(Simple Network Time CUHXPOHWU3ALLMN BPEMEHWN CETEBOr0 YCTPOMCTBA C CEPBEPOM A0 MUASIUCEKYHADI.
Protocol)

Traceroute — cnyxebHas GyHKLMA, NpegHa3HAYeHHaA ANs onpeAeneHns MapLIpyToB
Traceroute y yHKUWA, Npea A pes pwpy

nepegayun JaHHbIx B IP-ceTax.
YnpaeneHue .

AOMWHUCTPATOP MOXKET ONpeaennTb YPOBHU NPUBUIETMIA JOCTYNA ANA NONb30BaTe-
KOHMponupyemeoim . s .

flelt YCTPOWCTBA U XapaKTEPUCTUKM [ANA KaXKAO0ro YPOBHA NpuBuaeruii (Tonbko ana
docmynom — ypoeHu N

. yTeHuns — 1 ypoBeHb, MNOAHbIN A0CTyn — 15 ypoBeHb).

npusuneauu

KommyTaTop cnocobeH ycTaHaBaMBaTb 3anpeT AOCTyna K Kaxaomy uHTepdency

npasneHuna (SNMP, CLI). 3anpeT moxeT 6biTb YCTAHOBNEH OTAENbHO ANA KaXKAoro
B10KUpOBKa ynp ( , CLI) p y A A A
meppeiica TMNa gocTyna:
UH .
p e Telnet (CLI over Telnet Session);
ynpassneHus o SNMP:
e SSH.

JlokanbHasn [Onsa nokanbHOM ayTeHTUPUKaLMKN NoanepKMBaeTCca XpaHeHMe naponen B 6ase gaH-
aymeHmudguKayus HbIX KOMMyTaTOpa.
Qunempayus IP- Joctyn no SNMP paspewaetca ana onpegeneHHbix |IP-agpecos, asaarowmxca yne-
adpecos 0na SNMP Hamun SNMP-coobuiecTsa.
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®yHkyuu DHCP-
cepsepa

DHCP-cepBep ocyuiecTsaseT LEeHTPaAn30BaHHOE ynpaBieHUe CeTeBbIMU agpecamm
M COOTBETCTBYIOLMMMN KOHOUTYPALLMOHHBbIMM NapaMeTpamm, aBTOMaTUYECKM Npeso-
CTaBAAA UX KIMEHTaM.

' dyHKUMA noaaepUBaeTca TONbKO Ha mopenax MES2424, MES2424B,
H MES2424FB, MES2424P, MES2448, MES2448B, MES2448P, MES2420-48P,
MES2411X, MES3400-24, MES3400-24F, MES3400-48, MES3710P.

Knuenm RADIUS

MpoTtokon RADIUS ncnonb3yetca ana ayteHTMdMKaLmm, aBTopusaumm u yyeta. Cep-
Bep RADIUS ncnonbsyeTt 6a3y AaHHbIX NO/b30BaTeIei, KOTOPAA COAEPKUT AaHHbIE
NPOBEPKM NOLAJIMHHOCTU ANA KAaXKA0ro NoJsib3oBatenda. KommyTaTopbl cogepKaT Kau-
E€HTCKYHo YacTb NnpoToKona RADIUS.

TACACS+
(Terminal Access
Controller Access
Control System)

YCTpONCTBO NpesocTaBnAeT NoAAEPKKY NPOBEPKU NOAJMHHOCTM KIMEHTOB Nocpes-
ctBom npoTtokona TACACS+. MpoTtokon TACACS+ obecneymBaeT LEHTPAIM30BAHHYIO
cuctemy 6e30nMacHOCTM ANA MPOBEPKU MO/b30BaTesIel, MOAyYaloWmMX A0CTyn K
YCTPOMCTBY, @ TaKXKe LLeHTPasM30BaHHYIO CUCTEMY YNpaBieHUAa npu cobntogeHun
cosmectTumocTtun ¢ RADIUS n gpyrummn npoueccamm nposepKu NOAJANHHOCTU.

1.2.8 [onoaHumesnbHble hyHKYuu

B Tabamue 8 npuseaeHbl AONOAHUTEbHbIE GYHKLMN YCTPONCTBA.

Tabnnua 8 — lononHuTenbHble GYHKLUKU YCTPOICTBA

BupmyaneHoe CeTeBble KOMMYTATOPbI UMEIOT B CBOEM COCTaBe NPOrpaMMHble U annapaTHble cpes-
mecmupoeaHue Kabenas | cTBa, NO3BONAKOLME BbINONHATL GYHKLMM BUPTyanbHOro Tectepa kabena — VCT. Te-
(VCT) CTep NO3BOIAET ONpeAe/InTb COCTOAHNE MeAHOTO Kabensa cBA3M.
HAuazHocmuka YcTponcTBO NO3BONAET TECTUPOBATbL ONTUYECKUI TpaHcuBep. Mpu TecTMpoBaHuM oT-
onmMuYecKo20 CNEeXKMBAOTCA TaKMe NapaMeTpbl, KaK TOK M HanpaxeHwe NWUTaHWA, TemnepaTtypa
mpaHcusepa TpaHcueepa. [na peanmsaumm TpebyeTtcs nogaepka sTux GyHKUmMI B TpaHCcHMBepE.
UDLD (Unidirectional MpOTOKON BTOPOrO YPOBHA, CO34aHHbIN ANA aBTOMAaTUYECKOro 06HapyKeHUA notepu
Link Detection) OBYXCTOPOHHE KOMMYHUKALUKN Ha ONTUYECKMX IMHUAX CBA3M.
KommyTaTop obnasaeT Bcemn HeEObX04MMbIMU XapaKTEPUCTUKAMM A1 paboTbl ¢
npotokonamm MMS, GOOSE, SV:
Coomeemcmeue e Manas BeanymHa 3agepkkn GOOSE-cooblieHma npu nepegaye;
e YmeHue pacnosHaBaTb Ethertype GOOSE-coobuieHuns;
cmaHdapmy M3K P P 8 W
61850 o  YmeHue paboTaTb C TEFOM BUPTyasibHOM CETU 1 Terom npuopuTeTa IEEE
802.1Q GOOSE-coobLeHuns;
o [opaep:kka nepegaym multicast-coobLieHnit U BO3MOXKHOCTb paboTbl ¢
onpeaeneHHbiMm ctaHgapTom M3K 61850 grManasoHoOM rpynn BeLLaHKUA.

1.3 OcHOBHbIe TEXHUYECKNE XapaKTEePUCTUKHU

OCHOBHblE TEXHUYECKME napamMeTpbl KOMMYTAaTOpPOB NpmuBeaeHbl B Ta6/w|u,e 9.

Tabanua 9 — OCHOBHbIE TEXHUYECKME XapaKTePUCTUKM

O6wme napameTpbl

24 x 10/100BASE-TX (RJ-45)
MES1428 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopT RS-232 (RJ-45)
) MES2408 8 x 10/100/1000BASE-T (RJ-45)
NHTepdeiichl MES2408B 2 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)
MES2408C 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
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8 x 10/100/1000BASE-T (PoE/PoE+)
MES2408CP 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

1 x KoHconbHbIM nopT RS-232 (RJ-45)
mgz;iggf bCl 8 x 10/100/1000BASE-T (PoE/PoE+)

2 x 100BASE-FX/1000BASE-X (SFP)
MES2408PL 1 x KoHconbHbIM nopT RS-232 (RJ-45)
MES3708P

8 x 10/100/1000BASE-T (PoE/PoE+)
MES3710P 4 x 100BASE-FX/1000BASE-X (SFP)

1 x KoHconbHbIM nopT RS-232 (RJ-45)
MES2428 24 x 10/100/1000BASE-T (RJ-45)
MES24288 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

1 x KoHconbHbIM nopTt RS-232 (RJ-45)

24 x 10/100/1000BASE-T (RJ-45)

4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
MES2428T N

1 x KoHconbHbIN nopTt RS-232 (RJ-45)

4 napbl BXOAHbIX CYXMX KOHTaKTOB

24 x 10/100/1000BASE-T (PoE/PoE+)
MES2428P 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

1 x KoHconbHbIN nopTt RS-232 (RJ-45)
MES2424 24 x 10/100/1000BASE-T (RJ-45)
MES24248 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbIN nopTt RS-232 (RJ-45)

24 x 100BASE-FX/1000BASE-X (SFP)
MES2424FB 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbIN nopTt RS-232 (RJ-45)

24 x 10/100/1000BASE-T (PoE/PoE+)
MES2424P 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

48 x 10/100/1000BASE-T (RJ-45)
mgziﬁgs ¢ 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbIM nopT RS-232 (RJ-45)
MES2448P 48 x 10/100/1000BASE-T (PoE/PoE+)
MES2420.48P 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

8 x 10/100/1000BASE-T (RJ-45)
MES2411X 11 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

24 x 10/100/1000BASE-T (RJ-45)
MES3400-24 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

24 x 1000BASE-X/100BASE-FX (SFP)
MES3400-24F 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

48 x 10/100/1000BASE-T (RJ-45)
MES3400-48 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbIM nopT RS-232 (RJ-45)
MES1428 12,8 F6ut/c

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES34xx, MES37xx
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MponyckHas cnocob-
HOCTb

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

20 réut/c

MES3710P

24 Téut/c

MES2428

MES2428P
MES2428B
MES2428T

56 Iéeut/c

MES2424
MES2424B
MES2424FB
MES2424P
MES3400-24
MES3400-24F

128 réut/c

MES2448 DC
MES2448B
MES2448P
MES2420-48P
MES3400-48

176 T6ut/c

MES2411X

236 Iéut/c

Mpoussogutens-
HOCTb Ha MakeTax
ONMHoM 64 baiital

MES1428

9 MPPS

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

14,88 MPPS

MES3710P

17,8 MPPS

MES2428

MES2428P
MES2428B
MES2428T

41,658 MPPS

MES2424
MES2424B
MES2424FB
MES2424pP
MES3400-24
MES3400-24F

95,2 MPPS

MES2448 DC
MES2448B
MES2448pP
MES2420-48P
MES3400-48

130,95 MPPS

1 3HaueHna yKasaHbl A8 OAHOCTOPOHHEN nepeaayn
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MES2411X

175,5 MPPS

O6bem bydepHol
namaTu

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES2428T
MES3708P

512 K6ant

MES2424
MES24248B
MES2424FB
MES2424pP

1,5 M6ant

MES2448 DC
MES2448B
MES2448P
MES2420-48P
MES2411X
MES3710P
MES3400-24
MES3400-24F
MES3400-48

2 Mb6aunt

O6bem O3Y
(DDR3)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

256 Mbaunt

MES2424
MES2424B
MES2424FB
MES2424pP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P

512 Mb6aut

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES34xx, MES37xx
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MES2420-48P
MES3400-24
MES3400-24F
MES3400-48

1 réamr

O6vem N3Y
(SPI Flash)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

32 Mbaunt

MES2424
MES2424B
MES2424FB
MES2424pP
MES2448 DC
MES2448B
MES2448P
MES2420-48P
MES2411X
MES3710P
MES3400-24
MES3400-24F
MES3400-48

64 M6aunt

Tabnmua MAC-
afapecos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

8192

MES2424
MES2424B
MES2424FB
MES2424pP

16384
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MES2448 DC
MES24488B
MES2448P
MES2420-48P
MES2411X
MES3710P
MES3400-24
MES3400-24F
MES3400-48

32768

Konunyectso ARP-3anucei

1000

Moppeprkka VLAN

cornacHo 802.1Q go 4094 aktusHbix VLAN

Konunyectso rpynn
L2 Multicast
(IGMP snooping)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

509

MES2424
MES2424B
MES2424FB
MES2424p

1023

MES2448 DC
MES2448B
MES2448P
MES2420-48P
MES2411X
MES3710P
MES3400-24
MES3400-24F
MES3400-48

4094

KonmuecTBo rpynn
L3 Multicast
(IGMP proxy)

MES2424
MES24248B
MES2424p

512

MES2448 DC
MES24488B
MES2448P
MES2420-48P
MES2411X
MES3710P
MES3400-24
MES3400-24F
MES3400-48

2048
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MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P 128 Ha noboe KonnyecTso MHTepdelicos
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
Konunuyectso npasun | MES3708P

MAC-based VLAN MES2424
MES2424B
MES2424FB
MES2424P

640*

MES2448 DC
MES2448B
MES2448pP
MES2420-48P
MES2411X 1280*
MES3710P
MES3400-24
MES3400-24F
MES3400-48

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P 100"
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

Konunyectso npasun
Protocol-based VLAN

! lobaBneHne npaBmaa Ha Kax bl MOPT pacxodyeT annapaTHble pecypcbl obLiero nyna.
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MES2424
MES2424B
MES2424FB
MES2424pP
MES2448 DC
MES2448B
MES2448P
MES2420-48P
MES2411X
MES3710P
MES3400-24
MES3400-24F
MES3400-48

8 Ha ntoboe KonyecTso MHTepdencos

Konunyectso npasun
SQinQ

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

128 (ingress)/256 (egress)

MES2424
MES24248B
MES2424FB
MES2424p

384 (ingress)/512 (egress)

MES2448 DC
MES2448B
MES2448P
MES2420-48P
MES2411X
MES3710P
MES3400-24
MES3400-24F
MES3400-48

768 (ingress)/1024 (egress)

Konnuectso npasun
ACL

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

MAC - 381
IPv4/IPv6 —219/128
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MES2424
MES24248B
MES2424FB
MES2424p

MAC - 509
IPv4/IPv6 — 384/192

MES2448 DC
MES2448B
MES2448P
MES2420-48P
MES2411X
MES3710P
MES3400-24
MES3400-24F
MES3400-48

MAC - 766
IPv4/IPv6 — 640/320

Konunyectso npasun ACL B ogHom ACL

Konnyectso mapuu-
pytos L3 IPv4
Unicast

MES2424
MES2424B
MES2424FB
MES2424P

406

MES2448 DC
MES2448B
MES2448P
MES2420-48P
MES2411X
MES3710P
MES3400-24
MES3400-24F
MES3400-48

1958

Konunyectso
mapupyTtos L3 IPve
Unicast

MES2424
MES2424B
MES2424FB
MES2424pP
MES2448 DC
MES2448B
MES2448P
MES2420-48P
MES2411X
MES3710P
MES3400-24
MES3400-24F
MES3400-48

22

Konunyectso VRRP-
MapLLPYTU3aTOPOB

MES2448 DC
MES2448B
MES2448P
MES2420-48P
MES2411X
MES3710P
MES3400-24
MES3400-24F
MES3400-48

32
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KonunyectBo L3-uH-
Tepdelicos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

8 vlan, po 5 IPv4-agpecos B Kaxaom vlan, go 300 IPv6 GUA cym-
MapHo ana Bcex vlan

MES2424
MES24248B
MES2424FB
MES2424pP
MES2448 DC
MES24488B
MES2448P
MES2420-48P
MES2411X
MES3710P
MES3400-24
MES3400-24F
MES3400-48

8 vlan, po 5 IPv4-agpecoB B Kaxaom vlan, go 22 IPv6 GUA cym-
MapHO As1Aa Bcex vlian

Konunyectso BupTyanb
Tepdeincos

Hbix Loopback-unn-

10

Arperau,Mﬂ KaHa/1oB
(LAG)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

8 rpynn, o 8 noptos B ogHOM LAG
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MES2424
MES2424B
MES2424FB
MES2424pP
MES2448 DC
MES2448B
MES2448P
MES2420-48P
MES2411X
MES3710P
MES3400-24
MES3400-24F
MES3400-48

24 rpynnbl, 40 8 nopTos B ogHOM LAG

Konnyectso aksemnasapos MSTP

64

Konunyectso DHCP pool*

5

Konnyectso aapecos, BblaaBaemMbIxX

DHCP-cepsepom?

4096

Konnyectso cratuueckmx 3anmncet DHCP-

cepsepa’

512, BK/tOYAA BCe CTaTUYECKMe 3annucu aaa ogHoro
naeHTudmMKaTopa

KauecTBo obcnykmnsaHus QoS

npuoputTnsaums TpaduKa, 8 yposHemn
8 BbIXOAHbIX oyepeaeit C pasHbIMU NPUOPUTETAMMU ANA KaXKA0ro
nopra

CBepxa/IMHHbIe

Kagpbl
(jumboframes)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP

MES2408IP DC1

MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

MaKCUMManbHbI pasmep naketos 10000 6ait

MES2424
MES2424B
MES2424FB
MES2424pP
MES2448 DC
MES2448B
MES2448P
MES2420-48P
MES2411X
MES3710P
MES3400-24
MES3400-24F
MES3400-48

MaKCUMManbHbI pasmep naketos 12288 6anT

1 ®dyHKuMA noadepUBaeTca TONbKO Ha mogensx MES2424, MES2424B, MES2424FB, MES2424P, MES2448,
MES2448B, MES2448P, MES2420-48P, MES2411X, MES3710P, MES3400-24, MES3400-24F, MES3400-48.
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CooTBeTCcTBME CTAHAA pTam

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1g VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonibko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL, MES2424P, MES2428P,
MES2448P, MES2420-48P, MES3708P, MES3710P)

M3K 61850

YnpasneHue

JlokanbHOeE ynpasneHue

Console

YaaneHHoe ynpasneHue

SNMP, Telnet, SSH, Web

dusmyeckme XapaKTePUCTUKU U YCI0BUA OKPY KatoLein cpeabl

MCTOYHUKM
nUTaHus

MES2408C

MES2408CP ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2408PL

m:giég ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
MES1428

MES2408 ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2428 CeTb NOCTOAHHOIO TOKa: 18-72 B

MES2428T

MES2424 ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,

CeTb MOCTOAHHOrO TOKa: 18-72 B

MES2408IP DC1

CeTb MOCTOAHHOrO TOKa: 36—72 B

MES2448 DC
MES2424P ceTb NnepemeHHOro Toka: 176—264 B, 50-60 Iy,
ceTb NnepemeHHOro Toka: 176—264 B, 50-60 Iy,
BapWaHTbI NUTaHWA:
MES2448P - OAVH UCTOYHUK MUTAHUA NOCTOAHHOIO UKW NepemMeHHOro TOKa;

- ABa NCTOYHUKA NUTAaHNA NOCTOAHHOIO U1 NEPEMEHHOTO TOKA C
BO3MOMHOCTbIO I'Opﬂ‘-lel‘/JI 3aMeHbl

MES2420-48P

ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,

CeTb NOCTOAHHOTIO TOKa: 36-72 B

BapuaHTbl MUTAHMUA:

- O4MH UCTOYHMK NUTAHWNA NOCTOAHHOIO UM MEPEMEHHOTO TOKa;

- 1BA UCTOYHMKA NUTAHUA MOCTOAHHOTO WM NEepPEeMEHHOro TOKa C
BO3MOXHOCTbIO ropaYein 3aMeHbl

ceTb nepemeHHoOro Toka: 176—250 B, 50-60 Iy,

MES2408P CeTb NOCTOSAHHOTO TOKa: 36—-72 B

MES2428P CeTb NnepemeHHOro Toka: 176—264 B, 50-60 Iy,
CeTb NOCTOSAHHOTO TOKa: 36—-72 B
CeTb NOCTOSIHHOIO TOKa:

MES3710P C BKAtOUYeHHOM ¢yHKUMen PoE: 48-57 B

C BblK/tOYeHHOM ¢yHKUMen PoE: 18-57 B
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MES3400-24 ceTb NnepemeHHoro Toka: 100-240 B, 50-60 Iy,
MES3400-24F
MES3400-48 CeTb NOCTOAHHOrO TOKa: 36—72 B
ceTb nepemeHHoro Toka: 100—-240 B, 50-60 Iy,
aKKymynaTopHas 6atapes: 12 B DC
XapaKTepUCTMKM 3apAAHOr0 yCTPOMCTBaA:
- TOK 3apAga:
1,6£0.1 A — MES2424B, MES2424FB, MES2428B;
MES2424B - HanpaxeHne cpabaTbiBaHNA pPacLEenmTena Harpyskm —
MES2424FB 10-10,5 B;
MES2428B - NOPOroBoe HanpAMKeHne NHAMKaLMN HU3Koro 3apaga — 11 B
V CeueHue nposopga ana noaknoueHna AKb He me-
Hee 1,5 mm. Ona MES2424B, MES2424FB,
MES2428B pekomeHpyeTca ucnonb3osatb AKb
€MKOCTblo He meHee 12 Ah.
CceTb nepemeHHoOro Toka: 110-250 B, 50-60 Iy,
aKKymynaTopHas 6atapes: 12 B DC
XapaKTepUCTUKN 3apAaaHOro yCTPOMCTBa:
- TOK 3apAga:
1,6£0.1 A — MES2408B;
1+0.1 A — MES2448B;
MES2408B - Hanps)eHue cpabaTbiBaHWUS pacUEnUTeNs Harpyskn —
MES2448B 10-10,5 B;
- NOPOroBoe HanpAXeHue MHAMKaLMM HU3Koro 3apaga — 11 B
V CeueHune nposopga ana noakntoueHna AKb He me-
Hee 1,5 mm. [lna MES2408B pekomeHAayeTca UC-
nonb3oBaTb AKb emKocTbio He meHee 12 Ah, ana
MES2448B pekomeHayetca ucnonb3osatb AKb
€MKOCTbIo He meHee 9 Ah.
MES1428 AC
MES2408C 108
MES1428 DC 11 Bt
MES2408 AC 7 Bt
MES2408 DC 8,6 BT
MES2408B 33 Bt
MES3708P 150 BT (c yueTom Harpysku PoE)
MES2408CP 150 BT (c yueTom Harpy3sku PoE)
MES2408IP DC1 135 BT (c yueTom Harpysku PoE)
MakcumanbHas MES2408P AC 275 BT (c yyeTom Harpysku PoE)
notpebnsemas MES3710P
MOLLHOCTb MES2408P DC 280 BT (c y4eTom Harpysku PoE)
MES2408PL 80 BT (c yueTom Harpysku PoE)
MES2428
MES2428T 18 Br
MES2428B 45 Bt
MES2428P AC 420 BT (c yueTom Harpysku PoE)
MES2428P DC 450 BT (c yueTom Harpysku PoE)
MES2424 AC 25 Bt
MES2424 DC 26 Bt
MES2424B 49 Bt
MES2424FB 63 Bt
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MES2424pP 420 BT (c yueTom Harpysku PoE)
MES2448 DC 48 Bt
MES2448B 66 BT
MES2448P 820 BT (c yueTom Harpysku PoE)
MES2420-48P 1600 BT (c yueTom Harpysku PoE)
MES2411X 35 Bt
MES3400-24 37 Bt
MES3400-24F 55 Bt
MES3400-48 52 Bt

MakcnmmanbHan

notpebnsemas

MOWHOCTE 6e3 | e oassp 20 BT

y4yeTa Harpysku

PoE
MES2408B 7 BT
MES24248B 25 Bt

MakcmmanbHas

noTPeOAeMan |\ \eco o arp 47 Br

MoLLHOCTb 6e3

y4€ra sapaaa ARD MES2428B 20 Bt
MES24488B 48 Bt
MES2408CP
MES2408IP DC1 120 Bt
MES3708P
MES2408P
MES3710P 240 Br

broAxer PoE MES2408PL 65 BT
MES2424P
MES2428P 370 Br
MES2448P 720 Bt
MES2420-48P 1450 Bt
MES1428 AC 10 Bt
MES1428 DC 11 Bt
MES2408 AC 7 BT
MES2408 DC 8,6 BT
MES2408B 11 Bt
MES2408C 10 Bt
MES2408CP 30 BT
MES2408IP DC1 15 Bt

Tennosbige- MES2408P AC 35 BT

T LT
MES3710P 40 BT
MES2408PL 15 Bt
MES2411X 35 BT
MES2424 AC 25 BTt
MES2424 DC 26 BT
MES2424B 27 BT
MES2424FB
MES2424P S0 BT
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MES2428

18 Bt

MES2428B

23 Bt

MES2428P AC

50 Bt

MES2428P DC

80 Bt

MES2428T

18 Bt

MES2448 DC

48 Bt

MES2448B

53 Bt

MES2420-48P

160 Bt

MES3708P

30 Bt

MES3400-24

37 Bt

MES3400-24F

55 Bt

MES3400-48

52 Bt

AnnapaTtHas
noanepXKa
Dying Gasp

MES1428 AC
MES2408C
MES2408CP
MES2428 AC
MES2428T AC
MES2428P AC
MES2424
MES2424pP
MES2448B

eCTb

MES1428 DC
MES2408
MES2408B
MES2408IP DC1
MES2408P
MES2408PL
MES2428 DC
MES2428T DC
MES2428B
MES2428P DC
MES24248B
MES2424FB
MES2448 DC
MES2448P
MES2420-48P
MES2411X
MES3708P
MES3710P
MES3400-24
MES3400-24F
MES3400-48

HeT

MES2448P
MES2420-48P

o1 -10 o +50 °C

30

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES34xx, MES37xx




D ELTEX

MHTepsan
paboumnx
Temnepartyp

MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P
MES2408PL
MES2424 DC
MES2424pP
MES2428
MES2428B
MES2428P
MES2428T
MES2448 DC
MES2448B
MES2411X

ot -20 go +50 °C

MES2424 AC
MES24248B
MES2424FB

ot -20 go +50 °C
Mpun akcnayaTauum yCcTpoicTs Nnpu TemnepaTtype Bbille
45 °C Heobx04MMO UCNO/NIb30BaTb MHAYCTPUanbHble SFP+
TPaHCUBeEpbI.

MES2408CP
MES2408P DC

ot -20 go +50 °C
Mpwu 3KcnayaTaumMm yCTPOMUCTB Npu TemnepaType Bbille
45 °C Heobx04MMO UCNO/1b30BaTb MHAYCTPUANbHble SFP
TpaHcusepbl.

MES2408 AC o1 -20 go +60 °C
MESAORIPOCL | o 1 g
MES3710P oT-40 po +70 °C
MES3400-24
MES3400-24F oT-10 go +45 °C
MES3400-48

WNHTepBan TemnepaTypbl XpaHeHUA

ot -40 po +70°C
(o1 -50 po +85 °C — ansa MES3708P, MES3710P)

OTHOCUTEIbHAA BIAXKHOCTb NpW
aKcnayaTauum (6e3 obpasoBaHus

KOHAeHcaTa)

He 6onee 80 %
(He 6onee 90 % — ana MES3708P, ana MES3710P)

OTHOCUTENIbHAA BIAXKHOCTb NpW
XpaHeHuu (6e3 obpasoBaHuA

KoHAeHcaTa)

ot 10 % 0o 95 %
(oT5 % o 95 % — gna MES3710P)

abapuTHblie
pasmepbl
(lWxBxT)

MES1428
MES2408IP DC1
MES2408P
MES2428
MES2428B
MES2428T

430 x 44 x 178 mm

MES2408
MES2408B
MES2408C
MES2408CP
MES2408PL

310 x 44 x 177 mm

MES2428P AC

430 x 44 x 204 mm

MES2428P DC

430 x 44 x 305 mm
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MES2424
MES24248B 430 x 44 x 203 mm
MES2411X
MES2424FB 430 x 44 x 243 mm
MES2424P 430 x 44 x 225 mm
MES3708P 152 x 517 x 85 mm
MES3710P 85x175x 115 mm
MES2448 DC
MES24488 440 x 44 x 280 mm
MES2448P 440 x 44 x 447 mm
MES2420-48P 440 x 44 x 490 mm
MES3400-24
MES3400-24F 430 x 44 x 275 mm
MES3400-48 440 x 44 x 330 mm
MES1428 2,26 Kr
MES2424 AC 2,44 kr
MES2424 DC 2,42 Kr
MES24248B 2,54 kr
MES2424FB 2,69 Kr
MES2424P 3,36 Kr
MES2408 1,72 kr
MES2408B 1,78 kr
MES2408C
MES3710P 1,77 ke
MES2408CP 2,16 Kkr
MES2408IP DC1 2,38 Kkr
MES2408P 2,69 Kr
Macca MES2408PL 1,9 kr
MES2428P 3,27 Kr
MES2428
MES24288B 2,35 kr
MES2428T 2,37 Kr
MES3708P 4,2 Kr
MES2448 DC
MES2448B 3,98 kr
MES2448P 7,46 Kr
MES2420-48P 9,55 Kr
MES2411X 2,57 kr
MES3400-24 4,63 Kr
MES3400-24F 4,69 Kr
MES3400-48 5,6 Kr
CpoK cny06bl He meHee 15 net
V : Tun NUTaHUA YCTPOICTBA onpegenseTca Npu 3akase.
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1.4 KOHCTPYKTUBHOE UCNOJIHEHUE

B naHHOM pa3gene onuUcaHo KOHCTPYKTUBHOE UCMOJIHEHME YCTPOCTB. MpeactaBneHbl N30bpaxkeHus
nepeaHemn, 3agHeit 1 6OKOBbLIX NaHeNen YyCTPOMCTBA, ONUCaHbI Pa3bembl, CBETOANOAHbIE MHANKATOPbI U Op-
raHbl ynpasaeHumA.

Ethernet-kommyTaTopbl cepmnin MES14xx, MES24xx, MES34xx BbINOJIHEHbI B METAN/IMYECKOM KOP-
nyce c BO3MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

MpombiwneHHbI Ethernet-kommyTtatop MES3708P BbINOAHEH B METANIMYECKOM KOPMYCE C BO3-
MOXHOCTbIO MOABELIMBAHUA HA WUTAHTY TONLWMHON He 6onee 8 mm. CTeneHb 3awmMTbl Kopnyca IP55.

Ethernet-kommyTtaTop MES3710P BbiNOAIHEH B METANIMYECKOM KOpRyce gas KpenaeHua Ha DIN-
pemnky.

1.4.1 BHewHuli sud u onucaHue nepedHeli naHeau ycmpoiicme

BHewHM BuA, nepegHeit naHenn MES1428 nokasaH Ha pucyHke 1.

110-250 VAC 60/50Hz max 1A Y =T 25 P Aeltex Mesias

1 3 5 7 9 1 13 15 17 19 21 23
[ P P o | P P P | P e B o | [ e

or 100nSE.Fi10008ASEX
Console

3

\——————/ PowerQ []

Alarm O o e D D e ShTD S S e e D e 1

|—'—‘ 2 4 5 8 10 n u 1 ) 20 n %

1 2 3 4 5 6 7

PucyHok 1 — MNepeaHaa naHens MES1428

B Tabnmue 10 npuBeaeH nepeyeHb pasbemos, CBETOANOAHbIX MHANKATOPOB M OPraHOB yrnpas/ieHus,
PacnooXKEeHHbIX Ha NepeaHeit NaHean KoMmmyTaTopa.

Tabnunua 10 — OnucaHWe pasbemoB, MHAMKATOPOB M OPraHOB ynpasaeHus nepegHein naHenn MES1428

dnemeHT nepegHen

Ne OnucaHue
naHenu
1 ~110-250VAC, 60/50Hz max | Pasbem Ana MNOAKNOYEHUA K MCTOYHMKY 3/EKTPONUTAHUA NepemMeHHOro
1A TOKa.
Power NHAMKATOp NUTAHMA YCTPOMCTBA.
2
Alarm MHauKaTop neperpesa.

KOHCONbHbIV NOPT A5 NIOKANbHOIO YNPaB/eHUA YCTPOWCTBOM.
PacnvHoBKa pasbema creaytoLlan:

He ucnonbsyetca

He ucnonbsyetca

RX

GND

GND

TX

He ucnonbsyeTca

He ucnonbsyeTca

He ucnonbsyeTca

Pacnaiika KoHcobHOrO Kabens npueegeHa B NPUNOXKeHUn A.

3 Console

O 0O NOULDS WN P
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®yYHKLMOHaNbHaA KHOMKa A/1A nepesarpysku ycTpoicTea u cbpoca K 3aBoa-
CKMM HaCTpoOMKam:
- NPU HaXKaTUM Ha KHOMKY ANUTeNbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-

4 |F
rpy3Ka yCTpoicTBa;
- NPW HaXKaTUW Ha KHOMKY A/auTenbHocTblo 6onee 10 ¢ nponcxogut cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIrypauum.

5 | [1-24] MopTbl 10/100BASE-TX (RJ-45).

6 25, 26, 27, 28 Combo-nopTbl: noptbl 10/100/1000BASE-T (RJ-45).

Combo-nopTbl: CNOTbl ANA YCTAaHOBKM TpaHcuepoB 1000BASE-X Combo.

7 25, 26, 27, 28 o
e LNK/SPD — cBeTOBasA MHAMKALMUA COCTOAHUA ONTUYECKUX UHTEPdECoB.

BHewHM BUA nepeaHen naHenn yctponcts cepnm MES2408 nokasaH Ha pucyHkax 2—10.

110-250 VAC 60/50Hz max 0.5A . AELTEX MES2408

® T
| =
o =  Ejmpme

9 10
i i
| | |

1 2 3 4 5 6 7

PucyHok 2 —NepeaHas naHenb MES2408 AC

A uisencs AELTEX MES2408

o I S i
& = EEEE e

2 4 U 8 L |

1 2.1 3 4 5 6 i

L
PucyHok 3 — MNepeaHaa naHens MES2408 DC

110-250 VAC 60/50Hz max 1A

PN 1 3 s 7 JuelTex Mesz4088
1.8 - 107100/ 100088561
- E[lﬁ Eljﬁllﬁ ﬁﬁﬁ ‘m R
pPower O
G |
T onsole

Alarm O 9 10

e e
T [ 8 ) s S s S0 S e [3oL[_J|os
L 2 4 6 8

=

- ® @

2 23 3 4 6 7

PucyHok 4 — MepeaHaa naHeno MES2408B

110-250 YAC 60/50Hz max 0.5A LA s e 9 SVELTEX MES2408C
18

1 3 5 7

[ N M e W e Wi} 5110 101100/ 100ORASE T

@ 0 mﬁ or L00BASE-FX/ 1000BASEX
Console

B O . . 0
il i
@ Alarm O [ e g 5y S s oL Josm
2 4 & 8 IL

2 3 4 5 6 6.1 7.1

PucyHok 5 — lNMepeaHaa naHeno MES2408C
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110-250 VAC 60/50Hz max 2A A s, 1 3 s 7 9 AELTex Mes2osce
¢ : D@D D@D Dm\j D@G mﬁ ;“D.Wl?x’lw-' P
OF 100BASE-FX/1000BASE-X
@ 0 1 ; oes 7 — 3 L) a0
) Power® OO 0OO o [~ © [0 Owx
@ o, g050 [ | (bca bed bl ol | P S g
lz 4 6 ﬁl 1 2 4 & 8 IL 011 _— ]

PucyHok 6 — NepeaHas naHenb MES2408CP

AELTEX MEs24081P

cuass 1
A i
1.8 02,301 Poks

1 3 s 7
36-72VDC max 10A = =) B
-+ 9,10 1000ASE-FX/J000BASE-X
PoE Console

% = 53t (07 R
A L2 4 = e
2.|2 1|’> 3.1 4 f|3 6 7

PucyHok 7 — lNMepeaHas naHenb MES2408IP DC1

AELTEX MES2408P

176-250 VAC 60/50Hz max 24 B udiia 1 3 5 7
[ PoE Console
[} i 1357 — ¢ 10
g 2350 [ ¢ | o [ e
(am Oy ???? | [, o (LS e (N e (= Oseo
— T = = T = = . T

JuELTEX MES2408P
ot

Svoe 1 3 5 7
3672 VB mac 108 = [ N e U P e ] el
Alarm O T = [ e Sy e S S e )
I—l—l L2 3 5 3
2.2 5

~O O~
=Q0w 3

aQQu "™
=00

[
|

3 31 4

PucyHok 9 — NepeaHAaa naHenb MES2408P DC

110-250 VAC 60/50Hz max 1A A s . 5 s 7 AeLTex Mes2d08pL
T o] G )|
i nsole
® 5
= i3 [ [pm
1 2 3 3.1 4 5 6 7

PucyHok 10 — NepeaHAasa naHenb MES2408PL

B Tabaunue 11 npuseaeH nepeyeHb Pa3bemMoB, CBETOAMOAHbIX MHANKATOPOB M OPraHOB yNpaBaeHus,
pacnonoXeHHbIX Ha nepegHeln naHenn KommyTtaTtopos cepun MES2408.

Tabnunua 11 — OnucaHWe pa3bemoB, MHAUKATOPOB M OPraHOB yNpaB/ieHMA nepeaHein naHean KoOMMyTaTo-
pos cepun MES2408
Ne | dnemeHT nepeagHeii naHenu OnucaHue

—_— ~
1 Knemma 3asemnenua = Knemma gns 3azemneHmA ycTpoucTea.

~110-250VAC, 60/50Hz max | Pa3bem A1 NOAKNHOYEHUA K UCTOUYHUKY 3MEKTPONUTAHUA NepemMeHHOro
1A TOKa.
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2.1

18-72 VDC max 10A

Pasbem pgna NOAKNKOYEHMA K UCTOYHWUKY INEKTPOMNUTAHUA MOCTOAHHONO
TOKa.

2.2

36-72 VDC max 1A/10A

Pasbem anA nogKntoveHMA K MUCTOYHWUKY SEKTPONUTAHMA MOCTOAHHOrO
TOKa.

2.3

12VDC max 2A

Pasbem gna NoAKAOYEHUA K aKKYMYNATOPHOM 6aTapew.

Power

NHAMKaTOp NUTaHWUA YCTPOMCTBA.

Alarm

MHAMKaTop neperpesa.

Battery (ona MES2408B)

NHAanKaTop paboTbl akKyMynaTopHoi H6aTapen.

31

PoE 1-8

NHankaTopbl coctoaHnAa PoE-nopTos.

Console

KOHCONbHbIM NOPT ANA NOKANbHOIO YNpaB/ieHUsa yCTPONCTBOM.
PacnuHoBKa pasbema cneaytouian:

He Ucnonb3yetcs

He Ucnonb3yetcs

RX

GND

GND

X

He ncnonb3syerca

He ncnonb3syerca

He Ucnonb3yetcs

Pacnalika KOHCONIbHOTO Kabens npuseaeHa B NPUIOKEHUM A.

OCOoONOOULLDE, WN P

®yHKUMOHaNbHAA KHOMKa ANA nNepesarpysku yCTporcTea M cbpoca K 3aBoa-
CKMM HacTpoiKam:

- NPY HaXaTUM Ha KHOMKY A4/MTeNIbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-
rpy3Ka yCcTponcTBa;

- MPU HaKaTUM HA KHOMKY AnutesibHocTbio 6osiee 10 ¢ npoucxoauT cbpoc
HaCTPOEK YCTPOWMCTBA 40 3aBOACKOMN KOHOUIypaLmK.

(1-8]

MopTbl 10/100/1000BASE-T (RI-45).

6.1

9,10

Combo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45).

9, 10, LNK/SPD

CNoTbl ANA YyCTAHOBKM ONTMYECKMX TpaHcuBepoB 100BASE-FX/1000BASE-X
(SFP).
LNK/SPD — cBeTOBast MHAMKaLMNA COCTOAHUA ONTUHECKUX MHTEPENCOB.

7.1

9, 10, LNK/SPD

Combo-nopTbl: cnoTbl ANA ycTaHOBKM TpaHcmuepoB 1000BASE-X Combo.
LNK/SPD — cBeToBas MHAMKALIMA COCTOAHUA ONTUYECKUX UHTEPDECOB.

BHewHM BUA nepeaHen naHenn yctponcts cepnn MES2428 nokasaH Ha pucyHKax 11-16.

110-250 VAC 60/50Hz max 1A B s

|

2 AELTeX Mes2428

0 Console

1 3 5 7 9 11 13 15 17 19 21 2 25
(o] (o] 3] L] mmmm@mmmm [l

[ F
ng Sl i i

5 6 7

PucyHok 11 — NMepeaHasa naHenb MES2428 AC
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£ distace 25 ” JVELTEX MEs2428

17 15 21 23
7 = X e =]
: i
Aarm O SO oo =]
|_I_I L 20 2 U

18

N —

2 - AELTEX MES24288

n<
]

BT
131

-
-
-
N

170-264 VAC 60/50Hz max 34

WMW

[-Tlelelelele)

AELTEX MES2428P
36-72VDC max 15A 124 - 10/100/1000BASET, 802, 3at Pol+
-4 25.28 - 10/100/10008ASE-T

[ETTe]]
=4
28
00
B
S—F—on

1.2 2

ELTEX MES2428T
T 1
TatataTatmra)

P o] Com] ] ] 1T
=
| S|
1 2

PucyHok 16 — MNepeaHaa naHeno MES2428T

B Ta6m4u,e 12 npmuseeaeH nepevyeHb pa3bemos, CBETOANOAHbLIX UHOANKATOPOB U OPraHOB ynpasB/eHUA,

pacnonoXeHHbIX Ha NepegHeln naHean KommyTaTtopos cepun MES2428.

Tabnnuya 12 — OnucaHWe pasbemMoB, MHAWMKATOPOB M OPraHOB yNpaB/ieHMsA nepegHein naHean KOMMyTaTo-
pos cepun MES2428

~110-250VAC, 60/50Hz max

1 1A Pasbem pgnAa NOAKAOYEHMA K UCTOYHWUKY 3NEKTPOMUTAHUA NEepemMeHHOoro
(170-264 VAC 60/50 Hz max | ToKa.
3A ana MES2428P)
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1.1 | 12VDC max 2A Pasbem gns NoAKNOYEeHUA K aKKymynaTopHou 6aTapeu.

18-72 VDC max 2A
1.2 | (36-72 VDC max 15A ann Paszbem Ana NoAKNOYEHNA K UCTOYHUKY 3/IEKTPONUTAHMA NOCTOAHHOIO TOKA.
MES2428P DC)

Power NHAMKaTOp NUTaHMA YCTPOMCTBA.
Alarm UHpuKaTop neperpesa.
2 PoE NHamkaTop paboTbl POE.
Battery (ans MES2428B) NHamKaTop paboTbl akKymynsaTopHon baTapewu.

KoHCO/bHbIM NOPT ANA IOKANbHOIO YNPaB/AEHUA YCTPOMUCTBOM.
PacnuHoBKa pasbema cnegytolan:

He UCno/sib3yeTca
He UCnosib3yeTca
He UCno/sib3yeTca
Pacnalika KOHCO/IbHOTO Kabens npuseegeHa B NPUNOKeHUN A.

1 Hewucnonb3syercs
2 He ucnonb3yetca
3 RX
4 GND
3 Console 5 GND
6 TX
7
8
9

dyHKUMOHANbHAsA KHOMKa ANA nepesarpysku yCcTpoicTea U cbpoca K 3aBoa-
CKMM HaCTpoMKam:
- NPW HaXKaTUM Ha KHOMKY ANTENbHOCTbI0 MeHee 10 ¢ npoucxoamT nepesa-

4 |F
rpy3Ka ycTponcTsa;
- NPU HaKaTUM Ha KHOMKY A/auTenbHOCTbio 6onee 10 ¢ npoucxoaut cbpoc
HaCTPOEK YCTPOMCTBA [0 3aBOACKON KOHPUrypaLuun.,

5 [1-24] MopTtbl 10/100/1000BASE-T (RJ-45).

6 25, 26, 27, 28 Combo-nopTbi: noptbl 10/100/1000BASE-T (RJ-45).

Combo-nopTbl: cNoTbl Ans ycTaHOBKM TpaHcmBepos 1000BASE-X Combo.

7 25, 26, 27, 28, LNK, SPD N
LNK/SPD — cBeToBas MHAMKALMA COCTOAHNA ONTUYECKMX UHTEpPdEINCOoB .

8 T1 4 napbl BXOAHbIX CyXMX KOHTaKTOB.

BHewHMn BMA, nepegHei nNaHenun yctpomcts MES2424, MES2424B, MES2424P, MES2448 DC,
MES2448B, MES2448P, MES2420-48P, MES2411X, MES3400-24, MES3400-48 noKa3saH Ha puUCyHKax 17—-26.

110-250 VAC 60/S0Hz max 1A 124 10/100/10008ASE-T
- ¥G1.364 - JOOORASE-X/10GRASER (it |

ey =9
Power QOO  (onsole

23 45 6 7
PucyHok 18 — NepeaHasa naHenb MES2424B
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110-250 V AC 50-60 Hz 1.8 - 10/400/1000BASE-T
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i} Power Q00
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PucyHok 25 — MepeaHaa naHenb MES3400-24
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PucyHok 26 — NepeaHAasa naHenb MES3400-48

B Tabavue 13 npuBeaeH nepeyeHb pasbemMoB, CBETOANOAHbIX MHAMKATOPOB MU OPraHOB ynpaBaeHus,
pPacnofioXKEeHHbIX Ha nepeaHen naHenn KommyTtaTopos MES2424, MES2424B, MES2424P, MES2448 DC,
MES2448B, MES2448P, MES2420-48P, MES2411X, MES3400-24, MES3400-48.

Tabnnua 13 — OnucaHuMe pa3bemMoB, MHAMKATOPOB U OPraHOB ynpas/ieHUs nepegHen NnaHeiM KOMMyTaTo-
pos MES2424, MES2424B, MES2424P, MES2448 DC, MES2448B, MES2448P, MES2420-48P, MES2411X,

MES3400-24, MES3400-48

dnemeHT nepepHei
naHenu

Ne

OnucaHue

~110-250VAC, 60/50Hz max
1A

Paszbem Ana NoAKNKYEHUNA K UCTOYHUKY INEKTPOMUTAHUA NMEepemMeHHOro
TOKa.

1.1 | 12vDC max 2A

Pasbem A8 NOAKAIOYEHMA K aKKYMYNATOPHOW BaTapew.

Power

NHAMKaTOp NUTaHMA yCTPOWMCTBA.

PS1 (pnn MES2448P)

MHAMKaTOp COCTOAHMA NepBoro 6/10Ka NUTaHus.

PS2 (a7 MES2448P)

MHLI,MKaTOp COCTOAHMA BTOPOTO 6/10Ka NUTaHUA.

Status (ans MES2420-48P)

MNHaMKaTop cTaTyca yCTPOMCTBa.

2 Alarm UHpuKaTop neperpesa.
Master MHAanKaTop peskuma paboTbl ycTpoiicTea (Beaylumit/segombii).
Fan NHamKaTop paboTbl BEHTUAATOPOB.
RPS MHAMKaTOp pe3epBHOro 31eKTPONUTAHUA.

Battery (ons MES24248B,
MES2448B)

MHanKkaTop paboTbl akkymynaTopHol 6atapen.

3 Unit ID

MHAMKaTOp HOMepa YCTPOICTBA B CTEKeE.

4 Console

KOHCONbHbII NOPT ANA NOKANBbHOIO YNpaB/ieHNUsA YCTPOMCTBOM.
PacnuHoBKa pasbema cneaytolasn:

He Ucnoab3yeTca
He UCnosb3yeTca
He UCnosib3yetca
Pacnalika KOHCO/IbHOTO Kabenn npuveegeHa B NpUNOKeHUn A.

1 Hewucnonb3yetca
2 He ucnosb3syeTtca
3 RX

4 GND

5 GND

6 TX

7

8

9

PyHKLMOHaNbHAA KHOMKA ANA NepesarpysKku ycTpoicTea U cbpoca K 3aBoa-
CKMM HaCTpoMnKam:

- NPW HaXKaTUKM Ha KHOMKY AAUTENbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-
rpy3Ka yCTpOMCTBa;

- NPW HaXaTUW Ha KHOMKY A/auTenbHocTblo 6osee 10 ¢ npoucxoaut cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOWM KOHOUrypaLuuu.
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[1-8], [1-24], [1-48]

MopTbl 10/100/1000BASE-T (RJ-45).

[XG1—XG4], [XG1 - XG11]

Cnotbl gna yctaHoBkM TpaHcnsepos 1000BASE-X (SFP)/10GBASE-R (SFP+).

PucyHok 28 — lNepeaHaa naHens MES3400-24F

Tabanua 14 — OnncaHMe PasbeMOoB, MHAMKATOPOB W OPraHoOB YNPaB/ieHUA NepegHel NaHeAn KOMMYTaTo-
pos MES2424FB, MES3400-24F

dnemeHT nepegHen
Ne PeA OnucaHue
naHenu
Pasbem AnA NOAKMIOYEHWMA K UCTOYHMKY 3/IEKTPOMUTAHWA MepeMeHHOro
1 | ~110-250V AC, 50-60 Hz AN TIOA v P P
TOKa
2 12v DC Pasbem gna NoaKAOYEHUA aKKYMyNATOPHOW 6aTapeun 12V
Power NHAMKaTOp NUTaHMA YCTPOMCTBA
Alarm NHankaTop aBapun
Master MHanKaTop pexkmma paboTbl ycTpoiicTea (BeayLumii/segombiii)
3
Battery NHauMKaTop paboTbl aKKyMynsTopHoi BaTapeun
Fan NHauMKaTop paboTbl BEHTUAATOPOB.
RPS MHAMKaATOp pe3epBHOro a1eKTPONUTaHuA.
4 UnitID MHAMKaTop HOMepa YCTPOMCTBA B CTEKe
KOHCONbHbIV NOPT ANA NOKANBbHOMO YNPaBAEHUA YCTPONCTBOM.
PacnuHoBKa pasbema cneaytowan:
1 Hewncnonb3yeTtcA
2 He ucnosb3syeTcA
3 RX
4 GND
5 Console
5 GND
6 TX
7  He ucnonb3yeTcA
8 He ucnonbsyetca
9  He ucnonbsyetca
Pacnaiika KoHconbHOro Kabena npuseaeHa B NPUAOKEHUM A.
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dyHKLMOHaNbHAA KHOMKa 41a nepes3arpysku ycTpoiicTea U cbpoca K 3aBo-
ACKMM HacTpOMKam:

- NPW HAXXaTUM HA KHOMKY A/MTEeNbHOCTbIO MeHee 10 ¢ nponcxoguTt nepe-
3arpyska ycTpoWncTBa;

- NPW HAXKaTUW Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ nponcxogut cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIypaumu.

7 [1-24]

CnoTbl ANA YCTAHOBKM ONTUYECKMX TpaHcueepos 100BASE-FX/1000BASE-X
(SFP)

8 [XG1-XG4]

CnoTbl 4Na ycTaHOBKM TpaHcneepos 1000BASE-X (SFP)/10GBASE-R (SFP+)

BHewHW BUA nepeaHen naHenn yctponcrea cepum MES3710P nokasaH Ha pucyHKe 29.

— MES3710P
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1.8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 29 — lNepeaHaa naHenb MES3710P

Tabnnuya 15 — OnucaHune pasbemos,

WHAMKATOPOB M OPraHoB ynpas/aeHus nepeaHeln naHenm MES3710P

Ne dnemeHT nepepHen Onucanme
naHenm
1 [1-8] MopTtbl 10/100/1000BASE-T (RJ-45).
2 [1-8] CeeToBasa nHAMKaumaA PoE.
CnoTbl ANA YCTAHOBKM ONTUYECKUX TPAHCUBEPOB
3 9,10, 11, 12, LNK/SPD 100BASE-FX/1000BASE-X (SFP).
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX MHTEpPEICOB.
PWR1, PWR2 NHAWKaTopbl NUTAaHUA YCTPOICTBA.
4 Alarm UHauKaTop aBapuu.
Temp UHOuKaTop TemnepaTypsl.
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dYHKUMOHaNbHAA KHOMKa ANA nepesarpysKku ycTpoicTea 1 cbpoca K 3a-

BOACKMM HaCTpOMKam:
- NPW HaXKaTUM Ha KHOMKY A/MTeNbHOCTbIO MeHee 10 c. nponcxoauT ne-

5 F o
pesarpyska yCTpoicTBa;
- NPU Ha¥aTUM Ha KHOMKY AautenbHocTbio 6onee 10 c. npoucxoauT
cbpocC HacTpoeK yCTPOICTBA A0 3aBOACKON KOHUrypaumm.

6 Console KOHCONbHbIV NOPT A5 IOKANbHOIO YNPaB/EHUA YCTPOWCTBOM.

1.4.2 3adHAs u 8epxHAA naHeau ycmpolicme

BHewHW BuA 3agHen naHenn KommyTtatopos MES14xx u MES24x npuBeseH Ha pUCYHKax HUXKe.
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PucyHok 30 — 3agHana naHenb MES1428, MES2428, MES2428T, MES2428B, MES2408IP DC1, MES2408P,

MES2424 v MES2424B
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PucyHok 32 —3agHaa naHenb MES2424P, MES2428P
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PucyHok 33 — 3aaHAaa naHenb MES2448 DC
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PucyHok 34 — 3apgHaa naHenb MES2448B
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PucyHok 40 — 3agHaa naHenb MES3400-24F
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TaToOpPOB.

B Tabnunuax 16 n 17 npuBeaeH nepeyeHb PasbemoB, PACcMO/IOKEHHbIX HA 3aA4Hei naHenu Kommy-

Tabnnua 16 — OnucaHMe pasbemMoB 3adHen naHenu KommyTtatopoB MES1428, MES2428, MES2428T,
MES2428B, MES2408IP DC1, MES2408P, MES2424 n MES2424B

Ne

dnemeHT 3agHel naHenu

OnucaHue

1

.
Knemma 3azemneHuna =

Knemma gna 3asemneHus yCTpOﬁCTBa.

Tabanua 17 — OnucaHne pa3sbeMoB 33agHeN naHenn KommyTtatopa MES2424FB, MES2424P, MES2428P,
MES2448 DC, MES2448B, MES2448P, MES2420-48P, MES2411X, MES3400-24, MES3400-24F, MES3400-48

Ne dnemeHT 3agHei naHenu OnucaHue
1 BeHTUNATOPBI ANA OXNaXKAEHUA YCTPOMCTBA.
2 Knemma 3asemneHus = Knemma pgna 3a3emneHuns ycTpomcTea.
3 36-72 V DC Pasbem gnA NogKNlOYeHUA K UCTOYHUKY 3N1EKTPONUTaHMA MOCTOAHHOIO
TOKa.
4 ~110-250VAC, 60/50Hz max Pasbem AnAa NOAKNOYEHUA K UCTOYHWUKY SNEKTPONUTAHMA NepemMeHHOro
1A TOKa.
4.1 12VDC max 5A Pasbem ans NogKNOUYEHMA K aKKYMYATOPHOM BaTapee.
5 CNOTbI AN1A YCTAHOBKM 610~ Cnot ana yctaHoOBKM pesepBHoro 610ka nutaHma AC unan DC.
6 KOB NUTaHuA CNnoT ANA yCTaHOBKM OCHOBHOTO 6/10Ka nuTaHna AC nan DC.

BHewWwHM BUA, BepXHEN NaHenn KommyTaTopa MES3710P npusegeH Ha pucyHKe 41.

PWR2

Pt
ST

NC-COM-NO]
Dry contact

PucyHok 41 — BepxHAaa naHenb MES3710P

MES3710P.

B Tabanue 18 npuseaeH nepeyeHb PasbemoB, PACMOIOMKEHHbIX Ha 3a4HeN NaHean KommyTaTopa

Tabnnuya 18 — OnuncaHme pasbemoB BepxHel naHean kommyTtatopa MES3710P

Ne dnemeHT 3agHel naHenun OnucaHue
—— )
1 Knemma 3azemneHuna = Knemma gna 3azemneHuaA yCcTpoicTea.
Paszbembl A8 NOAKNOYEHMA K UCTOYHUKAM 3/1EKTPONUTaHMNA NMOCTO-
2 48 (45 ~ 57) VDC ANIA NoA P
AHHOrO TOKa.
3 12VDC max 5A PeneiHbiN Bbixo4 aBapuiiHOM curHanmnsaumm: 1 A 24 V DC.
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1.4.3 bokoevle naHesau ycmpolicmea
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PucyHok 42 — MNpasasa 6okoBan naHenb Ethernet-kommyTtatopos
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PucyHok 43 — /leBan 6oKoBas naHenb Ethernet-kommyTatopos

Ha 60KOBbIX MaHeNAX YCTPOMNCTBa PACMO/OMKEHbl BEHTUAALMOHHbIE PELLETKWN, KOTOPble CAYXKaT Ans
oTBoAa Tenna. He 3akpbiBaiiTe BEHTUAAUMOHHbIE OTBEPCTUA MOCTOPOHHMMW MpeameTamu. ITO MOXKeT
NPUBECTU K NeperpeBy KOMMOHEHTOB YCTPOMCTBA M Bbi3BaTb HapylleHWsA B ero paboTe. PekomeHaaumu no
YCTaHOBKe YCTPOICTBA Pacno/IOXKeHbI B pasaene «YCTaHOBKa U MOAK/IOUYEHNEY.,

1.4.4 KoHcmpykmueHoe ucrnosHeHue Kommymamopa MES3708P

B AaHHOM pasgenie onncaHo KOHCTPYKTUBHOE MUcnonHeHue Ethernet-kommyTtaTtopa MES3708P.

YCTPOMCTBO COCTOUT M3 OCHOBHOM NAaTbl, NAaTbl 6/10Ka NUTaHUA U MoAyNen 3almTbl NopToB Ethernet
10/100/1000BASE-T oT nepeHanpsxeHuit. MaaTbl pacnonosKeHbl B MeTaIJIMHECKOM Kopryce.

[na KpenneHus ycTPOMCTBA HA Kopnyce NPeasycMOTPeH MEeTa//IMYeckuin Kpiok. Kpennexuve
NOABECHOE, Ha LWTaHry TOMWMHOM He 6onee 8 mm. MoaKNoYeHUE NMUTAHUA M CeTEBbIX WHTepdelicos
NPOM3BOAMTCA K pa3bemMam, PacnosoXKeHHbIM BHYTPU Kopnyca. BbiBog, NpoBOAOB HapyXKy BbINOHAETCA
yepes NpesHasHayeHHble 414 3TOr0 OTBEPCTMA B Kopryce.
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Ha pucyHKe 44 noKasaHbl OCHOBHblE KOMMOHEHTbI U pa3bembl MES3708P.
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PucyHOK 44 — OCHOBHble KOMMNOHEHTbI U pasbembl MES3708P

B Tabnnue 18 npnBeaeHO onncaHMe OCHOBHbIX KOMMNOHEHTOB 1 pa3bemos MES3708P.

Tabnnuya 19 — OnucaHme OCHOBHbIX KOMMNOHEHTOB M pasbemos MES3708P

Pasbembl A1 yCTaHOBKM ONTMYecKmx TpaHcneepos 100BASE-FX/1000BASE-X (SFP).

OcHoBHan niara yCTpoucTBa.

MnaTa 6/10Ka NUTaHMA.

Pasbem 414 noaKNto4EHUA K UCTOYHUKY 31eKTPONUTAHMA NepemMeHHOro ToKa.

Paszbembl 414 nogxaodeHUa moaynei 3awmtbl noptos Ethernet 10/100/1000BASE-T oT nepeHanpsAsKeHui.

Mogynum 3awmTbl noptos Ethernet 10/100/1000BASE-T oT nepeHanpsKeHui.

Knemma ana sasemnenHua yCTpOﬁCTBa.

0 | N[ |u bW |N|FL

Pasbembl AN NOAKNOUYEHUA YCTPOWCTB IoKanbHOM ceTn Ethernet.

Ethernet-kommymamopesi cepuli MES14xx, MES24xx, MES34xx, MES37xx
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9 lepmoBBo4 ANA Kabena 3/1eKTPONUTaHMA.

10 | TepmoBBOA ANt MEAHBIX M ONTUYECKUX Kabenel nokanbHon cetn Ethernet.

11 | Pa3bem Ans NOAKAOYEHUA K KOHCO/IM YCTPOMCTBa Yepes nHTepdelic RS-232.

1.4.5 Ceemoesasn uHoukayusa

CoctonaHue nHtepdeicos Ethernet nHanLMpyeTCcA ABYMA CBETOAMOAHbIMU NHANKaTOpamu, LINK/ACT
3eneHoro useta u SPEED aHTapHoro useTa. Pacnono)eHue ceBeToamnmoa0oB NOKa3aHO Ha pUCyHKax 45, 46, 47.

() LNK
() spD

PucyHoK 45 — BHellHKWIA BUA ogMHapHoro pasbema SFP/SFP+

LINK/ACT

SPEED

PucyHoOK 46 — BHewwHWI BUA, CABOEHHOro pasbema SFP/SFP+

LINK/ACT

SPEED

PucyHok 47 — BHewHui Bug, pasvema RJ-45

Tabanua 20 — CeeToBas UHAMKaLUMA cocToAHNA Ethernet-noptos 10/100/1000BASE-T

BbikntoueH BbikntoueH MopT BbIKNOYEH NAU COEANHEHME HE YCTAHOBAEHO.
YcTaHOB/IEHO CoeauHEHNE Ha ckopocTn 10 MéuT/c unm
BbikntoyeH [opuT NOCTOAHHO
100 M6wuT/c.
[opuT NocToAHHO [opwnT NoCTOAHHO YcTaHOBEHO coeAnHeHmne Ha ckopocTy 1000 M6uT/c.
X Mwranne MpeT nepepava AaHHbIX.
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Tabnuua 21 — CeBeToBaa MHAMKALMA cocToAHMUA XG-NOpPTOB

CBeyeHMe MHAMKaTOpaA

CBeyeHMe MHAMKaTOpaA

CoctosiHne nHtepdeica Ethernet

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKNOYEH MW COeANHEHWE HE YCTaHOBAEHO.
BbikntoyeH lopuT nocToAHHO YcTaHOB/IeHO coeauHeHue Ha ckopoctu 1 Iéut/c.

[opuT NOCTOAHHO

[opuT NnoCcToOAHHO

YcTaHoBEHO coeanHeHne Ha ckopocTu 10 Méut/c.

X

MwuraHune

MpeT nepepaya gaHHbIX.

CuctemHble MHauKatopbl (Power, Alarm) cnyxaTt gaa onpeaeneHua coctoaHusa paboTbl y3noB
KommyTaTtopos cepun MES14xx, MES24xx, MES34xx.

Tabnuua 22 — CeBeToBaa UHAMKALMA CUCTEMHbIX MHAMKATOPOB

HassaHue DYyHKUUA -
CocTofiHMe UHAUKaTopa CocTosiHue ycTpoicTBa
MHAMKKaTopa MHAMKKaTopa
BbikntoyeH MuTaHWe BbIKAOYEHO.
o MuTaHWe BKAOYEHO, HOPMa/bHasA
3eneHbliA, ropuT NOCTOAHHO o
paboTa ycTpolicTea.
CocTosiHne . CamoTecTMpoBaHMe yCTPOMCTBA NPK
3eneHblit, mepuaeT
Power MCTOYHMKOB crapte (POST).
nUTaHUs OTcyTCTBME NEPBUYHOIO NUTAHUA
. OCHOBHOIO UCTOYHMKA (NpW NUTaHWUK
KpacHbIn, ropnt NOCTOAHHO .
YCTPOICTBA OT Pe3epBHOro MCTOYHMKA)
WAW aBapuA BTOPUYHOTO UCTOYHMKA.
Al CocTosiHMe He ropur HopmanbHasa paboTa ycTpoicTea.
arm o "
yCTpOMCTBA KpacHbli, ropuT NOCTOAHHO MNeperpes.
N MoaKkntouyeH notpebutens PoE (roput
NHankaTop 3eneHbll, rOpuUT NOCTOAHHO .
WMHAMKATOP, COOTBETCTBYIOWMIA NOPTY).
PoE cocroAaHua PoE- "
nopToB KpacHbIn, ropuT NOCTOAHHO OwwnbKa PoE Ha nopTy.
BbikntoyeH MNotpebutens PoE He nogKkatoyeH.
Mpu3Hak . YCTPOMCTBO ABAAETCS «KMACTEPOM»
3eneHblii, ropuT NOCTOAHHO
BeayLwero CrekKa.
Master yCTpoMcTBa YCTPOMCTBO He ABNSETCA «KMacTepom» B
npv pabote B BbikntoyeH CTEKE MW He 33[aH PEXUM
cTeke CTeKMpOBaHUA.
UHamkaTop 3eneHblit, ropuUT NOCTOAHHO! AKB nogKkntoyeHa.
Battery COCTOAHMA KpacHblIi, roput NocTosnHHO Hu3kuit yposeHb 3apaga AKB.
AKKYMYNATOPHOM
6aTtapeu BblkntoueH?! AKB oTkntoueHa.
. Pe3epBHbIN UCTOYHUK NOAK/OYEH U
3eneHbliA, ropuT NOCTOAHHO
paboTaeT HopmanbHO.
Pexum paboTbl o
TCYTCTBME NEPBUYHOIO NUTaHMA
RPS pesepBHOro K . v P
MCTOUHMKA pacHbIA, TOPUT NOCTOAHHO pe3epBHOro UCTOYHMUKA UK ero
AUTaHUS HEeMCNpPaBHOCTb.
BbIkntoueH Pe3epBHbIN UCTOYHUK HE MNOAK/IOYEH.
/7 Ecau ungukartop Alarm u uigukarop PoE ogHOBpeMeHHO ropaT KpacHbIM LBETOM, — 3TO
CUrHaNIU3UPYeT O KPpUTUYECcKon owmnbke PoE.

! Mpu nogknoueHnn AKB BO3MOXHA 3a4epKa CMeHbl MHAMKaLUUN A0 5 MUHYT
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1.5 KomnnekTt nocrtaBKu

B 6a30BbIli KOMNAEKT NOCTABKM BXO4AT:

—  Ethernet-kommyTaTop;

— KomnnekT Kpeneya B CTOMKY;

—  WHyp nuTaHma EepoBuaka-C13, 1.8m (ana moaenei c AC-nutaHnem);
—  WHyp nuTtanma NBC 2x1.5, 2m (ana moaeneit c DC-nutaHuem);

— [amsaTKa 0 OKYMeHTauuu;

— CepTuduKat/aeknapaumns cooTBeTCTBUA;

— Nacnopr.

Mo 3aKa3y NoKynartena B KOMNAEKT NOCTaBKM ONULMOHA/IbHO MOTYT ObITb BKIIOYEHDI:

—  PyKoBOACTBO MO 3KcnAyaTauumn Ha CD-amcke;
—  KoHconbHbIN Kabenb;
—  SFP/SFP+ TpaHcuBepsl.
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2 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasaene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

2.1 KpenneHue KPpOHLWTENHOB

B KOMMNAEKT MOCTAaBKM YCTPOMCTBA BXOAAT KPOHLITEMHbI 418 YCTAHOBKMU B CTOMKY M BUHTbI A1A Kpen-
JIEHMA KPOHLUTEMHOB K KOPNyCy yCTPOoMCTBa. [11A YCTAaHOBKU KPOHLUTENHOB:

PucyHok 48 — KpenneHune KpOHLITENHOB

1. CoBmecTuTe YeTbipe OTBEPCTUA A/1A BUHTOB Ha KPOHLUTEMHE C TaKMMM XKe OTBEPCTUAMM Ha
H60KOBOI NaHe M yCTPOCTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOpMycCy.

3. MosTopuTe geicTeua 1, 2 Ans BTOPOro KPoHLWTENHa.

2.2 YcTaHOBKA YCTPOMCTBA B CTOMKY

[nA yCTaHOBKM YCTPOICTBA B CTOMKY:

1. TpunoxKnTe yCTPOMCTBO K BEPTUKAbHBIM HAaNpPaBAAIOLWMM CTONKMN.

2. CoBMecTUTe OTBEPCTUA KPOHLUTEMHOB C OTBEPCTUAMM HA HaNpaBAAIOWMX CTOMKK. Mcnonb-
3yiTe OTBEepCTMUA B HaMPaBAAOWMX HA OAHOM YPOBHe C 06enx CTOPOH CTOMKM, ANA TOro
4TO6bI YCTPONCTBO PACNoNaranocb ropusoHTaAbHO.

3. C nomoLLbto OTBEPTKMU MPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMM.
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PucyHoK 49 — YcTaHOBKa yCTPOIACTBA B CTOMKY

Ha pucyHke 50 npuseneH npumep pasmelieHna kommytatopos MES14xx, MES24xx n MES34xx B
CTOlKe.

o MES14xx/MES24xx N1 (o]
o KabenbHbIn opraHansep o
o|  MES14xxMES24xx N2 o
o KabenbHbIn opraHainsep o
o]  MES14xMES24xx N3 |0
o KabenbHbIi opraHansep o
o _ MES14xx/MES24xx N4 (o]
o KabenbHelin opraHainaep (o}
o|  MES14xdMES24xx N5 o
o KabenbHblin opraHainaep (]

PucyHok 50 — PasameLeHne KommyTtaTopoB MES14xx, MES24xx n MES34xx B cTOlKe
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He 3aKpbliBaliTe BEHTUNALUOHHDbIE OTBEPCTUA, a TaKKe BEHTUNATOPbI, PACNO/IO}KEHHbIE HA
3agHel naHenu, NOCTOPOHHUMM NpegmeTamu Bo u3bexkaHue neperpesa KOMMOHEHTOB
KOMMYTaTOpa M HapyLeHuA ero paboTbl.

2.3 YcrtaHoBKa ycTtpoiicte MES3710P, MES3708P Ha DIN-peuky

KommyTatop MES3710P, MES3708P ycTaHaB/MBaeTcA BepTUKa/IbHO, TaK Kak 60KoBble na-
Henu obecneunBaloT TENN00TBOA,

[ns yctaHoBKK ycTpolicTBa Ha DIN-peliky:

1. TpWNOXKUTb KpenaeHne Ha 3agHel CTeHKe KommyTaTopa nosepx DIN-peiiku.

2. [loTAHYTb KOMMYTATOP BHM3 A0 ynopa.
3. HapasuTb Ha HUXKHIOK YaCTb KOMMYTATOPaA 40 3aLLLeNKMBAHUA.

2.4 TMopaKnioueHue NUTaOLWEN ceTn

1. MMpexae, 4em K ycTpoOWCTBY ByZeT NoAkAloYeHa NuTatolan cetb, He0bXo4MMO 3a3eM/IUTb

KOpnyc ycTponcTBa. 3azemsieHne HeobxoAMMO BbIMOJIHATb M30JIMPOBAHHbIM MHOTOXWb-
HbIM MPOBOLOM. YCTPOMCTBO 3a3eMJIEHMA U CeYEHME 3a3eMIAIOLLErO NPOBOAA AO/KHbI CO-
OTBETCTBOBATbL TpeboBaHMAMM Y3,

MoaknioueHUe JO0MKHO OCYLLLEeCTBAATLCA KBanM(I)VIUMpOBaHHbIM cneynanncrtom.

2. Ecam npegnonaraeTtca nogknrw4yeHMe KomnbrotTepa Uan UHOro O60py,CI,OBaHMﬂ K KOHCOJb-

HOMY NOPTY KOMMYTATOpPa, 3TO 060PYA0BaAHME TaKKE AOMKHO ObITb HAJEHKHO 3a3EMJIEHO.

3. TloaxntounTe K ycTpoictay Kabesb NuTaHMA. B 3aBMCMMOCTM OT KOMM/IEKTaLMM YCTPOUCTBA,

NMUTaHME MOKET OCYLLECTBAATLCA OT CETM NepemeHHOro Toka, AMbo OT CeTU MOCTOAHHOMo
TOKa. Mpu NOAKNOYEHWUM CETU NEPEMEHHOTO TOKa C/IeAyEeT UCMO/1b30BaTb Kabesb, BXOAALLMI
B KOMMJIEKT YCTPOMCTBA. /1A NOAKNIOYEHNA K CETU NMOCTOAHHOMO TOKa MCMO/b3yiTe NpoBos,
ceyeHnem He meHee 1 Mm2.

Bo usberkaHune BO3HUKHOBEHUA KOPOTKOro 3amMblKaHUA nNpu nogxKaryYeHUn K cCetu
NMOCTOAHHOIO TOKa peKomeHAyeTCA Npon3secTtu 3a41UCTKy NnposoAaa Ha A/IUHY 9 mm.

Llenb NUTaHUA NOCTOAHHbLIM TOKOM A0/13KHA COAEPIKATb YCTPOACTBO OTK/IIOUEHUA NUTAHUA C
dusmnyeckum pasbeguHeHnem coeguHeHUA (BbiKalOUaTe b, pa3bem, KOHTaKTOp, aBTOMaTH-
YeCKuii BbIKAKOYaTeNb U T.M.).

4. BKNOYMTE NUTaHMeE YCTPOWMCTBA U ybeauTech B OTCYTCTBMM aBapuii MO COCTOSHUIO MHAMKATO-
pOB Ha NepeaHei naHeu.

Ona nogknoueHna K MES3708P nutatoweit ceTu HEO6XOAMMO CHATb KPbILKY YCTPOMCTBA,
OTKPYTUB OTBEPTKOI 18 BUHTOB, PacnoNoXKeHHbIX NO KpaaM.
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2.5 YcraHoBKa u yaaneHue SFP-TtpaHcuBepos

ﬁ YcTaHOBKa ONTUYECKMX MOAYNEN MOXKET NPOU3BOAUTBLCA KAK NMPU BbIK/IOYEHHOM, TaK U Npu
BKJIDYEHHOM YCTpoOiicTBe.

ﬁ PekomeHpgyeTca pa3genbHoe noakntoueHue SFP-TpaHcuBepa M ONTUUYECKOro NaTty-Kopaa B
CNoT.

1. BcTaBbTe BepXxHUt SFP-Moay b B C1IOT OTKPLITOM YacCTblo pa3bema BHU3, a HUKHWUI SFP-mo-
OYNb OTKPbLITON YacTblOo pa3bema BBEPX.

PucyHok 51 —YcraHoBka SFP-TpaHcuBepos

2. HapgasuTe Ha moaynb. Koraa oH BCTaHeT Ha MECTO, Bbl YC/bILLMTE XapPaKTEPHbIN LLLESTYOK.

PucyHok 52 —YcraHoBneHHble SFP-TpaHcmBepbl

[nAa yaaneHua TpaHcueepa:

1. OTKpoiiTe 3alLenKy Moayns.

PucyHok 53 — OTKpbITHe 3awenku SFP-TpaHcuBepos
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2. W3BneKkuTe moaynb U3 cloTa.

PucyHok 54 — U3BneveHune SFP-TpaHcmBepos
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3 HAYA/IbHAA HACTPOMKA KOMMYTATOPA

3.1 Tlopauue Knasuwm

CouyeTaHue KnasuLl OnucaHue
Ctrl+A BepHYTbCA K Hayany CTPOKM.
Ctrl+E BepHyTbCA K KOHLY CTPOKM.
Ctrl+F MpoasuHyTbCA BNepes Ha 0ANUH CUMBO.
Ctrl+B MpoaBWHYTLCA Ha3ad Ha OAUH CUMBO.
Ctrl+D YaanuTb AaHHbIN CUMBOJI.
Ctrl+U,X Y4anutb Ha4ano CTPOKKU A0 CMMBOAA.
Ctrl+K YAanntb KOHeL, CTPOKM nocae CMMBOAA.
Ctrl+wW Ypaannte npegblayuiee cnoso.
Ctrl+T MepemecTuTb NpeablayLLINIA CUMBOA.
Ctrl+P MepenTn K NpeablayLLen CTPOKe B UICTOPUN KOMaHA,
Ctrl+N MepenTu K cneaytoLLelt CTPOKe B UCTOPUN KOMaHA,
Ctrl+z Bo3spat K KopHesomy pexumy CLI.

3.2 Hactpoiika TepmuHana

Ha KomnbloTepe 3anyCcTUTb NPOrpammy smynsaummn tepmunana (HyperTerminal, TeraTerm, Minicom)

1 NPOMU3BECTU CeAYIOLLIME HACTPONKMN:

— BblbpaTb COOTBETCTBYIOLWMI NOCAEA0BaTENbHbIN NOPT;

—  YCTaHOBWTb CKOPOCTb Nepeaayn aaHHbix — 115200 604,

— 3a34aTtb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 cTONOBLIN 6UT, 6€3 KOHTPOIA YETHOCTY;

—  OTKNKYUTb annapaTHOE U NporpamMmmHoe ynpasaeHme NoOTOKOM AaHHbIX;

— 330aTb PeXUM 3sMynauuMu TepmuHana VT100 (MHOrMe TepmMMHaNAbHble MPOrPaMMbl
NCMOb3YIOT AAaHHbIN PEXUM IMYAALUN TEPMUHANA B KAYECTBE PEKMMA NO YMOJIYAHUIO).

3.3 BkaoueHue ycTpoiicTBa

YCTaHOBUTb COeAMHEHNE KOHCOMM KoMMmyTaTopa (MopT «console») ¢ pasbemMom nocneaosaTesibHOro
nHTepdeiica KoOMNbloTepa, Ha KOTOPOM YCTaHOBAEHO NPOrpammMmHoe obecneyeHne amynaLUM TepMUHaNa.

BKkAlounTb  ycTponcTBo. [lpM  KaxkKAOM  BKAKOYEHMM  KOMMyTaTopa

3anyCKaeTca npouecc

WHUUMANM3ALMM YCTPOICTBA, MOC/AE KOTOpPOM HeobxoAMMO MpOMTM npoueaypy asTopusaunm aAns

AanbHelwwe paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: *x*x* (admin)
console#
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3.4 3arpy3o4yHoe MeHIo

Ona BXxoda B 3arpy3oyHoe MeHlo ciedyeT NOAKAOUYUTLCA K YCTpoMcTBy Yepes uHtepdeinc RS-232,
nepesarpysuTb YCTPOMUCTBO M BBECTM MApOJib AJIA 3arpy304HOro MeH0 B TeyeHue 3-x CekyHa nocne
NosABJIEHUSA CTPOK:

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

CPU:500MHz LXB:200MHz MEM:300MHz

DRAM: 256 MB

SPI-F: 1x32 MB

Loading 65536B env. variables from offset 0x110000
chip index= 23

Switch Model: MES2428 board (Port Count: 28)

KA A K A AR AR A AR A AR AR A AR A AR AR A AR A AR AR AR AR A A AR A A A kA Ak ok k

Now External 8218B

KA A KA AR AR A IR A AR AR A AR AR A AR A AR AR A AR AR AR A A AR AR A AR A X kK

Now Internal PHY

KA KA K A AR AR A IR A AR AR A AR A A A AR A AR A A A AR AR AR A A AR A A hA Ak Ak kK

Now External 8218B
R i i I I b b I e b b I b I b b I i b b I b b I I b b b I b b I I b b b b b b b b b b b i 4
Now External 8214FC
Net:
Autobootin 3 seconds..

Net Initialization Skipped

Maponb OT 3arpy304HOro MEHI0 N0 YMOJIYaHUIO A1 BCeX YCTPOicTB «eltex».

Bupg, 3arpy3o4yHoro mMmeHto:

Startup Menu

1] Restore Factory Defaults

2] Boot password

3] Password Recovery Procedure

5] Serial bandwidth

[
[
[
[4] Image menu
[
E

nter your choice or press 'ESC' to exit:

Tabnunua 23 — PyHKUMK MHTepdelica 3arpy304HOro MeHIO

DyHKYUA OnucaHue
Restore Factory Defaults BoccTaHOBUTL 3aBOACKME HACTPOMKM.
Boot password M3meHeHue naponsa Ha 3arpy3o4Hoe MeHHo.

Password Pecovery Procedure BoccTaHoBeHMe yTpauyeHHoro napons. Mpu cnepytouwen 3a-
rpyske ocHosHoro MO nonb3oBaTenb cpasy NoONafeT B PeXum
Privileged EXEC 6e3 BBOAa napons.

Image menu BbibpaTb aKTMBHbIV 06pa3 cuctemHoro MO. Ecan HOBbIN 3arpy-
JKeHHbI ¢dain cuctemHoro MO He BbIGpaH aKTUBHbLIM, TO
YCTPOMCTBO BbIMOJHMUT 3arpy3Ky C MCMOb30BaHMEM TeKyLLero
aKTMBHOrO 06pasa.

Image menu
[1] Show current image — npocmoTp akKTUBHOTO cnoTa c obpasom
Mno;
[2] Set current image —BbI6Op aKTUBHOTO c/10Ta cucTemHoro MO;
[3] Back.

Serial bandwidth BbI6Op CKOPOCTM NocneaoBaTeNIbHOro MHTepdeiica.

[ns BbIxoAa M3 3arpy304HOro MeHI0 U NPOAO/IKEHMSA 3arpy3KM oCHOBHOro obpasa MO Heobxoanmo
HaXaTb <Esc>.

I

vadRCl)

Ecnm B TedeHUne 1 MUHYTbI He BbiIGPaH HM OAWH U3 NYHKTOB MEHI0, 3arpy3Ka ycTpoiictea npo-

BONXKUTCA.
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3.5 HacTtpoika pyHKUMIA KOMMyTaTOpa

®YHKUMM NO HAYaNIbHOMY KOHGUIYPMPOBAHMIO YCTPOMCTBA MOXKHO Pa3genunTb Ha ABa TUna:

— ba3oBas HacTpoiiKka — BK/toYaeT B ceba onpegenerHne 6a30BbIx GyHKUUI KOHOUIYpaLmm U
HACTPOMKY AnHammyeckumx IP-agpecos.

— Hactpoiika napameTpoB cuctembl 6€30NacHOCTM — BK/AOYAET YMpaB/ieHUEe CUCTEMOM
6e3onacHOCTM Ha ocHoBe mexaHn3ma AAA (Authentication, Authorization, Accounting).

/’ ] Mpu nepesarpysKe yCTPOICTBA Bce HECOXPaHEHHble AaHHble ByayT yTepaHbl. Ans coxpaHe-
HUA NO6bIX BHECEHHDbIX U3MEHEHWUIA B HAaCTPOIMKY KOMMYTaToOpa UCNONb3yeTca C/ieayioLas

KOMaHAa:

console# write startup-config

3.5.1 Asmomamuyeckasa Hacmpolika napamempoe Kommymamopa
(Zero Touch Provisioning)

B LenAx aBTOMAaTM3aLMM YNpaBAeHUA KOMMYTaTOPOM Ha YCTpoMcTBe noaaepykaHa ¢yHKumsa ZTP

(Zero Touch Provisioning). [lJaHHaa ¢yHKLUMA NO3BOAAET NOMAYYUTb HACTPOMKY HEKOTOPbIX onumin o DHCP-
cepBepa Ha 3Tane NoAKAYeHNA ycTpoicTBa. o ymonyaHuto ZTP BKAKOUYEH aBTOMATUYECKW.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bua 3anpoca KoMaHZAHOW CTPOKM pexknma rnobanbHo KoOHPUrypauuu:
console (confiqg) #

Tabnunua 24 — KomaHabl perknma rnobanbHo KoHpUrypaumm

3HavyeHue/3Ha4yeHue no "

KomaHoa / Aelicmeue

YMOMYAHUIO

ztp enable BKAtounTb paboTty dyHKumm ZTP.

V Mo ymonuaHuio ZTP nogpepiKusaer nepegady on-
uui1 43, 66, 67. Nogonuuun ana 43 onuuu:

-/BKAOYEHO, 3anycKaeTca -1-image
BHayane ctapTa NPOLWMBKU - 2 —bootfile
- 3 — config-file
- 4 — tftpserver
ztp disable OTKNOYUTL paboTy pyHKuUMM ZTP.

3.5.2 basoeas Hacmpolika Kommymamopa

[na Hayana KoHPUrypauum ycTpomncTea HEOBX0AMMO NOAKAOUUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocnenoBaTeibHbI NOPT. 3aNyCTUTb Ha KOMMbIOTEPE NPOrPaMMy SMYAALMM TEPMUHANG COTNACHO MYHKTY
3.2 «HacTtpoika TepMmuHana».

Bo Bpema HayaNbHOM HACTPOWMKM MOXKHO ONpeaennTb MHTepdeiic, KoTopblii ByaeT MCNoNb30BaTbCA
AN1A NOAKNIOYEHUSA K YCTPOWUCTBY yAa/IeHHO.

basoBas HaCTPOﬁKa BK/IIOYHAET cheayouwee:

1. 3apgaHue naponsa ana nosbsosartena «admin» (c ypoBHem npusunernin — 15).
2. Co3spgaHue HOBbIX NOJib30BaTENEN.

3. Hactpoika ctatuyeckoro IP-aapeca, Mackv NoACETU M LWIKO3a MO YMOYAHUIO.
4. HacTtpolika napameTpoB npoTtokoaa SNMP.
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3.5.2.1 3adaHue naponsa 0aa nonvzoeamena «admin» u co30aHue HOBbIX Nosb3oeameseli

Ona obecneyeHunA 3aWMLLEHHOrO BXOAa B CUCTEMY He06X0AMMO HA3HAUMTb NAPO/b NPUBU-
e NlerpoBaHHOMY noJsb3oBaTento «adminy».

MmAa nonb3oBatena WM naponb BBOAUTCA MNpPU  BXOoZe B CUCTEMYy BO BpPema CeaHCoB
AAMUHUCTPUPOBAHUA yCTpOﬁCTBa. [na co3gaHnA HOBOro Nosib30BaTeNA CUCTEMbI UK HaCTpOl\/‘IKM noboro
M3 NapameTpoB — UMEHU NOS1Ib30BaTeENA, MAaPO0/1Ad, YPOBHA anvaerMﬁ, MCNONb3YHOTCA KOMaHAbI:

console# configure terminal
console (config)# username name password password privilege {1-15}

V YposeHb npusuaerunii ¢ 1 no 14 paspeluaer 4octyn K yCTPOMUCTBY, HO 3anpeLl,aeT HaCTPoiiKy.
YpoBeHb npuBuaeruii 15 paspeluaer Kak A0CTyN, TaK M HACTPOWKY YCTPOICTBa.

Mpumep KoMaHa, 4N 3a4aHua nosb3osaTento «admin» napons «Eltex_1» 1 cosgaHua nonb3osaTens
«operator» c naposiem «Pass_2» 1 ypoBHem npusuaernii 1:

console# configure terminal

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config) # exit

console#
/’ MHdopmaumna 0 NOKanbHbIX YYETHbIX 3aNUCAX XPaHUTCA B JHEProHe3aBUCUMOI NamATU U
MoOXeT 6bITb oumLLeHa KomaHaoi 'delete startup-config'.
’ ‘ Heobxoanmo 6paTb B KaBbIYKM MMEHA YUYETHbIX 3anuceii U Napoam, coaepiKallue cneLcum-
- BOJIbl.

3.5.2.2 Hacmpolika cmamu4ecKkozo IP-adpeca, macku nodcemu u wisno3d o yMmoa4YaHuto

[na BO3MOXHOCTU yrNpaBNeHUA KOMMYTaTOPOM M3 CETU HeobXoAMMO HasHauuTb ycTponctsy IP-
afpec, MacKy NoAaceTu U, B Cy4ae ynpaBaeHUA U3 APYroW CeTu, W3 No ymondaHuto. IP-agpec MOXHO
HasHauuTb bomy uHTepdeicy — VLAN, dusmyeckomy nopTty, rpynne noptoB (Mo yMONYaHMIO Ha
nHtepodelice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnio3a fOMKeH
NPUHAANENKATb K TON Ke NOACETU, UTO U 0AMH U3 IP-uHTepdeincoB ycTpolicTBa.

V’ IP-agpec 192.168.1.239 cywecTByeT A0 TeX Nop, NOKa Ha nobom uHTepdeice cTaTUuecku
unm no DHCP He co3gaH gpyroii IP-agpec. Mpu aTom Ha interface vian 1 gonKeH 6bITb BK/IO-
yeH dhcp-knmeHr.

V Mpu yganeHun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocywecTenaTbca no IP-

appecy 192.168.1.239/24. Npu 3tom Ha interface vlan 1 gonxeH 6biTb BKAoueH dhcp-knu-
€HT.

[Mpumep KomaHO HacmpolKu IP-adpeca 018 uHmepgelica VLAN 1

MapameTpbl MHTepdeica:

IP-adpec, Ha3Ha4yaemblli 0ns uHmepdgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnro3a no-ymonyarHuro —192.168.1.1

console# configure terminal
console (config) # interface vlan !
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console (config-if)# ip address 192.168.16.144 255.255.255.0
console (config-if)# exit
console (config) #ip route 0.0.0.0 0.0.0.0 192.168.16.1

[na Toro ytobbl yoeanTbea, 4to agpec bbia HazHavyeH MHTepdeiicy, BBeAMTE KOMaHAy:

console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.5.2.3 Hacmpoiika napamempoe npomokoaa SNMP dns docmyna K ycmpolicmey

KommyTaTopbl NO3BOAAKT HAcTpouTb paboTy npotokona SNMP ans yaaneHHOro MOHUTOPUHIA U
ynpaB/ieHMA yCTPOMCTBOM. YCTPOICTBO NOAAepKMBaAET NPoToKo bl Bepcuii SNMPv1, SNMPv2, SNMPv3.

[Na BO3MOMKHOCTM agMUHUCTPUPOBAHMA YCTPOMCTBA NOCpeAcTBOM npoTokona SNMP, Heobxoanmo
€o34aTb XOTs 6bl OAHY CTPOKY coobulecTBa.

B KauectBe npumepa byaem mcnonb3osBatb Bepcuto snmpv2c. Cospaaum nosb3oBaTensa USER,
npuHagnexauwero rpynne GROUP. [aHHbIli Nosb3oBaTeNb AOMXKEH MMETb BO3MOMXKHOCTb MCNOAb30BaTb
community NETMAN, kotopon npucsoum wuHaekc 1. Fpynne GROUP 6yper paspelweH AocTtyn Ha
yteHue/3anncb/noaydeHme snmp-trap no o6bekTam, NpuHagnexalmm viewiso. O6beKTbl, A1 KOTOPbIX
paspelleHa oTnpaBKa TPAMNoB, AO/KHbI NPUHAAIEeKaTb Ter-nucty TAG, oTNpaBAATbLCA HA Fpynny agpecos
ADDR, B koTopyto BxoauT IP-agpec 192.168.1.1. lNapameTpbl OTNpaBKM YKa3sbiBatoTcA B targetparam TRAPS,
onpeaensaemom ana nonbsosartena USER.

console
console
console
console

config
config
config
config

#snmp user USER

#snmp community index I name NETMAN security USER

#snmp group GROUP user USER security-model vZc

#snmp access GROUP vZ2c read iso write iso notify iso
console (config) #snmp view iso 1 included

console (config) #snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG
console (config) #snmp targetparams TRAPS user USER security-model vZ2c
message-processing vZc

console (config) #snmp notify USER tag TAG type Trap

~ e~ o~~~ —~
—_— — — — — —

3.5.3 Hacmpoiika napamempos cucmemol 6e3onacHocmu

Ona obecneyeHns 6e30MaCHOCTM CUCTEMbI MCMOAb3YeTCA MexaHusm AAA (ayTeHTUOUKauMS,
aBTopwu3aums, yyet). Ans wndpoBaHMA AaHHbIX UCMOb3YETCA MexaHuU3M SSH.

— Authentication (ayTeHTUdMKaumMa) — coONoOCTaBJAEHME 3anpoca CyLLEeCTBYHOWEN YYETHOM
3anucu B cucteme 6e30nacHoCTU.

— Authorization (aBTop13aLms, NPOBEPKa YPOBHA A0OCTyNa) — CONOCTaBAeHMNe YYETHOM 3anuncu
B cMCTeme (npoweawei ayTeHTUOUKALMIO) U onpeaenEHHbIX MOJTHOMOUYNNA.

— Accounting (y4éT) — cnexeHue 3a noTpebneHMem pecypcoB No/b30BaTeNIEM.

[Ipy MCNOJb30BAHUM HACTPOEK YCTPOMCTBA 10 YyMOJIUAHMIO MMS IIOoJib30BaTens — admin,

naposi — admin.
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/ MNonb3oBatenb no ymonyaHuio (admin/admin) cywecteyer o Tex nop, Noka He co3aaH Aio-
6011 apyroii nonb3oBaTenb ¢ ypoBHeM npusuaeruin 15.

V Bcerga AO/MXKEH CyLW,ecTBOBaThb N0/1b30BaTe b C ypoBHEM npusuaeruin 15,

3.5.3.1 Hacmpoliika docmyna Ao cepeepos RADIUS u TACACS+

Onsa ncnonbsosanusa Radius n TACACS+ cepBepoB HEO6XOAMMO BbINOAHUTL CeAytoLyne HacTPOmn-
KW Ha KOMMmyTaTope:

— HacTtpouTtb IP-agpec cepsepa;

— HacTpouTb Kntkou A0CTyna, 3a4aHHbli AN HAacTpaeBaemoro cepeepa (Npu Hannuuu).

[Mpumep KomaHO 018 Hacmpoliku RADIUS u TACACS+ cepsepos:

console# configure terminal
console (config) # radius-server host 192.168.16.3 key KEY
console (config)# tacacs-server host 192.168.16.3 key KEY

3.5.3.2 Hacmpolika AAA 011 pa3HbIX MPOMOKO0s108 ynpaesneHus
HacTtpouTtb cnucok AAA no ymonyanuio. Cnucok AAA No YMOYaHUIO MPUMEHAETCA KO BCEM JIMHUAM

(console, telnet, SSH), ecnu ana ykasaHHOW IMHUM He YKa3aHO MHOTO. B npMBeAeHHOM Npumepe 418 AMHUN
console gocTyn 6yaeT ocyLLecTBAATLCA TO/IbKO Yepes I0KabHYH 6a3y AaHHbIX.

[Mpumep KoMaHO 018 Hacmpoliku AAA:

console (config)# aaa authentication default radius tacacs local
console (config) # aaa authentication user-defined cons local
console (config)# line console

console (config-line)# aaa authentication login cons

console (config-line)# aaa authentication enable cons
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4 YNPABNEHUE YCTPOMUCTBOM. MUHTEP®EMUC KOMAHAHON CTPOKU

[NA KOHPUrypaLMM HacTPOeK KOMMYTaTOpa UCMO/Ib3YETC HECKOJIbKO PEXKMMOB. B KaxKaom pexume
[AOCTyrneH onpeaeseHHbl CMUMCOK KoMaH4,. BBog cMMBOMa «?» CAYKUT ANA NpocmoTpa Habopa KomaHa,
OOCTYMHbIX B KaXXA0M M3 PEKMMOB.

[na nepexoda U3 OA4HOrO pe)KMma B APYrol UCMONb3YIOTCA cneumanbHble KomaHabl. MepevyeHb
CYLLECTBYIOLMX PEXMMOB M KOMaH/, BXO4A B PEXKMUM:

KomaHOdHbiii pexcum (EXEC), naHHbIA pexXMm AOCTyNeH cpasy noc/se yCcrnewHom 3arpysku KommyTa-
TOpa M BBOAA MMEHM NONb30BaATENA U NAPOAs (41a HENPUBMAETMPOBAHHOTO NoAb30BaTens). MpurnaweHue
CUCTEMBI B 3TOM PEXMME COCTOUT U3 UMEHM ycTpoicTea (host name) u cumsona “>”.

console>

Mpusune2upoeaHHbIii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN peXMm AOCTyneH cpasy no-
C/le yCNeLwHoM 3arpy3kM KOMMyTaTopa, BBOAa MMeHW Nob3oBaTena U naponsd. MpurnaweHne cucTemMbl B
3TOM peXXMMe COCTOMT U3 UMeHM ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanbHoli KoHgpuypayuu (global configuration), naHHbIN peXxum npeaHasHayeH ana 3a-
AaHuA 06LWKMX HacTpoek KommyTaTtopa. KomaHabl pexmma rnobanbHon KOHGUIypauum A0CTYMHbI U3 Jio-
6oro nogpexunma KoHpuUrypaumun. Bxoa B pexknmm ocyLlecTBaseTca KoMaHaon configure terminal.

console# configure terminal
console (confiqg) #

Pexcum koHguaypayuu mepmunHanda (line configuration), naHHbIN pexXnm npegHasHavyeH ANA KOH-
burypaumm, cBasaHHoM ¢ paboTon TepmMuHana. Bxos B pexMm OCyLLeCTBAAETCA U3 perrMma rnobanbHOM
KOHOUIypaumm KomaHaoM line console.

console (config)# line console
console (config-line) #

4.1 ba3oBble KOMaHAbI

KomaHOwbi pexcuma EXEC

3anpoc KoMaHAHOWM CTPOKM B pexkume EXEC nmeet cnegyowmin BuA:

console>

Tabnunua 25 — ba3oBble KOMaHAbl, AOCTYMHble B pexkmme EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMmoan4YaHuto
enable [priv] priv: (1..15)/15 MepekntounTbCA B NPUBUNETMPOBAHHBIN PEXUM (€C/IU 3HAYEHUe
He YKa3aHo — To ypoBeHb npusunernii 15).
logout - 3aBeplLueHMe TEKYLLE CECCUM U CMEHa NO/Ib30BaTeN .
exit - 3aKpbITb aKTUBHYIO TEPMUHAJbHYIO CECCUIO.
help 3anpoc cnpaBo4YHOW WMHPopmaumm o paboTe MHTepdeiica Ko-
) MaHZHOW CTPOKMU
show privilege - MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NONb30BATENS.
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KomaHObi pexcuma Privileged EXEC

3anpoc KoOMaHAHOM CTPOKU MMeeT caeayowmii BUa;:

console#

Tabnunua 26 — basoBble KOMaHAbI, AOCTYNHbIe B pexkmume Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B HOPMAbHbIW PEXKUM U3 MPUBUNETUPOBAHHOTO.

configure terminal

MepeiTn B pexxum KoHPUrypawumm.

KomaHOb1, docmyrHbie 80 8cex perumMmax KoOHgu2ypauuu

3anpoc KOMaHAHOVI CTPOKN nmeeT O 4nH U3 cheagyroumnx suaos:

console#

console (config) #

console (config-line)#

Tabnnua 27 — ba3oBble KOMaHAbI, 4OCTYMHbIE BO BCEX peXUMax KOHOUTypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit ) BobIliTn 13 noboro pexmma KoHPUrypaLmm Ha ypoBeHb Bbllle B
nepapxmm Komang CLI.

end BbIiTn U3 noboro perkmuma KoOHOUTypaLum B KOMaHAHbIN pexrum

i (Privileged EXEC).

do ) BbINONHUTL KOMaHAY KomaHgHoro ypoBHa (EXEC) 3 noboro pe-
KUMa KOHOUTypaLmm.

help - BbIBECTM CnNpaBKy MO MCNOJIb3yeMbIM KOMaHAAM.

4.2 dunbTpayma coobieHnit KoOMaHAHOMN CTPOKMU

®dunbTpaums coobLeHni N03BOAAET YMEHbLINTL 06BeM 0TOBpakaemMblx AaHHbIX B OTBET Ha 3anpochl
nosib3oBaTens U 06aerynTb NOUCK Heobxoanmon nHpopmaumu. Ana dunbTpaumm Tpebyerca nob6asuTh B
KOHeLl, KOMaHAHOW CTPOKM CMMBOA « |» M UCNO/Ib30BaTb OAHY U3 ONUMIA GUNLTPALUK, NEPEYUCIEHHDBIX B
Tabanue 26. PuabTpauma paboTaeT ToNbKO 4nA show-KomaHg,

KomaHOwbi pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKU MMEET Caeayiolmii BUA,:

console#

Tabnunua 28 — ba3oBble KOMaHAbl, AOCTYMHble B pexume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

grep

BbiBecTn Bce CTPOKMU, cogepKaiue WabnoH.

grep-v

BbiBECTW BCe CTPOKM, He copepxalime WabnoH.

grep -c "regexp"

BbIBECTM BCe CTPOKM, CoAeprKalume peryaspHble BblpaxKeHus:

. — COOTBETCTBYET Nt060MY OTAEbHOMY CUMBOAY;

* — npeaplAyLmMii cumBon cooTseTcTyeT O Mnu bonee pas;

A — cooTBeTCBYET Npobeny B Hauane CTPOKM;

\b — cooTBercTByeT npobeny B KOHLE CNOBa;

[l — BbIBOAWT BCE CTPOKM, B KOTOPbIX COAEPIKATCA CUMBO/bI U3
KBagpaTHbIX CKOBOK;

\ — WrHOPWTYET CMMBOJ, CNelyIOWMIA 33 pPeryaapHbIM Bbipaxe-
HUEM.
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4.3 HacTpoiiKa MaKpOKOMaHp,

[aHHas QyHKLMA NO3BONSET CO34aBaTb YHUPUUMPOBaAHHbIE HabOPbl KOMaHA — MaKpPOChI, KOTOpble
MOXHO BMOC/NeACTBUMN NPUMEHATb B NpoLecce KoHOUrypaumm. MakcMmanbHOE KOMYecTBO MaKpoCoB —
15.

KomaHObI pexcuma 2a06aa6HolU KOHu2ypayuu

Bua 3anpoca KOMaHAHOW CTPOKM peXknma rnobanbHoM KoOHPUrypaumu:
console (confiqg) #

Tabnunuya 29 — KomaHabl perknma rnobanbHo KoHPUrypaumm

3HayeHue/3HayeH
KomaHoa ue no Aelicmeue
yMOA4YaHuIo
macro name word Co34aTb HOBbIM Habop KOMaHA, ecnn Habop ¢ TaKUM UMeHeM
cylLecTByeT —nepesanucatb ero. Habop KomaHg BBOAUTCA NO-
CTPOYHO. 3aKOHUYMTb MAKPOC MOMKHO C MOMOLLbIO CMMBO/A
word: (1..32) “
@”. MakcuMmanbHaa aanHa makpoca — 510 cumBonos. B Tene
cMmBonoB MaKpoca MOXHO MCNO/Ib30BaTb 40 TPEX NEPEMEHHbIX B KOH-
durypauum.
no macro name word YAanuTb YKasaHHbIA Makpoc.
macro apply word MpUMeHNTb YKa3aHHbIA MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabnoH, COCTOALMA U3 0OBABNEHUA, HAaNpUMep
value2] [pattern3 value3] CMMBOJ/I0B cumBona "%", n nepemMeHHON, HanMcaHHbIX CIMTHO;
- value — nepeMeHHasn KoHdUrypaumuu.
macro trace word OT06pa3nTb NPOLLECC BbINOJIHEHUSA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabaoOH, coCTOAWMIN N3 06BABNEHNA, HAaNpUMep
value2] [pattern3 value3] CMMBO/IOB cumBona "%", u nepemeHHoM, HanUCaHHbIX CIMTHO;
- value — nepemeHHasn KoHdUrypaumuu.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKK pexxnma EXEC:
console#

Tabnvua 30 — KomaHab! pexknma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro

macro apply word MpPUMEHUTb YKa3aHHbIN MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, COCTOALLMI U3 0OBABNEHUS, HAaNPUMep
value2] [pattern3 value3] CMMBO/IOB cumBona "%", n nepemeHHoM, HanUcaHHbIX CIMTHO;

- value — nepemeHHasn KoHOUTypaLmu.
macro trace word OTo6pasnTb NpoLLecC BbINOJHEHMA MaKpoOCa.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabA0OH, cOCTOALMIN U3 06BABNAEHUA, HaNpUMepP
value2] [pattern3 value3] CUMBOJI0B cumeona "%", U nepemeHHOM, HanMUCaHHbIX CIMTHO;

- value — nepemeHHasn KoHOUTypaLmu.
show macro OTo6pasnTb MNapameTpbl HACTPOEHHbIX MaKpPOCOB Ha

i ycTpoiicTse.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Buza 3anpoca KOMaHZAHOW CTPOKM peXxnma KoHouUrypaumm nHtepdeica:

console (config-if) #
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Tabnnua 31 — KomaHabl pexkuma KoHourypauum uHtepdelica

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

macro apply word MprUMeHNTb yKa3aHHbIM MaKpoc.
[pattern1 valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOALWMMN U3 06BABNEHMSA, HANPUMEP
value2] [pattern3 value3] CMMBOJI0B cumBona "%", n nepemMeHHOM, HanNMCcaHHbIX CIMTHO;

- value — nepemeHHas KoHoUrypauuu.
macro trace word OT06pasnTb NPOLLECC BbIMOJHEHUA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOAWMMN U3 06BbABNEHUSA, HANPUMEP
value2] [pattern3 value3] CMMBONOB cumBona "%", v nepemeHHOM, HaMUCaHHbBIX CAUTHO;

- value — nepemeHHas KoHoUrypauuu.

[pumep UCNoaAb308AHUA MAKPOKOMAHO:

console (config) #fmacro name 1234

Enter macro commands, one per line. End with symbol '@'.
conf t

interface gi0/%1

switchport mode access

switchport access vlan %2

description %3

@

consolefmacro apply 1234 %1 6 %2 10 %3 "giO0/6"

4.4 KomaHAapbl ynpaBaeHUa cUCTeMmomn

KomaHOwbI pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console>

Tabnnuya 32 — KomaHabl ynpasaeHna cuctemon B pexkume EXEC

Komanda 3HayeHue/3HayeHue o Neiicmeue
YMOAYAHUIO
ping [ip] {A.B.C.D | host} [size KomaHgza cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
size] [count count] [timeout npoTtokona ICMP yKkaszaHHOMY y3/ly CETM, a TaKxKe AN KOHTPOANA
timeout] host: (1..158) cumBonos; | noctynatowmx oteeTtos (ICMP Echo-Reply).
size: (36..2080)/64 6aiit; | - A.B.C.D — IPv4-agpec y3na cetu;

count: (0..10)/3; - host — poMeHHOe UMSA y3Nna ceTu;

timeout: (1..100) - Size — pa3mep NakeTa ANs OTNPaBKKU, KOAMYECTBO BalT B NakeTe;

- count — KONIMYECTBO NAKETOB ANA Nepesayu;

- timeout — Bpema 0XXnAaHWA o0TBeTa Ha 3anpoc.
traceroute{A.B.C.D | ipv6 OnpegeneHve mapwpyta TpaduKka [0 Yy31a Ha3HaAYeHwuA.
AAAA::BBBB} [size size] [ttl - A.B.C.D — IPv4-apapec y3na cetu;
tt/] [count count] [timeout - AAAA::BBBB — IPv6-aapec y3na cetu
timeout] . . - host — pomeHHOe MMA y31a ceTu;

size: (64..1518)/64 GaiiT; | _ size — pazmep nakeTta ANA OTNPaBKM, KOANMYECTBO BAMT B NaKeTe;
ttl: (1..255)/30; - tt/ — MaKcMMmanbHOe KOJIMYEeCTBO Y4aCTKOB B MapLUpyTe;
.count: (1..10)/3; -count — KONMYECTBO MOMbITOK Mepefayn MakeTa Ha KaXKaoM
timeout: (1..60)/3 c yHacTKe;
- timeout — Bpema 0XXnAaHWA O0TBETa Ha 3anpoc;
OnucaHue oWwM60K NpU BbINOJIHEHUU KOMAHA U pe3yb-
V TaTOB NpuBeAeHo B Tabauue 32.
show users OT06pasnTb UHPOPMALMIO O NO/b30BATENAX, UCMOb3YIOLWMX pe-
i CypCbl YCTPOMCTBA.
show system information - BbiBOA, cMCTEMHOWN MHPOPMALUK.
show nvram ) 0OT06pa3snTb MHGOPMaLMIO 06 YCTPOICTBE B SHEPrOHE3aBUCUMOIA
namaTy.
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show tech-support

BbIiBOA KOMaHAbI NpeacTaBafeT coboi KomOMHaLMIO BbIBOLOB
NepeYnCcaeHHbIX HUXKE KOMaHA:

- show clock

- show system information

- show bootvar

- show running-config

- show ip interface

- show ip route

- show ipv6 interface

- show spanning-tree

- show etherchannel summary

- show etherchannel load-balance
- show interfaces status

- show interfaces counters

- show interfaces utilization

- show interfaces

- show ip arp

- show env all

- show mac-address-table count summary
- show fiber-ports optical-transceiver
- show cpu rate limit

- show errdisable interfaces

- show vlan

- show ip igmp snooping groups

- show ip igmp snooping forward

- show ip igmp snooping mrouter
- show ipv6 mld snooping groups

- show ipv6 mld snooping forward
- show ipv6 mld snooping mrouter
- show logging

- show logging filename-one

- show logging filename-two

- show logging filename-three

- show users

- debug show tcam

KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTPoKK B pexxkmnme Privileged EXEC umeet cnepytowmin sua;:

console#

Tabnuua 33 — KomaHabl ynpasaeHusa cuctemoli B pexkume Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

reload

KomaHga cayxuT 4ns nepesanycka ycTpoicTsa.

reload at hh:mm:ss [day month]

hh: (0..23);
mm:(0..59);

ss: (0..59);
day: (1...31);
month: (1..12)

YcTaHOBKa BpemeHu nepesarpysku ycTpoiicTaa.

reload in {hours minutes}

hours: (0..168);
minutes: (0..59)

YcTaHOBKa BpeMeHMU, yepes KoTopoe NPon3onaeT nepesarpyska
yCTpOWMCTBa.

reload cancel

OTMeHa OT/I0KEHHOI Nepesarpysku.

show reload - MpocMOTp BpeMeHU, Ha KOTOpOoe HasHaYeHa nepesa-rpyska.
show env {CPU} - MOHUTOPUHT yTUAK3aLmm CPU.

show env {tasks} - MoHuTOopUHr yTnansaumm CPU no npoueccam.

show env {RAM} - MOHUTOPUHT yTUAM3aLmn RAM.

show env {temperature}

MOHUTOPUHI TePMOATYMKA.

show env {flash}

MoHuTopuHr flash-namaTu.

show env {power}

MoHUTOpUHr NuTaHnAa n AKb.

show env {all}

MOHUWTOPMHT BCEX NAPAMETPOB OKPYKEHUA.
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show env {dry-contacts} -

MOHMTOpMHF TeKyulero CoOCToAHNA CyXnUX KOHTAKTOB.

show env {fan} R

MOHUTOPUHT COCTOAHWSA BEHTUAATOPOB.

show env {fan thresholds}

0OT06pasunTb TabanLy ¢ AONYCTUMbIMKU CKOPOCTAMM BpaLLeHUA
BEHTUIATOPOB.

telnet {A.B.C.D | AAAA::BBBB |
AAAA::BBBB%interface} [-| name]

OTkpbiTve TELNET-ceccumn ans ysna cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;

- AAAA::BBBB — IPv6-aapec y3na cetn

- interface - nHTepdelic;

- name — UMA NoNb30BaTeNA.

show telnet-client -

OTo6pasunTb cTaTyc KAneHTa Telnet 1 K0IMYECTBO aKTUBHbIX cec-
CUNA.

ssh [@{A.B.C.D | AAAA::BBBB |
AAAA::BBBB%interface} [-l name] -
[-1]-2] [-C] [-v] [command]

OTKpbITMe SSH-ceccun ana ysna cetu.

- A.B.C.D — IPv4-apgpec y3na cetu;

- AAAA::BBBB — IPv6-aapec y3na cetn

- interface — nHTepdeic;

- name — UMA NONb30BaTENA;

- 1 —wucnonb3osaTb ToNbKO SSH Bepcuu 1;

- 2 —1cnonb3oBaTb ToNbKO SSH Bepcuu 2;

- C—3anpocuTb CKaTue AaHHbIX;

-V —nogpobHo oTobpakaTb NPOLECC NOAKIOYEHMS;

- command — KomaHZa, BbinosiHAemas Ha SSH-cepsepe.

show ssh-client -

OT06pa3unTb cTaTyC KAneHTa SSH 1 Ko/IMYecTBO aKTUBHbIX Cec-
cun.

create ssl crypto key rsa [1024 |

CreHepupoBaTb NPMBATHbIN KoY ana SSL-cepBepa Ha KomMmy-

2048] TaTope.
create ssl cert-req algo rsa sn
[string] - CreHepupoBaTb 3anNpoc Ha cepTUdMKaT OT KOMMyTaTopa.

create ssl server-cert -

BkAtounTb perkmm BBoAa cepTudmKaTa.

Mpw BbINOAHEHUN KOMAHAbI traceroute MOTYT NPOU30MTH OLINMGKM, onucaHme olWnbOoK NpMBeaeHO

B Tabanue 34.

Tabnnua 34 — OWwmMBKKM NpU BbINOJHEHUN KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TaimayT Npu NonbITKe Nepesayun nakera.
? HewnsBecTHbIV TUM NaKeTa.
A AZMUHUCTPATUBHO HegocTyneH. O6bIYHO NpoucxoanT nNpu 6J10KMPOBAHUN UCXOLALLENO
Tpaduka no npasuaam B Tabanue goctyna ACL.
F TpebyeTcs pparmeHTaums n yctaHoBka 6utos DF.
H Y3en cetn HeJgoOCTyneH.
N CeTb HegOCTYNHa.
P MpoTOKON HeaoCTyneH.
Q NCTOYHMK NnoaaBneH.
R NcTekno Bpema nosBTopHoM cbopku pparmeHTa.
S OwnbKa ncxoaalero mapLupyTa.
U MopT HepoCTyneH.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

3anpoc KoOMaHAHOW CTPOKM B pexkmnme rnobanbHoi KOHOUTypaumm MMeeT cieayowmnii Bua;

console (config) #

Tabnunua 35 — KomaHabl ynpaBieHUa CUCTEMOW B peXxume rnobanbHol KoHpUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

hostname name

KomaHaa cny»KuT o1 3aaHuA CeTeBoro MMeHM yCTpoicTea.
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no hostname name: (1..128) .
BepHyTb ceTeBOe MMA YCTPOMCTBA B 3HAUYEHME MO YMONYAHMIO.
CMMBONOB/-
system location name name:(1..255) .
3apaTb MHOOPMALMIO O MECTONOIOKEHUMN YCTPOMUCTBA.
CMMBOIOB
system contact name name:(1..255) .
3a4aTb KOHTAKTHYIO MHPOPMaLMIO YCTPOMCTBA.
CMMBONOB
system description name name:(1..255) N
3agaTtb onMcaHue ycTpomcTea
CMMBO/10B
cpu rate limit queue queue YCTaHOBWUTb OrPaHNYEHME CKOPOCTU BXOAALLMX Kagpos (frame) gna
maxrate pps onpeaeneHHol oyepeam
- ppS — NAKeToB B CEKYHAY.
V Peanusyet ¢pyHKuuio CoPP (Control plane protection).
queue: (1-8)

cpu-rate limit queue gueue
maxrate 128

-pps: 1..2000/128

V PacnpegeneHue ouepegeii Ana npuHUMaemoro Tpadpmka
Ha CPU npusepeHo B MpunoxkeHue B. Ouepeau ana npu-
HMUMmaemoro Ha CPU tpaduka.

BOCCTaHOBUTL 3Ha4YeHWe pps MO YMOIYAHUIO /1A ONpeseseHHOM
ouepeam.

reset-button {enable | disable
| reset-only}

- enable — Npu HaxKaTum KHoNKK F anntenbHocTbio meHee 10 ce-
KYHA, NPOUCXOAMT nepesarpy3Ka yCTPOMCTBA; NPY HaXaTumn Ha
KHOMKy 6onee 10 cekyHA, NponcxoauT cbpoc ycTpoiicTea Ao 3a-

-/enable .
BOZCKOM KOHOUrypaumm;
- disable — kHonKa F oTKAlOYEHA (He pearMpyert Ha Ha)KaTue);
- reset-only — TONbKO Nepesarpyska.
set telnet-client enable BkntounTb paboty TELNET-knneHTa.
- - -/BKNtOYEHO
set telnet-client disable Bbikntountb paboty TELNET-knneHTa.
set ip http enable .
Bkntountb HTTP-cepBep Ha ycTpoMCTBE.
-/BKAKOYEHO
set ip http disable Bbikntountb HTTP-cepBep Ha ycTpoiicTse.
HasHauuTb nopt, npocnywmsaembli HTTP-cepBepom.
ip http port port 80 , |  Tpebyetca nepe3anyck HTTP-cepBepa gna npumeHeHUs
we  Hacrpoiiku.
set ssh-client enable BkatounTb paboTy SSH-kAMeHTa.
-/BKAKOYEHO

set ssh-client disable

BbIkntounTb paboty SSH-KnmerTa.

env dying-gasp enable

env dying-gasp disable

-/BbIK/IIOYEHO

BKAtouMTb OTNPaBKy cooblueHuii dying gasp.
V‘ TonbKo gna ycrpoiictea MES2448B.

V Mpw BKAOYEHUUN OTNPaBKKU coobuieHnit dying-gasp BbiK-
noyvaetca moHutopuHr AKB.

BbIKNOUNTb OTNPaBKy coobuweHuii dying gasp.

env battery monitor enable

env battery monitor disable

-/BKNIOYEHO

BkntounTb MOHUTOPUHT AKB.
V Tonbko ana yctpoiictea MES2448B.

Mpwu BkAoueHUn moHutopuHra AKB BbikalouaeTca otn-
V paBKa coobuieHuit dying-gasp.

Bbikntountb moHUTOPUHT AKB.

env maximum CPU threshold

percentage:1-100/100

HacTpouTb normposaHue o NpesbllleHNnn 3a4aHHOTO B NPOLEeHTax

percentage nopora ytuamsaumm CPU.

env maximum RAM threshold HacTpouTb florMpoBaHue o NpeBbIlEHUN 3a4aHHOTO B MPOLEHTax
percentage:1-100/100 P P P A oL

percentage nopora ytunmsaunun RAM.

env maximum flash threshold
percentage

percentage:1-100/100

HacTpouTb siorMpoBaHne O NPEeBbILEHNN 334aHHOMO B NPOLEHTax
nopora ytunusaumu flash.

banner exec [string]

no banner exec

-/BbIKOYEHO

HacTpouTb npuBeTcTBME AN HEaBTOPM30BaHHbLIX NOJib30BaTENEN
Npv NOAKAOYEHUN K KOMMYTaTOPY.

string — TEKCT NPUBETCTBUA OJIMHON A0 256 CMMBO/IOB.

Mpu BBOAE KOMaHAbl 6e3 mapameTpa string NpuBeTCTBUE MOXKET
umeTb aavHy o 1023 cumBonos. BBog NpuBeTCTBMA NpepbiBaeTca
C NOMOLLbIO cMmBona "@".

Yaanutb npuseTcTBMeE 414 HEaBTOPU3O0BaAHHbIX nosb3osaTesnei.
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banner login [string]

no banner login

-/BbIK/IIOYEHO

HacTpouTb npuBeTCcTBME A4 NOAb30BATENEN NOC/E aBTOPU3AL MM,

string — TEKCT NPUBETCTBUSA 4ANHOM A0 256 cMMBOIOB.

Mpn BBOAE KOMaHAbl 6e3 napameTpa string NpUBETCTBUE MOXKET
mmeTtb annHy ao 1023 cumsonos. BBog npuBeTcTBUA NpepbiBaeTca
C NomolLbio cumeona "@".

Ypanutb npuBeTcTBME AN1A aBTOPU3OBAHHbIX nonb3osaTesniei.

logging events reload

no logging events reload

-/BKAOYEHO

BKAtoUUTL OTNPaBKy snmp Tpanos u syslog coobuieHnit npu nepe-
3arpysKe ycTpoicTea no KomaHge «reload» nnm yepes SNMP.

BbIKNHOUYMTL OTNPABKY SNMp TpanoB U syslog coobLueHnii npu nepe-
3arpysKe ycTponctea no KomaHge «reload» nnm yepes SNMP.

ip http secure server

no ip http secure server

-/BbIK/IIOYEHO

Bkntounts HTTPS-cepBep Ha ycTpoicTBe.

OTkntounTb HTTPS-cepBep Ha ycTpoiicTBe.

Tabnnuya 36 — KomaHabl pexkmma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4yaHuro

Aelicmeue

clear cpu rate limit counters

OumnCTUTL cYeTUMKM rate limit Ha CPU.

show cpu rate limit

OTobparkeHne cyeTymKos rate limit Ha CPU.

set cli pagination on

BK/IIOUMTb NOCTPAHUYHDIN BbIBOA KOHOUTYpaLmu.

set cli prompt off

— -/on v
set cli pagination off OTKNOUYUTb NOCTPAHUYHBIN BbIBOA, KOHGUIypauuu.
. BKAOUMTL NoATBEepPXKAEHWE nepes BbINOJHEHUEM HEKOTOPbIX KO-
set cli prompt on ATBEPHA PeA P
MaHa,.
-/on

OTKNOUYNUTL NOATBEPNKAEHME Nepes, BbINOJHEHUEM HEKOTOPbIX KO-
MaHz.

4.5 KomaHabl ANA HAaCTPOMKKU NapameTpoB ANA 3a4aHUA naponei

[aHHbIN pasgen npegHasHayeH Ans HaCcTPOMKM 3a4aHNA Napoel Ana nosib3osaTenei.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexume rnobasbHON KOHOUTypaLMmM MMEET CieayoWmin BUA,:

console (config) #

Tabnuua 37 — KomaHAbl ynpaBieHUsA CUCTEMOM B pexxnme rnobanbHo KoHoUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

password validate char
[lowercase | numbers |
symbols | uppercase]

no password validate

-/BbIK/IOYEHO

BKNIIOYUTL MeXaHW3M NPOBEPKM Naponei.

- lowercase — naponb AOMKEH COAEPHKATb CUMBOJIbI HUKHETO peru-
cTpa;

- numbers — Naponb AOMKEH COAePKaTb XOTA 6bl 0aHY LUdpY;

- symbols — naponb AOMKEH COXKEPHKATb XOTA Obl OAUH CUMBO;

- Uppercase — Napo/ib AO/MKEH COAEPHKATb CUMBOJIbI BEPXHETO pe-
rucrpa.

OTKNOYUTE MEXaHU3M NPOBEPKM Naponei.

password validate length
length

no password validate

length: (0..20)/0

3apaTb MWHUMANbHYIO AIMHY NAapOoaA.

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.

3anpoc KomaHgHoM cTpoKu B pexkume Privileged EXEC nmeeT cneayowmin sua;

console#

Tabnnua 38 — KomaHabl ans paboTbl ¢ paiinamm B pexkume Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeilicmeue

show password validate rules

MpocmoTp TeKylLLelt HaCTPOIMKM MexaHM3Ma NPOBEPKM Naponen.
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4.6 Pa6orta c pannamu

4.6.1 OnucaHue ap2ymeHmMoO8 KOMAaHO

Mpu ocyuwecTBaeHnM onepaumin Hag dannamm, B Ka4ecTBe apryMeHTOB KOMaH/, BbICTYNatoT ajpeca

URL — onpegenntenn MeCTOHAXOXAEHUA pecypca.
onepauusx, npuseaeHo B Tabauue 37.

Tabnnua 39 — CnnCcoK KAtoUYeBbiX CN0B U UX ONUCAHKUE

OnuncaHne KAwuYeBbIX CNOB,

MCNoJib3yemMblX B

Knroyesoe cnoeo

OnucaHue

flash://

McxoaHbl agpec uav agpec Mecta HasHavyeHua A8 SHEProHe3aBUCUMON NamaTU. DHeproHesasu-
CMMan NamATb UCMO/Ib3yeTca No ymondaHuio, ecam agpec URL onpeaeneH 6e3 npedukca (npedmk-
camu ssnstoTcs: flash:, tftp:, scp:...).

running-config daiin TekyLLet KoHoUrypaumm.

startup-config

®aitn nepBoHavanbHON KOHbUTypauum.

active-image daiin c akTMBHbIM 06pasom.

inactive-image ®aiin c HeakTMBHbIM 06pasom.

UcxogHbI agpec nnv agpec mecta HasHadyeHua ana TFTP-cepsepa.

CuHTakcuc: tftp://host/[directory]/ filename.

tftp:// - host — IPv4-agpec vau ceTeBoe MMA YCTPOCTBA;
- directory — kaTanor;
- filename — ums daiina.

logging ®aiin c uctopmein KomaHa,

4.6.2 KomaHObI 0na pabomei ¢ palinamu

3anpoc KomaHAHOM cTpoKKM B pexxkunme Privileged EXEC nmeeT cneayowmin BuA;:

console#

Tabnunua 40 — KomaHabl gns paboTbl ¢ pannamm B pexkmume Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

copy source_url
destination_url image

copy startup-config
destination_url

copy source_url boot

source_url: (1..160)
CUMBO/IOB;
destination_url: (1..160)
CUMBOJI0B

KonuposaHue daiina U3 MectononoXKeHUsa UCTOYHUKA B MecTono-
NOMKEHUe HasHayeHus.

- source_url — mecTononoxkeHue Konvpyemoro ¢aiina;

- destination_url — appec mecta HasHa4yeHus, Kyaa ¢ain byaeT cko-
NUpoOBaH.

CoxpaHeHve NepBoHaYaNbHOM KOHGUIypaLum Ha cepBepe.

KOI'IMpOBaHMe cbal?ma Ha4a/IbHOrO 3arpysvymKa n3 mectonosioxeHua
WUCTOYHUKA B CUCTEMY.

dir [flash:path | dir_name]

OT06pasuTb CNMCOK GpaiinoB B yKasaHHOM KaTasore.

more [flash:path | file_name]

OTob6pasunTb cogepknumoe daina.

pwd

OT06pasunTb NyTb A0 TeKyLLel AMPEKTOPUMN.

cd [flash:path | dir_name]

MN3MeHNTb AMPEKTOPUIO Ha YKa3aHHY!Ho.

mkdir [flash:path | dir_name]

Co3patb AVNPEKTOPUIO C YKAa3aHHbIM Ha3BaHUEM.

rmdir [flash:path | dir_name]

Ypanutb ANPEKTOPUIO C YKa3aHHbIM Ha3BaHUEM.

erase [flash_url]

Ypanute dann

erase startup-config

Ypanutb daitn nepBoHavYanbHoOM KoHdUrypaumm.

erase nvram:

CHbpocuTb 8o AedONTHOW IHEProHe3aBUCUMYIO NaMATb.

erase flash:/LogDir/filename

Yaanutb dalin 3anncm aBapuiiHbIX U OTAAL04HbIX COOBLLEHMA.

boot system inactive

3arpysuTbea ¢ HeakTMBHOro 06pasa Mo.

boot system active

3arpy3unTbCa ¢ akTMBHOro obpasa MO.

delete startup-config

Yaanutb paiin nepBoHayaibHON KOHOUTYPALLMM BMECTE C OYMCTKOM
rno6anbHbIX HACTPOEK Nvram U yaaseHuem nonb3oBaTtesiei.
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show running-config OTobpasnTb cogep)kumoe daina Tekywen KoHourypaumm
[interface {fastethernet fa_port: (0/1..24); (running-config).
fa_port | gigabitethernet gi_port: (0/1..48); - interface — KoHdUrypauma nHTepdeicoB KommyTaTopa - pusnye-
gi_port |tengigabitethernet te_port: (0/1..11); CKUX nHTepodelicos, rpynn uHtepdeiicos (port-channel), VLAN-uH-
te_port | port-channel group group: (1..24); Tepdeiicos, MHTepdelica 3aMblKaHUA Ha cebs;
| vlan vian_id][module] vlan: (2..4094); - igs — IGMP snooping;
module: (igs, la, stp..) - la —link-aggregation;
- stp — spanning-tree.
show startup-config OT06pa3nTb coaep:knmoe ¢aina nepBoHaYasibHOW KOHUrypa-
i L.
show bootvar MoKkasaTb akTMBHbIA dain cuctemHoro MO, KOTOpPbIN YCTPONCTBO
) 3arpy»KaeT npu 3anycke.
write {startup-config | url} CoXpaHWTb TeKyLLyt KOHPUrypaLmio B Gpainn nepBoHa4YaNbHOM KOH-
) durypauum.
replace running-config 3ameHuTb running-config KoHourypauuei s daina.
[flash:path] i
clear running-config - OuunCTUTL TeKyLLYIO KoHbUrypaumio (running-config).
diff [flash:path] [flash:path] - CpaBHUTb ABe KOHbUIypauuu.

Cepsep TFTP He moKeT 6bITb agpecom UCTOYHUKOM U a4 pPecom HasHa4YeHUa aNA OaHOM
e KOMaHAbl KONUPOBaHUA.

MpocMOTp aKTUBHOIO M HEAKTUBHOIO obpasa gocyTneH ns u-boot. 119 3TOro B KOMaHAHOM CTPOKE U-
boot Heobxoagmumo BBecTH:
MES2428# bootimg print
KomaHaa ana cmeHbl akTMBHOTO obpasa 13 u-boot:

MES24284# bootimg inactive

KomaHpga «bootimg inactive» npumeHsertca 6e3 oxxnpgaHua noATBepPXKAEHUA.

.‘

Mpu 3arpy3Ke ¢aiina KoHUrypaumm c yaaneHHoro cepsepa B «startup-config» B Hauane
daitna Heobxogumo [06aBUTb CTPOKY C CUMBOIOM «I».
daiin KoHpUrypauum JonxKeH umeTtb paclumpeHume «.confr».

.‘

4.6.3 KomaHOblI 0na pe3epsuposaHua KOHgu2ypayuu

B AaHHOM pasaene onucaHbl KOMaHAbl, NO3BO/IAOLLIME PE3EePBUPOBATb KOHOUIYpPaLMIO Ha cepBep.
[nsa pesepBMpoBaHUA KOHPUTYpPaLMM HEOBXOAMMO YKa3aTb agpec cepeepa.

KomaHObI pexcuma 2a06asab6Hol KoOHu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 41 — KomaHabl pexkmuma rnobanbHo KoHpUrypaumm

3HaveHue/3HavyeHue »
KomaHda / Aelicmeue
no ymon4aHuro
backup server dest_url YKasaTb agpec cepBepa, Ha KOTopbli byaeT NponsBoanTbLCA pe-
3epBMpoOBaHMe KoHUTypauumu. CTpoka B popmate
- «tftp:/ /XXX XXX XXX XXX ».
no backup server Ypanutb agpec cepsepa.
backup path path YKasaTb NyTb pacnonoxeHus ¢alina Ha cepsepe c npeduKcom
- umeHu daiina. Mpu coxpaHeHUM K npedukcy byaet sobasneHa Te-
Kylias Aata u Bpems B dopmarte rrrrmman4ymmcc.
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no backup path YoanuTb NyTb oNA pe3epBupoBaHuA.
backup auto BK/1lOYMTb aBTOMATMYECKOE pe3epBMpPOBaHME KOHUIypaL .
no backup auto BbIK/IOYNTb aBTOMATMYECKOE pe3epBUpOBaHNE KOHUTypaumn.
backup history enable BKOUNTL COXPaHEHWEe NCTOPUM Pe3epPBHbIX KOMWUNA.
no backup history enable BbIKNHOYMTL COXPaHEHWE UCTOPUU Pe3epPBHbIX KONWUA.
backup time-period timer . YKasaTb NPOMEXKYTOK BpeMeHW, NO UCTeyeHun KoToporo byaet
timer: OCYLLECTBNATLCA aBTOMATUYECKOe pe3epBMpOBaHME KOHUrypa-
(1..35791394)/720 mu-
Lun.
. . HYT
no backup time-period YCTaHOBWTb 3HAYEHME MO YMOIYAHUIO.
backup write-memory Bk/itoyeHWe pe3epBMPOBAHMA KOHOUIYpaLMmM NpuU COXpaHEHUU
-/BbIKNIOYEHO nonb3osaTenem KoHdurypaumumn Ha flash-HakonuTensb.
no backup write-memory YCTaHOBWTb 3HaYEHWE MO YMOAYaHUIO.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKK B pexxkume Privileged EXEC nmeeT cneayowmin BuAa;:

console#

Tabnunua 42 — KomaHabl pexkmuma Privileged EXEC

3HayeHue/3Ha4yeHue .
KomaHoa / Aeiicmeue
no ymon4aHuro

backup running-config - Co3paaTb pe3epBHYIO KOMUIO KOHGUTypauuio Ha cepeepe.

4.7 HacTpoiiKa CUCTEMHOro BpeMeHMU
/ Mo ymonuyaHuio aBTOMATUYECKUiIA Nepexop Ha fieTHee BpemMs OCYLLLeCTBAAETCA B COOTBeT-
CcTBUM co cTaHaapTamu CLUA n EBponbl. B KOHpuUrypauum moryT 6biTb 3agaHbl n0bble aaTta

U BpemMma anAa nepexoaa Ha ieTHee Bpema u 06pa'r|-|o.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexxume Privileged EXEC nmeeT cneayowmin Bua;

console#

Tabnunua 43 — KomaHabl HaCTPOMKM CUCTEMHOTO BpemeHu B pexknume Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4yaHuro
clock set hh:mm:ss day month hh: (0..23); PyyHana ycTaHOBKa CMCTEMHOrO BpeMeHM (KomaHAaa [AOCTynHa
year mm: (0..59); TONbKO A4/1A NPUBUIErMPOBaHHONO No/b3oBaTens).
ss: (0..59); - hh —4acbl, MM — MUHYTbI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecsy; year — rog.
month: (Jan..Dec);
year: (2000..2037)

KomaHObI pexcuma EXEC

3anpoc KomaHAHOM CTpoKK B pexkume EXEC umeeT cnegyowmin BUA;

console#
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Tabnunua 44 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

show clock

Moka3aTb cMCTEMHOe Bpems 1 AaTy.

show clock properties

OTob6pa3unTb CBOWMCTBA.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexXume rnobanbHoOM KOHOUTYpPaLMN MMEET CAeayioWnin BUA,

console (confiqg) #

Tabanua 45 — CnMCoK KOMaHA A5 HACTPOMKM CUCTEMHOIO BPEMEHM B pexnme rnobanbHom KoHburypa-
uum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

clock time source ntp

no clock time source

YCTaHOBUTb SNtp-cepBep WCTOYHMKOM CUHXPOHM3ALUWU BPEMEHMU
ON1A yCTPOWCTBa.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

clock utc-offset utc

no clock utc-offset

utc: (+00:00..+14:00)

YCTaHOBUTb YacoBOE CMeLLleHMe OTHOCUTE/IbHO HYNeBOro Mepuam-
aHa.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHguaypayuu SNTP

[na nepexona B pexum KoHourypaumm SNTP Heob6X0AMMO MCMONb30BaTb KOMAHAY:

console (config) #sntp

3anpoc KOMaHAHOM CTPOKM B pPeXKMME KOHOUTYpauum nHTepdenca UMeeT Cneayowmnii Bua;:

console (config-sntp) #

Tabnuua 46 — CNMCOK KOMaHA AN HAaCTPOMKM CUCTEMHOMO BPEMEHU B PeXkMMe KoHpUrypaumm sntp

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

set sntp unicast-server auto-
discovery enabled

set sntp unicast-server auto-
discovery disabled

-/disabled

BKtOUNTL aBTOMATMYECKMI NOUCK Shtp-cepBepa B pexnume
unicast.

BbIKNHOUMTb aBTOMATUYECKMIA NOUCK Sntp-cepBepa B pexkume
unicast.

set sntp unicast-server {ipv4 |
ipv6} ip_addr [priority priority]
[version version] [port
udp_port]

no sntp unicast-server {ipv4 |
ipv6} ip_addr

MoseT 6bITb 334aH0 [0
4 cepsepos
priority: (1..15);
port: (1025..36564);
version: (3..4)

YKasaTb ip-agpec SNTP-cepBepa.

Ypanutb ip-agpec SNTP-cepsepa.

set sntp client enable

set sntp client disable

-/disabled

BkntoumTb paboty SNTP-KnuneHTa.

BbIkntounTb paboTy SNTP-KkAMeHTa.

set sntp client addressing-
mode unicast

-/unicast

YKazaTb pexxum pabotbl SNTP-kaneHTa.

set sntp client authentication-
key key md5 parametrs

key: (0..65535)

YcTaHOBUTb KAty ayTeHTUdMKaumm ana SNTP-knneHTa.

set sntp client clock-format
{ampm | hours}

-/hours

YctaHoBUTbL Ppopmat yacos ansa SNTP.

set sntp client port port_num

port_num: (123, 1025-
65535)

YcraHoBuTb udp-nopT Ans sntp-KAneHTa.

set sntp client time-zone zone

zone: (+00:00 to
+14:00)

3a,ﬂ,aTb 3HayYeHue 4acoBoro noAca.

set sntp client version version

version: (v1,,v4)

3afaTb BepCUto MPOTOKONA A paboTbl sntp-KaneHTa.
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Tabnunua 47 — KomaHabl perkmuma Privileged EXEC

KomaHoa 3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show sntp statistics -

lMokasaTb CTaTUCTMKY NpoTokona SNTP.

show sntp status -

Mokasatb ctatyc npoTokona SNTP.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkume Privileged EXEC:

console#

[Mpumep Hacmpoliku SNTP-knueHma 0118 cepsepa 192.168.1.1:

console
console
console
console
console
console

config) # sntp

config-sntp) # exit
config) #clock time source ntp

~ o~ o~~~ —~

config-sntp) # set sntp client enabled
config-sntp) # set sntp client addressing-mode unicast
config-sntp) # set sntp unicast-server ipv4 192.168.1.1

4.8 KoHdurypauusa nitepdeiicos u VLAN

4.8.1 Mapamempeoi Ethernet-unmepdgbelicos, Port-Channel u Loopback-unmepdgelicos

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica (duanaszoHa uHmepgelicos)

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port |tengigabitethernet te port | port-channel group | range {..} |

loopback Ioopback id }
console (config-if) #

[aHHbIN peXxnm A0CTyNeH U3 pexkMma KoHOUIypauum U npeaHasHayeH Ans 3a4aHua NapameTpos
KOHUrypaumm uHTepdeiica (nopTa KomMmyTatopa WAM [pynnbl NOpPTOB, paboTalowux B pekMme
pasaeneHus Harpysku) inbo guanasoHa MHTepdeincos.

Bbibop MHTepdeiica ocyLecTBAAETCA NP NOMOLLM KOMaHA NpUBEAEHHbIX B Tabauue 48:

Tabnnua 48 — KomaHabl Bbibopa nHTepdeiica ana MES14xx, MES24xx, MES37xx

KomaHda

HasHayeHue

interface fastethernet fa_port

[na HacTpoiikn nHTepoelicos Fast Ethernet.

interface gigabitethernet gi_port

[na HacTponkun 1G-uHTepdencos.

Interface tengigabitethernet te_port

[Ons HacTpolikn 10G-uHTepdeicos

interface port-channel group

[N HacTPOWKM rpynn KaHanoB.

interface loopback /oopback_id

[ns HaCTPOIKM BUPTYaIbHbIX MHTEPENCOB.

roe:

— fa_port — nopagxosbiii Homep 100MB-uHTepdeiica, 3agaetca B suae: 0/1;

— gi_port —nopaakosbiii Homep 1G-uHTepdeiica, 3aaaetca 8 suge: 0/1;

— te_port — nopaaxosbiit Homep 10G-nHTepdeiica, 3agaetca s suae 0/1;

—  group — nopsAAKoBbIA HOMEP rpynmnbl, obLlee KOMYECTBO COMIACHO Tabamue 9 (cTpoKa «Arperaums

KaHanos (LAG)»);

— loopback_id — nopsakoBbIi HOMep BUPTYyabHOIo MHTepdelica, obuiee KOANYECTBO COrNacHo Tab-
nmue 9 (ctpoka «Konnuyectso BupTyanbHbix Loopback-uHtepdeiicos»).
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KomaHabl, BBeAeHHble B peMme KOoHdUrypauuum wuHTepdelica, NPUMEHAITCA K BblbpaHHOMY

nHTepdelicy.

Tabnnua 49 — KomaHabl pexkmma KoHourypauum nHtepdelicos Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

shutdown

no shutdown

-/BKAOYEHO

BbIKNtOUNTL
channel).

KoHOUrypupyembiii  uHTepdeiic (Ethernet, port-

BKNOUUTL KOHOUTYpPUPYEMbBIN MHTEpdENC.

description description

description: (1..128)

[o6asunTb onucaHme nHtepdeica (Ethernet, port-channel).

— cMMBONOB/HET
no description onvcanmsa YaanuTb onucaHue uHtepdeiica.
speed mode mode: (10, 100, 1000, 3a4aTb CKOPOCTb Nepeaaun gaHHbix (Ethernet).
no speed 10000) YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
duplex mode 3afaTb pexum aynnekca uHTepoelica (NosHoAynneKcHoe coeu-
mode: (full, half)/full HeHue, nonyaynaekcHoe coeguHenue, Ethernet).
no duplex YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
negotiation [capl BKntouaeT aBTOCOr/1IacoBaHMe A1 CKOPOCTM M AynjieKkca Ha HacT-
[cap2...cap5]] panBaemom nHTepdeiice. MoXKHO yKasaTb onpeaeneHHble CoBMe-

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f)

>/

CTMMOCTM MapameTpa aBTocornacoBaHua. Ecam napameTpbl He 3a-
[AaHbl, TO NOAAEPNKMBAKOTCA BCE COBMECTUMOCTY.
ABTOCOrnacoBaHue HacTpamBaeTcsA TONIbKO Ha MHTepdeii-
cax Ethernet.

BbIK/NlOYAET aBTOCOI/aCcoOBaHWE AN CKOPOCTM M AynaeKkca Ha
HacTpanBaemom MHTepodeiice.

flowcontrol on

flowcontrol off

mode: (on, off)/off

3afatb pexkum ynpasneHus notokom flowcontrol (BkatounTh, OT-
KNOUYUTb UAM aBTOCOrNacoBaHue). AstocornacosaHue flowcontrol
paboTaeT TONbKO B C/Ay4yae, eCM PEeXMM aBTOCOrNACOBaHUA
negotiation BK/OYeH Ha HacTpavBaemom UHTepoeiice (Ethernet,
port-channel).

OTKAIOYUTDL PEXUM ynpaBaeHUA NOTOKOM.

media-type { force-fiber |
force-copper | prefer-fiber }

-/prefer-fiber

Bbi6op TMMa KOMb6O-NopTa B Ka4ecTBe OCHOBHOIO HOCUTENA.

- force-fiber — paspelweHa aKTMBHOCTb TONILKO ONTUYECKOM YacTu
KOMb0-nopTa;

- force-cooper — paspelueHa aKTUBHOCTb TONbKO MeAHOW YacTu
KOMb0-nopTa;

- prefer-fiber — npenmyLLecTBO ONTUYECKOTO IMHKA.

mtu size YcTaHOBUTbL 3HaYeHne maximum transmission unit (MTU) gns uH-
Tepdelica
- size — pasmep nakema (Kosnuyecmeso b6aiim 8 nakeme)
’ KomaHaa goctynHa TonbKo ana ycrpoiicts MES2424,
. MES2424B, MES2424FB, MES2424P, MES2448, MES2448B,
MES2448P, MES2420-48P, MES2411X, MES3400-24,
size: (128..12288)/ MES3400-24F, MES3400-48, MES3710P.
12288 6aii ’ Ecnun Ethernet-untepdeiic Bxogut B coctas Port-Channel,
. TO Ha HeM HeNb3A U3MEeHATb 3HayeHne MTU.
’ DedontHoe 3HaueHne MTU gna Ethernet n Port-Channel
H MHTepdeiicoB paBHO 3HA4YeHUIO 33JaHHOMY KOMaH-
[ou system mtu B pexkume rnobanbHoii KOHGUrypaumu.
no mtu YCTaHOBWTb 3HaYeHME NO YMOYAHUIO.
MapameTp HacTPOMKM ANA NapPaMeTPOB rX-4acTh ONTUYECKUX UH-
Tepdelicos.
hardware serdes rx leq value
value: 0-31/8 ! KomaHpa AOCTynHa TONbKO Aana ycrpoiicts MES2424,

no hardware serdes rx leq

BepHyTb HAaCTPOIKM MO YMONYAHWUIO NApPaMETPOB rX-4acTu onTuye-
CKUX UHTepdelicoB.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B pexume rnobanbHoin KoHbuUrypaumm:

console (config) #

Tabaunuya 50 — KomaHzabl perknuma rnobanbHom KoHPUrypaumm

KomaHda

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

errdisable recovery interval
interval

no errdisable recovery
interval

interval: (30..86400)/300

YCTaHOBWUTb BPEMEHHONM WHTEpBan A/ aBTOMaTUYeCKoro
NOBTOPHOrO BK/OYEHUA UHTepdelica. MNpu cmeHe UHTep-
Bafa Talimep obHoBAAeTCcA ANA BCeX 3ab/0KMPOBAHHbIX
NopTOB, Ha KOTOPbIX BKNHOYEHO aBTOCOr/1IaCOBaHMe.
YCTaHOBWTb 3HAYEHME NO YMOYAHUIO.

errdisable recovery cause
{storm-control | loopback-
detection | udid | port-se-
curity}

no errdisable recovery
cause {storm-control|loop-
back-detection | udld

| port-security}

-/3anpeuyeHo

BK/OUYMTL aBTOMATUYECKYIO aKTUMBALMIO UHTEpdelica nocne
ero OTKNK4YeHUA B Cnedyroumx cnyvyanax:

- loopback-detection — o6Hapy:keHue neTens;

- udld — akTnBauus 3awmTol UDLD;

- storm-control — WKpPOKOBELWATENbHbIN LTOPM;

- port-security — HapylweHue 6e3onacHocTu gaa port
security.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

system mtu size

no system mtu

size: (128..10000)/10000 6aiit
size: (128..12288)/12288 6aiit
(Tonbko ansa MES2424,
MES2424B, MES2424FB,
MES2424P, MES2448,
MES2448B, MES2448P,
MES2420-48P, MES2411X,
MES3400-24, MES3400-24F,
MES3400-48, MES3710P)

YCTaHOBUTb 3HaYeHMe CUCTEMHOro maximum transmission
unit (MTU)

- Size — pa3amep nakeTa (KonmyecTso 6aliT B makeTe).
YCTaHOBWUTb 3HAYEHME MO YMOYAHUIO.

default interface [range]
{fastethernet fa_port | giga-
bitethernet gi_port | tengi-

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

Cbpoc HacTpoek UHTepderica nam rpynnol MHTEPHENCOB Ha
3HaYeHWs, YCTAaHOB/IEHHbIE MO YMONYAHUIO.
’ Bo Bpems BbiNO/NHEHWA KOMaHAbI MHTepdelic 6y-

gabitethernet te port | aroup: (1..24); b BT OTKAIOYEH.
port-channel group | vlan .
] vlan_id: (1..4094);
vlan_id | loopback /oop- loopback_id: (1..10)
back_id } phack_ic: {L..
KomaHObI pexcuma EXEC
Bupa 3anpoca KOMaHAHOM CTPOKM B perknme EXEC:
console#
Tabnnuya 51 — KomaHabl pexkmma EXEC
3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue

no ymon4aHuro

clear counters

C6poc cTaTUCTUKK A/1A BCex MHTepdeincos.

clear counters { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

C6poc CTaTUCTUKKM ANnsA uHTepdelica.

show interfaces { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

MoKasaTb CBOAHYIO MHOPMALLMIO O COCTOSHUM, HAaCTPOMKe U CTaTh-
CTUKe nopTa.
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show interfaces status

MokasaTb cocToAHWe BCex uHTepdeicos.

show interfaces description

MokasaTb onncaHus Bcex UHTepdeiicos.

show interfaces counters

MoKasaTb CTaTUCTUKY ANA BCeX UHTepdelcoB.

show interfaces counters {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group | vlan
vlan_id }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24);
vlan: (1..4094)

MokaszaTb cTaTUCTUKY Ana nHTepdelica.

show errdisable interfaces {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MoKasaTb NPUYMHY OTK/AKOYEHMA NOPTa, FPYNMbl NOPTOB, 3ab6N0KK-
pOBaHHble MOPTbI.

show errdisable recovery

MoKa3aTb HAaCTPOMKM A/1A aBTOMATUYECKOM MOBTOPHOM aKTMBaL MK
nopra.

set interface active {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

AKTMBMpOBaTb MHTEpdeic nocne errdisable.

show interfaces utilization {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
{interval interval}

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

interval: (5, 60, 300) cek

MoKa3aTb CTAaTUCTUKY NO Harpyske Ansa nHTepodelica.
- Interval — uHTepBan B cekyHaax.

4.8.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepgpelicoe

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabnuua 52 — KomaHab! pexxkuma rnobanbHoON KoHGUrypaumm

3HaveHue/3Ha4eHue ”
KomaHoa / Aelicmeue
no ymon4aHuro
vlan vian_id vlan_id: (2..4094) MepenTn B peXKMM KOHOUIYpUpoBaHUA yKasaHHoro VLAN

map protocol {ip | other}
{enet-v2 | licOther | snap} pro-
tocols-group group-id

no map protocol {ip | other}
{enet-v2| licOther | snap}

group-id:
(1..2147483647)/-

HacTpouTb rpynmny npoToKonoB, No KoTopbim 6yaeT npousso-
AWNTbCA KnaccudmKauma Kagpos. B ogHy rpynny MoxKHoO obbeau-
HUTb HECKOJ/IbKO MPOTOKO/OB, YKa3blBana A/1A HUX OAMH U TOT e
Group ID. Homep npoTokona MOXHO BblbpaTb M3 cnucKa npea-
YCTAHOB/IEHHbIX 3HAYEHMI UM 33[aTb BPYYHYIO Yepes napameTp
other B popmate XX:XX. PacnonokeHve nons c HOMepPOm NpoTo-
KO/a 3aBUCUT OT TMNa L2-3aronoBKka 1 MHKancyaauuu:

- enet-v2 — Kagp c 3arosioBkom Ethernet I, npoTokon onpegens-
etca no noato EtherType. Mpu Hannumm VLAN-Teros Bbibupaetcs
camblii nocneaHuii EtherType, ¢ Haubonbwmm odppceTom.

- licOther — kaap popmata RFC1042 (IEEE 802). AByx6aiTHbIN HO-
mep npoTokona cooTsetcTByeT nonam DSAP:SSAP B LLC-3aro-
NoBKe.

- snap — Kagp ¢ LLC/SNAP-uHKancynsaumeir. Homep npotokona co-
oTBeTcTBYeT nonto Protocol ID 8 SNAP-3aronoske.

Ypansert protocol-group c KommyTaTtopa.

map mac {host | mac-address
mask} macs-group group-id

group-id:
(1..2147483647)/-

HactpouTb granasoH MAC-agpecos, no KoTopbim ByaeT npounsso-
AonTbca Knaccudukauma. Ana pasHbix MAC-agpecoB MOXKHO Bbl-
6paTb OAHY M Ty XKe rpynny.

no map mac {host | mac-ad-
dress}

Ypanutb ykasaHHbit MAC-agpec n3 macs-group.
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shutdown garp OTKNoYUTL paboTy moayna GARP Ha ycTpoicTae.
' JAaHHaa KomaHpa oTkaouaeT paboty moayna GARP c
. 6e3B03BpaTHbIM yAaneHUem BCeX HacTpoeK 610kKa

-/BbIKAOYEHO GARP.
no shutdown garp Bkntounte moaynb npotokona GARP.
Ona pabotbl moayna GARP pesepsupyerca 15 M6aiit

. onepaTUBHOI NAMATH.

gvrp enable BKatounTb npotokon GVRP rnobansHo.

- -/BbIKNOYEHO
gvrp disable BbIkntounTb NpoTtokon GVRP rnobanbHo.

voice vlan id vian_id YctaHoBUTb ngeHtuoukatop VLAN gna Voice VLAN
no voice vlan id Yaanutb naeHtnduratop VLAN ana Voice VLAN
voice vlan oui-table {add PaspewwnTb pegakTMposatb Tabanuy OUI.
. ) word:(1..32) ) .
oui | remove oui} - oui — neps.ble 3 6aiTa MAC-agpeca;
L. CMMBONOB .
[descriprion word] - word — onuncaHue oui.

vlan_id:(1..4094)

KomaHObI pexcuma kKoHgpuaypayuu VLAN (duanasoH VLAN 08)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnunuya 53 — KomaHabl pexkuma KoHourypaumm VLAN

Komanoa 3Ha4yeHue/3HayeHue Neiicmeue
no yMoaYaHuro
vlan active - AkTMBMpOBaThb vlan nau rpynny vian’os.
set unicast-mac learning BKNOUNTB/BbIKNOUMTL 3ydeHne MAC-agpecos a5 VLAN.
{enable | disable}
set unicast-mac learning - YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
default

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanaszoHa uHmepageticos) Ethernet, uHmep-

gelica 2pynnsl nopmos

Bua 3anpoca KOMaHAHOWM CTPOKU B pexume KoHourypauum uHtepdelica Ethernet, untepdeliica
rpynnbl NOpPTOB:

console# configure terminal

console (config)# interface { fastethernet fa port | gigabitethernet
gi port | tengigabitethernet te port | port-channel group}

console (config-if) #

[aHHbIN peXxnm A0CTYyNeH U3 pexMma KoHOUIypauumn 1 npeaHasHayeH Ans 3a4aHua nNapameTpos
KoHuUrypaummn nutepoeiica.

MopT MOXKeT paboTaTb B YETbIPEX PEXKMMAX:

— access — MHTepdelic AocTyna — HETErMPOBaAHHbIM MHTepdeiic ana ogHoro VLAN;

— trunk — nHTepdeic, NpMHUMaIOLWNIA TONIBKO TErMPOBAHHbIN TPpaduUK, 38 UCKAOYEHNEM O4-
Horo VLAN, KoTopblii MOXKeT bbITb f06aB/IeH C NOMOLLbIO KOMaHAbl switchport trunk
native vlan;

— general — uHTepdelic c nonHon nogaep:xkon 802.1q, NPUHMMAET KaK TErMPOBAHHbIN, TaK U
HeTernmpoBaHHbIN TpaduK;

Tabnnua 54 — KomaHapl pexxmma KoHourypaumnm nHtepoeliica Ethernet

3HavyeHue/3HavyeHue "
KomaHoa / Aelicmeue
no yMmon4aHuo
switchport mode {access 3agaTtb pexkmum paboTbl nopta B VLAN.
mode: (access, trunk,
|trunk | general}
- general)/general
no switchport mode YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
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switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

Jo6asutb VLAN gna nHtepdeica goctyna.
-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

switchport dotlq tunnel

MNepeBecTy NopT pexknm paboTbl c BHewHUM VLAN-Terom. KomaHga
ncnonb3yeTca ANA HacTPorkn dyHKuumn Q-in-Q.

switchport trunk native vlan
vlan_id

no switchport trunk native
vian

vlan_id: (1..4094)/1

[o6asutb Homep VLAN B KayecTse Default VLAN ans gaHHOro mH-
Tepdelica. Becb HeTermpoBaHHbIl TpaduK, NOCTyNaoWMIA Ha AaH-
HbIV NOPT, onpegenseTca B AaHHbIN VLAN.

-vlan_id —vnaeHTUOUKaLUNOHHbIA HoMmep VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHaHUIO.

switchport general allowed
vlan add vian_list [untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094)

[o6asutb cnucok VLAN gns nntepdelica.

- vlan_list — cnucok VLAN ID. Ouana3oH VLAN moxHo 3aaaTb nepe-
yncneHmem 4yepes 3anaTyl0 WM yKasaTb HayasbHOE M KOHe4yHoe
3HayeHuA gmanasoHa Yepes gedpuc "-".

Yaanutb cnucok VLAN gns nntepdelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
Nno yMONYaHUIO

LNo6asutb ngeHtuomkatop VLAN nopta (PVID) gns 0CHOBHOrO UH-
Tepdelica.
- vlan_id — vapeHTMdnKaumoHHbIn Homep VLAN nopra.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

switchport ingress-filter

BKkAtounTb GUALTPaALMIO BXOAALMX NAKETOB HA OCHOBE MPUCBOEH-
Horo um 3HayeHua VLAN ID. Ecnn dunbTpauma BkaOYEHA, U NakeT

-/dunbTpauma He BxoguT B rpynny VLAN ¢ npucBoeHHbIM nakeTy 3HavyeHnem VLAN
BK/IlOYEHA ID, To naKkeT oTbpacbiBaeTcs.
no switchport ingress-filter BbIKNOUNTb GUNLTPALMIO BXOAALLMX NAKETOB HA OCHOBE MPUCBOEH-
Horo um 3HayeHma VLAN ID.
switchport acceptable-frame- - untaggedAndPrioritytagged — Ha nopTy paspelwaeTca npvem
type {tagged | all Jall TO/IbKO HETErmpoBaHHbIX Kaapos (frame);

|untaggedAndPrioritytagged}

- tagged — TO/NIbKO TErMPOBaAHHbLIX;
- all — nobbIx Kagpos (frame).

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspelueHbl NopTy

3anpeTtutb gobasneHue ykazaHHomy VLAN-nopTy.

- vlan_list — cnnucok VLAN ID. Anana3oH VLAN MOXKHO 3a4aTb nepe-
yncneHmem 4Yepes 3anATyl0 WAM YKasaTb Haya/bHOE U KOHeyHoe
3Ha4YeHuMA AnanasoHa Yepes geduc "-".

PaspewunTtb AobaBneHne ykazaHHomy VLAN-nopTy.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymonyaHuio
YNEHCTBO B AedONTHOM
VLAN paspelueHo

3anpeTtutb gobasneHve aedontHomy VLAN-nopry.

YCTaHOBUTb 3HAYEHME Mo YMO4aHUIO.

switchport protected

no switchport protected

MepeBecTy NoOpT B PeKUM U30NALMKU BHYTPU FPYNMbl NOPTOB.

BoccTtaHOBUTL 3HaYeHWe no YMON4YaHUIO.

port-isolation { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

Co3aaTb UM NepesanncaTh CyLLECTBYOLWMIA CMMCOK NOPTOB Ha YKa-
3aHHbI HOBbIW.

port-isolation {add | remove} {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

[06aBUTb yKasaHHble MOPTbI K yXKe CYLLeCTBYHOLWEMY CMUCKY UK
YA3NUTb CMUCOK.

port-channel group} group: (1..24)

switchport default-vlan tagged YCTaHOBWTb NOPT Kak Ternpytowmii 8 aepontHomy VLAN.

no switchport default-vlan - YCTaHOBWTb 3HaYEHME MO YMOIHAHUIO.

tagged

switchport map protocols- group_id: Ha3Hauutb VLAN ID nakeTtam, nonagatowmm B ykasaHHyto Group ID

group group-id vlan vian-id

no switchport map protocols-
group group-id

(1..2147483647);
vlan_id: (1..4094)/no
ymonyaHuto PBV
BK/IIOYEH Ha BCex
nopTax

Ha 9TOM NopTy. PasHble NOPTbI OAHOM 1 TO ¥Ke rPynnbl MOryT COOT-
BETCTBOBATb pa3Hbim VLAN.

BbikntounTb PBV Ha nopry.
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switchport map macs-group
group-id vlan vian-id

no switchport map macs-
group group-id

vlan_id: (1..4094)/-
group-id:
(1..2147483647)/-

OcyuwiecTBUTbHa3HaveHue vlan-id gna macs-group.

OTMEeHUTb HasHaveHwue vlan-id gna macs-group.

gvrp enable

gvrp disable

-/BbIK/IIOYEHO

BkntoumTb npotokon GVRP Ha nHTepdelice.

Bbikntountb npotokon GVRP Ha nHTepdeiice.

vlan restricted enable

vlan restricted disable

-/BbIK/IIOYEHO

BKAOUMTL 3anpeT Ha u3ydyeHue vlan-aTpubyToB, MOSyYeHHbIX OT
npotokona GVRP, Ha uHtepdelice.

BbIK/IOYMTb 3anpeT Ha usyyeHue vlan-aTpmbyTOB, MOAYYEHHbIX OT
npotokona GVRP, Ha nHtepdelice.

set garp timer {join | leave |
leaveall}

join: msec/200
leave: msec/600
leaveall: msec/10000

YcTaHOBUTL 3HavyeHus Tanmepos GVRP Ha nHtepdeiice.

switchport unicast-mac
learning enable

BkntounTb nsyyeHne MAC-agpecoB Ha UHTepodeiice.

- - -/BK/IIOYEHO
switchport unicast-mac .
. X BbIkntounTb M3yvyeHne MAC-agpecos Ha nHTepdeiice.

learning disable

switchport egress-filter BkntoyaeT dunbTpaumio mcxogawmx kKagpos (frame) Ha ocHoBe
npuceoeHHoro nm sHadeHua VLAN ID. Ecam dunbTpauma BKAOYEH],
1 NaKeT He BXOAMT B rpynny pa3peLlueHHbIx Ha uHtepdeiice VLAN ID,

-/BKAOYEHO TO nakeT oTbpacbiBaeTcA.

no switchport egress-filter

BbIKNOUNTL GUAbTPaUMIO Ucxoaawmx Kagpos (frame) Ha ocHose
npuceBoeHHoro um 3HaveHma VLAN ID.

switchport egress TPID-type
{portbased | vlanbased}

3agatb TPID ana ncxogAwmx Kagpos.

switchport voice vlan [vian_id]

no switchport voice vlan

vlan_id: (1..4094)

Bkatoumntb Voice VLAN ana nopra.
- vlan_id — yctaHoBuTb ngeHtndmkatop VLAN ana nopra.

OTkntounTb Voice VLAN agns nopra.

voice vlan authentication
bypass

no voice vlan authentication
bypass

-/BbIK/OYEHO

PaspewwnTb Tpaduky Voice VLAN urHopmpoBatb ayTeHTUdMKaLMIO
802.1x.

3anpetutb Tpaduky Voice VLAN urHopmpoBaTtb ayTeHTUOUKALMIO
802.1x.

' Mpwu coBmecTHOM paboTe port-isolation u port-protected gonxkHo cobntogatbca npaBuno:

ANA 3aWULEHHOrO ingress NOPTa, B CNUCKe pa3peLléHHbIX, KOMaHabl port-

isolation, He moeT 6bITb APYroro 3awWULLEHHOrO NOpTa. 3TO NoApasymeBaeT
BO3MOXHOCTb AenaTtb 3alWULWEHHbIMU egress NOPTbl B U30AALUU UAM ingress NOpT, HO He
ingress 1 egress NOpPTbl 0AHOBPEMEHHO.

Mpumep HacTpolikmn Q-in-Q ¢ gobasneHnem meTtkm 99 VLAN:

console#configure terminal

console (config) # interface gi 0/1

console (config-if)# switchport mode access

console (config-if)# switchport access vlan 99
console (config-if) # switchport dotlqg tunnel
(
(

console (config) # interface gi 0/2

console (config-if) # switchport mode trunk

’ KnueHTtckuia nopt gna pabotbl Q-in-Q o6a3arenbHO foAXKeH BbITb B pexXume access.
.
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KomaHObI pexcuma 2a06asab6Hol KoOHu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHon KoHbuUrypaumm:

console (confiqg) #

Tabanuya 55 — KomaHabl pexkmma rnobanbHoM KoHPUrypaumum

KomaHda

3HayeHue/3Ha4yeHue

no ymon4aHuro

Aelicmeue

mac-address-table static
unicast mac_add vlan vian_id
interface [fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port]
status [deleteOnReset |
deleteOnTimeout | perma-
nent | secure]

no mac-address-table static
unicast mac_add vlan vian_id

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Oo6asutb ucxogHbii MAC-agpec B Tabauuy.

- Permanent — gaHHbit MAC-aapec octaeTca B Tabauue agpeca-
LMK Nnocsie NepeKkItoveHuns cTatyca uHTepdelica;

- Deleteonreset — gaHHbI agpec yaanuTca nocse nepesarpysku
YCTPOKCTBA;

- Deleteontimeout — fgaHHbIV agpec yaanmTca no Takm-ayTy.

Ypanute MAC-agpec 13 Tabauupi.

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOWM CTPOKK pexnma Privileged EXEC:

console#

Tabnunua 56 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

show mac-address-table
address mac_addr [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MpocmoTp Bcent Tabanuybl MAC-agpecos.

show mac-address-table count

MokasaTb KosMyecTso 3anucet B Tabanue MAC-agpecos.

show mac-address-table count
summary

MokasaTb CyMMapHyto CTaTUCTMKY no Tabamue MAC-agpecos.

show mac-address-table
dynamic unicast [vlan vian_id]
[address mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MokasaTtb Tabanuy ¢ auHamuyeckummn MAC-agpecamu.

clear mac-address-table
dynamic [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }]
[vlan vian_id]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

YoanuTb AMHamuyeckue 3anucu 13 Tabamubl MAC-agpecos.

show mac-address-table
secure

MokasaTtb Tabanuy ¢ 3awmieHHbimmM MAC-agpecamu.

show mac-address-table
secure recovery-file

XpaHATCA Npu Nepesarpyske.

show mac-address-table
secure [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Horo nHTepdeiica.
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show mac-address-table ad-
dress mac_add [interface
{fastethernet fa_port | giga-
bitethernet gi_port | tengiga-
bitethernet te_port}]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11

MokasaTb Tabaunuy MAC-afpecoB 419 yKa3aHHOTO MHTepdeica.

clear mac-address-table secure
[interface

{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port} ]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

YpanuTe 3awmiLeHHble MAC-agpeca 13 Tabaunubl Ha MHTepodeiice.

show mac-address-table static
unicast [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MoKkasaTb Tabanuy co ctatuyeckummn MAC-agpecamu.

show mac-address-table [vlan
vlan_id] [address mac_add]
[interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Mokasatb Tabanuy MAC-agpecos ana ykasaHHoro VLAN.

show garp timer [port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)
group: (1..24)

OTob6pa3nTb 3HaueHuA Taimepos GVRP Ha nHtepdeticax.

show gvrp statistics [port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}]

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11)
group: (1..24)

0OT06pa3nTb CTaTUCTUKY NpoToKoa GVRP.

clear garp counters{all | port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}]

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11)
group: (1..24)

OumncTUTb CTaTUCTUKY NpoTokona GARP.

show vlan

MokasaTtb MHbopmauuio o scex VLAN.

show vlan id vian_id

vlan_id: (1..4094)

MokasaTb nHdbopmaLmio No KoHKpeTHomy VLAN.

show vlan protocols-group

MNokasaTtb VIHCbOpMaLI,MIO O HAaCTPOEHHbIX rpynnax 1 NPOTOKOANaX.

show protocol-vlan

MokaszaTtb nHpopmaumio o VLAN, cOOTBETCTBYHOLIMX Ipynmnam npo-
TOKO/10B Ha pa3HbIX NOpTax.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnunua 57 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue

no ymosn4aHurw

Aelicmeue

show interfaces switchport {
fastethernet fa_port|
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Moka3aTb KOHdUrypaLmio NopTa, rpynnbl NOPTOB.
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4.9 Selective Q-in-Q

[JaHHaa ¢yHKUMA NO3BONAET Ha OCHOBE CKOHOUIYPUPOBAHHbLIX NPaBua GUAbTPALUM NO HOMEepam
BHyTpeHHMX VLAN (Customer VLAN) npousBoauTtb aobasneHune BHewHero SPVLAN (Service Provider’s
VLAN), nogmeHaTb Customer VLAN.

[nAa ycTponcTBa co34aeTca CNUCOK NpaBu/l, Ha OCHOBaHMM KOTOpbIX byaeT o6pabaTtbiBaTbcA TpadUK.

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepdelica KoHdurypaumu:

console# configure terminal
console (config) # interface{fastethernet fa port | gigabitethernet gi port | gi
tengigabitethernet te port| port-channel group|range{..}}

console (config-if) # -

Tabnnua 58 — KomaHabl pexkuma KoHpurypauum nHtepdelica (amanasoHa nHtepdeicos) Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

selective-qinq list ingress
override-vlan vian_id [ingress-
vlan ingress_vlan_id]

no selective-qing list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094)
ingress_vlan_id:
(1..4094)

Co3aaTb NpaBuiIO, Ha OCHOBAHWM KOTOPOFO BHELLHASA METKa
ingress_vlan_id Bxopsawero nakeTta byaeT 3ameHaTbea Ha vlan_id.

Ypanutb yKasaHHoe npasuno selective ging ana BxogAawmx nake-
TOB.

selective-qinq list egress
override-vlan vian_id ingress-
vlan ingress_vilan_id

no selective-qinq list egress
[ingress-vlan vian_id]

vlan_id(1..4094);
ingress_vlan_id:
(1..4094)

Co3gaTb NPaBMIO, Ha OCHOBAHMM KOTOPOTO BHELLHAA MeTKa
ingress_vlan_id ncxopgauwero naketa 6yaet 3ameHATbCA Ha vlan_id.

Ypanutb cnmcok npasua selective ging gn1a ncxoAawmMx NakeTos.

selective-ginq list ingress add-
vlan vian_id [ingress-vlan
ingress_vlan_id]

no selective-qing list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094);

ingress_vlan_id:
(1..4094)

Co3aaTtb NpaBWIo, Ha OCHOBAHWU KOTOPOro ANA TpaduKa C BHeLL-
Hel meTKkoW ingress_vlan_id 6ypeT nobasnaTbca meTka ¢ vlan_id.

Ypanutb yKasaHHoe npasuno selective ging ana Bxogalmx nake-
TOB.

selective-qinq list ingress
{deny | permit} [ingress-vlan
ingress_vlan_id]

no selective-qinq list ingress
[ingress-vlan ingress_vian_id]

vlan_id (1..4094);
ingress_vlan_id:
(1..4094)

Co34aTtb NpaBu/Io, Ha OCHOBAHMM KOTOPOTO TPadUK C BHELLHEN MeT-
KoM ingress_vlan_id nponyckaetcs 6e3 usmeHeHUt uan otbpachbl-
Baetca. Ecam ingress_vlan_id He yKka3aH, ToO NponycKaTbCa Uau OT-
bpacbiBaTbcs byaeT Becb TpaduK.

- deny — 3anpelLLaeT NPoxoxKaeHNe NaKeToB C YKa3aHOM BHeLLHEeN
METKOM;

- permit — pa3peLuaeT NPOXOXKAEHNE NAKETOB C YKa3aHHOM BHeL-
Hel MeTKOW.

YaanuTb yKkasaHHoe npasuno selective ging gna Bxoaawmx nake-
TOB.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnuya 59 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoan4aHuro

Aelicmeue

show selective-ging
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

OTob6pa3unTb cnucok npasun selective sqing.
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4.10 Storm Control ana pasnunuHoro Tpaduka (broadcast, multicast, unknown
unicast)

«LlUTopm» BO3HMKaeT BCAeACTBME 4Ype3MepHOro KosuyectBa broadcast-, multicast-, unknown
unicast-coobLeHnin, 04HOBPEMEHHO NepeaaBaeMbix MO CETM Yepes OA4MH NOPT, YTO NPUBOAUT K Meperpyske
PECYPCOB CETU U MOABMEHMUIO 3a4ePKeEK. «LLUITOpM» MOXKET BO3SHUKHYTb NPU HaZIMYUWN «3aKO/bLOBAHHbIX»
cermeHToB B ceTu Ethernet.

KommyTatop wu3mepAeT CKOPOCTb MNPUHMMAEMOrO LWKMPOKOBELWATeNbHOro, MHOFOAApPEeCcHoro u
HensBeCTHOro oaHoagpecHoro Tpadwu(a AnAa NoOpTOB C BK/IKOYEHHbIM KOHTPOJZIEM LWLNPOKOBELLATE/IbHOIO
«wTopma» m OT6paCbIBaeT NaKeTbl, €eC21I CKOPOCTb NpesbillaeT 3a4aHHOE MaKCMMa/IbHOE 3Ha4YeHUe.

KomaHObI pexcuma 2a0banabHol KOHuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM B peXXnume rnobanbHON KoHOUrypaumm:
console (config) #

Tabaunua 60 — KomaHabl perknma rnobanbHo KoHPUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
storm-control mode {kbps | YCTaHOBUTb N106a/1bHO Kakne eanHULbI U3MepeHmMa Heobxoaumo
pps} / MCNONb30BaTb.
/pps - pps — 06bem TpaduKa NAKETOB B CEKYHAY;
- kbps — 06bem TpaduKka KOUT B CEKYHAY.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Buga 3anpoca KOMaHAHOM CTPOKU B pexnme KoHourypauum uHtepdelica Ethernet, nHrepdeiica
rpynnbl NOpPTOB:

console (config-if) #

Tabanua 61 — KomaHgpl pexnma KoHdurypaumm nHtepdeliica Ethernet

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymMmona4aHuro
storm-control multicast level BKtOUNTL KOHTPOIb MHOFOAAPECHOro TpaduKa:
{pps | kbps} - pps — 06bem TpadurKa NAKeToB B CEKYHAY;
- kbps — o6bem TpadmKka KOUT B CEKyHAY.
pps: (1..262142); Mpun o6HapyKeHnM MHoroaapecHoro Tpaduka nHTepdeic moxer
kbps: (16..4194272) 6b1Tb oTKNtOYeH (shutdown) nnun gobasneHa 3anuck B }KypHan co-
obueHuii (trap).
no storm-control multicast BbIKNOUMTb KOHTPOJIb MHOTOAZpecHOro Tpadumka.
level {pps | kbps}
storm-control dif level {pps | BK/IOUNTL KOHTPO/Ib HEM3BECTHOIO OAHOAAPECHOro TpadumKa.
kbps} - pps — 0bbem TpaduKa NAKeToB B CEKYHAY;
- kbps — o6bem TpaduKka KOUT B cekyHAy.
pps: (1..262142); Mpyn 06HapyXeHNU HEM3BECTHOTO O4HOAAPECHOro TpadUKa MHTEp-
kbps: (16..4194272) deiic moxkeT 6bITb OTKAOYeH (shutdown) nan gobasneHa 3anuch B
YKYpHan coobuieHnit (trap).
no storm-control dif level BbIKNHOUYMTb KOHTPOIb OAHOAAPecHOro TpaduKa.
{pps | kbps}
storm-control broadcast level BKOUYNTL KOHTPOIb LIMPOKOBELLATENbHOTO TpaduKa.
{pps | kbps} - pps — 06bem TpadurKa NakeTos B CEKYHAY;
pps: (1..262142); - kbps — o6bem Tpaduka KGUT B cekyHAay.
kbps: (16..4194272) Mpun 06HapyKeHMM WMPOKOBeLLLaTeIbHOTO TpaduKa HTepdeinc mo-
eT 6bITb OTKAtoYeH (shutdown) nan gobasneHa 3anuch B KypHan
coobuieHui (trap).
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no storm-control broadcast BbIKOUMTL KOHTPO/Ib LWIMPOKOBELLATENbHOTO TPaduKa.

level {pps | kbps}

storm-control {multicast | dif | OTKAOUUTD MHTEPdEIC NpU 06HAPYKEHUN MHOTOAAPECHOTO, HEN3-

broadcast} action shutdown BECTHOro O HOAAPECHOro UV LWMPOKOBeLLaTeNbHOro Tpaduka.

no storm-control {multicast | - OTMEHUTb OTKAtOUEeHME UHTepdelica NPy OBHAPYKEHUN MHOroaa-

dif | broadcast} action pPecHoro, HeM3BeCTHOro OAHOAAPECHOIO UM LMPOKOBELLATENbHOTO
TpaduKa.

KomaHOowb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 62 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

MoKasaTb KOHOUTYpaLunio GYHKLMM KOHTPOAA LMPOKOBELLATE Tb-
HOro «LWTOPMa» AJ1A YKa3aHHOro nopTa, b0 BCeX NOPTOB.

show interface [fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]
storm-control

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

show storm-control - OTobparkaeT TEKYLLYIO HACTPOMKY eAUHUL, U3MEPEHUA.

4.11 Tpynnbi arperayumu KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneymBatloT NoAdep KKy rpynn arperauymn KaHanoe LAG B KO/IMYECTBE COrNacHo
Tabnuue 9 (cTpoka «Arperayma KaHanos (LAG)»). Kaxgan rpynna nopToB A0/1KHA COCTOATb U3 UHTepdeiicoB
Ethernet c oAMHaKoOBOW CKOPOCTbIO, paboTaloLLMX B AynaeKcHOM pexxnme. Ob6beanHeHMe NopToB B rpynny
yBe/NMUMBAET MPONYCKHYH CNocobHOCTb KaHafa Mmeay B3auMMOAEMNCTBYIOWUMN YCTPOUCTBAMU U
NOBbILIAET OTKAa30yCTONYMBOCTb. [Pynna NopToB ABAAETCA ANA KOMMyTaTopa OAHUM IOTMYECKMM MOPTOM.

YCTpoWCTBO NoadeprKMBaeT ABa pemma paboTbl rpynnbl NOPTOB — CTaTMYeCKaa rpynna u rpynna,
paborTatowas no npotokony LACP. PaboTta no npotokosny LACP onucaHa B COOTBETCTBYIOLIEM pa3gene
KOHUrypauum.

/ Ecan ana nnrepdeiica npousseaeHbl HAaCTPOIiKK, TO AnA Ao6aBaeHUA ero B rpynny caeayet
BEPHYTb HACTPOMKU NO YMONHAHMUIO.

[obasneHune nHTepdelicos B rpynny arperaLMm KaHaNo0B AOCTYNHO TO/IbKO B peXmnme KoHbUrypauum
nHTepoelica Ethernet.

BunAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if)#
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Tabnunuya 63 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

channel-group group mode {on
| active | passive}

group: (1..24);
mode: (on, active,
passive)

no channel-group

Oob6asuTtb Ethernet-nHtepdeiic B rpynny nopTos.

- On — no6aBuTb UHTEPDENC B CTaTUYECKYIO IPYNMy NOPTOB;

- Active — no6aBuTb MHTepdeiic B rpynny NopToB, paboTatoLmx
no npotokony LACP, npu aTom otnpaska PDU ocywiectsnnetca
BCeraa;

- Passive — go6aBuTb MHTepdeEic B rpynny NopToB, paboTaroLmx
no npotokony LACP, npu sTom otnpaska PDU ocyuiectsnaerca
TONIbKO B TOM CJ/ly4ae, ec/iv ycTponcteo nosayyaet PDU oT cocepn-
HEero ycTpouicTBa.

’ Ecnu 3HaueHne MTU pns Ethernet u Port-Channel un-
H TepdeicoB oTanualoTca, To 406aBUTb AAHHbIN
Ethernet-uHTtepdeiic B rpynny nopToB Henb3A.

Ypanute Ethernet-untepdeliic ns rpynnbl nopTos.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekuma rnobanbHOM KOHPUrypaLmm:

console# configure terminal
console (config) #

Tabaunua 64 — KomaHabl perknma rnobanbHOM KoHGUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

shutdown port-channel

-/BKNIOYEHO

no shutdown port-channel

OTKAoUNTL paboTy moayns port-channel Ha ycTpoiicTse.
l [aHHaA KomaHAa oTKAOYaeT paboTy moayns port-
- channel c 6e3B03BpaTHbLIM yaaneHnem Bcex HacTpoeK
6n0Ka LAG.

BkntounTb paboTy mogyna port-channel Ha ycTpolicTse.

port-channel load-balance
{src-dest-mac-ip | src-dest-mac
| src-dest-ip |
src-dest-mac-ip-port |
dest-mac | dest-ip | src-mac |
src-ip}

-/src-dest-mac

3apaTb MexaHn3m 6anaHCcMpPoBKKU Harpysku ans ctpaternm ECMP
M ANA TPpynnbl arperMpoBaHHbIX MOPTOB.

- src-dest-mac-ip — mexaHu3m 6anaHCMPOBKM OCHOBLIBAETCA Ha
MAC-agpece u IP-agpece UCTOYHMKA 1 NonyyaTens;

- src-dest-mac — mexaHM3M 6alaHCUPOBKM OCHOBbLIBAETCA Ha
MAC-agpece UCTOYHMKA M NONy4YaTens;

- src-dest-ip — mexaHM3m 6anaHCMpPOBKM OCHOBbLIBAETCA Ha IP-aa-
pece UCTOYHUKA M NoayYaTens;

- src-dest-mac-ip-port — mexaH1M3m 6anaHCMpPOBKM OCHOBbIBA-
eTca Ha MAC-agpece, IP-agpece UCTOYHMKA M NonyYaTens, a
Takxe TCP-nopTe Ha3HayeHus;

- dest-mac — mexaH13m H6anaHCMpPOBKM OCHOBbLIBaeTcs Ha MAC-
agpece nony4yatens;

- dest-ip — mexaHW3m 6anaHCMpPOBKKM OCHOBbIBaeTcA Ha IP-ag-
pece nonyyaTens;

- Src-mac — mexaHu3m 6anaHCMpPOBKM OCHOBbIBaeTcA Ha MAC-
agpece UCTOUYHUKA;

- src-ip — mexaHu3m 6anaHCMpPOBKM OCHOBbLIBaeTcA Ha IP-agpece
MUCTOYHMKA.

set port-channel enable

BkntoumTb paboTty LAG rnobanbHO Ha KOMMYTaTope.

set port-channel disable

BbIktounTb paboTy LAG rnob6anbHO Ha KommyTaTope.

set port-channel independent-

-/OTKAOYEHO
mode enable

BKNHOUMTb aBTOHOMHbIN pexknm paboTbl LAG.

set port-channel independent-
mode disable

BbIKNHOUYNTL aBTOHOMHbIW pexunm paboTbl LAG.
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Ha ycrpoictBax MES2424 n MES2448 Bbl6paHHbIA aAroputm 6a1aHCUPOBKU
6yaet paboraTb ToNbKO ANA TpadpuKa c 06yuyeHHbIM agpecom B MAC-Tabnuue.
Ecnn MAC-aapec HasHaueHuA TpaduKa oTcyTcTByeT B Tabauue, 6anaHcMpoBKa
6yaer NponsBoAUTLCA NO METOAAM:

— L2-tpaduk — src-dest-mac;

— L3-tpaduk(IPv4/IPv6) — src-dest-ip.

.‘

4.11.1 Cmamuyeckue 2pynnel azpe2ayuu KaHan1086

dyHKumen ctatudeckux rpynn LAG asnaetca o6beAnHeHNE HECKOIbKMX GU3NYECKUX KAHANOB B OAWH,
YTO MO3BOAAET YBE/NMUYNTb MPONYCKHY CNOCOBHOCTb KaHafla U MOBbICUTb €r0 0TKa3oycToMYMBOCTb. A
CTAaTUYECKUX FPynn NPUOPUTET UCMONb30BAHWUA KaHAIOB B 00beANHEHHOM MyYKe He 3ajaeTcA.

DOna sBknoueHua paboTbl nHTepdeiica B cocTaBe CTaTUUECKOW rpynnbl UCNOb3YyUTEe KOMaHAY
channel-group {group} mode on B pexxume KoHpUrypaumnm cooTBeTcTBylOLEro nHTepdeiica.

4.11.2 lMpomokon azpe2ayuu KaHanoe LACP

dyHKumen npotokona Link Aggregation Control Protocol (LACP) sBnsietca 06beanHEHNE HECKONbKUX
dU3NYECKMX KaHaNoB B OOMH. ArperMpoBaHMe KaHafoB MCMOAb3yeTcA AN YBEMYEHMS MNPOMYCKHOW
CNOCOBHOCTM KaHafa M NOBbIWEHUA ero oTkasoyctomumeocTu. LACP nossonseT nepegasatb TpaduK no
06begNHEHHbBIM KaHanam B COOTBETCTBUM C 3a4aHHbIMU MPUOPUTETAMU.

V Ona BKawueHua pabotbl uHTepdeiica no nporokoay LACP wucnonb3yinte KomaHAy
channel-group {group} mode active/passive B pexume KoHUrypaumum coOOTBETCTBYIOLLErO
umHTepdeinca.

KomaHObI pexcuma 2a06anab6Hol KoOHu2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxmnma rnobanbHoOM KOHOUrypaumm:

console (config) #

Tabnuua 65 — KomaHab! pexxkmma rnobanbHON KoHPUrypaumm

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymMmon4aHuro

lacp system-priority value YCTaHOBWTb NMPUOPUTET CUCTEMBI.

— value: (0..65535)/1
no lacp system-priority YCTaHOBWTb 3HAaYEHNE NO YMONYAHUIO.
lacp system-identifier YcTaHoBuTb id yyacTHUKA lacp.
mac_addr -
no lacp system-identifier YaanuTtb id yyacTtHuKa lacp.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdelica Ethernet:

console (config-if)#

Tabnnua 66 — KomaHabl pexkmma KoHourypauum nHtepdelica Ethernet

3HayeHue/3Ha4yeHue ”
KomaHda / Aelicmeue
no ymoa4YaHuro

lacp timeout {long | short} YCTaHOBUTb aAMUHUCTPATUBHbIV TaliMayT npoTokosia LACP:

- long — pnuTtenbHoe Bpema TalimayTa;

-/long .

- short — manoe Bpemsa TalimayTa.
no lacp timeout YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.
lacp port-priority value YcTaHoBUTb NpuopuTeT nHTepdelica Ethernet.

P port-p .y - value: (1..65535)/1 p1op pé

no lacp port-priority YCTaHOBWTb 3HAYEHME N0 YMONYAHMUIO.
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KomaHObI pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:
console#

Tabnnua 67 — KomaHapl pexkuma EXEC
3HayeHue/3HayeHue
o ymon4aHuro

KomaHoa Aeiicmeue

show lacp {port_chanel_id} Mokaszatb UHbOopMauuto o npoTtokone LACP.
{neighbor [detail]| counters}
show etherchannel summary -
show etherchannel detail -
show etherchannel load-
balance

MpocmoTp MHbopmauum o LAG.

MpocmoTp noapobHoi nHpopmaumm o LAG.

MpocmoTp anroputma 6anaHcMposku LAG.

show etherchannel protocol - MpocmoTp npoTokona LAG.

show etherchannel port - MNpocmoTp nHGopmaumm o nopTax B coctase LAG.

show etherchannel port- MpocmoTp nHbopmauymm o LAG.

channel

Mpumep HaCTPOMKU:

console (config) # set port-channel enable

console (config)# interface port-channel I

console (config-if)# no shutdown

console (config-if)# exit

console (config) # interface range gi 0/1-2

console (config-if-range)# no shutdown

console (config-if-range)# channel-group I mode active

4.12 Hacrpoiika IPv4-apgpecauyum

B paHHOM pasgene onucaHbl KOMaHAbl A8 HAacTPOMKKM CTaTUYeCKMX MapameTpos IP-agpecauumm,
Takux Kak IP-agpec, macka noaceTtw, W03 NO YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm nutepdeinca VLAN:
console (config-if) #

Tabnunua 68 — KomaHabl perknuma KoHoburypaumm nHtepdeiica

3Ha4yeHue/3HayeHue

Aeiicmeue
0 yMon4YaHuo

KomaHoa

ip address ip_address
{ip_mask

[prefix_length} [secondary
{ip_address {ip_mask
|prefix_length} }]

no ip address [ip_address]

HasHaueHune 3agaHHOMY UHTepdelicy IP-agpeca n Macku noaceTu.
- secondary — no3Bo/IAET HACTPOUTb AOMNOAHUTENbHblE IPV4-
aapeca Ha Tekywumit interface vlan. ns HacTpoliku TpebyeTca
Hannumne ocHoBHoro IPv4-aapeca Ha uHTepdelice.

Yaanenue IP-agpeca nHtepdelica.

ip management outer-vlan
vlan_id

vlan_id: (1...4094)

BkntoueHne ob6paboTkn QinQ-Tpadmka ynpasneHuns Ha CPU. MNapa-
meTp vlan-id HasHavaeT BHewHWI Ter 802.1Q.

l [OnAa KoppeKkTHOM paboTbl GyHKLMU HEO6X0AUMO Hanm-

- yue aKTuBHoro vlan_id Ha KommyTaTtope. Mpu 3Tom one-
paTuBHOe cocTosiHue interface vlan, Ha KoTopom HacTpausaeTca
$yHKLMA, AOMKHO BbITb UP.

l [aHHble HaCTPOKKM BLINOAHAIOTCA Ha UHTepdeiice C-

. VLAN.
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no ip management outer-vlan BbikntoueHne 06paboTkn QinQ-Tpaduka ynpasneHmsa Ha CPU.
ip address dhcp [client-id Monyuyenwne IP-agpeca ot DHCP-cepBepa. YcTtaHoBKa onumii 12 n
{fastethernet fa_port | 61.

vlan_id: (1-4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

gigabitethernet gi_port

| tengigabitethernet te_port |
vlan vian_id}] [hosthame
name]

name: (1..32) cumBona
3anpeT ncnosb3oBaHUA npotokona DHCP gnsa nonyyeHus IP-

aapeca ot DHCP-cepsepa.

no ip address dhcp

ip dhcp client vendor- YcTaHOBUTb 3HaYeHue onuum 60.
specific string string:(1..256)/moaens

no ip dhcp client vendor- KommyTaTopa YCTaHOBUTb 3HAY€HMEe N0 YMOJIHYaHUIO.
specific

No-ymonuaHuio, uHtepdeiicol Vlan Haxopatca B coctoaHnmn Admin down. NMpusectu B co-
. ctrosiHue Admin Up nx moxkHo komaHaoi no shutdown.

Mpumep HacTpolikn 06paboTku TpaduKa c S-vlan 10, C-vlan 20 Ha CPU:

console# !
console (config)# interface wvlan 20
console (config-vlan)# ip management outer-vlan 10

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHONM CTPOKKM B pexume privileged EXEC:
console#

Tabnunua 69 — KomaHab! pexxkmuma privileged EXEC
3Ha4yeHue/3HayeHue
no ymon4yaHuwo

KomaHda Aeiicmeue

renew dhcp vlan vlan_id OTtnpasuTb 3anpoc kK DHCP-cepsepy Ha o6HoBNeHMe IP-agpeca.

vlan_id: (1..4094)

MokasaTb KoHOUrypaumio IP-agpecaumm gns yKasaHHOro UHTEp-
deiica.

show ip interface vlan vian_id vian_id: (1..4094)

4.13 Hacrpoiika IPv6-agpecauum

4.13.1 lpomokon IPv6

KommyTaTopbl noaaepmBatoT paboTy no npoTtokony IPv6, uTo ABAsAETCA 601bLLIMM NPEUMYLLLECTBOM,
T.K. npoToKoA IPv6 paspaboTaH gna Toro, 4tobbl B 6yAyLLem NOAHOCTbIO 3aMEHUTb aApecaLLMio NPOTOKONA
IPv4. Mo cpaBHeHuUto ¢ IPv4 npoTokon IPv6 umeeT pacluMpeHHOEe agpecHoe NpocTpaHcTBo — 128 6uT Bmecto
32. Agpec IPv6 npeacTtasnneT coboit 8 6/10K0B, pasaeNieHHbIX ABOETOYMEM, B KarKaom 610Ke 16 6ur,
3anNMCaHHbIX B BUAE YeTbipex WecTHaAuaTepPUYHbIX Ymcen.

MOMUMO YyBEAMYEHMA aAPEeCcHOro MPOCTPAHCTBA MPOTOKOA IPV6 MMeeT MepapXuUyecKylo cxemy
agpecaumn, obecneuymBaeT arperauqio MaplipyToB, ynpowaeT Tabauuy Mapuwpytvsaumu, npuv 3TOmM
addeKTMBHOCTb PaboTbl MapLIPYTU3aTOPa NOBbIWAETCA 33 CYET MEXAHM3MA 0BHaPYKEHNA COCEAHMX Y3/10B.

V Ecnu 3HaueHue rpynnbl UM HECKONIbKUX FPYNN NOAPAL B agpece NpoTokona IPve paBHO Hy O
— 0000, TO paHHble rpynnbl  MmoryT ©6biTb  onyuweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxeT 6bITb cCOKpaleH ao FE40::AD21:FE43. Co-
KpaleHUto He moryT 6biTb NOABEePrHyTbl 2 pa3aesieHHble Hy/1eBble rpynnbl U3-3a BOSHUKHO-

BeHUA HeoaHOo3HauYHocTU. CoKpalaeTca caman 6onbluan Hynesas rpynna.
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v/

EUI-64 — 310 naeHtuduKatop, cospgaHHbli Ha 6ase MAC-agpeca uHTepdeica, asnarowmiica
64 mnagwummn 6utamm IPve-agpeca. MAC-agpec pasbusaerca Ha Ase yactTu no 24 6ura,

MeXKay KoTopbimu aobasnserca KoHcTaHTa FFFE.

4.13.2 Hacmpoiiku npomokona IPv6

KomaHObI pexcuma 2n0bas1bHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peXxnma rnobasbHoM KOHPUrypaLumm:

console (config) #

Tabanua 70 — KomaHgbl pexknuma rnobanbHoin KoHoUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 unicast-routing

no ipv6 unicast-routing

-/BKIOYEHO

BK/IIOUMTL MapLLpYTU3aLMI0 MeXAY ipve-npedukcamm.

OTKNOUNUTD MapLLPYTU3ALMIO MEXAY ipvE-npedukcamm.

ipv6 neighbor ipv6_address
vlan vian_id MAC-address

no ipv6 neighbor ipv6_address
vlan vian_id MAC-address

ipv6_address:
XXXX:: XXXX;
vlan_id: (0...4094);
MAC-address:
XX XXXX XX XX XX/ -

Co3aaTb cTaTMYeCKyto 3anuchb ipvb neighbor.

Y4anuTb CTaTMYECKYHO 3anuch ipv6 neighbor.

ipv6 route ipv6_address prefix-
length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[{unicast | anycast}] [ next-
hop-ipv6-address}

no ipv6 route ipv6_address
prefix-length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[unicast | anycast]

ipv6_address:
XXXX:XXXX;
prefix-length: (0-128);
vlan_id: (1..4094);

next_hop_ipv6_address:

XXXX::XXXX:
administrative_distance:

(1-255)

HacTpouTb cTaTUYeCcKMn MapLupyT A0 YKasaHHoro ipv6-npedukca.

Y0anuTb CTaTUYECKUI MapLIpyT A0 YKa3aHHOro npedukca.

KomaHObI pexcuma KoHguaypauuu uHmepagetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm nHutepdeinca VLAN:

console (config-if) #

Tabnunua 71 — KomaHAabl pexknuma KoHourypaumm nHtepdelica

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipv6 enable

-/BbIKNtOYEHO

BkntounTb paboTy npoTokona IPv6 Ha nHTepdeiice. FeHepupyeT
ipv6 link-local agpec Ha gaHHOM UHTepdelice.

OTKNouNTb paboTy npoToKona IPv6 Ha nHTepdelice.

ipv6 address ipv6_address
prefix-length link-local cga

no ipv6 address ipv6_address
prefix-length link-loca

ipv6_address:
XXXX::XXXX;
prefix-length: (0-128)

YctaHoBuUTb ipv6 link-local agpec Ha aaHHOM MHTepdelice.

Yaanuts ipv6 link-local agpec Ha faHHOM MHTepdeiice.

ipv6 address ipv6_address
prefix-length [unicast |
anycast | eui64]

no ipv6 address ipv6_address
prefix-length [unicast | anycast
| eui6d]

ipv6_address:
XXXX:: XXXX;
prefix-length: (0-128)/-

HacTpouTb yKasaHHbIN ipv6-aapec Ha nHTepdelice.
- eui64 — ucnonb3osaTb anroputm EUI-64 ans reHepaumm agpeca.

YnanuTb yKasaHHbIN agpec ¢ MHTepdelica.
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KomaHObl pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 72 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa Aelicmeue

show ipv6 interface [vlan
vlan]

OTO6pPa3nTb COCTOAHME N HAaCTPOWKK IPV6-nHTEpdecoB.

show ipv6 route
[connected | static | -
summary | ipv6-prefix]

OT06pasunTb Tabnunuy mapwpytnsaumm gna IPve.

show ipv6 traffic [interface
vlan {vlan-id/vfi-id}] [hc]

OTO6pPasnTb CTAaTUCTUKY MO MPUHATBIM U OTMPABJAEHHbBIM
IPv6-nakeTtam.

4.14 HacTtpoiika NpOTOKON0B

4.14.1 Hacmpolika npomoKona ARP

ARP (Address Resolution Protocol — npoTokon paspelweHus aapecoB) — NPOTOKON KaHa/bHOro
YPOBHS, BbINOAHALOWMIA GyHKUMIO onpeaeneHna MAC-agpeca Ha OCHOBaHMM COAEpPXKALLErocs B 3anpoce
IP-agpeca.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe r106anbHON KOHPUrypaunm:

console (config) #

Tabnnua 73 — KomaHabl pexkmuma rnobanbHo KoHPUrypaumum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

arp ip_addr hw_addr [vlan
vlan_id]

no arp ip_addr

dopmar ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
vlan_id: (1..4094)

[06aBuTb cTaTUUecKyto 3anncb cootsetcTeus IP- u MAC-agpecos
B Tabanuy ARP ans ykasaHHow VLAN.

- ip_address — IP-aapec;

- hw_address — MAC-agpec.

Ypanutb cTaTMYecKyto 3anucb cootseTcTeuA IP- n MAC-agpecos
13 Tabnunubl ARP ans ykasaHHoro B KomaHge IP-agpeca.

arp gratuitous interval seconds

no arp gratuitous interval

seconds:
(15..86400)/150 cekyHA,

YCTaHOBUTL MHTEPBAN MEXK Ay OTNPaBKoW gratuitous arp cooblue-
HUN.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHaHUIO.

arp timeout seconds

no arp timeout

seconds: (30..86400)
cek

HacTpouTb Bpems *KU3HM gMHaMUYecKux 3anmcein B Tabavue ARP
(cek).

YCTaHOBUTb 3HaYeHME N0 YMOHYAHUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

Buza 3anpoca KOoMaHAHOWM CTPOKM B pexnme KoHdUrypaumm nutepoeica VLAN:

console (config-if) #

Tabnunua 74 — KomaHabl perknuma KoHourypaumm nHtepdelica

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip arp gratuitous periodic

no ip arp gratuitous periodic

-/BKAOYEHO

BK/ItOUMTb OTNPaBKy gratuitous arp-coobieHui.

BbIKNOUMTL OTNPaABKY gratuitous arp-coobLyeHuit.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKM B pexxkume Privileged EXEC:

console#

Tabnunua 75 — KomaHabl perkmuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

show ip arp [ip-address
ip_address] [mac-address
mac_addres] [vlan vian_id]

dopmart ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H van H:H:H:H:H:H
nam H-H-H-H-H-H;
vlan: (1..4094)

MokasaTtb 3anucu ARP-Tabanupl: Bce 3anucu, puabTp no IP-agpecy;
dunbTp no MAC-aapecy; duabTp No UHTepdeiicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show ip arp statistics

MoKa3aTb TEKYLLYH CTAaTUCTUKY NPOTOKOAA arp.

clear ip arp

Yaanutb Bce AMHaMmu4yeckmne sanucu us ARP-tabanubl.

4.14.2 MexaHu3m obHapyxceHusa nemens (loopback-detection)

JaHHbIN MmexaHM3M NO3BOAET YCTPOWMCTBY OTC/IEXKMBATb 3aKO/bLLOBAHHbIE NopTbl. [eTna Ha nopTy
0bHapy:KMBaeTCA NYTEM OTCbIIKM KOMMYTATOPOM Kagpa (frame) c agpecom HasHaYeHUs, COBMAAAIOLMM C
oaHum 13 MAC-aapecos yCcTpoiCTBa.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM B peXnume rnobasbHon KoHoUrypaumm:

console (config) #

Tabnunua 76 — KomaHzabl perknma rnobanbHOM KoHpUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeilicmeue

shutdown loopback-detection

no shutdown loopback-
detection

-/BKNtOYEHO

OTKAtounTb paboTy moayns loopback-detection Ha ycTpoiicTse.
' [aHHas KomaHga oTKA4YaeT paboty mogyns loopback-
L detection c 6e3B03BpaTHbIM yAa/ieHUEM BCEX HACTPOEK
6n0kKa LBD.

BktounTb paboty mogyns loopback-detection Ha ycTpolicTse.

loopback-detection enable

loopback-detection disable

-/BbIKOYEHO

BKIOUMTb MeXaHU3M 06Hapy)KeHMﬂ neTesb 4NA KOMMYTaTOopa.

BoccTaHOBUTL 3HaYeHMe no YMONYaHUIO.

loopback-detection interval
seconds

no loopback-detection interval

seconds: (1..60)/30
CeKyHA,

YcTaHOBUTbL MHTepBaa mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHn mexay LBD-kagpamu.

BocctaHOBUTL 3HaYeHMe no YMONYaHUIO.

92 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES34xx, MES37xx




HELTEX

loopback-detection Onpepenntb MAC-agpec HazHayYeHuA, yKasaHHbIW B LDB-Kkaape.
destination-address iRiHiRiHiHi V Mo ymonuyauuio MAC-agpec HasHaYeHUA LWMPOKOBELLA-
mac_address Te/NbHbIN.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicog) Ethernet, uHmep-
¢elica 2pynnbl NoOpmos

Bug, 3anpoca KOMaHAHOMW CTPOKM B pexume KoHdurypauum uHtepdeica Ethernet, nHTepdeiica
rpynnbl NOPTOB:

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port | tengigabitethernet te port | port-channel group}

console (config-if) #

Tabnunua 77 — KomaHabl pexkuma KoHourypauum uHtepdelica Ethernet

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
Mo yMmoan4YaHuo
loopback-detection enable BKNOUUTL MexaHM3M 0BHapYKeHUA NeTenb Ha NOpPTY.
" . -/BbIKNIOYEHO
loopback-detection disable BoccTaHOBWTb 3HaYEHWE MO YMOHAHMIO.
KomaHOb! pexcuma EXEC
Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#
Tabnunua 78 — KomaHabl pexkmma EXEC
3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue

110 yMOAYAHUIO

show loopback-detection OTob6pa3unTb cocTosHne mexaHM3mMa loopback-detection.
[fastethernet fa_port |
gigabitethernet gi_port |

tengigabitethernet te_port |

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

statistics]
debug loopback-detection [all BKNtouMTbL OTNpaBKy coobuieHmni no cobbitnam loopback-detec-
| buffer-alloc | control | -/OTKAOYEHO tion.

critical | pkt-dump | pkt-flow ]

4.14.3 Cemelicmeo npomokKonoe STP (STP, RSTP, MSTP)

OcHoBHoW 3agayelt npotokona STP (Spanning Tree Protocol) asnsetca npusegeHune cetn Ethernet ¢
MHOECTBEHHbIMW CBA3AMM K APEBOBUAHOM TOMOJIOMMM, UCKIOYAtOWEN LMKAbI NakeToB. KommyTaTopbl
06MeHMBalOTCA KOHPUIypaLMOHHBIMM COOBLLEHUAMM, UCMOMb3YA Kagpbl cneuuanbHoro dopmara, U
BbIOOPOYHO BKIHOYAIOT M OTKHOYAIOT Nepeaavy Ha nopTsl.

Rapid (6bicTpbiit) STP (RSTP) ABnseTca ycoBeplleHCTBOBaHMEM MpoToKosa STP, xapaKkTepusyetca
MEHbLWMM BpPEMEHEM MNPUBEAEHUA CEeTU K APEBOBMAHOMW TOMOMOTMM U uMeeT 6o0Jsiee BbICOKYHO
YCTONYMBOCTD.

MpoTtokon Multiple STP (MSTP) saBnaetca Hambonee coBpemeHHoOM peanusauueinn STP,
noaaepxueawowen ucnonodosaHne VLAN. MSTP npeanonaraer KoHourypauuto Heobxoammoro
KOJIMYECTBA SK3eMMNSPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBuUcMMOCTM OT uncaa rpynn VLAN Ha
KommyTaTope. Kaxabi 3K3eMNaap MOXKeT coaepKaTb HecKonbKo rpynn VLAN. HegoctaTkom npoToKona
MSTP siBnsieTcs TO, YTO Ha BCEX KOMMYyTaTOpax, B3aumoaencTeytowmx no MSTP, 401KHbl ObITb 04MHAKOBO
cKOHuUrypuposaHbl rpynnbl VLAN.
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V MakcumanbHO aonycTtumoe Konmyectso sksemnaapos MSTP — 64.

4.14.3.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2106aabHOU KOHGPU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnnuya 79 — KomaHabl pexkmma rnobanbHol KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
10 yMOoA4YaHuio

Aelicmeue

shutdown spanning-tree

OTKAtOUUTL paboTy moayns STP Ha ycTponcTae.
[aHHasa KomaHAa oTKAtovaeT paboty mogyna STP c 6e3-

. BO3BpPaTHbIM yAa/ieHUEeM Bcex HacTpoek 6a0ka STP.
-/BKAOYEHO " .
l Mopaynb STP BKAtOYaeTca KOMaHAOM spanning-tree.
.
spanning-tree /BKnIO4eHO Pa3spewnTtb ncnosb3oBaHMe KOMMYTAaTOPOM NpoTokona STP.
no spanning-tree 3anpeTnTb MCNOb30BaHME KOMMYTAaTOPOM NpoTokona STP.
spanning-tree mode { rst | YCTaHOBUTb peXum paboTbl NpoTokosa STP:
mst -rst — |EEE 802.1W Rapid Spanning Tree Protocol;
! -/MSTP pId Spanning

no spanning-tree mode

- mst — |EEE 802.1S Multiple Spanning Tree Protocol.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YCTaHOBWTb UHTEPBA/ BPEMEHM, 3aTpaynBaeMblii Ha NPOCAyLWINBa-
HWEe U U3yyeHWe COCTOAHMUI nepes NepekNtoYeHUem B COCTOAHUE
nepegayu.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..2)/2 cek

YCTaHOBUTb MHTEPBAN BPEMEHWN MEXAY Nepedadamm WMPOKoBeLLa-
TeNbHbIX cooblieHmnit «Hello» K B3aMmogencTByOWMM KOMMYTaTO-
pam.

YCTaHOBUTb 3HAYEHME MO YMOYAHWIO.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BpeMA KMU3HM cBA3ytoLwero aepesa STP.

YCTaHOBWTb 3HaYeHMEe N0 YMOIYAHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTpouTb npuopuTeT yCTPOICTBA B cBA3Ytowem aepese STP.
3HayeHne NpuopuTeTa A0KHO ObITb KpaTHO 4096.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWIO.

spanning-tree pathcost
dynamic [lag-speed]

no spanning-tree pathcost

-/BbIKNIOYEHO

BKAoUNTL ANHaMMYecKoe onpegeneHne LeHHOCTU NyTy.
- lag-speed — onpegeneHve LeHHOCTM NyTU ByaeT BbIYUCAATLCA
npu usmeHeHuun ckopoctn LAG.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHWIO.

spanning-tree pathcost
method {long|short}

YCTaHOBWTb METOZ ONnpeaeneHus LLEHHOCTHU NyTK.
- long — 3HayeHMe LeHHocTM B guanasoHe 1..200000000;

-/long - short — 3HaueHue LeHHOCTM B AManasoHe 1..65535.
no spanning-tree pathcost YCTaHOBWTb 3HaYEHWE N0 YMONYAHUIO.
method
spanning-tree compatibility Bepcusa coBmectumocTn STP.
mst | rst | st
{ | | stp} -/BKNIOYEHO

no spanning-tree
compatibility

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

spanning-tree flush-
indication-threshold value

no spanning-tree flush-
indication-threshold

value: (0..65535)

MNoporosoe konnyectso TCN BPDU, npu KoTopom 3anyckaeTca Tan-
Mep, KOTOpbI paBeH 3HayeHuto flush-interval.

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.

spanning-tree flush-interval
interval

no spanning-tree flush-
interval

interval: (0..500)/0

YCTaHOBUTb 3HaYeHWe MHTepBasa, MOC/ie KOTOPOro npou3onaér
ouncTka MAC-Tabaunupl nocge nonydeHms TCN BPDU.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.
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spanning-tree transmit
hold-count count

3T0 3HayeHWe yKa3biBaeT MaKCMMabHOE KOIMYECTBO NaKeToB, KO-
Topble MOTYT 6bITb OTNPaB/EHbl B 33a4aHHbIN MHTEPBAN BPEMEHMU

count: (1..10)/6 hello-time.

no spanning-tree transmit
hold-count

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

Mpu 3agaHum STP napametpos forward-time, hello-time, max-age Heo6xogumo BbinonHeHUe
- ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepdgelica epynnsl Mopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHoburypaumm mHtepdeinca Ethernet, nntepdeitca
rpynnbl NOPTOB:

console (config-if)#

Tabnnua 80 — KomaHgpl pexxnma KoHdurypaumm nHtepderica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpeTutb paboTy npotokona STP Ha KoOHOUrypupyemom UHTep-
deiice.

-/paspeLwweHo

no spanning-tree disable /pasp Paspewntb paboTy npotokona STP Ha KOHPUIYpPUPYEMOM MHTEp-

deiice.
spanning-tree cost cost cost: YCTaHOBUTb LLEHHOCTb NYTU Yepes AaHHbIV MHTepdeic.
) - COSt — LEHHOCTb NyTH.
i (1..200000000)/cm. 4 y

no spanning-tree cost YCTaHOBWUTb 3HauyeHWe, ONpeaesiemoe Ha OCHOBAHWW CKOPOCTU

Tabnnuy 78

nopTa U MeToZa onpeaeneHnsa LeHHOCTU NyTU, cM.Tabanuy 78

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHOBUTL NpuopuTeT MHTEpdeiica B cBasylollem aepese STP.

V 3HaueHue NpuopUTETa AONXKHO 6bITb KPaTHO 16.

YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

spanning-tree portfast

no spanning-tree portfast

BKOUYNTL PEXKMM, B KOTOPOM MOPT NPY NOAHATUM HA HEM SIMHKA
Cpasy CTaHOBWTCA B COCTOAHME Mepesayu, He AOXMUIAAACh ucTeye-
HUA Talimepa.

BbIkntounTh PEXNUM MOMEHTA/IbHOTO nepexoaa B COCTOAHUE nepe-
Aa41 N0 NOAHATUIO KIUHKa».

spanning-tree loop-guard

no spanning-tree loop-guard

-/3anpeleHo

Pa3pelunTb Ha MHTepdelice LONONHUTENbHYIO 3aLUTY OT NeTensb. B
cnyyae, ecnn uHTepdenc HaxoaUTCa B COCTOSAAHUM, OTJIMYHOM OT
Designated u npu aTom nepecTaeT nonyyatb BPDU, nHtepdeiic 610-
Kunpyetcs.

3anpeTnTb AONONHUTENbHYIO 3aLWMTY OT BOSHUKHOBEHUA NeTeNb.

spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/vicnonb3osaHne
rnobanbHOM HaCTPOMKK

BK/IIOUNTD 3aLWUTY «KOPHA» ANA BCeX CBA3YIOLWMX AepeBbeB STP BbI-
6paHHOro nopra.

- root — 3anpeuaet uHTepoeiicy 6bITb KOPHEBLIM MOPTOM KOMMY-
TaTopa;

- loop — BKAtOYaeT Ha MHTepdelice AONONHUTE/IbHYIO 3aLLMTY OT
netenb. B cnyyae, ecnv nHTepdenc HaxoanUTCA B COCTOAHUN, OTANY-
Hom oT Designated n npu aTom nepectaer nosay4yato BPDU, uHTep-
deiic bnokupyertcs;

- none — oTKAto4YaeT Bce Guard-pyHKUMM Ha nHTepdeiice.

Mcnonb3oBath r106a/bHY0 HAaCTPOMKY.

spanning-tree bpduguard
{enable [admin-down |
disable-discarding] | disable |
none}

no spanning-tree bpduguard

-/BbIK/IOYEHO

PaspewnTb 3aWmMTy, BbIKAIOYAOLWYHO MHTEPdEeC Npu Nnpuéme nake-
TO0B BPDU.

3anpeTuTtb 3aWUTY, BbIKAHOYAOLWYO MHTEpdENC Npy Npuéme nake-
TO0B BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/pna pynnexkcHoro
nopTa «TOUYKa-TOUKa,
AN NONYAYNIEKCHOTO

— «Pa3BETBNEHHbIN»

YctaHoBuTb NnpoTokon RSTP B nepepatollee coctoaHue n onpeae-
JNTb TWUN CBA3W A4/1A BbIOGPAHHOrO Nopra:

- point-to-point — TO4Ka-TOuUKa;

- shared — pa3BeTBNEHHDIN.

YCTaHOBWTb 3HaYeHME N0 YMOIYAHWIO.
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spanning-tree restricted-tcn
no spanning-tree restricted-tcn

-/BbIK/IOYEHO

3anpetutb npuem BPDU ¢ pnarom TCN.

PaspewwnTts nprem BPDU ¢ dpnarom TCN.

spanning-tree bpdufilter

3anpetutb/paspewnTts Npuém m nepegady STP BDPU Ha uHTep-

spanning-tree {bpdu-receive |
bpdu-transmit} disable

{disable | enable } -/disabled deiice.
no spanning-tree bpdufilter YCTaHOBWTb 3HaYEHUE NO YMONYAHUIO.
spanning-tree auto-edge /BKntoueHo BK/IOYNTb aBTOMATUYECKOE OnpeaeneHne KANEHTCKMX NoPToB..
no spanning-tree auto-edge BbIK/IIOYMTb aBTOMATHHECKOE ONpeaeeHNe KANEHTCKUX MOPTOB.
spanning-tree {bpdu-receive | BK/IOUMTL pexkum Npuéma u/uam nepesaun Ha uHTepodeiice.
bpdu-transmit} enable

-/BKAOYEHO

BbIK/IOUNTL peXUM NpUéMa M/Unn nepesadn Ha uHTepdeice.

spanning-tree layer2-gateway-
port

no spanning-tree layer2-
gateway-port

-/BblK/IOYEHO

Ha3HaunTb NOPT KakK LWt03 2 yPOBHA.
/! Spanning-tree Ha faHHOM NOPTY AO/MKeH 6biTb B cocToA-
Hum disabled.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

spanning-tree pseudoRootld
priority priority mac-address
mac_add

no spanning-tree
pseudoRootld

priority: (0..61440)

HacTpouTb npuoputeT ana pseudoRoot Ha MHTepdeiice.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree {restricted-role
| restricted-tcn}

no spanning-tree {restricted-
role | restricted-tcn}

BKAtouMTb Ha MHTepdelice GYHKUMIO 3aWmTbl OT aTak.

OTKNOYNTbL Ha UHTepdelice GYHKUMIO 3aLLMTbI OT aTak.

Tabanua 81 — CTOMMOCTb NyTK, YCTAHOBAEHHAA MO YMOYaHuUIO (spanning-tree cost)

Unmepdeiic Meer;)Z onpedeneHus yeHHocmu Sr;y::tu

10M 2000000 100

100M 200000 19

1G 20000 4

10G 2000 2

LAG 10M 1999900 56

LAG 100M 199900 12

LAG 1G 19900 3

LAG 10G 1900 2

/' CTOMMOCTb NYTU ANA rPynnbl KAHaN0B No meToay long no ymonuyaHuio onpegensercs
AeneHnem CToumocTn uHtepdeiica Ha KONMYecTBO IMHKOB B rpynne -100. 3HaueHue
cost ana LAG npuBeAeHO C Y4ETOM UNeHCTBA B HEM 2 Ppu3nuecKux uHtepdencos.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#
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Tabnnua 82 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

show spanning-tree interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port|
port-channel group}
[bpduguard | cost | detail |
inconsistency | layer2-
gateway-port | portfast |
priority | restricted-role |
restricted-tcn | rootcost |
state | stats]

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

MokasaTbcocTosAHMe NpoTokona STP Ha nHTepdelice.

show spanning-tree detail

Moka3aTb NoAPO6HYI0 MHPOPMaLMIO O HACTPOIMKaX NPOTOKONA
STP.

show spanning-tree active
[detail]

MoKa3aTb MHGOPMaLUIO O COCTOSIHMM O HAacTPOMKax STP Ha akTUB-
HbIX NOPTax.

show spanning-tree bridge

[address | detail | forward-
time| hello-time | id | max-
age | priority | protocol]

OTob6pa3unTb HacTpoiku STP Ha bridge.

show spanning-tree layer2-
gateway-port

OTO6pa3nTb HAaCTPOMKM LWAO3a 2 YPOBHSA.

show spanning-tree pathcost
method

OT06pa3nTb MHGOPMALMIO O METOLE ONpesaeeHUsA CTOMMOCTU
nyTu.

show spanning-tree root
[address| cost | detail |
forward-time | id | max-ege |
port | priority]

OTo6pa3unTb MHGopmaLmio o root B Tonosormm STP.

show spanning-tree summary

OT06pa3unTb cocTosHMe NpoTokona STP oTHocuTeNnbHO MHTepbei-
COB.

4.14.3.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoOM KOHOUrypaumm:

console (config) #

Tabnnuya 83 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YCcTaHOBUTbL NPUOPUTET ANA AAHHOFO KOMMYyTaTopa nepes, ocTanb-
HbIMU, UCMONb3YOLWMMM 06LWMIA 3K3emnaap MSTP.

- instance_id — sk3emnnsap MST;

- priority — npuopuTeT KOMMyTaTopa.

V 3HaueHuMe NpuopuTeTa A0/MKHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

spanning-tree mst instance_id
flush-indication-
threshold threshold

instance_id: (1..63);
threshold: (0..65535)/0

YctaHoBuTb Nnoporosoe 3HavyeHne TCN BPDU ana aksemnnapa MST,
NpuY KOTOPOM 3anycKaeTcs Tanmep.

spanning-tree mst max-hops
hop_count

hop_count: (6..40)/20

YCTaHOBUTb MaKCMMaNbHOE KOIMYECTBO TPAH3UTHbIX YyHaCTKOB A/1A
naketa BPDU, Heobxogumbix ans ¢opmupoBaHua aepesa v yaep-
KaHUA nHGopMaLLMKM O ero CTpoeHUU. ECIM NaKeT yKe npoLuen mak-
CMMaNibHOE KOJIMYeCTBO TPAH3UTHbIX YYACTKOB, TO Ha caeayloliem
y4acTke oH oTbpacbiBaeTcA.

- hop_count — MaKcuMmanbHOE KOMYECTBO TPAH3UTHBIX Y4acTKOB
AnAa naketa BPDU.
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no spanning-tree mst
max-hops

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

spanning-tree mst
configuration

Bxog, B pexxnum KoHourypauum npoTtokosia MSTP.

KomaHObI pexcuma KoHgpuaypayuu npomokosaa MSTP

Buza 3anpoca KoMaHAHOWM CTPOKM B peXnume KoHPUrypaumnm npotokosna MSTP:

console# configure terminal

console
console

(config) # spanning-tree mst configuration
(config-mst) #

Tabanuya 84 — KomaHzabl perkmuma KoHourypaumm npotokona MSTP

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan

instance_id:(1..63);
vlan_range: (1..4094)

Co3aaTtb COOTBETCTBME MEXKAY IK3emnaapom npotokona MSTP u
rpynnamu VLAN.

- instance-id — npeHTMdMKaTOp 3K3emnapa npoTokosia MSTP;

- vlan-range — Homep rpynnbl VLAN.

YAanutb COOTBETCTBME MEXKAY IK3emMnaapom npotokona MSTP wm

vlan_range rpynnamu VLAN.

name string 3apaTb MMA KoHOUrypaumm MST.
string: (1..32) cumBona | - string — vma KoHourypaummn MST.

no name Ypanutb uma KoHourypaumm MST.

revision value

no revision

value: (0..65535)/0

3agaTb HoMmep peBu3nun KoHoburypaumm MST.
- value — Homep peBunsnn KoHdurypauum MST.

YCTaHOBUTL 3HaYeHKne no ymondyauuio (value).

exit

Bbixoa, n3 pexuma KoHdurypauum npotokona MSTP ¢ coxpaHe-
HUEeM KoHoUrypaumm.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica Ethernet, uHmepagelica 2pynnsi NopmMos

Buga 3anpoca KOMaHAHOM CTPOKW B pexnme KoHourypauum uHtepdelica Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 85 — KomaHgbl pexknma KoHpurypaumm nHtepoeiica Ethernet, rpynnel noptos

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree guard root

no spanning-tree guard

-/3au.|,v1Ta BbIK/1lOYEHa

BKAOUMTDL 3aLLUTY «KKOPHA» ANA BCEX CBA3YOLWMX Aepesbes STP Bbl-
6paHHoOro nopta. [laHHaA 3alWmMTa 3anpeLllaet uHTepdeicy ObiTb
KOPHEBbIM MOPTOM KOMMYyTaTOpa.

YCTaHOBUTb 3Ha4YeHME N0 YMOJYAHMUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHOBUTL NpuopuTeT nHTepdelica B aksemnasape MSTP.
- instance-id — naeHTUOUKATOP 3K3emNAApa NpoTokona MSTP;
- priority — npuopuTeT nHTEpdelica.

V 3HaueHue NpuMopuTeTa J0/KHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHne Mo YMONAYaHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YCTaHOBUTbL LLEHHOCTb NyTU Yepe3 BblOpaHHbIA WHTepdeic ana
onpeaeneHHOro aksemnasapa npotokona MSTP.

- instance-id — vaeHTUduKaTOp s3K3emnaspa npotokona MSTP.

- COSt — LLleHHOCTb NyTy.

YCTaHOBWUTb 3HayeHue, onpefensiemMoe Ha OCHOBAHUM CKOPOCTU
nopTta u meToaa onpeaeneHuns LeHHOCTU NyTu, cMm. Tabauuy 78.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YCTaHOBUTbL MPUOPUTET UHTEpPdECa B KOPHEBOM CBA3YIOLLEM Ae-
pese MSTP.

V 3HauyeHMe NpuopuTeTa A,O0/MKHO 6bITb KPaTHO 16.

YCTaHOBUTbL 3HaYeHue Nno YMONYaHUIO.
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spanning-tree mst instance_id
pseudoRootid priority priority
mac-address mac_add

no spanning-tree mst
instance_id pseudoRootid

instance_id: (1..63);

YcTaHOBUTb NpuopuTeT pseudoroot B aksemnnspe MSTP.

priority: (0..240)/128

YCTaHOBUTb 3HAYeHUE NO YMOIHaHUIO.

spanning-tree mst instance_id
guard {root/none}

instance_id: (1..63);
-/none

BKAOUNTL UM OTKNOUMTD spanning-tree Root Guard B yKazaHHOM
ak3emnnape MST.

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexnma Privileged EXEC:

console#

Tabanua 86 — KomaHgbl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show spanning-tree
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}
[bpduguard | cost | detail |
port | portfast | priority |

rootcost | state | stats]

interface {fastethernet fa_port |

inconsistency | layer2-gateway-

restricted-role | restricted-tcn |

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

Mokas3aTb KoHbMrypaumto npoTokona STP.

show spanning-tree mst
instance_id [detail]

instance_id: (1..63)

MokasaTb  noapobHyto
HacTpolike npoTokona STP.

MHbOpMaLmto

o

show spanning-tree mst
configuration

MokasaTtb MHGOPMALMIO O CKOHOUIYPMPOBAHHbIX

aKk3emnaapax MSTP.

clear spanning-tree mst

{fastethernet fa_port |
gigabitethernet gi_port |

channel group}}

instance_id counters {interface

tengigabitethernet te_port| port-

Instance_id: (1..63);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

group: (1..24)

OuuncTKa cuetumkos STP.

4.14.4 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKumMA Layer 2 Protocol Tunneling (L2PT) no3sonseT nponyckatb cnyXebHble NakeTbl Pa3/IMyHbIX
L2-npoTokosios (PDU) yepes ceTb NpoBaiiaepa, YTo NO3BOSET «MPO3PAYHO» CBA3ATb KIMEHTCKMUE CETMEHTbI

ceTn.

L2PT uHkancynupyet PDU Ha rpaHMYHOM KOMMyTaTope, MnepefaeT MX Ha APYror rPaHUYHbIN
KOMMYTaTOpP, KOTOPbIA OXKWAaeT cneumanbHble MHKAMNCY/IMPOBAHHbIE Kagpbl, @ 3aTEM AeKancyanpyeT ux,
YTO NO3BO/IAET NOJIb30BATENAM NepesaBaTb MHPOPMALMIO 2-F0 YPOBHSA Yepes ceTb NpoBanaepa.

KomaHObI pexcuma 2a06asab6Hol KoHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #

Tabnnuya 87 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

lacp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d4

YCTaHOBWTb afpec HasHauYeHUsa A9 MHKaNCyIMPOBaHHbIX KaLpoB
(frame) cooTBeTcTBYIOWErO NPOTOKONA.
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multicast-mac-address

01:00:0c:cd:cd:e3

(frame) cooTBeTCTBYIOLLETO NPOTOKONA.

stp-tunnel-address multicast-mac-address/ | YcTaHOBUTb agpec HasHayYeHUa 41A MHKAMNCY/IMPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:d0 (frame) cooTBeTCTBYIOLLErO NPOTOKONA.
lidp-tunnel-address multicast-mac-address/ | YcTaHOBUTL afpec HasHa4YeHUa A7 UHKANCyMPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:d8 (frame) cooTBeTcTBYOLLETO NPOTOKOAA.
isis-11-tunnel-address multicast-mac-address/ | YcTaHOBUTb agpec HasHaYeHUA A48 MHKaANCY/IMPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:dc (frame) cooTBeTcTBYHOLLETO NPOTOKOAA.
isis-12-tunnel-address multicast-mac-address/ | YcTaHOBUTL afpec HasHa4YeHUa A7 UHKANCyIMPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:dd (frame) cooTBeTCTBYIOLLErO NPOTOKONA.
pvst-tunnel-address multicast-mac-address/ | YcTaHOBUTL afpec HasHa4YeHUa A7 UHKANCyIMPOBaHHbLIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:df (frame) cooTBeTcTBYHOLLETO NPOTOKOAA.
vtp-tunnel-address multicast-mac-address/ | YcTaHOBWTb agpec HasHaYeHUA A8 MHKANCY/IMPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:e0 (frame) cooTBeTcTBYHOLLETO NPOTOKOAA.
ospf-tunnel-address multicast-mac-address/ | YcTaHOBUTb agpec HasHaYeHUA A48 MHKaANCY/IMPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:el (frame) cooTBeTCTBYIOLLErO NPOTOKONA.
rip-tunnel-address multicast-mac-address/ | YcTaHOBUTb aApec HasHaYeHUa A4/1A MHKAMCY/IMPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:e2 (frame) cooTBeTCTBYIOLLETO NPOTOKONA.
fctl-12-tunnel-address multicast-mac-address/ | YcTaHOBUTb aApec HasHaYeHUa A1 MHKAMNCY/IMPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:de (frame) cooTBeTcTBYOLLETO NPOTOKOA.
igmp-tunnel-address multicast-mac-address/ | YcTaHOBUTb afpec HasHaYeHWUa ANA UHKaNCY/IMPOBaHHbIX KaapoBs
multicast-mac-address 01:00:0c:cd:cd:db (frame) cooTBeTcTBYOLLErO NPOTOKOA.
vrrp-tunnel-address multicast-mac-address/ | YcTaHOBUTb aApec HasHayYeHUa A/1A UHKaNCy/IMPOBaHHbIX Kaapos

KomaHObI pexcuma KoHgpu2ypayuu uHmepgeticos Ethernet

Buz 3anpoca KoMaHAHOM CTPOKM B pexnume KoHurypaunmn nntepoeiicos Ethernet:

console (config-if) #

Tabanua 88 — KomaHgbl pexknma KoHpurypaumm nHtepoeiicos Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

12protocol-tunnel {stp | lacp |
lidp | isis-11 | isis-12 | fctl |
ospf | rip | vtp | pvst | igmp |
vrrp}

no I2protocol-tunnel {stp |
lacp | lidp | isis-11 | isis-12 |
fctl | ospf | rip | vtp | pvst |
igmp | vrrp}

-/BbIK/IIOYEHO

BkAtounTb pexum nHkancynauum PDU.

BbIkntoUNTb pexkum nHkancynaumm PDU.

Mpwu BKAOYEHUM MHKacnynsauuu ansa VTP nHKancyamposatbeca 6yaer Bca rpynna npoToKo-
. nos ¢ MAC-agpecamum HasHauyeHua 01:00:0C:CC:CC:CC.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 89 — KomaHabl pexkmuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show I2protocol-tunnel
[interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port port-channel group}] |
[summary] | [vlan vian_id]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
vlan_id: (1..4094);
group: (1..24)

OT06pasnTb KoHdUrypaumio L2PT cymmapHO v Mo OTAENbHbIM WUH-

Tepdericam.

100

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES34xx, MES37xx




HELTEX

show I2protocol tunnel-mac-
address

OT06pa3unTb agpeca HasHaYeHUA AN MHKANCYIMPOBaHHbIX KagpoB
(frame).

4.14.5 Hacmpolika npomokKona LLDP

OcHoBHoW ¢yHKuUMen npoTtokona Link Layer Discovery Protocol (LLDP) asnsetca obmeH mexay
CETEBbIMW YCTPOICTBAMM O CBOEM COCTOAHUM U XapaKTepucTukax. MHpopmauma, cobpaHHaa nocpeactsom
npoTtokona LLDP, Hakan/iMBaeTcA B YCTPOMCTBAX M MOXKET ObITb 3anpoLLeHa ynpaBastowMm KOMMAbIOTEPOM
no npotokony SNMP. Takum obpasom, Ha OCHOBaHMM cobpaHHOM WHOPMAaLMM, Ha YNPaBAAIOLLEM
KOMMbIOTEPE MOXKET ObITb CMOAENNPOBAHA TONOIOTUSA CETU.

KOMMyTaTopr noaaepXMearoT nepenadvyy KakK CTaHOapPTHbIX NMapamMeTpoB, Tak U ONUUOHA/IbHbIX,

TaKUX KaK:

—  WMSA YCTPOWCTBA U €ro OnucaHue;
—  MMA NopTa U ero onucaHue;
—  uHbopmauusa o MAC/PHY;

- UT.A.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMma rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnunua 90 — KomaHab! pexxkmma rnobanbHoN KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuo

Aelicmeue

shutdown Ilidp

no shutdown lidp

-/BKNIOYEHO

OTKAtounTL paboTy moayns LLDP Ha ycTpolicTse.
[aHHaA KomaHAa oTKAKoYaeT paboty moayns LLDP ¢
. 6e3803BpaTHbIM yAaNeHMem Bcex HacTpoek 610Ka
LLDP.

BkntounTtb paboTy moayns LLDP Ha ycTpoicTse.

set lidp enable

set lidp disable

-/BbIK/OYEHO

Pa3pewnTb KoOMMyTaToOpy UCNO/b30BaHWe NpoToKoaa LLDP.

3anpeTuTb KOMMYTaTOPY UCMO/Ib30BaHKWeE NPOTOKoa LLDP.

lidp lldpdu filtering

set lldp version {v1 | v2} -/vl 3apaTtb Bepcuto npoTtokona LLDP.
lldp mac_address YKkazatb MAC-agpec, Ha KoTopbi 6yayT oTcbigateca lldp-Kagpsol.
- lldp-Kagpbl TaK ke 6yayT Ay6AamMpoBaTbca Ha cTaHAAPTHbIN MAC-ag-
pec.
lidp lldpdu flooding ffiltering YCTaHOBUTb pexxum ¢puabTpaumm naketos LLDP BPDU.

YCTaHOBWTb 3HAYeHue no YMOIYaHUIO.

lldp chassis-id-subtype
{chassis-comp string | if-alias |
if-name | local string | nw-
addr | port-comp string}

lldp chassis-id-subtype mac-
addr

string: (1..255)
CUMBO/IOB;
-/mac-address

3agatb chassis-id-subtype ans lldp-kagpa.

BepH\/Tb K 3Ha4YeHUIO N0 YMOYaHUIO.

lldp reinitialization-delay
delay

delay: (1..10)/2

YCTaHOBUTbL 3a4epXKKy MOBTOPHOW MHMUMANM3aumMu (Bpems 3a-
OEPXKKU, BbinosHAemoe LLDP ana noBTOPHON MHMUMANU3aLMM Ha
ntobom nHTepdelice).
V Y106bl OTMEHUTb HACTPOIKY Heo6XoAMMO BbICTaBUTb
3HaYeHue No YMOIYaHuUIO.

lldp transmit-interval interval

interval: (5-32768)/30

YcTaHOBWTbL MHTepBan nepeaauu lldp-kagpos.
/| UTo6bl OTMEHUTb HACTPOiiKy Heob6XoAMMO BbICTAaBUTbL
3HauYeHne No YMONYAHMIO.

lldp notification-interval
seconds

seconds: (5-3600)/5

YCTaHOBUTb MaKCMMasibHYH CKOpocTb nepegauu lldp-kagpos.
Seconds — nepuog, BpemMeHU B TeYEHUW KOTOPOro YCTPOMCTBO MO-
JKEeT 0TNpaBuTb He 6onee ogHoro Kagpa (frame).
V YT1o6bl OTMEHUTb HACTPOMKY HEeobXoAUMO BbICTaBUTb
3HauYeHne No YMONYAHMIO.
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lidp tx-delay value

value: (8192)/2

YCTaHOBUTb MUHUMAbHYO AJUTENBHOCTb 334EPKKNU, Mexay no-
cnepoBaTenbHbIMKM Kagpamu LLDP.
Y106bl OTMEHUTb HACTPOIIKY HEeo6XoAMMO BbICTAaBUTb
V 3HaYeHUe No YyMON4YaHHUIo.

lidp txCreditMax value

YctaHoBUTb 3HaveHune Credit Max (MakcMMaibHOE KOAMYECTBO no-

value: (1..10) cnepoBatenbHbix LLDPDU, KoTopble MoryT 6biTb NepesaHbl B ito-
6oe Bpems).
lidp txFastlnit value value: (1.8) YCTaHOBUTb YMCNO MaKeTOB, KOTOpoe ByayT OTNpaBAATbCA B ne-

puogp fast init.

KomaHObI pexcuma KoHgpu2ypayuu uHmepagelicos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexMme KoHdurypaummn nHtepdelicos Ethernet:

console (config-if) #

Tabanua 91 — KomaHgpl pexnma KoHdurypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

lldp dest-mac mac_address

no lldp dest-mac
mac_address

-/BbIK/IIOYEHO

3apgatb MAC-agpec, Ha KoTopbI byayT oTcbinaTteea lldp-Kagpsbi.

Yaanutb MAC-agpec, Ha KoTopbl 6yayT oTcbinatees lldp-kaapbl.

lidp transmit [mac-address
mac_addr]

no lidp transmit [mac-
address mac_addr]

-/BKNIOYEHO

Pa3spewaeTt nepepayy naketos no npotokony LLDP Ha uHTep-
deiice.

3anpeTnTtb Nepepadvyy naketoB No NpoTokony LLDP Ha uHTep-
deiice.

lldp med-app-type type
{none | vlan {untagged|
vlan-id vian_id}} {priority
priority | dscp dscp}

no lidp med-app-type type

type: (guestVoice, guestVi-
oceSignaling, softPhone-
Voice, streamingVideo, vid-
eoconferencing, voice,
voiceSignaling);
vlan_id: (1..4094);
priority: (0-7);
dscp: (0-63)

HasHauutb npasuno network-policy saHHOMY MHTepdeicy.

Ypanutb npasuno.

lldp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lidp med-location {civic-
location | coordinate-
location | elin-location}

-/BbIK/OYEHO

3a4aTb MECTOMNON0XKEHME YCTPOWCTBA ANs NpoTokoaa LLDP (3Ha-
YyeHune napameTpa location npotokona LLDP MED).

- coordinate — agpec B cucTeMe KOOPAUHAT;

- civic_address_data — agmMMHWUCTPaTMBHbIN aApec YyCTPOMUCTBA;

- elin_data — agpec 8 popmarte, onpegenerHom ANSI/TIA 1057.

YOanutb mectononoxeHue.

lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

no lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

-/BbIKAOYEHO

CroHdurypmposaTb TLV LLDP-MED Ha gaHHOM nHTepdelice.

Yaanutb HacTpoinky TLV LLDP-MED Ha uHTepdelice.

lidp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lldp notification

BK/tOUMTbL OTNpaBKy Tpanos no cobbitusam LLDP.

OTKNOYUTbL OTNPABKY TPanos no cobbitusam LLDP.

lidp port-id-subtype
{if-alias, if-name, mac-addr,
local string}

no lldp port-id-subtype

string: (1..255);
-/ if-name

3agatb ID Port Subtype gns kagpa LLDP.

YCTaHOBUTb 3Ha4YeHME N0 YMOHYAHUIO.
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lidp receive [mac-address
mac_addr]

no lldp receive [mac-address
mac_addr]

-/BKAIOYEHO

PaspewunTtb nHTEpdelicy npuHMMaThb Kagpsl LLDP.

3anpeTuTb MHTepdency NPUHMMaTb Kagpbl LLDP.

lidp tlv-select basic-tlv tiv_list

no lidp tlv-select basic-tlv

tlv_list: (port-descr, sys-
capab, sys-descr, sys-name)

Onpeaenntb Kakne 6a3oBble onuuoHanbHble TLV-nons 6yayt
BK/IlOYEHbI YCTPOMCTBOM B NepegaBaembliii LLDP-naker.

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.

lidp tlv-select {dot1tlv |
dot3tlv} tiv_list

no lidp tlv-select {dot1tlv |
dot3tlv}

tlv_list: (link-aggregation,
macphy-config, max-
framesize)

OnpepenvTb Kakue cneumasnbHble onuuoHanbHble TLV-nona 6y-
OYT BK/IIOYEHbI YCTPOUCTBOM B Nepesasaemblit LLDP-nakerT.

YCTaHOBWUTb 3HAYeHME NO YMO4aHUIO.

v/
Y/

nopT rpynnbi.

KomaHObI pexcuma Privileged EXEC

Maketbl LLDP, npuHATble yepes3 rpynny NOpTOB, 3aNOMMUHAIOTCA UHAMBUAYA/SIbHO NOPTamMU
rpynnbl, NPUHABWMMMU coobweHusa. LLDP oTnpasnseT pasniMyHble cOOBLEHUA HA KaXKAbli

Pabota npotoKona LLDP He 3aBUCUT OT COCTOAHMA NpoToKona STP Ha nopTy, naketbl LLDP or-
NpaBAAOTCA U NPUHUMAIOTCA HA 3a6/10KMPOBaHHbIX NPOTOKoI0M STP-nopTax.

Bug 3anpoca KomaHAHOM CTpoKK pexkuma Privileged EXEC:

console#

Tabanua 92 — KomaHgbl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show lldp local
[gigabitethernet gi_port |
tengigabitethernet te_port]
[mgmt-addr]

Moka3saTb LLDP-uHdpopmaLmto, KOTOPYO aHOHCUMPYIOT MOPTbI.

show lidp neighbors [detail]

MokasaTb MHbOPMALMIO O COCEAHMX YCTPOMUCTBAX, HA KOTOPbIX pa-
6oTaeT npoTokoa LLDP.

show lldp statistics

MNMokasaTtb cTaTUcTuKy LLDP.

Tabanuya 93 — OnucaHue pesynbTaTos
Mone OnucaHue
Timer OnpegenseT, Kak YacTo ycTpolicTeo weT LLDP-o6HoOBAEHMA.
Onpegaenset BeanuunHy spemenu (TTL, Time-To-Live) ans npuHMMalOLLEro YCTPOMCTBa,
Hold Multiplier B TEYEHME KOTOPOro HYXKHO yAepKMBaTb NPUHMMaeMble nakeTbl LLDP nepepg, nx cbpo-
com: TTL = Timer * Hold Multiplier.
Reinit dela OnpeaensetT MUHUMaNbHOE BPEMSA, B TEYEHWE KOTOPOro NopT ByAeT 0XXnAaTh nepes,
y nocbinkol cneaytowero LLDP-coobuieHus.
Tx dela OnpepensaeT 3a4epKKy Mmexay nocnegyrowmmmmn nepegadamu LLDP-Kagpos, MHULUK-
¥ POBAHHbIX U3MEHEHUAMM 3HaYEeHUI Anbo cTaTyca.
Port Homep noprta.
State Pexxum paboTbl nopTa gnsa npoTtokoaa LLDP.

Optional TLVs

TLV-onuumn, KoTopble nepegatoTca

Bo3moKHble 3Ha4eHus:
PD — Onucanue nopta;
SN — CuctemHoe ums;

SD — OnuncaHne cnuctemsl;

SC — BO3MOXHOCTM CUCTEMBI.

Address

Appec ycTpolictBa, KoTopblt nepegaetca B LLDP-coobueHumnx.
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Notifications

YKasblBaeT, pa3speLeHbl uam 3anpeLLeHbl ygegomneHua LLDP.

_|

abanya 94 — OnucaHue pesynbTaTos

lMone OnucaHue
Port Homep nopTa.
Device ID Nma nnn MAC-agpec cocegHero ycTpomncrsa.
Port ID NpeHTudMKaTOp NopTa coceaHEero ycTpomncraa

System name

CuctemHoe MMA yCTPOMCTBA.

Capabilities

[aHHoe none onucbIBaeT TMN yCTpoicTBa:
B — Mocr (Bridge);
R — MapuwpyTtumsatop (Router);
W — TouKka goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);
D — DOCSIS-ycTpoticto (DOCSIS cable device);
H — CeTeBoe ycTpolicTBo (Host);
r — NosTopuTens (Repeater);

O — Tun HeunssecTteH (Other).

System description

OnwucaHue cocegHero ycTpoicTea

Port description

OnwucaHue nopTta cocefHero ycTpoicTaa

Management address

Appec ynpasneHus yCTponcTBOM.

Auto-negotiation support

OnpegenseT, nogaep»1BaeTca I aBTOMaTUYECKOe onpeaesieHne pexmnma nopra.

Auto-negotiation status

OnpegenAeT, BKAOYEHA M NOAAEPKKA AaBTOMAaTUYECKOro onpeaeneHma pexmma

nopra.

Auto-negotiation
Advertised Capabilities

Onpegenset peskumbl, NoaaepKmBaemble QyHKLMEN aBTOMATUYECKOTO onpeaesieHuns

nopra.

Operational MAU type

Pabouunii MAU-TUN ycTpoicTea.

Mpumep HacTpoikm TLV-onumit Ha nHtepodeiice Gigabitethernet 0/1:

console (config)# set 1lldp enable
console (config) # interface gigabitethernet 0/1

console (config-if) #
console (config-if) #

1lldp
1lldp

(
(
(
(
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if

1lldp
1lldp
1lldp
1lldp
1lldp
1lldp
1lldp

)
)
)
)
)
)
)
)
) # 1lldp

tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select

basic-tlv
basic-tlv
basic-tlv
basic-tlv
basic-tlv
dotltlv
dotltlv
dot3tlv
dot3tlv
dot3tlv

4.14.6 Hacmpoiika npomokona G.8032v2 (ERPS)

port-descr

sys-name

sys-descr

sys-capab

mgmt-addr ipv4 10.0.0.1

port-vlan-id
protocol-vlan-id all
macphy-config
link-aggregation
max-framesize

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHasHayeH ANA NOBbILEHMA YCTONYMBOCTH
W HAOEXHOCTU CeTU nepefayun AaHHbIX, UMeIOLWEen KOMbLEBYO TOMO/IOTUIO, 33 CYET CHUMKEHUA BPEMEHM
BOCCTAaHOB/IEHMA CETM B C/ly4ae aBapuun. Bpema BoccTaHOBAEHMA He MpeBbiwaeT 1 CEeKyHAbl, YTO cylie-
CTBEHHO MEHbLUE BPEMEHM NePEeCTPOMNKM CETU NPU UCMOIb30BAHNKN NPOTOKO/I0B CEMEICTBA spanning tree.

V ERPS noaaep:kaH TonbKo Ha mogenax MES2424, MES2448.
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KomaHObI pexcuma 2a06asab6Hol KoOHu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnuya 95 — KomaHabl pexkmma rnobanbHol KoHpUrypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

shutdown aps ring

no shutdown aps ring

-/BbIKOYEHO

OTKkntountb paboty moayna ERPS Ha ycTpoii-
cTBe.
JaHHaA KomaHAa OTKAoYaeT paboty
.’ mopyna ERPS c 6e3Bo3BpaTHbIM yaa-
NeHueMm Bcex HacTpoek 6noka ERPS.

Paspewuntb paboty moayna ERPS Ha ycTpoit-
cTBe.

aps ring enable

no aps ring enable

-/BbIK/IIOYEHO

Pa3spewntb paboTy npoTtokona ERPS.

3anpeTtutb paboTy npoTtoKona ERPS.

aps ring vlan-group-manager {erps |
mstp}

-/mstp

Bbibop meHeaepa rpynnupoBKuM vian.

aps ring group ring_id

no aps ring group ring_id

ring_id: (1..4294967295)

Co3patb ERPS-Ko/bLO.

Ypanutb ERPS-konbLO.

aps group name name ring group
ring_id

name: (1..35) cumBosos
ring_id: (1..4294967295)

3af4aTb MMS KOAbLy.

aps ring notification enable

no aps ring notification enable

-/BKNOYEHO

BKkntounTb cobbiTmA paboTbl Konbua ERPS.

OTKAoYUTL cobbITMA paboTbl Konbua ERPS.

aps ring map vlan-group vian-group-id
{add | remove} vian_list

no aps ring vlan-group vian-group-id

vlan-group-id: (0..64)
vlan_list: (1..4094)

Cospaatb vlan-rpynny c gobasneHune nau yaane-
Huem vian.

Ypanutb vlan-rpynny.

aps ring proprietaryClearFS {enable |
disable}

-/BKAtOYEHO

MN3MeHUTb peXKMM BOCCTaHOB/IEHMSA KO/bLLA NP
ounctke forced switch.

KomaHObI pexcuma KoHguaypauuu npomokona ERPS

Bupg 3anpoca KOMaHAHOM CTPOKU B pexxnume KoHpurypaumm konbua ERPS:

console# configure terminal

console
console

(config) # aps ring group 1
(config-ring) #

Tabanua 96 — KomaHabl pexkMma KoHourypaumm Konbua ERPS:

3Ha4yeHue/3HayeHue o

KomaHoa Aeiicmeue
YMOAYAHUIO
aps clear Ypanutb HacTpoiku force/manual switch.
! Tonbko ana sepcum v2.
aps compatible version {v1 | v2} 2 BbibOp peskMma COBMECTMMOCTM C APYrMmMu

BepcMAMM nNpoToKona G.8032.

aps force {gigabitethernet gi_port |
tengigabitethernet te_port | port-
channel po}

no aps force

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
-/BbIK/IIOYEH

Bkntountb perkum force switch ¢ 610KMpoBKoW
yKasaHHoro nopra.

OTKAtounTb pexkum force switch.

! TonbKo ana sepcum vl.

aps manual {gigabitethernet gi_port |
tengigabitethernet te_port | port-
channel po}

no aps manual

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
/BblKIOYEH

BkatounTb pexknum manual switch ¢ 610kmMposKoit
YKa3aHHOro nopra.

BbIkntounTb pexkum manual switch ¢ 610Kknpos-
KOW yKasaHHOro nopra.
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! Tonbko ans Bepcum vi.

aps main ring id ring-id

ring-id: (1..4294967295)

YKa3aTb OCHOBHOE KO/bLO AR OAHHOTO NOoA-
Ko/bLA.

aps map vlan-group vian-group-id

vlan-group-id: (0..64)

MpuBaAsaTb vlan-rpynny K KonbLy.

’ TonbKo gna pexxuma service-based.
.

aps neighbor {gigabitethernet gi_port

| tengigabitethernet te_port | port-
channel po}

no aps neighbor

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
/OTKAOUYEHO

Hactpouts ponb coceaa ana rpl-nopra.

CbpocuTtb ponsb rpl-nopra.

aps owner {gigabitethernet gi_port |
tengigabitethernet te_port | port-
channel po}

Nno aps owner

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
/OTKAOYEHO

HacTpouTb ponb Bnagensua rpl-nopra.

Cébpocutb ponsb rpl-nopra.

aps propagate-tc [status {enable |
disable} | ring-ids ring_id]

no aps propagate-tc

ring_id: (1..4294967295)
/OTKNOUYEHO

BKAOYMTb OTNpaBKy curHana ouunctkm MAC-
TabAnupbl B OCHOBHOE KOJbLLO MPU NepecTpoeHnmn
noAKo/bLa.

OTKNIOYUTL OTNPaBKY CurHana ounctkm MAC-
TabAnupbl B OCHOBHOE KOJbLLO MPU NepecTpoeHnmn
nogKonbLa.

aps protection-type {port-based |
service-based}

-/port-based

MN3MeHWTb TN 3aWuTbl KoNbLa

- port-based — PaboTaeT To/1bKO C HyneBoM
vlan-rpynnoi;

- service-based — Mcnonb3yeTca c KOHKPETHbIMM
vlan-rpynnamm.

aps revert Bbi6op pexunma paboTbl KosbLa.
-/BKOYEHO
no aps revert
aps subring-without-virtualchannel . OTKntounTb virtualchannel B pabote ¢ sub-ring.
. -/disable
{enable | disable}
aps group active AKTMBaLMA KONbLa.
no aps group active -/OTKAOYEHO OTKAlOYEeHUE KobLa.

aps timers guard value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cekyHz /500 mc

YcTaHOBKa Taimepa 6J10KMpyoLLero yctapeslume
R-APS coobuieHusn.

aps timers hold-off value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cekyHg, /0 mc

YcTaHOBKa TallMepa 3aflepXKM peaKkuun Kom-
MYTaTopa Ha U3MeHeHWe B COCTOSHUM.

aps timers periodic value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cekyHa /5000 mc

YcTaHoOBKa MHTepBana nepegaym RAPS pdu.

aps timers wtb value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cexkyHa, /5500 mc

YcTaHOBKa Taimepa 3a4epiKKWM Mocae OYMCTKM
coctosaHua force/manual switch.

aps timers wtr value {hours |
milliseconds | minutes | seconds}

Value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cexkyHz /300 ¢

YcTaHOBKa Talimepa, KOTOPbI 3amnyckaeTca Ha
RPL Owner kommyTaTope B revertive-pexxmme.
Mcnonb3yetcAa AnAa nNpefoTBPALLLEHMA  YaCTbIX
3aLMTHBIX NEepeK/loYeHUn U3-3a CUrHaNoB O
HenCcnpaBHOCTAX.

aps working level leve/

no aps working level

level: (0..7)/0

HacTtpoiika yposHs Maintenance domain (MD).

Yaanutb gomeH Maintenance domain (MD).

aps working west {gigabitethernet
gi_port | tengigabitethernet te_port |
port-channel po} east {gigabitethernet
gi_port | tengigabitethernet te_port |

port-channel po} vlan vian-id

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
vlan-id: (1..4094)

HacTpoitka west, east NOpTOB € yKasaHuem
cnyebHoro vlan (R-APS VLAN). B nepsyio
oyepenb 3agaeTcsA west-nopt, 3aTem east-nopr.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:
console#

Tabnnua 97 — KomaHabl pexkmma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue o Leiicmeue
YMOAYAHUIO
show aps ring BbiBOoA MHOOPMaL MK 06 0buem coctosHum ERPS
i N COCTOAHWUM BCEX HAaCTPOEHHbIX KOJeLl,.
show aps ring configuration - BbiBOA MHOOPMaUMKM O KOHOUIPYyaLMK KobLa.
show aps ring global info - BbiBOA MHOOPMaUuK o cocTosiHMM moaynsa ERPS.
show aps ring group ring id id: (1..4294967295) BbiBoA, MHGOPMALMM O COCTOAHMU KOHKPETHOTO
Ko/bLa.
show aps ring statistics - BbiBOA, CTAaTUCTUKM 151 BCEX KOJIbL,EBbLIX MOPTOB.
show aps ring timers - BbiBOA MHOOPMaUuK o Bcex Taiimepax ERPS.
show aps ring vlan-group {vian-group- vlan-group-id: (0..64) BbiBoa MHOOpMauuu o vian B vlan-rpynne.
id}

[pumep Hacmpoliku ERPS

HacTpouTb KonbLo ¢ naeHTMdmKaTopom 1. [Ina NnpoxoxaeHUs cnykebHoro erps-TpaduKa B KOAbLLE UCMOJb-
3yetca vlan 1000 (r-aps vlan), vlan 1-999 3awmuieHHble (protected) go6asneHsi 8 1 vlian-rpynny. MNoptte0/1
ABnseTca west-noptom, east-nopt te0/2, rpl-owner te0/1.

console (config) #vlan 2-1000

console (config-vlan) #vlan active

console (config-vlan) #exit

console (config) #no shutdown aps ring

console (config) #aps ring enable

console (config) #aps ring vlan-group-manager erps
console (config) #aps ring map vlan-group 1 add 1-1000
console (config) #aps ring group 1

console (config-ring) #aps working west tengigabitethernet 0/1 east
tengigabitethernet 0/2 vlan 1000

console (config-ring) #aps owner tengigabitethernet 0/1
console (config-ring) #aps protection-type service-based
console (config-ring) #aps map vlan-group 1

console (config-ring) #aps group active

4.15 Hacrtpoiika npotokona OAM

Ethernet OAM (Operation, Administration and Maintenance), |IEEE 802.3ah — ¢yHKUUU ypOBHA
KaHana nepefayu OaHHbIX NPeACTaBAAOT COOOM MPOTOKO/A MOHUTOPUMHIA COCTOAHMA KaHana. B stom
NpPoOTOKO/e ANA Nepesayn MHPOPMALMKM O COCTOAHMUM KaHana Mexay HenocpeacTBEHHO NOAKAOYEHHbIMU
ycTpoictBammu Ethernet ucnonbayioTca 610KM AaHHbIX npoTokona OAM (OAMPDU). O6a ycTtpoictsa
OO/IXKHbI noaaep*knBatb cTaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B perxnume KoHdurypaumm nutepdeicos Ethernet:

console (config-if)#

V HacTtpoitka Ethernet OAM TpebyeTca anAa oTnpaBkuM snmp-trap no cobbiTuio Dying Gasp.
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Tabnunua 98 — KomaHabl perknuma KoHourypaumm nHtepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

shutdown ethernet-oam

OTkntountb paboty moayna Ethernet OAM Ha ycTpoWcTBe.
[laHHaA KomaHAaa oTKAtoyaeT paboty moayna Ethernet

-/BKAKOYEHO OAM c 6e3B03BpaTHbIM yZAa/NeHMEM BCEX HACTPOEK
6noka OAM.
no shutdown ethernet-oam Bratountb paboty moayns Ethernet OAM Ha ycTpoiicTse.
shutdown fault-management OTKAtounTL paboTy moayns Fault-management Ha ycTpolicTse.
[laHHaA KomaHAa oTKAlovaeT pabory mopynsa Fault-
' management ¢ 6e3B03BpaTHbIM yAaJeHUEM BCEX Hac-
-/BKAKOYEHO ®

no shutdown fault-
management

Tpoek 6n10kKa Fault-management.

BkatounTb paboTy moayna Fault-management Ha ycTpoicTee.

ethernet-oam enable

ethernet-oam disable

-/BbIKNOYEHO

PaspewunTb paboty OAM.

3anpetutb paboty OAM.

ethernet oam link-monitor
frame threshold count

no ethernet-oam link-monitor
frame threshold

count: (1..900)/1

YCTaHOBWUTbL MOPOr KOMYECTBA OWMOOK 3a YKa3aHHbIN nepuop,
(nepnog, ycTaHaBanBaeTca KomaHgoi ethernet oam link-monitor
frame window).

BoccTaHOBUTL 3HaYeHMe No YMOYaHULO.

ethernet-oam link-monitor
frame window window

no ethernet-oam link-monitor
frame window

window: (10..600)/100 mc

YCTaHOBUTb BPEMEHHOW NPOMENKYTOK A/1A NnogcyeTa KoandyecTea
owmnboK.

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

ethernet-oam link-monitor
frame-period threshold count

no ethernet-oam link-monitor
frame-period threshold

count: (1..900)/1

YcTaHOBUTL nopor ana cobbitua «frame-period» (nepuog, ycra-
HaBAuMBaeTcA KomaHgol ethernet-oam link-monitor frame-pe-
riod window).

BoccTaHOBUTL 3HaYeHMe No YMOYaHULO.

ethernet-oam link-monitor
frame-period window window

no ethernet-oam link-monitor
frame-period window

window:
(OxFfff../123456..)

YCTaHOBWUTb BPEMEHHOM NPOMEXYTOK Ana cobbitna «frame-
period».

BoccTaHOBUTL 3HaYeHWe N0 YMOHAHMUIO.

ethernet oam link-monitor
frame-sec-summary threshold
count

no ethernet-oam link-monitor
frame-sec-summary threshold

count: (1..900)/1

YcTaHoBUTL Nopor Ans cobbitna «frame-sec-summary» (nepuog,
ycTaHaBAuBaeTca KomaHgol Ethernet-oam link-monitor frame-
sec-summary window), B cekyHzax.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

ethernet-oam link-monitor
frame-sec-summary window
window

window: (100..9000)/100

YCTaHOBUTb BPEMEHHOM NMPOMEXKYTOK Ans cobbiTna «frame-sec-
summary».

no ethernet-oam link-monitor me BOCCTaHOBMTbL 3HaYEHME MO YMOYAHMIO.

frame-seconds window

ethernet-oam mode YCTaHOBUTL pexkum paboTbl npoTokona OAM:
{active|passive} Jactive - active — KomMyTaTOp NOCTOAHHO oTnpasaseTr OAM PDU;

- passive — KOMMyTaTop HauyMHaeT otnpasaaTe OAM PDU TonbKO
npv Hannuum OAM PDU co BCTpeYHOM CTOPOHbI.

ethernet oam
remote-loopback {deny |
disable | enable | permit}

-/BbIK/NOYEHO

KomaHaa ansa ynpasneHus noaaepikon GpyHKLMKU 3aBopoTa Tpa-
duka.

- deny — urHopupyet KomaHgbl loopback;

- disable — 6nokupyet loopback;

- enable — BkatoyaeT KOHTpoNb ana loopback;

- permit — Bk/touaeT 06paboTKy loopback.

ethernet-oam uni-directional
detection

no ethernet-oam
uni-directional detection

-/BbIK/IOYEHO

BKAOUNTL GYHKLMIO OBHapYKeHWs OLHOHANpPaB/ieHHbIX CBA3el
Ha 6ase npoToKkona Ethernet OAM.

BoccTaHaBnvBaeT 3HauYeHMe No YMOJTHaHWIO.
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ethernet-oam uni-directional
detection action
{log|errdisable}

-/log

no ethernet-oam
uni-directional detection
action

OnpepennTb peakuuilo KOMMYyTaTopa Ha OZHOHanpas/eHHYHo
cBA3b:

- log — 3anucb B XKypHan;

- errdisable — nepesog nopta B coctosiHue «error-disable», 3a-
NUCb B }KypHan u otnpaska SNMP trap.

BoccTaHOBUTL 3HaYeHWE NO YMOHAHMUIO.

ethernet-oam uni-directional
detection agressive

-/BbIK/IIOYEHO

no ethernet-oam
uni-directional detection
aggressive

BK/OYNTb arpeccuBHbI pexnm onpepeneHna ogHOHanpaBaeH-
Hol cBA3K. Ecnv OT coceiHero ycTpoicTBa NnepecTaoT NpuxoguTb
Ethernet OAM-co06LEeHNsA — IMHK NOMEeYaeTCcs Kak 04HOHANpaB-
NIEHHbIN.

BoccTaHOBMTb 3HaYeHMe no YMONYaHUIO.

ethernet oam uni-directional
detection discovery-time time
no ethernet-oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YCTaHOBWUTb BPEMEHHOW UHTEPBa ANA onpeaeseHna TUNa ceAsn
Ha nopry.

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnuua 99 — KomaHab! pexxkmma rnobanbHoOn KoHUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

set ethernet-oam

{enable|disable} -/disable

BkatounTb/BbIKAOUMTL OAM B cucTEMe.

set ethernet-oam oui oui oui: (aa:aa:aa)

3apatb OUI gna OAM.

KomaHOwbI pexcuma Privileged EXEC

Bce KOMaHAb! AOCTYNHbI 418 NPUBUAETMPOBAHHOIO NoAb30BaTeNd. Bug 3anpoca KOMaHAHOM CTPOKM

perkunma Privileged EXEC:

console#

Tabnnua 100 — KomaHab! pexxkuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show port ethernet-oam -

OT106pasnTb MHGOPMALIMIO O TEKYLLEM COCTOSHUM 0am.

show port ethernet- fa_port: (0/1..
oam{fastethernet fa_port | gi_port: (0/1..

24);
48);

OT06pasnTb MHOOPMALMIO O TEeKyLLEeM COCTOSHUM 0am ANA KOH-
KpeTHOro uHTepodeiica.

gigabitethernet gi_port
| tengigabitethernet te_port]
statistics

te_port: (0/1..11).

gigabitethernet gi_port te_port: (0/1..11).
| tengigabitethernet te_port}
show port ethernet- fa_port: (0/1..24); 0OT06pPa3nTb COCTOAHME COCEACTBYOWEN KOHPUTypaLum.
oamlfastethernet fa_port | .
. ) gi_port: (0/1..48);
gigabitethernet gi_port te_port: (0/1..11)
| tengigabitethernet te_port] —port: e
neighbor
Zl;(r)nullf::::t:t:rit;e;‘; ot | fa_port: (0/1..24); SeTod?s;::lTb cratuctnky OAM ana nHTEpPEencoB/KOHKPETHOTO UH-
P gi_port: (0/1..48); P :
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show port ethernet-oam{ OT106pasntb OAM HacTpoiiKK nopTa.
fastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port }

event-notifications

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11).

show ethernet-oam global OT06pa3unTb rnobanbHble HaCTPOKKN 610ka OAM.
information

Mpumep HacTpolikun Ethernet OAM:

console (config)# set ethernet-oam enable
console (config) # interface gigabitethernet 0/1
console (config-if)# ethernet-oam enable

4.16 Npynnosas agpecauua

4.16.1 ®dyHKyusa nocpedHuka npomokona IGMP (IGMP Snooping)

®OyHKunAa IGMP Snooping ncnonb3yeTtca B CeTAX rpynnoBoM paccbiikm. OcHOBHOM 3agadven IGMP
Snooping ABnAeTCcA NpefocTaBleHMe MHOroagpecHoro TpaduKa TONbKO A1A Tex MNopToB, KOTOpble
3anpocuau ero.

« Moapep:xkusatorca sepcuun nporokona IGMP — IGMPv1, IGMPv2, IGMPv3.

l ®dyHKuua rpynnosoii punbtpaumm «bridge multicast filtering» BkntouyeHa no ymonuaHuio.
v G

Pacno3sHaBaHWe NOPTOB, K KOTOPbIM NOAKAOYEHbI MHOFOa4peCHbIe MapLLUPYTM3aToOPbl, OCHOBAHO Ha
cnepyowmx cobbITusX:

— IGMP-3anpocbl NPUHATBI HA NOPTY;

— naketbl npoToKkona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— NaKeTbl NPOTOKO/1A MHOroaapecHoi mapwpyTtusaymm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha nopTy;

— naketbl npoTtokona MRDISC npuHATLI Ha NopTY;

— nakeTbl npoTokosa Multicast Open Shortest Path First (MOSPF) npuHATbI Ha nopTy.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM peXxxnma riobanbHoM KoOHbUrypauum:
console (config) #

Tabaunua 101 — KomaHAabl pexkmma rnobanbHol KoHurypaumm

3Ha4yeHue/3HayeHue ”
KomaHoa / Aelicmeue
no yMmo/a4YaHuro
shutdown snooping OTRMouNTb paboTy moaynsa IGMP/MLD Snooping Ha ycTpolicTse.
l [aHHaa KomaHpa oTkalovaeT pabory  moaynAa
-/BKNIOYEHO L IGMP/MLD Snooping ¢ 6e3B03BpaTHbIM yAaneHuMem
Bcex HacTpoeK 6;10ka IGMP/MLD Snooping.
no shutdown snooping Brtountb paboTy moayns IGMP/MLD Snooping Ha ycTpoicTse.
ip igmp snooping PaspewunTtb ucnonbsosaHme dyHkuun IGMP Snooping kKommyTa-
TOpOM.
— - -/BbIK/IlOYEHO -
no ip igmp snooping 3anpetuTb ucnosib3oBaHue ¢yHKUMM IGMP Snooping KommyTaTo-
pom.
ip igmp snooping vlan vian_id vian_id: (1..4094)/sbi- PaspewwnTb ncnonb3osaHne (I?lyHKLI,VIVI IGMP Snooping kommyTa-
K OYEHO TOpPOM ANA AaHHoro uHtepderica VLAN.
- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.
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no ip igmp snooping vlan
vlan_id

3anpeTtntb ncnonb3oBaHue ¢yHKUMM IGMP Snooping KommyTaTo-
pom ans gaHHoro uHtepdeiica VLAN.

snooping authentication

no snooping authentication

-/BbIK/IIOYEHO

BkntounTb aBTopusaumto IGMP join rnobanbHo.

BbikntounTb aBTopm3aumtio IGMP join rnobanbHo.

snooping authentication
cache-time timeout

no snooping authentication
cache-time

timeout: (20-10000)
/600

HactpouTb TalimayT ans cache-tabanubl IGMP-aBTopusaumu.

BepHyTb 3Ha4YEHME N0 YMONYaHUIO.

ip igmp snooping vlan vian_id
mrouter {fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24);

Onpenenntb NOPT, K KOTOPOMY MOAK/AOYEH MapLlupyTusaTop
MHOroaZpecHom paccblikm ans 3agaHHoro VLAN.
- vlan_id — naeHTUOUKaLUNOHHbIA Homep VLAN.

YKasaTb, YTO K MOPTY He NOAKIOYEH MApLIPYTU3aTOp MHOroas-
PECHOW pPaccbIIKK.

ip igmp snooping vlan vian_id
fast-leave

no ip igmp snooping vlan
vlan_id fast-leave

vlan_id: (1..4094);
-/BbIKNOYEHO

BkntounTs npouecc IGMP Snooping Immediate-Leave Ha Tekywen
VLAN. O3HayaeT, 4To NopT A0/IKEH ObITb HEMEeAIEHHO YAa/eH U3
rpynnel IGMP nocne nonyyeHuns coobuweHma IGMP leave.

OTkAtounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wein VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_addr

vlan_id: (1..4094)/sbI-

BKtOUNTL NOAMEHY KOMMYTAaTOPOM apeca UCTOYHMKA Ha 3a4aH-
HbIl IP-agpec B nakeTax IGMP-report B ykazaHHom VLAN.
- ip_addr — IP-agpec, KoTopbli byaeT Ncnob30BaTbCA ANA NOA-
MeEHbI.

NoameHa Ha 3apaHHbIA agpec ANA TPAaH3UTHOrO Tpa-

! ¢u1Ka nponcxoauT Npu BKAKOYEHHOM ip igmp snooping.

KNIOHEHO MoameHa Ha 3apaHHbIM agpec ans TpadpuKa, ucxoan-
wero ¢ CPU KommyTaTopa, — Npu BKJAOYEHHOM ip igmp
snooping u ip igmp snooping proxy-reporting.

no ip igmp snooping vlan BbIKNOUMTb NOAMEHY KOMMYTaTOPOM aApeca UCTOYHMKA Ha 3a-
vlan_id replace source-ip AaHHbIN IP-aapec B nakeTax IGMP-report.
ip igmp snooping group-query- YCTaHOBUTbL MHTEpBan BpPemMeHW B CEeKyHOaX, Nnocne KOToporo
interval value YCTPOWMCTBO OTNpPaBAAET group-query Ha mrouter.

value: (2..5)

ip igmp snooping group-query-
interval

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip igmp snooping port-purge-
interval value

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBUTb MHTEPBaN BPEMEHU B CEKYHAAX, MO UCTEYEHUU KOTO-
poro mrouter yganaetca, ecam He noay4vaet IGMP reports.

OTKNHOYUTD HACTPOMKY.

ip igmp snooping query-
forward all-ports

ip igmp snooping query-
forward non-router

-/non-router

BK/IOUMTL OTNPABKY query BO BCe NOPTbI.

BKAtOUMTL OTNPaBKy query B non-router-noptbl.

ip igmp snooping report-
suppression-interval value

no ip igmp snooping report-
suppression-interval

value: (1..25)/5

3apaTb UHTEpBan (B cekyHAaax), ana kotoporo IGMPv2 report gnn
OZLHOM M TOM e rpynnbl He byayT NnepeHanpaBaeHbl.

YCTaHOBUTb 3HaYeHMe MO YMOJTHAHUIO.

ip igmp snooping retry-count
value

no ip igmp snooping retry-
count

value: (1..5)

MaKcumanbHoe KONMYeCcTBO query, OTHOCALUMXCA K rpynne, oT-
npaB/ieHHbIX Ha mrouter.

OTKNOUUTb HACTPOMKY.

ip igmp snooping send-query
enable

ip igmp snooping send-query
disable

Pa3pewwunTtb Nepesayy query-nakeTos Ha YCTPOMCTBE.

3anpeTnTb Nepeaayy query-nakeTos Ha yCTPoOICTBe.

ip igmp snooping source-only
learning age-timer interval

interval: (130..1225)

YCTaHOBWTb MHTEPBAn (B CEKYHAAX), MOC/E KOTOPOro NOpT yAans-
etca, ecnn IGMP reports He nosy4yeHbl.
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no ip igmp snooping source-
only learning age-timer

OTKNOUUTD Talimep.

ip igmp snooping filter

no ip igmp snooping filter

-/BbIKNOYEHO

PaspewunTb ucnonb3oBaHue ¢yHKUMin dpunbTpaumm IGMP Ha UH-
Tepdelicax.

3anpetuTb ncnonb3oBaHue GyHKUMn dunbTpauun IGMP Ha mH-
Tepdelicax.

KomaHObI pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN o08)

console# configure terminal

console
console

(config)# vlan 1,3,7
(config-vlan-range) #

Tabanuya 102 — KomaHabl pexkmma KoHourypaumm VLAN

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

ip igmp snooping replace
source-ip ip_addr

BKkAOUMTL NOAMEHY KOMMYTAaTOPOM afpeca UCTOYHMKA Ha 3a-
AaHHbIN IP-agpec B nakeTax IGMP-report.
-ip_addr — |IP-agpec, KOoTopblit byaeT MCNonb3oBaTbCA ANA NOA-
MeHbI
NoameHa Ha 3a4aHHbIA agpec ANA TPAH3UTHOrO Tpa-
! duka npoucxoauT nNpu  BKAOYEHHOM ip igmp
snooping. NMoameHa Ha 3agaHHbIA agpec AnA Tpa-
¢uKa, ncxogawero c CPU kommyrtatopa, — npu BK/IO-
YyeHHOM ip igmp snooping u ip igmp snooping proxy-
reporting.

no ip igmp snooping replace
source-ip

BbIK/MIOUNTL NOAMEHY KOMMYTaTOPOM afpeca UCTOYHUKA Ha 3a-
AaHHbIN IP-agpec B naketax IGMP-report.

ip igmp snooping cos cos

YcTaHoBUTb 3HaYeHWe 802.1p ans IGMP-nakeTos, KoTopble by-
AYT UCNO/Ib30BATLCA KOMMYTATOPOM Ha uHTepdeiice VLAN.

ip igmp snooping

no ip igmp snooping cos cos: (0..7)/- Ypanaet 3HayeHne metkn 802.1p ana IGMP-nakeToB Ha UHTep-
delice VLAN.

ip igmp snooping version {v1 | YcTaHOBUTL Bepcuto npoTtokona IGMP 8 VLAN.

v2 | v3} -/v3

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

-/BbIK/IIOYEHO

BkntouaeT ¢pyHKumto fast-leave ans VLAN.

BbikntoyaeT pyHKumio fast-leave ana VLAN.

ip igmp snooping max-
response-code value

no ip igmp snooping max-
response-code

value: (0..255)

YCTaHOBUTb MaKCMMasibHOE BPeMs OTBETa Ha 3anpoc, 3aatoLlie-
ecsl B Kofle, rie 0flHa eAMHMLA KoAa paBHa OfHON AecATON ce-
KyHAbI.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}
[time-out time]

no ip igmp snooping mrouter-
port {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
time: (60..600)

CTaTMYEeCKM HACTPOUTb NOPTbl MapLpyTulatopa ana VLAN.
- time-out — HTEpBan OXKMAAHMA 40 OYUCTKU MOPTa MapLIPYTU-
3aTopa gna uHTepdeica VLAN.

YAanutb yKasaHHble nopTbl MapwpyTtnsatopa ana VLAN.

ip igmp snooping mrouter-port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
version {v1 | v2 | v3}

no ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}
version

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Hactpoutb Bepcuio IGMP ana nopta mapuwpyTtunsaTtopa ana VLAN.
-vl —IGMP snooping Version 1;
-v2 — IGMP snooping Version 2;
-v3 — IGMP snooping Version 3.

YcTaHOBUTb BEPCUIO MO YMONYAHMUIO.

ip igmp snooping multicast-vlan
profile index

index: (1..4294967295)

MpueasaTb multicast-npodunb ¢ 3agaHHbIM UHAEKCOM K VLAN.
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no ip igmp snooping multicast-
vlan profile

Ypanutb npusasky K VLAN.

ip igmp snooping querier

no ip igmp snooping querier

-/BbIKIOYEHO

BkAtounTb NOAAEPXKY BblAauYM 3aMpoCcoB igmp-query KommyTa-
Topom BO VLAN.

BbIKNOUMTb NOAAEPHKKY BblAAUM 3aMPOCOB igMp-query KoMmyTa-
TOopom BO VLAN.

ip igmp snooping query-interval
interval

no ip igmp snooping query-
interval

interval:
(60..600)/BbIKAIOYEHO

YCTaHOBWTb TaimayT, N0 KOTOPOMY CMCTEMA OTMPaB/AET OCHOB-
Hble 3anpoCcbl BCEM YYaCTHMKaM rpynnbl MHOrOa4pecHoM nepe-
4auv ANA NPOBEPKM UX aKTUBHOCTH.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

-/BbIK/IIOYEHO

BKAOUMTL pexnm GUAbTPALMKU He3aperMcTpMpoBaHHOTO Tpa-
¢uKka B VLAN.

OTKNOUNUTD pexkum GUAbTpaLMM He3aperncTpMpoBaHHOIO Tpa-
¢uka B VLAN.

ip igmp snooping static-group
ip_addr [ports ports]

no ip igmp snooping static-
group ip_addr

Co3aaTb CTaTMYECKYIO 3anuch B Tabsmue rpynnosoi agpecauum.

Yanutb cTaTMYecKyto 3anucb M3 Tabauubl rpynnoBoi agpeca-
unu.

ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

no ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24);

BKkntounTb oTbpacbiBaHMe Query Ha MHTepdeiice.

BbIkntounTb 0TOpacbiBaHne Query Ha UHTepdelice.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHOUrypauum nHtepdeica:

console (config-if) #

Tabanua 103 — KomaHabl pexkuma KoHourypaumm nHtepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeilicmeue

switchport multicast-tv vlan
vlan_id [tagged]

no switchport multicast-tv vian

vlan_id: (1..4094)

BkntounTtb nepeHanpasneHne IGMP-3anpocoB M3 KAMEHTCKUX
Vlan B Multicast Vlan n mynbTMKacTtoBoro Tpaduka B KIMEHTCKMUe
Vlan B HeTerMpoBaHHOM BuAe.

- tagged — BkntounTb nepeHanpasneHme IGMP-3anpocoB 13 Kau-
eHTcKkumx Vlan B Multicast Vlan u mynbTukacToBoro Tpadmka B Kau-
eHTcKkume Vlan ansa nHTepdeica B TerMpoBaHHOM BUAE.

BbikntounTb nepeHanpasaeHne |IGMP-3anpocoB C KIMEHTCKUX
Vlan 8 Multicast Vlan u mynbTukactoBoro TpadmKka B KIMEHTCKMNE
Vlan ansa nHtepdeiica B pexxume «access».

limit

ip igmp snooping limit groups

no ip igmp snooping limit

-/BbIKNIOYEHO

YCTaHOBWTb OrpaHMYeHne No KOIMYECTBY rpynn Ha uHTepdelice.
Ona pabotbl TpebyeTrca KomaHAa ip igmp snooping
e filter.

CHATb OrpaHun4yeHune Ha Koanm4ecTso rpynnmn.

ip igmp snooping filter-
profileld filter-id

no ip igmp snooping filter-
profileld

-/BbIK/IOYEHO

Bkntountb dunbTpaumio no filter-id Ha nHTepdeiice.

OTKAtounTbL PunbTpaumio no filter-id Ha nHTepdelice.
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ip igmp snooping leavemode YCcTaHOBUTL pexkum leave Ha MHTepdeiice.
{exp-hosttrack | fastleave | - exp-hosttrack — c oTchexxunsaeHue xocTos;
normalleave}

- fastleave — yaaneHue cpasy nocne nonyyexue leave;

- normalleave — peXXum no ymonyaHuto.

[Ona paboTbl TpebyeTca KomaHAa snooping leave-process config-
level port.

-/normalleave

ip igmp snooping trusted BKkntounTb pexkum gosepusa IGMP Snooping Ha UHTepdeiice.

Ha poBepeHHbI MHTepdENC He pacnpoCTPaHAETCs AeNCTBUE KO-
-/BbIKAOYEHO MaHga ip igmp snooping proxy-reporting u ip igmp snooping
replace source-ip.

exception mcast profile

no ip igmp snooping trusted BbIKNOUNTD peXmMm f0Bepua Ha uHTepdelice.
ip igmp snooping authentica- Bkntountb IGMP-aBTopu3aumio Ha nHTepdeiice.
tion radius [required] - required — 3anpetnTb 06paboTKy IGMP join npu HeAOCTyMNHO-
-/BbIK/IIOYEHO ctn RADIUS-cepsepa.
no ip igmp snooping BepHyTb 3HaYeHWe No ymoayaHuio.
authentication
ip igmp snooping BkntoumTb onuuto forward-first, npu kotopoit IGMP join 6yayT 06-
authentication forward-first pabaTbiBaTbCA Nepes Ux aBTopu3aLMen Ha cepsepe.
— - -/BbIKOYEHO
no ip igmp snooping BepHyTb 3HaYeHWe No YMONYaHUIO.
authentication forward-first
ip igmp sn authentication MpueAasaTtb multicast-npodunb ans IGMP-aBTOpM3aUMN Ha MH-
exception mcast profile profile Tepdelic.
no ip igmp sn authentication BepHyTb 3HaYeHWe N0 yMONYaHUIo.

lpumep Hacmpoliku MOONUCKU HO cmamuyYecKue 2pynnbi

console# configure terminal

console (config)# wvlan 10

console (config-vlan)# wvlan active

console (config-vlan)# ip igmp snooping static-group 232.0.0.1
console (config)# ip igmp snooping

console (config)# ip igmp snooping proxy-reporting

lMpumep Hacmpoliku MVR

B npumepe gigabitethernet 0/1 - mrouter-port, fastethernet 0/1 - KAneHTCKUI nopT

console (config)# wlan 10,100

console (config-vlan)# vlan active

console (config-vlan) # exit

console (config)# ip mcast profile I

console (config-profile)# permit

console (config-profile)# range 232.0.0.1 232.0.0.5
console (config-profile)# profile active

console (config-profile) # exit

console (config) # snooping multicast-forwarding-mode ip
console (config)# ip igmp snooping

console (config)# ip igmp snooping vlan 100

console (config)# ip igmp snooping multicast-vlan enable
console (config)# wvlan 100

console (config-vlan)# ip igmp snooping multicast-vlan profile 1
console (config) # interface gigabitethernet 0/1

console (config-if)# switchport mode trunk

console (config-if)# exit

console (config)# interface fastethernet 0/1

console (config-if)# switchport mode access

console (config-if)# switchport access vlan 10

console (config-if)

console (config-if)

switchport multicast-tv vlan 100
exit

#
#
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KomaHOwb! pexcuma EXEC

Bce KomaHAap! AOCTYNHbI TO/IbKO ANA NPpUBUNETMPOBAHHOIO NO/1b30BaTENA.

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnmua 104 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue

Aelicmeue
10 yMOAYAHUIO

show ip igmp snooping mrouter

MokasaTtb MHPopmaLmio 06 U3yyeH-
- HbIX MHOTOAAPECHbIX MapLIPYTM3a-
TOopax B yKasaHHow rpynne VLAN.

show ip igmp snooping groups

MokasaTtb MHdopmaLmio 06 U3yyeH-

HbIX ~ MHOrOagpecHbIX  rpynnax,
yyacTBylOLWMX B TPynrnoBou pac-
Cbl/IKe.

clear ip igmp snooping groups [vlan vian-id]

Ounctutb Tabnuuy rpynn noaHO-

vlan_id: (1..4094) CTbiO UM B yKazaHHOM VLAN.

show ip igmp snooping authentication cache
[interface {fastethernet_fa_port_| gigabitethernet gi_port |
tengigabitethernet te_port | port-channel group}]

fa_port: (0/1..24); IGMP-
gi_port: (0/1..48);
te_port: (0/1..11);

group: (1..24)

MpocmoTp cache-Tabnuubl
aBTOPU3ALMN.

4.16.2 MNpasuna 2pynnosoli adpecayuu (multicast addressing)

[aHHbIA Knacc KOMaHA, npefHasHayeH ANA 33faHUA NpaBuA FPynnoBoOiM aapecauym B CETU Ha
KaHa/IbHOM U ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma 2a06anb6Hol KoOHguU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxunma rnobanbHoM KoOHbUrypaumm:

console (config) #

Tabnuua 105 — KomaHapl pexknuma rnobanbHom KoHdUrypaumum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

ip igmp snooping multicast-
vlan enable

ip igmp snooping multicast-
vlan disable

-/BbIKNIOYEHO

BKAOUMTL GYHKLMIO rPYNNoBoM GUAbTpaLUK.

BbIKMOUNTb GYHKLMIO FPYNnoBOi puabTpaumnu.

snooping multicast-
forwarding-mode ip

HacTpausaet pexkmm 06paboTkm multicast-tpadmka no IP-agpecy.
B gaHHOM pexxume uyactb multicast-tpaduka nepexsarbi-

-/mac H BaeTcA ycrpoiictBom Ha CPU.
snooping multicast- HactpaunsaeTt pexum obpaboTkm multicast-tpadpuka no MAC-aa-
forwarding-mode mac pecy.
snooping leave-process config- OnpegenseTt ypoBeHb KOHPUTypaLMm mexaHM3MoB 06paboTku oT-
level port nycka (KoHourypauum Ha ocHose VLAN nau Ha ocHoBe nopTa).
snooping leave-process config- -Man YCTaHOBWUTb 3HAYEHME MO YMOYAHUIO.
level vlan

snooping report-process
config-level all-ports

snooping report-process
config-level non-router-ports

-/non-router-ports

YKa3blBaeT Ha Kakux noptax obpabartbiBatoTca nosyyeHHble IGMP
report oT xocta. IGMP report moryT o6pabaTbiBaTbCA Ha BCEX NOP-
Tax UKW Ha NOpPTax, KOTOpble He ABAAIOTCA mrouter-nopTamu.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.
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4.16.3 MLD snooping — npomoKos1 KOHMpPoaa MHo20a0pecHo20 mpaguka e IPv6

MLD snooping — MeXaHW3M MHOroaApecHOl PacCbIKM COOBLLEHUI, MO3BOAAIOWMNA MUHUMU-

v/

3MpOoBaTb MHOTOaApecHbIN TpaduK B IPv6-ceTax.

KomaHObI pexcuma 2106aabHOU KOHGU2ypayuu

B TeKyuieii Bepcum MO He nogaepuBaerca Ha moaenax MES2448B, MES2411X, MES3710P.

Buza 3anpoca KoMaHAHOM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (config) #

Tabnunua 106 — KomaHabl rnobanbHOro pexknma KoHourypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mid snooping

no ipv6 mld snooping

-/BbIK/IIOYEHO

BkatoumTtb MLD snooping.

OTkntountb MLD snooping.

ipvé6 mld snooping group-
query-interval interval

no ipv6 mld snooping group-
query-interval

interval: (2..5)/2

YcTaHOBUTbL TalimayT, N0 KOTOPOMY CUCTEMa OTMPaBAAeT OCHOBHbIE
query-3anpocsl.

YCTaHOBUTb 3Ha4yeHue no YMONYaHULO.

ipv6 mld snooping mrouter-
time-out time

no ipv6 mld snooping mrouter-
time-out

time: (60..600)

YCTaHOBUTb BPeMA OXWAAHWA OYMCTKM MOpTa OTCAEXKMBalOLWEro
mapuwpyTtusaTtopa MLD, nocne KOTOporo nopT yaanaerca, ecin He
nonyveHsbl controlpackets mapwpyTtmusatopom MLD.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 mld snooping port-purge-
interval interval

no ipvé mld snooping port-
purge-interval

interval:
(130..1225)/260

3a4aTb MHTEPBAN BPEMEHU OYUCTKM NOpPTa oTcexmBaHna MLD, no-
cne KoToporo nopt yganaetca, ecanm MLD-reports He nonyyeHsbl.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipvé mid snooping proxy-
reporting

no ipv6 mld snooping proxy-
reporting

-/BbIK/IIOYEHO

BKOUMTbL GYHKLMIO proxy-report Ha ycTpoicTse.

BbIKOUMTbL GYHKLMIO proxy-report Ha ycTpoicTse.

ipvé mid snooping report-
forward {all-ports | router-
ports}

no ipv6 mld snooping report-
forward

-/router-ports

YKasaTb HanpasneHue IGMP report: Bo Bce noptbl VLAN wau
TOJ/IbKO Ha MOPTbI poyTepa.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

ipvé6 mld snooping report-
suppression-interval interval

no ipv6 mld snooping report-
suppression-interval

interval: (1..25)

YCTaHOBUTbL BpeMeHHOW MHTepBas 3anpeTa nepegayn MLDvSnoop-
ing-reports, B TeueHne KoToporo coobueHma otyetos MLDv1 He 6y-
OyT NepeHanpaBnATbCA Ha MOPTbl MapLpyTM3aTopa ANA TOW ke
rpynnol.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

ipvé6 mld snooping retry-count
interval

no ipvé mld snooping retry-
count

interval: (1..5)/2

YCTaHOBUTb MaKCMManbHOE KOIMYECTBO rpynnoBbIX 3aNpocos, OT-
npasasembiX Ha NOPT NPU Noay4eHmmn coobuweHma MLDv1.

YCTaHOBUTb 3HaYeHME N0 YMOIHAHMUIO.

ipvé mld snooping send-query
enable

ipvé mid snooping send-query
disable

-/disable

BkntounTb PyHKLMIO Nnepeaayun 3anpocos MLD npu MsmeHeHUu To-
nonoruu.

BbIkntounTb PyHKLMIO Nepepaym 3anpocos MLD npu nameHeHum
TOMONOTUW.
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KomaHObl pexcuma kKoHgpuaypayuu VLAN (duanasox VLAN o8)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabanuya 107 — KomaHab! pexkmma KoHpurypauum VLAN

Komanda 3HavyeHue/3HayeHue Leiicmeue

no ymon4aHuro
ipvé mld snooping mrouter { MpunBA3aTb NOPT OTCAEKMBatOLWero mapwpytmsatopa MLD K VLAN.
fastethernet fa_port |
gigabitethernet gi_port | fa_port: (0/1..24);
tengigabitethernet te_port } gi_port: (0/1..48);
No ipv6 mld snooping mrouter te_port: (0/1..11) YaanuTtb NOpT oTCAeXKMBatoWEero mapwpyTmsatopa MLD 13 VLAN.
{ fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
. . . Hactpoutb Bepcuto otcnexkmsanua MLD B VLAN.
ipvé mld snooping version {v1 . .
[ v2} 2 -vl— MLD snoop!ng Vers!on 1;

-v2 — MLD snooping Version 2.

ipvé mld snooping version YCTaHOBWTb 3HAaYEHNE NO YMONYAHUIO.

KomaHOb1 pexcuma EXEC

Bce KOmaHAb! AOCTYMNHbI TONBKO /1A NPUBUAETMPOBAHHOIO NOJIb30BaTENA.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnumua 108 — Komanapl pexknuma EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymon4aHuio
show ipv6 mid snooping global - OT106pasunTb rnobanbHblie HacTpoku MLD.
show ipv6 mid snooping vlan i OT106pasnTb MHPOpMauUmio 0 KoHourypaunm MSD-snooping gna
vlan_id AaHHoW VLAN.

4.16.4 ®yHkyuu oepaHuvyeHua multicast-mpacgpuka

®YHKUMKM orpaHnyeHmsa multicast-Tpaduka ncnonbayrotTca gna yaobHOM HACTPOMKM OrpaHuMuYeHus
NPOCMOTPA ONpeAeNeHHbIX FPyNn MHOr0aApeCcHOM PacCbIKK.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHom KoHbUrypaLmm:

console (config) #

Tabnnua 109 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

Komanoa 3Ha4yeHue/3HayeHue o Leiicmeue
YMOAYAHUIO
ip mcast profile index index: (1..4294967295); Co3patb multicast-npoduab n NepenTn B peskMm ero KoHPU-
[description] description: (1..128) rypupoBaHus.
no ip mcast profile index cMmeonos Ypanutb multicast-npodunb.
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KomaHObI pexcuma KoHgpu2ypayuu multicast-npoguna

Buza 3anpoca KoMaHAHOM CTPOKM B pexnume KoHurypaumm multicast-npoduns:

console (config-profile) #

Tabaunua 110 — KomaHabl pexkmma KoHpurypauum multicast-npoduna

3HayeHue/3Ha4yeHue
KomaHoa / OnucaHue
10 YyMOMYAHUIO
range first_group_ip 3azaTb AMana3oH agpecoB-UCcToYHMKOB multicast-Tpaduka.
last_group_ip Ecnu 3apatb TOIbKO OAMH agpec, OH CTaHeT eAMHCTBEHHbIM WUC-
- TOYHUKOM MY/IbTUKACTa.
no range first_group_ip YpanuTe AnanasoH agpecoB-MCTOMHUKOB multicast-Tpaduka.
last_group_ip
permit B Cny4yae HeCoOoTBeTCTBMA OA4HOMY U3 3adaHHbIX AMaNa30oHOB,
-/deny IGMP-report 6yayT nponyckaTbca.
deny B cnyyae HecooTBETCTBMA OAHOMY M3 33a4aHHbLIX AMANA30HOB,
IGMP-report 6yayT otbpacbiBaTbCA.
profile active AkTMBMpPOBaTL paboTy npoduns.
no profile active [eaktnsuposaTtb paboty npodunsa.
KomaHObI pexcuma KoHguaypauyuu VLAN
Buza 3anpoca KoMaHAHOM CTPOKM B pexxume KoHurypaumm VLAN:
console (config-vlan) #
Tabnuua 111 — KomaHapl pexkuma KoHpurypaumm VLAN
3HayeHue/3Ha4yeHue
KomaHoa / OnucaHue

no ymon4aHuro

ip igmp snooping multicast-
vlan profile profile

MpuBA3aTb yKazaHHbIM npodunb K VLAN.

index: (1.. 4294967295)

4.16.5 KoHngpucypayus IGMP proxy

®PyHKUMA MHOroagpecHon mapwpytmsaunn IGMP Proxy npepHasHauyeHa ana peanunsaumm
YNPOLLEHHOMW MapLIpyTU3aLMM MHOTOALPECHbIX AAHHbIX MeXAy CETAMM, yNpaBasemMon Ha OCHOBaHMMU
npotokona IGMP. C nomouwpbto IGMP Proxy ycTpoicTea, He HaxoaswMmeca B OAHOM CETU C CEPBEPOM
MHOToaApecHOM pacchl/IK1, UMEHT BO3MOXKHOCTb MOAKAOYATbCA K MHOTOQAPECHbIM Fpynnam.

MaplupyT13aums OCyLLEeCTBAsSeTCA Mexay WHTepdeicom BblwecToawen cetu (uplink) u
uHTepdericamm Huxkectoawmx ceten (downlink). Mpu atom Ha uplink-uHTEepdeice KommyTaTop BedeT
cebn Kak 0bbl4HbIN NoyYaTenb MHOroagapecHoro Tpadumka (multicast client) n dopmumpyet cobcTBeHHbIE
coobueHuns npoTokona IGMP. Ha nHtepdeiicax downlink KommyTaTop BbICTyNaeT B KayecTBe cepBepa
MHOTr0agpecHOM paccblikn n obpabatbiBaeT coobweHna npoTokona IGMP oT ycTpoiCTB, NOAK/IOYEHHbIX
K 3TUM uHTepdelicam.

l DyHKLMA NoaLepKUBAETCA TO/IbKO HA moaenax MES2424, MES2424B, MES2424FB, MES2424P,

o MES2448, MES2448B, MES2448P, MES2420-48P, MES2411X, MES3400-24, MES3400-24F,
MES3400-48, MES3710P.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM pexkmnma rnobanbHoM KoOHPUrypaumu:

console (config) #
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Tabnunua 112 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

KomaHoa Aeiicmeue

set ip igmp enable Bkatountb mogynb IGMP rnobanbHo.

-/BbIK/IIOYEHO

set ip igmp disable BbikAtounTb Mogynb IGMP rnobanbHo.

ip igmp proxy-service Bktountb dyHKUMIO IGMP proxy rnobanbHo.

-/BbIK/IIOYEHO

no ip igmp proxy-service BbikNtounTb dyHKUMIO IGMP proxy rnobanbHo.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelicos VLAN

BuA 3anpoca KoOMaHAHOWM CTPOKM B pexume KoHurypaumm nutepoeiicos VLAN:

console (config-if) #

Tabnunua 113 — KomaHgb! pexkuma KoHdurypaumm nntepoeiicos VLAN

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

set ip igmp enable

set ip igmp disable

-/BbIKNIOYEHO

BKkatountb moaynb IGMP Ha uHTepdelice. UHTepdeic
nonyvaet posb Downstream ana epyHkumm IGMP proxy.

BbIkAtounTb Mogynb IGMP Ha nHTepdeiice.

ip igmp-proxy mrouter

no ip igmp-proxy mrouter

-/BbIKNIOYEHO

Onpepenntb ponb Upstream ana uHtepdeiica IGMP
proxy.

Y6patb ponb Upstream c nHtepdeiica.

ip igmp-proxy mrouter-version
version

version (1..3)/3

YcraHoBuTb Bepcuto IGMP Ha Upstream-untepdetrice.

ip igmp-proxy mrouter-time-out
timeout

timeout (60...600)c/125

YCTaHOBWTb Talimep mrouter purge, Nocie UCTEYEHUs
KoToporo Bepcua IGMP Ha Upstream-unHtepdelice cme-
HUTCA Ha CKOHQUIypUpOBaHHYO KOMaHAOW ip igmp-
proxy mrouter-version. Tailmep nepesanycKaeTca Kax-
Abli pa3 nocne nonaydeHua Query Ha Upstream-
nHTepoeic.

ip igmp immediate-leave

no Ip igmp immediate-leave

-/BbIKNIOYEHO

Bkntountb ¢yHKumto IGMP fast-leave Ha Downstream-
nHTepbelice.

Bbikntountb PyHKuUMto IGMP fast-leave Ha Downstream-
MHTepodeiice.

ip igmp explicit-tracking

no ip igmp explicit-tracking

-/BbIKNIOYEHO

BKNOUUTL PYHKLMIO OTCAEXKMBAHUA KAWEHTOB AA
6bICTPOro yaaneHua NoAnuckU npu nonayvyeHun IGMP
leave Ha Downstream-uHTepodeiice.

BbIKNOUMTE PYHKLUMIO OTCNEKMBAHUA KAMEHTOB ANA
6bICTPOro yaaneHusa NoAnuckM npu nonayveHun IGMP
leave Ha Downstream-uHTepdelice.

Ip igmp query-interval interval

no Ip igmp query-interval

interval (30...31744)c/125c

YcTaHOBUTbL MHTepBan otnpasku IGMP General Query
Ha Downstream-uHTepdeiice.

BepHyTb MHTepBan oTnpaBku IGMP General Query Ha
Downstream-uHtepderice No ymonyaHuio.

ip igmp last-member-query-
interval value

no ip igmp last-member-query-
interval

value (1-255)mc/10mc

YcTaHOBUTL 3HaYeHue B mc last-member-query-interval
B coobueHunax IGMP group specific query.

BepHyTb 3HaueHue last-member-query-interval B coob-
weHuax IGMP group specific query no ymonyaHuto.

ip igmp query-max-response-time
value

no ip igmp query-max-response-
time

value (1-255)mc/100mc

YCTaHOBWTb 3Ha4YeHWe max-response-time B coo60Le-
Huax IGMP general query.

BepHyTb 3HayeHMe max-response-time B coobLyeHMAX
IGMP general query no ymonyaHuto.

ip igmp robustness robustness

no ip igmp robustness

robustness (2..7)/2

YCTaHOBWTb 3HaYeHWe napameTa ycroiumsoctn IGMP.

BepHyTb 3HaueHwme yctonumeoctn IGMP no ymonuanuto.
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KomaHObI pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunuya 114 — KomaHgb! pexuma Privileged EXEC

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

KomaHoa Aelicmeue

show ip igmp-proxy mrouter [vlan MpocmoTp nHpopmauum o6 Uplink-uHtepdericax.

vlan-id: (1..4094)/-

vlan-id ]
show ip igmp-proxy forwarding- vlan-id: (1..4094) MpocmoTp MHPOpMaUMM O MNOJyY4aemMbiX rpynnax u
database [vlanvi/an-id | group group-ip: multicast ip- HaNNMYUM NOAMUCOK ONA HUX.
group-ip | source source-ip] address
source-ip: unicast ip-
address/-
show ip igmp global-config MpocmoTp MHopMaLmMK O rnobasbHOM COCTOAHUN MO-
/- ayna IGMP u ¢yHkumm IGMP proxy.
show ip igmp groups MpocmoTp MHPOPMaLMM 06 aKTUBHbIX NOAMWUCKAX Ha
i rpynneoi.
§how ip igmp interface [vlan vian- vian-id: (1..4094)/- HDOCMOTP MHbopMauum o coctosHUM moayns IGMP Ha
id] nHTepdelicax.
show ip igmp statistics [vlan vian- . MpocmoTp cTtatucTukn moayna IGMP Ha uHTepdericax.
id] vlan-id: (1..4094)/-

4.17 ®yHKUUM ynpaBneHus

4.17.1 MexaHu3m AAA

Ona obecneyeHnss 6e30MaCHOCTU CUCTEMbI MCMOAb3yeTcA MexaHuam AAA (ayTeHTUUKaLmsS,
aBTOpPM3aLMA, YYeT).

— Authentication (ayTeHTMdUKaALMA) — conocTaBaeHMe 3anpoca CyLLEeCTBYHOLEN YYETHOW 3a-
nucu B cucteme 6e30nacHoOCTM.

— Authorization (aBTopu3auua, npoBepKa ypoBHA JOCTyNa) — conocTaBiaeHne yYéTHOM 3anmncu
B cMcTeme (npoweawei ayTeHTUOMKaLMIO) M onpeaenEéHHbIX MOHOMOUYNNA,

— Accounting (y4éT) — cnexeHue 3a notpebneHmem pecypcos nNoab3oBaTesiem.

[Nna WwndpoBaHUA AaHHbIX UCNONb3YETCA MeXaHu3m SSH.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxnma rnobanbHoM KoHPUrypaumu:

console (confiqg) #

Tabnnua 115 — KomaHgb! pexuma rnobanbHoin KoHduUrypaumm

3Ha4yeHue/3HayeHue no .
KomaHda Aeiicmeue
YMOAYAHUIO
enable password [level YCTaHOBWTbL Mapo/ib 417 KOHTPOA U3MEHEHMA NPUBUIETUI O0-
level] password CTyna nonb3oBaTesnien.
- level — yposeHb npusuneruis;
level: (1..15)/1;
- password — naponb.
password: (5..20) .
Bkntouatowmii B cebs cneucumsoibl Naponb Tpebyetca
CMMBOOB
e YKa3biBaTb B KaBbl4KaXx.
no enable [level /evel] Y4anuTb Naposib gaa COOTBETCTBYIOWErO YPOBHA NPUBUNETUIA.
password
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username name password
password [privilege level]

name: (1..20) cumB010B;
password: (5..20)

[06aB1Tb N0/Ib30BaTENA B IOKA/IbHYIO 6a3y AaHHbIX.
- level — ypoBeHb npusunernii;
- password — naposnb;
Bkatouatowmii B ceba cneucMmBonbl napoab Tpebyertca

CMMBOAOB; e YKa3biBaTb B KaBbl4KaXx.
level: (1..15)
- name — MMA NoAb30BaTeNS.
no username name YaanuTb N0N1b30BaTeNA U3 IOKANbHOW 6a3bl AaHHbIX.
aaa authorization Pa3pelwnTb aBTOPU3aLMIO KOMAHA NONb30BaTeNEN.
command /evel tacacs - level — ypoBeHb npuBuMnernin nonb3osaTteneu.
[local]
level: (1..15)/Bbiknto4eHO V B TeKkywueii Bepcum MO npu noKanbHOW aBTOPU3aL MU
paspeLueHbl Bce KOMaHAbI.
no aaa authorization YCTaHOBUTb 3HAYeHME N0 YMOHYAHMUIO.
command /eve/
aaa authentication mode YCTaHOBWTb aNrOPUTM AEWCTBMIM NPU HEBO3MOMXKHOCTU ayTEHTH-
{chain | break} duKaumm Ha cepsepe.
_Jbreak - break — nepexog K cnegytowemy B cnncke cepeepy Npomcxo-
AWT TOIbKO NPY HeZOCTYNHOCTU NpeablayLLero cepsepa.
- chain — nepexog K cnegylowemy cepeepy BO3IMOXKEH Npu He-
[O0CTYMHOCTU CepBepa UK NPU OTKase B ayTeHTUGUKAL MM,
aaa authentication default HacTpouTb uenesble cepsepbl AAA gns cnvcka ayTeHTUdMKaumm
{[local | radius | tacacs | -/local Nno YyMOAYaHMIO.

none]}

aaa authentication user-
defined list {[local | radius
| default | none]}

no aaa authentication list
list

list: (3..32) cumsonos/-

HacTpouTb NOAb30BATENLCKUIA CMIMCOK CEPBEPOB A/ ayTEHTU-
duKaumm.

Y4anuTb N0Nb30BaTE/IbCKUIA CMIUCOK CEPBEPOB A/1A ayTEHTUDU-
Kauuu. CNUCOK HeNb3A yaananTb, eCAN OH NPUBA3AH K TepMu-

Hany.
ip http authentication 3afaTb CNUCOK C MeTOA4AMM ayTeHTUGMKALMM NpU BXOAe Yepes
login list web.

no ip http authentication
login

list: (3..32)
cumsonos/default

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

aaa authentication dotlx
default {group radius |
local}

no aaa authentication
dotlx default

-/local

YcTaHoBUTb 6a3y AaHHbIX, K KOTOPOM HYXKHO 0bpaLlaTbca Npu
ayTeHTUdUKaumn KamneHTa dotlx.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHMUIO.

Tabnunua 116 — AtpubyTbl coobuieHUlt BeaeHMA yyeTa npotokona RADIUS ana ceccuit ynpasneHus

Hanuuue Haauvue
ampubymae | ampubyma e
Ampubym pucy pucy OnucaHue
coobweHuu coobwieHuu
Start Stop
User-Name (1) Ectb Ectb NpeHTMdMKauMs nosb3oBaTens.
IP-afpec KommyTaTopa, KOTOpPbIA WMCNOAb3yeTcA
NAS-IP-Address (4) Ectb Ectb AP . y- P P Y
ansa ceccuin ¢ Radius-cepsepom.
Mpoun3BonbHOE 3HaYeHME, BK/IKOYEHHOE BO BCE CO-
Class (25) EcTb EcTb P .
06LeHnnA yyeTa ceccui.
. IP-afpec KommyTaTopa, UCNOb3yeMblA ANs cec-
Called-Station-ID (30) Ectb Ectb v,qp Y P y &
CUIA ynpaBaeHus.
Calling-Station-ID (31) Ectb Ectb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) EcTb EcTb YHUKaNbHbIA nAEHTUPUKATOP yUeTa.
. YKa3blBaeT MeToa, N0 KOTOPOMY K/IMEHT AO/KEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUDULMPOBAH.
Moka3blBaeT, KaK A0Aro no/sib3osaTens 6bia noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpunymMHa 3aKpbITUA ceccun.
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Tabnnuya 117 — AtpubyTbl coobLeHNI BeaeHMA yyeta npoTokona RADIUS ans ceccmin 802.1x

Hanauyue Haau4ue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NaoeHTndukauma nonbsosartens.
IP-agpec KOMMyTaTopa, KOTOPbIN MCMONb3yeTcs
NAS-IP-Address (4) EcTb EcTb Apec KommyTaTopa, P y
ana ceccuit ¢ Radius-cepsepom.
MopT KOMMyTaTopa, Ha KOTOPOM MOAKNHOUMACA
NAS-Port (5) EcTb EcTb P v P P A
nosb3oBaTeNb.
Mpon3BonbHOE 3HAa4YeHWe, BKAOYEHHOE BO BCE CO-
Class (25) EcTb EcTb P .
06U EeHMA yYeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-apapec kKommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBatens.
Acct-Session-ID (44) Ectb Ectb YHUKanbHbIN NaeHTUOMKATOP yyeTa.
. YKa3blBaeT MeTo/, N0 KOTOPOMY KAMEHT AOJIKEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUPULMPOBAH.
. . MoKka3sblBaeT, KaK A0Aro Nosib3oBaTeNb bbin Noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpunynHa 3aKkpbITUA ceccuu.
Nas-Port-Type (61) Ectb Ectb lMoka3sbiBaeT TMN NopTa KAMEeHTa.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Buz 3anpoca KoMaHAHOM CTPOKM B peXXnume KOHPUrypaunm TepMmmnHana:

console# configure terminal
console (config)# line {console |
console (config-line) #

telnet | ssh}

Tabanua 118 — KomaHabl perkuma KoHOUrypauum TepmuHana

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuo

Aelicmeue

aaa authentication login /ist

no aaa authentication login

list: (3..32)
cumsonos/default

3afaTb CMMCOK C MeTO4aMM ayTeHTUMKALMK NPU BXoae ANA
KoHconun, Telnet, SSH.

YCTaHOBWTb 3HaYeHMe Mo YMOJIHaHUIO.

aaa authentication enable /ist

no aaa authentication enable

list: (3..32)
cumsonos/default

3afaTb CMMCOK C METOAaMM ayTEHTUDMKALMM MPU NOBbILEHNN
YPOBHSA NpuBuUAeruii ana koHconu, Telnet, SSH.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

aaa authorization command
{tacacs | local}

no aaa authorization
command

-/BbIK/IOYEHO

PaspewnTb aBTOpU3aLMio KOMaHA ana KoHconu, Telnet, SSH.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

4.17.2 pomokon RADIUS

Mpotokon RADIUS ucnonb3yetca ana ayteHTUdUKauum, astopmsaumm u ydeta. Cepsep RADIUS
ncnonodyetr 6asy AaHHbIX NONb30OBaTeNel, KOTOpaA COAEPKUT AaHHble NPOBEPKU NOAJMHHOCTM ANA

Ka*X4oro nonab3oBaTeniAa.

Takum obpasom,

ncnosnb3oBaHMe npotokosa RADIUS obecneuynsaet

OOMONHUTENBLHYIO 3aLLMTY NPU AOCTYMNE K pecypcam CeTH, a TaK:Ke Npu A0CTyrne K CaMoMy KOMMYTaTopy.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume rn1o6anbHOM KOHPUrypaumm:

console (config) #

Tabnunua 119 — KomaHabl pexkmma rnobanbHoi KoHUrypaumm

3HaveHue/3HayeHue .
KomaHoa / Aelicmeue
no ymoa4aHuro

[006aBUTb yKasaHHbIM cepBep B CNUCOK Ucnosb3yembix RADIUS-
cepBepoB.

- ip_address — IPv4 nnu IPv6-agpec RADIUS-cepsepa;

- hostname — ceteBoe uma RADIUS-cepBepa;

. hostname: (1..158) - timeout — MHTepBan oxxnMAaHNA OTBETA OT CepBepa;
radius-server host .
. . CMMBOJIOB; - retries — KonnyecTBo nonbITOK Nnoncka RADIUS-cepsepa;

{ipv4-address | ipv6-address |

. . (0..65535)/1813; - secret_key — Kntou gna ayteHTMPUKauumM n wndposBaHMA Bcero
hostname} [timeout timeout] .

- ; timeout: (1..30) cex; | 0bmeHa paHHbImMKM RADIUS;
[retransmit retries] [key . ..
- . retries: (1..15); - priority — npuopuTeT cnonbsosaHus RADIUS-cepBepa (Yem HMxe
secret_key] [priority priority]
secret_key: (0..128) 3HaYeHue, TeM NPUOPUTETHEE CepBep);
CMMBOJIOB; - type — T1n ncnonvsosaHma RADIUS-cepsepa;

priority: (0..65535)/0 B cnyyae oTcyTCcTBMA B KOMaHAe napameTpos timeout, retries, se-
cret_key pnsa paHHoro RADIUS-cepBepa MCNo/b3yOTCA 3HAYEHUA
HaACTPOEHHbIE C MOMOLLbIO KOMaHJ, YKa3aHHbIX HUKe.

no radius-server host
{ipv4-address | ipv6-address |
hostname}

YAanuTb yKasaHHbIV cepBep U3 cnucka ncnosib3yembix RADIUS-
cepBepos.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnvua 120 — KomaHgbl perkmuma Privileged EXEC

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuro
show radius server OTobpasnTb napameTpbl HacTpoliku RADIUS-cepsepoB (KomaHaa
) [OCTYMNHA TONbKO A8 NPUBUIETMPOBAHHbIX NONb30BaTeNeN).
show radius statistics OT06pasnTb CTaTUCTUKY NpoTokona Radius, nHGopmaumio o nonb-
i 3oBaTenax, KoHdurypaumto RADIUS-cepsepa.

4.17.3 lpomokon TACACS+

MpoTtokon TACACS+ obecneumBaeT LEHTPa/IM30BaHHYO CUCTEMY 6e30MacHOCTU ANA NPOBEpPKU
nosib30BaTeNeNn, NONYYAKOLMX AOCTYN K YCTPOUCTBY, NPM 3TOM NoagepKusas coemectumoctb ¢ RADIUS n
APYrMMUM npoueccamun npoBepku noainHHocTn. TACACS+ npefocTaBaseT cneaytouime cnyxooi:

— Authentication (nposepka nodsauHHocmu). ObecneunsaeTca BO BpeMa BX04a B CUCTEMY MO
MMeHaM Mo/b30BaTesIel U onpeaeseHHbIM NOb30BaTENSMM NAPOIAM.

— Authorization (aemopu3sayus). ObecneynBaeTca BO Bpema BXoda B cuctemy. [locne
3aBeplleHns ceaHca MPOBEPKM MOANMHHOCTM 3aMyCKaeTca CeaHC aBTopu3auuu C
MCMNO/Mb30BaHNEM MPOBEPEHHOr0 MMEHM MNO/b30BaTesn, TaKXKe CepBepoM MpoBepAoTCA
NPUBWUIErMM NONb30BaTENA.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobanbHoN KoHdUrypaumm:
console (config) #

Tabanua 121 — KomaHgbl pexkuma rnobanbHoi KoHdurypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMoaAYaHuro
tacacs-server host [006aBUTb yKasaHHbIA cepBep B CMMUCOK ucnonb3dyembix TACACS
{ip_address | hostname} CepBepos.
[single-connection] [port port] - ip_address — |P-agpec TACACS-cepsepa;
[timeout timeout] [key - hostname — ceTeBoe uma TACACS-cepsepa;
secret_key] - single-connection — B KaXabli MOMEHT BPEMEHW WMETb He
hostname: (1..63)
6onblue ogHOro coeanHeHua gns obmeHa gaHHbimu ¢ TACACS-cep-
CMMBO/I0B; )
port: (0..65535)/49; Bepo:"_’ 6 TACAGS ,
timeout: (1..30) cex; :i‘)i(r)r:eou:()—mwe:nglf: gnmﬂMZar;:zﬂaaei:bcl)rZechepa' CEPREPO
secret_key: (0..128) §
CMBONOB - secret_key — knod gns ayTeHTMdMKaLMM U WndpoBaHma Bcero ob-
meHa gaHHbimn TACACS;
Mpu HacTpoWke cepsepa: «tacacs-serverhost ip_address key se-
cret_key» aBTOMaTU4YeCKM BKAOYaeTca accounting.
no tacacs-server host YOanuTb yKasaHHbI cepBep M3 crnMcKa ucnosibdyembix TACACS-
{ip_address| hostname} cepBepos.
tacacs-server retransmit YKa3aTb KonnyecTBo akTnBHbIX TACACS-cepBepoB, K KOTOpbimM by-
number number: (1..5)/2 OeT nooyepeaHO MOAKNIOYMTLCA KAMEHT, B C/Ayvae HeyaayHow
ayTeHTUdUKaLMK.
no tacacs-server retransmit YAanuTb HaCTPOWMKY.
tacacs use-server address BblbpaTb cepsep M3 TabauLbl cepBepoB Ans Tacacs-KaMeHTa
{ip_address | hostname} - ’
no tacacs use-server OTMEHWTb MCNo/Ib30BaHME 3a,aHHOTO cepaepa.
tacacs authentication type
. -/pap Onpeaennts MeToa ayTeHTMdUKaL MM ¢ NoMmoLLbio tacacs.
{ascii | pap }
tacacs attributes port {console YcTaHOBUTL aTpubyTa port B popmaTte cBoOH6OAHON CTPOKM onpese-
| ssh | telnet} identifer NIeHHOM nosib3oBaTesieM. BO3MOXKHO Mcnosb3oBaHMe LWabnoHOB.
identifer (1..255) - %N — HOMep JIMHMKU, COOTBETCTBYIOLMI BbIBOAY KOMaHAbl show
cumBooB / WabnoHbl | users;
%n %% -%% — cumson %.
no tacacs attributes port YCTaHOBWUTb 3HAYEHMUA NO YMONYAHUIO.
{console | ssh | telnet}

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM B pexxkume Privileged EXEC:

console#

Tabnnua 122 — KomaHgb! pexunma Privileged EXEC

3HavyeHue/3Ha4yeHue .
KomaHoa Aelicmeue
0 ymon4aHuro

show tacacs OT1obpasnTb napameTpbl HacTpolikm TACACS-cepBepoB, MeTOL,
- ayTEHTUUKALMM U CTATUCTUKY NPOTOKOMA (KOMaHaa AOCTynHa
TO/IbKO N7 NPUBMIEIMPOBAHHbBIX NOJIb30BaTENEN).

4.17.4 Cnucku docmyna ACL dna ynpasneHus ycmpolicmeom

B ISS nopnepxunsaetca puabTpauma ynpasaatowero TpadpmKa ¢ NOMOLLbIO CMMCKA aBTOPU30BAHHbIX
IP-meHeakepos (IP Authorized Managers). B ¢unbTpe MOXHO 3aAaTb afpec MAM NOACEeTb UCTOUHUKA,
VLAN, nHTepdeinc un cnyxby, c KOTopbix byAeT paspeLlleHo ynpaB/ieHne YyCTPOACTBOM.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasnbHoM KOHPUIypaLmm:

console (config) #

Tabnunua 123 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm
3HayeHue/3Ha4yeHue

KomaHoa Aelicmeue
no yMmon4aHuro
authorized-manager ip- OrpaHnunTL ynpasneHne yCTPOMCTBOM MO 3aAaHHOMY Gu/ib-
source {ipv4_addr [mask | / TPy AocTyna.

ipv4_prefix] | ipv6_addr
[ipv6_prefix]} [interface
interface_list] [vlan vian_list]
[ service [snmp] [telnet]
[http] [https] [ssh]]

no authorized-manager ip- OTMEHUTb OrpaHUYEHME Ha yNpaB/eHne YCTPOMCTBOM.
source {ipv4_addr [mask| /
ipv4_prefix] | ipv6_addr
[ipv6_prefix]}

ipv4_prefix: (0..32);
ipv6_prefix: (1..128)
vlan_id: (1..4094)

Ha ycTpoiictBe MOXHO CKOHUrypupoBaTtb He 6osblue 100 npasua. Mo ymonuaHuio, ecnum
He 3a4,aHO HWU O4HO NPaBWUAO, YNPaBIEHUE YCTPOMCTBOM AOCTYNHO C N1060ro UCTOYHUKA.

' MNocne yKkasaHua xota 6bl ogHoro npasuna authorized-manager gns Bcex ycTpoiicTs,
= KOTOpble UCKJIloYEeHbl NpaBuaom, byaer aeilctBoBaTb Nnpasuao deny any any.

KomaHOwb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxunma Privileged EXEC:

console#

Tabnvua 124 — KomaHgpbl perkuma Privileged EXEC

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymon4aHuio

show authorized-managers [ip- MoKa3aTb CMMCKM AOCTYNa AR YNPaBAeHUA.
source ip_addr]

4.17.5 Hacmpolika npomoKon08 ynpassneHus

4.17.5.1 Telnet, SSH

[aHHble KOMaHAbl NpegHa3HayeHbl A48 HACTPOMKM CepBepoB [AOCTyNa AAA  ynpasBaeHuA
KommyTaTtopom. Moaaeprkka cepsepos TELNET 1 SSH kommyTaTopom no3sondAeT yganeHHoO NoAKAo4aTbCA
K HEMY A1 MOHUTOPUHTa U KoHoUrypaumm. KoHdurypmposaHue yctpoictea Yepes Telnet Ha ycTpoiicTee
pa3peLLeHo No YMOAYAHUIO.

KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknuma rnobanbHoOM KOHGUIypauum:

console (config) #

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES34xx, MES37xx 125



HELTEX

Tabnunua 125 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

Komanoa 3HayeHue/3HayeHue Leiicmeue
no ymon4aHuro

ssh enable PaspewunTb yaaneHHoe KOHPUrypnpoBaHMe YCTPOMCTBA Yepes

SSH.
- -/BKAtOYEHO —

ssh disable 3anpetTuTb yganeHHoe KOH$UrypnpoBaHuWe ycTpoincTea uyepes
SSH.

ssh server-address ip_addr port port: (1..65535) 3apatb IP-agpec SSH-cepsepa n TCP-nopT, ncnonb3yemblin SSH-

port cepsepom.

ip ssh mac [hmac-md5 | hmac- _/hmac-shal Bbi6paTb TMN ayTeHTUdMKALMM No NpoTokoay SSH.

shal]

ip ssh cipher [3des-cbc | aes128- Bbibpath Wwuop ayTeHTUdMKaL MM No npoTokoay SSH.

cbc | aes128-ctr | aes192-cbc

aes:l|92-ctr [ ae52|56-cbc [ ! +/3des-cbe

aes256-ctr | des-chc | all]

crypto key generate rsa CreHepupoBaTb Napy Kako4ein RSA —y4acTHbIN U Ny6AUYHbIN gns

) SSH-cepsuca.

feature telnet PaspewnTb KOHOUTYpUpOBaHKMe ycTpolicTea Yepes Telnet.

no feature telnet /BKniodeno 3anpeTnTb KOHPUrypupoBaHUue ycTpolicTea Yepes Telnet.

ip ssh authorized-key 3agaTb KAtoy ssh-aBTopM3aumm, Npu NOMOLLM KOTOPOro MOXKHO
YCTaHOBWTb 3aLUMLLEHHOE COEUHEHME.

no ip ssh authorized-key i YpanuTb Ktod ssh-aBTopusaunm.

ip ssh auth-type {password | 3afgaTb nocnefoBaTe/IbHOCTb METOAO0B ayTEHTUPUKAUMKM MO

publickey} - /password ssh.

no ip ssh auth-type YCTaHOBUTb 3HAaYEHWE NO YMOIYAHUIO.

KomaHOwb! pexcuma EXEC

KomaHgbl JaHHOrO pasgena A0CTYNHbl TONbKO ANA NPUBUAETMPOBAHHbIX nonb3oBaTesen.

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:
console#

Tabnvua 126 — KomaHapl pexkmma EXEC

3HayeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymMoa4YaHuto
. MNokasaTtb KoHbuUrypauuto SSH-cepsepa, a TakkKe akTUBHble BXO-
show ip ssh - urypay peep
pAawme SSH-ceccuu.
show telnet server - OTo6pasunTb cTaTyc cepBepa Telnet.
sh ip ssh authorized-keys - OT06pa3nTb CKOHPUIYPUPOBAHHbIE KKOUM.

4.17.5.2 Hacmpoiika napamempoe npomokoaa SNMP das docmyna K ycmpolicmey

SNMP — TexHonoOrvs, Npu3BaHHasa obecneuynTb ynpasBiaeHME W KOHTPO/b Hag, YCTPOWCTBaMMK U
NPUNOKEHNAMM B CETU CBA3M NyTéM obmeHa ynpasaalowen uHGopmauuein mexay areHTamw,
PacrnonOMKeHHbIMM Ha CEeTeBbIX YCTPOWCTBAX, M MEHeAKepamMM, Haxo4AWMMMUCA Ha CTaHUMAX
ynpasneHua. SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOLWMNX CTAHUMIA U 31eMEHTOB
ceTu (rnaBHble MalMHbI, WO3bl U MapPLIPYTU3ATOPbI, TEPMUHANbHbIE CEPBEPbI), KOTOPbIE COBMECTHO
obecneymBaloT agMMUHUCTPATMBHbIE CBA3M MENKIY CeTEBbIMU YNPaBAAIOWMMM CTaHUMAMM U CETEBLIMM
areHTamu.

KommyTaTopbl N03BOAAOT HAacTpouTb paboTy npotokona SNMP gns yaaneHHOro MOHUTOPUHIA U
ynpaB/eHMa yCTPOMCTBOM. YCTPOICTBO NoAaepKnBaeT NpoToKobl Bepcuii SNMPv1, SNMPv2, SNMPv3.

[NnA BO3MOKHOCTU agMUHUCTPUPOBAHKNA YCTPOMCTBA NOCPEACTBOM NpoToKona SNMP, Heobxoanmo
€034aTb X0TA 6bl 0AHY CTPOKY co0bLLecTBa.
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KomaHObI pexcuma 2106aabHol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabnnua 127 — KomaHab! pexuma rnobanbHomn KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

snmp notify notify_name tag
tag_name type {trap |
inform}

snmp notify notify_name

notify_name: (1..32)
CMMBONA;
tag_name: (1..32) cumBona
-/BbIKNOYEHO

AKTMBMPOBATL OTNPaBKY Tpanos no cobbituio login/logout.

OTKANOUUTL OTNPABKY TPanos no cobbiTuio login/logout.

snmp-server enable traps
dry-contacts

no snmp-server enable traps
dry-contacts

-/BbIK/IIOYEHO

AKTVMBMPOBaTbL OTNPABKY TPANos No cobbITUIO 3amblKkaHus/ pas-
MbIKaHWUA CyXMX KOHTAKTOB.

OTKAIOYMUTL OTNPaABKY TPanos Mo cobbITHIO 3aMbIKaHVIﬂ/
Pa3MblKaHUA CYXUX KOHTAKTOB.

snmp enable traps coldstart

AKTMBMpPOBaTb OTNPABKY TPANoB No cobbiTUio “*KecTKol’ nepe-
3arpysku.

no snmp enable traps /BrniodeHO OTKNOYUTL OTNPABKY TPanos No cobbITUIO ‘}KecTKoin’ nepesa-
coldstart rPY3KM.
snmp enable traps warmstart AKTMBMPOBATb OTNPaBKY TPanos No cobbITMIO Nepe3arpysku
no KomaHae ‘reload’.
-/BKAKOYEHO

no snmp enable traps
warmstart

OTKNOYUTL OTMNPABKY TPANoB Mo cobbITMIO Nepesarpysku no
KomaHge ‘reload’.

snmp user user_name [auth
{md5 | sha} [encrypted]
passwd [priv {DES |
AES_CFB128 [encrypted]
passwd | None}]] {EnginelD
EnginelD}

no snmp user name

user_name: (1..32)
CYMBO/10B

Cospatb SNMP-nonb3oBsartens.
- auth — HacTpoiika anropuTma ayTeHTMdUKaumK;
- priv — HacTpolika wndposaHus;
- EnginelD — ngeHtnduratop SNMP-ycTpoiicTea
Bkntoualouyee B ceba cneucMmsonbl user_name
H TpebyeTca yKasbiBaTb B KaBblYKax.

Ypanntb SNMP-nonb3osaTensa.

snmp community index
index name

[encrypted] name security
user_name [context
name] [transporttag
TransportTagldentifier |
none] [contextengineid
ContextEnginelD]

no snmp community index
index

index: (1..32) cumBonoB;
user_name: (1..32) cumso-
noB;
TransportTagldentifier:
(1..255) cumsonos;

MpuBA3aTb COOBLLECTBO C 3aaHHbIM MHAEKCOM K paHee co-
34aHHOMY M0/1b30BaTeN!O.
YT106bl paspewnTb MCMoAb3oBaHWE MHOro cneunanbHoro
CMMBO/IA B Ha3BaHWM U MHAEKCe cOObLLEeCTBa, YKaXKUTE ero B
[BOVHbIX KaBblyKax. Ecnn HasBaHWe M MHAEKC coobluecTBa co-
OepXKaT TONIbKO OYKBbI U UMPbI, TOrAa ABOVHbIE KAaBblYKW He
HYKHbI.
l BKatoualouiee B ceba cneu,cMmeonbl community Tpe-
° 6yeTcA yKa3bIBaThb B KaBbIYKaX.

Yaanute SNMP-coo6LecTBO ¢ yKazaHHbIM MHIAEKCOM.

snmp group group_name user
user_name security-model
{v1 | v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CUMBO/IOB;
group_name: (1..32)
CUMBOJI0B

Co3pgatb SNMP-rpynny uam tTabnaunuy cootsetctenin SNMP-
nosib3oBaTenew 1 npasua obo3peHnin SNMP.

Yaanutb SNMP-rpynny.

snmp access group_name {vl
| v2c |v3} {auth | noauth |
priv}} [read view | none]
[write view | none] [notify
view | none] [context
context)]

no snmp access group_name
{v1 | v2c |v3 {auth | noauth |
priv}}[context <string(32)>]

group_name: (1..32) cum-
BO/IOB;
view: (1..32) cumB010B;
context: (1..32) cumBonos

Paspewuntb SNMP-rpynne A4ocTyn Ha YTeHWe, 3anncb 1 oT-
NpPaBKy SNMp-TPanos No 06beKkTamM, NPUHAAAENKALLMM
read/write/notify-view.

3anpetntb SNMP-rpynne 4ocTyn Ha YTeHue, 3anucb 1 oT-
NpPaBKy SNMP-TPanoB No 06beKkTamM, NPUHAANEKALLUM
read/write/notify-view.
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snmp view view_nameOID
{included | excluded}
snmp view view_name
OIDTree [mask OIDMask]
{included | excluded}

snmp view view_name OID

view_name: (1..32)
CMMBOJI0B

Co3gaTb MM pefaKkTUpoBaTb Npasuio 06o3penHna gaa SNMP-
paspeluatoLee nNpasuao 160 orpaHUYMBalOLLEE CepBEpPY-
obo3spesaTento goctyn K OID.

- OID — vaeHTndukatopa obekta MIB, NpenCTBNEHHbIN B BUAE
nepesa ASN.1

- included — OID BKato4eHa B npaBu/o 418 0603peBaHus;

- excluded — OID uckntoyeHa B npaBuao 418 0603peBaHu.

YpanuTe npasuno obospexma ana SNMP.

snmp targetaddr targetAddr
param targetParamlP_addr
taglist taglList

snmp targetaddr target_ad-
dress param param_name
{ucast_addr | IP6Address |
dns_host_name} [timeout
seconds] [retries rRe-
try_Ccount] [taglist tag_Iden-
tifier | none] [port port_num-
ber]

no snmp targetaddr
targetAddr

target_addr: (1..32) cumso-
Nos;

param_name: (1..32) cum-
BOJIOB;

taglist: (1..255) cumBonos
seconds:

(1..1500) cumBonosB;
retry_count:

(1..3) cumBonos;
port_number:
(1..65535) cumBonoB;
tag_ldentifier: (1..255)
CUMBOJI0B

Co3zatb rpynny agpecos, Ha KOTopble byAyT OTNPaBAATLCA
Tpanbl COrNacHO NapameTpam Ter-aucTa.

YaanuTb rpynny agpecos, Ha KoTopble 6yayT OTNPaBAATLCA
Tparbl COrNacHO NapameTpam Ter-aucra.

snmp targetparams tar-
get_param user user_name
param security-model {v1 |
v2c | v3 {auth | noauth |
priv}} message-processing
{v1 | v2c | v3} [filterprofile-
name profile_name]

no snmp targetparams
target_param

user_name: (1..32)
CUMBOJIOB;
target_param: (1..32)
CMMBOJIOB;
profile_name: (1..32)

YKasaTb NapameTpbl OTNPaBKM Tpanos, onpegensemble NoAb-
30Baenem.

Ypaanutb napameTpbl OTNPaBKKU Tpanos, onpeaenaemblie NoONb-
30Baenem.

4.17.5.3 KomaHObl KOHpU2ypayuu mepmuHana

KomaHabl KOHGUrypaLmm TepMUHANa CYXKaT AN HAacTPOMKM NapameTpos paboTbl TEPMUHAMOB.

KomaHObI pexcuma 2n106anabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHoOM KOHPUrypaumm:

console (config) #

Tabnunua 128 — KomaHabl pexkmma rnobanbHol KoHdUrypaumm

3HayeHue/3Ha4yeHue .
KomaHoa / Aeilicmeue
no ymon4aHuo
line console - Bxopa B peXkvm COOTBETCTBYIOLLEro TEepMUHANA.
line telnet - Bxopa, B peXXnum cooTBETCTBYIOLWEro TepMmnHana.

line ssh

Bxoga B pexXnm COOTBETCTBYHOLLENO TEPMUHANA.

KomaHObI pexuma KoHgu2ypayuu mepmuHana

Bua 3anpoca KOMaHAHOM CTPOKM B peKMMe KOHdUrypaumm TepMmmHana:

console# configure terminal

console (config)# line {console |

console (config-line) #

telnet |

ssh}

128
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Tabnuua 129 — KomaHabl pexrma KoHpurypaumm tTepmumHana

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHda

Aelicmeue

exec-timeout seconds
seconds:
(1..18000)/1800 cek

3apatb MHTepBana, B Te4eHMe KOTOPOro CMCTeMa OXXnaaetT BBoAa
OT nonb3osaTtensa. Ecam B TedeHne gaHHOro WUHTEepBana NONAb30-
BaTe/Nb HUYEro He BBOAUT, TO KOHCOJ/1b OTKNKOYaeTCA.

no exec-timeout

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

speed {4800 | 9600 | 19200 |
38400 | 57600 | 115200}

(4800, 9600, 19200,
38400, 57600, 115200)/
115200 6uT/c

YCTaHOBWUTb CKOPOCTb Mepefayv Ana NocnefoBaTe/IbHOrO UH-
Tepdelica.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 130 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

show line exec-timeout

loKa3aTb 3HaYeHUA napameTpa exec-timeout gna scex Tepmu-
Hanos.

show line exec-timeout
current

MoKasaTb 3HaYeHUs NapameTpa exec-timeout ans TekyLlel cec-
cuu.

4.18 }ypHan aBapwuii, NpOTOKON

SYSLOG

CnuctemHble KYpPHa/sibl NO3BONIAOT BECTU UCTOPUIO CO6bITMl‘;1, npounsouwealwunx Ha yCTpOﬁCTBe, a TaKXXe
KOHTpPOMPOBAaTb nponsowealine cobbITMA B peanbHOM BpemeHW. B XypHan 3aHocATCA cob6bITMA BOCbMMU
TUNOB: LIpe3B|:>ILIZ-]l7IHble, CUrHanbl TpeBorn, KpUTn4eCkne U He Kputnyeckume OLUM6KM, npegynpexaeHuma,

yBeaomneHwums, VIHd)OpMaLJ,MOHHbIe M OTNnago4Hble.

KomaHObI pexcuma 2a06anab6Hol KoOHguU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKMUME rN106anbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 131 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

logging on

no logging on
-/perncTpaums BKaOYEHa

BKOUYNTbL PerMcTpaLmio 0TAa40uHbIX CO0bLEHMI U cooblue-
HUI 06 olmbKax.

BbIKNHOUYNTL PErMCTPALMIO OTAAA0UHbIX COOBLLEHMI U co0bLLe-
HWUI 06 olwmbKax.
71 Tpu BbIKNIOYEHHOW perucTpauum oTaaouHble coo6-

logging-server facility
{facility} severity {severity}

{ipva | ipvé} ip_address facility:(localO...local7),

severity:(0...7),
ipv4_address A.B.C.D,
ipv6_address:
XX XXX Xe X X/-

weHMa U cooblieHna o6 ownbkax 6yayTr nepepa-
BaTbCA HA KOHCONb.
BKAOUYMUTL Nepesady aBapuHbIX U OTNALOYHbIX COOBLLEHMIM
Ha yaaneHHblli SYSLOG-cepsep.
- ip_address — IPv4- unu IPv6-appec SYSLOG-cepBepa;
Ecnn KomaHaa BBegeHa 6e3 ykasaHnus facility, To
6yAeT UCNO/Ib30BaH TEKYLUNIT HACTPOEHHDI
facility.
Ecam KomaHpa BBeaeHa 6e3 ykasaHusA severity, TO
6yayT yKasaHbl Bce severity, Kpome debugging.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES34xx, MES37xx

129




HELTEX

no logging-server facility
{facility} severity {severity}
{ipv4 | ipv6} ip_address

Y8anuTb BbIGpaHHbIN cepBep U3 CNMUCKA MCNOb3yeMblX
SYSLOG-cepsepos.
Ecnn KomaHga BBegeHa 6e3 ykasaHua facility, To
6yper ykasaH Tekywmii facility.
Ecnn KomaHpa BBeaeHa 6e3 ykasaHusA severity, TO
6yayT Mcnonb3oBaHbl BCe severity, BKAOYas
debugging.

logging console

no logging console

-/BKAOYEHO

BK/IIOUMTL Nepesady aBapuiiHbIX UM OTNALOUHBIX COOBLLEHNI
Ha KOHCO/Ib.

BbIKNOUMTb Nepeaady aBapuintHbIX UM OTAaA0UHbIX cooblue-
HUWI Ha KOHCO/Ib.

logging buffered size

no logging buffered

size: (1..200)50

M3MeHNTb KONMYecTBO coobLLEHMI, 3aNOMUHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HayeHMe pasmepa bydepa npume-
HWUTCA Mocne nepesarpysku yCTponcTBa.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

syslog file {1 | 2 | 3} filename

filename: (1..32)/-

Co3patb ¢aiin 3anncy aBapuHbIX M OTNAL04HbIX COOBLEHWUN.

no logging-file [facility]
[severity] file {1 | 2 | 3}

logging-file [facility] [severity]
file{1]2] 3}

facility:(localO...local7),
severity:(0...7),

BbIK/NOUMTL Nepenayvy aBapuiiHbIX UK OTNAL0UHbIX CoobLe-
HUI B Galin KypHana.
Ecnn KomaHaa BBegeHa 6e3 ykasanusa facility, To 6y-
AeT yKasaH Tekywmii facility.
Ecnu KomaHaa BBegeHa 6e3 ykasaHus severity, To
6yAyT ncnonb3oBaHbl Bee severity, BKaoyas debugging.

BKAtOUNTL Nepesady aBapuiiHbIX UAN OTAAL0UHbIX COOBLLEHUI
BbIOPaHHOIo YPOBHSA BAa*KHOCTM B YKA3aHHbIM dalin KypHana.
Ecnn KomaHaa BBegeHa 6e3 ykasanusa facility, To 6y-
beT yKasaH Tekywwmi facility.
Ecnn KomaHpa BBegeHa 6e3 yka3aHuA severity, To
6yAyT ucnonb3oBaHbl Bee severity, Kpome debugging.

logging severity severity

no logging severity

severity:(0...7)/6

3a4aTb YPOBEHb JIOTMPOBAHUA.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

logging facility facility

no logging facility

facility:(localO...local7)/local0

3a4aTb KaTeropuio IOTMPOBaHKA.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

syslog localstorage

no syslog localstorage

-/BKNOYEHO

AKTVMBMPOBaTb OTNPABKY aBapuUHbIX AU COOBLLEHMUI Ha CKOH-
durypmposaHHble dainibl 3anucu.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

logging hostname-format [
hostname | ip | ipv6 | string
string ]

no logging hostname-format

string: (1..128)
-/Het

3a4aTb NapameTp, KOTopbiv ByAeT MCNoNb30BaTbCA B KayecTse
naeHTudmkaTopa xocta B SYSLOG-coobueHusax.

Mcnonb3oBaTb 3Ha4YeHME N0 YMOJTYaHUIO.

Kaxpoe cooblieHre MMeeT CBOM ypoBeHb BarKHOCTU. B Tabanue 129 npuseaeHbl TUMbI COOBLLEHNIA
B nopaakKe ybbIBaHNA NUX BaXKHOCTU.

Tabnnua 132 — Tunbl BaskHOCTU COOBLEHUI

BaxtHocmeo Tun eaxtHocmu OnucaHue
coobuweHuli coobuwjeHuli
0 YpesBblyaliHble B cucteme npomsoLwnia KpUtUYeckaa owmnbKa, cuctema moskeT paboTaTb He-
(emergencies) nNpasuAbHO.
CurHanbl TpeBorun
1 (alerts) HeobxoaMmo HemeaneHHoe BMeLLaTeIbCTBO B CUCTEMY.
Kputnueckue
2 - B cucteme npousoluna KpuTnyeckas owmnbKa.
(critical)
3 OwmnbouHble (errors) B cucteme npomsoluna owmnbKa.
MpepynpexaeHus .
4 . MpeaynpexaeHvne, HeaBapuiiHoe coobuieHme.
(warnings) PEAYNPEXA P w
YBegomneHua .
5 e YBefomeHne cUCTeMbI, HeaBapuitHoe coobLieHune.
(notifications)
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NHPopmaLMOHHbIe

6 . bop _u, NHpopmaLMoHHbIe COOBLEHMA CUCTEMDI.
(informational)

7 OTnafouyHble OTnagoyHble coobLeHnA, NPeaoCcTaBaAT N0b30BaTENO MHbOPMALMIO ANA
(debugging) KOPPEKTHOM HAaCTPOMKU CUCTEMDI.

Mpumep HacTpoliku logging-file:

Co3gagmMm noKanbHbln pain ¢ umeHem sll, Kyga 6yayTt 3anmcbiBaTbCca COOLITUA C Ba*KHOCTbIO OT
ypesBblYaliHbIX 40 UHGOPMALMNOHHbIX.

console (config)# syslog filename-one sl]I
console (config) # logging-file sl1I

Mpumep HacTpoliku logging-server:

YKkaxem agpec syslog-cepsepa, Kyaa byayT oTnpaBaaTbCA COOOLWEHMA O COBbITUAX C BaXKHOCTbIO OT
ypesBblYaliHbIX 40 MHGOPMALMOHHbIX.

console (config) # logging-server ipv4 192.168.1.1

KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 133 — KomaHaa pexuma Privileged EXEC ana npocmoTpa dalina KypHana

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
Mo ymMoa4YaHuro
clear logs - YaanuTb Bce coobLLeHNA 13 BHYTpeHHero bydepa.
show logging-file - OTO6pPa3nTb HACTPOMKM IOTMPOBAHMA B JIOKAIbHblE daiibl.

show logging file file_name OT06Pa3UTL COCTOAHME ¥KYPHANa, aBapuiiHble U OTIaA04HbIEe CO06-

file_name: (1..3) .
LEeHKA, 3anmcaHHble B daiine

show logging-servers - OT06pa3nTb HACTPOWNKN ANA yaanéHHbIx logging-cepsepos.

4.19 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

®YHKUMA 3epKaNMpPoBaHMA MOPTOB NpeAHasHayeHa ANA KOHTPOAs ceTeBoro TpaduKka nytem
NepecbINKKU KOMUI BXOAALWMX U/UAN UCXOOALMX MAKETOB C OAHOMO WAM HECKO/bKUX KOHTPOJIMPYEMbIX
NOPTOB Ha OAMH KOHTPOIMPYIOLWMI NOPT.

BO3MOXHO 3epKanaupoBaHue no6oro Koauuectsa WHTepdeiticoB. OTCyTCTBME MNOTepb
’ rapaHTMpyeTcAa, ecM NPONYCKHaA cCNocobHOCTb MHTepdeiica HasHaYeHUA He npeBbiweHa. Mpu
MCNosib30BaHUU PU3NUECKUX NeTe/Ib Ha KOMMYTaTope 3epKasMpoBaTbca byaeT ToNbKO o4HA
Konua Kaapa (frame), ecnn 3amkHyTble MHTepdeilicbl NpuHagaexar ogHomy VLAN.

K KOHTpoAMpyloLeMy NopTy NPUMEHSAIOTCA CAeaytowmne orpaHuYeHns:

— TOpT He MOXKET HbITb KOHTPOIMPYIOWMM WU KOHTPOUPYEMbIM NOPTOM OAHOBPEMEHHO;
—  IP-uHTepdeic A0NKEH OTCYTCTBOBATL 4/14 3TOro NOpTa;

K KOHTPO/INpyeEMbIM NOPTaM NPUMEHAIOTCA cheayrowmne orpaHn4YeHnaA:

— TopT HEe MOXKET HbITb KOHTPOIMPYIOWMM U KOHTPOIMPYEMbIM MOPTOM OLHOBPEMEHHO.
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KomaHObI pexcuma 2106asa6HoU KOHGuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobanbHoN KoHdUrypaumm:

console (config) #

Tabaunuya 134 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aeiicmeue

monitor session session_id
destination interface
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port]

no monitor session session_id
destination

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
session_id: (1..4)

YKasaTb 3epKanupylowmii nopt 444 BblbpaHHOW ceccum  Mo-
HUTOPUHra.
®DYHKLMA MOHUTOPUHIA MOXKET 6bITb HACTPOEHA Ha YeTbl-
V pEéx nopTax 0AHOBPEMEHHO.

BbIKNOUNTL QYHKUMIO MOHUTOPUHIA Ha HACTPavBaeMOM WHTep-
deiice.

monitor session session_id
destination remote vian
vlan_id

no monitor session session_id
destination remote vian
vlan_id

vlan_id: (1..4094);
session_id: (1..4)

YKaszaTtb cnyebHbivi vlan ana 3epkanvpoBaHuA Tpaduka ¢ 3afaH-
HOro pedaeKTop-nopTa ANA BbibpaHHOM ceccuu.
remote vlan — ciy»KebHbili vlan ana 3epkanmpoBaHus Tpaduka;

BbIKNOUNTb GYHKUMIO MOHUTOPUHIA Ha HACTPaMBaeMOM MHTep-
deiice.

monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port] [rx | tx | both]

no monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
session_id: (1..4)

[06aBUTb YKa3aHHbIM 3epKannpyemblii NopT A5 BblIOpaHHOM ceccun
MOHUTOPUHra.

- X — KOMMPOBaTb NaKeTbl NPUHATbIE KOHTPOMPYEMbIM MOPTOM;

- tX — KOMMPOBaTb NaKeTbl, NepesaHHble KOHTPOANPYEMbBIM MOPTOM;
- both — KonnpoBaTb Bce NakeTbl C KOHTPOJIMPYEMOrO NOpPTa.

BbIKNOUNTL QYHKUMIO MOHUTOPUHIA Ha HACTPavBaeMOM WHTep-
deiice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..4)

YKaszatb vlan, c KoToporo byaeT 3epkannpoBatbcs TpaduK ¢ 3a4aH-
Horo pedaekTop-nopTa Ana BbibpaHHOW ceccun. Mpu aTom cam vian
byneT CHAT.

BbIkntounTb d)yHKLI,VII'O MOHUTOPUHIa Ha HacCTpanBaemMoOM UHTepP-
deiice.

KomaHOwb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeet cneayowmin Bua:

console>

Tabnunua 135 — KomaHabl, A0CTyNHble B pexmume EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show monitor session
session_id

session_id: (1..4)

BbiBecTM MHbOPMaLMIO NO CKOHOUIYPUPOBAHHOMN CECCUM MOHUTO-
puHra.

[Mpumepebi 8bIN0AHEHUS KOMAHO

console# configure terminal
console (config) # monitor session 2 destination interface gigabitethernet

0/1

BbIBECTU MHPOPMALMIO MO KOHTPOJIMPYIOLMM Y KOHTROIMPYEMbIM NMOPTaM.

console# show monitor session 2

| Mirroring is globally Enabled.

132
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Session H

Source Ports

Rx : None

Tx : None

Both : None
Destination Ports : Gi0/1
Session Status : Inactive

4.20 PyHKLMM ANATHOCTUKU PU3NYECKOTO YPOBHA

CeTeBble KOMMYTATOpPbl COAEPMAT annapatHble M NporpaMmmHble CpeacTsa Aaa AMArHOCTUKM
dunsnyeckmx nHTepdeincoB M INHKIK CBA3KN. B nepeyeHb TECTUPYEMbIX NAPAMETPOB BXOAAT Cneaytowme:

[ns aneKkTpuyecknx nHTepdencos:
— AQMvHa Kabens;
—  paccTosiHMe 40 MecCTa HeUCNPaBHOCTM — 06pbIBa NN 3aMbIKaHUA.

Ona ontuyeckmx nutepdeicos 1G:
— napameTpbl NUTaHWUA — HaNpPAXKEHUE U TOK;
—  BbIXOAHaA ONTUYECKas MOLLHOCTb;
—  ONTMYECKasi MOLLHOCTb Ha Npueme.

4.20.1 AuazHocmuka medHo20 Kabens

KomaHOowbl pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxume EXEC umeet cneayrowmii Bua;

console#

Tabnvua 136 — KomaHabl ANArHOCTUKM MeaHoro Kabens

Komanda 3Ha4yeHue/3HayeHue leiicmeue
no yMoan4YaHuto
test cable-diagnostics fa_port: (0/1..24); BbINONHUTL BUPTYyaNbHOE TECTUPOBaHWE Kabens ANnA yKa3aHHOTo WUH-
fastethernet fa_port | gi_port: (0/1..48); Tepodeiica.
gigabitethernet gi_port | te_port: (0/1..11)
tengigabitethernet te_port]

/ Mpu nonyuyeHumn coobwenunsa 'Fail to get cable test result for port GiO/X. Status: 3'
peKomeHayetrca npoBeputb media-type wuHTepdeiica u coctoAHMe uHTepdeiica Ha
yOaneHHoii cTopoHe.

4.20.2 3nekmponumaHue no auHuam Ethernet (PoE)

Mogenn KommyTtatopos MES2408CP, MES2408IP DC1, MES2408P, MES2408PL, MES2424P,
MES2428P, MES2448P, MES2420-48P, MES3708P, MES3710P noaaepKMBatoT 3N1eKTPONUTAHME YCTPOICTB
no nnHuu Ethernet B cootsetcTBMM ¢ pekomeHaaumamu IEEE 802.3af (PoE) n IEEE 802.3at (PoE+). Tun pac-
NMMHOBKM A.

KommyTtatopbl MES2408PL xapakTepusyoTca MeHbLNM 6104KEeTOM MOLLLHOCTWU, OTHOCUTENbHO ApY-
TUX.
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KomaHObI pexcuma 2106anbHol KOHuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B pexxume rnobanbHon KoHdUrypaumm:

console (config) #

Tabnnua 137 — KomaHab! pexuma rnobanbHomn KoHduUrypaumm

3HayeHue/ 3HayeHue .
KomaHoa Aelicmeue
no ymon4yaHuro
set poe enable BKAOUMTL 3/1eKTponmMTaHKe no anHuam Ethernet.
set poe disable BbIKntounTb aneKkTponuTaHue no anHuam Ethernet.

KomaHOb! pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma KOHPUrypaumm nHtepoeliica:

console (config-if) #

Tabnmua 138 —KomaHapl pexkmuma KoHourypaumnm nHtepoeiica Ethernet

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMoaYaHuro
power inline auto PaspewwnTb paboTy npoTtokona PoE-ycTpoicTB Ha nHTepdeiice n
/ BK/IIOYAET NOAAYY 3N1eKTPONUTaHNA Ha MHTepdelic.
power inline never -fauto 3anpetutb paboTy nNpoTokona obHapyKeHua POE-ycTpoicTB Ha
MHTepdence 1 OTKAOYAET NOAAYY SNEKTPOMNUTAHMUSA.
power inline priority {critical | 3agaTb NnpuopuUTeT UHTepdelica POE npu ynpasieHUM aneKTponu-
high | low} TaHMeMm.
- critical — ycTaHaBAMBaeT HaMBbLICLINIA NPUOPUTET SNEKTPONUTA-
Jlow HUWA. DNEeKTPonNUTaHWe NOPTOB C TaKUM NpuoputeTom ByaeT npe-
KpallaTbCa B MOCNEAHION ouvyepenb MpU Neperpyske cUCTeMbl
PoE;
- high — yctaHaBnvBaeT BbICOKMI NPUOPUTET 3NEKTPONUTAHUSA;
- low — ycTaHaBAMBaEeT HU3KUI NPUOPUTET SNEKTPONUTAHUA.
power inline limit-mode {class BblbpaTb pexmnm orpaHMYeHUA MOLLHOCTHU.
| user-defined wattage} - class — IMMUT MaKcMmanbHOM NoTpebsemoi MOLLHOCTH onpe-
wattage: (200..31200) | AenAeTca KNaccom MOAKNIOYAEMOro YCTPOWCTBa;
munameatt/ class - user-defined — AMMUT MmaKcmanbHOW NOTPeHAAEMON MOLLHO-
CTW BbICTABNAETCA BPYYHYIO, € warom 200 mBT.
no power inline limit-mode BbI6paTh pexkMm No yMONYaHUIO.

KomaHObI pexcuma EXEC

3anpoc KomaHAHOM cTpoKK B pexkume EXEC umeeT cnepytowmii Bua;

console#

Tabnunua 139 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show power inline
[gigabitethernet gi_port]

OT06pasuTb COCTOAHME INEKTPONUTAHUA UHTepdENCcoB, NoaAePKH-

gi_port: (0/1..8) BalOLWMX NUTaHUE Mo nHMKU POE.

show power detail OT06pasnTb 06LLY0 MHPOPMALMIO NO coCToAHUIO POE 1 cocTosHMIO
i NCTOYHMKA.

show power inline OTO6pasnTb XapaKTePUCTUKM MOTpebNeHMAs MOLLHOCTU, TOKa W

consumption ) HaNpsKeHWA.
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4.20.3 lMpomokoa UDLD

UDLD (Unidirectional Link Detection) — 3To NPOTOKOA BTOPOro YPOBHA CO34aHHbIN A5 aBTOMaTUYe-
CKOro 06HapYXeHUA NOTEPU ABYXCTOPOHHEN KOMMYHMKALMWN Ha ONTUYECKUX IMHUAX CBA3M.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Quana3oHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU perknMma KoHUrypaumnm nHtepdeiica:

console (config-if) #

Tabnunuya 140 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

3HayeHue/3HayeHue

Aelicmeue
10 yMon4YaHuio

KomaHda

ethernet-oam uni-directional BKNOYUTbL AMArHOCTUKY COCTOAHMA ONTUYECKUIA INHUIA.
detection

- -/BbIK/IlOYEHO — —
no ethernet-oam uni- BbIKNOYMTb AMArHOCTUKY COCTOAHUA ONTUYECKMUIA IMHWIA.

directional detection

ethernet-oam uni-directional BKAtOUNTL arpeccuBHbIi pexkmm, npu kotopom TLV oTnpasnsetca

detection aggressive B NtoOOM cnyyae, faxKe eciv OHa He bblna NosyyeHa oT yaaneH-
HOrO YCTPOMICTBA.

no ethernet-oam uni- BbIKNIOUMTL arpeccuBHbIi pexunm, npu kotopom TLV oTnpasns-

directional detection -/BbIKNIOYEHO eTcs B 1tobom cnyyae, gaxe ecv oHa He bblna nonyeHa ot yaa-

aggressive NEHHOTO YCTPOWCTBa.

ethernet-oam uni-directional BbICcTaBUTbL Talimep, No KOTOpoMy ByAeT NPOUCXOAUTb onpeaene-

detection discovery-time time HUe TeKYLLEero COCTOAHMUA JIMHKA.

no ethernet-oam uni- time: (5..300)/5 YCTaHOBMTb 3HaUeHKe No YyMOMYaHMIO.

directional detection
discovery-time

ethernet-oam uni-directional Bbi6paTh pexunm paboTbl npotokona UDLD.
detection action {errdisable | - errdisable — nepepgaya Tpaduka 610KMpyETCA MPU OTCYTCTBUU
log} / npuema BOGHOM U3 Hanpas/eHWIt B KaHane;

- Og

- log — coobueHre 0 610KMPOBKE NOABAAETCA B KypHae.

no ethernet-oam uni- YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
directional detection action

KomaHOwb! pexcuma EXEC

3anpoc KoMaHAHOM CTpoKKM B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnnuya 141 — KomaHgb! pexkuma EXEC

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
no ymoa4YaHuro
show port ethernet-oam uni- OTO6pPa3nTb COCTOAHME OMNTUYECKOTO JINHKA.
directional detection

4.20.4 luazHOoCMuUKa onmu4YecKo20 mpaHcueepa

CDyHKLI,Mﬂ ANArHOCTUKMN No3BO/IAET OLUEeHUTb TeKyuiee COCToAHMEe ONTU4YeCKOro TpaHCuBepa U
ONTUYECKOM IMHUM CBA3M.
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Bo3moKeH aBTOMATUYECKUIA KOHTPONIb COCTOAHMA JIMHWIA  cBA3W. [lna 3TOro KomMMmyTaTop
nepuoaMYeckn ONpaLIMBAET MapaMeTpbl ONTUYECKUX WMHTepdENCcoB M CpPaBHMBAET MX C MOPOrOBbIMM
3HAYEHMAMM, 3aZaHHbIMW NPOM3BOAUTENAMMU TPaHcMBepPOB. MNpu BbIxoAe NapameTpoB 3a AOMYCTUMblE
npegenbl KOMMyTaTop GOPMUPYET NPeaynpexaatoLme U aBapuiiHble coobLLeHMA.

KomaHOwbi pexxcuma EXEC

3anpoc KomaHAHOM cTPoKK B pexkmume EXEC nmeeT cneayrowmin BuAa;

console#

Tabnnua 142 — KomaHapbl AMArHOCTUKM ONTUYECKOro TpaHcuBepa

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
10 yMoA4aHuio

show fiber-ports OT06pa3sunTb pesyabTaTbl AMArHOCTUKM ONTUYECKOTO TPaHCHBepa.
optical-transceiver [ {
fastethernet fa_port | -
gigabitethernet gi_port |

tengigabitethernet te_port}]

Tabaunua 143 — MNapameTpbl 4MArHOCTUKM ONTUYECKOTO TPpaHcMBepa

Mapamemp 3HavyeHue
Temp Temnepatypa TpaHcMBepa.
Voltage Hanpsa)keHne NnuTaHMA TpaHcKBepa.
Current OTK/I0HEHMe TOKa Ha nepejaye.
Output Power BbIxo4HaA MOLLHOCTb Ha Nepeaade (MBT).
Input Power BxoZHan MoLHOCTb Ha npueme (MBT).
LOS MoTepa curHana.

3HayeHUA pe3yabTaToB ANATHOCTUKM:
— N/A - HepocTynHo,

— N/S—He noagaepxnsaerca.
4.21 dyHKuum obecneueHus 6e3onacHoCcTH

4.21.1 ®yHKkyuu obecneyeHus 3auumeol Nopmoe

C uenbto nosblweHMA 6e30MacHOCTM B KOMMYTATOpPE CYLLECTBYET BO3SMOXHOCTb HACTPOUTb KaKOW-
nmMbo nopT TaK, 4Tobbl AOCTYN K KOMMYyTaTOpy 4epe3 3TOT NOPT NPeAocCTaBAANCA TOAbKO 3afaHHbIM
ycTporicTBam. PyHKLMA 3alLMTbl NTOPTOB OCHOBAHA Ha onpeaeneHun MAC-agpecoB, KOTOPbIM paspeLuaeTcs
poctyn. MAC-agpeca moryT 6biTb HacTPOEHbl BPYYHYHO WAWM M3y4yeHbl KOMMyTaTopoM. lNMocne mlyyeHus
HeobxoAMMbIX agpecoB NOPT caefyeTr 3abAOKMPOBATb, 3alUMTUB €ro OT MOCTYMAEHWA MaKeToB C
HeunsydyeHHbIMW MAC-agpecamu. Takum ob6pasom, Koraa 3ab10KMPOBaHHbIM NOPT nosyyaeT naket, u MAC-
afpec MCTOYHMKA MaKeTa He CBA3aH C 3TUM NOPTOM, aKTUBU3NPYETCA MEXaHU3M 3aLUTbl, B 3aBUCMMOCTHM OT
KOTOPOro MoryT 6bITb NPUHATLI Cegylowmne Mepbl: HECAHKUMOHUPOBAHHbIE NaKeTbl, MNOCTynalowme Ha
3a610KMPOBaHHbIN NOPT, NepecbinatoTca, oTbpacbkiBaloTCA, MO0 Ke NoPT, NPUHABLUMIA NAKET, OTK/IOYAETCA.
dyHKuna 6esonacHoctn Locked Port no3BonAeT COXpaHUTb CAMCOK M3ydeHHbIXx MAC-agpecoB B daine
KOH}Urypaunm, Takum o6pasom, sTOT CMMCOK MOXKHO BOCCTaHOBUTL MNOCAE Nepe3arpy3Kkm yCTPoMncTBa.

/’ ] CywiecrsyeT orpaHuyeHue Ha Konnyectso MAC-aapecos, KOTOpoe MOXKeT U3y4nTb NOpT, UC-
NONb3YIOLWMIA GYHKLMIO 3aLUTDI.
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KomaHObI pexcuma KoHduaypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

¢helica 2pynnbl nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHoburypaumum mHtepdeinca Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console (config-if)#

Tabnnua 144 — KomaHabl pexkuma KoHdpurypauum nntepoeiica Ethernet, rpynnbl uHtepdelicos

3Ha4yeHue/3HayeHue
o ymon4aHuro

KomaHoa

Aeiicmeue

switchport port-security ena-
ble

-/BbIKNIOYEHO

no switchport port-security en-
able

BKAOUMTB PYHKLMIO 3alLMTbl HA UHTepdelice. BnokupyeT GpyHK-
LMIO M3yYeHUs HOBbIX aapecoB ana nHtepderica. MNaketbl ¢ He-
n3yyeHHbIMM MAC-agpecamm UCTOYHMKA OTOpacbIBatoTCA.

OTKAOUNTb GYHKLMIO 3aLWMUTbI Ha MHTepdeice.

switchport port-security mac-
limit

- - limit: (0..8192)/1
no switchport port-security

mac-limit

3a4aTb MaKCMMaNbHOE KO/IMYECTBO a4 PEeCcOB, KOTOPOE MOXKET
M3y4ynTb NOPT.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

switchport port-security mode
{max-addresses | lock | se-
cure-delete-on-reset | secure-
permanent}

-/lock

no switchport port-security
mode

3afaTb pexum orpaHnyeHma nsydenna MAC-agpecos gna HacTpa-
nBaemoro nHtepdelica.

- max-addresses — yganfer Tekywue ANHAMUYECKU WU3YYEHHblEe
agpeca, cBA3aHHble ¢ UHTepdelicom. PaspeleHo nUlyyeHne mak-
CMMaNbHOIO KOJIMYECTBa aApecoB Ha NopTy. [oBToOpHOE M3yYeHne
M CTapeHune paspeLleHbl.

- lock — coxpaHseT B paiin Tekywme AMHaAMUYECKU U3YYeHHble aj-
peca, cBa3aHHble ¢ MHTepdelicom u 3anpeLLaet obyyeHe HOBbIM
ajpecam U CTapeHue yxe U3ydYeHHbIX aLpecoB.

- secure-delete-on-reset — yganser Tekywme gUHAMUYECKM U3Y-
YeHHble afpeca, CBsizaHHble C MHTepdecom. PaspelleHo n3yye-
HME MAKCMMAJIbHOrO KOJIMYECTBA afpecoB Ha nopTy. MoBTopHoe
U3y4YeHMe 1 CTapeHue 3anpeLeHbl. Aapeca COXpaHatoTCa 40 nepe-
3arpysku.

- secure-permanent — yaanaet Tekywme OUHAMWUYECKU MU3YyYeH-
Hble agpeca, CBA3aHHble ¢ UHTepdericom. PaspelleHo n3yyeHune
MaKCMManbHOrO KOAMYECTBA afpecos Ha NopTy. MosBTopHoe U3y-
YeHWe W cTapeHue 3anpelleHbl. ALpeca COXpPaHATCA Npu nepe-
3arpyske.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

switchport port-security viola-
tion [restrict | protect | dis-
card-shutdown)

-/protect

3a4aTb peXXuM pearmpoBaHuA Npu HapyLeHnn 6e3omnacHocTu.

- restrict — B JaHHOM pexkume Npu HapyLweHnn 6e30nacHoOCTM OT-
npasnaetca SYSLOG-coobuweHune Ha SYSLOG-cepsep.

- protect — B JaHHOM pe)KMMe OMOBeLW,eHUA O HapylweHun bes-
onacHocTn HeT. Bknawouaetr nepexsat MAC-agpecos, KoTopble
[O/MKHbI 6bITb 0TOpOLLEeHbl, Ha CPU, nocne yero MAC-agpeca no-
MeualoTcA KaK 3ab/oKMpoBaHHbIE U OTOpAcbLIBAlOTCA B TeyeHuu
aging-time;

- discard-shutdown — B gaHHOM perKuMme Kagpbl C HEU3yYeHHbI-
mn MAC-agpecamu UCTOYHMKA OTOPacbIBAOTCA, MOPT OTKAOYa-
eTca.

4.21.2 Konmpone npomokona DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoi NPOTOKO/, MO3BOAAKOWMUIA KANEHTY MO
3anpocy nonyyats IP-aapec n apyrue Tpebyemblie napameTpbl, Heobxoanmble ansa pabotbl B cetn TCP/IP.

np0TOKOJ'I DHCP moeT ncnosb3osaTbCA 3/10yMblIWNEHHUKaMWN ANA COBEPLUEHNA aTAK Ha YCTPOI\;ICTBO,
KaK CO CTOPOHbI K/N1MeHTa, 3aCTtaBaAA DHCP—cepBep Bbl4aTb BCe€ AOCTYyNHble aapeca, Tak U CO CTOPOHbI
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cepBepa, nyTem ero noamensbl. MporpammHoe obecneyeHne KOMMyTaTopa NO3BOAAET 06ecneynTb 3alLnTy
YCTPOWMCTBA OT aTak C mMcnosb3oBaHuem npoTokosa DHCP, ana yero npumeHsetca ¢yHKUMA KOHTPONsA
npotokona DHCP — DHCP snooping.

YcTpoicTBo cnocobHo oTcnexuBaTb noseneHne DHCP-cepepoB B ceTu, paspewan ux
MCNONb30BaHME TOIbKO HA «A0BEPEHHbIX» UHTepdelicax, a TakKe KOHTPOAMPOBATb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabnuue COOTBETCTBUMNA.

Onuwma 82 npoTokosia DHCP (option 82) ncnonbsyetca gns Toro, 4tobbl nporHdopmuposats DHCP-
cepsep 0 ToM, OT Kakoro DHCP-peTtpaHcnaTopa (Relay Agent) u yepes Kakoi ero nopT 6611 NOAy4YeH 3anpoc.
MpumeHneTca Ana YyCTaHOB/IEHUS COOTBETCTBUIN IP-aapecoB M MOPTOB KOMMYTATOPa, a TakKe A4/1a 3aLnTbI
OT aTak C ucnonb3oBaHMem npoTokosa DHCP. Onuua 82 npeactaBnsaetr coboi AONOJIHUTE/bHYIO
uHdopmauuio (Mma ycTpolictsa, Homep noprta), AobaBaseMyld KOMMYTaTOpPOM, KOTOpbIA paboTaeT B
pexmume DHCP Relay areHTa, B Buae DHCP-3anpoca, npuHATOro OT KAneHTa. Ha ocHoBaHWKW AaHHOM OnNuuK,
DHCP-cepBep Bblgenser IP-agpec (ananasoH IP-agpecoB) u Apyrve napameTpbl MOpTy KOmmyTaTopa.
Monyuns Heobxoaumble AaHHble oT cepBepa, DHCP Relay areHT BbigenseT IP-agpec KAMEHTY, a TaKxKe
nepenaer emy Apyrue Heobxoanmble NnapameTpbl.

Tabnunua 145 — dopmart noneit onumm 82

Mone Mepedaeaemas uHgpopmayus

Mma xocTa ycTpoiicTBa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnegHuin 6GaiT — HoMep nopTa, K KOTOPOMY MOAK/HOYEHO YCTPOICTBO, OTNpaBasoLLee
dhcp-3anpoc.

Circuit ID

Enterprise number — 0089c1

R ID
emote agent MAC-azipec ycTpoiicTaa.

’ | Ana KoppekTHoi paboTtbl ¢pyHKuunM DHCP Snooping Bce ucnonblyembie DHCP-cepBepbl

e BONHbI BbITb NOAKAIOYEHbI K «A0BEPEeHHbIM» MOpTam KommyTtatopa. [Ona aobasneHus
nopTa B CMUCOK «A0BEpPEeHHbIX» UCNO/Ib3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexxume KoHdurypauum uHtepdeiica. Ana obecneyeHna 6es3onacHOCTU Bce
OCTa/IbHble MOPTbl KOMMYTATOpPa A,0/XHbl 6bITb «KHEA0BEPEHHBIMMUY.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 146 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymon4aHuio
ip {dhcp| dhcpv6} snooping Pa3spewnTb KOMMYTaTOPYy KOHTPOIMPOBaHWe NpoTokosia DHCP.
no ip {dhcp| dhcpv6} -/BbIKNtOYEHO 3anpeTnTb KOMMYTATOPY KOHTPO/IMpPOBaHMe npoTokona DHCP.
snooping
ip {dhcp| dhcpv6} snooping Pa3pewnTb KOHTpoMpoBaHue npoTtokona DHCP B npeaenax yka-
vlan vian_id vlan_id: 3aHHoro VLAN.
no ip {dhcp| dhcpv6} (1..4094)/BbIKNIOYEHO | 3anpeTWTb KOHTPONMpPOBaHMe npoTokona DHCP B npeaenax yka-
snooping vlan vian_id 3aHHoro VLAN.
ip dhcp snooping verify mac- BkntounTs BepuopmuKkaymio MAC-agpeca knmeHta u MAC-agpeca mc-
address TOYHMKa, NpuHAToro 8 DHCP-nakeTe Ha «HeAOBEPEHHbIX» MOPTaXx.
no ip dhcp snooping verify -/BKNIO4EHO Bbikntountb BepudurKaumo MAC-agpeca kaneHta u1 MAC-agpeca
mac-address WCTOYHMKa, NpuHAToro B DHCP-nakeTe Ha «HeA0BEPEHHbIX» Nop-
Tax.
ip binding port-down action OnpeaenvTb peakumo KOMMyTaTopa Ha nageHue nHtepdelica:
{clear|retain} Jretain - retain — coxpaHaeT 3anuncu B Tabamue Npy NageHuu.
- clear — ypanset Bce AMHaMMYecKue 3anucu, co3gaHHble s
ynasLero nHtepdelrica.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnunua 147 — KomaHgb! pexxkuma Privileged EXEC

Komanoa 3HayeHue/3Ha4yeHue Leiicmeue
no yMmon4aHuro
show ip {dhcp | dhcpvé6} ) OT06pa3nTb cooTBeTCTBUA U3 daiina (6asbl) KOHTPOIA NPOTOKOA
snooping DHCP.
show ip dhcp snooping global - OT06pasunTb rnobanbHyto HacTpoliky DHCP Snooping.
show {ip | ipv6} binding ) MoKa3aTb Bce cOOTBETCTBUA M3 daiina (6a3bl) KOHTPONA NPOTOKONA
DHCP.
clear {ipv4 | ipv6} binding vlan_id: (1..4094) OumncTUTb cooTBeTCTBMA U3 ¢aina (6asbl) KOHTPOASA NPOTOKONA
[mac_addr vian_id] DHCP.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanasoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnbl nopmos

Bua 3anpoca KOMaHOHOM CTPOKM B pexume KoHourypaumum uHTepdelica Ethernet, uHtepdeliica
rpynnbl NOPTOB:

console (config-if) #

Tabnuua 148 — KomaHabl pexkmma KoHpurypaumm nHtepdeiica Ethernet, rpynnbl nHtepdeiicos

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
o yMmon4YaHuo
ip binding limit /imit BkAtounTb orpaHuyeHue koamyectsa DHCP-knmMeHTOB Ha nopTy.
no ip binding limit limit (0..1024) BbIKAOUYMTb OrpaHunyeHme konnyectsa DHCP-KAnMeHTOB Ha
nopry.

YcTaHoBNeHHOe orpaHuudeHue no Koaudectey DHCP-knuneHTOB 6yper pacnpocTpaHATbCA
TONIbKO Ha HOBble 3anucu. PeKomeHayeTcs nepes, HAaCTPOMKOW OrpaHUYEHUA OYUCTUTD
Tabnuuy knmeHtos DHCP snooping.

4.21.3 DSLAM Controller Solution (DCS)

C nomouwpto AaHHOW GYHKUMM HACTpamBaltoTcA 3HAYeHUs WaeHTUPUKATOpPoB WHTepdelica wm
peTpaHcaaTopa npu KoHourypuposaHmum DHCP snooping, DHCPv6 snooping u PPPoE Intermediate Agent.
Circuit-id — naeHTudumkatop MHTepdelica, ¢ KOTOporo npuwen sanpoc, remote-id — ngeHTdPUKaTop
peTpaHCcAATOpPa, C KOTOPOro NpuLIen 3anpoc.

Mpu BKAOYEHUN GYHKLMK Ha UHTepdelice circuit-id n remote-id 6yayT BcTaBaATbeA Bo Bcex VLAN, Ha
KoTopblIx BKAo4eH DHCPv4/v6 snooping, DHCP Relay, PPPoE-IA. Mpu skatoyeHnn 8 VLAN circuit-id u remote-
id 6yayT BcTaBNaTbCA TONbKO B AaHHOM VLAN Ha Bcex nHTepdencax.

KomaHObI pexcuma 2a06asnab6Hol KoOHu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHOM KOHGUrypaunm:

console (config) #
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Tabnunua 149 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

dcs information option [dhcp |
dhcpv6 | pppoe-ia | dhcp-
relay] enable

dcs information option [dhcp |
dhcpv6 | pppoe-ia] disable

-/BbIK/IIOYEHO

BKkntounTb gobaBneHue circuit-id + remote-id ana scex onuymii (1.€.
dhcp | dhcpv6 | pppoe-ia | dhcp-relay) 1Mbo 3aaaTb KOHKPETHbIN
NPOTOKON ANA BCTaBKM remote-id u circuit-id.

BbikntounTb AobaBneHune remote-id u circuit-id.

dcs agent-circuit-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}
identifier

no dcs agent-circuit-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}

identifier (1..63)
cumBo10B/1waboH
%h%i%v

YcTaHoBuUTb circuit-id B dopmaTte cBO6OAHOM CTPOKK, onpeseneH-
Hol nosb3oBaTesieM. BO3MOXKHO MCno/b3oBaHMe WabioHOB.

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.

dcs agent-circuit-id format-
type {dhcp | dhcpvé | pppoe-
ia | dhcp-relay} [identifier-
string] identifier option format
[delimiter delimiter]

identifier (1..48)

HacTpowuTs circuit-id cornacHo pekomeHgauusa TR-101.

NaeHTudmkatop:
- identifier — npon3sosbHana cTpoka 6e3 WwabnoHoB.
dopmar:

- pv — Homep nopta n VLAN;
- Sp — HOMep cnoTa M NopTa;
- sV —Homep cnoTa u VLAN;
- SpV — HOMep cnoTa, nopta n VLAN.

no dcs agent-circuit-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpa-
relay}

Paspenutenn:
cumsonos/dopmart spv, | comma—“";
pasgenutens std, ~dot—“":
identifier NULL - hash — “4#”;
- semi-colon - “;”;
-slash-“/";
-space—"“";
- std — “slot:port/vlan”.
no dcs agent-circuit-id format- YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
type {dhcp | dhcpv6 | pppoe-
ia | dhcp-relay}
dcs agent-circuit-id suboption- YcTaHoBUTb Gopmar circuit-id.
type {dhcpv4 | dhcpv6 | dopmartbl:
pppoe-ia | dhcp4-relay} {tr- - tr-101 — nobaBneHue circuit-id 8 opmate cornacHo pekomeHza-
101 | user-defined} [binary] umam TR-101
[add-subtypes] - user-defined — pob6asnexune circuit-id B ¢dopmaTte cBoboaHOM
CTPOKM C BO3MOKHOCTbIO MCMO/b30BaHMA WabaoHOB.
[ononHuTebHble NapameTpsbi:
- binary — gaHHbIY NapameTp yKasbiBaeT, YTO YNCNOBbIE WabAOHbI
Jtr-101 byayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbI NapameTp yKasblBaeT, YTo B UAEHTUDU-
KaTop byget nobasneH JONONHUTENbHbLIM NoATUN (2x-6ailToBbIN
ana DHCPv4 n PPPoE n 4x-6aiTtosbit ana DHCPv6), B KoTopom
onpegensetca ¢opmat ctpoku (ASCII-0x01, HEX-0x00) u gavHa
naeHtndukartopa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

dcs remote-agent-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}
identifer

no dcs remote-agent-id user-
defined {dhcp | dhcpvé6 |
pppoe-ia | dhcp-relay}

identifer (1..63)
cMMB00B/WabnoH %m

YcTaHoBWTbL remote-id B popmaTte cBO6OAHOM CTPOKYU, Onpesenéx-
HOM nosb3oBaTenem. Bo3MOXKHO MCNONb30BaHWe LWaboHOB.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHAHWUIO.
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dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcp4-
relay} user-defined [binary]
[add-subtypes]

no dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcp4-
relay}

-/user-defined

YcTaHoBUTb popmat remote-id

dopmaTbl:

- user-defined — go6asneHne remote-id B popmate cBobogHOM
CTPOKM C BO3MOXKHOCTbIO MCMO/1b30BaHUA WaboHOB.
[ononHuTenbHble NapameTpbi:

- binary — gaHHbIV napameTp yKa3bIBaeT, YTO YMUCI0BbIE WABAOHbI
6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbIV NapameTp yKa3bIBaeT, YTO B UAEHTUPHU-
KaTop byaeTt gobaBneH AONONHUTENbHbIA NoOATMN (2X-6aliTOBbIN
ona DHCPv4 n PPPoE w 4x-6aiTtoBbii ana DHCPv6), B KoTopom
onpegenaerca ¢opmat cTtpoku (ASCII-0x01, HEX-0x00) n anvHa
naeHTnduKatopa.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

Tabnunuya 150 — LWabnoHbIl, 4OCTYNHbIe ANs HAacTpoiKu user-defined naeHtTudmkaTopos

LWa6noH OnucaHue

%a IP-appec. laHHbI WabnoH MoxKeT bbiTb NpeobpasoBaH B popmat HEX. ECTb BO3MOXKHOCTb YKa3aTb HOMep
VLAN c IP-agpecom (Hanpumep, VLAN 2: %a2).

%h Mmsa ycTpoicTea.

%p KopoTkoe uma nopra, Hanpumep, gil/0/1.

%P [nvHHoe umsa nopTta, Hanpumep, gigabitethernet 1/0/1.

%t Tun nopta, Hanpumep, gigabitethernet.

%m MAC-agpec nopta B popmate H-H-H-H-H-H-H. JaHHbI wabnoH moxKeT 6biTb NpeobpasosaH B popmat HEX.

%M MAC-agpec cuctembl B popmate H-H-H-H-H-H-H. JaHHbIl wabaoH moxkHo npeobpasosaTb B popmat HEX.

%u Homep toHuTa. JaHHbIN WabaoH MoXKeT 6biTb Npeobpa3osaH B popmaT HEX.

%S Homep cnoTa. [JaHHbIl WabnoH MoxKeT 6biTb NpeobpasosaH B popmaT HEX.

%i ifindex nopta. JaHHbIl WwWabaoH moeT bbiTb NpeobpasosaH B popmaTt HEX.

%cC MAC-agpec aboHeHTcKoro ycTpoictea B popmaTte H-H-H-H-H-H-H. JaHHbIi WwabaoH moxKeT 6biTb Npeobpa-
308aH B popmat HEX.

%V NpeHTudumkatop VLAN. laHHbIN WabnoH moxeT 6biTb NpeobpasosaH B popmat HEX.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypaumm nutepdeica Ethernet:

console (config-if) #

Tabnnua 151 — KomaHabl pexxuma KoHdurypaumm nHtepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

dcs agent-circuit-identifer
circuit_id

no dcs agent-circuit-identifer

circuit_id: (1..63)
CMMBO10B/WwaboH
%h%i%v

YcTaHoBUTL circuit-id B popmate cBob6OAHON CTPOKM, onpesae-
NéHHoW nosb3oBaTeseM. Bo3MoXHO Ucnosib3oBaHuWe WabaoHoB..
[aHHaA HacTpoWiKa nmeeT NPUMOPUTET Nepes aHaA0rMYHOM F1o-
6anbHOWM HacTpoWKon dopmarTa circuit-id.

YCTaHOBUTbL 3HAYeHUA No YMONYaHULO.

dcs remote-agent-identifier
remote_id

no dcs remote-agent-identifier

remote_id: (1..63)
cumB0n0B/WwabnoH %m

YctaHoBUTbL remote-id B popmate cBobOAHONM CTPOKMK, onpeae-
NéHHOWM nosib3oBaTtesieM. Bo3MOXHO Mcnosib3oBaHmMe wabaoHos.
[aHHasA HacTpoiKa MMeeT NPMOPUTET Nepes, aHal0rM4YHoM ro-
6anbHOW HacTpoikoi dopmaTa remote-id.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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dcs information option {dhcp |
dhcpv6 | pppoe-ia | dhcp-

BKkntounTb gobasneHue circuit-id + remote-id g8 KOHKpPETHOro
npoToKona.

relay} enable
BcraBKa circuit-id/remote-id gonkHa 6bITb OTKAOYEHA
rno6anbHo.

-/BbIKOYEHO

Y

BbIKntounTb flob6aBneHne remote-id v circuit-id 4ns KOHKpeTHOro
npoToKona.

dcs information option {dhcp |
dhcpv6 | pppoe-ia} disable

KomaHObI pexcuma KoHgu2ypauyuu uHmepagelica L2Vian

Bupa 3anpoca KOMaHAHOM CTPOKM:
console (config-vlan) #

Tabnunua 152 — KomaHabl pexkmma KoHpurypauum nHtepderica L2Vian

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa Aelicmeue

BKkatounTb gobasneHue circuit-id + remote-id ana KoHKpeT-
HOro NpoToKoNa.

%

dcs information option {dhcp |
dhcpv6 | pppoe-ia | dhcp-
relay} enable

BcraBKa circuit-id/remote-id ponxHa 6bITb OT-
KNtoueHa rnobanbHo.

-/BbIK/IIOYEHO

dcs information option {dhcp |
dhcpv6 | pppoe-ia} disable

BbikntounTb gobasneHne remote-id u circuit-id ana KoH-
KPEeTHOro NpoTokoa.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxmnma Privileged EXEC:
console#

Tabnuua 153 — KomaHgpbl perkmuma Privileged EXEC
3HayeHue/3HayeHue
110 yMOAYaHUIO

KomaHoa Aelicmeue

show dcs-port-config
[interface fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port]
[vlan vian_id]

show dcs-global-config

OT06pasuTb TeKyLLyo KOHOUrypaLmio uaeHTudUKaTopos remote-

fa_port: (0/1..24); id u circuit-id ana nHTepdeicos.

gi_port: (0/1..48);
te_port: (0/1..11);
vlan_id: (1..4094)

OT06pa3unTb rnobanbHyto KoHUrypauuio naeHTudumkaTopa circuit-
id.

Mpumep Hactpoitkn DHCP Snooping Bo VLAN10 c HacTpoiikoir DCS-onuuit Ha uHTepdelice
Gigabitethernet 0/13.

console (config) # interface gigabitethernet 0/10
console (config-if) # port-security-state trusted
console (config-if) # set port-role uplink
console (config-if) # switchport mode trunk
console (config-if) # exit

console (config) # ip dhcp snooping

console (config) # wvlan 10

console (config-vlan)# ip dhcp snooping

console (config) # interface gigabitethernet 0/13
( switchport general allowed vlan add 10 untagged
( switchport general pvid 10

( dcs remote-agent-identifier enable

( dcs agent-circuit-identifier "3%v $p
( dcs remote-agent-identifier

console (config-if) #
console (config-if) #
console (config-if
console (config-if
console (config-if

)
) #
) # sh"
)# "g n
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Mpumep HacTpoiikm DHCP Snooping Bo VLAN10 c HacTponkon DCS-onuuii ana scex MHTepdeincos B
dopmarte HEX.

console (config) # !

console (config) # interface gigabitethernet 0/10

console (config-if) # port-security-state trusted

console (config-if)# set port-role uplink

console (config-if) # switchport mode trunk

console (config-if) # exit

console (config)# ip dhcp snooping

console (config)# dcs remote-agent-id suboption-type dhcpv4 user-defined binary
console (config) # decs agent-circuit-id suboption-type dhcpv4 user-defined binary
console (config)# dcs agent-circuit-id user-defined "3%idv"

console (config)# dcs remote-agent-id user-defined "%

console (config) # !

console (config)# wvlan 10

console (config-vlan)# ip dhcp snooping

console (config-vlan)# !

console (config) # interface gigabitethernet 0/13

console (config-if)# switchport general allowed vlan add 10 untagged

console (config-if)# switchport general pvid 10

4.21.4 3awuma IP-adpeca Knuedima (IP Source Guard)

®yHKUMA 3awmTbl IP-aapeca (IP Source Guard) npeaHasHaveHa gns dunbTpauumn Tpaduka, NPUHATOrO
C uHTepdeiica, Ha OCHOBaHMU Tabaunupl cooTBetcTBuit DHCP snooping n ctatnyecknx coortBeTcTBuin IP
Source Guard. Takum obpasom, IP Source Guard nossonseT 6opoTbecsa ¢ nogMmeHon IP-aapecoB B NakeTax.

V' Mockonbky PpyHKUMA KOHTpONA 3awuTbl IP-agpeca ncnonb3yet 1abaunubl COOTBETCTBUN
DHCP snooping, MmeeT CMbIC/1 UICNO/1b30BaTb AaHHYI PYHKLMUIO, NpeaBapUTe/ibHO
HacTpous u Bkatouns DHCP snooping.

KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:
console (config-if) #

Tabnnuya 154 — KomaHgb! pexxuma KoHdpurypaumm nntepoeiica Ethernet

3Ha4yeHue/3HayeHue no .
KomaHoa Aelicmeue
YMOAYAHUIO
{ip | ipv6} verify source port- Bkaountb  GyHKUMIO 3awmTbl  IP-uHTepdeiica ans
security noprta. Mocne BKAOYEHUA Ha UHTepdelice BCe 3anucu
B Tabnuue IP Binding yctaHasnusatotca 8 TCAM B Ka-
-/BbIKNtOYEHO
yecTBe paspeLualoLLero npasuna.
no {ip | ipv6} verify source KomaHga yaansaet 3anucu 3 TCAM 1 OTKAKOYaET OT-
port-security 6pacbiBaHue IP-nakeToB Ha Nopry.

KomaHObI pexcuma KoHguaypayuu uHmepaelica L2Vian

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #
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Tabnunuya 155 — KomaHabl pexkmma KoHpurypauum nHtepdeiica L2Vian

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

{ip | ipv6} verify source port-
security

no {ip | ipv6} verify source
port-security

-/BbIKNtOYEHO

Bkatountb  GyHKUMIO 3awuTbl  IP/IPv6-uHTEpdEiica ans
VLAN. Mocne BKAOYEHMA HA MHTepdelice BCe 3anucK B Tab-
nuue IP Binding yctaHaenusatotca B8 TCAM B KayecTBe pas-
peluatoLLero npasuna.

KomaHga yaanset 3anucu ns TCAM 1 oTKAtoYaeT oTbpachl-
BaHue IP/IPv6-nakeTos 8o VLAN.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnunua 156 — KomaHab! pexkuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show { ip | ipv6} verify source
[interface { fastethernet |
gigabitethernet |
tengigabitethernet} interface |
vlan [vlan-id]]

OT06pa3sunTb HacTpolikm IP/IPv6 source Guard Ha nHTepdeiicax.

show running-config ip-source-
guard

OT06pa3nTb KoHPUrypauuto moaynsa IP source Guard.

4.21.5 KoHmpons npomokona ARP (ARP Inspection)

dyHKuMA KoHTpons npotokona ARP (ARP Inspection) npepgHasHayeHa gns 3almTbl OT aTak C
MCMosib30BaHMeM npoTokosa ARP (Hanpumep, ARP-spoofing — nepexsat ARP-Tpaduka). KoHTposb
npoTokona ARP ocyliecTBnseTca Ha OCHOBe CTaTMYecKnx cooTseTcTBui IP- n MAC-agpecos, 3a4aHHbIX g8

rpynnbl VLAN.

' | MopT, cKoHPUrypPUpPOBaHHbIN «HegoBepeHHbIM» AnA GyHKuMmn ARP Inspection, gonkeH
radl TaK}Ke 6bITb «HeaoBepeHHbIM» Ana GyHKuum DHCP snooping nam coorsercteue MAC-aapeca
u IP-appeca Ann 3TOro NopTa A0/3KHO 6bITb CKOHGUIYPUPOBAHO CTaTUYECKU. MHaue AaHHbIN
nopT He 6yaeT oTBeyaTtb Ha 3anpocbl ARP.

v/

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

[Ona HeHapeXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKU cooTBeTcTBUiA IP- 1 MAC-aapecos.

Bua 3anpoca KOMaHAHOM CTPOKM pekuma rnobasbHOM KOHPUrypaumm:

console (config) #

Tabnunua 157 — KomaHabl pexkmma rnobanbHol KoHdUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
o ymon4YaHur

Aeilicmeue

ip arp inspection enable

ip arp inspection disable

-/BbIK/IOYEHO

BK/OYNTb KOHTPO/Ib NpoToKona ARP (dyHKumio ARP Inspection).

BbIKNOUNTL KOHTPOAL NpoToKoia ARP (dpyHKumto ARP Inspection).

ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094)/

PaspewnTb NpoBepKy NpoTokosia ARP, ocHOBaHHyt Ha 6ase cooT-
BeTcTBUI DHCP snooping, B BbibpaHHo rpynne VLAN.

BbIK/1IO4YEHO

3anpeTuTb NpoBepKy NpoTokona ARP, ocHoBaHHyto Ha 6ase cooTBeT-
ctBuii DHCP snooping, B BbibpaHHoM rpynne VLAN.
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ip arp inspection validate
{dstmac | dstmac-ipaddr |
ipaddr |srcmac | srcmac-
dstmac | srcmac-dstmac-
ipaddr | srcmac-ipaddr}

no ip arp inspection validate

MpepoctaBuTb cneunduyHble NPOBEPKU AN KOHTPONA NPOTOKOAA
ARP.

- srcmac: na ARP-3anpocoB 1 OTBETOB NPOBePAETCA COOTBETCTBME
MAC-agpeca B 3aronoske Ethernet MAC-agpecy UCTOYHUKA B CO-
Aepxnumom npotokona ARP.

- dstmac: [na ARP-oTBeTOB npoBepsieTcs cootBeTcTBMe MAC-aa-
peca B 3aronoBke Ethernet MAC-agpecy Ha3HauYeHUA B COAEPKU-
mom npotokona ARP.

- ipaddr: MpoBepseTca copgepxumoe ARP-nakeTa Ha Hanuume He-
KOppeKTHbIX IP-agpecos.

3anpeTtutb cneumdUyHbIe NPOBEPKM A1 KOHTPOAA npoTokona ARP.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 158 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show ip arp inspection globals

OT106pa3nTb cucTeMHyo KOoHdUrypaumio dyHKLMKM KoHTpona ARP
npoTokona.

show ip arp inspection vlan
[vian_id]

vlan_id: (1..4094)

OTo6pa3unTb cnucok VLAN, Ha KoTopbix akTueeH ARP Inspection.

show ip arp inspection
statistics [global | interface

{ fastethernet | gigabitethernet
| tengigabitethernet} interface
| vlan vian_id]

vlan_id: (1..4094)

MoKasaTb CTAaTUCTMKY ANA CAefyloWwmX TUMNOB MAKeToB, KOTopble
6b111 06paboTaHbl Npy Nnomowy dyHKUun ARP:

- nepeaaHHble naketsl (forwarded);

- noTepsAHHble nakeTbl (dropped);

- owmnbKM B IP/MAC (IP/MAC Failures).

clear ip arp inspection statistics
[global | vlan vian_id]

vlan_id: (1..4094)

O4YnCTUTb CTAaTUCTUKY KOHTPOAA NpoTokona ARP Inspection.

4.21.6 Hacmpoiika ¢pyHkyuu MAC Address Notification

®yHKuma MAC Address Notification nossonseT oTcaexuneaTb NoABAEHNE N UCYE3HOBEHWE aKTUBHOIO
060py0BaHNA Ha CETU MNyTeM COXPaHeHUs ucTopum wmaydyeHna MAC-agpecos. pu ob6HapyKeHUU
M3MeHeHWn B cocTaBe M3ydeHHbiIx MAC-agpecoB KOMMYTAaTOp COXpaHsAeT MHbopmauuio B Tabauue u
nssewaer ob 3Tom C nomouwblo cooblieHnn npotokona SNMP. ®DyHKUMA MMeeT HacTpauMBaemble
napameTpbl — rAy6uHa UCTOPUK O COBBLITUAX U MUHUMAbHBIN MHTEPBaAN OTNPaBKKM coobuieHuin. Cepsuc
MAC Address Notification oTKAtOYEH NO YMOAYAHMNIO M MOXKET B6bITb HAaCTPOEH BbIBOPOYHO A/1A OTAENbHbIX

NopTOB KOMMYTATOPA.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaummu:

console (config) #

Tabnnuya 159 — KomaHgb! pexkruma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

mac-address-table notification
change

-/BbIK/IIOYEHO

KomaHgza npegHasHayveHa 41 rnobanbHoOro ynpasneHus GyHK-
umeit MAC notification. KomaHaa paspelsaeT permcrpaumio co-
6bITUIA gobasneHus u yganeHns MAC-agpecos 13 Tabamu, Kom-
MyTaTopa 1 OTNPaBKY yBEAOMIEHUA O COBLITUSAX.

Ona paboTtbl GYHKLMM HEOBXOAMMO AOMNONHUTENLHO paspe-
WaTb reHepaLuio yBeLLOMNEHN Ha MHTepdelicax (CcM. HUKe).
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no mac-address-table
notification change

Bbikntountb pyHKuMo MAC notification rnobanbHO M OTMEHUTL
COOTBETCTBYIOLIME HACTPOMKKN Ha Bcex MHTepdeicax.

mac-address-table notification
change interval value

no mac-address-table
notification change interval

value: (0..604800)/1

MaKcMManbHbIM NPOMEXKYTOK BPEMEHM MEXKAy OTnpaBKamu
SNMP-yBegomneHuit. Ecnv 3HayeHWe WHTepBana BPEMEHMU
paBHO 0, TO reHepaLusa yBeAOMNEHUI U cOXpaHeHne CobbITUi
B UCTOPUIO BYAET OCYLLECTBAATLCA HEMEANEHHO NO Mepe BO3-
HUKHOBEHMA COObITM 06 WM3MEHEHUM COCTOAHUA Tabauubl
MAC-agpecos. Ecnv 3HaueHne MHTepBana BpemeHn 6onbue O,
TO YCTPOMCTBO ByAeT HakananeaTb cObbITUA 06 U3SMEHEHUU CO-
cTosHMA Tabanubl MAC-aapecoB B TeYEHWE 3TOro BpemeHu, a
3aTem OTNpaBAATb yBegomaeHusa npoTtokona SNMP u coxpa-
HATb CODbITUA B UCTOPUU.

BoccTaHOBMTb 3Ha4YeHMe no YMONYaHULO.

mac-address-table notification
change history value

no mac-address-table
notification change history

value: (0..500)/1

KomaHaa 3afaeT makcMmasibHOe KondYecTso cobbituii 06 13-
MEHEHUU cocTosiHMA Tabanubl MAC-agpecos, KOTOpoe Coxpa-
HAETCA B UCTOPUW. ECIM yCTaHOB/IEH pasmep UCTOPUM PaBHbI
0, To cobbiTUA He coxpaHatTca. Mpu nepenonHeHun bydepa
MCTOPUM HOBOE COBbITME NMOMELLAeTCA Ha MECTO Camoro CTa-
poro.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

logging events mac-address-
table change

no logging events mac-address-
table change

-/BbIKNOYEHO

BK/OUMTBL OTNPABKY TPAMoB B syslog 0 cObbITUAX U3yYeHUa nam
yaanenna MAC-agpecos.

BbIKNOUNTL OTNpaBKy Tpanos B syslog o cobbITMAX U3ydYeHuA
nnn yaanedna MAC-agpecos.

mac-address-table notification
flapping

Bkntountb oTcnexnsanne MAC Flapping.

no snmp-server enable traps
errdisable { storm-

control | loopback-
detection|udid}

-/BKNOYEHO -
no mac-address-table Bbikntountb otcnexkmsanme MAC Flapping.
notification flapping
logging events mac-address- Bkntountb nornposaHune MAC Flapping.
table flapping
- -/BKNtOYEHO -
no logging events mac-address- Bbikntountb normposaHne MAC Flapping.
table flapping
snmp-server enable traps BKNOUMTD reHepauuio yBeaomAeHU Npyu B1OKMpoBKe nopTa
errdisable {storm- no cobbiTnam:
control|loopback-detection| - loopback-detection — 06HapyKeHue netens;
udid} - udld — akTnBauus 3awmtsl UDLD;
-/BKAKOYEHO - storm-control — WwWupokoBeLLaTeNbHbIN LWTOPM.

OTKNOUYNUTL FeHepaumio yBegoMneHui Ha nHtepdeiice.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 160 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

KomaHda

3Ha4yeHue/3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

snmp trap mac-address-table
change [learnt | removed]

change [learnt | removed]

no snmp trap mac-address-table

-/BbIK/IIOYEHO

BK/IOUMTL reHepaLuio YBeAOMIEHUIN Ha KaXKAOM WHTep-
delice 0 cobbITUAX U3MEeHeHMA cocTosaHuA MAC-agpecos.

- learnt — yBegomnennsa o6 nsyuyennun MAC-agpecos;

- removed - yBegomneHuna o6 yaanennm MAC-agpecos.

OTKNIOYUTL reHepaLmio yBeAOM/IEHUIM HA MHTepdelice.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:
console#

Tabnunuya 161 — KomaHgb! pexunma Privileged EXEC

Komanda 3HayeHue/3HayeHue no Leiicmeue
YMOAYAHUIO
show mac-address-table OTobparkeHune BCcex yBefOMIEHUI 06 M3MeHeHUM CoCTonA-
notification change history i HMA MAC-agpecoB, COXpaHEHHbIX B UCTOPUW.
show snmp-server traps - MpocMmoTp cobbITUIA, MPU KOTOPbIX FeHEPUPYIOTCA TPanbl.

4.21.7 MpoeepKa NodaAUHHOCMU KAUeHma Ha ocHoee nopma (cmaHdapm 802.1x)

AyTeHTMdMKAuMA Ha ocHoBe cTaHgapta 802.1x obecneymMBaeT MPOBEPKY NOAIMHHOCTM
nosib30BaTeIen KOMMYTATOpa Yepes BHELWHMWIM CepBep Ha OCHOBE NOPTa, K KOTOPOMY NOAK/OYEH K/NEHT.
Tonbko ayTeHTMOUUUPOBAHHbIE M aBTOPM3OBaHHblE MOJ/Ib30BaTE/IM CMOFYT nepefasaTb WM MPUHUMATb
OaHHble. MpoBepKa NOAJIMHHOCTM NOJIb30BaTeNEN NOPTOB BbiNoaHAeTcA cepepom RADIUS nocpeactsom
npotokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a06ana6HolU KOHgpuU2ypayuu

BunAa 3anpoca KOMaHAHOW CTPOKM pexxnma rnobanbHoM KoHbUrypaumm:
console (config) #

Tabnnua 162 — KomaHabl pexkuma rnobanbHoM KOHPUrypaumum

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymon4aHuio
shutdown dotl1x Bbikntountb mogynb dotlx.
-/BKAKOYEHO
no shutdown dotl1x Bkntounte moaynb dotlx.
dotlx system-auth-control BKkAtounTb perkum ayteHTuduKaumm 802.1x Ha KommyTaTope.
no dotlx system-auth- -/BbIKNIOYEHO BbIKNOUNTL pexxum ayTeHTUdMKaumm 802.1x Ha KOMMyTaTope.
control

KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm nutepdeica Ethernet:
console (config-if)#

Tabnunua 163 — KomaHabl pexkuma KoHdurypaumm nntepdeiica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMOAYAHUIO
dotlx host-mode {multi-host PaspelwmnTb Hannume HECKONbKUX KJIMEHTOB Ha aBTOPU3NPOBaH-
multi-session . Hom nopTy dotlx:
I } -/multi-host pTy

- multi-host — HeCKO/1IbKO KNMEHTOB;
- multi-session — Hecko1bKo ceccuit.

dotlx max-req number YCTaHOBWUTb MaKCMMabHOE YMCNI0 NOMbITOK NepeAayn 3anpo-
coB nNpoToKoaa EAP-knneHTy nepes HOBbIM 3anMyCKOM npotiecca

number: (1..10)/2
NPOBEPKN NOAJIMHHOCTH.

no dotlx max-req YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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dotlx port-control {auto |
force-authorized | force-
unauthorized}

no dotlx port-control

-/force-authorized

HacTpoutb ayTeHTUdMKaumio 802.1X Ha nHTepodeiice.
Pa3pewnTb py4HOI KOHTPO/Ib 33 COCTOSSHMEM aBTOPU3aLLUM
nopra.

- auto — nucnonb3zosatb 802.1X ANA U3IMEHEHUA COCTOAHUA KAU-
eHTa MeXAy aBTOPU30BaHHbIM U HEABTOPU3OBAHHbIM;

- force-authorized — Bbikto4aTh ayTeHTUOMKaLMIO 802.1X Ha
nHTepoerice. Mepexos NopTa B aBTOPU30BaHHOE cocToAHME He3
ayTeHTUOMKaumm;

- force-unauthorized — nepesog, nopTa B HeaBTOpM30BaHHOE
cocTosiHMe. UrHopupyroTca Bce NONbITKM ayTeEHTUGUKALMK KAn-
eHTa, KOMMYTaTOp He NPeAoCTaBAAET CePBUC ayTEHTUDMKALMUM
AN19 3TOro nopTa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

dotlx reauth-max number

no dotlx reauth-max

number: (1..10)/2

3a,ﬂ,aTb MaKCMUMa/IbHOE KO/IMYECTBO NOMNbITOK aBTOpPU3aLum ana
KNWneHTa.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

dotlx reauthentication

no dotlx reauthentication

-/BbIK/IIOYEHO

BK/IOUMTL NEPUOAMYECKME MOBTOPHbIE MPOBEPKHU
NoA/MHHOCTMU (NepeayTeHTUdUKALMIO) KANEHTa.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHUIO.

dotlx timeout quiet-period
sec

no dotlx timeout quiet-
period

sec: (0..65535)/60

YCTaHOBWTbL NEPUOA, B TEYEHME KOTOPOrO KOMMYTATOP OCTAETCA
B COCTOSAAHWMM MONIYAHUA NOC/E HeYyAauYHON NPOBEPKU NOANMNH-
HOCTU.

B TeyeHue nepnoga MoaYaHMUA KOMMYTATOP HE MPUHUMAET U
HE MHULMMUPYET HUKAKUX ayTEHTUDUKALMOHHbIX COODLLEHWNA.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

dotlx timeout reauth-period
sec

no dotlx timeout reauth-
period

sec: (1..65535)/3600

YKaszaTb MPOMEKYTOK BPEMEHM, MO UCTEYEHUMN KOTOPOTO KOM-
MyTaTop nonpobyeT peayTeHTUPULMPOBATL KANEHTa.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

dotlx timeout server-timeout
sec

no dotlx timeout server-
timeout

sec: (1..65535)/30

YCTaHOBUTb Neproga, B TEYEHME KOTOPOro KOMMYTaTOP OXKMU-
[aeT oTBeTa OT cepBepa ayTeHTUdUKaLMK.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

dotlx timeout supp-timeout
sec

no dotlx timeout supp-
timeout

sec: (1..65535)/30

YCcTaHOBUTb NEPUOA, MeEXAY NOBTOPHbIMU NepegadyaMu 3anpo-
cOB npoToKosa EAP-knneHTy.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

dotlx timeout tx-period sec

no dotlx timeout tx-period

sec: (1..65535)/30

YKaszaTb MPOMEKYTOK BPEMEHM, B TEYEHMNE KOTOPOro KOMMYTa-
Top oXuaaet oTeeta Ha EAP-3anpoc/Kaap naeHTMoMKaumm ot
KAneHTa.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

dotlx guest-vlan vian_id

no dotlx guest-vlian

vlan_id: (1..4094)/
BbIK/IOYEHO

Onpepenntb roctesyto VLAN.
OTKpbIBaeT HeaBTOPM30BaAHHbIM NOJIb30BaTENAM UHTEpdElica
AocTyn K roctesoit VLAN.

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.

dotlx unauthenticated-vlan
vlan

no dotlx unauthenticated-
vlan

vlan_id: (1..4094) /
BbIK/IOYEHO

Onpenenntb HesapernctpmposaHHyto VLAN.
OTKpbIBaeT nonb3oBaTensim nHtepdeica goctyn K VLAN, ecam
cepBsep ayTeHTUOUKaLMM HeJOCTYNEeH.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

dotlx local-database
username password password
permission {allow | deny}
[auth-timeout] [interface in-
terface-type]

no dotlx local-database
username

username: (1..20)
CMMBOJIOB;
password: (1..20)
CMMBOJI0B;
auth-timeout: (1-7200)

[06aBUTb B N0KaNbHYO 633y AaHHbIX MHPOPMALMIO O
nonb3osaTene.

Ypanute MHGoOpMaLmio 0 Nonb3oBaTeNe U3 N0KaNbHOW 6a3bl
JOaHHbIX.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 164 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HavyeHue

no ymon4aHuro

Aelicmeue

dotlx re-authenticate
interface {fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

OcCyLLecTBUTL BPYYHYHO NOBTOPHYIO NPOBEPKY NOAMHHOCTU YKa-
3aHHOro NopTa B KOMaHAe.

show dotlx

MokasaTb KoHbUrypauuio dotlx.

show dotlx all

MokaszaTtb KoHPUrypaumto dotlx gns Bcex uHTepdeincos.

show dot1x interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MoKa3aTb HacTpoikn npoTokona 802.1x Ha UHTepdelice.

show dotlx mac-info [address
mac]

mac_address:
(aa:aa:aa:aa:aa:aa)

MokasaTb NnapameTpbl ceccum dotlx No Bcem mac-agpecam nam
Mo KOHKPETHOMY mac-agpecy.

show dotlx mac-statistics
[address mac]

mac_address:
(aa:aa:aa:aa:aa:aa)

MokasaTb NnapameTpbl ceccun dotlx Mo NOpPTam MAK NO KOHKpeT-
HOMY mac-agpecy.

show dot1x statistics interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MokasaTb cTaTUCTUKY 06MeHa nakeTamu dotlx Ha uHTepdelice.

[Mpumep 8KaAOYEHUA pexrcuma aymeHmuguKkauuu 802.1x Ha Kommymamope

Mcnonb3osatb RADIUS-cepBep A1a NpoBepKM NOAAMHHOCTU KAMEHTOB Ha UHTepdelicax IEEE 802.1X. na 8
nHTepdelica Ethernet ncnonbsosatb pexxnum ayteHTudUKaumm 802.1x.

console# configure terminal
console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default group radius
console (config) # interface gigabitethernet 0/8

console (config-if)# dotlx port-control auto

4.21.8 Hacmpolika ¢pyHKyuu IPv6 RA Guard

®dyHKumsa IPv6 RA Guard npegocTaBaseT 3alWmTy OT aTaK, OCHOBaHHbIX Ha paccbl/IKe No4AeNbHbIX Na-
KetoB Router Advertisement, paspeLuas OTCbI/IKY COOBLLEHNIA TONILKO C AOBEPEHHbIX MOPTOB.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypUpoBaHus:

console (config) #
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Tabnunuya 165 — KomaHabl pexkmma rnobasbHOro KoHGUrypmpoBaHus

3HayeHue/3Ha4yeHue no

no shutdown ipv6 snooping

KomaHoa Aelicmeue
YMOAYAHUIO
shutdown ipv6 snooping OTKAounTb paboty moayns IPv6 RA Guard Ha ycTpolicTBe.
' JaHHaa KomaHAa oTKAoYaeT paboty mogyns IPve
H RA Guard c 6e3Bo3BpaTHbIM yganeHuem BCeX
-/BKAOYEHO

HacTpoek 6n0Ka IPv6 RA Guard.

BkntounTb paboty mogyns IPve RA Guard Ha ycTpoiicTse.

ipv6 nd ra-guard enable

no ipv6 nd ra-guard enable

-/BbIK/IIOYEHO

PaspewnTs KOMMYTaTOpy KOHTPO/AMpPOBaHWE MOCPeACcTBOM
dyHKuuK IPv6 RA Guard.

BbikntoueHue pyHkumm IPv6 RA Guard.

ipv6 nd ra-guard policy pol-
icy_id

no ipv6 nd ra-guard policy
policy_id

policy_id: (1..65535)

Co3gatb 1 ckoHdurypmposaTs policy IPv6 RA Guard.

Ypanuts policy IPv6 RA Guard.

ipv6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

no ipv6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

access_list_num:
(1..65535);
seq: (1..100)

Co3gaTb 3anucb B cnucke goctyna RA Guard Ha ocHose link
layer agpeca.

YpanuTe 3anucb B cnucke goctyna RA Guard.

ipv6 rag-prefix-list list_id seq
seq prefix

no ipv6 rag-prefix-list list_id
seq seq [prefix]

prefix: (2000::1/64)

Co3gatb 3anumcb B cnucke aoctyna RA Guard Ha ocHoBe |IPv6-
npeduKca.

YpanuTe 3anucb B cnuncke goctyna RA Guard.

ipv6 rag-src-ipv6-list ac-
cess_list_num [seq seq]
src_ipvé_link-local_address

no ipv6 rag-src-ipvé-list ac-
cess_list_num [seq seq]
src_ipvé_link-local_address

access_list_num:
(1..65535);
seq: (1..100)

Co3gaTb 3anuch B cnucke goctyna RA Guard Ha ocHose link-
local IPv6-agpeca.

YpanuTe 3anucb B cnncke goctyna RA Guard.

KomaHObI pexcuma 2106aa6H020 KoOHpu2ypuposaHus policy IPv6 RA Guard

Bua 3anpoca KoMaHAHOM CTPOKM pexnma KoHourypmposaHus policy IPv6 RA Guard:

console (config-rag) #

Tabnuua 166 — KomaHapl pexkmma KoHourypuposaHusa policy IPv6 RA Guard

3HayeHue/3Ha4yeHue no

dium | high | none}

KomaHoa Aelicmeue
YMOAYAHUIO
device-role {host | router} Bblbop pexnma paboTbl nopTa.
/host - host — 610KMpoBKa Bcex BXxoaawmx RA-coobeHni;
- router — punbTpauns RA-coobueHmin B COOTBETCTBUM C
HaCTPOEHHbIMU MPaBUNAMMU.
other-config flag {on | off | Ynpasnatb O-6utom B RA-co0bLLEHUAX.
-/none
none}
managed-config flag{on | off Ynpasnate M-6utom 8 RA-coobLLeHNAX.
-/none
| none}
router-preference {low | me- /none Ynpasnatb nosnem router-preference 8 RA-coobLieHusx.

match rag-acl-list ac/_num

no match rag-acl-list

acl_num: (1..100)

OcyuwectBuTb NpuBsA3Ky acl K policy IPv6 RA Guard.

Yaanutb npueasky acl K policy IPv6 RA Guard.

match rag-prefix-list pre-
fix_id

no match rag-prefix-list

prefix_id: (1..100)

OcyuwectBuTb PpuabTpaumio coobuweHnin IPv6 RA Guard no-
npedukcy.

Yaanutb dunbtpaumio no npedumkcy IPv6 RA Guard.

match rag-src-ipv6-list
ipv6_prefix_id

ipve_prefix_id: (1..100)

OcyuwectBuTb duabTpauuto coobuweHunit IPv6 RA Guard no
IPv6-npeduKcey.
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no match rag-src-ipv6-list Yoanute ounbtpaumto coobuweHmnii IPvé RA Guard no IPv6-
npeduKcy.

KomaHObI pexcuma KoHguaypuposaHus uHmepgpelica Ethernet

BuA 3anpoca KoOMaHAHOM CTPOKM pexmnma KoHOUIypnpoBaHUAa nHTepdelica:
console (config-if) #

Tabnnua 167 — KomaHgbl pexuma KoHpurypmuposaHua nHtepoeica Ethernet

3HaveHue/3HavyeHue no ”
KomaHoa / Aelicmeue
YMOAMYAHUIO
ipv6 nd ra-guard PaspewmnTb KoMMyTaTopy KOHTpoAnpoBaHue dyHKuuM IPv6 RA
-/BbIK/IIOYEHO Guard Ha uHTepodeiice.
no ipv6 nd ra-guard BbIkntountb dyHKUMo IPv6 RA Guard Ha nHTepdeiice.
ipv6 nd ra-guard trust- [06aBuTb NOPT B CNUCOK JOBEPEHHbIX.
state trusted Mo ymonyaHuio Bce NopTbl
ipv6 nd ra-guard trust- asaalTCa untrusted Ypanute nopt us trusted-list.
state untrusted
ipv6 nd ra-guard attach- MpuBA3aTb CKOHOUTYpUpoBaHHbIM policy IPv6 RA Guard K uH-
policy policy_id vlan {add | policy_id: (1..65535); Tepoeiicy.
remove | none} vian_list] vlan_list: (1..4094)
no ipv6 nd ra-guard attach- Ypanuts policy IPv6 RA Guard Ha nHtepdelice.
policy policy_id
KomaHOs! pexcuma Privileged EXEC
Bua 3anpoca KomaHAHOM cTPOKK B pexxume Privileged EXEC:
console#
Tabnnua 168 — KomaHgb! pexkuma Privileged EXEC
3HayeHue/3HavyeHue "
KomaHda / Aeiicmeue
no ymoa4aHuro
show ipv6 nd ra-guard Moka3aTb HacTpoiikmn IPv6 RA Guard Ha nHTpedeicax.

[interface fastethernet
fa_port | gigabitethernet -
gi_port | tengigabitethernet

te_port | port-channel group]

show ipv6 nd ra-guard policy MoKa3aTb HacTpoikK noantuk IPvé RA Guard.

[policy. id] policy_id: (1..65535)

show ipv6 nd ra-guard global - MokasaTtb rnobanbHble HacTpoiku IPv6 RA Guard.

4.21.9 Hacmpolika ¢pyHKkyuu IPv6 ND Inspection
®yHKUMA IPv6 ND Inspection npefocTaBaseT 3almuTy OT aTaK, OCHOBAHHbIX Ha PACCbI/IKE NOALENbHbIX
Neighbor Advertisement, paspeLuas oTCbl/IKY COOBLEHN TOIbKO C AOBEPEHHbIX MOPTOB UM NPU COOTBET-

CTBMU NAKETa HaCTpOEHHOVI NONNTUKE.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoro KoHOUrypnpoBaHmsa:

console (config) #
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Tabnunuya 169 — KomaHabl pexkmma rnobasbHoro KoHGUrypmuposBaHus

3HayeHue/3Ha4yeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
shutdown ipv6 snooping OTKAouNTb paboty moaynsa IPvé ND inspection Ha ycTpoit-
cTBe.
[aHHasa KomaHAa oTKAlouyaeT paboty moaynsa IPve
-/BKIOYEHO ’ RA Guard u IPv6 ND Inspection ¢ 6e3803BpaTHbIM
o yAaneHuem Bcex HacTpoek 6s10Ka IPv6 RA Guard u

no shutdown ipv6 snooping

IPv6 ND Inspection.

BkntounTb paboty mogyns IPvé ND Guard Ha ycTpolicTse.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIK/IIOYEHO

BkntoumTb pyHKUMto IPv6 ND Inspection.

BbikntoueHue dyHkuuto IPv6 ND Inspection.

ipvé nd inspection policy
policy_id

no ipv6 nd inspection policy
policy_id

policy_id: (1..65535)

Co3gatb 1 ckoHdurypmposaTts policy IPv6 ND Inspection.

Ypanuts policy IPv6 ND Inspection.

ipv6 nd inspection src-addr-
acl src-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection src-
addr-acl src-addr-acl_num
[seq seq] prefix/prefix-len

src-addr-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu src ipve-prefix B 3aronoske IPv6.

Yaanutb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu src ipve-prefix B 3aronoske IPv6.

ipv6 nd inspection tgt-addr-
acl tgt-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
addr-acl tgt-addr-acl_num
[seq seq] prefix/prefix-len

tgt-addr-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target ipv6-addr B 3aronoske ICMPv6.

Ypanutb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target ipv6-addr B 3aronoske ICMPV6.

ipvé nd inspection tgt-mac-
acl tgt-mac-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
mac-acl tgt-mac-acl_num
[seq seq] prefix/prefix-len

tgt-mac-acl_num:
(1..65535);
seq: (1..100)

Co3pgatb 3anuch B cnvcke goctyna ND Inspection Ha ocHoBa-
HuW target mac-addr B 3aronoske ICMPV6.

Yaanutb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
HuW target mac-addr B 3aronoske ICMPV6.

KomaHObI pexcuma KoHgu2ypuposaHus policy IPv6 ND Inspection

Buza 3anpoca KOMaHAHOM CTPOKM peXnma KoHOUrypmpoBaHus policy IPv6 ND Inspection:

console (config-ndi) #

Tabnnua 170 — KomaHabl pexkmma KoHpurypuposaHua policy IPv6 ND Inspection

3HayeHue/3Ha4yeHue no

KomaHda Aelicmeue
YMOMYAHUIO
override-flag {on | off | Onpegenutb 3HauyeHue ¢nara override B NA-coobuieHuUaAXx.
none} -/none
router-flag {on | off | none} -/none OnpeaennTb 3HauyeHue dnara router 8 NA-coobLLeHUAX.
solicited-flag {on | off | ~/none OnpeaennTb 3Ha4YeHue dnara solicited 8 NA-coobLieHunx.

none}

match src-addr-acl src-addr-
acl_num

no match src-addr-acl src-
addr-acl_num

src-addr-acl_num:
(1..65535)

OcyuiectsuTb npueasky src-addr-acl k policy IPv6 ND Inspec-
tion.

Yaanutb npueasky src-addr-acl k policy IPv6 ND Inspection.

match tgt-addr-acl tgt-addr-
acl_num

no match tgt-addr-acl tgt-
addr-acl_num

tgt-addr-acl_num:
(1..65535)

OcyuwectBuTb NpusA3sKy tgt-addr-acl K policy IPv6 ND Inspec-
tion.

Ypanute npusasky tgt-addr-acl Kk policy IPv6 ND Inspection.

match tgt-mac-acl tgt-mac-
acl_num

tgt-mac-acl_num:
(1..65535)

OcyuiectsuTb NpuBAsKy tgt-mac-acl Kk policy IPv6 ND Inspec-
tion.
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no match tgt-mac-acl tgt-
mac-list_num

Yaanutb npueasky tgt-mac-acl k policy IPv6 ND Inspection.

KomaHObI pexcuma KoHguaypuposaHus uHmepgpelica Ethernet

BuA 3anpoca KoOMaHAHOM CTPOKM pexmnma KoHOUIypnpoBaHUAa nHTepdelica:

console (config-if)#

Tabnnuya 171 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica Ethernet

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

ipv6 nd inspection
-/BbIK/IIOYEHO

no ipv6 nd inspection

BkntoumTb pyHKUMIO IPv6 ND Inspection Ha nHTepdelice.

Bbikntountb dyHKUMIo IPv6 ND Inspection Ha uHTepdelice.

ipv6 nd inspection trust-
state trusted Mo ymonyaHuio Bce NopTbl

asaalTCcA untrusted

ipv6 nd inspection trust-
state untrusted

[06aB1Tb MOPT B CMINCOK AOBEPEHHbIX.

Y4anuTb NOPT 13 CNMUCKA LOBEPEHHDIX.

ipv6 nd inspection attach-
policy policy_id

policy_id: (1..65535)

no ipv6 nd inspection at-
tach-policy policy_id

MpuBA3aTb ckoHOUrypupoBaHHbIi policy IPv6 ND Inspection K
MHTepoency.

MonutuKa He moxeT 6bITb NpUBA3aHa K MHTepdeiicy,
e HaxXoAALWEeMYCA B CNUCKe A0BEPEHHbIX NOPTOB.

Yaanutb policy IPv6 ND Inspection ¢ nHtepdeiica.

KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 172 — KomaHgb! pexuma Privileged EXEC

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

KomaHda

Aeiicmeue

show ipv6 nd inspection
[interface fastethernet
fa_port | gigabitethernet -
gi_port | tengigabitethernet

te_port | port-channel group ]

Mokasatb HacTpoliku IPv6 ND Inspection Ha nHTpedelicax.

show ipv6 nd inspection policy

[policy._id] policy_id: (1..65535)

MoKa3aTb HacTpoliku noantuk IPvé ND Inspection.

show ipv6 nd inspection src- src-addr-acl_num:

MoKa3saTb HacTpoliku IPv6 ND Inspection src-addr-acl.

addr-acl [src-addr-acl_num] (1..65535)
show ipv6 nd inspection tgt- tgt-addr-acl_num: Mokasatb HacTpoliku IPv6 ND Inspection tgt-addr-acl.
addr-acl [tgt-addr-acl_num] (1..65535)
show ipv6 nd inspection tgt- tgt-mac-acl_num: MokasaTb HacTpolikn IPv6 ND Inspection tgt-mac-acl.
mac-acl [tgt-mac-acl_num] (1..65535)

show ipv6 nd inspection global -

MokasaTtb rnobanbHble HacTpoiku IPve ND Inspection.

4.22 ®dyHKkumu DHCP Relay nocpeaHuka

KommyTatopbl nogaepxusatot ¢pyHkumm DHCP Relay areHTa. 3agadveit DHCP Relay areHTa saBnsetcs
nepeaava DHCP-nakeToB OT KAMeHTa K cepBepy U 0bpaTHO B cnydae, ecnv DHCP-cepBep HaxoauTCs B 0AHOM
CeTn, a KAWeHT B apyroi. [pyron ¢yHKUMen sBnseTcs AobassieHne A0NONHUTENbHbIX onumin B DHCP-

3anpocbl KAneHTa (Hanpumep, onuum 82).
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MpuHumn pabotbl DHCP Relay areHTa Ha KOMmMyTaTope: KOMMyTaTOp NPUHMMAET OoT KaneHta DHCP-
3anpocol, NepeaaeT 3TU 3aNpPoCbl CEPBEPY OT UMEHM K/IMEHTa (0CTaBAAs B 3anpoce onumm ¢ Tpebyembimu
KAMEHTOM MapaMeTpaMu U, B 3aBUCUMOCTU OT KOHOUrypaumm, aobasnaa cson onuuu). Monyyms oTBeT OT
cepBepa, KommyTaTop nepegaet ero KameHTy. CoBmectHas pabota dhcp relay n dhcp snooping B TekyLuel
BEPCUN HEBO3MOXKHaA.

KomaHObI pexcuma 2106aabHOU KOHGU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:
console (config) #

Tabaunuya 173 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HayeHue/3HayeHue .
KomaHoa / Aelicmeue
0 yMOAYAHUIO
ip dhcp relay BKkatounTb PpyHKUM0 DHCP Relay areHTa Ha KommyTaTope.
Ecnn DHCP Relay BkatoueH rn106anbHO, HO He BKOYEH Ha
-/BbIKOYEHO V otaenbHbiX VLAN, To Relay 6yaet paboTtaTtb Ha BCeX aKTUB-
HbIX VLAN.
no ip dhcp relay Bbikntountb pyHKuMo DHCP Relay areHTa Ha KommyTaTope.
ip dhcp relay server ip_add 3apaTb IP-agpec goctynHoro DHCP-cepsepa ans DHCP Relay
src_port: (1..65535);
[source-port src_port] areHTa.
s dst_port: (1..65535);
[destination-port dst_port]
ip dhcp rel o_add | VIOeT Bbib 3aAao Ao 17y P DHCP DHCP Rel
no ip dhcp relay server ip_a NATY CepBepoB fanuTb IP-agpec u3 cnucka -cepBepoB Ann elay
areHTa.

KomaHObI pexcuma kKoHguaypauyuu VLAN

Bupa, 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm VLAN:
console (config-vlan) #

Tabnunua 174 — KomaHabl pexxmma KoHourypauum VLAN

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymMoA4YaHuto
ip dhcp relay Bkatountb PyHKumMto DHCP Relay areHTa ans KoHourypupyemoro
VLAN.
-/BbIK/IOYEHO
no ip dhcp relay Bblkntountb ¢yHKUmMio DHCP Relay areHTa gna KoHoUrypupyemoro
VLAN.
KomaHOb! pexcuma EXEC
Bupa 3anpoca KOMaHAHOM CTPOKM pexkmuma EXEC:
console#
Tabnunua 175 — KomaHabl pexkmma EXEC
3HaveHue/3Ha4yeHue »
KomaHoa / Aelicmeue
o ymMoA4YaHuro
show ip dhcp relay information fa_port: (0/1..24); OT06pasnTb KoHoUrypaumio HactpoeHHoW ¢yHKkuum DHCP Relay
{fastethernet fa_port | giga- gi_port: (0/1..28); areHTa gna KOMMyTaTopa W OTAENbHO AN MHTepdeicoB, a TaKkKe
bitethernet gi_port | tengiga- te_port: (0/1..6); CNUCOK AO0CTYMHbIX CEPBEPOB.
bitethernet te_port | vlan vian} vlan: (1..4094)
show dhcp server - OT06pa3nTb CNUCOK AOCTYMNHbIX CEPBEPOB.
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4.23 KoHdurypaumua DHCP-cepBepa

l DYHKUMA noanep:KUBaeTca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB,

MES3400-24F, MES3400-48, MES3710P.

MES2424P, MES2448, MES2448B, MES2448P, MES2420-48P, MES2411X, MES3400-24,

DHCP-cepBep ocyuiectBasfeT LEHTPaAn30BaHHOE yrnpaBaeHue ceTeBbIMM agpecamu U COOTBET-
CTBYIOLWMNMM KOHPUTYPALMOHHbIMM NapameTpamu, aBTOMaTUYECKU MPeaocCTaBanad UX KAuMeHTam. ITo
no3BosfieT u3bexkaTb PyYHON HACTPOMKM YCTPOICTB CETU U YMEHbLUAET KOJIMYECTBO OLIMOOK.

Ethernet-kommyTaTopbl MoryT paboTaTb Kak DHCP-KnueHT (nonyyeHune cobereeHHoro IP-agpeca ot
cepsepa DHCP), Tak n Kak DHCP-cepBep. B cnyyae ecnn DHCP-cepBep OTKAOYEH, TO KOMMYTATOP MOMKET

pabotatb c DHCP Relay.

KoHourypuposaHue onumii DHCP-cepBepa BO3MOXKHO Kak U3 pexuma r/106asibHOM KOHpUIypauum,
TaK 1 U3 pexkuma KoHpurypmposaHus DHCP-nyna agpecos. B pexkmme KoHourypmposaHua DHCP-nyna aa-
pecoB ecTb BO3MOKHOCTb HAaCTpamBaTb CTaTUYECKUE 3aMUCK.

V Mpu oaHOBpemeHHOI HacTpoiike 3HaueHuit onuuii DHCP-cepBepa B pexkume rnobanbHoii
KoHdurypaumm, pexkume KoHpurypuposaHua DHCP-nyna agpecoB u HacTpoiike host-
3anuceii Bblgaya onuuii 6yaer ocylecTBAATLCA B COOTBETCTBUM CO C/IEAYIOLW MM NpUopuUTe-

TOM:

1. Hactpoiika ctatnuecKoii 3anucm.
2. Hactpoiika gna pool.
3. FMo6anbHasa HacTpoiKa.

KomaHObI pexcuma 2a06anb6Hol KoOHguU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxmnma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnunua 176 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

ip dhcp server

no ip dhcp server

-/BbIK/IOYEHO

BkntoueHue oyHKumnn DHCP-cepBepa Ha KommyTaTope.

BbikntoyeHue pyHKummM DHCP-cepBepa Ha KOMMyTaTope.

ip dhcp pool {number}
[name]

no ip dhcp pool {number}

number: (1..2147483647)
name: (1..64) cumBonos

Boitn B pexkmm KoHourypaumm DHCP-nyna apgpecos DHCP-
cepsepa.

- number — Homep DHCP-nyna aapecos;

- name — vumA DHCP-nyna agpecos.

MaKcumanbHo gonyctumoe Koaudectso DHCP pool
= yKasaHo B Tabnuue 9.

Yaanute DHCP-nyn ¢ 3agaHHbIM UMEHEM.

ip dhcp server excluded-
address low_address
[high_address]

no ip dhcp server
excluded-address low_ad-
dress [high_address]

Ykasatb IP-agpec, kotopbie DHCP-cepBep He ByaeT Ha3HayaTb
ana DHCP-knueHTOB.

- low-address — HavanbHbIN IP-aapec aManasoHa;

- high-address — koHeuHbIV IP-agpec ananasoHa.

Ypanute IP-agpec 13 CNUCKa UCKIIOYEHUI 418 Ha3HAYeHWA ero
DHCP-knneHTam.

ip dhcp server bootfile name

no ip dhcp server bootfile

filename: (1..64)
CMMBOJIOB

YKazaTtb umsa daina, MCnoib3yemoro A1 HayalbHOM 3arpy3Kku
DHCP-KknueHTa.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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ip dhcp server default-router
ip_address_list

no ip dhcp server default-
router

Mo ymoN4YaHu1Io CNNCOK
MapLIpyTU3aTOPOB He
onpegesneH

OnpepennTtb CNUCOK MapLUPyTU3aTOPOB MO YMOAYAHWUIO ANA
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapLipyTM3aTopoB, Mo-
XeT cogeprkaTb A0 8 3anuncei, pasgeneHHbix npobenom.
IP-agpec maplupyTM3aTopa Ao/mKeH 6biTb B TOW Xe
H noACceTH, YTO U KINEHT.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

ip dhcp server dns-server
ip_address_list

no ip dhcp server dns-server

Mo ymonyaHuIo cnncok
DNS-cepsepoB He
onpeaeneH

OnpeaennTb cnncok DNS-cepBepoB, AOCTYNHBIX ANA KANEHTOB
DHCP.

- ip_address_list — cnucok IP-appecos DNS-cepsepoBs, moxeT
cofep:KaTb A0 8 3anuceld, pasfeneHHbIX Npobenom.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

ip dhcp server domain-name
domain

no ip dhcp server domain-
name

domain: (1..128)
CMMBOJI0B

Onpegenntb gomeHHoe nma gna DHCP-knneHTOB.

YCTaHOBUTb 3HAYEHMe Nno YMO4aHUIO.

ip dhcp server netbios-name-
server jp_address_list

no ip dhcp server netbios-
name-server

Mo ymonyaHuio cnncok
WINS-cepsepos He
onpegeneH

Onpegenutb cnncok WINS-cepBepoB, AOCTYMHbIX ONA KAUEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepBepos, moeT
copepkaTb A0 8 3anuceit, pasgeneHHblx npobenom.

YCTaHOBUTb 3HAYEHMe Nno YMO/I4aHUIO.

ip dhcp server netbios-node-
type {b-node | p-node | m-
node [ h-node}

no ip dhcp server netbios-
node-type

Mo ymonyaHuio TMN y3na
NetBIOS He onpeneneH

Onpeaenntb TMN y3na NetBIOS Microsoft ana kanentos DHCP:
- b-node — WMpPOKoOBELWATENbHbIN;

- p-node — TOUYKa-TOYKa;

- m-node — KOMBUMHMPOBaHHbLIN;

- h-node — rMbpuaHbIi.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

ip dhcp server next-server
ip_address

no ip dhcp server next-server

Mcnonb3oBatb ana ykasaHuAa DHCP-knneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro A0/KEH bbITb NONY-
YeH 3arpy3oyHbli daiin.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ip dhcp server ntp-server
ip_address_list

no ip dhcp server ntp-server

Mo YMOANYaHUIO CNUCOK
cepBepos He onpeaeneH

OnpeaenvTb CNUCOK CEPBEPOB BPEMEHM, AOCTYMHbIX A8 KAK-
eHToB DHCP.

- ip_address_list — cnucok IP-agpecos cepBepoB BpeMeHU, Mo-
JKET coaep:KaTb A0 8 3anuceit, pasaeneHHbix npobesom.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

ip dhcp server sip-server
{domain domain_name_list |
ip ip_address_list}

no ip dhcp server sip-server

Mo yMon4YaHWUio CNUCOK
SIP-cepBepoB He
onpegeneH

Onpepenntb cnucok SIP-cepsepoB, AOCTYMHbIX ANA KAMEHTOB
DHCP.

- domain_name_list — cnCOK AOMEHHbIX MMeH SIP-cepBeposB,
MOMKET coAepiKaTb A0 2 3anucei, pasgeneHHbIx npobenom.
MaKcumanbHasa aanHa CTpoku — 125 cumsonos.
-ip_address_list —cnucok IP-agpecos SIP-cepBepoB, MOXKET co-
AepKaTb A0 8 3anucei, pasgeneHHbix npobenom.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHAHWIO.

ip dhcp server vendor-specific
ascii_string

no ip dhcp server vendor-
specific

ascii_string: (1..128)
CMMBO/IOB

Onpenenntb COOTBETCTBUE MEXKAY ONpeasieHHbIMU ONUUAMMU
DHCP ¢ KOHKpEeTHbIM BEHA0POM.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip dhcp server option code
{boolean bool_val | ascii
ascii_string | ip ip_address_list
| hex hex_string | none}

no ip dhcp server option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBO/I0B

Hactpoutb onumn DHCP-cepsepa.

- code — kog, onuun DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- ascii_string — ctpoka B ¢popmate ASCII;

- ip_address_list — cnucok IP-anpecoB (B HEKOTOPbIX Cyyanx
MOKeT cofepKaTb Ao 8 3anucelt);

- hex_string — cTpoka B 16-om popmare.

Ypanntb onunun gna DHCP-cepsepa.

ip dhcp server offer-reuse
time

time: (1..120) cekyHa,

3apaTb Bpems, B TedyeHne KoToporo DHCP-cepsep oxupaet
DHCP REQUEST oT KAneHTa, npexae Yem NOBTOPHO OTNPaBUTb
OFFER.
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no ip dhcp server offer-reuse

YCTaHOBUTbL 3HaYeHue no YMONYaHUIO.

ip dhcp server ping-packets

-/BblK/lOYEHa

no ip dhcp server ping-packets

Bkntountb nepepady ICMP-3anpocoB Ha HasHavaemblit |P-
afpec, 4Tobbl NPOBEPUTDL 3aHATOCTb adpeca, Npexae Yem OH
6yaeT HazHayeH DHCP-kauneHTy.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypaumnm nyna DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool 1 test

console (config-dhcp) #

Tabnunua 177 — KomaHgbl pexxuma KoHpurypaumm

3Ha4yeHue/3HayeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

network low_address {ip_mask
|prefix_length} high_address |
network_number

no network

3a4aTb AManasoH BblAaBaeMbiX a4pecoB 418 YKa3aHHOro
DHCP-nyna.

- network_number — IP-aapec Homepa noaceTtu;

- low_address — HayanbHbIl IP-aapec Anana3oHa aapecos;
- high_address — KoHeuHbIN IP-agpec gMana3oHa agpecos;
- mask — macKa noacetu.

Ypanutb ananasoH agpecos DHCP-nyna.

lease {days [hours [minutes]] |
infinite}

-/1 peHb

no lease

Bpema apeHabl IP-agpeca, KoTopoe HasHayeHo oT DHCP.
- infinite — Bpemsa apeHAabl He orpaHUYeHo;

- days — KO/IM4ecTBO AHel;

- hours — KOIN4ECTBO 4acoB;

- minutes — KONNYECTBO MUHYT.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

excluded-address low_address
high_address

no excluded-address
low_address high_address

YKasatb IP-agpeca, kotopble DHCP-cepsep He byaeT HasHa-
yatb gna DHCP-knueHTOB.

- low-address — HavanbHbIN IP-agpec g1ManasoHa;

- high-address — KoHeuHbIN IP-agpec AnanasoHa.

Ypanutb IP-agpeca ns cnucka UCKAOYEHUIA A1A Ha3HavyeHus
ero DHCP-knneHTtam.

bootfile filename
f filename: (1..64)

CMMBOJI0B

no bootfile

YKazaTtb uma ¢aiinia, UCnonb3yemoro s Ha4anbHOM 3arpy3Kku
DHCP-knmeHTa.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO.

default-router ip_address_list

Mo ymon4YaHuIo CNUCOK
MapLIpyTU3aTOPOB He
onpegeneH

no default-router

OnpenenvTb CNUCOK MapLIPYTU3aTOPOB MO YMOAYaHWUIO ANA
DHCP-knueHTa:
- ip_address_list — cnnucok IP-agpecos mapLipyT1M3aTopos,
MOXKeT cofepKaTb A0 8 3anucet, pasaesieHHbix Npobesom.
| IP-apgpec mapipyTusaTopa A0MKeH 6bITb B TOM Ke
e NOACETH, YTO U K/INEHT.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHYAHWIO.

dns-server ip_address_list
Mo ymonyaHuto cnncok
DNS-cepBepoB He
onpegeneH

no dns-server

Onpegenntb cnmucok DNS-cepBepoB, AOCTYNHbIX ANA KAWEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT
cofep:KaTtb A0 8 3anucelt, pasfeneHHbix npobesom.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

domain-name domain
no domain-name

domain: (1..128)
CMMBOJIOB

Onpepenntb gomeHHoe nma pna DHCP-knneHTOB.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHWUIO.

netbios-name-server

. ) Mo yMoNYaHu1Io CNNCOK
ip_address_list Y

WINS-cepsepoB He
onpegeneH

no netbios-name-server

Onpegenntb cnucok WINS-cepsepoB, AOCTYMHbIX ANA KAUEH-
ToB DHCP.

- ip_address_list — cnvcok IP-agpecos WINS-cepBepoB, MoXKeT
copepaTtb A0 8 3anucei, pasgeneHHoix npobenom.

YCTaHOBUTb 3HAYeHue no YMOI4HaHUIO.
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netbios-node-type {b-node | p-

node | m-node | h-node}
Mo ymonuaHuto Tun y3na

NetBIOS He onpeaeneH

no netbios-node-type

Onpegenutb TN y3na NetBIOS Microsoft ans knventos DHCP:
- b-node — WMpOKoBeLaTeNbHbIN;

- p-node — TO4Ka-TOUKa;

- m-node — KOMBUHMPOBAHHbIW;

- h-node — rMbpuaHbIiA.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

next-server ip_address

no next-server

Mcnonb3osaTb Ana ykasaHua DHCP-KknneHTy agpeca cepsepa
(Kak npasuno, TFTP-cepsepa), C KOTOPOTO AO/MKEH BbITb NONY-
YeH 3arpy3oyHbli dana.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHYAHMUIO.

ntp-server ip_address_list
Mo ymonyaHuio cnmucok
cepBepoB He onpeaeneH

no ntp-server

OnpeaennTb CNUCOK CEPBEPOB BPEMEHM, JOCTYMHbIX AN K/K-
eHTos DHCP.

- ip_address_list —cnucok IP-aapecoB cepBepoB BPEMEHMN, MO-
YET coAepKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

sip-server {domain
domain_name_list | ip

ip_address_list
P- st} Mo yMON4YaHUIO CMINCOK

SIP-cepBepoB He
onpegeneH

no sip-server

Onpegenutb cnucos SIP-cepBepoB, AOCTYMHbIX ANA KIMEHTOB
DHCP.

-domain_name_list — cnUCoK fOoMeHHbIX UMeH SIP-cepBe-posB,
MOMKET cofep)KaTb A0 2 3anucel, pasgeneHHbix npobenom.
MaKcmanbHasa aanvHa cTpoku — 125 cumBonos.

- ip_address_list — cnucok IP-agpecos SIP-cepsepos, moxeT
copepKaTb A0 8 3anuceit, pasgeneHHbIX npobenom.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

vendor-specific ascii_string
ascii_string: (1..128)

Onpegenntb COOTBETCTBME MeXAY OnpenesieHHbIMU Oonuu-
AMmM DHCP ¢ KOHKpeTHbIM BEHA0POM.

hex_string | none} bool_val: (true, false);
ascii_string: (1..160)

CMMBO/1I0B

no option code

CMMBO/I0B - ascii_string — ctpoka B popmate ASCII.
vendor-specific YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
option code {boolean HactpowuTb onuun DHCP-cepBepa.
bool_val | ascii ascii_string | ip - code — kog, onuun DHCP-cepBepa;
ip_address_list | hex code: (0..255); - bool_val — nornyeckoe 3HayeHue;

- ascii_string — cTpoka B ¢opmarte ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX Cay4Yasnx
MOXKET coeprKaTb A0 8 3anuceit);

- hex_string — cTpoka B 16-om dopmare.

Ypanutb onuuun ana DHCP-cepsepa.

utilization threshold
percentage percentage: (0..100);

-/75 npougeHTOB

no utilization threshold

3a4aTb 3HAYeHWe B NPOLEHTax, NPU KOTOPOM ByaeT creHepu-
poBaHO coobuieHMe O 3aMOJIHEHUN NyNa A0 YKA3aHHbIX rpa-
HULL.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

[pumepbl UCN0Ab308AHUA KOMAHO

Hactpoute DHCP-nyn ¢ umeHem test u ykasatb gna DHCP-knneHToB: umAa gomeHa — test.ru, wnto3
no ymon4daHuio — 192.168.45.1 n DNS-cepsep —192.168.45.112.

console#
console# configure terminal
console (config)# interface vlan I

console (config-if)# ip address 192.168.45.1 255.255.255.0

console (config-if)# exit
console (config) # ip dhcp server

console (config)# ip dhcp pool 1 test

)
console (dhcp-config)
console (dhcp-confiqg)
console (dhcp-config)
console (dhcp-config)
192.168.45.250
console (dhcp-config) #
192.168.45.254
console (dhcp-config) #
192.168.45.113

(
(
(
(
console (dhcp-confiqg) #
(
(
(
(

ERge

network 192.168.45.0 255.255.255.0
domain-name test.ru

dns-server 192.168.45.112

default-router 192.168.45.1

host hardware-address aa:bb:cc:dd:ee:ff ip

host hardware-address aa:bb:cc:dd:ee:ff ntp-server

host hardware-address aa:bb:cc:dd:ee:ff dns-server
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[Mpumepsbl HacmpolKu onyuli

Hactpoutb DHCP-nyn ¢ nmeHem test n ykasatb ana DHCP-knneHTOB cneaytowme onumu: option 3 -

192.168.45.1, option 12 - hostname_test, option 15 - test.ru, option 19 - True.

console#
console# configure terminal
console (config) # interface vlan !
console (config-if)# ip address 192.168.45.1 255.255.255.0
console (config-if) # exit
console (config) # ip dhcp server
console (config)# ip dhcp pool 1 test
console (dhcp-config)# network 192.168.45.0 255.255.255.0
console (dhcp-config)# option 3 ip 192.168.45.1
console (dhcp-config)# option 12 hex 686f73746e616d655f74657374
console (dhcp-config)# option 15 ascii test.ru
( ) #

console (dhcp-config option 19 boolean

v/

KomaHObI pexcuma KoHgu2ypauyuu cmamuyeckux 3anuceli DHCP-cepsepa

B npumepe 3HauyeHue onuuun 12 nepeseaeHo u3 ascii B hex.

Bug 3anpoca KOMaHAHOM CTPOKK B pexkume KoHdpurypaummn nyna DHCP-cepsepa:
console# configure
console (config) # ip dhecp pool 1 test

console (config-dhcp) #
Tabnvua 178 — KomaHapl

pexxunma rnobanbHoN KoHPUrypaumm

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

KomaHda

Aelicmeue

host client-identifier hex
hex_string ip ip_address

hex_string: (1..156)
CMMBO/IOB

no host client-identifier hex
hex_string ip

3agaTb ip-aapec Ana ycTPoMCTBa € yKasaHHbIM UaeHTUdMKa-
TOpOM.

- hex_string —naeHTUOUKATOP KNNEHTA, NPeACTaBAAOWNIA CO-
6011 hex-cTpoky;

- ip_address — IP-agpec, Ha3zHa4yaembl kKnneHTy DHCP-cepse-
pa.

Y[anuTb CTaTUYECKYH 3anucb, COOTBETCTBYIOLLYIO KNMEHTY C
yKa3aHHbIM UAeHTUGMKATOPOM.

host client-identifier hex
hex_string bootfile filename

hex_string: (1..156)
CMMBOJIOB;
filename: (1..64)

no host client-identifier hex
hex_string bootfile

Co3faTb CTaTMYeCKylo 3anucb A/1A KAMEHTa C YKasaHHbIM
NMAEHTUGUMKATOPOM.

- hex_string — naeHTUdUKATOP KAMeHTa, NpeacTaBAAoWmiA
coboit hex-cTpoky;

- filename — HanmeHoBaHWe 3arpy3o4Horo ¢aina.

YAanuTb CTaTUYECKYHo 3aMucb, COOTBETCTBYIOLLYIO KINEHTY C
YKa3aHHbIM UAEeHTUGUKATOPOM.

host client-identifier hex
hex_string default-router
ip_address_list

hex_string: (1..156)
CMMBO/IOB

no host client-identifier hex
hex_string default-router

OnpegennTb CNMCOK MapLUPYTM3aTOPOB MO YMONYaHWUIO ANA

YyKasaHHoro kanenta DHCP-cepsepa:

- hex_string — naeHTMdUKATOP KAMEHTa, NPeACcTaBAAOLLMNA

coboii hex-cTpoky;

- ip_address_list — cnucok IP-afpecoB mapLupyTM3aTopoB, Mo-

KeT cogepaTb A0 8 3anuceit, pasgeneHHbix npobenom.
IP-agpec mapLpyTusaTopa A0/KeH 6bITb B TOM e

e NOACETH, YTO U K/INEHT.

YAanuTb CTaTUYECKYHo 3aMucb, COOTBETCTBYIOLLYIO KNNEHTY C
YKa3aHHbIM MAEeHTUOUKATOPOM.
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host client-identifier hex
hex_string dns-server ip_ad-
dress_list

no host client-identifier hex
hex_string dns-server

hex_string: (1..156)
C1MBO/I0B

Onpegnenntb cnnucok DNS-cepBepoB, AOCTYNHbIX AN1A cTaTU4e-
CKOM 3anuncK € yKasaHHbIM MAEHTUPUKATOPOM.

- hex_string — vaeHTUdUKATOP KANEHTA, NPEACTABAAOLLNMA
coboit hex-cTpoKy;

- ip_address_list — cnnucok IP-agpecoB mapLpyTU3aTopoBs, Mo-
JKET cogepiKaTtb 40 8 3anuceit, pasgeneHHoix npobenom.

YanuTb CTaTUYECKYH0 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host client-identifier hex
hex_string domain-name do-
main

no host client-identifier hex
hex_string domain-name

hex_string: (1..156)
CUMBO/IOB;
domain: (1..128) cumso-
nos

OnpegenvTb AOMEHHOE UMA AR CTaTUYECKOM 3ancucy C yKa-
3aHHbIM UAEHTUUKATOPOM.

- hex_string — naeHTUdUKATOP KAMEHTA, NPeACTaBAAOLLMIA
coboii hex-cTpoky.

YanuTb CTaTUYECKYHo 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host client-identifier hex
hex_string netbios-name-
server jp_address_list

no host client-identifier hex
hex_string netbios-name-
server

hex_string: (1..156) cum-
BOJIOB

Onpepenntb cnnucok WINS-cepsepos, a1a cTaTU4eCcKOM 3a-
MUCK C YKa3aHHbIM NAEHTUGUKATOPOM.

- hex_string — naeHTUPUKATOP KNMEHTa, NpeaCcTaBNAOWNIA
coboii hex-cTpoky;

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, mo-
XKeT cogeprkaTb A0 8 3anucei, pasaeneHHbix npobenom.

YpanuTb CTaTUYECKYHO 3amuCb, COOTBETCTBYIOLLYIO K/MEHTY C
YKa3aHHbIM UAeHTUbUKATOPOM.

host client-identifier hex
hex_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier hex
hex_string netbios-node-type

hex_string: (1..156)
CUMBO/I0B

Onpegenutb TMN y3na NetBIOS Microsoft ana TaTuueckoli 3a-
MUCK C YKa3aHHbIM NAEHTUGUKATOPOM:

- b-node — WMpOKoBELWATENbHbIN;

- p-node — TO4YKa-TOUKa;

- m-node — KOMBUMHMPOBaHHbLIN;

- h-node — rMbpuaHbIN.

- hex_string —naeHTMOUKATOP KAMEHTa,
coboli hex-cTpoky.

npeacTaBAAoLWwmn

Y[anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYHO KAUEHTY C
YKa3aHHbIM UAEHTUPUKATOPOM.

host client-identifier hex
hex_string next-server ip_ad-
dress

no host client-identifier hex
hex_string next-server

hex_string: (1..156)
CUMBOJIOB

OnpegenvTb ANA CTaTUYECKOM 3aMnncK € YKa3aHHbIM UAEHTU-
¢duKaTtoopm agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IXKeH BbITb MONYYEH 3arpy304HbIn danin.

- hex_string — naeHTUdUKATOP KAMEHTa, NPeACTaBAAOLLMIA
coboli hex-cTpoky.

Ypanutb CTAaTUYECKYI 3annCb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM M,D,eHTMdJVIKaTOpOM.

host client-identifier hex
hex_string ntp-server ip_ad-
dress_list

no host client-identifier hex
hex_string ntp-server

hex_string: (1..156)
CYMBO/I0B

OnpeaenseT CNMCOK CEPBEPOB BPEMEHM, ANA CTATUYECKOM
3anucK ¢ yKasaHHbIM UAeHTUdUKATOPOM.

- ip_address_list — cnucok IP-agpecos cepBepoB BpeMEHMU,
MOMET coflep}KaTb A0 8 3anucelt, pasaeneHHbIXx npobenom;
- hex_string — vaeHTUdUKATOP KAMEHTA, NPeACTaBAAOLLMIA
coboli hex-cTpoky.

Y[anuTb CTaTUYECKyto 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAeHTUOUKATOPOM.

host client-identifier hex
hex_string sip-server {domain
domain_name_list | ip ip_ad-
dress_list}

no host client-identifier hex
hex_string sip-server

hex_string: (1..156)
CYMBO/I0B

Onpegenntb cnmncos SIP-cepBepoB, AOCTYNHbIX ANA cTaTU4Ye-
CKOW 3anu1cK € YKa3aHHbIM MAEHTUPUKATOPOM.

- hex_string — naeHTMPUKATOP KNMEHTa, NpeaCcTaBNAIOWNIA
coboli hex-cTpoky;

- domain_name_list — cnucok AomeHHbIX UMeH SIP-cepsepos,
MOXKeT cofeprKaTb A0 2 3anuncei, pasfaesieHHbix Npobiom.
MaKcumanbHasa ganHa cTpoku 125 cumBonos.

- ip_address_list — cnucok IP-agpecos SIP-cepsepoB, MoKeT
cofep:KaTtb A0 8 3anuceld, pasfeneHHbIX Npobesom.

YanuTb CTaTUYECKYHo 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEeHTUDUKATOPOM.
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host client-identifier hex
hex_string option code {bool-
ean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex op-
tion_hex_string | none}

no host client-identifier hex
hex_string option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBOJI0B;
option_hex_string:
(1..128) cumBonos;
hex_string: (1..156)
CMMBO/I0B

OnpenenuTb yKasaHHble ONLMK ANA CTaTUYECKOW 3anucK ¢
3aZ,aHHbIM UAEHTUPUKATOPOM.

- hex_string — naeHTMdUKaTOP KAMEHTa, NpeaCcTaBAAOWMI
coboit hex-cTpoky;

- code — kop, onunn DHCP-cepsepa;

- bool_val — nornyeckoe 3HauyeHue;

- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CAyYasnx
MOMKET coaepiKaTb A0 8 3anucen);

- option_hex_string — cTpoka B 16-om ¢popmare.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO K/INEHTY C
YKa3aHHbIM MAEHTUOUKATOPOM.

no host client-identifier
hex hex_string

hex_string: (1..156)
CMMBOJI0B

YAanutb Bce ONUMM HasHaYeHHble A1A CTaTUYECKOM 3anucK ¢
YKa3aHHbIM MAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string ip ip_address

no host client-identifier ascii
ascii_string ip

ascii_string: (1..128)
CMMBO/I0B

Co3faTb CTaTMYECKYIO 3aNUCb AN1A KNINEHTA C YKa3aHHbIM
MAEHTUPMKATOPOM.

- ascii_string — naeHTUPUKATOP KNANEHTa, NPeaCcTaBNAOWMIA
coboW ascii-cTpoky;

- ip_address — IP-agpec, HazHa4Yaemblit KnmeHTy DHCP-cep-
Bepa.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYHOLLYIO K/IMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string bootfile filename

no host client-identifier ascii
ascii_string bootfile

ascii_string: (1..128)
CUMBOJIOB;
filename: (1..64)

Co3faTb CTaTUYECKYl 3anucb A/1A K/AMEHTa C YKasaHHbIM
naeHTUPUKaTopom.

- ascii_string — naeHTUPUKATOP KNMEHTa, NPeaCcTaBNAOLWMIA
cobolt ascii-CcTpoky;

- filename — HanmeHoBaHWe 3arpy3o4Horo daina.

Y[anuTb CTaTUYECKYIO 3aMMCb, COOTBETCTBYIOLLYIO KIWUEHTY C
YKa3aHHbIM NAEeHTUGUKATOPOM.

host client-identifier ascii
ascii_string default-router
ip_address_list

no host client-identifier ascii
ascii_string default-router

ascii_string: (1..128)
CMMBO/I0B

OnpenenuTb CNUCOK MapLUPYTU3aTOPOB A/1A CTaTUYECKOM 3a-
NUCHU C YKa3aHHbIM yaeHTUdUKaTopom.
- ascii_string — naeHTMPUKATOP KNNEHTA, NPeaCcTaBNAOLWMI
cobolt ascii-CTpoky;
- ip_address_list — cnucok IP-agpecos mapLpyTM3aTopos, 40-
CTynHbIX KAneHTy DHCP-cepsepa. MoxeT cogep»aTtb A0 8 3a-
nucen.

IP-apgpec mapLupyTU3aTOpa AOMKEH BbITb B TOW XKe

. noAceTH, YTO U K/INEHT.

Ypanutb CTAaTUYECKYH0 3aNnCb, COOTBETCTBYIOLLYH KAUEHTY C
YKa3aHHbIM M,D,eHTMC'JMKaTOpOM.

host client-identifier ascii
ascii_string dns-server ip_ad-
dress_list

no host client-identifier hex
ascii_string dns-server

ascii_string: (1..128)
CMMBO/IOB

Onpegenutb cnncok DNS-cepsepoB, AOCTYMHbIX 4NA CTaTU4e-
CKOI4 3aMm1cK € yKasaHHbIM MAEHTUUKATOPOM.

- ip_address_list — cnucok IP-agpecos DNS-cepsepoB, MoOXKeT
cofiepaTb 10 8 3anuceit, pasaeneHHbix npobenom;

- ascii_string — nAeHTUOUKATOP KNNEHTa, NPefCcTaBAAOWMNI
coboli ascii-cTpoKy.

YanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYHOLLYIO KNUEHTY C
YKa3aHHbIM UAEHTUGUKATOPOM.

host client-identifier ascii
ascii_string domain-name do-
main

no host client-identifier ascii
ascii_string domain-name

ascii_string: (1..128)
CUMBO/IOB;
domain: (1..128)
CMMBO/IOB

OnpefenuTb JOMEHHOE UMA A1 CTaTUYECKOoW 3amncucK ¢ yka-
3aHHbIM UAEHTUUKATOPOM.

- ascii_string — nAeHTUOUKATOP KNNEHTa, NPeACTaBAAOWMNI
coboli ascii-cTpoKy.

YanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYHOLLYHO KNUEHTY C
YKa3aHHbIM UAEeHTUGUKATOPOM.

host client-identifier ascii
ascii_string netbios-name-
server jp_address_list

no host client-identifier ascii
ascii_string netbios-name-
server

ascii_string: (1..128)
CMMBOJ/I0B

Onpeaenntb cnnucok WINS-cepsepoB, 418 cTaTUYecKom 3a-
MUCK € YKa3aHHbIM UAEHTUPUKATOPOM.

- ascii_string — naeHTUdUKATOP KANEHTa, MPeACTaBAAOLLMNA
coboli ascii-CTpoKy;

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, mo-
KET cogepaTb 40 8 3anuceii, pasgeneHHbix npobenom.

Y[anuTb CTaTUYECKYIO 3aMnucb, COOTBETCTBYIOLLYIO KAMEHTY C
YKa3aHHbIM MaeHTUdUKaTopom.
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host client-identifier ascii
ascii_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier ascii
ascii_string netbios-node-type

ascii_string: (1..128)
C“MBO/I0B

Onpepenntb TN y3na NetBIOS Microsoft gns Tatuyeckoi 3a-
MUCKU C yKa3aHHbIM MAeHTUGMKATOpOM:

- b-node — WMpPOKoOBELLATENbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUMHMPOBaHHbLIN;

- h-node — rMbpuaHbIN.

- ascii_string — naeHTMdUKaTOP KANEHTA, NPeACTaBAAOWM I
coboli ascii-cTpoKy.

YAanuTb CTaTUYECKYH0 3anucb, COOTBETCTBYHIOLLYIO KNEHTY C
YKa3aHHbIM UAeHTUDUKATOPOM.

host client-identifier ascii
ascii_string next-server ip_ad-
dress

no host client-identifier ascii
ascii_string next-server

ascii_string: (1..128)
CYMBO/I0B

OnpeaennTb ANA CTaTUHCKOM 3aMMUCK C YKasaHHbIM UAEHTU-
¢duKaToopm agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IXKEH BbITb MOMYYEH 3arpy304HbIi daiin.

- ascii_string — naeHTMGUKATOP KAMEHTa, NpeacTaBAAOWMI
coboit ascii-cTpoky.

YAanuTb CTaTUYECKYH0 3aMUCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string ntp-server ip_ad-
dress_list

no host client-identifier ascii
ascii_string ntp-server

ascii_string: (1..128)
C“MBO/I0B

OnpeaennTb CNUCOK CEPBEPOB BPEMEHM, A/1A CTaTUYECKOM
3aMnmnCK C YKa3aHHbIM MAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-aapecoB cepBepoB BpEMEHH,
MOKET coAeprKaTb A0 8 3anucel, pasgaesieHHbix Npobesnom;
- ascii_string — naeHTMOUKaTOp KAMEHTa, MPeACTaBAAOLLMA
coboli ascii-cTpoKy.

Y4anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYIO KAMEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host client-identifier ascii
ascii_string sip-server {do-
main domain_name_list |
ip ip_address_list}

ascii_string: (1..128)

Onpegenutb cnmucos SIP-cepBepoB, AOCTYNHbIX ANA CTaTU4Ye-
CKOM 3anu1CK C YKa3aHHbIM UAEHTUPUKATOPOM.

- asccii_string — naeHTUOUKATOP KANEHTA, NPeACTaBAAIOLWMIA
coboli ascii-cTpoky;

- domain_name_list — cnucok AOMeHHbIX MMeH SIP-cepsepos,
MOMKET COAEPMKaTb A0 2 3anucei, pasaeneHHbix npobenom.

cMmBonos MaKcumanbHasa aanHa cTpokn — 125 cumsonos.

- ip_address_list — cnucok IP-agpecos SIP-cepsepoB, MoeT

cogepaTtb A0 8 3anucei, pasgeneHHoix npobenom.
no host client-identifier ascii YAanuTb cTaTUYECKYI0 3anmncb, COOTBETCTBYIOLLYIO KAWEHTY C
ascii_string sip-server YKa3aHHbIM UAEHTUPUKATOPOM.
host client-identifier ascii OnpefennTb YKasaHHble OnuuMu 41A CTaTUYEecKon 3anmcu ¢
asccii_string option 3aZaHHbIM NAEHTUDUKATOPOM.

code: (0..255);

code {boolean bool_val | ascii
option_ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host client-identifier ascii
ascii_string option code

bool_val: (true, false);
option_ascii_string:
(1..160)
CYMBOJIOB;
hex_string: (1..128)
CYMBOJIOB;
ascii_string: (1..128)
CYMBO/I0B

- ascii_string — naeHTMOUKATOP KNMEHTa, NPeACTaBAAOLWNIA
coboli ascii-cTpoky;

- code — kog, onuyun DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- option_ascii_string — cTpoka B ¢opmate ASCII;

- ip_address_list — cnucok IP-afpecos (B HEKOTOPbIX Cy4anx
MOMET coflepyKaTb A0 8 3anuceit);

- hex_string — cTpoka B 16-om popmare.

Y[anuTb CTaTUYECKyto 3anucb, COOTBETCTBYIOLLYIO KNUEHTY C
YKa3aHHbIM UAEeHTUDUKATOPOM.

no host client-identifier ascii
ascii_string

ascii_string: (1..128)
CYMBO/I0B

Y4anuTb BCe ONUMM, HasHaYeHHble 4/1A CTaTUYeCKOM 3anmncm ¢
YKa3aHHbIM UAEHTUOUKATOPOM.

host hardware-address
mac_address ip ip_address

no host hardware-address
mac_address ip

Co34aTb CTaTUYECKYIO 3aNKUCb 418 KNMEHTA C YKa3aHHbIM
NOeHTUGMKaTOPOM.

- mac_address — ngeHTUOMKaTOP KAMEHTa, NPeaCcTaBAAOLWMIA
coboit MAC-aapec ycTponcTBa;

- ip_address — IP-agpec, HazHa4yaemblt KnneHTy DHCP-cep-
Bepa.

YAanuTb CTaTUYECKYHO 3aMuCb, COOTBETCTBYIOLLYIO K/MEHTY C
YKa3aHHbIM UaeHTUbUKaTopoMm.

host hardware-address
mac_address bootfile file-
name

filename: (1..64)

Co3paTb CTaTUYECKYIO 3aNNCb AJ1A KNMEHTA C YKa3aHHbIM
naeHTUGMKaTopoMm.

- mac_address — ngeHTUOUKATOP KNMEHTa, NPeACcTaBAAOLLNIA
coboit MAC-agpec ycTpoicTBa;

- filename — HanmeHoBaHwWe 3arpy3oyHoro damna.
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no host hardware-address
mac_address bootfile

Y4anuTb CTaTUYECKYIO 3aMucb, COOTBETCTBYIOLLYIO KAMEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.

host hardware-address
mac_address default-router
ip_address_list

no host hardware-address
mac_address default-router

OnpeaennTb CNMCOK MapLIpyTU3aTOPOB A/1A CTaTUYECKOon 3a-
NUCK C YKa3aHHbIM yaeHTUdUKaTopom.
- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAOLWMI
coboit MAC-agpec ycTpoMncTBa;
- ip_address_list — cnucok IP-agpecos mapLipyTM3aTopos, 40-
CTynHbIX KAneHTty DHCP-cepsepa. MoxeT cogep»aTtb Ao 8 3a-
nucen.

IP-apgpec mapLipyTU3aTOpa A0MKEH BbITb B TOM XKe

e NOACETH, YTO U K/INEHT.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM NAEeHTUGUKATOPOM.

host hardware-address
mac_address dns-server ip_ad-
dress_list

no host hardware-address
mac_address dns-server

Onpegenutb cnnucok DNS-cepsepoB, AOCTYMHbIX 4NA CTaTU4e-
CKOM 3anM1CH C YKa3aHHbIM UAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT
cofepyKaTb 0 8 3anucei, pasgeneHHbIX Npobenom;

- mac_address — naeHTUOUKATOP KIMEHTA, NPeACTaBAAOWMI
coboit MAC-agpec ycTpoicTsa.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYHOLLYIO K/IMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host hardware-address
mac_address domain-
name domain

no host hardware-address
mac_address domain-name

domain: (1..128)
CMMBO/10B

OnpegennTb LOMEHHOE UMA A8 CTaTUYECKOM 3anncK ¢ yKa-
3aHHbIM MAEHTUPUKATOPOM.

- mac_address — naeHTUOUKATOP KIMEHTA, NPeACTaBAAOWMI
cobori MAC-agpec ycTpoicTaa.

YAanuTb CTaTUYECKYIO 3aMnCb, COOTBETCTBYIOLLYIO KTMEHTY €
YyKa3aHHbIM MAeHTUGMKATOPOM.

host hardware-address
mac_address netbios-name-
server jp_address_list

no host hardware-address
mac_address netbios-name-
server

Onpegenntb cnucok WINS-cepBepoB, gns cTaTUYECKOM 3a-
NMUCK C YKa3aHHbIM UAEHTUPUKATOPOM.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAoWMI
coboii MAC-agpec ycTpoicTBa;

- ip_address_list —cnucok IP-agpecos WINS-cepsepoB, MoXKeT
copepkaTb 40 8 3anuceit, pasgeneHHblx npobenom.

Yaanutb cTaTUYecKyto 3anuch, COOTBETCTBYHOLYH KAUEHTY C
YKa3aHHbIM M,D,eHTMC'JMKaTOpOM.

host hardware-address
mac_address netbios-node-
type {b-node | p-node | m-
node | h-node}

no host hardware-address
mac_address netbios-node-

type

Onpeaenutb TMN y3na NetBIOS Microsoft ans ctatuueckom
3aMMCK C YKa3aHHbIM UAEHTUPUKATOPOM:

- b-node — WpoKoBeLwaTeNbHbI;

- p-node — TO4YKa-TOUKa;

- m-node — KOMBUHNPOBaHHbIN;

- h-node — rnbpuaHblIi.

- mac_address — naeHTUOUKATOP KNMEHTa, NPeACTaBAAOLWMIA
coboit MAC-agpec ycTpoicTsa.

Y4anuTb CTaTUYECKYIo 3aMucb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM UAEeHTUGUKATOPOM.

host hardware-address
mac_address next-server
ip_address

no host hardware-address
mac_address next-server

OnpeaennTb ANA CTaTUYECKOM 3annCK C yKa3aHHbIM UAEHTU-
¢durKaTopom aapeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOTO A0/KEeH ObITb MOJIYYEH 3arpy304HbIi dain.

- mac_address — naeHTUOUKATOP KNMEHTa, NPeACTaBAAOLWMIA
coboit MAC-agpec ycTpoiicTsa.

Y[anuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO K/IUEHTY C
YKa3aHHbIM UAeHTUbUKATOPOM.

host hardware-address
mac_address ntp-server ip_ad-
dress_list

no hardware-address mac_ad-
dress ntp-server

OnpepenuTb CMMCOK CepBEPOB BPEMEHW A/1A CTaTUYECKOM 3a-
NUCK € YKa3aHHbIM UAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecoB cepsepoB BpEMEHHU,
MOXKET coAepKaTb A0 8 3anucei, pasgeseHHbIx npobenom;

- mac_address — naeHTUOUKATOP KNMEHTa, NpeaACcTaBAAOLWMI
coboit MAC-agpec ycTpoicTsa.

Y[anuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM MaeHTUbUKaTopOM.
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host hardware-address
mac_address sip-server {do-
main domain_name_list |

ip ip_address_list}

no host hardware-address
mac_address sip-server

OnpepennTtb cnncok SIP-cepBepoB, AOCTYMNHbIX ANA CTaTuye-
CKOM 3anuncK € yKasaHHbIM MAEHTUPUKATOPOM.

- mac_address — ngeHTUOUKATOP KAMEHTa, NPeACTaBAAOLLMNA
coboit MAC-aapec ycTponcTBa;

- domain_name_list — cnucok AOMeHHbIX MMeH SIP-cepBepos,
MOMKET COAEPMKaTb A0 2 3anucei, pasaeneHHbix npobenom.
MaKcumanbHasa ganHa cTpoku — 125 cumBonos;

- ip_address_list — cnucok IP-appecos SIP-cepsepoBs, moxeT
copepKaTtb A0 8 3anucei, pasgeneHHoix npobenom.

YAanuTb CTaTUYECKYH0 3anncb, COOTBETCTBYHOLLYIO KIMEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host hardware-address
mac_address option

code {boolean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)

OnpeaenvTb YKasaHHble OnumMm 41a CTaTUYecKom 3anmcu ¢
3aZaHHbIM NAEHTUDUKATOPOM.

- mac_address — ngeHTUOMKATOP KAMEHTa, NPeaCcTaBAAOLWMIA
coboit MAC-aapec ycTponcTBa;

- code — kog onuuun DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

CUMBO/I0B; P
. - ascii_string — ctpoka B ¢popmate ASCII;
hex_string: (1..128) . .
- ip_address_list — cnucok IP-aapecoB (B HEKOTOPbIX C/yYanx
CUMBOJIOB. "
MOKEeT codeprKaTb 40 8 3anuceit);
- option_hex_string — cTpoka B 16-om popmare.
no host hardware-address YAanuTb CTaTUYECKYH 3aNUCb, COOTBETCTBYIOLLYIO KAWEHTY C
mac_address option code YKa3aHHbIM MAEHTUPUKATOPOM.
no host hardware-address ) YaanuTb Bce onumn, HazHaYeHHble A1 CTAaTUYECKOM 3anucK C
mac_address YKa3aHHbIM MAEHTUPUKATOPOM.
' | Mpu 3agaHuu Client ID B popmare ASCIl ybegutecb, uto DHCP-KnueHT otnpasnsert Client ID ¢
B Hardware Type B nepsom 6aiiTe, COOTBETCTBYIOWMIF 3a8aHHOMY PpopmarTy.

[pumep Hacmpoliku cmamu4eckol 3anucu

HasHauuTb ycTpolictey ¢ MAC-agpecom aa:bb:cc:dd:ee:ff ip-agpec — 192.168.45.250, cepsep Bpe-
MeHun — 192.168.45.254 n DNS-cepsep —192.168.45.113

console#

console# configure terminal

console (config)# interface vlan 1
console (config-if)# ip address 192.168.45.1 255.255.255.0
console (config-if)# exit

console (config)# ip dhcp pool 1 test

(
(
console (config)# ip dhcp server
(
(

console (dhcp-config)# network 192.168.45.0 255.255.255.0

console (dhcp-config) # host hardware-ad-

dress aa:bb:cc:dd:ee:ff ip 192.168.45.250

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff ntp-
server 192.168.45.254
console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff dns-
server 192.168.45.113

KomaHObI pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnnua 179 — KomaHgpb! pexknuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
10 yMOA4YaHUIo

Aeiicmeue

clear ip dhcp server binding
[ip_address]

YaanuTb 3anucy M3 Tabaunubl COoTBETCTBUA GU3MUECKUX agpe-
COB W1 aapecoB, BblAaHHbIX ¢ nyna DHCP-cepsepom:
- ip_address — IP-agpec, HazHa4YeHHbI DHCP-cepsepom.

164

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES34xx, MES37xx




HELTEX

clear ip dhcp server statistics

Y8anuTb CTaTUCTUCTMKM paboTbl DHCP-cepBepa.

show ip dhcp server binding

MpocmoTpeTb IP-agpeca, KoTopble cONOCTaB/EHbl C ¢U3nYe-
CKMMW afpecamm KAMEHTOB, a TaKXKe BPems apeHapl, cnocob
Ha3HayeHua n coctoAaHue IP-agpecos.

show ip dhcp server
information

MNpocmoTpeTb MHPOpMaLMio o KoHpurypaumm DHCP-cepsepa.

show ip dhcp server pools

MNMpocmoTpeTb MHPopmaLmio o rnobanbHbix HacTpoiika DHCP-
cepBepa, a TaKXKe 0 COo3AaHHbIX Nysax U cywectayowmx host-
3anucax.

show ip dhcp server statistics

MpocmoTpeTtsb ctatnuctnky DHCP-cepsepa.

4.24 KoHdurypauyusa PPPoE Intermediate Agent

®dyHKuMAa PPPOE IA peannsoBaHa B COOTBETCTBUM C TpeboBaHMAMM goKkymeHTa DSL Forum TR-101 m
npegHasHavyeHa 41a UCNOIb30BAHUA Ha KOMMyTaTopax, paboTatowmx Ha ypoBHe 40CTyna.

®YHKUMA NO3BOIAET AOMNOAHATL NakeTbl PPPOE Discovery nHbopmaLumeit, xapakTepusytoLein nHTep-
deiic goctyna. 310 HeobxoguMo Ana naeHTUOMKaLMM NoNb30BaATENLCKOrO MHTepdeica Ha cepBepe Ao-
ctyna (BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTtom n obpabotkoin naketos PPPoE
Active Discovery ocylecteaseTca rnobanbHO AN BCEro YCTPOMCTBA M BbIBOPOYHO ONA KaXKA0ro MHTep-

deica.

Peanusauma dpyHKuuu PPPOE IA npeaocTaBnseT 4oNoAHUTENbHbIE BO3MOMKHOCTU KOHTPOAA coobuie-
HWI1 NPOTOKO/a NyTEeM Ha3HaYeHUNA A0BEPEHHbIX UHTepdEenCcoB.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 180 — KomaHabl pexkmma rnobanbHol KoHdUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

shutdown pppoe
intermediate-agent

no shutdown pppoe
intermediate-agent

-/BKNIOYEHO

OTKAtouUTL paboTy moayns pppoe intermediate-agent Ha
ycTpoicTae.
[aHHaa KomaHAa oTKAKOYaeT paboTy moayns pppoe
.’ intermediate-agent ¢ 6e3B03BpaTHbIM yAaneHUem Bcex
HacTpoek 6n0Ka PPPOE IA.

BkntounTb paboTy moayns pppoe intermediate-agent Ha
ycTpoicTae.

pppoe-ia snooping

no pppoe-ia snooping

-/BbIK/IOYEHO

[no6anbHO BKAOUYMTL KOHTPOIb GYHKUMKM PPPOE IA.

BbIKNtOUMTb KOHTPOIb GYHKLUMK PPPOE IA.

pppoe-ia snooping session
timeout range

pppoe-ia snooping session
timeout 0

range: (0..600)/300

3apaTb TaimayT gna paboTbl GyHKUUK PPPOE IA.

OTKNOYUTL TaiMayT ana paboTol pyHKLMM PPPOE IA.

pppoe pass-through

no pppoe pass-through

-/BbIKAOYEHO

BkntoueHne komaHabl 3actaBnaeT PPPOE-nakeTbl NnpoxoanTb Yyepes
KOMMYTATOp KaK Heu3BecTHbIM L2-Tpaduk, u aenaet ux "Hesuan-
mbimn" ana IP ACL.

BKAOUMTL NAPCUHT MHKANCYMPOBaHHbIX B PPPoE-nakeTtax L3-3aro-
NoBKoB, npasuna IP ACL HaunHaloT paboTaTb A1 MHKANCY/IMPOBaH-
HbIX MaKeTOoB.
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' ' DOna KoppeKkTHo pabotbl pyHKUMK PPPOE Intermediate Agent Bce ucnonbsyemoie PPPoE-cep-

- Bepa AO/MKHbI 6bITb NOAK/IOYEHDbI K € A0BEPEeHHbIM» NOPTaMm KOoMMyTaTopa. Aina aobasneHus
nopTa B CMUCOK «A4,0BEPEHHbIX» UCMNOJIb3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexXume KoHdurypauum uHtepdeiica. Ona obecneyeHna 6e3onacHOCTU Bce
OCTa/ibHble NOPTbl KOMMYTATOPa A0/KHbI 6bITb KHeA0BEePEHHbIMUY.

KomaHab! pexxnma KoHpurypaumm VLAN (ananasoH VLAN’os)

console# configure terminal
console (config)# vlan
console (config-vlan) #

Tabnnua 181 — KomaHgbl pexxuma KoHdpurypaumnm nHtepoeliica L2Vian

3HaveHue/3HayeHue ”
KomaHoa / Aelicmeue
0 YyMOAYAHUIO
pppoe-ia snooping BKkntounTb KOHTpOb PyHKUMM PPPOE |A B npesenax yKazaHHOro
VLAN.
- - -/BbIK/IlOYEHO
no pppoe-ia snooping BbIK/OUNTb KOHTPOJIb GYHKUMK PPPOE IA B Nnpeaenax ykasaH-
Horo VLAN.

Mpumep HacTpoiiku PPPoE IA B VLAN1O ¢ HacTpoitkoii DCS-onumii Ha nHtepdelice
Gigabitethernet0/13.

console (config) #pppoe-ia snooping

console (config) #pppoe passthrough

console (config) #des information option enable

console (config) #vlan 10

console (config-vlan) #pppoe-ia snooping

console (config-vlan) #exit

console (config) #interface gigabitethernet 0/13

console (config-if) #switchport general allowed vlan add 10 untagged

console (config-if) #switchport general pvid 10

console (config-if) #dcs agent-circuit-identifier "3%v $%p &h"

console (config-if) #dcs remote-agent-identifier "3M"

console (config-if) #exit

console (config) #interface gigabitethernet 0/24

console (config-if) #switchport general allowed vlan add 10

console (config-if) #port-security-state trusted

console (config-if) #set port-role uplink

console (config-if) #fexit

4.25 KoHdurypauma ACL (cnucku KoHTpoAna pgoctyna)

ACL (Access Control List — cnucoKk KoHTpons goctyna) — Tabauua, Kotopas onpeaenser npasuaa
duNbTpauum BxogALWEro U ucxoaalero Tpadmka Ha OCHOBaHMM NepefaBaemMblX B MaKeTax NPOTOKOJIOB,
TCP/UDP noprtos, IP-agpecos nan MAC-agpecos.

Ha gaHHbIn momeHT peannsauma ACL TakoBa: Kaxabiii ACL cogepuT Tonbko 1 npasuao. HeckonbKo
ACL MOKHO npuBs3aTb K ogHoMy MHTepdelicy. MopagoK oTpaboTkM NpaBua onpeaenaeTca no NnpuopuTeTy
npaswuaa, ykasaHHomy B ACL, npu paBeHcTBe npnoputetos — no Homepy ACL.

ACL aBTOMaTMYECKM CHMUMAETCA C MHTepdelica Npu U3SMEHEHMM B HEM MPABUAA.

KomaHabl gna co3faHua M pepakTupoBaHua crnvckoB ACL foCTynHbl B pexkume rn1o6anbHow
KOHUrypauuu.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHOUIypauumn nmeet Bua;

console

(config) #

Tabnnua 182 — KomaHabl Ana co3gaHma n KoHourypauymm cnuckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

ip access-list standart
access_list_num [description
description]

no ip access-list standart
access_list_num

access_list_num:
(1..1000);
description: (1..128)
CUMBOJI0B

Co3patb cTaHAAaPTHbIN cnucok ACL.

YaanuTb CTaHZapTHbIN cnncok ACL.

ip access-list extended
access_list_num [description
description)

no ip access-list extended
access_list_num

ipv6 access-list extended
access_list_num [description
description)

no ipv6 access-list extended
access_list_num

access_list_num:
(1001..65535);
description: (1..128)
CMMBOJI0B

Co34aTb HOBbIM paclwmMpeHHbIn cnncok ACL ans agpecaunu IPv4d n
BOWTU B PEXMM €ro KoHoMrypaumm (ecam cnmcok ¢ gaHHbIM Mme-
HeM elle He co3gaH), 1Mbo BONTU B PEXMM KOHOUIypaunmn paHee
CO34,aHHOTO CMUCKa.

YaanuTb pacwmpeHHbin cnucok ACL ana agpecaumm IPv4,

Co3paTb HOBbIM pacWwmpeHHbIn cnncok ACL ana agpecauum IPvé u
BOWTU B PEXMM €ro KoHoUrypaumm (ecam cnmcok ¢ gaHHbIM Mme-
HeM elle He co3gaH), 1Mbo BONTU B PEXMM KOHOUIrypaunm paHee
CO34,aHHOrO CMUCKa.

YaanuTb pacwmpeHHbin cnucok ACL ana agpecaumm IPv6.

mac access-list extended
access_list_num [description
description]

no mac access-list extended
mac_access_list_num

mac_ access_list_num:
(1..65535);
description: (1..128)
CMMBO/IOB

Co3patb HoBbIV cnvcoK ACL Ha 6a3e MAC-aapecaumm u BOUTU B pe-
KUM ero KoHourypaumm (ecam cnmcok ¢ 4aHHbIM UMEHEM eLle He
co34aH), Mb0 BOWTU B PEXMM KOHPUrypaL MM paHee co3aaHHOMO
CnucKa.

Yaanutb cnucok ACL Ha 6a3ze MAC-aapecauum.

user-defined offset offset_id {
12 | ethtype | 13 | 14 } value

no user-defined offset
offset_id

offset_id: (1..4);
value: (0..255)

HacTpouTb cmeleHme B 6ailTax OTHOCUTENBHO BbIOPaHHOM CTapTo-
BOW NO3MLUMW. 3HAYEHWNE U MACKa, UCNO/Ib3yeMble ANA GUNbTPALLUMK,
3apatoTca Yyepes napametpbl ACL-npasun.

- 12 — Hayano nakerta (Destination MAC address);

- ethtype — Ethertype (camblii BHyTpeHHWI, Npyu Hannumm VLAN-Te-
ros);

- 13 — L3-3aronoBok;

- 14 — L4-3aronoBokK.

YAanutb cmelleHMe OTHOCUMTENbHO BbliBpPaHHOW CTapTOBOW MO3M-
umn.

Ona Toro u4tobbl aKTMBM3MpOBATb cnmncok ACL, Heobxoaumo CBA3aTb €ro c MHTepodericom.
NHTepdelicom, MCNONb3YIOLWMM CNIUCOK, MOXKET b6biTb 60 nHTepdelic Ethernet, nnbo rpynna noptos. Ha
OaHHbI MOMEHT NoAAEPKMBAETCS TO/IbKO BXOAALLEE HaMNpPaBieHWe Ha UHTepdelicax (in).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN

KomaHZHas CTpoka B perkume KoHoUrypauum nHtepdeiica Ethernet umeet sua:

console (config-if) #

KomaHaHan cTpoka B pernme KoHoburypaumm nutepdeica VLAN nmeet Bua;:

console (config-vlan) #
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Tabnunuya 183 — KomaHga HasHayeHus cnncka ACL-mHTepdeincy

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymon4aHuro
ip access-group B HacTpoikax onpeaenéHHoro pusmyeckoro nHTepdeinca KomaHaa
access_list_num in access list num: NPWBA3bIBAET YKa3aHHbIN CIMCOK K JaHHOMY MHTepdelicy.
no ip access-group (1..65535) YnanuTb CNUCOK ¢ MHTepdeiica.
access_list_num in
mac access-group B HacTpoikax onpeaenéHHoro pusmyeckoro nHTepdeinca KomaHaa
access_list_num in access_list_num: NPUBA3bIBAET YKa3aHHbIN Mac-CN1COK K JaHHOMY UHTepdelicy.
Nno mac access-group (1..65535) YaanuTb CNUCoK ¢ uHTepdeiica.
access_list_num in
ipv6 access-group B HacTpoikax onpeaenéHHoro pusmyeckoro nHTepdeinca KomaHaa
access_list_num in . NPWBA3bIBAET YKa3aHHbIN CMIMCOK K AaHHOMY MHTepdelicy.
- access_list_num: -
no ipv6 access-group (1001..65535) YpanuTb CNUCOK ¢ MHTepdeiica.
access_list_num in

KomaHObi pexcuma Privileged EXEC

KomaHgHana cTpoka B pexume Privileged EXEC nmeeTt Bua;
console#

Tabnnua 184 — KomaHapl ans npocmoTpa cnmckos ACL

Komanda 3HayeHue/3HayeHue leiicmeue
no ymoa4aHuro
show access-lists access_list_num: (1- Mokasatb cnmckm ACL, co3gaHHble Ha KOMMYTATOpE.
[access_list_num] 65535) cumBona
show running-config acl - MoKa3aTb 610K KomaHg, ACL B KOHOUIypaLunm ycTporcTBa.
show access-group [interface Mokasatb cnvcku ACL, npuBsiaHHble K MHTepdelicy.
{ fastethernet | gigabitether-
net | tengigabitethernet} inter- i
face | vlan [vian-id]]

4.25.1 KoHepueypayusa ACL Ha 6a3e IPv4

B paHHOM pasgene npuBeAeHbl 3HAYEHUA M OMUCAHUA OCHOBHbIX MAPAaMETPOB, MUCMOJIb3yeMbIX B
COCTaBe KOMAHZA, HacTpolikn cnnckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3gaHue 1 BXOL B PEXUM
peaakTuposaHua cnnuckos ACL, oCHOBaHHbIX Ha agpecaumu IPv4, ocywectsaseTca No KomaHae:

ip access-list {extended | standart} access-list num.

Tabnunua 185 — KomaHabl, ncnosbsyemble ana Hactpolikn ACL-cnnckoB Ha ocHoBe IP-agpecaunm

KomaHda Aeiicmeue

permit protocol {any | source host} {any | destination} [o6aBuTb paspellatolyto 3anmcb GUALTPALMU ANA NPOTOKONa.

[parametr] MakeTbl, OTBeYatoLWMe ycnosmam 3anucu, byayt obpabatbiBaTbea
KOMMYTaTOpPOM.

permit ip {any | source host} {any | destination} [o06aBunTb paspeLaoLyto 3anucb GpuabTpauumn ans npotokona IP.

[parametr] MakeTbl, oTBeYatoLWwme ycnosmam 3anucu, byayt obpabaTbiBatbea
KOMMYTaTOpPOM.

permit icmp {any | source host} {any | destination} [o6aBuTb paspewwatowyto 3anucb GUAbTPALUKM OAa NPOTOKOAA

[parametr] ICMP. MNakeTbl, 0TBEYatoWMe yCI0BUAM 3anmcu, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

permit tcp {any | source host} {any | destination} [o6aBuTb paspelwatowyto 3anucb GUAbLTPALUUK gaa NPOTOKoAA

[parametr] TCP. MNakeTbl, OTBEYatoWMe ycAoBUAM 3anucu, byayt obpabatbl-
BaTbCA KOMMYTaTOPOM.

permit udp {any | source host} {any | destination} [o6aBuTb paspelwatowyto 3anucb GUAbLTPALUK A NPOTOKoAa

[parametr] UDP. MakeTbl, OTBEYatOWME YCOBUAM 3anucK, byayt obpabaTbi-

BaTbCA KOMMYTATOPOM.
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[parametr]

deny protocol {any | source host} {any | destination}

[o6aBuTb 3anpeLatollyto 3anucb GUAbLTPaLMK ANA NPOTOKOAA.
lMaKeTbl, OTBEYalOLLME YCAOBUAM 3anucK, byayT 6J10KMpoBaTLCA
KOMMYTaTOPOM.

[parametr]

deny ip {any | source host } {any | destination}

[o6aBuTb 3anpeLaroLyto 3anncb GuabTpauumn ans npotokona IP.
MakeTbl, OTBeYaloLLMe yCA0BUAM 3anucK, byayt 610KMpoBaTbeA
KOMMYTaTOpPOM.

[parametr]

deny icmp {any | source host} {any | destination}

[ob6aBuTb 3anpelLatowyto 3anucb GUAbLTPALUKM AAa NPOTOKONA
ICMP. MaKeTbl, oTBeYaloWue ycnoBmMam 3anucu, 6yayt 61okupo-
BaTbCA KOMMYTaTOPOM.

[parametr]

deny tcp {any | source host} {any | destination}

[ob6aBuTb 3anpeLLatowyto 3anucb GUAbLTPALUK A NPOTOKOAA
TCP. MNaKeTbl, oTBeYalowWMe ycioBUAM 3anucu, byayT 610Knpo-
BaTbCA KOMMYTaTOPOM.

[parametr]

deny udp {any | source host} {any | destination}

[ob6aBuTb 3anpelLatowyto 3anucb GUAbLTPALUK A NPOTOKONA
UDP. MNakeTbl, OoTBEYatowWMe ycaoBMAmM 3anucu, byayt 61okupo-
BaTbCA KOMMYTaTOPOM.

Tabnvua 186 — OcHOBHbIE NapaMeTPbl, UCNO/Ib3YEMbIE B KOMaHAAX

Mapamemp 3HavyeHue Aelicmeue
permit [Oevicteue ‘paspewnTs’ Co3paTb paspewatollee npasuao ¢punbTpauum B cnmcke ACL.
deny [LewncTteue ‘3anpeTuTs’ Co3pgatb 3anpewatoulee npasuno ¢punbTpaymm B cnmcke ACL.
protocol Mone npegHasHa4YeHo AN1S yKaszaHUA NPOTOKoa (MM Bcex NpoTo-
KOJ10B), Ha OCHOBE KOTOPOro byAeT ocyliecTBaseTca GunbTpaums.
NooToKoN Mpw BbIGOpE NPOTOKO1A BO3MOXKHbI CieAytoLmMe BapuaHTbl: icmp,
P ip, tcp, udp, ipv6, ipv6:icmp, ospf, pim,Anbo uncnosoe 3HayeHue
npoToKona, B gnanasoHe (0 — 255).
[ns cooTBeTCcTBMA OOOMY NPOTOKONY UCMOb3YETCA 3HaYeHue IP.
source Appec UCTOYHMKA Onpepgenset IP-agpec NCTOYHUKA NaKeTa.

source_mask

Macka agpeca UCTOYHMKA

Macka, npumeHaemasa K IP-agpecy ucTtouyHMKa naketa. Macka
onpepenset 6utbl IP-agpeca, KOTopble HEOOXOAMMO UTHOPUPO-
BaTb. B 3HauUeHWAa UrHopupyembix 6UTOB AOMKHbI ObITb 3aNMUcaHbI
eguHuubl. Hanpumep, ncnoib3ya macky, MOXKHO onpeaenvTb ana
npasuna ¢unbrpaumm IP-cetb. Y1066 f06ABUTL B NPaBuIO Gpub-
Tpaumm IP-cetb 195.165.0.0, He0H6X0AMMO 334aTb 3HAYEHME MACKM
255.255.0.0, To ecTb, COrNacHO AaHHOW macke, nepsble 16 6uT IP-
aapeca byayT UrHopMpoBaTbCA.

destination

Appec HaszHayeHuA

Onpepenset IP-agpec HasHayeHMA NakeTa.

destination_mask

Macka agpeca HazHayeHuA

BuToBas macka, npumeHsemas K IP-agpecy HasHayeHMA maketa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HE06X0AMMO UTHO-
pupoBaTb. B 3HaYeHMA UTHOPUPYEMbIX BUTOB A0/IXKHbI ObITb 3aMKU-
CaHbl eAuHUUbl. Macka MCMo/b3yeTca aHa/JofMyYHO Macke
source_mask.

Koga coobuieHnsa npoTokona
ICMP

vlan NaoeHTndmkaTop VLAN Onpegenset VLAN, gns KOoToporo byaeT NpUMeHATbCS NpPaBuio.
dscp None DSCP & saronoske L3 Onpe,a,e}lﬂeT 3HayeHue DSCP-nons diffserv. BosamorkHble Kogbl co-
obuweHuit nons dscp: (0 —63).
MpuopwuTet IP Onpegaenset npuoputeT IP-Tpaduka: (0-7).
icmp_type Tun coobuieHnit npotokona ICMP, ncnonbayemblit ans dunbTpa-
- umn ICMP-nakeToB. YncnoBoe 3HaYeHWe TMna cooblieHns, B Ana-
nasoHe (0 — 255).
icmp_code Kog, coobennit npotokona ICMP, ncnonbsyemolit ansa duabtpa-

umMm  ICMP-naketoB. Bo3moskHble Kogbl co06LUeHUI nona
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3HayeHuA

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3moskHble 3HaveHua nona TCP/UDP-noprta: eq, gt, host, It,range.

priority

MpuopuTteT 3anucu

MHAeKe 3agaeT NoNoXeHe NpaBuia B CIUCKE M ero npuopuTer.
YeM MeHblle MHAEKC — TeM MpUopUTETHee npasuao. AuanasoH
A0MNYCTUMbIX 3Ha4yeHu (1..255).
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optional parametr OnuMoHanbHblE NapameTpbl NPU KOHOUIYPUPOBAHMM CNIUCKA [0-
cTyna:

- tos — ¢unbTpayma no baity ToS;

- user-defined — ¢dunbTpauua no User-defined bytes;
OnumoHanbHbIM napameTp | - sub-action — gononHuTenbHoe pevictBne Hag TpaduKom.
JocTynHble gononHuTensHble gericteus — modify-vlan (u3meHe-
Hue VLAN) u nested-vlan (ano6aBneHve AONOAHUTENBHOTO Tera
VLAN).

/ B cTaHpapTHbIX ip ACL BO3MOXKHa PpuabTpaumua To/bKo No npedpuKkcam, B pacumpeHHbix ACL
— NOo AONO/IHUTE/IbHbIM NapameTpam.

' Mocne Toro, Kak nto6oit ACL 6ygeT npusasaH K uHtepdeiicy, ana atoro uHtepdeiica npume-
V HuUTcA npasuno implicit deny any any.

4.25.2 KoHepuzypayusa ACL Ha 6a3e IPve

B paHHOM pasgene npuBeaeHbl 3HAYEHUA M OMUCAHUA OCHOBHbIX NMAPaMeTPOB, UCMOJIb3yEMbIX B
coCTaBe KOMaHZA HacTponkm cnnckos ACL, ocHOoBaHHbIX Ha agpecauun IPv6.

CosgaHue M BXO4 B pexum peaaktnpoBaHma cnmckoB ACL, OCHOBaAHHbIX Ha aapecaumn IPv6,
OCYLLECTB/IAETCA NO KOMaHAe:

ipv6 access-list extended apvé access-list.

Tabnunua 187 — KomaHabl, ucnosb3yemble ana Hactpolikn ACL-cnnckos Ha ocHoBe IP-agpecaumm

KomaHnoa Aelicmeue

permit protocol {any|source host} {any| destination} [o6aBuTb paspeltatolyto 3anucb GUALTPaLMU ANA NPOTOKOAA.

[parametr] MakeTbl, OTBEYAOLWME YCAOBUAM 3anmcK, byayT obpabaTbiBaTbCa
KOMMYTaTOpOM.

permit ipv6 {any|source host} {any|destination} [o6aBuTb paspelatolyto 3anucb GUAbTPALUKM ANSA NPOTOKOAA

[parametr] IPv6. MaKeTbl, oTBEYAlOLWME YCAOBUAM 3anucK, byayt obpabaTbi-
BaTbCS KOMMYTaTOPOM.

permit icmp {any|source host} {any| destination} [o6aBuTb paspelatolyto 3anucb GUAbTPALUKM ANSA NPOTOKOAA

[parametr] ICMP. MNakeTbl, 0TBEYAtOLWME YCOBUAM 3anmcu, byayT obpabaTbl-
BaTbCS KOMMYTaTOPOM.

permit tcp {any|source host} {any|destination} [o6aBuTb paspelatolyto 3anucb GUAbTPALUKM ANSA NPOTOKOAA

[parametr] TCP. MakKeTbl, OTBEYalOLMe YCAOBUAM 3anucK, byayT obpabaTbl-
BaTbCS KOMMYTaTOPOM.

permit udp {any|source host} {any| destination} [o6aBunTb paspewwatowyto 3anucb GUAbTPALUK A NPOTOKOANA

[parametr] UDP. MakeTbl, OTBEYatOLWME YCIOBUAM 3anucu, byayt obpabaTsi-
BaTbCS KOMMYTaTOPOM.

deny protocol l{any|source host} {any|destination} [o6asunTb 3anpewatoltyto 3anmce GUALTPALMM NA NPOTOKONa.

[parametr] MakeTbl, oTBeYaloLWMe yCnoBUAM 3anucu, byayT 6J10KMpoBaTbCA
KOMMYTaTOPOM.

deny ipv6 {any|source host} {any|destination} [o6aBuTb 3anpelsaowyto 3anucb GuUAbTPaLUKM s NpoToKoa

[parametr] IPv6. MaKeTbl, OTBEYalOWME YCAOBUAM 3anucu, byayT 610Kkupo-
BaTbCS KOMMYTaTOPOM.

deny icmp {any|source host} {any|destination} [o6aBunTb 3anpelsaowyto 3anucb GuUAbTPaLUKM AN NpPoToKoa

[parametr] ICMP. MaKeTbl, oTBeYatoWme ycnosmam 3anucu, byayt 610kupo-

BaTbCA KOMMYTaTOPOM.
deny tcp {any|source host} {any|destination} [parametr] | [Jo6aBuTb 3anpeliaollyto 3anucb GUAbBTPALMM 418 NPOTOKOANA
TCP. MakeTbl, oTBeYaloWwme ycioBuAM 3anucu, byayt 6aokmpo-
BaTbCA KOMMYTaTOPOM.

deny udp {any|source host} {any| destination} [parametr] | [o6aBuTb 3anpeliatolLyto 3anucb GUAbLTPALUM 418 NPOTOKOANA
UDP. MNakeTbl, OTBeYaowWwme ycnoBMAmM 3anucu, byayt 61okupo-
BaTbCA KOMMYTaTOPOM.
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Tabnunua 188 — OcHOBHble NapameTpbl, UCMO/b3yeMble B KOMaHAaX

Mapamemp 3HavyeHue Aelicmeue
permit [JeicTBure ‘paspewnts’ Co3patb paspelatollee npasuao ¢punbTpaumum 8 cnmucke ACL.
deny [ewncTteue ‘3anpetuTs’ Co3pgatb 3anpewatoulee npasuao ¢punbTpaumm B cnmcke ACL.
protocol Mone npegHasHayeHo ANa yKasaHuA NPOTOKOAA (MK Bcex NpoTo-
NooToKoN KOJ/I0B), Ha OCHOBE KOTOPOro ByaeT ocyllecTsaseTcs puabTpaumsa.
P Mpw BbIGOpE NPOTOKO1A BO3MOXKHbI CieaytoLme BapuaHTbl: icmp,
tcp, udp, ipvé.
source Aapec UCTOYHMKA Onpegensert IP-agpec UCTOYHMKA NaKeTa.
destination Appec HazHavyeHun Onpepenset IP-agpec Ha3HaYeHUA nakeTa.
vlan NpeHTudumkatop VLAN Onpegenset VLAN, ana Kotoporo byaet npuMeHATbLCA NpaBuIo.
dsc, Onpepenset 3HayeHue DSCP-nons diffserv. BoamoxHble Koapl co-
P MNone DSCP B 3aronoske L3 peA N A
obuweHuit nons dscp: (0 —63).
icmp_type Tun coobuweHunit npotokona ICMP, ncnonb3yemslii gns puabTpa-
- umm ICMP-nakeToB. YncnoBoesHayeHMeTMnacoobuweHus, sgmana-
30He (0 — 255).
icmp_code Kopa, coobuienuii npotokona ICMP, ucnonbsyembit ans punbTpa-
p- Kopg, coobuieHuns npoTokona A w P y A ¢v P
umMm  ICMP-naketoB. Bo3moskHble Kogbl coO0bLEeHUI nona
ICMP .
icmp_code: (0 — 255).
destination_port UDP/TCP-nopt Ha3HayeHna | Bo3moskHble 3HaueHus nonsa TCP/UDP-noprTa: eq, gt, host, It,range.
source_port UDP/TCP-nopT UCTOYHMKA
priority MHAeKe 3a4aeT NOI0XKEeHNEe NpaBuia B CNUCKE U ero NnpuopuTer.
MpuopuTeT 3anucu Yem MeHblUe MHAEKC — TeM npuopuTeTHee npasuno. [AnanasoH
AO0NYyCTUMbIX 3HaYeHui(1..255).
/‘ Nocne Toro, Kak nto6oii ACL 6yaeT npuBaAsaH K uHTepdeiicy, ana storo uHtepdeiica npume-
HUTcA npasuno implicit deny any any.

4.25.3 KoHngpucypayusa ACL Ha 6a3ze MAC

B gaHHOM pa3sgene npuBeaeHbl 3HAYEHMA M ONUCAHMA OCHOBHbIX MAapPamMeTpPoB, NUCMOIb3yeMbIX B
coCTaBe KOMaHZA HacTponkm cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauuu.

Co3paHue M BXO4, B pexum peaaktmpoBaHuma cnmnckoB ACL, ocHoBaHHbix Ha MAC-agpecayum,
OCYyULIECTB/IAETCA NO KOMaHAe: mac access-list extended access-1ist num.

Tabnunua 189 — KomaHgpbl, Mcnonb3yemble ans HacTpoiikn ACL-cnnckoB Ha ocHoBe MAC-agpecauumm

KomaHda

Aelicmeue

permit {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value |
etype_list ] [priority priority] [parametr]

[lo6aBuTb paspeluatoLyto 3anuck GuabTpaumm. MakeTsl, oTe-
yatowme ycnosuam 3anucu, byayt obpabaTbiBaTbca KOMMYTa-
TOpoM.

deny {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value |
etype_list ] [priority priority] [parametr]

[o6aBuTb 3anpeLLatoLLyto 3anucb ¢unbTpaumn. MNakeTsl, oTe-
yalowme ycnosuam sanucu, byayt 6710KMpPoBaTbCA KOMMYTATO-
pom.

Tabanuya 190 — OcHoBHblE NapameTpbl, UCMOJIb3yeMble B KOMaHAAX

Mapamemp 3HavyeHue Aelicmeue
permit [JelicTBue paspewmnTb Co3patb paspeluatolee npasuao ¢punbTpaumm B cnmcke ACL.
deny [JeWncTere 3anpeTuTb Co3pgaTb 3anpeluatoliee Npasmao euabTpaumm B cnmcke ACL.
source Appec oTnpasutens Onpepgenser MAC-agpec UCTOYHUKA NaKeTa.

source_mask

butoBas macka,
npumeHseman Kk MAC-
afpecy UCTOYHMKaA NakeTa

Macka onpegenset 6uTtbl MAC-agpeca, KoTopble He06X04UMO Ur-
HOPMPOBATb. B 3HAaUYEHMA UTHOPUPYEMBIX BUTOB A0/XKHbI BbITb 3a-
nucaHbl egnHULbL. Hanpumep, UCNonb3ya MacKy, MOXHO onpeae-
NTb Ana npasuna ¢punbtpaumum amanaszoHa MAC-agpecos. Y1obbl
£06asuTb B NpaBmno dpuabtpauumn sce MAC-agpeca, HauMHaoLWK-
eca Ha 00:00:02:AA.xx.xx, He0bXx04MMO 3a4aTb 3HAYEHUE MACKM
FF:FF:FF:FF:00:00, TO ecTb, cornacHoO AaHHOW Macke, nepsble 16
61T MAC-agpeca 6yayT He BaXKHbI A1A aHanuM3a.
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destination

Afpec Ha3HayeHun

Onpegenser MAC-agpec HasHayeHWA Nakerta.

destination_ mask

buTtoBasa macka,
npumeHaemasn K MAC-
afpecy HazHa4YeHUA nakeTa

Macka onpegenset 6uTbl MAC-agpeca, KoTopble HeobXxo4MMO Ur-
HOpMpOoBaThb. B 3Ha4YeHMA UrHOpMpPyeMbIX BUTOB JONKHbBI BbITb 3a-
nucaHbl eauHUUbl. Macka WCnosb3yeTca aHa/loTMYyHO Macke
source_ mask.

vlan_id

vlan_id: (0..4095)

MoaceTtb VLAN ¢dpunbTpyembix NakeTos.

cvlan-priority

cvlan_priority: (0..7)

Knacc obcnykmBaHua GUAbTPYEMbIX NAKETOB.

ethertype

eth_type: (0..0xFFFF)

Ethernet TMn ¢GuAbLTPyEeMbIX NAaKETOB B LUIECTHAALATEPUYHOW 3a-
nicu.

encaptype value

Value: (1..65535)

Tun ethertype pn1a duAbTpyembix NAKETOB.

etype_list

etype_list: (1..65535)

CnucoK cTaHAapTHbIX ethertype.

priority

MHpeKkc npasuaa

NHAaeKc npaBuna B Tabnuue, Yem MmeHbLIe MHAEKC — TeM Npuopu-
TeTHee npasuao 1-255.

Optional parameter

OnuUMoOHaNbHbIN NapameTp

OnuMOoHaNbHblE NAapamMeTpbl NPU KOHOGUIYPUPOBAHMM CNIUCKA A0-
cTyna:

- user-defined — ¢unbTpayusa no User-defined bytes;

- sub-action — gononHutensHoe gelcTene Hag TpaduKom.
[LocTynHble gononHutensHble genctena — modify-vlan (u3smeHe-
Hue VLAN), nested-vlan (ao6aBneHune [ONONAHWUTENBHOrO Terau
VLAN) n modify-cvlan (ao6aBneHne BHyTpeHHero Tera VLAN).

Mpumep HacTponku dpunbtpaumm padi/pado yepes User-defined offset:

console (config) # user-defined offset 1 ethtype 0
console (config) # mac access-list extended 1

console (config-ext-macl)# deny 00:00:00:00:00:01 ff:ff:£f£f:££:££:00 any
user-defined offsetl 0x8863 Oxffff

console (config-ext-macl) # !
console (config) # interface gigabitethernet 0/1
console (config-if) # mac access-group I in

Ona NpoxoXXAeHWs OCTanbHbIX MNaKeToB Ha uHTepdelice Tpebyetca pobasuTtb BTOpOok ACL,
paspeLlalolLmii NPOXOXKAEeHWE NAaKeTOB, He NoNajaloWwmx noa npasuao ¢unbtpaumm padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any

console (config) # interface gigabitethernet 0/1

(
(
console (config-ext-macl) # ex
(
(

console (config-if) # mac access-group 2 in

Mpumep dunbTpaumm no src/dst IP, src/dst port, tos uepes User-defined offset:

console (config) # user-defined offset 1 ethtype 0

console (config) # ip access-list extended 1010

console (config-ext-nacl)# deny udp 1.1.0.0 255.255.0.0 gt 5000 2.2.2.0
255.255.255.0 1t 7000 traffic-class Oxe0 sub-action modify-vlan 2 user-
defined offsetl 0x8864 Oxffff
console (config-ext-nacl)# !
console (config) # interface gigabitethernet 0/1
console (config-if) # ip access-group 1010 in

[NnAa NpoxoxKAeHuAa OCTaNnbHbIX NaKeToB Ha WHTepdeice Tpebyetca aobasutb BTOpoi ACL,
paspeLualoLmil NPOXoXKaeHMe NaKeToBs, He Nonagatowmx nog npasuao duastpaumm padi/pado:

console (config) # mac access-list extended 2
console (config-ext-macl) # permit any any

console (config) # interface gigabitethernet 0/1

(
(
console (config-ext-macl) # ex
(
(

console (config-if) # mac access-group 2 in
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4.26 KoHdurypauma sawmtbl ot DOS-arak

,ﬂ,aHHblﬁ 610K KOMaHA No3BONAET 6I'IOKMpOBaTb HEKOTOpble PACNPOCTPaHEHHbIE K/1aCCbl DoS-aTak.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

BunA 3anpoca KoMaHAHOWM CTPOKM pexxunma rnobanbHOM KOHOUrypaumm:
console (confiqg) #

Tabanua 191 — KomaHgb! pexkuma rnobanbHoi KoHdurypaumm

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymon4aHuio

MepeiTn B pexnm KOHOUTYpUpPOBaHUA MOALYNA, OTBEYAIOLLEro 3a

firewall -/BKNKOYEHO
byHKLMOHan 3awuTbl oT DoS-aTak.

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-firewall) #

Tabnunua 192 — KomaHgbl pexuma KoHdpurypaummn eyHKumoHana firewall

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymon4yaHuro

enable BKAtounTb nogaep Ky 3awmtbl oT DOS-aTak.

- -/BKAKOYEHO
disable BbIKNOUMTb NOAAEPMKKY 3alWmTbl oT DOS-aTak.
ip tcp inspection syn-fin BkAtounTb 0bHapykeHue syn-fin-naketos.
enable -/BKAOYEHO
no ip tcp inspection syn-fin BbIkntounTb 06HapyxeHue syn-fin-nakeTos.

ip tcp inspection
timeout <sec>

YcTaHoBUTb Talimep 610KMpoBKK syn-fin-nakeTos.
sec: (1..65535)/1 P posru sy

ip tcp limit syn-flag enable BKAtOUNTL OrpaHnyeHne ckopocTu ans Bxogauiero TCP-Tpaduka ¢
¢dnarom SYN.

- — - -/BbIKNOYEHO

ip tcp limit syn-flag disable BbIKNOUNTb OrpaHMYeHne ckopoctn ans exogawero TCP-Tpaduka
¢ dnarom SYN.

notification interval <sec> YCTaHOBUTb BpeMEHHOW MHTepBan mexay SYSLOG-coobuieHnamm
0 MNpeBbIWEeHUN orpaHuyenns sxogawero TCP-Tpaduka c pnarom

sec: (1..3600)/1

SYN.

no notification interval YCTaHOBWTb 3HAYEHUE NO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupa 3anpoca KOMaHAHOM CTPOKU perknMma KOHbUrypauum nHtepdeica:

console (config-if) #

Tabnunua 193 — KomaHabl pexkuma KoHpurypaumm nHtepdeiica

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmeue
0 yMon4YaHuro

ip tcp limit syn-flag <value> YCTaHOBUTbL 3HaYyeHne cKopocTn ans exogsuwero TCP-Tpaduka ¢

¢dnarom SYN Ha uHTepodeiice.
value: (1-262143) pps/

100
no ip tcp limit syn-flag BbikntounTb orpaHuveHune ckopoctu ana Bxogawero TCP-tpa-

duka c pnarom SYN Ha nHTepdelice.
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KomaHOb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:
console#

Tabnnua 194 — KomaHapl pexxkuma EXEC

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmeue
no ymon4aHuro
Show running-config firewall - OTo6pa3mnTb HacTpoiky moayns firewall.
show firewall stats OTO6pa3nTb CTaTUCTUKY NO NaKeTam, 06paboTaHHbIMU MOAYNEM
firewall.
show firewall tcp-syn-limit OTO6pPa3snTb TEKyLMEe HACTPOMKM OrPaHUYEHUs CKOPOCTU ANs

Bxoasawero TCP-Tpaduka c dnarom SYN.

4.27 KauectBo o6cnykmusaHusa — QoS

Mo ymonyaHUIo Ha BCEX MOPTAX KOMMYTAaTOpa UCMONb3yeTCA OpraHM3auma odepenm MakeTos Mo
meTtoay FIFO: nepsbiii npuwen — nepsbiit ywén (First In — First Out). Bo Bpemsa MHTEHCMBHOW nepeaayu
TpaduKa Npu UCNOSb30BaHMMU JAHHOMO METOAA MOFYT BO3HUKHYTb NPob6iembl, NOCKO/bKY YCTPOMCTBOM
WUTHOPUPYIOTCA BCE MNakeTbl, He Bouwegwwne B b6ydep odepean FIFO, M COOTBETCTBEHHO TepPAOTCA
6e3B03BpaTHO. Pelwaet gaHHyto npobnemy meTton, OpraHUsylOWMiA odepean no npuoputety TpaduKa.
MexaHuam QoS (Quality of service — KauyecTBo 06CNyXKMBaHWA), peann3oBaHHbIA B KOMMyTaTopax,
No3BONSET OPraHM30BaTb BOCEMb OYepeaer NPUopmUTETa NAKETOB B 3aBUCMMOCTU OT TUNA NepesaBaemMblIxX
OaHHbIX.

4.27.1 Hacmpolika QoS

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaumm:

console (confiqg) #

Tabnunua 195 — KomaHabl pexmma rnobanbHol KoHdUrypaumm

3HaveHue/3Ha4yeHue »
KomaHoa / Aelicmeue

no ymoa4YaHuro
class-map class_map_num 1. Co3patb CNMCOK KpuTepues Knaccudukaumm Tpadumka.

class_map_num: 2. BoliTn B pexmMm pefakTMpPOBaHUA CNUCKa KpuTepues Knaccudu-

(1..65535) Kaumm Tpaduka.
no class-map class_map_num YpanuTe CNMCcoK KpuTepmes KnaccuduKaumm tpaduka.
policy-map policy_map_num 1. Co3patb cTpaTeruto Knaccuoukaumm Tpaduka.
. 2. BoWiTM B peXxum peaaKkTUPOBaHWUA CTpaTerMn KnaccuouKaumm
policy_map_num:
TpaduKa.
- (1..65535)

no policy-map Ypanutb npasuao knaccudukauum tpaduka.
policy_map_num
scheduler sched_num OnpeaennTb anropnt™ paboTbl NNaHMPOBLLMKA Ha MHTepdeiice.
interface {fastethernet fa_port: (0/1..24); - strict-priority — cTporas ouepegb, UMeeT HauBbICLIWIA MPUOPUTET;
fa_port | gigabitethernet gi_port: (0/1..48); - strict-wrr — ouepeab N0 MexaHM3MYy WrIT, UMetoLLaa NnpuopuTeT
gi_port | tengigabitethernet te_port: (0/1..11); Bblle o4Yepeam Wrr;
te_port | port-channel group} group: (1..24); - Wrr — o4epesb, 06pabaTbiBaOWANACA MO MEXAHU3MY WIT;
sched-algo {strict-priority | sched_num: (1..65535) - fa/gi/te_port — ncxoanawmin nHtepdeiic.
wrr}
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no scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}

YAanuTb HaCTPOMKMU NAAHUPOBLUMKA.

queue queue_num interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}
[scheduler sched_num]
weight weight

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
queue_num: (1..8);
weight: (1..127);
sched_num: (1..65535)

3afaTb HOMEP M BEeC ouepean 4Na Ucxoaaulero nHtepoerica.

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map} queue-id queue_id

no queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map}

dscp_map: (0..63);
cas_map: (0..7);
queue_id: (1..8)

Onpegenntb TpaduK c meTko CoS/DSCP B ouepesdb.

OTMeHUTb onpeaeneHune Tpaduka B ovepesp.

qos interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
def-user-priority priority

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

Priority: (0..7)/0

YKazaTb ouepeb s uHTepdeica, Npy ycioBUM OTCYTCTBUSA METOK
CoS/DSCP y BxoAALWMX NaKeTOB.

logging service cpu rate-limit
[queue]

no logging service cpu rate-
limit [queue]

-/BbIKNOYEHO

BK/11OUMTb OTNPaBKY TPANoB O NPeBbIWeHWM nopora cpu-rate-limit
B syslog.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO.

snmp-server enable traps cpu
rate-limit [queue]

no snmp-server enable traps
cpu rate-limit [queue]

-/BbIK/IIOYEHO

BKAOUNTL reHepaLmio yBe40OM/IEHNI NPU NPEBbILWEHUN 3HaYEHUA
cpu-rate-limit.

OTKNIOYUTb reHepaLmio yBeAOMIEHMA Ha yCTpOI\;ICTBe.

KomaHObI pexcuma KoHguaypauuu VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm VLAN:

console (config-vlan) #

Tabnnua 196 — KomaHab! pexkuma KoHdpurypaumm VLAN

KomaHda

no ymon4aHuro

3HayeHue/3HayeHue

OnucaHue

qos cos egress cos_default

cos_default: (0..7)/0

NO (Os Cos egress

YcTaHaBoBUTb 3Ha4YeHUe CoS ans nopta (CoS, npumeHaemsblit ans
BCEro HeTerMpoBaHHOro TpaduKa, NPOXOAALLEro Yepe3 UHTep-
deiic).

YCTaHOBWTb 3HAYeHue no YMOI4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #
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Tabnunua 197 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHoa Aelicmeue

qgos trust {cos | dscp | cos-dscp YCTaHOBUTb pPeXnM J0BepuA KoMMyTaTopa B 6asoBom pe-
| none} »unme QoS (CoS nam DSCP).

- COS — YCTaHaB/MBAET KNaccMbUKaLMIO BXOAALLMX NAaKETOB
no 3HavyeHmam CoS. [1na HeTermpoBaHHbIX MAKETOB UCMO/b-
3yeTca 3Ha4yeHune CoS no ymonyaHutio.

-/BbIK/IIOYEHO - dscp — ycTaHaBAMBaET KnaccudUKaLMIO BXOAALLMX MaKe-
TOB No 3HavyeHuAm DSCP.

- cos-dscp — ycTaHaBAMBAET KNacCUPUKALMIO BXOAALLMX Na-
KeToB no 3HadyeHuAam DSCP gna IP-nakeToB 1 No 3Ha4YeHUAM
CoS ana He IP-nakeToB.

no qos trust YCTaHOBWTb 3HAYEHUA MO YMOIYAHUIO.

gos map regen-priority - VlanPri — pa3pewunTb yCTaHOBUTb Ha UCXOAALLEM UHTEp-
{vlanPri | ipDscp} enable delice 3HaueHne CoS B NaKeTax COMacHO HACTPOEHHOMY
BHYTPEHHEMY MPUOPUTETY.

-/an(moquo - ipDSCp — pa3pewnTb N3MepuUTento NnepemapKknMposbiBaTb
TpaduMK cornacHoO HaCTPOEHHOMY anropUTMY.

no qos map regen-priority OTMEHUTb HAaCTPOWMKM NepemMapKMpPOBKM TpadrKa Ha UCXO-
{vlanPri | ipDscp} enable asuwem nHtepoeiice.

gos def-vlanPri source {inner- YcTaHaBAMBaEeT UCTOYHUMK svlan-priority npu ncnosnb3osa-
vlanPri/none/user-pri} HuM DotlQ tunnel ana Bxogsuwero Tpaduka Ha WHTep-
deiice.

- inner-vlanPri — konupyeT cvlan-priority B svlan-priority;
-/none - user-pri — 3HayeHue svlan-priority 6epetca ns qos inter-
face {fastethernet/gigabitethenet/tengigabitether-
net/port-channel port} def-user-priority priority;

- none — 3HayeHue No ymon4yanHuio, svlan-priority = 0.

no qos def-vlanPri source Bo3BpalyaeTcs 3Ha4YeHMe Mo YMONYaHMIO.

KomaHObI pexcuma pedaKkmupo8aHusl CUCKA Kpumepues KAaccudukayuu mpaguxa

Bua 3anpoca KOMaHAHOM CTPOKM perkMma pefakTUPOBAHWA CAMCKA KpUTepueB KnaccuduKauuu
TpaduKa:

console# configure terminal
console (config) # class-map class-map-name
console (config-cls-map) #

Tabanua 198 — KomaHApl perkMma pegakTMpoBaHMUA CNUCKA KpUTepmeBs Kaaccudukaumm Tpaduka

3Ha4yeHue/3HayeHue
no yMmon4aHuio

KomaHda Aeiicmeue

[06aBuTb Kputepuii Knaccuoukaunm tpaduka. Onpeaenser npa-
Buaa dunbTpaumm Tpaduka no cnncky ACL ans knaccupukaumm.

match access-group {ip-access-

list | mac-access-list } ac/_num acl_num: (0..65535)

set class class_num AKTMBMPOBATb KNacc.
class_num: (1..65535)

no set class class_num OTKANtoYUTL paboTy Knacca.

set class class_num regen- 3afaTb BHYTPEHHMI NPUOPUTET ANIA YKa3aHHOTO Kaacca.
priority priority group-name

name

priority: (0..7);
name: (1..31) cumBonos

KomaHObI pexcuma pedakmuposdaHUAa cmpamea2uu KadccuguKkauuu mpaguka

Bua 3anpoca KOMaHAHOM CTPOKM peXxnma pegakTUpoBaHMA CTpaTernmn KnaccuduKkaumm tpaduka:

console# configure terminal
console (config)# policy-map policy-map-name
console (config-ply-map) #
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Tabanua 199 — KomaHabl pexxuma peaakTMpoBaHuWA CTpaTernm Knaccubukaumm tpadmka

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

set policy class class_num
default-priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num: (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YCTaHOBUTb HOBOE 3HAaYEHUE METKMN ANA NakeTa.

set meter meter

no set meter

YCTaHOBUTb OrpaHMyYeHne AA CKOPOCTM MOTOKA COrNacHO HacTPo-
eHHOMY aNropuTmy.

Y[anuTb orpaHuyeHve Aas CKOPOCTU MOTOKA COMIAacHO HACTPOEH-
HOMY anropuTmy.

KomaHObI pexcuma 2a06ana6HolU KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoOM KOHPUIypaLmm:

console (config) #

Tabnnua 200 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

meter meter

no meter meter

meter: (1..255)

Co3gaTb M3MepuTeNb OrpaHUYeHWUs CKOPOCTU ANA MCXOAALLEro
TpadukKa.

Ypanutb M3mMepuTeNb OrpaHUYEHUA CKOPOCTU A/1A UCXOAALLEro
Tpaduka.

KomaHObI pexcuma KoHguaypauuu usmepumens 02paHUYEHUS CKopocmu 0718 8x00au4e20 mpa-

UKa

Buna 3anpoca KOMaHAHOM CTPOKM B pexkume KOHPUrypaumnm:

console (config-meter) #

Tabnnua 201 — KomaHabl pexmuma KoHpUrypauum

nameputena orpaHnN4eHmA CKOpoCctn

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

meter-type avgRate cir
{cir_value} mode {bytes |
packets}

YCTaHOBWTb OrpaHMYeHne CKOPOCTU A1 UcXoaalLero TpadmKa co-
rnacHo anroputmy avgRate (leaky bucket).

meter-type srTCM cir
{cir_value} cbs {cbs_value} ebs
{ebs_value} mode {bytes |
packets} [color-aware]

YCTaHOBUTb OrPaHUYEHNE CKOPOCTU A/1A UCXOAALLEro TpaduKa co-
rnacHo anroputmy single rate — Three Color Marker (rfc2697).
Color-aware — BK/toyaeT aHanm3 DSCP npu aHanuse obbema Tpa-
oduKa.
Mopaepusaerca Tonbko Ha MES2424, MES24248B,
MES2424FB, MES2424P, MES2448, MES2448B,
MES2448P, MES2420-48P, MES2411X, MES3400-24,
MES3400-24F, MES3400-48, MES3710P.

meter-type trTCM cir
{cir_value} cbs {cbs_value} eir
{eir_value} ebs {ebs_value}
mode {bytes | packets} [color-
aware]

YCTaHOBUTb OTrPaHNYEHNE CKOPOCTU A1A UCXoAALLero TpaduKa co-
rnacHo anroputmy two rate — Three Color Marker (rfc2698).
Color-aware — BK/itoyaeT aHanm3 DSCP npu aHanuse obbema Tpa-
duKa.
NMopaepunsaerca Tonbko Ha MES2424, MES24248B,
MES2424FB MES2424P, MES2448, MES2448B,
MES2448P, MES2420-48P, MES2411X, MES3400-24,
MES3400-24F, MES3400-48, MES3710P.
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Dna KoppeKTHo paboTbl M3mepurtena ¢ aaroputmamm sr-TCM m tr-TCM Tpebyetca ycTaHo-
BUTb Ha Ucxogalem uHTepdeiice KomaHay qos map regen-priority ipDscp enable.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexuma EXEC:

console#

Tabnnua 202 — KomaHapl pexxkuma EXEC

[fastethernet fa_port |
gigabitethernet gi_port | -
tengigabitethernet te_port
| port-channel group]

3HaveHue/3HavyeHue "
KomaHoa / Aelicmeue
o ymon4aHuio
show qos global info - OT06pa3unTb rNobasbHble HACTPOWKK (OS.
show qos def-user-priority Moka3aTb B KaKyto odepespb onpeseneHbl HTepdencsl.

show queue-map[fastethernet OTo6pa3nTb mannuHr CoS n DSCP no ymonuyaHuio.
fa_port | gigabitethernet

gi_port | tengigabitethernet
te_port | port-channel group]

te_port]

show qgos trust - MPOCMOTP TEKYLIMX HACTPOEK LOBEPUA METKAM COS 1 dscp.
show qos queue-stats OTo6pa3mnTb CTaTUCTMKY QOS.

[interface gigabitethernet gi_port: (0/1..48); NoapepxuBaerca TonbKo Ha MES2424, MES2424B,
gi_port | tengigabitethernet te_port: (0/1..11) V MES2424FB, MES2424P, MES2448B.

Mprmep NPUMEHEHUS CEPBUCHOMN NOANTUKMK:

Ona Tpaduka, umetowtero DSCP 8, meHaeTtca VLAN Ha 100, p-bit meHseTcsa Ha 7, dscp meHsieTcA Ha 63,

CKOPOCTb NOTOKa orpaHuumneaetca ao 512 kbps.

console (config)# ip access-list extended 1008

console (config-ext-nacl)# permit ip any any traffic-class 8 sub-action mod-
ify-vlan 100

console (config-ext-nacl)# !

console (config) # interface gigabitethernet 0/6
console (config-if) # gos trust cos
console (config-if)# switchport mode trunk
console (config-if) # ip access-group 1008 in
console (config-if)# !

console (config) # interface gigabitethernet 0/7
console (config-if)# switchport mode trunk
console (config-if) # gqos map regen-priority-type vlanPri enable
console (config-if)# !

console (config)# class-map 1008
console (config-cls-map)# match access-group ip-access-list 1008

console (config-cls-map)# set class 1008 regen-priority 7 group-name Q0S
console (config-cls-map) # !

console (config) # meter 10

console (config-meter) # meter-type avgRate cir 512 kbps

console (config-meter) # !

console (config) # policy-map 1008

console (config-ply-map) # set policy class 1008 default-priority-type ipDscp
63
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KomaHObI pexcuma KoHduaypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

¢helica 2pynnel nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHoburypaumum mHtepdeinca Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console (config-if

) #

Tabnnua 203 — KomaHab! pexuma KoHpurypauum nntepdeliica Ethernet, rpynnbl uHtepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aeiicmeue

rate-limit input rate

no rate-limit input

rate: (16..4194288)
kbps

YCTaHOBWTb OrPaHNYEHNE CKOPOCTM ANA BXOAALLEro TpadumKa.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

rate-limit output rate

no rate-limit output

rate: (16..4194288)
kbps

YCTaHOBWUTb OrpaHNUYEHNE CKOPOCTM ANA UCXOAALLEro TpaduKa.

V 3HaueHue rate AOMKHO 6bITb KpaTHO 16.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

Mprmep HaCTPOMKM orpaHNYeHnn cKkopocTu nopTaGigabitEthernet 0/4:

console# configur
console (config) #

console (config-vlan)# wvlan active

console (config-vl

e terminal
vlian 10

an) # !

console (config) # interface gigabitethernet 0/4

console (config-if
console (config-if

(
(
(
console (config-if
(
(
console (config-if

) # switchport
switchport
rate-limit

) #
) #
)# rate-limit

Mpumep HacTpoikmn QOS:

mode access
access vlan 10
input 512
output 512

HacTpouTb NNaHMPOBLLMK MO aAropUTMYy WIT 41 ncxogauero nHtepdetiica fad/1. Pacnpeaennts Tpa-
duK cornacHo nonto CoS B ouepean 1-4. HasHaunTb BEC Wrr ANs odYepenelt CornacHoO HoOMepy odepeau.
Ouepesb 5 06bABUTb NPUOPUTETHON.

console (
console (
strict-priority

config) # scheduler 10 interface fastethernet 0/1 sched-algo wrr
config)# scheduler 20 interface fastethernet 0/1 sched-algo

console (config) # queue I interface fastethernet 0/1 scheduler 10 weight 1
console (config) # queue 2 interface fastethernet 0/1 scheduler 10 weight 2
console (config) # queue 3 interface fastethernet 0/1 scheduler 10 weight 3
console (config) # queue 4 interface fastethernet 0/1 scheduler 10 weight 4
console (config) # queue 5 interface fastethernet 0/1 scheduler 10

console (config)# queue-map regn-priority vlanPri 1 queue-id I

console (config)# queue-map regn-priority vlanPri 2 queue-id 2

console (config)# queue-map regn-priority vlanPri 3 queue-id 3

console (config)# queue-map regn-priority vlanPri 4 queue-id 4

console (config)# queue-map regn-priority vlanPri 5 queue-id 5
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4.28 KoHdurypauma NnpoToKON0B MapLUpyTU3aLumn

l ' AnnapaTtHaA mapLlupyTU3aLmMAa NOAAEPXKUBAETCA TONbKO Ha moaenax MIES2424, MES2424B,
. MES2424FB, MES2424P, MES2448, MES2448B, MES2448P, MES2420-48P, MES2411X,
MES3400-24, MES3400-24F, MES3400-48, MES3710P.

4.28.1 KoHdpucypayus cmamuyeckoli mapwpymu3sayuu
CtaTnuyeckan mapupyTmsaums — BUA, MapLUpyTM3aLmnKn, Npu KOTOPON MapLLpyTbl YKasblBatoTcA B AB-
HOM BMAe Npu KoOHOUrypaumm maplipytmsatopa. Bca mapwpyTtmsaumsa npu aTom npomcxoamT 6es yyactus

KaKnX-MBOo NPOTOKO10B MapLLpyTM3aLMHn.

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHom KoOHPUrypaumm:
console (config) #

Tabnunua 204 — KomaHabl pexkuma KoHpurypauum untepdeiica Ethernet, rpynnsl uHtepdelicos

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuio
ip route prefix {ip_mask Co34aTb CTaTUYECKOE NPaBM/IO MApLIPYTU3aL UK.
| prefix_length} {gateway - prefix — ceTb HasHayeHuA (Hanpumep, 172.7.0.0);
- mask — macka cetu (B GopmaTe AeCATUYHOMN CUCTEMBI CYMCe-
HUA);
- gateway — W03 ANA JOCTYNa K CETU Ha3HAYeHUs;
prefix_length: (0..32); | - distance — Bec mapwpyTa;
distance (1..255)/1 - vlan_id — 3apaértca B TOM Cnyyae, ecav CeTb HasHauyeHMA Hanps-
vlan_id: (1..4094) myto (directly) noakntoueHa K nHTepdeiicy, COOTBETCTBYIOWEMY
vlan_id.
no ip route [all | prefix YAanuTb NpaBuao 13 Tabaunubl CTaTUYECKOM MapLIpyTU3aLnUN.
{io_mask |prefix_length} [gate- - all — ypanuTb Bce npaBuia N3 TabanLbl CTaTUYECKON MapLIPYyTU-
way]] 3aumu.

KomaHObI pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#
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Tabnumua 205 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show ip route [prefix [mask]|
connected | details | failed |
static | summary]

MokasaTb TabnLy MapLIpyTU3aLMK, YA0BAETBOPAIOLLYIO 3a4aH-
HbIM KpUTEPUAM.

- prefix — ceTb Ha3Ha4YeHuUs;

- mask — macka cetu (B popmaTe LecATUYHON CUCTEMbI cumCe-
HuA);

- connected — NOAK/OYEHHbIN MapLLPYT, TO €CTb MapLUPyT,B3A-
TbI C HENOCPEACTBEHHO NOAKNOYEHHOTO U GYHKLMOHMPYIOLLLErO
MHTepoeica;

- details — geTannsmposaHHaa uHpopmauus;

- failed — mapwpyTbl, ycTaHOB/IEHHbIE C OWMBKamK;

- static — cTaTMueckunit mapLupyT, NPONUCaHHbIN B Tabanue mapLu-
pyTvsaumu;

- summary — obLuee KOIMYEeCTBO MapLLIPYTOB.

4.28.2 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

dyHKUMA noaaepXKuBaeTcA TONbKO Ha mogenax MES2424, MES2424B, MES2424FB,
. MES2424P, MES2448, MES2448B, MES2448P, MES2420-48P, MES2411X, MES3400-24,
MES3400-24F, MES3400-48, MES3710P.

Mpotokon VRRP npegHasHavyeH gna pesepBMPOBAHUA MApPLUPYTU3aTOPOB, BbINOAHAIOWMX POJb
U033 MO YMOIYAHUIO. ITO AocTUraeTca nyTém obbeanHeHus IP-nHTepdeincos rpynnbl mapLlpyTM3aTopoB
B OAMH BUPTYasibHbIMA, KOTOPbIN BYAET MCNO/Ib30BATLCA KAK LUHO3 MO YMOJIYaHMIO A8 KOMMbIOTEPOB B CETHU.
Ha KaHa/nbHOM ypoBHe pe3sepsupyemble nHTepdelicbl nmetoT MAC-agpec 00:00:5E:00:01:XX, rae XX — Ho-

mep rpynnbl VRRP (VRID).

ToNbKO OAMH M3 GU3MYECKUX MAPLUPYTU3ATOPOB MOXKET BbIMNOJHATL MApLIPyTM3aLumio TpadmKa Ha BUPTY-
anbHom IP-uHTepdeice (VRRP master), ocTanbHble MapLupyTM3aTOPbI B rpynne npeaHasHavyeHbl 410 pesep-
BupoBaHusa (VRRP backup). Beibop VRRP master npoucxogmT B cootBeTcTBumn ¢ RFC 5798. Ecnum Tekywwmii
master cTaHOBUTCA HeZOCTYNHbIM — Bbl6Op master'a nosTopseTca. HamebicWwKniA NpUOpPUTET UMEET MaplLU-
pyTu3aTop ¢ cobcTBeHHbIM IP-aapecom, coBnagatolmMm ¢ BUPTYanbHbIM. B cnyyae gocTynHOCTM OH Beerga
ctaHosuTcA VRRP master. MakcumansHoe konundectso VRRP-npoueccos — 32.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHbUrypaumm:

console (confiqg) #

Tabnunua 206 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

vrrp enable

no vrrp enable

-/BbIK/IOYEHO

BkntoumTb VRRP rn106anbHo.

Ona Toro uto6bl VRRP 3apaboTtan Ha uHTepodeiicax,
HY»XHO BKAunTb VRRP rnobanbHo.

YaanuTb Npasuio U3 Tabauupbl CTaTUYECKO MapLIpyTU3aLLMK.

vrrp version {v2 | v3}

-/v2

3apatb Bepcuto VRRP.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgpeticos VLAN

Buza 3anpoca KoMaHAHOM CTPOKM B pexxume KoHurypaumm nutepoeicos VLAN:

console (config-if) #

Tabaunuya 207 — KomaHgbl pexkmma KoHpurypauumn nntepoeric VLAN

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

vrrp vrid ipv4 ip_address

no vrrp vrid ipv4 [ip_address]

vrid: (1..255)/-

Onpegenntb IPv4-agpec VRRP-mapipyTusaTopa.

Yanutb BUPTyasbHbIA MapLipyTU3aTop vrid Ha AaHHOM YCTPOM-
cTBe.

vrrp vrid accept-mode {enable
| disable}

vrid: (1..255)/
BbIK/IOYEHO

enable — BKNOUMTL pexkum, B KoTopom VR-aapec byaeT otBevatb
Ha ICMP-3anpocbl M NpMHMMATbL 3anNpOCbl Ha NOAKAKOYEeHMe Mo
Telnet n SSH;

disable — BbIK/IOYMTb AaHHbIV PEXUM.

vrrp vrid preempt

vrid: (1..255)/

BKAtounUTb perknum, npu KoTopom backup-mappyTtunsatop c bonee
BbICOKUM MpUOPUTETOM OyAeT NbiTaTbCA MepexsaTUTb Ha cebn
ponb master y Tekyllero master-maplpytmusaTopa ¢ 6bonee HU3-
KUM NPUOPUTETOM.

MapLpyTusaTop, KOTopblii ABAAeTcA Bnagenbuem IP-

no vrrp vrid priority

priority: (1..254)/
255 ana snagensua IP-
agpeca, 100 gna

BRNIO4EHO V appeca maplupyTusaTtopa, 6yaer nepexsaTbiBaTb Ha
ceba ponb master He3aBUCUMO OT HACTPOEK AAHHOI KO-
MaHpAbI.
no vrrp vrid preempt BbIKNOUNTL PEXUM NPEEeMCTBEHHOCTY.
vrrp vrid priority priority vrid: (1..255); HasHauutb npuoputet VRRP-mapwpyTtusatopa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

OCTaNbHbIX
vrrp vrid timer {seconds| msec seconds: (1..255); OnpeaenvTb MHTEPBAN MeXAy aHOHCaMWM master-mapLlupyTusa-
milliseconds} milliseconds: Topa.
no vrrp vrid timer (10..255000)/ YCTaHOBMWTb 3HaY€HME MO YMOIYAHUIO.
1cek

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKK pexxnma EXEC:

console#

Tabnunuya 208 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

show vrrp [detail | statistics |
interface vlan vian_id | vrid
[detail | statistics]]

vrid: (1..255)/-

MpocmoTpeTb KpaTKylo MW AeTasibHylo MHGOPMaLMIO AnA BCex
MM OAHOrO HAaCTPOEHHOIO BMPTYaabHOro mapLpytusatopa VRRP.
- detail — npocmoTp aetanbHo MHbOPMaLMK;

- statistics — npocmoTp 06LLel cTaTUCTURMN.

4.28.3 Hacmpoliika npomokosaa OSPFv2

OSPF (Open Shortest Path First) — npoTokon AMHaMMUYeCcKoi MaplupyTU3aLMKM, OCHOBAHHbIN Ha
TEXHONOMMU OTCAEXKMBAHUA cocToAHMUA KaHana (link-state technology) n ncnonb3yoWMNCa ANA HaXxoXK-

OeHUs KpaTyanwero nyty anroputm Oenkctpbl. NMpoTtokon OSPF npeacTtaBaset coboil NpoTOKON BHYT-
peHHero wnto3a (IGP). Mpotokon OSPF pacnpocTpaHsaeT MHPOPMaLMIO O AOCTYMHbIX MapLIpyTax mexay

MapLpyTU3aTopamm 0AHON aBTOHOMHOM CUCTEMBI.
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KomaHObI pexcuma 2n06asnabHol KoHgpu2ypayuu 049 OSPFv2

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabnnua 209 — KomaHab! pexuma rnobanbHoi KoHourypaumm OSPFv2

3HaveHue/3Ha4yeHue "
KomaHoa / Aeiicmeue
no ymoa4YaHuro
router ospf -/- 3aliTu B perkum KoHdurypaumm npouecca OSPFv2.

KomaHObI pexcuma npoyecca OSPFv2

Bug, 3anpoca KOMaHAHOM CTPOKM B pexmMme KoHdurypauum npouecca OSPFv2:

console (config-router) #

Tabnunua 210 — KomaHab! pexkuma KoHdurypaumm npouecca OSPFv2

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

shutdown

no shutdown

-/BbIK/IIOYEH

BbikntounTtb OSPF-npouecc.

V Mo ymonuaHuio OSPF-npouecc BbIK/IOYEH.

Bkatounte OSPF-npouecc.

distance dist

no distance

dist: (1..255)/110

YCTaHOBUTb aMUHUCTPATUBHYIO AncTaHumio ana OSPF.

YCTaHOBUTb 3HAYEHME N0 YMOUYAHMUIO.

default-information origi-
nate always [metric metric]
[metric-type {1 | 2}]

no default-information
originate always [metric
metric] [metric-type {1 |2}]

metric: (1..16777214)/20

BK/OYNTL QHOHCMpPOBAHME LWO3a MO YMONYAHUIO, BHE
33aBMCMMOCTM OT TOTO 33aH /1N OH CTaTUYECKMM MapLLpy-
TOM W/ He 3a4aH.

YCTaHOBUTb 3HAYEHME MO YMOIYAHMIO.
B cnyyae yKkasaHusA napameTpa BEpPHYTb ero 3HauyeHue no
YMONYAHMIO.

set nssa asbr-default-route
translator {enable | disa-
ble}

-/BbIK/IIOYEHO

BKAOUYNTE MW BBLIKAOYUTD TPAHCAALMIO MapLlipyTta no
yMon4yaHuto (yctaHoBuTb P-6uT) B NSSA Ha ASBR, KoTo-
pbiii He ABnAeTcs ABR.
[onHo 6biTb BK/AKOYEHO AHOHCUPOBaHMWE
V MapupyTa no ymonuanuio (default-information
originate always).

redistribute connected
[metric metric] [metric-
type {1 2}]

no redistribute connected
[metric]

metric: (1..16777214)/20

Pa3peLLll/ITb AHOHCHUpPOBaHMe connected-MapLupyTOB:

- metric-type 1 — yCcTaHOBUTb TUM MMMOPTUPYEMbIX
MapLLpyTOB KakK external-1;
- metric-type 2 — yCTaHOBMTb TUM MMMOPTUPYEMbIX

MapLUpPYyTOB Kak external-2;
- metric — 3HayeHUe MEeTPUKU AAA MMMOPTUPYEMbIX
MapLLpPYTOB.

3anpeTuTb aHOHCUpoBaHWe connected-mapwpyTos. B
C/lyyae yKasaHMA mapameTpa BepHYTb ero 3HayeHue no
YMONYAHMIO.

redistribute static [metric
metric] [metric-type {1 |

2}]

no redistribute static
[metric]

metric: (1..16777214)/20

Pa3pelunTb aHOHCMpPOBaHNE CTaTUYECKMUX MAPLUPYTOB:

- metric-type 1 — yCTaHOBUTb TUM MMMOPTUPYEMBIX
MapLIpyTOB Kak external-1;
- metric-type 2 — yCTaHOBUTb TUMN MMMNOPTUPYEMbIX

MapLUpyTOB Kak external-2;
- metric — 3HayeHUe MEeTPUKU JA MMMOPTUPYEMbIX
MapLLpPYTOB.

3anpeTuTb aHOHCUPOBAHME CTAaTUYECKUX MaplupyTos. B
c/lydae yKasaHusA napameTpa BepHyTb ero 3HauyeHue no
YMONYaHUIO.
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redistribute rip [metric
metric] [metric-type {1 |

2}]

no redistribute rip [metric]

metric: (1..16777214)/20

Pa3spelwntb aHOHCHMpPOBaHME MapLLIPYTOB, NOYYEHHbIX NO
npoTokony RIP:

- metric-type 1 — ycTaHOBWUTb TUM MMNOPTUPYEMbIX
MapLlupyToB Kak external-1;

- metric-type 2 — ycTaHOBWUTb TUM WMMNOPTUPYEMbIX
MapLUpyTOB KakK external-2;

- metric — 3HayeHWe MEeTPUKU ANA MMNOPTUPYEeMbIX
MapLIPYTOB.

3anpeTnTb aHOHCMPOBAHME MAPLLPYTOB, NMOYY4EHHbIX NO
npoTokony RIP. B cnyyae ykasaHuA nmapameTpa BepHYTb
€ro 3HayeHune No YMONYaHUIO.

redistribute bgp [metric
metric] [metric-type {1 |

2}]

no redistribute bgp
[metric]

metric: (1..16777214)/20

Pa3pewnTb aHOHCMPOBaHME MapPLIPYTOB, NOJYYEHHbIX NO
npotokony BGP:

- metric-type 1 — ycTaHOBWUTb TUM MMNOPTUPYEMbIX
MapLUpyToB KakK external-1;

- metric-type 2 — ycTaHOBWUTb TUM WMMNOPTUPYEMbIX
MapLUpyTOB Kak external-2;

- metric — 3HayeHVe MEeTPUKU AN UMNOPTUPYEeMbIX
MapLUpPYTOB.

3anpeTnTb aHOHCMPOBAHWE MApPLLPYTOB, NMONYYEHHbIX NO
npotokony BGP. B cnyyae ykasaHua napameTpa BEPHYTb
€ro 3HayeHne No YMONYaHUIO.

redistribute all
[metric metric] [metric-
type {1 ] 2}]

no redistribute all [metric]

metric: (1..16777214)/20

Pa3spewnTb aHOHCHMPOBaHME MapPLLIPYTOB, NOJYHEHHbIX NO
BCEM MogAepXnBaembiM NPOTOKO/IAM MapLUPYyTU3aLLUK:

- metric-type 1 — ycTaHOBWUTb TUM MMNOPTUPYEMbIX
MapLIpyTOB Kak external-1;

- metric-type 2 — yCTaHOBMTb TUM WMMNOPTUPYEMbIX
MapLupyToB Kak external-2;

- metric — 3HayeHWe MEeTPUKU ANA UMMNOPTUPYEMbIX
MapLIPYTOB.

3anpeTuTb aHOHCUPOBaHME MAPLLIPYTOB, NONYYEHHbIX NO
BCEM MNOAAEPKMBAEMbIM NPOTOKONAM MapLIPYTU3aLUK.
B cnyyae yKasaHWA napameTpa BepHYTb ero 3HauyeHue no
YMO/IYaHMIO.

compatible rfc1583

no compatible rfc1583

-/BKNIOYEHO

BkntounTtb coBmectumocTb ¢ RFC 1583.

BbIkNtouMTb coBmecTumocTb ¢ RFC 1583.

router-id A.B.C.D

no router-id

A.B.C.D: npeHtudmkatop
mapLpyTusaTopa B pop-
mare IPv4-agpeca

YCTaHOBUTb MAEHTUOUKATOP MapLLpPYTU3aTOPa, KOTOPbI
YHUKaNbHO MAEHTUGMUMPYET MapLIpyTM3aTop B npege-
Nlax 04HOW aBTOHOMHOW CUCTEMBbI.

YCTaHOBUTb 3HAYEHME Mo YMOI4YaHUIO.

network ip_addr area
A.B.C.D

no network ip_addr

A.B.C.D: ngeHtnduratop
30Hbl B dopmare IPv4-aa-
peca

Bkntounte OSPF Ha IP-uHTepdeiice.

Ypanutb IP-agpec uHTepodeiica.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub
[no-summary]

A.B.C.D: ngeHtnduratop
30HbI B popmarte IPv4-ag-
peca

YCTaHOBWTb ANA YKa3aHHOWM 30HbI TUn stub. 30Ha — coBo-
KYMHOCTb CETEl M MapLIPYTU3aTOPOB, UMEIOLLMX OAVH U
TOT e uaeHTuduKaTop.

- no-summary — He OTNPaBAATb UHOOPMALMIO O CYMMU-
POBaHHbIX BHELHUX MapLUpyTaXx.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

area A.B.C.D nssa [no-sum-
mary]
[default-information-origi-
nate [metric metric] [met-
ric-type {1 | 2}]]

no area A.B.C.D nssa [no-
summary]

A.B.C.D: ngeHtndmkatop
30HbI B popmarte IPv4-ag-
peca;
metric: (1..16777214)/20

YCTaHOBWTb 415 YKa3aHHOW 30HbI TUN NSSA.

- no-summary — He OTNPaBAATb MHPOPMALMIO O CYMMMU-
POBaHHbIX BHELWHUX MapLupyTax BHYTPb NSSA-30HbI;

- default-information-originate — BKAOUMTL aHOHCKpPO-
BaHMe LWI03a N0 YMOYaHWUIO, BHE 3aBUCMMOCTU OT TOrO
3aZlaH /1 OH CTaTUYECKMM MapLUPYTOM WK He 3aJaH;

- metric-type 1 — ycTaHOBWTL TMN MapLUpPyTa MO yMoa4a-
HUIO KaK external-1;

- metric-type 2 — ycTaHOBWTb TMN MapLUpPyTa MO yMOaYa-
HUIO KaK external-2;

- metric — 3HayeHMe MeTPUKM [ANA aHOHCUPYEeMOro
MapLipyTa.

YCTaHOBWTb 3HAYEHWE MO YMOYaHUI0. B cnyyae ykasaHua
napameTpa BEPHYTb €ro 3Ha4YeHWe No YMOIYaHuIo0.
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[default-information-
originate]

area A.B.C.D default-cost
metric

no area A.B.C.D default-
cost

A.B.C.D: naeHTndukatop
30HbI B popmarte IPv4-ap-
peca;
metric: (1..16777215)/20

YCTaHOBWUTb METPUKY A LW/I03a MO YMOYAHWUIO B aHOH-
cax ans 30H stub n NSSA.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

area A.B.C.D range

ip_addr prefix_length {sum-
mary | Type7} [advertise |
not-advertise]

no area A.B.C.D range
ip_addr prefix_length

A.B.C.D: uaeHTnduKatop
30HbI B popmare IPv4-ag-
peca;

BbINONHUTL CYMMMpPOBAHWE MapLUPYTOB, MOMNALAIOLLNX
noJ, yKa3aHHbIM AManasoH.

- summary — A1 MeX30Ha/IbHbIX MapwpyTos (LSA Tvn-
3);

- Type7 — pnAa BHewHux mapuwpyTtoB n3 NSSA B maru-
CTPa/IbHYO 30HY;

- advertise — 06bABUTL YKa3aHHbIN MapLIpyT;

- not-advertise — He 06bABNATb YKa3aHHbIN MaApPLLPYT.

YpanuTe CcymmMrMpoBaHUE MapLupyToB ansa gaHHo OSPF-
30HbI.

area A.B.C.D translation-
role {always | candidate}

no area A.B.C.D transla-
tion-role

A.B.C.D: uaeHTndukatop
30HbI B popmare IPv4-ag-
peca

YcTaHOBUTL ponb TpaHcnAaTopa B NSSA-30He.

- always — TpaHcavposaTb Bcerga LSA tun-7 B LSA TMn-5;
- candidate — yyacTBOBaTb B npouecce Bblbopa TpaHCAA-
Topa.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

area A.B.C.D stability-inter-
val sec

no area A.B.C.D stability-in-
terval

sec: (0..2147483647)/40 ce-
KYHA,

Mepuopa ctabunusaumm B CeKyHAaX, AN TPAHCAATOPA B
NSSA.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

area A.B.C.D virtual-link
E.F.G.H [dead-interval
dead]

[hello-interval hello]
[retransmit-interval ret]

no area A.B.C.D virtual-link
E.F.G.H

A.B.C.D: naeHTndukatop
30HbI B popmare IPv4-ap-
peca;

E.F.G.H: ugeHtnodumkatop
MapLIpyTU3aTOpa HasHaue-
Hua B dopmarte IPv4-aa-
peca;
dead:(1..65535)/40 cekyHa;
hello: (1..65535)/10 cekyHa,
ret: (1..3600)/5 cekyHA,

Co3aaTb BMPTYaNbHOE COEANHEHNE MEXKAY MArUCTpasb-
HOWM M HEMArucTPanbHOM 30HaMU, MeXAY KOTOPbIMU NpU-
CYTCTBYET Apyrasa HemarmcTpasbHan 30Ha.

- dead-interval — ykasaTb dead-uHTepsan;

- hello-interval — ykasatb hello-uHtepsan;

- retransmit-interval — ykasaTb MHTepBan meay NoBTOp-
HbIMW Nepeadamu.

Y[anuTb BUPTyanbHOE CoeaMHeHMe.

passive-interface {default |
loopback /loopback | vlan
vlan_id}

no passive-interface {de-
fault | loopback /oopback |
vlan vian_id}

loopback: (0..100);
vlan_id: (1..4094)/disabled

3anpetntb IP-uHTEpdelicy obMeHWBaTbCA MNPOTOKO/b-
HbIMU COOBLLEHUAMM C COCEAAMM Yepe3 YKa3aHHbIE UH-
Tepoelicol.

- default — 3anpetuTb anA Bcex UHTEpdEicoB.

PaspewunTb IP-MHTepdeiicy 0bMeHMBATLCA NPOTOKO/b-
HbIMU COOBLLEHUAMM C COCEAAMMU Yepe3 yKa3aHHbIe UH-
Tepdelicol.

neighbor ip_addr

no neighbor ip_addr

ip_addr: A.B.C.D

3aaatb Bpy4Hyto OSPF-cocesa.

Ypannte OSPF-coceaa.

redist-config ip_addr pre-
fix_length [metric-type
{asExttypel | asExttype2}]
[metric-value metric]

no redist-config ip_addr
prefix_length

metric: (1..16777215)/20

YCTaHOBWUTbL MapameTpbl PeaucTpmbyumm Ana BHELWHMX
MapLLpYyTOB.

- ip_addr — IP-agpec cet HasHaYyeHus;

- prefix_length — IP-macKa ceTu;

- metric-type asExttypel — ycTaHOBWTb TUMN MapLipyTa
external-1;

- metric-type asExttype2 — ycTaHOBWTb TUM MapLipyTa
external-2;

- metric-value — yCTaHOBUTb 3HaYEHNE METPUKM.

YpanuTb yCTaHOB/NEHHble MNapameTpbl peaucTpubyumm
[ANA 33aHHOTO MapLUpyTa.

summary-external ip_addr
prefix_length [advertise |
allowAll | denyAll | not-
advertise]

[translation {disabled |
enabled}]

-/OTKAO4YEHO

BbINO/IHUTL CYMMMPOBaHWE BHELUHUX MapLUPYTOB.

- ip_addr — IP-agpec cetu;

- prefix_length — IP-macKa ceTu;

- advertise — cymMMpOBaHHbI MapLpyT o6bABAAETCA B
LSA T1n-5; ecnm Tun 30Hbl NSSA, TO MapwpyT He 06bAB-
naetcs;

- allowAll — cymmnpoBaHHbIN MapwpyT 0bbABNsAETCA B
LSA Tmn-5; ecam tin 30Hbl NSSA, TO MapwpyT 06baBas-
etca B LSA tun-7;
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no summary-external
ip_addr prefix_length

- denyAll - cymmnpoBaHHbIN MapwpyT He obbABAAeTCS;

- not-advertise — cymmMUPOBaHHbIN MapLIPyT He 06bAB-
naetca B LSA t1Mn-5; ecam tmn 30HbI NSSA, TO mapwpyTt
obbasnserca B LSA tun-7;

- translation disabled — He ycTtaHaBnvBaTb P-6UT B reHe-
pupyembix LSA tun-7;

- translation enabled — ycTtaHoBUTb P-61T B reHepupye-
mbIx LSA Tun-7.

BbIK/IOYNTb CYMMMPOBAHME BHELLIHWX MapLLIPYTOB.

capability opaque

no capability opaque

-/OTKAIOYEHO

BkaounTb noaaepKky opaque LSA.

BbikntounTb NnogaepKKy opaque LSA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN 0aa OSPFv2

Buz 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunuya 211 — KomaHabl pexkmma KoHpurypauum nHtepdeiica VLAN ana OSPFv2

KomaHoa 3HaveHue/3HavyeHue no Aelicmeue
yMon4YaHuro
ip ospf network BbibpaTtb TMN ceTun:
{broadcast | non- - broadcast — wnpoKoBsewaTenbHan ceTb ¢ MHOXe-
broadcast | point-to- CTBEHHbIM A0CTYMNOM;
multipoint | point-to- - non-broadcast — HelwunpoKoBeLaTebHanA CeTb, B AaH-
point} -/broadcast HOM C/ly4ae agpeca CoCeaHNX MapLLIPyTU3aToOpPoB

no ip ospf network

HaCcTpanBaloTCA BPYUHYHO;
- point-to-multipoint — mHoroToueuHas ceTb;
- point-to-point — ceTb «TOYKA-TOYKa».

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHWA KaHaa, KoTopan ABAA-
eTCA YC/I0BHbIM NOKasaTtenem "cToMmocTn" nepecbinku
[OaHHbIX NO KaHany.

YCTaHOBUTb 3HAYEHME MO YMOI4YaHUIO.

ip ospf dead-interval
sec

no ip ospf dead-inter-
val

sec: (1..65535)/40 cerkyHg,

YCTaHOBWUTb MHTEPBA/N BPEMEHU B CEKYHAAX, MO UCTeYe-
HWK KoTOporo coces byaeT cuMTaTbCA HEAKTUBHbIM,. ITOT
WHTEPBaN [O0/KeH OblTb KpaTHbIM 3HauveHuto hello-
interval. Kak npasuno, dead-interval paseH 4 uHTepBa-
nam otnpasku hello-naketos.

YCTaHOBUTb 3HAYEHME Mo YMO4aHUIO.

ip ospf hello-interval
sec

no ip ospf hello-inter-
val

sec: (1..65535)/10 cerkyHa,

YCTaHOBUTb MHTEPBAN BPEMEHW B CEKYHAAX, MO UcTeye-
HWW KOTOPOro MapLUPYTU3aTOP OTNPaBASAET CAeaytoLLmi
hello-naket c nHTepdeiica.

YCTaHOBUTb 3HaYeHMe MO YMOHYAHWIO.

ip ospf mtu-ignore

no ip ospf mtu-ignore

-/BbIKNIOYEHO

OTKkAtouMTL NpoBepky MTU npu ycTaHOBAEHUM cocen-
cTBa.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

ip ospf priority prior

no ip ospf priority

prior: (0..255)/1

YCTaHOBWTb NPMOPMUTET MapPLLPYTMU3aTOPa, KOTOPBbIN UC-
nonb3yetcsa gna sbibopa DR v BDR.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf poll-interval sec

no ip ospf poll-interval

sec: (1..2147483647)/120 ce-
KyHA,

YCcTaHOBUTb Nepuog, mexay nocbinkoi hello-naketos
ANA HeaKTMBHOro non-broadcast cocepa.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHAHUIO.

ip ospf retransmit-in-
terval sec

no ip ospf retransmit-
interval

sec: (1..3600)/5 cekyHpa,

YCTaHOBUTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UcTeye-
HWW KOTOPOro MapLUpPyTU3aTOP NMOBTOPHO OTNPABUT Na-
KeT, Ha KOTOPbII He MONYYU NOATBEPKAEHUA O NoyYe-
HUK (Hanpumep, DatabaseDescription- nau
LinkStateRequest-nakeTb!).

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.
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ip ospf transmit-delay
sec

no ip ospf transmit-de-
lay

sec: (1..3600)/1 cekyHg,

YCTaHOBWTb NPUMEPHOEe BpeMs B CEKYHAaX, Heobxoau-
MOe 4/1A Nepesayn NakeTa CoCTOSHUA KaHana.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ip ospf demand-circuit

no ip ospf demand-cir-
cuit

-/BbIK/IIOYEHO

BkntounTb nogasneHue otnpasku hello-coobuweHunin (gna
MHTepdeicoB TMNa point-to-point u point-to-multipoint
1 nepuoanyeckmx obHosneHuin LSA).

YCTaHOBWUTb 3HAYeHME No YMO/I4aHUIO.

ip ospf authentication
{message-digest | null
| sha-1 | sha-224 |
sha-256 | sha-384 |
sha-512 | simple}

no ip ospf
authentication

-/BbIK/IIOYEHO

Bkntountb OSPF-ayTeHTUGUKAUMIO M 3a4aTb € TUN.

- message-digest — ncnosb3oBaTtb WndpoBaHme MD5;
- null — He ncnonb3oBaTb ayTEHTUPUKALMIO;

- sha-1 — ucnonbsosatb wndposaHue SHA-1;

- sha-224 — ucnonb3osaTtb wndposaHue SHA-1;

- sha-256 — ncnonb3oBath WKppoBaHue SHA-256;

- sha-384 — ncnonb3osath WnppoBaHne SHA-384;

- sha-512 — ucnonb3osatb wndpposaHme SHA-512;

- simple — He ucnonb3oBaTb WKPpPOBaHKME (Napob ne-
penaeTcs B OTKPbITOM BUAE).

BbikntounTb OSPF-ayTeHTUOMKauuiO.

ip ospf authentication-
key simple_password

no ip ospf authentica-
tion-key

simple_password: (1..64) cum-
BOJIOB

YCTaHOBWTb Naposib, KOTOPbIW NpeAHa3HaYeH ans npo-
cToro Tvna ayteHTUdMKauum (nepegaya napons B oT-
KpbITOM BMAE).

Ypaanutb naponb.

ip ospf message-di-
gest-key key_id {md5 |
sha-1 | sha-224 | sha-
256 | sha-384 | sha-

[06aBUTb KNtoy ayTeHTUDUKaLUN.

- key_id — npeHTnduKaTop KAoYa;

- md5 — wudposaTtb KoY anroputmom MDS5;

- sha-1 — wudposaTb KAy anroputmom SHA-1;

no ip ospf key

key_id [start-accept |
start-generate | stop-
accept | stop-gener-

ate]

mon: (Jan..Dec);
year: (2000..2100);
hh: (00..23);
mm: (00..59)

512} string . - sha-224 — wndposatb KN4 anroputmom SHA-224;
key_id (0..255) '
string (1..64) - sha-256 — wndposatb KAtoY anroputmom SHA-256;
- sha-384 — wndposatb KAtoY anroputmom SHA-384;
- sha-512 — wndposatb KAtoY anroputmom SHA-512;
- string — napone.
no ip ospf message-di- YAanuTb KNtoY ayTeHTUOMKALMM.
gest-key key _id
ip ospf key YCTaHOBWTbL NapamMeTpbl /1A KAtoYa ayTeHTUPUKALNN.
key_id {start-accept | - start-accept — 3aaTb Bpems, HauMHas C KOTOPOro
start-generate | stop- OENCTBYET KoY Ha Npuém;
accept | stop-gener- - start-generate — 3a4aTb Bpems, HaYMHasA C KOTOPOro
ate} dd-mon- key_id (0..255); OENCTBYET KNtoY Ha nepegady;
year,hh:mm dd (01..31); - stop-accept — 3a4aTb Bpems, 40 KOTOPOro AencTeyer

K104 Ha NPUEM;
- stop-generate — 334aTb Bpems, 4,0 KOTOPOro aen-
CTBYET K/IHOY Ha nepejady.

CHpocHTb NapameTpbl ANA KNtoYa ayTeHTUOUKALUK.

KomaHOb! pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxkume privileged EXEC:

console#
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Tabnunuya 212 — KomaHabl pexkmma privileged EXEC gnst OSPFv2

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

show ip ospf

OT06pasunTb KoHdUrypauuio OSPF.

show ip ospf neighbor

OT06pasunTb MHPopmaumto 06 OSPF-cocepsx.

show ip ospf route

OT06pasunTb Tabanuy mapwpyTtmnsaumm OSPF.

show ip ospf interface
[vlan vian_id]

vlan_id: (1..4094)

OT06pasunTb KoOHPUrypaumto OSPF-uHTepdelicos.
- vlan — gna KoHKpeTHoro nHTepdeica VLAN.

show ip ospf virtual-links

OT06pasuTb NapameTpbl U TEKYLLEEe COCTOAHUE BUPTY-
aNbHbIX JIMHKOB.

show ip ospf database
[adv-router A.B.C.D | self-
originate]

A.B.C.D: IP-agpec

OTo6pa3mnTb cocTossHMe H6asbl 4aHHbIX NpoToKosia OSPF.
- adv-router — 18 KOHKPETHOro MapLIpyTU3aTopa;
- self-originate — a7 0KasILHOrO MapLIpyTU3aTopa.

show ip ospf database
{asbr-summary | external |
network | nssa-external |
summary | opaque-area |
opaque-as | opaque-link |
router} [A.B.C.D | adv-
router A.B.C.D | self-
originate]

A.B.C.D: IP-appec

OT06pasmnTb cocTosiHMe 6asbl AaHHbIX NpoToKkona OSPF,
TO/IbKO, ANA onpeaenéHHbix Tunos LSA:
- asbr-summary — ana LSA tun-4;

- external — gna LSA Tun-5 v tmn-7;

- network — ana LSA tvn-2;

- nssa-external — gna LSA tun-7;

- summary — ana LSA tun-3;

- opaque-area — gna LSA tun-10;

- opaque-as — aas LSA tun-11;

- opaque-link — ana LSA tTun-9;

- router — gna LSA tun-1.

show ip ospf database
database-summary

OT06pa3nTb 06Uy CTAaTUCTUKY AN1A 6a3bl AaHHbIX
OSPF.

show ip ospf area_id data-
base

area_id: upeHtndukatop
30HbI

OTo6pa3unTb cocTosiHMe H6a3bl faHHbIX NpoToKosa OSPF
Ana onpenenéHHomn 30HbI.

show ip ospf border-rout-
ers

OTO6pa3MTb CANUCOK NOrpaHNYHbIX MapLpyTHU3aTOPOB.

show ip ospf {summary-ad-
dress | area-range}

OT06pasnTb CyMMMPOBAHHbIE MapLIPYTbI:
- summary-address — ana LSA Tun-5 v tmn-7;
- area-range — ana LSA tun-3.

4.28.4 Hacmpoliika npomokosaa OSPFv3

KomaHObI pexcuma 2n06anabHol KoHpu2ypayuu 049 OSPFv3

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHO KoOHPUrypaumm:

console (config) #

Tabnunua 213 — KomaHabl pexkmuma rnobanbHolt KoHdurypaumm OSPFv3

3HayeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymoa4aHuro
router ospf -/- 3aliTn B peXkMm KoHdurypaumm npouecca OSPFv3.

KomaHObI pexcuma npouyecca OSPFv3

Bua 3anpoca KOMaHAHOM CTPOKM B perkmme KoHdUrypauum npouecca OSPFv3:

console (config-router) #

Tabnuua 214 — KomaHapl pexkmma KoHdurypaumm npouecca OSPFv3

KomaHoa 3Ha4yeHue/3HayeHue no Aelicmeue
YMOAYAHUIO
shutdown -/BbIK/OYEH Bbikntounte OSPF-npouecc.
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no shutdown

V Mo ymonuaHuto OSPF-npoLecc BbIKNOYEH.

BkatounTtb OSPF-npouecc.

nssa asbr default-route-
translator

no nssa asbr default-route-
translator

-/BbIK/IOYEHO

BK/OUYUTD TPAHCAALMIO MapLUpyTa Mo yMOa4YaHUIo (ycTa-
HOBUTb P-61T) B NSSA Ha ASBR, KOTOpbI He siBAsieTca
ABR.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

redistribute connected

no redistribute connected

-/BbIKNOYEHO

Pa3pelwnTb aHOHCUMPOBAHME connected-mapLipyTos.

3anpeTuTb aHOHCMpPOBaHWe connected-mMapLUpPyTOB.

redistribute static

no redistribute static

-/BbIKIOYEHO

Pa3pelunTs aHOHCMPOBaHWE CTaTUYECKMX MapLLPYTOB.

3anpeTuTb aHOHCMPOBAHME CTaTUYECKMX MaPLLPYTOB.

redistribute bgp

no redistribute bgp

-/BbIKNOYEHO

PaspelwmnTb aHOHCUMPOBAHWE MapPLUPYTOB, NOYYEHHbIX
no npotokony BGP.

3anpeTuTb aHOHCMPOBaHUE MapLLPYTOB, NOAYYEHHbIX MO
npotokony BGP.

router-id {A.B.C.D | auto}

A.B.C.D: naeHTndukatop
MapLpyTnsaTtopa B pop-
marte IPv4-agpeca/auto

YCTaHOBUTb MAEHTUDUKATOP MapLIPYTM3aTOpa, KOTOPbIN
YHUKA/NIbHO UAeHTMOMLMPYET MapLlipyTU3aTop B npeae-
/lax 0AHOM aBTOHOMHOM CUCTEMbI:

- A.B.C.D — 3apaTb naeHTUOMKaTOpP BPYUHYIO;

- auto — B KayecTBe router-id 6yAyT MCNONb30BaHbI NO-
cneaHue yetbipe 6aiiTa 6asosoro MAC-agpeca KommyTa-
Topa.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub

A.B.C.D: naeHTndukatop
30HbI B popmare IPv4-ap-
peca

YCTaHOBWUTb ANS YKa3aHHOM 30HbI TUM stub. 30Ha — coBo-
KYNHOCTb CeTe U MapLIpyTU3aTOPOB, UMEIOLLMX OOUH U
TOT e naeHTudumKaTop.

- no-summary — He oTnpasAATb MHGOPMALMIO O CYMMU-
POBAHHbIX BHELWIHUX MapLUIpyTax.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

area A.B.C.D nssa [no-sum-
mary]

no area A.B.C.D nssa

A.B.C.D: ngeHtuopuxaTtop
30HbI B popmare IPv4-ap-
peca

YCTaHOBUTb ANA YKa3aHHOM 30HbI TMN NSSA.
- no-summary — He oTnpPaBAATb MHGOPMALMIO O CYMMMU-
POBaHHbIX BHELUHUX MapLUpyTaXx.

YCTaHOBUTb 3Ha4YeHMe MO YMOYAHMIO. B ciyyae ykasaHua
napameTpa BepPHYTb ero 3Ha4eHne no yMmoa4aHuto.

area A.B.C.D default-metric
cost

no area A.B.C.D default-
metric

A.B.C.D: ngeHtTuopuxaTop
30Hbl B popmare IPv4-aa-
peca;
cost: (1..16777215)/20

YCTaHOBUTb LeHY A4/ W33 MO YMOAYAHMIO B aHOHCaX
ona 30H stub 1 NSSA.

YCTaHOBUTb 3HaAYeHMe No YMOI4aHUIO.

area A.B.C.D default-metric
type {1 | 2}

no area A.B.C.D default-
metric type

A.B.C.D: ngeHtuopuxaTtop
30Hbl B popmare IPv4-aa-
peca

YCTaHOBUTb TMN ANA MapLlipyTa no ymonyaHuio B NSSA:
- type 1 — Tun external-1;
- type 2 — Tun external-2.

YCTaHOBUTL TUN A0 MapwpyTa Mo YMOAYAHMUIO Kak
external-1.

area A.B.C.D range
ip_addr prefix_length [ad-
vertise | not-advertise]
{summary | Type7}

A.B.C.D: uaeHTndukatop
30HbI B popmare IPv4-ag-

BbINONHNTL CymMMMpPOBaHME MapLUPYTOB, NONaAaoLwmxX
noJ, yKasaHHbIN AManasoH.

- summary — gi1a MeX30HaNbHbIX MapwpyTos (LSA Tun-
3);

- Type7 — ana BHeWHUX mappytos n3 NSSA B maru-
CTPaNbHYIO 30HY;

peca - advertise — 06BABUTb YKa3aHHbIN MapLUpyT;

- not-advertise — He 06bABNATL YKa3aHHbIN MApPLLPYT.
no area A.B.C.D range YpanuTe CymMMMpOBaHME MapLIpyToB s aaHHou OSPF-
ip_addr prefix_length {sum- 30HbI.
mary | Type7}
area A.B.C.D summary-pre- BbINOAHUTL CyMMMPOBAHME BHELUHUX MAPLLPYTOB.
fix ip_addr pre- - ip_addr — IP-agpec ceTy;
fix_length [advertise | al- - prefix_length — IP-macKa ceTu;
lowAll | denyAll | not-ad- - advertise — cyMMMpPOBaHHbI MapLIpyT 06bsABAAETCA B
vertise] LSA TMn-7 ana NSSA; He 06bABAAETCA ec/iv TpaHCNALMA

-/OTKAO4YEHO

[translation {disabled |
enabled}]

NPOUCXOAUT U3 MarnucTpasbHol 30Hbl B NSSA;

- allowAll — npaBuno npumeHseTca, TONbKO, CO CTO-
POHbI MarucTpasibHOM 30HbI; CYMMUPOBAHHbIA MapLIpyT
obbaBnseTcs B LSA TMN-7, ecav TpaHCAAUMS NPOUCXOAUT
M3 MarucTpasbHoM 30Hbl B NSSA;
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no area A.B.C.D summary-
prefix ip_addr prefix_length

- denyAll — npaBuio NpUMeHAETCA TONbKO CO CTOPOHbI
MarucTpasbHOM 30Hbl; CYMMUPOBAHHbLIA MapLUpyT He
obbasnsercs;

- not-advertise — cyMmMMPOBaHHbII MapLpyT He 06bsB-
nsaetca B NSSA; o6basnsetca B8 LSA TMn-7 ecnm TpaHcns-
LA NPOUCXOANT U3 MarnucTpasnbHoM 30Hbl B NSSA;

- translation disabled — He ycTaHaBnuBaTb P-6UT B reHe-
pupyembix LSA Tmn-7;

- translation enabled — yctaHoBUTL P-6UT B reHepupye-
mbix LSA Tun-7.

BbIK/IOYNTb CYMMUPOBAHME BHELLHUX MapLLIYTOB.

area A.B.C.D translation-
role {always | candidate}

no area A.B.C.D transla-
tion-role

A.B.C.D: upeHtnduratop
30HbI B popmarte IPv4-ag-
pec

YcTaHOoBUTb ponb TpaHcnAaTopa B NSSA 30He.

- always — TpaHcaupoBatb Bcerga LSA tTun-7 B LSA Tun-
5;

- candidate — yyacTBOBaTb B Npouecce Bblbopa TpaHC-
naropa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

area A.B.C.D stability-inter-
val sec

no area A.B.C.D stability-in-
terval

sec: (1..65535)/40 cekyHg,

Mepuopg, ctabuansaunm B CEKyHAaX, AA TPaHCAATopa B
NSSA.

YCTaHOBWTb 3HaYeHMe MO YMOIYaHUIO.

area A.B.C.D virtual-link
E.F.G.H index [dead-inter-
val dead]

[hello-interval hello]
[retransmit-interval ret]
[transmit-delay delay]

no area A.B.C.D virtual-link
E.F.G.H

A.B.C.D: naeHtndukatop
30HbI B popmarte IPv4-ag-
peca;

E.F.G.H: ngeHtudmKatop
MapLLpyTU3aTopa HasHaye-
Hua B dopmare IPv4-aa-
peca;
index: (1..2147483647);
dead:(1..65535)/40 cekyHg;
hello: (1..65535)/10 cekyHg,
ret: (1..1800)/5 cekyHz;
delay: (1..1800)/1 cekyHaa

Co3A4aTb BUPTYaNbHOE COEANHEHNE MEKAY MAFUCTPasb-
HOM M HEMarncTpaabHOM 30HaMN, MEXAY KOTOPbIMU
NPUCYTCTBYET ApYyrasd HeMarucTpasbHas 30Ha.

- index — yKkasaTb MHAEKC, KOTOPbIV byaeT naeHTMdUUU-
poBaTb AAHHbIV BUPTyabHbl KaHan;

- dead-interval — ykasaTb dead-uHTepBan;

- hello-interval — ykasatb hello-uHtepsan;

- retransmit-interval — yKka3aTtb MHTepBan mexay no-
BTOPHbIMW Nepeaadamu;

- transmit-delay — ykasaTtb npumepHoe Bpema nepe-
a4V NaKeTa B CETU.

YaanuTb BUPTYasibHOE CoeauHeHue.

passive-interface

no passive-interface

-/BbIK/IIOYEHO

3anpetutb ans scex IP-uHTepdeiicos, co3aaHHbIX nocae
BBOAA AOAHHOM KOMaHAbl, 06MeHMBaTbCA MPOTOKO/b-
HbIMM COOBLLEHUAMM C COCEAAMM.

YCTaHOBUTb 3HAYEHME Mo YMOI4YaHUIO.

redist-config ip_addr pre-
fix_length [metric-value
metric] [metric-type
{asExttypel | asExttype2}]

no redist-config ip_addr
prefix_length

metric: (1..16777215)/20

YCTaHOBWTbL NapameTpbl PeamucTpnbyumumn o BHELHNX
MapLIpyTOB.

- ip_addr — IP-agpec ceTn HasHaYeHus;

- prefix_length — IP-macka cetu;

- metric-value — ycTaHOBUTb 3HAYEHNE METPUKM;

- metric-type asExttypel — ycTaHOBWUTb TUN MapLupyTa
external-1;

- metric-type asExttype2 — ycTaHOBMTb TMN MapLUpyTa
external-2.

Y[anuTb yCTaHOBNEHHblE MapameTpbl pPeaucTpubyunm
NS 33aHHOrO0 MapLupyTa.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN 0aa OSPFv3

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunuya 215 — KomaHabl pexkmma KoHpurypauum nntepderica VLAN ana OSPFv3

KomaHoa

3HayeHue/3HayeHue no

YMOAYAHUO

Aelicmeue

ipv6 ospf area A.B.C.D
no ipv6 ospf

A.B.C.D: uaeHTUdUKaTOp 30HbLI B

¢dopmarte IPv4-agpeca

Bkntounts OSPFV3 Ha nHtepdelice.

Bbikntountb OSPFV3 Ha nHTepodeiice.

ipv6 ospf network

-/broadcast

BbibpaTh TMN ceTu:
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{broadcast | non-
broadcast | point-to-
multipoint | point-to-
point}

no ipv6 ospf network

- broadcast — wupokoBeLaTenbHan CeTb C MHOXe-
CTBEHHbIM 4,OCTYMNOM;

- non-broadcast — HelwwnpoKoBseLwaTenbHas ceTb, B AaH-
HOM CNy4ae afpeca CoceaHNX MapLLpPyTM3aToOpPOB
HaCTpPauBatoTCA BPYYHYHO;

- point-to-multipoint — MmHoroTo4yeyHas ceTsb;

- point-to-point — ceTb «TOYKa-TOUKa».

YCTaHOBWUTb 3HAYeHME NO YMO/IHaHUIO.

ipv6 ospf neighbor
link_local_addr

no ipv6 ospf neighbor
link_local_addr

-/He 3apaH

[o6aBnTb cTaTUYECKOro coceaa:
- link_local_addr — ykasatb IPv6 link-local agpec cocega.

Ypanutb cTaTUYECKOro coceaa.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YCTaHOBWUTb METPUKY COCTOAHMA KaHasa, KoTopas ABAA-
eTCA YC/I0BHbIM NOKasaTtenem "cToMmocTn'" nepecbInku
[aHHbIX NO KaHany.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

ipv6 ospf dead-interval
sec

no ipv6 ospf dead-in-
terval

sec: (1..65535)/40 cekyHg,

YCTaHOBUTb MHTEpPBan BPeMEHU B CEKYHAAX, MO ucteye-
HUK KOTOpOro cocen, ByAeT cCUMTaTbCA HEAKTUBHbIM. ITOT
WMHTEpBaN [O0/KEeH ObiTb KpaTHbIM 3HauveHuto hello-
interval. Kak npasuno, dead-interval paseH 4 uHTepBa-
nam otnpasku hello-naketos.

YCTaHOBWTb 3HaYeHMe N0 YMOJHAHMUIO.

ipv6 ospf hello-interval
sec

no ipvé6 ospf hello-in-
terval

sec: (1..65535)/10 cekyHa,

YCTaHOBUTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UCTeYe-
HUW KOTOPOTrO MAapLLPYTM3aTOP OTNPABAAET CeAYHOLW M
hello-naket c nHTepdeiica.

YCTaHOBWTb 3HAYeHMe N0 YMOIYaHUIO.

ipv6 ospf mtu-ignore

no ipv6 ospf mtu-ig-
nore

-/BbIK/OYEHO

OTKkAtoUMTL NpoBepky MTU npu ycTaHOBAEHUM cocen-
CTBa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 ospf passive-
interface

no ipv6 ospf passive-
interface

-/BbIK/OYEHO

3anpetuTb IP-uHTEpdElicy 06MeHNBaTbCA NPOTOKO/b-
HbIMU COOBLLEHUAMM C COCEAAMM Yepes AaHHbIN UHTEp-
deiic.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

ipv6 ospf priority prior

no ipv6 ospf priority

prior: (1..255)/1

YCTaHOBUTb NPUOPUTET MApPLLPYTM3aTOPa, KOTOPLIN UC-
nonb3yetca Ana sblbopa DR v BDR.

YCTaHOBUTb 3HAYE€HME MO YMONYAHUIO.

ipv6 ospf poll-interval
sec

no ipvé6 ospf poll-inter-
val

sec: (1..65535)/120 cekyHa,

YcTaHOBUTL Nepuog mexay nocblikon hello-naketos
ANA HeaKTMBHOro non-broadcast coceaa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 ospf retransmit-
interval sec

no ipv6 ospf retrans-
mit-interval

sec: (1..1800)/5 cekyHp,

YCTaHOBWTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UCTeYe-
HWW KOTOPOro MapLUpPyTU3aTOP MOBTOPHO OTNPABUT Na-
KeT, Ha KOTOPbII He MOAYYM/ NMOATBEPKAEHUA O NoayYe-
HUWN.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 ospf transmit-de-
lay sec

no ipv6 ospf transmit-
delay

sec: (1..1800)/1 cekyHg,

YCTaHOBUTb NPMMEPHOE BpeMA B CEKYHAAX, Heo6xop,|/|—
Moe gna nepenadun naketa CoOCToAHMA KaHana.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 ospf demand-
circuit

no ipv6 ospf demand-
circuit

-/BbIKAOYEHO

BkntounTb nopasneHue otnpasku hello-coobuweHunit (gna
nHTepdeiicos TMNa point-to-point u point-to-multipoint)
1 nepuoamyeckmx obHosneHui LSA.

YCTaHOBUTb 3HAYeHue no YMO4aHUIO.
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KomaHObi pexcuma privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM B pexxume privileged EXEC:

console#

Tabaunuya 216 — KomaHabl pexkmma privileged EXEC gns OSPFv3

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show ipv6 ospf

OTo6pa3unTb KoHdUrypauuto OSPF.

show ipv6 ospf area
A.B.C.D database

A.B.C.D: ngeHtndukatop
30HbI B popmarte IPv4-ap-
peca;

OT06pasmnTb cocTosiHME H6a3bl AaHHbIX KOHKPETHOM
30Hbl.

show ipv6 ospf border-
routers

OTO6pPa3nTb CNNCOK NOrPaHMUYHbIX MapLLPYTU3aTOPOB.

show ipv6 ospf database
[as-external | inter-prefix |
inter-router | intra-prefix |
link | network | nssa |
router] [HEX] [detail]

OTob6pa3unTb cocTosiHMe H6a3bl faHHbIX NpoToKosa OSPF:
- as-external — gns LSA tun-5 v Tun-7;

- inter-prefix — gns LSA tun-3;

- inter-router — ana LSA tun-4;

- intra-prefix — gna LSA tTun-9;

- link — gna LSA tmn-8;

- network — ana LSA tmn-2;

- nssa — ana LSA tun-7;

- router — gna LSA tun-1;

- HEX — oT1o6pa3utb nHpopmauuio 8 16-om Buae;

- detail — oTo6pasuTb getanbHyo MHGopmaLmo 06
LSA.

show ipv6 ospf interface
[vlan vian_id]

vlan_id: (1..4094)

OT06pa3unTb KoHdUrypauuto OSPF-uHTepdelicos.
-vlan — pgna KoHkpeTHoro uHtepdeiica VLAN.

show ipv6 ospf neighbor

OTo6pa3sunTb nHPopmaumio 06 OSPF-cocegsax.

show ipv6 ospf packet-
stats vlan vian_id

vlan_id: (1..4094)

OTO6pPa3nTb CTaTUCTMKY MO NaKeTam.

show ipv6 ospf redist-con-
fig

OT106pasunTb KOHPUrypaLMto peaucTpmnbyumm.

show ipv6 ospf route

OT106pasunTb Tabanuy mapwpyTtmnsaumm OSPF.

show ipv6 ospf virtual-links

OT06pasnTb NapameTpbl U TEKyLLEe COCTOSIHME BUPTY-
a/IbHbIX JIMHKOB.

4.28.5 Hacmpolika npomokosna RIP

RIP — (Routing Information Protocol) npoTokon mapLupyTHOM MHPOPMaLIMKN, OTHOCALLIMACA K BHYT-
pPEeHHUM MPOTOKONAM MAPLLPYTU3ALLMU ANCTAHLLMOHHO-BEKTOPHOrO TUNa.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHom KOHGUrypaumm:

console (config) #

Tabnunua 217 — KomaHabl pexkmuma rnobanbHoli KoHdUrypaumm

3HayeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymoa4yaHuro
router rip -/- 3aliTn B peXkmMm KoHdurypaumm npouecca RIP.

KomaHOosi pexcuma npouecca RIP

Bupa, 3anpoca KOMaHAHOM CTPOKM B perknme KoHodurypaumm npouecca RIP:

console (config-router) #
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Tabnnua 218 — KomaHabl pexkuma KoHpurypauum npouecca RIP

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

auto-summary {disable | enable}

-/BbIK/IOYEHO

YCTaHOBWUTL aBTOMaTUYECKOE CYMMMpPOBaHME No
K/1accy cetu:

- enable — BKAOUNTD;

- disable — BbIKAOUYMTL.

default-metric

no default-metric

metric: (1..16)/3

YCTaHOBWTb 3HAYEHWE METPUKM MO YMOHAHUIO ANA
MapLLPYTOB, MO/lyYEHHbIX U3 APYr1UX NPOTOKO/OB.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

distance distance

no distance

distance: (1..255)/121

YCTaHOBUTb aAMUHUCTPATUBHYIO ANCTAHLMIO ANA
mapuwpyTos RIP.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

network ip_addr [unnum vilan
vlan_id]

no network ip_addr [unnum vilan
vlan_id]

ip_addr:A.B.C.D
vlan_id: (1..4094)

Bkntoumtb RIP Ha IP-uHTepdelice.

- unnum — RIP 6yzeT BKAlOUYeH Ha MHTepdeiice, Ha Ko-
TOpOM He 3afaH IP-agpec, u RIP-coobueHua byayT oT-
npaBAATbCA OT agpeca ip_addr.

Bbikntountb RIP Ha IP-uHTepdelice.

output-delay

no output-delay

-/BbIK/IIOYEHO

BKNOUMTb 3a4€PKKY MexXay naketamu RIP-cooblue-
HUN.

BbIKNOUNTb 3aePKKY Mmexay nakeTamu RIP-coobuye-
HUIA.

passive-interface {Gigabitether-
net gi_port | Tengigabitethernet
te_port | vlan vian_id}

no passive-interface {Giga-
bitethernet gi_port | Tengiga-
bitethernet te_port | vlan
vlan_id}

gi_port: (0/1..48);
te_port: (0/1..11);
vlan_id: (1..4094)/disabled

3anpetutb IP-nHTEpdeiicy nocbinate U NpuHMMmaTh RIP-
coobuieHus.

PaspewunTb IP-uHTepdeiicy nocbinaTe U NPUHUMATL
RIP-coobuieHus.

redistribute connected

no redistribute connected

-/BbIK/IIOYEHO

Pa3peLwmnTb aHOHCMPOBaHUe connected-mapLupyToB.

3anpeTtnTb aHOHCMpPOBaHKWe connected-mapLIpyTos.

redistribute static

no redistribute static

-/BbIK/IIOYEHO

Pa3pelunTb aHOHCMPOBAHME CTaTUYECKUX MapLLPYTOB.

3anpeTuTb aHOHCUPOBaHME CTaTUHECKMX MapLLPYTOB.

redistribute ospf

no redistribute ospf

-/BbIKNIOYEHO

PaspewnTb aHOHCMPOBaHNE MAPLLPYTOB, NOJYHYEHHbIX
no npotokoay OSPF.

3anpeTuTb aHOHCMPOBaHWE MapLLPYTOB, MONYYEHHbIX
no npotokony OSPF.

redistribute bgp

no redistribute bgp

-/BbIKNIOYEHO

PaspewnTb aHOHCMPOBaHNE MapPLLPYTOB, NONYYEHHbIX
no npotokoay BGP.

3anpeTuTb aHOHCMPOBAHME MAPLLUPYTOB, NMONYYEHHbIX
no npotokoay BGP.

redistribute all

no redistribute all

-/BbIK/IOYEHO

Pa3pelunTb aHOHCMpPOBaHWE MapLUPYTOB U3 BCEX MNOA-
AEPHKNBAEMbIX MPOTOKO/10B.

3al'|peTl/ITb AHOHCMpPOBaHME MapLlpyToB U3 BCeEX NOA4-
AepXKnNBaeMbIX MPOTOKO/0B.

security {maximum | minimum}

no security

-/maximum

YCTaHOBUTL YpOBEHb H€30MacHOCTU:

- maximum — RIPv1-nakeTbl 6yayT rHopmMpoBaTbCcs,
Koraa BKkAoYeHa ayTeHTudMKauma;

- minimum — RIPv1-nakeTbl 6yayT NpMHUMATLCS,
LaXKe ecnv ayTeEHTUOUKALMA BKIOYEHA.

YCTaHOBUTb 3HaYeHue No YMONYaHUIO.

version {1 [2] | 2 [1] | none}

no version

-/NO YMONYaHUIO YCTAHOB-
neHbl n 1 1 2 Bepcun

YctaHoBuTb Bepcumio RIP:

-1 —RIPv1;

-2 — RIPv2;

- none — He nocbinaTtb RIP-coobuieHus.

YCTaHOBUTb 3HAYeHue No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypauyuu uHmepagpelica VLAN

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-if)#
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Tabnunuya 219 — KomaHabl pexkmma KoHourypauum nHtepdeiica VLAN

KomaHda

3HayeHue/3Ha4yeHue no ymonya-
HUK

Aelicmeue

ip rip default route in-
stall

no ip rip default route
install

-/BbIK/IIOYEHO

YCTaHOBUWTH LWAKO3 MO YMOYaHWIO B Tabanuy mapLu-
pyTM3auunn, ecam oH npucyTcteyet B RIP-coobuie-
HUAX.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ip rip default route
originate metric

no ip rip default route
originate

metric (1..15)

BK/1104MTb 06bAB/IEHME LWHO3a MO YMONHAHUIO:
- metric — MeTpuKa ANa MapLupyTa No yMOYaHUIO.

BbIKNtoUnTb 06BABNEHME WAtO3a NO YMONYaHUIO.

ip rip receive version
{112]1] 2[1] | none}

no ip rip receive ver-
sion

-/No yMon4aHuio ycTaHoBAeHbl M 11 2
BepcUn

YctaHosuTb Bepcutio RIP ana npuHmMmaembix nake-
TOB:

-1—RIPv];

-2 —RIPv2;

- none — He nocblnatb RIP-coobLeHus.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

ip rip send version {1
[2] | 2[1] | none}

YcTtaHoBsuTb Bepcuio RIP gnAa otnpasnaemblix nake-
TOB:

no ip rip summary-ad-
dress ip_addr pre-
fix_length

-/No yMon4aHuio yctaHoBAeHbl M 1 1 2 -1 —RIPvl;
Bepcun -2 — RIPv2;
- none — He nocbinatb RIP-coobLeHus.
no ip rip send version YCTaHOBWTb 3HaYEHME NO YMOYAHUIO.
ip rip split-horizon BKAouMTb paclenseHne ropmsoHTa.
[poisson] JaKnioueHo - poisson — peBepcmsvHo 06bABNATL CETU, MPUHATbIE
Ha TeKyLeM UHTepderice Kak HeJOCTUKMMbIE.
no ip rip split-horizon BbIKNOUNTb pacLienneHne ropnsoHTa.
ip rip summary-ad- BbINOAHUTL CyMMMPOBaAHME MapLLPYTOB.
dress ip_addr pre- - ip_addr — IP-agpec ceTn HasHaYeHus;
fix_length / - prefix_length — IP-macka ceTtu.

BbIKNIOYMTb CyMMUPOBAHME MapPLLIPYTOB.

ip rip timers basic up-
date invalid garbage

no ip rip timers basic

update (10..3600)/30 cekyHg;
invalid (30..500)/180 cekyHz;
garbage (120..180)/120 ceKkyHa,

YCTaHOBUTb 3HaYeHMA TaNMepoB.

- update — UHTEpBaN MeXAy OTnpasieHnem o6HoB-
NeHnit;

- invalid — wHTepBan, Nnocsie KOTOPOro MapLUpyTbl
6yAyT NomeyeHbl Kak HegOCTUKMMbIE, €C/TIU OHU He
06HOBAANNCD;

- garbage — WHTepBan, NOC/Ne KOTOPOro MAapPLLPYTbI
6yAyT yaaneHbl, eciv oHW He 06HOBAANNCH.

YCTaHOBWTb 3HaY€HMA MO YMONYAHUIO.

ip rip auth-type {md5
| sha-1 | sha-256 |
sha-384 | sha-512 |
text key string}

no ip rip
authentication

-/BbIK/IIOYEHO

BKkntounTb RIP-ayTeHTUGUMKAUMIO M 3a4aTb €€ Tun.
- md5 — ncnonb3osatb WudposaHme MD5;

- sha-1 — ucnonbsosatb wWndposarHue SHA-1;

- sha-256 — ncnonb3oBath WnppoBaHue SHA-256;
- sha-384 — ncnonb3oBatb WnpposaHne SHA-384;
- sha-512 — ucnonb3osatb wWndpposaHme SHA-512;
- text key — He ucnonb3osatb WndposaHue (na-
ponb nepenaéTcs B OTKPLITOM BUAE);

- string — naponb.

BbikntounTb RIP-ayTeHTUdMKaLMIO.

ip rip authentication
key-id key_id key
string

no ip rip authentica-
tion key-id key_id

key_id (0..255);
string (1..16) cumBonoB

[06aBuTb KoY ayTeHTUdUKALMUN.
- key_id — naeHTUdMKaTOp KNtoYa;
- string — naponb.

YAanutb KAtou.

ip rip key-id
key_id {start-accept |
start-generate | stop-

key_id (0..255);
year: (2000..2100);
mon: (01..12);
dd (01..31);

YcTaHOBWTbL NapaMeTpbl A1A KAtoda ayTeHTudumKa-
Lmn.

- start-accept — 3a4aTb Bpemsa, HauMHaA C KOTOPOro
OENCTBYET KoY Ha NPUEMm;
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accept | stop-gener-
ate} year-mon-
dd,hh:mm:ss

hh: (00..23);
mm: (00..59);
ss: (00..59)

- start-generate — 3agaTb Bpemsa, HaUMHaAA C KOTO-
poro AeNCTBYET KAtoY Ha nepeaayy;

- stop-accept — 3azaTb Bpems, 0 KOTOPOro AeNn-
CTBYET K/t0Y Ha NpUEM;

- stop-generate — 332aTb BpemMs, 4,0 KOTOPOTO AeW-
CTBYET KJ/tOY Ha nepejavy;

- year-mon-dd,hh:mm:ss — pata v Bpems, 3Ha4eHune
no ymon4aHuio ans start-accept u start-generate:
2000-01-01,00:00:00.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnuua 220 — KomaHapl pexkmma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show ip rip authentication

0OT06pa3nTb MHPOPMaLMIO O ayTEHTUPUKALUN.

show ip rip database
[ip_addr prefix_length]

OT06pa3nTb 6a3y AaHHbIX.
- ip_addr — IP-agpec cetu;
- prefix_length — IP-macKa ceTu.

show ip rip peerinfo

0OT06pa3nTb MHPOPMaLMIO O coceasX.

show ip rip statistics

OT106pa3snTb 06LLYH CTaTUCTUKY U CTAaTUCTUKY NO UHTEpP-
deticam.

4.29 O6HoBnEeHMe NporpammHoOro obecneveHus c cepsepa TFTP

.‘

Cepeep TFTP aonKeH 6biTb 3anyLLeH M HaCTPOEH Ha KOMMbloTepe, ¢ KoToporo 6yaeT 3arpy-
»KaTbcA nporpammHoe obecneueHune. Cepeep AO0MKEH MMETb paspeLleHne Ha uTeHue daid-

JI0B HauyaNbHOro 3arpysumka u/unm cuctemuoro MNO. Komnblotep ¢ 3anyweHHbIMm TFTP-cep-
BEPOM A0/1KeH 6bITb A0CTYNEH AN KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATD, BbINONHUB
Ha KoMmmyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbioTepa).

’ ‘ O6HoBneHue nporpammHoro obecneyeHua moxert OCyLlecCTBNATbLCA TOJ/IbKO npusuiaernpo-
- BaHHbIM NOJib30BaTeNeM.

4.29.1 Ob6HoBMEHUE CUCMEMHO020 NMPo2pamMmmHo20 obecneyeHusa

3arpysKa ycTpoWcTBa ocywecTBiAeTcs M3 ¢darna cCUCTEMHOTO nporpammHoro obecneyenusn (MO0),
KOTOpbIN XpaHUTcA BO ¢asw-namatv. Mpu obHOBAEHUWU HOBbIM dain cuctemHoro MO coxpaHseTca B
cneumanbHO BblAeneHHOW 06n1acTM namatu. [pu 3arpyske YCTPOMCTBO 3amycKaeT aKTUBHbIA daitn

cucrtemHoro MMO.

Mpoueaypa ob6HoBAeHMA MO:

CKonmnpoBaTb HOBbIN ali NporpaMmmHoOro obecneyeHns Ha YCTPOMCTBO B BblAaeieHHY0 06nacTb na-

MATN. CDOpMaT KOMaHAbl:

console# copy tftp://tftp ip address/[directory]/filename image

Mnun KomaHaoi

console# firmware upgrade tftp://tftp_ip_address/[directoryl/filename
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Mpumep KomaHabl ansa 3arpyskm MO yepes sftp:

console# copy

sftp://username:password@Tftp ip address//[directory]/filename image

Hosas BepcuAa NnporpammHoOro obecneyeHUs CTaHET aKTUBHOM nocne nepe3sarpyskn KommyrtaTtopa.

Ona NPOCMOTPA AaHHbIX O BEPCUAX NPOrpaMmMHOro obecneyeHmns U UX aKTUBHOCTM BBeAUTE KOMaHAOY

show bootvar:

console# show bootvar

4.30 Pexxum otnagku

Pexxum oTnagkm no3BondAeT CHMMATb [AONONHUTENIbHYIO OMAarHOCTUYECKYHo

YCTPOWMCTBa.

KomaHObI pexcuma 2a0b6aabHol KOHuU2ypayuu

nHpopmaumio ¢

Bua 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 221 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

debug iss enable { init-shut |
management-trc | data-path-
trc | cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail}

debug iss disable { init-shut |
management-trc | data-path-
trc| cntrl-plane-trc | dump-

trc | os-resource-trc | all-fail}

-/disable

BKNOUMTD reHepaLmio OTaL0uHbIX COOBLEHNIN AN KOHKPETHOro
6710Ka CUCTEMHOTO MOAYAA iSS.

BbIK/IOUMTL reHepaLmio OTIa40UHbIX COOBLEHNI ANA KOHKpeT-
HOro 6710Ka CUCTEMHOTO MOAYAA iss.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKK pexxnma EXEC:

console#

Tabnunuya 222 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

no debug all

OTKAOUNUTL BbIBOA, BCEX OTNAA04HbIX COOBLLEHNA.

dump sockets

[MpOoCMOTp BCEX COKETOB B CUCTEME.

dump mem Jocation [len byte]

location: (1..0xffffffff);
byte: (1..256)

OT06pa3MTb cogepXMmoro namatmn us 3aAaHHOI71 obnact na-
MATU.

dump {task | sem | que} name
[name]

MNokasaTtb geTanu 3agaum, o4yepeau naun cemad)opa npu npuceoe-
HUN UMEHU TacCKa.
- hame — Ha3BaHWe TacKa.

debug test mem alloc bytes

bytes: (1..4294967295)

Bblaenutb 610Ka NamATK € 33aHHbIM B 6aiiTax pasmepom.

debug test mem free

OcB0604UTb BblAeNEHHbIN 610K NamaTu.

debug show sensor
temprerature index

index: (0..3)

OT06pasuTb 3HaYEHUA AATYMKA TeMMNepaTypbl.
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KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 223 — KomaHab! pexuma EXEC

KomaHoa

3HayeHue/3HavyeHue
110 yMOAYAHUIO

Aelicmeue

debug np module { all | aps |
cfa | eth | fwl | igs | ip | iss |
isspi | 12app | la | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vian } [level {all |
errors | general | polling}]

no debug np module { all | aps
| cfa | eth | fwl | igs | ip | iss |
isspi | 12app | la | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vlan }

BKNHOUMTb reHepaumio OT/1ag0uHbIX coobueHnit gna NPAPI ans
YKa3aHHoOro moayns.

BbIKNOUNTL reHepaLmio 0T1af04uHbIX coobuweHnin ana NPAPI ans
YKa3aHHOro moayns.

debug show vlan np port
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

fa_port: (0/1..24);

gi_port:(0/1..48);

te_port: (0/1..11);
group: (1..24)

0OT06pa3nTb KoHdUrypaumio nopta NPAPI.

debug show ip arp np
interfaces

OTtobpa3unTb aepeso nHTepdeiticos ARP B NPAPI.

4.30.1 KomaHObl omaadku 01a uHmepgeiicos

[aHHbIN peXnm OTNaAKM YCTaHaBAMBAET TPACCMPOBKMU A1A MHTepdencoB ANA YKa3aHHOMO YPOBHA

severity.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK pexxnma EXEC:

console#

Tabnunua 224 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
o ymon4arHuro

Aelicmeue

debug interface all severity

no debug interface all

severity: (0..7)/-

BKHOUNTL reHepaLmio OTNaf0UHbIX COOBLLEHMI A1A BCEX BUAOB
TPaCcCUPOBOK.

BbIK/IOYNTL reHepaumto 0T1af04uHbIX CO0BLLEHMI aa MHTepden-
coB.

debug interface arp-pkt-dump
severity

no debug interface arp-pkt-
dump

severity: (0..7)/-

BkarounTb Tpaccuposku gamna naketos ARP.

BbIKNtounTb TPaccMpoBKM Aamna naketos ARP.

debug interface buffer severity

no debug interface buffer

severity: (0..7)/-

BK/OUMTb reHepaLmio OTNIaA0uHbIX COOBLLEHNUI ANA NAaKETHOTO
bydepa.

BbIK/IIOYMTb reHepaLmio 0TNaL04HbIX COOBLLEHMIT A1A NaKeTHOro
bydepa.

debug interface enet-pkt-
dump severity

no debug interface enet-pkt-
dump

severity: (0..7)/-

BKOUMTH TPAcCMPOBKM Aamna nakeTos Ethernet.

BbIK/IIOUMTL TPACCMPOBKYM Aamna nakeTos Ethernet.
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debug interface fail-all severity

no debug interface fail-all

severity: (0..7)/-

BK/IIOUMTL reHepaLmio OTAaA04YHbIX COOBLEHNI NPU BO3HUKHO-
BEHMW BCEX BMAO0B CHOEB, BK/IOYAsA Ba/MAALMIO NAKETOB.

BbIKNHOUYMTb reHepaLuio 0TAaA04HbIX COOBLLEHNIA MPY BO3HUKHO-
BeHuM cboes.

debug interface ip-pkt-dump
severity

no debug interface ip-pkt-
dump

severity: (0..7)/-

BKAOUMTL TpaccMpoBKM gamna nakeTtos IP.

BbIKNOUMTL TPACCUMPOBKKM Aamna nakeTos IP.

debug interface os severity

no debug interface os

severity: (0..7)/-

leHepupoBaTb 0TNAaf04HbIe coobleHna ans pecypcos OC.

BbIK/OUMTb reHepaLmio OTIaL04YHbIX COOBLLEHMI AN pecypcoB
OC.

debug interface track severity

no debug interface track

severity: (0..7)/-

BK/IIOUMTL reHepaLmio OTIaZL04YHbIX COOBLLEHUI CNEKEHUA UH-
Tepdelica.

BbIK/IIOYMTb reHepaLmio OTN1aA04UHbIX COOBLLEHWNIA CNEXEHNA UH-
Tepdelica.

debug interface trc-error
severity

no debug interface trc-error

severity: (0..7)/-

BKNOUUTL reHepaL Mo OTAaA04HbIX COOBLWEHMI OLMOOK UHTEp-
deiicos.

BbIK/OYNTb reHepaLmio OTIaL04HbIX COOBLLEHNI OLWMBOK UH-
Tepdelicos.

4.30.2 Omnadka VLAN

KomaHOb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnvua 225 — KomaHapbl pexkmma EXEC

KomaHda

3HaveHue/3HayeHue
1o ymon4aHuwo

Aeiicmeue

debug vlan all-debug

no debug vlan all-debug

BKIOUMTL reHepaumio BCEX OTNAZ0YHbLIX COOBLWEeHWn moayns
VLAN.

BbIK/MOUUTL FeHepaunio BCeX OTNaZO04YHbIX COObLEeHM moayns
VLAN.

debug vlan all-module

no debug vlan all-module

BKNOUUTL reHepaumto OTNaZOYHbIX COODOLEHWUIM, KacatoLmxcs
npuopuTeTa, N36bLITOYHOCTU, Nepesdaun TpaduKa.

BbIK/NOUUTL FeHepaunto OT1aA0uHbIX COOBLLEHMI, KacatoLwmxcs
npuopuTeTa, U3b6bLITOYHOCTH, Nepesaun TpaduKa.

debug vlan buffer

no debug vlan buffer

BKNtOUYNTL reHepaumio 0TNaLouHbIX coobuieHui bydepos vian.

BbIKNOUMTb reHepaLmio 0TNaf04uHbIX coobLLeHnl bydepos vian.

debug vlan ctpl

no debug vlan ctpl

BK/IIOYUMTL reHepaumio OTNafO0YHbIX COOBLEHNIA ynpasaeHus
vlan.

BbIK/MOYUTL reHepaumio OTNAZ0UHbIX COOBLEHWNI yrnpaBaeHus
vlan.

debug vlan data

no debug vlan data

BKAOUNTL reHepaumio OTNaA04YHbIX COoobLeHnt obmeHa AaH-
HbImMM vlan.

BbIK/OUMTL reHepaLmio OTNa404HbIX COobLeHNn obmeHa aaH-
HbIMM vlan.

debug vlan dump

no debug vlan dump

BK/IIOUYMTb reHepaumio 0TAaf04HbIX CO0bLLEHMI 3axBaTa NakeTos
vlan.

BbIKNHOUYMTL FreHepaumio 0TAaA0uHbIX COOBLLIEHNI 3axBaTa Nake-
ToB vlan.

debug vlan failall

no debug vlan failall

BKNOUMTL reHepaumio OTNafouHbIX CoobuweHnint 06 owmnbkax
vlan.

BbIKNOUMTL FeHepaumio OTAaf0uHbIX coobueHni 06 owmnbKax
vlan.
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debug vlan fwd

no debug vian fwd

BKAOUNTD reHepaLmio OTNag0uHbIX COOBLLeHMIA Nnepeaaqn Tpa-
duka vlan.

BbIK/IIOUNTL reHepaLmio OTIa04HbIX COObLLEeHMI Nepeaaym Tpa-
duka vlan.

debug vlan global

no debug vlan global

BK/IIOUNTb FrEHEpaLMIo OTNIa04HbIX COODbLEHUI rnobanbHO no
moaynto vlan

BbIK/NIOUNTL TeHepaLmio 0TAaA04uHbIX cOobLeHni robanbHO No
moaynto vlian

debug vlan initshut

no debug vlan initshut

BKNHOUNTB reHepaumio OTNaf0uHbIX COOBLLEHMI U3MEHEHUA CO-
cToAHMA moayAns vian.

BbIKNHOUYNTb reHepaLmio OTIaA0UHbIX COOBLEHMI U3MEHEHUA CO-
cToAHMA moayns vlan.

debug vlan mgmt

no debug vlan mgmt

BKNOYMTL reHepauuio OTNAfO0YHbIX COOBLLEHWUIA ynpaBaeHUs
vlan.

BbIKNOUNTL reHepaLMilo OTNAA0YHbIX COOBLLEHUI ynpaBaeHus
vlan.

debug vlan os

no debug vlan os

BKIOUMTbL reHepaLmio OTNad0uHbIX COOBLEHUI AnA pecypcos
moayna vlan, kpome bydepos.

BbIK/IIOYNTL FreHepaumio 0TNaf0UHbIX COOBLLEHNI ana pecypcoB
moayns vlan, kpome 6ydepos.

debug vlan priority

no debug vlan priority

BK/OUYNTb reHepauuio OT/1af0uHbIX COOBLWEHUI MPUOPUTETOB
vlan.

BbIKNIOYNTL reHepauuio 0T/Iaf04YHbIX COOBLLEHMIA NPUOPUTETOB
vlan.

debug vlan redundancy

no debug vlan redundancy

BKNIOUMTDL reHepaumio OTNaA04HbIX COOBLWEHUI U3ObITOYHOCTU
vlan.

BbIK/IHOUNTb reHepaLmio 0TAaf404YHbIX COOBLLEHMIA M3ObLITOYHOCTU
vlan.

debug garp

no debug garp

-/BbIK/IIOYEHO

BkaounTb oTnagky npotokona GARP.

BbikntounTb oTnaaky npotokona GARP.

4.30.3 OmnadkKa Ethernet-oam

KomaHOowb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 226 — KomaHgb! pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
0 yMmon4YaHuro

Aelicmeue

debug ethernet-oam all

no debug ethernet-oam all

BK/IlOUMTb reHepaumio BCex OT1Iaf04HbIX COOGLLI,eHVIVI eoam.

BbikntounTb reHepauuto Bcex 0Tnag0o4HbIX COO6LLI,eHl417I eoam.

debug ethernet-oam buffer

no debug ethernet-oam buffer

BKAtouMTb reHepaumto coobuweHnii bydepos eoam.

BbIKNOUNTbL reHepaumto coobueHmnit bydepos eoam.

debug ethernet-oam config

no debug ethernet-oam config

BKOUMTL reHepaLuio coobLLeHUit KoHUrypaumum eoam.

BbIKNOUMTL reHepaLuio coobLieHnit KoHduUrypaumm eoam.

debug ethernet-oam ctrl

no debug ethernet-oam ctrl

BKHOYNTL reHepaumio coobLLeHui ynpasaeHms eoam.

BbikntounTb reHepauuto COO6LI.I,eHMl\/'I ynpasaeHnAa eoam.

debug ethernet-oam discovery

no debug ethernet-oam
discovery

BKOYNTL reHepaumio coobuieHmnii npouecca obHapyXeHus co-
cepent eoam.

BbIKNOUNTB reHepauuio coobLLeHn npoLecca 06HapyKeHns co-
cepen eoam.

debug ethernet-oam failure

no debug ethernet-oam failure

BKAOUMTb reHepauuto coobuweHuii olwmbok eoam.

BbIK/IIOYNTb reHepaLmio coobLeHnit OlWnBoK eoam.
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debug ethernet-oam func-
entry

no debug ethernet-oam func-
entry

BK/ItOUMTL reHepaLmio coobLieHnit BXoaa B GyHKLMM eoam.

BbIK/OYNTb reHepaLmio coobLLeHni BXo4a B GYHKLMKM eoam.

debug ethernet-oam func-exit

no debug ethernet-oam func-
exit

BKOUYNTL reHepaumio coobueHmnit Bbixoaa u3 GyHKLMI eoam.

BbIKNOUNTb reHepaumio coobLLeHUI BbIXxoaa U3 GYHKLMIA eoam.

debug ethernet-oam init

no debug ethernet-oam init

BK/IIOUMTL FreHepaLmio COOBLEHN U3MEHEHWNA COCTOAHUA MO-
ayns eoam.

BbIKNHOUYNTL reHepaumio COObLLEHN U3MEHEHMA COCTOAHUA MO-
ayna eoam.

debug ethernet-oam Im

no debug ethernet-oam Im

BKAtoUNTL reHepaumio coobuieHnit link-monitor eoam.

BbIKNOUMTb reHepaumio coobuieHuit link-monitor eoam.

debug ethernet-oam loopback

no debug ethernet-oam
loopback

BKAtounTb reHepaumio coobuieHunin remote-loopback eoam.

BbIKNOUNTb reHepaumio coobuieHunii remote-loopback eoam.

debug ethernet-oam mux-
parser

no debug ethernet-oam mux-
parser

BK/I1OUMTL reHepaumio coobLLLeHMI COCTOAHUI muXx-parser eoam.

BbIKNOUMTb TEHEpaLMto COODOLEHUN COCTOAHUIA Mmux-parser
eoam.

debug ethernet-oam pkt

no debug ethernet-oam pkt

BKAtounTb reHepaumto coobueHnin AnA nakeTa eoam.

BbIK/MOYMTbL reHepaLmio CoobLLeHnit 419 NakeTa eoam.

debug ethernet-oam
redundancy

no debug ethernet-oam
redundancy

BKNtOUUTL reHepaumto coobueHnin M36bITOYHOCTM eoam.

BbIKNOUNTb reHepaunio coobLLeHn N36bITOYHOCTU eoam.

debug ethernet-oam resource

no debug ethernet-oam
resource

BKNOUMTL reHepaLmto coobLLEHMI ANA PecypcoB eoam, Kpome
bydepos.

BbIKNOUNTb reHepaLmio CoobLLEHMI ANs pecypcoB eoam, Kpome
bydepos.

debug ethernet-oam rfi

no debug ethernet-oam rfi

BKkAtounTb reHepaunto cooblueHui yaaneHHoro obHapyXeHus
aBapuit eoam.

BbIK/NOYMTL reHepaLuio COObLLEeHNI YaAaNEeHHOro 0BHapYKeHMs
aBapuit eoam.

debug ethernet-oam var-
reqresp

no debug ethernet-oam var-
reqresp

BK/IlOUMTL reHepaLumio CoobLeHNin Aaa 3HaYeHUn 3anpocoB-0T-
BETOB eoam.

BbIKNOUNTL reHepaL Mo CoOObLEHNIN ANA 3HAYEHWUI 3aMPOCOB-0T-
BETOB eoam.

4.30.4 MypHanuposaHue omaaodo4YHbix coobweHuli

C nomowpo JaHHOro 6210Ka KOMaH4, HaCTpanBalOTCA MapaMeTpbl BeaeHNA XypHa/sia OT/1IadKuN B

cncreme.

HasBaHue ypHana coaepKuT B cebe aaty ero co3gaHus Ha flash.

KomaHObI pexcuma enobanbHol KOHpuU2ypayuu

Buza 3anpoca KoMaHZAHOW CTPOKM peXxmnma rnobanbHoM KoHPUrypaumu:

console (config) #
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Tabnuua 227 — KomaHabl pexmma rnobanbHom KoHpurypaumm

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHda

Aeiicmeue

debug-logging { console | file
| buffered-file}

no debug-logging

MepeHanpasuTb BbIBOA, OTN3L0YHbIX COOBLLEHMI B KOHKpETHoe
pacnosioxeHwue.

console — B TepMWHan KoHcoNu;

file — B oTaenbHbIN dain Ha flash;

buffered-file — B oTaenbHbIN 6ydep, npu uciepnaHum pecypca by-
depa — B dpaitn Ha flash.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

debug-logging log-path
{flash_url} flash:/LogDir/Debug/
no debug-logging log-path

YCTaHOBWTb pacnosioxKeHue ¢aiina, B KOTOPbIM 3anucbiBatoTca de-
bug-coobueHus.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

’ ‘ UHbopmauma o debug-logging log-path xpaHutca 8 ¢paitne nvram. [ina Bo3Bpata AUPEKTO-
e puu no ymonyaHuio Tpebyetca ucnonb3osatb KomaHay no debug-logging log-path nan

delete startup.

’ ‘ Mpu ucnonb3zosaHum KomaHgbl clear logs debug file ctupaeTca Bce coaeprkumoe guUpeKTo-
H puun, B KOTOpOI HaxopAaTca ¢aitnbl }KypHanoB. PeKomeHAyeTca UCNONb30BaTb OTAE/NbHYIO
ONPEKTOPUIO NN AUPEKTOPUIO MO YMONUYAHUIO AN1A XPAHEHUA }KYPHAN0B BO M3bexaHue no-

Tepu KOHPUrypaLoHHbIX ¢paiinos.

’ ‘ Bo3mo)XHa coBmecTHaa pabota KomaHpg debug-logging console u debug-logging {file |
-

buffered-file}

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 228 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

clear logs debug file

OuncTUTb cogepnmoe gupexktopun ¢ debug-dannamu.

4.30.5 KomaHOblI 0518 omaadku pyHKYuli ynpasneHus

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 229 — KomaHgb! pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

debug radius {all | errors |
events | packets | responses |
timers} -/BbIKAIOYEHO

no debug radius

BKOUUTb reHepaumio 0TN1ag0uHbIX cOObLLeHMIn Ans NPoToKoAa
RADIUS.

BbIK/IOUNTL reHepaLLMio 0TaA04HbIX COOBLLEHMI A8 NPOTOKONA
RADIUS.

debug tacacs {all | dumprx |

. -/BbIKNOYEHO
dumptx | errors | info} /

BKOUNTL reHepaumio OTNaf40uHbIX COOBLLEeHMI Ana NPOTOKoNA
TACACS.
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no debug tacacs

BbIK/NOUUTb reHepaLuio 0TAaA04HbIX COOBLLEHMI A1A NPOTOKOA
TACACS.

debug ssh {all | duffer | ctrl |
data | dump | mgmt| resource
| server | shut}

no debug ssh {all | duffer | ctrl
| data | dump | mgmt |
resource | server | shut}

-/BbIKNOYEHO

BKNOUMTL reHepaLmio oTNaA0uHbIX coobuweHnin ana SSH.

BbIKNOUYMTb reHepaLmio 0T1af04YHbIX CoobLeHni gns SSH.

debug terminal take

no debug terminal take

-/BbIKNOYEHO

BK/OYUMTb  BbIBOA, OTNAJ0YHbIX COOBLIEHUIA B  TeKylein
SSH-/Telnet-ceccun.
BbIKNIOUMTb  BbIBOA OT/NafO4HbIX COOBLEHWI B  TeKyliei

SSH-/Telnet-ceccun.

4.30.6 KomaHObI 0n5 omnadKku npomokona DHCP

KomaHgabl faHHOro 6710Ka BKAOYAKOT oTc/exunsaHme moaynsa DHCP.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabaunuya 230 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug ip dhcp snooping {all |
critical | entry | exit | debug |
fail}

no debug ip dhcp snooping {all
| critical | entry | exit | debug
| fail}

-/BbIK/IIOYEHO

BKkAtounTb reHepaumto coobuwieHunit otnagku ¢yHKuum DHCP
Snooping.

BbIKNtOUMTL reHepaumio coobuieHuii otnagku ¢yHkumm DHCP
Snooping.

debug ip dhcp client all

no debug ip dhcp client all

-/BbIKNIOYEHO

BKAtOUNTL reHepaumio Bcex coobLeHnit othagku dyHkumm DHCP
client.

BbIKNOUMTL reHepauuio BCeX COOBLWEHUM OTAaaKM YyHKUUM
DHCP client.

debug ip dhcp client {bind |
errors | event | packets}

no debug ip dhcp client {bind |
errors | event | packets}

-/BbIK/IIOYEHO

BKNOUUTL reHepauuto BbI6OPOUYHbIX COOBLEHNI OTNaaKM YHK-
umm DHCP client.

BbIKNtOUMTb reHepauuio BbIOOPOYHbIX COOBLLIEHMI OTNAAKM
¢dyHKumm DHCP client.

debug ip dhcp relay {all |
errors}

no debug ip dhcp relay {all |
errors}

-/BbIKNIOYEHO

BKAtoUNTL reHepaumio cooblieHnii otnagkm ¢dyHkuum DHCP re-
lay:

- all — Bce oTnagoyHble coobUleHUs;

- errors — 0TN1af04Hble COObLWEeHUA NPU OLWMBKaX.

BbIKNOUNTb reHepaunio coobueHuii otnaaku pyHkumm DHCP re-
lay.

debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

no debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

-/BbIK/IOYEHO

BKNtOUNTL reHepaunto BbIBOPOYHbIX COOBLLEHNI OTAAAKMN DYHK-
unm DHCP server.

BbIKNOUUTL reHepaLuio BbIBOPOYHbLIX COOBLLEHUI OTNALKM
¢dyHKummn DHCP server.

debug show ip dhcp np
interfaces

MokaszaTb KoHOUrypaumo GYHKUMKU KOHTPOIA NpoTokosia DHCP.
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4.30.7 Omaadka ¢pyHkyuu PPPoE-IA

KomaHOowb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 231 — KomaHabl pexkmma EXEC

KomaHoa

3HavyeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug pppoe intermediate-
agent all

no debug pppoe intermediate-
agent

BK/OYMTB reHepaumio Bcex OTIaA04HbIX coobLieHnin PPPoE-IA.

BbIKNOUNTL reHepaLmio BCeX OTIaf04HbIX co0bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent entry

no debug pppoe intermediate-
agent

BKAHOUMTL reHepaL Mo OTIaA04HbIX COObLEHNI 0 BXoae B QYHK-
unm PPPOE-IA.

BbIK/NOUNTL reHepaLmio BCeX OTIaf04HbIX co0bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent exit

no debug pppoe intermediate-
agent

BKAOUNTbL FeHepauutio OTNaZ0YHbIX COOBLEHUI O Bbixoge U3
dyHKumMin PPPOE-IA.

BbIK/NOUNTL reHepaLLmio BCeX OTNaf04HbIX CO0bLeHn PPPOE-IA.

debug pppoe intermediate-
agent fail

no debug pppoe intermediate-
agent

BKNOUMTbL reHepaumio OT/NagouYHbIX coobueHnint 06 owmnbkax
PPPoOE-IA.

BbIK/OUNTb reHepaLmio BCeX OT/1af04HbIX co0bLeHnit PPPOE-IA.

debug pppoe intermediate-
agent pkt

no debug pppoe intermediate-
agent

BKAlOUMTb reHepauMio OTNafO04HbIX COObBLWEeHWM O nakeTtax
PPPoOE-IA.

BbIKNOUNTL reHepaLmio BCex 0TAag04HbIX coobuweHnin PPPOE-IA.

4.30.8 Omnadka pyHKyuu DCS

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 232 — KomaHgb! pexkuma EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
no ymMmoa4YaHuro
debug dcs all BKOYNTL reHepaumio Bcex 0T1aA04HbIX coobLeHnit dcs.
no debug dcs i BbIKNHOUYNTL reHepaLmio BCex 0TAaf04HbIX cO0bLweHM dcs.
debug dcs entry BKOUMTb reHepaumio OTIaA04HbIX COObLEeHNI 0 BXoae B QyHK-
- umm dcs.
no debug dcs BbIKNHOUNTL reHepaL Mo BCex 0TAaf04HbIX CO0bLweHuM dcs.
debug dcs exit BKNIOUMTbL reHepauuto OTNaZouYHbIX COObLLEHMI O Bbixoge M3
- dyHKLMIA dcs.
no debug dcs BbIKNHOUYNTL reHepaL Mo BCex 0TAaf04HbIX CO0bLweHM dcs.
debug dcs fail BKNHOUMTB reHepaLmio 0T1a404HbIX coobeHuin 06 owmnbKax dcs.
no debug dcs i BbIKNOUYNTL reHepaL Mo BCex 0TNaf04HbIX CO0bLweHmM dcs.
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4.30.9 Omnadka pyHkyulii QoS

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 233 — KomaHabl pexkmma EXEC

no debug gos ctrl

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymon4aHuro
debug qos buffer BKNOUUTL reHepauuio OTAafouHbIX cooblieHuii ana bydepos
QoS.
no debug qos buffer i BbIKNtOUMTb reHepauuto OTNaA04HbIX cooblieHui ana bydepos
QosS.
debug qos ctrl BKNOUMTL reHepauuio 0T/1ag04uHbIX COOBLEHNI AN ynpaBieHns

QosS.

BbIKNOUYUTb reHepaunio OTAaf04uHbIX COObLEHUI Ans ynpase-
Hua QoS.

debug qos dump

no debug qos dump

BK/IIOUMTL reHepaLLmio 0T1aL04HbIX CO0bLLEeHMI No nakeTam QoS.

BbIkntounTb reHepauuto OT/1ag04HbIX COO6LLI,eHl/Il71 MO NaKeTam
QosS.

debug qos failall

no debug qos failall

BKAOUMUTL reHepauuio OTNaf04YHbIX COOBLLIEHMI MO owKnbKam
QosS.

BbIKNtOUMTb reHepaLmio OTNAA04HbIX COOOLEHMI NO OWnbKam
QosS.

debug qos init-shut

no debug qos init-shut

BKNOUMTL reHepaumio OTNaA04HbIX COOBLWEHUI NO U3MEHEHUIO
cocToaHma moaynsa QoS.

BbIKNOYUNTL reHepaLLMio OTN3A04HbIX COOBLLEHNI MO USMEHEHUIO
cocrosaHma moayna QoS.

debug gos mgmt

no debug qos mgmt

BKNtOUNTL reHepaLLmio OTNaA04HbIX COOBLLEHUIA ANA ynpaBieHnn
QosS.

BbIKNOUMTb reHepaLnio OTNaL04uHbIX COObLEeHUI ans ynpase-
Hua QoS.

debug gos os

no debug qos os

BKNIOUUTL reHepauuio OTNaA0uHbIX COObLEeHUI ana pecypcos
QoS, kpome bydepos.

BbIKNOUNTb reHepaLmio OTIaA04HbIX COODOLWEHUN ANA pecypcos
QoS, kpome bydepos.

debug show gqos meters

OT06pa3nTb UHGOPMALMIO O KOJIMYECTBE BblAE/IEHHbIX U CBOOOA-
Hbix QOS Meters.

4.30.10 KomaHOblI 018 omaadku npomokoaa SNTP

KomaHgbl gaHHOro 6/10Ka N03BOIAKOT CHUMATb AOMNONTHUTENbHYIO ANArHOCTUYECKYHO MHd)OpMaLI,M roana npo-

ToKkona SNTP.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnnua 234 — KomaHapl pexxuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
o ymon4aHuio

Aeiicmeue

debugsntp {all | all-fail | buff |
control | data-path | init-shut
| mgmt| resource}

-/BblKNIOYEHO

BKtOUYNTL reHepaumio OTNaL0uHbIX coobleHna 610Kka SNTP.
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no debugsntp {all | all-fail |
buff | control | data-path |
init-shut | mgmt| resource}

BbIKNHOUYNTL reHepaLmio OT1aA04HbIX coobLeHna 6aoka SNTP.

4.30.11 KomaHObI 019 omaadku npomokona STP

KomaHabl gaHHOro 6/10Ka NO3BOJIAKT CHUMATb AONO/THUTENIbHYIO ANArHOCTUYECKYIO VIHd)OpMaLI,VIIO ana

npoTtokona STP.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanuya 235 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug spanning-tree global

no debug spanning-tree global

-/BbIK/IIOYEHO

BKNOUMTD reHepaumto oTaaf0uHbIX COObLEHMI AN NPOTOKOA
STP rno6anbHo.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

debug spanning-tree all

no debug spanning-tree all

-/BbIK/OYEHO

BKNHOUMTL reHepaL Mo BCex OT1af04UHbIX COOOLLEHMI Ans NpoTo-
Kona STP.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

debug spanning-tree errors

no debug spanning-tree errors

-/BbIK/OYEHO

BKNOUMTL reHepauuio coobLLeHnit oTnagKkM ana npotokona STP
018 AUArHOCTUKM OWKBOK.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

debug spanning-tree init-shut

no debug spanning-tree init-
shut

-/BbIK/IIOYEHO

BKNOUMTL reHepauuio cooblLeHnit oTaagkM ana npoTtokona STP
Ana init u shutdown. 3Ta TpaccupoBKa reHepupyeTca Npu Heyaau-
HOM UAN YCNELWHOW MHULMAAN3aLUMM UAW 3aKpbITUKM moayna STP.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

debug spanning-tree
management

no debug spanning-tree
management

-/BbIK/IIOYEHO

BKAOUYUTDL reHepaumio COOBLWEHNI OTNAAKM NpU ynpaBaeHUn
npoTokonom STP. OTnagouHble COOBLEHUA TeHEPUPYIOTCA KaxK-
bl pas, Koraa Bbl HAaCTpamBaeTe Kakne-nmbo dyHkumm STP.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug spanning-tree memory

no debug spanning-tree
memory

-/BbIKOYEHO

BK/AOYUTbL FreHepaumio OTNPaBKM OTAAL0UHbIX COOBLEHUI npu
Hey4auyHOM U1 ycreLwHoMm BblaeneHnn namaTtv ana STP-npouecca.

YCTaHOBUTb 3HaYeHME N0 YMOIHAHMUIO.

debug spanning-tree bpdu

no debug spanning-tree bpdu

-/BbIK/IIOYEHO

BKAOYUTL reHepaumto coobLeHnit oTnaaku aAna npotokona STP
npv HeyAa4YHOM M yCrelwHom npuveme, nepegade n obpabotke
naketos BPDU.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

debug spanning-tree events

no debug spanning-tree events

-/BbIKAOYEHO

BKAOUMTL reHepaL Mo coobLweHuin oTAagKu ans cobbITUiA KOHPU-
rypauum npotokona STP. CoobuieHna reHepupytoTca npu
HacTpoWke GpyHKumii STP.

YCTaHOBUTb 3HaYeHMEe N0 YMONHYAHWUIO.

debug spanning-tree timers

no debug spanning-tree timers

-/BbIK/AOYEHO

BKkAOUKUTL reHepauuio coobLeHWUA OTNafKM MPU HeyaauHOM,
yCnewHoM 3anycke, Npy OCTaHOBKE MUK Mepe3anycke TaiMepos
npoTtokona STP.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine }

-/BbIK/IIOYEHO

BKOUNTD reHepaLmio coobLieHnl 0TAaAKM ANA NOPTOB, 3a4ei-
CTBOBAHHbIX B NOCTpoeHun aepesa STP.
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no debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine|
pseudolnfo-state-machine}

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.

debug spanning-tree
redundancy

no debug spanning-tree
redundancy

-/BbIKNOYEHO

BK/IlOUMTL reHepaumio coobLieHnii OTNaLKM B Pe3epBHOM y3ne
STP npw BbINONHEHUW PE3EePBHOMO KOMMPOBaHUA MHOOPMALUM O
KOHOUrypauum oT akTUBHOTO y3/1a.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

debug spanning-tree sem-
variables

no debug spanning-tree

-/BbIK/IOYEHO

BKAtOUNTL reHepaumio coobuieHuii oTnaakv ana npotokona STP
npv HeyAa4YHOM M YCNEeWwHOM CO34aHUM U yaaneHve cemadopa.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

debug show spanning-tree
port-state { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port}

OT06pasnTb STP-COCTOAHMA MOpPTa BO BCEX CYLLECTBYHOLMX WH-
CTaHcax.

debug show spanning-tree
vlan-mapping [instance]

instance: (0..63)

OT1ob6pasnTtb mannuHr VLAN no nHcTaHcam. Ecam yKkasaH onumo-
Ha/IbHbIM NapameTp instance, TO BbIBOAUTCA MAMMUHT TOJIbKO AN
3TOro MHCTaHca.

debug spanning-tree bridge-
detection-state-machine

-/BbIKNOYEHO

BK/IOUMTb OTIaflOYHbIE COOBLLEHNA A1 MeXaHM3Ma 0BHapyKe-
HUA cocepen.

debug spanning-tree topology-
change-state-machine

-/BbIK/IIOYEHO

BKIOUMTL OTNAZ0UHbIE COOBLLEHNS ANA MexaHn3ma obHapyke-
HUA U3MEHEHWIA TOMNO/IOTUK.

4.30.12 KomaHObI 018 omaadku npomokona LLDP

KomaHgbl gaHHOro 6210Ka NO3BONAOT CHMUMATb AONONTHUTENIbHYKO ONArHOCTUYECKYHO VIHd)OpMaLl,VIlO

Ana npotokona LLDP.

KomaHOowbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#

Tabnunua 236 — KomaHabl pexkmma EXEC

KomaHoa

3HavyeHue/3HayeHue
o ymon4aHuio

Aelicmeue

debug lidp all

no debug lidp all

-/BbIK/IOYEHO

BKNtOUNTL reHepaLmio BCcex 0TNaf0uHbIX CO0bLeHMi gaa npoTo-
Kona LLDP.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHaHUIO.

debug lidp all-fail

no debug lldp all-fail

-/BbIK/IOYEHO

BKAtOUNTL reHepaumio coobLLeHnii 0TaaaKku ans npotokona LLDP
ANA AMArHOCTUKM OLUIMGOK.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

206

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES34xx, MES37xx




HELTEX

debug lldp {buf | critical | ctrl
| data-path | init-shut | mgmt
| pkt-dump | redundancy |
resourve}

no debug lidp {buf | critical |
ctrl | data-path | init-shut |
mgmt. | pkt-dump |
redundancy | resourve}

-/BbIK/IIOYEHO

BKNOYNTL TeHepaumio BblGOPOYHbIX OTNAL0YHbIX COOBLLEHMI
npotokona LLDP.

- buf — oThagouHble coobleHUs, cBsA3aHHble ¢ bydepom LLDP;

- critical — oTnago4Hble COOBLLEHNA KPUTUUECKOTO YPOBHS;

- ctrl — oTnapouHble coobleHnn npu cboe Npu UIMeHeHUU Uam
nony4yeHunn 3anucei LLDP;

- data-path — oTnagouHble coobuieHus, Kacatolwmecs nyT1 nepe-
[3a4n Uav nosyyeHus 3anucen LLDP;

- init-shut — oThago4Hble coobLeHMA NpY HeyAa4YHOW HULMANK-
3auuMmn 1 BblKIOYeHUM moayna LLDP;

- mgmt — oTnafouYHble cooblieHua npu cboe B KoHbUTypauum
nobow u3 dyHkumit LLDP;

- pkt-dump — oTraf0uHbIE COOBLLEHNA ANA TPACCUPOBKU AaMNOB
NaKeTos.;

- resource — OT/1aZl04Hble cO0bLWEeHNs, CBA3AHHbIE C pecypcamm
OC. 3Ta TpaccMpoBKa reHepupyeTca npu cboe B ouepeanax coob-
LWEHN.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug lidp tlvall

no debug lidp tlv all

-/BbIK/IIOYEHO

leHepunpoBaTb OTNaA04YHbIE COObLEHNs gna Bcex TLV-onuuii.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

debug lidp tlv {chassis-id |
inventory-management | lag |
mac-phy | max-frame | med-
capability | mgmt-addr |
mgmt-vid | network-policy |
port-vlan | ppvlan | proto-id |
pwr-mdi | sys-capab | sys-
descr | sys-name | ttl | vid-
digest | vlan-name}

no debug lidp tlv

-/BbIK/IIOYEHO

leHepupoBaTb OTNAL04HbIE COODLLEHUA ANA BbIBOPOYHBIX PYHK-
umi TLV-onuui.

YCTaHOBWUTb 3HAYeHMe No YMONYaHUIO.

4.30.13 KomaHObI 018 omaadku ¢pyHkyuu IGMP Snooping

KomaHabl faHHoro 6/10Ka No3BOIAKT CHUMATb AOMOAHUTENbHYIO AMArHOCTUYECKYH0 MHPOPMALMIO

Ana npotokona IGMP.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 237 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
o ymon4arHuro

Aelicmeue

debug ip igmp snooping all

no debug ip igmp snooping all

-/BbIKOYEHO

BKIOUNTB reHepaLmio Bcex OTNaA0UHbIX COOBLWeHNI Ana GyHK-
umn IGMP Snooping.

YCTaHOBUTb 3HaYeHMEe N0 YMONHYAHWUIO.

debug ip igmp snooping {entry
| exit}

no debug ip igmp snooping
{entry | exit}

-/BbIK/IIOYEHO

BKAOYUTL reHepauumio OTNafo4YHbIX COOBLLEHU AnAa AmarHo-
CTUKM BX0Aa-Bbixoaa B pyHKumMto IGMP Snooping.

YCTaHOBUTbL 3HaYeHue no YMON4YaHUIO.

debug ip igmp snooping fwd

no debug ip igmp snooping
fwd

-/BbIK/IIOYEHO

BKOUUTB reHepaLmio 0T1aA404HbIX COOOLWEHNI B cnyyae nepec-
CblIKK 6a3bl gaHHbIX IGMP.

YCTaHOBUTb 3Ha4YeHME NO YMOIYAHMUIO.
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debug ip igmp snooping grp

no debug ip igmp snooping grp

-/BbIKNOYEHO

BK/IIOUNTL reHepaLmio 0T1aA04HbIX COOBLLEHMIA, B Cyyae 3aaen-
cTBOBaHMA MHPopmaumm o IGMP-rpynnax.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHUIO.

debug ip igmp snooping init

no debug ip igmp snooping init

-/BbIKIOYEHO

BK/IlOUMTL reHepaumio coobLieHnsa no cobbiTUAM MHULMaNU3a-
umu u shutdown, nHpopmauma 3aHocuTca B dpain.

YCTaHOBWUTb 3HAYeHUE NO YMO/THaHUIO.

debug ip igmp snooping {mgmt
| redundancy | resourses|
vlan | src}

no debug ip igmp snooping
mgmt

-/BbIKNOYEHO

BKAtOUNTL reHepauuto BbIGOPOYHbIX OTNALO0YHbIX COODLLEHWI
ana eyHkuum IGMP Snooping.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

debug ip igmp snooping pkt

no debug ip igmp snooping pkt

-/BbIKOYEHO

BKNOUNTL reHepauuio OT1aA04HbIX COOBLLEHNI NPU BO3HUKHO-
BEHUM OWINBKM Npu Nnepegaye uam npueme naketos IGMP.

YCTaHOBUTb 3HAYeHUE NO YMO/THaHUIO.

debug ip igmp snooping qry

no debug ip igmp snooping qry

-/BbIKNIOYEHO

BKntounTb reHepaumio NakeToB NpW OTNPaABKE UAN MOAYYEHUU
query-naketos IGMP.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping tmr

no debug ip igmp snooping tmr

-/BbIKNOYEHO

BKAtOUNTL reHepaLmio NaKeToOB B TexX C/ly4anx, KOraa 3afencTso-
BaHbl Tamepbl.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping trace
{all | data-path | ctrl-path | Rx
| Tx}

no debug ip igmp snooping
trace {all | data-path | ctrl-
path | Rx | Tx}

-/BbIKNOYEHO

BKNOUMUTL reHepaumio OTNAAO0YHbIX COODOLWEHUMIA Ana AnarHo-
CTUKM TPACCUPOBOK, CBA3AHHbIX C NPOTOKONOM IGMP.

- all — BKAOUNTL reHepaLMio BCeX OT/Ia404HbIX COOBLLEHNI;

- RX — BK/IOUYUTb reHepaLmio OT1Ia404HbIX COOBLWEHNIN AN Tpac-
CUPOBKM NPUHMMAEMbIX MAKETOB;

- TX — BK/IOUYUTL FreHepaLmio OT1aA04HbIX COObLLEeHUIA ana Tpac-
CUPOBKM NepesaBaeMblX NAKETOB;

- ctrl-path — BK/1lOYNTL reHepauuio OTNaA0UHbIX COOBLLEHWI NpK
NPOXOXKAEHUM KOHTPONbHOM yrnpasasatowen MHGopmaumm;

- data-path — BKNOUUTL reHepaLMio OTNaZL0YHbIX COODLLEHNN
NPy NPOXOXKAEHUN MYNbTUKACT-TpadUKa.

YCTaHOBUTb 3HAYEHME MO YMONYAHMUIO.

4.30.14 Omaadka 0ns port-channel

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnunua 238 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug lacp all

no debug lacp all

BK/OUNTL reHepaumio Bcex 0T1aA04HbIX cooblieHnina ansa LACP.

BbIK/MIOYNTL reHepaLmio BCeX OTIaf04uHbIX coobueHninsa ansa LACP.

debug lacp buffer

no debug lacp buffer

BK/OUUTL reHepaumio oTaagouHbIX coobeHuii no bydepam LACP.

BbIK/MIIOYUNTL TFeHepaumio OT/Naf04HbIX coobuweHun no bydepam
LACP.

debug lacp data

no debug lacp data

BK/OYNTB reHepaLmio 0T1aA04HbIX CO0bLLEHMIT 0bMeHa AaHHbIMM
LACP.

BbIKNOYNTL FeHepaunto OTNAaA0YHbIX COObWeEeHUI obmeHa AaH-
HbiMmu LACP.

debug lacp events

no debug lacp events

BKAOUMTL reHepaumio OT/Naf40uYHbIX COOBLEHUI Mo CcOBbITUAM
LACP.

BbIK/IOYNTL FeHEepaLuMio OTNaA04YHbIX COOBLLEHNA no cobbiTuam
LACP.
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debug lacp failall

no debug lacp failall

BKtOUNTL reHepaLmio 0T1aA04HbIX CO0bLeHn No owmnbkam LACP.

BbIKNOYMTL FeHepauuio OTNafo4YHbIX COOBLWEHMI MO OWKnBKam
LACP.

debug lacp init-shutdown

no debug lacp init-shutdown

BKNOUUTL reHepaLmio 0T1a404HbIX COOOLLEHNI M3MEHEHMA COCTO-
aHunAa LACP.

BbIKNOUMTb reHepaumio OTNaZ04uYHbIX COODOLEHNI U3MEHEHUA CO-
cTtoAaHuAa LACP.

debug lacp mgmt

no debug lacp mgmt

BK/IIOUMTb reHepaLmio OTN1a404HbIX COOBLEHWNIA NO YNPaBAAIOLMM
coobueHuam LACP.

BbIK/IOUMTL FeHepaumio OTNaA0uHbIX COObLLIeHMI MO ynpaBasto-
wmm coobuweHmnam LACP.

debug lacp os

no debug lacp os

BKNOUMTL reHepaumio 0T1ag04uHbIX coobuweHnin no pecypcam LACP,
nckaoyan bydepbl.

BbIK/NIOUMTL TeHepauuio OTNafL04YHbIX COOBLEHMIt Mo pecypcam
LACP, nckntouas byoepbl.

debug lacp packet

no debug lacp packet

BKNOUMTL reHepaL Mo oTNaA04HbIX coobweHnin no naketam LACP.

BbIKNIOUMTL reHepauuio OTNaf04HbIX COOBLEHW Mo nakeTam
LACP.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanuya 239 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug etherchannel all

no debug etherchannel all

BKNOUUTL reHepaLmio BCex OTNIaA04HbIX coobuweHnin ana LAG.

BbIKNOUMTb reHepaLmio BCeX OTNaL04HbIX CO0bLeHnI ana LAG.

debug etherchannel detail

no debug etherchannel detail

BK/IOUMTL reHepaumio NoapobHbIX OTAAL0UHbIX COOBLEHNI ann
LAG.

BbIK/OYMTb reHepaLmio NoAPOBHbIX OTAAL0UHBIX COOBLLEHMI ann
LAG.

debug etherchannel error

no debug etherchannel error

BKNOUUTL reHepaumto oTAaf0uHbIX coobLeHMii 06 owmnbkax LAG.

BbIKNOUNTb reHepaLmilo OTNaZLOYHbIX COObLeHU 06 owunbKax
LAG.

debug etherchannel event

no debug etherchannel event

BKAtOUNTL reHepaLLmio 0TNaL04HbIX CO0bLLEHUI No cobbiTuAM LAG.

BbIKNOUNTb reHepaLmio OTNALOYHbIX COODOLEHUI No cobbITUAM
LAG.

debug etherchannel idb

no debug etherchannel idb

BK/IIOUMTL reHepaumio 0TNaf04HbIX COOBLLEHMI NO AecKpunTopam
nHTepodeiicos LAG.

BbIK/OUMTL reHepaumio oT1afouHbIX COOBLEHNIA N0 AecKpunTo-
pam nHTepoeiicos LAG.

4.30.15 Omanaodka loopback-detection

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 240 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HaveHue
10 yMOAYAHUIO

Aelicmeue

debug loopback-detection all

BKNHOUMTB reHepaumio BCeX OTNaA04HbIX coobuweHnin LBD.
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no debug loopback-detection
all

BbIKNOUMTb reHepaLmio BCeX OTNaf04HbIX coobLeHuni LBD.

debug loopback-detection
buffer-alloc

no debug loopback-detection
buffer-alloc

BKNOUMTL reHepauuio OTAaf0uHbIX cooblieHuli ana bydepos
LBD.

BbIK/OUNTL reHepaLmio 0TNaf0uHbIX cooblieHuli ana bydepos
LBD.

debug loopback-detection
control

no debug loopback-detection
control

BK/IIOUMTL reHepauMio OTNAfO0YHbIX COOBLEHUI ynpaBieHus
LBD.

BbIK/NOUNTL FEHEpaLMio OTNAZ0UYHbIX COOBLLEHUI yrnpaBieHWs
LBD.

debug loopback-detection pkt-
dump

no debug loopback-detection
pkt-dump

BKAIOUMTL reHepaLuio 0TNaf04HbIX COObLLeHMI 3aXBaTa NaKeToB
LBD.

BbIKNOUNTb reHepaLmio OTNa404HbIX COOBLLIEHMIA 3axBaTa NakKe-
TO8B LBD.

debug loopback-detection pkt-
flow

no debug loopback-detection
pkt-flow

BKNOUMTL reHepauumio OTNaL04HbIX COODOLLEHMI NOTOKOB Tpa-
¢uka LBD.

BbIKNOUMTb reHepaumio 0T1af0uHbIX COObLLEHMI NOTOKOB Tpa-
¢duka LBD.

4.30.16 Omnadka 0aa npomokona SNMP

KomaHOowbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunua 241 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

debug snmp

no debug snmp

BKNOUMTL reHepaLmio BCex OTNaA04HbIX coobuwennin ana SNMP.

BbIKNIOUMTL reHepaumio BCeX OT/IAaf0YHbIX COOBLEeHUA ans
SNMP.

4.30.17 KomaHObI 018 duazHocmuKu napamempos TCAM

KomaHabl faHHOro 610Ka No3BOAIAKT CHUMATb AOMOAHUTE/NbHYHO AMArHOCTUYECKYHO MHPOPMaL Mo

ana TCAM.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 242 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3HayeHue
o ymon4aHuo

Aeiicmeue

debug show tcam

OTo6pa3sunTb nHPopmaumto o TCAM.

debug show tcam domains

OTo6pasunTb MHPopmaumto o sgomeHax TCAM.

debug show tcam block
block_index [all]

OT06pasunTb nHbopmaumio o 610ke TCAM 1 fonycTUMbIe 3aMUCH.
- block_index — ntaekc 6noka TCAM. block_id: (0..11);
- all — nevaTb Bcex 3anucel, BKAOYAA HeJoMyCTUMBbIE.

debug show tcam entry
entry_index

OT106pasunTb MHPopmaumto o 3anucu TCAM 1 ee nonen.
- entry_index — nHaexc 3anucu TCAM; entry_id:(0..1535);

debug show tcam entry
allocated

OT106pa3nTb MHbOPMALMIO O 3ape3epBUPOBAHHBIX U UCNOb30-
BaHHbIX 3anncax TCAM 1 0 nx Bnagenbuax.
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debug show tcam portmask

OTo6pasunTb Tabaunuy macok noptos TCAM.

debug set tcam entry entry_id
field f_type data f_data mask
f_mask

debug unset tcam entry
entry_id field f_type

entry_id: (0..1535);
f_type: (0..114);
f_data: (0..65535);
f_mask: (0..65535)

YKazaTb Tmn nona TCAM.

CTepeTb gaHHble NoAA yKaszaHHoro entry_id.

debug set tcam entry entry_id
enable

BkatounTb paboty 3anmcn TCAM ¢ 3agaHHbIM entry_id.

- entry_id: (0..1535) -

debug set tcam entry entry_id BbIktounTb paboTy 3anmcu TCAM c 3agaHHbIm entry_id.
disable
debug set tcam entry entry_id entry_id: (0..1535) MepemecTnTb yKasaHHyto 3anmcb TCAM B Ha3zHaYeHHYto.
move move {number number}
debug set tcam entry entry_id YcTaHoBUTL AeicTaue drop A/1A NaKeToB, KOTOPblE He MoNanan HK
action drop [ withdraw ] entry._id: (0..1535) nog, ogHo Npasuno.
debug unset tcam entry OTKNOUNUTb AENCTBUE YOANEHUS.
entry_id action drop
debug set tcam entry entry_id MepeHanpaBuTb MaKeTbl, NONagatolimMe NoL NPaBMAO C YKasaH-
action redirect { port_number HbIM entry_id B 3agaHHbIM nopT uam Ha LNY.
| cpu} entry_id: (0..1535)
debug set tcam entry entry_id OTKNOUYNUTL NepeHanpaBieHne NakeTos.
action redirect
debug set tcam entry entry_id [06aBUTb BHYTPEHHWI TEr K NakeTam, nonagatowmm nog TCAM-
action inner-tag assign { vlan- 3anuch € ykasaHHbIM enter_id.
id | shift | shift-from-outer-tag .
| inner-pvid } assigned_val entry_id: (0..1535)
debug unset tcam entry YOanuTb BHYTPEHHUI Ter.
entry_id action inner-tag assign
debug set tcam entry entry_id YCTaHOBUTbL AeNCTBUE BHYTPeHHero Tera GopmatMpoBaHua s
action inner-tag format { none 3anucu TCAM.
| untag | tag | keep } - none — He BbINOJ/IHATb HUKAKoe AeiCTBUE;

- untag — y4anunTb BHYTPEHHWUN Ter;

entry_id: (0..1535) - tag — BCTaBUTb BHYTPEHHUI TeT;

- keep — coxpaHuUTb cogepkMmoe Tera.
debug unset tcam entry Ypanute aelicteune Tera.
entry_id action inner-tag
format
debug set tcam entry entry_id [06aBuUTb BHELIHWI Ter K NakeTam, nonagatowmm nog TCAM-3a-
action outer-tag assign { vlan- MUCb C YKa3aHHbIM enter_id.
id | shift | shift-from-inner-tag
| outer-pvid } assigned_val entry_id: (0..1535)
debug unset tcam entry YAanuTb BHELWHUI Ter ¢ NakeToB C 3af4aHHbIM entry_id 3anucu
entry_id action outer-tag TCAM.
assign
debug set tcam entry entry_id YCTaHOBUTL AeNcTBUE BHeLLHero Tera GpopmaTMpoBaHuUA ANA 3a-
action outer-tag format { none nucm TCAM.
| untag | tag | keep } - none — He BbINOJIHATb HUKAKOe AeincTeue;

- untag — y4anuTb BHELHWUI Ter;

entry_id: (0..1535) - tag — BCTaBMUTb BHELLUHWIA Ter;

- keep — coxpaHuUTb cogepkmMmoe Tera.
debug unset tcam entry Ypanutb aencreue Tera.
entry_id action outer-tag
format
debug set tcam entry entry_id [006aBUTb BHYTPEHHUIN MW BHewWwHMI TPID K yKasaHHOW 3anucu
action {inner-tpid inner-tpid | TCAM.
outer-tpid outer-tpid} entry_id: (0..1535)

debug set tcam entry entry_id
action {inner-tpid | outer-tpid}

Ynanutb BHYTPEHHUA MAn BHewHWMn TPID K yKasaHHOM 3anucu
TCAM
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debug set tcam entry entry_id
action remark { inner-user-pri
| other-user-pri | dscp | ip-
precedence | copy-ipri-to-opri
| copy-opri-to-ipri | keep-
inner-pri | keep-outer-pri }
rem_val

debug set tcam entry entry_id
action remark

entry_id: (0..1535)

HactpouTb nepesanucb napameTpos QoS A/19 yKasaHHOW 3anucu
TCAM.

- copy-ipri-to-opri — ckonnpoBaTb NPUOPUTET U3 BHYTPEHHETO
Tera BO BHeLUHUN;

- copy-opri-to-ipri — ckonnpoBaTb NPUOPUTET U3 BHELLHEro Tera
BO BHYTPEHHUIA;

- dscp — nepesanucatb none DSCP B 3aronoske IP;

- inner-user-pri — nepe3sanucatb npuoputeT 802.1p BO BHYTpEH-
Hui Ter VLAN;

- ip-precedence — nepesanucatb nose ToS B 3arosioBke IP;

- keep-inner-pri — coxpaHuTb NPMOPUTET BHYTPEHHETO Tera;

- keep-outer-pri — coxpaH1UTb NPMOPUTET BHELLHErO Tera;

- outer-user-pri — nepesanucaTb npuoputeT 802.1p BO BHELLHEM
Tere VLAN.

Ypanutb nepesanucb napameTpos QoS AnA yKa3aHHOW 3anucu
TCAM.

debug show tcam applications

OTo6pa3unTb 06wyto nHpopmaumto o TCAM.

debug show tcam range

OT06pa3nTb TabAnLy CpaBHEHUs AManasoHa.

debug show tcam udb

Moka3saTb Tabanuy Bbibopa none (cmeweHuns UDB).
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DHELTEX

NPUNOXEHUE A. KOHCO/IbHbINA KABE/1b

W@ G| W G

6) () () (9

RJ-45 DB-9

PucyHok A.1 = MoaxntoueHne KOHCOIbHOTO Kabens
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NMPUNOXEHUE b. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnunuya b.1 — NoaaepkmBaemble 3HaveHus EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22EO0 0x8146 0x88a8 0x88cc 0x88e1l 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A Ox884F
Ox22EE 0x885c 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B O0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C O0x883F 0x9c40
0x22F3 0x888d 0x88cb 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOKEHUE B. OYEPEAU ANA NPUHUMAEMOIO HA CPU TPA®UKA

Tabnuua B.1 — PacnpeneneHue odepegen ana npuHumaemoro Ha CPU Tpaduka ana MES1428, MES2428,

MES2408, MES3708P

Cepesuc Homep ouyepedu

DHCP relay, Firewall (yBegomneHue o Hayane aTaku), L2PT,EOAM 1
Port Security (yBegomneHue o NpeBbIEHUN OrPAHUYEHMSA), HE3APErUCTPUPOBAHHDIM 2
mynbTuKacTt(pexkum IP based IGMP/MLD snooping)

DHCP client, DHCPv4/v6 snooping, IPv6 NDP 3
ARP, PPPOE IA 4
EAPOL, IGMP/MLD snooping 5
Tpaduk c MAC DA KommyTaTopa 6
3ape3epBnpoBaHO 7
BPDU,LBD, Slow Protocol(LACP) 8

Tabnuua B.2 — PacnpeaeneHue odepegei ana npuHmumaemoro Ha CPU tpaduka ana MES2424,
MES2424B, MES2424P, MES2448, MES2448B, MES2448P, MES2420-48P, MES2411X, MES3400-24,

MES3400-24F, MES3400-48, MES3710P

Cepsuc Homep ouyepedu
Mpounii Tpaduk 1
Firewall (ysegomneHue o Havane ataku) 2
HesapernuctpuposaHHbIi MynbTuKacT (8 pexxume IP based IGMP/MLD) 7
Port Security (yBeaomneHue o npesbllLEHNN OrpaHNYeHns) 8
DHCP Client/Snooping 12
PPPoE IA Snooping 12
DHCP Server/Relay 15
EAPOL 16
L2 Protocol Tunneling 16
LLDP 18
OAM 20
IPv6 ND Inspection 21
ARP Inspection 22
IGMP/MLD Snooping 24
MNaketbl ¢ MAC DA kommyTaTopa 25
Slow protocols (LACP) 30
BPDU 31
Loopback detection 31
Stacking 32

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES34xx, MES37xx

215



HELTEX

NPUNOMEHUE I. PACLLULM®POBKA CIMUCKA MNMPOLECCOB

HasBaHue OnwucaHue
TMR# YnpasneHue Taimepamu
PKTT Mepuoanyeckas oTnpaBKa NaKeToB (ceiyac He UCNOb3yeTcA, NoaAepPKUBAET TONbKO Heart Beat)
VemT O6paboTka cobbITUiM cTeKa (ceiyac He Cnonb3yeTcs)
SMT SYSLOG
CFA MepBoHayanbHaa 06paboTKa NaKeToB, MOHUTOPUHT COCTOAHMA NOPTOB
IPDB YnpasneHue 6a3oit IP Binding (gns ARP Inspection u IP Source Guard)
L2DS DHCP Snooping
BOXF MoHUTOpUHr coctoaHna SFP
ERRD Errdisable
ELMT MoHuTopuHr noptos ana Ethernet OAM
EOAT OcHoBHoW notok Ethernet OAM
FMGT Ethernet OAM Fault Management, 06paboTka cobbIiTUit B annapaTHOM OKPYKeHUMU
AST STP
PIf IEEE 802.1x
LaTT LAG, LACP
CNMT MAC Notification
VLAN OcHoBHol noTok moayns VLAN
FDBP CuHXpOHM3aLuma ¢ annapaTtHo MAC-Tabauuei
SnpT IGMP/MLD Snooping
QoS OcHoBHo noTok mogynsa QoS
SMGT MOHUTOPMHF annapaTHoro okpyxeHus (RAM, FLASH, BEeHTUAATOPbI, UCTOYHUKM NUTAHUA 1 Npoyee)
CPUU MoHuTopuHr ytnamnsaummn CPU
BAKP ABTOCOXpaHeHWe KoHduUrypaumm
RT6 MapuwpyTtunsauma IPv6
IP6 ObpaboTka IPv6-nakeToB
PNG6 Ping v6
RTM Mapuwpytmsauma IPv4
IPFW ObpaboTka IPv4-nakeTos
uDP O6paboTka UDP-nakeToB
ARP ObpaboTka ARP-nakeToB
PNG Ping v4
SLT YnpasneHue cokeTamun
SAT Cepsep SNMP
TCP ObpaboTka TCP-nakeToB
RAD Knnent RADIUS
TACT Knnent TACACS
DHRL DHCP Relay
DHC MpoTokon knneHta DHCP
DCS MpocnywmneaHue coketa ana kameHta DHCP
PIA PPPoE Intermediate Agent
L2SN IPv6 RA Guard
CLIC CLI
CTS Cepep TELNET
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SSH Cepsep SSH

LLDP LLDP

LBD Loopback Detection

LOGF JlormpoBaHue 0TAaA04HbIX COOBLLEHMIA

SNT SNTP

STOC Storm Control

HWPK M3mepeHue yTunmsaumm nopTos

MSR Ynpasnexune patnamm KoHUrypaumm, 3arpysKka/ebirpyska ¢painnos, o6HoBeHME NPOLIMBKU
C[200-999] BpemeHHbIi NoToK A4 06paboTKu oTaebHOro noaxaodeHus no TELNET/SSH
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TEXHUYECKAA NOAAEPXKKA

Ona  nonyyeHua TeXHWYECKOW KOHCYNbTaLuMM MO BOMpPOCaM 3Kcnayataumm obopyaosaHuA
000 «MNpeanpusatne «3JITEKC» Bbl moxkeTe 06paTuTbc B CepBUCHbIN LEHTP KOMNAHUK:

dopma obpaTHol cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha odurumanbHOM caite KOMNAHWK Bbl MOXKeTe HaTM TEXHUYECKYHO AOKYMEHTALMIO M NPOrpaMmmHoe
obecneyeHne ana npoaykumm 000 «lMpeanpuatne «I/ITEKC», obpaTutbca K 6ase 3HaHMIA, OCTaBUTb
WHTEPaKTUBHYIO 3aABKY MAU NMPOKOHCYNbTUPOBATLCA Y UHXKeHepoB CepBMCHOMO LLeHTPa Ha TEXHUYECKOM
dopyme.

OduumanbHbIn cat Komnanuu: https://eltex-co.ru/

TexHunuecknn popym: https://eltex-co.ru/forum

ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LieHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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