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PykoBogacTBo no skcnayatauum WEP-550K

1 BeBeaeHune

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OcHoBHoe npegHasHavyeHne WEP-550K — ycTaHOBKa BHYTpW 34aHWil B Ka4ecTBe TOYEK AOCTYyna K pas/iMyHbIM
pecypcam ¢ co3gaHmemM 6ecLloBHO 6eCcnpoBOAHON CETU U3 HECKO/TbKMX MAEHTUYHBIX TOYEK AocTyna
(«PoyMUHT»), ecnv TeppUTOPUSt MOKPbITUSI JOCTATOYHO BEVKA.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHKOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTPOWCTBA.

@ nNpeaynpexaenns MHOPMUPYIOT NONL30BATENS O CUTYaLMAX, KOTOPbIE MOTYT HAHECT Bpej
YCTPOWCTBY W/ Yes0BEKY, MPUBECTU K HEKOPPEKTHOM paboTe yCTpoincTBa Uav notepe faHHbIX.
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2 OnucaHue n3nenus

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTaHbl 6ecnpoBogHble Toukn goctyna WEP-550K.

OCHOBHbIM Ha3Ha4YeHNEM YCTPOICTB ABASETCA CO34aHne 6ecnpoBOAHON CeT nepefayun AaHHbIX L2-ypoBHS Ha
CTbIke ¢ npoBogHoii ceTbto. WEP-550K nogkntouaeTcs k nposogHoii cetn yepes 100M/1G/2.5G/5G/10G
Ethernet-uHtepdeiic n ¢ nomowybio pagnonHTepelicos co3gatoT 6ecrnpoBOAHON BbICOKOCKOPOCTHOM A0OCTYN
[ANS YCTPOWCTB, nogaepxmsatomx texHonoruo Wi-Fi B gnanasoHe 2.4/5/6 'y,

YcTpoiicTBa cogepxart 3 paguonHtepderica ansa opraHnsaumm Tpex pmsmnyeckmx 6ecrnpoBOaHbIX CETEN.

WEP-550K nogaepxvBaeT coBpeMeHHble TpeboBaHNS K Ka4eCTBY CEPBUCOB U NO3BO/ISET Nepeaasarb
Hanbonee BaxHblli Tpadnk B 6051ee NPUOPUTETHBLIX OYepesaX No CPaBHEHUIO C 06bIYHBIM. [propuTH3aums
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTku B none IP-naketa).

YCTpOWCTBO ABMSETCA harMaHCKUM peLleHnem A1 NOCTPoeHns 6ecrnpoBofHON CeTU € 60/bLUMM
KO/IM4eCTBOM NO/Ib30BaTE/NEeN Y MHTEHCUMBHBLIM TPadKoM — B 0rcax, rocyAapCTBEHHbIX YUPEXAEHNSIX,
rocTUHMLAX, KOHhepeHL-3anax, naboparopusx U y4ebHbIx ayanutopusax. BoaMoXHOCTb CO3faHnA BUPTYasibHbIX
TOYeK J0CTyna ¢ pas/inyHbIMU TUnamm WwnudposaHna nossonset yctaHasnmeate WEP-550K B opraHusaumsx,
rae TpebyeTca pasrpaHuyeHvie npas 4ocTyna Mexay 0Obl4HbIMY NO/Ib30BaATENSAMU U BblAENEHHbIMW rpynnamMm
nonb3oBaTenei.

2.2 XapakTepuCTUKM YCTPONCTBa
Nnmepabelicnbi:

+ 1 nopt 100M/1G/2.5G/5G/10G BASE-T (RJ-45) c nogaepxkoli PoE;
+ 1 nopt 100M/1G/2.5G BASE-T (RJ-45) 6e3 noaaepxkn PoE;

« Wi-Fi 2.4 Ty IEEE 802.11b/g/n/ax/be;

« Wi-Fi 51Ty IEEE 802.11a/n/ac/ax/be;

« Wi-Fi 6 I'Tu IEEE 802.11ax/be.

PyHKYyUUu:
BosmoxHocmu WLAN:

* noaaepxka ctaHgaptoB IEEE 802.11a/b/g/n/ac/ax/be;

* poymuHr nonb3oateneii IEEE 802.11r/k/v;

+ arperauma gaHHblx, Bkatovad A-MPDU n A-MSDU;

* MPUOPUTETHLI U NNaHNPOBaHWe naketos Ha ocHose WMM,;
* AMHamMuueckuii Bbi6op yactoTbl (DFS);

* noggepxka ckpoitoro SSID;

* 48 BUpTYyaNbHbIX TOYEK AOCTYMNa.

Cemesbie (hyHKYUU:

* aBTOMarmyeckoe corsiacoBaHne CKOPOCTK, AYN/IEKCHOTO pexumMa 1 NepekiiovyeHns Mexay pexnmamm
MDI n MDI-X;

+ nopaepxka VLAN (Access);

* DHCP-knueHT;

* nogaepxka GRE;

* nepegadva aboOHEHTCKOro Tpaduka BHE TyHHeNen;

* nogaepxka NTP;

* nogaepxka Syslog;

* nogaepxka LLDP.



PykoBogacTso no akcnnyataunm WEP-550K

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (802.1X WPA/WPA2/WPA3 Enterprise);
* wudposaHne WPA/WPA2/WPA3/0OWE;
* noaAepXka BHELHErO nopTasia aBTopu3aLmm.

Ha pucyHke 1 npuBegeHa cxema npumMmeHeHnsa obopygosaHna WEP-550K.

APM
aneparopa

¢
Ny

KoHTponnep
WLC/AYWLC

Cepeep
DHCP, RADIUS

wep-550K ;[

PucyHok 1 — ®yHKUMOHaNbLHaa cxema vcnonb3osada WEP-550K
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTpbl WAN-uHTepdpeiica Ethernet

KonuuecTso nopTos 2
DMEeKTPUYECKUIA pa3bem RJ-45
CKopocTb nepegaun 100M/1G/2.5G/5G/10G/auto

100M/1G/2.5G/auto
Mopnepxka cTaH4apToB BASE-T

MapameTpbl 6ecnpoBOgHOrO NHTEepdeiica

CTtaHgapTbl 802.11a/b/g/n/ac/ax/be

YUacToTHbIN AnanasoH 2400-2483.5 MI'y; 5150-5350 Mr'u, 5470-5850 MI'y, 5935-7125 MI'y
Mogynsuus BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM, 4096QAM

Pa6oune kaHasbl 802.11b/g/n/ax/be: 1-13 (2401-2483 ML)

802.11a/n/ac/ax/be:

+ 36-64 (5170-5330 MI'w)
+ 100-144 (5490-5730 MI'y,
+ 149-165 (5735-5835 MI'y,

802.11ax/be: 1-233 (5935-7125 MI'y)

CKkopoCTb nepefaqn gaHHbIX 2.4TTuy, 802.11be: 1376 Mbut/c
5Tu, 802.11be: 5765 MoéuT/c
6 'Mu, 802.11be: 11530 M6uTt/c

MakcrmasibHoe KOIMYeCTBO 0gHOBPEMEHHbIX 2.4 TTu: 120
ceccuii 50Tu: 120
6y: 120

MakcumasibHas MOLLHOCTbL NnepejaTunka 2.4TTuy: 21 pbm
5TTu: 21 gbm
6ITu: 21 gbm

KoadhhuumeHT yecuneHns BCTPOEHHbIX aHTeHH 2.4 TTu: ~4 abu
51Tu: ~6 abn
6ITu: ~3 abn
UyBCTBUTE/IbHOCTb NPUeMHUKa 2.4TTy: no-93 pbm
51Tu: go-94 pbm
6 'My; 8o -94 pbm
BesonacHocTb LieHTpa/IM3oBaHHas aBTopusauns vepes RADIUS-cepeep (802.1X WPA/
WPA2/WPA3 Enterprise)
lwndppoBaHue aaHHbIx WPA/WPA2/WPA3/0WE
nogaepXxka BHeLLHero noptasia asTopm3aumm
PagnounHTepdelic ¢ nogaepxkoii OFDMA n MU-MIMO 4x4
YnpaBneHue
YnaneHHoe ynpaesieHme web-nHTepgelic, Telnet, SSH, CLI, NETCONF

OrpaHuyeHune gocTtyna Mo Napo’sito



PykoBogacTBo no skcnayatauum WEP-550K

O6uwume napameTpbl

Flash-namaTtb 256 MB SPI-NAND Flash
RAM 176 DDR4 RAM

MuTtaHne PoE++ (IEEE 802.3bt-2018)
MoTpebnsemasi MOLWHOCTb He 6onee 33 BT

Pabounin agnana3oH TemnepaTyp oT+5 00 +40 °C
(z)glngI/lTeﬂbHaﬂ BN@XHOCTb Npu Temnepatype [fo 80 %

a6apuTbl (auameTp x BbicOTa) 280 x 64,5 MM

Macca 1,8 kr

CpoK cnyx0bl He meHee 15 net

Tabnuua 2 — MNutaHne

Wi-Fi Ethernet

NcTouHuK Knacc MakcumanbHas noTpeénsemas
AL REE 24rTy 5MMy 6Ty 10GE 2.5GE  MowHocTs, BT

802.3bt (PoE++) 5 4x4 4x4 4x4 10G 2.5G 33

802.3at (PoE+) 4 2x2 2x2 2x2 256 - 20

Unclassified - 2x2 2x2 2x%2 2.5G - 20

%)

HekoTopble nHxekTopbl POE++ MOryT HEKOPPEKTHO paboTaTb, HEO6XOA4MMO COr/lacoBbIBaTb HEBEPHbIN
knacc PoE ¢ 3anuTbiBaeMbIM YCTPOCTBOM.

Ecnu Ha ycTpoiicTBO NogaéTtca HeBepHbIN Knacc POE, BbIKAOUMTE/BK/IHOUMTE UHXEKTOP UK 3anuTanTe
YCTPOWCTBO OT APYroro MHXekTopa/KoMmmyTaropa.

Ta6nuua 3 — Tabnmua CoOBMECTMMOCTY CKOPOCTEl CETEBOTO NOAK/IIOUEHUs 1 KaTeropuii kabeneii Ethernet

CKopoCTb Kateropus ka6ens

10G

5G

2.5G
1G
100M

CAT6a (100 m)
CAT6 (55 m)
CAT5e (30 m)
CAT6
CAT5e (30 m)
CAT5e
CAT5e

CAT5



PykoBogacTBo no skcnayatauum WEP-550K

2.4 [OuarpamMmbl HanpasneHHOCTU
Ha pricyHkax HvXe npeacTas/ieHbl guarpammbl HanpaBieHHOCTU YCTPOCTBa.

MonoxeHue nNpun nsmepeHnun

AZIMUTH (XY) ELEVATION (X2)

AnanasoH 2.4 Ty,

90

y 5 110 X 0

X 60 120 ‘\ 60
130 50
133 4
140 e
150 30 1350 3
160 20
163 15
170 10
130

23 20 13 10 3

-0
0 BT 20 s o
190 s
195 345
200
210 3 210 3
20 2
225
230
240 300 240
250
253 = 285 260
AuvanasoH 5Ty
: 20
103 Y 5 105 DDX 5
a0 1 i 120 6
135 \“ 133 43
150 30 150 30
165 15 165 15
150 180 Zn
25 20 A5 -10 <5 AR5 20 15 -0 4§ 0
195 195 5
210 3
225 5
240 300
253 283

10
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Avana3oH 6Ty,

105 75
Y

130 30

165 15
165 15

X 150 z 0

0 =B-=25. =20 -15 -l0 -5 o

25 20 -15 -0 -5 0

195 345
343

2.5 KOHCTPYKTUBHOE MCMOJSIHEHNE

Yctpowctea WEP-550K BbINOAHEHbI B NN1ACTUKOBOM KOpMyce.

2.5.1 OcHoBHas naHenb yCTpoicTBa

BHeLHWIA BMA, OCHOBHON NaHenu yCTPOICTBa NPUBEAEH HA PUCYHKE 2.

[y
- N

10GE (Po) 25GE

3 4 5

PrcyHok 2 — BHeluHWiA Bug, ocHoBHOI naHenyn WEP-550K

Ha ocHoBHol1 naHenu yctpoiicte WEP-550K pacnonoxeHsbi criefytolme CBETOBble NHAMKATOPbI, pasbeMbl 1
opraHbl ynpasnexusi (Taénuua 4).

Tabnuua 4 — OnvcaHne UHAUKATOPOB, MOPTOB 1 OPraHOB YNpPaBEHUS

AnemeHT naHenun OnucaHue

1 LAN_1 CseToBas nHavkauus coctosHus nopta 10GE (PoE)

2 LAN_2 CeToBas nHaMKaums coctosiHua nopta 2.5GE

3 F KHonka cbpoca K 3aBOACKUM HacTpoikam

4 10GE (PoE) Mopt 10GE gnsa nogkntoveHns Ethernet-kabens v nogaun nutaHna PoE++
5 2.5GE MopT 2.5GE ans nogkntoyeHuns Ethernet-kabens

11
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2.5.2 BepxHsAs naHenb ycTpolcTea

BHelwwHWin BUA, BepxHeli naHeny ycTponcTea npuseseH Ha pucyHke 3.

1

“-\‘—_‘_—_-_._—,f,-f’

PucyHok 3 — BHeluHuin BuA BepxHeli naHenn WEP-550K

Tabnmua 5 — OnucaHne NHANMKaATOPOB BEPXHEN NaHenun

AnemMeHT naHenn OnucaHue

1 Power VHamkaTop ctaTyca paboThl yCTpoicTBa

12



2.6 CpetoBas nHgukauus

PykoBogacTBo no skcnayatauum WEP-550K

TekyLlee CoCTosiHMe yCcTpoicTBa oTobpaxaetcs npu nomowm niamkatopos LAN, Power. [NepeyeHb COCTOAHUI
NHAMKATOPOB NpuBeAeH B Tabnuue 6.

Tabnuua 6 — CBeToBasi UHAUKALMSA COCTOSHUA YCTPOCTBA

NHpukaTop

LAN_T

LAN_2

Power

CocTosiHue uHauKaropa

FopuT 3eneHblin ceeToamos (100 M6uT/c);

FOpWT 3eNeHBbIVi 11 OpaHXeBbIii CBETOANOL,
(1/2.5/5/10 r6I/IT/C§)

3eneHblil, Muraet

FopuT 3eneHbiin ceeToamog, (100 M6uT/c);
FOpUT 3€e/1eHbli 1 og;aHx(eBbuZ cBeToamop,

(1/2.5/5/10 Féut/c
3eneHblil, Muraet
3eneHblit, ropyuT NOCTOSIHHO

OpaHXeBblii, FOPUT NOCTOSHHO

KpacHbliA, ropuT NOCTOSIHHO

2.7 C6poc K 3aBOACKMM HacTpoiikam

CocTosiHue ycTpoiicTBa

YCTaHOB/1IEHO COefiNHEHME C
NOAKNIOYEHHBLIM CETEBLIM YCTPOWCTBOM

Mpovecc nakeTHOW nepefayn AaHHbIX MO
LAN-nHTepdeiicy

YCTaHOB/1IEHO CcOefinHEHKE C
NOAKNHYEHHbLIM CETEBLIM YCTPOWCTBOM

Mpovuecc nakeTHOW nepefayn AaHHbIX N0
LAN-nHTepdelicy

Bk/itoueHo nuTaHne yCTpoiicTea,
HopMasibHast pa6ota

YCTPOICTBO 3arpy>eHo, HO He nony4eH IP-
aapec no DHCP

3arpyska ycTpolicTea

[na copoca K 3aBOACKMM HAcTpoikam HeOBX0A4MMO B 3arpy)XEHHOM COCTOSIHUK YCTPOMCTBA HaKaTb U
yaepxmBatb KHOMKY «F» B TedyeHne 10—15 cekyHp, noka nHamkatop «Power» He Ha4HeT muratb. Npousongert
aBToMaTnyeckasn nepesarpyska yctpoicTtsa. lNMpu 3aBOACKMX ycTaHOoBKax byaeT 3anyweH DHCP-kiveHT. B
cnydae, ecniv agpec He 6yget nonydeH no DHCP, To y ycTpoiicTtBa 6yaet 3aBogckoli IP-agpec — 192.168.1.10,
Macka nogcetn — 255.255.255.0.

2.8 KomnnekTt nocrtaBku

B KoMNNeKkT nocTtaBkn BXOAAT:

+ 06opyaoBaHune pagnoaoctyna WEP-550K;
* KOMIMJIEKT Kpenexa,

* PYKOBOACTBO Mo aKcnnyatauuy Ha CD-ancke (onuuoHasibHo);

. CepTVI('*)VIKaT COOTBETCTBUA,
* NamMdaTKa 0 AOKYMeHTauuwu,

* nacnopr.

13



PykoBogacTBo no skcnayatauum WEP-550K

3 MpaBuna n pekoMeHaaLmm no ycTaHOBKe YCTPOCTBA

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

He ycTtaHaB/vBaiiTe yCTPOIACTBO PSAOM C UCTOYHMKaMM Tenaa v B NOMELLEHUSAX C TeMNepaTypoin Hxe
5 °C wnn Bbiwe 40 °C.

He ncnonb3ayliTe yCTPONCTBO B NOMELLEHUSAX C BbICOKOI BNaXHOCTbIO. He nogsepraiTe ycTpoicTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

He BckpbiBaliTe Kopnyc ycTporicTBa. BHYTpuM yCTPONCTBA HET 3N1€MEHTOB, NpefHa3HauYeHHbIX A/15
06CNyXNBaHUA NONb30BaTENEM.

Bo n36exaHve neperpesa KOMMNOHEHTOB YCTPONCTBA M HapyLLUEeHUs ero paboTbl 3anpeLiaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumun no yctaHoBke

1.
2.

PekomeHayemoe ycTaHaBMBaeMOoe NosIoXeHVe: TOpU30OHTasIbHOE, Ha NOTOJIKE.
Mepes yCTaHOBKOM 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaInYme BUAUMbIX
MexXaHU4ecKnx noBpexaeHuii. B cnyyae o6HapyXeHnsi NoBpeXaeHnin cneayet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaB/Tb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCH K MOCTaBLLUKY.
Ecnu ycTpoincTBO ANnTenibHOE BPEMS HaxX0A4uN0Ch NPY HU3KOIM TeMnepaTtype, nepes Had4asiom paboTsbl
cnepyeT BblepXaTb ero B Te4eHne AByX YacoB Npy KOMHaTHOM TeMmnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON BNIAXHOCTU Nepes BKIIYEHEM BblepXaTb B
HOPMaJIbHbIX YC/IOBUAX HE MeHee 12 yacos.
Mpun pasmeLLeHnn yCTponcTea A/1s obecneyeHns 30Hbl NOKpbITUs cetn Wi-Fi ¢ Hannyuywmmm
XapakTepucTMkamy yunTblBainTe cregyrolime npasunia:
* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHONM CET.
* MuHUMU3MpYiiTe yncno nperpag, (CTeHbl, NOTONKK, MeGENb 1 ApP.) MEXAY TOUKOIN AoCcTyna u
Apyrummn 6ecnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMU.
*+ He ycTaHaBnvBaiite yCTpoiicTBO B6NM3M (NOpsigka 2 M) a/1IeKTPUYECKUX U PaanoyCTPOIACTB.
* He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4, 5unu 6 I'Tu, B pagnyce geinctens 6ecnposogHoin cetn Wi-Fi.
+ [penAaATcTBuA B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUNIA, KUPNUYHBIX/GETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3Ha4YMTelbHO YMeHbLUNTb paguyc gericteua Wi-Fi ceTtn.
He pekomeHayeTcs pa3meLlleHne co BHYTPEHHe CTOPOHbI (asibLUMNOTOMKE, TakK Kak
MeTa/ININYecKnii Kapkac Bbl3blBaeT MHOIO/Tly4eBOE pacnpocTpaHeHne curHana u ero 3aryxaHue
NPy NPOXOXAEHUN Yepe3 peLleTKy kapkaca hasibLUNoTosIKa.

Mpy pasmeLLeHNI HECKOMBKIX TOUEK PaaMyc COTbl [O/MKEH NepecekaTbCs C COCeHe CoToii Ha ypoBHE

0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ecfiv He
npegnonaraercs ncnosib3osaHne VolP, NOTOKOBOro BUAeOBeLLaHNS U APYroro YyBCTBUTEbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.

14



3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpun BbIGOPE KOMIMYECTBa HEOOXOAMMbBIX TOYEK AOCTYNa AJ/15 NOKPbITUA NOMELLEHNA HEO6X0ANMMO NPOM3BECTHU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme

PykoBogacTBo no skcnayatauum WEP-550K

nomMelleHus. MpubamantensHoelli pagnyc oxeara yBepeHHoro npvema todek goctyna WEP-550K npu moHTaxe

Ha NoToJsIKe B TUMNOBbIX OCPUCHbIX NomeLleHnax: 2.4 'y, — 40-50 m, STTu/6 My, — 20-30 M. Mpu nosiHOM

OTCYTCTBUM NPENATCTBUIA paauyc oxBata: 2.4 My — o 100 m, 5TTu/6 My, — go 60 m.

B Tabnuue 7 npmBeeHbl NPUG/IN3NTENbHBIE 3HAYEHUS 3aTyXaHusl.

Tabnuua 7 — 3Ha4yeHns 3aTyxaHus

Martepuan

24TTy
F'MncokapToH 3
Kupnuu (cteHa 9cm) 5
BeToH (cTeHa 20cm) 12
ApMUpPOBaHHbI 6GETOH 20
(cTteHa 30 cm)
OGbI4HOE cTeK/0 (OKHO) 1
MeGenb 1
DepeBo (nycToTenoe/aBepb) 3
JepeBo (maccuB/cTeHa) 10
MeTtann 25

3.4 BbIboOp KaHa10B COCEACTBYIOLNX TOYEK

Hacrora (W)

20Mry

40Mry

8OMMy

160 Ty

320 My

g

g

5170

2

N3mveHeHNe ypoBHA curHana, gb

g g 8

=

eaocTyno & P

E]

5Ty

3,2
7

15
25

1,5
1,5
4

15

6Ty
3,5

18
30

20
35

725

241y

5Ty

6y

PucyHok 4 — MonHbIn yacToTHbI cnektp Wi-Fi 7
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Bo n3bexaHve MexkaHasIbHOl MHTepPEPEHLMI MEX/Y COCEACTBYIOLMMM TOUKAMU AOCTYNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHaTbI.

Mpwn ncnonb3oBaHUK WUPKHBI KaHasa 40 MMy, B gnanasoHe 2.4 [Ty, HeT HenepeKkpbIBaloLWMXCA KaHasoB. B
Takux criyqasx CTOUT BblGMpaTb MakCMasibHO OTAA/IEHHbIE APYr OT ApYyra KaHasbl.

S ®

Yactota (My) | <
~N o~

20 My, 16 1 3

40 MT'y, 3 1 2

PucyHok 5 — KaHanbl, ucrnons3yemblie B AnanasoHe B 2.4 Ty, npu wupunHe kaHana 20, 40

MpuMep cxembl pacnpenesieHnsa KaHasioB Mexay CocefHMN ToukaMu B auanasoHe 2.4 [Ty npy wnprHe
kaHana B 20 MI'y, np1BefEeH Ha PUCYHKe 6.

PucyHok 6 — Cxema pacrnpefesieHusi KaHasioB MexXay cocefiHMMM ToukamMu AocTyna B guanasoHe 2.4 'y npu
LMpuHe kaHauia B 20 MI'y,

AHa/T0TMYHO PEKOMEHAYETCS COXPaHSATh AaHHbI MeXaHU3M pacnpefenieHnst KaHas10B NPy PacnonoXeHUN
TOUEK MeXAay aTaxamu (PUCYHOK 7).

PucyHok 7 — CxemMa pacnpefgeneHs KaHasioB Mexay COCeAHUMMN TOUKaMu AOCTyna, PacrosIOKEHHbIMU MeXay
aTaxkamu

16



PykoBogacTBo no akcnayatauum WEP-550K

g 8 g g g g8 8
Yacrota ([T} = 8 - ’ 8 i o
Ll) wn wn wn n n wn | n wn
' | i ' T
Amanason UNII-1 ] UNII-2 | UNII-2 (Extended) k UNII-3
i \ : ' Vo
i ' o
20 My 1100 104 108 112 116 120 124 128 :132 136 140 144 . 1 149 153 157 161 165
i H Vo
i ' I
i ' I
40 My, L1102 110 118 126 . 134 142 . . 151 159
3 i L
i ' I
wory A A AR A
h 1 L
i 1 Vo
160 Ml'y, [ 114 3 [
j \ i H Vo
| H : g I
i i Vo
E E i KaHanbl 100 - 128 B Poccun HeAOCTYNHbI i E 3
I i i ' [
| \ i | Lo
DFS-KaHanb!

PucyHok 8 — KaHauibl, ucnosnb3yemble B guanasoHe 5 'y npu wupuHe kaHana 20, 40, 80, 160 My,

5.925
94!

6.425

YacroTa (Mu)

6.525

6.875
7.125

[vanasoH

60 x 20Mry,

29x40MMy, |

14 x 80MIy, |

7 x160MIy, |

3x320L My,

3x320U My

KaHanei 97 - 233 B Poccrn HeAOCTYNHbI

PucyHok 9 — KaHarsibl, ucrnonib3yemble B AgnanasoHe 6 [T, npy wnpuHe kaHana 20, 40, 80, 160, 320 (Lower/

Upper) Mly,
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4 YcTaHOBKa ycTpolicTBa

YCTPOIACTBO MOXET 6bITb YCTAHOB/IEHO HA NOTOMOYHbI NPOUIIb, LLINWU/BLKY, NOCKYH NOBEPXHOCTb, KPOHLUTENH
VESA100 npu co6/t04eHNN NHCTPYKLMIA N0 TeEXHMKe 6e30MacHOCTN 1 peKOMeHAAL NI, MTPUBEAEHHbIX BbILUE.

B KOMMNNIEKT NocTaBKM BXOAUT KPENEX AJ151 YCTAHOBKM YCTPOCTBA HA NOTO/IOYHBIV NPOgU/Ib, LWUMUILKY,
M0CKY0 NMOBEPXHOCTb.

4.1 YcTaHOBKa YCTPOICTBA Ha N0CKYH NOBEPXHOCTb

OTBepCTUS 4151 KPENNIEHNS MOHTA)XKHOM MAaCTUHbI K NI0CKO NOBEPXHOCTW OTMEYeHbI Ha pucyHke 10.

o 38@0@

38@
15@ 24 @ 24
o O
o o
o © ©o o
@ @24

PucyHok 10 — OTBepcTUs A5l KpeNeHUsi MOHTAXHOV NIaCTUHbI K CTEHE/NOTOSKY

1. 3aKpenuTe MOHTaXKHYIO NIACTVHY Ha NOBEPXHOCTY, UCMO/b3Ys KPENEX 13 KOMMN/IEKTa NOCTaBKW. Bbinyk/ble
Kpasi Ha 0TBEPCTUAX [AO/MKHbI ObITh HaNpPaB/eHbl B CTOPOHY YCTAHOBOUYHOW NOBEPXHOCTU (PUCYHOK 11).

=
>

PucyHok 11 — KpenneHne MOHTaXHOW NiacTUHbI Ha NOBEPXHOCTb
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PykoBogacTBo no akcnayatauum WEP-550K

2. MopkntounTte Kabesnm K COOTBETCTBYIOLLMM pasbemaM ycTpoiicTBa. OnucaHne pasbemMoB NprBeaeHo B
pasgene KOHCTPYKTVBHOE UCMO/IHEHME. YCTaHOBWTE YCTPOCTBO Ha MOHTaXHYHO NIacTUHY, COBMECTUB

PE3MHOBbIE HOXKW C OTBEPCTUAMM Ha NiiacTUHe, pUcyHkn 12 (a) n 12 (6).

PucyHok 12 (a) PucyHok 12 (6)

3. 3athuKkcupyiiTe YCTPOWCTBO Ha MOHTAXHO NNACTVHE, CABUHYB Ero U3 No/IOXeHUs 1 B NOIOXeHne 2

(pucyHok 12 (6)).

4.2 YcTaHOBKa yCTpoMcTBa Ha APMCTPOHT

1. Ns yCTaHOBKM YCTPOICTBA Ha NOTOMOYHBIV NPOUIbL UCMOMNb3YITE NOTOMIOUHbIN 3AXUM, N306PAXEHHbIN Ha

pucyHke 13.

PucyHOK 13 — [OTOMOUHBIR 320KUM
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2. Pa3gBuHLTE 3aKMM B KpaiHEE NOSIOXEHME 1 3aLLENKHUTE HA Npodnsie NoTonka (pucyHok 14).
Mpeanaraemblii BapuaHT Kpenexa npegHasHauyeH anst Tpéx Tunos npocomneli ¢ wupuHoli 15, 24 n 38 MM (cm.
pucyHok 10).

PucyHok 14 — KpenneHue 3axuma Ha noTo/Io4HOM npodomne

3. 3aKkpennte MOHTaXKHYH0 NJACTUHY Ha MOTO/IOYHOM 3aXMMe, UCNOoJb3YA BUHTbI M3x5 13 KOMMNeKTa NnocTasky,
pUCyHOK 15.

PucyHok 15 — KpenneHne MOHTaXHO N/IaCTUHbI K 3a0KUMY

20



PykoBogacTBo no akcnayatauum WEP-550K

4. MNopknioumnTe Kabenu K COOTBETCTBYHOLLMM pasbeMaM ycTpoiicTea. OnvcaHre pasbeMoB NpuBeAeHo B
pasgene KOHCTPYKTVBHOE UCMO/IHEHME. YCTaHOBWTE YCTPOCTBO Ha MOHTaXHYHO NIacTUHY, COBMECTUB
PE31HOBbIE HOXKM C OTBEPCTUSIMU Ha N1ACTUHE, PUCYHOK 16.

PucyHok 16 — YCTaHOBKa YCTPOWCTBA Ha MOHTaXHYIO N/IaCTUHY

5. 3adMKcMpyiiTe yCTPOIMCTBO HA MOHTaXXHOW NNAcTUHE, CABVHYB €70 B CTOPOHY MO HanpaB/ieHuo CTPenkn 1,
pucyHok 17 (a). O6paTuTe BHUMaHUE Ha NOMOXEHVE NHAYKaUUM (HanpaeieHne CTPenku 2) 1 pasbEMOB, OHI
[LO/MKHbI ObITb PACMO/IOXKEHbI BAO/b HANpaBneHus Npodunsi, pucyHok 17 (6).

PucyHok 17 (a) — ®ukcaums ycTpoiicTea Ha PucyHok 17 (6) — PacnonoxeHvie pasbémMoB
MOHTaXHOV niacTrHe
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PykoBogacTBo no skcnayatauum WEP-550K

4.3 YcTaHOBKa YCTPOICTBA Ha LUMU/IbKY

1. YcTaHoBUTE CKOBY 13 KOMM/IEKTA NOCTABKN HA MOHT&XHYH0 N1aCTUHY C MOMOLLbIO BUHTOB M3x5, prcyHoK 18.

PucyHok 18 — YcTaHOBKa CKO6bl Ha MOHTaXHYO N/IaCTUHY

2. HakpyTnTe MOHTaXHY0 NnacTuHy Ha wnunsky M10 o ynopa, pucyHok 19.

PucyHok 19 — YcTaHOBKa MOHTAXHOW M1ACTUHbI HA LLMUIIbKY
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PykoBogacTBo no akcnayatauum WEP-550K

3. MopkntounTte Kabesnm K COOTBETCTBYIOLLMM pasbemaM ycTpoiicTBa. OnucaHne pasbemMoB NprBeAeHo B
pasgene KOHCTPYKTVBHOE UCMO/IHEHME. YCTaHOBWTE YCTPOCTBO Ha MOHTaXHYHO NIacTUHY, COBMECTUB
PE3MHOBbIE HOXKM C OTBEPCTUSIMU Ha N1acTHeE, pucyHok 20.

PucyHok 20 — YcTaHOBKa YCTPOMCTBA HA MOHTaXHYHO M/1aCTUHY

4. 3adukcnpyiiTe YCTPOMNCTBO Ha NnacTuHe, CABUHYB €ro B CTOPOHY, PUCYHOK 21.

PucyHok 21 — dukcaumsa ycTpoicTBa Ha MOHTaXKHOW niacTuHe

23



PykoBogacTBo no skcnayatauum WEP-550K

4.4 YcTaHOBKa yCTpoilcTBa Ha KpoHwTeinH VESA100

KOHCTpyKUMA AaHHOTo YCTPOWCTBa NpefycMaTpmuBaeT KpensieHue ¢ Ucnonb3oBaHreM KpoHwTeiHos VESA100.
1. BbIKpyTUTE Pe3UHOBbIE HOXKM, PAcrofioKeHHble Ha paguaTope ycTpolicTea (pucyHok 12 (a)).

2. MNpuvKpenuTe KpeneHne K yCTPOACTBY.

@ nepep ycraHoBKOI Ha KpoHLTeliH VESAT00 y6eanTtech, YTo KpenaeHune Cnoco6HO BbiaepXaTb Maccy
yCTpONCTBA.
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PykoBogacTBo no skcnayatauum WEP-550K

5 YnpaBneHue yCTpoMCTBOM Yepe3 web-nHtepdpeinc

5.1 Hauano pa6otsbl
[ns Hayana paboTbl HYXXHO MOAKYUTLCA K YyCTPoMCcTBY Nno nHTepdericy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asogckoit IP-agpec ycTpoiicTsa: 192.168.1.10, Macka noaceTty: 255.255.255.0. Mo ymMonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpw ycnewHoM o6HapyXXeHn yCTPoCcTBa B OKHe Bpay3epa 0Tob6pa3ntcs cTpaHuua ¢ 3anpocoM MMeHN
nosb3oBaTtens n napons. B kauectse npumepa B JaHHOM PyKOBOACTBE npuBeAeH web-nHrepdeic
ycTporictea WEP-550K.

WEP-550K

v Login

3. BeBeanTe umsi nonb3oBaresisi B CTpoke «BBeanTe NNOrvH» U Naposib B CTPOKe «BBeanTe naposib».

© 3aBopckue ycTaHoBKM: NOrMH — admin, naponb — password.

4. HaxxmnTe KHOMKy «BoliTu». B okHe Gpay3epa OTKPOETCS MEHI0 MOHUTOPWHIa COCTOSIHUSA YCTPOCTBA.

MoHuTOpUHr ~ Radio VAP CeTesble HACTPOIIKM BHELLHWE CepBuChl Cucrema - (BbIXOA)

Wi-Fi KnneHThl Wanenwne
AnnapaTHas Bepcua v2
CTatucTvKa no Tpaduky
3asonckoil MAC-aapec
Hypran cobbimui
CepHitHBIA HOMED WP51000036

CeTeBan WHIDOPMaLMs Bepcis MO
WHpopmayms o PesepeHan sepcua MO
pafMOHHTEPDERCAX
Bepcwna 3arpysuuka
Mrcbapmauita ob yeTpoicTee > CuctemHoe Bpema 23 01 2026 1125738
Tun nutanma  PoE/Unclassiied @
Bpema pabotel 0 A, 00:14:51

3arpyska LMY 1%
Menons3yemas namaTb 519 509 MBaiT / 981 MoaitT

< OGHOBUTL
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PykoBogacTBo no skcnayatauum WEP-550K

5. Mpun HEOBXOAMMOCTN MOXHO NEPEK/TUNTL A3bIK 0TOBpaXKeHUsA nHopmMauun. ns ycTpoincTs
WEP-550K focTynHbI pycckas u aHrnuiickas Bepcun web-nHtepdeiica.

MoHuTOpUHr ~ Radio VAP CeTeBble HACTPOIAKM BHELLHWE CEpBUCHI Cucrema - (BbIXOA)

Wi-Fi KnneHThl W3nenve
ANnapaTHan Bepcua W2
CTaTUCTHKa No Tpauky
3asofckoil MAC-agpec
Hypran cobbrmui
CepHAHBIA HOMED WP51000036

CeTeBan HHDOPMALHA Bepcwa MO
NHpopMaLmA o PesepeHan sepcua MO
pagMouHTEpEcaXx
Bepcua sarpys4nka
Mrihopmauita of yeTpoiicTae > CuctemHoe Bpema 2301 2026 112538
Tun nutanua  PoE/Unclassiied @
Bpema padoTel 0 AH, 00:14:51

3arpyska UMY 1%
Menons3yemas namaTb 519 509 MBaiT / 981 MBaiT

< OGHOBUTL

5.2 MpumeHeHne KoHUrypaumum n oTMeHa 3MeHeHwit

1. MpuMeHeHne KoHdUrypaumm

Mpn HaXKaTUK KHOMKM 3anyckaeTcsi IPOLEecc coxpaHeHust koHdurypauum o flash-
namsTb YCTPOCTBA M NPUMEHEHME HOBbIX HACTPOEK. Bce HAaCTpoliki BCTynatoT B cusly 6e3
nepesarpy3ku ycTpoicTea.

B web-nHtepdeiice WEP-550K peanunsoBaHa Bu3yanbHas UHAMKALMS TEKYLLIETO COCTOSHMSA npoLecca
nprMeHeHnst HacTpoek (Tabnuua 8).

Tabnuua 8 — BusyanbHasi UHAMKaLMS TEKYLLIEro COCTOSIHMS NpoLecca NPMMEHEHNS HacTPOeK

BHelwHuiA BUA OnucaHue coCTosIHUSA

Mocne HaxaTusa Ha KHoMky «[puMeHNTL» NPOUCXOANT NPOLLECC NPUMEHEHUSA 1

3anuncy HacTpoekK B NaMsATb ycTpoiicTBa. O6 3TOM MHPOPMUPYET 3HAUOK i B
Ha3BaHUW BK/IAKM 1 HA KHOMKE «MpUMEHNTb.
06 ycneLHoM CoXpaHeHN 1 NPUMEHEHUM HACTPOEK MHADOPMUPYET 3HAYUOK

B Ha3BaHMW BKIAOKN.

2. OTMeHa n3MeHeHui

© OtmeHa n3MeHeHNii NPOM3BOAUTCA TOMLKO [0 HAXKATUS Ha KHOMKY «TpUMeHnTb>. Mpu HaxkaTum Ha
KHOMKY «MPUMEHUTb» M3MEHEHHbIE HA CTPAHULE NapameTpbl 6yayT 06HOB/MEHbI HA TEKYLLME 3HAYEHUS,
3anvcaHHble B NamsiTy ycTpoiicTea. Mocne Haxatusi Ha KHOMKy «[pMMeHNTb» BO3BpaT K NpeablayLmm
HacTpoiikam 6yAeT HEBO3MOXEH.

. . X OTmeHa
KHOMKa oTMeHbl U3MEHEHUN UMEET crieyoLnn BUA;
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PykoBogacTBo no skcnayatauum WEP-550K

5.3 OcHoOBHbIe 3n1eMeHTbl web-nHTepdelica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

MOHUTOPUHT Radio VAP CeTesble HaCTPONKK BHELUHWE CEPBUCDH Cucrema - (Bbixoa)

Wi-Fi KHEHTHI Wznenve
AnnapaTHanA Bepcua 1v2
CTaTMCTHKE NO TpadrKy
3aBoackoi MAC-agpec

HypHan cofbiTui
CepuitHbIi Homep WP51000036

CeTeBas HHOPMALWMA Bepcus M0
MHpOPMELWA O Pe3epeHan Bepcua MO
panMonHTepdeRcax
Bepcua 3arpy3yuka
Wrchopmaums of ycTpoicTee > CucTemHoe Bpems  23.01.2026 11:25:38
Tun nutaua  PoE/Unclassified @
Bpema paloTbl 0 aH, 00:14:51

3arpy3ka LNy 1%
Kcnonb3yemas namaTo 519 509 MGanT / 981 MbaiT

i OOHOBHTL

© 000 “Mpednpusmue "3nmexc’, 2025 Bepcur 110: (Bepcus WEB !

OKHO nonb30oBaTebCKOro MHTepdieica pa3neneHo Ha NATb obnacTeii:

1. Bknaziku MeHi0 — Ans rpynnupoBKM NogMeHo no kateropusim: MoHutopuHr, Radio, VAP, CeTeBble
HacTpoiikn, BHewHUe cepBuckl, Cuctema.

2. Bbl6op A3blka MHTEpdeica 1 kHomka «(BbIXo)», NpeHasHaueHHas A1si 3aBeplieHnst ceaHca paboThbl B

web-nHTepdelice Nog AaHHbIM NONb30BaTENEM.

Bknagku nogMeHo — Ansg ynpassieHus NonemM HacTpoek.

Mone HacCTpOeK yCcTponcTea — 4/19 NPOCMOTPA AaHHbIX Y KOHUrypaumm.

MHdopmalmnoHHoe nosne, otobpaxatoulee sepcuto MO, ycTaHOBMEHHYO Ha YCTPOICTBE.

aprw
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PykoBogacTBo no skcnayatauum WEP-550K

5.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

5.4.1 NoameHto «Wi-Fi KnneHTbI»

B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

MotuTopuar  Radio VAP CeTeble HacTpomkt  Breluhve cepaucsl  Cucrema U~ (ebopn)

WHpopMaLus 06 ycTpoiicTee

CTaTUCTHKA N TRAGHKY Hun Link Link RSSI, SNR, TXBW, RXBW,  Bpeun

N0 xocta IP-agpec MAC-anpec Untepdeirc  Capacity Quality aBm ab TxRate RxRate My Mry paborsi
KypHan coObITHi

v 1 4c:50:0d:289:c8  wlani-vap0  100% 100% 58 49 HE NSS2-MCS10 2«LTF Gl 0.8us HE NSS2-MCS11 7LTF Gl 0.8us 20 20 00:01:47

258 286
CeTesan WHgopmauna
Mepenano / PHHATO Beero, GaiT 657 696/ 87 344 Mepeaano G oLmOKany, nakeTos 15
VIH(bopMaLMA O
panvonHTEpMelicax Mepenao / NPUHATO BCero, naketos 1007 /1175

No — HOMep MOAK/MHOYEHHOTO YCTPOCTBA B CMUCKE;

Vimsi xocma — ceTeBoe MMs YCTPOMCTBa;

IP-adpec — IP-agpec noAgktoUYeHHOr0 YCTPOCTBA;

MAC-adpec — MAC-agpec nogxKntUYEeHHOro YCTPONCTBA;

Hmepgbelic — nHTepdeiic Bzanmopeiictemsa WEP-550K ¢ nogk/toueHHbIM YCTPOCTBOM,;

Link Capacity — napameTp, KOTOPbIi 0ToO6paxaeT 3PeKTUBHOCTb NCMONb30BaHMSA TOUKON AOCTyna
MOLY/IALUMN Ha nepeady. PaccunTbiBaeTcs UCXOAA N3 KOMMYECTBA NakeToB, NepefaHHbIX Ha Kaokaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hmLUmeHToB. MakcumarbHoe 3HauyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefarnTcs A0 K/IMeHTa Ha MakCMMasibHOW MoAyNAaunn AN MakCUMasibHOro Tvna nss,
noAJepXXnBaemMoro kKfimeHToM). MuHuManbHoe 3HaueHne — 2% (B cnydyae, Koraa naketbl nepegatorcsa Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkoii MIMO 3x3). 3HaueHne napaMeTpa paccynTbiBaeTcs
3a nocniegHune 10 cekyHp,

Link Quality — napameTp, KOTOPbIi 0TOBPaXaEeT COCTOSAHME /INHKA A0 KNNEHTA, pacCymTaHHbI Ha
OCHOBaHMKN KO/IMYecTBa PeTPpaHCMUTOB NakeToB, OTNPaBeHHbIX K/TIMEeHTY. MakcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbITKK), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OIMH MakeT A0 KNMeHTa He 6blN YCNeLIHOo oTnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 c;

RSSI — ypoBeHb NpUHMMaeMOoro curHana, gbw;

SNR — oTHoweHue curHan/wym, ab;

TxRate — kaHa/lbHas CKOpPOCTb nepegayn, MouT/c;

RxRate — kaHanbHasA CKOpoCTb npuema, MouUT/C;

Tx BW — nonoca nponyckaHus Ha nepegade, My,

Rx BW — nonoca nponyckaHusa Ha npueme, MI'y;

Bpemsi pabombi — Bpems coeanHeHns ¢ Wi-Fi knneHTom.

[ns BbiBoZA 60/51€e pa3BepHyToit MHd)opMaLMK MO onpeaesieHHOMY KIIMEHTY BbiGepuTe ero B Crmcke.

Moapo6Hoe onucaHue BKAYAET B cebsl cneaytoLme napaMmeTpbl:

lMepedaHo/npuHsIMo 8ce2o, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAKIHYEHHOE YCTPOCTBO
oanT;

lMepedaHo/npuHAMO BCE20, Nakemos — KOIMYECTBO NepegaHHbIX/NPUHATLIX HA NOAK/IHYEHHOe
YCTPOWCTBO MaKeToB.;

lMepedaHo ¢ owubkamu, Nnakemos — KONMYECTBO NaKeTOB, NepeAaHHbIX C OLWMOKaMy Ha NOAK/IHOUYEHHOE
YCTPOWCTBO.
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PykoBogacTBo no skcnayatauum WEP-550K

5.4.2 TMoameHto «CTatnUCTuKa no Tpaduky»

B nogmeHio «CTaTucTUKa No TpacdhmKy» oTo6paxaroTcs rpadimkm CKOpPOCTW NepeaaHHoro/noy4eHHoro
Tpadhuka 3a nocnegHne 2 MYHyTbI, @ TaKKe CTaTUCTUKA O KONMYecTBe NnepeaaHHOro/nonyyeHHoro Tpadgmka ¢
MOMEHTA BK/IIOUEHMSI TOUKM AOCTyna.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka vepes Ethernet-unrepcpeiic
(ETHO) Toukun gocTyna 3a nocnefHve 2 MUHyTbl. Fpadmk aBTOMaTuyeckm 0GHOBMSETCS KaXAble 6 CEKYHA.

Mpadomkn WLANO, WLANT 1 WLANZ2 Tx/Rx nokasbiBaloT CKOPOCTb NepefaHHOro/nosry4eHHoro tpadmka vyepes
nHTepdpeiicol Radio 2.4 Iy, Radio 5 'y 1 Radio 6 'y, 3a nocnegHvue 2 MuHyTbI. Fpadmk aBTomaTnyecku
06HOBNSAETCA KaxXable 6 CEeKyHA.

MosuTopmkr L
WLANO Ta/Rx bps WLAN1 TxRxmbps
R 0 805 (max 0 bgs) R 0 mops ma: 0 maps
® T 0 bes (max: 0 bas) ® T 0 mops (max 257.5 mbgs)
s, mogs
(] 25
0 20
o E
0 206
[l ]
[l 1z
0 155
0 7
0 120
0 103
[ ]
0 5
o 52
0 1
M
0 [l DT T e T e
BI512 162516 162620 162624 162620 162532 162636 162640 16254 162648 162652 162656 162700 6ILM4 162708 16272 ta BIE12 162616 162620 162624 162620 16260 162636 162640 162544 162648 162652 162656 162000 162704 162700 162712 La
WLANZ Ta/Rx bpa LAN Ta/Rx mbps
R 089 R 0 mops (max 515.3 mbps)
® T 0 bes (max: 0 bas) ® T 0 mips (max 0.2 mbps)
bos. mbgs
(] 5H
0 wm
o 7
0 a2
[l e
[l e
0 09
0 s
0 240
0 206
[ 1z
0 a7
o 103
0 w
0 N
0 o
BI512 162516 162620 162624 162620 162532 162636 162640 16254 162648 162652 162656 162700 6ILM4 162708 16272 ta BIE12 162616 162620 162624 162620 16260 162636 162640 162544 162648 162652 162656 162000 162704 162700 162712 La

OnucaHue Tabnuupl «lepedaHo»:

* MiHmepgelic — nmsa nHTepdeinca;

* Bcea2o nakemos — KO/M4ecTBO YCNeLIHO OTMNpaB/IeHHbIX NakeToBs;

* Bcezo 6alim — Ko/IM4eCcTBO YCMEeLHO OTNpaB/ieHHbIX 6aiT;

* Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbIX NPV OTMPaBKE;
* OWUbKU — KONNYeCTBO OLUNBOK.

Mepenano v

WHTepenc
LAM
WLAND
WLANT
erspand
ethl

ipGgre0
ipGini0
wlanD-apciid
wian1-apcli0
wian2

wlan2-apcii0

Bcero naketos

1385095

[}

3436942

Bcero GaiT
1947952084
0

4765613248

OTDpOWeHo NakeTos

Owndkn
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OnucaHue Tabnuupl «[MPUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeinca,

* Bcez2o nakemos — KO/M4ecTBO YCNeLHO NPUHATLIX NaKeToB;

* Bcezo 6alim — KOM4eCcTBO YCMEeLHO NPUHATLIX 6aiT;

* Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPY NOSTyYEHUY;
* OwWubKu — KO/IMYECTBO OLLMOOK.

MpuHATO v
WHTepdenc Bcero nakeToe Bcero GalT OTOPOWEHO NAKETOE Owmnbrw
LAN 9856185 14495002366 33 0
WLAND 0 0 0 o
VULAM1 1382677 1941183584 4281 4281

erspan0 0 0 0 1]
eth1 0 0 o o
ipBgre0 0 0 0 1]
ipBtnio 0 0 0 o
wian(-apeli0 0 0 0 1]
wian1-apeli0 0 0 0 1]
wian2 0 0 0 o

wian2-apeli0 0 0 0 1]
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5.4.3 MoameHto «KypHan cobbITU»

PykoBogacTBo no skcnayatauum WEP-550K

B noameHo «)XKypHan co6bITUii» MOXHO NMPOCMOTPETL CMUCOK MHDOPMALMOHHBIX COOBLLEHWI B peasibHOM
BPEMEHMU, COAEPXKALLMNIA CNEAYHOLLYI0 MHCDOPMALMIO:

Mownnropikr  Radio VAP

Wi-Fi knnenTel
CramucTuka no Tpacuiy
HypHan coBermii >
Cerean uchopmaLiun

Whchoprauma o
paauouHTepdeiicax

Mudbopmalmr ob ycTpoiictee

Ceteasie HacTpoik

& 0BHOBUTL

INara u epema

Jan 23 09:18:42
Jan 23 09:18:42
Jan 23 09:18:05
Jan 23 09:18:05
Jan 23 09:07:40
Jan 23 09:07-40
Jan 23 09:07:36

Jan 23 09:07:36

Breuwnwe copancsl  CricTem

& OuwcTvte

Tun

daemon info

daemon.info

daemon info

daemon info

daemon.info

daemon info

daemon info

daemon.info

Mpouecc
hostapd
hostapd
hostapd
hostapd
hostapd
hostapd
hostapd

hostapd

a

CoobuieHue

Client *fa:34:31:10:59:82' disassociated on 'wlan1-vap(', SSID "Virtual Access Point 0 (5GHz)', Domain *, RSSI ", Reason: "Sending station is leaving (or has left) IBSS or ESS”
wlan1: STA fa:34:31:10:59:82 IEEE 802.11: disassociated due to STA left (deauth)

Client "4c:49:6c:28:76:52' successfull authorized with ‘'wlan1-vap0', SSID "Virtual Access Point 0 (5GHz), Domain ", RSSI -50"

wlan1: STA 4¢:49'6¢:28:76:52 IEEE 802 11: associated

Client *fa:34:31:10:59:82' successfull authorized with 'wlan1-vap0', SSID Virtual Access Point 0 (5GHz), Domain ", RSSI -28'

wlan1: STA fa:34:31:10:569:62 IEEE 802 11: associated

Client *fa:34:31:10:59:82' disassociated on 'wlan1-vap(', SSID "Virtual Access Point 0 (5GHz)', Domain *, RSSI ", Reason: "Sending station is leaving (or has left) IBSS or ESS”

wlan1: STA fa:34:31:10:59:82 IEEE 802.11: disassociated due to STA left (deauth)

+ [lama u spemsi — pata n Bpems, Korga cobbiTvie 6b1/10 CreHepupoBaHo;
+ Tun — KaTeropusi 1 ypoBeHb BaXKHOCTN COObLITUS;

+ lpoyecc — nms npougecca, CreHepMpoBaBLIEro CoobLeHne;

+ CoobuwjeHue — onucaHne coobITus.

Tabnuua 9 — OnncaHne KaTeropuin BaXXHOCTU COObITUI

YpoBeHb

0

N o o o0 0N

Tun BAXXHOCTN COOGLLEeHUNIA OnucaHue

UpesBbluaiiHble (emergency)
CurHansl Tpesoru (alert)

Kputnueckue (critical)
Owwn6ouHble (error)
MpeaynpexaeHus (warning)
YBegomneHus (notice)
NHdpopmauuoHHble (informational)

OTtnapgouHble (debug)

MOXeT paboTaTb HenpaBu/IbHO

Heo6xo4uMo Heme[1eHHOe BMeLlaTelbCTBO B
cucTemy

B cucteme npomsoLusnia Kputnyeckas olwmnoka

B cucteme npousolusnia owmbka

MpenynpexaeHne, HeaBapuiiHoe coobLleHne
YBegoM/IeHME CUCTEMbI, HEaBapuinHOe coobLLieHne
ViHdhopMaLMoHHbIE COOBLLEHNS CUCTEMBI
OTnagouHble CO0bLLEHNS NPefoCTaBNsAT

nonb30BaTento MHhopMaLMo A1 KOPPEKTHO
HaCTPOKN CUCTEMBI

L5 nonyyYyeHns HOBbIX COOOLLEHUI B XXypHae COObITUIN HEOBXOAUMO HaxXaTb Ha KHOMKY «OBGHOBUTLY.

Mpu HeOBXOAMMOCTU BCE CTapble COOBLLEHUS 3 XypHAIa MOXHO YAA/IUTb, HAXaB Ha KHOMKY «OUNCTUTb.

B cucteme npounsolwinia KpnutTnyeckas owKn6kKa, cuctema
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5.4.4 TogmeHto «CeTeBas MHGopMaLns»

PykoBogacTBo no skcnayatauum WEP-550K

B noameHo «CeTeBasA MHhopmaLusi» OCYLLECTB/IAETCA NPOCMOTP OCHOBHBIX CETEBbIX HACTPOEK YCTPOICTBA.

MoHUTOpUHI Radio VAP

Wi-Fi knneel
Crameuka no Tpacpuky

HypHan coBeimii

CeTesble HaCTPOHKK Brewumme cepencel

Cratyc WAN

Cucrema

Vikrepdpeitc

MpoTokon

br0

DHCP

-

(Buixom)

IP-agpec
Cerezan uHdropMaLua >

Ethernet
Wscpopuaiyn o
paguouHTepdeiicax ETHO ETH1

CocToAHue nopTa Up CocToAHHE nopTa Down

Wrcbopuatys o6 ycTpoiicTee
CropocTe 10000
Aynnexc Full
MpuHATO 7.1 T6aiir (7 644 405 357 Bair)
Mepeaaro 1.8 baviT (1 947 075 995 Bait)
ARP ~

Ne IP-appec MAC-anpec

MapLpyTel ~
Ne Wnutepderic Hasnavenne W3 Macka Onaru
0 brd 0000 0000 uG

1 br) 0.0.0.0 u

Cratyc WAN:

* MIhmepgpelic — nms bridge-nHtepdeiica;
+ [pomokos1 — NPOTOKO/, MCNonb3yeMsblii ansa goctyna k cetn WAN;
+ IP-adpec — IP-aapec yCTpoiicTBa BO BHELLUHEN CETY;

Ethernet:

+ CocmosiHue nopma — coctosiHme Ethernet-nopta;
+ CKkopocmb — CKOPOCTb NogkntoyeHus no nopty Ethernet;
« Adynnekc — pexum nepefayn gaHHbIX:
* Full — nonHbIi aynnekc;
+ Half — nonyaynnekc.
+ [NpuHsIMO — KONNYeCTBO NPUHATLIX Ha ETH 6ainrT;
+ lNepedaHo — KONMYECTBO NepeaaHHbIx ¢ ETH 6aiiT.

ARP:
B ARP-Tabnuue cogepxntcsa nHpopmanms o cootrsetctamm IP- 1 MAC-aapecoB coceiHNX CETEBbIX YCTPOWCTB:

+ IP-adpec — IP-agpec yCTpoiicTBa;
+ MAC-adpec — MAC-aapec ycTpoiicTBa.

MapLupyThbl:

* VIhmepghelic — nms bridge-nHtepdeiica;
+ HasHavyeHue — IP-agpec xocTa uiv nNoAceT! Ha3HAUYeHUs, 10 KOTOPbIX YCTAHOBNEH MapLLpPYT;

« Wmo3 — IP-agpec wnt3a, Yepes KOTOPbIii OCYLLECTBNSETCS BbIXOA Ha agpecara;
* Macka — macka nogcetu;

* ®azu — onpefesieHHble XxapakTepucTUKM AaHHOro MapLupyTa.
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PykoBogacTBo no skcnayatauum WEP-550K

CyLLEeCTBYIOT ClieaytolLMe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH ¥ AB/SAETCA NPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre MmapLupyTbl NPOXOAAT
yepes BHeLWHWe Wwo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C
NPAMbIM NOAK/THOYEHNEM.

R — ykasbIBaeT, UTO MapLLpyT, CKopee Bcero, bbl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTM3auum, paboTaroLymM Ha NIOKasTbHO cucTeme, nocpeacTBOM napametpa reinstate.

D — ykasblBaeT, UTO MapLUpyT Obl/1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHns
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHnst ICMP Redirect, mapLipyT Bko4aeTcsa B Tabavuy MapLupyTm3aunn, YTobbl UCKHOYNTD
nepeHanpasneHve a5 nocnefywmnx NakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSITHO, B pe3ysibTare paboThl
AVHaMNYeCKOro NpoToKo/1a MapLUpyTM3aLmm Ha IOKaslbHON cucTeMe 1 NpUMeHeHUs napamerpa
mod.

A — yka3blBaeT Ha 6ydhepun3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHuss MapLupyTa SBSeTcs OAMH U3 apecoB AaHHOIo
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMapLupyTUsaumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SBMSEeTCA LWMPOKOoBeLaTebHbll agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYIOT TONIbKO B Bydhepe MapLupyTM3auuun.

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonbLeBbiM (loopback) nHtepdpelicom ¢ Lenbio MHOWA,
HeXxenn obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe mapLupyTm3aLmn.

I — ykasbIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbes
CUCTEMOM.
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PykoBogacTBo no skcnayatauum WEP-550K

5.4.5 MoameHto «MHGopmauusa o pagmonHTepgencax»

B nogmeHto «<MHpopmauusa o paguonHtepdeiicax» 0TO6paXKeHO Tekyllee COCTosIHMe paanonHTepdelicoB

WEP-550K.

MoruTopuHT Radio VAP

Wi-Fi knuenTel
Cramctia no Tpaduiy
HypHan cobermai
CeTeean MHbOpMaLUA

WrichopuaLyn o
pafuonHTepcbelicax >

Wrcpopmavya 06 ycTpoiicTae

CeTeBule HacTpOMEN Brewnme cepemcel Cucrema

Radio 2.4 My
Craryc
MAC-agpec
Pexam
Kawan
LUmprHa kanana, MMy

Radio 5Ty

Craryc
MAC-anpec
Pexam
Kakan

LUnprHa kanana, My

Radio 6Ty
Craryc
MAC-agpec
Pesxam

Kawan

Brrodero

|IEEE 802 11b/g/n/ax/be

6 (2437 M)
20

Brniouerio

IEEE 802.11ain/ac/ax’be

48 (5240 Mry)
20

Brrouero

IEEE 802.11ax/be

61 (6255 M)

\Wnpuwa kawana, My 320

PagnovHTepdielicbl TOUKM AOCTYNa MOMyT HAXOAUTLCA B ABYX COCTOAHUAX: «BKIOYEHO» 1 «BbIK/THOYEHOY.
Craryc Kaxaoro nu3 pagmovHTepeincos oTpaxaeTcs B O4HOMMEHHOM napameTtpe «CTaryc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb /I Ha JaHHOM paguovHTepdelice BK/IHOYEHHbIE BUPTYasIbHbIE TOUKM
poctyna (VAP). B cnyyae ecnu Ha paguouHTepdeiice nmeetcs xoTs 6bl ogHa akTueHast VAP, Radio 6yaet
Haxo4uTbCA B cTaTyce «BkMoYeHOo», Have — «BbIKMHYeHO».

B 3aBucmmMocTu oT cTatyca Radio Ans MOHUTOpPUHra 4OCTynHa cneayouas nHpopmayms:
«BbIKNHOYEHOY»:

+ Cmamyc — cOCTOsiHUe paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexum — pexum paboTbl paguovHTepderica cornacHo ctaHgaptam IEEE 802.11.

«BKAOYEHO»:

+ Cmamyc — cOCTOsIHue paguovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;

* Pexxum — pexum paboTbl pagnonHTepderica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — HoMep 6ecrnpoBOAHOrO KaHasa, Ha KOTOPOM paboTaeT paavouHTepdec;

* LlupuHa kaHa/1a — WMpUHa No0Ckl YacToT KaHasa, Ha KOTOPOM paboTaeT paavouHTepdeiic.
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5.4.6 MoameHto «MHGopmauusa 06 ycTporicTee»

B nogmeHto «<MIHhbopmauusa 06 ycTpoiicTBe» 0TOOpaxeHbl OCHOBHbIe xapaktepuctukn WEP-550K.

MOHMTOPHHT Radio VAP CeTeBble HACTPOHKH BHELLUHWE CEPBUCH! CucTema - (BbIX0M)

Wi-Fi KnueHTl W3penue
ANnapaTHan BepcuA 1v2
CTaTUCTHKA NO TPAUKY

3asoackoil MAC-anpec
HypHan coObITHA
CepHitHLIA HoMep WP61000036

CeTeBan MHMOpMaLWA Bepcua MO
WHthopmayms o PesepeHan sepcua M0
pagMoMHTEpEicax
Bepcua 3arpyauuka
VHhopmaLwa of yeTpoiicTee > CuctemHoe Bpema  23.01.2026 11:25:38
Tunnutanms  PoE/Unclassiied €

BpemA padoTtsl 0 aH, 00:14:51

arpyska LMY 1%
Vicnonb3yeman namath 519 509 MGaWT / 981 MOaiT

' OGHOBHTb

* MI30esiue — HaMMeHoBaHMe MOAENN YCTPOCTBA;
« AnnapammHdasi Bepcusi — BepCcus annaparHoro obecneyeHnst yCTpoicTBa;
+ 3asodckoli MAC-adpec — MAC-agpec WAN-unHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
n3roToBUTENEM,
+ CepuliHbili HOMEP — CEepPUIiHbIA HOMEp YCTPOICTBA, yCTaHOB/IEHHbIN 3aBOA0M-U3rOTOBUTENEM,
* Bepcusi O — Bepcus nporpamMHOro obecrnevyeHnss yCTponcTBa;
* PesepsHas sepcus O — npefbiayuias yctaHoB/ieHHasa sepcud MO;
* Bepcusi 3a2py3quka — Bepcus NporpaMMHOro obecneveHmns 3arpysymka ycTponcTsa;
+ CucmeMHoe BpeMsi — TeKyLLMe BPeEMS 1 Aata, yCTaHOB/IEHHbIE B CUCTEME;
« Tun numaHusi — CTaHAapT TEKYLLEro NUTalLWEro ycTpoicTea:
* PoE++;
* PoE+;
* PoE/Unclassified.
* Bpewmsi pabombi — BpeMsi paboTbl C MOMEHTa NOCNEAHEr0 BK/IOUEHMSA NN Nepe3arpy3kn yCTPOnCTBa;
+ 3aepyska LIy — cpegHuii NpOLEHT 3arpy3ku npoLeccopa 3a nocnegHue 5 cekyHz,
* Yicrnonb3yemasi naMmsimb — NPOLEHT UCNONb30BaHMsA onepaTMBHON NaMsATh YCTPOCTBA.
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PykoBogacTBo no skcnayatauum WEP-550K

5.5 MeHw «Radio»

B meHto «Radio» npon3BoaMTCca HacCTpolika paguonHTepdelicoB yCTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B noameHto «Radio 2.4 I'u» ocyLLeCTBAAOTCS HACTPOIKM OCHOBHbIX NapaMeTpoB paavonHTepdeiica
yCTpOIiCTBa, paboTatolLero B AnanasoHe 2.4 I,

Mowwropar  Radio VAP CeTeseie acTpodn  Breumve cepaucer  Cuctema -

Radio 2.4 Tyy> Obue
Radio 5 My Pexim IEEE 802.11bl/g/n/axibe v
Radio 6 My AgTomaTueckuit B=IGop KaHana

Toronmrensia OrpasmawTs cmcok kavanos

I's

. 11 (2432 — 2472 MINy) x

LWwpuna kanana, My 40 w
OcHoeHOM KaHan Lower A

MawHocTe curkana, gbu 16 v

NononuutensHo v

© [na nogkniouenmns yctpoiicTs B ctaHaapTe IEEE 802.11be (Wi-Fi7), pekomenayeTcs HacTpoiika

pexuma 6esonacHoctn WPA2/WPA3, WPA3 nnin OWE.

Pexxum — pexum paboTbl MHTepheica cornacHo cneayowmum ctTaHgapTam:

+ IEEE 802.11b/g/n;

 |IEEE 802.11b/g/n/ax;

* |IEEE 802.11b/g/n/ax/be.
Asmomamuyeckuli 8bI160p KaHa/1a — NPU YCTaHOB/IEHHOM dp/1are Touka ByzeT aBTomMmaTuyecku
BblOMpaTb HaMEHee 3arpy>eHHblii pagnokaHan ans pa6otbl Wi-Fi-uHtepdpeiica. MNpu cHaTom donare
OTKpbIBaAETCA AOCTYN A1 YCTaHOBKM CTaTUYeCcKoro paboyero kaHana;
KaHasn — BbIGOp KaHana nepefayn gaHHbIX;
OepaHuyums CrnucoK KaHas108 — Mpu yCTaHOB/IEHHOM dp/iare Touka goctyna 6yaeT ncnosb3oBarb
OrpaHNYeHHbI Nob30BaTeNIeM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtne «OrpaHnyYnTb CNUCOK KAaHaU10B» HE YCTaHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO To4YKa gocTyna 6yaeTt BblompaTtb pabounii KaHan 13 BceX JOCTYMHbIX KaHa0B JaHHOro
AmanasoHa yacToT. KaHasnbl gnanasoHa 2.4 'y: 1-13;
WupuHa kaHana, My — WwnprHa Nosiockl YacToT KaHas1a, Ha KOTOPOM paboTaeT Tovka A0CTyna,
npuH1UMaeT 3HaveHusa 20 n 40 My,
OCHoBHOUI KaHa/1 — napaMeTp MOXET ObITb U3MEHEH TO/IbKO NPW NPOMNYCKHON CNOCOBHOCTH CTaTUYECKM
3a/laHHOro KaHana, pasHoii 40 MI'y. KaHan 40 MI'y, MOXHO cuMTaTb COCTOSILLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCTOTHOM 06nacTu. ITK ABa KaHana
20 MI'y Ha3bIBaAKOT NEPBUYHLIM U BTOPUYHBLIM KaHanamu. MepBrYHbIA KaHan UCNob3yeTcs KIMeHTamu,
KOTOpble NoAAEePXMBAKOT TOMIbLKO NOJIOCY NponyckaHua kaHana 20 Mry;

* Upper — nepB1YHbIM KaHanoM ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mlu;

* Lower — nepBUYHbIM KaHa/I0M 6yaeT HMWKHWUIA kaHan 20 MI'y, B nonoce 40 MIu,
MowHocmb cueHasia, 0bm — perynnposka MoLHOCTU curHana nepegatyvka Wi-Fi B gbm. MpuHnumaet
3HadeHue ot 0 go 16 abwm.
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B cnyuae, ecnv B cnimcke «OrpaHMymTb CNMCOK KaHas10B» YKa3aH HeoCTYNHbIN 415 Bbibopa kaHal, To
OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNUCOK KaHaUI0B», HE NOAXOAST Nog, onpeaeneHne «OCHOBHOM kaHas» = Lower.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

JloNONHUTENEHO ~

0BSS Coexistence @
KopoTuii saluHull wiTepean 2
STBC m
Mepwoa omnpasx cyweBHax coobuernii, uc | 100
Mopor dpparuentayim | 2346
MoporRTS | 2347

KopoTkan npeawyna

OBSS Coexistence — pexunm aBTOMaTUYECKOro YMeHbLUEHUS LUMPUHBI KaHasna npu 3arpy>XeHHOM
paanoadmpe. MNMpu ycTaHOB/IEHHOM dh1are pexxmm BK/IHOYEH;

Kopomkul 3awyumHbIli uHmMepBsas1 — NoAAEePXKKa YKOPOUEHHOro 3allMTHOIO MHTepBasia. Touka gocTyna
nepeaaeT AaHHble, UICNOosb3ys 3alnTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KNeHTaMu, KOTopble Takke NOAAEPXKMBAOT KOPOTKMUIA 3alLMTHbIN NHTepBaUT,

STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAHUS, HanpPaB/iEHHbIV HA MNOBbILEHNE
HafeXHOCTM nepegayn AaHHbiX. MNpn ycTaHOBNEHHOM dhnare yCTPOMNCTBO nepefaet O4UH NOTOK AaHHbIX
yepes3 HeCKOMbKO aHTeHH. Ecnn dhnar He yCcTaHOB/EH, YCTPONCTBO HE NepefaeT OAMH U TOT Xe NOTOK
[aHHbIX Yepe3 HECKO/IbKO aHTEHH;

Mepuod omnpasku c/yxebHbiX coobweHUl — nepuog NocbiNku Beacon-gopeiimoB. ®pelimbl
nepegaroTca AN obHapyXeHusa To4kn goctyna B agupe. MNMapametp npuHumaet 3HaveHns 20—-2000 mc,
no ymonyanuo — 100 mc;

lMopoe ¢hpacmeHmayuu — nopor doparmeHTaummn gpelima B 6aritax. NMpuHUmMaeT 3HavyeHnsa 256—-2346, no
ymonuaHuo — 2346;

lMopoe RTS — ykasblBaeT unc/o GaiiT, Yepes KOTopoe nocbklinaercs 3anpoc Ha nepegady (Request to
Send). YMeHblUEHME AAaHHOTO 3HAUYEeHMS MOXET YyULLNTL PaboTy TOYKM AOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/HOYEHHBIX K/TMEHTOB, OAHAaKO 3TO YMeHbLUaeT 06LLYH0 NMPONYCKHYK CNOCOOHOCTb
6ecnpoBogHoli ceTu. MNpuHMMmaeT 3HaveHnst 0-2347, no ymonyanuo — 2347;

Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysbl nakeTa.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBCUMYIO NaMsTh
HaXKMUTE KHOMKY «[pUMEHUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHA».
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5.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 MMy» ocyLLecTBASATCA HACTPOMKU OCHOBHbIX NapaMeTpoB pajmouHTepgeinca
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

MoruTOpUHT Radio VAP CeTessle HACTPOWEM BrelwHMe cepencel Cuctema

Radio 2.4 My OBume
Radio 5Ty » Pesxim IEEE 802.11a/n/ac/ax/be hd
Radio 6 My Agromarueckii Bsibop kanana

DononxutensHo QrpaHnumMTs CIMCOK KaHanos

LLpuHa kanana, My 40 v
Ocnoexoi kauan Lower hd
MowHocTe curiana, gbm 19 v

TononHWTENLHO

© [ns nogkniouenmns yctpoiicts B ctaHaapTe IEEE 802.11be (Wi-Fi7), pekomenayeTcs HacTpoiika
pexnma 6esonacHoctn WPA2/WPA3, WPA3 nnn OWE.

* Pexum — pexvm paboTbl MHTepdelica cornacHo ctaHgapTam:
+ IEEE 802.11 a/n/ac;
« |EEE 802.11a/n/ac/ax;
+ IEEE 802.117a/n/ac/ax/be.

* ABmomamuyeckul B8bI60p KaHasia — Npy yCTaHOBNEHHOM ch/iare Touka 6yaeT aBTOMaTu4eckm
BblOMpaTh HaMMeHee 3arpyXXeHHblil paguokaHan gnsa pabotsl Wi-Fi nHtepdpeiica. Mpu cHaTom cnare
OTKpbIBaAETCA AOCTYN A1 YCTAHOBKM CTAaTUYECKOro paboyero kaHana;

* Kanas1 — BbIGOp KaHana nepefayvn AaHHbIX;

+ O2paHuyumsb CrucoK KaHasi08 — NPV yCTaHOBNIEHHOM ch/iare Touka focTyna 6yAeT UCMnosib30BaTthb
OrpaHnYeHHbI Nonb30BaTeIeM CNUCOK KaHa/10B 411 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnn donar HanpoTtne «OrpaHnYnTb CNMCOK KAHa/10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO To4Ka gocTyna 6yaet BbioupaTtb pabounii KaHa U3 BCeX JOCTYMHbIX KaHa10B JaHHOro
AnanasoHa yYacToT. KaHasbl gnanasoHa 5 My 36-64, 132-144, 149-165;

* lupuHa kaHasa, MMy — WwnpurHa Nonockl YacToT KaHasia, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHumaeT 3HadveHus 20, 40, 80 n 160 MIw;

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTU CTaTUYeCKn
3aflaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOSLLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBIM U
BTOPMYHbIM KaHanamu. MNMepBuYHbI KaHasl MCNOb3YeTCs KNMeHTamu, KOTopble NoAAEPXKMBAIOT TOIbKO
nosaocy nponyckaHnsa kaHana 20 M,

+ Upper — nepBuYHbIM KaHasioM 6yaeT BepxHuii kaHau 20 My, B nonoce 40 MIy;
+ Lower — nepBuMYHbLIM KaHas1oM 6yAeT HWXHUIA kaHan 20 MMy B nonoce 40 My,

* MowHocmb cueHasia, 0bM — perynmpoBka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet

3HadeHue ot 0 go 19 gbwm.
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© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna eLle He NPON3BOAM/IOCH HUKAKMX HACTPOEK, N0 YMon4yaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»,
* KaHasbl 36 1 44 B cnvcke «OrpaHMynTb CMMCOK KAHa/10B» MEHSOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHve «OCHOBHOI kaHan» = Upper.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

JlononHUTENLHO ~

0BSS Coexistence [
Momaepsxa DFS Brmoueto v
KopoTail sawpmHuii wiTepean @
STBC ®m
TMeprog oTnpaekn criyxebHisx coobueHnit, mc 100
Mopor chparmenTaLym 2346
Mopor RTS 2347

Koporkan npeaubyna @

* OBSS Coexistence — pexum aBTOMaTUYECKOIO YMEHbLUEHUSA LWVPUHbBI KaHana npu 3arpy>eHHoMm
paanoadmpe. MNMpu ycTaHOB/IEHHOM dh1are Pexxnm BK/THOYEH;

+ lModdepxxka DFS — mexaHn3M AnMHaMnyeckoro Bblbopa YacToTbl. TpebyeT OT 6ecnpoBOAHbIX YCTPOCTB
CKaHMpoBaTb pagnoadunp 1 nsberartb UCMNOIb30BaHNA KaHa10B, COBNaatoLmx ¢ KaHanamu, Ha KOTOPbIX
paboTalT paavonoKaumoHHble cuctemsl B 5 Ty, ananasoHe:

* BbIK/IlO4EHO — MexaHn3M Bblk/itoueH. DFS-kaHasibl He JOCTynHbI 415 BbI6OPa;
* BK/1l04EHO — MeXaH3M BK/IHOYEH;
* [MpuHyoume/sibHO — MexaHn3M BbiktoveH. DFS-kaHanbl 4OCTynHbI 4719 BblGopa.

* Kopomkul 3awjumHbil uHmMepsasa — Nogaepka yKoOpoueHHOoro 3almuTHoro nHtepsasia. Touka goctyna
nepefaeT AaHHble, UICNOosb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
KNeHTaMu, KOTopble Takke NoAAEPXKMBaIOT KOPOTKMUIA 3alLMTHbIN NHTepBaUT,

+ STBC — meTOoZ NPOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBAaHUS, HanpaB/iEHHbIV HA MNOBbILLEHNE
HaeXHOCTM nepegayn AaHHbix. MNpu ycTtaHOBNEHHOM dhare yCTPOMNCTBO nepefaet O4UH NOTOK AaHHbIX
yepes HeCKOMbKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, YCTPONCTBO HE NepefaeT OAMH U TOT Xe NOTOK
[aHHbIX Yepe3 HECKO/IbKO aHTEHH;

+ [Mepuod omnpasKu c/1y)XebHbix coobuwjeHuli — nepuoa nocbisikn Beacon-thpeiimoBs. Ppeimbl
nepegaroTcs 1 06HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHns 20—2000 mc, no
ymonyaHuo — 100 mc;

* lMopoz chpazmeHmayuu — nopor hparmeHTaumm gopeima B 6aitax. MNprHMMaeT 3HauyeHns 256—2346, no
ymonuaHuo — 2346;

* [Mopoe RTS — ykasbIBaeT unC/I0 GaiiT, Yepes KOTOpoe nocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAYEHMS MOXET YYULINTL PaBGoTy TOYKM AOCTyna Npu 60/1bWoM
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KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOBHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuo — 2347;
* Kopomkas npeambysia — ncnosib3oBaHne KOPOTKOI npeamoby/ibl nakeTa.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.5.3 MoameHto «Radio 6 MMu»

B nogmeHto «Radio 6 N» ocyLLEecTBASATCA HACTPOMKN OCHOBHbIX NapaMeTpoB pajmouHTepgenca
YCTPOWCTBAa, paboTatoLlero B AgnanasoHe 6 'y,

MoHUTOpMHT Radio VAP CeTeBele HacTpolikW BrelHue cepemcel Cuctema

Radio 2.4 Ty 0bune
Radio 5 My Pexam |IEEE 802 11ax/be hd
Radio 6 Ty > AgromaTtuyeckuii BxiBop KaHana

m -
AONONHUTENBHO OrpaHy4uTL CNMCOK KaHanos

LLmpura kanana, My 40 v
OcHoBHOWM KaHan Lower v
MowHocTs curHana, abm 19 hd

[ononHUTENLHO v

* Pexxum — pexum paboTbl nHTepderica cornacHo ctaHgapTam:
+ IEEE 802.117ax;
 |EEE 802.117ax/be.

* ABmomamuyeckul B8bI60p KaHas1a — Npy yCTaHOBNEHHOM ch/iare Touka 6yaeT aBTOMaTU4eckm
BblOMpaTb HaVMeHee 3arpy>eHHblii pagnokaHan ans pabotbl Wi-Fi nutepdpelica. Mpu cHaTom chnare
OTKpbIBaAETCA AOCTYN A/19 YCTAaHOBKMN CTaTUYeCKOro paboyero kaHana,

* KaHas — BblGOp KaHasa nepefaydun faHHbIX;

+ O2paHuyumb CrucoK KaHasi08 — NPV yCTaHOBNIEHHOM ch/iare Touka AocTyna 6yAeT UCMosib30BaThb
OrpaHMYeHHbIN NO/Ib30BaTeNIeM CMMCOK KaHaN0B A/1s1 paboTbl B aBTOMATUYeCKOM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtne «OrpaHnYnTb CNUCOK KAHaI0B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasibl, TO ToYka AocTyna 6yaeT BblbpaTb paboumnii KaHan 13 BCeX AOCTYMHbIX KAHa/I0B AaHHOr0o
AnanasoHa 4YacToT. KaHanbl gnanasoHa 6 'u; 1-93;

+ UupuHa kaHana, MINy — wmpmnHa nosaocbl 4YacToT KaHasla, Ha KOTOPOM paboTaeT Touka 4OCTyna,
npuHumaeT 3HaveHus 20, 40, 80, 160 n 320 My,

* OcHoBHOU kaHa/1 — napaMeTp MOXET 6bITb U3MEHEH TOIbKO NPY NPOMYCKHOM CMNOCOBHOCTM CTaTUYECKN
3aflaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOSALLMM U3 ABYX KaHanos no 20
MI L, KOTOpble rpaHnyaT B 4aCTOTHOW o6nactu. 3Tn ABa kaHana 20 MI'y, Ha3biBalOT NEPBUYHBLIM 1
BTOPWUYHbIM KaHaniaMu. MepBUYHbIA KaHa UCNOb3YETCH KIIMeHTaMn, KOTOpble NOAAEPXMBAIOT TO/IbKO
nosaocy nponyckaHusa kaHana 20 MIruy;

* Upper — nepBnYHbIM KaHaioM ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mly;
+ Lower — nepBWYHbLIM KaHas1oM 6yAeT HWXHUIA kaHan 20 MMy B nonoce 40 Mru,.

* MowHocmb cucHasia, 0bm — perynmposka MoLHoOCTU curHana nepegarynka Wi-Fi B gbm. MpuHumaet

3HadeHne ot 10 go 19 abm.
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B cnyuae, ecnv B cnimcke «OrpaHMymTb CNMCOK KaHas10B» YKa3aH HeoCTYNHbIN 415 Bbibopa kaHal, To
OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna eLle He NPON3BOAM/IOCH HUKAKMX HACTPOEK, N0 YMon4yaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 1, 5,9, 13.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»,
* KaHasbl 1 1 9 B cnucke «OrpaHnyYnTb CMCOK KaHa/10B» MEHSIOT CBO LBET C CUHET0 Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHve «OCHOBHOI kaHan» = Upper.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

[lononHuTensHo v

0BSS Coexistence [/]
KopoTaii sauymHeiii wkTepsan G
STBC
Mepvon eTnpasky ciyxebHex coobuleHni, uc 100
Mopor chparmenTaLym 2346
Mopor RTS 2347

Koporkan npeawyna @

OBSS Coexistence — pexvuM aBTOMATMYECKOro YMEHbLUEHNS LUMPUHBI KaHasta Npu 3arpyXXeHHom
paaunoadhupe. MNpun yctaHOBNEHHOM dh/iare peXxxum BK/THOUEH,;

Kopomkud 3awjumHeili uHmMepsas — nogaepxkka yKopouyeHHOoro 3awmTHOro nHtepsasia. Touka gocryna
nepegaeT AaHHble, UCMO/b3ya 3alMTHBIA MHTepBas B 400 He (BMecTo 800 HC) Npu 06LLEHMN C
K/IMeHTaMu, KOTopble Takke NoAAepXMBatoT KOPOTKUIA 3alLMTHBIN NHTepBaUT,

STBC — meTof NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBaHNS, HanpPaB/EHHbIV HA MOBbILEHNE
HaJeXHOCTU nepegayn AaHHbIX. MNpu ycTaHOB/IEHHOM dhfiare yCTPOMCTBO nepefaet O4uH NOTOK AaHHbIX
yepes HeCKO/bKO aHTeHH. Ecnin donar He ycTaHOB/EH, yCTPOMCTBO He nepefaeT O4WH U TOT Xe MOTOK
[laHHbIX Yepe3 HECKO/IbKO aHTEHH;

lMepuod omnpasKu c/1yxebHbIX coobweHuUl — nepnog nocblsikn Beacon-thpeiimos. ®peliMbl
nepepaloTcs /19 o6HapyXeHnsa ToUkM AocTyna B adhupe, npuHumaet 3HavyeHms 20—-2000 mc, no
ymonyaHuio — 100 mc;

lMopoe ¢hpazmeHmayuu — nopor oparmeHTaummn gpeliva B 6aritax. NMpuHUMaeT 3HavyeHns 256—2346, no
yMO/THaHuio — 2346;

lMopoe RTS — yka3bIBaeT Yncio 6aiiT, yepes KoTopoe Nnocblnaetcst 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHVE JAHHOTO 3HAYEHMS MOXET Y/yULNTb PaGoTy TOUKM AOCTyNna npv 60/1bLIOM
KO/IM4ecTBe NOAKMNHOUYEHHbIX K/IMEHTOB, O4HAKO 3TO YMEeHbLUaeT 06LLYH NPOMYCKHYH CMOCOBHOCTb
6ecnpoBogHoli cetu. NMpuHnmaeT 3HaveHns 0—-2347, no ymonyaHuo — 2347;

Kopomkasi npeambysia — ncnonb3oBaHne KOPOTKOM npeamby bl nakeTa.

[ns BCTynneHus B culy HOBOW KOHMIypauun 1 3aHeceHnss HaCTpoeK B 3HEProHe3aBnCMyo NamMsaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». /191 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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5.5.4 TMoameHo «JoNnoNMHUTENBHO»

B nogMeH0 «[LonoMHUTENbHO» OCYLLECTB/SETCA HACTPOKa AONOMHUTE/bHbIX NapamMeTpoB
pagnovHTepelicoB ycTpoincTBea.

MoHUTOPUMHI Radio VAP CeTeBule HaCTpoMEH Brewnne cepancel Cucrema

Radio 2.4 My, [MononnuTensHo

Radio 5 My Crpana Poccur v [J Pasbnompoears

Radio 6 M1

[lononHuTensHo »

+ CmpaHa — Ha3BaHue CTpaHbl, B KOTOPOii paboTaeT Touka gocTyna. [Ans Beibopa CTpaHbl HYXHO
BbICTaBUTL cpar «Pa36nokMpoBaTb». B 3aBUCUMMOCTM OT yKa3aHHOTO 3HaYeHWs1 GyayT NPYMEHEHbI
OrpaHNuYeHNs K Nonoce YacToT ¥ MOLLHOCTM NepeaaTyka, KoTopble AeiCTBYIOT B AaHHOl cTpaHe. OT
YCTaHOB/IEHHOI CTPaHbl 3aBUCUT CMUCOK JOCTYMHbIX YACTOTHbIX KAHA/I0B, YTO B/IMSIET HA
aBTOMaTUYeCcKuii BbIGOP kaHana B pexume Channel = Auto. Ecnin knmeHTckoe o60pyaoBaHie
NMLIEH3MPOBAHO A5 UCNO/b30BaHUs B PYrOM PervoHe, BO3MOXHO, YCTaHOBUTL CBSA3b C TOUKOI AoCTyna

B TaKOM CJ/iydae He ygacCTCA.

€@ Hactpoiika nokanbHbIX (PErMOHaNbHBIX) OrpaHUYeHNii, BKtouas paboTy Ha paspeLLeHHbIX
YACTOTHbIX KAHA/Iax 1 BbIXOAHO! MOLLHOCTU, ABMISIETCS OTBETCTBEHHOCTHI0 UHCTAN/IATOPOB.

© BLI60p HeNpaBMILHOTO PErMoHa MOXET NPUBECTM K NPo6/ieMaM COBMECTUMOCTM C PasHbIMM
K/TMEHTCKUMU YCTpOAiCTBaMu.

[na BCTynneHms B CUy HOBOWM KOHGIUIypaumum 1 3aHeCEHNss HaCTPOEK B AHEProHe3aBMUCUMYI0 NaMATb
HaXKMUTE KHOMKY «[MpUMeHUTb». 1151 OTMEHbI UBMEHEHUIA HAXXMUTE KHOMKY «OTMEHa».
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5.6 MeHo «VAP»

B meHi0 «VAP» BbINOSTHSIETCS HACTpOiika BUPTYyasibHbIX Touek goctyna Wi-Fi (VAP).

5.6.1 MNMoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTobpaxatoTcst HacTpolikn Bcex VAP Ha paanonHTepdeicax Radio 2.4 'y, Radio 5

My v Radio 6 Iy, MOXHO NOCMOTPETb HACTPOWKM KaxKAoi BUPTyasibHOM Toukn B pasaenax VAPO-VAP15.

MeRuTOpHHT Radio VAP CeTeBLIe HACTPOMKH BHeLUHMe cepeickl Cuctema - (BbIX0d)

CymmapHo » 2471y 50y 61Ty,
24My VAP Bumioueno Pexaam GesonacHocTh VLAN ID 55D Tpaucnupoeate SSID Wzonsiums aBoxentor

5Ty VAPO Buiniouero 0 =]

6My

VAP1 O Beikniouero
VAP2 O Beikniouero
VAP3 O Beikniouero
TNokasark Bee

+ VAPO-VAP15 — nopsiikOBbIin HOMEpP BUPTYasIbHOM TOYKN AOCTYNa;

* BK/1t04eHO — Mpu YCTaHOB/IEHHOM do/iare BUPTyaUibHas Touka JOCTyna BK/IOYEHa, MHaye — BbIK/THYEHE;

* Pexxum 6e3ornacHocmu — TUN LWNPPOBaHWSA faHHbIX, UCMOMb3YeMblii Ha BUPTYaslbHOM TOUYKe A0CTYNa;

+ VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHumaTbca MeTka npu nepepade tpadmka Wi-Fi knneHTtam,
NOAK/TOYEHHbIM K AaHHo VAP. Tpn npoxoxaeHnn Tpadnka B 06paTHy0 CTOPOHY Ha HETErMpOBaHHbIN
TpadmK OT KNMeHToB ByaeT HaBelumBaTbest meTka VLAN ID;

+ SSID — nms BUPTYasibHOI 6eCNPOBOAHON CETY;

+ TpaHcnuposams SSID — npu ycTaHOBMEHHOM chriare BKAKOYEHO BellaHune B adnp SSID, nHave —
BbIK/1HOYEHO;

* U3on154yus abOHEHMOB — NP YCTaHOB/IEHHOM (pr1are BK/IO4YeHa M30/15UuMa Tpadmka Mexany KnmeHtamu
B npeaenax ogHoi VAP.

[Nsi BCTYN/IeHUSI B Uy HOBOI KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B 9HEPTOHE3aBNCUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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5.6.2 lMoameHto «VAP»

MoHuTOpUHT Radio VAP CeTeBele HACTPOMKM Brewunme cepaucel Cucrema - BbIXOL,

Cynmapro VAP0 | VAP1  VAP2  VAP3  VAP4  VAP5 VAP  VAP7  VAP8 VAP  VAPI0  VAPI1  VAP12  VAPI3  VAPH4 VAP
24Ty ObLMe HACTPOMKA
5My Brnioueto

6Ty VLAN ID

SsiD Virtual Access Point 0 (2. 4GHz)
Tpaxcnuposats SSID
WzonauuA aborexToR
Moppepxka 802.11kiv
MaKEHMAmbHOS KOMMUECTBD KIMEHTOR

Pesxum besonacHocTa Beiriouero v

Monpnepsxa 802.11r

O6ume HaCTPOIKK:

* BK/1t04eHO — Mpu yCTaHOB/IEHHOM do/iare BUPTyaUibHas TouKa AOCTynNa BK/IOYEHA, MHAaYe — BbIK/THOYEHE;

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHumMaTbcs MeTka npu nepegadve tpaduvka Wi-Fi knnenTtam,
NOAKMOYEHHBIM K faHHoin VAP. MNpu npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErMPOBAaHHbIN
Tpadmk oT KNnMeHToB ByaeT HaBelumBaTbes meTka VLAN ID;

+ SSID — umsA BUpTYyaibHON 6eCcnpoBOAHON CeTY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chiare BKHOYEHO BelaHune B adonp SSID, uHave —
BbIK/TIOYEHO;

* U3onsyus aboHEHMOB — NPW YCTaHOBNEHHOM ch/iare BK/IHOYEHA N301AumMaA Tpadouka Mexay KnneHtamu
B npegenax ogHoi VAP;

* Moddeprka 802.11k/v — BkNoUuUTb Nogaepxky ctaHaaptos 802.11k/v Ha BUpTyasibHOI TOUKe AOCTYNa;

+ MakcumasibHoe Ko/lu4ecmso K/IUeHMOB8 — MaKCMMasibHO A0MYyCTMMOE YMCO0 NOAKNIYaEMbIX K
BUPTYas1bHON CETU KIIMEHTOB;

* Pexum 6e3ornacHocmu — pexum 6e3onacHoCcTy gocTtyna Kk 6ecrnpoBogHOl ceTu:

© [ns nogkniouenmns yctpoiicTs B ctaHaapTe IEEE 802.11be (Wi-Fi7), pekomeHayeTcsa HacTpolika
pexuma 6esonacHoctn WPA2/WPA3, WPA3 nnn OWE.

* BbIK/IlO4EHO — HEe UCNO/b30BaTh WNpoBaHve 418 nepefadn AaHHbIxX. Touka focTynHa ans
NOAK/TOYEHMA NH6O0To KIMeHTa.

« OWE (Opportunistic Wireless Encryption) — meTof luncpoBaHmsi, o6ecneymsatoLLmii 6e30nacHOCTb
[AaHHbIX, NepefaBaeMblX N0 He3alNLLEHHOW CeTu.

Mpwn aTOM OT Nosnb3oBaresneit He TpebyeTca KakMX-To AOMNOSTHUTE/bHbIX AENCTBUIA U BBOAA Napons
ANS NOOKIOYEHNS K CETU.
WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — cnocobbl LWnpoBaHus, Npy BbiIbope 04HOro 13
crnoco6oB 6yaeT AOCTYMNHA creaytollas HacTponka:
* Koy WPA — kntoy/naposb, HEOOX0A4MMbIN 419 NOAK/TYEHNA K BUPTYasIbHON TOUKe
focrtyna. [/ivHa kntoya coctasnser oT 8 0 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPAZ2-Enterprise, WPA2/WPA3-Enterprise, WPA3-
Enterprise — pexum WndpoBaHUA kaHana 6ecnpoBogHOM CBA3N, NPU KOTOPOM K/IMEHT
aBTOpPU3YyeTCs Ha LeHTpanuioaHHoM RADIUS-cepBepe. 151 HACTPOWKM AAaHHOMO pexuma
6e3onacHoCcTK TpebyeTcs ykasaTb napameTpbl RADIUS-cepBepa. Takke TpebyeTcs ykasaTb K/ou
ans RADIUS-cepsepa. Mpu BbiGope onpeaeneHHoro pexunma 6esonacHocTv 6yayT AOCTYMHbI
cnefywoume HacTPOMKK:
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Pexum GeaonacHocti WPAZ2/\WPA3-Enterprise v
MFP OnumoHansHo v
PMKSA k3lmpoeaHie O
Mopnepska 802.11r
BpyuHyto
FT-over-DS O
Kntou mobuneHoro goctyna RO root
Koy mobuneHoro goctyna R1
WnertucbukaTop MoSunsHoro AoMeHa 0

Berpeynsiit MAC-appec

Ne  MAC-appec YoaneHHsIA kniod MobuneHoro goctyna RO YaoaneHHbId kniod MobuneHoro goctyna R1 RRB wniou RO RRB wmrou R1

* [lo6agmTs Caeprys

« MFP — 3awmuta management-kagpoB (gocTynHo npu pexmme 6esonacHoctn WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise n WPA3-Enterprise, npu Bbibope opyrnx pexrimos
6e3onacHocTn MFP nepesoauTca B cocTtosiHue OmkJ/1o4eHo, Npuy Bbibope pexnma 6e30nacHocTu
WPA3, WPA3-Enterprise, MFP nepeBoauTcsi B COCTOsIHVE BK/IHOHYEHO):
* Omk/io4eHo — 3aWwmTa management-kaZpoB OTK/IIOYEH3,
+ OnyuoHa/sibHO — 3awmnTa paboTaeT, ecnu KNnMeHT nogaepxunsaet MFP. KnveHTbl 6e3 noaaepxku
MFP moryT noakntountbesa K aaHHoin VAP;
* Br/1o4eHO — 3awmTa BKIKYEHa, KNIMEeHTbI, He nogaepxvsatowwme MFP, nogknountbca He MoryT.
* PMKSA kawuposaHue — thnar ynpas/isieT BK/IIOYEHNEM KILLIMPOBaHMA NHOpMaLMN O NMOAK/THOYEHNN
Enterprise-knueHTa. Mpun BKNHOYEHNN JAHHON (DYHKLUMM TOUKA AOCTYNa 3anOMUHAET K/IMEHTCKOe
YCTPOIACTBO Noc/e aBTopm3auun Ha 12 yacoB 1 He TpebyeT NOBTOPHOI ayTeHTUdmnKaumm Ha RADIUS-
cepsepe nNpu NOAKIYEHNN B TEYEHME 3TOro BpeMeHW. BkoueHe gaHHoN yHKLUMK coKpallaeT BpeMms
pOyMUVHra npv BO3BpaLLEHUN KIMEHTa Ha Touky B pexmume WPA Enterprise. HacTpolika JOCTynHa TONbKO
npu pexumax 6e3onacHocTtu Enterprise;
+ 802.11r — doyHKUMOH&/T ObICTPOrO POYMUHIa, paboTaeT TO/IbKO C K/IMEHTaMU, KOTOPble NOAAEPXMBAOT
ctaHgapt IEEE 802.11r. PoymuHr 802.11r BO3MOXEH TOMbKO Mexay VAP ¢ pexrumamn 6e30nacHoOCTy
WPA2, WPA3, WPA2/WPA3, WPA2-Enterprise, WPA3-Enterprise, WPA2/WPA3-Enterprise.
* lModdepxka 802.11r — BKNOUNTb NoAAepXKy ctaHgapTa 802.11r Ha BUPTyasibHOW TOUKe A0CTYna;
* Bpy4Hyro — npu ycTaHOBIEHHOM (hniare nosiBASETCA BO3MOXHOCTb PYyYHOW HACTPOIKK
napaMmeTpoB POYMUHTa;
* FT-over-DS — BkntoveHue pexnma «Over the DS»;
* Koy MobusibHo20 docmyna RO — yHUKanbHbI KoY Ans gaHHon VAP, Hanpymep, CepuiiHbIi
HOMep;
* Kntoy mo6busibHo2o docmyna R1T — MAC-agpec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaHAPbI
ifconfig);
* MloeHmughukamop Mo6u/ibHO20 O0OMeHa — HOMep TPynnbl, B paMKax KOTOPOi MOXET ObiTb
coBepLleH poyMuHr. MpuHnmaet 3HadeHnsa ot 0 go 65535;
. chpequ/u MAC-adpec:
+ MAC-adpec — MAC-agpec VAP-nHTepdelica BCTpeUYHo Toukn gocTtyna. MakcMmanbHoe
KonuyectBo — 256;
*+ Y0aneHHbIl K/t Mo6U/1bHO20 docmyna RO — yHUKanbHbI KoY, AO/MKEH coBnaaTh C
«Kntou mobunsbHoro goctyna RO» Ha VAP BcTpeyHoin T/[;
*+ Y0aneHHbIl ko4 MobusibHo2o docmyna R1T — MAC-agpec VAP Ha BcTpeyHoi T/;
* RRB knto4 RO — cnyyaliHblin kntod. He gomkeH coBnagath ¢ «RRB kntoy R1», HO 06a3atenbHO
AonxeH conagatb ¢ «RRB kntou R1» BcTpeuHon T, AnvHa knova — 16 CMMBONOB;
* RRB knto4 RT — cnyyaliHblin kntod. He gomkeH coBnagath ¢ «RRB kntoy RO», HO 06a3aTensbHo
AonxeH conaaatb ¢ «RRB kntou RO» BcTpeuHon TA. AnvHa knoya — 16 cMMBO/IOB.
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RADIUS:

RADIUS

Homen root
|P-apgpec RADIUS cepeepa 192 168.0.1
Mopt RADIUS cepeepa 1812

Mapone RADIUS cepeepa

®

Mcnoneaoeate akkayHTUHr yepes RADIUS

Mcnons308ate gpyrie HacTpoikK 4nA
AKKAYHTUHE

IP-agpec RADIUS cepeepa gna 192.168.0.1
aKKayHTUHa

Mopt RADIUS cepeepa anA akkayHTWHME 1813

Mapons RADIUS cepeepa anA akkayHTHHra

®

I'Iepno,:l,nuecr{aﬂ OTNpaera arkayHTUHRa

WMHTepean oTnpaeky akkayHTUHMa 600

+ [JomeH — nomMeH nosib3oBarens;

+ IP-adpec RADIUS cepsepa — agpec RADIUS-cepBepa;

« MNopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTOPbIA MICNONb3YETCH ANA ayTeEHTU(UKALNN 1
asTopusauuu;

* Maposib RADIUS cepsepa — naponb ana RADIUS-cepBepa, Mcnonb3yemoro ans ayteHtudmkaumm u
asTopusauuu;

* Vlcnonb3oBamb akkayHmuHe Yepe3 RADIUS — npu ycTaHOBNEHHOM donare 6yayT oTnpaBnsiTbCs
coobleHns «Accounting» Ha RADIUS-cepBep;

* Vlcnonb3o8ams opyaue HacmpoUlku 0711 akkayHmuHaa:

+ IP-adpec RADIUS cepsepa 0s151 akkayHmuHzaa — agpec RADIUS-cepBepa, Ncnosib3yemoro ans
aKKayHTUHra,;
* [Maposib RADIUS cepsepa 07151 akkayHmuH2a — naponb ana RADIUS-cepsepa, ncnosnb3yemoro asisi
aKKayHTUHra;

« lNopm RADIUS cepsepa 07151 akkayHmuHaa — NopT, KOTOPbIA ByAeT UCNoMb30BaH A1 coopa akKayHTUHra
Ha RADIUS-cepsepe;

* Maposib RADIUS cepsepa — naponb ana RADIUS-cepBepa, Mcnonb3yemoro ans ayteHtudmnkaumm u
asTopusauuu;

* [Mepuoduyeckasi omrpasKka akkayHmuHaa — BK/IIOUNTb NEePUOLAMYECKYIO OTNPaBKy COOBLLEHNIA
«Accounting» Ha RADIUS-cepBep. 3agaTb MHTEpPBasT OTNPaBKM COOBLLIEHNIA MOXHO B Nose «HTepBan
OTMPaBKM akKayHTUHIa».

[na BCTynneHns B cuUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb
HaXXMUTE KHOMKY «MpUMeHNUTb». [119 OTMEHbI U3MEHEHUIA HAXXKMUTE KHOMKY «OTMeHa.
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5.7 MeHo «CeTeBble HAaCTPONKN»

5.7.1 MoameHto «CnuctemHas KoHdurypaums»

Mowmmopusr  Radio VAP Ceremsievactpoisn  Brewsue cepsicel  Cuctema - (ebixon)

CrcTemHan KoHMrypaLys > Wmn xocra
focryn Teorpadmueckmii gomeH root
Mpotokon Static v
Crammueckuit IP
CeTeran macka
LWinkos
Mepawunei DNS

BropusHsii DNS

* VIMs1 xocma — ceTeBOe 1MS YCTPOWCTBa, 3agaeTcs cTpoka 1-63 CMMBOMOB: TaTUHCKUE 3ar/1aBHble U
CTPOYHble BYKBbI, LUMPbI, 3HAK Aedurc «-» (aednc He MOXET ObiTb NOC/IEAHUM CYUMBOJIOM B UMEHN);

+ [eocpachuyeckuli 0oMeH — [OMEH y3Nna AepeBa yCTPONCTB cnuctemsl ynpasneHms EMS, B koTopom
pacnonaraeTcs Touka JOCTyna;

*+ [Mpomokos — BbIGOP NPOTOKONA, MO KOTOPOMY ByAeT ocyLlecTBAATLCA nogkntoveHne no Ethernet-
NHTepdpeicy yCTPOICTBa K CETU NpefocTaB/IeHNs ycayr nposarijepa:

* DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w03 no
YMOJTHaHWIO 1 apyrve napamMmeTpbl, Heobxoanmble a5 pabdoTbl B ceTn, OyayT nonyyeHsl ot DHCP-
cepBepa aBTOMaTUYeCKy;

+ Static — pexxum paboTbl, npu KoTopom IP-agpec n Bce HeobxoauMble napameTpbl HaA WAN-
nHTepdeic HazHavarTcs ctatuyecku. Mpu Beibope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
[AOCTYMHbI CiefytoLme napameTpsbl:

+ Cmamuyeckul IP — IP-agpec WAN-uHTepdoeiica ycTpoictea B ceTu npoBaiigepa;
+ Cemesasi Macka — Macka BHeLLHel noAceTy;
* Lmo3 — afpec, Ha KOTOPbI OTNPaB/IsAeTCA NakeT, ec/v [/19 HEro He HalileH MapLupyT B
Tabnvue mappyTusaumm.
* lepsu4HbIli DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepsepoB. Ecnv agpeca DNS-cepBepoB He
HasHaualTca aBTomarmyecku no nportokony DHCP, 3aaalite nx Bpy4Hyo.

[N BCTYNNEeHWs1 B CUY HOBOI KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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5.7.2 TMoameHto «JocTyn»

B nogmeHto «LocTyn» NpoM3BOAMTCA HACTPOViKa AOCTyna K yCTPONCTBY NOCPeACcTBOM web-uHtepdeiica,
Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpotmB «WEB». B nosiBuBLLEMCSI OKHE €CTb BO3MOXHOCTb nomMeHaTb HTTP-nopT (no ymonyaxuto —
80). [lmanasoH A0MNYCTUMbIX 3HAYEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOMO MO YMo/YaHuio, ¢ 1025 no
65535 BKNHOYNTENBHO;

+ [nAa BKNOYeHUA aocTyna K ycTpoiicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMonyaHuio — 443). inanasoH fonyCTUMbIX 3HA4YEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO YMOJTYaHWIO,
¢ 1025 no 65535 BKNHOYNTESBHO;

o MopTtbl gns npotokonoB HTTP u HTTPS He fo/mXHbI UMETbL OAUHAKOBOE 3HAYeHNe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe dhnar Hanpotus «Telnety,
+ [lnsa BkNOYeHUs gocTyna K ycTpolicTBy yepes SSH yctaHoBuTe thnar HanpoTus «SSH»;
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

MoruTopuHr Radio VAP CeTeBele HacTpolikm BreluHue cepencsl

ACTEMA ru - (BeX0g)

CwcTemHan KoHgmrypauma WEB
HOoctyn » HTTP-nopt 80
WEB-HTTPS
HTTPS-nopt 443
Telnet O
SS8H

NETCONF

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.8 MeHt0 «BHellHMe cepBUCHI»

5.8.1 MoameHto «AirTune»

MoameHto «AirTune» npegHasHa4YeHo 47151 BK/UYEHMS U HACTPOIiKM cepBuca AirTune Ha Touke AocTyna.

PykoBogacTBo no skcnayatauum WEP-550K

Cepsuc AirTune ncnonbayertcs Ans onTuMmsaumm pagmopecypco (Radio Resource Management) u

aBTOMAaTUYECKOIN HACTPOIiKK 6eclloBHOro poymuHra 802.11 k/r.

MoHWTOpUHT Radio VAP

AirTune »

CeTessle HacTpolkW

BHelHue Cepencel

BrnrounTs

Anpec cepeuca AirTune

Cucrema

ws:/192.168.1.1:8099/apb/rrm

(Bbxoa)

* Bk/1royums — Npu yCTaHOBIEHHOM dh/iare Touka GyfeT noakntouatbes K cepucy AirTune, agpec
KOTOpOro ykasaH B none «Agpec cepsuca AirTune», Ans obecneveHns yHkumin Radio Resource

Management n/wnun poymuira 802.11 k/r;
+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B popmare: «ws://<host>:<port>/apb/

rrm».

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb

HaXXMUTE KHOIMKY «|_|pVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.9 MeHto «Cucremar

B MeHi0 «CucTteMa» BbINOHAKTCS HACTPOVKM CUCTEMbI, BPEMEHM, OCTYNA K YCTPOWCTBY NO pas/INYHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.9.1 MoameHto «O6HOBNEHNE MO ycTponcTBa»

MoameHo «O6HOBNeHMe MO ycTpoiicTBa» NpefHasHavYeHo 415 06HOBNEHUS NPOrpamMmmMHOro obecneyeHuns
yCTpOWCTBa.

MoHuTOpHHT Radio VAP CeTeBble HacTpoiiky BHelkue cepuce! Cuectema - (Bbixon)

(O6hoenenue MO ycTpoiicTea » AxTeHan sepoua MO

o Pezepenan sepoua M0
Keoxdwrypauwa
Axmyansxan eepcus 10 dacmyria no adpecy: hitpeltex-co nu/support/downloads/
Mepezarpyaka
Qaiin oGHoenennA MO Beibop daina | He exibpan Hu oguH daitn
Mapone

HypHan

[ara v epema

« AkmusHas sepcusi 10 — Bepcus NporpamMmmMHOro obecrnevyeHuns], ycTaHOBIEHHOIO Ha YCTPOICTBE,
pa6oTatoLlas B AaHHbIi MOMEHT;
+ Pe3sepsHasi sepcusi 1O — Bepcusi NporpaMMHOro o6ecneyeHns, yCTaHOB/IEHHOTO Ha YCTPOWNCTBE, Ha
KOTOPYI0 MOXHO Nepekntountbes 6e3 3arpy3ku daina Mo.
+ Coennamb akmusHoU — KHOMKa, NO3BONAOLLIAA cAenaTh pe3epBHyto Bepcuto NO akTUBHON, AN
3TOro NOTpebyeTcd nepesarpyska ycTponctea. AKTMBHas Bepcua MO B 3TOM c/iyyae CTaHeT
pe3epBHOIA.

O6HoBAEHME NPOrpaMMHOIo 06ecnevyeHmns

3arpysuTte chaiin MO c caiita http.//eltex-co.ru/support/downloads/, Bbiopas WEP-550K B crimcke ycTponcTs u
COXpaHUTe ero Ha KoMnbloTepe. loce 3Toro HaXXMuTe KHOMKY «BblibepuTe dhaitn» B none dads1 06HoB/MEHUS
10 v ykaxunTte nyTb K panny MO B hopmare .tar.gz.

[na 3anycka npowuecca 06HOBMEHNSA HEOOXOANMO HaxaTb KHOMKY «3anycTuTb 06HOBEHMEe. MNpouecc
06HOBNEHMS 3aliMET HECKO/IbKO MUHYT (0 ero TekyleM ctatyce 6yAeT ykasaHo Ha CTpaHuLIe), Noc/e Yero
YCTPOWCTBO aBTOMAaTUYECKN Nnepe3arpy3unTcs.

€ He oTkntouaiiTe NUTaHMe ycTpoOicTBA U He BbINOMHSTE ero nepesarpysky B NpoLecce 0GHOBIEHNS
no.
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5.9.2 MoameHto «KoHurypaums»

B noameHo «KoHurypauusa» BbINOMHAETCS COXPAHEHUE U OOHOB/IEHNE TEKYLLEW KOH(UrypaLumm.

MoruTopuHr Radio VAP CeTeBble HacTpoiiku BHelukue cepauncel Cucrema - (BbIXOA)

O6Hoenene MO ycTpoiicTea ManyuuTs apxue KoRGUrypaLpm ¢ #* Cravats
yCTPORCTER
KeHdwrypauma »
3arpyanTe apxue KoHDUrypauum Ha He ewibpad Hv ogux dain
Mepezarpyaka YCTPOHCTED
Mapone
— COpoc Ha 3aBoACKWe HACTPOIKKM CoxpaHuTs napameTps! focTyna
MYy a.
fata u Bpema

MNonyyeHne KoHdUrypaumm

UT06bI COXpaHUTb TEKYLLYIO KOHGIUIypaLMo YCTPOACTBA Ha JIOKa/IbHbI KOMNbIOTEP, HAXKMUTE KHOMKY
«CKayaTb».

O6HoBAEHME KOHdMIYpaLmn

[N 3arpy3kn COXpaHeHHOTo Ha JIOKa/IbHOM KOMIMbloTepe goaiinia KoHUrypawuy UCnosb3yeTcs NyHKT

«3aepy3umsb apxus KoOHhu2ypayuu Ha ycmpolicmgo». [Ans 06HOBNEHNS KOHGUIypaLyK YCTPOCTBA HAXKMUTE

KHOMKY «BblGepuTe haiin», ykaxkute caiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(Urypaumusa npUMeHseTCa aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc yCTpoiicTBa Ha 3aBOICKME HACTPOIKK

UTo6bI cenaTb C6POC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBO/CKME YCTAHOBKM, HAXXMUTE KHOMKY
«C6poc». Ecnu akTmBupoBaH gonar «CoxpaHuTb napameTpbl A0CTyna», To 6yAyT coXxpaHeHbl Te napameTpsbl
KOHpUrypaLumm, KoTopble 0TBEYAtOT 3a A0CTYN K YCTPOCTBY (HacTpolika IP-agpeca, HacTpoiikv AocTyna no
Telnet/SSH/SNMP/NETCONF/Web).

5.9.3 TlMoameHto «Mepesarpyska»

[lna nepesarpysku yCTpoCTBa HaXXMUTE Ha KHOMKY «Mepe3arpyska». MNpouecc nepesanycka ycTpoincTea
3aHMMaeT NpuUMepHOo 1,5 MUHYTBI.

MoHUTOpUHT Radio VAP CeTeBsle HacTpowku BHelmue cepeucs! Cuctema - (Bbixon)

P ~ 0 sl
OGroenenwe MO yerpoiictea Nepesarpyska ycTpolicTea

Kondmwarypauma
Mepezarpyaxa >
Maponk
Hypran

fata u Bpema
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5.9.4 TloameHio «lMaponb»

Mpw BXoge yepes web-uHtepdeiic agMmmHucTpaTop (Naponb No yMmonyaHuio: password) MMeeT NoJHbIA AocTyn
K YCTPOWCTBY: YTEHME N 3aMUCb JI0ObIX HACTPOEK, MOJTHbIA MOHUTOPUHT COCTOSIHUSA YCTPONCTBA.

[na cmeHbl Nnaponsa BBeAMTE HOBbLIV Naposb cHavana B nose «lMaponby, 3aTem B none «MoaresepxaeHne
napons» N HaXXMUTE KHOMKY «[pUMEeHNTb» /19 COXpaHeHUs HOBOTO Naposs.

MoHUTOpMHT Radio VAP CeTeBkle HACTpOIKM BHelH1e cepencel Cuctema - (Bbix0a)

O6Heanenme MO ycrpoiicTea Mapone @
Kondurypauma MoaTeepxaeHUe Napons @
MNepezarpyzka
* OTMEHa
Mapone »

Hypran

lara u Bpema

5.9.5 TloameHo ©KypHau»

MoameHo KypHan» npegHasHa4veHo A/151 HACTPOVKKM BbiBOAA Pa3HOro poda oT/1a404uHbIX COOOLLEHNI
CUCTEMBbI B LIENISIX OBHAPYXXEHWsI MPUYNH Npobem B paboTe yCTpocTBa.

MoHUTOpUHT Radio VAP CeTeBkle HACTPOMKKA BHelwH1e cepeuckl Cuctema - (ecxon)

O6Hoenexne MO ycTpoiicTea Pesuna Cepeep 1 dhaiin ¥
Koudmrypaums Anpec Syslog-cepeepa syslog.server
Mepesarpyska Mopt Syslog-cepeepa 514
Napone Pazmep thaiina, kb 1000

KypHan »

Aara v epema

+ Pexxum — pexum pabotbl Syslog-areHTa:
* Jloka/ibHbIU ¢hali/l — HpopMaLUs XypHasia COXpaHAeTCs B IOKa/IbHOM oaitnie n AoCTynHa B
web-nHTepdelice ycTpoiictea Ha BKnagke «MoHUTOpuHI/XKypHast cobbIThiny,
+ Cepsep u ¢halin — nHgopmauus XypHana oTnpaBnsieTcs Ha yaasieHHblin Syslog-cepeep u
COXpaHseTcs B JIOKa/IbHOM chaiine.
+ Adpec Syslog-cepsepa — IP-agpec nnn gomeHHoe nms Syslog-cepeepa;
* Mopm Syslog-cepsepa — NopT ANst BXoASLMX coobLeHnii Syslog-cepeepa (Mo ymonuarmio — 514,
[lOoNyCTUMble 3HaYeHust 1-65535);
+ Pasmep ¢palina, Kb — makcuMasnbHbIi pasmep goaiina xypHana (gonyctumMble 3HadeHus 1-1000 kB).

[N BCTYNNEeHWs1 B CUNYy HOBOI KOHCOUIypaummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsITh
HaXKMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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5.9.6 MoameHto «[lata 1 Bpems»

PykoBogacTBo no skcnayatauum WEP-550K

B noameHto «Jata u BpeMsi» MOXHO HACTPOWTbL BPEMS BPYUHYO UM C MOMOLLLbKO MPOTOKOA CUHXPOHMU3ALMN

BpemeHn (NTP).

5.9.6.1 BpyuHyro

MoHuTopUHT Radio VAP

OBHoenenue MO yeTpoiicTea
Kondwrypauma
Mepezarpyaka

Mapone

HypHan

Mata u BpemA »

CeTeBble HaCTPOIKM BewHme cepence

Pexaama
[lata u BpemA ycTpoicTEa

Yacoeoil noAc

BeniounTe nepexoq Ha NeTHee BPEmMA
lMNepexog Ha netHes BpeMA

Mepexoa Ha aMMHes BpeMA

Cpgwr Bpemern (MuH.)

Cuctema TR (BcXon)

@ Bpyunyw () NTP cepeep
23.01.2026 13:07:34 | # Penaxmposats

Mockea, Poccun v

(He auibpaHa) (He enibparo) (e ewifpanc) B — 1 —

(He exibpaHa) (He anibparo) (He ewibparno) B - |-

60

+ [ama u spemsi ycmpolicmsa — fata U BpeEMS Ha YCTPOICTBE B AaHHbI MOMeHT. Ecnv TpebyeTcs
KOPPEKLUS, HXKMUTE KHOMKY «PeflakTpoBaTh».

- [ama, sBpems — 3aaaiiTe TEKYLLYIO AaTy U BPEMS UIM HAXXMUTE KHOMKY «Tekyllas aata u Bpemsi»
ANt yCTaHOBKM BpeMeHu MK Ha ycTpoiicTeo.

+ Yacosol nosic — no3BonsieT YCTaHOBUTb 4acoBOW NOSIC B COOTBETCTBMM C GAMKANLLIMM ropogom B

BallemM permoHe U3 3agaHHoOro Crncka,

* Bk/todums nepexod Ha iemHee BpeMsi — Npw YyCTaHOB/IEHHOM dhniare nepexoq, Ha ieTHee/3umHee
BpeMsi GyfeT BbINOMHATLCS aBTOMATMYECKN B 3a/iaHHbI Nepuog, BpeMEHMU:
« [Nepexod Ha iemHee BpeMsi — AeHb U BPpeMs, Koraa 6yaeT BbiNoMHATLCSA Nepexo/ Ha netHee

BpeMms;

+ [Mepexod Ha 3uMHee BPeMsi — AeHb 1 BPeMms, Koraa GyaeT BbINOMHATLCSA Nepexo Ha 3uMHee

Bpems;

+ CoBue BpemeHu (MUH.) — Nepuog, BpeMEHN B MUHYTaX, Ha KOTOPbI BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHMmathb 3HavyeHme oT 0 go 720 MuH.

[na BcTynneHnsa B cuny HOBOWA KOHCDI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTe KHOMKY «[MpUMeHUTb». [1N159 OTMEHbI N3MEHEHWI HaXXMUTE KHOMKY «OT™meHa.
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PykoBogacTBo no skcnayatauum WEP-550K

5.9.6.2 NTP-cepsep

MoHUTOpUHT Radio VAP CeTeBele HacTpoiiku BrewHmre cepencel Cuctema - (BbxOg)

OGHoenenue MO ycTpoiicTsa Peana (7 Bpyunyro @ NTP cepsep
Koudpurypawya [lata u BpemnA yeTpolicTea 23.01.2026 13:08:19

NTP cepeep pool.ntp.org M
Mepeszarpyaka

Yacoeoil noAc Mockea, Poccua ~
Mapone

" BHMIOUMTL Nepexof Ha NeTHee BpeMA
HKypuan pexon P

[lara v spems > Mepexon Ha NeTHes BpeMA (He euibpaHg) (He ewibpana) (He emifpano) B — 0 —

Mepexoa Ha 3UMHee BpeEMA (He ewibpano) (He emibparo) (He emifipano) B — 1 -

CLBUr BpEMEHH [MUH.) 60

« [lama u spemsi ycmpolicmsa — fata U BPEMS Ha YCTPONCTBE B AaHHbIi MOMEHT;
* NTP cepsep — IP-agpec/[OMeHHOE MMA cepBepa CMHXPOoHM3auun BpeMeHn. Bo3MOXHO 3agartb agpec
nNn BbIGpaTb N3 CYLLECTBYHOLLEIO CMNCKa,
+ Yacosol rosic — N03BONSET YCTAHOBUTb YaCcOBOM NOAC B COOTBETCTBUM C GAvKaiLLMM ropogom B
BalLeM pervoHe 13 3afaHHOro Crmcka;
* Bk/iro4umsb rnepexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop, Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepuos BpEMEHMU:
*+ [Nepexod Ha iemHee BpeMsi — AeHb U BpeMs, Korga 6yaeT BbINOHATLCA Nepexos, Ha neTHee
Bpems;
+ [Mepexod Ha 3uMHee BpeMsi — LeHb N BpeMs, Koraa OyaeT BbiNO/HATLCA Nepexos Ha 3uMHee
Bpems;
+ CoBue BpemeHu (MUH.) — Nepuog, BPEMEHN B MUHYTAX, HA KOTOPbIN BbINOMHAETCA CABUT BPEMEHW.
MoxeT npuHumMaTh 3HaveHune ot 0 o 720 MuH.

,ﬂ,ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «|_|pVIMeHI/ITb». p,l'lﬂ OTMEHbI U3MEHEHWIT HAXXMUTE KHOMKY «OTmeHa».
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PykoBogacTBo no skcnayatauum WEP-550K

6 Ynpas/fieHne yCTPoiCTBOM C NMOMOLLbH KOMaH/AHOW CTPOKM

© /115 oTo6pakeHNs MMEILMXCA HACTPOEK ONpeAeNeHHOro pasaena KoHUrypaummn BeeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHDUIypaLumm ycTpoiicTBa, HaxkMiTe codeTaHue knasui (B aHrnuiickoin packnagke) [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

6.1 TMoakyeHne K yCTponCcTBy

Mo ymonyanuto yctpoiicteo WEP-550K HacTpoeHo Ha nony4yeHue agpeca no DHCP. Ecnu atoro He
MPOM30LLII0, NOAKIOUNTLCS K YCTPOMCTBY MOXHO MO 3aBoackomy IP-agpecy.

© 3asopckoii IP-agpec yctpoiictBa WEP-550K: 192.168.1.10, macka noacety: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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PykoBogacTBo no skcnayatauum WEP-550K

6.2 HacTpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WEP-550K(root):/# configure

WEP-550K(config):/# interface

WEP-550K(config):/interface# br0

WEP-550K(config):/interface/br0# common

WEP-550K(config):/interface/br0/commont static-ip X.X.X.X (rae X.X.X.X — IP-agpec WEP-550K)
WEP-550K(config):/interface/br0/common# netmask X.X.X.X (rae X.X.X.X — macka nogcetn)
WEP-550K(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa Nol)
WEP-550K(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa No2)
WEP-550K(config):/interface/br0/common# protocol static-ip (13mveHeHve pexuma paboTtsl ¢ DHCP Ha Static-
IP)

WEP-550K(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

AOG&BNEHMG CTaTn4yecKoro MapuipyTra.

WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K(config):/route# add default (rae default — HassaHne mapLupyTa)

WEP-550K(config):/route# default

WEP-550K(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec cetv uin y3sa HasHauyeHus,
ons gedpontHoro mapupyta — 0.0.0.0)

WEP-550K(config):/route/default# netmask X.X.X.X (e X.X.X.X — macka ceTv HasHa4yeHus, 4/19 AedOTHOro
mMapLpyTta — 0.0.0.0)

WEP-550K(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec Lnwo3a)
WEP-550K(config):/route/default# save (coxpaHeHve HacTpoek)

:/interface/br0/commont exit
:/interface/br0# exit
:/interface# exit

:/# route

config
config
config
config

—_ e~ A~~~
—_— o ===

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commont# protocol dhcp
config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

—_ e~ A~~~
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PykoBogacTBo no skcnayatauum WEP-550K

6.2.1 HacTtpolika yaasiéHHoro yrnpas/eHus

HacTtpoiika SSH

WEP-550K(root):/# configure

WEP-550K(config):/# ssh

WEP-550K(config):/ssh# enable true (ynpasneHve ygasiéHHbIM AOCTYNOM N0 SSH. A OTKNI0YEeHUSA BBeAUTE
false. 1o ymon4yaHuto: true)

WEP-550K(config):/ssh# port X (rae X — nopt SSH-cepsepa. Mo ymonyaHuio: 22)

WEP-550K(config):/sshi# session-limit X (rze X — makcumasibHoe konnyecTBo SSH-ceccuit. Mo ymonyaHuio: 7)
WEP-550K(config):/ssh# save (coxpaHeHne HacTpoek)

HacTtpoiika Telnet

WEP-550K(root):/# configure

WEP-550K(config):/# telnet

WEP-550K(config):/telnet# enable true (ynpasneHune yganéHHbiM 4OCTYynoM Mo Telnet. N5 OTKAOYEHUS
BeeauTe false. 1o ymonyaHuto: false)

WEP-550K(config):/telnet# port X (rae X — nopt. o ymonyaHumio: 23)

WEP-550K(config):/telnet# session-limit X (rne X — makcumansHoe konuyecTtso Telnet-ceccni. o
YMOJ/14aHWIO: 7)

WEP-550K(config):/telnet# save (coxpaHeHvie HacTpoek)
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PykoBogacTBo no skcnayatauum WEP-550K

6.3 HacTpolika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B agnanasoHe 5 'y — wlan1 n B ananasoHe 6 M, — wlan2.

© /15 nopkniouenns ycTpoiicts B cTaHaapTe IEEE 802.11be (Wi-Fi7), pekomenayeTcs HacTpoiika
pexnma 6esonacHoctn WPA2/WPA3, WPA3 nnn OWE.

Tabnuua 10 — KomaHAp! AN HaCTPOkn pexmnma 6esonacHoctn Ha VAP

Pexxum 6esonacHocTn
Be3 napons

WPA

WPA2

WPA/WPA2

WPA3

WPA2/WPA3

OWE

WPA-Enterprise
WPA2-Enterprise
WPA/WPA2-Enterprise
WPA2/WPAS3-Enterprise
WPAS3-Enterprise

KomMmaHga ona HacTpPoOWKM pexuma 6e3o0nacHoOCTU
mode off

mode WPA

mode WPA2

mode WPA_WPA?2
mode WPA3

mode WPA2_WPA3
mode OWE

mode WPA_1X

mode WPA2_1X

mode WPA_WPA2_1X
mode WPA2_WPA3_1X
mode WPA3_1X

Hwxe npeactaBneHbl npumepbl HAacTpoiikn VAP ¢ pasnnyHbiMn pexmnMmamu 6esonacHocty anst Radio 51Ty,

(wlan1).

58



PykoBogacTBo no skcnayatauum WEP-550K

6.3.1 HacTtpoliika VAP 6e3 wndposaHus

Co3spaHune VAP 6e3 wncpoBaHus ¢ Nepmoguyeckoinn oTrnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WEP-550K(root):/# configure

WEP-550K(config):/# interface

WEP-550K(config):/interface# wlanl-vap0

WEP-550K(config):/interface/wlanl-vap0# vap

WEP-550K(config):/interface/wlanl-vap0/vap# ssid 'SSID_WEP-550K_open' (13veHeHne nveHn SSID)
WEP-550K(config):/interface/wlanl-vap0/vap# ap-security
WEP-550K(config):/interface/wlanl-vap0/vap/ap-security# mode off (pexxnm unchposaHms off — 6e3 naposis)
WEP-550K(config):/interface/wlanl-vap0/vap/ap-security# exit

WEP-550K(config):/interface/wlanl-vap0/vap# radius

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-enable true (Bk/1t04eHNE OTNPaBKN COOBLLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrnosb3yemMoro 4J/151 akkayHTUHra)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-password secret (/e secret — naposs a71s RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-periodic true (Bk/1l0ueHVIE NEPUOANYECKON
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-interval 600 (HTEpBasI OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# exit

WEP-550K(config):/interface/wlanl-vap0/vap# exit

WEP-550K(config):/interface/wlanl-vap0# common

WEP-550K(config):/interface/wlanl-vap0/commont# enabled true (Bk/1l0ueHne BUPTYa/IbLHOM TOYKM [0OCTYNa)
WEP-550K(config):/interface/wlanl-vap0/commont# save (COxpaHeHne HacTpoek)

—_ e~~~
—_ ===
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PykoBogacTBo no akcnnyataunm WEP-550K

6.3.2 HacTtpoliika VAP c wndgposaHvem OWE

© K VAP ¢ pexumom 6esonacHocT OWE cMoryT nogxIounTbest knnenTsl Wi-Fi 6 1 Bbiwwe.

CospgaHue VAP c wumncposaHuem OWE

WEP-550K
WEP-550K
WEP-550K
WEP-550K

root):/# configure

config):/# interface

config):/interface# wlan1-vap0

config):/interface/wlanl-vap0# vap

WEP-550K(config):/interface/wlanl-vap0/vap# ssid 'SSID_WEP-550K_owe' (13veHeHne nmenn SSID)
WEP-550K(config):/interface/wlanl-vap0/vap# ap-security
WEP-550K(config):/interface/wlanl-vap0/vap/ap-security# mode OWE (pexxum wndgposaHns OWE —
LUMdOpPOBaHHOE coefHeHNe 6e3 BBOga Naposis. B Takom pexunme CMOryT NOAKIUNTLCA KAneHTbl Wi-Fi 6
1 BblLLE)

WEP-550K(config):/interface/wlanl-vap0/vap/ap-security# exit

WEP-550K(config):/interface/wlanl-vap0/vap# radius

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-enable true (Bk/1t04eHNE OTNPaBKN COOBLLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa, UCNosib3yeMoro AJ/19 akkayHTUHra)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-password secret (/e secret — naposb a71s RADIUS-
cepsepa, UCNosib3yeMoro A1 akkayHTUHra)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-interval 600 (HTEpBasI OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# exit

WEP-550K(config):/interface/wlanl-vap0/vap# exit

WEP-550K(config):/interface/wlanl-vap0# common

WEP-550K(config):/interface/wlanl-vap0/commont# enabled true (Bk/1l04eHne BUPTYa/ILHOM TOYKM 0CTYNa)
WEP-550K(config):/interface/wlanl-vap0/commont# save (COxpaHeHne HacTpoek)

—_ e~ o~~~

—_ e~~~
—_ ===
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6.3.3 HacTtpoiika VAP ¢ pexrnmom 6e3onacHoctn WPA-Personal

Co3spaHue VAP ¢ pexumom 6e3onacHocTtu WPA-Personal c nepnoanyeckoii oTnpaBKOW akKKayHTUHra
Ha Radius-cepBep

WEP-550K(root):/# configure

WEP-550K(config):/# interface

WEP-550K(config):/interface# wlanl-vap0

WEP-550K(config):/interface/wlanl-vap0# vap

WEP-550K(config):/interface/wlanl-vap0/vap# ssid 'SSID_WEP-550K_Wpa2' (13vieHeHne nmenn SSID)
WEP-550K(config):/interface/wlanl-vap0/vap# ap-security
WEP-550K(config):/interface/wlanl-vap0/vap/ap-security# mode WPA_WPA2 (pexxum LundpposaHms — WPA/
WPA2)

WEP-550K(config):/interface/wlanl-vap0/vap/ap-security# key-wpa password123 (k/1t04/naposib,
HEeoO6XoANMbIA A5 NOAKUYEHUS K BUPTYaslbHOM TOUke AocTyna. [AvHa Kda Ao/mkKHa CoOCTaBNATb OT 8
[0 63 CUMBOJIOB)

WEP-550K(config):/interface/wlanl-vap0/vap/ap-security# exit

WEP-550K(config):/interface/wlanl-vap0/vap# radius

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-enable true (Bk/1t04eHNE OTNPaBKN COOBLLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-password secret (/e secret — naposb a71s RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKO
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-interval 600 (nHTepBasI OTNPaBky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# exit

WEP-550K(config):/interface/wlanl-vap0/vap# exit

WEP-550K(config):/interface/wlanl-vap0# common

WEP-550K(config):/interface/wlanl-vap0/commont# enabled true (Bk/1l0ueHne BUPTYa/IbLHOM TOYKM 0OCTYNa)
WEP-550K(config):/interface/wlanl-vap0/commont# save (COxpaHeHne HacTpoek)

—_ e~~~
—_ ===
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6.3.4 HacTtpoiika VAP c Enterprise-aBTopusauueri

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKKkayHTuHra Ha Radius-cepBep

WEP-550K
WEP-550K
WEP-550K
WEP-550K

root):/# configure

config):/# interface

config):/interface# wlan1-vap0

config):/interface/wlanl-vap0# vap

WEP-550K(config):/interface/wlanl-vap0/vap# ssid 'SSID_WEP-550K_enterprise' (13veHeHne nmenn SSID)
WEP-550K(config):/interface/wlanl-vap0/vap# ap-security
WEP-550K(config):/interface/wlanl-vap0/vap/ap-security# mode WPA_WPA2_1X (pexuvm wnpoBaHns —
WPA/WPA2-Enterprise)

WEP-550K(config):/interface/wlanl-vap0/vap/ap-security# exit
WEP-550K(config):/interface/wlanl-vap0/vap# radius

WEP-550K(config):/interface/wlanl-vap0/vap/radius# domain root (rze root — JOoMeH nosib3oBaresns)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepsepa)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# auth-port X (rne X — nopt RADIUS-cepBepa, KOoTopbIii
NCNOMb3YeTCA A/19 ayTEHTUdINKaLMK 1 asTopusaumun. Mo ymonyaHuio: 1812)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# auth-password secret (r/e secret — naposs 15
RADIUS-cepBepa, UCMosib3yemoro 415 ayTeHTUduKaumm 1 aBTopusanm)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-enable true (Bk/1t04eHNE OTNPaBKkN COOBLLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa, UCNosib3yeMoro A1 akkayHTUHra)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-password secret (/e secret — naposs a71s RADIUS-
cepsepa, UCNosib3yeMoro AJ/19 akkayHTUHra)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# acct-interval 600 (HTEpBasI OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# exit

WEP-550K(config):/interface/wlanl-vap0/vap# exit

WEP-550K(config):/interface/wlanl-vap0# common

WEP-550K(config):/interface/wlanl-vap0/commont# enabled true (Bk/1l0ueHne BUPTYaIbLHOM TOYKM 0CTYNa)
WEP-550K(config):/interface/wlanl-vap0/commont# save (COxpaHeHne HacTpoek)

—_ e~ o~~~
—_ ===

—_ e~~~
—_ ===
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6.3.5 HacTtpoiika VAP ¢ BHelUHeli nopTasibHOM aBTopu3auneni

KomaHgb!l gns HaCTPOWKN BHELLHEV NOPTa/ibHOV aBTOpM3aLumn

WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K

root):/# configure

config):/# interface

config):/interface# wlan1-vap0

config):/interface/wlanl-vap0# vap

config):/interface/wlanl-vap0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-vap0/vap# ap-security

config):/interface/wlanl-vap0/vap/ap-security# mode off (pexviv wnposanns off — 6e3 napons)
config):/interface/wlanl-vap0/vap/ap-security# exit

WEP-550K(config):/interface/wlanl-vap0/vap# ssid 'Portal_WEP-550K' (13meHeHve nveHn SSID)
WEP-550K(config):/interface/wlanl-vap0/vap# captive-portal
WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal# verification-mode external-portal (Bx/1t04eHne
NoAAEPXKN BHELLHEN nopTasibHOM aBTopm3aunn. Mo ymonyaHuio: portal)
WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal# scenarios
WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal/scenarios# scenario-redirect
WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-
ip=<NAS_IP>&ap_location=<AP_LOCATION>&nas_id=<NAS_ID>" (yka3zaTb URL BHELLUHEIO BNPTYas/IbHOrO
nopTasia B COOTBETCTBMM C Tabnvuen 11)
WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal/scenarios# exit
WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal# enabled true (si/1t0ueHne hyHkLMoHana
captive-portal)

WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal# exit
WEP-550K(config):/interface/wlanl-vap0/vap# radius

WEP-550K(config):/interface/wlanl-vap0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-
cepBepa, UCNosib3yeMoro A5 aBTopm3anun)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# auth-password secret (/e secret — naposns /15
RADIUS-cepBepa, Mcnonb3yemMoro Ans aBTopmsanmnn)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# exit

WEP-550K(config):/interface/wlanl-vap0/vap# save (coxpaHeHve HacTpoek)

~ N~ N~~~ o~ —~
—_— =
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JononHutenbHble KOMaHAbI AN HACTPOWKM BHELUHE NOPTa/IbHOW aBTOpU3auumn

WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal# client-mac-format XX-XX-XX-XX-XX-XX (rge XX-
XX-XX-XX-XX-XX — chopmaT MAC-apeca K/MeHTa, KOTOpbIi 6yaeT noAcTaBnsaATbCsl BMecTo <AP_MAC> B
3anpocax Ha BHELUHW nopTasl. Bo3amoXHble 3HaUEeHMUS: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXIXXXXIXXXX, XXXXXXXXXXXX. [10 YMOTHAHUHD: XXXXXXXXXXXX)
WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal# nas-id-format XX-XX-XX-XX-XX-XX (rze XX-XX-XX-
XX-XX-XX — doopmat MAC-agpeca T/, KOTopblin 6yaeT noAcTaBAsATbCs BMeCTO <NAS_ID> B 3anpocax Ha
BHELLIHMI nopTasl. Bo3amoxHble 3Ha4eHMs: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX: XX, XXXXXXXXXXXX, XX-XX-
XX-XX-XX-XX, XXIXX:XXXXIXX:XX, XXXXXXXXXXXX. [10 YMOTUAHNHD: XXXXXXXXXXXX)
WEP-550K(config):/interface/wlanl-vap0/vap/captive-portal# exit
WEP-550K(config):/interface/wlanl-vap0/vap# radius

WEP-550K(config):/interface/wlanl-vap0/vap/radius# use-macaddr-as-password true (nepegasatb MAC-
aZipec KNneHTa B KauecTBe naposs B RADIUS 3anpocax. 1o ymonyaHuio: false)
WEP-550K(config):/interface/wlanl-vap0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (rge XX-XX-XX-XX-
XX-XX — cpopmaT MAC-azipeca KNneHTa, KoTopbln byaeTt churypmnpoBatb B RADIUS 3anpocax. @yHKLMoHan
paboTaeT To/IbKO Nnpu ycnoBumn use-macaddr-as-password = true. Bo3aMOXHble 3HauYeHns: XX-XX-XX-XX-XX-
XX, XXX XX XX XX XX, XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XXIXXXXIXXXXXX, XXXXXXXXXXXX. [10

YMO/THaHUIO: XXXXXXXXXXXX)

WEP-550K(config):/interface/wlanl-vap0/vap/radius# exit
WEP-550K(config):/interface/wlanl-vap0/vap# save (CoxpaHeHne HacTpOoek)

© /715 nonyyenns nHcopmaumn 06 anroputMe B3aUMOAENCTBIS C BHELLHUM MOPTA/IOM CM. CXEMY.

Tabnmua 11 — Hactpolika URL wa6noHa an1s BHELLHEN NopTasibHOW aBTopu3aLmm

MapameTp

<NAS_ID>

<NAS_IP>
<SWITCH_URL>

<AP_MAC>
<CLIENT_MAC>
<SSID>
<ORIGINAL_URL>
<AP_LOCATION>

OnucaHune
NAS ID, 3agaHHbIii Ha VAP nnu B system. Ecnv He 3agaH HU oguH
13 aTMx napametpos, To B kauecTBe NAS ID B RADIUS- n HTTP(S)-

PaKETaX 6yaet ucnonb3oBaTbcss MAC-agpec TA B dpopmaTe "nas-id-
ormat”

IP-apgpec T,

[lOMEHHOE MMSI, KOTOPOE MOKa3bIBAETCS KIMEHTY Npu
nepeHanpasneHnm

MAC-agpec Toukn goctyna

MAC-agpec knneHTa

SSID

URL, KOTOpbI n3Ha4Ya/lbHO 3anpalumBas KIMeHT

Ap-location T/,
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PykoBogacTBo no akcnnyataunm WEP-550K

6.3.6 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-550K(config):/interface/wlanl-vap0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

BkntoueHue pexuma MFP (802.11W)

WEP-550K(config):/interface/wlanl-vap0/vap/ap-security# mfp required (Bk/1l0unTL 3alMTy management-
Kagapos (tppeiimoB). required — TpebyeTca nogaepxka MFP OT kneHTa, KNneHTbl 6e3 MFP He cMoryT
noakmounTbCs. capable — coBmectumMo ¢ MFP, KnineHTbl 6e3 nogaepxky MFP MoryT nogkiounteea. Ans
oTKNtoveHus seeanTe off)

BknioyeHue ncnonb3oBaHua TLS npun aBTopusauuu

WEP-550K(config):/interface/wlanl-vap0/vap/radius# tls-enable true (1crnosb3oBars TLS npy aBTopusaumn.
[nsa otknoyeHns seegute false)

BknroueHue cKkpbiToro SSID

WEP-550K(config):/interface/wlanl-vap0/vap# hidden true (Bk/itoueHvie ckpbIToro SSID. /19 OTK/IHYEeHUA
BeeauTe false)

BK/lOY€HMeE U30NALUN KITMEHTOB Ha VAP

WEP-550K(config):/interface/wlanl-vap0/vap# station-isolation true (Bk/1t0ueHvie n3on5LMK Tpadhrka mexay
KnneHTamu B npegenax ogHou VAP. insa oTknoveHns seeaute false)

OrpaHuuyeHne KonnyecTBa K/IMeHToB Ha VAP

WEP-550K(config):/interface/wlanl-vap0/vap# sta-limit X (rze X — MakcmasibHO LonyCcTUMOe YUCTIO
NOAKNOYAEMbBIX K BUPTYa/IbHOW CETU K/TMEHTOB)

BkntoueHue nepegaym aboHEeHCKOro Tpacpmka BHe GRE-TYHHe s

WEP-550K(config):/interface/wlanl-vap0/vap# local-switching true (Bk/it0ueHve nepegayy aboHEHTCKOro
Tpadomka BHe GRE-TyHHens. A8 oTknoveHus seeaute false. 10 yMOM4aHUIO BbIK/1HOUEHO)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYMNEH TONbKO ANs1 TEX KIIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexagy VAP ¢ pexxumom 6e3onacHocTn WPA2/WPA3-Personal n WPA2/
WPA3-Enterprise.

C vHcTpyKumeit no HacTpoiike VAP ¢ pexvmom 6e3onacHoctn WPA2-Personal n gpyrumm

MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvimom 6e3zonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYabHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) « TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# enabled false
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
MOoXHO nocMOTpeThb B BbiBOAe KoMaHbl ifconfig)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# r0-key-holder-id 12345 (yHyika/IbHbLIN KNHOY /15
[aHHOI VAP)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# mobility-domain 100 (joveH fo/mkeH coBnagaTh Ha
BCTpeYHbIX VAP)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# mac
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-aspec VAP
nHTEepderica BCTPEeYHOM Toukn goctyna — T/A_2)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yH/Ka/bHbLIN
KoY BCTpeyHoi VAP Toukn aoctyna TA2 — r0-key-holder-id)
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-aapec BCTpeuHoi VAP Ha T/[2)
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarth ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac# exit
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# enabled true (Bi/1l0ueHVe paboThbl TOUKK AOCTYNA MO
NPOTOKO/Yy 802.11r)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTtpolika 802.11r Ha T2

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# enabled false
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MoXXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# r0-key-holder-id 23456 (yHViKa/IbHbLIN KNHOY [/15
AaHHoro VAP)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# mobility-domain 100 (joveH fo/mkeH coBnagaTh Ha
BCTpeYHbIX VAP)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# mac
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azapec VAP-
nHTEepderica BCTPEeYHOM Toukn goctyna — TA1)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yHuKaIbHbINA
KMo BCTpeyHow VAP Toukn aoctyna TA1 — r0-key-holder-id)
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80
(MAC-agpec BcTpeyHoro VAP Ha TA1)
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T[12, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon TA1)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T12, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA1)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config/mac# exit
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# enabled true (Bx/10ueHIe pabOTLI TOUKM AOCTYNA M0
NpPOTOKO/Yy 802.11r)

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWnppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pabota no npotokosny 802.11k, To npu nogkntoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpoliika 802.11k

WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config# enabled false
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config# mac
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r1e
E8:28:C1:FC:D6:90 — MAC-aApec «apYy>KECTBEHHOW» TOUKM AOCTYyNa)
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rze 132
— KaHaJ1, Ha KOTOpOM paboTaeT Touka goctyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r1e
E8:28:C1:FC:D6:70 — MAC-apec «apYy>KECTBEHHOWN» TOUKM AOCTYyNa)
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 —
KaHaJs1, Ha KOTOpOM paboTaeT To4yka aocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config/mac# exit
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config# enabled true (Bk/it0ueHEe paboThl TOUKM
[0CTyna no NnpoTokosy 802.11Kk)

WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config# save (CoxpaHeHne HacTpoek)
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HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM30oBaH MexXay NoobIMu ceTMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npouecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT N KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYyNa UAW HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOOBLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPUHUMAET peLLeHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNa, 3arpy)XEHHOCTU KaHauia, KOHPUrypawmm BCTPEUHOM
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config# enabled true (Bk/it0ueHe paboThl TOUKM
[ocTyna no npotokosy 802.11k/v)

WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config# save (CoxpaHeHne HacTpoek)

6.4 Hactpoiika MLO

© MLO-rpynna 3ageiictByeT VAP no ofHOMY M3 KaXA0ro AvanasoHa (2.4, 51 6 TW), Npn 3TOM HOMEP
3apgeictBoBaHHoro VAP paBeH N-1, rae N — Homep rpynnbl. Hanpumep MLO-rpynna 4 ncnonb3yet
cneaytouwme VAP: wlan0-vap3, wlan1-vap3 n wlan2-vap3.
Mpw BKAoYeHUM MLO-rpynnbl HACTPOVKN COOTBETCTBYHOLWMX VAP 6yayT MTHOPUPOBATbLCS.

6.4.1 HacTtpoiika MLO-rpynnbl ¢ pexnmom wmndpoaHns OWE

Co3zpgaHue MLO-rpynnbi ¢ peXxumom wncpposaHns OWE

WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K

root):/# configure

config):/# mlo

config):/mlo# mlo-group

config):/mlo/mlo-group# 1

config):/mlo/mlo-group/1# ssid SSID_WEP-550K_MLO_owe (13MeHeHve nvieHn SSID)
config):/mlo/mlo-group/1# ap-security

config):/mlo/mlo-group/1/ap-security# mode OWE (pexvimv wvdposaHns — OWE)
config):/mlo/mlo-group/1/ap-security# exit

config):/mlo/mlo-group/1# enabled true (Bk/1t0ueHie MLO-rpynnol)
config):/mlo/mlo-group/1# save (coxpaHeHve HacTpoek)

PASS AR AN AR AR A AR A AR A
— e e D
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6.4.2 HacTtpoiika MLO-rpynnel ¢ pexumom 6e3onacHoct WPA-Personal

CospgaHune MLO-rpynnbl ¢ pexxumom 6e3onacHocTy WPA3-Personal

WEP-550K(root):/# configure

WEP-550K(config):/# mlo

WEP-550K(config):/mlo# mlo-group

WEP-550K(config):/mlo/mlo-group# 1

WEP-550K(config):/mlo/mlo-group/1# ssid SSID_WEP-550K_MLO_Wpa3 (13veHeHve nveHn SSID)
WEP-550K(config):/mlo/mlo-group/1# ap-security

WEP-550K(config):/mlo/mlo-group/1/ap-security# mode WPA3 (pexkum LwndposaHmns — WPA3)
WEP-550K(config):/mlo/mlo-group/1/ap-security# key-wpa password123 (k/1:04/naposib, He0OX0ANMbIA 15
NOAKMIOYEHMSA K BUPTYasIbHOM TOUKe AocTyna. [AnnHa Knr4va Ao/mkHa CoCTaB/saATb OT 8 0 63 CUMBOJI0B)
WEP-550K(config):/mlo/mlo-group/1/ap-security# exit

WEP-550K(config):/mlo/mlo-group/1# enabled true (Bk/itoueHne MLO-rpynbl)
WEP-550K(config):/mlo/mlo-group/1# save (CoxpaHeHne HacTpoek)

6.4.3 HacTtpoiika MLO-rpynnbl ¢ Enterprise-aBTopusaumeii

CospgaHue MLO-rpynnbl ¢ peXXumMom 6e3onacHocTy WPA3-Enterprise

WEP-550K
WEP-550K
WEP-550K
WEP-550K

root):/# configure
config):/# mlo
config):/mlo# mlo-group
config):/mlo/mlo-group# 1

WEP-550K(config):/mlo/mlo-group/1# ssid SSID_WEP-550K_MLO_Wpa3E (13veHeHve nmeHun SSID)
WEP-550K(config):/mlo/mlo-group/1# ap-security

WEP-550K(config):/mlo/mlo-group/1/ap-security# mode WPA3_1X (pexxum wincpposaHnsa — WPA3-Enterprise)
WEP-550K(config):/mlo/mlo-group/1/ap-security# exit

WEP-550K(config):/mlo/mlo-group/1# radius

WEP-550K(config):/mlo/mlo-group/1/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-cepBepa)
WEP-550K(config):/mlo/mlo-group/1/radius# auth-port X (r1e X — nopt RADIUS-cepBepa, KOTopbIN
ncnonb3yeTcsa AN ayteHTudmkaumm n astopusaymn. Mo ymonyaHuto: 1812)
WEP-550K(config):/mlo/mlo-group/1/radius# auth-password secret (i/e secret — naposis 15 RADIUS-
cepBepa, MCNo/Ib3yeMOoro Ansi ayTeHTudmnKaumm n aBTopmusannm)
WEP-550K(config):/mlo/mlo-group/1/radius# exit

WEP-550K(config):/mlo/mlo-group/1# enabled true (Bk/1toueHne MLO-rpynmbl)
WEP-550K(config):/mlo/mlo-group/1# save

~ N N~~~ o~~~ —~

)
)
)
)
)
)
)
)

70



PykoBogacTBo no skcnayatauum WEP-550K

6.5 HacTtpolika AirTune

HacTpolika AirTune

WEP-550K(config):/# airtune

WEP-550K(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (rge 192.168.1.20 — IP-
ajpec cepBepa, Ha KOTOPOM yCTaHOBMEH cepBuc AirTune)

WEP-550K(config):/airtune# enabled true (Bk/toueHne B3anmogenctens ¢ cepsucom AirTune. s
OTK/o4YeHns BBeaunTe false)

WEP-550K(config):/airtunef# save (coxpaHeHve HacTpoek)

[nsa aBTomatmyeckoii HacTpoikmi 802.11r yepes cepsuc AirTune Ha Touke AOCTyna HEO6X0AMMO BKIHOUYNTb
doyHKumoHan 802.11r, 4N 3TOro BbINOAHUTE Crieayowme HacTPOKN:

HacTtpoiika 802.11r yepes AirTune

WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# enabled true (Bk/1t0ueHVIe pabOTLI TOYKM AOCTYNA M0
NPOTOKO/y 802.11r)
WEP-550K(config):/interface/wlanl-vap0/vap/ft-config# save (coxpaHeHve HacTpoek)

[ns aBTomartunyeckoi HacTpoiiku 802.11k/v uepes cepsuc AirTune Ha ToYke AOCTyna HEOOX0AMMO BK/THOUNTL
dyHkumnoHan 802.11k/v Ha SSID, gn1a 3TOr0 BbINOHUTE CNEAYHOLNE HACTPONKM:

HacTtpoiika 802.11k/v uepes AirTune

WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config# enabled true (Bk/1t0ueHNE NOALEPKKN
npoTtokona 802.11k/v Ha BUPTYasibHOW TOYKE A0CTyna)
WEP-550K(config):/interface/wlanl-vap0/vap/w80211kv-config# save (CoxpaHeHne HacTpoek)

HacTtpoiika cepsuca AirTune onucaHa B JOKyMeHTaumm koHTposiepa SoftWLC.
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6.6 Hactpoliiku Radio

Ha Radio no ymonuyaHuio ncnonb3yeTcss aBToMaTnyeckunin BbiIbop pabodyero kaHana. 4nsa 1oro 4toob!
YCTaHOBUTb KaHas BPYUHYH UM CMEHUTbL MOLLHOCTb, UCMO/b3YITe criefytolie KoMaHbl:

CmMeHa pabouyero KaHana u MOLWHOCTY pagnouHTepderica

WEP-550K(root):/# configure

WEP-550K(config):/# interface

WEP-550K(config):/interface# wlan0

WEP-550K(config):/interface/wlan0# wlan

WEP-550K(config):/interface/wlan0/wlan# radio

WEP-550K(config):/interface/wlan0/wlan/radio# channel X (re X — HOmep cTatnyeckoro kaHasa, Ha KOToOpoMm
OyaeT paboTarb TOYKa)

WEP-550K(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1t04eHne aBToBLIOOPa KaHana. [ns
BK/IIOUYEHNA BBeAUTE true)

WEP-550K(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/1t04eHNE YCNO/L30BaHNS
orpaHMYeHHOro cnucka kaHasnos. [Ans BKNYeHUs BBeanTe true)
WEP-550K(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wupuHa kaHana. lNapamverp Moxet
npuHUMaTh 3HadveHune: o Radio 1: 20, 40; Radio 2: 20, 40, 80)
WEP-550K(config):/interface/wlan0/wlan/radio# tx-power X (r4e X — ypoBeHb MoLHOCTL B ABM. [NapameTtp
MOXET MpUHUMaTh 3HadyeHue: ana Radio 1: 0-16 gbm; ona Radio 2: 0-19 nbm)
WEP-550K(config):/interface/wlan0/wlan/radio# save (coxpaHeHne HacTpoek)

—_ ===

© Cnucku gocTynHbIX KaHaNoB

Ana Radio 2.4 Ty gnsa BbIGOpA AOCTYMHbI CeAYIOWMNE KaHAbI:
* Npu WupuHe kaHana20Mru; 1,2, 3,4,5,6,7,8,9,10, 11,12, 13.
* Npwu W1puHe kaHana 40 Mrru;
« ecnun «control-sideband» = lower: 1, 2, 3,4, 5, 6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11,12, 13.
a

Ana Radio 5 Ty anAa BbiGOpa AOCTYNHbI cneaylolne KaHanbl:
* npw WwupuHe kaHana 20 Mrru; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Npwu W1puHe kaHana 40 Mrru;
« ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npwu wupuHe kaHana 80 MI'u; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.
* npwu WwupuHe kaHana 160 Mru; 36, 40, 44, 48, 52, 56, 60, 64.

Ana Radio 6 Ty anAa BbiGOpa AOCTYNHbI cAeaylolne KaHanbl:
* Npwv Ww1puHe kaHana 20 Mlru; 1, 5,9, 13,17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65, 69, 73, 77,
81, 85, 89, 93.
* Npwu WrpuHe kaHana 40 Mrru;
« ecnn «control-sideband» = lower: 1, 9, 17, 25, 33, 41, 49, 57, 65, 73, 81, 89.
« ecnu «control-sideband» = upper: 5, 13, 21, 29, 37, 45, 53, 61, 69, 77, 85, 93.
* npwu wupuHe kaHana 80/160/320 Ml'uy;: 1, 5,9, 13, 17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65,
69, 73,77, 81, 85, 89, 93.
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6.6.1 [JononHutesnbHble HacTpoiikn Radio

HacTtpoiika orpaHMYeHHOro CNuUcKa KaHaJ10B

WEP-550K(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/1t0ueHVe ncnonb30BaHMA
OrpaHNYeHHOro cnMcka KaHanoB B paboTe aBTOBbIOOpa KaHas10B. Ans oTkoueHnsa seeauTe false. o
YMO/14aHuIo: true)

WEP-550K(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (re 1,6, 11 — kaHasibl AvanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanBaeMbIil pagnonHTepdeinc)

N3meHeHne OCHOBHOIO KaHasa

WEP-550K(config):/interface/wlan0/wlan/radio# control-sideband lower (napameTp MOXeT NpuHUMaThL
3HauyeHue: lower, upper. 10 ymonyaHuto: onsa Radio 1: lower; o/18 Radio 2: upper)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3alWMTHOro UHTepBaia

WEP-550K(config):/interface/wlan0/wlan/radio# sgi true (Bxk/1H0HuEHVIE MCMONB30BAHNA YKOPOYEHHOTO
3alUUTHOrO MHTEpBasIa ANd nepeaayn gaHHbIX — 400 HC, BMecTo 800 He. [ins oTknoueHus BBeauTe false)

BkntoueHune STBC

WEP-550K(config):/interface/wlan0/wlan/radio# stbhc true (Bk/iloueHne meTofa NpoCcTPaHCTBEHHO-
BPEMEHHOr0o 6/104HOro KoaMpoBaHus (STBC), HanpaB/IEHHOTO Ha MOBbILLEHNE HAaAEXHOCTM nepeaayn
AaHHbIX. Ona oTkntoveHns seeaute false)

Bk/loueHne UCnosib30BaHUs KOPOTKOIA NpeaMGynbl

WEP-550K(config):/interface/wlan0/wlan/radio# short-preamble true (Bx/104eHVIE MCMONB30BAHMA KOPOTKON
npeamoybl naketa. Ana oTkaoyeHnsa seeguTe false)

BkntoueHue Wi-Fi Multimedia (WMM)

WEP-550K(config):/interface/wlan0/wlan/radio# wmm true (Bx/1t0ueHvie nogaepxki WMM (Wi-Fi Multimedia)
[na otknoueHus seeaute false)
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HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoamnTca T0/1bKO Ha Radio 5 Ty (wlan1l)

WEP-550K(config):/interface/wlanl/wlan/radio# dfs X (rge X — pexxum paboTsl mexaHu3ma DFS. MoxeT
NpUHUMaThb 3HadeHns: forced — MexaH3M BbIK/THOUYEH, DFS-KaHasbl AOCTYMHbI A1 BbIOOPa; auto —
MexaHn3M Bk/oYeH; disabled — mexaHn3m BbIKNOYEH, DFS-KaHa bl HEAOCTYMHbI A1 BbIGopa)

BknroyeHue pexuma aBTOMaTUUYECKOW CMEHbI LWNPUHDbI KaHana

WEP-550K(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/loueHVIe pexrma aBToMaTnYeCcKom
CMEHbI LWMPUHbI KaHana ¢ 40 MMy Ha 20 MINy npu 3arpyXeHHOM pagmoadmpe. N OTKNIYEeHNS BBEAUTE
false)
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6.7 CuUCTeMHble HaCTPOMKK

6.7.1 OG6HoBneHune MO ycTpoicTea

OG6HoBneHue MO Touku goctyna no tftp

WEP-550K(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue cpavina NMO> (npumep:
firmware upload tftp 192.168.1.15 WEP-550K-1.2.2_build_X.tar.gz)
WEP-550K(root):/# firmware upgrade

OGHoBneHue MO Touku goctyna no http

WEP-550K(root):/# firmware upload http <URL ansa ckaumBaHus pavina NMO> (npumep: firmware upload
http http://192.168.1.100:8080/files/WEP-550K-1.2.2_build_X.tar.gz)
WEP-550K(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WEP-550K(root):/# firmware switch

6.7.2 YnpasneHue KoHdurypaumein ycTporicTea

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WEP-550K(root):/# manage-config reset-to-default

C6poc KOHhurypauyum ycTpoiicTea B AepO/ITHOE COCTOSIHME C COXPaHEHUEM NapaMeTpoB AoCcTyna

WEP-550K(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WEP-550K(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npuvep: manage-config
download tftp 192.168.1.15)

3arpy3ntb KOHhUrypaunoHHbIii aiin Ha ycTpouicTBo ¢ TFTP-cepBepa

WEP-550K(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue chaina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-550K(root):/# manage-config apply (MpriMeHeHne KoHurypawmm Ha ToUKy A0CTyna)
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6.7.3 Tlepesarpyska ycTpolicTea

KomaHga ansa nepesarpysku ycTpoiicTea

WEP-550K(root):/# reboot

6.7.4 HacTpoiika pexuma ayTeHTudunkaumm

YCTpONCTBO MMEET 3aBOACKYH YUYETHYHO 3anncb admin ¢ naponem password. YoannTb AaHHYH YYETHYIO
3anncb Henb3s. VI3MeHUTb Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUXE KOMaHA,

N3meHeHue napons Ansa yvyetHoii 3anucu admin

WEP-550K(root):/# configure

WEP-550K(config):/# authentication

WEP-550K(config):/authentication# admin-password <HoBbIi naponb Ana yuyeTHoi 3anucy admin> (0T 1
[0 64 CUMBOJI0B, BK/1HO4AA NTaTUHCKME BYKBbI U LNpbI)

WEP-550K(config):/authentication# save

6.7.5 HacTtpolika aartbl 1 BpeMeHu

KoMaHAbl AN HACTPOIiIKM CUHXPOHU3aLMU BpeMeHu ¢ cepBepomM NTP

WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
WEP-550K
30HblI)

WEP-550K(config):/date-time/common# save (CoOxpaHeHne HacTpoek)

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/1toueHVe pexrma paboTel ¢ NTP)

config):/date-time# ntp

config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHOoBKa NTP-cepsepa)
config):/date-time/ntp#exit

config):/date-time# common

config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpeMeHHO

PASS AR AR AN AR A AR A
_— i O

6.7.6 [lononHuTeNbHbIe HACTPOMKN CUCTEMDI

N3meHeHne UMeHN yCTpoiicTBa

WEP-550K(root):/# configure

WEP-550K(config):/# system

WEP-550K(config):/system# hostname WEP-550K_room2 (re WEP-550K_room?2 — HOBOE Ms YCTPOUCTBA.
MapameTp MOXET cogepXaTb OT 1 A0 63 CUMBOJIOB: JTATUHCKME 3ar/iaBHble U CTPOYHbIE BYKBbI, LIUIPbI,
3HaK gedouc «-» (oedmc He MOXET ObITb NMOCNeAHNM CUMBOJIOM B MMeHM). Mo ymonyaHuio: WEP-550K)
WEP-550K(config):/system# save (CoxpaHeHve HacTpoek)
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N3meHeHue reorpamyeckoro JomeHa

WEP-550K(root):/# configure

WEP-550K(config):/# system

WEP-550K(config):/system# ap-location ap.test.root (rie ap.test.root — foMeEH y3na gepesa yCTPOUCTB
CMCTEMbI ynpaBneHus EMS, B KOTOPOM pacnosiaraeTcs Touka goctyna. Mo ymonyaHuio: root)
WEP-550K(config):/system# save (CoxpaHeHve HacTpoek)

N3meHeHue Radius NAS-ID

WEP-550K(root):/# configure

WEP-550K(config):/# system

WEP-550K(config):/system# nas-id Lenina_1.Novovsibirsk.root (rie Lenina_1.Novovsibirsk.root —
noeHTudmkarop gaHHor TA. MNapameTp npeaHasHayveH ansa nageHtTudmkaumm yctpoiictea Ha RADIUS-
cepsepe, B cnyyae ecnm RADIUS oxumaaeTt 3HaveHune, oTinyHoe ot MAC-agpeca. Mo ymonyaHumto: MAC-

afpec T/)
WEP-550K(config):/system# save (CoxpaHeH/e HacTpoek)

HacTpoliika LLDP

WEP-550K(root):/# configure

WEP-550K(config):/# lldp

WEP-550K(config):/lldp# enabled true (Bk1toueHve dpyHkumoHana LLDP. na otknioueHus seegute false. o
yMOsi4YaHuto: true)

WEP-550K(config):/lldp# tx-interval 60 (M3mMeHeHne nepuoga otnpasku LLDP-coobLeHunid. Mo ymonyaHuio:
30)

WEP-550K(config):/lldp# system-name WEP-550K_reserv (e WEP-550K_reserv — HOBOE Ms YCTPOMCTBA.
Mo ymonuaHuo: WEP-550K)

WEP-550K(config):/lldp# save (coxpaHeHve HacTpoek)

6.8 HacTpoiika napamMeTpoB NOpTa/IbHOI aBTOpPU3aLIM

HacTtpoiika umeH napaMeTpoB, NepegaBaeMbiX Be6-CepBepoOM aBTOpM3aLun

WEP-550K
WEP-550K

root):/# configure

config):/# captive-portal

WEP-550K(config):/captive-portal# web-redirector

WEP-550K(config):/captive-portal/web-redirector# param-names
WEP-550K(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTporika nveHn
napamMmeTpa, Cogepxallero NcxoaHblin URL, 3anpoLUeHHbI KNMeHTOM. KnneHT ByaeTt nepeagpecoBaH Ha
[AaHHbIA URL B cnyyae ycnewHom aBTopu3annn)
WEP-550K(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTpoiika nmeHu
napameTpa, cogepxauero URL, Kkyaa 0yaeT nepeagpecoBaH K/IMEHT B C/lyyae OLMOKM aBTopm3aLmm)
WEP-550K(config):/captive-portal/web-redirector/param-names# username login (HacTpoiika nveHu
napameTpa, CoAepXaLlero N0rvH N5 KIMeHTa)
WEP-550K(config):/captive-portal/web-redirector/param-names# password pass (HacTpoiika nmeHu
napameTpa, CoAepXaLlero naposb 415 KNNeHTa)
WEP-550K(config):/captive-portal/web-redirector/param-names# save (coxpaHeHne HacTpoek)

—_ e~~~
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o HacTpoiika Hy>KHa, ecnvm nmeHa napameTpoB B oTBeTe http ¢ kogom 302 otAnyatoTcs oT A4ePONTHbIX
NMEH, NPUHNMAIOLLIMXCSA TOYKOIN gocTyna.

© B sHauennax napametpos redirect_url, error_url, username, password MOXHO NCMONB30BaTh TONLKO
cnepyoume cumeosbl [a-zA-Z0-98\-_.1*(),]{0,255}

6.9 YnpasneHue nHgmkaume

KomaHabl ans ynpaBneHust uHauKauuei

WEP-550K(root):/# configure

WEP-550K(config):/# led-manager

WEP-550K(config):/leg-manager# enable-led only-wlan (napamverp, oTBevaroL il 3a BIYeHne/
OTK/IKOYEeHMEe nHAnKaTtopa Power. MoXeT npuHuMarh 3HadyeHus: only-wlan — nHaukaTtop Power BbIK/THOYEH,
nHavkaropbl wlan paéotatoT; all — Bce MHAnKaTopbl padoTatoT. 3Ha4YeHne no ymonyanuio: all)
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6.10 MOHUTOPUHT

6.10.1 Wi-Fi knneHTbl

WEP-550K(root):/# monitoring associated-clients

index | ©
ssid | SSID
hw-addr | 7Tc:f0:e5:48:6f:a7
ip-addr | 100.125.11.59
hostname | OnePlus-13R
domain | root
authenticated | yes
associated | yes
authorized | yes
captive-portal-vap | no
enterprise-vap | no
band | 6
tx-fails | 4
link-capacity | 100%
link-quality | 100%
uptime | 00:06:55
interface | wlan2-vap®
rfid | 2
wid | ©
tx-bw | 20M
rx—bw | 26M
rx-bw-all | 26M
rssi-1 | -59
rssi-2 | -52
rssi-3 | -45
rssi-4 | -46
rssi | -59
snr-1 | 49
snr-2 | 52
snr-3 | 55
snr-4 | 53
snr | 49
mfp | yes
tx-rate | EHT NSS2-MCS11 ?xLTF GI 0.8us 286
rx-rate | HE NSS2-MCS8 ?xLTF GI 0.8us 206
tx-retry-count | 4
rx-retry-count | 191
tx-period-retry | ©
using-802.11r | no
using-802.11k | yes
using-802.11v | no
wireless-mode | be
mlo-enabled | yes
mld-mac | 7c:f0:e5:5b:58:89
mlo-Tlink-1-band | 2
mlo-Tlink-1-mac | 7Te:f0:e5:5b:58:90
mlo-1link-2-band | 6
|

mlo-link-2-mac 7e:f0:e5:5b:58:9a
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name | wlan2-vap0:sta-0
Counter Transmitted Received
Total Packets: 1927 3661
TX success: 100
Total Bytes: 1449312 1002592
Data Packets: 0 1344
Data Bytes: 0 722657
Mgmt Packets: 6 590
Mgmt Bytes: 0 0
Dropped Packets: 0 0
Dropped Bytes: 0 0

Lost Packets: 0

Multicast groups: none

6.10.2 WHbopmaLmsa 06 ycTpoincTee

WEP-550K(root):/# monitoring information

system-time 10:36:17 31.10.2025

EC:B1:E0:3C:D7:A0
EC:B1:E0:3C:D7:A0

factory-wan-mac
factory-lan-mac

I
uptime | 00:00:42
hostname | WEP-550K
software-version | 1.2.2 build X
secondary-software-version | 1.2.2 build X
boot-version | 1.2.2 build X
uboot-version | 1.2.2 build X
memory-usage | 22
memory-free | 763
memory-used | 218
memory-total | 981
cpu-load | 1.7
cpu-average | 6.20
is-default-config | true
vendor | Eltex
device-type | Access Point
board-type | WEP-550K
hw-platform | WEP-550K

I

I
factory-serial-number | WP61000024
hw-revision | 1vi
session-password-initialized | false
ott-mode | false
last-reboot-reason | reboot by user
test-changes-mode | false
power-supply | PoE+
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6.10.3 CeteBas UHpopmaums

WEP-550K(root):/# monitoring wan-status

Common 1information:

interface | bro
mac | cc:9d:a2:€9:14:70
rx-bytes | 456875
rx-packets | 5835
tx-bytes | 24328
tx-packets | 241
IPv4 information:
protocol | dhcp
ip-address | 100.111.66.29
netmask | 255.255.255.0
gateway | 100.111.66.1
DNS-1 | 100.111.66.15
DNS-2 | 8.8.8.8

WEP-550K(root):/# monitoring ethernet

link: up

speed: 2500
duplex: enabled
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-550K(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx
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Interface

Destination Gateway
0.0.0.0 192.168.1.1
192.168.1.0 0.0.0.0

WEP-550K(root):/# monitoring lldp

0.0.0.0
255.255.255.0

Port ID

System Name

Capabilities TTL
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6.10.4 BbecnpoBoaHble MHTEPECHI

WEP-550K(root):/# monitoring radio-interface

name | wlan®

rfid | ©

status | on

band | 2.4 GHz

hwaddr | OC:EE:20:XX:XX:XX
tx-power | 16 dBm
connection status | AP mode
operation mode | vap

mode | bgnaxbe

noise-1 | -90 dBm

noise-2 | -92 dBm

channel | 1

frequency | 2412 MHz
bandwidth | 20 MHz
utilization | 34%

thermal | 37

name | wlanl

rfid | 1

status | off

band | 5 GHz

hwaddr | OC:EE:20:XxX:XX:XX

name | wlan2

rfid | 2

status | on

band | 6 GHz

hwaddr | OC:EE:20:xX:XX:XX
tx-power | 19 dBm
connection status | AP mode
operation mode | vap

mode | axbe

noise-1 | -92 dBm

noise-2 | -92 dBm

channel | 1

frequency | 5955 MHz
bandwidth | 20 MHz
utilization | 0%

thermal | 40
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6.10.5 >XXypHan cobbITunii

WEP-550K(root):/# monitoring events

Jan 1 00:00:36 WEP-550K user.notice root: The AP startup configuration was updated
successfully by root

Jan 1 00:00:36 WEP-550K daemon.info networkd[4442]: DHCP-client: Interface br0® obtained
lease on 100.125.10.19.

Oct 1 06:03:13 WEP-550K daemon.info configd[4390]: The AP running configuration was updated
successfully by admin

Oct 1 06:08:42 WEP-550K auth.info login[24431]: root login on 'pts/0'

Oct 1 06:16:41 WEP-550K daemon.info hostapd: wlan®@-vap2: STA 16:40:ee:xx:xx:xx IEEE 802.11:
associated

Oct 1 06:16:41 WEP-550K daemon.info hostapd: Client '16:40:ee:xx:xx:xx' successfull
authorized with 'wlan®-vap2', SSID 'eltex', Domain '', RSSI '-34'

6.11 MonyyeHne oTAaA04HON NHopmaLn

KomaHga ans c6opa oTnagouHoii nHhopmauum

WEP-550K(root):/# get-troubleshooting-file

Mocne BbINONHEHUS KOMaHAbl 6yaeT co3gaH apxus troubleshooting.tar.gz, cogepxalnii 0TNa04uHbIe AaHHbIe
N CBEAEHUS O COCTOSIHMM YCTPONCTBA.
Monyuntb apxus troubleshooting.tar.gz ¢ ycTpoiicTBa MOXHO no npotokony TFTP Ha cepsep.

KomaHga Ansi no/lyyeHus oT1af0uHoN Hdhopmanum

WEP-550K(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |*xx*xxkkkkkkkkkkkkkkkkkkkkkkkkkxx*| 62755 0:00:00 ETA
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/ BcnomoraresnbHble YTUNNTBI

7.1 YTunuta traceroute

YTunuTa nokasbiBaeT, Yepes Kakue y3/bl (MapLupyTM3aTopbl) NPOXOAUT NaKeT, CKOIbKO BPEMEHW 3aHUMaET
06paboTka nNakeTa Ha KaxaoMm y3ne.

KomaHga 3anycka TpaccCupoBKu

WEP-550K(root):/# traceroute <tecTUpyeMblii XOCT>

Mpumep ncnonb3oBaHUA

WEP-550K(root):/# traceroute eltex-co.ru

7.2 Ytnnuta tcpdump
Ytnnuta tcpdump NO3BOJIAET 3aXBaTblBaTb MakeTbl HA yKa3aHHOM MHTepq3e|7|ce.

MonyunTb NoAckasky no padoTe ¢ YTUAUTOM MOXHO KOMaHAoM:

WEP-550K(config):/# tcpdump --help

7.2.1 3axsart Tpachuka c /1060ro akTMBHOro nHTepderica

Hanpumep, MoxeMm BKIOUMTbL 3axBaTt naketos Ethernet-nHtepdpelica.

Mpumep KOMaHAbI

WEP-550K(root):/# tcpdump -i eth0

7.3 Ytunuta iperf

[JaHHas yTunmTa ncnonb3yetcs Asis 3anycka notoka Tpadiyka ¢ 04HOro yCTpoiicTBa Ha Apyroe.
OTnpaBnsoLLas CTOPOHA Ha3bIBAETCA KIMEHTOM, MPUHMMALOLLLAS — CEPBEPOM.

Monyuntb Noackasky no pabore ¢ yTUIMTON MOXHO KOMaHAOiA:
WEP-550K(root):/# iperf --help

Mpumep 3anycka noToka Tpacvka ¢ T/, Ha cepBep:
HacTpolika cepBepa Ha npuém Tpacumka

root@server:/# iperf -s
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3anyck Tpadmka ¢ TA-client B CTOPOHY cepBepa

WEP-550K(root):/# iperf -c X.X.X.X (rge X.X.X.X — IP-agpec cepsepa)
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Bepcusa gokymeHTa Jdata
BbiMycKa
Bepcus 1.0 03.2026

Bepcusa nporpammHoro obecneyerus 1.2.2

CopgepxaHne nsmeHeHui

Mepsas ny6nukauys
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBa3n Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuii: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpysok: https://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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