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PykoBoacTBO no akcnyatauun WB-2P-LR2

1 BBeneHue
AHHoTaLus

CoBpeMEeHHble TEHEHLMN Pa3BUTKS CBSI3N AMKTYIOT orniepatopam Heo6xoAMMOCTb NOUCKa ONTUMaslbHbIX
peLLeHuid, N03BONSIOLLMX YA0BMNETBOPUTbL CTPEMUTE/ILHO BO3pacTatoLye NoTpebHOCT aBOHEHTOB, COXPaHSIS
npu 3TOM NPEEeMCTBEHHOCTb 6M3HEC-NPOLIECCOB, TMBKOCTb Pa3BUTUSI U COKPALLIeHNe 3aTpaT Ha
npefocTaB/ieHne pasnnyHbIX CEPBMUCOB. BecnpoBoHbIE TEXHOMOMMN B KOPOTKOE BPEMS MPOLLSIM OFPOMHbIA
NyTb OT HECTABW/IbHbIX HU3KOCKOPOCTHBIX CETEl CBA3M Maioro paguyca ao ceteit LM/, conoctaBuMbIX NO
CKOPOCTM C NPOBO/HbLIMM CETAMM C BbICOKMMY TPEBGOBAHUSIMM K KQUEeCTBY NPeoCTaB/IEHNS YCNYT.

WB-2P-LR2 — 310 aboHeHTCKas CTaHLmMs, OCHOBHOE NpeAHa3HavYeHne KOTOPOo — NOAK/IUYEHME K
6ecnpoBogHoli cetn goctyna Wi-Fi. CeTb MOXET ObITb NOCTPOEHA C MCMOMb30BaHWEM 6a30BbIX CTAHLNIA.
KoHcTpykuma WB-2P-LR2 nmeeT repmeTuyHbIin KOpnyc, YTO npeanonaraet ycTaHOBKY YCTpolicTBa
NPenMyLLECTBEHHO Ha OTKPbLITOM TEPPUTOPUN B PA3/TUYHbBIX KITMMATUYECKNX YC/TOBUSX.

B HacTosLLEeM pyKOBOACTBE MO 3KCnyarauum U3foXeHbl HasHauyeHre, OCHOBHbIE TEXHUYECKNE
XapaKkTepuCTHKKN, KOHCTPYKTUBHOE UCMOJTHEHWE, MOPALO0K YCTaHOBKM, Npasuia KOH(OUIrypupoBaHus,
MOHUTOPWHIA U CMEeHbI NPOrpamMmmHoro obecneyeHnss aboHeHTckol ctaHumn WB-2P-LR2.

YcnoBHble 0603HAYEHUA

MpumeyaHnst 1 NpeaynpexaeHns

© MpumeyaHus cogepxar BaHYH UHIIOPMALMIO, COBETLI UM PEKOMEHAALM MO UCTOMb30BAHMIO 1
HacTpolike yCTpoicTBa.

© nNpepynpexaeHns MHOPMUPYIOT MO/b30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe YCTPOCTBA UK NOTEPE AAHHbIX.




PykoBoacTBO no akcnyatauun WB-2P-LR2

2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

AGOoHeHTckasi ctaHumst WB-2P-LR2 (panee «ycTpoiicTBO») paspaboTaHa A1 NpeaocTaBeHns 4ocTyna K
BbICOKOCKOPOCTHOW 6e30nacHoi 6ecnpoBoAHOl CETU.

WB-2P-LR2 nogkntoyaetcs kK 6a30B0i cTaHumm no TexHonorun Wi-Fi n pabotaet B guanasoHe 2.4 Ty,
(4acToTHbI AManasoH 2400-2483.5 Mr'y). Mpeanonaraercs ucrnonb3oBaHne coBmectHo ¢ WOP-2ac-LR2.
TakkKe MOXET UCNOoNb30BaTbCA A1 OpraHu3almm 6ecnpoBogHOr0 MOCTa MeXay yCTporicTBamm.

WB-2P-LR2 nognepxunBaet coBpeMeHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB U NO3BO/ISET NepesasaTb
Hanbonee BaxHblli Tpadnk B NPUOPUTETHBIX ovepeaax. ObecneyeHne npruopuTU3aLmm NPOUCXOAUT HA OCHOBE
TexHonoruii QoS: CoS (cneunansHble meTkn B none VLAN-naketa) n ToS (MeTku B none IP-naketa).

YCTpPOICTBO MOXET paboTaTh B LLUMPOKOM AnanasoHe pabounx TemnepaTyp 1 BbICOKOI B1aKHOCTM (Napku,
3aBOfibl, CTa[MOHbI U T.04.).

MuTaHme yCcTpolcTBa OCyLecTBAseTCS No TexHonorum Passive PoE 24 B.



PykoBoacTBO no akcnyatauun WB-2P-LR2

2.2 XapakTepuCTUKN yCTPONCcTBa
Unmepcpelicbi:

- 1 nopr Ethernet 10/100/1000BASE-T (RJ-45);
- Wi-Fi 2.4 'y, IEEE 802.11b/g/n.

MuTaHme ycTpolicTBa ocylecTsnsieTcs Yepes PoE-nHxekTop 24 B ot cetn 220 B.

© YcTpoiicTBO BbINAET 13 CTPOS NPY NUTAHUN UHXEKTOPOM HAMPSKEHWS], OT/INYHBLIM OT 24 B!

Cemesble (pyHKyUU:

+ paboTa B pexunme «<MocTa» Uin «mapLupytusaropar;

+ paborta B pexume ycTtporictea «Wi-Fi KnmeHT» n «becnpoBogHoli MOCT»;

+ nogaepxka pexmnma VLAN Trunk;

* noggepxka Management VLAN,;

+ nopgaepxka General VLAN;

* nopaepxka Transparent Mode;

+ nopaepxka VLAN Mapping;

+ nogaepxka Loopback Detection;

* noggepxka orpaHunyeHuns ckopoct Unknown Unicast-Tpadvika;

* noggepxka npuoputesaunn Tpadguka Ha ocHosaHun MAC/IP-agpeca;

* cTartnyeckas MapLupyTmMsauus;

* nogaepxka yHkUmn «becnpoBoAHOM NPO3payHbIil MOCT;

* nogaepxka PPPOE-knneHTa;

* CUHXpoHu3aunsa sBpemeHn no NTP;

*+ nopaepxka ctatnyeckoro agpeca u DHCP (DHCP-knmeHT Ha ctopoHe WAN, DHCP-cepBep Ha CTOpoHe
LAN);

* nopaepxka DNS;

+ nopaepxka D-DNS;

+ noggepxka NAT;

* noggepxka UPnP;

* CEeTeBOl 3KpaH;

* nogaepxka knoHnposaHus MAC-agpeca Ha WAN-uHTepdeiice;

* noaAepxka MexaHu3MoB kauecTBa ob6cnyxmeaHmsa QoS (QoS no DSCP 1 802.1P);

+ nopaepxka dpyHkuuii IPTV (IGMP-proxy, UDP-to-HTTP proxy);

* noggepxka MVR,;

* noaAepxkKa orpaHUYeHns konmyecTsa nlyveHHbix MAC-agpecoB (MAC-learning);

+ obHoBneHue MO yepe3 web-nHTepdeiic;

+ nopgaepxka DHCP-based autoprovisioning;

* nogpepxka TR-069;

* yAa/IeHHbIA MOHUTOPUHT, KOHUrypuposaHue n HacTpoiika: SNMP, web-uHtepdelic, Telnet, SSH.
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Ha prcyHKkax Hke npuBefeHbl CXeMbl NpuMmeHeHns obopynosaHna WB-2P-LR2.

Cetb
nposaingepa

Wi-Fi 802.11b/g/n (( @ )

2.4GHz ABOHeHTCKas CTaHuus
( ) WB-2P-LR2

Toyka poctyna
WOP-2ac-LR2

PoE 24 B

m PoE-uHxekTop

Ethernet 100/1000 M6ut/c

L

nK
dyHKUMOHaIbHaA cxema ncnonb3oBaHns WB-2P-LR2 6e3 mapLupyTtusaropa

Cetb
nposangepa

Wi-Fi 802.11b/g/n (‘ @ )
2 4GHz ABoHeHTCKasa

CTaHUuA

‘ @ , WB-2P-LR2

Touka goctyna
WOP-2ac-LR2

PoE 24B

m PoE-uHxekTop

Ethernet 100/1000 M6ut/c

MK ¢ Wi-Fi MapLpyTnsatop
rr mMoaynem rf RG-4402G-W

L

nK nK
dyHKUMOHaNbHas cxema mcnonb3oBaHns WB-2P-LR2 ¢ mapLupyTtnsatopom

BecnpoBoaHom
’) MocCT ( ‘
AbGoHeHTCKas ‘@ ‘@ AbBoHeHTCKas

cTaHums cTaHuusa
WB-2P-LR2 WB-2P-LR2

dyHKUMOHaNbHas cxema ucnonb3osannsa WB-2P-LR2 ana opraHmsauumm 6ecnpoBogHOro Mocra



2.3 OCHOBHblE TEXHMYECKME NapaMeTpbl

PykoBoacTBO no akcnyatauun WB-2P-LR2

OCHOBHblE TEXHMYECKME NapaMeTpbl YCTPOICTBA NpUBEeAEHLI B Tabnuue 1.

Tabnmua 1 — OCHOBHble TEXHUYECKNE NapameTpbl

MapameTtpbl LAN-uHTepcpeiica Ethernet

Konnyectso nopTos

DneKTpuYeckunii pasbem

CkopocTb nepegayn, Méut/c

MNopfaepxka ctaH4apToB

MapameTpbl 6ecnpoBogHOro UHTepdeiica

CraHgapTsl

YacToTHbI gnanasoH, My,

Mogynauua

CKopocTb nepegadn gaHHbIx, MouT/c

MakcumasibHaa BbIxogHasA MOLLHOCTb nepefarynka

UyBCTBUTENBHOCTb NPUEMHIKA

Be3onacHocTb

XapaKTepUCTUKU aHTEHHbI

YcuneHue

Monspusaymsa

Yron usnyyenusi (ropusoHTasIbHas Nonsipr3aLms)

Yron nsnyyeHus (BepTukasibHas nonspusams)

RJ-45

10/100/1000, aBTOONpPEAEneHne

BASE-T

802.11b/g/n

2400-2483.5 MI'yy

BPSK, QPSK, 16QAM, 64QAM

802.11b: oo 11 Méut/c
802.11g: oo 54 Méut/c
802.11n: no 300 MéuTt/C

2.4TTuy: 26 opbm

2.4TTy:-98 abm

64/128/152-6uTHoe WEP-uncpoBaHue gaHHbIX, WPA/
WPAZ2,ueHTpanu3oBaHHasa asTopu3anms yepes RADIUS-
cepsep (WPA/WPA?2 Enterprise)

2x10.5 obwu

[IBYXNONSpU3aLmMoHHas aHTeHHa

60°

40°



PykoBoacTBO no akcnyatauun WB-2P-LR2

KCB He 6onee 2.0

VimnepgaHc 50 Om

KoathpuuueHT 06paTHoro ussyvyeHus >20 nb

YnpaBsneHune

YnaneHHoe ynpasneHue web-nHTepdeiic, Telnet, SSH, SNMP (MoHuTOpWHr), TR-069
OrpaHuyeHue goctyna no naposnto

OGLwume napamMmeTpbl

RAM 128 Mb

Flash 32 Mb

MuTtaHue Passive PoE 24 B
MoTpebnsemast MOLLLHOCTb He 6onee 9 BT
Pabounin gnanasoH Temneparyp o1 -45 no +65 °C
OTHOCUTENbHAsA BNAXHOCTb 0o 95 %

CTteneHb 3alnThl IP55

raGaputsl (LU x B x T) 80 x 282 x 66 MM
Macca 0,35 kr

10



PyKoBOACTBO Mo aKcniyaTtaumy WB-2P-LR2

2.4 KOHCTPYKTMBHOE WCMNOJIHEHNE

YctporictBo WB-2P-LR2 nmeeT nnacTuKoBbIv KOPNyc B NPOMbILLIEHHOM UcnonHeHnn. Pasmep yctpoiictea 80 x
282 x 66 MM.

BHewHwuin Bug yctporictea WB-2P-LR2 npuBefeH Ha puUCyHKe HuXe.

SEEEEES
CErN | |

BHewHuin Bug yctpoiictea WB-2P-LR2

Ha HwxHei naHenn yctpoiictea WB-2P-LR2 pacnonoxeHbl LAN-nopT 10/100/1000BASE-T (pasbem RJ-45) ans
NOAKNIOYEHMNSA K BHYTPEHHEN ceTn 1 nuTaHnto POE, knemma 3a3eMsieHns 1 KHomnka cépoca K 3aBOACKMM
HacTpoiikam («Reset»).

Pasbembl HWXHel naHenn WB-2P-LR2
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2.5 CaetoBas nHgukauus

PykoBoacTBO no akcnyatauun WB-2P-LR2

BHewHuiA Bug, naHenn nHgnkaumm WB-2P-LR2 npuBefeH Ha puUCyHKe HUXe.

BHewwHuin Bua naHenu nHankaumn WB-2P-LR2

TekyLLee COCTOSIHME YCTPOMCTBAa OTOBpaXaeTcs Npy NOMOLLM UHAMKATOPOB, PACNO/IOKEHHbIX Ha 3a4Hel
naHenu yctpoictea WB-2P-LR2. MepeyeHb MHAMKATOPOB U KX OnncaHne npuseaeHsl B Tabnuue 2.

Tabnuua 2 — OnMcaHne UHOUKATOPOB 3a4Hei naHenm

Nupgukatop

' Power — nHaukaTop nuTaHnsa un ctaryca
< ) paboTbl yCTpolicTBa

- LAN - nHgnkatop nopta LAN-
= =  WHTepdpeiica

CocTtosiHue
MHAOUKaTopa

3€e/1EHbIN, TOpUT
NOCTOSHHO

OpaHXeBbIi, ropuT
NOCTOSIHHO

KpacHbIiA, roput
NMOCTOSIHHO

roput 3eneHbim (10,
100 M6éut/c)/
opaHxeBbiM (1000
M6uT/C)

mMuraet

OnucaHue

nMTaHne NoAK/IYEHO, HopMasibHas
pa6boTta

YCTPOICTBO HE NOy4nIo afpec no
DHCP

3arpyska ycTpoiicTBa

kaHan mexay LAN-uHtepdericom
WB-2P-LR2 1 nogko4eHHbIM
YCTPONCTBOM aKTUBEH

NpoLEeCcc NakeTHON nepefayn faHHbIX
mexay LAN-uHtepdeiicom WB-2P-
LR2 v nogknto4eHHbIM YyCTPOCTBOM
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PykoBoacTBO no akcnyatauun WB-2P-LR2

NHpnkatop CocTtosiHne OonucaHue

MHauKaTopa
WLAN - rHAMKaTopbl YPOBHSA CUrHania OT  KpacHbIid, ropuT YCTPOICTBO NOAK/THOYEHO K 6a30BOiA
6a3oBoii cTaHumn (RSSI) CTaHuuK, ypoBeHb curHana ot bC

6onbLue -98 nbm

XENTbIiA, roput YCTPOWNCTBO NOAKNKOYEHO K 6a30BOiA
. CTaHuuW, ypoBeHb curHana ot 6C
6onbLue -80 obm

3e/1eHbIii, ropuT YCTPOWNCTBO NOAKNHOYEHO K 6a30BOiA
. CTaHUMK, ypoBeHb curHana ot 6C
6onbLe -70 agbm

cTaHumn, yposeHb curHasnia ot bC

3e/1eHbIl, roput YCTPOICTBO NOAK/IHOYEHO K 6a30BOiA
I 6onbLe -60 agbm

HW OVH MHAMKATOP HE  YCTPOICTBO HE MOAK/OYEHO K
roput 6a30BOi1 CTaHLUK

2.6 CO6pocC K 3aBOACKMM HacTpoiikam
CyulecTByeT ABa cnocoba copoca yCTpOoncTBa K 3aBOACKUM HACTPOMKaM.

1. Yepes kHOMKy «Reset» Ha ycTpolicTBe. He06X04MMO B 3arpy)XeHHOM COCTOSIHAM YCTPOICTBA HaxkaTb U
yaepxvBaTtb KHOMKy «Reset» (okono 10-15 cekyHA), KOTopasi HAXOAMTCSA Ha HWKHE NaHeNn YCTPOCTBa,
noka nHaukatop «Power» He 3aMuraeT OpaHXeBbIM LIBETOM.

2. Uepes PoE-uHXeKTop, NocTaBAseMblli C yCTPONCTBOM. He06X0AMMO B 3arpy>KEHHOM COCTOSIHUM
YCTPOICTBA HAXaTb U yAepXnBaTb KHOMKY «RST» Ha uHxekTope (okono 10-15 cekyHA), noka UHAMKaTop
«Power» He 3amuraeT opaHXeBbIM LBETOM.

© nMpowusoiiget aBToMaTMHECKasn nepesarpyska ycTpoicTsa. MNpu 3aBOACKUX YCTaHOBKax ByAeT 3anyLleH
DHCP-knueHT. B cnyyae, ecnn agpec He 6yaet nony4veH no DHCP, To y ycTpoiicTBa 6yaeT agpec
—192.168.1.1, macka noacetn — 255.255.255.0; nvs nonb3oBatensi/naponb Ansa gocryna yepes web-
nHtepcpeinc — admin/password.
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PykoBoacTBO no akcnyatauun WB-2P-LR2

2.7 KomniekT nocTtaBKu
B 6a30BbIi1 KOMNAEKT nocTaBkn yctpoinctea WB-2P-LR2 BxogsT:

+ AGOHeHTCcKas cTaHums WB-2P-LR2;

+ KomnnekT kpenexa: XoMyTbl 415 KpenaeHus, 2 Wwr.;

* Vnxektop PoE 24 B;

+ Mary-kopg RJ-45, S5e kart., 1.5m;

+ WHyp nutannsa EspoBusika-C13, 1.8m;

+ PykoBOACTBO No akcnnyaTtauum Ha CD-aucke (OnuMoHasbHO);
* Bknagbilw ¢ onucaHMem nHanKauuy;

+ CepTtuchukat COOTBETCTBUS;

+ MamATKka 0 AOKyMeHTauuu;

+ MNacnoprt.

Mo 3anpocy B KOMMMEKT MOXET BXOAUTb KPOHLUTEH KPENIEHUSI C BO3MOXHOCTbLIO PETY/IMPOBKY MO
rOPV30HTaIN 1 BEPTUKASIN.
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PykoBoacTBO no akcnyatauun WB-2P-LR2

3 Mopsanok ycTtaHOBKN

B gaHHOM pasgene onucaHbl MHCTPYKUUK MO TEXHWKE 6e30MacHOCTK, pekoMeHAaLmmn no yCTaHoBKe, npoueaypa
YCTaHOBKM 1 NOPSAAOK BK/IOYeHUs ycTpolictea WB-2P-LR2.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He npou3BoguTe yCTaHOBKY [aHHOro yCTpoicTBa BO BPeMs rpo3bl. ECTb puUCK yaapa MOJSTHUEN.
Heobxoanmo cobnoaarb TpeboBaHmsa No HANPSHKEHWUIO, TOKY M YacToTe, yKa3aHHble B AaHHO
NHCTPYKUNN.

3. Mepep noakNoYeHeM K YCTPONCTBY U3MepPUTE/IbHbLIX MPMOOPOB 1 KOMMbIOTEPA, UX HEOBX0AMMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus 1
n3MepuTeNnbHbIX NPUO60POB He A0/MKHA npeBbiwaTtb 1 B.

4. Tepep BKOYEHNEM YCTPONCTBA YOoeamTeCh B LIeNOCTHOCTH Kabenen n nx HagexHoM KpensaeHum K
pasbemam.

5. BO Bpems MOHTaxa YCTPOMCTBa Ha BbICOTHbIX KOHCTPYKLMAX CnefyeT BbINONHATL YCTaHOB/IEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHbLIX paboTax.

6. JkcnnyaTtaumsa ycTpoincTea Ao/HKHA NPOU3BOAUTLCA MHXEHEPHO-TEXHUYECKUM MEePCOHasIoM,
npoLuewmnmM cnewrasibHyo NoAroToBKY.

7. MopgknoyaTb K YCTPONCTBY TO/IbKO rOAHOE K MPUMEHEHWNIO BCNOMOraresibHoe 060pyaoBaHue.

3.2 PekomeHpaumu rno ycTaHOBKe

1. YCTpOICTBO A0/KHO ObITb YCTAHOB/IEHO BEPTUKANIbHO Ha TPYyOOCTOKYy/CcTONG, Nnpn aToM LAN-nopT
[OMKEH ObITb HaNPaBeH BHU3.

2. Mepep ycTaHOBKOM 1 BKHOYEHMEM YCTPOICTBA HEOOXOAMMO NPOBEPUTL YCTPOWCTBO Ha Haslmume
BUAMMbIX MEXAHNYECKMNX NOBPEXAEHWA. B criyyae Hannuns NoBpexaeHnin cnegyert npekpatuTb
YyCTaHOBKY YCTPOICTBA, COCTaBUTb COOTBETCTBYHOLLMI aKT N 06paTUTLCS K NOCTABLLVKY.

3. [Ansa obecneyeHns Hauny4lero ypoBHs curHana pasmelaiTe yctporicteo WB-2P-LR2 Ha Tpy6ocToiike/
cToN6e Takum 06pasoM, YTOObl OHO ObISI0 MakCMMaslbHO Hanpas/IeHO Ha CEKTOPHYH aHTeHHY 6a30B0i
cTaHumu. MNpn aTom 06sA3aTesNIbHO A0/HKHA ObITb 06ecneyeHa npsiMas BUAMMOCTb A0 6a30BOW CTaHLUN.
Hanb6onbLwnii ypoBeHb CUrHana MOXHO NOYUYUTb FOCTUPOBKON aHTEHHbI C NOMOLLbI MHAMKaTopoB RSSI.

4. C 0ob6paTHoli CTOPOHbI OT MecTa KpensieHUs KpOHLUTENHa pacnonoXeHa nepeaarLLas 4acTb aHTEHHbI.
VIMEeHHO 3Ty NN0CKOCTb CneayeT HanpaBAsiTh HA CEKTOPHYH aHTEHHY 6a30BO CTaHLMN.

Mocne 1CTUPOBKM yBeanTeCh, YTO CUTHa OT CTAHLIMK HEe HUXE [0NyCTUMOrO YPOBHS -65 + -70 ABM.
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PykoBoacTBO no akcnyatauun WB-2P-LR2

3.3 PekomeHaaLuy No o6ecneyeHmnio rpo3o3alnThbl

1. 3a3emnieHne Heo6X04MMO BbIMOMHATL U30/IMPOBAHHbLIM MHOTOXW/1bHBIM NPOBOAOM. YCTPOUCTBO
3a3eM/IeHNs U cevyeHne 3a3eM/SILLLEro NPoBoAa A0/HKHbI COOTBETCTBOBATL TpeboBaHuaM MY 3.

2. MepByto yNNYHYIO rp0303aLLnTy HE06X0AMMO YCTaHaBIMBaTb MakCUMasibHO 6/1IM3K0 K aBOHEHTCKOM
CTaHLMK, COeMHAA NX KOPOTKUM ynnyHbIiM FTP-kabenem ¢ akpaH1poBaHHbIMU KOHHEKTOpaMMU.

3. BTOpylo y/iMyHyt0 rpo3o3amTy Heo6xo4MmMo ycTaHaBNnBaTb MakcMMasibHO 6/113Ko K POE-

NHXEKTOPY, COELMHAA UX KOPOTKUM yNnyHbiM FTP-kabenem ¢ akpaHMpOoBaHHbIMU KOHHEKTOPaMMU.

CoeavHeHue rpo3o3awunT mexay cobol BbinonHAeTca ynuuHbiM FTP-kabenem gnvHoin go 100 m.

Heo6xoayMo 3a3emMnTb a6OHEHTCKYHO CTaHUMIO (NoApo6Hee B MyHKTe MOHTaX YCTPOCTBA).

POE-nHXeKTop A0/XeH ObITb NOAK/HOYEH B 3NEKTPUYeckyto po3eTky 220 B ¢ 3azemneHvem.

o s

A6oHeHTCKan
cTaHyma

4 CoedeHumentHelil Kabenk FTP
He Bonee 60 cm. + SKPAHUPOBaHHbIT ~ .
KOHHeKmop A Bomavunuii poytep

L}
Koumyp susemnesus b 4
.

” L4 ‘ FTP kabeno ynu4Hoz0
P ucnonrenus. fauna 0o 100 m.
o Ynau4Hasn v
’ rpososawura

POE-mHxeKTOp

YnanyHaa
rpososawura

1
/ Kowmyp sasemnenus |y
’ L]
[ L}
[ [

LY 1 4 Koumyp 3asemnesun

\ 2
4 4 Konmyp sasemaerun L

Cxema noaKoueHnss aboOHEHTCKOI CTaHLUMW ANns 06ecneyeHunst rpo303allyThbl

16



PyKoBOACTBO Mo aKcniyaTtaumy WB-2P-LR2

3.4 MoHTax ycTtpoictea WB-2P-LR2

[na aboHeHTcKol cTaHumn WB-2P-LR2 npegycmoTpeHbl ABa BapMaHTa MOHTaXa: yCTaHOBKa YCTPOCcTBa
HenocpeACcTBEHHO Ha TPYOOCTOWKY 1 yCTaHOBKa Ha TPYOGOCTOMKY C MCNOIb30BaHMEM KPOHLITEHA.

3.4.1 lMopgrotoBka ycTpoiicTea k pa6oTe

1. CHUMUTE KPbILLKY, 3aKpbiBatoLLyto LAN-NopT, Ha HUXHE NaHenm ycTpoiicTea. BbinonHuTe 3a3emMeHme
YCTPOIACTBA Yepes CrneLyasibHy0 KNeMMy, pacrnofioxeHHyto cnpasa ot LAN-nopTa.

g

2. Noagkntounte Ethernet-kabenb k LAN-nopty.

=
=

I

3. 3aKpoiTe KpPbILLKY HKHE NaHenu.
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PykoBoacTtso no akcnnyatauum WB-2P-LR2

3.4.2 Bko4eHue ycTpoincTea
1. Mogkniounte naywmii ot WB-2P-LR2 Ethernet-ka6enb k POE-nopTy nHxekTopa.

A

re

2. Nogkntounte Ethernet-kabens Bawen LAN-cetn nnu MK k LAN-nopTy PoE-nHxekTopa.

3. MopgxnounTte PoE-nHxekTop K po3eTke 220 B ¢ NOMOLLIbIO CETEBOTO LWHYypa. Moce BKIYEHUA NUTaHus
ycTpoiictBo WB-2P-LR2 3arpy3nTcsi B TeHEHNE MUHYTHI.

.

4. MopxnoumTech € noMoublo 6paysepa k web-koHpurypatopy WB-2P-LR2, cnefyst MHCTpyKUusam B
pasgene Ynpas/ieHne yCTpoNCTBOM vepe3 web-koHdurypaTop.

5. Ecnv 3T0 nepBblil 3anyck YCTPOICTBa, TO NepenguTe K pasgeny lpegsaputesibHas HacTpoiika.
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PykoBoacTBO no akcnyatauun WB-2P-LR2

3.4.3 lMpepgBapuTenbHas HacCTpoka
Mepes MOHTaXOM NpoBeauTe NpeaBapuTe/ibHy0 HACTPOKY YCTPONCTBA.

1. Y6eantech, UTO NUTaHNE NOAKNHOYEHO.
2. Cnepyite anroputmy u3 pasgena lpumep HacTponki.

YnocToBepbTeCh, YUTO abOHEHTCKasA CTaHUMS NOAKIYAETCA K HY)XHO 6eCcnpoBOAHON CETU: AO/KHbI TOPETb
NHAMKATOPbI YPOBHS CUrHasia. 3HaYeHns MHAuKauum npuBeeHsl B pasgene Ceetosas VHAMKaL NS,

3.4.4 MoHTax YyCTPOWCTBa Ha TPyOOCTONKY

1. BbINoAHWUTE NOAKAOUYEHNE YCTPOCTBA K CETU M NPOBEANTE NpeaBapuTeNnbHY0 HACTPOiiKy, cneays
WHCTPYKUMSIM 13 pasaena NpeasaputesibHas HacTpoiika. 3aTtem OTK/IUMTE YCTPOMCTBO OT CETU U
NPUCTYNUTE K MOHTAaXY.

2. YctaHoBuTe ycTpoiicTBo LAN-NOPTOM BHM3 Ha TPYOOCTOIKY Tak, Kak NoKasaHO Ha PUCYHKE HUXE, U
3aKpenuTe ero xomytamu, naywmmMmm B KOMMAEKTe ¢ ycTpoiicTBoM. CobntoganTte NHCTPYKLMM NO TEXHUKE
6e30MacHOCTX 1 pekoMeHaaunn, NpuBeAeHHbIe B pasaenax IHCTPYKLUMs Mo TeEXHMKe 6e30MacHOCTI 1
PekomeHgaLmn No ycTtaHOBKeE.

" _h’:n““

3. BbInonHute nogxntoyeHne yCTporcTBa K CETU, Criegysa airoputMam M3 pasgenos [104roToska
YCTPOICTBA K paboTe W Bk/IYeHne yeTpolictea (NyHKTbl 1-3). 3aTemM NpUcTynuTe K lCTUpoBKe
yCTpoiicTBa.
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PykoBoacTBO no akcnyatauun WB-2P-LR2

3.4.5 MoOHTaxX yCcTpoiCTBa C UCMONb30BaHNEM KPOHLUTEHA

BbINosHWTE NOAKMOUEHME YCTPOICTBA K CETY U NPOBEAMTE NPeABapUTE/IbHYI0 HACTPOIAKY, cneays
VHCTPYKLUUSIM 13 pasgena lNpeasaputenbHas HacTpolika. 3aTem OTK/IIUMTe YCTPOMCTBO OT CETU 1 NPUCTYNNTE
K MOHTaXYy.

3.4.5.1 KpenexHble aieMeHmMbI

KpenexHble anemMeHTbl, ucnonb3lyemble ana moHtaxa WB-2P-LR2, ykazaHbl Ha pUCyHKe HUXeE.

1 — KpoHLWTeWhH 418 KpenneHus yCTponCTBa;

2 — OTBeTHas YacCTb KPOHLUTENHA, coeAnHstoLLasn KPOHLLUTENH (1) n oTBETHY YacTb (3);
3 — OTBeTHas YacTb KpOHLUTEliHaA. KpenuTca Ha TpybOoCTOoiKY;

4, 5 — KpenexHble BUHTH

6 — Waibbl 4518 HOCTUPOBOYHbIX BUHTOB;

7 — F'OpV30HTa/IbHbIV KOCTUPOBOYHBIA BUHT;

8 — BepTukasibHbIA OCTUPOBOYHbIN BUHT.

Pa3mepbl KPOHLUTEHA yKa3aHbl Ha PUCYHKE HUXE.

7
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PykoBoacTBO no akcnyatauun WB-2P-LR2

3.4.5.2 MoHmax

1. 3akpenuTe yCTPOICTBO Ha KPOHLUTEliHE (1) C MOMOLLLH XOMYTOB, KaK NMOKa3aHO Ha PUCYHKE HIXE.

WB-2P-LR2

Xomyt

P

KpoHwTeMnH

2. CoeuHUTE OTBETHbIE YaCTM KpOHLLTEeWHa (2 1 3) Mexay co60ii C NOMOLLbIO KpenexHoro BuHTa (4), He
thuKCUpys €ro [10 KOHLA, 1 3aKpenuTe XoMyTamu Ha TPY6OCTOMKE, Kak MOKa3aHo Ha PUCYHKE HIKE.

XomyT

TpybocTolika

KpoHwTeiH
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PykoBoacTBO no akcnyatauun WB-2P-LR2

B 3aBMCUMMOCTY OT AvameTpa TPy6OoCTOWKM A5t KpENSIEHNS BO3MOXHO MCMNOMb30BaTh Nasbl Kak B OCHOBAHUM
OTBETHOI YacTu KpoHLUTelHa (3), Tak U Ha 6OKOBbIX YacTAX.

3. CoeauHnTe KpoHLWTEH (1) C 3aKpensieHHbIM Ha HEM YCTPOICTBOM C YCTAHOB/IEHHOW Ha Tpy6oCTolike
OTBETHOI YacCTb0 C MOMOLLbIO KpenexHoro BuHTa (5), He donKeupyst ero 4o KoHua. MonHOCTbio cobpaHHas
KOHCTPYKLMSA BbIMAAUT CNeAYoWMM 06pa3om:

=

~

[

[Janee BbINOMHUTE NOAK/OUYEHVE YCTPOICTBA K CETU, Ciedys afiropUutmMam 13 pasaenos [1oroToska
YCTPOICTBA K paboTe U BKItoUeHne yeTpolicTea (MyHKTbI 1-3). 3aTeM NpUCTYNUTE K OCTMPOBKE YCTPOIACTBA.
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PykoBoacTBO no akcnyatauun WB-2P-LR2

3.5 HOcTmpoBKa ycTponcTea

3.5.1 KOCTVpOBKa YCTPOICTBA, 3aKPENn/IEHHOT0 Ha TPyBoCToliKe

1. OTperynupyiTe nonoxeHue ycTpoicTea A1si NoslyYeHnst MakCUMasibHOro curHana. Mpw aTom
Heo6xoaMmo cneamTb 3a WLAN-MHAMKaTOpaMu, pacnoioXeHHbLIMU Ha 3aAHeli NaHeny ycTpoicTea.
3HauYeHVss MHAVKaLMM NPpUBEAEHbI B pasaene CBETOBaAs NH/MKALMS.

2. 3aTAHUTE XOMYTbI.

3.5.2 HKOcTMpOoBKa YCTPOICTBA, 3aKPEN/IEHHONO Ha KPOHLUTEHE

° B NnepByro ovepeb BbINO/THAETCA TOPU30OHTa/IbHaA KOCTUPOBKa yCTpOIZCTBa, 3artemM — BepTuKasibHas.

1. NS ropU30HTasIbHOI KOCTUPOBKM a6OHEHTCKOM CTaHLMK MeA/IeHHO NepemMeLlLaiiTe 3aKpeneHHoe Ha
KPOHLUTEHE YCTPOIACTBO B rOpU30HTa/IbHOM Nase. Mpu aToM Heobxoammo cneantb 3a WLAN-uHaMkaTopamu,
PaCcMo/IOXEHHLIMU Ha 3aHEl NaHeNy ycTpoicTBa. 3HaUYeHUs HAMKaLMN NpuBeAeHbl B pasaene CeeToBast
VHAMKaLs. ocne Toro, Kak 6bi10 06HAPYXXEHO NMOMOXEHNE C MaKCUMaslbHbIM CUTHAIOM, 3adKeupyiiTe

rOPU30HTaSIbHbIN OCTUPOBOUHbIN BUHT (7), OTMEUYEHHbI HA PUCYHKE HIXKE.

[OPW30HTaNbHbBIM KOCTUPOBOUYHbINA BUHT PN

Cp }

\ Bua cHusy
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PykoBoacTBO no akcnyatauun WB-2P-LR2

2. [ina BEPTUKa/IbHO HOCTUPOBKM aBOHEHTCKOM CTaHUMW MeAJ/IEHHO NepeMeLLaiiTe 3aKpensieHHoe Ha
KPOHLUTEWHe YCTPOICTBO B BEPTMKaIbHOM nase, cnegsa 3a WLAN-MHAMKaTopamMm Tak xe, Kak 1 npu
rOPW30HTasIbHOW FOCTUPOBKE. MoCce TOro, Kak 6b1/10 06HAPYXXEHO NOIOXEHNE C MaKCUMasIbHbIM CUTHAUTOM,
3amKCUpyiiTe BePTUKasIbHbIN KOCTUPOBOUHBIA BUHT (8), OTMEUYEHHbI Ha PUCYHKE HIXE.

BepTHKa/bHbIiM KOCTUPOBOYHbBINA BUHT

3. Y6eanTech, UTO BCE BUHTHI 3a(PMKCMPOBaHbI.

Mocne BbINOMHEHUA YKa3aHHbIX BblLle LaroB YCTPONCTBO OyAeT roToBO K AasibHeNLein HacTpolike.
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4 YnpaB/rieHne yCTPOMCTBOM Yepe3 web-koHdurypatop

4.1 Hauyano pa6oThl

PykoBoacTBO no akcnyatauun WB-2P-LR2

[na Hayana paboTbl HY)XHO NOAKIOUUTLCS K YCTPOMCTBY No uHtepdoeincy LAN uepes web-6pay3sep:

1. OTkpoiiTe web-6paysep (nporpaMmy A58 NPOCMOTpa rMNepTEKCTOBbIX JOKYMeHTOB), Hanpumep Firefox,

Opera, Chrome.

2. BeeauTe B agpecHoin cTpoke 6pay3epa IP-agpec ycTpolicTea.

© 3aBsopckoii IP-agpec yctpolictea: 192.168.1.1, Mmacka nogcetu: 255.255.255.0. [0 ymon4aHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXXeHUM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsl CTpaHuLa ¢ 3anpocoM UMEHN

nosib3oBaresid 1 naposs.

Norux:

Mapone:

© 3aBopckue ycTaHoBkU: norvH: admin, naposns: password.

3. BBeanTe umsi Nonb3oBatesisi B CTPOKe «/10rMH» 1 Naposib B CTPOKe «Maposib».
HaxxmunTe KHonky «BoliTu». B OkHe 6pay3epa OTKpoeTcs cTpaHuua web-koHurypaTtopa.

(G071 CeTb  Cuctema

Ethernet-nopte! ARP PPPOE Relay  YctporcTso Conntrack MapLpyTusauma

Bbixoa B VIHTepHeT

MopkntoseHme K ceTn
CoCTOSHME MoaKTioHeHus
SsID

Mporokon AocTyna
IP-appec

Link Capacity

Link Quality

Link Quality Common
RSSI Vertical/Horizontal
SNR

TxRate

RxRate

WB-2P-LR2

admin

Wi-Fi Knvent
Authenticated
WOP-2ac-LR2
DHCP
100.110.0.243
31

69 (not changed)
69

-42/-39 npbm
48/53 nb

39 Mout/c

117 MouTic

O©TectoBbiiipexxum  RU~ @ Buixod
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PykoBoacTBO no akcnyatauun WB-2P-LR2

© Ha BepxHeit naHenn web-uHTepdelica MOXHO NePeKTUNTL A3bIK 0TOBPaXKeHNs nHdopMauun. [ns
WB-2P-LR2 pocTynHa pycckasi u aHrnuiickasi Bepcusi web-mHtepdeiica.

WB-2 P'LR2 ® Tecrosuiii pexvim | RU~ | @ Boixog

admin

[[GITL G CeTb  Cuctema

Ethernet-noptel  ARP  PPPoE Relay  YcrtpoiictBo  Conntrack — MapuwpyTuaaums

Bbixoq B MHTEpHET

MoaknioyeHwe K cetn Wi-Fi KnueHt
COCTOSIHUE NOAKIIoHERNS Authenticated
ssID WOP-2ac-LR2
MpoTokon AocTyna DHCP

IP-agpec 100.110.0.243
Link Capacity 31

Link Quality 69 (not changed)
Link Quality Common 69

RSSI Vertical/Horizontal -42/-39 pbm
SNR 48/53 pb

TxRate 39 MéuT/c

RxRate 117 M6utic

4.2 CwmeHa nonb3osarenei
Ha ycTpoiicTBe cyllecTByeT ABa Tuna nonb3osaresneii: admin v viewer:

+ admin (naponb no ymonyaHuio: password) MMeeT NosHbIM AOCTYN K YCTPOCTBY: YTEHNE U 3aNUCb
NOGbIX HACTPOEK, NMOHbIA MOHUTOPUHI COCTOSIHMS YCTPOICTBA.

* viewer meeT NpaBo TO/IbKO NPOCMAaTpPVBaTh BCHO KOH(UIypaLmio yCTpolicTBa 6€3 BO3MOXHOCTM YTO-
NGO peaakTMpoBaTb, MOHUTOPUHT COCTOSIHWA YCTPOCTBA AOCTYNEH B NO/IHOM 06beME.

WB-Z P'LRZ ® Tecroeniii pexvm ~ RU ~

admin

LGETG'[d CeTb  Cwucrtema

WHTEpHET Ethernet-nopTel ARP PPPOE Relay YcTponcTeo Conntrack MapLpyTraaums

Mpu HAXaTWUKN Ha KHOMKY «BbIx0d» TeKylllasi ceccus nonb3oBarens 6yaeT 3aBeplieHa, 0To6pasnTCs OKHO
aBTOpPU3ALUN:

Noruk:
Mapons:

ﬂ,ﬂﬂ CMEHbI aocTtyna H906XO,C|,|/|MO yKa3aTb COOTBETCTBYHOLNE NMA NMOJSIb30BATENA N Naposib, HaXKaTb KHOMKY
«Bolimu».
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4.3 TlMpuMeHeHne KoHgourypaumm n

1. MNpumeHeHre KoHurypaLmm

PykoBoacTBO no akcnyatauun WB-2P-LR2

OTMEHa N3MeHeHUI

© nMocne HaxaTna Ha KHOTKY «[TpuUMEHUMb» MPOUCXOAUT COXpaHeHue KoHdurypaumu o flash-
namsTb YCTPOCTBA M NPUMEHEeHMe HOBbIX HACTPOeK. Bce HacTpolikiu BCTynatoT B cusly 6e3

nepesarpyskun ycTpomncTsa.

B web-uHTepdpelice peannsoBaHa Bu3yasibHas MHAMKaLMSA TEKYLLENO COCTOSIHUS MPoLecca NprMeHeHns

HaCTPOEK.
BusyasnbHast UHAMKaUMS TekyLe

BHeluHNi1 BUg,

HacTpoMkM ceTi £

HacTpoikn ceTy &

HacTpoMkm ceTH &@

2. OTMeHa N3MEHEeHW

ro COCTOAHUNA npouecca NpuMmeHeHnsA HaCTpoeK:

OonucaHue CoCTosIHUA

Mocne HaxaTusi Ha KHOMKY «[IpuMeHUMb» NPOVUCXOAUT NPOLLECC NPUMEHEHNS]

1 3anncu HacTpoek B NamsAThb ycTpoiicTBa. O6 3TOM MHIOPMUPYET 3HAYUOK
B Ha3BaHMM BKIAAKN U HA KHOMKe «[TpUMEHUMb».

O6 yCreLHOM COXpaHEHUN 1 MPUMEHEHUUN HACTPOEK MHADOPMMPYET 3HAYOK
B Ha3BaHUW BKIAKN.

Ecnu 3HayeHne napameTtpa 6b1/10 yka3aHOo C OLLUMOKOA, Noc/ie HaXxaTus Ha
KHONKY «[lpuMeHuUmb» NOSIBUTCS1 COOTBETCTBYOLLEE CO0bLEHNE 06 OLLIMOKE C

YKasaHneM NnpuynHbl, a B HasBaHUW BK/1aKun OTO6p3.3I/ITCF| 3Ha4YoK .

© OtmeHa n3MeHeHUi NPON3BOANTCA TOMBKO [0 HAXKATUA Ha KHOMKY «[TpumMeHumb». MNpy HaxaTum
Ha KHOMKY «[IpUMeHUMb» N3MEHEHHbIE Ha CTpaHULEe napameTpbl 6yayT 06HOBNEHbI HA TeKyLne

3Ha4YeHna N CoOXpaHeHbI B

namsTb YCTPOICTBa. [ocne HaxaTns Ha KHOMKY «[IpuUMEHUMb»

BO3BparT K npeaplaywmm HacTporikam 6yaeT HEBO3MOXEH.

KHoMKa OTMeHbI U3MEHEHNIN UMEET BUnA:

® OmeHa
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PykoBoacTBO no akcnyatauun WB-2P-LR2

4.4 TecCTOBbIA PEXUM
Ha ycTpolicTBe peasin3oBaH TeCTOBbI PeXuM A1 NPO6HOro NpUMeHeHUss KOHGUrypauum.

UTo6bI ero akTMBMpOBaTh, HAXXMUTE KHOMKY «TeCTOBbIN pexuM» Ha BEpXHel naHenn web-uHrepdeiica.

WB-2 P-LR2 ©Tecroguiipexum  RU~ @ Boixog

admin

[LGTRILGT T CeTtb  Cucrema

A= Sl Ethernet-noptel ARP PPPoE Relay  Yctporicteo  Conntrack MapLpyTnsaums

Bpemsi paboTbl TecToBoro pexuma — 300 cekyHz, (5 MUHYT). B TeueHne 3Toro BpeMeHy MOXHO NepemeLLaTbest
Mo BKNaakam web-koHturypatopa 1 npov3BOAWTL Kakne-mbo M3MEHEHNS, MPUMEHSIA UX Ha KaXoW CcTpaHuLle
(kHonKa «MpuMeHUMb»).

3anyLieH TecToBbI pexum. Mpaskn ByayT oTMeHeHbl Yepes 291 cexk. BbIATK U3 TecToBOrO pexumMa v

WB'ZP'LRZ RU ~ ® Buixog

admin

LGNl CeTb  CucTtema

Ethernet-noptel ARP PPPoE Relay YcTpoiicTBO Conntrack Mapuwpytusaums

Mocne npoBepky HEOBXOANMOL KOHPUrypaumuy HaXXmmnTe KHOMKY «BbIAT U3 TECTOBOIO pexvmMar 1 BblbepuTe
HY>XHOe feicTBue:

+ «CoxpaHums U BbIimu» — NPV HaXXaTuM NPOU30AAET BbIXO U3 TECTOBOTO PEXMMA U COXPaHEHNE B
3HEProHe3aBUCHUMYHO NaMsTb BCEX 3MEHEHUIA B KOH(DUTYpaLmK, KOTOpble GbINN cAeNnaHbl U NPUMEHEHbI
B 3TOM pexume. OTMEHUTb U3MEHEHWS, BbIMO/THEHHbIE B TECTOBOM PEXUME, OyAET HEBO3MOXHO.

+ «OmMeHUMb U BbITMU» — NPU HaXKaTUK NPOU30IAAET BbIXOA, U3 TECTOBOIO PEXUMA 1 OTMEHA BCEX
M3MEHEHUIA, BbINMOTHEHHBIX B 3TOM pexumMe. ByaeT BoccTaHOBNEHa KOHUrypaums, AeicTByowas Ha
YCTPOICTBE [0 aKTVBaLM TECTOBOIO pexunmMa.

Ecnu B TeueHme 300 cekyHA agMUHUCTPATOPOM He ByAeT NPon3BeAEH BbIXO4 U3 TECTOBOIO PeXnma, aTo
Npou30inaeT aBTOMaTUYECKN BMECTE C OTKATOM BCEX M3MEHEHWI, KOTopble Obl/In CAenaHbl B JaHHOM pexuMe.
Mo ncteyeHNn ykasaHHOro BPeEMEHW KOHpUrypaLma BOCCTaHOBUTCS, fiaXe eCc/in B pe3ynbrarte caenaHHbIX
N3MeHeHWl 6bl1 NOTEePSIH AOCTYN K YCTPOMCTBY.

3anyuien TecToBbIn pexum. Mpaekv ByayT oTMeHeHs! Yepes 160 cek. BbIATA U3 TECTOBOTO peXuMa v

WB-2P-LR2  CoxpaHuTh U BLIATH

. OTMEHUTL W BLIATH
admin
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PykoBoacTBO no akcnyatauun WB-2P-LR2

5 OCHOBHbIE 351EMEHTbI Web-nHTepdierica

Ha pucyHke HUXe npeacTaBneHbl 31EMeHTLI HaBuraummn web-koHdurypatopa.

WB'2 P = L R2 1 © TecToBbIM PEXUM RU~ @ Bbixog

admin

MoHUTOPUHI Cucrtema
WhTepHeT [GEeTEY MOl CeTeBOM 9KpaH — MaplupyTusaums  SNMP

BecnpoeogHo Npo3payHbIi MOCT

Brnounts !

HacTtpoika MAC-agpeca WAN

Mepeonpeaenuts MAC

MAC

©® 000 "Mpednpusmue "3nmexc”, 2011 Bepcus 10: .
Bepcus eeb-uHmepgpedica:

OKHO No/Ib30BaTeNIbCKOro NHTepdelica pasgeneHo Ha ceMb obnacTeii:

1. Vimsi nonb3oBaresis, nof KOTopbiM Obl1 OCYLLECTB/IEH BXOA, B CUCTEMY, & Takxe KHOMKa 3aBepLueHuns
ceaHca paboTbl B web-nHTepdeiice (8b/x00) o AaHHLIM NOMb30BaTENEM.

2. Bknafkv MEHIO TPyNnUpYHOT BKAAAKW NOAMEHIO MO kaTeropusim: MoHuTopuHr, Cetb, IPTV (gocTtynHo

TO/IbKO B peXxume mapuipyTtusatopa), Cuctema.

Bknagkv nogMeHIo cnyxar A5 ynpas/ieHUs nosieM HacTpoek.

Mone HacTpoekK yCTPOMCTBa, KOTOpoe 6a3upyeTcs Ha BbIGOpe Nosib30oBaTesis, NpeAHa3HavyeHo ans

NPOCMOTpPa HACTPOEK YCTPOCTBA M BBOAA KOH(DUTYPALMOHHbBIX AAHHbIX.

5. KHoMku ynpasneHus KoHdurypauuei, nogpobHan nHdopmMauus npuseseHa B pasgene lNpuverHeHne
KOHpurypaumm n oTMeHa M3MEHEHWIA.

6. VHdopmaunoHHoe none, B KOTOPOM oTobpaxkaeTcsa Bepcus MO, Bepcusa web-nHtepdelica.

W

29



PykoBoacTBO no akcnyatauun WB-2P-LR2

5.1 MeH «MOHUTOPUHI»

B faHHOM MeH0 AOCTYNeH MOHUTOPUHT YCTPOICTBA.

© Ha HeKoTopbIX CTPaHMLAX He peasiM30BaHO aBTOMATUYECKE OBHOBMEHNE AaHHbIX MOHUTOPUHTA

2 ORHOEMTE

yCTpoiicTBa. 19 NONyYeHUs TeKyLLen nHpopmaumm 06 YCTPONCTBE HAXKMUTE KHOMKY

5.1.1 TMoameHio «<MHTepHeT»

B nogmeHo «/IHTepHET» OCYLLIECTBSIETCSA NMPOCMOTP OCHOBHbIX CETEBbIX NapamMeTpoB YCTPOCTBA.

m Cetb IP-teneBugeHue Cuctema

Ethernet-nopTsl DHCP ARP  PPPoE Client  YcrpoitictBa  Conntrack MapLpyTusaums

Beixog B MIHTepHeT

MoaknioYeHne KICETM Wi-Fi KnueHt
CocTosHue NoaKIHYeHUs Authenticated
SSID WOQOP-2ac-LR2
MpoTokon goctyna DHCP
IP-agpec 100.110.0.243
Link Capacity 46

Link Quality 64

Link Quality Common 56

RSSI Vertical/Horizontal -40/-38 pbm
SNR 32/34 npb
TxRate 39 Mbut/c
RxRate 78 Mout/c

= OBHOBUTL

Bbix00 8 UHmepHem

* [Mook/roHeHUe K cemu — nokasblBaeT TUM MOAKNIOYEHUA K BHELLHEN CeTu;

+ CocmosiHue NMooK/IloYeHUs1 — NoKa3blBaeT COCTOAHME NOAKIOYEHNS K BHELLUHEN CeTw;

* MldeHmucpukamop cemu (SSID) — nmsi 6ecnpoBOHO CETW, K KOTOPOW NOAKNHOUYEHO YCTPOIACTBO;

* [Ipomokos1 docmyrna — NPOTOKON, UCNOJb3yeMbIA AN AOCTyNa K CeTw,

+ IP-adpec — IP-agpec ycTpoicTBa BO BHELLHEN CETY;

* Link Capacity — napameTp, KOTOPbIi 0TOO6paxaeT 3aPPeKTUBHOCTb NCMOb30BaHMSA YCTPOCTBOM
MOLY/IALUMN Ha nepeady. PaccunTbiBaeTca UCXOAA N3 KONMYECTBa NakeToB, NepefaHHbIX Ha Kavkaoi
MOAYNALMK, N NOHWXKAIOLLMX KO3dhrLmMeHToB. MakcumarbHoe 3HadeHre — 100% (o3HauaeT, uto Bce
nakeTbl NepefalTCca Ha MakCMaslbHON MOAYIALUUN ANA MaKCUMa/IbHOro Tuna nss, NoaAepXnBaemMoro
yCTpOCTBOM). MMHMMasibHOE 3HadYeHne — 2% (B c/lyyae, korga nakeTbl nepefarTcs Ha Moaynsumumn
nssTmcs0 ans yctpoiictea ¢ nogaepxkoii MIMO 3x3). 3HaueHMe napamMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 cekyHp;

* Link Quality — napameTp, 0TOGpaxatoLuii COCTOSAHME INHKA, pacCUUTbIBAETCA HA OCHOBaHUN
KO/IMYyecTBa OTNpaB/ieHHbIX PETPAHCMUTOB NakeToB. MakcumasnbHoe 3HaueHne — 100% (Bce
nepefaHHble NakeTbl OTNPABUINCL C NEPBOV NOMbITKM), MUHUMaNbHoe 3HaueHne — 0% (HW oAMH nakeT
He 6bl/1 yCreLlHo oTnpaBeH). 3HauyeHne napamMmeTpa paccunTbiBaeTcs 3a nocnegHue 10 cekyHa;
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PykoBoacTBO no akcnyatauun WB-2P-LR2

Link Quality Common - napameTp, 0TO6paXxatoLnin COCTOSIHME NIMHKA, PacCYNTLIBAETCA Ha OCHOBaHWM
KO/IMYecTBa OTNpaB/IeHHbIX PETPAHCMUTOB NakeToB. MakcumasnibHoe 3HaueHne — 100% (Bce
nepefaHHble NakeTbl OTNPABUINCL C NEPBOV NOMbITKM), MUHUMa/IbHOE 3HaveHne — 0% (HW OAMH nakeT
He 6bl/1 yCMeLHo oTnpaB/eH). 3HauYeHne napaMeTpa paccunTbIBaeTCS 3a BCE BPEMS NOAKMOUYEHNS;
RSS! Vertical/Horizontal — ypoBeHb curHana ot 6a30oBoli ctaHumu, Abwm;

SNR - oTHOLeHwue curHaul/wym, ab;

TxRate — kaHas/IbHasA CKOPOCTL nepegayun, Méut/c;

RxRate — kaHa/lbHas CKOPOCTb Npuema, MéuT/c.

[N 06HOBNEHMSA MH(DOPMALMK Ha CTPaHULLE HaXKMUTE KHOMKY «OBHOBUTLY.

5.1.2

MoameHo «WDS»

MoameHto «WDS» OCTYNHO TO/IbKO B pexunme «becrnpoBogHOM MOCT».

B nogmeHto « WDS» ocyLLecTB/ISIeTCS MPOCMOTP HACTPOEK paauonHTepdieiica n CocTosiHie 6ecrnpoBOAHOIO
mocTa.

Whteprier Ethemetnopr  ARP  Ycrpoiicreo  Conntrack  Mapuwpymsauys

Radio

Howmep karana 1
LUnpuHa kawana 20Mry
Pexum paborsi 80211bgn

WDS

MAC-agpec Wms knuenta IP-anpec Link Capacity Link Quality Link Quality Common Yposen curvana SNR  Bpems noaknioseHus TxRate RxRate

E0:D9:E3:49:C1:80 WB-2P-LR2 10.24.80.74 30 69 58 58 24 2mH22¢c 19.5 Mur/c 13.0 MGuT/c

Homep kaHasna — KaHaJ, Ha KOTOPOM YCTaHOB/IEH GECNPOBOAHON MOCT;
LLlupuHa kaHana — ucnonb3yemasi WprHa kaHana ass 6ecnpoBOAHOI0 MOCTa;
Pexum paboms! — TEKYLLMIA peXUM paboTbl paguonHTepdelica ycTpoicTea.

MAC-adpec — MAC-agpec BCTPEYHOro yCTPONCTBa;

Vimsi knueHma — ceTeBoe UMS BCTPEYHOrO YCTPONCTBa;

IP-adpec — |P-agpec BCTPEYHOro yCTpoCTBa;

Link Capacity — napameTp, KOTOpbIii 0TO6paxaeT 3hPEKTUBHOCTb MCNO/Ib30BaAHUSA MOAYIALNN HA
nepegadvy. PaccuntbiBaeTcs UCXo4s U3 KONMYECTBA NaKeTOB, NepefaHHbIX Ha KaXX40i MOAy ALy, n
MOHMXALWMNX KO3hPULMEHTOB. MakcMasibHoe 3HadeHne — 100% (Bce nakeTbl NnepegatoTcs Ha
MakcuMasibHOW Moy Nsiuuy ANst MakCMasibHOro TUna Nss, NoAAEPXKMBAEMOrO YCTPOCTBOM).
MuHUManbHoe 3HaueHne — 2% (B cnyyae, Koraa naketbl nepegatotcs Ha Moaynsuum nssTmes0 gns
ycTpoiicTBa ¢ noagepxkoii MIMO 3x3). 3HaueHne paccunTbiBaeTcs 3a nocnegHve 10 cekyHz;

Link Quality — napameTp, 0TO6paxatoLLnii COCTOSTHUE NIMHKA, paccyMTbIBAETCA Ha OCHOBaHUN
KO/IMYecTBa OTNpaB/IEHHbIX PETPAHCMUTOB NakeToB. MakcumanbHoe 3HaueHne — 100% (Bce nakeTsbl
OTNpaBW/INCh C NEPBOIA NOMbITKN), MUHUMa/IbHOE 3HauYeHne — 0% (HY OAUH NakeT He 6bl YCNeLIHO
oTnpas/ieH). 3HaueHne paccumTbiBaeTcs 3a nocregHune 10 cekyHn;

Link Quality Common — napameTp, 0TO6paxatoLLmii COCTOSTHUE /IMHKA, pacCYMTbIBAETCSA Ha OCHOBaHUM
KO/IMYecTBa OTNpPaB/IeHHbIX PETPAHCMUTOB NakeToB. MakcumanbHoe 3HaveHne — 100% (Bce nakeTsbl
OTNpaBW/ICL C NEPBOIA NOMbITKM), MUHUMa/IbHOE 3HauYeHne — 0% (HY O4uH NakeT He 6bl yCneLIHo
oTnpaB/ieH). 3HauUeHNe paccumTbIBAEeTCS 3a BCE BPEMS NOAK/THUEHNS;

YposeHb cueHasa — ypoBeHb NPUHMMAEMOrO CUrHasia OT BCTPEYHOro YCTPOICTBa, ABM;

SNR - oTHOwWeHWe curHasn/wym, Ab;

Bpewmsi nodk/to4eHuUs1 — BPeMs, B TeYeHNe KOTOPOro akTuBeH 6ecnpoBOAHOM MOCT;

TxRate — kaHa/IbHasA CKOPOCTb nepepayun, MéuT/c;

RxRate — kaHa/lbHasi CKOpOCTb Npuema, MéuT/c.
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5.1.3 MoameHto «Ethernet-nopTbi»

B nogmeHio «Ethernet-nopTbi» BbINOMHSAETCA NPOCMOTP cocTosiHMA Ethernet-nopToB ycTpoiicTea.

WHTepHeT DHCP ARP Yecrpoucteo Conntrack  MapwpyTusaums

CocTtoaHue Ethernet-nopTtos

MNopt NogknyeHne CropocTe Pemim I'Iepe,q:luo I'Ip HWHATO

LAN Ben 1000 MGHT/C Full-duplex 150.9 KO2@AT (154 496 GanT) 13.9 KOaAT (14 208 Gair)

CocmosHue Ethernet-nogmos

+ Mopm - Ha3BaHWe nopra:

+ LAN — nopT NnokasbHOii ceTu.
* [MoOK/IHEHUE — COCTOSIHNE NOAK/THYEHNS K NOPTY:

* Bk — K NOPTY NOAK/MHOUYEHO CETEBOE YCTPONCTBO (COeANHEHNE aKTUBHO);

* BbIK/1. — K NOPTY He NOAK/MHOUYEHO CETEBOE YCTPOICTBO (COeAMHEHNE HE aKTUBHO).
+ CKopocmb — CKOPOCTb NOAK/IIOYEHUSI BHELLIHETo ceTeBOro yctpoiictea k nopty (10/100/1000 M6éuT/c);
* Pexum — pexum nepegadv AaHHbIX:

* Full-duplex — nonHbli aynnekc;

* Half-duplex — nonygynnekc;
* [MepedaHo — KOIMYECTBO NepefaHHbIX C nopTa 6aiiTos;
* [IpUHAMO — KONMYECTBO NPUHATLIX NOPTOM GaTOB.

[Nsi nonyyeHus Tekyllein nHgopmMalum o coctosiHum Ethernet-noptoB HaxmuTe KHOMKY «OGHOBUTb.

5.1.4 ToameHo «DHCP»

© nMogmeHo «DHCP» 4OCTYNHO TOMBKO B PEXUME MapLupyTU3aTopa.

B nogmeHto «DHCP» MOXHO NOCMOTPETbL CNMCOK NOAKOYEHHbIX K LAN-MHTepeicy ceTeBbIX YCTPONCTB,
KOTOpbIM OblNM Ha3HaueHbl IP-agpeca nokanbHbiM DHCP-cepBepoMm, a Takke Bpems A0 uctedyeHnst apeHasbl IP-
ajpeca.

WHTepHer Ethernet-noprsi m ARP Ycrpowcteo  Conntrack  MapwpyTtnsaumna

Cnucok DHCP-knueHTOB

MAC-agpec WMA knWenTa IP-agpec BpemA A0 UCTEYEHHA apeHab!

Z OGHOBHTL

Cnucok DHCP-knueHmos

* MAC-adpec — MAC-agpec NoAK/IH4YEHHOIo YCTPONCTBa;

* VIMs1 K/lueHma — ceTeBoe MMS MOAK/TIFOUYEHHOIo YCTPOICTBE;

* IP-adpec — IP-agpec, Ha3Ha4YeHHbI KNMEHTY U3 Nyna agpecos;

* Bpewmsi 00 ucmeyeHusi apeHobl — CPOK, Yepe3 KOTOPbIV UCTEKaeT apeHa Bbl4e/TIEHHOro aapeca.

[ns nonyyexus Tekywei nHgopmarmm o DHCP-knueHTax HaxxmuTe KHOMKY «OBGHOBUTLY.
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5.1.5 lMoameHto «<ARP»

B nogmeHto «<ARP» BbInonHsAeTca npocmotp ARP-Tabnuupl. B ARP-Tabnuue cogepXxmntcs nHgopmaums o
cootBetcTBUM IP- 1 MAC-agpecoB cocejHUX CETEBbIX YCTPONCTB.

Wuteprer  Ethernet-noptei  DHCP m Yerpowcteoe Conntrack  MapwpyTusauma

ARP-tabnuua

IP-anpec MAC-anpec MMA KNKeHTa WHTepepeiic

182.168.15.1 AB:F3:48:60:E7:00 Wi-Fi

ARP-mab6nuua

+ IP-adpec — IP-agpec ycTponcTBa;

+ MAC-adpec — MAC-agpec yCTpOICTBa;

* Wmsi knueHma — hostname ycTpoiictea (ecnn nmeetcsl);

* MIHmepgbelic — nHTepdelic, Co CTOPOHbI KOTOPOro akTMBHO ycTpoiicTBo: LAN, Wi-Fi, Bridge.

NS nonyyeHus TekyLlein MHdopMaLuy HaXXMUTE KHOMKY «OBHOBUTb».

5.1.6 MoameHto «PPPoE Relay»

© nMoameHio «<PPPOE Relay» AOCTYNHO TOMBKO B pexume ycTpoiictea «Wi-Fi KneHT» B pexume paboTb
«MocCT».

© Mo ymonuanuio onuus «<PPPOE Relay» oTk/to4eHa. Ee MOXHO BK/HOUNTb, HAKAB Ha KHOMKY «BKI0UNTL»
B nogmeHto «<PPPOE Relay».

HMHuTEpHET Ethernet-noptw ARP PPPoE Relay YcTpoRcTBO Conntrack MapLlpyTuaayua

Coctosanune PPPoE Relay

PPPoE srikntoueH
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Muteprer  Ethemet-nopr

ARP  lNEEVE  Yorpoicteo  Conntrack

Coctonnue PPPoE Relay
PPPoE srnioueH
Ceccuun PPPoE Relay

Yweno ceccuit 1

Cnucok ceccun

Cocronxue ID ceccuu Bpema ceccum

ACTIVE 4 00:00:14

Z O6HOBUTD :

MapwpyTrsauma

MAC-aapec knuenta TaiimayT oT knueHTa

3C:1E:04:46:97:1F 00:00:11

MAC-anpec cepsepa TaiimayT o1 cepeepa

50:3E:AA:05:30:6F 00:00:11

* PPPOE sk/to4eH/B8biK/It04eH — cocTosiHne onuun PPPOE Relay;
+ KHorika «Bkiodumbe»/«Omk/to4umb» — BKAOYAET/oTKNo4aeT onunto PPPOE Relay;

* Yucno cecculi — uncno PPPoE-ceccuii, nogHATbIX Yepes YCTPOCTBO. MakcumMasibHoe 3HavyeHne — 64;
+ CocmosiHue — akTBHasA b0 HeaKTMBHAaA Ceccus;

*+ ID ceccuu — HoMep ceccuu;

* Bpemsi ceccuu — ANUTENbHOCTb CECCUM;
« Talimaym om k/iueHma — BPeMsi C MOMEeHTa NPUHATUSI MOC/IeHET0 NakeTa OT K/TIMEHT];
« Talimaym om cepsepa — BPeMSsI C MOMEHTa NPUHATUS NOC/IeHEr0 NakeTa oT cepBepa.

Takxe MOXHO yBUAETb MHGopMaLmio o MAC-aapece KMeHTa 1 cepeepa.

5.1.7 MoameHto «PPPoE Client»

© nMopameHio «<PPPOE Client» OCTYNHO TONbKO B pexume paboTbl «<MapLupyTrusaTop».

Ha cTpaHuue MoxHo yBuaeTb nHchopmaumio o MAC-aapece v IP-aapece knveHTa 1 cepeepa. MapamveTp
"CTaTtyc" oTo6paxaeT COCTOSIHME CECCUN — aKTUBHAs NGO HeakTMBHAs Ceccus.

Craryc

MAC-agpec knueHTa
MAC-agpec cepeepa
IP-agpec knueHTa

IP-agpec cepeepa

GGG Igll CeTb  IP-TeneBuageHue  Cuctema

WHTEepHeT Ethernet-nopTbl DHCP ARP [z« @l YcrpoiictTeo  Conntrack  MaplpyTtusaums

Nudopmaumsa o PPPoE Client

ACTIVE
E0:D9:E3:7A:BE:40
5C:D9:98:F5:8C:9B
10.10.1.10
10.10.1.1
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5.1.8 TloaMeHIo «YCTpOCTBO»

PykoBoacTBO no akcnyatauun WB-2P-LR2

B nogmeHto «YCTpoicTBO» NprBeaeHa o6Las nHopmaumsa o6 ycTpolicTse.

Wsnenve

Bepcwua MO

3asoackon MAC-agpec
CepuiiHbIi HoMep
CMCTEMHOE BpEMA
Bpems padoThl
3arpyska LMY

Kicnonb3yemas NnamMaTb

WMHTepHeT  WDS  Ethernet-noptei  ARP  PPPoE Relay Conntrack  MapLupyTH3aLua

MHbopmauns ob ycTponctee

WB-2P-LR2
28016
E8:28:C1:DA:CD:60
WP36000151
13:16:27 25.10.2022
00:06:54

_43%

m 48% (49 MB /101 MB)

WHhopmayus 06 yecmpolicmse

* V13denue — HaMeHoBaHWE MOZE/NN YCTPOICTBA;

* Bepcusi 1O — Bepcust NpOrpamMmMHOro o6ecneyeHnst yCTpoicTBea;

+ 3asodckoli MAC-adpec — MAC-aapec WAN-nHTepdoeica yCcTponcTea, yCTaHOB/IEHHbI 3aBOAOM-

N3roTtoeBuTesiem,

+ CepuliHbili HOMEP — CePUNHbLIA HOMEP YCTPONCTBA, YCTAaHOB/IEHHbIV 3aBOAOM-U3IOTOBUTENEM;

+ CucmemMHoe 8peMsi — TeKyLLMe BPEMS U aTa, yCTaHOB/IEHHbIE B CUCTEME;

* Bpemsi pabombl — BpeMs pab0Tbl C MOMEHTA NOC/IEAHETO BK/IHOUEHMUS UK Nepesarpy3ku YCTPOoCTBa;

+ 3aepyska LI[1Y — cpefHuin NpoLeHT 3arpy3ku npoueccopa 3a nocnegHve 5 cekyHz,
* Vcrnionb3yemasi namMsimb — NPOLEHT UCNO/b30BaHMA (OU3NYECKON NaMATN YCTPONCTBA.
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PykoBoacTBO no akcnyatauun WB-2P-LR2

5.1.9 MoameHto «Conntrack»

B nogmeHto «Conntrack» oTo6paxaloTcs TekyLme akTUBHble CeTeBblE COeMHEHUS YCTPONCTBA.

m Cete  IP-Temesmgenne Cuctema

Beigog akTeHs ceccui NAT

L#ono SKTMERSE CORTMHEHIA 18

“wcno NokazsHHEX cosnusennn 10

Cnucox coeguHeHWI

MpoToxon Anpec MCTONHREE Anpec HazHa4eHHA TamayT

UNKROWN 182.168.1.1 224.001 Suwm 5 c

UDP 127.0.0.1:58270 127.0.0.1:53 14c

UDP 0.0.0.0:38 255.296.255.2565:67 2Ze

TCP 100.110.0.12:56823 100.110.0.243:80 dupm e

DI 100.110.0.243:38240 172.16.0.100:53 3c

TCP 100.110.0.12:56824 100.110.0.243:80 1w 8 c

UDP 100.110.0.243:38240 100.110.1.253:52 3c

TCP 100.110.0.12:56823 100.110.0.243:80 3u50mmH S8 e
TCP 100.110.0.12:56825 100.110.0.242:80 3w 50 muH 5T ¢
TCP 100.110.0.12:56837 100.110.0.242:80 406 23u b8 muH S8 ¢
UDP 127.0.0.1:35513 127.0.0.1:53 3c

TCP 100.110.0.12:56824 100.110.0.243:80 Tuw il c
IENCWN 100.110.0.238 230.255.255.250 Oums 38 c
LENCWN 100.110.0.238 22400251 O ms 38

TCP 100.110.0.13:56838 100.110.0.243:80 L0523 u B A S8 e
TCP 100.110.0.13:56838 100.110.0.243:80 L0523 w30 uuA 5T 2
JoP 100.110.0.243:38840 172.16.0.250:53 Jec

LRENCWN 100.110.0.238 22400252 Qums 3 ¢

TCP 100.110.0.13:56833 100.110.0.243:80 Lou23ubbmwn 58 e

& OSHoaNTL

BbiB00 akmusHbIx cecculi NAT

* Yuc/1o akmusHbIx coeduHeHuUl — 0bLee YACN0 aKTUBHBIX CETEBbIX COeANHEHNI;

* Yuc/o nokaszaHHbIX COEOUHEHUU — YACNO COeQUHEHNIA, BbIBEAEHHbIX B wWeb-nHTepdeiic. UTobbl He
CHWXaTb NPOM3BOAUTENBHOCTL PaboTbl web-nHTepdelica, MakcMasibHOE YMC/I0 NOKa3aHHbIX
coeanHeHul orpaHnyeHo 3HadeHem 1024. OcTasibHble coeANHEHNSs MOXHO NOCMOTPETbL Yepes KOHCO/1b
yCTpOWCTBA.

Criucok coeduHeHul

+ [Ipomokos1 — NPOTOKO/, MO KOTOPOMY YCTaHOB/IEHO COEAVNHEHNE,;

« Adpec ucmoyHuka — IP-apec 1 Homep nopTa UHMUMaTopa coeanHeHus;
+ Adpec HaszHaueHus — IP-aapec 1 HoMep nopTa agpecarta CoeMHEHNS;

+ Talimaym — nepuop, BpEMEHN [10 pa3pbiBa COeANHEHMS.

[N nonyyeHust TekyLlein MHpopmauum HaXMUTe KHOMKY «OGHOBUTb.
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5.1.10 MogmeHio «MapLipyTmzaums»

B nogmeHto «MappyTunsaums» oTobpaxkaeTca Tabnmua MapLpyTm3auun yCTpoicTea.

WHTepHet Ethernet-nopTbl DHCP  ARP PPPoE Client ~ Yctpoiicteo ~ Conntrack [RNMETITefagc=lTE]
Tabnuuya mapwpyTnsaumm
Appecar W03 Macka ¢narn  MeTtpuka  ObGpaweHus ObHapyxeHus WUnTepdeiic
0.0.0.0 100.110.0.1 0.0.0.0 UG 0 0 0 wlan0
100.110.0.0  0.0.0.0 255.255.254.0 u 0 0 0 wian0
192.168.1.0  0.0.0.0 255.255.255.0 u 0 0 0 br0

+ Adpecam - |IP-agpec xocTa Uav NoAceT! HasHavYeHus, 40 KOTOPbIX YCTAHOBEH MapLUpYT;

* LWmo3 - IP-afpec W/o3a, Yepes KOTOPbI OCYLLECTB/IAETCA BbIXO/ Ha aapecara;

* Macka — macka nogcetu;

*+ 1a2u — onpepfesneHHble XxapakTepucTukn AaHHOro mapupyTa. CyLecTByOT cnefyoLwme 3Ha4eHus
prazos:

U - ykasbIBaeT, YTO MapLUpyT CO3/aH U AB/AETCA NPOXOAUMbIM;

H - yka3blBaeT Ha MapLUpyT K onpeaenieHHoM Y3y,

G - yKa3blBaeT, YTO MapLUpyT Nposieraet Yyepes BHELUHW Wwiito3. CeTeBol UHTepeinc cuctemsl
npefocTaBnseT MapLUpyTbl B CETU C NPsiMbIM NOAK/OYEHNEM. BCe npoune mapLupyTbl TpoxogaTt
yepes BHeLWHWe wio3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C
NPsMbIM NOAK/TIOYEHKEM,

R - yka3bIBaeT, UTo MapLUpyT, CKOpee BCero, 6bl/1 Co34aH AMHAMUYECKM NPOTOKO/I0M
MapLupyTM3aumm, paboTalolmM Ha NIoKasTbHO cucTeme, nocpeAcTBOM napameTpa reinstate;

D - ykasbIBaeT, UTo MapLUpyT 6b1N fo6aBNeH B pesynsrare noayyeHns coodLeHns
nepeHanpaeneHus ICMP (ICMP Redirect Message). Korga cuctema y3HaeT 0 MapLupyTe u13
coobuweHns ICMP Redirect, mapLupyT Bk/o4aeTcsa B Tabnvuy MapLupyTm3aunm, 4Tobbl UCKIHOYUTD
nepeHanpasneHne 415 nocnefywmnx NnakeTos, npegHasHaueHHbIX TOMY Xe ajapecary,

M - yka3bIBaeT, UTO MapLUpyT NOABEPIcA N3MEHEHWIO, BEPOATHO, B pe3y/ibTaTe paboThl
[AVHAMWYeCKOro NpoToKo/1a MapLUpyTM3aLnm Ha I0KaslbHON CUCTEME U MPUMEHEHUS napamMeTpa
mod;

A - yKasblBaeT Ha b6yhepn3oBaHHbIi MapLIpyT, KOTOPOMY COOTBETCTBYET 3annch B Tabnmue ARP;
C - ykasbIBaeT, YTO UICTOYHMKOM MapLupyTa siBnseTcs 6ydep maplipytmusauum a4pa;

L — yka3bIBaeT, YTo NyHKTOM Ha3HavyeHns MapLupyTa AB/ISAETCA O4MH U3 afpecoB AAaHHOIO
KomMmnbloTepa. Takme «/10KaibHble MapLUpPYThi» CYLLECTBYIOT TOMIbKO B Bydhepe mapLipyTm3aumm;

B — yKkasblBaeT, UTO KOHEYHbIM MYHKTOM MapLupyTa SABASETCH LWMPOKOBeLaTe bHbIi agpec. Takue
«LUMpoKoBeLyaTefibHble MapLLPYTbI» CYLLECTBYHOT TO/IbKO B Bydhepe MapLipyTusaLnmu;

| — yka3blBa€eT, UTO MapLLPYT CBsi3aH ¢ KonbLeBbiM (loopback) nHtepdeiicom ¢ Lenblo NHON,
HeXxenun obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MApLUPYThI» CYLECTBYHOT TO/IbKO B
6yhepe mapLupyTmsaumy;

! — ykasbIBaeT, 4To fgeilTarpaMmmsbl, HanpaensemMble No aToMy agpecy, 6yayT oTBeprarbcs
CUCTEMO.

* Mempuka — onpegensieT «CTOMMOCTb» MapLipyTa. MeTpuka Ucnosb3yeTcs 4151 COPTUPOBKM
Ay6nmpyoLLmMx MapLUpyTOB, €C/IM TaKOBble NPUCYTCTBYIOT B TabnuLe;

« Ob6paweHusi — 3athMKCUPOBaAHHOE YMC/I0 06paLLEHMNIA K MApLLPYTY C LeNblo co3faHna coeanHeHus (He
1cnosb3yeTcs B cUcTeMe);

* O6Hapy)eHusl — YACI0 0BHAPYXXEHNA MapLUpyTa, BbINO/IHEHHbIX NPOTOKO/IOM IP;

* MlHmepcpelic — Ms CETEBOIO MHTEPelica, Yepes KOTopbI NpPoseraeT AaHHbI MapLupyT.

[N nonyyeHus TekyLlein MHPopMaLum HaXXMUTE KHOMKY «OGHOBUTb.
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5.2 MeHio «CeTb»

B MeHto «CeTb» BbINOMHSAKTCA OCHOBHbIE CETEeBble HACTPOIiKM YCTPOICTBA.

5.2.1 MoameHto «MHTepHeT»

B noMeHI0 «/IHTEPHET» BbINOMHSAETCS HACTPOIKA NapameTpoB A5 NOAK/IHUEeHUst K 6a30B0oii cTaHuum no Wi-Fi
11 BbIGOP pexuMa NoAKMUEHNs YCTPOIACTBA.

Pexum yctpoiictBa Wi-Fi KnueHnt

MoHHMTOpHHT Cucrema
m Fagwowmepdeic  HacTpodzz MAC-agpecos CeTeson akpas MapwpyTnzaywa SHNMP

OBLmWe HACTPOKK

Wimz xocTa

BHEWHAA CETb

Pexum yoTpoRCTES W-Fi KnmedT A

HacTpodky noaknoyesun

SSID Eltex 0, Crannposars agup

Pexn 802.11 802 11bgn L

Wnpwes e3Hans 40 MMy w

Pexnm SezonacHocTy Off b
MowHaeTs curHana (abu) 28

KopoTku# 23WHTHER METEEEEN
DHECHDOBIHHER USHTPANEHAA 43CTOT2
CNncok papewerssix £3Han0s

K3xansHaR CROpOCTE NEQDSNAUR At '

[ 3EcHuMansHaR CRODODTE NEDEn I Auto

TanmayT oxmpases ACK, e B4

Pewxum pabote MocT w
MpnopeTer DSCP W
MpoTogon DHCP w

Peosoma WLAMN Trunk
AneTepHaTHEH=IR Viendor ID [onyma 507
endor IO {onumA 60
Mepseussid ONS
Eropeunud DNS
Cl'pa'—H-EHHE UWMpOoKSESI3TENBHOM TRIPMES Z:'EKE'IGE.'E.EQ

Leinzp

™

* VImMsi Xocma — uMmsi, Ha3Ha4YeHHOe CETEBOMY YCTPOWCTBY;
* Pexxum ycmpolicmsa — peXxvum NoAKMYEHUS YCTPOMCTBA;
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+ SSID (MdeHmugbukamop cemu) — NMs1 GECNPOBOAHON CETW, UCNONb3YETCS A5 NOAKNOUYEHMS K 6a30BOiA
CTaHuun. MakcumasibHas gsivHa UMeHn — 32 CMMBO/1a, BBOJ, C YH4ETOM perncTpa knasmartypbl. JaHHbIi
napamMmeTp MOXET COCTOATb M3 UUp, TAaTUHCKMX OYKB, @ TaKKe CUMBOJIOB «-», «_», «.», «I», «;», «#» 1
npo6ena, npu 3ToM CUMBOSbI «!», «;», «#» 1 NPOGEN HE MOTYT CTOATbL NEepPBbIMY;

+ CKaHuposamb 3¢hup — MO HaXKaTMO KHOMKN HAaYHETCSA CKaHMpoBaHWe pagnoadupa B 3agaHHOM
AvanasoHe. Nocne ckaHMpoBaHUS MNOSABUTCS CMMCOK HaWAEHHbIX Touek goctyna. CnmMcok 6yaeT CoCToATb
n3 cemn cton6buoB.: SSID, pexunm 6e3onacHocTy, MAC-agpec Touku fOCTyNa, KaHa, LuprHa KaHana,
4yacToTa, YpoBeHb curHana. Mpu BbIbope 04HON N3 HaNAEHHbIX TOYeK OyAeT aBTOMAaTUYECKN 3arnoNIHEHO
none SSID, BbiIGpaH COOTBETCTBYHOLLMIA PEXNUM 6E€30NACHOCTH.

BHelwHana ceTb

Pexum ycTpoiicTea Wi-Fi KnueHt v

HacTpoitku nogxnioyeHna

SSID WOP-2ac-LR2 Q CKaHUpoBaTb 3GMp

Pexam 802.11 802.11bgn ~ SsiD Pexum GesonacHocTH MAC-agpec Kavan  LUupuHa kaHana, MMy Yactota, MMy YpoBeHb curHana, ABM
LLnpwHa kaHana 20 My — WOP-2ac-LR2 WPA/WPAZ E0:D9-E3:91:23:11 4 40L 2437 -58
proverkasv Open E8:28:C1:01:27:71

ipsec-test4 Open E8:28:C1:02:65:D0

40L 2447 -88
Pexum Dezonachocn | WPA2 v 20 2437 -90

Kniod WPA  eseessse @« Hotspot-GRE-Test Open E828:G1:01:27:70 40L 2447 -90

FOTT-ent-05 WPA_1X/WPAZ_1X E0:D9:E3:70:59:20 20 2437 -92

MotwwHocTb curHana (abm) 26
NEVERMIND Open CC:2D:E0:A6:33:13 13 20 2472 -94

KopoTiani saupuTeti wiepsan (7] -OTT-05-portal Open E0.D9.E:70.50:21 6 20 2437 -100

CNMCOK paspelleHHbIX KaHarnos
KananbHas ckopocTs nepeaas | Auto v
MakcumansHas ckopocTb Nepenadn Auto ~
TarimayT oxuaarua ACK, mxkc 64

Pexum pabotsl Moct v

* Pexxum 802.17 — pexum paboTbl MHTEpdIeiica cornacHo ctaHaapTam:

+ 802.11bg — makcumanbHas CKOpocTb A0 54 M6uT/c;

« 802.11bgn — makcumanbHas ckopocTtb go 300 MéuT/c;

+ 802.11 n — makcumanbHasa ckopocTb o 300 MéuT/c.

* LllupuHa KaHa/sia — WMpPVHa NoJIoChl YacTOT KaHana, Ha kotopom pabortaet Wi-Fi knneHT, npuHumaet
3Ha4veHunsa 5, 10, 20 n 40 MI'y. Ecnu Ha 6a30B0I1 CTaHUMM yCTaHOBNEHA WwWnpuHa kaHana 5 nnn 10 My, To
Ha abOHEHTCKOM CTaHLMN HEO6X04MMO BblOpaTh aHa/I0rMYHYH Noocy;

+ Pexum 6e3onacHocmu — BbIGOp pexuma 6e3onacHoCTM 6eCnpoBOAHON CETU:

+ Off — oTKNoYeHo wndpoBaHne 6ecnpoBOAHON CETU, HA3KMIA YPOBEHb GE30MACHOCTY;

+ WEP - wndpposarHve WEP. WEP-knto4 flo/mkeH coCToATb 13 WecTHaALaTePUyHbIX LGP U UMETb
AnvHy 10 nnv 26 CMMBO/OB, NGO 10/KEH ObITh CTPOKOI (CUMBOSLI a-z, A-Z, 0-9, ~|@#S$%"&*()_-
+=) U UMETb ANIMHY 5 Unn 13 cMMBOMOB. [laHHbIli pexuM cKpbIT B web-uHtepdelice;

+ WPA, WPA2 — wudppoBaHue WPA n WPA2. innHa kntoya coctassniseT oT 8 40 63 CMMBO/IOB.
Pa3pellaeTcs UCNosb30BaTh TOMIbKO CUMBOSLL: a-Z, A-Z, 0-9, ~|@#S$%"&*()_-+=;:|/?.,<>"" unun
npo6en. PekomeHAyeTcs UCNonb3oBaTh pexunmsbl wudposaHna WPA n WPA2 kak Hanbonee
6e3onacHble Ha AaHHbI MOMEHT;

+ WPA-Enterprise, WPA2-Enterprise — wuncposaHne WPA n WPA2 ¢ ayteHTUdnKaLmen kmeHTa no
802.1x. B kauecTBe aBTOPU3ALMOHHbIX AAaHHbIX HE06X0ANMMO BBECTU UMSA MOb30BATENA U Napo/ib.

+ MowHocmb cueHasia — perynmpoBka MOWHOCTK curHana nepegarymka Wi-Fi B gbm;

* Kopomkul 3awjumHbIil uHmepsas — NoAAepXKa yKOPOYEeHHOro 3aluMTHOro HTepeana. icnonb3yercs
400 Hc 3aWmTHbIN nHTepBan (BMecTo 800 He);

+ dukcupoBaHHasi yeHmpasibHasl Yyacmoma — Npv akTuBaummn doara BeCb Tpadomk (NakeTbl faHHbIX U
ynpasneHus) 6yaeT nepefaBaTbCs Ha yKasaHHOW LEeHTpasibHO YacToTe KaHasia ¢ 3aaHHOW LUMPUHOWA
nonocsl (Npu 40 MIy). ®yHKUUS SBNSIETCA NPONPUETapHON, Nnepefaya BeAeTcs He no ctaHgapTam IEEE
802.11, rae npegnonaraeTcs UCNOb30BaHME pasHbIX LEHTPasIbHbIX YAaCTOT A5 Tpaduka AaHHbIX U
ynpasneHus npu wupuHe kaHana 40 Mru. Mpu pa6ote WB-2P-LR2 ¢ yctpoiictBamn WOP-2ac-LR2, Ha
KOTOpPbIX BKHOYEHA (PMKCMPOBaHHAsA LieHTpasibHasa 4acToTa, akTuBaLlmsa Ha abOHEHTCKOWN CTaHUuMn He
TpebyeTcs, T.K. NPOMCXOAUT aBTOMATMYECKN B MOMEHT NOAK/IOYEHNS K 6a30BOI CTaHL MW,

+ Cnucok paspeweHHblix kaHasnos (Limit Channels) — cnMcok 4acToT, HAa KOTOPbIX NPOU3BOANTCS
CKaHvpoBaHue adhupa ANns NOAKN0YEHNSA K 6a30BOIN CTaHUMN.

39



PykoBoacTBO no akcnyatauun WB-2P-LR2

Ecnu, Hanpumep, Ha BC BbicTaBneH kaHan 1L (2402-2442) ¢ wmpwvHoii nonockl 40 MIu, To B cnvcke
paspeLleHHbIX KaHa/10B Ha aBOHEHTCKOM CTaHLMN AO/MKHbI 6bITb BbliOpaHbl BCe

KaHaJslbl, Haxo4sALmMecs B 3TOM YaCTOTHOM AuanasoHe: 1-7 KaHau1 BKI4YMTesbHO. [py Takoi
HacTpoiike WB-2P-LR2 6yaeT ckaH1poBaTb TO/IbKO YacTOTHbIV gnanas3oH 2402-2442 MI'y, v ycneLwHo
nogktountea Kk 6C Ha kaHane 1L/40.

BHelwHsAs ceTb

Pexum ycTpoicTsea Wi-Fi Knuent ~

HacTpoikn nogknioyeHns

SSID WOP-2ac-LR2 Q. CkaHnpoBaTb 3up

Pesaim 80211 802.11bgn v
LupuHa kaHana 20 My ~
Pexum GesonacHocTu WPA2 ~
Kniow WPA ssssssse @

IMowHocTe curHana (gbm) 26
KopoTkWid 3aLMTHLIR MHTEpBan

CnMCcoK paspeLueHHbIX KaHanos

[ [riasramr [z a7 ura x s atzz ry o e wr x5 ez i x s asar 7 s wr |

+ KaHasibHasi ckopocmb repedaqu — huKCMpoBaHHas CKOPOCTb 6eCnpoBOAHON Nepeaayn AaHHbIX,
onpeaensiemas cneundukaunsamm ctaHaaptos IEEE 802.11b/g/n;

* MakcumasibHasi CKopocmsb repedadyu — MakcumasibHas fonycTMas CKOpoCTb 6eCnpOBOAHON nepegayn
[aHHbIX, onpegensemas cneyndukaumamm ctaHgaptos IEEE 802.11b/g/n;

+ OxudaHue ACK — TalimayT oxugaHusi NoATBepPXAeHUst nakeTa. Mpu 60bLUNX paccTosHusx (6onee 2,5
KM) napameTp cneayeT yBennunTb, nogo6pas onTuMaibHOe 3HauYeHue,;

* Pexxum pabomsbl — pexuMm paboTbl YCTPONCTBA:

« Mapwpymuzamop — mexay LAN- 1 WAN-uHTepgpeiicamm (WAN nHTepcpeiicom cTaHoBUTCS
6ecnpoBoaHoii nHTepdeiic Wi-Fi) yctaHaBnueaeTcsi pexum mapiupyTtusartopa (LAN nsonmposaH
ot WAN);

+ Mocm — ycTaHaB/IMBAETCA PEXMM MOCTa MeXAy 6eCnpoBOAHbIM U NPOBOAHLIM MHTEpdelicamm
yCTpoOlicTBa.

*+ MpuopuTeT — BbIGOP cnocoba npuoputnsaumm. OnpegenseT nose, Ha OCHOBaHUM KOTOPOro Tpagiuk,
nepegawLuiica B paguovHTepdelic, byaeT pacnpenensatbcsa no oyepeasim WMM:

+ DSCP — 6ypget aHanmsnpoBaTbca npuoputeT u3 nona DSCP 3aronoska IP-nakeTa;

+ 802.1p - 6yaeT aHanm3vpoBaTbesi npuopuTeT U3 nonst CoS (Class of Service) TermpoBaHHbIX
nakeToB.

+ [Mpomokos — onpeaenseT pexum paboTsl MHTepheica, Yepes KOTOPbI ByAeT OCYLLEeCTBAATLCA
NOAKNOYEHME YCTPOICTBA K CETU NPefoCcTaB/ieHns ycayr nposaligepa:

« Static — pexum paboThbl, Npn KoTopom IP-agpec n Bce Heobxogumble napameTpbl HA WAN-uHTepdoeinc
HasHavalTcA ctartuyecku. Mpu Boibope Tuna «Static» Ans pegakTMposaHnsa CTaHyT AOCTYMHbI
cnefywouime napameTpsbl:

+ IP-adpec - yctaHoBka IP-agpeca WAN-nHTepdoeiica ycTpoiicTea B ceTu npoBaiigepa;

* Macka — yctaHoBka Macku nogcetn WAN-nHTepdielica ycTpoiicTBa B CETU NpoBaifepa;

* LUt03 Mo ymMo/14aHuo — afpec, Ha KOTOpbIil OTNPaBASETCA NakeT, eCnv ANS Hero He HaligeH
MapLUpyT B Tabnmue MapLupytmsauuun.

+ DHCP — pexum paboTbl, npn KoTopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, W3 no
YMOJIHaHMIo 1 Apyrve napameTpbl, Heo6xoanMble 418 paboTbl B ceTun, 6yayT nosyyeHsl or DHCP-
cepsepa aBTomartmyecku. o Tex nop, noka agpec no DHCP He nony4yeH, 4OCTYN K yCTPONCTBY 6yAeT no
agpecy u3 nong IP-agpec:

+ AnnbmepHamusHsil Vendor ID (onyusi 60) — npy ycTaHOBNEHHOM cb/iare yCTPOCTBO NepeaaéT B
DHCP-coo6weHusx B onumm 60 (Vendor class ID) 3HaueHune n3 nonsi Vendor ID (onyusi 60). Mpw
nyctom none onums 60 B coobeHnsax npotokona DHCP He nepepaéTtcs.
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Ecnu conar AnstepHatuBHblii Vendor ID (onuus 60) He ycTaHoBNeH, B onummn 60 nepeaaetcs
3HaYeHne Mo YMOo/iYaHuto, KOTOPOe NMEET criefytoLlwnii oopmar:
[VENDOR:npoussogutens][DEVICE:Tun ycTpoiicTBal[HW:annapatHas Bepcus] [SN:cepuiiHbiii
Homep][WAN:MAC-agpec nitepdpeiica WAN][LAN:MAC-agpec uHtepdpeiica LAN]
[VERSION:Bepcus nporpaMmmHoro o6ecneyeHus

Mpumep:

[VENDOR:Eltex][DEVICE:WB-2P-LR2][HW:1.2][SN:WP29000038] [WAN:E0:D9:E3:75:55:60]
[LAN:E0:D9:E3:75:55:60][VERSION:2.0.0.161].

+ PPPoE (0ocmyrHo 8 pexume mMapuwpymu3zamopa) — pexum pabomel, npu komopom Ha WAN-
uHmepelice nooHumaemcsi PPP-ceccusi. lNpu sbibope «PPPoE» 0719 pedakmuposaHusi cmaHym
docmyrHbl cnedyrowjue napamempsi:

Vimsi nonb3osamesis — UMA NMoJsb30oBaTeNsa Ansa astopusaumm Ha PPP-cepsepe;

lMaposb — naposne ana astopusaumm Ha PPP-cepsepe;

Pasvep MTU — MmakcMMasibHbIl pa3mep nakeTta, KOTopbIi MOXET ObiTb NepeaaH yepes PPP-
ceccuto 6e3 oparmeHTaumu;

Vimsi cepsuca — nmsi cepsuca nposangepa. 3HavyeHne Tera Service-Name B coobuieHmmn PADI ans
nHnumanusauum PPPoE-coeanHeHuns (Mcnonb3oBaHne JaHHOW onummn He SIBNsieTcs
06s3aTe/NbHbIM, 3TOT NapameTp HacTpauBaeTcs TOMbKO Mo TpeboBaHWio NpoBaligepa);
BmopuuyHbIl docmyn — onpegensieT cnocob yctaHoBKu IP-agpeca Ha uHtepdpeiice ansa gocryna K
yCTpONCTBY, ecnun He ucnonb3yetcs VLAN ynpasieHus;

* DHCP - pexum paboTbl, npn KotopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, wnio3
Nno yMO/THaHWUIo U Apyrue napametpbl, Heobxoanumble Ans paboTbl B ceTH, ByayT NoyyeHsbl
oT DHCP-cepBepa aBTOMaTUyeCKy;

+ Static — pexum paboTbl, Npu KoTopoMm IP-agpec n Bce Heobxoanmble napameTpbl Ha WAN-
nHTepdenc HazHavatTcs ctatmyecku. Mpu Beibope Tuna «Static» Ana pegakTMpoBaHus
CTaHyT AOCTYMHbI CneyroLlme napameTpbl:

* BHewHul IP-adpec - yctaHoBKa IP-agpeca WAN-nHTepdelica yCcTpoiicTBa B CETK
nposangepa;

* Macka noocemu — yctaHoBka mackun nogcetn WAN-uHTepdoeiica ycTpoiictea B cetu
nposangepa;

* LUt03 Mo ymMo/14aHuro — afpec, Ha KOTOpbIi OTNPaBASAETCA NakeT, eCNN AN HETO He
HaaeH MapwpyT B Tabnvue mapLipyTusaumy;

*+ lNepsuyHblli DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepos;

« OMK/IIYUMb MpaHC/IsIyuo adpecos ommnpasumersi (00CmynHo 8 pexuMe Mapuwpymusamopa) — onuus
NO3BOJISIET OTK/OUNTb TPAHCALUMIO aapecoB oTnpaBuTeneit (masquerade);

+ OzpaHuyeHue WupoKoseuwjamesibHo20 mpaghuka (nakemos/c) — ycTaHaB/IMBAET OrpaHNYeHne Ha
nepegavy LWUMpoOKoBeLLaTeNbHOro Tpadgmka Bo BHeLHoW ceTb Wi-Fi;

* Lllelinep — orpaHMyeHme ckopocTn B HanpasneHunsx Downlink n Uplink. MakcumansHoe orpaHmyeHne
200 Méwurt/c.
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VLAN Trunk B pexunme mocta

Pexumm VLAN Trunk ¢
Mcnone3osate Management VLAN ¥
Management VLAN ID
Management 802.1P 0 v

Hoctyn kK Management VLAN Paguo v Ethernet v

* Pexum VLAN trunk — npn ycTaHOB/IEHHOM dhiare akTMBUpPYeTCs TPaHKOBbIV NOPT. YCTPOWCTBO OyaeT
npo3payHo nepeaasatb Bce VLAN (c yyetom onuyum "OrpaHnunts cnmcok VLAN"), KoTopble nosyyYeHsl oT
6a30BOW CTaHLMW, HA NPOBOAHbIX K/IMEHTOB 1 B 06paTHOM HanpasneHun. Npu aTOM NpoxoxaeHne
HeTerMpoBaHHOro Tpadgnka 3aB1McUT OT onuun "Mpo3padHbIin pexum”;

* Ucnonb3osamb Management VLAN — npu ycTaHOBNEHHOM doniare BK/IOYaeTCs AOCTYn K
ycTpoicTay yepe3 VLAN ynpasneHus:
+ Management VLAN ID — waeHTudomkatop VLAN, ncnonb3yemsiin ons Aoctyna K yCTPOUCTBY;
+ Management 802.7P — npu3sHak 802.1P (apyroe HasBaHue CoS — Class of Service),
yCTaHaBNMBaEMbIl Ha NaKeTbl, UCXOAALLME C AAaHHOTO UHTepdeica. MpuHUMaeT 3HaveHus
oT 0 (HM3Wwwit npropuTeT) A0 7 (HaMBbICLUMIA NPUOPUTET);
+ flocmyn k Management VLAN — orpaHnyeHvne foctyna K cetu ynpas/ieHus. Bo3moxHble
3HaYeHus:
+ Paduo u Ethernet — focTtyn B ceTb ynpaBneHUsi BO3MOXEH CO CTOPOHbI
pagnoHuTepdelica n nHTepdeica Ethernet;
* Paduo - fOCTyn B CETb YNpas/ieHNA BO3MOXEH TOMIbKO CO CTOPOHbI
pagnovHTepdelica.

© Mpu BrtoueHun pnara «Mcnonb3osats Management VLAN» 1 HenpaBu/ibHON HACTPOViKe
Management VLAN Bo3MOXHa noTepsi 4oCTyna K ycTpoincTsy. Mpu noakntoveHnn yepes Ethernet
YCTPOWCTBO 6yAeT AOCTynHO no agpecy 192.0.3.1.

OrpaHu4nTe cnucok VLAN &

Cnmcok VLAN 3020

+ OepaHuyums crnucok VLAN — npu ycTaHOBNEHHOM hriare ycTpoincTeo B pexume VLAN trunk
6yfeT nponyckaTb TO/IbKO OorpaHnyeHHoe konnyecTso VLAN, KkoTopble ykasaHbl B nose "Cnmcok
VLAN"

* Cnucok VLAN — copepxuT ngeHtudomkaropsl VLAN, koTopble paspelueHs! 418 nepegayv.
MpuHUMmaeT 3HaveHns oT 1 go 4094, BO3MOXHO yKa3aTb AnanasoH, Hanpumep “2000-2010".

Wcnonb3osate General VLAN [
General VLAN |1D

General 802_1P 0 ~

MNpo3paqHBIi peEsmM

* Ucnonb3zosamb General VLAN — npu yctaHoBneHHOM ¢priare ¢ ogHoro VLAN, yka3aHHOro B nose
General VLAN ID 6yneT cHumatbcs MeTka 1 Tpadomk atoro VLAN npoigeT Ha kineHTa 6e3 Tera.
Mpu NpoxoxaeHny Tpaduka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBewwmBaTbcA MeTka General VLAN ID:

42



PykoBoacTBO no akcnyatauun WB-2P-LR2

+ General VLAN ID — vaeHtndmkatop VLAN;

* General 802.1P — npusHak 802.1P (apyroe Ha3BaHue CoS - Class of Service),
yCTaHaB/IMBaeMbIli Ha NakeTbl, UCXOAsALME C JaHHOTO MHTepdelica. MNprHUMaeT 3HavYeHns
oT 0 (HM3Wwwit npropuTeT) A0 7 (HaMBbICLUWIA NPUOPUTET).

* [po3payHbIl pexxum — Npu yCTaHOB/IEHHOM chfiare yCTPOMNCTBO ByaeT nponyckaTb
HeTermpoBaHHbI Tpaduk B pexume VLAN Trunk.

BrMHO4MTE MVR
MYVYR VLAN ID

MVR 802.1P 7 w

* Bkroyums MVR — npu yctaHoBneHHOM dhriare mexaHu3m Multicast VLAN Registration BktoyeH.
®PyHKLMA AaeT BO3MOXHOCTb UCNosb3oBaTh oTaenbHyto VLAN onisa mynstukact-tpadpuka. MNpu atom
Tpadmk B CTOPOHY aboHeHTa nepegaetca 6e3 Tera. NapameTp 4OCTYNeH A1 HACTPONKM NpK yC/10BUN
BK/IIOUEHUA pyHKUMI "Vicnonb3oBatb General VLAN" nnm "Tpo3payHbiii pexum'”:

* MVR VLAN ID — ngeHntudomkarop VLAN;

+ MVR 802.1P — npu3Hak 802.1P (apyroe Ha3BaHue CoS — Class of Service), yctaHaBnmBaeMblii
Ha MakeTbl, UCXoAsALME C AaHHOro MHTepdeiica. MpuHUMaeT 3HaueHust oT 0 (HU3LWKIA NpUopUTET)
[0 7 (HavBbicLwnii npuopuTeT). Mo ymMonyaHuo — 7.

VLAN Trunk B pexume maplipyTtmnsatopa

* Pexum VLAN Trunk — npy ycTaHOBNIEHHOM (priare akTMBMPYETCA TPaHKOBbIM NOPT 4151 BO3MOXHOCTU
ncnonb3osaHma Management VLAN u Internet VLAN:

Pexum VLAN Trunk
Wenoneaosate Management VLAN
Management VLAN ID =
Management 802.1P 0 :I
Management npoTokon Static :I
Management IP-agpec 192.168.15.200
Management macka 255.255.255.0

Management wnw03 No ymon4aHuo 192.168.15.1

* Ucnonb3osamb Management VLAN — npu ycTaHOBNEHHOM dhnare BKIHOYaEeTCs AOCTYN K YCTPOMNCTBY
yepe3 VLAN ynpaBneHus :
+ Management VLAN ID — ngeHtndgukatop VLAN, ncnonb3yemblin Ans goctyna K yCTpONCTBY;
« Management 802.71P — npusHak 802.1P (apyroe Ha3BaHue CoS - Class of
Service), ycTaHaBMBaeMblii Ha NakeTbl, UICXOASILLIME C AaHHOTO UHTepdelica. MNMpuHUMaeT
3HaueHunst oT 0 (HU3LWKI npruopuTeT) A0 7 (HAMBLICLLNIA NPUOPUTET);
* Management-npomokos1 — onpefenseT pexunm paboTbl nHTepderica ynpasneHus:
+ DHCP — pexum paboThbl, npn KoTopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, w3
Nno YMO/IHaHWIo 1 Apyrve napameTpbl, Heob6xoaMble ANns paboTbl B CETUH, ByAyT NOMyYeHbl
ot DHCP-cepBepa aBTOMaTU4ECKM!.
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+ Static — pexum paboThl, Npu KoTopoMm IP-agpec 1 Bce HeobxoanMble napamMeTpbl Ha
NHTepdeic HazHavarTcs ctatuyecku. Mpu Boibope Tuna «Static» Ans pegakTMpoBaHus
CTaHyT AOCTYMHbI Cneayrowme napameTpbl:

+ Management IP-adpec — ycTaHoBKa IP-agpeca uHtepgeica ycTpoictea B ceTu
ynpaBneHus;

* Management macka noocemu — ycTaHOBKa Macku NOACEeTN nHTepdelica ycTpolicTea
B CETU ynpaB/ieHus;

+ Management w1103 110 yMO/14aHUK0 — afipec, Ha KOTOPbI OTNPaBAsEeTCA NakeT, ecnu
[ANS HEro He HangeH mapLupyT B Tabnunue mapLupyTnsaumm;

Pexum VLAN Trunk

Wcnone3osate Management VLAN

(<]

Wenone3sosate MHTepHeT VLAN

WMHuTepHet VLAN ID

<

WHTepHeT 802.1P 0 ~
WHTEpHET-NpOTOKON Static ~
WHTepHeT IP-agpec 192.168.12.200
WHTEpHET-Macka 255.255.255.0

MHTEpPHET-W N3 N0 YMONYaHNID 182.168.12.1

* Vcnonb3osame Internet VLAN — npn ycTaHOBNEHHOM donare Bkodaetca nogaepxka VLAN , ans
nepesayv Nosib30BaTe/IbCKoro Tpaguka.

* Internet VLAN ID - npeHTtndpukatop VLAN;

« Internet 802.1P - npusHak 802.1P (gpyroe HasBaHue CoS - Class of Service),
yCTaHaB/IMBaeMblli Ha NakeTbl, UCXOAsALLME C JaHHOTO UHTepdeiica. MpuHumaeT 3HaveHns ot 0
(HV3WWIA NnpropuTeT) Ao 7 (HaMBLICLLUIA MPUOPUTET).

* Internet-npomokos1 — BbIGOP pexrma paboTbl MHTephelica yCTpoCcTBa, UCMNO/b3yeMOro A5
nepegauv nosnb3oBaTesibCKoro Tpadmka B otgensHom VLAN:

* DHCP - pexum paboTbl, npn kotopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, wnio3
Mo YMONYaHWIo 1 Apyrve napameTpbl, Heo6xoanMble Ans paboTbl B CETU, OyayT NONyYeHb!
o1 DHCP-cepBepa aBTOMaTUyeCKu.

« Static — pexum paboTbl, npu KoTopom IP-agpec n Bce Heobxoaumble napameTpbl HA WAN-
NHTEepdeiic HazHavarTcAa ctatuyecku. MNpu Boibope Tuna «Static» Ans pegakTmpoBaHus
CTaHyT AOCTYMNHbI CriegytoLLme napameTpsbil:

* Internet IP-adpec — yctaHoBka IP-agpeca WAN-uHTepdpeiica ycTpoinctea B CETU
nposaingepa;

* Internet-macka — yctaHoBka macku nogcet WAN-uHTepdelica yCcTpoicTBa B CETH
nposaingepa;

* Internet-wi1103 Mo yMo/1yaHUro — afpec, Ha KOTOpbI OTNpaBnsAeTCcs Naker, ecsiv ans
Hero He HaliieH MapLpyT B Tabnvue mapLipyTm3aumm.
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Ecnu B kauecTBe Internet-npotokona BbiopaH PPPOE, To NosiBNSIETCA BO3MOXHOCTb 3a4jaTb HACTPOIKN
BTOPUYHOIO AoCTyna:

(<]

Pexim VLAN Trunk
KMcnonbaosate Management VLAN

Wcnonbsosats Internet VLAN

(<]

Internet VLAN 1D =
Internet 802.1P | 0 9
Internet npoTokon PPPOE :I
Wms nonssosatens | admin
MNaponb sesnssne
MTU | 1492 %
Service-Name
BropwuHbit poctyn Static :I
BrewHwuit IP-agpec 192.168.12.200
Macka | 255.255.255.0
Wnw3 no yMon4YaHuo 192.168.12.1

DNS-cepeep

* BmopuyHbIl docmyn — onpegensiet cnocob yctaHoBku IP-afpeca Ha uHTepcpeiice ansa gocrtyna K
yCTpONCTBY, ecnun He ucnosnb3yetcs VLAN ynpasnieHus.

+ DHCP - pexum paboThbl, npn kKoTopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, wnio3
Mo YMO/IHaHWIO 1 Apyrve napameTpbl, Heo6xoaMble A5 paboTbl B CETY, ByAyT NOMyYeHb!
oT DHCP-cepBepa aBTOMaTU4yeCKM.

+ Static — pexum paboTbl, Npn KoTopom IP-agpec 1 Bce Heobxoanmble napameTpbl Ha WAN-
nHTepdeinc HasHavarTcs ctatmyecku. Mpu Boibope Tuna «Static» Ana pegakTMpoBaHus
CTaHyT OOCTYMHbI CneyroLme napameTpbl:

* BHewHul IP-adpec - yctaHoBKa IP-agpeca WAN-nHTepdelica ycTpoiicTBa B CETK
nposangepa;

+ Macka — yctaHoBka mackun nogcetv WAN-uHTepcpeica ycTpoictea B cetu
nposangepa;

* LU03 Mo ymMo/14aHuUo — afpec, Ha KOTOpbIi OTNpaBseTCcsa NakeT, ec/in A1 Hero He
HaiaeH MapwpyT B Tabnvue mapLipyTmsaumy;

« DNS-cepsep — agpec cepBepa AOMEHHbIX MMEH (MCnonb3ytoTca Ana onpeaenexus IP-
ajpeca ycTpoiicTea no ero JOMeHHOMY UMEHN).

VLAN - BupTyasnibHas fiokasibHas cetb. [MpeactaBnsaeT cobol rpynny XoCToB, 06beAUHEHHbIX B OfHY CETb,
He3aBMCUMMO OT UX (PU3NYECKOro MECTOHaXOXAEHUS. YCTPONCTBA, CrpyNnMpoBaHHbIe B O4HY BUPTYa/lbHYHO
ceTb VLAN, nmetot oguHakoBbli naeHtucpmkatop VLAN-ID.
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Pexxum yctpoiictBa BecnpoBogHoii mocT

BHellHAA ceTb

PykoBoacTBO no akcnyatauun WB-2P-LR2

MoHUTOpHUHT m Cuctema
m Hacrpoitka MAC-anpecos Ceresoil akpaH Mapwpy Tnaauns SNMP

OfblKne HacTporRKK

Wma xocTa

BHewHsas ceTb

Pexuam ycTpoicTea
HacTpo#kk noakmoyeHna

Mpuoputet

Mpotoken

Pexciam VLAN Trunk

ANbTepHATMBHLIR Vendor ID (onuka 60)
Mepenytniin DNS

BropuyHbii DNS

Hactpoiika WDS

Pexum Be3onacHocTin
HacTpoika MAC-anpecos

Nunx O
Nurae 1
Nwkk 2
Nure 3
Nunk 4
Nunk 5
Nukk &

Nwke 7

BecnpoBOAHON MOCT

DSCP

DHCP

oft

* MIMsi xocma — uMsi, Ha3Ha4YeHHOe CETEBOMY YCTPOWCTBY;
* Pexxum ycmpolicmsa — pexvum NoAKMYEeHUS YCTPOUCTBA;
*+ MpuopuTteT — BbIGOP cnocoba npuoputnsaumm. OnpegensieT nose, Ha OCHOBaHMM KOTOPOro Tpadgiuk,
nepegarowmiica B paguonHtepdelic, byget pacnpegensatbcsa no ovepegam WMM:
+ DSCP - 6ypet aHanusnposatbcsa npuoputeT 13 nona DSCP 3aronoeka IP-nakeTa;
+ 802.1p — bypeT aHanm3npoBatbes npuoputet us nosnsi CoS (Class of Service) TermpoBaHHbIX

NnakeToB.

+ [Mpomokosn — onpeodesisiem pexum pabomsl uHMepgelica, yepes Komopbil byoem ocywecms/isimbCs
Mook/ItoHeHUe ycmpolicmsa K cemu npedocmas/ieHusi ycsye nposaloepa:
+ Static — pexxum paboTkl, Npu KoTopoMm IP-agpec 1 Bce Heobxoanmble napameTpbl Ha WAN-
nHTepdeinc HazHavarTcs ctatmyecku. Mpu Beibope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
[OCTYNHbI criegyroLLme napameTpsbil:

+ IP-adpec - yctaHoBka IP-agpeca WAN-nHTepdoeiica ycTpoiicTea B ceTv nposaigepa;

* Macka — yctaHoBka macku nogcetn WAN-uHTepdpeiica ycTpoiicTBa B CETM NpoBangepa,;

* LU/103 Mo yMO/14aHUKo — afpec, Ha KOTOpPbIV OTNPAaBASAETCA NakeT, eCNN A1 HErO He HaeH
MapLUpyT B Tabnmue mapLupyTmsauum;

* DHCP - pexum paboTkl, npu kKotopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, W3 no
YMOJTHaHWIO 1 gpyrve napameTpbl, Heobxoanmble s pabdoTbl B ceTn, OyayT nonyyeHsl ot DHCP-
cepBepa aBToMaTtuyecku. [lo Tex nop, noka agpec no DHCP He nony4eH, A4OCTyn K yCTPOWCTBY
6yaet no agpecy us nonsa IP-agpec.
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+ AnlbmepHamusHsbil Vendor ID (onyusi 60) — npu ycTaHOBIEHHOM (hfiare YCTPOCTBO
nepenaét B8 DHCP-coo6ueHusix B onumm 60 (Vendor class ID) 3HaueHne n3 nons Vendor ID
(onyus 60). Mpu nyctom none onuus 60 B coobLyeHmnsix npotokosia DHCP He nepepaércsi.
Ecnu conar AnstepHatuBHblii Vendor ID (onuus 60) He ycTaHoBNeH, B onummn 60 nepeaaetcs
3Ha4YeHne No yMo4aHuto, KOTOpoe MMeeT creayoLWwmii opmar:
[VENDOR:npoussogutens][DEVICE:Tun ycTpoiicTal[HW:annapatHas Bepcus)] [SN:cepuiiHbiii
Homep][WAN:MAC-agpec uHtepgpeiica WAN][LAN:MAC-agpec nHtepdeiica LAN]
[VERSION:Bepcusa nporpaMmmHoro o6ecnevyeHus
Mpumep:

[VENDOR:Eltex][DEVICE:WB-2P-LR2][HW:1.2][SN:WP29000038] [WAN:E0:D9:E3:75:55:60]
[LAN:E0:D9:E3:75:55:60][VERSION:2.0.0.161]
* lNepsuyHbll DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepoB.

Pexm VLAN Trunk ¢
Mcrnonesoeate Management VLAN ¥
Management VLAN ID
Management 802.1P 0 v
Hoctyn k Management VLAN Paguno n Ethernet v

OrpaHu4nTe cnvcok VLAN - ¥

Cnwcok VLAN
1000 xJ 20002010 x]

* Pexum VLAN trunk — npu ycmaHos/1eHHOM b/ia2e akmusupyemcsi mpaHKosbIl Nopm ¢ BO3MOXHOCMbHO
ucnosib3osaHusi Management VLAN:

* Vcnonb3osams Management VLAN — npu ycTaHOBNEHHOM dhniare BKAYaeTCs AOCTyn K
ycTpolictBy Yepe3 VLAN ynpaBneHus:

+ Management VLAN ID — naeHtudukatop VLAN, ncnonb3yemblit ans goctyna K yCTpOCTBY;
+ Management 802.7P — npu3Hak 802.1P (apyroe Ha3BaHue CoS — Class of Service),
yCTaHaBNMBAEMbIN Ha NAKETbI, UCXOAALME C AAaHHOTO UHTepdenca. MpuHUMaeT 3HaveHus
oT 0 (HM3wWwwit npropuTeT) A0 7 (HaMBbICLUMIA NPUOPUTET);
+ fJocmyn k Management VLAN — orpaHnyeHue goctyna K ceTu ynpas/ieHUs. BO3MOXHbIe
3HaYeHus:
+ Paduo u Ethernet — gocTyn B ceTb ynpaBieHUsi BO3MOXEH CO CTOPOHbI
pagunovHTepdelica n nHTepdgeiica Ethernet;
* Paduo - fOCTyn B CETb yNpaB/ieHNA BO3MOXEH TONIbKO CO CTOPOHbI
pagnovHTepdelica.

« OepaHuyums criucok VLAN - npu yctaHoBNeHHOM donare ycTpoiicTBo B pexume VLAN trunk
6yfeT nponyckaTb TO/IbKO OorpaHnyeHHoe konnyecTso VLAN, KkoTopble ykasaHbl B nose "Cnmcok
VLAN":

+ Cnncok VLAN — cogepxut ngeHtudmkatopbl VLAN, KOTOpble paspelueHbl Ansa nepegayu.
MpuHUMaeT 3HaveHns oT 1 go 4094, BO3MOXHO yKasaTb AnanasloH, Hanpumep "2000-2010".
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Hacmpotika WDS

HacTtpoika WDS

Pesknm Ge30nacHoCTH WPA2 ~
Knoy WPRA @
Hactponka MAC-agpecoe
Mk 0 O
M1 O

Mk 2 O
MueE 3 O
NuHE 4 [
MWK S O
MWHKE [

NMHET ]

* Pexxum 6e3onacHocmu — BbI60p pexuma 6e3onacHocmu 6ecrnposo0HO020 MOCMa:
+ Off — oTKYeHo WwndpoBaHne 6eCnpoBOAHON CETU, HA3KMIA YPOBEHbL 6E30MACHOCTY;
+ WPA2 - ayteHtudomkaums WPA2. invHa knroya coctasnseT ot 8 o 11 cumsosios. Pa3pellaetcs
CMNO/b30BaTh TOMLKO CUMBOSLL: a-Z, A-Z, 0-9, ~l@#S$%"&*()_-+=;:|/?.,<>"" nnu npoben.
* JluHk X (20e X=0.. 7 - HoMep /IUHKa) — BK/IHOUYEHME JIMHKOB 6ECMPOBOAHONO0 MOCTa. B COOTBETCTBYHOLLEM
none Heobxoanmo Bnucatb MAC-agpec BCTPEYHOro YCTPOICTBa, A0 KOTOPOro HacTpamBaeTcs
6ecnpoBoAHOl MOCT.
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5.2.2 MNoameHto «PagnonHTepdeiic»

© nMogmeHio «<PagnonHTepdeiic» AOCTYMHO TOMLKO B peXuMe «5ecnpoBogHON MOCT.

B nogmeHto «PaanonHTepdeinc» ocyLecTBASIOTCA HACTPOWKN paanonHTepdelica ans opraHnsaumm
6ecnpoBOAHOro MocTa.

basoskie HachOUKU

MoHuTopuHr ™G Cuctema

WHTEpHET HacTpoiika MAC-afpecoe  CeTesoi 3kpaH  MapwpyTusauma  SNMP
Wi-Fi 2.4 Ty
5a30BbIE HACTPOWKM  [IONONHUTENbHbIE HACTPOMKH
Pexum 802.11 802.11bgn Al Q CranWpoBaTh adup

Kanan 1(2412 MI'y) A
LLInpuHa Kanana 20 My v

MOLHOCTS cHrHana (abM) 26
KaHaribHas CKOpOCTb Nepefaqs | Auto v
IMaKCMMarbHaR CKopocTe Nepefad | Auto v

TaamayT oxmaaHns ACK, MKc 64

+ CKaHuposamsb 3¢hup — NO HaKaATUIO KHOMKM HAYHETCH CKaHMpoBaHWe pagmoadupa B 3a4aHHOM
Avana3soHe. Nocse ckaHMpoBaHUA MOABUTCSA CMUCOK HaAEeHHbIX Tovek goctyna. Cnvcok 6yaet coCcToATb
13 cemn cton6uoB: SSID Toukn AocTyna, pexum 6e3onacHocTn, MAC-agpec Toukn gocTyna, kaHarn,
LUMpPUHA KaHaus1a, 4acToTa, YpOBEHb CUrHaNa.

« Pexxum 802.11 — pexum paboTbl MHTepdieica cornacHo ctaHaapTam:

+ 802.11bg — MakcMManbHasi CKOpoCTb A0 54 M6uT/c;
+ 802.11bgn — makcumansHasa ckopocTb Ao 300 M6uT/c;
+ 802.11 n — makcumasibHas ckopocTb Ao 300 MéuT/c.

* Kanas1 — BbIGOp KaHana nepefayn faHHbIx;

* LllupuHa KaHa/sia — lWWMpWHa NoJs0Ckl YacTOT KaHasa, Ha KOToOpPoM paboTaeT pagmonHTepgenc
YCTPOWCTBa, NpUHUMAaET 3HadeHna 5, 10, 20 n 40 MI'y, B 3aBUCUMOCTN OT BbIOPAHHOIO pexmnma padoTbl
pagnounHTepdeiica;

* PukcupoBaHHasi yeHmpasibHasi Yacmoma — npu akTueauum donara Becb Tpadvk (nakeTbl AaHHbIX U
ynpasneHus) 6yaeT nepefaBaTbCs Ha yKasaHHOW LEeHTpasibHO YacToTe KaHasia ¢ 3aaHHOW LMPUHOWA
nonocsl (40 MIy). ®yHKUMS SBNSIETCA NponpUeTapHoii, nepegada Befetcs He no cTaHaaptam |IEEE
802.11, rae npegnonaraeTca UCNOb30BaHNe PasHbIX LEHTPa/IbHbIX YACTOT 415 Tpadmka AaHHbIX 1
ynpasneHusa npy wnpuHe kaHana 40 My,

* MowHocmb cu2Hana, 0bm — perynuposka MOLLHOCTY curHasia nepegaryvka Wi-Fi B obwm;

* KaHa/ibHasi cKopocmb repedaqu — (PUKCUpOBaHHasi CKOPOCTb 6eCrnpoBOAHON Nepefayn AaHHbIX,
onpeaensiemas cneundukaunsamm ctaHaaptoB IEEE 802.11b/g/n;

* Makcuma/ibHasi CKopocmb rnepedaqu — MakCumanbHaa gonycTumMas CKOpOCTb 6ecnpoBOAHON Nepesayn
[aHHbIX, onpegensieMmas cneyudukaumamm ctaHgaptos IEEE 802.11b/g/n.
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ZonosHume/sibHble HaCITlQOleU

MOHWUTOPUHT m Cucrema
MHTEPHET HacTpoitka MAC-anpecos CeTesol 3kpaH MapLupyTusauma SNMP

Wi-Fi2.4T1Tuy
Ga30Bble HACTPOIMKM | [JONONHUTENEHBIE HACTPORKM
Mopor parMeHTauun | 2346 (256-2346)
Mopor RTS 2347 (0-2347)
Mepuon OTNPaBKH CNyKeGHLIX cooBlieHuid, Mmc | 100 (20-1024)

Arperaums |«
KOpPOTKMI 33LUWTHBIA MHTepBan ¥
STBC

Coexistence 20/40 My

+ [Mopoz chpacmeHmayuu — Nnopor oparmeHTaumm dperima, B 6aiitax. NMpuHUMaeT 3HaveHns 256-2346, no
yMosiyaHmo — 2346;

« lMopoe RTS — uncno 6aiiToB, uepes3 KOTOPOoe NockiaeTcs 3anpoc Ha nepeaady (Request to Send).
YMeHbLUEeHUe AaHHOro 3Ha4YeHNss MOXET yNy4ylinTb paboTy TOUKM AocTyna npu 60/1bLOM KoNnyecTse
NOAK/MOYEHHbIX K/TMEHTOB, OAHAKO 3TO YMEHbLUAET 06LLYI0 NPOMYCKHYI CNOCO6HOCTbL 6eCrnpoBOAHOM
cetn. NMpruHumMaet 3HaveHunsa 0-2347, no ymonyaHuio — 2347,

* [Mepuod omnpasku c/1yxebHbIx coObWeHUl — Nepuos NoCbISIKU MassikoBbIX PpeinmMoB. Ppeinmbl
nepegaroTca A1 06HapyXeHUs TOUKM focTyna B admpe, npuHuMaeT 3HadeHmnsa 20-2000 mc, no
ymonyaHuio — 100 mc;

+ Agpezayus — BknwoveHue nogaepxku AMPDU/AMSDU,

* Kopomkul 3awyumHbil uHMepsasl — NoLLEePXKKA YKOPOUEHHOTO 3alLMTHOro nHTepsana. MNpu nepegave
[laHHbIX ncnonb3yetcs 400 He 3awuTHbIN nHTepBan (BMecTo 800 Hc);

+ STBC - meTo4 NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAUPOBAHUSA, HANpPaB/IEHHbI HA MOBbILLEHNE
HaeXHOCTU nepegayn AaHHbiX. MNpu ycTaHOB/IEHHOM dhyiare yCTPOMCTBO nepefaet O4UH NOTOK AaHHbIX
yepes HeCKO/bKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, yCTPOMCTBO He nepefaeT O4WH U TOT Xe MOTOK
[laHHbIX Yepe3 HECKO/IbKO aHTEHH;

+ Coexistence 20/40 MI'y, — peXum aBTOMaTN4eCKOM CMEHbI LUMPUHBI KaHana rnpu 3arpy>KeHHoMm

paauoadumpe.

© [na paboTtbl 6eCnpoBOAHOTO MOCTa HEO6XOAMMO, UTOBbLI HACTPOIKK paaronHTEpdeica Gbinn
NOEHTUYHbI HA BCEX YCTPOMCTBAx.
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5.2.3 MoameHto «JIokasnibHas CETb»

© nMoameHio «/lokasibHas CeTb» AOCTYMNHO TOMLKO B pexume «MapLupyTusatop».

B nogmeHto «JlokasibHasi CETb» BbINOHAKTCSA HACTPOIiKN NnokasbHoi cetn, DHCP-cepBepa, ycTaHaBnuBaroTcA
cratnyeckue nNpyBA3KU aapecos.

YCTpPOICTBO MMEET BO3MOXHOCTb aBTOMaTM4eckn HasHavatb IP-agpeca n Heobxogumble 418 BbiIXxoga B
NHTepHeT napameTpbl KOMMbOTEPaM, NoAkNtoYeHHbIM K LAN-nHTepdeiicy, nocpeacTBoM NpoTokona
AnHamuyeckoro koHurypuposarusi (DHCP — Dynamic Host Configuration Protocol). Ero ucnonb3osaHue
No3BO/ISIET N3bexarb pyyHOli HacTpoikn npotokona TCP/IP.

MoHuTOpWHI m IP-teneBngeHme Cucrema

Wnreprer Hactpoitka MAC-agpecos  Jlokanbhbit DNS ~ NAT u npobpoc noptos  CeTeBoit skpaH  Mapwpytusaums  unamusecknit DNS — SNMP

JlokanbHas ceTb
IP-anpec 192.168.1.1

Macka  255.255.255.0

HacTpoikw DHCP-cepeepa
Brniounts
HauaneHslit IP-anpec 192.168.1.2
KonusecTso anpecos 250 =

Cpok apeHas! (B MUHYTaXx) 720 o

+ MpuMeHnT x OTMeHa

Cratuyeckne NPUBA3KW afpecoB

Wus MAC-appec IP-appec

JlokasibHas cemsb

+ IP-adpec — IP-agpec ycTpoicTBa B N1OKas/IbHOWN CeTY;
* Macka — macka NofceTu B NOKa/IbHOl CeTu.

Hacmpoliku DHCP-cepsepa

* Bk/1o4umsb — Npv yCTaHOBIEHHOM donare BKOUUTL sIokauTbHbI DHCP-cepBep, nHave — He BKkoYarhb;

* HauasibHbIl IP-adpec — HauyasnbHbI agpec nyna IP-agpecos;

* Kosiudecmso adpecos — KO/IMYeCcTBO aZpecos B NyJie;

+ CpoK apeHobl (B MUHymax) — ycTaHOBKa MakCUMasibHOro BPEMEHM MCMOb30BaHUS NOAKMOUYEHHbIM
ycTpoiicteom IP-agpeca, HasHavyeHHoro DHCP-cepBepoM, B MUHYTax.

[Nsi BCTYN/IeHUSI B CU/TYy HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1Ns OTMEHbI M3MEHEHWIA HAXMUTE KHOMKY «OmMeHa».

© Mpu nonbITke N3MEHNTL HavasbHbIV agpec nyna DHCP Ha agpec 13 Apyroli NoACEeT MO OTHOLLEHUIO K
noacetn nHtepdpeiica LAN — npomcxogut aBTomatmyeckas yctaHoBKa nysia B COOTBETCTBUM C
3a/laHHOl NoKaNlbHOW NOACEThIO.
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Cmamuyeckue rpussi3ku adpecos
[nsa no6aBneHns HOBO CTaTUYECKON NPUBSI3KN HAXXMUTE KHOMKY «Jo6asumb» 1 3anonHWTE cneaytoLye noss:

* VIMs — Ha3BaHWe NPUBA3KMY;
+ MAC-adpec - yctaHoBka ctatnyeckoro MAC-agpeca. 3agaetca B hopmare XX: XX XX XX XX:XX;
+ IP-adpec — ycTtaHoBKa ctatuyeckoro IP-agpeca ansa ykasaHHoro MAC-agpeca.

KoHmryprpoBaHme cTaTyeckmx npuBsi3oK None3Ho, eC/ivi BaM HEOGXOAMMO, YTOGLI onpeaeieHHOMY
KoMMbloTepy, NogktoueHHoMy K LAN-MHTepdeiicy ycTpoiicTBa, Bcerga HasHavasics onpeaeneHHslii IP-agpec.

HaxxmuTte KHONKy «[MpumeHums» onsa BHeceHns IP-agpeca B cnucok ctatnyeckux IP-agpecos ans DHCP-
cepsepa. N1 0OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OmmeHa.

[ns ypaneHusa agpeca 13 cnucka Heo6xoaumo yCTaHOBUTL dosiar HanpoTUB COOTBETCTBYHOLLEN 3anucu 1
HaxXkaTb Ha KHOMKY «Y0a/iumb».

5.2.4 MoameHto «HacTtpoiika MAC-agpecoB»

B nogmeHto «<HacTtpoiika MAC-agpecos» MOXHO nsmeHnts MAC-agpec WAN-uHTepdelica ycTpoiicTaa.

MoHuTOpUHT m Cuctema
WHtepHeT [EEEROLITERIINGETREEM CeTesol skpaH MapwpyTnsauns  SNMP

BecnpoBoaHo Npo3payHbliA MOCT

Brniounte

Hactpoiika MAC-agpeca WAN

MNepeonpenennte MAC

MAC

+ [pUMEHUTE *x OTMeHa

becriposodHol npo3payHbIt Mocm

© [ns pexuma pa6oTbl Wi-Fi knneHTa «MocT» 0CTyNHA HACTPoiika «5ecnpoBogHOl NPO3paqHbIii MOCT.

Mpw BKNOYEHUN (PYHKUMM «BecnpoBoaHo nNpo3payHblii MocT» WB-2P-LR2 He 6yaeT NnoAMEHATb K/IMEHTCKMe
MAC-agpeca n3 LAN-cetn Ha cBoi MAC-agpec. OrpaHnyeHve — 15 MAC-agpecoB 6e3 nogMeHbl, npu
npesbILLeHNY orpaHudeHns knnentckme MAC-agpeca 6yayT nogmeHsaTbCA. Ha 6a30Bol cTaHumn B pasgene
NOAK/TOYEHHbIX KNNEHTOB, kpome MAC-agpeca aboHeHTCKON cTaHuun, 6yayT otobpaxeHbl MAC-agpeca
K/INEHTCKMX YCTPOUCTB 13 LAN-ceTn.

Hacmpotika MAC-adpeca WAN
+ lNepeonpedenums MAC — npu ycTaHoB/eHHOM donare ncnons3yetca MAC-agpec us nona MAC.

[N BCTYNNeHns1 B CUy HOBOI KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMCUMYIO NaMsiTh
HaXKMUTE KHOMNKY «[IpumMeHuUmMb». 11 OTMEHbI U3MEHEHMWIA HAXXMUTE KHOMKY «OmmeHa».
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5.2.5 MoameHto «JlokanbHbIii DNS»

© MoameHto «/lokanbHbIi DNS» JOCTYMHO TOMBKO B pexumMe «MapLupyTusaTop».

B nogmeHto «JlokanbHbIi DNS» nponsBoantcst KoHhmrypmpoBaHme nokanbHoro DNS-cepsepa ycTpoiictea
nytem fo6aeneHus B 6asy nap IP-agpec — JOMeHHOe nms.

NokanbHbllii DNS no3sonset nonyuuntsb IP-agpec ycTpolicTBa No ero JOMEHHOMY MMEHU (XOCTY) B c/lyyae
otcyTcTBusi cepBepa DNS B cermeHTe cetu. Mpu 3TOM HEO6GXOAMMO 3HAaTb YCTAHOB/IEHHbIE COOTBETCTBUS
Mexay MMeHamm y3/1oB (XocToB) 1 ux IP-agpecamu.

MoHUTOPKHHI m IP-TeneBugeHne Cucrema

WHTepHer  okanbHas ceTe  Hactpoitka MAG-anpecos [ITEUPLIESNEE NAT u npofpoc nopToB  CeTeBoil 3kpaH MapwpyTusauns IuHamnyecknit DNS  SNMP

MmeHa yanoe

L oMeHHOE UMA IP-appec

Hacmpolika y3/108

Ons no6aBneHust agpeca B CNUCOK HEOBXOANMO HaxaTb KHOMKY «/Jo6asume» 1 B okHe «Co3damsb
coomsemcmaue» 3ano/iHUTL CreaytoLLue Nons:

MoHWTOpHHF m IP-teneBngeHne Cucrema

WHtepHeT  JlokanbHas ceTb HacTpoitka MAC-anpecos EISENEIENNEE NAT u npobpoc noptos  CeTeBoit skpaH MapwpyTusaumns IuHamunyecknit DNS ~ SNMP

Cozpartb cooTBETCTBME
HomerHoe uMa

IP-appec

+ [lomeHHoe uMs — UMs y3na,;
+ IP-adpec - IP-agpec y3na.

HaxmunTe KHOMKY «[IpuMeHUmb» AN co3AaHusi cooTBeTCTBUS IP-afpec — foMeHHoe UMs. 1S OTMEHbI
N3MEHEHUI HaXXMUTE KHOMKY «OmmMeHar. ANs yaaneHus 3anncu n3 cnmcka Heo6xoaymMo yYCTaHoBUTL donar
HaMpOTMB COOTBETCTBYIOLLIEN 3aMUCK 1 HaXKaTb Ha KHOMKY «YOa/iume».
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5.2.6 MoameHto «NAT n npo6poc NopToB»

© nNoameHo «<NAT 1 Npo6poc NOPTOB» AOCTYMHO TOMLKO B pexumMe «MapLupyTusartop».

B noameHto «<NAT 1 npo6poc NopToB» BbINOMHAETCA HAcTpolika npobpoca noptos (ports forwarding) n3 WAN-
nHtepcpeica B LAN-uHTepdeiic.

NAT - (Network Address Translation) pexum TpaHCNAUMKN CETEBbLIX aflpeCOB — NO3BOJSIET NPE06Pa30BbLIBATL
IP-agpeca u ceteBble nopTbl IP-nakeToB. MNpo6poc ceTeBbIX NOPTOB He06xoanm, korga TCP/UDP-coeguHeHune ¢
NoKanbHbIM (NogknoyYeHHbIM K LAN-MHTepdeiicy) KOMNbIOTEPOM yCTaHaB/IMBAETCS U3 BHELLHEN ceTu. [laHHoe
MEHIO HACTpOeK NO3BO/ISET 3a4aTb NPaBnia, paspeLlaoLme NPoxXoxaeHne NakeToB 13 BHELLHER ceTn Ha
yKasaHHbIli agpec B /IOKasIbHOM CEeTH, TEM CaMbIM Aefias BO3MOXHbIM YCTaHOB/IEHME coeauHeHus. [Mpobpoc
NOPTOB N1aBHbIM 06pa3oM HeobXxoAMM NMpKU NCMNoNb30BaHMK torrent- n p2p-cepBrncoB. [lNs 3TOro B HACTPOMKax
torrent- nn p2p-kKNMeHTa HY>XHO NOCMOTPETL Mcnonb3yemble um TCP/UDP-nopTel n 3apatb 4N aTnx nopToB
COOTBETCTBYIOLME npaBuna npobpoca Ha IP-agpec Bawero KomnoloTepa.

MoHMTOpMHI m IP-teneenpoeHne  Cucrtema

WHTEpHET NokansHas ceTe Hacrpoitka MAC-agpecos  Tokanbhbiit DNS  EENENETRIGGIIA a3 CeTesoil skpaH MapwpyTuaauns

OuHamuyeckmid DNS  SNMP

HacTtporiku NAT

Paspewnts NAT

+ [NpuMeHnTE x OTmeHa

Mpaewnna NAT

4 ["E] LANIP MopTtel LAN Mpotokon WAN IP MopTel WAN
Rule-1 192.168.1.3 50002 TCP 76.44.23.56 50000
Rule-2 192.168.1.3 50005 uppP 213.45.66.89 50005

Rule-2 192.168.1.125 65412 TCP/UDP 45.250.12.78 33244
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Hacmpolika npasuna NAT

[na npobasneHns Hosoro npasuna NAT HaxmuTe KHOMKY «Job6asumb» U B OTKPbIBLLUEMCS OKHe «Co3aaTb
HOBOE NpPaBwnI0» 3anoNHUTe cneaytoLme nons:

CospgaTtk HoBOE NpaBuno
ma
IP-afpec HasHa4YeHMA NakeTos LAN
MopTel HasHaueHuA LAN
MpoTokon TCP v
|P-agpec McTo4HKKa nakeTos WAN

MopTsl HAsHa4YeHuA WAN

* VIMsi — Ha3BaHuWe npaBuna (nose 06s3aTeslbHO A/1s 3ano/IHEeHUS);

* IP-adpec Ha3HayeHusi nakemos LAN — IP-agpec xocTa B /IOKa/IbHOM CETU, Ha KOTOPbIA OCYLLLECTBNSETCA

TpaHCNAUUA NakeTos, nonagarwLwmx nog gaHHoe npasuno;
* MNopmsl HazHadyeHust LAN — 3HadeHuns TCP/UDP-nopToB nonyyarens, Ha KoTopble oyayT

TPaHC/IMPOBATbLCA NAKETLI B JIOKA/IbHYHO CETb (A0NYCKAETCS yKa3blBaTb /IMG0 OAMH NOPT, MO0 AranasoH

nopToB Yepes geduc);

+ [pomokos1 — BbIGOP NPOTOKO/1A NakeTa, nonagatowero nog gaHHoe npasuno: TCP, UDP, TCP/UDP;

* IP-adpec ucmouyHuka nakemos WAN — IP-agpec oTnpaBuTens nakera BO BHELUHE ceTu, nonagatoLwero

nof, AaHHoe NPaBuno;

* lMopmbi HazHadeHuss WAN — 3HaueHus TCP/UDP-nopToB nosyyarens naketa BO BHELUHeN ceTu, npu

KOTOpbIX NakeT nonagaet nog AaHHoe nNpaBw/io (AonyckaeTcs ykasbiBaTb IM60 OAMH NOPT, NGO
AnanasoH NopToB yepes aeduc).

Mpasnno npobpoca NopTos paboTaeT cnenyowmm obpasom. Y nakerta, npuxogasuwero Ha agpec WAN-

NHTepdielica ycTpoiicTBa No NPOTOKONY «[1poOmMoKo/1» Ha NOPT U3 AuanasoHa «[Topmsel HasHadeHust WAN» n

MMEIOLLIEro afpec UCTouHuKa «IP-adpec ucmoyvHuka nakemos WAN» (ecnv 3To napaMeTp OCTaBUTb NYCTbIM —

aflpec UCTOYHMKA HE aHa/IM3MPYETCS), OCYLLECTB/ISIETCA NOAMEHA aApeca U nopTa Ha3HaYeHUi Ha 3HaYeHNs

COOTBETCTBEHHO 13 noneli «IP-adpec HazHayeHusi nakemos LAN» v «[Topmbl HazHadyeHusi LAN».

Haxmure KHOMKY «I‘IpumeHumb» ansa ,El|06aBJ'IeHI/IFI HOBOIO npaswia. [na oTMeHbl N3MEHEHWIT HaXMUTE KHOMKY

«OmmeHa».

Ansa yaaneHna npasnia N3 Cnncka H806XOAVIMO YCTaHOBUTb qanar HanpoTtmne COOTBETCTBnyLLl'eI\/II 3anncum mn

HakaTb Ha KHOMKY «Y0a/iumb».
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PykoBoacTBO no akcnyatauun WB-2P-LR2

B nogmeHto «Cemesol skpaH» yCTaHaBNMBAKOTCA Npasuia NPoxXoxaeHNss BXOAALLEro, UCXOAALLero u
TPaH3UTHOro TPadUKOB. VIMeeTcst BO3MOXHOCTb OrpaH1MyMBaTh NPOXoXaeHve Tpadrka pasHoro tuna
(BXOASALLMIA, UCXOASALLMIA, TPAH3UTHBII) B 3aBUCMMOCTM OT NPOTOKO/A, IP-aapecoB UCTOUHMKA U HAa3HAYEHUs,
TCP/UDP-nopToB UCTOYHMKA U Ha3HaueHus (ans npoTtokona TCP unm UDP), Tuna coo6uenns ICMP.

MoHuTOpUMHI m IP-TeneBngeHne Cuctema

Nunamnyecknian DNS SNMP

Mpaeunna ong sxonawero Tpacuka

Wms MpoTtokon Appec oTnpaBuTens

MNpaBuna gns ucxodswero Tpaduka

Wus Mpotokon Moptsl oTNpaBuTens

MpaBuna Ans TpaHauTHOrO Tpadmka

W Ynanute

WMHTepHeT  JlokansHas ceTs  HacTpoilka MAC-ampecoe  flokansHsiid DNS  NAT w npoBpoc nopToB MapuwpyTuaauma

MopTel oTNpaBuTens

Anpec nonyuarens

MopTel Nnonyyatens Denctene

MopTel nonyyarens Deictene

Wma MMpotokon Appec otnpaeutens [lopTel oTnp:

Appec nony MopTel nonyyarens  [eicteue

HachoClKa rnpasu/si cemesoeo 3KpaHa

[nsi no6aBNeHVs HOBOIO NpaBuia HAXXMUTE KHOMKY «/Jo6asumb» N B OTKPbIBLLEMCS OKHe «Co3[aTh HOBOE

npaswuio» 3arnosiHnTe cnegyrowme nond:

[JobasuTe npaeuno
¥ma
Tun Tpapuka
MpoTokon
Agpec oTnpaswTena
MopTel OTNpaBMTENA
MNopTel Nony4arens

HencTene

BrogALmi v
TCP |
MponycTUTb v

* VimMA — Ha3BaHWe npasuna;

+ Tun mpachuka — BbI6OP TUNa Tpadmka, Ha KOTOPbIA pacnpocTpaHsaeTcs AeicTBMe AaHHOro npasuia:
* Bxodsuwjuii — BXoAsALWMiIA Ha YCTPOICTBO Tpadvk (nonyyatenem ABAsSETCS HeNocpeACcTBEHHO OAMH
13 ceTeBbIX MHTEpeiicoB ycTpoiicTa). Mpu BbiGope AaHHOro Tuna Tpadvka ans
pefakTMpoBaHWs CTaHeT AOCTYNHO creaytoLlee none:
+ Adpec omnpasume/isi — 3afjaeT Ha4YasbHbIN IP-agpec oTnpasutens. Yepes cumBon «/»

MOXHO yKa3aTb MacKy MOACETM B DOPMATAX XXX.XXX.XXX.XXX UM XX, HAanpumep,
192.168.16.0/24 nnn 192.168.16.0/255.255.255.0, 4ToObI BbIAENUTL Cpa3y LeNbll
AnanasoH aapecos (3an1cbk Mackv B Buae /24 cooTBeTCTBYeT 3anuncu /255.255.255.0);
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* Mcxoosiwuli — vexoasawmia ¢ yctpoiictea Tpachvik (Tpadomk, reHepmpyemblii TokasibHO YCTPOCTBOM
C O[IHOro M3 CeTeBbIX MHTEPelicoB). Mpu BbIGOpe AaHHOro TUNa Tpaduka Ansi peaakTMpoBaHus
CTaHeT AOCTYMHO cneaytouee none:
+ Adpec nonyyamerisi — 3apaet IP-agpec nonyyarens. Yepes CUMBON «/» MOXHO yKa3aTb
Macky nogceTun B hopmarax XXX.XXX.XXX.XXX Unun xx, Hanpumep, 192.168.18.0/24 nnn
192.168.18.0/255.255.255.0, uT06bI BbIAENUTL Cpa3y Uesbiii gManasoH agpecos;
+ [Mpomoko/1 — NPOTOKON NakKeTa, Ha KOTOPbI pacnpocTpaHaeTcs AecTene gaHHoro npasuna: TCP, UDP,
TCP/UDP, ICMP, nto60iA.
« [elicmsue — feiicTBMe, coBepLUIaeMoe Haj naketamu (0T6poCuTb/MPOonycTUTb).

Mpw BbIGOpe npoTtokosioB TCP, UDP, TCP/UDP ans pepaktnpoBaHus 6yayT A4OCTYMHbI HACTPOKN:

* [Mopmbl omnpasumesisi — CNNCOK NOPTOB OTNPaBUTENS, MAKeTbl KOTOPOro 6yayT nonagaTb nog gaHHoe
npaswsio (AonyckaeTcs ykasbiBaTb OAVH NOPT, 60 Yepes Aednc AnanasoH NopToB); 415 ykazaHus
BCeX NopToB BBeAnUTE AnanasoH «0-65535x;

* [Mopmsl rnosly4amesisi — CNUCOK NOPTOB NOJlyyvaTesis, NakeTbl KOTOPOro 6yayT nonagaTb nog AaHHoe
npaswsio (AonyckaeTcs ykasbiBaTb OAWH NOPT, 60 Yepes Aednc AnanasoH NopToB); 415 ykasaHus
BCeX NoOpToB BBeANTE AnanasoH «0-65535»;.

Mpwu BbIGOpe npoTokona ICMP ans pegakTnpoBaHust 6yayT AOCTYNHbI HACTPOKM:

« Tun coobleHusi — MOXHO co3faTb NPaBU/Io TO/LKO A1 onpeaeneHHoro Tuna ICMP-coo6LeHnst 6o
AN1s1 BCEX.

HaxmuTte KHOMKy «[MpumMeHums» ons o6asneHns HoBOro npaeuna. 15 0TMeHbl U3MEHEHWI HAXKMUTE KHOMKY
«OmmeHa». [Ina yaaneHus 3anncu n3 cnucka Heo6xoayMo YCTaHOBUTL dhaiar HanpoTB COOTBETCTBYOLLE
3anncu 1 HaxaTb Ha KHOMKY «Yoa/iumb».
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5.2.8 MoameHo «MapLpyTunsaums»

B noameHo «<MapLupyTunsaumsi» yCTaHaBIMBAKOTCA CTaTUYECKe MapLupyTbl.

m IP-teneengeHne CucTema

Huan Anpec HAIHAYEHHA Macka LN

Route- 192.168.50.0

e-2 192.168.240.64

Route-3 78.56.22.25

[nsi [o06GaBNeHNss HOBOrO MapLUPyTa HAXMUTE Ha KHOMKY «06aBUTb» 1 3an0oHUTE CReaytoLLme nons:

[No6asute MmapwpyT

Mma
AJpEeC Ha3HAYeHNA
Macka nogaceTu

Lnto3

* VIMs1 — Ha3BaHWe mapLupyTa.

+ Adpec Ha3zHadeHusi — IP-agpec xocTa Win NOACETU Ha3HaYeHWs, 40 KOTOPbIX HEOBXOAMMO YCTaHOBUTb
MapLUpyT.

* Macka nodcemu — macka nogcetun. s xocta Macka NoAceTn ycTaHaB/IMBaAETCA B 3HAYEHME
255.255.255.255, Ans noacety — B 3aBUCMMOCTM OT €€ pasmepa.

* LWmo3 — IP-agpec W3a, Yepes KOTOPbI OCYLLLECTBASETCA BbIXOA Ha «AOpec HasHadeHUsI».

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B 3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1Ns OTMEHbI M3MEHEHWIA HAXXMUTE KHOMKY «OmMeHa».
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5.2.9 MoameHwo «AuHammueckunii DNS»

© nNogmeHio «uHamuyecknii DNS» [OCTYMHO TONBKO B pexume «MapLupyTusatop».

B nogmeHto «uHamuyeckunii DNS» BbINO/HSETCS HACTPOiiKa COOTBETCTBYHOLLIETO CepBuca.

AuHamuyeckuli DNS (D-DNS) nossonsieT nHcpopmaumm Ha DNS-cepBepe 06HOBNSITLCS B peas/lbHOM BPEMEHMU 1,
MO XeslaHnto, B aBTOMaTUYeCKoM pexunme. NprmeHseTcsa AN HasHayeHnsi NOCTOSAHHOTO AOMEHHOIO MEHU
YCTPOICTBY (KOMMbOTEPY, POyTEPY) C ANHaMMYeckum IP-agpecom.

OnHamnuecknin DNS yacto npMMeHsieTcst B NOKa/IbHbIX CETSX, IAe KNneHTbl nonyyatoT IP-agpec no DHCP, a
NOTOM PErnmcTpUpyoT CBoM MMeHa Ha nokanbHom DNS-cepBepe.

MoHuTOpUHI m IP-TeneBuaeHue Cucrema

WHTepHeT JlokansHas ceTb Hacrpoitka MAC-anpecos NokansHelit DNS  NAT n npo6poc nopTos CeTeBoil akpaH MapuwpyTnaauns

JIuHamuuecknit DNS SNMP

HuHamuyecknin DNS
BrniouwTs D-DNS
MNpoeaipep D-DNS dyndns.org A
VMa nonb3osarens

Napone

DomerHoe uma 0
TomerHoe uMa 1
JTlomeHHoe uMa 2
JTomeHHoe uMa 3
TomeHHoe uMa 4
TomeHHoE UMA 5
TomeHHoe uMA 6
TNomeHHoe uMa 7
TNomerHoe uma 8

IomenHoe ums 9

* Brk/moyums D-DNS — npu yctaHoBneHHoM donare cepsuc D-DNS akTuBeH, 1 Ana pegaktmpoBaHns
[OCTYMHbI Ceayoume HacTPOMKN:

+ lposalioep D-DNS - Ha3BaHue npoBaiigepa D-DNS — BbiGepuTe o4HOro nposaiigepa ns cnmucka
[OCTYMHbIX;

* VIMs1 nosib30Bameyisi — UMsi NOMb30BaTeNs Ansa AocTyna K yueTHoi 3anucu cepsuca D-DNS;

+ lNaposib — Naponb Ans AocTyna K y4eTHon 3anucn cepeuca D-DNS;

+ JomeHHoe umsi (0..9) — MOXHO 3aperMcTpupoBaTh A0 AECATU AOMEHHbIX MMEH YCTPOCTBA
(06bluHO TpebyeTcsa NuLb ofHO). O6HOBNEeHME HGopMaLun 06 IP-agpece ycTpoiicTBa Ha
cepBepe nposaigepa NpoMcxoanT nepuoamyeckn yepes 60 cekyHA.

[na BCTynneHns B cuUly HOBOW KOHCOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYHO NamMsiTb
HaXXMUTE KHOMKY «[IpuMeHUMb». NS OTMEHbl U3MEHEHWI HXXMUTE KHOMKY «OmmeHar.
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5.2.10 MogmeHo «<SNMP»

MporpammHoe obecneveHne WB-2P-LR2 no3BosisieT NPOBOAUTL MOHUTOPUHI COCTOSAHUA YCTPOWCTBA U ero
AaTunKoB, ncnonb3ys npotokon SNMP. B nogmeHio «<SNMP» BbINO/THAKTCA HAcTpoikn napametTpoB SNMP-
areHTa. YCTpOICTBO nogaepxmsaeT npoTokosibl Bepcuii SNMPv1, SNMPv2c.

MoHWTOPHHT m IP-tenesunenne  Cucrema

WHTepHeT NokaneHas ceTb  Hactpoitka MAC-anpecos NokansHelit DNS  NAT w npoBpoc noptoe  CeTeBoi akpaH MapuwpyTtnaauus

HuHamuyeckmit DNS m

Hactpoitka SNMP

Brnwounte SNMP
MNapons Ha uTeHue public
MNapone Ha 3anuce | private
Anpec nna npuéma tpanos vi
Agpec nns npuéma Tpanos v2
Anpec ana npuéma cooBuieHnin Inform
CucTeMHoe UM% ycTpoiicTsa
KoHTakTHas WHchopMauua npownasogutens | Contact
MecTononoxenne yctpoictea | Russia

Mapons 8 Tpanax | trap

* Bkmrouums SNMP — npu ycTaHoB/IEHHOM (hnare paspelleHo ncnonb3oBaHue npotokosia SNMP;

« Maposib Ha YmeHue — Naposb Ha YTeHne napaMeTpoB (06LWEeNPUHATBLIN: public);

+ Maposib Ha 3anuck — Naposib Ha 3anncb napameTpoB (06LLENPUHSATBIN: private);

+ Adpec 0519 npuéma mparos v1 — IP-agpec nnn JoOMeHHoe nMs npuemHmka coobweHnii SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Adpec 0519 npuéma mparios v2 — IP-agpec nnn JoOMeHHoe nMs npuemHmka coobeHnii SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

« Aodpec 9715 npuéma coobwjeHuli Inform — IP-agpec nnn JoMeHHoe UMS NPUEMHUKa coobLueHnii Inform B
thopmate HOST [COMMUNITY [PORT]];

+ CucmemHoe umsi ycmpoticmsa — UMl YyCTPOICTBa;

* KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTaKTHas MHhopmaLusa NPon3BOANTENS YCTPOICTBA,

+ MecmonosnoxeHue ycmpolicmsa — UHopMauust 0 MECTOMNOJIOXKEHUN YCTPONCTBE,

* Maposib 8 mparnax — Nnaposib, CoAepxaluniica B Tpanax (no ymonyasuto: trap).

Huxe npvBeaeH cnucok 06bEKTOB, NOAAEPXKMBAEMbIX AJ/151 YUTEHWA NOCpPeACcTBOM NpoTokosia SNMP:

+ eltexLtd.1.164.1 — MOHMTOPWHI NapameTpoB abOHEHTCKON cTaHuuu, rae eltexLtd — 1.3.6.1.4.1.35265 —
naeHtTudukarop npegnpusatua S1TEKC.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I"IpumeHumb». Iﬂ'.I'IS:I OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHa».
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5.3 MeHo «IP-TenesnaeHmne»

© MeHto 4OCTYMHO TOMLKO B pexume paboThbl «MapLupyTM3aTop».

5.3.1 MoameHio «IPTV»

B nogmeHto «IPTV» BbINOAHAKOTCA HACTPOIKM AN paboTbl cepsuca IP-tenesngeHuns.

MonutopuHr Cete QIEREHENELEENEE CucTema

IPTV

Hactpoiikun yndpposoro teneengeHns (IPTV)
Bkniounts IPTV

Bepcus IGMP 3 ~
Mepuopnyeckoe o6HOBNEHWE NOANMNCKK
BrnounTe
BLiCcTpEIA BBIXOM, M3 rPYNMbI
BrnounTe
Hacrtpoika HTTP-npokcu

BrnounTe

MopT HTTP 1234

« [puMeHnTb x OTMeHa

* Bksrouums IPTV — npu yCTaHOB/EHHOM dhiare paspelleHa TpaHcnsaums curHanos IP-tenesngeHns ¢
WAN-unHTepdeiica (13 ceTv npoBaiifaepa) Ha yCTpolicTBa, NoAkNtoueHHble kK LAN-uHTepdelicy;

* Bepcusi IGMP - Bepcus npotokona IGMP ansa otnpaskn IGMP-coo6uieHunin ¢ WAN-nHTepdpelica
(coobLLEeHWIn akTUBaLMK UK AeakTuBaLMW NOANNCKMA Ha KaHanbl IP-TeneBngeHmns). MogaepXxmnBaroTcs
Bepcumn 2 n 3.

[epuoduyeckoe 06HOB/IEHUE NOONUCKU

* Bk/to4umsb — NpwW BK/KOYEHHOI ONuUMKM NponcxoauT nepuoaunyeckas otnpaska ¢ WAN-uHTepdeiica
COO0OGLLEHWIA CO CNCKOM aKTVBHbIX IPTV-kaHa/ 0B Ha BbILLECTOSLLMIA CEPBEP, OCYLLECTB/ISAOLLNIA
TpaHCNSAUMI0 CUrHanoB IP-TeneBnaeHns. BkioueHne oyHKLUM NEPUOANYECKOTO OGHOBEHUS MOAMNMCKN
HEe0o6X0IMMO, EC/IN BbILLECTOSLLMIA cepBEP OTK/OUYAET TpaHcsuuo IPTV-kaHanoB yepes onpeaeneHHsbii
VHTEPBa BPEMEHN.

« [Mepuod 06HOB/EHUS, C — Nepuoa, OTNPaBKN COOBLLEHMI CO CNNCKOM aKTUBHbIX IPTV-kaHasos, B
CekyHaax. YCTaHoBWTe BENMYMHY Nepuoaa 0GHOB/EHUSI B 3HAUEHWE, MEHbLLEE, YeM TaliMayT
OTK/IOYEHUS TPAHC/IALMM CUTHAIA BbILLECTOSILLIMM CEPBEPOM.

bbicmpbili BbIXOA U3 2pyriibl

* Bk/1to4uUMb — NPV BK/IKOYEHHOI ONUMKX NPOUCXOANT BbICTPbIN BbIXOA U3 MY/ILTUKACTOBOV rpynnbl. JaHHYH0
pyHKLMIO HE PEKOMEHAYETCS BK/H0UaTh, €C/M UCMNOb3yeTcs 60/1ee 0AHOro NpUeMHIKa
MY/IbTUKACTOBOrO Tpadivka.

Hacmpolika HTTP-nipokcu

* Bk/iouums — npu ycTaHoB/eHHOM hnare BkritoueHa dpyHkums HTTP-npoken. HTTP-npokcu
ocyuiecTBnsieT npeobpasoaHne UDP-notoka B notok HTTP, ncnonb3aytowmii npotokon TCP (npoTokon
HaAEXHOWN [OCTaBKM NaKETOB), YTO MNO3BO/AET Y/IyULIMTb KAYECTBO TPAHC/IMPYEMOro N306pakeHunst npu
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MJI0XOM KayecTBe KaHasla CBSI3N B /IOKa/IbHOW ceTu. PyHKLMA nonesHa npu npocmotpe IPTV yepes
6ecnpoBoAHbIii kaHan Wi-Fi.

* MMopm HTTP — Homep nopta HTTP-npokcK, ¢ KOTOporo 6yAeT OCyLecTBNATLCA TPaHCIMpOBaHne
BMAeonoToka. icnonb3yiite 3TOT NOPT A5 NOAK/IOYEHNS K TPAHC/IMPYEMbIM YCTPOCTBOM MOTOKaM
IPTV.

Hanpumep, ecnu yctpoiictBo umeet Ha LAN-uHTepdelice agpec 192.168.0.1, gna nopTta npokcu-cepeepa
BblGpaHo 3HaveHune 1234, n HeobxoanMmMo Bocnpom3BecTy kaHan 227.50.50.100, TpaHcanpytowmiics Ha UDP-
nopt 9000 — ana nporpammbl VLC agpec notoka Hy)XHO 3agaTb B Buge: http://@192.168.0.1:1234/udp/
227.50.50.100:9000.

,ﬂ.ﬂﬂ BCTYrJieHnda B cuny HOBOIA KOHCbI/IpraLIII/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCUMYIO NMaMATb
HaXXMUTE KHOIMKY «I'IpumeHumb». ﬂ'ﬂﬂ OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHanr.
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5.4 MeHto «Cucremar

B MeHt0 «CuncTeMar» BbINOSTHSAKOTCS HACTPOWKM CUCTEMBI, BPEMEHW, AOCTYNa K YCTPONCTBY NO Pa3/IMYHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.4.1 MNMoameHto «Bpems»
B nogmeHto «Bpemsi» BbINOHAETCA HACTPOiIiKa NPOTOKONA CUHXPOHMU3auUmn BpemeHu (NTP).

MoHutopuur Cetb  IP-TeneBuneHue m

Bpema Liastl Xypvan  MMaponm  Ynpasnexwe koHdurypaumein  OBHoenenwe MO MNepesarpyaka  ABTOKOHCDUTypHpOBaHWe

JononHWTenbHble HAaCTRONKK

HaCTDOI?‘IKI.f‘I BPEMEHW
Yacosoil nosc Mocksa, Poccus N
ABTOMATWYECKWA NEPEXOL HA NeTHee/3UMHes BpeMA

ﬂepexon Ha NeTHee BpeMa - - - - - -
MNepexon Ha 3MMHee BpeMS - - - - - -

Cosur BpemeHn (MIUH. ) 60 2
Bxnwounte NTP

CepBep cUHXpOHM3auMM | pool.ntp.org -

+ [pUMeHnTE x OTMeHa

Hacmpoliku spemeHu

+ Yacogol nosic — N03BOMSIET YCTAHOBUTbL YACOBOI NOSIC B COOTBETCTBMM C GV KANMLLIMM rOPOAOM B BalleM
pervoHe n3 3alaHHoro Crmcka,;
+ ABmomamudeckul rnepexoo Ha /iemHee/3uMHee BpeMsi — NP1 yCTaHOBNEHHOM chiiare nepexop Ha
NeTHee/3uMHee BpeMs 6yAeT BbINOMHATLCA aBTOMATUYECKN B 3a4aHHbIN Nepuog, BpEMEHM:
* [Nepexod Ha iemHee BpeMsi — LeHb U BPEMS, KOr4a BbINOMHATb Nepexos, Ha NIeTHee BpeMs;
*+ [Nepexod Ha 3uMHee BpeMsi — AeHb N BPEMS, KOrAa BbINO/IHATL NepPexos Ha 3UMHee BpeMms;
+ CoBue BpeMeHU (MUH.) — Nepuof, BpeMeHN B MUHYTaX, HA KOTOPbI BbINOIHAETCS CABUT BPEMEHN.
* Bkrrouumbs NTP — yctaHoBuTe chniar, ecainm Heo6XoANMO BKIHUNTb CUHXPOHU3ALNIO CUCTEMHOTO
BPEMEHU YCTPONCTBA C onpeaeneHHoro cepsepa NTP;
+ Cepsep cuHxpoHuU3ayuu — IP-agpec/fLOMeHHOe NMSA cepBepa CUHXPOHM3ALMN BPEMEHMW.

[nsa BCTynneHms B CUy HOBOWM KOHGIUIypaumum 1 3aHeCEHNS HaCTPOEK B AHEProHEe3aBMCUMYH0 NaMATb
HaXKMUTE KHOMKY «[lpuMeHUMb». [Nsi OTMEHbl U3BMEHEHWIA HXXMUTE KHOMKY «OmmeHan.
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5.4.2 ToameHto «JocTyn»

B nogmeHto «[ocTyn» HacTpamBaeTcsa [OCTYN K yCTPOMCTBY nocpenctsom web-nHtepdelica, Telnet n SSH.

Mounutopunr  Cets  IP-TeneBnneHmne m

Bpems XypHan  Maponn  Ynpasnenuve koHgpurypauvelt  OBHosnenme MO Mepesarpyaka  ABTOKOHCPUIYpUpOBaHWE

JononHUTENbHbIE HACTPOMKN

MopTel pocTtyna
Mopt HTTP 80 <
MopT HTTPS 443 3
Mopt Telnet 23 T

MopT SSH 22 <

Hoctyn Kk ycnyre WHTepHeT
Web
BHewHaa cetb HTTP HTTPS

NokanbHan cee  @HTTP @HTTPS
Telnet

BHewHan ceTh

(<]

lNokanbHas ceTh

SSH

BHewHan ceTh

(<]

lNokanbHas ceTh

[Topmekl docmyna

B gaHHOM pasgene BbINonHAeTcs HacTpolika TCP-nopTtoB ana goctyna K yctpoictBy no HTTP, HTTPS, Telnet,
SSH.

* Mopm HTTP — HOoMep nopTa Ans Aoctyna K web-uHtepdoeicy yctpoiictea no npotokony HTTP, no
ymonyaHuo — 80;

* Mopm HTTPS — HomMep nopTa Anst aoctyna k web-uHtepdpelicy yctpoiictea no npotokony HTTPS (HTTP
Secure — 6e3onacHoe NoAKNoYeHNE), N0 ymonyaHuo — 443;

* Mopm Telnet — HOMep nopTa 419 AOCTyna K YCTPONCTBY No npoTokony Telnet, no ymonyaxuio — 23;

* MMopm SSH - Homep nopTa Ans AocTyna K yCTPOWCTBY No NpoTokony SSH, no ymonyaHuwo — 22.

Mo npotokonam Telnet n SSH ocywecTBAseTcs AOCTYN K KOMaHAHOW cTpoke (KoHconb linux).

Locmyn k yciyee IHmepHem

© PazgeneHvie Ha BHELLHIOW 1 NTOKa/IbHYH CETb MPUCYTCTBYET TOMLKO B PEXVIME MapLIpyTM3aTopa.

B gaHHOM pasgene paspeluaeTcs uim 3anpeLwaeTcs A4OCTYN K YCTPONCTBY OTAE/IbHbIMW NpaBuiamun gis
NOKasbHOI 1 BHELLHel ceTu (pexunM mapLupytusaropa). 15 aToro Heo6XoANMO YCTaHOBUTL
COOTBETCTBYHOLWME thnaru:

Web:

« HTTP — npn ycTaHOBNEHHOM donare paspeLleHo NoaknveHne K web-koHdurypaTopy ycTpoiicTBa yepes
WAN-nopt no npotokony HTTP (He6e3onacHoe noakntoueHme);

« HTTPS - npu ycTaHOBNEHHOM donare paspeLleHo noaxknyeHne K web-koHdurypatopy ycTpoiicTea
uepe3 WAN-nopT no npotokony HTTPS (6e3onacHoe noak/itoyeHue).
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Telnet:

Telnet — npoToOKON, NpeAHa3HAYEHHbIN AR yAIEHHOTO ynpasneHns ycTporicteamu. No3sonset
NOAK/TUNTLCA K YCTPOMCTBY NO CETU A1 HACTPOWKM U ynpaB/ieHUs.

[na paspelueHnsa gocTyna K yCTporicTBy No npoTtokony Telnet yctaHOBMTE COOTBETCTBYHOLWMIA donar.

SSH:

SSH - 6e3onacHbIli NPOTOKON YAa/IEHHOTO ynpaB/eHus yctpoicteamn. B otanune ot Telnet, npotokon SSH
LWndopyeT BeCb TpadivK, BK/IKOUas nepesasaemble naposiu.
[na paspelueHunsa gocTtyna K yCTporcTBy No npoTtokony SSH yctaHoBUTE COOTBETCTBYOLMI donar.

[ns BCTYyNeHnst B CU/1y HOBOWM KOH(pUrypaumm n 3aHeceHMs HacTPOeK B 3HEProHe3aBUCUMYIO NaMsTb
HaXXMUTe KHOMKY «[TpuMeHumsb». AN OTMEHbI U3MEHEHMWIN HAXXMUTE KHOMKY «OmmeHa».

5.4.3 TMoameHto «XKypHas»

MoameHto «XKypHas» npefiHasHa4eHo A1 HACTPOIKN BbIBOAA PA3HOro poaa OTNaA0UHbIX COOBLLEHWI
CUCTEMbI B LIENSAX 06HAPYXEHNSA NpUUMH Npo6iem B paboTe ycTpoiicTBa. OTNafouHy0 UHKDOPMALMI0 MOXHO
MoJTyYnThb OT C/IEAYOLLIMX NPOrpaMMHbIX MoAy el yCTpoiicTBa:

+ CUCTEMHbIN MeHeaXep — OTBEYAET 3a HACTPOIKY YCTPOMCTBA COrlacHo anny KoHgUrypaumu.
+ MeHemkep KoHdurypauum — oTBeyaeT 3a paboTy ¢ dhaiinom koHdurypauum (UtTeHne v 3anvick B gaiin
KOHOUIypaLmmn 13 pasnnyHbiX UICTOYHUKOB) U C60P MHCpOPMALIMN MOHUTOPMHIA YCTPOICTBA.

Monuropunr  Cerb  IP-teneeupenne [l GUE]

Bpems Doctyn Kypran QERERGIIY YNpag nexne KoHpUrypauwei OfiHoenenne NO Mepesarpyska  ABTOKOHDUIypUpoBaHue LlononHuTensHeIe HACTPORKA

)KypHan CUCTEMHOro MeHeXepa
BeiBon xypHana OTknueHo
Ownbki
Mpeaynpexaexns
OrnanouHas MHopMaUns

WHopMaLmMoHHele cooblueHins

XKypHan meHenxepa KoHUrypaumm
Buizon xypHana OrknioueHo
Ownbrn
MpenynpexneHus
OrnanouHas MHopMaUns

WHEPOpMaLMOHHEIE CoOBLIEHIR

Hactpoiika Syslog
BKioumnTs
Pexum
Anpec Syslog-cepeepa
MopT Syslog-cepeepa

Pasmep haitna, kb

JKypHasi cucmemMHo20 MeHea)KeQa

* BbIB0O XypHasa — Hanpas/ieHne BbiBOAa COOOLLEHWI XypHana:
* OMK/IIOYEHO — BbIBO, OTK/IHOYEH;
+ Syslog — coo6LeHNst BbIBOAATCS NO NPOTOKONY Syslog Ha yAasieHHbIn cepBep /60 B NTOKa/IbHbIN
thaiin (HacTpoiika NPOTOKOMA OCYLLECTBASIETCS HUXKE);
* KoHco/ib — cO06LLEHS BbIBOAATCS B KOHCO/b YCTpoiicTBa (HE06X0AMMO NOAK/OYEHNE Yepes
nepexogHuk COM-nopra);
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+ TesHem — CcO06LIEHVS BbIBOAATCS B telnet-ceccuto; Ans 3T0ro cHayasia Heo6xoAYMo Co34aThb
noAxyeHne no npotokony Telnet.

Huxe HacTpamBaeTca T!Un C006Ll.l,eHI/II\/’I, BbIBOANMBbIX B XXYpPHa/1 CACTEMHOIO MeHeKepa:

* OwubkKu — ycTaHoBuTe chnar, ecnm HeoBXxoAUMO BbIBOAUTL COOBLLEHUS TUNA «OLINGKN»,

+ lNpedynpexdeHusi — ycTaHOBUTe (pnar, eCnm HeobXxoA4MMO BbIBOAUTL COOBLLEHNSA THMA
«[pedynpexxoeHus»;

+ OmsiadoyHas uHghopmayusi — yctaHoBuTe donar, eciv Heo6xXoANMO BbIBOAMTL OT/1a[04Hble COOOLLEHMS;

* VIHhopmayUuoHHbIEe cO0bWEHUS — yCTaHoBUTE donar, eCm He06X04MMO BbIBOANUTb MHPOPMaLNOHHbIE
COO006LLEHNS;

XKypHan MeHea)KeQa KOHd)UZMQagUU

* BbIB0O XypHasia — Hanpas/ieHne BbiBOAa COOOLLEHWI XypHana:

* OMK/IIOYEHO — BbIBOJ, OTK/IHOYEH;

+ Syslog — coo6LLeHNs BbIBOAATCSA MO NPOTOKONY Syslog Ha yAasieHHbIn cepBep /IM60 B NTOKa/IbHBIN
thaiin (HacTpoiika NPOTOKO/A OCYLLECTBSIETCS HUXKE);

* KoHco/ib — cO06LLEHNSA BbIBOAATCSA B KOHCO/b YCTpoiicTBa (HE06X0AMMO NOAK/IIOYEHNE Yepes
nepexogHuk COM-nopTa);

+ TesiHem — coo6LeHns BbIBOAATCA B telnet-ceccuto; oA 3Toro cHavana Heo6xo4UMMO Co34aThb
NoAK/IYeHMe No nNpoTokony telnet.

Huxe HacTpamBaeTca TUn C006Ll.l,eHI/II\/’I, BbIBOANMBbIX B XXYPHa/1 MeEHEKEpPa KOH(*)VIpraLIII/II/IZ

* OwubkKu — ycTaHoBuTe chnar, ecnm HeoBXoAUMO BbIBOAUTL COOBLLEHNS TUNA «OLINGKNY,

+ lNpedynpexdeHusi — ycTaHOBUTe (pnar, eCnm HeobXxoA4MMO BbIBOAUTL COOBLLEHNSA THMA
«[pedynpexxoeHus»;

+ OmsiadoyHast uHghopmayusi — yctaHoBuTe donar, ec/iv Heo6XoANMO BbIBOAMTL OT/1a[04Hble COOOLLEHMS;

* VIHhopmayUuoHHbIe cO0bWEeHUSs — yCTaHoBUTE donar, eCm He06X04MMO BbIBOANUTb MHPOPMaLNOHHbIE
COOOGLLEHNS.

Hacmpotika Syslog

Ecnu xoTs 6bl 04MH U3 XYPHaI0B (CUCTEMHOIO MEHeKepa Un MeHexepa KOHGUrypaummn) HacTpoeH Ans
BbiBoga B Syslog, Heobxoaumo Bk/IHOUNTL Syslog-areHTa, KOTopbIii 6yAeT nepexBaTbiBaTb OT/1af04HbIE
COOGLLEHMNSI OT COOTBETCTBYIOLLLETO MeHegKepa 1 0TNpaBnsaTh UX NMM60 Ha yAaseHHbI cepeep, 6o
COXpaHATb B IOKaU/TbHbIV (haiin B hopmarte Syslog.

* Bksiro4ums — npy ycTaHOBNEHHOM (hriare 3anyleH Syslog-areHT;
* Pexxum — pexum paboTbl Syslog-areHTa:
+ Cepsep — HhopMaums XypHanoB OTNpPaB/SeTCs Ha yaaneHHbln Syslog-cepsep;
* Jloka/ibHbIl ¢halisl — NHhopMaLms XXypHaI0B COXPaHSIETCA B /IoKaNibHOM dhaiine;
« Cepsep u ¢halin — Hhopmaums XXypHasi0B OTNPaBASETCS Ha yaasieHHblli Syslog-cepsep u
COXpaHseTcs B JIOKaIbHOM haiine.

[Janee, B 3aBUCMMOCTU OT pexumMa Syslog-areHTa, 4OCTYMNHbI HACTPOKM:

* Adpec Syslog-cepsepa - IP-agpec unu gomeHHoe nms Syslog-cepsepa (Heo6xoaMMo A5 PEXNMOB
«CepBep», «Cepaep 1 thaiiny»);

* Mopm Syslog-cepsepa — nopT AnsA BXoAsALmx cooblueHunii Syslog-cepsepa (no ymonuaxuto 514,
HeobXxoauMo ANna pexmmoB «Cepsep», «CepBep 1 aiin);

* Vmsi ghalina — vims chaiina ana xpaHeHus xypHana B oopmarte Syslog (He06xo4MMo A1st PeXrMOoB
«JlokanbHbIii thaiiny, «Cepsep u haiin»). NMpu HaxxaTn Ha ccbiKy «MokasaTb XypHas» OTKPOEeTCA
cTpaHuua c cogepxummbiM haiina Syslog;

*+ Pasmep ¢palina, Kb — MakcMMasibHbIi pasmep dhaiina xxypHana (Heo6XoanMo ANA PEXMMOB
«JToKanbHbIl haiinx, «Cepsep 1 gaiiny).
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5.4.4 TlogmeHio «lMaponu»
B nogmeHio «[Maponu» yctaHasmBatoTCs Naposv Aoctyna agMuHucTparTopa n Habnaarens.

YcTaHOBMEHHbIE NApPOV UCMONL3YTCA A1 AOCTyNa K YCTPOCTBY Yepe3 web-nHTepdpeiic, a Takke no
npotokonam Telnet n SSH.

Mpw BXoge yepes web-uHtepdeiic agMmHucTpaTop (Naponb No yMmonyaHuio: password) MMeeT NoJHbIA AocTyn
K YCTPOWCTBY: YTEHME N 3aMuChb JI0ObIX HACTPOEK, MOJTHbIA MOHUTOPUHT COCTOSIHMA yCTpoicTBa. Habnwgarens
(naposnb No ymonuaHuto: viewer) MeeT BO3MOXHOCTb TO/IbKO NPOCMaTpMBaTh KOHUIypaLmio U faHHbIe
MOHUTOPUHIa yCTpolicTBa 6€3 BO3MOXHOCTM BHOCUTb Kakme-nmbo n3MeHeHus.

© NorvH agmuHncTpaTopa: admin
JlorvH Habnogatens: viewer

MoHuTtopuHr CeTk  IP-TeneBuaeHue m

Bpems  Hoctyn Kypran [MIESCLPM Ynpasneuwe kocpurypaumel  OGroenexne MO MMepesarpyaka  AsTokoHdurypupoBanue  [OMONHWTENBHBIE HACTPOIAKHN

Mapont agMUHUCTpaTopa (admin)
Mapons &

Moateepx feHne

Mapone Habnoparens (viewer)
Mapons @

MonTeepxaeHne

* Maposib adMuHUCMpamopa — B COOTBETCTBYHOLLME NOA BBEAMUTE Naposib afMuHUcTparTopa u
noaTBepanTe ero;

* Maposb Habndames (viewer) — B COOTBETCTBYHOLLME NOMSI BBEAWUTE Naposb Habnoaatens n
noaTBepanTe ero.

[N BCTYNNeHns1 B CUy HOBOI KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI UBMEHEHUIA HAXXMUTE KHOMKY «OmmeHa».
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5.4.5 ToameHIo «YnpasneHue KoHurypaumen»

B nogmeHto «YnpasieHve KoHdurypaumeii» BbINOMHAETCA cCOXpaHeHne 1 06HOBEHUE TeKyLLein
KOHUrypaumm.

[Nosny4yeHue koHguaypayuu

MouutopuHr Cetb  IP-TeneBnneHve m
Bpems  [octyn Kypran  MNaponu ERGNECLEGTERGEOIEUUCYM ObHoeneHwe MO Mepesarpyaka  AsTokoHdpurypuposaHue  [loMONHUTENbHBIE HACTPOAKY]

dainbl KoHUrypauum

MonyunTh apx1s KOHUIYPaLIMK C yCTpoicTBa  Download

Sarpyamb apx1B KOHUrypauum Ha yctpoihcTeo Browse... No file selected.

CBpoc Ha 3aBofCKWE HACTPOMKM @

UTO6bI COXpaHWTb TEKYLLYIO KOH(IUIypauuio YCTPONCTBA Ha SIOKasIbHbI KOMMbIOTEP, HAXKMUTE KHOMKY
«Download».

OG6HosneHue KoHghuaypayuu

* 3azpy3umsb apxus KOHghu2ypayuu Ha ycmpolicmso — 3arpy3Ka CoOXpaHeHHOro Ha J1I0Ka/lbHOM
KomMnbloTepe haitna koHpurypaummn. ns o6HOBNEHUS KOH(IUTYpaLUN YCTPONCTBA HAXXMUTE KHOMKY
«BblbepuTe haiiny», ykaxuTe gaiin (B chopmare .tar.gz) 1 HOKMUTE KHOMKY «3arpy3nTby». 3arpy>XeHHas
KOHurypaums npuMeHsieTcss aBTomarmyeckn 6e3 nepesarpysku yCTponcTaa.

© O6parute BHUMaHWe, BCe Naposv B KOHGUrypaLmy yCTPOACTBa LLNPYIOTCA KTHOUOM, KOTOPbIiA
3aBucut ot MAC-agpeca ycTporictea. [Nepes 3arpy3koi KoHpurypawumm ¢ 0gHOro ycTpoicTea Ha
Apyrve npeaBapuTesibHO HY)XHO MOMEHATbL Naposv B thaline KoHdurypaumu.

[Onsi nsmeHeHusi naporeli HeoGX0AMMO OTKPbITL (DAt KOHGIMIypaLyn B TEKCTOBOM PEAAKTOPE U N3MEHUTb
naposnu. [lanee coxpaHuTb U3MEHEHUS B apXMBe KOHUrypauuu. MNpuvep nsmeHeHusi naposneii npueeaeH

HXe:

Passwords:
AdminPassword: "encrypted:7C607178736B7465"
ViewerPassword: "encrypted:7A68677C6176"

N3MEHAETCA Ha

Passwords:
AdminPassword: "password"
ViewerPassword: "password"

C6poc ycmpolicmsa Ha 3aB00CKUE HAcCmpoUKu
UTo6bl caenatb COpOC BCEX HACTPOEK YCTPOICTBA HAa CTaHAAPTHbIE 3aBOACKNE YCTAHOBKM, HAOOKMUTE KHOMKY
«C6poc».
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MoameHto «O6HoBMeHNe MNO» npefHa3HavYeHo A1 06HOB/IEHNS NPOrpamMmMHOro obecneyeHnss yCTponcTaa.

O6HosneHue MO gna yctpoiictes WB-2P-LR2:

MoHutopuHr  CeTs  IP-TeneBugeHue

O6HoBNEHVe NporpaMmMHoro obecneveHns
AKTWBHaRA Bepcna MO

PesepsHan Bepcna MO

®ain obHoanexns MO

Bpems  foctyn  ypHan  Maponu  Ynpasnenue koHourypauueid [OGELEOERICIROM Mepesarpyska  ABTOKOH(UIYpUPOBaHWe  [lOMONMHUTENbHLIE HACTPORKM

2.3.0.161 ;=]

ObHoeneHun MO makxe docmynksi No adp

htip:#eitex-co.ru/support/downloads/

Choose file | N file cnosen

pa6oTatoLlas B AaHHbIi MOMEHT;

AKkmusHas sepcusi 10 — Bepcusi NporpammMHOro obecneyeHuns], ycTaHOB/IEHHOIO Ha YCTPOICTBE,

PezepsHasi sepcusi 10O — Bepcusi NporpaMMHOro o6ecneyeHunst, yCTaHOB/IEHHOINO Ha YCTPOMCTBE, Ha

KOTOPYI0 MOXHO Nepekniountbes 6e3 3arpy3kun gainna MNo;

NMOMOLLbIO 3TON PYHKLNKN Bbl MOXETE ObICTPO

lMposepumb 06HOB/IEHUST — KHOMKA AJ/151 NPOBEPKM NOCNeAHeRn Bepcun NnporpammMHoro obecnedeHus. C

MPOBEPUTb HaNINUME HOBOI BEPCKM NMPOrpamMmMHOro

obecneyeHns N B caiyvae Heo6xoaMMOCTW BbIMOSTHUTb €r0 06HOB/IEHME;

Codennamb akmusHoOU — KHOMKa, N03Bo/S0LLas caenarb pe3epBHyr Bepcuto MO akTUBHOW, AN 3TOro

notpebyeTcs nepesarpy3ka ycTpoiicTea. AKTUBHasi Bepcusi MO B 3TOM Cciyvae CTaHeT Pe3epBHOIA.

© [1ns paboTbl PyHKLMK NPOBEPKM 0BHOBIEHUA HEOBXOAMMO HasIMumne BbIXoAa B VIHTEpHET.

O6GHOBWTL NpOrpamMmMHOe 0becneyeHne YCTPOCTBa MOXHO Takke BPYyUHYH0, NpeaBapuTesibHO 3arpy3ns daiin
MO c caiTa hitps://eltex-co.ru/support/downloads/ n coxpaHve ero Ha KomnbtoTepe. [NA 3T0ro HaxXMnTe
KHOMKY «Bbi6epuTe thainn» B none dadlis1 o6HosneHus 1O v ykaxunte nyTb K daliny B hopmare .tar.gz.

[nsi 3anycka npouecca 06GHOBEHNsI HEOGXO0AMMO HaxkaTb KHOMKY «3arpy3uTb dhaiis». Mpouecc 06HOBNEHNS
3aiiMeT HecKo/IbKo MUHYT (0 ero TekyLeM ctatyce OyAeT ykasaHo Ha CTpaHuLE), Moc/ie Yero yCTPoCTBO

aBTOMAaTMYECKM NepesarpysmnTcs.

© He otkntovaiite nuTaHne yCTPOIICTBA, HE BLIMNOJHAKTE €ro nepesarpysky B npotecce 06HosneHys MO.
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5.4.7 TMoameHto «Mepesarpyska»

B nogmeHto «lMepe3arpy3ka» BbINO/HAETCA nepesanyck yCTPoicTaa.

MoHuTopuHr  CeTb IP-teneenpeHue m

Bpems Hoctyn XypHan Maponn  Ynpaenenue koHdpurypaumnei O6HoBneHne MO  [MIENEREWSELCH  ABTOKOH(DMIypUpoBaHne JononHUTenbHbIe HACTPORKK

PykoBoacTBO no akcnyatauun WB-2P-LR2

Mepeaarpyaka ycTpoWcTBa

 Mepeaarpyaka

Mepesarpyska ycTpoiicTBa HAUHETCS MOC/Ie HAXATWSA COOTBETCTBYHOLLEN KHOMKW. Mpouecc 3aHumaeT

NPUMEPHO T MUHYTY.

5.4.8 TMoameHo «ABTOKOH(pUIypupoBaHue»

B noameHto «ABTOKOHQMIypupoBaHue» BbINoAHAETCA HacTpolika anroputma DHCP-based autoprovisioning
(aBTOKOHCOMIyprpoBaHMe Ha ocHoBe npoTokosnia DHCP) 1 npoTokosia aBToMaTUyYeckoro KoHUryprpoBaHus
aboHEeHTCKMX ycTpolicTB TR-069.

MoHuTopuHr  CeTe  IP-TeneBmpeHmne m

Bpems Ooctyn XKypHan Maponn ¥npag neHue KoHurypauue

OBHoeneHke NO Mepezarpyska RTINS -ECTE] [LlonoHWTE b HbIe HACTPORAKY

ABTOKOHPUrypupoBaHne Ha ocHoBe npotokona DHCP

AsTomaTiyeckoe obHOBNEHIE

@ain KOHPUrypaumm

ViHTepaan 06HOBNEHHS KOHCDUTYPaLMY, ©
@aiin MO

WHTepean obHos nenus MO, ¢

BoiknoueHo

300 =

3600 =

ABTOKOHbUrypuposaHue no npotokony TR-069

Obime
BrmouuTs knnenTa TR-069
Anpec cepeepa ACS
BKniouuTL Nepuoauyeckuit onpoc
Mepuop onpoca, ©
3anpoc coennuHeHns c ACS
Wms none3osatens
Mapone
3anpoc coelUHEHHA ¢ KNMEHTOM
Wmsi nons3ogatens
Napons
Hactpoiku NAT

Pexum NAT

+ MpUMEHNTE X OTMeHa

hitp/update.local 9595/

60 =

acs

acsacs

admin

admin

off

ABTOKOHhUrypupoBsaHue Ha ocHoBe npotokona DHCP

+ ABmomMmamuyeckoe 06HOB/IEHUE — Bbl60p pexnma 06HOBNEHUA yCTpOVICTBa; BO3MOXHO HECKOJIbKO

BapnaHTOB:

* BbIK/1l04EHO — aBTOMaTUYeCcKoe 06HOB/EHNE KOH(*)VII'ypaLI,VIVI n nporpamMmmHoro obecneyeHns
yCTDOVICTBa OTKJ/TIO4EHO;

* KoHgpuaypayusi u 1O - paspeLLeHo neprmoanieckoe 06HOBMEHNE KOHIMIypaLymn 1 NporpaMMHOro
obecneyeHns yCTpoiicTBa;

« To/IbKO KOHGhu2ypayusi — paspeLleHo Neproanmyeckoe 06HOB/IEHNE TOMbKO KOHMUrypaumm

YCTPOICTBa;
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* Tosbko 1O — pa3peLLeHo nepruoamyeckoe 06HOB/IEHME TOMTLKO MPOrpamMMHOro obecneyeHns

yCTpOWCTBA.
lpuopumem napamempos U3 — faHHbI NnapaMeTp onpegenseT, oTkyAa Heobxo4UMO B3SiTb Ha3BaHWA U
pacnonoxeHue gainioB KOHUrypaumm n nporpaMMHOro o6ecnevyeHus:

« Static settings — nyTn Kk dpainam KoHUrypaumm 1 nporpaMmMHOro obecneyeHnst onpeaensatoTcs
COOTBETCTBEHHO M3 napameTpoB «Pali/1 KoHuaypayuu» n «Pads NO»; nogpobHee padboTy
asiropyTMa CMoTpuTe B pasgene ANroputv paboTel aBTOMATNYEeCKOro 0OHOBNEHNS YCTPONCTBA Ha
ocHoBe npotokona DHCP;

+ DHCP options — nyTu K dharinam KoHgurypauum 1 nporpammHoro obecneyeHns onpeaenstorcs u3
DHCP onuuii 43 1 66 (ana aToro Heo6xoAMMO Anst ycnyrm IHTepHeT BbiGpaTk npoTokon DHCP);
noapobHee paboTy asiropuTtmMa CMOTpUTE B pasgene Aroputv paboTsl aBTOMaTUYecKoro
0OHOBNEHUSA YCTPONCTBA Ha OCHOBE NpoTokona DHCP;

®alin KoHghuaypayuu — NOMHbIV NyTb K dhaiiny KoHdurypaumum — 3agaétcs B coopmate URL (Ha gaHHbIi
MOMEHT BO3MOXHa 3arpy3ka haiina kKoHgurypaumm no npotokony TFTP):

tftp://<server address>/<full path to cfg file>
roe < server address > — agpec TFTP-cepBepa (4omeHHoe ums uniu IPv4),
< full path to cfg file > — nonHbIA NyTb K thaiiny KoHUrypauum Ha cepBepe;

ViHmepsasn o6HoBs/eHUSsT KOHhu2ypayuu, ¢ — NPOMEXYTOK BPEMEHWN B CEKYHAAX, Yepe3 KOTOPbIN
oCyLLecTBAseTCs nepuognyeckoe o6HOBEHNE KOHGUrypaLuumn ycTpoinctea. Boibop 3HaueHns 0
03Ha4yaeT oAHOKpaTHOe 0O6HOB/IEHNE TOMbKO Cpasy Mocsie 3arpy3ku yCTPOCTBa;

®alin MO - NoNHbIN NyTb K (paiiny nporpammHoro obecneveHus — 3agaértcs B chopmarte URL (Ha
[laHHbIi MOMEHT BO3MOXHa 3arpy3ka ¢paiina Mo no npotokony TFTP):

tftp://<server address>/<full path to firmware file>
roe < server address > — agpec TFTP-cepBepa (4omeHHoe ums unau IPv4),
< full path to firmware file > — nonHbI NyTb K chaiiny MO Ha cepBepe;

ViHmepsan o6HoaneHusi O, ¢ — NPOMEXYTOK BPEMEHMN B CeKyHax, Yepes KOTopblii OCyLLeCTBASIETCA
nepuoanyeckoe 06HOB/IEHME NMPOrpaMMHOr0 o6ecnedeHunst ycTpoicTea. Bbibop 3HaueHusi 0 o3Hauaet
0fiHOKpaTHOe 0GHOB/IEHME TO/ILKO Cpasy Moc/ie 3arpy3Ku yCTpoicTaa.

[JeTtanbHoe onvncaHve asroputma aBToMaTtnyeckoro 06HoBeHNA Ha ocHoBe npoTtokona DHCP cmoTpuTe B
pazgene ANroputm paboTbl aBToMaTUyYeckoro 06HOB/IEHNS YCTPONCTBa Ha ocHoBe npoTokona DHCP.

ABTOKOHhUrypuposaHue no nportokony TR-069

o6wume

Bkstowums kueHma TR-069 — npy ycTaHOBNEHHOM (hriare paspelleHa pabota BCTPOEHHOIO K/iMeHTa
npotokosna TR-069, nHave — 3anpeLyeHa.

+ Adpec cepsepa ACS — agpec cepBepa aBTOKOH(purypmpoBaHus. Agpec Heobxoanmo BBOAUTL B

chopmarte http://<address>:<port> nnu https://<address>:<port> (<address> — IP-agpec nnm gomeHHoe
nvst ACS-cepBepa, <port> — nopt cepBepa ACS, no ymonyaxuio nopt 9595). Bo BTOpom cryyae KAneHT
6yaeT ncnonb3oBatb 6e3onacHbIin npotokosn HTTPS ansa obmeHa nHdopmaumeii ¢ cepsepom ACS.
Bkaroyums nepuodudeckud onpoc — nNpu ycTaHOB/IEHHOM dhriare BCTPOEHHbIN kKineHT TR-069
ocyLlecTBnseT nepuoguyecknii onpoc cepsepa ACS ¢ MHTepBasiOM, paBHbIM «[1epuody onpocar, B
cekyHgax. Llenb onpoca — 06HapyXuTb BO3MOXHbIE N3MEHEHWST B KOHDUTypaLmn YCTPOICTBA.

3anpoc coegnHeHus ¢ ACS

Vimsi nonb3osamerisi, [Maposib — UM NONb30BaTenNs U Naposb AN AocTyna knmeHTa k ACS-cepsepy.

3anpoc coeAVHEHNsI C K/IMEHTOM

Vimsi nonb3osamerisi, [Maposib — UMS NONb30BaTesNsl U Naposb Ans goctyna ACS-cepBepa K KITMEeHTY
TR-069.
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HacTtpoiikn NAT

Ecnu Ha nyTn mexay kKnmeHToM 1 cepepoM ACS nmeeT mecTo npeobpasoBaHue ceTeBbix agpecos (NAT -
network address translation) — cepeep ACS MOXET HEe UMETb BO3MOXHOCTb YCTAHOBUTL COEANHEHUNE C
K/INEHTOM, EC/IN HE UCMNO/b30BaThb ONpeAesieHHble TEXHO/I0MMK, NO3BOIAIOLLME 3TOT0 n3bexarb. ITu
TEXHOMOTNM CBOAATCA K ONpeaeneHnto KNIMEHTOM CBOETO Tak HasbiBaeMOro ny6/1MyHoro agpeca (agpeca NAT
WM NO-APYroMy — BHELLHETO agpeca LU/3a, 3a KOTOPbIM YCTAaHOB/EH KMEHT). Onpeaenns cBoi Ny6anyHbIi
agpec, KNMeHT coobLLaeT ero cepeepy, 1 cepsep B fasibHeleM A15 YCTaHOBIEHUSA COeAUHEHUS C K/TMEHTOM
NCNO/b3YET YXKe HEe ero NoKasibHbI agpec, a NyoenNYHbINA.

* Pexxum NAT — onpegensiet, Kakum 06pa3oM K/IMEHT A0/HDKEH NONYUYUTb MHOpMaLUIO O CBOEM
ny6nnyHom agpece. Bo3MOXHbI CneyroLme pexuMsl:

+ STUN - ucnonb3oBatb npotokon STUN g5 onpegeneHuns nyoenmyHoro agpeca;

* Manual — py4Hoii pexxwum, korga ny6/nyHbIl agpec 3afaeTcst ABHO B KOHUrypaumu; B 3TOM
pexvme Ha YCTPOICTBE, BbiNosHAWweM yHkumn NAT, Heobxoanmo [06aBUTb NpaBuIo
npo6poca TCP-nopTa, ncnosb3yemoro kanmeHTom TR-069;

+ Off — NAT He ncnonb3yeTcsa — AaHHbIA peXUM peKoMeHAYEeTCA UCNONb30BaThb, TOIbKO Korga
YCTPOMCTBO NOAKNOYEHO K cepBepy ACS Hanpsimyto, 6e3 npeobpa3oBaHns ceTeBbIX afpecos. B
3TOM cnyyae ny6/mMyHbIA agpec coBnagaeT C SIOKaUlbHbIM aApecoM KneHTa.

Mpw BbiGOpe pexnma STUN Heo6xoaMMo 3a4aTh crieaytoume HacTPOMKK:

+ Adpec STUN-cepsepa — IP-agpec nnn gpomeHHoe ums STUN-cepsepa;

* Mopm STUN-cepsepa — UDP-nopt STUN-cepBepa (no ymonuyaHuto 3HaueHune 3478);

* MuHumasibHbIl nepuoo onpoca, ¢ n MakcumasibHbIU nepuod ornpoca, ¢ — onpeaensoT UHTepsa
BPEMEHM B CEKyHAAX A/15 OTNpaBKn Nnepuogmyeckmnx coobuieHmnin Ha STUN-cepsep ¢ Lenbto
06HapY>XeHNs1 U3MeHeHns Ny6/IM4YHOro agpeca.

Mpw BbIGOpE pexnma Manual ny6nnyHblii agpec kaveHTa 3agaeTcs BpyyHyto yepes napametp Adpec NAT
(appec HeobxoayMo BBOAUTL B chopmarte IPv4).

Mo npotokosny TR-069 BO3MOXHO NPOM3BECTN OCHOBHOE KOHOMUIYpUpoBaHUe YCTPOoCTBa, 06HOBNEHME
nporpaMmMHOro o6ecneyeHus], YTeHe nHopmauun o6 yctpolictee (Bepcus MO, Moaens, CepuiiHbli HOMep 1
T.4.), 3arpy3Ky U BbIrpy3Ky Lienioro chaiina koHdpurypauum, yaasieHHyo nepesarpysky ycTpoicTea (noaaepxaHbl
cneundcpmkauyum TR-069, TR-098).

[N BCTYNNeHWs1 B CUNy HOBOI KOHCOUIypaummn 1 3aHeCEHUs1 HACTPOEK B SHEPTOHE3ABUCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[TpuMeHUMb». 0N OTMEHbI UBMEHEHWNIA HAKMUTE KHOMKY «OmmeHa».
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5.4.9 MoameHo «[JonoaHUTEbHbIE HACTPONKM»

B nogmeHto «[JonoHMTEeNbHbIE HACTPOMKM» MOXHO BK/IoUMTb UPNP, ykaszaTtb 3ape3epsupoBaHHble VLAN ID, a
Takxe HacTpouTb NIoKasibHOe ynpasneHune yepes Ethernet.

UPnP

Brntoumte UPRP o

3apeaepeupoBaHHsie VLAN 1D

HavanbHeia VLAN 1D

KoHesHbia VLAN 1D

INokaneHoe ynpaeneHne Yepez Ethernet
BenmroueHo W0
IP-agpec ynpaensHua 192.0.3.1

Macxa 2552552550

UPnP

© nMoameHio «UPNP» 4OCTYMHO TOMILKO B PEXMUMe MapLLpyT13aTopa.

Mpotokon UPNP ncnosnb3yetcs HEKOTOPbIMU NpuioxeHusiMu (Hanpumep, DC-knneHTaMm, TakuMm Kak
FlylinkDC++) gnsi aBTOMaTmyeckoro cosaaHusi npasun npoépoca TCP/UDP-NopToB, NCNO/b3yeMbIMU 3TUMM
MPWIOXEHMAMMU, Ha BbILLECTOoALLEeM MapLipyTusaTope. PekomeHayetcs BknounTts UPNP ansa obecneveHns
paboTbl cepBMcoOB 06MeHa halinamu B ceTu.

* Bkmroyums UPNP — npu yctaHoBNeHHOM dhiare npotokost UPNP BkNtoveH, MHave — BbIK/THOUEH.
3apesepBuposaHHbie VLAN ID

3apesepsupoBaHHble VLAN ID — cnucok cnyxebHbix VLAN, ncnosb3yemMbiX YCTPOUCTBOM A1 BHYTPEHHUX
uenei.

* HayasibHbil VLAN ID — HavanbHblin Homep VLAN;
* KoHeuHbIl VLAN ID — koHeuHblin Homep VLAN.

NokanbHoe ynpasneHue yepes Ethernet

JNokanbHoe ynpasneHve Yepes Ethernet — Bo3aMoXHOCTbL gocTyna Ao ycTpoiictBa 6e3 Tera yepes Ethernet B
pexume paboTbl «MocT» npu BkOYeHHOM «VLAN trunk».

* Bk/1104eHO — Npy YCTAHOB/IEHHOM (h/1are JI0KaslbHOe ynpas/ieHre YyCTPONCTBOM ByieT AOCTYMHO 6e3
Tera,

* IP-adpec ynpasneHusi — |P-agpec Ethernet-uHtepdoeiica ycTpoiicTBa B /10KasIbHOW ceTu (Mo yMoYaHuto
192.0.3.1);

* Macka — macka nogcetu.
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6 MNpumep HACTPONKK

B gaHHOM pasgene npuBefeH NpuMep NnepBoHaYasibHOl HACTPOViKM YCTpoACTBa A5t NOAKMOUYEHMS K 6a30BOiA
cTaHumu.

© B agpecHolii cTpoke 6paysepa BeeauTe IP-agpec yctpoiicTea (no ymonyanuio 192.168.1.1, ecnu
yCTPOICTBO He nosyunno agpec no DHCP). Mpu ycnewHomM NogKAYeHUN K YCTPOCTBY NOSIBATCS
OKHO C 3anpoCcoM J1I0TMHa 1 Napons. 3anofHUTe NOAS U HAXXMUTE KHOMKY «BoiTu». Mo ymonyaHuo —
norviH: admin, napono: password.

WB-2P-LR2 Ru~

Toruh:
Maporb:

Ecnu 370 OKHO He NosBUMOCK, y6eamTech, 4To MK HaxoauTcs B OAHOI CETU C YCTPONCTBOM.

MonuToprur RSl ChcTeMa
HacTpoika MAC-anpecos Ceresoi skpad  Mapwpyrnzauna  SNMP

OBume HacTpoiikin

WA xocTa
BHewHss ceTs

Paxnu ycTpoictea | Wi-Fi K niawt -

HacTpofkm nogKnioyeHns

SSID | 777 Q Cranmposars snp

Pexuw B02.11 202.11bgn -
LMpKHa KaHana 40 MIy ]
Pexuw GazonacHocTi Off -

MOWHOCTE CHTHENE (1EM) | 24

Koporcnit 2aum THUi MHTEpEaN
DYKCADOBSHHER LIEHTPANLHER YSCTOTS
CNNCOoK DEIPEWSHHLX KEHEMDE

K 8HaNLHaR CKopoCTE NEpanasn Auto 7

MaKcHManEHaR CKOpoCTE NEpanaun Auto 7

Oxuaanme ACK e84

Pexwnw pabota MocT
Mpwuopurer DSCP
Mpotokon DHCP M

Pexmm VLAN Trunk

AnsrepHatuensi Vendor 1D {onuns 60)
Wendor D (onuns 80}
MepenuHuid DNS

Bropwusui DNS

on Tpachuka [ cex) |0 =

WeAnap
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Ha cTpaHuue «MHTepHET» B MeHto «CeTb» HAcTpavBaeTCsl BHELLHEE COeMHEHNE.

1.
2.

3.

B none «Pexunm paboTbl» BbIGEPUTE HYXHBIN peXxunm paboTtbl: MocT nnn MapLupyTtusarop.

Ecnv ana nogknioyeHus K cety nposalifepa UCnosb3ylTcs cTaTuyeckne HacTpoikuy, To B nose
«[MpOTOKO/1» HY)XXHO BblOpaTh 3Ha4YeHne «Static», 3anonHuTL nons «IP-agpec», «Macka nogcetun», «LLnwo3
no ymMosi4aHuto».

«MepBunyHbIi DNS» 1 «BTopryHbIin DNS» — 3HaueHus napameTpoB NpefoCcTaBnsoTCs NpoBaigepom.

Heobxoanmo HacTpOUTb NOAKNHYEHNE K 6A30BOW CTaHLMN.

1.

2.

B none «SSID» ykaxnte naeHtndmkatop 6ecnpoBOAHON CETH, K KOTOPOI HEO6X0AMMO NPON3BECTU
NMOAK/TOYEHMe.

B none «Pexum 6e3onacHoCTn» BbibepUTe pexmnm 6e30nacHOCTH, N0 KOTOPOMY OCYLLECTB/IAETCA
ayTeHTUdMKauns B JaHHOW CETU 1 3aaliTe Kk, eCNN UCNO/b3YETCS CETb C LUMIPOBAHNEM.

Mocne HaxaTusa Ha KHOMKY «[TpuMeHUMmMb», abOHEHTCKas CTaHUMA BbIMOSTHUT NOUCK Yka3aHHoro SSID B
achmpe 1 Npn 06HAPYXXEHUN BbIMNOSTHUT MNONbITKY NOAKNHOYEHNS K 6a30BOI CTaHLMKN C YKa3aHHbIMM
napameTpamu.

Ecnu napameTpbl yka3aHbl KOPPEKTHO N YPOBEHb CUrHas1a AOCTaTOuHbIN, MPOM30AAET yCcneLHoe
MOAK/TOYEHVE.
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7 OrpaHuyeHne konnyecTsa nsydyeHHbix MAC-aapecoB (mac-learning limit)

Onsi BK/IIoUEeHMsT pyHKLMM OrpaHUYeHnst KonmyecTsa u3yuyeHHbix MAC-agpecoB HEO6XOAMMO NOAKMOUNTLCS K
ycTpolicTBy no Telnet/SSH v 3aaaTb HECKO/IbKO KOMaH[, HaCTPOMKN.

OrpaHunyeHne KonnyecTea N3yuyeHHbIx MAC-agpecoB

root@WB-2P-LR2:~$ setconf Internet.Network EnableMacLearningLimit 1 Bi/iloueHvie orpaHnyeHmns
Ko/myecTBa M3ydeHHbIX MAC agpecoB. 15 oTk/IYeHns seeguTte 0.

root@WB-2P-LR2:~$ setconf Internet.Network MacLearningLimit 100 [ /106a/1bHOe OrpaH/yeHne ymicna
MAC-agpecoB (Wi-Fi+Ethernet). Bo3MOXHble 3HaueHunst: 1-2048. Mo ymonyaHuio — 2048, He pekoMeHayeTcs
MEHSATb.

root@WB-2P-LR2:~$ setconf Internet.Network WifiMacLearningLimit 100 OrpaHunuexve uncna MAC-
ajpecoB CO CTOPOHbI Wi-Fi. BO3MOXHble 3HauYeHus: 1-2048.

root@WB-2P-LR2:~$ setconf Internet.Network EthMacLearningLimit 100 OrparuyeHve yicna MAC-aapecos
CO CTOPOHbI Ethernet. Bo3MOXHble 3Ha4eHuA: 1-2048.

root@WB-2P-LR2:~$ setconf Internet.Network DropUnknownUcastSrc 1 Bk/itoueHvie 3anpeta nepegaqn
Tpadmka oT yCcTpocTB, MAC-agpeca KOTOpbIX Obl/IM HE N3yYeHbl U3-3a NPEBbILLEHUS KaKoro-nmobo
orpaHvyeHns n3yvyeHHbIx MAC-aapecos. 115 OTk/IoYeHNs BBeguTe 0.

root@WB-2P-LR2:~$ setconf Internet.Network DropUnknownUcast 1 Bk/itoueHne 3anperta nepegasqv
Tpaduka Ha HensydeHHble MAC-agpeca (ToNbKO unicast). 419 oTkno4eHna seegute 0.
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8 LWennep Unknown Unicast-Tpadmka

Ha WB-2P-LR2 ecTb BO3MOXHOCTb OrpaHnunTb ckopocTb A5 Unknown Unicast-Tpadvka, nepegasaemoro B
CTOpoHy 6a3oBoii ctaHumm (Uplink).

[ns BkAoveHns n HacTpoiiku weinepa Unknown Unicast-Tpadinka He06XoAMMO NOAKMHUNTLCA K YCTPOWCTBY
no Telnet/SSH 1 3agaTb HECKONBKO KOMaH, HACTPOVKM.

HacTpoliika weiinepa Unknown Unicast Tpachmka

root@WB-2P-LR2:~$ setconf Internet.WiFiClient UnknownUnicastShaperMode Manual Bk/itoueHne
wernnepa Unknown Unicast-Tpaduka. Ansa otknoueHus seeamte Off. Mo ymonyaHuo BbIKHOUEH.
root@WB-2P-LR2:~$ setconf Internet.WiFiClient UnknownUnicastShaperLimit 5000 HacTpoiika
orpaHunyeHnsa ckopoctun ana Unknown Unicast-Tpadomka B Kout/c. MapamMeTp MOXET NpUHUMaTb 3Ha4YeHUs

ot 0 40 200000.
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9 LoopBack Detection

WB-2P-LR2 nogaepxusaeT pyHKumo LoopBack Detection. Ecnm doyHKLMOHaN BKIOYEH, aBOHEHTCKas cCTaHLmsA
NMpOBEPSET HA/IMYNE METE/b Ha HMXKECTOosLLLEeM 060pyA0BaHUN U, B Crlyvae nx obHapyxeHus, 6nokmpyet LAN-
NOpT Ha 3aflaHHOe B KOHUrypaLmmn ycTpoiicTea BpeMs. Hamuve netesib NpoBepsieTcs C NOMOLLbHO OTNPaBKM
cneymanbHbIX HETETMPOBaHHbIX NakeToB B LAN-ceTb ¢ agpecom HasHaveHwus cf:00:00:00:00:00.

B cniyyae 6/10KMpOBKM MOPTa, ECNM HA aOOHEHTCKON CTaHLMM HacTpoeHa oTrnpaBka coobLyeHunin Ha Syslog-
cepsep, oTnpasnseTcsa nHgopmaynoHHoe coobueHne ¢ Tekctom "Loopback detected on eth0", nocne
pa36noKNPOBKM NopTa Ha cepBep oTnpasnseTcsa coobuieHme "Port eth0 recovered'. Ctatyc LAN-nopta B
MOHUTOPWHIE YCTPONCTBa MeHAETCA Ha "Bbikn." Ha BpeMs AelicTBUS 6/I0KUPOBKMU.

[nsa BknoveHus n HacTpoiikn LoopBack Detection Heo6xoanMo noaxNHUYMTLCA K ycTpoincTey no Telnet/SSH u
3a/aTb HECKO/IbKO KOMaH/ HaCTPOKN.

HacTtpoiika LoopBack Detection

root@WB-2P-LR2:~$ setconf Internet.Network LoopbackDetectionEnable 1 Bk/toueHve LoopBack Detection.
[nsa otknoveHnsa BeeanTe 0. 10 yMOYaHWI0 BbIK/THOYEH.

root@WB-2P-LR2:~$ setconf Internet.Network LoopbackDetectioninterval 15 HacTpoiika nitepsana
BPEMEHUN MeXAy OTNPaBKOM NakeToB 0OHapYXeHnsa netnu. Mapamerp MOXET NPUHMMAaTb 3Ha4YeHUs OT 1 A0
86400 cekyHA. 1o ymonyaHuio — 2.

root@WB-2P-LR2:~$ setconf Internet.Network LoopbackDetectionRecoveryTimer 60 HacTpoiika BpemeHn,
B TeueHune KoToporo LAN nopt 6yaeT 3ab/10kMpoBaH. lNMapamMeTp MOXET NpMHUMaTb 3Ha4YeHnsa oT 1 4o 86400
cekyHp. o ymosiyaHuio — 60.

78



PykoBoacTBO no akcnyatauun WB-2P-LR2

10 Vlan Mapping

WB-2P-LR2 nogaepxusaet pyHKumoHan Vian Mapping, KOTOpbIil NO3BONSET:

pwOd =

N3meHATb VLAN Tpaduka;

CHumartb VLAN c TermpoBaHHOro Tpaduka;

HasHauaTb VLAN Ha HeTermpoBaHHbIi Tpaduk;

MeHsATb npuoputeT 802.1p Tpadmka, koTopblli 6yaeT otnpasneH Ha Wi-Fi- unun Ethernet-nHtepdeiic
YCTPOWCTBa;

YctaHaBnmBatb ovepesb WMM, B COOTBETCTBUM C KOTOPOI Tpadnk 6yaeT otnpasneH Ha Wi-Fi-
nHTEepdeiic.

Mpasuno Vlan Mapping cocTounT 13 cneayoumx napameTpos:
<ETH VLAN ID>:<WLAN VLAN ID>:<ETH PRI>:<WLAN PRI>:<FORCE WMM>

ETH VLAN ID — Homep VLAN Tpadiunka, KoTopblii npuxoauT/oTnpasnsetca Ha Ethernet-nHtepdeiic
YCTPOWCTBa;

WLAN VLAN ID — Homep VLAN Tpadimka, koTopblii npuxogut/otnpaensercs Ha Wi-Fi-nHtepdelic;

ETH PRI — npvoputet 802.1p, KOTOpbI NprcBavBaeTcsa Tpaduky, oTnpasnisemomy Ha Ethernet-
NHTEepdeiic yCTPONCTBa;

WLAN PRI — npuopwuteT 802.1p, KOTOpbIi NpucBanBaeTcs Tpaduky, otnpasnsemomy Ha Wi-Fi-
nHTEepdeiic;

FORCE WMM — B COOTBETCTBMM C Kakoil ouepeabto Tpadumk byaet otnpasnatbesa Ha Wi-Fi-uHTepdeiic.
Bo3moxHble 3HaveHunsa napamerpa FORCE WMM:

0 — BK;
1 — BE;
2 -Vl
3—Vo.

[ns pa6otbl Vlan Mapping Tpebyetca Bkntountb Vian Trunk.

Hwxe npeactaBneHbl npumepbl HacTpoiikn Vlian Mapping Ha WB-2P-LR2:

1.

CHsitne VLAN 100 ¢ Tpadmka, npuxogsulero Ha Ethernet-uHtepdoeiic yctpoiictea ¢ nocneaytoleii ero
oTnpaskoii Ha Wi-Fi-nHtepdeiic B HeTernposaHHOM Buge. MNMpu nepegade Tpaduka B 06patHoM
HanpasneHun — ¢ Wi-Fi-nHtepdeliica Ha Ethernet-nHtepdelic, Ha HeTernpoBaHHbIin Tpaduk 6yaeT
Ha3HayeH VLAN 100:

root@WB-2P-LR2:~$ setconf Internet.Network VlanMapping 100:-::: Co3aaHvie npasuia Vian Mapping.
root@WB-2P-LR2:~$ setconf internet.Network UseVlanMapping 1 Bk/iloueHne ncnosb3oBaHns
npasunaVlan Mapping. /19 BblkntoueHnA pyHKUMOHana seeauTe 0.

HasHaueHune VLAN 200 Ha HeTerMpoBaHHbIin Tpaduk, npuxogawmin ¢ Ethernet-nntepdcpeiica Ha
YCTPOWCTBO C nocneayowen nepegayein ero Ha Wi-Fi-nHtepdelic. Mpn nepegaye Tpadguka B 06patHOM
Hanpasnexnun — ¢ Wi-Fi-uHtepdelica Ha Ethernet-uHtepdelic, ¢ Tpaduka 6yaet cHumatbes VLAN 200 n
oTnpaenATbcA Ha Ethernet-nHtepdoeiic B HeTermpoBaHHOM BUE:

root@WB-2P-LR2:~$ setconf Internet.Network VlanMapping -:200::: Co3gaHune npasunaVian Mapping.
root@WB-2P-LR2:~$ setconf internet.Network UseVlanMapping 1 Bk/iloueHne ncnosib3oBaHns
npasunaVlan Mapping. /15 Bblkto4eHMA PyHKUMOHaa BBeauTe 0.

79



PykoBoacTBO no akcnyatauun WB-2P-LR2

3. V3meHeHue VLAN c Ha3zHauyeHneM npuoputetos 802.1p 1 yctaHoBneHvem ovyepegn WMM.
Ha Ethernet-untepdpeiic yctpoiictea npuxogut Tpacduk VLAN 500. MNepeg otnpaskoii Tpaduka Ha Wi-Fi-
nHtepdoeic ero VLAN 500 meHsietcst Ha VLAN 200, BbicTaBnsietcst npuoputeT 802.1p paBHbIin 7, a
06paboTka NpoBOANTCA B COOTBETCTBUK C ovepeabto WMM — VI,
Mpun nepegave Tpadurka B o6paTtHom HanpasneHun — ¢ Wi-Fi-nHtepdelica Ha Ethernet-nHtepdelic,
VLAN 200 meHsieTca Ha VLAN 500, npmnoputet 802.1p ctaHoBUTCS 4:

root@WB-2P-LR2:~$ setconf Internet.Network VlanMapping 500:200:4:7:2 Co3zaHune npasuna Vlan

Mapping.
root@WB-2P-LR2:~$ setconf internet.Network UseVlanMapping 1 Bk/iloueHne ncnosib3oBaHns
npasunaVlan Mapping. /15 Bblkto4eHMA PyHKUMOHaa BBeauTe 0.

4. [ns ypaneHus npaBunia HyXHO BBECTU KOMaHAY:

root@WB-2P-LR2:~$ setconf Internet.Network VlanMapping '
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11 CnekTpoaHanusarop

UTo6bl BOCMO/b30BaTbLCA BCTPOEHHbIM CNeKkTpoaHannsaTtopom Ha WB-2P-LR2, Heo6xoaMMo NoAKNHUNTLCS K
ycTpoiicTsy no Telnet nnn SSH.

3anyck npov3BoAMTCst KOMaHAol spectrum-analyzer.

Bpemsi aHann3a Bcex pagvokaHasioB AvanasoHa cocTaBnseT NpUMepPHO 5 MUHYT.

© O6parute BHUMAHMWE, YTO Ha Bpems paboThbl CNEKTPOaHaIM3aTopa Npou3oiaeT OTKIUYEHNE OT
6a30BOi1 CTaHUMKM 10 TEX MOP, NOKa CNeKTpoaHaM3aTop He NPeKpaTuT CBot paGoTy.

Pe3ynsTaT MOXHO Noy4nTb C MOMOLLLI0 KOMaHAbl spectrum-analyzer-result. B koHconb 6yaeT BbigaHa
MHhOpPMaLIMS 0 3arpy3Ke Kaxaoro paanokaHana (B npoueHTax):

root@wB-2P-LR2:~$ spectrum-analyzer
Spectrum analyzer scanning 1in progress
root@wWB-2P-LR2:~$

root@wB-2P-LR2:~$ spectrum-analyzer-result

node: Monitoring.Network.SpectrumAnalyzer
name: 1, value: 13

name: 2, value: 21
name: 3, value: 1
name: 4, value: 3
name: 5, value: 20
name: 6, value: 76
name: 7, value: 9
name: 8, value: 3
name: 9, value: 3

-

name: 10, value: 10
name: 11, value: 28
name: 12, value: 22
name: 13, value: 10
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12 Anroputm paboTbl aBTOMATN4ECKOro 06HOB/IEHNS YCTPOMCTBA HA OCHOBE
npotokona DHCP

Cete  IP-teneempenwe [OCTSTTE]
Bpems Ooctyn Hypeian Maponu NpBENEHWE KOHDUIYDaLweR DGHOENEHME NPOMPEMMBOND oSec nesaHns MNepe3amyxa [l onOMsMTENEHEE HECTPOMIM

ABTOKOH(MIYPUPOBAHWE Ha oCcHOBe nNpoTokona DHCP

ApTomaTw-ecxoe obHoEneHne Komdmrypauws u MO v

MPHOPHTET NAPBMETROE U3 DHCFP options ¥
Dann EoHDRrypaynme

HMHTepean oGHOBNEHMS KOHDHIYPALMN, ¢

Hntepean obnosnenms MO, ¢ 3600

ABTOKOHMIypUMpoBaHue no npotokony TR-069

Obwne
BrACMMTD KnkerTa TR-068 &
Agpec cepespa ACS | hitp:/1192 168 16 1609555
BrmounTe NEpRogn<eckni onpoc &
Mepwog onpoca, ¢
3anpoc coeaMHERWA ¢ ACS
VA NoNb3oEaTENS
Napens
3anpoc cOSMWHEHRA C KNHEHTOM
Hua Nons3IoeETENs
Mapone

Hactposarm NAT

Pamaa NAT i .

ANroputm pa6oThl NPoLIeypbl aBTOMATUYECKOT0 06HOB/IEHUS YCTPOWCTBA ONpeae/iseTcsl 3HaueHnem
napametpa «/Tpuopumem napamempos u3».

Ecnun BbibpaHo 3HauveHune «Static settings», To U3 napameTpoB «Padis1 KoHgbuaypayuu» n «dadin MNo»
onpeaensieTcs NnonHblli NyTh (BK/OYas NPOTOKON AOCTyna 1 agpec cepBepa) K chaiinam KoHdurypauum n
nporpaMMHOro obecneyvenus. MonHbIA NyThb yKasbiBaeTcs B popmate URL:

<protocol>://<server address>/<path to file>, rge

+ <protocol> — npoTokon, MCNonb3yeMblii 415 3arpy3Kn COOTBETCTBYHOLLENO (haiina c cepBepa
(nopaepxmBaetcs npotokon TFTP);

« <server address> — afjpec cepBepa, C KOTOPOro HEO6GX0AMMO 3arpy3uTb hain (4OMeHHOEe UMS 1N
IPv4);

+ <path to file> — nyTb K chaiiny Ha cepsepe.

B URL gonyckaeTcs Mcnonb30BaHue CrefyHoLivx MakpocoB (3ape3epBrpoBaHHbIe C10Ba, BMECTO KOTOPbIX
YCTPOIACTBO MOACTaBNSAET ONpeAeNieHHble 3HAUYeHUs):

+ SMA - MAC address — BmecTo AaHHoro Mmakpoca B URL chaiina ycTpoiicTBo noactasnser
cobcTBeHHbI MAC-aapec;

+ SSN - Serial number — BmecTo gaHHoro makpoca B URL ¢haiina ycTpoiicTBo noactaBnsiet
COGCTBEHHbI CEPUIHBIV HOMEP;

« SPN - Product name — BMecTO JaHHoro Mmakpoca B URL cpaiina ycTpoiicTBo nofctasnser
HasBaHue mogenu (Hanpumep, WB-2P-LR2).
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MAC-agpec, cepuiiHblii HOMep U Ha3BaHue MOAENN MOXHO NOCMOTPETb B PEXMME MOHUTOPUHIA Ha
CTpaH1Le MEHI0 «YCTPOWCTBOY.
Mpumepsbl URL:

tftp://download.server.loc/firmware.file, http://192.168.25.34/configs/WB-2P-LR2//my.cfg,
tftp://server.tftp/SPN/config/SSN.cfg, http://server.http/SPN/firmware/SMA.frm n 1.4,

Mpwn aTOM gonyckaeTcs onyckatb HekoTopble napameTpbl URL. Hanprmep, dhainn KoHdurypaumm MoxHoO
3ajarb B TakoM hopmare:

http://192.168.18.6
nnm
config_wb.cfg

Ecnn n3 URL-thaiina KoHurypaumm nnm nporpaMMHOro obecrneyeHns He ygaétca nssneds Bce Heobxoavmble
ANs 3arpy3ku cpalina napameTpsbl (NPOTOKO/, aApec cepeepa uUnm nyThb K chaiiny Ha cepBepe) — byaeT
npou3BeAeHa NonbiTka U3BMeYb Hen3BecTHbI napametp 13 DHCP-onuuii 43 (Vendor specific info) nnn 66
(TFTP server) n 67 (Boot file name), B cniyuae ecnu B ycnyre VIHTEPHET yCTaHOB/EHO NOMyYEHNE agpeca no
npotokony DHCP (chopmart 1 aHanm3 DHCP onuwii 6yaet npuBenéH Hmke). Ecnm n3 DHCP-onyuii He
noslyyaeTcs U3B/iedb HeJOCTaoLWMi napameTp, 6y4eT UCNO/b30BaThCA 3ajaHHOe 3HaUYeHNe No YMOTYaHUIO:

* Ans npotokona: tftp;

« NS agpeca cepsepa: update.local;

* Ans umexun chainna koHdpurypauum: WB-2P-LR2.cfg;

« ANst UMeHn dhailina nporpaMmHoro obecnevennsi: WB-2P-LR2.fw.

Taknum o6pasom, ecniv nons «Padi/s1 KoHguaypayuu» n «Padsn NO» oCcTaBUTb NYCTbIMU, U MO NPOTOKONY
DHCP He 6yaeT nony4yeHbl onumm 43 nnm 66, 67 ¢ ykazaHnem MecTononoxeHus atux caiinos — URL
dhaina koHdurypaumm 6yaet UMeTb BUA;

tftp://update.local/WB-2P-LR2.cfg,
a URL dpanna No:
tftp://update.local/WB-2P-LR2.fw.

Ecnwn Bbi6bpaHo 3Ha4yeHne «DHCP options» — URL chaitnos KoHurypauum n nporpammHoro o6ecneyeHuns
n3snekatorca n3 DHCP onuuii 43 (Vendor specific info) nnn 66 (TFTP server) n 67 (Boot file name), ans vero B
ycnyre VIHTEPHET [O/KHO ObITb YCTAHOB/IEHO MosyyYeHre agpeca no npotokony DHCP (chopmart 1 aHanms
DHCP onuuii 6yget npueegéH Huxke). Ecnun nz DHCP onuwii He yaaetcsa onpeaenuntb Kakoli-Hnbyas napameTp
URL — onsa Hero ncnonb3yetcs 3afiaHHoe 3HauyeHne no YMOIYaHuIo:

* Ans npotokona: tftp;

« Ans agpeca cepsepa: update.local;

* Ans umexun chaiina koHdpurypauum: WB-2P-LR2.cfg;

« ANst UMeHn dhailina nporpaMmHoro obecnevenunsi: WB-2P-LR2.fw.

®dopmat onyuu 43 (Vendor specific info)
1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5|<server_url>|6|<config.file>|7|<firmware.file>
1 — Kop, agpeca cepBepa aBTOKOHUrypuposaHus rno npotokony TR-069;
2 — Kop, pnA ykasaHua napametpa Provisioning Code;
3 — KoA MeHu nonb3osaTens 4715 asTopusaumm Ha cepsepe TR-069;
4 - Ko napons ansa asropusaumm Ha cepeepe TR-069;

5 - kog agpeca cepBepa, agpec cepBepa 3agaetca B popmate URL: tftp://address nnm http://
address. B nepBom BapuaHTe ykasaH agpec cepsepa TFTP, Bo BTopom — HTTP;

6 — Kog, MeHu haitna koHpurypaumm;

7 — Kog umenun dpaiina MNo;
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| - 06513aTeNbHbIV pa3fennTesbHbIR CUMBO MEXAY KoAaMy U 3HaYeHUSIMU NOAONLUIA.

Anroputm onpegeneHus napametpos URL chaiinoB koHcurypayum n nporpaMmmHOro oéecrneyeHus us
DHCP onuuii 43 u 66, 67.

1. NHnumnanunsauma DHCP-obmeHa.
Mocne 3arpy3ku ycTpoicTBo nHuummpyet DHCP-06meH.

2. AHanus onuun 43.
Mpu nonyyeHny onumm 43 BbINOSTHAETCA aHa/IM3 NOA4ONUMI € Kogamu 5, 6 1 7 ¢ Lenbio onpeaeneHus
agpeca cepsepa 1 UMEH hainnioB KOHUrypaumum n nporpaMMHOro obecneveHus.

3. AHanu3 onuun 66.

Ecnu onuunsa 43 ot DHCP-cepsepa He nosny4veHa nnmbo nosydeHa, Ho U3 Heé He yaasniocb U3B/edb agpec
cepBepa — OCYLLEeCTBNSAETCA Nouck onuun 66. Ecnun nms caiina MO Takke He yaanocb NONyYnTb —
OCYLLLECTBNSAETCA NOUCK onummn 67. N3 HUX N3BMeKalTcAa COOTBETCTBEHHO aapec cepsepa TFTP v nyTb K
dhariny MO. fanee daiinbl KOHMrypayum n nporpammMHoOro obecneveHns 6yayT 3arpyxaTbCcsi ¢ agpeca u3
onuun 66 no npotokony TFTP.

Oco6eHHOCTN 0GHOBIEHUSA KOHhUrypaumm.

®daiin KoHdurypauum gomkeH MMeTs chopmar .tar.gz (B 4aHHOM chopmMate NPoONCXoanT COXpaHeHve
KOHChurypaummn yepes web-nHtepdpeiic Bo Bknagke «Cuctema» — «YnpasneHne KoHpurypaumnein»).
3arpyeHHasi c cepBepa KoHurypauusi npuMeHsieTcsl aBToMaTMyeckn 6e3 nepesarpysku ycTpoiicTaa.

OC06GEeHHOCTU 0GHOB/IEHUsI NPOrPaMMHOTO 0GecneyeHust.

®daiin nporpaMMHOro obecneyeHust Ao/HKEH UMETb chopmar .tar.gz. MNocne 3arpy3sku chaiina Nno
OCYLLIECTB/ISIETCS €70 pacnakoBka 1 npoBepka Bepcum (Mo cogepXxrmoMy dhaiina version B tar.gz-apxmee).

Ecnu Tekywasa Bepcua nporpaMMHOro obecneveHns coBnagaeT ¢ Bepcueli chaiina, noanyyeHHoro no
npotokosy DHCP, o6HoBneHne MO npon3BoguTbCa He 6yaet. O6HOBIEHME NPOU3BOANTCA TOSIbKO B
cnyyae HecoBnageHus Bepcuid. O 3anyLLeHHOM npovecce 3anucu obpasa nporpammHoro obecneyeHns Bo
flash-namsTb ycTpoiicTBa cBMAETENLCTBYET NOOUEPEAHOE LMKINYECKOE MUTaHne nHamkaTopa «Power»
3€e/1eHbIM, OPaHXEeBbIM U KPaCHbIM LiBETOM.

© He oTkovaiiTe NUTaHMe 1 He NeperpyxaiTte yCTpoicTBO BO BpeMs 3anuncu obpasa Bo flash-namarTs.
[aHHble aencTBma NpyuBeayT K YacTU4YHOM 3anucuy MO, 4To paBHOLEHHO NOpYe 3arpy304HOro pasgena
ycTpoiicTBa. [lanibHewasn paboTta ycTpoiictea 6yaeT HeBO3MOXHa. [11si BOCCTaHOB/IEHUSA
paboToCcnoco6HOCTM YCTPOMCTBA BOCMNONb3YNTECh NHCTPYKLUMENR, KOTOpas NnpvBeaeHa B pasgene
Mpoueaypa BOCCTAHOB/IEHMSA CUCTEMbI MOC/1e C6051 NPU 0GHOBNEHNM MPOrPAMMHOI0 06ecneyeHuns .
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13 lMpoueaypa BocCTaHOB/IEHUA CUCTEMbI Noc/ie c605 npu 06HOBEHUN
nporpaMmMHoOro obecneveHus

Ecnv npwv BbINOMHEHWM NpoLEeAypPbl 06HOBMEHMS NPOrPaMMHOro o6ecnedeHust (Yuepe3 web-uHtepdpeiic unm
yepes MexaH13mM aBTOMaTMYeCckoro 0GHOB/IeHUst Ha OcHOBe npoTokosia DHCP) npousolen c6oii (Hanpumep,
13-3a CNly4aiiHOro OTK/THOUEHUsI MUTaHKS), B pe3y/bTaTe Yero JasibHelias paboTa ycTpoiicTBa ctana
HEBO3MOXHOI (MHAMKaTop «Power» NOCTOSIHHO FOPUT KPaCHbLIM LIBETOM), BOCMO/b3YTECH CeAyoWmM
a/IrTopMTMOM BOCCTAHOB/IEHUSA Pa6oTOCNOCOGHOCTM YCTPOIACTBA:

PacnakyiiTe apxvB ¢ dpain/ioMm NporpaMMHOro obecneyeHus.

MoakntoumTe MK K NOPTY YCTPOWCTBA, YCTAHOBUTE Ha CETEBOM MHTepdielice agpec U3 NoaceTu
192.168.1.0/24.

3anycTuTe Ha MK TFTP-knueHT (gnst Windows pekomeHayeTcs ncnonb3oBatb nporpavmmy Tftpd32), B
KauecTBe agpeca yaasiEHHOro xocta ykaxuTe 192.168.1.6, a ansa nepegaumn Bobibepute gaiin linux.bin n3
pacnakoBaHHOIO apxvsa nporpaMmMHoOro obecrnevyeHus.

3anycTuTe KomaHgy oTnpasku thaiina Ha yaaneHHblin xocT (komaHga Put). [lo/mkeH 3anycTuTbCs
npouecc nepefayv aiina Ha yCTponcTBeo.

Ecnv npouecc nepegauu thainna Havasncs, LOXAMTECH €r0 OKOHYaHWS, MOC/1e Yero yCTPonCTBO
npov3BefeT 3an1cb NPOrpaMMHOro o6ecrnevyeHuns B NnamAaTb U aBTOMAaTUYECKN BbIMOJTHUT 3aryck
cucTembl. Bpems 3anuncu coctaBnsieT okosio 8 MUHyT. O6 ycneLwwHOM BOCCTaHOB/IEHMMN YCTPOICTBA
CBUAETENbCTBYET OPaHXEBbIV WX 3eNeHbIR LUBET nHankatopa «Power». [Npy aToM Ha ycTpolicTee
coXpaHsieTcs KoHdurypauums, kotopas 6bi1a fo c6os. Ecnm nogknoumTbes K YCTPONCTBY He yaaétcs —
npousseanTe c6pOC Ha 3aBOACKNE HACTPOIKN.

Ecnu npouecc nepegauu thainna He Hadyasics, y6eanTechb B KOPPEKTHOCTU CETEBbLIX HACTPOEK
KOMnbloTepa 1 nonpobyiTe elle pa3. B cnyyae Heyaayum — yCTPOMNCTBO HEOOGXOAMMO OTNPaBnTb B
PEMOHT N160 BbINO/THUTL BOCCTAHOB/IEHUE, NOAK/THOUMBLUMCE K ycTpoicTBy no COM-nopTy yepes
cneupanbHblii agantep (Npy ero HaIMunm).
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14 TpunoxeHue A. 3anyck NPOM3BO/ILHOIO CKpunTa npu ctapTe CUCTEMbI

Mepuoanyeckn Bo3HMKAET HEOBXOAMMOCTb NPW CTapTe YCTPOCTBA BbIMOMHATL ONpeAeéHHbIe AeNCTBYS,
KOTOpble HENMb3sl OCYLLECTBUTL 3aiaHNEM ONpeAEeNEeHHbIX HACTPOekK Yepes haitn kKoHdurypauum. ns atoro
Cnyyasi B yCTpOACTBE NpeAyCMOTPeHa BO3MOXHOCTb Yepe3 KOH(IUIYpaLUMOHHbIA (haiin HacTPOUTb 3anyck
MPOW3BO/ILHOTO CKPUNTA, B KOTOPbIA MOXHO NOMECTUTb JIH06YH0 XEeNaeMyto Noc/nef0BaTe/IbHOCTb KOMaHA,

[nsi 3anycka Npou3BoO/IbHOMO CKpuUnTa B ghaiine koHdurypauum cfg.yaml cozgaHa cekumsi HaCTPOEK:

UserScript:
Enable: "0"
URL: ™

Onuus «Enable» paspeluaeT (ecnu 3HaueHne 1) unu 3anpewaet (ecnm 3HadeHve 0) 3anyck ckpunTa, nyTb K
KOoTOopoMy yKkasaH B napameTpe URL.

3anyckaeMblii CKPUNT MOXET pacnosiaratbCs Kak Ha yaanéHHOM cepBepe, Tak 1 Ha caMoMm ycTpolictse. C
yAanEéHHOro cepsepa CKpUNT MOXET ObITb 3arpy>eH nocpefactsom npotokonos HTTP wav TFTP. PaccmoTtpum
npumepsbl dalina KoHdurypaumm 415 3anycka nosib30Bare/lbCKoro CKpunta ¢ pasHbIX UCTOYHUKOB.

1. 3anyck c HTTP-cepsepa
[ns 3anycka ckpunta ¢ HTTP-cepepa Heobxoaumo B napameTpe URL ykasaTb NOMHbIN NyTb K dhaiiny B
oopmare HTTP-URL:
URL: " http://192.168.0.250/user-script/script.sh "
B atom cniyyae nocne crtaprta ycTporictea dhaiin script.sh, xpaHsawuiics B katasore user-script no
agpecy 192.168.0.250, aBTomarunyeckn 3arpysutcsa no npotokony HTTP ¢ ykazaHHOro cepeepa, nocre
yero 6yaeT Npou3BesEH ero 3anyck.

2. 3anyck ¢ TFTP-cepBepa
[ns 3anycka ckpunta ¢ TFTP-cepsepa Heobxogmmo B napameTtpe URL ykasaTb NOJHbIV NyTh K doaiiny B
oopmate TFTP-URL.:
URL: " tftp://192.168.0.250/user-script/script.sh "
B atom cniyyae nocne ctaprta ycTporictea haiin script.sh, xpaHsawuiics B katasnore user-script no
agpecy 192.168.0.250, aTomarunyecku 3arpy3utcsa no npotokosny TFTP ¢ ykaszaHHOro cepsepa, nocsne
yero 6yaeT Npou3BesEH ero 3anyck.

3. 3anyck nokanbHOro ckpunTa
BBuay ocobeHHOCTEN halifioBOi CUCTEMbI TOKa/IbHbIA CKPUNT AO/MKEH pacnonaratbCs TOMbKO B
katasiore /etc/config, T.K. TONbKO COAEPXUMOE 3TOT0 KaTasiora COXpaHsieTcsa nocse nepesarpysku
ycTpoiicTBa. CKpunT B KaTasiore /etc/config MoXHO co3gatb NMM60 ¢ NOMOLLIO peaakTopa Vi, 1o
3arpysuThb ero ¢ BHewHero TFTP-cepBepa (komaHaoii tftp —gl user.sh <TFTP-server address>). Mocne
CO34aHus cKkpunTa eMy Heob6Xxo4MMO HasHauYMTb Npasa Ha 3anyck KOMaH4ow
chmod 777 /etc/config/user.sh
B dhaiine kondurypauumn URL ans 3anycka N0Ka/IbHOro CKpunta uMeeT Bug;
URL: " File://etc/config/user.sh "

BaXkHO OTMETUTb, YTO MO/Ib30BATENLCKUIA CKPUNT AO/MHKEH HAUMHATLCSA C AUpPeKTUBbI #!/bin/sh.
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15 MNMpunoxeHue b. lnarpamma HanpasB1e€HHOCTH

Anarpamma HanpaBNeHHOCTV aHTEHHbI BEPTUKa/IbHO nonspusauuu:

[uarpamma HanpaBneHHOCTU aHTEHHbI TOPU3OHTAJILHOI NoNspu3auun:
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16 CnNUCoK nsMeHeHum

Bepcus gokymeHTa

Bepcua 1.6

Bepcua 1.5

Bepcua 1.4

Bepcna 1.3

Bepcusa 1.2

Bepcua 1.1

Bepcua 1.0

Bepcusa nporpaMmMHOro
oo6ecneyeHuns

[Jarta Bbinycka

02.12.2022

15.03.2022
30.01.2022

11.10.2021

22.12.2020

06.04.2020

06.11.2019

PykoBoacTBO no akcnyatauun WB-2P-LR2

CogepxaHve nsmMeHeHwui

CuHxpoHusaums ¢ sepcueit MO 2.8.0
V3meHeHo:

+ 5.1.6 NoameHto «PPPoE Relay»

+ 5.1.8 NoaMeHI0 «YCTPONCTBO»
Jo6asneHo:

+ 8 Wewinep Unknown Unicast-Tpadimka

* 9 LoopBack Detection

+ 10 Vlan Mapping
CuHxpoHusauus ¢ sepcuein MO 2.6.2
CuHxpoHusauus ¢ Bepcuein M0 2.6.0

MN3mMeHeHo:

+ 3.4 MoHTax ycTpoiictea WB-2P-LR2
* 5.4.9 NogmeHo «lononHuTe NbHbIe
HacTpolikn» (fo6aBneH NyHKT «/lokasibHoe
ynpaeneHue yepes Ethernet»)
*+ 6 lNpumep HaCTPOiKM
[o6aBneHo:

+ 3.4.5 MoHTax ycTpoiicTea ¢
NCMNO/Ib30BaHNEM KpPOHLUTEHA

CuHxpoHusaums ¢ sepcueit MO 2.5.0
Jo6asneHo:

+ 3.3 PekomeHgauuun no obecrneyeHnto
rpo3o3alnThbl
+ 7 OrpaHuyeHune KonmyecTBa M3yyYeHHbIX
MAC-agpecos
M3meHeHo:

+ 5.2.1 NogmeHto «NHTEepHET»

CwuHxpoHusaums ¢ sepcueli MO 2.4.1

CuHxpoHusauus ¢ Bepcuein MO 2.4.0
[o6aBneHo:

* 4.4 TeCTOBbI peXnUM
M3mMeHeHo:

* 5.2.1 MeHto «CeTb//HTEpHET»

MepBas ny6nukaums

2.8.0
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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